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Application No.
16/907,887

Applicant(s)

Raleigh, Gregory G.

Response to Rule 312 Communication Examiner

BENJAMIN A KAPLAN

Art Unit

2434

AIA (FITF) Status

No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

1. M The amendment filed on 14 June 2022 under 37 CFR 1.312 has been considered, and has been:

a)J entered.

b) entered as directed to matters of form not affecting the scope of the invention.

c) [ disapproved because the amendment was filed after the payment of the issue fee.

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1)

and the required fee to withdraw the application from issue.
d)[J disapproved. See explanation below.

e)J entered in part. See explanation below.

fy J not entered because the supplemental or corrected Application Data sheet (ADS)

(3J was not accompanied by a petition to accept an unintentionally delayed claim under 37 CFR 1.55 or 27 CFR 1.78;

(3 did not identify the information being changed in accordance with 37 CFR 1.76(c)(2);

(J was not properly signed in accordance with 37 CFR 1.76(e) (or 37 CFR 1.33(b) for applications filed prior to

September 16, 2012).

/BENJAMIN A KAPLAN/
Examiner, Art Unit 2434

U.S. Patent and Trademark Office
PTOL-271 (Rev. 08-21) Response to Rule 312 Communication

Part of Paper No. 20220623




O TO ENTER: /B.A.K/

Application Serial No.: 16/907,887
Attorney Docket No.: RALEP025C1C1CIC1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Gregory G. Raleigh
Application Serial No.: 16/907,887
Filed: 6/22/2020

Title: Security Techniques for Device
Assisted Services

Group Art Unit: 2434

Examiner: Kaplan, Benjamin A.

AMENDMENT AFTER NOTICE OF ALLOWANCE UNDER 37 CFR § 1.312

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir/Madam:

This Amendment is pursuant to 37 CFR § 1.312 after Notice of Allowance, dated March

21, 2022, in the above-referenced patent application.
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FARJAMI & FARJAMI Lip

AN INTELLECTUAL PROPERTY LAW FIRM

www.farjami.com

26522 La Alameda Avenue, Suite 360
Mission Viejo, California 92691

tel: (949) 282-1000

fax: (949) 282-1002

ELECTRONIC TRANSMISSION COVER SHEET

Date: June 16, 2022

To: United States Patent and Trademark Office
Examiner: Kaplan, Benjamin A.; Art Unit: 2434

Re: Application Serial No.: 16/907,887
Filing Date: 6/22/2020; First-Named Inventor: Raleigh
Attorney Docket No.: RALEPO25C1CICIC1

From: Farjami & Farjami LLP

Number of pages including the cover sheet: 5

Message:

Enclosed, please find the Issue Fee.

Credit Card payment in the amount of $600.00 as the required Issue fee is hereby
included with this filing.

Authorization is hereby given to the Commissioner to charge any fees associated with this
communication or credit any overpayment to Deposit Account No. 50-0731.

The documents accompanying this electronic transmission contain PRIVILEGED AND CONFIDENTIAL information intended only
for use of the individual or entity named above. If you are not the intended recipient, disclosure, copying, distribution or use of the
contents of this electronic transmission information is prohibited. If you have received this electronic transmission in error, please
immediately notify us by telephone and return the original electronic transmission to us at the above address via U.S. Postal Service.
We will reimburse you for all expenses incurred.



Electronic Patent Application Fee Transmittal

Application Number:

16907887

Filing Date:

22-Jun-2020

Title of Invention:

Security Techniques for Device Assisted Services

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Filer:

Michael Farjami/Evan Gunderman

Attorney Docket Number:

RALEP025C1C1C1C1

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description

Fee Code Quantity Amount

Sub-Total in
USD(S)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE

2501 1 600

600




Description

Fee Code

Quantity

Amount

Sub-Total in
USD(S)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

600
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Electronic Acknowledgement Receipt

EFS ID: 45980247
Application Number: 16907887
International Application Number:
Confirmation Number: 2653

Title of Invention:

Security Technigues for Device Assisted Services

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Customer Number:

106963

Filer:

Michael Farjami/Evan Gunderman

Filer Authorized By:

Michael Farjami

Attorney Docket Number: RALEP025C1C1C1CT
Receipt Date: 16-JUN-2022
Filing Date: 22-JUN-2020
Time Stamp: 19:22:38

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $600

RAM confirmation Number E20226FJ23471758
Deposit Account 500731

Authorized User

Evan Gunderman

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 (National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.21 (Miscellaneous fees and charges)

File Listing:
ocument . . File Size(Byte Multi Page
Docu Document Description File Name ile Size( y sV u t'. . ages
Number Message Digest | Part/.zip| (if appl.)
207631
RALEP025C1C1C1C1_Issue_Fes]
1 df yes 5
_J u ne_1 6_22 p e5a96082babf3bb89e49d04b3f0cf64483b
7538e
Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal Letter 1 1
Issue Fee Payment (PTO-85B) 2 5

Warnings:

Information:
37915

2 Fee Worksheet (SB06) fee-info.pdf no 2
943183ead5b400af81cc13812dcb8ba3ces)

c32f1

Warnings:

Information:

Total Files Size (in bytes){ 245546

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Attorney Docket No.: RALEP025C1C1CIC1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Raleigh
Application Serial No.: 16/907,887

Filed: 6/22/2020

Title: Security Techniques for Device

Assisted Services

Mail Stop Issue Fee
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir/Madam:

Group Art Unit: 2434
Examiner: Kaplan, Benjamin A.

Notice of Allowance: March 21, 2022

ISSUE FEE

Enclosed, please find the completed “Issue Fee Transmittal” form and a “Payment

by Credit Card” in the amount of $600.00 to cover the issue fee. The drawings filed in

the present application have been accepted as formal drawings by the Examiner.

Page 1 of 3
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Attorney Docket No.: RALEP025C1C1CIC1

COMMENTS ON STATEMENTS OF REASONS FOR ALLOWANCE

The Applicant recognizes that in accordance with M.P.E.P. § 1302.14, the reasons
for allowance provided by the Examiner do not necessarily include all of the reasons why
the claims are allowed. The Applicant does not concede that the stated reasons for
allowance are the only grounds for patentability of the allowed claims or that any element
excluded from the Examiner’s Reasons for Allowance is taught or suggested by the art of
record.

Further, the Applicant does not concede that all of the elements identified by the
Examiner are required to distinguish the prior art of record or to satisfy the requirements
of 35 U.S.C. § 112. In addition, the Examiner does not assert, and the Applicant would
not agree, that the stated reasons for allowance have any bearing on the patentability of
claims in any other applications.

Each dependent claim stands on its own and is allowable based on its own
elements or in combination with one or more elements recited in its base claim(s). The
combination of elements need not include all of the elements identified in the stated
reasons for allowance.

The Commissioner is hereby authorized to charge the required fee(s), any

deficiency, or credit any overpayment, to Deposit Account Number 50-0731.

Page 2 of 3
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Attorney Docket No.: RALEP025C1C1CIC1

An early issuance of the present application is respectfully requested.

FARJAMI & FARJAMI LLP
26522 La Alameda Ave., Ste. 360
Mission Viejo, CA 92691

Tel: (949) 282-1000

Fax: (949) 282-1002

Respectfully submitted,
Farjami & Farjami LLP

By: __/Farshad Farjami/
Farshad Farjami, Esq.
Reg. No. 41,014

CERTIFICATE OF ELECTRONIC TRANSMISSION

I hereby certify that this correspondence is being filed via EFS in United States
Patent and Trademark Office, on the date stated below.

June 16, 2022
Date

Evan C. Gunderman Jevan c. gunderman/
Name Signature
Page 3 of 3
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PART B - FEF(S) TRANSMITTAL

Complete and send this form, together with the applicable fee(s), by mail or fax, orvia EFSWeb.
By mail, send to: Mail Stop ISSUE FEE By fax. send to: (571,273-2885
Commissioner for Patents
P.G, Box 1459
Alexandra, VA 22313-1430
m shouldbeused for trangmitting the [SSUEFEE and PUBLICATIONFE
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CURRENT CORRESPONDENCE ADDRESS (Notwe: Use Block 1 v any change ofaddriess) Note: A certificate of mailing can only be used for dowestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other acconpanying

HEADWATER RESEARCH LLC ;. Each additional paper, such as an assignment or Hrwval drawing, nmust

. . . . own certificate of mailing ortransmission.
G”O Farjami & Fafjaﬁ“ LLP Certificate of Mailing or Traussmsission
268522 La Alameda Avenue, Suite 360 I hereby certiy that this Fee(s) Transmittal is being deposited with the United
. . . : States Postal S with suficient p eforfi ass mail in an envelope

MESSEQﬂ Vi@jﬂ, CA 92691 addressed 1o th § Stop ISSUE £ I E Lot being ransmittad to the

USPTQ via B¥S-Web o5 by facsiwife to (3713273-2885 on the date below,

Evan C. Gunderman (Typed orprised name)
/Evan C. Gunderman/ (Signature

June 16, 2022 (Date)

T NAMED INVENTOR ATTORNEY DOCKET NG CONFIRMATION NGO

APPLICATION NO FILING DATE
16/907 887 06/22/2020 GREGORY G. RALEIGH RALEPO25C1C1C1CH 2853

THLE OF INVENTION: Security Techniguoes for Device Assisted Services
APPIN TYPE ENTITY STATUS {SSUE FEE DUE PUBLICATION FEE DUE
nonprovisional SMALL $600 $0

TOTAL TEX(5) DU DATEDUY

$800 §/21/22

EXAMINER ART UNIT CLASS-SUBCLASS
Kaplan, Benjamiu 2434 726/001.000

»{ comrespondence address orindication of “ Fee 2. For piinting on the patentfront page, list
L ptgrg - i . . . .
(37 CFR 1.363} (1) The names of up to 3 registercd patent attomeys L. Farjami & Fa rjafni LLP

ovagents OR, alternatively,

1. Chang
Addres

Change of corresponder didress (or Ch

Correspondence Address orm PTO/8B attached. (2} The name of a single firm (having as a menber 3.
registesed attorney or agent) and the nawes of

E::} “ Yee Address” indication (o1 “Fee Address” Indication up to 2 regisiered patent attorneys or agents. i
fomm PIO/SE/AT. Rev 03-09 ormore recent) no nang is listed, no name will be printed. 3

attached. Use of a Customes Nuwmber is reguired.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT {(print ortype}
PLEASE NOTE: Unless an assiguee isideptified below, no assiguee data will appear on the patent. Ifan assignee is identificd below, the document must have been
previously recorded, or filed fos recordation, as set forth jn 37 CFR 3.11 and 37 CFR 3.8 1(a). Conpletion ofthis orm is NOT a substitute ©5 fling an assignment.

{A)Y NAME OF ASSIGNEE {B) RESIDENCE. (CITY and 8TATE or COUNTRY)

HEADWATER RESEARCH LLC TYLER, TEXAS

Please check the appropriate assignee category or categories (will not be priséed onthe patent): {j Individual Corporation or sther private group entity {:} Government

4a. Fees Submitted: Issue Fee i:} FublicationFee (ifrequired) 1:} Advapce Order- # of Copies
4b. Method of Paywent (Please first reapply any previously pa shown above):
Electrontc Paynent via EFS-Web E:ii“.n osed check D Noun-electronic paywent by credit card (Attach B PTO-2038)
The Director is hereby authorized to charge the required £e(s), any deficiency, o7 credit any overpayment {6 Deposit Account N

5. Change of Entity Status (fomstatus indicated sbove)
ﬂ Applicant ¢ /SB/1SA and 15B), issue e

cation abandonment.

Absent avalid Certification ofMicro Entity Status (see forms P
entity amount will not be accepted at the risk ofappli

@

Jing micro entity status. See 37 CFR 129, NOTI
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If the application was previously under wicro entity status, checking this box willbe talken as

E:} Applicant asserting smnll eprity status. See 37 CFR1.27.
anotification ofloss ofentitiement to micro entily status.

: Checking this box will be taken as a notification ofloss ofentitiement to small or micro entity
status, as applicable

to regilar undiscounted fee status.

E:] Applicant changin

NOTE: This fonn must be signed in accordance with 37 CFR 131 and 1.33. See 37 CFR 1.4 for sigpature requitenents and cettifications.

Authonized Signature !‘FarShad Farjamil Date Juﬂe 167 2022
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Electronic Acknowledgement Receipt

EFS ID: 45956673
Application Number: 16907887
International Application Number:
Confirmation Number: 2653

Title of Invention:

Security Technigues for Device Assisted Services

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Customer Number:

106963

Filer:

Michael Farjami/Evan Gunderman

Filer Authorized By:

Michael Farjami

Attorney Docket Number: RALEP025C1C1C1CT
Receipt Date: 14-JUN-2022
Filing Date: 22-JUN-2020
Time Stamp: 19:49:57

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document ... . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)
54887
RALEP025C1C1C1C1_Amendm
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Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal Letter 1 1
Amendment after Notice of Allowance (Rule 312) 2 5
Warnings:
Information:
Total Files Size (in bytes){ 54887

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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FARJAMI & FARJAMI Lip

AN INTELLECTUAL PROPERTY LAW FIRM

www.farjami.com

26522 La Alameda Avenue, Suite 360
Mission Viejo, California 92691

tel: (949) 282-1000

fax: (949) 282-1002

ELECTRONIC TRANSMISSION COVER SHEET

Date: June 14, 2022

To: United States Patent and Trademark Office
Examiner: Kaplan, Benjamin A.; Art Unit: 2434

Re: Application Serial No.: 16/907,887
Filing Date: 6/22/2020; First-Named Inventor: Raleigh
Attorney Docket No.: RALEPO25C1CICIC1

From: Farjami & Farjami LLP

Number of pages including the cover sheet: 5

Message:

Enclosed, please find the Amendment After Notice of Allowance, dated March 21, 2022.

Authorization is hereby given to the Commissioner to charge any fees associated with this
communication or credit any overpayment to Deposit Account 50-0731.

Thank you.

The documents accompanying this electronic transmission contain PRIVILEGED AND CONFIDENTIAL information intended only
for use of the individual or entity named above. If you are not the intended recipient, disclosure, copying, distribution or use of the
contents of this electronic transmission information is prohibited. If you have received this electronic transmission in error, please
immediately notify us by telephone and return the original electronic transmission to us at the above address via U.S. Postal Service.
We will reimburse you for all expenses incurred.
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Application Serial No.: 16/907,887
Attorney Docket No.: RALEP025C1C1CIC1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Gregory G. Raleigh Group Art Unit: 2434
Application Serial No.: 16/907,887 Examiner: Kaplan, Benjamin A.
Filed: 6/22/2020

Title: Security Techniques for Device
Assisted Services

AMENDMENT AFTER NOTICE OF ALLOWANCE UNDER 37 CFR § 1.312

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir/Madam:
This Amendment is pursuant to 37 CFR § 1.312 after Notice of Allowance, dated March

21, 2022, in the above-referenced patent application.
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Application Serial No.: 16/907,887
Attorney Docket No.: RALEP025C1C1CIC1

In the Claims:

1.

(Cancelled)

2. (Currently Amended) A method of operating a wireless end-user device, the method

3.

comprising:

connecting from a secure modem subsystem to a wireless cellular network;

connecting a first secure control channel from the secure modem subsystem
through the wireless cellular network to a network service controller;

connecting a second secure control channel from a secure execution environment,
separately secure from the secure modem subsystem, through the secure modem
subsystem and the wireless cellular network to the network service controller;

receiving at the secure execution environment, via the second secure control
channel, one or more messages from the network service controller, the one or more
messages comprising one or more service policy settings;

storing the one or more service policy settings in a secure memory partition
accessible only from the secure execution environment; and

enforcing, at least in part from the secure execution environment, a network
service profile comprising the one or more service policy settings, to control the

wireless end-user device use of a service on the wireless cellular network.

(Currently Amended) The method of claim 2, wherein the network service profile is
associated with a service plan that provides for access to the service on the wireless

cellular network

(Previously Presented) The method of claim 2, wherein the secure modem subsystem
comprises a modem control link and a modem local channel, and the first secure control
channel connects the modem control link to the network service controller through the
modem local channel, and wherein the secure execution environment comprises a host
service control link, the second secure control channel coupled to the host service control
link, the modem local channel providing secure communication between the modem

control link and the host service control link.
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10.

11

12.

Application Serial No.: 16/907,887
Attorney Docket No.: RALEP025C1C1CIC1

(Currently Amended) The method of claim 2, wherein the secure modem subsystem
further comprises a modem agent accessible only by the network service controller

through the first secure control channel.

(Previously Presented) The method of claim 5, wherein the modem agent comprises a

service measurement point for use of the service.

(Currently Amended) The method of claim 6, further comprising the modem agent
communicating a first report of the use of the service to the network service controller

through the first secure control channel.

(Currently Amended) The method of claim 7, further comprising the secure execution
environment separately communicating a second report of the monitored use of the

service through the second secure control channel.

(Previously Presented) The method of claim 2, wherein the one or more service policy
settings include an access control setting, a traffic control setting, and/or an admission

control setting.

(Previously Presented) The method of claim 2, wherein the one or more service policy

settings include a network or device management communication setting.

. (Previously Presented) The method of claim 2, wherein the secure execution

environment is implemented at least in part as a hardware partition.

(Previously Presented) The method of claim 2, wherein the secure execution

environment is implemented at least in part as a software partition.

. (Previously Presented) The method of claim 2, wherein the secure execution

environment is implemented at least in part in a virtual machine executed on a processor.
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Application Serial No.: 16/907,887
Attorney Docket No.: RALEP025C1C1CIC1

REMARKS

By the present amendment, Applicant amends claims 2, 3, 5, 7 and 8 to correct a few

clerical errors. Applicant respectfully submits that no new matter is added.

FARJAMI & FARJAMI LLP
26522 La Alameda Ave., Suite 360
Mission Viejo, California 92691
Telephone: (949) 282-1000
Facsimile: (949) 282-1002

Respectfully Submitted,
FARJAMI & FARJAMI LLP

/Farshad Farjami/
Farshad Farjami, Esq.
Reg. No. 41,014

CERTIFICATE OF ELECTRONIC TRANSMISSION

I hereby certify that this correspondence is being filed via EFS in United States
Patent and Trademark Office, on the date stated below.

June 14, 2022

Date

Evan C. Gunderman /evan c. gunderman/
Name Signature
4
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WWW.uspto.gov
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PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
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P.O. Box 1450
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Suite 1116 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
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I EXAMINER | ART UNIT | CLASS-SUBCLASS |
KAPLAN, BENJAMIN A 2434 726-001000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of 4 single firm (having as a member 2

registered attorney or agent) and the names of upto 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address" indication (or "Fee Address" Indication form PTO/
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Customer Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
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PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity (] Government

4a. Fees submitted: [MIssue Fee (JPublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Blectronic Payment via EFS-Web [ Enclosed check (] Non-electronic payment by credit card (Attach form PTO-2038)

[ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/907,887 06/22/2020 Gregory G. Raleigh RALEP025C1CICI1C1 2653
| EXAMINER |
106963 7590 03/21/2022
Headwater Research LLC KAPLAN, BENJAMIN A
110 North College Avenue
Suite 1116 | ART UNIT PAPER NUMBER |
Tyler, TX 75702 2434

DATE MAILED: 03/21/2022

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5§ U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
. . 16/907,887 Raleigh, Gregory G.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
BENJAMIN A KAPLAN 2434 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4) This communication is responsive to communications filed 23 February 2022.
[J A declaration(s)affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3¢ The allowed claim(s) is/are 2-13 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
4. Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) Al b) (J Some* ¢) [J None of the:
1. [0 Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No. ___
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(3O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front {not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.V} Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 12/21/2021.

3.0J Examiner's Comment Regarding Requirement for Deposit 7. O Other .

of Biological Material
4.0 Interview Summary (PTO-413),
Paper No./Mail Date.
/BENJAMIN A KAPLAN/
Examiner, Art Unit 2434

U.S. Patent and Trademark Office i
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20220311
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Application/Control Number: 16/907,887 Page?2
ArtUnit: 2434

Notice of Pre-AlA or AIA Status

The present application is being examined under the pre-AlAfirst to invent provisions.

Allowable Subject Matter

On 21 December 2021 an Electronic Terminal Disclaimer was filed and approved with regardsto
conflicting U.S. Patent No. 10,694,385. The issue of Double Patenting has been resolved.

The prior art of record does not teach the secure modem subsystem connecting to the secure
execution environment, the secure memory partition accessible only from the secure execution
environment, and the modem control link to connect securely to the network service controller through
a second control channel.

United States Patent No.: US 8,453,227 B2 (Aiello et al.) and United states Patent Application
Publication No.: US 2009/0298478 A1 (Tyhurst et al.) show methods of managing a similar environment
but do not individually antedate orin combination withthe otherart of record render obvious the claimed
invention.

Claims 2-13 are allowed.

Conclusion
Any inquiry concerning this communication or earlier communications from the examiner should
be directed to BENJAMIN A KAPLAN whose telephone number is (571)270-3170. The examiner can
normally be reachedon 9:00a.m. - 5:00 p.m..
Examiner interviews are available via telephone, in-person, and video conferencing using a USPTO
supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use the

USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.
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Application/Control Number: 16/907,887 Page3
ArtUnit: 2434

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Kambiz Zand can be reached on (571)272-3811. The fax phone number for the organization where this
application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained from
either Private PAIR or Public PAIR. Status information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system, see https://ppair-
my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private PAIR system, contact
the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO
Customer Service Representative or access to the automated information system, call 800-786-9199 (IN

USA OR CANADA) or 571-272-1000.

/BENJAMIN A KAPLAN/
Examiner, Art Unit 2434
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25256"|"6732176"|"673
5206"|"6748195"|"6748
437""6751296"|"67544
70"|"6757717"|"676041
7""6763000"|"'6763226"
'6765864"|"6765925"|"
6782412"|"6785889"|"6
792461"|"6829596"|"68
29696"|"6839340"|"684
2628"|"6873988"|"6876
653"|"6879825"|"68827
18"|"6885997"|"690144
0"["6920455"|"6922562"
"6928280"|"6934249"|"
6934751"|"6947723"|"6
947985"|"6952428"|"69
57067"|'6959202"|"695
9393"|"6965667"|"6965
872"|"6967958"|"69706
92"|"6970927"|'698273
3""6983370"|"6996062"
'6996076"|"6996393"|"
6998985"|"7002920"["7
007295"|"7013469"|"70
17189"|"7024200"|"702
4460"|"7027055"|"7027

03/11/2022 08:21:48 PM
Workspace: 16907887
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L15

280

408"["7031733"|"70320
72""7039027"|"703903
7'"7039403"["7039713"
["7042988"|"7043225"|"
7043226"|"7043268"|"7
047276"["7058022"|"70
58968"|"7068600"|"706
9248"("7082422"|"7084
775""7092696"|"70957
54"|"7102620"|"711075
3""7113780""7113997"
"7120133"|"7133386"|"
7133695""7136361"["7
139569"|"7142876"|"71
49229"|"7149521""715
1764"|"7158792"|"7162
237""7165040""71670
78""7174156"|"717417
4").PN.

("7177919"|"7180855"|"
7181017"|"7191248"|"7
197321"["7200112"|"72
00551"|"7203169"|"720
3721"|"7203752""7212
491"|"7219123"|"72221
90"["7222304"|"722496
8"|"7228354""7236780"
|"7242668"|"7242920"|"
7245901"|"7248570"|"7
251218"|"7260382"|"72
66371""7269157"|"727
1765"|"7272660"|"7280
816"|"7280818"|"72835
61"|"7283963"|"728683
4"|"7286848"|"7289489"
['7290283"["7310424"|"
7313237"|"7315892"|"7
317699"|"7318111"|"73
20029"("7322044"|"732
4447"|"7325037"|"7336
960"|"7340772"|"73464
10"["7349695"|"735353
3""7356011"["7356337"
|"7366497"|"7366654"|"
7369848"|"7369856"|"7
373136"|"7373179"|"73
79731""7388950"|"738
9412"|"7391724"("7395
244"|"7401338"|"74037
63"|"7409447"|"740956
9"["7411930""7418253"
["7418257""7421004"]"
7423971"["7428750"|"7
433362"|"7436816"|"74
40433"|"7444669"|"745
0591"["7450927"|"7454
191""'7457265"|"74578
70""7460837"|"746665

(US-PGPUB; USPAT)

AND

OFF

OFF

2020/01/06
04:54 AM

03/11/2022 08:21:48 PM
Workspace: 16907887
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2"|"7467160"|"7472189"
["7478420"|"7486185"|"
7486658"["7493659"|"7
496652"|"7499438"|"74
99537"|"7502672"|"750
5756"|"7505795"|"7508
799"["7512128"|"75121
31"|"7515608"|"751592
6"|"7516219""7522549"
"7522576"|"7526541"|"
7529204"|"7535880"|"7
536695"|"7539132"|"75
39862"|"7540408"|"754
5782"|"7546460"|"7546
629"|"7548875"|"75489
76"|"7551921"|"755192
2"|"7554983"|"7555757"
"7561899"|"7562213""
7564799"|"7565141"|"7
574509"|"7574731""75
77431"|"7580356"|"758
0857"|"7583964"|"7584
298"|"7586871"|"75934
17""7593730"|"759637
3"["7599288"|"7599714"
["7602746"|"7606918"|"
7607041"|"7609650"|"7
609700"|"7610047"|"76
10057"|"7610328"|"761
0396"|"7614051"|"7616
962"["7617516"|"76200
41"]"7620065"|"762016
2"|"7620383"|"7627314"
|"7627600"|"7627767"|"
7627872"|"7633438"|"7
634388"|"7636574"|"76
36626"|"7643411"|"764
4151"|"7644267"|"7644
414""7647047"|"76501
37"|"7653394"|"765627
1"|"7657920"|"7660419"
["7661124"|"7664494"|"
7668176"|"7668612""7
668903"|"7668966"|"76
76673"|"7680086"|"768
1226"|"7684370"|"7685
131"["7685254"|"76855
30"|"7688792"|"769310
7""7693720"|"7697540"
"7710932"|"7711848""
7719966"|"7720206"|"7
720464"|"7720505""77
20960"|"7721296"|"772
4716"|"7725570"|"7729
326"["7730123"|"77347
84"|"7742406"|"774685
4"|"7747240"|"7747699"
|"7747730"["7752330"|"

03/11/2022 08:21:48 PM
Workspace: 16907887
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L16

280

7756056"["7756534"|"7
756757"|"7760137"|"77
60711"|"7760861"|"776
5294"|"7769397""7770
785"|"7774323"|"77744
12""7774456"|"777817
6""7778643"|"7792257"
"7792538"|"7792708"|"
7797019"|"7797060"|"7
797204"|"7797401"|"78
01523"|"7801783"|"780
1985"["7802724"|"7805
140"["7805522"|"78056
06"["7809351"|"780937
2""7813746"|"7817615"
|"7817983"|"7822837"|"
7822849"|"7826427"|"7
826607"|"7835275"|"78
43831"|"7843843"|"784
4034"|"7844728"|"7848
768"|"7849161"|"78491
70""7849477"|"785325
5"|"7853656"|"7856226"
["7860088"|"7865182"|"
7865187"["7868778"|"7
873001"|"7873344"|"78
73346"|"7873540"|"787
3705"|"7877090"|"7881
199"["7881697"|"78820
29"|"7882247"|"788256
0"["7886047""7889384"
"7890084"["7890111"|"
7894431"|"7899039"|"7
899438"|"7903553"|"79
07970"["7908358").PN.

("7911975"|"7912025"|"
7912056"|"7920529"|"7
921463"|"7925740"|"79
25778"("7929959"|"792
9960"["7929973"|"7930
327"|"7930446"|"79305
53""7933274"|"793673
6""7937069"|"7937450"
"7940685"|"7940751"|"
7941184"|"7944948"|"7
945238"|"7945240"|"79
45945""7948952"|"794
8953"|"7948968"|"7949
529"|"7953808"|"79538
77""7957020"|"795738
1"["7957511"["7958029"
['7962622"|"7965983"|"
7966405"["7969950"|"7
970350"|"7970426"|"79
74624"|"7975184"|"797
8627"|"7978686"|"7979
069"'7979889"|"79798
96"|"7984130"|"798451

(US-PGPUB; USPAT)

AND

OFF

OFF

2020/01/06
04:54 AM

03/11/2022 08:21:48 PM
Workspace: 16907887
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1"|"7986935"|"7987496"
["7987510"|"7990049"|"
8000276"["8000318"|"8
005009"|"8005459"|"80
05726"|"8005913"|"800
5988"|"8010080"|"8010
081"["8010082"|"80109
90"|"8015133"|"801523
4""8019687""8019820"
"8019846"|"8019868"|"
8019886"|"8023425"|"8
024397"|"8024424"|"80
27339"|"8031601"|"803
2168"|"8032409"|"8032
899"|"8036387"|"80366
00"|"8044792"|"804597
3""8046449"|"8050275"
"8050690"|"8050705""
8059530"|"8060017"|"8
060463"|"8064418"|"80
64896"|"8065365"|"806
8824"|"8068829"|"8073
427""8073721"|"80781
40"|"8078163"|"808580
8"|"8086398"|"8086497"
"8086791"|"8090359""
8090361""8090616"|"8
091087"|"8094551"|"80
95112"|"8095124"|"809
5640"|"8095666"|"8098
579"|"8099077"|"80995
17""8102814"|"810328
5""8104080"|"8107953"
"8108520"|"8108680"|"
8112435""8116223""8
116749""8116781"|"81
22128"|"8122249"|"812
5897"|"8126123""8126
396"|"8126476"|"81267
22"["8130793"|"813125
6""8131281"|"8131840"
"8131858"|"8132256"|"
8134954"|"8135388"|"8
135392"|"8135657"|"81
40690"|"8144591"|"814
5194"|"8146142"|"8149
748"|"8149823"|"81503
94"|"8150431"|"815120
5""8155155""8155620"
"8155666"|"8155670""
8156206"|"8159520"|"8
160015"|"8160056"|"81
60598"|"8165576"|"816
6040"|"8166554"|"8170
553"|"8174378"|"81749
70"|"8175574"|"818033
3""8180881"|"8180886"
"8184530"|"8184590"|"

03/11/2022 08:21:48 PM
Workspace: 16907887
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L17

231

8185088"|"8185093"|"8
185127"|"8185152"|"81
85158"|"8190087"|"819
0122"|"8190675"|"8191
106"["8191116"|"81911
24"|"8194549"|"819455
3""8194572"|"8194581"
"8195093"|"8195153"|"
8195163"|"8195661"|"8
196199"["8200163"|"82
00200"|"8200509"|"820
0775"|"8200818"|"8204
190"["8204505"|"82087
88"["8208919"|"821329
6""8213363"|"8214536"
"8214890"|"8219134"|"
8223655"|"8223741"|"8
224382"|"8224773"|"82
28818"("'8229394"|"822
9914"|"8233433""8233
883"|"8233895"|"82345
83""8238287"|"823891
3"|"8239520"|"8242959"
["8244241""8249601"|"
8254880"|"8254915"|"8
255515"|"8255534"|"82
55689"|"8259692"|"826
4965"|"8265004"|"8266
249"|"8266681"|"82709
55""8270972"|"827102
5""8271045"["8271049"
"8271992"|"8275415"|"
8275830"|"8279067"|"8
279864"|"8280354"|"82
84740"|"8285249"|"828
5992"|"8290820"|"8291
238"|"8291439"|"82964
04""8300575"|"830651
8"|"8306741"|"8307067"
"8310943"|"8315198"|"
8315593"|"8315594"|"8
315718"|"8315999"|"83
20244"|"8320949"|"832
5638"|"8325906"|"8326
319"|"8326828"|"83312
23"|"8331293"|"833237
5"|"8339991"|"8340625"
"8340628"|"8340678"|"
8340718"|"8346210"|"8
346923"|"8347104"|"83
47362"|"8347378").PN.

("8350700"|"8351592"|"
8351898"|"8352360"|"8
352980"|"8353001"|"83
55570"|"8355696"|"835
6336"|"8358638"|"8358
975"|"8363658"|"83637
99"|"8364089"|"836480

(US-PGPUB; USPAT)

AND

OFF

OFF

2020/01/06
04:54 AM

03/11/2022 08:21:48 PM
Workspace: 16907887

52

Page 13 of 41

BK




6""8369274"|"8370477"
"8370483"|"8374090"|"
8374592"|"8375128"|"8
375136"|"8380247"|"83
85199"|"8385896"|"838
5064"|"8385975"|"8386
386"|"8391262"|"83929
82"|"8396458"|"839692
9"|"8401968"|"8402165"
"8402540"|"8406427"|"
8406736"|"8407763"|"8
411587"|"8411691"|"84
12798"|"8413245"|"841
8168"|"8422988"|"8423
016"|"8429403"|"84377
34""8442015"|"844683
1"|"8447324"|"8447607"
"8447980"|"8448015"|"
8452858"|"8461958"|'8
463194"|"8463232"|"84
68337"|"8472371"|"847
7778"|"8483135""8483
694"|"8484327"|"84885
97""8489110"|"848972
0"|"8494559"|"8495181"
"8495227"|"8495360"|"
8495700"|"8495743"|"8
499087"|"8500533"|"85
03358"|"8503455"|"850
4032"|"8504574"|"8504
687"|"8504690"|"85047
29"|"8505073"|"850908
2""8514927"|"8516552"
"8520589"|"8520595"|"
8521110"|"8521775"|"8
522039"|"8522249"|"85
22337""8523547"|"852
6329"|"8526350"|"8527
410"|"8527662"|"85280
68"|"8531954"|"853199
5'"8532610""8533775"
["8535160"|"8538394"|"
8538421"|'8538458"|'8
539544"|"8543265"|"85
43814"|"8544105"|"854
8427"|"8549173"|"8554
876""8559369"|"85611
38""8565746"|"856623
6""8571474"|"8571501"
"8571598"|"8571993"|"
8572117"|"8572256"|"8
583499"|"8588240"|"85
89955"|"8594665"|"859
5186"|"8600895"|"8601
125""8605691"|"86155
07""8619735"|"862025
7"|"8631428""8634425"
"8635164"|"8639215"|"

03/11/2022 08:21:48 PM
Workspace: 16907887
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L18

L19

478

395690

8644702"|"8644813"|"8
645518"|"8655357"|"86
56472"|"8660853"|"866
6395"|"8667542"|"8670
334"|"8675852"|"86766
82"|"8676925"|"869332
3""8694772"|"8700729"
"8701015"|"8705361"|"
8706863"|"8713535"|"8
713641"|"8719397"|"87
19423"|"8724486"|"872
5899"|"8730842"|"8731
519"|"8732808"|"87390
35""8744339"|"876171
1'|"8780857"|"8787249"
"8793304"|"8804695"|"
8811338"|"8811991"|"8
818394"|"8819253"|"88
25109"|"8826411"|"883
1561"|"8838752"|"8843
849"|"8845415"|"88492
97""8855620"|"886275
1"]"8863111"|"8875042"
["8880047"|"8891483"|"
8898748"|"8908516"|"8
929374"|"8930238"|"89
43551"|"8948726"|"894
9382"("8949597"|"8955
038"|"8966018"|"89719
12"|"8977284"|"899595
2""9002342"|"9014973"
"9015331"|"9030934"|"
9049010"|"9064275"|"9
105031"["9111088"|"91
37286"["9172553"|"917
7455"|"9282460"|"9286
469"|"9286604"["93137
08""9325737"|"932617
3'"9344557"["9363285"
"9367680"|"9413546"|"
9418381"|'9459767"|"9
501803"|"9544397"|"95
89117"|"9609459"|"998
6413"|"RE44412").PN.

(Raleigh Gregory G).in.

(G06Q40/12
HO4M15/00 HO4L12/14
HO04L41/5054
HO4L47/20 HO4M15/88
HO4\W12/0017
G06Q10/06315
G06Q30/0601
HO4L67/145 HO4W8/18
HO4\W72/0453
HO04L9/3247 HO4L63/08
HO4\W8/20 H04M15/58

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

AND

OR

OFF

OFF

OFF

OFF

2020/01/06
04:57 AM

2020/01/06
05:48 AM

03/11/2022 08:21:48 PM
Workspace: 16907887
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HO4M15/61 HO4\W88/08
HO04L9/32 H04L41/0893
HO4L67/306
G06Q10/06375
HO04L67/327 HO4WA4/50
HO4\W12/02
HO4\W\24/08
HO4\W28/02 HO4W4/02
HO4\W4/18
HO4\W28/0215
HO4L67/26 HO4W12/08
HO4\W48/14 G06Q40/00
HO04L41/5003
HO04L63/0892
HO4\W4/12
G06Q30/0283
HO4M15/80
G06Q20/102
G06Q30/0241
HO04L63/0853
HO4\W4/20 HO4\W28/12
HO4\W48/16
HO4\W12/00
GOBF15/177
G06Q30/04
HO04L63/0428
HO04L47/2408
H04L63/0236
HO4\W12/06
HO4\\28/0268
G06Q20/20
HO04L.41/0806
HO4L51/046 HO4L63/04
HO4\W4/24
G06Q30/0207
G06Q30/0284
HO4L63/10 H04L63/20
G06Q20/40 HO4\W84/04
HO04L67/2819
HO4\\/88/06 Y02P90/86
HO04L41/0876
HO4L67/34
HO4\\84/042
HO4\W8/02
HO04L41/5025
H04M2215/0188
HO4W84/12).cpe.

L20 127192 L19 @ad<"20090213" [(US-PGPUB; USPAT) |AND OFF OFF 2020/01/06
05:48 AM

L21 8602 secure environment (US-PGPUB; USPAT) |AND OFF OFF 2020/01/06
service profile modem 06:17 AM
control link
@ad<"20090213"

L22 91 secure environment (US-PGPUB; USPAT) |AND OFF OFF 2020/01/06
service profile modem 06:17 AM
adj control link
@ad<"20090213"

03/11/2022 08:21:48 PM Page 16 of 41
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L26 1

L27 1399069

16/907,887.app.

(GO6F15/177
G06Q10/06315
G06Q10/06375
G06Q20/102
G06Q20/20 G06Q20/32
G06Q20/40
G06Q30/0207
G06Q30/0241
G06Q30/0283
G06Q30/0284
G06Q30/04
G06Q30/0601
G06Q40/00 G06Q40/12
HO4L12/14
HO04L12/1407
H04L41/0806
H041L41/0876
H04L41/0893
H041L41/5003
H041L41/5025
H041L41/5054
H04L47/20
H041L47/2408
H04L51/046
H04L63/0236
H04L63/04
H04L63/0428
H04L63/08
H04L63/0853
H041L63/0892
H04L63/10 H04L63/20
HO04L67/145 H04L67/26
H04L67/2819
HO04L67/306
HO04L67/327 H04L67/34
H04L9/32 HO4L9/3247
H04M15/00 HO4M15/49
H04M15/58 HO4M15/61
H04M15/66 H04M15/80
H04M15/8055
H04M15/88
H04M2215/0188
H04W12/00
H04W12/02
H04\W12/037
H04W12/06
H04W12/08
H04\W24/08
H04W28/02
H04\W28/0215
H04\W28/0268
HO04\W28/12 H04\W4/02
HO04W4/12 H04W4/18
HO04\W4/20 HO4\W4/24
HO04\W4/50 HO4\W48/14
H04\W48/16

(US-PGPUB; USPAT)

(US-PGPUB; USPAT;
USOCR; FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

AND

OR

OFF

OFF

OFF

OFF

2021/06/19
07:19 PM

2021/06/19
08:06 PM

03/11/2022 08:21:48 PM
Workspace: 16907887
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H04\W72/0453
H04W8/02 H04\W8/18
H04W8/20 H04W84/04
H04\W84/042
H04\W84/12
H04\W88/06
H04\W88/08
Y02P90/80).cpc.
L28 11927 (726/1).CCLS. (US-PGPUB; USPAT; |AND ON ON 2021/06/19
USOCR; FPRS; EPO; 08:06 PM
JPO; DERWENT;
IBM_TDB)
L29 1404578 L27 L28 (US-PGPUB; USPAT; |OR OFF OFF 2021/06/19
USOCR; FPRS; EPO; 08:07 PM
JPO; DERWENT;
IBM_TDB)

L30 8608 secure environment (US-PGPUB; USPAT; |AND OFF OFF 2021/06/19
service profile modem |USOCR; FPRS; EPO; 08:09 PM
control link JPO; DERWENT;

@ad<"20090213" IBM_TDB)
L31 3387 L29 L30 (US-PGPUB; USPAT; |AND OFF OFF 2021/06/19
USOCR; FPRS; EPO; 08:09 PM
JPO; DERWENT;
IBM_TDB)

L32 2265 secure service (US-PGPUB; USPAT; |AND OFF OFF 2021/06/19
measurement USOCR; FPRS; EPO; 08:10 PM
environment profile JPO; DERWENT;
modem control link IBM_TDB)

@ad<"20090213"
L33 2 16/034,362.app. (US-PGPUB; USPAT) |AND OFF OFF 2021/06/19
08:13 PM
L34 88 (Headwater (US-PGPUB; USPAT; |AND OFF OFF 2021/06/19
Research).as. USOCR; FPRS; EPO; 08:18 PM
JPO; DERWENT;
IBM_TDB)
L35 1035 (Raleigh Gregory G).in. |(US-PGPUB; USPAT; |AND OFF OFF 2021/06/19
USOCR; FPRS; EPO; 08:18 PM
JPO; DERWENT;
IBM_TDB)

L36 201 ("10285025"|"10326800 | (US-PGPUB; USPAT) |AND ON ON 2021/06/19
"|"10492102"|"1058237 08:20 PM
5"|"20010048738"|"200
10053694"|"200200138
44"|"20020022472""20
020022483"|"20020049
074""20020099848"|"2
0020116338"|"2002012
0370"|"20020120540"|"
20020131404"|"200201
38599""20020138601"|
"20020154751"|"20020
161601"|"20020164983
"|"20020176377"|"2002
0188732"|"2002019157
3"|"20020199001""200
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30004937"|"200300051
12"|"20030013434"|"20
030018524"|"20030028
623"|"20030046396"|"2
0030050070"|"2003005
0837""20030084321"|"
20030088671"|"200301
33408"|"20030134650"|
"20030159030"|"20030
161265"|"20030171112
"|"20030182420"|"2003
0182435"|"2003018479
3"|"20030188006""200
30188117"|"200302209
84"|"20030224781"|"20
030229900"|"20030233
332"|"20030236745"|"2
0040019539"|"2004001
9564"("20040021697"|"
20040024756"|"200400
30705"|"20040039792"|
"20040044623"|"20040
047358"|"20040054779
"|"20040073672"|"2004
0082346"|"2004009871
5"|"20040102182""200
40103193"|"200401073
60"|"20040116140""20
040127200"|"20040127
208"|"20040127256"|"2
0040132427"|"2004013
3668""20040137890"|"
20040165596"|"200401
67958"|"20040168052"|
"20040170191"|"20040
176104"|"20040198331
"|"20040203755"|"2004
0203833"|"2004022556
1"|"20040225898"|"200
40236547"|"200402436
80"|"20040243992""20
040249918"|"20040255
145"|"20040259534"|"2
0040260766"|"2004026
7872""20050007993"|"
20050009499"|"200500
21995"|"20050041617"|
"20050048950"|"20050
055291"|"20050055309
"|"20050055595"|"2005
0060266"|"2005006052
5"|"20050075115"|"200
50079863"|"200500915
05"|"20050096024"|"20
050097516"|"20050107
091"|"20050108075"|"2
0050111463"|"2005012
8967"|"20050135264"|"

03/11/2022 08:21:48 PM
Workspace: 16907887

58

Page 19 of 41
BK




20050163320"|"200501
66043"|"20050183143"|
"20050186948"|"20050
198377"|"20050216421
"|"20050228985"|"2005
0238046"|"2005023944
7"|"20050245241""200
50246282"|"200502505
08"|"20050250536"|"20
050254435"|"20050266
825"["20050266880"|"2
0060014519""2006001
9632"|"20060020787"|"
20060026679"|"200600
30306"|"20060034256"|
"20060035631"|"20060
040642"|"20060045245
"|"20060048223"|"2006
0068796"|"2006007245
1"|"20060072550"|"200
60072646"|"200600755
06"|"20060085543"|"20
060095517"|"20060098
627"|"20060099970"|"2
0060101507"|"2006011
2016"|"20060114821"|"
20060114832"|"200601
26562"|"20060135144"|
"20060136882"|"20060
143066"|"20060143098
"|"20060156398"|"2006
0160536"|"2006016506
0"|"20060168128""200
60173959""200601740
35""20060178917"|"20
060178918"|"20060182
137"|"20060183462"|"2
0060190314"|"2006019
0987"|"20060193280"|"
20060199608"|"200602
00663"|"20060206709"|
"20060206904"|"20060
218395"|"20060233108
"|"20060233166"|"2006
0236095"|"2006024268
5"|"20060258341""200
60274706"|"200602775
90""20060291419"|"20
060291477"|"20070005
795"|"20070019670"|"2
0070022289"|"2007002
5301""20070033194"|"
20070033197"|"200700
35390"|"20070036312"|
"20070055694"|"20070
060200"|"20070061243
"|"20070061800"|"2007
0061878"|"2007007389

03/11/2022 08:21:48 PM
Workspace: 16907887
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L37

200

9"|"20070076616"|"200
70093243"|"200701009
81"|"20070101426"|"20
070104126"|"20070104
169"|"20070109983").P
N.

("20070111740""20070
130283"|"20070130315
"|"20070140113"|"2007
0140145"|"2007014027
5"|"20070143824"|"200
70147317"|"200701473
24"|"20070155365""20
070165630"|"20070168
499"|"20070171856"|"2
0070174490""2007019
1006"|"20070192460"|"
20070198656"|"200702
01502"|"20070213054"|
"20070220251"|"20070
226225""20070226775
"|"20070234402"|"2007
0243862"|"2007024810
0"|"20070254646""200
70254675""200702557
69"|"20070255797"|"20
070255848"|"20070257
767""20070259656"|"2
0070259673"|"2007026
3558"|"20070266422"|"
20070274327"|"200702
80453"|"20070282896"|
"20070293191"|"20070
294395""20070294410
"|"20070297378"|"2007
0298764"|"2007029996
5"|"20070300252""200
80005285"|"200800055
61"|"20080010379"|"20
080010452"|"20080018
494"|"20080022354"|"2
0080025230"|"2008003
2715""20080034063"|"
20080034419"|"200800
39102"|"20080049630"|
"20080050715"|"20080
051076"|"20080052387
"|"20080056273"|"2008
0059474"|"2008005974
3"|"20080060066""200
80062900"|"200800643
67"|"20080066149""20
080066150"|"20080066
181"|"20080070550"|"2
0080077705"|"2008008
0457"|"20080081606"|"
20080082643"|"200800
83013"|"20080085707"|

(US-PGPUB; USPAT)

AND

ON

ON

2021/06/19
08:20 PM

03/11/2022 08:21:48 PM
Workspace: 16907887
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"20080089295"|"20080
089303"|"20080095339
"|"20080096559"|"2008
0098062"|"2008010967
9"["20080120129"|"200
80120668"|"200801206
88""20080125079"|"20
080126287"("20080127
304"|"20080130534"|"2
0080130656"|"2008013
2201"|"20080132268"|"
20080134330"["200801
39210"["20080147454"|
"20080160958"|"20080
162637"|"20080162704
""20080164304"("2008
0166993"|"2008016702
7'"20080167033"|"200
80168275"|"200801685
23"|"20080177998"|"20
080178300""20080181
117"["20080183812"["2
0080184127"|"2008018
9760"["20080201266"|"
20080207167"|"200802
12470"|"20080212751"|
"20080219268"|"20080
221951"|"20080222692
""20080225748"|"2008
0229385"|"2008022938
8"["20080235511"|"200
80240373"|"200802500
53""20080256593"|"20
080259924"["20080262
798"|"20080263348"|"2
0080268813"["2008027
0212"["20080279216"|"
20080282319"["200802
91872"["20080293395"
"20080298230"|"20080
305793"|"20080311885
""20080313315"["2008
0313730"|"2008031692
3""20080318547"|"200
80318550"|"200803198
79"["20080320497"|"20
090005000"["20090005
005"|"20090006116"|"2
0090006200"|"2009000
6229"["20090013157"|"
20090016310"["200900
17809"["20090036111"|
"20090042536"|"20090
044185"|"20090046707
""20090046723"|"2009
0047989"["2009004891
3""20090049156"|"200
90049518"|"200900540

03/11/2022 08:21:48 PM
Workspace: 16907887
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L38

249

30"|"20090065571"|"20
090067372"|"20090068
984"|"20090070379"|"2
0090077622"|"2009007
9699"|"20090113514"|"
20090125619"|"200901
32860"|"20090149154"|
"20090157792"|"20090
163173"|"20090172077
"|"20090180391"|"2009
0181662"|"2009019758
5"|"20090197612"|"200
90203352"|"200902170
65"|"20090217364"|"20
090219170"|"20090248
883"["20090254857"|"2
0090257379"|"2009026
2715""20090271514"|"
20090282127"|"200902
86507"|"20090287921"|
"20090288140"|"20090
291665""20090299857
"|"20090307696"|"2009
0307746"|"2009031573
5"|"20090320110""201
00017506"|"201000208
22""20100027469").PN

("20100027559"("20100
030890"|"20100041364
"|"20100041365""2010
0041391"|"2010004267
5"|"20100043068"|"201
00069074""201000710
53"|"20100075666"|"20
100077035"|"20100080
202"|"20100082431"|"2
0100088387"|"2010010
3820"|"20100113020"|"
20100121744"|"201001
31584"|"20100142478"|
"20100144310"|"20100
151866"|"20100153781
"|"20100167696"|"2010
0188975"|"2010018899
0"|"20100188992""201
00188994"|"201001904
69"|"20100191576"|"20
100191612"|"20100191
846""20100192170"|"2
0100192212""2010019
5503"|"20100197268"|"
20100198698"|"201001
98939"|"20100235329"|
"20100241544"|"20100
248719""20100284327
"|"20100284388"|"2010
0287599"|"2010031140

(US-PGPUB; USPAT)

AND

ON

ON

2021/06/19
08:20 PM

03/11/2022 08:21:48 PM
Workspace: 16907887
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2""20100325420"|"201
10004917"|"201100135
69""20110019574"["20
110081881"["20110082
790""20110110309"|"2
0110126141"|"2011014
5920"|"20110159818"|"
20110173678""201101
77811""20110182220"|
"20110185202"["20110
244837"|"20110249668
"["20110264923"|"2011
0277019"|"2012002029
6""20120144025"|"201
20166364""201201966
44""20120238287"|"20
130029653"|"20130058
274"|"20130065555"|"2
0130072177"|"2013008
4835""20130144789"|"
20130225151"["201303
26356"|"20140073291"|
"20140241342"["20150
181628"|"5131020""52
83904"|"5325532"|"557
2528"["5577100"|"5594
777"|"5617539"|"56301
59"|"5633484"|"563386
8"|"5754953"|"5774532"
"5794142"|"5814798"|"
5889477"|"5892900"|"5
903845"|"5915008"|"59
15226"|"5933778"|"594
0472"|"5974439"|"5983
270"|"6035281"|"60384
52""6038540"|"604726
8"|"6058434"|"6061571"
'6064878"|"6078953"|"
6081591"|"6098878"|'6
104700""6115823"|"61
19933"|"6125391""614
1565"|'6141686"|"6148
336"|"6154738"|"61576
36""6185576"|"619891
5""6219786""6226277"
"6246870"|"6263055"|"
6292828"|'6317584"|"6
370139"|"6381316"|"63
93014"|"6397259"|"640
1113"|'6418147"|"6438
575"|"6445777"|"64494
79""6466984"|'647767
0""6502131"["6505114"
'6510152"|"6522629"|"
6532235"|"6532579"|'6
535855"|"6535949"|"65
39082"|'6542500"|"654
2992"|'6546016"|"6563

03/11/2022 08:21:48 PM
Workspace: 16907887
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L39

280

806"|"6570974"|"65743
21"|"6574465"|"657807
6""6581092"|"6591098"
"6598034"|"6601040"|"
6603969"|"6603975"|'6
606744"|"6628934"|"66
31122""6636721"|"663
9975"|"6640097"|"6640
334"|"6650887"|"66511
01""6654786"|"665481
4""6658254"|"6662014"
'6678516"|"6683853"|"
6684244"|"6690918"|'6
694362"|"6697821"|"67
25031""'6725256"|"673
2176"|"6735206"|"6748
195"|"6748437"|'67512
96""6754470"|"675771
7"|"6760417"|"6763000"
"6763226"|"6765864"|"
6765925"|"6782412"|'6
785889"|"6792461"|"68
29596"|"'6829696"|"683
9340"|"6842628"|"6873
988""'6876653"|"68798
25"|"6882718"|"688599
7""6901440"["6920455"
'6922562"|"6928280"|"
6934249"|"6934751""6
947723"|"6947985"|"69
52428"|"6957067"|"695
9202"|"6959393"|"6965
667"|'6965872"|"69679
58""6970692"|"697092
7""6982733"|"6983370"
'6996062"|"6996076"|"
6996393"|"6998985"|"7
002920"|"7007295"|"70
13469"|"7017189"|"702
4200"["7024460"|"7027
055"|"7027408"|"70317
33""7032072"|"703902
7"["7039037""7039403"
["7039713"['7042988"|"
7043225"["7043226"|"7
043268"|"7047276").PN

("7058022"|"7058968"|"
7068600"|"7069248"|"7
082422"|"7084775"|"70
92696"|"7095754"|"710
2620""7110753""7113
780"|"7113997"|"71201
33""7133386"|"713369
5""7136361""7139569"
['7142876"|"7149229"|"
7149521""7151764"|"7
158792"|"7162237"|"71

(US-PGPUB; USPAT)

AND

ON

ON

2021/06/19
08:20 PM

03/11/2022 08:21:48 PM
Workspace: 16907887
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65040"|"7167078""717
4156"|"7174174""7177
919"["7180855""71810
17""7191248"|"719732
1"|"7200112"["7200551"
"7203169"|"7203721"|"
7203752""7212491""7
219123"|"7222190"|"72
22304"|"7224968"|"722
8354"|"7236780"|"7242
668"|"7242920"|"72459
01"|"7248570"|"725121
8"["7260382"|"7266371"
"7269157"|"7271765"|"
7272660"|"7280816"|"7
280818"|"7283561"|"72
83963"|"7286834"|"728
6848"|"7289489"|"7290
283"["7310424"|"73132
37"|"7315892"|"731769
9""7318111"|"7320029"
["7322044"|"7324447"|"
7325037"|"7336960"|"7
340772"|"7346410""73
49695"|"7353533"|"735
6011"|"7356337"|"7366
497"|"7366654"|"73669
34"|"7369848"|"736985
6"|"7373136"|"7373179"
"7379731"|"7388950""
7389412""7391724""7
395056"|"7395244"|"74
01338"|"7403763"|"740
9447"|"7409569"|"7411
930"["7418253"|"74182
57"|"7421004"|"742397
1"["7428750"|"7433362"
"7436816"|"7440433""
7444669"|"7450591""7
450927"|"7454191""74
57265"|"7457870"|"746
0837"|"7466652"|"7467
160"|"7472189"|"74784
20"["7486185"|"748665
8"|"7493659"|"7496652"
["7499438"|"7499537"|"
7502672"["7505756"|"7
505795"|"7508799"|"75
12128""7512131""751
5608"|"7515926"|"7516
219"["7522549"|"75225
76"|"7526541"|"752920
4"|"7535880"|"7536695"
"7539132"|"7539862"|"
7540408"|"7545782""7
546460"|"7546629"|"75
48875"|"7548976""755
1921"["7551922"|"7554

03/11/2022 08:21:48 PM
Workspace: 16907887
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983"|"7555757"|"75618
99"|"7562213"|"756479
9""7565141"["7574509"
["7574731""7577431"|"
7580356"|"7580857"|"7
583964"|"7584298"|"75
85217"|"7586871"|"759
3417"|"7593730"|"7596
373"["7599288"|"75997
14""7602746"|"760691
8""7607041""7609650"
|"7609700"|"7610047"|"
7610057"|"7610328"|"7
610396"|"7614051"|"76
16962"|"7617516"|"762
0041"|"7620065"|"7620
162"["7620383"|"76273
14""7627600"|"762776
7""7627872"|"7633438"
["7634388"|"7636574""
7636626"|"7643411""7
644151""7644267"|"76
44414"|"7647047"|"765
0137"|"7653394"|"7656
271"|"7657920"|"76604
19"["7661124"|"766449
4"|"7668176""7668612"
|"7668903"|"7668966"|"
7676673"|"7680086"|"7
681226"|"7684370"|"76
85131"|"7685254"|"768
5530"|"7688792"|"7693
107"|"7693720"|"76975
40"|"7710932"|"771184
8"["7719966"|"7720206"
|"7720464"|"7720505"|"
7720960"|"7721296"|"7
724716"|"7725570""77
29326"|"7730123""773
4784"|"TT42406"|"7746
854"|"7747240"|"77476
99"|"7747730"|"775233
0"["7756056"|"7756534"
["7756757"|"7760137"|"
7760711"|"7760861""7
765294"|"7769397"|"77
70785"|"7774323"|"777
4412"|"T774456"|"T778
176"|"7778643"|"77922
57"|"7792538"|"779270
8""7797019"|"7797060"
"7797204"|"7797401"|"
7801523"|"7801783""7
801985"|"7802724"|"78
05140"|"7805522"|"780
5606"|"7809351"|"7809
372"|"7813746"|"78176
15"|"7817983"|"782283

03/11/2022 08:21:48 PM
Workspace: 16907887
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L40

280

7"|"7822849"|"7826427"
|"7826607"|"7835275"|"
7843831"|"7843843"|"7
844034"|"7844728"|"78
48768"|"7849161").PN.

("7849170"|"7849477"|"
7853255"|"7853656"|"7
856226"|"7860088"|"78
65182"|"7865187"|"786
8778"|"7873001""7873
344"|"7873346"|"78735
40"|"7873705"|"787709
0"["7881199""7881697"
['7882029"|"7882247"|"
7882560"|"7886047"|"7
889384"|"7890084"|"78
90111"|"7894431"|"789
9039"["7899438"|"7903
553"|"7907970"|"79083
58""7911975"|"791202
5'"7912056""7920529"
"7921463"|"7925740"|"
7925778"|"7929959"|"7
929960"|"7929973"|"79
30327"|"7930446"|"793
0553"|"7933274"("7936
736"|"7937069"|"79374
50""7940685"|"794075
1"["7941184"|"7944948"
["7945238"|"'7945240"|"
7945945"|"7948952"|"7
948953"|"7948968"|"79
49529"|"7953808"|"795
3877"|"7957020"|"7957
381"["7957511"|"79580
29"|"7962622"|"796598
3"|"7966405"["7969950"
"7970350"|"7970426"|"
7974624"|"7975184"|"7
978627"|"7978686"|"79
79069"|"7979889"|"797
9896"("7984130"|"7984
511"|"7986935"|"79874
96"|"7987510"|"799004
9"["8000276"|"8000318"
"8005009"|"8005459"|"
8005726"|"8005913"|"8
005988"|"8010080"|"80
10081"|"8010082"|"801
0990"|"8015133"["8015
234"|"8015249"|"80196
87""8019820"|"801984
6""8019868"|"8019886"
["8023425"|"8024397"|"
8024424"|"8027339"|"8
031601"|"8032168"|"80
32409"|"8032899"|"803
6387"|"8036600"|"8044

(US-PGPUB; USPAT)

AND

ON

ON

2021/06/19
08:20 PM
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792"|"8045973"|"80464
49"|"8050275"|"805069
0"["8050705"|"8059530"
["8060017"|"8060463"|"
8060603"|"8064418"|"8
064896"|"8065365"|"80
68824"("8068829"|"807
3427"|"8073721""8078
140"["8078163"|"80858
08"|"8086398"|"808649
7""8086791"|"8090359"
"8090361"|"8090616"|"
8091087"|"8094551"|"8
095112"|"8095124"|"80
95640"|"8095666"|"809
8579"|"8099077"|"8099
517"|"8102814"|"81032
85""8104080"|"810795
3""8108520"|"8108680"
["8112435""8116223"|"
8116749"["8116781"|"8
122128"|"8122249"|"81
25897"|"8126123"|"812
6396"|"8126476"|"8126
722""8130793"|"81312
56""8131281"|"813184
0""8131858"|"8132256"
"8134954"|"8135388"|"
8135392"|"8135657"|"8
140690"|"8144591"|"81
45194""8146142"|"814
9748"|"8149823"|"8150
394"|"8150431"|"81512
05""8155155"|"815562
0"["8155666"|"8155670"
"8156206"|"8159520"|"
8160015"|"8160056"|'8
160598"|"8165576"|"81
66040"("8166554"|"817
0553"|"8174378"|"8174
970"|"8175574"|"81803
33""8180881"|"818088
6""8184530"|"8184590"
"8185088"|"8185093"|"
8185127"|"8185152"|"8
185158"|"8190087"|"81
90122"|"8190675"|"819
1106"|"8191116"|"8191
124"|"8194549"|"81945
53""8194572"|"819458
1"|"8195093"|"8195153"
"8195163"|"8195661"|"
8196199"|"8200163"|"8
200200"|"8200509"|"82
00775""8200818"|"820
4190"|"8204505"|"8208
788"|"8208919"|"82132
96""8213363"|"821453

03/11/2022 08:21:48 PM
Workspace: 16907887
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L41

279

6""8214890"["8219134"
"8223655"|"8223741"|"
8224382"|"8224773"|"8
228818"|"8229394"|"82
29914"("8233433"|"823
3883"|"8233895"|"8234
583"|"8238287"|"82389
13"["8239520"|"824295
9"|"8244241"|"8249601"
"8254880"|"8254915"|"
8255515"|"8255534"|"8
255689"|"8259692"|"82
60252"|"8264965"|"826
5004"|"8266249"|"8266
681"|"8270955""82709
72""8271025"|"827104
5""8271049"["8271992"
"8275415"|"8275830"|"
8279067"|"8279864"|'8
280354"|"8284740"|"82
85249"|"8285992").PN.

("8290820"|"8291238"|"
8291439"|"8296404"|'8
300575"|"8306518"|"83
06741""8307067"|"831
0943"|"8315198"("8315
593"|"8315594"|"83157
18"|"8315999"|"832024
4""8320949"|"8325638"
"8325906"|"'8326319"|"
8326828"|"8331223"|"8
331293"|"8332375"|"83
39991"|"8340625"|"834
0628"|"8340678"|"8340
718"|"8346210"|"83462
25"|"8346923"|"834710
4""8347362"|"8347378"
"8350700"|"8351592"|"
8351898"|"8352360"|'8
352980"|"8353001"|"83
55570"|"8355696"|"835
6336"|"8358638"|"8358
975"|"8363658"|"83637
99""8364089"|"836480
6""8369274"|"8370477"
"8370483""8374090"|"
8374592"|"8375128"|"8
375136"|"8380247"|"83
85199"|"8385896"|"838
5964"|"8385975"|"8386
386"|"8391262"|"83918
34""8392982"|"839645
8"|"8396929"|"8401968"
"8402165"|"8402540"|"
8406427"|"8406736"|"8
407763"|"8411587"|"84
11691"|"8412798"|"841
3245"|"8418168"|"8422

(US-PGPUB; USPAT)

AND

ON

ON

2021/06/19
08:20 PM
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988"|"8423016"|"84294
03""8437734"|"844201
5"|"8446831"|"8447324"
"8447607"|"'8447980"|"
8448015"|"8452858"|"8
457603"|"8461958"|"84
63194"("8463232"|"846
8337"|"8472371""8477
778"|"8478840"|"84830
57"|"8483135"|"848369
4""8484327"|"8488597"
"8489110"|"8489720"|"
8494559"|"8495181"|"8
495207"|"8495227"|"84
95360"|"'8495700"|"849
5743"|"8499087"|"8500
533"|"8503358"|"85034
55""8504032"|"850457
4""8504687"|"8504690"
"8504729"|"8505073"|"
8509082"|"8514927"|"8
516552"|"8520589"|"85
20595""8521110"|"852
1775"|"8522039"|"8522
249"|"8522337"|"85235
47"|"8526329"|"852635
0"["8527013"["8527410"
"8527662"|"8528068"|"
8531954"|"8531995"|"8
532610"|"8533775"|"85
35160"|"8538394"|"853
8421"|"8538458"|"8539
544"|"8543265"|"85438
14"|"8544105"|"854842
7"|"8549173"|"8554876"
"8559369"|"8561138"|"
8565746"|"8566236"|'8
571474"|"8571501"|"85
71598"|"8571993"|"857
2117"|"8572256"|"8583
499"|"8588240"|"85899
55""8594665"|"859518
6""8600895"|"8601125"
"8605691"|"8615507"|"
8619735"["8620257"|"8
630925"|"8631428"|"86
34425""8635164"|"863
9215"|"8644702"|"8644
813"|"8645518"|"86553
57"|"8656472"|"866085
3"|"8666395""8667542"
"8670334"|"8675852"|"
8676682"|"8676925"|"8
693323"|"8694772"|"87
00729""8701015"|"870
5361"|"8706863"|"8713
535"|"8713641"|"87193
97"|"8719423"|"872448
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6"|"8725899"|"8730842"
|"8731519"|"8732808"|"
8739035"|"8744339"|"8
761711"|"8780857"|"87
87249"|"8792857""879
3304"|"8798610"|"8799
440"|"8804695"|"88113
38"|"8811991"|"881839
4""8819253"|"8825109"
|"8826411"|"8831561"|"
8838752"|"8843849"|"8
845415"|"8849297"|"88
55620"|"8862751"|"886
3111"|"8875042"|"8880
047""8891483"|"88987
48"|"8908516"|"892937
4"|"8930238"|"8930551"
|"8943551"|"8948726"|"
8949382"|"8949597""8
955038"|"8966018"|"89
71912"|"8977284"|"899
5952"|"9002342"|"9014
973"|"9015331"|"90261
00""9030934"|"904901
0"|"9064275""9105031"
|"9111088"|"9137286"|"
9172553"|"9177455""9
282460"|"9286469""92
86604"|"9313708""932
5737""9326173"|"9344
557""9363285"|"93676
80"|"9413546"|"941838
1"]"9459767"|"9501803"
|"9544397""9589117"|"
9609459"|"9712476"|"9
942796"|"9986413"|"RE
44412").PN.

L42 1489 L37 L38L39L40L41 (US-PGPUB; USPAT; |OR OFF OFF 2021/06/19

L36 USOCR; FPRS; EPO; 08:21 PM
JPO; DERWENT;
IBM_TDB)

L43 91 secure environment (US-PGPUB; USPAT; |AND OFF OFF 2021/06/19
service profile modem |USOCR; FPRS; EPO; 08:35 PM
adj control link JPO; DERWENT;

@ad<"20090213" IBM_TDB)

L44 4392 wireless cellular (US-PGPUB; USPAT; |AND OFF OFF 2021/06/19
network secure control |USOCR; FPRS; EPO; 09:28 PM
channel policy JPO; DERWENT;

@ad<"20090213" IBM_TDB)
L45 2037 L27 L44 (US-PGPUB; USPAT; |AND OFF OFF 2021/06/19
USOCR; FPRS; EPO; 09:28 PM
JPO; DERWENT;
IBM_TDB)

L46 97 (Headwater (US-PGPUB; USPAT; |AND OFF OFF 2022/03/11

Research).as. USOCR; FIT (AU, AP, 05:12 PM
AT, BE, BG, BR, BY,
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CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, S, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:;
JPO; DERWENT;
IBM_TDB)

L47 1424 (Raleigh Gregory G).in. |(US-PGPUB; USPAT; |AND OFF OFF 2022/03/11
USOCR; FIT (AU, AP, 05:12 PM
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, S, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT:
IBM_TDB)

L48 2348063 |(GOBF15/177 (US-PGPUB; USPAT; |OR OFF OFF 2022/03/11
G06Q10/06315 USOCR; FIT (AU, AP, 06:38 PM
G06Q10/06375 AT, BE, BG, BR, BY,
G06Q20/102 CA, CH, CN, CS, CU,
G06Q20/20 G06Q20/32 [CZ, DD, DE, DK, EA,
G06Q20/40 EE, EP, ES, FI, FR, GB,
G06Q30/0207 HR, HU, ID, IE, IL, IS,
G06Q30/0241 IT, JP, KR, LT, LU, LV,
G06Q30/0283 MA, OA, RU, SU, WO,
G06Q30/0284 MC, MD, MY, NL, NO,
G06Q30/04 NZ, PH, PL, PT, RO,
G06Q30/0601 RS, SE, SG, S, SK,
G06Q40/00 G06Q40/12 |TH, TN, TR, TW, UA,
HO4L12/14 VN); FPRS; EPO:;
HO04L12/1407 JPO; DERWENT:;
HO04L.41/0806 IBM_TDB)
HO04L41/0876
HO04L41/0893
HO04L41/5003
HO04L41/5025
HO04L41/5054
HO4L47/20
HO04L47/2408
HO04L51/046
H04L63/0236
HO4L63/04
HO04L63/0428
HO4L63/08
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H04L63/0853
H041L63/0892
HO04L63/10 H04L63/20
HO04L67/145 H04L67/26
H04L67/2819
H04L67/306
HO04L67/327 H04L67/34
H04L9/32 HO4L9/3247
H04M15/00 H0O4M15/49
H04M15/58 HO4M15/61
H04M15/66 H04M15/80
H04M15/8055
H04M15/88
H04M2215/0188
H04W12/00
H04W12/02
HO04W12/037
H04W12/06
H04W12/08
H04\W24/08
H04W28/02
H04\W28/0215
H04\W28/0268
HO04\W28/12 H04\W4/02
HO04\W4/12 HO4\W4/18
HO04\W4/20 HO4\W4/24
HO04\W4/50 HO4\W48/14
H04\W48/16
HO04\W72/0453
H04\W8/02 H04W8/18
HO04\W8/20 H04\\84/04

H04\W84/042
H04W84/12
H04\W88/06
H04W88/08
Y02P90/80).cpc.

L49 137 secure environment (US-PGPUB; USPAT; |AND OFF OFF 2022/03/11
service profile modem |USOCR; FIT (AU, AP, 06:39 PM
ADJ control link AT, BE, BG, BR, BY,

@ad<"20090213" CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SlI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L50 10163 wireless cellular (US-PGPUB; USPAT; |AND OFF OFF 2022/03/11
network secure control [USOCR; FIT (AU, AP, 06:39 PM
channel policy AT, BE, BG, BR, BY,

@ad<"20090213" CA,CH, CN, CS, CU,

CZ, DD, DE, DK, EA,
03/11/2022 08:21:48 PM Page 34 of 41

Workspace: 16907887

73

BK




EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L51 4775 L48 L50 (US-PGPUB; USPAT; |AND OFF OFF 2022/03/11
USOCR: FIT (AU, AP, 06:39 PM
AT, BE, BG, BR, BY,

CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT:;
IBM_TDB)

L54 5 ("10021251" "8630630" |(US-PGPUB; USPAT) |OR OFF OFF 2022/03/11
"9204282" 06:41 PM
"20080120174"

"20120011017").pn.

L55 2354126  |726/1.ccls. (US-PGPUB; USPAT; |OR OFF OFF 2022/03/11
(GOBF15/177 USOCR; FIT (AP, AT, 06:49 PM
G06Q10/06315 AU, BE, BG, BR, BY,

G06Q10/06375 CA, CH, CN, CS, CU,
G06Q20/102 Cz, DD, DE, DK, EA,
G06Q20/20 G06Q20/32 |EE, EP, ES, FI, FR, GB,
G06Q20/40 HR, HU, ID, IE, IL, IS,
G06Q30/0207 IT, JP, KR, LT, LU, LV,
G06Q30/0241 MA, MC, MD, MY, NL,
G06Q30/0283 NO, NZ, OA, PH, PL,
G06Q30/0284 PT, RO, RS, RU, SE,
G06Q30/04 SG, SI, SK, SU, TH,
G06Q30/0601 TN, TR, TW, UA, VN,
G06Q40/00 G06Q40/12 |WO); FPRS; EPO;
HO4L12/14 JPO; DERWENT;
HO4L12/1407 IBM_TDB)
HO04L41/0806
HO04L41/0876
HO04L41/0893
HO04L41/5003
HO04L41/5025
HO04L41/5054
HO04L47/20
HO04L47/2408
HO4L51/046
HO04L63/0236
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H04L63/04
H041L63/0428
H04L63/08
H041L63/0853
H04L63/0892
H04L63/10 H04L63/20
HO04L67/145 H04L67/26
H04L67/2819
HO04L67/306
H04L67/327 HO4L67/34
HO04L.9/32 HO4L9/3247
H04M15/00 HO4M15/49
H04M15/58 H04M15/61
H04M15/66 H04M15/80
H04M15/8055
H04M15/88
H04M2215/0188
H04W12/00
H04W12/02
H04W12/037
H04W12/06
H04W12/08
H04\W24/08
H04\W28/02
H04\W28/0215
H04\W28/0268
HO04\W28/12 H04\W4/02
HO04W4/12 H04W4/18
HO04\W4/20 HO4\W4/24
H04\W4/50 H04W48/14
H04\W48/16
HO04\W72/0453
HO04\W8/02 H04\W8/18
HO04\W8/20 H04W84/04

H04W84/042
HO04\W84/12
H04\W88/06
H04\W88/08
Y02P90/80).cpc.
L56 609350 secure environment (US-PGPUB; USPAT; |AND OFF OFF 2022/03/11
@ad<"20090213" USOCR; FIT (AP, AT, 08:09 PM
AU, BE, BG, BR, BY,
CA,CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L59 344 (secure ADJ memory) [(US-PGPUB; USPAT; [AND OFF OFF 2022/03/11
environment service USOCR; FIT (AP, AT, 08:10 PM
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L60

L61

L62

219

1076

548

profile policy monitor
@ad<"20090213"

L48 159

(secure ADJ (memory
OR storage))
environment service
profile polic$3
monitor$3
@ad<"20090213"

L48 L61

AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, S, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

(US-PGPUB; USPAT;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

(US-PGPUB; USPAT;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

(US-PGPUB; USPAT,;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA, CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,

AND

AND

AND

OFF

OFF

OFF

OFF

OFF

OFF

2022/03/11
08:16 PM

2022/03/11
08:21 PM

2022/03/11
08:21 PM

03/11/2022 08:21:48 PM
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SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

PE2E SEARCH - Search History (Interference)

Ref #

Hits

Search Query

DBs

Default
Operator

Plurals

British
Equivalents

Time Stamp

N23

N24

3076

163754

(726/1).CCLS.

(G06Q40/12
HO4M15/00 HO4L12/14
HO04L41/5054
HO04L47/20 HO4M15/88
HO4W12/0017
G06Q10/06315
G06Q30/0601
HO4L67/145 HO4W8/18
HO4W72/0453
HO04L9/3247 HO4L63/08
HO4W8/20 H04M15/58
HO4M15/61 HO4\W88/08
HO4L9/32 H04L41/0893
HO4L67/306
G06Q10/06375
HO4L67/327 HO4WA4/50
HO4W12/02
HO4\\24/08
HO4W28/02 HO4\W4/02
HO4W4/18
HO4W28/0215
HO4L67/26 HO4W12/08
HO4\W48/14 G06Q40/00
HO04L41/5003
HO04L63/0892
HO4W4/12
G06Q30/0283
HO4M15/80
G06Q20/102
G06Q30/0241
HO04L63/0853
HO4W4/20 HO4\W28/12
HO4\W48/16
HO4\W12/00
GOBF15/177
G06Q30/04
HO04L63/0428
HO04L47/2408
HO04L63/0236
HO4\W12/06
HO4\W\28/0268
G06Q20/20
HO04L41/0806
HO4L51/046 HO4L63/04
HO4\W4/24

(USPAT)

(USPAT)

AND

OR

ON

OFF

ON

OFF

2020/01/06
05:55 AM

2020/01/06
05:55 AM

03/11/2022 08:21:48 PM
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N25

N26

508307

G06Q30/0207
G06Q30/0284
HO4L63/10 HO4L63/20
G06Q20/40 HO4\W84/04
H04L67/2819
HO4\W88/06 Y02P90/86
HO04L41/0876
HO4L67/34
HO4\W84/042
HO4\W8/02
HO04L41/5025
H04M2215/0188
HO4W84/12).cpe.

(secure environment
service profile modem
control link).clm.

(GO6F15/1177
G06Q10/06315
G06Q10/06375
G06Q20/102
G06Q20/20 G06Q20/32
G06Q20/40
G06Q30/0207
G06Q30/0241
G06Q30/0283
G06Q30/0284
G06Q30/04
G06Q30/0601
G06Q40/00 G06Q40/12
HO4L12/14
HO04L12/1407
H04L41/0806
H041L41/0876
H041L41/0893
H041L41/5003
H04L41/5025
H041L41/5054
H04L47/20
H04L47/2408
H04L.51/046
H04L63/0236
H04L63/04
H04L63/0428
H04L63/08
H04L63/0853
H041L63/0892
HO04L63/10 H04L63/20
HO04L67/145 H04L67/26
H04L67/2819
H04L67/306
HO04L67/327 H04L67/34
H04L9/32 HO4L9/3247
H04M15/00 H0O4M15/49
H04M15/58 HO4M15/61
H04M15/66 H04M15/80
H04M15/8055
H04M15/88

(USPAT)

(US-PGPUB; USPAT)

AND

OR

OFF

OFF

OFF

OFF

2020/01/06
06:17 AM

2022/03/11
06:48 PM

03/11/2022 08:21:48 PM
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N27

511773

H04M2215/0188
HO4\W12/00
HO4W12/02
HO4\W12/037
HO4W12/06
HO4\W12/08
HO4\W24/08
HO4\W28/02
HO4\W28/0215
HO4\W\28/0268
HO4W28/12 HO4W4/02
HO4\W4/12 HO4\W4/18
HO4\W4/20 HO4\W4/24
HO4W4/50 HO4\W48/14
HO4\W48/16
HO4W72/0453
HO4\W8/02 HO4\W8/18
HO4W8/20 HO4\W84/04
HO4\W84/042
HO4W84/12
HO4\W88/06
HO4\W88/08
Y02P90/80).cpc.

726/1.ccls.
(GOBF15/177
G06Q10/06315
G06Q10/06375
G06Q20/102
G06Q20/20 G06Q20/32
G06Q20/40
G06Q30/0207
G06Q30/0241
G06Q30/0283
G06Q30/0284
G06Q30/04
G06Q30/0601
G06Q40/00 G06Q40/12
H04L12/14
H04L12/1407
H04L41/0806
H04L41/0876
H04L41/0893
H04L41/5003
H04L41/5025
H04L41/5054
H04L47/20
H04L47/2408
H04L51/046
H04L63/0236
H04L63/04
H04L63/0428
H04L63/08
H04L63/0853
H04L63/0892
H04L63/10 H04L63/20
H04L67/145 H04L67/26
H04L67/2819
H04L67/306

(US-PGPUB; USPAT)

OR

OFF

OFF

2022/03/11
06:48 PM

03/11/2022 08:21:48 PM
Workspace: 16907887
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N28

21

HO04L67/327 HO4L67/34
HO4L9/32 H04L9/3247
HO4M15/00 HO4M15/49
HO4M15/58 HO4M15/61
HO4M15/66 HO4M15/80
H04M15/8055
HO4M15/88
H04M2215/0188
HO4\W12/00
HO4\W12/02
HO4W12/037
HO4\W12/06
HO4\W12/08
HO4\W24/08
HO4\W28/02
HO4W28/0215
HO4\W\28/0268
HO4W28/12 HO4W4/02
HO4W4/12 HO4\W4/18
HO4W4/20 HO4\W4/24
HO4\W4/50 HO4\W48/14
HO4\W48/16
HO4\W72/0453
HO4\W8/02 HO4\W8/18
HO4WS8/20 HO4\W84/04
HO4\W84/042
HO4W84/12
HO04\W88/06
HO4\W88/08
Y02P90/80).cpc.

(secure memory
environment service
profile policy).clm.

(US-PGPUB; USPAT)

AND

OFF

OFF

2022/03/11
08:19 PM

03/11/2022 08:21:48 PM
Workspace: 16907887
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That ne item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
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[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
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See attached certification statement.
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require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1430, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
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may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review {35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her desighee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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If you need assistance in completing the form, call 1-800-PTO-87198 and select option 2.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Examiner: Kaplan, Benjamin
Raleigh

Serial No.: 16/907,887 Art Unit: 2434

Filed: June 22, 2020 Conf. No.: 2653

Title: Security Techniques for
Device Assisted Services

Mail Stop Office Action
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

RESPONSE TO NOTICE OF NON-COMPLIANT AMENDMENT

In response to the Notice of Non-Compliant Amendment dated January 7, 2022, applicant

hereby provides a complete listing of claims:

A Listing of the Claims begins on page 2.

16/907,887 1 RALEP025C1C1C1C1
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AMENDMENTS TO THE CLAIMS

1. (Canceled).

2. (Previously Presented) A method of operating a wireless end-user device, the method

comprising:

connecting from a secure modem subsystem to a wireless cellular network;

connecting a first secure control channel from the secure modem subsystem
through the wireless cellular network to a network service controller;

connecting a second secure control channel from a secure execution environment,
separately secure from the secure modem subsystem, through the secure modem
subsystem and the wireless cellular network to the network service controller;

receiving at the secure execution environment via the second control channel one
or more messages from the network service controller, the one or more messages
comprising one or more service policy settings;

storing the one or more service policy settings in a secure memory partition
accessible only from the secure execution environment; and

enforcing, at least in part from the secure execution environment, a network
service profile comprising the one or more service policy settings, to control the

wireless end-user device use of a service on the wireless cellular network.

3. (Previously Presented) The method of claim 2, wherein the network service profile is

associated with a service plan that provides for access to the service on the wireless

network

4.  (Previously Presented) The method of claim 2, wherein the secure modem

subsystem comprises a modem control link and a modem local channel, and the

first secure control channel connects the modem control link to the network

service controller through the modem local channel, and wherein the secure

execution environment comprises a host service control link, the second secure

control channel coupled to the host service control link, the modem local channel

16/907,887

2 RALEP025C1C1C1C1
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providing secure communication between the modem control link and the host

service control link.

5. (Previously Presented) The method of claim 2, wherein the secure modem
subsystem further comprises a modem agent accessible only by the network

service controller through the first control channel.

6. (Previously Presented) The method of claim 5, wherein the modem agent

comprises a service measurement point for use of the service.

7. (Previously Presented) The method of claim 6, further comprising the modem
agent communicating a report of the use of the service to the network service

controller through the first control channel.

8. (Previously Presented) The method of claim 7, further comprising the secure
execution environment separately communicating a report of the monitored use of

the service through the second control channel.
9. (Previously Presented) The method of claim 2, wherein the one or more service
policy settings include an access control setting, a traffic control setting, and/or an

admission control setting.

10. (Previously Presented) The method of claim 2, wherein the one or more service

policy settings include a network or device management communication setting.

11. (Previously Presented) The method of claim 2, wherein the secure execution

environment is implemented at least in part as a hardware partition.

12. (Previously Presented) The method of claim 2, wherein the secure execution

environment is implemented at least in part as a software partition.

13. (Previously Presented) The method of claim 2, wherein the secure execution
environment is implemented at least in part in a virtual machine executed on a

processor.

16/907,887 3 RALEP025C1C1C1C1
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Applicant respectfully requests reconsideration, in view of the claims above and the remarks filed on
December 21, 2021. The Commissioner is authorized to charge any fee deficiency or credit any
overpayment to Deposit Account 50-5876.

Respectfully submitted,

Date: February 23, 2022 By: _ /James E. Harris/

James E. Harris

Reg. No. 40,013

Patent Counsel

Headwater Research LL.C

110 N. College Ave., Suite 1116
Tyler, Texas 75702

(903) 201-6212

CERTIFICATE OF ELECTRONIC TRANSMISSION

I hereby certify that this paper (along with any paper referred to as being
attached or enclosed) is being filed electronically via EFS-Web
addressed to the Commissioner for Patents on:

Date: February 23,2022 By: _/Jennifer Smith/
Jennifer Smith

16/907,887 4 RALEP025C1C1C1C1
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
16/907,887 06/22/2020 Gregory G. Raleigh RALEP025C1C1CIC1 2653
106963 7590 01/07/2022 | EXAMINER

Headwater Research LLC
110 North College Avenue
Suite 1116

Tyler, TX 75702

KAPLAN, BENJAMIN A

| ART UNIT | PAPER NUMBER
2434
| NOTIFICATION DATE | DELIVERY MODE
01/07/2022 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

patent@headwaterllc.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
Notice of Non-Compliant 16/907,887 Raleigh, Gregory G.
Amendment (37 CFR 1.127) Art Unit AIA (FITF) Status
OMBL No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

The amendment document filed on 12/21/2021 is considered non-compliant because it has failed to meet the
requirements of 37 CFR 1.121 or 1.4. In order for the amendment document to be compliant, correction of the following
item(s) is required.
THE FOLLOWING MARKED (X) ITEM(S) CAUSE THE AMENDMENT DOCUMENT TO BE NON-COMPLIANT:
J 1. Amendments to the specification:
(J A. Amended paragraph(s) do not include markings.
J B.New paragraph(s) should not be underlined.
O C.Other .

(J 2. Abstract:
(J A.Not presented on a separate sheet. 37 CFR 1.72.
J B.Other .

(J 3. Amendments to the drawings:
OJ A. The drawings are not properly identified in the top margin as “Replacement Sheet”, “New Sheet”, or
“Annotated Sheet” as required by 37 CFR 1.121(d).
(3 B. The practice of submitting proposed drawing correction has been eliminated. Replacement
drawings showing amended figures, without markings, in compliance with 37 CFR 1.84 are required

O cC. bther .

4. Amendments to the claims:

A. A complete listing of all of the claims is not present.

(3 B. The listing of claims does not include the text of all pending claims (including withdrawn claims)

C. Each claim has not been provided with the proper status identifier, and as such, the individual
status
of each claim cannot be identified. Note: the status of every claim must be indicated after its claim
number by using one of the following status identifiers: (Original), (Currently amended), (Canceled),
(Previously presented), (New), (Not entered), (Withdrawn) and (Withdrawn-currently amended).

(O D. The claims of this amendment paper have not been presented in ascending numerical order.

E. Other: Claim 1 is missing .

J 5. Other (e.g., the amendment is unsigned or not signed in accordance with 37 CFR 1.4): For further
explanation
of the amendment format required by 37 CFR 1.121, see MPEP § 714.

TIME PERIODS FOR FILING A REPLY TO THIS NOTICE:

1. Applicant is given no new time period if the non-compliant amendment is an after-final amendment or an
amendment filed after allowance, or a drawing submission (only) If applicant wishes to resubmit the
non-compliant after-final amendment with corrections, the entire corrected amendment must be resubmitted.

2. Applicant is given two months from the mail date of this notice to supply the correction, if the non-compliant
amendment is one of the following: a preliminary amendment, a non-final amendment (including a submission
for a request for continued examination (RCE) under 37 CFR 1.114), a supplemental amendment filed within a
suspension period under 37 CFR 1.103(a) or (c), and an amendment filed in response to a Quayle action. If any
of above boxes 1 to 4 are checked, the correction required is only the corrected section of the non-compliant
amendment in compliance with 37 CFR 1.121.

Extensions of time are available under 37 CFR 1.136(a) only if the non-compliant amendment is a non-final
amendment or an amendment filed in response to a Quay/e action.
Failure to timely respond to this notice will result in:
Abandonment of the application if the non-compliant amendment is a non-final amendment or an
amendment filed in response to a Quay/e action; or
Non-entry of the amendment if the non-compliant amendment is a preliminary amendment or
supplemental amendment.

Legal Instruments Examiner (LIE), if /INICOL D SCOTT/ Telephone No: (671)272-1045
applicable
U.S. Patent and Trademark Office Part of Paper No. 202201051
PTOL-324 (11-13) Notice of Non-Compliant Amendment (37 CFR 1.121)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION NUMBER I FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE |
16/907,887 06/22/2020 Gregory G. Raleigh RALEPO25C1C1C1C1
CONFIRMATION NO. 2653
106963 POA ACCEPTANCE LETTER
Headwater Research LLC
110 North College Avenue N T ATE M AR
Suite 1116 000000130631848

Tyler, TX 75702
Date Mailed: 12/22/2021

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 12/20/2021.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/qtran/

page 1 of 1
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PTO/SB/22 (10-20)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Docket Number (Optional)

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) |gal EP025C1C1C1CH

Application Number

16/907,887 ™ JUNE 22,2020
" Security Techniques for Device Assisted Services
MM 0434 ~™Kaplan, Benjamin

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Eee Small Entity Fee Micro Entity Fee
D One month (37 CFR 1.17(a)(1)) $220 $110 $55 $
D Two months (37 CFR 1.17(a)(2)) $640 $320 $160 $
Three months (37 CFR 1.17(a)(3)) $1,480 $740 $370 $ 740
D Four months (37 CFR 1.17(a)(4)) $2,320 $1,160 $580 $
[:l Five months (37 CFR 1.17(a)(5)) $3,160 $1,580 $790 $

Applicant asserts small entity status. See 37 CFR 1.27.

Applicant certifies micro entity status. See 37 CFR 1.29.
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted previously.

A check in the amount of the fee is enclosed.

The Director has already been authorized to charge fees in this application to a Deposit Account.

[]
[]
[]
D Payment by credit card. Form PTO-2038 is attached.
L]

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 505876

D Payment made via EFS-Web.

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide
credit card information and authorization on PTO-2038.

I am the
|:| applicant/inventor.
|:| assignee of record of the entire interest. See 37 CFR 3.71. 37 CFR 3.73(b) statement is enclosed (Form PTO/SB/96).
attorney or agent of record. Registration number 4001 3
|:| attorney or agent acting under 37 CFR 1.34. Registration number
/James E. Harris/ December 20, 2021
Signature Date
James E. Harris 903-201-6212
Typed or printed name Telephone Number

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit
multiple forms if more than one signature is required, see below™.

|:| * Total of forms are submitted.

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public, which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Doc code: IDS
Doc description: Information Disclosure Statement (IDS) Filed

PTO/SB/08a (02-18)

Approved for use through 11/30/2020. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

16907887

Filing Date

P020-06-22

First Named Inventor |

RALEIGH, GREGORY

Art Unit

|2434

Examiner Name

| KAPLAN, BENJAMIN

Attorney Docket Number

| RALEP025C1C1C1C1

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
- Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code? of cited Document )
Figures Appear
1 10021251 B2 P018-07-10 Paron et al.
2 B630630 B2 P014-01-14 Raleigh
3 0204282 B2 P015-12-01 Raleigh

If you wish to add additional U.S. Patent citation information please click the Add button.

Add

U.S.PATENT APPLICATION PUBLICATIONS

Remove

Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1 20080120174 A1 P008-05-22 i
2 0120011017 A1 P312-01-12 \Wolcott et al.

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS

Remove

Examiner,
Initial*

Cite
No

Foreign Document
Number3

Country
Code2?j

Kind
Code#

Publication

Date Applicant of cited

Document

Name of Patentee or

Pages,Columns,Lines
where Relevant
Passages or Relevant
Figures Appear

Ts
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Application Number 16907887

Filing Date 2020-06-22
INFORMATION DISCLOSURE First Named Inventor | RALEIGH, GREGORY
STATEMENT BY APPLICANT At Un
e nit | 2434
( Not for submission under 37 CFR 1.99)
Examiner Name | KAPLAN, BENJAMIN

Attorney Docket Number |RALEP02501C1C1C1

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author {in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s},
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

Ts

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature Date Considered |

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if|

English language translation is attached.
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Application Number 16907887

Filing Date 2020-06-22
INFORMATION DISCLOSURE First Named Inventor | RALEIGH, GREGORY
STATEMENT BY APPLICANT At Un
e nit | 2434
( Not for submission under 37 CFR 1.99)
Examiner Name | KAPLAN, BENJAMIN

Attorney Docket Number |RALEP02501C1C1C1

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e){(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
X The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature [James E. Harmis/ Date (YYYY-MM-DD) 2021-12-20

Name/Print James E. Harris Registration Number )40013

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/aor examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may he disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may he disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

16907887

Filing Date:

22-Jun-2020

Title of Invention:

Security Techniques for Device Assisted Services

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Filer:

James E. Harris/Jennifer Smith

Attorney Docket Number:

RALEP025C1C1C1C1

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount SuB—;’;(t;)l in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description

Fee Code

Quantity

Amount

Sub-Total in

UsD($)
Extension - 3 months with $0 paid 2253 1 740 740
Miscellaneous:
SUBMISSION- INFORMATION DISCLOSURE STMT 2806 1 130 130
Total in USD ($) 870
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Electronic Acknowledgement Receipt

EFS ID: 44579308
Application Number: 16907887
International Application Number:
Confirmation Number: 2653

Title of Invention:

Security Technigues for Device Assisted Services

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Customer Number:

106963

Filer:

James E. Harris/Jennifer Smith

Filer Authorized By:

James E. Harris

Attorney Docket Number: RALEP025C1C1C1CT
Receipt Date: 21-DEC-2021
Filing Date: 22-JUN-2020
Time Stamp: 16:56:53

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $870

RAM confirmation Number E2021BKG57260188
Deposit Account 505876

Authorized User

Jennifer Smith

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.21 (Miscellaneous fees and charges)
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File Listing:

Document s . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (if appl.)
105837
1 Amendment,\jReq#.RecloRnsldfratlon—After OARpdf no 5
on-rina eJeC 8daaf914a73e7e7928b0c96967691a7da67|
652c8
Warnings:
Information:
199657
2 Extension of Time EOT.pdf no 2
d4afdd1efS6abe6bef4273558a0a5c5bf5d7)
638a
Warnings:
Information:
1053279
Information Disclosure Statement (IDS)
3 IDS.pdf no 4
Form (SBOS) 6c23fc3ec304e490e21b896ac310e868d58(
9eac
Warnings:
Information:
40961
4 Fee Worksheet (SB06) fee-info.pdf no 2
blecea4382d8ce69b40c7489b9c914e42cH)
a50c9
Warnings:
Information:
Total Files Size (in bytes)1 1399734
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

107




PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Examiner: Kaplan, Benjamin
Raleigh

Serial No.: 16/907,887 Art Unit: 2434

Filed: June 22, 2020 Conf. No.: 2653

Title: Security Techniques for
Device Assisted Services

Mail Stop Office Action
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

RESPONSE TO OFFICE ACTION

In response to the Office Action dated June 24, 2021, the no-fee deadline for response

being September 24, 2021, please enter the following amendments and remarks:
A Listing of the Claims begins on page 2.

Remarks begin on page 4.

16/907,887 1 RALEP025C1C1C1C1
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PATENT

AMENDMENTS TO THE CLAIMS

2. (Previously Presented) A method of operating a wireless end-user device, the method

comprising:

connecting from a secure modem subsystem to a wireless cellular network;

connecting a first secure control channel from the secure modem subsystem
through the wireless cellular network to a network service controller;

connecting a second secure control channel from a secure execution environment,
separately secure from the secure modem subsystem, through the secure modem
subsystem and the wireless cellular network to the network service controller;

receiving at the secure execution environment via the second control channel one
or more messages from the network service controller, the one or more messages
comprising one or more service policy settings;

storing the one or more service policy settings in a secure memory partition
accessible only from the secure execution environment; and

enforcing, at least in part from the secure execution environment, a network
service profile comprising the one or more service policy settings, to control the

wireless end-user device use of a service on the wireless cellular network.

3. (Previously Presented) The method of claim 2, wherein the network service profile is

associated with a service plan that provides for access to the service on the wireless

network

4.  (Previously Presented) The method of claim 2, wherein the secure modem

subsystem comprises a modem control link and a modem local channel, and the

first secure control channel connects the modem control link to the network

service controller through the modem local channel, and wherein the secure

execution environment comprises a host service control link, the second secure

control channel coupled to the host service control link, the modem local channel

providing secure communication between the modem control link and the host

service control link.

16/907,887

2 RALEP025C1C1C1C1
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PATENT

5. (Previously Presented) The method of claim 2, wherein the secure modem
subsystem further comprises a modem agent accessible only by the network

service controller through the first control channel.

6. (Previously Presented) The method of claim 5, wherein the modem agent

comprises a service measurement point for use of the service.

7. (Previously Presented) The method of claim 6, further comprising the modem
agent communicating a report of the use of the service to the network service

controller through the first control channel.

8. (Previously Presented) The method of claim 7, further comprising the secure
execution environment separately communicating a report of the monitored use of

the service through the second control channel.
9. (Previously Presented) The method of claim 2, wherein the one or more service
policy settings include an access control setting, a traffic control setting, and/or an

admission control setting.

10. (Previously Presented) The method of claim 2, wherein the one or more service

policy settings include a network or device management communication setting.

11. (Previously Presented) The method of claim 2, wherein the secure execution

environment is implemented at least in part as a hardware partition.

12. (Previously Presented) The method of claim 2, wherein the secure execution

environment is implemented at least in part as a software partition.

13. (Previously Presented) The method of claim 2, wherein the secure execution
environment is implemented at least in part in a virtual machine executed on a

processor.

16/907,887 3 RALEP025C1C1C1C1
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PATENT

REMARKS

Claims 2-13 are pending in the application and were rejected. In view of the following remarks,

Applicant respectfully requests reconsideration.
Nonstatutory Double Patenting

Claims 2-13 were rejected on the grounds of nonstatutory double patenting as being unpatentable
over claims 1-12 of U.S. Patent No. 10,694,385 B2. The present application and the ‘385 patent are
owned in common. Applicant submits herewith a terminal disclaimer with respect to the ‘385 patent, and

submits that such renders the present claims in condition for allowance.

16/907,887 4 RALEP025C1C1C1C1
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The Commissioner is authorized to charge any fee deficiency or credit any overpayment to Deposit
Account 50-5876.

Respectfully submitted,

Date: December 20, 2021 By:  /James E. Harris/

James E. Harris

Reg. No. 40,013

Patent Counsel

Headwater Research LLC

110 N. College Ave., Suite 1116
Tyler, Texas 75702

(903) 201-6212

CERTIFICATE OF ELECTRONIC TRANSMISSION

I hereby certify that this paper (along with any paper referred to as being
attached or enclosed) is being filed electronically via EFS-Web
addressed to the Commissioner for Patents on:

Date: December 21, 2021 By: _/Jennifer Smith /
Jennifer Smith

16/907,887 5 RALEP025C1C1C1C1
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PTO/SB/26

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A

“PRIOR” PATENT

Application Number 16907887

Filing Date 22-Jun-2020

First Named Inventor Gregory Raleigh
Attorney Docket Number RALEP025C1C1C1C1

Title of Invention

Security Techniques for Device Assisted Services

X Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

X This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

Headwater Research LLC 100%

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of prior patent number(s)

10694385

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.

(® Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.
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O | certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

Applicant claims the following fee status:

(® Small Entity
(O Micro Entity

(O Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 40013

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajointinventor; all of whom are signing this request

Si t
ignature /James E. Harris/

Name James E. Harris

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Electronic Patent Application Fee Transmittal

Application Number:

16907887

Filing Date:

22-Jun-2020

Title of Invention:

Security Techniques for Device Assisted Services

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Filer: James E. Harris/Jennifer Smith
Attorney Docket Number: RALEP025C1C1C1C1
Filed as Small Entity
Filing Fees for Utility under 35 USC 111(a)
Description Fee Code Quantity Amount Suz—;l'g(t;)l in
Basic Filing:
STATUTORY OR TERMINAL DISCLAIMER 2814 1 170 170
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description

Fee Code

Quantity

Amount

Sub-Total in
USD(S)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

170
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Doc Code: DISQ.E.FILE
Document Description: Electronic Terminal Disclaimer — Approved

Application No.: 16907887
Filing Date: 22-Jun-2020

Applicant/Patent under Reexamination: Raleigh

Electronic Terminal Disclaimer filed on  December 21, 2021

X APPROVED

This patent is subject to a terminal disclaimer

1 DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office
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Electronic Acknowledgement Receipt

EFS ID: 44579207
Application Number: 16907887
International Application Number:
Confirmation Number: 2653

Title of Invention:

Security Technigues for Device Assisted Services

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Customer Number:

106963

Filer:

James E. Harris/Jennifer Smith

Filer Authorized By:

James E. Harris

Attorney Docket Number: RALEP025C1C1C1CT
Receipt Date: 21-DEC-2021
Filing Date: 22-JUN-2020
Time Stamp: 16:54:39

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $170

RAM confirmation Number E2021BKG54340080
Deposit Account 505876

Authorized User

Jennifer Smith

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.21 (Miscellaneous fees and charges)
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (if appl.)
41134
1 Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf no 2
00e9f496286dcb3 14fb2cb29a5f9fd200912|
4771
Warnings:
Information:
38025
2 Fee Worksheet (SB06) fee-info.pdf no 2
d359d63df08b9d8ce1a0091bd07d361e01
1c73a8
Warnings:
Information:
Total Files Size (in bytes){ 79159

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Under the Paperwork Reduction Act of 1995, no persons are req

ired to respond to a collection of informa

PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGCE

tion unless it displays a valid OMB control number.

APPLICATION AS FILED - PART |

Application or Docket Number Filing Date
PATENT APPLICé;rggmtggrEFgE'lF"ngglATloN RECORD 16/007 887 06/23/2020 (7o be Mailed
ENTITY: (JLARGE sMALL [JMICRO

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
() BASIC FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
(L] sEARCH FEE
(37 GFR 1.16(K), (i), or (m)) NiA NiA N/A
D EXAMINATION FEE
(37 CFR 1.16(0). (p), or (@) NiA NiA N/A
TOTAL CLAIMS . * _
(37 GFR 1.16(i)) minus 20 = x 390 =
INDEPENDENT CLAIMS *
(37 GFR 1.16(h)) minus 3 = x $230 =
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
D'ST:PRUS/;\EO;\; SIZE FEE (37 for small entity) for each additional 50 sheets or
16(s fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
D MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART I
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
— 12/21/2021 AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * ; *x - —
N 12 Minus | = 20 -0 x $50 - 0
Z11 B x —
i 2?5%%’?%‘1?}‘ 1 Minus 3 =0 x $240 - 0
E ] Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16())
TOTAL ADD'L FEE 0
(Column 1) (Column 2) (Column 3}
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
L | Total " ; *x - -
= |_@rerrii6i) Minus — X $ 0 -
O | Independent N i . - _
E (370FpR 1.16(h)) Minus N x $0 =
= | [ Application Size Fee (37 CFR 1.16(s))
< [_J FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16())
TOTAL ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. SLIE
“* If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /NICOL D SCOTT/
*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-87198 and select option 2.
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PTO/AIA/80 (07-17)

Approved for use through 01/31/2018. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no person is required to respond to a collection of information unless it displays a valid OMB control number

FOWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO ]

I hereby revoke all previous powers of attorney given in the application identified in the attached
statement under 37 CFR 3.73(c).
1 hereby appoint:
Practitioners associated with Customer Number: | 106963
OR

|___| Practitioner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used):

i i Registration
Name Registration Name gi

Number Number

As attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with
any and all patent applications assigned only to the undersigned according to the USPTO assignment records or assignment documents
attached to this form in accordance with 37 CFR 3.73(c).

Please change the correspondence address for the application identified in the attached statement
under 37 CFR 3.73(c) to:

The address associated with Customer Number: 1 06963
OR

D Firm or individual name

Address

City State Zip

Country

Telephone Email

Assignee name and address: ... qurer Research LLC

1011 Pruitt Place
Tyler, TX 75703 (USA)

A copy of this form, together with a statement under 37 CFR 3.73(c) (Form PTO/AIA/96 or equivalent) is required to be
filed in each application in which this form is used. The statement under 37 CFR 3.73(c) may be completed by one of the
practitioners appointed in this form, and must identify the application in which this Power of Attorney is to be filed.
SIGNATURE of Assignee of Record
The ipdividual whosejsignature and title is supplied below is authorized to act on behalf of the assignee.

Signature U/ 8 }‘L_—‘_ Date January 17, 2018
Name Jan{ds E. Harris Telephone 903-201-6212
Title CEO

This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public, which is to update
(and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.11 and 1.14. This
1l is estil to take 18 mi to pl including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
upon the individual case. Any c on the amount of time you require to complete this form and/or suggestions for reducing this burden, should
be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0-9199 and sefect option 2.

d. e
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Electronic Acknowledgement Receipt

EFS ID: 44559522
Application Number: 16907887
International Application Number:
Confirmation Number: 2653

Title of Invention:

Security Technigues for Device Assisted Services

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Customer Number:

106963

Filer:

James E. Harris/Jennifer Smith

Filer Authorized By:

James E. Harris

Attorney Docket Number: RALEP025C1C1C1CT
Receipt Date: 20-DEC-2021
Filing Date: 22-JUN-2020
Time Stamp: 12:08:28

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ttes)/ Multl' 'Pages
Number Message Digest | Part/.zip| (if appl.)
52893
1 Power of Attorney P025_POA.pdf no 1
dae6fc7e916c78053de2db8ad0e9dd9826(]

ac3sd

Warnings:
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Information:

Total Files Size (in bytes){ 52893

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/907,887 06/22/2020 Gregory G. Raleigh RALEP025C1CICIC1 2653
106963 7590 06/24/2021 | EXAMINER |
Headwater Research LL.C
1011 Pruitt Place KAPLAN, BENJAMIN A
Tyler, TX 75703
| ART UNIT | PAPER NUMBER |
2434
| NOTIFICATION DATE | DELIVERY MODE |
06/24/2021 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

patent@headwaterllc.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

16/907,887 Raleigh, Gregory G.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
BENJAMIN A KAPLAN 2434 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 22 June 2020.
OJ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)(] This action is FINAL. 2b) [v] This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)[ Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 2-13 is/are pending in the application.

5a) Of the above claim(s) ____is/are withdrawn from consideration.
6) (O Claim(s) ___ is/are allowed.
7) Claim(s) 2-13 is/are rejected.
8) [0 Claim(s) ___is/are objected to.
9) (O Claim(s) are subject to restriction and/or election requirement

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(0J The specification is objected to by the Examiner.
11)@ The drawing(s) filed on 22 June 2020 is/are: a)# accepted or b)[J objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)o Al b)(J Some**  ¢)(J None of the:
1.(] Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) [ Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
. . Paper No(s)/Mail Date
2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) [ Other:
Paper No(s)/Mail Date (02/03/2021) x 5. f—
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20210619
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Application/Control Number: 16/907,887 Page?2
ArtUnit: 2434

Notice of Pre-AlA or AIA Status

The present application is being examined under the pre-AlAfirst to invent provisions.

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created doctrine grounded in
public policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise
extension of the “right to exclude” granted by a patent and to prevent possible harassment by multiple
assignees. A nonstatutory double patenting rejection is appropriate where the conflicting claims are not
identical, but at least one examined application claimis not patentably distinct from the reference claim(s)
because the examined application claim is either anticipated by, or would have been obvious over, the
reference claim(s). See, e.g., Inre Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman,
11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); Inre Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985);
Inre Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); Inre Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA
1970); Inre Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

Atimely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be used to
overcome an actual or provisional rejection based on nonstatutory double patenting provided the
reference application or patent either is shown to be commonly owned with the examined application, or
claims an invention made as a result of activities undertaken within the scope of a joint research
agreement. See MPEP § 717.02 for applications subject to examination under the first inventor to file
provisions of the AIA as explained in MPEP § 2159. See MPEP § 2146 et seq. for applications not subject
to examination under the first inventor to file provisions of the AlA. A terminal disclaimer must be signed
in compliance with 37 CFR 1.321(b).

The USPTO Internet website contains terminal disclaimer forms which may be used. Please visit

www.uspto.gov/patent/patents-forms. The filing date of the application in which the form is filed
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Application/Control Number: 16/907,887 Page3
ArtUnit: 2434

determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or PTO/AIA/26) should be used. A web-
based eTerminal Disclaimer may be filled out completely online using web-screens. An eTerminal
Disclaimer that meets all requirements is auto-processed and approved immediately upon submission.
For more information about eTerminal Disclaimers, refer to
www.uspto.gov/patents/process/file/efs/guidance/eTD-info-l.jsp.

Claims 2-13 rejected on the ground of nonstatutory double patenting as being unpatentable over
claims 1-12 of U.S. Patent No. 10,694,385 B2. Although the claims at issue are not identical, they are not
patentably distinct from each other because the claims of the present invention are substantially a

reiteration of the systems claims of U.S. Patent No. 10,694,385 B2 as a corresponding method.

Conclusion

Any inquiry concerning this communication or earlier communications from the examiner should
be directed to BENJAMIN A KAPLAN whose telephone number is (571)270-3170. The examiner can
normally be reachedon 9:00a.m. - 5:00 p.m..

Examiner interviews are available via telephone, in-person, and video conferencing using a USPTO
supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use the
USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Kambiz Zand can be reached on (571)272-3811. The fax phone number for the organization where this
application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained from
either Private PAIR or Public PAIR. Status information for unpublished applications is available through

Private PAIR only. For more information about the PAIR system, see https://ppair-
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Application/Control Number: 16/907,887 Page 4
ArtUnit: 2434

my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private PAIR system, contact
the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO
Customer Service Representative or access to the automated information system, call 800-786-9199 (IN

USA OR CANADA) or 571-272-1000.

/BENJAMIN A KAPLAN/
Examiner, Art Unit 2434
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Index of Claims

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/907,887 Raleigh, Gregory G.
H““Hm“ ““ “m“ ““ ““ - ot
BENJAMIN A KAPLAN 2434
v | Rejected - | Cancelled N | Non-Elected A Appeal
= Allowed + | Restricted | | Interference 0o Objected
CLAIMS
(J Claims renumbered in the same order as presented by applicant O cpPA O 1.D. (J R.1.47
CLAIM DATE
Final Original | 06/19/2021
1 -
2 7
3 7
4 v
5 v
6 7
7 7
8 7
9 7
10 7
11 7
12 7
13 7

U.S. Patent and Trademark Office

Page 1 of 1
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Application/Control No.
Search Nofles

Applicant(s)/Patent Under Reexamination

16/907,887 Raleigh, Gregory G.
BENJAMIN A KAPLAN 2434
CPC - Searched*
Symbol Date Examiner
GO6F 15/177 06/19/2021 BK
G06Q 10/06315, 10/06375, 20/102, 20/20, 20/32, 20/40, 30/0207, 30 06/19/2021 BK
10241, 30/0283, 30/0284, 30/04, 30/0601, 40/00, 40/12
HO4L 12/14, 12/1407, 41/0806, 41/0876, 41/0893, 41/5003, 41/5025, BK
41/5054, 47/20, 47/2408, 51/046, 63/0236, 63/04, 63/0428, 63/08, 63 06/19/2021
/0853, 63/0892, 63/10, 63/20, 67/145, 67/26, 67/2819, 67/306, 67/
327, 67/34,9/32, 9/3247
HO4M 15/00, 15/49, 15/58, 15/61, 15/66, 15/80, 15/8055, 15/88, BK
2915/0188 06/19/2021
HO4W 12/00, 12/02, 12/037, 12/06, 12/08, 24/08, 28/02, 28/0215, 28/ BK
0268, 28/12, 4/02, 4/12, 4/18, 4/20, 4/24, 4/50, 48/14, 48/16, 72/0453 | 06/19/2021
, 8/02, 8/18, 8/20, 84/04, 84/042, 84/12, 88/06, 88/08
YO02P 90/80 06/19/2021 BK
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner
726 1

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

Search Notes

Search Notes

Date

Examiner

EAST, Google, Inventor Search, Assignee Search

06/19/2021

BK

U.S. Patent and Trademark Office
Page 1 of 2
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Application/Control No.

16/907,887

Applicant(s)/Patent Under Reexamination

Raleigh, Gregory G.

BENJAMIN A KAPLAN 2434
Interference Search
US Class/CPC US Subclass/CPC Group Date Examiner
Symbol

U.S. Patent and Trademark Office

Page 2 of 2
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Receipt date: 02/03/2021 16/907,887 ~- GAU: 2434

Doc code: IDS PTO/SB/08a (02-18)

s . . . Approved for use through 11/30/2020. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed \U.S. Patent and Trademark Cffice: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 16907887
Filing Date P020-06-22
INFORMATION DISCLOSURE First Named Inventor ‘ RALEIGH, GREGORY
STATEMENT BY APPLICANT ,
v Art Unit | 2434
( Not for submission under 37 CFR 1.89)
Examiner Name ‘ KAPLAN, BENJAMIN
Attorney Docket Number | RALEP025C1C1C1C1
U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1 10285025 B1 P019-05-07 Baker et al.
2 0326800 B2 P019-06-18 Raleigh et al.
3 0492102 B2 P019-11-26 Raleigh et al.
4 0582375 B2 P020-03-03 Raleigh
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns, Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code'| Date of cited Document )
Figures Appear
1 0010048738 A P001-12-06 Baniak, Paul G. et al.
2 20010053694 P001-12-20 GARASHI, Yoichiro et al.

EFS Web 2.1.18
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THRCOUGH. /R.A.K/
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Receipt date: 02/03/2021 16/907,887 ~- GAU: 2434

Application Number 16907887
Filing Date 2020-06-22
INFORMATION DISCLOSURE First Named Inventor ’ RALEIGH, GREGORY
STATEMENT BY APPLICANT | B
( Not for submission under 37 CFR 1.29)
Examiner Name ‘ KAPLAN, BENJAMIN
Attorney Docket Number | RALEPQ25C1C1C1C1
3 0020013844 A1 P002-01-31 Garrett et al.
4 20020022472 P002-02-21 WATLER et al.
5 0020022483 A1 P002-02-21 [Thompson et al.
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court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review {35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her desighee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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"6922562" | "6928280" | "6934249" |
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. "7068600" | "7069248" | "7082422" | -
. "7084775" | "7092696" | "7095754" |
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"7113997" | "7120133" | "7133386" |
"7133695" | "7136361" | "7139569" |
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| "7318111" | "7320029" | "7322044"
| "7324447" | "7325037" | "7336960"
| "7340772" | "7346410" | "7349695"
| "7353533" | "7356011" | "7356337"
| "7366497" | "7366654" | "7369848"
| "7369856" | "7373136" | "7373179"
| "7379731" | "7388950" | "7389412"
| "7391724" | "7395244" | "7401338"
| "7403763" | "7409447" | "7409569"
| "7411930" | "7418253" | "7418257"
| "7421004" | "7423971" | "7428750"
| "7433362" | "7436816" | "7440433"
| "7444669" | "7450591" | "7450927"
| "7454191" | "7457265" | "7457870"
| "7460837" | "7466652" | "7467160"
| "7472189" | "7478420" | "7486185"
| "7486658" | "7493659" | "7496652"
| "7499438" | "7499537" | "7502672"
| "7505756" | "7505795" | "7508799"
| "7512128" | "7512131" | "7515608"
| "7515926" | "7516219" | "7522549"
| "7522576" | "7526541" | "7529204"
|| "7535880" | "7536695" | "7539132"
|| "7539862" | "7540408" | "7545782"
| "7546460" | "7546629" | "7548875"
| "7548976" | "7551921" | "7551922"
| "7554983" | "7555757" | "7561899"
| "7562213" | "7564799" | "7565141"
| "7574509" | "7574731" | "7577431"
| "7580356" | "7580857" | "7583964"
| "7584298" | "7586871" | "7593417"
| "7593730" | "7596373" | "7599288"
| "7599714" | "7602746" | "7606918"
| "7607041" | "7609650" | "7609700"
| "7610047" | "7610057" | "7610328"
| "7610396" | "7614051" | "7616962"
| "7617516" | "7620041" | "7620065"
| "7620162" | "7620383" | "7627314"
| "7627600" | "7627767" | "7627872"
| "7633438" | "7634388" | "7636574"
| "7636626" | "7643411" | "7644151"
| "7644267" | "7644414" | "7647047"
| "7650137" | "7653394" | "7656271"
| "7657920" | "7660419" | "7661124"
| "7664494" | "7668176" | "7668612"
| "7668903" | "7668966" | "7676673"
| "7680086" | "7681226" | "7684370"
| "7685131" | "7685254" | "7685530"
| "7688792" | "7693107" | "7693720"
| "7697540" | "7710932" | "7711848"
| "7719966" | "7720206" | "7720464"
| "7720505" | "7720960" | "7721296"
| "7724716" | "7725570" | "7729326"
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| "7730123" | "7734784" | "7742406"
| "7746854" | "7747240" | "7747699"
| "7747730" | "7752330" | "7756056"
| "7756534" | "7756757" | "7760137"
| "7760711" | "7760861" | "7765294"
| "7769397" | "7770785" | "7774323"
| "7774412" | "7774456" | "7778176"
| "7778643" | "7792257" | "7792538"
| "7792708" | "7797019" | "7797060"
| "7797204" | "7797401" | "7801523"
| "7801783" | "7801985" | "7802724"
| "7805140" | "7805522" | "7805606"
| "7809351" | "7809372" | "7813746"
| "7817615" | "7817983" | "7822837"
| "7822849" | "7826427" | "7826607"
| "7835275" | "7843831" | "7843843"
| "7844034" | "7844728" | "7848768"
| "7849161" | "7849170" | "7849477"
| "7853255" | "7853656" | "7856226"
| "7860088" | "7865182" | "7865187"
| "7868778" | "7873001" | "7873344"
| "7873346" | "7873540" | "7873705"
| "7877090" | "7881199" | "7881697"
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| "7929973" | "7930327" | "7930446"
| "7930553" | "7933274" | "7936736"
| "7937069" | "7937450" | "7940685"
| "7940751" | "7941184" | "7944948"
|| "7945238" | "7945240" | "7945945"
|| "7948952" | "7948953" | "7948968"
| "7949529" | "7953808" | "7953877"
|| "7957020" | "7957381" | "7957511"
| "7958029" | "7962622" | "7965983"
| "7966405" | "7969950" | "7970350"
| "7970426" | "7974624" | "7975184"
I I
I I
I

| "7978627" | "7978686" | "7979069"
|| "7979889" | "7979896" | "7984130"
.| "7984511" | "7986935" | "7987496"
|| "7987510" | "7990049" | "8000276"
/| "8000318" | "8005009" | "8005459"
| "8005726" | "8005913" | "8005988"
.| "8010080" | "8010081" | "8010082"
1| "8010990" | "8015133" | "8015234"
.| "8019687" | "8019820" | "8019846" ; ;
1| "8019868" | "8019886" | "8023425"
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| "8024397" | "8024424" | "8027339"
| "8031601" | "8032168" | "8032409"
| "8032899" | "8036387" | "8036600"
| "8044792" | "8045973" | "8046449"
| "8050275" | "8050690" | "8050705"
| "8059530" | "8060017" | "8060463"
| "8064418" | "8064896" | "8065365"
| "8068824" | "8068829" | "8073427"
| "8073721" | "8078140" | "8078163"
|| "8085808" | "8086398" | "8086497"
| "8086791" | "8090359" | "8090361"
| "8090616" | "8091087" | "8094551"
| "8095112" | "8095124" | "8095640"
| "8095666" | "8098579" | "8099077"
|| "8099517" | "8102814" | "8103285"
| "8104080" | "8107953" | "8108520"
| "8108680" | "8112435" | "8116223"
| "8116749" | "8116781" | "8122128"
| "8122249" | "8125897" | "8126123"
| "8126396" | "8126476" | "8126722"
|| "8130793" | "8131256" | "8131281"
| "8131840" | "8131858" | "8132256"
| "8134954" | "8135388" | "8135392"
|| "8135657" | "8140690" | "8144591"
| "8145194" | "8146142" | "8149748"
| "8149823" | "8150394" | "8150431"
| "8151205" | "8155155" | "8155620"
| "8155666" | "8155670" | "8156206"
| "8159520" | "8160015" | "8160056"
| "8160598" | "8165576" | "8166040"
| "8166554" | "8170553" | "8174378"
| "8174970" | "8175574" | "8180333"
|| "8180881" | "8180886" | "8184530"
| "8184590" | "8185088" | "8185093"
| "8185127" | "8185152" | "8185158"
| "8190087" | "8190122" | "8190675"
1| "8191106" | "8191116" | "8191124"
| "8194549" | "8194553" | "8194572"
| "8194581" | "8195093" | "8195153"
| "8195163" | "8195661" | "8196199"
.| "8200163" | "8200200" | "8200509"
| "8200775" | "8200818" | "8204190"
| "8204505" | "8208788" | "8208919"
| "8213296" | "8213363" | "8214536"
|| "8214890" | "8219134" | "8223655"
| "8223741" | "8224382" | "8224773"
| "8228818" | "8229394" | "8229914"
|| "8233433" | "8233883" | "8233895"
|| "8234583" | "8238287" | "8238913"
| "8239520" | "8242959" | "8244241"
| "8249601" | "8254880" | "8254915"
|| "8255515" | "8255534" | "8255689"
| "8259692" | "8264965" | "8265004"
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sym

| "8266249" | |
| "8270972" | "8271025" | _
| "8271049" | "8271992" | "8275415"
| "8275830" | "8279067" |

| "8280354" | "8284740" | "8285249"
| "8285992" | "8290820" | "8291238"
| "8291439" | "8296404" | "8300575"
| "8306518" | "8306741" | "8307067"
| "8310943" | "8315198" | "8315593"
| "8315594" | "8315718" | "8315999"
|| "8320244" | "8320949" | "8325638"
| "8325906" | |
| "8331223" | | _
| "8339991" | "8340625" | "8340628"
| "8340678" | |

| "8346923" | |

| "8347378").PN.
("8350700" | "8351592" | "8351898"
| "8352360" | |
| "8355570" | "8355696" | "8356336"
| "8358638" | |

| "8363799" | "8364089" | "8364806"
| "8369274" | "8370477" | "8370483"
|| "8374090" | "8374592" | "8375128"
| "8375136" | "8380247" | "8385199"
| "8385896" | "8385964" | "8385975"
| "8386386" | "8391262" | "8392982"
| "8396458" | "8396929" |

| "8402165" | "8402540" | "8406427"
| "8406736" | "8407763" | _
|| "8411691" | "8412798" | "8413245"
| "8418168" | "8422988" | "8423016"
|| "8429403" | "8437734" | "8442015"
| "8446831" | "8447324" | "8447607"
| "8447980" | "8448015" | "8452858"
| "8461958" | "8463194" | "8463232"
| "8468337" | "8472371" | "8477778"
| "8483135" | "8483694" | "8484327"
|| "8488597" | "8489110" | "8489720"
| "8494559" |
| "8495360" | "8495700"
| "8499087" |

| "8503455" | "8504032"
| "8504687" | "8504690" _
| "8505073" | "8509082" | "8514927"
| "8516552" | "8520589" | "8520595"
| "8521110" | "8521775" | "8522039"
| "8522249" | "8522337" | "8523547"
| "8526329" | "8526350" | "8527410"
| "8527662" | "8528068" | "8531954"
| "8531995" | "8532610" | "8533775" : ; ; ;
| "8535160" | "8538394" | "8538421" ; ; ; ;

"8266681"

"8326319"
"8331293"

"8340718"
"8347104"

"8352980" | "8353001"

"8358975"

"8495181"
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"8270955"
"8271045"

"8279864"

"8326828"
"8332375"

"8346210"
"8347362"

US-PGPUB; AND

(USPAT

"8363658"

"8401968"

"841 1587"

| "8495227"
| "8495743"
"8500533" | "8503358"
| "8504574"
| "8504729"

OFF  2020/01/06

1 04:54



| "8538458" | |
| "8543814" | "8544105" | _
| "8549173" | "8554876" | "8559369"
| "8561138" | "8565746" |

| "8571474" | "8571501" | "8571598"
| "8571993" | "8572117" | "8572256"
| "8583499" | "8588240" | "8589955"
| "8594665" | "8595186" | "8600895"
| "8601125" | "8605691" | "8615507"
| "8619735" | "8620257" | "8631428"
| "8634425" | "8635164" | "8639215"
| "8644702" |
| "8655357" |

| "8666395" | "8667542"
| "8675852" |

| "8693323" |

| "8701015" | "8705361"
| "8713535" | "8713641"
| "8719423" | "8724486" | "8725899"
| "8730842" | "8731519" | "8732808"
|| "8739035" | "8744339" | "8761711"
| "8780857" | "8787249" | "8793304"
| "8804695" | "8811338" | "8811991"
|| "8818394" | "8819253" | "8825109"
| "8826411" | "8831561" | "8838752"
| "8843849" | |
| "8855620" | | _
| "8875042" | "8880047" | "8891483"
| "8898748" | |

| "8930238" | | _
| "8949382" | "8949597" | "8955038"
| "8966018" | "8971912" | "8977284"
| "8995952" | "9002342" | "9014973"
1| "9015331" | "9030934" | "9049010"
| "9064275" | "9105031" | "9111088"
| "9137286" | "9172553" | "9177455"
| "9282460" | "9286469" | "9286604"
| "9313708" | "9325737" | "9326173"
| "9344557" | "9363285" | "9367680"
| "9413546" | "9418381" |

| "9501803" | "9544397" | "9589117"
| "9609459" | "9986413" | s
_"RE44412").PN.

(Raleigh Gregory G).in.

"8539544"

"8644813"
"8656472"

"8694772"

"8845415"
"8862751"

"8908516"
"8943551"

(GD6Q40/12 HO4M15/00 HO4L12/14

' HO4L41/5054 HO4L47/20 HO4M15/88
' HO4W12/0017 G06Q10/06315
G06Q30/0601 HO4L67/145

' HO4W8/18 H04W72/0453
'HO4L9/3247 HO4L63/08 HO4W8/20
' HO4M15/58 H04M15/61 HO4W88/08

"8543265"
"8548427"

"8566236"

| "8645518"
| "8660853"
| "8670334"
"8676682" | "8676925"
| "8700729"
| "8706863"
| "8719397"

"8849297"
"8863111"

"8929374"
"8948726"

"9459767"

US-PGPUB;  AND
USPAT :

US-PGPUB; OR

USPAT

12020/01/06
0457
12020/01/06
05:48
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H04L9/32 H04L41/0893 H04L67/306
- G06Q10/06375 HO4L67/327 5
:HO4W4/50 H04W12/02 H04W24/08

- HO4W28/02 H04W4/02 H04W4/18

- H04W28/0215 H04L67/26 ;
- HO4W12/08 HO4W48/14 G06Q40/00
- HO04L41/5003 H04L63/0892 §
:HO4W4/12 G06Q30/0283 H04M15/80 |
- G06Q20/102 G06Q30/0241
- HO4L63/0853 H04W4/20 H04W28/12
' H04W48/16 H04W12/00 GO6F15/177
- G06Q30/04 HO4L63/0428
HO4L47/2408 H04L63/0236

- H04W12/06 HO4W28/0268

- G06Q20/20 HO4L41/0806

- HO4L51/046 H04L63/04 HO4W4/24

. G06Q30/0207 G06Q30/0284
HO4L63/10 HO4L63/20 G06Q20/40

- H04W84/04 H04L67/2819 5
- HO4W88/06 Y02P90/86 H04L41/0876
H04L67/34 H04W84/042 HO4W8/02
HO4L41/5025 H04M2215/0188

- HO4W84/12).cpc.

'S20 127,192 S19 @ad<"20090213" US-PGPUB; AND OFF  2020/01/06
'USPAT 105:48 j
S21 8,602  secure environment service profile ~ US-PGPUB;  AND ‘OFF  2020/01/06
nn _modem control link @ad<"20090213" USPAT , : 106:17 :
$22 91 _secure environment service profile  US-PGPUB;  AND OFF  2020/01/06
: :modem adj control link USPAT 1 06:17 :
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 0ad< 20090213 e
15261 16/907,887.app. 'US-PGPUB; : AND OFF  2021/06/19
] ;: USPAT , | 19:19
1527 1,399,069 (GO6F15/177 GO6QL0/06315 US-PGPUB;  OR OFF  2021/06/19
L - G06Q10/06375 G06Q20/102 _USPAT; 120:06 ~
: - G06Q20/20 G06Q20/32 G06Q20/40  USOCR; ;
- G06Q30/0207 G06Q30/0241 'FPRS; EPO;
- G06Q30/0283 G06Q30/0284 JPO;
- G06Q30/04 G06Q30/0601 ' DERWENT;
 G06Q40/00 GO6Q40/12 HO4L12/14  IBM_TDB

1HO04L.12/1407 H04L41/0806

- H04L41/0876 H04L41/0893
:HO04L41/5003 H04L41/5025

- HO04L41/5054 H04L47/20

- HO4L47/2408 H04L51/046

- HO4L63/0236 HO4L63/04

- HO4L63/0428 H04L63/08

- HO4L63/0853 H04L63/0892
.HO4L63/10 HO4L63/20 HO4L67/145
'HO4L67/26 H04L67/2819 HO4L67/306
-HO4L67/327 HO4L67/34 HO4L9/32
- H04L9/3247 H04M15/00 H04M15/49
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:H04M15/58 H04M15/61 H04M15/66

- H04M15/80 H04M15/8055
:H04M15/88 H04M2215/0188

' HO4W12/00 HO4W12/02
:H04W12/037 H04W12/06 _
HO4W12/08 HO4W24/08 H04W28/02
1HO4W28/0215 H04W28/0268 :
H04W28/12 HO4W4/02 H04W4/12

- HO4W4/18 HO4W4/20 HO4W4/24
 HO4W4/50 HO4W48/14 HO4W48/16
' HO4W72/0453 H04W8/02 H04W8/18
-HO4W8/20 HO4W84/04 HO4W84/042
' HO4W84/12 HO4W88/06 HO4W88/08
-Y02P90/80).cpc. :

1S28 11,927 (726/1).CCLS. 'US-PGPUB; OR OFF  2021/06/19

: : USPAT; 1 20:06
: : :USOCR; : 3 :
FPRS; EPO;
:JPO;
 DERWENT;
‘IBM_TDB

1$29:1,404,578 S27S28 ‘US-PGPUB; :OR ‘OFF  2021/06/19:
o 'USPAT; 120:07 ;
'USOCR; % :
'FPRS; EPO;
:JPO;
' DERWENT;
L ; IBM_TDB 5 5 ;
1S30:8,608  secure environment service profile  US-PGPUB;  : AND ‘OFF  2021/06/19
L - modem control link @ad<"20090213" USPAT; 120:09 ‘
za 'USOCR; ' é %
'FPRS; EPO;
JPO;
. DERWENT;
IBM_TDB

1S31:3,387  S29S30 ‘US-PGPUB; : AND ‘OFF  2021/06/19
S %5 'USPAT; 120:09 :
'USOCR; 1 % g

'FPRS; EPO;

JPO;

' DERWENT;

'IBM_TDB

1S$32:2,265  secure service measurement 'US-PGPUB; : AND ‘OFF  2021/06/19
_environment profile modem control  USPAT; 120:10 5
‘ link @ad<"20090213" 'USOCR; f %
'FPRS; EPO;
JPO;
:DERWENT,; : : :
IBM_TDB
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15332 116/034,362.app. US-PGPUB;  AND OFF  2021/06/19
L z: 'USPAT 120:13 :

153488 : (Headwater Research).as. ‘US-PGPUB; : AND ‘OFF  2021/06/19
o ! 'USPAT; 120:18 ‘
"USOCR; : ) f

'FPRS; EPO;

.JPO;

' DERWENT;

‘IBM_TDB

:$35.1,035 - (Raleigh Gregory G).in. ‘US-PGPUB; : AND ‘OFF  2021/06/19:
L 'USPAT; 120:18 f
5 : ‘USOCR; 3 : :
‘FPRS; EPO;
JPO;
:DERWENT;
IBM_TDB

:536:201 :("10285025" | "10326800" | ‘US-PGPUB; : AND :ON 1 2021/06/19:
; i :"10492102" | "10582375" | ‘USPAT § § 120:20 :
:"20010048738" | "20010053694" | ﬁ 5 i
1"20020013844" | "20020022472" |
:"20020022483" | "20020049074" |
I
I

1"20020099848" | "20020116338"
:"20020120370" | "20020120540"
1"20020131404" | "20020138599" |
1"20020138601" | "20020154751" |
1"20020161601" | "20020164983" |
:"20020176377" | "20020188732" |
:"20020191573" | "20020199001" |
."20030004937" | "20030005112" |
:"20030013434" | "20030018524" |
:1"20030028623" | "20030046396" |
-"20030050070" | "20030050837" |
."20030084321" | "20030088671" |
1"20030133408" | "20030134650" |
1"20030159030" | "20030161265" |
-"20030171112" | "20030182420" |
:"20030182435" | "20030184793" |
:"20030188006" | "20030188117" |
:"20030220984" | "20030224781" |
:"20030229900" | "20030233332" |
:"20030236745" | "20040019539" |
:"20040019564" | "20040021697" |
."20040024756" | "20040030705" |
:"20040039792" | "20040044623" |
:"20040047358" | "20040054779" |
1"20040073672" | "20040082346" |
-"20040098715" | "20040102182" |
-"20040103193" | "20040107360" |
:"20040116140" | "20040127200" |
-"20040127208" | "20040127256" |
:"20040132427" | "20040133668" |
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-"20040137890" | "20040165596" |
:"20040167958" | "20040168052" |
-"20040170191" | "20040176104" |
:"20040198331" | "20040203755" |
1"20040203833" | "20040225561" |
:"20040225898" | "20040236547" |
1"20040243680" | "20040243992" |
:"20040249918" | "20040255145" |
:"20040259534" | "20040260766" |
1"20040267872" | "20050007993" |
1"20050009499" | "20050021995" |
:"20050041617" | "20050048950" |
-"20050055291" | "20050055309" |
."20050055595" | "20050060266" |
I I

I I

I

."20050060525" | "20050075115"
."20050079863" | "20050091505"
-"20050096024" | "20050097516"
:"20050107091" | "20050108075" |
1"20050111463" | "20050128967" |
:"20050135264" | "20050163320" |
-"20050166043" | "20050183143" |
1"20050186948" | "20050198377" |
."20050216421" | "20050228985" |
1"20050238046" | "20050239447" |
."20050245241" | "20050246282" |
1"20050250508" | "20050250536" |
-"20050254435" | "20050266825" |
-"20050266880" | "20060014519" |
-"20060019632" | "20060020787" |
."20060026679" | "20060030306" |
-"20060034256" | "20060035631" |
:"20060040642" | "20060045245" |
1"20060048223" | "20060068796" |
-"20060072451" | "20060072550" |
."20060072646" | "20060075506" |
1"20060085543" | "20060095517" |
-"20060098627" | "20060099970" |
1"20060101507" | "20060112016" |
."20060114821" | "20060114832" |
1"20060126562" | "20060135144" |
-"20060136882" | "20060143066" |
1"20060143098" | "20060156398" |
1"20060160536" | "20060165060" |
1"20060168128" | "20060173959" |
:"20060174035" | "20060178917" |
1"20060178918" | "20060182137" |
:"20060183462" | "20060190314" |
-"20060190987" | "20060193280" |
-"20060199608" | "20060200663" |
1"20060206709" | "20060206904" |
-"20060218395" | "20060233108" |
1"20060233166" | "20060236095" |
."20060242685" | "20060258341" |
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."20060274706" | |
:"20060291419" | "20060291477" |
-"20070005795" | "20070019670" |
:"20070022289" | "20070025301" |
1"20070033194" | "20070033197" |
:"20070035390" | "20070036312" |
-"20070055694" | "20070060200" |
:"20070061243" | "20070061800" |
:"20070061878" | "20070073899" |
1"20070076616" | "20070093243" |
."20070100981" | "20070101426" |
1"20070104126" | "20070104169" |
."20070109983").PN.

"20060277590"

"20080034063"

|
"20080050715" |
I
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1("20070111740" | "20070130283" |  US-PGPUB; ~ AND
."20070130315" | "20070140113" | ‘
."20070140145" | "20070140275" |
1"20070143824" | "20070147317" |
."20070147324" | "20070155365" |
1"20070165630" | "20070168499" |
."20070171856" | "20070174490" |
1"20070191006" | "20070192460" |
1"20070198656" | "20070201502" |
."20070213054" | "20070220251" |
1"20070226225" | "20070226775" |
1"20070234402" | "20070243862" |
1"20070248100" | "20070254646" |
."20070254675" | "20070255769" |
."20070255797" | "20070255848" |
."20070257767" | "20070259656" |
."20070259673" | "20070263558" |
1"20070266422" | "20070274327" |
1"20070280453" | "20070282896" |
1"20070293191" | "20070294395" |
1"20070294410" | "20070297378" |
1"20070298764" | "20070299965" |
1"20070300252" | "20080005285" |
."20080005561" | "20080010379" |
."20080010452" | "20080018494" |
1"20080022354" | "20080025230" |
."20080032715" |
."20080034419" | "20080039102"
1"20080049630" |
."20080051076" | "20080052387"
."20080056273" | "20080059474" |
."20080059743" | "20080060066" |
1"20080062900" | "20080064367" |
."20080066149" | "20080066150" |
."20080066181" | "20080070550" |
."20080077705" | "20080080457" |
."20080081606" | "20080082643" |
."20080083013" | "20080085707" | ; : 5
."20080089295" | "20080089303" | : ; g

'USPAT

2021/06/19
:20:20 3



1"20080095339" | "20080096559" |
:"20080098062" | "20080109679" |
-"20080120129" | "20080120668" |
:"20080120688" | "20080125079" |
1"20080126287" | "20080127304" |
:"20080130534" | "20080130656" |
."20080132201" | "20080132268" |
:"20080134330" | "20080139210" |
:"20080147454" | "20080160958" |
1"20080162637" | "20080162704" |
1"20080164304" | "20080166993" |
:"20080167027" | "20080167033" |
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process and/aor examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may he disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may he disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

PRELIMINARY AMENDMENT

Before examination in this case, please enter the following amendments and remarks:
Amendments to the Claims begins on page 2.

Remarks begin on page 4.
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AMENDMENTS TO THE CLAIMS

1. (Canceled).

2. (New) A method of operating a wireless end-user device, the method comprising;:

connecting from a secure modem subsystem to a wireless cellular network;

connecting a first secure control channel from the secure modem subsystem
through the wireless cellular network to a network service controller;

connecting a second secure control channel from a secure execution environment,
separately secure from the secure modem subsystem, through the secure modem
subsystem and the wireless cellular network to the network service controller;

receiving at the secure execution environment via the second control channel one
or more messages from the network service controller, the one or more messages
comprising one or more service policy settings;

storing the one or more service policy settings in a secure memory partition
accessible only from the secure execution environment; and

enforcing, at least in part from the secure execution environment, a network
service profile comprising the one or more service policy settings, to control the

wireless end-user device use of a service on the wireless cellular network.

3. (New) The method of claim 2, wherein the network service profile is associated with a

service plan that provides for access to the service on the wireless network

4. (New) The method of claim 2, wherein the secure modem subsystem comprises a

modem control link and a modem local channel, and the first secure control

channel connects the modem control link to the network service controller

through the modem local channel, and wherein the secure execution environment

comprises a host service control link, the second secure control channel coupled

to the host service control link, the modem local channel providing secure

communication between the modem control link and the host service control link.

16/907,887
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5. (New) The method of claim 2, wherein the secure modem subsystem further
comprises a modem agent accessible only by the network service controller

through the first control channel.

6. (New) The method of claim 5, wherein the modem agent comprises a service

measurement point for use of the service.

7. (New) The method of claim 6, further comprising the modem agent
communicating a report of the use of the service to the network service controller

through the first control channel.

8. (New) The method of claim 7, further comprising the secure execution
environment separately communicating a report of the monitored use of the
service through the second control channel.

9. (New) The method of claim 2, wherein the one or more service policy settings
include an access control setting, a traffic control setting, and/or an admission

control setting.

10. (New) The method of claim 2, wherein the one or more service policy settings

include a network or device management communication setting.

11. (New) The method of claim 2, wherein the secure execution environment is

implemented at least in part as a hardware partition.

12. (New) The method of claim 2, wherein the secure execution environment is

implemented at least in part as a software partition.

13. (New) The method of claim 2, wherein the secure execution environment is

implemented at least in part in a virtual machine executed on a processor.
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REMARKS

Applicant respectfully requests the entry of the amendments herein.

The Commissioner is authorized to charge any fee deficiency or credit any overpayment

to Deposit Account 50-5876.

Respectfully submitted,

Date:  June 23, 2020 By:  /James E. Harris/

James E. Harris

Reg. No. 40,013

Patent Counsel
Headwater Research LLC
1011 Pruitt Place

Tyler, TX 75703

(903) 201-6212

CERTIFICATE OF ELECTRONIC TRANSMISSION

I hereby certify that this paper (along with any paper referred to as being
attached or enclosed) is being filed electronically via EFS-Web
addressed to the Commissioner for Patents on:

Date: June 23, 2020 By: /Jennifer Smith/
Jennifer Smith
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SECURITY TECHNIQUES FOR DEVICE ASSISTED SERVICES

BACKGROUND OF THE INVENTION

[0001] With the advent of mass market digital communications, applications and content
distribution, many access networks such as wireless networks, cable networks and DSL (Digital
Subscriber Line) networks are pressed for user capacity, with, for example, EVDO (Evolution-
Data Optimized), HSPA (High Speed Packet Access), LTE (Long Term Evolution), WiMax
(Worldwide Interoperability for Microwave Access), DOCSIS, DSL, and Wi-Fi (Wireless
Fidelity) becoming user capacity constrained. In the wireless case, although network capacity
will increase with new higher capacity wireless radio access technologies, such as MIMO
(Multiple-Input Multiple-Output), and with more frequency spectrum and cell splitting being
deployed in the future, these capacity gains are likely to be less than what is required to meet

growing digital networking demand.

[0002] Similarly, although wire line access networks, such as cable and DSL, can have
higher average capacity per user compared to wireless, wire line user service consumption habits
are trending toward very high bandwidth applications and content that can quickly consume the
available capacity and degrade overall network service experience. Because some components
of service provider costs go up with increasing bandwidth, this trend will also negatively impact

service provider profits.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

[0004] FIG. 1 illustrates a secure execution environment for device assisted services in

accordance with some embodiments.

[0005] FIG. 2 illustrates another secure execution environment for device assisted

services in accordance with some embodiments.

[0006] FIG. 3 illustrates another secure execution environment for device assisted

services in accordance with some embodiments.

[0007] FIG. 4 illustrates another secure execution environment for device assisted

services in accordance with some embodiments.

[0008] FIG. 5 illustrates another secure execution environment for device assisted

services in accordance with some embodiments.

[0009] FIG. 6 illustrates another secure execution environment for device assisted

services in accordance with some embodiments.

[0010] FIG. 7 illustrates another secure execution environment for device assisted

services in accordance with some embodiments.

[0011] FIG. 8 illustrates another secure execution environment for device assisted

services in accordance with some embodiments.

[0012] FIG. 9 illustrates another secure execution environment for device assisted

services in accordance with some embodiments.

[0013] FIG. 10 illustrates another secure execution environment for device assisted

services in accordance with some embodiments.
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[0014] FIG. 11 illustrates another secure execution environment for device assisted

services in accordance with some embodiments.
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DETAILED DESCRIPTION

[0015] The invention can be implemented in numerous ways, including as a process; an
apparatus; a system; a composition of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such as a processor configured to
execute instructions stored on and/or provided by a memory coupled to the processor. In this
specification, these implementations, or any other form that the invention may take, may be
referred to as techniques. In general, the order of the steps of disclosed processes may be altered
within the scope of the invention. Unless stated otherwise, a component such as a processor or a
memory described as being configured to perform a task may be implemented as a general
component that is temporarily configured to perform the task at a given time or a specific
component that is manufactured to perform the task. As used herein, the term ‘processor’ refers
to one or more devices, circuits, and/or processing cores configured to process data, such as

computer program instructions.

[0016] A detailed description of one or more embodiments of the invention is provided
below along with accompanying figures that illustrate the principles of the invention. The
invention is described in connection with such embodiments, but the invention is not limited to
any embodiment. The scope of the invention is limited only by the claims and the invention
encompasses numerous alternatives, modifications and equivalents. Numerous specific details
are set forth in the following description in order to provide a thorough understanding of the
invention. These details are provided for the purpose of example and the invention may be
practiced according to the claims without some or all of these specific details. For the purpose of
clarity, technical material that is known in the technical fields related to the invention has not

been described in detail so that the invention is not unnecessarily obscured.

[0017] In some embodiments, security techniques for device assisted services are
provided. In some embodiments, secure service measurement and/or control execution partition
techniques for device assisted services are provided. In some embodiments, a secure execution
environment for device assisted services is provided. In some embodiments, a secure stack for
device assisted services is provided. In some embodiments, a secure memory for device assisted

services is provided. In some embodiments, a secure modem for device assisted services is

Attorney Docket No. RALEP025C1CIC1Cl1 4 PATENT

525



provided (e.g., providing a secure communication link between the modem/modem driver and a
service processor and/or agent on the device, such as a communications device or an
intermediate networking device). In some embodiments, one or more secure monitoring points
for device assisted services are provided. In some embodiments, one or more secure monitoring
points with verification for device assisted services are provided (e.g., a secured monitoring point
can be provided in a modem, which communicates securely to a secured execution environment
in a CPU/processor, which can then verify such service usage measures). In some embodiments,
a secure bus for device assisted services is provided. In some embodiments, a secure execution
environment in the CPU/processor for device assisted services is provided. In some
embodiments, secure access to a secure execution environment(s) for device assisted services is
provided (e.g., securing communication from a bottom of the stack, such as modem drivers,
which require credentials to access the bus as controlled by a service processor or secure agent
on the device, and in which the traffic on the bus is encrypted). In some embodiments, various
secure execution environments for device assisted services are provided using various hardware
partition techniques (e.g., secure memory, secure modems, secure memory partition(s) in the

CPU/processor), as described herein.

[0018] In some embodiments, device assisted services (DAS) provide for one or more of
device based service usage measurements, service usage policy implementation, service usage
accounting, service usage control, and any of the other functions described in various
embodiments that assist, replace, and/or augment network based functions. For example, various
DAS embodiments perform one or more of the following: facilitate and control activation to one
or more access service networks; measure access and/or service usage on one or more access
networks; control access and/or service usage on one or more access networks; account for
different types of service usage on one or more access networks; implement quality of service
(QOS) controls, collect and report QOS traffic demand, aggregate multiple device QOS demand
reports to asses a measure of overall network QOS demand, and/or facilitate QOS resource
allocation; and/or facilitate roaming between access networks. There are many more functions

and embodiments for DAS as described with respect to various embodiments.

[0019] In some embodiments, various program/functional elements that perform the

functions to implement various DAS embodiments are referred to herein as DAS agents or
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device assisted service agents, or in some embodiments, more specific terms are used to be more
descriptive in specific examples. In some embodiments, device assisted service agent functions
include service measurements and/or service measure recording and/or service measure reporting
(e.g., to the service controller, the device, the user, or other device agents) and/or service
measure synchronization (e.g., between device and network). In some embodiments, device
assisted service agent functions include service usage controls and/or service usage control
policy settings. In some embodiments, service usage controls include one or more of network
authorization, network authentication, network admission, access control, service usage activity
classification, allowing or disallowing one or more service usage activity and traffic shaping for

one or more service usage activity.

[0020] In some embodiments, device assisted service agent functions include one or
more of the following: reporting service usage to QOS control elements in the network,
receiving QOS assignment from the network, reporting QOS assignments to the network, and/or
communicating with QOS service reservation elements in the network. In some embodiments,
device assisted service agent functions include one or more of implementing QOS service
controls on the device based on one or more of the following criteria: fair queuing of service
usage activities, differentiated QOS based on an assigned QOS hierarchy of service usage
activities, service usage activity QOS assignments from the network for one or more service
usage activities, service usage activity policy directives from the network for one or more service

usage activities.

[0021] In some embodiments, a service control link is used for communication between
the device assisted service agents and the service controller. In some embodiments, the service

control link is a secure link (e.g., an encrypted communication link).

[0022] In some embodiments, the device assisted service agent functions include device
assisted service system communication, measuring and/or recording and/or reporting and/or
synchronizing service measures, observing communicating information for service control
integrity, communicating information for service control policy instructions and/or settings, or

updating device assisted software and/or agent settings.
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[0023] In some embodiments, device assisted service on the device includes the
following: service measurements, service controls, user interface and usage reporting, user
policy options, accept policy instructions, protected execution partition provided to prevent
hacking, malware, errors, and other security techniques. In some embodiments, device assisted
service on the server includes one or more of the following: set policy, set configurations,
install/update agents, check usage versus policy, check proper operation of agents, synchronize
usage from network to device, and other verification techniques. For example, when errors in
policy enforcement are detected, servers can perform actions to either further observe,

quarantine, or suspend the device.

[0024] In some embodiments, a control server/control service network element receives
service measures from the device. In some embodiments, the control server/control service
network element receives service measures from the network. In some embodiments, the control
server/control service network element sets policies and manages service across multiple
networks (e.g., while one modem is shown in various figures, multiple modems can be employed
for multiple networks with consistent service usage measures, service controls, QOS controls, Ul
(User Interface), user preferences, user usage reporting, and/or other settings/controls across

different networks).

[0025] In some embodiments, traffic type refers to one or more of the following: best
effort network traffic, real-time traffic (e.g., live voice such as VOIP, live video, etc.), streaming
traffic, multi-cast traffic, uni-cast traffic, point to point traffic, file types, traffic associated with
an application, real time traffic, traffic with an assigned priority, traffic without an assigned

priority, and traffic for a certain network.

[0026] In some embodiments, service usage activity refers to a usage of service by a
device. In some embodiments, service usage activity can be one or more of connection to an
access network, connection to certain destinations, URLs or addresses on a network, connection
to the network by one or more applications, transmission of certain types of traffic, a type of
transaction based service, a type of advertising based services, or a combination of one or more
of the following: an application type, a network destination/address/URL, a traffic type, and a

transaction type.
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[0027] In some embodiments, protection of the device assisted service agents/functional
elements to protect the functions that perform the device assisted functions is provided with a
protected execution partition on the CPU (Central Processor Unit), APU (Auxiliary Processor
Unit), or another hardware based processor. For example, such hardware protected execution
capabilities in the CPU, APU, or other processor can be combined in some embodiments with
either OS software functions or other native mode software functions to create secure program
execution partitions as described herein. In some embodiments, the term host is used to refer to
the hardware and firmware and/or software system that executes the device applications and
networking stack. In some embodiments, some of the device assisted service agents/functions

are implemented in a modem execution partition environment.

[0028] FIG. 1 illustrates a secure execution environment 100 (e.g., for a communications
device) for device assisted services in accordance with some embodiments. As shown in FIG. 1,
the device execution environments include program/functional elements for a communications
(e.g., a communications device can be an intermediate networking device, such as 3G/4G
WWAN to WLAN bridges/routers/gateways, femto cells, DOCSIS modems, DSL modems,
remote access/backup routers, and other intermediate network devices, or a mobile
communications device, such as a mobile phone, a PDA, an eBook reader, a music device, an
entertainment/gaming device, a computer, laptop, a netbook, a tablet, a home networking system,
and/or any other mobile communications device) device that utilizes the modem subsystems #1
(125) through #N (127) to connect to one or more of the access networks #1 (136) through #N
(138). In some embodiments, a communications device includes multiple program execution
partitions. As shown in FIG. 1, four execution partitions are provided: an application execution
partition 102 in which, for example, application programs execute, a kernel execution partition
112 in which, for example, the lower level drivers and basic low level OS programs execute, a
protected device assisted service (DAS) execution partition 114 (also referred to as protected
DAS partition) in which, in some embodiments, some or all of the device assisted service agents
and/or functions execute, and a modem execution partition 124 in which, for example, the
modem program elements execute and, in some embodiments, some or all of the device assisted
service agents and/or functions execute. In some embodiments, each of these execution
partitions are optimized for different software functions, each providing programs with the basic

physical memory, data memory, CPU or APU or modem processor execution resources, high
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level and/or low level OS, memory management, file storage, I/0 device resources (e.g., user
interface (UI), peripherals, etc.), network communications stack, other device resources, and/or
other resources that are required or used for operation of the programs. The collection of these
hardware and software resources for the CPU or APU is sometimes referred to herein with the

term host.

[0029] As shown, FIG. 1 illustrates an application execution partition 102 and a kernel
execution partition 112, which are shown as separate partitions within the device execution
environments. For example, this separation is based on the manner in which “kernel programs”
(e.g., drivers and network stack, etc.) are commonly supported as compared to “application
programs” (e.g., browsers, word processors, user interfaces, etc.) within the context of several
different popular operating systems (OS) (e.g., Windows, UNIX, Linux, MAC OS, certain
mobile device OSs, certain embedded device OSs, etc.). In some embodiments, this functional

separation is not required, and, in some embodiments, other functional separations are supported.

[0030] As shown in FIG. 1, protected device assisted service agents, such as the
protected DAS partition device assisted service agents 110, execute in the protected DAS
partition 114 while unprotected device assisted service agents and/or OS networking stack
elements and applications (e.g., applications 106A through 106C) execute outside of the secure
device assisted service execution partition 114, such as the application partition device assisted
service agents 104 and the OS networking stack and/or kernel partition device assisted service
agents 108. For example, the protected DAS partition 114 can make it more difficult for a
hacker, malware or system errors to compromise, attack or modify the device assisted service
measurements, service policy implementation or service usage control operations on the device
(e.g., communications device). In some embodiments, the protected DAS partition 114 need not
support open access to all programs and OS elements so that it can be easier to protect. Also, as
shown, a bus driver 116 in the application execution partition 102 provides for communication
with a modem bus 120, which is in communication with a bus driver 121 in the modem
execution partition 124. The protected DAS partition also includes a host service control link

118, which facilitates communication with a host secure channel 150 as shown.
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[0031] In some embodiments, the protected DAS partition 114 is a protected execution
partition on the main device that is supported by certain configurations in the host (e.g., a secure
virtual execution environment or a separate hardware security function). For example, this
protected execution partition can be used to provide added service measurement integrity and/or
service control integrity for a device assisted service enabled device. In some embodiments, as
described herein, the operating system (OS) also performs a role in establishing the protected
execution partition for secure operation of device assisted services, and, in some embodiments,

this role is performed by native software or firmware operating on secure hardware elements.

[0032] In some embodiments, the DAS agents responsible for maintaining service
control integrity execute in the protected DAS partition 114. For example, the protected DAS
partition device assisted service agents 110 can include one or more of the following: one or
more service usage measurement functions; some or all of the device networking stack functions
that are monitored and/or controlled by the device assisted services system; device drivers that
interface to an OS networking stack to observe or manipulate stack traffic; access control
integrity functions; service policy control functions; service UI functions; application
identification functions, and/or functions to classify service usage activities by combinations of
application, address/URL and/or traffic type; modem bus driver functions; and/or modem data
encryption functions to prevent other unauthorized programs from bypassing the device assisted
service measurements and/or controls by directly accessing the modem around the stack. In
some embodiments, the system designer or a given set of design criteria determine which of the
various described device assisted agent functions should be executed in protected DAS partition

114 to strengthen the service control integrity for the system.

[0033] In some embodiments, the device operating system provides for the protected
DAS partition 114 in addition to conventional security features available in the operating system.
In some embodiments, the protected DAS partition 114 provides an execution partition with
increased program execution protection in which, for example, service measurement and/or
service control programs (agents) can execute in a mode that provides for higher access control
integrity (e.g., proper service usage reporting and/or service measurement and/or service control

system operation with increased protection from attacks, errors, malware, etc.). In some
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embodiments, a hardware assisted secure execution partition provides for increased program

execution protection for device assisted service agent functions.

[0034] In some embodiments, a service control link (e.g., host service control link 118
via host secure channel 150 to network service control link 152) is used for communication
between the device assisted service agents and a service controller 122. In some embodiments,
the service control link is a secure link (e.g., an encrypted communications link). In some
embodiments, an encrypted secure control link can be implemented over the higher layers of the
network stack (e.g., TCP, HTTP, TLS, etc.), and, in some embodiments, the encrypted link can
be implemented over lower layers in the network stack, such as the IP layer or the access
network layers (e.g., the WWAN device management channels or signaling layers). In some
embodiments, service control link security is provided at least in part by encrypting link traffic
between the device and the service controller 122. In some embodiments, service control link
security is provided at least in part by running the service control link device side program agents
in the protected DAS partition 114. In some embodiments, service control link security is
achieved at least in part by restricting access to the service control link to certain device assisted
service agents that are allowed to communicate with the service controller 122. In some
embodiments, the agents that are allowed to communicate with the service control link perform
such communications using encrypted communications. In some embodiments, the encrypted
communications is accomplished with a secure inter-agent communication bus on the device. In
some embodiments, the only mechanism for modifying the configuration of the operation,
execution code, execution instructions and/or settings of certain device assisted service processor
agents executing in the protected DAS partition 114 is through the service control link. In some
embodiments, the only mechanism for modifying any program elements executing inside the
protected DAS partition 114 is through the service control link so that only the service controller
122 may modify the operation or service policy settings for the agents located in the service

measurement and/or service control execution partition.

[0035] As shown in FIG. 1, various server functions within the service controller 122 are
provided. In some embodiments, a service history server 158 collects service usage measures
from one or more of the device DAS agents and/or from various sources of potential network

based service usage databases, such as the access network service usage 142 (e.g., carrier
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charging data record (CDR) systems), private network service usage 144 (e.g., MVNO or
enterprise network service usage accounting system), and/or billing, mediation service usage log,
reconciliation 148 (e.g., service provider billing or mediation system). In some embodiments, an
access control integrity server 156 is used to compare various access control verification checks
to ensure that the device assisted service agents have not been compromised. The various
embodiments used in the access control integrity server 156 to perform these integrity checks are
described with respect to various embodiments. Some embodiments include comparing device
based service usage measures versus the service usage that should result if the desired service
policy were properly implemented, comparing device based service usage measures versus the
service usage that should result if the desired service policy were properly implemented with
device based service usage measures that are executing in the protected DAS partition 114 and/or
the modem execution partition 124, comparing network based service usage measures versus the
service usage that should result if the desired service policy were properly implemented, and
comparing network based service usage measures with device based service usage measures. In
some embodiments, a policy control server 154 stores policy settings for the various service
plans that can be implemented on the device, and communicates the appropriate policy settings

to the appropriate device DAS agents.

[0036] In some embodiments, the service controller 122 has secure access to service
measures, service control settings, software images, software security state(s), and/or other
settings/functions, for example, by virtue of the hardware enhanced execution partition and the
secure channel into the protected DAS partition 114. For example, the host secure channel 150
can be encrypted employing keys that are public/private or point to point private. Also, other
link security, for example, can be implemented as described herein. For example, servers can
ensure that the link remains authenticated and information is validated. For example, the service
controller can perform one or more of the following verification techniques: compare the
monitored service usage versus the policy, compare the monitored service usage versus other

service usage measures and/or combined with various other network service usage measures.

[0037] In some embodiments, the protected DAS partition 114 includes a host service
control link 118 as shown in FIG. 1 that works in combination, that is, in communication with a

network service control link 152 to send and receive secure messages between the service
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controller and the host via a host secure channel 150. In some embodiments, the protected DAS
partition 114 only accepts new program images from the service controller 122 and not from
local programs or disks. In some embodiments, the protected DAS partition 114 cannot
communicate with other applications and/or kernel programs. In some embodiments, the
protected DAS partition 114 can also communicate with other applications and/or kernel
programs but only to gather information or to set settings. In some embodiments, the protected
DAS partition 114 can also communicate with other applications and/or kernel programs but
only through a restricted encrypted communication bus that restricts outside program access to
protected programs or agent functions, and can also restrict the agents inside of the protected
partition from accepting unauthorized information or code modifications from programs outside
the protected partition. Various other security techniques can be provided for the DAS execution
environments as will be apparent to one of ordinary skill in the art in view of the embodiments

described herein.

[0038] In some embodiments, the protected DAS partition 114 is created by employing
CPU or APU hardware security features in addition to or in alternative to other software security
features (e.g., virtual execution partitions) that can be provided by the operating system and/or
other software. In some embodiments, the host hardware security features are provided with the
operating system secure kernel operating modes. In some embodiments, the host hardware
security features used for secure device assisted service execution partition operation are
independent of the operating system kernel (e.g., implemented in secure program partitions in a
separate secure program area not directly controlled by the OS and/or software that does not

have access to the partitions).

[0039] In some embodiments, the hardware security features that support the protected
DAS partition 114 include preventing other elements on the device from writing and/or reading
certain memory areas reserved for device assisted service agents and/or control link functions.
In some embodiments, this memory protection function is accomplished by locating the memory
in a secure hardware partition that cannot be accessed by unauthorized device program elements
(e.g., a separate bank of isolated memory space within the host CPU). In some embodiments,
this memory protection function includes encrypting traffic to and from memory so that only

authorized device program elements posses the counterpart encryption capability to access the
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memory. In some embodiments, the mechanism to access device assisted service agent memory
and/or certain data elements is restricted to authorized device assisted service agents and/or the
service controller via the service control link so that unauthorized program elements on the

device cannot alter the device assisted service agent code and/or operation.

[0040] In some embodiments, the hardware security features that support the protected
DAS partition 114 includes preventing unauthorized elements on the device from accessing the
protected storage and/or file storage (e.g., “protected storage,” such as disk storage, non-volatile
memory, embedded non-volatile memory, such as NVRAM, flash or NVROM, securely
embedded non-volatile memory, and/or other types of storage) that is used to store the device
assisted service agent programs. In some embodiments, this protected storage is maintained
within the secure hardware partitions that also execute one or more of the device assisted service
agents so that only authorized device assisted service agents have access to the storage locations.
In some embodiments, the images that are stored in such protected file storage must be properly
encrypted and signed for a boot loader to authorize loading the device assisted service agent
programs into execution memory, and in some embodiments, if the images are not properly
signed then an access control integrity error is generated and/or the program is not loaded. In
some embodiments, such properly signed DAS images can only be obtained from the service
controller. In some embodiments, such DAS images can only be loaded into protected file
storage by the service controller. In some embodiments, the hardware security features that
prevent unauthorized elements on the device from accessing the protected file storage include
encrypting all traffic to and from the secure storage so that only authorized device program
elements possess the counterpart encryption capability to access the storage. In some
embodiments, access or access rights to re-program a device assisted service agent program store
is restricted to the service controller via the service control link so that unauthorized program
elements on the device are not authorized to alter the device assisted service agent code and/or

operation.

[0041] In some embodiments, the hardware security features that protect device assisted
service agent storage include a protected DAS partition in which an access control integrity agent
function is isolated from other device program elements, and a secure service control link is also

isolated in a similar manner, and the access control integrity agent scans the execution memory,
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data memory and/or file storage used by one or more device assisted services agents to measure
and/or control services. In some embodiments, the purpose of the scan is to detect changes to the
device assisted service agent code and/or data. In some embodiments, the purpose of the scan is
to detect other unauthorized program elements or data that may be present in reserved or
protected areas used for device assisted service agent execution. In some embodiments, reports
of such scan audits are reported over the service control link to the service controller for further
processing by use of cloud based resources to identify access control integrity violations. In
some embodiments, the access control integrity agent functions include one or more of hashing
other device assisted security agents, querying other device assisted security agents, observing
the operation of other device assisted security agents or monitoring service measures and then
either evaluating the results locally on the device to determine if they are within pre-defined
allowable parameters or sending at least some of the results to the service controller for further
analysis via the service control link. In some embodiments, the scan audits are compared with
earlier versions of the scans to compare code configuration or operational characteristics. In
some embodiments, the scan audits are compared against known databases for the code or

operational characteristics that should be present in the DAS agents.

[0042] In some embodiments, an access control integrity agent, or a new version of the
access control integrity agent can be downloaded by the service controller over the secure service
control link. For example, this technique provides for a real time assessment of device service
control security state as described above in the event that corruption or compromise of the secure
device assisted service agent(s) has occurred. In some embodiments, the access control integrity
agent that is downloaded can have a different configuration and/or operation than any agent
previously loaded onto the device so that it is difficult or impossible for a hacker or malware to
spoof the operation of the agent in a short period of time. For example, by requiring the agent to
report security assessments back to the server in a period of time that is typically less than what
is required to spoof the agent, the agent will either report back an accurate assessment of device
status or will be blocked by a hacker or malware, and both of these conditions can provide the
information required to take action if the device assisted services system has been corrupted or

compromised.
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[0043] In some embodiments, the protected DAS partition and/or the modem execution
partition can be used to securely store some or all of the device credentials that are used for one
or more of device group association, activation, authorization to the access network and/or the

DAS network, service level, and service usage accounting and/or billing.

[0044] In some embodiments, the modem subsystem also includes DAS elements that
strengthen the access control integrity of the DAS system. As shown in FIG. 1, one or more
modems can include, in some embodiments, DAS agent functions labeled modem partition DAS
agents 126. The modem execution partition 124 of the modem sub system #1 (125) of the
modem execution partition 124 includes modem partition DAS agents 126 in communication
(e.g., secure communication, such as using encrypted communications) with a modem 128 and a
modem service control link 130, which is in communication with the network service control
link 152 via the modem secure channel #1 (132), as shown. Also, the modem 128 is in
communication (e.g., secure communication, such as using encrypted communications) with the
access network #1 (136), which is in communication with the access network service usage 142
and the Internet 140, which is in communication with a private network 146, which is in

communication with the private network service usage 144, as shown.

[0045] Example embodiments for DAS agent functions that execute in the modem
execution partition include modem encryption and modem service usage measures. In other
embodiments, the modem execution partition can also include higher level DAS agent functions,
such as stack traffic classification, stack manipulation, access control, and/or traffic control. For
example, the modem execution partition can also include a full service processor that is fully
capable of managing all aspects of service usage measurement and/or service control. It will
now be apparent to one of ordinary skill in the art that the modem execution partition can employ
a number of the service security embodiments described in the context of the protected DAS
partition, for example, to enhance the service integrity of the DAS system. For example, the
DAS agents on the modem can be stored in an encrypted and signed format on non-volatile (NV)
memory on the modem that is only accessible by the network service control link or by a local
secure control link from the protected DAS partition to the modem execution partition. As

shown in FIG. 1, a separate secure modem control channel (e.g., modem secure channel #1 (132)

through modem secure channel #N (134)) that is distinct from the host secure control channel
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150 is provided. This separate modem control channel can either be implemented over the
higher network layers of the device or over the lower access network layer so that special access
to access network resources is required to even connect to the modem DAS agents 126 thereby

further enhancing service control related security.

[0046] In some embodiments, the protected DAS partition provides for performing the
DAS agent functions required for parental controls, enterprise WWAN management controls or
roaming controls, and/or usage reporting in the protected execution space. In view of the DAS
embodiments described herein, it will now be apparent to one of ordinary skill in the art how to

implement such protected controls for these various and other application scenarios.

[0047] In some embodiments, a protected DAS partition provides for performing a
virtual machine (VM) on top of a secure machine. The device application OS that is accessible
by software that can be installed without special permissions can be isolated from the secure
hardware and/or OS that is running under the VM. Using these techniques, malware can be
“cocooned in” on the VM OS rather than “walled out” as discussed with respect to various

embodiments described herein.

[0048] In some embodiments, communication between program/functional elements
outside of the protected DAS partition to DAS agents inside the protected DAS partition is
controlled by a secure encrypted channel. In some embodiments, only programs/functions that
have access to communicate with DAS agents are allowed to do so, and, in some embodiments,
even these outside programs are not allowed to modify the DAS agent configuration, only to

report information and/or receive information.

[0049] For example, various embodiments can be used to connect to multiple access
networks through multiple modems, with each modem potentially being associated with a
different set of DAS service policies corresponding to the different types of access networks
supported. In some embodiments, such as for 3G/4G modems, WWAN/WLAN modems, and
various other multiple modem embodiments, the multiple modems can also be provided on the

same multi-mode modem subsystem rather than on different modem subsystems.
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[0050] In some embodiments, the various techniques and embodiments described herein
can be readily applied to intermediate networking devices as will now be apparent to one of
ordinary skill in the art. For example, an intermediate networking device can includes some or
all of the DAS agents for managing, controlling, and/or measuring service usage for one or more
devices in communication with a wireless network via the intermediate networking device, in
which the DAS agents can be executed in secure execution environments or secure execution
partitions using the various techniques described herein. In some embodiments, intermediate
networking devices include, for example, WWAN/WLAN bridges, routers and gateways, cell
phones with WWAN/WLAN or WWAN/Bluetooth, WWAN/LAN or WWAN/WPAN
capabilities, femto cells, back up cards for wired access routers, and other forms/types of

intermediate networking devices.

[0051] FIG. 2 illustrates another secure execution environment 200 for device assisted
services in accordance with some embodiments. In particular, FIG. 2 illustrates an embodiment
in which DAS agents do not actually replace the OS network stack elements, but instead one or
more DAS agents include device driver programs that interface into the network stack and pass
(e.g., securely communicate) traffic information or actual traffic back and forth with the stack.
These device driver interface constructs are labeled OS driver framework and interface 208 as
shown in FIG. 2. Example OS system constructs that provide for this type of architecture for
DAS agents include Windows NDIS and/or TDI drivers, Windows Filter Platform (WFP),
Berkeley Packet Filter, ipfw (e.g., a BSD packet filter that can be used for various OSs, such as
Unix, Linux, MAC OS), and/or other platforms/programs performing these or similar functions.
While these OS stack options are not secure in themselves, if the drivers that interface with them
are secured as illustrated in FIG. 2 by executing the drivers in the protected DAS partition 214,

then higher overall access control integrity/security levels can be achieved.

[0052] As shown in FIG. 2, the service measurement and/or policy control drivers 210
executed in the protected DAS partition 214 represent the DAS drivers that interface to the OS
stack device driver interface constructs labeled OS driver framework and interface 208 executed
in the kernel execution partition 212, which are in communication with/interface with OS Stack
API(s) 207. As also shown, applications, such as applications 106A through 106C execute in the

application execution partition 202. In some embodiments, service access control integrity is
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further enhanced by placing additional measurement points outside of the network stack, so that,
for example, if the network stack service usage reporting is hacked, corrupted, and/or
compromised, there is a secure additional or back-up service measure located on the device
and/or in the network (e.g., modem agent 226 as shown in FIG. 2, which provides a service
measurement point in the modem for measuring service usage by the device, and as shown also
provides for secure communication with the modem agent 226 using modem encryption 225).
For example, the service measure provided by the modem agent 226, modem encryption 225,
and/or modem bus 120 functions shown in FIG. 2 can be executed in a protected partition (e.g.,
modem execution partition 124 as shown in FIG. 2 can be implemented as a secure or protected

partition using the various techniques described herein).

[0053] FIG. 3 illustrates another secure execution environment 300 for device assisted
services in accordance with some embodiments. As shown, some stack elements are executed in
the kernel execution partition 312 and some stack elements are executed in the protected DAS
execution partition 314. In some embodiments, the DAS agents 104 executed in the application
execution partition 302 are directly monitoring and/or controlling stack traffic by intercepting it
and imposing additional traffic measurement and/or filtering. Examples of such techniques are
described herein with respect to various embodiments. As shown in FIG. 3, the network stack
elements 308 are the OS stack elements that reside in the kernel execution partition 312 and the
protected DAS network stack elements 310 are the stack elements that reside in protected DAS
execution partition 314. For example, as some or potentially all of the stack network traffic
processing resides in the protected DAS execution partition 314, a high level of service control
integrity can be maintained using these techniques. For example, the modem bus driver 121 can
be executed in a secure execution partition, such as modem execution partition 324, which can
be implemented as a secure execution partition using the various techniques described herein, or
the modem bus driver 121 can be executed in the protected DAS execution partition 314, so that

unauthorized programs can be blocked from accessing the access network through the modem.

[0054] In some embodiments, the entire stack is executed in the protected DAS execution
partition 314 with only a stack API executing in kernel execution partition 312. Various other
embodiments involve implementing a minimum (e.g., in terms of a number of agents and/or

functionality) in the protected DAS execution partition 314 required to secure a service measure
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that can be used to confirm the integrity of the service policy implementation (e.g., as described
with respect to various other embodiments disclosed herein). As will now be apparent to one of
ordinary skill in the art, various combinations of stack processing functions can be implemented
in a secure host execution partition to strengthen the service measurement and/or service control
integrity of the DAS system using the techniques and/or similar techniques to the various

techniques described herein.

[0055] In some embodiments, the stack elements implemented in the protected DAS
execution partition can include stack API, sockets layer, TCP, UDP, service measurements at
one or more points in the stack, IP layer processing, VPN/IPSEC, PPP, access control, traffic
classification, traffic queuing, traffic routing, traffic QOS, traffic demand reporting to QOS
allocation servers, traffic statistics reporting to the QOS servers, traffic QOS reservation requests
including by traffic type or app type or service priority to the servers, traffic throttling, traffic
statistics gathering, traffic QOS priority identification, modem drivers, modem data encryption,

and/or other stack element functionality or features.

[0056] In some embodiments, the above discussed service control mechanisms are
controlled by policy commands received over the service control link from the servers or other
authorized network elements. In some embodiments, the device also reports usage measures to
servers or other authorized network elements. In some embodiments, the device also reports
QOS demand to the servers or other authorized network elements and/or accepts QOS
instructions from the servers or other authorized network elements. In some embodiments, the
device reports traffic statistics, projected traffic demand, application usage, projected QOS
demand can all be reported to the servers or other authorized network elements for the purpose of
provisioning the right amount of data bandwidth and traffic priority to the device, and the servers
or other authorized network elements aggregate such reports from many different devices to
project needed allocations across the entire network and make global bearer channel level or base
station level decisions bearer channel allocation and bearer channel QOS allocation decisions,
which can also be tied into a bearer channel provisioning, or bearer channel QOS provisioning

apparatus or other authorized network elements located in the access network.
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[0057] For example, as will now be apparent to one of ordinary skill in the art in view of
the various embodiments described herein, additional security measures, can be added in some
embodiments to augment the secure service partitioning, including, for example, access control
integrity checks. For example, in addition to the service control policy instructions that can be
received from the servers or other authorized network elements, an intermediate policy control
agent can be present to make additional higher level decisions on how instantaneous policy

should be implemented.

[0058] As shown in FIG. 3, the modem control link, shown as modem local channel 330,
provides a link from local connection to the host service control link 118, which in turn connects
through the host secure channel 150 to the service controller 152. This communication channel
can also be implemented or configured to provide for encrypted communication and, in some
embodiments, can be used as an alternative to the direct connection from the modem service
control link to the network service control link as disclosed with respect to other figures and

various embodiments as described herein.

[0059] As shown in FIG. 3, the final stack elements that feed or communicate with the
modem bus driver 121 are the protected DAS network stack elements 310 located in the
protected DAS execution partition 314 (illustrated as a solid line in FIG. 3), or, in some
embodiments, can be the network stack elements 308 located in the kernel execution partition
312 (illustrated as a dashed line in FIG. 3). In some embodiments, these final stack elements
feed or communicate with the modem subsystem 125. In some embodiments, the modem
subsystem 125 includes an encrypted link so that the stack elements 310 in the protected DAS
execution partition 314 can communicate with the modem 128 but other software programs or
hardware elements cannot, for example, thereby preventing the service measures and/or controls
from being inappropriately bypassed or otherwise comprised. For example and as similarly
discussed above, the modem subsystem 125, for example, can include its own the protected
execution partition using various techniques described herein. The modem protected execution
partition, for example, can also include a service measure (e.g., modem agent 226 can provide
such a service measurement point in the modem subsystem 125, as similarly described above
with respect to FIG. 2) to increase service control integrity verification as depicted by service

measure. The modem service measure can be included in protected execution partition that can
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only be accessed by the service controller 122 by way of the modem local channel 330, or the
modem service measure can only be accessed by another DAS agent 310 in protected execution
partition 314. In some embodiments, the modem local channel 330 is implemented as a secure
channel (e.g., an encrypted communication channel between the modem service control link 130
and the host service control link 118). As described herein, the modem driver can reside in
protected service execution environment, or the modem traffic can be encrypted within service
execution environment. For example, the encryption settings can be controlled by various secure

control servers.

[0060] FIG. 4 illustrates another secure execution environment 400 for device assisted
services in accordance with some embodiments. In particular, FIG. 4 illustrates a direct stack
manipulation option performed by the DAS agents executed in the protected DAS execution
partition 414, including, as shown, an app(lication) identify agent 420, an access control integrity
agent 422, a policy control agent 424, a policy implementation agent 426, a service
measure/service monitoring agent 428, a modem encryption agent 430, and a bus driver 432. For
example, the policy implementation agent 426 performs access control and/or traffic shaping
according a set of service control policies. The service control policies, for example, can be set
by the service controller 122 or by the service controller 122 in coordination with the policy
control agent 422. As shown the app identify agent 420 is in communication with the various
applications 106A through 106C executed in the application execution partition 402. As also
shown, the various applications 106A through 106C executed in the application execution
partition 402 are in communication with the OS stack and/or stack API(s) 408 executed in the

kernel execution partition 412.

[0061] In some embodiments, the protected service measure agent 428, the modem
encryption agent 430, the modem driver agent 432, the application identifier agent 420, the
access control integrity agent 422, and the policy control agent 424 are all implemented in
protected DAS partition 414, as shown. In some embodiments, as will now be apparent to one of
ordinary skill in the art, a subset of these functions can be implemented in a protected execution

partition, such as the protected DAS partition, in various circumstances.
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[0062] FIG. 4 also similarly shows various embodiments that are available for network

based service usage measures and interfacing to the mediation and billing systems, and it should
be understood that any or all of the embodiments and figures can be employed in the context of
carrier networks, MVNOs, private networks, or open networks supporting enterprise IT manger

controls, parental controls, multi-network controls, and/or roaming controls.

[0063] FIG. 5 illustrates another secure execution environment 500 for device assisted
services in accordance with some embodiments. In particular, FIG. 5 is similar to that FIG. 4
except that FIG. 5 illustrates a modem service control link 132 that is connected directly to the
service controller 122 via the network service control link 152 (e.g., via a modem secure
channel). In some embodiments, a modem control link for DAS is established locally on the
device or through an entirely different control channel, which, in some embodiments, provides
enhanced security as discussed herein (e.g., it is very difficult to hack a service usage measure or

service control that cannot be accessed on the device).

[0064] FIG. 6 illustrates another secure execution environment 600 for device assisted
services in accordance with some embodiments. In particular, FIG. 6 illustrates a policy
implementation agent 616 that includes the entire networking stack running in protected
execution partition 614 and an OS stack API 608 that includes an application identifying

function 620 in the kernel execution partition 612.

[0065] FIG. 7 illustrates another secure execution environment 700 for device assisted
services in accordance with some embodiments. In particular, FIG. 7 illustrates DAS agents that
do not replace the OS network stack elements, but instead one or more DAS agents are
comprised of device driver programs that interface into the network stack and pass traffic
information or actual traffic back and forth with the stack. These device driver interface
constructs are labeled OS driver framework and interface 722 in FIG. 7 as similarly shown in
and described with respect to FIG. 2, along with OS stack API 708, which includes application
identifier function 720 as similarly discussed above with respect to FIG. 6, and are executed in
kernel execution partition 712. Also, as shown, application partition DAS agents 104 are
executed in application execution partition 702. The main difference between the embodiment in

FIG. 7 and that shown in and described with respect to FIG. 2 is that the service measure agent
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428, modem encryption agent 430, and modem driver agent 432 are executed in the protected
DAS partition 714, as shown in FIG. 7. For example, this provides for enhanced service control

security as described herein with respect to various embodiments.

[0066] FIG. 8 illustrates another secure execution environment 800 for device assisted
services in accordance with some embodiments. In particular, FIG. 8 illustrates a more
simplified embodiment that is similar to that of FIG. 7. In FIG. 8, only an access control
integrity agent 422 and a service measure 428 are executed in protected DAS partition 814, and
the bus driver 432 and the service measurement and/or policy control drivers 210 are executed in
the kernel execution partition 712. This embodiment illustrates that provided that at least one
protected service measure is provided on the device, then the DAS service control integrity can
be very high. For example, if it is not possible to access the program code or control traftic for
the service measure agent 428, and the host service control link 118 except through the encrypted
control channel from the service controller 122, then this simplified configuration can be almost
as secure as that possible with network based service measures. It will now be apparent to one of
ordinary skill in the art that this technique similarly applies to a service measure and control link
similarly implemented in a protected modem execution partition 324. In some embodiments, the
access control integrity agent 422 provides additional security, for example, in the event that the

protected DAS partition 814 is breached or compromised.

[0067] FIG. 9 illustrates another secure execution environment 900 for device assisted
services in accordance with some embodiments. In particular, FIG. 9 illustrates an embodiment
similar to that of FIG. 8 except that, in particular, in addition to the service measure being
executed in protected DAS partition 914, the modem encryption agent 430 is also implemented
in/executed in the protected DAS partition 914. For example, this prevents unauthorized
software from defeating the service measurements and/or service controls by going around the

network stack directly to the modem.

[0068] FIG. 10 illustrates another secure execution environment 1000 for device assisted
services in accordance with some embodiments. In particular, FIG. 10 illustrates an embodiment
similar to that of FIG. 9 except that, in particular, there are additional app partition DAS agents

104 executing in the application execution partition 702. For example, this illustrates that some
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DAS agents can be implemented in application space (e.g., Ul agent, policy control agent, and
various other DAS agents as described herein) while still maintaining a high level of service
measurement and/or control security as long as there are a few key measures and/or controls

implemented in protected execution partitions using the various techniques described herein.

[0069] FIG. 11 illustrates another secure execution environment 1100 for device assisted
services in accordance with some embodiments. In particular, FIG. 11 illustrates how the server
cloud can be assisted by the on board access control integrity agent to detect tampering with
other service measurement(s) and/or control agent(s), or to protect the service measurement
and/or control system from being attacked by malware and/or otherwise comprised. As shown,
the access control integrity agent 422 executes inside the protected DAS partition 1114 and is in
communication with file storage 1130 (e.g., for persistently maintaining device status and/or
other settings or status or monitoring information). The access control integrity agent 422
performs the various access control integrity check functions as, for example, described herein
with respect to various embodiments, and, in some embodiments, in coordination with the
servers over the secure control channel (e.g., host secure channel 150). In some embodiments,
the access control integrity agent 422 can send the service controller 122 information about the
other service measurements and/or control agents so that the service controller 122 can
determine if the agents are working properly or have been tampered with or otherwise
compromised. For example, such information can include sections of code, hashes, code
segments, code variations from a previous image, code variations from a historical image,
responses to queries, checksums, observations of operating behavior or patterns, service usage,
policy implementation behavior, and/or other information that may be indicative of tampering,
corruption, and/or a compromise of any of the device agents/measures. In some embodiments,
the access control integrity agent 422 checks the operating environment for signs of malware
signatures, or sends application and/or driver information or other information about the
operating environments to the servers for further processing to detect malware. In some
embodiments, the access control integrity agent 422 performs basic operations on protected DAS
partition memory, kernel execution partition memory areas, application execution partition
memory areas, on disk storage areas or on other file storage areas to detect known malware

hashes or signatures, etc., or the access control integrity agent 422 can send the hashes to the
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servers for comparison against malware databases (e.g., to compare against signatures for known

malware or for further behavioral based or other security/malware detection techniques).

[0070] In some embodiments, the DAS system is implemented in a manner that is robust
to losses in service control link (e.g., coverage outages on a WWAN link or loss of connection
on a wired link). In some embodiments, the DAS system to be implemented in a manner that is
robust to one or more server elements in the service controller going offline or failing for any

reason. The following embodiments facilitate these techniques, as described below.

[0071] In some embodiments, it is advantageous for one or more of the device assisted
service agents to maintain a record of the service usage reports and/or other reporting that is
provided to the service controller regarding device service control state (e.g., present service plan
settings, current service usage policy settings, current user preference settings, current DAS
settings, current encrypted control channel and/or local encrypted communication channel key
information, current DAS agent status reports, current DAS agent security state reports, current
ambient service usage and/or transaction records, current service control integrity threat reports,
user status information, device status information, application status information, device
location, device QOS state, and/or other state and/or settings information). In addition to such
information that exists on the device and is reported to the service controller, additional service
information can be derived and recorded in the service controller, such as information received
from outside the device and/or analysis of the device reported information (e.g., network based
service usage measures, analysis of device service usage, comparison of device reports with
other information, analysis of access control integrity agent reports, information received from
roaming networks, information input to the service controller from parental control terminals,
enterprise control terminals, virtual service provider control terminals, access network
authorization information, service integrity violation level, and many other types of information
used to properly measure and/or control the device services). For example, the information
reported from the device and received or derived outside the device that is required to adequately
define the actions needed from the service controller to maintain proper DAS system operation is

sometimes referred to herein as the “device service state.”
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[0072] In some embodiments, the service controller functions are highly scalable and can
be executed on a number of hardware and software platforms (e.g., different virtual machines in
a server, different servers in a data center, or different servers located in different data centers).
For example, in such embodiments the service controller can be designed so that the programs
that execute the various service controller server functions can derive all of the information
necessary to properly manage the device at any moment in time by knowing past device service
state and current service state that adequately define the next set of actions the service controller
needs to implement to properly maintain the DAS system operation. By designing the system in
this way, if the server that is running the service controller server functions for any given device
in question were to go down or become disconnected from the device, then another server could
later resume proper operation of the DAS system by assigning another service controller server
function to the device and recovering or restoring the necessary past device service state and the

necessary current device service state.

[0073] For example, this can be accomplished in some embodiments as described below.
The service controller saves the current device service state into a common database (e.g., which
can be centralized or distributed) that is available to all service controller server functions. The
device service state is saved each time the device communicates with the service controller, or at
regular time intervals, or a combination of both. The device retains its current and past service
state reports even after they are reported at least until the service controller sends the device a
message confirming that the service controller has saved a given device service state. Once the
device receives this save confirmation for a given device state report then it is no longer required
to retain that particular device state report once the device has no further use for it. In this
manner, if a service controller server function goes down then a save confirmation for one or
more reported device states is not transmitted to the device by the service controller, and the
device can retain that report. A server load balancer detects that a given service controller server
function has gone down, looks up the devices that were being controlled by that service
controller server function, finds that the device in question was one of those devices and re-
assigns a new service controller server function (either in the same data center or in another data
center) to control the device in question. The newly assigned service controller server function
then recovers all past device states that were recorded in the service controller database and are

required to properly manage the DAS system, and then asks the device to transmit or re-transmit
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all device state reports that were not saved in the service controller database. Once the device
transmits or re-transmits the requested information, the newly assigned service controller
function then has the information it needs to properly manage the DAS system, it saves all the
reported device state information, and then sends save confirmations to the device so that the
device need no longer retain the older service state reports. The newly assigned service
controller server function can then resume the DAS system operation with a set of actions that
are identical or very similar to the actions that would have been taken by the original service
controller server function if it had not gone down. One of ordinary skill in the art will now
appreciate that the above techniques can also be used to accommodate temporary losses in the
connection between the device and the service controller. For example, such techniques provide
for a highly scalable and robust approach to implement a distributed service controller across
multiple data centers for reliable service redundancy. In some embodiments, the past device
service state information is saved in the protected DAS execution partition and/or the modem

execution partition, for example, so that it is protected from corruption.

[0074] Although the foregoing embodiments have been described in some detail for
purposes of clarity of understanding, the invention is not limited to the details provided. There
are many alternative ways of implementing the invention. The disclosed embodiments are

illustrative and not restrictive.

INCORPORATION BY REFERENCE

[0075] This application incorporates the following provisional and nonprovisional U.S.
patent applications by reference: Application No. 12/694,445, filed January 27, 2010, entitled
SECURITY TECHNIQUES FOR DEVICE ASSISTED SERVICES; Application No.
12/380,780, filed March 2, 2009, entitled AUTOMATED DEVICE PROVISIONING AND
ACTIVATION; Application No. 61/206,354, filed January 28, 2009, entitled SERVICES
POLICY COMMUNICATION SYSTEM AND METHOD:; provisional Application No.
61/206,944, filed February 4, 2009, entitled SERVICES POLICY COMMUNICATION
SYSTEM AND METHOD:; provisional Application No. 61/207,393, filed February 10, 2009,
entitled SERVICES POLICY COMMUNICATION SYSTEM AND METHOD; provisional
Application No. 61/207,739, filed February 13, 2009, entitled SERVICES POLICY
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COMMUNICATION SYSTEM AND METHOD; and provisional Application No. 61/252,151,

filed on October 15, 2009, entitled SECURITY TECHNIQUES FOR DEVICE ASSISTED
SERVICES.

[0076] WHAT IS CLAIMED IS:
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CLAIMS
1. A system, comprising:

a processor of a communications device configured to:

implement a service profile executed at least in part in a secure execution
environment for assisting control of the communications device use of a service
on a wireless network, wherein the service profile includes a plurality of service
policy settings, and wherein the service profile is associated with a service plan
that provides for access to the service on the wireless network;

monitor use of the service based on the service profile; and

verify the use of the service based on the monitored use of the service;

a memory of the communications device coupled to the processor and configured to

provide the processor with instructions.
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ABSTRACT

Security techniques for device assisted services are provided. In some embodiments,
secure service measurement and/or control execution partition is provided. In some
embodiments, implementing a service profile executed at least in part in a secure execution
environment of a processor of a communications device for assisting control of the
communications device use of a service on a wireless network, in which the service profile
includes a plurality of service policy settings, and wherein the service profile is associated with a
service plan that provides for access to the service on the wireless network; monitoring use of the
service based on the service profile; and verifying the use of the service based on the monitored

use of the service.

Attorney Docket No. RALEP025C1C1C1C1 31 PATENT

552



1111

8el

Né SIMOMLIN
ol 5300V ” k
MHOMLIN
NOILYTIONOD3Y —+ = -
, FOVSNOAS)  (3OVSN ONS £
907 39YSN 30IAIS N# WILSAS 8ns
'NOLLVIG3W ONITTig OWIN | | ROMAIN b1 N L_raoon | ™ yisdoi
- || DISS [ SINIDY Foin3s
hl 39N03S W3O Q31SISSyY 30IA3d
“ — o | IS ¢ —INOILILYYd WAQOW
« el NOILILYYd f@ﬁ
lSENYER H3TI04LINQD NGLLO 1# NILSAS 9NS
OIS 3N N# TINNYHD A0 W3AOW
34N03S W3AOW ) mmm_\y_mo 17, [t
/rme - ¢el |_|
YIS
TOYINOD NOILILdvd
55300V " - NOLLNODA | y3n¥asng |
° L
Los,| |1o8iinoo| | 8 INEDA | ad
L J0IANES SINIT SINIOY
- O (051 | [odinoo| | 30ImES GaLSISSY [T SINIOV 30IAY3S aLSISSY
J04INOD 30IAN3S | 3DIAITNOILILEYd | | SOIAIANOILLEYd TN [
A0I10d ﬂu, _ m%%w% 1SOH Sva a3103104d HO/ANY MOYLS ONIMYOMLIN SO (80}
150K o | ! |
L L L
e D907 |ees| G007 Y901
ddv ddv ddv
SINIOV 30IAY3S aLSISSY
zm_m“»mmm %%%mm% 30IA30 NOILILYYd NOLLYDITddY [37),
| 6/ ¥ I9A30 A3193104d NOLLILYYd NOLLNO3X3 NOILYOITddY
. o0 7 SIN3VNOYIANZ NOLLNO3X3 F0NI -

553



2/11

o€l

. HHOMLIN
A 9..\ $S300Y i
Y7 |WaisAsans
™ waaon | | H90
0€}—_ NI : |_— 5l
TOMLNOD
TN m_\,_w_m%zwl_ IN3OY W30N TJ
— e — zo:&mozm | |92z
¥IAYIS | HITIONINOD NOILILYYd NOLLOO3X3 Sce
EN}74?
AGOLSH (- 30IAY3S
F0IN3S |,
sng_ |~
\gg) _
Y3INY3IS N0c)
ALEOIINIL e Sng W3AOW
TO4INOD NOILILuVd
$5300¥ NOLLMOAX3 | d3Adasng | -
T NI TINYIN CI] [ Co}1 8
S S 054 || ANIT SYINUA TOYINOD EOVANEIY
NENWER MHOMLIN [ T0UINOD| | A0 HO/ONY 17 Ny (S)dv
104INOD JOIAYAS [ INFWIINSYIW || uomonwes | ovieso [z
R0d” | TEINNYHO | 1SOH FOINE3S HIANA SO
i
H08 oz’ e — | |
g1 3007 |ees| 80P | [ VOOV
ddv ddv ddv
NOLLILYYd NOLLNO3X3
$va 43L03L08d
NOLLILYYd NOILNO3X3 NOILYOddY
0 ne’ SINNONIANA NOLLNO3X3 30/A30 e



3/11

%€l

MYOMLIN ozl
SS300V
¢ b h
1 v/ |aisAsans
W3A0W
ot on | | AEWL | |~
TINNYHO TOMNO9 ™ INg9Y Wadon |
OO0 W3IAON _ M
W3AOW —|  NOILJAYONI | |9zz
at e NOLLILMYANOLNODX | \“6zz
¥EAIS | YITIONINOD 1N
AJOLSH [ 30IAd3S N3O vet
30IN43S ],
\gg) _
¥IANY3S SNgW3AOW {02!
T ek NOLLILdYd m
SERN T — NOILNO3X3 |
Coc) e - TINGIN 7€ |
S A R Ry o S E wa L
004" [ TNNYHO ||~ 150H SV4 03103108d |2 AOVLS HHOMIIN 80¢
el 34N33S 1
1SOH 7 80¢ | | I
0i€ L —L_ —L_
oL 0901 |ess| 90V Vo0
ddv ddv | | ddv
SINIOV J0IAY3S QALSISSY |
30IA30 NOILILYV NOILYOTddY [;);
NOILILYYd NOILNO3X3
Sva 4310310Md NOLLILYYd NOLLNO3X3 NOILYOddY
e pe’ SINJWNOHIANI NOILNO3X3 30IA3C oo

555



4111

4

WIOMLIN ssomLaN (¢ ozl
JLVAINd $S300V |
W3LSAS NS
S ODLY NI JOYSNOAS]  (39VSN OAS | _\,mmo_\,_ L || adow
JLVAINd $S300Y ANI !
TO¥LNOO N3OV WIAONW |
N3A0ON I -9¢¢
: eyl — NOILJA¥ONT |
_ w NOUWILYYNOLNODE | g7
YIAY3S ¥37104INOD JANNYHO W3QOW 7€
EINER _\,mOm,_m_\,_ 3ng - e
Lggy ™~
YINY3S 7| SNEWIAON -0z}
Jw_mwﬁ@l : NOILILYYd
8300V SN a7 dINHISNE _ py-zey NOILNI3X3 TINYZH TTF
Vg | |1081N0D ) NOILdAYONT  H-ogp
— 3OINY3S AN
YIS MHOMLEN 05 ] [104INOD ) 82
TOM8INOD H IDIAY3S - FUNSYIW FOINY3S 1] (S)IdY YOVLS HO/ANY ¥OY1S SO
004" |~ BNV ] 71501 _ _ 807
vS) 1S0H LU | NOILYINIWTTdWI _ | _
ﬁ % AQIN0d _ _ _
IR W S : L 2901 g901 Y90l
! ? 44
704IN0D| [ALIEO3INT | [AaizNaal. ddv ddv || ddv
ADI10d | | TO¥LINOD ddv oz
NOILILYYd NOILND3X3
.9 SYa 03103104d NOILILYYd NOILNJAX3 NOILYOIddY
14 ...\ 00v iy’ SININNOYIANT NOILND3X3 301N \zop

556



511

%€l

) MHOMLIN
G biy SSI0V gl
y__ /"S-
o= i | | 00N |
TOMLINOD
oINS [LLNIOVNGCON (o,
TANNYHO WECON _
m%n%m —  NOILAYONT |
— W3AON
4 NOILILYYd NOLLNO3X3 L
YIANIS | ¥ITIONINOD — WIAOW FeE See
AOISH | 30IAd3S
RS At
\Lgg)
NETRER SNEWIAON 0z}
&mm@mu_l (= NOILILYVd
$5300Y NI - dINHISE py-zey NOLLNO3X3 TINU3N 7TF
Kom_ JOYINOD NOILdAYONT  H-oe
— J0IAH3S 05} ANI
yanvas | | promsn) | [ T04INO9 | sz
T04INOD FOIAY3S JUNSYAW FOINNTS Id¥ YOVLS HO/ONY YOVLS SO [
AN0d 1= TNNGHO || 150K | 80
ral 150 NOILYINIWATdI | _ _ _
AJI10d | | _
_ : \ 0901 g90t Y901
) ) | ~9¢y
709IN0D| [ALOIINI | [rdiinaall | ddv ddv_| [ ddv
AO10d”| | TOHINOD | [“ddV oy
NOLLILYYd NOILNO3X3
S¥a 03L03104d NOILILYYd NOILND3XT NOILYOIddY
005 oy SINTANOYIANT NOILND3XT 30IA3C -

557



%€l

6/11

558

) MHOMLIN
9 biy SS30V ot
ok
otl—H wnn | | NA00N |
T0HINOD
TyiAdas 1 LNIOV W3O _/(@NN
TANNYHD NION I
w‘mm@wm% — NOILAYONT |
743 NOLLILYYANOLNO3Xa |
YIS | MITIONINOD L~ cEl 300N 52 522
AYOISH [ 3JIAY3S
FOIN3S YA |,
T Sng
85
EIRER SNAWIAON ™
ALMOLNI [ o —
J%WMP%%% Nm_\l Y3IALA Sng NOILILHYd NOILNDIAXT TINIIM ¢|
NI T _
\gg1| |108INOD o NOILdAYON _
— JOINY3S AN o6 _ | IN30I ddv
YIAYIS WHOMLIN r05) | |1041NOD 029
T04INOD 30IAY3S ] FUNSYIN 30IAY3S IdY YOV1S SO [
AJMOd [~ T3INNVHO | LSOH  |g7y [
) 34N03S
LSOH T04INOD _ _ !
ADI10d O/NY j ! |
ININTINSYAN 2907 lees| @07 | [ VOOT
FOIAY3S HLIM ddV ddV ddV
ofg ] HOVLS HHOMLIN
[
NOILILYYd NOILNO3X3
SYQ 03103104d NOILILYYd NOILNJ3X3 NOILYOITddY
009 p19”/ SINIVNOYIAN NOILNDAX3 30IA3A \ 707



7M1

%€l

. MIOMLIN
/ b4 $S303Y ol
i
oel—H | | N30ON o .7
TOMINOD
— JOANES [ LN39V 30N N g7
ENTIREIS W3AON L NOILdAdONT |
7 NIQON NOLLLLYYdNOLNOA [ gy
¥InNIS | ¥ITIONINOD - W3QOW §2E
AOLSH 1 30IA3S
ERIREN ahed i)
\gg)
RETNERS SIEIEO AN
SR ™
OMINOC " s IR NOILILYYd zo_Soem_dzmmx i
Vo5 | |108IN0D wN1 =] NOLLdA¥ON EPY
gz | | oMK 054 | [TodINooy 0 _ Oel
104INOD o T FUES [ 30SEN 30N ||| EOVREINIGNY | 1V HOYIS SO [y
AJM0d _ !
py ENTIRELS 8y YAANASO el
L50H SYIAA TOHLNOD | | |
NSRS 30T || 0 | [ W07
oFM\ El TN ELS ddv ddv ddv
| SINFOVSYA |y,
NOLLILYVd NOILNO3X3 NOLLIL8vd ddv
$v¥a 03193108d NOLLIL¥Yd NOLLNO3X3 NOILYOITddY
0l e SINJWNOYIANT NOLLNO3XA 30IA30 ey

559



8/11

NHOMLAN

%€l

. 82l
8 9..\ SS300V |
v/ |waisasans
[ wacow | | M99
08l—N NI _ G0}
TOHINOD
E—— wmgm@%.u+ IN3OV N3CON N .,
34ND3S
70 NITON NOILILYYd NOLLNO3X3
NETELS YITI08INOD ul W3AON 72
AJOLSH 30IAd3S
ETER mwsz o
g5y
hw\%mmmz _ \Nﬁ Snd W3AOW 0z}
TONINOD | | NOILILYYd
SS300V - - Y3IAINA SN NOLLNO3XE
Lo, | |H0dINOD \zey TANYIN 1L
—{ OIAN3S MNIT J4NSYIN IDIAY3S
YIAY3S MYOMLIN 051 | [104INOO| g7y £0eL |
104INOD H EOTER 012 | [ ST | 4 31 1naal ddy
AJNOd M~ TANNYHO 1SOH ,/!._OE.zoo
Gl J4NJ3S . AdI10d JOVaINI WOYIS
1SOH [ ] &ﬂmx< aNv SO 4
ALNOTIN 39nSyan | YeomInvy4 PeeL [0l
J0IAY3S 43aAIEA SO
| T0HINOD .
ey | SS30VY _ 1]
D901 |ees| 8901 Y90
ddv ddv ddv
NOILILYYd NOILND3XT
Sva 03L03L0Yd NOILILYYd NOILND3XT NOILYOITddY

p18”/

SINJANOYIANT NOILNO3X3 3DIA3A

\ 20

560



9/11

%€l

. MHOMLIN
6 biy SSI00 i
v/ |1aLsAsans
W3QON
STy | AEWL | [
T0YINOO  INFOV WIAON N|
TINNYHO N3ON _ -9ce
WI0T —__ NOILAYONT _/fmNN
44 W3QON NOILILYYd NOILND3X3
¥IAY3S | YITI0HINOD 08¢ ~ W3QON ¥ZE
AJOLSH t—  30IAY3S
EQINER mmmy_mD .
\gg) |
mw\%&wz_ %) SNg W3O Lozl
T04INOD || 07y NOILILYYd
$8300v _ MIANASNE | \oUm3a
NI 8T 1 NOILJAYONT X X3
“ogi | |108IN0D ( _ € TNDITH
— JOIAY3S NI o—{ FINSYIN F0INY3S
YINY3S MHOMLIN 05} | [104INOD T [0l |
T04INOD |- ERINSER 82 | 01z ([ S43ANA T, 4 1n3l day
Ad10d | TANNYHD || ISOH \J/ 1081NOD
) 34NJ3S [ AJI10d NOVARY
1SOH _ R MO/ANY | 3OVAYAINI | Moj 1
([ NI s Nz |80
-34NSYaN | YHOMINYYS [~ees
ﬁw_mm—m__ww_ JOINY3S | H3AIMA SO
(s -
| SS300Y | ——— 11
D907 |eee| 8907 V90!
ddv ddv ddv
NOLLILYYd NOILNO3X3
Sva 43103104d NOILILYYd NOILNO3X3 NOILYOTddY
006 116~ SINFWNOMIANZ NOINO3X3 30IA30 e

561



10/11

%€l

. MHOMLIN ozl
Ol 9..\ SS300V
AN, L
oel—N ET
MNIT i
TOYINOO |  IN3DY WIAOW K|
TANNYHO 300N _ -9
WI01 — NOLdAYONT N| -
44} W3JONW NOILILYYd NOILLNO3X3
NEIRER ¥3TI04LNOD 088 ~ W3AOW ¥Z€
AOLSIH — 3OINE3S
FOIN3S mmm\y_mo 21
\Lgg) |
NETRERS ) SNa W3O 02}
| —L 0%
A NOILILYYd
S NI 37 F7—__NOLLJAYON3 SINECSME ] Nolinoa
\g51| |108INOD il . \eer  ANEIACH
— JDIAY3S ANIT >— FUNSYIN IDINGSS
NEINER HOMLIN 081 [ [104LNOD T 02l |
104INOD ERJES 8V | 01z |[ SHINNT T, 1N 4oy
A0d [~ TINNYHO 1SOH J| TOHLINOD
iS) 34NJ3S " AOI0d MOVIS
1SOH _ _ HOIANY | FOVA¥AINI | 457
' I aNv - Lr, e
-3ansyan | Yeomanvy4 Nees 802
ALIIOFLNI JOIAY3S | d3AIMA SO
~—1 TOdINOD 0l I 1
¢y | $S300Y ! [— p—
" SINIOV SYA | [ D907 |ees| ¥I0I
NOILILYYd dd¥| | dd¥ ddv
NOILILYYd NOILNO3XT
SYQ d3103104d NOILILYYd NOILNOX3 NOILYOITddY
0001 167 SINIWNONIANT NOILNO3X3 30IA3A 70

562



NHOMLIN %

11/11

563

LL b4 $S300V s
Y /
ogl— ET
AOu%ool_ MERTLIERC] N
TANNYHO
V20T WIAOW 922
W3AOW | [39v40LS
771 0€€ ~ EBE!
NETES ¥ITIOMINOD W3LSAS
= i "B EE
W3AOW L
c %0 N M-
85}
NETNER 261 SNGWIAON -0z}
MR
NOILILYYd
Ny ) | \zey TINYIN CT .
b 109 INTOV ALIOALNI
NETE TOMLIN o 104LN0J SS300¥ _ 7
T04INOD NI 012 [ SuanEa .
Ad10d | TANNVHD | [TOYINOD| 7z | 1051N0D |A4HN3AIddY
2 N3S | | 301438 [ 40Id | 3ovduaing | S
ISOH 1SOH . 40Ny et SO
39nsyan | YdomInyy4 ~eel (0L
J0IAY3s | H3IAIHA SO
m—————
7 SINIOV SYA | [ D907 |eee | T30
NOLLILYYd dd¥| | ddV ddY
NOILILYYd NOILND3X3 I I
S0 d3193104d NOILILYYd NOILNDIX3 NOILYDIddY

S:\

SINJANOYHIANT NOILNOFX3 30IA3A /{No J

O
O
~—
~



PTO/AIA/01 (06-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

e
SECURITY TECHNIQUES FOR DEVICE ASSISTED SERVICES

|

Title of
Invention

As the below named inventor, | hereby declare that:

This declaration -
is directed to: D The attached application, or

EI United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

I believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published appiication or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Inventor: Gregory/G'/W) /) Date (Optional) :

Signature:

= NI AR |
— V< ~
Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor.

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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PTO/AIA/14 (11-15)
Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | RALEP025C1C1C1CA

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Security Techniques for Device Assisted Services

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

Inventor Information:

Remove
Inventor |1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
‘ El Fregory )G Faleigh ‘ El
Residence Information (Select One) e US Residency Non US Residency Active US Military Service

City | lNoodside State/Province | [CA Country of Residencd | S

Mailing Address of Inventor:

Address 1 011 Pruitt Place

Address 2

City | Ifyler I State/Province | frx
Postal Code | [r5703 | Countryi | lus

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 06963

Email Address pateni@headwaterllc.com | Add Email | [Remove Email

Application Information:

Title of the Invention Security Techniques for Device Assisted Services

Attorney Docket Number| RALEP025C1C1C1C1 Small Entity Status Claimed [X

Application Type Nonprovisional v
Subject Matter | Hility -
Total Number of Drawing Sheets (if any) 11 Suggested Figure for Publication (if any)

EFS Web 2212
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L Attorney Docket Number | RALEP025C1C1C1CA1
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Security Techniques for Device Assisted Services

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previously Filing date {YYYY-MM-DD) Intellectual Property Authority or Country N
filed application

Publication Information:

[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of atiorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: ® Customer Number US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number 106963

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
ihisapplication Continuation of -] 16034362 2018-07-13

EFS Web 2.2.12
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PTO/AIA/14 (11-15)
Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L Attorney Docket Number | RALEP025C1C1C1CA1
Application Data Sheet 37 CFR 1.76 —
Application Number
Title of Invention | Security Techniques for Device Assisted Services
Prior Application Status | Patented -
Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 6034362 |Continuation of +| f4948065 |2015-1 120 ‘1 0028144 |2018—07—17
Prior Application Status | Patented - Remove
Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘14948065 |Continuation of | 3737748 |2013-01-09 P198042 |2015-1 124
Prior Application Status | Patented - Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYyY-Mm-DDy | Patent Number | vyy pm-DD)
‘1 3737748 |Continuation of - |12694445 |2010-01-27 P391834 |2013-03-05
Prior Application Status | Patented - Remove
Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘12694445 |Continuation in part of [~] 12380780 |2009-03-02 baagaee |2014—09—16
Prior Application Status | [Expired -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
12694445 Claims benefit of provisional ~| 61252191 R009-10-15
Prior Application Status | [Expired - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
12380780 Claims benefit of provisional | 61206354 2009-01-28
Prior Application Status | [Expired -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
12380780 [Claims benefit of provisional -] 61206944 L009-02-04
Prior Application Status | [Expired -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
12380780 Claims benefit of provisional ~| 61207393 r009-02-10
Prior Application Status | [Expired > Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
12380780 Claims benefit of provisional ~| 61207739 0090213
Additional Domestic Benefit/National Stage Data may be generated within this form

by selecting the Add button.

EFS Web 2.2.12
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PTO/AIA/4 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number | RALEP025C1C1C1CA1

Application Number

Title of Invention | Security Techniques for Device Assisted Services

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.3.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the pricrity document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i){(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)1).

Application Number

Countryi

Filing Date (YYYY-MM-DD)

Remove

Access Code (if applicable)

Add button.

Additional Foreign Priority Data may be generated within this form by selecting the

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition

Applications

[] 16, 2013.

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2013, will be examined under the first inventor to file provisions of the AlA.

EFS Web 2.2.12
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | RALEP025C1C1C1CA1

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Security Techniques for Device Assisted Services

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly sighed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPQO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 helow, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authoerization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIP0O), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related biblicgraphic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

().

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2_ Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s}

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authocrize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.

EFS Web 2.2.12
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | RALEP025C1C1C1CA1

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Security Techniques for Device Assisted Services

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant }

If the applicant is the inventor (or the remaining jeint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

R

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name Headwater Research LLC

Mailing Address Information For Applicant:

Address 1 011 Pruitt Place
Address 2
City yler State/Province ITX
Country ‘ s Postal Code 75703
Phone Number 903-201-6212 Fax Number
Email Address patent@headwaterllc.com
Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.

EFS Web 2.2.12
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | RALEP025C1C1C1CA1

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Security Techniques for Device Assisted Services

Assignee (1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. X
Organization Name Headwater Research LLC
Mailing Address Information For Assignee including Non-Applicant Assignee:
Address 1 1011 Pruitt Place
Address 2
City | Iryler I State/Province TX
Countryi s I Postal Code 75703
Phone Number 903-201-6212 | Fax Number
Email Address patent@headwaterllc.com
Additional Assignee or Non-Applicant Assignee Data may be generated within this form by o

selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14{c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/James E. Harris/ Date (YYYY-MM-DD)| 2020-06-22
First Name Pames E. Last Name | Parris Registration Number 0013
Additional Signature may be generated within this form by selecting the Add button. Add
EFS Web 2.2.12
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Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L Attorney Docket Number | RALEP025C1C1C1CA1
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Security Techniques for Device Assisted Services

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.5. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 U.SC. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4,  Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C.
552a{m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organizaticn, pursuant to the Patent CooperationTreaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 1.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant {i.e., GS5A or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8.  Arecord from this systemn of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the pubilic if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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