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Implementing multiprogramming: Using multiple single-user virtual machines

is a simple way of providing multiprogramming and time sharing without

requiring a complete multiprogramming OS. Each user in a multiuser

environment is given the illusion of having an entire machine, including the

CPU, memory, and peripherals. Many of the users of VMs on early mainframe

computers, such as the IBM System/370 and its successors, used virtualization as

an alternative to a time-sharing system. These users ran a simple, compact, and

efficient single-user operating system called the conversational monitor system

(CMS), instead of the monolithic time-sharing operating systems available at the

time.

Multiple single-application virtual machines: This is an extension of the

multiple single-user virtual machine concept. Running each application in its
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multiple single-user virtual machine concept. Running each application in its

own virtual machine increases the robustness of the system. Erratic behavior of

one application and its associated OS on a conventional system could bring down

the machine. If this happens on a virtual machine, it is less likely to affect the

operation of another application running on a different virtual machine. This may

be useful in situations where a new application might corrupt the entire system

because of either bugs or viruses.

Multiple secure environments: A system VM provides a sandbox that isolates

one system environment from other environments, thus ensuring a level of

security that may not be provided by a single operating system. For example, a

user accustomed to running applications on a private machine may be reluctant

to transfer the applications to a Web server unless there is some guarantee that

the user’s resources and activity cannot be accessed or monitored by other users

of the same server. In such a situation, a virtual machine can be used to provide

an environment that, for all practical purposes, is isolated from the others and

through which it is not possible for one user to observe or change another’s data

and activity.

Managed application environments: In an organization that provides a core set

of supported applications to users who also want to install their own applications,

VM technology allows the core set of applications to be placed on one virtual

machine, protected from other virtual machines on which users install new

applications or develop their own programs.

Mixed-OS environments: A single hardware platform can support two different

operating systems concurrently. A user may prefer office productivity tools that

run on one operating system, for example, but prefer another operating system

for application development. The user can do both by installing two virtual

machines on a single hardware platform, one for each operating system.

Legacy applications: When a new version of an OS is released, it is not

uncommon for OS developers to support seldom-used features with degraded

performance while supporting new features that allow most new applications to

run with improved performance. In this situation, users who need to run old

applications without degraded performance can use one virtual machine to run

the “legacy” application under the old OS while using another VM to take

advantage of the presumably improved features in the newer version of the OS.

Multiplatform application development: Software developers often need to

implement and support software that works on multiple operating systems.

Virtual machine technology allows software developers to test their software

using multiple virtual machines on the same hardware platform. This is both

more convenient and more cost effective than having multiple sets of hardware,

one for each OS.

New system transition: A system virtual machine allows a user to migrate to a
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New system transition: A system virtual machine allows a user to migrate to a

new operating system in a gradual way. The user can try out a new operating

system on one virtual machine even while the old operating system is running

applications on a different virtual machine. The old operating system can be

removed from the system after it has been ascertained that all relevant

applications work correctly on the new operating system.

System software development: In large systems, it is sometimes necessary to

develop (or test) new system software while the same system is being used for

running important applications. In this situation it could be very costly if a bug in

the code under development were to bring down the entire system. This situation

can be avoided by encapsulating the development environment on a virtual

machine separate from the virtual machine where the production-level

applications are running.

Operating system training: It is often necessary to demonstrate techniques and

effects of changing parameters or policies when training system management

personnel. Such training is better done on a copy of the operating system running

on a virtual machine than on the operating system running on the real machine so

that other users of the operating system do not suffer from unexpected effects.

Help desk support: Help desk service personnel can bring up a virtual machine

that emulates the hardware configuration of a client in order to determine the

nature and cause of problems the client may be encountering. It is not necessary

to have all possible configurations of hardware physically available—virtual

machine technology allows a single hardware platform to be set to any of several

different configurations.

Operating system instrumentation: Running the operating system on a virtual

machine allows the virtual machine monitor to instrument accesses to hardware

resources selectively. Not only can all events of a particular type, e.g., page

faults, be counted, they can also be logged with detailed information about their

nature, their origin, and how the requests were satisfied. Moreover, the

programming for all such instrumentation and measurements can be

encapsulated outside the operating system, communicating solely with the virtual

machine monitor. Today, it is quite common for operating system researchers to

conduct most of their experiments using virtual machines rather than directly on

the hardware platform.  describes early work on IBM mainframes

on system evaluation using a virtual machine. The User Mode Linux system

(UMLinux 2003) also uses virtual machine technology to test the fault tolerance

of a Linux system.

Event monitoring: Some virtual machines provide capabilities that cannot be

performed on a native system. For example, virtual machines lend themselves

better to providing traces of execution or dumps of the machine state at points of

interest. Similarly, the ability of virtual machines to replay a system execution
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interest. Similarly, the ability of virtual machines to replay a system execution

from some saved state is useful for analyzing the behavior of a system to

understand unexpected behavior.

System encapsulation: System virtual machines provide a convenient way of

encapsulating the state of the entire machine. This is useful for checkpointing

machine state, with a view to resuming execution at a different time or even on a

different host machine.
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