
≤

Load PSW (LPSW, IBM System/370): This instruction loads the processor

status word (PSW) with a doubleword from a location in memory if the

processor is in system mode. If it is not in system mode, the machine traps. The

PSW contains bits that determine, among other things, the state of the CPU. One

of these bits, the P bit, specifies whether the CPU is in user or system mode.

Another part of the PSW is the instruction address (or program counter). If this
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Another part of the PSW is the instruction address (or program counter). If this

instruction could be executed in user mode, a malicious user program could put

itself in system mode and get control of the system.

Set CPU Timer (SPT, IBM System/370): This instruction replaces the CPU

interval timer with the contents of a location in memory if the CPU is in system

mode and traps if it is not. Once again, if this instruction could be executed in

user mode, it would be possible for a user program to change the amount of time

allocated to it before being swapped out.
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Load Real Address (LRA, System/370): This instruction takes a virtual address,

translates it, and saves the corresponding real address in a specified general-

purpose register. The behavior of this instruction (i.e., the result value stored in

the register) depends on the state (mapping) of the real memory resource.

Pop Stack into Flags Register (POPF, Intel IA-32): This instruction pops the

flag registers from a stack held in memory. One of the flag registers is the

interrupt-enable flag, which can be modified only in privileged mode. In user

mode, this instruction overwrites all flags except the interrupt-enable flag. For

the interrupt-enable flag, the instruction acts as a no-op when executed in user

mode. The behavior of this instruction therefore depends on the mode of

operation.
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VMM-n (native): This component runs natively on the hardware and has

characteristics similar to the VMM on a native virtual machine system. It is the

component that intercepts traps due to privileged instructions or patched critical

instructions encountered in a virtual machine. It may provide device drivers for a

small set of devices that are either performance critical, or that do not have

drivers already available in the host operating system.

VMM-u (user): This component runs as a user-mode process on the host
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operating system. As mentioned earlier, this component makes resource requests

to the host OS, in particular, memory and I/O requests, on behalf of the native

mode VMM. VMM-u makes these requests using system library functions

supplied with the host operating system.

VMM-d (driver): This component provides a means for communication

between the other two components. This is done by making the VMM-n appear

to the VMM-u as a device attached to the host operating system. The VMM-d is

essentially a special device driver installed on the host operating system, and it

provides the link from VMM-u to VMM-n. The only user program on the host

system allowed to access the VMM-n “device” is the VMM-u component.
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Setup: Before a virtual machine can be activated, there is overhead involved in

initializing the state of the machine. Such initialization includes setting up the

timing facilities, the registers, and the program counter.

Emulation: As discussed in previous sections, not all guest instructions can be

natively executed. Some guest instructions need to be emulated (usually via

interpretation) by the VMM. Often such emulation is not restricted to just the

sensitive instruction; it is sometimes convenient to emulate instructions around a

sensitive instruction to reduce transitions between executing in emulation mode

and in native mode.

Interrupt handling: Interrupts generated by a program running on a virtual

machine first have to be handled by the VMM, even though they may eventually

be handled by the guest operating system.

State saving: There is overhead involved in saving the state of a virtual machine

when control needs to be transferred to the VMM.

Bookkeeping: Often, the VMM has to perform special operations to reflect

behavior equivalent to that of a real machine. For example, the accounting of

time charged to a user would be different in a virtual machine compared with a

real machine, where user-mode activity typically is charged to the user and

system-mode activity is charged to the system.

Time elongation: Some instructions require more processing than they would

have needed in the native mode. For example, instead of accessing just the page

tables, it may be necessary in some situations to access both shadow tables and

the local page tables. This has the effect of making the average time taken for

some memory references considerably longer than on a real machine.
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Context switch: Using hardware to save and restore registers and other machine

states when switching context from a virtual machine to the VMM and back.

Decoding of privileged instructions: Recall that all privileged instructions trap

when running in the virtual machine mode, whereas they trap only in the user

mode in a native environment. Since privileged instructions are seldom used in

user-mode code, the trapping of these instructions on a native machine is not a

significant source of overhead. On the other hand, in a virtual machine mode,

even occasional privileged instructions encountered during the execution of the

guest operating system could cause a significant overhead in performance.

Hardware assists, such as decoding these instructions, normally performed in

VMM software, go a long way toward alleviating this overhead. Note that unlike

the instruction emulation assists mentioned earlier, this assist only helps with

certain critical parts of the emulation, with the rest of the emulation still being

carried out in software.

Virtual interval timer: Most operating systems depend on the interval timer to

schedule jobs. A guest operating system cannot emulate this function in exactly

the same way as in a native mode. The best that can be done is to decrement the

virtual counter by some amount estimated by the VMM from the amount that the

real timer decrements. More accurate timer functionality needs hardware

support. The VM/370 system requires that the virtual timer for each virtual

machine be located in location 80 of page 0. Hardware ensures that while the

guest VM is running, this location is decremented every time the real timer is

decremented. In addition, the hardware assist presents a timer interrupt to the

virtual machine when the virtual interval timer turns negative.

Adding to the instruction set: In order to improve the performance of the

VMM, the System/370 also introduced a number of new instructions that are not

a part of the ISA of the machine. The nature of operations performed by these

new instructions is specific to VM/370, because their inclusion was guided by an

analysis of its commonly executed parts. Here are some examples of these

instructions.

 Obtain free space from free storage area

 Return space to free storage

 Page lock

 Page unlock

 Translate virtual address and test for shared page

 Invalidate segment/page table
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Nonpaged mode: The guest operating system disables dynamic address

translation and defines its real address space to be as large as the largest virtual

address space it needs. Thus, page frames are mapped to fixed real pages.

Translation still occurs from these real pages to the physical pages on the native

system. Hence the system as a whole still runs with dynamic address translation

turned on. However, improvement in performance results from not having to deal

with the bookkeeping of two levels of translation. Further, the guest operating

system no longer has to exercise demand paging. The working set of the system

as a whole is managed by the VMM, which continues to perform demand

paging. Thus, not only is double paging eliminated by this scheme, the effects of

potential conflicts in paging decisions by the guest operating system and the

VMM are eliminated.

Pseudo-page-fault handling: As discussed earlier in this chapter, a page fault in

a virtual machine system can occur not only because of a page fault in some

virtual machine but also because of the replacement of a page by the VMM to

accommodate a page of a different virtual machine. In a conventional virtual

machine system, on the occurrence of the latter type of page fault, the VMM

would make the current virtual machine inactive and activate another virtual

machine. Control is given back to the original virtual machine when the page

fault has been handled. In pseudo-page-fault handling, when the page fault is

caused by a missing entry in the VMM page table, the VMM attempts to

improve fairness by giving control back to the same virtual machine, along with

a special page-fault indicator, allowing the virtual machine to schedule an

alternative process itself. This is useful in situations where the guest operating

system is equipped to handle multiprogramming effectively and has enough

threads that it can use to hide the latency of the page fault. The operating system

can disable the feature when the level of multiprogramming is low. Pseudo-page-

fault handling is enabled by a special Set Pagex CP command.

Spool files: In the absence of any special mechanisms, the guest operating

system in the virtual machine closes a spool file and puts it in its spool buffer. It

issues I/O commands to dispatch each file in the buffer in turn to the I/O device,

e.g., a printer. In order for this to work when multiple virtual machines are using

the same I/O device, it is necessary for the VMM to intercept the I/O commands,
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the same I/O device, it is necessary for the VMM to intercept the I/O commands,

spool these files in its own buffer along with requests from other virtual

machines, and schedule them for printing. Rather than intercept the I/O

commands and decipher that the virtual machine is attempting to send a job to

the printer, handshaking allows the virtual machine to signal the VMM that a file

is ready. In response, the VMM picks up the spool file (or, better still, a pointer

to the file) and continues as before to merge this file into its own buffer.

Inter-virtual-machine communication: The objective here is to send data

between two virtual machines. Typically, communication between two physical

machines involves the processing of message packets through several layers at

the sender’s side before the message gets physically sent on wires to the

receiving machine, once again after being processed through several layers. This

process can be streamlined, simplified, and made considerably faster if the two

machines are virtual machines on the same host platform. On the System/370,

this was achieved by supporting a special virtual machine running a special

operating system called the Remote Spooling Communications System (RSCS).

The RSCS uses the spool buffer belonging to the VMM either to manage data

that may need to be transferred to another virtual machine on the same platform

or to stage the data before sending it through network adapters to some remote

machine. The RSCS later gave way to more efficient ways of performing inter-

virtual-machine communication. In one case a virtual device called a channel-to-

channel adapter (CTCA) was used to move data from one virtual machine to

another using inexpensive move operations, rather than I/O operations. In

another, called Virtual Machine Communications Facility (VMCF), it was

possible for data to be communicated from one virtual machine to several virtual

machines simultaneously simply by the use of storage-to-storage transfers. The

interesting aspect of many of these solutions is that they have the potential not

only of reducing the overhead due to virtual machine operation but also of

actually improving communication performance between distinct machines.
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Virtual-equals-real (V = R) virtual machine: In this mode, the host address

space representing the guest real memory is mapped one-to-one to the host real

memory address space. One advantage of such a mapping is the improvement of

performance of channel programs accessing large, data-spanning multiple pages.

Normally, contiguous real pages of the virtual machine need not be mapped to

contiguous locations in physical memory. Hence such a channel program must be

retranslated into multiple channel programs, each accessing a contiguous region

of the physical memory. The V = R mapping eliminates the need to perform such

retranslation, thus reducing the overhead experienced by channel programs.
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retranslation, thus reducing the overhead experienced by channel programs.

Shadow-table bypass assist: As described in , the shadow page

tables for a guest differ from the actual guest page tables only in that the real

addresses in the former point to host physical addresses rather than real addresses

in the guest machine. The maintenance and update of these tables constitute a

fair amount of overhead in a virtual memory system. These shadow page tables

can be dispensed with—the guest page tables can point directly to physical

addresses if the dynamic address translation hardware is allowed to manipulate

the guest page tables. On System/370, however, it is necessary to treat accesses

to page 0 in a special way because this page is mapped distinctly for each virtual

machine. The shadow-table bypass assist takes this into account in hardware.

Preferred-machine assist: The idea of this assist is to allow a guest operating

system to operate in system mode rather than user mode. This eliminates the

special treatment required to execute most of the privileged instructions in the

guest operating system. Special hardware is needed to support this capability

because even though the VMM operates in the same mode as the guest operating

system, it has to be protected from unintentional or malicious tampering by a

guest operating system. Certain events may still need to be examined to

determine whether they are actually meant for the virtual machine currently

executing, for the VMM, or for some other guest virtual machine. For example,

external I/O interrupts may not be destined for the current guest virtual machine

and may need to be handled by the VMM.

Segment sharing: When multiple virtual machines loaded with the same guest

operating system are running on a system, it is possible to improve performance

by sharing the code segments of the operating system among the virtual

machines, provided the operating system code is written in a reentrant manner. In

particular, if the code segments contain only read-only information, sharing a

single copy can alleviate TLB pressure on the system. While most programs

today satisfy the reentrant property, older operating systems often did not—they

modified code segments, usually for storing small pieces of data but sometimes

to modify code behavior. Sharing in such cases would require the VMM to

perform expensive checks to ensure that a virtual machine does not use code

modified by another virtual machine. The System/370 provided hardware to

perform such segment protection, eliminating the need for software checks.
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