
1. An interrupt may be generated that is determined by the IEF hardware to be

meant for either the VMM or another virtual machine. A return from such an

interrupt points to the SIE instruction that was executed by the VMM.

2. Control can pass to the instruction following the SIE instruction. This is referred

to as interception. Interception occurs because of the following reasons.

a. An instruction is encountered whose interpretation is not supported in hardware.

b. An exception occurs during the execution of an interpreted instruction.

c. An instruction is encountered in a mode that forces it to be handled in software,

as in a traditional virtual machine system.
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d. An externally set interception condition is detected.

e. Some special case is detected; e.g., a guest operating system has entered the wait

state.
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 The IA-32 grew up as an inexpensive microprocessor, never intended to be used

in large systems supporting multiple users. Among other things this led to an ISA

that includes a number of features difficult to virtualize efficiently. On the other

hand, the IBM VM systems have existed almost from the beginning of the

System/370 line. The IBM architecture team had close interactions with the team

developing the VMM (because they worked at the same company), and therefore

they avoided features that could hamper the development of virtual machines on

its platforms.

 The other difference between the current commodity IA-32 environment and the
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IBM System/370 environment is the openness of the system architecture, which

has led to a proliferation of different configurations of PCs. Thus, while the

VM/370 developers had only to understand the system configurations that IBM

shipped to its customers, IA-32 VMM developers must anticipate any of the

myriad configurations that a multitude of PC system vendors may ship. The

situation is made even more daunting by the proliferation of different I/O devices

that are available for users to add to their systems.

 VMware, as a separate company from either a hardware developer, such as Intel,

or an operating system company, such as Microsoft, faced an additional

challenge. It had to ensure that its VMM software can be easily installed and

used. In particular it cannot expect its users to wipe out an existing operating

system to install VMware software and then reinstall the old operating system

over the VMM. This, in fact, directly influenced the architecture of the VMM

developed by VMware.
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Protection system references: These instructions reference the storage

protection system, memory system, or address relocation system. The hazard

here is the possibility of some virtual machine accessing locations not in its

virtual memory. An example of this is the MOVE instruction, which moves a

value from a general-purpose register to the CS register, the control register that

specifies the current privilege ring number in bits 0 and 1. In order to offer some

protection, an instruction such as mov ax, cs executed in the user mode disallows

the CS register to be loaded but does not generate a trap. Instead of trapping, the

instruction generates a no-op and hence is not efficiently virtualizable.

Sensitive register instructions: These instructions attempt to read or change
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resource-related registers and memory locations, such as a clock register or

interrupt registers. An example is the POPF instruction mentioned in 

. This instruction pops a word from the top of a stack in memory,

increments the stack pointer by 2, and stores the value in the lower 16 bits of the

EFLAGS register. One of the bits in the EFLAGS register is IF, the interrupt-

enable flag, which, in the user mode, is not modified when POPF is executed. To

understand why this is a sensitive instruction, consider the case where a guest

operating system executes a POPF instruction. The operating system may require

that the IF bit be changed; but if it is running in the user mode under the virtual

machine, the IF bit is not changed. The guest operating system could later take

erroneous actions because the flag bit had not been set as expected. In a hybrid

virtual machine implementation, such an instruction would be discovered by the

VMM and patched to generate a trap. The trap handler in the VMM would then

emulate the instruction and achieve the result expected by a guest operating

system.
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 As long as the operating system provides a reasonable suite of services to

perform I/O, any operating system can be used as the host. All devices supported

by that operating system would automatically be available to VMMonitor.

 The VMMonitor need not limit its access of the host operating system to its I/O

features. All services available on the host operating system can be taken
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features. All services available on the host operating system can be taken

advantage of because VMMonitor installs on the host operating system just like

any other application. In particular, it can use the file system services of the host,

say, to emulate disks.

 When making a transition from an old operating system to a newer one, it may be

beneficial to use the old operating system as the host, with the new one working

in a virtual machine. Performance-critical applications can be run on the host

directly during the transition period.
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Failure isolation: The robustness of a system to faults of various kinds is of

considerable importance in server systems. Physical partitioning attempts to
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considerable importance in server systems. Physical partitioning attempts to

guarantee isolation of a partition from events in other partitions. Physically

partitioned systems ensure that in the event of a software failure in a partition,

only that part of the physical system that houses the failing partition will be

affected. The control unit is designed to be able to reset the partition and reboot

the operating system for that partition without the remaining partitions on the

system observing any effects of the failure. This isolation also extends to

hardware failures. A physical entity such as a board or a multichip module is

associated with only one partition. Hence the system can be designed so that the

failure of a processor on a board or module need not bring down any of the other

partitions on the system. This does not eliminate single points of failure,

however. (A single point of failure in a system is defined as a failure that can

bring down the entire system.) In most common systems, there are several single

points of failure. The control unit, for example, is a single point of failure. If the

control unit fails, the partitions of the system are unable to reset themselves and

respond to console commands. However, the probability of a hardware fault in a

given unit is roughly proportional to the amount of hardware in the unit; and

because the complexity of the central control unit is low and its size small, it is

less vulnerable as compared to the rest of the hardware. The crossbar switch

connecting different processors or different boards in a system is another single

point of failure, and major vendors ensure that this switch is built with

intrinsically reliable technology, with robust communication paths, and with

sufficient redundancy to ensure very high mean time between failures (MTBF).

Better security isolation: Each partition is protected from the possibility of

intentional or unintentional denial-of-service attacks by other partitions. Even

though each partition can run with its own system administrator, a system

administrator on one partition cannot take unauthorized action in some other

partition.

Better ability to meet system-level objectives: System-level objectives usually

result from contracts between system owners and users of the system. System

users pay for specific amounts of computing resources that are guaranteed by the

system. Physical partitioning creates partitions more similar to hardware systems

than other forms of partitioning. Techniques used to direct resources to

applications in stand-alone systems can be applied more readily and predictably

in physically partitioned systems as compared to logically partitioned systems.
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Allocation of processors: Either a partition may specify a total amount of

processing power it needs and leave the allocation of available processors to

workload management software, or it may specify that specific processors in the

system be dedicated for its use. A partition can specify that it needs a certain

number of processors but that it is willing to share these processors with other

partitions. For example, if a total of four processing units is needed by the

partition, the partition can specify either that it needs four processors dedicated

to itself or that it needs eight processors but only half the available compute

power in each of the processors.

Allocation of memory: The total shared-memory is allocated to partitions in

chunks of large granularity, e.g., 1MB. Smaller chunks increase the bookkeeping

to be performed by the firmware monitor, while larger chunks restrict the

flexibility of partitioning. The conversion of real addresses in the address space

of a partition to a physical address in the larger memory is done in hardware.

Allocation of I/O resources: A partition gets its own I/O subsystem. An I/O

device that has multiple ports may be shared among various partitions that are

each allocated a subset of the ports. In the simpler partitioning schemes, ports are

allocated when the partition is initialized.

Communication between partitions: In order to allow easy migration of cluster

systems to partitioned systems, the modes of communication commonly

implemented on clusters are also supported between partitions. Typically such

communication uses either shared storage devices or network commands. A

partition looks like a separate machine to the rest of the world, including to other

partitions.
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 The name of the partition

 The I/O configuration

 The memory configuration

 The processor configuration
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The weight assigned to the partition: The priority of a waiting partition is

determined by the weight of a partition relative to the weights of the other

waiting partitions.

The activity within a partition: When a logical processor in a partition enters a

wait state (i.e., the state in which it is waiting for some external event, such as I/

O, to occur, as opposed to waiting to be scheduled), it is usually more productive

to unload the partition and load another partition to execute on the processor.

High-priority I/O interrupt: When an I/O interrupt is received for a logical

processor that is waiting for the interrupt, the logical processor replaces the

logical processor of another partition that is currently executing, provided the

priority of the waiting partition is higher than the priority of the current partition.

Interval timeout: The dispatcher allows any partition to execute for a

predetermined maximum time. If the logical processor is still active at the end of

this dispatcher timer interval, it is swapped out of the system. This is a useful

mechanism to prevent either runaway partitions or malicious partitions that could

otherwise monopolize the system and prevent forward progress for the other

partitions on the system.

OS-initiated swap: It could happen that the logical processor of a partition

chosen via the foregoing criteria is in an unproductive mode, e.g., an idle loop.

There is a mechanism provided on the System/390 that allows an operating

system or a VMM running on a partition to inform the dispatcher that it is in an

unproductive mode and so may be swapped out.
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