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1. A partition may complete its task, and a new partition may be ready for

installation on the system.

2. A partition may find its own needs changing and therefore desire to change its

configuration, for example, the number of processors, the amount of memory, or

the devices that are attached.
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1. A request is made to the guest AIX operating system on a partition, asking it to

release a resource and, if necessary, to put it in a quiescent state.

2. The AIX operating system stops the resource and releases it to the hypervisor,

which places it in its free pool of resources.

3. A request is made to the hypervisor, again through the system console, to

allocate the resource to another specific partition that needs it.

4. When successful, a request is made to the guest AIX operating system on this

partition asking it to acquire the resource and configure it for its use.

 The hypervisor can monitor power usage in various parts of the system and feed

this information back to the partitions. Operating systems running on the

partitions can react to high usage of power and take corrective measures by

dropping requirements for the particular resource showing high power usage.

 The hypervisor can provide similar functions in the event of hardware problems.

If an error is detected during computation and if repeated attempts do not lead to

the elimination of the error, the hypervisor can take measures to move all

partitions using the faulty processor to a spare processor and isolate the failing

processor and even to replace it with a good processor without halting the rest of

the system.
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 Environmental factors, such as the power usage, temperature, or reliability of the

hardware

 Business factors, such as the security of the system and the fulfillment of various

system-level objectives contracted with users of the system

 Operational factors, such as efficiency of utilization of hardware

 Cost factors, such as the revenue generated by the system as a whole
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The list of cells that each virtual machine has designated for this purpose.

Users of a virtual machine can determine the extent to which they wish to protect

themselves from faults in the system. The smaller the set the virtual machine

designates, the lower is its vulnerability to faults but the higher is the probability

of performance loss due to paging.

Cells that have already been actively supplying memory pages to virtual

machines in this cell. These cells are kept in a vulnerability list. By ensuring a

minimum availability of free pages from cells in the vulnerability list, the policy

biases borrowing to favor those cells that have already been supplying pages, and

hence prevents an increase in the vulnerability to faults.

The availability of pages in the remote cells. Cells are candidates for borrowing

if they have a certain minimum amount of memory available. When the available

memory drops below this amount, the cell may refuse a request to borrow pages
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of its memory.

The overall memory requirements of the requesting virtual machine. In order

to keep virtual machines that do not need much memory from having to span

multiple cells, Cellular Disco biases its allocation of available local memory in a

cell to such virtual machines. Thus a request for memory when the available

local memory has fallen below a threshold may actually end up being satisfied

locally.

1. The hardware determines the extent of the fault and attempts to recover from it.

2. Through an interrupt the hardware informs all processors in the system of the

recovery. This interrupt is handled by Cellular Disco, which then initiates its

recovery process.

3. Cells communicate with each other to agree on a set of hardware nodes that are

still functioning. The ability to share memory between cells is exploited to

expedite this process. The set of nodes determined to be “live” is used to restore

the communication mechanism to a state where it is “unjammed” of all messages

to and from nodes that are outside the live set.

4. Each VMM on a functioning cell determines all the virtual machines affected by
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the fault. In doing so, it consults the various internal data structures that contain

information about the cells and physical resources that each virtual machine was

using.
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 The instructions of the target ISA must be dynamically emulated by the host

system. The translation of instructions from the ISA of the virtual machine to the

native ISA is an operation that must not be visible to the virtual machine or the

programs running on it, including the operating system. The emulation

techniques needed to achieve this are those described in connection with the

implementation of process VMs ( – ) for most ISA features and

codesigned VMs ( ) with respect to some system ISA features, such

as page faults.

 The memory model of the target system, particularly the coherence and memory

ordering rules, must be observed on the virtual system. These involve additional

actions on the part of the host system. The host could handle this either in

hardware, in the firmware, or in emulation software contained in the trusted

monitor layer, i.e., either in the virtual machine monitor or in the hypervisor.
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1. Memory coherence is not required on either the guest or the host: In this

case no action is required because programs have presumably been written in a

way that accounts for this absence of coherence. Synchronization in such

systems is done through explicit synchronization instructions. The

synchronization primitives in the host and the guest may not match, but it is

usually not difficult to emulate a synchronization primitive of the guest using

synchronization primitives of the host.

2. Memory coherence is required by the guest and is available on the host: In

this case, the emulation software ensures that the virtual machine runs with the

memory coherence option enabled.

3. Memory coherence is not required on the guest but is enabled on the host:

An example of this is a distributed cluster system that needs to be emulated on a

shared-memory multiprocessing system. There is typically no special action that

needs to be performed by emulation software. The coherence hardware, which

provides a coherent view of memory across the processors, does more than is

needed by the coherence model of the guest. If there is a performance

disadvantage because of the coherence requirement and there is a faster

noncoherent mode available on the machine, this mode can be used, as in case 1

earlier. Synchronization instructions will need to be emulated using the

synchronization primitives of the host, even if the host runs in coherent mode.
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4. Memory coherence is required on the guest but is not supported by the host:

An example of this is a shared-memory guest machine running on a distributed-

memory host machine. The only option here is to use software to enforce

coherence. As we said earlier, even when machines do not provide coherence

support, they do provide synchronization primitives so that software can perform

explicit synchronization. Unfortunately, the brute-force technique of

synchronizing after each memory write by a processor is too slow, because

synchronization operations, especially on large multi-processor systems, are

slow. A more practical approach is to use a directory that registers the set of

processors sharing various locations, with a coherence operation being triggered

on the set of sharing processors when one of the processors in the set changes the

contents of the shared location. This operation can get expensive as the size of

the directory gets large. The size of the directory can be reduced by increasing

the granularity of an entry in the directory to be a page. Keeping such

information at page granularity is also convenient because the available page

table structures can be used for storing sharing information and to trigger a

coherence action. There have been several techniques of this nature that have

been developed in connection with distributed shared-memory (DSM) computing

( ), which also deals with the

problem of providing coherence to an application while running on noncoherent

hardware.

Chapter 9: Multiprocessor Virtualization | Virtual Machines https://learning.oreilly.com/library/view/virtual-machines/9781558609...

55 of 65 12/23/2024, 2:47 PM
649



Chapter 9: Multiprocessor Virtualization | Virtual Machines https://learning.oreilly.com/library/view/virtual-machines/9781558609...

56 of 65 12/23/2024, 2:47 PM
650



Chapter 9: Multiprocessor Virtualization | Virtual Machines https://learning.oreilly.com/library/view/virtual-machines/9781558609...

57 of 65 12/23/2024, 2:47 PM
651



1. The memory consistency model of the guest is the same as that of the host or

weaker than that of the host: In this case there is nothing special that needs to

be done by the emulation software as long as the interpretation or translation

process does not eliminate or reorder memory accesses to shared locations by a

processor. This last restriction ensures that the order of accesses to memory in

the virtual machine system belongs to the set of orderings of accesses to memory

allowed by the consistency model of the virtual machine. Note that this

restriction prevents the elimination of memory accesses—an access to a memory

location cannot be safely eliminated just because its contents are available in a

general-purpose register, for instance.

2. The memory consistency model of the guest is stronger than (more

restrictive than) the memory consistency model of the host: In this case, it is

important that the additional hazards that must be avoided on the guest must also

be avoided on the host. We discuss this case in more detail in the next section.

3. The memory consistency model of the guest is stronger in some respects and

weaker in other respects: In this case we first find the lub between the two

consistency models. The lub consistency model must be stronger than the

consistency model of the guest. Hence we would be emulating the guest

correctly, though conservatively, if we assumed that the consistency model of the

guest is the lub model. Since the lub model is also always stronger than the host

model, the problem is now reduced to an example of case 2. So, as a fictitious

example, if the memory model of the guest is (0110), which relaxes the RR and

WR hazards, and the memory model of the host permits all hazards except the

WW hazard (0001), then the lub is (0111). Thus in this example, the ordering

satisfied by model (0111) would be consistent with the ordering allowed on the

guest. Hence it is sufficient to accurately emulate this lub model.
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1. The IDS can be written as a separate process in its own virtual machine, or on

the host operating system of a hosted virtual machine, with special access to the

functions of the VMM through a dedicated interface. This interface must support

(a) means to send commands from the IDS to the VMM, for example, to enable

certain monitoring functions, (b) a mechanism to efficiently access the physical

memory of the system being protected, and (c) means for the VMM to transmit

information about activity on the virtual machine back to the IDS.

2. The IDS can be integrated with the VMM. This gives the IDS the privilege and

status of the virtual machine monitor and allows it complete access to all

hardware activity of the system being protected. The VMM is a critical, central

piece of software in a system and should therefore be thoroughly debugged and

hardened against attacks and failures. In a scheme where the IDS is integrated

with the VMM, it is imperative for the IDS also to be written, debugged, and

verified with the same rigor.
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