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1. The IA-32 architecture allows a long memory instruction (e.g., a string

instruction) to be interruptible, meaning that an asynchronous interrupt could

cause a context switch in the middle of execution of the instruction. By saving

the value of a register, ecx, as part of the state, an implementation will have the

necessary information to resume the instruction where it left off after handling

the interrupt. This implies that the register value must also be saved when a

nondeterministic event is recorded, in case the interrupted instruction happens to

be a string instruction.

2. The read-timestamp-counter (rdtsc) instruction returns nondeterministic values,

but this instruction does not trap when in user state unless the control register

CR4 is set in a particular way. One way to deal with this instruction is for the

VMM to treat it the same way as other sensitive but nonprivileged instructions,

as described in , namely, to scan ahead for the instruction, insert a

trap, and emulate the instruction. The ReVirt system sets the CR4 so that the
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trap, and emulate the instruction. The ReVirt system sets the CR4 so that the

instruction traps, replaces the instruction with a library call routine

gettimeofday(), which does not use the rdtsc instruction, and scales the value

returned to account for the overhead.

3. A similar situation occurs with the read-performance-monitor-counter (rdpmc)

instruction. This instruction also exhibits nondeterministic behavior and usually

does not trap in user mode as in the rdtsc case. As with the rdtsc, the ReVirt

system sets the CR4 so that the instruction traps in user mode, but then it simply

disallows the instruction in the guest kernel and applications running in the

monitored virtual machine.
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 The entire state of a computer (which could include tens of gigabytes or more of

disk space) can be so large that the time taken to migrate the state may be

prohibitive. Note that it is generally not necessary to send the entire state from

one computer to another initially. It is usually sufficient to transmit a small part

of the state at first, transmitting additional parts of the state as needed. It may

also be possible, as we shall see later, to take advantage of information that may

already be available on the second computer, e.g., portions of the operating

system itself.

 Having decided what portion of the machine state needs to be migrated, there is

still the problem of packaging and securely transmitting the information.

Compression and encryption techniques have to be employed to reduce the

amount of data transmitted and to transmit it securely.

 When the hardware on the two machines is identical and when the virtual

machine monitors running on them are identical, the process of transmitting the

environment from one machine to another should be seamless. It may be the case

that while the processors are identical in the two machines, the memory or I/O

configuration on the two machines is different. For example, one machine may

be connected to the external network using an Ethernet adapter, the other with a

wireless connection. We have already seen in  how such situations

are handled, both in native system virtual machines and in hosted virtual
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are handled, both in native system virtual machines and in hosted virtual

machines.

 Finally, the ISA of the user’s virtual machine and the ISA of each of the host

computers determine the extent to which the performance of the system appears

identical on the different sites. When the ISA of the guest is different from the

ISA of the host, the virtual machine monitor is required to translate from one

ISA to the other. We have already discussed various binary translation and

optimization techniques that help in doing this.
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 A user moving back and forth between two systems leaves behind a trail of disk

blocks that can potentially be reused the next time the site is visited.

 Blocks of program files are often already resident in memory. Most programs do

not modify their own code, and hence it is generally possible to copy these disk

blocks directly from memory.

 The memory of a machine often contains disk blocks other than program files,

for example, blocks that are part of a disk cache.

 Often different users (and hence different capsules) utilize the same programs or

data files. If a copy of a block already present in the capsule of a different user

could be employed, it eliminates the need to transmit the copy from a remote

site.
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Load balancing, to improve the response time of the system through better

utilization of resources

Security, to quarantine a virtual machine that has been attacked

Collocation, to bring communicating virtual machines closer together

Fault tolerance, to move a failing host to another processor

Power management, to move the load away from an overheated processor

Maintenance, to move the load away from some processor while it is upgraded
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 The source and destination computers must be in the same server cluster

managed by the same VirtualCenter manager.

 The file systems on the source and destination computers must be identical and

located on shared disks in a storage-area network (SAN). This avoids the

complexities of migrating disks encountered by the Collective.

 The processors running on the two computers must have the same architecture

and be provided by the same vendor. This avoids potential incompatibilities that

could prevent the state saved on one machine from being directly loaded into the

other machine.

 The virtual machine supports a Gigabit Ethernet adapter.

 The virtual machines must not be running multiprocessor cluster applications;

they should be running only stand-alone applications.
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1. It first ensures that the virtual machine is in a stable state on the current host.

2. It then copies the contents of the memory belonging to the virtual machine to the

destination host. Data associated with the guest operating system as well as the

data of applications running on the virtual machine are copied. This is referred to

as the baseline copy. It is not the final copy because the virtual machine on the

original host continues to run during this process.

3. The virtual machine on the original host is suspended. VirtualCenter then copies

the last changes to memory along with the rest of the state of the virtual machine

to the destination host. The information sent to the destination host at this stage

is a capsule containing changes to the information sent earlier, similar to the

incremental capsule as described in the Collective.

4. It then activates the virtual machine on the new host.
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