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Intrinsic compatibility, 88, 184
Intrusion-detection systems (IDS), 502-505, 508-511
invoke instructions, 251
Itanium platforms, 83-84, 162
Java, 6

APIs, 262-263

bytecodes, 232, 246

constant pool, 244-245
garbage collection, 238-240, 283, 294-303
global memory, 244, 282
memory hierarchy, 245-246
objects, 243

platforms, 232, 261-262
reference type, 242

security, 286-294

stack, 243-244, 282

stack tracking, 251-254
threads, 265-267

java.awt, 263

JavaBeans, 265

java.io, 263

java.lang, 262

Java native interface (JNI), 259-261, 283, 259-261, 283, 304-305
java.net, 263

java.util, 262-263

Java virtual machine architecture, 17, 241-261

binary classes, 256-259

data storage, 243-246

data types, 242-243

exceptions and errors, 254-256

instruction set, 246-254

serializability and reflection, 263-265

Jikes Research Virtual Machine (RVM), 306, 320-327
Join points, 187, 188, 190, 200

Jumps

See also Indirect jumps

instructions, 566

profiling, 165

translation lookaside buffers (JTLB), 341-342
Just-in-time (JIT) compilation, 241, 305-306
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Lazy evaluation, 71-73

Least recently used (LRU) algorithm, 135-136

Lie detection, 509-510

Linux, 104, 107, 113, 129, 130, 133, 141
Livewire system, 508-510

LISP, 29

Little-endian byte order, 76

Loader, 85

Load Processor Status Word (LPSW), 384, 417-418
Locality, improving memory, 167-171, 558

Load real address (LRA), 385

Local storage, 243

Logging, activity, 505-506, 511-515

Logical partitioning, 458475

dynamic, 471-473

hardware support, 465-469

hypervisors, 464, 469-471, 474-475

IBM 390 logical partitioning (LPAR), 460-464, 473-474
major features, 458-460

system virtual machines compared to, 464-465

lookupswitch instruction, 250-251

Loop, hoisting invariant expression out of a, 203-205
Loop peeling, 319-320

Machine, use of term, 2, 9

Magic number, 257-258

Managed code, 230

Map table, 55-56

Mark-and-sweep garbage collectors, 296-297
Memory

address formation, 277

address resolution, 75

address space mapping, 96, 97-102
architecture, 563-564

borrowing, 482-483

cache, 558-559

Cellular Disco System, 478-480, 482-483
coherence, 488-490, 595-596

concealed, 21-22, 334-337

consistency models, 490-496, 596-600
conventional, 276-277
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data alignment, 75-76
hypervisor, 466

IBM AS/400 system, 359-361
interpreter, 29-30

Java global, 244, 282

Java hierarchy, 245-246

leak, 240

load and store instructions, 565
locality, 167-171

main, 557-558

management, 581-582
mapping, 478-480

method, 257

Pascal P-code, 225-227
physical versus real, 397
system calls, 584-585

update instructions, 187, 190
virtual, 396-404, 435

volatile, 187-188

Memory architecture emulation access privilege types, 102

address space, 102

protection/allocation granularity, 102, 103-114
Memory protection, 103

fine-grain write-protection, 110-111
host-supported, 104-105

integrity checks, 511

page size issues, 105-106

protecting runtime, 112-114

self-referencing and -modifying code, 107-114, 337-339
Memory state

binary translation, 127-128

codesigned virtual machines and, 333-337
compatibility, 183, 184

Message Passing Interface (MPI), 449
Metadata, 275

Method inlining. See Procedure inlining
Method memory, 257

Methods count and information, Java, 259
Microsoft

See also Windows
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common language infrastructure (CLI), 17, 232, 267-275
intermediate language (MSIL), 232, 271-274
shared-source CLR, 232

Middleware, 546

Migration of computing environments, 521-532
See also Mobility

MIPS ISA, 70

mmap(), 104-105

Mobility

Internet Suspend/Resume (ISR), 524-526
reducing memory before, 527-528

reducing start-up time, 330

reducing transmission time and bandwidth, 530-531
reducing transmitted packet size, 528-530

role of virtual machines, 520-535

Stanford Collective project, 526-532

VMotion, 532-535

Mojo same-ISA optimizer, 119, 138, 209
Most-frequently-used method, 175, 176, 177
Most-recently-used method, 175, 177-178
MOVE, 430

mprotect(), 104, 107, 113

Multiprocessor architecture, 588-600
Multiprocessor systems partitioning, 445
Cellular Disco System, 475-485

different host and guest, 485-496

logical, 458-475

mechanisms to support, 452

partitioning techniques, 453-454

physical, 455457

reasons for, 446-452

Multiprogramming, 13, 588-600
Multiversioning, 312-313

Namespace, 285

Native interface, Java, 259-261, 283, 304-305
Native virtual machines, 11, 379-381
Network-based intrusion-detection systems (NIDS), 502-505
Networking, 231, 240-241

Network virtualization, 410412

Node profile, 160
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Null reference checking, 318-320
Object-oriented high-level language virtual machines, 228-231
networking, 231, 240-241

performance, 231, 241

robustness, 230-231, 237-240

security and protection, 230, 232-237
Objects, Java, 243

Omniware VM, 112

On-stack replacement (OSR), 313-316

Open Grid Services Architecture (OGSA), 540
Operand storage, 243

Operating system

call emulation, 86, 128-129
dependencies, 279

interface, 2, 13, 583-586
managed state mapping, 89
organization, 580-583

Operating system emulation different operating systems, 132-133
runtime-implemented, 129-130

same, 128-132

Operation-level interface, 408-409
Optimization, 12

See also Binary optimization, dynamic; Emulation
binary, 15

control transfer, 64-68

Organization-level virtual machines. See Grids
Overhead, profiling, 166-167

Package, 284

Page fault

active detection, 348-349

compatibility, 347-348

lazy detection, 349-350

nonpaged mode, 420

pseudo, 420-421

Page tables, 399-402, 572-573

architected, virtualization 399-402

translation lookaside buffer and, 375-576
Paravirtualization, 422

Partial procedure inlining, 170

Partitioning. See Multiprocessor systems
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partitioning

Partition memory base register (PMBR), 466, 467
Partition memory limit register (PMLR), 466
Pascal, 16

Pascal P-code

instruction set, 227

mark pointer, 226

mark stack, 226

memory architecture, 225-227

summary, 227-228

Patching, 210, 211-213, 391, 392-393
Patch table, 211

Path profile, 161

Performance

code cache management, 139-140

high-level language virtual machines and, 306-320
instruction emulation and, 115

object-oriented high-level language virtual machines and, 231, 241
system virtual machines and, 415-426

Perl, 29

Physical partitioning, 455457

Platform(s)

Java, 232, 261-262

use of term, 2

Policy engine, 509

Polling modules, 511

Polymorphic inline caching (PIC), 312

Pop stack into flags register (POPF), 385-386, 391, 430
Porting, 221-222

Power consumption. See Grids

PowerPC ISA, 35-36

arithmetic, 74

condition codes, 70

description of, 600-606

Precise exceptions, 277

Precise state reconstruction, 196-198
Precise traps, 62, 344-351

Predecoding threaded interpretation, 34-37
incremental, 55-62

Preemptive flush, 137-138
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Preferred-machine assist, 423
Primordial class loader, 285

Privileged instructions, 384-385
decoding, 418

Privilege levels, 566-568

Probes, profiling, 157

Procedure inlining, 169-170, 308-310

Processors

management, 580-581
microarchitectures, 555-556
system calls, 584

virtualization, 382-396, 429-431

Process virtual machines, 10-11

code cache management, 133-140
compatibility, 87-95

components of, 84

emulators and dynamic binary translators, 13-15
exception emulation, 119-128

FX!32 example, 142-145

high-level language, 15-17
implementation, 85-87

implementation leaks, 93-95

instruction emulation, 114-119

memory architecture emulation, 102-114
multiprogramming, 13

operating system emulation, 128-133
operations and control transfers, 89-92
role of, 83

runtime software, 84

same-ISA binary optimizers, 15

state mapping, 89, 95-102

system environment, 140-142

Profile database, 85-86, 116

Profiling, 14-15, 67

basic block/node, 160

binary optimization and, 148-150, 156-167
collecting, 161-163

counter decaying, 165

edge, 161

interpretation and, 163-165
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jump instructions, 165

logs, 157

overhead, 166-167

path, 161

role of, 157-159

translated code, 165-166

types of, 159-161

Program shepherding, 63, 515

Prolog side table, 206

Protection system references, 430
Pseudo page-fault handling, 420-421
Pseudo self-modifying code, 107-110
rdtsc() (read time-stamp counter), 440-442
Real address space, 357

Real map table, 397

Recursive virtualization, 390-391
Reference type, Java, 242

Reflection, 262, 263-265

Register(s)

architecture, 69-70, 562-563, 568-569
assign, 195-196

map (RMAP), 194

replicated, 465-466

update instructions, 187, 188-189
Register state

binary translation, 126-127
compatibility, 183-184

hypervisor, 465

codesigned virtual machines and, 333-337

consistent, 127, 184-186

Remote Spooling Communications System (RSCS), 421
Repair code, 197

Replacement algorithm, 559

Resource control, system virtual machines and, 377-379, 387
Resource management, ISA, 566-580

Return address stack (RAS), dual-address, 342-344
Return instructions, 251

Reverse translation side table, 124-125, 138

ReVirt, 512-515
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RIO system, 515-519

See also DynamoRIO system

RISC ISAs, 38, 125, 186, 206207, 329
Robustness, 230-231, 237-240

Root set, garbage collection, 302-303
Runtime, 11

-implemented operating system functions, 129-130
memory, protecting, 112-114

in process virtual machines, 84

Runtime monitor, protecting, 519

Same-ISA dynamic binary optimization, 15, 29, 208-218
Same-ISA emulation, 63-64

Sampling-based profiling, 162-163

Sandbox. See Security and protection

Scalar replacement, 317

Scheduling algorithm, 192-199

Security, 501

binary rewriting, 515-519

intrusion-detection systems, 502-505, 508-511
logging, 505-506, 511-515

monitoring and recovering from attacks, 505-506

role of virtual machines, 506-520

Security and protection, 230, 232-237, 286-294

basic, 286-287

enforcement, 290-291

enhanced model, 291-294

intraprocess, 287-290

Segment sharing, 423

Self-modifying code, 62, 107-114, 278-279, 337-339
Self-referencing code, 62, 107-114, 278279, 337-339
Sensitive instructions, 385-386, 430

Serializability and reflection, 263-265

SETI@home project, 545

setrlimit(), 133

Shadow page tables, 399

bypass assist, 423

Shadow stack, 68

Shared-memory processing (SMP), 446, 447, 590, 594-600
Side tables, 87
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epilog, 205-206

prolog, 206

reverse translation, 124-125, 138
Signals, 585-586

Signature detection, 510-511
Signing, 292

SIGSEGV, 104, 105

Slots, Java stack, 243

Software indirect jump prediction, 6667
Software pipelining, 47

Software translation tables, 97-100
Source program counter/code 37, 54, 56
locating, 124-126

tracking, 59-60

SPARC ISA, 70, 74

Spatial locality, 167

Specialization, 312-313

Spool files, 421

Stack(s)

architected, 314

implementation, 314

inspection, 293-294

replacement, 313-316

structure, Java, 243-244, 282

tracking, Java, 251-254

Staged emulation, 116-119, 151-153
Stanford Collective, 526-532

Start Interpretive Execution (SIE), 424-426
Start point, trace, 172

Start threshold value, 175

Start-up time, 115

State management, 375-377

State mapping

codesigned virtual machines and register, 333-337
compatibility issues, 101-102

direct, 200-101

memory address, 96, 97-102

process virtual machine, 89, 95-102
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Static basic block, 56-57

Static predecoding, 52-53

Static translation, 52-53

Steady state performance, 115

Stopping condition, superblock, 172
Storage, Java data, 243-246

Streams, MSIL, 271

Strength reduction, 201, 205

Sun Microsystems

HotSpot, 306

Java VM architecture, 17

physical partitioning, 455

Wabi system, 119, 133

Superblocks, 118, 150

continuation set, 175-176

dynamic formation, 173-178

inter-, optimizations, 205-206
most-frequently-used method, 175, 176, 177
most-recently-used method, 175, 177-178
starting points, 174-175

stopping points, 176-177

versus traces, 199-201

Super_Class, Java, 258

System call interface, 8, 408, 410
System clock register, 568-569

System virtual machines, 11-12, 17-22
applications, 370-373

codesigned, hardware optimization, 21-22
development of, 17-18, 369

IBM System/370, 381-382
implementation of, 19

input/output virtualization, 404415, 431-435
Intel VT-x (Vanderpool), 436-442

logical partitioning and, 464-465

memory virtualization, 396-404, 435

native and hosted virtual machines, 379-381
performance enhancement, 415-426
processor virtualization, 382-396, 429-431

recursive virtualization, 390-391

resource control, 377-379
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state management, 375-377

VMware Virtual Platform, 426-435

whole (emulation), 19-21

Tail duplication, 173

Target program counter 37, 54, 56
Technology-independent machine interface, 358
Temporal locality, 167

Terra system, 519

This_Class, Java, 258

Threaded interpretation, 29, 32-38 for CISC ISA, 44-46
indirect, 80, 81

predecoding, 34-37

Threads, Java, 265-267

Timer, virtual interval, 418419

Time sharing, 369

Tokens, MSIL, 271-272

Traces, 171-173

superblocks versus, 199-201

Translated code, profiling, 165-166

Translation blocks, optimizing improving locality, 167-171
superblocks, 173-178

traces, 171-173

tree groups, 178-180

Translation lookaside buffer (TLB), 78-79, 338, 350-351, 399, 402-404
architected, virtualization 402-404

hit, 375-575

miss, 575

page tables and, 575-576

partitioning, 466469

role of, 573-575

Translation tables, software, 97-100

direct, 100-101

pointers, 569

Transmeta Crusoe, 22, 24, 331, 338, 353, 354-357

Transparency, complete, 88

Traps

compatibility, 182-183
detecting, 120-121
handling, 577-580
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precise, 62, 344-351

process virtual machine, 86

registers, 569

use of term, 119

Tree groups, 178-180

Trigger, 166

UNIX, 104-105 (See also Linux)

User ISA, 8, 561-566

User-managed state mapping, 89

VAXISA, 39

Very long instruction word (VLIW) processors, 186, 331, 555
VirtualCenter, VMotion, 532-535

Virtual disks, 405

Virtual-equals-real virtual machine, 422-423
Virtual-ISA, 222

summary of features, 275-279
Virtualization, 3-4, 10

See also Multiprocessor systems partitioning
architected page table, 399402

devices, 404-407

input/output, 404-415, 431-435

memory, 396-404, 435

network, 410412

para-, 422

processor, 382-396, 429-431

recursive, 390-391

translation lookaside buffer (TLB), 402-404
with different guest and host, 485-496
Virtual Machine Communications Facility (VMCF), 421
Virtual machine monitor (VMM), 11, 331-332
See also System virtual machines

allocator, 386

assists, 418-419

components of, 386-387

dispatcher, 386

interpreter routines, 386-387

partitioning and, 452
properties of, 387
Virtual machines (VMs)
See also under type of
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applications, 12-13

assists, 416419

basics of, 9-13

process, 10-11, 13-17

role of, 4-6

system, 11-12, 17-22

taxonomy, 22-23

versatility of, 23-24

VMotion, 532-535

VMware Virtual Platform, 426-435
Volatile memory location, 187-188
VT-x (Vanderpool), 436-442
Wiggins/Redstone system, 209
Windows operating system, 130-132
Win32, 133, 141

World Wide Grid Forum, 540
Wrappers, 9

Write barriers, 302

Write-protect table, 338

Xen system, 422

Previous chapter
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Instructions for online access

Thank you for your purchase. Please note that your purchase of this

Elsevier eBook also includes access to an online version. Please

click here (or go to http://ebooks.elsevier.com) to request an acti-
vation code and registration instructions in order to gain access to

the web version.
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