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(7) ABSTRACT

A method and a related apparatus provide a virtual trusted
platform module (TPM). In an example embodiment, a
virtual TPM service creates a virtual TPM for use in a
processing system that contains a physical TPM. The virtual
TPM service may store a key for the virtual TPM in the
physical TPM. The virtual TPM service may then use the
virtual TPM to provide emulated physical TPM features. In
one embodiment, the virtual TPM service may use the
virtual TPM to emulate a physical TPM for a virtual
machine in the processing system. Other embodiments are
described and claimed.
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METHOD AND APPARATUS FOR PROVIDING
SECURE VIRTUALIZATION OF A TRUSTED
PLATFORM MODULE

FIELD OF THE INVENTION

[0001] The present disclosure relates generally to the field
of data processing, and more particularly to a method and
related apparatuses for providing secure virtualization of a
trusted platform module.

BACKGROUND

[0002] A conventional processing system may include
hardware resources, such as a central processing unit (CPU)
and random access memory (RAM), as well as software
resources, such as an operating system (OS) and one or more
end-user programs or applications. An application is typi-
cally developed to run on a particular OS. When a typical
conventional computer system is started, it loads the OS
before loading the end-user programs or applications. The
OS typically serves as an intermediary between software
applications and the hardware in a processing system.

[0003] In addition to RAM and one or more CPUs, a
processing system may include a trusted platform module
(TPM). ATPM is a hardware component that resides within
a processing system and provides various facilities and
services for enhancing the security of the processing system.
For example, a TPM may be used to protect data and to attest
to the configuration of a platform. The sub-components of a
TPM may include an execution engine and secure non-
volatile (NV) memory or storage. The secure NV memory is
used to store sensitive information, such as encryption keys,
and the execution engine protects the sensitive information
according to the security policies to be implemented by the
TPM.

[0004] A TPM may be implemented in accordance with
specifications such as the Trusted Computing Group (TCG)
TPM Specification Version 1.2, dated Oct. 2, 2003 (herein-
after the “TPM specification”), which includes parts such as
Design Principles, Structures of the TPM, and TPM Com-
mands. The TPM specification is published by the TCG and
is available from the Internet at www.trustedcomputing-
group.org/home.

[0005] In general, a TCG-compliant TPM provides secu-
rity services such as attesting to the identity and/or integrity
of the platform, based on characteristics of the platform. The
platform characteristics typically considered by a TPM
include hardware components of the platform, such as the
processor(s) and chipset, as well as the software residing in
the platform, such as the firmware and OS. A TPM may also
support auditing and logging of software processes, as well
as verification of platform boot integrity, file integrity, and
software licensing. It may therefore be said that a TPM
provides a root of trust for a platform. Accordingly, a third
party may implement security policies which require
requesting systems to provide TPM-based platform attesta-
tion. For instance, the third party may configure a server to
deny client requests unless those requests are accompanied
by valid, TPM-based platform attestation from the client
systems.

[0006] When a conventional processing system uses a
TPM, however, that processing system may be able to
support only one software environment at a time.
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[0007] Recently, Intel Corporation began developing tech-
nology for providing multiple independent software envi-
ronments inside a single processing system. For instance,
technology developed by Intel Corporation includes features
for partitioning and managing a processing system’s hard-
ware resources in a way that allows multiple OSs to execute
on the same machine concurrently, with each OS operating
substantially as if it were in its own independent physical
machine. In such a processing system, each OS may operate
within a substantially independent software environment.
Such independent environments may be referred to as par-
titions or virtual machines (VMs).

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Features and advantages of the present invention
will become apparent from the appended claims, the fol-
lowing detailed description of one or more example embodi-
ments, and the corresponding figures, in which:

[0009] FIG. 1 is a block diagram depicting a suitable data
processing environment in which certain aspects of an
example embodiment of the present invention may be imple-
mented;

[0010] FIG. 2 is a block diagram depicting a suitable
virtual machine architecture according to an example
embodiment of the present invention;

[0011] FIG. 3 is a flowchart illustrating a process for
providing a virtual TPM, in accordance with one embodi-
ment of the present invention; and

[0012] FIG. 4 is a flowchart illustrating a process for
utilizing a virtual TPM, in accordance with one embodiment
of the present invention.

DETAILED DESCRIPTION

[0013] A virtual TPM (VIPM) is a logical device that
provides TPM-like functionality. The present disclosure
describes one or more example embodiments of systems,
methods, and apparatuses for providing virtual TPMs.

[0014] FIG. 1 is a block diagram depicting a suitable data
processing environment 12 in which certain aspects of an
example embodiment of the present invention may be imple-
mented. Data processing environment 12 includes a pro-
cessing system 20 that includes one or more processors or
central processing units (CPUs) 22 communicatively
coupled to various other components via one or more system
buses 24 or other communication pathways or mediums.

[0015] As used herein, the terms “processing system” and
“data processing system” are intended to broadly encompass
a single machine, or a system of communicatively coupled
machines or devices operating together. Exemplary process-
ing systems include, without limitation, distributed comput-
ing systems, supercomputers, high-performance computing
systems, computing clusters, mainframe computers, mini-
computers, client-server systems, personal computers,
workstations, servers, portable computers, laptop comput-
ers, tablets, telephones, personal digital assistants (PDAs),
handheld devices, entertainment devices such as audio and/
or video devices, and other devices for processing or trans-
mitting information.

[0016] Processing system 20 may be controlled, at least in
part, by input from conventional input devices, such as
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keyboards, mice, etc., and/or by directives received from
another machine, interaction with a virtual reality (VR)
environment, biometric feedback, or other input sources or
signals. Processing system 20 may utilize one or more
connections to one or more remote data processing systems
76, 78, such as through a network controller, a modem, or
another communicative coupling. Processing systems may
be interconnected by way of a physical and/or logical
network 80, such as a local area network (LAN), a wide arca
network (WAN), an intranet, the Internet, etc. Communica-
tions involving network 80 may utilize various wired and/or
wireless short range or long range carriers and protocols,
including radio frequency (RF), satellite, microwave, Insti-
tute of Electrical and Electronics Engineers (IEEE) 802.11,
Bluetooth, optical, infrared, cable, laser, etc.

[0017] Within processing system 20, processor 22 may be
communicatively coupled to one or more volatile or non-
volatile data storage devices, such as random access memory
(RAM) 26, read-only memory (ROM), mass storage devices
such as integrated drive electronics (IDE) hard drives, and/or
other devices or media, such as floppy disks, optical storage,
tapes, flash memory, memory sticks, digital video disks,
biological storage, etc. For purposes of this disclosure, the
term “ROM” may be used in general to refer to non-volatile
memory devices such as erasable programmable ROM
(EPROM), electrically erasable programmable ROM
(EEPROM), flash ROM, flash memory, etc. Processor 22
may also be communicatively coupled to additional com-
ponents, such as video controllers, small computer system
interface (SCSI) controllers, network controllers, universal
serial bus (USB) controllers, input devices such as a key-
board and mouse, etc. Processing system 20 may also
include one or more bridges or hubs 27, such as a memory
controller hub, an input/output (I/O) controller hub, a PCI
root bridge, etc., for communicatively coupling various
system components.

[0018] Some components, such as a network controller for
example, may be implemented as adapter cards with inter-
faces, such as a PCI connector, for communicating with PCI
bus. In one embodiment, one or more devices may be
implemented as embedded controllers, using components
such as programmable or non-programmable logic devices
or arrays, application-specific integrated circuits (ASICs),
embedded computers, smart cards, and the like.

[0019] As illustrated, processing system 20 also includes
a TPM 30 communicatively coupled to processor 24. TPM
30 may also be referred to as a physical TPM or hardware
TPM (hwTPM) 30. In one embodiment, TPM 30 is imple-
mented as an embedded device, residing on a system moth-
erboard or backplane of processing system 20. TPM 30
includes several storage facilities, including volatile plat-
form configuration registers (PCRs) 32 and authorization
sessions, as well as persistent data integrity registers (DIRs)
36, authorization digests, and general use persistent storage.
Each of these facilities may have a corresponding in-
memory data structure.

[0020] The invention may be described by reference to or
in conjunction with associated data including instructions,
functions, procedures, data structures, application programs,
etc. which, when accessed by a machine, result in the
machine performing tasks or defining abstract data types or
low-level hardware contexts. The data may be stored in
volatile and/or non-volatile data storage.
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[0021] For instance, RAM 26 may include one or more
instruction sets for providing secure virtualization of a TPM.
In the example embodiment, those instructions may imple-
ment a virtual TPM service 104, which may reside partially
or completely within a virtual machine monitor (VMM) 106
(see FIG. 2). Processing system 20 may load VMM 106 into
RAM 26 at boot time to support one or more virtual
machines within processing system 20. Processing system
20 may load the instructions that implement VMM 106 from
ROM and/or from one or more local or remote mass storage
devices, for instance. If any additional instructions are used
to support secure virtualization of a TPM, those instructions
may also be loaded from ROM and/or from one or more
local or remote mass storage devices, for instance.

[0022] FIG. 2 is a block diagram depicting an example
virtual machine architecture involving VMM 106 within
processing system 20. At the lowest level are TPM 30 and
other hardware components, such as processor 24, hub 27,
etc. (identified collectively as processor and chipset 23). In
operation, processing system 20 also includes VMM 106,
implemented through execution of software or firmware
components such as a micro-kernel 100 and a service OS
102. Micro-kernel 100 may include a small nucleus of
instructions for system management tasks such as instruc-
tion scheduling. Service OS 102 may include device drivers
and environment virtualization software for creating and
maintaining virtual machines.

[0023] In the example embodiment, VMM 106 also
includes a virtual TPM service 104 for creating and main-
taining vIPMs. Virtual TPM service 104 may also provide
virtual machines with access to respective vIPMs. Although
software modules such as virtual TPM service 104 reside
within VMM 106 in the example embodiment, in alternative
embodiments those modules may reside in the firmware or
any other protected environment.

[0024] Virtual TPM services may be provided for a wide
variety of VMM architectures. In some embodiments, it is
not necessary to embed a virtual TPM service into a VMM.
Furthermore, in some embodiments, the virtual TPM service
may not be part of a VMM at all.

[0025] In the example embodiment, virtual TPM service
104 resides in protected host memory. For example, pro-
cessing system 20 may use technology such as that
described in U.S. Pat. Nos. 6,507,904; 6,633,963; and 6,678,
825 to load TPM service 104 into, and execute TPM service
104 from, an isolated area of memory that is protected by
hardware. In the example embodiment, the protected
memory ensures that the software/instructions can run with-
out interference or observation. In alternative embodiments,
other techniques may be used to provide protected memory.
For instance, an environment may include a system man-
agement mode (SMM) that provides protected memory, or a
protected execution environment could be created using a
tamper-resistant software compiler. Other components (e.g.,
VMM 106, microkernel 100, virtual TPMs 120A and 120B,
etc.) may also reside in protected memory.

[0026] In the example embodiment, VMM 106 supports
multiple virtual machines 110A and 110B, each running its
own independent guest OS, and its own independent trusted
software stack or TCG software stack (TSS) 108A, 108B. In
the example embodiment, TSSs 108A and 108B comply
with TCG standards.
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[0027] As described in greater detail below, virtual TPM
service 104 may use TPM 30 to provide distinct virtual
TPMs 120A and 120B for virtual machines 110A and 110B,
respectively.

[0028] The bold arrows in FIG. 2 represent virtualization
events (VEs). For example, the upper left arrow represents
a VE involving transfer of control from VM 110A to service
OS 102. The upper right arrow represents a VE triggered
when VM 110A attempts to access a TPM. As illustrated,
virtual TPM service 104 intercepts the VE to process the
event by reference to vIPM 120A, as indicated by the
lowest arrow. In the example embodiment, although VM
110A may be unaware of any TPM other than vIPM 120A,
virtual TPM service 104 may use hwTPM 30 to support
vTPM 120A.

[0029] In the example embodiment, each vIPM has its
own TPM structures, including an endorsement key (EK), a
storage root key (SRK), an endorsement credential (EK
credential), a user key hierarchy, platform configuration
registers (PCRs), monotonic counters, internal persistent
storage, data integrity registers (DIRs), etc. Referring again
to FIG. 1, as indicated by the legend in the lower right
corner, storage keys are illustrated as ovals with no fill,
attestation identity keys (AIKs) are illustrated as ovals filled
with horizontal lines, and signing keys are illustrated as
ovals filled with a pattern of dots. In addition, bolded ovals
represent keys that are bound to PCRs 32 of TPM 30. Lines
between keys indicate parent/child relationships among the
keys. For example, those lines indicate that SRK 50 is a
parent key for certain hardware keys within TPM 30, as well
as certain virtual keys within each vIPM. Credentials are
represented by parallelograms.

[0030] The virtual keys and other structures or objects
within a vIPM may have the same structure as hardware
TPM keys or objects, but the virtual objects within a virtual
TPM are not mere references to the standard objects within
TPM 30, such as EK 52, SRK 50, and PCRs 32. Instead, as
described in greater detail below, each virtual TPM gets its
own distinct objects, such as a virtual EK (VEK) 64, a virtual
SRK (vSRK) 66, virtual PCRs (vPCRs) 92, and virtual DIRs
(vDIRs) 94. Those virtual objects may be based on or
derived from the objects of the hardware TPM. For example,
in the example embodiment, the virtual SRKs and virtual
EKs are children of the hardware SRK or, in the case of
nested vIPMs, a virtual SRK ultimately based on the
hardware SRK. By allowing for vIPM keys to be rooted in
vSRKSs, this model allows for vIPM nesting.

[0031] Virtual TPM objects such as vEK 64, vSRK 66, and
vPCRs 92 may in turn serve as the basis for additional
virtual objects within vIPM 120A, such as virtual signing
keys (vSigs) 68, virtual AIKs (vAIKs) 70, and virtual
storage/encryption keys (vEncs) 72. In the example embodi-
ment, each vIPM provides all of the functions provided by
a hardware TPM (hwTPM), with the same application
program interfaces (APIs). For example, vIPM 120A may
include its own vDIRs 94, vPCRs 92, vAIKs 70, ctc.
Consequently, the guest OS in each VM may be completely
unaware that the corresponding vIPM is not a hwTPM. The
VMs may therefore use legacy OS code. In addition, accord-
ing to the example embodiment, a processing system with a
conventional hwTPM may be configured to provide vIPMs
without requiring any modifications to the hwTPM.
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[0032] Virtual PCRs such as vPCRs 92 do not have the
resource constraints of hwTPMs, but instead may have a
configurable number of PCRs available to them. In the
example embodiment, vVPCRs 92 are stored in the memory
space of vIPM 120A, and vIPM 120A emulates the stan-
dard PCR operations on vPCRs 92.

[0033] In the example embodiment, vIPM 120A uses
software to provide simulated, persistent, monotonic
counters. The number of counters may be substantially
unlimited. In the example embodiment, vIPM 120A at least
provides the four counters expected from hwTPMs. The
vIPM counters may not require any direct link to the
hardware TPM counters.

[0034] The virtual machine architecture may leverage the
hardware TPM to protect the virtual keys and related data.
In one embodiment, the vIPM key hierarchies and related
data are protected within a standard hwTPM. For example,
the virtual TPM keys may be stored in, and never released
from, the hardware TPM, unless the data is first encrypted by
vITPM 120A, as describe below. Consequently, if a virtual
TPM is compromised, the public portions of the associated
vTPM keys may possibly be subject to unauthorized use, but
only for the duration of the compromise. In the example
embodiment, all keys will remain inside the hardware TPM,
and the private keys therefore cannot be stolen or used once
the compromise has ended.

[0035] A processing system according to the present
invention may also provide an attestation protocol architec-
ture that allows vIPMs to provide conventional TPM attes-
tation services. Remote challengers with no awareness of
virtual TPMs may participate fully in the attestation process.
Moreover, remote challengers with vIPM awareness may be
capable, without additional protocols, of distinguishing
hwTPMs from vIPMs, and may then decide whether or not
to trust a platform hosting a vIPM.

[0036] In the example embodiment, when a virtual TPM
(vTPM) is not operational, persistent data structures for that
vITPM are stored on disk and sealed to the vIPM service’s
PCRs with the parent SRK. Thus, TPM 30 protects the
vTPM even when the vIPM is not running.

[0037] In the example embodiment, vIPM 120A is able to
transparently provide TPM functionality both from itself and
from the hwTPM under a single user authorization session.
The vITPM 120A accomplishes this objective by maintaining
separate authorization sessions with both the user and the
hwTPM. That is, the user will create an authorization session
with vIPM 120A as if vIPM were a hwTPM. The vIPM
120A may complete all the same authorization checks based
on this session that a hwTPM would do. If vIPM 120A can
provide a requested function directly, vIPM 120A may
simply update the session nonces and reply back. If vIPM
120A needs the hardware TPM to provide the service, vIPM
120A will create an authorization session or reuse an exist-
ing authorization session with the hwIPM to make the
request. Once vIPM 120A is done using the hwTPM, vIPM
120A may update the nonces on the user’s session and reply
back.

[0038] FIG. 3 is a flowchart illustrating a process for
providing a virtual TPM, in accordance with one embodi-
ment of the present invention. The process of FIG. 3 starts
after TPM 30 has been activated in processing system 20,
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such that, like a conventional TPM, TPM 30 includes an
SRK 50, an EK 52, and standard credentials such as an EK
credential 54, as illustrated in FIG. 1. At blocks 210-214,
VMM 106 performs several operations to initialize virtual
TPM service 104, in preparation for supporting virtual
TPMs. For example, at block 210, VMM 106 creates an AIK
called the certifying key (CK) 56. VMM 106 may use a
standard process for creating AIKs to create CK 56. Virtual
TPM service 104 may subsequently use CK 56 when
certifying virtual endorsements keys such as VEK 64. At
block 212, virtual TPM service 104 obtains a credential 58
for CK 56 from a third party or trusted third party (TTP),
such as a privacy certification authority (CA) 76. CK cre-
dential 58 is signed by privacy CA 76 and vouches for CK
56, indicating that CK 56 is protected by a valid TPM.

[0039] At block 214, VMM 106 creates an AIK called a
binding key (BK) 57. BK 57 may be used later to protect
vIPM data when that data is released from vIPM service
104. For instance, in the example embodiment, vIPM 120A
preserves persistent data similarly to how the hwTPM stores
persistent keys and registers. However, to protect data being
released, vIPM 120A binds the following to BK 57: key
blobs wrapped by vEK 64, key blobs wrapped by vSRK 66,
authorization data for vEK 64, authorization data for vSRK
66, vDIRs 94, and wrapped key blobs for persistent keys
which are loaded.

[0040] For vTPM 120A, the logical equivalent of bus
controllers for implementing locality is VMM 106. Thus,
vIPM 120A will operate in whatever locality VMM 106
instructs it to. VMM 106 may use any appropriate technique
to change the current locality of vIPM 120A as necessary.

[0041] Once VMM 106 has initialized virtual TPM service
104, virtual TPM service 104 may create virtual TPMs upon
demand.

[0042] In the example embodiment, once initialized, each
virtual TPM is capable of operating and supporting tradi-
tional functions such as attestation as if the virtual TPM
were a hardware TPM. To allow the virtual TPM to operate
in this manner, the virtual TPM is provided with the same
kind of credentials that a hardware TPM is expected to have.
For example, as described in greater detail below, in one
embodiment, for each new vIPM, virtual TPM service 104
creates or obtains a new VEK, a new virtual SRK (vSRK),
and credentials for the VEK. The vEK credentials indicate
that the VEK is safely stored in accordance with TPM
specifications. In addition, a platform credential and a con-
formance credential may be provided by the virtual TPM
software vendor.

[0043] In the example embodiment, blocks 216-222 rep-
resent operations for initializing a virtual TPM for a virtual
machine. For instance, in response to a request for creation
of virtual machine 110A, virtual TPM service 104 may use
TPM 30 to create a storage key called VEK 64, as indicated
at block 216. Further, virtual TPM service 104 may use TPM
30 to bind VEK 64 to the PCR values for virtual TPM service
104 and the boot environment that virtual TPM service 104
resides in. Initial authorization data for vEK 64 may also be
created and stored in VIPM 120A.

[0044] At block 218, virtual TPM service 104 uses CK 56
to certify VEK 64. For instance, virtual TPM service 104
may use the TPM_CertifyKey function of TPM 30 to certify

Jan. 26, 2006

vEK 64 and to obtain certification information, such as a
TPM_CERTIFY_INFO structure, for vVEK 64. In the
example embodiment, this certification information for vEK
64 is signed by CK 56, and contains the PCR information
vEK 64 is bound to (e.g., information for PCRs 32). This
process may guarantee that vEK 64 is stored in a hardware
TPM that is approved by privacy CA 76. In the example
embodiment, since privacy CA 76 has signed CK credential
58, the certification by CK 56 of the PCR bindings of vVEK
64 will be trusted as though privacy CA 76 has indicated that
vEK 64 is in a hwTPM that is considered good according to
TCG standards.

[0045] At block 220, virtual TPM service 104 may trans-
mit a vIPM EK credential request to a third party or TTP
called a virtualization CA 78. That credential request may
include CK credentials 58 and the certification information
for vEK 64 signed by CK 56.

[0046] Virtualization CA 78 may be a certificate authority
that is trusted by the privacy CA. Virtualization CA 78 may
be viewed, in general, as another manufacturer of TPMs. In
the example embodiment, virtualization CA 78 is vIPM
aware, and is capable of differentiating approved or “safe”
virtual TPM environments from unapproved or “unsafe”
virtual TPM environments. In one embodiment, virtualiza-
tion CA 78 is the only entity outside of processing system 20
that must be aware of the existence of TPM virtualization for
effective TPM virtualization.

[0047] After virtualization CA 78 evaluates CK creden-
tials 58 and the certification information for vEK 64, includ-
ing the PCR bindings, if the request is approved, virtualiza-
tion CA 78 will return a signed VEK credential 60 to
processing system 20. In the example embodiment, VEK
credential 60 includes a model field with data indicating that
vEK 64 is associated with a virtual TPM running in an
identifiable environment. At block 222 virtual TPM service
104 may receive the signed VEK credential 60.

[0048] The above process may thus establish the following
chain of trust: CK credential 58 is a credential signed by
privacy CA 76 to indicate that CK 56 is a legitimate AIK
within a legitimate TPM. The certification information for
vEK 64 indicates that, according to CK 56, vEK 64 is a key
bound to a particular set of PCRs and housed in the same
legitimate TPM. Since privacy CA 76 created CK creden-
tials 58, virtualization CA 78 trusts the certification infor-
mation for VEK 64 created by CK 56. If virtualization CA 78
approves of the vIPM environment the EK is bound to, it
will therefore be willing to produce an endorsement creden-
tial for vEK 64 to indicate that vEK 64 represents a valid
TPM. Further, in vEK credential 60, virtualization CA 78
may include model information to indicate that this TPM is
virtual and can be trusted at the discretion of the remote
challenger during attestation.

[0049] Blocks 224-226 represent additional operations for
initializing vIPM. In one embodiment, to perform these
operations, virtual TPM service 104 uses standard functions
to initialize vIPM 120A, as if vIPM 120A were a hwTPM.
For instance, virtual TPM service 104 may call TPM_Get-
_PUBEK to get the public portion of VEK 64, and may call
TPM_TakeOwnership to create vSRK 66, as depicted at
blocks 224 and 226, respectively. In the example embodi-
ment, virtual TPM service 104 binds vSRK to the same
PCRs as VEK 64 (i.c., PCRs 32). Virtual TPM service 104
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may provide the authorizations to vIPM 120A in a form
encrypted with the public portion of VEK 64. These autho-
rizations may then be decrypted by vIPM 120A using vEK
64. In the example embodiment, the legacy key vEK 64 is
used to decrypt the authorizations, since they are not TPM-
_BOUND_DATA.

[0050] In the example embodiment, the authorization data
for vEK 64 is changed from that stored in vIPM 120A
during creation of VEK 64 to that provided in the
TPM_TakeOwnership call.

[0051] VM 110A may then use vIPM 120A as if vIPM
120A were a hwTPM, as depicted at block 228 and as
described in greater detail below with regard to FIG. 4. As
shown at block 240, virtual TPM service 104 may then
determine whether a new VM is being created requiring a
new VIPM. If so, the process may return to block 216, with
operations performed to instantiate the new vIPM as
described above, for example, with a new vEK being created
for the new VM, etc. If a new VM is not being created,
virtual TPM service 104 may continue using TPM 30 to
provide vIPM 120A for VM 110A.

[0052] FIG. 4 is a flowchart illustrating an example
embodiment of a process to utilize a virtual TPM, such as
vIPM 120A. The illustrated process provides more detail
concerning some of the operations summarized at block 228
of FIG. 3. For instance, blocks 310-314 depict operations
for creating a vAIK for VM 110A, in which VM 110A uses
vTPM 120A as though vIPM 120A were a hwTPM. Virtual
TPM 120A may create vAIK 70 in TPM 30, and may create
the normal documents a hardware TPM would typically
create for an AIK.

[0053] For example, at block 310, VM 110A creates a
vAIK in vIPM 120A by calling TPM_Makeldentity. In
response to that call, vITPM 120A instructs TPM 30 to create
a new TCG_SIGNING_KEY key within TPM 30. That
signing key, which will serve as the new virtual attestation
identity key, is depicted in FIG. 1 as vAIK 70. Thus, from
the perspective of the hwTPM, a virtual AIK may not be of
key type “AlIK,” but may be a signing key. However, to the
world outside of the hwTPM, the virtual AIK may serve as,
and appear to be, of key type “AIK.”

[0054] TCG_IDENTITY_CONTENTS for vAIK 70 are
then created by vIPM 120A and TSS 108A. TSS 108A may
then execute TSS_CollateldentityRequest to create a
TCG_IDENTITY_REQ. This call may be made as usual,
except that the EK credential used will be vEK credential 60,
rather than an EK credential for a hwTPM.

[0055] Asdepicted at block 312, TSS 108A running within
VM 110A may then send that request, which includes
documents such as vAIK 70 and vEK credentials 60, to
privacy CA 76. Privacy CA 76 will examine the documents.
Furthermore, privacy CA 76 may be unaware of TPM
virtualization, and may trust the VEK endorsement creden-
tial 60 from virtualization CA 78 as it would any other TPM
manufacturer’s credentials. After verifying the documents,
privacy CA 76 will create a new identity credential 62 for
vAIK 70, sign that credential, and send it to processing
system 20. Accordingly, TSS 108A may receive vAIK
credential 62 from privacy CA 76, as shown at block 314.

[0056] Next, blocks 320-324 depict example operations
for handling attestation requests. At block 320, vIPM 120A
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determines whether a command received requires attestation
as to the trustworthiness of VM 110A. When such a request
is received, TSS 108A may use vIPM 120A to quote vPCRs
92, and may use VAIK 70 to sign the PCR quotation, as
shown at block 322. As indicated at block 324, when VM
110A is challenged by a remote entity, TSS 108A may
transmit vAIK credential 62 to the remote entity as if vAIK
70 were in a hwTPM.

[0057] According to one embodiment, if the challenger is
vIPM-aware, it will be able to look at the model informa-
tion, discover that the TPM used by VM 110A is a vIPM,
and decide whether or not the underlying platform should be
trusted. The model information may uniquely identify the
underlying platform configuration.

[0058] 1If the challenger trusts the underlying platform, the
challenger will know that privacy CA 76 claims the follow-
ing: the vIPM is rooted in a hardware TPM, the vIPM is
only available for use in the hardware TPM. If the challenger
does not trust the particular configuration of the vIPM, the
challenger can choose to reject the transaction. Moreover, if
the challenger is a legacy application unaware of vIPMs, the
challenger will be able to use standard TPM protocols to
conclude the attestation, simply based on a trust determina-
tion for the signature of privacy CA 76.

[0059] Inalike manner, vIPM 120A may provide all other
functionalities for a VM that a conventional hardware TPM
can provide for a monolithic system.

[0060] The disclosed embodiment or embodiments thus
allow multiple VMs to use TPM functionality without
requiring multiple dedicated hardware TPMs, without
requiring modification to the software within a VM, and
without requiring modification to remote entities that inter-
act with a subject system. According to the present disclo-
sure, a virtual TPM can measure the OS and applications in
a VM to provide attestation to remote entities. Moreover, a
virtual TPM can attest to a virtual machine’s state for a
hardware TPM challenger, even though the hardware TPM
and the challenger may utilize only the functionality
described in the current TPM specifications, such as the
TPM Version 1.2 Design Specification referenced above.
The guest OS in a virtual machine may remain unaware that
a hardware TPM is being shared, and trust relationships are
not required between the VMs within a system.

[0061] As illustrated in FIG. 1, zero or more vSigs 68,
zero or more VAIKSs 70, and zero or more vEncs 72 may be
created for each vIPM. As describe above, virtual keys such
as vSigs 68, vEncs 72, etc. can be created and stored in the
hwTPM in one embodiment. Consequently, a vIPM can
store and create its keys in such a way that a compromise of
a virtual TPM does not permanently compromise the keys
that were stored in the vIPM.

[0062] Alternatively, for increased flexibility and/or per-
formance, the virtual keys can be created and used by the
vTPM software. For example, the virtual keys may not be
stored in or directly protected by the hwTPM. Private keys
belonging to or generated by the virtual TPM may not be
operated on by the hardware TPM, in that the hardware TPM
may not use those private keys to perform cryptographic
operations. Instead, the virtual TPM may use the host
processor and cryptographic software to perform crypto-
graphic operations with its private keys. To do this, the



US 2006/0020781 Al

virtual TPM service may store its private keys in protected
host memory. However, while the private key is not in use,
the virtual TPM service may use hardware TPM features to
wrap the key to its software configuration.

[0063] These options may allow the vIPM to encrypt,
decrypt, sign, and verify objects in the vIPM software with
much higher performance than may be provided by a
hardware TPM. These options may thus be preferred for
bulk encryption or use in performance-sensitive server envi-
ronments, for instance. However, a tradeoff for added per-
formance is that virtual keys may be permanently compro-
mised if a vIPM is compromised.

[0064] Inlight of the principles and example embodiments
described and illustrated herein, it will be recognized that the
illustrated embodiments can be modified in arrangement and
detail without departing from such principles. For example,
virtual TPMs have been described in connection with virtual
machines, but alternative embodiments also include vIPMs
used in connection with other types of system subdivisions,
such as partitions within a server or group of servers that
share a hardware TPM. For instance, virtual TPMs may be
used in a four processor system that is partitioned into two
logical two-processor systems). The teachings herein could
also be used to provide a logical TPM to one or more service
coprocessors, or to one or more other types of independent
processing elements on a hardware platform.

[0065] Furthermore, alternative embodiments include
vTPM services that do not emulate a hardware TPM, but do
extend and/or amplify the capabilities of a hardware TPM
(e.g., by providing more PCRs, more storage, etc.). Alter-
native embodiments also include a virtual TPM service
running on top of a secure OS, on top of a managed run-time
environment (MRTE), in a service processor or coprocessor,
in a system management mode (SMM) of a platform, etc.

[0066] Also, the foregoing discussion has focused on
particular embodiments, but other configurations are con-
templated. In particular, even though expressions such as “in
one embodiment,”“in another embodiment,” or the like are
used herein, these phrases are meant to generally reference
embodiment possibilities, and are not intended to limit the
invention to particular embodiment configurations. As used
herein, these terms may reference the same or different
embodiments that are combinable into other embodiments.

[0067] Similarly, although example processes have been
described with regard to particular operations performed in
a particular sequence, numerous modifications could be
applied to those processes to derive numerous alternative
embodiments of the present invention. For example, alter-
native embodiments may include processes that use fewer
than all of the disclosed operations, processes that use
additional operations, processes that use the same operations
in a different sequence, and processes in which the indi-
vidual operations disclosed herein are combined, subdi-
vided, or otherwise altered.

[0068] Alternative embodiments of the invention also
include machine accessible media encoding instructions for
performing the operations of the invention. Such embodi-
ments may also be referred to as program products. Such
machine accessible media may include, without limitation,
storage media such as floppy disks, hard disks, CD-ROMs,
ROM, and RAM; as well as communications media such
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antennas, wires, optical fibers, microwaves, radio waves,
and other electromagnetic or optical carriers. Accordingly,
instructions and other data may be delivered over transmis-
sion environments or networks in the form of packets, serial
data, parallel data, propagated signals, etc., and may be used
in a distributed environment and stored locally and/or
remotely for access by single or multi-processor machines.

[0069] 1t should also be understood that the hardware and
software components depicted herein represent functional
elements that are reasonably self-contained so that each can
be designed, constructed, or updated substantially indepen-
dently of the others. In alternative embodiments, many of
the components may be implemented as hardware, software,
or combinations of hardware and software for providing the
functionality described and illustrated herein.

[0070] In view of the wide variety of useful permutations
that may be readily derived from the example embodiments
described herein, this detailed description is intended to be
illustrative only, and should not be taken as limiting the
scope of the invention. What is claimed as the invention,
therefore, is all implementations that come within the scope
and spirit of the following claims and all equivalents to such
implementations.

1. A method comprising:

creating a virtual trusted platform module (TPM) for use
in a processing system that contains a physical TPM;

storing a key for the virtual TPM in the physical TPM; and

using the virtual TPM to provide emulated physical TPM
features.
2. A method according to claim 1, further comprising:

creating virtual platform configuration registers (PCRs) in
a memory space of the virtual TPM; and

emulating at least one standard PCR operation, using the
virtual PCRs, wherein the at least one standard PCR
operation to be emulated comprises one or more opera-
tions selected from the group consisting of:

a PCR read operation to obtain data from one of the
virtual PCRs; and

a PCR extend operation to update data within one of the
virtual PCRs.

3. A method according to claim 1, wherein the operation

of using the virtual TPM to provide emulated physical TPM
features comprises:

using the virtual TPM to emulate a hardware TPM for a

virtual machine in the processing system.

4. A method according to claim 3, wherein the virtual
TPM comprises a first virtual TPM and the virtual machine
comprises a first virtual machine, the method further com-
prising:

creating a second virtual TPM in the processing system;

storing a key for the second virtual TPM in the physical
TPM; and

emulating a physical TPM for the second virtual machine,
using the second virtual TPM.
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5. A method according to claim 1, wherein the operation
of storing a key for the virtual TPM in the physical TPM
comprises storing at least one key selected from the group
consisting of:

an endorsement key (EK) for the virtual TPM; and

a storage root key (SRK) for the virtual TPM.
6. A method according to claim 1, further comprising:

generating an endorsement key (EK) for the virtual TPM,
wherein the EK is bound to an environment for the
virtual machine.

7. A method according to claim 6, further comprising:

transmitting certification information for the EK to a
certification authority; and

obtaining an endorsement credential from the certification
authority.
8. A method according to claim 6, further comprising:

transmitting certification information for the EK to a
virtualization certification authority (CA);

obtaining an endorsement credential for the virtual TPM
from the virtualization CA,;

transmitting the endorsement credential to a privacy CA;
and

receiving an identity credential from the privacy CA.

9. A method according to claim 1, wherein the operation
of using the virtual TPM to provide emulated physical TPM
features comprises:

obtaining, from a privacy certification authority (CA), an
identity credential for a virtual attestation identity key
(AIK) associated with a virtual machine; and

transmitting the identity credential to a challenger.
10. A method comprising:

generating a virtual endorsement key (EK) for a virtual
machine in a processing system, the virtual EK based
at least in part on an EK for a physical TPM in the
processing system;

storing the virtual EK in the physical TPM;

generating a virtual attestation identity key (AIK) for the
virtual machine; and

using an endorsement credential for the virtual EK to
obtain credentials for the virtual AIK.
11. A method according to claim 10, further comprising:

transmitting an endorsement credential for the EK to a
third party; and

receiving an endorsement credential for the virtual EK
from the third party.
12. A method according to claim 11, wherein the third
party comprises a virtualization certification authority (CA).
13. An apparatus comprising:

a machine accessible medium; and

instructions encoded in the machine accessible medium,
wherein the instructions, when executed by a process-
ing system with a hardware TPM, cause the processing
system to perform operations comprising:

creating a virtual trusted platform module (TPM);
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storing a key for the virtual TPM in the hardware TPM;
and

using the virtual TPM to provide emulated physical TPM
features.
14. An apparatus according to claim 13, wherein the
virtual TPM comprises a first virtual TPM, and the opera-
tions performed by the instructions further comprise:

creating second virtual TPM in the processing system;
and

storing a key for the second virtual TPM in the hardware
TPM.
15. An apparatus according to claim 13, wherein the
operation of using the virtual TPM to provide emulated
physical TPM features comprises:

obtaining, from a privacy certification authority (CA), an
identity credential for a virtual attestation identity key
(AIK); and

transmitting the identity credential to a challenger.

16. An apparatus according to claim 13, wherein the
operation of using the virtual TPM to provide emulated
physical TPM features comprises:

using the virtual TPM to emulate a hardware TPM for a
virtual machine in the processing system.
17. A processing system comprising:

a Processor;

a trusted platform module (TPM) communicatively
coupled to the processor;

an endorsement key (EK) stored in the TPM,;
a virtual machine (VM) executing on the processor;
a virtual TPM associated with the VM; and

a virtual endorsement key (EK) associated with the VM,
the virtual EK based on the EK stored in the TPM.
18. A processing system according to claim 17, further
comprising:
a virtual TPM service executing on the processor, wherein
the virtual TPM service uses the TPM to create the
virtual TPM for the VM.

19. A processing system comprising:
a Processor;

a physical trusted platform module (TPM) communica-
tively coupled to the processor;

a machine accessible medium communicatively coupled
to the processor; and

instructions to implement a virtual TPM service encoded
in the machine accessible medium, wherein the virtual
TPM service performs operations comprising:

creating a virtual trusted platform module (TPM);
storing a key for the virtual TPM in the physical TPM; and

using the virtual TPM to provide emulated physical TPM
features.
20. An apparatus according to claim 19, wherein:

the processing system comprises multiple processors in
one or more servers; and
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the operation of using the virtual TPM to provide emu-
lated physical TPM features comprises:

providing a first virtual TPM to a first partition in the
processing system; and

providing a second virtual TPM to a second partition in
the processing system.
21. An apparatus according to claim 19, wherein the
operation of using the virtual TPM to provide emulated
physical TPM features comprises:

providing a logical TPM to one or more service copro-
Cessors.
22. An apparatus comprising:

a trusted platform module (TPM);
an endorsement key (EK) stored in the TPM; and
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a virtual TPM service to generate a virtual EK for a virtual
machine (VM), the virtual EK based at least in part on
the EK.

23. An apparatus according to claim 22, wherein the
virtual EK is stored in the TPM.

24. An apparatus according to claim 22, further compris-
ing:

a virtual attestation identity key (AIK) for the virtual
machine, generated by the virtual TPM service;

credentials for the virtual EK; and

credentials for the virtual AIK.





