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(57) ABSTRACT 

A system and method for improved vertical handoff between 
different types of wireless network. Network allocation 
vector occupation and packet collision probability are used 
as quality of Service measures, enabling vertical handoffs to 
be delayed until actually beneficial to quality of Service. 
Improved wireless network cell boundary detection in ver 
tical handoff Scenarios is achieved with a Fourier-based 
technique in conjunction with an adaptively determined 
minimum operating Signal Strength threshold. Improved 
wireleSS network cell boundary detection enables Vertical 
handoffs from high quality of service networks to be delayed 
as long as possible. Together, practical wireleSS network 
quality of Service measures and improved detection of 
wireless network cell boundaries in vertical handoff sce 
narios reduce the rate of unnecessary vertical handoff result 
ing in higher overall quality of Service experienced by a 
mobile computing device roaming between wireleSS net 
work types. 
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VERTICAL ROAMING IN WIRELESS NETWORKS 
THROUGH IMPROVED QUALITY OF SERVICE 

MEASURES 

FIELD OF THE INVENTION 

0001. This invention pertains generally to wireless net 
Works, and more particularly, to a wireleSS networking 
environment that includes more than one type of wireleSS 
network. 

BACKGROUND OF THE INVENTION 

0002 Today, people use digital networks to communicate 
in many different ways. Speech, text, World Wide Web pages 
and Streaming live Video are just a few examples. The ability 
to connect to a digital network at a particular physical 
location is one thing. The ability to connect to a digital 
network while remaining mobile is quite another. Wireless 
digital networks are popular and becoming more SO. People 
value the convenience and freedom offered by a wireless 
network. 

0.003 Radio is the base technology underlying most 
wireleSS digital networks. Each wireleSS network base Sta 
tion or access point, and each mobile device capable of 
communicating with the access point, is able to both trans 
mit and receive radio signals. The radio signals are encoded 
with wireless network data. 

0004. It is in the nature of radio signals that signal 
Strength fades with increasing distance from a transmitter. 
Each wireleSS network is designed to operate in a certain 
range of Signal Strengths, So that when the Signal Strength 
drops below a certain point, the quality of Service provided 
by the wireleSS network drops dramatically. The geographi 
cal area Served by a single wireleSS network access point is 
a wireleSS network cell. A wireleSS network provides Service 
to larger geographical areas by dividing the larger area into 
cells, each with an access point. As a mobile communica 
tions device moves through the cells, it communicates with 
each cells access point in turn. 
0005 One of the traditional problems for wireless net 
work designers is deciding when a mobile device should 
handoff communications from one wireleSS network acceSS 
point-to another. The decrease in the quality of Service 
provided to a mobile device by a wireleSS network acceSS 
point is nonlinear, particularly near cell boundaries, and the 
radio environment is dynamic, So that analysis of the prob 
lem is not trivial. In practice, most horizontal handoff 
algorithms rely on a comparison of the relative signal 
Strengths from candidate access points. A horizontal handoff 
is a communications handoff that occurs between wireleSS 
network access points of the Same type within a Single type 
of wireless network. 

0006 There are many different types of wireless network, 
each designed to meet different goals. For example, wireleSS 
networks complying with Standards Such as the General 
Packet Radio Service (GPRS) and Code Division Multiple 
Access (CDMA) are designed to provide a relatively low 
level of digital communications bandwidth (e.g., 64 kbps) 
over a wide geographical area (e.g., a metropolitan area), 
whereas wireleSS networks complying with other Standards, 
Such as the Institute of Electrical and Electronics Engineers 
(IEEE) 802.11 series of standards and the European Telecom 
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Standards Institute's (ETSI) High Performance Radio Local 
Area Network (HIPERLAN) series of standards, are 
designed to provide a relatively high level of digital com 
munications bandwidth (e.g., 10 Mbps) but over a much 
Smaller geographical area (e.g., a building or campus). 
These examples illustrate one set of wireleSS network design 
tradeoffs, i.e., bandwidth verSuS cell size. Other design 
considerations include how the radio spectrum allocated to 
each network will be shared among its users as well as user 
authentication and privacy measures. 
0007 Many geographical locations are served by mul 
tiple wireless network types, for example, CDMA and IEEE 
802.11b. It is desirable-for a wireless network user to be able 
to take advantage of the best features of each network type, 
for example, to be able to take advantage of a CDMA 
wireleSS network's wide Service area and also to be able to 
take advantage of an IEEE 802.11b wireless network's high 
bandwidth where service is available. It is possible for a 
wireleSS network user to manually Switch between wireleSS 
network types but it is further desirable that vertical handoff, 
i.e., handoff between different types of wireless network, 
become as transparent to a wireleSS network user as hori 
Zontal handoff within a wireless network is today. A future 
is envisioned in which a wireleSS network user is able to 
roam Seamlessly between network types according to the 
wireleSS network user's needs, but there are Several prob 
lems that need to be solved in order for that future to be 
realized. 

0008 Wireless network standards such as CDMA and 
IEEE 802.11b, are generally incompatible and are not 
focused on Supporting vertical handoffs. Signal Strengths in 
different wireleSS networks are not directly comparable. A 
level of Signal Strength that provides a good quality of 
Service in one wireleSS network may result in a poor quality 
of Service in another. New handoff decision criteria are 
required. Some prior art (e.g., Optimization Scheme for 
Mobile Users Performing Vertical Handoffs between IEEE 
802.11 and GPRS/EDGE networks, Ylianttila et al.) dis 
cuSSes the use of quality of Service criteria, Such as band 
width, for making vertical handoff decisions but it is gen 
erally Silent on how to obtain quality of Service measures in 
practice. There is a need in the art for a practical System and 
method to implement SeamleSS Vertical handoffs between 
wireleSS network types. 
0009. The invention provides such a system and method. 
These and other advantages of the invention, as well as 
additional inventive features, will be apparent from the 
description of the invention provided herein. 

BRIEF SUMMARY OF THE INVENTION 

0010. The invention provides a system and method for 
improved vertical handoff between different types of wire 
leSS network. More particularly, the invention is directed to 
enabling the measurement of wireleSS network quality of 
Service parameters at a mobile computing device. Enabling 
the measurement of wireleSS network quality of Service 
parameters at a mobile computing device enables the mobile 
computing device to make vertical handoff decisions based 
on the measured quality of Service being provided by 
multiple candidate wireleSS networks. 
0011. In wireless networks where transmitters of data 
advertise transmission times as part of the wireleSS network 
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communications protocol, network allocation vector occu 
pation is able to be used as a wireleSS network quality of 
Service measure. Network allocation vector occupation is 
particularly useful in that it is relatively insensitive to the 
number of wireleSS network users, as well as particular 
wireleSS network traffic patterns. In addition, there is a 
reliable mapping between network allocation vector occu 
pation and particular quality of Service measures Such as 
residual bandwidth and wireleSS medium access control 
transmission delay. 
0012. In wireless networks where transmitters of data do 
not advertise transmission times as part of the wireleSS 
network communications protocol, data packet collision 
probability is able to be used as a wireleSS network quality 
of Service measure. AS with network allocation vector occu 
pation, there is a reliable mapping between data packet 
collision probability in a wireleSS network and particular 
quality of Service measures Such as residual bandwidth and 
wireleSS medium acceSS control transmission delay in the 
wireleSS network. 

0013 Measurement of wireless network quality of ser 
Vice is particularly useful when deciding to handoff from a 
lower quality of Service wireleSS network to a higher quality 
of service wireless network. When deciding to handoff from 
a higher quality of Service wireleSS network to a lower 
quality of Service wireleSS network, the ability to detect 
wireleSS network perimeter cell boundaries also becomes 
Significant. A Software architecture that incorporates both 
vertical handoff decision facilities implements a seamless 
Vertical roaming that optimizes overall wireleSS network 
quality of Service, in part by minimizing the rate of unnec 
essary vertical handoff. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.014 While the appended claims set forth the features of 
the invention with particularity, the invention and its advan 
tages are best understood from the following detailed 
description taken in conjunction with the accompanying 
drawings, of which: 
0.015 FIG. 1 is a schematic diagram illustrating an 
exemplary mobile computing device Suitable for incorpo 
rating aspects of the invention; 
0016 FIG. 2 is a schematic diagram illustrating an 
exemplary wireleSS networking environment Suitable for 
incorporating aspects of the invention; 
0017 FIG. 3 is a graph illustrating typical variables 
considered when making prior art horizontal handoff deci 
Sions, 
0.018 FIG. 4 is a graph illustrating variables that may be 
considered when making vertical handoff decisions, 
0.019 FIG. 5 is a graph illustrating a relationship 
between a measured network allocation vector occupation 
and available bandwidth in a wireleSS network in accordance 
with an embodiment of the invention; 
0020 FIG. 6 is a graph illustrating a relationship 
between a measured data packet collision probability and 
available bandwidth in a wireleSS network in accordance 
with an embodiment of the invention; 
0021 FIG. 7 is a graph illustrating a received wireless 
network Signal Strength that varies without a large change in 
the quality of Service provided by the associated wireleSS 
networking Service; 
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0022 FIG. 8A is a graph illustrating a received wireless 
network signal Strength that increases over time, 
0023 FIG. 8B is a graph illustrating, in accordance with 
an embodiment of the invention, the fundamental term of a 
Fourier transform of a received wireleSS network Signal 
Strength that increases over time, plotted in the complex 
plane; 
0024 FIG. 8C is a graph illustrating a received wireless 
network signal Strength that decreases over time; 
0025 FIG. 8D is a graph illustrating, in accordance with 
an embodiment of the invention, the fundamental term of a 
Fourier transform of a received wireleSS network Signal 
Strength that decreases over time, plotted in the complex 
plane; 

0026 FIG. 9 is a graph illustrating a received wireless 
network Signal Strength that varies without the associated 
wireleSS networking Service becoming unavailable, the 
maximum signal Strength during each time period is marked 
in accordance with an embodiment of the invention; 
0027 FIG. 10 is a schematic diagram illustrating a 
component architecture in accordance with an embodiment 
of the invention; 
0028 FIG. 11 is a state transition diagram illustrating the 
behavior of a State machine in accordance with an embodi 
ment of the invention; 
0029 FIG. 12 is a flowchart depicting steps performed 
by a Multi-Network Manager component when making a 
decision to handoff from a wireless local area network 
(WLAN) to a wireless wide area network (WWAN) in 
accordance with an embodiment of the invention; 
0030 FIG. 13 is a flowchart depicting steps performed 
by a Multi-Network Manager component when updating 
Vertical handoff decision thresholds in accordance with an 
embodiment of the invention; 
0031 FIG. 14 is a flowchart depicting steps performed 
by a Multi-Network Manager component when making a 
decision to generate a Network Alarm notification in accor 
dance with an embodiment of the invention; 
0032 FIG. 15 is a flowchart depicting steps performed 
by a Multi-Network Manager component when determining 
that a horizontal WLAN handoff is pending in accordance 
with an embodiment of the invention; and 
0033 FIG. 16 is a flowchart depicting steps performed 
by a Multi-Network Manager component when making an 
automatic WLAN to WWAN handoff decision in accordance 
with an embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0034 Prior to proceeding with a description of the vari 
ouS embodiments of the invention, a description of a mobile 
computing device and wireleSS networking environment in 
which the various embodiments of the invention may be 
practiced is first provided. Although not required, the inven 
tion will be described in the general context of computer 
executable instructions, Such as program modules, being 
executed by a computing device. Generally, programs 
include routines, objects, components, data Structures and 
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the like that perform particular tasks or implement particular 
abstract data types. The term “program' as used herein may 
connote a Single program module or multiple program 
modules acting in concert. The term "computer' or “com 
puting device' as used herein includes any device that 
electronically executes one or more programs, Such as 
personal computers (PCs), hand-held devices, multi-proces 
Sor Systems, microprocessor-based programmable consumer 
electronics, network PCs, minicomputers, tablet PCs, laptop 
computers, consumer appliances having a microprocessor or 
microcontroller and the like. The invention may also be 
employed in distributed computing environments, where 
tasks are performed by remote processing devices that are 
linked through a communications network. In a distributed 
computing environment, programs may be located in both 
local and remote memory Storage devices. 
0.035 Referring to FIG. 1, an example of a basic con 
figuration for a mobile computing device on which aspects 
of the invention described herein may be implemented is 
shown. In its most basic configuration, the mobile comput 
ing device 102 typically includes at least one processing unit 
104 and memory 106. The processing unit 104 executes 
instructions to carry out tasks in accordance with various 
embodiments of the invention. In carrying out Such tasks, 
the processing unit 104 may transmit electronic Signals to 
other parts of the mobile computing device 102 and to 
devices outside of the mobile computing device 102 to cause 
Some result. Depending on the exact configuration and type 
of the mobile computing device 102, the memory 106 may 
be volatile (such as RAM), non-volatile (such as ROM or 
flash memory) or some combination of the two. This most 
basic configuration is illustrated in FIG. 1 by dashed line 
108. 

0.036 The mobile computing device 102 may also have 
additional featureS/functionality. For example, mobile com 
puting device 102 may also include additional Storage 
(removable 110 and/or non-removable 112) including, but 
not limited to, magnetic or optical disks or tape. Computer 
Storage media includes volatile and non-volatile, removable 
and non-removable media implemented in any method or 
technology for Storage of information, including computer 
executable instructions, data Structures, program modules, 
or other data. Computer Storage media includes, but is not 
limited to, RAM, ROM, EEPROM, flash memory, CD 
ROM, digital versatile disk (DVD) or other optical storage, 
magnetic cassettes, magnetic tape, magnetic disk Storage or 
other magnetic Storage devices, or any other medium which 
can be used to Stored the desired information and which can 
be accessed by the mobile computing device 102. Any such 
computer Storage media may be part of mobile computing 
device 102. 

0037. The mobile computing device 102 preferably also 
contains communications connections 114 that allow the 
device to communicate with other devices Such as remote 
computing devices 116. A communication connection is an 
example of a communication medium. Communication 
media typically embody computer readable instructions, 
data Structures, program modules or other data in a modu 
lated data Signal Such as a carrier wave or other transport 
mechanism and includes any information delivery media. 
By way of example, and not limitation, the term “commu 
nication media' includes wireleSS media Such as acoustic, 
RF, infrared and other wireless media. The term “computer 
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readable medium' as used herein includes both computer 
Storage media and communication media. 

0038. The mobile computing device 102 may also have 
input devices 118 Such as a keyboard/keypad, mouse, pen, 
Voice input device, touch input device, etc. Output devices 
120 Such as a display 122, Speakers, a printer, etc. may also 
be included. All these devices are well known in the art and 
need not be described at length here. 
0039. In the description that follows, the invention will 
be described with reference to acts and Symbolic represen 
tations of operations that are performed by one or more 
computing devices, unless indicated otherwise. AS Such, it 
will be understood that Such acts and operations, which are 
at times referred to as being computer-executed, include the 
manipulation by the processing unit of the computing device 
of electrical Signals representing data in a structured form. 
This manipulation transforms the data or maintains it at 
locations in the memory System of the computing device, 
which reconfigures or otherwise alters the operation of the 
computing device in a manner well understood by those 
skilled in the art. The data Structures where data is main 
tained are physical locations of the memory that have 
particular properties defined by the format of the data. 
However, while the invention is being described in the 
foregoing context, it is not meant to be limiting as those of 
skill in the art will appreciate that various of the acts and 
operation described hereinafter may also be implemented in 
hardware. 

0040 A wireless networking environment suitable for 
incorporating aspects of the invention includes at least two 
different types of wireless network. At least one of the 
wireleSS networks in the wireleSS networking environment 
comprises a plurality of wireleSS network cells. Each wire 
leSS network cell has a limited geographical coverage area 
and comprises at least one wireleSS network base Station or 
access point (AP). The terms “wireless network base sta 
tion' and "wireleSS network access point are equivalent for 
the purposes of this description. Typically, a Single wireleSS 
network access point provides wireleSS network Service to 
the geographical coverage area of a wireleSS network cell. 
However, Some wireleSS networks incorporate more than 
one acceSS point for each wireleSS network cell, for example, 
one access point for each Sector of a wireleSS network cell. 
For clarity, the description will proceed with reference to the 
typical case, but a wireleSS networking environment Suitable 
for incorporating aspects of the invention is not So limited. 
0041. The extent of the geographical coverage area of a 
wireleSS network cell, i.e., the wireleSS network cell size, 
may vary within a wireleSS network type as well as between 
types of wireleSS network. Average wireleSS network cell 
Size is an example of a wireleSS network characteristic that 
differentiates types of wireleSS network, for example, a 
wireless wide area network (WWAN) typically has a larger 
average wireleSS network cell Size than a wireless local area 
network (WLAN). In what follows, a wireless wide area 
network and a wireleSS local area network are utilized as 
illustrative examples of different wireleSS network types, 
however, wireleSS network cell size need not be a distin 
guishing feature of the different wireleSS network types that 
comprise a wireleSS networking environment Suitable for 
incorporating aspects of the invention. A key distinguishing 
feature of a network type is its quality of Service (QoS) 
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attributes, for example, bandwidth, data packet delay Statis 
tics (in wireless networks where digital data is broken up 
into data packets), Security (including privacy and anti-fraud 
measures), cost efficiency and the like. 
0042. In an embodiment of the invention, the mobile 
computing device 102 moves through the wireleSS network 
ing environment. Alternatively, the wireleSS networking 
environment may change and the mobile computing device 
102 remain Stationary. These alternates are equivalent for the 
purposes of this description. AS the mobile computing 
device 102 moves through the wireless networking environ 
ment it may enter and leave the wireleSS network cells of a 
Single wireleSS network type as well as the wireleSS network 
cells of multiple wireleSS network types. Transitions 
between wireleSS network cells of the same type are carried 
out utilizing prior art horizontal handoff techniques. In an 
embodiment of the invention, transitions between wireless 
network cells of different types are carried out utilizing a 
vertical handoff method. 

0043. As an illustrative example, FIG.2 shows a wireless 
networking environment Suitable for incorporating aspects 
of the invention. The wireleSS networking environment has 
two types of wireleSS network. A large wireleSS network cell 
202 is a part of a first type of wireless network, a wireless 
wide area network. Five Smaller wireless network cells 204, 
206, 208, 210, 212 are part of a second type of wireless 
network, a wireleSS local area network. In this example, the 
wireless local area network provides a higher quality of 
Service than the wireless wide area network. 

0044) The mobile computing device 102 (not shown in 
FIG. 2) takes a geographical path 214 through the wireless 
networking environment 200. The path 214 begins inside the 
coverage area of wireleSS network cell 202. At the beginning 
of the path, the mobile computing device 102 is provided 
wireless network service by wireless network cell 202, that 
is, by the wireless wide area network. The next wireless 
network cell that the mobile computing device 102 encoun 
ters as it moves along path 214 is wireless network cell 204, 
a wireleSS local area network cell. Once the path 214 enters 
wireless network cell 204, the mobile computing device 102 
has a choice of wireleSS network types, i.e., the wireleSS 
wide area network (via the wireless network cell 202) and 
the wireless local area network (via the wireless network cell 
204). 
0.045. In accordance with an aspect of the invention, 
when a choice is available, the mobile computing device 102 
is configured to automatically choose the wireleSS network 
type that provides the highest quality of Service. AS the 
mobile computing device 102 enters wireless network cell 
204, it initiates a vertical handoff from the wireless wide area 
network to the wireleSS local area network. A vertical 
handoff from the WWAN cell 202 to the WLAN cell 204 
OCCS. 

0046. As the path 214 reaches the right edge of the first 
WLAN cell 204, a second wireless local area network cell 
206 is encountered. As the path enters the second WLAN 
cell 206 and leaves the first WLAN cell 204, a prior art 
horizontal handoff from the first WLAN cell 204 to the 
second WLAN cell 206 occurs as part of the normal opera 
tion of the wireless local area network. Another WLAN cell 
beyond the edge of the second WLAN cell 206 isn’t imme 
diately available, so that when the path 214 moves beyond 
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the edge of the second WLAN cell 206, the wireless local 
area network is temporarily unable to provide wireleSS 
network service to the mobile computing device 102. 
0047. In this example, the mobile computing device 102 
is configured to maintain wireleSS network connectivity 
where possible. When the mobile computing device 102 
moves beyond the edge of the second WLAN cell 206, it 
initiates a second vertical handoff from the wireless local 
area network back to the wireless wide area network. A 
vertical handoff from the WLAN cell 206 to the WWAN cell 
202 occurs. 

0048 Similarly, as the mobile device continues further 
along the path 214, a vertical handoff from the WWAN cell 
202 to the WLAN cell 208 occurs and then prior art 
horizontal handoffs from the WLAN cell 208 to the WLAN 
cell 210 and from the WLAN cell 210 to the WLAN cell 
212. A final vertical handoff occurs as the path exits the 
WLAN cell 212. A vertical handoff from the WLAN cell 212 
back to the WWAN cell 202 occurs. If the mobile computing 
device 102 continues to move in the direction indicated, it 
will exit the WWAN cell 202. If there is another WWAN cell 
(not shown) adjacent to the WWAN cell 202, a prior art 
horizontal handoff will occur in the wireless wide area 
network from the WWAN cell 202 to the neighboring 
WWAN cell. 

0049 Seamless and automatic horizontal handoff 
between cells within a wireleSS network type makes the 
existence of wireleSS network cells transparent to a wireleSS 
network user. It is a desirable feature and well researched in 
the prior art. Seamless and automatic vertical handoff 
between different types of wireless network is likewise 
desirable but the systems and methods of horizontal handoff 
are not applicable. For example, in horizontal handoff 
between cells of the Same wireleSS network type, a com 
parison of the relative Signal Strengths received at a mobile 
computing device from two candidate wireleSS network cell 
access points is commonly part of the process of making 
handoff decisions, i.e., if one candidate access point is 
causing a significantly higher received Signal Strength at the 
mobile computing device 102, then a horizontal handoff is 
initiated to that access point. For the purposes of this 
description, a handoff to a wireleSS network cell and a 
handoff to a wireleSS network access point that provides 
Service to a wireleSS network cell are equivalent. 

0050. One of the reasons that signal strength received at 
a mobile computing device from wireleSS network access 
points “received signal strength') is a useful comparison for 
making horizontal handoffs within a wireleSS network type 
is because the wireleSS network acceSS points conform to a 
Single wireleSS networking Standard. However, in a vertical 
handoff between wireless network types, there are, by defi 
nition, a plurality of wireleSS networking Standards. In a 
vertical handoff between wireless network types, there is 
typically no guarantee that received signal Strength from 
different wireleSS network types is a useful comparison for 
making handoff decisions. A Suitable level of received signal 
Strength in one wireleSS network type may be unsuitable in 
another wireleSS network type. In an embodiment of the 
invention, criteria corresponding to quality of Service pro 
Vided by a wireleSS network are considered when making 
vertical handoff decisions. FIGS. 3 and 4 help illustrate 
Some of the differences between the two problems. 
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0051 FIG. 3 shows a graph of signal strength received at 
the mobile computing device 102 from two wireless network 
access points 302,304 within a wireless network type as the 
mobile computing device 102 moves through a geographical 
distance. At the left hand Side of the graph, the Signal 
strength received at the mobile computing device 102 from 
the first wireless network access point 302 is strong (i.e., 
relatively high) and the Signal strength received at the 
mobile computing device 102 from the second wireless 
network access point 304 is weak (i.e., relatively low). At the 
right hand Side of the graph, the received signal Strength 
from the Second wireleSS network access point 304 is Strong 
and the received signal Strength from the first wireleSS 
network access point 302 is weak. 

0.052 In the center of the graph shown in FIG. 3, there is 
a point where the Signal Strength received at the mobile 
computing device 102 from both wireless network access 
points is equal. This point commonly marks a threshold 306 
in the horizontal handover decision making proceSS. To the 
left of the threshold 306, it is theoretically more desirable for 
wireless network access point 302 to provide wireless net 
work service to the mobile computing device 102. To the 
right of the threshold 306, it is theoretically more desirable 
for wireless network access point 304 to provide wireless 
network service to the mobile computing device 102. Sev 
eral practical considerations contribute to the decision to 
initiate a horizontal handover but these are well known in the 
art and need not be detailed here. FIG. 3 is included here to 
provide contrast for FIG. 4. 
0053 FIG. 4 shows the quality of wireless network 
service provided to the mobile computing device 102 by two 
different types of wireless network 402, 404 as the mobile 
computing device 102 moves through a geographical dis 
tance. The wireleSS network 4.02 may represent, for example, 
a wireless wide area network, and the wireless network 4.04 
may similarly represent a wireleSS local area network. At the 
left hand Side of the graph, the quality of Service provided 
to the mobile computing device 102 by the first type of 
wireless network 402 is relatively high and the quality of 
service provided to the mobile computing device 102 by the 
second type of wireless network 404 is relatively low. The 
Same is true in a different geographic location at the right 
hand Side of the graph. In the center portion of the graph, the 
quality of Service provided by the Second type of wireleSS 
network 404 increases dramatically So that the Second type 
of wireless network 404 provides a higher quality of service 
than the first type of wireless network 402. 

0.054 There are two points in the graph shown in FIG. 4 
where both wireless network types are able to provide an 
equal quality of Service to the mobile computing device 102. 
Ideally, these two points mark Vertical handoff decision 
thresholds 406, 408. To the left of the left hand threshold 406 
and to the right of the right hand threshold 408, it is desirable 
that the first type of wireless network 402 provide wireless 
network service to the mobile computing device 102. 
Between these two thresholds 406, 408, it is desirable that 
the second type of wireless network 404 provide wireless 
network service to the mobile computing device 102. 

0055. In an embodiment of the invention, there are at 
least two types of automatic vertical handoff decision, 
including: automatically deciding when to enter a potentially 
higher quality of service wireless network (e.g., WLAN) 
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from a lower quality of Service wireless network (e.g., 
WWAN), and automatically.deciding when to exit a poten 
tially higher quality of Service network to a lower quality of 
Service network. In the first case of entering a potentially 
higher quality of Service wireleSS network, a primary goal of 
the handoff is to actually achieve a higher quality of Service, 
for example, that the wireless network bandwidth available 
to the mobile computing device 102 is actually higher after 
the vertical handoff than before. In an embodiment of the 
invention, achieving this first case goal comprises enabling 
the mobile computing device 102 to measure wireless 
medium access control (MAC) layer quality of Service 
attributes, Such as residual communications bandwidth in 
the wireleSS medium and wireleSS medium acceSS control 
transmission delay. 
0056. In the second case of leaving a potentially higher 
quality of Service wireleSS network, there are at least two 
competing goals: to handoff before the higher quality of 
Service wireleSS network is no longer able to provide Service, 
but also to remain in the potentially higher quality of Service 
wireless network while that wireless network is actually able 
to provide a higher quality of Service. AS opposed to a 
gradual decrease in quality of Service, a modern digital 
wireleSS network is typically able to maintain a relatively 
high quality of Service throughout a wireleSS network cell 
coverage area until close to the cell boundary where the 
quality of Service drops precipitously. In an embodiment of 
the invention, achieving these Second case goals comprises 
enabling the mobile computing device 102 to detect an 
approaching wireleSS network cell boundary from the 
dynamic history of the Signal Strength received from the 
wireleSS network acceSS point currently providing Service to 
the mobile computing device 102, that is, without the benefit 
of Simultaneous reference to the received signal Strength of 
a candidate wireleSS network cell for direct comparison. 
0057. An unnecessary vertical handoff is an automatic 
Vertical handoff that does not result in an increased quality 
of wireless network service provided to the mobile comput 
ing device 102, for example, because entering a potentially 
higher quality of Service wireleSS network does not yield the 
expected gain in quality of Service, or for example, because 
a higher quality of Service wireleSS network is exited pre 
maturely and the decision is made quickly to return to the 
higher quality of Service wireleSS network. Each vertical 
handoff generally has Some communications protocol over 
head So that, in an embodiment of the invention, a high rate 
of unnecessary vertical handoff has a negative impact on the 
overall quality of wireless network service provided to the 
mobile computing device 102. It is important then, that the 
two types of vertical handoff decision described above, that 
is, deciding when to enter a potentially higher quality of 
Service wireleSS network, and deciding when to exit a 
potentially higher quality of Service network, in addition to 
achieving their individual goals, work in tandem to reduce 
the rate of unnecessary vertical handoff. 
0058. It is common for a wireless network cell to provide 
wireleSS network Service to more than one mobile comput 
ing device Simultaneously. Typically, a particular type of 
wireleSS network is allocated Some portion of the available 
wireleSS Spectrum and has Some Scheme for Sharing the 
allocated Spectrum among its users. A common Scheme is to 
divide the allocated Spectrum into one or more communi 
cation channels, a basic characteristic of which is that only 
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one Sender and one receiver can use a particular communi 
cation channel to communicate during a particular period of 
time. 

0059 For the purposes of this description, it is sufficient 
to distinguish between two types of channel allocation 
Scheme: dedicated and shared. Some types of wireleSS 
network dedicate one or more channels to each mobile 
computing device in a wireleSS network cell, e.g., a wireleSS 
network conforming to the GPRS standard. Disadvantages 
of this Scheme include that each channel typically has a 
relatively low communications bandwidth and that it is 
generally cost inefficient. Advantages of this Scheme include 
that its quality of Service characteristics, Such as bandwidth 
and transmission delay, are generally predictable in advance 
and relatively constant during use. 

0060. Other types of wireless network share the band 
width of each communications channel among multiple 
mobile computing devices, e.g., a wireleSS network con 
forming to the IEEE 802.11b standard. Advantages of this 
Scheme include that each channel typically has a relatively 
high communications bandwidth and that it is generally cost 
efficient. Disadvantages of this Scheme include that its 
quality of Service characteristics, Such as available band 
width and transmission delay, are not generally predictable 
in advance and typically vary during a communications 
Session, particularly if the number of mobile computing 
devices attempting to share the communications channel 
varies. In addition, Some further Scheme is desirable in order 
to avoid transmission collisions in a shared channel, i.e., two 
mobile computing devices transmitting over the same chan 
nel at the same time. A transmission collision typically 
results in none of the Senders involved being able to Suc 
cessfully transmit data. 

0061 A common collision avoidance scheme is to pro 
vide, as part of the wireless medium access control (MAC) 
layer of the wireleSS network communications protocol, that 
a Sender first advertise on a communications channel how 
long a transmission will take. Other Senders that share the 
communications channel then avoid transmitting during this 
time. For example, the network allocation vector (NAV) 
transmitted as part of a request to Send (RTS) protocol 
message is the advertised transmission time in a wireleSS 
network conforming to the IEEE 802.11b standard. 

0.062. In an embodiment of the invention, the ratio of a 
cumulative advertised transmission time during an observa 
tion period to a total observation time Serves as a wireleSS 
network quality of Service measure in a wireleSS network 
that shares communication channels and utilizes advertised 
transmission time as part of a collision avoidance Scheme. 
For example, in a wireless network conforming to the IEEE 
802.11b Standard, a mobile computing device in accordance 
with an embodiment of the invention monitors the network 
allocation vector (NAV) maintained by its network interface 
for a period of time (e.g., 2 Seconds). A network allocation 
vector occupation (NAVO) is calculated as the ratio of the 
amount of time for which the network allocation vector 
indicates that the wireleSS network is busy during the 
monitoring period to the total amount of time during the 
monitoring period. The term "network allocation vector 
occupation' is used as shorthand for "ratio of cumulative 
advertised transmission time during an observation period to 
the total observation time.” 
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0063. In an embodiment of the invention, the calculated 
network allocation vector occupation Serves directly as a 
measure of the quality of Service provided by a wireleSS 
network. One of the reasons that network allocation vector 
occupation is a useful measure of the quality of Service 
provided by a wireless network is that it is relatively 
insensitive to the number of wireleSS network users and to 
data traffic patterns (e.g., steady versus "bursty’). In a 
preferred embodiment of the invention, network allocation 
vector occupation is further mapped to more traditional 
quality of Service measures Such as residual communications 
bandwidth in the wireless medium and wireless medium 
acceSS control transmission delay. There follows examples 
of mapping network allocation vector occupation to a par 
ticular wireleSS network quality of Service measure, i.e., 
residual bandwidth in the wireless network. As will be 
apparent to those of skill in the art, Such mapping techniques 
are applicable to other wireleSS network quality of Service 
CSUCS. 

0064 FIG. 5 is a graph illustrating a relationship 
between measured network allocation vector occupation and 
estimated residual bandwidth in a wireless network. The 
horizontal axis of the graph is measured network allocation 
vector occupation. The vertical axis of the graph is estimated 
residual bandwidth. A low network allocation vector occu 
pation corresponds to a high estimated residual bandwidth. 
A high network allocation vector occupation corresponds to 
a low estimated residual bandwidth. There is a high network 
allocation vector occupation value NAVOwo (e.g., 65%) 
that corresponds to an estimated residual bandwidth value of 
ZCO. 

0065. In an embodiment of the invention, estimated 
residual bandwidth in a wireleSS network is calculated as a 
linear function of network allocation vector occupation, for 
example, BW =BW-f* NAVO; where BW is estimated 
residual bandwidth in a wireless network, BW is a 
maximum estimated residual bandwidth (e.g., 3.3 Mbps at 
0% network allocation vector occupation), f is a network 
allocation vector occupation to estimated residual band 
width mapping factor (e.g., 5, corresponding to a 0.5 Mbps 
drop for a 10% increase in network allocation vector occu 
pation), and NAVO is the measured network allocation 
vector occupation. The example values given are valid for a 
particular average data packet Size and wireleSS network 
type, e.g., 1000 byte packet size in a wireleSS network 
conforming with the IEEE 802.11b wireless network stan 
dard that has the Request to Send (RTS) aspect of the IEEE 
802.11b protocol enabled. 

0066. In an alternative embodiment of the invention, the 
mapping from network allocation vector occupation to esti 
mated residual bandwidth is accomplished with a look-up 
table. The table below provides an example of part of Such 
a look-up table. In the look-up table shown below, the top 
row lists values of network allocation vector occupation, the 
leftmost column lists values of average data packet trans 
mission size and the body of the table sets out the corre 
sponding estimated residual bandwidth values. For example, 
for an average data packet transmission size of 1000 bytes 
and a measured network allocation vector occupation of 
50%, the estimated residual thin the wireless network is 0.8 
Mbps. 
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20% 30% 40% 50% 60% >65% 

250 0.86 Mbps 0.66 Mbps 0.50 Mbps 0.30 Mbps 0.10 Mbps 0.00 
Bytes Mbps 
500 1.55 Mbps 1.10 Mbps 0.80 Mbps 0.50 Mbps 0.15 Mbps 0.00 

Bytes Mbps 
750 1.90 Mbps 1.45 Mbps 1.05 Mbps 0.65 Mbps 0.20 Mbps 0.00 

Bytes Mbps 
1000 2.30 Mbps 1.80 Mbps 1.30 Mbps 0.80 Mbps 0.30 Mbps 0.00 
Bytes Mbps 

0067. The values of such a look-up table and/or the 
parameters of the linear mapping function may be obtained 
for a particular wireleSS network type by generating known 
levels of residual bandwidth in a Suitable test wireless 
network or wireleSS network Simulator and then recording 
the observed/simulated network allocation vector occupa 
tion at each level. Such techniques are well known in the art 
and need not be covered here in detail. 

0068. In wireless networks where the network allocation 
vector occupation cannot be calculated, e.g., a network 
allocation vector is not available, an alternative quality of 
Service measure is needed. A common aspect of a commu 
nications protocol in a wireleSS network that transmits data 
in packets, is an acknowledgement provision. The acknowl 
edgement provision provides that a receiver of data packets 
is capable of Sending an acknowledgment of each data 
packet received. When exploiting the acknowledgement 
provision, it is assumed by a Sender that an unacknowledged 
packet was lost (i.e., was not received at its intended 
destination) and should be re-transmitted. Transmission col 
lision is a common cause of packet loSS in a wireleSS 
network without collision avoidance mechanisms. Such as 
advertised transmission time. 

0069. In an embodiment of the invention, data packet 
collision probability (PCP) also serves as a wireless network 
quality of Service measure. In an embodiment of the inven 
tion, data packet collision probability is calculated as fol 
lows. The mobile computing device 102 transmits probing 
data packets of a known size (e.g., 1000 bytes) at a known 
rate (e.g., 100 per Second) for a known period of time (e.g., 
1 Second). The data packet collision probability is calculated 
as the ratio of the number of unacknowledged probing data 
packets to the total number of transmitted probing data 
packets. 

0070 For example, if the mobile computing device 102 
transmits the probing data packets to an wireleSS network 
access point in compliance with the IEEE 802.11b standard, 
utilizing a network interface in compliance with a wireleSS 
Network Device Interface Standard (NDIS), then the data 
packet collision probability may be calculated as the ratio of 
the Acknowledgement Failure Count NDIS statistic (i.e., a 
Statistic representing the number of unacknowledged prob 
ing data packets) to the Sum of the Acknowledgement 
Failure Count and Transmitted Fragment Count NDIS sta 
tistics (i.e., the Sum of the statistics representing the unac 
knowledged and acknowledged probing data packets). This 
example also shows that data packet collision probability 
may serve as a wireleSS network quality of Service measure 
even in wireleSS networks that do provide for Senders to 
advertise transmission time. 
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0071 FIG. 6 is a graph illustrating a relationship 
between data packet collision probability and estimated 
residual bandwidth in a wireless network. The horizontal 
axis of the graph is measured data packet collision prob 
ability. The vertical axis of the graph is estimated residual 
bandwidth. A low data packet collision probability corre 
sponds to a high estimated residual bandwidth. A high data 
packet collision probability corresponds to a low estimated 
residual bandwidth. There is a high data packet collision 
probability PCPBwo (e.g., 30%) that corresponds to an 
estimated residual bandwidth of Zero. Similar graphs may be 
constructed mapping data packet collision probability to 
other quality of Service measures. 
0072. As with network allocation vector occupation, in 
an embodiment of the invention, data packet collision prob 
ability is further mapped to more traditional quality of 
Service measures using a mapping relationship Such as the 
example shown in FIG. 6. Linear mapping functions are leSS 
Suitable for data packet collision probability but not unus 
able because the Section of the mapping curve that is 
typically of interest for making vertical handoff decisions is 
the low bandwidth section, which is near-linear. Those of 
skill in the art will appreciate that non-linear mapping 
functions, Such as exponential mapping functions, may be 
utilized in this role. In an embodiment of the invention, the 
mapping from data packet collision probability to, for 
example, estimated residual bandwidth, is accomplished 
with a look-up table. The look-up table is populated in a 
manner Similar to that for network allocation vector occu 
pation. 
0073. In an embodiment of the invention, wireless net 
work quality of Service measures are useful to the mobile 
computing device 102 for automatically deciding when to 
enter a high quality of Service wireleSS network. Once within 
a high quality of Service wireleSS network, in an embodiment 
of the invention, the ability for the mobile computing device 
102 to reliably detect an approaching wireleSS network cell 
boundary becomes more important. 
0074 Prior art systems have used simple thresholds to 
detect wireless network cell boundaries. If the received 
Signal Strength at the mobile computing device 102 always 
varied smoothly, simple thresholds would work well, but in 
practice and particularly near wireleSS network cell bound 
aries, received signal Strength at the mobile computing 
device 102 may vary rapidly and significantly (e.g., through 
out a 10 dB range) So that simple thresholds are often tripped 
prematurely by, for example, Sharp downward Spikes in 
received signal Strength. If the mobile computing device 102 
is within a high quality of service network (e.g., WLAN) and 
a crossing of the Simple threshold triggers a vertical handoff, 
then the mobile computing device 102 will prematurely lose 
the benefit of the high quality of service wireless network. 
If a vertical handoff decision algorithm is Such that a vertical 
handoff back to the high quality of service wireless network 
is triggered by, for example, the received signal Strength 
rising back above the Simple threshold, then a high rate of 
unnecessary vertical handoff may result. Rather than 
improving the Overall quality of Service experienced by a 
wireleSS network user, overhead associated with a high rate 
of vertical handoff may result in overall quality of service 
degradation. 
0075 FIG. 7 illustrates received signal strength at the 
mobile computing device 102 varying rapidly and Signifi 
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cantly over time. In the shown example, the mobile com 
puting device 102 is moving within a high quality of Service 
wireless network. The quality of service provided by the 
wireless network is relatively stable (despite the varying 
received signal strength) and from the point of view of the 
wireleSS network user, Vertical handoffs are undesirable 
during the time period shown. The received signal Strength 
crosses a simple threshold S multiple times. In a prior art 
System that uses a Simple threshold to trigger vertical 
handoffs, a vertical handoff will be triggered early in the 
time period shown. Once the received signal Strength rises 
back above the Simple threshold Sad, the prior art System 
may decide to initiate a vertical handoff back to the high 
quality of Service wireleSS network. In that case, many 
Vertical handoffs will be triggered during the time period by 
the Simple threshold S, where none (or at best, few) were 
desirable. 

0.076. In an embodiment of the invention, wireless net 
work cell boundary detection is enhanced by determining 
that a rapidly and Significantly varying received signal 
Strength is in fact decreasing (i.e., that a wireless network 
cell boundary is approaching) by utilizing a Fourier trans 
form based method as follows. The recent received signal 
Strength history (e.g., the past 4 Sec) undergoes a Discrete 
Fourier Transform, for example, a Fast Fourier Transform 
(FFT). The Fourier transform and its variants are well 
known in the art and need not be detailed here. The funda 
mental term of the transform is a complex number with real 
and imaginary parts (i.e., a number of the form a +ib; where 
a is the real part, b is the imaginary part and i is the Square 
root of -1). For clarity, the equation for the imaginary part 
of the fundamental term is given here: 

0.077 where X denotes the fundamental term of the 
Discrete Fourier Transform, Im{X} denotes the imaginary 
part of X, X(n) is the received signal strength history, and 
N is the number of discrete samples in the history. In an 
embodiment of the invention, if the imaginary part of the 
fundament term is negative and less than a Fourier domain 
threshold (e.g., -0.6), then the received signal strength is 
determined to be decreasing. 
0078 FIG. 8A shows a received signal strength that is 
increasing over time. For example, this may occur when the 
mobile computing device 102 within a wireless network cell 
moves away from the wireleSS network cell boundary and 
toward the center of the wireless network cell. FIG. 8B 
shows the fundamental term X of a Fourier transform of a 
received signal Strength that is increasing over time, Such as 
that shown in FIG. 8A, plotted in the complex plane. The 
horizontal axis is the magnitude of the real part of a complex 
number. The vertical axis is the magnitude of the imaginary 
part of the complex number. In this illustrative example, the 
fundamental term X is located in the quadrant of the 
complex plane where both the real part of the fundamental 
term ReX} and the imaginary part of the fundamental term 
Im{X} are positive. 
007.9 FIG. 8C shows a received signal strength that is 
decreasing over time. For example, this may occur when the 
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mobile computing device 102 within a wireless network cell 
moves towards a the wireless network cell boundary. FIG. 
8D shows the fundamental term X of a Fourier transform of 
a received signal Strength that is decreasing over time, Such 
as that shown in FIG. 8C, plotted in the complex plane. 
Once again, the horizontal axis is the magnitude of the real 
part of a complex number and the vertical axis is the 
magnitude of the imaginary part of the complex number. In 
this illustrative example, the fundamental term X is located 
in the quadrant of the complex plane where the real part of 
the fundamental term ReX} is positive, but the imaginary 
part of the fundamental term Im{X} is negative. If the 
imaginary part of the fundamental term Im{X} is less than 
a Fourier domain threshold (not shown) then, in an embodi 
ment of the invention, the mobile computing device 102 
determines that the received signal Strength is decreasing. 
0080. In an embodiment of the invention, the Fourier 
transform based method is utilized by the mobile computing 
device 102 to determine that the signal strength received 
from a wireleSS network access point is decreasing and So 
potentially heading towards the minimum Signal Strength at 
which the wireleSS network access point is able to provide 
service to the mobile computing device 102 (“minimum 
operating signal strength'), i.e., the wireless network cell 
boundary. Each wireleSS networking Standard typically 
Specifies a nominal minimum operating Signal Strength, 
above which a wireless network interface must be able to 
provide wireless network service in order to comply with the 
Standard. However, modern network interface hardware is 
typically able to continue to provide wireleSS network Ser 
Vice at Significantly lower Signal strength levels (e.g., more 
than 10 dB lower) than is specified in the wireless network 
ing Standard. 
0081. In an embodiment of the invention, a goal in 
deciding when to initiate a vertical handoff from a high 
quality of Service wireleSS network is to initiate a vertical 
handoff before the high quality of service wireless network 
is no longer able to provide Service, but to stay in the high 
quality of Service wireleSS network as long as possible 
otherwise. If the nominal minimum operating Signal Strength 
Specified by a wireleSS network Standard is utilized as the 
received Signal Strength threshold before which a vertical 
handoff should be initiated, the vertical handoff may be 
premature, depriving the mobile computing device 102 of 
the benefit of the high quality of service wireless network 
even though it was still able to provide Service. 
0082 In an embodiment of the invention, actual mini 
mum operating Signal Strength for a particular network 
interface is determined adaptively as follows. The Signal 
strength received at the network interface of the mobile 
computing device 102 is periodically Sampled. If the wire 
leSS network is able to provide Service. for Some period of 
time (e.g., 1 Second), for example, as indicated by main 
taining a valid basic service set identifier (BSSID) in an 
802.11b wireless network, then the maximum received sig 
nal Strength during the period is compared to the current 
minimum operating Signal Strength configured for the net 
work interface. If the maximum received signal Strength 
during the period is less than the current minimum operating 
Signal Strength configured for the network interface, then the 
minimum operating Signal Strength for the network interface 
is Set to the maximum received signal Strength during the 
period. 
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0.083 FIG. 9 illustrates a signal strength received at a 
particular network interface of the mobile computing device 
102. The wireless network is able to provide service to the 
network interface throughout the time period illustrated in 
FIG. 9. During a first sampling period T, the maximum 
received signal strength RSS is less than the configured 
minimum operating Signal Strength for the network interface 
(not shown). The minimum operating signal strength for the 
network interface is changed (i.e., reduced) to the maximum 
received signal Strength RSS after the first Sampling period 
T. During a second Sampling period T, the maximum 
received signal Strength RSS is again less than the config 
ured minimum operating Signal Strength for the network 
interface. Again the minimum operating Signal Strength for 
the network interface is set to the lower value RSS. The 
same is true for the next two Sampling periods T, T. The 
minimum operating Signal Strength for the network interface 
is Set to the maximum received signal Strengths during those 
periods: RSS and RSS respectively. 
0084) Still referring to FIG. 9, the maximum received 
Signal Strength RSS during Sampling period Ts is higher 
than the configured minimum operating Signal Strength for 
the network interface (i.e., RSS at that time), and So the 
minimum operating Signal Strength is not lowered after 
Sampling period Ts. During Sampling period T, the maxi 
mum received signal Strength RSS is once again lower than 
the configured minimum operating Signal Strength and So 
once again, the minimum operating Signal Strength is low 
ered to the maximum received signal strength RSS during 
the Sampling period T. Although this example shows the 
configured minimum operating Signal Strength for a network 
interface being lowered multiple times in Succession, in an 
embodiment of the invention, this typically only occurs 
during an initial adaptation phase, for example, following 
first use of a particular network interface or after a reset of 
the configured minimum operating Signal Strength to the 
conservative default of the wireless network Standard. After 
the initial adaptation phase, the situation as described for the 
fifth Sampling period is more common and the configured 
minimum operating Signal Strength for a network interface is 
not often further lowered, that is, a floor is quickly reached 
(e.g., within 30 Seconds). 
0085. In an embodiment of the invention, utilizing an 
adaptively configured minimum operating Signal Strength 
threshold as a simple vertical handoff decision threshold 
may alone significantly reduce the unnecessary vertical 
handoff rate. In combination with the Fourier transform 
based method for reliably detecting a decreasing received 
Signal Strength, an order of magnitude reduction in the 
unnecessary vertical handoff rate compared to the prior art 
Simple threshold method of triggering vertical handoffs is 
not uncommon. 

0.086 FIG. 10 depicts an example mobile computing 
device Software component architecture Suitable for incor 
porating aspects of the invention. The example architecture 
includes a first wireless network interface 1002 and a second 
wireless network interface 1004, however architectures Suit 
able for incorporating aspects of the invention may include 
more than two wireleSS network interfaces. In an embodi 
ment of the invention, each wireless network interface 1002, 
1004 is associated with separate wireless network interface 
hardware, for example, a WLAN PC card and a separate 
WWAN PC card. In an alternative embodiment, each wire 
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less network interface 1002, 1004 is associated with a single 
piece of wireleSS network interface hardware, for example, 
multi-mode WLAN/WWAN hardware integrated into the 
mobile computing device 102. Each wireless network inter 
face 1002, 1004 provides access to the specific features of 
the associated wireleSS network interface hardware. 

0087. Each wireless network interface 1002, 1004 is 
accessed by a Multi-Network Manager (MNM) component 
1006 via a common network device interface 1008, for 
example, a common network device interface in compliance 
with the well known wireless Network Device Interface 
Standard (NDIS). The network device interface 1008 hides 
(i.e., encapsulates) the features of specific wireless network 
interface hardware and provides access to the features of 
each wireleSS network type in a Standardized way. 
0088. In an embodiment of the invention, the Multi 
Network Manager component 1006 continuously monitors 
each wireless network interface 1002, 1004 via the network 
device interface 1008, for example, monitoring wireless 
network availability, Sampling received signal Strength and 
collecting advertised transmission times. In an embodiment 
of the invention, the Multi-Network Manager component 
1006 initiates the sending of probing data packets in order to 
measure the data packet collision probability in a wireleSS 
network that transmits data in packets. In an embodiment of 
the invention, the Multi-Network Manager component 1006 
further processes the wireleSS network Statistics that it 
collects and periodically and on request, provides them to a 
Policy Manager component 1010. 

0089. In an embodiment of the invention, the Multi 
Network Manager component 1006 instantiates and main 
tains a state machine, Such as the state machine 1100 
depicted in FIG. 11, generates wireless network notifica 
tions (e.g., a wireless network alarm indicating that a wire 
less network cell boundary is approaching) as dictated by the 
State machine, and dispatches the notifications to registered 
wireless network notification subscribers, such as the Policy 
Manager component 1010. In an embodiment of the inven 
tion, the Multi-Network Manager component 1006 detects 
an approaching high quality of Service wireleSS network cell 
boundary and, while Staying in the high quality of Service 
wireleSS network as long as possible, initiates a vertical 
handoff before the wireless network cell boundary is 
reached. 

0090 The Policy Manager component 1010 provides for 
the ability for mobile computing device applications 1012 to 
configure one or more wireleSS network vertical roaming 
policies. WireleSS network Vertical roaming policy examples 
include: never automatically initiate vertical handoff (i.e., 
manual vertical handoff only), stay in a particular wireless 
network type whenever possible, automatically handoff to 
the wireleSS network able to provide the highest quality of 
Service (e.g., highest residual bandwidth, lowest MAC layer 
transmission delay, most cost effective, and/or various 
weighted combinations thereof), and handoff to a particular 
wireleSS network whenever a particular quality of Service 
attribute is required, for example, a particular type of 
physical (PHY) layer transmission Security is required. 
0091. The Policy Manager component 1010 receives 
quality of Service Statistics and wireleSS network Status 
notifications for each wireless network for which the mobile 
computing device 102 has a wireleSS network interface 
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1002, 1004 from the Multi-Network Manager 1006 and 
utilizes the information in making wireleSS network Vertical 
handoff decisions consistent with the configured wireleSS 
network vertical roaming policies. For example, if the 
configured policy is automatically handoff to the wireleSS 
networkable to provide the highest quality of Service and the 
mobile computing device 102 user (not shown) has utilized 
one of the mobile computing device 102 applications 1012 
to define quality of Service Solely. in terms of residual 
bandwidth, then the Policy Manager component 1010 does 
initiate a vertical handoff to a candidate wireleSS network 
that has a higher estimated residual bandwidth, as provided 
by the Multi-Network Manager component 1006. 

0092. In an embodiment of the invention, the Policy 
Manager component 1010 initiates a vertical handoff by 
sending a Handoff Now command to the Muiti-Network 
Manager component 1006. In an embodiment of the inven 
tion, the Policy Manager component 1010 configures the 
Multi-Network Manager component 1006 to automatically 
perform Vertical handoffs in Some cases, for example, when 
a WLAN cell boundary is detected. 

0093 Collectively, the Multi-Network Manager compo 
nent 1006 and the Policy Manager component are known as 
the Vertical Roaming Manager 1014 or simply the Connec 
tion Manager 1014. The mobile computing device 102 
applications 1012 communicate with the Vertical Roaming 
Manager 1014 rather than with each of its components 1006, 
1010 directly. For example, in an embodiment of the inven 
tion, one of the mobile computing device 102 applications 
1012 initiates a manual vertical handoff by sending a Hand 
off Now command to the Vertical Roaming Manager 1014. 
In an embodiment of the invention, the Vertical Roaming 
Manager 1014 first passes the command to the Policy 
Manager 1010 to ensure that it is consistent with the 
configured wireleSS network Vertical roaming policies. In an 
alternative embodiment, the Vertical Roaming Manager 
1014 passes the command directly to the Multi-Network 
Manager 1006 for execution. 

0094. The table below sets out an example of a specific 
set of operations that the Multi-Network Manager compo 
nent 1006 is capable of in an embodiment of the invention. 
The table lists the name of each operation, example 
attributes for carrying out the operation and example 
attributes Sent in response to the operation request once the 
operation has been carried out. 

Operation Name Operation Attributes Response Attributes 

Handoff Now Identifier of the 
wireless network to 
become the current 
wireless network 
service provider. 

Configure Active MAC Identifier of the 
Sense wireless network for 

which to configure 
active MAC sensing. 
Whether to enable or 
disable active MAC 
sensing (i.e., 
probing) for that 
wireless network, 
and, if enabled: 

Succeed/Fail. 

Succeed/Fail. 
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-continued 

Operation Name Operation Attributes Response Attributes 

the size of the 
probing data 
packets; 
the number of data 
packets per probe; 
and 
the probe duration. 
Identifier of the 
wireless network for 
which to configure 
the Network Alarm 
Margin. 
The margin above 
minimum operating 
signal strength 
during which the 
Multi-Network 
Manager may generate 
Network Alarm 
notifications. 
Identifiers of the 
wireless networks 
for which to send 
notifications. 
List of 
notifications for 
which to register. 
Identifier of the 
wireless network for 
which to suppress 
Network Alarms. 
The time period for 
which to suppress 
the Network Alarms. 

The number of 
wireless network 
interfaces with 
which the mobile 
computing device 102 
is equipped. 
The name of each 
interface. 
A unique identifier 
(e.g., symbolic 
link) for each 
interface. 
The interface 
associated with the 
wireless network 
currently providing 
service. 
The current state of 
the Multi-Network 
Manager state 
machine. 

Configure Network Succeed/Fail. 
Alarm Margin 

Register For Succeed/Fail. 
Notifications 

Suppress Alarms Succeed/Fail. 

Get Interface List 

Get MNM State 

0095 Referring to the example operations in the above 
table, each of which may be incorporated Singly or in 
combination into an embodiment of the invention, the Hand 
off Now operation causes the Multi-Network Manager com 
ponent 1006 to initiate a vertical handoff to the specified 
wireless network. The Configure Active MAC Sense opera 
tion Specifies whether or not to use data packet collision 
probability to estimate residual bandwidth in the specified 
wireleSS network as previously described. The Configure 
Network Alarm Margin operation specifies the received 
Signal strength margin (e.g., 6 dB) above the actual mini 
mum operating Signal Strength during which, if the received 
Signal Strength is determined to be decreasing, the Multi 
Network Manager component 1006 does determine that a 
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wireleSS network cell boundary is approaching and generate 
Network Alarm notifications to the Policy Manager compo 
nent 1010. The wireless network alarm margin and alarm 
generation in general is discussed in more detail below. 
0.096 Still referring to the example operations in the 
above table, the Register For Notifications operation enables 
interested components, Such as the Policy Manager compo 
nent 1010, to register for notifications, such as Network 
Alarm notifications. Refer to the notification table below for 
examples of notifications that the Multi-Network Manager 
component 1006 generates in an embodiment of the inven 
tion. The SuppreSS Alarms operation allows a component 
that is registered to receive notifications to temporarily 
suppress Network Alarms from the Multi-Network Manager 
component 1006. The Get Interface List operation is a query 
operation that results in a list of the wireleSS network 
interfaces incorporated into the mobile computing device 
102 being sent to the requester. The Get MNM State 
operation is a query operation that results in the current State 
of the Multi-Network Manager component 1006, for 
example, one of the states illustrated in FIG. 11, being sent 
to the requester. 
0097. The table below sets out an example of a specific 
set of notifications that the Multi-Network Manager com 
ponent 1006 sends to each registered component in an 
embodiment of the invention. The table lists the name of 
each notification and the attributes Sent with the notification. 

Notification Name Notification Attributes 

Network Available An identifier of one of the wireless 
networks that has become available. 
Quality of service attributes for that 
network. 
The identifier of one of the wireless 
networks likely to become unavailable. 
Quality of service attributes for that 
network. 
The identifier of one of the wireless 
networks that is no longer able to provide 
service. 

Network Alarm 

No Service 

0098. In an embodiment of the invention, the Network 
Available notification is generated by the Multi-Network 
Manager component 1006 when a previously unavailable 
wireleSS network becomes available, e.g., a valid basic 
service set identifier (BSSID) is obtained in a wireless 
network conforming to the IEEE 802.11b standard. In an 
embodiment of the invention, the Network Alarm notifica 
tion is generated by the Multi-Network Manager component 
1006 when a wireless network is likely to become unavail 
able Soon, e.g., the received Signal Strength at the mobile 
computing device 102 has been determined by the Multi 
Network Manager component 1006 to be decreasing and the 
received signal strength is within a margin (e.g., 6 dB) of the 
actual minimum operating Signal Strength for the associated 
wireless network interface. In an embodiment of the inven 
tion, the No Service notification is generated by the Multi 
Network Manager component 1006 when a previously avail 
able wireleSS network becomes unavailable, i.e., is no longer 
able to provide wireleSS network Service. 
0099 FIG. 11 depicts an example state machine 1100 
instantiated by the Multi-Network Manager component 
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1006 (of FIG. 10) in an embodiment of the invention. The 
mobile computing device 102 for which the example state 
machine was generated incorporates two wireleSS network 
interfaces, a wireless local area network (WLAN) interface 
and a wireless wide area network (WWAN) interface. In this 
example, the wireless local area network provides a poten 
tially higher quality of Service than the wireless wide area 
network, but the wireleSS local area network cell size is 
much Smaller than the wireless wide area network cell size 
(e.g., FIG. 2 is in accord with this example). The Policy 
Manager component 1010 (of FIG. 10) is configured with 
vertical handoff policies that instruct the Policy Manager 
component 1010 to obtain wireless network service when 
ever possible, and to automatically trigger a vertical handoff 
to the wireleSS network that provides the highest quality of 
Service. 

0100. In a No Service state 1102, wireless network ser 
vice is not available from either wireless network interface. 
If wireless network Service first becomes available from the 
WWAN interface, the Multi-Network Manager component 
1006 sends the Network Available notification to the Policy 
Manager component 1010 notifying it that the wireless wide 
area network has become available, as well as of the wireleSS 
wide area network's quality of Service Statistics. One of the 
Policy Manager component's 1010 policies instructs it to 
obtain wireleSS network Service whenever possible, So the 
Policy Manager component 1010 sends a Handoff Now 
command to the Multi-Network Manager component 1006 
to initiate entry into the wireless wide area network. The 
Multi-Network Manager component 1006 manages the set 
up of a wireless wide area network connection (using prior 
art techniques) and, once the connection is established, the 
state machine transitions to a WWAN Stable state 1104. 

0101 Similarly, if wireless network service first becomes 
available from the WLAN interface, the Multi-Network 
Manager component 1006 sends the Network Available 
notification to the Policy Manager component 1010 notify 
ing it that the WLAN has become available, as well as of the 
wireless local area network's quality of Service Statistics. 
The Policy Manager component 1010 sends a Handoff Now 
command to the Multi-Network Manager component 1006 
to initiate entry into the WLAN. The Multi-Network Man 
ager component 1006 manages the set-up of a WLAN 
connection (using prior art techniques) and, once the con 
nection is established, the State machine transitions to a 
WLAN Stable State 1106. 

0102) If wireless network service becomes available from 
both the WWAN interface and the WLAN interface at the 
Same moment, the Multi-Network Manager component 
1006 sends two Network Available notifications to the 
Policy Manager component 1010 notifying it that both the 
WWAN and the WLAN have become available, as well as 
each of the wireleSS network's quality of Service Statistics. 
One of the Policy Manager component's 1010 configured 
policies instructs the Policy Manager component 1010 to 
automatically Select the wireleSS network that provides the 
highest quality of Service. By comparing the quality of 
service statistics provided by the Multi-Network Manager 
component 1006, the Policy Manager component 1010 is 
able to determine the wireleSS network currently providing 
the highest quality of Service and initiate entry into that 
wireleSS network. 
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0103) In the WWAN Stable state 1104, wireless network 
Service is available from the wireless wide area network. If 
the service becomes unavailable, the Multi-Network Man 
ager component 1006 sends the No Service notification to 
the Policy Manager component 1010 notifying it that the 
WWAN has become unavailable, and the state machine 
transitions to the No Service state 1102. However, if, in 
addition to the WWAN being available, the WLAN becomes 
available, the state machine transitions to a WLAN Avail 
able State 1108. 

0104. In the WLAN Available state 1108, wireless net 
work Service is available from both the wireless wide area 
network and the wireleSS local area network, but the wireleSS 
wide area network is the current wireleSS network Service 
provider. While in this state, the Multi-Network Manager 
component 1006 periodically (e.g., every 10 seconds) sends 
the Network Available notification to the Policy Manager 
component 1010 notifying it that the WLAN is available, as 
well as the wireless local area network's current quality of 
service statistics. If the Policy Manager component 1010 
determines that the WLAN will provide a higher quality of 
wireleSS network Service, for example, the estimated 
residual bandwidth in the WLAN is higher than the com 
munications bandwidth currently being experienced in the 
WWAN, then the Policy Manager component 1010 sends a 
Handoff Now command to the Multi-Network Manager 
component 1006 to initiate entry into the WLAN. The 
Multi-Network Manager component 1006 manages the set 
up of a WLAN connection, the WLAN becomes the pre 
ferred wireless network Service provider (i.e., the vertical 
handoff from WWAN to WLAN occurs) and the state 
machine transitions to the WLAN Stable State 1106. If 
instead the WLAN becomes unavailable, the state machine 
transitions to the WWAN Stable State 1104. 

0105. In the WLAN Stable state 1106, wireless network 
Service is available from the WLAN. Wireless network 
service may also be available from the WWAN. If the 
Multi-Network Manager component 1006 detects a WLAN 
perimeter cell boundary approaching (i.e., a WLAN cell 
boundary that won’t be handled by a prior art horizontal 
handoff), the state machine transitions to a WLAN Alarm 
State 1110. 

0106. In a WLAN Alarm state 1110, wireless network 
service is currently available from the WLAN, but the 
Multi-Network Manager component 1006 has determined 
that the mobile computing device 102 incorporating the 
WLAN interface is approaching a WLAN perimeter cell 
boundary, i.e., that it is likely that the WLAN will soon be 
unable to provide wireless network service. Wireless net 
work service may also be available from the WWAN. While 
in this state, the Multi-Network Manager component 1006 
periodically (e.g., 10 times per Second) sends the Network 
Alarm notification to the Policy Manager component 1010 
notifying it that the WLAN is likely to become unavailable, 
as well as the wireleSS local area network's current quality 
of service statistics. The Policy Manager component 1010 
may temporarily Suppress Network Alarm notifications from 
the Multi-Network Manager component 1006 by sending the 
Multi-Network Manager component 1006 a Suppress 
Alarms command. Those of skill in the art will appreciate 
that notifications may be sent by the Multi-Network Man 
ager component 1006 utilizing alternative mechanisms, Such 
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as by a callback function registered with the Multi-Network 
manager component 1006 by notification subscribers. 

0107) If the Multi-Network Manager component 1006 
determines that the mobile computing device 102 incorpo 
rating the WLAN interface is no longer approaching a 
WLAN perimeter cell boundary, i.e., the conditions that 
resulted in the Multi-Network Manager component 1006 
determining that the mobile computing device 102 was 
approaching a WLAN perimeter cell boundary no longer 
hold, then the state machine transitions to the WLAN Stable 
state 1106. If the Multi-Network Manager component 1006 
determines that the WLAN perimeter cell boundary has been 
reached, for example, the Signal Strength received at the 
WLAN interface has fallen to the adaptively determined 
minimum operating Signal Strength for the WLAN interface, 
then, in an embodiment of the invention, if wireleSS network 
service is available from the WWAN, the Multi-Network 
Manager component 1006 automatically initiates a vertical 
handoff to the WWAN. Once the handoff is complete, the 
state machine transitions to the WWAN Stable state 1104. 
However, if the wireless network Service is not available 
from the WWAN and the WLAN perimeter cell boundary is 
crossed, then wireleSS network Service is not available from 
either wireleSS network interface and the State machine 
transitions to the No Service state 1002. 

0.108 FIG. 12 depicts an example procedure utilized by 
the Multi-Network Manager component 1006 (in FIG. 10) 
When automatically making a decision to initiate a Vertical 
handoff from a wireleSS local area network to a wireleSS 
wide area network in accordance with an embodiment of the 
invention. The first step in the procedure is a wait step 1202. 
The wait step 1202 provides a time (e.g., 0.1 seconds) 
between wireleSS network measurement, and Serves mainly 
to prevent the Multi-Network Manager component 1006 
from overburdening the mobile computing device 102’s 
processing resources. From the wait Step 1202, the proce 
dure progresses to an update thresholds step 1204. The 
update thresholds step 1204 adaptively adjusts the actual 
minimum operating Signal Strength and related thresholds 
for each wireless network interface. The update thresholds 
step 1204 is described in more detail with reference to FIG. 
13 below. Following the update thresholds step 1204, the 
procedure progresses to a first decision Step 1206. 

0109). At the first decision step 1206, the Multi-Network 
Manager component 1006 determines if a WLAN perimeter 
cell boundary is approaching, that is, if the Multi-Network 
Manager component 1006 should remain in the WLAN 
Stable state 1106 (of FIG. 11). If it is determined that the 
Multi-Network Manager component 1006 should remain in 
the WLAN Stable state 1106, the procedure returns to the 
wait step 1202. If it is determined that a WLAN perimeter 
cell boundary is approaching, then the procedure progresses 
to a WLAN alarm step 1208. The first decision step 1206 is 
described in more detail with reference to FIG. 14 and FIG. 
15 below. 

0110. At the WLAN alarm step 1208 (corresponding to 
the WLAN Alarm state 1110 of FIG. 11), the Multi-Network 
Manager component 1006 sends a Network Alarm notifica 
tion to registered SubscriberS Such as the Policy Manager 
1010 (of FIG. 10). Following the WLAN alarm step 1208, 
the procedure progresses to a Second decision Step 1210. At 
the second decision step 1210, the Multi-Network Manager 
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component 1006 determines if it should automatically ini 
tiate a vertical handoff from the WLAN to the WWAN. If the 
Multi-Network Manager component 1006 determines that it 
should not automatically initiate a vertical handoff, the 
procedure returns to the wait step 1202. If the Multi 
Network Manager component 1006 determines that it should 
automatically initiate a vertical handoff, the procedure 
progresses to a handoff to WWAN step 1212. The second 
decision step 1210 is described in more detail with reference 
to FIG. 16 below. At the handoff to WWAN step 1212, a 
vertical handoff from the WLAN to the WWAN is initiated. 
A Successful vertical handoff corresponds to the transition 
from the WLAN Alarm State 1110 of FIG 11 to the WWAN 
Stable State 1104. 

0111 FIG. 13 depicts the update thresholds step 1204 of 
FIG. 12 in more detail. Following the wait step 1202 (of 
FIG. 12) the procedure progresses to a sample signal Step 
1302. At the sample signal step 1302, the signal strength 
received at each wireleSS network interface incorporated into 
the mobile computing device 102 is sampled. The length of 
the wait step 1204 (of FIG. 12) determines how often the 
Sampling takes place. Following the Sample signal Step 
1302, the procedure progresses to a first decision step 1304. 
At the first decision step 1304, it is determined if Sufficient 
data has been collected for a threshold update, for example, 
1 Second Worth of data. This corresponds to the time period 
divisions of FIG. 9. If sufficient data has not yet been 
collected, the procedure exits the update thresholds Step 
1204. If sufficient data has been collected, the procedure 
progresses to a determine S. Step 1306. 

0112 At the determine S. step 1306, the maximum 
received signal strength during the sampling period (S) is 
determined for each wireleSS network interface. The proce 
dure then progresses to a second decision step 1308. At the 
second decision step 1308, for each wireless network inter 
face, S is compared with the current minimum operating 
Signal Strength configured for the wireleSS network interface 
(S). If, for any of the wireless network interfaces, the 
maximum received signal Strength during the Sampling 
period S is less than the current minimum operating 
Signal Strength configured for the wireleSS network interface 
S and the wireleSS network interface is able to provide 
wireless network Service (e.g., as indicated by the network 
device interface 1008 of FIG. 10), then S2 may be lowered 
and the procedure progresses to step 1310. Otherwise the 
procedure exits the update thresholds step 1204. 

0113 At step 1310, for each wireless network interface 
where S is less than S, the minimum operating Signal 
Strength configured for the wireless network interface S is 
Set to the maximum received signal Strength during the 
Sampling period S. The procedure then progresses to Step 
1312. At step 1312, for each wireless network interface 
modified at step 1310, another vertical handoff threshold, a 
wireless network alarm threshold (S) is set equal to the new 
minimum operating Signal Strength for the wireleSS network 
interface plus a configurable Signal Strength margin A. In an 
embodiment of the invention, the wireless network alarm 
threshold S is utilized as part of the procedure to determine 
if a WLAN perimeter cell boundary is approaching, as 
described below. In an embodiment of the invention, Signal 
strength margin A is configured with the Multi-Network 
Manager component 1006 Configure Network Alarm Mar 
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gin operation. Once Step 1312 is complete, the procedure 
progresses to the first decision step 1206 of FIG. 12. 
0114 FIG. 14 depicts the first decision step 1206 of FIG. 
12 in more detail. Following the update thresholds step 1204 
(of FIG. 12) the procedure progresses to a cell boundary 
detection trigger test 1402. At test step 1402, the most recent 
received Signal Strength Sample for each wireleSS network 
interface (from step 1302 in FIG. 13) is compared to the 
wireless network alarm threshold S for that wireless net 
work interface. If the received signal Strength Sample is 
above the alarm threshold S, the procedure returns to the 
wait step 1202 of FIG. 12. If the received signal strength 
Sample is below the alarm threshold S, the procedure 
progresses to an intensive Sampling Step 1404. At the 
intensive sampling Step 1404, the received signal Strength 
for each wireleSS network interface that tripped its alarm 
threshold S is sampled intensively (e.g., at the rate of 10 
times per Second) and the data made available to the next 
tWO teStS. 

0115 Following the intensive sampling step 1404, the 
procedure progresses to a wireleSS network alarm threshold 
test 1406. At the wireless network alarm threshold test, for 
each wireleSS network interface that was Sampled inten 
Sively, the mean of the intensively Sampled Signal Strengths 
is determined. If the mean of the intensively Sampled Signal 
strengths is less than the alarm threshold S for the wireless 
network interface, then the procedure progresses to a Fou 
rier-based decreasing signal test 1408. Otherwise, the pro 
cedure returns to the wait step 1202 of FIG. 12. 
0116. At the Fourier-based decreasing signal test 1408, 
for each wireleSS network interface that passed the wireleSS 
network alarm threshold test 1406, the Fast Fourier Trans 
form (FFT) of the intensively sampled signal strengths is 
determined. The Fast Fourier Transform is well known in the 
art and need not be described in detail here. If the imaginary 
part of the fundamental term of the Fourier transform is 
negative and less than a Fourier domain threshold, then the 
received signal Strength at the wireleSS network interface is 
determined to be decreasing and the procedure progresses to 
a horizontal handoff step 1410. Otherwise, the procedure 
returns to the wait step 1202 of FIG. 12. 
0117. At the horizontal handoff step 1410, it has been 
determined that the received signal Strength at one of the 
wireless network interfaces is below the wireless network 
alarm threshold S for that wireless network interface and is 
decreasing, that is, that a wireleSS network cell boundary is 
being approached. It may be that a traditional horizontal 
handoff will occur to an adjacent wireless network cell of the 
same type. At the horizontal handoff step 1410, it is deter 
mined whether or not this is likely the case. If it is deter 
mined that it is likely that a horizontal handoff will occur, the 
procedure returns to the wait step 1202 of FIG. 12. If it is 
determined that a horizontal handoff is not likely, then a 
Vertical handoff may be necessary and the procedure 
progresses to a Suppress alarm Step 1412. The horizontal 
handoff step 1410 is described in more detail with reference 
to FIG. 15 below. 

0118. At the suppress alarm step 1412, a check is made 
with regard to how recently this step 1412 was last per 
formed. If this step has been performed recently (e.g., more 
recently than 0.5 seconds ago) then a recent Network Alarm 
notification was generated and another need not be gener 
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ated yet. The procedure returns to the wait step 1202 of FIG. 
12. Otherwise, a new Network Alarm notification is called 
for and the procedure progresses to the WLAN alarm step 
1208 of FIG. 12 where a Network Alarm notification is 
generated. 

0119 FIG. 15 depicts the horizontal handoff step 1410 of 
FIG. 14 in more detail. Following the Fourier-based 
decreasing signal test 1408 (of FIG. 14) the procedure 
progresses to a recent horizontal Scan test 1502. In an 
embodiment of the invention, the received Signal Strength at 
the wireleSS network interface of the mobile computing 
device 102 from possible horizontal handoff candidate wire 
leSS network access points in a wireleSS network is Sampled 
(Scanned) only periodically, for example, once every 10 
seconds. In the recent horizontal scan test step 1502, it is 
determined (e.g., by querying the common network device 
interface 1008 of FIG. 10) if a recent (e.g., within the last 
0.5 seconds) access point Scan has occurred. If a recent Scan 
has occurred then the procedure can progreSS directly to the 
strong access point test 1504. Otherwise, the procedure must 
first progress to step 1506 where such a scan cycle is 
initiated. Once recent data for horizontal handoff candidate 
access points have been obtained, the procedure progresses 
to the strong access point test 1504. 

0120 At the strong access point test 1504, the received 
Signal Strength at the wireleSS network interface from each 
horizontal handoff candidate is compared to the configured 
minimum operating Signal Strength S. for that WireleSS 
network interface. If none of the candidate access points is 
causing a received signal Strength above the minimum 
operating Signal Strength S, then it is determined that a 
horizontal handoff is not likely and the procedure progresses 
towards a possible vertical handoff. Otherwise, it is deter 
mined that a horizontal handoff is likely, and the procedure 
returns to the wait step 1202 of FIG. 12. 

0121 FIG. 16 depicts the second decision step 1210 of 
FIG. 12 in more detail. Following the WLAN alarm step 
1208 (of FIG. 12) the procedure progresses to an automatic 
handoff license check 1602. In an embodiment of the 
invention, this procedure is carried out by the Multi-Net 
work Manager component 1006 of FIG. 10. In an embodi 
ment of the invention, the Policy Manager component 1010 
also of FIG. 10 configures the Multi-Network Manager 
component 1006 to perform an automatic vertical handoff in 
the case of a wireleSS network cell boundary being reached. 
In this embodiment, the automatic handoff license check 
1602 is passed and the procedure progresses to an automatic 
vertical handoff wait step 1604. In an alterative embodiment 
of the invention, the Policy Manager component 1010 
makes the vertical handoff decision even in the case of a 
wireleSS network cell boundary being reached. In this 
embodiment, the automatic handoff license check 1602 is 
not passed, and the procedure returns to the wait Step 1202 
of FIG. 12. 

0122) The automatic vertical handoff wait step 1604 
serves the same purpose as the wait step 1202 of FIG. 12, 
but keeps the procedure tightly focused on the impending 
vertical handoff. After the wait time (e.g., 0.1 seconds) of 
step 1604 passes, the procedure progresses to step 1606 
where the received Signal Strength at the wireleSS network 
interface approaching a wireleSS network cell boundary is 
Sampled. The procedure then progresses to a reverse wire 
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less network alarm threshold test 1608. At step 1608, the 
Sampled received signal Strength is compared to the wireleSS 
network alarm threshold S. configured for the wireless 
network interface. If the Sampled received signal Strength is 
greater than the wireleSS network alarm threshold S, then 
the impending vertical handoff is aborted and the procedure 
returns to the wait step 1202 of FIG. 12. Otherwise the 
procedure progresses to a waiting for handoff timeout check 
1610. 

0123. At step 1610, it is determined how much time has 
elapsed since step 1602 was last performed. If too much time 
has elapsed waiting for an automatic vertical handoff to be 
initiated (e.g., 5 Seconds), the impending vertical handoff is 
aborted and the procedure returns to the wait step 1202 of 
FIG. 12. Otherwise, the procedure progresses to a minimum 
operating Signal Strength test 1612. At Step 1612, the 
Sampled received signal Strength is compared with the 
configured minimum operating Signal Strength for the wire 
leSS network interface S. If the received signal Strength has 
dropped below the minimum operating Signal Strength S, 
the procedure progresses to step 1212 of FIG. 12 where the 
vertical handoff is initiated. Otherwise, the wireless network 
interface is still able to provide service at this level of 
received signal Strength and, in order to remain within the 
high quality of service wireless network (i.e., the WLAN) as 
long as possible, the procedure returns to the automatic 
vertical handoff wait step 1604. 
0.124 All references, including publications, patent appli 
cations, and patents, cited herein are hereby incorporated by 
reference to the same extent as if each reference were 
individually and Specifically indicated to be incorporated by 
reference and were Set forth in its entirety herein. 

0125) The use of the terms “a” and “an” and “the” and 
Similar referents in the context of describing the invention 
(especially in the context of the following claims) are to be 
construed to cover both the Singular and the plural, unless 
otherwise indicated herein or clearly contradicted by con 
text. The terms “comprising,”“having,”“including,” and 
“containing” are to be construed as open-ended terms (i.e., 
meaning “including, but not limited to,”) unless otherwise 
noted. Recitation of ranges of values herein are merely 
intended to Serve as a shorthand method of referring indi 
vidually to each Separate value falling within the range, 
unless otherwise indicated herein, and each Separate value is 
incorporated into the Specification as if it were individually 
recited herein. All methods described herein can be per 
formed in any Suitable order unless otherwise indicated 
herein or otherwise clearly contradicted by context. The use 
of any and all examples, or exemplary language (e.g., "Such 
as”) provided herein, is intended merely to better illuminate 
the invention and does not pose a limitation on the Scope of 
the invention unless otherwise claimed. No language in the 
Specification should be construed as indicating any non 
claimed element as essential to the practice of the invention. 

0.126 Preferred embodiments of this invention are 
described herein, including the best mode known to the 
inventors for carrying out the invention. Variations of those 
preferred embodiments may become apparent to those of 
ordinary skill in the art upon reading the foregoing descrip 
tion. The inventors expect skilled artisans to employ Such 
variations as appropriate, and the inventors intend for the 
invention to be practiced otherwise than as Specifically 
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described herein. Accordingly, this invention includes all 
modifications and equivalents of the Subject matter recited in 
the claims appended hereto as permitted by applicable law. 
Moreover, any combination of the above-described elements 
in all possible variations thereof is encompassed by the 
invention unless otherwise indicated herein or otherwise 
clearly contradicted by context. 
What is claimed is: 

1. A computer-implemented method, comprising: 
Sampling a network allocation vector of a wireleSS net 
work for a period of time; 

calculating a network allocation vector occupation com 
prising calculating the ratio of the amount of time that 
the network allocation vector is busy during the time 
period to the total amount of time during the time 
period; and 

calculating a wireleSS network quality of Service measure 
as a function of the network allocation vector occupa 
tion. 

2. The method according to claim 1, wherein calculating 
the wireleSS network quality of Service measure as a function 
of network allocation vector occupation comprises calculat 
ing the wireleSS network quality of Service measure as a 
linear function of network allocation vector occupation. 

3. The method according to claim 2, wherein a low 
network allocation vector occupation corresponds to a high 
WireleSS network quality of Service measure and a high 
network allocation vector occupation corresponds to a low 
wireleSS network quality of Service measure. 

4. The method according to claim 3, wherein the wireless 
network quality of Service measure comprises an estimated 
residual bandwidth in the wireless network. 

5. The method according to claim 4, wherein a high level 
of network allocation vector occupation corresponds to Zero 
estimated residual bandwidth in the wireless network. 

6. The method according to claim 3, wherein the wireless 
network quality of Service measure comprises a wireleSS 
medium access control transmission delay. 

7. The method according to claim 1, wherein calculating 
the wireleSS network quality of Service measure as a function 
of network allocation vector occupation comprises looking 
up the wireleSS network quality of Service measure in a 
network allocation vector occupation to wireleSS network 
quality of Service measure look-up table. 

8. The method according to claim 1, further comprising 
initiating a vertical handoff from a first type of wireleSS 
network to a Second type of wireleSS network if the calcu 
lated wireleSS network quality of Service measure in the 
Second type of wireleSS network is greater than the observed 
wireleSS network quality of Service in the first type of 
wireleSS network. 

9. The method according to claim 8, wherein the first type 
of wireleSS network is a wireless wide area network. 

10. The method according to claim 9, wherein the second 
type of wireleSS network is a wireless local area network. 

11. The method according to claim 8, wherein the second 
type of wireleSS network is a wireless local area network. 

12. The method according to claim 8, further comprising 
initiating a vertical handoff from the Second type of wireleSS 
network to the first type of wireless network if the signal 
Strength received at the wireleSS network interface to the 
Second type of wireleSS network is determined to be decreas 
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ing and an arithmetic mean of Samples of Signal Strength 
received at the wireleSS network interface to the Second type 
of wireleSS network is less than a minimum operating Signal 
Strength threshold. 

13. A computer-readable medium having thereon com 
puter executable instructions for performing the method of 
claim 1. 

14. A computer-implemented method, comprising: 

transmitting probing data packets from a mobile comput 
ing device in a wireleSS network; 

calculating a probing data packet collision probability for 
the wireleSS network based upon the probing data 
packets, and 

calculating a wireleSS network quality of Service measure 
as a function of the probing data packet collision 
probability. 

15. The method according to claim 14, wherein calculat 
ing the probing data packet collision probability comprises 
calculating the ratio of a number of unacknowledged prob 
ing data packets to a total number of probing data packets 
transmitted. 

16. The method according to claim 15, wherein the 
probing data packets are transmitted in accordance with an 
IEEE 802.11 wireless network standard by a wireless net 
work interface in compliance with a wireless Network 
Driver Interface Specification, wherein the ratio is calcu 
lated by dividing a Network Driver Interface Specification 
Acknowledge Failure Count statistic by the sum of the 
Network Driver Interface Specification Acknowledge Fail 
ure Count Statistic and a Transmitted Fragment Count Sta 
tistic. 

17. The method according to claim 14, wherein a low 
probing data packet collision probability corresponds to a 
high wireleSS network quality of Service measure and a high 
probing data packet collision probability corresponds to a 
low wireleSS network quality of Service measure. 

18. The method according to claim 17, wherein the 
wireleSS network quality of Service measure comprises esti 
mated residual bandwidth in the wireless network. 

19. The method according to claim 18, wherein a high 
level of probing data packet collision probability corre 
sponds to Zero estimated residual bandwidth in the wireleSS 
network. 

20. The method according to claim 17, wherein the 
wireleSS network quality of Service measure comprises a 
wireleSS medium access control transmission delay. 

21. The method according to claim 14, wherein calculat 
ing the wireleSS network quality of Service measure as a 
function of probing data packet collision probability com 
prises looking-up the wireleSS network quality of Service 
measure in a probing data packet collision probability to 
wireleSS network quality of Service measure lookup table. 

22. The method according to claim 14, further comprising 
initiating a vertical handoff from a first type of wireleSS 
network to a Second type of wireleSS network if the calcu 
lated wireleSS network quality of Service in the Second type 
of wireleSS network is greater than observed wireleSS net 
work quality of Service in the first type of wireleSS network. 

23. The method according to claim 22, wherein the first 
type of wireleSS network comprises a wireless wide area 
network. 
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24. The method according to claim 23, wherein the second 
type of wireleSS network comprises a wireleSS local area 
network. 

25. The method according to claim 22, wherein the second 
type of wireleSS network comprises a wireleSS local area 
network. 

26. The method according to claim 22, further comprising 
initiating a vertical handoff from the Second type of wireleSS 
network to the first type of wireleSS network if Signal 
Strength received at the wireleSS network interface to the 
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Second type of wireleSS network is determined to be decreas 
ing and an arithmetic mean of Samples of Signal Strength 
received at the wireleSS network interface to the Second type 
of wireleSS network is less than a minimum operating Signal 
Strength threshold. 

27. A computer-readable medium having thereon com 
puter executable instructions for performing the method of 
claim 14. 
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