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SCHEME FOR REGISTRATION AND
AUTHENTICATION IN WIRELESS
COMMUNICATION SYSTEM USING WIRELESS
LAN

BACKGROUND OF THE INVENTION
[0001] 1. Field of the Invention

[0002] The present invention relates to a technique for
registration and authentication between a wireless base
station and a wireless terminal in a wireless communication
system using a wireless LAN formed by wireless terminals
and wireless base stations, such as a wireless LAN system
called IEEE 802.11 and the like.

[0003] 2. Description of the Related Art

[0004] In recent years, in conjunction with the develop-
ment of the LAN (Local Area Network) technique, the
networking of the office environment centered around con-
nections among PCs is in progress. While such a wired LAN
is spreading, the use of a wireless LAN in which a part of
the wired LAN is replaced by wireless is also in progress.
For example, there is a case where a wireless base station is
connected to the wired LAN and a plurality of portable PCs
are connected to this base station by wireless. By using this
portable PC for editing a file on a desk-top PC that is
connected to the wired LAN through Ethernet, it is possible
to realize the wireless access to the wired LAN. Also, a
section comprising the base station and the portable PCs can
be viewed separately as a wireless LAN. The advantages of
such a wireless LAN include that the cable laying is unnec-
essary as radio or infrared paths are utilized for transmission,
and that a new construction or layout change of network is
easy.

[0005] The introduction of such wireless LANSs is now
accelerated after the standardization of IEEE 802.11. In
IEEE 802.11, the wireless LAN specification using 2.4 GHz
band is completed in 1997, and the wireless LAN specifi-
cation using 5 GHz band is completed in 1999. The trans-
mission rates of the wireless LAN specification using 2.4
GHz band include 1 to 2 Mbps and 11 Mbps, and the
additional specification with the transmission rate of over 20
Mbps is currently under the discussion. Recently, products
based on this 2.4 GHz band specification are put on the
market by various companies and prices of the base station
and the wireless PC card are now going down to a range that
enables the wider spread. Also, unlike the 2.4 GHz band, the
5 GHz band is a nearly unused frequency band that is
currently utilized only for the meteorological radar and it is
expected that the faster transmission rate is realizable easily,
so that it is a promising candidate for the next generation
wireless LAN specification.

[0006] Also, recently, there is a trend for implementing the
Bluetooth in all kinds of devices, including those of the
portable telephone industry, the home electronics industry
and the PC industry. This Bluetooth is also a wireless system
using 2.4 GHz band which is now expected to spread
worldwide because of the low cost of about $5 per chip and
the backing of approximately 2000 companies in various
industrial fields.

[0007] Under such circumstances, the spread of the wire-
less LAN system is expected to take place not only in the
office environment but also in the general home. Conse-
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quently, it is expected that the environment in which a
plurality of wireless LAN systems are existing contiguously
or coexisting in the same space will be built widely in near
future.

[0008] Now, in IEEE 802.11, the authentication process-
ing between the wireless terminals or between the wireless
base station and the wireless terminal is specified (the
chapter 8 of the IEEE 802.11 specification).

[0009] This specification describes a scheme in which two
entities (two wireless terminals, or a wireless base station
and a wireless terminal) that are targets of the authentication
processing will carry out the authentication by using the
same secret key (common key) while also carrying out the
secret communications (but this authentication processing is
optional). For this authentication processing, the algorithm
called WEP (Wired Equivalent Privacy) will be used. It is
only stated that the distribution of the secret key will be
carried out by a secure method in advance. Also, the secret
key is to be provided with respect to each two entities, so
that a given wireless terminal must be provided with a secret
key for every other wireless terminals within the system, and
the secret keys in the order of a square of the total number
of wireless terminals will be required in the system as a
whole.

[0010] Here, the encryption and decryption in the WEP
algorithm will be described briefly, and the authentication
using this WEP algorithm will also be described. FIG. 31
shows an outline of the encryption processing by the WEP
algorithm of IEEE 802.11. In FIG. 31, the processing for
encrypting data to be transmitted is shown, and this data to
be transmitted is referred to as a plaintext PT here.

[0011] First, at the transmitting side, CRC is generated
from this PT, that is, ICV is generated. On the other hand,
a key sequence KS is generated from a secret key Sk and an
initial vector IV through a WEP random number generator.
An exclusive OR of this KS and a concatenated {PT, ICV}
is calculated after adjusting their length to be equal. The
result of this exclusive OR is an encrypted text ET. Then, by
combining this ET and IV with a control code, a WEP frame
as shown in FIG. 32 is formed. The secret communications
according to the WEP algorithm will be carried out by using
this WEP frame.

[0012] FIG. 33 shows an outline of the decryption pro-
cessing by the WEP algorithm of IEEE 802.11. In FIG. 33,
the processing for decrypting received encrypted data is
shown. In FIG. 33, when the receiving side receives the
WEP frame, IV is extracted from that WEP frame, and
entered into the WEP random number generator along with
the secret key Sk, to generate the key sequence KS. This key
sequence KS should be the same as the KS of FIG. 31 if IV
is not altered. By taking the exclusive OR of this KS with the
encrypted text ET within the frame, the plaintext PT and
ICV can be decrypted. By carrying out the CRC check for
this PT and the resulting ICV' is compared with the
decrypted ICV to verify the correctness of PT. If ICV' and
ICV are equal, it can be regarded that PT is received
successfully.

[0013] FIG. 34 shows a sequence chart for the authenti-
cation processing according to the WEP algorithm of IEEE
802.11. FIG. 34 is for an exemplary case of carrying out
wireless communications between a wireless base station
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(base station) and a wireless terminal (terminal) within a
radio zone of this base station. In FIG. 34, the secret key Sk
which is the common key is exchanged between the base
station and the terminal in advance (step S1001). Then, first,
the terminal transmits an authentication request frame to the
base station by the wireless communication (step S1002).
This authentication request frame describes that the authen-
tication by the common key scheme is requested. Note that
the secret key Sk is already distributed to both the base
station and the terminal at the step S1001.

[0014] Next, if the base station accepts the authentication
request, the base station generates a check text CT from this
secret key Sk and an internally generated initial vector IV
through the WEP random number generator (step S1003).
Normally, this CT has the length of 128 bytes. The base
station transmits the generated CT by the wireless commu-
nication (step S1004).

[0015] The terminal receives the CT as a plaintext, and
encrypts the CT by the secret key Sk (Sk(CT)) according to
the method of FIG. 31 described above (step S1005). Then,
the terminal transmits the encrypted text containing this
Sk(CT) to the base station by the wireless communication
(step S1006).

[0016] Finally, the encrypted text transmitted from the
terminal is verified at the base station (step S1007). If it is
correct, the authentication completion frame in a success
status is sent. Otherwise the frame in a failure status is sent
(step S1008). This verification is carried out by checking
whether Sk(Sk(CT)(=CT") obtained by decrypting Sk(CT)
according to the method of FIG. 33 described above coin-
cides with CT originally generated by the base station or not.

[0017] As described above, in conjunction with the spread
of the wireless LAN system, the situation where a plurality
of wireless LAN systems are existing contiguously or coex-
isting in the same area can possibly occur in the general
home. Here, the exemplary case shown in FIG. 1 in which
the home wireless communication systems are provided in
two neighboring homes, A’s home and B’s home, within an
apartment complex will be considered.

[0018] In the example shown in FIG. 1, a wireless base
station A is provided in A’s home and a wireless base station
B is provided in B’s home. However, the covered areas of
the base stations A and B may very well be extended beyond
their respective homes. For example, from a viewpoint of
the base station A of A’s home, not only terminals 1 and 3
that belong to the A’s home but also a terminal 2 located
outside or a terminal 4 in B’s home are also existing within
the covered area of the base station A. But the terminal 2
located outside and the terminal 4 in B’s home are not
terminals belonging to A’s home so that even if there is a
registration and authentication request from the terminal 2 or
4, there is no need for the base station A to carry out the
authentication with respect to the terminal 2 or 4. Namely,
the base station A is required to carry out the authentication
only with respect to the terminals 1 and 3 that belong to A’s
home.

[0019] Consequently, it is desirable for the base station A
to manage the terminal registration and authentication such
that the authentication will not be carried out with respect to
the terminals other than the terminals 1 and 3 of A’s home.
The same is also true for the base station B of B’s home.
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[0020] Also, devices for use in the home are required to be
connectable with each other even if they are manufactured
by different manufacturers. In the wireless LAN such as
IEEE 802.11 in which the manufacturer specific specifica-
tion is permitted, the distribution of the secret key can be
carried out at the step S1001 of FIG. 34. For example, it
suffices to provide a built-in secret key in the base station
and the terminal. However, in the home wireless commu-
nication system, there is a need for a separate mechanism to
exchange the secret key between devices of different manu-
facturers by a secure and easy method using wireless com-
munications.

SUMMARY OF THE INVENTION

[0021] It is therefore an object of the present invention to
provide a wireless communication system for IEEE 802.11
or the like, which is capable of executing the registration and
authentication between wireless terminals or between a
wireless base station and a wireless terminal securely and
easily.

[0022] According to one aspect of the present invention
there is provided a method for registration and authentica-
tion of a wireless terminal with respect to a wireless base
station in a wireless communication system having the
wireless base station and the wireless terminal for carrying
out wireless communications with the wireless base station,
the method comprising: (a) switching a mode of the wireless
base station from a normal mode to a registration mode, as
a user operates the wireless base station; (b) switching a
mode of the wireless terminal from the normal mode to the
registration mode, as the user operates the wireless terminal,
(c) transmitting a registration request information containing
a terminal public key specific to the wireless terminal, a
terminal encryption scheme using the terminal public key,
and a terminal identifier of the wireless terminal, from the
wireless terminal to the wireless base station; (d) upon
receiving the registration request information at the wireless
base station, transmitting a registration confirmation infor-
mation indicating a registration of the wireless terminal,
from the wireless base station to the wireless terminal, the
registration confirmation information being encrypted by
using the terminal public key and the terminal encryption
method at the wireless base station; (e) switching the mode
of the wireless base station from the registration mode to an
authentication mode; (f) when the wireless terminal cor-
rectly decrypts the registration confirmation information by
using a terminal secret key corresponding to the terminal
public key, switching the mode of the wireless terminal from
the registration mode to the authentication mode; (g) after
the mode of the wireless terminal is switched to the authen-
tication mode, transmitting an authentication notice infor-
mation containing a base station secret key specific to the
wireless base station, a base station encryption scheme using
the base station secret key, and a base station identifier of the
wireless base station, from the wireless base station to the
wireless terminal, the authentication notice information
being encrypted by using the terminal public key and the
terminal encryption scheme at the wireless base station; (h)
when the wireless terminal correctly decrypts the authenti-
cation notice information by using the terminal secret key,
transmitting an authentication acknowledgement informa-
tion indicating a receipt of the authentication notice infor-
mation from the wireless terminal to the wireless base
station, the authentication acknowledgement information
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being encrypted by using the base station secret key and the
base station encryption scheme at the wireless terminal, and
switching the mode of the wireless terminal from the authen-
tication mode to the normal mode; and (i) when the wireless
base station correctly decrypts the authentication acknowl-
edgement information by using the base station secret key,
switching the mode of the wireless base station from the
authentication mode to the normal mode.

[0023] Other features and advantages of the present inven-
tion will become apparent from the following description
taken in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] FIG. 1 is a schematic diagram showing one exem-
plary configuration of a wireless communication system
according to the present invention.

[0025] FIG. 2 is a sequence chart for a registration and
authentication sequence #1 according to the first embodi-
ment of the present invention.

[0026] FIG. 3 is a diagram showing information to be
exchanged between a base station and a terminal according
to the registration and authentication sequence #1 shown in
FIG. 2.

[0027] FIG. 4 is a diagram showing an exemplary content
of a registration request information used in the registration
and authentication sequence #1 of FIG. 2.

[0028] FIG. 5 is a diagram showing an exemplary content
of a registration confirmation information used in the reg-
istration and authentication sequence #1 of FIG. 2.

[0029] FIG. 6 is a diagram showing an exemplary content
of an authentication notice information used in the registra-
tion and authentication sequence #1 of FIG. 2.

[0030] FIG.7 is a diagram showing an exemplary content
of an authentication acknowledgement information used in
the registration and authentication sequence #1 of FIG. 2.

[0031] FIG. 8 is a diagram showing an exemplary form of
communication data between terminals after the registration
and authentication in the wireless communication system of
FIG. 1.

[0032] FIG.9 is a diagram showing an exemplary content
of a registration and authentication table to be provided at a
base station in the wireless communication system of FIG.

1.

[0033] FIG. 10 is a sequence chart for explaining one
exemplary timer operation in the registration and authenti-
cation sequence #1 of FIG. 2.

[0034] FIG. 11 is a sequence chart for explaining another
exemplary timer operation in the registration and authenti-
cation sequence #1 of FIG. 2.

[0035] FIG. 12 is a sequence chart for explaining another
exemplary timer operation in the registration and authenti-
cation sequence #1 of FIG. 2.

[0036] FIG. 13 is a sequence chart for explaining another
exemplary timer operation in the registration and authenti-
cation sequence #1 of FIG. 2.
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[0037] FIG. 14 is a sequence chart for explaining another
exemplary timer operation in the registration and authenti-
cation sequence #1 of FIG. 2.

[0038] FIG. 15 is a sequence chart for explaining one
exemplary operation according to the registration and
authentication sequence #1 of FIG. 2.

[0039] FIG. 16 is a sequence chart for a registration and
authentication sequence #2 according to the second embodi-
ment of the present invention.

[0040] FIG. 17 is a diagram showing information to be
exchanged between a base station and a terminal according
to the registration and authentication sequence #2 shown in
FIG. 16.

[0041] FIG. 18 is a sequence chart for a registration and
authentication sequence #3 according to the third embodi-
ment of the present invention.

[0042] FIG. 19 is a diagram showing information to be
exchanged between a base station and a terminal according
to the registration and authentication sequence #3 shown in
FIG. 18.

[0043] FIG. 20 is a diagram showing an exemplary con-
tent of an authentication request information used in the
registration and authentication sequence #3 of FIG. 18.

[0044] FIG. 21 is a sequence chart for a registration and
authentication sequence #4 according to the fourth embodi-
ment of the present invention.

[0045] FIG. 22 is a diagram showing information to be
exchanged between a base station and a terminal according
to the registration and authentication sequence #4 shown in
FIG. 21.

[0046] FIG. 23 is a diagram showing an exemplary con-
tent of a registration acceptance information used in the
registration and authentication sequence #4 of FIG. 21.

[0047] FIG. 24 is a sequence chart for a registration and
authentication sequence #5 according to the fifth embodi-
ment of the present invention.

[0048] FIG. 25 is a diagram showing information to be
exchanged between a base station and a terminal according

to the registration and authentication sequence #5 shown in
FIG. 24.

[0049] FIG. 26 is a sequence chart for a registration and
authentication sequence #6 according to the sixth embodi-
ment of the present invention.

[0050] FIG. 27 is a diagram showing information to be
exchanged between a base station and a terminal according
to the registration and authentication sequence #6 shown in
FIG. 26.

[0051] FIG. 28 is a block diagram showing an exemplary
configuration of a wireless base station in the wireless
communication system according to the present invention.

[0052] FIG. 29 is a block diagram showing an exemplary
configuration of a wireless terminal in the wireless commu-
nication system according to the present invention.

[0053] FIG. 30 is a schematic diagram showing another
exemplary configuration of a wireless communication sys-
tem according to the present invention.
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[0054] FIG. 31 is a diagram showing an encryption pro-
cessing according to a WEP algorithm of IEEE 802.11.

[0055] FIG. 32 is a diagram showing a communication
data frame according to a WEP algorithm of IEEE 802.11.

[0056] FIG. 33 is a diagram showing a decryption pro-
cessing according to a WEP algorithm of IEEE 802.11.

[0057] FIG. 34 is a sequence chart for an authentication
processing according to a WEP algorithm of IEEE 802.11.

DETAILED DESCRIPTION OF THE
INVENTION

[0058] Referring now to FIG. 1 to FIG. 30, the embodi-
ments of the wireless communication system according to
the present invention will be described in detail.

[0059] The present invention is mainly directed to the
home wireless communication system. In this system, in
terms of the management, the wireless base station carries
out the registration and the authentication of the wireless
terminal, and the ordinary data communications are carried
out directly between terminals. The terminal is assumed to
have an encryption scheme according to the public key
cryptosystem and a secret key and a public key for that
purpose. The public key cryptosystem can be the RSA
cryptosystem or the elliptic curve cryptosystem, for
example. The base station is assumed to have an encryption
scheme according to the secret key cryptosystem and a
secret key for that purpose. The secret key cryptosystem can
be the DES scheme or the AES scheme, for example.

[0060] In the present invention, the registration is carried
out first by the public key cryptosystem of the terminal, and
then the authentication is carried out by the secret key
cryptosystem of the base station. Consequently, in the
present invention, the base station carries out the registration
and the authentication of the terminals by using the same
wireless communication scheme as the ordinary data, and as
a result, the authenticated terminals can carry out the secret
communications within the system by using the secret key
cryptosystem managed by the base station.

[0061] By the present invention, it becomes possible to
prevent an external terminal that has not been authenticated
from eavesdropping communications within the system or
pretending a terminal belonging to the system. Also, the
present invention can be used as a method for distributing a
secret key for data communications in advance which is
presupposed in the WEP algorithm of IEEE 802.11. In that
case, the terminal authentication according to IEEE 802.11
will be carried out by the WEP algorithm after utilizing the
scheme of the present invention.

[0062] The base station is basically not much different
from the other terminals in terms of functions except that it
has a responsibility for the management of the home wire-
less communication system. In other words, when the ter-
minal registration and authentication function is referred to
as a base station function, a terminal which has this base
station function can become the base station, and this
concept is compatible with IEEE 1394. For this reason, in
FIG. 1, for example, the base station A can be treated as a
“terminal” (terminal 5) and the base station B can be treated
as a “terminal” (terminal 6).

Exhibit 1013
Page 28 of 38

May 23, 2002

[0063] In the following, six embodiments of the wireless
communication system according to the present invention
will be described. The first to sixth embodiments are
directed to the case where the base station A of FIG. 1
carries out the registration and authentication of the terminal

1.

[0064] 1t is the feature of the present invention that the
terminal registration and authentication is carried out while
a user checks states of the terminal and the base station by
operating them both. For this reason, even though the
wireless communications are used, it is possible to realize
the terminal registration and authentication securely and
easily. Namely, by requiring the user to operate the terminal
and the base station, there is a need for the user to correctly
follow sequences such as an order for pressing buttons.

[0065] Also, it is difficult to operate the base station A
manually from outside of the home. For this reason, it is
basically impossible for the base station A to register the
terminal 2 or the terminal 4 of FIG. 1. Even when an attempt
to carry out the registration and authentication of such an
external terminal 2 or 4 is made by interfering with the
registration and authentication of the terminal 1 or 3 of A’s
home, the user of A’s home can easily detect such an attempt
according to the state indication for the base station A or the
terminal 1 or 3.

[0066] (First Embodiment)

[0067] Next, with references to FIG. 2 and FIG. 3, the
first embodiment of the wireless communication system
according to the present invention will be described.

[0068] FIG. 2 shows a registration and authentication
sequence for the wireless communication system of the first
embodiment.

[0069] Here, the registration and authentication sequence
(registration and authentication sequence #1) between the
base station A (terminal 5) and the terminal 1 of FIG. 1 is
shown. This registration and authentication sequence #1 is
largely divided into a registration stage and an authentica-
tion stage. Note that, in FIG. 2, it is assumed that the time
t flows from a top to a bottom. These remarks also similarly
apply to the sequences of the other embodiments to be
described below.

[0070] FIG. 3 explains the registration and authentication
sequence #1 of FIG. 2 by focusing attention on information
to be exchanged between the base station A and the terminal
1. In FIG. 3, numerals in brackets indicate the sequential
order in the registration and authentication sequence #1. In
this registration and authentication sequence #1, a registra-
tion request information and an authentication acknowl-
edgement information are transmitted from the terminal 1 to
the base station A by the wireless communications. Also, a
registration confirmation information and an authentication
notice information are transmitted from the base station A to
the terminal 1 by the wireless communications. In the
following, this registration and authentication sequence #1
will be described with reference to FIG. 2.

[0071] The base station A has (1) a normal mode, (2) a
registration mode, and (3) an authentication mode. Also, the
terminal 1 has (1) two types of normal modes, ie., a
non-registered normal mode and a registered normal mode,
(2) a registration mode, and (3) an authentication mode. Of
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course, there may be only one type of normal mode similarly
as the base station A. In the case of using two types of
normal modes, the registration of the terminal 1 is limited to
just once, and as a result, the registration is possible only at
one base station. In the case of using one type of normal
mode, the registration of the terminal 1 is not limited to just
once so that the registration is possible at a plurality of base
stations.

[0072] Note that FIG. 2 uses the following notations
regarding LED displays to be provided at the base station A
and the terminal 1. “R” denotes the registration mode which
will be indicated by the LED display with a red light on. “G”
denotes the registered normal mode which will be indicated
by the LED display with a green light on. “<R>" denotes the
authentication mode which will be indicated by the LED
display with a red light flashing. “<G>" denotes the non-
registered normal mode which will be indicated by the LED
display with a green light flashing. Note that there are other
variations for the LED displays. For example, the authenti-
cation mode can be indicated by the LED display with a
yellow light on. Also, in FIG. 2, triangular marks on the base
station A and the terminal 1 indicate button operations by a
user.

[0073] (a) First, the user operates a registration button on
the base station A to switch the mode of the base station A

from the normal mode to the registration mode (time “a”,
step S101). Also, a timer #1 is started at this point.

[0074] (b) Next, the user presses a registration button on
the terminal 1 (time “b”, step S102). In response to this
operation, the terminal 1 transmits the registration request
information to the base station A by the wireless commu-
nication (step S103). Also, when the registration button on
the terminal 1 is pressed, a timer #3 is started. After this
transmission of the registration request information, the
mode of the terminal 1 is also switched from the normal
mode to the registration mode. At this point, both the base
station A and the terminal 1 are switched to the registration
mode.

[0075] The registration request information to be trans-
mitted by the terminal 1 contains a MAC address of the
terminal 1, a public key and a public key cryptosystem of the
terminal 1, and other information specific to the terminal 1
(device type, serial number, manufacturer, user name, etc.),
as shown in FIG. 4.

[0076] The MAC address can be given by an EUI64
address or an EUI48 address of IEEE, which can uniquely
identify the terminal 1. The EUI64 address is divided into
first 24 bits and last 40 bits, where the first part is “Com-
panyID” assigned by IEEE and the second part can be freely
used by the company to which this “CompanylD” is
assigned. For example, the address such as AC-DE-64-00-
00-00-00-80 (hexadecimal notation) can be used. In IEEE
1394, the EUI64 address is used as an address unique to a
node (terminal). The EUI48 address is used for the Ethernet
address and almost the same as the EUI64 address except
that the second part has 24 bits. Also, by setting the first two
octets of the second part of the EUI64 address as FF-FE
(hexadecimal notation), it can be used as the EUI48 address
format.

[0077] The public key and the public key cryptosystem are
provided at the terminal 1 in advance. They can be written
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into a ROM or the like mounted on the terminal 1 itself at
a time of the product shipment or written into a ROM of a
wireless interface card of the terminal 1, for example.

[0078] The examples of the terminal specific information
include a device type, a serial number, a manufacturer, a user
name, etc. These informations may be managed in encoded
forms. For example, the device type can be expressed in 4
bits, and it is decided in advance that 0000 indicates a
wireless TV, 0001 indicates a digital VCR, 0010 indicates a
note PC, and so on. The manufacturer can be similarly
expressed by assigning in advance 00000 to Toshiba, 00001
to Sony, and so on.

[0079] (c) When the registration request information from
the terminal 1 is received, the base station A returns the
registration confirmation information to the terminal 1 (time
“c”, step S104). This registration confirmation information
reports to the terminal 1 side that the registration of the
terminal 1 at the base station A side is completed. At this
point, the mode of the base station A is switched from the
registration mode to the authentication mode. Also, a timer
#2 is started. The registration confirmation information is
encrypted by using the public key of the terminal 1 which is
received from the terminal 1 through the registration request
information. By this encryption, only the terminal 1 that
requested the registration can read the contents of the
registration confirmation information.

[0080] This registration confirmation information contains
a flag indicating that the registration is OK, the MAC
address of the terminal 1 which is a target of the registration
OK, and the terminal specific information, as shown in FIG.
5. These terminal MAC address and the terminal specific
information are obtained from the registration request infor-
mation of FIG. 4 described above.

[0081] (d) Upon receiving the registration confirmation
information from the base station A, the mode of the
terminal 1 is switched from the registration mode to the
authentication mode (time “d”). At this point, a timer #4 is
started.

[0082] (e) After a prescribed period of time has elapsed
since the timing for switching to the authentication mode
(time “c”), the base station A transmits the authentication
notice information to the terminal 1 (time “e”, step S105). A
relationship between the time “e” and the time “d” is set
such that the terminal 1 can surely receive the authentication
notice information while the terminal 1 is in the authenti-
cation mode. The authentication notice information contains
an authentication notice, a MAC address of the base station
A, a secret key and a secret key cryptosystem of the base
station A, and information specific to the base station A, as
shown in FIG. 6. Then, similarly as the registration confir-
mation information, this authentication notice information is
encrypted by using the public key and the public key
cryptosystem of the terminal 1. Only the terminal 1 has a
secret key corresponding to the public key, so that the other
terminals cannot check the authentication notice information
intended for the terminal 1.

[0083] (f) When the terminal 1 receives the authentication
notice information, the terminal 1 returns the authentication
acknowledgement information to the base station A (time
“£7, step S106). At this point, the mode of the terminal 1 is
switched from the authentication mode to the normal mode
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(indicated by the LED display with a green light on). If the
terminal 1 was in the non-registered normal mode (indicated
by the LED display with a green light flashing) at the
beginning of the registration and authentication processing,
the mode of the terminal 1 is switched to the registered
normal mode (indicated by the LED display with a green
light on). On the other hand, the mode of the base station A
that was in the normal mode (indicated by the LED display
with a green light on) at the beginning is switched back to
the same normal mode.

[0084] The authentication acknowledgement information
contains an indication for the receipt of the authentication
notice by the terminal 1 (authentication OK), the MAC
address of the terminal 1 and the MAC address of the base
station A, as shown in FIG. 7. These informations are
encrypted by using the secret key and the secret key cryp-
tosystem of the base station A and then transmitted to the
base station A.

[0085] (g) When the authentication acknowledgement
information from the terminal 1 is correctly decrypted, the
mode of the base station A is switched from the authenti-
cation mode to the normal mode (time “g”). Here, if both the
terminal 1 and the base station A are in the normal mode at
the time “g”, this terminal 1 is registered and authenticated
at the base station A and the processing is completed.

[0086] The terminal 1 so registered and authenticated
becomes capable of utilizing the secret key cryptosystem of
the base station A in the home wireless communication
system managed by the base station A, and carrying out the
secret communications with the other already authenticated
terminals. For example, the communication data between
the terminals can be made secret as shown in FIG. 8.
Namely, FIG. 8 is an exemplary case where the base station
A manages the home wireless communication system, and
the communication data are encrypted by using the secret
key SKsa that is provided at the base station A in advance
and the corresponding secret key cryptosystem SAsa. In this
case, each terminal cannot read this secret communication
data unless the registration and authentication at the base
station A is carried out.

[0087] FIG. 9 shows the contents of a registration and
authentication table to be managed by the base station A. In
this registration and authentication table, the MAC address,
the public key, the public key cryptosystem, and the terminal
specific information of each terminal are recorded. These
data for each terminal are obtained from the registration
request information of each terminal shown in FIG. 4
described above. Of course, this table also contains the
information on the base station A itself. The information on
the base station A itself includes the secret key that is
provided at the base station A in advance and the corre-
sponding secret key cryptosystem. In addition, this infor-
mation may also include the information necessary in the
case where the base station A functions as a terminal, such
as the MAC address, the public key and the secret key for
the public key cryptosystem, the public key cryptosystem,
and the other terminal specific information.

[0088] In the first embodiment described above, it is
possible to handle the failure of the registration and authen-
tication by using timers (timer #1 to timer #4) of FIG. 2, and
set the base station A and the terminal 1 back to the normal
mode. In the following, the timer operation in this case will
be described with references to FIG. 10 to FIG. 14.
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[0089] (1) FIG. 10 shows the sequence in the case where
the terminal 1 transmitted the registration request informa-
tion to the base station A but the base station A failed to
receive this information successfully so that the registration
confirmation information was not returned. In this case, at
the base station A, the timer #1 is started at the time “a” but
became time-out at the time “c” so that the mode of the base
station A is switched back to the normal mode. On the other
hand, at the terminal 1, the timer #3 is started at the time “b”
but became time-out at the time “d” without receiving a
response to the registration request information, i.e., the
registration confirmation information, so that the mode of
the terminal 1 is switched back to the normal mode. Because
both the base station A and the terminal 1 are switched back
to the normal mode without entering the authentication
mode, it is possible to visually judge the failure. Also, by
setting the limit time of the timer #1 and the timer #3 longer
than the time required for the registration and authentication,
it is possible to use the length of that time as a criterion for
the visual judgement.

[0090] (2) FIG. 11 shows the sequence in the case where
the terminal 1 could not correctly decrypt the registration
confirmation information from the base station A. In this
case, the terminal 1 cannot correctly receive the registration
confirmation information so that the timer #3 becomes
time-out and the mode of the terminal 1 is switched back to
the normal mode. As a result, the base station A cannot
receive the authentication acknowledgement information
from the terminal 1 so that the timer #2 becomes time-out
similarly and the mode of the base station A is also switched
back to the normal mode.

[0091] Note that the timer #1 of the base station A is
normally released at the time “c” at which the registration
confirmation information is transmitted to the terminal 1.

[0092] (3) FIG. 12 shows the sequence in the case where
the terminal 1 could not correctly receive the authentication
notice information from the base station A. As shown in
FIG. 2 described above, normally the base station A is
supposed to transmit the authentication notice information to
the terminal 1 after a prescribed period of time has elapsed
since the time “c” at which the timer #2 is started. However,
there is a possibility for the base station A to fail to transmit
this authentication notice information for some reason. In
this case, the base station A cannot receive the authentication
acknowledgement information from the terminal 1 as a
result of the failure to receive the authentication notice
information at the terminal 1. For this reason, the timer #2
becomes time-out and the mode of the base station A is
switched back to the normal mode. On the other hand, the
terminal 1 cannot receive the authentication notice informa-
tion from the base station A so that the timer #4 becomes
time-out and the mode of the terminal 1 is switched back to
the normal mode.

[0093] Note that the timer #1 of the base station A is
normally released at the time “c” at which the registration
confirmation information is transmitted to the terminal 1.
Also, the timer #3 of the terminal 1 is normally released at
the time “d” at which the registration confirmation informa-
tion is correctly decrypted.

[0094] (4) FIG. 13 shows the sequence in the case where
the terminal 1 could not correctly decrypt the authentication
notice information from the base station A. In this case, the
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terminal 1 cannot correctly receive the authentication notice
information from the base station A similarly as in the above
case (3). For this reason, the timer #4 becomes time-out and
the mode of the terminal 1 is switched back to the normal
mode. On the other hand, the base station A cannot receive
the authentication acknowledgement information from the
terminal 1 similarly as in the above case (3) so that the timer
#2 becomes time-out and the mode of the base station A is
switched back to the normal mode.

[0095] Note that the timer #1 of the base station A is
normally released at the time “c” at which the registration
confirmation information is transmitted to the terminal 1.
Also, the timer #3 of the terminal 1 is normally released at
the time “d” at which the registration confirmation informa-
tion is correctly decrypted.

[0096] (5) FIG. 14 shows the sequence in the case where
the base station A could not correctly decrypt the authenti-
cation acknowledgement information from the terminal 1. In
this case, the base station A cannot decrypt the authentica-
tion acknowledgement information from the terminal 1 so
that the timer #2 becomes time-out and the mode of the base
station A is switched back to the normal mode. On the other
hand, the terminal 1 correctly receives the authentication
notice information from the base station A, so that the mode
of the terminal 1 is switched back to the normal mode as a
normal operation. Also, the failure of the decryption of the
authentication acknowledgement information by the base
station A will be detected by the time-out of the timer #2.
When the limit time of this timer #2 is set longer than the
time of the normal finish, the failure of the decryption of the
authentication acknowledge information can be judged by
the increase of time for which the base station A remains in
the authentication mode.

[0097] Note that the timer #1 of the base station A is
normally released at the time “c” at which the registration
confirmation information is transmitted to the terminal 1.
Also, the timer #3 of the terminal 1 is normally released at
the time “d” at which the registration confirmation informa-
tion is correctly decrypted. Also, the timer #4 of the terminal
1 is normally released at the time “f” at which the authen-
tication acknowledgement information is transmitted to the
base station A.

[0098] In the cases (1) to (4) described above, if the
normal mode of the terminal 1 has the non-registered normal
mode and the registered normal mode, the mode of the
terminal 1 is switched back to the non-registered normal
mode when the registration and authentication fails. In this
case, the user can judge the failure more visually than in the
case of using one type of normal mode.

[0099] In the first embodiment described above, the reg-
istration and authentication of only one terminal can be
carried out by one registration and authentication sequence.
In the following, this point will be described with reference
to FIG. 15. In the example shown in FIG. 15, the registra-
tion button is pressed earlier at the terminal 2 than at the
terminal 1 (steps S102, S102'), so that the registration
request information of the terminal 2 is received (steps S103,
$103") and the registration and authentication of the terminal
2 is carried out. On the other hand, the terminal 1 was in the
registration mode since the time “ts” at which the registra-
tion button is pressed, but the timer #1 becomes time-out at
the time “te” so that the mode of the terminal 1 is switched
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back to the normal mode. The failure of the registration and
authentication of the terminal 1 can be judged from the
time-out of the timer #1 and the fact that the terminal 1 was
not switched to the authentication mode.

[0100] As such, when the base station receives the regis-
tration request information only while it is in the registration
mode and only from one terminal, it is possible to guarantee
that the registration and authentication is carried out for only
one terminal at one time. In this way, the erroneous regis-
tration and authentication of the terminal of the other home
or outside the home can be guessed so that the registration
and authentication of the terminal can be retried.

[0101] For example, suppose that the terminal 1 is an
internal terminal and the terminal 2 is an external terminal
in FIG. 15. In this case, it is apparent that the base station
A is following the correct sequence despite of the fact that
the internal terminal 1 encountered the failure, so that it is
possible to judge that there is a possibility for the erroneous
registration and authentication of some other terminal (the
external terminal 2 in this case). By being able to make the
judgement in this way, it is possible to retry the registration
and authentication of the internal terminal 1 or correct the
registration and authentication table of the base station
shown in FIG. 9. In the correction of the registration and
authentication table of the base station, the deletion of only
the latest information or the deletion of all the informations
can be carried out.

[0102] Also, in the first embodiment described above, it is
possible to use the sequence in which the transmission of the
registration confirmation information (step S104) and the
transmission of the authentication notice information (step
$105) in FIG. 2 is unified. In this case, when the registration
request information from the terminal 1 is received, the base
station A combines the registration confirmation information
of FIG. 5 and the authentication notice information of FIG.
6, encrypts it by using the public key and the encryption
algorithm for the public key cryptosystem of the terminal 1,
and transmits it to the terminal 1. When this registration
confirmation and authentication notice information is
received, the mode of the terminal 1 is switched to the
authentication mode. The authentication acknowledgement
information is produced while the terminal 1 is in this
authentication mode. Then, when the authentication
acknowledgement information is transmitted to the base
station A, the mode of the terminal 1 is switched to the
normal mode.

[0103] As described, according to the first embodiment,
there is a need to operate the registration button on the
terminal 1 after operating the registration button on the base
station A and before the timer #1 of the base station A
becomes time-out. For this reason, it is possible to realize the
secure and easy registration and authentication processing
even when the wireless communications are used, in con-
junction with the fact that it is difficult to operate the base
station A provided inside the home from the external.

[0104] (Second Embodiment)
[0105] Next, with references to FIG. 16 and FIG. 17, the

second embodiment of the wireless communication system
according to the present invention will be described.

[0106] FIG. 16 shows a registration and authentication
sequence (a registration and authentication sequence #2) for
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the wireless communication system of the second embodi-
ment. The registration and authentication sequence #2 of
FIG. 16 differs from the registration and authentication
sequence #1 of the first embodiment described above in that
an authentication button is to be pressed explicitly (step
S205) when the base station A transmits the authentication
notice information at the time “e¢” (step S206).

[0107] This authentication button may be provided sepa-
rately from the registration button or the same button may be
used. In the case of using the same button, it may be made
such that it functions as the registration button when it is
pressed briefly (for within one second, for example) and it
functions as the authentication button when it is pressed
longer (for several seconds, for example). There are many
other possible variations. In any case, by utilizing the
authentication button in this way, it is possible to start the
authentication operation explicitly by using the authentica-
tion button after the user confirmed that the mode of the
terminal is switched from the registration mode to the
authentication mode. Consequently, it becomes possible for
the user to easily recognize the fact that the registration stage
is finished and the processing entered the authentication
stage, compared with the registration and authentication
sequence #1 of the first embodiment described above.

[0108] The timers (timer #1, timer #2, timer #3, timer #4)
of FIG. 16 are similar to those of the registration and
authentication sequence #1 of FIG. 2, except that the timer
#2 is started differently. Also, the ways of using these timers
are the same as the registration and authentication sequence
#1 and the timers are operated similarly as in FIG. 10 to
FIG. 14. The timer #2 of the base station A of FIG. 16 is
started when the user presses the authentication button on
the base station A. The timer #2 is released when the
authentication acknowledgement information is correctly
decrypted, or when the limit time is reached in the other
abnormal cases.

[0109] FIG. 17 explains the registration and authentica-
tion sequence #2 of FIG. 16 by focusing attention on
information to be exchanged between the base station A and
the terminal 1. In FIG. 17, numerals in brackets indicate the
sequential order in the registration and authentication
sequence #2. In this registration and authentication sequence
#2, a registration request information and an authentication
acknowledgement information are transmitted from the ter-
minal 1 to the base station A by the wireless communica-
tions. Also, a registration confirmation information and an
authentication notice information are transmitted from the
base station A to the terminal 1 by the wireless communi-
cations.

[0110] This second embodiment has an advantage com-
pared with the first embodiment described above in that the
erroneous registration and authentication of the undesired
terminal can be prevented because the correlation between
the authentication notice and the switching of the mode of
the terminal into the authentication mode is clearer. In the
examples of FIG. 11. FIG. 13 and FIG. 14 described above
for the first embodiment, there is a possibility that the failure
of the registration and authentication of the terminal 1 is
caused by the erroneous registration and authentication of
another terminal. This is because the terminal 1 cannot know
the timing at which the authentication notice is returned
from the base station A. In contrast, in this second embodi-

Exhibit 1013
Page 32 of 38

May 23, 2002

ment, the user operates the authentication button on the base
station A after confirming that the mode of the terminal 1 is
switched to the authentication mode, so that this return
timing is clear. Consequently, it is possible to prevent the
base station A from carrying out the erroneous registration
and authentication of another terminal.

[0111] As described, according to the second embodiment,
there is a need to operate the registration button on the
terminal 1 after operating the registration button on the base
station A and before the timer #1 of the base station A
becomes time-out, and there is also a need to operate the
authentication button on the base station A after the mode of
the terminal 1 is switched to the authentication mode. For
this reason, it is possible to realize the secure and easy
registration and authentication processing even when the
wireless communications are used, in conjunction with the
fact that it is difficult to operate the base station A provided
inside the home from the external.

[0112] (Third Embodiment)

[0113] Next, with references to FIG. 18 and FIG. 19, the
third embodiment of the wireless communication system
according to the present invention will be described.

[0114] FIG. 18 shows a registration and authentication
sequence (a registration and authentication sequence #3) for
the wireless communication system of the third embodi-
ment. The registration and authentication sequence #3 of
FIG. 18 differs from the registration and authentication
sequence #2 of the second embodiment described above in
that the user explicitly presses an authentication button on
the terminal 1 (step S305) rather than the authentication
button on the base station A. In this way, the user requests
the authentication by using the authentication button on the
terminal 1 side after confirming that the mode of the terminal
1 is switched from the registration mode to the authentica-
tion mode (step S306), and then, after the authentication
notice (step S307), the authentication acknowledgement is
made (step S308). Unlike the registration and authentication
sequences #1 and #2 described above, the operation of the
authentication button on the terminal 1 is carried out by the
user (step S305) in this registration and authentication
sequence #3.

[0115] The authentication request information of the step
S306 contains an authentication request, the MAC address
of the terminal 1, and the terminal specific information, as
shown in FIG. 20. These data are encrypted by using the
secret key of the public key cryptosystem of the terminal 1
and transmitted from the terminal 1 to the base station A.
Note here that the secret key of the terminal 1 is used.
Consequently, these data cannot be decrypted unless the
public key corresponding to this secret key is used. This is
effectively a digital signature by the terminal 1. By this
digital signature, it is possible to judge whether the received
authentication request information is the authentication
request information transmitted by the terminal 1 for which
the registration is completed by the time “d”.

[0116] FIG. 19 explains the registration and authentica-
tion sequence #3 of FIG. 18 by focusing attention on
information to be exchanged between the base station A and
the terminal 1. In FIG. 19, numerals in brackets indicate the
sequential order in the registration and authentication
sequence #3. In this registration and authentication sequence
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#3, a registration request information, an authentication
request information, and an authentication acknowledge-
ment information are transmitted from the terminal 1 to the
base station A by the wireless communications. Also, a
registration confirmation information and an authentication
notice information are transmitted from the base station A to
the terminal 1 by the wireless communications.

[0117] In this third embodiment, similarly as in the second
embodiment described above, the erroneous registration and
authentication of the undesired terminal can be prevented
because the correlation between the authentication notice
and the switching of the mode of the terminal into the
authentication mode is clearer.

[0118] As described, according to the third embodiment,
there is a need to operate the registration button on the
terminal 1 after operating the registration button on the base
station A and before the timer #1 of the base station A
becomes time-out, and there is also a need to operate the
authentication button on the terminal 1 after the mode of the
terminal 1 is switched to the authentication mode and before
the timer #2 of the base station A becomes time-out. For this
reason, it is possible to realize the secure and easy registra-
tion and authentication processing even when the wireless
communications are used, in conjunction with the fact that
it is difficult to operate the base station A provided inside the
home from the external.

[0119] (Fourth Embodiment)

[0120] Next, with references to FIG. 21 and FIG. 22, the
fourth embodiment of the wireless communication system
according to the present invention will be described.

[0121] FIG. 21 shows a registration and authentication
sequence (a registration and authentication sequence #4) for
the wireless communication system of the fourth embodi-
ment. FIG. 22 explains the registration and authentication
sequence #4 of FIG. 21 by focusing attention on information
to be exchanged between the base station A and the terminal
1. In FIG. 22, numerals in brackets indicate the sequential
order in the registration and authentication sequence #4. In
this registration and authentication sequence #4, a registra-
tion request information, an authentication request informa-
tion, and an authentication acknowledgement information
are transmitted from the terminal 1 to the base station A by
the wireless communications. Also, a registration accep-
tance information, a registration confirmation information
and an authentication notice information are transmitted
from the base station A to the terminal 1 by the wireless
communications. In the following, this registration and
authentication sequence #4 will be described with reference
to FIG. 21.

[0122] (a) First, the user presses the registration button on
the terminal 1 (time “a”, step S401). In other words, the
mode of the terminal 1 is switched to the registration mode
(indicated by the LED display with a red light on) first. At
this point, the timer #3 is started.

[0123] (b) Next, the user presses the registration button on
the base station A (time “b”, step S402). When the registra-
tion button is pressed, the base station A transmits the
registration acceptance information shown in FIG. 23 to the
terminal 1 (step S403). At this point, the mode of the base
station A is switched to the registration mode (indicated by
the LED display with a red light on). Also, at the same time,
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the timer #1 is started. As shown in FIG. 23, the registration
acceptance information contains a flag indicating that the
registration acceptance and the MAC address of the base
station A.

[0124] (c) Upon receiving the registration acceptance
information from the base station A, the terminal 1 transmits
the registration request information shown in FIG. 4
described above to the base station A (step S404).

[0125] (d) Upon receiving the registration request infor-
mation from the terminal 1, the base station A transmits the
registration confirmation information shown in FIG. 5
described above to the terminal 1 (step S405). At this point,
the mode of the base station A is switched from the regis-
tration mode to the authentication mode. Also, the timer #1
is normally finished and the timer #2 is started. he registra-
tion confirmation information transmitted from the base
station A is encrypted by using the public key of the terminal
1 obtained from the registration request so that only the
terminal 1 can read its contents, similarly as in the first
embodiment described above.

[0126] (e) When the registration confirmation information
from the base station A is correctly decrypted, the terminal
1 transmits the authentication request information shown in
FIG. 20 described above to the base station A (step S406).
At this point, the mode of the terminal 1 is switched from the
registration mode to the authentication mode. Also the timer
#3 is normally finished and the timer #4 is started. The
authentication request information of FIG. 20 is encrypted
by using the secret key of the terminal 1 so that it cannot be
decrypted unless the public key corresponding to this secret
key is used. This is effectively a digital signature by the
terminal 1. By this digital signature, it is possible to judge
whether the received authentication request information is
the authentication request information transmitted by the
terminal 1 for which the registration is completed by the
above (a) to (d).

[0127] (f) The base station A knows the public key of the
terminal 1 so that the base station A can decrypt the
authentication request information from the terminal 1.
Then, the base station A transmits the authentication notice
information shown in FIG. 6 described above to the terminal
1 (step S407). This authentication notice information is
encrypted by using the public key of the terminal 1 and to
be decrypted by using the secret key corresponding to this
public key at the terminal 1.

[0128] (g) When the secret key of the base station A is
correctly extracted by this decryption, the terminal 1 trans-
mits the authentication acknowledgement information
shown in FIG. 7 described above to the base station A (step
S408). At this point, the mode of the terminal 1 is switched
to the (registered) normal mode, and the timer #4 is normally
finished.

[0129] (h) Upon receiving the authentication acknowl-
edgement information from the terminal 1, the mode of the
base station A is switched to the normal mode, and the timer
#2 is normally finished. This completes the registration and
authentication of the terminal 1.

[0130] As described, this fourth embodiment is character-
ized in that the base station A has an initiative throughout the
entire processing, unlike the first to third embodiments
described above. According to the fourth embodiment, there
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is a need to operate the registration button on the base station
A after operating the registration button on the terminal 1
and before the timer #3 of the terminal 1 becomes time-out.
For this reason, it is possible to realize the secure and easy
registration and authentication processing even when the
wireless communications are used, in conjunction with the
fact that it is difficult to operate the base station A provided
inside the home from the external.

[0131] (Fifth Embodiment)

[0132] Next, with references to FIG. 24 and FIG. 25, the
fifth embodiment of the wireless communication system
according to the present invention will be described.

[0133] FIG. 24 shows a registration and authentication
sequence (a registration and authentication sequence #5) for
the wireless communication system of the fifth embodiment.
The registration and authentication sequence #5 of FIG. 24
differs from the registration and authentication sequence #4
of the fourth embodiment described above in that an authen-
tication button is to be utilized when the terminal 1 transmits
the authentication request information at the time “f”. In this
way, the user can request the authentication by using the
authentication button after confirming that the mode of the
terminal 1 is switched from the registration mode to the
authentication mode. There is an extra task of operating the
authentication button compared with the registration and
authentication sequence #4 described above, but there is an
effect of making the user more conscious of the authentica-
tion processing.

[0134] FIG. 25 explains the registration and authentica-
tion sequence #5 of FIG. 24 by focusing attention on
information to be exchanged between the base station A and
the terminal 1. In FIG. 25, numerals in brackets indicate the
sequential order in the registration and authentication
sequence #5. In this registration and authentication sequence
#5, a registration request information, an authentication
request information, and an authentication acknowledge-
ment information are transmitted from the terminal 1 to the
base station A by the wireless communications. Also, a
registration acceptance information, a registration confirma-
tion information and an authentication notice information
are transmitted from the base station A to the terminal 1 by
the wireless communications. In the following, this regis-
tration and authentication sequence #5 will be described
with reference to FIG. 24.

[0135] As described, according to the fifth embodiment,
there is a need to operate the registration button on the base
station A after operating the registration button on the
terminal 1 and before the timer #3 of the terminal 1 becomes
time-out, and there is also a need to operate the authentica-
tion button on the terminal 1 after the mode of the terminal
1 is switched to the authentication mode and before the timer
#2 of the base station A becomes time-out. For this reason,
it is possible to realize the secure and easy registration and
authentication processing even when the wireless commu-
nications are used, in conjunction with the fact that it is
difficult to operate the base station A provided inside the
home from the external.

[0136] (Sixth Embodiment)
[0137] Next, with references to FIG. 26 and FIG. 27, the

sixth embodiment of the wireless communication system
according to the present invention will be described.
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[0138] FIG. 26 shows a registration and authentication
sequence (a registration and authentication sequence #6) for
the wireless communication system of the sixth embodi-
ment. The registration and authentication sequence #6 of
FIG. 26 differs from the registration and authentication
sequence #5 of the fifth embodiment described above in that
the authentication button is utilized on based station A at the
time “f” rather than on the terminal 1. By this operation, the
base station A transmits the authentication notice informa-
tion shown in FIG. 6 described above to the terminal 1.
Unlike the registration and authentication sequence #5, there
is no need for the terminal 1 to transmit the authentication
request information. In other words, the transmission of the
authentication request information is replaced by the press-
ing of the authentication button on the base station A after
confirming that the mode of the terminal 1 is switched from
the registration mode to the authentication mode. Also, there
is an extra task of operating the authentication button
compared with the registration and authentication sequence
#4 of the fourth embodiment, but there is an effect of making
the user more conscious of the authentication processing.

[0139] FIG. 27 explains the registration and authentica-
tion sequence #6 of FIG. 26 by focusing attention on
information to be exchanged between the base station A and
the terminal 1. In FIG. 26, numerals in brackets indicate the
sequential order in the registration and authentication
sequence #6. In this registration and authentication sequence
#06, a registration request information and an authentication
acknowledgement information are transmitted from the ter-
minal 1 to the base station A by the wireless communica-
tions. Also, a registration acceptance information, a regis-
tration confirmation information and an authentication
notice information are transmitted from the base station A to
the terminal 1 by the wireless communications.

[0140] As described, according to the sixth embodiment,
there is a need to operate the registration button on the base
station A after operating the registration button on the
terminal 1 and before the timer #3 of the terminal 1 becomes
time-out, and there is also a need to operate the authentica-
tion button on the base station A after the mode of the
terminal 1 is switched to the authentication mode and before
the timer #4 of the terminal 1 becomes time-out. For this
reason, it is possible to realize the secure and easy registra-
tion and authentication processing even when the wireless
communications are used, in conjunction with the fact that
it is difficult to operate the base station A provided inside the
home from the external.

[0141] (Wireless Base Station)

[0142] Next, the wireless base station to be used in the
wireless communication system according to the embodi-
ments of the present invention will be described.

[0143] FIG. 28 shows a configuration of the wireless base
station according to one embodiment of the present inven-
tion. As shown in FIG. 28, this base station 10 comprises a
state setting unit 101, a state display unit 102, a system
authentication information management unit 103, a terminal
authentication information management unit 104, a timer
setting unit 105, a wireless communication unit 106 and a
controller 107.

[0144] The state setting unit 101 is in forms of buttons for
the registration mode and the authentication mode.
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[0145] The state display unit 102 is the LED display
described in the first to sixth embodiments described above.
Besides the LED display, it is also possible to use an
instruction display on a display screen such as that of liquid
crystal, an indication by character string printed next to the
LED, an indication by sound, an indication by melody, an
instruction display on a screen of another node connected
through a network, etc.

[0146] The system authentication information manage-
ment unit 103 manages the secret key cryptosystem used in
a system under the control of this base station 10. The secret
key and the encryption algorithm of the secret key crypto-
system are managed, and there is a need to make them not
easily readable from the external.

[0147] The terminal authentication information manage-
ment unit 104 manages the terminal specific information, the
public key and the encryption algorithm of each terminal for
which the registration and authentication has been carried
out in a system under the control of this base station 10, in
the registration and authentication table shown in FIG. 9
described above. Note that the terminal specific information
and the public key cryptosystem information of the base
station 10 itself as a terminal are also managed.

[0148] The timer setting unit 105 manages timers of the
base station 10 used in the first to sixth embodiments
described above, and controls start and finish of each timer.

[0149] The wireless communication unit 106 carries out
exchange of information with terminals by wireless com-
munications.

[0150] (Wireless Terminal)

[0151] Next, the wireless terminal to be used in the
wireless communication system according to the embodi-
ments of the present invention will be described.

[0152] FIG. 29 shows a configuration of the wireless
terminal according to one embodiment of the present inven-
tion. As shown in FIG. 29, this terminal 20 comprises a state
setting unit 201, a state display unit 202, a system authen-
tication information management unit 203, a terminal infor-
mation management unit 204, a timer setting unit 205, a
wireless communication unit 206 and a controller 207.

[0153] The state setting unit 201 is in forms of buttons for
the registration mode and the authentication mode, similarly
as the state setting unit 101 of FIG. 28.

[0154] The state display unit 102 is the LED display, for
example, similarly as the state display unit 102 of FIG. 28.

[0155] The system authentication information manage-
ment unit 203 manages the secret key cryptosystem used in
a system under the control of the base station which carried
out the registration and authentication of this terminal 20.
The secret key and the encryption algorithm of the secret key
cryptosystem are managed, and there is a need to make them
not easily readable from the external, similarly as the system
authentication information management unit 103 of FIG.
28.

[0156] The terminal information management unit 204
manages the terminal specific information and the public
key cryptosystem information for this terminal 20.
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[0157] The timer setting unit 205 manages timers of the
terminal 20 used in the first to sixth embodiments described
above, and controls start and finish of each timer.

[0158] The wireless communication unit 206 carries out
exchange of information with base stations by wireless
communications.

[0159] Now, using the registration and authentication
sequence #1 to #6 of the first to sixth embodiments described
above, it is possible to carry out the registration and authen-
tication of the terminal in the system managed by the base
station as described above. By combining the manual opera-
tion of buttons or the like, the state display by the LED or
the like, the public key cryptosystem and the secret key
cryptosystem as in the present invention, it is possible to
carry out the registration and authentication by the same
wireless communications used for the ordinary data com-
munications, and the user can easily judge the success or the
failure through the state display. Also, it is difficult to operate
the base station provided inside the home from the external,
so that it is possible to realize the secure and easy registra-
tion and authentication even when the wireless communi-
cations are used.

[0160] Also, in the home wireless system, it is expected to
be preferable to provide a plurality of base stations and
enable flexible settings in arbitrary units such as individuals,
groups, all family members, etc., and this can be realized by
the present invention.

[0161] For example, there can be the case as shown in
FIG. 30. Inside one home (X’s home), a dedicated base
station A for Mr. A, a dedicated base station B for Mr. B, and
a base station X for all family members are provided. The
base station A carries out the registration and authentication
of only a terminal 3 of Mr. A, and refuses the registration and
authentication of a terminal 2 that is passing by outside of
the home or a terminal 4 of Mr. B that are within the area of
the base station A. Similarly, the base station B carries out
the registration and authentication of only the terminal 4 of
Mr. B. The base station X carries out the registration and
authentication of all the terminals within the X’s home,
including not only the terminal 3 and the terminal 4 but also
the base station A and the base station B as terminals.

[0162] Note that, in such a case, only one type of normal
mode for the terminal is used so that the registration and
authentication of the terminal can be carried out at a plurality
of base stations. Also, in such a case, each terminal manages
the secret keys and the encryption algorithms of the secret
key cryptosystems of a plurality of base stations in the
system authentication information management unit. For
example, the terminal 3 manages the secret keys and the
encryption algorithms of the base station A and the base
station X.

[0163] As described, in the registration and authentication
scheme of the present invention, in the case of carrying out
the registration and authentication of the wireless terminal
with respect to the wireless base station provided inside the
home, for example, the user of the wireless terminal must
directly operate the wireless base station. For this reason, it
is possible to prevent the registration and authentication of
the wireless terminal of an external user who cannot easily
operate the wireless base station, and thereby it is possible
to realize the secure and easy registration and authentication
processing even when the wireless communications are
used.
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[0164] Thus, according to the present invention, it is
possible to realize the registration and authentication scheme
which can be carried out securely and easily in the home
wireless communication system.

[0165] It is to be noted that, besides those already men-
tioned above, many modifications and variations of the
above embodiments may be made without departing from
the novel and advantageous features of the present inven-
tion. Accordingly, all such modifications and variations are
intended to be included within the scope of the appended
claims.

What is claimed is:

1. A method for registration and authentication of a
wireless terminal with respect to a wireless base station in a
wireless communication system having the wireless base
station and the wireless terminal for carrying out wireless
communications with the wireless base station, the method
comprising:

(a) switching a mode of the wireless base station from a
normal mode to a registration mode, as a user operates
the wireless base station;

(b) switching a mode of the wireless terminal from the
normal mode to the registration mode, as the user
operates the wireless terminal;

(c) transmitting a registration request information con-
taining a terminal public key specific to the wireless
terminal, a terminal encryption scheme using the ter-
minal public key, and a terminal identifier of the
wireless terminal, from the wireless terminal to the
wireless base station;

(d) upon receiving the registration request information at
the wireless base station, transmitting a registration
confirmation information indicating a registration of
the wireless terminal, from the wireless base station to
the wireless terminal, the registration confirmation
information being encrypted by using the terminal
public key and the terminal encryption method at the
wireless base station;

(e) switching the mode of the wireless base station from
the registration mode to an authentication mode;

(f) when the wireless terminal correctly decrypts the
registration confirmation information by using a termi-
nal secret key corresponding to the terminal public key,
switching the mode of the wireless terminal from the
registration mode to the authentication mode;

(g) after the mode of the wireless terminal is switched to
the authentication mode, transmitting an authentication
notice information containing a base station secret key
specific to the wireless base station, a base station
encryption scheme using the base station secret key,
and a base station identifier of the wireless base station,
from the wireless base station to the wireless terminal,
the authentication notice information being encrypted
by using the terminal public key and the terminal
encryption scheme at the wireless base station;

(h) when the wireless terminal correctly decrypts the
authentication notice information by using the terminal
secret key, transmitting an authentication acknowl-
edgement information indicating a receipt of the
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authentication notice information from the wireless
terminal to the wireless base station, the authentication
acknowledgement information being encrypted by
using the base station secret key and the base station
encryption scheme at the wireless terminal, and switch-
ing the mode of the wireless terminal from the authen-
tication mode to the normal mode; and

(i) when the wireless base station correctly decrypts the
authentication acknowledgement information by using
the base station secret key, switching the mode of the
wireless base station from the authentication mode to
the normal mode.

2. The method of claim 1, wherein the step (c) takes places

when the mode of the wireless terminal is switched from the
normal mode to the registration mode; and

the step (e) takes place upon the registration request
information is received at the wireless base station.
3. The method of claim 1, wherein the step (c) takes places
when the mode of the wireless terminal is switched from the
normal mode to the registration mode; and

the step (e) takes place after the mode of the wireless
terminal is switched to the authentication mode, and as
the user operates the wireless base station.

4. The method of claim 1, further comprising:

(j) stopping the registration and authentication of the
wireless terminal with respect to the wireless base
station at the wireless base station, when the registra-
tion request information cannot be received from the
wireless terminal within a first prescribed period of
time after the mode of the wireless base station is
switched from the normal mode to the registration
mode, or when the authentication acknowledgement
information cannot be received from the wireless ter-
minal within a second prescribed period of time after
the mode of the wireless base station is switched from
the registration mode to the authentication mode; and

(k) stopping the registration and authentication of the
wireless terminal with respect to the wireless base
station at the wireless terminal, when the registration
confirmation information cannot be received from the
wireless base station within a third prescribed period of
time after the mode of the wireless terminal is switched
from the normal mode to the registration mode, or
when the authentication notice information cannot be
received from the wireless base station within a fourth
prescribed period of time after the mode of the wireless
terminal is switched from the registration mode to the
authentication mode.

5. The method of claim 4, wherein the step (j) manages the
first prescribed period of time and the second prescribed
period of time by using a first timer and a second timer
provided at the wireless base station; and

the step (k) manages the third prescribed period of time
and the fourth prescribed period of time by using a third
timer and a fourth timer provided at the wireless
terminal.

6. The method of claim 1, further comprising:

(f1) after the mode of the wireless terminal is switched to
the authentication mode, transmitting an authentication
request information indicating a request for authenti-
cation of the wireless terminal with respect to wireless
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base station, from the wireless terminal to the wireless
base station, as the user operates the wireless terminal,
the authentication request information being encrypted
by using the terminal secret key and the terminal
encryption scheme at the wireless terminal;

wherein the step (c) takes places when the mode of the
wireless terminal is switched from the normal mode
to the registration mode;

the step (e) takes place upon the registration request
information is received at the wireless base station;
and

the step (g) takes place when the wireless base station
correctly decrypts the authentication request infor-
mation by using the terminal public key.
7. The method of claim 6, further comprising:

(j) stopping the registration and authentication of the
wireless terminal with respect to the wireless base
station at the wireless base station, when the registra-
tion request information cannot be received from the
wireless terminal within a first prescribed period of
time after the mode of the wireless base station is
switched from the normal mode to the registration
mode, or when either the authentication request infor-
mation or the authentication acknowledgement infor-
mation cannot be received from the wireless terminal
within a second prescribed period of time after the
mode of the wireless base station is switched from the
registration mode to the authentication mode; and

(k) stopping the registration and authentication of the
wireless terminal with respect to the wireless base
station at the wireless terminal, when the registration
confirmation information cannot be received from the
wireless base station within a third prescribed period of
time after the mode of the wireless terminal is switched
from the normal mode to the registration mode, or
when the authentication notice information cannot be
received from the wireless base station within a fourth
prescribed period of time after the mode of the wireless
terminal is switched from the registration mode to the
authentication mode.

8. The method of claim 7, wherein the step (j) manages the

first prescribed period of time and the second prescribed
period of time by using a first timer and a second timer
provided at the wireless base station; and

the step (k) manages the third prescribed period of time
and the fourth prescribed period of time by using a third
timer and a fourth timer provided at the wireless
terminal.

9. The method of claim 1, further comprising:

(al) transmitting a registration acceptance information
indicating an acceptance of the registration of the
wireless terminal with respect to the wireless base
station, from the wireless base station to the wireless
terminal, when the mode of the wireless base station is
switched from the normal mode to the registration
mode;

wherein the step (b) takes place before the step (a);

the step (c) takes place when the wireless terminal
receives the registration acceptance information; and
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the step (e) takes place when the registration request
information is received at the wireless base station.

10. The method of claim 9, further comprising:

(f1) transmitting an authentication request information
indicating a request for authentication of the wireless
terminal with respect to wireless base station, from the
wireless terminal to the wireless base station, the
authentication request information being encrypted by
using the terminal secret key and the terminal encryp-
tion scheme at the wireless terminal;

wherein the step (g) takes place when the wireless base
station correctly decrypts the authentication request
information by using the terminal public key.

11. The method of claim 10, wherein the step (f1) takes
place when the mode of the wireless terminal is switched
from the registration mode to the authentication mode;

12. The method of claim 10, wherein the step (f1) takes
place after the mode of the wireless terminal is switched to
the authentication mode, and as the user operates the wire-
less terminal.

13. The method of claim 10, further comprising:

(j) stopping the registration and authentication of the
wireless terminal with respect to the wireless base
station at the wireless base station, when the registra-
tion request information cannot be received from the
wireless terminal within a first prescribed period of
time after the mode of the wireless base station is
switched from the normal mode to the registration
mode, or when either the authentication request infor-
mation or the authentication acknowledgement infor-
mation cannot be received from the wireless terminal
within a second prescribed period of time after the
mode of the wireless base station is switched from the
registration mode to the authentication mode; and

(k) stopping the registration and authentication of the
wireless terminal with respect to the wireless base
station at the wireless terminal, when either the regis-
tration acceptance information or the registration con-
firmation information cannot be received from the
wireless base station within a third prescribed period of
time after the mode of the wireless terminal is switched
from the normal mode to the registration mode, or
when the authentication notice information cannot be
received from the wireless base station within a fourth
prescribed period of time after the mode of the wireless
terminal is switched from the registration mode to the
authentication mode.

14. The method of claim 13, wherein the step (j) manages
the first prescribed period of time and the second prescribed
period of time by using a first timer and a second timer
provided at the wireless base station; and

the step (k) manages the third prescribed period of time
and the fourth prescribed period of time by using a third
timer and a fourth timer provided at the wireless
terminal.

15. The method of claim 1, further comprising:

(al) transmitting a registration acceptance information
indicating an acceptance of the registration of the
wireless terminal with respect to the wireless base
station, from the wireless base station to the wireless
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terminal, when the mode of the wireless base station is
switched from the normal mode to the registration
mode;

wherein the step (b) takes place before the step (a);

the step (c) takes place when the wireless terminal
receives the registration acceptance information;

the step (e) takes place after the mode of the wireless
terminal is switched to the authentication mode, and
as the user operates the wireless base station; and

the step (g) takes place when the mode of the wireless
base station is switched from the registration mode to
the authentication mode.
16. The method of claim 15, further comprising:

(j) stopping the registration and authentication of the
wireless terminal with respect to the wireless base
station at the wireless base station, when the registra-
tion request information cannot be received from the
wireless terminal within a first prescribed period of
time after the mode of the wireless base station is
switched from the normal mode to the registration
mode, or when the authentication acknowledgement
information cannot be received from the wireless ter-
minal within a second prescribed period of time after
the mode of the wireless base station is switched from
the registration mode to the authentication mode; and

(k) stopping the registration and authentication of the
wireless terminal with respect to the wireless base
station at the wireless terminal, when either the regis-
tration acceptance information or the registration con-
firmation information cannot be received from the
wireless base station within a third prescribed period of
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time after the mode of the wireless terminal is switched
from the normal mode to the registration mode, or
when the authentication notice information cannot be
received from the wireless base station within a fourth
prescribed period of time after the mode of the wireless
terminal is switched from the registration mode to the
authentication mode.

17. The method of claim 16, wherein the step (j) manages
the first prescribed period of time and the second prescribed
period of time by using a first timer and a second timer
provided at the wireless base station; and

the step (k) manages the third prescribed period of time
and the fourth prescribed period of time by using a third
timer and a fourth timer provided at the wireless
terminal.

18. The method of claim 1, wherein at the step (h), the
mode of the wireless terminal is switched to the normal
mode indicating that the wireless terminal is already regis-
tered as the registration and authentication of the wireless
terminal with respect to the wireless base station is com-
pleted.

19. The method of claim 1, further comprising:

(j) switching the mode of the wireless terminal among the
normal mode, the registration mode, and the authenti-
cation mode according to a mode switching request
entered by the user.

20. The method of claim 1, further comprising:

(j) switching the mode of the wireless base station among
the normal mode, the registration mode, and the
authentication mode according to a mode switching
request entered by the user.
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