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Abstract = Continuous monitoring of performances becomes necessary to de-
tect critical situations in the radio interfuce of digital wireless telephone net-
works. This paper presents a measurement tool that analyzes TCP-level packet
traffic and detects the effects of variations in the radio channel conditions of a
mobile network. The analysis algorithm considers the energies of wavelet co-
efficients of the aggregated traffic process at a suitably selected number of time
scales, Wavelet energy variations dare detected by a siatistical test from which
a score Is calculated. This indicator reveals chunges in the performances of
the monitored network.

Keywords — pussive measurement. wireless nerwork monitoring, wavelet-
based traffic analysis.

I. INTRODUCTION

Digital wireless telephone networks will increasingly rely
on measurements to operate efficiently. Packet-based data ser-
vices are growing in importance, requiring the provision of ad-
equate quality for different applications sharing the same net-
work. An over-provisioning approach is hardly possible in this
context, because radio resources are scarce and precious. Fur-
thermore, predefined and static rules are unsuitable for plan-
ning future networks, since data volumes wilt be much vari-
able; so-called capacity hotspots might be generated, whose lo-
cation and load would vary as the population of users changes
or moves. In the light of these developments, a measurement-
oriented point of view would provide the required flexibility
and the ability to adapt to quality of service requirements.

While performances of traditional networks could be sum-
marized by a few simple indicators (roughly speaking, bit
error rate is the key parameter), nowadays packet-switching
data networks require more compiex performance metrics for
a wider variety of purposes: verificalion of service level agree-
ments {SLAs), accounting and billing, resource management
and traffic enginecring. Consequently, providers need new and
more sophisticated analysis tools to gather real-time informa-
tion about retwork performances.

Passive measurements. based on the non-intrusive observa-
tion of normal user traffic, seem 10 be most appropriate in the
framework of wireless mobile networks. In fact, these net-
works arc subject to sirict resource constraints and the increase
of traffic due to the injection of markers or artificial traffic
would often not be tolerable.  Passive observation of traffic
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requires suitable measuring equipment: at the physical level
this would be represented by measuring receivers, but traffic is
better analyzed at higher level, Then, measurcments no longer
deal with physical quantities represenling signals, but rather
involve the observation of data packets flowing through the
network. Instruments commonly employed for this purpose
may be as complex as a communications protocol analyzer, but
much simpler devices, like a packet probe, can be built around
less expensive network interface card.

An important issue is to decide at which level of the pro-
tocol hierarchy the analysis should take place. Measurement
at the transport level shows to have advantages, as it allows
to circumvent the need for coordinating several dedicated ap-
proaches, which would be typical for a network-level monitor-
ing framework. In fact, analysis at the transport level is in-
dependent of the different technologies underlying packet de-
livery and is based on the observation of packet tralfic flows
and of their aggregations in certain network nodes. On the
other hand, complex analysis of the observed quantities may
be needed 1o infer meaningtul performance indications.

Since wireless networks are particutarly affected by radio
condition variations, continuous monitoring becomes neces-
sary to detect critical situations in the radio interface. This
paper presents a measurement tool that analyzes TCP-level
packet traffic and detects the effects of variations in the radio
channel conditions of a mobile network.

To perform this task efficiently, it is preferable 1o observe
traffic lowing through the wired link that runs between a radio
base station and the fixed, broadband data network. The mon-
itoring instrument acquires traces containing just basic infor-
mation about packets flowing through the link, which are con-
densed inte a record of data representing the random process of
aggregated traffic flowing through the observation point. The
proposed tool is based on the use of the wavelet transform [1]
for the analysis of aggregated traffic.

The analysis algorithm considers the energics of wavelel co-
efficients at a suitably selected number of time scales. In the
following seciions it will be shown that their values are related
to network performances, namely, to a radio link parameter
called the block error rate, which significantly affects traffic
capacity. To provide a ready indication of potential malfunc-
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tions or configuration problems, calculated energy values have
been combined into a score, i.e., an index evidencing trends Lo-
wards improvement or degradation in network performances.
Statistical properties of the proposed score are considered and
carefully analyzed,

Finally, application to the monitoring of TCP performances
in a realistic third generation wireless nctwork topology [2}
is discussed in greater detail and results obtained with the
proposed statistical wavelet-based indicators are presented, to
show that the tool is effective as a means to discriminate radio
conditions and track their effects,

II. MEASUREMENT ON AGGREGATED TRAFFIC BY
WAVELET ANALYSIS

I the fixed segment of a mobile network, links can be moni-
tored passively by means of special probes that gather informa-
tion on packets and protocol headers. The resulting traces con-
tain information about both the timing and the size of packets
fiowing through the observed point. The traces are then pro-
cessed (o obtain the relevant measurement information. Fig.
1 presents a simple scheme of a typical topology in a mobiie
network scenario, highlighting also the measuring point.

Observation point

Gateway

Internet world ;
; Base Suation’-.

Mobile Equipment
Fig. 1. Topology of the analyzed mobile network

The analysis considered in the paper deals with aggregated
traffic, i.e., the total traffic observed during a succession of
time intervals. Aggregated traffic, with aggregation time
step T, is formally defined as a time series Xr(n), each
element corresponding to the number of packets (or bytes,
depending on the aggregation criterion) observed in an interval
[nT, (n + 1)T). The monitoring procedure is based on the
measurement of aggregated traffic directed toward a base
station. A sliding window of duration D determines the mea-
surement time; the number of samples is therefore N = D/T.

A, Wavelet analysis

The wavelet transform is a very effective tool in the analy-
sis of signals in different fields of research such as geophysics,
signal processing, pattern recognition [3]. The discrete wavelet
decomposition {DWT) represents a given signal or process
f(t) in terms of the shifted and dilated versions of a prototype

bandpass “wavelet” function )y(#) called “mother wavelet”
and shifted versions of a low-pass “scaling” function ¢o(t) (4].
With particular choices of wavelet and scaling functions the
atorns:
;4(t) = 2734 (279t — k)
¢ik(t) = 275 g0(277t — k)

form an orthonormal wavelet basis and f(t) can be expressed
in the following way:

(N

Jo
F® =2 cronbnn®) + D3 disin(t),
k

—co k

where the first term represents an approximation of f{f) at
scale 270 and the remaining part is the contribution of irreg-
ularities at every scale 27, The result of the DWT is the set of
coefficients ¢, x and d; i, obtained by projection of f(£) on
the chosen basis.

The DWT can be efficiently implemented by means of a
recursion of lowpass and highpass filters alternating with dec-
imation by a factor 2 [3]. This takes the form of a digital filter
tree (see [4] for details), which represents an efficient O(N)
algorithm.

The wavelet analysis of aggregated traffic is based on the
computation of the DWT of the traffic process X r(n). This
yields detail coefficients dx (7, k), where 7 is the scale index,
corresponding to a time scale 277, and k is the translation
index. The detail coefficient dx(j, k) mcasures the process
content around time k27T and in the neighborhood of [re-
quency 277 fy, where fy is the “center” frequency of the
mother wavelet 1.

B. Second order analysis

Detail coefficients highlight variability in the behavior of
Xr(n) at different time resolutions and help identify signifi-
cant features in the traffic pattern. To investigate second or-
der properties of X(n), the energy functions E; can be intro-
duced:

ka+N;—1
1 . ,
Bi=w S ldxGRIP i=12,...,J (3
7 k=ko

where N; is the number of coefficients at scale j and J is the
coarsest scale index. E; can be interpreted as the mean energy
associated to irregular components in the behavior of X p{n) at
scale 277, A small energy at this scale points to the presence
of regularities or periodical patterns in the time series. A rep-
resentation of energy versus scale in a log-log plot (LogScale
diagram) is commonly used for this kind of analysis [5], [6].
In the context of performance cvaluation [1] and trou-
bleshooting detection it is important to determine which time
scales are relevant for the observation of the traffic process. If
attention is concentrated on the description of TCP dynamics,
analysis must be focused on time scales typical of its feedback
mechanisms, such as self-regulation and synchronization. In
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fact, degradation of network performances is often reflected
into greater variability of TCP timing parameters. A suitable
choice is to consider the scales related to typical feedback
mechanisms, such as Automatic Repeat reQuest (ARQ).
The time scales of the TCP Round Trip Time (RTT) are of
particular interest: within that range the aggregate traffic under
zood radio channel conditions presents regularities which are
evidenced by a minimum of the energy function £, [7]. This
tends to disappear when performances are degraded.

HIL. NETWORK MONITORING ALGORITHM

The monitoring procedure consists of comparing the ener-
gies E; obtained in different time windows of equal duration
D. Starting from N = 27 samples, the digital filter trce DWT
algorithm yields J scale levels with decreasing resolution (due
to the decimation process the number of DWT coefficients
also decreases from 27 to 1 per scale). For each monitored
window the assoctated scale energies £ forj = 1,...,.J are
computed and stored so that network behavior can be tracked.
To detect radio channel variarions and raise an alarm in case
of badly degrading conditions, energies at ¢ach scale need to
be compared with their correspondents in another temporal
window. Changes in scale energies must be detected and,
for this purpose, a specific algorithm is required. In fact, a
traditional hypothesis test cannot be applied because of the
non-normal distributions of the wavelet coefficients at each
scale, which make computation of confidence intervals for
the energy values very difficult. A better way to compare the
energies is t0 apply non parametric hypothesis tests and in this
work the use of Miller [8] and Moses tests [9] is proposed.
Their features are briefly described in the following subsection.

A. Non parametric hypothesis tests

To compare statistical samples (and in particular their
means or variances) whose distribution is unknown non para-
metric tests are necessary . These tests are based on minimal
assumptions, do not require a priori models for the data un-
der study and are therefore called “distribution-free™ tests. The
aim of this study is to assess changes in wavelet coefficients
energies at each scale of analysis.

Wavelet coefficients d x (4, k) for a given scale j are realiza-
tions of a zero mean stochastic variable. It can be seen from
(3) that the corresponding energies can be interpreted as a vari-
ance estimator [or this variable. Then, instead of comparing
energies, the sets of wavelet coefficients determined in two dif-
ferent observation windows are considered as statistical sam-
ples with the aim of comparing their variances. The Moses and
Miller tests were therefore chosen, among several possibilitics,
because they are designed for testing dispersion. Both tests do
not require the means of the two samples 10 be equal.

The null hypothesis is the equality of dispersion parameters
between two statistical samples: Hy : 01 = o9, or equiv-
alently: Hy @ v% = (ﬂ)

az

The alternative hypothesis has

been assumed to be the increase of dispersion: Hy : a1 > o3
(one-sided upper-tail test). Every statistical test gives as result
a probability index, called p-vafue, that allows a decision to be
made, When the p-value tends to zero the null hypothesis is
unlikely,

The Moses test is performed by the following three steps
(91

1. The criginal statistical samples to compare, A and B, are
both randomly divided into m subsets of equal size k.

2. For cach subsample the sum of squared deviations from
the empirical mean is computed. In this way two new
statistical samples, C and D, are formed by the m values
obtained from A and B, respectively.

3. The Mann-Whitney-Wilcoxon non parametric location
test is applied to the two dispersion samples C' and D.

The Mann-Whitney-Wilcoxon test is performed by merging

C and D into single ordered set and assigning a positional
index to each value in two sets. The positional indexes of
one of two sets, e. g..C, are summed up to get a “rank sum
score” S, Under the null hypothesis the statistic S is, in the
large-sample approximation, a normal variabie with mcan and
variance depending only on the sample size m. Iis normalized
version z allows then to compute the p-value as 1 — &(z)
where @ is the cumulative normal distribution,

The Miller test is based on the so-called jackknife procedurce
[8] which involves a more complex sequence of steps. From
the original sets A and B (of size n and m respectively) the
statistic 2 is computed as follows:

I. Compute the averages and variancces for set A:

_ i=n AS ) i=n
A; = Zs:ﬁ o] and D} = ZS#
i=1

i=1

(4, — Ay’
n—2

¥

likewise, the set B yields: B; and E2.
2. Define S; = inD? and T; = InE?. In addition let:

n _ i 9 ~ T
Sy =In [Z M;_T)L} where AO:Z%’

s=1 s=1

Ty is obtained in the same way for sample 3.
3. Apply the “jackknife” procedure by computing the fol-
lowing variables:

M;=nS —{(n—-1)5;, fore=1,...,n
N, = mTp — (m — 1)Tj, for 7=1,....,m

M= M

i=1 n

and N =y N

F=1 m *

_ s (MM
Vl - Zi:] Tin—11

_ m (N;—N)?
n{n—1) and Va = Z (

Fj=1 m(m-1)"’
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4. Finally, the statistic € can be computed:
oo M=K
- vV + Vs '

Under the large-sample approximation, the statistic @ ~
N(0,1) if the null hypothesis Hy is true. Then, like in the
Moses test, the p-value can be casily obtained as 1 - ®(Q).

Thanks te the jackknife procedure, the Miller test allows
to better deal with repeated values within each sample, an
important issue for the analysis of the packet traffic process.

B. Considerations on test results

In the context under study an increase in wavelet coeffi-
cients energy at a given scale j can be seen as a loss of reg-
ularity in the traffic behavior induced by TCP self-regulation.
This is a footprint of worsened radio conditions and is revealed
by the one-sided test proposed above when a p-value p ; close
to zero is obtained.

p-values can also be used as a quantitative index of how far
the data are from satisfying the null hypothesis. Since a num-
ber of different scales are considered, it is possible to compute
a paramneter that summarizes the test results. A weighted sum-
mation of transformed p-values p; is proposed as a final score;

J=7Jz
S=Y" glps)w;, @

i=n

where w; are weighting coefficients and g(-) is a suitable
monotonic function (in the following logg is used). j, and
J2 are the limits of the observed scale range. Since a sliding
analysis window is employed, the behavior of this synthetic
indicator can be followed over time and helps 10 wrack radic
channel variations.

IV. RESULTS

The proposed measurement tool has been developed and
tested, at first on artificially generated traffic obtained via ns-2
[10] simulations. To obtain realistic traffic simulations, UMTS
Radio Link Layer (RL.C) and Medium Access Control (MAC)
protocols were implemented, carefully following 3GPP stan-
dards {11], [12] and ensuring that all aspects that have a po-
tential impact on performances were correctly implemented.
Particular emphasis should be placed on the ARQ mechanism
of the RLC layer. In fact, an IP packet is fragmented in a num-
ber of blocks that are passed to the MAC and physical layer
for transmission. Each block received by the listening RLC
produces an acknowledgment block that is sent back to the
sending RLC. Transmission blocks can be affected by crrors
in the radio channel. in which case they are retransmitted until

“14sE -B- NO ERRCR
BLER 10%
-~ BLER 30%

log,(E)

' 1 1 L L 1
4 5 6 ] L] 10

7
scale index j

Fig. 2. LogScale diagram for three different radio conditions

the corresponding ACK is received!. So a TCP packet may re-
quire more time 10 be completely transmitted in case of radio
tosses and RTT values become larger and more variable.

An extensive validation of the UMTS simulation modules
has been carried out, after which a realistic network topol-
ogy (see Fig. 1), comprising ten mobile terminals in a web-
browsing framework, was set up.

Several simulations have been performed, with changing ra-
dio conditions. The channel error model was a two-state model
where one state is error free and the other is characterized by a
BLock Error Rate parameter, that will be referred to as BLER
in the following. The model also includes a matrix of transition
probabilities that were obtained from literature findings [131.

The simulator was first employed to produce throughput-
versus-BLER diagrams. Their analysis provided an indication
of representative BLER values, that were used to set the simu-
lations so that different network efficiency conditions could be
analyzed.

Fig. 2 shows a LogScale diagram associated with three
different BLER conditions, obtained with an aggregation rate
T = 10ms and a window of N = 2% samples. Reported
results are relative to BLERs equal to 10% and 30% and are
compared with a no-error condition. Scale indexes from j = 4
to 7 = 10 were chosen for the analysis as they are the most
relevant for TCP self-regulation phenomena and can be identi-
fied via a very simple RTT estimator. They correspend to times
ranging from 160ms to 5s. The diagram gives a qualitative idea
ol how an energy pattern can change as a consequence of radio
channel variations. It can be noticed that virtually no variation
occurs for j = 4, and this should be reflected in the outcomes
of the non-parametric tests.

Moses and Miller non parametric tests have been applied to
simulation dala where a given radio channel condition was set
and kept constant throughout the time window. BLER values

' The maximum number of possible transmissions of the same block can be
configured by the RLC layer parameter MaxDAT
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p-values

scale index |

Fig. 3. Miller test p-values in the comparison of 10% BLER data versus 0%
BLER ones (vertical log-scale).

ranging from 0% te 30%, like in Fig. 2, were considered. Fig.
3 shows the p-values resulting from the Miller test when the
case BLER= 10% is compared to the no-error case. In statis-
tical tests, a threshold p-value is considered in order 1o make a
decision (usuvally 0.05 or 0.1 as shown with dash-dotted lines
in Fig. 3). Then, the null hypothesis would be surely rejected
at scales from 5 to 8, while scales 9 and 10 are on the edge of
rejection. It is possible to see from Fig. 2 that the only scale
that doesn’t reveal a changing condition is 7 = 4 and this is
reflected by the high p-values in Fig. 3 at the same scale.

The score introduced in the previous section summarizes
in a quantitative way the variations and provides a simple and
meaningful indicator. Scores .S in Table I are computed by
making the simplest choice for the weights in the formula, that
is w; = m for all 7, where o 1s a normalization co-
efficient to make S € (0,1). This choice has the effect of
reversing the meaning of the evaluation scale: if S is near 0
network conditions can be assumed to be stationary; on the
other side, larger values mean that radio conditions are getting
worse. It is possible to set a threshold value on 5 to determine
when channel performances are degraded.

The first column in Table I shows which BLER values arc
compared in the dispersion test. The other two columns report
values obtained by applying (4) to compute the score, starting
from p-values generated by the Moses and Miller test, respec-
tively. It is clear from the results presented in Table I that the
score S is a good indicator of performance degradation or im-
provement.

These results suggest that the Miller test is able to better
discriminate different conditions; however the Moses test al-
lows faster computation. It is important to highlight that a dif-
ferent choice of the window duration D or of the aggregation
time interval T {for a given D) means a ditferent size of sam-
ple vectors at each scale and so a different capability to detect
variations or, roughly speaking, a different resolution.

For monitoring purposes it may be useful to set up an ob-
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servation time span including a few consecutive temporal win-
dows of observed traffic. This span should be moved forward if
the S indicator does not reveal variations and extended when-
ever some sort of pre-alarm threshold is exceeded. In the latter
case, trends can be better evidenced by multiple comparisons
and an alarm can be raised when a meaningful change in net-
work performances is confirmed. This situation can lead to
more detailed troublesheoting analysis by means of complex
instruments such as protocol analyzers.

TABLE |
MOSES AND MILLER TESTS SCORE COMPARISON

Block Error Rate [%] ¢ S (Moses test) | S (Miller test)
Ovs0 0.0279 0.0334
10vs 0 0.4756 0.5006
30vs0 0.5066 0.5772
30vs 10 (1384 0.1685

V. FINAL REMARKS

The possibility (o infer information about network perfor-
mances {rom measurements at a few, or even a single monitor-
ing point is, of course, of great interest to researchers as well
as to network operators. In this respect, the mobile network
architecture is well suited to the approach proposed in this pa-
per: in fact, the open interfaces between the network elements
are natural choices as monitoring points and represent differ-
ent degrees of traffic aggregation. It should be remarked that
observation of packet traffic at the TCP level is not always pos-
sible directly: in some cases sophisticated analyzers featuring
multiprotocol analysis functions would be required to collect
data in a suitable format for the application of a wavelet-based
algorithm. However, when direct observation is possible, the
resulting monitoring instrument becomes comparatively inex-
pensive, since the complexity of the analysis is essentially re-
lated to the algorithms, whereas processed data are simple and
cheap to collect. Results presented in the paper are mainly
based on an extensive set of simulations for an UMTS network,
since very little real-world data were available at the time of
this work. Care was aken to ensure that realistic traffic condi-
tions were gencrated; in particular, the behavior of the relevant
parts of the UMTS protocol stack was studied and parts of the
ns-2 simulator were implementied from new, or modified, for
the purpose of ensuring the meaningfulness of results. Future
work will hopefully be able to rely on experimental packet traf-
fic data to further validate the monitoring method discussed in
this paper.
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