Case 2:25-0v-00113-0RG  Document 263 Filed 0840722 Page L of L PagelD & 16728

AQ 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas on the following
(] Trademarks or [ Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:21-cv-113 3/31/2021 Eastern District of Texas

PLAINTIFF DEFENDANT

KONINKLIJKE KPN N.V. TELEFONAKTIEBOLAGET LM ERICSSON and

ERICSSON INC.
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 REA48,089 7/7/2020 KONINKLIJKE KPN N.V.

2 8,881,235 11/4/2014 KONINKLIJKE KPN N.V.

3 9,253,637 2/2/2016 KONINKLIJKE KPN N.V.

4 9,549,426 11/10/2020 KONINKLIJKE KPN N.V.

5 9,667,669 5/30/2017 KONINKLIJKE KPN N.V.

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
FINAL JUDGMENT FOR PLAINTIFF
CLERK (BY) DEPUTY CLERK DATE
Tawd A, O fest CH 9/7/22

Copy 1—Upon initiation of action, mail this copy to Director ~Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

iy, SRR ISEY
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
13/139,433 11/04/2014 8881235 11-808-WO-US 1414
20306 7590 10/15/2014

MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP
300 S. WACKER DRIVE

32ND FLOOR

CHICAGQO, IL 60606

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 206 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Frank Muller, Delft, NETHERLANDS;
Franklin Selgert, Berkel en Rodenrijs, NETHERLANDS;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commlssmner for Patents
P.O.Box 1
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
20306 7590 07/03/2014 I hereby certify that this Fee(s) Transmittal is being deposited with the United

MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP States Postal Service with sufficient postage for first class mail in an envelope
addressed to the Mail Stop ISSUE FEE address above, or being facsimile

300 S. WACKER DRIVE transmitted to the USPTO (571) 273-2885, on the date indicated below.
32ND FLOOR —
CHICAGO, I 60606 Oepositors name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
13/139,433 08/15/2011 Frank Muller 11-808-WO-US 1414
TITLE OF INVENTION: SERVICE-BASED AUTHENTICATION TO A NETWORK
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 10/03/2014
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
SHAYANFAR, ALI 2493 726-003000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list McDonnell Boehnen Hulbert
CEFR 1.363). (1) The names of up to 3 registered patent attorneys 1
D Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively, & Berghoff LLP
Address form PTO/SB/122) attached. 2
(2) The name of a single firm (having as a member a
[ "Eee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

w

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Koninklijke KPN N.V. The Hague, Netherlands
Nederlandse Organisatie voor Toegepast-Natuurwetenschappelijk Onderzoek TNO Delft, Netherlands

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
(1 Advance Order - # of Copies X1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credits any

overpayment, to Deposit Account Number 13-2490 (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

d Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature [Seott M. Miller/ Date October 1, 2014

i 62,967
Typed or printed name Scott M. Miller Registration No.

Page 2 of 3
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Electronic Patent Application Fee Transmittal

Application Number:

13139433

Filing Date:

15-Aug-2011

Title of Invention:

SERVICE-BASED AUTHENTICATION TO A NETWORK

First Named Inventor/Applicant Name:

Frank Muller

Filer:

Scott Michael Miller

Attorney Docket Number:

11-808-WO-US

Filed as Large Entity

U.S. National Stage under 35 USC 371 Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl Issue Fee 1501 1 960 960
Publ. Fee- Early, Voluntary, or Normal 1504 1 0 0

Samsung Ex. 1002, Page 4 of 341




Description Fee Code Quantity Amount SU{JJ-STS::; in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 960

Samsung Ex. 1002, Page 5 of 341




Electronic Acknowledgement Receipt

EFSID: 20298972
Application Number: 13139433
International Application Number:
Confirmation Number: 1414

Title of Invention:

SERVICE-BASED AUTHENTICATION TO A NETWORK

First Named Inventor/Applicant Name:

Frank Muller

Customer Number:

20306

Filer:

Scott Michael Miller

Filer Authorized By:

Attorney Docket Number: 11-808-WO-US
Receipt Date: 01-0OCT-2014
Filing Date: 15-AUG-2011
Time Stamp: 15:00:08

Application Type:

U.S. National Stage under 35 USC 371

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $960

RAM confirmation Number 1350

Deposit Account 132490

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. 1.492 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)

Samsung Ex. 1002, Page 6 of 341




Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document L. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
o 94244
1 Post Allowance Communication - 11_808 WO_US_Comments. no 5
Incoming pdf
217e8d3a866d3e3011c9af161d5950740e2)|
8e315
Warnings:
Information:
89199
2 Issue Fee Payment (PTO-85B) 11_808_WO_US_lIssue_Fee.pdf no 1
75374699dfe2b699b2cdb912 1ac83edaeth]
6ce0f
Warnings:
Information:
32179
3 Fee Worksheet (SB06) fee-info.pdf no 2
d4cd14d167130bc06a754c04e34273c5a32)
6cfef
Warnings:
Information:
Total Files Size (in bytes); 215622

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Samsung Ex. 1002, Page 7 of 341




IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(Case No. 11-808-WO-US)

In the Application of:

Frank Muller
Examiner: Ali Shayanfar
Serial No.: 13/139,433
Art Unit: 2493
Filed: August 15,2011
Confirmation No.: 1414
Title: Service-Based Authentication
To a Network

N S ' ' Nttt ' ' v '

Mail Stop Issue Fee
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

COMMENTS ON STATEMENT OF REASONS FOR ALLOWANCE

Dear Commissioner:

Applicant expresses appreciation for the Examiner’s allowance of the present application.
Applicant understands that the Examiner has thoroughly examined the claims and prior art of
record and has concluded that the art of record, whether considered alone or in combination, fails
to disclose or suggest the entirety of each combination of steps and/or structure recited by each of
the allowed claims, that the Examiner has found each claim as a whole to patentably distinguish
over the art of record, and that patentability of the claims does not necessarily rest on only any
aspect that the Examiner listed in the statement of reasons for allowance.

Applicant takes no position regarding the Reasons for Allowance presented by the
Examiner other than the positions Applicant may have previously taken during prosecution.
Therefore, the Examiner's Reasons for Allowance should not be attributed to Applicant as a sole

indication of the basis for Applicant’s belief that the claims are patentable. Furthermore,

MCcDONNELL BOEHNEN
HULBERT & BERGHOFF LLP
300 SOUTH WACKER DRIVE
CHICAGO, IL 60606
(312)913-0001

Samsung Ex. 1002, Page 8 of 341



Applicant respectfully asserts that there may also be additional reasons for patentability of the
claimed subject matter not explicitly stated in this record and Applicant does not waive its rights
to such arguments by not further addressing such reasons herein.

Respectfully submitted,

MCDONNELL BOEHNEN
HULBERT & BERGHOFF LLP

Date: October 1, 2014 By: /Scott M. Miller/
Scott M. Miller
Reg. No. 62,967

MCcDONNELL BOEHNEN
HULBERT & BERGHOFF LLP
300 SOUTH WACKER DRIVE
CHICAGO, IL 60606
(312)913-0001

Samsung Ex. 1002, Page 9 of 341



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

20306 7590 07/03/2014 | DXAMINER |
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP SHAYANFAR, ALI
300 S. WACKER DRIVE
32ND FLOOR | ART UNIT PAPERNUMBER |
CHICAGQO, IL 60606 2493

DATE MAILED: 07/03/2014

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. | ~ CONFIRMATION NO.

13/139,433 08/15/2011 Frank Muller 11-808-WO-US 1414

TITLE OF INVENTION: SERVICE-BASED AUTHENTICATION TO A NETWORK

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $960 $0 $0 $960 10/03/2014

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE

Commlssmner for Patents

P.O.Box 1

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

20306 7590 07/03/2014

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United

MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP States Postal Service with sufficient postage for first class mail in an envelope

300 S. WACKER DRIVE

addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.

32ND FLOOR
CHICAGO, IL 60606 (Depositors name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. | CONFIRMATION NoO.
13/139,433 08/15/2011 Frank Muller 11-808-WO-US 1414
TITLE OF INVENTION: SERVICE-BASED AUTHENTICATION TO A NETWORK
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUEFEE | TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 10/03/2014
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
SHAYANFAR, ALI 2493 726-003000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

| Chan%e of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Eee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
1

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) The name of a single firm (having as a member a 2

registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

[ Issue Fee
[ Publication Fee (No small entity discount permitted)
[ Advance Order - # of Copies

[ A check is enclosed.
| Payment by credit card. Form PTO-2038 is attached.

(1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
| Applicant certifying micro entity status. See 37 CFR 1.29

| Applicant asserting small entity status. See 37 CFR 1.27

| Applicant changing to regular undiscounted fee status.

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature

Date

Typed or printed name

Registration No.

PTOL-85 Part B (10-13) Approved for use through 10/31/2013.

Page 2 of 3
oMB 06510033 Us. Ramsung-Exod002, Pageviiof ddvierce



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| appcaTonno. | FILING DATE | FIRST NAMED INVENTOR | artorvEY DOCKETNO. | conFrRMATIONNO. |
13/139,433 08/15/2011 Frank Muller 11-808-WO-US 1414
20306 7590 07/03/2014 | EXAMINER |
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP SHAYANFAR, ALI
300 S. WACKER DRIVE
32ND FLOOR | ART UNIT PAPERNUMBER |
CHICAGQO, IL 60606 2493

DATE MAILED: 07/03/2014

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
13/139,433 MULLER ET AL.
: I H i i AlA (First Inventor to
Notice of Allowability /E’i?g‘:;\e; ANFAR gﬂq;’"“ File) Status
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWARBILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to 6/17/2014.

OA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [ An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1,3-9,11,12,14.16 and 18. As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more
information, please see htip/iwww. usplo.gov/patents/init_evants/oph/index.jsp or send an inquiry to PEHfeedback@usgio.gov ..

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[dJ Al b)[JSome *c)[] None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. _____
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [0 Notice of References Cited (PTO-892) 5. [] Examiner's Amendment’Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/A.S./
Examiner, Art Unit 2493

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20140618
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Application/Control Number: 13/139,433 Page 2
Art Unit: 2493

DETAILED ACTION
The present application is being examined under the pre-AlA first to invent provisions.
Continued Examination Under 37 CFR 1.114
1. A request for continued examination under 37 CFR 1.114, including the fee set
forthin 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on June
18, 2014 has been entered.
2. Claims 1, 3-9, 12, 14, 16 and 18 are pending in the application.
Response to Arguments
3. Previous rejection of the pending claims over prior arts of record has been
withdrawn in light of applicant's arguments and remarks filed on 06/17/2014.
4. In response to communications filed on 06/17/2014, the 112 rejection of claims
12 and 14 are withdrawn in view of the amendment. In regards to claim 12, examiner
notes that based on applicant's specification Paragraph [0010] the terminal used in the
method comprises an identity module and a service interface (Sl) module, the Si
preferably implemented as a trusted hardware module, configured to securely
communicate with the identity module and to identify the communications channel
through which the authentication request was received. Therefore there is a
corresponding hardware structure to terminal with hardware and processor which

causes not invoking 112, 6™ and therefore based on the above explanation there is no
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Application/Control Number: 13/139,433 Page 3
Art Unit: 2493

112, 2" rejections is required. In regards to claim 14, examiner notes that based on
applicant's specification Paragraph [0026], "receiver configured to" and "generator
configured to" has both structural and algorithm support.
Allowable Subject Matter
5. Claims 1, 3-9, 12, 14, 16 and 18 are allowed.
No reason for allowance is needed as the record is clear in light of applicant’s
arguments and amendment filed on 06/17/2014. See MPEP 1302.14(1).
6. None of the prior art of record, including the references cited in the Applicant's
Information Disclosure Statement either taken by itself or in any combination, would
have anticipated or made obvious the invention of the present application at or before
the time it was filed. Any comments considered necessary by applicant must be
submitted no later than the payment of the issue fee and, to avoid processing delays,
should preferably accompany the issue fee.
Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ALI SHAYANFAR whose telephone number is (571)270-
1050. The examiner can normally be reached on Monday through Friday 9:30-6:00PM
EST.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Colin Carl can be reached on 571-272-3862. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 13/139,433 Page 4
Art Unit: 2493

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/A. S./

Examiner, Art Unit 2493
6/27/2014

/KAMBIZ ZAND/

Supervisory Patent Examiner, Art Unit 2434
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref {iHits i{Search Query DBs Default iiPlurals jiTime
# Operator Stamp
L1 1 ((authenticat$ with response) US-PGPUB; USPAT; {OR ON 2014/06/28
with (depend$3) with USOCR; FPRS; EPO; 20:03
(communication near channel) JPO; DERWENT;
).clm. IBM_TDB
St §174 §{((FRANK) near2 (MULLER)).INV. {jUS-PGPUB; USPAT; {{OR OFF 2013/03/10
USOCR 22:49
25 ((FRANKLIN) near2 US-PGPUB; USPAT,; {{OR OFF 2013/03/10
(SELGERT)).INV. USOCR 22:49
S3 30 (determin$) near3 (type) near4 US-PGPUB; USPAT; {jOR ON 2013/03/10
(channel connection) with USOCR; FPRS; EPO; 22:49
(authentic$) JPO; DERWENT;
IBM_TDB
449 (determin$3 detect$4 based) US-PGPUB; USPAT; {OR ON 2013/03/10
near3 (type) near4 (channel USOCR; FPRS; EPO; 22:50
connection) with (authentic$4) JPO; DERWENT;
IBM_TDB
S5 #103 ii(determin$ detect$4 based) near3 {jUS-PGPUB; USPAT; {iOR ON 2013/03/10
(type) near4 (channel connection) {USOCR; FPRS; EPO; 22:51
with (authentic$) JPO; DERWENT;
IBM_TDB
6 61 (determin$) near3 (type) neard US-PGPUB; USPAT; {{OR ON 2013/03/10
(channel connection) with USOCR; FPRS; EPO; 22:51
(policy) JPO; DERWENT;
IBM_TDB
S7 61 (determin$) near3 (type) neard US-PGPUB; USPAT; {OR ON 2013/03/10
(channel connection) with USOCR; FPRS; EPO; 22:52
(policy) JPO; DERWENT;
IBM_TDB
S8 22 (determin$) near3 policy near3 US-PGPUB; USPAT; {{OR ON 2013/03/10
(type) near4 (channel USOCR; FPRS; EPO; 22:52
connection) JPO; DERWENT;
IBM_TDB
S9 {147 i(determin$) near3 (policy US-PGPUB; USPAT,; {{OR ON 2013/03/10
authentic$) near3 (type) neard USOCR; FPRS; EPO; 22:53
(session channel connection) JPO; DERWENT;
IBM_TDB
S10 416 (determin$) near3 (policy US-PGPUB; USPAT; §{iOR ON 2013/03/10
authentic$) near3 (type) neard USOCR; FPRS; EPO; 22:53
(session channel connection) JPO; DERWENT;
near2 network$4 IBM_TDB
S11 13825 1726/3.ccls. US-PGPUB; USPAT,; {OR ON 2013/03/10
USOCR; FPRS; EPO; 22:55
JPO; DERWENT;
IBM_TDB
S12 4128 Service-Based same US-PGPUB; USPAT; {iCR ON 2013/03/10
Authentication same Network USOCR; FPRS; EPO; 23:52

JPO; DERWENT;
IBM_TDB
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EAST Search History

S13 {606 ij{(NEDERLANDSE ORGANISATIE US-PGPUB; USPAT; §AND ON 2013/03/10
VOOR TOEGEPAST) .as. USOCR; FPRS; EPO; 23:55
JPO; DERWENT;
IBM_TDB
S14 {1 S12 and S13 US-PGPUB; USPAT; HAND ON 2013/03/10
USOCR; FPRS; EPO; 23:55
JPO; DERWENT;
IBM_TDB
S15 {2 "20060288407" US-PGPUB; USPAT; {AND ON 2013/03/10
USOCR; FPRS; EPO; 23:57
JPO; DERWENT;
IBM_TDB
S16 {2 "2005228992" US-PGPUB; USPAT; {AND ON 2013/03/11
USOCR; FPRS; EPO; 01:59
JPO; DERWENT;
IBM_TDB
S17 {2 "2006288407" US-PGPUB; USPAT; {AND ON 2013/03/11
USOCR; FPRS; EPO; 02:01
JPO; DERWENT;
IBM_TDB
S18 {2 "20060288407" US-PGPUB; USPAT; HAND ON 2013/03/11
USOCR; FPRS; EPO; 02:02
JPO; DERWENT;
IBM_TDB
S19 42 "2005228992" US-PGPUB; USPAT; HAND ON 2013/03/11
USOCR; FPRS; EPO; 02:02
JPO; DERWENT;
IBM_TDB
S20 43 "20050228992" US-PGPUB; USPAT; {AND ON 2013/03/11
USOCR; FPRS; EPO; 02:03
JPO; DERWENT;
IBM_TDB
S21 412 "20070283425" US-PGPUB; USPAT; {AND ON 2013/03/11
USOCR; FPRS; EPO; 23:31
JPO; DERWENT;
IBM_TDB
S22 #1183 {JAKA and RES and XRES and US-PGPUB; USPAT; i{{OR ON 2013/03/20
(authentication) and challenge USOCR; FPRS; EPO; 15:30
JPO; DERWENT;
IBM_TDB
S24 86  AKA and RES and XRES and US-PGPUB; USPAT; {OR ON 2013/03/20
(authentication) and challenge USOCR; FPRS; EPO; 15:30
and channel JPO; DERWENT;
IBM_TDB
S25 §179 {((FRANK) near2 (MULLER)).INV. {jUS-PGPUB; USPAT; {{OR OFF 2014/01/04
USOCR 10:39
S26 118 {{((FRANKLIN) near2 US-PGPUB; USPAT; {{OR OFF 2014/01/04
(SELGERT)).INV. USOCR; FPRS; EPO; 10:39
JPO; DERWENT;
IBM_TDB
S27 §118 {((FRANKLIN) near2 US-PGPUB; USPAT; i{{OR ON 2014/01/04
(SELGERT)).INV. USOCR; FPRS; EPO; 10:39
JPO; DERWENT;
IBM_TDB
$28 143 (determin$) near3 (type) near4 US-PGPUB; USPAT; {OR ON 2014/01/04
(channel connection) with USOCR; FPRS; EPO; 10:39

(authentic$)

JPO; DERWENT;
IBM_TDB
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EAST Search History

S29 #10 (determin$3 detect$4 based) US-PGPUB; USPAT; i{{OR ON 2014/01/04
near3 (type) near4 (channel USOCR; FPRS; EPO; 10:39
connection) with (authentic$4) JPO; DERWENT;

IBM_TDB
S30 684 i{(NEDERLANDSE ORGANISATIE US-PGPUB; USPAT; {AND ON 2014/01/04
VOOR TOEGEPAST) .as. USOCR; FPRS; EPO; 10:39
JPO; DERWENT;
IBM_TDB
S31 5681 {{726/3.ccls. US-PGPUB; USPAT; {{OR ON 2014/01/04
USOCR; FPRS; EPO; 10:40
JPO; DERWENT;
IBM_TDB

S32 {174 i(determin$) near3 (policy US-PGPUB; USPAT; {{OR ON 2014/01/04
authentic$) near3 (type) near4 USOCR; FPRS; EPO; 10:40
(session channel connection) JPO; DERWENT;

IBM_TDB

S33 {17 (response) with (authentic$) US-PGPUB; USPAT; {OR ON 2014/01/04
same calculat$3 same USOCR; FPRS; EPO; 10:56
(communication near channel) JPO; DERWENT;

IBM_TDB

834 42 (response) with (authentic$) US-PGPUB; USPAT; {OR ON 2014/01/04
same calculat$3 same USOCR; FPRS; EPO; 10:56
(communication near channel) JPO; DERWENT;
and (service near code) IBM TDB

S35 15 (response) with (authentic$) US-PGPUB; USPAT; HOR ON 2014/01/04
same calculat$3 same USOCR; FPRS; EPO; 11:00
(communication near channel) JPO; DERWENT;
and ( code) IBM_TDB

S36 i3 "20050228992" US-PGPUB; USPAT; §AND ON 2014/01/04

USOCR; FPRS; EPO; 11:08
JPO; DERWENT;
IBM_TDB
837 42 "20050228992" and calculat$4 US-PGPUB; USPAT; {AND ON 2014/01/04
USOCR; FPRS; EPO; 11:08
JPO; DERWENT;
IBM_TDB

S38 {2 "20050228992" and calculat$4 US-PGPUB; USPAT; §AND ON 2014/01/04

and code USOCR; FPRS; EPO; 11:08
JPO; DERWENT;
IBM_TDB

S39 4312 i(terminal device) same (moif$4 US-PGPUB; USPAT; {{OR ON 2014/01/04
correct$4) same (authenticat$4) HUSOCR; FPRS; EPC; 12:20
same information same channel #JPO; DERWENT;

IBM_TDB

$40 159 (terminal device) same (moif$4 US-PGPUB; USPAT; {iOR ON 2014/01/04
correct$4) same (authenticat$4 USOCR; FPRS; EPO; 12:21
with information) same JPO; DERWENT;

(communication near channel) IBM_TDB

$41 §10 "authentication request” NEARS  {US-PGPUB; USPAT; {OR ON 2014/01/05

(includ$3 NEAR2 channel) USOCR; FPRS; EPO; 15:25
JPO; DERWENT;
IBM_TDB

$42 10 "authentication request” NEARS  {US-PGPUB; USPAT; {OR ON 2014/01/07
(includ$3 NEAR2 channel) and USOCR; FPRS; EPO; 23:43
(service near code) JPO; DERWENT;

IBM_TDB
A3 {12 "13298704" US-PGPUB; USPAT; i{{OR OFF 2014/01/08
USOCR 16:15
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EAST Search History

$44 40 "13297226" US-PGPUB; USPAT; {{OR OFF 2014/01/08
USOCR 16:21
$45 {0 "13297226" US-PGPUB; USPAT; {{OR OFF 2014/01/08
USOCR; FPRS; EPO; 16:21
JPO; DERWENT;
IBM_TDB
S48 1i6 "2005228992" US-PGPUB; USPAT; {OR ON 2014/01/10
USOCR; FPRS; EPO; 19:20
JPO; DERWENT;
IBM_TDB
S47 43 "20050228992" US-PGPUB; USPAT; {{OR ON 2014/01/10
USOCR; FPRS; EPO; 19:20
JPO; DERWENT;
IBM_TDB
S48 {11 "authentication request” with US-PGPUB; USPAT; {{OR ON 2014/01/10
(includ$3 NEAR2 channel) and USOCR; FPRS; EPO; 19:37
(calculat$3) JPO; DERWENT;
IBM_TDB
$49 132 "authentication request” with US-PGPUB; USPAT; {OR ON 2014/01/10
(communication NEAR2 channel) #USOCR; FPRS; EPO; 19:43
and (calculat$3) JPO; DERWENT;
IBM_TDB
S50 5 "authentication request" with US-PGPUB; USPAT; {{OR ON 2014/01/10
(communication NEAR2 channel) {USOCR; FPRS; EPO; 19:43
same(calculat$3) JPO; DERWENT;
IBM_TDB
S51 410 calculat$ with (service near code) {jUS-PGPUB; USPAT; {OR ON 2014/01/10
same "authentication request” USOCR; FPRS; EPO; 20:14
same (includ$3 NEAR2 channel) §JPO; DERWENT;
IBM_TDB
Sh2 y2 calculat$ with (service near code) {US-PGPUB; USPAT; {OR ON 2014/01/10
same "authentication request” USOCR; FPRS; EPO; 20:14
same (channel) JPO; DERWENT;
IBM_TDB
Sh3 42 calculat$ with (code) same US-PGPUB; USPAT; {{OR ON 2014/01/10
"authentication request” same USOCR; FPRS; EPO; 20:14
(channel) JPO; DERWENT;
IBM_TDB
S54 116 {j(authenticat$ near response) with {jUS-PGPUB; USPAT; {{OR ON 2014/01/10
(base$2 depend$3) same USOCR; FPRS; EPO; 20:28
(channel) JPO; DERWENT;
IBM_TDB
S55 412 d(authenticat$ near response) with §US-PGPUB; USPAT; §OR ON 2014/01/10
(depend$3) with (channel) USOCR; FPRS; EPO; 20:28
JPO; DERWENT;
IBM_TDB
S56 5 (authenticat$ near response) with {{US-PGPUB; USPAT; {OR ON 2014/01/10
(depend$3) with (communication {USCCR; FPRS; EPO; 20:29
near channel) JPO; DERWENT;
IBM_TDB
857 2 "20060288407" and terminal US-PGPUB; USPAT; {AND ON 2014/01/11
USOCR; FPRS; EPO; 13:28
JPO; DERWENT;
IBM_TDB
S58 ii6 "20040068649" US-PGPUB; USPAT; {AND ON 2014/01/15
USOCR; FPRS; EPO; 11:05

JPO; DERWENT;
IBM_TDB
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S59 43 "7953846".pn. US-PGPUB; USPAT; §AND ON 2014/01/15
USOCR; FPRS; EPO; 11:13
JPO; DERWENT;
IBM_TDB
S60 2 "20080211656" US-PGPUB; USPAT; {AND ON 2014/01/15
USOCR; FPRS; EPO; 11:17
JPO; DERWENT;
IBM_TDB
S61 6 "20040068649" US-PGPUB; USPAT; ;JAND ON 2014/01/15
USOCR; FPRS; EPO; 11:27
JPO; DERWENT;
IBM_TDB
S62 43 "20090174566" US-PGPUB; USPAT; {{AND ON 2014/01/15
USOCR; FPRS; EPO; 11:29
JPO; DERWENT;
IBM_TDB
S63 i3 "20130089200" US-PGPUB; USPAT; ;jAND ON 2014/01/15
USOCR; FPRS; EPO; 14:28
JPO; DERWENT;
IBM_TDB
S64 42 "20090292918" US-PGPUB; USPAT; HAND ON 2014/01/15
USOCR; FPRS; EPO; 14:28
JPO; DERWENT;
IBM_TDB
S65 §184 ii((FRANK) near2 (MULLER)).INV. {US-PGPUB; USPAT; {OR OFF 2014/06/18
USOCR 23:05
S66 28 ((FRANKLIN) near2 US-PGPUB; USPAT; {OR OFF 2014/06/18
(SELGERT)).INV. USOCR 23:05
S67 143 (determin$) near3 (type) near4 US-PGPUB; USPAT; HOR ON 2014/06/18
(channel connection) with USOCR; FPRS; EPO; 23:05
(authentic$) JPO; DERWENT;
IBM_TDB
S68 {6595 1{726/3.ccls. US-PGPUB; USPAT; {{OR ON 2014/06/18
USOCR; FPRS; EPO; 23:05
JPO; DERWENT;
IBM_TDB
S69 748 H(NEDERLANDSE ORGANISATIE US-PGPUB; USPAT; 4AND ON 2014/06/18
VOOR TOEGEPAST) .as. USOCR; FPRS; EPO; 23:06
JPO; DERWENT;
IBM_TDB
S70 11 "authentication request” with US-PGPUB; USPAT; {OR ON 2014/06/18
(includ$3 NEAR2 channel) and USOCR; FPRS; EPO; 23:08
(calculat$3) JPO; DERWENT;
IBM_TDB
S71 46 "authentication request” with US-PGPUB; USPAT; {OR ON 2014/06/18
(includ$3 NEAR2 channel) and USOCR; FPRS; EPO; 23:08
(calculat$3) and identifier JPO; DERWENT;
IBM_TDB
S72 45 (authenticat$ near response) with {{US-PGPUB; USPAT; {OR ON 2014/06/18
(depend$3) with (communication {USCCR; FPRS; EPO; 23:06
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Feg Small Entity Fee Micro Eniity Fee
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I:l Four months (37 CFR 1.17{a}4)) $2,200 $1,100 $550 $
[] Five months (37 CFR 1.17(2)5)) $3,000 $1,500 §750 $

Applicant asserts small entity status. See 37 CFR 1.27.

Applicant certifies micro endity status. See 37 CFR 1.20.
Form PTO/SB/10A or B or equivalent must either be enclosed or have been submitted previously.

A check in the amount of the fee is enclosed.

The Director has already been authorized 1o charge faes in this apglication to a Daposit Account.

[]
[]
[]
D Payment by cradit card. Form PTO-2038 is attached.
H

The Director is hereby authorized 1o charge any fees which may te required, or cradit any overpayment, 1o
. 13-
Deposit Account Number 13-2450

|:| Payment made via EFS-Web.

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide
cradit card information and authorization on PTO-20238.

fam the
|:| applicant/inventor.
|:| assignee of record of the entire interest. See 37 CFR 3.71. 37 CFR 3.73() siatement is enclosed (Form PTO/SB/AE).

ey a0
atiorney or agent of record. Registration number 62,967

|:| attorney or agent acting under 37 CFR 1.34. Registration number
fScott M. Miller/ June 17, 2014
Signhature Date
Scott M. Miller 312-913-6001
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NOQTE: This form must be signad in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requiremenis and certifications. Submit
muitivle forms if more than one signaiure is required, see below™.

* Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.138{a). The information is required to obtain or retain a benefit by the public, which is to file {and by the
USPTO to process) an application. Confidentiality is governed by 356 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form o the USFPFTC. Time will vary depending upon the individual case. Any
comments on the amount of fime you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief information Officer,
LS. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-14580. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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5. Arecord relatad to an International Application filed under the Patent Cooperation Traaty in this system of
records may be disclosed, as a routine use, to the Intarnational Bureau of the World Intellectual Property
Organization, pursuant o thae Patent Cooperation Treaty.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(Case No. 11-808-WO-US)

In the Application of:

Frank Muller
Examiner: Ali Shayanfar
Serial No.: 13/139,433
Art Unit: 2493
Filed: August 15,2011
Confirmation No.: 1414
Title: Service-Based Authentication
To a Network
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Mail Stop RCE

Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450

RESPONSE TO OFFICE ACTION MAILED JANUARY 17, 2014

Dear Sir:
In response to the office action mailed January 17, 2014, Applicant submits the following
amendments and remarks. Amendments to the claims begin at page 2, and remarks begin at

page 8.

Along with this response, Applicant is submitting a request for continued examination
(RCE) and a request for a two-month extension of time, along with the requisite fees. Applicant
believes that no other fees are required at this time. However, please charge any underpayment
or credit any overpayment to Deposit Account No. 132490. Further, Applicant generally
authorizes the Office to treat any filing in this matter that requires an extension of time as

incorporating a request for such an extension.
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AMENDMENTS TO THE CLAIMS

1. (Currently amended) Method for service-based authentication of a terminal to a

network, the terminal comprising one or more communications interfaces for setting-up a

communication channel with the network, the method comprising;:

the terminal sending a service request for access to a network service;

the terminal receiving in response to the service request an authentication request from
the network;

the terminal identifying the communication channel through which the authentication
request was received;

the terminal determining a service code associated with the identified communication
channel; and

the terminal sending an authentication response to the network, wherein the
authentication response depends on the identified communication channel in that the
response is calculated on the basis of the information in the authentication request and the
determined service code, thereby securely including information regarding the identity
identified efthe communication channel through which the authentication request was

received into the response.

2. (Canceled)

3. (Previously presented) Method according to claim 1, wherein the terminal

comprises an identity module and a service interface (SI) module configured to securely
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communicate with the identity module and to identify the communications channel through

which the authentication request was received.

4. (Currently amended) Method according to claim 1, wherein the authentication
request comprises authentication information, the method further comprising the steps of:
— the terminal modifying the authentication information on the basis of the identified
communications channel; and
— the terminal generating the authentication response on the basis of the modified

authentication information.

5. (Currently amended) Method according to claim 1, wherein the authentication
request comprises authentication information, the method further comprising:
— the terminal generating the authentication response;
— the terminal modifying the authentication response on the basis of the identified

communications channel.

6. (Previously presented) Method according to claim 1, the method further
comprising:
— the terminal sending a service request via a predetermined communications channel to
the network;
— the network generating an expected service code on the basis of the type of
communications channel the service request was sent to the network; and

— determining on the basis of the expected service code an expected response.
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7. (Previously presented) Method according to claim 6, the method further
comprising:
— comparing the expected response with the authentication response sent by the terminal to
the network; and
— determining the terminal to be in an un-trusted state if the authentication response is not

equal to the expected response.

8. (Previously presented) Method according to claim 1, wherein the terminal
comprises a 2G or 3G type radio interface, a Bluetooth radio interface, a WLAN interface, a

digital enhanced cordless (DECT) radio interface or an Ethernet data interface.

9. (Currently amended) Service interface module for use in a terminal, the service
interface module comprising:
— areceiver configured to receive an authentication signal from the network via one of the
communications interfaces of the terminal;
— achannel identifier configured to identify the communication channel through which the

authentication signal was received and provide a service code associated with the

identified communication channel;

— achannel interface configured to establish a secure communication channel between the

module and an identity module of the terminal[[,]]; and
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— amodifier configured to modify an authentication response of the identity module on the

basis of [[a]] the service code [[of]] associated with the identified communication

channel.

10. (Canceled)

11. (Currently amended) An identity module for establishing a safe
communication channel with a service interface module as claimed in claim 9, the identity
module comprising: a calculator for calculating a response upon receipt of an authentication

request; and a modifier for modifying the response on the basis of a predetermined mathematical

function using a service code [[of]] associated with the identified communication channel.

12. (Currently amended) A terminal for accessing network services, the terminal

comprising (i) an operating system having memory configured to store program instructions and

(i) a service interface module configured to identify a communication channel through which an

authentication request is received, wherein the program instructions are executable by the

terminal eenfigured to:
- receive an authentication request from the network;

- determine the communication channel through which the authentication request

is received;
- determine a service code associated with the type-of identified communication

channel via which the authentication request was received by the terminal; and
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- send in response to an authentication request a modified response to the network

wherein the modification depends on the determined service code.

13. (Canceled)

14. (Currently amended) A network node for service-based authentication of a

terminal to a network, the network node eenfigured-te comprising:

- areceiver configured to receive an authentication data request; [[and]]

- a first generator configured to determine an expected service code associated

with the type of communication channel via which the authentication data request was received
by the network; and

- a second generator configured to generate in response to the receipt of an

authentication data request a modified expected response, wherein the modification of the

expected response depends on the determined expected service code.

15. (Canceled)

16. (Previously presented) A system for service based authentication to a network,
comprising:
- a terminal configured to receive an authentication request from the network, to
determine a service code associated with the type of communication channel via which

the authentication request was received by the terminal, and
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to send in response to the authentication request a modified response to the network,
wherein the modification depends on the determined service code;

- a network node configured to receive an authentication data request and determine an
expected service code associated with the type of communication channel via which the
authentication data request was received by the network and configured to generate in
response to the receipt of the authentication data request a modified expected response
wherein the expected response depends on the determined expected service code and

configured to compare the modified response with the modified expected response.

17. (Canceled)

18. (Previously presented)A computer program product comprising software code

portions configured for, when run in the memory of a terminal, executing the method according

to claim 1.
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REMARKS
1. Summary of the Office Action

In the office action mailed January 17, 2014, the Examiner: (i) rejected claims 12 and 14
under 35 U.S.C. § 112, first paragraph as allegedly failing to comply with the enablement
requirement and under 35 U.S.C. § 112, second paragraph as allegedly failing to particularly
point out and distinctly claim the subject matter which the applicant regards as the invention; (ii)
rejected claims 1, 3-6, 8-9, 12, 14, 16 under 35 U.S.C. § 103(a) as allegedly being obvious over
U.S. Patent Application Pub. No. 2006/0288407 (Naslund) in view of U.S. Patent Application
Pub. No. 2006/0148483 (Howard); (iii) rejected claim 7 under 35 U.S.C. § 103(a) as allegedly
being obvious over Naslund in view of Howard in view of the Ericsson reference (“How to
mitigate the interleaving attack and reduce the trust in the Authenticator (S3-030084)”, 3GPP
TCG SA WG3 SECURITY); and (iv) rejected claim 11 under 35 U.S.C. § 103(a) as allegedly
being obvious over Naslund in view of Howard in view of U.S. Patent Application Pub. No.
2005/008695 (Sheth).

2. Status of the Claims

Pending are claims 1, 3-9, 11-12, 14, 16 and 18, of which claims 1, 9, 12, 14, and 16 are
independent and the remainder are dependent.

Applicant has amended claims 1, 9, 11-12, and 14 to clarify the invention. Support for
these claim amendments is found throughout the specification. For instance, support for the
amendment to claim 12 is found throughout the specification including, for instance, at page 3,
lines 22-27, page 3, lines 4-7, page 9, lines 8-14, and page 10, lines 11-19. Further, support for
the amendment to claim 14 is found throughout the specification including, for instance, at page

6, lines 29-36. Still further, support for the amendments to claims 1 and 11 is found throughout
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the specification. Yet still further, support for the amendment to claim 9 is found throughout the
specification including, for instance, at page 5, lines 19-21. Applicant has also amended claims
4-5 for matters of form.

Applicant reserves the right to pursue in a continuation application the subject matter of
any of the claims without the present amendments, and any other subject matter disclosed by this
application.

3. Response to Rejection under 35 U.S.C. § 112, first and second paragraphs

As mentioned above, the Examiner rejected claims 12 and 14 under 35 U.S.C. § 112, first
paragraph as allegedly failing to comply with the enablement requirement, and the Examiner
rejected claims 12 and 14 under 35 U.S.C. § 112, second paragraph as allegedly failing to
particularly point out and distinctly claim the subject matter which the applicant regards as the
invention.

In particular, the Examiner stated that “[a] single means claim, i.e., where a means
recitation does not appear in combination with another recited element of means, is subject to an
undue breadth rejection under 35 U.S.C. 112, first paragraph.” (Office action, page 3.) Further,
the Examiner stated that “[a]fter considering the claim as a whole and in view of Applicant’s
disclosure the scope of the term ‘terminal configured to:” and network node configured to:” are
unclear because claims cites ‘terminal or network node without reciting a structure to define the
bounds of the claims. Appropriate correction is required.” (Id. at page 4.)

Applicant does not acquiesce in the rejections. Nonetheless, to expedite prosecution,
Applicant has amended claims 12 and 14 to clarify the invention. Applicant notes that these

amended claims are clearly not single means claims.

McDONNELL BOEHNEN
HULBERT & BERGHOFF LLP
300 SOUTH WACKER DRIVE
CHICAGO, ILLINOIS 60606
TELEPHONE (312) 913-0001

Samsung Ex. 1002, Page 46 of 341



In view of these amendments, Applicant respectfully submits that the rejection of claims
12 and 14 under 35 U.S.C. § 112, first paragraph is moot. Applicant therefore respectfully
requests withdrawal of the 35 U.S.C. § 112, first paragraph rejection. Further, in view of these
amendments, Applicant respectfully submits that the rejection of the claims under 35 U.S.C. §
112, second paragraph is moot. Applicant therefore respectfully requests withdrawal of the 35
U.S.C. § 112, second paragraph rejection.
4, Response to Rejections under 35 U.S.C. § 103

As noted above, the Examiner rejected claims 1, 3-6, 8-9, 12, 14, 16 as allegedly being
obvious over Naslund in view of Howard, rejected claim 7 as allegedly being obvious over
Naslund in view of Howard in view of the Ericsson reference, and rejected claim 11 as allegedly
being obvious over Naslund in view of Howard in view of Sheth. Of these claims, claims 1, 9,
12, 14, and 16 are independent. Applicant addresses these independent claims in the following
subsections.

i. Claim 1

Applicant has amended claim 1 to clarify that the terminal performs the method step of
sending an authentication response to the network, and further that the response which is
calculated on the basis of the information in the authentication request and the determined
service code, now securely includes information regarding the identified communication channel
through which the authentication request was received into the response. This is the same
communication channel identified by the terminal as the communication channel through which
the authentication request is received.

In the office action, the Examiner appeared to admit that Naslund does not disclose (i) the

feature of “the terminal determining a service code associated with the identified communication

10
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channel” nor (ii) the feature (which Applicant has currently amended) of “the terminal sending
an authentication response to the network, wherein the authentication response depends on the
identified communication channel in that the response is calculated on the basis of the
information in the authentication request and the service code, thereby securely including
information regarding the identified communication channel through which the authentication
request was received into the response.” (See office action, page 6.) However, the Examiner
provided reasoning that these features are instead provided by Howard. (/d.) In making this
assertion, the office action refers to text supplied in the abstract and in paragraphs [0007] and
[0110]-[0111] of Howard. (/d. at pages 6-7.)

The office action argues that, in the case of the first of the two missing features, Howard
discloses a terminal which determines a service code associated with the identified
communication channel because, in the view of the office action, Howard describes that the
contents of the authentication response signal received in the channel depend on the ‘context’ of
the authentication request signal. (/d.) This, according to the office action, is described in the
abstract. Applicant has studied Howard in detail and respectfully disagrees with this
interpretation of Howard.

Applicant has searched Howard for an explanation of what is meant by ‘context’ and
cannot find one. Indeed, Applicant cannot even find the term ‘context’ appearing anywhere else
in Howard and can find no explanation of what it might mean in Howard. However, Applicant
has examined the text in paragraphs [0110]-[0111] and finds that they appear to correspond to
the part of the abstract which includes the term ‘context’. In particular, paragraphs [0110]-[0111]
describe the prior art situation in which the contents of an authentication response signal depends

on the random number included in the authentication request signal, paragraph [0111] lines 1-10.

11
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In Applicant’s view, paragraph [0111] discloses simply that the contents of the disclosed
authentication response signal depends on the content of the authentication request signal which
preceded it. Applicant can find no other disclosure in Howard that contradicts this interpretation.

In view of this realization, Applicant respectfully wonders if the term ‘context’ as written
in the abstract might actually be a typographic error, and should in fact be written as ‘content’. If
this is indeed the case, then in Applicant’s view the text of the abstract is fully consistent with
paragraphs [0110]-[0111].

In view of this, Applicant is of the view that the abstract clearly does not disclose a
service code. Further, even if a view is taken that there is no typographic error in the abstract
and that the word “context” in the abstract is in fact not a typographical error, then Applicant
still finds no mention of a ‘service code’ anywhere in Howard, nor anything that can be
described as a service code as recited in the claim. A ‘context’, as currently written in the
abstract, which Applicant would assume, if it were correct, to mean the general technological
context or background to the authentication request signal, is not the same as a service code as
recited in the claim. Notably, the service code described in the claim is associated with an
identified communication channel and is a determinable code actually identifiable within the
terminal. However, there is no such determinable code disclosed in Howard.

In light of the above, Howard fails to disclose the feature of “the terminal determining a
service code associated with the identified communication channel.” Therefore, Howard fails to
overcome the deficiency of Naslund. Since Howard does not make up for the deficiency of
Naslund, combining the references together would not reasonably or logically result in the
invention of claim 1. Consequently, for at least this reason, the rejection of claim 1 should be

withdrawn, and the claim should be allowed.

12
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Further, Howard fails to disclose the claim feature of “the terminal sending an
authentication response to the network, wherein the authentication response depends on the
identified communication channel in that the response is calculated on the basis of the
information in the authentication request and the service code, thereby securely including
information regarding the identified communication channel through which the authentication
request was received into the response.” The office action argues that this second missing
feature is also disclosed in Howard, paragraphs [0007] and [0110]-[0111]. (See office action,
pages 6-7.)

In making this rejection, the office action presents the reasoning that paragraph [0007]
discloses allocating a unique channel to each terminal and receiving an authentication response
signal, the contents of which depend on the context. (Id.) Applicant has studied paragraph [0007]
and cannot find a reference to ‘context’. The Office action further presents the reasoning that
paragraphs [0110]-[0111] disclose securely including identification of the communication
channel in the authentication response. (/d. at page 7.)

However, at best, Howard discloses in paragraphs [0007] and [0110]-[0111] an ordinary
authentication arrangement as already known in the state of the art and in particular there is no
inclusion of information regarding the identification of the channel. Instead, paragraph [0111] at
best describes that “[tlhe MES 2 operates on the random number using a code or key stored
within the MES 2....”. Notably, this merely describes the operation of authentication in the prior
art, whereby an authentication challenge includes a random number which the terminal, in this
case MES, manipulates using an authentication key. An authentication key is sometimes referred
to as a code, which is normally shorthand for ‘code word’. Applicant notes that the code referred

to in this sense is a mathematical formulation and not a “service code” as recited in claim 1. As
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is known in the art, authentication keys are specific to a terminal, not a type of communication
channel and further there is no disclosure in paragraph [0111] that the code or key in any way
describes the type of channel. Rather, it simply discloses that the code or key is specific to the
MES, paragraph [0111], lines 6-8, further indicating to Applicant that what is described is a
normal authentication procedure as already known to the person of ordinary skill in the art.

The “service code” of claim 1, however, is associated with the identified communication
channel, which as Applicant understands, is acknowledged by the Examiner to mean the #ype of
communication channel. (See office action page 6, lines 4-7.) The service code is therefore
determined based on the type of communication channel through which the authentication
request is received. Further, in Applicant’s view, paragraphs [0110]-[0111] do not show use of
an authentication key or code which is determined based on the type of communication channel
and, similarly, Applicant finds no disclosure that Howard shows that the type of communication
channel is encoded into the authentication response. As explained, Applicant finds that Howard
merely seems to show the provision of a normal authentication response using the known key
methods.

Meanwhile, use of the method of claim 1 allows an indication of the type of
communication channel through which an authentication request was received at a terminal to be
then incorporated into the authentication response in order to counter the problem of man-in-the-
middle attacks to a mobile terminal, as explained, for example, on page 2, line 30, to page 3, line
2, of Applicant’s specification.

In light of the above, Howard fails to disclose the feature of “the terminal sending an
authentication response to the network, wherein the authentication response depends on the

identified communication channel in that the response is calculated on the basis of the
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information in the authentication request and the service code, thereby securely including
information regarding the identified communication channel through which the authentication
request was received into the response.” Therefore, Howard fails to overcome the deficiency of
Naslund. Since Howard does not make up for the deficiency of Naslund, combining the
references together would not reasonably or logically result in the invention of claim 1.
Consequently, for at least this reason as well, the rejection of claim 1 should be withdrawn, and
the claim should be allowed.

In light of the above, the invention of claim 1 would not have reasonably or logically
followed from the combination of the cited references. Thus, Applicant submits that claim 1 is
allowable. Furthermore, Applicant submits that claims 3-8 and 18 are allowable as well for at least
the reason that they each depend from allowable claim 1.

il Claim 9

In the rejection of claim 9, the office action refers to paragraphs [0004], [0034]-[0035],
[0065] and [0084]. (See office action, pages 11-12.)

Claim 9 has been amended to include the feature that the channel identifier also provides
a service code associated with the identified communication channel.

Applicant has studied the cited paragraphs and believes they do not disclose the added
feature. Further, for the reasons already explained above, Applicant believes this feature is not
disclosed anywhere in Howard. In particular, Applicant has studied paragraph [0084] and is of
the view that, while this paragraph shows that the terminal can detect if an authentication request
is received through different types of channels, it proposes an alternative solution to the solution
proposed in the independent claims, and in particular claim 9. Paragraph [0084] discloses that

when the terminal detects that a channel of different technological type is used that the terminal
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undertakes extra security procedures, for example by rerouting the request to a security
enhancing application. But paragraph [0084] does not disclose the solution proposed in the
claims of providing “a service code associated with the identified communication channel.”

Applicant therefore believes claim 9 is patentable over the combination of Naslund and
Howard. Thus, Applicant respectfully submits that claim 9 is allowable. Further, Applicant
submits that claim 11 is allowable as well for at least the reason that it depends from allowable
claim 9.

iii. Claim 12

In the rejection of claim 12, the office action uses substantially equivalent reasoning to
that used against claim 1, and further presents the reasoning that paragraph [0084] discloses
receipt of an authentication data request. (See office action, pages 13-14.) In Applicant’s view
paragraph [0084] appears to show receipt of an authentication request but further, Applicant
would like to point out that further examination of paragraph [0084] indicates that while it shows
that the terminal can detect if an authentication request is received through different types of
channels, it proposes an alternative solution to the solution proposed in the independent claims,
and in particular claim 12. Paragraph [0084] discloses that when the terminal detects that a
channel of different technological type is used that the terminal undertakes extra security
procedures, for example by rerouting the request to a security enhancing application. But
paragraph [0084] does not disclose the solution proposed in the claims of determining a service
code associated with the identified communication channel and calculating the authentication
response based on this service code.

Therefore, Applicant believes claim 12 is patentable over the combination of Naslund

and Howard. Thus, Applicant respectfully submits that claim 12 is allowable.
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iv. Claim 14

In the rejection of claim 14, the office action has proposed equivalent reasoning to that
proposed in the rejection of claim 12 and correspondingly Applicant believes that the arguments
raised with respect to claim 12 apply also to claim 14. Applicant therefore believes that claim 14
is patentable over the combination of Naslund and Howard. Thus, Applicant respectfully
submits that claim 14 is allowable.

v. Claim 16

In the rejection of claim 16, the office action has proposed equivalent reasoning to that
proposed in the rejection of claim 12 and correspondingly Applicant believes that the arguments
raised with respect to claim 12 apply also to claim 16. Applicant therefore believes claim 16 is
also patentable over the combination of Naslund and Howard. Thus, Applicant respectfully
submits that claim 16 is allowable.

Vi. Claims 7 and 11

Claim 7 was rejected under 35 USC 103(a) over Naslund in view of Howard in view of
the Ericsson reference. Claim 7 is dependent upon claim 6 which is itself dependent upon
claim 1, which is allowable for the reasons already given. Ericsson, as previously argued, does
not cure the deficiency of Howard and Naslund. Claim 7 is therefore believed by Applicant to be
patentable over the combination of Naslund, Howard and Ericsson.

Claim 11 was rejected under 35 USC 103(a) over Naslund in view of Howard in view of
Sheth. Claim 11 has been amended to clarify that the service code is associated with the
identified communication channel. In the rejection of claim 11, the office action presents
reasoning that Naslund and Howard disclose the features of claim 11 with the exception only of

the calculator and the modifier. For the reasons already given, Applicant disagrees and believes
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that neither Naslund nor Howard disclose the determination of the service code associated with
the identified communication channel, as described in claim 9, referenced by claim 11, and
described also now in claim 11. Further, Sheth does not cure the deficiency of either Naslund or
Howard.

Applicant is therefore of the view that claim 11 is patentable over the combination of
Naslund, Howard and Sheth.
S. Conclusion

For the foregoing reasons, Applicant submits that claims are allowable. Therefore,
Applicant requests favorable reconsideration and allowance of the claims.

Applicant does not acquiesce in any assertion in the office action that is not expressly
addressed by these remarks.

Should the Examiner wish to discuss this case with the undersigned, the Examiner is
invited to call the undersigned at (312) 913-3350.

Respectfully submitted,

MCDONNELL BOEHNEN
HULBERT & BERGHOFF LLP

Date: June 17, 2014 By: /Scott M. Miller/
Scott M. Miller
Reg. No. 62,967
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DETAILED ACTION
1. The present application is being examined under the pre-AlA first to invent
provisions.

Response to Arguments

2. This is a reply to the application filed on 9/26/2013, in which, claims 1, 3-9,
11,12,14,16 and 18 are pending. Claims 1, 3-9, 11-12, 14, 16 and 18 are amended.
Claims 2, 10, 13, 15 and 17 have been canceled.
3. In response to communications filed on 9/26/2013, the applicant’s arguments in
regards to the claims 1-18 have been considered but moot in view of the new ground(s)
of rejection necessitated by Applicant's amendment to the claims.
However the newly “Howard et al” (Publication No. 2006/0148483, hereinafter Howard)
discloses the limitation that applicant argued as below:
Howard discloses a method for authenticating terminals in a wireless communication
“service involves receiving registration requests from terminals requiring access,
transmitting to each of the terminals a signaling channel assignment signal allocating a
duplex signaling channel uniquely to each terminal, transmitting in the signaling channel
an authentication request signal, receiving an authentication response signal in the
channel, the contents of which depend on the context of the authentication request
signal, and deciding whether to allow access to the system according to the contents of

the authentication response signal’
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4. Applicant’s argument in regard to 101 rejections of claims 1, 2, 4-5 and 9-10 has
been considered and persuasive. Therefore the rejections of the claims 1, 2, 4-5 and 9-
10 are withdrawn based on applicant's amendment.
5. Applicant’s argument in regard to 112 (first Paragraph) is considered but not
persuasive. Therefore the rejections of the claims 12 and 14 are maintained.

Claim Rejections - 35USC § 112
6. The following is a quotation of 35 U.S.C. 112(a):
(a) IN GENERAL.—The specification shall contain a written description of the invention,
and of the manner and process of making and using it, in such full, clear, concise, and
exact terms as to enable any person skilled in the art to which it pertains, or with which
it is most nearly connected, to make and use the same, and shall set forth the best
mode contemplated by the inventor or joint inventor of carrying out the invention.
The following is a quotation of 35 U.S.C. 112 (pre-AlA), first paragraph:
The specification shall contain a written description of the invention, and of the manner
and process of making and using it, in such full, clear, concise, and exact terms as to
enable any person skilled in the art to which it pertains, or with which it is most nearly
connected, to make and use the same and shall set forth the best mode contemplated
by the inventor of carrying out his invention.

7. Claims 12 and 14 are rejected under 35 U.S.C. 112, first paragraph, as

failing to comply with the enablement requirement.

A single means claim, i.e., whare a means recitation does not appear in
combination with another recited element of means, is subject o an undue breadth

rejection under 35 U.$.C. 112, first paragraph. In re Hyalt, 708 F.2d 712, 714-715, 218

USPQ 185, 197 {Fed. Cir. 1883) {A single means claim which covered every
conceivable means for achiaving the stated purpose was held nonenabling for the

scope of the claim because the specification disclosed at most only those means known
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to the inventor.). When claims depend on a recited property, a fact silualion comparable
to Hyattis possible, where the claim covers every conceivable structure (means) for
achieving the stated property {resull) while the specification discloses at most only

those known to the inventor. Appropriate correction is required.

Claim Rejections -35USC § 112
8. The following is a quotation of 35 U.S.C. 112(b):
(B) CONCLUSION.—The specification shall conclude with one or more claims
particularly pointing out and distinctly claiming the subject matter which the inventor or a
joint inventor regards as the invention.
The following is a quotation of 35 U.S.C. 112 (pre-AlA), second paragraph:
The specification shall conclude with one or more claims particularly pointing out and
distinctly claiming the subject matter which the applicant regards as his invention.
9. Claims 12 and 14 are rejected under 35 U.S.C. 112, second paragraph, as being
indefinite for failing to particularly point out and distinctly claim the subject matter which
applicant regards as the invention.
10.  Claims 12 and 14 recites the limitation "terminal configured to:" and “network
node configured to: receive authentication data request from the network. After
considering the claim as a whole and in view of Applicants’ disclosure the scope of the
term "terminal configured to:" and “network node configured to:” are unclear because

claims cites “terminal or network node without reciting a structure to define the bounds

of the claims. Appropriate correction is required.
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Claim Rejections - 35 USC § 103
11.  The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

12.  Claims 1, 3-6, 8-9, 12, 14 and 16 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Naslund et al (Publication No. 2006/0288407, hereinafter Naslund)
[Applicant’s IDS] in view of Howard et al (Publication No. 2006/0148483, hereinafter

Howard)

As to claim 1Naslund discloses a method for service-based authentication of a
terminal to a network, the terminal comprising one or more communications interfaces
for setting-up a communication channel with the network (Naslund, Figure, 4,
illustrates a user terminal, such as a mobile phone or a personal computer, which
generally has some form of network communication capabilities such as GSM,
Bluetooth), the method comprising:
the terminal sending a service request for access to a network service (Naslund,
Paragraph [0003] discloses communications in GSM, UMTS is triggered as a
response to an access request; UMTS letting the network interact with this device

through a user terminal in a
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challenge-response protocol ); the terminal receiving in response to the service
request an authentication request from the network (Naslund, Paragraph [0084]
discloses AKA request); the terminal identifying the communication channel through
which the authentication request was received (Naslund, Paragraph [0084] the
terminal (mobile) may be configured to determine whether the AKA request
initially comes over the normal network interface, or over another interface such
as Bluetooth or IRDA (Infrared Data Association) interfaces); Naslund does not

discloses the terminal determining a service code associated with the identified

communication channel, sending an authentication response to the network, wherein
the authentication response depends on the identified communication channel in that

the response is calculated on the basis of the information in the authentication request

and the service code, thereby securely including information regarding the identity of the

communication channel through which the authentication request was received into the

response. Howard discloses the terminal determining a service code associated with
the identified communication channel (Howard, Abstract, receiving an authentication
response signal in the channel, the contents of which depend on the context
[service code] of the authentication request signal) and, sending an authentication
response to the network, wherein the authentication response depends on the identified
communication channel in that the response is calculated on the basis of the
information in the authentication request and the service code (Howard, Abstract,
Paragraph [0007] discloses receiving registration request from terminal and

transmitting allocating unique signaling channel to each terminal and receiving
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an authentication response signal in the channel, the contents of which depend
on the context [service code] of the authentication request signal; Paragraphs
[0110-011] the MES-specific signaling channel, the LES 14 transmits a challenge’
packet in the form of a header and a random number. The MES 2 operates on the
random number using a code or key stored within the MES 2, such as on a smart
card, and transmits the result of the operation in the MES-specific signaling
channel.), thereby securely including information regarding the identity of the
communication channel through which the authentication request was received into the
response. (Howard, Abstract, Paragraph [0007] discloses the unique channel or
channels is used for an authentication transaction with the wireless terminal prior
to allowing calls to be set up with that terminal; Paragraph [0111] discloses The
LES 14 performs the same operation using a copy of the code or key specific to
that MES 2, the copy being stored securely within the LES 14, and compares the
result of the operation with that transmitted by the MES 2) It would have been
obvious to one of ordinary skill in the art at the time of invention to modify the method of
Naslund in view of Howard by showing sending an authentication response to the
network, wherein the authentication response depends on the identified communication
channel in that the response is calculated on the basis of the information in the
authentication request and the service code, thereby securely including information
regarding the identity of the communication channel through which the authentication
request was received into the response as taught by Howard in order provide unique

channel for an authentication transaction with the wireless terminal.
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As to claim 3 Naslund in view of Howard discloses method according to claim 1,
wherein the terminal comprises an identity module and a service interface (Sl) module,
configured to securely communicate with the identity module and to identify the
communications channel through which the authentication request was received
(Naslund, Paragraph [0003] discloses many network services are based on
storing user credentials on a tamper-resistant "security device", e.g. a GSM SIM
(Subscriber Identity Module), a UMTS SIM or an ISIM (IP Multimedia SIM) card,
and letting the network interact with this device through a user terminal in a
challenge-response protocol to perform (subscriber) Authentication and Key

Agreement (AKA).

As to claim 4 Naslund in view of Howard discloses method according to claim 1,
wherein the authentication request comprises authentication information, the method
further comprising: the terminal modifying the authentication information on the basis of
the identified communications channel; the terminal generating, the authentication
response on the basis of the modified authentication information (Naslund, Paragraph
[0004] In a subscriber database/authentication center, commonly referred to as an
AuC in the context of mobile communication systems, an expected response
XRES is generated based on knowledge of the secret key and a generated
challenge RAND. The AKA protocol may, and typically will, involve an AAA

(Authorization, Authentication and Accounting) server, which may or may not be
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physically co-located with the AuC. The challenge RAND and the expected
response XRES are normally transferred to the AAA server. The challenge is sent
to the terminal ME (Mobile Equipment), which assisted by the security device
computes the response RES. The response is sent back to the AAA server, and if

it matches the expected response, the user is authenticated)

As to claim 5 Naslund in view of Howard discloses a method according to claim
1, wherein the authentication request comprises authentication information, the method
further comprising: the terminal generating, the authentication response; and the
terminal modifying, the authentication response on the basis the identified
communications channel (Naslund, Paragraph [0099] Regardless of the terminal
type the SIM is attached to, and the way the SIM is accessed [by Bluetooth, IRDA,
in card-reader, etc.] all AKA related processing takes place on the SIM, including
the security enhancing steps. The enhanced security processing may involve
manipulation of output parameters and/or input parameters of the AKA process,
as schematically illustrated for a general tamper-resistant security device in FIG.

10.)

As to claim 6 Naslund in view in view of Howard discloses a method according to
claim 1, the method further comprising:
the terminal sending a service request via a predetermined communications channel to

the network (Howard, Abstract, authenticating terminals in a wireless
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communication service involves receiving registration requests from terminals
requiring access, transmitting to each of the terminals a signaling channel
assignment signal allocating a duplex signaling channel uniquely to each
terminal); the network generating an expected service code on the basis of the type of
communications channel the service request was sent to the network; and determining
on the basis of expected service code an expected response. (Howard, Abstract,
Paragraph [0007] discloses receiving registration request from terminal and
transmitting allocating unique signaling channel to each terminal and receiving
an authentication response signal in the channel, the contents of which depend
on the context [service code] of the authentication request signal; Paragraphs
[0110-011] the MES-specific signaling channel, the LES 14 transmits a challenge’
packet in the form of a header and a random number. The MES 2 operates on the
random number using a code or key stored within the MES 2, such as on a smart
card, and transmits the result of the operation in the MES-specific signaling

channel.)

As to claim 8 Naslund in view of Howard discloses a method according to claim
1, wherein the terminal comprises a 2G or 3G type radio interface, a Bluetooth radio
interface, a WLAN interface, a digital enhanced cordless (DECT) radio interface or an
Ethernet data interface. (Naslund, Paragraph [0085] another example of a security
policy suitable for implementation in a tamper-resistant security device of the

invention is related to the existing proposals for enhancing the security of the
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3GPP Gb interface; Paragraph [0084] Paragraph [0084] the terminal [mobile] may
be configured to determine whether the AKA request initially comes over the
normal network interface, or over another interface such as Bluetooth or IRDA

(Infrared Data Association) interfaces)

As to claim 9 Naslund discloses a service interface module for use in a terminal,
the service interface module comprising: a receiver configured to receive an
authentication signal from the network via one of the communications interfaces of the
terminal (Naslund, Paragraph [0084] discloses AKA request; the invention to
maintain the overall security even if a tamper-resistant security device such as a
SIM is used in an insecure environment or when reusing the AKA protocol over a
less secure interface Paragraph [0004]); a channel identifier configured to identifying
the communication channel through which the authentication signal was received,
(Naslund, Paragraph [0084] the terminal (mobile) may be configured to determine
whether the AKA request initially comes over the normal network interface, or
over another interface such as Bluetooth or IRDA (Infrared Data Association)
interfaces); a channel interface configured to establish a secure communication
channel between the module and an identity module of the terminal. (Naslund,
Paragraph [0034] A main merit is that the solution is future proof and easy to
administer in a secure way by authenticated downloads. [0035] the solution is in a
sense transparent to the device into which the tamper-resistant security device is

plugged. In addition, it enables secure remote access directly to the security
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device, such as a SIM, when the security device is still in the original (mobile)
terminal, communicating over e.g. Bluetooth)
Naslund does not disclose preferably by providing a service code associated with the

identified communication channel and a modifier configured to modify an authentication

response of the identity module on the basis of a service code of the identified

communication channel. Howard disclose preferably by providing a service code

associated with the identified communication channel (Howard, Abstract, receiving an
authentication response signal in the channel, the contents of which depend on
the context [service code] of the authentication request signal) a modifier

configured to modify an authentication response of the identity module on the basis of a

service code of the identified communication channel (Howard, Paragraph [0065]

discloses the SAP handler is set up according to Quality of Service parameters
[service code] supplied in the call set-up message, but in the case of a locally
initiated call these parameters may be modified if the remote party signals that
some of the Quality of Service parameters are not accepted) It would have been
obvious to one of ordinary skill in the art at the time of invention to modify the method of
Naslund in view of Howard by showing a service code associated with the identified
communication channel and a modifier configured to modify an authentication response
of the identity module on the basis of a service code of the identified communication
channel as taught by Howard in order provide unique channel for an authentication

transaction with the wireless terminal.
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As to claim 12 Naslund in view of ERICSSON discloses a terminal, for accessing
network services, the terminal configured to:

receive authentication data request (Naslund, Paragraph [0084] discloses AKA

request) Naslund does not discloses determining an expected service code associated

with the type of communication channel via which the authentication data request was

received by the network and generate in response to the receipt of an authentication

data request a modified expected response, wherein the modification of the expected
response depends on the determined expected service code. Howard discloses
determining an expected service code associated with the type of communication
channel via which the authentication data request was received by the network
(Howard, Abstract, receiving an authentication response signal in the channel,
the contents of which depend on the context [service code] of the authentication
request signal) and generate in response to the receipt of an authentication data
request a modified expected response, wherein the modification of the expected
response depends on the determined expected service code (Howard, Abstract,
Paragraph [0007] discloses receiving registration request from terminal and
transmitting allocating unique signaling channel to each terminal and receiving
an authentication response signal in the channel, the contents of which depend
on the context [service code] of the authentication request signal; Paragraphs
[0110-011] the MES-specific signaling channel, the LES 14 transmits a challenge’
packet in the form of a header and a random number. The MES 2 operates on the

random number using a code or key stored within the MES 2, such as on a smart
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card, and transmits the result of the operation in the MES-specific signaling
channel.) It would have been obvious to one of ordinary skill in the art at the time of
invention to modify the method of Naslund in view of Howard by showing determining
an expected service code associated with the type of communication channel via which
the authentication data request was received by the network and generate in response
to the receipt of an authentication data request a modified expected response, wherein
the modification of the expected response depends on the determined expected service
codeas taught by Howard in order provide unique channel for an authentication

transaction with the wireless terminal.

As to claim 14 Naslund in view of Howard discloses a network node for service-
based authentication of a terminal to a network, the network node configured to:

receive authentication data request (Naslund, Paragraph [0084] discloses AKA

request) Naslund does not discloses_determining an expected service code associated

with the type of communication channel via which the authentication data request was

received by the network and generate in response to the receipt of an authentication

data request a modified expected response, wherein the modification of the expected
response depends on the determined expected service code. Howard discloses
determining an expected service code associated with the type of communication
channel via which the authentication data request was received by the network
(Howard, Abstract, receiving an authentication response signal in the channel,

the contents of which depend on the context [service code] of the authentication
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request signal) and generate in response to the receipt of an authentication data
request a modified expected response, wherein the modification of the expected
response depends on the determined expected service code (Howard, Abstract,
Paragraph [0007] discloses receiving registration request from terminal and
transmitting allocating unique signaling channel to each terminal and receiving
an authentication response signal in the channel, the contents of which depend
on the context [service code] of the authentication request signal; Paragraphs
[0110-011] the MES-specific signaling channel, the LES 14 transmits a challenge’
packet in the form of a header and a random number. The MES 2 operates on the
random number using a code or key stored within the MES 2, such as on a smart
card, and transmits the result of the operation in the MES-specific signaling
channel.) It would have been obvious to one of ordinary skill in the art at the time of
invention to modify the method of Naslund in view of Howard by showing determining
an expected service code associated with the type of communication channel via which
the authentication data request was received by the network and generate in response
to the receipt of an authentication data request a modified expected response, wherein
the modification of the expected response depends on the determined expected service
codeas taught by Howard in order provide unique channel for an authentication

transaction with the wireless terminal.

As to claim 16 Naslund discloses a system for service based authentication to a

network, the system comprising:
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a terminal configured to receive an authentication request from the network (Naslund,

Paragraph [0084] discloses AKA request) Naslund does not discloses determine

service code associated with the type of communication channel via which the

authentication data request was received by terminal and to send in response to the

receipt of an authentication request a modified response to network, wherein the
modification of the expected response depends on the determined expected service
code; network node configured to receive an authentication data request and determine
an expected service code associated with the type of communication channel via which
the authentication data request was received by the network and configured to generate
in response to the receipt of the authentication data request a modified expected
response wherein the expected response depends on the determined expected service
code and configured to compare the modified response with the modified expected
response.

Howard discloses determine service code associated with the type of

communication channel via which the authentication data request was received by

terminal (Howard, Abstract, receiving an authentication response signal in the
channel, the contents of which depend on the context [service code] of the
authentication request signal) and to send in response to the receipt of an
authentication request a modified response to network, wherein the modification of the
expected response depends on the determined expected service code (Howard,
Abstract, Paragraph [0007] discloses receiving registration request from terminal

and transmitting allocating unique signaling channel to each terminal and
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receiving an authentication response signal in the channel, the contents of which
depend on the context [service code] of the authentication request signal;
Paragraphs [0110-011] the MES-specific signaling channel, the LES 14 transmits a
‘challenge’ packet in the form of a header and a random number. The MES 2
operates on the random number using a code or key stored within the MES 2,
such as on a smart card, and transmits the result of the operation in the MES-
specific signaling channel.); network node configured to receive an authentication
data request and determine an expected service code associated with the type of
communication channel via which the authentication data request was received by the
network (Howard, Abstract, receiving an authentication response signal in the
channel, the contents of which depend on the context [service code] of the
authentication request signal) and configured to generate in response to the receipt
of the authentication data request a modified expected response wherein the expected
response depends on the determined expected service code and configured to compare
the modified response with the modified expected response( Howard, Paragraph
[0065] discloses the SAP handler is set up according to Quality of Service
parameters [service code] supplied in the call set-up message, but in the case of
a locally initiated call these parameters may be modified if the remote party
signals that some of the Quality of Service parameters are not accepted) It would
have been obvious to one of ordinary skill in the art at the time of invention to modify the
method of Naslund in view of Howard by showing determine service code associated

with the type of communication channel via which the authentication data request was

Samsung Ex. 1002, Page 77 of 341



Application/Control Number: 13/139,433 Page 18
Art Unit: 2493

received by terminal and to send in response to the receipt of an authentication request
a modified response to network, wherein the modification of the expected response
depends on the determined expected service code; network node configured to receive
an authentication data request and determine an expected service code associated with
the type of communication channel via which the authentication data request was
received by the network and configured to generate in response to the receipt of the
authentication data request a modified expected response wherein the expected
response depends on the determined expected service code and configured to compare
the modified response with the modified expected response as taught by Howard in
order provide unique channel for an authentication transaction with the wireless

terminal.

139. Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Naslund
et al (Publication No. 2006/0288407, hereinafter Naslund) [Applicant’s IDS] in view of
Howard et al (Publication No. 2006/0148483, hereinafter Howard) further in view of
(ERICSSON: “How to mitigate the interleaving attack and reduce the trust in the
Authenticator (S3-030084)” 3GPP TCG SA WG3 SECURITY, Hereinafter ERICSSON)

[Applicant’s IDS]

As to claim 7 Naslund in view of Howard discloses all the elements in the

claim above except comparing the expected response with the authentication response

send by the terminal to the network; and determining the terminal to be in an un-trusted
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state if the authentication response is not equal to the expected response. ERICSSON

discloses comparing the expected response with the authentication response send by
the terminal to the network; and determining the terminal to be in an un-trusted state if

the authentication response is not equal to the expected response (ERICSSON, Page

2, lines7-8, shows authenticator checks that RES=XRES and that the A-Data-MAC
is correct) It would have been obvious to one of ordinary skill in the art at the time of
invention to modify the method of Naslund in view of Howard further in view of
ERICSSON by showing comparing the expected response with the authentication
response send by the terminal to the network; and determining the terminal to be in an
un-trusted state if the authentication response is not equal to the expected response as
taught by ERICSSON in order to mitigated the interleaving attack and reduce the trust in

authenticator.(Page2, ERICSSON)

14.  Claim 11 is rejected under 35 U.S.C. 103(a) as being unpatentable over Naslund
et al (Publication No. 2006/0288407, hereinafter Naslund) [Applicant’s IDS] in view of
Howard et al (Publication No. 2006/0148483, hereinafter Howard) further in view of

Sheth et al (Publication No. 2005/008695, hereinafter Sheth)

As to claim 11 Naslund in view of Howard discloses all the elements in the claim
above except a calculator for calculating a response upon receipt of an authentication
request; and, a modifier for modifying the response on the basis of a predetermined

mathematical function using a service code on the identified communication channel.
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Sheth discloses calculator for calculating a response upon receipt of an authentication
request; and, a modifier for modifying the response on the basis of a predetermined

mathematical function using a service code on the identified communication channel

(Sheth, Paragraph [0047] discloses PPP authentication request including a virtual
channel ID [service code] is received by an AAA server or similar device. A
determination is made regarding whether a domain configuration override
attribute exists in a virtual circuit profile associated with the DSLAM port used to
receive the PPP session; Paragraph [0065] calculator to determine whether the
service associated with the virtual circuit matches the service associated with a
domain configuration override attribute) It would have been obvious to one of
ordinary skill in the art at the time of invention to modify the method of Naslund in view
of Howard further in view of Sheth by showing calculator for calculating a response
upon receipt of an authentication request; and, a modifier for modifying the response on

the basis of a predetermined mathematical function using a service code on the

identified communication channel as taught by Sheth in order to prevents unauthorized

PPP sessions from being forwarded to a destination (Sheth, Paragraph [0019])

Conclusion
The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure.
US. Publication No. : 2009/0103728 A1 Patel discloses a method and system for

secure wireless communications. In particular, the present invention relates to a method
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of establishing authentication keys at both the network and mobile equipment in order to

establish a mutually authenticated communication channel.

Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ALI SHAYANFAR whose telephone number is (571)270-
1050. The examiner can normally be reached on Monday through Friday 9:30-6:00PM

EST.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Colin Carl can be reached on 571-272-3862. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/A.S./
Examiner, Art Unit 2493
1/04/2014

/CARL COLIN/

Supervisory Patent Examiner, Art Unit 2493
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Examiner: Ali Shayanfar
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RESPONSE TO OFFICE ACTION MAILED APRIL 1, 2013

Dear Sir:

In response to the office action mailed April 1, 2013, Applicant submits the following

amendments and remarks. Amendments to the claims begin at page 2, and remarks begin at

page 6.

Along with this response, Applicant is submitting a request for a three-month extension

of time, along with the requisite fee. Applicant believes that no other fees are required at this

time. However, please charge any underpayment or credit any overpayment to Deposit Account

No. 132490. Further, Applicant generally authorizes the Office to treat any filing in this matter

that requires an extension of time as incorporating a request for such an extension.
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Amendments to the Claims

1. (Currently Amended) Method for service-based authentication of a terminal to a
network, the terminal comprising one or more communications interfaces for setting-up a
communication channel with the network, the method comprising:
— the terminal sending a service request for access to a network service;
— the terminal receiving in response to the service request an authentication request from
the network;
— the terminal identifying the communication channel through which the authentication
request was received; [[and,]]

— the terminal determining a service code associated with the identified communication

channel; and
— sending an authentication response RES to the network, wherein the authentication

response depends on the identified communication channel_in that the response is

calculated on the basis of the information in the authentication request and the service

code, therebyv securely including information regarding the identity of the communication

channel through which the authentication request was received into the response.

2. (Canceled)

3. (Currently Amended) Method according to claim 1, wherein the terminal
comprises an identity module and a service interface (SI) module;-the-Stpreferably-implemented
as-a-trusted-hardware-module; configured to securely communicate with the identity module and

to identify the communications channel through which the authentication request was received.

4. (Currently Amended) Method according to claim 1, wherein the authentication

request comprises authentication information;-preferably-arandom-echallenge RAND; the method
further comprising-the-steps-of:

— the terminal modifying the authentication information on the basis of the identified

communications channel; and

— the terminal generating;preferablyusingan-authenticationand-key-agreement{AKA}
of a-telecommunteationstandard; [[an]] the authentication response [[RES]] on the

basis of the modified authentication information.
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5. (Currently Amended) Method according to claim 1, wherein the authentication

request comprises authentication information;preferably-arandem-chalenge RAND; the method
further comprising:
— the terminal generating;preferably-on-the basis-of an-authenticationand-key-agreement
AKAof a-telecommunieationstandardsan the authentication response[[ RES]]; and

— the terminal modifying;preferably-using-a-one-way-funetion; the authentication response
parameter RES on the basis the identified communications channel.

6. (Currently Amended) Method according to claim 1 [[2]], the method further
comprising:

— the terminal sending a service request via a predetermined communications channel to the
network;

— the network generating an expected service code [[XSC]] on the basis of the type of
communications channel the service request was sent to the network; and

— determining, on the basis of the expected service code, [[XSC]] an expected response
[[XRES]].

7. (Currently Amended) Method according to claim 6, the method further
comprising:
— comparing the expected response [[XRES]] with the authentication response [[RES]]
[[send]] sent by the terminal to the network; and

— determining the terminal to be in an un-trusted state if the authentication response is not

equal to the expected response.RES-is-notequal-to XRES-

8. (Previously Presented) Method according to claim 1, wherein the terminal
comprises a 2G or 3G type radio interface, a Bluetooth radio interface, a WLAN interface, a

digital enhanced cordless (DECT) radio interface or an Ethernet data interface.

9. (Currently Amended) Service interface module for use in a terminal, preferably

module-in-the-terminal; the service interface module comprising:

— areceiver configured to receive forreeeiving an authentication signal from the network

via one of the communications interfaces of the terminal;
— achannel identifier configured to identify fer+dentifying the communication channel

through which the authentication signal was received;preferably-by-providing-aserviee
1 s ated with the identified cationcl L

3
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— achannel interface configured to establish ferestablishing a secure communication

channel between the module and an identity module of the terminal,

— amodifier configured to modify an authentication response of the identity module on the

basis of a service code of the identified communication channel.

10. (Canceled)

11. (Currently Amended) An identity module-preferably-a-smarteard; for

establishing a safe communication channel with a service interface module as claimed in claim 9,

the identity module comprising: a calculator for calculating a response RES—preferably

aeceordingto-a GSM-AKA;a 3GPRP-AKA-oran IMS-AKA— upon receipt of an authentication
request; and;-eptienally; a modifier for modifying the response [[RES]] on the basis of a

predetermined mathematical function using infermation-on a service code of the identified

communication channel.

12. (Currently Amended) A terminal;-preferably-a-meobile-deviee; for accessing

network services, the terminal configured to;

- receive an authentication request from the network:

- determine a service code associated with the type of communication channel via

which the authentication request was received by the terminal; and

- send in response to an authentication request a modified response [[RES’]] to the

network wherein the modification depends on the determined service code type-of

13. (Canceled)

14. (Currently Amended) A network node for service-based authentication of a
terminal to a network, the network node configured to:

- receive an authentication data request and

- determine an expected service code associated with the type of communication

channel via which the authentication data request was received by the network: and

- generate in response to the receipt of an authentication data request a modified

expected response [[XRES’]], wherein the modification of the expected response [[ XRES]]

depends on the determined expected service code the-type-of-communiecation-channel-the
hentication.d ] "
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15. (Canceled)

16. (Currently Amended) A system for service based authentication to a network,

the system comprising:
— aterminal configured to receive an authentication request from the network, to determine

a service code associated with the type of communication channel via which the

authentication request was received by the terminal, and
a-terminal-eonfigared to send in response to an-the authentication request a modified

response [[RES’]] to the network, wherein the modification depends on the determined

service code the
by-the-terminal;

— a network node configured to receive an authentication data request and determine

an expected service code associated with the type of communication channel via which

the authentication data request was received by the network and configured to generate in

response to the receipt of an-the authentication data request a modified expected response

[[XRES’]] wherein the expected response depends on the determined expected service

code and configured to compare_the modified response with the modified expected

17. (Canceled)

18. (Currently Amended)A computer program product comprising software code

portions configured for, when run in the memory of a terminal, preferable-a-meobile-deviee;
executing the method according to claim 1.
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Remarks

1. Summary of the Office Action

In the office action mailed April 1, 2013, the Examiner: (i) objected to claims 1-2; (ii)
rejected claims 1, 2, 4-5, and 9-10 under 35 U.S.C. § 101 as being allegedly directed to non-
statutory subject matter; (iii) rejected claims 12 and 14 under 35 U.S.C. § 112, first paragraph as
allegedly failing to comply with the enablement requirement; (iv) rejected claims 2-5, 9, and 11-
12 under 35 U.S.C. § 112, second paragraph as allegedly failing to particularly point out and
distinctly claim the subject matter which the applicant regards as the invention; (v) rejected
claims 1, 3-5, 8, 14 and 18 under 35 U.S.C. § 102(b) as allegedly being anticipated by U.S.
Patent Application Pub. No. 2006/0288407 (Naslund); and (vi) rejected claims 2, 6-7, 9-13, 15-
17 under 35 U.S.C. § 103(a) as allegedly being obvious over Naslund in view of the Ericsson
reference.
2. Status of the Claims

Applicant has amended claims 1, 3-7, 9, 11-12, 14, and 16 to clarify the invention.
Support for these claim amendments is found throughout the specification. Further, Applicant
has canceled claims 2, 10, 13, 15, and 17.

As a result, pending are claims 1, 3-9, 11-12, 14, 16, and 18, of which claims 1, 9, 12, 14,
and 16 are independent and the remainder are dependent.

Applicant reserves the right to pursue in a continuation application the subject matter of
any of the claims without the present amendments, and any other subject matter disclosed by this

application.
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3. Response to Objection to the Claims

As noted above, the Examiner objected to claims 1-2 because they include reference
characters which are not enclosed within parentheses. In particular, the Examiner noted that
“[i]n claims 1-2, ‘RES’ should have parentheses.” (Office action, page 2.) Applicant has
amended claim 1 to overcome the Examiner’s objection. Further, Applicant has canceled
claim 2. For these reasons, Applicant respectfully requests withdrawal of the objection to the
claims.
4. Response to Rejection under 35 U.S.C. § 101

As mentioned above, the Examiner rejected claims 1, 2, 4-5, and 9-10 as being allegedly
directed to non-statutory subject matter. Of these claims, claims 1 and 9 are independent.

Independent claim 1 as now amended recites (i) the terminal sending a service request for
access to a network service, (i) the terminal receiving in response to the service request an
authentication request from the network, (iii) the terminal identifying the communication channel
through which the authentication request was received, (iv) the terminal determining a service
code associated with the identified communication channel, and (v) sending an authentication
response to the network, wherein the authentication response depends on the identified
communication channel in that the response is calculated on the basis of the information in the
authentication request and the service code, thereby securely including information regarding the
identity of the communication channel through which the authentication request was received
into the response. These steps are clearly machine implementations and thus meet the test for
statutory subject matter set forth by the Federal Circuit in the Bilski case. Therefore, claim 1 is
directed to statutory subject matter, and claims 4-5 are directed to statutory subject matter due to

their dependency from independent claim 1.
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Claim 9 as amended recites, inter alia, the elements of (i) a receiver configured to receive
an authentication signal from the network via one of the communications interfaces of the
terminal, (ii) a channel identifier configured to identify the communication channel through
which the authentication signal was received, (iii), a channel interface configured to establish a
secure communication channel between the module and an identity module of the terminal, and
(iv) a modifier configured to modify an authentication response of the identity module on the
basis of a service code of the identified communication channel. Applicant respectfully submits
that claim 9 recites articles or objects that constitute a machine or manufacture within the
meaning of 35 U.S.C. 101. For instance, Applicant believes that the text on page 12, line 21 to
page 13, line 10 makes clear that claim 9 does not address non-statutory subject matter.

For these reasons, Applicant respectfully requests withdrawal of the 35 U.S.C. § 101
rejections.

5. Response to Rejection under 35 U.S.C. § 112, first paragraph

As mentioned above, the Examiner rejected claims 12 and 14 under 35 U.S.C. § 112, first
paragraph as allegedly failing to comply with the enablement requirement.

Applicant notes that claim 12 is directed to a terminal for accessing network services.
Applicant has amended claim 12 to clarify that the terminal is configured to (i) receive an
authentication request from the network, (i1) determine a service code associated with the type of
communication channel via which the authentication request was received by the terminal, and
(ii1) send in response to an authentication request a modified response to the network wherein the
modification depends on the determined service code.

Further, Applicant notes that claim 14 is directed to a network node for service-based

authentication of a terminal to a network. Applicant has amended claim 14 to clarify that the
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network node is configured to (i) receive an authentication data request, (ii) determine an
expected service code associated with the type of communication channel via which the
authentication data request was received by the network, and (ii) generate in response to the
receipt of an authentication data request a modified expected response, wherein the modification
of the expected response depends on the determined expected service code.

In view of these amendments, Applicant respectfully submits that the rejection of claims
12 and 14 under 35 U.S.C. § 112, first paragraph is moot. Applicant therefore respectfully
requests withdrawal of the 35 U.S.C. § 112, first paragraph rejection.

6. Response to Rejection under 35 U.S.C. § 112, second paragraph

As noted above, the Examiner rejected claims 2-5, 9, and 11-12 under 35 U.S.C. § 112,
second paragraph as allegedly failing to particularly point out and distinctly claim the subject
matter which the applicant regards as his invention. Applicant has amended claims 3-5, 9, and
11-12 to clarify the invention. Further, Applicant has canceled claim 2.

In view of these amendments, Applicant respectfully submits that the rejection of the
claims under 35 U.S.C. § 112, second paragraph is moot. Applicant therefore respectfully
requests withdrawal of the 35 U.S.C. § 112, second paragraph rejection.

7. Response to Rejections under 35 U.S.C. §§ 102 and 103

As noted above, the Examiner rejected claims 1, 3-5, 8, 14 and 18 as allegedly being
anticipated by Naslund, and the Examiner rejected claims 2, 6-7, 9-13, 15-17 as allegedly being
obvious over Naslund in view of the Ericsson reference. Of these claims, claims 1, 9, 12, 14, and

16 are independent. Applicant addresses these independent claims in the following subsections.
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i. Claim 1

Applicant has amended claim 1 to include the features of claim 2. The Examiner rejected
claim 2 as being allegedly obvious over Naslund in view of Ericsson. Applicant submits that the
Examiner clearly erred in rejecting claim 2 as being obvious over Naslund in view of Ericsson.
In particular, Applicant submits that the Examiner clearly erred in reaching this conclusion of
obviousness, because combining the references together would not reasonably or logically result
in the invention of claim 2.

In the office action, the Examiner stated that Ericsson discloses “determining a service
code associated with the identified communication channel; calculating the response RES on the
basis of the information in the authentication request and the service code, thereby securely
including . . . information regarding the identity of the communication channel through which the
authentication request was received into the response.” (Office action, page 12.) This assertion
appears to be based on an interpretation of Ericsson disclosing a service identifier Sld in
Solution 2, which is used in a modified challenge, and that the USIM calculates both RES and A-
data-MAC. (See office action, page 12.)

Applicant has studied Ericsson and disagrees with this interpretation of the disclosure.
While Ericsson discloses in Solution 2 the use of a service identifier Sld to generate derived
XRESd, there is little explanation given about what is meant by this service identifier and no
explanation which suggests it corresponds to a service code as described in claim 1. Further,
there is no disclosure of how the service code is determined and therefore no disclosure that the
service identifier Sld is associated with a communication channel through which a authentication

request has been received.

10
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The only explanation that Applicant can find regarding service identifier Sld is on page 2,
last line of Solution 2, where Ericsson states that “[tJhe UE determines the Sld to be used on the
intended service.” However, this explanation is unclear and Applicant notes that there are
several possibilities for interpretation. For instance, Sld could refer to an intended or preferred
communication channel for an outgoing message or could refer to a preferred network to carry a
call. Alternatively, Sld could refer to a type of service, for example differentiating between voice
call service, SMS service, or voicemail service. Still alternatively, Sld may refer to the
communication channel which the terminal should use to communicate back to the base station
or network node.

Correspondingly, Applicant believes it cannot be assumed that service identifier Sld
refers to a service code associated with an identified communication channel through which an
authentication request is received. This interpretation can simply not be derived from the
disclosure of Ericsson. Further, while Ericsson discloses calculating both RES and A-data-
MAC, neither of these are explicitly disclosed as including any reference to a service code
associated with an identified communication channel.

In contrast, claim 2 recites that a service code is determined for the communication
channel through which the authentication request is received and that a response is calculated on
the basis of the service code.

Naslund also fails to disclose determination of a service code associated with a
communication channel through which an authentication request is received and calculation of
the response on the basis of the service code. Therefore, these features cannot be produced from

a combination of Naslund and Ericsson.

11
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In light of the above, the combination of the cited references would not reasonably or
logically result in the invention of claim 2. Thus, the Examiner has not established prima facie
obviousness of claim 2 under M.P.E.P. § 2142, and therefore, the Examiner erred in rejecting
claim 2 based on the Naslund/Ericsson combination. Since claim 1 now incorporates the subject
matter of claim 2, Applicant submits that claim 1 is allowable. Furthermore, Applicant submits
that claims 3-8 are allowable as well for at least the reason that they each depend from allowable
claim 1.

ii. Claim 9

Applicant has amended claim 9 to recite, inter alia, the element of “a modifier configured
to modify an authentication response of the identity module on the basis of a service code of the
identified communication channel.” Applicant submits that, for at least reasons similar to the
reasons discussed above with respect to claim 1, the invention of claim 9 would not reasonably or
logically follow from the teachings of the cited art, and thus Applicant submits that claim 9 is
allowable. In particular, as Applicant argued above in support of claim 1, the feature of an
authentication response modified on the basis of a service code of the identified communication
channel is simply not disclosed in either Ericsson or Naslund. Therefore, neither Ericsson nor
Naslund discloses a modifier configured to perform this action.

Further, Applicant submits that claim 11 is allowable as well for at least the reason that it
depends from allowable claim 9.

jii. Claim 12

Claim 12 recites, inter alia, that the terminal is configured to (i) receive an authentication
request from the network, (i) determine a service code associated with the type of

communication channel via which the authentication request was received by the terminal, and
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(ii1) send in response to an authentication request a modified response to the network wherein the
modification depends on the determined service code. Applicant submits that, for at least the
reasons discussed above with respect to claim 1, the invention of claim 12 would not reasonably
or logically follow from the teachings of the cited art, and thus Applicant submits that claim 12 is
allowable.

iv. Claim 14

Claim 14 recites, inter alia, that the network node is configured to (i) receive an
authentication data request, (ii) determine an expected service code associated with the type of
communication channel via which the authentication data request was received by the network,
and (iii) generate in response to the receipt of an authentication data request a modified expected
response, wherein the modification of the expected response depends on the determined expected
service code. Applicant submits that, for at least the reasons discussed above with respect to
claim 1, the invention of claim 14 would not reasonably or logically follow from the teachings of
the cited art, and thus Applicant submits that claim 14 is allowable.

V. Claim 16

In the rejection of claim 16, the Office Action presents reasoning that Naslund in view of
Ericsson discloses determination of a service code associated with the type of communication
channel via which the authentication request was received by the terminal and that this is shown
in Naslund, paragraphs [0120]-[0121]. (See office action, pages 19-20.) Applicant has studied
these paragraphs and can find no such disclosure, as these paragraphs appears to teach only that
AKA output parameters Kc and/or RES can be combined into possibly longer output parameters
Kc’and RES’. However, nowhere in paragraphs [0120]-[0121], nor elsewhere in Naslund, can

Applicant find disclosure of determination of a service code associated with the type of
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communication channel via which the authentication request was received by the terminal. In
light of the above (and in view of comments above in support of claim 1), the invention of claim
16 would not reasonably or logically follow from the teachings of the cited art. Thus, Applicant
submits that claim 16 is allowable.
8. Conclusion

For the foregoing reasons, Applicant submits that claims are allowable. Therefore,
Applicant requests favorable reconsideration and allowance of the claims.

Applicant does not acquiesce in any assertion in the office action that is not expressly
addressed by these remarks.

Should the Examiner wish to discuss this case with the undersigned, the Examiner is
invited to call the undersigned at (312) 913-3350.

Respectfully submitted,

MCDONNELL BOEHNEN
HULBERT & BERGHOFF LLP

Date: September 26, 2013 By: /Scott M. Miller/
Scott M. Miller
Reg. No. 62,967
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disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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DETAILED ACTION
1. This is a reply to the application filed on 06/13/2011, in which, claims 1-18 are
pending. Claims 1, 9, 12, 14 and 16 are independent. Claims 2-8,10-11, 13, 15, 17-18
are dependent.
Claim Objections
2. The claims 1-2 are objected to because they include reference characters which
are not enclosed within parentheses.

Reference characters corresponding to elements recited in the detailed
description of the drawings and used in conjunction with the recitation of the same
element or group of elements in the claims should be enclosed within parentheses so
as to avoid confusion with other numbers or characters which may appear in the claims.
See MPEP § 608.01(m).

In claims 1-2, “RES” should have parentheses. Appropriate correction is
required.

Claim Rejections - 35 USC § 101

3. 35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the
conditions and requirements of this title.

Samsung Ex. 1002, Page 113 of 341



Application/Control Number: 13/139,433 Page 3
Art Unit: 2493

4. Claim 1 is rejected under 35 U.S.C. §101 because the claimed invention is
directed to non-statutory subject matter.

Based on Supreme Court precedent!! and recent Federal Circuit decisions, a
§101 process must (1) be tied to another particular apparatus/machine or (2) transform
the underlying subject matter (such as an article or materials) to a different state or

thing. In addition, the tie to a particular apparatus. for example, cannot be mere extra-

solution activity.!?!

An example of a method claim that would not qualify as a statutory process
would be a claim that recited purely mental steps.

To meet prong (1), the method step should positively recite the other particular
apparatus/machine to which it is tied. This may be accomplished by having the claim
positively recite the apparatus/machine that accomplishes the method
steps. Alternatively or to meet prong (2), the method step should positively recite
identifying the material that is being changed to a different state or positively recite the
subject matter that is being transformed.

In this particular case, claim fails prong (1) because there exist no “tie” to another
particular apparatus/machine to perform the following steps of:

sending a service request for access to a network service....

receiving in response to the service request an authentication request from

the network .....

' See also Diamond v. Diehr, 450 U.S. 175, 184 (1981); Parker v. Flook, 437 U.S. 584, 588 n.9 (1978); Gottschalk v.
Benson, 409 U.S. 63, 70 (1972); Cochrane v. Deener, 94 U.S. 780, 787-88 (1876);
2) Bilski v. Kappos, 95 USPQ2d 1001 (US 2010));.
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identifying the communication channel through which the authentication
request was received........

Therefore, claim does not meet the requirements of the first prong (1).

Additionally, the claim(s) fails prong (2) because the method steps do not
transform the underlying subject matter to a different state or thing. While the
applicability of other factors for and against subject-matter eligibility has been
considered, the weight of the factor(s) described above compels this conclusion. See
Bilski v. Kappos, 130 S. Ct. 3218, 561 US __ (2010); "Interim Guidance for Determining
Subject Matter Eligibility for Process Claims in View of Bilski v. Kappos", 76 Fed. Reg.
43922 (July 27, 2010).
Claims 2, 4-5 are also rejected for being dependent upon rejected claim 1.

In this particular case, claim 2 and 4-5 fails prong (1) because there exist no “tie”
to another particular apparatus/machine to perform the following steps of:

determining a service code ...... X

calculating the response RES request and the service code......:

modifying the authentication information on the basis of the identified
communications channel.....

generating, preferably using an authentication and key agreement (AKA) of a
telecommunication standard.......:. Therefore, claim does not meet the requirements of
the first prong (1).

The appropriate correction is required
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Claims 9-10 are rejected under 35 U.S.C. 101 as directed to non-statutory
subject matter of software, per se. The claim lacks the necessary physical articles or
objects to constitute a machine or manufacture within the meaning of 35 U.S.C. 101. In
this case, applicants have claimed a "service interface” in the preamble to the claim
without reciting any hardware element in the body of the claim; this implies that
Applicants are claiming a system of software, per se, lacking the hardware necessary to
realize any of the underlying functionality. Therefore, claim 9-10 are directed to non-

statutory subject matter as computer programs, per se.

Claim Rejections - 35 USC § 112

5. The following is a quotation of 35 U.S.C. 112(a):

(a) IN GENERAL.—The specification shall contain a written description of the invention,
and of the manner and process of making and using it, in such full, clear, concise, and
exact terms as to enable any person skilled in the art to which it pertains, or with which
it is most nearly connected, to make and use the same, and shall set forth the best
mode contemplated by the inventor or joint inventor of carrying out the invention.

The following is a quotation of 35 U.S.C. 112 (pre-AlA), first paragraph:

The specification shall contain a written description of the invention, and of the manner
and process of making and using it, in such full, clear, concise, and exact terms as to
enable any person skilled in the art to which it pertains, or with which it is most nearly
connected, to make and use the same and shall set forth the best mode contemplated
by the inventor of carrying out his invention.

6. Claims 12 and 14 are rejected under 35 U.S.C. 112, first paragraph, as

failing to comply with the enablement requirement.

A single means claim, L.e., where a means racitalion does not appear in

combination with another recited element of means, is subject to an undue breadth
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rejection under 35 U.S.C. 112, first paragraph. In re Hyati, 708 F.2d 712, 714-715, 218

USPQ 185, 187 (Fed. Cir. 1983) {A single means claim which covered every
conceivable means for achieving the stated purpose was held nonenabling for the
scape of the claim because the specification disclosad at most only those means kKnown
to the inventor.). When claims depend on a recited properly, a fact situation comparable
to Hyattis possible, where the claim covers every conceivable structure (means) for

achieving the stated property (result) while the specification discloses at most only

those known to the inventor. Appropriate correction is required.

Claim Rejections - 35 USC § 112
7. The following is a quotation of 35 U.S.C. 112(b):
(B) CONCLUSION.—The specification shall conclude with one or more claims
particularly pointing out and distinctly claiming the subject matter which the inventor or a
joint inventor regards as the invention.
The following is a quotation of 35 U.S.C. 112 (pre-AlA), second paragraph:
The specification shall conclude with one or more claims particularly pointing out and
distinctly claiming the subject matter which the applicant regards as his invention.

The MPEP interprets claim limitations that contain "if, may, might, can, when and
preferably” statement(s), as optional language. As matter of linguistic precision, optional
claim elements do not narrow claim limitations, since they can always be omitted.[1]
Language that suggests or makes optional but does not require steps to be performed
or does not limit a claim to a particular structure does not limit the scope of a claim or
claim limitation.[2] [3] [4] [5]-

Claims 2-5, 9, 11-12 are rejected based on the above explanation.
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Claim Rejections - 35 USC § 102

(b) the invention was patented or described in a printed publication in this or a foreign country or in
public use or on sale in this country, more than one year prior to the date of application for patent in
the United States.

8. Claims 1, 3-5, 8, 14 and 18 are rejected under 35 U.S.C. 102(b) based as being
anticipated by Naslund et al (Publication No. 2006/0288407, hereinafter Naslund)

[Applicant’s IDS]

As to claim 1Naslund discloses a method for service-based authentication of a
terminal to a network, the terminal comprising one or more communications interfaces
for setting-up a communication channel with the network (Naslund, Figure, 4,
illustrates a user terminal 20, such as a mobile phone or a personal computer,
which generally has some form of network communication capabilities 25 such
as GSM, Bluetooth) , the method comprising: sending a service request for access to a
network service (Naslund, discloses communications in GSM, UMTS is triggered
as a response to an access request); receiving in response to the service request an
authentication request from the network (Naslund, Paragraph [0084] discloses AKA
request); identifying the communication channel through which the authentication
request was received (Naslund, Paragraph [0084] the terminal (mobile) may be
configured to determine whether the AKA request initially comes over the normal
network interface, or over another interface such as Bluetooth or IRDA (Infrared
Data Association) interfaces); and, sending an authentication response RES to the

network, wherein the authentication response depends on the identified communication
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channel (Naslund, Paragraph [0084] and table 1 discloses additional
challenge/response depends on communication channel; Paragraph [0110]

discloses the modification of the results parameter sent to network)

As to claim 3 Naslund discloses method according to claim 1, wherein the
terminal comprises an identity module and a service interface (Sl) module, the SI
preferably implemented as a trusted hardware module, configured to securely
communicate with the identity module and to identify the communications channel
through which the authentication request was received (Naslund, Paragraph [0003]
discloses many network services are based on storing user credentials (typically
a secret key k, and possibly also user identities and pseudonyms) on a tamper-
resistant "security device", e.g. a GSM SIM (Subscriber Identity Module), a UMTS
SIM or an ISIM (IP Multimedia SIM) card, and letting the network interact with this
device through a user terminal in a challenge-response protocol to perform

(subscriber) Authentication and Key Agreement (AKA).

As to claim 4 Naslund discloses method according to claim 1, wherein the
authentication request comprises authentication information, preferably a random
challenge RAND, the method further comprising: modifying the authentication
information on the basis of the identified communications channel; generating,
preferably using an authentication and key agreement (AKA) of a telecommunication

standard, an authentication response RES on the basis of the modified authentication
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information (Naslund, Paragraph [0004] In a subscriber database/authentication
center, commonly referred to as an AuC in the context of mobile communication
systems, an expected response XRES is generated based on knowledge of the
secret key and a generated challenge RAND. The AKA protocol may, and typically
will, involve an AAA (Authorization, Authentication and Accounting) server, which
may or may not be physically co-located with the AuC. The challenge RAND and
the expected response XRES are normally transferred to the AAA server. The
challenge is sent to the terminal ME (Mobile Equipment), which assisted by the
security device computes the response RES. The response is sent back to the

AAA server, and if it matches the expected response, the user is authenticated)

As to claim 5 Naslund discloses a method according to claim 1, wherein the
authentication request comprises authentication information, preferably a random
challenge RAND, the method further comprising: generating, preferably on the basis of
an authentication and key agreement (AKA) of a telecommunication standard, an
authentication response RES; modifying, preferably using a one-way function, the
authentication parameter RES on the basis the identified communications channel
(Naslund, Paragraph [0099] Regardless of the terminal type the SIM is attached to,
and the way the SIM is accessed (by Bluetooth, IRDA, in card-reader, etc.) all AKA
related processing takes place on the SIM, including the security enhancing
steps. The enhanced security processing may involve manipulation of output

parameters and/or input parameters of the AKA process, as schematically
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illustrated for a general tamper-resistant security device in FIG. 10.)

As to claim 8 Naslund discloses a method according to claim 1, wherein the
terminal comprises a 2G or 3G type radio interface, a Bluetooth radio interface, a WLAN
interface, a digital enhanced cordless (DECT) radio interface or an Ethernet data
interface. (Naslund, Paragraph [0085] Another example of a security policy
suitable for implementation in a tamper-resistant security device of the invention
is related to the existing proposals for enhancing the security of the 3GPP Gb
interface; Paragraph [0084] Paragraph [0084] the terminal (mobile) may be
configured to determine whether the AKA request initially comes over the normal
network interface, or over another interface such as Bluetooth or IRDA (Infrared

Data Association) interfaces)

As to claim 14 Naslund in view of ERICSSON discloses a network node for
service-based authentication of a terminal to a network, the network node configured to
generate in response to the receipt of an authentication data request a modified
expected response XRES', wherein the modification of the expected response XRES
depends on the type of communication channel the authentication data response was
sent to the network. (Naslund, Paragraph [0004] an expected response XRES is
generated based on knowledge of the secret key and a generated challenge
RAND. The AKA protocol may, and typically will, involve an AAA (Authorization,

Authentication and Accounting) server, which may or may not be physically co-
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located with the AuC. The challenge RAND and the expected response XRES are
normally transferred to the AAA server. The challenge is sent to the terminal ME
(Mobile Equipment), which assisted by the security device computes the
response RES. The response is sent back to the AAA server, and if it matches the

expected response, the user is authenticated

Claim Rejections - 35 USC § 103
9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

10.  Claims 2, 6-7, 9-13, 15-17 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Naslund et al (Publication No. 2006/0288407, hereinafter Naslund)
[Applicant’s IDS] in view of (ERICSSON: “How to mitigate the interleaving attack and
reduce the trust in the Authenticator (S3-030084)” 3GPP TCG SA WG3 SECURITY,

Hereinafter ERICSSON) [Applicant’s IDS]

As to claim 2 Naslund discloses all the elements in the claim except determining
a service code associated with the identified communication channel; calculating the
response RES on the basis of the information in the authentication request and the

service code, thereby securely including, preferably cryptographically, information
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regarding the identity of the communication channel through which the authentication
request was received into the response. ERICSSON discloses determining a service
code associated with the identified communication channel; calculating the response
RES on the basis of the information in the authentication request and the service code,
thereby securely including, preferably cryptographically, information regarding the
identity of the communication channel through which the authentication request was
received into the response (ERICSSON, “solution 2” discloses the use of service
identifier [service code] in the modified challenge/response to avoid that an
attacker re-uses AKA quintets with different service; Page 2, lines7-8, shows
authenticator checks that RES=XRES and that the A-Data-MAC is correct, only tha
UE that include the correct USIM can calculate both RES and A-data-MAC to
alleviate the attack) It would have been obvious to one of ordinary skill in the art at the
time of invention to modify the method of Naslund in view of ERICSSON by showing
determining a service code associated with the identified communication channel;
calculating the response RES on the basis of the information in the authentication
request and the service code, thereby securely including, preferably cryptographically,
information regarding the identity of the communication channel through which the
authentication request was received into the response as taught by ERICSSON in order
to mitigated the interleaving attack and reduce the trust in authenticator.(Page2,

ERICSSON)
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As to claim 6 Naslund in view of ERICSSON discloses a method according to
claim 2, the method further comprising: the terminal sending a service request via a
predetermined communications channel to the network; the network generating an
expected service code XSC on the basis of the type of communications channel the
service request was sent to the network; and determining on the basis of expected
service code XSC an expected response XRES. (ERICSSON, “solution 2”, This
solution is based on tile idea that the AKA quintet is modified by file HSS in a
service dependent way and that file terminal performs file same type of
modification. Otherwise the AKA procedure is unchanged. The HSS uses XRES,
CK and IK together wifla a service identifier Sid to genelxlte derived XRESd, CKd
and IKd wifll the help of a pseudo random function: (XRESdIICKdIIIKd) = PRF(
Sidil XRESIICKIIIK). The derived quintet (lkd, CKd, RAND, AUTN, XRESd) is sent
in message 1. The UE calculates the normal IK, CK and RES and derives IKd, CKd
and RESd in the same way that the HSS did. The UE determines the Sld to be

used on the intended service)

As to claim 7 Naslund in view of ERICSSON discloses a method according to
claim 6, the method further comprising: comparing the expected response XRES with
the authentication response RES send by the terminal to the network; and determining
the terminal to be in an un-trusted state if RES is not equal to XRES (ERICSSON, Page
2, lines7-8, shows authenticator checks that RES=XRES and that the A-Data-MAC

is correct)
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As to claim 9 Naslund discloses a service interface module for use in a terminal,
preferably configured to securely process all authentication information transmitted to
and from an identity module in the terminal, the service interface module comprising: a
receiver for receiving an authentication signal from the network via one of the
communications interfaces of the terminal (Naslund, Paragraph [0084] discloses AKA
request; the invention to maintain the overall security even if a tamper-resistant
security device such as a SIM is used in an insecure environment or when
reusing the AKA protocol over a less secure interface Paragraph [0004]); a
channel identifier for identifying the communication channel through which the
authentication signal was received, (Naslund, Paragraph [0084] the terminal (mobile)
may be configured to determine whether the AKA request initially comes over the
normal network interface, or over another interface such as Bluetooth or IRDA
(Infrared Data Association) interfaces); a channel interface for establishing a secure
communication channel between the module and an identity module of the terminal.
(Naslund, Paragraph [0031], The invention offers the following advantages. [0034]
A main merit is that the solution is future proof and easy to administer in a secure
way by authenticated downloads. [0035] The solution is in a sense transparent to
the device into which the tamper-resistant security device is plugged. In addition,
it enables secure remote access directly to the security device, such as a SIM,
when the security device is still in the original (mobile) terminal, communicating

over e.g. Bluetooth) Naslund does not disclose preferably by providing a service code
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associated with the identified communication channel. ERICSSON disclose preferably
by providing a service code associated with the identified communication channel
(ERICSSON, “solution 2” discloses the use of service identifier [service code] in
the modified challenge/response to avoid that an attacker re-uses AKA quintets
with different service; Page 2, lines7-8, shows authenticator checks that
RES=XRES and that the A-Data-MAC is correct, only tha UE that include the
correct USIM can calculate both RES and A-data-MAC to alleviate the attack) It
would have been obvious to one of ordinary skill in the art at the time of invention to
modify the method of Naslund in view of ERICSSON by showing preferably by providing
a service code associated with the identified communication channel as taught by
ERICSSON in order to mitigated the interleaving attack and reduce the trust in

authenticator.(Page2, ERICSSON)

As to claim 10 Naslund in view of ERICSSON discloses a service interface
module according to claim 9, the module further comprising: a modifier for modifying an
authentication response of the identity module on the basis of the identified
communication channel, or means for transmitting information regarding the identified
communications channel to the identity module(Naslund, Paragraphs [0089] It is of
course also important to consider the issue of whether the terminals/handsets
remain unaffected by the invention. When the SIM is to be used externally to the
terminal/handset, obviously there is no need to change the handset, since it will

hot even be involved. In the case when the handset is to be used as an
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"authentication token™ as discussed above, there is normally a need for
modification. However, the mere fact that it should be possible to run GSM AKA
commands over IRDA or Bluetooth alone makes modifications necessary
(connecting the SIM to Bluetooth/IRDA) or means for modifying the authentication
signal received from the network. (Naslund, Paragraphs [0120] Examples of post-
processing of AKA output parameters include: [0121] Combination of a number of
generated AKA output parameters (K.sub.c and/or RES) into one or more
(possibly longer) modified AKA output parameters (K.sub.c' and/or RES"); [0122]

Integrity protection of generated AKA output parameter(s))

As to claim 11 Naslund in view of ERICSSON discloses an identity module,
preferably a smartcard, for establishing a safe communication channel with a service
interface module as claimed in claim 9, the identity module comprising: a calculator for
calculating a response RES preferably according to a GSM AKA, a 3GPP AKA or an
IMS AKA upon receipt of an authentication request; and, optionally, a modifier for
modifying the response RES on the basis of a predetermined mathematical function
using information on the identified communication channel (Naslund, Paragraphs
[0103-0108] the EAP-SIM protocol that may be generalized and implemented into
an AKA cooperating application is authentication of the network over which the
user terminal communicates. In normal GSM AKA, the network sends an
authentication request together with a RAND, and the SIM simply replies with a

response RES. This authentication can be extended by letting the SIM or
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equivalent tamper-resistant security device send a new random value RAND' to
the network side in response to the authentication request. The network then
calculates a MAC (Message Authentication Code) or similar based on the
received RAND' and a session key derived from RAND and the SIM key K, and

sends the MAC back to the SIM for verification of the authenticity of the network)

As to claim 12 Naslund in view of ERICSSON discloses a terminal, preferably a
mobile device, for accessing network services, the terminal configured to send in
response to an authentication request a modified response RES' to the network wherein
the modification depends on the type of communication channel the authentication
request was received by the terminal (Naslund, Paragraphs [0120-0121] discloses an
Examples of post-processing of AKA output parameters include: [0121]
Combination of a number of generated AKA output parameters (K.sub.c and/or
RES) into one or more (possibly longer) modified AKA output parameters
(K.sub.c' and/or RES"); [0122] Integrity protection of generated AKA output
parameter(s); [0123] Encryption of generated AKA output parameter(s); and
[0124] Policy decision and/or enforcement of AKA output parameter(s) based on

examination of AKA input parameter(s).

As to claim 13 Naslund in view of ERICSSON discloses the terminal as recited in

claim 12 wherein the terminal is configured to: receive an authentication request from

the network; determine a service code associated with the type of communication
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channel via which the authentication request was received by the terminal; and send in
response to the authentication request an authentication response RES to the network
wherein the authentication response depends on the determined service code
(ERICSSON, “solution 2” discloses the use of service identifier [service code] in
the modified challenge/response to avoid that an attacker re-uses AKA quintets
with different service; Page 2, lines7-8, shows authenticator checks that
RES=XRES and that the A-Data-MAC is correct, only that UE that include the

correct USIM can calculate both RES and A-data-MAC to alleviate the attack)

As to claim 15 Naslund in view of ERICSSON discloses a network node as
recited in claim 14, wherein the network node is configured to: receive an authentication
data request; determine an expected service code associated with the type of
communication channel via which the authentication data request was received by the
network (ERICSSON, “solution 2” discloses the use of service identifier [service
code] in the modified challenge/response to avoid that an attacker re-uses AKA
quintets with different service; Page 2, lines7-8, shows authenticator checks that
RES=XRES and that the A-Data-MAC is correct, only that UE that include the
correct USIM can calculate both RES and A-data-MAC to alleviate the attack); and
generate in response to the receipt of the authentication data request an expected
response XRES, wherein the expected response depends on the determined expected
service code. (ERICSSON, “solution 2” disclose the HSS uses XRES, CK and IK

together wifll a service identifier Sid to genel-~lle derived XRESd, CKd and IKd

Samsung Ex. 1002, Page 129 of 341



Application/Control Number: 13/139,433 Page 19
Art Unit: 2493

with the help of a pseudo random function: (XRESdII(TKdIIIKd) = PRF( SidII
XRESIICKIIIK). The derived quintet (lkd, CKd, RAND, AUTN, XRESd) is sent in
message 1.The UE calculates the normal IK, CK and RES and derives IKd, CKd
and RESd in file same way that the HSS did. The UE determines the Sid to be

used on the intended service.

As to claim 16 Naslund discloses a system for service based authentication to a
network, comprising: a terminal configured to send in response to an authentication
request a modified response RES' to the network wherein the modification depends on
the type of communication channel the authentication request was received by the
terminal (Naslund, Paragraphs [0120-0121] discloses an Examples of post-
processing of AKA output parameters include: [0121] Combination of a number of
generated AKA output parameters (K.sub.c and/or RES) into one or more
(possibly longer) modified AKA output parameters (K.sub.c' and/or RES"); [0122]
Integrity protection of generated AKA output parameter(s); [0123] Encryption of
generated AKA output parameter(s); and [0124] Policy decision and/or
enforcement of AKA output parameter(s) based on examination of AKA input
parameter(s)); Naslund does not discloses a network node configured to generate in
response to the receipt of an authentication data request a modified expected response
XRES' and configured to compare RES' with XRES', wherein the modification of the
expected response XRES depends on the type of communication channel the

authentication data response was sent to the network. ERICSSON discloses a network
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node configured to generate in response to the receipt of an authentication data request
a modified expected response XRES' and configured to compare RES' with XRES',
wherein the modification of the expected response XRES depends on the type of
communication channel the authentication data response was sent to the network
(ERICSSON, “solution 3” discloses one way to reduce the trust in the
Authenticator is to send a modified XRES it: message 1, the Quintet. In order to
mitigate pre computation attacks this new XRES denoted XRES' should be
calculated by using a Hash function and a nonce value as inputs i.e.
XRES'=f2(XRES, nonce). It would have been obvious to one of ordinary skill in the art
at the time of invention to modify the method of Naslund in view of ERICSSON by
showing a network node configured to generate in response to the receipt of an
authentication data request a modified expected response XRES' and configured to
compare RES' with XRES', wherein the modification of the expected response XRES
depends on the type of communication channel the authentication data response was
sent to the network as taught by ERICSSON in order to mitigated the interleaving attack

and reduce the trust in authenticator.(Page2, ERICSSON)

As to claim 17 Naslund in view of ERICSSON discloses a system as recited in
claim 16, comprising: a terminal configured to receive an authentication request from
the network, to determine a service code associated with the type of communication
channel via which the authentication request was received by the terminal and to send

in response to the authentication request an authentication response RES to the
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network wherein the authentication response depends on the determined service code
terminal (Naslund, Paragraphs [0120-0121] discloses an Examples of post-
processing of AKA output parameters include: [0121] Combination of a number of
generated AKA output parameters (K.sub.c and/or RES) into one or more
(possibly longer) modified AKA output parameters (K.sub.c' and/or RES’); [0122]
Integrity protection of generated AKA output parameter(s); [0123] Encryption of
generated AKA output parameter(s); and [0124] Policy decision and/or
enforcement of AKA output parameter(s) based on examination of AKA input
parameter(s)); and a network node configured to receive an authentication data
request, determine an expected service code associated with the type of
communication channel via which the authentication data request was received by the
network and to generate in response to the receipt of the authentication data request an
expected response XRES, wherein the expected response depends on the determined
expected service code (ERICSSON, “solution 3” discloses one way to reduce the
trust in the Authenticator is to send a modified XRES it: message 1, the Quintet.
In order to mitigate pre computation attacks this new XRES denoted XRES'
should be calculated by using a Hash function and a nonce value as inputs i.e.

XRES'=f2(XRES, nonce).

Conclusion

The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure.
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US. Publication No. : 2009/0103728 A1 Patel discloses a method and system for
secure wireless communications. In particular, the present invention relates to a method
of establishing authentication keys at both the network and mobile equipment in order to

establish a mutually authenticated communication channel.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ALI SHAYANFAR whose telephone number is (571)270-
1050. The examiner can normally be reached on Monday through Friday 9:30-6:00PM
EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Colin Carl can be reached on 571-272-3862. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.
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/A.S./
Examiner, Art Unit 2493
3/19/2013

/Carl Colin/

Supervisory Patent Examiner, Art Unit 2493
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A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatioh shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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A U.S. Patent Number Citation ora U.S. Publication Number Citation is required in the Information Disclosure Statement (IDS) form for
autoloading of data into USPTO systems. You may remove the form to add the required data in order to correct the Informational Message if
you are citing U.S. References. If you chose not to include U.S. References, the image of the form will be processed and be made available
within the Image File Wrapper (IFW) system. However, no data will be extracted from this form. Any additional data such as Foreign Patent
Documents or Non Patent Literature will be manually reviewed and keyed into USPTO systems.

Total Files Size (in bytes); 195538525

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpLo.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS| IND CLAIMS
13/139,433 08/15/2011 1550 11-808-WO-US 18 5
CONFIRMATION NO. 1414
20306 FILING RECEIPT

MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP

300 5. WACKER DRIVE ST

32ND FLOOR
CHICAGO, IL 60606
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AJG 23 201 Date Mailed: 08/19/2011
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Receipt is acknowledged of this non-provisional patent aggication. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)

Frank Muller, Delft, NETHERLANDS;

Franklin Selgert, Berkel en Rodenrijs, NETHERLANDS;
Assignment For Published Patent Application

KONINKLIJKE KPN N.V., The Hague, NL /Nederlandse Organisatie Voor
Power of Attorney: The patent practitioners associated with Customer Number 20306 Toegepast-—

Domestic Priority data as claimed by applicant Natuurwetenschappelijk
This application is a 371 of PCT/EP09/67201 12/15/2009 . 4erzoek TNO, Delft, NL

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see hitp://www.uspto.gov for more information.)
EUROPEAN PATENT OFFICE (EPO) 08021705.2 12/15/2008

If Required, Foreign Filing License Granted: 08/18/2011

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 13/139,433
Projected Publication Date: 12/01/2011
Non-Publication Request: No

Early Publication Request: No
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Title
Service-Based Authentication to a Network

Preliminary Class
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, hitp://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits” giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
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license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(Case No. 11-808-WO-US)

In the Application of: )
)
Frank Muller et al. )
) Examiner: TBD
Serial No.: 13/139,433 )
) Group Art Unit: TBD
Filing Date: August 15,2011 )
) Confirmation No.: 1414
For: Service-Based Authentication to a Network )

REQUEST FOR CORRECTED FILING RECEIPT

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Attention: Application Processing Division
Customer Correction Branch

Dear Sir:

Attached is a copy of the official filing receipt received from the PTO in the above-referenced application
which issuance of a corrected filing receipt is respectfully requested.

There is an error with respect to the following data, which is incorrectly entered. The Assignment for
Published Patent Application is missing one of the Assignees. The Assignment information should read as
follows:

Assignment for Published Patent Application;

KONINKLIKE KPN N.V., The Hague, NL

NEDERLANDSE ORGANISATIE VOOR TOEGEPAST-NATUURWETENSCHAPPELIJK
ONDERZOEK TNO, Delft, NL

The Application Data Sheet submitted on June 13, 2011 correctly reflects this information.

Respectfully submitted,

Date: September 8, 2011 By: /Scott M. Miller/
Scott M. Miller
Registration No. 62,967

McDonnell Boehnen Hulbert & Berghoff LLP
300 South Wacker Drive, 32nd Floor

Chicago, IL 60606

(312)913-0001
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Attorney Docket Number: 11-808-WO-US
Receipt Date: 08-SEP-2011
Filing Date: 15-AUG-2011
Time Stamp: 12:59:38
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSIND CLAIMS
13/139,433 08/15/2011 1550 11-808-WO-US 18 5
CONFIRMATION NO. 1414
20306 CORRECTED FILING RECEIPT
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP
300 S. WACKER DRIVE IR AT R
32ND FLOOR 000000049744029

CHICAGO, IL 60606
Date Mailed: 09/08/2011

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Frank Muller, Delft, NETHERLANDS;
Franklin Selgert, Berkel en Rodenrijs, NETHERLANDS;
Assignment For Published Patent Application
KONINKLIJKE KPN N.V., The Hague, NL
NEDERLANDSE ORGANISATIE VOOR TOEGEPAST- NATUURWETENSCHAPPELIJK
ONDERZOEK TNO, Delft, NETHERLANDS
Power of Attorney: The patent practitioners associated with Customer Number 20306

Domestic Priority data as claimed by applicant
This application is a 371 of PCT/EP09/67201 12/15/2009

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)
EUROPEAN PATENT OFFICE (EPO) 08021705.2 12/15/2008

If Required, Foreign Filing License Granted: 08/18/2011

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/139,433

Projected Publication Date: 12/01/2011
Non-Publication Request: No

Early Publication Request: No
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Title
Service-Based Authentication to a Network

Preliminary Class
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
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license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

| U.S. APPLICATION NUMBER NO. FIRST NAMED APPLICANT ATTY. DOCKET NO. |
13/139,433 Frank Muller 11-808-WO-US

20306 | INTERNATIONAL APPLICATION NO. |

MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP PCT/EP09/67201

300 S. WACKER DRIVE LA. FILING DATE PRIORITY DATE

32ND FLOOR 12/15/2009 12/15/2008

CHICAGO, IL 60606
CONFIRMATION NO. 1414

371 ACCEPTANCE LETTER

O

NOTICE OF ACCEPTANCE OF APPLICATION UNDER 35 U.S.C 371 AND 37 CFR 1.495

The applicant is hereby advised that the United States Patent and Trademark Office in its capacity as a
Designated / Elected Office (37 CFR 1.495), has determined that the above identified international application has
met the requirements of 35 U.S.C. 371, and is ACCEPTED for national patentability examination in the United
States Patent and Trademark Office.

The United States Application Number assigned to the application is shown above and the relevant dates are:

08/15/2011 08/15/2011
DATE OF RECEIPT OF 35 U.S.C. 371(c)(1), DATE OF COMPLETION OF ALL
(c)(2) and (c)(4) REQUIREMENTS 35 U.S.C. 371 REQUIREMENTS

A Filing Receipt (PTO-103X) will be issued for the present application in due course. THE DATE APPEARING
ON THE FILING RECEIPT AS THE " FILING DATE" IS THE DATE ON WHICH THE LAST OF THE 35
U.S.C. 371 (c)(1), (¢)(2) and (c)(4) REQUIREMENTS HAS BEEN RECEIVED IN THE OFFICE. THIS DATE
IS SHOWN ABOVE. The filing date of the above identified application is the international filing date of the
international application (Article 11(3) and 35 U.S.C. 363). Once the Filing Receipt has been received, send all
correspondence to the Group Art Unit designated thereon.

The following items have been received:

+ Copy of the International Application filed on 06/13/2011

+ Copy of the International Search Report filed on 06/13/2011
* Preliminary Amendments filed on 06/13/2011

« Information Disclosure Statements filed on 06/13/2011

+ Oath or Declaration filed on 08/15/2011

+ U.S. Basic National Fees filed on 06/13/2011

* Priority Documents filed on 06/13/2011

Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5)

VALERIE D KINARD

Telephone: (703) 756-1432
page 1 of 1

FORM PCT/DO/EO/903 (371 Acceptance Notice)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSIND CLAIMS
13/139,433 08/15/2011 1550 11-808-WO-US 18 5
CONFIRMATION NO. 1414
20306 FILING RECEIPT
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP
300 S. WACKER DRIVE LT LR R
32ND FLOOR 000000049416699

CHICAGO, IL 60606
Date Mailed: 08/19/2011

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)

Frank Muller, Delft, NETHERLANDS;

Franklin Selgert, Berkel en Rodenrijs, NETHERLANDS;
Assignment For Published Patent Application

KONINKLIJKE KPN N.V., The Hague, NL
Power of Attorney: The patent practitioners associated with Customer Number 20306

Domestic Priority data as claimed by applicant
This application is a 371 of PCT/EP09/67201 12/15/2009

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)
EUROPEAN PATENT OFFICE (EPO) 08021705.2 12/15/2008

If Required, Foreign Filing License Granted: 08/18/2011

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/139,433

Projected Publication Date: 12/01/2011
Non-Publication Request: No

Early Publication Request: No

page 1 of 3
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Title
Service-Based Authentication to a Network

Preliminary Class
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier

page 2 of 3
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license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

page 3 of 3
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Application or Docket Number

PATENT APPLICATION FEE DETERMINATION RECORD

Substitute for Form PTO-875 13/139,433
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
o) (o or () N/A N/A N/A N/A 330
SEARCH FEE
e o N/A N/A N/A N/A 430
EXAMINATION FEE
it ey N/A N/A N/A N/A 220
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 18 minus 20= OR |« 52 - 0.00
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 5 minus 3 = 2 x 220 = 440
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $270 ($135 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1420
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus = OR |« =
a Independent * Minus | *** =
E (37 CFR 1.16(h)) = OR |« =
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 GFR 1.16())) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR |x =
% Independent * Minus | *** = _ OR M _
w (37 CFR 1.16(h)) = =
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 GFR 1.16()))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DESIGNATED/ELECTED OFFICE (DO/EO/US)
(Case No. 11-808-WO-US)

In re Application of:

Franklin Selgert et al.
Examiner: TBA
Serial No.: 13/139,433

Int’l Appin. No.: PCT/EP2009/067201 Art Unit: TBA

Int’l. Filing Date: December 15, 2009 Conf. No. 1414

For: Service-Based Authentication to a
Network

e e N it s i —t? asut? “at? g i

RESPONSE TO NOTIFICATION OF MISSING REQUIREMENTS UNDE
35 U.S.C. 371 MAILED ON JUNE 29, 2011

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Dear Sir:

In response to the Notification of Missing Requirements Under 35 U.S.C. 371 mailed
June 29, 2011, Applicants submit herewith an executed Declaration and Power of
Attorney in compliance with 37 CFR § 1.497(a) and (b). Please charge the surcharge of
$130.00 and any deficiency in the amount due, or credit any overpayment, to Deposit
Account No. 13-2490. Applicants believe that no further fees are due. If the Examiner
believes otherwise, the Commissioner is authorized to deduct any fee from the Deposit
Account No. 13-2490.

Applicants submit that the response to the Notice is complete. Prompt

consideration and entry of this response and attachments are respectfully requested.

Respectfully submitted,

Date:  August 15, 2011 [Scott M. Miller/
Scott M. Miller
Registration No. 62,967

McDonnell Boehnen Hulbert & Berghoff LLP
300 South Wacker Drive, 32nd Floor

Chicago, IL 60606

(312) 913-0001

Samsung Ex. 1002, Page 172 of 341



Case No.: 11-808-WO-US

DECLARATION AND POWER OF ATTORNEY
FOR PATENT APPLICATION

As a below named inventor, | hereby declare that:
My residence, post office address and citizenship are as stated below next to my name.

I believe | am the original, first and sole inventor (if only one name is listed below) or an original, first and joint
inventor (if plural names are listed below) of the subject matter which is claimed and for which a patent is sought on
the invention entitled:

Service-based authentication to a network
the specification of which is attached hereto unless the following space is checked:
X was filed on 13 June 2011 as United States Application Serial Number 13/139,433

[ hereby state that I have reviewed and understand the contents of the above-identified specification, including the
claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR § 1.56
(including for continuation-in-part applications, material information which became available between the filing date
of the prior application and the national or PCT international filing date of the continuation-in-part application).

I hereby claim foreign priority benefits under 35 U.S.C. § 119(a)-(d) or § 365(b) of any foreign application(s) for
patent or inventor's certtificate, or § 365(a) of any PCT international application which designated at least one
country other than the United States, listed below and have also identified below, by checking the box, any foreign
application for patent or inventor's certificate, or PCT international application having a filing date before that of the
application on which priority is claimed.

Prior Foreign Application(s):

Number Country Day/Month/Year Filed
1. 08021705.2 EP 15/12/2008
2. PCT/EP2009/067201 WO 15/12/2009

[ hereby claim the benefit under 35 U.S.C. § 119(e) of any United States provisional application(s) listed below:

Application Number Filing Date
I.

I hereby claim the benefit under 35 U.S.C. § 120 of any United States application(s), or § 365(c) of any PCT
international application designating the United States, listed below and, insofar as the subject matter of each of the
claims of this application is not disclosed in the prior United States or PCT international application in the manner
provided by the first paragraph of 35 U.S.C. § 112, 1 acknowledge the duty to disclose information which is material
to patentability as defined in 37 C.F.R. § 1.56 which became available between the filing date of the prior
application and the national or PCT international filing date of this application.

I hereby appoint the practitioners associated with the Customer Number provided below to prosecute this application
and to transact all business in the Patent and Trademark Office connected therewith, and I direct that all

correspondence be addressed to that Customer Number.

Customer Number: 020306
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Principal attorney or agent:
Telephone number: 312-913-0001

Bradley Hulbert

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on
information and belief are believed to be true; and further that these statements were made with the knowledge that
willful false statements and the like so made are punishable by fine or imprisonment, or both, under Scction 1001 of
Title 18 of the United States Code and that such willful false statements may jeopardize the validity of the

application or any patent issued thereon.

The undersigned hereby authorize and request the attorneys of record in said application to insert in this declaration

and power of attorney the filing date an seriajg
is not attached hereto.

Full name of first inventor:

Inventor's signature:

Residence:
Citizenship:

Post Oftice Address:

Full name of second inventor:

Inventor's signature:

Residence:
Citizenship:

Post Office Address:

Franklin Selgert

0

ber of said application when officially known, if the specification

Date: jl (W‘L ZC)”

i / / % 4
Hopst\’g.a( 59\Z~6-H’ZI'B Delft, The Netherlands \J
The Netherlands
Hopstraat 59, 2611 TB Delft, The Netherlands

Date:

Penninglaan 30, 2651 BL Berkel en Rodenrijs
The Netherlands
Penninglaan 30, 2651 BL Berkel en Rodenrijs

Samsung Ex. 1002, Page 174 of 341



Case No.: 11-808-WO-US

DECLARATION AND POWER OF ATTORNEY
FOR PATENT APPLICATION

As a below named inventor, | hereby declare that:
My residence, post office address and citizenship are as stated below next to my name.

I believe | am the original, first and sole inventor (if only one name is listed below) or an original, first and joint
inventor (if plural names are listed below) of the subject matter which is claimed and for which a patent is sought on
the invention entitled:

Service-based authentication to a network
the specification of which is attached hereto unless the following space is checked:
X was filed on 13 June 2011 as United States Application Serial Number 13/139,433

[ hereby state that I have reviewed and understand the contents of the above-identified specification, including the
claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR § 1.56
(including for continuation-in-part applications, material information which became available between the filing date
of the prior application and the national or PCT international filing date of the continuation-in-part application).

I hereby claim foreign priority benefits under 35 U.S.C. § 119(a)-(d) or § 365(b) of any foreign application(s) for
patent or inventor's certtificate, or § 365(a) of any PCT international application which designated at least one
country other than the United States, listed below and have also identified below, by checking the box, any foreign
application for patent or inventor's certificate, or PCT international application having a filing date before that of the
application on which priority is claimed.

Prior Foreign Application(s):

Number Country Day/Month/Year Filed
1. 08021705.2 EP 15/12/2008
2. PCT/EP2009/067201 WO 15/12/2009

[ hereby claim the benefit under 35 U.S.C. § 119(e) of any United States provisional application(s) listed below:

Application Number Filing Date
I.

I hereby claim the benefit under 35 U.S.C. § 120 of any United States application(s), or § 365(c) of any PCT
international application designating the United States, listed below and, insofar as the subject matter of each of the
claims of this application is not disclosed in the prior United States or PCT international application in the manner
provided by the first paragraph of 35 U.S.C. § 112, 1 acknowledge the duty to disclose information which is material
to patentability as defined in 37 C.F.R. § 1.56 which became available between the filing date of the prior
application and the national or PCT international filing date of this application.

I hereby appoint the practitioners associated with the Customer Number provided below to prosecute this application
and to transact all business in the Patent and Trademark Office connected therewith, and I direct that all

correspondence be addressed to that Customer Number.

Customer Number: 020306
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Principal attorney or agent. Bradley Huthert
Telephone number: 312-913-0001

I hereby declare that ail statements made herein of my own knowledge are true and that all statements made on
information and belief are befieved to be true; and further that these statements were made with the knowledge that
willful false statements and the like so made are punishable by fine or imprisonment, or both, uader Section 1001 of
Title 18 of the United States Code and that such willful false statements may jeopardize the validity of the application
or any patent issued thereon.

The undersigned hereby authorize and request the attorneys of record in said application to insert in this declaration
and power of attorney the filing date and serial number of said appiication when officially known, if the specification
is not attached hereto,

Full name of first inventor;  Frank Muller

inventor's signature: Date:
Residence: Hopstrast 59, 2611 T8 Deift, The Netherlands
Cittzenship: The Netherlands

Post Office Address: Hopstraat 59, 2611 TB Drelft, The Netherlands

Full name of second inventor:

et

elgert

Inventor's signatur

Date:tﬁ;’;gjz - ‘Zﬁf/

Residence: /?m\égiaan 30, 2631 BL Berkel en Rodenrijs

Citizenship: “he Metherlands

Post Office Address: Penninglaan 30, 2651 BL Berkel en Rodemtijs
2.
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Electronic Patent Application Fee Transmittal

Application Number:

13139433

Filing Date:

Title of Invention:

Service-Based Authentication to a Network

First Named Inventor/Applicant Name:

Franklin Selgert

Filer:

Scott Michael Miller/Holly Mueller

Attorney Docket Number:

11-808-WO-US

Filed as Large Entity

U.S. National Stage under 35 USC 371 Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Oath/decl > 30 months from priority date 1617 1 130 130

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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o ) Sub-Total in
Description Fee Code Quantity Amount USD($)
Miscellaneous:
Total in USD ($) 130
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Electronic Acknowledgement Receipt

EFSID: 10731737
Application Number: 13139433
International Application Number:
Confirmation Number: 1414

Title of Invention:

Service-Based Authentication to a Network

First Named Inventor/Applicant Name:

Franklin Selgert

Customer Number:

20306

Filer:

Scott Michael Miller

Filer Authorized By:

Attorney Docket Number: 11-808-WO-US
Receipt Date: 15-AUG-2011
Filing Date:
Time Stamp: 01:10:12

Application Type:

U.S. National Stage under 35 USC 371

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $130

RAM confirmation Number 7169

Deposit Account 132490

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. 1.492 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)

Samsung Ex. 1002, Page 179 of 341




Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document L. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
Applicant R to Pre-E 92398
1 pplican espc.)nse o. ré-Exam 11_808_WO_US_Response.pdf no 1
Formalities Notice
3e27d9abd3b66212addbd7bbc326311453
2efad0
Warnings:
Information:
11_808_WO_US_Declarati 101809
2 Oath or Declaration filed - = _df_ eclaration. no 4
p 4ab897alblaadc74e39a0605d8e6a0b5ae7)
fb401
Warnings:
Information:
29900
3 Fee Worksheet (SB06) fee-info.pdf no 2
ad6f24787bec71e0fb56348a6ba839b744d
Warnings:
Information:
Total Files Size (in bytes); 224107

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Application or Docket Number

PATENT APPLICATION FEE DETERMINATION RECORD

Substitute for Form PTO-875 13/139,433
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
o) (o or () N/A N/A N/A N/A 330
SEARCH FEE
e o N/A N/A N/A N/A 430
EXAMINATION FEE
it ey N/A N/A N/A N/A 220
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 18 minus 20= OR |« 52 - 0.00
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 5 minus 3 = 2 x 220 = 440
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $270 ($135 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1420
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus = OR |« =
a Independent * Minus | *** =
E (37 CFR 1.16(h)) = OR |« =
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 GFR 1.16())) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR |x =
% Independent * Minus | *** = _ OR M _
w (37 CFR 1.16(h)) = =
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 GFR 1.16()))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| U.S. APPLICATION NUMBER NO. FIRST NAMED APPLICANT ATTY. DOCKET NO. |
13/139,433 Franklin Selgert 11-808-WO-US

20306 | INTERNATIONAL APPLICATION NO. |

MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP PCT/EP09/67201

300 S. WACKER DRIVE LA. FILING DATE PRIORITY DATE

32ND FLOOR 12/15/2009 12/15/2008

CHICAGO, IL 60606
CONFIRMATION NO. 1414

371 FORMALITIES LETTER

O O

NOTIFICATION OF MISSING REQUIREMENTS UNDER 35 U.S.C. 371
IN THE UNITED STATES DESIGNATED/ELECTED OFFICE (DO/EO/US)

The following items have been submitted by the applicant or the IB to the United States Patent and Trademark
Office as a Designated Office (37 CFR 1.494):

* Priority Document

+ Copy of the International Application filed on 06/13/2011

+ Copy of the International Search Report filed on 06/13/2011
* Preliminary Amendments filed on 06/13/2011

« Information Disclosure Statements filed on 06/13/2011

+ U.S. Basic National Fees filed on 06/13/2011

* Priority Documents filed on 06/13/2011

The applicant needs to satisfy supplemental fees problems indicated below.

The following items MUST be furnished within the period set forth below in order to complete the requirements for
acceptance under 35 U.S.C. 371:

+ Oath or declaration of the inventors, in compliance with 37 CFR 1.497(a) and (b), identifying the application by
the International application number and international filing date.

+ To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or
declaration) as set forth in 37 CFR 1.492(h) of $130 for a non-small entity, must be submitted with the missing
items identified in this letter.

SUMMARY OF FEES DUE:

Total additional fees required for this application is $130 for a Large Entity:
+ $130 Surcharge.

ALL OF THE ITEMS SET FORTH ABOVE MUST BE SUBMITTED WITHIN TWO (2) MONTHS FROM THE
DATE OF THIS NOTICE OR BY 32 MONTHS FROM THE PRIORITY DATE FOR THE APPLICATION,
WHICHEVER IS LATER. FAILURE TO PROPERLY RESPOND WILL RESULT IN ABANDONMENT.

The time period set above may be extended by filing a petition and fee for extension of time under the provisions
of 37 CFR 1.136(a).

Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5)

page 1 of 2

FORM PCT/DO/EO/905 (371 Formalities Notice)
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Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.gov/authenticate/AuthenticateUserlL ocalEPF .html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http.//www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

VALERIE D KINARD

Telephone: (703) 756-1432

page 2 of 2
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MULTIPLE DEPENDENT CLAIM
FEE CALCULATION SHEET

Application Number

13139433

Filing Date

Substitute for Form PTO-1360

(For use with Form PTO/SB/06) Applicant(s) Franklin Selgert

* May be used for additional claims or amendments

CLAIMS AS FILED AFTER FIRST AFTER SECOND * * *
AMENDMENT AMENDMENT
Indep I Depend Indep I Depend Indep I Depend Indep I Depend Indep I Depend Indep I Depend
1 1 1 51
2 1 1 52
3 2 1 53
4 (1) 1 54
5 (1) 1 55
6 (1) 1 56
7 (1) 1 57
8 (1) 1 58
9 1 1 59
10 1 1 60
11 2 1 61
12 1 1 62
13 1 1 63
14 1 1 64
15 1 1 65
16 1 1 66
17 1 1 67
18 (1) 1 68
19 69
20 70
21 71
22 72
23 73
24 74
25 75
26 76
27 77
28 78
29 79
30 80
31 81
32 82
33 83
34 84
35 85
36 86
37 87
38 88
39 89
40 90
41 91
42 92
43 93
44 94
45 95
46 96
47 97
48 98
49 99
50 100
Total Indep 5 5 0
- s ‘J e ‘J o ‘J
Depend
N N N

Samsung Ex. 1002, Page 184 of 341




PTO-1390 (Rev. 09-08)

Approved for use through 3/31/2010. OMB 0651-0021

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL LETTER TO THE UNITED STATES fl\,lT_Té)(l)‘g_%g%OgKETNUMBER
DESIGNATED/ELECTED OFFICE (DO/EO/US) 05 APPLICATION NG (T known 560 37 CFR T 5)
CONCERNING A SUBMISSION UNDER 35 U.S.C. 371 '
INTERNATIONAL APPLICATION NO. INTERNATIONAL FILING DATE PRIORITY DATE CLAIMED
PCT/EP2009/067201 December 15, 2009 December 15, 2008

TITLE OF INVENTION
Service-Based Authentication to a Network

APPLICANT(S) FOR DO/EOQ/US
SELGERT, Franklin; MULLER, Frank

Applicant herewith submits to the United States Designated/Elected Office (DO/EO/US) the following items and other information:

1. This is a FIRST submission of items concerning a submission under 35 U.S.C. 371.
2. I:l This is a SECOND or SUBSEQUENT submission of items concerning a submission under 35 U.S.C. 371.

3. I:l This is an express request to begin national examination procedures (35 U.S.C. 371(f)). The submission must include items
(5), (8), (9) and (21) indicated below.

4. The US has been elected (Article 31).
5. A copy of the International Application as filed (35 U.S.C. 371(c)(2))
a. |:| is attached hereto (required only if not communicated by the International Bureau).
b. has been communicated by the International Bureau.
C. |:| is not required, as the application was filed in the United States Receiving Office (RO/US).
6. I:l An English language translation of the International Application as filed (35 U.S.C. 371(c)(2)).
a. I:l is attached hereto.
b. |:| has been previously submitted under 35 U.S.C. 154(d)(4).
7. Amendments to the claims of the International Application under PCT Article 19 (35 U.S.C. 371(c)(3))
a. |:| are attached hereto (required only if not communicated by the International Bureau).
b. |:| have been communicated by the International Bureau.
C. I:l have not been made; however, the time limit for making such amendments has NOT expired.
d. have not been made and will not be made.
An English language translation of the amendments to the claims under PCT Article 19 (35 U.S.C. 371(c)(3)).

An oath or declaration of the inventor(s) (35 U.S.C. 371(c)(4)).

Joag

10. An English language translation of the annexes of the International Preliminary Examination Report under PCT

Article 36 (35 U.S.C. 371(c)(5)).

Items 11 to 20 below concern document(s) or information included:

K

11. An Information Disclosure Statement under 37 CFR 1.97 and 1.98.

12. An assignment document for recording. A separate cover sheet in compliance with 37 CFR 3.28 and 3.31 is included.
13. A preliminary amendment.

14. An Application Data Sheet under 37 CFR 1.76.

15. A substitute specification.

16. A power of attorney and/or change of address letter.

17. A computer-readable form of the sequence listing in accordance with PCT Rule 13fer.3 and 37 CFR 1.821- 1.825.

18. A second copy of the published International Application under 35 U.S.C. 154(d)(4).

U000-MO

19. A second copy of the English language translation of the international application under 35 U.S.C. 154(d)(4).

This collection of information is re quired by 37 CFR 1.414 and 1.491-1 .492. The information is required to obtain or retain a b enefit by the public, w hich is to file (and by the
USPTO to pro cess) an application . C onfidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is e stimated to take 15 minutes to complete,
including gathering information, preparing, and submitting the completed form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEE S OR COMPLE TED FORMS TO THIS ADDRESS. SEND TO: Mail Stop PCT,

Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. Page 1 of 3
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PTO-1390 (Rev. 09-08)

Approved for use through 3/31/2010. OMB 0651-0021
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

U.S. APPLICATION NO. (if known, see 37 CFR 1.5) INTERNATIONAL APPLICATION NO.

ATTORNEY’S DOCKET NUMBER

PCT/EP2009/067201 11-808-WO-US
20. Other items or information:
International Search Report (PCT/ISA/210);
International Written Opinion (PCT/ISA/237);
PCT/IB/304 Form
The following fees have been submitted CALCULATIONS PTO USE ONLY
21. Basic national fee (37 CFR 1.492(Q))........co oo e $330 $ 330
22. Examination fee (37 CFR 1.492(c))
If the written opinion prepared by ISA/US or the international preliminary examination report prepared $220
by IPEA/US indicates all claims satisfy provisions of PCT Article 33(1)-(4)............. $0
All Other SIUBLIONS. ... e $220
23. Search fee (37 CFR 1.492(b))
If the written opinion of the ISA/US or the International preliminary examination report prepared by
IPEA/US indicates all claims satisfy provisions of PCT Article 33(1)-(4)................. $0 430
Search fee (37 CFR 1.445(a)(2)) has been paid on the international application to the USPTO as an $
International Searching Authority......... ..o $100
International Search Report prepared by an ISA other than the US and provided to the Office or
previously communicated tothe US by the IB............ ... $430
All Other SIHUATIONS ... e e $540
TOTAL OF 21, 22 and 23 = 980.00
I:I Additional fee for specification and drawings filed in paper over 100 sheets (excluding sequence
listing in compliance with 37 CFR 1.821(c) or (e) in an electronic medium or computer
program listing in an electronic medium) (37 CFR 1.492(j)).
The fee is $270 for each additional 50 sheets of paper or fraction thereof.
Total Sheets Extra Sheets Number of each additional 50 or fraction RATE
thereof (round up to a whole humber)
- 100 = /50 = x $270 $
Surcharge of $130.00 for furnishing any of the search fee, examination fee, or the oath or declaration $
after the date of commencement of the national stage (37 CFR 1.492(h)).
CLAIMS NUMBER FILED NUMBER EXTRA RATE $
Total claims -20 = x $52 $
Independent claims -3=]12 x $220 $440.00
MULTIPLE DEPENDENT CLAIM(S) (if applicable) +  $390 $
TOTAL OF ABOVE CALCULATIONS = | $1420.00
|:| Applicant claims small entity status. See 37 CFR 1.27. Fees above are reduced by .
suBToTAL= | $ 1420.00
Processing fee of $130.00 for furnishing the English translation later than 30 months from the earliest $
claimed priority date (37 CFR 1.492(i)). +
TOTAL NATIONAL FEE = | $ 1420.00
Fee for recording the enclosed assignment (37 CFR 1.21(h)). The assignment must be accompanied $
by an appropriate cover sheet (37 CFR 3.28, 3.31). $40.00 per property +
TOTAL FEES ENCLOSED = | $ 1420.00
Amount to be $
refunded:
Amount to be $
charged

Page 2 of 3
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PTO-1390 (Rev. 09-08)

Approved for use through 3/31/2010. OMB 0651-0021

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

a. |:| A check in the amount of $ to cover the above fees is enclosed.

b. Please charge my Deposit Account No. 13-2490 i the amount of $ 1420.00 to cover the above fees.

C. The Commissioner is hereby authorized to charge any additional fees which may be required, or credit any overpayment to Deposit
Account No. _13-2490 .

d. |:| Fees are to be charged to a credit card. WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038. The PTO-2038 should only be mailed or faxed
to the USPTO. However, when paying the basic national fee, the PTO-2038 may NOT be faxed to the USPTO.

ADVISORY: If filing by EFS-Web, do NOT attach the PTO-2038 form as a PDF along with your EFS-Web submission. Please be
advised that this is not recommended and by doing so your credit card information may be displayed via PAIR. To protect your
information, it is recommended paying fees online by using the electronic payment method.

NOTE: Where an appropriate time limit under 37 CFR 1.495 has not been met, a petition to revive (37 CFR 1.137(a) or (b)) must be filed
and granted to restore the International Application to pending status.

SEND ALL CORRESPONDENCE TO: /Scott M. Miller/
Customer No. 20306 SIGNATURE
McDonnell Boehnen Hulbert & Berghoff LLP Scott M. Miller
300 South Wacker Drive NAME
Chicago, lllinois 60606 62,967
(312) 913-0001 (Telephone) REGISTRATION NUMBER

(312) 913-0002 (Facsimile)
Date: June 13, 2011

Page 3 of 3
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Doc code: IDS PTO/SB/08a (01-10)

Lo . . . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number
Filing Date 2011-06-13

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Franklin Selgert

Art Unit TBA

Examiner Name TBA

Attorney Dacket Number 11-808-WQ-US

U.S.PATENTS Remove
. . . . Pages,Columns,Lines where
E)l(gm*lner Cite Patent Number Kind Issue Date Nar.ne of Patentee or Applicant Relevant Passages or Relevant
Initial No Ccde! of cited Document )
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Fublication Kind | Publication Name of Patentee or Applicant Pages,Columns Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document

Figures Appear

1 20060288407 2006-12-21 Naslund et al.

2 20050228992 2005-10-13 Mizikovsky

If you wish to add additional U.S. Published Application citation information please click the Add button. Add

FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2? j Code4| Date PP Passages or Relevant
Document .
Figures Appear
1 []

If you wish to add additional Foreign Patent Document citation informaticn please click the Add button ~ Add

NON-PATENT LITERATURE DOCUMENTS Remove

EFS Web 2.1.17
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Application Number
Filing Date 2011-06-13

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Franklin Selgert
Art Unit TBA

Examiner Name TBA

Attorney Dacket Number 11-808-WQ-US

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s)}, TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

International Search Report and Written Opinion, International Application No. PCT/EP2008/067201 dated February |:|
26, 2010.

ERICSSON, "How to Mitigate the Interleaving Attack and Reduce the Trust in the Authenticator”, 3GPP TSG SA WG3

2 - O
Security, February 2003, pp. 1-3.

3 European Seach Report, European Patent Application No. 08021705.2 dated June 5, 2009. |:|

If you wish to add additional non-patent literature document citation information please click the Add button  Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 602. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ° Applicant is to place a check mark here if
English language translation is attached.

EFS Web 2.1.17
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Application Number

Filing Date 2011-06-13

INFORMATION DISCLOSURE

First Named Inventor | Franklin Selgert

STATEMENT BY APPLICANT

.. Art Unit TBA
( Not for submission under 37 CFR 1.99)

Examiner Name TBA

Attorney Dacket Number 11-808-WQ-US

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of informaticn contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Scott M. Miller/ Date (YYYY-MM-DD) 2011-06-13

Name/Print Scott M. Miller Registration Number 62967

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552} and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatioh shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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From the INTERNATIONAL SEARCHING AUTHORITY

To:

KONINKLIJKE KPN N.V.
Attn. Wuvts, Koenraad
P.O. Box 95321
NL.-2509 CH The Hague
PAYS-~-BAS

PATENT COOPERATION TREATY

PCT

NOTIFICATION OF TRANSMITTAL OF
THE INTERNATIONAL SEARCH REPORT AND
THE WRITTEN OPINION OF THE INTERNATIONAL
SEARCHING AUTHORITY, OR THE DECLARATION

(PCT Rule 44.1)

Date of mailing

(day/month/year) 26/02/2010

Applicant's or agent’s file reference
403332WO

FOR FURTHER ACTION See paragraphs 1 and 4 beiow

International application No.
PCT/EP2009/067201

International filing date

(day/month/year) 15 / 12 / 2009

Applicant

KONINKLIJKE KPN N.V.

1. Iz] The applicant is hereby notified that the international search report and the written opinion of the International Searching
Authority have been established and are transmitted herewith.

Filing of amendments and statement under Article 19:
The applicant is entitled, if he so wishes, to amend the claims of the International Application (see Rule 46):
When? The time limit for filing such amendments is normally two months from the date of transmittal of the
International Search Report.
Where? Directly to the International Bureau of WIPO, 34 chemin des Colombettes
1211 Geneva 20, Switzerland, Fascimile No.: (41-22) 338.82.70
For more detailed instructions, see the notes on the accompanying sheset.

2. D The applicant is hereby notified that no international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith.

3. D With regard to any protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

the protest together with the decision thereon has been transmitted to the International Bureau together with the

applicant’s request to forward the texts of both the protest and the decision thereon to the designated Offices.
no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

4. Reminders

Shortly after the expiration of 18 months from the priority date, the international application will be published by the
international Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international
application, or of the priority claim, must reach the International Bureau as provided in Rules 90bis.1 and 90bis.3, respectively,
before the completion of the technical preparations for internationat publication.

The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the
International Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an
international preliminary examination report has been or is to be established. These comments would also be made available to
the public but not before the expiration of 30 months from the priority date.

Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed
acts for entry into the national phase before those designated Offices.

in respect of other designated Offices, the time limit of 30 months (or later) will apply even if no demand is filed within 19
months.

See the Annex to Form PCT/IB/301 and, for details about the applicable time limits, Office by Office, see the PCT Applicant’s
Guide, National Chapters.

Name and mailing address of the International Searching Authority Authorized officer

T N European Patent Office, P.B. 5818 Patentiaan 2 . .
NL-2280 HV Rijswijk Anita Rothenblicher
p) Tel. (+31~70) 340-2040, Tx. 31 651 epo nl,

=  Fax: (+31-70) 340-3016

Form PCT/ISA/220 (July 2009)

(See notes on accompanying sheet)
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NOTES TO FORM PCT/ISA/220

These Notes are intended to give the basic instructions concerning the filing of amendments under article 19. The
Notes are based on the requirements of the Patent Cooperation Treaty, the Regulations and the Administrative Instructions
under that Treaty. In case of discrepancy between these Notes and those requirements, the latter are applicable. For more
detailed information, see aiso the PCT Applicant's Guide.

In these Notes, "Article”, "Rule”, and "Section” refer to the provisions of the PCT, the PCT Regulations and the PCT
Administrative Instructions, respectively.

INSTRUCTIONS CONCERNING AMENDMENTS UNDER ARTICLE 19

The applicant has, after having received the international search report and the written opinion of the international
Searching Authority, one opportunity to amend the claims of the international application. it should however be emphasized
that, since all parts of the international application (claims,description and drawings) may be amended during the
international preliminary examination procedure, there is usually no need to file amendments of the claims under Articie 19
except where, e.g. the applicant wants the latter to be published for the purposes of provisional protection or has another
reason for amending the claims before international publication. Furthermore, it should be emphasized that provisional
protection is available in some States only (see PCT Applicant's Guide, Annex B).

The attention of the applicant is drawn to the fact that amendments to the claims under Article 19 are not allowed where
the International Searching Authority has declared, under Articte 17(2), that no international search report would be
established (see PCT Appiicant’s Guide, International Phase, paragraph 296).

What parts of the international application may be amended?

Under Articte 19, only the claims may be amended.

During the international phase, the claims may also be amended (or further amended) under Article 34 before the
International Preliminary Examining Authority. The description and drawings may only be amended under

Article 34 before the International Examining Authority.

Upon entry into the national phase, all parts of the international application may be amended under Article 28 or,
where applicable, Article 41.

When? Within 2 months from the date of transmittal of the internationat search report or 16 months from the priority date,
whichever time limit expires later. It shouid be noted, however, that the amendments will be considered as having
been received on time if they are received by the International Bureau after the expiration of the applicable time
limit but before the completion of the technical preparations for international publication (Rule 46.1).

Where not to file the amendments?

The amendments may only be filed with the International Bureau and not with the receiving Office or the
international Searching Authority (Rule 46.2).

Where a demand for international preliminary examination has beeny/is filed, see below.

How? Either by cancelling one or more entire claims, by adding one or more new claims or by amending the text of one
or more of the claims as filed.

A replacement sheet or sheets containing a complete set of claims in replacement of all the claims previously filed
must be submitted.

Where a claim is cancelled, no renumbering of the other claims is required. In all cases where claims are
renumbered, they must be renumbered consecutively in Arabic numerals (Section 205(a)).

The amendments must be made in the language in which the international application is to be published.

What documents must/may accompany the amendments?
Letter (Section 205(b)):
The amendments must be submitted with a letter.

The letter will not be published with the internationai application and the amended claims. It shouid not be
confused with the "Statement under Article 19(1)" (see below, under "Statement under Article 19(1)").

The letter must be in English or French, at the choice of the applicant. However, if the language of the
international application is English, the letter must be in English; if the language of the international application
is French, the letter must be in French.

Notes to Form PCT/ASA/220 (first sheet) (July 2009)
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NOTES TO FORM PCT/ISA/220

These Notes are intended to give the basic instructions concerning the filing of amendments under article 19. The
Notes are based on the requirements of the Patent Cooperation Treaty, the Regulations and the Administrative Instructions
under that Treaty. [n case of discrepancy between these Notes and those requirements, the latter are applicable. For more
detailed information, see aiso the PCT Applicant's Guide.

in these Notes, "Article”, "Rule”, and "Section” refer to the provisions of the PCT, the PCT Regqulations and the PCT
Administrative instructions, respectively.

INSTRUCTIONS CONCERNING AMENDMENTS UNDER ARTICLE 19

The applicant has, after having received the international search report and the written opinion of the International
Searching Authority, one opportunity to amend the claims of the international application. it shouid however be emphasized
that, since all parts of the international application (claims,description and drawings) may be amended during the
international preliminary examination procedure, there is usually no need to file amendments of the claims under Article 19
except where, e.g. the applicant wants the latter to be published for the purposes of provisional protection or has another
reason for amending the claims before international publication. Furthermore, it should be emphasized that provisional
protection is available in some States only (see PCT Appiicant’s Guide, Annex B).

The attention of the applicant is drawn to the fact that amendments to the claims under Article 19 are not allowed where
the International Searching Authority has declared, under Article 17(2), that no international search report would be
established (see PCT Applicant’s Guide, International Phase, paragraph 296).

What parts of the international application may be amended?

Under Article 19, only the claims may be amended.

During the international phase, the claims may also be amended (or further amended) under Article 34 before the
Intemational Preliminary Examining Authority. The description and drawings may only be amended under

Article 34 before the International Examining Authority.

Upon entry into the national phase, all parts of the international application may be amended under Article 28 or,
where applicable, Article 41.

When? Within 2 months from the date of transmittal of the international search report or 16 months from the priority date,
whichever time limit expires later. it should be noted, however, that the amendments will be considered as having
been received on time if they are received by the international Bureau after the expiration of the applicable time
limit but before the completion of the technical preparations for international publication (Rule 46.1 )

Where not to file the amendments?

The amendments may only be filed with the International Bureau and not with the receiving Office or the
international Searching Authority (Rule 46.2).

Where a demand for international preliminary examination has been/is filed, see below.

How? Either by cancelling one or more entire claims, by adding one or more new claims or by amending the text of one
or more of the claims as filed.

A replacement sheet or sheets containing a complete set of claims in replacement of all the claims previously filed
must be submitted.

Where a claim is cancelled, no renumbering of the other claims is required. In all cases where claims are
renumbered, they must be renumbered consecutively in Arabic numerais (Section 205(a)).

The amendments must be made in the language in which the international application is to be published.

What documents must/may accompany the amendments?
Letter (Section 205(b)):
The amendments must be submitted with a letter.

The letter will not be published with the international application and the amended claims. It should not be
confused with the "Statement under Article 19(1)" (see below, under "Statement under Article 19(1)").

The letter must be in English or French, at the choice of the applicant. However, if the language of the
international application is English, the letter must be in English; if the language of the international application
is French, the letter must be in French.

Notes to Form PCT/ISA/220 (first sheet) (July 2009)
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PATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPORT

(PCT Article 18 and Rules 43 and 44)

Applicant’s or agent's file reference FOR FURTHER see Form PCT/ISA/220

403332WO ACTION as well as, where applicable, item & below.
International application No. international filing date (day/month/year) (Earliest) Priority Date (day/month/year)
PCT/EP2009/067201 15/12/2009 15/12/2008
Applicant

KONINKLIJKE KPN N.V.

This international search report has been prepared by this international Searching Authority and is transmitted to the applicant
according 1o Article 18. A copy is being transmitted to the International Bureau.

This international search report consists of a total of 4 sheets.
Itis also accompanied by a copy of each prior art document cited in this report.

1. Basis of the report
a. With regard to the language, the international search was carried out on the basis of:

the international appiication in the language in which it was filed

D a transiation of the international application into , which is the language
of a translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b))

b. D This international search report has been established taking into account the rectification of an obvious mistake
authorized by or notified to this Authority under Rule 91 (Rule 43.6bis(a)).

¢. [ ]  with regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. I.
2. D Certain claims were found unsearchable (See Box No. il}
3. D Unity of invention is lacking (see Box No Ill)

4. With regard to the title,
the text is approved as submitted by the applicant
D the text has been established by this Authority to read as follows:

5. With regard to the abstract,
the text is approved as submitted by the applicant

l:] the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box No. IV. The applicant
may, within one month from the date of mailing of this international search report, submit comments to this Authority

6. With regard to the drawings,
a. the figure of the drawings t0 be pubiished with the abstract is Figure No. _1
as suggested by the applicant
D as selected by this Authority, because the applicant failed to suggest a figure
D as selected by this Authority, because this figure better characterizes the invention
b. D none of the tigures is to be published with the abstract

Form PCT/ISA/210 (first sheet) (April 2007)
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INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2009/067201

A. CLASSIFICATION O] OS6UBJECT MATTER

INV. HO4W1l2

According to international Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbois)

HO4W HO4L

Documentation searched other than minimum documentation to the extent that such documents are inciuded in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant {o claim No.
X US 2006/288407 Al (NASLUND MATS [SE] ET 1,3-5,
AL) 21 December 2006 (2006-12-21) 8-12,14,
16,18
Y paragraph [0003] 2,6-7,

paragraphs [0006] - [0009] 13,15,17
paragraph [0014]
paragraph [0024]

paragraphs [0035], [0036]

paragraphs [0056] - [0064]
paragraphs [0074] - [0077]
paragraphs [0084] - [0087]; table 1
paragraphs [0099] - [0102]
paragraphs [0108] - [0113]
—f
Further documents are listed in the continuation of Box C. See patent family annex.

Special categories of cited documents : ! . . )

'T" later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theoty underlying the
invention

*A* document defining the general state of the art which is not
considered to be of particular relevance

'E* earlier document but published on or after the international *X* document of particular relevance: the claimed invention
filing date cannot be considered novel or cannot be considered to

*L* document which may throw doubts on priority claim(s) or involve an inventive step when the document is taken alone
which is cited lo establish the publication date of another 'Y* document of particular relevance; the claimed invention
citation or other special reason (as specitied) cannol be considered to involve an inventive step when the

'O document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu—
other means ments, such combination being obvious to a person skilled
*P* document published prior to the international filing date but inthe art.
later than the priority date claimed ‘&" document member of the same palent family
Date of the actual completion of the international search Date of mailing of the intemational search repon
19 February 2010 26/02/2010
Name and mailing address of the ISA/ Authorized officer

European Patent Cffice, P.B. 5818 Patentiaan 2
NL - 2280 HV Rijswijk

Tel (+31-70) 340-2040, s
Fax: (+31-70) 340-3016 Ruiz Sanchez, J

Form PCT/ISA/210 (sscond sheet} (April 2005)

page 1 of 2
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INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2009/067201
C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT
Category* | Citation of document, with indication, where appropriate, of the relevant passages Retevant to claim No.
X US 2005/228992 Al (MIZIKOVSKY SEMYON B 1,3-5,
[US]) 13 October 2005 (2005-10-13) 8-12,14,
16,18
paragraph [0017]; figure 1
paragraphs [0024] - [0031]; figure 3
Y ERICSSON: "How to mitigate the 2,6-7,
Interleaving attack and reduce the trust 13,15,17
in the Authenticator (S$3-030084)"
3GPP TSG SA WG3 SECURITY,
February 2003 (2003-02), XP050243902
the whole document
Forrn PCT/ISA/210 (continuation of second sheet) (Aprit 2005}
age 2 of 2

P
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INTERNATIONAL SEARCH REPORT

International application No
Information on patent family members

PCT/EP2009/067201
Patent document Publication Patent family Publication
cited in search report date member{s) date

US 2006288407 Al 21-12-2006  NONE

US 2005228992 Al 13-10-2005  NONE

Form PCT/ASA/Z10 {patent family annex) (April 2008)
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PATENT COOPERATION TREATY

From the

[ To:

see form PCTASAL20

| PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

| (PCT Rule 43bis.1)

\ \ Date of mailing
‘ {daysmonthiear) seeform PCTASAR210 {(second sheet)

Applicant's or agent's file reference

see form PCTASA/220

| FOR FURTHER ACTION
~ See paragraph 2 below

| International application No.

PCT/EP2009/067201

International filing date (daymonthiear) Priority date (day/monthyear)
15.12.2009 15.12.2008

INV. HO4W 1206

International Patent Classification (IPC) or both national classification and IPC

Applicant
KONINKLIJKE KPN N.V.

U0 NODODOK

2. FURTHER ACTION

will not be so considered.

whichever expires later.

ﬁéﬂrrive'énd'rﬁaiﬁng address of the ISA:

!
. ) European Patent Office
‘ P.B. 5818 Patentlaan 2

I T NL-2280 HV Rijswijk - Pays Bas

Tel. +31 70 340 - 2040
Fax: +31 70 340 - 3016

1. This opinion contains indications relating to the following items:

Box No. | Basis of the opinion |

|
Box No. |l Priority
Box No. Il Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. IV Lack of unity of invention

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

Box No. VI Certain documents cited
Box No. VI Gertain defects in the international application

Box No. VIl Certain observations on the international application

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA"} except that this does not apply where
[ the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Rule 66.1bis(b) that written opinions of this international Searching Authority

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months
from the date of mailing of Form PCTASA/220 or before the expiration of 22 months from the priority date,

| For further options, see Form PCTASAR20.

Form PCTASAR37 (Cover Sheet) (April 2005)

© 3. For further details, see notes to Form PCTASAR20. ‘

| Date of con:rélétion of

| Authorized Officer
this opinion
' see form

i Ruiz Sanchez, J B 0)»

|
| } Telephone No. +31 70 340-4717 g g ?
I

o -l . - [ |
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/EP2009/067201

Box No.1 Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of:
& the international application in the language in which it was filed

[J a transiation of the international application into , which is the language of a translation furnished for the
purposes of international search (Rules 12.3(a) and 23.1 (b)).

2. OO This opinion has been established taking into account the rectification of an obvious mistake authorized
by or notified to this Authority under Rule 91 (Rule 43bis.1(a))

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and
necessary to the claimed invention, this opinion has been established on the basis of:

a. type of material:
O a sequence listing
L1 table(s) related to the sequence listing
b. format of material:
O  on paper
LI in electronic form
c. time of filingfurnishing:
0O contained in the international application as filed.
O filed together with the international application in electronic form.
[0 furnished subsequently to this Authority for the purposes of search.

4. OO In addition, in the case that more than one version or copy of a sequence listing andior table relating thereto
has been filed or furnished, the required statements that the information in the subsequent or additional
copies is identical to that in the application as filed or does not go beyond the application as filed, as
appropriate, were furnished.

5. Additional comments:

Forrn PCTASA/237 (April 2007)
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WRITTEN OPINION OF THE , International application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/EP2009/067201

Box No.V  Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N) Yes: Ciaims 2,6-7 13, 15,17

No: Claims 1.3-5,8-12. 14,16, 18
Inventive step {IS) Yes: Claims

No: Claims 1-18
Industrial applicability (I1A) Yes: Claims 1-18

No: Claims

2. Citations and explanations

see separate sheet

Form PCTASA/237 (April 2007)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/EP2009/067201

ReltemV

Reasoned statement with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

D1
D2
D3

2.1

2.2

Reference is made to the following documents:
US 2006/288407 A1 (NASLUND MATS [SE] ET AL) 21 December 2006

US 2005/228992 A1 (MIZIKOVSKY SEMYON B [US]) 13 October 2005

ERICSSON: "How to mitigate the Interleaving attack and reduce the trust
in the Authenticator (S3-030084)" 3GPP TSG SA WG3 SECURITY,
February 2003

The present application does not meet the criteria of Article 33(2) PCT,
because the subject-matter of claims 1,9, 11, 12, 14, 16, 18 is not new.

Document D1 discloses (the references in parentheses applying to this
document) a method for service - based authentication of a terminal to a
network, the terminal comprising one or more communications interfaces for
setting - up a communication channel with the network (figure 4, the mobile
terminal comprises several communication units: e.g GSM, UMTS,
Bluetooth...), the method comprising the steps of:

- sending a service request for access to a network service (this step is
implicitly disclosed, since authentication in the services disclosed in D1, e.g.
GSM, UMTS... is triggered as a response to an access request);

- receiving in response to the service request an authentication request from
the network (paragraph [0084]: "AKA request");

- identifying the communication channel through which the authentication
request was received (paragraph [0084], first sentence: "...the terminal
(mobile) may be configured to determine whether the AKA request initially
comes over the normal network interface, or over another interface such as
Bluetooth or IRDA (Infrared Data Association) interfaces" ); and,

- sending an authentication response RES to the network, wherein the
authentication response depends on the identified communication channel
(paragraph [0084] and table 1: additional processing of the challenge/
response depends on the communication channel; paragraph [0110] shows
the modification of the result parameter sent to the network).

The same reasoning applies mutatis mutandis to independent claims 9, 11,
12, 14,16, 18. The subject-matter of claims 9, 11, 12, 14, 16, 18 is therefore
not new.

Form PCT/ISA/23/ (Separate Sheet) (Sheet 1) (EPO-April 2008)
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WRITTEN OPINION OF THE international application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/EP2009/067201

2.3

2.4

3.1

3.2

For the sake of completeness, it is noticed that document D2 discloses dual
terminals using the same identification module for authenticating the network
access via two different network interfaces (paragraph [0025]) wherein the
response of the terminal to the authentication request depends on the
communication channel used. According to D2 the authentication information
received from the network is treated differently depending on the access
interface used: in the case of IS-2000, the standard challenge/response with
CAVE is performed (paragraph [0025], third sentence), whereas in the case of
HRPD, the authentication information is modified by the terminal before
passing it to the identity module (paragraph [0027]) and the response received
from the identity module is modified (paragraphs [0029] and [0030]). The
corresponding modifications of the information received by the HLR/AuC are
performed by the AAA in the network side (paragraph [0030]). Therefore, the
subject-matter of claims 1, 9, 11, 12, 14, 16, 18 is also considered not new
over disclosure D2.

The attention of the applicant is also drawn to the fact that commonly used
USIM/SIM/ISIM modules fall into the scope of claim 11, since the modification
of the standard response on the basis of a predetermined function and the
identified communication channel are defined as optional.

Claims 2-8, 10, 13, 15, 17 do not appear to contain any additional features
which, in combination with the features of any claim to which they refer, meet
the requirements of the PCT with respect to novelty and/or inventive step:

The additional features of claims 3-5, 8, 10 are known from D1 (see point 2.1
above and the corresponding passages cited on the search report, in
particular paragraphs [0024], [0036], [0056] and [0087]).

The additional features of claims 2, 6, 7, 13, 15, 17 are rendered obvious by
the combination of documents D1 (see paragraphs [0020] and [0108] to
[0111]) and D3 (see page 2, "solution 2", which teaches the use of a service
identifier in the modified challenge/response to avoid that an attacker re-uses
AKA quintets with a different service).

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPG Apri 2005)
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Possible steps after receipt of the international search report (ISR) and
written opinion of the International Searching Authority (WO-1SA)

General For all international applications filed on or after 01/01/2004 the compsetent

information ISA will establish an ISR It is accompanied by the WO-1SA. Unlike the
former written opinion of the IPEA (Rule 66.2 PCT), the WO-ISA is not
meant to be responded to, but to be taken into consideration for further
procedural steps. This document explains about the possibilities.

Amending claims Within 2 months after the date of mailing of the ISR and the WO-ISA the

under applicant may file amended claims under Art. 19 PCT directly with the

Art. 19 PCT International Bureau of WIPQO. The PCT reform of 2004 did not change
this procedure. For further information please see Rule 46 PCT as well as
form PCT/ISA/220 and the corresponding Notes to form PCT/1SA/220.

Filing ademand [n principle, the WO-ISA will be considered as the written opinion of the

for international |IPEA. This should, in many cases, make it unnecessary to file a demand for

preliminary international preliminary examination. If the applicant nevertheless wishes

examination to file a demand this must be done before expiry of 3 months after the
date of mailing of the ISR/ WO-ISA or 22 months after priority
date, whichever expires later (Rule 54bis PCT). Amendments under Art.
34 PCT can be filed with the IPEA as before, normally at the same time as
filing the demand (Rule 66.1 (b) PCT).

If a demand for international preliminary examination is filed and no
comments/amendments have been received the WO-1SA will be transformed
by the IPEA into an IPRP (International Preliminary Report on Patentability)
which would merely reflect the content of the WO-1SA. The demand can still
be withdrawn (Art. 37 PCT).

Filing informal After receipt of the ISR/'WO-I1SA the applicant may file informal comments

comments on the WO-ISA directly with the International Bureau of WIPO. These
will be communicated to the designated Offices together with the |PRP
(International Preliminary Report on Patentability) at 30 months from the
priority date. Please also refer to the next box.

End of the At the end of the international phase the International Bureau of WIPO will
international transform the WO-1SA or, if a demand was filed, the written opinion of the
phase IPEA into the IPRP, which will then be transmitted together with possible

informal comments to the designated Offices. The IPRP repiaces the former
IPER (international preliminary examination report).

Relevant PCT Rule 43 PCT, Rule 43bis PCT, Rule 44 PCT, Rule 44bis PCT, PCT Newsletter
Rules and more  12/2003, OJ 11/2003, OJ 12/2003
information
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Bitte beachten Sie, dass angefuhrte Nichtpatentliteratur (wie z. B.
wissenschaftliche oder technische Dokumente) je nach geltendem Recht
dem Urheberrechtsschutz und/oder anderen Schutzarten fir schriftliche
Werke unterliegen kénnte. Die Vervielfaltigung urheberrechtlich
geschitzter Texte, ihre Verwendung in anderen elektronischen oder
gedruckten Publikationen und ihre Weitergabe an Dritte ist ohne
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Service-based authentication to a network.

Field of the invention

The invention relates to a service-based
authentication to a network and, in particular, though not
exclusively, to a method and a system for a service-based
authentication of a terminal to a network and a service

interface module for use in such system.

Background of the invention

The new generation mobile devices, such as smart
phones, provide more and more enhanced computational
functionalities via open network connections. Such mobile
devices are e.g. capable of receiving e-mail, share software
with one another through short-range connections, downloading
and executing software from the Internet, making automated
calls and act under remote control. Hence, similar to a
personal computer, mobile devices and in particular the
software components involved in the setting up of a connection
between the mobile device to the network, are vulnerable to
attacks of malicious code (malware). Typically malware
attempts to make misuse of mobile device or to simply disrupt
legitimate use of a mobile device.

Typically, malware makes use of security flaws in the
authentication procedure which provides a subscriber access to
a network. For example the GSM authentication and key
agreement (AKA) only authenticates the mobile device to the
network, but not the other way around. The GSM AKA is
therefore wvulnerable to so-called false base station attacks
wherein an attacker pretends to be a valid base station. In
the UMTS AKA part of these threats are mitigated by using a
mutual authentication wherein the mobile device has to
authenticate itself to the Visitor Location Register (VLR) and
the VLR has to authenticate itself to the mobile device. An

overview of the security threats in the GSM AKA and the way a
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number of these threats are counteracted by the UMTS AKA are
described in ETSI TS 33.900.

From TS 33.900 it follows that the UMTS AKA is still
vulnerable to security attacks. For example, the UMTS AKA is
vulnerable to the so-called man—-in-the-middle attacks, wherein
a mobile device of an attacker may use authentication
information from the (U)SIM of the victim in order to obtain
access to the network. Such a man-in-the-middle attack allows
network access as if the connection was set up by the victim.
As the network cannot distinguish between a legal situation
and such attack the malware allows to set up calls on the
expenses of the victim thereby causing substantial damage.

Summary of the invention

It is an object of the invention to reduce or
eliminate at least one of the drawbacks known in the prior art
and to provide in a first aspect of the invention a method for
service-based authentication of a terminal to a network. The
terminal comprises one or more communications interfaces for
allowing the terminal to setting-up a communication channel
with the network. The method comprises the steps of: sending a
service request for access to a network service; receiving in
response to the service request an authentication request from
the network; identifying the communication channel through
which the authentication request was received; and, sending an
authentication response RES to the network, wherein the
authentication response depends on the identified
communication channel.

The method allows the network to determine through
which communication channel authentication information is
transmitted to the network. Determination of the communication
channel can be easily achieved by identifying the
communication interface through which the authentication
request 1s received. Such service-based authentication method
effectively prevents misuse of authentication information,

e.g. a man—-in-the-middle attack wherein an attacker uses
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authentication information from the (U)SIM of the victim in
order to obtain access to the network.

Furthermore, the method is compatible with all or at
least most existing and proposed AKA’s. It only requires
determination of the communication channel through which the
request was received and secure insertion of information
regarding the communication channel into the response.

In one embodiment the method further comprises the
steps of: determining a service code assoclated with the
identified communication channel; calculating the response RES
on the basis of the information in the authentication request
and the service code, thereby securely including, preferably
cryptographically, information regarding the identity of the
communication channel through which the authentication request
was received into the response.

The information regarding the communication channel
through which the authentication information is transmitted to
the network is securely inserted in the response of the
identity module of the terminal. Hence, it is not possible or
at least very difficult for malware to detect and/or modify
the service channel information.

In another embodiment the terminal used in the method
comprises an identity module and a service interface (SI)
module, the SI preferably implemented as a trusted hardware
module, configured to securely communicate with the identity
module and to identify the communications channel through
which the authentication request was received.

By using a service interface module as a trusted
hardware module in the terminal, a very safe and reliable
method is achieved for sending the information regarding the
identity of the communication channel to the network.
Preferably, the service interface module is configured to
receive all incoming authentication signals from the network.
Hence, all authentication request will be routed via the
service interface module to the identity module of the
terminal.

In yet another embodiment the authentication regquest

comprises authentication information, preferably a random
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challenge RAND and the method further comprises the steps of:
modifying the authentication information on the basis of the
identified communications channel; generating, preferably
using an authentication and key agreement (AKA) of a
telecommunication telecommunications standard, an
authentication response RES on the basis of the modified
authentication information.

In one embodiment the authentication request
comprises authentication information, preferably a random
challenge RAND and the method further comprises the steps of:
generating, preferably on the basis of an authentication and
key agreement (AKA) of a telecommunication telecommunications
standard, an authentication response RES; modifying,
preferably using a one-way function, the authentication
parameter RES on the basis the identified communications
channel.

This embodiment allows simple and safe implementation
of the method by using a service interface module which
securely communicates with the identity module. Identification
of the communication channel and secure insertion of the
information regarding the identified communication channel may
take place in the service interface module so that no
modifications of the identity module are required. This
implementation is thus compatible with existing identity
modules.

In ancother embodiment the method further comprises
the steps of: the terminal sending a service request via a
predetermined communications channel to the network; the
network generating an expected service code XSC on the basis
of the type of communications channel the service request was
sent to the network; determining on the basis of expected
service code XSC an expected response XRES.

In one embodiment the method further comprises the
steps of: comparing the expected response XRES with the
authentication response RES send by the terminal to the
network; and, determining the terminal to be in an un-trusted

state 1f RES is not equal to XRES.

Samsung Ex. 1002, Page 216 of 341



10

15

20

25

30

35

WO 2010/069962 PCT/EP2009/067201

Hence, the method only requires a simple modification
in the existing network in the sense that it requires a
network node which is configured to identify the communication
channel through which the service request is received by the
network and to extract the information regarding the
communication channel encrypted in the terminal response.

In one embodiment the terminal comprises a 2G or 3G
type radio interface, a Bluetooth radio interface, a WLAN
interface, a digital enhanced cordless (DECT) radio interface
or an Ethernet data interface.

In a further aspect the invention relates to a
service interface module for use in a terminal, preferably
configured to securely process all authentication information
transmitted to and from an identity module in the terminal,
wherein the service interface module comprises: a receiver for
receiving an authentication signal from the network via one of
the communications interfaces of the terminal; a channel
identifier for identifying the communication channel through
which the authentication signal was received, preferably by
providing a service code associated with the identified
communication channel; an interface for establishing a secure
communication channel between the module and an identity
module of the terminal.

All functionality required in the terminal for
implementation ¢f the method can be simply located in one
trusted hardware module which securely communicates with the
identity module.

In one embodiment the service interface module
further comprises a modifier for modifying an authentication
response of the identity module on the basis of the identified
communication channel, or sender for transmitting information
regarding the identified communications channel to the
identity module, or modifier for modifying the authentication
request received from the network.

In another aspect the invention relates to an
identity module, preferably a smartcard, for establishing a
safe communication channel with a service interface module as

described above. The safe communication channel may for
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example consist of a link protected with cryptography or a
direct hardware link between the service interface module and
the identity module that cannot be interfered with by an
attacker. The identity module comprises: a calculator for
calculating a response RES - preferably according to a GSM
AKA, a 3GPP AKA or an IMS AKA - upon receipt of an
authentication request; and, optionally, a modifier for
modifying the response RES on the basis of a predetermined
mathematical function using information on the identified
communication channel.

In yet another aspect the invention relates to a
terminal, preferably a mobile device, for accessing network
services, wherein the terminal is configured to send in
response to an authentication request a modified response RES’
to the network wherein the modification depends on the type of
communication channel the authentication request was received
by the terminal.

In one embodiment the terminal comprises a service
interface module according as described and, optionally, an
identity module as described above.

In a further aspect the invention relates to a
network node for service-based authentication of a terminal to
a network, wherein the network node is configured to generate
in response to the receipt of an authentication data request a
modified expected response XRES’, wherein the modification of
the expected response XRES depends on the type of
communication channel the authentication data response was
sent to the network.

In one embodiment the network node comprises: a
receiver for receiving a service request from a terminal; a
generator for generating an expected service code XSC on the
basis of the type of communication channel the service request
was sent to the network; a generator for generating an
expected response XRES or a receiver for receiving from
another network node an expected response XRES, preferably
according to a G3SM AKA, a 3GPP AKA or an IMS AKA; and, a
modifier the expected response XRES on the basis of a

predetermined mathematical function, preferably a one-way
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function, using the expected service code XSC as an input
parameter.

In one embodiment the network node further comprises:
a receiver for receiving a response RES from a terminal; a
comparator for comparing the response RES with the modified
expected response XRES’.

In yet a further aspect the invention relates to a
system for service based authentication to a network,
comprising: a terminal configured to send in response to an
authentication regquest a modified response RES’ to the network
wherein the modification depends on the type of communication
channel the authentication request was received by the
terminal; and, a network node configured to generate in
response to the receipt of an authentication data regquest a
modified expected response XRES’ and configured to compare
RES’ with XRES’, wherein the modification of the expected
response XRES depends on the type of communicaticn channel the
authentication data response was sent to the network.

The invention also relates to a computer program
product comprising software code portions configured for, when
run in the memory of a terminal, preferable a mobile device,
executing the method steps as described above.

The invention will be further illustrated with
reference to the attached drawings, which schematically will
show embodiments according to the invention. It will be
understood that the invention is not in any way restricted to

these specific embodiments.

Brief description of the drawings

Fig. 1 depicts a schematic representation of a system
according to one embodiment of the invention.
Fig. 2 illustrates a schematic flow diagram of the

GSM authentication procedure and the UMTS authentication

procedure.
Fig. 3 depicts the service interface module according

to one embodiment of the invention.
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Fig. 4 depicts a flow diagram according to one

embodiment of the invention.
Fig. 5 illustrates prevention of a fraudulous

authentication procedure by using the invention.

Detailed description

Fig. 1 illustrates a schematic representation of a
communications system 100 according to one embodiment of the
invention. The system comprises a terminal 102 connected to a
communications network 104. In one embodiment the network may
be a 2G-type (e.g. GSM) mobile network comprising a base
transceiver station (BTS) 106 serving as an access node. The
BSC is connected via a base station controller (BSC) 108 to a
mobile switching center (M3C) 110 of e.g. a visiting network
(VN). The MSC is linked to a visited location register (VLR)
112, which is a database that stores user related data and
performs security functions. The MSC is further linked to a
home location register (HLR) 114 which is located in the home
network (HN) where the user of the terminal 102 has a
subscription with the network operator. The HLR 114 stores
user related data, e.g. subscription related data, and co-
operates with the MSC/VLR 110 to keep track of the location of
the terminal. The HLR is connected to an authentication centre
({AuC) 116. The authentication centre (AuC) comprises {amongst
others) algorithms for the calculation of authentication
parameters used in the authentication procedure. For each
subscriber the AuC stores a secret authentication key K which
is also stored in an associated identity module, e.g. a (U)SIM
card or the like, located in the terminal.

Alternatively, the network in Fig. 1 may also depict
a 3G-type (e.g. UMTS) mobile network comprising 3G network
elements. In that case, the network may comprise a radio base
station (Node-B) 106 connected via a Radio Network Controller
(RNC) 108 to a Serving GPRS Support Node (SGSN) 110. The SGSN
is further connected to a VLR 112 and an AuC/HLR 114,116 in a

similar way as 1in the 2G-type network as described above.
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In a further embodiment the communications network
104 may comprise IMS-based network elements in the form of a
set of Call/Session Control Functions (CSCF) such as a Proxy-—
CSCF (P-CSCF), an Interrogating-CSCF (I-CSCF), a Serving-CSCF
{S-CSCF) and a Home Subscriber Server (HSS). In yet further
embodiments the communications network may comprise 3GPP LTE
or 3GPP SAE network elements.

The terminal 102 may be a personal computer or a
mobile device such as a smart phone, a personal digital
assistant (PDA), a laptop or any other mobile communications
device capable of providing services over one or more
networks. The terminal comprises a service interface (SI)
module 118, an operating system (0S) 126 and an identity
module 120.

The SI module 118 acts as a central access point to
wired and wireless network services and comprises for that
purpose a number of service interfaces. For example, for
wireless services, it includes an interface to an RF module,
e.g. a 2G or 3G radio card, comprising an RF receiver
connecting to one more antennas. Fig. 1 depicts an exemplary
implementation wherein a radio card module 119 provides radio
contact with the base station 106. The RF interface of the
radio card is capable of receiving and/or transmitting RF
signals in accordance with various wireless technologies using
licensed freguency bands (e.g. TDMA for GSM services or W-CDMA
for UMTS services). The radio card must have a secure
interface to the SI module. Beside the interface to the RF
module the SI module may comprise a number of interfaces to
other wireless interface modules, e.g. wireless interface
modules using non-licensed freguency bands such as the IEEE
802.11 interface for WLAN services, the IEEE 802.15.1
interface for Bluetooth services, an DECT interface as
described in ETS 300 175, etc.

The SI module may also comprise interfaces to one or
more wired interface modules, e.g. an Ethernet interface
allowing the ST module to be connected to the network using a
wired Ethernet communication channel. An access and

configuration (AC) manager in the SI module manages the set-up
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of a communication channel to an access node of a network or -
in case of a short-range connection such as Bluetooth - to
another terminal. It determines the correct parameter for
operation under a specific wired or wireless technology and/or
protocol associated with the networks services requested by
the terminal. Further, the SI module is configured to securely
include information regarding the used interface in the data
sent to a Service Identification Unit (SIU) 124 in the
network. The interaction between the SI module 118 and the
STU 124 is explained hereunder in more detail.

The Operating System (0S) of the terminal comprises a
kernel which manages the resources of the mobile device e.g.
the Central Processing Unit (CPU}, memory for storing program
instructions and data and Input/Output (I/0) devices such as
the radio module. Further, the OS comprises Application
Programming Interfaces (APIs) through which application
programs 122 may access services offered by the 0S. The 0S5 may
comprise APIs for setting up wired or wireless connections via
one of the interfaces modules.

The identity module 120, which is typically
removable, may be a UICC (Universal Integrated Circuit Card)
for use in mobile devices suitable for 2G-type network
services (GSM) or 3G-type network services, (UMTS). To that
end, the UICC may comprise a Subscriber Identity Module (SIM)
application comprising SIM functions and/or a UMTS Subscriber
Identity Module (USIM) application comprising USIM functions.
It is to be understood that the identity module is not limited
to SIM and/or USIM applications. In further embodiments, the
identity module may be an IP Multimedia Sub-system SIM (ISIM)
for authenticating and accessing IMS-based services according
to a predetermined IMS-based AKA as e.g. described in ETSI
technical specification TS 33.203 or an extensible
authentication protocol (EAP) based SIM for authentication and
accessing a network according to a predetermined EAP-based AKA
as described for instance in RFC4187.

The identity module may comprise a processor, one or
more memory components e.g. ROM, RAM and/or EEPROM and I/0

circuitry. For authentication purposes the UICC comprises a
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secret service-subscriber authentication key K and one or more
algorithms for calculating a response comprising one or more
authentication parameters upon the reception of a random
challenge.

Fig. 2(a) illustrates a schematic flow diagram of the
standard GSM authentication procedure which may be used by the
SIM module in the identity module. In the GSM standard the MSC
initiates, 1in response to a service request of a network
service originating from the terminal, a request for
authentication data to the AUC/HLR (step 202). A random number
generator at the AuC/HLR generates a random value RAND that is
input to the GSM A3/A8 algorithms which generate an expected
response XRES and a cipher key K. The triplet {RAND, XRES, K¢}
is returned to the MSC (step 204) that subsequently forwards
the RAND value to the SIM card of the terminal (step 206).
Corresponding calculations are performed by the terminal,
typically by the integrity module, which returns a calculated
response RES back to the MSC (step 208). By comparison of the
RES with the XRES the MSC can authenticate the terminal to the
network.

In the standard UMTS authentication procedure similar
steps as the GSM procedure are performed. However, in order to
improve the security additional parameters and a set of eight
functions f0-f5,fl*,f2* are used. Fig. 2(b) illustrates a
schematic flow diagram of the UMTS authentication procedure,
which may be used with a USIM application in the identity
module. In response to a request for authentication data from
the SGSN/VLR (step 210), the AuC/HRL generates a random number
RAND (using function f0) and a fresh sequence number SQN. The
AuC/HRL provides the secret authentication key K (which is
both stored in the AuC and the USIM but never directly
exchanged) and an operator specific Authentication Management
Field AMF. These four parameters are fed into the five
symmetric encryption functions fl1-f5, resulting in five new
parameters: the Message Authentication Code (MAC), the
Expected Response (XRES), the Ciphering Key (CK), the
Integrity Key (IK) and the Anonymity Key (AK). The sequence
number SQN is separately encrypted into SQN*.
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The AuC/HLR returns these parameters 1in an
authentication vector (AV) {AUTN,RAND,XRES,CK,IK} to the
SGSN/VLR (step 212) wherein the Authentication token AUTN is a
triplet {SQNI,AMF,MAC}. Thereafter, the SGSN/VLR forwards an
Authentication and Ciphering request comprising RAND and AUTN
to the mobile device (step 214). Using RAND and AUTN the USIM
calculates - amongst others - a response RES, which 1s sent
back to the SGSN (step 216) and compared with the XRES as
received from the AuC/HLR.

The keys for ciphering and integrity checking have a
limited lifetime to prevent attempts to break the cipher or
integrity protection by brute force long duration monitoring
attacks. Upon expiry, a new set of ciphering and integrity
keys are generated with a re-authentication between the
terminal and the network. This re—authentication process is
regularly repeated.

The GSM AKA is described in detail in ETSI standards
GSM 02.09 and GSM 03.20 and the UMTS AKA described in detail
in ETSI technical specification TS 33.102, which are hereby
incorporated by reference.

Fig. 3 depicts an SI module according to a preferred
embediment of the invention The SI module 300 is located in a
terminal 322 and comprises a number of interfaces 302a-302e,
which are connected, preferably through one or more secure
communication channels , to associated interface modules 320a-
320e. The interface modules are located in the terminal and
used for setting up a network connection with the network 316.
The SI module is configured to generate a service code (SC)
identifying the specific service interface used to set up a
wired or a wireless communication channel. To that end, the AC
manager 304 in the SI module may use a look-up table 306
comprising the different types of service interfaces supported
by the mobile terminal and the associated service codes. The
AC manager may be implemented in the form of a processor and
one or more memory modules comprising e.g. the configuration
data of the look-up table.

The hardware of the terminal 1s preferably configured

in such a way that all incoming authentication reguests for a
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network service received by one of the interfaces 302a-302e
will be centrally routed via the S5I module to the UICC
connected to the SI module. Such hardware architecture ensures
that all incoming authentication requests are identified with
respect to the communication channel the request was received
by the terminal. Further, the S5I module is configured to
provide a secure communication channel 308 with the UICC 310
connected to the SI module. Hence, preferably, the SI module
is implemented in the form of one or more trusted hardware
components.

If, for example, the terminal 322 receives a network
signal, e.g. a 3G signal, via a 3G RF interface module 320¢
and the 3G interface 302c¢c of the SI module, the signal is
translated into a digital signal in accordance with the
technical specifications of the wireless air interface.
Thereafter the digital signal comprising the authentication
request is transmitted via the SI module to the UICC 310.
Further, the AC manager 304 identifies the service code
associated with the 3G RF interface 302c¢c using a look-up table
306. The service code is used by the SI module to provide the
network with information regarding the origin of the
authentication request.

The UICC processes the authentication request
according to an AKA of a telecommunications standard, e.g. a
GSM AKA or a UMTS AKA as described in relation with Fig. 2 and
then returns a response RES back to the SI module. Thereafter,
the SI module uses a predetermined mathematical algorithm f
stored in a secure memory 312 of the S5I module in order to
securely include the information embodied in the service code
into the response RES received from the UICC. Preferably, the
mathematical algorithm f is a so-called one-way function which
is easy to compute but impossible or very hard to invert. A
suitable one-way function may be a secure hash operation with
the 3C. Inserting the service code into the response allows
the SI module to inform the network 316 about the
communication channel (Bluetooth 314a, WLAN 314b, 3G 31l4c,
Ethernet 314d, etc.) through which the authentication request
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was received from the network in a way which is not, or at
least very difficult, to modify by malware.

In order for the network to extract the channel
information, the network, preferably the SGSN/VLR or an
equivalent network node such as the MCS/VLR, comprises an
Service Identificaticon Unit (SIU). The SIU comprises a
function f which is identical to the function f used by the 5I
module. Further, the SIU 1is configured to determine through
what type of communication channel a service request is
received.

The advantage of the architecture of the SI module
as depicted in Fig. 3 is that the specifications of the (U)SIM
do not require changes. The implementation is simple and only
requires the installation of a SI module in the terminal and a
STU in the network. Moreover, the architecture is backwards
compatible with conventional equipment, i.e. terminals and
network nodes (e.g. SGSN/VLR or MCS/VLR) which do not comprise
a SI mode or a SIU.

A more detailed explanation on the functioning of
the SIU will be given in relation to Fig. 4.

Fig. 4 depicts a process flow 400 between a UMTS
network and a terminal comprising a USIM and an SI module as
described in relation with Fig. 1 and 3. The process 1is
started by a terminal application requesting a UMTS service
from the network. The request triggers the RF interface module
to set-up up a wireless UMTS communication channel between the
terminal and an access node of the requested UMTS network.
Thereafter, a service request is transmitted via the wireless
communication channel to the SGSN/VLR (step 402).

Then the SIU in the SGSN/VLR determines through which
service interface (UMTS, GSM, WiFi, Bluethooth, etc.) contact
was established with the terminal. On the basis of the
identified service interface information an expected service
code XSC is determined {step 404). The SIU may determine XSC
by retrieving the service code associated with the identified
service interface (in this case a UMTS service) from a look-up

table - substantially identical to the one used by the SI
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module in the terminal - stored in a secure memory of the SI
module.

In response to the service request, the SGSN/VLR
sends an authentication data request to the AuC/HLR of the
network (step 406). The AuC/HLR generates a UMTS
authentication vector AV, which is sent back to the SGSN/VLR
(step 408). Subsequently RAND and AUTN are sent in an
Authentication and Ciphering request via the wireless
communication channel to the terminal (step 410). When the RF
interface module of the terminal receives the radio signal
comprising the request, the signal is converted to a digital
signal. The AC manager identifies the service code associated
with the interface used by the SI module to communicate with
the RF module (step 412). Thereafter, the digital signal
comprising the RAND and AUTN is forwarded to the USIM (step
414), which calculates the response RES using e.g. the f1-f£f5
algorithms of the UMTS AKA. Then the USIM sends the response
RES back to the SI module (step 416).

Using the SC and the one-way function f, the SI
determines a modified response RES’=f(RES,SC) (step 418),
hence securely inserting information about the communication
channel through which the request was received. This way, the
response RES’ becomes specific for the service it is meant
for. The response RES’ is subsequently transmitted back via RF
interface to the SGSN/VLR in the network (step 420) for
comparison with an expected response XRES’ (step 422). The
expected response XRES’ may be determined by the SIU using the
one-way function f with the expected response XRES determined
on the basis of the UMTS AKA and the SC as the input
parameters: XRES’=f (XRES,SC).

Thereafter a comparison between the terminal response
RES’ and the expected response XRES’ is made. If RES’ is equal
to XRES’ then this provides an indication for the network that
the terminal received an authentication request via the
communication channel that was expected by the network. In
that case access to the network is granted.

If RES’ 1is not equal to XRES’ then an indication to

the network is provided that the terminal received an
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authentication request via a communication channel different
from the communication channel expected by the network. This
may provide the network with an indication that the terminal
may be corrupted by malware.

It is noted that the invention is not limited to the
embodiment as described in relation with Fig. 3 and 4. In a
further embodiment the UICC (instead of the SI module)
comprises the one-way function f for securely inserting the
service code information into the response.

After the AC manager has selected the correct SC, the
code is inserted into the digital signal comprising the
request and send to the identity module for further processing
(e.g. authentication and/or computation of the decryption
key). Hence, in this variant the digital signal sent by the SI
module to the identity module comprises information via which
gservice interface (and hence via which communications channel)
the signal was received. Further wvariants for sending the
service code to the identity module may include, e.g. sending
the service code to the identity module in a separate signal.

In one embodiment the (U)SIM may modify the
authentication information in the authentication request, e.g.
a random challenge RAND, on the basis of the service code SC
and subsequently calculate a response RES on the basis cf an
authentication and key agreement (AKA) of a telecommunications
standard. For example, in the case of a GSM service the SIM
may perform the steps: RAND’=f (RAND, SC) and RES’=A3 (RAND’,Kc).
In another variant, the SIM first calculates the response RES
on the basis of the RAND and then modifies RES on the basis of
SC: RES=A3 (RAND,K:;) and RES'=f(RES,SC). In the case of an UMTS
service, the f1-f5 algorithms of the UMTS AKA are used instead
of the A3 algorithm of the GSM AKA.

Depending on the specific scheme implemented in the
USIM, the SIU which comprises the mathematical function f used
by the USIM in the terminal, may determine RAND’=f (RAND, XS5C)
and send this value to the AuC/HLR for determining the
expected response XRES’ on the basis the UMTS AKA using RAND’
as one of the input parameters. Alternatively, the AuC/HRL may
first determine XRES on the basis the UMTS AKA using RAND as
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one of the input parameters and then send this value to the
SIU for determining the expected response XRES’'=f (XRES,XSC).

Fig. 5 represents a simplified schematic illustrating
how a fraudulous authentication procedure may be prevented
using the invention. In this scheme a first terminal 502 of an
attacker remotely connects to an infected second terminal 504
of a victim and subsequently requests and uses authentication
information from the (U)SIM 506 of the victim to obtain access
to the network 510.

The malware in the second terminal 504 allows the
terminal of an attacker 502 to make a first communication
channel 512, e.g. a Bluetooth connection, with the infected
terminal of the wvictim. Other types of connections such as a
WiFi connection or a wired connection, such as an Ethernet
connection, may also be possible. After connecting to the
victim, the attacker starts an authentication procedure to the
network by sending a service request via a second
communication channel 514 to the AuC/HRL. In response, the
attacker will receive an authentication request comprising -
amongst others - RAND and AUTN. Instead of responding to the
request, the attacker forwards the request to the victim using
the Bluetooth connection to the (U)SIM of the victim .

A conventional (U)SIM cannot distinguish between
reguests originating from different communication channels
(e.g. UMTS, GSM, Wiri, Bluetooth, etc.). In that case, the
(U) SIM responds to the request by calculating a correct
response RES, which is subsequently send via the Bluetooth
connection (i.e. the communication connection where the
request came from) to the network. The attacker may use this
RES to authenticate itself successfully to the network. Using
this mechanism the attacker is capable of correctly answering
each subsequent Authentication and Ciphering Request from the
network.

If however the network 510 and the infected terminal
504 in Fig.5 are configured as a communications system
according to the invention as described in relation with
Fig.1l, the SI module 508 is able to make a distinction between

requests originating from different sources. In that case, the
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network 510 will determine an expected service code XSC on the
basis of the request of the attacker. As the attacker
requested a UMTS service via second communication channel 514,
the network will set the XSC to the service code corresponding
to a UMTS service. Similarly, the SI module 508 of the
infected terminal will modify the RES using the service code
corresponding to a Bluetooth communications channel 512. This
modified RES’ is sent via the Bluetocoth connection to the
network, which will then determine that the XRES’ calculated
by the network on the basis of XSC does not match RES’ because
the communication channel used to send a request for a UMTS
service to the network is different from the communication
channel through which the terminal received the authentication
request. In that case, the network may take appropriate
action.

In one embodiment, the network may calculate the
expected response values (XRES’’, XRES’’’, etc.) for each
service code available in the look-up table located in a
service node of the network. If a XRES’ wvalue associated with
a particular service code matches RES’ then the source of the
request received by the terminal may be determined.

This information may be used by the network to take
appropriate action. It may e.g. provide nce or limited access
to the network or place the mobile device in a separate
isolation or guarantine network in order to provide
remediation services to the mobile device of the subscriber.
If the response RES’ is neither equal to XRES’ nor to the
other expected responses then the authentication procedure has
failed.

It is to be understood that the invention may also be
used with the IMS AKA (3GPP TS 33.203), in Generic
Bootstrapping (GBA) applications (see 3GPP TS 33.220, 33.222,
33.223) or with the EAP AKA and/or EAP SIM in WLAN
interworking applications. It can also be used in generic
access solutions to the mobile network (see 3GPP TS 43.318).

Further, it is to be understood that any feature
described in relation to any one embodiment may be used alone,

or in combination with other features described, and may also
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be used in combination with one or more features of any other
of the embodiments, or any combination of any other of the
embodiments. Furthermore, equivalents and mcdifications not
described above may also be employed without departing from
the scope of the invention, which is defined in the

accompanying claims.
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CLAIMS

1. Method for service-based authentication of a

terminal to a network, the terminal comprising one or more

communications interfaces for setting-up a communication

channel with the network, the method comprising the steps of:

sending a service request for access to a network
service;

receiving in response to the service request an
authentication request from the network:

identifying the communication channel through which the
authentication request was received; and,

sending an authentication response RES to the network,
wherein the authentication response depends on the

identified communication channel.

2. Method according to claim 1, the method further

comprising the steps of:

determining a service code associated with the identified
communication channel;

calculating the response RES on the basis of the
information in the authentication request and the service
code, thereby securely including, preferably
cryptographically, information regarding the identity of
the communication channel through which the
authentication request was received into the response.

3. Method according to claims 1 or 2, wherein the

terminal comprises an identity module and a service interface
(5I) module, the SI preferably implemented as a trusted
hardware module, configured to securely communicate with the

identity module and to identify the communications channel

through which the authentication request was received.
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4. Method according to any of claims 1 to 3, wherein
the authentication request comprises authentication
information, preferably a random challenge RAND, the method
further comprising the steps of:

— modifying the authentication information on the basis
of the identified communications channel;

— generating, preferably using an authentication and key
agreement (AKA) of a telecommunication standard, an
authentication response RES on the basis of the

modified authentication information.

5. Method according to any of claims 1 to 3, wherein
the authentication request comprises authentication
information, preferably a random challenge RAND, the method
further comprising the steps of:

— generating, preferably on the basis of an authentication
and key agreement (AKA) of a telecommunication standard,
an authentication response RES;

- modifying, preferably using a one-way function, the
authentication parameter RES on the basis the identified

communications channel.

6. Method according to any of claims 2-5, the method
further comprising the steps of:

— the terminal sending a service request via a
predetermined communications channel to the network:

— the network generating an expected service code XSC on
the basis of the type of communications channel the
service request was sent to the network;

— determining on the basis of expected service code XSC an

expected response XRES.

7. Method according to claim 6, the method further

comprising the steps of:
— comparing the expected response XRES with the
authentication response RES send by the terminal to the

network; and,
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— determining the terminal to be in an un-trusted state if

RES is not equal to XRES.

8. Method according to any of claims 1-7, wherein the
terminal comprises a 2G or 3G type radio interface, a
Bluetooth radio interface, a WLAN interface, a digital

enhanced cordless (DECT) radio interface or an Ethernet data

interface.

9. Service interface module for use in a terminal,
preferably configured to securely process all authentication
information transmitted to and from an identity module in the
terminal, the service interface module comprising:

— a receilver for receiving an authentication signal from
the network via one of the communications interfaces of
the terminal;

— a channel identifier for identifying the communication
channel through which the authentication signal was
received, preferably by providing a service code
associated with the identified communication channel;

— a channel interface for establishing a secure
communication channel between the module and an identity

module of the terminal.

10. Service interface module according to claim 9,
the module further comprising:

—~ a modifier for modifying an authentication response of
the identity module on the basis of the identified
communication channel, or means for transmitting
information regarding the identified communications
channel to the identity module, or means for modifying

the authentication signal received from the network.

11. An identity module, preferably a smartcard, for
establishing a safe communication channel with a service
interface module as claimed in claims 9 or 10, the identity
module comprising: a calculator for calculating a response RES
- preferably according to a GSM AKA, a 3GPP AKA or an IMS AKA
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- upon receipt of an authentication request; and, optionally,
a modifier for modifying the response RES on the basis of a
predetermined mathematical function using information on the

identified communication channel.

12. A terminal, preferably a mobile device, for
accessing network services, the terminal being configured to
send in response to an authentication request a modified
response RES’ to the network wherein the modification depends
on the type of communication channel the authentication

request was received by the terminal.

13. The terminal as recited in claim 12 wherein the
terminal is configured to:

- receive an authentication request from the network;

- determine a service code associated with the type
of communication channel via which the authentication request

was received by the terminal and;
- send in response to the authentication request an

authentication response RES to the network wherein the
authentication response depends on the determined service

code.

14. A network node for service-based authentication
of a terminal to a network, the network node being configured
to generate in response to the receipt of an authentication
data request a modified expected response XRES’, wherein the
modification of the expected response XRES depends on the type
of communication channel the authentication data response was

sent to the network.

15. A network node as recited in claim 14 wherein the
network node is configured to:

- receive an authentication data request;

- determine an expected service code associated with
the type of communication channel via which the authentication

data request was received by the network and;
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- generate in response to the receipt of the
authentication data request an expected response XRES, wherein
the expected response depends on the determined expected

service code.

16. A system for service based authentication to a
network, comprising:

— a terminal configured to send in response to an
authentication request a modified response RES’ to the
network wherein the modification depends on the type of
communication channel the authentication request was
received by the terminal;

- a network node configured to generate in response to
the receipt of an authentication data request a modified
expected response XRES’ and configured to compare RES’
with XRES’, wherein the modification of the expected
response XRES depends on the type of communication
channel the authentication data response was sent to the

network.

17. A system as recited in claim 16, comprising:

- a terminal configured to receive an authentication
request from the network, to determine a service code
associated with the type of communication channel via which
the authentication request was received by the terminal and to
send in response to the authentication request an
authentication response RES to the network wherein the
authentication response depends on the determined service code
and;

- a network node configured to receive an
authentication data regquest, determine an expected service
code associated with the type of communication channel via
which the authentication data request was received by the
network and to generate in response to the receipt of the
authentication data reguest an expected response XRES, wherein
the expected response depends on the determined expected

service code.
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18. A computer program product comprising software
code portions configured for, when run in the memory of a
terminal, preferable a mobile device, executing the method
steps according to any of claims 1-5.
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INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2009/067201

A. CLASSIFICATION OF SUBJECT MATTER
IS HGan12/06

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HO4W HOAL

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search ierms used)

EPO-Internal, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2006/288407 Al (NASLUND MATS [SE] ET 1,3-5,
AL) 21 December 2006 (2006-12-21) 8-12,14,

16,18

Y paragraph [0003] 2,6-7,
paragraphs [0006] - [0009] 13,15,17

paragraph [0014]
paragraph [0024]
paragraphs [0035], [0036]

paragraphs [0056] - [0064]
paragraphs [0074] - [0077]
paragraphs [0084] - [0087]; table 1
paragraphs [0099] - [0102]
paragraphs [0108] - [0113]

-

See patent family annex.

Further documents are listed in the continuation of Box C.

* Special categories of cited documents : ; -
P g "T" later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention
*X" document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone
4 - "Y" document of particular relevance; the claimed invention
citation or other special reason (as specified) cannot be considered to involve an inventive step when the
"0" document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu-—
other means ments, such combination being obvious to a person skilied
"P" document published prior to the international filing date but in the art.
latef than the priority date claimed "&" document member of the same patent family

"A" document defining the general state of the art which is not
conslidered to be of particular relevance

"E" earlier document but published on or after the international
filing date

"L" document which may throw doubts on pricrity claim(s) or
which is cited to establish the publication date of another

Date of the actual completion of the international search

19 February 2010

Date of mailing of the international search report

26/02/2010

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL — 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Ruiz Sanchez, J
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X US 2005/228992 Al (MIZIKOVSKY SEMYON B 1,3-56,
[US]) 13 October 2005 (2005-10-13) 8-12,14,

16,18

paragraph [0017]; figure 1
paragraphs [0024] - [0031]; figure 3

Y ERICSSON: "How to mitigate the 2,6-7,
Interleaving attack and reduce the trust 13,15,17

in the Authenticator (S3-030084)"
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From the INTERNATIONAL SEARCHING AUTHORITY

To:

KONINKLIJKE KPN N.V.
Attn. Wuvts, Koenraad
P.O. Box 95321
NL.-2509 CH The Hague
PAYS-~-BAS

PATENT COOPERATION TREATY

PCT

NOTIFICATION OF TRANSMITTAL OF
THE INTERNATIONAL SEARCH REPORT AND
THE WRITTEN OPINION OF THE INTERNATIONAL
SEARCHING AUTHORITY, OR THE DECLARATION

(PCT Rule 44.1)

Date of mailing

(day/month/year) 26/02/2010

Applicant's or agent’s file reference
403332WO

FOR FURTHER ACTION See paragraphs 1 and 4 beiow

International application No.
PCT/EP2009/067201

International filing date

(day/month/year) 15 / 12 / 2009

Applicant

KONINKLIJKE KPN N.V.

1. Iz] The applicant is hereby notified that the international search report and the written opinion of the International Searching
Authority have been established and are transmitted herewith.

Filing of amendments and statement under Article 19:
The applicant is entitled, if he so wishes, to amend the claims of the International Application (see Rule 46):
When? The time limit for filing such amendments is normally two months from the date of transmittal of the
International Search Report.
Where? Directly to the International Bureau of WIPO, 34 chemin des Colombettes
1211 Geneva 20, Switzerland, Fascimile No.: (41-22) 338.82.70
For more detailed instructions, see the notes on the accompanying sheset.

2. D The applicant is hereby notified that no international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith.

3. D With regard to any protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

the protest together with the decision thereon has been transmitted to the International Bureau together with the

applicant’s request to forward the texts of both the protest and the decision thereon to the designated Offices.
no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

4. Reminders

Shortly after the expiration of 18 months from the priority date, the international application will be published by the
international Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international
application, or of the priority claim, must reach the International Bureau as provided in Rules 90bis.1 and 90bis.3, respectively,
before the completion of the technical preparations for internationat publication.

The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the
International Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an
international preliminary examination report has been or is to be established. These comments would also be made available to
the public but not before the expiration of 30 months from the priority date.

Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed
acts for entry into the national phase before those designated Offices.

in respect of other designated Offices, the time limit of 30 months (or later) will apply even if no demand is filed within 19
months.

See the Annex to Form PCT/IB/301 and, for details about the applicable time limits, Office by Office, see the PCT Applicant’s
Guide, National Chapters.

Name and mailing address of the International Searching Authority Authorized officer

T N European Patent Office, P.B. 5818 Patentiaan 2 . .
NL-2280 HV Rijswijk Anita Rothenblicher
p) Tel. (+31~70) 340-2040, Tx. 31 651 epo nl,

=  Fax: (+31-70) 340-3016

Form PCT/ISA/220 (July 2009)

(See notes on accompanying sheet)
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NOTES TO FORM PCT/ISA/220

These Notes are intended to give the basic instructions concerning the filing of amendments under article 19. The
Notes are based on the requirements of the Patent Cooperation Treaty, the Regulations and the Administrative Instructions
under that Treaty. In case of discrepancy between these Notes and those requirements, the latter are applicable. For more
detailed information, see aiso the PCT Applicant's Guide.

In these Notes, "Article”, "Rule”, and "Section” refer to the provisions of the PCT, the PCT Regulations and the PCT
Administrative Instructions, respectively.

INSTRUCTIONS CONCERNING AMENDMENTS UNDER ARTICLE 19

The applicant has, after having received the international search report and the written opinion of the international
Searching Authority, one opportunity to amend the claims of the international application. it should however be emphasized
that, since all parts of the international application (claims,description and drawings) may be amended during the
international preliminary examination procedure, there is usually no need to file amendments of the claims under Articie 19
except where, e.g. the applicant wants the latter to be published for the purposes of provisional protection or has another
reason for amending the claims before international publication. Furthermore, it should be emphasized that provisional
protection is available in some States only (see PCT Applicant's Guide, Annex B).

The attention of the applicant is drawn to the fact that amendments to the claims under Article 19 are not allowed where
the International Searching Authority has declared, under Articte 17(2), that no international search report would be
established (see PCT Appiicant’s Guide, International Phase, paragraph 296).

What parts of the international application may be amended?

Under Articte 19, only the claims may be amended.

During the international phase, the claims may also be amended (or further amended) under Article 34 before the
International Preliminary Examining Authority. The description and drawings may only be amended under

Article 34 before the International Examining Authority.

Upon entry into the national phase, all parts of the international application may be amended under Article 28 or,
where applicable, Article 41.

When? Within 2 months from the date of transmittal of the internationat search report or 16 months from the priority date,
whichever time limit expires later. It shouid be noted, however, that the amendments will be considered as having
been received on time if they are received by the International Bureau after the expiration of the applicable time
limit but before the completion of the technical preparations for international publication (Rule 46.1).

Where not to file the amendments?

The amendments may only be filed with the International Bureau and not with the receiving Office or the
international Searching Authority (Rule 46.2).

Where a demand for international preliminary examination has beeny/is filed, see below.

How? Either by cancelling one or more entire claims, by adding one or more new claims or by amending the text of one
or more of the claims as filed.

A replacement sheet or sheets containing a complete set of claims in replacement of all the claims previously filed
must be submitted.

Where a claim is cancelled, no renumbering of the other claims is required. In all cases where claims are
renumbered, they must be renumbered consecutively in Arabic numerals (Section 205(a)).

The amendments must be made in the language in which the international application is to be published.

What documents must/may accompany the amendments?
Letter (Section 205(b)):
The amendments must be submitted with a letter.

The letter will not be published with the internationai application and the amended claims. It shouid not be
confused with the "Statement under Article 19(1)" (see below, under "Statement under Article 19(1)").

The letter must be in English or French, at the choice of the applicant. However, if the language of the
international application is English, the letter must be in English; if the language of the international application
is French, the letter must be in French.

Notes to Form PCT/ASA/220 (first sheet) (July 2009)
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NOTES TO FORM PCT/ISA/220

These Notes are intended to give the basic instructions concerning the filing of amendments under article 19. The
Notes are based on the requirements of the Patent Cooperation Treaty, the Regulations and the Administrative Instructions
under that Treaty. [n case of discrepancy between these Notes and those requirements, the latter are applicable. For more
detailed information, see aiso the PCT Applicant's Guide.

in these Notes, "Article”, "Rule”, and "Section” refer to the provisions of the PCT, the PCT Regqulations and the PCT
Administrative instructions, respectively.

INSTRUCTIONS CONCERNING AMENDMENTS UNDER ARTICLE 19

The applicant has, after having received the international search report and the written opinion of the International
Searching Authority, one opportunity to amend the claims of the international application. it shouid however be emphasized
that, since all parts of the international application (claims,description and drawings) may be amended during the
international preliminary examination procedure, there is usually no need to file amendments of the claims under Article 19
except where, e.g. the applicant wants the latter to be published for the purposes of provisional protection or has another
reason for amending the claims before international publication. Furthermore, it should be emphasized that provisional
protection is available in some States only (see PCT Appiicant’s Guide, Annex B).

The attention of the applicant is drawn to the fact that amendments to the claims under Article 19 are not allowed where
the International Searching Authority has declared, under Article 17(2), that no international search report would be
established (see PCT Applicant’s Guide, International Phase, paragraph 296).

What parts of the international application may be amended?

Under Article 19, only the claims may be amended.

During the international phase, the claims may also be amended (or further amended) under Article 34 before the
Intemational Preliminary Examining Authority. The description and drawings may only be amended under

Article 34 before the International Examining Authority.

Upon entry into the national phase, all parts of the international application may be amended under Article 28 or,
where applicable, Article 41.

When? Within 2 months from the date of transmittal of the international search report or 16 months from the priority date,
whichever time limit expires later. it should be noted, however, that the amendments will be considered as having
been received on time if they are received by the international Bureau after the expiration of the applicable time
limit but before the completion of the technical preparations for international publication (Rule 46.1 )

Where not to file the amendments?

The amendments may only be filed with the International Bureau and not with the receiving Office or the
international Searching Authority (Rule 46.2).

Where a demand for international preliminary examination has been/is filed, see below.

How? Either by cancelling one or more entire claims, by adding one or more new claims or by amending the text of one
or more of the claims as filed.

A replacement sheet or sheets containing a complete set of claims in replacement of all the claims previously filed
must be submitted.

Where a claim is cancelled, no renumbering of the other claims is required. In all cases where claims are
renumbered, they must be renumbered consecutively in Arabic numerais (Section 205(a)).

The amendments must be made in the language in which the international application is to be published.

What documents must/may accompany the amendments?
Letter (Section 205(b)):
The amendments must be submitted with a letter.

The letter will not be published with the international application and the amended claims. It should not be
confused with the "Statement under Article 19(1)" (see below, under "Statement under Article 19(1)").

The letter must be in English or French, at the choice of the applicant. However, if the language of the
international application is English, the letter must be in English; if the language of the international application
is French, the letter must be in French.

Notes to Form PCT/ISA/220 (first sheet) (July 2009)
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PATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPORT

(PCT Article 18 and Rules 43 and 44)

Applicant’s or agent's file reference FOR FURTHER see Form PCT/ISA/220

403332WO ACTION as well as, where applicable, item & below.
International application No. international filing date (day/month/year) (Earliest) Priority Date (day/month/year)
PCT/EP2009/067201 15/12/2009 15/12/2008
Applicant

KONINKLIJKE KPN N.V.

This international search report has been prepared by this international Searching Authority and is transmitted to the applicant
according 1o Article 18. A copy is being transmitted to the International Bureau.

This international search report consists of a total of 4 sheets.
Itis also accompanied by a copy of each prior art document cited in this report.

1. Basis of the report
a. With regard to the language, the international search was carried out on the basis of:

the international appiication in the language in which it was filed

D a transiation of the international application into , which is the language
of a translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b))

b. D This international search report has been established taking into account the rectification of an obvious mistake
authorized by or notified to this Authority under Rule 91 (Rule 43.6bis(a)).

¢. [ ]  with regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. I.
2. D Certain claims were found unsearchable (See Box No. il}
3. D Unity of invention is lacking (see Box No Ill)

4. With regard to the title,
the text is approved as submitted by the applicant
D the text has been established by this Authority to read as follows:

5. With regard to the abstract,
the text is approved as submitted by the applicant

l:] the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box No. IV. The applicant
may, within one month from the date of mailing of this international search report, submit comments to this Authority

6. With regard to the drawings,
a. the figure of the drawings t0 be pubiished with the abstract is Figure No. _1
as suggested by the applicant
D as selected by this Authority, because the applicant failed to suggest a figure
D as selected by this Authority, because this figure better characterizes the invention
b. D none of the tigures is to be published with the abstract

Form PCT/ISA/210 (first sheet) (April 2007)
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INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2009/067201

A. CLASSIFICATION O] OS6UBJECT MATTER

INV. HO4W1l2

According to international Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbois)

HO4W HO4L

Documentation searched other than minimum documentation to the extent that such documents are inciuded in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant {o claim No.
X US 2006/288407 Al (NASLUND MATS [SE] ET 1,3-5,
AL) 21 December 2006 (2006-12-21) 8-12,14,
16,18
Y paragraph [0003] 2,6-7,

paragraphs [0006] - [0009] 13,15,17
paragraph [0014]
paragraph [0024]

paragraphs [0035], [0036]

paragraphs [0056] - [0064]
paragraphs [0074] - [0077]
paragraphs [0084] - [0087]; table 1
paragraphs [0099] - [0102]
paragraphs [0108] - [0113]
—f
Further documents are listed in the continuation of Box C. See patent family annex.

Special categories of cited documents : ! . . )

'T" later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theoty underlying the
invention

*A* document defining the general state of the art which is not
considered to be of particular relevance

'E* earlier document but published on or after the international *X* document of particular relevance: the claimed invention
filing date cannot be considered novel or cannot be considered to

*L* document which may throw doubts on priority claim(s) or involve an inventive step when the document is taken alone
which is cited lo establish the publication date of another 'Y* document of particular relevance; the claimed invention
citation or other special reason (as specitied) cannol be considered to involve an inventive step when the

'O document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu—
other means ments, such combination being obvious to a person skilled
*P* document published prior to the international filing date but inthe art.
later than the priority date claimed ‘&" document member of the same palent family
Date of the actual completion of the international search Date of mailing of the intemational search repon
19 February 2010 26/02/2010
Name and mailing address of the ISA/ Authorized officer

European Patent Cffice, P.B. 5818 Patentiaan 2
NL - 2280 HV Rijswijk

Tel (+31-70) 340-2040, s
Fax: (+31-70) 340-3016 Ruiz Sanchez, J

Form PCT/ISA/210 (sscond sheet} (April 2005)

page 1 of 2
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International application No

PCT/EP2009/067201
C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT
Category* | Citation of document, with indication, where appropriate, of the relevant passages Retevant to claim No.
X US 2005/228992 Al (MIZIKOVSKY SEMYON B 1,3-5,
[US]) 13 October 2005 (2005-10-13) 8-12,14,
16,18
paragraph [0017]; figure 1
paragraphs [0024] - [0031]; figure 3
Y ERICSSON: "How to mitigate the 2,6-7,
Interleaving attack and reduce the trust 13,15,17
in the Authenticator (S$3-030084)"
3GPP TSG SA WG3 SECURITY,
February 2003 (2003-02), XP050243902
the whole document
Forrn PCT/ISA/210 (continuation of second sheet) (Aprit 2005}
age 2 of 2
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INTERNATIONAL SEARCH REPORT

International application No
Information on patent family members

PCT/EP2009/067201
Patent document Publication Patent family Publication
cited in search report date member{s) date

US 2006288407 Al 21-12-2006  NONE

US 2005228992 Al 13-10-2005  NONE

Form PCT/ASA/Z10 {patent family annex) (April 2008)
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PATENT COOPERATION TREATY

From the

[ To:

see form PCTASAL20

| PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

| (PCT Rule 43bis.1)

\ \ Date of mailing
‘ {daysmonthiear) seeform PCTASAR210 {(second sheet)

Applicant's or agent's file reference

see form PCTASA/220

| FOR FURTHER ACTION
~ See paragraph 2 below

| International application No.

PCT/EP2009/067201

International filing date (daymonthiear) Priority date (day/monthyear)
15.12.2009 15.12.2008

INV. HO4W 1206

International Patent Classification (IPC) or both national classification and IPC

Applicant
KONINKLIJKE KPN N.V.

U0 NODODOK

2. FURTHER ACTION

will not be so considered.

whichever expires later.

ﬁéﬂrrive'énd'rﬁaiﬁng address of the ISA:

!
. ) European Patent Office
‘ P.B. 5818 Patentlaan 2

I T NL-2280 HV Rijswijk - Pays Bas

Tel. +31 70 340 - 2040
Fax: +31 70 340 - 3016

1. This opinion contains indications relating to the following items:

Box No. | Basis of the opinion |

|
Box No. |l Priority
Box No. Il Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. IV Lack of unity of invention

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

Box No. VI Certain documents cited
Box No. VI Gertain defects in the international application

Box No. VIl Certain observations on the international application

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA"} except that this does not apply where
[ the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Rule 66.1bis(b) that written opinions of this international Searching Authority

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months
from the date of mailing of Form PCTASA/220 or before the expiration of 22 months from the priority date,

| For further options, see Form PCTASAR20.

Form PCTASAR37 (Cover Sheet) (April 2005)

© 3. For further details, see notes to Form PCTASAR20. ‘

| Date of con:rélétion of

| Authorized Officer
this opinion
' see form

i Ruiz Sanchez, J B 0)»

|
| } Telephone No. +31 70 340-4717 g g ?
I

o -l . - [ |
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/EP2009/067201

Box No.1 Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of:
& the international application in the language in which it was filed

[J a transiation of the international application into , which is the language of a translation furnished for the
purposes of international search (Rules 12.3(a) and 23.1 (b)).

2. OO This opinion has been established taking into account the rectification of an obvious mistake authorized
by or notified to this Authority under Rule 91 (Rule 43bis.1(a))

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and
necessary to the claimed invention, this opinion has been established on the basis of:

a. type of material:
O a sequence listing
L1 table(s) related to the sequence listing
b. format of material:
O  on paper
LI in electronic form
c. time of filingfurnishing:
0O contained in the international application as filed.
O filed together with the international application in electronic form.
[0 furnished subsequently to this Authority for the purposes of search.

4. OO In addition, in the case that more than one version or copy of a sequence listing andior table relating thereto
has been filed or furnished, the required statements that the information in the subsequent or additional
copies is identical to that in the application as filed or does not go beyond the application as filed, as
appropriate, were furnished.

5. Additional comments:

Forrn PCTASA/237 (April 2007)
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WRITTEN OPINION OF THE , International application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/EP2009/067201

Box No.V  Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N) Yes: Ciaims 2,6-7 13, 15,17

No: Claims 1.3-5,8-12. 14,16, 18
Inventive step {IS) Yes: Claims

No: Claims 1-18
Industrial applicability (I1A) Yes: Claims 1-18

No: Claims

2. Citations and explanations

see separate sheet

Form PCTASA/237 (April 2007)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/EP2009/067201

ReltemV

Reasoned statement with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

D1
D2
D3

2.1

2.2

Reference is made to the following documents:
US 2006/288407 A1 (NASLUND MATS [SE] ET AL) 21 December 2006

US 2005/228992 A1 (MIZIKOVSKY SEMYON B [US]) 13 October 2005

ERICSSON: "How to mitigate the Interleaving attack and reduce the trust
in the Authenticator (S3-030084)" 3GPP TSG SA WG3 SECURITY,
February 2003

The present application does not meet the criteria of Article 33(2) PCT,
because the subject-matter of claims 1,9, 11, 12, 14, 16, 18 is not new.

Document D1 discloses (the references in parentheses applying to this
document) a method for service - based authentication of a terminal to a
network, the terminal comprising one or more communications interfaces for
setting - up a communication channel with the network (figure 4, the mobile
terminal comprises several communication units: e.g GSM, UMTS,
Bluetooth...), the method comprising the steps of:

- sending a service request for access to a network service (this step is
implicitly disclosed, since authentication in the services disclosed in D1, e.g.
GSM, UMTS... is triggered as a response to an access request);

- receiving in response to the service request an authentication request from
the network (paragraph [0084]: "AKA request");

- identifying the communication channel through which the authentication
request was received (paragraph [0084], first sentence: "...the terminal
(mobile) may be configured to determine whether the AKA request initially
comes over the normal network interface, or over another interface such as
Bluetooth or IRDA (Infrared Data Association) interfaces" ); and,

- sending an authentication response RES to the network, wherein the
authentication response depends on the identified communication channel
(paragraph [0084] and table 1: additional processing of the challenge/
response depends on the communication channel; paragraph [0110] shows
the modification of the result parameter sent to the network).

The same reasoning applies mutatis mutandis to independent claims 9, 11,
12, 14,16, 18. The subject-matter of claims 9, 11, 12, 14, 16, 18 is therefore
not new.

Form PCT/ISA/23/ (Separate Sheet) (Sheet 1) (EPO-April 2008)
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WRITTEN OPINION OF THE international application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/EP2009/067201

2.3

2.4

3.1

3.2

For the sake of completeness, it is noticed that document D2 discloses dual
terminals using the same identification module for authenticating the network
access via two different network interfaces (paragraph [0025]) wherein the
response of the terminal to the authentication request depends on the
communication channel used. According to D2 the authentication information
received from the network is treated differently depending on the access
interface used: in the case of IS-2000, the standard challenge/response with
CAVE is performed (paragraph [0025], third sentence), whereas in the case of
HRPD, the authentication information is modified by the terminal before
passing it to the identity module (paragraph [0027]) and the response received
from the identity module is modified (paragraphs [0029] and [0030]). The
corresponding modifications of the information received by the HLR/AuC are
performed by the AAA in the network side (paragraph [0030]). Therefore, the
subject-matter of claims 1, 9, 11, 12, 14, 16, 18 is also considered not new
over disclosure D2.

The attention of the applicant is also drawn to the fact that commonly used
USIM/SIM/ISIM modules fall into the scope of claim 11, since the modification
of the standard response on the basis of a predetermined function and the
identified communication channel are defined as optional.

Claims 2-8, 10, 13, 15, 17 do not appear to contain any additional features
which, in combination with the features of any claim to which they refer, meet
the requirements of the PCT with respect to novelty and/or inventive step:

The additional features of claims 3-5, 8, 10 are known from D1 (see point 2.1
above and the corresponding passages cited on the search report, in
particular paragraphs [0024], [0036], [0056] and [0087]).

The additional features of claims 2, 6, 7, 13, 15, 17 are rendered obvious by
the combination of documents D1 (see paragraphs [0020] and [0108] to
[0111]) and D3 (see page 2, "solution 2", which teaches the use of a service
identifier in the modified challenge/response to avoid that an attacker re-uses
AKA quintets with a different service).

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPG Apri 2005)
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Possible steps after receipt of the international search report (ISR) and
written opinion of the International Searching Authority (WO-1SA)

General For all international applications filed on or after 01/01/2004 the compsetent

information ISA will establish an ISR It is accompanied by the WO-1SA. Unlike the
former written opinion of the IPEA (Rule 66.2 PCT), the WO-ISA is not
meant to be responded to, but to be taken into consideration for further
procedural steps. This document explains about the possibilities.

Amending claims Within 2 months after the date of mailing of the ISR and the WO-ISA the

under applicant may file amended claims under Art. 19 PCT directly with the

Art. 19 PCT International Bureau of WIPQO. The PCT reform of 2004 did not change
this procedure. For further information please see Rule 46 PCT as well as
form PCT/ISA/220 and the corresponding Notes to form PCT/1SA/220.

Filing ademand [n principle, the WO-ISA will be considered as the written opinion of the

for international |IPEA. This should, in many cases, make it unnecessary to file a demand for

preliminary international preliminary examination. If the applicant nevertheless wishes

examination to file a demand this must be done before expiry of 3 months after the
date of mailing of the ISR/ WO-ISA or 22 months after priority
date, whichever expires later (Rule 54bis PCT). Amendments under Art.
34 PCT can be filed with the IPEA as before, normally at the same time as
filing the demand (Rule 66.1 (b) PCT).

If a demand for international preliminary examination is filed and no
comments/amendments have been received the WO-1SA will be transformed
by the IPEA into an IPRP (International Preliminary Report on Patentability)
which would merely reflect the content of the WO-1SA. The demand can still
be withdrawn (Art. 37 PCT).

Filing informal After receipt of the ISR/'WO-I1SA the applicant may file informal comments

comments on the WO-ISA directly with the International Bureau of WIPO. These
will be communicated to the designated Offices together with the |PRP
(International Preliminary Report on Patentability) at 30 months from the
priority date. Please also refer to the next box.

End of the At the end of the international phase the International Bureau of WIPO will
international transform the WO-1SA or, if a demand was filed, the written opinion of the
phase IPEA into the IPRP, which will then be transmitted together with possible

informal comments to the designated Offices. The IPRP repiaces the former
IPER (international preliminary examination report).

Relevant PCT Rule 43 PCT, Rule 43bis PCT, Rule 44 PCT, Rule 44bis PCT, PCT Newsletter
Rules and more  12/2003, OJ 11/2003, OJ 12/2003
information
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Bitte beachten Sie, dass angefuhrte Nichtpatentliteratur (wie z. B.
wissenschaftliche oder technische Dokumente) je nach geltendem Recht
dem Urheberrechtsschutz und/oder anderen Schutzarten fir schriftliche
Werke unterliegen kénnte. Die Vervielfaltigung urheberrechtlich
geschitzter Texte, ihre Verwendung in anderen elektronischen oder
gedruckten Publikationen und ihre Weitergabe an Dritte ist ohne
ausdrickliche Zustimmung des Rechtsinhabers nicht gestattet.

Veuillez noter que les ouvrages de la littérature non-brevets qui sont
cités, par exemple les documents scientifiques ou techniques, etc.,
peuvent étre protégés par des droits d'auteur et/ou toute autre protection
des écrits prévue par les législations applicables. Les textes ainsi
protégés ne peuvent étre reproduits ni utilisés dans d'autres publications
électroniques ou imprimées, ni rediffusés sans l'autorisation expresse du
titulaire du droit d'auteur.

Please be aware that cited works of non-patent literature such as
scientific or technical documents or the like may be subject to copyright
protection and/or any other protection of written works as appropriate
based on applicable laws. Copyrighted texts may not be copied or used
in other electronic or printed publications or re-distributed without the
express permission of the copyright holder.
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File Copy PCT/EP2009/067201
PATENT COOPERATION TREATY

ADVANCE E-MAIL

From the INTERNATIONAL BUREAU

PCT

NOTIFICATION CONCERNING

SUBMISSION OR TRANSMITTAL ‘F’)Vngg;( ggggqaad
OF PRIORITY DOCUMENT 0.
NL-2509 CH The Hague
PAYS-BAS

(PCT Administrative Instructions, Section 411)

Date of mailing (day/month/year)
05 February 2010 (05.02.2010)
App lifggfgsoés\“;’glﬂs file reference IMPORTANT NOTIFICATION
International application No. International filing date (day/month/year)
PCT/EP2009/067201 15 December 2009 (15.12.2009)
International publication date (day/month/year) Priority date (day/month/year)
Not yet published 15 December 2008 (15.12.2008)
Applicant

KONINKLIJKE KPN N.V. et al

1. By means of this Form, which replaces any previously issued notification concerning submission or transmittal of priority documents, the
applicant is hereby notified of the date of receipt by the International Bureau of the priority document(s) relating to all earlier
application(s) whose priority is claimed. Unless otherwise indicated by the letters “NR", in the right-hand column or by an asterisk
appearing next to a date of receipt, the priority document concerned was submitted or transmitted to the International Bureau in
compliance with Rule 17.1(a) or (b).

2. (If applicable) The letters “NR" appearing in the right-hand column denote a priority document which, on the date of mailing of this
Form, had not yet been received by the International Bureau under Rule 17.1(a) or (b). Where, under Rule 17.1(a), the priority
document must be submitted by the applicant to the receiving Office or the International Bureau, but the applicant fails to submit the
priority document within the applicable time limit under that Rule, the attention of the applicant is directed to Rule 17.1(¢) which
provides that no designated Otfice may disregard the priority claim concerned before giving the applicant an opportunity, upon entry into
the national phase, to furnish the priority document within a titne limit which is reasonable under the circumstances.

3. (If applicable)An asterisk (*) appearing next to a date of receipt, in the right-hand column, denotes a priority document submitted or
transmitted to the International Bureau but not in compliance with Rule 17.1(a) or (b) (the priority document was received atter the
time limit prescribed in Rule 17.1(a) or the request to prepare and transmit the priority document was submitted to the receiving Office
after the applicable time limit under Rule 17.1(b)). Even though the priority document was not furnished in compliance with Rule 17.1(a)
or (b), the International Bureau will nevertheless transmit a copy of the document to the designated Offices, for their consideration. In
case such a copy is not accepted by the designated Office as the priority document, Rule 17.1(c) provides that no designated Office may
disregard the priority claim concerned before giving the applicant an opportunity, upon entry into the national phase, to furnish the
priority document within a time limit which is reasonable under the circumstances.

Priority date Priority application No. Country or regional Office Date of receipt
or PCT receiving Office of priority document
15 December 2008 (15.12.2008) 08021705.2 EP 01 February 2010 (01.02.2010)
The International Bureau of WIPO Authorized officer
34, chemin des Colombettes Yolai C
1211 Geneva 20, Switzerland Olaine Lussac
e-mail PTOS.PCT@WIPO.INT
Facsimile No. +41 22 338 82 70 Telephone No. +41 22 338 74 05
Form PC'1/1B/304 (October 2005) 1/ECOHZX1D40
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DESIGNATED/ELECTED OFFICE (DO/EQ/US)
(Case No. 11-808-WO-US)

In re Application of:

Franklin Selgert et al.
Examiner: TBA
Serial No.: Not yet assigned

Int’l Appln. No.: PCT/EP2009/067201 Art Unit: TBA
Int’l. Filing Date: 15 December 2009

For: Service-Based Authentication
to a Network

N N N N N N N N N N N’

PRELIMINARY AMENDMENT

Mail Stop PCT
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Dear Sir:
Prior to examination of the concurrently filed United States National application
corresponding to PCT/EP2009/067201, Applicants respectfully request entry of the attached

amendments to the specification beginning on page 2 and the claims beginning on page 3, as well as

consideration of the attached Remarks beginning on page 9.

Samsung Ex. 1002, Page 261 of 341



AMENDMENT TO THE SPECIFICATION

In the first page, after the Title of the Invention, please insert the following:

"CROSS REFERENCE TO RELATED APPLICATIONS
The present application is a national stage entry of PCT/EP2009/067201, filed December 15, 2009,
and claims priority to EP 08021705.2, filed December 15, 2008, the entire contents of which is

incorporated herein by reference."
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AMENDMENTS TO THE CLAIMS:

1. (Currently amended)  Method for service-based authentication of a
terminal to a network, the terminal comprising one or more communications interfaces for

setting-up a communication channel with the network, the method comprising the-steps-of:

sending a service request for access to a network service;

—  receiving in response to the service request an authentication request
from the network;

— identifying the communication channel through which the authentication request
was received; and,

— sending an authentication response RES to the network, wherein the authentication

response depends on the identified communication channel.

2. (Currently amended)  Method according to claim 1, the method further
comprising the-steps-of:
- determining a service code associated with the identified communication channel;
- calculating the response RES on the basis of the information in the authentication
request and the service code, thereby securely including, preferably cryptographically,
information regarding the identity of the communication channel through which the

authentication request was received into the response.

3. (Currently amended)  Method according to claim[[s]] 1 ex2, wherein the
terminal comprises an identity module and a service interface (SI) module, the SI preferably
implemented as a trusted hardware module, configured to securely communicate with the
identity module and to identify the communications channel through which the

authentication request was received.
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4. (Currently amended)  Method according to_claim | any-efelaimstto3,
wherein the authentication request comprises authentication information, preferably a random
challenge RAND, the method further comprising the-steps-of:

- modifying the authentication information on the basis of the identified communications
channel;

- generating, preferably using an authentication and key agreement (AKA) of a
telecommunication standard, an authentication response RES on the basis of the

modified authentication information.

5. (Currently amended)  Method according to claim 1 any-efelaimst-to-3,
wherein the authentication request comprises authentication information, preferably a random
challenge RAND, the method further comprising the-steps-of:

—  generating, preferably on the basis of an authentication and key agreement (AKA) of a
telecommunication standard, an authentication response RES;
—  modifying, preferably using a one-way function, the authentication parameter RES on

the basis the identified communications channel.

6. (Currently amended)  Method according to claim 2 any-efelaims2-5, the
method further comprising the-steps-of:
- the terminal sending a service request via a predetermined communications
channel to the network;
- the network generating an expected service code XSC on the basis of the type
of communications channel the service request was sent to the network; and

- determining on the basis of expected service code XSC an expected response XRES.

7. (Currently amended)  Method according to claim 6, the method further
comprising the-steps-of:
— comparing the expected response XRES with the authentication response  RES

send by the terminal to the network; and[[,]]
4
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—  determining the terminal to be in an un-trusted state if RES 1s not equal to XRES.

8. (Currently amended)  Method according to claim 1 any-efelaims+-7,
wherein the terminal comprises a 2G or 3G type radio interface, a Bluetooth radio
interface, a WLAN interface, a digital enhanced cordless (DECT) radio interface or an

Ethernet data interface.

9. (Original) Service interface module for use in a terminal, preferably
configured to securely process all authentication information transmitted to and from an
identity module in the terminal, the service interface module comprising:

— areceiver for receiving an authentication signal from the network via one of the
communications interfaces of the terminal;

— achannel identifier for identifying the communication channel through which the

authentication signal was received, preferably by providing a service code

associated with the identified communication channel;

— achannel interface for establishing a secure communication channel between the

module and an identity module of the terminal.

10. (Original) Service interface module according to claim 9, the
module further comprising:

— amodifier for modifying an authentication response of the identity module on the
basis of the identified communication channel, or means for transmitting
mformation regarding the identified communications channel to the identity
module, or means for modifying the authentication signal received from the

network.

11. (Currently amended)  An identity module, preferably a smartcard, for
establishing a safe communication channel with a service interface module as claimed in

claim[[s]] 9 ex1+8, the identity module comprising: a calculator for calculating a response RES
5
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—  preferably according to a GSM AKA, a 3GPP AKA or an IMS AKA

— upon receipt of an authentication request; and, optionally, a modifier for modifying
the response RES on the basis of a predetermined mathematical function using

information on the identified communication channel.

12. (Currently amended) A terminal, preferably a mobile device, for
accessing network services, the terminal being configured to send in response to an
authentication request a modified response RES' to the network wherein the modification
depends on the type of communication channel the authentication request was received by

the terminal.

13. (Currently amended)  The terminal as recited in claim 12 wherein the
terminal is configured to:
—  receive an authentication request from the network;
— determine a service code associated with the type of communication channel via
which the authentication request was received by the terminal; and[[;]]
— send in response to the authentication request an authentication response
RES to the network wherein the authentication response depends on the determined

service code.

14. (Currently amended) A network node for service-based authentication of a
terminal to a network, the network node being configured to generate in response to the
receipt of an authentication data request a modified expected response XRES', wherein the
modification of the expected response XRES depends on the type of communication channel

the authentication data response was sent to the network.
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15. (Currently amended) A network node as recited in claim 14, wherein the

network node is configured to:
—  receive an authentication data request;

— determine an expected service code associated with the type of communication

channel via which the authentication data request was received by the network; and[[;]]

—  generate in response to the receipt of the authentication data request an expected
response XRES, wherein the expected response depends on the determined

expected service code.

16.  (Original) A system for service based authentication to a network,
comprising:
— aterminal configured to send in response to an authentication request a modified
response RES' to the network wherein the modification depends on the type of

communication channel the authentication request was received by the terminal;

— anetwork node configured to generate in response to the receipt of an authentication
data request a modified expected response XRES' and configured to compare RES'
with XRES', wherein the modification of the expected response XRES depends on

the type of communication channel the authentication data response was sent to the

network.

17.  (Currently amended) A system as recited in claim 16, comprising:
— aterminal configured to receive an authentication request from the network, to
determine a service code associated with the type of communication channel via
which the authentication request was received by the terminal and to send in response to
the authentication request an authentication response RES to the network wherein the

authentication response depends on the determined service code; and[[;]]

— anetwork node configured to receive an authentication data request, determine an

expected service code associated with the type of communication channel via which the

7
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authentication data request was received by the network and to generate in response to the
receipt of the authentication data request an expected response XRES, wherein the

expected response depends on the determined expected service code.
18. (Currently amended) A computer program product comprising software

code portions configured for, when run in the memory of a terminal, preferable a mobile

device, executing the method steps according to claim 1. any-efelaimst+-5-
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REMARKS
No new matter has been introduced into the present application as a result of the above
amendments.
Applicant submits this preliminary amendment to put the claims in better condition for
examination. Prompt consideration and entry of this amendment prior to examination is respectfully
requested. If there are any questions or comments regarding this Amendment or application, the

Examiner is encouraged to contact the undersigned attorney as indicated below.

Respectfully submitted,

Date: June 13, 2011 [Scott M. Miller/
Scott M. Miller
Reg. No. 62,967

McDonnell Boehnen Hulbert & Berghoff LLP

Telephone: 312-913-0001 300 South Wacker Drive
Facsimile:  312-913-0002 Chicago, IL 60606
9
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Service-based authentication to a network.

Field of the invention

The invention relates to a service-based
authentication to a network and, in particular, though not
exclusively, to a method and a system for a service-based
authentication of a terminal to a network and a service

interface module for use in such system.

Background of the invention

The new generation mobile devices, such as smart
phones, provide more and more enhanced computational
functionalities via open network connections. Such mobile
devices are e.g. capable of receiving e-mail, share software
with one another through short-range connections, downloading
and executing software from the Internet, making automated
calls and act under remote control. Hence, similar to a
personal computer, mobile devices and in particular the
software components involved in the setting up of a connection
between the mobile device to the network, are vulnerable to
attacks of malicious code (malware). Typically malware
attempts to make misuse of mobile device or to simply disrupt
legitimate use of a mobile device.

Typically, malware makes use of security flaws in the
authentication procedure which provides a subscriber access to
a network. For example the GSM authentication and key
agreement (AKA) only authenticates the mobile device to the
network, but not the other way around. The GSM AKA is
therefore wvulnerable to so-called false base station attacks
wherein an attacker pretends to be a valid base station. In
the UMTS AKA part of these threats are mitigated by using a
mutual authentication wherein the mobile device has to
authenticate itself to the Visitor Location Register (VLR) and
the VLR has to authenticate itself to the mobile device. An
overview of the security threats in the G3M AKA and the way a
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number of these threats are counteracted by the UMT3 AKA are
described in ETSI TS 33.900.

From TS 33.900 it follows that the UMTS AKA is still
vulnerable to security attacks. For example, the UMTS AKA is
vulnerable to the so-called man-in-the-middle attacks, wherein
a mobile device of an attacker may use authentication
information from the (U)SIM of the victim in order to obtain
access to the network. Such a man-in-the-middle attack allows
network access as if the connection was set up by the victim.
As the network cannot distinguish between a legal situation

‘and such attack the malware allows to set up calls on the

expenses of the victim thereby causing substantial damage.

Summary of the invention

It is an object of the invention to reduce or
eliminate at least one of the drawbacks known in the prior art
and to provide in a first aspect of the invention a method for
service-based authentication of a terminal to a network. The
terminal comprises one or more communications interfaces for
allowing the terminal to setting-up a communication channel
with the network. The method comprises the steps of: sending a
service request for access to a network service; receiving in
response to the service request an authentication request from
the network; identifying the communication channel through
which the authentication request was received; and, sending an
authentication response RES to the network, wherein the
authentication response depends on the identified
communication channel.

The method allows the network to determine through
which communication channel authentication information is
transmitted to the network. Determination of the communication
channel can be easily achieved by identifying the
communication interface through which the authentication
request 1s received. Such service-based authentication method
effectively prevents misuse of authentication information,

e.g. a man-in-the-middle attack wherein an attacker uses
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authentication information from the (U)SIM of the victim in
order to obtain access to the network.

Furthermore, the method is compatible with all or at
least most existing and proposed AKA’s. It only requires
determination of the communication channel through which the
request was received and secure insertion of information
regarding the communication channel into the response.

In one embodiment the method further comprises the
steps of: determining a service code associated with the
identified communication channel; calculating the response RES
on the basis of the information in the authentication request
and the service code, thereby securely including, preferably
cryptographically, information regarding the identity of the
communication channel through which the authentication request
was received into the response.

The information regarding the communication channel
through which the authentication information is transmitted to
the network is securely inserted in the response of the
identity module of the terminal. Hence, it is not possible or
at least very difficult for malware to detect and/or modify
the service channel information.

In another embodiment the terminal used in the method
comprises an identity module and a service interface (SI)
module, the SI preferably implemented as a trusted hardware
module, configured to securely communicate with the identity
module and to identify the communications channel through
which the authentication request was received.

By using a service interface module as a trusted
hardware module in the terminal, a very safe and reliable
method is achieved for sending the information regarding the
identity of the communication channel to the network.
Preferably, the service interface module is configured to
receive all incoming authentication signals from the network.
Hence, all authentication request will be routed via the
service interface module to the identity module of the
terminal.

In yet another embodiment the authentication request

comprises authentication information, preferably a random
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challenge RAND and the method further comprises the steps of:
modifying the authentication information on the basis of the
identified communications channel; generating, preferably
using an authentication and key agreement (AKA) of a
telecommunication telecommunications standard, an
authentication response RES on the basis of the modified
authentication information.

In one embodiment the authentication request
comprises authentication information, preferably a random
challenge RAND and the method further comprises the steps of:
generating, preferably on the basis of an authentication and
key agreement (AKA) of a telecommunication telecommunications
standard, an authentication response RES; modifying,
preferably using a one-way function, the authentication
parameter RES on the basis the identified communications
channel.

This embodiment allows simple and safe implementation
of the method by using a service interface module which
securely communicates with the identity module. Identification
of the communication channel and secure insertion of the
information regarding the identified communication channel may
take place in the service interface module so that no
modifications of the identity module are required. This
implementation is thus compatible with existing identity
modules.

In ancother embodiment the method further comprises
the steps of: the terminal sending a service request via a
predetermined communications channel to the network; the
network generating an expected service code XSC on the basis
of the type of communications channel the service request was
sent to the network; determining on the basis of expected
service code XSC an expected response XRES.

In one embodiment the method further comprises the
steps of: comparing the expected response XRES with the
authentication response RES send by the terminal to the
network; and, determining the terminal to be in an un-trusted

state if RES is not equal to XRES3.
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Hence, the method only requires a simple modification
in the existing network in the sense that it requires a
network node which is configured to identify the communication
channel through which the service request is received by the
network and to extract the information regarding the
communication channel encrypted in the terminal response.

In one embodiment the terminal comprises a 2G or 3G
type radio interface, a Bluetooth radio interface, a WLAN
interface, a digital enhanced cordless (DECT) radio interface
or an Ethernet data interface.

In a further aspect the invention relates to a
service interface module for use in a terminal, preferably
configured to securely process all authentication information
transmitted to and from an identity module in the terminal,
wherein the service interface module comprises: a receiver for
receiving an authentication signal from the network via one of
the communications interfaces of the terminal; a channel
identifier for identifying the communication channel through
which the authentication signal was received, preferably by
providing a service code associated with the identified
communication channel; an interface for establishing a secure
communication channel between the module and an identity
module of the terminal.

All functionality required in the terminal for
implementation ¢of the method can be simply located in one
trusted hardware module which securely communicates with the
identity module.

In one embodiment the service interface module
further comprises a modifier for modifying an authentication
response of the identity module on the basis of the identified
communication channel, or sender for transmitting information
regarding the identified communications channel to the
identity module, or modifier for modifying the authentication
request received from the network.

In another aspect the invention relates to an
identity module, preferably a smartcard, for establishing a
safe communication channel with a service interface module as

described above. The safe communication channel may for
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example consist of a link protected with cryptography or a
direct hardware link between the service interface module and
the identity module that cannot be interfered with by an
attacker. The identity module comprises: a calculator for
calculating a response RES - preferably according to a GSM
AKA, a 3GPP AKA or an IMS AKA - upon receipt of an
authentication request; and, optionally, a modifier for
modifying the response RES on the basis of a predetermined
mathematical function using information on the identified
communication channel.

In yet another aspect the invention relates to a
terminal, preferably a mobile device, for accessing network
services, wherein the terminal is configured to send in
response to an authentication request a modified response RES’
to the network wherein the modification depends on the type of
communication channel the authentication request was received
by the terminal.

In one embodiment the terminal comprises a service
interface module according as described and, optionally, an
identity module as described above.

In a further aspect the invention relates to a
network node for service-based authentication of a terminal to
a network, wherein the network node is configured to generate
in response to the receipt of an authentication data request a
modified expected response XRES’, wherein the modification of
the expected response XRES depends on the type of
communication channel the authentication data response was
sent to the network.

In one embodiment the network node comprises: a
receiver for receiving a service request from a terminal; a
generator for generating an expected service code XSC on the
basis of the type of communication channel the service request
was sent to the network; a generator for generating an
expected response XRES or a receiver for receiving from
another network node an expected response XRES, preferably
according to a GSM AKA, a 3GPP AKA or an IMS AKA; and, a
modifier the expected response XRES on the basis of a

predetermined mathematical function, preferably a one-way
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function, using the expected service code XSC as an input
parameter.

In one embodiment the network node further comprises:
a receiver for receiving a response RES from a terminal; a
comparator for comparing the response RES with the modified
expected response XRES’.

In yet a further aspect the invention relates to a
system for service based authentication to a network,
comprising: a terminal configured to send in response to an
authentication regquest a modified response RES’ to the network
wherein the modification depends on the type of communication
channel the authentication request was received by the
terminal; and, a network node configured to generate in
response to the receipt of an authentication data request a
modified expected response XRES’ and configured to compare
RES’ with XRES’, wherein the modification of the expected
response XRES depends on the type of communication channel the
authentication data response was sent to the network.

The invention also relates to a computer program
product comprising software code portions configured for, when
run in the memory of a terminal, preferable a mobile device,
executing the method steps as described above.

The invention will be further illustrated with
reference to the attached drawings, which schematically will
show embodiments according to the invention. It will be
understood that the invention is not in any way restricted to

these specific embodiments.

Brief description of the drawings

Fig. 1 depicts a schematic representation of a system
according to one embodiment of the invention.

Fig. 2 illustrates a schematic flow diagram of the
GSM authentication procedure and the UMTS authentication

procedure.
Fig. 3 depicts the service interface module according

to one embodiment of the invention.
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Fig. 4 depicts a flow diagram according to one

embodiment of the invention.
Fig. 5 illustrates prevention of a fraudulous

authentication procedure by using the invention.

Detailed description

Fig. 1 illustrates a schematic representation of a
communications system 100 according to one embodiment of the
invention. The system comprises a terminal 102 connected to a
communications network 104. In one embodiment the network may
be a 2G-type (e.g. GSM) mobile network comprising a base
transceiver station (BTS) 106 serving as an access node. The
BSC 1is connected via a base station controller (BSC) 108 to a
mobile switching center (MSC) 110 of e.g. a visiting network
(VN}. The MSC is linked to a visited location register (VLR)
112, which is a database that stores user related data and
performs security functions. The MSC is further linked to a
home location register (HLR) 114 which 1is located in the home
network (HN) where the user of the terminal 102 has a
subscription with the network operator. The HLR 114 stores
user related data, e.g. subscription related data, and co-
operates with the MSC/VLR 110 to keep track of the location of
the terminal. The HLR is connected to an authentication centre
({AuC) 116. The authentication centre (AuC} comprises (amongst
others) algorithms for the calculation of authentication
parameters used in the authentication procedure. For each
subscriber the AuC stores a secret authentication key K which
is also stored in an associated identity module, e.g. a (U)SIM
card or the like, located in the terminal.

Alternatively, the network in Fig. 1 may also depict
a 3G-type (e.g. UMTS) mobile network comprising 3G network
elements. In that case, the network may comprise a radio base
station (Node-B) 106 connected via a Radio Network Controller
(RNC) 108 to a Serving GPRS Support Node (SGSN) 110. The SGSN
is further connected to a VLR 112 and an AuC/HLR 114,116 in a

similar way as in the 2G-type network as described above.
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In a further embodiment the communications network
104 may comprise IMS-based network elements in the form of a
set of Call/Session Control Functions (CSCF) such as a Proxy-—
CSCF (P-CSCF), an Interrogating-CSCF (I-CSCF), a Serving-CSCF
(S-CSCF) and a Home Subscriber Server (HSS). In yet further
embodiments the communications network may comprise 3GPP LTE
or 3GPP SAE network elements.

The terminal 102 may be a personal computer or a
mobile device such as a smart phone, a personal digital
assistant (PDA), a laptop or any other mobile communications
device capable of providing services over one or more
networks. The terminal comprises a service interface (SI)
module 118, an operating system (0S) 126 and an identity
module 120.

The SI module 118 acts as a central access point to
wired and wireless network services and comprises for that
purpose a number of service interfaces. For example, for
wireless services, it includes an interface to an RF module,
e.g. a 2G or 3G radio card, comprising an RF receiver
connecting to one more antennas. Fig. 1 depicts an exemplary
implementation wherein a radio card module 119 provides radio
contact with the base station 106. The RF interface of the
radio card is capable of receiving and/or transmitting RF
signals in accordance with various wireless technologies using
licensed frequency bands (e.g. TDMA for GSM services or W-CDMA
for UMTS services). The radio card must have a secure
interface to the SI module. Beside the interface to the RF
module the S5I module may comprise a number of interfaces to
other wireless interface modules, e.g. wireless interface
modules using non-licensed frequency bands such as the IEEE
802.11 interface for WLAN services, the IEEE 802.15.1
interface for Bluetooth services, an DECT interface as
described in ETS 300 175, etc.

The SI module may also comprise interfaces to one or
more wired interface modules, e.g. an Ethernet interface
allowing the SI module to be connected to the network using a
wired Ethernet communication channel. An access and

configuration (AC) manager in the SI module manages the set-up
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of a communication channel tc an access node of a network or -
in case of a short-range connection such as Bluetooth - to
another terminal. It determines the correct parameter for
operation under a specific wired or wireless technology and/or
protocol associated with the networks services requested by
the terminal. Further, the SI module is configured to securely
include information regarding the used interface in the data
sent to a Service Identification Unit (5IU) 124 in the
network. The interaction between the SI module 118 and the
STU 124 is explained hereunder in more detail.

The Operating System (0OS) of the terminal comprises a
kernel which manages the resources of the mobile device e.g.
the Central Processing Unit (CPU), memory for storing program
instructions and data and Input/Output (I/0) devices such as
the radio module. Further, the 0OS comprises Application
Programming Interfaces (APIs) through which applicatiocn
programs 122 may access services offered by the 0S. The 0S may
comprise APIs for setting up wired or wireless connections via
one of the interfaces modules.

The identity module 120, which is typically
removable, may be a UICC (Universal Integrated Circuit Card)
for use in mobile devices suitable for 2G-type network
services (GSM) or 3G-type network services, (UMTS). To that
end, the UICC may comprise a Subscriber Identity Module (SIM)
application comprising SIM functions and/or a UMTS Subscriber
Identity Module (USIM) application comprising USIM functions.
It is to be understood that the identity module is not limited
to SIM and/or USIM applications. In further embodiments, the
identity module may be an IP Multimedia Sub-system SIM (ISIM)
for authenticating and accessing IMS-based services according
to a predetermined IMS-based AKA as e.g. described in ETSI
technical specification TS 33.203 or an extensible
authentication protocol (EAP) based SIM for authentication and
accessing a network according to a predetermined EAP-based AKA
as described for instance in RFC4187.

The identity module may comprise a processor, one or
more memory components e.g. ROM, RAM and/or EEPROM and I/0

circuitry. For authentication purposes the UICC comprises a
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secret service-subscriber authentication key K and one or more
algorithms for calculating a response comprising one or more
authentication parameters upon the reception of a random
challenge.

Fig. 2(a) illustrates a schematic flow diagram of the
standard GSM authentication procedure which may be used by the
SIM module in the identity module. In the GSM standard the MSC
initiates, in response to a service request of a network
service originating from the terminal, a request for
authentication data to the AuC/HLR (step 202). A random number
generator at the AuC/HLR generates a random value RAND that is
input to the GSM A3/A8 algorithms which generate an expected
response XRES and a cipher key K¢. The triplet {RAND, XRES, K¢}
is returned to the MSC (step 204) that subsequently forwards
the RAND value to the SIM card of the terminal (step 206).
Corresponding calculations are performed by the terminal,
typically by the integrity module, which returns a calculated
response RES back to the MSC (step 208). By comparison of the
RES with the XRES the MSC can authenticate the terminal to the
network.

In the standard UMTS authentication procedure similar
steps as the GSM procedure are performed. However, in order to
improve the security additional parameters and a set of eight
functions f0-£5,fl*,f2* are used. Fig. 2(b) illustrates a
schematic flow diagram of the UMTS authentication procedure,
which may be used with a USIM application in the identity
module. In response to a request for authentication data from
the SGSN/VLR (step 210), the AuC/HRL generates a random number
RAND (using function £f0) and a fresh sequence number SQN. The
AuC/HRL provides the secret authentication key K (which is
both stored in the AuC and the USIM but never directly
exchanged) and an operator specific Authentication Management
Field AMF. These four parameters are fed into the five
symmetric encryption functions f1-f5, resulting in five new
parameters: the Message Authentication Code (MAC), the
Expected Response (XRES), the Ciphering Key (CK), the
Integrity Key (IK) and the Anonymity Key (AK). The sequence
number SQN is separately encrypted into SQN',
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The AuC/HLR returns these parameters in an
authentication vector (AV) {AUTN, RAND,XRES,CK,IK} to the
SGSN/VLR (step 212) wherein the Authentication token AUTN is a
triplet {SQN',AMF,MAC}. Thereafter, the SGSN/VLR forwards an
Authentication and Ciphering request comprising RAND and AUTN
to the mobile device (step 214). Using RAND and AUTN the USIM
calculates - amongst others - a response RES, which is sent
back to the SGSN (step 216) and compared with the XRES as
received from the AuC/HLR.

The keys for ciphering and integrity checking have a
limited lifetime to prevent attempts to break the cipher or
integrity protection by brute force long duration monitoring
attacks. Upon expiry, a new set of ciphering and integrity
keys are generated with a re-authentication between the
terminal and the network. This re-—authentication process is
regularly repeated.

The GSM AKA is described in detail in ETSI standards
GSM 02.09 and GSM 03.20 and the UMTS AKA described in detail
in ETSI technical specification TS 33.102, which are hereby
incorporated by reference.

Fig. 3 depicts an ST module according to a preferred
embodiment of the invention The SI module 300 is located in a
terminal 322 and comprises a number of interfaces 302a-302e,
which are connected, preferably through one or more secure
communication channels , to associated interface modules 320a-
320e. The interface mcdules are located in the terminal and
used for setting up a network connection with the network 316.
The SI module is configured to generate a service code (SC)
identifying the specific service interface used to set up a
wired or a wireless communication channel. To that end, the AC
manager 304 in the SI module may use a look-up table 306
comprising the different types of service interfaces supported
by the mobile terminal and the associated service codes. The
AC manager may be implemented in the form of a processor and
one or more memory modules comprising e.g. the configuration
data of the look~up table.

The hardware of the terminal is preferably configured

in such a way that all incoming authentication requests for a
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network service received by one of the interfaces 302a-302e
will be centrally routed via the SI module to the UICC
connected to the SI module. Such hardware architecture ensures
that all incoming authentication reguests are identified with
respect to the communication channel the request was received
by the terminal. Further, the 5I module is configured to
provide a secure communication channel 308 with the UICC 310
connected to the SI module. Hence, preferably, the SI module
is implemented in the form of one or more trusted hardware
components.

If, for example, the terminal 322 receives a network
signal, e.g. a 3G signal, via a 3G RF interface module 320c
and the 3G interface 302¢ of the SI module, the signal is
translated into a digital signal in accordance with the
technical specifications of the wireless air interface.
Thereafter the digital signal comprising the authentication
request is transmitted via the SI module to the UICC 310.
Further, the AC manager 304 identifies the service code
associated with the 3G RF interface 302c¢ using a lock-up table
306. The service code is used by the SI module to provide the
network with information regarding the origin of the
authentication request.

The UICC processes the authentication request
according to an AKA of a telecommunications standard, e.g. a
GSM AKA or a UMTS AKA as described in relation with Fig. 2 and
then returns a response RES back to the SI module. Thereafter,
the SI module uses a predetermined mathematical algorithm £
stored in a secure memory 312 of the ST module in order to
securely include the information embodied in the service code
into the response RES received from the UICC. Preferably, the
mathematical algorithm f is a so-called one-way function which
is easy to compute but impossible or very hard to invert. A
suitable one-way function may be a secure hash operation with
the SC. Inserting the service code into the response allows
the ST module to inform the network 316 about the
communication channel (Bluetooth 314a, WLAN 314b, 3G 314c,
Ethernet 314d, etc.) through which the authentication request
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was received from the network in a way which is not, or at
least very difficult, to modify by malware.

In order for the network to extract the channel
information, the network, preferably the SGSN/VLR or an
equivalent network node such as the MCS/VLR, comprises an
Service Identification Unit (SIU). The SIU comprises a
function £ which is identical to the function f used by the S5SI
module. Further, the SIU is configured to determine through
what type of communication channel a service request is
received.

The advantage of the architecture of the 3I module
as depicted in Fig. 3 is that the specifications of the (U)SIM
do not require changes. The implementation is simple and only
requires the installation of a SI module in the terminal and a
SIU in the network. Moreover, the architecture is backwards
compatible with conventional equipment, i.e. terminals and
network nodes (e.g. SGSN/VLR or MCS/VLR) which do not comprise
a SI mode or a SIU.

A more detailed explanation on the functioning of
the SIU will be given in relation to Fig. 4.

Fig. 4 depicts a process flow 400 between a UMTS
network and a terminal comprising a USIM and an SI module as
described in relation with Fig. 1 and 3. The process is
started by a terminal application requesting a UMTS service
from the network. The request triggers the RF interface module
to set-up up a wireless UMTS communication channel between the
terminal and an access node of the requested UMTS network.
Thereafter, a service request is transmitted via the wireless
communication channel to the SGSN/VLR (step 402).

Then the SIU in the SGSN/VLR determines through which
service interface (UMTS, GSM, WiFi, Bluethooth, etc.) contact
was established with the terminal. On the basis of the
identified service interface information an expected service
code XSC is determined (step 404). The SIU may determine XSC
by retrieving the service code associated with the identified
service interface (in this case a UMTS service) from a loock-up

table — substantially identical to the one used by the SI
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module in the terminal - stored in a secure memory of the SI
module.

In response to the service request, the SGSN/VLR
sends an authentication data request to the AuC/HLR of the
network (step 406). The AuC/HLR generates a UMTS
authentication vector AV, which is sent back to the SGSN/VLR
(step 408). Subseguently RAND and AUTN are sent in an
Authentication and Ciphering request via the wireless
communication channel to the terminal (step 410). When the RF
interface module of the terminal receives the radio signal
comprising the request, the signal is converted to a digital
signal. The AC manager identifies the service code associated
with the interface used by the SI module to communicate with
the RF module (step 412). Thereafter, the digital signal
comprising the RAND and AUTN is forwarded to the USIM (step
414), which calculates the response RES using e.g. the f1-£f5
algorithms of the UMTS AKA. Then the USIM sends the response
RES back to the SI module (step 416).

Using the SC and the one-way function f, the ST
determines a modified response RES’=f(RES,SC) (step 418),
hence securely inserting information about the communication
channel through which the request was received. This way, the
response RES’ becomes specific for the service it is meant
for. The response RES3’ is subsequently transmitted back via RF
interface to the SGSN/VLR in the network (step 420) for
comparison with an expected response XRES’ (step 422). The
expected response XRES’ may be determined by the SIU using the
one-way function f with the expected response XRES determined
on the basis of the UMTS AKA and the SC as the input
parameters: XRES’=f (XRES, SC).

Thereafter a comparison between the terminal response
RES’ and the expected response XRES’ is made. If RES’ is equal
to XRES’ then this provides an indication for the network that
the terminal received an authentication request via the
communication channel that was expected by the network. In
that case access to the network is granted.

If RES’ is not equal to XRES’ then an indication to

the network i1s provided that the terminal received an
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authentication request via a communication channel different
from the communication channel expected by the network. This
may provide the network with an indication that the terminal
may be corrupted by malware.

It is noted that the invention is not limited to the
embodiment as described in relation with Fig. 3 and 4. In a
further embodiment the UICC (instead of the SI module)
comprises the one-way function f for securely inserting the
service code information into the response.

After the AC manager has selected the correct SC, the
code is inserted into the digital signal comprising the
request and send to the identity module for further processing
(e.g. authentication and/or computation of the decryption
key). Hence, in this wvariant the digital signal sent by the SI
module to the identity module comprises information via which
service interface (and hence via which communications channel)
the signal was received. Further variants for sending the
service code to the identity module may include, e.g. sending
the service code to the identity module in a separate signal.

In one embodiment the (U)SIM may modify the
authentication information in the authentication request, e.g.
a random challenge RAND, on the basis of the service code SC
and subsequently calculate a response RES on the basis of an
authentication and key agreement (AKA) of a telecommunications
standard. For example, in the case of a GSM service the SIM
may perform the steps: RAND’=f (RAND, SC) and RES’=A3 (RAND’,K:).
In another variant, the SIM first calculates the response RES
on the basis of the RAND and then modifies RES on the basis of
SC: RES=A3 (RAND,K:) and RES’'=f(RES,SC). In the case of an UMTS
gservice, the fl-f5 algorithms of the UMTS AKA are used instead
of the A3 algorithm of the GSM AKA.

Depending on the specific scheme implemented in the
USIM, the SIU which comprises the mathematical function f used
by the USIM in the terminal, may determine RAND’=f (RAND, XSC)
and send this value to the AuC/HLR for determining the
expected response XRES’ on the basis the UMTS AKA using RAND’/
as one of the input parameters. Alternatively, the AuC/HRL may
first determine XRES on the basis the UMTS AKA using RAND as
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one of the input parameters and then send this wvalue to the
SIU for determining the expected response XRES’'=f (XRES,XSC).

Fig. 5 represents a simplified schematic illustrating
how a fraudulous authentication procedure may be prevented
using the invention. In this scheme a first terminal 502 of an
attacker remotely connects to an infected second terminal 504
cof a victim and subsequently requests and uses authentication
information from the (U)SIM 506 of the victim to obtain access
to the network 510.

The malware in the second terminal 504 allows the
terminal of an attacker 502 to make a first communication
channel 512, e.g. a Bluetooth connection, with the infected
terminal of the victim. Other types of connections such as a
WiFi connection or a wired connection, such as an Ethernet
connection, may also be possible. After connecting to the
victim, the attacker starts an authentication procedure to the
network by sending a service request via a second
communication channel 514 to the AuC/HRL. In response, the
attacker will receive an authentication request comprising -
amongst others - RAND and AUTN. Instead of responding to the
request, the attacker forwards the request to the victim using
the Bluetooth connectlion to the (U)SIM of the wvictim .

A conventional (U)SIM cannot distinguish between
regquests originating from different communication channels
(e.g. UMTS, GSM, WiFi, Bluetooth, etc.). In that case, the
(U)SIM responds to the reguest by calculating a correct
response RES, which is subsequently send via the Bluetooth
connection (i.e. the communication connection where the
request came from) to the network. The attacker may use this
RES to authenticate itself successfully to the network. Using
this mechanism the attacker is capable of correctly answering
each subsequent Authentication and Ciphering Request from the
network.

If however the network 510 and the infected terminal
504 in Fig.5 are configured as a communications system
according to the invention as described in relation with
Fig.l, the SI module 508 1is able to make a distinction between

requests originating from different sources. In that case, the
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network 510 will determine an expected service code XS3C on the
basis of the request of the attacker. As the attacker
requested a UMTS service via second communication channel 514,
the network will set the X3C to the service code corresponding
to a UMTS service. Similarly, the SI module 508 of the
infected terminal will modify the RES using the service code
corresponding to a Bluetooth communications channel 512. This
modified RES’ 1is sent via the Bluetooth connection to the
network, which will then determine that the XRES’ calculated
by the network on the basis of XSC does not match RES’ because
the communication channel used to send a request for a UMTS
service to the network is different from the communication
channel through which the terminal received the authentication
request. In that case, the network may take appropriate
action.

In one embodiment, the network may calculate the
expected response values (XRES’’, XRES’’’, etc.) for each
service code available in the look-up table located in a
service node of the network. If a XRES’ value associated with
a particular service code matches RES’ then the source of the
request received by the terminal may be determined.

This information may be used by the network to take
appropriate action. It may e.g. provide no or limited access
to the network or place the mobile device in a separate
isolation or guarantine network in order to provide
remediation services to the mobile device of the subscriber.
If the response RES’ is neither equal to XRES’ nor to the
other expected responses then the authentication procedure has
failed.

It is to be understood that the invention may also be
used with the IMS AKA (3GPP TS 33.203), in Generic
Bootstrapping (GBA) applications (see 3GPP TS 33.220, 33.222,
33.223) or with the EAP AKA and/or EAP SIM in WLAN
interworking applications. It can also be used in generic
access solutions to the mobile network (see 3GPP TS 43.318).

Further, it is to be understood that any feature
described in relation to any one embodiment may be used alone,

or in combination with other features described, and may also
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be used in combination with one or more features of any other
of the embodiments, or any combination of any other of the
embodiments. Furthermore, equivalents and modifications not
described above may also be employed without departing from
the scope of the invention, which is defined in the

accompanying claims.
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CLAIMS

1. Method for service-based authentication of a

terminal to a network, the terminal comprising one or more

communications interfaces for setting-up a communication
channel with the network, the method comprising the steps of:

sending a service request for access to a network
service;

receiving in response to the service request an
authentication request from the network;

identifying the communication channel through which the
authentication request was received; and,

sending an authentication response RES to the network,
wherein the authentication response depends on the

identified communication channel.

2. Method according to claim 1, the method further

comprising the steps of:

determining a service code associated with the identified
communication channel;

calculating the response RES on the basis of the
information in the authentication request and the service
code, thereby securely including, preferably
cryptographically, information regarding the identity of
the communication channel through which the

authentication request was received into the response.

3. Method according to claims 1 or 2, wherein the

terminal comprises an identity module and a service interface
(SI) module, the SI preferably implemented as a trusted
hardware module, configured to securely communicate with the

identity module and to identify the communications channel

through which the authentication request was received.
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4, Method according to any of claims 1 to 3, wherein
the authentication request comprises authentication
information, preferably a random challenge RAND, the method
further comprising the steps of:

- modifying the authentication information on the basis
of the identified communications channel;

— generating, preferably using an authentication and key
agreement (AKA) of a telecommunication standard, an
authentication response RES on the basis of the

modified authentication information.

5. Method according to any of claims 1 to 3, wherein
the authentication request comprises authentication
information, preferably a random challenge RAND, the method
further comprising the steps of:

— generating, preferably on the basis of an authentication
and key agreement (AKA) of a telecommunication standard,
an authentication response RES;

-~ modifying, preferably using a one-way function, the
authentication parameter RES on the basis the identified

communications channel.

6. Method according to any of claims 2-5, the method
further comprising the steps of:

— the terminal sending a service request via a
predetermined communications channel to the network:

— the network generating an expected service code XSC on
the basis of the type of communications channel the
service regquest was sent to the network;

— determining on the basis of expected service code XSC an

expected response XRES.

7. Method according to claim 6, the method further
comprising the steps of:
— comparing the expected response XRES with the

authentication response RES send by the terminal to the

network; and,
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— determining the terminal to be in an un-trusted state if

RES is not equal to XRES.

8. Method according to any of claims 1-7, wherein the
terminal comprises a 2G or 3G type radio interface, a
Bluetooth radio interface, a WLAN interface, a digital
enhanced cordless (DECT) radio interface or an Ethernet data

interface.

9. Service interface module for use in a terminal,
preferably configured to securely process all authentication
information transmitted to and from an identity module in the
terminal, the service interface module comprising:

~ a receiver for receiving an authentication signal from
the network via one of the communications interfaces of
the terminal:;

— a channel identifier for identifying the communication
channel through which the authentication signal was
received, preferably by providing a service code
associated with the identified communication channel;

— a channel interface for establishing a secure
communication channel between the module and an identity

module of the terminal.

10. Service interface module according to claim 9,
the module further comprising:

— a modifier for modifying an authentication response of
the identity module on the basis of the identified
communication channel, or means for transmitting
information regarding the identified communications
channel to the identity module, or means for modifying

the authentication signal received from the network.

11. An identity module, preferably a smartcard, for
establishing a safe communication channel with a service
interface module as claimed in claims 9 or 10, the identity
module comprising: a calculator for calculating a response RES
- preferably according to a GSM AKA, a 3GPP AKA or an IMS AKA
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- upon receipt of an authentication request; and, optiocnally,
a modifier for modifying the response RES on the basis of a
predetermined mathematical function using information on the

identified communication channel.

1Z2. A terminal, preferably a mobile device, for
accessing network services, the terminal being configured to
send in response to an authentication request a modified
response RES’ to the network wherein the modification depends
on the type of communication channel the authentication

request was received by the terminal.

13. The terminal as recited in claim 12 wherein the
terminal is configured to:

- receive an authentication request from the network;

-~ determine a service code associated with the type
of communication channel via which the authentication request
was received by the terminal and;

- send in response to the authentication request an
authentication response RES to the network wherein the

authentication response depends on the determined service

code.

14. A network node for service-based authentication
of a terminal to a network, the network node being configured
to generate in response to the receipt of an authentication
data request a modified expected response XRES’, wherein the
modification of the expected response XRES depends on the type
of communication channel the authentication data response was

sent to the network.

15. A network node as recited in claim 14 wherein the
network node is configured to:

- receive an authentication data reguest;

- determine an expected service code associated with
the type of communication channel via which the authentication

data request was received by the network and;
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- generate in response to the receipt of the
authentication data reguest an expected response XRES, wherein
the expected response depends on the determined expected

service code.

l6. A system for service based authentication to a
network, comprising:

— a terminal configured to send in response to an
authentication request a modified response RES’ to the
network wherein the modification depends on the type of
communication channel the authentication reguest was
received by the terminal:;

— a network node configured to generate in response to
the receipt of an authentication data request a modified
expected response XRES’ and configured to compare RES’
with XRES’, wherein the modification of the expected
response XRES depends on the type of communicatiocon
channel the authentication data response was sent to the

network.

17. A system as recited in claim 16, comprising:

- a terminal configured to receive an authentication
request from the network, to determine a service code
associated with the type of communication channel via which
the authentication request was received by the terminal and to
send in response to the authentication request an
authentication response RES to the network wherein the
authentication response depends on the determined service code
and;

- a network node configured to receive an
authentication data request, determine an expected service
code associated with the type of communication channel via
which the authentication data request was received by the
network and to generate in response to the receipt of the
authentication data request an expected response XRES, wherein
the expected response depends on the determined expected

service code.
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18. A computer program product comprising software
code portions configured for, when run in the memory of a
terminal, preferable a mobile device, executing the method

5 steps according to any of claims 1-5.
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Service-based authentication to a network.

Field of the invention

The invention relates to a service-based
authentication to a network and, in particular, though not
5 exclusively, to a method and a system for a service-based
authentication of a terminal to a network and a service
interface module for use in such system.

Background of the invention

10
The new generation mobile devices, such as smart

phones, provide more and more enhanced computational
functionalities via open network connections, Such mobile
devices are e.g. capable of receiving e-mail, share software
15 with one another through short-range connections, downloading
and executing software from the Internet, making automated
calls and act under remote control. Hence, similar to a
personal computer, mobile devices and in particular the
software components invelved in the setting up'of 4 connection
20 between the mobile device to the network, are vulnerable to
attacks of malicious code (malware). Typically malware
attempts to make misuse of mobile device or to simply disrupt
legitimate use of a mobile device.
Typically, malware makes use of security flaws in the
25 authentication procedure which provides a subscriber access to
a network. For example the GSM authentication and key
agreement (AKA) only authenticates the mobile device to the
network, but not the other way around. The GSM AKA is
therefore vulnerable to so-called false base station attacks
30 wherein an attacker pretends to be a valid base station. In
the UMTS AKA part of these threats are mitigated by using a
mutual authentication wherein the mobile device has to
authenticate itself to the Visitor Location Register (VLR) and
the VLR has to authenticate itself to the mobile device. An
35 overview of the security threats in the GSM AKA and the way a

-

. ' 2Q- 1
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number of these threats are counteracted by the UMTS AKA are
described in ETSI TS 33.900.

From TS 33.900 it follows that the UMTS AKA is still
vulnerable to security attacks. For example, the UMTSvAKA is
vulnerable to the so-called man-in-the-middle attacks, wherein

.a mobile device of an attacker may use authentication

information from the (U)SIM of the victim in order to obtain
access to the network. Such a man-in-the-middle attack allows
network access as if the connection was set up by the victim,
As the network cannot distinguish between a legal situation
and such attack the .malware allows to set up calls on the
expenses of the vietim thereby causing substantial damage.

Summary of the invention

It is an object of the invention to reduce or
eliminate at least one of the drawbacks known in the prior art
and to provide in a first aspect of the invention a method for
service-based authentication of a terminal to a network. The
terminal comprises one or more communications interfaces for
allowing the terminal to setting~up a communication channel
with the network. The method comprises the steps of: sending a
service request for access to a network service; receiving in
response to the service request an authentication request from
the network; identifying‘the communication channel through
which the authentication request was received; and, sending an

“authentication response RES to the network, wherein the

authentication response depends on the identified
communication channel,

The method allows the network to determine through
which communication channel authentication information is
transmitted to the network. Determination of the communication
channel can be easily achieved by identifying the
communication interface through which the authentication
request is received. Such service-based authentication method
effectively prevents misuse of authgntication information,
€.g. a man-in-the-middle attack wherein an attacker uses

; 29:29.P 13 of 41
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authentication information from the (U)SIM of the v1ct1m in
order to obtain access to the network. .

Furthermore, the method is compatible with all or at

least most exiéting and proposed AKA’s. It only requires

5 determination of the communication channel through which the
request was received and secure insertion of information
regarding the communication channel into the response.

In one embodiment the method further comprises the
steps of: determining a service code associated with the

10 identified communication channel: calculating the response RES
on the basis of the information in the authentication request
and the service code, thereby securely including, preferably
cryptographically, information regarding the identity of the
communication channel through which the authentication request

15 was received into the response.

The information regarding the communicatien channrel
through which the authentication information is transmitted to
the network is securely inserted in the response of. the
identity module of the terminal. Hence, it is not possible orx

20 at least very difficult for malware to detect and/or modify
the service channel information.

In another embodiment the terminal used in the method
comprises an identity module and a service interface (SI)
module, the SI preferably implemented as a trusted hardware

25 module, configured to securely communicate with the identity
module and to identify the communications channel through
which the authentication request was received.

By using a service interface module as a trusted
hardware module in the terminal, a very safe and reliable

30 method is achieved for sending the information regarding the
identity of the communication channel to the network.
Preferably, the service interface module is configured to
receive all incoming authentication signals from the network.
Hence, all authentication request will be routed via the

35 service interface module to the identity module of the
terminal.

In yet another embodiment the authentication request
comprises authentication information, preferably a random

i 29:29.P 14 of 41
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challenge RAND and the methed further comprises the steps of:
modifying the authentication information on the basis of the
identified communications channel; generating, preferably
using an authentication and key agreement (AKA) of a

5> telecommunication telecommunications standard, an
authentication response RES on the basis of the modified
authentication information.

In one embodiment the authentication request
comprises authentication information, preferably a random

10 challenge RAND and the method further comprises the steps of:
generating, preferably on the basis of an authentication and
key agreement (AKA) of a telecommunication teleconmunications
standard, an authentication response RES; modifying,
preferably using a one-way function, the authentication

15 parametefiRES on the basis the identified communications
channel.

This embodiment allows simple and safe implementation
of the method by using a service interface module which
securely communicates with the identity module. identification

20 of the communication channel and secure insertion of the
information regarding the identified communication channel may
take place in the service interface module so that no
modifications of the identity module are required. This
implementation is thus compatible with existing identity

25 modules.

In another embodiment the method further comprises
the steps of: the terminal sending a service request via a
predetermined communications channel to the network: the
network generating an expected service code XSC on the basis

30 of the type of communications channel the service regquest was
sent to the network; determining on the basis of expected
service code XSC an expected'response XRES.

In one embodiment the method further compfises the
steps of: comparing the expected response XRES with the

35 authentication response RES send by the terminal to the
network; and, determining the terminal to be in an un-trusted
state if RES is not equal to XRES.

i 29:29.P 15 of 41
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Hence, the method only reguires a simple modification
in the existing network in the sense that it requires a
network node which is configured to identify the communication
channel through which the service request is received by the
network and to extract the information regarding the
communication channel encrypted in the terminal response.

In one embodiment the terminal comprises a 2G or 3G
type radio interface, a Bluetooth radio interface, a WLAN
interface, a digital enhanced cordless (DECT) radio interface
or an Ethernet data interface.

In a further aspect the invention relates to a
service interface module for use in a terminal, preferably
configured to securely process all authentication information
transmitted to and from an identity module in the terminal,
wherein the service interface module comprises: a receiver for
receiving an authentication signal from the network via one of
the communications interfaces of the terminal; a channel
identifier for identifying the communication channel through
which the authentication signal was received, preferably by
providing a service code associated with the identified
communication channel; an interface for establishing a secure
communication channel between the module and an identity
module of the terminal.

All functionality required in the terminal for
implementation of the method can be simply located in one
trusted hardware module which securely communicates with the
identity module.

In one embodiment the service interface module
further comprises a modifier for modifying an authentication
response of the identity module on the basis of the identified
communication channel, or sender for transmitting information
regarding the identified communications channel to the
identity module, or modifier for modifying the authentication
request received from the network.

In another aspect the invention relates to an
identity module, preferably a smartcard, for establishing a
safe communication channel with a service interface module as
described above. The safe communication channel may for

i 2008 10:29:29. P 16 of 41
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example consist of a link protected with cryptography or a
direct hardware link between the service interface module and
the identity module that cannot be interfered with by an
attacker. The identity module comprises: a calculator for

5 calculating a response RES - preferably according to a GSM
AKA, é 3GPP AKA or an IMS AKA - upen receipt of an
authentication request; and, optionally, a modifier for
modifying the response RES on the basis of a predetermined
mathematical function using information on the identified

10 communication channel, .

In yet another aspect the invention relates to a
terminal, preferably a mobile device, for accessing network
services, wherein the terminal is configured to send in
response to an authentication request a modified response RES’

15 to the network wherein the modification depends on the type of
communication channel the authenticatioen request was received
by the terminal.

In one embodiment the terminal comprises a service
interface module according as described and, optionally, an

20 identity module as described above.

In a further aspect the invention relates to a
network node for service-based authentication of a terminal to
a network, wherein the network node is configured to generate
in response to the receipt of an authentication data request a

25 modified expected response XRES’, wherein the modification of
the expected response XRES depends on the type of
communication channel the authentication data response was
sent to the network.

In cone embodiment the network node comprises: a3

30 receiver for receiving a service request from a terminal; a
generator for generating an expected service code X5C on the
basis of the type of communication channel the service request
was sent to the network: a generator for generating an
expected response XRES or a receiver for receiving from

35 another network node an expected response XRES, preferably
according to a GSM AKA, a 3GPP AKA or an IMS AKA; and, a
modifier the expected response XRES on the basis of a
predetermined mathematical function, preferably a one-way

Received at the EPO on Dec 15, 2008 10:29:29. Page 17 of 41 Samsung Ex. 1002, Page 314 of 341



15-12-2008 10:13 VAN CIPO & SUBSIDIES NAAR 34030t6 P.0o18

functicn, usihg the expected service code XSC as an input

parameter. »

In one embodiment the network node further comprises:
a receiver for receiving a response RES from a terminal; a

5 comparator for comparing the response RES with the modified

expected response XRES’.

In yet a further aspect the invention relates to a
system for service based authentication to a network,
comprising: a terminal configured to send in response to an

10 authentication request a modified response RES’ to the network
wherein the modification depends on the type of'communication
channel the authentication request was received by the
terminal; and, a network node configured to generate in
response to the receipt of an authentication data request a

15 modified expected response XRES’ and configured to compare
RES’ with XRES’, wherein the modification of the expected
response XRES depends on the type of communication channel the
authentication data response was sent to the network.

The invention also relates to a computer program

20 product comprising software code portions configured for, when
run in the memory of a terminal, preferable a mobile device,
executing the method steps as described above.

The invention will be further illustrated with
reference to the attached drawings, which schematically will

25 show embodiments according to the inventien. It will be
understood that the invention is not in any way restricted to
these specific embodiments.

Brief description of the drawings

30
Fig. 1 depicts a schematic representation of a system

according to one embodiment of the invention.
Fig. 2 illustrates a schematic flow diagram of the
GSM authentication procedure and the UMTS authentication

35 procedure,
Fig. 3 depicts the service interface module according

to one embodiment of the invention.

i 29:29. 18 of 41
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Fig. 4 depicts a flow diagram according to one

embodiment of the invention.
‘ Fig. 5 illustrates prevention of a fraudulous

authentication procedure by using the invention.

Detailed description

Fig, 1 illustrates a séhematic representation of a
communications system 100 according to one embodiment of the
10 invention. The system comprises a terminal 102 connected to a
communications network 104. In one embodiment the network‘may
be a 2G-type (e.g. GSM) mobile network comprising a base
transceiver station (BTS) 106 serving as an access node. The
BSC is connected via a base station controller (BSC) 108 to a
15 mobile switching center (MSC) 110 of €.g. a visiting network
(VN). The MSC is linked to a visited location register (VLR)
112, -which is a database that stores user related data and
performs security functions. The MSC is further linked teo a
home location register (HLR) 114 which is located in the home
20 network (HN) where the user of the terminal 102 has a
subscription with the network operator. The HLR 114 stores
user related data, e.g. subscription related data, and co-
operates with the MSC/VLR 110 to keep track of the location of
the terminal. The HLR is connected to an authentication centre
25 (AuC) 116. The authentication centre (AuC) comprises (amongst
others) algorithms for the calculation of authentication
parametexs used in the authentication procedure. For each
'subscriber the AuC stores a secret authentication key K which
is also stored in an associated identity module, e.g. a (U)SIM
30 card or the like, located in the terminal.
Altérnatively, the network in Fig. 1 may also depict
a 3G-type (e.g. UMTS) mobile network comprising 3G network
elements. In that case, the network may comprise a radio base
station (Node-B) 106 connected via a Radio Network Controller
35 (RNC) 108 to a Serving GPRS Support Node (SGSN) 110. The SGSN
is fuxther connected to a VLR 112 and an AuC/HLR 114,116 in a
similar way as in the 2G-type network as described above.

; : :29:29, 9 of 41
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In a further embodiment the communications network
104 may comprise IMS-based network elements in the form of a
set of Call/Session Control Functions (C5CF) such as a Proxy-
C3CF (P-CSCF), an Interrogating-CSCF (I~CSCF), a Serving-CSCF

S5 (5-CSCF) and a Home Subscriber Server (HSS). In yet further

embodiments the communications network may comprise 3GPP LT
or 3GPP SAE network elements. |

The terminal 102 may be a personal computer or a
mobile device such as a smart phone, a personal digital

10 assistant (PDA), a laptop or any other mobile communications
device capable of providing services over one or more
networks., The terminal comprises a service interface (SI)
module 118, an operating system (OS) 126 and an identity
module 120, )

15 The SI module 118 acts as a central access point to
wired and wireless network services and comprises for that
purpose a number of service interfaces. For example, for
wireless services, it includes an interface to an RF module,
e.g. a 2G or 3G radio card, comprising an RF receiver

20 connecting to one more antennas. Fig. 1 depicts an exemplary
implementation wherein a radio card module 119 provides radio
contact with the base station 106. The RF interface of the
radio card is capable of receiving and/or transmitting RF
signals in accordance with various wireless technologies using

25 licensed frequency bands (e.g. TDMA for GSM services or W-CDMA
for UMTS services). The radio card must have a secure
interface to the SI module. Beside the interface to the RF
module the SI module may comprise a number of interfaces to
other wirelegs interface modules, e.g. wireless interface

30 modules using non-licensed frequency bands such as the IEEE
802.11 interface for WLAN services, the IEEE 802.15.1
interface for Bluetooth services, an DECT interface as
described in ETS 300 175, etc.

The SI module may also comprise interfaces to one or

35 more wired interface modules, .e.g. an Ethernet interface
allowing the ST module to be connected to the network using a
wired Ethernet communication channel. An access and
configuration (AC) manager in the SI module manages the set-up
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10

of a communication channel to an access node of a network or -
in case of a short-range connection such as Bluetooth - to
another terminal. It determines the correct parameter for
Operation under a specific wired or wireless technology and/or
5 protocol associated with the networks services requested by
the terminal. Further, the $I module is configured to securely
include information regarding the used interface in the data
sent to a Service Identification Unit (SIVU) 124 in the
network. The interaction between the SI module 118 and the

10 SIU 124 is explained hereunder in more detail.

The Operating System (0S) of the terminal comprises a
kernel which manages the resources of the mobile device e.qg.
the Central Processing Unit (CPU), memory for storing program
instructions and data and Input/Output (I/0) devices such as

15 the radio module. Further, the OS comprises Application
Programming Interfaces (APIs) through which application
programs 122 may access services offered by the 0S. The 0S may
comprise APIs for setting up wired or wireless connections wvia
one of the interfaces modules.

20 The identity module 120, which is typically
removable, may be a UICC (Universal Integrated Circuit Card)
for use in mobile devices suitable for 2G-type network
services (GSM) or 3G-type network services, (UMTS). To that
end, the UICC may comprise a Subscriber Identity Module (SIM)

25 application comprising SIM functions and/or a UMTS Subscriber
Identity Module (USIM) application comprising USIM functions.
It is to be understood that the identity module is not limited
to SIM and/or USIM applications. In further embodiments, the
identity module may be an IP Multimedia Sub-system SIM (ISIM)

30 for authenticating and accessing IMS-based services according
to a predetermined IMS-based AKA as e.g. described in ETSI
technical specification TS 33.203 or an extensible
authentication protocol (EAP) based SIM for authentication and
accessing a network according to a predetermined EAP~based AKA

35 as described for instance in RFC4187.

The identity module may comprise a ProcCessQr, one or
more memory components e.g. ROM, RAM and/or EEPROM and I/0
circuitry. For authentication purposes the UICC comprises a

. 4 o . 41 -
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Secret service-~subscriber authentication key K and one or more
algorithms for caleculating a response comprising one or more
authentication parameters upon the reception of a random
challenge.

5 Fig. 2(a) illustrates a schematic flow diagram of the
Standard GSM authentication procedure which may be used by the
SIM module in the identity module. In the GSM standard the MSC
initiates, in response to a gervice request of a network
Service originating from the terminal, a request for

10 authentication data to the AuC/HLR (step 202). A random number
generator at the AuC/HLR generates a random value RAND that is
input to the GSM A3/A8 algorithms which generate an expected
response XRES and a cipher key Ke. The triplet {RAND, XRES, K.}
is returned to the MSC (step 204) that subsequently forwards

15 the RAND value to the SIM card of the terminal (step 208).
Corresponding calculations are performgd by the terminal,
typically by the integrity module, which returns a calculated
response RES back to the MSC (step 208). By comparison of the
RES with the XRES the MSC can authenticate the terminal to the

20 network.

In the standard UMTS authentication procedure similar

Steps as the GSM procedure are performad. However, ih order to
improve the security additional parameters and a set of eight
functions £0-£5,£1*,£2* are used. Fig. 2(b) illustrates a

25 schematic flow diagram of the UMTS authentication procedure,
which may be used with a USIM application in the identity
module. In response to a request for authentication data from
the SGSN/VLR (step 210), the AuC/HRL generates a random number
RAND (uwsing function £0) and a'fresh Sequence number SQN. The

30 AUC/HRL provides the secret authentication key K (which is
both stored in the AuC and the USIM but never directly
exchanged) and an operator specific Authentication Management
Field AMF. These four parameters are fed into the five
symmetric encryption functions f1-£5, resulting in five new

35 parameters: the Message Authentication Code (MAC), the
Expected Response (XRES), the Ciphering Key (CK), the
Integrity Key (IK) and the Anonymity Key (AK). The sequence
number SQN is separately encrypted into SQON!.
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The AuC/HLR returns these parameters in an
authentication vector (AV) {AUTN, RAND, XRES, CK, IK} to the
SGSN/VLR (step 212) wherein the Authentication token AUTN is a
triplet {SQN?, AMF,MAC}. Thereafter, the $GSN/VLR forwards an

5> Authentication and Ciphering request comprising RAND and AUTN
to the mobile device (step 214). Using RAND and AUTN the USIM
calculates - amongst others - a response RES, whiech is sent
back to the SGSN (step 218) and compared with the XRES as
received from the AuC/HLR.

10 The keys for Ciphering and integrity checking have a
limited lifetime to prevent attempts to break the cipher or
integrity protection by brute force long duration monitoring
attacks. Upon expiry, a new set of ciphering and integrity
keys are generated with a re-authentication between the

15 terminal and the network. This re-authentication process is
regularly repeated,

The GSM AKA is described in detail in ETSI standards
GSM 02.09 and GSM 03.20 and the UMTS AKA described in detail
in ETSI technical specification TS 33.102, which are hereby

20 incorporated by reference.

Fig. 3 depicts an SI module according to a preferred
embodiment of the invention The ST module 300 is located in a
terminal 322 and comprises a number of interfaces 302a-302e,
which are connected, preferably through one or more secure

25 communication channels , to associated interface modules 320a-
320e. The interface modules are located in the terminal and
used for setting up a network connection with the network 316.
The SI module is configured to generate a service code (SC)
identifying the specific service interface used to set up a

30 wired or a wireless communication channel. To that end, the AC
manager 304 in the SI medule may use a loock-up table 306
comprising the different types of service interfaces supported
by the mobile terminal and the associated service codes. The
AC manager may be implemented in the form of a processor and

35 one or ﬁore memory modules comprising e.g. the configuration
data of the look~up table.:

The hardware of the terminal is preferably confiqured
in such a way that all incoming authentication requests for a
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network service received by one of the 1nterfaces 302a-302e
will be centrally routed via the SI module to the UICC
connected to the SI module. Such hardware architecture ensures
that all incoming authentication requests are identified with
réspect to the communication channel the request was received
by the terminal. Further, the SI module is configured to
provide a secure communication channel 308 with the UICC 310
connected to the SI module. Hence, preferably, the $I module
is implemented in the form of one or more trusted hardware
components.

1f, for example, the terminal 322 receives a network
signal, e.qg. a 3G signal, via a 3G RF interface module 320¢
and the 3G interface 302c¢c of the ST module, the signal is
translated into a digital signal in accordance with the
technical specifications of the wireless air interface.
Thereafter the digital signal comprising the authentication
request is transmitted via the SI module to the UICC 310.
Further, the AC manager 304 identifies the service code
associated with the 3G RF interface 302e using a look~up table
306. The service code is used by the SI module to provide the
network with information regarding the origin of the
authentication request.

The UICC processes the authentication request
according to an AKA of a telecommunications standard, e.g. a
GSM AKA or a UMTS AKA as described in relation with Fig. 2 and
then returns a response RES back to the SI module. Thereafter,
the SI module uses a predetermined mathematical algorithm £
Stored in a secure memory 312 of the ST module in order to
securely include the information embodied in the service code
into the response RES received from the UICC. Preferably, the
mathematical algorithm £ is a so-called one-way function which
is easy to compute but impossible or very hard to invert, A
suitable one-way function may be a secure hash cperation with
the SC. Inserting the service code inte the response allows
the SI module to inform the network 316 about the
communication channel (Bluetooth 314a, WLAN 314b, 3G 314c,
Ethernet 314d, etec.) through whieh the authentication request

M . . 1
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was received from the network in a way which is not, or at
least very difficult, to modify by malware.

In order for the network to extract the channel
information, the network, preferably the SGSN/VLR or an

5 equivalent network node such as the MCS/VLR, comprises an
Service Identification Unit (SIU). The SIU comprises a
function f which is identical to the function f used by the ST
module. Further, the SIU is configured to determine through
what type of communication channel a service request is

10 received.

The advantage of the architecture of the ST module
as depicted in Fig. 3 is that the specifications of the (U)SIM
do not require changes. The implementation is simple and only
réquires the installation of a SI module in the terminal and a

15 SIU in the network. Moreover, the architecture is backwards
compatible with conventional equipment, i.e. terminals and
network nodes (e.g. SGSN/VLR or MCS/VLR) which do not comprise
a SI mode or a SIU.

A more detailed explanaticn on the functioning of

20 the SIU will be given in relation to Fig. 4.

Fig. 4 depicts a process flow 400 between a UMTS
network and a terminal comprising a USIM and an SI module as
described in relation with Fig. 1 and 3. The process is
started by a terminal application requesting a UMTS service

25 from the network. The request triggers the RF interface module

to set-up up a wireless UMTS communication channel between the

terminal and an access node of the requested UMTS network.

- Thereafter, a service request is transmitted via the wireless

communication channel to the SGSN/VLR (step 402).

30 Then the SIU in the SGSN/VLR determines through which
service interface (UMTS, GSM, WiFi, Bluethooth, etc.) contact
was established with the terminal. On the basis of the
identified service interface information an expected service
code XSC i5 determined (step 404). The SIU may determine XsC

35 Dby retrieving the service code associated with the identified
service interface (in this case a UMTS service) from a look-up
table - substantially identical to the one used by the SI

; ) 29: 25 of 41
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module in the terminal - stored in a secure memory of the S8I
module.

In response to the service request, the SGSN/VLR
sends an authentication data request to the AuC/HLR of the

S5 network (step 406). The AuC/HLR generates a UMTS

authentication vector AV, which is sent back to the SGSN/VLR
(step 408). Subsequently RAND and AUTN are sent in an
Authentication and Ciphering request via the wirelesgs
communication channel to the terminal (step 410). When the RF

10 interface module of the terminal receives the radio signal
comprising the request, the signal is converted to a digital
signal, The AC manager identifies the service code associated
with the interface used by the SI module £o communicate with
‘the RF module (step 412). Thereafter, the digital signal

15 comprising the RAND and AUTN is forwarded to the USIM (step
414), which calculates the response RES using e.g. the f1-f£5
algorithms of the UMTS AKA. Then the USIM sends the response
RES back to the SI module (step 416).

Using the SC and the one-way function f, the SI

20 determines a modified response RES’=f (RES, SC) (step 418),

' hence securely inserting information about the communication
channel through which the request was received. This way, the
response RES’ becomes specific for the service it is meant
for. The response RES’ is subsequently transmitted back via RF

25 interface to the SGSN/VIR in the network (step 420) for
comparison with an eéxpected response XRES’ (step 422). The
eéxpected response XRES’ may be determined by the SIU using the
one-way function f with the expected response XRES determined
on the basis of the UMTS AKA and the SC as the input

30 parameters: XRES"=£ (XRES, SC) . §

Thereafter a comparison between the terminal response
RES’ and the expected response XRES’ is made. If RES’ is equal
to XRES’ then this provides an indicatien Ffor the network that
the terminal received an authentication request via the

35 communication channel that was expected by the network. In
that case access to the network is'granted.

If RES’ is not equal to XRES’ then an indication to
the network is provided that the terminal received an

Received at the EPO on Dec 15, 2008 10:29:29. Page 26 of 41 Samsung Ex. 1002, Page 323 of 341



15-12-2008 10:14 VAN CIPO & SUBSIDIES NAAR 3403016 P.027

16

authentication request via a communication channel different
from the communication channel expected by the network. This
may provide the network with an indication that the terminal
may be corrupted by malware.

5 It is noted that the invention is not limited to the
embodiment as described in relation with Fig. 3 and 4. In a
further embodiment the UICC (instead of the SI module)
comprises the one-way function f for securely inserting the
service code information into the response.

10 | After the AC manager has selected the correct SC, the
code is inserted into the digital signal comprising the
request and send to the identity module for further processing
(e.g. authentication and/or computation of the decryption
key) . Hence, in this variant the digital signal sent by the SI

15 module to the identity module comprises information via which
service interface (and hence via which communications chahnel)
the signal was received. Further variants for sending the
service code to the identity module may include, e.g. sending
the service code to the identity module in a separate signal.

20 In one embodiment the (U)SIM may modify the
authentication information in the authentication request, e.q.
a random challenge RAND, on the basis of the service code SC
and subsequently calculate a response RES on the basis of an
authentication and ‘key agreement (AKA) of a telecommunications

25 standard. For example, in the case of a GSM service the SIM
may perform the steps: RAND'=f (RAND, SC) and RES’=A3 (RAND’,Kc) .
In another variant, the SIM first calculates the response RES
on the basis of the RAND and then modifies RES on the basis of
SC: RES=A3(RAND,K:) and RES’=f(RES,3C). In the case of an UMTS

30 service, the f1-£5 algorithms of the UMTS AKA are used instead
of the A3 algorithm of the GSM AKA.

Depending on the specific scheme implemented in the
USIM, the SIU which comprises the mathematical function f used
by the USIM in the terminal, may determine RAND’=f (RAND, XSC)

35 and send this value to the AuC/HLR for determining the
expected response XRES’ on the basis the UMTS AKA using RAND’
as one of the input parameters. Alternatively, the BuC/HRL may
first determine XRES on the basis the UMTS AKA using RAND as
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one of the input parameters and then send this value to the
SIU for determining the expected response XRES’=f (XRES, XSC) .
Fig. 5 represents a simplified schematic illustrating

how a fraudulous authentication procedure may be prevented

5 using the invention. In this scheme a first terminal 502 of an
attacker remotely connects to an infected second terminal S04
of a2 victim and subsequently requests and uses authentication
information from the (U)SIM 506 of the victim to obtain access
Lo the network 510,

10 The malware in the second terminal 504 allows the
terminal of an attacker 502 to make a first communication
channel 512, e.g. a Bluetooth connection, with the infected
terminal of the vietim. Other types of connections such as a
WiFi connection or a wired connection, such as an Ethernet

15 connection, may also be possible. After connecting to the
victim, the attacker starts an authentication procedure to the
network by sending a service request via a second
communication channel 514 to the AuC/HRL. In response, the
attacker will receive an authentication request comprising -

20 amongst others — RAND and AUTN. Instead of responding to the
request, the attacker forwards the request to the victim using
the Bluetooth connection to the (U)SIM of the victim .

A conventional (U)SIM cannot distinguish between
requests originating from different communication channels

25 (e.g. UMTS, GSM, WiFi, Bluetooth, ete.). In that case, the
(U)SIM responds to the request by calculating a correct
response RES, which is subsequently send via the Bluetooth
connection (i.e. the communication connection where the
request came from) to the network. The attacker may use this

30 RES to authenticate itself sucéessfully to the network. Using
this mechanism the attacker is capable of correctly answering
each subsequent Authentication and Ciphering Request from the
network.

1f however the network 510 and the infected terminal

35 504 in Fig.5 are configured as a communications system
according to the invention as described in relation with
Fig.l, the SI module 508 is able to make a distinction between
requests originating from different sources. In that case, the
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network 510 will determine an expected service code XSC on the
basis of the request of the attacker. As the attacker
requested a UMTS service via second communication channel S1a4,
the network will set the XSC to the service code corresponding
5 to a UMTS service. Similarly, the SI module 508 of the
infected terminal will modify the RES using the service code
corresponding to a Bluetooth communications channel 512. This
modified RES’ is sent via the Bluetooth connection to the
network, which will then determine that the XRES’ calculated

10 Dby the network on the basis of XSC does not match RES’ because
the communication channel used to send a request for a UMTS
sexrvice to the network is different from the communication
channel through which the terminal received the authentication
request. In that case, the network may take appropriate

15 action. ,

In one embodiment, the network may calculate the
expected response values (XRES’‘, XRES’'’, etc.) for each
service code available in the look-up table located in a
service node of the network. If a XRES’ value associated with

20 a particular service code matches RES’ then the source of the
request received by the terminal may be determined.

This information may be used by the network to take
appropriate action. It may e.gq. provide no or limited access
to the network or place the mobile device in a separate

25 1isolation or quarantine network in order to provide
remediation services to the mobile device of the subscriber.
If the response RES’ is neither equal to XRES’ nor to the
other expected responses then the authentication procedure has
failed.

30 It is to be understood that the invention may also be
used with the IMS AKA (3GPP TS 33.203), in Generic
Bootstrapping (GBA) applications (see 3GPP TS 33.220, 33.222,
33.223) or with the EAP AKA and/or EAP SIM in WLAN
interworking applications. It can also be used in generic

35 access solutions to the mobile network (see 3GPP TS 43.318).

Further, it is to be understood that any feature
described in relation to any one embodiment may be used alone,
or in combination with other features described, and may also

i 29: 29 of 41
Received at the EPO on Qec 15, 2008 10:29:29. Page 29 0 Samsung Ex. 1002, Page 326 of 341



156-12-2008 10:14 VAN CIPO & SUBSIDIES NAAR 3403016 P.030

19

be used in combination with one or more features of any other
of the embodiments, or any combination of any other of the
embodiments. Furthermore, equivalents and modifications not
described above may also be employed without departing from

5 the scope of the invention, which is defined in the
accompanying claims.

i 29: ) of 41
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1.. Method for service-based authentication of a
5 terminal to a network, the términal comprising one or more
communications interfaces for setting-up a communication
channel with the network, the method comprising the steps of:
- sending a service request for access to a network
service;
10 ~ receiving in response to the service request an
authentication request from the network; ,
-~ identifying the communication channel through which the
authentication request was received; and,
— sending an authentication response RES to the network,
15 wherein the authentication response depends on the
identified communication channel.

2. Method according to claim 1, the method further
comprising the steps of:

20 — determining a service code associated with the identified

communication channel;
— calculating the response RES on the basis of the
information in the authentication reqguest and the service
' code, thereby securely including, preferably

25 cryptographically, information regarding the identity of
the communication channel through which the
authentication request was received into the response.

3. Method according to claims 1 or 2, wherein the
30 terminal comprises an identity module and a service interface
(SI) module, the SI preferably implemented as a trusted
hardware module, configured to securely communicate with the
identity module and to identify the communications channel
through which the authentication request was received.
35
4. Method according to any of claims 1 to 3, wherein
the authentication request comprises authentication

. ' 29 f 41
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information, preferably a random challenge RAND, the method
further comprising the steps of:
— modifying the authentication information on the basis
of the identified communications channel;

5 — 9generating, preferably using an authentication and key
agreement (AKA) of a telecommunication
telecommunications standard, an authentication response
RES on the basis of the modified authentication
information.

10 ‘

5. Method according to any of eclaims 1 to 3, wherein
the authentication request comprises authentication
information, preferably a random challenge RAND, the method
further comprising the steps of:

15 — generating, preferably on the basis of an authentication
and key agreement (AKA) of a telecommunication
telecommunications standard, an authentication response

RES:
- modifying, preferably using a one-way function, the
20 authentication parameter RES on the basis the identified

communications channel;

6. Method according to any of claims 2-5, the method
further comprising the steps of;:
25 ~ the terminal sending a service request via a
predetermined communications channel to the network:

— the network generating an expected service code XSC on
the basis of the type of communications channel the
service request was sent to the network;

30 — determining on the basis of expected service code XSC an
expected response XRES;

7. Method according to claim 6, the method further
comprising the steps of:
35 — comparing the expected response XRES with the
authentication response RES send by the terminal to the
network: and,
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— determining the terminal to be in an un-trusted state if
RES is not equal te XRES.

8. Methed according to any of claims 1-7, wherein the
terminal comprises a 2G or 3G type radio interface, a
Bluetooth radio interface, a WLAN interface, a digital
enhanced cordless (DECT) radio interface or an Ethernet data

interface.

9. Service interface module for use in a terminal,
preferably configured to securely process all authentication
information transmitted to and from an identity module in the
terminal, the service interface module comprising:

— a receiver for receiving an authenticatioen 8ignal from
the network via one of the communications interfaces of
the terminal;

— a channel identifier for identifying the communication
channel through which the authentication signal was
received, preferably by providing a service code
associated with the identified communication channel;

- a channel interface for establishing a secure
communication channel between the module and an identity
module of the terminal.

10. Service interface module according to claim 9,
the module further comprising:

- a modifier for modifying an authentication responsgse of
the identity module on the basis of the identified
communiecation channel, or means for transmitting
information regarding the identified communications
channel to the identity module, or means for modifying
the authentication signal received from the network.

11. An identity module, preferably a smartcard, for
establishing a safe communication channel with a service
interface module as claimed in claims 9 or 10, the identity
module comprising: a calculator for calculating a response RES
~ preferably according to a GSM AKA, a 3GPP AKA or an IMS AKA

Al :29; f 41
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- upon recelpt of an authentication request: and, optionally,
a modifier for modifying the response RES on the basis of a
predetermined mathematical function using information on the
identified communication channel.

12. A terminal, preferably a mobile device, for
accessing network services, the terminal being configured to
send in response to an authentication request a modified
response RES’ to the network wherein the modification depends
on the type of communication channel the authentication
request was received by the terminal.

13. A network node for service-based authentication
of a terminal to a network, the network node being configured
to generate in response to the receipt of an authentication
data request a modified expected response XRES’, wherein the
modification of the expected response XRES depends on the type
of communication channel the authentication data response was
sent to the network.

14. A system for service based authentication to a
network, comprising:

- a terminal configured to send in response to an
authentication request a modified response RES’ to the
network wherein the modification depends on the type of
communication channel the authentication request was
received by the terminal;

— a network node configured to generate in response to the
receipt of an authentication data request a modified
expected response XRES’ and configured to compare RES’
with XRES’, wherein the modification of the expected
response XRES depends on the type of communication
channel the authentication data response was sent to the

network.

15. A computer program product comprising software
code portions configured for, when run in the memory of a

i O on Dec 15, 2008 10:29:29. Page 34 of 41 :
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terminal, preferable a mobile device, executing the method
steps according to any of claims 1-5.
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ABSTRACT

A method and a2 system for service-based

S authentication of a terminal to a network is described,
wherein the terminal comprises a number of communications
interfaces, each communications interface allowing the
terminal to set-up a predetermined communication channel with
the network. The method comprises the steps of: sending a

10 serxvice request for access to a network service; receiving in
response to the service request an authentication reguest from
the network; identifying the communication channel through
which the authentication request was received:; and, sending an
authentication response RES to the network, wherein the

15 authentication response depends on the identified
communication channel.

20
+ Fig. 1
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VIlI-4-1 [Declaration: Inventorship (only for
the purposes of the designation of
the United States of America)

Declaration of Inventorship (Rules -
4.17(iv) and 51bis.1(a)(iv)) for the I hereby declare that I believe I am the

purposes of the designation of the original, first and sole (if only one
United States of America: inventor is listed below) or joint (if
more than one inventor is listed below)
inventor of the subject matter which is
claimed and for which a patent is
sought.

This declaration is directed to the
international application of which it
forms a part (if filing declaration with
application).

This declaration is directed to interna-
tional application No. PCT/ . . . . . .

« « « « « + « + (if furnishing
declaration pursuant to Rule 26ter).

I hereby declare that my residence,
mailing address, and citizenship are as
stated next to my name.

I hereby state that I have reviewed and
understand the contents of the above-
identified international application,
including the claims of said
application. I have identified in the
request of said application, in
compliance with PCT Rule 4.10, any claim
to foreign priority, and I have
identified below, under the heading
"Prior Applications", by application
number, country or Member of the World
Trade Organization, day, month, and year
of filing, any application for a patent
or inventor's certificate filed in a
country other than the United States of
America, including any PCT international
application designating at least one
country other than the United States of
America, having a filing date before
that of the application on which foreign
priority is claimed.

VIll-4-1- |Prior applications:
1
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I hereby acknowledge the duty to
disclose information that is known by me
to be material to patentability as
defined by 37 C.F.R. § 1.56, including
for continuation-in-part applications,
material information which became
available between the filing date of the
prior application and the PCT interna-—
tional filing date of the continuation-
in-part application.

I hereby declare that all statements
made herein of my own knowledge are true
and that all statements made on
information and belief are believed to
be true; and further that these
statements were made with the knowledge
that willful false statements and the
like so made are punishable by fine or
imprisonment, or both, under Section
1001 of Title 18 of the United States
Code and that such willful false
statements may jeopardize the wvalidity
of the application or any patent issued
thereon.

VI1lI-4-1- [Name (LAST, First) SELGERT, Franklin
1-1
Vlll-4-1- |Residence: Berkel n R nri- N herlan
1-2 (city and either US State, if applicable, e e e ode s, ethe ands
or country)
Yg44'Mmm9a“m$i Penningslaan 30 2651 BL Berkel en
Rodenrijs Netherlands
VI1lI-4-1- [Citizenship: NIL
1-4
VI1lI-4-1- [Inventor's Signature: Franklin 1 r
1-5 (The signature must be that of the / a Se ge t/
inventor, not that of the agent)
Y%44-Dm€ 15 December 2009 (15.12.2009)
VIll-4-1- [Name (LAST, First) MULLER, Frank
2-1
VIIl-4-1- |Residence: Delf N herlan
2-2 (city and either US State, if applicable, e t, ethe ands
or country)
gg44'Mﬂm9“¢%$ Hopstraat 39 2611 TB Delft Netherlands
VIlI-4-1- [Citizenship: NL
2-4
VIIl-4-1- [Inventor's Signature: Frank Muller
2-5 (The signature must be that of the / a U e /
inventor, not that of the agent)
2%44'Dﬂe 15 December 2009 (15.12.2009)
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