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I. INTRODUCTION

1. | have been retained as a technical expert by Koninklijke KPN N.V.,
(“Patent Owner”) and asked to provide my objective and unbiased opinions
concerning U.S. Patent No. 8,881,235 (“the *235 Patent”). Specifically, | have been
asked to provide my opinions on the patentability of the *235 Patent in view of
certain prior art references, the state of the art at the time of the claimed invention,
and the knowledge of a person of ordinary skill in the art at the time of the claimed
inventions. | have also been asked to provide my opinions on the arguments set forth
in a Petition for Inter Partes Review of the 235 Patent in IPR2024-00512
(“Petition”), which was filed by Samsung Electronics America, Inc. and Samsung

Electronics Co., Ltd (“Petitioner”).

II. BACKGROUND AND QUALIFICATIONS

2. In forming the opinions expressed in this Declaration, | have considered
and relied upon my education, background, and experience. In addition, | have
reviewed and relied upon additional materials in preparation of this Declaration, as
described below.

3. My experience, qualifications and education are detailed in my
curriculum vitae (“CV?”), a copy of which is attached hereto as Appendix A. Some
of my background and experience that qualifies me to offer the opinions in this

Declaration are discussed further below.



4. | have over 35 years of experience working in the fields of information
communication technologies (ICT), wireless networks, mobile devices and
applications, and data capture and sensing, which has resulted in over 50 issued
patents and numerous publications in scientific journals and conferences. | am a Life
Senior Member of the Institute of Electrical and Electronic Engineers (IEEE). | have
also served on various government expert panels, including for the National Science
Foundation (NSF) and National Institutes of Health (NIH).

5. Since 2010, | have been an Adjunct Professor of Electrical Engineering
at Columbia University, teaching graduate level courses on advanced wireless
technologies including in the areas of wireless sensing and Auto ID technologies,
mmWave communications, and applications for 5G wireless networks and systems.

6. | received a B.Sc. degree (1979) and M.Sc. degree (1984) in Electrical
Engineering from Tel Aviv University, as well as M.Phil. (1991) and Ph.D. (1993)
degrees in Electrical Engineering from Columbia University. | also have an M.B.A.
degree (1989) from Tel Aviv University.

7. | have been involved with mobile and wireless networking technologies
since the mid-1990s, and during my career have witnessed the change from voice-
centric to data-centric networks. For nearly three decades, | have worked as a

researcher, developer, and educator on wireless wide, local, and personal area



networks (WWAN, WLAN, and WPAN) infrastructure and mobile devices. | have
also worked on enterprise mobility products and solutions since the late 1990s.

8. After obtaining my Ph.D., I led the advanced mobile networking group
at BAE Systems, developing tactical mesh-based wireless network systems for the
U.S. Department of Defense. | also conducted research and development in
advanced mobile and wireless networks. My work resulted in several issued patents
including U.S. Patent No. 5,652,751, titled “Architecture For Mobile Radio
Networks With Dynamically Changing Topology Using Virtual Subnets,” and U.S.
Patent No. 5,742,593, titled “On-line Distributed TDMA/FDMA/CDMA Link
Assignment in Mobile Radio Networks With Flexible Directivity.”

Q. From 1997 to 2005, | held various positions at Symbol Technologies
(acquired by Motorola Solutions). While working at Symbol/Motorola, | gained
substantial experience in application-specific mobile devices and wireless
networking and architecture solutions in several vertical applications, e.g.,
transportation and logistics, healthcare, warehousing, retail, and education. As
Senior Director, Research and Development, | initiated and led several research and
development programs in wireless LAN (local area network) technologies, including
mobile device management and security. As Senior Director, Technology Strategy
and Development, | was responsible for the research and development of new mobile

applications for delivering multimedia-rich content to mobile devices connected



over heterogeneous networks. That work resulted in several U.S. patents, including
U.S. Patent No. 7,778,649, titled “System and Method for Asset Location in
Wireless Networks,” U.S. Patent No. 6,853,293, titled “Wearable Communication
System,” U.S. Patent No. 7,039,358 titled “Coexistence Techniques in Wireless
Networks,” U.S. Patent No. 6,925,094, titled “System and Method for Wireless
Network Channel Management,” U.S. Patent No. 7,668,201 “Bandwidth
management in wireless networks,” and U.S. Patent No. 7,426,383 “Wireless LAN
intrusion detection based on location.”

10. In 2004, | founded Mobius Consulting, a consulting firm providing
professional services in mobile wireless strategy, technologies, systems, and
applications, including enterprise mobility, wireless communication networks,
mobile embedded devices, device management, and mobile applications and
services. In this capacity, | have worked with many companies in the mobile and
wireless ecosystem including service providers and operators, equipment vendors,
and semiconductor companies. Since founding Mobius Consulting, | have worked
with many enterprises interested in deploying mobile and wireless solutions in order
to become more productive, efficient, and cost effective. These solutions spanned
numerous industry sectors and involved various mobile and wireless technologies
including 3G/4G/5G Cellular, Wi-Fi, Bluetooth, ZigBee, and RFID. That work

resulted in several U.S. patents, including U.S. Patent No. 9,014,702, titled



“Location Processing in Small Cells Implementing Multiple Air Interfaces,” U.S.
Patent No. 9,088,923, titled “Small Cells Implementing Multiple Air Interfaces,”
and U.S. Patent No. 10,080,177, titled “Unlicensed Spectrum Offload Architecture

for Small-Cell Base Stations.”

I11. Understanding of Legal Standards

11. | am not an attorney. For purposes of this Declaration, | have been
informed about certain aspects of the law that are relevant to my opinions, as set
forth below.

A. Patentability

12. | understand that for an invention claimed in a patent to be valid and
patentable, it must be, among other things, new and not obvious in light of what was
known and came before it. That which was known or came before the invention
claimed is generally referred to as “prior art.”

13. | understand that there are two ways in which prior art may render a
patent claim unpatentable. First, the prior art can be shown to “anticipate” the claim.
Second, the prior art can show that the claim was obvious to a person of ordinary
skill in the field of the invention at the time the invention was made.

14. T understand that, for a patent claim to be “anticipated” by the prior art,
each and every element or requirement of the claim must be found, expressly or

inherently, in a single prior art reference. Further, | understand that anticipation



requires that the single prior art reference must disclose the elements of the claim
arranged or combined in the same way as in the claim.

15. It is my understanding that whether a claimed invention is obvious is a
question of law, with underlying factual inquiries that are determined from the
perspective of a person of ordinary skill in the art at the time of the claimed
invention.

16. It is my understanding that a claimed invention is obvious if the
differences between the claimed invention and the prior art are such that the claimed
invention as a whole would have been obvious before the effective filing date of the
claimed invention to a person having ordinary skill in the art (a “POSITA”).

17. It is my understanding that obviousness requires consideration of the

following underlying factual inquiries:

e determining the scope and content of the prior art

e ascertaining the differences between the claimed invention and the
prior art;

¢ resolving the level of ordinary skill in the art; and

e cvaluating objective evidence or “secondary considerations” of non-
obviousness, such as commercial success, long-felt but unresolved

needs, failure of others, industry praise, and unexpected results.
18. It is my understanding that a reference must be analogous art to the

claimed invention in order to be properly considered for use in an obviousness
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inquiry. It is my understanding that a reference is analogous art to the claimed

invention if;

e the reference is from the same field of endeavor as the claimed
invention (even if it addresses a different problem); or

e the reference is reasonably pertinent to the problem faced by the
inventor (even if it is not in the same field of endeavor as the claimed
invention).

19. Itis my understanding that whether a reference is reasonably pertinent
turns on how the problem faced by the inventor is reflected, either explicitly or
implicitly, in the specification.

20. It is my understanding that the following are exemplary rationales that

may support a conclusion of obviousness:

e Combining prior art elements according to known methods to yield
predictable results;

e Simple substitution of one known element for another to obtain
predictable results;

e Use of known techniques to improve a similar method or product in the
same way;

e Applying a known technique to a known method or product ready for
improvement to yield predictable results;

e Obvious to try — choosing from a finite number of identified,

11



predictable solutions, with a reasonable expectation of success;

e Known work in one field of endeavor may prompt variations of it for
use in either the same field or a different one based on design incentives
or other market forces if the variations are predictable to one of ordinary
skill in the art; and

e Some teaching, suggestion, or motivation in the prior art that would
have led one of ordinary skill to modify the prior art reference or to

combine prior art reference teachings to arrive at the claimed invention.

21. In addition to the above, | understand that a person of ordinary skill in
the art may resort to logic, judgment and common sense available to him or her at
the time of the invention to find a claim feature obvious, even if the prior art relied
on does not explicitly state or teach that feature. | understand that when common
sense is relied on to find a feature obvious, the reasoning for that conclusion must
be articulated with sufficient clarity.

22. | also understand that a patent claim is not proved obvious merely by
demonstrating that each of its elements was, independently, known in the prior art.
An obviousness determination requires finding both that a skilled artisan would have
been motivated to combine the teachings of the prior art references to achieve the
claimed invention, and that the skilled artisan would have had a reasonable
expectation of success in doing so. | understand that it is important to be careful not

to allow hindsight reconstruction of references to produce the claimed invention,
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without any explanation as to how or why the references would be combined to
produce the claimed invention.

23. Regarding “objective evidence” or “secondary considerations,” I
understand that for such evidence to be relevant to the obviousness of a claim, there
must be a causal relationship (called a “nexus’) between the claim and the evidence.
| also understand that such objective evidence may include: commercial success of
products covered by the patent claims; long-felt need for the invention; failed
attempts by others to solve the problem addressed by the invention; copying of the
invention by others in the field; unexpected results achieved by the invention; praise
of the invention; the taking of licenses under the patent by others; expressions of
surprise by experts and those skilled in the art at the making or use of the invention;
and that the patentee proceeded contrary to the accepted wisdom of the prior art.

24. | understand that a person of ordinary skill is also a person of ordinary
creativity. | further understand that the obviousness analysis need not seek out
precise teachings directed to the specific subject matter of the challenged claim, but
instead can take into account “ordinary innovation” that does no more than yield
predictable results, which are inferences and creative steps that a person of ordinary
skill in the art would be understood to employ.

25. 1 understand that sometimes it will be necessary to look to interrelated

teachings of multiple patents and publications; the effects of demands known to the
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relevant field or present in the marketplace; and the background knowledge
possessed by a person having ordinary skill in the art. | understand that all these
iIssues may be considered to determine whether there was an apparent reason to
combine the known elements in the fashion claimed by the patent at issue.

B. Prior Art

26. | understand that for purposes of this proceeding, prior art includes
patents and printed publications in or outside the United States before the effective
filing date of the claimed invention. | also understand that prior art includes U.S.
patents, published U.S. patent applications, and published international applications
(pursuant to the Patent Cooperation Treaty) that themselves have an effective filing
date before the effective filing date of the claimed invention, as long as they name
another inventor.,

27. | also understand that prior art may include any public disclosure,
including any products in public use, on sale, or otherwise available to the public,
before the effective filing date of the claimed invention. | understand that
information that constitutes prior art generally must be information that was publicly
disclosed before the effective filing date of the claimed invention. | understand that
there may be exceptions to what is prior art but have been instructed that they are

not relevant for purposes of my opinions here.

14



C. Inherency

28. | understand that if a prior art reference does not expressly set forth a
particular claim element, the prior art may still disclose that element if it is “inherent”
in its disclosure. To establish inherency, it is my understanding that evidence must
make clear that the missing descriptive matter is necessarily present in the thing
described in the reference. It is my understanding that inherency may not be
established by probabilities or possibilities. In other words, it is my understanding
that the mere fact that a certain thing may result from a given set of circumstances
Is not sufficient to establish inherency.

29. | understand that under the principles of inherency, if a prior art device,
in its normal and usual operation, would necessarily perform a claimed method, then
the method will be considered to be anticipated by the prior art device. | also
understand that when the prior art device is the same as a device described in the
specification for carrying out the claimed method, it can be assumed the device will
inherently perform the claimed process.

D. Person of Ordinary Skill In The Art

30. I understand that “a person of ordinary skill in the art” or POSITA is a
hypothetical person who is presumed to have known the relevant art at the time of
the invention. I understand that the term “person having ordinary skill in the art” or

POSITA is sometimes used synonymously. Such a person would necessarily have
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the capability of understanding any scientific and engineering principles applicable
to the pertinent art.

31. lunderstand that factors that may be considered in determining the level
of ordinary skill in the art include, but are not limited to, the following:

a. the educational level of the inventor;

b. the type of problems encountered in the art;

C. prior art solutions to those problems;

d. the rapidity with which innovations are made;

e. the sophistication of the technology; and

f. the educational level of active workers in the field.

32. lunderstand that a person of ordinary skill in the art is not a real person,
but rather is a hypothetical individual having the qualities reflected by the factors
above. This hypothetical person has knowledge of all prior art in the relevant field
as if it were arranged on a workshop wall and takes from each reference what it
would teach to a person of ordinary skill in the art.

33. | understand that a person of ordinary skill in the art is a person of
ordinary creativity, not an automaton. In many cases a person of ordinary skill will
be able to fit the teachings of multiple prior art references together like pieces of a

puzzle.
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34. 1 understand that a person of ordinary skill in the art can collaborate
with one or more other persons of ordinary skill in the art for one or more aspects
with which the other person may have superior expertise, experience, and/or
knowledge.

E. Claim Construction

35. Itis my understanding that claim construction, or the interpretation of
the claims of a patent, is ultimately a question of law. | have been informed that
claim terms are generally presumed to carry their ordinary and customary meaning.
However, | understand that a patent applicant is his own lexicographer and is entitled
to provide alternate definitions of words in common usage, but if the patent applicant
uses a term that is in common usage without providing an alternate definition, then
that term should generally be understood as having its common meaning.

36. 1 understand that a person of ordinary skill in the art is deemed to read
a claim term not only in the context of the particular claim in which the disputed
term appears, but in the context of the entire patent specification and the “file
history” of the patent developed during examination by the Patent Office.

37. | understand that the claims, the specification, and the file history are
referred to as “intrinsic evidence,” and are to be read as a person of ordinary skill in
the art at the time of the invention would have done at the time of the alleged

invention.
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38. In addition to the intrinsic evidence, | understand that the court or
tribunal may also consider other relevant evidence, which is called “extrinsic
evidence,” concerning relevant scientific principles, the meaning of technical terms,
and the state of the art. Such evidence includes the testimony of expert witnesses.
Although extrinsic evidence may be used to resolve ambiguities that may exist after
reviewing the intrinsic evidence, | understand that extrinsic evidence cannot be used
to contradict a claim construction that is clear from the intrinsic evidence.

39. | understand that some claims are independent, and that those
independent claims are complete by themselves. Other claims refer to these
independent claims, or other dependent claims, and are “dependent” on those claims.
The dependent claims include all of the limitations of the claims on which they

depend.

IV. BASES FOR OPINIONS

40. The opinions set forth in this Declaration are my own. In forming the
opinions herein, | have considered the exhibits to the Petition for Inter Partes Review

filed against the 235 Patent, as well as the additional materials cited in this
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Declaration (including exhibits to the Patent Owner’s Preliminary Response cited
herein), and my education, training, and experience.*

41. My analysis of the materials relating to this matter is ongoing and | will
continue to review any new material that is provided to me. This Declaration
represents certain opinions that | have formed to date and the bases for those
opinions. | reserve the right to revise, supplement, and/or amend my opinions based
on new information presented to me and on my continuing analysis of the materials

cited herein or later provided to me.

V. LEVEL OF ORDINARY SKILL IN THE ART

42. | have not been asked to provide an opinion on the level of ordinary

skill in the art at the time of the invention. For purposes of this Declaration only, |

1 Exhibit 2003 referenced in my declaration is a copy of 3GPP TS 33.102 V8.0.0
(2008-10), Release 8, October 23, 2008. This exhibit is a true and correct copy of
that document as published by ETSI at

https://www.etsi.org/deliver/etsi_ts/133100 133199/133102/08.00.00_60/ts 13310
2v080000p.pdf. Further, an expert in my field would reasonably rely on the facts
or data set forth in this document in forming the opinions provided here. | am not
aware of any information or reason to doubt the accuracy or truth of the contents of

this document.
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have instead been asked by Patent Owner to apply the definition of a person having
ordinary skill in the art (“POSITA”) proposed by Petitioner:

A person of ordinary skill in the art (“POSITA”) as of December 15,
2009 would have had an undergraduate degree in computer science,
computer engineering, electrical engineering, physics, or a related field,
with at least two years of experience working with cellular
telecommunications, radio-access network architectures, or cellular
network security and management.... Less work experience may be
compensated by a higher level of education or vice versa....
Petitioners’ expert exceeded this definition by the priority date....
Petition, 6.

43. My experience and qualifications meet and/or exceed that of a POSITA
as described in Section Il above. My education combined with my substantial
experience designing, developing, and/or testing telecommunication systems, and
my familiarity with wireless standards and protocols related to data transmission and
network management, qualifies me to provide an expert opinion as to the
understanding of a POSITA.

44.  All references to a POSITA here are made pursuant to the definition
above. However, my application of that definition is not a reflection of my agreement
or disagreement with it. | reserve the right to provide my own opinion on the level
of ordinary skill should a trial be instituted in this proceeding. Moreover, my

opinions herein would not change if the level of ordinary skill in the art was
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determined as of December 15, 2008, which is the earliest priority date listed on

the 235 Patent.

VI. OPINIONS ON CLAIM CONSTRUCTION

45. | understand that a district court previously construed the claimed
“service code” to be a “code that identifies a communication channel” and “expected
service code” to be an “expected code that identifies a communication channel.” Ex.
1015, 64. | also understand that Petitioner proposes that no terms require
construction for purposes of these proceedings and purports to apply the “plain and
ordinary meaning” as understood by a POSITA at the time of the invention. Pet., 10-
15.

46. As the express construction of the claims terms in not necessary to
address the assertions made in the Petition based on the information | have at this
time, | do not currently provide any opinion at this time on whether Petitioner’s
proposed constructions, or the prior construction of the district court, are accurate.
My references to Petitioner’s constructions should not be taken as endorsements of
those constructions. | reserve the right to provide constructions of any of the claim
terms should a trial be instituted.

47. Here, | have been asked to apply the plain and ordinary meaning of the

claim terms as understood by a POSITA.
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VII. OPINIONS ON CONCEPTION

48. | have been asked to review an October 8, 2008 draft of the European
Patent Application No. 08021705 (“EP Application), which the ‘235 Patent claims
priority to on the cover page. Ex. 1001, 1. Specifically, | have been asked to review
the text of the written description of the draft EP Application (Exhibit 2014) and the
figures of the draft EP Application (Exhibit 2015) to determine whether a POSITA
would understand the draft EP Application to provide support for the challenged
claims of the ’235 Patent. It is my opinion that the draft EP Application provides
support for all challenged claims, as reflected in my analysis below showing where
and how each claim limitation corresponds to the disclosures of the draft EP
Application. I use the same claim nomenclature as set forth in Petitioner’s list of

challenged claims (PDF pages 13-18 of Petition).

235 Patent Conception Evidence
Claim Limitation
1[pre] | Method for service-based “a method for service-based
authentication of a terminal to a authentication of a terminal to a

network, the terminal comprising one | network wherein the terminal
or more communications interfaces comprises a number of

for setting-up a communication communications interfaces,
channel with the network, the method | each communications interface
comprising: allowing the terminal to set-up

a predetermined
communication channel with
the network.” Ex. 2014, 2:15-
20.

22



1[a]

the terminal sending a service
request for access to a network
service;

“sending a service request for

access to a network service;”
Id., 2:20-21.

1[b] | the terminal receiving in response to | “receiving in response to the
the service request an authentication | service request an
request from the network; authentication request from the

network;” Id., 2:21-23.

1[c] | the terminal identifying the “identifying the communication
communication channel through which| channel through which the
the authentication request was authentication request was
received; received;” Id., 2:23-24.

1[d] |the terminal determining a service “determining a service code
code associated with the identified associated with the identified
communication channel; and communication channel;” Id.,

2:34-36.

1[e] |the terminal sending an authentication | “sending an authentication
response to the network, wherein the | response RES to the network,
authentication response depends on wherein the authentication
the identified communication channel | response depends on the
in that the response is calculated on identified communication
the basis of the information in the channel.” Id., 2:24-27.
authent_ication request and the “calculating the response RES
determmgd ser\_/lce_code, thgreby on the basis of the information in
fscgﬁg:%’ 'QELU?JQEt;EE%rma“on the authentication request and
co%nmun?cation channel through the service code, thereby

: I encrypting information
whlgh thg authentication request was regarding identity of the
received into the response. communication channel through
which the authentication request
was received into the response.”
Id., 2:36-3:2.
2 Method according to claim 1, wherein | “the terminal comprises an

the terminal comprises an identity
module and a service interface (SI)
module configured to securely
communicate with the identity module
and to identify the communications

identity module ... and a radio
module comprising a number of
communications interfaces and
configured to identify the
communications channel

23




channel through which the

authentication request was received.

through which the authentication
request was received. ...
Preferably, the radio module
comprises one or more trusted
module allowing the service
code to be sent to the identity
module, e.g. a (U)SIM, in a
secure way.” Id., 3:8-20.

While the draft EP Application
does not use the term “service
interface (SI) module,” the term
“radio module” (including the
“trusted module”) in the passage
above is characterized in the
same manner as the service
interface module in the
specification of the *235 Patent.
See Ex. 1001, 2:39-44 (“In
another embodiment the terminal
used in the method comprises an
identity module and a service
interface (SI) module, the SI
preferably implemented as a
trusted hardware module....”).
In other words, the ’235 Patent
teaches that SI module may be a
“trusted hardware module.”

A POSITA would thus
understand that the “radio
module” in the passage above
qualifies or includes a “service
interface (SI) module” as
claimed, at least because the
radio module comprises a trusted
hardware module for allowing

for “secure” communication
with the U(SIM).
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3[pre]

Method according to claim 1, wherein
the authentication request comprises
authentication information the method
further comprising the steps of:

“the authentication request
comprises authentication
information, preferably a
random challenge RAND” Ex.
2014, 3:28-30.

3[a] the terminal modifying the “modifying the authentication
authentication information on the | information one [sic] the basis of
basis of the identified the identified communications
communications channel; and the | channel; generating ... an
terminal generating the authentication response RES on
authentication response on the basis | the basis of the modified
of the modified authentication authentication information.” Id.,
information. 3:31-36.

4[pre] | Method according to claim 1, wherein | “the authentication request
the authentication request comprises | comprises authentication
authentication information, the information, preferably a
method further comprising: random challenge RAND....”
Id., 3:36-38.

4[a] the terminal generating the “generating ... an authentication
authentication response; response RES;” Id., 4:1-4.

4[b] the terminal modifying the “modifying the authentication
authentication response on the basis | parameter RES on the basis the
of the identified communications identified communications
channel. channel.” Id., 4:4-6.

5[pre] | Method according to claim 1, the
method further comprising:
5[a] the terminal sending a service “the terminal comprises a

request via a predetermined
communications channel to the
network:

number of communications
interfaces, each communications
interface allowing the terminal
to set-up a predetermined
communication channel with
the network. The method
comprises the steps of: sending a
service request for access to a
network service;” Id., 22:1-10;
see also id., 4:19-22, 17:6-8.
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5[b]

the network generating an expected
service code on the basis of the type
of communications channel the
service request was sent to the
network; and

“In response, the AuC/HLR
generates a UMTS
authentication vector AV and
determines through which
service interface (UMTS, GSM,
WiFi, Bluetooth, etc.) contact
was established with the
terminal.... The identified
service interface information is
forwarded to the SIU, which
determines on the basis of the
information on the identified
service interface an expected
service code XSC (step 304).
The SIU may determine XSC by
retrieving the service code
associated with the identified
service interface (in this case a
UMTS service) from a look-up
table — substantially identical to
the one used in the terminal —
which is stored in a secure
memory of the AuC/HLR.” Id.,
13:11-23; see also id. 5:29-35,
18:30-32.

5[c] determining on the basis of the “determining on the basis of
expected service code an expected | expected service code XSC an
response. expected response XRES” Id.,
4:15-16; see also id., 14:6-15,
18:33-34.
6[pre] | Method according to claim 5, the
method further comprising:
6[a] comparing the expected response “the network node comprises: ...

with the authentication response sent
by the terminal to the network; and

means for comparing the
response RES with the modified
expected response XRES’” Id.,
6:3-6; see also id., 14:15-21,
18:35-36.
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6[b]

determining the terminal to be in an
un-trusted state if the authentication
response is not equal to the expected
response.

“determining the terminal to be
in an un-trusted state if RES is
not equal to XRES” Id., 4:18-20;
see also id., 14:22-28; see also
id., 18:37-38.

7 Method according to claim 1, “the terminal comprises a 2G or
wherein the terminal comprises a 2G | 3G type radio interface, a
or 3G type radio interface, a Bluetooth radio interface, a
Bluetooth radio interface, a WLAN | wireless LAN interface, a digital
interface, a digital enhanced cordless | enhanced cordless (DECT) radio
(DECT) radio interface or an interface or a data bus interface.”
Ethernet data interface. Id., 4:29-32.
“[T]he radio module may
comprise e.g. an Ethernet
interface....” 1d., 8:22-24.
8[pre] | Service interface module for use in a | See Claim 2 above (identifying
terminal, the service interface “radio module” as service
module comprising: interface module).
8[al a receiver configured to receive an | “The radio module 118 ...

authentication signal from the
network via one of the
communications interfaces of the
terminal;

includes an RF interface
comprising an RF receiver ....
The RF interface of the radio
module is capable of receiving
and/or transmitting RF signals in
accordance with various wireless
technologies....” Id., 8:11-21.

“Preferably, the radio module is
implemented in the form of one
or more trusted hardware
components. The hardware of
the terminal is preferably
configured in such a way that all
incoming authentication
requests for a network service
will be routed via the radio
card....” Id., 11:14-23.

Although the EP Application

27




does not use the term
“authentication signal,” a
POSITA would understand the
“authentication requests” from
the network are transmitted as
signals and thus qualify as
“authentication signals.”

8[b]

a channel identifier configured to
identify the communication channel
through which the authentication
signal was received and provide a
service code associated with the
identified communication channel;

“the terminal comprises an
identity module, preferably a
removable identity module, and
a radio module comprising a
number of communications
interfaces and configured to
identify the communications
channel through which the
authentication request was
received. The method further
comprises the step of: the radio
module sending an service code
SC to the identity module,
wherein the service code
identifies the communications
channel through which the
authentication request was
received.” Ex. 2014, 3:8-19; see
also id. at 5:1-7.

“the AC manager in the radio
module 118 is configured to
generate a service code (SC)
identifying the specific service
interface for setting up a wired or
a wireless communication
channel....” Id., 11:5-13.

8[c]

a channel interface configured to
establish a secure communication
channel between the module and an
identity module of the terminal; and

“Preferably, the radio module
comprises one or more trusted
module allowing the service
code to be sent to the identity

module, e.g. a (U)SIM, in a
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secure way.

In one embodiment, the
hardware of the terminal is
configured in such a way that all
incoming authentication requests
for a network service will be
routed via the radio card, so that
the identity module receives for
each incoming authentication
request a service code.” I1d.,
3:16-27; see also id., 5:8-13,
11:14-24.

A POSITA would understand
that the trusted module(s) are
channel interface(s) for
establishing a secure
communication channel,
otherwise the service code could
not be sent to the SIM “in a
secure way” as described in the
above text.

8[d] a modifier configured to modify an | “means for modifying the
authentication response of the response RES on the basis of a
identity module on the basis of the | predetermined mathematical
service code associated with the function using the service code
identified communication channel. | as an input parameter;” Ex.

2014, 5:22-24; see also id. at
12:5-10, 12:21-23.
9 [i] An identity module for [i] “In another embodiment, the

establishing a safe communication
channel with a service interface
module as claimed in claim 8, the
identity module comprising: [ii] a
calculator for calculating a response
upon receipt of an authentication
request; and [iii] for
modifying the response on the basis
of a predetermined mathematical

terminal comprises an identity
module ... and a radio module
.... Preferably, the radio module
comprises one or more trusted
module allowing the service
code to be sent to the identity
module, e.g. a (U)SIM, in a
secure way.

In one embodiment, the
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function using a service code
associated with the identified
communication channel.

hardware of the terminal is
configured in such a way that all
incoming authentication requests
for a network service will be
routed via the radio card, so that
the identity module receives for
each incoming authentication
request a service code.” Id., 3:8-
217.

[11] “The identity module may
comprise a , One or
more memory components e.g.
ROM, RAM and/or EEPROM
and 1/O circuitry. For
authentication purposes the
UICC comprises a secret
service-subscriber authentication
key K and one or more
algorithms for calculating a
response comprising one or
more authentication parameters
upon the reception of a random
challenge.” Ex. 2014, 9:20-27.

[iii] “the (U)SIM may
the calculated response RES on

the basis of the service code” Id.
at 12:9-10; see also 12:21-25.

A POSITA would understand that
the “processor” of the (U)SIM
(see [ii]) is a modifier because it
executes the algorithms that
perform the “modifying” (see

[iii]).

10[pre]

A terminal for accessing network

services, the terminal comprising (i)

an operating system having

memory configured to store program

instructions and (ii) a service

(1) “Operating System (OS) 126
of the terminal comprises ...
memory for storing program
instructions ....” Ex. 2014, 8:33-
37.
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interface module configured to
identify a communication channel
through which an authentication
request is received, wherein the
program instructions are executable
by the terminal to:

(i1) See Claim 2 (discussing
radio module)

10[a] | receive an authentication request See Claim 1[b]
from the network;
10[b] | determine the communication See Claim 1]c]
channel through which the
authentication request is received,;
10[c] | determine a service code associated | See Claim 1[d]
with the identified communication
channel via which the authentication
request was received by the terminal;
and
10[d] | send in response to an authentication | ““a terminal configured to send
request a modified response to the In response to an authentication
network wherein the modification request a modified response
depends on the determined service | RES’ to the network wherein the
code. modification depends on the
type of communication channel
the authentication request was
received by the terminal” Ex.
2014, 6:8-12.
11[pre]| A network node for service-based “Network node for service based
authentication of a terminal to a authentication to a network, the
network, the network node network node comprising:” 1d.,
comprising: 20:10-11.
11[a] | areceiver configured to receive an | “the network node comprising

authentication data request;

...means for receiving an
authentication data request from
a terminal;” Id., 20:10-13; see
also id., 13:5-11; Ex. 2015, Fig.
4 (showing network receiving
authentication data request from
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terminal).

While the draft EP Application
does not explicitly use the word
“receiver,” a POSITA would
understand the network node to
necessarily have a receiver
because it receives the
authentication data request
signals.

11[b] | afirst generator configured to “means for generating an
determine an expected service code | expected service code XSC on
associated with the type of the basis the type of
communication channel via which | communication channel the
the authentication data request was | authentication data request was
received by the network; and sent to the network;” Ex. 2014,

20:14-16; see also id., 4:12-15.

11[c] | asecond generator configuredto | “a network node configured to

generate in response to the receipt of
an authentication data request a
modified expected response, wherein
the modification of the expected
response depends on the determined
expected service code.

generate in response to the
receipt of an authentication data
request a modified expected
response XRES’ and configured
to compare RES’ with XRES’,
wherein the modification of the
expected response XRES
depends on the type of
communication channel the
authentication data response was
sent to the network.” Id., 6:12-
15; see also id., 20:37-21:2.

“the network node comprises:
... means for modifying the
expected response XRES on the
basis of a predetermined
mathematical function using the
expected service code XSC as
an input parameter.” Id., 5:29-
6:2.
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12[pre]

A system for service based
authentication to a network,
comprising:

12[a]

[i] a terminal configured to receive
an authentication request from the
network, [ii] to determine a service
code associated with the type of
communication channel via which
the authentication request was
received by the terminal, and [iii] to
send in response to the
authentication request a modified
response to the network, wherein the
modification depends on the
determined service code;

[i] See Claim 1[b]

[ii] See Claims 1[c]-[d]

[iii] See Claim 10[d].

12[b]

[i] a network node configured to
receive an authentication data
request and determine an expected
service code associated with the type
of communication channel via which
the authentication data request was
received by the network and [ii]
configured to generate in response to
the receipt of the authentication data
request a modified expected
response wherein the expected
response depends on the determined
expected service code and [iii]
configured to compare the modified
response with the modified expected
response.

[i] See Claims 11[a]-[b]

[ii] See Claim 11][c]

[iii] See Claim 6]a]

13

A computer program product
comprising software code portions
configured for, when run in the
memory of a terminal, executing the
method according to claim 1.

“computer program product
comprising software code
portions configured for, when
run in the memory of a mobile
device, executing the method
steps as described above.” Ex.
2014, 6:19-22.
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VIII. OPINIONS ON VALIDITY

A. Ground 1

49. Petitioner contends that Claims 1, 3-7 and 11-13 of the ‘235 Patent are
obvious based on 3GPP Technical Specification 33.402 version 8.1.1 (“TS-33.402")
alone, or in view of J. Arkko, et al., “Improved Extensible Authentication Protocol
Method for 3rd Generation Authentication and Key Agreement (EAP-AKA”),” RFC
5448 Draft wversion 9 (published October 24, 2008) (available at
https://datatracker.ietf.org/doc/html/draft-arkkoeap-aka-kdf-09) (“Arkko”).

50. It is my opinion that neither TS-33.402 nor the combination of TS-
33.402 and Arkko teach or suggest all limitations of any claim. The basis for my
opinion is provided in detail below.

1. Claim 1[e]: “the terminal sending an authentication response to
the network, wherein the authentication response depends on the
identified communication channel in that the response is
calculated on the basis of the information in the authentication
request and the determined service code, thereby securely
including information regarding the identified communication

channel through which the authentication request was received
into the response.”

51. Neither TS-33.402 nor Arkko discloses or suggests the language
underlined above. Specifically, as discussed in detail below, a POSITA would not

understand the combination to teach or suggest an authentication response that
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depends on the identified communication channel or that is calculated on the basis
of a service code.

52. Ibegin first with Petitioner’s invalidity theory. Petitioner identifies the
AKA Response/AKA-Challenge message of TS-33.402 as the alleged
“authentication response” and contends that the underlined limitation is satisfied
because the MAC value is part of that message and is calculated based on the “access
network identity” (alleged “service code”). Pet., 27-29. Specifically, Petitioner
contends that in TS-33.402 the authentication response depends on the identified
communications channel and is based on the service code because (1) a new MAC
value is calculated using the access network identity (alleged “service code”) and
(2) that MAC value then “cover[s] the EAP [response] message with the new keying
material.” Pet., 28 (alteration in original, emphasis added). However, Petitioner’s
MAC value theory is erroneous because it is premised on incorrectly identifying the
entire EAP-RSP/AKA-Challenge message as the “authentication response,” rather
than correctly identifying RES as the “authentication response” as understood by
those of skill in the art.

53. As | explained in greater detail below, “RES” is explicitly defined as
the “user authentication response” in the 3GPP standard, and both the ’235
specification and numerous other references use “authentication response”

consistently to refer to RES—not the entire AKA-Challenge message—as the
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authentication response. The authentication response RES in TS-33.402 is not
calculated or in any way based upon the “access network identity” (alleged “service
code”). Instead, RES is calculated based on RES = f2«(RAND), where RAND is the
Random Challenge from the network and f2 is the Message authentication function
used to compute RES and XRES. Ex. 2003, 11, 24. Consequently, a POSITA would
not understand TS-33.402 to teach or suggest this claim limitation.

54. A POSITA would understand that in TS-33.402 the MAC value and
authentication response (RES) are contained as separate values within the EAP
Response/AKA-Challenge message. As TS-33.402 teaches, the “[t]he UE calculates
a new MAC value covering the EAP message with the new keying material. UE
sends EAP Response/AKA-Challenge containing [1] calculated RES and [2] the
new calculated MAC value to the authenticator in the access network.” Ex. 1006,
15 (alterations and emphasis added). “RES” is the authentication response and is
contained within the EAP-Response/AKA-Challenge message separately from the
MAC value. Stated another way, the EAP-Response/AKA-Challenge is the message
conveying both the authentication response (RES) and new calculated MAC back to
the network. The network then compares the authentication response (RES) with the
“expected authentication response” (XRES). Id. (“18. The 3GPP AAA Server
checks the received MAC and compares XRES to the received RES.”). It is worth

emphasizing that the expected authentication response XRES is compared to RES—
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not to the entire EAP message. This is because only RES is the “authentication
response,” not the entire EAP message.

55. A POSITA would have understood “RES”—which is defined as the
“user authentication response” by the standard—to be the authentication response in
the AKA-Challenge process of TS-33.402. Specifically, TS-133.102 provides a
conceptual illustration of the AKA-Challenge process:

Authentication data request

»
»

Generate authentication

Dlsmbl,' tio‘,] of vectors AV(1..n)
authentication
vectors from HE <,
to SN Authentication data response
AV(1.n)

>
<

| Store authentication vectors |
\
\

| Select authentication vector AV(1) | |

User authentication request
RAND(1) || AUTN(1)

<«

Verify AUTN(1)
Compute RES(1)

\ Authentication and
key establishment

User authentication response
RES(1)

!

| Compare RES(1) and XRES(1) |

Compute CK(1) and IK(1) I I Select CK(1) and IK(1) I

Figure 5: Authentication and key agreement

Ex. 2003, 19 (annotated). RES is explicitly referred to as the “user authentication
response” in the figure and described as such throughout the text. Id. at 28 (“The
authentication response (RES) shall have a variable length of 4-16 octets.”). Indeed,

it is abbreviated “RES” because it is the authentication RESPONSE. And the
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authentication response is compared to the expected authentication response XRES,
not the entire EAP/AKA-Challenge message.

56. This understanding is further reflected in by Figure 8 of TS-133.102:

USIM VLR/SGSN
User authentication request
RAND || AUIN
<—
User authentication response
RES
>
User authentication reject
CAUSE
_________________________________ _’

Figure 8: Authentication and key establishment

Id. at 22. As shown, “User authentication response” corresponds to RES, which is
the same RES that is included alongside the MAC value in the entire EAP-
RSP/AKA-Challenge message in TS-33.402. Moreover, the MAC is not depicted or
illustrated as being the “User authentication response.”

57.  An abundance of other references also supports that a POSITA would
have understood RES to be the authentication response in the AKA-Challenge of
TS-33.402. See e.g, Ex. 2004, 1:65-2:5 (patent assigned to British
Telecommunications plc explaining that in UMTS networks the USIM of the

terminal “calculates an authentication response RES using a fixed algorithm based

on RAND and the shared key K and that the “response RES” is transmitted back”

to the network); Ex. 2005, 1:60 (patent assigned to Nokia providing list of

38



abbreviations relating to 3GPP, including “RES Authentication Response generated

by ISIM”). A patent assigned to LG Electronics Inc. provides a schematic drawing
similar to those reproduced above showing that RES is considered the authentication

response in UMTS networks:

SIM UE eNB MME
Card I ( IcuwerI RRC) (upper RRC)
1) AUTHENTICATION REQUEST- (RAND + AUTN)

 Transmit- (RAND + AUTN)

2]

3} Generate IK, CK and Res

4) Transmit IK, CK and Res

5) AUTHENTICATION RESPONSE- (RES)
|

A

h 4

Fig. 12

SIM UE | aNB MME
Card ( Ic:we-rI RRC) ( uppe:i RRC)

|
1) AUTHENTICATION REQUEST- (RAND + AUTN) ciphered and|Ped LRRC IK/CK key
 Transmit- (RAND + AUTN)

N

3) Generate IK, CK and Res I I
4) Transmit IK, CK and Res
|

‘[ 5) Decipher LRRC IK, CK,
check integrity

6) AUTHENTICATION RESPONSE (RES)

>
t Ld

Ex. 2006, 9:45-49 (“the UE responsively generates an authentication response
RES”).

58. The evidence above is consistent with repeated and exclusive teachings
from the specification of the *235 Patent that “RES” is the authentication response
in the AKA-Challenge process. See e.g., Ex. 1001, 7:1-3 (explaining that the

terminal, “returns a calculated response RES back to the MSC”), 7:30-33 (“...the
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USIM calculates—amongst others—a response RES....”), 8:20 (“...then returns a
response RES back to the SI module”), 9:16-20 (“the digital signal comprising
RAND and AUTN is forwarded to the USIM (step 414), which calculates the
response RES.... Then the USIM sends the response RES back to the SI module
(step 416)”), 9:67-10:3 (“In another variant, the SIM first calculates the response
RES on the basis of the RAND....”), 10:39-43 (“In that case, the (U)SIM responds
to the request by calculating a correct response RES....”). Notably as well, Petitioner
appears to acknowledge that “RES” is the known-abbreviation for the
“authentication response” and further that TS-33.402 uses RES consistent with that
understanding. See Pet., 62-63.

59. In view of the above, a POSITA would have understood that the
authentication response in an EAP-Response/AKA-Challenge is RES, which is not
calculated based on the “access network identity.” This is not only because the *235
Patent repeatedly and exclusively uses the term ‘‘authentication response”
synonymously with RES, but also because a POSITA understood (as shown by the
evidence above) that the authentication response of an AKA agreement was
specifically defined and referred to as RES—not the entire EAP-RSP/AKA-
Challenge message. A POSITA would have thus understood that the authentication
response (i.e., RES) in TS-33.402 is distinct from the MAC value, and that both the

RES and MAC are contained with the EAP-Response/AKA-Challenge message.
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RES is not calculated or based in any way on the access network identity (alleged
“service code”) and thus a POSITA would not understand TS-33.402 to teach or
suggest Claim 1[e].

60. Petitioner further contends that the EAP-Response/AKA-Challenge
(alleged ““authentication response”™) is calculated on the basis of the received MAC
and AUTN values (alleged “information in the authentication request™). Pet., 27-28.
Petitioner’s reliance on these values is erroneous.

61. A POSITA would understand that the authentication response RES is
not calculated by the UE based on AUTN and the received MAC. Petitioner contends
that this limitation is satisfied based on AUTN and the received MAC because “the
response (‘RES’) is not generated unless ‘AUTN is correct,”” and the UE “check[s]
the received MAC with the new derived keying material,” respectively. Pet., 28.
However, TS-33.402 only teaches that whether AUTN and the received MAC value
are correct dictates whether calculations are performed to compute RES, IK and
CK—those calculations are not based on AUTN. Specifically, TS-33.402 teaches:

If AUTN is incorrect, the terminal rejects the authentication (not shown
in this example).... If AUTN is correct, the USIM application computes
RES, IK and CK.”). The UE then computes (CK', IK') = F(CK, IK,
<access network identity>) in the same way as the HSS. The UE derives
required additional new keying material, including the key MSK,
according to RFC 4187 EAP-AKA [7] from the new computed CK', IK'
and checks the received MAC with the new derived keying material.
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Ex. 1006, 15. A POSITA would thus understand that whether AUTN and the
received MAC (i.e., alleged “information in the authentication request”) are correct
merely dictates whether the RES calculations are performed—those values are not
used to calculate the authentication response RES. This is true even under
Petitioner’s identification of the entire EAP-Response/ AKA-Challenge message as
the alleged “authentication request,” because whether AUTN and the received MAC
are correct also only dictates whether the EAP-Response/AKA-Challenge message

Is generated—it is not used in any calculation to prepare that message. Id.

1. Claim 3[a]: “the terminal modifying the authentication
information on the basis of the identified communications
channel; and the terminal generating the authentication response
on the basis of the modified authentication information.”

62. Petitioner contends that this limitation is taught by TS-33.402. | have
reproduced Petitioner’s arguments on this point below:

As discussed in limitation 1[c] and 1[d], TS-33.402 discloses that the
encryption keys CK’ and IK’ are derived from the access network
identity, i.e. identified communications channel. TS-33.402 further
discloses that the CK’ and IK”’ are used to derive “new keying material,
including the key MSK” which is in turn used to “check[] the received
MAC.” EX1006, 15. A POSITA would understand that the MAC is a
keyed hash of the authentication request. EX1008, 12 (“The MAC
algorithm is HMAC-SHA-256-128, a keyed hash value.”). Thus,
checking the MAC involves the terminal using the MAC algorithm
(specifically HMAC-SHA-256-128) and the new keying material to
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modify the authentication request, i.e. authentication information, to

generate the keyed hash in order to match its value with the received
MAC. EX1003, 91120-21.

TS-33.402 discloses that “check[ing] the received MAC” includes
sending an authentication response only if the received MAC is
confirmed to be correct, i.e. generating the authentication response on
the basis of the modified authentication information. As Dr. Almeroth
explains, the purpose of the MAC, a “message authentication code” and
the fact that it is a keyed hash, is to allow the recipient (i.e. the terminal)
to ensure the message is authentic and not altered. EX1003, §122. Thus,
the keyed hash calculated by the terminal will only match the received
MAC if the message was not altered. Id. TS-33.402 further explains
that if the MAC check fails, the “EAP AKA process will be
terminated.” Ex. 1006, 16; see also EX1008, 14 (explaining that if the
MAC is incorrect, the terminal “fails the authentication”). In other

words, no response will be transmitted.

Pet., 29-30. There are several reasons that Petitioner is mistaken.

63. Petitioner is incorrect that that the authentication request is “modified”

to check the received MAC (see underlined portion of passage above). The received
MAC is only used as an input to a (keyed hash) calculation, to verify that the MAC
Is correct. Ex. 1016, 63, (“The MAC algorithm is HMAC-SHA1-128 [RFC2104]
keyed hash value.”). As Petitioner correctly acknowledges in the passage above, the
MAC is merely used to “check” for a match—the message itself is not modified; it

1s delivered to the terminal ““as is” if there is a match. A POSITA would understand
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this to be fundamentally different than modifying the authentication information as
claimed.

64. As an example of “modifying” as claimed, the ’235 specification
teaches:

In one embodiment the (U)SIM may modify the authentication
information in the authentication request, e.g. a random challenge
RAND, on the basis of the service code SC and subsequently calculate
a response RES on the basis of an authentication and key agreement
(AKA) of a telecommunications standard. For example, in the case of
a GSM service the SIM may perform the steps: RAND'=f(RAND,SC)
and RES'=A3(RAND',K¢).
Ex. 1001, 9:60-67. The RAND (“authentication information”) of the authentication

request is thus “modified” by the terminal to generate RAND', which is a function
of both RAND and SC. A POSITA would not understand the act of using an input
to verify a hash value to qualify as “modifying” as claimed, but instead would
understand “modifying” consistent with the examples provided in the specification.

65. Second, Petitioner is incorrect that TS-33.402 teaches “generating the
authentication response on the basis of the modified authentication information.”
Petitioner acknowledges that whether the MAC value is correct simply affects
whether the EAP Response/AKA-Challenge message (including the authentication
response RES contained within the message) is calculated. If the MAC value is

incorrect, the message is not calculated. Ex. 1006, 15 (“The UE derives required
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additional new keying material, including the key MSK, according to RFC 4187
EAP-AKA [7] from the new computed CK', IK" and checks the received MAC with
the new derived keying material.”) If the MAC value is correct, the message is
calculated, but the MAC value forms no basis of the calculation. 1d. Consequently,
the value of the message (including the authentication response RES contained
within the message) is entirely independent of the incoming MAC value. A POSITA
would thus understand that neither the EAP Response/ AKA-Challenge message (the
alleged “authentication response”) nor the actual authentication response (RES) is
generated “on the basis of” the MAC value (alleged “modified authentication
information”).

66. | also note that Petitioner’s invalidity theory on Claim 3[a] is also
inconsistent with the specification of the 235 Patent. The phrase “on the basis of”
is uniformly used by the specification to refer to generating a value based on a
particular input parameter. See e.g., Ex. 1001, 9:60-66 (“the (U)SIM may modify the
authentication in the authentication request, e.g., a random challenge RAND, on the
basis of the service code SC .... For example, ... the SIM may perform the steps:
RAND'=f(RAND, SC)....”), 9:67-7:3 (“In another variant, the SIM first calculates
the response RES on the basis of the RAND and then modifies RES on the basis of
SC: RES'=A3(RAND, K¢) and RES'=f(RES,SC)”); 8:64-66(“On the basis of the

identified service interface information an expected service code XSC is determined
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(step 404).”), 9:28-30 (“The expected response XRES' may be determined by the
SIU using the one-way function f with the expected response XRES determined on
the basis of the UMTS AKA and the SC as the input parameters:
XRES'=f(XRES,SC).”); 10:9-11 (“determining the expected response XRES' on the
basis [of] the UMTS AKA using RAND' as one of the input parameters”); 10:52-55
(“the network 510 will determine an expected service code XSC on the basis of the
request of the attacker”). In fact, the phrase “on the basis of” is used in the
specification 21 times, and always to refer to the value of something (e.g., modified
authentication response RES', modified authentication information RAND') being
determined by something else (e.g., the service code SC).

67. A POSITA would also understand that Petitioner’s interpretation of
Claim 3[a] is inconsistent with the embodiments described in the specification. A
POSITA would understand that the purpose of the terminal “generating the
authentication response on the basis of the modified authentication information” is
so that the network can verify/authenticate the authentication response by
confirming that the terminal identified the correct communications channel, which
ensures that it was received from the terminal and not a “man-in-the-middle.” EX.
1001, 2:33-38. To accomplish this, the authentication response must be generated
using the modified authentication information as an input parameter, as the modified

information is what is (1) associated with the identified channel (pursuant to the

46



claim language “modifying the authentication information on the basis of the
identified communications channel”) and (2) used as a function input by both the
terminal and network so that the results can be compared to authenticate.

68. As one example, specification teaches that the SIM of a terminal may

perform the step of RAND'=f(RAND,SC), which associates the service code SC

with the RAND (i.e., authentication information” from the authentication request) to
generate modified RAND' (i.e., authentication information modified “on the basis of
the identified communications channel”). Ex. 1001, 9:65-67. A response RES' is
then generated on the basis of RAND' via the step RES'=A3(RAND',K¢). Id. RES'

Is thus associated with the service code SC because RES' relies on RAND', which

itself relied on the service code SC as an input parameter. The network “comprises

the mathematical function f used by the USIM in the terminal” and independently
determines RAND' using the equation RAND'=f(RAND,XSC), which is then used
as an input parameter to generate XRES' for comparison to RES'. Id. at 10:6-16. A
POSITA would understand that the network is therefore able to authenticate the
terminal and prevent a “man-in-the-middle-attack” because both the terminal and
network use the same function inputs (including modified authentication
information RAND") to generate RES' and XRES', respectively.

69. A POSITA with this understand would recognize that Petitioner’s

proposed understanding of the claim phrase “the terminal generating the
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authentication response on the basis of the modified authentication information” is
simply erroneous. Under Petitioner’s understanding, “the modified authentication
information” dictates whether the alleged authentication response is created. But if
that were the case in the example above, RAND' could not be used as an input
function, and there would be no purpose in modifying RAND to create RAND' in
the first place. Indeed, the network would not be able to authenticate the terminal if
the terminal does not use RAND' to generate its authentication response. For this
and the other reasons discussed above, a POSITA would not understand TS-33.402
to teach or suggest limitation 3[a], which is fundamentally different than the

disclosed MAC check process of TS-33.402.

2. Claim 4[b]: “the terminal modifying the authentication response
on the basis of the identified communications channel.”

70.  Petitioner contends that TS-33.402 teaches this limitation because it
allegedly teaches that “the terminal ‘calculates the new MAC value covering the
EAP message [i.e., authentication response] with new keying material” and the new
keying material is derived from access network identity (i.e., the alleged identified
communications channel). Pet. 31-32 (emphasis in original).? It is my opinion that

Petitioner is mistaken for at least two reasons.

2 | note that the MAC is a cryptographic checksum used to verify both the integrity
and authenticity of a message. When a message is sent with a MAC, the recipient
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71.  First, Petitioner’s invalidity theory is premised on incorrectly mapping
“the authentication response” to the EAP-Response/AKA-Challenge message. But
as | explained with respect to Claim 1[e], that AKA-Challenge message is not the
authentication response. Rather, the AKA-Challenge message includes the
authentication response, which is expressly defined and understood to be RES (as
evidenced by numerous objective references). TS-33.402 does not teach or suggest
modifying RES on the basis of the identified communications channel. Quite the
opposite—TS-33.402 expressly teaches that the authentication response is not
modified, but rather is transmitted back to the network in its original form so that it
can be used for authentication. See Ex. 2006, 15 (“UE sends EAP Response/AKA -
Challenge containing calculated RES and the new calculated MAC value to the
authenticator in the access network.”).

72.  Second, even if one was to assume that a POSITA would have
understood the EAP-Response/AKA-Challenge message to be the “authentication
response” (a POSITA would not), this limitation would still not be disclosed by TS-
33.402. Petitioner acknowledges that TS-33.402 teaches that “[t]he UE calculates a
new MAC value covering the EAP message with the new keying material.” Pet., 31

(citing Ex. 1006, 15). A POSITA would understand that “covering” refers to the fact

can verify that: 1) the message was not altered (integrity), and 2) it was generated
by someone with access to the secret key (authenticity).
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that the MAC value is similar to a signature on the EAP message to prevent
modification of the message. Ex. 1016, 10 (“The EAP-Request/AKA-Challenge
message MAY optionally contain encrypted data, which is used for identity privacy
and fast re-authentication support, as described in Section 4.1. The AT_MAC
attribute contains a message authentication code covering the EAP packet. The
encrypted data is not shown in the figures of this section.”).

73. A POSITA would understand that there is a fundamental difference
between covering/signing the EAP message with the MAC and modifying the
message. When the MAC is applied it is simply appended to the EAP message as a
signature—the content (e.g., the authentication response RES) of the EAP message
itself remains the same. Ex. 2002, 4 (defining “signature” as a “sequence of data
used for identification, such as text appended to an e-mail message or fax”); EX.
2009, 4 (defining “append” as “to attach or affix”). A POSITA would understand
that the content of the EAP message before and after covering with the MAC remains
the same. The “covering” referenced in TS-33.402 does nothing to change the
content but simply adds a signature. Indeed, “MAC” stands for “message
authentication code” and the “message” that the MAC authenticates is the EAP
Response/AKA-Challenge message, meaning the MAC does not form part of the
message content that is being authenticated. An apt analogy would be email

signature. Specifically, the MAC is similar to a digital signature used for email
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authentication, which verifies the authenticity of an email but does not modify or
affect its underlying content. In this analogy, the email is RES and the MAC is the
signature.®

74. A POSITA would understand that “covering” with a MAC is
fundamentally different than what is claimed and described in the ’235 Patent. The
specification uniformly describes “modifying” information (e.g., RES, RAND) as
altering the content of information to form “modified” information (e.g., RES',
RAND"). See e.g., Ex. 1001, 9:21-24, 9:60-10:6, 10:57-60. Under Petitioner’s very
broad understanding of “modifying,” simply transmitting a message over a network
necessarily means it is “modified” because all messages transmitted over a network
undergo some form of encapsulation (e.g., broken into packets to be transmitted via
the IP protocol). A POSITA would not understand “modify” as used in the

specification and claims to have such an expansive meaning.

3. Claim 5|c]: “determining on the basis of the expected service code
an expected response.”

75. The Petition contends that “the network server calculates an
authentication vector containing XRES (i.e. expected response) using the expected

access network identity, which is the identity of the communications channel the

3 EAP-response/AKA-challenge message = {RES, MAC}. The MAC is calculated
on RES.
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service request was sent to the network.” Pet., 32-33. The Petition thus initially
alleges that XRES is the “expected response.” See also id. at 34-35 (relying on XRES
as “the expected response” for Claim 6). However, the Petition then appears to
change its identification of the alleged “expected response” by asserting that the
“new authentication vector” is “the expected response.” Id. at 32-33 (“Thus, the
authentication vector is an expected response, and it is determined on the basis of
the expected service code.”). A POSITA would not understand either the “new
authentication vector” nor “XRES” of TS-33.402 to satisfy Claim 5][c].

76. The new authentication vector is not an “expected response— “XRES”
Is the expect response. Indeed, Petitioner earlier acknowledged that “the AuC—
which stores the same cryptographic key used by the terminal-—generates an
expected response XRES using both the same key and RAND that was processed
by the identity module.” Pet., 7 (emphasis added). As Petitioner further
acknowledges, it is XRES and RES that are compared—the authentication vector is
never compared to anything by the server. Id. at 8 (“Having received XRES from the
AuC, the MSC—which now possesses both RES and XRES—compares the two
values and subsequently authenticates the terminal if the two values match.”). This
Is precisely why it is referred to as XRES—it is the “expected” (X) authentication
response (RES) and must match the authentication RES to authenticate the terminal.

Indeed, TS-33.402 does not teach that the new authentication vector is compared to

52



RES, because the new authentication vector is not the expected authentication
response.

77. That a POSITA would understand the XRES of TS-33.402 to be the
“expected authentication response” is supported by the teachings from the
specification of the 235 Patent, which uniformly uses “XRES” to refer to the
expected authentication response. See e.g., Ex. 1001, 3:17-18 (“determining on the
basis of expected service code XSC an expected response XRES”), 3:20-21
(“comparing the expected response XRES with the authentication response RES”),
4:46-50 (“wherein the modification of the expected response XRES depends on the
type of communication channel™), 4:27-29 (“a generator for generating an expected
response XRES or a receiver for receiving from another network node an expected
response XRES”), 4:30-31 (“a modifier the expected response XRES”), 6:63-65
(“which generate an expected response XRES”), 7:17-21 (“These four parameters
are fed into the ... functions f1-f5, resulting in five new parameters: ... the Expected
Response (XRES)”), 9:28-32 (“the SIU using the one-way function f with the
expected response XRES”).

78. That a POSITA would understand XRES to be the expected response
in the AKA-Challenge of TS-33.402 is further shown by numerous other references
describing the AKA-Challenge process. For example, TS-133.102 explicitly defines

“XRES” to mean “Expected Response.” Ex. 2003, 12. TS-133.102 also provides the
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formula for computing “expected response XRES = f2x (RAND) where 12 is a
(possibly truncated) message authentication function.” Id. at 22. Thus, RES and
XRES are both computed using f2 with RAND and the secrete key K as an inputs.
TS-133.102 also provides a schematic diagram showing how the expected response

XRES is compared to the authentication response RES:
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Authentication data request
>
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istrs ut101_1 o vectors AV(1.n)
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vectors from HE <
to SN Authentication data response
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\

Select authentication vector AV(1)

User authentication request
RAND() || AUTN()
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key establishment

User authentication response
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-
>

Compare RES(1) and XRES(1)

Compute CK(1) and IK(1) Select CK(1) and IK(1)

J

Figure 5: Authentication and key agreement
Ex. 2003, 19-20 (“Each authentication vector consists of the following components:
a random number RAND, an expected response XRES.... The VLR/SGSN

compares the received RES with XRES.”). Indeed, it would have been part of the
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background knowledge of a POSITA that in an AKA-Challenge the authentication
response is defined as RES and the expected authentication response is defined as

XRES, as reflected by TS-133.102.

79. Additional references also reflect that a POSITA would have
understood XRES to be the expected response in TS-33.402. See e.g., Ex. 2004, 6:5-
12 (patent assigned to British Telecommunications plc explaining that in UMTS
networks the “authentication vector AV is generated by the HSS 102 and includes a
random number RAND, an expected response XRESHss ... expected response
XRESHss is derived by the HSS”); Ex. 2011, 1:36-44 (Alcatel Lucent patent
explaining that “[c]onventional 3G CDMA security protocols are based on an
authentication key agreement (AKA).... The well-known AKA security protocols
used in 3G CDMA are based on quintuplets. Quintuplets include a random number
RAND, expected response XRES....”), 2:33-36 (“The serving system of the
network then compares the expected response XRES with the response RES to
authenticate the mobile equipment....”). Notably as well, one of Samsung’s own
patent applications teaches, with respect to the AKA-Challenge process, “[e]ach of
the AVs includes a random number RAND, an authentication token AUTN, a cipher
key CK, an integrity key IK, and an expected response XRES.” Ex. 208 §[0009].

80. Forthe reasons discussed above, a POSITA would have understood that

the expected response in the EAP-AKA Challenge of TS-33.402 is XRES, not the
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“new authentication vector” as alleged by Petitioner. This is an important fact

because XRES is not determined based on the access network identity (alleged

“service code”). As reflected in the annotated figure from TS-133.102, XRES

(green) is determined exclusively based on the message authentication function f2

and RAND (orange), specifically XRES=f2(RAND, K):

Generate SQN

Generate RAND

fl 2 f3 4 fs
MAC XRES CK IK AK

AUTN = SQN @ AK || AMF || MAC

AV :=RAND | XRES | CK | IK || AUTN

Figure 7: Generation of authentication vectors

Ex. 2003, 21-22. Because the expected response XRES of TS-33.402 is in no way

calculated based on or determined by the access network identity (alleged “service

code”), a POSITA would not understand TS-33.402 to teach Claim 5[c].
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4. Claim 6[a]: “comparing the expected response with the
authentication response sent by the terminal to the network;”

81. Claim 6[a] recites “comparing the expected response with the
authentication response sent by the terminal to the network” and 6[b] recites
“determining the terminal to be in an un-trusted state if the authentication response
Is not equal to the expected response.” As explained with respect to Claim 5[c],
Petitioner initially identifies XRES as the “expected response” in TS-33.402, but
then changes its theory to allege that “new authentication vector” is the “expected
response.” Pet., 34-35.

82. If the “new authentication vector” is considered to be the “expected
response” of the claim (as Petitioner alleges in Claim 5[c]), TS-33.402 does not teach
or suggest comparing the new authentication vector to the EAP-Response/AKA-
Challenge message (alleged “authentication response”) or the actual authentication
response RES. Ex. 1006, 13. In fact, TS-33.402 does not teach comparing the new
authentication vector to anything.

83.  Petitioner alleges that TS-33.402 teaches that Claim 6[a] is satisfied
because it teaches “3GPP Server checks the received MAC and compares XRES to
the received RES.... If all checks ... are successful, the 3GPP AAA Server shall
send the message EAP Request/AKA-Notification ....” Ex. 1006, 15 (cited by Pet.,
34-35). In other words, Petitioner points to XRES in TS-33.402 as the “expected

response” that is compared as claimed. Although XRES would be understood to be
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an expected response in TS-33.402, XRES is not calculated or determined based on
the access network identity. See Ex. 2003, 22 (“expected response XRES = f2¢
(RAND) where f2 is a (possibly truncated) message authentication function”).
Consequently, if XRES is the alleged “authentication response” Claim 5 would not
be taught by TS-33.402 and thus Claim 6 necessarily cannot be taught. But if the
“new authentication vector” is considered the “expected response,” then Claim 6

cannot be invalid because the vector is not “compared” as claimed.

5. Claim 11[c]: “a second generator configured to generate in
response to the receipt of an authentication data request a
modified expected response, wherein the modification of the
expected response depends on the determined expected service
code.”

84. Petitioner contends that the “new authentication vector” is a “modified
expected response” because transformation of the vector relies on the access network
identity (alleged “‘service code”). Pet., 37. Petitioner’s theory here is incorrect for
the reasons discussed with respect to Claim 5[c]. Specifically, the authentication
vector would not be understood to be an “expected response” and would thus also
not be understood to be a “modified expected response.” Instead, a POSITA would
understand that XRES is the expected response in TS-33.402, which is never
modified—i.e., there is no XRES' in TS-33.402. XRES is instead compared to the
received authentication response RES “as is.” Ex. 1006, 15 (“The 3GPP AAA Server

checks the received MAC and compares XRES to the received RES.”). Because the
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expected response XRES is not modified in TS-33.402, there is no “modified

expected response” as claimed.

6. Claim 12[a]: “...send in response to the authentication request a
modified response to the network, wherein the modification
depends on the determined service code;”

85.  Petitioner relies on its discussion of limitation 4[b] for this limitation.
Pet., 37. However, TS-33.402 does not teach or suggest that the terminal generates
or transmits a modified response that is based on a determined service code as

explained with respect to Claim 4[b] above.

7. Claim 12[b]: “a network node configured to generate in response
to the receipt of the authentication data request a modified
expected response wherein the expected response depends on the
determined expected service code”

86. For this limitation, Petitioner relies on its analysis with respect to
limitation 11[c]. Pet., 38. TS-33.402 fails to teach or suggest this limitation for the

same reason discussed with respect to Claim 11][c].

B. Ground 2

87.  Petitioner contends that Claims 2, 8-10 and 13 as obvious based on TS-
33.402 (with or without Arkko) in view of U.S. Patent No. 8,413,209 (“Aldera”).
Pet., 4-5.

88. It is my opinion that the combination of TS-33.402, Arkko and Aldera

do not teach or suggest all limitations of any claim and further that it would not have
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been obvious to combine those references as proposed by Petitioner. The basis for

my opinion is provided in detail below.

1. Claim 8[d]: “a modifier configured to modify an authentication
response of the identity module on the basis of the service code
associated with the identified communication channel.”

89. Petitioner relies on Aldera for the “modifier” structure, but relies
exclusively on TS-33.402 for the function “modify an authentication response of the
identity module on the basis of the service code associated with the identified
communication channel.” Pet., 48-49. However, as | explained with respect to Claim
4[b], TS-33.402 does not teach or suggest that function. As such, the combination of
TS-33.402, Arkko and Aldera does not teach or suggest this limitation.

90. Petitioner identifies the ‘“encryption function” 465 as the alleged
“modifier.” Pet., 49. However, pursuant to Petitioner’s own identifications (shown
below), the encryption function 465 (green box, added by Patent Owner) is not part

of the alleged “service interface module” (red box, added by Petitioner).
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Pet. 43. Indeed, the encryption function 465 resides outside of the alleged “service
interface module.” A POSITA would understand that the “modifier” of Claim 8[d]
must be part of the “service interface module” because the claim recites “the service
interface module comprising: ... a modifier....” Because the alleged “service
interface module” does not “comprise” the alleged “modifier” (encryption function
465), a POSITA would not understand the Aldera to satisfy this limitation pursuant
to Petitioner’s own mappings.

91. Additionally, TS-33.402 teaches that “the UE runs AKA algorithms on
the USIM application on UICC.” Ex. 1006, 15. However, Petitioner contends that
it would have been obvious to have the “encryption function 465” perform the

alleged “modifying.” Petitioner does not explain why a POSITA would been
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motivated to have the encryption function 465 (outside of the SIM 120 of Aldera)
perform the alleged “modification,” given the teaching from TS-33.402 that the

AKA algorithms are performed on the USIM application.

2. Claim 9: “An identity module ... comprising ... a modifier for
modifying the response on the basis of a predetermined
mathematical function using a service code associated with the
identified communication channel.”

92.  Aswith Claim 8[d], Petitioner here relies on Aldera for the “modifier”
structure, but relies exclusively on TS-33.402 for the “modifying” functionality.
Pet., 50. As explained with respect to Claim 4[b], TS-33.402 does not teach or
suggest “modifying” the response on the basis of a predetermined mathematical
function using a service code associated with the identification communication
channel. Consequently, the combination of TS-33.402, Arkko and Aldera fails for
the same reason that TS-33.402 alone fails to satisfy this limitation. Supra Section
XX.

93. Itis also my opinion that Petitioner’s contention that Aldera’s alleged
“identity module” (i.e., SIM 120) comprises the “modifier” of Claim 9 is
irreconcilable with Petitioner’s theory on Claim 8. Specifically, in reference to the
annotated figure below, for Claim 8 Petitioner contends that the “encryption
function” 465 (green box, added by me) is the “modifier” of the alleged “service

interface module” (red box, Pet. 43).
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However, for Claim 9, Petitioner is contending that the “modifier” is part of the
alleged “identity module” (SIM 120, orange box added by me) because the claim
requires the modifier to be part of the identity module. The Petition does not explain
or address why it would be obvious to place the “modifier” in the identity module

rather than the service interface module as alleged for Claim 8.

3. Claim 10[d]: “send in response to an authentication request a
modified response to the network wherein the modification
depends on the determined service code.”

94. Petitioner relies exclusively on TS-33.402 for this limitation. Pet., 52.

However, TS-33.402 does not teach or suggest that limitation for the reasons
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discussed with respect to Claim 4[b]. As such, the combination of TS-33.402, Arkko

and Aldera does not teach or suggest this limitation.

C. Ground 3

95. Petitioner contends that Claims 1-7 and 13 are obvious based on
Naslund alone. Pet., 4-5. Naslund do not teach or suggest all limitations of any of

those claims. The basis for my opinion is provided in detail below.

1. Claim 1[d]: “the terminal determining a service code associated
with the identified communication channel”

06. Petitioner alleges that Naslund discloses this limitation because it
discloses a “security policy table” with policies that include one or more “Security-
enhancing sub application” codes (e.g., 01, 04, 05), where each policy includes an
“Interface” parameter (e.g., Normal, Bluetooth, WLAN). Pet., 59-61. Petitioner

annotates the security policy table (Table 1) as follows to support its position:

64



Table I

Security conditions Security mode
Environment | Network/Operator Interface Normal AKA Security-enhancing
sub application
Mobile Home Normal Enabled -

PC Home Normal Disabled 01
Mobile Home Bluetooth Disabled 02
Mobile Home IR Disabled 03
Mobile Home WLAN Disabled 04
Mobile Visited Normal - 05 (negotiation)
Mobile Operator A Normal Disabled 06
Mobile Operator B Normal Disabled 07

PC Visited WLAN Disabled 01,04,05

97. A POSITA would not understand Naslund to teach or suggest a service
code associated with the identification communication channel. As determined by
the district court, the plain and ordinary meaning of “service code” is a “code that
identifies a communication channel.” Ex. 1015, 64 (discussed by Pet., 11). Pursuant
to Claim 8[b], the claimed “service code” must identify “the communication channel
through which the authentication signal was received.” As I explain below, the
“Security-enhancing sub application” codes cannot satisfy this requirement.

98. A POSITA would instead understand that each code (e.g., 01 through
07) represents a particular “Security-enhancing sub application.” Indeed, this is why
the codes are listed in the column “Security-enhancing sub application” (green). The
codes are thus associated with security-enhancing sub applications, not an identified

communication channel as claimed. A POSITA would understand that the codes for
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the security-enhancing sub applications are only included in the same table as
“Interface” because ‘“Security-enhancing sub application” and “Interface” are
parameters of each security policy. See Ex. 1005, 21:7-9 (“For illustrative purposes,
an example of a security policy table for implementation in a tamper-resistant
security device according to the invention is presented below.”).

99. The fact that the same codes are used in policies having different
“Interface” parameters confirms that the codes cannot identify the channel upon
which the authentication request was received. For instance, as shown in the further
annotated version of Table I, in row two code “01” is included in a policy listing
“Normal” interface, but in row ten the same code “01” is included with a policy

listing the “WLAN” interface:

Table I
Security conditions Security mode .
Environment | Network/Operator Interface Normal AKA | Security-enhancing
sub application
1 ‘Mobile Home Normal Enabled -
*2 PG Home Normal Disabled 01
3 Mobile Home Bluetooth Disabled 02
4 Mobile Home R Disabled 03
5 Mobile Home WLAN Disabled 04
6 Mobile Visited Normal - 05 (negotiation)
7 Mobile Operator A Normal Disabled 06
8 Mobile Operator B Normal Disabled 07
9 - i
*10 PC Visited WLAN Disabled 01,04,05

A POSITA would understand that the “Security-enhancing sub application” code

cannot be associated with the identified communication channel, as each code can
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be included in policies involving different “Interface” parameters. The codes are
instead associated with the security-enhancing sub applications. The fact that the
codes for the “Security-enhancing sub application” and “Interface” are included in
the same row is merely because they are both part of the same security policy, not
because the codes are associated with any particular “Interface” parameter.

100. The fact that different codes may be part of different security policies
that include the same “Interface” parameter further confirms that the codes do not
identify a communication channel as claimed. For example, as shown above, the
policies of rows 2, 6, 7 and 8 include “Normal” as the “Interface” parameter but have
different “Security-enhancing sub application” codes. Thus, the codes are part of
security policies having different “Interface” parameters (but same codes as
exemplified by rows 2 and 10) and security policies having the same “Interface”
parameter but different codes (as exemplified by rows 2, 6, 7 and 8).

101. A POSITA would understand Petitioner’s interpretation of the claim to
be inconsistent with context of the claim as a whole. Specifically, the claimed service
code is determined based on the identified communication channel so that it can then
be used to calculated the authentication response (claim 1[d]), which allows the
network to authenticate the authentication response because the network also knows
the identity of the communication channel upon which the authentication request

was transmitted. The service codes of Naslund cannot plausibly accomplish this,
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because the same code can be included in multiple security policies involving
different “Interface” parameters (i.e., alleged “identified communication channel”).
Under Petitioner’s theory on Naslund, the service codes would identify multiple
possible communication channels, making it impossible for the network to
authenticate the authentication response and/or prevent man-in-the-middle attacks.
102. A POSITA would understand that the fundamental reason that the
claimed invention requires that the service code identify the channel that the
authentication request was received over is to prevent “man-in-the-middle” attacks.
This is accomplished by essentially “binding” the channel to the authentication
response, thereby ensuring that if the man-in-the-middle communicates with the
victim UE using a communication channel (e.g., Bluetooth) that is different than the
established communication channel (e.g., 3G radio) with the network, the network
knows to deny authentication. Petitioner’s interpretation of Naslund is inconsistent
with this premise, because the ‘“Security-enhancing sub application” codes of
Naslund can be associated with multiple interfaces (e.g., Bluetooth and 3G radio)—
they would not prevent man-in-the-middle attacks because the man-in-the-middle
could use a different interface than the terminal (e.g., Bluetooth rather than 3G) and

still be authenticated.
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2. Claim 1]e]: “the terminal sending an authentication response to
the network, wherein the authentication response depends on the
identified communication channel in that the response is
calculated on the basis of the information in the authentication
request and the determined service code, thereby securely
including information regarding the identified communication
channel through which the authentication request was received
into the response.”

103. Petitioner states that in Naslund the authentication response RES' “is
calculated using the RAND value from the authentication request.” Pet., 63.
Petitioner further argues that “Naslund further teaches that the response RES’
depends on the security-enhancing sub application used to generate it, i.e. calculated
on the basis of the determined service code.” Pet., 64 (emphasis in original). The
only support for this statement is the following argument:

As discussed in limitation 1[d], Naslund discloses “customiz[ing] the
security processing” that is to be applied by the SIM on an
authentication request “by providing a number of different customized
security-enhancing modules or sub applications, and selecting among
these modules in dependence on the environment.” EX1005, 17:3-8.
The selected security-enhancing sub application is dependent on the
service code, and therefore the RES’ is, by extension, calculated based
on the service code. EX1003, 12009.
Id. Petitioner is mistaken.

104. Even assuming that the AKA processing by the terminal of Naslund
differs depending on the selected security-enhancing sub application, that still would

not teach or suggest that the authentication response RES' is “calculated on the basis
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of the determined service code.” Although Naslund does disclose functions for

calculating authentication responses RES and RES' (which Petitioner does not cite
or discuss), none of those functions involve using any of the alleged service codes
(e.g., code “01” in Table I) as part of those calculations. Indeed, Naslund does not
teach or suggest that any of the “Security-enhancing sub application” codes are used
in any function or calculation to generate authentication response RES'. This is in
stark contrast to RAND, which actually is used to calculate the authentication
response RES. See Ex. 2003, 24 (“the USIM computes RES = f2x (RAND)”). | note

that Naslund teaches “comput[ing] a response and/or one or more keys based on

the challenge RAND (and the stored security key),” which evidences to a POSITA
that Naslund likewise understood “computing” (or calculating) a response “based
on” a particular parameter (e.g., RAND) to involve using that parameter in the
calculation. Ex. 1005, 14:26-28. A POSITA would not understand the alleged
authentication response of Naslund to be “calculated on the basis of the determined
service code,” because Naslund does not use the “Security-enhancing sub
application” code (alleged “service code”) as part of any calculation.

105. Petitioner contends that the “selected security-enhancing sub
application is dependent on the service code, and therefore RES’ is, by extension,
calculated based on the service code.” Pet., 64. But even assuming that the AKA

process changes based on the selected sub application code, that would not mean
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that RES' is “calculated based on the service code.” As discussed above, the sub
application code forms no part of the calculation of RES'. Indeed, simply “selecting
among” different “customized security-enhancing modules or sub application” (EX.
1005, 17:5-8) to perform AKA operations does not teach or suggest calculating RES'
based on the code.

106. Additionally, Claim 1[e] requires that “the authentication response
depends on the identified communication channel in that the response is calculated
on the basis of ... the determined service code.” However, the alleged service code
of Naslund does not depend on the identified communication channel as explained
with respect to Claim 1[d]. To the contrary, the same code can be used in multiple
security policies having different “Interface” parameters (e.g., Normal, WLAN) and
different codes can be used in different security policies having the same “Interface”
parameter. Thus, while the security-enhancing sub application is dependent on its
corresponding code, the code is not dependent on any identified communication
channel.

107. Further, the plain language of Claim 1[e] requires that the
authentication response is calculated on the basis of both “information in the
authentication request and the determined service code.” While Naslund discloses
that RES' is calculated on the basis of the challenge RAND (alleged “information in

the authentication request”), RES' is not calculated on the basis of the alleged service
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code as discussed above. A POSITA would thus understand that Naslund does not
teach the latter half of this limitation.
3. Claim 2: “wherein the terminal comprises an identity module and
a service interface (SI) module configured to securely
communicate with the identity module and to identify the

communications channel through which the authentication
request was received.”

108. Petitioner identifies the SIM 10 (red) of Naslund as the alleged “identity
module” and the network communication unit(s) 25 (blue) as the alleged “service

interface (SI) module’:

S| module 20
Network v,
communication | | USER TERMINAL 25
channel(s) 5
N, NETWORK COMMUNICATION UNIT(S)
- ' (GSM, W-CDMA, BLUETOOTH, ...)
' 10
A
TAMPER-RESISTANT SECURITY DEVICE
// AKA
Direct COOPERATING |— AKA |—| K
communication APPLICATION
channel \
(Identity module )™
Fig. 4

Pet., 65-66.
109. Naslund does not teach that the alleged SI module is “configured to

securely communication with the identity module.” Naslund teaches only that the
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terminal “generally has some form of communication capabilities”—Naslund is
silent as to whether the communication channel (green above) between the alleged
SI module and identity module is in anyway secured by the SI module. This is
different than the ‘235 Patent, which teaches that the SI module “is implemented in
the form one or more trusted hardware components” to “provide a secure
communication channel.” EX. 1001, 8:1-5. The Petition does not identify a
comparable teaching in Naslund.

110. Naslund also does not teach that the alleged SI module is “configured
to ... to identify the communications channel through which the authentication
request was received.” Naslund is silent as to which component of the terminal
performs the interface identification, and instead only generally states that “the
terminal (mobile)” determines the interface. See Ex. 1005, 19:23-29. Although
Naslund is silent on this issue, it strongly suggests to a POSITA that the interface
identification would be performed by the SIM. Id. at 23:21-23 (“[A]ll AKA related
processing takes place on the SIM, including the security enhancing step.”). In
contrast, the 235 Patent teaches that the SI module may be “configured to generate
a service code (SC) identifying the specific service interface used to setup a wired
or a wireless communication channel” and may rely on a look-up table for that

purpose. Ex. 1001, 7:52-60.
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4. Claim 3[a]: “the terminal modifying the authentication
information on the basis of the identified communications
channel”

111. Petitioner alleges that Naslund teaches that its terminal modifies the
alleged authentication information (i.e., “the authentication request” received from
the network) “on the basis of the identified communication channel” because “the
specific security-enhancing sub application that is used by the identity module (i.e.,
SIM) is selected on the basis of the identified communications channel.” Pet., 67.

112. Naslund does not teach or suggest that the identified channel, or even
the service code for that matter, serves as the basis for the alleged modified
authentication request, as explained with respect to Claim 1[e]. Indeed, the same
code (i.e., security-enhancing sub application) can be used for different “Interface”
parameters (e.g., Normal, WLAN) and different codes can be used in different
security policies having the same “Interface” parameter. A POSITA would thus
understand that the identified channel cannot serve as ‘“the basis” of those
modifications. Naslund does not rely on or use the identified channel as part of any
of its disclosed mathematical functions, including the alleged function for
“modifying” the authentication response. In contrast, the ’235 Patent teaches
modifying authentication information on the basis of an identified channel by using
the service code (SC) and RAND (i.c., “authentication information”) as part of a

function to generate RAND'. Ex. 1001, 9:60-66.
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5. Claim 4: “the terminal modifying the authentication response on
the basis of the identified communications channel.”

113. Petitioner alleges that Naslund discloses “the terminal modifying the
authentication response on the basis of the identified communications channel,”
because the specific security-enhancing sub application that is used by the identity
module (i.e., the terminal’s SIM) is selected on the basis of the identified
communications channel. Pet., 69-70 (emphasis added). This is essentially the same

theory applied to Claim 3[a] and is incorrect for the same reasons discussed there.

6. Claim 5[b]-[c]: “the network generating an expected service code
on the basis of the type of communications channel the service
request was sent to the network; and determining on the basis of
the expected service code an expected response.”

114. Petitioner asserts that the alleged “expected service code” is “generated
on the basis of the type of communication channel the service request was sent to
the network.” However, this assertion is premised on the same logic offered by
Petitioner with respect to Claims 1[d] and 1[e]. Specifically, Petitioner again
incorrectly asserts that the alleged service code of Naslund is associated with the
identified communication channel and that the authentication response is calculated
on the basis of the alleged service code. Pet., 71-72. For Claim 5, Petitioner argues
that Naslund’s network must necessarily follow this same process “to carry out their

cryptographic algorithms” by generating the expected service code and expected
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response. Id. Consequently, Naslund does not teach or suggest this limitation for the

same reasons discussed with respect to Claims 1[d] and 1[e] above.

IX. CONCLUSION

115. In addition to the opinions and evidence expressed herein, | reserve the
right to rebut any arguments made or evidence presented in response to this report.
| also reserve the right to supplement this report based on further investigation or
analysis.

116. | declare that all statements made herein of my knowledge are true, and
that all statements made on information and belief are believed to be true, and that
these statements were made with the knowledge that willful false statements and the
like so made are punishable by fine or imprisonment, or both, under Section 1001 of
Title 18 of the United States Code. | further declare under penalty of perjury under

the laws of the United States of America that the foregoing is true and correct.

Dated: May 27, 2025 < ﬂ“_”_’"

Jacob Sharony, Ph.D.
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JACOB SHARONY, PhD, MBA
+1 (631) 546-5840 jacob@mobiusconsulting.com Dix Hills, New York 11746

Seasoned professional with over 35 years experience and expertise in information communications technologies
(ICT), wireless networks, mobile devices/applications, data capture and sensing; visionary, creative and
innovative with strong technology and business skills.

EXPERIENCE

MOBIUS CONSULTING, Huntington Station, NY 2004 -

Founder, Principal Consultant

e Professional consulting services in mobile wireless strategy, technologies, systems and applications.

e “Trusted Advisor” role facing large clients in telecom, vertical enterprises and government, building trust
and relationships.

e Expertise includes WiFi, 4G LTE and 5G, WiMAX, picocell/femtocell, DAS, mesh networking, Internet of
Things (IoT), M2M, RFID, RTLS, smart antennas, MIMO/beamforming, cloud computing, mobile crowd
sourcing/sensing, enterprise mobility, security protocols, mobile embedded devices, device management,
mobile applications/services, LBS, VoIP, video streaming, Zigbee, Bluetooth, sensor networks, RTLS,
smart grid, m-health, m-learning, smart home networking.

e System and network protocol analysis, modeling and simulations of wireless systems (e.g., WiFi, LTE) for
network performance assessment and optimization.

e Participated in a lead role in several medium-large projects in various vertical, enterprise and
government/military markets, e.g., smart grid, mobile health, WiFi and 4G deployments.

e Seclected consulting engagements are listed below: Lattice Semiconductor, SIBEAM, Powerwave
Technologies, Time Warner Cable, and Corning-MobileAccess.

COLUMBIA UNIVERSITY, New York, NY 2010 -

Adjunct Professor

e Professor of Electrical Engineering. Teaching graduate courses on advanced wireless technologies:
mmWave Wireless Communications and Applications for 5G/6G, Wireless Sensing (RFID, RTLS, M2M
communications, smart grid/energy, smart infrastructure, intelligent transportation, m-health).

LATTICE SEMICONDUCTOR, Sunnyvale, CA 2014 - 2016
CTO Office Senior Advisor

Developing 5G solutions using mmWave and Phased Array Antenna technologies. Applications include
‘wireless fiber’ backhaul/front-haul, connected cars, in-home connectivity.

SIBEAM, Silicon Valley 2014 - 2016
Technology Strategy Senior Consultant

Developing intelligent millimeter wave (60 GHz) technologies for wireless communications (802.11ad) and
fixed access solutions for 5G.

POWERWAVE TECHNOLOGIES, Santa Ana, CA 2011 -2013

CTO Office Senior Principal Consultant / VP Innovation

e Leading innovation, strategy and development of HetNets, DAS and small cells (picocell) solutions using
4G LTE and WiFi technologies to enhance coverage and capacity of wireless network infrastructure.

CENTER OF EXELLENCE IN WIRELESS & IT, SUNY, Stony Brook, NY 2006 — 2010
Director, Network Technologies Research Division

e Leading network technologies research, development and commercialization efforts

e Industry liaison, working on smart energy, wireless healthcare and intelligent transportation solutions.

e Deployed mobile WiMAX pico/femto solution as part of the 4G-campus initiative.

e Key contributor to the Long Island Broadband Wireless Access Initiative using WiFi and 4G.



TIME WARNER CABLE, Stamford, CT 2007 2008
Wireless Strategy & Development Senior Consultant

e Worked on a large wireless project involving WiFi, WiMAX and 3G with advanced mobile devices.

e Developed concept and product requirements documents, architecture and RF design, and test plans.

e Supported the business development group on femtocells models, MVNQO’s models and services, etc.

MOBILE-ACCESS (Acquired by Corning), Vienna, VA 2006 -2008
CTO Office DAS Strategy & Development Senior Consultant

e  Worked with the CTO and senior engineers to develop WiFi DAS systems.

e Developed detailed analysis and novel method to support MIMO (802.11n) in DAS systems.

MOTOROLA (formerly Symbol Technologies), Holtsville, NY 1997 - 2005

Senior Director, Technology Strategy and Development 2003 — 2005

e Served as “the eyes of the company” — Charter was to identify and evaluate emerging/disruptive
technologies, and conduct technology/business due diligence of possible partners/acquisitions. Team leader.

e Guided the company technology roadmap by generating Technology Position Statements (TPS). Selected
topics include: 802.11a/b/g migration strategy, 802.11¢ (QoS), Broadband Wireless Access - 802.16d/e
fixed and mobile WiMAX, mesh networks, RFID, RTLS, and MIMO. These TPS were fact based and relied
on results obtained through modeling, analysis and simulations.

e Explored a new family of products based on multi-point MIMO architecture in mesh wireless networks.

e Investigated VoIP capacity in 802.11a/b/g networks and initiated work on admission control
algorithms/policies.

e Researched and developed new mobile applications delivering multimedia-rich content to heterogeneous
networked mobile devices.

e Developed strategic alliances and led technology initiatives with technology/business partners.

e Participated actively in IEEE 802.11, 802.15 and 802.16 standards meetings.

e Awarded several patents.

Senior Director, Research and Development 1997 — 2003

o Initiated and led several R&D programs in wireless LAN technologies: intelligent access point, reliable
multicast video streaming, mobile device management/security and spatial wireless switching.

e Conceived, investigated and developed a novel wireless switching architecture based on MIMO technology.

e Conducted innovative research in WLAN QoS, Bluetooth interference mitigation, multicast video
streaming, mobile security, RFID, RTLS - location tracking (RSSI/TDOA), VoIP and smart antennas.

e Participated in strategic planning and impacted the technology/business direction of the company.

e Awarded several patents.

BAE SYSTEMS, Greenlawn, NY 1994 — 1997
Research Scientist
e Led the advanced mobile networking group.

e Developed tactical mesh-based wireless network systems for DoD.

e Worked on advanced antenna techniques including beam steering/switching.

e Awarded several patents.

NEC RESEARCH INSTITUTE, Princeton, NJ 1992 — 1994

Research Fellow

e  Worked on optical interconnects for parallel processing.

e Investigated multi-dimensional switches using wavelength, space and time.
e Designed a wavelength router/switch using free-space optics.

IBM RESEARCH CENTER, Hawthorne, NY 1990 — 1992
Research Associate

e Developed and prototyped a gigabit switch.

e Built a testbed of multi-wavelength optical network.

e Developed algorithms for WDMA using AO tunable filters.



ISRAEL PRODUCT RESEARCH CO. (ISPRA) LTD., Herzliya, Israel 1984 — 1989
Head of Fiber-optics Systems Engineering

e Pioneered security products using fiber optic sensors.

e Conducted research & development in fiber optic sensors.

e (Co-developed and deployed a large fiber optic data communications network.

EDUCATION

COLUMBIA UNIVERSITY, New York, NY
e Ph.D,, Electrical Engineering, 1993.
e M.Phil, Electrical Engineering, 1991.

TEL AVIV UNIVERSITY, Tel Aviv, Israel

e MBA, Recanati Business School, 1989.

e MSc., Electrical Engineering, 1984.

e BSc., magna cum laude, Electrical Engineering, 1979.

PUBLICATIONS / PATENTS / OTHER

Numerous publications in proceedings and conference papers.

Numerous US and international patents issued.

Served on several government agencies expert panels (NSF, NIH).

IEEE Life Senior Member.

Featured speaker on several industry sponsored webinars.

Served as an expert witness/consultant in District Court, IPR, PGR, ITC, FRAND, PCA, AAA cases.

COURSES TAUGHT

e Introduction to Auto ID and Data Capture (AIDC) Technologies (State University NY, Stony Brook)
e  Wireless Sensing Networks (Columbia University)
e mmWave Communications and Applications for 5G/6G (Columbia University)

RECENT EXPERT WITNESS CONSULTING'

2025: Samsung Electronics v. KPN (IPR)

2025: Pegasus Wireless v. Verizon Wireless et al. (Litigation)

2024: Cisco Systems Inc. v. Video Solutions (IPR)

2024: S.M.R Innovations LTD and Y.M.R Tech LTD v. Apple (Litigation)
2024: Zebra Technologies v. OnAsset Intelligence (Litigation)

2023: Varia Holdings v. Apple (Litigation)

2023: Maxell Ltd. v. Samsung Electronics (Litigation)

2023: Ericsson Inc. and Oracle Corporation v. Telecom Network Solutions (IPR)
2023: OZMO Licensing v. Dell Technologies (Litigation/IPR)

2022: Howlink Global v. AT&T (Litigation)

2022: Cleveland Medical Devices v. ResMed Corp (Litigation/[PR)

2022: Lone Star Systems v. Zebra Technologies (Litigation/IPR)

2022: Telecom Network Solutions v. AT&T, Verizon, and T-Mobile (Litigation/IPR)
2021: BillJCo v. Apple (Litigation/IPR)

2021: BillJCo v. Cisco Systems et al. (Litigation)

2021: Zebra Technologies v. OnAsset Intelligence (ITC)

2021: CellSpin Soft v. Under Armour (Litigation)

2021: CellSpin Soft v. Nike (Litigation)

2021: Intellectual Ventures v. Hewlett Packard Enterprise (Litigation/IPR)

' Represented parties are underlined.



2021: AEGIS v. Hisense (Litigation)

2020: Soter Technologies v. IP Video Corp. et al (Litigation)

2020: Intellectual Tech v. Zebra Technologies (Litigation)

2020: Uniloc v. Apple (Litigation)

2020: American Patents v. Juniper Networks (Litigation)

2020: Proxicom Wireless v. Target Corporation (Litigation)

2020: Sol IP v. AT&T et al. (Litigation)

2019: Cellular Evolution v. AT&T et al. (Litigation)

2019: Philips v. HTC (Litigation, UK)

2019: Ericsson v. Tishman Interiors (AAA Arbitration)

2019: Uniloc v. Samsung, Huawei (Litigation)

2018: Intel et al. v. Hera Wireless (IPR)

2018: Deutsche Telecom v. The Republic of India (UNCITRAL Arbitration, Paris Tribunal)
2017: Devas v. The Republic of India (UNCITRAL Arbitration, The Hague Tribunal)
2017: RPX Corp. et al. v. Iridescent Networks (IPR)

2017: Intellectual Ventures v. FedEx (Litigation)

2017: FedEx v. Intellectual Ventures (IPR)

PREVIOUS TESTIMONY

Deutsche Telekom AG v. The Republic of India, PCA Case No. 2014-10 (UNCITRAL) Expert Reports +
Arbitration Hearing,.

Devas (Mauritius) Ltd. et al v. The Republic of India, PCA Case No. 2013-09 (UNCITRAL) Expert Reports
+ Arbitration Hearing.

Philips v. HTC, Claim HP-2015-000063 (UK) Expert Report.

Ruckus Wireless, Inc. et al v. Hera Wireless S.A., Case [IPR2018-01419 (PTAB) Expert Declaration.

Ruckus Wireless, Inc. et al v. Hera Wireless S.A., Case [IPR2018-01736 (PTAB) Expert Declaration.

Intel Corporation v. Hera Wireless S.A., Case IPR2018-01702 (PTAB) Expert Declaration.

Ruckus Wireless, Inc. et al v. Hera Wireless S.A., Case [IPR2018-01418 (PTAB) Expert Declaration.

Ruckus Wireless, Inc. et al v. Hera Wireless S.A., Case [IPR2018-01739 (PTAB) Expert Declaration.

Intel Corporation et al v. Hera Wireless S.A., Case IPR2018-01700 (PTAB) Expert Declaration.

Intel Corporation et al v. Hera Wireless S.A., Case IPR2018-01701 (PTAB) Expert Declaration.

Ruckus Wireless, Inc. et al v. Hera Wireless S.A., Case IPR2018-01732 (PTAB) Expert Declaration.

Ruckus Wireless, Inc. et al v. Hera Wireless S.A., Case IPR2018-01737 (PTAB) Expert Declaration.

Intel Corporation et al v. Hera Wireless S.A., Case IPR2018-01686 (PTAB) Expert Declaration.

Ruckus Wireless, Inc. et al v. Hera Wireless S.A., Case [IPR2018-01420 (PTAB) Expert Declaration.

Intel Corporation et al v. Hera Wireless S.A., Case IPR2018-01687 (PTAB) Expert Declaration.

Ruckus Wireless, Inc. et al v. Hera Wireless S.A., Case [IPR2018-01738 (PTAB) Expert Declaration.

RPX Corporation et al v. Iridescent Networks, Inc. (McEwen, Kathy, inventor), Case IPR2018-00254 (PTAB)
Expert Declaration.

RPX Corporation et al v. Iridescent Networks, Inc. (McEwen, Kathy, inventor), Case IPR2017-01661 (PTAB)
Expert Declaration.

RPX Corporation et al v. Iridescent Networks, Inc., Case IPR2017-01662 (PTAB) Expert Declaration.
Intellectual Ventures Il LLC v. FedEx Corp., (2:16-cv-00980), Expert Report + Deposition + Trial (Texas
Eastern District Court).

FedEx Corp. v. Intellectual Ventures Il LLC, Case IPR2017-00729 (PTAB) Expert Declaration.

FedEx Corp. v. Intellectual Ventures Il LLC, Case IPR2017-02030 (PTAB) Expert Declaration.

FedEx Corp. v. Intellectual Ventures Il LLC, Case IPR2017-00741 (PTAB) Expert Declaration.

Uniloc USA, Inc., Uniloc Luxembourg, S.A., and Uniloc 2017 LLC (Uniloc) v. Samsung, (2:18-cv-00042)
Expert Report + Deposition.

Uniloc USA, Inc., Uniloc Luxembourg, S.A., and Uniloc 2017 LLC (Uniloc) v. Samsung, (2:18-cv-00044)
Expert Report + Deposition.

SoL IP v. AT&T et al., (2:18-cv-00526), Expert Report + Deposition.

Juniper Networks v. American Patents, Case IPR2020-01114 (PTAB) Expert Declaration.



Juniper Networks v. American Patents, Case [IPR2020-01115 (PTAB) Expert Declaration.

Intellectual Tech v. Zebra Technologies, (6:19-cv-00628) Expert Declaration.

Aegis 11 S.A. v. Belkin Int’l, Inc., Civ. Nos. 19-1161-RGA, -1162-RGA, and 1163-RGA Expert Declaration.
Aegis 11 S.A. v. TTE Tech., Inc., Civ. No. 19-1165-RGA Expert Declaration

Aegis 11 S.A. v. Funai Electric Co., Civ. No. 20-03890

AEGIS v. Hisense, (1:20-cv-03891) Expert Declaration.

Soter Technologies, LLC v. IP Video Corp. et al, SDNY 20-cv-05007(LJL) Expert Declaration.

Soter Technologies, LLC v. IP Video Corp. et al, EDNY 2:20-cv-02989(GRB)(AKT) Expert Declaration +
Deposition.

Cellspin Soft, Inc. v. Nike, Inc., NDCA 4:17-cv-05931YGR Expert Report.

Cellspin Soft, Inc. v. Under Armour, Inc., NDCA 4:17-cv-05932YGR Expert Report.

BillJCo, LLC v. Cisco Systems, Inc. et al., EDTX 2:21-cv-181, 183-JRG Expert Reports + Deposition.
BillJCo, LLC v. Apple, Inc., WDTX 6:21-cv-528-ADA Expert Declaration.

Zebra Technologies v. OnAsset Intelligence, Inc., ITC Washington DC, Investigation No. 337-TA-1278
Expert Reports on Infringement & Validity + Deposition + Trial/Hearing.

Intellectual Tech LLC v. Zebra Technologies, WDTX 6:19-cv-00628-ADA Expert Report.

Hewlett Packard Enterprise v. Intellectual Ventures Il LLC, Case IPR2021-01377 (PTAB) Expert Declaration
+ Deposition.

Hewlett Packard Enterprise v. Intellectual Ventures Il LLC, Case IPR2022-00096 (PTAB) Expert Declaration
+ Deposition.

Ericsson Inc. and Oracle Corporation v. Telecom Network Solutions LLC, Case IPR2022-1572 (PTAB)
Expert Declaration.

Ericsson Inc. and Oracle Corporation v. Telecom Network Solutions LLC, Case IPR2022-1573 (PTAB)
Expert Declaration.

Zebra Technologies v. Lone Star Systems, Case IPR2022-01374-01377 (PTAB) Expert Declarations +
Deposition.

Howlink Global v. AT&T, EDTX 2:22-cv-00040-JRG, Expert Report + Deposition.

Unified Patents LLC v. OZMO Licensing LLC, Case IPR2023-02060 (PTAB) Expert Declaration.

Cisco Systems Inc. v. Video Solutions PTE LTD., Case IPR2024-00194 (PTAB) Expert Declarations +
Deposition.

Varia Holdings v. Apple, EDNY 1:23-cv-07477-RPK-VMS, Expert Declarations + Depositions.

Unified Patents v. BSD Crown, Ex Parte Reexamination of U.S. Patent No. 6,389,473, Expert Declaration.
Zebra Technologies v. OnAsset Intelligence, NDTX 3:21-cv-00055-K Inc., Expert Report + Deposition.
ResMed Corp v. Cleveland Medical Devices, Case IPR2023-00565 (PTAB) Expert Declaration + Deposition.
Cleveland Medical Devices v. ResMed Corp, DE 1:22-cv-00794-GBW, Expert Declaration.

S.M.R Innovations LTD and Y.M.R Tech LTD v. Apple, WDTX 6:23-cv-479-ADA, Expert Declaration.
Samsung Electronics, LTD v. Maxell, LTD, Case IPR2024-00735/00777 (PTAB) Expert Declarations

Cisco Systems, Inc. v. Video Solutions PTE. LTD, Case IPR2024-00194 (PTAB) Expert Declaration.
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e J. Sharony, “Understanding Het-Nets, Antennas and other Advanced Techniques in LTE-Advanced;
Advanced Systems and Techniques,” LTE-Advanced: Understanding 3GPP Release 10 and Beyond —
Workshop presented by 4G Americas, Marina del Rey, CA, October 2012.

e J. Sharony, V. Ramanna, “Self Learning Real Time Location Tracking in Wireless Sensor Networks,”
Accepted to WiCOM, The 5th International Conference on Wireless Communications, Networking and
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e J. Sharony, K. W. Cheung, T. E. Stern, “Wavelength Dilated Switches (WDS) — A New Class of Suppressed
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