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authentication of devices in a network that is usually per­
formed by a home subscriber server can be transferred to a 
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However, the use of a bootstrapping server function does not 
completely address the problem of reducing authentication 
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and generate further session keys at other network elements. 
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1. 

METHOD AND SYSTEM FOR RECURSIVE 
AUTHENTICATION IN A MOBILE 

NETWORK 

This application is the U.S. national phase of International 
Application No. PCT/GB2006/004033 filed 27 Oct. 2006 
which designated the U.S. and claims priority to European 
Patent Application No. 06250370.1 filed 24 Jan. 2006, the 
entire contents of each of which are hereby incorporated by 
reference. 

TECHNICAL FIELD OF THE INVENTION 

This APPLICATION relates to a method of authentication 
in communications network, in particularamethod of authen 
ticating a device in a cellular communications network by 
recursively generating session keys based on an initial shared 
secret key held by the device and the core network. 

RELATED ART 

Security in communication systems has always been 
important and mobile cellular communication systems have 
been no different. In early “first generation' analogue mobile 
phone systems, a third party could eavesdrop on the commu 
nications between a mobile terminal and the mobile network 
fairly easily over the radio interface. These problems were 
partly mitigated when 'second generation’ digital systems, 
such as GSM (Global System for Mobile communications), 
were adopted by mobile operators. 

Security provisions, including authentication, under GSM 
are based upon a key sharing principle, where a smart card (a 
SIM card) is used to store a secret key that is been preloaded 
onto the card when the card is made. The secret key is thus 
shared a priori between the mobile phone and the network 
operator before any communication is initiated. The secret 
key forms the basis for all Subsequent key generation used for 
authentication and ciphering. However, there are shortfalls in 
the GSM security provisions that mean it is not completely 
SCU. 

Under UMTS (Universal Mobile Telecommunications 
System), one of the “third generation (3G) mobile commu 
nication systems, security provisions are based loosely on 
those under GSM, but with further enhancements. As in 
GSM, under UMTS a smart card (USIM) is used to store 
identification and security information, which includes the 
subscriber ID and a secret key K. This information enables a 
subscriber to connect with the network and make/receive 
calls securely. The method of authentication in UMTS using 
derived keys from this initial secret key is performed under 
the AKA (Authentication and Key Agreement) protocol. The 
security provisions in UMTS, including the AKA protocol, 
are set out in greater detail in 3GPP TS 33.102. 
The process of mutual authentication between the HSS 

(Home Subscriber Server) of the home network, and the 
subscriber's USIM (universal subscriber identity module), is 
based on showing knowledge of the shared key K, which is 
made available only to the USIM and the HSS. During an 
authentication request phase, the HSS generates an authenti 
cation vector including a random number RAND and a net 
work authentication token AUTN based on the shared key K. 
The random number RAND and the authentication token 
AUTN are transmitted to the subscriber's mobile terminal, or 
specifically the USIM, which checks AUTN to authenticate 
the HSS and network, and then calculates an authentication 
response RES using a fixed algorithm based on RAND and 
the shared key K. The response RES is transmitted back to the 
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2 
HSS and if RES is equal to the response expected by the HSS 
based on its calculations, then authorization is completed and 
the USIM and the HSS will generate session keys, which can 
be used for data encryption and decryption during Subsequent 
communications. 

This architecture utilizing AKA protocol between the HSS 
and the USIM is a very valuable asset to network operators. 
This infrastructure can be leveraged to enable application 
functions in the network to establish shared keys and authen 
ticate users. These application functions or servers can reside 
anywhere in the home network or a visited network. The 
protocol that has been adopted to allow a network operator to 
provide the “boot-strapping of application security to 
authenticate a subscriber is set out in GAA (Generic Authen 
tication Architecture). GAA is described in more detail in 
3GPP TS 33.22O. 

FIG. 1 illustrates a simple network model 100 using the 
bootstrapping approach defined under GAA. Network 100 
comprises an HSS 102, a BSF (bootstrapping server function) 
104, a NAF (network application function) 106 and a UE 
(user equipment) 108. In network 100, the NAF 106, which is 
typically a service provider, and UE 108 are trying to authen 
ticate each other and generate a session key to secure Subse 
quent communications. The NAF 106 may provide services 
Such as secure mail, electronic commerce and payment, 
access to a corporate network and Such like. 

In network 100, when the NAF 106 requires authentication 
of the UE 108, it does not need to make any request directly to 
the HSS, but instead uses the BSF 104. The BSF 104 acts as 
an intermediary authentication server and authenticates the 
UE 108 on behalf of the NAF 106, and also provides the 
necessary session keys. 
As under the standard AKA protocol, authentication is 

based on an authentication vector sent by the HSS 102 to the 
BSF 104. The authentication vector includes challenge-re 
sponse information based on the shared key Kheld at the HSS 
102 and the USIM in the UE 108. The authentication vector 
also includes the two keys: a cipher key CK and an integrity 
key IK. These keys are generated only by the HSS 102 and can 
essentially be considered to be session keys used to secure 
communications following authentication. The authentica 
tion vector, and in particular, the challenge response informa 
tion is used by the BSF 104 to authenticate the UE 108. In 
practice, the BSF 104 may request more than one authentica 
tion vector at any one time, and thus reduce the number to 
requests that have to be made to the HSS 102. There may also 
be further BSFs connected to the HSS 102. 

However, the BSF 104 can only hold a limited number of 
authentication vectors and when these have all been used, the 
BSF 104 will need to request further authentication vectors 
from the HSS 102. In practice, the number of authentication 
vectors is expected to be between 1 and 32, with 2 to 4 being 
the most common. As such, while there are sound commercial 
reasons why the use of BSFs is advantageous, as well as 
technical ones related to reducing traffic at the HSS 102 from 
multiple requests from NAFs, the use of BSFs does not com 
pletely address the technical problem of reducing traffic at the 
HSS 102. Indeed, it is likely that as subscribers demand more 
services from the network, the number of NAFs providing 
those services will only increase with time, and thus the 
number of requests for authentication vectors at the HSS 102 
by the BSF 104, and other BSFs, will inevitably increase as 
well. It is envisaged that while the current use of BSFs and 
GAA does alleviate the amount of authentication traffic expe 
rienced by the HSS 102, over time, there will come a point 
when the current system will cease to function efficiently due 
to problems caused by traffic overload. 
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Furthermore, the use of GAA as currently envisaged only 
extends the authentication process within the control of the 
mobile operator. The inventor has identified ways in which a 
system such as GAA could be extended and modified to cover 
more extensive applications. 

SUMMARY 

It is the aim of exemplary embodiments to address one or 
more of the above-stated problems. 

According to one aspect of the present invention, there is 
provided a method of authentication in a communications 
network, the communications network comprising a home 
Subscriber server, a first authentication entity, a first applica 
tion entity and a user device, wherein a shared secret key is 
stored at the home subscriber server and the user device, and 
wherein the method comprises the steps of: 

(i) generating at the first authentication entity a first net 
work session key based on the secret key stored at the home 
Subscriber server, and generating a first user session key 
based on the secret key stored at the user device, wherein the 
first network Session key and the first user session key are the 
Same: 

(ii) transmitting the first network session key from the first 
authentication entity to the first application entity; 

(iii) storing the first network session key at the first appli 
cation entity and storing the first user session key at the user 
device; and wherein the method further comprises the steps 
of: 

(iv) determining at a second authentication entity whether 
the first network session key and the first user session key are 
the same, and if they are the same, then 

(V) generating a second network session key at the second 
authentication entity, wherein the second network session key 
is based on the first network session key stored at the first 
application entity, and generating a second user session key at 
the user device based on the first user session key stored at the 
user device, wherein the second network session key and the 
second user session key are the same. 

Typically, the home subscriber server and the authentica 
tion entity are controlled by the mobile network operator. As 
Such, in the past, every time an application entity requires 
authentication and secure communications with the user 
device, it must make a request to the authentication entity 
and/or the home subscriber server. However, in embodiments 
of the present invention, repeat requests to the authentication 
server and/or the home subscriber server can be avoided by 
reusing the original session key, KS, Supplied by the authen 
tication entity to the application entity. Thus traffic to the 
home subscriber server and the authentication entity are kept 
to a minimum. Furthermore, additional functionality and 
robustness is afforded to the application entity and other 
elements requiring authentication with the user device that 
are not under the direct control of the operator of the home 
network in which the home subscriber server and the authen 
tication server reside. 

Preferably, the method further comprises the step of (vi) 
transmitting the second network session key from the second 
server entity to a second application entity, and using the 
second session key to secure communications between the 
second application entity and the user device. 

Step (iv) may comprise using the first network session key 
to derive a challenge response pair and using that challenge 
response pair to determine if the first user session key is the 
same as the first network session key. 
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4 
The challenge response pair may be derived by the first 

application entity and said challenge response pair may be 
transmitted to the second authentication entity. 

Communications in step (vi) may be secured by using the 
second session keys to encrypt and decrypt data transmitted 
between the second application entity and the user device. 

Preferably, the communications network is a mobile cellu 
lar communications network. 
The authentication entities may be bootstrapping server 

functions, and the application entities may be network appli 
cation functions. 

Preferably, the generating of session keys is performed 
under the generic authentication architecture. 

According to another aspect of the present invention, there 
is provided a method of authentication in a communications 
network, the communications network comprising a home 
Subscriber server, a first authentication entity, a first applica 
tion entity, a core network and a user device, wherein a shared 
secret key is stored at the home subscriber server and the user 
device, and wherein the core network comprises at least the 
home subscriber server and the first application entity, said 
method comprises the steps of 

(i) generating a first user session key based on the secret 
key stored at the user device, and generating in the core 
network a first network session key based on the secret key 
stored at the home subscriber server, and wherein the first 
network session key and the first user session key are the 
Same: 

(ii) transmitting the first user session key from the user 
device to the first application entity; 

(iii) storing the first user session key at a first application 
entity and storing the first network session key in the core 
network; and wherein the method further comprises the steps 
of: 

(iv) determining at a second authentication entity whether 
the first network Session key and the first user session key are 
the same, and if they are the same, then 

(V) generating a second user session key at the second 
authentication entity, wherein the second user session key is 
based on the first user session key stored at the first applica 
tion entity, and generating a second network session key at the 
core network based on the first network session key stored in 
the core network, wherein the second user session key and the 
second network session key are the same. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a better understanding of the present invention refer 
ence will now be made by way of example only to the accom 
panying drawings, in which: 

FIG. 1 is a simple network diagram incorporating boot 
Strapping: 

FIG. 2 is a message flow diagram illustrating bootstrap 
ping; 

FIG. 3 is a network diagram illustrating an arrangement in 
an example of the present invention; 

FIG. 4 is a message flow diagram of an example of the 
present invention; 

FIG. 5 is a network diagram of another example of the 
present invention with recursive authentication on the user 
equipment side; and 

FIG. 6 is a network diagram of an example of the present 
invention applied to the user's home environment. 

DESCRIPTION OF PREFERRED 
EMBODIMENTS 

The present invention is described herein with reference to 
particular examples. The invention is not, however, limited to 
Such examples. 
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FIG. 1 illustrates a simple 3G network 100 employing 
bootstrapping. The network 100 comprises a HSS (home 
subscriber server) 102, a BSF (bootstrapping server function) 
104, a NAF (network application function) 106 and a UE 
(user equipment) 108. In the network 100, the BSF 104 and 
the UE 108 mutually authenticate each other using the AKA 
protocol. Session keys are agreed and are applied to commu 
nications between the UE 108 and the NAF 106. The NAF 
106 may be a service provider, providing services such as 
secure mail, electronic commerce and payment, access to a 
corporate network and such like. The UE 108 may be any 
suitably configured device such as a mobile phone, a PDA or 
a laptop. The UE 108 contains a USIM (user subscriber iden 
tity module) which securely holds information relating to the 
user, such as the Subscriber identity and authentication keys. 
A person skilled in the art will recognize that other ele 

ments such as gateways, radio network controllers and other 
networkelements may be found in the network 100. However, 
these elements have been omitted for the sake of simplicity. 

The HSS 102 and the BSF 104 are located in the home 
mobile network of the UE 108. The NAF 106 may be located 
in the home mobile network of the UE 108 or in a visited 
mobile network. The HSS 102 and the BSF 104 can commu 
nicate over communications link 110. The BSF 104 and the 
NAF 106 can communicate over communications link 112. 
Communications links 110 and 112 are typically secure wired 
connections. The BSF 104 and the NAF 106 can communi 
cate with the UE 108 over communications links 114 and 116 
respectively. The communications links 114 and 116 usually 
includes at least in part a wireless air interface. 

Authentication of the UE 108 and the network has to take 
place before secure communications between elements in the 
network and the UE 108 can take place. Note, insecure com 
munications can occur before authentication is completed. 
Communications may be between the UE 108 and another 
device attached to the network, such as another user device, or 
an application server such as the NAF 106. Authentication is 
important for ensuring the integrity of the parties involved 
before communications start and also provides for the agree 
ment, and exchange where appropriate, of keys for the 
encryption of data in the Subsequent communications. The 
use of encryption keys is particularly important in the net 
work when communications to and from the UE 108 are over 
a non-secure channel, either wholly or in part. In the network 
100, communications link 114 and 116 may be wireless air 
interfaces, which are particularly Susceptible to interceptions 
by third parties and must therefore be secured. 

Authentication in the network is based on a shared secret 
key K, securely held on the USIM and the AuC (authentica 
tion centre) in the user's home network. The USIM takes the 
form of a smart card that is found in the UE 108, and the AuC 
is usually part of or connected to the HSS 102. For the sake of 
simplicity, the AuC and the HSS shall be referred to as a single 
combined entity, the HSS 102. Thus, before authentication 
begins, only the HSS 102 and the UE 108 have access to the 
shared key K. 
The method of authentication in the network 100 will now 

be described with reference to FIG. 2, with references to the 
elements found in FIG.1 made using like reference numerals. 

Authentication between the UE 108 and the NAF 106 is 
initiated by the UE 108 sending a message to start commu 
nications in step 202. The NAF 106 sends a message back to 
the UE 108 to initiate bootstrapping as shown in step 204. 
Alternatively, the NAF 106 may initiate communications 
directly by omitting step 202, and starting communications 
directly with step 204. 
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6 
The UE 108 then sends a message to initiate bootstrapping, 

which includes the subscriber ID of the USIM, to the BSF 104 
in step 206. In step 208, the BSF 104 then sends a request 
message to the HSS 102 to retrieve at least one authentication 
vector AV corresponding to the subscriber ID received. The 
authentication vector AV is generated by the HSS 102 and 
includes a random number RAND, an expected response 
XRESss with which the BSF 104 can use to authenticate the 
UE 108, as well as some cipher and integrity keys, CK and IK, 
which are derived from the shared key K. The expected 
response XRESss is derived by the HSS from the generated 
random number RAND and the shared key K stored at the 
HSS using a predetermined algorithm. CK and IK are used 
later to generate session keys, or may themselves be used 
directly as session keys. 
The authentication vector AV is sent from the HSS 102 to 

the BSF 104 in step 210 and then stored by the BSF 104 in step 
212. 
The HSS 102, may send more than one AV to the BSF 104. 

Thus, steps 208 to 212 may be omitted if the BSF 104 already 
holds at least one AV corresponding to the UE 108. 
To authenticate the user, the BSF 104 sends the UE 108 the 

random number RAND in an authentication request message 
in step 214. In step 216, the UE then calculates an expected 
response based on the received random number RAND and 
the shared key K held by the USIM at the UE 108 using a 
predetermined algorithm. The expected response XRES 
calculated by the UE 108 is sent in an authorization response 
message to the BSF 104 in step 218. 
Once the BSF 104 receives the authorization response mes 

sage, BSF 104 checks the stored XRESss sent as part of the 
authorization vector AV from the HSS 102, with the XRES 
received from the UE 108, in step 220. If the values of 
XRESss and XRES match, then the UE 108 is authorized 
and the BSF 104 generates a session key Ks in step 222. The 
session key Ks is generated based on the shared key Kheld by 
the HSS 102 using a suitable key generating algorithm, and 
may be derived from the keys passed to the BSF 104 in the 
authentication vector AV. Similarly, the UE 108 also gener 
ates a session key Ks based the shared key K stored on the 
USIM and stores that session key Ks in a secure module on the 
UE 108 or on the USIM in step 224. Thus, the UE 108 and the 
BSF 104, after authentication, now share identical session 
keys Ks. 
The BSF 104 then sends an OK response message to the 

UE 108 in step 226, which may include an indication of the 
lifetime of the session key Ks. In step 228, the BSF 104 then 
sends the session key KS and the session key lifetime to the 
NAF 106. The NAF 106 and the UE 108 now share the same 
session key KS with which they can encrypt data to enable 
secure communications between each other in step 232. If the 
key lifetime is used, then the session key Ks will be discarded 
after this lifetime. After this lifetime, any further communi 
cations should continue only after a repeated authentication 
process and generation of a new session key KS. 

Keys can be derived from an original key by one or more of 
the following methods: by selecting parts of the original key, 
by concatenating several keys, by applying the one-way 
(hash) function, by applying some logical conversions such as 
XOR or by applying cryptographic algorithms (e.g. DES) to 
the original key. A person skilled in the art will appreciate that 
other methods are also possible. The 3G specification does 
not mandate any specific functions for key derivation as long 
as the same function is used by both the HSS 102 and UE (or 
more specifically the USIM) 108. 

FIG. 3 illustrates a network 300 in an example of the 
invention. The network 300 includes all the elements from 
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FIG. 1: the HSS 102, the BSF 104, the NAF 106 and the UE 
108. The network 300 also includes the further elements of a 
BSF 304 and a NAF' 306. The BSF 304 is connected to the 
NAF 106 via communications link 310, and to the NAF'306 
via communications link312. The BSF'304 and NAF 306 are 
also connected to UE 108 over communications link314 and 
316 respectively. The communications links 314 and 316 may 
include at least in part a wireless radio interface. 
The operation of the example of the invention in FIG.3 will 

now be described with reference to FIG. 4. 
FIG. 4 is a message flow diagram illustrating the process of 

key exchange between the BSF 304, the NAF' 306 and the 
rest of the network300. Firstly it is assumed that the NAF 106 
and the UE 108 both hold a session key Ks enabling them to 
communicate with each other securely. The session key Ks is 
assumed to have been derived from a secret key Kheld at the 
UE 108 and the HSS 102, for example by following some or 
all of the steps shown in FIG. 2. The storage of the session key 
Ks is shown in step 402 and 404 of FIG. 4. Note that specifi 
cally, the session key Ks stored at the UE 108 can in practice 
be stored on the USIM in the UE 108. 

In this example of the invention, when the further NAF'306 
requires authentication and key agreement with the UE 108, it 
does not make a request to the BSF 104, but makes a request 
the further BSF, BSF'304, with an indication of the UE 108 it 
is attempting to authenticate and establish secure communi 
cations with. The BSF 304 then sends a request message to 
the NAF 106 in step 406 to retrieve at least one authentication 
vector AV corresponding to the UE 108. An authentication 
vector AV is generated by the NAF 106 in step 408, which 
includes a random number RAND', an expected response 
XRES', with which the BSF304 can use to authenticate 
the UE 108, as well as some cipher and integrity keys which 
are derived from the stored session key Ks. The expected 
response XRES', is derived by the NAF 106 from the 
generated random number RAND and the session key Ks 
stored at the NAF using a suitable algorithm. 
The authentication vector AV is sent from the NAF 106 to 

the BSF 304 in step 410 and then stored by the BSF'304 in 
step 412. 
The connection 312 between NAF' 306 and BSF 304 is 

established a priori, so that NAP' 306 is always aware of 
which BSF 304 it should submit its authentication requests 
to. Furthermore, the connection 312 is likely to be secured as 
it is used to convey sensitive information Such as key KS. 

To authenticate the user, the BSF304 sends the UE 108 the 
random number RAND' and an indication that the authenti 
cation process is based on the previously generated session 
key Ks and not the shared key K. This indication may take the 
form of a simple flag or marker in the message. The random 
number RAND' and key indicator are sent in an authentica 
tion request message in step 414. In step 416, the UE 108 
calculates an expected response XRES' based on the 
received random number RAND' and the stored session key 
KS using a Suitable algorithm. The expected response 
XRES', calculated by the UE 108 is sent in an authorization 
response message to the BSF"304 in step 418. 
Once the BSF 304 receives the authorization response 

message, the BSF 304 checks the stored XRES', sent as 
part of the authorization vector AV from the NAF 106, with 
the XRES', received from the UE 108, in step 420. If the 
value for XRES" and XRES match, then the UE 108 is 
authorised authorized and the BSF 304 generates a further 
session key Ks' in step 422. The session key Ks is generated 
based on the session key Ks stored at the NAF 106 using a 
Suitable key generating algorithm. The cipher and integrity 
keys sent by the NAF 106 in the authentication vector AV". 
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8 
may be used as the session key Ks' or Ks' may be generated 
from the cipher and integrity keys, such as by concatenation 
or other method described previously. Similarly, the UE 108 
also generates a session key Ks' based the stored session key 
Ks at the UE 108 in step 424. Thus, the UE 108 and the BSF 
304, after authentication, now share identical session keys 
KS'. 
The BSF 304 then sends the newly generated session key 

Ks', and optionally a session key lifetime, to the NAF 306. 
The NAF'306 and the UE 108 now share the same session key 
Ks' with which can be used to encrypt data to enable secure 
communications between each other in step 230. If the key 
lifetime is used, then the session key Ks' will be discarded 
after this lifetime. Any further communications can then only 
continue after a repeated authentication process and genera 
tion of a new session key Ks'. 
The timing of when Ks' is generated by the UE 108 and the 

BSF'304 can occurat anytime during the above process, with 
the only requirement being that Ks' is available to the UE 108, 
and more specifically the USIM, as soon as authentication is 
completed. 

In summary, as NAF 106 is in the possession of the first 
session key Ks that is identical with the first session key Ks 
held by the UE 108. Thus, the NAF 106 is able to effectively 
perform the function of an HSS (an HSS' of sorts) using Ks in 
a same manner that the HSS 102 uses the original shared 
secret K as a basis for authentication and generation of Ses 
Sionkeys. 

Inafurther example of the invention, the BSF304 may not 
be needed and its functionality as outlined with reference to 
FIG. 4 may be provided within the NAF 106. In such an 
arrangement, the NAF 106 can effectively act as a BSF and 
authenticate the UE 108 with its stored session key Ks and 
then generate another session key Ks', which can be transmit 
ted directly to the NAP'306. 

Typically the HSS 102 and BSF 104 are controlled by the 
mobile network operator. As such, every time the NAF 106 or 
other application server requires authentication and secure 
communications with the UE 108, it must make a request to 
the BSF 104 as set out in FIG. 2. However, by utilizing the 
examples of the invention described, it is possible to avoid 
repeated requests to the BSF 104 and hence to the HSS 102 by 
reusing the original session key Ks supplied by the BSF 104 
to the NAF 106. Thus traffic to the HSS 102 and BSF 104 are 
kept to a minimum and additional functionality and robust 
ness is afforded to the NAF 106 and other elements requiring 
authentication with the UE 108 that are not under the direct 
control of the operator of the home network in which the HSS 
102 and BSF 104 reside. 

It should also be appreciated that the same recursive pro 
cess described above in relation to FIG. 4 could also be 
duplicated within the UE 108 or on the UE 108 side of the 
network, rather than on the core network side. FIG. 5 illus 
trates this recursive process occurring on the UE 108 side. 

In FIG. 5, there is shown a network 500 comprising an HSS 
102, a BSF 104, and a UE 108. However, in contrast to 
network 300 in FIG.3, the network 500 is configured to effect 
the recursive authentication process on the UE 108 side rather 
than on the core network side as described earlier with refer 
ence to FIGS. 3 and 4. 
The UE 108 is shown comprising a USIM 502, a NAF504, 

a BSF'506, and a NAF'508. The UE 108 is authenticated by 
the network and a session key Ks is generated for securing 
communications in the same way as that outlined in steps 202 
to 224 described above with reference to FIGS. 2 and 4. The 
difference between this network 500 and that of the network 
300 in FIG.3, is that authentication is initiated on the UE side 
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with the UE 108 using the existing session key Ks to initiate 
authentication of the core network infrastructure and then 
using that existing session key KS as a basis for generating a 
further session key Ks' with which communications can be 
secured between the UE 108 and the core network infrastruc 
ture. 

Alternatively, the recursive process on the UE side could be 
used to generate a further session key Ks' that can be exported 
from the UE 108 to other locally attached devices, for 
example a PDA or multimedia player, so that the other device 
can communicate with the core network securely using this 
further session key Ks'. 
The steps taken by the UE 108, and more specifically the 

NAF 504, BSF'506 and NAF'508 mirror steps 406 to 430 in 
FIG. 4, except that the NAF 106, BSF 304 and NAF' 306 
previously residing on the core network side, now form part 
of, or are associated with, the UE 108. And likewise, whereas 
authentication is initiated in FIG. 4 by the BSF 304 on the 
core network side and directed towards the UE 108, in the 
example of FIG. 5, authentication is initiated by the UE 108 
and directed towards the core network, or specifically 
directed towards a NAF in the core network. 

FIG. 6 illustrates one specific example of the use of the 
process outlined in FIG. 4 in combination with the arrange 
ment of FIG. 5. 

FIG. 6 illustrates an arrangement that might be used in a 
home environment comprising a HSS 602, a BSF 604, a home 
hub 606 comprising a NAF 608 and a BSF 610, a home TV 
612 comprising a NAF' 614, and a UE 616. The UE 616 
further comprises three components: USIM module 618, a 
Java application JA 620 and a media player MP 622. 

The HSS 602 and the BSF 604 form part of the network 
operator's core network, which in this example is a 3G UMTS 
network. A person skilled in the art will appreciate that the 
example is equally applicable to other types of cellular com 
munications networks such as GSM. The BSF 604 is con 
nected to the user's home hub 606 via suitable connection 
such as the broadband BB connection shown. The home hub 
606 may be a broadband router or similar. The home hub 606 
may also include a wireless capability such as WiFi trans 
ceiver enabling the home hub to connect to other network 
devices such as personal computers, laptops and PDAS wire 
lessly. The home hub 606 may form part of the user's home 
environment or home local area network, to which other 
devices may be attached. One example of a further device 
shown in FIG. 5 is the home TV 612. The home local area 
network would typically operate according to a Suitable local 
area network protocol such as IEEE 802.3 Ethernet or IEEE 
802.11 Wi-Fi. 
The home TV 612 may utilize the connection to the home 

hub 606 to obtain data from the Internet via the broadband 
connection or to obtain other information from the network 
operator's core network. Examples of services may include 
Video-on-demand, programming information, etc. The home 
TV 612 may also include a Wi-Fi transceiver which can be 
used to connect to the home hub, although a wired connection 
Such as an Ethernet connection may also be used, and can also 
be used to connect to other devices. 

Both the home hub 606 and the home TV 612 are able to 
connect to the UE 616 and specifically the Java application 
and the media player 622. The UE also has a Wi-Fi transceiver 
with which it can connect to the home hub 606 and the home 
TV 612 wirelessly. 

In this example, the purpose is to authenticate the media 
player 622 with the home TV 612 so that data, such as pre 
mium TV or music content, can be transferred from the home 
TV 612 to the media player 622. 
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10 
The underlying principle in this example follows that out 

lined in FIG.4, namely that the UE and the core network are 
authenticated and a session key Ks is generated and shared 
between the NAF 608 in the home hub and the UE 616 as set 
out in the steps up to 404 in FIG. 4. By then applying the 
recursive technique described in the rest of FIG. 4, it is pos 
sible to authenticate and generate further session keys inde 
pendently of the network operator, and specifically indepen 
dently of the HSS 602 and the BSF 604. 
The steps in this example will now be described with 

reference to the steps shown in FIG. 6. 
Step 1. Java application JA 620 asks USIM 618 for the 

identity of the user and receives the network operator-related 
identity. At the same time JA 620 may also read from USIM 
618 information related to the location of the preferred BSF to 
which authentication requests must be made. 

Step 2. Using Wi-Fi, although in practice GSM and other 
communications protocols could be used, JA 620 connects to 
the home hub 606, and in turn to BSF 604 via the broadband 
connection with a request to initiate bootstrapping using the 
ID passed from the USIM 618 to the JA 620. This step is 
equivalent to step 206 in FIG. 2. 

Step 3. BSF 604 requests and receives authentication vec 
tor AV from HSS 602. This step is equivalent to steps 208 and 
212 in FIG. 2. 

Step 4. BSF 604 performs the regular authentication over 
UMTS with UE/USIM. The result is that the USIM generates 
a session key Ks, which is also provided to the BSF 604 by the 
HSS 602. The mechanism for authentication and Ks key 
generation is the same as that described in steps 214 to 224 in 
FIG 2. 

Step 5. BSF 604 transmits Ks from the authentication 
vector AV to NAF 608, and optionally with a Ks lifetime, in 
the home hub 606 over the broadband connection. Equivalent 
to step 228 in FIG. 2. 

Step 6. BSF 604 also responds to Java application 620 that 
the key generation has been Successful, and optionally also 
includes a key lifetime. This is equivalent to step 226 in FIG. 
2. 

Step 7. Java application 620 requests and receives the Ks 
from USIM 618. 

Following steps 1 to 7, the UE 616 and the core network are 
effectively bootstrapped and JA 620 and the home hub 606 
have has access to Ks. Now the NAF 608 in the home hub 606 
can effectively play the role of HSS and the process continues 
as follows: 

Step 8. Media player 622 makes a request to set up a secure 
session with the home TV 612, for example, to enable secure 
transfer of some premium TV content. The request is specifi 
cally directed to the NAF' 614 in the home TV 612. 

Step 9. NAF' 614 responds by requesting the media player 
to initiate bootstrapping. 

Step 10. Media player 622 makes a request to the Java 
application 620 for a user identity. Note that as the network 
operator is not needed, so that the user identity in this boot 
strapping procedure can be different from the user identity in 
the step 1. This user identity is the one that is agreed upon 
between the NAF 608 and the Java application 620. 

Step 11. Media player 622 makes a request to BSF" to 
initiate bootstrapping using the user identity received from 
the Java application 620 in step 10. 

Step 12. BSF'610 in the home hub requests and receives an 
authentication vector AV" from NAF 608, which is now acting 
effectively as HSS'. This is equivalent to steps 406 to 412 in 
FIG. 4. 

Step 13. BSF 610 authenticates the Java application in the 
standard manner as set out in steps 414 to 420 of FIG. 4 based 
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on a challenge response method, which also mirrors that of 
step 4, but uses the session key KS as the base key for authen 
tication instead of the initial shared secret key K. At the same 
time, a further session key Ks is generated based on KS at the 
Java application 620 as well as at BSF"610. The generation of 
the further session keys is equivalent to steps 422 and 424 in 
FIG. 4. 

Step 14. BSF'610 then passes Ks' to NAF' 614 in the home 
TV 612, potentially with a lifetime for the further session key 
Ks'. This is equivalent to step 426 in FIG. 4. 

Step 15. BSF 610 may also send an OK message to the 
media player 622, potentially with a lifetime for the further 
session key, Ks'. 

Step 16. Media player 622 retrieves Ks' from the Java 
application 620. 

Step 17. NAF' 614, and thus the home TV 612, and the 
media player 622 now share the same session key Ks'. 

Therefore, using the method outlined in the steps above, 
the media player and the home TV can be authenticated. 
Furthermore, a session key, Ks', is generated based on the 
existing session key Ks, for use between the home TV 612 and 
the media player 622. This session key Ks' can be used to 
encrypt and decrypt any data transmitted between the home 
TV 612 and the media player 622. However, if the media 
player is lost or stolen, or if the further session key Ks is 
Somehow compromised in some way, then there is still no 
need to go back to the network operator, and specifically the 
HSS/BSF of the network operator, for a session key, as new 
ones can be generated based on the first session key KS as 
described in the examples above. 

In the arrangement in FIG. 6, the HSS 602 and BSF 604 can 
be considered as part of the user's home mobile/cellular net 
work, which is also the network operator's network. The 
home hub 606 and the home TV 612 on the other hand can be 
considered as forming part of the user's home local area 
network, home Ethernet, home Wi-Fi or similar. Communi 
cation between the two different networks is provided by the 
broadband connection. 

In summary, by adapting the method described in FIG. 4, 
this example of the invention in FIG. 6 provides for a session 
key Ks' to be shared between the media player 622 and the 
home TV512, which can be used to encrypt communications 
over the otherwise non-secure Wi-Fi connection. The method 
has the advantage that it does not require the Subscriber to 
manual input a matching set of keys at both the home hub 506 
or the home TV 512 and the media player 522. Furthermore, 
even if the session key Ks is compromised, a new one can 
easily be regenerated based on the first session key Ks. Fur 
thermore, no request to HSS 102 is necessary once the first 
session key KS has been determined so that a connection to 
the HSS over the broadband connection does not have to be 
open all the time. 

It will be appreciated by a person skilled in the art that that 
the invention can also operate with other devices instead of a 
media player or a home TV. Indeed, any device that requires 
authentication before allowing connection to the home hub 
either directly or to another element connected to the home 
hub, or that requires an easy to establish secure connection 
with the home hub can utilize this invention. 

Also, other communications means can be used between 
the home hub and the multimedia player, not just a Wi-Fi 
connection. Indeed, any communications between the multi 
media player and the home hub could be secured using the 
above method. 
The above examples have been described with reference to 

a 3G environment, which includes intra-UMTS and UMTS 
GSM. However, a person skilled in the art will appreciate that 
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12 
the methods can clearly be adopted by other types of com 
munications network such as GSM, wireless LAN or the 
Internet. 

It is noted herein that while the above describes examples 
of the invention, there are several variations and modifica 
tions which may be made to the described examples without 
departing from the scope of the present invention as defined in 
the appended claims. One skilled in the art will recognize 
modifications to the described examples. 

The invention claimed is: 
1. A method of authentication in a communications net 

work, the communications network comprising a home Sub 
scriber server, a first authentication entity, a first application 
entity and a user device, wherein a shared secret key is stored 
at the home subscriber server and the user device, and 
wherein the method comprises: 

(i) generating at the first authentication entity a first net 
work session key based on the secret key stored at the 
home Subscriber server and generating a first user ses 
Sionkey based on the secret key stored at the user device, 
wherein the first network session key and the first user 
session key are the same: 

(ii) transmitting the first network session key from the first 
authentication entity to the first application entity; 

(iii) storing the first network session key at the first appli 
cation entity and storing the first user session key at the 
user device; and 

(iv) determining at a second authentication entity, based on 
communications from the user device and the first appli 
cation entity, whether the first network session key and 
the first user session key are the same, and if they are the 
same, then 

(V) generating a second network session key at the second 
authentication entity, wherein the second network ses 
sion key is based on the first network session key stored 
at the first application entity, and generating a second 
user session key at the user device based on the first user 
session key stored at the user device, wherein the second 
network session key and the second user session key are 
the same. 

2. A method according to claim 1 further comprising: 
(vi) transmitting the second network session key from the 

second authentication entity to a second application 
entity, and using the second session key to secure com 
munications between the second application entity and 
the user device. 

3. A method according to claim 1, wherein step (iv) com 
prises using the first network session key to derive a challenge 
response pair and using that challenge response pair to deter 
mine if the first user session key is the same as the first 
network session key. 

4. A method according to claim 3, wherein challenge 
response pair is derived by the first application entity and said 
challenge response pair is transmitted to the second authen 
tication entity. 

5. A method according to claim 2, wherein communica 
tions in step (vi) are secured by using the second session keys 
to encrypt and decrypt data transmitted between the second 
application entity and the user device. 

6. A method according to claim 1, wherein the communi 
cations network is a mobile cellular communications net 
work. 

7. A method according to claim 5, wherein the authentica 
tion entities are boot strapping server functions. 

8. A method according to claim 5, wherein the application 
entities are network application functions. 
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9. A method according to claim 6, wherein the generating 
of session keys are performed under authentication architec 
ture. 

10. A method of authentication in a communications net 
work, the communications network comprising a home Sub 
scriber server, a first authentication entity, a first application 
entity, a core network and a user device, wherein a shared 
secret key is stored at the home subscriber server and the user 
device, and wherein the core network comprises at least the 
home subscriber server and the first application entity, said 
method comprises: 

(i) generating a first user session key based on the secret 
key stored at the user device, and generating in the core 
network a first network session key based on the secret 
key stored at the home subscriber server, and wherein 
the first network session key and the first user session 
key are the same; 

(ii) transmitting the first user session key from the user 
device to the first application entity; 

(iii) storing the first user session key at the first application 
entity and storing the first network session key in the 
core network; and 

(iv) determining at a second authentication entity, based on 
communications from the user device and the first appli 
cation entity, whether the first network session key and 
the first user session key are the same, and if they are the 
same, then 

(V) generating a second user session key at the second 
authentication entity, wherein the second user session 
key is based on the first user session key stored at the first 
application entity, and generating a second network Ses 
sion key at the core network based on the first network 
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session key stored in the core network, wherein the 
second user session key and the second network session 
key are the same. 

11. A system for authentication comprising a home Sub 
scriber server, a first authentication entity, a first application 
entity and a user device, wherein a shared secret key is stored 
at the home subscriber server and the user device, and 
wherein: 

the first authentication entity is configured to generate a 
first network session key based on the secret key stored 
at the home subscriber server and transmit the first net 
work session key to the first application entity; 

the user device is configured to generate and store a first 
user session key based on the Secret key stored at the user 
device, wherein the first network session key and the first 
user session key are the same; 

the first application entity is configured to store the first 
network session key; and 

a second authentication entity configured to determine, 
based on communications from the user device and the 
first application entity, whether the first network session 
key and the first user session key are the same, and if they 
are the same, then 

the second authentication entity is configured to generate a 
second network session key, wherein the second net 
work session key is based on the first network session 
key stored at the first application entity, and the user 
device is further configured to generate a second user 
session key based on the first user session key stored at 
the user device, wherein the second network session key 
and the second user session key are the same. 

k k k k k 
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