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(57) ABSTRACT 

Described is a method by mobile equipment to communicate 
with a network. The method includes receiving a network 
authentication token having a first message authentication 
code, an authentication message field and a first extended 
sequence nU111ber that includes a first hardware identifier and 
first sequence nU111ber, and authenticating the network based 
on the first message authentication code, the first hardware 
identifier, and the first sequence 11U111ber. 
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1. 

METHOD AND SYSTEM OF 
COMMUNICATION USING EXTENDED 

SEQUENCE NUMBER 

BACKGROUND 

1. Field the of the Invention 
The present invention relates to a method and system for 

wireless communication using an extended sequence num 
ber. 

2. Description of Related Art 
Security methods and processes relating to wireless com 

munications have evolved in recent years. In particular, 2G 
CDMA security evolved into 3G CDMA security, and many 
of the same characteristics of 3G CDMA security are now 
incorporated into IMS systems as briefly described below. 
As is well known in the art, 2G CDMA security involves 

cellular authentication and voice encryption (CAVE). Gener 
ally, in a 2G CDMA security protocol, a home location reg 
ister (HLR) or authentication center (AC) of a network sends 
a challenge including a random number and a secondary key 
(SSD). The challenge is based on a 64-bit root key commonly 
referred to as the A-key, which is stored in the HLR or AC. In 
response to the challenge, the mobile equipment of a Sub 
scriber provides a response (AUTHR). The mobile equipment 
also stores the A-key. Accordingly, the mobile equipment 
using a CAVE on the random number and secondary key 
extracted from the challenge, and the A-key, prepares the 
AUTHR. The AUTHR, which is transmitted back to the HLR, 
allows the HLR to authenticate the mobile equipment. Con 
ventional 2G CDMA security protocols generally do not pro 
vide mutual authentication. Because 2G CDMA security pro 
tocols are well-known in the art, further details are not 
described herein for the sake of brevity. 

Conventional 3G CDMA security protocols are based on 
an authentication key agreement (AKA) and provide mutual 
authentication meaning (i) the mobile equipment authenti 
cates the network and (ii) the network authenticates the 
mobile equipment before communications are performed. 
The well-known AKA security protocols used in 3G CDMA 
are based on quintuplets. Quintuplets include a random num 
ber RAND, expected response XRES, cipher key CK, integ 
rity key IK and network authentication token AUTN. A con 
ventional network authentication token AUTN is based on a 
sequence number SQN, an anonymity key AK, authentication 
management field AMF and a message authentication code 
MAC. It is noted that in conventional 3G CDMA security 
protocols, the sequence number does not include a hardware 
identifier of the mobile equipment. 

FIG. 1 is a diagram illustrating a method of creating the 
conventional network authentication token AUTN and a con 
ventional message authentication vector AV, which may be 
performed by an AC of the network. 
As shown in the diagram of FIG. 1, the message authenti 

cation code MAC is generated using function f1 to process a 
secret key K, the authentication management field AMF, a 
sequence number SQN, and the random number RAND. FIG. 
1 also illustrates that the remaining components of the con 
ventional authentication vector AV is created using functions 
f2–f5 to process the secret key K and the random number 
RAND to generate an expected response XRES, cipher key 
CK, integrity key IK, and anonymity key AK, respectively. 
One skilled in the art will appreciate the functions f1-f5 could 
be a variety of functions well known in the art and thus, the 
specifics of the functions are omitted herein for the sake of 
brevity. 
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2 
Once the conventional authentication vector AV is gener 

ated by the AC of the network, the authentication vector AV is 
transmitted to a serving system of the network providing 
service to the mobile equipment of the subscriber. The serv 
ing system extracts the network authentication token AUTN 
and the random number RAND from the authentication vec 
tor AV and provides the network authentication token AUTN 
and the random-number RAND to the mobile equipment. 
As mentioned above with respect to FIG. 1, the AUTN 

includes the sequence number SQN, authentication manage 
ment field AMF and the message authentication code MAC. 
The mobile equipment extracts the sequence number SQN 
and the message authentication code MAC from the network 
authentication token AUTN and authenticates the network 
based on the sequence number SQN and message authenti 
cation code MAC. 

In particular, the mobile equipment generates its own mes 
sage authentication code MAC based on a sequence number 
SQN stored in the mobile equipment, a secret key K stored in 
the mobile equipment, the AMF, and the random number 
RAND. Then, the message authentication code MAC gener 
ated at the mobile equipment is compared with the MAC 
extracted from the network authentication token AUTN 
received from the serving system. Still further, the mobile 
equipment may determine if the sequence number SQN 
extracted from the network authentication token is an accept 
able value. For example, the mobile equipment may deter 
mine if the sequence number extracted from the network 
authentication token is within an acceptable range to verify 
the sequence number SQN. If the mobile equipment success 
fully authenticates the network, the mobile equipment pre 
pares a response RES and transmits the response RES back to 
the serving system of the network. The serving system of the 
network then compares the expected response XRES with the 
response RES to authenticate the mobile equipment, thereby 
completing a mutual authentication according to the conven 
tional AKA security protocol. 

If the mobile equipment during the authentication process 
determines the message authentication code MAC, which 
was extracted from the network authentication token AUTN, 
does not match the MAC generated in the mobile equipment, 
the mobile equipment transmits a failure message to the serv 
ing system of the network. Further, if the mobile equipment 
during the authentication process determines the MAC value, 
which was extracted from the network authentication token 
AUTN matches the MAC value generated by the mobile 
equipment, but that the sequence number SQN is outside of 
the permissible range, the mobile equipment transmits a 
resynchronization message to the network. As previously 
mentioned, the AKA security protocol used in 3G CDMA is 
well known in the art and thus, further information is not 
provided herein for the sake of brevity. 

Conventional IMS security protocols have essentially 
incorporated the quintuplet based AKA security protocol 
described above with respect to 3G CDMA. However, in the 
IMS security mechanism, an HTTP AKA digest is located in 
an intermediary network component between the AC and the 
mobile equipment. For example, the HTTP AKA digest may 
be included in the S-CSCF of an IMS network. The HTTP 
AKA digest reconfigures the conventional authentication 
vector AV to be in the properformat for processing by various 
other components of the IMS network. Further details on the 
specifics of the HTTP AKA digest and AKA security protocol 
conventionally used in an IMS network can be found in the 
3GPP TS 33.203 VT.4.0 standard published in December of 
2006. As such, further details of the conventional IMS secu 
rity protocols are omitted herein for the sake of brevity. 
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While security protocols have evolved by transitioning 
from 2G CDMA security protocols to 3G CDMA security 
protocols, which are also implemented in conventional IMS 
security protocols, some of the hardware equipment used for 
wireless communications has not been updated and/or is not 
capable of processing the more highly evolved protocols. For 
example, Some companies which may have invested signifi 
cant amounts of time, researchand money inhardware used to 
process 2G CDMA security protocols have chosen not to 
update the hardware for various cost associated reasons. For 
example, some wireless devices such as mobile phones, 
PDAs, etc. are only capable of extracting the random number 
RAND and sequence number SQN from a challenge, as dis 
cussed above with respect to the 2G CDMA security proto 
cols, and providing a response AUTHR consistent with the 
2G CDMA security protocol. Therefore, some conventional 
2G CDMA hardware devices are not currently capable of 
providing a mutually authenticated communication channel 
with an IMS network. 

SUMMARY 

Example embodiments provide methods and apparatuses 
related to establishing communications between mobile 
equipment and a network using an extended sequence num 
ber. According to example embodiments, the extended 
sequence number includes at least a portion of the hardware 
identifier of the mobile equipment. 
An example embodiment provides a method performed by 

mobile equipment to communicate with a network. The 
method includes receiving a network authentication token 
having a first message authentication code and a first 
extended sequence number that includes a first hardware 
identifier and first sequence number, and authenticating the 
network based on the first message authentication code and 
the first sequence number. The method performed by the 
mobile equipment may further include extracting the first 
message authentication code and the first extended sequence 
number from the network authentication token, calculating a 
second message authentication code based on the random 
number, the first extended sequence number, and a key stored 
in the mobile equipment; and separating the first extended 
sequence number to obtain the first hardware identifier and a 
first sequence number. 

According to an example embodiment, the authenticating 
step compares the first message authentication code with the 
second message authentication code, the first hardware iden 
tifier with a second hardware identifier stored in the mobile 
equipment, and the first sequence number and a second 
sequence number stored in the mobile equipment; and 
authenticates the network if the first message authentication 
code matches the second message authentication code, the 
first hardware identifier matches the second hardware identi 
fier, and the first sequence number is greater than the second 
sequence number. 

According to an example embodiment, the first hardware 
identifier refers to a mobile equipment associated with a 
subscriber of the network and the second hardware identifier 
identifies the mobile equipment that received the network 
authentication token and random number. 

According to an example embodiment, the method per 
formed by the mobile equipment further includes generating 
a resynchronization pair if at least one of the first message 
authentication code does not match the second message 
authentication code, the first hardware identifier does not 
match the second hardware identifier, and the first sequence 
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4 
number is less than the second sequence number, and trans 
mitting the resynchronization pair to the network. 

According to an example embodiment, the method per 
formed by the mobile equipment further includes reallocating 
bits of a first protocol resynchronization pair having a preset 
number of bits assigned to each of a first protocol resynchro 
nization message and a first protocol sequence number, trans 
mitting a second resynchronization pair having the same 
number of bits as the first protocol resynchronization pair. 
The bits reallocated in the reallocating step are used as bits of 
the second extended sequence number that has a greater num 
ber of bits than the first protocol sequence number. 

Another example embodiment provides a method per 
formed by a network to communicate with mobile equipment. 
The method includes transmitting a random number and an 
authentication token having a first extended sequence num 
ber, which includes a hardware identifier of the mobile equip 
ment associated with a Subscriber; and receiving a response 
from the transmitting step, the response being at least one of 
a cryptographic transformation of the random number and a 
resynchronization pair including a second extended sequence 
number and a resynchronization message. 

According to an example embodiment, the method per 
formed by the network further includes generating a first 
authentication vector including the network authentication 
token. The first authentication vector is a concatenation of the 
random number, an expected response, a cipher key, an integ 
rity key, and the authentication token. 

According to an example embodiment, the method per 
formed by the network further includes comparing the 
response from the transmitting step to the expected response; 
and authenticating the mobile equipment if the response from 
the transmitting step matches the expected response. 

According to an example embodiment, the method per 
formed by the network further includes comparing the 
response from the transmitting step to the expected response; 
and generating a second authentication vector including a 
second network authentication token having the second 
extended sequence number if the response from the transmit 
ting step does not match the expected response; and transmit 
ting the second authentication token to the mobile equipment. 

According to an example embodiment, the method per 
formed by the network further includes detecting an indicator 
included in the response from the transmitting step; authen 
ticating the mobile if the indicator indicates the response is a 
cryptographic transformation of the random number and the 
cryptographic transformation of the random number matches 
the expected response; and generating a second authentica 
tion vector including a second network authentication token 
having the second extended sequence number if the indicator 
indicates the response is the resynchronization pair; and 
transmitting the second authentication token to the mobile 
equipment. 

According to an example embodiment, the method per 
formed by the network further includes reallocating bits of a 
first protocol network authentication token, which has a pre 
set number of bits assigned to each of a first protocol sequence 
number and a message authentication code; and generating an 
authentication vector including a second protocol network 
authentication token. The second protocol network authenti 
cation token has the same number of bits as the first protocol 
network authentication token, and the reallocated bits are 
used as bits of the first extended sequence number that has a 
greater number of bits than the first protocol sequence num 
ber. 

Still another example embodiment provides a method of 
establishing a mutually authenticated communication chan 
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nel between mobile equipment and a network. The method 
includes (a) generating an expected response, a random num 
ber, and a network authentication token including a first mes 
sage authentication code and a first extended sequence num 
ber having a first hardware identifier being associated with the 
mobile equipment by the network; (b) transmitting the ran 
dom number and the network authentication token from the 
network to the mobile equipment; (c) receiving the random 
number and the network authentication token at the mobile 
equipment; (d) authenticating the network based on the net 
work authentication token; (e) transmitting a cryptographic 
transformation of the random number from the mobile equip 
ment to the network, (f) authenticating the mobile equipment 
if the cryptographic transformation of the random number 
matches the expected response; and (g) establishing a mutu 
ally authenticated channel between the mobile station and the 
network. 

According to an example embodiment, the network 
authenticating step (d) extracts the first message authentica 
tion code, and the first extended sequence number from the 
authentication token, calculates a second message authenti 
cation code based on the random number, the first extended 
sequence number, and a key stored in the mobile equipment; 
separates the first extended sequence number to obtain the 
first hardware identifier and a first sequence number, com 
pares the first message authentication code with the second 
message authentication code, the first hardware identifier 
with a second hardware identifier stored in the mobile equip 
ment, and the first sequence number with a second sequence 
number stored in the mobile equipment; and authenticates the 
network if the first message authentication code matches the 
second message authentication code, the first hardware iden 
tifier matches the second hardware identifier, and the first 
sequence number is greater than the second sequence number. 

According to an example embodiment, the method of 
establishing the mutually authenticated channel further 
includes resynchronizing the mobile equipment and the net 
work if at least one of the first message authentication code 
does not match the second message authentication code, the 
first hardware identifier does not match the second hardware 
identifier, and the first sequence number is less than the sec 
ond sequence number. 

According to an example embodiment, the resynchroniz 
ing step includes concatenating the second hardware identi 
fier and the second sequence number to create a second 
extended sequence number, calculating a resynchronization 
message based on the random number, the second extended 
sequence number, and a key stored in the mobile equipment; 
grouping the second extended sequence number with the 
resynchronization message to form the resynchronization 
pair, transmitting the resynchronization pair; generating a 
second network authentication token using the second 
extended sequence number, and repeating the steps (b)-(f) 
referred to above while substituting the second network 
authentication token for the network authentication token. 

Another example embodiment provides a method per 
formed by mobile equipment to communicate with a network. 
The method includes receiving a network authentication 
token having a first message authentication code and a first 
extended sequence number that includes a hash of a first 
hardware identifier and first sequence number; and authenti 
cating the network based on the first message authentication 
code, the hash of the first hardware identifier, and the first 
sequence number. 

Another example embodiment provides a method per 
formed by a network to communicate with mobile equipment. 
The method includes transmitting a random number and an 
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6 
authentication token having a first extended sequence num 
ber, which includes a hash of a first hardware identifier of the 
mobile equipment associated with a subscriber, and receiving 
a response from the transmitting step. The response is at least 
one of a cryptographic transformation of the random number 
and a resynchronization pair including a second extended 
sequence number and a resynchronization message. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will become more fully understood 
from the detailed description given herein below and the 
accompanying drawings, wherein like elements are repre 
sented by like reference numerals, which are given by way of 
illustration only and thus are not limiting of the present inven 
tion and wherein: 

FIG. 1 illustrates a method of providing a conventional 
authentication vector and a conventional network authentica 
tion token, which may be used in various conventional Secu 
rity protocols; 

FIG. 2 illustrates a communication system according to an 
example embodiment; 

FIG. 3 illustrates a mobile equipment according to an 
example embodiment; 

FIG. 4 illustrates a method of generating a network authen 
tication token and authentication vector according to an 
example embodiment; 

FIG. 5 illustrates an example embodiment of a signal flow 
diagram; 

FIGS. 6A and 6B are a flow chart illustrating an example 
embodiment of a method performed by a mobile equipment 
to authenticate a network; and 

FIG. 7 is a flow chart illustrating an example embodiment 
of a method performed by a network to authenticate a mobile 
equipment. 

DETAILED DESCRIPTION OF EXAMPLE 
EMBODIMENTS 

FIG. 2 illustrates a communication system 10 including at 
least one mobile station 100 and a network 20. One skilled in 
the art will appreciate that the network 20 should not be 
limited to the abbreviated portion of an IP multi-media sub 
system (IMS), which is illustrated in the embodiment of FIG. 
2. In FIG. 2, the IMS network 20 includes an IMS home 
system300, an IMS visited system 400 and intermediary IMS 
components 200. While the intermediary IMS components 
200 are merely shown as a block in the network 20, one 
skilled in the art will appreciate that the intermediary IMS 
components 200 may include, for example, a P-CSCF, and 
I-CSCF, an HSS, and an S-CSCF arranged between the 
mobile equipment 100 and the IMS home system 300 and 
IMS visited system 400. The IMS home system 300 and the 
IMS visited system 400 may communicate with each other 
directly or via the intermediary IMS components 200 to pro 
vide service to the mobile equipment 100. The location of the 
mobile equipment, type of service requested by the mobile 
equipment, etc., may determine whether the IMS home sys 
tem300 or the IMS visited system 400 provides the requested 
service to the mobile equipment 100. 

According to the example embodiment as described with 
respect to FIG. 2, the IMS home system 300 includes an 
authentication center 310. The simplified version of the 
authentication center 310 illustrated in FIG. 2 includes a 
memory 312, a processor 314, and a transceiver 316. Obvi 
ously one skilled in the art will appreciate that the authenti 
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cation center 310 is more complex than the simplified version 
illustrated in FIG. 2 and may include one or more computer 
systems. 

FIG.3 illustrates an example embodiment of mobile equip 
ment 100. As shown in FIG. 3, the mobile equipment 100 
includes a removable user identity module RUIM, a memory 
120, a processor 130 and a transceiver 140. The removable 
user identity module RUIM included in the mobile equipment 
100 is a conventional removable user identity module RUIM. 
For example, the removable user identity module RUIM may 
be a module that was developed to function according to the 
2G CDMA security protocols. As such, the removable user 
identity module RUIM may store a MIN/IMSI/TMSI as is 
well known in the art and will not be discussed further herein 
for the sake of brevity. The memory 120 and the processor 130 
of the mobile equipment 100 may be used to perform example 
embodiments of methods described below with respect to the 
signal flow diagram of FIG. 5 and the flow chart of FIG. 6. 

Before describing example embodiments of methods for 
authentication according to the present invention, introduc 
tion of an extended sequence number used in the methods is 
explained with respect to FIG. 4. 

According to example embodiments, the mobile equip 
ment 100 and the authentication center 310 provide addi 
tional functionality to address deficiencies of the conven 
tional removable unit identity module RUIM 110 included in 
the mobile equipment 100. The example embodiment of the 
mobile equipment 100 and the example embodiment of the 
authentication center 310 do this using an extended sequence 
number ESQN. An extended sequence number ESQN 
according to an example embodiment is a globally non-re 
peating sequence number for all mobile equipment. Accord 
ing to one example embodiment, the extended sequence num 
ber ESQN includes a hardware identifier of a subscriber's 
mobile equipment 100 and an example embodiment of a 
sequence number SQN'. In particular, the extended sequence 
number ESQN is the hardware identifier of the mobile equip 
ment 100 concatenated with the sequence number SQN'. 

Because the ESQN includes the hardware identifier of a 
subscriber's mobile equipment 100, and each mobile equip 
ment 100 has a different hardware identifier, the ESQN is 
different for each mobile equipment 100. Further, because the 
ESQN includes a sequence number SQN', the ESQN may be 
incremented for each system access similar to how a sequence 
number SQN is incremented in a conventional AKA security 
protocol. Stated differently, the ESQN does not repeat within 
a mobile equipment 100 and is different for each different 
mobile equipment 100 that the removable user identity mod 
ule RUIM is inserted into. According to one example, an 
ESQN includes 104 bits with 56 bits being allocated to the 
hardware identifier and 48 bits being allocated to an example 
embodiment of a sequence number SQN'. 

According to an example embodiment, the sequence num 
ber SQN' included in an extended sequence number ESQN 
may be based on a time determined by the mobile equipment 
100, or on a counter value, for example. A time based 
sequence number SQN' is determined based on a clock value 
that may be 0.1 seconds, for example, so that no two batch 
request may arrive simultaneously. An example of a sequence 
number SQN' based on time includes 47 bits in which 5 of the 
47 bits are used for array management. This example 
sequence number SQN would support approximately 65 
years of operations. An example of a sequence number SQN' 
based on a counter includes 34 bits assuming 1 AKA/sec is the 
worst case rate, a lifetime of a mobile equipment 100 is 
around 15 years and a mechanism for allowing interleaving of 
requests from different visited IMS systems 400 is used 
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8 
requires 5 of the 34 bits. As indicated by these two examples, 
the number of bits for the sequence number SQN may vary 
depending on the characteristics of the IMS network 20 and/ 
or the mobile equipment 100. 

FIG. 4 is a diagram illustrating how the extended sequence 
number ESQN may be used in an authentication center 310 to 
generate an example embodiment of the authentication vector 
AV". The memory 312 of the authentication center 310 may 
store various values such as a secret key K and various func 
tions represented by f6-f10 used by the processor 314 of the 
authentication center 310 to generate the authentication vec 
tor AV". One skilled in the art will appreciate the functions 
f6-f10 could be a variety of functions well known in the art 
and thus, the specifics of the functions are omitted herein for 
the sake of brevity. 
As illustrated in FIG. 4, the processor 312 generates a 

message authentication code MAC' value by performing the 
process f6 with the secret key K, authentication message field 
AMF, extended sequence number ESQN, and random num 
ber RAND. Further, the processor 314 generates a expected 
response XRES based on the secret key K and the random 
number RAND using the process f7; generates the cipher key 
CK based on the secret key K and the random number RAND 
with the process f: generates the integrity key IK based on 
the secret key Kand the random number RAND using process 
f); and generates the anonymity key AK' based on the secret 
key K and random number RAND using process f10. The 
processor 314 may then generate an example embodiment of 
an authentication token AUTN using equation (1) shown 
below. 

AUTN':=ESQNBAKIAMFIMAC (1) 

AS Such an authentication vector AV according to an 
example embodiment is based on the extended sequence 
number ESQN, anonymity key AK', authentication message 
field AMF, and message authentication code MAC'. 

Still further, the processor 314 calculates an example 
embodiment of an authentication vector AV based on equa 
tion (2) shown below. 

AV':=RANDIXRESICKIIKAUTN' (2) 

As illustrated by equation 2, an example embodiment of an 
authentication vector AV may be a concatenation of the ran 
dom number RAND, expected response XRES, cipher key 
CK, integrity key IK, and network authentication token 
AUTN. 

FIG. 5 is a signal flow diagram illustrating communica 
tions between the mobile equipment 100, intermediary IMS 
components 200a and the IMS home system 300 according to 
an example embodiment. It is noted that the intermediary 
IMS components 200a differ slightly from the intermediary 
IMS components 200 shown in FIG. 2 in that intermediary 
IMS components 200a is considered to include the IMS vis 
ited system 400, which is considered the serving system in the 
example embodiment described below with respect to FIG.5. 
In addition to the IMS visited system 400, the intermediary 
IMS components 200a may further include a P-CSCF, an 
I-CSCF, a HSS, an S-CSCF, for example. 

FIG. 5 illustrates the mobile equipment 100 sending a 
service request to the IMS home system 300 requesting ser 
vice (1). In response to the service request, the IMS home 
system 300 generates an example embodiment of an authen 
tication vector AV", as previously described with respect to 
FIG. 4. 
Once the IMS home system 300 generates the authentica 

tion vector AV", the IMS home system 300 provides the 
authentication vector AV to the intermediary IMS compo 
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nents 200a (2). The intermediary IMS components 200a then 
process the authentication vector AV to extract the random 
number RAND, the expected response XRES, the cipher key 
CK, the integrity key IK, and the network authentication 
token AUTN' from the authentication vector AV". The inter 
mediary IMS components 200a determine the extended 
sequence number ESQN and a first message authentication 
code MAC" from the network authentication token AUTN' 
and store the expected response XRES, cipher key CK and 
integrity key IK, which are used to process a later response 
received from the mobile equipment 100. 
The intermediary IMS components 200a provide the net 

work authentication token AUTN and the random number 
RAND to the mobile equipment 100 (3). The mobile equip 
ment 100 receives and processes the network authentication 
vector AUTN and the random number RAND to authenticate 
the IMS network 20. 

The flow chart shown in FIGS. 6A-6B illustrates an 
example embodiment of a method performed by the mobile 
equipment 100 to authenticate the IMS network 20. In step 
S100 of FIG. 6, the transceiver 140 of the mobile equipment 
100 receives the network authentication token AUTN and the 
random number RAND from the intermediary IMS compo 
nents 200a. The transceiver 140 may provide the network 
authentication token AUTN and the random number RAND 
to the processor 130 and/or store the network authentication 
token AUTN and the random number RAND in the memory 
120, which can be accessed by the processor 130. 

In step S105, the mobile equipment 100 extracts the first 
message authentication code MAC", the first extended 
sequence number ESQNX, and the authentication message 
field AMF from the network authentication token AUTN'. In 
particular, the processor 130 extracts the first message 
authentication code MAC, the first extended sequence num 
ber ESQN and the authentication message field AMF from 
the network authentication token AUTN and stores the first 
message authentication code MAC, the first extended 
sequence number ESQN and the authentication message 
field AMF in the memory 120 of the mobile equipment 100. 

In step S110 of FIG. 6, the mobile equipment 100 calcu 
lates a second message authentication code MAC". The 
second message authentication code MAC is calculated 
using a secret key K stored in the removable unit identity 
module RUIM, the random number RAND received from 
the network 20, and the first extended sequence number 
ESQN and authentication message field AMF extracted 
from the network authentication token AUTN in step S105. 
For example, the processor 130 combines the secret key k, the 
first extended sequence number ESQNX, the random number 
RAND and the authentication message field AMF using 
function f6, which was previously mentioned in the descrip 
tion of FIG. 4, to generate the second message authentication 
code MAC'. 

In step S115, the mobile equipment 100 determines if the 
first message authentication code MAC" matches the second 
message authentication code MAC". The processor 130 of 
the mobile equipment 100 may make this determination. 
Based on the determination of the processor 130 of the mobile 
equipment 100, the processor 130 may perform step S120 or 
step S155. In particular, if the processor 130 determines the 
first message authentication code MAC" matches the second 
message authentication code MAC, the processor 130 per 
forms step S120, whereas if the processor 130 determines the 
first message authentication code MAC does not match the 
second message authentication code MAC, the processor 
performs step S155. Because step S155 is described in greater 
detail below with respect to FIG. 6b, this description of an 
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10 
example embodiment will proceed under the assumption that 
the first message authentication code MAC" matches the 
second message authentication code MAC. It noted that 
according to another example embodiment, a failure signal is 
transmitted to the network 20 if the mobile equipment 100 
determines the first message authentication code MAC does 
not match the second message authentication code MAC'. 
Further, because all the variable used to calculate the first 
message authentication code MAC and the second message 
authentication code MAC are the same except the respec 
tive secret keys Ky and a K and the function, there is an 
increased likelihood that one or more components of the 
network 20 and/or mobile equipment 100 has suffered a mal 
function and thus, be unable to resynchronize. 

In step S120, the mobile equipment 100 processes the first 
extended sequence number ESQN extracted from the net 
work authentication token AUTN'. For example, the proces 
sor 130 separates the first extended sequence number ESQN 
into the first sequence number SQN' and a first hardware 
identifier ID. The first hardware identifier ID is the hard 
ware identifier the network 20 associates with a subscriber of 
the IMS service. For example, when a subscriber registers for 
service, the subscriber may provide the authentication center 
310 of the IMS home system 300 with the hardware identifier 
of the subscriber's mobile equipment and the authentication 
center may store this information in a subscriber profile 
stored in the memory 314, for example. 

In step S125, the mobile equipment 100 compares the first 
hardware identifier ID with the second hardware identifier 
ID. The second hardware identifier ID is the hardware 
identifier of the mobile equipment 100 in which the remov 
able unit identity module RUIMused by the used subscriber 
is inserted. The processor 130 may obtain the second hard 
ware identifier ID from the memory 120 and compare the 
obtained second hardware identifier ID with the first hard 
ware identifier ID. 

In step S130, the mobile equipment 100 compares the first 
sequence number SQN' obtained from the first extended 
sequence number ESQN with the second sequence number 
SQN'. The processor 130 may obtain the second sequence 
number SQN' from the memory 140 and compare the 
obtained second sequence number SQN' with the first 
sequence number SQN'. 

In step S135, the mobile equipment 100 determines if the 
first hardware identifier ID matches the second hardware 
identifier ID. The processor 130 may determine if both the 
first hardware identifier ID matches the second hardware 
identifier ID by obtaining values stored in the memory 140. 
For example, a 1 may be stored in the memory 120 if step 
S135 indicates that the first hardware identifier ID matches 
the second hardware identifier ID, and a 0 may be stored in 
the memory 140 if the first hardware identifier ID does not 
match second hardware identifier ID. If the processor 130 
determines the first hardware identifier ID matches the sec 
ond hardware identifier ID, the processor 130 performs 
step S140, whereas if the processor 130 determines the first 
hardware identifier ID does not match the hardware identi 
fier ID, the processor performs step S155. This description 
of an example embodiment will proceed under the assump 
tion that the first hardware identifier ID matches the second 
hardware identifier ID. 

In step S140 of FIG. 6B, the mobile equipment 100 deter 
mines if the first sequence number SQN's obtained from the 
first extended sequence number ESQN is greater that a sec 
ond sequence number SQN'. The second sequence number 
SQN' is stored in the memory 120 of the mobile equipment 
100 and may be based on time or a counter value as previously 
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discussed. The processor 130 determines the first sequence 
number SQN' is a valid sequence number if the first 
sequence number SQN' is greater than the second sequence 
number sequence number SQN' Stored in the memory 120. 
Further, the processor 130 determines the first sequence num 
ber SQN' is an invalid sequence number if the first sequence 
number SQN' is less than the second sequence number 
SQN' stored in the memory 120. If the first sequence num 
ber SQN' is determined to be a valid sequence number, the 
first sequence number SQN may be stored in the memory 
120 by the processor 130 and used as the second sequence 
number SQN'in processes the next time a network authen 
tication token AUTN and random number RAND are 
received from the intermediary IMS components 200a. 
As shown in FIG. 6B, the mobile equipment 100 performs 

step S145 if the mobile equipment 100 determines the first 
sequence number SQN' is a valid sequence number. In step 
S145, the mobile equipment 100 generates a response mes 
sage RES. For example, the processor 130 generates a 
response message RES by combining the random number 
RAND received from the intermediate IMS components 
200a with the secret key K stored in the removable unit 
identity module RUIM using function f7. Function f7 was 
previously mentioned with respect to FIG. 4. 

In step S150, the mobile equipment 100 transmits the 
response message RES to the IMS network 20. For example, 
the transceiver 140 transmits the response message RES to 
the intermediary IMS components 200a of the IMS network 
20. 
As shown in FIGS. 6A and 6B, the mobile equipment 100 

performs step S155 if the mobile equipment 100 determines 
at least one of (i) the first message authentication code MAC" 
does not match the second message authentication code 
MAC", (ii) the first hardware identifier ID does not match 
the second hardware ID, and (iii) the first sequence number 
SQN' is not greater than the second sequence number 
SQN'. 

For example, condition (ii) is satisfied when the removable 
unit identity module RUIM is removed from a first mobile 
equipment and placed in a second mobile equipment that is 
different from the first mobile equipment. Because the hard 
ware identities of the first and second mobile equipment are 
different, the network 20 would be using the hardware iden 
tifier ID of the first mobile equipment, which may have been 
the mobile equipment used by a subscriber when the sub 
scriber first registered for an IMS service, and the hardware 
identifier ID being used by the second mobile equipment is 
the hardware identifier of the second mobile equipment, 
which includes the removable unit identity module RUIM. 

Still referring to FIG. 6B, the mobile equipment 100 gen 
erates a resynchronization pair (MACS, ESQN), which 
includes a resynchronization message MACS and the second 
extended sequence number ESQN in step S155. Theresyn 
chronization message MACS is calculated in a manner simi 
lar to the second message authentication code MAC'. 
However, resynchronization message MACS includes the 
second extended sequence number ESQN instead of the 
first extended sequence number ESQN obtained from the 
network authentication token AUTN'. To generate the resyn 
chronization message MACS, the processor 130 of the 
mobile equipment 100 combines the second extended 
sequence number ESQN with the random number RAND 
and the authentication management field AMF using a func 
tion f6, which is different from function f6 used to calculate 
the first message authentication code MAC and the second 
message authentication code MAC'. 
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12 
In step S160 of FIG. 6B, the mobile equipment 100 trans 

mits the generated resynchronization pair (MACS, ESQN) 
to the IMS network 20. For example, the transceiver 140 of 
the mobile equipment 100 transmits the resynchronization 
pair (MACS, ESQN) including the resynchronization 
message MACS and the second extended sequence number 
ESQN to the intermediary IMS components 200a of the 
IMS network 20. 

Referring back to FIG.5, a response is transmitted from the 
mobile equipment 100 to the intermediary IMS components 
200a of the IMS network 20 (4). According to an example 
embodiment, the response is either the response message 
RES generated in step S145 of FIG. 6B or the resynchroni 
zation pair (MACS, ESQN) generated in step S155 of FIG. 
6B. 

FIG. 7 is a flow chart illustrating an example embodiment 
of a method performed by the IMS network 20. In step S200 
of FIG. 7, the IMS network 20 receives the response trans 
mitted by the mobile equipment 100. For example, the inter 
mediary IMS components 200a receive the response trans 
mitted by the transceiver 140 of the mobile equipment 100. 

In step S210 of FIG. 7, the IMS network 20 compares the 
received response with the expected response XRES previ 
ously obtained from the authentication vector AV". For 
example, the intermediary IMS components 200a compare 
the received response RES to the expected response XRES 
previously extracted from the authentication vector AV pro 
vided by the IMS home system 300. It is noted that while step 
S210 illustrates an actual comparison of the received 
response with the expected response XRES, an alternative 
embodiment detects an indicator included in the received 
response and determines if the received response is a response 
message RES or a resynchronization pair (MACS, ESQN) 
from the indicator. 
Assuming the IMS network 20 performs step S220 illus 

trated in FIG. 7, the received response matches the expected 
response XRES. The received response may match expected 
response XRES if the received response is a response mes 
sage RES. In step S220, the intermediary IMS components 
200a establish a mutually authenticated communication 
channel between mobile equipment 100 and the network 20 
over which various services provided by an IMS serving 
system may be provided. The IMS serving system may be the 
IMS home system 300 or the IMS visited system 400. How 
ever, as previously mentioned, the serving system in this 
example embodiment is considered to be the IMS visited 
system 400 which is included in the intermediary IMS com 
ponents 200a. The establishment of the mutually authenti 
cated communication channel is represented in FIG. 5 by 
(5a). Secure communication is provided over the mutually 
authenticated communication channel at least in part because 
both the mobile equipment 100 and the network 20 possess 
the cipher key CK and the integrity key IK. 

Alternatively, the IMS network 20 performs step S230 
when the received response does not match the expected 
response XRES. For example, if the received response is the 
resynchronization pair (MACS, ESQN), the intermediary 
IMS components 200a of the IMS network 20 will determine 
the received response does not match the expected response 
XRES 

In step S230, the IMS network 20 calculates another 
authentication vector AV" based on the second extended 
sequence number ESQN included in the resynchronization 
pair (MACS, ESQN). For example, referring back to FIG. 
5, the intermediary IMS components 200a transmit the resyn 
chronization pair MACS, ESQN) along with the authenti 
cation management field AMF and the random number 
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RAND to the IMS home system 300 (5b). The IMS home 
system 300 extracts the second extended sequence number 
ESQN from the resynchronization pair (MACS, ESQN) 
and uses the random number RAND, the authentication 
message field AMF, and the secret key Ky to generate the 
authentication vector AV" as was previously described with 
respect to FIG. 4. The previously described steps illustrated in 
the signal diagram of FIG. 5 and the flow charts of FIGS. 6A, 
6B and 7 are then repeated as necessary. 
As described above, example embodiments use an 

extended sequence number ESQN to establish a mutual 
authentication channel between a home IMS system 300 and/ 
or a visited IMS system 400. Further, an extended sequence 
number ESQN may be a hardware identifier concatenated 
with a sequence number SQN. Accordingly, if hardware iden 
tifier is 56 bits, the extended sequence number ESQN is 56 
bits longer than a conventional sequence number. 

Accordingly, the additional example embodiments 
described below are directed towards compensating for the 
increased length of the ESQN. 

Referring back to FIG. 5, signal (3) illustrates the interme 
diary IMS components 200a transmitting the authentication 
token AUTN and the random number RAND to the mobile 
equipment 100. In the following example embodiment, an 
assumption is made that the intermediary IMS components 
200a have a limited number of bits, which may be transmitted 
to the mobile equipment 100. The limited number of bits 
corresponds to a number of bits required to transmit a random 
number RAND and authentication token AUTN used in con 
ventional methods such as the IMS security protocols 
described in the background section of this disclosure. For 
example, assume the limited number of bits is 200 bits and 80 
of the bits are allocated for the random number RAND with 
the 120 remaining bits being allocated for the authentication 
token AUTN. In this example, the 120 bits of the authentica 
tion token are allocated as follows: 48 bits allocated to a 
conventional sequence number SQN (or the sequence number 
SQN masked with the anonymity key AK), 16 bits allocated 
to AMF and 56 bits allocated to the message authentication 
code MAC. 

Based on the above assumptions, in order for the interme 
diary IMS components 200a to perform according to the 
example embodiments described with respect to FIGS. 5, 6A, 
6B and 7, the mobile equipment 100 and the authentication 
center 310 reallocate the limited number of bits so that the bits 
of the hardware identifier can be included in the transmission. 
Further, assume the hardware identifier is 56 bits and thus, 56 
bits of the 200 bits, i.e., the limited number of bits, must be 
reallocated. 

In one example of reallocating bits, the authentication cen 
ter 310 only includes a 34 bit sequence number SQN' in an 
example embodiment of the authentication vector AV instead 
of the 48 bits originally allocated to the sequence number 
SQN, thereby reallocating 14 bits for the hardware identifier 
ID. In addition, the authentication center 310 may only 
include a 38 bit random number RAND in the example 
embodiment of the authentication vector AV' instead of the 80 
bits originally allocated to the sequence number SQN. 
thereby reallocating 42 bits for the hardware identifier ID. 
As such, 56 bits are reallocated by the authentication center 
310 for the hardware identifier ID by reducing the number of 
bits of the sequence number SQN by 14 and reducing the 
number of bits of the random number by 42 bits. 

In another example of reallocating bits, the mobile equip 
ment 100 may reallocate bits assigned to a conventional 
resynchronization message used in conventional IMS Secu 
rity protocols to accommodate the bits of the hardware iden 
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14 
tifier ID included in the second extended sequence number 
ESQN included in a resynchronization pair (MACS, 
ESQN) of example embodiments of the present invention. 

In still another example embodiment, the first extended 
sequence number ESQN included in the network authenti 
cation vector AV includes a hash of the first hardware iden 
tifier ID, assuming that the intermediary IMS components 
200a have a limited number of bits that may be transmitted to 
the mobile equipment 100. Referring back to step S120 of 
FIG. 6A, the mobile equipment 100 processes the first 
extended sequence number ESQN extracted from the net 
work authentication token AUTN'. If the first extended 
sequence number ESQN includes a hash of the first hard 
ware identifier ID, instead of the first hardware identifier 
ID, the processor 130 separates the first extended sequence 
number ESQN into the first sequence number SQN' and the 
hash of the first hardware identifier ID. The processor then 
obtains the second hardware identifier ID from the 
memory 120 of the mobile equipment 100, processes the 
second hardware identifier ID using the same hash func 
tion used by the network 20 to hash the first hardware iden 
tifier ID, and compares the hash of the second hardware 
identifier ID generated by the mobile equipment 100 with 
the hash of the first hardware identifier ID provided by the 
network 20. 
The invention being thus described, it will be obvious that 

the same may be varied in many ways. Such variations are not 
to be regarded as a departure from the spirit and scope of the 
invention, and all such modifications as would be obvious to 
one skilled in the art are intended to be included within the 
Scope of the present invention. 
We claim: 
1. A method performed by mobile equipment to commu 

nicate with a network, the method comprising: 
receiving a network authentication token and random num 

ber, the network authentication token including a first 
message authentication code and a first extended 
sequence number that includes a first hardware identifier 
and a first sequence number; and 

authenticating the network based on the first message 
authentication code, the first hardware identifier, and the 
first sequence number, the authenticating including, 
extracting the first message authentication code and the 

first extended sequence number from the network 
authentication token, 

calculating a second message authentication code based 
on the random number, the first extended sequence 
number, and a key stored in the mobile equipment, 

processing the first extended sequence number to obtain 
the first hardware identifier and a first sequence num 
ber, 

comparing the first message authentication code with 
the second message authentication code, the first 
hardware identifier with a second hardware identifier 
stored in the mobile equipment, and the first sequence 
number and a second sequence number Stored in the 
mobile equipment, and 

authenticating the network if the first message authenti 
cation code matches the second message authentica 
tion code, the first hardware identifier matches the 
second hardware identifier, and the first sequence 
number is greater than the second sequence number. 

2. The method of claim 1, wherein the first hardware iden 
tifier refers to a mobile equipment associated with a sub 
scriber of the network and the second hardware identifier 
identifies the mobile equipment that received the network 
authentication token and random number. 
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3. The method of claim 1, wherein the second sequence 
number is based on one of a time detected by the mobile 
equipment and a counter. 

4. The method of claim 1, further comprising: 
overwriting the first sequence number with the second 

sequence number if the second sequence number is 
greater than the first sequence number, and 

testing a next obtained first sequence number with the 
second sequence number to validate the next obtained 
first sequence number. 

5. The method of claim 1, further comprising: 
obtaining the key stored in a removable unit identity mod 

ule inserted into the mobile equipment; 
performing a cryptographic transformation of the random 
number using the obtained secret key; and 

transmitting the cryptographic transformation of the ran 
dom number as a response if the authenticating step 
authenticates the network. 

6. The method of claim 1, further comprising 
generating a resynchronization pair if at least one of the 

first message authentication code does not match the 
second message authentication code, the first hardware 
identifier does not match the second hardware identifier, 
and the first sequence number is less than the second 
sequence number; and 

transmitting the resynchronization pair to the network. 
7. The method of claim 6, further comprising: 
reallocating bits of a first protocol resynchronization pair, 

the first protocol synchronization pair having a preset 
number of bits assigned to each of a first protocol resyn 
chronization message and a first protocol sequence num 
ber; 

transmitting a second resynchronization pair having the 
same number of bits as the first protocol resynchroniza 
tion pair, the bits reallocated in the reallocating step 
being used as bits of the second extended sequence 
number that has a greater number of bits than the first 
protocol sequence number. 

8. The method of claim 1, wherein the generating step 
concatenates the second hardware identifier and the second 

sequence number to create a second extended sequence 
number, 

calculates a resynchronization message based on the ran 
dom number, the second extended sequence number, 
and the key stored in the mobile equipment, and 

groups the second extended sequence number with the 
resynchronization message to form the resynchroniza 
tion pair. 

9. A method performed by a network to communicate with 
mobile equipment, the method comprising: 

transmitting a random number and a network authentica 
tion token to the mobile equipment, the network authen 
tication token including a first extended sequence num 
ber that includes a hardware identifier of the mobile 
equipment associated with a subscriber; 

receiving a response from the transmitting step, the 
response being at least one of a cryptographic transfor 
mation of the random number and a resynchronization 
pair including a second extended sequence number and 
a resynchronization message; 

generating a first authentication vector including the net 
work authentication token, the first authentication vector 
is a concatenation of the random number, an expected 
response, a cipher key, an integrity key, and the network 
authentication token; 

comparing the response from the transmitting step to the 
expected response; 
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16 
generating a second authentication vector if the response 

from the transmitting step does not match the expected 
response, the second authentication vector including a 
second network authentication token having the second 
extended sequence number and authenticating the 
mobile equipment if the response from the transmitting 
step matches the expected response. 

10. The method of claim 9, further comprising: 
transmitting the second network authentication token to 

the mobile equipment. 
11. The method of claim 9, further comprising: 
detecting an indicator included in the response from the 

transmitting step, the indicator indicating the response is 
one of a cryptographic transformation of the random 
number and the resynchronization pair; 

authenticating the mobile equipment if the indicator indi 
cates the response is the cryptographic transformation of 
the random number and the cryptographic transforma 
tion of the random number matches the expected 
response; and 

generating the second authentication vector if the indicator 
indicates the response is the resynchronization pair, and 

transmitting the second network authentication token to 
the mobile equipment. 

12. The method of claim 9, further comprising: 
reallocating bits of a first protocol network authentication 

token, the first protocol network authentication token 
having a preset number of bits assigned to each of a first 
protocol sequence number, authentication messaging 
field, and a message authentication code; 

generating the second authentication vector, the second 
network authentication token being a second protocol 
network authentication token, the second network 
authentication token having the same number of bits as 
the first protocol network authentication token, the real 
located bits being used as bits of the first extended 
sequence number that has a greater number of bits than 
the first protocol sequence number, and 

the transmitting step transmits the second network authen 
tication token as the network authentication token. 

13. A method of establishing a mutually authenticated 
communication channel between a mobile equipment and a 
network, the method comprising: 

(a) generating an expected response, a random number, and 
a network authentication token, the network authentica 
tion token including a first message authentication code 
and a first extended sequence number that includes a first 
hardware identifier being associated with the mobile 
equipment by the network; 

(b) transmitting the random number and the network 
authentication token from the network to the mobile 
equipment; 

(c) receiving the random number and the network authen 
tication token at the mobile equipment; 

(d) authenticating the network based on the network 
authentication token, the authenticating (d) including, 
extracting the first message authentication code and the 

first extended sequence number from the network 
authentication token, 

calculating a second message authentication code based 
on the random number, the first extended sequence 
number, and a key stored in the mobile equipment, 

separating the first extended sequence number to obtain 
the first hardware identifier and a first sequence num 
ber, 

comparing the first message authentication code with 
the second message authentication code, the first 
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hardware identifier with a second hardware identifier 
stored in the mobile equipment, and the first sequence 
number with a second sequence number stored in the 
mobile equipment, and 

authenticating the network if the first message authenti 
cation code matches the second message authentica 
tion code, the first hardware identifier matches the 
second hardware identifier, and the first sequence 
number is greater than the second sequence number, 

(e) transmitting a cryptographic transformation of the ran 
dom number from the mobile equipment to the network; 

(f) authenticating the mobile equipment if the crypto 
graphic transformation of the random number matches 
the expected response; and 

(g) establishing a mutually authenticated channel between 
the mobile station and the network. 

14. The method of claim 13, further comprising: 
resynchronizing the mobile equipment and the network if 

at least one of the first message authentication code does 
not match the second message authentication code, the 
first hardware identifier does not match the second hard 
ware identifier, and the first sequence number is less than 
the second sequence number. 

15. The method of claim 14, wherein resynchronizing step 
includes 

concatenating the second hardware identifier and the sec 
ond sequence number to create a second extended 
sequence number, 

calculating a resynchronization message based on the ran 
dom number, the second extended sequence number, 
and a key stored in the mobile equipment, 

grouping the second extended sequence number with the 
resynchronization message to form the resynchroniza 
tion pair, 

transmitting the resynchronization pair, 
generating a second network authentication token using 

the second extended sequence number, and 
repeating the steps (b)-(f) Substituting the second network 

authentication token for the network authentication 
token. 

16. A method performed by mobile equipment to commu 
nicate with a network, the method comprising: 

receiving a network authentication token and random num 
ber, the network authentication token including a first 
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message authentication code and a first extended 
sequence number that includes a hash of a first hardware 
identifier and a first sequence number, and 

authenticating the network based on the first message 
authentication code, the hash of the first hardware iden 
tifier, and the first sequence number, the authenticating 
including, 
extracting the first message authentication code and the 

first extended sequence number from the network 
authentication token, 

calculating a second message authentication code based 
on the random number, the first extended sequence 
number, and a key stored in the mobile equipment, 
and 

processing the first extended sequence number to obtain 
the first hardware identifier and a first sequence num 
ber. 

17. A method performed by a network to communicate 
with mobile equipment, the method comprising: 

transmitting a random number and a network authentica 
tion token to the mobile equipment, the network authen 
tication token including a first extended sequence num 
ber that includes a hash of a first hardware identifier and 
a sequence number; 

receiving a response from the transmitting step, the 
response being at least one of a cryptographic transfor 
mation of the random number and a resynchronization 
pair including a second extended sequence number and 
a resynchronization message; 

generating a first authentication vector including the net 
work authentication token, the first authentication vector 
is a concatenation of the random number, an expected 
response, a cipher key, an integrity key, and the network 
authentication token; 

comparing the response from the transmitting step to the 
expected response; 

generating a second authentication vector if the response 
from the transmitting step does not match the expected 
response, the second authentication vector including a 
second network authentication token having the second 
extended sequence number and authenticating the 
mobile equipment if the response from the transmitting 
step matches the expected response. 
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