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(57) ABSTRACT

To export (e.g., store or transmit) input data, only the input
data are encoded separately according to first and second
encoding schemes to provide first and second encoded data.
The first encoded data and the second encoded data are
exported. Upon importing (e.g., retrieving or receiving) rep-
resentations of the exported data, a first decoding scheme is
applied to the representation of the first encoded data to
recover the input data. If that application fails, then a second
decoding scheme is applied to the representation of the sec-
ond encoded data to recover the input data.
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CORRUPTION-RESISTANT DATA PORTING
WITH MULTIPLE ERROR CORRECTION
SCHEMES

This patent application claims the benefit of U.S. Provi-
sional Patent Application No. 60/746,891, filed May 10, 2006

FIELD AND BACKGROUND OF THE
INVENTION

The present invention relates to the protection of data from
corruption and, more particularly, to a method and related
systems that use multiple error correction schemes to protect
data from corruption.

Flash memory devices have been known for many years.
NAND-type flash memories differ from other types of flash
memories (e.g. NOR-type), among other characteristics, by
the fact that a certain number of information bits, written to
the memory, may be read from the memory in a “flipped” state
(ie. different from the state that the original bits were written
to the memory).

In order to overcome this phenomenon and to make
NAND-type memories usable by real applications, it is a
common technique to use Error Correction Codes (ECC) in
conjunction with these memories. A general overview of
using ECC in flash memories is presented below and includes
the following steps:

(1) Before writing data to the memory, an ECC algorithm is
applied to the data in order to compute additional (i.e.
redundant) bits, which are later used for error detection
and correction. These redundant bits are often called
“parity bits” or “parity”. A combination of the data input
into an ECC module and the parity output by that module
is called a codeword. Each different value of input data
to an ECC module results in a different codeword.

(2) The entire codeword (i.e., the original data and the
parity) is recorded to the flash memory. It should be
noted, that the actual size of NAND-type flash memory
is larger than the size of the original data, and the
memory is designed to accommodate parity as well.

(3) When the data are retrieved from the memory, the entire
codeword is read again, and an ECC algorithm is applied
to the data and the parity in order to detect and correct
possible “bit flips” (i.e., errors).

It should be noted that the implementation of ECC may be
done by hardware, software, or a combination of hardware
and software. Furthermore, ECC may be implemented within
a memory device, within a memory device controller, within
a host computer, or may be “distributed” among these com-
ponents of a system.

The design of ECC algorithms is well known in the art. The
algorithms in common use include Reed-Solomon, BCH,
Hamming, and many others. Each ECC algorithm is com-
posed of two parts—the part that receives the data bits and
generates the parity bits (or equivalently, generates the code-
word), and the part that receives the codeword and generates
the corrected data bits. The first part is called the “encoder”
and is used during writing, and the second part is called the
“decoder” and is used during reading. Each of the two parts
may be implemented in either hardware or software, and it is
also possible to have one part implemented in hardware while
the other part implemented in software.

Receiving the data bits and generating the corresponding
codeword is termed “encoding” herein. Receiving the code-
word and generating the corrected data bits is termed “decod-
ing” herein.
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It should be noted that there actually are two kinds of ECC.
Thekind of ECC described above, in which the identity ofthe
data bits is preserved in the codeword, is called “systematic”
ECC. In “nonsystematic” ECC, the data bits are converted to
acodeword in which the identity of the original data bits is not
preserved.

Selecting an algorithm, like BCH, as the ECC algorithm to
be used in a flash memory system, does not uniquely define
the selected solution. Any such ECC algorithm is actually not
a single algorithm but a family of algorithms. The algorithms
within the same family differ among themselves in the
amount of data bits they are able to protect. An algorithm that
needs to protect 100 data bits is not identical to an algorithm
that needs to protect 10,000 data bits, even though the two
algorithms are typically quite similar and operate on the same
principles.

But even two algorithms of the same family that both
protect the same number of data bits are not necessarily
identical. The algorithms may differ in the level of reliability
provided, or equivalently—in the number of bit errors in the
data that the algorithms are able to correct. For example, one
system may require the protection of chunks of 1,000 data bits
against any combination of up to 3 bit errors (but not against
the occurrence of 4 or more bit errors), while in another
system a much higher reliability is desired and therefore it is
required to protect chunks of 1,000 data bits against any
combination of up to 10 bit errors. Typically, protecting
against more errors requires the use of more parity bits (or
longer codewords), making the ECC scheme less “efficient”,
where efficiency is measured by the ratio of the number of
data bits in a codeword to the total number of bits in the
codeword (including, in systematic ECC, both data bits and
parity bits). This measure is typically called the “rate” of the
ECC coding.

Different ECC algorithms and implementations also differ
in other aspects—speed of the encoding process, speed of the
decoding process, complexity of the encoding process, com-
plexity of the decoding process, acceptable error rate in the
input to the decoder (defined according to the quality of the
storage cells), and more. The complexity of encoding and
decoding is important not only because it affects the speed of
the operation, but also because it affects the power consump-
tion and silicon area of hardware implementations of the ECC
scheme.

Itis thus evident that the selection of an ECC solution for a
memory system involves a complex trade-off between mul-
tiple considerations. Some non-limiting rules-of-thumb typi-
cal in the art of ECC designs are:

a. For a given memory reliability, the better the output reli-
ability (or equivalently the higher the number of correct-
able errors) the lower the rate of the code (or equivalently,
for systematic ECC, the more parity bits are required)

b. For a given memory reliability, the better the output reli-
ability, the more complex is the decoder.

c. For a given level of output reliability, the higher the rate of
the code, the more complex is the decoder.

d. For a given level of output reliability, the higher the rate of
the code, the slower is the decoding.

When designing an ECC solution, one typically starts from
the error rate at the decoder’s input (dictated by the quality of
the storage cells) and the desired output reliability (dictated
by the application’s requirements). Based on these numbers
one typically selects a specific ECC family, calculates the
required number of parity bits, and then estimates the speed
and complexity of the encoder and decoder.

In some cases the most important consideration for the
system’s designer is the speed of the decoding, as this may put
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a limit on the speed of reading the data out from the memory.
In such cases the designer may encounter a dilemma—the
ECC scheme required for meeting the output reliability
requirements may turn out to result in a quite complex
decoder with slow operation, not satisfying the speed target of
the system. But on the other hand, selecting an ECC scheme
that is relatively simple, and that results in fast decoding, does
not provide the required output reliability level.

There is thus a widely recognized need for, and it would be
highly advantageous to have, an error correction solution that
satisfies both requirements (i.e. both speed and reliability) at
the same time, even when there is no ECC scheme known in
the art that achieves this goal.

DEFINITIONS

The present invention is applicable to protecting data from
corruption in at least two different circumstances. One cir-
cumstance is the storing of the data in a storage medium,
followed by the retrieving of the data from the storage
medium. The other circumstance is the transmitting of the
data to a transmission medium, followed by the receiving of
the data from the transmission medium. Therefore, the con-
cepts of “storing” and “transmitting” of data are generalized
herein to the concept of “exporting” data, and the concepts of
“retrieving” and “receiving” data are generalized herein to the
concept of “importing” data. Both “storing” data and “trans-
mitting” data thus are special cases of “exporting” data, and
“both “retrieving” data and “receiving” data are special cases
of “importing” data. The process of “exporting” data and then
optionally “importing” the data is termed herein “porting”
data.

SUMMARY OF THE INVENTION

According to the present invention there is provided a
method of porting input data, including the steps of: (a)
encoding only the input data according to a first encoding
scheme, thereby providing first encoded data; (b) encoding
only the input data according to a second encoding scheme
different from the first encoding scheme, thereby providing
second encoded data; and (¢) exporting the first encoded data
and the second encoded data to a corrupting medium.

According to the present invention there is provided a
system for porting input data, including: (a) an export device
operative: (i) to encode only the input data according to a first
encoding scheme, thereby providing first encoded data; (ii) to
encode only the input data according to a second encoding
scheme different from the first encoding scheme, thereby
providing second encoded data; and (iii) to export the first
encoded data and the second encoded data to a corrupting
medium.

According to the present invention there is provided a
computer-readable storage medium having computer-read-
able code embodied on the computer-readable storage
medium, the computer-readable code for porting input data;
the computer-readable code including: (a) program code for
encoding only the input data according to a first encoding
scheme, thereby providing first encoded data; (b) program
code for encoding only the input data according to a second
encoding scheme different from the first encoding scheme,
thereby providing second encoded data; (¢) program code for
applying a first decoding scheme to a representation of the
first encoded data to recover the input data; (d) program code
for deciding whether the applying of the first decoding
scheme succeeds, and (e) program code for applying a second
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4

decoding scheme to a representation of the second encoded
data to recover the input data if the applying of the first
decoding scheme fails.

According to the present invention there is provided a
method of decoding a word that represents data, including the
steps of: (a) applying a first decoding scheme to at least a first
portion of the word to recover the data; and (b) if the applying
of'the first decoding scheme fails: applying a second decoding
scheme to at least a second portion of the word to recover the
data.

According to the present invention there is provided a
receiver, for receiving a word that represents data, the receiver
being operative: (a) to apply a first decoding scheme to at least
a first portion of the word to recover the data; and (b) if the
applying of the first decoding scheme fails: to apply a second
decoding scheme to at least a second portion of the word to
recover the data.

According to the present invention there is provided a
controller, of a memory wherein is stored data represented as
a word, the controller being operative: (a) to apply a first
decoding scheme to at least a first portion of the word to
recover the data; and (b) if the applying of the first decoding
scheme fails: to apply a second decoding scheme to at least a
second portion of the word to recover the data.

According to the present invention there is provided a
memory device including: (a) a memory for storing data
represented as a word; and (b) a controller operative: (i) to
apply a first decoding scheme to at least a first portion of the
word to recover the data, and (ii) if the applying of the first
decoding scheme fails: to apply a second decoding scheme to
at least a second portion of the word to recover the data.

According to the present invention there is provided a
system for storing data, including: (a) a memory device,
wherein the data are represented as a word; and (b) a proces-
sor operative: (1) to apply a first decoding scheme to at least a
first portion of the word to recover the data, and (ii) if the
applying of the first decoding scheme fails: to apply a second
decoding scheme to at least a second portion of the word to
recover the data.

According to the present invention there is provided a
computer-readable storage medium having computer-read-
able code embodied on the computer-readable storage
medium, the computer-readable code for decoding a word
that represents data, the computer-readable code including:
(a) program code for applying a first decoding scheme to at
least a first portion of the word to recover the data; (b) pro-
gram code for deciding whether the applying of the first
decoding scheme succeeds; and (c¢) program code for apply-
ing a second decoding scheme to at least a second portion of
the word to recover the data if the applying of the first decod-
ing scheme fails.

According to the basic method of the present invention for
porting input data, the input data are encoded separately
according to two different encoding schemes. The encoding
according to the first encoding scheme provides first encoded
data. The encoding according to the second encoding scheme
provides second encoded data. Note that the only input to the
first encoding scheme is the input data and that the only input
to the second encoding scheme also is the input data. This
distinguishes the basic method of the present invention from
a prior art method, discussed below, in which input data are
encoded twice but in which the input to the second encoding
includes more than just the input to the first encoding. Also
note that the first encoded data and the second encoded data
may overlap. For example, in the preferred embodiments
discussed below, the encoding schemes are systematic, the
first encoded data are the concatenation of the input data and
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the parity bits generated by the application of the first encod-
ing scheme, and the second encoded data are the concatena-
tion of the input data and the parity bits generated by the
application of the second encoding scheme. Then the first
encoded data and the second encoded data are exported to a
corrupting medium. A “corrupting” medium is a medium that
may introduce errors to data that are exported to the medium,
so that the corresponding imported data may not be identical
to the exported data.

Preferably, the encoding according to the first encoding
scheme and the encoding according to the second encoding
scheme are effected substantially simultaneously, rather than
sequentially.

In one class of preferred embodiments of the present inven-
tion, the medium is a transmission medium, such as free space
for electromagnetic transmissions generally, a coaxial cable
for RF transmissions or an optical fiber for optical transmis-
sions. The exporting includes transmitting the first encoded
data and the second encoded data via the transmission
medium.

In another class of preferred embodiments of the present
invention, the medium is a storage medium, such as a RAM,
a hard disk or a flash EEPROM. The exporting includes
storing the first encoded data and the second encoded data in
the storage medium.

Preferably, at least one of the encoding schemes is a sys-
tematic encoding scheme. Alternatively, at least one of the
encoding schemes is a non-systematic encoding scheme.

Preferably, the method includes importing a representation
of'the first encoded data and importing a representation of the
second encoded data. What is imported is termed herein a
“representation” of the exported data because what is
imported may be corrupted relative to what is exported. Then
a first decoding scheme is applied to the representation of the
first encoded data to recover the input data. If the application
of the first decoding scheme fails then a second decoding
scheme is applied to the representation of the second encoded
data to recover the input data.

Most preferably, the second decoding scheme is different
from the first decoding scheme. Also most preferably, the first
decoding scheme corresponds to the first encoding scheme
and the second decoding scheme corresponds to the second
encoding scheme.

A basic system of the present invention for porting input
data includes an export device that implements the basic
method of the present invention as described above.

In one class of preferred embodiments of the present inven-
tion, the medium to which the system exports the first and
second encoded data is a transmission medium. The export
device includes a transmitter that transmits the first encoded
data and the second encoded data via the transmission
medium. Most preferably, the system also includes a receiver
for receiving a representation of the first encoded data and for
receiving a representation of the second encoded data. The
receiver applies a first decoding scheme to the representation
of the first encoded data to recover the input data. If the
application of the first decoding scheme fails, then the
receiver applies a second decoding scheme to the representa-
tion of the second encoded data to recover the input data.

In another class of preferred embodiments of the present
invention, the medium to which the system exports the first
and second encoded data is a storage medium. The export
device includes a controller that stores the first encoded data
and the second encoded data in the storage medium. Prefer-
ably, the system includes the storage medium. Also prefer-
ably, the controller is operative to retrieve a representation of
the first encoded data and to retrieve a representation of the
second encoded data from the storage medium. The controller
applies a first decoding scheme to the representation of the
first encoded data to recover the input data. If the application
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6

of'the first decoding scheme fails, then the controller applies
a second decoding scheme to the representation of the second
encoded data to recover the input data.

In a third class of preferred embodiments of the present
invention, the medium to which the system exports the first
and second encoded data is a storage medium. The system
includes, in addition to the export device, a memory device
that includes the storage medium. The export device includes
a processor that stores the first encoded data and the second
encoded data in the storage medium. Preferably, the proces-
sor is operative to retrieve a representation of the first encoded
data and to retrieve a representation of the second encoded
data from the storage medium. The processor applies a first
decoding scheme to the representation of the first encoded
data to recover the input data. If the application of the first
decoding scheme fails, then the processor applies a second
decoding scheme to the representation of the second encoded
data to recover the input data.

Another method of the present invention is a method of
decoding a word that represents data. Usually, the word that is
decoded is a codeword that represents the data, or else a
corrupt version of the codeword. According to the basic
method, a first decoding scheme is applied to at least a first
portion of the word to recover the data. If the application of
the first decoding scheme fails, then a second decoding
scheme is applied to at least a second portion of the word to
recover the data.

Preferably, at least one bit of the first portion of the word
appears only in the first portion of the word and not in the
second portion of the word, and at least one bit of the second
portion of the word appears only in the second portion of the
word and not in the first portion of the word.

The scope of the present invention also includes a receiver,
for receiving such a word, that applies the basic method to
recover the data; a controller, of a memory wherein such a
word is stored, that applies the basic method to recover the
data; a memory device that includes both the controller and
the memory; and a system, for storing data, that includes a
memory device wherein the data are represented as a word
and a processor that applies the basic method to recover the
data.

The scope of the present invention also includes computer-
readable storage media having computer-readable code
embedded thereon for implementing the methods of the
present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention is herein described, by way of example only,
with reference to the accompanying drawings, wherein:

FIG. 1 is a high-level block diagram of a flash memory
device of the present invention;

FIG. 2 is a high-level partial block diagram of a data stor-
age system of the present invention;

FIG. 3 is a schematic high-level block diagram of a data
communication system of the present invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The principles and operation of error correction encoding
and decoding according to the present invention may be better
understood with reference to the drawings and the accompa-
nying description.

The preferred embodiments of the present invention that
are described herein are systematic ECC embodiments. It will
be clear to those skilled in the art how to implement nonsys-
tematic ECC embodiments of the present invention.

The solution to the problem described in the Field and
Background section lies in using two different and indepen-
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dent ECC schemes for protecting the same data. (For the

purpose of the present invention the term “ECC scheme”

means a specific instantiation of an ECC algorithm, with all
adjustable parameters set to specific fixed values).

Suppose we have D data bits that should be protected
against any combination of not more than E bit errors. Also
suppose we have two ECC schemes with the following char-
acteristics
a. A first ECC scheme capable of correcting E bit errors in D

data bits, but having a relatively slow decoding time, not

meeting the goal set for the average read speed.

b. A second ECC scheme capable of correcting E, bit errors in
D data bits, where E,<E. Additionally, this second ECC
scheme is capable of detecting its own failure—in case the
number of bit errors is higher than E | but not higher than E,
the decoding algorithm provides a failure indication. ECC
schemes that provide (for some error numbers) only error
detection capability and not error correction capability are
typically simpler than corresponding ECC schemes with
full error correction capabilities. Therefore, this second
ECC scheme is typically simpler than the first ECC
scheme, and hence is also faster, meeting the read speed
goal.

We now use the two ECC schemes for protecting D data
bits in the following manner:

a. Before writing data to the memory, the first ECC algorithm
is applied to the data bits in order to compute P, parity bits.
A combination of the D data bits and the P, parity bits
provides for correcting up to E errors in the data.

b. Before writing data to the memory, the second ECC algo-
rithm is applied to the data bits in order to compute P,
parity bits. A combination of the D data bits and the P,
parity bits provides for correcting up to E, errors in the
data, and for detecting up to E errors in the data.

c. The data bits, the P, parity bits, and the P, parity bits, are all
recorded into the flash memory. Note that formally speak-
ing we should not call the combination of the data bits, the
P, parity bits and the P, parity bits a “codeword”. The data
bits plus the P, parity bits constitute a codeword for the first
ECC scheme. The data bits plus the P, parity bits constitute
a codeword for the second ECC scheme. But formally
speaking there is no ECC scheme for which the combina-
tion of data bits plus the P, parity bits plus the P, parity bits
is a codeword. Still, in order to simplify the language used
herein, any combination of data bits with parity bits asso-
ciated with that data and generated from that data is called
herein a “codeword”, regardless of whether there is a single
known-in-the-art ECC algorithm that generates all of the
parity bits from the data bits.

d. When the data are retrieved from the memory, the entire
content is read—the data bits, the P, parity bits and the P,
parity bits.

e. The decoder of the second ECC scheme is applied to the
combination of the D data bits and the P, parity bits. If the
number of errors happens to be equal to or less than E, , the
decoding ends successfully, the errors (if there were any)
are corrected, the data are sent to the requesting software
application and the reading operation ends.

r. If, on the other hand, the number of errors happens to be
more than E; (but still less than E), the decoder of the
second ECC scheme identifies this condition. In such case
we apply the decoder of the first ECC scheme to the com-
bination of the D data bits and the P, parity bits. As long as
the number of errors is nothigher than E (and by setting the
reliability requirements to E errors we implicitly indicated
that the probability of having more than E errors can be
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neglected), the decoding succeeds, all errors are corrected,

the data are sent to the requesting software application and

the reading operation ends.

Because the probability of a large number of errors in the
data is typically much smaller than the probability of a small
number of errors, the above procedure typically results in
average decoding time that is close to the decoding time of the
second ECC scheme, which is the faster of the two ECC
schemes. This can easily be seen from the following simpli-
fied calculation example.

Suppose E=3 (that is—we must correct up to 3 errors in the
data). Suppose E,;=2 (that is—the second ECC corrects only
up to two errors). Suppose the probability of one error in the
D data bits is 107" Then we can approximate the probability
of two errors in the data as 1072, and the probability of three
errors in the data as 10~>. Ifthe decoding time of the first ECC
is 1000 microseconds and the decoding time of the second
ECC is 10 microseconds, then the average decoding time of
the above method is—T=(1-107)x10+107>x1000=9.99+
1=10.99 microseconds. If the probability for an error in the
data is lower (as is the case in many types of flash memories),
then the average speed of the above method gets even much
closer to the speed of the second ECC scheme.

Therefore we see that the method of the present invention
achieves both of the following two goals simultaneously:

a. providing a fast decoding time; and

b. providing the desired reliability level at the output of the
memory system.

It should be noted that the benefits of the present invention
do not come at no cost. The method requires the storing in the
flash memory of parity bits of both the first ECC scheme and
the second ECC scheme. The number of parity bits stored
(which is the number of overhead bits spent for the error
correction) is thus higher than the number of parity bits
needed for the first ECC scheme, that provides the same level
of'error correction (i.e. E errors). We thus have traded average
decoding speed for extra storage space used for parity bits,
storage that is unavailable for storing data. However, there are
many cases in which this trade-off is well justified, as the
reading speed of the memory is much more important than the
wasted storage space.

As there are already in the prior art ECC solutions that use
two ECC decoders, we should emphasize the differences
between those solutions and the present invention.

(1) One ECC algorithm well known in the prior art is the
Turbo ECC algorithm.

In Turbo ECC the data bits are encoded twice by the same
encoder, each time with the data bits in different order. When
decoding, two similar decoders are operated in parallel on the
same bits, such that the parity bits of both encodings contrib-
ute together to the errors correction, and information is
exchanged between the two decoders during the decoding
process. One must remember that Turbo codes are an example
of what is called “soft decoders™ in the ECC literature, where
decoded bits are represented by nodes in a graph and the
decoding is done iteratively in successive cycles, allowing the
propagation of information between any two bits in the graph.
This is unlike the present invention, in which only one
decoder is operating on the data at any given time, and each
decoder makes use only of its own parity bits and not of any
other information.

(2) Even if there would have existed variants of the Turbo
ECC algorithm that first attempt to decode using only one
decoder, and only if that decoder fails activate the second
decoder (and the present inventor is not aware of such
variants), this is still different from the present invention in
that the second decoder in these hypothetical Turbo ECC
variants operates not on the data as read from the memory,
but on modified data that already have been processed and
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modified by the first decoder. This is unlike the present

invention, in which each decoder operates on the raw data

bits as read from the memory, with no other input affecting
its operation (except its own parity bits).

(3) Some prior art solutions (such as the solution taught by
Lasseretal.in U.S. application Ser. No. 10/197,316 and the
solution taught by Joshi et al. in U.S. Pat. No. 4,712,215)
also utilize two ECC schemes in the following way—some
(usually a small) portion of the data is protected by a first
ECC scheme. All of the data, including the portion pro-
tected by the first ECC scheme and including the parity bits
of the first ECC scheme, are protected by a second ECC
scheme. Such solutions are meant to provide relatively fast
and simple decoding for a small portion of the data, for
example for control information describing some features
of the main data portion. These solutions do not provide
fast decoding of the full encoded data chunk, unlike the
present invention.

(4) Even if there would have existed extensions of these
solutions in which the first ECC encodes all of the data bits
and not just a portion of the data bits, and the second ECC
encodes all of the data bits including the parity bits of the
first ECC (and the present inventor is not aware of such
systems), this would still be different from the present
invention, in which there is no information flow between
the two decoders. This difference is an important advan-
tage of the present invention, as it allows the two encoding
operations to take place in parallel and thus complete rela-
tively fast. This is unlike the above hypothetical systems, in
which the second encoder must operate only after the first
encoder has finished operating, as the output of the first
encoder is an input to the second encoder.

The scope of the present invention includes the error cor-
rection methods described above. The scope of the present
invention is not limited to flash memory systems, but also
extends to any type of memory—magnetic, optical, or any
other. The scope of the present invention also includes a
memory system comprising a memory and a controller for the
memory that employs the methods of the present invention.
The scope of the present invention also includes a computing
system that includes a memory system that employs the meth-
ods of the present invention. The scope of the present inven-
tion also includes a computing system that includes a memory
and a host computer that employs the methods of the present
invention, with no dedicated memory controller being used.

It should be noted that the methods of the present invention
are not limited to memory systems. Error correction is also
employed in communication systems, to recover from errors
introduced into transmitted data bits while on their way to
their destination. The scope of the appended claims should
therefore also be construed to extend to errors correction
methods and systems employed in correcting errors in trans-
mitted data.

Referring now to the drawings, FIG. 1 is a high-level block
diagram of a flash memory device 10 of the present invention,
coupled to a host 20. FIG. 1 is adapted from FIG. 1 of Ban,
U.S. Pat. No. 5,404,485, which patent is incorporated by
reference for all purposes as if fully set forth herein. Flash
memory device 10 includes a flash memory 14, a controller 12
and a random access memory (RAM) 16. Controller 12, that
corresponds to “flash control 14” of U.S. Pat. No. 5,404,485,
manages flash memory 14, with the help of RAM 16, as
described in U.S. Pat. No. 5,404,485. When writing data to
flash memory 14 or when reading data from flash memory 14,
controller 12 applies the error correction method of the
present invention as described above.

FIG. 2 is a high-level partial block diagram of a data stor-
age system 40 of the present invention. Data storage system
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40 includes a processor 42 and four memory devices: a RAM
44, aboot ROM 46, a mass storage device (hard disk) 48 and
a flash memory device 30, all communicating via a common
bus 50. Like flash memory device 10, flash memory device 30
includes a flash memory 32. Unlike flash memory device 10,
flash memory device 30 lacks its own controller and RAM.
Instead, processor 42 emulates controller 12 by executing a
software driver that implements the methodology of U.S. Pat.
No. 5,404,485 in the manner e.g. of the TrueFFS™ driver of
M-Systems Flash Disk Pioneers [td. of Kfar Saba, Israel.
When writing data to flash memory device 30 or when read-
ing data from flash memory device 30, processor 42 applies
the error correction method of the present invention as
described above. Flash memory device 30 also includes a bus
interface 34 to enable processor 42 to communicate with flash
memory 32.

The code of the software driver that processor 42 executes
to manage flash memory 32 is stored in mass storage device
48 and is transferred to RAM 44 for execution. Mass storage
device 48 thus is an example of a computer-readable code
storage medium in which is embedded computer-readable
code for managing flash memory 32 according to the prin-
ciples of the present invention.

FIG. 3 is a schematic high-level block diagram of a data
communication system 60 of the present invention. System
60 includes a transmitter 62, a transmission medium 64 and a
receiver 66. Transmitter 62 transmits data to receiver 66 via
medium 64. Before transmitting the data, transmitter 62
applies the error correction encoding of the present invention
to the data. Upon receiving the transmitted data, receiver 66
applies the error correction decoding of the present invention
to the data.

Transmission medium 64 may be any suitable medium for
transmitting data using any suitable carrier of the data. Com-
mon examples of such media include free space and coaxial
cables for radio frequency transmissions, and optical fibers
for optical frequency transmissions. Transmitter 62 and
receiver 66 are adapted to the nature of transmission medium
64. Data communication systems similar to system 60 that
use prior art methods for error correction encoding and
decoding are well known, and it is straightforward for one
ordinarily skilled in the art to modify such a prior art system
to use the error correction methodology of the present inven-
tion.

While the invention has been described with respect to a
limited number of embodiments, it will be appreciated that
many variations, modifications and other applications of the
invention may be made.

What is claimed is:

1. A method, comprising:

encoding only input data according to a first encoding

scheme to generate first encoded data;

encoding only the input data according to a second encod-

ing scheme to generate second encoded data, wherein
the first encoding scheme differs from the second encod-
ing scheme;

exporting the first encoded data and the second encoded

data to a corrupting medium as a single codeword; and
importing a representation of the codeword from the cor-

rupting medium, wherein the representation of the code-

word includes:

a representation of the first encoded data; and

a representation of the second encoded data.

2. The method of claim 1, wherein the encoding according
to the first encoding scheme and the encoding according to the
second encoding scheme are executed substantially simulta-
neously.
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3. The method of claim 1, wherein the corrupting medium
is a transmission medium and the exporting includes trans-
mitting the first encoded data and the second encoded data via
the transmission medium.
4. The method of claim 1, wherein at least one of the first
encoding scheme and the second encoding scheme is a sys-
tematic encoding scheme.
5. The method of claim 1, wherein at least one of the first
encoding scheme and the second encoding scheme is a non-
systematic encoding scheme.
6. The method of claim 1, further comprising:
applying a first decoding scheme to the representation of
the first encoded data to recover the input data; and

when the applying of the first decoding scheme fails to
recover the input data, applying a second decoding
scheme to the representation of the second encoded data
to recover the input data.

7. The method of claim 6, wherein the first decoding
scheme corresponds to the first encoding scheme and wherein
the second decoding scheme corresponds to the second
encoding scheme.

8. The method of claim 6, wherein the first decoding
scheme is adapted to correct up to a first number of errors in
a particular number of data bits, wherein the second decoding
scheme is adapted to correct up to a second number of errors
in the particular number of data bits, and wherein the second
number of errors is greater than the first number of errors.

9. The method of claim 1, wherein encoding the input data
according to the first encoding scheme generates a first set of
parity bits, wherein encoding the input data according to the
second encoding scheme generates a second set of parity bits,
and wherein the input data, the first set of parity bits, and the
second set of parity bits are stored within the single codeword.

10. The method of claim 1, wherein the corrupting medium
includes a flash memory within a flash memory device, and
wherein the first encoding scheme and the second encoding
scheme are implemented by a controller within the flash
memory device.

11. The method of claim 1, further comprising:

applying a first decoding scheme to a first portion of the

representation of the codeword to recover the input data;
and

when first decoding scheme fails to recover the input data,

applying a second decoding scheme to a second portion
of the representation of the codeword to recover the
input data.

12. The method of claim 11, wherein the first decoding
scheme fails to recover the input data when an error count
associated with the codeword exceeds a predetermined
threshold.

13. A system comprising:

a flash memory; and

acontroller coupled to the flash memory and configured to:

encode only input data according to a first encoding
scheme to generate first encoded data;

encode only the input data according to a second encod-
ing scheme to generate second encoded data, wherein
the first encoding scheme differs from the second
encoding scheme;

export the first encoded data and the second encoded
data to the flash memory as a single codeword; and

import a representation of the codeword from the flash
memory, wherein the representation of the codeword
includes:
a representation of the first encoded data; and
a representation of the second encoded data.
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14. The system of claim 13, wherein the controller is fur-
ther operative to:

apply a first decoding scheme to the representation of the

first encoded data to recover the input data; and

when the application of the first decoding scheme fails to

recover the input data, apply a second decoding scheme
to the representation of the second encoded data to
recover the input data.

15. A computer-readable storage medium having com-
puter-readable code embodied on the computer-readable stor-
age medium including processor-executable instructions that,
when executed by a processor, cause the processor to:

encode only input data according to a first encoding

scheme to generate first encoded data;

encode only the input data according to a second encoding

scheme that differs from the first encoding scheme, to
generate second encoded data;
store the first encoded data and the second encoded data as
a single codeword at a storage medium; and

import a representation of the codeword from the storage
medium, wherein the representation of the codeword
includes:
a representation of the first encoded data; and
a representation of the second encoded data.

16. The computer-readable storage medium of claim 15,
further including instructions to:

apply a first decoding scheme to a first portion of the

representation of the codeword to recover the input data;
and

when first decoding scheme fails to recover the input data,

apply a second decoding scheme to a second portion of
the representation of the codeword to recover the input
data.

17. A method of decoding a word, the method comprising:

receiving the word via a medium, wherein the word

includes:

a first representation of data, wherein the data has been
encoded according to a first encoding scheme; and

a second representation of the data, wherein the data has
been encoded according to a second encoding scheme
that is distinct from the first encoding scheme;

applying a first decoding scheme to the first representation

of the data to recover the data; and

when the first decoding scheme fails to recover the data,

applying a second decoding scheme to the second rep-
resentation of the data to recover the data.

18. The method of claim 17, wherein the first decoding
scheme is associated with a first processing time and the
second decoding scheme is associated with a second process-
ing time, and wherein the second processing time exceeds the
first processing time.

19. A receiver, the receiver operative to:

receive a representation of a codeword including a repre-

sentation of first encoded data and a representation of
second encoded data, wherein the first encoded data
encodes only input data according to a first encoding
scheme and the second encoded data encodes only the
input data according to a second encoding scheme,
wherein the first encoding scheme differs from the sec-
ond encoding scheme;

apply a first decoding scheme to the representation of the

first encoded data to recover the input data; and

when the application of the first decoding scheme to the

representation of the first encoded data fails to recover
the input data, apply a second decoding scheme to the
representation of the second encoded data to recover the
input data.
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20. A controller of'a memory, the memory storing data as a
word, the controller being operative to:
apply a first decoding scheme to a first portion of the word
to recover the data; and
when the application of the first decoding scheme to the
first portion of the word fails to recover the data, apply a
second decoding scheme to a second portion of the word
to recover the data, wherein the first portion of the word
differs from the second portion of the word.
21. The controller of claim 20, wherein:
the first portion of the word includes a first representation
of'the data, wherein the data has been encoded according
to a first encoding scheme that corresponds to the first
decoding scheme; and
the second portion of the word includes a second represen-
tation of the data, wherein the data has been encoded
according to a second encoding scheme that corresponds
to the second decoding scheme and that is distinct from
the first encoding scheme.
22. A memory device comprising:
a memory to store data as a word, wherein the word
includes:
first encoded data that encodes only the data according
to a first encoding scheme; and
second encoded data that encodes only the data accord-
ing to a second encoding scheme; and
a controller operative to:
import a representation of the word from the memory,
wherein the representation of the word includes:
a representation of the first encoded data; and
a representation of the second encoded data.
23. The memory device of claim 22, wherein the controller
is further operative to:
apply a first decoding scheme to the representation of the
first encoded data, wherein the first decoding scheme is
associated with the first encoding scheme; and
when first decoding scheme fails to recover the data, apply
a second decoding scheme to the representation of the
second encoded data to recover the input data, wherein
the second decoding scheme is associated with the sec-
ond encoding scheme.
24. A system to store data, the system comprising:
a memory device to store a word that includes:
first encoded data, wherein the first encoded data
encodes only data according to a first encoding
scheme., and
second encoded data that encodes only the data accord-
ing to a second encoding scheme, wherein the second
encoding scheme differs from the first encoding
scheme; and
a processor operative to:
import a representation of the word from the memory,
wherein the representation of the word includes:
a representation of the first encoded data; and
a representation of the second encoded data.
25. The system of claim 24, wherein the processor is fur-
ther operative to:
apply a first decoding scheme to the word, wherein the first
decoding scheme is associated with the first encoding
scheme; and
when first decoding scheme fails to recover the data, apply
a second decoding scheme to the word to recover the
data, wherein the second decoding scheme is associated
with the second encoding scheme.
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26. The method of claim 24, wherein the first decoding
scheme is associated with a first processing time and the
second decoding scheme is associated with a second process-
ing time, and wherein the second processing time exceeds the
first processing time.

27. A method comprising:

encoding only input data according to a first encoding

scheme to generate first encoded data;

encoding only the input data according to a second encod-

ing scheme to generate second encoded data, wherein
the second encoding scheme differs from the first encod-
ing scheme;

storing the first encoded data and the second encoded data

as a single word at a storage medium; and

retrieving a representation of the single word from the

storage medium, wherein the representation of the
single word includes:

a representation of the first encoded data; and

a representation of the second encoded data.

28. The method of claim 27, wherein the encoding accord-
ing to the first encoding scheme and the encoding according
to the second encoding scheme are executed substantially
simultaneously.

29. The method of claim 27, further including:

applying a first decoding scheme to the representation of

the first encoded data to recover the input data; and
when first decoding scheme fails to recover the input data,

applying a second decoding scheme to the representa-

tion of the second encoded data to recover the input data.

30. The method of claim 29, wherein the first decoding
scheme fails to produce the input data when an error count
associated with the representation of the single word exceeds
a predefined threshold, and the second decoding scheme pro-
duces the input data when the error count is less than or equal
to the predefined threshold.

31. A computer-readable storage medium having com-
puter-readable code embodied on the computer-readable stor-
age medium, the computer-readable code comprising proces-
sor-executable instructions that, when executed by a
processor, cause the processor to:

encode only data as first encoded data, wherein the data is

encoded according to a first encoding scheme;

encode only the data as second encoded data, wherein the

data is encoded according to a second encoding scheme;
store the first encoded data and the second encoded data as
a single codeword at a memory; and
import a representation of the word from the memory,
wherein the representation of the word includes:
a representation of the first encoded data; and
a representation of the second encoded data.

32. The computer-readable storage medium of claim 31,
further including instructions to:

apply a first decoding scheme to the representation of the

first encoded data to recover the data; and

when first decoding scheme fails to recover the data, apply

a second decoding scheme to the representation of the
second encoded data to recover the data.

33. The computer-readable storage medium of claim 32,
wherein the first decoding scheme fails to recover the data
when an error count associated with the representation of the
word exceeds a predefined threshold.
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