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HIGH PERFORMANCE DATA PATH WITH 
XOR ON THE FLY 

This application is a continuation-in-part of copending 
U.S. patent application Ser. No. 08/749,312, filed Nov. 14, 
1996, assigned to the assignee of the present invention. The 
full disclosure of the parent patent application is hereby 
incorporated by reference herein. This invention relates to 
high availability disk arrays for use in data processing 
Systems and more particularly, to a high performance data 
path for accommodating validity and error checking while 
maintaining an acceptable and reliable throughput during 
disk acceSS operations. 

BACKGROUND OF THE INVENTION 

The bottleneck of many Systems and their applications is 
located at the I/O level. Applications are demanding more 
and more Speed and bandwidth from their data Storage 
products. In addition to Speed, an application Such as Video 
on Demand (VOD), needs its disk accesses to be timely both 
in terms of Speed and interval. That is, the requirement for 
VOD is that of high bandwidth without interruption. 
Specifically, the speed required for VOD must be sustained 
without interruption-resulting in uninterrupted movie 
clips. 

Disk array Systems have been developed to provide high 
availability and reliability. In particular, Systems known as 
Redundant Array of Inexpensive Disks (RAID) provide 
resilience to disk failure through the use of multiple disks 
and data distribution and correction techniques. 
Unfortunately, the techniques for increasing reliability often 
result in Slowing down an I/O operation. 

It is desirable to devise Systems and techniques for 
maintaining the reliability of RAID systems and at the same 
time increasing their speed. 

SUMMARY OF THE INVENTION 

The present invention is directed to a high performance 
data path for use in particular in a RAID controller. The high 
performance data path permits accelerated methods for 
reading and writing data to an array of disks implementing 
an XOR based parity System. The high performance data 
path includes a first bus and a Second bus that are Switchably 
interconnected. A first memory resides on the first buS and 
a Second memory resides on the Second bus. An XOR engine 
is switchably connectable to the first and second buses. The 
XOR engine is used to XOR data that is passed between the 
first and Second memories acroSS the first and Second buses 
with data in a buffer and placing the result back into the 
buffer. Of the two memories, one may be referred to as a 
host-Side memory and the other a disk-side memory. The 
host-Side memory Stages data for a write and the disk-side 
memory Stages data received from the disks to complete a 
read. The two memories may also advantageously be used as 
caches. 

The high performance data path is useful in performing 
both reads and writes of data to a redundant array of diskS. 
Groups of disks are interrelated in that a Sector in one of the 
disks corresponds with a Sector in each of the other disks in 
the group. The Sector of one of the disks in the group holds 
parity comprised of the results of XORing corresponding 
words in the corresponding data Sectors. When a read from 
the disks is performed over the high performance data path, 
an XOR of corresponding words may be performed on the 
fly, i.e., as data is moved past the XOR engine. Taking 
advantage of this, it is possible to deliver the data to a host 
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2 
computer before all of the disks have responded to the read. 
The missing data from the final disk is essentially recon 
structed on the fly in the XOR engine. The write operation 
to the diskS is also accelerated in that as data is moved from 
the Staging area in the host-Side memory to the disk-side 
memory which are separately provided in the high perfor 
mance data path, they are simultaneously XORed in the 
XOR engine. Thus, upon completion of the movement of the 
data from host-Side memory to the disk-side memory, the 
XOR buffer contains the XORed parity for moving into the 
parity disk. 
A DMA controls the XOR engine and also may provide 

additional functionality. For example, the DMA may be used 
to create a checksum for data being written and to check the 
checksum of data being read. By operating on the fly, the 
DMA and the XOR operation are advantageously completed 
without performance degradation. 

Other objects and advantages of the present invention will 
become apparent during the following description taken in 
conjunction with the drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a RAID controller including 
the high performance data path of the present invention. 

FIG. 2 is a block diagram of the memory controller and 
memory used with each of the disk-side and host-side 
memories in the invention of FIG. 1. 

FIG. 3 is a block diagram of a data path control engine for 
use in the high performance data path of the present inven 
tion. 

FIG. 4 is a block diagram of the DMA logic for including 
in the data path control engine of FIG. 3. 

DETAILED DESCRIPTION OF THE 
PRESENTLY PREFERRED EMBODIMENT 

The high performance data path of the invention Shall 
now be described in the context of the RAID controller 
shown in FIG. 1. The RAID controller Supervises I/O 
operations between a disk array and the host computers. 
Data on the disks is arranged according to a RAID 
algorithm, such as RAID 3 or RAID 5 for example. The 
RAID controller of the presently preferred embodiment is 
implemented for use with a fiber channel. A fiber channel 
protocol has been Standardized for System communication 
with disk arrays. A host-side fiber channel controller 12 is 
provided at the host end of the RAID controller for inter 
facing with host computers. A hub 14 allows for more than 
one host to connect to the host-Side fiber channel controller 
12. The host-side fiber channel controller in conjunction 
with driver Software, implements the host side Fibre Chan 
nel Protocol. The host-side fiber channel controller moves 
two types of data between itself and an attached memory 
System, control data and user disk data. Control data has a 
relatively low bandwidth requirement and user disk data has 
a relatively high bandwidth requirement. The high perfor 
mance data path of the present invention is designed to 
accelerate operations involving user disk data. 

Control data consists of control Structures, a Small amount 
of FCP data (mode pages, etc.) and fiber channel data (login, 
etc.). This is all infrequently accessed data. The bandwidth 
requirement of this data is relatively Small and the processor 
requirement to read and write this data is relatively high. AS 
a result, the control data is all Stored in a shared memory 
System which the job processor 24 also uses for its own 
operating Software. All control data fetches to and from the 
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host-side fiber channel controller 12 and a disk-side fiber 
channel controller 16 are done through an upper bus 20 
which is a standard PCI bus. 

Disk data is the data which passes between the host and 
the disks. There is no need for the job processor 24 to read 
or write this data. There is a need for this data to be XORed 
and checkSummed. Words of data are XORed with corre 
sponding words in a parity Sector to obtain updated parity. 
A checksum is determined for a Sector by XORing together 
all the disk data words in the sector. The bandwidth require 
ments of disk data are Significant. As a result, the Specialized 
high performance data path of the present invention is 
intended for use with all disk data movement. 

The disk-side fiber channel controller 16, in conjunction 
with disk side driver software, implements the fiber channel 
arbitrated loop protocol among the disk arrayS. Both the 
host-side fiber channel controller 12 and the disk-side fiber 
channel controller 16 have access to the PCI bus 20 and the 
high performance data path of the present invention. 

The host-side fiber channel controller interfaces with host 
computers, while the disk-side fiber channel controller inter 
faces with the disk drives. The host-side fiber channel 
controller and the disk-side channel controller may be 
conventional fiber controllers such as the TachyonTM chip 
manufactured by Hewlett Packard. 
The router 18 in the diagram represents the capability of 

the System to connect the disk-side fiber channel controller 
16 to either of the two fiber channel loops that are conven 
tionally present in a fiber channel System. A presently 
preferred method for connecting to the disk arrays in a fiber 
channel System is shown in U.S. patent application Ser. No. 
08/749,311, filed Nov. 14, 1996 and entitled “Fail-over 
Switching System' assigned to the same assignee as the 
present application, the disclosure of which is hereby incor 
porated by reference herein. 

Bus gaskets 22 form an interface between the bus of each 
of the fiber channel controllers and the PCI bus 20 and the 
high performance data path of the invention. The PCI bus is 
connected through a PCI bridge interface 26 with the job 
processor 24. The PCI bridge interface 26 is required to 
interface the 32-bit PCI bus with the 64-bit 60X bus used in 
the job processor 24. The job processor 24 includes a 
microprocessor. In accordance with the presently preferred 
embodiment, a Motorola Power PC with 200 MHZ capa 
bility is implemented. In order to complete the job processor 
24, there is also a level 2 processor cache, a control DRAM 
and a flashROM. RAID controller firmware relating to 
power up procedures is found in the flash ROM. Firmware in 
the flash ROM executes in the job processor 24. The job 
processor includes a fixed amount of DRAM which in 
accordance with the presently preferred embodiment is 8 
MB for use by the firmware, the disk cache tracking struc 
tures and the control Structures for the fiber channel con 
trollers. 
A local resource unit 28 is connected to the PCI bus 

through a PCI-PCMCIA bridge 30. The local resource unit 
28 is an environmental monitor. It provides a collection 
place for control, Status and shared resources used by the 
RAID controller. These resources include communication 
posts for external console, field replaceable unit Status and 
Standby power monitoring. 

The high performance data path in the RAID controller 
shall now be described. Through normal operation of a 
RAID controller, Staging memory is required to account for 
the asynchronous nature of disk I/O. Logically related 
operations, but physically Separate disk operations often 
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4 
need to be staged while awaiting completion of all disk 
operations. Thus, a RAID controller should have a Staging 
memory. In accordance with the present invention, a first 
host-Side memory 32 and a Second disk-Side memory 34 are 
provided. An advantageous feature of the present invention 
is that the host-side memory 32 and the disk-side memory 34 
may double in function both as Staging memories and 
caching memories. The Separate disk-side and host-side 
caches are able to be placed as close to their Sources as 
possible with the current design. Disk caching algorithms 
and architectures are well known in the art. The host-side 
memory and disk-side memory are ECC (Error Correcting 
Code) protected DRAM DIMMs in accordance with the 
presently preferred embodiment. The memories are each 
controlled by a memory controller 36. The high performance 
data path includes a first bus 38 for connection to the 
memory controller 36 operating the host-Side memory 32. 
There is also a second bus 40 for connection with the 
memory controller operating the disk-side memory 34. The 
first and Second buses are Selectively connectable by Switch 
ing devices 42. 
The Switching devices 42 are also connected to a data path 

control engine 44. The data path control engine is a com 
bined Direct Memory Access unit (DMA), and an XOR 
engine. The data path control engine may also include a 
checkSumming engine. The Switching devices 42 may con 
nect the first bus, the Second bus and the data path control 
engine together all at once or they may be used to isolate 
either the host-side memory 32 or the disk-side memory 34 
from the others. The data path control engine 44 includes a 
DMA/XOR engine 46 and an XOR buffer 48. In performing 
an XOR on data transfers, the first data being passed 
between the host-Side memory and the disk-side memory is 
copied into the XOR buffer 48. In subsequent data transfers 
between the two memories, data words are XORed by the 
DMA/XOR engine with the corresponding data words in the 
XOR buffer 48. Each time the result of the XORing is 
replaced into the XOR buffer 48. In performing a write 
operation to interrelated RAID disks, when all data in a 
corresponding group has been XORed, the parity data is 
found in the XOR buffer. 
A sequencer 50 is used to control the operation of the 

DMA/XOR engine 46. The sequencer is a microprocessor 
which performs a list of instructions. The instructions are 
provided by the job processor 24. A PCI bridge interface 52 
interfaces the 64-bit bus of the sequencer 50 with the 32-bit 
PCI bus. The sequencer 50 works in conjunction with a 
flash ROM 54 that contains the configuration and power up 
self-test code for the sequencer 50. The sequencer 50 also 
instructs the DMA with regard to the state of Switching 
devices 42. The sequencer may be a Motorola PowerPC that 
operates up to 100 MHZ. in accordance with the presently 
preferred embodiment. 
The presently preferred RAID controller is provided with 

a peer controller. The two controllers are each connected to 
independent fiber channels under normal operation. A direct 
SCSI connection between the controllers provides direct 
communications between the two controllers. A peer bridge 
60 facilitates this communication. In order to maintain a 
highly available write cache in the host-side memory 32, it 
must be mirrored. Memory inside the peer processor is used 
to mirror the write cache for each of the RAID controllers. 
Two dedicated 64-bit data paths are provided between the 
two peer controllers for use in mirroring the caching data. 
All write data gets mirrored before writing to a disk. 
Advantageously, mirroring can take place with the write bus 
38 isolated from the read bus 40 so that the read bus can 
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handle other operations during the mirroring process. The 
mirror data in accordance with the presently preferred 
embodiment is pushed from one controller to the other. That 
is, one controller will place data in a mirror FIFO 58 which 
physically exists on the peer controller. The peer controller 
will remove the data from its mirror FIFO 58 and place it 
into its own memory. This approach allows the receiving 
controller to perform certain validity checks on the address 
of the data and to construct fire walls between the two boards 
such that if a first controller were to attempt to write data to 
a location on the peer controller which it is not authorized to, 
the first controller will be caught and prevented from caus 
ing any damage to the receiving peer controller. 

The mirrored cache provides protection in the event of a 
memory failure or processor failure. In the event of Such a 
failure the host's data remains available in the mirrored 
cache. 

The high performance data path of the invention is for use 
in conjunction with a disk array in which the data on a group 
of disks is interrelated. The interrelation involves providing 
parity in one of the disks. The parity data is an XOR of the 
data in each of the other disks. The disks are typically Striped 
So that Sectors in each of the disks belong to a Stripe. Sectors 
belonging to a Stripe are all Said herein to correspond to one 
another. All the data sectors in a stripe are XORed with one 
another to produce the parity Sector for that Stripe. 
The advantages of the high performance data path of the 

invention can be better seen in the completion of RAID 
operations. For example, a RAID 3 read is performed by 
reading the Sector from each disk in a Stripe from an 
interrelated group of diskS. Reading from the disks takes 
place asynchronously. During the reading of data from the 
disks into the disk-side memory, the Switching devices 42 
isolate the read bus 40 from the write bus 38 and the data 
path control engine 44. AS the data arrives, it is written into 
the disk-side memory 34. Thus, the data is Staged in the 
disk-Side memory pending completion of the entire read 
operation. Typically, a RAID 3 read only reads the data 
Sectors in a Stripe. One would wait for all of the data Sectors 
in the Stripe to be read and written into memory. This may 
occasionally result in extended delays if one of the disks 
experiences an error or fails to respond in a timely manner. 
Also, transition to a degraded mode (in which one of the disk 
drives is missing) will result in a noticeably longer delay 
because then parity information and reconstruction will be 
required. In accordance with the present invention, a mode 
may be Selected in which all of the Sectors, including the 
parity Sector, are read, but it is not necessary to wait for the 
last disk drive to provide its Sector of data. Operating in this 
“N-1 and go” mode, the data from the first N-1 disks (where 
N is the total number of disks in a group) in the interrelated 
group is Successively moved from the disk-side memory to 
the host-side memory. To do this, the Switching devices 42 
interconnect the disk-side memory, the host-Side memory 
and the data path control engine. At the same time the data 
is being moved from the disk-side memory to the host-side 
memory, a copy of the data for the first move is copied into 
or filled into the XOR buffer 48. For each subsequent data 
sector that is moved from the disk-side memory to the 
host-side memory, the DMA/XOR engine 46 performs an 
XOR on that data with the corresponding words of data that 
is in the XOR buffer 48. The result of the XOR operation is 
replaced into the XOR buffer. The XORing is successively 
repeated until all except one of the corresponding Sectors in 
the stripe have been moved. The job processor 24 always 
knows what data and parity has been received from the disks 
based on which disk I/O’s have completed. This is used in 

15 

25 

35 

40 

45 

50 

55 

60 

65 

6 
providing the sequencer 50 with its list of operations to 
perform. If the final missing Sector is a data Sector, the 
contents of the XOR buffer 48 is then moved into the 
host-Side memory as it should be equal to the data in the 
Sector that has not yet arrived. If the final missing Sector is 
the parity sector, the contents of the XOR buffer 48 is not 
needed and the normal RAID 3 moves of the data sectors 
have been Sufficient. 
A write operation assisted by the high performance data 

path operates as follows. The data to be written is written 
into the host-side memory 32 while the write bus 38 is 
isolated from the read bus 40 and the data path control 
engine 44. Thus, the data is Staged in the host-Side memory 
pending completion of the write. The host-Side memory is 
Switched into connection with the data path control engine 
and the disk-side memory. Data Sectors are moved Succes 
Sively from the host-Side memory into the disk-side memory. 
The first data sector is copied and filled into the XOR buffer 
48. For each Successive data Sector, its data words are 
XORed in the DMA/XOR engine 46 with corresponding 
words in the XOR buffer 48 to produce a result that is placed 
back into the XOR buffer 48. After the last of the data sectors 
has been XORed, the contents of the XOR buffer 48 is 
moved to the disk-side memory and will be treated as the 
parity Sector. The data Sectors and the parity Sector of the 
Stripe are then within the disk-Side memory and available for 
Writing into the respective disks under the control of the 
disk-side fiber channel controller 16. The write to disk may 
take place with the read bus 40 isolated by the Switches 42 
from the write bus 38 and the data path control engine 44. 
The memory controllers 36 for the host-side memory and 

the disk-Side memory may be configured in the same manner 
as shown in FIG. 2. Although the specific presently preferred 
implementation is described below, those of ordinary skill in 
the art may implement any number of memory controllers 
that accomplish the functions of the invention claimed 
herein. Conventional memory control techniques are avail 
able to be implemented to Satisfy the memory control needs 
of the present invention. The present invention is thus in no 
way limited by the following discussion of the presently 
preferred embodiment of the memory controllers. The logic 
for operating the memory controller of the presently pre 
ferred embodiment is contained within a memory control 
logic device 70. The logic device may be a Complex 
Programmable Logic Device (CPLD) such as those made by 
Advanced Micro Devices. The memory control logic device 
70 is made up of 3 Sections: an address controller, a data path 
controller and a DIMM controller. The address controller 
latches addresses and commands off the respective bus. 
Parity checking is performed on the address. The logic 
device 70 decodes the address, generates the row and 
column addresses, increments the CAS (column address 
Strobe) address during burst operations and handles page 
crossings. The data controller portion of the logic device 70 
is responsible for all the data path control and the data valid 
handshake protocol between an initiator and a target. The 
DIMM controller portion handles RAS (row address strobe), 
CAS, WE (write enable), OE (output enable), and refresh for 
the DRAMS. The DIMM controller contains RAS and CAS 
state machines. The CAS machine is the only part of the 
controller that runs at 66 MHz. The remainder of the 
controller operates at 33 MHZ in the presently preferred 
embodiment. The address controller of the logic device 
Works in conjunction with an address register 72. The 
address register consists of two buS transceivers with parity 
generators/checkers. In the presently preferred embodiment, 
one of the inputs to the address controller is called N X 
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FRAME. The N X FRAME signal is asserted by the 
current bus master to indicate the beginning and duration of 
an access. It is deasserted at the beginning of the last data 
phase. On Single beat (8 bytes) operations, it is asserted for 
one cycle. The word “beat' as used herein refers to a single 
bus cycle. When the N X FRAME signal is latched, the 
latch is closed, the next cycle. The latch is reopened when 
the operation is complete. Odd byte parity is checked on 
each address, and is valid the cycle after N X FRAME is 
asserted. A read/write bit, X W NR, is asserted with 
N X FRAME for one cycle during the address phase. 
Another similar bit in the presently preferred embodiment is 
entitled EDAC CMD. The EDAC bit defines the operation 
as an EDAC mode register write for power up configuration 
or an EDAC diagnostic register read. Both of these signals 
are valid in the first cycle that the N X FRAME is 
asserted. 
The Xbus address bus X AD is time multiplexed with 

the least significant 32 bits of data. It is asserted with 
N X FRAME for one cycle. The address parity pins 
X PAR are odd byte parity. They are asserted with N X 
FRAME for one cycle. Bit 3:0 contains address parity for 
X AD. Addresses are checked for odd byte parity when 
they are latched into the address register the cycle after 
N X FRAME is asserted. If there is an odd byte parity 
error, the address register 72 sets the address parity error flag 
N X ADDR PERR in the cycle after N X FRAME is 
asserted. The bus address BA is accessed by the logic device 
70 from the address register 72. The address register is given 
an address for beginning a memory access, and that address 
is incremented until the access is completed. 

Further, with regard to the address controller, in order to 
allow bursting up to 65 beats (520 bytes), the column 
address has an incrementer. When a DRAM page crossing (8 
bytes boundary when row address must be incremented) is 
detected, an incremented row address is generated while 
N RAS is being precharged. N RAS is the row address 
strobe for DIMMs 33. It is asserted two cycles after N X 
FRAME and deasserted the cycle after the CAS state 
machine goes idle. On a page crossing, it is deasserted for 
precharge while the new row address is being generated. 
N CAS is the column address Strobe for the DIMMs 33. It 
is asserted for a half a 33 MHZ cycle and is driven by a 66 
MHZ clock. During wait States, it is held in precharge 
(deasserted). The presently preferred embodiment is config 
ured to Support a page Size independent of DRAM size. In 
the preferred embodiment, the memory design transparently 
Supports page crossings to allow Synchronized data transfers 
between the read and disk-Side and host-Side memories. 
Thus, there is no need for additional wait States during page 
crossings. 

The disk-side and host-Side memories of the presently 
preferred invention are inserted into noninterleaved DIMM 
sockets. Using 16 and 64 Mbit DRAMS, the memory of a 
desired size can be configured. In the presently preferred 
embodiment, the DIMM Socket is voltage keyed, so that 
only 3.3 volt DRAMS can be inserted into the Socket. The 
DIMMs 33 preferably use 74 LVT 16244's to buffer the 
address and all control Signals except N RAS. There are 
decoupling capacitorS mounted beside each DRAM. 
The DIMM controller of the logic device 70 includes a 

RAS and a CAS state machine. The RAS state machine is 
the master State machine that handles both refresh and 
read/write accesses. On a read/write operation, N RAS is 
asserted three cycles after N X FRAME is asserted and 
remains asserted until the CAS State machine returns to idle. 
During a page crossing, the RAS State machine cycles back 

15 

25 

35 

40 

45 

50 

55 

60 

65 

8 
through idle in order to precharge N RAS while the new 
row address is being generated. For a CBR (CAS before 
RAS) refresh, the RAS machine kicks off the CAS state 
machine and then asserts N RAS a cycle after N CAS is 
asserted. 
The CAS state machine runs off of a 66 MHZ clock and 

is triggered by the RAS State machine. During read/write 
accesses, N CAS is asserted for 15 ns, and then precharged 
for 15 ns. If wait States are asserted by the master, or a page 
crossing occurs, N CAS remains in precharge. Once the 
CAS state machine is kicked off, it syncs up with a 33 MHZ 
clock Signal, So that N CAS is always asserted on the 
positive edge of the 66 MHZ clock signal which aligns with 
the positive edge of the 33 MHZ clock signal. This way the 
machine only samples 33 MHZ signals in the second half of 
the 30 ns cycle. Each of the DIMMs has separate enable 
signals indicated by N WE(3:0) and N MOE(3:0). The 
output enable, N MOE, is asserted in the same cycle as 
N RAS on reads and for as long as N RAS is asserted 
unless there is a page crossing. During a page crossing, the 
output enable signals are switched while N RAS is pre 
charging. The write enable signal N WE is handled in the 
Same way. It is asserted in the same cycle as N RAS on 
writes, for as long as N RAS is asserted unless there is a 
page crossing. 
A timer in the local resource unit (LRU) 28 will assert 

N REF TIME every 15.4 us. The logic device 70 includes 
a refresh state machine that will assert N X REF REO in 
the following cycle to request a refresh cycle, regardless of 
the current State of the controller. It is up to an arbiter 
programmed into a CPLD to not grant the refresh until the 
Xbus is idle. Upon receiving N X REF GNT, a CBR 
refresh cycle is kicked off by the RAS and the CAS state 
machines. The disk-Side and host-Side memories are 
refreshed simultaneously. N X REF REQ remains 
asserted until the refresh is complete. This will let the arbiter 
know when the Xbus is free. The arbiter will not grant the 
buS to anyone else during refresh. 

The data path controller of the logic device 70 controls a 
first data register 76, a Second data register 78, an error 
detection and correction device 80 and a data transceiver 82 
and the data valid handshake interface protocol to the Xbus. 
On a read, data is clocked into the Second data register 78 
from the enabled DIMM. In order to use the EDAC 80 in 
flow-through mode, the data is then clocked into the first 
data register 76 on the positive edge of the 33 MHZ clock. 
There is a full cycle to get through the EDAC 80 and make 
setup into the data transceiver 82. The EDAC 80 does ECC 
detection and correction on the fly and generates odd byte 
parity for the Xbus. Data is driven onto the Xbus in the next 
cycle. N RD XOE is the output enable of the data trans 
ceiver. The EDAC checks the parity and generates ECC 
check bits. The next cycle, data is clocked into the Second 
data register 78 and in the Subsequent cycle, data is written 
into the appropriate DIMM. 
A pre-target-ready Signal is used to aid the DMA 66 in 

controlling the initiator ready Signals between the disk-side 
and host-Side memories during a page crossing. The pre 
target-ready signal Suspends the data transfer while the 
memory prepares to croSS a page boundary. When a read 
operation is ongoing, the pre-target-ready Signal is asserted 
the cycle before data is valid on the Xbus. For moves 
between the write and read memories, this allows the DMA 
controller to assert an initiator ready Signal to the target of 
the read the following cycle. The next cycle a target ready 
signal is asserted until the cycle after N X FRAME is 
deasserted. (On Single beat operations, it is just asserted for 
one cycle if the initiator ready signal is also asserted.) 
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For a write operation, the pre-target ready Signal is 
asserted the cycle before it is ready to accept data from the 
Xbus. For moves between write and read memories, this 
allows the DMA to assert the initiator ready signal to the 
Source of the write in the following cycle. ASSertion and 
deassertion of the target ready Signal is the same as for reads. 

The EDAC 80 of the presently preferred embodiment is 
an IDT49C466A. It is a 64-bit flow-through error detection 
and correction unit. It uses a modified Hamming code to 
correct all Single bit hard and Soft errors and detect all 
double bit and some multiple bit errors. The flow-through 
architecture, with Separate System and memory buses, 
allows for a pipeline data path. 

Referring now to FIG. 3, the operation of the DMA/XOR 
engine shall be described with more particularity. The DMA/ 
XOR engine consists of two subunits. The first is a data 
engine and the Second is an XOR engine. The data engine is 
responsible for generating/checking the checksum and for 
moving data between the disk-side and host-Side memories, 
from the host-side memory to the mirror FIFO 58, from the 
XOR buffer 48 to the disk-side and host-side memories, 
from the disk-side and host-side memories to the XOR 
buffer 48 and immediate data moves to and from either of 
the disk-side or hostside memories, the XOR buffer or the 
mirror FIFO 58. Immediate data moves are precoded pre 
determined moves of a constant number value (no address 
needed to define the number). The data engine also monitors 
the status of the second peer processor mirror FIFO 58. If 
there is data in the mirror FIFO 58, the DMA 66 will contain 
a status bit depicting it. Once the peer Sequencer has moved 
its mirrored data into its host-Side memory, it will signal to 
the DMA sequencer that it was finished and that no error has 
occurred during the transfer. 
The second unit of the DMA/XOR engine is the XOR 

engine which generates RAID parity data, checks the RAID 
3 parity data and checks for hardware bus (data and address 
path) parity errors from the disk-side and host-side memo 
ries. The XOR engine is made up of programmable logic 
devices and the XOR buffer 48. The XOR engine will return 
RAID data Status to the data engine and hardware parity 
errors to the local resource unit (LRU) 28. 

The Switching devices 42 are implemented as three sepa 
rate Switches. A first Switch 62 may be used to isolate the 
write bus 38 from the read bus 40 and the data path control 
engine 44. A Second Switch 64 may be used to isolate the 
read bus 40 from the write bus 38 and the data path control 
engine 44. A third Switch 68 is connected to receive the 
output of the XOR buffer 48. The third switch 68 allows the 
results in the XOR buffer 48 to be loaded onto the read or 
write bus depending on the State of the other two Switches. 
The Switches in a presently preferred embodiment are imple 
mented by crossbar switches, in particular, CBT16212 
Switches. The state of the Switches is controlled by the DMA 
66. The status of the Switches may be controlled to connect 
all of the read bus 40, write bus 38 and the data path control 
engine 44 together. Alternatively, the Switches may be 
controlled to isolate one or more of these data paths from the 
others. 

The DMA 66 is programmed by the sequencer 50 and 
returns Status to the Sequencer when it has completed its 
task. The sequencer 50 communicates with the flash ROM 54 
and DMA 66 through a transceiver 74. The transceiver 74 
provides a buffering path from the Sequencer to registers in 
the DMA. The sequencer reads and writes to the DMA 
registers. The Sequencer 50 uses the program in the 
flash ROM 54 to boot up. 
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10 
The DMA 66 communicates in the form of read/write 

operations to either the diskSide or host-Side memories, the 
mirror FIFO or the XOR engine. For every sector move, the 
data engine will automatically generate or check the check 
Sum of that data. The checksum will also be generated any 
time the XOR buffer 48 is being unloaded. To start the 
checkSumming process, a bit ("sector begin' bit) is set to 
indicate the beginning of the Sector transfer. The Setting of 
this bit will cause the checksum logic to XOR the contents 
of a checksum seed with the first piece of data. If this bit is 
not set, then the first piece of data is XORed with the 
contents of the checksum register. The Sector begin bit will 
allow for variability in the sector's size without modifying 
the checkSum logic. Any time the register Set of Status bits 
is read, the calculated checksum will be returned to the 
Sequencer. In connection with the generation of a checksum, 
the propagation of data is Suspended whenever a checksum 
is generated and merged onto the data bus. The cycle is used 
to turn around the data bus and to finish up the generation of 
the checksum. 

The DMA includes a CMD/status register with five fields. 
A first field tells the DMA whether the operation is a data 
movement that involves a disk-side or host-side memory or 
whether it is a read/write of immediate data, i.e., a single 
beat (8 bytes) of data. For data moves, the data Source must 
be specified by the source field of the CMD/status register 
with the source address in the source register. When the 
Source is the XOR buffer 48, the XOR engine will unload the 
data and at the same time refill itself with the same data. This 
allows RAID 3 reconstructed data to stay in the XOR buffer 
48 So it can be checked against the final piece of data. Once 
the last piece of the Sector comes in that can be checked by 
setting a check parity data bit of CMD/status register. The 
destination must also be indicated by Setting the destination 
field in the CMD/status and its address in the destination 
register. The amount of data to be transferred is indicated by 
the word count field. 
The flash ROM 54 is used to store boot codes. The 

flash ROM of the presently preferred embodiment is a 
512KBx8 and will reside on the most significant byte lane 
of the data bus. 
The DMA engine always acts as an initiator and always is 

responsible for driving the initiator ready signal even when 
it is not Sourcing the data. The disk-side and hostside 
memory and the mirror FIFO will always be targets. The 
write bus 38 and the read bus 40 will each have its own 
interface control signals even when the buses are joined 
together. At the beginning of moves between the disk-side 
and host-side memories, the DMA synchronizes data flow 
between the two memory systems. DMA will handshake 
with the memories through the initiator ready and the 
pre-target-ready Signal Signals. When a memory is ready to 
receive or Send data, it will assert the pre-target-ready Signal 
one cycle before the data is valid. In response, the DMA will 
assert the initiator ready Signal. When both memories are 
being used in the transfer, the DMA will not assert the 
initiator ready Signal to the memories until it has received 
both pre-target-ready Signals. Once it has received both of 
these signals, it will assert the initiator ready Signal at the 
Same time. At this time, the data is considered valid on the 
Xbus, i.e., the read and write busses. 

In accordance with the presently preferred embodiment, 
other validity checking mechanisms besides the checksum 
are also used. A time Stamp is a unique number that is 
located in a validity field of each data Sector. The unique 
number is inserted in each Sector in a RAID group during a 
major Stripe update. A major Stripe update refers to writing 
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data filling every sector in a RAID stripe. If data is written 
into a Sector thereafter, then the time Stamp is invalidated. A 
new time Stamp is inserted at the next Stripe update. A write 
Stamp provides a bit for each disk in a group. When a write 
is made to a disk the value of the bit for that disk is flipped, 
i.e., changed from a 1 to a 0 or from a 0 to a 1 depending 
on whichever is its current value. In order to accommodate 
the write and time Stamp information of the presently 
preferred embodiment, the DMA will only suspend an 
operation at the end of the data transfer in order to append 
the checksum and the Stamp information. At that time, the 
initiator ready signal will be deasserted for one cycle and 
then asserted for one cycle when the 8 bytes including Stamp 
information from the DMA and checksum information from 
the XOR engine are on the bus. The one cycle delay is 
needed in order to complete the generation of the checksum. 
In the opposite direction as data is moved from the disk-side 
memory to the host-side memory, the Stamp information is 
stripped off and placed in stamp registers in the DMA. The 
Stamp information is not Sent to the host-Side memory. Thus, 
in accordance with the presently preferred embodiment, the 
host-side memory stores 512 bytes for each sector and the 
disk-side memory stores 520 bytes per sector. 
The preferred XOR buffer 48 is a FIFO. The FIFO 48 

holds one sector. The FIFO 48 can be loaded from one of 
three paths. The choice of paths is Switched by operation of 
a multiplexor 84 which may be separated from the FIFO 48 
by a buffer 86. The first is with data directly from the data 
bus. AbuS interface 88 removes data from the bus for use in 
the XOR engine. Data is registered externally and parity 
checked before it is written to the FIFO. A second path is a 
feedback path from the FIFO into itself. This is needed in 
order to maintain a copy in the FIFO while unloading the 
FIFO data onto the bus. The final logical path into the FIFO 
is the XOR path. The XOR logic 90 exclusive ORs the 
registered data from the bus with the contents of the FIFO. 
The result of the XOR is input to the FIFO 48 behind the old 
data as the old data is Sequentially output to the exclusive 
OR logic. The existing data is thus replaced by the exclusive 
OR results. The selection of the needed path is done by the 
Sequencer by Setting the appropriate bits in the CMD/status 
register. Whenever the XOR FIFO is being unloaded, the 
DMA logic can be programmed to append the generated 
checksum and the write and time Stamp information found 
in the DMA register sets. 

The XOR engine can advantageously be used to detect 
RAID 3 user data parity errors. During a RAID 3 reconstruct 
operation, the XOR engine can be programmed through the 
DMA to reconstruct the final piece of data. When the data 
has been regenerated, it can be unloaded from the FIFO 
buffer 48 to the host-side memory. If the new data is to be 
compared to the old data, then during the unload operation, 
the check parity data bit can be set. This allows the new data 
that is being read from the XOR FIFO to be written back into 
the FIFO buffer 48. The old data when it comes in can then 
be compared to the new data by setting this bit with an XOR 
FIFO operation. If there is a mismatch between the old and 
new data, the check Sum error bit will be set in the CMD/ 
status register. Note that during the compare, the XOR FIFO 
will not be reloaded. 

FIG. 4 illustrates the DMA logic for performing the 
checksum on the fly. A check sum buffer 92 holds the 
checksum data as it is being computed. A multiplexor 94 
feeds the checksum XOR logic 96 with either the data in the 
checksum buffer 92 or an initial seed data found in a DMA 
register. The other input to the XOR logic 96 is the data 
being checkSummed. 
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12 
The high performance data path of the present invention 

permits an “N-1 and go” mode for performing RAID read 
operations. If one of the drives is Struggling or not operating, 
N-1 and go mode can maintain a fairly constant transfer rate 
to the host. While N-1 and go is quicker for situations where 
a drive is struggling or not operational, the mode is also 
slower than normal operation. Under normal condition, the 
N-1 and go operation is slower because there is an added 
latency for handling the XOR operation and there is one 
extra request from the disk-Side fiber loop. Instead of 
requesting data from the data Sectors only, the parity Sector 
is also requested. The advantage of this mode is that the 
through-put is more deterministic. For applications where 
this is of great importance, the reduction in Speed for normal 
operation is an acceptable tradeoff. 
Of course, it should be understood that various changes 

and modifications to the preferred embodiment described 
will be apparent to those skilled in the art. Such changes 
could be made without departing from the Spirit and the 
Scope of the invention and without diminishing its attendant 
advantages. It is therefore intended that Such changes and 
modifications be covered by the following claims. 
We claim: 
1. A high performance data path comprising: 
a first bus; 
a Switch connected to Said first bus, 
a Second bus connected to Said Switch, Said Second bus 

Selectively joined to Said first bus through Said Switch 
to form a single extended bus comprised of Said first 
bus and Said Second bus, 

a first memory on said first bus; 
a Second memory on Said Second bus, and 
an XOR engine Switchably connectable to said first and 

Second buses to accomplish Successive XORing of 
corresponding data passed between Said first and Sec 
ond memories along the extended bus So as to produce 
a result of said XORing; 

wherein Said Switch connected to Said first bus permits 
isolating Said first bus from Said Second bus and Said 
XOR engine so that the result of said XORing may be 
passed to Said Second bus without being concurrently 
passed on Said first bus. 

2. The data path of claim 1 further comprising a buffer 
Switchably connected to receive data passed between Said 
first and Second memories and connected to Said XOR 
engine to replace data in Said buffer with a result from Said 
XOR engine of XORing data passed between said first and 
Second memories with the data in said buffer. 

3. The data path of claim 2 wherein said buffer comprises 
a FIFO. 

4. The data path of claim 1 wherein said data path is for 
use with a host and further comprises an interface, coupled 
to said first bus, that interfaces said first bus with the host. 

5. The data path of claim 1 wherein said data path is for 
use with a disk array and further comprises an interface, 
coupled to Said Second bus, that interfaces Said Second bus 
with the disk array. 

6. The data path of claim 4 wherein said first memory 
Stages data for writes and functions as a cache. 

7. The data path of claim 5 wherein said second memory 
Stages data retrieved during a read and functions as a cache. 

8. The data path of claim 1 wherein said Switch connected 
to Said Second bus permits isolating Said Second bus from 
said first bus and said XOR engine. 
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9. A high performance data path comprising: 
a first bus; 
a Second bus, 
a Switch connected to Said first bus and Said Second bus to 

Selectively join Said first bus to Said Second bus to form 
a single extended bus comprised of Said first bus and 
Said Second bus, 

a first memory on Said first bus, 
a Second memory on Said Second bus, 
a FIFO switchably connectable to said first bus and said 

Second bus, and 
XOR logic coupled to said FIFO and Switchably connect 

able to said first and second buses to permit XORing of 
data passed between said first and Second memories 
along said single extended bus with data in said FIFO 
and placing a result of said XORing into said FIFO; 

wherein Said Switch connected to Said first bus permits 
isolating Said first bus from Said Second bus and Said 
XOR logic so that the result of said XORing may be 
passed to Said Second bus without being concurrently 
passed on Said first bus. 

10. The data path of claim 9 wherein said data path of for 
use with a host and further comprises an interface coupled 
to said first bus, that interfaces said first bus with the host. 

11. The data path of claim 10 wherein said first memory 
Stages data for writes and functions as a cache. 

12. The data path of claim 9 wherein said data path is for 
use with a disk array and further comprises an interface 
coupled to Said Second bus, that interfaces Said Second bus 
with the disk array. 

13. The data path of claim 12 wherein said second 
memory Stages data retrieved during a read and functions as 
a cache. 

14. The data path of claim 9 wherein said Switch con 
nected to Said Second bus permits isolating Said Second bus 
from said first bus and said XOR logic. 

15. A method for performing a read from a group of 
interrelated disks where a Sector of data in one of the disks 
corresponds with a Sector in each of the other disks in the 
group, the method comprising the Steps of: 

reading corresponding Sectors on at least all but one disk 
in the group of disks, 

Writing data from the corresponding Sectors in the at least 
all but one disks into a disk-Side memory; 

Successively moving the data of the corresponding Sectors 
from the disk-side memory into a host-Side memory; 

filling a copy of the data of a first of the corresponding 
sectors from the disk-side memory into a FIFO; 

Successively XORing, in an XOR engine, data from 
Sectors corresponding to the first of the corresponding 
Sectors from the disk-Side memory with the corre 
sponding data in the FIFO and replacing the data in the 
FIFO with results from the XORing until all the cor 
responding Sectors in the group except one has been 
XORed; and 

then moving the data in the FIFO into the host-side 
memory. 

16. The method of claim 15 wherein the step of filling the 
copy of the data of the first of the corresponding Sectors 
occurs Synchronously with moving the data of the first of the 
corresponding Sectors from the disk-side memory into the 
host-Side memory. 

17. A method for generating a parity Sector comprising: 
(a) moving a first data Sector from a host-side memory on 

a write bus into a FIFO Switched into connection with 
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14 
the write bus and along a read bus joined to the write 
buS into a disk-side memory; 

(b) Successively moving data sectors corresponding to the 
first data sector from the host-side memory to the 
disk-Side memory over the joined write bus and read 
bus, 

(c) performing an XOR in the XOR engine of data in the 
FIFO with corresponding data moved from the host 
side memory and replacing the data in the FIFO with 
results from said XOR; 

(d) Successively performing step (c) until all the corre 
sponding sectors have been XORed with data in the 
FIFO: 

(e) moving the data from the FIFO to the disk-side 
memory, Said data constituting the parity Sector; 

(f) writing the corresponding data Sectors and parity 
Sector from the disk-side memory onto a group of 
interrelated disks wherein each of Said diskS receives 
one of the Sectors from among the corresponding data 
Sectors and parity Sector; and 

(g) Switching to isolate the disk-side memory from the 
host-side memory and the XOR engine before the step 
of writing. 

18. A high performance data path for use with a disk array 
comprising: 

a first bus; 
a Switch connected to Said first bus, 
a Second bus connected to Said Switch, Said Second bus 

Selectively joined to Said first bus through Said Switch 
to form a single extended bus comprised of Said first 
bus and Said Second bus, 

a first memory coupled to Said first bus, 
a Second memory on Said Second bus, 
a buffer; 
an XOR engine coupled to said buffer and Switchably 

connectable to Said first and Second buses to permit 
XORing of data passed between Said first and Second 
memories along Said Single extended bus with data in 
Said buffer and placing a result of Said XORing into 
said buffer; and 

an interface connected to Said Second bus, that interfaces 
Said Second bus with the disk array; 

wherein Said Switch connected to Said first bus permits 
isolating Said first bus from Said Second bus and Said 
XOR engine after Said data is passed between Said first 
and Second memories. 

19. The data path of claim 18 wherein said buffer com 
prises a FIFO. 

20. The data path of claim 18 wherein said data path is for 
use with a host and further comprises an interface, coupled 
to said first bus, that interfaces said first bus with the host. 

21. The data path of claim 20 wherein said first memory 
Stages data for writes and functions as a cache. 

22. The data path of claim 18 wherein said second 
memory Stages data retrieved during a read and functions as 
a cache. 

23. The data path of claim 22 wherein said Switch 
connected to Said Second bus permits isolating Said Second 
bus from said first bus and said XOR engine. 

24. A high performance data path comprising: 
a first bus; 
a Second bus, 
a Switch connected to Said first bus and Said Second bus to 

Selectively join Said first bus to Said Second bus to form 
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a single extended bus comprised of Said first bus and 
Said Second bus, 

a first random acceSS memory formed in an integrated 
circuit coupled to Said first bus, 

a Second random acceSS memory formed in an integrated 
circuit coupled to Said Second bus, and 

an XOR engine Switchably connectable to said first and 
Second buses to accomplish Successive XORing of 
corresponding data passed between Said first and Sec 
ond memories along Said Single extended bus So as to 
produce a result of Said XORing, 

wherein Said Switch connected to Said first bus permits 
isolating Said first bus from Said Second bus and Said 
XOR engine after Said data is passed between Said first 
and Second memories. 

25. The data path of claim 24 further comprising a buffer 
Switchably connected to receive data passed between said 
first and Second memories and connected to Said XOR 
engine to replace data in Said buffer with a result from Said 

15 

16 
XOR engine of XORing data passed between said first and 
Second memories with the data in said buffer. 

26. The data path of claim 25 wherein said buffer com 
prises a FIFO. 

27. The data path of claim 24 wherein said data path is for 
use with a host and further comprises an interface, coupled 
to said first bus, that interfaces said first bus with the host. 

28. The data path of claim 19 wherein said first memory 
Stages data for writes and functions as a cache. 

29. The data path of claim 24 wherein said data path is for 
use with a disk array and further comprises an interface, 
coupled to Said Second bus, that interfaces Said Second bus 
with the disk array. 

30. The data path of claim 29 wherein said second 
memory Stages data retrieved during a read and functions as 
a cache. 

31. The data path of claim 24 wherein said Switch 
connected to Said Second bus permits isolating Said Second 
bus from said first bus and said XOR engine. 

k k k k k 
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