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INTERRUPTVIRTUALIZATION 

0001. This application claims benefit of priority to U.S. 
Provisional Patent Application Ser. No. 61/301,937, filed on 
Feb. 5, 2010, which is incorporated herein by reference in its 
entirety. To the extent that anything in the provisional appli 
cation contradicts material herein, the material herein con 
trols. 

BACKGROUND 

0002 1. Field of the Invention 
0003. This invention is related to processors and virtual 
ization, and more particularly to delivering interrupts to Vir 
tual machine guests. 
0004 2. Description of the Related Art 
0005 Virtualization has been used in computer systems 
for a variety of different purposes. For example, virtualization 
can be used to execute privileged software in a “container” to 
prevent the privileged software from directly accessing and/ 
or making changes to at least some of the physical machine 
state without first being permitted to do so by a virtual 
machine manager (VMM) that controls the virtual machine. 
Such a container can prevent “buggy' or malicious Software 
from causing problems on the physical machine. Addition 
ally, virtualization can be used to execute two or more privi 
leged programs on the same physical machine concurrently. 
The privileged programs can be prevented from interfering 
with each other since access to the physical machine is con 
trolled. Privileged programs may include operating systems, 
and may also include other Software which expects to have 
full control of the hardware on which the software is execut 
ing. In another example, virtualization can be used to execute 
a privileged program on hardware that differs from the hard 
ware expected by the privileged program. 
0006 Generally, virtualization of a processor or computer 
system may include providing one or more privileged pro 
grams with access to a virtual machine (the container men 
tioned above) over which the privileged program has full 
control, but the control of the physical machine is retained by 
the VMM. The virtual machine may include a processor (or 
processors), memory, and various peripheral devices that the 
privileged program expects to find in the machine on which it 
is executing. The virtual machine elements may be imple 
mented by hardware that the VMM allocates to the virtual 
machine, at least temporarily, and/or may be emulated in 
Software. Each privileged program (and related Software in 
Some cases, such as the applications that execute on an oper 
ating system) may be referred to herein as a guest. Virtual 
ization may be implemented in software (e.g. the VMM men 
tioned above) without any specific hardware virtualization 
support in the physical machine on which the VMM and its 
virtual machines execute. However, virtualization may be 
simplified and/or achieve higher performance if some hard 
ware Support is provided. 
0007. One issue that can arise with virtualization is the 
latency of interrupt delivery. As mentioned above, peripheral 
devices can be allocated for use by a virtual machine (to act as 
the virtual peripheral device in the virtual machine). Such 
peripheral devices can generate interrupts that are to be pro 
cessed by the software in the virtual machine. In non-virtu 
alized environments, the interrupt processing latency can be 
relatively short. In virtualized environments, the interrupts 
are generally intercepted by the VMM, processed by the 
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VMM, and delivered to the targeted virtual machine by the 
VMM using a software mechanism of some sort. However, 
the interrupt processing latency can be significantly greater 
(about 100 times longer, for example) than environments 
which are not virtualized. In addition to peripheral device 
generated interrupts (more briefly, “device interrupts’ 
herein), processors can generate interprocessor interrupts 
(IPIs). In a virtual machine, an IPI can be generated between 
a virtual processor (or VCPU) and another VCPU in the virtual 
machine. The VCPUs are the processors defined to be 
included in the virtual machine of a given guest. There is at 
least one VCPU in a guest, but there may be multiple VCPUs 
for a multiprocessing guest. 

SUMMARY 

0008. In an embodiment, a device interrupt manager may 
be configured to receive an interrupt from a device that is 
assigned to a guest (or from a device that Supports a virtual 
function that is assigned to the guest). The device interrupt 
manager may be configured to transmit an operation targeted 
to a memory location in a system memory to record the 
interrupt for a virtual processor within the guest, wherein the 
interrupt is to be delivered to the targeted virtual processor. In 
one implementation, the device interrupt manager may be 
included in an input/output (I/O) memory management unit 
(IOMMU). 
0009. In an embodiment, a virtual machine manager may 
be configured to detect that an interrupt has been recorded by 
the device interrupt manager for a virtual processor that is not 
currently executing. The virtual machine manager may be 
configured to schedule the virtual processor for execution on 
a hardware processor, or may prioritize the virtual processor 
for Scheduling, in response to the interrupt. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010. The following detailed description makes reference 
to the accompanying drawings, which are now briefly 
described. 

0011 FIG. 1 is a block diagram of one embodiment of a 
computer system that implements virtualization. 
0012 FIG. 2 is a block diagram of one embodiment of host 
hardware illustrated in FIG. 1. 

0013 FIG. 3 is a block diagram illustrating one embodi 
ment of an interrupt being delivered to a guest. 
0014 FIG. 4 is a block diagram illustrating one embodi 
ment of a virtual machine control block (VMCB). 
0015 FIG. 5 is a block diagram illustrating one embodi 
ment of a guest APIC state entry in guest APIC state data 
Structure. 

0016 FIG. 6 is a block diagram illustrating one embodi 
ment of locating a guest APIC state entry for an interrupt. 
0017 FIG. 7 is a flowchart illustrating operation of one 
embodiment of a device interrupt manager shown in FIG. 2 in 
response to receiving an interrupt from a device. 
0018 FIG. 8 is a flowchart illustrating operation of one 
embodiment of a processor shown in FIG. 2 in response to a 
virtual machine run (VMRUN) instruction. 
0019 FIG. 9 is a flowchart illustrating operation of one 
embodiment of a processor shown in FIG. 2 in response to a 
virtual machine exit (VMExit). 
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0020 FIG. 10 is a flowchart illustrating operation of one 
embodiment of a processor shown in FIG. 2 in response to 
detecting a guest interrupt for a guest executing on the pro 
CSSO. 

0021 FIG. 11 is a flowchart illustrating operation of one 
embodiment of a processor shown in FIG. 2 in response to a 
general instruction. 
0022 FIG. 12 is a flowchart illustrating one embodiment 
of a VMM to initialize a guest. 
0023 FIG. 13 is a flowchart illustrating one embodiment 
of a VMM to provide guest support during execution of the 
guest. 
0024 FIG. 14 is a flowchart illustrating one embodiment 
of a VMM to delete a guest. 
0025 FIG. 15 is a block diagram of one embodiment of a 
computer readable storage medium storing one embodiment 
of a VMM and/or microcode. 
0026 FIG. 16 is a block diagram illustrating one embodi 
ment of a model specific register (MSR) interface for deliv 
ering guest interrupt control messages to a guest interrupt 
control unit in a processor. 
0027. While the invention is susceptible to various modi 
fications and alternative forms, specific embodiments thereof 
are shown by way of example in the drawings and will herein 
be described in detail. It should be understood, however, that 
the drawings and detailed description thereto are not intended 
to limit the invention to the particular form disclosed, but on 
the contrary, the intention is to cover all modifications, 
equivalents and alternatives falling within the spirit and scope 
of the present invention as defined by the appended claims. 
The headings used herein are for organizational purposes 
only and are not meant to be used to limit the scope of the 
description. As used throughout this application, the word 
“may is used in a permissive sense (i.e., meaning having the 
potential to), rather than the mandatory sense (i.e., meaning 
must). Similarly, the words “include”, “including, and 
“includes' mean including, but not limited to. 
0028. Various units, circuits, or other components may be 
described as "configured to perform a task or tasks. In Such 
contexts, “configured to' is a broad recitation of structure 
generally meaning "having circuitry that performs the task 
or tasks during operation. As such, the unit/circuit/component 
can be configured to perform the task even when the unit/ 
circuit/component is not currently on. In general, the circuitry 
that forms the structure corresponding to “configured to may 
include hardware circuits to implement the operation. Simi 
larly, various units/circuits/components may be described as 
performing a task or tasks, for convenience in the description. 
Such descriptions should be interpreted as including the 
phrase “configured to.” In some cases, the circuitry config 
ured to perform the task or tasks may include a memory 
storing program instructions executable to implement the 
operation. The memory can include Volatile memory Such as 
static or dynamic random access memory and/or nonvolatile 
memory Such as optical or magnetic disk storage, flash 
memory, programmable read-only memories, etc. Reciting a 
unit/circuit/component that is configured to perform one or 
more tasks is expressly intended not to invoke 35 U.S.C. 
S112, paragraph six interpretation for that unit/circuit/com 
ponent. 

DETAILED DESCRIPTION OF EMBODIMENTS 

0029. In an embodiment, a computer system includes a 
VMM and one or more guests executing in virtual machines. 
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A peripheral device may be assigned to a guest (e.g. to operate 
as a corresponding virtual peripheral device in the guest's 
virtual machine). Alternatively, the peripheral device may 
Support virtual functions, and a virtual function may be 
assigned to a guest. The peripheral device may generate 
device interrupts to be delivered to the guest. A device inter 
rupt manager may be configured to detect that the device 
interrupt is targeted at a guest (as a opposed to a host interrupt 
targeted at the VMM or host software on which the VMM 
executes, if any). More particularly, the device interrupt man 
ager may be configured to detect which VCPU within the 
guest's virtual machine is targeted by the interrupt. The 
device interrupt manager may be configured to record the 
interrupt in a guest interrupt controller data structure. If the 
targeted VCPU is currently executing on a hardware processor 
in the computer system, the hardware processor may detect 
the guest interrupt and may redirect the guest/voPU to ser 
vice the interrupt. 
0030. For example, the device interrupt manager may 
transmit a message to the hardware processor to indicate that 
a new guest interrupt has been recorded in the data structure. 
Responsive to the message, the hardware processor may read 
the guest interrupt data structure and prioritize the interrupt 
with other pending interrupts (if any) recorded in the data 
structure. Based on the prioritization, the hardware processor 
may either deliver the interrupt or wait to complete one or 
more higher priority interrupts and/or higher priority pro 
cesses. In another example, the hardware processor may be 
configured to monitor the guest interrupt data structure (or a 
region within the guest interrupt data structure) during execu 
tion of the corresponding guest VCPU to detect that an inter 
rupt has been recorded in the data structure. Responsive to 
detecting an update to the data structure, the hardware pro 
cessor may read the data structure and deliver the interrupt as 
discussed above. 

0031. In one embodiment, the hardware processor may 
include a guest interrupt control unit that is configured to 
implement the processor portion of the above described 
operation for guest interrupts. Additionally, the guest inter 
rupt control unit may ensure that guest accesses to a VCPU's 
interrupt controller are handled through the guest interrupt 
data structure rather than through a host interrupt controller 
that may be coupled to the hardware processor. That is, inter 
rupt controller accesses in the guest may be converted into 
memory accesses within the guest interrupt data structure. 
Thus, the guest interrupt control unit may participate in Vir 
tualizing and emulating the guestinterrupt control unit. In one 
implementation, the guest interrupt control unit may be 
implemented at least partially in microcode. Microcode may 
be instructions that are stored in a non-volatile memory 
within the processor, that are invoked by the processor cir 
cuitry in response to detecting certain instructions or other 
operations that are implemented via microcode routines. The 
microcode may thus be dispatched for execution in the pro 
cessor to perform the implemented operation. In some 
embodiments, the guest interrupt control unit may be prima 
rily implemented in microcode. In other embodiments, the 
guest interrupt control unit may be implemented inhardware. 
0032. The guest accesses to the VCPU interrupt controller 
may include reading/writing registers in the interrupt control 
ler. In one embodiment, writing one or more registers in the 
interrupt controller may trigger an IPI. The guest interrupt 
control unit in the processor may initiate an IPI to the targeted 
VCPU in response to a write in a guest that causes an IPI. The 
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guest IPI may include updating the data structure associated 
with the targeted VCPU to record the IPI. In general, an IPI 
may be an interrupt sourced by a processor, or more particu 
larly by software executing on the processor. The IPI may 
target one or more processors in the system, sometimes 
including the sourcing processor. Accordingly, the IPI may be 
a mechanism for Software executing on one processor to 
interrupt the Software executing on another processor. IPIs 
may be used to pass messages between threads executing on 
different processors, to communicate an interrupt originally 
targeted at one processor to another processor, etc. 
0033. A processor or VCPU may be targeted by an inter 
rupt if the interrupt is to be received by the interrupt controller 
associated with the processor/VCPU. The processor/VCPU 
may not necessarily process the interrupt, but may be a can 
didate for processing the interrupt and may participate in 
determining which processor(s)/vCPU(s) will process the 
interrupt. An interrupt may explicitly specify its target(s) (e.g. 
with a physical or logical ID), or may be abroadcast interrupt 
that targets all processors/vocPUs. Generally, an interrupt 
may be referred to as accepted if the interrupt controller 
associated with a targeted processor has recorded the inter 
rupt for delivery to the processor. That is, at Some point in 
time after acceptance, the interrupt will be delivered to the 
processor. Interrupting the processor to service the interrupt 
may be referred to as delivering the interrupt. The VCPU 
and/or corresponding virtual interrupt controller and/or the 
pair may be referred to herein more succinctly as the desti 
nation of an interrupt within the guest. The destination may 
ultimately be the VCPU that is to service the interrupt, but the 
corresponding virtual interrupt controller may also be viewed 
as the destination since it is associated with the corresponding 
processor and records the interrupt. 
0034. The computer system may include at least one host 
interrupt controller. The hostinterrupt controller may manage 
interrupts that are to be serviced by the host (e.g. the virtual 
machine manager, or VMM, in a virtualized environment 
and/or other software on which the VMM may run in some 
embodiments. Such as a host OS). Such interrupts may 
include, for example, interrupts from devices in the computer 
system that are not assigned to a guest executing on the 
system, system level interrupts that the VMM does not wish to 
expose to a guest, etc. The guest interrupt operation described 
above may be used to manage interrupts that are to be serviced 
by a guest ('guest interrupts”). Guest interrupts may include, 
for example, interrupts issued by a device that is assigned to 
the guest to provide the functionality of the device for the 
guest's virtual machine or IPIs that are issued from one VCPU 
to another within the guest. 
0035. In an embodiment, the guest interrupt operation 
described herein may lead to reduced latency for guest inter 
rupts. For example, in some embodiments, the latency to 
deliver a guest device interrupt may be similar to the latency 
to deliver a host device interrupt. The guest interrupt latency 
may be approximately the same as the host interrupt latency, 
latency of the same order of magnitude, etc. 
0036. In an embodiment, a substantial portion of the guest 
interrupt management may be implemented in the hardware 
processor. By locating much of the operation in one part of the 
system, the implementation may be simplified, in some 
embodiments. Accordingly, the implementation may be more 
likely to be correct, may be completed more rapidly, etc. in 
Some embodiments. 

Virtualization Overview 

0037 FIG. 1 illustrates a block diagram of one embodi 
ment of a computer system 5 that implements virtualization. 
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In the embodiment of FIG. 1, multiple guests 10A-10N are 
shown. Guest 10A includes a guest operating system (OS) 12 
and one or more applications 14A-14N that run on the guest 
OS 12. Guest 10N includes privileged code 16. The guests 
10A-10N are managed by a virtual machine manager (VMM) 
18. The VMM 18 and the guests 10A-10N execute on host 
hardware 20, which may comprise the physical hardware 
included in the computer system 5. In one embodiment, the 
VMM 18 may maintain a set of virtual machine control 
blocks (VMCBs) 22. There may be one VMCB 22 for each 
guest 10A-10N. In one embodiment, there may be one 
VMCB 22 for each vCPU in each guest 10A-10N. While the 
VMCBs 22 are shown as part of the VMM 18 for illustration 
in FIG. 1, the VMCBs 22 may be stored in memory and/or on 
non-volatile media such as disk drives in the host hardware 
20. 

0038. The host hardware 20 generally includes all of the 
hardware included in the computer system 5. In various 
embodiments, the host hardware 20 may include one or more 
processors, memory, peripheral devices, and other circuitry 
used to couple the preceding components. For example, per 
sonal computer (PC)-style systems may include a North 
bridge coupling the processors, the memory, and a graphics 
device that uses an interface such as a PCI Express Interface. 
Additionally, the Northbridge may couple to a peripheral bus 
such as the peripheral component interface (PCI) bus, to 
which various peripheral components may be directly or indi 
rectly coupled. A Southbridge may also be included, coupled 
to the PCI bus, to provide legacy functionality and/or couple 
to legacy hardware. In other embodiments, other circuitry 
may be used to link various hardware components. For 
example, HyperTransportTM (HT) links may be used to link 
nodes, each of which may include one or more processors, a 
host bridge, and a memory controller. Each node may also 
include a Northbridge. The hostbridge may be used to couple, 
via HT links, to peripheral devices in a daisy chain fashion. 
Alternatively, many of the components may be included on a 
single device Such as, for example, a single device that inte 
grates one or more processors, Northbridge functionality and 
a graphics device. Any desired circuitry/host hardware struc 
ture may be used. 
0039. The VMM 18 may be configured to provide the 
virtualization for each of the guests 10A-10N, and may con 
trol the access of the guests 10A-10N to the host hardware 20. 
The VMM 18 may also be responsible for scheduling the 
guests 10A-10N for execution on the host hardware 20 (and 
more particularly, vCPUs within the guests if the more than 
one vCPU is included). The VMM 18 may be configured to 
use the hardware support provided in the host hardware 20 for 
virtualization. For example, the processors may provide hard 
ware Support for virtualization, including hardware to inter 
cept events and exit the guest to the VMM 18 for handling. 
The device interrupt manager and/or guest interrupt control 
units in processors may be hardware provided to Support 
virtualization as well. 

0040. In some embodiments, the VMM 18 may be imple 
mented as a “thin' Standalone software program that executes 
on the host hardware 20 and provides the virtualization for the 
guests 10A-10N. Such a VMM implementation may some 
times be referred to as a “hypervisor. In other embodiments, 
the VMM 18 may be integrated into or execute on a host OS. 
In such embodiments, the VMM 18 may rely on the host OS, 
including any drivers in the host OS, platform system man 
agement mode (SMM) code provided by the system BIOS, 
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etc. Thus, the host OS components (and various lower-level 
components such as the platform SMM code) execute directly 
on the host hardware 20 and are not virtualized by the VMM 
18. The VMM 18 and the host OS (if included) may together 
be referred to as the host, in one embodiment. Generally, the 
host may include any code that is in direct control of the host 
hardware 20 during use. For example, the host may be the 
VMM18, the VMM18 in conjunction with the host OS, or the 
host OS alone (e.g. in a non-virtualized environment). 
0041. In various embodiments, the VMM 18 may support 

full virtualization, paravirtualization, or both. Furthermore, 
in some embodiments, the VMM 18 may concurrently 
execute guests that are paravirtualized and guests that are 
fully virtualized. 
0042. With full virtualization, the guest 10A-10N is not 
aware that virtualization is occurring. Each guest 10A-10N 
may have contiguous, Zero based memory in its virtual 
machine, and the VMM 18 may use shadow page tables or 
nested page tables to control access to the host physical 
address space. The shadow page tables may remap from guest 
virtual addresses to host physical addresses (effectively the 
remapping the guest “physical address' assigned by memory 
management software in the guest 10A-10N to host physical 
address), while nested page tables may receive the guest 
physical address as an input and map to the host physical 
address. Using the shadow page tables or nested page tables 
for each guest 10A-10N, the VMM18 may ensure that guests 
do not access other guests physical memory in the host 
hardware 20. 
0043. With paravirtualization, guests 10A-10N may be at 
least partially VM-aware. Such guests 10A-10N may negoti 
ate for memory pages with the VMM 18, and thus remapping 
guest physical addresses to host physical addresses may not 
be required. In one embodiment, in paravirtualization, guests 
10A-10N may be permitted to directly interact with periph 
eral devices in the host hardware 20. At any given time, a 
peripheral device may be "owned by a guest or guests 10A 
10N. In one implementation, for example, a peripheral device 
may be mapped into a protection domain with one or more 
guests 10A-10N that currently own that peripheral device. 
Only guests that own a peripheral device may directly interact 
with it. There may also be a protection mechanism to prevent 
devices in a protection domain from reading/writing pages 
allocated to a guest in another protection domain. Alterna 
tively, peripheral devices may support virtual functions which 
may be owned by a guest or with which a guest may interact. 
0044 As mentioned previously, the VMM 18 may main 
tain a VMCB 22 for each guest 10A-10N and/or each vCPU 
in the guest. The VMCB 22 may generally comprise a data 
structure stored in a storage area that is allocated by the VMM 
18 for the corresponding guest 10A-10N. In one embodiment, 
the VMCB 22 may comprise a page of memory, although 
other embodiments may use larger or Smaller memory areas 
and/or may use storage on other media Such as non-volatile 
storage. In one embodiment, the VMCB 22 may include the 
guest's processor state, which may be loaded into a processor 
in the host hardware 20 when the guest is scheduled to execute 
and may be stored back to the VMCB 22 when the guest exits 
(either due to completing its scheduled time, or due to one or 
more intercepts that the processor detects for exiting the 
guest). In some embodiments, only a portion of the processor 
state is loaded via the instruction that transfers control to the 
guest corresponding to the VMCB 22 (the “Virtual Machine 
Run (VMRUN)' instruction), and other desired state may be 
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loaded by the VMM 18 prior to executing the VMRUN 
instruction. Similarly, in Such embodiments, only a portion of 
the processor state may be stored to the VMCB 22 by the 
processor on guest exit and the VMM18 may be responsible 
for storing any additional state as needed. In other embodi 
ments, the VMCB 22 may include a pointer to another 
memory area where the processor state is stored. Further 
more, in one embodiment, two or more exit mechanisms may 
be defined. In one embodiment, the amount of state stored and 
the location of State that is loaded may vary depending on 
which exit mechanism is selected. 

0045. In one embodiment, the VMM 18 may also have an 
area of memory allocated to store the processor state corre 
sponding to the VMM 18. When the VMRUN is executed, the 
processor state corresponding to the VMM 18 may be saved 
in the area. When the guest exits to the VMM 18, the proces 
sor state from the area may be reloaded from the area to 
permit the VMM18 to continue execution. In one implemen 
tation, for example, the processor may implement a register 
(e.g. a model specific register, or MSR) to store the address of 
the VMM 18 save area. 

0046 Additionally, the VMCB 22 may include an inter 
cept configuration that identifies intercept events that are 
enabled for the guest, and the mechanism for exiting the guest 
if an enabled intercept event is detected. In one embodiment, 
the intercept configuration may include a set of intercept 
indications, one indication for each intercept event that the 
processor Supports. The intercept indication may indicate 
whether or not the processor is to intercept the corresponding 
event (or, viewed in another way, whether or not the intercept 
is enabled). As used herein, an event is “intercepted in a 
guest if should the event occur in the guest, the processor 
exits the guest for processing of the event. In one embodi 
ment, the intercept configuration may include a second set of 
indications which indicate which of two exit mechanisms are 
used. Other embodiments may define more than two exit 
mechanisms. In another embodiment, the intercept configu 
ration may comprise one set of intercept indications, one per 
intercept event, that indicate whether or not a first exit mecha 
nism should be used for the event; and a second set of inter 
cept indications, one perintercept event, that indicate whether 
or not a second exit mechanism should be used for the event. 

0047 Generally, the exit mechanism may define the 
operations performed by the processor to exit guest execution 
(generally in a restartable fashion) and to begin executing 
other code. In one embodiment, one exit mechanism may 
include saving a small amount of processor state and loading 
state for a Minivisor. The Minivisor may execute in the guest 
physical address space, and may perform relatively simple 
intercept processing. Another exit mechanism may exit to the 
VMM, saving a larger amount of processor state and loading 
the VMM’s processor state. Thus, intercept events may be 
processed by different instruction code depending on the 
event. Additionally, relatively simple intercept processing 
may be processed through a "lighter weight” exit mechanism 
which may take less time to perform, which may improve 
performance in some embodiments. More complicated pro 
cessing may be performed in the VMM, after a “heavier 
weight' mechanism is used to exit. Thus, in this embodiment, 
the VMM 18 may configure the processor to intercept those 
events that the VMM 18 does not wish the guest 10A-10N to 
handle internally, and may also configure the processor for 
which exit mechanism to use. Events may include instruc 
tions (that is, intercept an instruction instead of executing it), 
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interrupts, exceptions, and/or any other desired events that 
may occur during guest execution. 
0048. In one embodiment, the VMCB 22 may further 
include other control bits that may cause the processor to 
perform certain actions upon loading the VMCB 22. For 
example, the control bits may include indications to flush the 
TLB in the processor. Other control bits may specify the 
execution environment for the guest (e.g. interrupt handling 
modes, an address space identifier for the guest, etc.). Still 
other control bits may be used to communicate an exit code 
describing why the guest exited, etc. 
0049 Generally, a "guest may comprise any one or more 
software programs that are to be virtualized for execution in 
the computer system 5. A guest may include at least some 
code that executes in privileged mode, and thus expects to 
have full control over the computer system on which it is 
executing. As mentioned previously, guest 10A is an example 
in which the guest includes a guest OS 12. The guest OS 12 
may be any OS, such as any of the Windows OSs available 
from Microsoft Corp., (Redmond, Wash.), any UNIX-type 
operating system such as Linux, AIX from IBM Corporation 
(Armonk, N.Y.), Solaris from Sun Microsystems, Inc. (Santa 
Clara, Calif.), HP-UX from Hewlett-Packard Company (Palo 
Alto, Calif.), etc. The guest 10N is an example of a guest that 
comprises non-OS privileged code 16. 
0050. It is noted that the letter “N” when used herein in 
reference numerals such as 10N is meant to generically indi 
cate any number of elements bearing that reference numeral 
(e.g. any number of guests 10A-10N, including one guest). 
Additionally, different reference numerals that use the letter 
“N” (e.g. 10N and 14N) are not intended to indicate like 
numbers of the different elements are provided (e.g. the num 
ber of guests 10A-10N may differ from the number of appli 
cations 14A-14N) unless otherwise noted. 

Host Hardware and Interrupt Virtualization 
0051 Turning now to FIG. 2, a block diagram illustrating 
one embodiment of the host hardware 20 is shown. In the 
illustrated embodiment, the host hardware 20 includes a plu 
rality of processors 30A-30B, respective Advanced Program 
mable Interrupt Controllers (APICs) 32A-32B, a bridge 36 
(that includes a memory controller 42 and an input/output 
(I/O) memory management unit (IOMMU) 40 that further 
includes a device interrupt manager 38), a plurality of inter 
face circuits (IF) 44A-44C, a memory interface circuit (MIF) 
46, an optional bridge 48 that may include an I/O APIC 
(hereinafter IOAPIC) 50, peripherals 52A-52B (some of 
which may include an IOAPIC such as the IOAPIC 54), and 
a memory 56. The processors 30A-30B are coupled to the 
bridge 36 and to the respective APICs 32A-32B as illustrated 
in FIG. 2. The APICs 32A-32B are coupled to the bridge 36, 
which is coupled to the interface circuits 44A-44C and the 
memory interface circuit 46. The memory interface circuit 46 
is coupled to the memory 56, and the interface circuit 44A is 
coupled to the bridge 48, which is coupled to the peripherals 
S2A-52B. 
0052. In the illustrated embodiment, each processor 30A 
30B has an associated APIC 32A-32B. In this embodiment, 
interrupts may be communicated in the host hardware 20 
according to the APIC specification described by Intel Cor 
poration (Santa Clara, Calif.). See, e.g., Intel 64 and IA-32 
Architectures Software Developer's Manual, Volume 3A: 
System Programming Guide, Part 1, Chapter 10 (December 
2009), incorporated herein by reference in its entirety. In that 
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specification, each processor has an associated local APIC 
that receives interrupts (from the processor itself, from other 
processors, from internal APIC interrupt sources, and from 
IOAPICs associated with peripherals). The local APIC pri 
oritizes the pending interrupts, and transmits an interrupt to 
the processor if it is higher priority than another interrupt that 
is in progress on the processor and/or if it is higher priority 
than the processor's current task. The APIC specification will 
be used as an example herein, but any interrupt management 
specification may be used in other embodiments. 
0053. In the embodiment of FIG. 2, the APIC 32A-32B 
may be the local APIC for the processor's host interrupts (that 
is, interrupts to be processed by the host). On the other hand, 
the local interrupt controller for the guest interrupts may not 
be instantiated as a hardware APIC. Instead, the guest APIC 
(or more briefly, gAPIC) may be emulated via hardware sup 
port and the VMM18. Specifically, each gAPIC may have its 
state stored in the gAPIC state data structure 58. The gAPIC 
data structure 58 may include a gAPIC state entry for each 
VCPU in each guest that is active in the computer system 5. In 
one embodiment, the gAPIC state entry may be a page of data 
for the corresponding gAPIC state. In such an embodiment, 
the gAPIC state data structure 58 may simply be a collection 
of pages. The pages need not be located near each other in the 
memory system, or have any other relationship to each other 
besides storing gAPIC state data for various gAPICs. Other 
embodiments may use larger or Smaller gAPIC state entries 
and/or other data structures. A guest may be active on a 
processor if the guest is currently executing on that processor 
(e.g. a VMRUN instruction has been executed on the proces 
sor for the guest, and a guest exit has not occurred), or if the 
guest has exited and the VMM 18 is executing, but the guest 
is expected to be executed again on the processor. 
0054 When the VMM 18 schedules a guest/voPU on a 
processor 30A-30B, the VMM 18 may load a pointer into the 
processor 30A-30B (and more particularly, into the guest 
interrupt control unit 34A-34B in the processor) from the 
VMCB 22 of the vCPU. The pointer may locate the corre 
sponding gAPIC state entry in the gAPIC state data structure 
58. Accordingly, the guest interrupt control unit 34A-34B 
may locate the gAPIC state for the VCPU, and may detect 
interrupts being recorded by the device interrupt manager 38. 
In one embodiment, the processors 30A-30B may implement 
a guest interrupt delivery mechanism. For example, the pro 
cessors 30A-30B may include one or more registers that may 
be programmed with a guest interrupt (e.g. interrupt request, 
interrupt vector, etc.). The virtual interrupt may be logically 
combined with real interrupt sources (e.g. input pins to the 
processors 30A-30B) to interrupt the software executing on 
the processor 30A-30B. The processor 30A-30B may execute 
an interrupt handler specified by the interrupt vector to ser 
vice the interrupt. Other embodiments may implement other 
guest interrupt delivery mechanisms. 
0055. In one embodiment, the device interrupt manager 38 
may be configured to update guest interrupt state for device 
interrupts that target a guest, and to deliver host interrupts to 
the corresponding APIC 32A-32B. Particularly, in one 
embodiment, the device interrupt manager 38 may be config 
ured to record each guest interrupt received in the bridge 36 in 
the gAPIC state data structure 58. In response to receiving a 
guest interrupt, the device interrupt manager 38 may be con 
figured to update the gAPIC state in the gAPIC state data 
structure 58 for the guest/voPU targeted by the interrupt. The 
device interrupt manager 38 may be configured to update the 
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gAPIC state independent of whether or not the guest is active, 
in one embodiment. For multicast and broadcast interrupts 
that have more than one target, the device interrupt manager 
38 may be configured to update the gAPIC state in the gAPIC 
state data structure 58 for each interrupt destination. Alterna 
tively, the device interrupt manager 38 may be configured to 
rely on the VMM18 for these multiple destination interrupts. 
The device interrupt manager 38 may be configured to log the 
interrupt in a memory location accessible to the VMM 18 in 
Such embodiments, and may be configured to signal the 
VMM 18 to process the message. 
0056. The device interrupt manager 38 may determine the 
targeted processor or VCPU for a device interrupt from a 
peripheral device using the device table 62, the interrupt 
remapping table 64, and the APIC ID tables 60 shown stored 
in the memory in FIG. 2. Specifically, the device interrupt 
manager 38 may be configured to access the device table 62 
and the interrupt remapping table 64 responsive to informa 
tion included in the device interrupt request from the IOAP 
ICs 50 and 54. The device table 62 may include entries for 
each peripheral 52A-52B (and may include multiple entries 
for a peripheral that includes more than one identifier on the 
peripheral interface to which the peripherals are coupled). 
The device table entry for a given peripheral may include a 
pointer to the interrupt remapping table 64 and may also 
include at least one APIC ID table pointer to one of the APIC 
ID tables 60. The APIC ID tables 60 may include an entry for 
each APICID in a guest, and may store a pointer to the gAPIC 
state entry corresponding to the VCPU/gAPIC having that 
APIC ID. The interrupt remapping table 64 may be used to 
redirect an interrupt from its original destination and/or inter 
rupt vector to a new destination and/or interrupt vector. 
Accordingly, the interrupt remapping table 64 may include 
the destination ID for the interrupt. The destination ID is an 
APIC ID, and may be used as an index into the APIC ID table 
60 indicated by the APIC ID table pointer from the device 
table 62 to locate the gAPIC state entry to be updated for the 
guest interrupt. Based on the interrupt vector from the inter 
rupt remapping table 64, the device interrupt manager may 
record the interrupt in the identified gAPIC state entry. The 
interrupt remapping table 64 may also include an indication 
of whether the device is assigned to a guest or the host. If the 
device is assigned to the host, the interrupt is a host interrupt 
to be delivered to the APIC32A-32B and the gAPIC state data 
structure 58 may not be updated. Additional details of one 
embodiment of the tables 60, 62, and 64 are discussed further 
below. 

0057 While the gAPIC state data structure 58 is shown as 
stored in memory 56 in the illustrated embodiment, portions 
may be cached by the device interrupt manager 38 and/or a 
cache accessible to the bridge 36 in some embodiments. In 
addition or alternatively, a dedicated memory for one or more 
gAPIC state entries may be implemented in the bridge 36. 
0058. In the APIC interrupt mechanism, each processor 
(through its local APIC) may have a physical APIC ID and a 
logical APIC ID. The physical APIC ID is stored in the APIC 
ID register. A physical APIC ID is matched on a one-to-one 
basis with the physical APIC ID indicated by a physical 
delivery mode interrupt. The logical APIC ID is stored in the 
logical destination register in the local APIC. The logical 
APIC ID has a cluster ID and a local APICID, where the local 
APIC ID is typically a one-hot bit vector. Logical delivery 
mode interrupts may include any set bits in the vectorportion 
of the APIC ID to deliver interrupts to one or more local 
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APICs in the cluster. Accordingly, matching a logical APIC 
ID may include comparing the cluster ID and detecting a set 
bit in the local APIC ID vector at the same position as the set 
bit of the one-hot bit vector in the local APIC. Viewed in 
another way, the local APIC ID vector in a logical delivery 
mode interrupt may be logically ANDed with the local APIC 
ID vector of the local APIC, and if the result is non-zero and 
the cluster ID matches, then the local APIC is a target of the 
logical interrupt. The logical APIC ID may be more suc 
cinctly referred to herein as the logical ID, and similarly the 
physical APIC ID may be more succinctly referred to herein 
as the physical ID. A given ID (logical or physical) associated 
with an interrupt may be referred to as the destination ID of 
the interrupt. A corresponding delivery mode for the interrupt 
may identify the destination ID of the interrupt as either 
logical or physical. 
0059. The APIC ID tables 60 may include a logical APIC 
ID table for logical APIC IDs in a given guest and a physical 
APIC ID table for physical APIC IDs in the given guest. The 
APIC ID tables may map the APIC IDs to gAPIC state point 
ers, as mentioned previously. In one embodiment, the logical 
APIC ID table may map logical IDs to physical IDs, which 
may be mapped through the physical ID table to agAPIC state 
pointer. Other embodiments may map directly from logical 
IDs to gAPIC state pointers as well. 
0060. In an embodiment, the APIC ID tables 60 may 
include an indication of whether or not the VCPU is currently 
running. If the VCPU is running, the interrupt may be detected 
by the processor 30A-30B that is executing the VCPU (e.g. 
either through monitoring the gAPIC state entry for updates 
recording new interrupts, or via a message from the device 
interrupt manager 38). Accordingly, the interrupt may be 
delivered to the running guest. However, if the guest is not 
running (or is not active), the interrupt may be delayed in 
being delivered. In one embodiment, the IOMMU may log 
the interrupt. The VMM18 may detect the interrupt in the log, 
and may prioritize the targeted VCPU for scheduling. AvCPU 
may be running if it is currently in execution on a hardware 
processor. 

0061. The APIC32A-32B for a given processor 30A-30B 
may have any interface to the processor. For example, any 
interface used between local APICs and their respective pro 
cessors may be used. Each APIC may be configured to inde 
pendently signal the processor that an interrupt is being deliv 
ered for service. If the processor is executing a guest and the 
APIC signals an interrupt, the processor may be configured to 
exit the guest to the VMM 18 to process the host interrupt. If 
the processor is not executing the guest, the processor may be 
configured to interrupt the host execution and branch to the 
host interrupt handler in response to an interrupt signalled by 
the APIC. 

0062. The APICs 32A-32B are coupled to the bridge 36 to 
receive interrupts. Any interface may be used to transport 
interrupts to the APICs 32A-32B. For example, any interface 
implemented for APIC interrupt transport may be used. In one 
embodiment, the same communication mechanism used to 
communicate other operations to/from the processors 30A 
30B (such as memory read/write operations initiated by the 
processors 30A-30B, probes for cache coherency mainte 
nance, etc.) may be used to transport interrupt messages. 
Viewed in another way, the coupling of the APICs 32A-32B 
may be shared with the coupling of the processors 30A-30B 
to the bridge 36. Alternatively, the processors 30A-30B may 
have a separate path to the bridge 36, such as if the APICs 
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32A-32D use the APIC “3 wire interface.” An interrupt mes 
sage may be any communication on any interface that iden 
tifies the interrupt being transmitted and the destination of the 
interrupt. For example, interrupts may have associated inter 
rupt vectors, and the interrupt vector may be part of the 
interrupt message. The interrupt message may also include 
the destination ID (e.g. logical or physical APICID). 
0063. The guest interrupt control unit 34A-34B may be 
configured to detect guest interrupts being recorded to the 
corresponding gAPIC state entry and may deliver the inter 
rupts, as mentioned above. Additionally, the guest interrupt 
control unit 34A-34B may detect processor 30A-30B 
accesses to their own gAPICs during guest/voPU execution, 
and may convert the accesses to memory reads/writes in the 
gAPIC state entry instead of accesses to the APICs 32A-32B. 
The guest interrupt control units 34A-34B may also imple 
ment some emulation of the gAPIC as well, in some embodi 
ments. For example, operations that have significant perfor 
mance impacts may be implemented. For emulation that is 
not implemented by the guest interrupt control units 34A 
34B, the guest interrupt control units 34A-34B may exit the 
guest for emulation in the VMM 18. Some accesses may not 
require emulation (e.g. most reads have no effect other than to 
read the data, so no emulation beyond reading the data from 
the gAPIC state entry is needed). Writes that do not create any 
side effects in the APIC may also be completed by updating 
the corresponding location in the gAPIC state entry. 
0064. In one embodiment, the operations emulated in the 
guest interrupt control units 34A-34B may include the initia 
tion of IPIs within the guest, access to the task priority register 
(TPR), and accesses to the end of interrupt (EOI) register. 
Other embodiments may implement different subsets of the 
operations in the guest interrupt control units 34A-34B. As 
previously noted, in some embodiments, the guest interrupt 
control units 34A-34B may be implemented primarily in 
microcode. Accordingly, during guest execution, accesses to 
the gAPIC may cause microcode execution. Additionally, an 
update to the gAPIC state entry by the device interrupt man 
ager 38 (for the VCPU being executed on the processor) may 
cause microcode execution. For instructions that exit to the 
VMM 18, the exit may be performed after the instruction 
retires (i.e. the update is completed to the gAPIC state entry 
for a write, or the data read from the gAPIC state entry is 
written to the target register for a read) or before the instruc 
tion retires. Initiating the VMExit after retiring the instruction 
may be referred to as trapping. In some cases, the correspond 
ing instruction may cause irreparable change if allowed to 
retire. Accordingly, such instructions may not be permitted to 
retire before the VMExit, referred to as faulting the instruc 
tion. 

0065. The IOMMU 40 includes the device interrupt man 
ager 38, as described above. Additionally, the IOMMU 40 
may be configured to perform virtual to physical address 
mapping for I/O-initiated memory operations (e.g. memory 
read/write operations sourced from the peripherals 52A-52B 
or by DMA controllers on behalf of the peripherals 52A 
52B). As part of the translation operation, the IOMMU 40 
may be configured to access the device table 62 and option 
ally the interrupt redirect table 64. The device table entries for 
each peripheral 52A-52B may include a page table pointer to 
I/O page tables for translating the memory addresses of the 
memory read/write operations (not shown). 
0066. The memory controller 42 may be coupled to 
receive memory operations issued by the processors 30A 
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30B (e.g. instruction fetches, load/store data accesses, pro 
cessor page table accesses for translation, etc.), memory 
operations from the device interrupt manager 38 (e.g. to read/ 
update the gAPIC state data structure 58 and/or to access the 
tables 60, 62, and 64), the IOMMU 40 (e.g. to access I/O page 
tables, the device table 62, and the interrupt remapping table 
64), and memory operations received from the interface cir 
cuits 44A-44C (in some embodiments). The memory control 
ler 42 may be configured to order the memory operations, and 
to communicate with the memory 56 to perform the memory 
operations. The memory interface circuit 46 may perform the 
physical level accesses to the memory 56. 
0067. The memory 56 may comprise any type of memory. 
For example, the memory 56 may comprise dynamic random 
access memory (DRAM) such as synchronous DRAM 
(SDRAM), double data rate (DDR, DDR2, DDR3, etc.) 
SDRAM including mobile versions (mDDR3, etc.) and/or 
low power versions (LPDDR2, etc.) of the DDR SDRAM, 
RAMBUS DRAM, static RAM, etc. The memory 56 may 
include one or more memory modules comprising multiple 
memory chips, such as single inline memory modules 
(SIMMs), dual inline memory modules (DIMMs), etc. 
0068. In addition to including the device interrupt man 
ager 38, the IOMMU 40, and the memory controller 42 in this 
embodiment, the bridge 36 may also include other commu 
nication functionality to communicate between the proces 
sors 30A-30B, the APICs 32A-32B, and devices coupled to 
the interface circuits 44A-44D. For example, in the illustrated 
embodiment, another bridge 48 may be coupled to the inter 
face circuit 44A, and may be configured to bridge communi 
cations between the protocol used by the interface circuit 44A 
and the protocol used by the peripherals 52A-52B. In one 
embodiment, the interface circuits 44A-44C may implement 
the HT interface mentioned above, for example, and the 
bridge 48 may bridge from HT to another interface such as the 
PCI Express (PCIe) interface. The peripherals 52A-52B may 
be PCIe devices in such an embodiment. The bridge 48 may 
also be configured to bridge to other interfaces, or another 
bridge may be coupled to the bridge 48 to bridge to other 
interfaces. Any peripheral interface or interfaces may be used. 
Additionally, the peripherals 52A-52B may comprise HT 
peripherals configured to couple directly to the HT interface. 
Such peripherals may not require the bridge 48. 
0069. In one embodiment, the bridge 48 and/or one or 
more of the peripherals 52A-52B may include IOAPICs (50 
and 54 in FIG. 2). The IOAPICs may be responsible for 
receiving interrupt requests from the peripherals, and forming 
interrupt messages to transmit the interrupt requests to the 
APICs 32A-32B and the device interrupt manager 38 (for 
recording in the gAPIC state data structure 58 in memory). 
0070. As mentioned above, in one embodiment, the inter 
face circuits 44A-44C may be configured to communicate on 
the HT interface. The interface circuits 44A-44C may be 
configured to communicate with peripheral devices/bridges 
using HT. Additionally, in some embodiments, the interface 
circuits 44A-44C may be configured to coupled to other 
nodes with processors, APICs, etc. In such embodiments, the 
bridge 36 may include coherence management circuitry in 
addition to the previously described circuitry. 
0071. The processors 30A-30B may implement any 
instruction set architecture, and may be configured to execute 
instructions defined in the instruction set architecture. The 
processors 30A-30B may include any microarchitecture, 
Such as Superpipelined, SuperScalar, and/or combinations 
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thereof; in-order or out-of-order execution; speculative 
execution; etc. The processors 30A-30B may or may not 
implement microcoding techniques, as desired. 
0072 The peripherals 52A-52B may comprise any type of 
peripheral device. The peripherals 52A-52B may include 
storage devices such as magnetic, Solid state, or optical disk 
drives, non-volatile memory devices Such as Flash memory, 
etc. The peripherals 52A-52B may include I/O devices such 
as user I/O devices (keyboard, mouse, display, Voice input, 
etc.), networking devices, external interface devices such as 
Universal Serial Bus (USB) or Firewire, etc. 
0073. In the illustrated embodiment, the processors 30A 
30B, the bridge 36, the APICs 32A-32B, the interface circuits 
44A-44C, and the memory interface circuit 46 may be inte 
grated onto a single semiconductor Substrate as an integrated 
circuit 66. Other embodiments may implement different 
amounts of integration and discrete circuitry, as desired. It is 
noted that, while various numbers of components such as 
processors, APICs, interface circuits, peripherals, bridges, 
etc. are illustrated in FIG. 2, other embodiments may imple 
ment any number of one or more of each component, as 
desired. 

0074. In other embodiments, the location of the IOMMU 
40 and the device interrupt manager 38 may vary. For 
example, one or both may be in the bridge 48, in the periph 
erals 52A-52B, in another bridge coupled to the bridge, etc. 
0075. In the illustrated embodiment, each APIC 32A-32B 

is associated with a particular processor 30A-30B as illus 
trated in FIG. 2. Thus, a given interrupt controller is dedicated 
to the corresponding processor 30A-30B in this embodiment. 
More particularly, in FIG. 2: the APIC32A is dedicated to the 
processor 30A; and the APIC32B is dedicated to the proces 
sor 30B. An interrupt controller may signal an interrupt to its 
corresponding processor in any fashion. Generally, the sig 
nalling may indicate that an interrupt is needed. The signal 
ling may include the interrupt vector, or the interrupt vector 
may be read by software executed after the interrupt is deliv 
ered. Delivering the interrupt may refer to signalling the 
processor and the processor accepting the interrupt, in an 
embodiment. Servicing an interrupt may refer to executing an 
interrupt service routine associated with the interrupt vector 
to perform the operations needed by the interrupting device. 
0076 Turning now to FIG. 3, a block diagram is shown 
illustrating progression of an interrupt from a peripheral to a 
gAPIC, for one embodiment and also illustrating IPIs within 
a guest. In the illustrated embodiment, the peripheral 52A 
determines that an interrupt is desired. The IOAPIC 54 within 
the peripheral 52A (see FIG. 2) may generate the interrupt 
message for the peripheral 52A. Specifically, the IOAPIC 54 
may generate the interrupt vector that corresponds to the 
desired interrupt (e.g. based on the service needed by the 
peripheral 52A, the specific function signalling the interrupt 
if the peripheral 52A implements multiple functions, etc.). 
Similarly, the IOAPIC 50 may generate interrupt messages 
for peripherals such as peripheral 52B that do not implement 
their own IOAPICs. The interrupt vector is part of the inter 
rupt communication, and may be used to identify interrupt 
Sources, prioritize interrupts, etc. In some cases, the interrupt 
vector may be remapped by the IOMMU 40, so the interrupt 
vector is illustrated as the “original vector” in FIG. 3. The 
peripheral 52A may transmit the interrupt message to the 
IOMMU 40 (arrow A). In this embodiment, the interrupt may 
be transmitted in the form of a message-signalled interrupt 
(MSI), e.g. as defined in the PCIe specification. Other 
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embodiments may transmit the interrupt in any desired fash 
ion. Generally, the transmission may identify the interrupt, its 
delivery mode (e.g. logical or physical), and the destination 
ID (DestID) of the interrupt. 
0077. The IOMMU 40 may receive the MSI. The MSI 
includes an identifier of the peripheral. For example, inter 
faces that implement the PCI programming model may iden 
tify each device with a bus number and a device number on 
that bus (allowing for multiple PCI interfaces to exist in a 
system in hierarchical and/or parallel form). Devices may 
have multiple “functions”, which may be separate virtual 
devices on the physical device, or a partitioning of operations 
on the device. The identifier may include the function number 
also. Thus, in this embodiment, the identifier may be referred 
to as the Bus-Device-Function, or BDF. The IOMMU 40 (and 
more particularly the device interrupt manager 38, in this 
embodiment), may index into the device table 62 using the 
BDF (arrow B), and may identify a device table entry corre 
sponding to the peripheral 52A. The entry may include the 
APIC ID table pointer (arrow C). In this embodiment, the 
device table entry may also include an interrupt remapping 
table pointer (IRTP) that may identify an interrupt remapping 
table 64 corresponding to the device (arrow C1). The interrupt 
remapping table 64 may be indexed by the original interrupt 
vector, and may provide an output vector and destination ID 
(DestID, e.g. logical or physical APIC ID) for the interrupt 
(arrow C2). Additionally, a guest/host indication may be out 
put (G/H). In one embodiment, the G/Hindication may be a 
bit indicating, when set, that the interrupt is to be serviced by 
a guest and indicating, when clear, that the interrupt is to be 
serviced by the host. Other embodiments may use the oppo 
site meanings of the set and clear states, or may use other 
encodings for the indication. 
0078 If the G/Hindication indicates host, the device inter 
rupt manager 38 may transmit an interrupt message to the 
APICs 32A-32B, and the interrupt may be handled according 
to the APIC specification (arrow F). On the other hand, if the 
G/Hindication indicates guest, the device interrupt manager 
38 may use the destination ID as an index (arrow D) into the 
physical APIC ID table 60A (which is the table pointed to by 
the APIC ID table pointer provided by the device table 62). 
The physical APIC ID table 60A may output the gAPIC state 
pointer identifying the gAPIC state entry to be updated. The 
device interrupt manager 38 may write the interrupt to the 
gAPIC state (gAPIC state update, arrow E in FIG. 3). The 
physical APIC ID table 60A may also supply an Is Running 
(IR) indication for the vCPU. If the vCPU is running, the 
interrupt may be delivered fairly rapidly. If the VCPU is not 
running, the device interrupt manager 38 may log the inter 
rupt for the VMM 18, which may schedule the vCPU to 
process the interrupt. 
007.9 The illustrated embodiment accesses only the physi 
cal APIC ID table 60A with the destination ID. Accordingly, 
in the illustrated embodiment, destination IDs for guest inter 
rupts may be physical APIC IDs. Logical APIC IDs may be 
translated to physical APIC IDs by the VMM 18 when pro 
gramming the device table 62, the interrupt mapping table 64. 
etc. In other embodiments, both logical APIC IDs and physi 
cal APIC IDs may be supported and both the logical APICID 
table and the physical APIC ID table for a given guest may be 
used as needed for locating the gAPIC state pointer. 
0080. In one embodiment, the gAPIC state includes an 
interrupt request register (IRR) that includes a bit for each 
interrupt vector. To record the interrupt, the bit corresponding 
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to the interrupt vector may be set in the IRR. It is possible that 
the IRR in the gAPIC state is being updated from more than 
one source. Accordingly, the update may be made atomic to 
prevent loss of state. Particularly, the update may be anatomic 
OR that ORs the set bit into the IRR in memory. An atomic 
operation may be an operation which is performed effectively 
as a unit, even if the operation is implemented as multiple 
steps. An observer attempting to access a location being 
atomically updated either receives the value prior to the 
atomic update, or after the atomic update, but may not receive 
an intermediate value. An observer attempting to update the 
location being atomically updated either performs its update 
before the atomic operation, or after the atomic operation 
completes, but not during the atomic operation. While this 
embodiment may implement an atomic OR, other embodi 
ments may implement a more general atomic update opera 
tion. For example, the atomic update may include an AND 
mask identifying bits of the target that should be unmodified, 
and an OR mask identifying which bits to be ORed in. Other 
implementations are possible as well. For example, a com 
pare and Swap implementation may be used in which the 
original value from the memory location is read and a com 
pare and Swap operation is performed against the original 
value with the new value ORed in. If the compare fails, the 
process may be repeated (reading a new original value, and 
performing the compare and Swap). Backoff and/or timeout 
mechanisms may be used to fall out of the loop, if needed. 
0081. In one embodiment, the processors 30A-30B (and 
more particularly the guest interrupt control units 34A-34B) 
may monitor for updates to the gAPIC state entry correspond 
ing to the VCPU executing on the processor (if any). Specifi 
cally, the processors may each monitor a region of the gAPIC 
state entry that includes the IRR bits, wherein the gAPIC state 
entry corresponds to the VCPU that processor is executing. 
This region is referred to as the “watch region' herein. The 
watch region may be established in various fashions. For 
example, the processors 30A-30B may include caches, and 
may be configured to maintain coherency between the caches 
and memory. As part of the coherency mechanism, the pro 
cessors 30A-30B may beinformed of updates to data stored in 
the caches. The processors 30A-30B may thus establish the 
watch region by reading the region into the cache. For 
example, 2 cache blocks may cover the region, in one embodi 
ment. In some embodiments, it may be necessary to ensure 
that the cache blocks remain in the cache. For example, some 
embodiments may filter coherency probes that are known to 
miss in the processor's caches. Ensuring that the watch region 
blocks remain in the cache may ensure that probes corre 
sponding to watch region updates are not filtered in Such 
embodiments. 

0082) A variety of mechanisms may be used to ensure that 
the watch region blocks remain in the processor's caches. For 
example, the processors may implement cache locking to 
lock the blocks in the cache. Alternatively, the processors may 
force the blocks to remain “most recently used in the cache 
replacement algorithm implemented by the cache. On the 
other hand, it may not be necessary to ensure that the watch 
region blocks remain in the processor's caches, e.g. if coher 
ency probes are not filtered. In Such embodiments, the pro 
cessors may simply store the addresses of the region in reg 
isters and compare the addresses to the probes. 
0083. If the gAPIC state update occurs to a gAPIC state 
entry for a VCPU that is running on the processors 30A-30B, 
the corresponding processor may detect the update to the 
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watch region (arrow G2). The guest interrupt control unit 
34A-34B in the corresponding processor may read the 
updated IRR, and may prioritize the pending interrupts and 
take the new interrupt if it is higher priority. 
I0084. In another embodiment, the watch regions may not 
be used and the device interrupt manager 38 may instead 
transmit a guest interrupt control message to the APICs 32A 
32B (or directly to the processors 30A-30B)(arrow G1). The 
guest interrupt control message may be distinguishable from 
host interrupt messages and IPIs, and thus may be forwarded 
to the guest interrupt control units 34A-34B to inform them 
that the guest interrupt has been requested. For example, the 
guest interrupt control message may use a previously unde 
fined interrupt message coding, distinguishing it from host 
interrupt messages and IPIs, which use existing interrupt 
message codings. Other embodiments may implement both 
the watch regions and the guest interrupt control message. 
I0085. In one embodiment, the guest interrupt control mes 
sage may be delivered to the guest interrupt control units 
34A-34B through a model specific register (MSR) interface. 
The MSR may be accessible to the guest interrupt control 
units 34A-34B (e.g. accessible to microcode, if guest inter 
rupt control units 34A-34B are implemented partially or fully 
in microcode). The MSR may also be accessible to privileged 
code executing on the processors 30A-30B. However, the 
MSR may be protected from non-privileged access including 
guest access. The APICs 32A-32B may use a similar interface 
to that used for IPIs to deliver the interrupt to the MSR, except 
that the MSR is written instead of delivering the IPI to inter 
rupt software. The update of the MSR may cause the guest 
interrupt control units 34A-34B to activate guest interrupt 
delivery. For example, in embodiments that implement the 
guest interrupt control units 34A-34B in microcode, the 
update of the MSR may cause execution of a microcode 
routine that processes the interrupt for delivery to the guest. 
While an MSR interface may used in one embodiment, other 
embodiments may use any mechanism that permits the guest 
interrupt control message to be delivered to the guestinterrupt 
control units 34A-34B. Such mechanisms may be referred to 
as “doorbell' mechanisms. 

I0086. In addition to device interrupts, guest VCPUs 
executing on the processors may issue IPIs to other VCPUs in 
the same virtual machine. In the present embodiment, an IPI 
is issued when the software executing on the VCPU updates 
the interrupt command register (ICR). The interrupt com 
mand register may include high and low (ICRH and ICRL) 
portions, and an IPI may be initiated in response to a write to 
the ICRL register. This mechanism may be compatible with 
both the X1 APIC encodings and the x2APIC encodings. The 
guest interrupt control unit 34A-34B of the processor execut 
ing the source VCPU of the IPI may detect the write to the 
ICRL register, and may use the destination ID of the IPI to 
identify agAPIC state pointer in the APIC ID tables 60 (arrow 
a). The destination ID of the IPI may be either logical or 
physical, and the guest interrupt control unit 34A-34B may 
use the logical and/or physical APIC ID tables 60 as appro 
priate for the destination ID. Using the gAPIC state pointer, 
the guest interrupt control unit 34A-34B may update the 
gAPIC state entry of the targeted VCPU in the gAPIC state 
data structure 58 (arrow b). The guest interrupt control unit 
34A-34B may also be configured to communicate a guest 
interrupt control message to the guest interrupt control unit 
34A-34B of the processor 30A-30B that is executing the 
targeted VCPU (arrow c). More particularly, the guest inter 
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rupt control message to deliver the IPI may be routed through 
the APICs 32A-32B, in an embodiment. Alternatively, 
embodiments which implement the watch region may use 
watch region detection to detect the updates. Other embodi 
ments may implement other mechanisms to initiate an IPI. 
The guest interrupt control units 34A-34B may detect the 
mechanism, and may update the gAPIC state for the targeted 
vCPU accordingly. Additionally, if the APIC ID tables 60 
indicate that the target VCPU is not running, the guest inter 
rupt control unit from the source processor may cause a 
VMExit to permit the VMM 18 to schedule the targeted 
VCPU. 

0087. In one embodiment, to transmit the guest interrupt 
control message for an interrupt to the correct processor 30A 
30B, the IR bit in the APIC ID tables 60 may be a field 
identifying which processor is executing the corresponding 
VCPU (or there may be a bit indicating whether or not the 
VCPU is running and a field identifying the processor). The 
field may be used to identify the target for the guest interrupt 
control message. 
0088 Turning now to FIG. 4, a block diagram of one 
embodiment of the VMCB 22 is shown. In the illustrated 
embodiment the VMCB 22 includes a gAPIC state pointer 
field 70, a physical APIC ID table pointer field 72, a logical 
APIC ID table pointerfield 74, and other virtual machine data 
76. The gAPIC state pointer 70 may locate the gAPIC state 
entry corresponding to the guest/vocPU in memory 56. The 
gAPIC state pointer 70 may be loaded into a processor 30A 
30B as part of the VMRUN instruction, and may be used by 
the guest interrupt control unit 34A-34B to location the 
gAPIC state for the vCPU. The physical APICID pointerfield 
72 and the logical APICID table pointerfield 74 may store the 
physical APIC ID table pointer and the logical APIC ID table 
pointer for the guest, respectively. The otherVM data 76 may 
include various other processor state that is loaded/stored on 
VMRUN and VMExit. 
0089 Turning now to FIG. 5, a block diagram of one 
embodiment of the gAPIC state entry 90 is shown. The illus 
tration in FIG. 5 may be the logical view of the state. The 
actual arrangement of the state in memory may vary. In one 
embodiment, the arrangement of state may be in the order that 
the state is addressed in the APIC. That is, each register may 
have an offset from the base address of the APIC, and the 
corresponding copies of state in the gAPIC state entry 90 for 
each register may be at the same offset from the base address 
of the gAPIC state entry 90. 
0090. The gAPIC state entry 90 may include a complete 
copy of the APIC state. Not all state is illustrated in FIG. 5 
However, the IRR, in-service register (ISR), the trigger mode 
register (TMR) and ICRH and ICRL registers, the task prior 
ity register (TPR) and the end of interrupt (EOI) registers are 
shown, along with other APIC state. The other APIC state 
may be interleaved within the illustrated State (e.g. according 
to the offsets for each register in the APIC address map). 
Furthermore, the order of the state as shown in FIG.5 may not 
be order of the state as stored in memory. 
0091. The IRR register records the interrupt requests that 
have been transmitted to the gAPIC. The position of the 
interrupt request in the IRR corresponds to the interrupt vec 
tor. The IRR may track the “fixed interrupts. Other interrupt 
types may include non-maskable interrupt (NMI), system 
management interrupt (SMI), legacy external interrupt (ex 
tINT), etc. These interrupts may be handled as part of the 
other APIC state. In one embodiment, the interrupt message 
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may also include a trigger mode for each interrupt (level or 
edge). The TMR may store an indication of which trigger 
mode applies to the interrupt. For example, edge triggered 
interrupts may be represented by a binary 0 in the TMR and 
level triggered may be represented by a binary 1. In other 
embodiments, only edge triggered interrupts may be Sup 
ported in the gAPIC, and the TMR may be eliminated. 
0092. For fixed interrupts, the guest interrupt control unit 
34A may be configured to prioritize the interrupt requests and 
in-service interrupts to determine if an interrupt request 
should be delivered to the processor. Generally, if the highest 
priority interrupt request is higher priority than the highest 
priority in-service interrupt (where an interrupt is in-service if 
the processor has interrupted its software execution to 
execute the interrupt handler corresponding to the interrupt), 
the guest interrupt control unit 34A may be configured to 
deliver the requested interrupt. Additionally, the TPR may be 
programmed by Software to establish the minimum priority 
level of interrupt that is being accepted by the VCPU. The 
guest interrupt control unit 34A may be configured to deliver 
the highest priority interrupt request if it is higher priority 
than the highest priority in-service interrupt and if it is higher 
priority than the priority indicated in the TPR. 
(0093. When the vCPU takes the interrupt, the processor 
may respond with an interrupt acknowledge command to the 
gAPIC. The guest interrupt control unit 34A may be config 
ured to remove the highest priority interrupt request from the 
IRR 70 and log the interrupt as in-service in the ISR. The 
position of the in-service indication corresponding to the 
interrupt in the ISR may correspond to the interrupt vector of 
the interrupt. The processor 30A may execute the interrupt 
service routine (or routines) to service the interrupt. The 
interrupt service routine may end with an end of interrupt 
(EOI) command to the gAPIC to signal that the interrupt 
service is completed. The guest interrupt control unit 34A 
may be configured to remove the highest priority in-service 
interrupt from the ISR in response to the EOI command. 
When performing an EOI command, microcode may clear 
ISR bit iiN (where N is the highest priority in-service inter 
rupt). If bit iiN of the TMR is set, then microcode may 
VMExit to permit the VMM 18 to emulate level sensitive 
interrupt behavior. In other embodiments, updating the ISR 
may be managed by VMM 18. 
0094. As mentioned above, each of the IRR, the ISR, and 
the TMR include a location corresponding to each interrupt 
vector supported by the gAPIC. In the illustrated embodi 
ment, vectors 0 through 255 are supported. The interrupt 
vector number may also be indicative of its relative priority 
with other interrupts (e.g. higher vector numbers are higher 
priority than lower vector numbers, or vice versa in other 
embodiments). For each interrupt vector, the IRR stores an 
interrupt request bit indicating whether or not an interrupt is 
requested at that interrupt vector. For example, the indication 
may be a bit indicative of a request when set and indicative of 
no request when clear. Similarly, for each interrupt vector, the 
ISR stores an in-service bit indicative of whether or not an 
interrupt is in service for that interrupt vector (e.g. indicative 
of an in-service interrupt when set and no in-service interrupt 
when clear). For each interrupt vector, the TMR stores the 
trigger mode. For each of the IRR, the ISR, and the TMR, the 
bit location in the register is equal to the interrupt vector 
number that corresponds to the interrupt. It is noted that, 
while 256 interrupt vectors are supported in the illustrated 
embodiment, more or fewer interrupt vectors and/or more or 
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fewer priority level groups may be supported in other embodi 
ments. The other APIC state may include internally-gener 
ated interrupts, timers, the local vector table, etc. 
0095. In one embodiment, the bits of the IRR, ISR, and/or 
TMR in the gAPIC state entry 90 may not be arranged as 8bits 
per byte. To facilitate easy addressing to a particular IRR, 
ISR, or TMR bit, the bits may be stored in a more dispersed 
fashion (e.g. two bits per byte, one bit per byte, etc.). 
0096 Turning next to FIG. 6, a block diagram of one 
embodiment of the device table 62, the interrupt remapping 
table 64, and the APIC ID tables 60A-60B and locating a 
gAPIC state entry 90 using the tables is shown. 
0097. For a device interrupt, the Bus/Device/Function 
(BDF) of peripheral device that sources the interrupt may be 
used as an index into the device table 62. The base address of 
the device table 62 may be stored in the IOMMU40, and there 
may be one device table 62 per computer system 5 (or one 
device table 52 per IOMMU 40, if multiple IOMMUs are 
included in the system). The device table entry selected in 
response to the BDF includes the interrupt remapping table 
pointer (IRTP), which is the base address of the interrupt 
remapping table 64. There may be one interrupt remapping 
table 64 per guest in the system 5, in one embodiment. Addi 
tionally, the device table entry may include an APIC ID table 
pointer (AIDTP), which may be the base address of the physi 
cal APIC ID table 60A. In other embodiments, logical APIC 
IDs may be supported for device interrupts, and there may be 
two AIDTP fields in the device table 62 (one for the logical 
APIC ID table 60B, and the other for the physical APIC ID 
table 60A). There may be one logical APIC ID table 60B and 
one physical APIC ID table 60A per guest in the computer 
system 5, in one embodiment. 
0098. The index into the interrupt redirect table 64 is the 
interrupt identifier for the interrupt. The interrupt identifier 
may include the interrupt vector, and may also include the 
delivery mode (Delmode), either physical or logical. The 
selected entry may include a new vector and destination ID 
(DestID). Additionally, the selected entry may include the 
guest/host (G/H) field mentioned above. 
0099. The destination ID may be an index into the physical 
APIC ID table 60A, and the selected entry may include the 
gAPIC state pointer to the gAPIC state entry90. Additionally, 
the selected entry may include the IR indication for the VCPU. 
0100 For IPIs, the targeted vCPU may be identified by 
logical APIC ID or physical APICID. For physical APIC IDs, 
the ID may be used as an index into the physical APIC ID 
table 60A (the address of which is loaded from the VMCB 
into the guest interrupt control unit 34A-34B). The gAPIC 
state pointer and IR field may thus be accessed for physical 
IPIS. 

0101. If the IPI has a logical APICID, the logical APICID 
may be used as an index into the logical APIC ID table 60B. 
The most significant portion of the logical APIC ID may 
identify the cluster. Accordingly, the table is sub-divided into 
clusters, each of which may include one or more entries for 
each logical member of the cluster. The number of members 
in the cluster may vary depending on the mode (e.g. X1 APIC 
flat mode may include up to eight members per cluster, the X1 
APIC clustered mode may include up to four members per 
cluster; and the x2APIC mode may include up to sixteen 
cluster members. The logical APICID table 60B may be sized 
to handle any mode, so each cluster Subdivision in this 
embodiment may include 16 members. 
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0102. As illustrated in FIG. 6, each entry in the logical 
APIC ID table 60B may map the corresponding cluster mem 
ber to the physical APIC ID of that cluster member. The 
physical APIC ID output from the logical APIC ID table 60B 
may be used as an index into the physical APIC ID table 60A, 
which may supply the gAPIC state pointer and the IR field for 
the VCPU. 
0103 Turning next to FIG. 7, a flowchart is shown illus 
trating operation of one embodiment of the device interrupt 
manager 38 in response to receiving an interrupt message 
from a peripheral device. While the blocks are shown in a 
particular order for ease of understanding, other orders may 
be used. Blocks may be performed in parallel in combinato 
rial logic in the device interrupt manager 38. Blocks, combi 
nations of blocks, and/or the flowchart may be pipelined over 
multiple clock cycles. Generally, the device interrupt man 
ager 38 may be configured to implement the operation illus 
trated in FIG. 7. 
0104. The device interrupt manager 38 may access the 
device table 62 and the interrupt remapping table 64 in 
response to the BDF and interrupt information received from 
the peripheral device. The device interrupt manager 38 may 
receive the G/Hindication from the interrupt remapping table 
64, and if the interrupt is for the host (decision block 100, 
“yes” leg), the device interrupt manager 38 may transmit the 
interrupt message with the (possibly remapped) destination 
ID and vector to the APICs 32A-32B (block 108). 
0105. If the device interrupt is for the guest according the 
G/H indication (decision block 100, “no' leg), the device 
interrupt manager 38 may record the interrupt in the gAPIC 
state entry for the guest/vocPU. In some embodiments that 
support logical APIC IDs for the device interrupts, the device 
interrupt manager 38 may convert the logical APIC ID to a 
physical APIC ID through the logical APIC ID table 60B 
(block 102). 
0106 The device interrupt manager 38 may be configured 
to determine the gAPIC state entry pointer from the physical 
APIC ID table 60A, using the AIDTP from the device table 62 
and the physical APIC ID for the device interrupt (block 110). 
The device interrupt manager 38 may be configured to set the 
bit corresponding to the interrupt vector in the IRR repre 
sented in the gAPIC state entry 90 (block 112). Additionally, 
the device interrupt manager 38 may use the IR indication 
from the physical APIC ID table 60A to determine if vCPU 
targeted by the interrupt is running (decision block 104). If the 
VCPU is not running (decision block 104, “no leg), the 
device interrupt manager 38 may recordalog message for the 
VMM 18, e.g. in an event queue (block 106). The VMM 18 
may subsequently process the log message to schedule the 
VCPU. Other embodiments may communicate the receipt of 
an interrupt for a non-running VCPU in other fashions. If the 
VCPU is running (decision block 104, “yes” leg), the guest 
interrupt control unit 34A-34B in the processor 30A-30B that 
is running the VCPU may detect the update of the IRR bit 
(block 112) using the watch region mechanism. In another 
embodiment, the device interrupt manager 38 may transmit a 
guest interrupt control message to the processor 30A-30B to 
indicate the receipt of the guest interrupt (block 116). 
0107 Physical interrupts may be broadcast or single des 
tination. If the physical interrupt is broadcast (decision block 
114, 'yes' leg), the device interrupt manager 38 may be 
configured to repeat blocks 110, 112, 104, 106, and 116 for 
each destination in the guest's virtual machine (e.g. each 
VCPU). Alternatively, physical interrupts that are broadcast 
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may be handled by the device interrupt manager 38 by log 
ging the interrupt in a data structure accessible to the VMM18 
(e.g. an event queue). The device interrupt manager 38 may 
also be configured to signal the VMM18 (e.g. causing an exit 
from a virtual machine on one of the processors 30A-30B) to 
inform the VMM 18 of the event. Alternatively, the device 
interrupt manager 38 may only signal the VMM 18 periodi 
cally (e.g. once every N milliseconds and/or at a high water 
mark in the event queue) and the VMM 18 may check the 
event queue periodically as well to service any events more 
rapidly than the signalling might Support. In one embodi 
ment, the event queue may be managed by the IOMMU 40 
instead of the device interrupt manager 38. Similar mecha 
nisms may be implemented for multicast logical interrupts, 
repeating blocks 102, 110, 112, 104, 106, and 116 for each 
destination in the vector portion of the logical APIC ID of the 
interrupt. 
0108 FIGS. 8-11 are flowcharts illustrating operation of 
one embodiment of the processors 30A-30B (and more par 
ticularly the guest interrupt control units 34A-34B) in 
response to various instructions and/or other events in the 
computer system 5. The guest interrupt control units 34A 
34B may be configured to implement the operation illustrated 
in each flowchart. As mentioned previously, some or all of the 
guestinterrupt control units 34A-34B may be implemented in 
microcode. In Such embodiments, the guest interrupt control 
units 34A-34B may be configured to implement the operation 
by dispatching the microcode for execution in the processor. 
While the blocks are shown in the flowchart in a particular 
order for ease of understanding, other orders may be used. 
Blocks may be performed in parallel in combinatorial logic in 
the guest interrupt control units 34A-34B. Blocks, combina 
tions of blocks, and/or the flowchart as a whole may pipelined 
over multiple clock cycles. 
0109 FIG. 8 illustrates operation of a guest interrupt con 

trol unit 34A-34B in a processor 30A-30B in response to the 
processor executing a VMRUN instruction, for one embodi 
ment. The guest interrupt control unit may enable trap/fault 
operation for APIC accesses in the processor (block 120). The 
processor hardware may be configured to convert the APIC 
accesses into memory accesses to the gAPIC state entry 90 for 
the VCPU in this embodiment, or the APIC accesses may be 
implemented in microcode. Many of the gAPIC accesses may 
be trapped on retire to permit the VMM to emulate any side 
effects, if needed. However, some operations may perform 
unrecoverable changes to the gAPIC state, and Such accesses 
may be faulted and performed in the VMM. In one embodi 
ment, the guest interrupt state may be reevaluated (e.g. to 
detect delivery of an interrupt during a time that the VCPU 
was not running). The operation of FIG. 10 may be imple 
mented as part of the VMRUN instruction, for example. 
0110. If watch region operation is implemented, the guest 
interrupt control unit may enable the watch region over the 
IRR bits in the gAPIC state entry 90 (block 122). For 
example, guest interrupt control unit may use the gAPIC state 
entry pointer from the VMCB 22 to read one or more cache 
blocks in the gAPIC state entry 90 that cover the IRR bits into 
the cache, and may begin monitoring of updates to the cache 
blocks. Other embodiments may implement the guest inter 
rupt control message to signal that guest interrupts have been 
received for the VCPU, and the watch region may not be 
implemented. 
0111. The processor may perform various other process 
ing that is performed in response to the VMRUN instruction 
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(block 124). For example, various processor state that is 
loaded from the VMCB 22 may be loaded, processor state 
may be saved to the VMM state save area, etc. The operation 
of block 124 may occur before, after, and/or interleaved with 
the blocks 120 and 122, in some embodiments. 
0112 FIG. 9 illustrates operation in response to a VMExit 
from a guest, for one embodiment. The guest interrupt control 
unit may disable the trap/fault behavior for APIC accesses 
(block 126). Additionally, if watch region operation is used to 
detect interrupts being received for the VCPU, the watch 
region may be disabled (block 128), and the processor may 
continue with other VMExit processing (e.g. saving State to 
the VMCB 22, restoring VMM18 state, etc.) (block 130). The 
operation of block 130 may occur before, after, and/or inter 
leaved with the blocks 126 and 128, in some embodiments. 
0113 Turning now to FIG. 10, a flowchart is shown illus 
trating operation of one embodiment of the guest interrupt 
control unit in response to the processor detecting a guest 
interrupt for the VCPU executing on the processor. The guest 
interrupt may be detected in various fashions: detecting an 
update in the watch region; receiving a guest interrupt control 
message; etc. 
0114. The guest interrupt control unit may read the IRR 
and ISR data contents from the gAPIC state entry 90 for the 
vCPU (block 132). If the guest TPR is not implemented in the 
processor, the TPR may be read as well. The guest interrupt 
control unit may compare the highest priority interrupt 
recorded in the IRR that is not in-service to the currently 
delivered interrupt in the VCPU and to the current TPR (block 
134). If the highest priority interrupt is higher priority than the 
TPR and the highest priority in-service interrupt (decision 
block 136, 'yes' leg), the guest interrupt control unit may 
deliver the new higher priority interrupt to the VCPU (block 
138). The mechanism for injecting the interrupt into the guest 
may vary in various embodiments. As mentioned previously, 
the processor may include hardware for queuing a guest inter 
rupt to interrupt the guest during execution. The guest inter 
rupt control unit may load the hardware with the information 
for the higher priority interrupt in Such an embodiment. 
0115 For embodiments of the guest interrupt control unit 
that implement the operation of FIG. 10 in microcode, the 
detection of the guestinterrupt may cause a trap to microcode. 
The trap, in this case, may not be directly related to the 
instruction that is trapped on. However, the trap may permit 
the microcode to execute and take the interrupt. The micro 
code may be executed to implement the operation illustrated 
in FIG. 10 in response to the trap. 
0116 FIG. 11 is a flowchart illustrating operation of one 
embodiment of the guest interrupt control unit for instruction 
execution in the VCPU on the processor that includes guest 
interrupt control unit. If the instruction is not an APIC access 
(decision block 140, “no leg), or is an APIC access (decision 
block 140, 'yes' leg) and the processor is not executing a 
guest (i.e. the processor is executing the host—decision block 
142, 'no' leg), the guest interrupt control unit may take no 
action and the instruction may be executed normally (block 
144). In this context, executing normally may refer to execut 
ing without interference from the guest interrupt control unit. 
The instruction may still be intercepted via the intercept con 
figuration in the guest, may experience exceptions, etc. 
0117 If the instruction is an APIC access (decision block 
140, 'yes' leg) and is in guest execution (decision block 142, 
'yes' leg), the guest interrupt control unit may determine if 
the access is an accelerated access (decision block 146). An 
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accelerated access may be an access that is implemented by 
the guest interrupt control unit, including any side effects that 
may be caused by the access. In one embodiment, the 
accesses may be implemented in microcode, including any 
side effects. If the access is not an accelerated access, the 
guest interrupt control unit may perform the access to the 
gAPIC state entry if the instruction is trapped (not faulted) 
(block 148). As mentioned previously, most instructions may 
be trapped. Instructions that are faulted may be instructions 
which cause unrecoverable state change if permitted to retire. 
For example, writes to the IRR, ISR, and optionally the TMR 
may befaulted because interrupt state could be overwritten by 
these instructions. Additionally, in an embodiment, accesses 
to the current count register may be faulted for emulation, 
since the current count register is a free running counter 
operating according to a clock Supplied to the integrated 
circuit 66. The overhead of virtualization may be detectable in 
the counter if it is not emulated. Other accesses may be 
trapped. Other embodiments may make different delineations 
of trapped and faulted instructions. 
0118. If the VMM 18 emulates one or more side effects of 
the operation (decision block 150, 'yes' leg), the guest inter 
rupt control unit may VMExit to the VMM 18 (block 152). 
Some accesses may have no side effects (e.g. most read opera 
tions). Write operations and some read operations may have 
side effects (e.g. operation of the APIC that is expected in 
response to the write), and these side effects may be emulated 
in the VMM 18. In this context, a side effect may be any 
operation other than updating the state (for a write) or the 
target register (for a read). If there are no side effects emulated 
by the VMM 18 (decision block 150, “no leg), operation for 
the instruction may be complete. 
0119. If the access is accelerated (decision block 146, 
'yes' leg), the guest interrupt control unit may read or write 
the location in the gAPIC state entry that corresponds to the 
register that is accessed by the instruction (block 154). The set 
of accesses that are accelerated may vary from embodiment to 
embodiment. Generally, accesses that may occur frequently 
and/or may otherwise be performance critical may be candi 
dates for acceleration. In one embodiment, accesses to the 
ICRL (which may cause an IPI), the TPR, and the EOI register 
may be accelerated. If the access is to the TPR or EOI, or the 
access is to the ICRL but does not cause an IPI (decision block 
156, 'no' leg), the guest interrupt control unit may implement 
any other side effects (if any) and the instruction may be 
completed (block 158). If the instruction causes an IPI (deci 
sion block 156, 'yes' leg), the guest interrupt control unit 
may use the APIC ID tables 60 to translate the destination ID 
of the IPI to a gAPIC state pointer for the targeted vCPU 
(block 160). The base addresses of the logical APIC ID table 
60B and the physical APIC ID table 60A may be available 
from the VMCB 22, and may have been loaded into the 
processor when the VCPU executing on the processor was 
invoked. The guest interrupt control unit may write the IRR in 
the gAPIC state to record the IPI (block 162). If guest inter 
rupt control messages are used to communicate that an inter 
rupt has been recorded and the targeted VCPU is running, the 
guest interrupt control unit may transmit the guest interrupt 
control message to the targeted processor (block 164). If the 
targeted VCPU is not running (decision block 166, 'no' leg), 
the processor may VMExit to permit the VMM18 to schedule 
the targeted vCPU (block 168). 
0120 Similar to the discussion above for broadcast physi 
cal interrupts with regard to FIG. 7, if the IPI is broadcast 
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(physical) or has multiple targets (logical), the guest interrupt 
control unit may either Support the multiple targets by updat 
ing multiple gAPIC state entries or may exit to the VMM18 
for multiple-target IPIs. 
I0121 FIG. 16 is a block diagram illustrating one embodi 
ment of an MSR interface that may be used to deliver a guest 
interrupt control message (and guest IPIs) to the guest inter 
rupt control unit 38A in the processor 30A. Illustrated in FIG. 
16 are the guest interrupt control unit 38A and an MSR unit 
212 (both of which may be part of the processor 30A), privi 
leged code 210, and the APIC 32A. The guest interrupt con 
trol unit 38A is coupled to the MSR unit 212, which includes 
an MSR 214. The MSR 214 may store a guest interrupt valid 
(GIV) bit. Other interrupt-related data may be stored in the 
MSR 214 as well. The MSR unit 212 is coupled to the APIC 
32A 
I0122) Accordingly, the APIC 32A may receive a guest 
interrupt control message and may be configured to transmit 
an update for the MSR 214. The update may set the GIV bit. 
Responsive to the set GIV bit, the guest interrupt control unit 
38A may process the received guest interrupt (e.g. as shown 
in FIG. 10). The setting of the GIV bit may cause circuitry in 
the guest interrupt control unit 38A to initiate processing of 
the guest interrupt. Alternatively, the setting of the GIV bit 
may cause the issuance of microcode from the guest interrupt 
control unit 38A to initiate processing of the guest interrupt. 
I0123. As mentioned previously, privileged code 210 may 
access the MSR unit 212 (including the MSR 214). The 
privileged code 210 may include the VMM18 as well as other 
privileged code that may execute on the processor 30A (e.g. 
host OS code, etc.). However, non-privileged code and guest 
code may not access the MSR 214. 
0.124 FIGS. 12-14 are flowcharts illustrating high level 
operation of one embodiment of the VMM18 to support guest 
interrupt virtualization using the hardware described previ 
ously. Many other operations implemented by the VMM 18 
are not illustrated in these flowcharts, and portions of those 
various other operations may be interleaved with the illus 
trated operations and/or may be performed before and/or after 
the illustrated operations. While the blocks are shown in the 
flowchartina particular order for ease of understanding, other 
orders may be used. The VMM 18 may include instructions 
which, when executed, implement the operation illustrated in 
the flowcharts. 
0.125 FIG. 12 is a flowchart illustrating one embodiment 
ofoperation of the VMM18 during initialization of a guest for 
execution on the computer system 5. That is, the initialization 
may include creating the data structures that describe the 
virtual machine for the guest, prior to executing the guest on 
the computer system 5. The VMM 18 may establish the 
gAPIC state for each vCPU in the guest (block 170). Estab 
lishing the gAPIC state may, e.g., include allocating a page 
for the state and inserting initial values for the state. The 
initial values may correspond, e.g., to a reset state of an APIC. 
I0126. The VMM 18 may establish the APIC ID tables 60 
for the guest, mapping the gAPIC state entry pointers to the 
allocated pages for the guest based on the APIC ID of each 
vCPU (block 172). The VMM 18 may also initialize the IR 
indications to indicate not running. For any peripheral devices 
that may be assigned to the guest, the VMM18 may program 
the device table 62 with pointers to the interrupt remapping 
table 64 and the physical APIC ID table 60B. The VMM 18 
may program the interrupt remapping table 64 for the guest 
and setting the G/H bits to indicate guest (block 174). 
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0127 FIG. 13 is a flowchart illustrating one embodiment 
of operation of the VMM18 to support the guest for interrupt 
virtualization after the initialization is completed. If the 
VMM 18 schedules the guest for execution or deschedules a 
vCPU of the guest (decision block 176, “yes” leg), the VMM 
18 may update the IR field in the entry of the physical APIC 
ID table 60A that corresponds to that VCPU to indicate run 
ning (guest scheduled) or not running (guest descheduled) 
(block 178). If a VMExit is detected for an APIC access 
(decision block 180, 'yes' leg), the VMM18 may emulate the 
APIC access based on the gAPIC state (block 182). If the 
VMM 18 detects a log entry from the IOMMU 40 indicating 
that an interrupt has been received that targets a VCPU that is 
not running (decision block 184, 'yes' leg), the VMM18 may 
prioritize the targeted VCPU for scheduling to handle the 
interrupt (block 186). 
0128 FIG. 14 is a flowchart illustrating operation of one 
embodiment of the VMM 18 to delete a guest from the sys 
tem. The VMM 18 may update the device table 62 and inter 
rupt remapping tables 64 to remove the guest allocation of 
any peripheral devices (block 188). The VMM 18 may also 
delete the guest's gAPIC state entries 90 and APIC ID tables 
60 (block 190). 
0129. Turning next to FIG. 15, a block diagram of a com 
puter readable storage medium 200 is shown. Generally 
speaking, a computer readable storage medium may include 
any storage media accessible by a computer during use to 
provide instructions and/or data to the computer. For 
example, a computer readable storage medium may include 
storage media Such as magnetic or optical media, e.g., disk 
(fixed or removable), tape, CD-ROM, or DVD-ROM, CD-R, 
CD-RW, DVD-R, DVD-RW, HDDVD, and/or Blu-Ray discs. 
Storage media may further include volatile or non-volatile 
memory media Such as RAM (e.g. Synchronous dynamic 
RAM (SDRAM), Rambus DRAM (RDRAM), static RAM 
(SRAM), etc.), ROM, Flash memory, non-volatile memory 
(e.g. Flash memory) accessible via a peripheral interface Such 
as the Universal Serial Bus (USB) interface or any other 
interface, etc. Storage media may include microelectrome 
chanical systems (MEMS), as well as storage media acces 
sible via a communication medium Such as a network and/or 
a wireless link. The computer readable storage medium 200 
in FIG. 15 may store the VMM 18, which may implement all 
or a portion of the operation illustrated in the flowcharts of 
FIGS. 12-14 and/or any other functionality assigned to the 
VMM 18 in this description. The computer readable storage 
medium 200 may store microcode 202 or other instructions 
and/or data (e.g., Verilog or some other hardware description 
language), which may implement allora portion of the opera 
tion illustrated in the flowcharts of FIGS. 8-13 for portions of 
the guest interrupt control unit 34A that are implemented in 
microcode and/or any other functionality assigned to the 
microcode in this description. Generally, the computer read 
able storage medium 200 may store any set of instructions 
which, when executed, implement a portion or all of the 
flowchart shown in FIGS. 8-13. In some embodiments, a 
portion or all of the operation described herein for the pro 
cessor 30A (and more particularly the guest interrupt control 
unit 34A) may be implemented in hardware and similarly the 
IOMMU 40 (and more particularly the device interrupt man 
ager 38) may be implemented in hardware. The computer 
readable storage medium 200 may store any desired repre 
sentation of Such hardware. For example, the representation 
may be a behavioral-level description or register-transfer 

Aug. 11, 2011 

level (RTL) description of the hardware functionality in a 
high level design language (HDL) such as Verilog or VHDL. 
The description may be read by a synthesis tool which may 
synthesize the description to produce a netlist comprising a 
list of gates from a synthesis library. The netlist comprises a 
set of gates which also represent the functionality of the 
hardware comprising the system 10. The netlist may then be 
placed and routed to produce a data set describing geometric 
shapes to be applied to masks. The masks may then be used in 
various semiconductor fabrication steps to produce a semi 
conductor circuit or circuits corresponding to the system 10. 
Alternatively, the representation on the computer accessible 
storage medium 300 may be the netlist (with or without the 
synthesis library) or the data set, as desired. Instructions may 
be used to configure a circuit fabrication facility through, for 
example, the generation of mask works that, when so config 
ured, the fabrication facility is adapted to produce integrated 
circuits which implement a portion or all of the operation 
described in the flowcharts of FIGS. 8-13 and/or a portion or 
all of the operation described herein for the processor 30A, 
the guest interrupt control unit 34A, the IOMMU 40, and/or 
the device interrupt manger 38. A carrier medium may 
include computer accessible storage media as well as trans 
mission media Such as wired or wireless transmission. 

0.130 Numerous variations and modifications will 
become apparent to those skilled in the art once the above 
disclosure is fully appreciated. It is intended that the follow 
ing claims be interpreted to embrace all such variations and 
modifications. 

What is claimed is: 
1. A device interrupt manager configured to receive an 

interrupt from a device that is assigned to a guest, wherein the 
device interrupt manager is configured to transmit an opera 
tion for recordal of the interrupt in a memory location, 
wherein the memory location is associated with a virtual 
processor within the guest, wherein the virtual processor is 
targeted by the interrupt. 

2. The device interrupt manager as recited in claim 1 fur 
ther configured to identify the memory location correspond 
ing to the virtual processor responsive to one or more tables, 
wherein an entry in the one or more tables is selected respon 
sive to an interrupt controller identifier associated with the 
interrupt. 

3. The device interrupt manager as recited in claim 2 
wherein the interrupt controller identifier is a physical inter 
rupt controller identifier. 

4. The device interrupt manager as recited in claim 2 fur 
ther configured to remap an interrupt vector transmitted by 
the device to the interrupt controller identifier used to identify 
the entry in the one or more tables. 

5. The device interrupt manager as recited in claim 2 fur 
ther configured to determine whether or not the virtual pro 
cessor is active on a hardware processor responsive to the an 
indication in the entry, and wherein the device interrupt man 
ager is configured to transmit an interrupt message directed to 
the hardware processor responsive to detecting that the virtual 
processor is active on the hardware processor. 

6. The device interrupt manager as recited in claim 5 fur 
ther configured to transmit a write operation to the system 
memory to record a request to schedule the virtual processor 
responsive to detecting that the virtual processor is not run 
ning on the hardware processor. 
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7. A method comprising: 
a device interrupt manager recording an interrupt in a 
memory location, wherein the memory location is asso 
ciated with a virtual processor associated with a guest to 
which the device is assigned, wherein the virtual proces 
Sor is targeted by the interrupt. 

8. The method as recited in claim 7 further comprising: 
the device interrupt manager selecting an entry in one or 
more tables that are programmed to map interrupt con 
troller identifiers to virtual processors, wherein the 
device interrupt manager selecting the entry is respon 
sive to an interrupt controller identifier associated with 
the interrupt; and 

the device interrupt manager identifying the memory loca 
tion via an address stored in the entry. 

9. The method as recited in claim 8 wherein the interrupt 
controller identifier is a physical interrupt controller identi 
fier. 

10. The method as recited in claim 8 further comprising the 
device interrupt manager remapping an interrupt vector trans 
mitted by the device to the interrupt controller identifier used 
to identify the entry. 

11. The method as recited in claim 8 further comprising: 
the device interrupt manager determining that the virtual 

processor is active on a hardware processor responsive 
to data stored in the entry; and 

the device interrupt manager transmitting an interrupt mes 
Sage directed to the hardware processor responsive to 
detecting that the virtual processor is active on the hard 
ware processor. 

12. The method as recited in claim 8 further comprising: 
the device interrupt manager determining that the virtual 

processor is not active on a hardware processor respon 
sive to data stored in the entry; and 

the device interrupt manager transmitting a write operation 
to the system memory to record a request to schedule the 
virtual processor responsive to detecting that the virtual 
processor is not active on the hardware processor. 

13. A computer readable storage medium comprising a 
data structure which is operated upon by a program execut 
able on a computer system, the program operating on the data 
structure to perform a portion of a process to fabricate an 
integrated circuit including circuitry described by the data 
structure, the circuitry described in the data structure includ 
ing a device interrupt manager configured to receive an inter 
rupt from a device that is assigned to a guest, wherein the 
device interrupt manager is configured to transmit an opera 
tion for recordal of the interrupt in a memory location, 
wherein the memory location is associated with a virtual 
processor within the guest, wherein the virtual processor is 
targeted by the interrupt. 
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14. The computer readable storage medium as recited in 
claim 13 wherein the device interrupt manager is further 
configured to identify the memory location corresponding to 
the virtual processor responsive to one or more tables, 
wherein an entry in the one or more tables is selected respon 
sive to an interrupt controller identifier associated with the 
interrupt. 

15. The computer readable storage medium as recited in 
claim 13 wherein the device interrupt manager is further 
configured to determine whether or not the virtual processor 
is assigned to a hardware processor for execution, and 
wherein the device interrupt manager is configured to trans 
mit an interrupt message directed to the hardware processor 
responsive to detecting that the virtual processor is assigned 
to the hardware processor. 

16. A computer readable storage medium storing a plural 
ity of instructions which, when executed on a computer: 

detect that an interrupt has been recorded in a memory 
location corresponding to a virtual processor in a virtual 
machine, the interrupt sourced by a device that is 
assigned to the virtual machine; and 

schedule the virtual processor for execution on a hardware 
processor in the computer responsive to the interrupt 
having been recorded for the virtual processor, in order 
to service the interrupt. 

17. The computer readable storage medium as recited in 
claim 16 wherein the instructions which, when executed, 
detect that an interrupt has been recorded comprise instruc 
tions which, when executed, read another memory location 
storing a log of events detected in the computer, wherein the 
log of events is updated by a device interrupt manager in the 
computer system, wherein the device interrupt manager is 
configured to receive the interrupt and to determine that the 
interrupt is targeted at the virtual processor. 

18. The computer readable storage medium as recited in 
claim 17 wherein the instructions which, when executed, 
schedule the virtual processor comprise instructions which, 
when executed, update one or more tables which map inter 
rupts to virtual processors to indicate that the virtual proces 
sor is active. 

19. The computer readable storage medium as recited in 
claim 18 further storing instructions which, when executed, 
deschedule the virtual processor and update the one or more 
tables to indicate that the virtual processor is not active. 

20. The computer readable storage medium as recited in 
claim 19 further storing instructions which, when executed, 
manage the data in the one or more tables as devices are 
assigned to guests. 
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