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Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Read_RSS| command succeeded.
0x01-0xFF Read RSSI| command failed. See “Error Codes” on page 319 [Part D] for
list of Error Codes.
Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OXXXXX The Connection Handle for the Connection for which the RSSI has been
read.
Range: 0x0000-0x0EFF (OxOF0O0 - OXOFFF Reserved for future use)
RSSI: Size: 1 Octet
Value Parameter Description
N = 0xXX Size: 1 Octet (signed integer)
Range: -128 <N <127
Units: dB

Event(s) generated (unless masked away):

When the Read_RSSI command has completed, a Command Complete event
will be generated.
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7.5.5 Read AFH Channel Map Command

Command OCF Command Parameters Return Parameters

Read_AFH 0x0006 Connection_Handle Status, Connection_Handle,

_Channel_Map AFH_Mode,
AFH_Channel_Map

Description:

This command will return the values for the AFH_Mode and
AFH_Channel_Map for the specified Connection Handle. The
Connection_Handle must be a Connection_Handle for an ACL connection.

The returned values indicate the state of the hop sequence specified by the
most recent LMP_Set_AFH message for the specified Connection_Handle,
regardless of whether the master has received the baseband ACK or whether
the AFH_Instant has passed.

This command shall be supported by a device that declares support for either
the AFH_capable_slave or AFH_capable_master feature.

Command Parameters:

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OxXX XXX The Connection Handle for the Connection for which the Channel Map is
to be read.
Range: 0x0000-0x0EFF (0xOF00-0xOFFF Reserved for future use)

Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Read_AFH_Channel_Map command succeeded.
0x01-0OxFF Read_AFH_Channel_Map command failed. See “Error Codes” on
page 319 [Part D] for list of Error Codes.

554 4 November 2004 HCI Commands and Events

879



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 555 of 814

Host Controller Interface Functional Specification ea Blu etﬂ othm
Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OXXXXX The Connection Handle for the Connection for which the Channel Map is
to be read.

Range: 0x0000-0x0EFF (OxOF00-0xOFFF Reserved for future use)

AFH_Mode: Size: 1 Octet
Value Parameter Description
0x00 AFH disabled.
0x01 AFH enabled.
0x02-0xFF Reserved for future use.

AFH_Channel_Map: Size: 10 Octets (79 Bits meaningful)
Value Parameter Description

OxXXXXXXXX | If AFH_Mode is AFH enabled then this parameter contains 79 1-bit fields,
1.6.0.0.6.0.6.0.9.¢ otherwise the contents are reserved.

Gl The n'" such field (in the range 0 to 78) contains the value for channel n:

Channel nis unused =0
Channel nis used = 1

Range: 0x00000000000000000000-0x7FFFFFFFFFFFFFFFFFFF
(0x80000000000000000000-0xFFFFFFFFFFFFFFFFFFFF Reserved for
future use)

Event(s) generated (unless masked away):

When the Read_AFH_Channel_Map command has completed, a Command
Complete event will be generated.
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7.5.6 Read Clock Command

Command OCF Command Parameters Return Parameters
HCI_Read_Clock 0x0007 Connection_Handle Status, Connection_Handle,
Which_Clock Clock, Accuracy
Description:

This command will read the estimate of the value of the Bluetooth Clock.

If the Which_Clock value is 0, then the Connection_Handle shall be ignored,
and the local Bluetooth Clock value shall be returned, and the accuracy param-
eter shall be set to 0.

If the Which_Clock value is 1, then the Connection_Handle must be a valid
ACL connection handle. If the current role of this ACL connection is Master,
then the Bluetooth Clock of this device shall be returned. If the current role is
Slave, then an estimate of the Bluetooth Clock of the remote master and the
accuracy of this value shall be returned.

The accuracy reflects the clock drift that might have occurred since the slave
last received a valid transmission from the master.

Note: The Bluetoath Clock has a minimum accuracy of 250ppm, or about 22
seconds drift in one day.

Note: See Baseband Specification, Section 1.1, on page 64 for more informa-
tion about the Bluetooth Clock.

Command Parameters:

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OXXXXX Connection Handle to be used to identify which connection to be used for

reading the masters Bluetooth Clock.
Range: 0x0000-0x0EFF (0x0OF0O0 — OxOFFF Reserved for future use)

Which_Clock: Size 1 Octet)
Value Parameter Description
0xXX 0x00 = Local Clock (Connection Handle does not have to be a valid handle)

0x01 = Piconet Clock (Connection Handle shall be a valid ACL Handle)
0x02 to OxFF = Reserved
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Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Read_BD_CLOCK command succeeded.
0x01 — OxFF Read BD_CLOCK command failed. See “Error Codes” on page 319 [Part

D] for list of Error Codes.

Connection_Handle:

Size: 2 Octets (12 Bits meaningful)

Value Parameter Description
OXXXXX The Connection Handle for the Connection for which the master clock has
been read. If the Which_Clock was 0, then the Connection_Handle shall
be set to 0 and ignored upon receipt
Range: 0x0000-O0x0EFF (0xOF00 — OxOFFF Reserved for future use)
Clock: Size: 4 Octets (28 bits meaningful)
Value Parameter Description
OXXXXXXXXX | Bluetooth Clock of the device requested.
Accuracy: Size: 2 Octets
Value Parameter Description
OxXXXX +/- maximum Bluetooth Clock error. Value of 0OxFFFF means Unknown.

Accuracy = +/- N * 0.3125 msec (1 Bluetooth Clock)
Range for N: 0x0000 - OxFFFE
Time Range for N: 0 - 20479.375 msec

Event(s) generated (unless masked away):

When the Read_Clock command has completed, a Command Complete event
will be generated.
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7.6 TESTING COMMANDS

The Testing commands are used to provide the ability to test various functionalities
of the Bluetooth hardware. These commands provide the ability to arrange various
conditions for testing. For the Testing Commands, the OGF is defined as 0x06.

7.6.1 Read Loopback Mode Command

Command OCF Command Parameters Return Parameters

HCI|_Read Loopback Mode | 0x0001 Status,
Loopback_Mode

Description:

This command will read the value for the setting of the Controller’s Loopback
Mode. The setting of the Loopback Mode will determine the path of information.
In Non-testing Mode operation, the Loopback Mode is set to Non-testing Mode
and the path of the information is as specified by the Bluetooth specifications.
In Local Loopback Mode, every Data Packet (ACL, SCO and eSCO) and Com-
mand Packet that is sent from the Host to the Controller is sent back with no
modifications by the Controller, as shown in Figure 7.1 on page 560.

]JFor details of loopback modes see Section 7.6.2 on page 559.

Command Parameters:

None.

Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Read_Loopback_Mode command succeeded.
0x01-0xFF Read_Loopback_Mode command failed. See “Error Codes” on page 319

[Part D] for list of Error Codes.

Loopback_Mode: Size: 1 Octet
Value Parameter Description
0x00 No Loopback mode enabled. Default.
0x01 Enable Local Loopback.
0x02 Enable Remote Loopback.
0x03-0xFF Reserved for Future Use.

Event(s) generated (unless masked away):

When the Read_Loopback_Mode command has completed, a Command
Complete event will be generated.
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7.6.2 Write Loopback Mode Command

Command OCF Command Parameters | Return Parameters
HCI_Write_Loopback_Mode | 0x0002 | Loopback_Mode Status
Description:

This command will write the value for the setting of the Controller's Loopback
Mode. The setting of the Loopback Mode will determine the path of information.
In Non-testing Mode operation, the Loopback Mode is set to Non-testing Mode
and the path of the information as specified by the Bluetooth specifications. In
Local Loophack Mode, every Data Packet (ACL, SCO and eSCQ) and Com-
mand Packet that is sent from the Host to the Controller is sent back with no
modifications by the Controller, as shown in Figure 7.1 on page 560.

When the Bluetooth Host Controller enters Local Loopback Mode, it shall
respond with one to four connection handles, one for an ACL connection and
zero to three for synchronous connections. The Host should use these connec-
tion handles when sending data in Local Loopback Mode. The number of con-
nection handles returned for synchronous connections (between zero and three)
is implementation specific. When in Local Loopback Mode, the Controller loops
back commands and data to the Host. The Loopback Command event is used to
loop back commands that the Host sends to the Controller.

There are some commands that are not looped back in Local Loopback Mode:
Reset, Set_Controller_To_Host_Flow_Control, Host_Buffer_Size, Host_
Number_Of_Completed_Packets, Read_Buffer_Size, Read_Loopback_Mode
and Write_Loopback_Mode. These commands should be executed in the way
they are normally executed. The commands Reset and Write_Loopback Mode
can be used to exit local loopback mode.

If Write_Loopback_Mode is used to exit Local Loopback Mode, Disconnection
Complete events corresponding to the Connection Complete events that were
sent when entering Local Loopback Mode should be sent to the Host. Further-
more, no connections are allowed in Local Loopback mode. If there is a con-
nection, and there is an attempt to set the device to Local Loopback Mode, the
attempt will be refused. When the device is in Local Loopback Mode, the Con-
troller will refuse incoming connection attempts. This allows the Host Controller
Transport Layer to be tested without any other variables.

If a device is set to Remote Loopback Mode, it will send back all data (ACL,
SCO and eSCO) that comes over the air. It will only allow a maximum of one
ACL connection and three synchronous connections, and these shall all be to
the same remote device. If there are existing connections to a remote device
and there is an attempt to set the local device to Remote Loopback Mode, the
attempt shall be refused.
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See Figure 7.2 on page 560, where the rightmost device is set to Remote
Loopback Mode and the leftmost device is set to Non-testing Mode. This allows
the Bluetooth Air link to be tested without any other variables.

Bluetooth Host #1

HCI Driver

HCI Firmware

Link Manager
Firmware
3 T

! Baseband Controller [
Bluetooth Hardware

[ | software Hardware
Firmware Loopback
I:I Data Path

Figure 7.1: Local Loopback Mode

Bluetooth Host #1 Bluetooth Host #2
HCI Driver HCI Driver
Z%
HCI Firmware HCI Firmware
l Link Manager Link Managerl
Firmware Firmware
1 b § E 3 1
Baseband Controller —I Baseband Controller ‘
Bluetooth Hardware — S | | Bluetooth Hardware
&Y software [~ Hardware
[ ] Firmware [ Loopback
Data Path

Figure 7.2: Remote Loopback Mode
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Command Parameters:

Loopback_Mode: Size: 1 Octet
Value Parameter Description
0x00 No Loopback mode enabled. Default.
0x01 Enable Local Loopback.
0x02 Enable Remote Loopback.
0x03-0xFF Reserved for Future Use.

Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Write_Loopback_Mode command succeeded.
0x01-0xFF Write_Loopback_Mode command failed. See “Error Codes” on page 319
[Part D] for list of Error Codes.

Event(s) generated (unless masked away):

When the Write_Loopback_Mode command has completed, a Command
Complete event will be generated.
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7.6.3 Enable Device Under Test Mode Command

Command

Command OCF Return Parameters
Parameters
HCI_Enable_Device_Under_ 0x0003 Status
Test_ Mode
Description:

The Enable_Device_Under_Test_Mode command will allow the local Bluetooth
module to enter test mode via LMP test commands. For details see “Link Man-
ager Protocol’ on page 211 [Part C]. The Host issues this command when it
wants the local device to be the DUT for the Testing scenarios as described in
the “Test Methodology” on page 231[vol. 4]. When the Controller receives this
command, it will complete the command with a Command Complete event.
The Controller functions as normal until the remote tester issues the LMP test
command to place the local device into Device Under Test mode. To disable
and exit the Device Under Test Mode, the Host can issue the HCI_Reset com-
mand. This command prevents remote Bluetooth devices from causing the
local Bluetooth device to enter test mode without first issuing this command.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Enter_Device_Under_Test_Mode command succeeded.
0x01-0xFF Enter_Device_Under_Test Mode command failed. See “Error Codes” on
page 319 [Part D] for list of Error Codes.

Event(s) generated (unless masked away):

When the Enter_Device_Under_Test_Mode command has completed, a
Command Complete event will be generated.
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7.7 EVENTS

7.7.1 Inquiry Complete Event

Event Event Code | Event Parameters
Inquiry Complete 0x01 Status
Description:

The Inquiry Complete event indicates that the Inquiry is finished. This event
contains a status parameter, which is used to indicate if the Inquiry completed
successfully or if the Inquiry was not completed.

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Inquiry command completed successfully.
0x01-0xFF Inquiry command failed. See “Error Codes” on page 319 [Part D] for list of
Error Codes.
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7.7.2 Inquiry Result Event

Event Event Code | Event Parameters

Inquiry Result 0x02 Num_Responses,

BD_ADDRYi],
Page_Scan_Repetition_Model[i],
Reserved]i],

Reserved[i],

Class_of_Deviceli]
Clock_Offset][i]

Description:

The Inquiry Result event indicates that a Bluetooth device or multiple Bluetooth
devices have responded so far during the current Inquiry process. This event
will be sent from the Controller to the Host as soon as an Inquiry Response
from a remote device is received if the remote device supports only mandatory
paging scheme. The Controller may queue these Inquiry Responses and send
multiple Bluetooth devices information in one Inquiry Result event. The event
can be used to return one or more Inquiry responses in one event.

Event Parameters:

Num_Responses: Size: 1 Octet
Value Parameter Description
OxXX Number of responses from the Inquiry.

BD_ADDRYJiJ: Size: 6 Octets * Num_Responses
Value Parameter Description
OXXXXXXXXXXX | BD_ADDR for each device which responded.
XX
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Page_Scan_Repetition_Modeli]: Size: 1 Octet * Num_Responses
Value Parameter Description
0x00 RO
0x01 R1
0x02 R2
0x03 — OxFF Reserved
Reserved]i]: 1 Size: 1 Octet * Num_Responses
Value Parameter Description
OxXX Reserved.
Reserved]i]: 2 Size: 1 Octet * Num_Responses
Value Parameter Description
OxXX Reserved, must be set to 0x00.
Class_of_Devicefi]: Size: 3 Octets * Num_Responses
Value Parameter Description
OxXXXXXX Class of Device for the device
Clock_Offsetfi]: Size: 2 Octets * Num_Responses
Bit format Parameter Description
Bit 14-0 Bit 16-2 of CLKslave-CLKmaster.
Bit 15 Reserved

1. This was the Page_Scan_Period_Mode parameter in the v1.1 specification. This parameter
has no meaning in v1.2 and no default value.

2. This was the Page_Scan_Mode parameter in the v1.1 specification.
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7.7.3 Connection Complete Event

Event Event Code | Event Parameters

Connection Complete 0x03 Status,
Connection_Handle,

BD_ADDR,
Link_Type,
Encryption_Mode

Description:

The Connection Complete event indicates to both of the Hosts forming the con-
nection that a new connection has been established. This event also indicates
to the Host, which issued the Create Connection, or Accept_Connection_
Request or Reject_Connection_Request command and then received a Com-
mand Status event, if the issued command failed or was successful.

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Connection successfully completed.
0x01-0xFF Connection failed to Complete. See “Error Codes” on page 319 [Part D]
for list of Error Codes.
Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used tc identify a connection between two Blue-

tooth devices. The Connection Handle is used as an identifier for transmit-
ting and receiving voice or data.

Range: 0x0000-0xOEFF (0xOF00 - OxOFFF Reserved for future use)

BD_ADDR: Size: 6 Octets

Value Parameter Description

OXXXXXXXXXXXXX | BD_ADDR of the other connected Device forming the connection.

Link_Type: Size: 1 Octet
Value Parameter Description
0x00 SCO connection.
0x01 ACL connection (Data Channels).
0x02-0xFF Reserved for future use.
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Encryption_Mode: Size: 1 Octet
Value Parameter Description

See Section 6.16 on page 389.

7.7.4 Connection Request Event

Event Event Code | Event Parameters

Connection Request 0x04 BD_ADDR,
Class_of _Device,

Link_Type

Description:

The Connection Request event is used to indicate that a new incoming connec-
tion is trying to be established. The connection may either be accepted or
rejected. If this event is masked away and there is an incoming connection
attempt and the Controller is not set to auto-accept this connection attempt, the
Controller will automatically refuse the connection attempt. When the Host
receives this event and the link type parameter is ACL, it should respond with
either an Accept_Connection_Request or Reject_Connection_Request com-
mand before the timer Conn_Accept_Timeout expires. If the link type is SCO or
eSCO, the Host should reply with the Accept_Synchronous_Connection_
Request or the Reject_Synchronous_Connection_Request Command. If the
link type is SCO, the host may respond with Accept_Connection_Request. If
the Event is responded to with Accept_Connection_Request, then the default
parameter settings of the Accept_Synchronous_Connection_Request (see
Section 7.1.27 on page 442) should be used by the local LM when negotiating
the SCO or eSCO link parameters. In that case, the Connection_Complete
Event and not the Synchronous_Connection_Complete Event, shall be
returned on completion of the connection.

Event Parameters:

BD_ADDR: Size: 6 Octets
Value Parameter Description
OXXXXX XXX XX XXX BD_ADDR of the device that requests the connection.
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Class_of_Device: Size: 3 Octets
Value Parameter Description
OXXXXXXX Class of Device for the device, which requests the connection.
0x000000 Unknown Class of Device
Link_Type: Size: 1 Octet
Value Parameter Description
0x00 SCO Connection requested
0x01 ACL Connection requested
0x02 eSCO Connection requested
0x03-0xFF Reserved for Future Use.
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7.7.5 Disconnection Complete Event

Event Event Code | Event Parameters

Disconnection Complete 0x05 Status,
Connection_Handle, Reason

Description:

The Disconnection Complete event occurs when a connection is terminated.
The status parameter indicates if the disconnection was successful or not. The
reason parameter indicates the reason for the disconnection if the disconnec-
tion was successful. If the disconnection was not successful, the value of the
reason parameter can be ignored by the Host. For example, this can be the
case if the Host has issued the Disconnect command and there was a parame-
ter error, or the command was not presently allowed, or a connection handle
that didn’t correspond to a connection was given.

Note: When a physical link fails, one Disconnection Complete event will be
returned for each logical channel on the physical link with the corresponding
Connection handle as a parameter.

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Disconnection has occurred.
0x01-0xFF Disconnection failed to complete. See “Error Codes” on page 319 [Part D]

for list of Error Codes.

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OxXXXXX Connection Handle which was disconnected.

Range: 0x0000-0xOEFF (0xOF00 - OXOFFF Reserved for future use)

Reason: Size: 1 Octet
Value Parameter Description
0xXX Reason for disconnection. See “Error Codes” on page 319 [Part D] for

error codes and description.
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7.7.6 Authentication Complete Event

Event Event Code | Event Parameters

Authentication Complete 0x06 Status, Connection_Handle

Description:

The Authentication Complete event occurs when authentication has been com-
pleted for the specified connection. The Connection_Handle must be a
Connection_Handle for an ACL connection.

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Authentication Request successfully completed.
0x01-0xFF Authentication Request failed to complete. See “Error Codes” on

page 319 [Part D] for list of Error Codes.

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OXXXXX Connection Handle for which Authentication has been performed.

Range: 0x0000-0xOEFF (0xOF00 - OxOFFF Reserved for future use)
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7.7.7 Remote Name Request Complete Event

Event Event Code | Event Parameters

Remote Name Request Complete 0x07 Status,
BD_ADDR, Remote_Name

Description:

The Remote Name Request Complete event is used to indicate that a remote
name request has been completed. The Remote_Name event parameter is a
UTF-8 encoded string with up to 248 octets in length. The Remote_Name
event parameter will be null-terminated (0x00) if the UTF-8 encoded string is
less than 248 octets. The BD_ADDR event parameter is used to identify which
device the user-friendly name was obtained from.

Note: the Remote_Name Parameter is a string parameter. Endianess does
therefore not apply to the Remote_Name Parameter. The first octet of the
name is received first.

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Remote_Name_Request command succeeded.
0x01-0xFF Remote_Name_Request command failed. See “Error Codes” on
page 319 [Part D] for list of Error Codes.

BD_ADDR: Size: 6 Octets

Value Parameter Description

OXXXXXXXXXXXXX | BD_ADDR for the device whose name was requested.

Remote_Name: Size: 248 Octets
Value Parameter Description
Name[248] A UTF-8 encoded user-friendly descriptive name for the remote device.

If the name contained in the parameter is shorter than 248 octets, the end
of the name is indicated by a NULL octet (0x00), and the following octets
(to fill up 248 octets, which is the length of the parameter) do not have
valid values.
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7.7.8 Encryption Change Event

Event Event Code | Event Parameters

Encryption Change 0x08 Status,
Connection_Handle,
Encryption_Enable

Description:

The Encryption Change event is used to indicate that the change in the encryp-
tion has been completed for the Connection Handle specified by the
Connection_Handle event parameter. The Connection_Handle will be a
Connection_Handle for an ACL connection. The Encryption_Enable event
parameter specifies the new Encryption Enable for the Connection Handle
specified by the Connection_Handle event parameter. This event will occur on
both devices to notify the Hosts when Encryption has changed for the specified
Connection Handle between two devices.

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Encryption Change has occurred.
0x01-0xFF Encryption Change failed. See “Error Codes” on page 319 [Part D] for list

of Error Codes.

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OXXXXX Connection Handle for which the link layer encryption has been enabled/

disabled for all Connection Handles with the same Bluetooth device end-
point as the specified Connection Handle.

Range: 0x0000-0x0EFF (0xOF00 - OXOFFF Reserved for future use)

Encryption_Enable: Size: 1 Octet
Value Parameter Description
0x00 Link Level Encryption is OFF.
0x01 Link Level Encryption is ON.

572 4 November 2004 HCI Commands and Events

897



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 573 of 814

Host Controller Interface Functional Specification ea BIU eto 0th®

7.7.9 Change Connection Link Key Complete Event

Event Event Code Event Parameters
Change Connection Link Key Complete 0x09 Status, Connection_Handle
Description:

The Change Connection Link Key Complete event is used to indicate that the
change in the Link Key for the Connection Handle specified by the
Connection_Handle event parameter has been completed.

The Connection_Handle will be a Connection_Handle for an ACL connection.
The Change Connection Link Key Complete event is sent only to the Host
which issued the Change_Connection_Link_Key command.

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Change_Connection_Link_Key command succeeded.
0x01-0xFF Change_Connection_Link_Key command failed. See “Error Codes” on
page 319 [Part D] for list of Error Codes.

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OXXXXX Connection Handle which the Link Key has been change for all Connec-

tion Handles with the same Bluetooth device end point as the specified
Connection Handle.

Range: 0x0000-0x0EFF (0x0F00 - OxOFFF Reserved for future use)
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7.7.10 Master Link Key Complete Event

Event Event Code | Event Parameters

Master Link Key Complete 0x0A Status,
Connection_Handle, Key_Flag

Description:

The Master Link Key Complete event is used to indicate that the Link Key man-
aged by the master of the piconet has been changed. The Connection_Handle
will be a Connection_Handle for an ACL connection. The link key used for the
connection will be the temporary link key of the master device or the semi-
permanent link key indicated by the Key_Flag. The Key_Flag event parameter
is used to indicate which Link Key (temporary link key of the Master, or the
semi-permanent link keys) is now being used in the piconet.

Note: for a master, the change from a semi-permanent Link Key to temporary
Link Key will affect all Connection Handles related to the piconet. For a slave,
this change affects only this particular connection handle. A temporary link key
must be used when both broadcast and point-to-point traffic shall be encrypted.

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Master_Link_Key command succeeded.
0x01-0xFF Master_Link_Key command failed. See “Error Codes” on page 319 [Part

D] for list of Error Codes.

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OXXXXX Connection Handle for which the Link Key has been changed for all

devices in the same piconet.
Range: 0x0000-0x0EFF (0xOF00 - OXOFFF Reserved for future use)

Key_Flag: Size: 1 Octet
Value Parameter Description
0x00 Using Semi-permanent Link Key.
0x01 Using Temporary Link Key.
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7.7.11 Read Remote Supported Features Complete Event

Event Event Code Event Parameters

Read Remote Supported 0x0B Status,

Features Complete Connection_Handle, LMP_Features
Description:

The Read Remote Supported Features Complete event is used to indicate the
completion of the process of the Link Manager obtaining the supported
features of the remote Bluetooth device specified by the Connection_Handle
event parameter. The Connection_Handle will be a Connection_Handle for an
ACL connection. The event parameters include a list of LMP features. For
details see “Link Manager Protocol” on page 211[vol. 3].

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Read_Remote_Supported_Features command succeeded.
0x01-0xFF Read_Remote_Supported_Features command failed. See “Error Codes”

on page 319 [Part D] for list of Error Codes.

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle which is used for the

Read_Remote_Supported_Features command.
Range: 0x0000-0x0EFF (0x0F0O0 - OxOFFF Reserved for future use)

LMP_Features: Size: 8 Octets

Value Parameter Description

OxXXXXXXXX | Bit Mask List of LMP features. See “Link Manager Protocol” on page 211
XXXXXXXKX [Part C].
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7.7.12 Read Remote Version Information Complete Event

Event Event Code | Event Parameters
Read Remote Version Information 0x0C Status,
Complete Connection_Handle,

LMP_Version,
Manufacturer_Name,
LMP_Subversion

Description:

The Read Remote Version Information Complete event is used to indicate the
completion of the process of the Link Manager obtaining the version informa-
tion of the remote Bluetooth device specified by the Connection_Handle event
parameter. The Connection_Handle will be a Connection_Handle for an ACL
connection. The LMP_Version event parameter defines the specification ver-
sion of the Bluetooth device. The Manufacturer_Name event parameter indi-
cates the manufacturer of the remote Bluetooth device. The LMP_Subversion
event parameter is controlled by the manufacturer and is implementation
dependant. The LMP_Subversion event parameter defines the various revi-
sions that each version of the Bluetooth hardware will go through as design
processes change and errors are fixed. This allows the software to determine
what Bluetooth hardware is being used and, if necessary, to work around vari-
ous bugs in the hardware.

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Read_Remote_Version_Information command succeeded.
0x01-0xFF Read Remote Version_Information command failed. See “Error Codes”

on page 319 [Part D] for list of Error Codes.

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OXXXXX Connection Handle which is used for the

Read_Remote_Version_Information command.
Range: 0x0000-0x0EFF (0xOF00 - OXOFFF Reserved for future use)
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LMP_Version: Size: 1 Octet
Value Parameter Description
OxXX Version of the Current LMP in the remote Bluetooth device. For

LMP_Version information see https://www.bluetooth.org/foundry/assign-
numb/document/assigned_numbers

Manufacturer_Name: Size: 2 Octets
Value Parameter Description
OxXXXX Manufacturer Name of the remote Bluetooth device,

see Table 5.2 on page 303 in the Link Manager Protocol for assigned val-
ues (Compld).

LMP_Subversion: Size: 2 Octets
Value Parameter Description
OxX XXX Subversion of the Current LMP in the remote Bluetooth device, see Table
5.2 on page 303 in the Link Manager Protocol for assigned values (Sub-
VersNr).

7.7.13 QoS Setup Complete Event

Event Event Code | Event Parameters

QoS Setup Complete 0x0D Status,
Connection_Handle,
Flags,
Service_Type,
Token_Rate,

Peak Bandwidth,
Latency,
Delay_Variation

Description:

The QoS Setup Complete event is used to indicate the completion of the
process of the Link Manager setting up QoS with the remote Bluetooth device
specified by the Connection_Handle event parameter. The Connection_Handle
will be a Connection_Handle for an ACL connection. For more detail see
“Logical Link Control and Adaptation Protocol Specification” on page 15[vol. 4].
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Event Parameters:

€3 Bluetooth’

Status: Size: 1 Octet
Value Parameter Description
0x00 QoS_Setup command succeeded.
0x01-0xFF QoS_Setup command failed. See “Error Codes” on page 319 [Part D] for

list of Error Codes.

Connection_Handle:

Size: 2 Octets (12 Bits meaningful)

Value Parameter Description
OXXXXX Connection Handle which is used for the QoS_Setup command.
Range: 0x0000-0xOEFF (0xOF00 - OxOFFF Reserved for future use)
Flags: Size: 1 Octet
Value Parameter Description
0x00 — OxFF Reserved for Future Use.

Service_Type:

Size: 1 Octet

Value Parameter Description
0x00 No Traffic Available.
0x01 Best Effort Available.
0x02 Guaranteed Available.
0x03-0xFF Reserved for Future Use.
Token_Rate: Size: 4 Octets
Value Parameter Description
OXXXXXXXXX | Available Token Rate, in octets per second.

Peak_Bandwidth:

Size: 4 Octets

Value Parameter Description
OXXXXXXXXX | Available Peak Bandwidth, in octets per second.
Latency: Size: 4 Octets
Value Parameter Description
OxXXXXXXXX | Available Latency, in microseconds.

Delay_Variation:

Size: 4 Octets

Value Parameter Description
OXXXXXXXXX | Available Delay Variation, in microseconds.
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7.7.14 Command Complete Event

Event Event Code Event Parameters

Command Complete 0x0E Num_HCI_Command_Packets,

Command_Opcode, Return_Parameters

Description:

The Command Complete event is used by the Controller for most commands
to transmit return status of a command and the other event parameters that are
specified for the issued HCl command.

The Num_HCI_Command_Packets event parameter allows the Controller to
indicate the number of HCI command packets the Host can send to the Con-
troller. If the Controller requires the Host to stop sending commands, the
Num_HCI_Command_Packets event parameter will be set to zero. To indicate
to the Host that the Controller is ready to receive HCI command packets, the
Controller generates a Command Complete event with the Command_Opcode
0x0000, and the Num_HCI_Command_Packets event parameter is set to 1 or
more. Command_QOpcode, 0x0000 is a NOP (No OPeration), and can be used
to change the number of outstanding HCl command packets that the Host can
send before waiting. See each command for the parameters that are returned
by this event.

Event Parameters:

Num_HCI_Command_Packets: Size: 1 Octet
Value Parameter Description
N = 0xXX The Number of HCl command packets which are allowed to be sent to the

Controller from the Host.
Range for N: 0 — 255

Command_Opcode: Size: 2 Octets
Value Parameter Description
OXXXXX Opcode of the command which caused this event.
Return_Parameter(s): Size: Depends on Command
Value Parameter Description
OxXX This is the return parameter(s) for the command specified in the

Command_Opcode event parameter. See each command’s definition for
the list of return parameters associated with that command.
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7.7.15 Command Status Event

Event Event Code | Event Parameters

Command Status OxOF Status,
Num_HCI_Command_Packets,
Command_Opcode

Description:

The Command Status event is used to indicate that the command described by
the Command_Opcode parameter has been received, and that the Controller
is currently performing the task for this command. This event is needed to pro-
vide mechanisms for asynchronous operation, which makes it possible to pre-
vent the Host from waiting for a command to finish. If the command can not
begin to execute (a parameter error may have occurred, or the command may
currently not be allowed), the Status event parameter will contain the corre-
sponding error code, and no complete event will follow since the command was
not started. The Num_HCI_Command_Packets event parameter allows the
Controller to indicate the number of HCI command packets the Host can send
to the Controller. If the Controller requires the Host to stop sending commands,
the Num_HCI_Command_Packets event parameter will be set to zero. To indi-
cate to the Host that the Controller is ready to receive HCl command packets,
the Controller generates a Command Status event with Status 0x00 and
Command_Opcode 0x0000, and the Num_HC|_Command_Packets event
parameter is set to 1 or more. Command_QOpcode, 0x0000 is a NOP (No OPer-
ation) and can be used to change the number of outstanding HC| command
packets that the Host can send before waiting.

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Command currently in pending.
0x01-0OxFF Command failed. See “Error Codes” on page 319 [Part D] for list of Error

Codes.

Num_HCI_Command_Packets: Size: 1 Octet
Value Parameter Description
N = 0xXX The Number of HC| command packets which are allowed to be sent to the

Controller from the Host.
Range for N: 0 = 255

Command_QOpcode: Size: 2 QOctets
Value Parameter Description
OxXXXX Opcode of the command which caused this event and is pending completion.
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7.7.16 Hardware Error Event

Event Event Code | Event Parameters
Hardware Error 0x10 Hardware_Code
Description:

The Hardware Error event is used to indicate some type of hardware failure for
the Bluetooth device. This event is used to notify the Host that a hardware
failure has occurred in the Bluetooth device.

Event Parameters:

Hardware_Code: Size: 1 Octet
Value Parameter Description
0x00-0xFF These Hardware_Codes will be implementation-specific, and can be
assigned to indicate various hardware problems.

7.7.17 Flush Occurred Event

Event Event Code | Event Parameters
Flush Occurred Ox11 Connection_Handle
Description:

The Flush Occurred event is used to indicate that, for the specified Connection
Handle, the current user data to be transmitted has been removed. The
Connection_Handle will be a Connection_Handle for an ACL connection. This
could result from the flush command, or be due to the automatic flush. Multiple
blocks of an L2CAP packet could have been pending in the Controller. If one
baseband packet part of an L2CAP packet is flushed, then the rest of the HCI
data packets for the L2CAP packet must also be flushed.

Event Parameters:

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OXXXXX Connection Handle which was flushed.
Range: 0x0000-0x0EFF (0x0F00 - OXxOFFF Reserved for future use)
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7.7.18 Role Change Event

Event Event Code | Event Parameters

Role Change 0x12 Status,
BD_ADDR, New_Role

Description:

The Role Change event is used to indicate that the current Bluetooth role
related to the particular connection has changed. This event only occurs when
both the remote and local Bluetooth devices have completed their role change
for the Bluetooth device associated with the BD_ADDR event parameter. This
event allows both affected Hosts to be notified when the Role has been
changed.

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Role change has occurred.
0x01-0xFF Role change failed. See “Error Codes” on page 319 [Part D] for list of
Error Codes.

BD_ADDR: Size: 6 Octets

Value Parameter Description

1)9.9.0.9.9.9.9.6.6.9.6.9 ¢ BD_ADDR of the Device for which a role change has completed.

New_Role: Size: 1 Octet
Value Parameter Description
0x00 Currently the Master for specified BD_ADDR.
0x01 Currently the Slave for specified BD_ADDR.
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7.7.19 Number Of Completed Packets Event

Event Event Code | Event Parameters

Number Of Completed Packets 0x13 Number_of_Handles,
Connection_Handle([i],
HC_Num_Of_Completed_Packets]i]

Description:

The Number Of Completed Packets event is used by the Controller to indicate
to the Host how many HCI Data Packets have been completed

(transmitted or flushed) for each Connection Handle since the previous
Number Of Completed Packets event was sent to the Host. This means that
the corresponding buffer space has been freed in the Controller. Based on this
information, and the HC_Total_Num_ACL_Data_Packets and HC_Total_
Num_Synchronous_Data_Packets return parameter of the Read_Buffer_Size
command, the Host can determine for which Connection Handles the following
HCI Data Packets should be sent to the Controller.The Number Of

Completed Packets event must not be sent before the corresponding Connec-
tion Complete event. While the Controller has HCI data packets in its buffer, it
must keep sending the Number Of Completed Packets event to the Host at
least periodically, until it finally reports that all the pending ACL Data Packets
have been transmitted or flushed. The rate with which this event is sent is man-
ufacturer specific.

Note that Number Of Completed Packets events will not report on synchronous
connection handles if synchronous Flow Control is disabled. (See Read/
Write_Synchronous_Flow_Control_Enable on page 513 and page 514.)

Event Parameters:

Number_of_Handles: Size: 1 Octet
Value Parameter Description
OxXX The number of Connection Handles and Num_HCI|_Data_Packets
parameters pairs contained in this event.
Range: 0-255

Connection_Handle[i]: Size: Number_of_Handles * 2 Octets(12 Bits meaning-
ful)

Value Parameter Description

OXXXXX Connection Handle.
Range: 0x0000-0xOEFF (0xOF0O0 - OxOFFF Reserved for future use)
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HC_Num_Of_Completed_Packets [i]: Size: Number_of_Handles * 2 Octets

Value Parameter Description

N = OxXXXX The number of HCI Data Packets that have been completed (transmitted
or flushed) for the associated Connection Handle since the previous time
the event was returned.

Range for N: 0x0000-OxFFFF

7.7.20 Mode Change Event

Event Event Code | Event Parameters

Mode Change 0x14 Status,
Connection_Handle,
Current_Mode,
Interval

Description:

The Mode Change event is used to indicate when the device associated with
the Connection Handle changes between Active mode, Hold mode, Sniff
mode, and Park state. The Connection_Handle will be a Connection_Handle
for an ACL connection. The Connection_Handle event parameter is used to
indicate which connection the Mode Change event is for. The Current_Mode
event parameter is used to indicate which state the connection is currently in.
The Interval parameter is used to specify a time amount specific to each state.
Each Controller that is associated with the Connection Handle which has
changed Modes will send the Mode Change event to its Host.

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 A Mode Change has occurred.
0x01-0xFF Hold_Mode, Sniff_Mode, Exit_Sniff_Mode, Park_State, or

Exit_Park_State command failed. See “Error Codes” on page 319 [Part D]
for list of Error Codes.

Connection_Handle: Size: 2 Octets(12 Bits meaningful)
Value Parameter Description
OxXXXXX Connection Handle.

Range: 0x0000-0x0EFF (OxOF00 - OXOFFF Reserved for future use)
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Current_Mode: Size: 1 Octet
Value Parameter Description
0x00 Active Mode.
0x01 Hold Mode.
0x02 Sniff Mode.
0x03 Park State.
0x04-0xFF Reserved for future use.
Interval: Size: 2 Octets
Value Parameter Description

N = 0xXXXX | Hold:

Number of Baseband slots to wait in Hold Mode.
Hold Interval = N * 0.625 msec (1 Baseband slot)
Range for N: 0x0002-0xFFFE

Time Range: 1.25 msec-40.9 sec

Sniff:

Number of Baseband slots between sniff intervals.

Time between sniff intervals = 0.625 msec (1 Baseband slot)
Range for N: 0x0002-0xFFFE

Time Range: 1.25 msec-40.9 sec

Park:

Number of Baseband slots between consecutive beacons.
Interval Length = N * 0.625 msec (1 Baseband slot)
Range for N: 0x0002-0xFFFE

Time Range: 1.25 msec-40.9 Seconds
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7.7.21 Return Link Keys Event

Event Event Code | Event Parameters

Return Link Keys 0x15 Num_Keys,
BD_ADDR [i], Link_Keyf[i]

Description:

The Return Link Keys event is used by the Controller to send the Host one or
more stored Link Keys. Zero or more instances of this event will occur after the
Read_Stored_Link_Key command. When there are no link keys stored, no
Return Link Keys events will be returned. When there are link keys stored, the
number of link keys returned in each Return Link Keys event is implementation
specific.

Event Parameters:

Num_Keys: Size: 1 Octet
Value Parameter Description
OxXX Number of Link Keys contained in this event.
Range: 0x01 — 0x0B

BD_ADDR [i]: Size: 6 Octets * Num_Keys
Value Parameter Description
[1)0.9.0.9.9.9.9.6.9.9.0.9 ¢ BD_ADDR for the associated Link Key.

Link_Keyf[i]: Size:16 Octets * Num_Keys
Value Parameter Description

OXXXXXXXXXXX | Link Key for the associated BD_ADDR.
XXXXXXXXXXX
XXXXXXXXXXX
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7.7.22 PIN Code Request Event

Event Event Code | Event Parameters
PIN Code Request 0x16 BD_ADDR
Description:

The PIN Code Request event is used to indicate that a PIN code is required to
create a new link key. The Host must respond using either the PIN Code
Request Reply or the PIN Code Request Negative Reply command, depending
on whether the Host can provide the Controller with a PIN code or not.

Note: If the PIN Code Request event is masked away, then the Controller will
assume that the Host has no PIN Code.

When the Controller generates a PIN Code Request event in order for the local
Link Manager to respond to the request from the remote Link Manager (as a
result of a Create_Connection or Authentication_Requested command from
the remote Host), the local Host must respond with either a

PIN_Code Request_Reply or PIN_Code_Request Negative Reply com-
mand before the remote Link Manager detects LMP response timeout. (See
“Link Manager Protocol” on page 211 [Part C].)

Event Parameters:

BD_ADDR: Size: 6 Octets

Value Parameter Description

OXXXXXXXXXXXXX | BD_ADDR of the Device which a new link key is being created for.
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7.7.23 Link Key Request Event

Event Event Code | Event Parameters
Link Key Request 0x17 BD_ADDR
Description:

The Link Key Request event is used to indicate that a Link Key is required for
the connection with the device specified in BD_ADDR. If the Host has the
requested stored Link Key, then the Host will pass the requested Key to the
Controller using the Link_Key_Request_Reply Command. If the Host does not
have the requested stored Link Key, then the Host will use the

Link_Key_ Request_Negative_Reply Command to indicate to the Controller
that the Host does not have the requested key.

Note: If the Link Key Request event is masked away, then the Controller will
assume that the Host has no additional link keys.

When the Controller generates a Link Key Request event in order for the local
Link Manager to respond to the request from the remote Link Manager (as a
result of a Create_Connection or Authentication_Requested command from
the remote Host), the local Host must respond with either a
Link_Key_Request_Reply or Link_Key_Request_Negative_Reply command
before the remote Link Manager detects LMP response timeout. (See “Link
Manager Protocol” on page 211 [Part C].)

Event Parameters:

BD _ADDR: Size: 6 Octets

Value Parameter Description

OXXXXXXXXXXXXX | BD_ADDR of the Device which a stored link key is being requested.
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7.7.24 Link Key Notification Event

Event Event Code | Event Parameters
Link Key Notification 0x18 BD_ADDR, Link_Key, Key_Type
Description:

The Link Key Notification event is used to indicate to the Host that a new Link
Key has been created for the connection with the device specified in
BD_ADDR. The Host can save this new Link Key in its own storage for future
use. Also, the Host can decided to store the Link Key in the Controller’s Link
Key Storage by using the Write_Stored_Link_Key command. The Key_Type
event parameter informs the Host about which key type (combination key, local
unit key or remote unit key) that has been used during pairing. If pairing with
unit key is not supported, the Host can for instance discard the key or discon-
nect the link.

Event Parameters:

BD_ADDR: Size: 6 Octets

Value Parameter Description

()3..0.9.0.9.0.0.0.6.0.0.¢ BD_ADDR of the Device for which the new link key has been

generated.
Link_Key: Size: 16 Octets
Value Parameter Description
OXXXXXXXXXXX | Link Key for the associated BD_ADDR.
XXXXXXXXXXX
XXXXXXXXXXX
Key_Type: Size: 1 Octets
Value Parameter Description
0x00 Combination Key
0x01 Local Unit Key
0x02 Remote Unit Key
0x03-0xFF Reserved
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7.7.25 Loopback Command Event

Event Event Code | Event Parameters
Loopback Command 0x19 HCI_Command_Packet
Description:

When in Local Loopback mode, the Controller loops back commands and data
to the Host. The Loopback Command event is used to loop back all commands
that the Host sends to the Controller with some exceptions. See Section 7.6.1,
“Read Loopback Mode Command,” on page 558 for a description of which
commands that are not looped back. The HCI_Command_Packet event
parameter contains the entire HC| Command Packet including the header.
Note: the event packet is limited to a maximum of 255 octets in the payload;
since an HCl Command Packet has 3 octets of header data, only the first 252
octets of the command parameters will be returned.

Event Parameters:

HCI_Command_Packet: Size: Depends on Command
Value Parameter Description
OXXXXXXX HCI Command Packet, including header.

7.7.26 Data Buffer Overflow Event

Event Event Code | Event Parameters
Data Buffer Overflow Ox1A Link_Type
Description:

This event is used to indicate that the Controller's data buffers have been over-
flowed. This can occur if the Host has sent more packets than allowed. The
Link_Type parameter is used to indicate that the overflow was caused by ACL
or synchronous data.

Event Parameters:

Link_Type: Size: 1 Octet
Value Parameter Description
0x00 Synchronous Buffer Overflow (Voice Channels).
0x01 ACL Buffer Overflow (Data Channels).
0x02-0xFF Reserved for Future Use.
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7.7.27 Max Slots Change Event

Event Event Code | Event Parameters

Max Slots Change 0x1B Connection_Handle,
LMP_Max_Slots

Description:

This event is used to notify the Host about the LMP_Max_Slots parameter
when the value of this parameter changes. It will be sent each time the maxi-
mum allowed length, in number of slots, for baseband packets transmitted by
the local device, changes. The Connection_Handle will be a
Connection_Handle for an ACL connection.

Event Parameters:

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OXXXXX Connection Handle.

Range: 0x0000-0x0EFF (0xOFO0O0 - OXOFFF Reserved for future use)

LMP_Max_Slots: Size: 1 octet

Value Parameter Description

0x01, 0x03, 0x05 | Maximum number of slots allowed to use for baseband packets, see
Section 4.1.10 on page 247 and Section 5.2 on page 303 in “Link Man-
ager Protocol” on page 211 [Part C].
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7.7.28 Read Clock Offset Complete Event

Event Event Code | Event Parameters

Read Clock Offset Complete 0x1C Status,
Connection_Handle, Clock_Offset

Description:

The Read Clock Offset Complete event is used to indicate the completion of
the process of the Link Manager obtaining the Clock Offset information of the
Bluetooth device specified by the Connection_Handle event parameter. The

Connection_Handle will be a Connection_Handle for an ACL connection.

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Read_Clock_Offset command succeeded.
0x01-0xFF Read_Clock_Offset command failed. See “Error Codes” on page 319

[Part D] for list of Error Codes.

Connection_Handle: Size: 2 Octets (12 bits meaningful)
Value Parameter Description
OxXXXX Specifies which Connection Handle's Clock Offset parameter is returned.

Range: 0x0000-0x0EFF (0x0FOC - OxOFFF Reserved for future use)

Clock_Offset: Size: 2 Octets
Bit format Parameter Description
Bit 14-0 Bit 16-2 of CLKslave-CLKmaster.
Bit 15 Reserved.
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7.7.29 Connection Packet Type Changed Event

Event Event Code | Event Parameters

Connection Packet Type Changed 0x1D Status,
Connection_Handle, Packet_Type

Description:

The Connection Packet Type Changed event is used to indicate that the pro-
cess has completed of the Link Manager changing which packet types can be
used for the connection. This allows current connections to be dynamically
modified to support different types of user data. The Packet_Type event
parameter specifies which packet types the Link Manager can use for the con-
nection identified by the Connection_Handle event parameter for sending
L2CAP data or voice. The Packet_Type event parameter does not decide
which packet types the LM is allowed to use for sending LMP PDUs.

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Connection Packet Type changed successfully.
0x01-0xFF Connection Packet Type Changed failed. See “Error Codes” on page 319
[Part D] for list of Error Codes.

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OxXXXXX Connection Handle.
Range: 0x0000-0x0EFF (0xOFO00 - 0xOFFF Reserved for future use)
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Packet_Type:

For ACL_Link_Type

€3 Bluetooth®
Size: 2 Octets

Value

Parameter Description

0x0001
0x0002
0x0004

0x0008'
0x0010
0x0020
0x0040
0x0080
0x0100
0x0200
0x0400
0x0800
0x1000
0x2000
0x4000
0x8000

Reserved for future use.
2-DH1 may not be used.

3-DH1 may not be used.

DM1 may be used.

DH1 may be used.
Reserved for future use.
Reserved for future use.

Reserved for future use.

2-DH3 may not be used.

3-DH3 may not be used.

DM3 may be used.
DH3 may be used.

2-DH5 may not be used.
3-DH5 may not be used.

DM5 may be used.
DHS may be used.

1. This bit will be interpreted as set to 1 by Bluetooth V1.2 or later controllers.

For SCO_Link_Type

Value

Parameter Description

0x0001
0x0002
0x0004
0x0008
0x0010
0x0020
0x0040
0x0080
0x0100
0x0200

Reserved for future use.
Reserved for future use.
Reserved for future use.
Reserved for future use.
Reserved for future use.
HV1
HV2
HV3
Reserved for future use.

Reserved for future use.
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0x0400 Reserved for future use.
0x0800 Reserved for future use.
0x1000 Reserved for future use.
0x2000 Reserved for future use.
0x4000 Reserved for future use.
0x8000 Reserved for future use.
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7.7.30 QoS Violation Event

Event Event Code | Event Parameters
QoS Violation Ox1E Connection_Handle
Description:

The QoS Violation event is used to indicate the Link Manager is unable to pro-
vide the current QoS requirement for the Connection Handle. This event indi-
cates that the Link Manager is unable to provide one or more of the agreed
QoS parameters. The Host chooses what action should be done. The Host can
reissue QoS_Setup command to renegotiate the QoS setting for Connection
Handle. The Connection_Handle will be a Connection_Handle for an ACL con-
nection.

Event Parameters:

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle that the LM is unable to provide the current QoS

requested for.
Range: 0x0000-0x0EFF (Ox0F0CQ - OXOFFF Reserved for future use)
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7.7.31 Page Scan Repetition Mode Change Event

Event TR Event Parameters
Code
Page Scan Repetition Mode Change 0x20 BD_ADDR,

Page_Scan_Repetition_Mode

Description:

The Page Scan Repetition Mode Change event indicates that the remote
Bluetooth device with the specified BD_ADDR has successfully changed the
Page_Scan_Repetition_Mode (SR).

Event Parameters:

BD_ADDR: Size: 6 Octets
Value Parameter Description
OxXXXXXXXX | BD_ADDR of the remote device.
XXXX
Page_Scan_Repetition_Mode: Size: 1 Octet
Value Parameter Description
0x00 RO
0x01 R1
0x02 R2
0x03 — OxFF Reserved.
HCI Commands and Events 4 November 2004 597
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7.7.32 Flow Specification Complete Event

Event Erp Event Parameters
Code

HCI Flow Specification Complete 0x21 Status, Connection_Handle,
Flags, Flow_direction,
Service_Type, Token_Rate,
Token_Bucket_Size,

Peak_Bandwidth, Access Latency

Description:

The Flow Specification Complete event is used to inform the Host about the
Quality of Service for the ACL connection the Controller is able to support. The
Connection_Handle will be a Connection_Handle for an ACL connection. The
flow parameters refer to the outgoing or incoming traffic of the ACL link, as indi-
cated by the Flow_direction field. The flow parameters are defined in the
L2CAP specification “Quality of Service (QoS) Option” an page 60[vol. 4].
When the Status parameter indicates a successful completion, the flow param-
eters specify the agreed values by the Controller. When the Status parameter
indicates a failed completion with the Error Code QoS Unacceptable Parame-
ters (0x2C), the flow parameters specify the acceptable values of the Control-
ler. This enables the Host to continue the 'QoS negotiation' with a new HCI
Flow_Specification command with flow parameter values that are acceptable
for the Controller. When the Status parameter indicates a failed completion with
the Error Code QoS Rejected (0x2D), this indicates a request of the Controller
to discontinue the 'QoS negotiation'. When the Status parameter indicates a
failed completion, the flow parameter values of the most recently successful
completion must be assumed (or the default values when there was no suc-
cess completion).

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Flow Specification command succeeded

0x01 — OxFF Flow Specification command failed. See “Error Codes” on page 319 [Part
D] for list of Error Codes
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Connection_Handle:

€3 Bluetooth’
Size: 2 Octets (12 Bits meaningful)

Value Parameter Description
OxXXXX Connection Handle used to identify for which ACL connection the Flow is
specified.
Range: 0x0000 - OxOEFF (OxOF00 — 0xOFFF Reserved for future use)
Flags: Size: 1 Octet)
Value Parameter Description
0x00 — OxFF Reserved for Future Use.

Flow_direction:

Size: 1 Octet

Value Parameter Description

0x00 Outgoing Flow i.e. traffic send over the ACL connection
0x01 Incoming Flow i.e. traffic received over the ACL connection
0x02 — OxFF Reserved for Future Use.

Service_Type:

Size: 1 Octet

Value Parameter Description
0x00 No Traffic
0x01 Best Effort
0x02 Guaranteed
0x03 — 0xFF Reserved for Future Use
Token Rate: Size: 4 Octets
Value Parameter Description
OXXXXXXXXX | Token Rate in octets per second

Token Bucket Size:

Size: 4 Octets

Value

Parameter Description

OXXXXXXXXX

Token Bucket Size in octets

Peak_Bandwidth:

Size: 4 Octets

Value

Parameter Description

O XXXXXXXX

Peak Bandwidth in octets per second

Access Latency:

Size: 4 Octets

Value

Parameter Description

DXXCXXXXXXX

Access Latency in microseconds

HCI Commands and Events
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7.7.33 Inquiry Result with RSSI Event

Event Event Code | Event Parameters

Inquiry Result with RSSI 0x22 Num_responses,
BD_ADDRY],
Page_Scan_Repetition_Modeli],
Reserved]i],

Class_of_Deviceli],
Clock_Offset][i],
RSSI[i]

Description:

The Inquiry Result with RSSI event indicates that a Bluetooth device or multiple
Bluetooth devices have responded so far during the current Inquiry process.
This event will be sent from the Controller to the Host as soon as an Inquiry
Response from a remote device is received if the remote device supports only
mandatory paging scheme. This Contraller may queue these Inquiry
Responses and send multiple Bluetooth devices information in one Inquiry
Result event. The event can be used to return one or more Inquiry responses
in one event. The RSSI parameter is measured during the FHS packet
returned by each responding slave.

This event shall only be generated if the Inquiry Mode parameter of the last
Write_Inquiry_Mode command was set to x01 (Inquiry Result format with
RSSI).

Event Parameters:

Num_Responses: Size: 1 Octet
Value Parameter Description
0xXX Number of responses from the Inquiry.

BD_ADDRYJiJ: Size: 6 Octets * Num_Responses
Value Parameter Description
DOOOXXXXXXXX | BD_ADDR for each device which responded.
XX
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Page_Scan_Repetition_Model[i]: Size: 1 Octet* Num_Responses
Value Parameter Description
0x00 RO
0x01 R1
0x02 R2
0x03 — OxFF Reserved
Reserved[f]:’ Size: 1 Octet* Num_Responses
Value Parameter Description
0xXX Reserved.
Class_of_Deviceli]: Size: 3 Octets * Num_Responses
Value Parameter Description
OxXXAKXXX Class of Device for the device
Clock_Offsetli]: Size: 2 Octets * Num_Responses
Bit format Parameter Description
Bit 14-0 Bit 16-2 of CLKslave-CLKmaster.
Bit 15 Reserved
RSSI[i]: Size: 1 Octet * Num_Responses
Value Parameter Description
OxXX Range: -127 to +20
Units: dBm

1. This was the Page_Scan_Period_Mode parameter in the v1.1 specification. This parameter
has no meaning in v1.2 and no default value.
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7.7.34 Read Remote Extended Features Complete Event

Event

Event Event Parameters

Code
Read Remote Extended Features 0x23 Status, Connection_Handle,
Complete Page_Number,

Maximum page number,
Extended_LMP_Features

Description:

The Read Remote Extended Features Complete event is used to indicate the
completion of the process of the Link Manager obtaining the remote extended
LMP features of the remote device specified by the connection handle event
parameter. The connection handle will be a connection handle for an ACL con-
nection. The event parameters include a page of the remote devices extended
LMP features. For details see “Link Manager Protocol” on page 211 [Part C].

Event Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Request for remote extended features succeeded
0x01-0xFF Request for remote extended features failed — standard HCI error value
Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OxXXXX The connection handle identifying the device to which the remote features

apply. Range: 0x0000-0x0EFF (0xOF00-0xOFFF Reserved for future use)

Page Number: Size: 10ctet
Value Parameter Description
0x00 The normal LMP features as returned by

HC|_Read_Remote_Supported_Features

0x01-0xFF The page number of the features returned
Maximum Page Number: Size: 10ctet
Value Parameter Description
0x00-0xFF The highest features page number which contains non-zero bits for the
local device
Extended_LMP_Features: Size: 8 Octets
Value Parameter Description

OxFFFFFFFFFFFFFFFF | Bit map of requested page of LMP features.
See LMP specification for details
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7.7.35 Synchronous Connection Complete Event

Event Event Code | Event Parameters
Synchronous Connection Complete | 0x2C Status,
Connection_Handle,
BD_ADDR,
Link Type,

Transmission_Interval,
Retransmission Window,
Rx_Packet_Length,
Tx_Packet_Length

Air Mode

Description:

The Synchronous Connection Complete event indicates to both the Hosts that
a new Synchronous connection has been established. This event also indi-
cates to the Host, which issued the Setup_Synchronous_Connection, or
Accept_Synchronous_Connection_Request or
Reject_Synchronous_Connection_Request command and then received a
Command Status event, if the issued command failed or was successful.

Event Parameters:

Status: 1 octet
Value Parameter Description
0x00 Connection successfully completed.

0x01 —0xFF Connection failed to complete.See “Error Codes” on page 319 [Part D] for
error codes and description.

Connection_Handle: 2 octets (12 Bits meaningful)
Value Parameter Description
OXXXXX Connection Handle to be used to identify a connection between two Blue-

tooth devices.
Range: 0x0000-0x0EFF (0xOF00 — 0xOFFF Reserved for future use)

BD_ADDR: 6 octets

Value Parameter Description

Ox XXXXXUXXXXXX | BD_ADDR of the other connected device forming the connection.

HCI Commands and Events 4 November 2004 603
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Link_Type: Size: 1 Octet
Value Parameter Description
0x00 SCO Connection
0x01 Reserved
0x02 eSCO Connection
0x03 - OxFF Reserved
Transmission_Interval: 1 octets
Value Parameter Description
0xXX Time between two consecutive eSCO instants measured in slots. Must be
zero for SCO links.
Retransmission window: 1 octets
Value Parameter Description
OxXX The size of the retransmission window measured in slots. Must be zero for SCO

links.

Rx_Packet_Length: 2 octets
Value Parameter Description
OxXXXXX Length in bytes of the eSCO payload in the receive direction. Must be zero
for SCO links.
Tx_Packet_Length: 2 octets
Value Parameter Description
OxXXXX Length in bytes of the eSCO payload in the transmit direction. Must be
zero for SCO links.
Air Mode: Size: 1 Octet
Value Parameter Description
0x00 u-law log
0x01 A-law log
0x02 CVsD
0x03 Transparent Data
0x04 — OxFF Reserved
604 4 November 2004 HCI Commands and Events
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7.7.36 Synchronous Connection Changed event

Event Event Code | Event Parameters

Synchronous Connection Changed | 0x2D Status,
Connection_Handle,
Transmission_Interval,
Retransmission Window,
Rx_Packet_Length,
Tx_Packet_Length

Description:

The Synchronous Connection Changed event indicates to the Host that an
existing Synchronous connection has been reconfigured. This event also indi-
cates to the initiating Host (if the change was host initiated) if the issued com-
mand failed or was successful.

Command Parameters:

Status: 1 octet
Value Parameter Description
0x00 Connection successfully reconfigured.
0x01 —0xFF Reconfiguration failed to complete.

See “Error Codes” on page 319 [Part D] for error codes and description.

Connection_Handle: 2 octets (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to identify a connection between two

Bluetooth devices.
Range: 0x0000-0x0EFF (0xOF00 — OxOFFF Reserved for future use)

Transmission_Interval: 1 octet
Value Parameter Description
OxXX Time between two consecutive SCO/eSCO instants measured in slots.
Retransmission window: 1 octet
Value Parameter Description
OxXX The size of the retransmission window measured in slots. Must be zero for
SCO links.
HCI Commands and Events 4 November 2004 605
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Rx_Packet_Length: 2 octets
Value Parameter Description
OxXXXXX Length in bytes of the SCO/eSCO payload in the receive direction.
Tx_Packet_Length: 2 octets
Value Parameter Description
OXXXXX Length in bytes of the SCO/eSCO payload in the transmit direction.
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APPENDIX A: DEPRECATED COMMANDS, EVENTS
AND CONFIGURATION PARAMETERS

Commands, events and configuration parameters in this section were in prior
versions of the specification, but have been determined not to be required.

They may be implemented by a controller to allow for backwards compatibility
with a host utilizing a prior version of the specification.

A host should not use these commands.

Contents:

Page Scan Mode ........cccccmriiinimnimninsrs s s s 658
Read Page Scan Mode Command ..........cccccccemrrrcssnmesrsssssssssessssssmsessssnnnns 659
Write Page Scan Mode Command ..........ccccccvvivsmmmmmemssssssessssssssssssssssssnnnes 660
Read Country Code Command ... eessmeeer e 661
Add SCO Connection Command ........cccuvimimmniiessmmmnmismerm e 662
Page Scan Mode Change Event .........cccciiiienninnesnnmnsmnsssssnns 664
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Page Scan Mode

The Page_Scan_Made parameter indicates the page scan mode that is used
for default page scan. Currently one mandatory page scan mode and three
optional page scan modes are defined. Following an inquiry response, if the
Baseband timer T_mandatory_pscan has not expired, the mandatory page
scan mode must be applied. For details see the “Baseband Specification” on
page 55 [Part B] (Keyword: Page-Scan-Mode, FHS-Packet,
T_mandatory_pscan)

Value Parameter Description

0x00 Mandatory Page Scan Mode

0x01 Optional Page Scan Mode |

0x02 Optional Page Scan Mode |l

0x03 Optional Page Scan Mode Il

0x04-0xFF Reserved
612 4 November 2004 Appendix
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Read Page Scan Mode Command

Command OGF OCF Command Return Parameters
Parameters

HCI_Read_Page_Scan_Mode 0x03 0x003D Status,
Page_Scan_Mode

Description:

This command is used to read the default Page Scan Mode configuration
parameter of the local Bluetooth device. See “Page Scan Mode” on page 612..

Command Parameters:
None

Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Read Page Scan_Mode command succeeded.
0x01-0xFF Read_Page_Scan_Mode command failed. See “Error Codes” on

page 319 [Part D] for list of Error Codes.

Page_Scan_Mode: Size: 1 Octet

Value Parameter Description

See Appendix A, “Page Scan Mode” on page 612.

Event(s) generated (unless masked away):

When the Read_Page_Scan_Mode command has completed, a Command
Complete event will be generated.

Appendix 4 November 2004 613
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Write Page Scan Mode Command

OGF: 0x03 (Controller and baseband commands)

Command OGF | OCF Command Parameters )

Parameters
HCI_Write_Page_Scan_Mode | 0x03 | OX003E | Page_Scan_Mode Status
Description:

This command is used to write the default Page Scan Mode configuration
parameter of the local Bluetooth device. See “Page Scan Mode” on page 612.

Command Parameters:

Page_Scan_Mode: Size: 1 Octet

Value Parameter Description

See Appendix A, “Page Scan Mode” on page 612.

Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Write_Page_Scan_Mode command succeeded.
0x01-0xFF Write_Page Scan_Mode command failed. See “Error Codes” on
page 319 [Part D] for list of Error Codes.

Event(s) generated (unless masked away):

When the Write_Page_Scan_Mode command has completed, a Command
Complete event will be generated.
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Read Country Code Command

Command OGF | OCF Command Return Parameters
Parameters

HCI_Read_Country_Code 0x05 | Ox0007 Status,
Country_Code

Description:

This command will read the value for the Country_Code return parameter.
The Country_Code defines which range of frequency band of the ISM 2.4 GHz
band will be used by the device. Each country has local regulatory bodies
regulating which ISM 2.4 GHz frequency ranges can be used.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Read_Country_Code command succeeded.
0x01-0xFF Read Country Code command failed. See “Error Codes” on page 319

[Part D] for error codes and description.

Country_Code: Size: 1 Octet
Value Parameter Description
0x00 North America & Europe* and Japan
0x01 France
0x04-FF Reserved for Future Use.

*. Except France
Event(s) generated (unless masked away):

When the Read_Country_Code command has completed, a Command
Complete event will be generated.
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Add SCO Connection Command

Command Return

Command OGF | OCF
Parameters Parameters

HCI_Add_SCO_Connection 0x01 | 0x0007 | Connection_Handle,
Packet_Type

Description:

This command will cause the Link Manager to create a SCO connection using
the ACL connection specified by the Connection_Handle command parameter.
This command causes the local Bluetooth device to create a SCO connection.
The Link Manager will determine how the new connection is established. This
connection is determined by the current state of the device, its piconet, and the
state of the device to be connected. The Packet_Type command parameter
specifies which packet types the Link Manager should use for the connection.
The Link Manager must only use the packet type(s) specified by the
Packet_Type command parameter for sending HC| SCO Data Packets. Multi-
ple packet types may be specified for the Packet_Type command parameter by
performing a bitwise OR operation of the different packet types. The Link Man-
ager may choose which packet type is to be used from the list of acceptable
packet types. A Connection Handle for this connection is returned in the Con-
nection Complete event (see below).

Note: An SCO connection can only be created when an ACL connection
already exists and when it is not put in park. For a definition of the different
packet types, see the “Baseband Specification” on page 55 [Part B].

Note: At least one packet type must be specified. The Host should enable as
many packet types as possible for the Link Manager to perform efficiently.
However, the Host must not enable packet types that the local device does not
support.

Command Parameters:

Connection_Handle Size 2 Octets (12 Bits meaningful)
Value Parameter Description
OXXXXX Connection Handle for the ACL connection being used to create an SCO
connection.
Range: 0x0000-0x0EFF (OxOF00 - OXOFFF Reserved for future use)
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Packet_Type: Size: 2 Octets

Value Parameter Description

0x0001 Reserved for future use.

0x0002 Reserved for future use.

0x0004 Reserved for future use.

0x0008 Reserved for future use.

0x0010 Reserved for future use.

0x0020 HV1

0x0040 HV2

0x0080 HV3

0x0100 Reserved for future use.

0x0200 Reserved for future use.

0x0400 Reserved for future use.

0x0800 Reserved for future use.

0x1000 Reserved for future use.

0x2000 Reserved for future use.

0x4000 Reserved for future use.

0x8000 Reserved for future use.

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Controller receives the Add_SCO_Connection command, it sends
the Command Status event to the Host. In addition, when the LM determines
the connection is established, the local Controller will send a Connection Com-
plete event to its Host, and the remote Controller will send a Connection Com-
plete event or a Synchronous Connection Complete event to the Host. The
Connection Complete event contains the Connection Handle if this command
is successful.

Note: no Command Complete event will be sent by the Controller to

indicate that this command has been completed. Instead, the Connection
Complete event will indicate that this command has been completed.
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Page Scan Mode Change Event

Event Event Code | Event Parameters
Page Scan Mode Change 0x1F BD_ADDR, Page_Scan_Mode
Description:

The Page Scan Mode Change event indicates that the connected remote Blue-
tooth device with the specified BD_ADDR has successfully changed the
Page_Scan_Mode.

Event Parameters:

BD_ADDR: Size: 6 Octets
Value Parameter Description
OXXXXXXXXX | BD_ADDR of the remote device.
XXXX
Page_Scan_Mode: Size: 1 Octet
Value Parameter Description
0x00 Mandatory Page Scan Mode.
0x01 Optional Page Scan Mode |.
0x02 Optional Page Scan Mode II.
0x03 Optional Page Scan Mode IlI.
0x04 — OxFF Reserved.
618 4 November 2004 Appendix
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MESSAGE SEQUENCE CHARTS

Between Host and Host Controller/Link Manager

Examples of interactions between Host
Controller Interface Commands and
Events and Link Manager Protocol
Data Units are represented in the form
of message sequence charts. These
charts show typical interactions and
do not indicate all possible protocol
behavior.
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1 INTRODUCTION

This section shows typical interactions between Host Controller Interface (HCI)
Commands and Events and Link Manager (LM) Protocol Data Units (PDU). It
focuses on the message sequence charts (MSCs) for the procedures specified
in [3] “Bluetooth Host Controller Interface Functional Specification” with regard
to LM Procedures from [2] “Link Manager Protocol”.

This section illustrates only the most useful scenarios, it does not cover all pos-
sible alternatives. Furthermore, the message sequence charts do not consider
errors over the air interface or host interface. In all message sequence charts it
is assumed that all events are not masked, so the Host Controlier will not filter
out any events.

The sequence of messages in these message sequence charts is for illustra-
tive purposes. The messages may be sent in a different order where allowed
by the Link Manager or HCI sections. If any of these charts differ with text in
the Baseband, Link Manager, or HCI sections, the text in those sections shall
be considered normative. This section is informative.

1.1 NOTATION

The notation used in the message sequence charts (MSCs) consists of ovals,
elongated hexagons, boxes, lines, and arrows. The vertical lines terminated
on the top by a shadow box and at the bottom by solid oval indicate a protocol
entity that resides in a device. MSCs describe interactions between these enti-
ties and states those entities may be in.

The following symbols represent interactions and states:

Oval Defines the context for the message sequence chart.

Indicates a condition needed to start the transactions below this hexagon.
The location and width of the Hexagon indicates which entity or entities
Hexagon make this decision.

Replaces a group of transactions. May indicate a user action, or a proce-
Box dure in the baseband.

Dashed Box Optional group of transactions.

Represents a message, signal or transaction. Can be used to show LMP
and HCI traffic.

Some baseband packet traffic is also shown. These are prefixed by BB
followed by either the type of packet, or an indication that there is an ACK
Solid Arrow signal in a packet.

Represents a optional message, signal or transaction. Can be used to
Dashed Arrow | show LMP and HCI traffic.
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1.2 FLOW OF CONTROL

Some message sequences are split into several charts. These charts are
marked in sequence with different step numbers with multiple paths through
with optional letters after the step numbers. Numbers indicate normal or
required ordering. The letters represent alternative paths. For example, Step 4
is after Step 3, and Step 5a could be executed instead of Step 5b.

1.3 EXAMPLE MSC

The protocol entities represented in the example shown in Figure 1.1 on page
624 illustrate the interactions of two devices named A and B. Note that each
device includes a Host and a LM entity in this example. Other MSCs in this
section may show the interactions of more than two devices.

LM-A LM-B

Step 1: Context Statement for following chart )

User
Input

HCI_Command

HCI_Event

A

LMP_message

I Group of Transactions

LMP_message

-+

< LM-A Decision >

LMP_optional

o
=

< LM-A & LM-B Decision >

LMP_messa -
LMP_message
= HCI_Event HCI_Event =
Figure 1.1: Example MSC.
624 4 November 2004 Introduction
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2 SERVICES WITHOUT CONNECTION REQUEST

2.1 REMOTE NAME REQUEST

The service Remote Name Request is used to find out the name of the remote
device without requiring an explicit ACL Connection.

Step 1: The host sends an HCI_Remote_Name_Request command expecting
that its local device will automatically try to connect to the remote device.
(See Figure 2.1 on page 625)

LM-A LM-B

( Step 1: Host A requests sends Remote_Name_Request :)

L

Step 2a: If an ACL Connection does not exist device A pages device B. After
the Baseband paging procedure, the local device attempts to get the name,
disconnect, and return the name of the remote device to the Host. (See Figure

2.2 on page 625)
C D)

Step 2a: LM-Adoes not have a Baseband connection to Device B

l I

Figure 2.1: Remote name request.

| Device A pages Device B |
LMP_name_req )
LMP_name_req
LMP_detach o
_ HCI_Remote_Name_Request
= _Complete
T T I I

Figure 2.2: Remote name request if no current baseband connection.
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Step 2b: If an ACL Connection exists when the request is made, then the
Remote Name Request procedure will be executed like an optional service. No
Paging and no ACL disconnect is done. (See Figure 2.3 on page 626)

LM-A=BB-A LM-B=EB-B

Step 2b: LM-Aalready has a Baseband connection to Device B

LMP_name_req

B
L

LMP_name_regq

__ HCI_Remote_Name_Request
I _Complete
I I I

Figure 2.3: Remote name request with baseband connection.

2.2 ONE-TIME INQUIRY
Inquiry is used to detect and collect nearby devices.

Step 1: The host sends an HCI_Inquiry command. (See Figure 2.4 on page 626)

[M-A=BB-A LM-B=BB-B 8B-C
Master Master

( Step 1: Host Astarts Inquiry Procedure )

HCI_Inquiry

B
-

HCI_Command_Status

Bl

Figure 2.4: Host A starts inquiry procedure.
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Step 2: The Controller will start the Baseband inquiry procedure with the spec-
ified Inquiry Access Code and Inquiry Length. When Inquiry Responses are
received, the Controller extracts the required information and returns the infor-
mation related to the found devices using one or more Inquiry Result events to
the Host. (See Figure 2.5 on page 627)

Message Sequence Charts

HostA LM-A==BB-A LM-B==BB-B BB-C
Master Master
( Step 2: Inquiry is active

D
| | I

Device A Performs Inquiry by sending ID packets,
receives FHS packets from Device B and Device C

BB

-
-

HCI_Inquiry_Result

BB

< HCI_Inquiry_Result l
| —] I .|

Figure 2.5: LM-A performs inquiry and reports result.

A

Step 3a: If the host wishes to terminate an Inquiry, the HCI_Inquiry_Cancel
command is used to immediately stop the inquiry procedure.
(See Figure 2.6 on page 627)

LM-A=BB-A LM-B=EB-B

( Step 3a: Host Adecides to cancel Current Inquiry )

HCI_Inquiry_Cancel |
o
_ HCI_Command_Complete
— ——

Figure 2.6: Host A cancels inquiry.
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Step 3b: If the Inquiry procedure is completed due to the number of results
obtained, or the Inquiry Length has expired, an Inquiry Complete event is
returned to the Host. (See Figure 2.7 on page 628)

LM-A==BB-A LM-B=~BB-B

Step 3b: LM-Aterminates Inquiry when Inquiry Length expired or
Num Responses refurned

HCI_Inquiry_Complete

Figure 2.7: LM-A terminates current inquiry.

2.3 PERIODIC INQUIRY

Periodic inquiry is used when the inquiry procedure is to be repeated periodi-
cally.

Step 1: The hosts sends an HCI_Periodic_Inquiry_Mode command.
(See Figure 2.8 on page 628)

LM-A BB-B BB-C

( Step 1: Host A requires Periodic Inquiry )
HCI_Periodic_lnquiry -
- HC|_Command_Complete
E——— I —

Figure 2.8: Host A starts periodic inquiry.
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Step 2: The Controller will start a periodic Inquiry. In the inquiry cycle, one or
several Inquiry Result events will be returned. (See Figure 2.9 on page 629)

Step 2: Periodically an Inquiry is Performed )

l | I

Device A Performs Inquiry
Receives FHS packets from Device B and Device C

Message Sequence Charts

BB

HCI_Inquiry_Result

88

HCI_Inquiry_Result

1

e

Figure 2.9: LM-A periodically performs an inquiry and reports result.

Step 3: An Inquiry Complete event will be returned to the Host when the cur-
rent periodic inquiry has finished. (See Figure 2.10 on page 629)

LM-A BB-B BB-C

(_ Step 3: LM-A terminates Inquiry when Inquiry Length or Num Responses reached )

HCI_Inquiry_Complete ‘
[ — ] B

Figure 2.10: LM-A terminates current inquiry.

Step 4: The periodic Inquiry can be stopped using the
HCI_Exit_Periodic_Inquiry_Mode command. (See Figure 2.11 on page 629)

v 5

( Step 3: Host Adecides to cancel Current Periodic Inquiry

~

HCI_Exit_Periodic_Inquiry »
¢ HCI_Command_Complete

Figure 2.11: Host A decides to exit periodic inquiry.

r
I_
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3 ACL CONNECTION ESTABLISHMENT AND
DETACHMENT

A flow diagram of the establishment and detachment of a connection between
two devices is shown in Figure 3.1 on page 631. The process is illustrated in 9
distinct steps. A number of these steps may be optionally performed, such as
authentication and encryption. Some steps are required, such as the Connec-
tion Request and Setup Complete steps. The steps in the overview diagram
directly relate to the steps in the following message sequence charts.

| Step1:CreateConnection |

y

Step2:FeaturesExchange ‘}

y——

Step3:ConnectionRequest

v

' Step4:OptionalRoleSwitch J

v

! Step 5:0Optional AFH i

v

Step6:0ptionalSecurity ]
Step7a:0Optional i E Ste p7b:Optional
Pairing J ! Authentication

Y y

Step8:OptionalEncryption

v

Step9:SetupComplete

y

OptionalDataFlow i

v

Step10:Disconnection

|

__,

—

Figure 3.1: Overview diagram for connection setup.
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3.1 CONNECTION SETUP

Step 1: The host sends an HCI_Create_Cannection command to the Control-
ler. The Controller then performs a Baseband paging procedure with the speci-
fied BD_ADDR. (See Figure 3.2 on page 632)

LM-A LM-B

( Step 1: Host Arequests a connection to Device B )

HCI_Create_Connection

=

HC|_Command_Status

Device A pages Device B |

I,
|_

Figure 3.2: Host A requests connection with device B.

Step 2: Optionally, the LM may decide to exchange features.
(See Figure 3.3 on page 632)

LM-A LM-B
Master Slave

( Step 2: LM-A exchanges Extended Features with LM-B

LMP_features_req_ext

LMP_features_res_ext

)

LMP_features_req_ext

LMP_features_res_ext

[

Figure 3.3: LM-A and LM-B exchange features.

Step 3: The LM on the master will request an LMP_host_connection_req PDU.
The LM on the slave will then confirm that a connection is OK, and if so, what
role is preferred. (See Figure 3.4 on page 632)

LM-A LM-B

( Step 3: LM-Asends Host Connection Request to LM-B

LMP_host_connection_rexq )

HCI_Connection_Request

Figure 3.4: LM-A requests host connection.
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Step 4a: The remote host rejects this connection, and the link is terminated.
(See Figure 3.5 on page 633)

LM-A LM-B

Message Sequence Charts

Step 4a: LM-B rejects Connection Request from LM-A

| HCI_Reject_Connection_Request
-
= LMP_not_accepted
%
LMP_detach
=
_HCl_Connection_Complete HCI_Connection_Complete
(Host Rejected) (Host Rejected)
I I I I

Figure 3.5: Device B rejects connection request.

Step 4b: The remote host accepts this connection. (See Figure 3.6 on page 633)

LM-A LM-B

Step 4b: LM-B accepts Connection Request from LM-A as a slave

| HCI_Accept_Connection_Request
- (Stave Preferred)
HCI_Command_Status »
LMP_; d
IS

Figure 3.6: Device B accepts connection request.

A
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Step 4c¢: The remote host accepts this connection but with the preference of
being a master. This will cause a role switch to occur before the LMP_accepted
for the LMP_host_connection_req PDU is sent. (See Figure 3.7 on page 634)

LM-A LM-B
Master

Step 4c: LM-B pts Cor tion from LM-A as a master
__ HCI_Accept_Conneciion_Request
{Master Preferred)
HCI_Command_Status
2 LMP_slot_offset
= LMP_switch_req
-
LMP_accepted
-
Role Switch
LMP_accepted
-
[ (LMP_host_connection_req)
HCI_Role_Change _ (Slave) HCI_Role_Change _(Master)
-t L
——— I — i’}

Figure 3.7. Device B accepts connection requests as master.

Step 5: After the features have been exchanged and AFH support is deter-
mined to be available, the master may at any time send an LMP_set_AFH and
LMP_channel_classification_req PDU. (See Figure 3.8 on page 634)

LM-A LM-B
Master Slave

(_ Step 5: LM-Amay enable AFH )
LMP_set_AFH i
( LM-A may enable channel classification )

LMP_channel_cassficaton_req
-

LMP_channel_chassification

LMP_channe|_cassification

-
-
-

I I I I

Figure 3.8: LM-A starts adaptive frequency hopping.
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Step 6: The LM will request if authentication is required. It does this by

requesting the Link Key for this connection from the Host. (See Figure 3.9 on
page 635)

LM-A LM-B

Message Sequence Charts

Step 6: Authentication required

HCI_Link_Key_Request | |
N I

Figure 3.9: Authentication initiated.
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Step 7a: If authentication is required by the higher layers and the devices to be
connected do not have a common link key, a pairing procedure will be used.
The LM will have requested a link key from the host for this connection. If there
is a negative reply, then a PIN code will be requested. This PIN code will be
requested on both sides of the connection, and authentication performed
based on this PIN code. The last step is for the new link key for this connection
to be passed to the host so that it may store it for future connections.

(See Figure 3.10 on page 636)

LM-A LM-B

( Step Ba: Pairing during connection establishment )
HCI_Link{Key Request Negative Reply
_ HCI_Command_Complete
. HCI_PIN_Code_Request
-zt
User
InputsPIN
Code
HCI_PIN_Code_Request_Reply,
HCl_Command_Complete
B
LMP_in_rand
HCI_PIN_Code_Request
User
Inputs PIN
Ci
| HCI_PIN_Code_Request_Reply
HCI_Command_Complete
-
L LMP_accepted
-
LMP_comb_key
>
= LMP_comb_key
LMP_au_rand -
>
- LMP_sres
-t
" LMP_au_rand
LMP_sres el
_ HCI_Link_Key_Natification HCI_Link_Key_Notification |
< L
I I I I

Figure 3.10: Pairing during connection setup.
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Step 7b: If a common link key exists between the devices, then pairing is not
needed. The LM will have asked for a link key from the host for this connection.
If this is a positive reply, then the link key is used for authentication. If the con-
figuration parameter Authentication_Enable is set, then the authentication pro-
cedure must be executed. This MSC only shows the case when
Authentication_Enable is set on both sides. (See Figure 3.11 on page 637)

LM-A LM-B
vy

( Step 6b: Authentication during tion establish )
HCI_Link_Key Request Reply
-
__HCI_Command_Complete
LMP_au_rand .
L LMP_sres
-t
HCI_Link_Key_Request
>
- HCI_Link_Key_Request_Reply
HCI_Command_Complete .
- LMP_au_rand
-t
LMP_sres =
I I I I

Figure 3.11: Authentication during connection setup.

Step 8: Once the pairing or authentication procedure is successful, the encryp-
tion procedure may be started. This MSC only shows the set up of an
encrypted point-to-point connection. (See Figure 3.12 on page 637)

LM-A LM-B

( Step 7: Starting encryptien during cor ion establi t )

l I
< If {encryption required) >

LMP_encryption_mode_req
-

LMP_accepted

A

LMP_encryption_key_size_req

A A

LMP_accepted

LMP_start_encryption_req _
>

LMP_accepted

Figure 3.12: Starting encryption during connection setup.
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Step 9: The LMs indicate that the connection is setup by sending
LMP_setup_complete PDU. This will cause the Host to be notified of the new
connection handle, and this connection may be used to send higher layer data
such as L2CAP information. (See Figure 3.13 on page 638)

LM-A LM-B
Master Slave

( Step 9: LM-Afinishes Connection Setup with LM-B )

LMP_setup_complete

LMP_setup complete

< HCI_Connection_Complete HCI_Connection_Complete

Figure 3.13: LM-A and LM-B finishes connection setup.

Step 10: Once the connection is no longer needed, either device may termi-
nate the connection using the HCI_Disconnect command and LMP_detach
message PDU. The disconnection procedure is one-sided and does not need
an explicit acknowledgment from the remote LM. The use of ARQ Acknowledg-
ment from the Baseband is needed to ensure that the remote LM has received
the LMP_detach PDU. (See Figure 3.13 on page 638)

( Step 10: Host Adecides to terminate connection )

HCI_Disconnect =
i

HCI_Command_Status

-
-

LMP_detach

Y

BB ACK

. LMP_Disconnection_Commplete HC|_Disconnection_Corrplete

Figure 3.14: Host A decides to disconnect.
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4 OPTIONAL ACTIVITIES AFTER ACL CONNECTION
ESTABLISHMENT

4.1 AUTHENTICATION REQUESTED

Step 1: Authentication can be explicitly executed at any time after a connection
has been established. If no Link Key is available then the Link Key is required
from the Host. (See Figure 4.1 on page 639)

Note: If the Controller or LM and the Host do not have the Link Key a PIN Code
Request event will be sent to the Host to request a PIN Code for pairing. A pro-
cedure identical to that used during Connection Setup (Section 3.1, Step 7a:)
will be used. (See Figure 3.9 on page 635)

o

( Step 1: Host A requests authentication :)

HCI_Authentication_Requested

< HCI_Command_Status

If (link key missing) then
Link Key Required

HCI_Link_Key_Request

-

HCI_Link_Key_Request Reply
>

¢ HCI_Command_Complete

LMP_au_rand

HCI_Link_Key_Request x|
=

_ HC|_Link_Key_Request Reply
.
HCI|_Command_Complete

LMP_sres

g HCI_Authentication_Complete
-

Figure 4.1: Authentication requested.
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4.2 SET CONNECTION ENCRYPTION

Step 1: The host may at any time turn on encryption using the
HCI_Set_Connection_Encryption command. This command can be originated
from either the master or slave sides. Only the master side is shown in Figure
4.2 on page 640. If this command is sent from a slave, the only difference is
that the LMP_encryption_made_req PDU will be sent from the slave. The
LMP_encryption_key size req and LMP_start_encryption_req PDUs will
always be requested from the master. (See Figure 4.2 on page 640)

LM-A LM-B

( Step 1: Host A requests encryption on )

HCI_Set_Connection_Encryption
{on] i
HCI_Command_Status

LMP_encryption mode re3

- LMP_accepted

LMP_encryption_key_size req

LMP_accepted

-
-

LMP_start_encryption_req

LMP_accepted

e
-

__ HCI_Encryption_Change  (on) HCI_Encryption_Change (o) _ |

Figure 4.2: Encryption requested.

Step 2: To terminate the use of encryption, The
HCI_Set_Connection_Encryption command is used.
(See Figure 4.3 on page 640)

VA VB

( Step 2: Host A requests encryption off )
HCI_Set_Connection Encggllq
(off)
- HCI_Command_Status
LMP_encryption_mode_req
>
LMP_accepted
-
LMP_stop_encryption_req =
e LMP_accepted
4 HCI_Encnption_Change(off) HCI_Encryption_Changeoff}
- L
I | I I

Figure 4.3: Encryption off requested.
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4.3 CHANGE CONNECTION LINK KEY

Step 1: The master host (Host A) may change the connection link key using the
HCI_Change_Connection_Link_Key command. A new link key will be generated
and the hosts will be notified of this new link key. (See Figure 4.4 on page 641).

LM-A LM-B
Master Slave
( Step 1: Host A requests Connection Link Key Change )
HCI_Change_Connection_
Link_Key
HC|_Command_Status
LMP_comb_key .
< LMP_comb_key
LMP_au_rand = |
LMP_sms
-+
- LMP_au_rand
LMP_sres -
___ HCI_Link_Key_Notification HCI_Link_Key_Notification
__ HCI_Change_Connection_
" Link_Key_Complete
—— — — —
Figure 4.4: Change connection link key.
Optional Activities After ACL Connection Establishment4 November 2004 641
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4.4 MASTER LINK KEY

Step 1: The host changes to a Master Link Key from a Semi-permanent Link
Key using the HCI_Master_Link_Key command. (See Figure 4.5 on page 642)

LM-A LM-B

< Step 1: Host requests switch from Semi-permanent Link Key to Master Link
Key

HCI_Master_Link_Key -
(master_link_key)

< HCl_Command_Status

LMP_temp_rand

LMP_temp_key

If (encryption is enabled)
then restart encryption
LMP_encryption_mode_req

(off)
= LMP_accepted
-

\

LMP_stop_encryption_req
LMP_accepted

-
-

LMP_encryption_mode_req
fon)
LMP_accepted

Y

-
-+

LMP_encryption_key_size_req

»
I

LMP_accepted
LMP_start_encryption_eq
-
L LMP_accepted
g HCI_Master Link_Key Complete HCI_Master_Link_Key_Complete
—— — — ——
Figure 4.5: Change to master link key.
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Step 2: The host changes to a Semi-permanent Link Key from a Master Link
Key using the HCI_Master_Link_Key command. (See Figure 4.6 on page 643)

LM-A LM-B

( Step 2: Host requests switch from Master Link Key to Semi-permanent Link Key )

HCI_Master_Link_Key
(semi_permanent_link_key)
o HCl Command Status

-

LMP_use_semi_pemmanent_key

LMP_accepted

-

If (encryption is enabled)
then restart encryption

LMP_encryption_mode_req

——————————
off)
LMP_accepted

LMP_stop_encryption_req

LMP_accepted

-~
<%

LMP_eneryption_mode_req
fon)
LMP_accepted

Y

-
-

LMP_encryption_key_size req
Ll

LMP_accepted

LMP_start_encryption_reg

-

LMP_accepted
<
__HCI_Master_Link_Key_Complete) HCI_Master_Link_Key_Complete

Figure 4.6: Change to semi permanent link key.
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4.5 READ REMOTE SUPPORTED FEATURES

Using the HCI_Read_Remote_Supported_Features command the supported
LMP Features of a remote device can be read. (See Figure 4.7 on page 644)

If the remote supported features have been obtained previously then the Con-
troller may return them without sending any LMP PDUs.

Step 1: The host requests the supported features of a remote device.

C Step 1: Host A requests Supported Features from Device B )

HCI_Read_Supported_Features

HCI_Command_Status

-

LMP_features_req

- LMP_features_res

_ HCl_Read_Remote_Supported
_Features_Complete
— — — —

Figure 4.7: Read remote supported features.

4.6 READ REMOTE EXTENDED FEATURES

Using the HCI_Read_Remote_Extended_Features command the extended
LMP features of a remote device can be read. (See Figure 4.8 on page 644)

If the remote extended features have been obtained previously then the Con-
troller may return them without sending any LMP PDUs.

Step 1: The host requests the extended features of a remote device.

HostA LM-A LM-B
=" ="

( Step 1: Host A requests Extended Features from Device B )

HCI|_Read_Remote_Ex tended .

_Features
o HCI_Command_Status
<3

LMP_features_req_ext

-

LMP_features_res_ex

_, HCl Read Remote Extended
_Features_Complete
— — — —

Figure 4.8: Read remote extended features.
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4.7 READ CLOCK OFFSET

Using the HCI_Read_Clock_Offset command the device acting as the master
can read the Clock Offset of a slave. The Clock Offset can be used to speed up
the paging procedure in a later connection attempt. If the command is
requested from the slave device, the Controller will directly return a Command
Status event and a Read Clock Offset Complete event without sending any
LMP PDUs. (See Figure 4.9 on page 645)

Step 1: The host requests the clock offset of a remote device.

( Step 1: Host A requests Clock Offset from Device B )

HCI_Read_Clock_Offset

=g Command_Status

-

LMP_clkoffset_req

LMP_clkoffset_res

_, HCl_Read_Clock_Offset
_Complete
—— —— — ——

Figure 4.9: Read clock offset.

4.8 READ REMOTE VERSION INFORMATION

Using the HCI_Read_Remote_Version_Information command the version
information of a remote device can be read. (See Figure 4.10 on page 645)

If the remote version information has been obtained previously then the Con-
troller may return them without sending any LMP PDUs.

Step 1: The host requests the version information of a remote device.

( Step 1: Host A requests Remote Version Information from Host B )
Read_Remote_Version |
_Information ]
__ HCl_Command_Status
LMP_version_req
>
- LMP_version_res
_,  HCI_Read_Remote_Version
_Information_Complete
—— —— —— ——

Figure 4.10: Read remote version information.
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4.9 QOS SETUP

Using the HCI_Flow_Specification command the Quality of Service (QoS) and
Flow Specification requirements of a connection can be notified to a Controller.
The Controller may then change the quality of service parameters with a
remote device. (See Figure 4.11 on page 646)

Step 1: The host sends QoS parameters to a remote device.

LM-A LM-B
Master Slave

( Step 1: Host Anotifies LM-B of QoS parameters )

HCI_Flow_Spediication (T}
L

- HCI_Command_Status

-

_ HCI_Flow_Spedfication_Completel
=}

(T
HCI_Flow_Spediication (Rx)
B

=2 HCI_Command_Status
LMP_qualy of senice meq
. LMP_accepted
-
HCI_Fiow_Spediication_Completd HCI_Flow_: ification_Complele
(Rx) (Rx) sl
EE—— =] (=] ]

Figure 4.11: QoS flow specification.

410 SWITCH ROLE

The HCI_Switch_Role command can be used to explicitly switch the current
master / slave role of the local device with the specified device.

Step 1a: The master host (A) requests a role switch with a slave. This will send

the switch request, and the slave will respond with the slot offset and accepted.
(See Figure 4.12 on page 646)

LM-A LM-B

( Step 1a: Master Host Arequests Role Switch with Slave Device B )

HCI_Switch_Role

P

_,  HCI_Command_Status
-

LMP_switch_req

LMP_slot_offset

A

LMP_accepted

A

Figure 4.12: Master requests role switch.
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Step 1b: The slave host (B) requests a role switch with a master. This will send
the slot offset and the switch request, and the master will respond with a
LMP_accepted PDU. (See Figure 4.13 on page 647)

LM-A LM-B

( Step 1b: Slave Host B requests Role Switch with Master Device B

_HCI_Switch_Role

HCI_Command_Status

-

LMP_slot_offset

-

LMP_switch_req

LMP_accepted

—_ _

Figure 4.13: Slave requests role switch.

Step 2: The role switch is performed by doing the TDD switch and piconet
switch. Finally an HCI_Role_Change event is sent on both sides.
(See Figure 4.14 on page 647)

LM-A LM-B

Step 2: Role Switch is performed

| T
Role Switch performed using TDD
Switch

| Piconet Switch |

¢ HCl_Role_Change (slave) HCI_Role_Change (master) -

Figure 4.14: Role switch is performed.

Optional Activities After ACL Connection Establishment4 November 2004 647

972



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 648 of 814

Message Sequence Charts 8 Blue tOO th@

648 4 November 2004 Optional Activities After ACL Connection

973



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 649 of 814

Message Sequence Charts GB Blue t00 th@

5 SYNCHRONOUS CONNECTION ESTABLISHMENT
AND DETACHMENT

5.1 SYNCHRONOUS CONNECTION SETUP

Using the HCI_Setup_Synchronous_Connection command, a host can add a
synchronous logical channel to the link. A synchronous logical link can be pro-
vided by creating a SCO or an eSCO logical transport.

Note: An ACL Connection must be established before a synchronous connec-
tion can be created.

Step 1a: Master device requests a synchronous connection with a device.
(See Figure 5.1 on page 649)

LM-A LM-B
Master Slave

( Step 1a: Host Arequests Synchronous Connection with Device B )

HCI |Setup_Synchronous_Connection
(EV3 | EV4 | EV5)

HCI_Command_Status

-

LMP_eSCO_link_req

HCI_Connection_Request |
(8SCO)
|, HCI_Accept_Synchronous
v _Connection_Request
[EV3 | EV4| EVS)

HCI_Command_Status

< LMP_eSCO_link_req

LMP_eSCO_link_req

\ J

LMP_accepted_ext

<%

Synchronous Connection started

__ HCl_Synchronous_Connection HCI_Synchronous_Cennection o
—Complele (eSC0) _Complete (6SCO)
I I ] I

Figure 5.1: Master requests synchronous EV3, EV4 OR EV5 connection.
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Step 1b: Slave device requests a synchronous connection with a device.
(See Figure 5.2 on page 650)

Master

Slave

(

Step 1b: Host B requests Synchronous Connection with Device A

)

HCI_Setup_Synchronous
" Connection (EV3 | EV4 | EV5)
HCI_Command_Status
LMP_eSCO_link_req
-t
HCI_Connection_Request
HCI_Accept_Synchronous
_Connection_Request =
[EV3 | EV4 | EVS)
_,  HCI_Command_Status
- LMP_eSCO link req
-
_ LMP_eSCO_link_req
LMP_eSCO link req
|
LMP_accepted_ext
Synchronous Connection started
HCI_Synchronous_Connection HCI_Synchronous_Connection |
—————————————
—Complete (85C0) _Complete (eSCO)
—— = E—e—

Figure 5.2: Slave requests synchronous EV3, EV4 OR EV5 connection.

Step 1c: Master device requests a SCO connection with a device.
(See Figure 5.3 on page 650)

LM-A
Master

LM-B
Slave

C

Step 1c: Host Arequests Synchronous Connection with Device B

D

HCI_Setup_Synchronous

Connection (HVT | HV2 |
HV3 | EV3 | EV4 | EVS)

HC|_Command_Status

-
-

HCI_Synchronous_Connection

LMP_SCO._link_req

[

LMP_accepted

HCI_Connection_Request _ |

(5C0) .

HCI_Actept_Connection_Request
-

HCI_Command_Status

Synchronous Connection started

-

_Complete (SCO)
—

HCI_Connection_Complete

Figure 5.3: Master requests synchronous connection using SCO.
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Step 1d: Master device requests a SCO connection with a device.

(See Figure 5.4 on page 651)

€3 Bluetooth’

LM-A

Slave

Step 1d: Host Arequests Synchronous Connection with Device B

HCI_Setup_Synchronous_
Connection (HV1 [ HVZ | &
HV3 | EV3 | EV4| EVS)

HC|_Command_Status

LMP_SCO_link_req

LMP_accepted

-

HCI_Connection_Request

(CO)
_ HCI_Accept_Connedion_Regu
-

Y

HCI_Command_Status

Synchronous Connection started

HCI_Synchronous_Connection
_Complete

-

HCI_Connection_Complete

Figure 5.4: Master requests synchronous connection with legacy slave.

Step 1e: Host device requests a SCO connection with a device.

(See Figure 5.5 on page 651)

LM-A
Master

LM-B
Slave

< Step 1e: Legacy Host B requests Synchronous Connection with Master Device A )

LMP_SCO_link_req

_, HCI Add_SCO_Connection

HCI_Command_Status

-

HCI_Connection_Request
(5C0)
HCI_Accept_Synchronous
_Connection_Request
(HV1 | HVZ | HV3)

HCI_Command_Status

-
-

I

LMP_SCO_link_req

LMP_accepted

Synchronous Connection started

. HCI_Synchronous_Connection
_Complete

HCI_Connection_Complete .

Figure 5.5: Any device that supports only SCO connections requests a synchronous

connection with a device.
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Step 2a: Master renegotiates eSCO connection (See Figure 5.6 on page 652).

VA VB

Synchronous Connection exists
with EV3, Tesco=6, and Wesco=4

( Step 2a: Host-Achanges Synchronous Connection with Device B >
HC|_Setup_Synchmnous_Connection
{Retransmission_effort=0x00)
-
a HCI_Command_Status
<
LMP_eSCO_link_req .
>
LMP_eSCO_link_req
<
< LMP_eSCO_link_req >
| 4 LMP_accepted_ext o |
< >
Synchronous Connection
changed
HCI_Synchronous_Connection_| HGI_Synchronous_Connection_]
Changed Changed
-
. L
I L] I I

Figure 5.6: Master renegotiates eSCO connection.

Step 2b: Slave renegotiates eSCO connection (See Figure 5.7 on page 652).

LM-A LM-B

Synchronous Connection exists
with EV3, Tesco=6, and Wesco=4

( Step 2b: Host-B changes Synchronous Connection with Device A >

HCI_Setup_Synchonous_Connection|
__ (EV3,Retransmission_efiort=0:00)

-+
HCI_Command_Status |
L
A LMP_eSCO_link_req
<
LMP_eSCO_link_req
< o
-
. LMP_accepted_ext o
< Ll

Synchronous Connection

changed
HCI_Synchronous_Connection_ HCI_Synchronous_Connection_
Changed Changed
<
% L
L | I I L]

Figure 5.7: Slave renegotiates eSCO connection.
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Step 3a: eSCO Disconnection. (See Figure 5.8 on page 653)

Step 3a: Host Arequests eSCO Disconnection from Device B

HCI_Disconnect

L

HCI_Command_Status

-

LMP_remove_eSCO_link_req
>

LMP_accepted_ext

Synchronous Connection Exited

- HCI_Disconnection_Complete HCI_Disconnection_Complete >

Figure 5.8: Synchronous disconnection of eSCO connection.

Step 3b: SCO Disconnection. (See Figure 5.9 on page 653)

el el el o

Step 3b: Host Arequests SCO Disconnection from Device B

HCI_Disconnect s
_,  HCI_Command_Status
LMP_remove_SCO_link_req |
g
LMP_accepted
¢
Synchronous Connection Exited
__ HCl_Disconnection_Complete HCI_Disconnection_Complete
—— — — ——

Figure 5.9: Synchronous disconnection of SCO connection.
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6 SNIFF, HOLD AND PARK

Entry into sniff mode, hold mode or park state requires an established ACL
Connection.

6.1 SNIFF MODE

The HCI_Sniff_Mode command is used to enter sniff mode. The
HCI_Exit_Sniff Mode command is used to exit sniff mode.

Step 1: Host requests to enter sniff mode. Multiple LMP_sniff_req PDUs may

be sent as the parameters for sniff mode are negotiated.
(See Figure 6.1 on page 655)

( Step 1a: Host Arequests Sniff Mode with Device B )

HCI_Sniff_Mode »

< HCI_Command_Status

LMP_sniff_req

¢ LMP_accepted

| Sniff mode started |

_, HCI_Mode_Change (sniff) HC|_Mode_Change (sniff)

.

Figure 6.1. Sniff mode request.

Step 2: Host requests to exit sniff mode. (See Figure 6.2 on page 655)

Step 2: Host Aexits Sniff Mode with Device B

HCI_Exit_Sniff_ Mode
S L= N (=R

< HCl_Command_Status
LMP_unsniff_req »
" LMP_accepted

| Sniff mode exited |

: HCI_Mode_Change acﬁve: ‘ HCl_Mode_Change (active) »
— —

Figure 6.2: EXxit sniff mode request.
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6.2 HOLD MODE

The HCI_Hold_Mode command can be used to place a device into hold mode.
The Controller may do this by either negotiating the hold mode parameters or
forcing hold mode. Hold mode will automatically end after the negotiated length
of time.

Step 1a: A host requests hold mode. (See Figure 6.3 on page 656)

LM-A LM-B
Master Slave

( Step 1a: Host Arequests Hold Mode with Device B

HCI_Hold_Mode

g¢—HC!_Command Status

LMP_hald_req o
=

LMP._accepted

Hold mode started |

HCI_Mode_Chan: Id HCI_Mode_Change (hold

Figure 6.3: Hold request.

Step 1b: A host may force hold mode. (See Figure 6.4 on page 656)

LM-A LM-B

Step 1b: Master Host Aforces Hold Mode with Slave Device B

HCI_Hold_Mode o
=

‘ HC|_Command_Status
| LMP sel AFH_(AHS(T9) _
LMP_hold -

I Hold mode started |

o HCI_Mode _Change _(hold HC|_Mode Change (hold) >
—— — — —

Figure 6.4: Master forces hold mode.
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Step 1c: A slave device requests hold mode. (See Figure 6.5 on page 657)

LM-A LM-B

Step 1c: Slave Host B forces Hold Mode with Master Device A

HCI_Hold_Mode

HCI_Command_Status

™~ LMP_hold
<

| LMP sstAPH (AHSTS)
LMP_hold

| Hold mode started |

HCI_Mode_Cha old) HCI_Mode_Change (hold) >

Figure 6.5: Slave forces hold mode.

Step 2: When hold mode completes the hosts are notified using the
HCl_Mode_Change event. (See Figure 6.6 on page 657)

A M-B

( Step 2: Hold Mode Completes )

[

| Heold mode completes |

¢ HCI_Mode Change (active) HCI_Mode Change ({active) >

LMP_set AFH (cument_map) .

Figure 6.6: Hold mode completes.
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6.3 PARK STATE

Park state can be entered by using the HCI_Park_State command.

Step 1a: The master requests to place the slave in the park state. Before send-
ing the LMP_park_req PDU, the master may disable AFH by setting the con-
nection into AHS(79). (See Figure 6.7 on page 658)

LM-A LM-B
- C -

( Step 1a: Master Host A requests Park State with Slave Device B )
HC!I_Park_State o
HCI_Command_Status
LMP_set AFH (AHS(T9))
P
LMP_park_req -
|
b LMP_accepted
Park State Started
__HCI_Mode_Change _(park) HCI_Mode_Change _(park}
- -
— — —— —

Figure 6.7: Park state request from master.

Step 1b: The slave requests to be placed in the park state. Before sending the
LMP_park_req PDU back to the slave, the master may disable AFH by setting
the connection into AHS(79). (See Figure 6.8 on page 658)

TWFA VB
Master Slave

( Step 1b: Slave Host B requests Park State with Master Device A )
HCI_Park_State
HCI_Command_Status )
- LMP_park_req

LMP_set AFH (AHS(9)
e

LMP_park_req >

= LMP_accepted
I Park State started |
¢ HC|_Mode Change _(park HCI_Mode Change (park >
— E— — E—

Figure 6.8: Park state request from slave.
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Step 2: When in the park state, a slave still needs to unparked for link supervi-
sion purposes. The master sends an LMP_unpark_PM_ADDR_req PDU or an
LMP_unpark_BD_ADDR_req PDU to the slave during the beacon. Only the
PM_ADDR version is illustrated in the figure. (See Figure 6.9 on page 659)

LM-A LM-B
Master Slave

(_ Step 2a: Master LM-A unparks Slave Device B for Supervision _)

LMP_ungark_PM_ADDR_req
T

Slave Unparks

LMP_accepted
LMP_park_req

LMP_accepted

Slave Parks

|
—_— —_

11

Figure 6.9: Master unparks slave for supervision.

Step 3a: A master may unpark a slave to exit park state. The master should re-
enable AFH by setting the current AFH channel map to the unparked slave.
(See Figure 6.10 on page 659)

LM-A LMB
HostA HostB
Master Slave

( Step 2b: Master Host A unparks Slave Device B )

HCI_Exit_Park_State

- HCI Command_Status

LMP_unpark_PM_ADDR_req -
P

Slave Unparks

LMP_

<

. HCI_Mode_Change (active) HCI_Mode_Change (active) _
=

-

LMP_set AFH (cument_map)

Figure 6.10: Master exits park state with slave.
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Step 3b: A slave may request to be unparked by sending a message in an
access window. It will then receive instructions from the master to unpark. The
master should re-enable AFH by setting the current AFH channel map to the
unparked slave. (See Figure 6.11 on page 660)

LM-A LM-B
Master Slave

( Step 2c: Slave Host B Exits Park State with Master Device A )

¢ HCI_Exit_Park_State

HCI_Command_Status >

Slave sends ID during Access
Window

LMP_unpark_PMADDR_req »

Slave Unparks |

. LMP_accepted
¢ HCI_Mode Change (active HCI_Mode_Change (active) »

LMP_set AFH (cument map) .

Figure 6.11: Slave exits park state with master.
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7 BUFFER MANAGEMENT, FLOW CONTROL

Buffer management is very important for resource limited devices. This can be
achieved on the Host Controller Interface using the HCl_Read_Buffer_Size
command, and the HCI_Number_Of_Completed_Packets event, and the
HCI_Set_Host_Controller_To_Host_Flow_Control, HCl_Host_Buffer_Size and
HCI_Host_Number_Of_Completed_Packets commands.

Step 1: During initialization, the host reads the buffer sizes available in the
Controller. When an HCI Data Packet has been transferred to the remote
device, and a Baseband acknowledgement has been received for this data,
then an HCI_Number_Of_Completed_Packets event will be generated.
(See Figure 7.1 on page 661)

LM-A=sBB-A LM-B=BB-B

C Step 1: Host Alnitializes and uses Flow Control )
HCI_Read_Buffer_Size

- HCI_Command_Complete

< After an ACL connection is established >
ACL Data Packet
Data Packet s
< BB ACK

i HCI_Number_Of_ ACL Data Packet =

7 Completed_Packets L
— —— — —

Figure 7.1: Host to Controller flow control.
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Step 2: During initialization, the host notifies the Controller that host flow con-
trol shall be used, and then the host buffer sizes available. When a data packet
has been received from a remote device, an HCI Data Packet is sent to the
host from the Controller, and the host shall acknowledge its receipt by sending
HCI_Host_Number_Of_Completed_Packets. (See Figure 7.2 on page 662)

LM-A=BB-A LM-B=BB-B

( Step 1: Host Alnitializes and uses Host Flow Control )

HCI_Set_Host Controller.
To_Host_Flow_Control  ©
__ HCI_Command_Complata
-}

HCI_Host_Buffer_Size

Y

HCI_Command_Complete
=

< After an ACL connection is established >
i Data Packet
. Data Packet
ACK o
- Data Packet
=
HCI_Host_Number_Of_
Completed_Packets

— — — —

Figure 7.2: Controlfler to Host flow control.
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8 LOOPBACK MODE

The loopback modes are used for testing of a device only.

8.1 LOCAL LOOPBACK MODE

The local loopback mode is used te loopback received HCI Commands, and
HCI ACL and HCI Synchronous packets sent from the Host to the Controller.

Step 1: The host enters local loopback mode. Four connection complete

events are generated and then a command complete event.
(See Figure 8.1 on page 663)

LM-A=BE-A LM-B=BB-B

( Step 1: Host enters Local Loopback Mode _)

HCI_Wrile_Loopback_Mode
(local)
_, HCI_Connection_Complete

= (ACL)

_ HCI_Connection_Complete

= (SCO or eSCO)
HCI_Connection_Complete

= (SCO or eSCO)

___HCI_Connection_Complete

i (SCO or eSCO)

, HCl_Command_Complete

Figure 8.1: Entering local loopback mode.

Step 2a: The host sending HCI Data Packet will receive the exact same data
back in HCI Data Packets from the Controller. (See Figure 8.2 on page 663)

LM-A=BB-A LM-B=BB-B

( Step 2a: Host enters sends data to Controller while in Local Loopback Mode )

ACL Data Packet

!

ACL Data Packet

ACL Data Packet

ACL Data Packet

-

Figure 8.2: Looping back data in local loopback mode.
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Step 2b: The host sending most HCl| Command Packets to the Controller will
receive an HCI_Loopback_Command event with the contents of the HCI Com-
mand Packet in the payload. (See Figure 8.3 on page 664)

Step 2b: Host enters sends HCI Commands to Controller while in Local Loopback
Mode
HCl Command Packet
_  HCI_Loopback_Command
<zt
HCl Command Packet
-
__ HCI_Loopback_Command
L I I I

Figure 8.3. Looping back commands in local loopback mode.
Step 3: The host exits local loopback mode. Multiple disconnection complete

events are generated before the command complete event.
(See Figure 8.4 on page 664)

LM-A=BB-A LM-B=BB-B

( Step 2: Host Exits Local Loopback Mode )

HCI_Write_Loopback_Mode,|
(no loopback) e
| HCI_Disconnection_Complete
| (ACL)
_ HCI_Disconnection_Complete
o (SCO or eSCO)
< HCI_Disconnection_Complete
(SCO or eSCQ)
HCI_Disconnection_Complete
™ (SCO or eSCO))
_, HC|_Command_Complete

Figure 8.4: Exiting local loopback mode.
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8.2 REMOTE LOOPBACK MODE

The remote loopback mode is used to lookback data to a remote device over
the air.

Step 1: The remote host first sets up an connection to the local device. The
local device then enables remote lcopback. (See Figure 8.5 on page 665)

LM-A=BB-A LM-B=BB-B

(_ Step 1: Hosts enters Remote Loopback Mode

| Host B creates ACL Connection
Step 2: Any data received from the remote host will be loopbacked in the Con-
troller of the local device. (See Figure 8.6 on page 665)

L
L

HCI_Write_Loopback_Mode
(remote) o
. HCI_Command_Complete

I_

Figure 8.5: Entering remote loopback mode.

LM-A=BE-A LM-B=EB-B

C Step 2: Host B sends data packets that will loopback through Device A )

L
L

- HCI Data Packet

Data Packet

ACK

HCI_Number_Of_Completed

_Packets i
Data Packet -
HCl Data Packet
I I I —
Figure 8.6: Looping back data in Remote Loopback Mode.
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Step 3: The local host exits remote loopback mode. Any connections can then
be disconnected by the remote device. (See Figure 8.7 on page 666)

Step 3: Hosts exit Remote Loopback Mode

HCI_Wiite_Loopback_Mode
(na loopback) o

__HCI_Command_Complete

-+

I Host B disconnects ACL Connection |

e e e

Figure 8.7: Exiting remote loopback mode.
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SAMPLE DATA

This appendix contains sample data
for various parts of the Bluetooth
baseband specification. All sample
data are provided for

reference purpose only; they are
intended as a complement to the
definitions provided elsewhere in the
specification. They can be used to
check the behavior of an
implementation and avoid
misunderstandings. Fulfilling these
sample data is a necessary but not
sufficient condition for an
implementation to be fully Bluetooth
compliant.
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1 ENCRYPTION SAMPLE DATA

This section contains four sets of sample data for the encryption process.

With respect to the functional description of the encryption engine in the Blue-
tooth baseband specification, the contents of registers and resulting concurrent
values are listed as well. This by no means excludes different implementations
(as far as they produce the same encryption stream) but is intended to
describe the functional behavior.

In case of misunderstandings or inconsistencies, these sample data form the
normative reference.

1.1 GENERATING KC' FROM KC,

where Kc'(x) = g2(x)(Kc(x) mod g1(x)).

Note: All polynomials are in hexadecimal notatien.
'L' is the effective key length in bytes.
The notation 'p: [m]' implies that deg(p(x)) = m.

MSE LSE

T

gl: 8] 00000000 00000000 00000000 00000114
g2: [119] 00e275a0 abd218d4 cf928b% bfécbiBE
Ke: a2b230a4 93f281bb 61a85b82 a%d4aile
Ke mod gl: [7] 00000000 00000000 00000000 0000009f
g2 (Kc med gl): [126] 7aal6f39 59836ba3 22049a7b 87fldsas
L =2

gl: [16] 00000000 00000000 00000000 0001003f
g2: [112] 0001e3f6 3d7659b3 7f18c258 cffeefef
Ke: 64e7df78 bb7ccaa4 61433123 5b3222ad
Kc mod gl: [12] 00000000 00000000 00000000 00O0O0LEE0
g2 (Kc mod gl): [124] 142057bb Obceac4c 58bdl4Ze 1e710a50
L=23

gl: [24] 00000000 000Q0000 00000000 010000db
g2: [104] 000001be fe6c6c3a bl030a5a 1919808b
Kc: 575e5156 ba685dcé 1l12124ac edb2cl?9
Kc mod gil: [23] 00000000 00000000 Q0000000 008ddbcs
g2 (Kc mod gl): [127] dsed0adb 8216cbhb39 7fe3c591 1£f£55618
L =4

gl: [321 00000000 00000000 00000001 000000af
g2: [96] 00000001 6ab89968 del7467f d3736ad9
Ke: 8917b4fec 403bedb2 1596b86d lcbBadab
Kec med gl: [31] 00000000 00000000 00000000 aale78aa
g2 (Ke mod gl): [127] 91910128 boOe2fSed al32al3e af3ds8cda
Encryption Sample Data 4 November 2004 673
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L =5

gl: [40] 00000000 ©O0QO0000 00000100 00000039

g2: [88] 00000000 01630632 91daS50ec 55715247

Ke: 785c915b dd25b9cé 0102ab00 bécdzass

Kc mod gl: [38] 00000000 00000000 0000007f 13d44436

g2 (Kc mod gl) : [126] 6fb5651c cb80c8d7 ealeeS56d flec5d02

L=2¢6

gl: [48] 00000000 0O0CO00000 00010000 00000291

g2: [771 00000000 00002c93 52aa6cc0 54468311

Ke: 5e77d19f 55ccd7d5 798f9a32 3bB3e5ds

Kc mod gl: [47] 00000000 00000000 000082eb 4af2l3ed

g2 (Kc mod gl): [124] 16096bch afcf8def 1d226alb 4d3f9a3d

674 4 November 2004 Encryption Sample Data
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00000000
00000000
05454203
00000000
50£9c0d4

00000000
000000b3
8ddcfbe3
00000000
e3178dag

01000000
f7fffce2
ed024bzd
0095bBad
4a09fe0d

00000095
79£3a073
92b7f54c
8ebB8l6da
34f67b0e

00000000
00000000
Tcel4adfc
00000000
532c36d4

00000001
00000000
fab38ad7
00000000
5d0954e0

0o0Qooooo
alabg8l5b
2a5d8a4l
8660806C
922988b6

0000001b
c7ecB8025
eblsba3l
1l865deec
826f78dc

00000000
00000000
Seeffica
00000000
016313f6

00000100
00000000
84fc2782
00000083
0d3771cf

00000000
0002c980
9c051726
58ccb7d40
7f8e4bb9

00000609
11d8bo4d
3dfef3ce
bs5d3c71
4aa6827d

00000000
00000000
Tbl3g46e
00000000
023bhclec

00010000
00000000
88beb4de
0000b4de
34a0029e

00000000
0000058e
34e7160a
34171767
f798dcfh

00000215
24f9a4bb
fd44dces
f36981c3
f18bas8d

00000000
Q0000000
bdaedet&c
00000000
022e08a9

01000000
00000000
ee7d757e
007d757e
3aa51dsd

00000000
0000000c
B8dfe2dss
gdfesgaa
2£93fa78

0000013b
a7e024d7
9alB81193
2fcee3’7l
85cclfB?

00000001
00000000
e6483blc
00000000
030d752b

00000000
00000000
2cdbl1040
2cdbl040
216fe29b

0o0QooQ00
00000000
9a658£97
9a658£d7
b880275¢

000000dd
lc9c26b9
c4efdood
Sb562e4dl
d7e6f6f9

L =7
gl: [56]
g2: [71]
Ke:

Kc mod gl: [55]
g2 (Kc mod gl): [126]
L=28

gl;: [64]
g2: [63]
Ko

Kc mod gl: [63]
g2 (Ko mod gl): [126]
L=29

gl: [72]
g2 [a9]
Kc

Kc mod gl: [71]
g2 (Kc mod gl): [120]
L =10

ais; [80]
g2: [42]
Kc:

Kc mod gl: [79]
g2 (Ke mod g1l): [121]
L =11

gl: [eg]
g2 [35]
Ko

Kc mod gl: [88]
g2 (Kc mod gl): [121]
L =12

gl: [98]
g2: [28]
Ko

Kc mod gl: [83]
g2 (Ko mod gl): [121]
L = 13

gl: [104]
g2: [21]
Keo:

Kc mod gl: [100]
g2 (Ke mod gl): [121]

00000100
Qooooooo
d79dz2s81d
00000014
03f£11138

00000000
00000000
a2266847
22266847
9cebf919

00000000
ooQogooo
6b223c46
6b223c45
00bs3808

00000494
0026d9e3
dcOabSee
elfcsfas
4acl58aa

€3 Bluetooth®

Encryption Sample Data
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L =14

gl: [112] 00010000 00000000 00000000 0000014f
g2: [14] 00000000 00000000 00000000 00004377
Ke: cad9a65b 9fcalcld a2320fcf 7cd4aedBe
Kc mod gl: [111] 0000a65b 9fcalcld a2320fcf 7cb6as’0sg
g2 (Kc mod gl): [125] 284840fd £1305f3c 529f5703 76adf7cf
L =15

gl: [120]1 01000000 00O0QO00000 00000000 000000e7
g2: [7] 00000000 Q0000000 00000000 00000089
Ke: 21f0cc31 049b7163 d375e%el 06029809
Kc mod gl: [119] 00f0cc3l 049b7163 d375e9el 0602840e
g2 (Ke mod gl): [126] 7f10b53b 64fB84b94 f22e566a 3754a37e
L =16

gl: [128] 00000001 0QO0OQ0000 00000000 00000000 00000000
gz2: [0] 00000000 00000000 00000000 00000001
Ke: 35ecBfc3 d50ccd32 5£2fd907 bde206de
Kc mod gl: [125] 35ec8fc3 dS50ccd32 5£2fd907 bde206de
g2 (Kc mod gl): [125] 35ecB8fc3 d50ccd32 5£2£fd4907 bdeZoéde

1.2 FIRST SET OF SAMPLE DATA

Initial values for the key, pan address and clock

K'el[0] =00 Kiel[l] = 00 K'cl[2] = 00 K'cl[3] = 00
K'cl{4] =00 K'ci[5] = 00 K‘cl(6] = 00 Kel[7] = 00
K'el(8] = 00 K'cl[9] = 00 K‘ci[10] = 00 K cl[11) = 00
K'el(12] = 00 K'cl[13] = 00 K'c1l(14] = 00 K el[15) = 00
Addrl[0] = 00 Addrl[1] = 00 Addri[2] = 00

Addrl[3] = 00 Addri[4] = 00 Addri[5] = 00

cLifo] = 00 CLL[1] = 00 cLif2] = 00 cL1[3] = oo

Fill LFSRs with initial data

t  clk# LFSR1 LFSR2 LFSR3 LFSR4 X1 X2 X3 ¥4 2 cClt+1] clt] cft-1]
0 ] 0000000* 00000000* 000000000* 0000000000* o 0 0 0 o o0 oo 00
1 1 0000000% 00000001* QO0000000* 0D00O0DOOOL* o 0 0 0 0 00 oo 00
2 2 0000000* 00000002% 000000000% DO00DOO0O3* o 0o o o o o0 oo 00
3 3 0000000% 00000004% 000000000* DOOODOOODT* 0 0o 0 0 o0 o0 00 00
4 4 0000000% 00000008* 000000000% O00O0DOOOE* 0 0 0 o0 o0 o0 oo 00
5 5 0000000% 00000010% QO0D000000* 000ODDOOLCH 0 0 0 o 0 o0 oo 00
[ 5 0000000* 00000020% 00000C000% 0000000038+ o 0 0 o0 o 00 oo 00
676 4 November 2004 Encryption Sample Data
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7 7 0000000* 0O000040* 000000D000* DODODO0OTO* 0 0 0 0 0 00 oo 00
8 8 0000000* 00000080* 000000000* 00000000ED* 0 0 0 0 o 00 00 00
2 9 0000000* 00000100* 000000000* 00000001CO* a o 0 0 0 00 oo oo

10 10 0000000* 00000200% 000000D000*% O00000D3BO* 0 0 0 0 0 00 00 00
11 11 0000000* 00000400* 00000D000* 000GOO0DT00* 0 0 0 0 0 00 oo 00
1z 1z 0000000% 00000800* 000000000*% 00000COEDO* 0 0 0o 0 0 00 oo oo
13 13 0000000* QO0001000* 000000000* 0000001COO* a o 0 0 0 00 oo oo
14 14 0000000* 00002000% 000000000* 0000003800 0o 0 0 0 o oo 0o 00
15 15 0000000* 00004000* 00000D000* 0000O0T000* 0 0 0 0 0 00 oo 00
16 16 Q000000* 00008000* 000000000* O0OO0OOOEOOO* 0o 0 0o 0 0 00 0o oo
17 17 0000000* 00010000* 000000000* 00000LCOOO* a o o 0 0 00 oo oo
18 18 0000000* 00020000% 000000000* 000003B000% 0o 0 0 0 o oo 0o 00
19 19 0000000* 00040000% 00000D000* 0000070000* 0 0 0 0 0 00 oo 00
20 20 0000000* 00080000* 000000000* O0OOOOEOOOO* 0o 0 0o 0 0 o0 0o oo
21 21 0000000* 00LO0000* 000000000* 00001COQO00* a o 0o 0 0 00 oo oo
22 22 0000000* 00200000* 000000000* 0000380000* 0 0 0 0 0 00 00 00
23 23 0000000* 00400000* 0O00000000* 0000700000% 0 0o 0 0 0 00 oo oo
24 24 0000000* 00800000* 00000D000* 0OOOEQCDOOO* 0 1 0 0 1 00 00 00
25 25 0000000* 01000000% 000000000* 0001CO0000* 0o 0 0 0 0 00 00 00
26 26 0000000 02000000* 000000000* 0003800000* 0 0 0 0 0 00 00 00
27 27 0000000 04000000% 000000000* 0007000000 0 0 0 0 0 00 oo 00
28 28 Q0000000 ©B000000* 000000000* QOOEDOOQOQO* 0o 0 0o 0 0 o0 0o oo
29 29 0000000 10000000%* 000000000* 001CO00000* 0 0 0 0 0 00 00 00
30 30 0000000 20000000* 000000000* 0038000000* 0 0 0 0 0 00 00 00
31 31 0000000 40000000* 000000D000* 0070000000* o 0 0 0 0 o0 0o 0o
32 32 Q0000000 00000001 O0O00000000* QOEQOOOQOQO* 0o 0 0o 1 1 00 oo oo
23 33 0000000 00000002 000000000* 0LCO000000* 0o 0 0 1 1 00 00 00
34 34 0000000 00000004 000000000 0380000000* 0 0 0 1 1 00 00 00
35 35 0000000 00000008 000000000 OT00000000% a o0 o 0 0 00 oo oo
36 36 0000000 00000010 000000000 OEOQOOOOOO* 0o 0 0o 0 0 o0 0o oo
a7 37 0000000 00000020 000000000 1C00000000* 0o 0 0 0 0 00 oo 00
a8 38 0000000 00000040 000000000 3800000000* 0 0 0 0 0 00 00 00
39 39 0000000 ©OO00008BO 000000000 7000000000% a 0o 0o o0 0 00 oo 00
40 1 0000000 00000100 0O0000000 &000000001 0 0 0 0 0 00 00 00
41 2 0000000 00000200 000000000 4000000003 0 0 0 o 0 00 00 00
42 3 0000000 00000400 000000000 0000000007 0 0 0 O 0 00 00 00
43 4 0000000 ©O0000800 000000000 OO00000000E a o 0o 0 0 00 oo oo
44 5 0000000 00001001 000000000 000000001D 0 0 0 0 0 00 00 00
45 6 0000000 00002002 000000000 000000003E 0 0 0 0 0 00 00 00
46 T Q000000 00004004 000000000 0000000077 0o 0 0o o0 0 00 oo oo
47 8 0000000 00008008 000000000 OQO0000D000EE o 0 0 o0 0 00 00 oo
48 9 0000000 00010011 000000000 00000001DD 0 0 0 0 0 00 00 00
49 10 0000000 00020022 000000000 00000003BE 0 0 0 0 o 00 0o 00
50 11 0000000 00040044 000000000 0000000777 0 0 0 0 o 00 00 00
51 1z Q000000 00080088 000000000 OQO000O00Q0EEE 0 o 0o 0 0 00 oo oo
52 13 0000000 00100110 000000000 ©0000001DDD o 0 o 0 0 00 oo oo
53 14 0000000 00200220 000000000 0000003BRE 0o 0 0 0 o 00 0o 00
54 15 0000000 00400440 000000000 0000007777 0 0 0 0 o 00 00 00
55 16 0000000 00800880 000000000 OO0DQOOEEEE 0 1 0 0 1 00 oo oo
56 17 0000000 01001100 000000000 ©000001DDDD 0o 0 o 0 0 00 oo oo
57 18 0000000 02002200 000000000 O000003IBEBE 0 0 0 0 0 00 0o 00
58 19 0000000 04004400 000000000 0000077777 0 0 0 0 o 00 0o 00
59 20 Q000000 0B008800 000000000 OQO000OEEEEE 0 o 0o 0 0 00 oo oo
60 21 0000000 10011000 000000000 ©00001DDDDD o 0 0 0 o 00 00 00
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1002



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 678 of 814

Sample Data 8 Bluetooth

61 22 0000000 20022000 000000000 0DOQ03BBEEE 0 0 0 0 0 o0 00 00
62 23 0000000 40044000 000000000 0000777777 0 0 0 0 0 00 00 00
63 24 0000000 00088001 000000000 OOOOQOEEEEEE 0 0O 0 0 0 00 00 00
64 25 0000000 00110003 000000000 0001DDDDDD 0 0 0 0 0 00 00 00
65 26 0000000 00220006 000000000 DOQ3BBEEEE 00 0 0 0 00 00 00
&6 27 0000000 0044000C 000000000 0007777777 0o 0 0 o0 0 00 00 00
&7 28 0000000 O0OOBB0018 000000000 OOOEEEEEEE 0 1 0 0 1 00 00 00
68 29 0000000 01100031 000000000 001DDDDDDC 0 0 0 0 0 00 00 00
69 30 0000000 02200062 000000000 OO3BEBBEEES 0 0 0 0 0 00 00 00
70 3l 0000000 044000C4 000000000 0077777770 0O 0 0 o 0 00 00 00
71 32 0000000 08800188 000000000 OOEEEEEEEOQ 0 1 0 1 0 01 oo oo
72 33 0000000 11000311 000000000 01DDDDDDCL 0 0o 0 1 o 00 01 00
73 34 0000000 22000622 000000000 O3BBEBBEES3 0 0 0 1 1 11 oo 01
T4 35 0000000 44000C44 000000000 0777777707 0 0 0 o0 1 10 11 Qo
75 36 0000000 08001888 000000000 OEEEEEEECE 0 0o 0 1 1 01 10 11
76 a7 0000000 10003111 000000000 1DDDDDDC1D 0 0 0 1 0 o1 01 10
7 38 0000000 20006222 000000000 3EBBEBBEBS3EB 0 o 0 1 0 11 01 o1
78 39 0000000 4000C444 000000000 7777777077 0 0 0 O 1 01 11 01
79 40 0000000 00018888 000000000 EEEEEEEOEF 0 0 0 1 0 10 01 11
80 41 0000000 00031110 000000000 SDDDDDC1DE 0 0 0 1 1 00 0 01
81 42 0000000 00062220 000000000 3IBBBBE8IBC 0 0 0 1 1 01 00 10
82 43 0000000 000C4440 000000000 7777770779 0 0o 0 o0 1 01 01 oo
83 a4 0000000 00188880 000000000 GEEEEEQEF2 0 0 0 1 0 11 01 01
84 45 0000000 00311100 000000000 SDDDDCIDES 0 0 0 1 0 10 11 01
85 46 0000000 00622200 000000000 3BBBBB3BCB 0 0o 0 1 1 01 10 i1l
86 47 0000000 00C44400 000000000 7777707797 0 1 0 0 0 01 01 10
87 a8 0000000 01888801 000000000 EEEEEOEF2ZF 001 0 1 1 11 01 01
88 49 0000000 03111003 000000000 SDDDCLDESE 0 0 0 1 0 10 11 01
89 50 0000000 06222006 000000000 3BBBE3IBCEC 0 o 0 1 1 01 10 11
90 51 0000000 0C44400C 000000000 7777077979 0o 0 0 0 1 00 01 10
91 52 0000000 18888018 000000000 EEEEOEF2F2 0 1 0 1 0 10 00 01
92 53 0000000 31110030 000000000 SDDC1DESES 0 0 0 1 111 0 00
93 54 0000000 62220060 000000000 3BBS3BCBCE 0 o 0 1 0 00 11 10
94 55 0000000 444400C1 000000000 77707739797 0 0o 0 o0 0 10 oo 11
a5 56 0000000 08880183 000000000 EEEOEF2F2F 001 0 1 0 00 10 00
96 57 0000000 11100307 000000000 SDC1DESESF 0 0 0 1 1 01 00 10
97 58 0000000 2220060E 000000000 3B83BCBCEF 0 o 0 1 0 00 o1 oo
a8 59 0000000 44400C1C 000000000 770779797E o 0 0 © 0 11 00 01
99 &0 0000000 08801838 000000000 EEOEF2F2FC 01 0 o0 0 o1 1 00

100 61 0000000 11003070 000000000 SC1DESESFB 0 o 0 (1] 1 11 o1 11

101 62 0000000 220060E0 000000000 383BCBCEFO 0 0 0 © 1 01 11 01

102 63 0000000 4400C1CO 000000000 70779797E0 0 0 0 0 1 11 01 11

103 64 0000000 0B018B380 000000000 GOEF2F2FCl 0 W A o 0 10 11 01

104 65 0000000 10030701 000000000 41DESESF82 o 0 0 1 1 0% 10 11

105 66 0000000 20060B02 000000000 03BCBCBF04 0 0 0 1 0 o1 01 10

106 &7 0000000 400C1COS 000000000 0779797E09 0 0 0 © 1 10 01 01

107 68 0000000 O0018380A 000000000 OEF2F2FC12 0 0 0 1 1 o0 10 01

108 69 0000000 00307015 000000000 1DESESF825 0 o 0 1 1 01 oo 10

109 70 0000000 O0O0GO0E02A 000000000 3BCECEFO04B 0 0 0 1 0 o0 01 oo

110 71 0000000 O0OCLCOSS 000000000 778797E097 0 1 0 1 0 10 oo 01

111 72 0000000 O0183B0AA 000000000 EF2F2FCL2F 01 0 0 1 11 10 00

112 73 0000000 03070154 000000000 GSESESF825E 0 o 0 V] 1 11 11 10

113 T4 0000000 O06OE02AB 000000000 3CBCBFO4BC o 0 0 1 (1 b 11 11

114 75 0000000 OCLCOS50 000000000 79797E0979 0 0 0 © 1 00 11 11

115 76 0000000 183B0AA0 000000000 72F2FC12F2 0 0 0 1 1 10 oo 11

116 77 0000000 30701541 000000000 E5ESF825ES 0 o 0 1 1 11 10 oo

117 78 0000000 60E02A82 000000000 4BCBFO4BCB 01 0 1 1 00 11 10
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118 79 0000000 41C05505 000000000 1797E09796 0 1 0 1 0 11 0o 11
119 80 0000000 0380AA0A 000000000 2F2FC12F2C 01 0 0 o 01 11 00
120 81 Q000000 07015415 000000000 SESFB25ES9 a o 0 0 1 11 01 11
121 82 0000000 OE02A82A 000000000 3CBFO4BCB2 0 0 0 1 0 10 11 01
122 83 0000000 1C055054 000000000 797E097964 0 0 0 0 o 01 10 11
123 84 0000000 3BOAAOAB 000000000 72FCLl2F2C9 0 0 0 1 0 01 01 10
124 85 Q000000 70154151 000000000 GSFB25E593 a 0 0 1 0 11 01 01
125 86 0000000 602A82A3 000000000 4BFO4BCE26 0 0 0 1 0 10 11 01
126 a7 0000000 40550546 000000000 1TE097964C 0 0 0 1 1 01 10 11
127 88 0000000 OOCAAOABD 000000000 2FCl2F2C99 0 1 0 1 1 01 01 10
128 89 0000000 ©0154151A 000000000 SFB25E5932 a 0 0o 1 0 11 01 01
129 S0 0000000 02A82A34 000000000 3F04BCB264 01 0 0 o 10 11 01
130 91 0000000 05505468 000000000 7E097964C9 0 0 0 0 0 01 10 11
131 92 0000000 OAAOABDO 000000000 7Cl2F2C992 0 1 0 0 0 01 01 10
132 93 Q000000 154151A1 000000000 7825E59324 a o 0o 0 1 10 01 01
133 94 0000000 2AB2A342 000000000 704BCB2648 0 1 0 0 1 00 10 01
134 85 0000000 55054684 000000000 6097964C91 0 0o 0 1 1 01 oo 10
135 96 0000000 2AOASDOY 000000000 412F2C9923 0 0 0 0 1 01 01 00
136 g7 0000000 54151A12 000000000 025E593246 0o 0 0 0 1 10 01 01
137 98 0000000 282A3424 000000000 04BCB2648D 0 0 0 1 1 00 0 01
138 99 0000000 50546848 000000000 097964CI1A 0 0 0 0 o 01 0o 10
139 100 0000000 20A8BDO0OS0 000000000 12F2C99235 0 1 0 1 1 00 01 oo
140 101 0000000 4151A120 000000000 25E593246A 0 0 0 1 11 00 01
141 102 0000000 02A34240 000000000 4BCB2648DS 0 1 0 1 1 01 11 00
142 103 0000000 05468481 000000000 17964C91AB o 0 0 1 0 10 01 11
143 104 0000000 ©OABDO903 000000000 2F2C992357 0o 1 0 0 1 00 10 01
144 105 0000000 151A1206 000000000 SE593246AE 0o 0 0 0 0 o1 00 10
145 106 0000000 2A34240C 000000000 3CB2648D5C 0 0 0 1 0 00 01 00
146 107 0000000 54684818 000000000 79564C91AES a o0 o 0 0 11 oo 01
147 108 0000000 28DOS030 000000000 72C9323571 0 1 0 1 1 01 11 oo
148 109 0000000 51A12060 000000000 6593246AE2 0 1 0 1 1 10 o7 o s ¢
149 110 0000000 234240C0 000000000 4B2648D5CS 0 0 0 0 0 00 10 01
150 111 0000000 46848180 000000000 164C91AEBA a 1 0 o0 1 01 oo 10
151 112 0000000 O©DOS0301 000000000 2C99235714 0o 0 0o 1 0 o0 01 oo
152 113 0000000 1A120602 000000000 593246AE28 0o 0 0 0 0 11 00 01
153 114 0000000 34240C04 000000000 32648D5C51 0 0 0 0 1 10 11 00
154 115 0000000 684818095 000000000 6&CY91ABBAZ a o o € 1 01 10 11
155 116 0000000 50903012 000000000 4992357144 0 1 0 1 1 0 01 10
156 117 0000000 21206024 000000000 13246AE288 0 0 0 0 1 10 01 01
157 118 0000000 4240C048 000000000 2648D5C511 a o 0o 0 0 00 10 01
158 119 0000000 04818090 000000000 4C91ABSA23 0 1 0 1 0 00 0o 10
159 120 0000000 09030120 000000000 1923571446 0 0 0 0 0 00 0o 00
160 121 0000000 12060240 000000000 3246AE288D 0o 0 0o o0 0 00 oo oo
161 122 0000000 240C0480 000000000 64£8D5C511B o 0 0o 1 1 00 00 oo
162 123 0000000 48180900 000000000 491ABBA237 0 0 0 0 0 00 0o 00
163 124 0000000 10301200 000000000 123571446F 0 0 0 0 0 00 0o 00
164 125 0000000 20602400 000000000 246AE288DF 0 0 0 0 o 00 00 00
165 126 Q000000 40C04800 000000000 48D5CS11EBE 0 1 0 1 0 01 oo oo
166 127 0000000 01805001 000000000 11ABBAZ237D 0o 1 0 1 1 00 01 oo
167 128 0000000 03012002 000000000 23571446FA 0 0 0 0 0 11 0o 01
168 129 0000000 06024004 000000000 46AE288DFS 0 0 0 1 o 01 11 00
169 130 0000000 0C048008 000000000 ODSCS511EBEA 0 0 0o o 1 11 01 11
170 131 0000000 18090011 000000000 1ABBAZ37DS 0o 0 0o 1 0 10 11 01
171 132 0000000 30120022 000000000 3571446FAA 0 0 0 0 o 01 10 11
172 133 0000000 60240044 000000000 6AE288DF5S 0 0 0 1 0 01 01 10
173 134 Q000000 40480089 000000000 S5C511BEAA 0 0o 0o 1 0 11 01 01
174 135 0000000 00900113 000000000 2BBA237D54 01 0 1 1 10 11 01
Encryption Sample Data £ November 2004 679

1004



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 680 of 814

Sample Data 8 Bluetooth

175 136 0000000 01200227 000000000 571446FAAS 0 0 0 0 0 01 w0 11
176 137 0000000 0240044E 000000000 2E28BDFS50 0 0 0 0 1 00 01 10
177 138 0000000 ©04g80089C 000000000 S5CS511EBEAAQ 0 1 0 (V] 1 11 oo o1
178 139 0000000 08001138 000000000 38A237D540 0 0 0 1 0 01 11 00
179 140 0000000 12002270 000000000 71446FAASL 0 0o 0 o0 1 11 01 11
180 141 0000000 240044E0 000000000 6288DF5503 o 0 0 1 0 10 11 o1
181 142 0000000 480089C0 000000000 4511BEAAOG 0 o 0 (V] 0 01 10 iz
182 143 0000000 10011381 000000000 0A237D540D 0 0 0 o0 1 o0 01 10
183 144 0000000 20022702 000000000 1446FAAS1A 0 0 0 0 0 11 oo 01
184 145 0000000 40044E04 000000000 288DF55035 0 0 0 1 0 01 11 oo
185 146 0000000 O0O00B9COE 000000000 GS11BEAROGA 0 o 0 [}] 1 11 01 i1
186 147 0000000 00113810 000000000 2237D540D5 0 0 0 o0 1 01 1 01
187 148 0000000 00227021 000000000 446FAASLAA 0 0 0 0 1 11 01 11
188 149 0000000 0044E042 000000000 O0B8DFS550355 0 0 0 1 0 10 11 01
189 150 0000000 O0O0B9CO85 000000000 11BEAROGAA 0 1 0 1 0 10 10 11
190 151 0000000 0113810A 000000000 237D540D54 0 0 0 0 0 10 10 10
191 152 0000000 02270215 000000000 dEFAABLARSG 0 o 0 1 1 10 10 10
192 153 0000000 044E042A 000000000 ODF5503553 0 0 0 1 1 10 w0 10
193 154 0000000 089C0854 000000000 1BEAROGAAT 0 1 0 1 0 01 10 10
194 155 0000000 113810A8 000000000 37D540DS4E 0 0 0 1 0 01 01 10
195 156 0000000 22702150 000000000 EFAABIAASD 0 0 0 1 0 11 01 01
196 157 0000000 44E042A0 000000000 GSFS5503553A 0O 1 0 o0 0 10 11 01
197 158 0000000 08COB540 000000000 3IERAOGAATS 01 0 1 0 10 10 11
198 159 0000000 13810A80 000000000 7DS40DS4EA 01 0 0 1 10 10 10
193 160 0000000 27021500 000000000 TFAAB1AAIDS 0 0 0 1 1 10 10 10
200 16l 0000000 4E042A00 000000000 75503553AB 0 0o 0 o0 0 10 10 10
201 162 0000000 1C085400 000000000 EAROGARTSE 0 0 0 1 1 10 10 10
202 163 0000000 3810A800 000000000 5540D54EAC 0 0 0 O 0 10 0 10
203 164 0000000 70215000 000000000 2A81AASDSH 0 o 0 1 1 10 10 10
204 165 0000000 6042A001 000000000 5503553AB0O 0o 0 0 0 0 10 10 10
205 166 0000000 40854002 000000000 2A06AATSE1 0 1 0 0O 1 10 0 10
206 167 0000000 010A8004 000000000 540D54EAC3 0 0 0 0 0 10 10 10
207 168 0000000 02150009 000000000 281AAIDSEE 0 o 0 (1] 0 10 10 10
208 169 0000000 042A0012 000000000 503553ABOC 0 0o 0 o0 0 10 10 10
209 170 0000000 08540024 000000000 206AATS618 0 0 0 O 0 10 10 10
210 171 0000000 10AB0048 000000000 40D54EAC3O0 (15 N e 0 01 10 10
211 172 0000000 21500091 000000000 OlAASDS86E1 0 o 0 1 0 01 o1 10
212 173 0000000 42A00122 000000000 03553ABOC3 0 1 0 0 0 11 01 01
213 174 0000000 05400244 000000000 O6RAA7T56186 0 0 0 1 0 10 1 01
214 175 0000000 ORBO0O48E 000000000 ODS4EAC3OD 0 1 0 (1] 1 01 10 11
215 176 0000000 15000911 000000000 1AASDSB61A 0 0 0 1 0 01 01 10
216 177 0000000 2A001223 000000000 3553ABOC3S 0 0 0 0 1 10 01 01
217 178 0000000 54002446 000000000 BAATS6186A 0 W A o 1 00 10 01
218 179 0000000 28004880 000000000 SS54EAC30DS 0o 0 0 0 0 01 00 10
219 180 0000000 5000911B 000000000 2AIDSBE1AA 0 0 0 1 0 00 01 00
220 181 0000000 20012236 000000000 553ABOC3SS 0 0 0 © 0 11 00 01
221 182 0000000 4002446C 000000000 2ATS6186AA 0 0 0 o 1 10 11 00
222 183 0000000 000488D9 000000000 GS54EAC3I0DS4 0 o 0 1 1 01 10 b
223 184 0000000 000911B2 000000000 29DSB61AAB 0 0 0 1 0 01 01 10
224 185 0000000 00122364 000000000 53ABOC3ES0 0 0 0 1 0 11 01 01
225 186 0000000 002446C8 000000000 2756186AA0 0 0 0 o 1 01 11 01
226 187 0000000 00488D90 000000000 4EAC30D540 0 o 0 1 0 10 01 il
227 188 0000000 00911B20 000000000 1DS5861AAB1 g 1 0 o0 1 00 10 01
228 189 0000000 01223640 000000000 3ABOC35502 0 0 0 1 1 01 00 10
229 190 0000000 02446C80 000000000 7561B6AA0S 0 0 0 o 1 01 01 00
230 191 0000000 ©0488DS01 000000000 BAC30DS40B 0 s 1 1 11 01 o1
231 192 0000000 0911B203 000000000 55861AA817 00 0 1 0 10 11 01
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232 193 0000000 12236407 000000000 2BOC3S502F 0o 0 0 0 0 o0 10 11
233 194 0000000 2446CB0E 000000000 56186AA05F 0o 0 0 0 1 00 01 10
234 195 0000000 488D901C 000000000 2C30DS40BF 0 1 0 0 i 11 oo 01
235 196 0000000 111B203% 000000000 5861AABL7E 0 0 0 0 i 10 11 oo
238 137 0000000 22354072 000000000 30C35502FD 0o 0 0o 1 1 0 10 11
237 198 0000000 446C80E4 000000000 6LlBGAROSFE 0 0 0 1 0 o1 01 10
238 199 0000000 ©8D901CB (00000000 430D540BF6 0 1 0 0 0 11 01 01
239 200 Q000000 11B2039%1 000000000 O61AAB1T7EC 0 1 0 0 0 10 11 01

z{ol = 3D
zZ[1] =c¢1
zZ[2] = FO
zZ[3] = BB
zZl4] = 58
Z[5] = 1E
Zl6] = 42
Z[7] = 42
zZ[8] = 4B
zZ[9] = 8E
zZ[10] = €1
zZ[11] = 2A
Z[12] = 40
Z[13) = 63
Z[14)] = 7A
z(15] = 1E

Reload this pattern into the LFSRs

Hold content of Summation Combiner regs and calculate new C[t+1] and Z values

04B583D
LFSR2 <= 208E1EC1
LFSR3 <= 063C142F0

LFSR4 == OFT7AZR42EB
Clt+1l] <= 10

Generating 125 key symbols (encryption/decryption segquence)

240 1 04B583D 208ElEC1 063C142F0 OF7A2A42ZBB a 1 0 0 0 10 Al 01
241 2 096BO7A 411C3D82 0C78285E1l 1EF4548577 10 1 1 1 10 10 11
242 3 12D60F4 02387804 18FOS0BC3 3DESBASOAEF 0 0 1 1 0 01 10 10
243 4 OS5AC1ES 0470F609 11EOA1786 7BD15215DF 0o 0 0o 1 0 01 01 10
244 5 0B583D2 (0BE1EC13 03C142F0C T7TAZA42BBF 1 1 0 1 0 00 01 01
245 8 16B07A5 11C3D827 078285E18 6F4548577E 0o 1 0o 0 1 11 oo 01
246 7 OD6OF4B 2387B04F OF050BC30 SEBASO0AEFD 11 1 1 1 00 11 00
247 8 1ACLE97 470F609E 1EOA17860 3D15215DFA 10 1 0 0 1 00 11
248 9 1583D2E 0OELEC13D 1Cl42F0C0 T7A2A42BEF4 o o 1 0 0 01 2L oo
249 10 OBO7ASD 1C3D827B 18285E181 74548577E9 1 0 1 0 1 10 01 11
250 11 160F4BE  387B04F7 1050BC302 68ASOAEFD2 0 0 0 1 1 00 10 01
251 12 0C1E976 T70F609EE 00A178605 515215DFAS 11 0 0 o 00 00 10
252 13 183D2ED &1EC13DD 0142F0COE 22A42BBF4B 1 1 0 1 1 01 oo oo
252 14 107ASDA 43D827BA 0285E1817 4548577E97 0o 1 0o 0 0 00 01 oo
254 15 00F4BB4 07B04F74 0S50BC302F OASOAEFD2E 0 1 0 1 0 10 oo 01
255 16 01E9769 OFG60SEEE OAl7860SE 15215DFASC 0 0 1 0 111 10 00
256 17 03D2ED2 1EC13DDO 142F0C0OBD 2A42BEF4EB9 o 1 0 0 0 00 2L 10
257 18 07AS5DA7 3DB27BA0 08SE1B817B 548577E972 01 1 1 1 11 00 11
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258 19 OF4BB4F 7BO4F740 10BC302F6 290AEFD2ES 10 0 0 0 01 11 00
259 20 1E9769F 7609EE80 0178605ED 5215DFASCA 10 0 0 0 10 01 11
260 21 1DZED3F 6C1l3DD01 O0ZFOCOBDA 242BBF4B94 1 o 0 (V] 1 00 10 o1
261 22 1ASDATE 5827BA03 05E1817B4 48577E9729 10 0 0 1 01 00 10
262 23 14BB4FC 304F7407 0BC302F69 10AEFD2ES3 0 0 1 1 1 o0 01 00
263 24 09769F9 609EEBOE 178605EDZ 215DFASCA7 i1 0 0 0 10 oo o1
264 25 12ED3F2 413DD01C OFO0COBDA4 42BBF4B94F 0 o 1 1 0 00 10 oo
265 26 0SDATES 027BA03B 1E1817B49 0577E9729F 0 0 1 0 1 01 00 10
266 27 OBB4FCA 04F74071 1C302F693 0DAEFD2ES3F 11 11 111 01 00
267 28 1769F95 09EE8S80E3 1B605ED27 15DFASCATF U 11 0 11 11 01
268 29 OED3F2E 13DD01Ce 10COEDA4F 2BBF4B94FE 1 1 0 1 0 10 11 i1
269 30 1DATES6 27BA038D 01817B49F 577E3729FD 110 0 0 10 10 11
270 31 1B4FCAD 4F74071B 0302F693E 2EFD2ES3FE 10 0 1 0 01 10 10
271 32 169F95B 1EEB0E37 0605ED27D SDFASCATF7 {1 S (e 1 01 01 10
272 33 0D3F2B7 3DD01C6E OCOBDA4FE 3BF4B94FEF 1 1 1 1 1 00 01 01
273 34 1ATES6F 7BA038DC 1B17B49F6 77B9729FDE 11 1 1 0 o1 00 01
274 35 14FCADF 774071B9 102F693ED 6FDZES3FED 0 o 0 1 0 00 01 oo
275 26 09F9SBE 6ESQE373 00SED27DE S5FASCA7FTE B Ol 1 10 oo 01
276 37 13F2B7C  SDO1C6E7 O00OBDA4FB6 3IF4BI4FEF7 0 0 0 O 0 11 10 00
277 38 07E56F9 3A038DCE 017B43F6C 7ES729FDEE 0 0 0 1 0 00 11 10
278 39 OFCADF2  74071BSC 02F693ED8 7D2ES3IFEDD 10 0 0 1 10 00 11
279 40 1F95BES 680E3738 0S5ED27DB0 7ASCATFTBA i1 0 0 0 1 11 10 oo
280 a1 1F2B7CA 501C6E71 OBDA4FBE0 74B94FEF74 10 1 1 0 01 11 10
281 42 1E56F94 2038DCE2 17B49F6C0O  69729FDEES 10 0 0 0 10 01 11
282 43 1CADF25 4071BSC4 O0OF693EDS0 S52ES53FBDDL 2 I 1 T g 1 -l 10 01
283 44 135BE53 00E27389 1ED27DEB0O1 25CATF7BA3 2 P O (e i 1 01 11 10
284 a5 12B7CA6 01C6E713 1DA4FB602 4B94FEFT47 (e B e | 0 01 01 11
285 46 056F94C 038DCE26 1B49F6C04 1729FDEESE il e v 111 01 01
286 47 OADF259 071B9C4D 1693EDB08 2ES3FEDD1C 1 o 0 (1] 0 10 11 01
287 48 15BE532 0E37289A 0D27DB011 S5CATF7BA3S8 0 o0 1 1 0 10 10 11
288 49 OBTCA64 1C6E7135 1A4FB6022 394FEF7471 10 1 0 0 01 0 10
289 50 16F94C9 38DCE26A 149F6C044 729FDEESEZ 0 4. 1 01 01 10
290 51 0DF299%3 71B9C4D4 0S3EDB089 653FEDD1C4 1 b G (1] 0 00 o1 o1
291 52 1BE5327 6373289A9 127DB0112 4A7F7BA3BS8 i1 0 0 0 1 11 oo 01
292 53 17CA64E 46E71353 04FB60224 14FEF74710 001 0 1 1 01 11 00
293 54 OF94C9C 0DCE26A6 0OF6C0448 29FDEESE21 1, A T 1 01 01 11
294 55 1F29935% 1B9C4D4D 13ED80890 S53FBDD1C42 1 1 0 1 0 00 o1 01
295 56 1E53272 37389A9A 07DB01121 27F7BA3884 10 0 1 0 10 00 01
296 57 1CAG4E5 6E713534 OFB602242 4FEF747108 10 1 1 1 00 10 00
297 58 154C9CE SCEZ6R69 1F6C04485 1FDEEBE210 1 b K 1 0 11 oo 10
298 59 1299397 39C4D4D3 1EDBOBY0A 3FBDD1C420 (R = LR 0 00 11 00
299 60 053272F 7389ASA6 1DB011214 7F7BA38840 01 1 0 0 11 00 11
300 al OAG4ESE 6713534C 1B6022428 7EF7471081 ) (e s & 0 o0 11 oo
301 62 14C9CBD 4EZ6A699 16C044850 7DEEBEz2102 o 0 0 1 1 10 00 11
302 63 099397A 1C4D4D32 ODBOBYOA0D 7BDD1C4205 10 1 1 1 00 10 00
303 64 13272F4 389A9A65 1B0112141 77BA3SS840B [ e A G 1 00 oo 10
304 65 064ESE8 713534CB 160224283 6F74710817 0 0 0 o 0 oo 00 00
305 113 0C9CED1 626R6997 0C044B507 GSEEBE2Z102E 1 o 1 1 1 01 oo oo
306 &7 19397A3 44D4D32E 1BO08S90A0E 3DD1C4205C I R s 1 11 01 oo
307 68 1272F46 09AYAE5D 101121410 7BA3BB40BS 0 1 0 1 1 10 11 01
308 69 D4ESESC 13534CBA 00224283A 7747108171 0 0 0 o 0 o1 10 11
309 70 09CBD19 26A69975 004485075 EEBEZ102E3 1 1 0 1 0 10 01 10
310 71 1397A32 4D4D32EB 00B90A0EA 5D1C4205C7 0 0 0 o0 0 oo 10 01
311 72 072F465 1ASA65D7 0112141D5 3A38840ESF 0 1 0 0 1 01 oo 10
312 73 DESESCA 3534CBAF 02242B3AA 747108171F 10 0 0 0 o0 01 00
313 74 1CBD194 6AG997SE 044850755 E8E2102E3E 1 o 0 1 0 10 oo o1
314 75 197A329 54D32EBC 0B90AOEAE 51C4205C7D 14 4 X 0 01 10 00
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115 76 12F4653 29A65D79 112141D56 23B840BSFA 01 0 1 1 01 01 10
316 77 OSESCAS 5S34CBAF2 024283AAD 47108171F4 0o 0 0 0 1 10 01 01
317 78 OBD194D 269975E5 048507558 OE2102E3E9 11 0 0 0 11 10 01
318 79 17A329A 4D32EBCE (090A0EAB6 1C4205C7D2 00 1 0 o 00 11 10
ERE:] 80 OF46535 1A65D797 121410560 38B40BBFAS 10 0 1 0 11 oo 11
320 81 1EBCA6A 34CBAF2ZF (04283AADA 7108171F4B 11 0 0 1 01 11 00
321 82 1D194D5 6997SESF 0850755B4 62102E3E97 111 0 0 o1 01 11
322 a3 1A329AA S3ZEBCEF 10AOEAB68 44205CT7D2F 10 0 0 o 11 01 01
123 84 1465355 265D797F 0141D56D1 0840BE8FASE 00 0 0 1 01 1. ol
324 85 0BCA6AB 4CBAF2FF 0283AADAZ 108171F4BC 11 0 1 o o1 01 11
335 86 1194D56 1975ESFF 050755B45 2102E3E979 0 0 0 0 1 10 01 01
326 a7 0329AAD 32EBCBFF O0AOEABG68A 4205C7D2F3 011 0 o 11 10 01
127 L] 065355A 65D797FF 141D56D14 040BBFASE7 0 1L 0 0 o oo p o L 1
328 89 OCA6AB4 4BAF2FFF 083AADAZE8 08171F4BCF 111 0 1 11 oo 11
329 50 194D569 17SESFFF 10755B450 102E3E979E 10 0 0 0 o1 11 o0
330 91 129AAD3 2EBCBFFF 00EABG8AL1 205C7D2F3C 01 0 0 0 10 (v D
331 92 05355A6 SD797FFF 01D56D142 40BBFASETS 0o 0 0 1 1 00 10 01
13z 93 OAGAB4D 3AF2FFFE 03AADA285 0171F4BCF1 11 0 0 o 00 0o 10
333 94 14D569B TSESFFFD 0755B450A 02E3E979E2 0o 1 0 1 o 01 00 00
334 95 09AAD37 6BCBFFFA (OEABG6BA1S 05C7D2F3C4 11 1 1 1 11 01 00
135 T 135S5A6E 5797FFF4 1DS6D142A OBBFASE788 01 1 1 0 11 o A 5
336 37 06ABADC 2F2FFFES 1AADA2854 171F4BCF11 00 1 0 o 11 11 11
337 58 0DS69E8 SESFFFDO 155B450R9 2E3E979E23 10 0 0 0 11 1. 11
338 99 1AAD370 3CBFFFAl 0AB68A153 5C7D2F3C46 111 0 0 10 11 11
339 100 155A6E0 797FFF43 156D142A7 38FASE788D o 0 0 1 1 01 10 11
340 101 OAB4DCO 72FFFES7 OADA2B54E 71F4BCF11B 11 1 1 1 10 01 10
341 102 1569881 6SFFFDOE 15B450A90 63E979E236 01 0 1 0 11 10 01
342 103 OAD3703 4BFFFALC O0B68A153B 47D2F3C46C 11 1 1 1 01 11 10
343 104 15A6E07 17FFF438 16D142A76 OFASET88D8 0 1 0 1 1 10 01 11
344 105 OBADCOF 2FFFEB70 ODA2B54EC 1F4BCF11BO 111 0 1 11 10 01
3145 106 169B81F SFFFDOE1 1B450A9D8 3E979E2360 0 1 1 1 o 01 H: ag
346 107 0D3703F 3FFFA1C3 168A153B0 7D2F3C46CL 11 0 0 1 10 01 11
347 108 1A6EOTE 7FFF4386 0D142A761 7ASE788D83 11 1 0 1 11 10 01
348 109 14DCOFD 7FFE870C 1A2854EC2  74BCF11B07 001 1 1 o 01 11 10
349 110 09B81FE 7FFDOE19 1450A9D84 £979E2360E 11 0 0 1 10 01 11
350 111 13703F6 7FFALC33 08A153B09 52F3C46C1C 01 1 1 111 10 01
351 112 06E07EC 7FF43867 1142A7612 25SE788D838 01 0 1 1 00 11 10
352 113 ODCOFDS 7FESTOCF (02854EC25 4BCF11BO71 11 0 1 1 11 oo 11
353 114 1B81FB1 7FDOE19E 050A9D84B 179E2360E3 11 0 1 o oo 11 00
354 115 1703F62 7FALC33D O0A153B096 2F3C46CLCT 01 1 0 0 11 oo 11
355 116 OEO7ECS 7F43867B 142A7612C S5E788DB38E 10 0 0 0 01 11 00
356 117 1COFDE8 7TE870CF6 0854EC259 3CF11B071C 111 1 1 01 01 11
357 118 181FB11 7DOE1SED 10ASDB4B3 79E2360E38 10 0 1 1 11 01 01
358 119 103F622 7ALC33DA 0153B0967 7T3C46C1CTL 0o 0 0 1 0 10 11 01
359 120 007EC45 743867B5 02A7612CE 6788DB36E3 0o 0 0 1 1 01 10 11
160 121 OOFDBEE 6€870CF6B 054EC259C 4F11B071C6 0o 0 0 0 1 00 01 10
361 122 01FB117 SOE19ED7 O0A9DE84B38 1E2360E38C 01 1 0 o 10 oo 01
362 123 03F622F 21C33DAE 153B09671 3C46CLCT18 0 1L 0 0 1 11 10 00
363 124 07ECASF 43867B5C O0A7612CEZ 788DB3BE30 01 1 1 o o1 11 10
164 125 OFD88EF 070CF6E9 14EC259C4 711B0O71C61 10 0 0 0 10 01 11
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1.3 SECOND SET OF SAMPLE DATA

Initial values for the key, BD_ADDR and clock

Krez (0] = 00 K'ez(1] = 00 K'e2(2] = 00 K'ez[2] = 00
K'c2 (4] = 00 K'cz (5] = 00 K’'cz(s] = 00 Kc2l7] = 00
K'ec2 (8] = 00 K'e2[9] = 00 K'e2[10] = 00 K'e2[11] = 00
K'cz(12] = 00 K'cz[13] = 00 K'c2[14] = 00 Kcz2[15] = 00

Addr2[0] = 00 Addr2[1] = 00 Addr2 (2] = 00
Addr2[3] = 00 Addr2(4] = 00 Addr2[5] = 00

cLz2[o] = 00 CL2f1] = 00 cLz[2] = 00 CL2[3] = 03

t clk# LFSR1L LF8R2 LFSR3 LFSR4 X1 X2 ¥3 X4 2 C[t+1l] C[t] C[t-1]
0 ] 0000000* 00000000* 000000000* 0000000000 0 0 0 0 0 00 00 00
1 b 0000001* 00000001* 000000001* O0O00000001* (4] o 0 [+] 0 0o oo oo
2 2 gooQo002+* 00000002+* 000000002% QOO0QO00O0003* 0O 0 0 O 0 00 00 00
3 3 0000004% 00000004+ 000000004% 0000000007 0 0 0 0 0 00 00 00
4 4 0000008* Q0000008* 000000008* DOOODOOOOE® 0 0 0 0 0 00 00 00
5 5 0000010% 00000010* 000000010% 000000001CH 0o 0 0 0 0 00 00 00
6 6 0000020% 00000020% 000000020% 0000000038+ 0 0 0 0 0 00 00 00
7 7 0000040* 00000040* 000000040* 0000000070* 0 0o 0 0 0 00 00 00
8 8 0000080% 00000080+ 000000080* 0GO0000OED* 0o 0 0 0 0 00 00 00
9 9 0000100% 00000100* 000000100% 00000001CO* 0 0 0 0 0 00 00 00
10 10 0000200* 00000200+ 000000200* 00000003B0* 0O 0 0 o 0 00 00 00
11 11 0000400* 00000400* 000000400* 00000O00TOO0* (4] o 0 (1] 0 00 oo oo
12 12 0000800* 00000800+ 000000800* 0GO000OEQD* 0 0 0 0 0 00 00 00
13 13 0001000% 00001000* 000001000% 0000001CO0* 0 0 0 © o 00 00 00
14 14 0002000* 00002000+ 000002000* 0000003800 0 0 0 o 0 oo oo oo
15 15 0004000* 00004000* 000004000* 00000O07000* (4] o 0 (1] 0 00 oo oo
16 16 0008000* 0000BO00* 00000BOOO* OQOOCOOEOOO* (4] o 0 (1] 0 00 oo oo
17 17 0010000* 00010000+ 000010000* 000001CO00* 0 0 0 o0 0 oo oo oo
18 18 0020000% 00020000% 000020000% 0000038000* 0 0 0 © 0 o0 00 00
19 19 0040000* 00040000+ 00D0040000% 0000070000% 0 0 0 o 0 oo 00 00
20 20 0080000* 000B0000* 0Q00080000* OOOCOQEQOQOQO* 0 o 0 V] 0 oo oo oo
21 21 0100000* 00100000+ 000100000* 00001CO000* 0 0 0 o 0 oo oo oo
22 22 0200000% 00200000+ 000200000% 0000380000% 0 0 0 © 0 00 o0 00
23 23 0400000% 00400000* 000400000% 0000700000% 0 0 0 0 o 00 oo 00
24 24 0800000* 00800000* 0Q00800000* OOOOEOQOOQOQO* 1 P V] 0 01 oo oo
25 25 1000000* 01000000+ 001000000% 0001CO0000* 0 0 0 0 0 00 00 00
26 26 0000001 02000000* 002000000% 0003B00000* 0 0 0 © 0 00 o0 00
27 27 0000002 04000000+ 004000000* 0007000000* 0o 0o 0 o 0 o0 oo oo
28 28 0000004 08000000* Q0BO00O0O00* OOOEQOOOQOQO* 0 o 0 V] 0 []4) oo oo
29 29 0000008 10000000% 010000000% 001CO00000* 0 0 0 0 0 00 00 00
30 20 0000010 20000000* 020000000% 003B000000* 0 0 0 o 0 00 oo 00
31 31 0000020 40000000* 040000000% 0070000000* 0o o0 o o 0 o0 oo oo
32 32 0000040 00000001 O0B0000000* OOEOOQOOOQOO® 0 o 1 1 0 01 oo oo
33 33 0000080 00000002 100000000% 01C0000000+* 0 0 0 1 1 00 00 00
34 34 0000101 00000004 000000001 0380000000* 0 0 0 1 1 00 oo 00
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a5 35 0000202 00000008 000000002 0700000000% 0 0 0 0 0 00 oo 00
36 36 0000404 00000010 000000004 OE00000000* 0o 0 0 0 0 00 00 00
37 37 Q000808 00000020 000000008 1C00000000%* 0 0 0 0 0 00 00 00
38 38 0001011 00000040 000000011 3800000000% 0 0 0 0 0 00 00 00
39 39 0002022 00000080 000000022 7000000000% 0o 0 0 o0 0 00 00 00
40 1 0004044 00000100 000000044 6000000001 0o 0 0 o0 0 00 00 00
41 2 Q008088 00000200 000000088 4000000003 0 0 0 oO 0 00 00 00
42 3 0010111 00000400 000000111 0000000007 a o o 0 0 00 oo oo
43 4 0020222 00000800 000000222 000000000E 0o 0 0 0 o oo 0o 00
14 5 0040444 00001001 000000444 000000001D 0 0 0 0 0 00 oo 00
45 [ 0080888 00002002 000000888 0O00000003B 0o 0 0o 0 0 o0 0o oo
46 d 0101111 00004004 000001111 0000000077 a o 0o 0 0 00 oo oo
47 8 0202222 00008008 000002222 00000000EE 00 0 0 o oo oo 00
a8 k] 0404444 00010011 000004444 00000001DD 0 0o 0 0 0 00 oo oo
19 10 0808888 00020022 000008888 00000003BE 10 0 0 1 00 oo 00
50 11 1011110 00040044 000011111 0000000777 0o 0 0 0 0 00 0o 00
51 12 0022221 00080088 000022222 0000000EEE 0 0 0 0 0 00 00 00
52 13 0044442 00100110 000044444 0000001DDD 0 0 0 0 0 00 oo 00
53 14 0088884 00200220 000088888 O0QO000003EEB 0o 0 0o 0 0 o0 0o oo
54 15 0111109 00400440 000111111 0000007777 0 0 0 0 0 00 00 00
55 16 0222212 00800880 000222222 000000EEEE 0 1 0 0 1 00 oo 00
56 17 0444424 01001100 000444444 000001DDDD o 0 0 0 0 o0 0o 0o
57 18 0888848 02002200 000888888 O0O00003BEEB 1 0 0 0 1 00 oo oo
58 19 1111090 04004400 001111110 0000077777 0o 0 0 0 0 00 oo 00
59 20 0222120 08008800 002222220 00000EEEEE 0 0 0 0 o 00 oo 00
60 21 0444240 10011000 004444440 00001DDDDD a o0 o 0 0 00 oo 00
61 22 0888480 20022000 008888880 O0O0003BBEEB 1 0 0 0 1 o0 0o oo
62 23 1110900 40044000 011111100 0000777777 0o 0 0 0 0 00 oo 00
63 24 0221200 00088001 022222200 O0000EEEEEE 0 0 0 0 o 00 oo 00
64 25 0442400 00110003 044444400 0001DDDDDD a 0o 0o o0 0 00 oo 00
65 26 0884800 00220006 088888300 O0O002EBBBEEB 1 0 1 0 0 01 oo oo
66 27 1109000 0044000C 111111000 0007777777 00 0 0 1 01 01 00
67 28 0212001 00880018 022222001 O000EEEEEEE 01 0 0 0 11 01 01
68 29 0424002 01100031 044444002 001DDDDDDC a o o 0 1 01 Al 01
69 30 0848004 02200062 088888004 003BBBBBBS 101 0 1 10 01, 11
70 31 1090008 04400004 111110008 0077777770 0 0 0 0 0 00 10 01
71 32 0120010 08800188 022220010 O0O0OEEEEEEEO0 a 1 0 € 0 00 oo 10
72 33 0240020 11000311 044440020 01DDDDDDCL 0 0 0 1 1 00 0o 00
73 34 0480040 22000622 088880040 O03BEEBBES3 0 0 1 1 0 01 0o 00
T4 35 0900081 44000C44 111100080 0777777707 1 0 0 o0 0 00 01 oo
75 36 1200103 08001888 022200101 OEEEEEEEQE o 0 0o 1 1 11 00 01
76 37 0400207 10003111 044400202 1DDDDDDCLD 0 0 0 1 0 01 11 00
77 3s 080040E 20006222 088800404 3IBEEEEBE3E 10 1 1 o 01 01 11
78 39 100081C 4000C444 111000808 7777777077 0 0 0 0 1 10 01 01
79 40 00010238 00018888 022001010 ©EEEEEEQOEF 0 o o 1 1 00 10 01
1] 41 0002070 00031110 044002020 S5DDDDDC1DE 0o 0 o 1 1 01 oo 10
81 42 00D40E0 00062220 088004040 3IBEBEE83BC 0o 0 1 1 1 00 01 00
B2 43 00081C1 000C4440 110008081 7777770779 0 0 0 0 0 11 00 01
B3 44 0010383 00188880 020010103 6EEEEEQEF2 0 0 0 1 0 01 2l oo
B4 45 0020707 00311100 040020206 SDDDDC1DES 0o 0 0o 1 0 10 01 11
85 46 0040E0E 00622200 08004040C 3IBEBES83BCE o 0 1 1 0 11 10 01
B6 47 0081C1D 00C44400 100080819 7777707797 01 0 0 o 00 1 10
87 48 010383A 01888801 000101032 6EEEEQEF2F 0 1 0 1 0 11 oo 11
88 49 0207075 03111003 000202064 S5DDDC1DESE 0 0 0 1 0 01 11 00
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89 50 D40EOEA 06222006 0004040C8 3BBBB3BCEC 0 0 0 1 0 10 01 11
90 51 081C1D5 0C44400C 000808191 7777077979 10 0 0 1 00 10 01
91 52 103B3AB 18888018 001010223 6EEEQEF2F2 0 1 0 1 0 00 oo 10
92 53 0070756 31110030 002020646 SDDC1DESES 0 0 0 1 1 00 00 00
93 54 OOEOEAC 62220060 004040C8C 3BBS3BCECE 0 0 0 1 1 o0 oo 00
94 55 01C1D55 444400C1 008081913 7770779797 a o o0 o0 0 o0 oo 00
95 56 0383AB2Z 08880183 010103232 B6EEQEF2FZF 0 i .0 1 0 01 oo oo
96 57 0707565 11100307 020206464 SDC1DESESF 0 0 0 1 o 00 01 00
97 58 OEOEACA 2220060E 04040CBC8 3B83BCBCEF 10 0 1 0 10 oo 01
98 59 1C1D594 44400C1C 0B0819191 770779797E i1 0 1 0 0 o0 10 oo
99 &l 183AB28 08801838 101032323 BEQEF2ZF2FC 1 1 0 [}] 0 0o oo 19

100 61 1075650 11003070 002064647 SC1DESESF8 0 0 0 o0 0 oo 00 00

101 62 OOEACAL 220060E0 0040CSCSE 383BCECEFO 0 0 0 0 0 0o oo 00

102 63 01D5943 4400C1C0 00819191D 70779797E0 0 0 0 o0 0 o0 oo Qo

103 64 03AB286 08018380 01032323A GOEF2ZF2FCL 0 o 0 1 1 00 00 00

104 65 075650C 10030701 020646475 41DESESF82 0 0 0 1 1 00 00 00

105 a6 OEACA1E 20060E02 040CBCEEA 03BCEBCEF04 1 o 0 1 0 01 oo oo

106 &7 1D59430 400C1CO5 0819191D4 0779797E09 10 1 0 1 00 01 00

107 68 1AB2861 0018380A 1032323A9 OEF2F2FC12 10 0 1 0 10 00 01

108 69 15650C3 00307015 006464752 1DESESF825 0 0 0 1 1 11 10 00

109 70 OACAL86 O0060E02A O00CSCBEA4 3IBCBCEBFO4B 10 0 1 1 00 11 10

110 71 159430C 00ClC055 019191D48 779797E097 0 1 0 1 0 11 oo 11

111 72 0B2B618 O0183B0AA 032323A90 EF2F2FC12F 110 0 1 01 11 00

112 73 1650030 03070154 064647520 GSESESFB2SE 0 0 0 O 1 11 01 11

113 74 0CA1860 060E02AB O0CBCBEA40 3CBCBF0O4BC i 0 1 1 0 11 11 01

114 75 1%430C0 0ClCO0550 19191D4B0 79797E0979 1 0 1 o0 1 11 11 11

115 7% 1286180 18380RAA0 12323A%00 72F2FC12F2 0 0 0 1 0 11 11 11

116 77 050C301 30701541 046475201 65ESF82SES 0 0 0 1 0 11 11 11

117 78 OMA1B602 GOEOZREBZ O0OBCBER402 4BCBFO04ECE 1 1 1 1 1 10 11 11

118 79 1430C04 41C05505 1191D4804 1797E09796 0 1 0 1 0 10 10 11

119 80 0861808 0380AROA 0323A9008 2F2FC12F2C 1, 4 i 0 01 0 10

120 81 10C3011 07015415 064752011 SESFB25ESS 0 0 0 0 1 00 01 10

121 82 0186022 OEOZAB2A OCBEAR4022 3CBFO4BCB2 0 0o 1 1 0 10 oo o1

122 83 030C045 1C055054 191D48044 797E097964 0 0 1 0 1 11 10 oo

123 84 061808A 3B0AAOAB 123AS0088 72FC12F2C9 0 0 0 1 0 00 11 10

124 85 0C30115 70154151 047520111 65F825E593 10 0 1 0 11 00 11

125 B6 186022A 602RAB2A3 OBER40Z222 4BF04BCEZ26 1 0o 1 1 0 00 11 oo

126 87 10C0455 40550546 11D480444 17E097964C 6 0 0 1 1 10 00 11

127 88 01808AA OOARDASD 03A900888 2FC12F2C99 01 0 1 0 00 10 00

128 B9 0301155 0154151A 075201111 5F825E5932 0 o 0 1 1 01 oo 10

129 90 06022AR 02A82A34 OEA402222 3F04BCB264 (B = 1 00 01 00

130 91 0C04555 05505468 1D4804445 7TE097964C9 10 1 0 0 10 0o 01

131 92 1808BAAA ORAOASDO 1AS00B8BA 7C12F2C992 S il W 1 00 10 oo

132 93 1011555 154151A1 152011115 7825E59324 0o 0 0 0 0 01 00 10

133 94 0022AAE  2AB2A3I42 0A402222B 704BCB2648 (N = 1 00 01 00

134 95 0045556 55054684 148044457 6097964C91 0 0 0 1 111 o0 01

135 96 DOBARAC 2ROABDOS 09008BBAE 412F209923 0 0 1 0 0 o1 11 00

136 a7 0115559 54151A12 12011115D O025E593246 0 o 0 V] 1 11 01 b

137 a8 022AAB2 282A3424 0402222BA 04BCB2648D 0 0 0 1 0 10 11 01

138 99 0455564 50546848 080444575 097964C91A 0 0 1 o 1 01 10 11

139 100 08AARCES 20ABD0S0 10088BAEA 12F2C99235 1.2 Y 0 10 01 10

140 101 1155591 4151A120 0011115D5 25E593246A 0 o 0 1 1 oo 10 o1

141 102 02AAB22 02A34240 002222BAA 4BCB2648D5 {1 A R ¢ S 0 oo [+14] 10

142 103 0555644 05468481 004445755 17964C91AB 0 0 0 1 1 00 oo 00

143 104 DAAACS88 OASD0S03 O00B8SAEAA 2F20992357 110 0 0 01 0o 00

144 105 1555911 151A1206 ©011115D55 G5SES593246AE 0 o 0 V] 1 01 01 oo

145 106 OAAB222 2A34240C 02222BAAA  3CB2648D5C 110 0 X 1 11 01 01
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146 107 1556445 54684818 044457555 7T964C91ABS 0 0 0 0 1 01 11 01
147 108 OAACS8BE 28D09030 O0B88BAEAAA 7209923571 111 2 1 01 01 11
148 109 1559117 51A12060 11115D555 6593246AE2 a 1 0 1 1 11 01 01
149 110 0AB222F 23424000 0222BAMAB 4B2648D5C5 10 0 0 0 10 11 01
150 111 156445F 46848180 044575557 164C91ABBA 0 10 0 1 01 10 11
5T 112z OAC88BF 0D0S0301 0B88AEARAE 2099235714 i1 0 1 1 0 10 01 10
152 113 159117F 1Al20602 1115D555D 593246AE28 a o 0 0 0 00 10 01
153 114 OB222FE 34240004 022BAAABA 32648D5C51 10 0 0 1 0 0o 10
154 11§ 16445FD 68481809 045755574 64C91ABSAZ 0 0 0 1 o oo 01 00
155 116 OCB8BFA 50903012 OBAEAAAES 4992357144 1 1 1 1 0 01 0o 01
156 117 19117F5 21206024 115D555D1 13246AE288 1 o o 0 0 00 01 oo
157 118 1222FEA  4240C048 02BAAABA2 2648D5C511 0 0 0 0 o 11 0o 01
158 119 0445FD5 04818090 057555744 4C91ABBA23 0 1 0 1 1 01 11 00
15% 120 088BFAA 09030120 OAEAAAES88 1923571446 1 0 1 0 1 10 01 11
160 121 1117F55 12060240 15D555D11 3246AE288D a o 0o 0 0 00 10 01
161 122 022FEAA 240C0480 OBAAABA22 648D5C511B 0 0 1 1 o oo 0o 10
162 123 045FD54 48180900 175557444 491AB8AZ3T 0 0o 0 0 0 00 oo oo
163 124 08BFAA9 10301200 OEAAAEBS8Y 123571446F 10 1 0 0 01 oo 00
164 125 117F553 20602400 1DS55D113 246AE288DF o 0 1 0 o 00 01 00
165 126 02FEAA7 40C04800 1AAABA227 48D5C511BE 01 1 1 1 10 oo 01
166 127 OSFDS4F 01808001 15557444F 11AB8A237D 0 1 0 1 0 00 10 00
167 128 OBFAASF 03012002 OAAAEBS89E 23571446FA 1 0 1 0 0 o0 0o 10
168 129 17F553F 06024004 1555D113D 46AE288DFS 0 0 0 1 1 00 00 00
169 130 OFEAATE 0C048008 OAABA227A ODSCS511BEA 10 1 0 0 01 oo 00
170 131 1FD54FC 18090011 1557444F5 1ABBAZ37DS 1 0 0 1 1 o0 01 0o
171 132 1FAASFS 30120022 OAAESBI9EB 3571446FAA 1 0 1 0 0 10 0o 01
172 133 1FS553F2 60240044 155D113D7 6AE288DF55 10 0 1 0 00 10 00
173 134 1EAATE4 40480089 O0ABA227AE 55C511BEAA 10 1 1 1 00 0o 10
174 135 1D54FC9 00900113 157444F5D 2BBA237D54 1 1 0 <3 1 01 oo oo
175 136 1AASF93 01200227 OAES8B89EBA 571446FAAS 1 0 1 0 1 o0 01 oo
176 137 1553F26 0240044E 15D113D75 2E288DF550 0o 0 0 0 0 11 0o 01
177 138 OARTE4C 0480089C O0BA227AEA 5CS511BEAAO 111 0 o 00 11 00
178 139 154FC98 09001138 17444F5D4 3BA237D540 a 0o o 1 1 10 oo 11
179 140 OA9F931 12002270 O0OE889EBAS 71446FAAS1 1 0 1 0 0 o0 10 oo
180 141 153F262 240044E0 1D113D753 6288DF5503 o 0 1 1 o 00 0o 10
181 142 OA7E4CS 4B0089C0 1A227AEAT 4511BEAADG 101 0 0 01 oo 00
182 143 14FCS8E 10011381 1444F5D4F 0A237D540D a o o 0 1 01 01 oo
183 144 09F9316 20022702 O0B89EBASE 1446FAAS1A 101 0 1 13 01 01
184 145 13F262D 40044E04 1113D753D 288DF55035 0 0 0 1 0 10 11 01
185 l4s O7E4C5A 00089C08 0227AEATA S11BEAAOGA a o 0o 0 0 01 10 11
186 147 OFC98B4 00113810 044FSD4FS 2237D540D5 10 0 0 0 01 01 10
187 148 1F93169 00227021 O08SEBASEE 446FARBLAA 10 1 0 111 01 01
188 149 1F262D2 0044E042 113D753D7 08DF550355 1 0 0 1 1 10 11 01
189 150 1E4C5A4 0085C085 O027AEATAE 11BEAROGAA 1 1 0 1 1 10 10 11
190 151 1C98B48 (0113810A 04F5D4FSC  237D540D54 10 0 0 1 10 10 10
191 152 1931691 02270215 O09EBAYEBE 46FAAS1AAD 10 1 1 1 01 10 10
192 153 1262D22 044E042A 13D753D71 ODF5503553 0 0 0 1 o 01 01 10
193 154 04C5A44 0B9CO0B54 OT7TAEATAEZ 1BEAAQGAAT 0 1 0 1 1 11 01 01
194 155 098B488 113810A8 OF5D4F5C4 37D540D54E 1 0 1 1 0 11 11 01
195 156 1316910 22702150 1EBASEB8Y 6FAAS1AROD o 0 1 1 1 11 11 11
196 157 062D220 44E042A0 1D753D712 5F5503553A 01 1 0 11 5 L. |
197 158 0C5A440 09C08540 1AEATAE2S5 3EAAQDGAATS 1 1 1 1 1 10 2l 11
198 159 18B4880 13810AB0 15D4F5C4B 7D540DS4EA 1 1 0 0 0 10 10 11
199 160 1169100 27021500 OBASEBS897 7AAS1AASDS 0 0 1 1 o 01 10 10
200 161 02D2201 4E042A00 1753D712E 75503553AB 0 0 0 0 1 00 01 10
201 162 05A4403 1C085400 OEATAE25C 6AAOGAATSE 0 o 1 1 0 10 oo 01
202 163 0B48807 3B10A800 1D4F5C4B8 5540D54EAC 101 0 0 00 10 00
Encryption Sample Data £ November 2004 687

1012



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 688 of 814

Sample Data 8 Bluetooth

203 164 169100F 70215000 1A9EBB8971 2A81AAIDSE 0 0 1 1 0 oo oo 10
204 165 0D2201E 6042A001 153D712E3 G5503553AB0 i 0 0 0 1 o0 oo 00
205 166 1A4403C 40854002 OA7AE25C6 2A06AATSEL 1 1 1 0 1 01 oo oo
206 167 1488079 010A8004 14F5C4BBD G540DS4EAC3 0 0 0 0 1 01 01 00
207 168 09100F2 02150009 09EB8971B 281AA3DSEE i 0 1 0 1 1 01 01
208 169 12201E5 042A0012 13D712E37 503553ABOC 0 0 0 O 1 01 11 01
209 170 04403CA 08540024 O07AE25C6E 206AATS5618 0O 0 0 o 1 11 01 11
210 171 0880795 10AB0048 OF5C4BEDD 40DS4ERC30 11 1 1 1 11 11 01
211 172 1100F2A 21500091 1EB83S71BA 01AASDSS8E61 o o0 1 1 1 11 11 11
212 173 0201E54 42A00122 1D712E374 03553AB0OC3 0o 1 1 o 1 11 11 11
213 174 0403CAS 05400244 1AE25C6E9 06AATS56186 LV SR + [ e % 1 11 11 i1
214 175 0807952 O0AB00488 15C4B8BDD3 (ODS4EAC30D i1 0 0 1 11 11 11
215 176 L00F2AS 15000811 O0BBSST1BAG 1AR9DS861A 0 0 1 1 1 1 11 11
216 177 001E54A 2A001223 1712E374C 3553AB0C35 0 0 0 0 1 00 11 11
217 178 003CA94 54002446 O0E25C6E98 BAATSE186A 0O 0 1 1 0 11 00 11
218 179 0079528 28004880 1C4B8DD31 GS54EAC3I0DS 0O 0 1 o 0 01 11 00
219 180 00F2A50 5000911B 18971BA62 2A9DSB61AA 0o 0o 1 1 1 10 01 11
220 181 01E54A0 20012236 112E374C4 G553ABOC3SES o 0 0 0 0 oo 10 o1
221 182 03CA940 4002446C 025C6E988 2A756186RAA o 0 0 0 0 01 oo 10
222 183 0795280 000488D% 04B8DD310 GS4EAC3I0DS54 o 0 0 1 0 oo 01 o0
223 184 OF2A500 000911B2 0971BA620 29DS861AA8 i 0 1 1 1 10 oo 01
224 185 1ES4A00 00122364 12E374C40 G53ABOC3550 10 0 1 0 o0 10 00
225 186 1CA9400 002446CB O05CEESBB0 2756186AA0 i1 0 0 0 1 01 00 10
226 187 1552800 00488D90 0B8DD3101 4EAC3I0D540 1 0 1 1 0 11 01 o0
227 188 12A5000 00911B20 171BA6202 1DS861ARASBL 0 1 0 0 0 10 11 01
228 18% 054A000 01223640 0E374C404 3ABOC25502 0 0 1 1 0 10 10 11
229 190 OAS4000 02446C80 1CEE9B808 7561B6ARR0S i1 0 1 0 0 01 10 10
230 191 1528001 0488DS01 18DD31011 6SAC3I0DS40B 01 1 1 0 10 01 10
231 192 0AS0003 0911B203 11BR62023 55861AA817 i 0 0 1 0 11 10 01
232 193 14A0006 12236407 0374C4047 2BOC35502F 0 0 0 0 1 11 11 10
233 194 054000C 2446CB0E 06E98B0BE G561B6AROSF i 0 0 0 0 11 11 11
234 195 1280018 488D201C 0DD31011D 2C30D540BF 0 1 1 0 1 11 11 11
235 1986 0500030 111B2039 1BA62023A G5861AAS17E 0 0o 1 o 0 11 11 11
236 197 OAR00060 22364072 174C40475 30C35502FD 1 0 0 1 1 11 11 11
237 198 14000C0 446CB0E4 OE9880BEA 6186RA0SFB o 0 1 1 1 11 11 11
238 199 0800180 08DI01C8 1D31011DS 430DS40BF6 11 1 0 0 10 11 11
239 200 1000301 11B20391 1A62023AB 061AAB1T7EC 0O 1 1 o 0 10 10 11
Z[0] = 25
Z[1] = 45
2[2] = 6B
Z[3] =55
Z[4] = 5F
Z[5] = c2
z[el = 20
Z[7] = ES
z2[8] = c4
Z[9] = F8
Z2[10] = 3A
Z[11] = F1
2[12] = FF
Z[13] = 89
Z[14] = 02
Z[15] = 35

Reload this pattern inte the LFSRs
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Hold content of Summation Combiner regs and calculate new C[t+1] and Z values

LFSR1 <= 1C45F25

LFSR2 <= T7FFB(245
LFSR3 <= 1893A206B
LFSR4 <= 1lAO2F1E555

Cle+1l] == 10

240 1 1C45F25 7FF8C245 1893A206E 1A02F1ES5S 111 0 1 10 10 11
241 2 188BE4A 7FF1848B 112744007 3405E3CAAB 11 0 0 0 01 10 10
242 3 1117C95 7FE30917 024EBB1AF 680BC79557 0 1 0 0 0 01 01 10
243 4 022F92B 7FCeB122F 049D1035E S50178F2AAF a 1 0 0 0 11 01 01
244 5 045F257 7F8C245E 093A206BD 202F1ES55E 01 1 0 1 10 11 01
245 [ OBEE4AE 7TF1848BC 127440D7A 405E3CAABC 1 0o 0 0 1 01 10 11
246 7 117C95C  7E309178 04E881AF4 (0OBC795579 0 0 0 1 0 01 01 10
247 8 02F92B8 7C6122F0 09D1035E8 0178F2AAF2 0o 0 1 0 0 11 01 01
248 9 05F2570 78C245E1 13A206BD0  02F1ES55ES 01 0 1 1 10 11 01
249 10 OBE4AE1 71848BC2 07440D7A0 O0SE3CAABCA 11 0 1 1 10 10 11
250 11 17C95C3 63091784 O0OE881lAF40 0BC7955795 0o 0 1 1 0 01 10 10
251 12 OF92B87 46122F09 1D1035E80 1TBF2AAF2B 10 1 1 0 10 01 10
252 13 1F2570F O0C245E12 1A206BD01 2F1E555E56 10 1 0 0 11 10 01
253 14 1E4AE1F 1848BC25 1440D7AR03 SE3CAABCAC 1 0 0 0 0 o0 11 10
254 15 1C95C3E 3091784A 0881AF407 3C79557958 1 1 1 0 i 11 oo 11
255 16 192B87D 6122F094 11035EBOF 78F2AAF2B1 10 0 1 1 01 11 00
256 17 12570FA 4245E128 0206BDO1E 71ES55E562 0 0 0 1 0 10 01 11
257 18 04AE1F4 048BC250 040D7A03D 63CAABCACS a 1 0 <3 0 11 10 01
258 19 095C3EB 091784A0 O081AF407A 479557958A 1 0 1 1 0 01 11 10
259 20 12B87D1  122F0941 1035EB0F4 OF2AAF2B14 0o 0 0 0 1 11 01 11
260 21 0570FA3 245E1283 006BDOLEY 1ESS55E5628 0 0 0 0 1 01 11 01
261 22 OAEL1F46 4BBC2506 00D7A03DZ 3CAABCACS0 1 1 0 1 0 01 01 11
262 23 15C3EBC 11784A0C OlAF407AS 79557958A0 0o 0 0o 0 1 10 01 01
263 24 OBB7D18 22F09419 03SEB0F4A T2AAF2B140 11 0 1 N | 10 01
264 25 170FA30 45E12832 06BD01E94 6555E56280 01 0 0 0 0o 11 10
265 28 OE1F460 OBC25065 O0ODTAO03D2& 4AABCACS01 1 1 1 € 0 00 oo 11
266 27 1C3E8CO  1784A0CB 1AF407AS0 1557958A03 I L1 9 1 0 00 00
267 28 187D181 2F094196 1SE80F4A0 2AAF2B1406 10 0 1 1 00 01 00
268 29 10FA302 S5E12832C O0BDO1lES41 555E562B80C a o 1 0 1 11 oo 01
269 30 01F4604 30250658 17A03D283 2ABCACS019 0 0 0 1 0 01 11 00
270 31 03E8C09 7B4AOCE0 OF407A506 557958A033 0 0 1 0 0 10 o T
271 32 07D1812 70941960 1E80F4A0C 2AF2B14066 0 1 1 1 d 311 10 01
272 33 OFA3024 612832C1 1D01E9419 55ES56280CD 1 o 1 1 0 01 11 10
273 34 1F4604% 42506583 1A03D2832 2BCACS5019A 1 0 1 1 0 01 01 11
274 35 1EBC093 04A0CBO7 1407A5065 57958A0335 11 0 1 0 00 01 01
275 36 1D18127 0941960F 0B0F4AOCE 2F2B14066B 10 1 0 o 10 oo 01
276 37 1A3024F 12832C1lF 101E94196 5E56280CD7 1 1 0 0 0 00 10 oo
277 38 146049F 2506583E 003D2832C 3CAC5019AE 0o 0 o 1 1 01 oo 10
278 39 08C093E 4AOCBO7D 007AS50658 7958A0335D 10 0 0 0 00 01 00
279 40 118127C 141960FA 00F4A0CBO 72B14066BA 0 0 0 1 11 oo 01
280 41 03024F8 2832C1F4 01E941961 656280CD74 0 0 0o o 1 10 2l oo
281 42 06049F1 506583E9 03D2832C2 4ACS5019AE9 0o 0 0o 1 1 01 10 11
282 43 0C093E2 20CBO7D2 07A506585 15BA0335D3 11 0 1 0 10 01 10
283 44 18127C5 41960FA5 OF4AOCBOE 2B14066BA7 111 0 111 10 01
284 45 1024F8A 032C1lF4B 1E9419616 56280CD74F 0 o 1 0 0 00 2L 10
285 46 0049F15 06583E97 1D2832C2C 2C5019AE9F 0 0 1 0 1 10 00 11
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286 a7 D093E2B  OCBO7D2F 1A5065859 58A0335D3E 1 T S 1 o0 10 00
287 18 0127C56 1960FASE 14ACCBOB2Z 314066BA7D 0 0 0 0 0 01 00 10
288 49 024F8AD 32CLlF4BC 094196164 6280CD74FB 0 1 X 1 0 11 01 oo
289 50 D49F15A 6583E978 12832C2C8 45019AE9F6 01 0 0 0 10 1 01
290 51 093E2BS 4BO7D2F0 050658591 0DAQ335D3ED 10 0 0 1 01 w0 11
291 52 127C56B 160FASE0 O0OAOCBOB2Z 14066BATDA 0 0 1 0 0 01 01 10
292 53 04FBAD7 2C1lF4BCl 141961645 280CD74FBS 0 0O 0 0 1 10 01 01
293 54 09F15AF 583E9783 0B32C2C8A GS019AESFEA 10 1 0 0 11 10 01
294 55 13E2BSE 307D2F06 106585915 20335D3EDS 0 0 0 0 111 11 10
295 56 07C56BD 60FASEOD OOCBOB22B 4066BATDAA 0o 1 0 o 0 11 11 11
296 57 OF8AD7A 41F4BClB 019616457 O00CD74FBS4 1 1 0 1 0 10 11 i1
297 58 1F15AF4 03E97836 032C2CBAF 019AE9F6A9 o B T N 1 10 10 11
298 59 1E2BSE9 07D2F06C 06585915E 0335D3EDS2 110 0 0 01 10 10
299 60 1C56BD2 OFASEODE OCBOB22BC 066BATDAA4 I R R 0 10 01 10
300 6l 18AD7AS 1F4BC1BO 196164578 OCD74FB549 1 0o 1 1 1 11 10 01
301 62 115AF4B  3E978361 12C2CBAF0 19AEIF6AS2 01 0 1 1 00 11 10
302 63 02BS5E96 T7D2ZF06C2 0585915E0 335D3ED524 0 o 0 ] 0 10 oo 11
303 64 0SGED2D  7ASEOD8S OBOB22BCl 66BATDAR4Y 0 0 1 1 0 00 10 00
304 65 OAD7ASB T4BC1BOA 161645783 4D74FBS493 11 0 0 0 00 00 10
305 66 15AF4B6 69783615 0C2C8AF07 1AESFGRA926 1 o e 0 01 o0 00
306 &7 OBSE96D 52F06C2B  185915E0OF 3SDIEDS24C 11 11 1 11 01 00
307 68 16BD2DB 25E0D857 10B22BC1lF 6BA7DAR4SY9 0 1 0 1 1 10 11 01
308 69 ODJASB7 4BC1BOAF 01645783F 574FB54933 110 0 0 10 10 11
309 70 1AF4B6F 1783615F 02CBAF07F 2E9F6A9266 s W s e | 1 01 10 10
310 71 15E96DF 2F06C2BF 05915E0FF SD3ED524CC 0O 0o 0 o0 1 00 01 10
311 72 0BD2DBF 5SEOD857F O0B22BClFE 3A7DAA4998 i1 0 1 0 0 10 oo 01
312 73 17ASBTF 3C1BOAFE 1645783FD 74FB549331 0 0 0 1 1 11 10 00
313 74 OF4B6FF  783615FD OCBAFOTFA 69F6A92662 1, 0 @ 0 01 11 10
314 75 1E96DFF 706C2BFB 1915E0FF5 S53ED524CC4 1 0o 1 1 0 01 o1 11
315 76 1DZDBFE 60D857F6 122BC1FEE 27DAA49988 = W N (e 0 o0 01 01
316 77 1ASB7FD 41BOAFEC 045783FD7 4FB5493310 o B O I 1 10 00 01
317 78 14B6FFA 03615FD8 0BAFO7FAE 1F6A926620 0 0 1 0 111 10 00
318 79 096DFF4 06C2ZEFB1 115E0FFSD 3EDS524CC40 1 1 0 1 0 01 11 10
319 B0 12DBFEB 0D857F63 02ZBC1lFEBE 7DAA499881 {1 A (e i 1 10 01 11
320 81 05B7FDO  1BOAFECE 05783FD77 7B54933103 0 0 0 O o 00 10 01
321 82 OBGFFAl 3615FDBC OAFO7FAEF 76A9266206 1, 0 T 1 00 00 10
322 83 16DFF42 6&C2ZBFB1E 1S5EOFFS5DE 6D524CC40C 0 o 0 (1] 0 00 oo oo
323 84 ODBFE85 5857F631 OBCIFEBBD GAR4998819 19 1T 1 1 01 00 00
324 85 1B7FDOB 30AFEC62 1783FD77A 3549331033 11 0 0 1 00 01 00
325 B6 16FFAlEé 615FDBCS OF07FREFS 6GAS2662067 0 0o 1 1 0 10 oo 01
326 a7 ODFF42D 42BFB18B 1EOFFSDEA 5524CC40CE c W = 1 00 10 00
327 88 1BFE8SB 057F6317 1C1FEBEDS 2A4998819C 10 1 0 0 a0 0o 10
328 B9 17FDOB7 OAFEC62E 1B3FD77AA 5453310339 {! R Wil i B 1 01 oo oo
329 20 OFFAl6F 15FDBCSC 107FAEFS55 2926620672 1 1 0 0 1 00 01 0o
330 91 1FF42DF 2BFB18BS OOFFSDEAA 524CC40CES 110 0 0 10 00 01
331 92 1FEBSBF 57F63172 O01FEBBD55 24998819CA 11 0 1 1 00 10 00
332 93 1FDOBTF 2FEC62E4 03FD77AAA 4933103394 110 0 0 oo oo 10
333 94 1FA1l6FF 5FDBCSC9 O07FREFS555 1266206728 1 s V] 0 01 oo oo
334 95 1F42DFF 3FB18B%3 OFFSDEAAA 24CC40CES1 I R s 1 11 01 oo
335 96 1EGSEFF 7F631727 1FEBBDS54 4998819CA3 10 1 1 0 11 11 01
336 97 1DOBTFE 7EC62B4F 1FD7TTAAA9 1331033947 1. Q3 e 0 10 11 11
337 98 1Al6FFC T7DBCSCY9F 1FAEF5553 266206728BE 1 7 i V] 1 10 10 il
338 93 142DFFS 7B1BES3F 1FS5DEAAA7 4CC40CE51D a 0 1 1 0 01 10 10
339 100 085BFF3 7631727F 1EBBDSS4E 198819CA3E 10 1 1 0 10 01 10
340 101 10B7FE6 6C62E4FF 1D77AAASC 3310339477 0 0 1 0 1 00 10 01
341 102 016FFCC 58CSCY9FE 1AEF55538 E6206728EE 0 2 i V] 0 []4) oo 10
342 103 02DFF98 318B93FC 15DEAAA70 4C40CE51DC 0 1 0 0 1 00 00 00
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343 104 05BFF31 631727F8 0BBDS54E1  18819CA3B9 00 1 1 o 01 0o 00
344 105 OB7TFE62 462E4FF1  177RAASCZ 3103394772 10 0 0 o oo 01 00
345 106 16FFCCS OCSCYFE2 OEFS55384 6206728EE4 0o 0 1 0 1 11 oo 01
346 107 ODFF98A 1BB93FC4 1DEAAAT09 440CE51DCY 111 0 o 00 11 00
347 108 1BFF315 31727F88 1BDS54E12 0819CA3E93 10 1 0 0 11 oo 11
348 109 17FE62A 62E4FF11  17AAA9SCZ4 1033947726 01 0 @0 o o1 11 00
349 110 OFFCCS4  45C9FE22 O0F5553849 206728EE4C 111 0 0 o1 01 11
350 111 1FF98A8 (OB93FC44 1EAAAT093 40CE51DC99 11 1 1 1 o0 01 01
351 112 1FF3150 1727F889 1D554E127 019CA3B933 10 1 1 1 10 oo 01
352 113 1FE62A0 2E4FF112 1AAA9C24F 0339477267 10 1 0 o oo 10 00
353 114 1FCC541  SC9FE225 15553849E  0672BEE4CF 110 0 0 oo oo 10
354 115 1F98AB2 393FC44B O0AAAT093C OCES1DCI9F 10 1 1 1 01 0o 00
155 116 1F31504 727F8897 1554E1279 19CA3IB9I3E 10 0 1 1 00 01 00
356 117 1E62A09 64FF112F O0AASC24F2 339477267D 11 1 1 o o1 oo 01
357 118 1CC5412 49FE225E  1553849E4  6728EE4CFB 11 0 0 1 00 01 o0
358 119 198A824 13FC44BC  0AA7093C9 4BES51DC99F7 111 0 1 10 0o 01
359 120 1315049 27F88979 154E12792 1CA3IB933EE 01 0 1 o oo 10 00
360 121 062A093 4FF112F3 0A9C24F24 39477267DC 01 1 0 o 00 0o 10
161 122 0054127 1FE225E6 153849E48 728EE4CFBE 11 0 1 1 01 00 00
362 123 18R824E 3FC44BCD (0A7093C91 §51DC99FTL 111 0 0 11 01 00
363 124 115049C TF88979A 14E127922 4A3B93IZEE2 01 0 0 0 10 11 01
364 125 02A0938 7F112F35 09C24F244 1477267DC5 00 1 0 1 01 10 11
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1.4 THIRD SET OF SAMPLES

Initial values for the key, pan address and clock

K'e3 (0] = FF K'e3 (1] = FF K'e3f2] - FF K'e3[3] = FF
K’'c3 (4] = FF K’'c3[5] = FF K’ c3 (5] = FF K'c3(7] = FF
K'e3 (8] = FF K'c3[sg] = FF K'ec3[10] = FF K’e3[11] = FF
K'c3[12] = FF K’'c3[13] = FF K'c3([14] = FF K ec3[15] = FF

Addr3 [0] = FF  Addr3[1] = FF Addr3[2] = FF
Addr3 (3] = FF  Addr3([4] = FF Addr3 [5] = FF

CL3[0] = FF CL3[1] = FF CL3[2] = FF CL3[3] = 03

t clk# LFSR1 LFSR2 LFSR3 LFSR4 X1 X2 X3 X4 2 C[t+1l] C[t] C[t-1]
0 0 0000000* 00000000* 000000000* 0000000000* 0 0 0 0 0 00 00 00
1 b 0000001* 00000001* 000000001* O0O00000001* 0 0 0 0 0 o0 oo oo
2 2 0000003+ 00000002* 000000003* 0000000003+ 0O 0 0 O 0 00 00 00
3 3 0000007+ 00000004* 000000007* 000000000T* 0 0 0 0 0 00 00 00
4 4 000000F* 00000009* D0000000F* 000000000F* 00 0 0 0 00 00 00
5 5 000001F* 00000013* 00000001F* 000000001F* 0 0 0 0 0 00 00 00
€ 6 000003F* 00000027* 00000003F* 000000003F* 00 0 0 0 00 00 00
7 7 000007F* 0000004F* 0Q0000007F* O000000Q07F* 0o 0 0 O 0 00 00 00
8 8 00000FF* 0000009F* 0000000FF* 00000000FF+* 0 0 0 0 0 00 00 00
“ 9 00001FF* 0000013F* 0000001FF* 00000001FF#* 0 0 0 0 0 00 00 00
10 10 Q0003FF* 0000027F* 0000003FF* 00000003FF* 0O 0 0 o 0 00 00 00
11 11 00007FF* 000004FF* 0000007FF* OO00000Q7FF* 0 0o 0 0 0 00 oo oo
12 12 0000FFF* 000009FF* 000000FFF* 0000000FFF+* 0o 0 0 0 0 00 00 00
13 13 0001FFF* 000013FF* 000001FFF* 0000001FFF* o 0 0 0 0 00 00 00
14 14 Q003FFF* 000027FF* 000003FFF* 0000003FFF* 0 0 0 0 0 oo oo oo
15 15 0007FFF* 00004FFF* 000007FFF* O000007FFF* 0o 0 0 0 0 00 oo oo
16 16 000FFFF* 00009FFF* 00000FFFF* O0000O0FFFF* 0o 0 0 0 0 00 oo oo
17 17 001FFFF* 00013FFF* 00001FFFF* 000001FFFF* 0 0 0 0 0 oo oo oo
18 18 003FFFF* 00027FFF* 00003FFFF* 000003FFFF* o 0 0 o 0 o0 00 00
19 19 00TFFFF* 0004FFFF* 00007FFFF* 000007FFFF+* 0 0 0 o 0 00 00 00
20 20 00FFFFF* 0009FFFF* 0QQ00FFFFF* O0000FFFFF* o 0 0 o0 0 00 oo oo
21 21 01FFFFF* 0013FFFF* 0001FFFFF* 00001FFFFF* 0 0 0 0 0 oo oo oo
22 22 03FFFFF* 0027FFFF* 0003FFFFF* 00003FFFFF* o 0 0 o 0 00 00 00
23 23 07FFFFF* 004FFFFF* 0007FFFFF* 00007FFFFF* 00 0 o 0 00 00 00
24 24 OFFFFFF* 009FFFFF* 000FFFFFF* OD000FFFFFF* F R s L 0 01 oo oo
25 25 1FFFFFF* 013FFFFF* 001FFFFFF* 0001FFFFFF* 10 0 0 1 00 00 00
26 26 LFFFFFF  027FFFFF* 003FFFFFF* 0003IFFFFFF* 10 0 © 1 00 00 00
27 27 1FFFFFF 04FFFFFF* 007FFFFFF* 0007FFFFFF* S R Ll 0 01 oo oo
28 28 1FFFFFF O09FFFFFF* O00FFFFFFF* O00FFFFFFF* - R S s L ) 0 01 oo oo
29 29 1FFFFFF 13FFFFFF* 01FFFFFFF* 001FFFFFFF* 1 e 1 3 | 0 01 oo 00
30 30 1FFFFFF 27FFFFFF* 03FFFFFFF* 003FFFFFFF* 110 0 0o 01 00 00
31 31 1FFFFFF 4FFFFFFF* 07FFFFFFF* 007FFFFFFF* L A A 0 01 oo oo
32 32 1FFFFFF 1FFFFFFF OFFFFFFFF* O0FFFFFFFF* Ol = (T B 0 10 oo oo
33 33 1FFFFFF 3FFFFFFE 1FFFFFFFF* 01FFFFFFFF*  ES B R 0 10 oo 0o
34 24 LFFFFFF 7FFFFFFC 1FFFFFFFF 03FFFFFFEF* e B (s T | 0 10 00 00
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35 35 1FFFFFF 7FFFFFF? 1FFFFFFFF QTFFFFFFFF* 11 1 1 0 10 0o oo
36 36 1FFFFFF 7FFFFFF3 1FFFFFFFF OFFFFFFFFF* 11 1 1 0 10 00 00
37 ar 1FFFFFF 7FFFFFE7 1FFFFFFFF 1FFFFFFFFF* 1 1 1 1 0 10 00 00
38 38 1FFFFFF 7FFFFFCF 1FFFFFFFF 3FFFFFFFFF* 11 1 1 0 10 00 00
39 39 1FFFFFF 7FFFFF9F 1FFFFFFFF TFFFFFFFFF* 11 1 1 0 10 00 00

40 n s 1FFFFFF 7FFFFF3F LFFFFFFFF 7FFFFFFFFF 1 1 1 1 0 01 10 00
41 2 1FFFFFF 7FFFFEVF 1FFFFFFFF 7FFFFFFFFF 11 1 1 1 10 01 10
42 3 1FFFFFF 7FFFFCFF 1FFFFFFFF TFFFFFFFFF 1 1 1 1 0 10 10 01
43 4 1FFFFFF 7FFFF9FF 1FFFFFFFF TFFFFFFFFF 11 1 1 o 00 10 10
14 5 1FFFFFF 7FFFF3FF 1FFFFFFFF  TFFFFFFFFF 11 1 1 0 11 oo 10
45 [ 1FFFFFF T7FFFETFE 1FFFFFFFF 7FFFFFFFFF 1 1 1 1 1 00 11 oo
46 d 1FFFFFF 7FFFCFFC 1FFFFFFFF T7TFFFFFFFFF 1 1 1 1 0 00 00 11
47 1 1FFFFFF 7FFF9FF9 1FFFFFFFF 7FFFFFFFFF 11 1 1 0 10 00 00
48 9 1FFFFFF T7FFF3FF3 1FFFFFFFF T7FFFFFFFFF 1 1 1 1 0 01 10 oo
19 10 1FFFFFF 7FFETFEE 1FFFFFFFF TFFFFFFFFF 11 1 1 1 10 01 10
50 11 1FFFFFE 7FFCFFCC 1FFFFFFFE  TFFFFFFFFF 11 1 1 0 10 10 01
51 12 1FFFFFC 7FF9FF99 1FFFFFFFC 7FFFFFFFFF L F I % 0 00 0 10
52 13 1FFFFF8 7TFF3FF33 1FFFFFFF8 TFFFFFFFFF 11 1 1 0 11 0o 10
53 14 1FFFFF0 7FE7FE67 1FFFFFFF0 7FFFFFFFFF 1 1 1 1 1 00 11 oo
54 15 1FFFFE0 7FCFFCCF 1FFFFFFE1l  TFFFFFFFFF 1 £ 1 1 0 00 00 11
55 16 1FFFFCO 7F9FF99F 1FFFFFFC3 7FFFFFFFFF 11 1 1 0 10 00 00
56 17 1FFFF80 7F3FF33E 1FFFFFF87 7FFFFFFFFE 1 0 1 1 1 o0 10 oo
57 18 1FFFF00 7E7FE67C 1FFFFFFOF 7FFFFFFFFC 1 0 1 1 1 00 oo 10
58 19 1FFFE01 7CFFCCF8  1FFFFFE1E  7FFFFFFFF8 11 1 1 0 10 00 00
59 20 1FFFC03 79FF99F0 1FFFFFC3C 7FFFFFFFFO 11 1 1 0 01 10 00
60 21 1FFF807 T3FF33E0 1FFFFF878 7TFFFFFFFEL 1 1 1 <3 1 10 01 10
61 22 1FFFOOF 67FE67C0 1FFFFFOF0 T7FFFFFFFC3 1 1 1 1 0 10 10 01
62 23 1FFEOL1E 4FFCCFB0 1FFFFELE1l 7FFFFFFF87 11 1 1 0 00 10 10
63 24 1FFC03C 1FF99F00 1FFFFC3C3 7TFFFFFFROF 11 1 1 0 11 00 10
64 25 1FF8078 3FF33E01 1FFFFB787 7TFFFFFFELE 1 1 1 1 1 00 11 00
65 26 1FFO00F0 7FE67C02 1FFFFOFOF 7FFFFFFC3C i 1 1 1 0 o0 0o 11
66 27 1FE01E1 7FCCF805 1FFFE1E1E 7FFFFFFA78 11 1 1 0 10 00 00
67 28 1FC03C3  7F99F00A 1FFFC3C3C 7FFFFFFOFO L E 3 % 0 o0 10 00
68 29 1FBO7&7 TF33E015 1FFF87878 7TFFFFFELEL 1 o 1 € 0 10 01 10
69 30 1FOOFOF 7E67C02A 1FFFOFOF0 T7FFFFFC3C3 10 1 1 1 13 10 01
70 31 1E01E1E 7CCF8054 1FFE1E1E1l T7FFFFF8787 I O 1 01 11 10
71 32 1C03C3C  799F00AS 1FFC3C3C3 T7FFFFFOFOF 1 1 1 € 1 01 01 11
72 33 1807878 733E0152 1FF878787 7FFFFE1ELE 10 1 1 o 00 01 01
73 34 100FOF0 667C02A5 1FFOFOFOF TFFFFC3C3C 0 0 1 1 0 10 oo 01
T4 35 001E1EC 4CF8054B 1FE1E1E1F 7FFFF87878 0 1 1 1 1 00 10 oo
75 36 003C3C1 19F00A96 1FC3C3C3F 7FFFFOFOF0 g 1 1 1 1 00 00 10
76 37 0078783 33E0152C 1F878787F 7FFFELELEL 001 1 1 1 01 00 00
77 3s O00FOF07 6€7C02A59 1FOFOFOFF 7FFFC3C3C3 0 1 1 1 0 11 01 00
78 39 01E1EOE 4F8054B3 1E1E1EL1FF 7FFF878787 001 1 1 0 1 11 01
79 40 03C3C1lC 1F00A966 1C3C3C3FF TFFFOFOFOF 0 o 1 1 1 11 2L 11
1] 41 0787838 3E0152CC 1878787FF 7FFELlE1ELE 0o 0 1 1 1 11 11 11
81 42 OFOF070 7CO02A598 10FOFOFFF 7FFC3C3C3C 10 0 1 1 11 25 S |
B2 43 1E1EQE0 78054B30 O01E1E1FFF 7FF8787878 10 0 1 11 5 L. |
B3 44 1C3C1co 700A9660 O03C3C3FFE 7FFOFOFOFO 1 0 0 1 1 11 2l 11
B4 45 1878380 60152CC0 078787FFC 7FE1lE1lElE0 1 0 0 1 1 11 11 11
85 46 10F0700 402AS980 OFQFOFFF8 7FC3C3C3ICO o 0 1 1 111 o P T §
B6 47 01EOE00 0054B300 1E1E1FFF0 7F87878780 0 0 1 1 111 b3 < |
87 48 03C1lCo0 00A96601 1C3C3FFE0 TFOFOFOF00 0 1 1 0 1 11 2L 11
88 49 0783800 0152CC03 18787FFCO 7E1E1E1E0L o 0 1 0 0 11 5 RIRLY. |
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89 50 OFO7000 02A59806 10FOFFFE0 7C3C3C3C03 110 0 1 11 11 11
90 51 1EOE000 054B300D O01E1FFF00 7878787807 10 0 0 0 11 iz 11
91 52 1C1C001 0A96601A O03C3FFEOL 7JOFOFOFOQOF 1 1 0 1 0 10 11 11
92 53 1838003 152CC035 0787FFC03  61E1E1E01E 10 0 1 0 10 10 11
93 54 1070007 2A59806B OQFOFFFBO7 43C3C3C03C 0 0 1 1 0 01 10 10
94 55 0ODEOOOF 54B300D7 1E1FFFOOF 0787878078 {1 N X [ 0 10 01 10
95 56 01CO01F 296601AE 1C3FFEOLF OFOFOF00FL 0 o 1 (V] 1 00 10 o1
96 57 038003F 52CC035C 1B7FFCO3F 1E1E1E01E2 001 1 0 o 00 oo 10
97 58 070007F 259806B8 10FFFBO7F 3C3C3C03C4 0 1 0 0 1 o0 oo 00
98 59 OEOOOFE 4B300D71 O01FFFOOFE 7878780788 1 0 0 0 1 00 oo oo
99 &l 1CO0LFD 16601AE2 O03FFEOLFD 70FOF00F10 1 o 0 1 0 01 oo oo

100 61 18003FA 2CC035C5 O07FFCO3FE 61E1E01E21 o B T N 0 11 01 00

101 62 10007F4 59806BSB OFFFS807F7 43C3C03C43 001 1 1 0 11 11 01

102 63 0000FE8 3300D717 1FFFOOFEE 0787807887 0 0 1 1 1 11 11 11

103 64 0001FD0 6601AEZF 1FFEQLIFDC OFOF0OF10E 0 0o 1 0 0 11 11 11

104 65 D003FA0 4C035C5F 1FFCO3FB8 1E1E01E21D 00 1 0 0 11 11 11

105 a6 0007F40 1806E8BE 1FFB07F70 3C3C03C43B 0 o 1 ] 0 11 11 11

106 &7 DOOFE81 300D717C 1FFOOFEE1 7878078877 0 0 1 o 0 11 11 11

107 68 001FDO2 601AE2F8 1FEO1FDC2 70F00F10EF 0 0 1 1 1 11 11 11

108 69 003FAO5 4035C5F0 1FCO3FBB4 61E01E21DE 1 o e 1 11 11 11

109 70 D0TF40B O0O06BBBE0 1FBOTF708 43C03C43BC 0 0 1 1 1 11 11 11

110 71 00FEB16 00D717C0 1FO00FEE1ll 0780788778 o 1 1 1 0 10 11 11

111 72 01FD02C O01AE2F81 1E01FDC23 OF0O0F10EF1 01 1 o0 0 10 10 11

112 73 03FA059 035C5F02 1C03FB847 1EQ1E21DE3 0 0 1 0 1 10 10 10

113 T4 07F40B3 06BBBE0OS 1B807F708BF 3C03C43BCT 0 1 1 0 0 01 10 10

114 75 0FEBle6 O0D717COB 100FEEL1lE 780788778F i1 0 0 0 0 01 01 10

115 7% 1FDO2CD  1AE2F817 001FDC23D  700F10EF1F 11 0 0 1 11 01 01

116 77 1FA059B 35C5F02F 003FBB47A 601E21DE3F 1, 4, 0 0 1 10 11 01

117 78 1F40B37 6BBBEOSE O0O07FT0BF4 403C43BCTF 1 1 0 (1] 0 10 10 11

118 79 1E8166E 5717COBD OOFEE1llE9 O00788778FF 1 0 0 0 1 10 10 10

119 80 1D02CDC  2E2F817A  01FDC23D3  OOF10EF1FE 10 0 1 0 01 0 10

120 81 1A059B9 SCSF02F5 03FB847A6 01E21DE3FD 10 0 1 1 01 01 10

121 82 140B373 38BEOSEB O07F708F4C 03C43BCTFE 0 1 0 1 1 11 o1 o1

122 83 08166E7 717C0BD7 OFEE11ES8 O0788778FF7 1 0 1 1 0 11 11 01

123 84 102CDCF  62F817AE  1FDC23D31 OF10EF1FEF 01 1 o0 111 11 11

124 85 0059B9F 45F02FSC  1FB847A63 1E21DE3FDE 01 1 o0 1 11 11 11

125 B6 00B373E OBEOSEBS 1F708F4C7 3C43BCTFBC 0 1 1 0 1 11 11 11

126 87 0166E7D 17COBD72 1EE11E98F 788778FF78 001 1 1 0 10 11 11

127 88 02CDCFE 2F817AES 1DC23D31F 710EF1FEF1 01 1 0 0 10 0 11

128 B9 059B9F7 SFO02ZFS5CA 1BB47R63F 621DE3FDE2 0 0o 1 (1] 1 10 10 10

129 90 OB373EF 3E0SEB94 1708F4CTF  443BCTFECY 10 0 0 1 10 10 10

130 91 166E7DF 7COBD728 O0E11ES8FF 08778FF788 00 1 0 1 10 10 10

131 92 OCDCFBE 7817AES50 1C23D31FF 10EF1FEF10 ) (e s & 1 01 10 10

132 93 19B9F7D T702F5CAl1 1847A63FE 21DE3FDEZ1 1. @ A 0 10 01 10

133 94 1373EFB  60SEB942 108P4C7FC 43BC7FBC42 0 0 0 1 1 00 0 01

134 95 06E7DF7 40BD7285 011E98FF8 0778FF7886 0 1 0 0 1 01 oo 10

135 96 ODCFEEF O017AES0A 023D31FF0 OEF1FEF10D 10 0 1 1 00 01 00

136 a7 1B9F7DF 02F5CAlS 047R&e3FEl1 1DE3FDEZ1A 1 s 1 1 10 oo o1

137 a8 173EFBF 05EBE942B 08F4C7FC3 3BC7FBC434 {1 N I 1 00 10 oo

138 99 OETDFTF 0BD72856 11E98FF87 778FF78869 11 0 1 1 00 oo 10

139 100 1CFBEFF 17AES0AC 03D31FFOF 6F1FEF10D3 110 0 0 o1 00 00

140 101 19F7DFE 2F5CAl59 07AG3FELlE SE3FDE21A7 1 o 0 V] 0 oo 01 oo

141 102 13EFBFC 5EB942B3 O0F4C7FC3C 3C7FBC434F a- 1l 1 .0 0 10 [+14] 01

142 103 07DFTF8 3D728566 1E98FFE78 78FF78869F 0 0 1 1 0 00 10 00

143 104 OFBEFFO 7AESOACD 1D31FFOF0 71FEF10D3E 11 1 1 0 11 0o 10

144 105 1F7DFE1 7S5CAR159B 1A63FElEl E3FDEZ1A7D 1 2 i 1 1 []4) 11 oo

145 106 1EFBFC3 6B942B36 14CTFC3C3 47FBC434FB - I O T 1 11 00 11
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146 107 1DF7FB6 57285660 098FFB786 OFF78869F7 10 1 1 0 00 11 00
147 108 1BEFFOC 2ES0ACDE 131FFOFOC 1FEF10D3EF 10 0 1 0 11 00 11
148 109 17DFE19 5CAl59B6 063FE1E19 3FDE21A7DF a 1 0 1 1 01 11 oo
149 110 OFBFC33 3942B36D 0CTFC3C32 T7FBC434FBF 10 1 1 0 01 01 11
150 111 1F7F866 728566DB 18FF87B65 TF78869F7E 111 0 0 00 01 01
5T 112z 1EFFOCC 650ACDB6 11FFOFOCE 7EF10D3EFC i1 0 0 1 0 10 oo 01
152 113 1DFE199 4Al59B6D O03FElEl96 7DEZ1A7DF9 1 0 0 1 0 00 10 oo
153 114 1BFC333 142B36DB  07FC3C32C 7TBC434FBF3 10 0 1 o 00 00 10
154 11§ 17FB666 2B566DB6 OFF878659 7T78869F7TE6 0 0 1 1 0 01 oo 00
155 116 OFFO0CCC SOACDB6D 1FFOFOCB3 6F10D3EFCC 1 1 1 0 0 11 01 oo
156 117 1FE1999 2159B6DA 1FE1E1966 SE21A7DF99 1 o 1 0 10 11 01
157 118 1FC3332 42B36DB5 1FC3C32CC  3C434FBF33 111 0 1 10 10 11
158 119 1F86664 O0S566DBEB 1F8786599 7T8BEOIFTEST 10 1 1 1 01 10 10
15% 120 1F0CCCB OACDB6D6 1FOFOCE33 710D3EFCCE 1 1 1 0 0 10 01 10
160 121 1E19991 159B6DAC 1E1E19666 621A7DF99D 1 1 1 0 1 11 10 01
161 122 1033323 2B36DB58 1C3C320CCC  4434FBF23B 10 1 0 1 00 11 10
162 123 1866647 566DB6B0 187865999 0B69FTEGT6 1 0o 1 0 0 11 oo 11
163 124 10CCCBF  2CDB6D60  10FOCB333  10D3EFCCEC 0 1 0 1 1 01 11 00
164 125 019991E 59B6DACO 01E196666 21A7DF99D9 0 1 0 1 1 10 01 11
165 126 033323C 336DB580 03C32CCCD 434FBF33B3 0 0 0 0 0 00 0 01
166 127 0666478 66DBEBO1 07865993A 069FTE6T66 0 1 0 1 0 00 0o 10
167 128 OCCC8F0D 4DBeD603 O0OF0CB3334 OD3EFCCECD 1 1 1 0 1 01 0o oo
168 129 19991F1 1B6DACO7 1E1966669 1A7DF99DIB 101 0 1 00 01 00
169 130 13323C3 36DBS80E 1C32CCCD3  34FBF33B37 0 1 1 1 1 10 00 01
170 131 0664786 6DB6BO1C 186599%A7 69F7E6T66F o 1 1 1 1 o0 10 0o
171 132 OCC8FOD 5B6D6039 10CB3334F S53EFCCECDF 1 0 0 1 0 o0 oo 10
172 133 1991E1A 36DACO73 01966669E 27DFI9DIBF 11 0 1 1 01 oo 00
173 134 1323035 6DB580E6 0320CCD3C  4FBF33B37E 0 1 0 1 1 00 01 00
174 135 064786A SBEBO1CD 065999A78 1FT7E6TE6FC a o0 o 0 0 11 oo 01
175 136 OCBFODS 36D6039B O0CB3334F0 3EFCCECDF9 1 1 1 1 1 o0 11 oo
176 137 191E1AA 6DACO737 1966669E1 7TDFI9DIBF3 11 1 1 0 00 0o 11
177 138 1230354 GSBSBOEGE 120CCD3C3  7BF33B37E7 0 0 0 1 1 00 oo 00
178 139 04786A9 36BO1CDC 05999A787 TTEET66FCE a 1 0 1 0 01 oo 00
179 140 0BFOD52 6D6039B8 0B3334F0E 6FCCECDF3C 1 0 1 1 0 11 01 oo
180 141 11E1AR6 SAC07370 166669E1D SF99DIBF38 0 1 0 1 1 10 11 01
181 142 03C354C 3580E6E0 0CCCD3C3A 3F33B37E70 01 1 0 0 10 10 11
182 143 07B6R99 EBO1CDCO 1999A7875 TEGET6EFCEL a o 1 0 1 10 10 10
183 144 OFOD533 56039B81 13334F0EB 7CCECDF9C2 10 0 1 o 01 10 10
184 145 1E1ARG6 20073703 06669E1D6 799DIBF3BS 10 0 1 1 01 01 10
185 l4s 1C354CC SBOEGE06 OCCD3C3AC 733B37ET0B 1 o 1 0 1 11 01 01
186 147 186A998 301CDCOC 199A78759 66766FCELT 10 1 0 1 10 11 01
187 148 1005331 60398818 1334F0EB2 4CECDFIC2F 0 0 0 1 1 0 10 11
188 149 01lAA662 40737031 0669E1D65 19DIBF385E 0 0 0o 1 0 01 01 10
189 150 0354CC5 (00E6E063 OCD3C3ACB 33B37E70BD g 1 1 1 0 00 01 01
190 151 06A998A 01CDCOCE 19A787596 6766FCELTE 01 1 0 0 10 0o 01
191 152 0D53315 039B818C 134FOEB2C 4ECDF9C2F6 11 0 1 1 00 10 00
192 153 1AR662A 07370318 069E1D659 1D9BF3IBSED 10 0 1 o 00 00 10
193 154 154CC54 OEGE0630 OD3C3ACB3 3B37E70BDB 0 o 1 0 1 00 oo oo
194 155 0OA998AB 1CDCOC60 1A7875967 766FCE17B6 1 1 1 0 1 01 oo oo
195 156 1533151 39B818CO 14FOEB2CE 6CDF9C2FEC 0 1 0 1 1 00 01 00
196 157 0A662A3 73703180 09E1DE59D 59BF385EDS 10 1 1 1 10 oo 01
197 158 14CC547 66ED6301 13C3ACE3A 337E70BDEO 0 1 0 0 1 11 10 oo
198 159 0998ABE 4DCOC602 078759675 66FCE17B61 1 1 0 1 0 01 11 10
199 160 133151D 1B818C05 OFOEB2CEE 4DFIC2F6C2 0 1 1 1 0 01 01 11
200 161 0662A3E 3703180B 1E1DE59D6 1BF385EDBS 0 0 1 1 111 01 01
201 162 0CC5477 &E0B3017 1C3ACB3AC 3TE70EDEOB 1 o 1 1 0 11 2L 01
202 163 198A8EF S5COC602F 187596759 6FCE1TB617 3 0 1 2 0 10 o ORI T §
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