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Figure 1.2: L2CAP dala flows in Bluetooth Protocol Architecture

Figure 1.3 on page 22 breaks down L2CAP into its architectural components.
The Channel Manager provides the control plane functionality and is responsi-
ble for all internal signalling, L2ZCAP peer-to-peer signalling and signalling with
higher and lower layers. It performs the state machine functionality described
in Section 6 on page 67 and uses message formats described in Section 4 on
page 41, Section 5 on page 57. The Retransmission and Flow Control block
provides per-channel flow control and optional retransmission for applications
that require it. The Resource Manager is responsible for providing a frame
relay service to the Channel Manager, the Retransmission and Flow Control
block and those application data streams that do not require Retransmission
and Flow Control services. It is responsible for coordinating the transmission
and reception of packets related to multiple L2ZCAP channels over the facilities
offered at the lower layer interface.
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Figure 1.3: L2CAP architectural blocks
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Protocol/channel multiplexing

L2CAP supports multiplexing because the Baseband Protocol does not sup-
port any ‘type’ field identifying the higher layer protocol being multiplexed
above it.

During channel setup, protocol multiplexing capability is used to route the
connection request to the correct upper layer protocol.

For data transfer, logical channel multiplexing is needed to distinguish
between multiple upper layer entities. There may be more than one upper
layer entity using the same protocol.

Segmentation and reassembly

With the frame relay service offered by the Resource Manager, the length of
transport frames is controlled by the individual applications running over
L2CAP. Many multiplexed applications are better served if L2ZCAP has con-
trol over the PDU length. This provides the following benefits:

a) Segmentation will allow the interleaving of application data units in
order to satisfy latency requirements.

b) Memory and buffer management is easier when L2CAP controls
the packet size.

c) Error correction by retransmission can be made more efficient.

d) The amount of data that is destroyed when an L2CAP PDU is
corrupted or lost can be made smaller than the application's data unit.

e) The application is decoupled from the segmentation required to
map the application packets into the lower layer packets.

Flow control per L2CAP channel

When several data streams run over the same L2CAP logical link, using
separate L2CAP channels, each channel may require individual flow control.
Also L2CAP provides flow control services to profiles or applications that
need flow control and can avoid having to implement it. Due to the delays
between the L2CAP layers, stop-and-go flow control as employed in the
baseband is not sufficient. A window based flow control scheme is provided.
The use of flow control is an optional aspect of the L2ZCAP protocol.

Error control and retransmissions

Some applications require a residual error rate much smaller than the base-
band can deliver. L2ZCAP includes optional error checks and retransmissions
of L2CAP PDUs. The error checking in L2ZCAP protects against errors due to
the baseband falsely accepting packet headers and due to failures of the
HEC or CRC error checks on the baseband packets. Retransmission Mode
also protects against loss of packets due to flush on the same logical trans-
port. The error control works in conjunction with flow control in the sense
that the flow control mechanism will throttle retransmissions as well as first
transmissions. The use of error control and retransmission procedures is
optional.
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Fragmentation and Recombination

The lower layers have limited transmission capabilities and may require
fragment sizes different from those created by L2CAP segmentation. There-
fore layers below L2CAP may further fragment and recombine L2CAP PDUs
to create fragments which fit each layer capabilities. During transmission of
an L2CAP PDU, many different levels of fragmentation and recombination
may occur in both peer devices.

The HCI driver or controller may fragment L2ZCAP PDUs to honor packet
size constraints of a host controller interface transport scheme. This results
in HCI data packet payloads carrying start and continuation fragments of the
L2CAP PDU. Similarly the link controller may fragment L2ZCAP PDUs to map
them into baseband packets. This results in baseband packet payloads car-
rying start and continuation fragments of the L2CAP PDU.

Each layer of the protocol stack may pass on different sized fragments of
L2CAP PDUs, and the size of fragments created by a layer may be different
in each peer device. However the PDU is fragmented within the stack, the
receiving L2CAP entity still recombines the fragments to obtain the original
L2CAP PDU.

Quality of Service

The L2CAP connection establishment process allows the exchange of infor-
mation regarding the quality of service (QoS) expected between two Blue-
tooth devices. Each L2CAP implementation monitors the resources used by
the protocol and ensures that QoS contracts are honored.

24
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1.2 ASSUMPTIONS

The protocol is designed based on the following assumptions:

1. The ACL logical transport and L2CAP logical link between two devices is set
up using the Link Manager Protocol. The baseband provides orderly delivery
of data packets, although there might be individual packet corruption and
duplicates. No more than 1 unicast ACL logical transport exists between any
two devices.

2. The baseband always provides the impression of full-duplex communication
channels. This does not imply that all L2ZCAP communications are bi-direc-
tional. Multicasts and unidirectional traffic (e.g., video) do not require duplex
channels.

3. The L2CAP layer provides a channel with a degree of reliability based on the
mechanisms available at the baseband layer and with optional additional
packet segmentation and error detection that can be enabled in the
enhanced L2CAP layer. The baseband performs data integrity checks and
resends data until it has been successfully acknowledged or a timeout
occurs. Because acknowledgements may be lost, timeouts may occur even
after the data has been successfully sent. The link controller protocol uses a
1-bit sequence number. Note that the use of baseband broadcast packets is
prohibited if reliability is required, since all broadcasts start the first segment
of an L2CAP packet with the same sequence bit.

4. Some applications will expect independent flow control, independence from
the effects of other traffic and, in some cases, better error control than the
baseband provides. The Flow and Error Control block provides two modes.
Retransmission Mode offers segmentation, flow control and L2CAP PDU
retransmissions. Flow control mode offers just the segmentation and flow
control functions. If Basic L2ZCAP mode is chosen, the Flow and Error Con-
trol block is not used.

1.3 SCOPE

The following features are outside the scope of L2ZCAP’s responsibilities:

« L2CAP does not transport audio or transparent synchronous data desig-
nated for SCO or eSCO logical transports.

« L2CAP does not support a reliable multicast channel. See Section 3.2 on
page 34.

« L2CAP does not support the concept of a global group name.
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1.4 TERMINOLOGY

The following formal definitions apply:

Term

Description

Upper layer

Lower layer

L2CAP channel

SDU,
or L2CAP SDU

Segment,

or SDU segment

Segmentation

Reassembly

PDU, or
L2CAP PDU

The system layer above the L2CAP layer, which exchanges data with
L2CAP in the form of SDUs. The upper layer may be represented by
an application or higher protocol entity known as the Service Level
Protocol. The interface of the L2ZCAP layer with the upper layer is not
specified.

The system layer below the L2CAP layer, which exchanges data with
the L2CAP layer in the form of PDUs, or fragments of PDUs. The
lower layer is mainly represented within the Bluetooth Controller, how-
ever a Host Controller Interface (HCI) may be involved, such that an
HCI host driver could also be seen as the lower layer. Except for the
HCI functional specification (in case HCI is involved) the interface
between L2CAP and the lower layer is not specified.

The logical connection between two endpoints in peer devices, char-
acterized by their Channel Identifiers (CID), which is multiplexed on
the L2CAP logical link, which is supported by an ACL logical trans-
port, see [vol.3, part B] Section 4.4 on page 98

Service Data Unit: a packet of data that L2ZCAP exchanges with the
upper layer and transports transparently over an L2CAP channel
using the procedures specified here. The term SDU is associated with
data originating from upper layer entities only, i.e. does not include
any protocol information generated by L2CAP procedures.

A part of an SDU, as resulting from the Segmentation procedure. An
SDU may be split into one or more segments.
Note: this term is relevant only to the Retransmission Mode and Flow
Control Mode, not to the Basic L2ZCAP Mode.

A procedure used in the L2ZCAP Retransmission and Flow Control
Modes, resulting in an SDU keing split into one or more smaller units,
called Segments, as appropriate for the transport over an L2CAP
channel.

Note: this term is relevant only to the Retransmission Mode and Flow
Control Mode, not to the Basic L2CAP Mode.

The reverse procedure corresponding to Segmentation, resulting in
an SDU being re-established from the segments received over an
L2CAP channel, for use by the upper layer. Note that the interface
between the L2CAP and the upper layer is not specified,; therefore,
reassembly may actually occur within an upper layer entity although it
is conceptually part of the L2CAP layer.

Note: this term is relevant only to the Retransmission Mode and Flow
Control Mode, not to the Basic L2CAP Mode.

Protocol Data Unit a packet of data containing L2ZCAP protocol infor-
mation fields, control information, and/or upper layer information data.
A PDU is always started by a Basic L2CAP header. Types of PDUs
are: B-frames, |-frames, S-frames, C-frames and G-frames.

Table 1.1: Terminology
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Basic information
frame (B-frame)

Information frame
(I-frame)

Supervisory frame
(S-frame)

Control frame
(C-frame)

Group frame
(G-frame)

Fragment

Fragmentation

Recombination

Maximum
Transmission Unit
(MTU)

Term Description
Basic L2CAP Minimum L2CAP protocol information that is present in the beginning
HESHEE of each PDU: a length field and a field containing the Channel Identi-

fier (CID)

A B-frame is a PDU used in the Basic L2CAP mode for L2CAP data
packets. It contains a complete SDU as its payload, encapsulated by
a basic L2CAP header.

An |-frame is a PDU used in the Retransmission Mode and the Flow
Control Mode. It contains an SDU segment and additional protocol
information, encapsulated by a basic L2CAP header

An S-frame is a PDU used in the Retransmission Mode and the Flow
Control Mode. It contains protocol information only, encapsulated by a
basic L2CAP header, and no SDU data.

A C-frame is a PDU that contains L2CAP signalling messages
exchanged between the peer L2ZCAP entities. C-frames are exclusively
used on the L2CAP signalling channel.

G-frame is a PDU exclusively used on Connectionless L2ZCAP channels
in the Basic L2CAP mode. It contains a complete SDU as its payload,
encapsulated by a specific header.

A part of a PDU, as resulting from a fragmentation operation. Frag-
ments are used only in the delivery of data to and from the lower layer.
They are not used for peer-to-peer transportation. A fragment may be
a Start or Continuation Fragment with respect to the L2CAP PDU. A
fragment does not contain any protocol information beyond the PDU;
the distinction of start and continuation fragments is transported by
lower layer protocol provisions.

Note: Start Fragments always begin with the Basic L2ZCAP header of a
PDU.

A procedure used to split L2ZCAP PDUs to smaller parts, named frag-
ments, appropriate for delivery to the lower layer transport. Although
described within the L2CAP layer, fragmentation may actually occur in
an HCI host driver, and/or in the Controller, to accommodate the
L2CAP PDU transport to HCI data packet or baseband packet sizes.

Fragmentation of PDUs may be applied in all L2CAP modes.
Note: in version 1.1, Fragmentation and Recombination was referred
to as “Segmentation and Reassembly*.

The reverse procedure corresponding to fragmentation, resulting in
an L2CAP PDU re-established from fragments. In the receive path,
full or partial recombination operations may occur in the Controller
and/or the Host, and the location of recombination does not necessar-
ily correspond to where fragmentations occurs on the transmit side.

The maximum size of payload data, in octets, that the upper layer
entity is capable of accepting, i.e. the MTU corresponds to the maxi-
mum SDU size.

Table 1.1: Terminology
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Term Description

The maximum size of payload data in octets that the L2CAP layer
entity is capable of accepting, i.e. the MPS corresponds to the maxi-

Maximum ) mum PDU payload size.

PDU payload Size : : ; :

(MPS) Note: in the absence of segmentation, or in the Basic L2ZCAP Mode, the
Maximum Transmission Unit is the equivalent to the Maximum PDU
payload Size and shall be made equal in the configuration parameters.
The maximum size of command information that the L2CAP layer

. y entity is capable of accepting. The MTU,,, refers to the signallin

Signalling MTU y P pihd sig 7 g g

(MTU, ) channel only and corresponds to the maximum size of a C-frame,

excluding the Basic L2CAP header. The MTUg;q value of a peer is dis-
covered when a C-frame that is too large is rejected by the peer.

The maximum size of the connection packet information that the
L2CAP layer entity is capable of accepting. The MTU, refers to the

connectionless channel only and corresponds to the maximum G-
frame, excluding the Basic L2ZCAP header. The MTU,,, of a peer can

be discovered by sending an Information Request.

Connectionless
MTU (MTU¢p)

In Retransmission mode, MaxTransmit controls the number of trans-
missions of a PDU that L2CAP is allowed to try before assuming that
the PDU (and the link) is lost. The minimum value is 1 (only 1 trans-
mission permitted).

Note: Setting MaxTransmit to 1 prohibits PDU retransmissions. Fail-
ure of a single PDU will cause the link to drop. By comparison, in
Flow Control mode, failure of a single PDU will not necessarily cause
the link to drop.

MaxTransmit

Table 1.1: Terminology
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2 GENERAL OPERATION

L2CAP is based around the concept of ‘channels’. Each one of the endpoints of
an L2CAP channel is referred to by a channel identifier (CID).

2.1 CHANNEL IDENTIFIERS

A channel identifier (CID) is the local name representing a logical channel end-
point on the device. The null identifier (0x0000) is an illegal identifier and shall
never be used as a destination endpoint. Identifiers from 0x0001 to Ox003F are
reserved for specific LZCAP functions. Implementations are free to manage the
remaining CIDs in a manner best suited for that particular implementation, with
the provision that two simultaneously active L2CAP channels shall not share
the same CID. Table 2.1 on page 29 summarizes the definition and partitioning
of the CID name space.

CID assignment is relative to a particular device and a device can assign CIDs
independently from other devices (unless it needs to use any of the reserved
CIDs shown in the table below). Thus, even if the same CID value has been
assigned to (remote) channel endpoints by several remote devices connected
to a single local device, the local device can still uniquely associate each
remote CID with a different device.

CID Description

0x0000 Null identifier

0x0001 Signalling channel

0x0002 Connectionless reception channel
0x0003-0x003F Reserved

0x0040-0xFFFF Dynamically allocated

Table 2.1: CID name space

2.2 OPERATION BETWEEN DEVICES

Figure 2.1 on page 30 illustrates the use of CIDs in a communication between
corresponding peer L2CAP entities in separate devices. The connection-
oriented data channels represent a connection between two devices, where a
CID identifies each endpoint of the channel. The connectionless channels
restrict data flow to a single direction. These channels are used to support a
channel ‘group’ where the CID on the source represents one or more remote
devices. There are also a number of CIDs reserved for special purposes. The
signalling channel is one example of a reserved channel. This channel is used
to create and establish connection-oriented data channels and to negotiate
changes in the characteristics of connection oriented and connectionless chan-
nels. Support for a signalling channel within an L2CAP entity is mandatory.
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Note: it is assumed that an L2CAP signalling channel is available immediately
when an ACL logical transport is established between two devices, and L2ZCAP
traffic is enabled on the L2CAP logical link.

Another CID is reserved for all incoming connectionless data traffic. In the
example below, a CID is used to represent a group consisting of device #3 and
#4 . Traffic sent from this channel ID is directed to the remote channel reserved
for connectionless data traffic.

Logical Link Control and Adaptation Protocol Specification
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Figure 2.1: Channels between devices

Table 2.2 on page 30 describes the various channels and their source and des-
tination identifiers. A CID is allocated to identify the local endpoint and shall be
in the range 0x0040 to OXFFFF. Section 6 on page 67 describes the state
machine associated with each connection-oriented channel. Section 3.1 on
page 33 describes the packet format associated with bi-directional channels
and Section 3.2 on page 34 describes the packet format associated with uni-
directional channels.

Channel Type

Local CID (sending)

Remote CID (receiving)

Connection-oriented
Connectionless data

Signalling

Dynamically allocated
Dynamically allocated

0x0001 (fixed)

Dynamically allocated
0x0002 (fixed)
0x0001 (fixed)

Table 2.2: Types of Channel Identifiers

30
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2.3 OPERATION BETWEEN LAYERS

L2CAP implementations should follow the general architecture described
below. L2ZCAP implementations transfer data between upper layer protocols
and the lower layer protocol. This document lists a number of services that
should be exported by any L2CAP implementation. Each implementation shall
also support a set of signalling commands for use between L2CAP implemen-
tations. L2CAP implementations should also be prepared to accept certain
types of events from lower layers and generate events to upper layers. How
these events are passed between layers is implementation specific.

£ N
Upper Layer
A - -
Request Confirm Response Indication
' L2CAP Layer '
A4
b N
Request Confirm Response Indication
Rl =7 | %
Lower Layer
\ * | T J

Figure 2.2: L 2CAP transaction model.

2.4 MODES OF OPERATION

L2CAP may operate in one of three different modes as selected for each
L2CAP channel by an upper layer.

The modes are:

+ Basic L2CAP Mode (equivalent to L2CAP specification in Bluetooth v1.1) 1
* Flow Control Mode

* Retransmission Mode

The modes are enabled using the configuration procedure. The Basic L2ZCAP
Mode is the default mode, which is used when no other mode is agreed.

In Flow Control and Retransmission modes, PDUs exchanged with a peer

entity are numbered and acknowledged. The sequence numbers in the PDUs
are used to control buffering, and a TxWindow size is used to limit the required
buffer space and/or provide a method for flow control. In addition to the window
size, the Token Bucket size parameter of the flow specification can be used to

1. Specification of the Bluetooth System v1.1 (Feb 22nd 2001): volume 1, part D.
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dimension the buffers; in particular on channels that do not use flow and error
control.

In Flow Control Mode no retransmissions take place, but missing PDUs are
detected and can be reported as lost.

In Retransmission Mode a timer is used to ensure that all PDUs are delivered
to the peer, by retransmitting PDUs as needed. A go-back-n repeat mechanism
is used to simplify the protocol and limit the buffering requirements.
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3 DATA PACKET FORMAT

L2CAP is packet-based but follows a communication model based on chan-
nels. A channel represents a data flow between L2CAP entities in remote
devices. Channels may be connection-oriented or connectionless.

All packet fields shall use Little Endian byte order.

3.1 CONNECTION-ORIENTED CHANNEL IN BASIC L2CAP MODE

Figure 3.1 on page 33 illustrates the format of the L2ZCAP PDU within a con-
nection-oriented channel. In basic L2ZCAP mode, the L2ZCAP PDU on a connec-
tion-oriented channel is also referred to as a "B-frame".

Basic L2CAP
¥~ header "\

Channel
ID

Lss 16 16 MSB

Length Information payload

Basic information frame (B-frame)

Figure 3.1: PDU format in Basic L2ZCAP mode on connection-oriented channels (field sizes in
bits)

The fields shown are:

« Length: 2 octets (16 bits)

Length indicates the size of the information payload in octets, excluding the
length of the L2CAP header. The length of an information payload can be up
to 65535 octets. The Length field is used for recombination and serves as a
simple integrity check of the recombined L2CAP packet on the receiving
end.

* Channel ID: 2 octets

The channel ID (CID) identifies the destination channel endpoint of the
packet.

« Information payload: 0 to 65535 octets

This contains the payload received from the upper layer protocol (outgoing
packet), or delivered to the upper layer protocol (incoming packet). The MTU
is determined during channel configuration (see Section 5.1 on page 57).
The minimum supported MTU for the signalling PDUs (MTUg;,) is 48 octets

(see Section 4 on page 41).
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3.2 CONNECTIONLESS DATA CHANNEL IN BASIC L2CAP MODE

Figure 3.2 illustrates the L2CAP PDU format within a connectionless data
channel. Here, the L2CAP PDU is also referred to as a "G-frame".

Length | 0x0002 | PSM Information payload

LsB 16 16 =16 MSB
Group frame (G-frame)

Figure 3.2: L2CAP PDU format in Basic L2CAP mode on Connectionless channel

The fields shown are:

* length: 2 octets
Length indicates the size of information payload plus the PSM field in octets.
* Channel ID: 2 octets
Channel ID (0x0002) reserved for connectionless traffic.
* Protocol/Service Multiplexer (PSM): 2 octets (minimum)
For information on the PSM field see Section 4.2 on page 44.
» Information payload: 0 to 65533 octets

The payload information to be distributed to all members of the piconet.
Implementations shall support a connectionless MTU (MTU,,,) of 48 octets
on connectionless channels. Devices may also explicitly change to a larger
or smaller connectionless MTU (MTU,).

Note: the maximum size of the Information payload field decreases accord-
ingly if the PSM field is extended beyond the two octet minimum.
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3.3 CONNECTION-ORIENTED CHANNEL IN
RETRANSMISSION/FLOW CONTROL MODES

To support flow control and retransmissions, L2CAP PDU types with protocol
elements in addition to the Basic L2ZCAP header are defined. The information
frames (I-frames) are used for information transfer between L2CAP entities.
The supervisory frames (S-frames) are used to acknowledge |-frames and
request retransmission of I-frames.

Length Chlagnel Control | FCS
Lse 16 16 L % vss
Supervisory frame (S-frame)
L2CAP!
Length Ch?Snel Control | SDU Information payload FCS
Length*!
LSB 16 16 16 Oor 16 16 MSB

Information frame (I-frame)

*Only present in the "Start of L2CAP SDU" frame, SAR="01"

Figure 3.3: L2CAP PDU formats in Flow Control and Refransmission Modes

3.3.1 L2CAP header fields

« Length: 2 octets

The first two octets in the L2CAP PDU contain the length of the entire
L2CAP PDU in octets, excluding the Length and CID field.

For I-frames and S-frames, the Length field therefore includes the octet
lengths of the Control, L2ZCAP SDU Length (when present), Information
octets and frame check sequence (FCS) fields.

If the L2CAP SDU length field is present then the maximum number of Infor-
mation octets in one I-frame is 65529 octets. If the L2ZCAP SDU length field
is not present then the maximum number of Information octets in one I-
frame is 65531 octets.

* Channel ID: 2 octets

This field contains the Channel Identification (CID).
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3.3.2 Control field (2 octets)

The Control field identifies the type of frame. The control field will contain
sequence numbers where applicable. Its cading is shown in Table 3.1 on page
36. There are two different frame types, Information frame types and Supervi-
sory frame types. Information and Supervisory frames types are distinguished
by the rightmost bit in the Control field, as shown in Table 3.1 on page 36.

* Information frame format (I-frame)

The I-frames are used to transfer information between L2CAP entities. Each
I-frame has a TxSeq(Send sequence number), RegSeq(Receive sequence
number) which may or may not acknowledge additional I-frames received by
the data link layer entity, and a retransmission bit (R bit) that affects whether
I-frames are retransmitted.

The SAR field in the I-frame is used for segmentation and reassembly con-
trol. The L2CAP SDU Length field specifies the length of an SDU, including
the aggregate length across all segments if segmented.

» Supervisory frame format (S-frame)

S-frames are used to acknowledge |-frames and request retransmission of |-
frames. Each S-frame has an ReqSeq sequence number which may
acknowledge additional I-frames received by the data link layer entity, and a
retransmission bit (R bit) that affects whether I-frames are retransmitted.

Defined types of S-frames are RR (Receiver Ready) and REJ (Reject).

Frame
type 16 |15 |14 (13 |12 |11 |10 (9 |8 |7 |6 |5 (4 |3 |2 |1

| SAR RegSeq R | TxSeq 0
s X | X | Regseq RX‘X‘X‘S‘O1

X denotes reserved bits. Shall be coded 0.

Table 3.1: Control Field formats

» Send Sequence Number - TxSeq (6 bits)
The send sequence number is used to number each I-frame, to enable
sequencing and retransmission.

* Receive Sequence Number - ReqSeq (6 bits)

The receive sequence number is used by the receiver side to acknowledge
I-frames, and in the REJ frame to request the retransmission of an |-frame
with a specific send sequence number.
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Retransmission Disable Bit - R (1 bit)

The Retransmission Disable bit is used to implement Flow Control. The
receiver sets the bit when its internal receive buffer is full, this happens when
one or more I-frames have been received but the SDU reassembly function
has not yet pulled all the frames received. When the sender receives a
frame with the Retransmission Disable bit set it shall disable the Retrans-
missionTimer, this causes the sender to stop retransmitting |-frames.

R=0: Normal operation. Sender uses the RetransmissionTimer to control
retransmission of |-frames. Sender does not use the MonitorTimer.

R=1: Receiver side requests sender to postpone retransmission of |-frames.
Sender monitors signalling with the MonitorTimer. Sender does not use the
RetransmissionTimer.

The functions of ReqSeq and R are independent.

Segmentation and Reassembly - SAR (2 bits)

The SAR bits define whether an L2ZCAP SDU is segmented. For segmented
SDUs, the SAR bits also define which part of an SDU is in this |-frame, thus
allowing one L2CAP SDU to span several I-frames.

An I-frame with SAR="Start of L2ZCAP SDU" also contains a length indicator,
specifying the number of information octets in the total L2ZCAP SDU. The
encoding of the SAR bits is shown in Table 3.2.

00 | Unsegmented L2CAP SDU
01 | Start of L2CAP SDU

10 | End of L2CAP SDU

11 | Continuation of L2ZCAP SDU

Table 3.2: SAR control element format.

Supervisory function - S (2 bits)
The S-bits mark the type of S-frame. There are two types defined: RR
(Receiver Ready) and REJ (Reject). The encoding is shown in Table 3.3.

00 | RR - Receiver Ready
01 | REJ - Reject
10 | Reserved

11 Reserved

Table 3.3: S control element format: type of S-frame.
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3.3.3 L2CAP SDU length field (2 octets)

When a SDU spans more than one I-frame, the first I-frame in the sequence
shall be identified by SAR=01="Start of L2ZCAP SDU”. The L2CAP SDU Length
field shall specify the total number of octets in the SDU. The L2CAP SDU
Length field shall be present in I-frames with SAR=01 (Start of L2ZCAP SDU),
and shall not be used in any other I-frames. When the SDU is unsegmented
(SAR=00), L2ZCAP SDU Length field is not needed and shall not be present.

3.3.4 Information payload field (0 to 65531 octets)

The information payload field consists of an integral number of octets. The
maximum number of octets in this field is the same as the negotiated value of
the MPS configuration parameter. The maximum number of octets in this field
is also limited by the range of the basic L2ZCAP header length field. For I-
frames without an SDU length field, this limits the maximum number of octets in
the field to 65531. For I-frames with an SDU length field, SAR=01, this limits
maximum number of octets in the field to 65529. Thus, even if an MPS of
65531 has been negotiated, the range of the basic L2ZCAP header length field
will restrict the number of octets in this field when an SDU length field is
present to 65529.
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3.3.5 Frame check sequence (2 octets)

The Frame Check Sequence (FCS) is 2 octets. The FCS is constructed using

the generator polynomial g(D) = D'® + D'° + D? + 1 (see Figure 3.4). The 16 bit
LFSR is initially loaded with the value 0x0000, as depicted in Figure 3.5. The
switch S is set in position 1 while data is shifted in, LSB first for each octet.
After the last bit has entered the LFSR, the switch is set in position 2, and the
register contents are transmitted from right to left (i.e. starting with position 15,
then position 14, etc.). The FCS covers the Basic L2CAP header, Control,
L2CAP-SDU length and Information payload fields, if present, as shown in Fig-
ure 3.3 on page 35.

Do D2 DJJ I DM

1 ‘
1 J. ) FCS out
Position 01 2 3 4 5 6 7 8 8 10 11 12 13 14 15‘

Data in (LSB first)

Figure 3.4: The LFSR circuit generating the FCS.

Position 0 1 2 3 4 5 6 T 8 9 10 " 12 13 14 15

wesr|l 0l 0] ofo|o]o|lo]Jo|o|lo|o|o]|o|0ofo]o

Figure 3.5: Initial state of the FCS generating circuit.

Examples of FCS calculation, g(D) = D6 + D'® + D2 + 1:

1. I Frame
Length = 14
Control = 0x0002 (SAR=0, ReqSeq=0, R=0, TxSeq=1)
Information Payload = 00 01 02 03 04 05 06 07 08 09 (10 octets, hexadeci-
mal notation)
==>FCS = 0x6138
==> Data to Send = OE 00 40 00 02 00 00 01 02 03 04 05 06 07 08 09 38 61
(hexadecimal notation)

2. RR Frame
Length =4
Control = 0x0101 (ReqSeq=1, R=0, S=0)
==> FCS = 0x14D4
==> Data to Send = 04 00 40 00 01 01 D4 14 (hexadecimal notation)
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3.3.6 Invalid frame detection

A received PDU shall be regarded as invalid, if one of the following conditions
occurs:

. Contains an unknown CID.

. Contains an FCS error.

. Contains a length greater than the maximum PDU payload size (MPS).

. I-frame that has fewer than 8 octets.

I-frame with SAR=01 (Start of L2CAP SDU) that has fewer than 10 octets.

I-frame with SAR bits that do not correspond to a normal sequence of either
unsegmented or start, continuation, end for the given CID.

7. S-frame where the length field is not equal to 4.

oA WOWN o

These error conditions may be used for error reporting.
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4 SIGNALLING PACKET FORMATS

This section describes the signalling commands passed between two L2CAP
entities on peer devices. All signalling commands are sent to the signalling
channel with CID 0x0001. This signalling channel is available as soon as an
ACL logical transport is set up and L2CAP traffic is enabled on the L2CAP log-
ical link. Figure 4.1 on page 41 illustrates the general format of L2ZCAP PDUs
containing signalling commands (C-frames). Multiple commands may be sent
in a single C-frame. Commands take the form of Requests and Responses. All
L2CAP implementations shall support the reception of C-frames with a payload
length that does not exceed the signaling MTU. The minimum supported pay-
load length for the C-frame (MTUsig) is 48 octets. L2CAP implementations

should not use C-frames that exceed the MTUyg;q of the peer device. If they

ever do, the peer device shall send a Command Reject containing the sup-
ported MTusig. Implementations must be able to handle the reception of multi-
ple commands in an L2CAP packet.

Channel
Length| ID = Commands
0x0001
LsB 16 16 MSB

Control frame (C-frame)

Figure 4.1: L2CAP PDU format on the signalling channel

Figure 4.2 displays the general format of all signalling commands.

LSB octet 0 octet 1 octet 2 octet 3 MSB

Code Identifier Length

data

Figure 4.2: Command format
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The fields shown are:
« Code (1 octet)

The Code field is one octet long and identifies the type of command. When a
packet is received with an unknown Code field, a Command Reject packet
(defined in Section 4.1 on page 43) is sent in response.

Table 4.1 on page 42 lists the codes defined by this document. All codes are
specified with the most significant bit in the left-most position.

Code Description

0x00 RESERVED

0x01 Command reject

0x02 Connection request
0x03 Connection response
0x04 Configure request
0x05 Configure response
0x06 Disconnection request
0x07 Disconnection response
0x08 Echo request

0x09 Echo response

0x0A Information request
0x0B Information response

Table 4.1: Signalling Command Codes

* [dentifier (1 octet)

The Identifier field is one octet long and matches responses with requests.
The requesting device sets this field and the responding device uses the
same value in its response. Between any two devices a different Identifier
shall be used for each successive command. Following the original trans-
mission of an Identifier in a command, the Identifier may be recycled if all
other Identifiers have subsequently been used.

RTX and ERTX timers are used to determine when the remote end point is
not responding to signalling requests. On the expiration of a RTX or ERTX
timer, the same identifier shall be used if a duplicate Request is re-sent as
stated in Section 6.2 on page 75.

A device receiving a duplicate request should reply with a duplicate
response. A command response with an invalid identifier is silently dis-
carded. Signaling identifier 0x00 is an illegal identifier and shall never be
used in any command.
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* Length (2 octets)

The Length field is two octets long and indicates the size in octets of the data
field of the command only, i.e., it does not cover the Code, Identifier, and
Length fields.

« Data (0 or more octets)

The Data field is variable in length. The Code field determines the format of
the Data field. The length field determines the length of the data field.

4.1 COMMAND REJECT (CODE 0x01)

A Command Reject packet shall be sent in response to a command packet with
an unknown command code or when sending the corresponding response is
inappropriate. Figure 4.3 on page 43 displays the format of the packet. The
identifier shall match the identifier of the command packet being rejected.
Implementations shall always send these packets in response to unidentified
signalling packets. Command Reject packets should not be sent in response to
an identified Response packet.

When multiple commands are included in an L2ZCAP packet and the packet
exceeds the signalling MTU (MTUyg;,) of the receiver, a single Command Reject
packet shall be sent in response. The identifier shall match the first Request
command in the L2CAP packet. If only Responses are recognized, the packet
shall be silently discarded.

LSB octet 0 octet 1 octet 2 octet 3 MSB
Code=0x01| Identifier Length
Reason Data (optional)

Figure 4.3: Command Reject packet

Figure 4.3 shows the format of the Command Reject packet. The data fields are:

« Reason (2 octets)

The Reason field describes why the Request packet was rejected, and is set
to one of the Reason codes in Table 4.2.

Reason value Description

0x0000 Command not understood
0x0001 Signalling MTU exceeded
0x0002 Invalid CID in request
Other Reserved

Table 4.2: Reason Code Descriptions

Signalling Packet Formats 4 November 2004 43

1182



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 4] page 44 of 250

Logical Link Control and Adaptation Protocol Specification 8 Blu et 0 0th@

« Data (0 or more octets)

The length and content of the Data field depends on the Reason code. If the
Reason code is 0x0000, “Command not understood”, no Data field is used.
If the Reason code is 0x0001, “Signalling MTU Exceeded”, the 2-octet Data
field represents the maximum signalling MTU the sender of this packet can
accept.

If a command refers to an invalid channel then the Reason code 0x0002 will
be returned. Typically a channel is invalid because it does not exist. The data
field shall be 4 octets containing the local (first) and remote (second) channel
endpoints (relative to the sender of the Command Reject) of the disputed
channel. The remote endpoint is the source CID from the rejected command.
The local endpoint is the destination CID from the rejected command. If the
rejected command contains only one of the channel endpoints, the other one
shall be replaced by the null CID 0x0000.

Reason value Data Length Data value
0x0000 0 octets N/A

0x0001 2 octets Actual MTUg;q
0x0002 4 octets } Requested CID

Table 4.3: Reason Data values

4.2 CONNECTION REQUEST (CODE 0x02)

Connection request packets are sent to create an L2ZCAP channel between two
devices. The L2CAP channel shall be established before configuration begins.
Figure 4.4 illustrates a Connection Request packet.

LSB octet 0 octet 1 octet 2 octet 3 MSB

Code=0x02| Identifier Length
PSM Source CID

Figure 4.4: Connection Request Packet
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The data fields are:
= Protocol/Service Multiplexor - PSM (2 octets (minimum))

The PSM field is at least two octets in length. The structure of the PSM field
is based on the ISO 3309 extension mechanism for address fields. All PSM
values shall be ODD, that is, the least significant bit of the least significant
octet must be '1'. Also, all PSM values shall have the least significant bit of
the most significant octet equal to '0’. This allows the PSM field to be
extended beyond 16 bits. PSM values are separated into two ranges. Values
in the first range are assigned by the Bluetooth SIG and indicate protocols.
The second range of values are dynamically allocated and used in conjunc-
tion with the Service Discovery Protocol (SDP). The dynamically assigned
values may be used to support multiple implementations of a particular pro-
tocol.

PSM value Description

0x0001 Service Discovery Protocol
0x0003 RFCOMM

0x0005 Telephony Control Protocol
0x0007 TCS cordless

0x000F BNEP

0x0011 HID Control

0x0013 HID Interrupt

0x0015 UPnP (ESDP)

0x0017 AVCTP

0x0019 AVDTP

Other < 1000 RESERVED
[0x1001-0xFFFF] DYNAMICALLY ASSIGNED

Table 4.4: Defined PSM Values'

1. The most recent PSM assignments can be found in the
Assigned Numbers database on the Bluetooth member web
site.

* Source CID - SCID (2 octets)

The source CID is two octets in length and represents a channel endpoint on
the device sending the request. Once the channel has been configured, data
packets flowing to the sender of the request shall be sent to this CID. Thus,
the Source CID represents the channel endpoint on the device sending the
request and receiving the response.
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4.3 CONNECTION RESPONSE (CODE 0x03)

When a device receives a Connection Request packet, it shall send a Connec-
tion Response packet. The format of the connection response packet is shown
in Figure 4.5.

LsSB octet 0 octet 1 octet 2 octet 3 mMsB
Code=0x03| Identifier Length
Destination CID Source CID
Result Status

Figure 4.5. Connection Response Packet

The data fields are:

= Destination Channel Identifier - DCID (2 octets)

This field contains the channel endpoint on the device sending this
Response packet. Thus, the Destination CID represents the channel end-
point on the device receiving the request and sending the response.

+ Source Channel Identifier - SCID (2 octets)

This field contains the channel endpoint on the device receiving this
Response packet. This is copied from the SCID field of the connection
request packet.

* Result (2 octets)

The result field indicates the outcome of the connection request. The result
value of 0x0000 indicates success while a non-zero value indicates the con-
nection request failed or is pending. A logical channel is established on the
receipt of a successful result. Table 4.5 on page 46 defines values for this
field. The DCID and SCID fields shall be ignored when the result field indi-
cates the connection was refused.

Value Description

0x0000 | Connection successful.

0x0001 | Connection pending

0x0002 | Connection refused — PSM not supported.
0x0003 | Connection refused — security block.

0x0004 | Connection refused — no resources available.

Other Reserved.

Table 4.5: Result values
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» Status (2 octets)

Only defined for Result = Pending. Indicates the status of the connection.
The status is set to one of the values shown in Table 4.6 on page 47.

Value Description

0x0000 No further information available
0x0001 Authentication pending

0x0002 Authorization pending

Other Reserved

Table 4.6: Status values

4.4 CONFIGURATION REQUEST (CODE 0x04)

Configuration Request packets are sent to establish an initial logical link trans-
mission contract between two L2CAP entities and also to re-negotiate this con-
tract whenever appropriate. During a re-negotiation session, all data traffic on
the channel should be suspended pending the outcome of the negotiation.
Each configuration parameter in a Configuration Request shall be related
exclusively to either the outgoing or the incoming data traffic but not both of
them. In Section 5 on page 57, the various configuration parameters and their
relation to the outgoing or incoming data traffic are shown. If an L2CAP entity
receives a Configuration Request while it is waiting for a response it shall not
block sending the Configuration Response, otherwise the configuration pro-
cess may deadlock.

If no parameters need to be negotiated then no options shall be inserted and
the continuation flag (C) shall be set to zero. L2ZCAP entities in remote devices
shall negotiate all parameters defined in this document whenever the default
values are not acceptable. Any missing configuration parameters are assumed
to have their most recently explicitly or implicitly accepted values. Even if all
default values are acceptable, a Configuration Request packet with no options
shall be sent. Implicitly accepted values are default values for the configuration
parameters that have not been explicitly negotiated for the specific channel
under configuration.

Each configuration parameter is one-directional. The configuration parameters
describe the non default parameters the device sending the Configuration
Request will accept. The configuration request can not request a change in the
parameters the device receiving the request will accept.

If a device needs to establish the value of a configuration parameter the remote
device will accept, then it must wait for a configuration request containing that
configuration parameter to be sent from the remote device.

See Section 7.1 on page 79 for details of the configuration procedure.

Signalling Packet Formats 4 November 2004 47

1186



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 4] page 48 of 250

Logical Link Control and Adaptation Protocol Specification g Blll eto othw

Figure 4.6 defines the format of the Configuration Request packet.

LSB  octet0 octet 1 octet 2 octet3 MSB
Code=0x04| Identifier Length
Destination CID Flags

Configuration Options

Figure 4.6: Configuration Request Packet

The data fields are:

Destination CID - DCID (2 octets)

This field contains the channel endpoint on the device receiving this
Request packet.

Flags (2 octets)

Figure 4.7 shows the two-octet Flags field. Note the most significant bit is
shown on the left.

MSB LSB

Reserved C

Figure 4.7: Configuration Request Flags field format

Only one flag is defined, the Continuation flag (C).

When all configuration options cannot fit into a Configuration Request with
length that does not exceed the receiver's MTUg;q, the options shall be
passed in multiple configuration command packets. If all options fit into the
receiver's MTusig, then they shall be sent in a single configuration request
with the continuation flag set to zero. Each Configuration Request shall con-
tain an integral number of options - partially formed options shall not be sent
in a packet. Each Request shall be tagged with a different Identifier and shall
be matched with a Response with the same Identifier.

When used in the Configuration Request, the continuation flag indicates the
responder should expect to receive multiple request packets. The responder
shall reply to each Configuration Request packet. The responder may reply
to each Configuration Request with a Configuration Response containing
the same option(s) present in the Request (except for those error conditions
more appropriate for a Command Reject), or the responder may reply with a
"Success" Configuration Response packet containing no options, delaying
those options until the full Request has heen received. The Configuration
Request packet with the continuation flag cleared shall be treated as the
Configuration Request event in the channel state machine.

48
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When used in the Configuration Response, the continuation flag shall be set
to one if the flag is set to one in the Request. If the continuation flag is set to
one in the Response when the matching Request has the flag set to zero, it
indicates the responder has additional options to send to the requestor. In
this situation, the requestor shall send null-option Configuration Requests
(with continuation flag set to zero) to the responder until the responder
replies with a Configuration Response where the continuation flag is set to
zero. The Configuration Response packet with the continuation flag set to
zero shall be treated as the Configuration Response event in the channel
state machine.

The result of the configuration transaction is the union of all the result val-
ues. All the result values must succeed for the configuration transaction to
succeed.

Other flags are reserved and shall be set to zero. L2CAP implementations
shall ignore these bits.

* Configuration Options

A list of the parameters and their values to be negotiated shall be provided in
the Configuration Options field. These are defined in Section 5 on page 57.
A Configuration Regquest may contain no options (referred to as an empty or
null configuration request) and can be used to request a response. For an
empty configuration request the length field is set to 0x0004.
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4.5 CONFIGURATION RESPONSE (CODE 0X05)

Configuration Response packets shall be sent in reply to Configuration
Request packets except when the error condition is covered by a Command
Reject response. Each configuration parameter value (if any is present) in a
Configuration Response reflects an 'adjustment’ to a configuration parameter
value that has been sent (or, in case of default values, implied) in the corre-
sponding Configuration Request. For example, if a configuration request
relates to traffic flowing from device A to device B, the sender of the configura-
tion response may adjust this value for the same traffic flowing from device A to
device B, but the response can not adjust the value in the reverse direction.

The options sent in the Response depend on the value in the Result field. Fig-
ure 4.8 on page 50 defines the format of the Configuration Response packet.
See also Section 7.1 on page 79 for details of the configuration process.

LsSB octet 0 octet 1 octet 2 octet 3 mMsB
Code=0x05| Identifier Length
Source CID Flags
Result Config

Figure 4.8: Configuration Response Packet

The data fields are:

» Source CID - SCID (2 octets)
This field contains the channel endpoint on the device receiving this
Response packet. The device receiving the Response shall check that the
Identifier field matches the same field in the corresponding configuration
request command and the SCID matches its local CID paired with the origi-
nal DCID.

* Flags (2 octets)

Figure 4.9 displays the two-octet Flags field. Note the most significant bit is
shown on the left.

MSB LSB

Reserved C

Figure 4.9: Configuration Response Flags field format

Only one flag is defined, the Continuation flag (C).
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More configuration responses will follow when C is set to one. This flag indi-
cates that the parameters included in the response are a partial subset of
parameters being sent by the device sending the Response packet.

The other flag bits are reserved and shall be set to zero. L2ZCAP implemen-
tations shall ignore these bits.

Result (2 octets)

The Result field indicates whether or not the Request was acceptable. See
Table 4.7 on page 51 for possible result codes.

Result Description

0x0000 Success

0x0001 Failure — unacceptable parameters
0x0002 Failure — rejected (no reason provided)
0x0003 Failure — unknown options

Other RESERVED

Table 4.7: Configuration Response Result codes

Configuration Options

This field contains the list of parameters being configured. These are
defined in Section 5 on page 57. On a successful result, these parameters
contain the return values for any wild card parameter values (see Section
5.3 on page 60) contained in the request.

On an unacceptable parameters failure (Result=0x0001) the rejected
parameters shall be sent in the response with the values that would have
been accepted if sent in the original request. Any missing configuration
parameters are assumed to have their most recently accepted values and
they too shall be included in the Configuration Response if they need to be
changed.

Each configuration parameter is one-directional. The configuration parame-
ters describe the non default parameters the device sending the Configura-
tion Request will accept. The configuration request can not request a
change in the parameters the device receiving the request will accept.

If a device needs to establish the value of a configuration parameter the
remote device will accept, then it must wait for a configuration request con-
taining that configuration parameter to be sent from the remote device.

On an unknown option failure (Result=0x0003), the option types not under-
stood by the recipient of the Request shall be included in the Response
unless they are hints. Hints are those options in the Request that are
skipped if not understood (see Section 5 on page 57). Hints shall not be
included in the Response and shall not be the sole cause for rejecting the
Request.

The decision on the amount of time (or messages) spent arbitrating the chan-
nel parameters before terminating the negotiation is implementation specific.
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4.6 DISCONNECTION REQUEST (CODE 0x06)

Terminating an L2CAP channel requires that a disconnection request be sent
and acknowledged by a disconnection response. Figure 4.10 on page 52
shows a disconnection request. The receiver shall ensure that both source and
destination CIDs match before initiating a channel disconnection.

Once a Disconnection Request is issued, all incoming data in transit on this
L2CAP channel shall be discarded and any new additional outgoing data shall
be discarded. Once a disconnection request for a channel has been received,
all data queued to be sent out on that channel shall be discarded.

LSB octet 0 octet 1 octet 2 octet 3 MSB
Code=0x06| Identifier Length
Destination CID Source CID

Figure 4.10: Disconnection Request Packet

The data fields are:

» Destination CID - DCID (2 octets)

This field specifies the endpoint of the channel to be disconnected on the
device receiving this request.

» Source CID - SCID (2 octets)

This field specifies the endpoint of the channel to be disconnected on the
device sending this request.

The SCID and DCID are relative to the sender of this request and shall match
those of the channel to be disconnected. If the DCID is not recognized by the

receiver of this message, a CommandReject message with “invalid CID’ result
code shall be sent in response. If the receiver finds a DCID match but the SCID
fails to find the same match, the request should be silently discarded.
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4.7 DISCONNECTION RESPONSE (CODE 0x07)

Disconnection responses shall be sent in response to each valid disconnection
request.

LSB octet 0 octet 1 octet 2 octet 3 MSB
Code=0x07| Identifier Length
Destination CID Source CID

Figure 4.11: Disconnection Response Packet

The data fields are:

» Destination CID - DCID (2 octets)

This field identifies the channel endpoint on the device sending the
response.

» Source CID - SCID (2 octets)

This field identifies the channel endpoint on the device receiving the
response.

The DCID and the SCID (which are relative to the sender of the request),
and the Identifier fields shall match those of the corresponding disconnec-
tion request command. If the CIDs do not match, the response should be
silently discarded at the receiver.

4.8 ECHO REQUEST (CODE 0x08)

Echo requests are used to request a response from a remote L2CAP entity.
These requests may be used for testing the link or for passing vendor specific
information using the optional data field. L2ZCAP entities shall respond to a valid
Echo Request packet with an Echo Response packet. The Data field is optional
and implementation specific. L2ZCAP entities should ignore the contents of this
field if present.

LSB octet 0 octet 1 octet 2 octet 3 MSB

Code=0x08| Identifier Length

Data (optional)

Figure 4.12: Echo Request Packet
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4.9 ECHO RESPONSE (CODE 0x09)

An Echo response shall be sent upon receiving a valid Echo Request. The
identifier in the response shall match the identifier sent in the Request. The
optional and implementation specific data field may contain the contents of the
data field in the Request, different data, or no data at all.

LSB octet 0 octet 1 octet 2 octet 3 MSB

Code=0x09| Identifier Length

Data (optional)

Figure 4.13: Echo Response Packet

4.10 INFORMATION REQUEST (CODE 0X0A)

Information requests are used to request implementation specific information
from a remote L2CAP entity. L2ZCAP implementations shall respond to a valid
Information Request with an Information Response. It is optional to send Infor-
mation Requests.

An L2CAP implementation shall only use optional features or attribute ranges
for which the remote L2CAP entity has indicated support through an Informa-
tion Response. Until an Information Response which indicates support for
optional features or ranges has been received only mandatory features and
ranges shall be used.

LsB octet 0 octet 1 octet 2 octet 3 MSB
Code=0x0A| Identifier Length
InfoType

Figure 4.14: Information Request Packet

The data fields are:

* InfoType (2 octets)

The InfoType defines the type of implementation specific information being
requested. See Section 4.11 on page 55 for details on the type of informa-
tion requested.

Value Description

0x0001 Connectionless MTU

0x0002 Extended features supported
Other Reserved

Table 4.8: InfoType definitions

54 4 November 2004 Signalling Packet Formats

1193



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 4] page 55 of 250

Logical Link Control and Adaptation Protocol Specification ea Blu BtD othm

4.11 INFORMATION RESPONSE (CODE 0X0B)

An information response shall be sent upon receiving a valid Information

Request. The identifier in the response shall match the identifier sent in the
Request. The data field shall contain the value associated with the InfoType
field sent in the Request, or shall be empty if the InfoType is not supported.

LSB octet 0 octet 1 octet 2 octet 3 MSB
Code=0x0B| Identifier Length
InfoType Result

Data (optional)

Figure 4.15: Information Response Packet

The data fields are:
* InfoType (2 octets)

The InfoType defines the type of implementation specific information that
was requested. This value shall be copied from the InfoType field in the
Information Request.

* Result (2 octets)

The Result contains information about the success of the request. If result is
"Success”, the data field contains the information as specified in Table 4.10
on page 56. If result is "Not supported”, no data shall be returned.

Value Description
0x0000 Success
0x0001 Not supported
Other Reserved

Table 4.9: Information Response Result values

« Data (0 or more octets)

The contents of the Data field depends on the InfoType.

For InfoType = 0x0001 the data field contains the remote entity’'s 2-octet
acceptable connectionless MTU. The default value is defined in Section 3.2
on page 34.

For InfoType = 0x0002, the data field contains the 4 octet L2ZCAP extended
feature mask. The feature mask refers to the extended features that the
L2CAP entity sending the Information Response supports. The feature bits
contained in the L2CAP feature mask are specified in Section 4.12 on page
56.
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Note: L2CAP entities of versions prior to version 1.2, receiving an Informa-
tion Request with InfoType = 0x0002 for an L2CAP feature discovery, will
return an Information Response with result code "Not supported”. L2CAP
entities at version 1.2 or later that have an all zero extended features mask
may return an Information Response with result code "Not supported”.

Data Length
InfoType | Data (octets)
0x0001 Connectionless MTU 2
0x0002 Extended feature mask 4

Table 4.10: Information Response Data fields

412 EXTENDED FEATURE MASK

The features are represented as a bit mask in the Information Response data
field (see Section 4.11 on page 55). For each feature a single bit is specified
which shall be set to 1 if the feature is supported and set to 0 otherwise. All
unknown, reserved, or unassigned feature bits shall be set to 0.

The feature mask shown in Table 4.11 on page 56 consists of 4 octets (num-
bered octet 0 ... 3), with bit numbers 0 ... 7 each. Within the Information
Response packet data field, bit 0 of octet 0 is aligned leftmost, bit 7 of octet 3 is
aligned rightmost.

Note: the L2CAP feature mask is a new concept introduced in Bluetooth v1.2
and thus contains new features introduced after Bluetooth v1.1.

No. | Supported feature Octet | Bit
0 Flow control mode 0 0
1 Retransmission mode 0 1
2 Bi-directional QoS’ 0 2
31 Reserved for feature mask extension | 3 7

Table 4.11: Extended feature mask.

1. Peer side supports upper layer control of the Link Manager's
Bi-directional QoS, see Section 5.3 on page 60 for more
details.
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5 CONFIGURATION PARAMETER OPTIONS

Options are a mechanism to extend the configuration parameters. Options
shall be transmitted as information elements containing an option type, an
option length, and one or more option data fields. Figure 5.1 illustrates the for-
mat of an option.

LSB MsSB

type length option data

octet 0 octet 1 octet 2 octet 3

Figure 5.1: Configuration option format

The configuration option fields are:

« Type (1 octet)
The option type field defines the parameters being configured. The most sig-

nificant bit of the type determines the action taken if the option is not recog-
nized.

0 - option must be recognized; if the option is not recognized then refuse the
configuration request

1 - option is a hint; if the option is not recognized then skip the option and
continue processing

« Length (1 octet)

The length field defines the number of octets in the option data. Thus an
option type without option data has a length of 0.

« QOption data
The contents of this field are dependent on the option type.

5.1 MAXIMUM TRANSMISSION UNIT (MTU)

This option specifies the maximum SDU size the sender of this option is capa-
ble of accepting for a channel. The type is 0x01, and the payload length is 2
octets, carrying the two-octet MTU size value as the only information element
(see Figure 5.2 on page 58). Unlike the B-Frame length field, the I-Frame
length field may be greater then the configured MTU because it includes the
octet lengths of the Control, LZCAP SDU Length (when present), and frame
check sequence fields as well as the Information octets.

MTU is not a negotiated value, it is an informational parameter that each

device can specify independently. It indicates to the remote device that the
local device can receive, in this channel, an MTU larger than the minimum
required. All L2ZCAP implementations shall support a minimum MTU of 48
octets, however some protocols and profiles explicitly require support for a
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larger MTU. The minimum MTU for a channel is the larger of the L2CAP mini-
mum 48 octet MTU and any MTU explicitly required by the protocols and pro-
files using that channel. (Note: the MTU is only affected by the profile directly
using the channel. For example, if a service discovery transaction is initiated by
a non service discovery profile, that profile does not affect the MTU of the
L2CAP channel used for service discovery).

The following rules shall be used when responding to a configuration request
specifying the MTU for a channel:

* Arequest specifying any MTU greater than or equal to the minimum MTU for
the channel shall be accepted.

* A request specifying an MTU smaller than the minimum MTU for the chan-
nel may be rejected.

The signalling described in Section 4.5 on page 50 may be used to reject an
MTU smaller than the minimum MTU for a channel. The "failure-unacceptable
parameters" result sent to reject the MTU shall include the proposed value of
MTU that the remote device intends to transmit. It is implementation specific
whether the local device continues the configuration process or disconnects
the channel.

If the remote device sends a positive configuration response it shall include the
actual MTU to be used on this channel for traffic flowing into the local device.
This is the minimum of the MTU in the configuration request and the outgoing
MTU capability of the device sending the configuration response. The new
agreed value (the default value in a future re-configuration) is the value speci-
fied in the request.

The MTU to be used on this channel for the traffic flowing in the opposite direc-
tion will be established when the remote device sends its own Configuration
Request as explained in Section 4.4 on page 47.

0 31
type=0x01 length=2 MTU

Figure 5.2: MTU Option Format

The option data field is:
* Maximum Transmission Unit - MTU (2 octets)

The MTU field is the maximum SDU size, in octets, that the originator of the
Request can accept for this channel. The MTU is asymmetric and the

sender of the Request shall specify the MTU it can receive on this channel if
it differs from the default value. L2ZCAP implementations shall support a min-

imum MTU size of 48 octets. The default value is 672 octets.
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5.2 FLUSH TIMEOUT OPTION

This option is used to inform the recipient of the Flush Timeout the sender is
going to use. The Flush Timeout is defined in the Baseband specification
“Flushing payloads” on page 150[vol. 3]. The type is 0x02 and the payload size
is 2 octets.

If the remote device returns a negative response to this option and the local
device cannot honor the proposed value, then it shall either continue the con-
figuration process by sending a new request with the original value, or discon-
nect the channel. The flush timeout applies to all channels on the same ACL
logical transport and other channels on the same ACL logical transport may
therefore have other values.

0 31
type=0x02 length=2 Flush Timeout

Figure 5.3: Flush Timeout option format.

The option data field is:

* Flush Timeout

This value is the Flush Timeout in milliseconds. This is an asymmetric value
and the sender of the Request shall specify its flush timeout value if it differs
from the default value of OXFFFF.

Possible values are:

0x0001 - no retransmissions at the baseband level should be performed
since the minimum polling interval is 1.25 ms.

0x0002 to OXFFFE - Flush Timeout used by the baseband.

OxFFFF - an infinite amount of retransmissions. This is also referred to as a
‘reliable channel’. In this case, the baseband shall continue retransmissions
until physical link loss is declared by link manager timeouts.

1. The default MTU was selected based on the payload carried by two baseband DH5 packets
(2*341=682) minus the baseband ACL headers (2*2=4) and L2CAP header (6).
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5.3 QUALITY OF SERVICE (QOS) OPTION

This option specifies a flow specification similar to RFC 1363". Although the

RFC flow specification addresses only the transmit characteristics, the Blue-
tooth QoS interface can handle the two directions (Tx and Rx) in the negotia-
tion as described below.

If no QoS configuration parameter is negotiated the link shall assume the
default parameters. The QoS option is type 0x03.

In a configuration request, this option describes the outgoing traffic flow from
the device sending the request. In a positive Configuration Response, this
option describes the incoming traffic flow agreement to the device sending the
response. In a negative Configuration Response, this option describes the pre-
ferred incoming traffic flow to the device sending the response.

L2CAP implementations are only required to support ‘Best Effort’ service, sup-
port for any other service type is optional. Best Effort does not require any
guarantees. If no QoS option is placed in the request, Best Effort shall be
assumed. If any QoS guarantees are required then a QoS configuration
request shall be sent.

The remote device’s Configuration Response contains information that
depends on the value of the result field (see Section 4.5 on page 50). If the
request was for Guaranteed Service, the response shall include specific values
for any wild card parameters (see Token Rate and Token Bucket Size descrip-
tions) contained in the request. If the result is “Failure — unacceptable parame-
ters”, the response shall include a list of outgoing flow specification parameters
and parameter values that would make a new Connection Request from the
local device acceptable by the remote device. Both explicitly referenced in a
Configuration Request or implied configuration parameters can be included in
a Configuration Response. Recall that any missing configuration parameters
from a Configuration Request are assumed to have their most recently
accepted values.

If a configuration request contains any QoS option parameters set to “do not
care” then the configuration response shall set the same parameters to “do not
care”. This rule applies for both Best Effort and Guaranteed Service.

1. Internet Engineering Task Force, “A Proposed Flow Specification”, RFC 1363, September 1992.
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0 31
0x03 length=22 Flags service type
Token Rate

Token Bucket Size (octets)

Peak Bandwidth (octets/second)

Latency (microseconds)

Delay Variation (microseconds)

Figure 5.4: Quality of Service (QoS) option format containing Flow Specification.

The option data fields are:

Flags (1 octet)
Reserved for future use and shall be set to 0 and ignored by the receiver.

Service Type (1 octet)

This field indicates the level of service required. Table 5.1 on page 61
defines the different services available. The default value is ‘Best effort’.

If 'Best effort’ is selected, the remaining parameters should be treated as
optional by the remote device. The remote device may choose to ignore the
fields, try to satisfy the parameters but provide no response (QoS option
omitted in the Response message), or respond with the settings it will try to
meet.

If 'No traffic’ is selected, the remainder of the fields shall be ignored because
there is no data being sent across the channel in the outgoing direction.

Value Description

0x00 No traffic

0x01 Best effort (Default)
0x02 Guaranteed

Other Reserved

Table 5.1: Service type definitions

Token Rate (4 octets)

The value of this field represents the average data rate with which the appli-
cation transmits data. The application may send data at this rate continu-
ously. On a short time scale the application may send data in excess of the
average data rate, dependent on the specified Token Bucket Size and Peak
Bandwidth (see below). The Token Bucket Size and Peak Bandwidth allow
the application to transmit data in a 'bursty' fashion.
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The Token Rate signalled between two L2CAP peers is the data transmitted
by the application and shall exclude the L2ZCAP protocol overhead. The
Token Rate signalled over the interface between L2CAP and the Link Man-
ager shall include the L2CAP protocol overhead. Furthermore the Token
Rate value signalled over this interface may also include the aggregation of
multiple L2ZCAP channels onto the same ACL logical transport.

The Token Rate is the rate with which traffic credits are provided. Credits
can be accumulated up to the Token Bucket Size. Traffic credits are con-
sumed when data is transmitted by the application. When traffic is transmit-
ted, and there are insufficient credits available, the traffic is non-conformant.
The Quality of Service guarantees are only provided for conformant traffic.
For non-conformant traffic there may not be sufficient resources such as
bandwidth and buffer space. Furthermore non-conformant traffic may violate
the QoS guarantees of other traffic flows.

The Token Rate is specified in octets per second. The value 0x00000000
indicates no token rate is specified. This is the default value and means “do
not care”. When the Guaranteed service is selected, the default value shall
not be used. The value OXFFFFFFFF is a wild card matching the maximum
token rate available. The meaning of this value depends on the service type.
For best effort, the value is a hint that the application wants as much band-
width as possible. For Guaranteed service the value represents the maxi-
mum bandwidth available at the time of the request.

Token Bucket Size (4 octets)

The Token Bucket Size specifies a limit on the 'burstiness' with which the
application may transmit data. The application may offer a burst of data
equal to the Token Bucket Size instantaneously, limited by the Peak Band-
width (see below). The Token Bucket Size is specified in octets.

The Token Bucket Size signalled between two L2CAP peers is the data
transmitted by the application and shall exclude the L2ZCAP protocol over-
head. The Token Bucket Size signalled over the interface between L2CAP
and Link Manager shall include the L2CAP protocol overhead. Furthermore
the Token Bucket Size value over this interface may include the aggregation
of multiple L2ZCAP channels onto the same ACL logical transport.

The value of 0x00000000 means that no token bucket is needed; this is the
default value. When the Guaranteed service is selected, the default value
shall not be used. The value OxFFFFFFFF is a wild card matching the maxi-
mum token bucket available. The meaning of this value depends on the ser-
vice type. For best effort, the value indicates the application wants a bucket
as big as possible. For Guaranteed service the value represents the maxi-
mum L2CAP SDU size.

The Token Bucket Size is a property of the traffic carried over the L2ZCAP
channel. The Maximum Transmission Unit (MTU) is a property of an L2ZCAP
implementation. For the Guaranteed service the Token Bucket Size shall be
smaller or equal to the MTU.
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Peak Bandwidth (4 octets)

The value of this field, expressed in octets per second, limits how fast pack-
ets from applications may be sent back-to-back. Some systems can take
advantage of this information, resulting in more efficient resource allocation.

The Peak Bandwidth signalled between two L2CAP peers specifies the data
transmitted by the application and shall exclude the L2CAP protocol over-
head. The Peak Bandwidth signalled over the interface between L2CAP and
Link Manager shall include the L2CAP protocol overhead. Furthermore the
Peak Bandwidth value over this interface may include the aggregation of
multiple L2ZCAP channels onto the same ACL logical transport.

The value of 0x00000000 means "don't care". This states that the device
has no preference on incoming maximum bandwidth, and is the default
value. When the Guaranteed service is selected, the default value shall not
be used.

Access Latency (4 octets)

The value of this field is the maximum acceptable delay of an L2CAP packet
to the air-interface. The precise interpretation of this number depends on
over which interface this flow parameter is signalled. When signalled
between two L2CAP peers, the Access Latency is the maximum acceptable
delay between the instant when the L2CAP SDU is received from the upper
layer and the start of the L2ZCAP SDU transmission over the air. When sig-
nalled over the interface between L2CAP and the Link Manager, it is the
maximum delay between the instant the first fragment of an L2ZCAP PDU is
stored in the Host Controller buffer and the initial transmission of the L2CAP
packet on the air.

Thus the Access Latency value may be different when signalled between
L2CAP and the Link Manager to account for any queuing delay at the
L2CAP transmit side. Furthermore the Access Latency value may include
the aggregation of multiple L2ZCAP channels onto the same ACL logical
transport.

The Access Latency is expressed in microseconds. The value OxFFFFFFFF
means “do not care” and is the default value. When the Guaranteed service
is selected, the default value shall not be used.

Delay Variation (4 octets)

The value of this field is the difference, in microseconds, between the maxi-
mum and minimum possible delay of an L2CAP SDU between two L2CAP
peers. The Delay Variation is a purely informational parameter. The value
0xFFFFFFFF means “do not care” and is the default value.
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5.4 RETRANSMISSION AND FLOW CONTROL OPTION

This option specifies whether retransmission and flow control is used. If the
feature is used incoming parameters are specified by this option.

0 31
0x04 Length=9 Mode TxWindow size
= A Monitor time-out_
Max Transmit Retransmission time-out (least significant byte)

Monitor time-out!

(most signficant byts) Maximum PDU size (MPS)

Figure 5.5: Retransmission and Flow Control option format.

The option data fields are:

+ Mode (1 octet)

The field contain the requested mode of the link. Possible values are shown
in Table 5.2 on page 64.

Value Description

0x00 Basic L2CAP mode
0x01 Retransmission Mode
0x02 Flow control mode
Other values | Reserved for future use

Table 5.2: Mode definitions.

The Basic L2CAP mode is the default. If Basic LZCAP mode is requested
then all other parameters shall be ignored.

Retransmission mode should be enabled if a reliable channel has been
requested, or if the L2ZCAP Flush Time-Qut is long enough to contain the
round-trip delay of a retransmission request.

+ TxWindow size (1 octet)

This field specifies the size of the transmission window for flow control mode
and retransmission mode. The range is 1 to 32.

This parameter should be negotiated to reflect the buffer sizes allocated for
the connection on both sides. In general, the Tx Window size should be
made as large as possible to maximize channel utilization. Tx Window size
also controls the delay on flow control action. The transmitting device can
send as many PDUs fit within the window.
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MaxTransmit (1 octet)

This field controls the number of transmissions of a single I-frame that
L2CAP is allowed to try in Retransmission mode. The minimum value is 1
(one transmission is permitted).

MaxTransmit controls the number of retransmissions that L2ZCAP is allowed to
try in Retransmission mode before accepting that a packet and the link is lost.
Lower values might be appropriate for services requiring low latency. Higher val-
ues will be suitable for a link requiring robust operation. A value of 1 means that
no retransmissions will be made but also means that the link will be dropped as
soon as a packet is lost. MaxTransmit shall not be set to zero.

Retransmission time-out (2 octets)

This is the value in milliseconds of the retransmission time-out (this value is
used to initialize the RetransmissionTimer, see below).

The purpose of this timer in retransmission mode is to activate a retransmis-
sion in some exceptional cases. In such cases, any delay requirements on
the channel may be broken, so the value of the timer should be set high
enough to avoid unnecessary retransmissions due to delayed acknowledge-
ments. Suitable values could be 100’s of milliseconds and up.

The purpose of this timer in flow control mode is to supervise I-frame trans-
missions. If an acknowledgement for an I-frame is not received within the
time specified by the RetransmissionTimer value, either because the I-frame
has been lost or the acknowledgement has been lost, the timeout will cause
the transmitting side to continue transmissions. Suitable values are imple-
mentation dependent.

Monitor time-out (2 octets)

This is the value in milliseconds of the interval at which S-frames should be
transmitted on the return channel when no frames are received on the for-
ward channel. (this value is used to initialize the MonitorTimer, see below).

This timer ensures that lost acknowledgements are retransmitted. Its main
use is to recover Retransmission Disable Bit changes in lost frames when
no data is being sent. The timer shall be started immediately upon transition-
ing to the open state. It shall remain active as long as the connection is in
the open state and the retransmission timer is not active. Upon expiration of
the Monitor timer an S-frame shall be sent and the timer shall be restarted. If
the monitor timer is already active when an S-frame is sent, the timer shall
be restarted. An idle connection will have periodic monitor traffic sent in both
directions. The value for this time-out should also be set to 100’s of millisec-
onds or higher.

Maximum PDU payload Size - MPS (2 octets)

The maximum size of payload data in octets that the L2CAP layer entity is
capable of accepting, i.e. the MPS corresponds to the maximum PDU pay-
load size.

The settings are configured separately for the two directions of an L2CAP con-
nection. For example, an L2CAP connection can be configured as Flow Control
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mode in one direction and Retransmission mode in the other direction. If Basic
L2CAP mode is configured in one direction and Retransmission mode or Flow
control mode is configured in the other direction on the same L2CAP channel
then the channel shall not be used.

Note: this asymmetric configuration only occurs during configuration.
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6 STATE MACHINE

This section is informative. The state machine may not represent all possible
scenarios.

6.1 GENERAL RULES FOR THE STATE MACHINE:

* ltis implementation specific, and outside the scope of this specification, how
the transmissions are triggered.

* "lgnore" means that the signal can be silently discarded.

The following states have been defined to clarify the protocol; the actual num-
ber of states and naming in a given implementation is outside the scope of this
specification:

 CLOSED - channel not connected.

+ WAIT_CONNECT - a connection request has been received, but only a
connection response with indication “pending” can be sent.

+ WAIT_CONNECT_RSP - a connection request has been sent, pending a
positive connect response.

+ CONFIG - the different options are being negotiated for both sides; this
state comprises a number of substates, see Section 6.1.3 on page 69

* OPEN - user data transfer state.

+« WAIT_DISCONNECT - a disconnect request has been sent, pending a dis-
connect response.

Below the L2ZCAP_Data message corresponds to one of the PDU formats used
on connection-oriented data channels as described in section 3, including
PDUs containing B-frames, |-frames, S-frames.

Some state transitions and actions are triggered only by internal events effect-
ing one of the L2CAP entity implementations, not by preceding L2CAP signal-
ling messages. It is implementation-specific and out of the scope of this
specification, how these internal events are realized; just for the clarity of spec-
ifying the state machine, the following abstract internal events are used in the
state event tables, as far as needed:

+ OpenChannel_Req — a local L2CAP entity is requested to set up a new con-
nection-oriented channel.

+ OpenChannel_Rsp — a local L2ZCAP entity is requested to finally accept or
refuse a pending connection request.

* ConfigureChannel_Req — a local L2CAP entity is requested to initiate an
outgoing configuration request.

+ CloseChannel Req — a local L2ZCAP entity is requested to close a channel.
» SendData_Req - a local L2ZCAP entity is requested to transmit an SDU.

* ReconfigureChannel_Req — a local L2CAP entity is requested to reconfigure
the parameters of a connection-oriented channel.
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There is a single state machine for each L2CAP connection-oriented channel
that is active. A state machine is created for each new L2CAP_ConnectReq
received. The state machine always starts in the CLOSED state.

To simplify the state event tables, the RTX and ERTX timers, as well as the
handling of request retransmissions are described in Section 6.2 on page 75
and not included in the state tables.

L2CAP messages not bound to a specific data channel and thus not impacting
a channel state (e.g. L2CAP_InformationReq, L2ZCAP_EchoReq) are not cov-

ered in this section.

The following states and transitions are illustrated in Figure 6.1 on page 77.

6.1.1 CLOSED state

L2CAP_ConnectReq

L2CAP_ConnectReq

L2CAP_ConnectRsp

L2CAP_ConfigReq

L2CAP_ConfigRsp
L2CAP_DisconnectReq

L2CAP_DisconnectRsp

L2CAP_Data

Need to indicate
pending

No resource,

not approved,
efc.

Event Condition Action Next State
OpenChannel_req ) Send WAIT_CONNECT
- L2CAP_ConnectReq _RSP
Normal Gonice: Send CONFIG
L2CAP_ConnectReq tion is 'ossible L2CAP_ConnectRsp (substate
P (success) WAIT_CONFIG)

Send
L2CAP_ConnectRsp
(pending)

Send
L2CAP_ConnectRsp
(refused)

Ignore

Send
L2CAP_CommandRejec
t (with reason Invalid
CID)

Ignore

Send
L2CAP_DisconnectRsp

Ignore

Ignore

WAIT_CONNECT

CLOSED

CLOSED

CLOSED

CLOSED
CLOSED

CLOSED
CLOSED

Table 6.1: CLOSED state event table.

Notes:

- The L2CAP_ConnectReq message is not mentioned in any of the other states apart
from the CLOSED state, as it triggers the establishment of a new channel, thus the
branch into a new instance of the state machine.
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6.1.2 WAIT_CONNECT_RSP state
Event Condition Action Next State
Success indi- CONFIG
L2CAP_ConnectRsp e e Send L2CAP_ConfigReq | (substate
WAIT_CONFIG)

L2CAP_ConnectRsp

L2CAP_ConnectRsp

L2CAP_ConfigReq

L2CAP_ConfigRsp

L2CAP_DisconnectRsp

L2CAP_Data

Result pending

Remote side
refuses connec-
tion

Send
L2CAP_CommandReject
(with reason Invalid CID)

Ignore
Ignore

Ignore

WAIT_CONNECT
_RSP

CLOSED

WAIT_CONNECT
RSP

WAIT_CONNECT
_RSP

WAIT_CONNECT
_RSP

WAIT_CONNECT
_RSP

Table 6.2: WAIT_CONNECT_RSP state event table.

Notes:

- An L2CAP_DisconnectReq message is not included here, since the Source and Desti-
nation CIDs are not available yet to relate it correctly to the state machine of a specific

channel.

6.1.3 WAIT_CONNECT state

L2CAP_ConnectRsp
L2CAP_ConfigRsp
L2CAP_DisconnectRsp
L2CAP_Data

finally refused

Event Condition Action Next State
Pending connec- | Send CONFIG

OpenChannel_Rsp tion request is L2CAP_Connect_Rsp (substate
finally acceptable | (success) WAIT_CONFIG)
Pending connec- | Send

OpenChannel_Rsp tion request is L2CAP_Connect Rsp CLOSED

(refused)
Ignore
Ignore
Ignore

Ignore

WAIT_CONNECT
WAIT_CONNECT
WAIT_CONNECT
WAIT_CONNECT

Table 6.3: WAIT_CONNECT state event table.

Notes:

- An L2CAP_DisconnectReq or L2ZCAP_ConfigReq message is not included here, since
the Source and Destination CIDs are not available yet to relate it correctly to the state
machine of a specific channel.
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6.1.4 CONFIG state

As it is also described in Section 7.1 on page 79, both L2CAP entities initiate a
configuration request during the configuration process. This means that each
device adopts an initiator role for the outgoing configuration request, and an
acceptor role for the incoming configuration request. Configurations in both
directions may occur sequentially, but can also occur in parallel.

The following substates are distinguished within the CONFIG state:

+ WAIT_CONFIG - a device has sent or received a connection response, but
has neither initiated a configuration request yet, nor received a configuration
request with acceptable parameters.

+ WAIT_SEND_CONFIG - for the initiator path, a configuration request has
not yet been initiated, while for the response path, a request with acceptable
options has been received.

*« WAIT_CONFIG_REQ_RSP - for the initiator path, a request has been sent
but a positive response has not yet been received, and for the acceptor
path, a request with acceptable options has not yet been received.

+ WAIT_CONFIG_RSP - the acceptor path is complete after having
responded to acceptable options, but for the initiator path, a positive
response on the recent request has not yet been received.

+ WAIT_CONFIG_REQ - the initiator path is complete after having received a
positive response, but for the acceptor path, a request with acceptable
options has not yet been received.

According to Section 6.1.1 on page 68 and Section 6.1.2 on page 69, the CON-
FIG state is entered via WAIT_CONFIG substate from either the CLOSED
state, the WAIT_CONNECT state, or the WAIT_CONNECT_RSP state. The
CONFIG state is left for the OPEN state if both the initiator and acceptor paths
complete successfully.

For better overview, separate tables are given: Table 6.4 shows the success
transitions; therein, transitions on one of the minimum paths (no previous non-
success transitions) are shaded. Table 6.5 on page 71 shows the non-success
transitions within the configuration process, and Table 6.6 on page 72 shows fur-
ther transition cause by events not belonging to the configuration process itself.
The following configuration states and transitions are illustrated in Figure 6.2 on
page 78.

Previous state Event Condition Action Next State
ConfigureChannel Ll WAIT_CONFIG
WAIT_CONFIG | 227 - | - L2CAP_Config | "pea nap
Req
2 Send
WAIT CONFIG | L2CAP ConfigReq | 2Ptons L2CAP. Config | VAIT_SEND
acceptable _CONFIG
Rsp (success)

Table 6.4: CONFIG state/substates event table: success transitions within configuration process.
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Previous state | Event Condition Action Next State
: Send
WAIT_CONFIG Options WAIT_CONFIG
REQ RSP L2CAP_ConfigReq acceptable L2CAP_Config RSP
= = Rsp (success) | —
WAIT_CONFIG Renicle e wggzg%? WAIT_CONFIG
_REQ__RSP A ESEITRE acqepts configuration _REQ_
options
request)
) Send
WAIT_CONFIG || 5cAp configReq | OPtions L2CAP_Config | OPEN
_REQ acceptable
Rsp (success)
. Send
WAIT_SEND ConfigureChannel_ .| WAIT_CONFIG
_CONFIG Req . BT EETIE | oy
Req
Remote side
V\g\SIL—CON FE L2CAP_ConfigRsp | accepts - OPEN
= options

Table 6.4 CONFIG state/substates event table: success transitions within configuration process.

Previous state | Event Condition Action Next State
Options not end
WAIT_CONFIG | L2CAP_ConfigReq L2CAP_Config | WAIT_CONFIG
acceptable -
Rsp (fail)
WAIT_CONFIG | L2CAP_ConfigRsp | - Ignore WAIT_CONFIG
WAIT_SEND ) WAIT_SEND
_CONFIG L2CAP_ConfigRsp | - Ignore _CONFIG
WAIT_CONFIG Options not | S€Nd WAIT_CONFIG
_REQ__ RSP L2CAP_ConfigReq acceptable LZCAP__Conflg RE Q__ RSP
Rsp (fail)
Remote side Send
WAIT_CONFIG L2CAP ConfiaRs . L2CAP_Config | WAIT_CONFIG
_REQ_RSP —~ONNgRSp. | reje Req (new _REQ_RSP
options y
options)
WAIT_CONFIG Options not | Send WAIT_CONFIG
- L2CAP_ConfigReq L2CAP_Config -
REQ acceptable - REQ
- Rsp (fail) -
WAIT_CONFIG ) WAIT_CONFIG
"REQ L2CAP_ConfigRsp | - Ignore _REQ
Remote side | Send
WAIT_CONFIG ) p L2CAP_Config | WAIT_CONFIG
RSP L2CAP_ConfigRsp rejgcts Req (new RSP
options z
options)

Table 6.5: CONFIG state/substates event table: non-success transitions within configuration

process.
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Previous state Event Condition Action Next State
Any internal | Send L2CAP
CONFIG ; = | WAIT_
(any substate) CloseChannel_Req | reason to Disconnect DISCONNECT
stop Req
CONFIG L2CAP_Disconnect Send L2CAP_
- Disconnect CLOSED
(any substate) Req
Rsp
CONFIG L2CAP_Disconnect CONFIG
(any substate) Rs - Ignore (remain in sub-
Y P state)
CONFIG
CONFIG L2CAP_Data - Processthe | remain in sub-
(any substate) - PDU state)

Table 6.6: CONFIG state/substates event table: events not related to configuration process.

Notes:

- Receiving data PDUs (L2CAP_Data) in CONFIG state should be relevant only in case
of a transition to a reconfiguration procedure (from OPEN state). Discarding the
received data is allowed only in Retransmission Mode. Discarding an S-frame is
allowed but not recommended. If a S-frame is discarded, the monitor timer will cause a
new S-frame to be sent after a time out.

- Indicating a failure in a configuration response does not necessarily imply a failure of
the overall configuration procedure; instead, based on the information received in the

negative response, a modified configuration request may be triggered.
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6.1.5 OPEN state
Event Condition Action Next State
Send L2CAP_Data
SendData_req - packet according to con- | OPEN
figured mode
) CONFIG (sub-
ReconfigureChannel_ | _ Complete outgoing SDU | state
req Send L2CAP_ConfigReq | WAIT_CONFIG_
RSP)
Send WAIT_
CloseChannel_req - L2CAP_DisconnectReq | DISCONNECT
L2CAP_ConnectRsp - Ignore OPEN
Incoming config. | Complete outgoing SDU gj):sgi
L2CAP_ConfigReq Zg::)ns accept- (Soir;d L2CAP_ConfigRsp WAIT_CONFIG_
REQ)
Incoming config. | Complete outgoing SDU
L2CAP_ConfigReq options not Send L2CAP_ConfigRsp | OPEN
acceptable (fail)
; Send
L2CAP_DisconnectReq | - L2CAP_DisconnectRsp CLOSED
L2CAP_DisconnectRsp | - Ignore OPEN
L2CAP_Data - Process the PDU OPEN

Table 6.7: OPEN state event table.

Note: The outgoing SDU shall be completed from the view of the remote entity.
Therefore all PDUs forming the SDU shall have been reliably transmitted by
the local entity and acknowledged by the remote entity, before entering the

configuration state.

6.1.6 WAIT_DISCONNECT state

L2CAP_ConfigReq

L2CAP_ConfigRsp
L2CAP_DisconnectReq

L2CAP_DisconnectRsp

- L2CAP_CommandReject
with reason Invalid CID

- Ignore WAIT_DISCONNECT
Send

; L2CAP_DisconnectRsp | CHOSED

; ; CLOSED

Event Condition Action Next State
L2CAP_ConneciRsp - Ignore WAIT_DISCONNECT
Send

WAIT_DISCONNECT

Table 6.8: WAIT_DISCONNECT state event table.
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Event Condition Action Next State
L2CAP_Data E Ignore WAIT_DISCONNECT

Table 6.8: WAIT_DISCONNECT state event table.
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6.2 TIMERS EVENTS

6.2.1 RTX

The Response Timeout eXpired (RTX) timer is used to terminate the channel
when the remote endpoint is unresponsive to signalling requests. This timer is
started when a signalling request (see Section 7 on page 79) is sent to the
remote device. This timer is disabled when the response is received. If the ini-
tial timer expires, a duplicate Request message may be sent or the channel
identified in the request may be disconnected. If a duplicate Request message
is sent, the RTX timeout value shall be reset to a new value at least double the
previous value. When retransmitting the Request message, the context of the
same state shall be assumed as with the original transmission. If a Request
message is received that is identified as a duplicate (retransmission), it shall be
processed in the context of the same state which applied when the original
Request message was received.

Implementations have the responsibility to decide on the maximum number of
Request retransmissions performed at the L2CAP level before terminating the
channel identified by the Requests. The one exception is the signalling CID
that should never be terminated. The decision should be based on the flush
timeout of the signalling link. The longer the flush timeout, the more retransmis-
sions may be performed at the physical layer and the reliability of the channel
improves, requiring fewer retransmissions at the L2CAP level.

For example, if the flush timeout is infinite, no retransmissions should be per-
formed at the L2CAP level. When terminating the channel, it is not necessary
to send a L2ZCAP_DisconnectReq and enter WAIT_DISCONNECT state.
Channels can be transitioned directly to the CLOSED state.

The value of this timer is implementation-dependent but the minimum initial
value is 1 second and the maximum initial value is 60 seconds. One RTX timer
shall exist for each outstanding signalling request, including each Echo
Request. The timer disappears on the final expiration, when the response is
received, or the physical link is lost. The maximum elapsed time between the
initial start of this timer and the initiation of channel termination (if no response
is received) is 60 seconds.
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6.2.2 ERTX

The Extended Response Timeout eXpired (ERTX) timer is used in place of the
RTX timer when it is suspected the remote endpoint is performing additional
processing of a request signal. This timer is started when the remote endpoint
responds that a request is pending, e.g., when an L2ZCAP_ConnectRsp event
with a "connect pending" result (0x0001) is received. This timer is disabled
when the formal response is received or the physical link is lost. If the initial
timer expires, a duplicate Request may be sent or the channel may be discon-
nected.

If a duplicate Request is sent, the particular ERTX timer disappears, replaced
by a new RTX timer and the whole timing procedure restarts as described pre-
viously for the RTX timer.

The value of this timer is implementation-dependent but the minimum initial
value is 60 seconds and the maximum initial value is 300 seconds. Similar to
RTX, there MUST be at least one ERTX timer for each outstanding request that
received a Pending response. There should be at most one (RTX or ERTX)
associated with each outstanding request. The maximum elapsed time
between the initial start of this timer and the initiation of channel termination (if
no response is received) is 300 seconds. When terminating the channel, it is
not necessary to send a L2ZCAP_DisconnectReq and enter
WAIT_DISCONNECT state. Channels should be transitioned directly to the
CLOSED state.

76 4 November 2004 State Machine

1215



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 4] page 77 of 250

€3 Bluetooth®

Logical Link Control and Adaptation Protocol Specification

Event:L2CAP_ConnectionRsp
(refused)
Action: -

Event:L2CAP_ConnectionRsp
(refused)
Action: -

Event:L2CAP_ConnectReq
Action:L2CAP_ConnectRsp
(pending)

Event:OpenChannelReq
Action:L2CAP_ConneciReq

Event:L2CAFP_ConnectReq
Action:L2CAP_ConnectRsp
(success)

WAIT_
ONNECT_
RSP

Event:L2CAP_DisconnectReq
Action:L2CAP_DisconnectRsp

Event:OpenChannelRes
(success)

Action:L2CAP_ConnectRsp
(success)

Event:L2CAP_ConnectRsp
(success)
Action: -

Event:L2CAP_ConfigReq
Action:L2CAP_CommandReject
(invalid CI1D)

Event:L2CAP_ConnectRspOR
L2CAP_ConfigReq OR
L2CAP_Data

Event:L2CAP_Data
Action: lgnore

Action: process the PDU
Event:CloseChannelReq

Action:L2ZCAP_DisconnectReq

Event.ReconfigureChannelReq
Action: CompleteoutgoingSDU

Event:L2CAP_ConfigReq L2CAP_ConfigReq

Action:L2CAP_ConfigRsp

Event:L2CAP_ConfigReq

options acceptable
Action:L2CAP_ConfigRsp
(success)

Event:L2CAP_DisconnectReq

Event:L2CAP_ConfigReq
Action:L2CAP_DisconnectRsp

options not acceptable
Action:L2CAP_ConfigRsp(fail)

Event:L2CAP_DisconnectRsp Event:CloseChannelReq
Action: - Action.L2ZCAP_DisconnectReqg
'\

CLOSED |4

Event:L2CAP_DisconnectReq
Action:L2CAP_DisconnectRsp

Event:SendDataReq
Action: SendL2CAP_Datapacket

Event:L2CAP_Data
Action: Processthe PDU

Event:L2CAP_DisconnectRsp
OR L2CAP_ConnectRsp
Action: Ignore

Figure 6.1: States and transitions.
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CLOSED

Event:L2CAP_ConnectReq
Action:L2CAP_ConnectRsp
(success)

Event:OpenChannel_Rsp
(success)

Action:L2CAP_ConnectRsp
(success)

Event:L2CAP_ConnectRsp
(success)

Event:L2CAP_ConfigReq
. options not acceptable
Action:L2CAP_ConfigRsp(fail)

Event:L2CAP_ConfigReq
options acceplable
Action:L2CAP_ConfigRsp,
(success)

Ev ent: ConfigureChannelReq
Action:L2ZCAP_ConfigReq

Event:L2CAP_ConfigRsp
(faily
Action:L2CAP_CanfigReq

Event.L2CAP_ConfigReq
options not acceptable
Action:L2CAP_ConfigRsp(fail)

WAIT_
CONFIG_
REQ_RSP

Event:L2CAP_ConfigReq

options acceptable
Action:L2CAP_ConfigRsp
(success)

Event: ConfigureChannelReq
Action:L2CAP_ConfigReq

Event:L2CAP_ConfigRsp
options acceptable

Event:L2CAP_ConfigRsp

(fail)
Action: L2CAP_ConfigReq
(new options)

Event:L2CAP_CeonfigReq
options not acceptable

WAIT
e Action:L2CAP_ConfigRsp(fail)

CONFIG_
REQ

Event:L2ZCAP_ConfigRsp
options acceptable

Event:L2CAFP_ConfigReq
options acceptable

Action:L2CAP_ConfigRsp

(success)

Figure 6.2: Configuration states and transitions.
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7 GENERAL PROCEDURES

This section describes the general operation of L2CAP, including the configura-
tion process, the handling and the processing of user data for transportation
over the air interface. This section also describes the operation of L2CAP fea-
tures including the delivery of erroneous packets, the flushing of expired data
and operation in connectionless mode.

Procedures for the flow control and retransmission modes are described in
Section 8 on page 87.

7.1 CONFIGURATION PROCESS

Configuring the channel parameters shall be done independently for both
directions. Both configurations may be done in parallel. For each direction the
following procedure shall be used:

1. Informing the remote side of the non-default parameters that the local side
will accept using a Configuration Request

2. Remote side responds, agreeing or disagreeing with these values, including
the default ones, using a Configuration Response.

3. The local and remote devices repeat steps (1) and (2) until agreement on all
parameters is reached.

This process can be abstracted into the initial Request configuration path and a
Response configuration path, followed by the reverse direction phase. Reconfigu-
ration follows a similar two-phase process by requiring configuration in both direc-
tions.

The decision on the amount of time (or messages) spent configuring the chan-
nel parameters before terminating the configuration is left to the implementa-
tion, but it shall not last more than 120 seconds.
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7.1.1 Request path

The Request Path can configure the following:

* requester’s incoming MTU.

« requester’s outgoing flush timeout.

* requester’s outgoing QoS.

* requester’'s incoming flow and error control information.

Table 7.1 on page 80 defines the configuration options that may be placed in a
Configuration Request.

Parameter Description

MTU Incoming MTU information

FlushTO Outgoing flush timeout

QoS Outgoing QoS information

RFCMode Incoming Retransmission and Flow Control Mode

Table 7.1: Parameters allowed in Request

The state machine for the configuration process is described in Section 6 on
page 67.

7.1.2 Response path

The Response Path can configure the following:
* responder’s outgoing MTU, that is the remote side's incoming MTU.
+ remote side’s flush timeout.

» responder’s incoming QoS Flow Specification (remote side’s outgoing QoS
Flow Specification).

» responder’s Qutgoing Flow and Error Control information
If a request-oriented parameter is not present in the Request message (reverts

to last agreed value), the remote side may negotiate for a non-default value by
including the proposed value in a negative Response message.

Parameter Description

MTU Outgoing MTU information

FlushTO Incoming flush timeout

QoS Incoming QoS information

RFCMode Outgoing Retransmission and Flow Control Mode

Table 7.2: Parameters allowed in Response
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7.2 FRAGMENTATION AND RECOMBINATION

Fragmentation is the breaking down of PDUs into smaller pieces for delivery
from L2CAP to the lower layer. Recombination is the process of reassembling
a PDU from fragments delivered up from the lower layer. Fragmentation and
Recombination may be applied to any L2CAP PDUs.

7.2.1 Fragmentation of L2ZCAP PDUs

An L2CAP implementation may fragment any L2CAP PDU for delivery to the
lower layers. If LZCAP runs directly over the link controller protocol, then an
implementation may fragment the PDU into multiple baseband packets for
transmission over the air. If L2ZCAP runs above the host controller interface,
then an implementation may send HCI transport sized fragments to the Con-
troller which passes them to the baseband. All L2ZCAP fragments associated
with an L2ZCAP PDU shall be passed to the baseband before any other L2CAP
PDU for the same logical transport shall be sent.

The two LLID bits defined in the first octet of baseband payload (also called the
frame header) are used to signal the start and continuation of L2ZCAP PDUs.
LLID shall be 10’ for the first segment in an L2ZCAP PDU and '01’ for a continu-
ation segment. An illustration of fragmentation is shown in Figure 7.1 on page
81. An example of how fragmentation might be used in a device with HCl is
shown in Figure 7.2 on page 82.

Length CID Payoad

LLID=10 LLID=01 LLID=01

Figure 7.1: L2CAP fragmentation.

Note: The link controller is able to impose a different fragmentation on the PDU
by using "start" and "continuation" indications as fragments are translated into
baseband packets. Thus, both L2ZCAP and the link controller use the same
mechanism to control the size of fragments.
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7.2.2 Recombination of L2CAP PDUs

The link controller protocol attempts to deliver ACL packets in sequence and
protects the integrity of the data using a 16-bit CRC. When errors are detected
by the baseband it uses an automatic repeat request (ARQ) mechanism.

Recombination of fragments may occur in the Controller but ultimately it is the
responsibility of LZCAP to reassemble PDUs and SDUs and to check the
length field of the SDUs. As the baseband controller receives ACL packets, it
either signals the L2CAP layer on the arrival of each baseband packet, or
accumulates a number of packets (before the receive buffer fills up or a timer
expires) before passing fragments to the L2CAP layer.

An L2CAP implementation shall use the length field in the header of L2ZCAP
PDUs, see Section 3 on page 33, as a consistency check and shall discard any
L2CAP PDUs that fail to match the length field. If channel reliability is not
needed, packets with invalid lengths may be silently discarded. For reliable
channels, an L2ZCAP implementation shall indicate to the upper layer that the
channel has become unreliable. Reliable channels are defined by having an
infinite flush timeout value as specified in Section 5.2 on page 59. For higher
data integrity L2ZCAP should be operated in the Retransmission Mode.

Fe [ Service Data Unit ]
Encapsulate SDU
into L2ZCAP
L2CAP | B-frame Length | clo [ L2CAP Payload |
[Connacnon Hnndltl Flaga:&un| L‘nn(r;.“ | HCI data payload | \
: [connection Handle] Flags=Continue]  Lengtn | HCI data payload |\
Segment L2CAP packet  : i P ’\
Hcl | into the payload of 1 s
many HCl data packets. @
Host ; : |COnnaclI-wn Handhl thnzcomlnue| Length | HCI data payload |
Software : : :
- v v v
g e o CCE— R
HCI-USB | USB driver | San 1 fContnue Continae N
= __.=' i_‘ .
USB | Send USB L : LY
0583) [B55%] B8] weveveevenee
@ USB Hardware bus _—_—-s
USB | Receive USBE
orter | pacien [F57] [3555] [G68] [G55] -eeveeeeeens
Embedded N, Wy V4
Software Re-assemble & N A s
weruse | DEERI. e o e r—
tan i Conlinue e, Gantinun
Link Manager | Assemble 1.3 & 5 Air 1 | [aira | [Aira Jaeesancass
Link Gontroller :Ig;&;ﬂ(;;types a5 gun Gonlinoa  Goniiras Gontirun e
{ Radioc modulation and transmission |

Figure 7.2: Example of fragmentation processes in a device with HCI.
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7.3 ENCAPSULATION OF SDUs

All SDUs are encapsulated into one or more L2CAP PDUs.

In Basic L2CAP mode, an SDU shall be encapsulated with a minimum of
L2CAP protocol elements, resulting in a type of L2CAP PDU called a Basic
Information Frame (B-frame).

Segmentation and Reassembly operations are only used in Retransmission
mode and Flow Control mode. SDUs may be segmented into a number of
smaller packets called SDU segments. Each segment shall be encapsulated
with L2CAP protocol elements resulting in an L2ZCAP PDU called an Informa-
tion Frame (I-frame).

The maximum size of an SDU segment shall be given by the Maximum PDU
Payload Size (MPS). The MPS parameter may be exported using an imple-
mentation specific interface to the upper layer.

Note that this specification does not have a normative service interface with the
upper layer, nor does it assume any specific buffer management scheme of a
host implementation. Consequently, a reassembly buffer may be part of the
upper layer entity. It is assumed that SDU boundaries shall be preserved
between peer upper layer entities.

7.3.1 Segmentation of L2ZCAP SDUs

In Flow Control or Retransmission modes, incoming SDUs may be broken
down into segments, which shall then be individually encapsulated with L2CAP
protocol elements (header and checksum fields) to form |-frames. |-frames are
subject to flow control and may be subject to retransmission procedures. The
header carries a 2 bit SAR field that is used to identify whether the |-frame is a
'start’, 'end’ or 'continuation' packet or whether it carries a complete, unseg-
mented SDU. Figure 7.3 on page 83 illustrates segmentation and fragmentation.

L2CAP SDU
I-frame I-frame
L AV A Deeeeereese
[\ \
Fragment/ Fragment/ Fragment/ Fragment/
BB payload BB payload BB payload BB payload

Figure 7.3: Segmentation and fragmentation of an SDU.
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7.3.2 Reassembly of L2ZCAP SDUs

The receiving side uses the SAR field of incoming 'I-frames' for the reassembly
process. The L2CAP SDU length field, present in the "start of SDU" I-frame, is
an extra integrity check, and together with the sequence numbers may be used
to indicate lost L2ZCAP SDUs to the application. Figure 7.3 on page 83 illus-

trates segmentation and fragmentation.

7.3.3 Segmentation and fragmentation

Figure 7.4 on page 84 illustrates the use of segmentation and fragmentation
operations to transmit a single SDU. Note that while SDUs and L2CAP PDUs
are transported in peer-to-peer fashion, the fragment size used by the Frag-
mentation and Recombination routines is implementation specific and may not
be the same in the sender and the receiver. The over-the-air sequence of
baseband packets as created by the sender is common to both devices.

[ Service Deta Unit

| Length ‘ Channel ID| Contral ‘ sSou longlhf Information payload FCS

Fcs |

[ Length [ channetin] control |

Information payload [

L2CAP

Segment SDU into
the payload of many
L2CAP I-frames

1
]
]
i
'
|
]
'
]
1
I
i
i
& i
]
1
1
I

.

H
| Length |Chanmllu| Control |

Information payload

[connection handie[ Flagssstart | Length | HCI data payload
[e nandie [ tengm | HCI data payioad |
HCI .
Fragment LZCAP PDU = '
into the payload of . N
multiple HCI data packets. [e handie] Flag | Lengn | HCI data payload
HCI-USB | Transfer packets to [Hers HCI 2 |sasnansaas
USB driver ; Start Gontinug Gontinue 1
USB | send USB i H .
Driver | packets over bus [0562] [USB 3] [USB 4] [USB5] =evenerenann
— @ USB Hardware bus
USB | Receive USB
Driver | pocket. ~  [FE83] [3597] [F5RF] [583] [0558] +eseseeene
- % NN /
Ae-assemble & N
HCI-USB buffer packets HCI1
L Stant e, Continue e Continue
Link Manager | Assemble 1345 Alr 1 | [mirs | [Rira ] eeveneenes
Link Controller :Icc:ér%e:’cr::ael;types e Start Continue Continue Continue Continue

| Radio medulaton and transmission |

Figure 7.4: Example of segmentation and fragment processes in a device with Her

1. For simplicity, the stripping of any additional HCIl and USB specific information fields prior to
the creation of the baseband packets (Air_1, Air_2, etc.) is not shown in the figure.
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7.4 DELIVERY OF ERRONEOUS L2CAP SDUS

Some applications may require corrupted or incomplete L2ZCAP SDUs to be
delivered to the upper layer. If delivery of erroneous L2CAP SDUs is enabled,
the receiving side will pass information to the upper layer on which parts of the
L2CAP SDU (i.e., which L2CAP frames) have been lost, failed the error check,
or passed the error check. If delivery of erroneous L2CAP SDUs is disabled,
the receiver shall discard any L2CAP SDU segment with any missing frames or
any frames failing the error checks. L2ZCAP SDUs whose length field does not
match the actual frame length shall also be discarded.

7.5 OPERATION WITH FLUSHING

In the L2CAP configuration, the Flush Time-Out may be set separately per
L2CAP channel, but there is only one flush mechanism per ACL logical trans-
port in the baseband.

When there is more than one L2CAP channel mapped to the same ACL logical
transport, the automatic flush time-out does not discriminate between L2CAP
channels. The automatic flush time-out flushes a specific L2CAP PDU. The
HCI Flush command flushes all outstanding L2CAP PDUs for the ACL logical
transport. Therefore, care has to be taken when using the Automatic Flush
Time-out and the HCI Flush command:

1. For any connection to be reliable at the L2CAP level, it should use L2CAP
retransmission mode if it is mapped to an ACL logical transport with a finite
automatic flush time-out. In retransmission mode, loss of flushed L2CAP
PDUs on the channel is detected by the L2ZCAP ARQ mechanism and they
are retransmitted.

2. There is only one automatic flush time-out setting per ACL logical transport.
Therefore, all time bounded L2CAP channels on an ACL logical transport
with a flush time-out setting should configure the same flush time-out value
at the L2CAP level.

3. If Automatic Flush Time-out is used, then it should be taken into account that
it only flushes one L2CAP PDU. If one PDU has timed out and needs flush-
ing, then others on the same logical transport are also likely to need flush-
ing. Therefore, when retransmission mode is used, flushing should be
handled by the HCI Flush command so that all outstanding L2ZCAP PDUs
are flushed.
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7.6 CONNECTIONLESS DATA CHANNEL

In addition to connection-oriented channels, L2CAP also has a connectionless
channel. The connectionless channel allows transmission to all members of the
piconet. Data sent through the connectionless channel is sent in a best-effort
manner. The connectionless channel has no quality of service and is unreli-
able. L2CAP makes no guarantee that data sent through the connectionless
channel successfully reaches all members of the piconet. If reliable group
transmission is required, it must be implemented at a higher layer.

Transmissions to the connectionless channel will be sent to all members of the
piconet. If this data is not for transmission to all members of the piconet, then
higher level encryption is required to support private communication.

The local device will not receive transmissions on the conectionless channel,
therefore, higher layer protocols must loopback any data traffic being sent to
the local device.

An L2CAP service interface could provide basic group management mecha-
nisms including creating a group, adding members to a group, and removing
members from a group.

Connectionless data channels shall not be used with Retransmission Mode or
Flow Control Mode.
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8 PROCEDURES FOR FLOW CONTROL AND
RETRANSMISSION

When Flow Control mode or Retransmission mode is used, the procedures
defined in this chapter shall be used. Including the numbering of information
frames, the handling of SDU segmentation and reassembly, and the detection
and notification of errored frames. Retransmission mode also allows the
sender to resend errored frames on request from the receiver.

8.1 INFORMATION RETRIEVAL

Before attempting to configure flow control- or retransmission mode on a chan-
nel, it is mandatory to verify that the suggested mode is supported by perform-
ing an information retrieval for the "Extended features supported"” information
type (0x0002). If the information retrieval is not successful or the "Extended
features mask" bit is not set for the wanted mode, the mode shall not be sug-
gested in a configuration request.

8.2 FUNCTION OF PDU TYPES FOR FLOW CONTROL AND
RETRANSMISSION

Two frame formats are defined for flow control and retransmission modes (see
Section 3.3 on page 35). The I-frame is used to transport user information
instead of the B-frame. The S-frame is used for signalling.

8.2.1 Information frame (I-frame)

I-frames are sequentially numbered frames containing information fields. I-
frames also include the functionality of RR frames (see below).

8.2.2 Supervisory Frame (S-frame)

The S-frame is used to control the transmission of |-frames. The S-frame has
two formats: Receiver Ready (RR) and Reject (REJ).

8.2.2.1 Receiver Ready (RR)

The receiver ready (RR) S-frame is used to:

1. Acknowledge I-frames numbered up to and including ReqSeq - 1.

2. Enable or disable retransmission of I-frames by updating the receiver with
the current status of the Retransmission Disable Bit.

The RR frame has no information field.

Procedures for Flow Control and Retransmission 4 November 2004 87

1226



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 4] page 88 of 250

Logical Link Control and Adaptation Protocol Specification 8 BIU et 0 Oth@

8.2.2.2 Reject (REJ)

The reject (REJ) S-frame is used to request retransmission of all I-frames start-
ing with the I-frame with TxSeq equal to ReqSeq specified in the REJ. The
value of ReqSeq in the REJ frame acknowledges I-frames numbered up to and
including RegSeq - 1. |-frames that have not been transmitted, shall be trans-
mitted following the retransmitted |-frames.

When a REJ is transmitted, it triggers a REJ Exception condition. A second
REJ frame shall not be transmitted until the REJ Exception condition is cleared.
The receipt of an |-frame with a TxSeq equal to the ReqSeq of the REJ frame
clears the REJ Exception. The REJ Exception condition only applies to traffic in
one direction. Note: this means that only valid I-frames can be rejected.
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8.3 VARIABLES AND SEQUENCE NUMBERS

The sending peer uses the following variables and Sequence numbers:

+ TxSeq - the send Sequence number used to sequentially number each new
I-frame transmitted.

* NextTxSeq - the Sequence number to be used in the next new I-frame
transmitted.

« ExpectedAckSeq - the Sequence number of the next I-frame expected to be
acknowledged by the receiving peer.
The receiving peer uses the following variables and Sequence numbers:

* ReqSeq - The Sequence number sent in an acknowledgement frame to
request transmission of I-frame with TxSeq = ReqSeq and acknowledge
receipt of I-frames up to and including (ReqSeg-1)

+ ExpectedTxSeq - the value of TxSeq expected in the next I-frame.

« BufferSeq - When segmented I-frames are buffered this is used to delay
acknowledgement of received I-frame so that new I-frame transmissions do
not cause buffer overflow.

All variables have the range 0 to 63. Arithmetic operations on state variables
(NextTXSeq, ExpectedTxSeq, ExpectedAckSeq, BufferSeq) and sequence
numbers (TxSeq, ReqSeq) contained in this document shall be taken modulo
64.

To perform Modulo 64 operation on negative numbers multiples of 64 shall be
added to the negative number until the result becomes non-negative.

8.3.1 Sending peer

8.3.1.1 Send sequence number TxSeq

I-frames contain TxSeq, the send sequence number of the |-frame. When an I-
frame is first transmitted, TxSeq is set to the value of the send state variable
NextTXSeq. TxSeq is not changed if the I-frame is retransmitted.

8.3.1.2 Send state variable NextTXSeq

The CID sent in the information frame is the destination CID and identifies the
remote endpoint of the channel. A send state variable NextTxSeq shall be
maintained for each remote endpoint. NextTxSeq is the sequence number of
the next in-sequence I-frame to be transmitted to that remote endpoint. When
the link is created NextTXSeq shall be initialized to 0.

The value of NextTxSeq shall be incremented by 1 after each in-sequence |-
frame transmission, and shall not exceed ExpectedAckSeq by more than the
maximum number of outstanding I-frames (TxWindow). The value of TxWin-
dow shall be in the range 1 to 32.
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8.3.1.3 Acknowledge state variable ExpectedAckSeq

The CID sent in the information frame is the destination CID and identifies the
remote endpoint of the channel. An acknowledge state variable ExpectedAck-
Seq shall be maintained for each remote endpoint. ExpectedAckSeq is the
sequence number of the next in-sequence I-frame that the remote receiving peer
is expected to acknowledge. (ExpectedAckSeq - 1 equals the TxSeq of the last
acknowledged |-frame). When the link is created ExpectedAckSeq shall be ini-
tialized to 0.

Note that if the next acknowledgement acknowledges a single I-frame then it's
RegSeq will be expectedAckSeq + 1.

If a valid ReqSeq is received from the peer then ExpectedAckSeq is set to
ReqgSeq. A valid ReqSeq value is one that is in the range ExpectedAckSeq <
ReqSeq < NexitTxSeq.

Note: The comparison with NextTXSeq must be <in order to handle the situa-
tions where there are no outstanding |-frames.

These inequalities shall be interpreted in the following way: ReqSeq is valid, if
and only if (RegSeg-ExpectedAckSeq) mod 64 < (NextTXSeqg-ExpectedAck-
Seq) mod 64. Furthermore, from the description of NextTXSeq, it can be seen
that (NextTXSeqg-ExpectedAckSeq) mod 64 < TxWindow.

ExpectedAckSeq NextTxSeq

F1|F2|F3|F4|F5|F6

-\ ;
Transmitted and [
acknowledged
Transmitted but
not yet Upon transmission:
acknowledged ReqSeq = ExpectedTxSeq;
TxSeq = NextTxSeq;
INC(NextTxSeq);

Figure 8.1 Example of the transmitter side

Figure 8.1 on page 90 shows TxWindow=5, and three frames awaiting trans-
mission. The frame with number F7 may be transmitted when the frame with
F2is acknowledged. When the frame with F7 is transmitted, TxSeq is set to the
value of NextTXSeq. After TxSeq has been set, NextTxSeq is incremented.

The sending peer expects to receive legal ReqSeq values, these are in the
range ExpectedAckSeq up to and including NextTxSeq. Upon receipt of a
ReqSeq value equal to the current NextTxSeq all outstanding I-frames have
been acknowledged by the receiver.

90 4 November 2004 Procedures for Flow Control and

1229



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 4] page 91 of 250

Logical Link Control and Adaptation Protocol Specification ea BIU et 0 0th®

8.3.2 Receiving peer

8.3.2.1 Receive sequence number ReqSeq

All I-frames and S-frames contain ReqSeq, the send Sequence number
(TxSeq) that the receiving peer requests in the next [-frame.

When an |-frame or an S-frame is transmitted, the value of ReqSeq shall be set
to the current value of the receive state variable ExpectedTxSeq or the buffer
state variable BufferSeq. The value of RegSeq shall indicate that the data link
layer entity transmitting the ReqSeq has correctly received all |-frames num-
bered up to and including ReqSeq - 1.

Note: The option to set ReqSeq to BufferSeq instead of ExpectedTxSeq allows
the receiver to impose flow control for buffer management or other purposes. In
this situation, if BufferSeq<>ExpectedTxSeq, the receiver should also set the
retransmission disable bit to 1 to prevent unnecessary retransmissions.

8.3.2.2 Receive state variable. ExpectedTxSeq

Each channel shall have a receive state variable (ExpectedTxSeq). The
receive state variable is the sequence number (TxSeq) of the next in-sequence
I-frame expected.

The value of the receive state variable shall be the last in-sequence, valid |-
frame received.

8.3.2.3 Buffer state variable BufferSeq

Each channel may have an associated BufferSeq. BufferSeq is used to delay
acknowledgement of frames until they have been pulled by the upper layers,
thus preventing buffer overflow. BufferSeq and ExpectedTxSeq are equal when
there is no extra segmentation performed and frames are pushed to the upper
layer immediately on reception. When buffer space is scarce, for example
when frames reside in the buffer for a period, the receiver may choose to set
ReqSeq to BufferSeq instead of ExpectedTxSeq, incrementing BufferSeq as
buffer space is released. The windowing mechanism will ensure that transmis-
sion is halted when ExpectedTxSeq - BufferSeq is equal to TxWindow.

Note: Owing to the variable size of |-frames, updates of BufferSeq may be
based on changes in available buffer space instead of delivery of |-frame con-
tents.

I-Frames shall have sequence numbers in the range ExpectedTxSeq < TxSeq
< (BufferSeq + TxWindow).
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On receipt of an I-frame with TxSeq equal to ExpectedTxSeq, ExpectedTxSeq
shall be incremented by 1 regardless of how many I-frames with TxSeq greater
than ExpectedTxSeq were previously received.

BufferSeq e — .
ExpectedTxSeq + lllegal TxSeq
_ | values ;
| TxWindow | Eman et :
| '
F1|F2 F7| F8| F9|

Received but not
yet pulled by
reassembly function

Received and
pulled by
reassembly function

Figure 8.2: Example of the receiver side

Figure 8.2 on page 92 shows TxWindow=5. F1 is successfully received and
pulled by the upper layer. BufferSeq shows that F2 is the next |-frame to be
pulled, and ExpectedTxSeq points to the next I-frame expected from the peer.
An I-frame with TxSeq equal to 5 has been received thus triggering an REJ
exception. The star indicates |-frames received but discarded owing to the REJ
exception. They will be resent as part of the error recovery procedure.

In Figure 8.2 on page 92 there are several |-frames in a buffer awaiting the
SDU reassembly function to pull them and the TxWindow is full. The receiver
would usually disable retransmission by setting the Retransmission Disable Bit
to 1 and send an RR back to the sending side. This tells the transmitting peer
that there is no point in performing retransmissions. Both sides will send S-
frames to make sure the peer entity knows the current value of the Retransmis-
sion Disable Bit.
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8.4 RETRANSMISSION MODE

8.4.1 Transmitting frames

A new I-frame shall only be transmitted when the TxWindow is not full. No |-
frames shall be transmitted if the last RetransmissionDisableBit (R) received is
set to one.

A previously transmitted [-frame may be retransmitted as a result of an error
recovery procedure, even if the TxWindow is full. When an I-frame is retrans-
mitted it shall always be sent with the same TxSeq value used in its initial
transmission.

The state of the RetransmissionDisableBit (R) is stored and used along with
the state of the RetransmissionTimer to decide the actions when transmitting I-
frames. The RetransmissionTimer is running whenever |-frames have been
sent but not acknowledged.

8.4.1.1 Lastreceived R was set to zero

If the last R received was set to zero, then I-frames may be transmitted. If
there are any I-frames which have been sent and not acknowledged then they
shall be retransmitted when the RetransmissionTimer elapses. If the retrans-
mission timer has not elapsed then a retransmission shall not be sent and only
new |-frames may be sent.

a) If unacknowledged I-frames have been sent and the
RetransmissionTimer has elapsed then an unacknowledged I-
frame shall be retransmitted. The RetransmissionTimer shall be
restarted.

b) If unacknowledged I-frames have been sent, the Retransmission
timer has not elapsed then a new I|-frame shall be sent if one is
waiting and no timer action shall be taken.

c) If no unacknowledged I-frames have been sent, and a new I-frame
is waiting, then the new I-frame shall be sent, the
RetransmissionTimer shall be started and if the MonitorTimer is
running, it shall be stopped.

d) If no unacknowledged I-frames have been sent and no new I-
frames are waiting to be transmitted, and the
RetransmissionTimer is running, then the retransmission timer
shall be stopped and the monitor timer shall be started.

Procedures for Flow Control and Retransmission 4 November 2004 93

1232



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 4] page 94 of 250

Logical Link Control and Adaptation Protocol Specification 8 Bill eto Othw

The table below summarizes actions when the RetransmissionTimer is in use
and R=0.

Unacknowledged
= Retrans- . .
I-frames sent = .. . New I-frames | Transmit Timer
. mission Timer L = =
Retransmission are waiting Action Action
- . - has elapsed
Timer is running
Retransmit un- | Restart
True True True or False | acknowledged Retransmission
I-frame Timer
True False True Transmit new No timer action
I-frame
True False False No_transmlt No_Tlmer
action action
Transmit new Restart
False False True Retransmis-
I-frame ; :
sion Timer
If MonitorTimer
No Transmit is not running
False False False :
action then restart
MonitorTimer

Table 8.1: Summary of aclions when the RetransmissionTimer is in use and R=0.

If the RetransmissionTimer is not in use, no unacknowledged I-frames have
been sent and no new I-frames are waiting to be transmitted

a) If the MonitorTimer is running and has not elapsed then no
transmit action shall be taken and no timer action shall be taken.

b) If the MonitorTimer has elapsed then an S-frame shall be sent and
the MonitorTimer shall be restarted.

If any |-frames become available for transmission then the MonitorTimer shall
be stopped, the RetransmissionTimer shall be started and the rules for when
the RetransmissionTimer is in use shall be applied.

When an |-frame is sent ReqSeq shall be set to ExpectedTxSeq, TxSeq shall
be set to NextTxSeq and NextTxSeq shall be incremented by one.
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84.1.2 Lastreceived R was set to one

If the last R received was set to one, then I-frames shall not be transmitted.
The only frames which may be sent are S-frames. An S-frame shall be sent
according to the rules below:

a) If the MonitorTimer is running and has not elapsed then no
transmit action shall be taken and no timer action shall be taken.

b) If the MonitorTimer has elapsed then an S-frame shall be sent and
the MonitorTimer shall be restarted.

8.4.2 Receiving I-frames

Upon receipt of a valid I-frame with TxSeq equal to ExpectedTxSeq, the frame
shall be accepted for the SDU reassembly function. ExpectedTxSeq is used by
the reassembly function.

The first valid |-frame received after an REJ was sent, with a TxSeq of the
received |-frame equal to ReqSeq of the REJ, shall clear the REJ Exception
condition.

The ReqSeq shall be processed according to Section 8.4.6 on page 97.

If a valid I-frame with TxSeq = ExpectedTxSeq is received then an exception
condition shall be triggered which is handled according to Section 8.4.7 on
page 97.

8.4.3 |-frames pulled by the SDU reassembly function

When the L2CAP layer has removed one or more |-frames from the buffer,
BufferSeq may be incremented in accordance with the amount of buffer space
released. If BufferSeq is incremented, an acknowledgement shall be sent to
the peer entity.

Note: Since the primary purpose of BufferSeq is to prevent buffer overflow, an
implementation may choose to set BufferSeq in accordance with how many
new incoming I-frames could be stored rather than how many have been
removed.

The acknowledgement may either be an RR or an |-frame. The acknowledge-
ment shall be sent to the peer L2CAP entity with ReqSeq equal to BufferSeq.
When there are no |-frames buffered for pulling ExpectedTxSeq is equal to
BufferSeq.

If the MonitorTimer is active then it shall be restarted to indicate that a signal
has been sent to the peer L2CAP entity.
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8.4.4 Sending and receiving acknowledgements

Either the MonitorTimer or the RetransmissionTimer shall be active while in
Retransmission Mode. Both timers shall not be active concurrently.

8.4.4.1 Sending acknowledgements

Whenever an L2CAP entity transmits an I-frame or an S-frame, ReqSeq shall
be set to ExpectedTxSeq or BufferSeq.

84 4 2 Receiving acknowledgements

On receipt of a valid S-frame or I-frame, the ReqSeq contained in the frame
shall acknowledge previously transmitted |-frames. ReqSeq acknowledges I-
frames with a TxSeq up to and including ReqSeq — 1.

The following rules shall be applied:

1. If the RetransmissionDisableBit changed value from 0 to 1 (stop retransmis-
sions) then the receiving entity shall

a) If the RetransmissionTimer is running then stop it and start the
MonitorTimer.

b) Store the state of the RetransmissionDisableBit received.

2. If the RetransmissionDisableBit changed value from 1 to 0 (start retransmis-
sions) then the receiving entity shall

a) Store the state of the RetransmissionDisableBit received.

b) If there are any |-frames that have been sent but not
acknowledged, then stop the MonitorTimer and start the
RetransmissionTimer.

c) Any buffered I-frames shall be transmitted according to Section
8.4.1 on page 93.

3. If any unacknowledged I-frames were acknowledged by the ReqSeq con-
tained in the frame, and the RetransmissionDisableBit equals 1 (retransmis-
sions stopped), then the receiving entity shall

a) Follow the rules in Section 8.4.1 on page 93.

4. If any unacknowledged |-frames were acknowledged by the ReqSeq con-
tained in the frame and the RetransmissionDisableBit equals 0 (retransmis-
sions started) then the receiving entity shall

a) If the RetransmissionTimer is running, then stop it.

b) If any unacknowledged I-frames have been sent then the
RetransmissionTimer shall be restarted.
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c) Follow the rules in Section 8.4.1 on page 93.

d) If the RetransmissionTimer is not running and the MonitorTimer is
not running, then start the MonitorTimer.

On receipt of a valid S-frame or |-frame the ReqSeq contained in the frame
shall acknowledge previously transmitted |-frames. ExpectedAckSeq shall be
set to RegSeq to indicate that the |-frames with TxSeq up to and including
(RegSeq - 1) have been acknowledged.

8.4.5 Receiving REJ frames

Upon receipt of a valid REJ frame, where ReqSeq identifies an I-frame not yet
acknowledged, the ReqSeq acknowledges I-frames with TxSeq up to and
including ReqSeq - 1. Therefore the REJ acknowledges all I-frames before the
I-frame it is rejecting.

ExpectedAckSeq shall be set equal to ReqSeq to mark I-frames up to and
including RegSeq - 1 as received.

NextTXSeq shall be set to ReqSeq to cause transmissions of I-frames to
resume from the point where TxSeq equals ReqSeq.

If ReqSeq equals ExpectedAckSeq then the REJ frame shall be ignored.

8.4.6 Waiting acknowledgements

A counter, TransmitCounter, counts the number of times an L2CAP PDU has
been transmitted. This shall be set to 1 after the first transmission. If the
RetransmissionTimer expires the following actions shall be taken:

1. If the TransmitCounter is less than MaxTransmit then:
a) Increment the TransmitCounter

b) Retransmit the last unacknowledged |-frame, according to Section
8.4.1 on page 93.

2. If the TransmitCounter is equal to MaxTransmit this channel to the peer
entity shall be assumed lost. The channel shall move to the CLOSED state
and appropriate action shall be taken to report this to the upper layers.

8.4.7 Exception conditions

Exception conditions may occur as the result of physical layer errors or L2CAP
procedural errors. The error recovery procedures which are available following
the detection of an exception condition at the L2CAP layer in Retransmission
Mode are defined in this section.

8.4.7.1 _TxSeq Sequence error

A TxSeq sequence error exception condition occurs in the receiver when a
valid I-frame is received which contains a TxSeq value which is not equal to the
expected value, thus TxSeq is not equal to ExpectedTxSeq.
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The TxSeq sequence error may be due to three different causes:
» Duplicated I-frame

The duplicated I-frame is identified by a TxSeq in the range BufferSeq to
ExpectedTxSeq — 1 (BufferSeq <TxSeq<ExpectedTxSeq). The ReqSeq and
RetransmissionDisableBit shall be processed according to Section 8.4.4 on
page 96. The Information field shall be discarded since it has already been
received.

* Qut-of-sequence I-frame

The out-of-sequence I-frame is identified by a TxSeq within the legal range.
The RegSeq and RetransmissionDisableBit shall be processed according to
Section 8.4.4 on page 96.

A REJ exception is triggered, and an REJ frame with ReqSeq equal to
ExpectedTxSeq shall be sent to initiate recovery. The received I-frame shall
be discarded.

* Invalid TxSeq

An invalid TxSeq value is a value that does not meet either of the above
conditions. An I-frame with an invalid TxSeq is likely to have errors in the
control field and shall be silently discarded.

8.4.7.2 ReqSeq Sequence error

An ReqSeq sequence error exception condition occurs in the transmitter when
a valid S-frame or I-frame is received which contains an invalid ReqSeq value.
An invalid RegSeq is one that is not in the range ExpectedAckSeq < ReqSeq <
NextTxSeq.

The L2CAP entity shall close the channel as a consequence of an ReqSeq
Sequence error.

8.4.7.3 Timer recovery error

If an L2CAP entity fails to receive an acknowledgement for the last I-frame
sent, then it will not detect an out-of-sequence exception condition and there-
fore will not transmit an REJ frame.

The L2CAP entity that transmitted an unacknowledged I-frame shall, on the
expiry of the RetransmissionTimer, take appropriate recovery action as defined
in Section 8.4.6 on page 97.

84.7.4 Invalid frame

Any frame received which is invalid (as defined in Section 3.3.6 on page 40)
shall be discarded, and no action shall be taken as a result of that frame.
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8.5 FLOW CONTROL MODE

When a link is configured to work in flow control mode, the flow control opera-
tion is similar to the procedures in retransmission mode, but all operations
dealing with CRC errors in received packets are not used. Therefore

* REJ frames shall not be used in Flow Control Mode.

* The RetransmissionDisableBit shall always be set to zero in the transmitter,
and shall be ignored in the receiver.

The behavior of flow control mode is specified in this section.

Assuming that the TxWindow size is equal to the buffer space available in the
receiver (counted in number of I-frames), in flow control mode the number of
unacknowledged frames in the transmitter window is always less than or equal
to the number of frames for which space is available in the receiver. Note that a
missing frame still occupies a place in the window.

Missin ExpectedTxSeq

(lost org ButferSeq ewe :
corrupted) i lllegal TxSeq :
- i values ;
hame | TxWindow | : |

e : :
1. 2 3.“ 4 5. 8_9
Received and - I;t?aoeived but not
pulled by yet pulled by
reassembly function reassembly function

Figure 8.3: Overview of the receiver side when operating in flow control mode

8.5.1 Transmitting I-frames
A new |-frame shall only be transmitted when the TxWindow is not full.

Upon transmission of the I-frame the following actions shall be performed:

+ |f no unacknowledged I-frames have been sent then the MonitorTimer shall
be stopped and the RetransmissionTimer shall be started.

+ If any I-frames have been sent and not acknowledged then the Retransmis-
sionTimer remains active and no timer operation is performed.

The control field parameter ReqSeq shall be set to ExpectedTxSeq, TxSeq
shall be set to NextTXSeq and NextTXSeq shall be incremented by one.
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8.5.2 Receiving I-frames

Upon receipt of a valid I-frame with TxSeq equal to ExpectedTxSeq, the frame
shall be made available to the reassembly function. ExpectedTxSeq shall be
incremented by one. An acknowledgement shall not be sent until the SDU
reassembly function has pulled the I-frame.

Upon receipt of a valid I-frame with an out-of-sequence TxSeq (see Section
8.5.6 on page 101) all frames with a sequence number less than TxSeq shall
be assumed lost and marked as missing. The missing I-frames are in the range
from ExpectedTxSeq (the frame that the device was expecting to receive) up to
TxSeg-1, (the frame that the device actually received). ExpectedTxSeq shall
be set to TxSeq +1. The received I-frame shall be made available for pulling by
the reassembly function. The acknowledgement shall not occur until the SDU
reassembly function has pulled the I-frame. The ReqSeq shall be processed
according to Section 8.5.4 on page 100.

8.5.3 I-frames pulled by the SDU reassembly function

When the L2CAP layer has removed one or more |-frames from the buffer,
BufferSeq may be incremented in accordance with the amount of buffer space
released. If BufferSeq is incremented, an acknowledgement shall be sent to
the peer entity. If the MonitorTimer is active then it shall be restarted to indicate
that a signal has been sent to the peer L2CAP entity.

Note: Since the primary purpose of BufferSeq is to prevent buffer overflow, an
implementation may choose to set BufferSeq in accordance with how many
new incoming |-frames could be stored rather than how many have been
removed.

The acknowledgement may be an RR or an I-frame. The acknowledgement

shall be sent to the peer L2CAP entity with ReqSeq equal to BufferSeq. When
there is no |-frame buffered for pulling, ExpectedTxSeq is equal to BufferSeq.

8.5.4 Sending and receiving acknowledgements

One of the timers MonitorTimer or RetransmissionTimer shall always be active
while in Flow Control mode. Both timers shall never be active concurrently.

8.5.4.1 Sending acknowledgements

Whenever a data link layer entity transmits an I-frame or a S-frame, ReqSeq
shall be set to ExpectedTxSeq or BufferSeq.

8.5.4.2 Receiving acknowledgements

On receipt of a valid S-frame or |-frame the ReqSeq contained in the frame
shall be used to acknowledge previously transmitted I-frames. ReqSeq
acknowledges |-frames with a TxSeq up to and including ReqSeq — 1.
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1. If any outstanding |-frames were acknowledged then
a) Stop the RetransmissionTimer

b) If there are still unacknowledged |-frames then restart the
RetransmissionTimer, otherwise start the MonitorTimer.

¢) Transmit any |-frames awaiting transmission according to Section
8.5.1 on page 99.

ExpectedAckSeq shall be set to RegSeq to indicate that the I-frames with
TxSeq up to and including ExpectedAckSeq have been acknowledged.

8.5.5 Waiting acknowledgements

If the RetransmissionTimer expires the following actions shall be taken:
The I-frame supervised by the RetransmissionTimer shall be considered lost,
and ExpectedAckSeq shall be incremented by one.

1. If I-frames are waiting to be sent
a) The RetransmissionTimer is restarted

b) I-frames awaiting transmission are transmitted according to
Section 8.5.1 on page 99.

2. If there are no |-frames waiting to be sent

a) If there are still unacknowledged I-frames the RetransmissionTimer
is restarted, otherwise the MonitorTimer is started.

8.5.6 Exception conditions

Exception conditions may occur as the result of physical layer errors or L2CAP
procedural errors. The error recovery procedures which are available following
the detection of an exception condition at the L2CAP layer in flowcontrol only
mode are defined in this section.

8.5.6.1 TxSeq Sequence error

A TxSeq sequence error exception condition occurs in the receiver when a
valid |-frame is received which contains a TxSeq value which is not equal to the
expected value, thus TxSeq is not equal to ExpectedTxSeq.

The TxSeq sequence error may be due to three different causes:
« Duplicated I-frame

The duplicated I-frame is identified by a TxSeq in the range BufferSeq to
ExpectedTxSeq — 1. The ReqSeq shall be processed according to Section
8.5.4 on page 100. The Information field shall be discarded since it has
already been received.
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» Qut-of-sequence I-frame

The out-of-sequence |-frame is identified by a TxSeq within the legal range
ExpectedTxSeq < TxSeq < (BufferSeq + TxWindow). The ReqSeq shall be
processed according to Section 8.5.4 on page 100.

The missing |-frame(s) are considered lost and ExpectedTXSeq is set equal
to TxSeq+1 as specified in Section 8.5.2 on page 100. The missing |-
frame(s) are reported as lost to the SDU reassembly function.

* Invalid TxSeq

An invalid TxSeq value is a value that does not meet either of the above
conditions and TxSeq is not equal to ExpectedTxSeq. An I-frame with an
invalid TxSeq is likely to have errors in the control field and shall be silently
discarded.

8.5.6.2 ReqSeq Sequence error

An RegSeq sequence error exception condition occurs in the transmitter when
a valid S-frame or I-frame is received which contains an invalid ReqSeq value.
An invalid RegSeq is one that is not in the range ExpectedAckSeq < ReqSeq <
NextTXSeq.

The L2CAP entity shall close the channel as a consequence of an ReqSeq
Sequence error.

8.5.6.3 Timer recovery error

An L2CAP entity that fails to receive an acknowledgement for an |-frame shall,
on the expiry of the RetransmissionTimer, take appropriate recovery action as
defined in Section 8.5.5 on page 101.

8.5.6.4 Invalid frame

Any frame received that is invalid (as defined in Section 3.3.6 on page 40) shall
be discarded, and no action shall be taken as a result of that frame, unless the
receiving L2CAP entity is configured to deliver erroneous frames to the layer
above L2CAP. In that case, the data contained in invalid frames may also be
added to the receive buffer and made available for pulling from the SDU reas-
sembly function.
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APPENDIX A: CONFIGURATION MSCs

The examples in this appendix describe a sample of the multiple possible con-
figuration scenarios that might occur.

Figure | illustrates the basic configuration process. In this example, the devices
exchange MTU information. All other values are assumed to be default.

Device A Device B

L2CA L2CA
LP LP

L2CA_ConfigReq -

Option=0x01 I YR
= _ConfigReq ———— )
[MTU=0x00000100] |~ L2CA_Configind

L2CA_ConfigRsp

’___'___)_._._--—4—'_" Result=Success
L2CA_ConfigCfm «—% | L2cAP_ConfigRsp
L2CA_ConfigReq
________._»—-—'—_——'_'_. Option=0x01
L2CA Confighhd «—% | L20AP_ConfigReq [MTU=0x00000200]

L2CA_ConfigRsp
Result=Success H“—"q

_‘_-_—_‘_‘_‘—‘——_
L2GAP_ConfigRsp "1™~ __ | 5CA_ConfigCfm

TIME

Figure |- Basic MTU exchange

Figure Il on page 108 illustrates how two devices interoperate even though one
device supports more options than the other does. Device A is an upgraded
version. It uses a hypothetically defined option type 0x20 for link-level security.
Device B rejects the command using the Configuration Response packet with
result 'unknown parameter’ informing Device A that option 0x20 is not under-
stood. Device A then resends the request omitting option 0x20. Device B
notices that it does not need to such a large MTU and accepts the request but
includes in the response the MTU option informing Device A that Device B will
not send an L2CAP packet with a payload larger than 0x80 octets over this
channel. On receipt of the response, Device A could reduce the buffer allo-
cated to hold incoming traffic.
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Device A Device B
L2CA L2CA
LP LP
L2CA_ConfigReq
N Tl
Option=0x01 \L\
= E—
5":,}‘;”55‘333"“‘”“] L2CAP_ConfigReq [ L2CA_Configind

Data=0xFA12D823
[Data=0x| ) L2CA_ConfigRsp

__._._)_______)_.—-—-—‘_" Result=Unknown option
Option=0x20
L2CA_ConfigCfm a—| < | L2CAP_ConfigRsp EPEES
L2CA_ConfigReq
= T
Oplion=0x01 [ ____|]
[MTU=0x00000100] L2CAP_ConfigReq ﬂ“‘"‘m L2CA_Configind
L2CA_ConfigRsp
// Result=Success
MTU=0x00000080
L2CA_ConfigCfm «— % | L2CAP_ConfigRsp : ]
L2CA_ConfigReq
| Option=0x01
L2CA Configind «— % | L2CAP_ConfigReq IMTU=0x00000200]
L2CA_ConfigRsp
Result=Success \\\
L2CAP_ConfigRsp | |~ L2CA_ConfigCfm

\ \J
TIME

Figure II: Dealing with Unknown Options

Figure Il on page 109 illustrates an unsuccessful configuration request. There
are two problems described by this example. The first problem is that the con-
figuration request is placed in an L2CAP packet that cannot be accepted by the
remote device, due to its size. The remote device informs the sender of this
problem using the Command Reject message. Device A then resends the con-
figuration options using two smaller L2ZCAP_ConfigReq messages.

The second problem is an attempt to configure a channel with an invalid CID.
For example device B may not have an open connection on that CID
(0x01234567 in this example case).
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Device A
L2CA

L2CA_ConfigReq —

L2CA_ConfigCfmNeg «—|

LP LP

\

L2CAP_ConfigReq
1D=0x1234
DCID=0x01234567,
Option=0x01
[MTU=0x00000100:
Option=0x20
[Data=BIG]

—__

L2CAP_CmdReject
ID=0x1234
Reason=0x0001
(MTU exceeded)
Data=0x80

|

L2CAP_ConfigReq
ID=0x1235
DCID=0x01234567]
Option=0x01
[MTU=0x0000010
C flag setto 1

L2CAP_CmdReject
1ID=0x1235
Reason=0x0002
(Invalid CID)

><ﬁ

Device B

L2CA

L2CAP_ConfigReq

ID=0x1236
DCID=0x01234567
Option=0x20

I [Data=BIG]

L2CAP_CmdReject
ID=0x1236
Reason=0x0002

Y (Invalid CID) Y

TIME

Figure IlI: Unsuccessful Configuration Request
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1 INTRODUCTION

1.1 GENERAL DESCRIPTION

The service discovery protocol (SDP) provides a means for applications to dis-
cover which services are available and to determine the characteristics of
those available services.

1.2 MOTIVATION

Service Discovery in the Bluetooth environment, where the set of services that
are available changes dynamically based on the RF proximity of devices in
motion, is qualitatively different from service discovery in traditional network-
based environments. The service discovery protocol defined in this specifica-
tion is intended to address the unique characteristics of the Bluetooth environ-
ment. See Section , “Appendix A — Background Information,” on page 157, for
further information on this topic.

1.3 REQUIREMENTS

The following capabilities have been identified as requirements for version 1.0
of the Service Discovery Protocol.

1. SDP shall provide the ability for clients to search for needed services based
on specific attributes of those services.

2. SDP shall permit services to be discovered based on the class of service.

3. SDP shall enable browsing of services without a priori knowledge of the spe-
cific characteristics of those services.

4. SDP shall provide the means for the discovery of new services that become
available when devices enter RF proximity with a client device as well as
when a new service is made available on a device that is in RF proximity
with the client device.

5. SDP shall provide a mechanism for determining when a service becomes
unavailable when devices leave RF proximity with a client device as well as
when a service is made unavailable on a device that is in RF proximity with
the client device.

6. SDP shall provide for services, classes of services, and attributes of ser-
vices to be uniquely identified.

7. SDP shall allow a client on one device to discover a service on another
device without consulting a third device.

8. SDP should be suitable for use on devices of limited complexity.

9. SDP shall provide a mechanism to incrementally discover information about
the services provided by a device. This is intended to minimize the quantity
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of data that must be exchanged in order to determine that a particular ser-
vice is not needed by a client.

10.SDP should support the caching of service discovery information by inter-
mediary agents to improve the speed or efficiency of the discovery process.

11.SDP should be transport independent.
12.SDP shall function while using L2CAP as its transport protocol.

13.SDP shall permit the discovery and use of services that provide access to
other service discovery protocols.

14.SDP shall support the creation and definition of new services without requir-
ing registration with a central authority.

1.4 NON-REQUIREMENTS AND DEFERRED REQUIREMENTS

The Bluetooth SIG recognizes that the following capabilities are related to ser-
vice discovery. These items are not addressed in SDP version 1.0. However,
some may be addressed in future revisions of the specification.

1. SDP 1.0 does not provide access to services. It only provides access to
information about services.

. SDP 1.0 does not provide brokering of services.
. SDP 1.0 does not provide for negotiation of service parameters.
. SDP 1.0 does not provide for billing of service use.

o A ODN

. SDP 1.0 does not provide the means for a client to control or change the
operation of a service.

6. SDP 1.0 does not provide an event notification when services, or information
about services, become unavailable.

7. SDP 1.0 does not provide an event naotification when attributes of services
are modified.

8. This specification does not define an application programming interface for
SDP.

9. SDP 1.0 does not provide support for service agent functions such as ser-
vice aggregation or service registration.

1.5 CONVENTIONS
1.5.1 Bit And Byte Ordering Conventions

When multiple bit fields are contained in a single byte and represented in a
drawing in this specification, the more significant (high-order) bits are shown
toward the left and less significant (low-order) bits toward the right.

Multiple-byte fields are drawn with the more significant bytes toward the left
and the less significant bytes toward the right. Multiple-byte fields are trans-
ferred in network byte order. See section 4.1 on page 131.
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2 OVERVIEW

2.1 SDP CLIENT-SERVER INTERACTION

Client Server
Application Application
SDP requests
SDP SDP
Client SDP responses Server

€

Figure 2.1:

The service discovery mechanism provides the means for client applications to
discover the existence of services provided by server applications as well as
the attributes of those services. The attributes of a service include the type or
class of service offered and the mechanism or protocol information needed to
utilize the service.

As far as the Service Discovery Protocol (SDP) is concerned, the configuration
shown in may be simplified to that shown in Figure 2.1 may be simplified to
that shown in Figure 2.2.

SDP requests
SDP »  spp

Client SDP responses Server

Figure 2.2:
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SDP involves communication between an SDP server and an SDP client. The
server maintains a list of service records that describe the characteristics of
services associated with the server. Each service record contains information
about a single service. A client may retrieve information from a service record
maintained by the SDP server by issuing an SDP request.

If the client, or an application associated with the client, decides to use a ser-
vice, it must open a separate connection to the service provider in order to uti-
lize the service. SDP provides a mechanism for discovering services and their
attributes (including associated service access protocols), but it does not pro-
vide a mechanism for utilizing those services (such as delivering the service
access protocols).

There is a maximum of one SDP server per Bluetooth device. (If a Bluetooth
device acts only as a client, it needs no SDP server.) A single Bluetooth device
may function both as an SDP server and as an SDP client. If multiple applica-
tions on a device provide services, an SDP server may act on behalf of those
service providers to handle requests for information about the services that
they provide.

Similarly, multiple client applications may utilize an SDP client to query servers
on behalf of the client applications.

The set of SDP servers that are available to an SDP client can change dynam-
ically based on the RF proximity of the servers to the client. When a server
becomes available, a potential client must be notified by a means other than
SDP so that the client can use SDP to query the server about its services. Sim-
ilarly, when a server leaves proximity or becomes unavailable for any reason,
there is no explicit notification via the service discovery protocol. However, the
client may use SDP to poll the server and may infer that the server is not avail-
able if it no longer responds to requests.

Additional information regarding application interaction with SDP is contained
in the Bluetooth Service Discovery Profile document.

2.2 SERVICE RECORD

A service is any entity that can provide information, perform an action, or con-
trol a resource on behalf of another entity. A service may be implemented as
software, hardware, or a combination of hardware and software.

All of the information about a service that is maintained by an SDP server is
contained within a single service record. The service record consists entirely of
a list of service attributes.
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Service Record
Service Attribute 1
Service Attribute 2
Service Attribute 3

Service Attribute N

Figure 2.3: Service Record

A service record handle is a 32-bit number that uniquely identifies each service
record within an SDP server. It is important to note that, in general, each han-
dle is unique only within each SDP server. If SDP server S1 and SDP server
S2 both contain identical service records (representing the same service), the
service record handles used to reference these identical service records are
completely independent. The handle used to reference the service on S1 will
be meaningless if presented to S2.

The service discovery protocol does not provide a mechanism for notifying cli-
ents when service records are added to or removed from an SDP server. While
an L2CAP (Logical Link Control and Adaptation Protocol) connection is estab-
lished to a server, a service record handle acquired from the server will remain
valid unless the service record it represents is removed. If a service is removed
from the server, further requests to the server (during the L2CAP connection in
which the service record handle was acquired) using the service’'s (now stale)
record handle will result in an error response indicating an invalid service
record handle. An SDP server must ensure that no service record handle val-
ues are re-used while an L2ZCAP connection remains established. Note that
service record handles are known to remain valid across successive L2CAP
connections while the ServiceDatabaseState attribute value remains
unchanged. See the ServiceRecordState and ServiceDatabaseState attributes
in section 5 on page 145.

There is one service record handle whose meaning is consistent across all
SDP servers. This service record handle has the value 0x00000000 and is a
handle to the service record that represents the SDP server itself. This service
record contains attributes for the SDP server and the protocol it supports. For
example, one of its attributes is the list of SDP protocol versions supported by
the server. Service record handle values 0x00000001-0x0000FFFF are
reserved.
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2.3 SERVICE ATTRIBUTE

Each service attribute describes a single characteristic of a service. Some
examples of service attributes are:

ServiceClassIDList |dentifies the type of service represented by a service record.
In other words, the list of classes of which the service is an
instance

ServicelD Uniquely identifies a specific instance of a service

ProtocolDescriptorList Specifies the protocol stack(s) that may be used to utilize a
service

ProviderName The textual name of the individual or organization that pro-
vides a service

lconURL Specifies a URL that refers to an icon image that may be
used to represent a service

ServiceName A text string containing a human-readable name for the ser-
vice

ServiceDescription A text string describing the service

See section 5.1 on page 145, for attribute definitions that are common to all
service records. Service providers can also define their own service attributes.

A service attribute consists of two components: an attribute ID and an attribute
value.

Service Attribute
Attribute ID

Attribute Value

Figure 2.4: Service Attribute

2.4 ATTRIBUTEID

An attribute ID is a 16-bit unsigned integer that distinguishes each service
attribute from other service attributes within a service record. The attribute ID
also identifies the semantics of the associated attribute value.

A service class definition specifies each of the attribute IDs for a service class
and assigns a meaning to the attribute value associated with each attribute ID.

For example, assume that service class C specifies that the attribute value
associated with attribute ID 12345 is a text string containing the date the ser-
vice was created. Assume further that service A is an instance of service class
C. If service A's service record contains a service attribute with an attribute ID
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of 12345, the attribute value must be a text string containing the date that ser-
vice A was created. However, services that are not instances of service class C
may assign a different meaning to attribute ID 12345.

All services belonging to a given service class assign the same meaning to
each particular attribute ID. See section 2.6 on page 121.

In the Service Discovery Protocol, an attribute ID is often represented as a data
element. See section 3 on page 127.

Type Size Index

1 Attribute ID
—5—r 3¢ 16 >

Figure 2.5:

2.5 ATTRIBUTE VALUE

The attribute value is a variable length field whose meaning is determined by
the attribute ID associated with it and by the service class of the service record
in which the attribute is contained. In the Service Discovery Protocol, an
attribute value is represented as a data element. (See section 3 on page 127.)
Generally, any type of data element is permitted as an attribute value, subject
to the constraints specified in the service class definition that assigns an
attribute ID to the attribute and assigns a meaning to the attribute value. See
section 5 on page 145, for attribute value examples.

2.6 SERVICE CLASS

Each service is an instance of a service class. The service class definition pro-
vides the definitions of all attributes contained in service records that represent
instances of that class. Each attribute definition specifies the numeric value of
the attribute ID, the intended use of the attribute value, and the format of the
attribute value. A service record contains attributes that are specific to a ser-
vice class as well as universal attributes that are common to all services.

Each service class is also assigned a unique identifier. This service class iden-
tifier is contained in the attribute value for the ServiceClassIDList attribute, and
is represented as a UUID (see section 2.7.1 on page 123). Since the format
and meanings of many attributes in a service record are dependent on the ser-
vice class of the service record, the ServiceClassIDList attribute is very impor-
tant. Its value should be examined or verified before any class-specific
attributes are used. Since all of the attributes in a service record must conform
to all of the service’s classes, the service class identifiers contained in the Ser-
viceClass|DList attribute are related. Typically, each service class is a subclass
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of another class whose identifier is contained in the list. A service subclass def-
inition differs from its superclass in that the subclass contains additional
attribute definitions that are specific to the subclass. The service class identifi-
ers in the ServiceClassIDList attribute are listed in order from the most specific
class to the most general class.

When a new service class is defined that is a subclass of an existing service
class, the new service class retains all of the attributes defined in its super-
class. Additional attributes will be defined that are specific to the new service
class. In other words, the mechanism for adding new attributes to some of the
instances of an existing service class is to create a new service class that is a
subclass of the existing service class.

2.6.1 A Printer Service Class Example

A color postscript printer with duplex capability might conform to 4 Service-
Class definitions and have a ServiceClassIDList with UUIDs (See section 2.7.1
on page 123.) representing the following ServiceClasses:

DuplexColorPostscriptPrinterServiceClassID,
ColorPostscriptPrinterServiceClassID,
PostscriptPrinterServiceClassID,
PrinterServiceClassID

Note that this example is only illustrative. This may not be a practical printer
class hierarchy.
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2.7 SEARCHING FOR SERVICES

Once an SDP client has a service record handle, it may easily request the val-
ues of specific attributes, but how does a client initially acquire a service record
handle for the desired service records? The Service Search transaction allows
a client to retrieve the service record handles for particular service records
based on the values of attributes contained within those service records.

The capability search for service records based on the values of arbitrary
attributes is not provided. Rather, the capability is provided to search only for

attributes whose values are Universally Unique Identifiers' (UUIDs). Important
attributes of services that can be used to search for a service are represented
as UUIDs.

2.7.1 UUID

A UUID is a universally unique identifier that is guaranteed to be unique across
all space and all time. UUIDs can be independently created in a distributed
fashion. No central registry of assigned UUIDs is required. A UUID is a 128-bit
value.

To reduce the burden of storing and transferring 128-bit UUID values, a range
of UUID values has been pre-allocated for assignment to often-used, regis-
tered purposes. The first UUID in this pre-allocated range is known as the
Bluetooth Base UUID and has the value 00000000-0000-1000-8000-
00805F9B34FB, from the Bluetooth Assigned Numbers document. UUID val-
ues in the pre-allocated range have aliases that are represented as 16-bit or
32-bit values. These aliases are often called 16-bit and 32-bit UUIDs, but it is
important to note that each actually represents a 128-bit UUID value.

The full 128-bit value of a 16-bit or 32-bit UUID may be computed by a simple
arithmetic operation.

128_bit_value = 16_bit_value * 2% + Bluetooth_Base_UUID

128_bit_value = 32_bit_value * 2%° + Bluetooth_Base_UUID

A 16-bit UUID may be converted to 32-bit UUID format by zero-extending the
16-bit value to 32-bits. An equivalent method is to add the 16-bit UUID value to
a zero-valued 32-bit UUID.

Note that two 16-bit UUIDs may be compared directly, as may two 32-bit
UUIDs or two 128-bit UUIDs. If two UUIDs of differing sizes are to be com-

1. The format of UUIDs is defined by the International Organization for Standardization in ISO/
IEC 11578:1996. “Information technology — Open Systems Interconnection — Remote Proce-
dure Call (RPC)"
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pared, the shorter UUID must be converted to the longer UUID format before
comparison.

2.7.2 Service Search Patterns

A service search pattern is a list of UUIDs used to locate matching service
records. A service search pattern is said to match a service record if each and
every UUID in the service search pattern is contained within any of the service
record’s attribute values. The UUIDs need not be contained within any specific
attributes or in any particular order within the service record. The service
search pattern matches if the UUIDs it contains constitute a subset of the
UUIDs in the service record’s attribute values. The only time a service search
pattern does not match a service record is if the service search pattern con-
tains at least one UUID that is not contained within the service record’s
attribute values. Note also that a valid service search pattern must contain at
least one UUID.

2.8 BROWSING FOR SERVICES

Normally, a client searches for services based on some desired characteris-
tic(s) (represented by a UUID) of the services. However, there are times when
it is desirable to discover which types of services are described by an SDP
server’s service records without any a priori information about the services.
This process of looking for any offered services is termed browsing. In SDP, the
mechanism for browsing for services is based on an attribute shared by all ser-
vice classes. This attribute is called the BrowseGroupList attribute. The value
of this attribute contains a list of UUIDs. Each UUID represents a browse group
with which a service may be associated for the purpose of browsing.

When a client desires to browse an SDP server’s services, it creates a service
search pattern containing the UUID that represents the root browse group. All
services that may be browsed at the top level are made members of the root
browse group by having the root browse group’s UUID as a value within the
BrowseGroupList attribute.

Normally, if an SDP server has relatively few services, all of its services will be
placed in the root browse group. However, the services offered by an SDP
server may be organized in a browse group hierarchy, by defining additional
browse groups below the root browse group. Each of these additional browse
groups is described by a service record with a service class of
BrowseGroupDescriptor.

A browse group descriptor service record defines a new browse group by
means of its Group ID attribute. In order for a service contained in one of these
newly defined browse groups to be browseable, the browse group descriptor
service record that defines the new browse group must in turn be browseable.
The hierarchy of browseable services that is provided by the use of browse
group descriptor service records allows the services contained in an SDP
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server to be incrementally browsed and is particularly useful when the SDP
server contains many service records.

Service Discovery Protocol (SDP)

2.8.1 Example Service Browsing Hierarchy

Here is a fictitious service browsing hierarchy that may illuminate the manner in
which browse group descriptors are used. Browse group descriptor service
records are identified with (G); other service records with (S).

| Public Browse Root |

| Entertainment (G) | | MNews (G) | | Reference (G) |
I—l—l [ I ]
‘ Games (G) | \ Movies (G) | |Dictionary2(8) ‘ |Encyclopedia>< (S) |

| Starcraft (S) | | ABug's Life (S) |

‘ Mew York Times (S) | ‘ Local Newspaper (3) | | London Times (3)
Figure 2.6:
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This table shows the services records and service attributes necessary to
implement the browse hierarchy.

Service Name

Service Class

Attribute Name

Attribute Value

Encyclopedia X

Encyclopedia Class ID

BrowseGroupList

Entertainment BrowseGroupDescriptor BrowseGroupList PublicBrowseRoot
GrouplD EntertainmentID

News BrowsegroupDescriptor BrowseGroupList PublicBrowseRoot
GrouplD NewsID

Reference BrowseGroupDescriptor BrowseGroupList PublicBrowseRoot
GrouplD ReferencelD

Games BrowseGroupDescriptor BrowseGroupList Entertainment|D
GroupID GamesID

Movies BrowseGroupDescriptor BrowseGroupList EntertainmentID
GrouplD MoviesIlD

Starcraft Video Game Class ID BrowseGroupList GamesID

A Bug's Life Movie Class ID BrowseGroupList MovielD

Dictionary Z Dictionary Class ID BrowseGroupList ReferencelD

ReferencelD

New York Times Newspaper ID BrowseGroupList NewspaperlD
London Times Newspaper ID BrowseGroupList Newspaper|D
Local Newspaper | Newspaper ID BrowseGroupList NewspaperlD

Table 2.1:
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3 DATA REPRESENTATION

Attribute values can contain information of various types with arbitrary com-
plexity; thus enabling an attribute list to be generally useful across a wide vari-
ety of service classes and environments.

SDP defines a simple mechanism to describe the data contained within an
attribute value. The primitive construct used is the data element.

3.1 DATA ELEMENT

A data element is a typed data representation. It consists of two fields: a
header field and a data field. The header field, in turn, is composed of two
parts: a type descriptor and a size descriptor. The data is a sequence of bytes
whose length is specified in the size descriptor (described in section 3.3 on
page 128) and whose meaning is (partially) specified by the type descriptor.

3.2 DATA ELEMENT TYPE DESCRIPTOR

A data element type is represented as a 5-bit type descriptor. The type descrip-
tor is contained in the most significant (high-order) 5 bits of the first byte of the
data element header. The following types have been defined.

Type Valid Size

Descriptor Descriptor

Value Values Type Description

0 0 Nil, the null type

1 0,1,2,3, 4 Unsignad Integer

2 0.1.234 Signed twos-complement integer

3 1,2, 4 UUID, a universally unique identifier

4 56,7 Text string

9 0 Boolean'

6 HNE AT Data element sequence, a data element whose data field
is a sequence of data elements

7 5.8.7 Data element alternative, data element whose data field is
a sequence of data elements from which one data ele-
ment is to be selected.

8 9,6, 7 URL, a uniform resource locator

9-31 Reserved

Table 3.1: Data Element Type.

1. False is represented by the value 0, and true is represented by the value 1. However,
to maximize interoperability, any non-zero value received must be accepted as repre-
senting true.
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3.3 DATA ELEMENT SIZE DESCRIPTOR

The data element size descriptor is represented as a 3-bit size index followed
by 0, 8, 16, or 32 bits. The size index is contained in the least significant (low-
order) 3 bits of the first byte of the data element header. The size index is
encoded as follows.

Size Additional

Index bits Data Size

0 0 1 byte. Exception: if the data element type is nil, the data size is 0
bytes.

1 0 2 bytes

2 0 4 bytes

3 0 8 bytes

4 0 16 bytes

5 8 The data size is contained in the additional 8 bits, which are inter-

preted as an unsigned integer.

6 16 The data size is contained in the additional 16 bits, which are
interpreted as an unsigned integer.

7 32 The data size is contained in the additional 32 bits, which are
interpreted as an unsigned integer.

Table 3.2:
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3.4 DATA ELEMENT EXAMPLES

Nil is represented as:

Type Size Index

0 0
«—5—3

A 16-bit signed integer is represented as:

Type Size Index

AV
| 2 [1 16-bit data value

—5—39¢ 16 >

The 3 character ASCII string "Hat" is represented as:

Type Size Index Size

N /

| 4 | 5 | 3 lHl Ial Itl
—5—3¢ 8 2 24 >

Figure 3.1:
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4 PROTOCOL DESCRIPTION

SDP is a simple protocol with minimal requirements on the underlying trans-
port. It can function over a reliable packet transport (or even unreliable, if the
client implements timeouts and repeats requests as necessary).

SDP uses a request/response model where each transaction consists of one
request protocol data unit (PDU) and one response PDU. In the case where
SDP is used with the Bluetooth L2CAP transport protocol, only one SDP
request PDU per connection to a given SDP server may be outstanding at a
given instant. In other words, a client must receive a response to each request
before issuing another request on the same L2CAP connection. Limiting SDP
to sending one unacknowledged request PDU provides a simple form of flow
control.

The protocol examples found in Appendix B — Example SDP Transactions,
may be helpful in understanding the protocol transactions.

4.1 TRANSFER BYTE ORDER

The service discovery protocol transfers multiple-byte fields in standard net-
work byte order (Big Endian), with more significant (high-order) bytes being
transferred before less-significant (low-order) bytes.

4.2 PROTOCOL DATA UNIT FORMAT

Every SDP PDU consists of a PDU header followed by PDU-specific parame-
ters. The header contains three fields: a PDU ID, a Transaction ID, and a
ParameterLength. Each of these header fields is described here. Parameters
may include a continuation state parameter, described below; PDU-specific
parameters for each PDU type are described later in separate PDU descrip-
tions.

PDU Format:

Header: | PDUID | Transaction ID | ParameterLength |
+1 byte2¢——2 bytes——r¢—2 bytes—>

Parameters:| Parameter 1 | Parameter2 |———-- | Parameter N
< ParameterLength bytes >
Figure 4.1:
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