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PDU ID: Size: 1 Byte
Value Parameter Description
N The PDU ID field identifies the type of PDU. |.e. its meaning and the
specific parameters.
0x00 Reserved
0x01 SDP_ErrorResponse
0x02 SDP_ServiceSearchRequest
0x03 SDP_ServiceSearchResponse
0x04 SDP_ServiceAttributeRequest
0x05 SDP_ServiceAttributeResponse
0x06 SDP_ServiceSearchAttributeRequest
0x07 SDP_ServiceSearchAttributeResponse
0x07-0xFF Reserved
TransactionID: Size: 2 Bytes
Value Parameter Description
N The TransactionlD field uniquely identifies request PDUs and is used to
match response PDUs to request PDUs. The SDP client can choose
any value for a request’s TransactionID provided that it is different from
all outstanding requests. The TransactionID value in response PDUs is
required to be the same as the request that is being responded to.
Range: 0x0000 — OxFFFF
ParameterLength: Size: 2 Bytes
Value Parameter Description
N The ParameterLength field specifies the length (in bytes) of all parame-
ters contained in the PDU.
Range: 0x0000 — OxFFFF
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4.3 PARTIAL RESPONSES AND CONTINUATION STATE

Some SDP requests may require responses that are larger than can fit in a sin-
gle response PDU. In this case, the SDP server will generate a partial
response along with a continuation state parameter. The continuation state
parameter can be supplied by the client in a subsequent request to retrieve the
next portion of the complete response. The continuation state parameter is a
variable length field whose first byte contains the number of additional bytes of
continuation information in the field. The format of the continuation information
is not standardized among SDP servers. Each continuation state parameter is
meaningful only to the SDP server that generated it.

| InfoLength | Continuation Information
«—1 byte—«——InfoLength bytess——

Figure 4.2: Continuation State Format

After a client receives a partial response and the accompanying continuation
state parameter, it can re-issue the original request (with a new transaction ID)
and include the continuation state in the new request indicating to the server
that the remainder of the original response is desired. The maximum allowable
value of the InfoLength field is 16 (0x10).

Note that an SDP server can split a response at any arbitrary boundary when it
generates a partial response. The SDP server may select the boundary based
on the contents of the reply, but is not required to do so.

4.4 ERROR HANDLING

Each transaction consists of a request and a response PDU. Generally, each

type of request PDU has a corresponding type of response PDU. However, if

the server determines that a request is improperly formatted or for any reason
the server cannot respond with the appropriate PDU type, it will respond with

an SDP_ErrorResponse PDU.

Any Request
Client Server
SDP_ErrorResponse
Figure 4.3:
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4.4.1 SDP_ErrorResponse PDU

PDU Type PDU ID Parameters
SDP_ErrorResponse 0x01 ErrorCode,
Errorinfo

Description:

The SDP server generates this PDU type in response to an improperly format-
ted request PDU or when the SDP server, for whatever reason, cannot gener-
ate an appropriate response PDU.

PDU Parameters:

ErrorCode: Size: 2 Bytes
Value Parameter Description
N The ErrorCode identifies the reason that an SDP_ErrorResponse PDU
was generated.
0x0000 Reserved
0x0001 Invalid/unsupported SDP version
0x0002 Invalid Service Record Handle
0x0003 Invalid reguest syntax
0x0004 Invalid PDU Size
0x0005 Invalid Continuation State
0x0006 Insufficient Resources to satisfy Request

0x0007-0xFFFF

Reserved

Errorinfo:

Size: N Bytes

Value

Parameter Description

Error-specific

Errorinfo is an ErrorCode-specific parameter. Its interpretation depends
on the ErrorCode parameter. The currently defined ErrorCode values do
not specify the format of an Errorinfo field.

134
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4.5 SERVICESEARCH TRANSACTION
SDP_ServiceSearchReque
>
Server

Client

SDP_ServiceSearchRespon

Figure 4.4:

4.5.1 SDP_ServiceSearchRequest PDU

PDU Type PDU ID Parameters
SDP_ServiceSearchRequest 0x02 ServiceSearchPattern,
MaximumServiceRecordCount,
ContinuationState
Description:

The SDP client generates an SDP_ServiceSearchRequest to locate service
records that match the service search pattern given as the first parameter of
the PDU. Upon receipt of this request, the SDP server will examine its service
record data base and return an SDP_ServiceSearchResponse containing the
service record handles of service records that match the given service search

pattern.

Note that no mechanism is provided to request information for all service
records. However, see section 2.8 on page 124 for a description of a mecha-
nism that permits browsing for non-specific services without a priori knowledge

of the services.

PDU Parameters:

ServiceSearchPattern:

Size: Varies

Value

Parameter Description

Data Element
Sequence

The ServiceSearchPattern is a data element sequence where each ele-
ment in the sequence is a UUID. The sequence must contain at least

one UUID. The maximum number of UUIDs in the sequence is 12", The
list of UUIDs constitutes a service search pattern.

1. The value of 12 has been selected as a compromise between the scope of a service
search and the size of a search request PDU. It is not expected that more than 12
UUIDs will be useful in a service search pattern.

Protocol Description
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MaximumServiceRecordCount: Size: 2 Bytes
Value Parameter Description
N MaximumServiceRecordCount is a 16-bit count specifying the maximum

number of service record handles to be returned in the response(s) to
this request. The SDP server should not return more handles than this
value specifies. If more than N service records match the request, the
SDP server determines which matching service record handles to return
in the response(s).

Range: 0x0001-0xFFFF

ContinuationState: Size: 1to 17 Bytes
Value Parameter Description
Continuation ContinuationState consists of an 8-bit count, N, of the number of bytes
State of continuation state information, followed by the N bytes of continua-

tion state information that were returned in a previous response from
the server. N is required to be less than or equal to 16. If no continua-
tion state is to be provided in the request, N is set to 0.

4.5.2 SDP_ServiceSearchResponse PDU

PDU Type PDUID Parameters

SDP_ServiceSearchResponse 0x03 TotalServiceRecordCount,
CurrentServiceRecordCount,
ServiceRecordHandleList,
ContinuationState

Description:

The SDP server generates an SDP_ServiceSearchResponse upon receipt of a
valid SDP_ServiceSearchRequest. The response contains a list of service
record handles for service records that match the service search pattern given
in the request. Note that if a partial response is generated, it must contain an
integral number of complete service record handles; a service record handle
value may not be split across multiple PDUs.

136 4 November 2004 Protocol Description
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PDU Parameters:

TotalServiceRecordCount: Size: 2 Bytes

Value

Parameter Description

N

The TotalServiceRecordCount is an integer containing the number of
service records that match the requested service search pattern. If no
service records match the requested service search pattern, this param-
eter is set to 0. N should never be larger than the MaximumServiceRe-
cordCount value specified in the SDP_ServiceSearchRequest. When
multiple partial responses are used, each partial response contains the
same value for TotalServiceRecordCount.

Range: 0x0000-OxFFFF

CurrentServiceRecordCount: Size: 2 Bytes

Value

Parameter Description

N

The CurrentServiceRecordCount is an integer indicating the number of
service record handles that are contained in the next parameter. If no
service records match the requested service search pattern, this param-
eter is set to 0. N should never be larger than the TotalServiceRecord-
Count value specified in the current response.

Range: 0x0000-0xFFFF

ServiceRecordHandleList: Size: (CurrentServiceRecordCount*4) Bytes

Value

Parameter Description

List of
32-bit handles

The ServiceRecordHandleList contains a list of service record handles.
The number of handles in the list is given in the CurrentServiceRecord-
Count parameter. Each of the handles in the list refers to a service
record that matches the requested service search pattern. Note that this
list of service record handles does not have the format of a data ele-
ment. It contains no header fields, only the 32-bit service record han-
dles.

ContinuationState: Size: 1 to 17 Bytes

Value

Parameter Description

Continuation
State

ContinuationState consists of an 8-bit count, N, of the number of bytes
of continuation state information, followed by the N bytes of continua-
tion information. If the current response is complete, this parameter
consists of a single byte with the value 0. If a partial response is con-
tained in the PDU, the ContinuationState parameter may be supplied in
a subsequent request to retrieve the remainder of the response.

Protocol Description
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4.6 SERVICEATTRIBUTE TRANSACTION

SDP_ServiceAttributeRequest
»

Client Server
SDP_ServiceAttributeRespons

Figure 4.5:

4.6.1 SDP_ServiceAttributeRequest PDU

PDU Type PDUID | Parameters

SDP_ServiceAttributeRequest 0x04 ServiceRecordHandle,
MaximumAttributeByteCount,
AttributelDList,
ContinuationState

Description:

The SDP client generates an SDP_ServiceAttributeRequest to retrieve speci-
fied attribute values from a specific service record. The service record handle
of the desired service record and a list of desired attribute IDs to be retrieved
from that service record are supplied as parameters.

Command Parameters:

ServiceRecordHandle: Size: 4 Bytes
Value Parameter Description
32-bit handle The ServiceRecordHandle parameter specifies the service record from

which attribute values are to be retrieved. The handle is obtained via a
previous SDP_ServiceSearch fransaction.
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MaximumAlfttributeByteCount: Size: 2 Bytes
Value Parameter Description
N MaximumAttributeByteCount specifies the maximum number of bytes of

attribute data to be returned in the response to this request. The SDP
server should not return more than N bytes of attribute data in the
response PDU. If the requested attributes require more than N bytes,
the SDP server determines how to segment the list. In this case the cli-
ent may request each successive segment by issuing a request contain-
ing the continuation state that was returned in the previous response
PDU. Note that in the case where multiple response PDUs are needed
to return the attribute data, MaximumaAdttributeByteCount specifies the
maximum size of the portion of the attribute data contained in each
response PDU.

Range: 0x0007-0xFFFF

AttributelDList: Size: Varies
Value Parameter Description
Data Element The AttributelDList is a data element sequence where each element in
Sequence the list is either an attribute ID or a range of attribute IDs. Each attribute

ID is encoded as a 16-bit unsigned integer data element. Each attribute
ID range is encoded as a 32-bit unsigned integer data element, where
the high order 16 bits are interpreted as the beginning attribute ID of the
range and the low order 16 bits are interpreted as the ending attribute ID
of the range. The attribute IDs contained in the AttributelDList must be
listed in ascending order without duplication of any attribute ID values.
Note that all attributes may be requested by specifying a range of
0x0000-0xFFFF.

ContinuationState: Size: 1 to 17 Bytes
Value Parameter Description
Continuation ContinuationState consists of an 8-bit count, N, of the number of bytes
State of continuation state information, followed by the N bytes of continua-

tion state information that were returned in a previous response from
the server. N is required to be less than or equal to 16. If no continua-
tion state is to be provided in the request, N is set to 0.
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4.6.2 SDP_ServiceAttributeResponse PDU

PDU Type PDU ID Parameters
SDP_ServiceAttributeResponse 0x05 AttributeListByteCount,
AttributeList,

ContinuationState

Description:

The SDP server generates an SDP_ServiceAttributeResponse upon receipt of
a valid SDP_ServiceAttributeRequest. The response contains a list of
attributes (both attribute ID and attribute value) from the requested service
record.

PDU Parameters:

AttributeListByte Count: Size: 2 Bytes
Value Parameter Description
N The AttributeListByteCount contains a count of the number of bytes in

the AttributeList parameter. N must never be larger than the Maximu-
mAttributeByteCount value specified in the
SDP_ServiceAttributeRequest.

Range: 0x0002-0xFFFF

AttributeList: Size: AttributeListByteCount
Value Parameter Description
Data Element The AttributeList is a data element sequence containing attribute IDs
Sequence and attribute values. The first element in the sequence contains the

attribute ID of the first attribute to be returned. The second element in
the sequence contains the corresponding attribute value. Successive
pairs of elements in the list contain additional attribute ID and value
pairs. Only attributes that have non-null values within the service record
and whose attribute |Ds were specified in the
SDP_ServiceAttributeRequest are contained in the AttributeList. Neither
an attribute 1D nor an attribute value is placed in the AttributeList for
attributes in the service record that have no value. The attributes are
listed in ascending order of attribute ID value.

ContinuationState: Size: 1to 17 Bytes
Value Parameter Description
Continuation ContinuationState consists of an 8-bit count, N, of the number of bytes
State of continuation state information, followed by the N bytes of continua-

tion information. If the current response is complete, this parameter
consists of a single byte with the value 0. If a partial response is given,
the ContinuationState parameter may be supplied in a subsequent
request to retrieve the remainder of the response.
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4.7 SERVICESEARCHATTRIBUTE TRANSACTION

SDP_ServiceSearchAttributeRequest

Y

Client Server
SDP_ServiceSearchAttributeResponse

Figure 4.6:

4.7.1 SDP_ServiceSearchAttributeRequest PDU

PDU Type PDU ID | Parameters

SDP_ServiceSearchAttributeRequest 0x06 ServiceSearchPattern,
MaximumAttributeByteCount,
AttributelDList,
ContinuationState

Description:

The SDP_ServiceSearchAttributeRequest transaction combines the capabili-
ties of the SDP_ServiceSearchRequest and the SDP_ServiceAttributeRequest
into a single request. As parameters, it contains both a service search pattern
and a list of attributes to be retrieved from service records that match the ser-
vice search pattern. The SDP_ServiceSearchAttributeRequest and its
response are more complex and may require more bytes than separate
SDP_ServiceSearch and SDP_ServiceAttribute transactions. However, using
SDP_ServiceSearchAttributeRequest may reduce the total number of SDP
transactions, particularly when retrieving multiple service records.

Note that the service record handle for each service record is contained in the
ServiceRecordHandle attribute of that service and may be requested along
with other attributes.

PDU Parameters:

ServiceSearchPattern: Size: Varies
Value Parameter Description
Data Element The ServiceSearchPattern is a data element sequence where each ele-
Sequence ment in the sequence is a UUID. The sequence must contain at least
one UUID. The maximum number of UUIDs in the sequence is 121. The
list of UUIDs constitutes a service search pattern.

1. The value of 12 has been selected as a compromise between the scope of a service
search and the size of a search request PDU. It is not expected that more than 12
UUIDs will be useful in a service search pattern.
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MaximumAttributeByte Count: Size: 2 Bytes
Value Parameter Description
N MaximumAttributeByteCount specifies the maximum number of bytes of

attribute data to be returned in the response to this request. The SDP
server should not return more than N bytes of attribute data in the
response PDU. If the requested attributes require more than N bytes,
the SDP server determines how to segment the list. In this case the cli-
ent may request each successive segment by issuing a request contain-
ing the continuation state that was returned in the previous response
PDU. Note that in the case where multiple response PDUs are needed
to return the attribute data, MaximumAttributeByteCount specifies the
maximum size of the portion of the attribute data contained in each
response PDU.

Range: 0x0007-0xFFFF

AttributelDList: Size: Varies
Value Parameter Description
Data Element The AttributelDList is a data element sequence where each element in
Sequence the list is either an attribute ID or a range of attribute IDs. Each attribute

ID is encoded as a 16-bit unsigned integer data element. Each attribute
ID range is encoded as a 32-bit unsigned integer data element, where
the high order 16 bits are interpreted as the beginning attribute ID of the
range and the low order 16 bits are interpreted as the ending attribute ID
of the range. The attribute IDs contained in the AttributelDList must be
listed in ascending order without duplication of any attribute ID values.
Note that all attributes may be requested by specifying a range of
0x0000-0xFFFF.

ContinuationState: Size: 1to 17 Bytes
Value Parameter Description
Continuation ContinuationState consists of an 8-bit count, N, of the number of bytes
State of continuation state information, followed by the N bytes of continua-

tion state information that were returned in a previous response from
the server. N is required to be less than or equal to 16. If no continua-
tion state is to be provided in the request, N is set to 0.
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4.7.2 SDP_ServiceSearchAttributeResponse PDU

PDU Type PDU ID Parameters

SDP_ServiceSearchAttributeResponse 0x07 AttributeListsByteCount,
AttributeLists,
ContinuationState

Description:

The SDP server generates an SDP_ServiceSearchAttributeResponse upon
receipt of a valid SDP_ServiceSearchAttributeRequest. The response contains
a list of attributes (both attribute ID and attribute value) from the service
records that match the requested service search pattern.

PDU Parameters:

AttributeListsByteCount: Size: 2 Bytes
Value Parameter Description
N The AttributeListsByteCount contains a count of the number of bytes in

the AttributeLists parameter. N must never be larger than the Maximu-
mAttributeByteCount value specified in the
SDP_ServiceSearchAttributeRequest.

Range: 0x0002-0xFFFF

Attributel ists: Size: Varies
Value Parameter Description
Data Element The AttributeLists is a data element sequence where each element in
Sequence turn is a data element sequence representing an attribute list. Each

attribute list contains attribute IDs and attribute values from one service
record. The first element in each attribute list contains the attribute ID of
the first attribute to be returned for that service record. The second ele-
ment in each attribute list contains the corresponding attribute value.
Successive pairs of elements in each attribute list contain additional
attribute ID and value pairs. Only attributes that have non-null values
within the service record and whose attribute IDs were specified in the
SDP_ServiceSearchAttributeRequest are contained in the AttributeLists.
Neither an attribute ID nor attribute value is placed in AttributeLists for
attributes in the service record that have no value. Within each attribute
list, the attributes are listed in ascending order of attribute ID value.
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ContinuationState: Size: 1to 17 Bytes

Value Parameter Description

Continuation ContinuationState consists of an 8-bit count, N, of the number of bytes
State of continuation state information, followed by the N bytes of continua-
tion information. If the current response is complete, this parameter
consists of a single byte with the value 0. If a partial response is given,
the ContinuationState parameter may be supplied in a subsequent
request to retrieve the remainder of the response.
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5 SERVICE ATTRIBUTE DEFINITIONS

The service classes and attributes contained in this document are necessarily
a partial list of the service classes and attributes supported by SDP. Only ser-
vice classes that directly support the SDP server are included in this document.
Additional service classes will be defined in other documents and possibly in
future revisions of this document. Also, it is expected that additional attributes
will be discovered that are applicable to a broad set of services; these may be
added to the list of Universal attributes in future revisions of this document.

5.1 UNIVERSAL ATTRIBUTE DEFINITIONS

Universal attributes are those service attributes whose definitions are common
to all service records. Note that this does not mean that every service record
must contain values for all of these service attributes. However, if a service
record has a service attribute with an attribute ID allocated to a universal
attribute, the attribute value must conform to the universal attribute’s definition.

Only two attributes are required to exist in every service record instance. They
are the ServiceRecordHandle (attribute ID 0x0000) and the ServiceClassIDList
(attribute ID 0x0001). All other service attributes are optional within a service
record.

5.1.1 ServiceRecordHandle Attribute

Attribute Name Attribute ID Attribute Value Type
ServiceRecordHandle 0x0000 32-bit unsigned integer
Description:

A service record handle is a 32-bit number that uniquely identifies each service
record within an SDP server. It is important to note that, in general, each han-
dle is unique only within each SDP server. If SDP server S1 and SDP server
S2 both contain identical service records (representing the same service), the
service record handles used to reference these identical service records are
completely independent. The handle used to reference the service on S1 will,
in general, be meaningless if presented to S2.
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5.1.2 ServiceClasslIDList Attribute

Attribute Name Attribute ID Attribute Value Type
ServiceClassIDList 0x0001 Data Element Sequence
Description:

The ServiceClassIDList attribute consists of a data element sequence in which
each data element is a UUID representing the service classes that a given ser-
vice record conforms to. The UUIDs are listed in order from the most specific
class to the most general class. The ServiceClassIDList must contain at least
one service class UUID.

5.1.3 ServiceRecordState Attribute

Attribute Name Attribute ID Attribute Value Type
ServiceRecordState 0x0002 32-bit unsigned integer
Description:

The ServiceRecordState is a 32-bit integer that is used to facilitate caching of
ServiceAttributes. If this attribute is contained in a service record, its value is
guaranteed to change when any other attribute value is added to, deleted from
or changed within the service record. This permits a client to check the value of
this single attribute. If its value has not changed since it was last checked, the
client knows that no other attribute values within the service record have
changed.

5.1.4 ServicelD Attribute

Attribute Name Attribute ID Attribute Value Type
ServicelD 0x0003 uuiD
Description:

The ServicelD is a UUID that universally and uniquely identifies the service
instance described by the service record. This service attribute is particularly
useful if the same service is described by service records in mare than one
SDP server.
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5.1.5 ProtocolDescriptorList Attribute

Attribute Name Attribute ID Attribute Value Type

ProtocolDescriptorList 0x0004 Data Element Sequence or Data
Element Alternative

Description:

The ProtocolDescriptorList attribute describes one or more protocol stacks that
may be used to gain access to the service described by the service record.

If the ProtocolDescriptorList describes a single stack, it takes the form of a data
element sequence in which each element of the sequence is a protocol
descriptor. Each protocol descriptor is, in turn, a data element sequence whose
first elementis a UUID identifying the protocol and whose successive elements
are protocol-specific parameters. Potential protocol-specific parameters are a
protocol version number and a connection-port number. The protocol descrip-
tors are listed in order from the lowest layer protocol to the highest layer proto-
col used to gain access to the service.

If it is possible for more than one kind of protocol stack to be used to gain
access to the service, the ProtocolDescriptorList takes the form of a data ele-
ment alternative where each member is a data element sequence as described
in the previous paragraph.

Protocol Descriptors

A protocol descriptor identifies a communications protocol and provides proto-
col-specific parameters. A protocol descriptor is represented as a data element
sequence. The first data element in the sequence must be the UUID that iden-
tifies the protocol. Additional data elements optionally provide protocol-specific
information, such as the L2CAP protocol/service multiplexer (PSM) and the
RFCOMM server channel number (CN) shown below.

ProtocolDescriptorList Examples

These examples are intended to be illustrative. The parameter formats for each
protocol are not defined within this specification.

In the first two examples, it is assumed that a single RFCOMM instance exists
on top of the L2CAP layer. In this case, the L2CAP protocol specific information
(PSM) points to the single instance of RFCOMM. In the last example, two dif-
ferent and independent RFCOMM instances are available on top of the L2CAP
layer. In this case, the L2CAP protocol specific information (PSM) points to a
distinct identifier that distinguishes each of the RFCOMM instances. According
to the L2CAP specification, this identifier takes values in the range
0x1000-0xFFFF.
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IrDA-like printer

( (L2CAP, PSM=RFCOMM ), ( RFCOMM, CN=1 ), ( PostscriptStream ) )
IP Network Printing

( (L2CAP, PSM=RFCOMM ), (RFCOMM, CN=2 ), (PPP ), (IP ), (TCP),
(IPP))

Synchronization Protocol Descriptor Example
( (L2CAP, PSM=0x1001 ), ( RFCOMM, CN=1 ), (Obex ), (vCal))

( (L2CAP, PSM=0x1002 ), (RFCOMM, CN=1 ), ( Obex ),
( otherSynchronisationApplication ) )

5.1.6 BrowseGroupList Attribute

Attribute Name Attribute ID Attribute Value Type
BrowseGroupList 0x0005 Data Element Sequence
Description:

The BrowseGrouplList attribute consists of a data element sequence in which
each element is a UUID that represents a browse group to which the service
record belongs. The top-level browse group ID, called PublicBrowseRoot and
representing the root of the browsing hierarchy, has the value 00001002-0000-
1000-8000-00805F9B34FB (UUID16: 0x1002) from the Bluetooth Assigned
Numbers document.

5.1.7 LanguageBaseAttributelDList Attribute

Attribute Name Attribute ID Attribute Value Type
LanguageBaseAttributelDList 0x0006 Data Element Sequence
Description:

In order to support human-readable attributes for multiple natural languages in
a single service record, a base attribute ID is assigned for each of the natural
languages used in a service record. The human-readable universal attributes
are then defined with an attribute ID offset from each of these base values,
rather than with an absolute attribute ID.

The LanguageBaseAttributelDList attribute is a list in which each member con-
tains a language identifier, a character encoding identifier, and a base attribute
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ID for each of the natural languages used in the service record. The Language-
BaseAttributelDList attribute consists of a data element sequence in which
each element is a 16-bit unsigned integer. The elements are grouped as triplets
(threes).

The first element of each triplet contains an identifier representing the natural
language. The language is encoded according to ISO 639:1988 (E/F). “Code
for the representation of names of languages”.

The second element of each triplet contains an identifier that specifies a char-
acter encoding used for the language. Values for character encoding can be

found in IANA's database1, and have the values that are referred to as MIBE-
num values. The recommended character encoding is UTF-8.

The third element of each triplet contains an attribute ID that serves as the
base attribute ID for the natural language in the service record. Different ser-
vice records within a server may use different base attribute ID values for the
same language.

To facilitate the retrieval of human-readable universal attributes in a principal
language, the base attribute ID value for the primary language supported by a
service record must be 0x0100. Also, if a LanguageBaseAttributelDList
attribute is contained in a service record, the base attribute ID value contained
in its first element must be 0x0100.

5.1.8 ServicelnfoTimeToLive Attribute

Attribute Name Attribute ID Attribute Value Type
ServicelnfoTimeToLive 0x0007 32-bit unsigned integer
Description:

The ServiceTimeToLive attribute is a 32-bit integer that contains the number of
seconds for which the information in a service record is expected to remain
valid and unchanged. This time interval is measured from the time that the
attribute value is retrieved from the SDP server. This value does not imply a
guarantee that the service record will remain available or unchanged. It is
simply a hint that a client may use to determine a suitable polling interval to re-
validate the service record contents.

1. See http://www.isi.edu/in-notes/iana/assignments/character-sets
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5.1.9 ServiceAvailability Attribute

Attribute Name Attribute ID Attribute Value Type

ServiceAvailability 0x0008 8-bit unsigned integer

Description:

The ServiceAvailability attribute is an 8-bit unsigned integer that represents the
relative ability of the service to accept additional clients. A value of OxFF indi-
cates that the service is not currently in use and is thus fully available, while a
value of 0x00 means that the service is not accepting new clients. For services
that support multiple simultaneous clients, intermediate values indicate the rel-
ative availability of the service on a linear scale.

For example, a service that can accept up to 3 clients should provide ServiceAvail-
ability values of OxFF, OxAA, 0x55, and 0x00 when 0, 1, 2, and 3 clients, respec-
tively, are utilizing the service. The value 0xAA is approximately (2/3) * OxFF and
represents 2/3 availability, while the value 0x35 is approximately (1/3)*0xFF and
represents 1/3 availability. Note that the availability value may be approximated as

(1 - (current_number_of clients / maximum_number_of clients ) ) * OxFF

When the maximum number of clients is large, this formula must be modified to
ensure that ServiceAvailability values of 0x00 and OxFF are reserved for their
defined meanings of unavailability and full availability, respectively.

Note that the maximum number of clients a service can support may vary
according to the resources utilized by the service's current clients.

A non-zero value for ServiceAvailability does not guarantee that the service will
be available for use. It should be treated as a hint or an approximation of avail-
ability status.

5.1.10 BluetoothProfileDescriptorList Attribute

Attribute Name Attribute ID Attribute Value Type
BluetoothProfileDescriptorList 0x0009 Data Element Sequence
Description:

The BluetoothProfileDescriptorList attribute consists of a data element
sequence in which each element is a profile descriptor that contains informa-
tion about a Bluetooth profile to which the service represented by this service
record conforms. Each profile descriptor is a data element sequence whose
first element is the UUID assigned to the profile and whose second element is
a 16-bit profile version number.
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Each version of a profile is assigned a 16-bit unsigned integer profile version
number, which consists of two 8-bit fields. The higher-order 8 bits contain the
major version number field and the lower-order 8 bits contain the minor version
number field. The initial version of each profile has a major version of 1 and a
minor version of 0. When upward compatible changes are made to the profile,
the minor version number will be incremented. If incompatible changes are
made to the profile, the major version number will be incremented.

5.1.11 DocumentationURL Attribute

Attribute Name Attribute ID Attribute Value Type
DocumentationURL 0x000A URL
Description:

This attribute is a URL which points to documentation on the service described
by a service record.

5.1.12 ClientExecutableURL Attribute

Attribute Name Attribute ID Attribute Value Type
ClientExecutableURL 0x000B URL
Description:

This attribute contains a URL that refers to the location of an application that
may be used to utilize the service described by the service record. Since differ-
ent operating environments require different executable formats, a mechanism
has been defined to allow this single attribute to be used to locate an execut-
able that is appropriate for the client device’s operating environment. In the
attribute value URL, the first byte with the value 0x2A (ASCII character *) is to
be replaced by the client application with a string representing the desired
operating environment before the URL is to be used.

The list of standardized strings representing operating environments is con-
tained in the Bluetooth Assigned Numbers document.

For example, assume that the value of the ClientExecutableURL attribute is
http://my.fake/public/*/client.exe. On a device capable of executing SH3 Win-
dowsCE files, this URL would be changed to http://my.fake/public/sh3-
microsoft-wince/client.exe. On a device capable of executing Windows 98 bina-
ries, this URL would be changed to http://my.fake/public/i86-microsoft-win98/
client.exe.
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5.1.13 IconURL Attribute

Attribute Name Attribute ID Attribute Value Type
IconURL 0x000C URL
Description:

This attribute contains a URL that refers to the location of an icon that may be
used to represent the service described by the service record. Since different
hardware devices require different icon formats, a mechanism has been
defined to allow this single attribute to be used to locate an icon that is appro-
priate for the client device. In the attribute value URL, the first byte with the
value 0x2A (ASCII character ') is to be replaced by the client application with
a string representing the desired icon format before the URL is to be used.

The list of standardized strings representing icon formats is contained in the
Bluetooth Assigned Numbers document.

For example, assume that the value of the IconURL attribute is http://my.fake/
public/icons/*. On a device that prefers 24 x 24 icons with 256 colors, this URL
would be changed to http://my.fake/public/icons/24x24x8._png. On a device that
prefers 10 x 10 monochrome icons, this URL would be changed to http://
my.fake/public/icons/10x10x1.png.

5.1.14 ServiceName Attribute

Attribute Name Attribute ID Offset Attribute Value Type
ServiceName 0x0000 String
Description:

The ServiceName attribute is a string containing the name of the service repre-
sented by a service record. It should be brief and suitable for display with an
Icon representing the service. The offset 0x0000 must be added to the attribute
ID base (contained in the LanguageBaseAttributelDList attribute) in order to
compute the attribute 1D for this attribute.
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5.1.15 ServiceDescription Attribute

Attribute Name Attribute ID Offset Attribute Value Type
ServiceDescription 0x0001 String
Description:

This attribute is a string containing a brief description of the service. It should
be less than 200 characters in length. The offset 0x0001 must be added to the
attribute ID base (contained in the LanguageBaseAttributelDList attribute) in
order to compute the attribute ID for this attribute.

5.1.16 ProviderName Attribute

Attribute Name Attribute ID Offset Attribute Value Type
ProviderName 0x0002 String
Description:

This attribute is a string containing the name of the person or organization pro-
viding the service. The offset 0x0002 must be added to the attribute ID base
(contained in the LanguageBaseAttributelDList attribute) in order to compute
the attribute ID for this attribute.

5.1.17 Reserved Universal Attribute IDs

Attribute IDs in the range of 0x000D-0x01FF are reserved.
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5.2 SERVICEDISCOVERYSERVER SERVICE CLASS
ATTRIBUTE DEFINITIONS

This service class describes service records that contain attributes of service
discovery server itself. The attributes listed in this section are only valid if the
ServiceClass|DList attribute contains the
ServiceDiscoveryServerServiceClassID. Note that all of the universal attributes
may be included in service records of the ServiceDiscoveryServer class.

5.2.1 ServiceRecordHandle Attribute
Described in the universal attribute definition for ServiceRecordHandle.
Value

A 32-bit integer with the value 0x000000000.

5.2.2 ServiceClassIDList Attribute
Described in the universal attribute definition for ServiceClassIDList.
Value

A UUID representing the ServiceDiscoveryServerServiceClassID.

5.2.3 VersionNumberList Attribute

Attribute Name Attribute ID Attribute Value Type
VersionNumberList 0x0200 Data Element Sequence
Description:

The VersionNumberList is a data element sequence in which each element of
the sequence is a version number supported by the SDP server.

A version number is a 16-bit unsigned integer consisting of two fields. The
higher-order 8 bits contain the major version number field and the low-order 8
bits contain the minor version number field. The initial version of SDP has a
major version of 1 and a minor version of 0. When upward compatible changes
are made to the protocol, the minor version number will be incremented. If
incompatible changes are made to SDP, the major version number will be
incremented. This guarantees that if a client and a server support a common
major version number, they can communicate if each uses only features of the
specification with a minor version number that is supported by both client and
server.
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5.2.4 ServiceDatabaseState Attribute

Attribute Name Attribute ID Attribute Value Type
ServiceDatabaseState 0x0201 32-bit unsigned integer
Description:

The ServiceDatabaseState is a 32-bit integer that is used to facilitate caching
of service records. If this attribute exists, its value is guaranteed to change
when any of the other service records are added to or deleted from the server's
database. If this value has not changed since the last time a client queried its
value, the client knows that a) none of the other service records maintained by
the SDP server have been added or deleted; and b) any service record han-
dles acquired from the server are still valid. A client should query this attribute's
value when a connection to the server is established, prior to using any service
record handles acquired during a previous connection.

Note that the ServiceDatabaseState attribute does not change when existing
service records are modified, including the addition, removal, or modification of
service attributes. A service record's ServiceRecordState attribute indicates
when that service record is modified.

5.2.5 Reserved Attribute IDs
Attribute IDs in the range of 0x0202-0x02FF are reserved.

5.3 BROWSEGROUPDESCRIPTOR SERVICE CLASS
ATTRIBUTE DEFINITIONS

This service class describes the ServiceRecord provided for each Browse-
GroupDescriptor service offered on a Bluetooth device. The attributes listed in
this section are only valid if the ServiceClassIDList attribute contains the Brow-
seGroupDescriptorServiceClass|D. Note that all of the universal attributes may
be included in service records of the BrowseGroupDescriptor class.

5.3.1 ServiceClasslIDList Attribute
Described in the universal attribute definition for ServiceClassIDList.
Value

A UUID representing the BrowseGroupDescriptorServiceClassID.
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5.3.2 GrouplD Attribute

Attribute Name Attribute ID Attribute Value Type
GrouplD 0x0200 uuID
Description:

This attribute contains a UUID that can be used to locate services that are
members of the browse group that this service record describes.

5.3.3 Reserved Attribute IDs

Attribute IDs in the range of 0x0201-0x02FF are reserved.
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APPENDIX A - BACKGROUND INFORMATION

A.1. Service Discovery

As computing continues to move to a network-centric model, finding and mak-
ing use of services that may be available in the network becomes increasingly
important. Services can include common ones such as printing, paging, FAX-
ing, and so on, as well as various kinds of information access such as telecon-
ferencing, network bridges and access points, eCommerce facilities, and so on
— most any kind of service that a server or service provider might offer. In
addition to the need for a standard way of discovering available services, there
are other considerations: getting access to the services (finding and obtaining
the protocols, access methods, “drivers” and other code necessary to utilize
the service), controlling access to the services, advertising the services, choos-
ing among competing services, billing for services, and so on. This problem is
widely recognized; many companies, standards bodies and consortia are
addressing it at various levels in various ways. Service Location Protocol

(SLP), Jini™ and Salutation™, to name just a few, all address some aspect of
service discovery.

A.2. Bluetooth Service Discovery

Bluetooth Service Discovery Protocol (SDP) addresses service discovery spe-
cifically for the Bluetooth environment. It is optimized for the highly dynamic
nature of Bluetooth communications. SDP focuses primarily on discovering
services available from or through Bluetooth devices. SDP does not define
methods for accessing services; once services are discovered with SDP, they
can be accessed in various ways, depending upon the service. This might
include the use of other service discovery and access mechanisms such as
those mentioned above; SDP provides a means for other protocols to be used
along with SDP in those environments where this can be beneficial. While SDP
can coexist with other service discovery protocols, it does not require them. In
Bluetooth environments, services can be discovered using SDP and can be
accessed using other protocols defined by Bluetooth.
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APPENDIX B - EXAMPLE SDP TRANSACTIONS

The following are simple examples of typical SDP transactions. These are
meant to be illustrative of SDP flows. The examples do not consider:

+ Caching (in a caching system, the SDP client would make use of the
ServiceRecordState and ServiceDatabaseState attributes);

» Service availability (if this is of interest, the SDP client should use the
ServiceAvailability and/or ServiceTimeToLive attributes);

» SDP versions (the VersionNumberList attribute could be used to determine
compatible SDP versions),

« SDP Error Responses (an SDP error response is possible for any SDP
request that is in error); and

« Communication connection (the examples assume that an L2CAP
connection is established).

The examples are meant to be illustrative of the protocol. The format used is
ObjectName [ObjectSizeInBytes] {SubObjectDefinitions}, but
this is not meant to illustrate an interface. The ObjectSizeInBytes is the
size of the object in decimal. The SubObjectDefinitions (inside of {} char-
acters) are components of the immediately enclosing object. Hexadecimal val-
ues shown as lower-case letters, such as for transaction IDs and service
handles, are variables (the particular value is not important for the illustration,
but each such symbol always represents the same value). Comments are
included in this manner: /* comment text */.

Numeric values preceded by “0x” are hexadecimal, while those preceded by
“Ob” are binary. All other numeric values are decimal.

B.1. SDP Example 1 - ServiceSearchRequest

The first example is that of an SDP client searching for a generic printing ser-
vice. The client does not specify a particular type of printing service. In the
example, the SDP server has two available printing services. The transaction
illustrates:

1. SDP client to SDP server: SDP_ServiceSearchRequest, specifying the
PrinterServiceClassID (represented as a DataElement with a 32-bit UUID
value of ppp. . .ppp) as the only element of the ServiceSearchPattern. The
PrinterServiceClassID is assumed to be a 32-bit UUID and the data element
type for it is illustrated. The TransactionlD is illustrated as tttt.

2. SDP server to SDP client: SDP_ServiceSearchResponse, returning handles
to two printing services, represented as qgggggaqgqg for the first printing ser-
vice and rrrrrrrr for the second printing service. The Transaction ID is
the same value as supplied by the SDP client in the corresponding request
(t1171).
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/* Sent from SDP Client to SDP server */
SDP ServiceSearchRequest [15] {
PDUID[1] {
0x02
}

TransactionID[2] {
oxtttt
}

ParameterLength[2]
0x000A

ServiceSearchPattern [7] {
DataElementSequence [7] {
0b00110 0bl01 0x05
uUID (5] {
/* PrinterServiceClassID */
0b00011 0b010 OxXpppPpPpPPPP

}
}
}
MaximumServiceRecordCount [2] {
0x0003
}

ContinuationState[1] {
/* no continuation state */
0x00

/* Sent from SDP server to SDP client */
SDP_ServiceSearchResponse[18]
pPDUID[1] {
0x03
}

TransactionID[2] {
Oxtttt
)

ParameterLength[2] {
0x000D
)

TotalServiceRecordCount [2] {
0x0002
}

CurrentServiceRecordCount [2] {
0x0002

ServiceRecordHandleList [8] {
/* print service 1 handle */
0xgggggggyg
/* print service 2 handle */
Oxrrrrrrrr

}

ContinuaticnState[1] {

/* no continuation state */

€3 Bluetooth®
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0x00

}
}

B.2. SDP Example 2 - ServiceAttributeTransaction

The second example continues the first example. In Example 1, the SDP client
obtained handles to two printing services. In Example 2, the client uses one of
those service handles to obtain the ProtocolDescriptorList attribute for that
printing service. The transaction illustrates:

1. SDP client to SDP server: SDP_ServiceAttributeRequest, presenting the
previously obtained service handle (the one denoted as ggggaggqg) and
specifying the ProtocolDescriptorList attribute ID (AttributelD 0x0004) as the
only attribute requested (other attributes could be retrieved in the same
transaction if desired). The TransactionID is illustrated as uuuu to distin-
guish it from the TransactionlD of Example 1.

2. SDP server to SDP client: SDP_ServiceAttributeResponse, returning the
ProtocolDescriptorList for the specified printing service. This protocol stack
is assumed to be ( (L2CAP), (RFCOMM, 2), (PostscriptStream) ). The Proto-
colDescriptorList is a data element sequence in which each element is, in
turn, a data element sequence whose first element is a UUID representing
the protocol, and whose subsequent elements are protocol-specific parame-
ters. In this example, one such parameter is included for the RFCOMM pro-
tocol, an 8-bit value indicating RFCOMM server channel 2. The Transaction
ID is the same value as supplied by the SDP client in the corresponding
request (uuuu). The Attributes returned are illustrated as a data element
sequence where the protocol descriptors are 32-bit UUIDs and the
RFCOMM server channel is a data element with an 8-bit value of 2.

/* Sent from SDP Client to SDP server */
SDP_ServiceAttributeRequest [17]
PDUID[1] {
0x04
}
TransactionID[2] {
Oxuuuu
}
ParameterLength [2] {
0x000C

}

ServiceRecordHandle [4]
0xg999ggaq

MaximumAttributeByteCount [2] {
0x0080

}

AttributeIDList [5] {
DataElementSequence [5] {
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0b00110 Ob101 0x03
AttributeID[3] {

0b00001 0bO01 0x0004
}

}

)

ContinuationState[1] {
/* no continuation state */
0x00

}
}

/* Sent from SDP server to SDP client */
SDP_ServiceAttributeResponse [38] {
PDUID([1] {
0x05
}

TransactionID[2] {
Oxuuuu

ParameterLength[2] {
0x0021
}

AttributeListByteCount [2] |
0x001E
)

AttributeList [30] {
DataElementSequence [30] |
0b00110 0b101 Ox1C
Attribute[28] {
AttributeID([3] {
0b00001 0bLO0O01 0x0004
}
AttributeValue [25] {
/* ProtocolDescriptorList */
DataElementSequence[25] {
0b00110 0bl0ol 0x17
/* L2CAP protocol descriptor */
DataElementSequence[7] {
0b00110 0bl01 0x05
uuID[5] {
/* L2CAP Protocsl UUID */
0b00011 0b010 <32-bit L2CAP UUID>

}
}

/* RFCOMM protoccl descriptor */
DataElementSequence[9] {
000110 0b1l01 0x07
uuIiD[5] {
/* RFCOMM Protocol UUID */
0b00011 0b010 <32-bit RFCOMM UUID>
}
/* parameter for server 2 */
vintg[2] {
0b00001 0b000 0x02
}

}
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/* PostscriptStream protocol descriptor */
DataElementSequence [7] {
0b00110 0bl01 0x05
uuID[5] {
/* PostscriptStream Protocol UUID */
0b00011 0b010 <32-bit PostscriptStream UUID>

ContinuationState[1] {
/* no continuation state */
0x00
; }

B.3. SDP Example 3 - ServiceSearchAttributeTransaction

The third example is a form of service browsing, although it is not generic
browsing in that it does not make use of SDP browse groups. Instead, an SDP
client is searching for available Synchronization services that can be presented
to the user for selection. The SDP client does not specify a particular type of
synchronization service. In the example, the SDP server has three available
synchronization services: an address book synchronization service and a cal-
endar synchronization service (both from the same provider), and a second
calendar synchronization service from a different provider. The SDP client is
retrieving the same attributes for each of these services; namely, the data for-
mats supported for the synchronization service (vCard, vCal, ICal, etc.) and
those attributes that are relevant for presenting information to the user about
the services. Also assume that the maximum size of a response is 400 bytes.
Since the result is larger than this, the SDP client will repeat the request sup-
plying a continuation state parameter to retrieve the remainder of the response.
The transaction illustrates:

1. SDP client to SDP server: SDP_ServiceSearchAttributeRequest, specifying
the generic SynchronisationServiceClassID (represented as a data element
whose 32-bit UUID value is sss. . . sss) as the only element of the Service-
SearchPattern. The SynchronisationServiceClass|D is assumed to be a 32-
bit UUID. The requested attributes are the ServiceRecordHandle (attribute
ID 0x0000), ServiceClassIDList (attribute ID 0x0001), IconURL (attribute ID
0x000C), ServiceName (attribute ID 0x0100), ServiceDescription (attribute
ID 0x0101), and ProviderName (attributelD 0x0102) attributes; as well as
the service-specific SupportedDataStores (AttributelD 0x0301). Since the
first two attribute IDs (0x0000 and 0x0001) and three other attribute
IDs(0x0100, 0x0101, and 0x0102 are consecutive, they are specified as
attribute ranges. The TransactionID is illustrated as v to distinguish it
from the TransactionIDs of the other Examples.
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Note that values in the service record’s primary language are requested for
the text attributes (ServiceName, ServiceDescription and ProviderName) so
that absolute attribute IDs may be used, rather than adding offsets to a base
obtained from the LanguageBaseAttributelDList attribute.

2. SDP server to SDP client: SDP_ServiceSearchAttributeResponse, returning
the specified attributes for each of the three synchronization services. In the
example, each ServiceClassIDList is assumed to contain a single element,
the generic SynchronisationServiceClassID (a 32-bit UUID represented as
sss...sss). Each of the other attributes contain illustrative data in the exam-
ple (the strings have illustrative text; the icon URLs are illustrative, for each
of the respective three synchronization services; and the SupportedDataS-
tore attribute is represented as an unsigned 8-bit integer where 0x01 =
vCard2.1, 0x02 = vCard3.0, 0x03 = vCal1.0 and 0x04 = iCal). Note that one
of the service records (the third for which data is returned) has no Service-
Description attribute. The attributes are returned as a data element
sequence, where each element is in turn a data element sequence repre-
senting a list of attributes. Within each attribute list, the ServiceClassIDList is
a data element sequence while the remaining attributes are single data ele-
ments. The Transaction ID is the same value as supplied by the SDP client
in the corresponding request (Oxvvvv). Since the entire result cannot be
returned in a single response, a non-null continuation state is returned in this
first response.

Note that the total length of the initial data element sequence (487 in the
example) is indicated in the first response, even though only a portion of this
data element sequence (368 bytes in the example, as indicated in the
AttributeLists byte count) is returned in the first response. The remainder of
this data element sequence is returned in the second response (without an
additional data element header).

3. SDP client to SDP server: SDP_ServiceSearchAttributeRequest, with the
same parameters as in step 1, except that the continuation state received
from the server in step 2 is included as a request parameter. The Transac-
tionlID is changed to Oxwww to distinguish it from previous request.

4. SDP server to SDP client: SDP_ServiceSearchAttributeResponse, with the
remainder of the result computed in step 2 above. Since all of the remaining
result fits in this second response, a null continuation state is included.

/* Part 1 -- Sent from SDP Client to SDP server */
SdpSDP_ServiceSearchAttributeRegquest [33] {
PDUID([1] {
0x06

)

TransactionID[2]
0xvvvv

)

ParameterLength[2] {
0x001B

)

ServiceSearchPattern[7] {
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DataElementSequence [7] {
0b00110 0b101 0x05
UUID[5] {
/* SynchronisationServiceClassID */
0b00011 0b010 Oxssssssss

}

}
}

MaximumAttributeByteCount [2]
0x0190
}
AttributeIDList [18] {
DataElementSequence [18] {
0b00110 0b101 0x10
AttributeIDRange [5] {
0b00001 0b010 0x00000001
}
AttributeID (3] {
0b00001 0b001 0x000C
}
AttributeIDRange [5] {
0b00001 0b0O10 0x01000102
}
AttributeID[3] {
0b00001 0b001l 0x0301
} }
}

ContinuationState([1] {
/* no continuation state */
0x00

}
}

/* Part 2 -- Sent from SDP server to SDP client */
SdpSDP_ServiceSearchAttributeResponse [384] {
PDUID[1] {
0x07
}
TransactionID[2] {
oxvvvv
}
ParameterLength [2] {
0x017B
}

AttributeListByteCount [2] {
0x0170
}

AttributeLists[368] {
DataElementSequence [487] {
0b00110 0bl1l0 O0x01E4
DataElementSequence [178]
0b00110 0b101 0xBO
Attribute [8] {
AttributeID[3] {
0b00001 0b0O0O1 0x0000
}

AttributevValue[5] {
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/* service record handle */
0b00001 0b010 Oxhhhhhhhh
!
!

Attribute[10] ({
AttributeID[3] {
0b00001 0bO0O1 0x0001
1

AttributevValue[7] {
DataElementSequence [7] {
0b00110 0bl01 0x05
uUID[5] {

/* 8ynchronisationServiceClassID */

0b00011 0b010 0Oxssssssss
}
}
!
1

Attribute[35] {
AttributeID[3] ({
0b00001 0b001 0x000C
}

AttributeValue [32] {

€3 Bluetooth’

/* IconURL; '*' replaced by client application */

0b01000 0bl01l OX1E
"http://Synchronisation/icons/*"

}

Attribute[22] {
AttributeID[3] ({
0b00001 0b0O0O1 0x0100
}

Attributevalue[19] {
/* service name */
0b00100 0b1l01 0Ox11
"Address Book Sync'

}

}
Attribute[59] {

AttributeID[3] {
0b00001 0b0O0O1 0x0101

}

AttributeValue[56] {
/* service description */
0b00100 0b1l01l 0x36
"Synchronisation Service for"
" vCard Address Book Entries"
}
}

Attribute[37] {
AttributeID[3] {
0b00001 0bO0O1 0x0102
}

AttributeValue [34] {
/* service provider */
0b00100 0b101 0x20

"Synchronisation Spscialists Inc."
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}
}
Attribute [5] {
AttributeID[3] {
0b00001 0bOO1 0x0301
}
AttributeValue[2] {
/* Supported Data Store ‘phonebook’ */
0b00001 0bOOO 0x01

}

}
}

DataElementSequence [175] {
0b00110 0b1l01 OXAD
Attribute [8] {

AttributeID[3] {
0b00001 0b0O01 0x0000

}

AttributevValue([5] {
/* service record handle */
0b00001 0b0O10 Oxmmmmmmmm

}

}

Attribute[10]
AttributeID[3] {
0b00001 0bOO01 0x0001

}
Attributevalue([7] {
DataElementSequence [7] {
0b00110 0bl0O1l 0x05
uuID([5] {
/* SynchronisationServiceClassID */
0b00011 0b010 Oxssssssss
}
}
}
}

Attribute [35] {
AttributeID[3] {
0b00001 0b0O0O1 0x000C
}

AttributevValue [32] {
/* IconURL; '*' replaced by client application */
0b01000 0bl01 Ox1E
"http://Synchronisation/icons/*"
}
}

Attribute[21] {
AttributeID[3] {
0b00001 0b001 0xX0100
}

Attributevalue (18] {
/* service name */
0b00100 0bl01 0x10
"Appointment Sync"

}

1
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Attribute[57] {
AttributeID([3] {
0b00001 0b001 0x0101
}

AttributeValue[54] {
/* service description */
0b00100 0Ob1l01l 0x34
"Synchronisation Service for"
" vCal Appointment Entries"
}
}

Attribute[37] {
AttributeID[3] {
0b00001 0b001 0x0102
}

AttributeValue[34] {
/* service provider */
0b00100 0bl01 0x20

"Synchronisation Spacialists Inc."

}
}

Attribute[5] {
AttributeID[3]
0b00001 0b001 0x0301
}

AttributeValue[2] {

/* Supported Data Store ‘calendar’

0b00001 0b00O0 0x03
}
}
}

/* } Data element sequence of attribute lists */

/* is not completed in this PDU. */
)
ContinuationState[9] {
/* 8 bytes of continuation state */
0x08 OXZZZZZZZZZZZZZZZZ

)
}

/* Part 3 -- Sent from SDP Client to SDP server */

SdApSDP_ServiceSearchAttributeRequest [41] {
PDUID[1]
0x06
}

TransactionID[2] {
OxXwwww

ParameterLength[2] {
0x0024
}

ServiceSearchPattern[7] {
DataElementSequence [7] {
0b00110 0b101 0x05
uuIiD (5] {

/* SynchronisationServiceClassID */

0b00011 0b01l0 OxsSsSsSsssss

€3 Bluetooth®
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}
}
}

MaximumAttributeByteCount [2] {
0x0180
}
AttributeIDList [18] {
DataElementSequence [18]
0b00110 0b101 0x10
AttributeIDRange [5] {
0b00001 0b0O10 0x00000001
}
AttributeID[3] {
0b00001 0b001 0x000C
}
AttributeIDRange [5] {
0b00001 0b010 0x01000102
}
AttributeID([3] {
0b00001 0b0O01 0x0301
}
}
}

ContinuationState[9] {

/* same 8 bytes of continuation state */

/* received in part 2 */
0xX08 OXZ2ZZZ22ZZZ2ZZZZZ2ZZ2Z

Part 4 -- Sent from SDP server to SDP client

SdpSDP_ServiceSearchAttributeResponse [115]
PDUID[1] {
0x07
}
TransactionID[2] ({
Oxwwww
}
ParameterLength [2] {
0x006E
}
AttributeListByteCount [2]
0x006B
}

AttributeLists[107] {

/* Continuing the data element seguence of */

/* attribute lists begun in Part 2. */
DataElementSequence [107] {
0b00110 0bl0l 0x69
Attribute [8] {
AttributeID[3] {
0b00001 0b0O01 0x0000
}

AttributeValue[5] {
/* service record handle */
0b00001 0b010 OxEfffffff

€3 Bluetooth®
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}

}
}

Attribute[10] {

AttributeID[3] {
0b00001 0b001 0x0001
}

Attributevalue[7] ({
DataElementSequence[7] {
0b00110 0bl01 0x05
UUID([5] {
/* SynchronisationServiceClassID */
0b00011 0b010 Oxssssssss

}
}
}
}

Attribute[35] {
AttributeID[3] ({
0b00001 0bO0OL 0x000C
}

AttributevValue[32] {
/* IconURL; '#' replaced by client application */
0b01000 0b101 0x1E
"http://DevManufacturer/icons/*"
}
}

Attribute[18] {
AttributeID[3] ({
0b00001 0b001 0x0100
}

AttributeValue[15] {
/* service name */
0b00100 0b1l01 0xOD
"Calendar Sync"

}
}

Attribute[29] {
AttributeID[3] {
0b00001 0b001 0x0102
}

AttributeValue[26] {
/* service provider */
0b00100 0b101 0x18
"Device Manufacturer Inc."
}
}
Attribute[s] {
AttributeID([3] {
0b00001 0bO01 0x0301
!
AttributeValue[2] {
/* Supported Data Store ‘calendar’ */
0b00001 0b0OOCO 0x03

}
}

/* This completes the data =lement sequence */

Appendix
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/* of attribute lists begun in Part 2.
}
ContinuationState[1] {
/* no continuation state */
0x00
}
}

€3 Bluetooth®
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GENERIC ACCESS PROFILE

This profile defines the generic
procedures related to discovery of
Bluetooth devices

(idle mode procedures) and link
management aspects of connecting to
Bluetooth devices (connecting mode
procedures). It also defines procedures
related to use of different security
levels. In addition, this profile includes
common format requirements for
parameters accessible on the user
interface level.
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FOREWORD

Interoperability between devices from different manufacturers is provided for a
specific service and use case, if the devices conform to a Bluetooth SIG-
defined profile specification. A profile defines a selection of messages and pro-
cedures (generally termed capabilities) from the Bluetooth SIG specifications
and gives a description of the air interface for specified

service(s) and use case(s).

All defined features are process-mandatory. This means that, if a feature is
used, it is used in a specified manner. Whether the provision of a feature is
mandatory or optional is stated separately for both sides of the Bluetooth air
interface.
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1 INTRODUCTION

11 SCOPE
The purpose of the Generic Access Profile is:

To introduce definitions, recommendations and common requirements related
to modes and access procedures that are to be used by transport and
application profiles.

To describe how devices are to behave in standby and connecting states in
order to guarantee that links and channels always can be established between
Bluetooth devices, and that multi-profile operation is possible. Special focus is
put on discovery, link establishment and security procedures.

To state requirements on user interface aspects, mainly coding schemes and
names of procedures and parameters, that are needed to guarantee a satisfac-
tory user experience.

1.2 SYMBOLS AND CONVENTIONS

1.2.1 Requirement status symbols

In this document (especially in the profile requirements tables), the following
symbols are used:

‘M’ for mandatory to support (used for capabilities that shall be used in the
profile);

'O’ for optional to support (used for capabilities that can be used in the profile);

‘C’ for conditional support (used for capabilities that shall be used in case a cer-
tain other capability is supported);

‘X’ for excluded (used for capabilities that may be supported by the unit but
shall never be used in the profile);

‘N/A’ for not applicable (in the given context it is impossible to use this
capability).

Some excluded capabilities are capabilities that, according to the relevant
Bluetooth specification, are mandatory. These are features that may degrade
operation of devices following this profile. Therefore, these features shall never
be activated while a unit is operating as a unit within this profile.

In this specification, the word shall is used for mandatory requirements, the
word should is used to express recommendations and the word may is used for
options.

Introduction 4 November 2004 179
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1.2.2 Signaling diagram conventions

The following arrows are used in diagrams describing procedures

A B

PROC 1

PROC 2

PROC 3

PROC 4

Figure 1.1: Arrows used in signaling diagrams

In the figure above, the following cases are shown: PROC1 is a sub-procedure
initiated by B. PROC2 is a sub-procedure initiated by A. PROC3 is a sub-pro-
cedure where the initiating side is undefined (may be both A or B). Dashed
arrows denote optional steps. PROC4 indicates an optional sub-procedure ini-
tiated by A, and PROCS indicates an optional sub-procedure initiated by B.

MSG1 is a message sent from B to A. MSG2 is a message sent from A to B.
MSG3 indicates an optional message from A to B, and MSG4 indicates a con-
ditional message from B to A.

1.2.3 Notation for timers and counters

Timers are introduced specific to this profile. To distinguish them from timers
used in the Bluetooth protocol specifications and other profiles, these timers
are named in the following format: "Tgap(nnn)’.

180 4 November 2004 Introduction
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

Object Exchange
Protocol (OBEX)

Telephony Control
Protocol (TCS)

Service Discovery

RFCOMM Protocol (SDP)

Logical Link Control and Adaptiation Protocol (L2CAP)

Link Manager Protocol (LMP)

Baseband [Link Controller (LC)]

Figure 2.1: Profile stack covered by this profile.

The main purpose of this profile is to describe the use of the lower layers of the
Bluetooth protocol stack (LC and LMP). To describe security related alterna-
tives, also higher layers (L2ZCAP, RFCOMM and OBEX) are included.

2.2 CONFIGURATIONS AND ROLES

For the descriptions in this profile of the roles that the two devices involved in a
Bluetooth communication can take, the generic notation of the A-party (the
paging device in case of link establishment, or initiator in case of another pro-
cedure on an established link) and the B-party (paged device or acceptor) is
used. The A-party is the one that, for a given procedure, initiates the establish-
ment of the physical link or initiates a transaction on an existing link.

This profile handles the procedures between two devices related to discovery
and connecting (link and connection establishment) for the case where none of
the two devices has any link established as well as the case where (at least)
one device has a link established (possibly to a third device) before starting the
described procedure.
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‘/?__/_, AorC

Figure 2.2: This profile covers procedures initiated by one device (A) towards another device (B)
that may or may not have an existing Bluetooth link active.

The initiator and the acceptor generally operate the generic procedures
according to this profile or another profile referring to this profile. If the acceptor
operates according to several profiles simultaneously, this profile describes
generic mechanisms for how to handle this.

2.3 USER REQUIREMENTS AND SCENARIOS

The Bluetooth user should in principle be able to connect a Bluetooth device to
any other Bluetooth device. Even if the two connected devices don’t share any
common application, it should be possible for the user to find this out using
basic Bluetooth capabilities. When the two devices do share the same applica-
tion but are from different manufacturers, the ability to connect them should not
be blocked just because manufacturers choose to call basic Bluetooth capabil-
ities by different names on the user interface level or implement basic proce-
dures to be executed in different orders.
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2.4 PROFILE FUNDAMENTALS

This profile states the requirements on names, values and coding schemes
used for names of parameters and procedures experienced on the user inter-
face level.

This profile defines modes of operation that are not service- or profile-specific,
but that are generic and can be used by profiles referring to this profile, and by
devices implementing multiple profiles.

This profile defines the general procedures that can be used for discovering
identities, names and basic capabilities of other Bluetooth devices that are in a
mode where they can be discoverable. Only procedures where no channel or
connection establishment is used are specified.

This profile defines the general procedure for how to create bonds (i.e. dedi-
cated exchange of link keys) between Bluetooth devices.

This profile describes the general procedures that can be used for establishing
connections to other Bluetooth devices that are in mode that allows them to
accept connections and service requests.

2.5 CONFORMANCE

Bluetooth devices that do not conform to any other Bluetooth profile shall con-
form to this profile to ensure basic interoperability.

Bluetooth devices that conform to another Bluetooth profile may use adapta-
tions of the generic procedures as specified by that other profile. They shall,
however, be compatible with devices compliant to this profile at least on the

level of the supported generic procedures.

If conformance to this profile is claimed, all capabilities indicated mandatory for
this profile shall be supported in the specified manner (process-mandatory).
This also applies for all optional and conditional capabilities for which support is
indicated. All mandatory capabilities, and optional and conditional capabilities
for which support is indicated, are subject to verification as part of the Blue-
tooth certification program.
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3 USER INTERFACE ASPECTS

3.1 THE USER INTERFACE LEVEL

In the context of this specification, the user interface level refers to places
(such as displays, dialog boxes, manuals, packaging, advertising, etc.) where
users of Bluetooth devices encounters names, values and numerical represen-
tation of Bluetooth terminology and parameters.

This profile specifies the generic terms that should be used on the user inter-
face level.

3.2 REPRESENTATION OF BLUETOOTH PARAMETERS

3.2.1 Bluetooth device address (BD_ADDR)

3.2.1.1_Definition

BD_ADDR is the address used by a Bluetooth device as defined in [1]. Itis
received from a remote device during the device discovery procedure.

3.2.1.2 Term on user interface level

When the Bluetooth address is referred to on Ul level, the term ’Bluetooth
Device Address’ should be used.

3.2.1.3 Representation

On BB level the BD_ADDR is represented as 48 bits [1].

On the Ul level the Bluetooth address shall be represented as 12 hexadecimal
characters, possibly divided into sub-parts separated by’:’.

(E.g., '000C3E3A4B69' or '00:0C:3E:3A:4B:69'.) At Ul level, any number shall
have the MSB -> LSB (from left to right) 'natural’ ordering (e.g., the number '16’
shall be shown as '0x10’).

3.2.2 Bluetooth device name (the user-friendly name)

3.2.2.1_Definition

The Bluetooth device name is the user-friendly name that a Bluetooth device
presents itself with. It is a character string returned in LMP_name_res as
response to a LMP_name_req.
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3.2.2.2 Term on user interface level

When the Bluetooth device name is referred to on Ul level, the term 'Bluetooth
Device Name’ should be used.

3.2.2.3 Representation

The Bluetooth device name can be up to 248 bytes maximum according to [2].
It shall be encoded according to UTF-8 (i.e. name entered on Ul level may be
down to 82 characters outside the Unicode range 0x00-0Ox7F are used).

A device can not expect that a general remote device is able to handle more
than the first 40 characters of the Bluetooth device name. If a remote device
has limited display capabilities, it may use only the first 20 characters.

3.2.3 Bluetooth passkey (Bluetooth PIN)

3.2.3.1 Definition

The Bluetooth PIN is used to authenticate two Bluetooth devices (that have not
previously exchanged link keys) to each other and create a trusted relationship
between them. The PIN is used in the pairing procedure (see Section 10.2 on
page 224) to generate the initial link key that is used for further authentication.

The PIN may be entered on Ul level but may also be stored in the device; e.g.
in the case of a device without sufficient MMI for entering and displaying digits.

3.2 3.2 Terms at user interface level

When the Bluetooth PIN is referred to on Ul level, the term ’Bluetooth Passkey’
should be used.

3.2.3.3 Representation

The Bluetooth PIN has different representations on different levels. PINBB is
used on baseband level, and PINUI is used on user interface level. PINBB is
the PIN used by [1] for calculating the initialization key during the pairing proce-
dure. PINUI is the character representation of the PIN that is entered on Ul
level. The transformation from PINUI to PINBB shall be according to UTF-8.
According to [1], PINBB can be 128 bits (16 bytes).

PIN codes may be up to 16 characters. In crder to take advantage of the full
level of security all PINs should be 16 characters long. Variable PINs should be
composed of alphanumeric characters chosen from within the Unicode range
0x00-0x7F. If the PIN contains any decimal digits these shall be encoded using
the Unicode Basic Latin characters (i.e. code points 0x30 to 0x39) (Note 1).
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For compatibility with devices with numeric keypads fixed PINs shall be com-
posed of only decimal digits, and variable PINS may be composed of only dec-
imal digits.

If a device supports entry of characters outside the Unicode range 0x00-0x7F
other Unicode code points may be used (Note 2), except the Halfwidth and
Fullwidth Forms from within the Unicode range FF0O0 - FFEF shall not be used
(Note 3).

Examples:

Corresponding PINgg[0..length-1]
User-entered code (value as a sequence of octets in hexadecimal notation)

'0196554200906493 | length = 16, value = 0x30 0x31 0x39 0x36 0x35 0x35 0x34 0x32
0x30 0x30 0x39 Dx30 0x36 0x34 0x39 0x33

'‘Bernelitteratur’ length = 16, value = 0x42 0xC3 0xB8 0x72 0x6e 0x65 0x6¢c 0x69
0x74 0x74 0x65 Dx72 0x61 0x74 0x75 0x72

Note 1: This is to prevent interoperability problems since there are decimal dig-
its at other code points (e.g. the Fullwidth digits at code points 0xff10 to 0xff19).

Note 2: Unicode characters outside the Basic Latin range (0x00 - 0x7F) encode
to multiple bytes, therefore when characters outside the Basic Latin range are
used the maximum number of characters in the PINUI will be less than 16. The
second example illustrates a case where a 16 character string encodes to 15
bytes because the character g is outside the Basic Latin range and encodes to
two bytes (0xC3 0xB8).

Note 3: This is to prevent interoperability problems since the Halfwidth and
Fullwidth forms contain alternative variants of ASCII, Katakana, Hangul, punc-

tuation and symbols. All of the characters in the Halfwidth and Fullwidth forms
have other more commonly used Unicode code points.

3.2.4 Class of Device

3.2.4.1 Definition

Class of device is a parameter received during the device discovery procedure,
indicating the type of device and which types of service that are supported.
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3.2.4.2 Term on user interface level

The information within the Class of Device parameter should be referred to as
'‘Bluetooth Device Class’ (i.e. the major and minor device class fields) and
‘Bluetooth Service Type’ (i.e. the service class field). The terms for the defined
Bluetooth Device Types and Bluetooth Service Types are defined in [11].

When using a mix of information found in the Bluetooth Device Class and the
Bluetooth Service Type, the term 'Bluetooth Device Type’ should be used.

3.2.4.3 Representation

The Class of device is a bit field and is defined in [11]. The Ul-level representa-
tion of the information in the Class of device is implementation specific.

3.3 PAIRING

Two procedures are defined that make use of the pairing procedure defined on
LMP level (LMP-pairing, see Section 10.2 an page 224). Either the user ini-
tiates the bonding procedure and enters the passkey with the explicit purpose
of creating a bond (and maybe also a secure relationship) between two Blue-
tooth devices, or the user is requested to enter the passkey during the estab-
lishment procedure since the devices did not share a common link key
beforehand. In the first case, the user is said to perform 'bonding (with entering
of passkey)’ and in the second case the user is said to 'authenticate using the
passkey’.
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4 MODES
Procedure Ref. Support
Discoverability modes: 4.1
Non-discoverable mode C1
Limited discoverable mode
General discoverable mode 0]
Connectability modes: 4133
Non-connectable mode o
Connectable mode M
Pairing modes: 4222
Non-pairable mode (0]
Pairable mode C2
C1: If limited discoverable mode is supported, non-discoverable mode is mandatory,
otherwise optional.
C2: If the bonding procedure is supported, support for pairable mode is mandatory,
otherwise optional.

Table 4.1: Conformance requirements related to modes defined in this section

4.1 DISCOVERABILITY MODES

With respect to inquiry, a Bluetooth device shall be either in non-discoverable
mode or in a discoverable mode. (The device shall be in one, and only one,
discoverability mode at a time.) The two discoverable modes defined here are
called limited discoverable mode and general discoverable mode. Inquiry is
defined in [1].

When a Bluetooth device is in non-discoverable mode it does not respond to
inquiry.

A Bluetooth device is said to be made discoverable, or set into a discoverable
mode, when it is in limited discoverable mode or in general discoverable mode.
Even when a Bluetooth device is made discoverable it may be unable to
respond to inquiry due to other baseband activity [1]. A Bluetooth device that
does not respond to inquiry for any of these two reasons is called a silent
device.

After being made discoverable, the Bluetooth device shall be discoverable for
at least Tgpp(103).
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The speed of discovery is dependent on the configuration of the inquiry scan
interval and inquiry scan type of the Bluetooth device. The Host is able to con-
figure these parameters based on trade-offs between power consumption,
bandwidth and the desired speed of discovery.

4.1.1 Non-discoverable mode

4.1.1.1 Definition

When a Bluetooth device is in non-discoverable mode, it shall never enter the
INQUIRY_RESPONSE state.

4.1.1.2 Term on Ul-level

Bluetooth device is 'non-discoverable’ or in 'non-discoverable mode’.

4.1.2 Limited discoverable mode

4.1.2.1 Definition

The limited discoverable mode should be used by devices that need to be
discoverable only for a limited period of time, during temporary conditions or for
a specific event. The purpose is to respond to a device that makes a limited
inquiry (inquiry using the LIAC).

A Bluetooth device should not be in limited discoverable mode for more than
Tgap(104). The scanning for the limited inquiry access code can be done
either in parallel or in sequence with the scanning of the general inquiry access
code. When in limited discoverable mode, one of the following options shall be
used.

* Parallel scanning

When a Bluetooth device is in limited discoverable mode and when discov-
ery speed is more important than power consumption or bandwidth, it is rec-
ommended that the Bluetooth device enter the INQUIRY_SCAN state at
least every Tgap(105) and that Interlaced Inquiry scan is used.

If, however, power consumption or bandwidth is important, but not critical, it
is recommended that the Bluetooth device enter the INQUIRY_SCAN state
at least every Tgap(102) and Interlaced Inquiry scan is used.

When power consumption or bandwidth is critical it is recommended that the
Bluetooth device enter the INQUIRY_SCAN state at least every Tgap(102)
and non-Interlaced Inquiry scan is used.

In all cases the Bluetooth device shall enter the INQUIRY_SCAN state at
least once in Tgap(102) and scan for the GIAC and the LIAC for at least

Teap(101)

190 4 November 2004 Modes

1329



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 4] page 191 of 250

Generic Access Profile ea Blu Bt 0 othm

When either a SCO or eSCO link is in operation, it is recommended to use
interlaced scan to significantly decrease the discoverability time.

+ Sequential scanning

When a Bluetooth device is in limited discoverable mode, it shall enter the
INQUIRY_SCAN state at least once in Tgap(102) and scan for the GIAC for

at least Tgap(101) and enter the INQUIRY_SCAN state more often than
once in Tgap(102) and scan for the LIAC for at least Tgap(101).

If an inquiry message is received when in limited discoverable mode, the
entry into the INQUIRY_RESPONSE state takes precedence over the next
entries into INQUIRY_SCAN state until the inquiry response is completed.

4.1.2.2 Conditions

When a device is in limited discoverable mode it shall set bit no 13 in the Major
Service Class part of the Class of Device/Service field [11].

4.1.2.3 Term on Ul-level

Bluetooth device is ’discoverable’ or in 'discoverable mode’.

4.1.3 General discoverable mode

4.1.3.1_Definition

The general discoverable mode shall be used by devices that need to be
discoverable continuously or for no specific condition. The purpose is to
respond to a device that makes a general inquiry (inquiry using the GIAC).
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4.1.3.2 Conditions

When a Bluetooth device is in general discoverable mode and when discovery
speed is more important than power consumption or bandwidth, it is recom-
mended that the Bluetooth device enter the INQUIRY_SCAN state at least
every Tgap(105) and that Interlaced Inquiry scan is used.

If, however, power consumption or bandwidth is important, but not critical, it is
recommended that the Bluetooth device enter the INQUIRY_SCAN state at
least every Tgap(102) and Interlaced Inquiry scan is used.

When power consumption or bandwidth is critical it is recommended that the
Bluetooth device enter the INQUIRY_SCAN state at least every Tgap(102) and

Non-interlaced Inquiry scan is used.

In all cases the Bluetooth device shall enter the INQUIRY_SCAN state at least
once in Tgap(102) and scan for the GIAC for at least Tgap(101).

When either a SCO or eSCO link is in operation, it is recommended to use
interlaced scan to significantly decrease the discoverability time.

A device in general discoverable mode shall not respond to a LIAC inquiry.

4.1.3.3 Term on Ul-level

Bluetooth device is ’'discoverable’ or in 'discoverable mode’.
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4.2 CONNECTABILITY MODES

With respect to paging, a Bluetooth device shall be either in non-connectable
mode or connectable mode. Paging is defined in [1].

When a Bluetooth device is in non-connectable mode it does not respond to
paging. When a Bluetooth device is in connectable mode it responds to paging.

The speed of connections is dependent on the configuration of the page scan
interval and page scan type of the Bluetooth device. The Host is able to config-
ure these parameters based on trade-offs between power consumption, band-
width and the desired speed of connection.

4.2.1 Non-connectable mode

4.2.1.1_Definition

When a Bluetooth device is in non-connectable mode it shall never enter the
PAGE_SCAN state.

4.2.1.2 Term on Ul-level

Bluetooth device is 'non-connectable’ or in 'non-connectable mode’.

4.2.2 Connectable mode

4.2 2.1 Definition

When a Bluetooth device is in connectable mode it shall periodically enter the
PAGE_SCAN state. The device makes page scan using the Bluetooth device
address, BD_ADDR. Connection speed is a trade-off between power con-
sumption / available bandwidth and speed. The Bluetooth Host is able to make
these trade-offs using the Page Scan interval, Page Scan window, and Inter-
laced Scan parameters.

RO page scanning should be used when connection speeds are critically
important and when the paging device has a very good estimate of the Blue-
tooth clock. Under these conditions it is possible for paging to complete within
two times the page scan window. Because the page scan interval is equal to
the page scan window it is not possible for any other traffic to go over the Blue-
tooth link when using RO page scanning. In RO page scanning it is not possible
to use interlaced scan. RO page scanning is the highest power consumption
mode of operation.

When connection times are critical but the other device either does not have an
estimate of the Bluetooth clock or when the estimate is possibly out of date, it is
better to use R1 page scanning with a very short page scan interval,
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Teap(1086), and Interlaced scan. This configuration is also useful to achieve

nearly the same connection speeds as RO page scanning but using less power
consumption and leaving bandwidth available for other connections. Under
these circumstances it is possible for paging to complete within Tgap(108). In

this case the Bluetooth device shall page scan for at least Tgap(101).

When connection times are important but not critical enough to sacrifice signifi-
cant bandwidth and/or power consumption it is recommended to use either
Teap(107) or Tgap(108) for the scanning interval. Using Interlaced scan will
reduce the connection time by half but may use twice the power consumption.
Under these circumstances it is possible for paging to complete within one or
two times the page scanning interval depending on whether Interlaced Scan is
used. In this case the Bluetooth device shall page scan for at least Tgap(101).

In all cases the Bluetooth device shall enter the PAGE_SCAN state at least
once in Tgap(102) and scan for at least Tgap(101).

The page scan interval, page scan window size and scan type for the six sce-
narios are described in the following table:

Page Scan Page Scan

Scenario Interval Window Scan Type

RO (1.28s) Teap(107) Teap(107) Normal scan
Fast R1 (100ms) Teap(106) Teap(101) Interlaced scan
Medium R1 (1.28s) Teap(107) Taap(101) Interlaced scan
Slow R1 (1.28s) Teap(107) Tgap(101) Normal scan
Fast R2 (2.56s) Teap(108) Teap(101) Interlaced scan
Slow R2 (2.56s) Teap(108) Teap(101) Normal scan

Table 4.2: Page scan parameters for connection speed scenarios

When either a SCO or eSCQO link is in operation, it is recommended to use
interlaced scan to significantly decrease the connection time.

4.2.2.2 Term on Ul-level

Bluetooth device is ‘'connectable’ or in ‘connectable mode’.

194 4 November 2004 Modes

1333



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 4] page 195 of 250

Generic Access Profile GB Blue tOO th@
4.3 PAIRING MODES

With respect to pairing, a Bluetooth device shall be either in non-pairable mode
or in pairable mode. In pairable mode the Bluetooth device accepts paring —i.e.
creation of bonds — initiated by the remote device, and in non-pairable mode it
does not. Pairing is defined in [1] and [2].

4.3.1 Non-pairable mode

4.3.1.1_Definition

When a Bluetooth device is in non-pairable mode it shall respond to a received
LMP_in_rand with LMP_not_accepted with the reason pairing not allowed.

4.3.1.2 Term on Ul-level

Bluetooth device is 'non-bondable’ or in 'non-bondable mode’ or “does not
accept bonding”.

4.3.2 Pairable mode

4.3.2.1 Definition

When a Bluetooth device is in pairable mode it shall respond to a received
LMP_in_rand with LMP_accepted (or with LMP_in_rand if it has a fixed PIN).

4.3.2.2 Term on Ul-level

Bluetooth device is 'bondable’ or in ’bondable mode’ or “accepts bonding”.

Modes 4 November 2004 195

1334



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 4] page 196 of 250

Generic Access Profile 8 BIU et 0 Oth@

196 4 November 2004 Modes

1335



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 4] page 197 of 250

Generic Access Profile GB Blue tOO th@
5 SECURITY ASPECTS

Procedure Ref. Support
1 Authentication 5.1 C1
2 Security modes 2.2
Security mode 1 (0]
Security mode 2 c2
Security mode 3 C2

C1: If security mode 1 is the only security mode that is supported, support for authentication
is optional, otherwise mandatory. (Note: support for LMP-authentication and LMP-pairing is
mandatory according [2] independent of which security mode that is used.)

C2: If secure communication is supported, then support for at least one of Security mode 2
or Security mode 3 is mandatory.

Table 5.1: Conformance requirements related to the generic authentication procedure and the
security modes defined in this section

5.1 AUTHENTICATION

5.1.1 Purpose

The generic authentication procedure describes how the LMP-authentication
and LMP-pairing procedures are used when authentication is initiated by one
Bluetooth device towards another, depending on if a link key exists or not and if
pairing is allowed or not.

5.1.2 Term on Ul level

‘Bluetooth authentication’.
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5.1.3 Procedure

Authentication
start

link
authenticated
already?

es

link key
available?

/

Imp_authentication

ok

Initiate
pairing?

fail

Imp_pairing

ok

Y

S |
./ authent\cation\. / i ﬁk\

Figure 5.1: Definition of the generic authentication procedure.

5.1.4 Conditions

The device that initiates authentication has to be in security mode 2 or in
security mode 3.

5.2 SECURITY MODES

The following flow chart describes where in the channel establishment proce-
dures initiation of authentication takes place, depending on which security
mode the Bluetooth device is in.
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Figure 5.2: lllustration of channel establishment using different security modes.
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When authentication is initiated towards a Bluetooth device, it shall act accord-
ing to [2] and the current pairing mode, independent of which security mode it
is in.

5.2.1 Security mode 1 (non-secure)

When a Bluetooth device is in security mode 1 it shall never initiate any secu-
rity procedure (i.e., it shall never send LMP_au_rand, LMP_in_rand or
LMP_encryption_mode_req).

5.2.2 Security mode 2 (service level enforced security)

When a Bluetooth device is in security mode 2 it shall not initiate any security
procedure before a channel establishment request (L2CAP_ConnectReq) has
been received or a channel establishment procedure has been initiated by
itself. (The behavior of a device in security mode 2 is further described in [10].)
Whether a security procedure is initiated or not depends on the security
requirements of the requested channel or service.

A Bluetooth device in security mode 2 should classify the security requirements
of its services using at least the following attributes:

» Authorization required;

* Authentication required;

* Encryption required.

Note: Security mode 1 can be considered (at least from a remote device point

of view) as a special case of security mode 2 where no service has registered
any security requirements.

5.2.3 Security modes 3 (link level enforced security)

When a Bluetooth device is in security mode 3 it shall initiate security proce-
dures before it sends LMP_link_setup_complete. (The behavior of a device in
security mode 3 is as described in [2].)

A Bluetooth device in security mode 3 may reject the host connection request
(respond with LMP_not_accepted to the LMP_host_connection_req) based on
settings in the host (e.g. only communication with pre-paired devices allowed).
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6 IDLE MODE PROCEDURES

The inquiry and discovery procedures described here are applicable only to the
device that initiates them (A). The requirements on the behavior of B is accord-
ing to the modes specified in Section 4 on page 189 and to [2].

Procedure Ref. Support
1 General inquiry 6.1 C1
2 Limited inquiry 6.2 C1
3 Name discovery 6.3 (0]
4 Device discovery 6.4 o
9 Bonding 6.5 O
C1: If initiation of bonding is supported, support for at least one inquiry procedure is manda-
tory, otherwise optional.
(Note: support for LMP-pairing is mandatory [2].)

6.1 GENERAL INQUIRY

6.1.1 Purpose

The purpose of the general inquiry procedure is to provide the initiator with the
Bluetooth device address, clock, Class of Device and used page scan mode of
general discoverable devices (i.e. devices that are in range with regard to the
initiator and are set to scan for inquiry messages with the General Inquiry
Access Code). Also devices in limited discoverable mode will be discovered
using general inquiry.

The general inquiry should be used by devices that need to discover devices
that are made discoverable continuously or for no specific condition.

6.1.2 Term on Ul level

‘Bluetooth Device Inquiry’.
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6.1.3 Description

D'

Inquiry (GIAC)

inquiry_res

A

inquiry_res

A

list of

Bluetooth
Device

Addresses

Figure 6.1: General inquiry ,where B is a device in non-discoverable mode, B’ is a device in limited

discoverable mode and B” is a device in general discoverable mode. (Note that all discoverable
devices are discovered using general inquiry, independent of which discoverable mode they are in.)

6.1.4 Conditions

When general inquiry is initiated by a Bluetooth device, the INQUIRY state
shall last Tgap(100) or longer, unless the inquirer collects enough responses
and determines to abort the INQUIRY state earlier. The Bluetooth device shall
perform inquiry using the GIAC.

In order to receive inquiry response, the remote devices in range have to be
made discoverable (limited or general).

6.2 LIMITED INQUIRY

6.2.1 Purpose

The purpose of the limited inquiry procedure is to provide the initiator with the
Bluetooth device address, clock, Class of Device and used page scan mode of
limited discoverable devices. The latter devices are devices that are in range
with regard to the initiator, and may be set to scan for inquiry messages with
the Limited Inquiry Access Code, in addition to scanning for inquiry messages
with the General Inquiry Access Code.

The limited inquiry should be used by devices that need to discover devices
that are made discoverable only for a limited period of time, during temporary
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conditions or for a specific event. Since it is not guaranteed that the
discoverable device scans for the LIAC, the initiating device may choose any
inquiry procedure (general or limited). Even if the remote device that is to be
discovered is expected to be made limited discoverable (e.g. when a dedicated
bonding is to be performed), the limited inquiry should be done in sequence
with a general inquiry in such a way that both inquiries are completed within the
time the remote device is limited discoverable, i.e. at least Tgap(103).

6.2.2 Term on Ul level

‘Bluetooth Device Inquiry’.

6.2.3 Description

D'

Inqquiry (LIAC)

inquiry_res

A

list of
Bluetooth

Device
Addresses

1

Figure 6.2: Limited inquiry where B is a device in non-discoverable mode, B’ is a device in limited
discoverable mode and B” is a device in general discoverable mode. (Note that only limited
discoverable devices can be discovered using limited inquiry.)

6.2.4 Conditions

When limited inquiry is initiated by a Bluetooth device, the INQUIRY state shall
last Tgap(100) or longer, unless the inquirer collects enough responses and

determines to abort the INQUIRY state earlier. The Bluetooth device shall per-
form inquiry using the LIAC.

In order to receive inquiry response, the remote devices in range has to be
made limited discoverable.
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6.3 NAME DISCOVERY

6.3.1 Purpose

The purpose of name discovery is to provide the initiator with the Bluetooth
Device Name of connectable devices (i.e. devices in range that will respond to
paging).

6.3.2 Term on Ul level

‘Bluetooth Device Name Discovery'.

6.3.3 Description

6.3.3.1 Name request

Name request is the procedure for retrieving the Bluetooth Device Name from
a connectable Bluetooth device. It is not necessary to perform the full link
establishment procedure (see Section 7.1 on page 209) in order to just to get
the name of another device.

Paging

LMP_name_req

Y

LMP_name_res

LMP_detach

Figure 6.3: Name request procedure.

6.3.3.2 Name discovery

Name discovery is the procedure for retrieving the Bluetooth Device Name
from connectable Bluetooth devices by performing name request towards
known devices (i.e. Bluetooth devices for which the Bluetooth Device
Addresses are available).
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Device
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Name request

Name request

I

Name request

list of
Bluetooth
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Figure 6.4: Name discovery procedure.

6.3.4 Conditions

In the name request procedure, the initiator will use the Device Access Code of
the remote device as retrieved immediately beforehand — normally through an
inquiry procedure.

6.4 DEVICE DISCOVERY

6.4.1 Purpose

The purpose of device discovery is to provide the initiator with the Bluetooth
Device Address, clock, Class of Device, used page scan mode and Bluetooth
device name of discoverable devices.

6.4.2 Term on Ul level

‘Bluetooth Device Discovery’.
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6.4.3 Description

During the device discovery procedure, first an inquiry (either general or lim-
ited) is performed, and then name discovery is done towards some or all of the
devices that responded to the inquiry.

|= 1)
A B i

initiate make discoverable & connectable
device discovery

\
A

Inquiry

_Jist of discovered Bluetooth devices
" (Bluetooth Device Addresses)

Name discovery

_Jist of discovered Bluetooth devices L/
7 (Bluetooth Device Names)

Figure 6.5: Device discovery procedure.

6.4.4 Conditions

Conditions for both inquiry (general or limited) and name discovery must be ful-
filled (i.e. devices discovered during device discovery must be both discover-
able and connectable).

6.5 BONDING

6.5.1 Purpose

The purpose of bonding is to create a relation between two Bluetooth devices
based on a common link key (a bond). The link key is created and exchanged
(pairing) during the bonding procedure and is expected to be stored by both
Bluetooth devices, to be used for future authentication.

In addition to pairing, the bonding procedure can involve higher layer initializa-
tion procedures.

6.5.2 Term on Ul level

‘Bluetooth Bonding’
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6.5.3 Description

Two aspects of the bonding procedure are described here. Dedicated bonding
is what is done when the two devices are explicitly set to perform only a cre-
ation and exchange of a common link key.

General bonding is included to indicate that the framework for the dedicated
bonding procedure is the same as found in the normal channel and connection
establishment procedures. This means that pairing may be performed success-
fully if A has initiated bonding while B is in its normal connectable and security
modes.

The main difference with bonding, as compared to a pairing done during link or

channel establishment, is that for bonding it is the paging device (A) that must
initiate the authentication.

6.5.3.1 General bonding

A B
initiate bonding o . make pairable
(BD_ADDR) = h

Delete link key to
paged device

Link establishment

Channel establishment

Channel release

______________________________

LMP_detach

_, update list of paired devices

Figure 6.6: General description of bonding as being the link establishment procedure executed
under specific conditions on both devices, followed by an optional higher layer initalization process.
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6.5.3.2 Dedicated bonding

Initiate bonding | Make pairable

Delete link key to
paged device

Paging

LMP_name_req

LMP_host_conneciion_req_
LMP_accepted -

Authentication

LMP_setup_complete

LMP_setup_complete

-

LMP_detach

Figure 6.7: Bonding as performed when the purpose of the procedure is only to create and
exchange a link key between two Bluetooth devices.

6.5.4 Conditions

Before bonding can be initiated, the initiating device (A) must know the Device
Access Code of the device to pair with. This is normally done by first perform-
ing device discovery. A Bluetooth Device that can initiate bonding (A) should
use limited inquiry, and a Bluetooth Device that accepts bonding (B) should
support the limited discoverable mode.

Bonding is in principle the same as link establishment with the conditions:

» The paged device (B) shall be set into pairable mode. The paging device (A)
is assumed to allow pairing since it has initiated the bonding procedure.

» The paging device (the initiator of the bonding procedure, A) shall initiate
authentication.

+ Before initiating the authentication part of the bonding procedure, the paging
device should delete any link key corresponding to a previous bonding with
the paged device.
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7 ESTABLISHMENT PROCEDURES

Support Support

Procedure Ref. inA inB
1 Link establishment 71 M M
2 Channel establishment 7.2 o M
3 Connection establishment 7.3 (0] O

Table 7.1: Establishment procedures

The establishment procedures defined here do not include any discovery part.
Before establishment procedures are initiated, the information provided during
device discovery (in the FHS packet of the inquiry response or in the response
to a name request) has to be available in the initiating device. This information
is:

* The Bluetooth Device Address (BD_ADDR) from which the Device Access
Code is generated;

+ The system clock of the remote device;
+ The page scan mode used by the remote device.

Additional information provided during device discovery that is useful for mak-
ing the decision to initiate an establishment procedure is:

* The Class of device;
* The Device name.

7.1 LINK ESTABLISHMENT

7.1.1 Purpose

The purpose of the link establishment procedure is to establish a physical link
(of ACL type) between two Bluetooth devices using procedures from [1] and

[2].

7.1.2 Term on Ul level

‘Bluetooth link establishment’
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7.1.3 Description

In this sub-section, the paging device (A) is in security mode 3. The paging
device cannot during link establishment distinguish if the paged device (B) is in
security mode 1 or 2.

7.1.3.1 B in security mode 1 or 2

init _____ Make connectable

Yy

i

Paging

Link setup

LMP_host_connection_req

LMP_accepted

Authentication

© Encryption negotiation

Link setup complete

Figure 7.1: Link establishment procedure when the paging device (A) is in security mode 3 and the
paged device (B) is in security mode 1 or 2.
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7.1.3.2 B in security mode 3

init Make connectable

A
f \

Paging

Link setup

LMP_host_connection_req_ |

Switch negotiation

LMP_accepted

Authentication

Authentication

Encryption negotiation

S

Link setup complete

Figure 7.2: Link establishment procedure when both the paging device (A) and the paged device
(B) are in security mode 3.

7.1.4 Conditions

The paging procedure shall be according to [1] and the paging device should
use the Device access code and page mode received through a previous
inquiry. When paging is completed, a physical link between the two Bluetooth
devices is established.

If role switching is needed (normally it is the paged device that has an interest
in changing the master/slave roles) it should be done as early as possible after
the physical link is established. If the paging device does not accept the switch,
the paged device has to consider whether to keep the physical link or not.

Both devices may perform link setup (using LMP procedures that require no
interaction with the host on the remote side). Optional LMP features can be
used after having confirmed (using LMP_feature_req) that the other device

supports the feature.
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When the paging device needs to go beyond the link setup phase, it issues a
request to be connected to the host of the remote device. If the paged device is
in security mode 3, this is the trigger for initiating authentication.

The paging device shall send LMP_host_connection_req during link establish-
ment (i.e. before channel establishment) and may initiate authentication only
after having sent LMP_host_connection_request.

After an authentication has been performed, any of the devices can initiate
encryption.

Further link configuration may take place after the LMP_host_connection_req.
When both devices are satisfied, they send LMP_setup_complete.

Link establishment is completed when both devices have sent
LMP_setup_complete.

7.2 CHANNEL ESTABLISHMENT

7.2.1 Purpose

The purpose of the channel establishment procedure is to establish a Bluetooth
channel (L2ZCAP channel) between two Bluetooth devices using [3].

7.2.2 Term on Ul level

‘Bluetooth channel establishment'.

7.2.3 Description

In this sub-section, the initiator (A) is in security mode 3. During channel
establishment, the initiator cannot distinguish if the acceptor (B) is in security
mode 1 or 3.
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7.2.3.1 B in security mode 2

established link

L2CAP_ConnectReq

»
P

Authentication

Encryption negotiation

L2CAP_ConnectRsp(+)

«

Figure 7.3: Channel establishment procedure when the initiator (A) is in security mode 3 and the
acceptor (B) is in security mode 2.

7.2.3.2 B in security mode 1 or 3

established link

L2CAP_ConnectReq

| L2CAP_ConnectRsp(+)

Figure 7.4: Channel establishment procedure when the initiator (A) is in security mode 3 and the
acceptor (B) is in security mode 1 or 3.

7.2.4 Conditions

Channel establishment starts after link establishment is completed when the
initiator sends a channel establishment request (L2ZCAP_ConnectReq).

Depending on security mode, security procedures may take place after the
channel establishment has been initiated.

Channel establishment is completed when the acceptor responds to the chan-
nel establishment request (with a positive LZCAP_ConnectRsp).
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7.3 CONNECTION ESTABLISHMENT

7.3.1 Purpose

The purpose of the connection establishment procedure is to establish a con-
nection between applications on two Bluetooth devices.

7.3.2 Term on Ul level

‘Bluetooth connection establishment’

7.3.3 Description

In this sub-section, the initiator (A) is in security mode 3. During connection
establishment, the initiator cannot distinguish if the acceptor (B) is in security
mode 1 or 3.

7.3.3.1 B in security mode 2

established channel

connect_est req

Encryption negotiation

connect_est_acc

A

Figure 7.5: Connection establishment procedure when the initiator (A) is in security mode 3 and the
acceptor (B) is in security mode 2.
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7.3.3.2 B in security mode 1 or 3

established channel

connect_est_req

A/

connect_est_acc

<l
-«

Figure 7.6: Connection establishment procedure when the initiator (A) is in security mode 3 and the
acceptor (B) is in security mode 1 or 3.

7.3.4 Conditions

Connection establishment starts after channel establishment is completed,
when the initiator sends a connection establishment request (‘connect_est_req’
is application protocol-dependent). This request may be a TCS SETUP mes-
sage [5] in the case of a Bluetooth telephony application Cordless Telephony
Profile, or initialization of RFCOMM and establishment of DLC [4] in the case of
a serial port-based application Serial Port Profile (although neither TCS or
RFCOMM use the term ’connection’ for this).

Connection establishment is completed when the acceptor accepts the
connection establishment request (‘connect_est_acc’ is application protocol
dependent).

7.4 ESTABLISHMENT OF ADDITIONAL CONNECTION

When a Bluetooth device has established one connection with another
Bluetooth device, it may be available for establishment of:

* A second connection on the same channel, and/or
* A second channel on the same logical link, and/or
* A second physical link.

If the new establishment procedure is to be towards the same device, the secu-
rity part of the establishment depends on the security modes used. If the new
establishment procedure is to be towards a new remote device, the device
should behave according to active modes independent of the fact that it
already has another physical link established (unless allowed co-incident radio
and baseband events have to be handled).
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8 DEFINITIONS

In the following, terms written with capital letters refer to states.

8.1 GENERAL DEFINITIONS

Mode . A set of directives that defines how a device will respond to certain
events.

Idle . As seen from a remote device, a Bluetooth device is idle, or is in idle
mode, when there is no link established between them.

Bond . A relation between two Bluetooth devices defined by creating,
exchanging and storing a common link key. The bond is created through the
bonding or LMP-pairing procedures.

8.2 CONNECTION-RELATED DEFINITIONS

Physical channel . A synchronized Bluetooth baseband-compliant RF hop-
ping sequence.

Piconet . A set of Bluetooth devices sharing the same physical channel
defined by the master parameters (clock and BD_ADDR).

Physical link . A Baseband-level connection’ between two devices estab-
lished using paging. A physical link comprises a sequence of transmission slots
on a physical channel alternating between master and slave transmission slots.

ACL link . An asynchronous (packet-switched) connection' between two
devices created on LMP level. Traffic on an ACL link uses ACL packets to be
transmitted.

SCO link . A synchronous (circuit-switched) connection” for reserved band-
width communications; e.g. voice between two devices, created on the LMP
level by reserving slots periodically on a physical channel. Traffic on an SCO
link uses SCO packets to be transmitted. SCO links can be established only
after an ACL link has first been established.

Link . Shorthand for an ACL link.

PAGE . A baseband state where a device transmits page trains, and processes
any eventual responses to the page trains.

PAGE_SCAN . A baseband state where a device listens for page trains.

1. The term ’connection’ used here is not identical to the definition below. It is used in the
absence of a more concise term.
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Page . The transmission by a device of page trains containing the Device
Access Code of the device to which the physical link is requested.

Page scan . The listening by a device for page trains containing its own Device
Access Code.

Channel . A logical connection on L2CAP level between two devices serving a
single application or higher layer protocol.

Connection . A connection between two peer applications or higher layer
protocols mapped onto a channel.

Connecting . A phase in the communication between devices when a connec-
tion between them is being established. (Connecting phase follows after the
link establishment phase is completed.)

Connect (to service) . The establishment of a connection to a service. If not
already done, this includes establishment of a physical link, link and channel as
well.

8.3 DEVICE-RELATED DEFINITIONS

Discoverable device . A Bluetooth device in range that will respond to an
inquiry (normally in addition to responding to page).

Silent device . A Bluetooth device appears as silent to a remote device if it
does not respond to inquiries made by the remote device. A device may be
silent due to being non-discoverable or due to baseband congestion while
being discoverable.

Connectable device . A Bluetooth device in range that will respond to a page.
Trusted device . A paired device that is explicitly marked as trusted.

Paired device . A Bluetooth device with which a link key has been exchanged
(either before connection establishment was requested or during connecting
phase).

Pre-paired device . A Bluetooth device with which a link key was exchanged,
and the link key is stored, before link establishment.

Un-paired device . A Bluetooth device for which there was no exchanged link
key available before connection establishment was request.

Known device . A Bluetooth device for which at least the BD_ADDR is stored.

Un-known device . A Bluetooth device for which no information (BD_ADDR,
link key or other) is stored.

Authenticated device . A Bluetooth device whose identity has been verified
during the lifetime of the current link, based on the authentication procedure.
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8.4 PROCEDURE-RELATED DEFINITIONS

Paging . A procedure for establishing a physical link of ACL type on baseband
level, consisting of a page action of the initiator and a page scan action of the
responding device.

Link establishment . A procedure for establishing a link on LMP level. Alink is
established when both devices have agreed that LMP setup is completed.

Channel establishment . A procedure for establishing a channel on L2CAP
level.

Connection establishment . A procedure for creating a connection mapped
onto a channel.

Creation of a trusted relationship . A procedure where the remote device is
marked as a trusted device. This includes storing a common link key for future
authentication and pairing (if the link key is not available).

Creation of a secure connection. A procedure of establishing a connection,
including authentication and encryption.

Device discovery . A procedure for retrieving the Bluetooth device address,
clock, class-of-device field and used page scan mode from discoverable
devices.

Name discovery . A procedure for retrieving the user-friendly name (the Blue-
tooth device name) of a connectable device.

Service discovery . Procedures for querying and browsing for services
offered by or through another Bluetooth device.

8.5 SECURITY-RELATED DEFINITIONS

Authentication . A generic procedure based on LMP-authentication if a link
key exists or on LMP-pairing if no link key exists.

LMP-authentication . An LMP level procedure for verifying the identity of a
remote device. The procedure is based on a challenge-response mechanism
using a random number, a secret key and the BD_ADDR of the non-initiating
device. The secret key used can be a previously exchanged link key.

Authorization . A procedure where a user of a Bluetooth device grants a
specific (remote) Bluetooth device access to a specific service. Authorization
implies that the identity of the remote device can be verified through authenti-
cation.

Authorize . The act of granting a specific Bluetooth device access to a specific
service. It may be based upon user confirmation, or given the existence of a
trusted relationship.
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LMP-pairing . A procedure that authenticates two devices, based on a PIN,
and subsequently creates a common link key that can be used as a basis for a
trusted relationship or a (single) secure connection. The procedure consists of
the steps: creation of an initialization key (based on a random number and a
PIN), creation and exchange of a common link key and LMP-authentication
based on the common link key.

Bonding . A dedicated procedure for performing the first authentication, where
a common link key is created and stored for future use.

Trusting . The marking of a paired device as trusted. Trust marking can be
done by the user, or automatically by the device (e.g. when in pairable mode)
after a successful pairing.
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9 APPENDIX A (NORMATIVE): TIMERS AND
CONSTANTS

The following timers are required by this profile.

PAGE_SCAN enterings
(R2 page scan)

Timer Recommended

name value Description Comment

Teap(100) | 10.24 s Normal time span that a Used during inquiry and
Bluetooth device performs | device discovery.
inquiry.

Teap(101) | 10.625 ms Minimum time in A discoverable Bluetooth
INQUIRY_SCAN. device enters

INQUIRY_SCAN for at least
Teap(101) every Teap(102).

Teap(102) | 2.56 s Maximum time between Maximum value of the
repeated INQUIRY_SCAN | inquiry scan interval,
enterings. Tinquiry scan-

Teap(103) | 30.72s A Bluetooth device shall Minimum time to be
not be in a discoverable discoverable.
mode less than Tgp(103).

Teap(104) | 1 min. A Bluetooth device should | Recommended upper limit.
not be in limited discover-
able mode more than
Teap(104).

Teap(105) | 100ms Maximum time between Recommended value
INQUIRY_SCAN enterings

Teap(106) | 100ms Maximum time between Recommended value
PAGE_SCAN enterings

Teap(107) | 1.28s Maximum time between Recommended value
PAGE_SCAN enterings
(R1 page scan)

Teap(108) | 2.56s Maximum time between Recommended value

Table 9.1: Defined GAP timers
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10 APPENDIX B (INFORMATIVE): INFORMATION
FLOWS OF RELATED PROCEDURES

10.1 LMP-AUTHENTICATION

The specification of authentication on link level is found in [2].

Verifier .
(initiator) Claimant
init_authentication o
secret key o . secret key
(link key or Kinit) o - (link key or Kinit)
Generate
random number
Imp_au_rand g
Calculate Calculate
challenge response
P Imp_sres
Compare
. result
- (ok or fail)

Figure 10.1: LMP-authentication as defined by [2].

The secret key used here is an already exchanged link key.
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10.2 LMP-PAIRING
The specification of pairing on link level is found in [2].
Verifier ]
(initiator) Claimant
init_pairing
Generate
random number
LMP_in_rand _
- LMP_accepted
i »> = PIN
Calculate K Calculate K
Create link key )
/
" I\
- Link Key Imp-authentication 7 iy -

Figure 10.2: LMP-pairing as defined in [2].

The PIN used here is PNgg.

The create link key procedure is described in [Vol. 3, Part C] Section 4.2.2.4 on
page 253 and [Vol. 3, Part H] Section 3.2 on page 779. In case the link key is

based on a combination key, a mutual authentication takes place and shall be
performed irrespective of current security mode.
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10.3 SERVICE DISCOVERY

The Service Discovery Protocol [6] specifies what PDUs are used over-the-air
to inquire about services and service attributes. The procedures for discovery

of supported services and capabilities using the Service Discovery Protocol are
described in the Service Discovery Application Profile. This is just an example.

initiate service discovery - make connectable
>

A

Link establishment

Channel establishment

service discovery session

|

Channel release

LMP_detach

\ 4

Figure 10.3: Service discovery procedure.
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1 TEST METHODOLOGY

This section describes the test mode for hardware and low-level functionality
tests of Bluetooth devices. The test mode includes transmitter tests (packets
with constant bit patterns) and loop back tests.

The test mode supports testing of the Bluetooth transmitter and receiver. It is
intended mainly for certification/compliance testing of the radio and baseband
layer, and may also be used for regulatory approval or in-production and after-
sales testing.

1.1 TEST SCENARIOS

A device in test mode shall not support normal operation. For security reasons
the test mode is designed such that it offers no benefit to the user. Therefore,
no data output or acceptance on a HW or SW interface shall be allowed.

1.1.1 Test setup

The setup consists of a device under test (DUT) and a tester. Optionally, addi-
tional measurement equipment may be used.

Control commands
Test data ‘ -
Tester Device under

Test
A |
| Addltlonal I /;\
| Measurement | I o .
| Equipment L _, Local activation/enabling
i
]

!_ (optional)

Figure 1.1: Setup for Test Mode

Tester and DUT form a piconet where the tester acts as master and has full
control over the test procedure. The DUT acts as slave.

The control is done via the air interface using LMP commands (see [Vol. 3, Part
C] Section 4.7.3 on page 291). Hardware interfaces to the DUT may exist, but
are not subject to standardization.

The test mode is a special state of the Bluetooth model. For security and type
approval reasons, a Bluetooth device in test mode shall not support normal
operation. When the DUT leaves the test mode it enters the standby state.
After power-off the Bluetooth device shall return to standby state.
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1.1.2 Transmitter Test

The Bluetooth device transmits a constant bit pattern. This pattern is transmit-
ted periodically with packets aligned to the slave TX timing of the piconet
formed by tester and DUT. The same test packet is repeated for each transmis-
sion.

The transmitter test is started when the master sends the first POLL packet. In
non-hopping mode agreed frequency is used for this POLL packet.

The tester (master) transmits control or POLL packets in the master-to-slave
transmission slots. The DUT (slave) shall transmit packets in the following
slave-to-master transmission slot. The tester’s polling interval is fixed and
defined by the LMP_test_control PDU. The device under test may transmit its
burst according to the normal timing even if no packet from the tester was
received. In this case, the ARQN bit is shall be set to NAK.

The burst length may exceed the length of a one slot packet. In this case the
tester may take the next free master TX slot for polling. The timing is illustrated
in Figure 1.2.

Burst Length Burst Length
POLL —> POLL —>
l_| Test Packet H Test Packet man
L ! L
| | 1 time >
Master TX 1 Slave TX Master TX 1 Slave TX Master TX 1 Slave TX

Figure 1.2: Timing for Transmitter Test
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1.1.2.1 Packet Format

The test packet is a normal Bluetooth packet, see Figure 1.3. For the payload
itself see below.

Access Code Egg:% Payload
ACL Packet :éﬁé;d— &Syne Payload
(with CRC) ! (EDRonly) { Header Test Pattern CRC
AUX1 Packet Z‘Egg? Test Pattern
SCO Packet Test Pattern
eSCO Packet ﬁg;%ﬁiﬁc Test Pattern CRC

Figure 1.3: General Format of TX Packet

During configuration the tester defines:
» the packet type to be used
* payload length

For the payload length, the restrictions from the baseband specification shall
apply (see “Baseband Specification” on page 55[vol. 3]). In case of ACL, SCO
and eSCO packets the payload structure defined in the baseband specification
is preserved as well, see Figure 1.3 on page 233.

For the transmitter test mode, only packets without FEC should be used; i.e.
HV3, EV3, EV5, DH1, DH3, DH5, 2-EV3, 2-EV5, 3-EV3, 3-EV5, 2-DH1, 2-DH3,
2-DH5, 3-DH1, 3-DH3, 3-DH5 and AUX1 packets.

In transmitter test mode, the packets exchanged between the tester and the
DUT shall not be scrambled with the whitening sequence. Whitening shall be
turned off when the DUT has accepted to enter the transmitter test mode, and
shall be turned on when the DUT has accepted to exit the transmitter test
mode, see Figure 1.4 on page 234. Implementations shall insure that retrans-
missions of the LMP_accepted messages use the same whitening status as
used in the original LMP_accepted.
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TESTER DUT
LMP_test control
(Enter Transmitter Test >
LMP_accepted Whitening on
P _
4
>
LMP_test_control
(Exit Transmitter Test q Whitening off
— >
LMP_accepted
e a— Whitening on

Figure 1.4: Use of whitening in Transmitter mode

1.1.2.2 Pseudorandom Sequence

The same pseudorandom sequence of bits shall be used for each transmission
(i.e. the packet is repeated). A PRBS-9 Sequence is used, see [2] and [3].

The properties of this sequence are as follows (see [3]). The sequence may be
generated in a nine-stage shift register whose 5th and 9th stage outputs are
added in a modulo-two addition stage (see Figure 1.5), and the result is fed
back to the input of the first stage. The sequence begins with the first ONE of 9
consecutive ONEs; i.e. the shift register is initialized with nine ones.

* Number of shift register stages: 9

* Length of pseudo-random sequence: 291 = 511 bits

* Longest sequence of zeros: 8 (non-inverted signal)
&)

Figure 1.5: Linear Feedback Shift Register for Generation of the PRBS sequence
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1.1.2.3 Control of Transmit Parameters

The following parameters can be set to configure the transmitter test:

1. Bit pattern:
e Constant zero
e Constant one
¢ Alternating 1010..."

e Alternating 1111 0000 1111 0000...4
e Pseudorandom bit pattern
e Transmission off

2. Frequency selection:
¢ Single frequency
« Normal hopping

3. TX frequency
e k= f:=(2402 + k) MHz

4. Default poll period in TDD frames (n * 1.25 ms)
5. Packet Type

6. Length of Test Sequence (user data of packet definition in “Baseband Speci-
fication” on page 55[vol. 3])

1.1.2.4 Power Control

If adaptive power control is tested, the normal LMP commands will be used.
The DUT shall start transmitting at the maximum power and shall reduce/
increase its power by one step on every LMP_incr_power_req or
LMP_decr_power_req command received.

1.1.2.5 Switch Between Different Frequency Settings

A change in the frequency selection becomes effective when the LMP proce-
dure is completed:

When the tester receives the LMP_accepted it shall then transmit POLL pack-
ets containing the Ack for at least 8 slots (4 transmissions). When these trans-
missions have been completed the tester shall change to the new frequency
hop and whitening settings.

After sending LMP_accepted the DUT shall wait for the LC level Ack for the
LMP_accepted. When this is received it shall change to the new frequency hop
and whitening settings.

1. It is recommended that the sequence starts with a one; but, as this is irrelevant for measure-
ments, it is also allowed to start with a zero.

Test Methodology 4 November 2004 235

1374



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 4] page 236 of 250

Test Support 9 Bluetooth’

There will be an implementation defined delay after sending the LMP_accepted
before the TX or loopback test starts. Testers shall be able to cope with this.

Note: Loss of the LMP_Accepted packet will eventually lead to a loss of
frequency synchronization that cannot be recovered. Similar problems occur in
normal operation, when the hopping pattern changes.

1.1.2.6 Adaptive Frequency Hopping

Adaptive Frequency Hopping (AFH) shall only be used when the Hopping
Mode is set to 79 channels (e.g. Hopping Mode = 1) in the LMP_test_control
PDU. If AFH is used, the normal LMP commands and procedures shall be
used. When AFH is enabled prior to entering test mode it shall continue to be
used with the same parameters if Hopping Mode = 1 until the AFH parameters
are changed by the LMP_set_AFH PDU.

The channel classification reporting state shall be retained upon entering or
exiting Test Mode. The DUT shall change the channel classification reporting
state in Test Mode based on control messages from the tester
(LMP_channel_classification_req) and from the Host (HCI
Write_AFH_Channel_Classification_Mode).
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1.1.3 LoopBack test

In loopback, the device under test receives normal baseband packets contain-
ing payload Accepted from the tester. The received packets shall be decoded
in the DUT, and the payload shall be sent back using the same packet type.
The return packet shall be sent back in either the slave-to-master transmission
slot directly following the transmission of the tester, or it is delayed and sent
back in the slave-to-master transmission slot after the next transmission of the
tester (see Figure 1.7 to Figure 1.9 on page 239).

There is no signalling to determine or control the mode. The device behavior
shall be fixed or adjusted by other means, and shall not change randomly.

The tester can select, whether whitening is on or off. This setting holds for both
up- and downlink. For switching the whitening status, the same rules as in Sec-
tion 1.1.2 on page 232 (Figure 1.4) shall apply.

The following rules apply (for illustration see Figure 1.6 on page 238):
« |f the synch word was not detected, the DUT shall not reply.

+ |f the header error check (HEC) fails, the DUT shall either reply with a NULL
packet with the ARQN bit set to NAK or send nothing.

« |f the packet contains an LMP message relating to the control of the test
mode this command shall be executed and the packet shall not be returned,
though ACK or NAK shall be returned as per the usual procedure. Other
LMP commands are ignored and no packet is returned.

+ The payload FEC is decoded and the payload shall be encoded again for
transmission. This allows testing of the FEC handling. If the pure bit error
rate shall be determined the tester chooses a packet type without FEC.

+ The CRC is shall be evaluated. In the case of a failure, ARQN=NAK shall be
returned. The payload shall be returned as received.
A new CRC for the return packet shall be calculated for the returned payload
regardless of whether the CRC was valid or not.

« If the CRC fails for a packet with a CRC and a payload header, the number
of bytes as indicated in the (possibly erroneous) payload header shall be
looped back.
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Figure 1.6: DUT Packet Handling in Loop Back Test
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The timing for normal and delayed loopback is illustrated in Figure 1.7 to Figure

Test Support

1.9:
Payload \ ﬁ:!oad ﬁayloﬁ
s ! - e I,‘ i ~ \
| 7 ARQN ‘ Y [ - ARQN 4 | < ARQN | ‘
RX Packet TX Packet RX Packet| TX Packet RX Packet TX Packet
Master TX 1 Slave TX Master TX 1 Slave TX Master TX 1 Slave TX time
Figure 1.7: Payload & ARQN handling in normal loopback.
” Payload e \ Payload /: \: Payload
s . -
> W / \
.-'/. ARQN < ARQN 1 ‘ /7 ARQN 1 v
RX Packet I §| RX Packel| | TX Packet| |RX Packet| |TX Packet
Master TX : Slave TX Master TX  § Slave TX Master TX g Slave TX time
Figure 1.8: Payload & ARQN handling in delayed loopback - start.
Payload _7:3"*“-'5:_{ Payload / —__ Payload ~.
Pl N\ .
[ /ARON ¢y / AHQN'-‘ “ ARQN 4 \‘
RX Packet TX Packet RX Packet TX Packet E TX Packet
Master TX Slave TX Master TX  j Slave TX l Master TX  y Slave TX time
>

Figure 1.9: Payload & ARQN handling in delayed loopback - end.

The whitening is performed in the same way as it is used in normal active
mode.

The following parameters can be set to configure the loop back test:

1. Packet Class’
o ACL Packets
¢ SCO Packets
e eSCO Packets
o ACL Packets without whitening

1. This is included because, in the future, the packet type numbering may not remain
unambiguous.
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e SCO Packets without whitening
* eSCO Packets without whitening

2. Frequency Selection
« Single frequency (independent for RX and TX)
« Normal hopping

3. Power level: (To be used according radic specification requirements)
e power control or fixed TX power

The switch of the frequency setting is done exactly as for the transmitter test
(see Section 1.1.2.5 on page 235).

1.1.4 Pause test

Pause test is used by testers to put the device under test into Pause Test mode
from either the loopback or transmitter test modes.

When an LMP_test_control PDU that specifies Pause Test is received the DUT
shall stop the current test and enter Pause Test mode. In the case of a trans-
mitter test this means that no more packets shall be transmitted. While in
Pause Test mode the DUT shall respond normally to POLL packets (i.e.
responds with a NULL packet). The DUT shall also respond normally to all the
LMP packets that are allowed in test mode.

When the test scenario is set to Pause Test all the other fields in the
LMP_test_control PDU shall be ignored. There shall be no change in hopping
scheme or whitening as a result of a request to pause test.

1.2 REFERENCES
[1] Bluetooth Link Manager Protocol.

[2] CCITT Recommendation O.153 (1992), Basic parameters for the mea-
surement of error performance at bit rates below the primary rate.

[3] ITU-T Recommendation O.150 (1996), General requirements for instru-
mentation for performance measurements on digital transmission equip-
ment.

[4] Bluetooth Baseband Specification.
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2 TEST CONTROL INTERFACE (TCI)

This section describes the Bluetooth Test Control Interface (TCI). The TCI pro-
vides a uniform method of accessing the upper interface of the implementation
being tested. This facilitates the use of a standardized interface on test equip-
ment used for formal Qualification of implementations.

2.1 INTRODUCTION

2.1.1 Terms used

Testing according to the applicable procedures given in
the Bluetooth Protocol Test Specifications and the Blue-
tooth Profile Conformance Test Specification when tested
against a test system.

Conformance testing

HCI Host Controller Interface

Implementation Under Test: An implementation of one or
more Bluetooth protocols and profiles which is to be stud-
IUT ied by testing. This term is used when describing the test
concept for products and components equipped with Blue-
tooth wireless technology as defined in the PRD.

Bluetooth Qualification Program Reference Document:
This document is maintained by the Bluetooth Qualifica-
PRD tion Review Board and is the reference to specify the func-
tions, organization and processes inside the Bluetooth
Qualification program.

Test Control Interface: The interface and protocol used by
TCI the test equipment to send and receive messages to and
from the upper interface of the IUT.

2.1.2 Usage of the interface

For all products and components equipped with Bluetooth wireless technology,
conformance testing is used to verify the implemented functionality in the lower
layers. Conformance testing of the lowest layers requires an upper tester to
test the implementation sufficiently well.

In order to avoid that the tester will have to adapt to each and every product and
component equipped with Bluetooth wireless technology, the use of the standard-
ized TCl is mandated. This concept puts some burden upon the manufacturer of
the IUT in terms of supplying an adapter providing the necessary conversion from/
to the IUT’s specific interface to the TCI. The adapter can consist of hardware,
firmware and software. After qualification testing has been performed the TCI may
be removed from the product or component equipped with Bluetooth wireless tech-
nology. It is the manufacturer’s option to remove it from the qualified product or
component equipped with Bluetooth wireless technology.
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The TCl is used when qualifying the implemented functionality of the:

» Baseband layer, BB
* Link Manager layer, LM

If support of the Host Controller Interface is claimed by the manufacturer the
TCl is used to qualify it.

2.2 TCI CONFIGURATIONS

This section describes the test configurations used when verifying the different
Bluetooth requirements. Each layer in the Bluetooth stack is qualified using the
procedures described in the layer specific test specification.

2.2.1 Bluetooth RF requirements

For qualification of the Bluetooth Radio Frequency requirements the defined
Test Mode is used, see Section 1 on page 231.

Similar to TCI, the specific test mode functionality may be removed from the
product or component after qualification, at the discretion of the manufacturer.

2.2.1.1 Required interfaces

For RF qualification only the air interface is required, see Figure 2.1. Depend-
ing on the physical design of the IUT it might be necessary to temporarily
attach an RF connector for executing the RF tests. As stated in Section 1 on
page 231, the Test Mode shall be locally enabled on the |IUT for security rea-
sons. The implementation of this local enabling is not subject to standardiza-
tion.
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Local activation/enabling

Used for test mode
signalling

T Al
Implementation ¥ Interface
dependent interface !

Test system

p 1

LM T LM
N

BB ] BB
1

RF — RF
1
1

Figure 2.1: General test set-up for RF qualification

2.2.2 Bluetooth protocol requirements

Depending on which of the Bluetooth layers BB, LM or HCI are implemented in
the product subject to qualification, the amount of testing needed to verify the
Bluetooth protocol requirements differs. Also, the TCl used during the qualifica-
tion is slightly different. The commands and events necessary for qualification
are detailed in the test specifications and only those commands indicated in the
test cases to be executed need be implemented.

For other protocols in the Bluetooth stack the TCl is not used. An implementa-
tion specific user interface is used to interact with the IUT’s upper interface.

2.2.2.1 _Required interfaces

For BB, LM and HCI qualification both the air interface of the IUT and the TCI
are required. For other protocols both the air interface and the user interface
are used as described in the test specification.
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2.2.3 Bluetooth profile requirements

For each Bluetooth profile for which conformance is claimed, profile qualifica-
tion testing is performed to verify the Bluetooth profile requirements. With
higher layer protocols the TCl is not used during testing. A user interface spe-
cific to the implementation is used to interact with the IUT’s upper interface.

2.2.3.1 Required interfaces

For this type of qualification both the air interface and the user interface of the
IUT are used as described in the test specification.

Test Operator:

Executes commands on Test system
the IUT and feeds results
to the test system | | Test Operator
¢ Interface
with MMI Application
T Aj \
ir [
MM Interface
! Bluetooth
G A 1 Ny Profile [
Application N : 1 Emulator
1
1 1 I
Bluetooth < i — > %:ﬁ?&:r
Protocol Stack . ] v iy
T
Figure 2.2: General test set-up for profile qualification
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2.3 TCI CONFIGURATION AND USAGE

This interface is semantically and syntactically identical to the HCI interface
described in “Host Controller Interface Functional Specification” on

page 335[vol. 3]. The complete HCl interface is not required in the TCI, but the
subset of HCl commands and events necessary for verifying the functionality of
the IUT. The exact set of commands and events is specified in the test specifi-
cations for the layers subject to testing.

It is worth emphasizing again the TCl is an adapter, logically attached to the
upper interface of the IUT. As such the TCI adapts the standardized signalling
described here to the implementation specific interface of the IUT.

2.3.1 Transport layers

The method used to convey commands and events between the tester and the
IUT’s upper interface can be either physical bearer or “software bearer”.

2.3.1.1 Physical bearer

It is recommended to use one of the transport layers specified for the HCI in.
However, other physical bearers are not excluded and may be provided on test
equipment. The use of a physical bearer is required for test cases active in cat-
egory A. Please see the PRD for the definitions of test case categories. Please
see the current active Test Case Reference List for the categorization of spe-
cific test cases.

2.3.1.2 Software bearer

There is no physical connection between the tester and the IUT’s upper inter-
face. In this case, the manufacturer of the IUT shall supply test software and
hardware that can be operated by a test operator. The operator will receive
instructions from the tester and will execute them on the IUT. The “software
bearer” shall support the same functionality as if using the TCI with a physical
bearer. Use of the “software bearer” shall be agreed upon between the manu-
facturer of the IUT and the test facility that performs the qualification tests. The
test facilities can themselves specify requirements placed on such a “software
bearer”. Furthermore, the use of a “software bearer” is restricted to test cases
active in one of the three lower categories B, C and D.
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Test Support

2.3.2 Baseband and link manager qualification

For the qualification of the link control part of the Baseband layer and for the
Link Manager layer, the TCl is used as the interface between the test system
and the upper interface of the IUT. The test system accesses the upper inter-
face of the IUT by sending HCI commands and receiving HCI events from the
IUT as described in the HCI specification. The required functionality on the TCI
depends on the IUT’s implemented functionality of the BB and LM layers, and
therefore which test cases are executed.

A schematic example in Figure 2.3 shows the test configuration for BB and LM
qualification of Bluetooth products which da not support HCI, and use a physi-
cal bearer for the TCI. In this example the Test Control (TC) Software repre-
sents what the manufacturer has to supply with the I[UT when using an external
test facility for qualification. The function of the TC Software is to adapt the
implementation dependent interface to the TCI.

TCI
1
TC Software : Test system
P
*—s HCI Firmware TCIHCI £ HCI Driver
N I L/
Adapter Physical Bus E Physical Bus
Y i
:
Test Suite
Executor
IUT Air
Implementation  § Interface
dependent interface 1
y 1 .
| R
B e |
1
BB = Lcp \ BB
™ 1 "
RF —— RF
1
1

Figure 2.3: BB and LM qualification with TCI physical bearer
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Figure 2.4 shows a schematic example of the test configuration for the same
Bluetooth product using a “software bearer” for the TCI. Here the function of
the Test Control Software is to represent the application that can be controlled
by the test operator.

TCI
1
TC Software !
A
Execute Command
N oieon | Y
pplication
Adapter Fie_pir_tl Event >
i " -
:
T Alr
Implementation  y Interface
dependent interface :
1 ke
LM \ u\:1P P
1
BB " >
N
]
RF —
]
]

Test system

Test
Operator
Interface
with MM|

Test Suite
Executor

LM

BB

RF

Figure 2.4: BB and LM qualification with “software bearer”
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2.3.3 HCI qualification

The TCI may also be used for HCI signalling verification and qualification. The
HCI signalling is only verified if support of the HCI functionality is claimed by
the manufacturer.

A schematic example in Figure 2.5 shows the test configuration for HCI qualifi-
cation of Bluetooth products. As can be seen in the figure the implemented HCI
is used as the interface to the tester.

IuT T,Cl Test system
1
1
Physical Bus : Physical Bus
USB,RS232 or UART :
. 1
/] it \ .
< HCI > HCI Driver
N ! V
HCI Firmware Air Test Suite
Interface Executor
1
i N
LM VP S LM
] 15
BB Lcp \ BB
- )
1 of
RF ; RF

Figure 2.5: General test set-up for HCI qualification
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June A. Munford
Curriculum Vitae

Education

University of Wisconsin-Milwaukee - MS, Library & Information Science, 2009
Milwaukee, WI

e Coursework included cataloging, metadata, data analysis, library systems,
management strategies and collection development.
e Specialized in library advocacy, cataloging and public administration.

Grand Valley State University - BA, English Language & Literature, 2008
Allendale, MI

e Coursework included linguistics, documentation and literary analysis.
e Minor in political science with a focus in local-level economics and
government.

Professional Experience

Researcher / Expert Witness, October 2017 — present
Freelance e Pittsburgh, Pennsylvania & Grand Rapids, Michigan

e Material authentication and public accessibility determination.
Declarations of authenticity and/or public accessibility provided upon

research completion. Experienced with appeals and deposition process.

® Research provided on topics of public library operations, material
publication history, digital database services and legacy web resources.

e Past clients include Alston & Bird, Amold & Porter, Baker Botts, Fish &
Richardson, Erise IP, Irell & Manella, O'Melveny & Myers, Perkins-Coie,
Pillsbury Winthrop Shaw Pittman and Slayden Grubert Beard.

Library Director, February 2013 - March 2015
Dowagiac District Library ® Dowagiac, Michigan

e Executive administrator of the Dowagiac District Library. Located in
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Southwest Michigan, this library has a service area of 13,000, an annual
operating budget of over $400,000 and total assets of approximately
$1,300,000.

e Developed careful budgeting guidelines to produce a 15% surplus during
the 2013-2014 & 2014-2015 fiscal years while being audited.

e Using this budget surplus, oversaw significant library investments
including the purchase of property for a future building site, demolition of
existing buildings and building renovation projects on the current facility.

e Led the organization and digitization of the library's archival records.

e Served as the public representative for the library, developing business
relationships with local school, museum and tribal government entities.

e Developed an objective-based analysis system for measuring library
services - including a full collection analysis of the library's 50,000+
circulating items and their records.

November 2010 - January 2013
Librarian & Branch Manager, Anchorage Public Library ® Anchorage, Alaska

e Headed the 2013 Anchorage Reads community reading campaign
including event planning, staging public performances and creating
marketing materials for mass distribution.

e Co-led the social media department of the library's marketing team,
drafting social media guidelines, creating original content and instituting
long-term planning via content calendars.

e Developed business relationships with The Boys & Girls Club, Anchorage
School District and the US Army to establish summer reading programs for
children.

June 2004 - September 2005, September 2006 - October 2013
Library Assistant, Hart Area Public Library
Hart, MI

e Responsible for verifying imported MARC records and original MARC
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cataloging for the local-level collection as well as the Michigan Electronic
Library.

e Handled OCLC Worldcat interlibrary loan requests & fulfillment via
ongoing communication with lending libraries.

Professional Involvement

Alaska Library Association - Anchorage Chapter
e Treasurer, 2012

Library Of Michigan
e [evel VII Certification, 2008
e Level II Certification, 2013

Michigan Library Association Annual Conference 2014
e New Directors Conference Panel Member

Southwest Michigan Library Cooperative
e Represented the Dowagiac District Library, 2013-2015

Professional Development

Library Of Michigan Beginning Workshop, May 2008

Petoskey, MI
e Received training in cataloging, local history, collection management,
children’s literacy and reference service.

Public Library Association Intensive Library Management Training, October 2011
Nashville, TN
e Attended a five-day workshop focused on strategic planning, staff
management, statistical analysis, collections and cataloging theory.

Alaska Library Association Annual Conference 2012 - Fairbanks, February 2012
Fairbanks, AK
e Attended seminars on EBSCO advanced search methods, budgeting,
cataloging, database usage and marketing.
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Depositions

2019 e Fish & Richardson

Apple v. Qualcomm (IPR2018-001281, 39521-004211P, IPR2018-01282
and 39521-004211P2)

2019 e Erise IP
Implicit, LLC v. Netscout Systems, Inc (Civil Action No. 2:18-cv-53-JRG)

2019 e Perkins-Coie

Adobe Inc. v. RAH Color Technologies LLC (Cases [PR2019-00627,
IPR2019-00628, IPR2019-00629 and IPR2019-00646)

2020 e O’Melveny & Myers
Maxell, Ltd. v. Apple Inc. (Case No. 5:19-cv-00036-RWS)

2021 e Pillsbury Winthrop Shaw Pittman LLP
Intel v. SRC (IPR2020-1449)

2022 e Perkins-Coie
Realtek v. Future Link (IPR2021-01182)

2023 e Fish & Richardson
Neuroderm Ltd. v. Abbvie, Inc (Case No. PGR2022-00040)

2023 e Fish & Richardson
Nearmap US Inc. v. Pictometry International Corp. (IPR2022-00735)

2023 e Fish & Richardson
Samsung Electronics v. MemoryWeb LLC (Case No. 39843-0136PS1)
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2023 e Pillsbury Winthrop Shaw Whitman LLP

Gravel Rating Systems v. Costco Wholesale Corp. (Civil Action No.
4:21-cv-149-ALM)

2024 e Willkie-Farr
Netflix, Inc. v. VideoLabs. Inc. (IPR2023-00628)

Limited Case and Clientele History

Alston & Bird
e Ericsson

v. Collision Communications (IPR2022-01233)

e Nokia
v. Neptune Subsea, Xtera (Case No. 1:17-cv-01876)

e Universal Electronics Inc

v. Roku Inc (IPR2022-00818)

Amold & Porter
e [vantis

v. Glaukos (Case No. 8:18-cv-00620)

e Samsung

v. Jawbone (Case No. 2:21-cv-00186)
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Benesch Friedlander Coplan & Aronoff
® Voyis
v. Cathx (Case No. 5:21-cv-00077-RWS)

Deschert LLP
e Smaxtec Animal Care

v. ST Reproductive Technologies, LL.C (IPR2024-00885)

Erise 1.P.
e Apple

v. Ericsson Inc. (IPR2022-00715)

v. Future Link Systems (IPRs 6317804, 6622108, 6807505, and
7917680)

v. INVT (Case No. 20-1881)
v. Navblazer LLC (IPR2020-01253)

v. Qualcomm (IPR2018-001281, 39521-004211P, IPR2018-01282,
39521-004211P2)

v. Quest Nettech Corp (Case No. 2:19-cv-00118-JRG)
v. Telefonaktiebolaget LM Ericsson (IPR2022-00275)
v. Theta IP, LLC (IPR2024-00818)

e Fanduel

v. CGT (Case No. 19-1393)

e Garmin

v. Phillips North America LLC (Case No. 2:19-cv-6301-AB-KS)
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e Netscout
v. Longhorn HD LLC (Case No. 2:20-cv-00349)
v. Implicit, LLC (Civil Action No. 2:18-¢v-53-JRG)

e Sony Interactive Entertainment LLC
v. Bot M8 LLC (IPR2020-01288)
v. Infernal Technology LLC (Case No. 2:19-CV-00248-JRG)

e Unified Patents
v. GE Video Compression (Civil Action No. 2:19-cv-248)

Fish & Richardson
® Apple
v. AliveCor (3:21-cv-03958)
v. LBS Innovations (Case No. 2:19-cv-00119-JRG-RSP)
v. Koss Corporation (IPR2021-00305)

v. Masimo (IPR 50095-0012IP1, 50095-00121P2, 50095-00131P1,
50095-00131P2, 50095-0006IP1, 50095-01351P1)

v. Neonode (Case No. 21-cv-08872-EMC)

v. Qualcomm (IPR2018-001281, 39521-004211P, IPR2018-01282,
39521-004211P2)

e Dell
v. Neo Wireless (IPR2022-00616)

e Dish Network
v. Entropic Communications, LLC (Case No. 2:2023-CV-01043)
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v. Realtime Adaptive Streaming (Case No. 1:17-CV-02097-RBJ)
v. TQ Delta LLC (Case No. 18-1798)

® Evapco Dry Cooling
v. SPG Dry Cooling (IPR2021-00688)

e Genetec

v. Sensormatic Electronics (Case No. 1:20-CV-00760)

e Huawei

v. Bell Northern Research LLC (IPR2019-01174)

e Kianxis

v. Blue Yonder (Case No. 3:20-cv-03636)

e .G Electronics

v. Bell Northern Research LLC (Case No. 3:18-cv-2864-CAB-BLM)

e Metaswitch

v. Sonus Networks (IPR2018-01719)

e Microsoft

v. Throughputer Inc (IPR2022-00757)

¢ Mom Enterprises

v. Ddrops Company (Case No. 1:22-cv-00332)

e MLC Intellectual Property
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V.

MicronTech (Case No. 3:14-cv-03657-SI)

e Nearmap Inc

v. EagleView Technologies (IPR2022-01009)

e Neuroderm Ltd.

V.

Abbvie, Inc (Case No. PGR2022-00040)

e Realtek Semiconductor

v. Future Link (IPR2021-01182)

e Quectel

v. Koninklijke Philips (Case No. 1:20-cv-01710)

e Samsung

V.

V.

V.

Aire Technology (IPR2022-00877)
Bell Northern Research (Case No. 2:19-cv-00286-JRG)
Communication Technologies Inc (IPR2022-01221)

. Jawbone Innovations (IPR2022-00865)

. MemoryWeb LLC (IPR2022-00885)

. Dodots Licensing Solutions (IPR2023-00701)

. Telefonaktiebolaget LM Ericsson (IPR2021-00615)

e Texas Instruments

V.

o Xilinx

V.

Vantage Micro LLC (IPR2020-01261)

Sentient Sensors LCC (Case No. 1:22-cv-00173)
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Groombridge Wu
e Nearmap

v. Eagle View Technologies Inc. and Pictometry International Corp.
(Case No. 2:21-¢cv-00283-TS-DAO)

Irell & Manella

e Curium

O’Melveny & Myers
e Apple
v. Maxell (Case No. 5:19-cv-00036-RWS)

e Disney Media & Entertainment Distribution LLC
v. Digital Media Technology Holdings, LLC (Case No. 2:22-
cv-01642)

e Micron Technology Inc.

v. Besang Inc (IPR2023-00900)

e Samsung

v. Daedalus Prime LLC (1335 Investigation)

Perkins-Coie
e Amazon

v. Nokia (IPR2024-00847 and IPR2024-00848)
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e Heru Industries

v. The UAB Research Foundation (IPR2022-01148)

e [ntel Corporation
v. BeSang Inc. (IPR2023-00991)
v. BitMICRO (Case No. 5:23-cv-00625)
v. Telefonaktiebolaget L M Ericsson (IPR2024-00610)

e Realtek Semiconductor

v. Future Link (IPR2021-01182)
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