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9.3 ERROR HANDLING

In the DV, HV3, EV3, EV5, 2-EV3, 3-EV3, 2-EV5 and 3-EV5 packets, the voice
is not protected by FEC. The quality of the voice in an error-prone environment
then depends on the robustness of the voice coding scheme and, in the case of
eSCO, the retransmission scheme. CVSD, in particular, is rather insensitive to
random bit errors, which are experienced as white background noise. However,
when a packet is rejected because either the channel access code, the HEC
test was unsuccessful, or the CRC has failed, measures have to be taken to
“fill” in the lost speech segment.

The voice payload in the HV2 and EV4 packets are protected by a 2/3 rate
FEC. For errors that are detected but cannot be corrected, the receiver should
try to minimize the audible effects. For instance, from the 15-bit FEC segment
with uncorrected errors, the 10-bit information part as found before the FEC
decoder should be used. The HV1 packet is protected by a 3 bit repetition FEC.
For this code, the decoding scheme will always assume zero or one-bit errors.
Thus, there exist no detectable but uncorrectable error events for HV1 packets.

9.4 GENERAL AUDIO REQUIREMENTS

9.4.1 Signal levels

For A-law and p-law log-PCM encoded signals the requirements on signal lev-
els shall follow the ITU-T recommendation G.711.

Full swing at the 16 bit linear PCM interface to the CVSD encoder is defined to
be 3 dBmO.

9.4.2 CVSD audio quality

For Bluetooth audio quality the requirements are put on the transmitter side.
The 64 ksamples/s linear PCM input signal should have negligible spectral
power density above 4 kHz. The power spectral density in the 4-32 kHz band of
the decoded signal at the 64 ksample/s linear PCM output, should be more
than 20 dB below the maximum in the 0-4 kHz range.
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APPENDIX A: GENERAL AUDIO RECOMMENDATIONS

MAXIMUM SOUND PRESSURE

It is the sole responsibility of each manufacturer to design their audio products
in a safe way with regards to injury to the human ear. The Bluetooth Specifica-
tion doesn’t specify maximum sound pressure from an audio device.

OTHER TELEPHONY NETWORK REQUIREMENTS

It is the sole responsibility of each manufacturer to design the Bluetooth audio
product so that it meets the regulatory requirements of all telephony networks
that it may be connected to.

AUDIO LEVELS FOR BLUETOOTH

Audio levels shall be calculated as Send Loudness Rating, SLR, and Receive
Loudness Rating, RLR. The calculation methods are specified in ITU-T
Recommendation P.79.

The physical test set-up for Handsets and Headsets is described in ITU-T
Recommendation P.51 and P.57

The physical test set-up for speakerphones and “Vehicle handsfree systems” is
specified in ITU-T Recommendation P.34.

A general equation for computation of loudness rating (LR) for telephone sets
is given by ITU-T recommendations P.79 and is given by

N,
LR = %log,{,[ 3 10" ""'Vm}, (EQ 19)
i=N,
where
m is a constant (~ 0.2).
w; = weighting coefficient (different for the various LRs).
S; = the sensitivity at frequency F;, of the electro-acoustic path
N4,N», consecutive filter bank numbers (Art. Index: 200-4000 Hz)

(EQ 19) on page 204 is used for calculating the (SLR) according to Figure 12.1
on page 205, and (RLR) according to Figure 12.2 on page 205. When calculat-
ing LRs one must only include those parts of the frequency band where an
actual signal transmission can occur in order to ensure that the additive prop-
erty of LRs is retained. Therefore ITU-T P.79 uses only the frequency band
200-4000 Hz in LR computations.
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-

Figure 12.1: SLR measurement set-up.

LOUDSPEAKER PATH

RLR measurement model

CVSD

BTR Dﬂggﬂer [:I] ERP
PCM

-

Figure 12.2: RLR measurement set-up.

BLUETOOTH VOICE INTERFACE

The specification for the Bluetooth voice interface should follow in the first
place the ITU-T Recommendations P.79, which specifies the loudness ratings
for telephone sets. These recommendations give general guidelines and spe-
cific algorithms used for calculating the loudness ratings of the audio signal
with respect to Ear Reference Point (ERP).

For Bluetooth voice interface to the different cellular system terminals, loudness
and frequency recommendations based on the cellular standards should be
used. For example, GSM 03.50 gives recommendation for both the loudness rat-
ings and frequency mask for a GSM terminal interconnection with Bluetooth.

1- The output of the CVSD decoder are 16-bit linear PCM digital samples, at a
sampling frequency of 8 ksample/second. Bluetooth also supports 8-bit log
PCM samples of A-law and p-law type. The sound pressure at the ear refer-
ence point for a given 16-bit CVSD sample, should follow the sound pressure
level given in the cellular standard specification.

2- A maximum sound pressure which can be represented by a 16-bit linear
PCM sample at the output of the CVSD decoder should be specified according
to the loudness rating, in ITU P.79 and at PGA value of 0 dB. Programmable
Gain Amplifiers (PGAs) are used to control the audio level at the terminals by
the user. For conversion between various PCM representations: A-law, u-law
and linear PCM, ITU-T G711, G.712, G.714 give guidelines and PCM value
relationships. Zero-code suppression based on ITU-T G.711 is also recom-
mended to avoid network mismatches.

Appendix 4 November 2004 205

371



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 206 of 814

Baseband Specification 8 Blue tOO th@
FREQUENCY MASK

For interfacing a Bluetooth terminal to a digital cellular mobile terminal, a com-
pliance of the CVSD decoder signal to the frequency mask given in the cellular
standard, is recommended to guarantee correct function of the speech coders.
A recommendation for a frequency mask is given in the Table 12.1 below. The
Figure 12.3 below shows a plot of the frequency mask for Bluetooth (solid line).
The GSM frequency mask (dotted line) is shown in Figure 12.3 for comparison.

Bluetooth
dB A GSMmask - — — — -

8.0

40—

0.0 T

e e e e ==

-12.0—

-20.0

PR PO O PR R >
01 02 03 1.0 2.0 3.0 34 4.0 fkHz
5

Figure 12.3: Plot of recommended frequency mask for Bluetooth. The GSM send frequency mask
is given for comparison (dotted line)

Frequency Upper Limit Lower Limit
(Hz) (dB) (dB)

50 -20 -

300 4 -12

1000 4 -9

2000 4 -9

3000 4 --9

3400 4 -12

4000 0 -

Table 12.1: Recommended Frequency Mask for Bluetooth
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APPENDIX B: TIMERS

This appendix contains a list of Baseband timers related to inactivity timeout
defined in this specification. Definitions and default values of the timers are
listed below

All timer values are given in slots.

LIST OF TIMERS
inquiryTO

The inquiryTO defines the number of slots the inquiry substate will last. The
timer value may be changed by the host. HCI provides a a command to change
the timer value.

pageTO

The pageTO defines the number of slots the page substate can last before a
response is received. The timer value may be changed by the host. HCI pro-
vides a a command to change the timer value.

pagerespTO

In the slave, it defines the number of slots the slave awaits the master’s
response, FHS packet, after sending the page acknowledgment ID packet. In
the master, pagerespTO defines the number of slots the master should wait for
the FHS packet acknowledgment before returning to page substate. Both mas-
ter and slave units should use the same value for this timeout, to ensure com-
mon page/scan intervals after reaching pagerespTO.

The pagerespTOvalue is 8 slots.
newconnectionTO

Every time a new connection is started through paging, scanning, role switch or
unparking, the master sends a POLL packet as the first packet in the new con-
nection. Transmission and acknowledgment of this POLL packet is used to
confirm the new connection. If the POLL packet is not received by the slave or
the response packet is not received by the master for newconnectionTO num-
ber of slots, both the master and the slave will return to the previous substate.

newconnectionTO value is 32 slots.
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supervisionTO

The supervisionTO is used by both the master and slave to monitor link loss. If
a device does not receive any packets that pass the HEC check and have the
proper LT_ADDR for a period of supervisionTQ, it will reset the link. The super-
vision timer keeps running in hold mode, sniff mode and park state.

The supervisionTO value may be changed by the host. HCI provides a a com-
mand to change the timer value. At the baseband level a default value that is
equivalent to 20 seconds will be used.
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APPENDIX C:
RECOMMENDATIONS FOR AFH OPERATION IN PARK,
HOLD AND SNIFF

The three possible AFH operation modes for an AFH capable slave in park,
hold and sniff are the same three AFH operation modes used during CONNEC-
TION state:

« Enabled (using the same AHS as slaves in the CONNECTION state)
« Enabled (using AHS(79))
» Disabled

The master may place an AFH capable slave in any of the three AFH operating
modes.

Operation at the Master

A master that has one or more slaves in park, hold or sniff and decides to
update them simultaneously shall schedule an AFH_Instant for a time that
allows it to update all these slaves (as well as its active slaves) with the new
adaptation.

A master that has multiple slaves with non-overlapping “wake” times (e.g.
slaves in sniff mode with different timing parameters) may keep them enabled
on the same adaptation provided that its scheduling of the AFH_Instant allows
enough time to update them all.

This timing is summarized in the figure below. In this example the master
decides that a hop sequence adaptation is required. However it cannot sched-
ule an AFH_Instant until it has informed its active slave, its slave in hold, its
slave in sniff, and had time to un-park its parked slaves.
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Figure 12.4: Timing constraint on AFH_Instant with slaves in park, hold and sniff

Operation in park

A slave that is in the Park state cannot send or receive any AFH LMP mes-
sages. Once the slave has left the Park state the master may subsequently
update the slave’s adaptation.

AFH Operation in Sniff

Once a slave has been placed in sniff mode, the master may periodically
change its AHS without taking the slave out of sniff mode.

AFH Operation in Hold

A slave that is in hold mode cannot send or receive any LMP messages. Once
the slave has left hold mode the master may subsequently update the slave’s
adaptation.
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Part C

LINK MANAGER PROTOCOL

This specification describes the Link
Manager Protocol (LMP) which is used
for link set-up and control. The signals
are interpreted and filtered out by the
Link Manager on the receiving side and
are not propagated to higher layers.
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1 INTRODUCTION

The Link Manager Protocol (LMP) is used to control and negotiate all aspects
of the operation of the Bluetooth connection between two devices. This
includes the set-up and control of logical transports and logical links, and for
control of physical links.

The Link Manager Protocol is used to communicate between the Link Manag-
ers (LM) on the two devices which are connected by the ACL logical transport.
All LMP messages shall apply solely to the physical link and associated logical
links and logical transports between the sending and receiving devices.

The protocol is made up of a series of messages which shall be transferred
over the ACL-C logical link on the default ACL logical transport between two
devices. LMP messages shall be interpreted and acted-upon by the LM and
shall not be directly propagated to higher protocol layers.

$ $
LM |, LMP | LM
H $
LC LC
H $
RF RF
T Physical layer 1‘

Figure 1.1: Link Manager Protocol signalling layer.
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2 GENERAL RULES

2.1 MESSAGE TRANSPORT

LMP messages shall be exchanged over the ACL-C logical link that is carried
on the default ACL logical transport (Baseband Specification, Section 4.4, on
page 98). The ACL-C logical link is distinguished from the ACL-U (which car-
ries L2CAP and user data) by the Logical Link Identifier (LLID) field carried in
the payload header of variable-length packets (Baseband Specification, Sec-
tion 6.6.2, on page 130).

The ACL-C has a higher priority than other traffic - see Baseband Specification,
Section 5.6, on page 108.

The error detection and correction capabilities of the baseband ACL logical
transport are generally sufficient for the requirements of the LMP. Therefore
LMP messages do not contain any additional error detection information
beyond what can be realized by means of sanity checks performed on the con-
tents of LMP messages. Any such checks and protections to overcome unde-
tected errors in LMP messages is an implementation matter.

2.2 SYNCHRONIZATION

This section is informative and explains why many of the LMP message
sequences are defined as they are.

LMP messages are carried on the ACL-C logical link, which does not guaran-
tee a time to deliver or acknowledge packets. LMP procedures take account of
this when synchronizing state changes in the two devices. For example, criteria
are defined that specify when a logical transport address (LT_ADDR) may be
re-used after it becomes available due to a device leaving the piconet or enter-
ing the park state. Other LMP procedures, such as hold or role switch include
the Bluetooth clock as a parameter in order to define a fixed synchronization
point. The transitions into and out of sniff mode are protected with a transition
mode.

The LC normally attempts to communicate with each slave no less often than
every Ty slots (see Section 4.1.8 on page 244) based on the Tpoll for that

slave.

General Rules 4 November 2004 219

385



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 220 of 814

Link Manager Protocol 8 Blue tOO th@

LC Master LC Slave

Message From LM

Message
Tpo]l
T detiver Message
Message Message To LM
Ack o
-
Message _
Ack
ack
Message
Ack
Message
_Ack Available P Ack "

Figure 2.1: Transmission of a message from master to slave’.

Figure 2.1 on page 220 illustrates the fundamental problem. It shows the trans-
mission of a packet from the master to the slave in conditions of heavy interfer-
ence for illustrative purposes. It is obvious that neither side can determine the
value of either Tygjiver OF Taek- It is therefore not possible to use simple mes-
sages to identify uniquely the instant at which a state change occurs in the
other device.

2.3 PACKET FORMAT

Each PDU is assigned either a 7 or a 15 bit opcode used to uniquely identify
different types of PDUs, see Table 5.1 on page 295. The first 7 bits of the
opcode and a transaction ID are located in the first byte of the payload body. If
the initial 7 bits of the opcode have one of the special escape values 124-127
then an additional byte of opcode is located in the second byte of the payload
and the combination uniquely identifies the PDU.

The FLOW bit in the packet header is always 1 and is ignored on reception.

If the PDU contains one or more parameters these are placed in the payload
starting immediately after the opcode, i.e. at byte 2 if the PDU has a 7 bit
opcode or byte 3 if the PDU has a 15 bit opcode. The number of bytes used

1. Note the diagram shows the limiting case where the master transmits the message at inter-
vals of Tgq. In the case of heavy interference improved performance is gained by transmit-

ting more often.
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depends on the length of the parameters. All parameters have a little-endian
format, i.e. the least significant byte is transferred first.

LMP messages shall be transmitted using DM1 packets, however if an HV1
SCO link is in use and the length of the payload is less than 9 bytes then DV
packets may be used.

LSB MSB

T
| OpCode Payload
D

LMP PDU with 7 bit opCode

LSB MSB
T Escape Extended Bavlead
5| ©pCode OpCode y

LMP PDU with 15 bit opCode

Figure 2.2: Payload body when LMP PDUs are sent.

2.4 TRANSACTIONS

The LMP operates in terms of transactions. A transaction is a connected set of
message exchanges which achieve a particular purpose. All PDUs which form
part of the same transaction shall have the same value for the transaction ID
which is stored as part of the first byte of the opCode (see Section 2.3 on page
220).

The transaction ID is in the least significant bit. It shall be 0 if the PDU forms
part of a transaction that was initiated by the master and 1 if the transaction
was initiated by the slave.

Each sequence described in Section 4 on page 233 shall be defined as a trans-
action. For pairing, see Section 4.2.2 on page 251, and encryption, see Section
4.2.5 on page 257, all sequences belonging to each section shall be counted
as one transaction and shall use the same transaction ID. For connection
establishment, see Section 4.1.1 on page 233, LMP_host_connection_req and
the response with LMP_accepted or LMP_not_accepted shall form one trans-
action and have the transaction ID of 0. LMP_setup_complete is a stand-alone
PDU, which forms a transaction by itself.

For error handling, see Section 2.5 on page 222, the PDU to be rejected and
LMP_not_accepted or LMP_not_accepted_ext shall form a single transaction.
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2.41 LMP Response Timeout

The time between receiving a baseband packet carrying an LMP PDU and
sending a baseband packet carrying a valid response PDU, according to the
procedure rules in Section 4 on page 233, shall be less than the LMP
Response Timeout. The value of this timeout is 30 seconds. Note that the LMP
Response Timeout is applied not only to sequences described in Section 4 on
page 233, but also to the series of the sequences defined as the transactions in
Section 4 on page 233. It shall also be applied to the series of LMP transac-
tions that take place during a period when traffic on the ACL-U logical link is
disabled for the duration of the series of LMP transactions, for example during
the enabling of encryption.

The LMP Response Timeout shall restart each time an LMP PDU which
requires a reply is queued for transmission by the baseband.

2.5 ERROR HANDLING

If the LM receives a PDU with unrecognized opcode, it shall respond with
LMP_not_accepted or LMP_not_accepted_ext with the error code unknown
LMP PDU. The opcode parameter that is echoed back is the unrecognized
opcode.

If the LM receives a PDU with invalid parameters, it shall respond with
LMP_not_accepted or LMP_not_accepted_ext with the error code invalid LMP
parameters.

If the maximum response time, see Section 2.4 on page 221, is exceeded or if
a link loss is detected (see Baseband Specification, Section 3.1, on page 95),
the party that waits for the response shall conclude that the procedure has ter-
minated unsuccessfully.

Erroneous LMP messages can be caused by errors on the channel or system-
atic errors at the transmit side. To detect the latter case, the LM should monitor
the number of erroneous messages and disconnect if it exceeds a threshold,
which is implementation-dependent.

When the LM receives a PDU that is not allowed, and the PDU normally
expects a PDU reply, for example LMP_host_connection_req or LMP_unit_key,
the LM shall return PDU LMP_not_accepted or LMP_not_accepted_ext with
the error code PDU not allowed. If the PDU normally doesn't expect a reply, for
example LMP_sres or LMP_temp_key, the PDU will be ignored.

The reception of an optional PDU which is not supported shall be handled in
one of two ways: if the LM simply does not know the opcode (e.g. it was added
at a later version of the specification) it shall respond with LMP_not_accepted
or LMP_not_accepted_ext with the error code unknown LMP PDU. If the LM
recognizes the PDU as optional but unsupported then it shall reply with
LMP_not_accepted or LMP_not_accepted_ext with the error code unsup-
ported LMP feature if the PDU would normally generate a reply otherwise no
reply is generated.
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2.5.1 Transaction collision resolution

Since LMP PDUs are not interpreted in real time, collision situations can occur
where both LMs initiate the same procedure and both cannot be completed. In
this situation, the master shall reject the slave-initiated procedure by sending
LMP_not_accepted or LMP_not_accepted_ext with the error code LMP error
transaction collision. The master-initiated procedure shall then be completed.

Collision situations can also occur where both LMs initiate different procedures
and both cannot be completed. In this situation, the master shall reject the
slave-initiated procedure by sending LMP_not_accepted or
LMP_not_accepted_ext with the error code LMP error different transaction col-
lision. The master- initiated procedure shall then be completed.

2.6 PROCEDURE RULES

Each procedure is described and depicted with a sequence diagram. The fol-
lowing symbols are used in the sequence diagrams:

A B
PDU1 -
< PDU2
_____ PDU3___ |
L PDU4___ |
< PDUS

Figure 2.3: Symbols used in sequence diagrams.

PDU1 is a PDU sent from A to B. PDU2 is a PDU sent from B to A. PDU3 is a
PDU that is optionally sent from A to B. PDU4 is a PDU that is optionally sent
from B to A. PDUS5 is a PDU sent from either A or B. A vertical line indicates
that more PDUs can optionally be sent.
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2.7 GENERAL RESPONSE MESSAGES

The PDUs LMP_accepted, LMP_accepted_ext, LMP_not_accepted and
LMP_not_accepted_ext are used as response messages to other PDUs in a
number of different procedures. LMP_accepted or LMP_accepted_ext
includes the opcode of the message which is accepted. LMP_not_accepted or
LMP_not_accepted_ext includes the opcode of the message which is not
accepted and the error code why it is not accepted.

LMP_accepted_ext and LMP_not_accepted_ext shall be used when the
opcode is 15 bits in length. LMP_accepted and LMP_not_accepted shall be
used when the opcode is 7 bits in length.

M/O PDU Contents
M LMP_accepted op code
M LMP_not_accepted op code
error code
0] LMP_accepted_ext escape op code

extended op code

(@) LMP_not_accepted_ext | escape op code
extended op code
error code

Table 2.1: General response messages.

2.8 LMP MESSAGE CONSTRAINTS

This section is informative.

*« No LMP message shall exceed the maximum payload length of a single
DM1 packet i.e. 17 bytes in length (Baseband Specification, Section 6.5.4.1,
on page 126).

» All LM messages are of fixed length apart from those sent using broadcast
in park state.

» The LMP version number shall not be used to indicate the presence or
absence of functionality.
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3 DEVICE FEATURES

3.1 GENERAL DESCRIPTION

Each PDU is either Mandatory or Optional as defined by the M/O field in the
tables of Section 4 on page 233. An Min this field shall indicate that support for
the feature is mandatory. An O in this field shall indicate that support for the
PDU is optional and it shall be followed by the number(s) of the feature(s)
involved in brackets.

All features added after the 1.1 specification have associated LMP feature bits.
Support of these features may be made “mandatory” by the qualification pro-
cess but the LM still considers them to be optional since it must interoperate
with older devices which do not support them.

The LM does not need to be able to transmit a PDU which is optional. Support
of optional PDUs is indicated by a device's features mask. The features mask
can be read (see Section 4.3.4 on page 264). An LM shall not send or be sent
any PDU which is incompatible with the features signalled in its or its peer's
features mask, as detailed in Section 3.2 .

3.2 FEATURE DEFINITIONS

Feature Definition

This feature indicates whether the device is able to support the
Extended features extended features mask using the LMP sequences defined in Sec-
tion 4.3.4 on page 264.

This feature indicates whether the LM supports requests for timing

Timing accuracy accuracy using the sequence defined in Section 4.3.1 on page 262.

This feature indicates whether the device is capable of supporting
the enhanced inquiry scan mechanism as defined in Baseband
Specification, Section 8.4.1, on page 164. The presence of this fea-
ture has only local meaning and does not imply support for any addi-
tional LMP PDUs or sequences.

Enhanced inquiry
scan

This feature indicates whether the device is capable of supporting
the interlaced inquiry scan mechanism as defined in Baseband Spec-
ification, Section &.4.1, on page 164. The presence of this feature
has only local meaning and does not imply support for any additional
LMP PDUs or sequences.

Interlaced ingquiry
scan

This feature indicates whether the device is capable of supporting
the interlaced page scan mechanism as defined in Baseband Specifi-
cation, Section 8.3.1, on page 154. The presence of this feature has
only local meaning and does not imply support for any additional
LMP PDUs or sequences.

Interlaced page
scan

Table 3.1: Feature definitions.
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Feature

Definition

RSSI with inquiry
results

Paging parameter
negotiation

This feature indicates whether the device is capable of reporting the
RSSI with inquiry results as defined in Baseband Specification, Sec-
tion 8.4.2, on page 165. The presence of this feature has only local
meaning and does not imply support for any additional LMP PDUs or
sequences.

This feature indicates whether the LM is capable of supporting the
signaling of changes in the paging scheme as defined in Section
4.1.9 on page 246.

3 slot packets

5 slot packets

Flow control lag

This feature indicates whether the device supports the transmission
and reception of both DM3 and DH3 packets for the transport of traf-
fic on the ACL-U logical link.

This feature indicates whether the device supports the transmission
and reception of both DM5 and DH5 packets for the transport of traf-
fic on the ACL-U logical link.

This is defined as the total amount of ACL-U data that can be sent
following the receipt of a valid payload header with the payload
header flow bit set to 0 and is in units of 256 bytes. See further in
Baseband Specification, Section 6.6.2, on page 130.

AFH capable slave

AFH classification
slave

AFH capable master

AFH classification
master

This feature indicates whether the device is able to support the Adap-
tive Frequency Hopping mechanism as a slave as defined in Base-
band Specification, Section 2.3, on page 75 using the LMP
sequences defined in Section 4.1.4 on page 237.

This feature indicates whether the device is able to support the AFH
classification mechanism as a slave as defined in Baseband Specifi-
cation, Section 8.6.8, on page 181 using the LMP sequences defined
Section 4.1.5 on page 240.

This indicates whether the cevice is able to support the Adaptive Fre-
quency Hopping mechanism as a master as defined in Baseband
Specification, Section 2.3, an page 75 using the LMP sequences
defined in Section 4.1.4 on page 237.

This feature indicate whether the device is able to support the AFH
classification mechanism as a master as defined in Baseband Speci-
fication, Section 8.6.8, on page 181 using the LMP sequences
defined Section 4.1.5 on page 240.

Power control

This feature indicates whether the device is capable of adjusting its
transmission power. This feature indicates the ability to receive the
LMP_incr_power and LMP_decr_power PDUs and transmit the
LMP_max_power and LMP_min_power PDUs, using the sequences
defined in Section 4.1.3 on page 235. These sequences may be
used even if the remote device does not support the power control
feature, as long as it supports the Power control requests feature.

Table 3.1: Feature definitions.
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Channel Quality
Driven Data Rate

Feature Definition
This feature indicates whether the device is capable of determining if
the transmit power level of the other device should be adjusted and
will send the LMP_incr_power and LMP_decr_power PDUs to
Power control request the adjustments. It indicates the ability to receive the
requests LMP_max_power and LMP_min_power PDUs, using the sequences

in Section 4.1.3 on page 235. These sequences may be used even if
the remote device does not support the RSSI feature, as long as it
supports the power control feature.

This feature indicates whether the LM is capable of recommending a
packet type (or types) depending on the channel quality using the
LMP sequences defined in section Section 4.1.7 on page 243.

Broadcast encryp-
tion

Encryption

This feature indicates whether the device is capable of supporting
broadcast encryption as defined in [Part H] Section 4.2 on page 788
and also the sequences defined in Section 4.2.6 on page 261 and
Section 4.2 .4 on page 255.

Note: Devices compliant to versions of this specification 1.1 and ear-
lier may support broadcast encryption even though this feature bit is
not set.

This feature indicates whether the device supports the encryption of
packet contents using the sequence defined in Section 4.2.5 on page
257.

Slot offset

Role switch

This feature indicates whether the LM supports the transfer of the
slot offset using the sequence defined in Section 4.4.1 on page 267.

This feature indicates whether the device supports the change of
master and slave roles as defined by baseband Section 8.6.5 on
page 175 using the sequence defined in Section 4.4.2 on page 268.

Hold mode

Sniff mode

Park state

This feature indicates whether the device is able to support Hold
mode as defined in baseband Section 8.8 on page 185 using the
LMP sequences defined in Section 4.5.1 on page 270.

This feature indicates whether the device is able to support sniff
mode as defined in baseband Section 8.7 on page 183 using the
LMP sequences defined in Section 4.5.3 on page 278.

This feature indicates whether the device is able to support Park
state as defined in baseband Section 8.9 on page 185 using the LMP
sequences defined in Section 4.5.2 on page 272.

SCO link

HV2 packets

This feature shall indicate whether the device is able to support the
SCO logical transport as defined in Baseband Specification, Section
4.3, on page 98, the HV1 packet defined in Baseband Specification,
Section 6.5.2.1, on page 123 and receiving the DV packet defined in
Baseband Specification, Section 6.5.2.4, on page 123 using the LMP
sequence in Section 4.6.1 on page 281.

This feature indicates whether the device is capable of supporting
the HV2 packet type as defined in baseband Section 6.5.2.2 on page
123 on the SCO logical transport.

Table 3.1: Feature definitions.
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Feature

Definition

HV3 packets

p-law log synchro-
nous data

A-law log synchro-
nous data

CVSD synchro-
nous data

Transparent
synchronous data

Extended SCO link

EV4 packets

EV5 packets

Enhanced Data
Rate ACL
2 Mbps mode

Enhanced Data
Rate ACL
3 Mbps mode

3-slot Enhanced
Data Rate ACL
packets

5-slot Enhanced
Data Rate ACL
packets

This feature indicates whether the device is capable of supporting
the HV3 packet type as defined in baseband Section 6.5.2.3 on page
123 on the SCO logical transport.

This feature indicates whether the device is capable of supporting p-
Law Log format data as defined in Baseband Specification, Section
9.1, on page 195 on the SCO and eSCO logical transports.

This feature indicates whether the device is capable of supporting A-
Law Log format data as defined in Baseband Specification, Section
9.1, on page 195 on the SCO and eSCO logical transports.

This feature indicates whether the device is capable of supporting
CVSD format data as defined in Baseband Specification, Section 9.2,
on page 195 on the SCO and eSCO logical transports.

This feature indicates whether the device is capable of supporting
transparent synchronous data as defined in Baseband Specification,
Section 6.4.3, on page 117 on the SCO and eSCO logical transports.

This feature indicates whether the device is able to support the
eSCO logical transport as defined Baseband Specification, Section
5.5, on page 108 and the EVY3 packet defined in Baseband Specifica-
tion, Section 6.5.3.1, on page 124 using the LMP sequences defined
in Section 4.6.2 on page 284.

This feature indicates whether the device is capable of supporting
the EV4 packet type defined in Baseband Specification, Section
6.5.3.2, on page 124 on the eSCO logical transport.

This feature indicates whether the device is capable of supporting
the EVS5 packet type defined in Baseband Specification, Section
6.5.3.3, on page 124 on the eSCO logical transport.

This feature indicates whether the device supports the transmission
and reception of 2-DH1 packets for the transport of traffic on the
ACL-U logical link.

This feature indicates whether the device supports the transmission
and reception of 3-DH1 packets for the transport of traffic on the
ACL-U logical link.

This feature bit shall only be set if the “Enhanced Data Rate ACL 2
Mbps mode” feature bit is set.

This feature indicates whether the device supports the transmission
and reception of three-slot Enhanced Data Rate packets on the ACL-
U logical link.

This feature bit shall only be set if the “Enhanced Data Rate ACL 2
Mbps mode” feature bit is set.

This feature indicates whether the device supports the transmission
and reception of 5-slot Enhanced Data Rate packets for the transport
of traffic on the ACL-U logical link.

This feature bit shall only be set if the “Enhanced Data Rate ACL 2
Mbps mode” feature bit is set.

Table 3.1: Feature definitions.
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Feature

Definition

Enhanced Data
Rate eSCO
2 Mbps mode

Enhanced Data
Rate eSCO
3 Mbps mode

3-slot Enhanced
Data Rate eSCO
packets

This feature indicates whether the device supports the transmission
and reception of 2-EV3 packets for the transport of traffic on the
eSCO logical transport.

This feature indicates whether the device supports the transmission
and reception of 3-EV3 packets for the transport of traffic on the
eSCO logical transport.

This feature bit shall only be set if the “Enhanced Data Rate eSCO 2
Mbps mode” feature bit is set.

This feature indicates whether the device supports the transmission
and reception of 3-slot Enhanced Data Rate packets for the transport
of traffic on the eSCO logical transport.

This feature bit shall only be set if the “Enhanced Data Rate eSCO 2
Mbps mode” feature bit is set.

Table 3.1: Feature definitions.
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3.3 FEATURE MASK DEFINITION

The features are represented as a bit mask when they are transferred in LMP
messages. For each feature a single bit is specified which shall be set to 1 if
the feature is supported and set to 0 otherwise. The single exception is the flow
control lag which is coded as a 3 bit field with the least significant bit in byte 2 bit
4 and the most significant bit in byte 2 bit 6. All unknown or unassigned feature
bits shall be set to 0.

No. Supported feature Byte Bit
0 3 slot packets 0 0
1 5 slot packets 0 1
2 Encryption 0 2
3 Slot offset 0 3
4 Timing accuracy 0 4
5 Role switch 0 5
6 Hold mode 0 6
i Sniff mode 0 7
8 Park state 1 0
9 Power control requests 1 1
10 Channel quality driven data rate (CQDDR) 1 2
11 SCO link 1 3
12 HV2 packets 1 4
13 HV3 packets 1 5
14 p-law log synchronous data 1 6
15 A-law log synchronous data 1 7
16 CVSD synchronous data 2 0
17 Paging parameter negotiation 2 1
18 Power control 2 2
19 Transparent synchronous data 2 3
20 Flow control lag (least significant bit) 2 4
21 Flow control lag (middle bit) 2 3
22 Flow control lag (most significant bit) 2 6
23 Broadcast encryption 2 7
24 Reserved 3 0
25 Enhanced Data Rate ACL 2 Mbps mode 3 1
Table 3.2: Feature mask definition
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No. Supported feature Byte Bit
26 Enhanced Data Rate ACL 3Mbps mode 3 2
27 Enhanced inquiry scan 3 3
28 Interlaced inquiry scan 3 4
29 Interlaced page scan 3 )
30 RSSI with inquiry results 3 6
31 Extended SCO link (EV3 packets) 3 7
32 EV4 packets 4 0
33 EVS5 packets 4 1
34 Reserved 4 2
35 AFH capable slave 4 2
36 AFH classification slave 4 4
37 Reserved 4 5
38 Reserved 4 6
39 3-slot Enhanced Data Rate ACL packets 4 7
40 5-slot Enhanced Data Rate ACL packets 5 6
41 reserved 5 1
42 reserved 5 2
43 AFH capable master 5 3
44 AFH classification master 5 4
45 Enhanced Data Rate eSCO 2 Mbps mode S 5
46 Enhanced Data Rate eSCO 3 Mbps mode 5 6
47 3-slot Enhanced Data Rate eSCO packets 5 7
48 Reserved 6 0
63 Extended features 7 7

Table 3.2: Feature mask definition
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3.4 LINK MANAGER INTEROPERABILITY POLICY

Link managers of any version will interoperate using the lowest common sub-
set of functionality by reading the LMP features mask (defined in Table 3.2 on
page 230).

An optional LMP PDU shall only be sent to a device if the corresponding fea-
ture bit is set in its feature mask. The exception to this are certain PDUs (see
Section 4.1.1 on page 233) which can be sent before the features mask is
requested. Note: a later version device with a restricted feature set is indistin-
guishable from an earlier version device with the same features.
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4 PROCEDURE RULES

41 CONNECTION CONTROL

4.1.1 Connection establishment

After the paging procedure, LMP procedures with for clock offset request, LMP
version, supported features, name request and detach may then be initiated.

Paging Paged
device device

s - Baseband page procedure

LMP procedures for clock offset
request, LMP version, supported
features, name request and/or detach.

Y

—
]

LMP_host_connection_req
LMP_accepted or LMP_not_accepted

Y

LMP procedures for pairing,
authentication and encryption.

i
Y

- LMP_setup_complete
— LMP_setup_complete

Figure 4.1: Connection establishment.

When the paging device wishes to create a connection involving layers above
LM, it sends an LMP_host_connection_req PDU. When the other side receives
this message, the host is informed about the incoming connection. The remote
device can accept or reject the connection request by sending an
LMP_accepted PDU or an LMP_not_accepted PDU. Alternatively, if the slave
needs a role switch, see Section 4.4.2 on page 268, it sends an
LMP_slot_offset PDU and LMP_switch_req PDU after it has received an
LMP_host_connection_req PDU. If the role switch fails the LM shall continue
with the creation of the connection unless this cannot be supported due to lim-
ited resources in which case the connection shall be terminated with an
LMP_detach PDU with error code other end terminated connection: low
resources. When the role switch has been successfully completed, the old
slave will reply with an LMP_accepted PDU or an LMP_not_accepted PDU to
the LMP_host_connection_req PDU (with the transaction ID set to 0).

If the paging device receives an LMP_not_accepted PDU in response to
LMP_host_connection_req it shall immediately disconnect the link using the
mechanism described in Section 4.1.2 on page 234.
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If the LMP_host_connection_req PDU is accepted, LMP security procedures
(pairing, authentication and encryption) may be invoked. When a device is not
going to initiate any more security procedures during connection establishment
it sends an LMP_setup_complete PDU. When both devices have sent
LMP_setup_complete PDUs the traffic can be transferred on the ACL-U logical
transport.

M/O PDU Contents
M LMP_host_connection_req -
M LMP_setup_complete -

Table 4.1: PDUs used for connection establishment.

4.1.2 Detach

The connection between two Bluetooth devices may be detached anytime by
the master or the slave. An error code parameter is included in the message to
inform the other party of why the connection is detached.

M/O PDU Contents
M LMP_detach error code

Table 4.2: PDU used for detach.

The initiating LM shall pause traffic on the ACL-U logical link (see Baseband
Specification, Section 5.3.1, on page 108). The initiating LM then queues the
LMP_detach for transmission and it shall start a timer for 6*T, slots where
Tpon is the poll interval for the connection. If the initiating LM receives the base-
band acknowledgement before the timer expires it starts a timer for 3*T,,
slots. When this timer expires, and if the initiating LM is the master, the
LT_ADDR(s) may be re-used immediately. If the initial timer expires then the
initiating LM drops the link and starts a timer for Tjinksypervisiontimeout SIOts after
which the LT_ADDR(s) may be re-used if the initiating LM is the master.

When the receiving LM receives the LMP_detach, it shall start a timer for
6*Tpo slots if it is the master and 3*T if it is the slave. On timer expiration,
the link shall be detached and, if the receiving LM is the master, the
LT_ADDR(s) may be re-used immediately. If the receiver never receives the
LMP_detach then a link supervision timeout will occur, the link will be
detached, and the LT_ADDR may be re-used immediately.

If at any time during this or any other LMP sequence the Link supervision time-
out expires then the link shall be terminated immediately and the LT_ADDR(S)
may be re-used immediately.

If the connection is in hold mode, the initiating LM shall wait for hold mode to
end before initiating the procedure defined above. If the connection is in sniff
mode or park state, the initiating LM shall perform the procedure to exit sniff
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mode or park state before initiating the procedure defined above. If the proce-
dure to exit sniff mode or park state does not complete within the LMP
response timeout (30 seconds) the procedure defined above shall be initiated

anyway.

initiating LM
LM

LMP_detach

Y

Sequence 1: Connection closed by sending LMP_detach.

4.1.3 Power control

If the received signal characteristics differs too much from the preferred value
of a Bluetooth device, it may request an increase or a decrease of the other
device’'s TX power. The power adjustment requests may be made at anytime
following a successful baseband paging procedure.

If a device does not support power control requests this is indicated in the sup-
ported features list and thus no power control requests shall be sent after the
supported features response has been processed. Prior to this time, a power
control adjustment might be sent and if the recipient does not support power
control it is allowed to send LMP_max_power in response to
LMP_incr_power_req and LMP_min_power in response to
LMP_decr_power_req. Another possibility is to send LMP_not_accepted with
the error code unsupported LMP feature.

Upon receipt of an LMP_incr_power_req PDU or LMP_decr_power_req PDU

the output power shall be increased or decreased one step. See Radio Specifi-
cation Section 3, on page 31 for the definition of the step size. The TX power is
a property of the physical link, and affects all logical transports carried over the
physical link. Power control requests carried over the default ACL-C logical link
shall only affect the physical link associated with the default ACL-C logical link:
they shall not affect the power level used on the physical links to other slaves.

M/O PDU Contents
QO(9) | LMP_incr_power_req for future use (1 Byte)
0O(9) | LMP_decr_power_req for future use (1 Byte)

O(18) | LMP_max_power -

0(18) | LMP_min_power .

Table 4.3: PDUs used for power control.
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€3 Bluetooth®

Initiating
LM

LM

Y

LMP_incr_power_req
or
LMP_decr_power_req

Sequence 2: A device requests a change of the other device’s TX power.

If the receiver of LMP_incr_power_req is at maximum power LMP_max_power
shall be returned. The device shall only request an increase again after having
requested a decrease at least once. If the receiver of LMP_decr_power_req is
at minimum power then LMP_min_power shall be returned and the device shall
only request a decrease after having requested an increase at least once.

Initiating
LM

LM

Y

—
-

LMP_incr_power_req
LMP_max_power

Sequence 3: The TX power cannot be increased.

Initiating
LM

LM

—
-

LMP_decr_power_req
LMP_min_power

Sequence 4: The TX power cannot be decreased.

One byte is reserved in LMP_incr/decr_power_req for future use. The parame-
ter value shall be 0x00 and ignored upon receipt.

236
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4.1.4 Adaptive frequency hopping

AFH is used to improve the performance of physical links in the presence of
interference as well as reducing the interference caused by physical links on
other devices in the ISM band. AFH shall only be used during the connection
state.

M/O PDU Contents

O@35) Rx | LMP_set_AFH AFH_lInstant,

O(43) Tx AFH_Mode,
AFH_Channel_Map

Table 4.4: PDUs used for AFH

The LMP_set_AFH PDU contains three parameters: AFH_Instant, AFH_Mode,
and AFH_Channel_Map. The parameter, AFH_Instant, specifies the instant at
which the hopset switch will become effective. This is specified as a Bluetooth
Clock value of the master’s clock, that is available to both devices. The AFH
instant is chosen by the master and shall be an even value at least 6T, or 96
slots (whichever is greater) in the future, where T is at least the longest poll
interval for all AFH enabled physical links. The AFH_instant shall be within 12
hours of the current clock value. The parameter AFH_Mode, specifies whether
AFH shall be enabled or disabled. The parameter AFH_Channel_Map, speci-
fies the set of channels that shall be used if AFH is enabled.

When the LMP_set_AFH PDU is received the AFH instant shall be compared
with the current Bluetooth clock value. If it is in the past then the AFH_instant
has passed and the slave shall immediately configure the hop selection kernel
(see Baseband Specification, Section 2.6.3, on page 89) with the new
AFH_mode and AFH_channel_map specified in the LMP_set_ AFH PDU. Ifit is
in the future then a timer shall be started to expire at the AFH instant. When
this timer expires it shall configure the hop selection kernel with the new
AFH_mode and AFH_channel_map.

The master shall not send a new LMP_set_ AFH PDU to a slave until it has
received the baseband acknowledgement for any previous LMP_set_AFH
addressed to that slave and the instant has passed.

Role switch while AFH is enabled shall follow the procedures define by Base-
band Specification, Section 8.6.5, on page 175.
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4.1.4.1 Master enables AFH

Prior to enabling AFH the master LM shall pause traffic on the ACL-U logical
link (see Baseband Specification, Section 5.3.1, on page 108). The master
shall then enable AFH on a physical link by sending the LMP_set_AFH PDU
with AFH_mode set to AFH_enabled, the AFH_channel_map parameter con-
taining the set of used and unused channels, and an AFH_instant. The LM
shall not calculate the AFH instant until after traffic on the ACL-U logical link
has been stopped. The master considers the physical link to be AFH_enabled
once the baseband acknowledgement has been received and the AFH_instant
has passed. Once the baseband acknowledgement has been received the
master shall restart transmission on the ACL-U logical link.

Master Slave
LM LM
> LMP_set_AFH

Sequence 5: Master Enables AFH.

4.1.4.2 Master disables AFH

Prior to disabling AFH the master LM shall pause traffic on the ACL-U logical
link (Baseband Specification, Section 5.3.1, on page 108). The master shall
then disable AFH operation on a physical link by sending the LMP_set_AFH
PDU with AFH_mode set to AFH_disabled and an AFH_instant. The
AFH_channel_map parameter is not valid when AFH_mode is AFH_disabled.
The LM shall not calculate the AFH instant until after traffic on the ACL-U logi-
cal link has been stopped. The master considers the physical link to have
entered AFH_disabled operation once the baseband acknowledgement has
been received and the AFH_instant has passed. Once the baseband acknowl-
edgement has been received the master shall restart transmission on the ACL-
U logical link.

Master Slave
LM LM
= LMP_set_AFH
Sequence 6: Master disables AFH.
238 4 November 2004 Procedure Rules
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4.1.4.3 Master updates AFH

A master shall update the AFH parameters on a physical link by sending the
LMP_set_AFH PDU with AFH_mode set to AFH_enabled, an AFH_instant and
a new AFH_channel_map. The master shall consider the slave to have the
updated AFH parameters once the baseband acknowledgement has been
received and the AFH_instant has passed.

Master Slave
LM LM

LMP_set_AFH

Y

Sequence 7: Master Updates AFH.

4.1.4.4 AFH operation in park. hold and sniff modes

A slave in Park, Hold or Sniff shall retain the AFH_mode and
AFH_channel_map prior to entering those modes. A master may change the
AFH_mode while a slave is in sniff.

A master that receives a request from an AFH_enabled slave to enter Park,
Hold or Sniff and decides to operate the slave using a different hop sequence
shall respond with an LMP_set_ AFH PDU specifying the new hop sequence.

The master continues with the LMP signalling, for Park, Hold or Sniff initiation,
once the baseband acknowledgement for the LMP_set_AFH PDU has been
received. Optionally, the master may delay the continuation of this LMP signal-
ling until after the instant. An AFH_capable_slave device shall support both of
these cases.

A master that receives a request from an AFH_enabled slave to enter Park,
Hold or Sniff and decides not to change the slave's hop sequence shall
respond exactly as it would do without AFH. In this case, AFH operation has no
effect on the LMP signalling.
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4.1.5 Channel classification

A master may request channel classification information from a slave that is
AFH_enabled.

A slave that supports the AFH_classification_slave feature shall perform chan-
nel classification and reporting according to its AFH_reporting_mode. The
master shall control the AFH_reporting_mode using the
LMP_channel_classification_req PDU. The slave shall report its channel clas-
sification using the LMP_channel_classification PDU.

The slave shall report pairs of channels as good, bad or unknown. See Table
5.2 on page 303 for the detailed format of the AFH_Channel_Classification
parameter. When one channel in the n" channel pair is good and the other
channel is unknown the n" channel pair shall be reported as good. When one

channel in the n'" channel pair is bad and the other is unknown the nth channel
pair shall be reported as bad. It is implementation dependent what to report
when one channel in a channel pair is good and the other is bad.

M/O PDU Contents

0O(36) Rx | LMP_channel_classification_req AFH_Reporting_Mode,

O(44) Tx AFH_Min_Interval,
AFH_Max_Interval

0O(36) Tx | LMP_channel_classification AFH_Channel_Classification

O(44)Rx

Table 4.5: PDUs used for Channel Classification Reporting.

The LMP_channel_classification_req PDU contains three parameters:
AFH_Reporting_Mode, AFH_Min_Interval, and AFH_Max_Interval. In the
AFH_reporting_disabled state, the slave shall not generate any channel classi-
fication reports. The parameter AFH_min_interval, defines the minimum
amount of time from the last LMP_channel_classification command that was
sent before the next LMP_channel_classification PDU may be sent. The
parameter AFH_max_interval, defines the maximum amount of time between
the change in the radio environment being detected by a slave and its genera-
tion of an LMP_channel_classification PDU. The AFH_max_interval shall be
equal to or larger than AFH_min_interval.

The AFH_reporting_mode parameter shall determine if the slave is in the
AFH_reporting_enabled or AFH_reporting_disabled state. The default state,
prior to receipt of any LMP_channel_classification_req PDUs, shall be
AFH_reporting_disabled.

AFH_reporting_mode is implicitly set to the AFH_reporting_disabled state
when any of the following occur:

« Establishment of a connection at the baseband level
« Master-slave role switch
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« Entry to park state operation
« Entry to hold mode operation

AFH_reporting_mode is implicitly restored to its former value when any of the
following occur:

+ Exit from park state operation
+ Exit from hold mode
« Failure of Master-slave role switch

4.1.5.1_Channel classification reporting enabling and disabling

A master enables slave channel classification reporting by sending the
LMP_channel_classification_req PDU with the AFH_reporting_mode parame-
ter set to AFH_reporting_enabled.

When a slave has had classification reporting enabled by the master it shall
send the LMP_channel_classification PDU according to the information in the
latest LMP_channel_classification_req PDU. The LMP_channel_classification
PDU shall not be sent if there has been no change in the slave’s channel clas-
sification.

A master disables slave channel classification reporting by sending the
LMP_channel_classification_req PDU with the AFH_reporting_mode parame-
ter set to AFH_reporting_disabled.

Master Slave
LM LM
> LMP_channel_classification_req (enable)
= LMP_channel_classification
e LMP_channel_classification
= LMP_channel_classification_req (disable)

Sequence 8: Channel classification reporting.
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4.1.6 Link supervision

Each physical link has a timer that is used for link supervision. This timer is used
to detect physical link loss caused by devices moving out of range, or being
blocked by interference, a device’s power-down, or other similar failure cases.
Link supervision is specified in Baseband Specification, Section 3.1, on page 95.

M/O PDU Contents

M LMP_supervision_timeout supervision timeout

Table 4.6: PDU used to set the supervision timeout.

master slave
LM LM

LMP_supervision_timeout

Y

Sequence 9: Setting the link supervision timeout.
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4.1.7 Channel quality driven data rate change (CQDDR)

The data throughput for a given packet type depends on the quality of the RF
channel. Quality measurements in the receiver of one device can be used to
dynamically control the packet type transmitted from the remote device for opti-
mization of the data throughput. Device A sends the LMP_auto_rate PDU once
to notify device B to enable this feature. Once enabled, device B may change
the packet type(s) that A transmits by sending the LMP_preferred_rate PDU.
This PDU has a parameter which determines the preferred coding (with or with-
out 2/3FEC) and optionally the preferred size in slots of the packets. Device A
is not required to change to the packet type specified by this parameter.
Device A shall not send a packet that is larger than max slots (see Section
4.1.10 on page 247) even if the preferred size is greater than this value.

The data rate parameter includes the preferred rate for Basic Rate and
Enhanced Data Rate modes. When operating in Basic Rate mode, the device
shall use bits 0-2 to determine the preferred data rate. When operating in
Enhanced Data Rate mode, the device shall use bits 3-6 to determine the pre-
ferred data rate. For devices that support Enhanced Data Rate, the preferred
rates for both Basic Rate and Enhanced Data Rate modes shall be valid at all
times.

These PDUs may be sent at any time after connection setup is completed.

M/O PDU Contents
O(10) | LMP_auto_rate -

O(10) | LMP_preferred_rate data rate

Table 4.7: PDUs used for quality driven change of the data rate.

ALM B LM

- LMP_auto_rate

Sequence 10: A notifies B to enable CQDDR

A LM B LM

LMP_preferred_rate

|

Sequence 11: B sends A a preferred packet type
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4.1.8 Quality of service (QoS)

The LM provides QoS capabilities. A poll interval, T, that is defined as the

maximum time between transmissions from the master to a particular slave on
the ACL logical transport, is used to support bandwidth allocation and latency
control - see Baseband Specification, Section 8.6.1, on page 169 for details.
The poll interval is guaranteed in the active and sniff modes except when there
are collisions with page, page scan, inquiry and inquiry scan, during time criti-
cal LMP sequences in the current piconet and any other piconets in which the
Bluetooth device is a member, and during critical baseband sequences (such
as the page response, initial connection state until the first POLL, and master
slave switch). These PDUs maybe sent at anytime after connection setup is
completed.

Master and slave negotiate the number of repetitions for broadcast packets
(Ngc). see Baseband Specification, Section 7.6.5, on page 150.

M/O | PDU Contents

M LMP_quality_of_service poll interval
Ngc

M LMP_quality_of_service_req poll interval
Nac

Table 4.8: PDUs used for quality of service.

4.1.8.1 Master notifies slave of the quality of service

The master notifies the slave of the new poll interval and Nz by sending the
LMP_quality_of_service PDU. The slave cannot reject the notification.

Master Slave
LM LM
- LMP_quality_of_service

Sequence 12: Master notifies slave of quality of service.

244 4 November 2004 Procedure Rules

410



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 245 of 814

Link Manager Protocol GB Blue t00 th@

4.1.8.2 Device requests new qualify of service

Either the master or the slave may request a new poll interval and Ngc by
sending an LMP_quality_of_service_req PDU to the slave. The parameter Ngc
is meaningful only when it is sent by a master to a slave. For transmission of
LMP_quality_of_service_req PDUs from a slave, this parameter shall be
ignored by the master. The request can be accepted or rejected. This allows
the master and slave to dynamically negotiate the quality of service as needed.

The selected poll interval by the slave shall be less than or equal to the speci-
fied Access Latency for the outgoing traffic of the ACL link (see L2CAP “Quality
of Service (QoS) Option” on page 60[vol. 4]).

Initiating
LM LM
- LMP_quality_of_service_req
- LMP_accepted

Sequence 13: Device accepts new quality of service

Initiating
LM LM
- LMP_quality_of_service_req
- LMP_not_accepted

Sequence 14: Device rejects new quality of service.
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4.1.9 Paging scheme parameters

LMP provides a means to negotiate the paging scheme parameters that are
used the next time a device is paged.

M/O PDU Contents

O(17) | LMP_page mode req paging scheme
paging scheme settings

O(17) | LMP_page_scan_mode_req paging scheme

paging scheme settings

Table 4.9: PDUs used to request paging scheme.

4.1.9.1 Page mode

This procedure is initiated from device A and negotiates the paging scheme
used when device A pages device B. Device A proposes a paging scheme
including the parameters for this scheme and device B can accept or reject. On
rejection the old setting will not be changed. A request to switch to a reserved
paging scheme shall be rejected.

LM LM

LMP_page_mode_req
- LMP_accepted or LMP_not_accepted

Y

Sequence 15: Negotiation for page mode.

4.1.9.2 Page scan mode

This procedure is initiated from device A and negotiates the paging scheme
and paging scheme settings used when device B pages device A. Device A
proposes a paging scheme and paging scheme settings and device B may
accept or reject. On reject the old setting is not changed. A request specifying
the mandatory scheme shall be accepted. A request specifying a non-manda-
tory scheme shall be rejected. This procedure should be used when device A
changes its paging scheme settings. A slave should also send this message to
the master after connection establishment, to inform the master of the slave's
current paging scheme and paging scheme settings.

A B
LM LM
- LMP_page_scan_mode_req
- LMP_accepted or LMP_not_accepted

Sequence 16: Negotiation for page scan mode
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4.1.10 Control of multi-slot packets

The number of consecutive slots used by a device on an ACL-U logical link can
be limited. It does not affect traffic on the eSCO links where the packet sizes
are defined as part of link setup. A device allows the remote device to use a
maximum number of slots by sending the PDU LMP_max_slot providing max
slots as parameter. Each device can request to use a maximal number of slots
by sending the PDU LMP_max_slot_req providing max slots as parameter.
After a new connection, as a result of page, page scan, role switch or unpark,
the default value is 1 slot. These PDUs can be sent at anytime after connection
setup is completed.

M/O PDU Contents
M LMP_max_slot max slots
M LMP_max_slot_req max slots

Table 4.10. PDUs used to control the use of multi-siot packets.

Initiating LM
LM

LMP_max_slot

Y

Sequence 17: Device allows Remote Device to use a maximum number of slots.

LM Initiating
LM

A

LMP_max_slot_req
- LMP_accepted

Sequence 18: Device requests a maximum number of slots. Remote Device accepts.

LM Initiating
LM
- LMP_max_slot req
- LMP_not_accepted

Sequence 19: Device requests a maximum number of slots. Remote Device rejects.

4.1.11 Enhanced Data Rate

A device may change the packet type table, ptt, to select which if any of the
optional modulation schemes are to be used on an ACL logical transport.
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Either the master or the slave may request a new packet type table and there-
fore the modulation scheme to be used on this ACL link. After a new baseband
connection, as a result of page or page scan, the default value for ptt shall be
0.

The change of the modulation mode for an ACL logical transport shall not
affect the packet types used for an associated SCO logical transport on the
same LT_ADDR.

Note: Enhanced Data Rate eSCO links are negotiated using the LMP eSCO
link_req as described in section 4.6.2.

Before changing the packet type table, the initiator shall finalize the transmis-
sion of the current ACL packet with ACL-U information and shall stop ACL-U
transmissions. It shall then send the LMP_packet_type_table_req PDU.

If the receiver rejects the change, then it shall respond with an
LMP_not_accepted _ext PDU.

If the receiver accepts the change, then it shall finalize the transmission of the
current ACL packet with ACL-U information and shall stop ACL-U transmis-
sions, it shall change to the new packet type table and shall respond with an
LMP_accepted_ext PDU. When it receives the baseband level acknowledge-
ment for the LMP_accepted_ext PDU it shall restart ACL-U transmissions.

When the initiator receives an LMP_not_accepted_ext PDU the initiator shall
restart ACL-U transmissions.

When the initiator receives an LMP_accepted_ext PDU it shall change the
packet type table and restart ACL-U transmissions.

M/O PDU Contents

O(25) | LMP_packet_type table_req | packet type table

Table 4.11: PDUs used for Enhanced Data Rate

LM-A LM-B

o LMP_packet_type_table_req

—_ LMP_not_accepted_ext

Sequence 20: Packet type table change is rejected.
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LM-A LM-B

LMP_packet_type_table_req

Y

- LMP_accepted_ext

Sequence 21: Packet type table change is accepted.

4.2 SECURITY

4.2.1 Authentication

The authentication procedure is based on a challenge-response scheme as
described in [Part H] Section 3.2.2 on page 780. The verifier sends an
LMP_au_rand PDU that contains a random number (the challenge) to the
claimant. The claimant calculates a response, that is a function of this chal-
lenge, the claimant’s BD_ADDR and a secret key. The response is sent back to
the verifier, that checks if the response was correct or not. The response shall
be calculated as described in [Part H] Section 6.1 on page 801. A successful
calculation of the authentication response requires that two devices share a
secret key. This key is created as described in Section 4.2.2 on page 251. Both
the master and the slave can be verifiers.

M/O PDU Contents
M LMP_au_rand random number
M LMP_sres authentication response

Table 4.12: PDUs used for authentication.

4.2.1.1 Claimant has link key

If the claimant has a link key associated with the verifier, it shall calculate the
response and sends it to the verifier with LMP_sres. The verifier checks the
response. If the response is not correct, the verifier can end the connection by
sending an LMP_detach PDU with the error code authentication failure, see
Section 4.1.2 on page 234.

verifier claimant
LM LM
- LMP_au_rand
-t LMP_sres
Sequence 22: Authentication. Claimant has link key.
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Upon reception of an LMP_au_rand, an LM shall reply with LMP_sres before initi-
ating its own authentication.

Note: there can be concurrent requests caused by the master and slave simulta-
neously initiating an authentication. The procedures in Section 2.5.1 on page 223
assures that devices will not have different Authenticated Ciphering Offset (ACO,
see [Part H] Section 6.1 on page 801) when they calculate the encryption key.

4.2 1.2 Claimant has no link key

If the claimant does not have a link key associated with the verifier it shall send
an LMP_not_accepted PDU with the error code key missing after receiving an
LMP_au_rand PDU.

verifier claimant
LM LM

- LMP_au_rand
- LMP_not_accepted

Sequence 23: Authentication fails. Claimant has no link key.

4.2 1.3 Repeated attempts

The scheme described in [Part H] Section 5.1 on page 799 shall be applied
when an authentication fails. This will prevent an intruder from trying a large
number of keys in a relatively short time.
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4.2.2 Pairing

When two devices do not have a common link key an initialization key (Ki,it)
shall be created based on a PIN, and a random number and a BD_ADDR. K|t

shall be created as specified in [Part H] Section 6.3 on page 805. When both
devices have calculated Kj,;; the link key shall be created, and a mutual
authentication is performed. The pairing procedure starts with a device sending
an LMP_in_rand PDU, this device is referred to as the "initiating LM" or "initia-
tor" in Section 4.2.2.1 on page 251 - Section 4.2.2.5 on page 253. The other
device is referred to as the "responding LM" or "responder”. The PDUs used in
the pairing procedure are:

M/O PDU Contents

M LMP_in_rand random number

M LMP_au_rand random number

M LMP_sres authentication response
M LMP_comb_key random number

M LMP_unit_key key

Table 4.13. PDUs used for pairing

All sequences described in Section 4 on page 233, including the mutual
authentication after the link key has been created, shall form a single transac-
tion. The transaction ID from the first LMP_in_rand shall be used for all subse-
quent sequences.

4.2.2.1 Responder accepts pairing

When the initiator sends an LMP_in_rand PDU and the responder shall reply
with an LMP_accepted PDU. Both devices shall then calculate Kj,;; based on
the BD_ADDR of the responder and the procedure continues with creation of
the link key; see Section 4.2.2.4 on page 253.

Initiating Responding
LM LM
- LMP_in_rand
- LMP_accepted

Sequence 24: Pairing accepted. Responder has a variable PIN. Initiator has a variable or fixed
PIN.

Procedure Rules 4 November 2004 251

417



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 252 of 814

Link Manager Protocol ea Blue tOO th@
4.2.2.2 Responder has a fixed PIN

If the responder has a fixed PIN it shall generate a new random number and
send it back in an LMP_in_rand PDU. If the initiator has a variable PIN it shall
accept the LMP_in_rand PDU and shall respond with an LMP_accepted PDU.
Both sides shall then calculate Kj,;; based on the last IN_RAND and the
BD_ADDR of the initiator. The procedure continues with creation of the link
key; see Section 4.2.2.4 on page 253.

Initiating Responding
LM LM
- LMP_in_rand

_— LMP_in_rand
LMP_accepted

Y

Sequence 25 Responder has a fixed PIN and initiator has a variable PIN.

If the responder has a fixed PIN and the initiator also has a fixed PIN, the sec-
ond LMP_in_rand shall be rejected by the initiator sending an
LMP_not_accepted PDU with the error code pairing not allowed.

Initiating Responding
LM LM

- LMP_in_rand
LMP_in_rand
LMP_not_accepted

A

fo
-

Sequence 26: Both devices have a fixed PIN.

4.2.2.3 Responder rejects pairing

If the responder rejects pairing it shall send an LMP_not_accepted PDU with
the error code pairing not allowed after receiving an LMP_in_rand PDU.

Initiating Responding
LM LM
- LMP_in_rand
- LMP_not_accepted
Sequence 27: Responder rejects pairing.
252 4 November 2004 Procedure Rules
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4.2.2.4 Creation of the link key

When K;t is calculated in both devices the link key shall be created. This link
key will be used in the authentication between the two devices for all subse-
quent connections until it is changed; see Section 4.2.3 on page 254 and Sec-
tion 4.2.4 on page 255. The link key created in the pairing procedure will either
be a combination key or one of the device's unit keys. The following rules shall
apply to the selection of the link key:

« if one device sends an LMP_unit_key PDU and the other device sends
LMP_comb_key, the unit key will be the link key.

« if both devices send an LMP_unit_key PDU, the master's unit key will be the
link key.

« if both devices send an LMP_comb_key PDU, the link key shall be calcu-
lated as described in [Part H] Section 3.2 on page 779.

The content of the LMP_unit_key PDU is the unit key bitwise XORed with Kj.
The content of the LMP_comb_key PDU is LK_RAND bitwise XORed with K.
Any device configured to use a combination key shall store the link key.

The use of unit keys is deprecated since it is implicitly insecure.

When the link key, combination or unit key, has been created mutual authenti-
cation shall be performed to confirm that the same link key has been created in
both devices. The first authentication in the mutual authentication is performed
with the initiator as the verifier. When finalized an authentication in the reverse
direction is performed.

Initiating Responding
LM LM
> LMP_comb_key or LMP_unit_key

- LMP_comb_key or LMP_unit_key

Sequence 28: Creation of the link key.

4.2.2.5 Repeated attempts

When the authentication after creation of the link key fails because of an incor-
rect authentication response, the same scheme as in Section 4.2.1.3 on page
250 shall be used. This prevents an intruder from trying a large number of dif-
ferent PINs in a relatively short time.
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4.2.3 Change link key

If the link key is derived from combination keys and the current link is the semi-
permanent link key, the link key can be changed. If the link key is a unit key, the
devices shall go through the pairing procedure in order to change the link key.
The contents of the LMP_comb_key PDU is protected by a bitwise XOR with
the current link key.

M/O PDU Contents

M LMP_comb_key random number

Table 4.14: PDUs used for change of link key.

All sequences described in Section 4.2.3 , including the mutual authentication
after the link key has been changed, shall form a single transaction. The trans-
action ID from the first LMP_comb_key PDU shall be used for all subsequent
sequences.

initiating LM
LM
> LMP_comb_key
- LMP_comb_key

Sequence 29: Successful change of the link key.

initiating LM
LM

———— LMP_comb_key
- LMP_not_accepted

Sequence 30: Change of the link key not possible since the other device uses a unit key.

If the change of link key is successful the new link key shall be stored and the
old link key shall be discarded. The new link key shall be used as link key for all
the following connections between the two devices until the link key is changed
again. The new link key also becomes the current link key. It will remain the
current link key until the link key is changed again, or until a temporary link key
is created, see Section 4.2.4 on page 255.

When the new link key has been created mutual authentication shall be per-
formed to confirm that the same link key has been created in both devices. The
first authentication in the mutual authentication is performed with the device
that initiated change link key as verifier. When finalized an authentication in the
reverse direction is performed.

254 4 November 2004 Procedure Rules

420



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 255 of 814

Link Manager Protocol GB Blue t00 th@
4.2.4 Change current link key type

The current link key can be a semi-permanent link key or a temporary link key.
It may be changed temporarily, but the change shall only be valid for the cur-
rent connection, see [Part H] Section 3.1 on page 777. Changing to a tempo-
rary link key is necessary if the piconet is to support encrypted broadcast. The
current link key may not be changed before the connection establishment pro-
cedure has completed. This feature is only supported if broadcast encryption is
supported as indicated by the LMP features mask.

M/O PDU Contents
0O(23) | LMP_temp_rand random number
0(23) | LMP_temp_key key

0O(23) | LMP_use_semi_permanent_key | -

Table 4.15: PDUs used to change the current link key.

4.2.4.1 Change to a temporary link key

The master starts by creating the master key K ,as1er @S specified in Security
Specification (EQ 4), on page 784. Then the master shall generate a random
number, RAND, and shall send it to the slave in an LMP_temp_rand PDU. Both
sides then calculate an overlay denoted OVL as OVL= E,(current link key,
RAND, 16). The master shall then send K,aster Protected by a modulo-2 addi-
tion with OVL to the slave in an LMP_temp_key PDU. The slave calculates
Kmaster P@sed on OVL, that becomes the current link key. It shall be the current

link key until the devices fall back to the semi-permanent link key, see section
4.2.4.2 on page 256.

Note: the terminology in this section is the same as used in [Part H] Section
3.2.8 on page 784.

Master Slave
LM LM
> LMP_temp rand
> LMP_temp_key

Sequence 31: Change to a temporary link key.

All sequences described in Section 4.2.4.1 on page 255, including the mutual
authentication after K, ,5ster h@s been created, shall form a single transaction.
The transaction ID shall be set to 0.

When the devices have changed to the temporary key, a mutual authentication
shall be made to confirm that the same link key has been created in both
devices. The first authentication in the mutual authentication shall be per-
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formed with the master as verifier. When finalized an authentication in the
reverse direction is performed.

Should the mutual authentication fail at either side, the LM of the verifier should
start the detach procedure. This will allow the procedure to succeed even
though one of the devices may be erroneous.

4.2.4.2 Make the semi-permanent link key the current link key

After the current link key has been changed to K, ,aster this change can be

undone and the semi-permanent link key becomes the current link key again. If
encryption is used on the link, the procedure to go back to the semi-permanent
link key shall be immediately followed by the master stopping encryption using
the procedure described in Section 4.2.5.4 on page 260. Encryption may be
restarted by the master according to the procedures in section 4.2.5.1 on page
257 subsection 3. This is to assure that encryption with encryption parameters
known by other devices in the piconet is not used when the semi-permanent
link key is the current link key.

Master Slave

LMP_use_semi_permanent_key
LMP_accepted

Y

|

Sequence 32: Link key changed to the semi-permanent link key.
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4.2.5 Encryption

If at least one authentication has been performed encryption may be used. In
order for the master to use the same encryption parameters for all slaves in the
piconet it shall issue a temporary key, K. asterr The master shall make this key
the current link key for all slaves in the piconet before encryption is started, see
Section 4.2.4 on page 255. This is required if broadcast packets are to be
encrypted.

M/O | PDU Contents

Q LMP_encryption_mode_req encryption mode
(@) LMP_encryption_key_size_req key size

Q LMP_start_encryption_req random number
0 LMP_stop_encryption_req -

Table 4.16. PDUs used for handling encryption.

All sequences described in Section 4.2.5 shall form a single transaction. The
transaction ID from the LMP_encryption_mode_req PDU shall be used for all
subsequent sequences.

4.2.5.1 Encryption mode

The master and the slave must agree upon whether to use encryption (encryp-
tion mode=1 in Imp_encryption_mode_req) or not (encryption mode=0). If the
semi-permanent key is used (Key_Flag=0x00) encryption shall only apply to
point-to-point packets. If the master link key is used (Key_Flag=0x01) encryp-
tion shall apply to both point-to-point packets and broadcast packets. If master
and slave agree on the encryption mode, the master continues to give more
detailed information about the encryption.

Devices should never send LMP_encryption_mode_req with an encryption
mode value of 2 however for backwards compatibility if the
LMP_encryption_mode_req is received with an encryption mode value of 2
then it should be treated the same as an encryption mode value of 1.

The initiating LM shall pause traffic on the ACL-U logical link (see Baseband
Specification, Section 5.3.1, on page 108). The initiating device shall then send
the LMP_encryption_mode_req PDU. If the responding device accepts the
change in encryption mode then it shall complete the transmission of the cur-
rent packet on the ACL logical transport and shall then suspend transmission
on the ACL-U logical link. The responding device shall then send the
LMP_accepted PDU.

ACL-U logical link traffic shall only be resumed after the attempt to encrypt or
decrypt the logical transport is completed i.e. at the end of Sequence 33, 34 or
35:
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initiating
LM LM

Y

LMP_encryption_mode_req
it LMP_accepted or LMP_not_accepted

Sequence 33: Negotiation for encryption mode.

After a device has sent an LMP_encryption_mode_req PDU it shall not send
an LMP_au_rand PDU before encryption is started. After a device has received
an LMP_encryption_mode_req PDU and sent an LMP_accepted PDU it shall
not send an LMP_au_rand PDU before encryption is started. If an
LMP_au_rand PDU is sent violating these rules, the claimant shall respond
with an LMP_not_accepted PDU with the error code PDU not allowed. This
assures that devices will not have different ACOs when they calculate the
encryption key. If the encryption mode is nat accepted or the encryption key
size negotiation results in disagreement the devices may send an
LMP_au_rand PDU again.

4.2.5.2 Encryption key size

Note: this section uses the same terms as in [Part H] Section 4.1 on page 788.
The master sends an LMP_encryption_key_size_req PDU including the sug-
gested key size Lgyg, M, that is initially equal to Lyay m- If Lmin, s < Lsug, m @nd
the slave supports Lsug, m it shall respond with an LMP_accepted PDU and
Lsug, m shall be used as the key size. If both conditions are not fulfilled the

slave sends back an LMP_encryption_key_size_req PDU including the slave's
suggested key size Lsug, s- This value shall be the slave's largest supported
key size that is less than Lgyg . Then the master performs the corresponding
test on the slave’s suggestion. This procedure is repeated until a key size
agreement is reached or it becomes clear that no such agreement can be
reached. If an agreement is reached a device sends an LMP_accepted PDU
and the key size in the last LMP_encryption_key_size_req PDU shall be used.
After this, encryption is started; see Section 4.2.5.3 on page 259. If an agree-
ment is not reached a device sends an LMP_not_accepted PDU with the error
code unsupported parameter value and the devices shall not communicate
using encryption.
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master slave
LM LM
> LMP_encryption_key_size_req
I LMP_encryption_key_size_req
_____________ . LMP_encryption_key_size _req

- - LMP_accepted

Sequence 34: Encryption key size negotiation successful.

master slave
LM LM
- LMP_encryption_key_size_req
I LMP_encryption_key_size_req
_____________ . LMP_encryption_key_size_req

- - LMP_not_accepted

Sequence 35: Encryption key size negotiation failed.

4.2.5.3 Start encryption

To start encryption, the master issues the random number EN_RAND and cal-
culates the encryption key. See [Part H] Section 3.2.5 on page 782. The ran-
dom number shall be the same for all slaves in the piconet when broadcast
encryption is used. The master then sends an LMP_start_encryption_req PDU,
that includes EN_RAND. The slave shall calculate the encryption key when this
message is received and shall acknowledge with an LMP_accepted PDU.

Master Slave
LM LM

Y

LMP_start_encryption_req
LMP_accepted

A

Sequence 36: Start of encryption.

Starting encryption shall be performed in three steps:

1. Master is configured to transmit unencrypted packets and to receive
encrypted packets.

2. Slave is configured to transmit and receive encrypted packets.
3. Master is configured to transmit and receive encrypted packets.
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Between step 1 and step 2, master-to-slave transmission is possible. This is
when an LMP_start_encryption_req PDU is transmitted. Step 2 is triggered
when the slave receives this message. Between step 2 and step 3, slave-to-
master

transmission is possible. This is when an LMP_accepted PDU is transmitted.
Step 3 is triggered when the master receives this message.

4.2 5.4 Stop encryption

To stop encryption a device shall send an LMP_encryption_mode_req PDU
with the parameter encryption mode equal to 0 (no encryption). The other
device responds with an LMP_accepted PDU or an LMP_not_accepted PDU
(the procedure is described in Sequence 33 in section 4.2.5.1 on page 257). If
accepted, encryption shall be stopped by the master sending an
LMP_stop_encryption_req PDU and the slave shall respond with an
LMP_accepted PDU according to Sequence 37.

Master Slave
LM LM
> LMP_stop_encryption_req
- LMP_accepted

Sequence 37: Stop of encryption.

Stopping encryption shall be performed in three steps, similar to the procedure
for starting encryption.

1. Master is configured to transmit encrypted packets and to receive unen-
crypted packets.

2. Slave is configured to transmit and receive unencrypted packets.
3. Master is configured to transmit and receive unencrypted packets.

Between step 1 and step 2 master to slave transmission is possible. This is
when an LMP_stop_encryption_req PDU is transmitted. Step 2 is triggered
when the slave receives this message. Between step 2 and step 3 slave to
master transmission is possible. This is when an LMP_accepted PDU is trans-
mitted. Step 3 is triggered when the master receives this message.

4.2.5.5 Change encryption mode, key or random number

If the encryption key or encryption random number need to be changed or if the
current link key needs to be changed according to the procedures in Section
4.2.4 on page 255, encryption shall be stopped and re-started after completion,
using the procedures in Section 4.2.5 on page 257, subsections 3-4 for the
new parameters to take effect.
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4.2.6 Request supported encryption key size

When broadcast encryption is supported via the LMP features mask, it is possi-
ble for the master to request a slave's supported encryption key sizes.

M/O PDU Contents

0O(23) | LMP_encryption_key size mask req

0O(23) | LMP_encryption_key_size_mask_res | key size mask

Table 4.17: PDUs used for encryption key size request

The master shall send an LMP_key_size_req PDU to the slave to obtain the
slaves supported encryption key sizes.

The slave shall return a bit mask indicating all broadcast encryption key sizes
supported. The least significant bit shall indicate support for a key size of 1, the
next most significant bit shall indicate support for a key size of 2 and so on up
to a key size of 16. In all cases a bit set to 1 shall indicate support for a key
size; a bit set to 0 shall indicate that the key size is not supported.

Master Slave
LM LM
== LMP_encryption_key_size_mask_req
— LMP_encryption_key_size_mask_res

Sequence 38: Request for supported encryption key sizes.
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4.3 INFORMATIONAL REQUESTS

4.3.1 Timing accuracy

LMP supports requests for the timing accuracy. This information can be used to
minimize the scan window during piconet physical channel re-synchronization
(see Baseband Specification, Section 2.2.5.2, on page 74). The timing accu-
racy parameters returned are the long term drift measured in ppm and the long
term jitter measured in ps of the worst case clock used. These parameters are
fixed for a certain device and shall be identical when requested several times.
Otherwise, the requesting device shall assume worst case values
(drift=250ppm and jitter=10ps).

M/O | PDU Contents

O(4) | LMP_timing_accuracy_req -
O(4) | LMP_timing_accuracy_res drift

jitter

Table 4.18: PDUs used for requesting timing accuracy information.

initiating LM
LM
> LMP_timing_accuracy_req
- LMP_timing_accuracy_res

Sequence 39: The requested device supports timing accuracy information.

initiating LM
LM
> LMP_timing_accuracy_req
- LMP_not_accepted

Sequence 40: The requested device does not support timing accuracy information.
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4.3.2 Clock offset

The clock offset can be used to speed up the paging time the next time the
same device is paged. The master can request the clock offset at anytime fol-
lowing a successful baseband paging procedure (i.e., before, during or after
connection setup). The clock offset shall be defined by the following equation:

(CLKN16-2 slave ~ CLKN16-2 master) mod 2**15.

M/O PDU Contents
M LMP_clkoffset_req -
M LMP_clkoffset res clock offset

Table 4.19: PDUs used for clock offset request.

Master Slave
LM LM

Y

LMP_clkoffset_req
- LMP_clkoffset_res

Sequence 41: Clock offset requested.

4.3.3 LMP version

LMP supports requests for the version of the LM protocol. The
LMP_version_req and LMP_version_res PDUs contain three parameters: Ver-
sNr, Compld and SubVersNr. VersNr specifies the version of the Bluetooth
LMP specification that the device supports. Compld is used to track possible
problems with the lower Bluetooth layers. All companies that create a unique
implementation of the LM shall have their own Compld. The same company is
also responsible for the administration and maintenance of the SubVersNr. It is
recommended that each company has a unique SubVersNr for each RF/BB/LIM
implementation. For a given VersNr and Compld, the values of the SubVersNr
shall increase each time a new implementation is released. For both Compld
and SubVersNr the value OxFFFF means that no valid number applies. There
is no ability to negotiate the version of the LMP. The sequence below is only
used to exchange the parameters. LMP version can be requested at anytime
following a successful baseband paging procedure.
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M/O PDU Contents
M LMP_version_req VersNr
Compld
SubVersNr
M LMP_version_res VersNr
Compld
SubVersNr

Table 4.20: PDUs used for LMP version request.

initiating LM
LM
- LMP_version_req
- LMP_version_res

Sequence 42: Request for LMP version.

4.3.4 Supported features

The supported features may be requested at anytime following a successful
baseband paging procedure by sending the LMP_features_req PDU. Upon
reception of an LMP_features_req PDU, the receiving device shall return an
LMP_features_res PDU.

The number of features bits required will in the future exceed the size of a sin-
gle page of features. An extended features mask is therefore provided to allow
support for more than 64 features. Support for the extended features mask is
indicated by the presence of the appropriate bit in the LMP features mask. The
LMP_features_req_ext and LMP_features_res_ext PDUs operate in precisely
the same way as the LMP_features_req and LMP_features_res PDUs except
that they allow the various pages of the extended features mask to be
requested. The LMP_features_req_ext may be sent at any time following the
exchange of the LMP_features_req and LMP_features_rsp PDUs.

The LMP_features req_ext PDU contains a feature page index that specifies
which page is requested and the contents of that page for the requesting
device. Pages are numbered from 0-255 with page 0 corresponding to the nor-
mal features mask. Each page consists of 64 bits. If a device does not support
any page number it shall return a mask with every bit set to 0. It also contains
the maximum features page number containing any non-zero bit for this device.
The recipient of an LMP_features_req_ext PDU shall respond with an
LMP_features_res_ext PDU containing the same page number and the appro-
priate features page along with its own maximum features page number.

If the extended features request is not supported then all bits in all extended
features pages for that device shall be assumed to be zero.
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M/O PDU Contents
M LMP_features_req features
M LMP_features_res features
0O(63) | LMP_features_req_ext | features page
max supported page
extended features
O(63) | LMP_features_res_ext | features page

max supported page
extended features

Table 4.21: PDUs used for features request.

€3 Bluetooth®

initiating
LM

LM

g
-

LMP_features_req
LMP_features_res

Sequence 43: Request for supported features.

initiating
LM

LM

-
=

Y

LMP_features_req_ext
LMP_features_res_ext

Sequence 44: Request for extended features.
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4.3.5 Name request

LMP supports name request to another device. The name is a user-friendly
name associated with the device and consists of a maximum of 248 bytes
coded according to the UTF-8 standard. The name is fragmented over one or
more DM1 packets. When an LMP_name_req PDU is sent, a name offset indi-
cates which fragment is expected. The corresponding LMP_name_res PDU
carries the same name offset, the name length indicating the total number of
bytes in the name of the device and the name fragment, where:

+ name fragment(N) = name(N + name offset), if (N + name offset) < name length
* name fragment(N) = 0,otherwise.

Here 0 <N < 13. In the first sent LMP_name_req PDU, name offset=0.
Sequence 45 is then repeated until the initiator has collected all fragments of
the name. The name request may be made at any time following a successful
baseband paging procedure.

M/O PDU Contents

M LMP_name_req name offset

M LMP_name_res name offset
name length
name fragment

Table 4.22: PDUs used for name request.

initiating LM
LM
- LMP_name_req
- LMP_name_res

Sequence 45: Device’s name requested and it responses.
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4.4 ROLE SWITCH

4.4.1 Slot offset

With LMP_slot_offset the information about the difference between the slot
boundaries in different piconets is transmitted. The LMP_slot_offset PDU may
be sent anytime after the baseband paging procedure has completed. This
PDU carries the parameters slot offset and BD_ADDR. The slot offset shall be
the time in microseconds between the start of a master transmission in the cur-
rent piconet to the start of the next following master transmission in the piconet
where the BD_ADDR device (normally the slave) is master at the time that the
request is interpreted by the BD_ADDR device.

Master transmissions in | _I 1 | | I
piconet where slave becomes -

the master after role switch

Master transmissions in I I

piconet before role switch

Slot offset in
microseconds

Figure 4.2: Slot offset for role switch.

See Section 4.4 on page 267 for the use of LMP_slot_offset in the context of
the role switch. In the case of role switch the BD_ADDR s that of the slave
device.

M/O | PDU Contents
O(3) | LMP_slot_offset slot offset
BD_ADDR

Table 4.23: PDU used for slot offset information.

initiating
LM LM

Y

LMP_slot_offset

Sequence 46: Slot offset information is sent.
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4.4.2 Role switch

Since the paging device always becomes the master of the piconet, a switch of
the master slave role is sometimes needed, see Baseband Specification, Sec-
tion 8.6.5, on page 175. The LMP_switch_req PDU may be sent anytime after
the baseband paging procedure has completed.

Support for LMP_slot_offset is mandatory if LMP_switch_req is supported.

The LMP_slot_offset shall be sent only if the ACL logical transport is in active
mode. The LMP_switch_req shall be sent only if the ACL logical transport is in
active mode, when encryption is disabled, and all synchronous logical trans-
ports on the same physical link are disabled. Additionally, LMP_slot_offset or
LMP_switch_req shall not be initiated or accepted while a synchronous logical
transport is being negotiated by LM.

M/O PDU Contents

Q(5) LMP_switch_req switch instant

O(5) LMP_slot_offset slot offset
BD_ADDR

Table 4.24: PDUs used for role switch.

The initiating LM shall pause traffic on the ACL-U logical link (see Baseband
Specification, Section 5.3.1, on page 108). It shall then send an
LMP_slot_offset PDU immediately followed by an LMP_switch_req PDU. If the
master accepts the role switch it shall pause traffic on the ACL-U logical link
(seeBaseband Specification, Section 5.3.1, on page 108) and respond with an
LMP_accepted PDU. When the role switch has been completed at the base-
band level (successfully or not) both devices re-enable transmission on the
ACL-U logical link. If the master rejects the role switch it responds with an
LMP_not_accepted PDU and the slave re-enables transmission on the ACL-U
logical link. The transaction ID for all PDUs in the sequence shall be set to 1.

slave master
LM LM
. LMP_slot_offset
LMP_switch_req
—

LMP_accepted or LMP_not_accepted

—
-

Sequence 47: Role switch (slave initiated).

If the master initiates the role switch it shall pause traffic on the ACL-U logical
link (see Baseband Specification, Section 5.3.1, on page 108) and send an
LMP_switch_req PDU. If the slave accepts the role switch it shall pause traffic
on the ACL-U logical link (see Baseband Specification, Section 5.3.1, on page
108) and responds with an LMP_slot_offset PDU immediately followed by an
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LMP_accepted PDU. When the role switch has been completed at the base-
band (successfully or not) both devices re-enable transmission on the ACL-U
logical link. If the slave rejects the role switch it responds with an
LMP_not_accepted PDU and the master re-enables transmission on the ACL-
U logical link. The transaction ID for all PDUs in the sequence shall be set to 0.

master slave

LMP_switch_req
LMP_slot_offset (if LMP_accepted)
LMP_accepted or LMP_not_accepted

Y

A A

Sequence 48: Role switch (master initiated).

The LMP_switch_req PDU contains a parameter, switch instant, which speci-
fies the instant at which the TDD switch is performed. This is specified as a
Bluetooth clock value of the master's clock, that is available to both devices.
This instant is chosen by the sender of the message and shall be at least
2*T o) Or 32 (Whichever is greater) slots in the future. The switch instant shall

be within 12 hours of the current clock value to avoid clock wrap.

The sender of the LMP_switch_req PDU selects the switch instant and queues
the LMP_switch_req PDU to LC for transmission and starts a timer to expire at
the switch instant. When the timer expires it initiates the mode switch. In the
case of a master initiated switch if the LMP_slot_offset PDU has not been
received by the switch instant the role switch is carried out without an estimate
of the slave's slot offset. If an LMP_not_accepted PDU is received before the
timer expires then the timer is stopped and the role switch shall not be initiated.

When the LMP_switch_req is received the switch instant is compared with the
current master clock value. If it is in the past then the instant has been passed
and an LMP_not_accepted PDU with the error code instant passed shall be
returned. If it is in the future then an LMP_accepted PDU shall be returned
assuming the role switch is allowed and a timer is started to expire at the
switch instant. When this timer expires the role switch shall be initiated.

After a successful role switch the supervision timeout and poll interval (Tq))

shall be set to their default values. The authentication state and the ACO shall
remain unchanged. Adaptive Frequency Hopping shall follow the procedures
described in Baseband Specification, Section 8.6.5, on page 175. The default
value for max_slots shall be used.
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4.5 MODES OF OPERATION

4.5.1 Hold mode

The ACL logical transport of a connection between two Bluetooth devices can
be placed in hold mode for a specified hold time. See Baseband Specification,
Section 8.8, on page 185 for details.

MO | PDU Contents
0(6) | LMP_hold hold time, hold instant
0(6) | LMP_hold_req hold time, hold instant

Table 4.25: PDUs used for hold mode.

The LMP_hold and LMP_hold_req PDUs both contain a parameter, hold
instant, that specifies the instant at which the hold becomes effective. This is
specified as a Bluetooth clock value of the master's clock, that is available to
both devices. The hold instant is chosen by the sender of the message and
should be at least 6°T, slots in the future. The hold instant shall be within 12

hours of the current clock value to avoid clock wrap.

4.5.1.1 Master forces hold mode

The master may force hold mode if there has previously been a request for
hold mode that has been accepted. The hold time included in the PDU when
the master forces hold mode shall not be longer than any hold time the slave
has previously accepted when there was a request for hold mode.

The master LM shall first pause traffic on the ACL-U logical link (see Baseband
Specification, Section 5.3.1, on page 108). It shall select the hold instant and
queue the LMP_hold PDU to its LC for transmission. It shall then start a timer
to wait until the hold instant occurs. When this timer expires then the connec-
tion shall enter hold mode. If the baseband acknowledgement for the
LMP_hold PDU is not received then the master may enter hold mode, but it
shall not use its low accuracy clock during the hold.

When the slave LM receives an LMP_hold PDU it compares the hold instant
with the current master clock value. If it is in the future then it starts a timer to
expire at this instant and enters hold mode when it expires.

When the master LM exits from Hold mode it re-enables transmission on the
ACL-U logical link.

Master Slave
LM LM
= LMP_hold
Sequence 49: Master forces slave into hold mode.
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4.5.1.2 Slave forces hold mode

The slave may force hold mode if there has previously been a request for hold
mode that has been accepted. The hold time included in the PDU when the
slave forces hold mode shall not be longer than any hold time the master has
previously accepted when there was a request for hold mode.

The slave LM shall first complete the transmission of the current packet on the
ACL logical transport and then shall suspend transmission on the ACL-U logi-
cal link. It shall select the hold instant and queue the LMP_hold PDU toits LC
for transmission. It shall then wait for an LMP_hold PDU from the master acting
according to the procedure described in Section 4.5.1.1 .

When the master LM receives an LMP_hold PDU it shall pause traffic on the
ACL-U logical link (see Baseband Specification, Section 5.3.1, on page 108). It
shall then inspect the hold instant. If this is less than 6*Tpq slots in the future it
shall modify the instant so that it is at least 6*T, slots in the future. It shall

then send an LMP_hold PDU using the mechanism described in Section
4:5.14.1.

When the master and slave LMs exit from Hold mode they shall re-enable
transmission on the ACL-U logical link.

Master Slave
LM LM
- LMP_hold
- LMP_hold

Sequence 50: Slave forces master into hold mode.

4.5.1.3 Master or slave requests hold mode

The master or the slave can request to enter hold mode. Upon receipt of the
request, the same request with modified parameters can be returned or the
negotiation can be terminated. If an agreement is seen an LMP_accepted PDU
terminates the negotiation and the ACL link is placed in hold mode. If no agree-
ment is seen, an LMP_not_accepted PDU with the error code unsupported
parameter value terminates the negotiation and hold mode is not entered.

The initiating LM shall pause traffic on the ACL-U logical link (see Baseband
Specification, Section 5.3.1, on page 108). On receiving an LMP_hold_req
PDU the receiving LM shall complete the transmission of the current packet on
the ACL logical transport and then shall suspend transmission on the ACL-U
logical link.

The LM sending the LMP_hold_req PDU selects the hold instant, that shall be
at least 9*T g slots in the future. If this is a response to a previous

LMP_hold_req PDU and the contained hold instant is at least 9" T, slots in the
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future then this shall be used. The LMP_hold_req PDU shall then be queued to
its LC for transmission and a timer shall be started to expire at this instant and
the connection enters hold mode when it expires unless an LMP_not_accepted
or LMP_hold_req PDU is received by its LM before that point. If the LM receiv-
ing LMP_hold_req PDU agrees to enter hold mode it shall return an
LMP_accepted PDU and shall start a timer to expire at the hold instant. When
this timer expires it enters hold mode.

When each LM exits from Hold mode it shall re-enable transmission on the
ACL-U logical link.

initiating
LM LM
- LMP_hold_req
-t LMP_hold_req
- LMP_hold_req
- - LMP_accepted or LMP_not_accepted

Sequence 51: Negotiation for hold mode.

4.5.2 Park state

If a slave does not need to participate in the channel, but should still remain
synchronized to the master, it may be placed in park state. See Baseband
Specification, Section 8.9, on page 185 for details.

Note: to keep a parked slave connected the master shall periodically unpark
and repark the slave if the supervision timeout is not set to zero (see Baseband
Specification, Section 3.1, on page 95).

All PDUs sent from the master to parked slaves are carried on the PSB-C logi-
cal link (LMP link of parked slave broadcast logical transport). These PDUs,
LMP_set_broadcast_scan_window, LMP_modify_beacon,
LMP_unpark_BD_addr_req and LMP_unpark_PM_addr_req, are the only
PDUs that shall be sent to a slave in park state and the only PDUs that shall be
broadcast. To increase reliability for broadcast, the packets are as short as
possible. Therefore the format for these LMP PDUs are somewhat different.
The parameters are not always byte-aligned and the length of the PDUs is vari-
able.

The messages for controlling park state include parameters, defined in Base-
band Specification, Section 8.9, on page 185. When a slave is placed in park
state it is assigned a unique PM_ADDR, that can be used by the master to
unpark that slave. The all-zero PM_ADDR has a special meaning; it is not a
valid PM_ADDR. If a device is assigned this PM_ADDR, it shall be identified
with its BD_ADDR when it is unparked by the master.
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M/O PDU

Contents

O(8) LMP_park_req

O(8) LMP_set_broadcast_scan_window

0O(8) LMP_modify_beacon

timing control flags
Ds

Ts

Ns

Ag
PM_ADDR
AR_ADDR
NBsIeep
DBsIeep
Daccess
Taccess
Nacc—s[ots
Npo[l

Maccess
access scheme

timing control flags
Dg (optional)
broadcast scan window

timing control flags
Dg (optional)

Daccess
Taccess
Nacc-stots
N poll

Maccess
access scheme

Table 4.26: PDUs used for park state.
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M/O PDU Contents

timing control flags
Dg (optional)
LT_ADDR 1t unpark
LT_ADDR 2" unpark
PM_ADDR 15 unpark
PM_ADDR 2" unpark
LT_ADDR 3™ unpark
LT_ADDR 4% unpark
PM_ADDR 3" unpark
PM_ADDR 4t unpark
LT_ADDR 5% unpark
LT_ADDR 6" unpark
PM_ADDR 5™ unpark
PM_ADDR 6" unpark
LT_ADDR 7" unpark
PM_ADDR 7" unpark

O(8) LMP_unpark_PM_ADDR_req

timing control flags
Dg (optional)
LT_ADDR
LT_ADDR (optional)
BD_ADDR
BD_ADDR (optional)

O(8) LMP_unpark_BD_ADDR _req

Table 4.26: PDUs used for park state.

4.5.2.1 Master requests slave to enter park state

The master can request park state. The master LM shall pause traffic on the
ACL-U logical link (see Baseband Specification, Section 5.3.1, on page 108)
and then send an LMP_park_req PDU. If the slave agrees to enter park state it
shall pause traffic on the ACL-U logical link (see Baseband Specification, Sec-
tion 5.3.1, on page 108). and then respond with an LMP_accepted PDU.

When the slave queues an LMP_accepted PDU it shall start a timer for 6*Tpoll
slots. If the baseband acknowledgement is received before this timer expires it
shall enter park state immediately otherwise it shall enter park state when the
timer expires.

When the master receives an LMP_accepted PDU it shall start a timer for
6*Tpoll slots. When this timer expires the slave is in park state and the
LT_ADDR may be re-used.

If the master never receives an LMP_accepted PDU then a link supervision
timeout will occur.
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Master Slave
LM LM

Y

LMP_park_req
LMP_accepted

|

Sequence 52: Slave accepts to enter park state.

If the slave rejects the attempt to enter park state it shall respond with an
LMP_not_accepted PDU and the master shall re-enable transmission on the
ACL-U logical link.

Master Slave

Y

LMP_park_req
LMP_not_accepted

A

Sequence 53: Slave rejects to enter into park state

4.5.2.2 Slave requests to enter park state

The slave can request park state. The slave LM shall pause traffic on the ACL-
U logical link (see Baseband Specification, Section 5.3.1, on page 108) and
then send an LMP_park_req PDU. When sent by the slave, the parameters
PM_ADDR and AR_ADDR are not valid and the other parameters represent
suggested values. If the master accepts the slave's request to enter park state
it shall pause traffic on the ACL-U logical link (see Baseband Specification,
Section 5.3.1, on page 108) and then send an LMP_park_req PDU, where the
parameter values may be different from the values in the PDU sent from the
slave. If the slave can accept these parameter it shall respond with an
LMP_accepted PDU.

When the slave queues an LMP_accepted PDU for transmission it shall start a
timer for 6*Tpoll slots. If the baseband acknowledgement is received before
this timer expires it shall enter park state immediately otherwise it shall enter
park state when the timer expires.

When the master receives an LMP_accepted PDU it shall start a timer for
6*Tpoll slots. When this timer expires the slave is in park state and the
LT_ADDR may be re-used.

If the master never receives the LMP_accepted PDU then a link supervision
timeout will occur.
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Master Slave
LM LM

LMP_park_req
LMP_park_req
- LMP_accepted

A

Y

Sequence 54: Slave requests to enter park state and accepts master's beacon parameters.

If the master does not agree that the slave enters park state it shall send an
LMP_not_accepted PDU. The slave shall then re-enable transmission on the
ACL-U logical link.

Master Slave
LM LM

A

LMP_park_req
LMP_not_accepted

fo
\

Sequence 55: Master rejects slave's request to enter park state

If the slave does not accept the parameters in the LMP_park_req PDU sent
from the master it shall respond with an LMP_not_accepted PDU and both
devices shall re-enable transmission on the ACL-U logical link.

Master Slave
LM LM
- LMP_park_req
> LMP_park_req

LMP_not_accepted

<
e}

Sequence 56: Slave requests to enter park state, but rejects master's beacon parameters.

4.5.2.3 Master sets up broadcast scan window

If more broadcast capacity is needed than the beacon train, the master may
indicate to the slaves that more broadcast information will follow the beacon
train by sending an LMP_set_broadcast_scan_window PDU. This message
shall be sent in a broadcast packet at the beacon slot(s). The scan window
shall start in the beacon instant and shall only be valid for the current beacon.

Master All slaves
LM LM
- LMP_set_broadcast_scan_window

Sequence 57: Master notifies all slaves of increase in broadcast capacity.
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4.5.2.4 Master modifies beacon parameters

When the beacon parameters change the master notifies the parked slaves of
this by sending an LMP_modify_beacon PDU. This PDU shall be sent in a
broadcast packet.

Master All slaves
LM LM

- LMP_modify_beacon

Sequence 58: Master modifies beacon parameters.

4.5.2.5 Unparking slaves

The master can unpark one or many slaves by sending a broadcast LMP mes-
sage including the PM_ADDR or the BD_ADDR of the device(s) to be
unparked. Broadcast LMP messages are carried on the PSB-C logical link.
See Baseband Specification, Section 8.9.5, on page 192 for further details.
This message also includes the LT_ADDR that the master assigns to the
slave(s). After sending this message, the master shall check the success of the
unpark by polling each unparked slave by sending POLL packets, so that the
slave is granted access to the channel. The unparked slave shall then send a
response with an LMP_accepted PDU. If this message is not received from the
slave within a certain time after the master sent the unpark message, the
unpark failed and the master shall consider the slave as still being in park state.

One PDU is used where the parked device is identified with the PM_ADDR,
and another PDU is used where it is identified with the BD_ADDR. Both mes-
sages have variable length depending on the number of slaves the master
unparks. For each slave the master wishes to unpark an LT_ADDR followed by
the PM_ADDR or BD_ADDR of the device that is assigned this LT_ADDR is
included in the payload. If the slaves are identified with the PM_ADDR a maxi-
mum of 7 slaves can be unparked with the same message. If they are identified
with the BD_ADDR a maximum of 2 slaves can be unparked with the same
message.

After a successful unparking, both devices re-enable transmission on the ACL-
U logical link.

Master All slaves
LM LM
- LMP_unpark_BD_ADDR_req

191

LMP_accepted (from 17 unparked slave)
LMP_accepted (from 2™ unparked slave)

A

Sequence 59: Master unparks slaves addressed with their BD_ADDR.
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Master All slaves
LM LM

- LMP_unpark_PM_ADDR_req
LMP_accepted (from 1% unparked slave)
LMP_accepted (from o™ unparked slave)

A4

LMP_accepted (from 7" unparked slave)

A

Sequence 60: Master unparks slaves addressed with their PM_ADDR.

4.5.3 Sniff mode

To enter sniff mode, master and slave negotiate a sniff interval T, and a sniff
offset, Dgnifr, that specifies the timing of the sniff slots. The offset determines

the time of the first sniff slot; after that the sniff slots follow periodically with the
sniff interval Tgy,s. To avoid clock wrap-around during the initialization, one of

two options is chosen for the calculation of the first sniff slot. A timing control
flag in the message from the master indicates this.Only bit1 of the timing con-
trol flag is valid.

When the ACL logical transport is in sniff mode the master shall only start a
transmission in the sniff slots. Two parameters control the listening activity in
the slave: the sniff attempt and the sniff timeout. The sniff attempt parameter
determines for how many slots the slave shall listen when the slave is not treat-
ing this as a scatternet link, beginning at the sniff slot, even if it does not
receive a packet with its own LT_ADDR. The sniff timeout parameter deter-
mines for how many additional slots the slave shall listen when the slave is not
treating this as a scatternet link if it continues to receive only packets with its
own LT_ADDR. It is not possible to modify the sniff parameters while the
device is in sniff mode.

M/O | PDU Contents
O(7) | LMP_sniff_req timing control flags
Denifr
Tenitt
sniff attempt
sniff timeout
O(7) | LMP_unsniff_req -

Table 4.27: PDUs used for sniff mode.

278 4 November 2004 Procedure Rules

444



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 279 of 814

Link Manager Protocol 8 Blue t00 th@

4.5.3.1 Master or slave requests sniff mode

Either the master or the slave may request entry to sniff mode.

The process is initiated by sending an LMP_sniff_req PDU containing a set of
parameters. The receiving LM shall then decide whether to reject the attempt
by sending an LMP_not_accepted PDU, to suggest different parameters by
replying with an LMP_sniff_req PDU or to accept the request.

Before the first time that the master sends LMP_sniff_req it shall enter sniff
transition mode. If the master receives or sends an LMP_not_accepted PDU it
shall exit from sniff transition mode. If the master receives an LMP_sniff _req
PDU it shall enter sniff transition mode.

If the master decides to accept the request it shall send an LMP_accepted
PDU. When the master receives the baseband acknowledgement for this PDU
it shall exit sniff transition mode and enter sniff mode.

If the master receives an LMP_accepted PDU the master shall exit from sniff
transition mode and enter sniff mode.

If the slave receives an LMP_sniff_req PDU it must decide whether to accept
the request. If the slave does not wish to enter sniff mode then it replies with an
LMP_not_accepted PDU. If it is happy to enter sniff mode but requires a differ-
ent set of parameters it shall respond with an LMP_sniff_req PDU containing
the new parameters. If the slave decides that the parameters are acceptable
then it shall send an LMP_accepted PDU and enter sniff mode. If the slave
receives an LMP_not_accepted PDU it shall terminate the attempt to enter sniff
mode.

initiating
LM LM
- LMP_sniff_req
-t LMP_sniff_req
- LMP_sniff_req
~ - LMP_accepted or LMP_not_accepted
Sequence 61: Negotiation for sniff mode.
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4.5.3.2 Moving a slave from sniff mode to active mode

Sniff mode may be exited by either the master or the slave sending an
LMP_unsniff_req PDU. The requested device must reply with an
LMP_accepted PDU.

If the master requests an exit from sniff mode it shall enter sniff transition mode
and then send an LMP_unsniff_req PDU. When the slave receives the
LMP_unsniff_req it shall exit from sniff mode and reply with an LMP_accepted
PDU. When the master receives the LMP_accepted PDU it shall exit from sniff
transition mode and enter active mode.

If the slave requests an exit from sniff mode it shall send an LMP_unsniff_req
PDU. When the master receives the LMP_unsniff_req PDU it shall enter sniff
transition mode and then send an LMP_accepted PDU. When the slave
receives the LMP_accepted PDU it shall exit from sniff mode and enter active
mode. When the master receives the baseband acknowledgement for the
LMP_accepted PDU it shall leave sniff transition mode and enter active mode.

initiating LM
LM

Y

LMP_unsniff_req
- LMP_accepted

Sequence 62: Slave moved from sniff mode to active mode.
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4.6 LOGICAL TRANSPORTS

When a connection is first established between two devices the connection
consists of the default ACL logical links: ACL-C (for LMP messages) and ACL-
U (for L2CAP data.) One or more synchronous logical transports (SCO or
eSCO) may then be added. A new logical transport shall not be created if it
would cause all slots to be allocated to reserved slots on secondary
LT_ADDRs.

4.6.1 SCO logical transport

The SCO logical transport reserves slots separated by the SCO interval, Tgg.
The first slot reserved for the SCO logical transport is defined by T, and the
SCO offset, Dgoo. See Baseband Specification, Section 8.6.2, on page 169 for

details. A device shall initiate a request for HV2 or HV3 packet type only if the
other device supports it (bits 12, 13) in its features mask. A device shall initiate
CVSD, p-law or A-law coding or uncoded (transparent) data only if the other
device supports the corresponding feature. To avoid problems with a wrap-
around of the clock during initialization of the SCO logical transport, the timing
control flags parameter is used to indicate how the first SCO slot shall be calcu-
lated. Only bit1 of the timing control flags parameter is valid. The SCO link is
distinguished from all other SCO links by an SCO handle. The SCO handle
zero shall not be used.

M/O PDU Contents

SCO handle
timing control flags

. DSOD
O(11) | LMP_SCO_link_req T
sSCo
SCO packet
air mode
SCO handle
error

Table 4.28: PDUs used for managing the SCO links.

O(11) | LMP_remove_SCO_link_req

4.6.1.1 Master initiates an SCO link

When establishing an SCO link the master sends a request, a
LMP_SCO_link_reqg PDU, with parameters that specify the timing, packet type
and coding that will be used on the SCO link. Each of the SCO packet types
supports three different voice coding formats on the air-interface: p-law log
PCM, A-law log PCM and CVSD. The air coding by log PCM or CYSD may be
deactivated to achieve a transparent synchronous data link at 64 kbits/s.

The slots used for the SCO links are determined by three parameters controlled
by the master: Tq.,, Dseo @nd a flag indicating how the first SCO slot is calcu-

lated. After the first slot, the SCO slots follow periodically at an interval of Tge,.
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If the slave does not accept the SCO link, but is willing to consider another pos-
sible set of SCO parameters, it can indicate what it does not accept in the error
code field of LMP_not_accepted PDU. The master may then issue a new
request with modified parameters.

The SCO handle in the message shall be different from existing SCO link(s).

If the SCO packet type is HV1 the LMP_accepted shall be sent using the DM1
packet.

master slave
LM LM
- LMP_SCO_link_req
— LMP_accepted or LMP_not_accepted

Sequence 63: Master requests an SCO link.

4.6.1.2 Slave initiates an SCO link

The slave may initiate the establishment of an SCO link. The slave sends an
LMP_SCO_link_req PDU, but the parameters timing control flags and Dy, are
invalid as well as the SCO handle, that shall be zero. If the master is not capa-
ble of establishing an SCO link, it replies with an LMP_not_accepted PDU.
Otherwise it sends back an LMP_SCO_link_req PDU. This message includes
the assigned SCO handle, D, and the timing control flags. The master should
try to use the same parameters as in the slave request; if the master cannot
meet that request, it is allowed to use other values. The slave shall then reply
with LMP_accepted or LMP_not_accepted PDU.

If the SCO packet type is HV1 the LMP_accepted shall be sent using the DM1
packet.

master slave
LM LM
- LMP_SCO_link_req

LMP_not_accepted

fo
L

Sequence 64: Master rejects slave’s request for an SCO link.

master slave
LM LM
- LMP_SCO_link_req
- LMP_SCO_link_req
- LMP_accepted or LMP_not_accepted

Sequence 65: Master accepts slave’s request for an SCO link.
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4.6.1.3 Master requests change of SCO parameters

The master sends an LMP_SCO_link_req PDU, where the SCO handle is the
handle of the SCO link the master wishes to change parameters for. If the slave
accepts the new parameters, it replies with an LMP_accepted PDU and the
SCO link will change to the new parameters. If the slave does not accept the
new parameters, it shall reply with an LMP_not_accepted PDU and the SCO
link is left unchanged. When the slave replies with an LMP_not_accepted PDU
it shall indicate in the error code parameter what it does not accept. The master
may then try to change the SCO link again with modified parameters. The
sequence is the same as in Section 4.6.1.1 on page 281.

4.6.1.4 Slave requests change of SCO parameters

The slave sends an LMP_SCO_link_req PDU, where the SCO handle is the
handle of the SCO link to be changed. The parameters timing control flags and
D¢co are not valid in this PDU. If the master does not accept the new parame-

ters it shall reply with an LMP_not_accpeted PDU and the SCO link is left
unchanged. If the master accepts the new parameters it shall reply with an
LMP_SCO_link_req PDU containing the same parameters as in the slave
request. When receiving this message the slave replies with an
LMP_not_accepted PDU if it does not accept the new parameters. The SCO
link is then left unchanged. If the slave accepts the new parameters it replies
with an LMP_accepted PDU and the SCO link will change to the new parame-
ters. The sequence is the same as in Section 4.6.1.2 on page 282.

4.6.1.5 Remove an SCO link

Master or slave can remove the SCO link by sending a request including the
SCO handle of the SCO link to be removed and an error code indicating why
the SCO link is removed. The receiving side shall respond with an
LMP_accepted PDU.

initiating
LM LM
L LMP_remove_SCO_link_req
- LMP_accepted

Sequence 66: SCO link removed.
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4.6.2 eSCO logical transport

After an ACL link has been established, one or more extended SCO (eSCO)
links can be set up to the remote device. The eSCO links are similar to SCO
links using timing control flags, an interval Togcg and an offset Dggco- Only bit1
of the timing control flags parameter is valid. As opposed to SCO links, eSCO
links have a configurable data rate that may be asymmetric, and can be set up
to provide limited retransmissions of lost or damaged packets inside a retrans-
mission window of size Wegco. The Dggcp shall be based on CLK.

M/O PDU Contents

eSCO handle
eSCO LT_ADDR
timing control flags

Desco

Tesco

0(31) | LMP_eSCO_link_req Wesco

eSCO packet type M->S
eSCO packet type S->M
packet length M->S
packet length S->M

air mode

negotiation state

eSCO handle
error

0O(31) | LMP_remove_eSCO_link_req

Table 4.29: PDUs used for managing the eSCO links

The parameters Dggco, Tesco, Wesco, €SCO packet type M->S, eSCO packet
type S->M, packet length M->S, packet length S->M are henceforth referred to
as the negotiable parameters.

4.6.2.1_Master initiates an eSCO link

When establishing an eSCO link the master sends an LMP_eSCO_link_req
PDU specifying all parameters. The slave may accept this with an
LMP_accepted_ext PDU, reject it with an LMP_not_accepted_ext PDU, or
respond with its own LMP_eSCO_link_req specifying alternatives for some or
all parameters. The slave shall not negotiate the eSCO handle or eSCO
LT_ADDR parameters. The negotiation of parameters continues until the mas-
ter or slave either accepts the latest parameters with an LMP_accepted_ext
PDU, or terminates the negotiation with an LMP_not_accepted_ext PDU. The
negotiation shall use the procedures defined in Section 4.6.2.5 on page 287.
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Master Slave
LM LM

Y

LMP_eSCO_link_req
- LMP_eSCO_link_req
---------------- LMP_eSCO_link_req

| LMP_accepted_ext or LMP_not_accepted_ext

A
)

Sequence 67: Master requests an eSCO link.

4.6.2.2 Slave initiates an e link

When attempting to establish an eSCO link the slave shall send an
LMP_eSCQ_link_req PDU specifying all parameters, with the exception of
eSCO LT_ADDR and eSCO handle, which are invalid. The latter shall be set to
zero. The master may respond to this with an LMP_eSCO_link_req PDU, filling
in these missing parameters, and potentially changing the other requested
parameters. The slave can accept this with an LMP_accepted_ext PDU, or
respond with a further LMP_eSCOQO _link_req PDU specifying alternatives for
some or all of the parameters. The negotiation of parameters continues until
the master or slave either accepts the latest parameters with an
LMP_accepted_ext PDU, or terminates the negotiation with an
LMP_not_accepted_ext PDU.

Master Slave
LM LM
- LMP_eSCO_link_req
> LMP_eSCO_link_req
I LMP_eSCO_link_req

+——»| |MP_accepted_ext or LMP_not_accepted_ext

Sequence 68: Slave requests an eSCO link.

Note that the slave should use the initialization flag appropriate to the master's
Bluetooth clock. See Baseband section section 8.6.3.

The master may reject the request immediately with an LMP_not_accepted_ext
PDU. The negotiation shall use the procedures defined in Section 4.6.2.5 on
page 287.

Procedure Rules 4 November 2004 285

451



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 286 of 814

Link Manager Protocol 8 BIU eto Oth@
Master Slave
LM LM

A

LMP_eSCQO_link_req
LMP_not_accepted_ext

Y

Sequence 69: Master rejects slave’s request for an eSCO link.

4.6.2.3 Master or slave requests change of eSCO parameters

The master or slave may request a renegotiation of the eSCO parameters. The
master or slave shall send an LMP_eSCO_link_req PDU with the eSCO han-

dle of the eSCO link the device wishes to renegotiate. The remote device may
accept the changed parameters immediately with LMP_accepted_ext PDU, or
the negotiation may be continued with further LMP_eSCOQ_link_req PDUs until
the master or slave accepts the latest parameters with an LMP_accepted_ext

PDU or terminates the negotiation with an LMP_not_accepted_ext PDU. In the
case of termination with an LMP_not_accepted_ext PDU, the eSCO link con-

tinues on the previously negotiated parameters.

The sequence is the same as in Section 4.6.2.2 on page 285.

During re-negotiation, the eSCO LT_ADDR and eSCO handle shall not be re-
negotiated and shall be set to the originally negotiated values. The negotiation
shall use the procedures defined in Section 4.6.2.5 on page 287.

4.6.2.4 Remove an eSCO link

Either the master or slave may remove the eSCO link by sending a request
including the eSCO handle of the eSCO link to be removed and a error code
indicating why the eSCO link is removed. The receiving side shall respond with
an LMP_accepted_ext PDU.

initiating
LM LM
= LMP_remove_eSCO_link_req

A

LMP_accepted ext

Sequence 70: eSCO link removed
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4.6.2.5 Rules for the L MP negotiation and renegotiation

Rule 1: the negotiation_state shall be set to 0 by the initiating LM. After the ini-
tial LMP_eSCO_link_req is sent the negotiation_state shall not be set to 0.

Rule 2: if the bandwidth (defined as 1600 times the packet length in bytes
divided by Togcp in slots) for either RX or TX or the air_mode cannot be

accepted the device shall send LMP_not_accepted_ext with the appropriate
error code.

Rule 3: Bandwidth and air_mode are not negotiable and shall not be changed
for the duration of the negotiation. Once one side has rejected the negotiation
(with LMP_not_accepted_ext) a new negotiation may be started with different
bandwidth and air_mode parameters.

Rule 4: if the parameters will cause a latency violation (Tegco + Wesco +
reserved synchronous slots > allowed local latency) the device should propose
new parameters that shall not cause a reserved slot violation or latency viola-
tion for the device that is sending the parameters. In this case the
negotiation_state shall be set to 3. Otherwise the device shall send
LMP_not_accepted_ext.

Rule 5: once a device has received an LMP_eSCO_link_req with the
negotiation_state set to 3 (latency violation), the device shall not propose any
combination of packet type, Tegco, and Wegeco that will give an equal or larger

latency than the combination that caused the latency violation for the other
device.

Rule 6: if the parameters cause both a reserved slot violation and a latency
violation the device shall set the negotiation_state to 3 (latency violation).

Rule 7: if the parameters will cause a reserved slot violation the device should
propose new parameters that shall not cause a reserved slot violation. In this
case the negotiation_state shall be set to 2. Otherwise the device shall send
LMP_not_accepted_ext.

Rule 8: If the requested parameters are not supported the device should pro-
pose a setting that is supported, and set the negotiation_state to 4. If it is not
possible to find such a parameter set, the device shall send
LMP_not_accepted_ext.

Rule 9: when proposing new parameters for reasons other than a latency vio-
lation, reserved slot violation, or configuration not supported, the
negotiation_state shall be set to 1.
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4.6.2.6 Negotiation state definitions

Reserved Slot Violation: a reserved slot violation is when the receiving LM can-
not setup the requested eSCO logical transport because the eSCO reserved
slots would overlap with other regularly scheduled slots (e.g. other synchro-
nous reserved slots, sniff instants, or park beacons).

Latency Violation: a latency violation is when the receiving LM cannot setup the
requested eSCO logical transport because the latency (WgscotTesco +

reserved synchronous slots) is greater than the maximum allowed latency.

Configuration not supported: The combination of parameters requested is not
inside the supported range for the device.
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4.7 TEST MODE

LMP has PDUs to support different test modes used for certification and com-
pliance testing of the Bluetooth radio and baseband. See “Test Methodology”
on page 231[vol. 4] for a detailed description of these test modes.

4.7.1 Activation and deactivation of test mode

The activation may be carried out locally (via a HW or SW interface), or using
the air interface.

* For activation over the air interface, entering the test mode shall be locally
enabled for security and type approval reasons. The implementation of this
local enabling is not subject to standardization.

The tester sends an LMP command that shall force the DUT to enter test
mode. The DUT shall terminate all normal operation before entering the test
mode.

The DUT shall return an LMP_Accepted on reception of an activation com-
mand. LMP_Not_Accepted shall be returned if the DUT is not locally
enabled.

+ If the activation is performed locally using a HW or SW interface, the DUT
shall terminate all normal operation before entering the test mode.

Until a connection to the tester exists, the device shall perform page scan
and inquiry scan. Extended scan activity is recommended.

The test mode is activated by sending an LMP_test_activate PDU to the device
under test (DUT). The DUT is always the slave. The Im shall be able to receive
this message anytime. If entering test mode is locally enabled in the DUT it
shall respond with an LMP_accepted PDU and test mode is entered. Other-
wise the DUT responds with an LMP_not_accepted PDU and the DUT remains
in normal operation. The error code in the LMP_not_accepted PDU shall be
PDU not allowed.

Master Slave
LM LM
> LMP_test_activate
-t LMP_accepted

Sequence 71: Activation of test mode successful.

Master Slave
LM LM
> LMP_test_activate
- LMP_not_accepted

Sequence 72: Activation of test mode fails. Slave is not allowed to enter test mode.
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The test mode can be deactivated in two ways. Sending an LMP_test_control
PDU with the test scenario set to "exit test mode" exits the test mode and the
slave returns to normal operation still connected to the master. Sending an
LMP_detach PDU to the DUT ends the test mode and the connection.

4.7.2 Control of test mode

Control and configuration is performed using special LMP commands (see
Section 4.7.3 on page 291). These commands shall be rejected if the Bluetooth
device is not in test mode. In this case, an LMP_not_accepted shall be
returned. The DUT shall return an LMP_accepted on reception of a control
command when in test mode.

A Bluetooth device in test mode shall ignore all LMP commands not related to
control of the test mode. LMP commands dealing with power control and the
request for LMP features (LMP_features_req), and adaptive frequency hopping
(LMP_set_AFH, LMP_channel_classification_req and
LMP_channel_classification) are allowed in test mode; the normal procedures
are also used to test the adaptive power control.

The DUT shall leave the test mode when an LMP_Detach command is
received or an LMP_test_control command is received with test scenario set to
‘exit test mode’.

When the DUT has entered test mode, the PDU LMP_test_control PDU can be
sent to the DUT to start a specific test. This PDU is acknowledged with an
LMP_accepted PDU. If a device that is not in test mode receives an
LMP_test_control PDU it responds with an LMP_not_accepted PDU, where
the error code shall be PDU not allowed.

Master Slave
LM LM

LMP_test_control
-t LMP_accepted

Yy

Sequence 73: Control of test mode successful.

Master Slave
LM LM
- LMP_test_control

- LMP_not_accepted

Sequence 74: Control of test mode rejected since slave is not in test mode.
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4.7.3 Summary of test mode PDUs

Table 4.30 lists all LMP messages used for test mode. To ensure that the con-
tents of LMP_test_control PDU are suitably whitened (important when sent in
transmitter mode), all parameters listed in Table 4.31 on page 291 are XORed
with 0x55 before being sent.

PDU Possible Position
LMP PDU number Direction Contents in Payload
LMP_test_activate 56 m-—s
LMP_test_control 57 m-—s test scenario 2
hopping mode 3
TX frequency 4
RX frequency 5
power control mode 6
poll period i
packet type 8
length of test data 9-10
LMP_detach 7 m-—s
LMP_accepted 3 m«s
LMP_not_accepted 4 m«<s

Table 4.30: LMP messages used for Test Mode

Length
Name (bytes) | Type Unit Detailed
Test scenario 1 u_int8 0 Pause Test Mode

1 Transmitter test — 0 pattern

2 Transmitter test — 1 pattern

3 Transmitter test — 1010 pattern

4 Pseudorandom bit sequence

5 Closed Loop Back — ACL packets
6 Closed Loop Back — Synchro-
nous packets

7 ACL Packets without whitening
8 Synchronous Packets without
whitening

9 Transmitter test — 1111 0000 pat-
tern

10-254 reserved

255 Exit Test Mode

The value is XORed with 0x55.

Table 4.31: Parameters used in LMP_Test_Control PDU
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Name

Length
(bytes)

Type

Unit

Detailed

Hopping mode

TX frequency (for DUT)

RX frequency (for DUT)

Power control mode

Poll period

Packet type

length of test sequence
(=length of user data in
Baseband Specifica-
tion)

u_int8

u_int8

u_int8

u_int8

u_int8

u_int8

u_int16

1.25
ms

1 byte

0 RX/TX on single frequency

1 Normal hopping

2 Reserved

3 Reserved

4 Reserved

5-255 reserved

The value is XORed with 0x55.

f=[2402 + k] MHz
The value is XORed with 0x55.

f = [2402 + k] MHz
The value is XORed with 0x55.

0 fixed TX output power
1 adaptive power control

The value is XORed with 0x55.

The value is XORed with 0x55.

Bits 3-0
numbering as in packet header,
see Baseband Specification

Bits 7-4

0: ACL/SCO

1: eSCO

2: Enhanced Data Rate ACL
3: Enhanced Data Rate eSCO
4-15: reserved

Other values are reserved
The value is XORed with 0x55.

unsigned binary number
The value is XORed with 0x5555.

Table 4.31: Parameters used in LMP_Test_Control PDU
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The control PDU is used for both transmitter and loop back tests. The following
restrictions apply for the parameter settings:

Restrictions Restrictions
Parameter Transmitter Test Loopback Test
TX frequency 0<k<93 0<k<78
RX frequency same as TX frequency 0<k<78
Poll period not applicable (set to 0)
Length of test sequence depends on packet type: For ACL and SCO packets:

[see table 6.9 and 6.10 in | Notapplicable (set to 0)
the Baseband specifica-

tion] For eSCO packets:
[see table 6.10 in the Base-
band specification]

Table 4.32: Restrictions for Parameters used in LMP_Test_Control PDU
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5 SUMMARY

5.1 PDU SUMMARY

. Position
LMP PDU :':’;gts')‘ 22 e :’a‘;ket ::::2::': Contents in
Y P payload
extended op code 2
Escape 1 variable (124 |IDM1 |m<«s
variable 3-7
extended op code 2
Escape 2 variable (125 |DM1 |m<«<s
variable 3-7
extended op code 2
Escape 3 variable (126 |DM1 |m <« s
variable 3-7
extended op code 2
Escape 4 variable |[127 |DM1 |m<s
variable 3-?
LMP_accepted 2 3 g\l‘jl 2 m <> s |op code 2
127/ escape op code 2l
LMP_accepted_ext 4 01 DM1 [m<s
extended op code 4
LMP_au_rand 17 11 DM1 |m <> s [random number 2-17
DM1/
LMP_auto_rate 1 35 DV mes |-
AFH_reporting_mode |3
LMP_channel 7 1277 1om1 [m>s |AFH min interval |45
_classification_req 16
AFH_max_interval 6-7
LMPﬁqhanr_lei 12 127/ DM1 Im s AFHi_char_‘lneIi 3_12
_classification 17 classification
LMP_clkoffset_req 1 5 i m-—s |-
DV
LMP_clkoffset_res 3 6 g\“;l o m <« s |clock offset 2-3
LMP_comb_key 17 9 DM1 |m <> s |random number 2-17
DMA1/
LMP_decr_power_req 2 32 DV m <> s |for future use 2
LMP_detach 2 T B\h;l K m <> s |error code 2
Table 5.1: Coding of the different LM PDUs.
Summary 4 November 2004 295
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Length |o Packet|Possible fosition
LMP PDU -l e 0SSV | Contents in
(bytes) |code |type |direction payload
LMP_encryption_key 1 58 DM 9
_size_mask_req
LMP_encryptlon_key 3 59 DM1 |m<« s |key size mask 2-3
_size_mask_res
LMP_encryption_key_size 2 16 DM1/ mos |keysize 2
_reg DV
LMP_encryption_mode DM/ .
req 2 15 DV m <> s |encryption mode 2
eSCO handle 3
eSCO LT_ADDR 4
timing control flags 5
Desco 6
Tesco i
Wesco 8
) 1271
LMP_eSCO_link_req 16 DM1 |mess eSCO packet type 9
12
M->8
eSCO packet type 10
S->M
packet length M->S  |11-12
packet length S->M  |13-14
air mode 15
negotiation state 16
LMP_features_req <) 39 g\l\f g m <« s |features 2-9
features page 3
1271
LMP_features_req_ext 12 03 DM1 |m<«>s |max supported page |4
extended features 512
LMP_features_res 9 40 BI\\//I U m <> s |features 2-9
features page 3
LMP_features_res_ext 12 (1)‘217/ DM1 |m+ s |max supported page (4
extended features 512
LMP_host_connection_req |1 51 g\n;m meos |-
Table 5.1: Coding of the different LM PDUs.
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. Position
LMP PDU :':"tgts')‘ i ;ac"et Zf'éiﬁ:ﬁ Contents in
Y pe payload
hold time 2-3
LMP_hold 7 20 B\I'\;l Y m <> s
hold instant 4-7
hold time 2-3
LMP_hold_req T 21 g\“;n'l mes
hold instant 4-7
LMP_incr_power_req 2 31 gy 0 m <> s |for future use 2
LMP_in_rand 17 8 DM1 |m <« s |random number 2-17
LMP_max_power i 33 DM/ m«s |-
DV
LMP_max_slot 2 45 gi\/ﬂ” m <> s |max slots 4
LMP_max_slot_req 2 46 g\l'\:l Y m <> s |max slots 2
i DM1/
LMP_min_power 1 34 DV m+«»s |-
timing control flags 2
Dg 3-4
Tg 5-6
Ng 7
Ag 8
11
LMP_modify_beacon or 28 DM1 [m—s |Daccess 9
13
Taccess 10
Nacc—slots 11
II\'lpnll 12
Maccess 13:0-3
access scheme 13:4-7
LMP_name_req 2 1 g\r:,q” m <> s |name offset 2
name offset 2
LMP_name_res 17 2 DM1 |m<>s [name length 3
name fragment 4-17

Table 5.1: Coding of the different LM PDUSs.

Summary
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Length |o Packet|Possible fosition
LMP PDU T ytgs) 2 type |direction|COMtENtS in
pe payload
op code 2
LMP_not_accepted 3 4 g\h;‘l v me>s
error code 3
escape op code 3
LMP_not_accepted_ext |5 ég?! DM1 |m< s |extended op code 4
error code 5
LMP_packet_type_table_ |3 127/ |DM1 |m<«>s |packet type table 3
req 1
DM1/ paging scheme 2
LMP_page_mode_req 3 53 DV m+<> s
paging scheme settings |3
paging scheme 2
LMP_page_scan_mode 3 54 B\I\jﬁf —
-req paging scheme settings |3
timing control flags 2
Dg 3-4
Tg 5-6
Ng 7
Ag 8
PM_ADDR 9
AR_ADDR 10
LMP_park_req 17 25 |[DM1 |mes |Nesieep 11
Dgsleep 42
Daccess 1 3
Taccess 14
Nacc-slots 15
Npall 16
Maccess 17:0-3
access scheme 17:4-7
DM1/
LMP_preferred_rate 2 36 DV m<«<> s |datarate 2
DM1/ poll interval 2-3
LMP_quality_of service (4 41 DV m-—s
Table 5.1: Coding of the different LM PDUs.
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. Position
LMP PDU Congth Nt | et R O eontants in
(bytes) |code |type |direction payload
¥ i poll interval 2-3
IéMPiqualityiofiservlceir " 42 BQ/AU regn
i Nsc 4
LMP_remove_eSCO_link 127/ eSCO handle 3
_req] 4 DM1  |m<ss
see Note4 on page 302 13 error code 4
LMP_remove_SCO_link DM1/ SCO handle 2
= = e ] 44 mes
red bv error code 3
SCO handle 2
timing control flags 3
Dsco 4
LMP_SCO_link_req 7 43 DR m+<>s
- - = DV T 5
SCO
SCO packet 6
air mode 7
AFH_instant 2-5
LMP_set_AFH 16 60 DM1 |[m > s |AFH_mode 6

AFH_channel_map |7-16

timing control flags 2

LMP_set_broadcast_

: 4o0r6 27 DM1 |m—s |Dg 3-4
scan_window

broadcast scan window |5-6

LMP_setup_complete 1 49 DM1 [m<s |-
slot offset 2-3
LMP_slot_offset 9 52 g:‘f L m <> S
BD_ADDR 4-9
timing control flags 2
Dsniﬁ 3-4
LMP_sniff_req 10 23 DM1 Imes |Tag 5-6
sniff attempt 7-8
sniff timeout 9-10
DM1/ o
LMP_sres o) 12 DV m <> s |authentication response [2-5
LMP_start_encryption_req |17 17 DM1 |m —s [random number 2-17
LMP_stop_encryption_req |1 18 gt,ﬂ - m-s |-
Table 5.1: Coding of the different LM PDUs.
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Length |op |Packet|Possible fosition
LMP PDU T ytgs, 2 type |direction|COMtENtS in
pe payload
. . DM1/ N
LMP_supervision_timeout |3 55 DV m —s  |supervision timeout |2-3
LMP_switch_req 5 19 g\hﬂ L m <> s |switch instant 2-5
LMP_temp_rand 17 13 DM1 |(m—s |random number 2-17
LMP_temp_key 7 14 DM1 m—s |key 217
LMP_test_activate 1 56 D1y m-—>s |-
- = DV

test scenario 2

hopping mode 3

TX frequency 4

RX frequency 5
LMP_test_control 10 57 DM1 Im—s

power control mode |6

poll period I

packet type 8

length of test data 9-10
LMP_timing_accuracy_req |1 47 32‘:1’ mes |-

drift 2
LMP_timing_accuracy_res (3 48 g\l\f i m+>s

jitter 3
LMP_unit_key 17 10 DM1 me s |key 2-17

timing control flags 2

Dg 3-4

LT_ADDR 1%t unpark  |5:0-2
LMP_unpark BD_ADDR | oiiable (20 [DM1 |m—s
~red LT_ADDR 2™ unpark |5:4-6

BD_ADDR 15t unpark |6-11

BD_ADDR 2™ unpark |12-17
Table 5.1: Coding of the different LM PDUs.
300 4 November 2004 Summary

466



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 301 of 814

Link Manager Protocol GB BIU et 0 0th®
: Position
LMP PDU e RN e e S tants in
(bytes) |code |type |direction payload

timing control flags 2
Dg 34

LT_ADDR 1%tunpark |5:0-3
LT_ADDR 2™ unpark |5:4-7
PM_ADDR 1%t unpark |6

PM_ADDR 2" unpark |7

LT _ADDR 3 unpark |8:0-3

LT ADDR 4t unpark |8:4-7
LMP_unpark_PM_ADDR variable |30 DM1 |m—s

-req PM_ADDR 3" unpark |9

PM_ADDR 4% unpark |10

LT_ADDR 5" unpark  [11:0-3

LT_ADDR 6 unpark  |11:4-7

PM_ADDR 6" unpark |12

PM_ADDR 6! unpark |13

LT_ADDR 7" unpark [14:0-3

PM_ADDR 7% unpark |15

DM1/

LMP_unsniff_req 1 24 DV m+«s |-

LMP_use_semi_ 1 50 DM1/ mos |-

permanent_key DV
VersNr 2

LMP_version_req 6 37 [D)\I\jl Y m<«s |(Compld 3-4
SubVersNr 5-6
VersNr 2

LMP_version_res 6 38 gy” m <> s |Compld 3-4
SubVersNr 5-6

Table 5.1: Coding of the different LM PDUs.

Note1: For LMP_set broadcast scan_window, LMP_modify beacon,
LMP_unpark_BD_ADDR_req and LMP_unpark_PM_ADDR_req the parameter
Dg is optional. This parameter is only present if bitO of timing control flags is 1.
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If the parameter is not included, the position in payload for all parameters fol-
lowing Dg are decreased by 2.

Note2: For LMP_unpark_BD_ADDR the LT_ADDR and the BD_ADDR of the
2nd unparked slave are optional. If only one slave is unparked LT_ADDR 2nd
unpark shall be zero and BD_ADDR 2" unpark is left out.

Note3: For LMP_unpark_PM_ADDR the LT_ADDR and the PM_ADDR of the
2nd _ 7th unparked slaves are optional. If N slaves are unparked, the fields up
to and including the Nt unparked slave are present. If N is odd, the LT_ADDR
(N+1 )”’ unpark shall be zero. The length of the message is x + 3N/2 if N is even
and x + 3(N+1)/2 -1 if N is odd, where x = 2 or 4 depending on if the Dg is
incluDed Or Not (See Note1).

Note4: Parameters coincide with their namesakes in
LMP_<remove>_SCOQO _link_req apart from the following:

1. eSCO_LT_ADDR - the eSCO connection will be active on an additional
LT_ADDR that needs to be defined. The master is allowed to re-assign an
active eSCO link to a different LT_ADDR.

2. Descos Tesco - @s per LMP_SCO_link_req but with a greater flexibility in
values (e.g. no longer fixed with respect to HV1, HV2, and HV3 packet
choice).

3. Wesco - the eSCO retransmission window size (in slots)

4. packet type and packet length may be prescribed differently in Master-to-
Slave or Slave-to-Master directions for asynchronous eSCO links

5. packet length (in bytes) - eSCO packet types no longer have fixed length

6. negotiation state — this is used to better enable the negotiation of the nego-
tiable parameters: Desco. Tesco, Wesco, €SCO packet type
M->S, eSCO packet type S->M, packet length M->S, packet length S->M.
When responding to an eSCO link request with a new suggestion for these
parameters, this flag may be set to 1 to indicate that the last received nego-
tiable parameters are possible, but the new parameters specified in the
response eSCO link request would be preferable, to 2 to indicate that the
last received negotiable parameters are not possible as they cause a
reserved slot violation or to 3 to indicate that the last received negotiable
parameters would cause a latency violation. The flag shall be set to zero in
the initiating LMP_eSCOQO_link_req.

302 4 November 2004 Summary
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5.2 PARAMETER DEFINITIONS

Mandatory
range

Name Type Unit Detailed

Length
(bytes)

access ) 0: polling technique
u_int4
- 1-15: Reserved

-

scheme

This parameter contains
40 2-bit fields.

The n'' (numbering from 0)
such field defines the clas-
sification of channels 2n
and 2n+1, other than the

39t field which just con-
AFH_channel 10 multiple | tains the classification of

_classification bytes channel 78.

Each field interpreted as
an integer whose values
indicate:

0 = unknown
1 = good

2 = reserved
3 = bad

If AFH_mode is
AFH_enabled, this param-
eter contains 79 1-bit
fields, otherwise the con-
tents are reserved.

The n" (numbering from 0)
such field (in the range O to
AFH channel multiple 78) contains the value for
_map 10 bytes - channel n.

Bit 79 is reserved (set to 0
when transmitted and
ignored when received)

The 1-bit field is inter-
preted as follows:

0: channel n is unused
1: channel nis used

Bits 27:1 of the Bluetooth
master clock value at the
time of switching hop
sequences. Must be even.

AFH_instant 4 u_int32 | slots

AFH_max_int
erval

Range is 0x0640 to

= uint1é | slots | 4,8B80 slots (1 to 30s)

AFH_min_int
erval

Range is 0x0640 to

= u_int!6 | slots | 4 BRgo siots (1 to 30s)

Table 5.2: Parameters in LM PDUs.
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So
Name £, | Type Unit Detailed LoDl Ly
4 B8 range
T
0: AFH_disabled
AFH_mode 1 u_ints - 1: AFH_enabled
2-255: Reserved
) 0: AFH_reporting_disabled
AL LS 1 u_int8 - 1: AFH_reporting_enabled
_mode
2-255: reserved
0: p-law log
1: A-law log
air mode 1 u_int8 2: CVSD See Table 5.3
on page 310
3: transparent data
4-255: Reserved
AR_ADDR 1 u_int8
authentication 4 multiple
response bytes
BD ADDR 6 multiple BD__ADDR of the sending
= bytes device
broadcast
scan 2 u_int16 | slots
window
(CLKN4¢.2 slave -
15
clock offset | 2 W int1e 1l 1 25ms | ©-E o2 maste) modi2
MSbit of second byte not
used.
see
Bluetooth Assigned Numbers
Compld 2 u_int16 (https/Awww.bluetooth.org/
foundry/assignnumb/docu-
ment/assigned_numbers)
Bl 1 u_int8 slots
Table 5.2: Parameters in LM PDUs.
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Name

Length
(bytes)

Type

Unit

Detailed

Mandatory
range

data rate

drift
DSCO

Dsniff

1

2

u_int8

u_int16
u_int8
u_int8
u_int8
u_int8
u_int8

u_int16

slots

slots

slots

ppm

slots

slots

Table 5.2: Parameters in LM PDUs.

When in Basic Rate mode:
bitd = 0: use FEC
bit0 = 1: do not use FEC

bit1-2=0: No packet-size
preference available

bit1-2=1: use 1-slot packets
bit1-2=2: use 3-slot packets
bit1-2=3: use 5-slot packets

When in Enhanced Data
Rate mode:

bit3-4=0: use DM1 packets

bit3-4=1: use 2 Mbps
packets

bit3-4=2: use 3 Mbps
packets

bit3-4=3: reserved

bit5-6=0: No packet-size
preference available

bit5-6=1: use 1-slot pack-
ets

bit5-6=2: use 3-slot pack-
ets

bit5-6=3: use 5-slot pack-
ets

bit7: Reserved - shall be
zZero

Valid range is 0 - 254 slots

Only even values are valid'

Only even values are valid’

See Table 5.3
on page 310

0to Teeo -2

0 to (Tenir-2)

Summary
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So
Name £ | Type Unit | Detailed LoDl Ly
4 B8 range
T
0: no encryption
i 1: encryption
encryption 1 u_int8 ryp ;
mode 2: encryption
3 -255: Reserved
error code 1 u_int8 See Part D on page 319
SECABES Identifies which escape op
codep P 1 u_int8 code is being acknowl-
edged: range 124-127
eSCO handle | 1 u_int8
Logical transport address
for the eSCO logical trans-
eSCO ) port. The range is
LT_ADDR 1 u_intg extended to 8 bits com- | 07
pared with the normal
LT_ADDR field: range 0-7.
0x00: NULL/POLL Ifthe value Is
0x07: EV3 0x00 the POLL
0x0C: EV4 packet shall be
0x0D: EV5 used by the
eSCO paCket 1 u ints 0x26: 2-EV3 master, the
type - 0x2C: 2-EV5 NULL packet
0X37:. Zl=v shall be used
0x3D: 3-EV5 by the slave.
See Table 5.3
Other values are reserved | . page 310
extended multiple One page of extended fea-
8
features bytes tures
extended op . Which extended op code is
1 u_int8 .
code - being acknowledged
multiple
features 8 bytes See Table 3.2 on page 230
Identifies which page of
extended features is being
features page | 1 u_int8 requested.
0 means standard features
1-255 other feature pages
hold instant | 4 Wil |sigh: | Bie2L)olihe masier
= Bluetooth clock value
Table 5.2: Parameters in LM PDUs.
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So
Name 22 | Type Unit Detailed L ClE L
) range
=1 =
0x0014 to
0x8000; shall
hold time 2 u_int16 slots Only even values are valid! | not exceed
(supervisionTO
*0.999)
jitter 1 u_int8 us
multiple
key 16 bytes
key size 1 u_int8 byte
Bit mask of supported
broadcast encryption key
. . sizes: least significant bit is
CYSEIER | 2 B support for length 1, and so
on. The bit shall be one if
the key size is supported.
LT_ADDR 1 u_int4
. number of access win-
Maccoss 1 u_int4 dows
max slots 1 u_int8 slots
Highest page of extended
max . -
. features which contains a
supported 1 u_int8 . -
a0e non-zero bit for the originat-
Pag ing device. Range 0-255
Nace-siots 1 u_int8 slots
name multiple
fragment 14 bytes UTF-8 characters.
name length 1 u_int8 bytes
name offset 1 u_int8 bytes
Ng 1 u_int8
Nec 1 u_int8
NBsleep 1 u_int8
Table 5.2: Parameters in LM PDUs.
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Name

Length
(bytes)

Type

Unit

Detailed

Mandatory
range

negotiation
state

N poll 1

op code 1

packet length | 2

packet type
table

paging
1
scheme

paging
scheme 1
settings

PM_ADDR 1

u_int8

u_int8

u_int8

uint16

u_int8

u_int8

u_int8

u_int8

bytes

0: Initiate negotiation

1: the latest received set of
negotiable parameters

were possible but these
parameters are preferred.

2: the latest received set of
negotiable parameters
would cause a reserved
slot violation.

3: the latest received set of
negotiable parameters
would cause a latency vio-
lation.

4: the latest received set of
of negotiable parameters
are not supported.

Other values are reserved

Length of the eSCO
payload

0 for POLL/NULL
1-30 for EV3

1-120 for EV4
1-180 for EVS

1-60 for 2-EV3
1-360 for 2-EVS
1-90 for 3-EV3
1-540 for 3-EV5S
Other values are invalid

0: 1Mbps only

1: 2/3 Mbps

2-255: reserved

0: mandatory scheme
1-255: Reserved

For mandatory scheme:
0: RO

1:R1

2:R2

3-255: Reserved

See Table 5.3
on page 310

0-1

Table 5.2: Parameters in LM PDUs.
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So
Name 22 | Type Unit Detailed L ClE L
) range
==
. . 0x0006 to
i1
poll interval 2 u_int16 slots Only even values are valid 0x1000
random 16 multiple
number bytes
Reserved for future use —
. must be 0 when transmit-
reserved(n) n u_int8 -
ted, ignore value when
received
SCO handle 1 u_int8
0: HV1
) 1: HV2
SCO packet 1 u_int8
2: HV3
3-255: Reserved
slot offset 2 u_int16 | ps 0 < slot offset < 1250
sniff attempt 2 u_int16 ;‘j’:f;“'e‘i Number of receive slots 1 to Tenind2
sniff timeout | 2 u_int16 ;‘ng“'ed Number of receive slots 0 to 0x0028
SubVersNr 2 u_int16 Defined by each company
supervision 5 4 B slols 0 means an infinite time- 0 and 0x0190
timeout = out to OXFFFF
switch instant | 4 u_int32 | slots Bl o Sl e
Bluetooth clock value
Toaceas 1 u_int8 slots
Tg 2 u_int16 | slots
. . . See Table 5.3
T :
eSCO 1 u_int8 slots Valid range is 4 — 254 slots on page 310
bit0 = 0: no timing change
bit0 = 1: timing change
o bit1 = 0: use initialization 1
::amézg el | . u_int8 bit1 = 1: use initialization 2
bit2 = 0: access window
bit2 = 1: no access window
bit3-7: Reserved
Tsco 1 u_int8 slots Only even values are valid" | 2to 6

Table 5.2: Parameters in LM PDUs.
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| o~
& Mandatory
Name g€ | Type Unit Detailed
G 3 range
) =L
0x0006 to
0x0540; shall
Tsnife 2 u_int16 | slots Only even values are valid! | not exceed
(supervisionTO
* 0.999)
See Bluetooth Assigned
VEFENT 1 u_ints Numbers, (ht.tp_mew_que—
tooth.org/assigned-num-
bers.htm)
Number of slots in the B
W i retransmission window ESh
eSCO 1 u_int8 slots : . on page 310
Valid range is 0 — 254 slots

Table 5.2: Parameters in LM PDUs.

1. If a device receives an LMP PDU with an odd value in this parameter field the PDU
should be rejected with an error code of invalid LMP parameters.

Single Slot Packets 3-Slot Packets
Desco 0 to Tegco-2 (even) 0 to Tegco-2 (even)

EV3: 6 Srimbua
R A P

’ 3-EV5: 16

Wesco 0,2,and 4 0and 6
packet length M->S 10" Tesco /2 10*Tesco /2
packet length S->M 10*Tesco /2 10*Tesco /2

At least one of A-law,
air mode mu-law, CVSD, transparent

transparent

Table 5.3: Mandatory parameter ranges for eSCO packet types

310
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5.3 DEFAULT VALUES

Devices shall use these values before anything else has been negotiated:

Parameter Value

AFH_mode AFH_disabled

AFH_reporting_mode AFH_reporting_disabled

drift 250
jitter 10
max slots 1
poll interval 40

Table 5.4: Default values.

Summary 4 November 2004 311
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1 OVERVIEW OF ERROR CODES

This document lists the various possible error codes. When a command fails,
or an LMP message needs to indicate a failure, error codes are used to indi-
cate the reason for the error. Error codes have a size of one octet.

1.1 USAGE DESCRIPTIONS

The purpose of this section is to give descriptions of how the error codes
should be used. It is beyond the scope of this document to give detailed
descriptions of all situations where error codes can be used, especially as this
may be implementation dependent.

1.2 HCI COMMAND ERRORS

If an HCI Command that should generate an HCI_Command_Complete event
generates an error then this error shall be reported in the
HCI_Command_Complete event.

If an HCl Command that sent an HC|_Command_Status with the error code
‘Success’ to the host before processing may find an error during execution then
the error may be reported in the normal completion command for the original
command or in an HCI_Command_Status event.

Some HCI Commands may generate errors that need to be reported to be
host, but there is insufficient information to determine how the command would
normally be processed. In this case, two events can be used to indicate this to
the host, the HCI_Command_Complete event and HCI_Command_Status
events. Which of the two events is used is implementation-dependent.
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