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€ Bluetooth’

Sample Data

2 FREQUENCY HOPPING SAMPLE DATA

The section contains three sets of sample data showing the basic and adapted
hopping schemes for different combinations of addresses and initial clock val-
ues.
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Sample Data 8 Bluetooth’
2.1 FIRST SET

Hop sequence {k} for PAGE SCAN/INQUIRY SCAN SUBSTATE:

CLKN start: 0x0000000

UAP / LAP: 0x00000000

#ticks: 0000 | 1000 | 2000 | 3000 | 4000 | 5000 | 6000 | 7000 |
0x0000000: 0 2 4 € 8 10 12 14
0x0008000: 16 18 20 22 24 26 28 30
0x0010000: 32 34 36 38 40 42 44 46
0x0018000: 48 50 52 54 56 58 60 62
0x0020000: 0 2 4 =] 8 10 12 14
0x0028000: 16 18 20 22 24 26 28 30
0x0030000: 32 34 36 38 40 42 44 46
0x0038B000: 48 50 52 54 56 58 60 62

Hop sequence {k} for PAGE STATE/INQUIRY SUBSTATE:

CLKE start: 0x0000000

UAP / LAP: 0x00000000

#ticks: 00 01 02 03 | 04 05 06 07 | 08 09 0a Ob | Oc 0d 0e Of |
0x0000000: 48 50 09 13 52 54 41 45 56 58 11 15 60 62 43 47
0x0000010: 00 02 64 68 04 06 17 21 08 10 66 70 12 14 19 23
0x0000020: 48 50 09 13 52 54 41 45 56 58 11 15 60 62 43 47
0x0000030: 00 02 64 68 04 08 17 21 08 10 66 70 12 14 19 23
0x0001000: 48 18 09 05 20 22 33 37 24 26 03 07 28 30 35 39
0x0001010: 32 34 72 76 36 38 25 29 40 42 74 78 44 46 27 31
0x0001020: 48 18 09 0S5 20 22 33 37 24 26 03 07 28 30 35 39
0x0001030: 32 34 72 76 36 38 25 29 40 42 74 78 44 46 27 31
0x0002000: 16 18 01 05 52 54 41 45 56 58 11 15 60 62 43 47
0x0002010: 00 02 64 68 04 06 17 21 08 10 66 70 12 14 19 23
0x0002020: 16 18 01 05 52 54 41 45 56 58 11 15 60 62 43 47
0x0002030: 00 02 64 68 04 06 17 21 08 10 66 70 12 14 19 23
0x0003000: 48 50 09 13 52 22 41 37 24 26 03 07 28 30 35 39
0x0003010: 32 34 72 76 36 38 25 29 40 42 74 78 44 46 27 31
0x0003020: 48 50 09 13 52 22 41 37 24 26 03 07 28 30 35 39
0x0003030: 32 34 72 76 36 3B 25 29 40 42 74 78 44 45 27 31

Hop sequence {k} for SLAVE PAGE RESPONSE SUBSTATE:

CLKN* = 0x0000010

UAP / LAP: 0x00000000

#ticks: 00 | 02 04 | 06 08 | 0a Oc | Oe 10 | 12 14 | 16 18 | 1la 1lc | 1le
0x0000012: 64 02 68 04 17 06 21 08 66 10 70 12 19 14 23 16
0x0000032: 01 18 05 20 33 2037, 24 03 26 07 28 35 30 39 32
0x0000052: 72 34 76 36 25 38 2 40 74 42 78 44 27 46 31 48
0x0000072: 09 50 13 52 41 54 45 56 11 58 15 60 43 62 47 00
Hop seqguence {k} for MASTER PACE RESPONSE SUBSTATE:

Offset wvalue: 24

CLKE* = 0x0000012

UAP / LAP: 0x00000000

#ticks: 00 02 | 04 06 | 08 Oa | Oc Oe | 10 12 | 14 16 | 18 1la | 1lc le |
0x0000014: 02 &8 04 17 06 21 08 66 10 70 12 19 14 23 16 01
0x0000034: 18 05 20 33 22 37 24 03 26 07 28 35 30 39 32 72
0x0000054: 34 76 36 25 38 29 40 74 42 78 44 27 46 31 48 09
0x0000074: 50 13 52 41 54 45 56 11 58 15 60 43 62 47 00 64
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Sample Data €3 Bluetooth’

Hop sequence {k} for CONNECTION STATE (Basic channel hopping sequence; ie, non-AFH):
CLK start: 0x0000010

UAP/LAP: 0x00000000

#ticks: 00 02 | 04 06 | 08 Ca | Oc De | 10 12 | 14 16 | 18 la | 1c le |
0x0000010: 08 66 10 70 12 19 14 23 16 01 18 05 20 33 22 37
0x0000030: 24 03 | 26 07 | 28 35 | 30 39 | 32 72 | 34 76 | 36 25 | 38 29
0x0000050: 40 74 | 42 78 | 44 27 | 46 31 | 48 09 | 50 13 | 52 41 | 54 45
0x0000070: 56 11 58 15 60 43 62 47 32 17 36 19 34 48 38 51
0x0000030: 40 21 | 44 23 | 42 53 | 46 55 | 48 33 | 52 35 | 50 65 | 54 67
0x00000b0: 56 37 | 60 39 | 58 69 | 62 71 | 64 25 | 68 27 | 66 57 | 70 59
0x00000d0: 72 29 | 76 31 | 74 €1 | 78 €3 | 01 41 | 05 43 | 03 73 | 07 75
0x00000£0: 09 45 | 13 47 | 11 77 | 15 00 | 64 49 | 66 53 | 68 02 | 70 06
0x0000110: 01 51 | 03 55 | 05 €4 | 07 08 | 72 57 | 74 61 | 76 10 | 78 14
0x0000130: 09 59 11 63 13 12 15 16 17 65 19 69 21 18 23 22
0x0000150: 33 67 | 35 71 | 37 20 | 39 24 | 25 73 | 27 77 | 29 26 | 31 30
0x0000170: 41 75 43 00 45 28 47 32 17 02 21 04 19 34 23 36
00000190 : 33 06 | 37 08 | 35 38 | 39 40 | 25 10 | 29 12 | 27 42 | 31 44
0x00001b0 : 41 14 | 45 16 | 43 46 | 47 48 | 49 18 | 53 20 | 51 50 | 55 52
0x00001d0: 65 22 69 24 67 54 71 56 57 26 61 28 59 58 63 60
0x00001£0: 73 30 T7 32 75 82 00 64 49 34 51 42 57 66 59 74
0x0000210: 53 36 55 44 61 &8 €3 76 65 50 67 58 73 03 75 11
0x0000230: 69 52 71 60 77 G5 0o 13 02 38 04 46 10 70 12 78
0x0000250: 06 40 08 48 14 72 16 01 18 54 20 62 26 07 28 15
0x0000270: 22 56 | 24 64 | 30 69 | 32 17 | 02 66 | 06 74 | 10 19 | 14 27
0x0000290: 04 70 | 08 78 | 12 23 | 16 31 | 18 03 | 22 11 | 26 35 | 30 43
0x00002L0: 20 07 24 15 28 39 32 47 34 68 38 7e 42 21 46 29
0x00002d0: 36 72 | 40 01 | 44 25 | 48 33 | 50 05 | 54 13 | 58 37 | 62 45
0x00002£0: 52 09 56 17 60 41 64 49 34 19 36 35 50 51 52 67
0x0000310: 38 21 40 37 54 E3 56 69 42 27 44 43 58 59 60 75
0x0000330: 46 29 | 48 45 | 62 €1 | 64 77 | 66 23 | 68 39 | 03 55 | 05 71
0x0000350: 70 25 | 72 41 | 07 57 | 09 73 | 74 31 | 76 47 | 11 63 | 13 00
0x0000370: 78 33 | 01 49 | 15 65 | 17 02 | 66 51 | 70 67 | 03 04 | 07 20
0x0000390: 68 55 | 72 71 | 05 68 | 09 24 | 74 59 | 78 75 | 11 12 | 15 28
0x00003b0: 76 63 | 01 00 | 13 16 | 17 32 | 19 53 | 23 69 | 35 06 | 39 22
0x00003d0: 21 57 | 25 73 | 37 10 | 41 26 | 27 61 | 31 77 | 43 14 | 47 30
0x00003£0: 29 65 | 33 02 | 45 18 | 49 34 | 19 04 | 21 08 | 23 20 | 25 24
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Sample Data €) Bluetooth’

Hop Sequence {k} for CONNECTION STATE (Adapted channel hopping sequence with
all channel used; ie, AFH(79)):

CLK start: 0x0000010

ULAP: 0x00000000

Used Channels:O0x7ffffffffffffffffffe

#ticks: 00 02 | 04 06 | 08 Da | Oc Oe | 10 12 | 14 16 | 18 la | 1lc le |
0x0000010 08 08 | 10 10 | 12 12 | 14 14 | 16 16 | 18 18 | 20 20 | 22 22 |
0x0000030 24 24 | 26 26 | 28 28 | 30 30 | 32 32 | 34 34 | 36 36 | 38 38 |
0x0000050 40 40 | 42 42 | 44 44 | 46 46 | 48 48 | S0 50 | 52 52 | 54 54 |
0x0000070 56 56 | 58 58 | 60 60 | 62 62 | 32 32 | 36 36 | 34 34 | 38 38 |
0x0000090 40 40 | 44 44 | 42 42 | 46 46 | 48 48 | 52 52 | 50 50 | 54 54 |
0x00000b0 56 56 | 60 60 | 58 58 | 62 62 | 64 64 | €8 68 | 66 66 | 70 70 |
0x0000040 72 72 | 76 76 | 74 74 | 78 78 | 01 01 | 05 05 | 03 03 | 07 07 |
0x00000£0 09 09 | 13 13 | 11 11 | 15 15 | 64 64 | 66 66 | 68 68 | 70 70 |
0x0000110 01 01 | 03 03 | 0505 | 07 07 | 72 72 | 74 74 | 76 76 | 78 78 |
0x0000130 0505 | 11 11 | 1513 | 15 15 | 17 17 | 19 19 | 21 .21 | 23 23 |
0x0000150 33 33 | 35 35 | 37 37 | 39 39 | 25 25 | 27 27 | 29 29 | 31 31 |
0x0000170 41 41 | 43 43 | 45 45 | 47 47 | 17 17 | 21 21 | 19 19 | 23 23 |
0x0000190 33 33 | 37 37 | 35 35 | 39 39 | 25 25 | 29 29 | 27 27 | 31 31 |
0x00001b0 41 41 | 45 45 | 43 43 | 47 47 | 49 49 | 53 53 | 51 51 | 55 55 |
0x00001d0 65 65 | 69 69 | 67 67 | 71 71 | 57 57 | 61 61 | 59 59 | 63 63
0x00001£0 73 73 | 77 77 | 75 75 | 00 00 | 49 49 | 51 51 | 57 57 | 59 59 |
0x0000210 53 53 | 55 55 | 61 61 | 63 63 | 65 65 | 67 67 | 73 73 | 75 75 |
0x0000230 69 69 | 71 71 | 77 77 | 00 00 | 02 02 | 04 04 | 10 10 | 12 12 |
0x0000250 06 06 | 08 08 | 14 14 | 16 16 | 18 18 | 20 20 | 26 26 | 28 28 |
0x0000270 22 22 | 24 24 | 30 30 | 32 32 | 02 02 | 06 06 | 10 10 | 14 14 |
0x0000290 04 04 | 08 08 | 12 12 | 16 16 | 18 18 | 22 22 | 26 26 | 30 30 |
0x00002b0 20 20 | 24 24 | 28 28 | 32 32 | 34 34 | 38 38 | 42 42 | 46 46
0x0000240 36 36 | 40 40 | 44 44 | 48 48 | 50 50 | 54 54 | 58 58 | 62 62 |
0x00002£0 52 52 | 56 56 | 60 60 | 64 64 | 34 34 | 36 36 | 50 50 | 52 52 |
0x0000310 38 38 | 40 40 | 54 54 | 56 56 | 42 42 | 44 44 | 58 58 | 60 60 |
0x0000330 46 46 | 48 48 | 62 62 | 64 64 | 66 66 | 68 68 | 03 03 | 05 05 |
0x0000350 70 70 | 72 72 | 07 07 | 02 09 | 74 74 | 76 76 | 11 11 | 13 13 |
0x0000370 78 78 | 01 01 | 15 15 | 17 17 | 66 66 | 70 70 | 03 03 | 07 07 |
0x0000390 68 68 | 72 72 | 05 05 | 09 09 | 74 74 | 78 78 | 11 11 | 15 15 |
0x00003b0 76 76 | 01 01 | 13 13 | 17 17 | 19 19 | 23 23 | 35 35 | 39 39
0x00003d0 21 21 | 25 25 | 37 37 | 41 41 | 27 27 | 31 31 | 43 43 | 47 47 |
0x00003£0 29 29 | 33 33 | 45 45 | 49 49 | 19 19 | 21 21 | 23 23 | 25 25 |
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Sample Data Bluetooth

Hop Sequence {k} for CONNECTION STATE (Adapted channel hopping seguence with
channels 0 to 21 unused) :

CLK start: 0x0000010

ULAP: 0x00000000

Used Channels:0x7ffffffffff£££c00000

#ticks: 00 02 | 04 06 | 08 0a | Oc Oe | 10 12 | 14 16 | 18 1la | lc le |
0x0000010 30 30 | 32 32 | 34 34 | 35 36 | 38 38 | 40 40 | 42 42 | 22 22 |
0x0000030 24 24 | 26 26 | 28 28 | 30 30 | 32 32 | 34 34 | 36 36 | 38 38 |
0x0000050 40 40 | 42 42 | 44 44 | 46 46 | 48 48 | 50 50 | 52 52 | 54 54 |
0x0000070 56 56 | 58 58 | 60 60 | 62 62 | 32 32 | 36 36 | 34 34 | 38 38 |
0x0000090 40 40 | 44 44 | 42 42 | 46 46 | 48 48 | 52 52 | 50 50 | 54 54 |
0x00000b0 56 56 | 60 60 | 58 58 | 62 62 | 64 64 | 68 68 | 66 66 | 70 70 |
0x0000040 72 72 | 76 76 | 74 74 | 78 78 | 45 45 | 49 49 | 47 47 | 51 51 |
0x00000£0 53 53 | 57 57 | 55 55 | 59 59 | 64 64 | 66 66 | 68 68 | 70 70 |
0x0000110 45 45 | 47 47 | 49 49 | 51 51 | 72 72 | 74 74 | 76 76 | 78 78 |
0x0000130 53 53 | 55 55 | 57 57 | 59 59 | 61 61 | 63 63 | 65 65 | 23 23
0x0000150 33 33 | 35 35 | 37 37 | 39 39 | 25 25 | 27 27 | 29 29 | 31 31 |
0x0000170 41 41 | 43 43 | 45 45 | 47 47 | 61 61 | 65 65 | 63 63 | 23 23 |
0x0000190 33 33 | 37 37 | 35 35 | 39 39 | 25 25 | 29 29 | 27 27 | 31 31 |
0x00001b0 41 41 | 45 45 | 43 43 | 47 47 | 49 4% | 53 53 | 51 51 | 55 55 |
0x00001d0 65 65 | 69 69 | 67 67 | 7L 71 | 57 57 | 61 61 | 59 59 | 63 &3
0x00001£0 73 73 | 77 77 | 75 75 | 66 66 | 49 49 | 51 51 | 57 57 | 59 59
0x0000210 53 53 | 55 55 | 61 61 | 63 63 | 65 65 | 67 67 | 73 73 | 75 75
0x0000230 69 69 | 71 71 | 77 77 | 66 66 | 68 68 | 70 70 | 76 76 | 78 78
0x0000250 72 72 | 74 74 | 23 23 | 25 25 | 27 27 | 29 29 | 26 26 | 28 28
0x0000270 22 22 | 24 24 | 30 30 | 32 32 | 68 68 | 72 72 | 76 76 | 23 23 |
0x0000290 70 70 | 74 74 | 78 78 | 25 25 | 27 27 | 22 22 | 26 26 | 30 30
0x00002b0 29 29 | 24 24 | 28 28 | 32 32 | 34 34 | 38 38 | 42 42 | 46 46
0x00002d0 36 36 | 40 40 | 44 44 | 48 48 | 50 50 | 54 54 | 58 58 | 62 62 |
0x00002£0 52 52 | 56 56 | 60 60 | 64 64 | 34 34 | 36 36 | 50 50 | 52 52 |
0x0000310 38 38 | 40 40 | 54 54 | 56 56 | 42 42 | 44 44 | 58 58 | 60 60 |
0x0000330 46 46 | 48 48 | 62 62 | 64 64 | 66 66 | 68 68 | 34 34 | 36 36 |
020000350 70 70 | 72 72 | 38 38 | 40 40 | 74 74 | 76 76 | 42 42 | 44 44 |
0x0000370 78 78 | 32 32 | 46 46 | 48 48 | 66 66 | 70 70 | 34 34 | 38 38
0x0000390 68 68 | 72 72 | 36 36 | 40 40 | 74 74 | 78 78 | 42 42 | 46 46
0x00003b0 76 76 | 32 32 | 44 44 | 48 48 | 50 50 | 23 23 | 35 35 | 39 39
0x00003d0 52 52 | 25 25 | 37 37 | 41 41 | 27 27 | 31 31 | 43 43 | 47 47
0x00003£f0 29 29 | 33 33 | 45 45 | 49 49 | 50 50 | 52 52 | 23 23 | 25 25 |
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Sample Data €) Bluetooth’

Hop Sequence {k} for CONNECTION STATE (Adapted channel hopping sequence with
even channels used) :

CLK start: 0x0000010

ULAP: 0x00000000

Used Channels:0x55555555555555555555

#ticks: 00 02 | 04 06 | 08 Da | Oc Oe | 10 12 | 14 16 | 18 la | 1lc le |
0x0000010 08 08 | 10 10 | 12 12 | 14 14 | 16 16 | 18 18 | 20 20 | 22 22 |
0x0000030 24 24 | 26 26 | 28 28 | 30 30 | 32 32 | 34 34 | 36 36 | 38 38 |
0x0000050 40 40 | 42 42 | 44 44 | 46 46 | 48 48 | S0 50 | 52 52 | 54 54 |
0x0000070 56 56 | 58 58 | 60 60 | 62 62 | 32 32 | 36 36 | 34 34 | 38 38 |
0x0000090 40 40 | 44 44 | 42 42 | 46 46 | 48 48 | 52 52 | 50 50 | 54 54 |
0x00000b0 56 56 | 60 60 | 58 58 | 62 62 | 64 64 | €8 68 | 66 66 | 70 70 |
0x0000040 72 72 | 76 76 | 74 74 | 78 78 | 00 00 | 04 04 | 02 02 | 06 06 |
0x00000£0 08 08 | 12 12 | 10 10 | 14 14 | 64 64 | 66 66 | 68 68 | 70 70 |
0x0000110 00 00 | 02 02 | 04 04 | 06 06 | 72 72 | 74 74 | 76 76 | 78 78 |
0x0000130 08 08 | 10 10 | 12 12 | 14 14 | 16 16 | 18 18 | 20 20 | 22 22 |
0x0000150 32 32 | 34 34 | 36 36 | 38 38 | 24 24 | 26 26 | 28 28 | 30 30 |
0x0000170 40 40 | 42 42 | 44 44 | 46 46 | 16 16 | 20 20 | 18 18 | 22 22 |
0x0000190 32 32 | 36 36 | 34 34 | 28 38 | 24 24 | 28 28 | 26 26 | 30 30 |
0x00001b0 40 40 | 44 44 | 42 42 | 46 46 | 48 48 | 52 52 | 50 50 | 54 54 |
0x00001d0 64 64 | 68 68 | 66 66 | 70 70 | 56 56 | 60 60 | 58 S8 | 62 62 |
0x00001£0 72 72 | 76 76 | 74 74 | 00 00 | 48 48 | 50 50 | 56 56 | 58 58 |
0x0000210 52 52 | 54 54 | 60 60 | 62 62 | 64 64 | 66 66 | 72 72 | 74 74 |
0x0000230 68 68 | 70 70 | 76 76 | 00 00 | 02 02 | 04 04 | 10 10 | 12 12 |
0x0000250 06 06 | 08 08 | 14 14 | 16 16 | 18 18 | 20 20 | 26 26 | 28 28 |
0x0000270 22 22 | 24 24 | 30 30 | 32 32 | 02 02 | 06 06 | 10 10 | 14 14 |
0x0000290 04 04 | 08 08 | 12 12 | 16 16 | 18 18 | 22 22 | 26 26 | 30 30 |
0x00002b0 20 20 | 24 24 | 28 28 | 32 32 | 34 34 | 38 38 | 42 42 | 46 46
0x0000240 36 36 | 40 40 | 44 44 | 48 48 | 50 50 | 54 54 | 58 58 | 62 62 |
0x00002£0 52 52 | 56 56 | 60 60 | 64 64 | 34 34 | 36 36 | 50 50 | 52 52 |
0x0000310 38 38 | 40 40 | 54 54 | 56 56 | 42 42 | 44 44 | 58 58 | 60 60 |
0x0000330 46 46 | 48 48 | 62 62 | 64 64 | 66 66 | 68 68 | 00 00 | 02 02 |
0x0000350 70 70 | 72 72 | 04 04 | 06 06 | 74 74 | 76 76 | 08 08 | 10 10 |
0x0000370 78 78 | 78 78 | 12 12 | 14 14 | 66 66 | 70 70 | 00 00 | 04 04 |
0x0000390 68 68 | 72 72 | 02 02 | 06 06 | 74 74 | 78 78 | 08 08 | 12 12 |
0x00003b0 76 76 | 78 78 | 10 10 | 14 14 | 16 16 | 20 20 | 32 32 | 36 36
0x00003d0 18 18 | 22 22 | 34 34 | 38 38 | 24 24 | 28 28 | 40 40 | 44 44 |
0x00003£0 26 26 | 30 30 | 42 42 | 46 46 | 16 16 | 18 18 | 20 20 | 22 22 |
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Sample Data Bluetooth

Hop Sequence {k} for CONNECTION STATE (Adapted channel hopping seguence with
odd channels used) :

CLK start: 0x0000010

ULAP: 0x00000000

Used Channels:0x2aaaaaaaaaaaaaaaaaaa

#ticks: 00 02 | 04 06 | 08 0a | Oc ODe | 10 12 | 14 16 | 18 la | 1lc le |
0x0000010 09 09 | 11 11 | 13 13 | 15 15 | 17 17 | 19 19 | 21 21 | 23 23
0x0000030 25 25 | 27 27 | 29 29 | 31 31 | 33 33 | 35 35 | 37 37 | 39 39 |
0x0000050 41 41 | 43 43 | 45 45 | 47 47 | 49 49 | 51 51 | 53 53 | 55 55 |
0x0000070 57 57 | 59 59 | 61 61 | 63 63 | 33 33 | 37 37 | 35 35 | 39 39 |
0x0000090 41 41 | 45 45 | 43 43 | 47 47 | 49 49 | 53 53 | 51 51 | 55 55 |
0x00000b0 57 57 | 61 61 | 59 59 | 63 63 | 65 65 | 69 69 | 67 67 | 71 71
0x00000d0 73 73 | 77 77 | 75 75 | o1 01 | 01 01 | 05 05 | 03 03 | 07 07 |
0x00000£0 09 09 | 13 13 | 11 11 | 15 15 | 65 65 | 67 67 | 69 69 | 71 71
0x0000110 01 01 | 03 03 | 05 05 | 07 07 | 73 73 | 75 75 | 77 77 | 01 01 |
0x0000130 09 09 | 11 11 | 13 13 | 15 15 | 17 17 | 19 19 | 21 21 | 23 23
0x0000150 33 33 | 35 35 | 37 37 | 39 39 | 25 25 | 27 27 | 29 29 | 31 31 |
0x0000170 41 41 | 43 43 | 45 45 | 47 47 | 17 17 | 21 21 | 19 19 | 23 23 |
0x0000190 33 33 | 37 37 | 35 35 | 39 39 | 25 25 | 29 29 | 27 27 | 31 31 |
0x00001b0 41 41 | 45 45 | 43 43 | 47 47 | 49 4% | 53 53 | 51 51 | 55 55 |
0%00001d0 65 65 | 69 69 | 67 67 | 71 71 | 57 57 | 61 61 | 59 59 | 63 63
0x00001£0 73 73 | 77 77 | 75 75 | 03 03 | 49 49 | 51 51 | 57 57 | 59 59
0x0000210 53 53 | 55 55 | 61 61 | 63 63 | 65 65 | 67 67 | 73 73 | 75 75
0x0000230 69 69 | 71 71 | 77 77 | 03 03 | 05 05 | 07 07 | 13 13 | 15 15
0x0000250 09 09 | 11 11 | 27 17 | 19 19 | 21 21 | 23 23 | 29 29 | 31 31
0x0000270 25 25 | 27 27 | 33 33 | 3535 | 05 05 | 09 09 | 13 13 | 17 17 |
0x0000290 07 07 | 11 11 | 15 15 | 19 19 | 21 21 | 25 25 | 29 29 | 33 33
0x00002b0 23 23 | 27 27 | 31 31 | 35 35 | 37 37 | 41 41 | 45 45 | 49 49
0x00002d0 39 39 | 43 43 | 47 47 | 51 51 | 53 53 | 57 57 | 61 61 | 65 65 |
0x00002£0 55 55 | 59 59 | 63 63 | 67 67 | 37 37 | 39 39 | 53 53 | 55 55 |
0x0000310 41 41 | 43 43 | 57 57 | 59 59 | 45 45 | 47 47 | 61 61 | 63 63 |
0x0000330 49 49 | 51 51 | 65 65 | 67 67 | 69 69 | 71 71 | 03 03 | 05 05 |
0x0000350 73 73 | 75 75 | 07 07 | 0% 09 | 77 77 | 01 01 | 11 11 | 13 13 |
0x0000370 03 03 | 01 01 | 15 15 | 17 17 | 69 69 | 73 73 | 03 03 | 07 07 |
0x0000390 71 91 | 7575 | 05 05 | 09 09: | 77 77 | 03 03| 11 a1 | 1515 |
0x00003b0 0101 | 01 01 | 13 13 | 17 17 | 19 1% | 23 23 | 35 35 | 39 39
0x00003d0 21 21 | 25 25 | 37 37 | 41 41 | 27 27 | 31 31 | 43 43 | 47 47
0x00003f0 29 29 | 33 33 | 45 45 | 49 49 | 19 19 | 21 21 | 23 23 | 25 25
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Sample Data €3 Bluetooth’
2.2 SECOND SET

Hop sequence {k} for PAGE SCAN/INQUIRY SCAN SUBSTATE:

CLKN start: 0x0000000
ULAP: o0x2a96ef25s

#ticks: 0000 | 1000 | 2000 | 3000 | 4000 | 5000 | 6000 | 7000
0x0000000: 49 13 17 51 55 19 23 53
0x0008000: 57 21 25 27 31 74 78 29
0x0010000: 33 76 1 35 39 3 7 37
0x0018000: 41 5 9 43 47 11 15 45
0x0020000: 49 13 17 51 55 19 23 53
0x0028000: 57 21 25 27 31 74 78 29
0x0030000: 33 76 1 35 39 3 7 37
0x0038000: 41 5 9 43 47 11 15 45

Hop sequence {k} for PAGE STATE/INQUIRY SUBSTATE:

CLKE start: 0x0000000

ULAP: 0x2a96e£25

#ticks: 00 01 02 03 | 04 05 06 07 | 08 09 Oa Ob | Oc 0d Oe Of
0x0000000: 41 05 10 04 | 09 43 06 16 | 47 11 18 12 | 15 45 14 32
0x0000010: 49 13 34 28 | 17 51 30 24 | 55 19 26 20 | 23 53 22 40
0x0000020: 41 05 10 04 | 09 43 06 16 | 47 11 18 12 | 15 45 14 32
0x0000030: 49 13 34 28 | 17 51 30 24 | 55 19 26 20 | 23 53 22 40
0x0001000: 41 21 10 36 | 25 27 38 63 | 31 74 65 59 | 78 29 61 00
0x0001010: 33 76 02 75 | 01 35 77 71 | 39 03 73 67 | 07 37 69 08
0x0001020: 41 21 10 36 | 25 27 38 63 | 31 74 65 59 | 78 29 61 00
0x0001030: 33 76 02 75 | 01 35 77 71 | 39 03 73 67 | 07 37 69 08
0x0002000: 57 21 42 36 | 09 43 06 16 | 47 11 18 12 | 15 45 14 32
0x0002010: 49 13 34 28 | 17 51 30 24 | 55 19 26 20 | 23 53 22 40
0x0002020: 57 21 42 36 | 09 43 06 16 | 47 11 18 12 | 15 45 14 32
0x0002030: 49 13 34 28 | 17 51 30 24 | 55 19 26 20 | 23 53 22 40
0x0003000: 41 05 10 04 | 09 27 06 63 | 31 74 65 59 | 78 29 61 00
0x0003010: 33 76 02 75 | 01 35 77 71 | 39 03 73 67 | 07 37 69 08
0x0003020: 41 05 10 04 | 09 27 06 63 | 31 74 65 59 | 78 29 61 00
0x0003030: 33 76 02 75 | 01 35 77 71 | 39 03 73 67 | 07 37 69 08

Hop sequence {k} for SLAVE PAGE RESPONSE SUBSTATE:

CLEN* = 0x0000010

ULAP: 0x2a96ef2s

#ticks: 00 | 02 04 | 06 08 | Da Oc | Oe 10 | 12 14 | 16 18 | la lc | 1le
0x0000012: 34 | 13 28 | 17 30 | 51 24 | 55 26 | 19 20 | 23 22 | 53 40 | 57
0x0000032: 42 | 21 36 | 25 38 | 27 63 | 31 65 | 74 59 | 78 61 | 29 00 | 33
0x0000052: 02 | 76 75 | 01 77 | 35 71 | 39 73 | 03 67 | 07 69 | 37 08 | 41
0x0000072: 10 | 05 04 | 09 06 | 43 16 | 47 18 | 11 12 | 15 14 | 45 32 | 49

Hop sequence {k} for MASTER PAGE RESPONSE SUBSTATE:
Offset value: 24

CLKE* = 0x0000012

ULAP: 0x2a%6ef2s

#ticks: 00 02 | 04 06 | 08 Oa | Oc Oe | 10 12 | 14 16 | 18 la | 1c le |
0x0000014: 13 28 17 30 51 24 55 26 19 20 23 22 53 40 57 42
0x0000034: 21 36 25 38 27 63 31 65 74 59 78 61 29 00 33 02
0x0000054: 76 75 01 77 35 71 39 73 03 67 07 69 37 08 41 10
0x0000074: 05 04 09 06 43 16 47 18 11712 15 14 45 32 49 34
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Sample Data €3 Bluetooth’

Hop sequence {k} for CONNECTION STATE (Basic channel hopping seguence; ie, non-AFH):
CLK start: 0x0000010

ULAP: 0x2a9%6ef25

#ticks: 00 02 | 04 06 | 08 Ca | Oc De | 10 12 | 14 16 | 18 la | 1c le |
0x0000010: 55 26 19 20 23 22 53 40 57 42 21 36 25 38 27 63
0x0000030: 2165 74 59 78 61 29 00 33 02 76 75 01 77 5 Fd
0x0000050: 39 73 03 &7 07 &9 37 08 41 10 05 04 09 06 43 16
0x0000070: 47 18 11 12 15 14 45 32 02 66 47 80 49 64 04 54
0x0000080: 06 58 51..52 53 E6 08 70 10 74 55 68 57 72 559 14
0x00000b0: 61 18 27 12 29:°16 63 30 65 34 31 28 33 32 67 22
0x00000d0: 69 26 35 20 37 24 71 38 73 42 39 36 41 40 75 46
0x00000£0: 77 50 43 44 45 48 00 62 26 11 69 05 73 07 36 L7
0x0000110: 40 19 04 13 08 15 38 25 42 27 06 21 10 23 12 48
0x0000130: 16 50 59 44 63 46 14 56 18 58 61 52 65 54 28 64
0x0000150: 32 66 75 60 00 &2 30 72 34 74 77 68 02 70 20 01
0x0000170: 24 03 67 76 71 78 22 089 58 43 24 37 26 41 68 47
0x0000190: 70 51 36 45 38 49 72 55 74 59 40 53 42 57 44 78
0x00001b0: 46 03 12 76 14 C1 48 07 50 11 16 05 18 09 60 15
0x00001d0: 62 19 28 13 30 17 64 23 66 27 3z 21 34 25 52 31
0x00001£0: 54 35 20 29 22 33 56 39 19 04 62 63 66 00 07 73
0x0000210: 11 10 54 69 58 €6 23 75 27 12 70 71 74 08 76 33
0x0000230: 01 49 44 29 48 45 13 2% 17 51 60 31 64 47 05 41
0x0000250: 09 57 52 37 56 53 21 43 25 59 68 39 72 55 78 65
0x0000270: 03 02 46 61 50 77 15 67 51 36 17 18 19 34 41 24
0x0000280: 43 40 03 22 11 38 57 28 58 44 25 26 27 42 29 63
0x00002b0: 31 00 76 61 78 77 45 67 47 04 13 65 15 02 37 T
0x00002d0: 39 08 05 €9 07 Ge 53 75 55 12 21 73 23 10 33 1le
0x00002£0: 35 a2 01 14 03 30 49 20 75 60 39 48 43 56 00 66
0x0000310: 04 74 47 62 51 70 08 68 12 76 55 64 59 72 61 18
0x0000330: 65 26 29 14 3322 69 20 73 28 37 16 41 24 77 34
0x0000350: 02 42 45 30 49 38 0e 36 10 44 53 32 57 40 63 50
0x0000370: 67 58 31 46 35 B4 Tl 52 28 13 73 03 75 11 34 17
0x0000390: 36 25 02 15 04 23 42 21 44 29 10 19 12 27 14 48
0x00003b0: 16 56 61 46 63 54 22 52 24 60 69 50 71 58 30 &4
0x00003d0: 32 72 77 62 00 70 38 68 40 76 06 66 08 74 18 01
0x00003f0: 20 09 65 78 67 €7 26 05 44 29 32 23 36 25 70 43
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Sample Data €) Bluetooth’

Hop Sequence {k} for CONNECTION STATE (Adapted channel hopping sequence with
all channel used; ie, AFH(79)):

CLK start: 0x0000010

ULAP: 0x2a96ef25

Used Channels:O0x7ffffffffffffffffffe

#ticks: 00 02 | 04 06 | 08 Da | Oc Oe | 10 12 | 14 16 | 18 la | 1lc le |
0x0000010 8655 | 29 19 | 2823. | 53 53 | 57 57 | 21 21 | 25 25 | 27 27 |
0x0000030 3131 | 74 74 | 78 78 | 29 29 | 33 33 | 76 76 | 01 01 | 35 35
0x0000050 39 39 | 03 03 | 07 07 | 37 37 | 41 41 | 05 05 | 09 09 | 43 43 |
0x0000070 47 47 | 11 11 | 15 15 | 45 45 | 02 02 | 47 47 | 49 49 | 04 04 |
0x0000090 06 06 | 51 51 | 53 53 | 08 08 | 10 10 | 55 55 | 57 57 | 59 59 |
0x00000b0 61 61 | 27 27 | 29 29 | 63 63 | 65 65 | 31 31 | 33 33 | 67 67
0x0000040 69 69 | 35 35 | 37 37 | 71 71 | 73 73 | 39 39 | 41 41 | 75 75 |
0x00000£0 77 77 | 43 43 | 45 45 | 00 00 | 26 26 | 69 69 | 73 73 | 36 36 |
0x0000110 40 40 | 04 04 | 08 08 | 38 38 | 42 42 | 06 06 | 10 10 | 12 12 |
0x0000130 16 16 | 59 59 | 63 63 | 14 14 | 18 18 | 61 61 | 65 65 | 28 28 |
0x0000150 32 32 | 75 75 | 00 00 | 30 30 | 34 34 | 77 77 | 02 02 | 20 20 |
0x0000170 24 24 | 67 67 | 71 71 | 22 22 | 58 58 | 24 24 | 26 26 | 68 68 |
0x0000190 70 70 | 36 36 | 38 38 | 72 72 | 74 74 | 40 40 | 42 42 | 44 44 |
0x00001b0 46 46 | 12 12 | 14 14 | 48 48 | 50 50 | 16 16 | 18 18 | 60 60 |
0x00001d0 62 62 | 28 28 | 30 30 | 64 64 | 66 66 | 32 32 | 34 34 | 52 52 |
0x00001£0 54 54 | 20 20 | 22 22 | 56 56 | 19 19 | 62 62 | 66 66 | 07 07 |
0x0000210 11 11 | 54 54 | 58 58 | 23 23 | 27 27 | 70 70 | 74 74 | 76 76 |
0x0000230 01 01 | 44 44 | 48 48 | 13 13 | 17 17 | 60 60 | 64 64 | 05 05 |
0x0000250 09 09 | 52 52 | 56 56 | 21 21 | 25 25 | 68 68 | 72 72 | 78 78 |
0x0000270 03 03 | 46 46 | 50 50 | 15 15 | 51 51 | 17 17 | 19 19 | 41 41 |
0x0000290 43 43 | 09 09 | 11 11 | 57 57 | 59 59 | 25 25 | 27 27 | 29 29 |
0x00002b0 31 31 | 76 76 | 78 78 | 45 45 | 47 47 | 13 13 | 15 15 | 37 37 |
0x0000240 39 39 | 05 05 | 07 07 | 53 53 | 55 55 | 21 21 | 23 23 | 33 33
0x00002£0 35 35 | 01 01 | 03 03 | 49 49 | 75 75 | 39 39 | 43 43 | 00 00 |
0x0000310 04 04 | 47 47 | 51 51 | 08 08 | 12 12 | 55 55 | 59 59 | 61 61 |
0x0000330 €5 65 | 29 29 | 33 33 | 69 69 | 73 73 | 37 37 | 41 41 | 77 77 |
0x0000350 02 02 | 45 45 | 49 49 | 06 06 | 10 10 | 53 53 | 57 57 | 63 63 |
0x0000370 67 67 | 3131 | 35 35 | 71 71 | 28 28 | 73 73 | 75 75 | 34 34 |
0x0000390 36 36 | 02 02 | 04 04 | 42 42 | 44 44 | 10 10 | 12 12 | 14 14 |
0x00003b0 16 16 | 61 61 | 63 63 | 22 22 | 24 24 | 65 69 | 71 71 | 30 30
0x00003d0 32 32 | 77 77 | 00 00 | 38 38 | 40 40 | 06 06 | 08 08 | 18 18 |
0x00003£0 20 20 | 65 65 | 67 67 | 26 26 | 44 44 | 32 32 | 36 36 | 70 70
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Sample Data Bluetooth

Hop Sequence {k} for CONNECTION STATE (Adapted channel hopping seguence with
channels 0 to 21 unused) :

CLK start: 0x0000010

ULAP: 0x2a96ef25

Used Channels:0x7ffffffffff£££c00000

#ticks: 00 02 | 04 06 | 08 0a | Oc ODe | 10 12 | 14 16 | 18 la | 1lc le |
0x0000010 55 55 | 50 50 | 23 23 | 53 53 | 57 57 | 52 52 | 25 25 | 27 27 |
0x0000030 31 31 | 74 74 | 78 78 | 29 29 | 33 33 | 76 76 | 32 32 | 35 35 |
0x0000050 39 39 | 34 34 | 38 38 | 37 37 | 41 41 | 36 36 | 40 40 | 43 43 |
0x0000070 47 47 | 42 42 | 46 46 | 45 45 | 55 55 | 47 47 | 49 43 | 57 57 |
0x0000090 59 59 | 51 51 | 53 53 | 61 61 | 63 63 | 55 55 | 57 57 | 59 59
0x00000b0 61 61 | 27 27 | 29 29 | 63 63 | 65 65 | 31 31 | 33 33 | 67 67
0x00000d0 69 69 | 35 35 | 37 37 | 71 71 | 73 73 | 39 39 | 41 41 | 75 75 |
0x00000£0 77 77 | 43 43 | 45 45 | 53 53 | 26 26 | 69 69 | 73 73 | 36 36 |
0x0000110 40 40 | 57 57 | 61 61 | 38 38 | 42 42 | 59 59 | 63 63 | 65 65
0x0000130 69 69 | 59 59 | 63 63 | 67 67 | 71 71 | 61 61 | 65 65 | 28 28
0x0000150 32 32 | 75 75 | 53 53 | 30 30 | 34 34 | 77 77 | 55 55 | 73 73 |
0x0000170 24 24 | 67 67 | 71 71 | 22 22 | 58 58 | 24 24 | 26 26 | 68 68 |
0x0000190 70 70 | 36 36 | 38 38 | 72 72 | 74 74 | 40 40 | 42 42 | 44 44 |
0x00001b0 46 46 | 65 65 | 67 67 | 48 48 | 50 50 | 69 69 | 71 71 | 60 60 |
0%00001d0 62 62 | 28 28 | 30 30 | 64 64 | 66 66 | 32 32 | 34 34 | 52 52 |
0x00001£0 54 54 | 73 73 | 22 22 | 56 56 | 37 37 | 62 62 | 66 66 | 25 25 |
0x0000210 29 29 | 54 54 | 58 58 | 23 23 | 27 27 | 70 70 | 74 74 | 76 76
0x0000230 76 76 | 44 44 | 48 48 | 31 31 | 35 35 | 60 60 | 64 64 | 23 23
0x0000250 27 27 | 52 52 | 56 56 | 39 39 | 25 25 | 68 68 | 72 72 | 78 78
0x0000270 78 78 | 46 46 | 50 50 | 33 33 | 51 51 | 35 35 | 37 37 | 41 41
0x0000290 43 43 | 27 27 | 29 29 | 57 57 | 59 59 | 25 25 | 27 27 | 29 29 |
0x00002b0 31 31 | 76 76 | 78 78 | 45 45 | 47 47 | 31 31 | 33 33 | 37 37 |
0x00002d0 39 39 | 23 23 | 25 25 | 53 53 | 55 55 | 39 39 | 23 23 | 33 33 |
0x00002£0 35 35 | 76 76 | 78 78 | 49 49 | 75 75 | 39 39 | 43 43 | 40 40 |
0x0000310 44 44 | 47 47 | 51 51 | 48 48 | 52 52 | 55 55 | 59 59 | 61 61 |
0x0000330 65 65 | 29 29 | 33 33 | 69 69 | 73 73 | 37 37 | 41 41 | 77 77 |
0x0000350 42 42 | 45 45 | 49 49 | 46 46 | 50 50 | 53 53 | 57 57 | 63 63 |
0x0000370 67 67 | 31 31 | 35 35 | 71 71 | 28 28 | 73 73 | 75 75 | 34 34 |
0x0000390 36 36 | 42 42 | 44 44 | 42 42 | 44 44 | 50 50 | 52 52 | 54 54 |
0x00003b0 56 56 | 61 61 | 63 63 | 22 22 | 24 24 | 69 69 | 71 71 | 30 30
0x00003d0 32 32 | 77 77 | 40 40 | 38 38 | 40 40 | 46 46 | 48 48 | 58 58 |
0x00003£0 60 60 | 65 65 | 67 67 | 26 26 | 44 44 | 32 32 | 36 36 | 70 70 |
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Sample Data €) Bluetooth’

Hop Sequence {k} for CONNECTION STATE (Adapted channel hopping sequence with
even channels used) :

CLK start: 0x0000010

ULAP: 0x2a96ef25

Used Channels:0x55555555555555555555

#ticks: 00 02 | 04 06 | 08 0a | Oc Oe | 10 12 | 14 16 | 18 1la | lc 1le |
0x0000010 52 52 | 16 16 | 20 20 | 50 50 | 54 54 | 18 18 | 22 22 | 24 24 |
0x0000030 28 28 | 74 74 | 78 78 | 26 26 | 30 30 | 76 76 | 78 78 | 32 32 |
0x0000050 36 36 | 00 00 | 04 04 | 34 34 | 38 38 | 02 02 | 06 06 | 40 40 |
0x0000070 44 44 | 08 08 | 12 12 | 42 42 | 02 02 | 44 44 | 46 46 | 04 04 |
0x0000090 06 06 | 48 48 | 50 50 | 08 08 | 10 10 | 52 52 | 54 54 | 56 56 |
0x00000b0 58 58 | 24 24 | 26 26 | 60 60 | 62 62 | 28 28 | 30 30 | 64 64 |
0x0000040 66 66 | 32 32 | 34 34 | 68 68 | 70 70 | 36 36 | 38 38 | 72 72 |
0x00000£0 74 74 | 40 40 | 42 42 | 00 00 | 26 26 | 66 66 | 70 70 | 36 36 |
0x0000110 40 40 | 04 04 | 08 08 | 38 38 | 42 42 | 06 06 | 10 10 | 12 12 |
0x0000130 16 16 | 56 56 | 60 60 | 14 14 | 18 18 | 58 58 | 62 62 | 28 28 |
0x0000150 32 32 | 72 72 | 00 00 | 30 30 | 34 34 | 74 74 | 02 02 | 20 20 |
0x0000170 24 24 | 64 64 | 68 68 | 22 22 | 58 58 | 24 24 | 26 26 | 68 68 |
0x0000190 70 70 | 36 36 | 38 38 | 72 72 | 74 74 | 40 40 | 42 42 | 44 44 |
0x00001b0 46 46 | 12 12 | 14 14 | 48 48 | 50 50 | 16 16 | 18 18 | 60 60 |
0x0000140 62 62 | 28 28 | 30 30 | 64 64 | 66 66 | 32 32 | 34 34 | 52 52 |
0x00001£0 54 54 | 20 20 | 22 22 | 56 56 | 14 14 | 62 62 | 66 66 | 02 02 |
0x0000210 06 06 | 54 54 | 58 58 | 18 18 | 22 22 | 70 70 | 74 74 | 76 76 |
0x0000230 76 76 | 44 44 | 48 48 | 08 08 | 12 12 | 60 60 | 64 64 | 00 00 |
0x0000250 04 04 | 52 52 | 56 56 | 16 16 | 20 20 | 68 68 | 72 72 | 78 78 |
0x0000270 78 78 | 46 46 | 50 S0 | 10 10 | 46 46 | 12 12 | 14 14 | 36 36 |
0x0000290 38 38 | 04 04 | 06 06 | 52 52 | 54 54 | 20 20 | 22 22 | 24 24 |
0x00002b0 26 26 | 76 76 | 78 78 | 40 40 | 42 42 | 08 08 | 10 10 | 32 32 |
0x0000240 34 34 | 00 00 | 02 02 | 48 48 | 50 50 | 16 16 | 18 18 | 28 28 |
0x00002£0 30 30 | 76 76 | 78 78 | 44 44 | 70 70 | 34 34 | 38 38 | 00 00 |
0x0000310 04 04 | 42 42 | 46 46 | 08 08 | 12 12 | 50 50 | 54 54 | 56 56 |
0x0000330 60 60 | 24 24 | 28 28 | 64 64 | 68 68 | 32 32 | 36 36 | 72 72 |
0x0000350 02 02 | 40 40 | 44 44 | 06 06 | 10 10 | 48 48 | 52 52 | 58 58 |
0x0000370 62 62 | 26 26 | 30 30 | 66 66 | 28 28 | 68 68 | 70 70 | 34 34 |
0x0000390 36 36 | 02 02 | 04 04 | 42 42 | 44 44 | 10 10 | 12 12 | 14 14 |
0x00003b0 16 16 | 56 56 | 58 58 | 22 22 | 24 24 | 64 64 | 66 66 | 30 30 |
0x00003d0 32 32 | 72 72 | 00 00 | 38 38 | 40 40 | 06 06 | 08 08 | 18 18 |
0x00003£0 20 20 | 60 60 | 62 62 | 26 26 | 44 44 | 32 32 | 36 36 | 70 70
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Sample Data Bluetooth

Hop Sequence {k} for CONNECTION STATE (Adapted channel hopping seguence with
odd channels used) :

CLK start: 0x0000010

ULAP: 0x2a96ef25

Used Channels:0x2aaaaaaaaaaaaaaaaaaa

#ticks: 00 02 | 04 06 | 08 0a | Oc ODe | 10 12 | 14 16 | 18 la | 1lc le |
0x0000010 55 55 | 19 19 | 23 23 | 53 53 | 57 57 | 21 21 | 25 25 | 27 27 |
0x0000030 31 31 | 77 77 | 03 03 | 2929 | 33 33 | p1 01 | 01 01 | 35 35 |
0x0000050 39 39 | 03 03 | 07 07 | 37 37 | 41 41 | 05 05 | 09 09 | 43 43 |
0x0000070 47 47 | 11 11 | 15 15 | 45 45 | 07 07 | 47 47 | 49 43 | 03 09 |
0x0000090 11 11 | 51 51 | 53 53 | 13 13 | 15 15 | 55 55 | 57 57 | 59 59 |
0x00000b0 61 61 | 27 27 | 29 29 | 63 63 | 65 65 | 31 31 | 33 33 | 67 67
0x00000d0 69 69 | 35 35 | 37 37 | 71 71 | 73 73 | 39 39 | 41 41 | 75 75 |
0x00000£0 77 77 | 43 43 | 45 45 | 05 05 | 31 31 | 69 69 | 73 73 | 41 41 |
0x0000110 45 45 | 09 09 | 13 13 | 43 43 | 47 47 | 11 11 | 15 15 | 17 17 |
0x0000130 21 21 | 5959 | 63 63 | 19 19 | 23 23 | 61 61 | 65 65 | 33 33
0x0000150 37 37 | 75 75 | 05 05 | 35 35 | 39 39 | 77 77 | 07 07 | 25 25 |
0x0000170 29 29 | 67 67 | 71 71 | 27 27 | 63 63 | 29 29 | 31 31 | 73 73 |
0x0000190 75 75 | 41 41 | 43 43 | 77 77 | 01 01 | 45 45 | 47 47 | 49 49
0x00001b0 5151 | 17 17 | 19 19 | 53 53 | 55 55 | 21 21 | 23 23 | 65 65
0%00001d0 67 67 | 33 33 | 3535 | 6569 | 71 71 | 37 37 | 39 39 | 57 57
0x00001£0 59 59 | 25 25 | 27 27 | 61 61 | 19 19 | 67 67 | 71 71 | 07 07 |
0x0000210 11 11 | 59 59 | 63 63 | 23 23 | 27 27 | 75 75 | 01 01 | 03 03
0x0000230 01 01 | 49 49 | 53 53 | 13 13 | 17 17 | 65 65 | 69 69 | 05 05
0x0000250 09 09 | 57 57 | 61 61 | 21 21 | 25 25 | 73 73 | 77 77 | 05 05
0x0000270 03 03 | 51 51 | 55 55 | 15 15 | 51 51 | 17 17 | 19 19 | 41 41
0x0000290 43 43 | 09 09 | 11 11 | 57 57 | 59 59 | 25 25 | 27 27 | 29 29 |
0x00002b0 31 31 | 03 03 | 05 05 | 45 45 | 47 47 | 13 13 | 15 15 | 37 37 |
0x00002d0 39 39 | 05 05 | 07 07 | 53 53 | 55 55 | 21 21 | 23 23 | 33 33 |
0x00002£0 35 35 | 01 01 | 03 03 | 49 49 | 75 75 | 39 39 | 43 43 | 07 07 |
0x0000310 11 11 | 47 47 | 51 51 | 15 15 | 19 19 | 55 55 | 59 59 | 61 61
0x0000330 65 65 | 29 29 | 33 33 | 69 69 | 73 73 | 37 37 | 41 41 | 77 77 |
0x0000350 09 09 | 45 45 | 49 4% | 13 13 | 17 17 | 53 53 | 57 57 | 63 63 |
0x0000370 67 67 | 31 31 | 35 35 | 71 71 | 35 35 | 73 73 | 75 75 | 41 41
0x0000390 43 43 | 09 09 | 11 11 | 45 49 | 51 51 | 17 17 | 15 19 | 21 21
0x00003b0 23 23 | 61 61 | 63 63 | 29 29 | 31 31 | 69 69 | 71 71 | 37 37
0x00003d0 39 39 | 77 77 | 07 07 | 45 45 | 47 47 | 13 13 | 15 15 | 25 25 |
0x00003f0 27 27 | 65 65 | 67 67 | 33 33 | 51 51 | 39 39 | 43 43 | 77 77
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Sample Data €3 Bluetooth’
2.3 THIRD SET

Hop sequence {k} for PAGE SCAN/INQUIRY SCAN SUBSTATE:

CLEN start: 0x0000000

ULAP: 0x6587cbag

#ticks: 0000 | 1000 | 2000 | 3000 | 4000 | 5000 | 6000 | 7000
0x0000000: 16 65 67 18 20 53 55 6
0x0008000: 8 57 59 10 12 69 71 22
0x0010000: 24 73 75 26 28 45 47 77
0x0018000: 0 49 51 2 4 61 63 14
0x0020000: 16 65 67 18 20 53 55 5
0x0028000: 8 57 59 10 12 69 71 22
0x0030000: 24 73 75 26 28 45 47 77
0x0038000: 0 43 51 2 4 61 63 14

Hop seguence {k} for PAGE STATE/INQUIRY SUBSTATE:

CLKE start: 0x0000000
ULAP: 0x6587cbag

#ticks: 00 01 02 03 | 04 05 06 07 | 08 09 Oa Ob | Oc 04 0Oe Of
0x0000000: 00 49 36 38 | 51 02 42 40 04 61 44 46 | 63 14 50 48
0x0000010: 16 65 52 54 | 67 18 58 56 | 20 53 60 62 | 55 06 66 64
0x0000020: 00 49 36 38 | 51 02 42 40 04 61 44 46 | 63 14 50 48
0x0000030: 16 65 52 54 | 67 18 58 56 | 20 53 60 62 | 55 06 66 64
0X0001000: 00 57 36 70 59 10 74 72 12 69 76 78 | 71 22 03 01
0x0001010: 24 73 05 07 | 75 26 11 09 | 28 45 13 30 | 47 77 34 32
0x0001020: 00 57 36 70 | 59 10 74 72 12 69 76 78 | 71 22 03 01
0x0001030: 24 73 05 07 | 75 26 11 09 | 28 45 13 30 | 47 77 34 32
0x0002000: 08 57 68 70 | 51 02 42 40 04 61 44 46 | 63 14 50 48
0x0002010: 16 65 52 54 | 67 18 58 56 | 20 53 60 62 55 06 66 64
0x0002020: 08 57 68 70 51 02 42 40 04 61 44 46 | 63 14 50 48
0x0002030: 16 65 52 54 | 67 18 58 56 | 20 53 60 62 55 06 66 64
0x0003000: 00 49 36 38 | 51 10 42 72 12 69 76 78 | 71 22 03 01
0x0003010: 24 73 05 07 | 75 26 11 09 | 28 45 13 30 | 47 77 34 32
0x0003020: 00 49 36 38 51 10 42 72 12 69 76 78 | 71 22 03 01
0x0003030: 24 73 05 07 | 75 26 11 09 | 28 45 13 30 | 47 77 34 32

Hop sequence {k} for SLAVE PRGE RESPONSE SUBSTATE:

CLKN* = 0x0000010

ULAP: 0x6587cbad

#ticks: 00 | 02 04 | 06 08 | Da Oc | Oe 10 | 12 14 | 16 18 | la 1lc | 1le
0x0000012: 52 | 65 54 | 67 58 18 56 | 20 60 | 53 62 55 66 | 06 64 | 08
0x0000032: 68 | 57 70 | 59 74 i1 g &) 12 76 | 69 78 | 71 03 | 22 01 | 24
0x0000052: 05 | 73 07 | 75 11 | 26 09 | 28 13 | 45 30 | 47 34 | 77 32 | o0
0x0000072: 36 | 49 38 | 51 42 02 40 04 44 | 61 46 | 63 50 | 14 48 | 16
Hop sequence {k} for MASTER PAGE RESPONSE SUBSTATE:

Offset value: 24

CLKE* = 0x0000012

ULAP: 0x6587cbag

#ticks: 00 02 | 04 06 | 08 Oa | Oc ODe | 10 12 | 14 16 | 18 la | 1c le |
0x0000014: 65 54 67 58 18 56 | 20 60 | 53 62 | 55 66 06 64 08 68
0x0000034: 57 70 59 74 10 72 | 12 76 | 69 78 | 71 03 22 01 | 24 05
0x0000054: 73 07 75 11 | 26 09 | 28 13 | 45 30 | 47 34 77 32 00 36
0x0000074: 49 38 51 42 02 40 | 04 44 | 61 46 | 63 50 | 14 48 16 52
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Sample Data €3 Bluetooth’

Hop sequence {k} for CONNECTION STATE (Basic channel hopping sequence; ie, non-AFH) :
CLK start: 0x0000010

ULAP: 0x6587cbal

#ticks: 00 02 | 04 06 | 08 Ca | Oc Oe | 10 12 | 14 16 | 18 la | 1lc le |
0x0000010: 20 60 | 53 62 | 55 66 | 06 64 | 08B 68 | 57 70 | 59 74 | 10 72
0x0000030: 12 76 | 69 78 | 71 €3 | 22 01 | 24 05 | 73 07 | 75 11 | 26 09
0x0000050: 28 13 45 30 47 34 77 32 00 36 49 38 51 42 02 40
0x0000070: 04 44 61 46 63 B0 14 48 50 05 16 07 20 09 48 11
0x0000090: 52 13 | 06 15 | 10 17 | 38 19 | 42 21 | 08 23 | 12 25 | 40 27
0x00000b0 : 44 29 22-3% 26 33 54 35 58 37 24 39 28 41 56 43
0x00000d0: 60 45 | 77 62 | 02 €4 | 30 66 | 34 68 | 00 70 | 04 72 | 32 74
0x00000£0: 36 76 | 14 78 | 18 €1 | 46 03 | 72 29 | 42 39 | 44 43 | 74 41
0x0000110: 76 45 46 47 48 £1 78 49 01 53 50 63 52 67 03 &5
0x0000130: 05 69 | 54 55 | 56 59 | 07 57 | 09 61 | 58 71 | 60 75 | 11 73
0x0000150: 13 77 3015 32 19 62 17 64 21 34 31 36 35 66 33
0x0000170: €8 37 38 23 40 27 70 25 27 61 72 71 76 73 25 75
0x0000190: 29 77 | 78 00 | 03 €2 | 31 04 | 35 06 | 01 16 | 05 18 | 33 20
0x00001b0: 37 22 | 07 08 | 11 10 | 39 12 | 43 14 | 09 24 | 13 26 | 41 28
0x00001d0: 45 30 62 47 66 49 15 51 19 53 64 63 68 65 17 67
0x00001£0: 21 69 | 70 55 | 74 57 | 23 59 | 53 22 | 35 12 | 37 28 | 67 14
0x0000210: 69 30 | 23 32 | 25 48 | 55 34 | 57 50 | 39 40 | 41 56 | 71 42
0x0000230: 73 58 | 27 36 | 29 52 | 59 38 | 61 54 | 43 44 | 45 60 | 75 46
0x0000250: 77 62 | 15 00 | 17 16 | 47 02 | 49 18 | 31 08 | 33 24 | 63 10
0x0000270: 65 26 | 19 04 | 21 20 | 51 06 | 06 54 | 65 42 | 69 58 | 18 46
0x0000290: 22 62 | 55 64 | 59 €1 | 08 68 | 12 05 | 71 72 | 75 09 | 24 76
0x00002b0: 28 13 | 57 66 | 61 €3 | 10 70 | 14 07 | 73 74 | 77 11 | 26 78
0x00002d0: 30 15 | 47 32 | 51 48 | 00 36 | 04 52 | 63 40 | 67 56 | 16 44
0x00002£0: 20 60 49 34 53 50 02 28 38 78 12 05 14 13 44 07
0x0000310: 46 15 | 16 17 | 18 25 | 48 19 | 50 27 | 24 33 | 26 41 | 56 35
0x0000330: 58 43 | 20 21 | 22 29 | 52 23 | 54 31 | 28 37 | 30 45 | 60 39
0x0000350: 62 47 00 64 02 72 32 66 34 74 08 01 10 09 40 03
0x0000370: 42 11 | 04 68 | 06 76 | 36 70 | 70 31 | 42 35 | 46 43 | 74 39
0x0000390: 78 47 | 48 49 | 52 57 | 01 53 | 05 61 | 56 65 | 60 73 | 09 69
0x00003b0: 13 77 | 50 51 | 54 59 | 03 55 | 07 63 | S8 67 | 62 75 | 11 71
0x00003d0: 15 00 | 32 17 | 36 25 | 64 21 | 68 29 | 40 33 | 44 41 | 72 37
0x00003£0: 76 45 34 19 38 27 €6 23 11 71 05 18 07 22 13 20
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Sample Data €) Bluetooth’

Hop Sequence {k} for CONNECTION STATE (Adapted channel hopping sequence with
all channel used; ie, AFH(79)):

CLK start: 0x0000010

ULAP: 0x6587cbag

Used Channels:0x7ffffffffffEffffffff

#ticks: 00 02 | 04 06 | 08 0a | Oc Oe | 10 12 | 14 16 | 18 1la | lc 1le |
0x0000010 20 20 | 53 53 | 55 55 | 06 06 | 08 08 | 57 57 | 59 59 | 10 10 |
0x0000030 1212 | 69 69 | 71 71 | 22 22 | 24 24 | 73 73 | 75 75 | 26 26 |
0x0000050 28 28 | 45 45 | 47 47 | 77 77 | 00 00 | 49 49 | 51 51 | 02 02 |
0x0000070 04 04 | 61 61 | 63 63 | 14 14 | 50 50 | 16 16 | 20 20 | 48 48 |
0x0000090 52 52 | 06 06 | 10 10 | 38 38 | 42 42 | 08 08 | 12 12 | 40 40 |
0x00000b0 44 44 | 22 22 | 26 26 | 54 54 | 58 58 | 24 24 | 28 28 | 56 56 |
0x0000040 60 60 | 77 77 | 02 02 | 30 30 | 34 34 | 00 00 | 04 04 | 32 32 |
0x00000£0 36 36 | 14 14 | 18 1B | 46 46 | 72 72 | 42 42 | 44 44 | 74 74 |
0x0000110 76 76 | 46 46 | 48 48 | 78 78 | 01 01 | 50 50 | 52 52 | 03 03 |
0x0000130 05 05 | 54 54 | 56 56 | 07 07 | 09 09 | 58 58 | 60 60 | 11 11 |
0x0000150 13 13 | 30 30 | 32 32 | 62 62 | 64 64 | 34 34 | 36 36 | 66 66 |
0x0000170 €8 68 | 38 38 | 40 40 | 70 70 | 27 27 | 72 72 | 76 76 | 25 25 |
0x0000190 2029 | 78 78 | 03 03 | 31 31 | 3535 | 01 01 | 05 05 | 33 33 |
0x00001b0 37 37 | 07 07 | 11 11 | 39 39 | 43 43 | 09 09 | 13 13 | 41 41
0x0000140 45 45 | 62 62 | 66 66 | 15 15 | 19 19 | 64 64 | 68 68 | 17 17 |
0x00001£0 2121 | 70 70 | 74 74 | 23 23 | 53 53 | 35 35 | 37 37 | 67 67 |
0x0000210 69 69 | 23 23 | 25 25 | 55 55 | 57 57 | 39 39 | 41 41 | 71 71 |
0x0000230 73 73 | 27 27 | 29 29 | 59 59 | 61 61 | 43 43 | 45 45 | 75 75 |
0x0000250 77 77 | 15 15 | 17 17 | 47 47 | 49 49 | 31 31 | 33 33 | 63 63 |
0x0000270 65 65 | 19 19 | 21 21 | 51 51 | 06 06 | 65 65 | 69 69 | 18 18 |
0x0000290 22 22 | 5555 | 5959 | 08 08 | 12 12 | 71 71 | 75 75 | 24 24 |
0x00002b0 28 28 | 57 57 | 61 61 | 10 10 | 14 14 | 73 73 | 77 77 | 26 26 |
0x0000240 30 30 | 47 47 | 51 51 | 00 00 | 04 04 | 63 63 | 67 67 | 16 16 |
0x00002£0 20 20 | 49 49 | 53 53 | 02 02 | 38 38 | 12 12 | 14 14 | 44 44 |
0x0000310 46 46 | 16 16 | 18 18 | 48 48 | 50 50 | 24 24 | 26 26 | 56 56 |
0x0000330 58 58 | 20 20 | 22 22 | 52 52 | 54 54 | 28 28 | 30 30 | 60 60 |
0x0000350 62 62 | 00 00 | 02 02 | 32 32 | 34 34 | 08 08 | 10 10 | 40 40 |
0x0000370 42 42 | 04 04 | 06 06 | 36 36 | 70 70 | 42 42 | 46 46 | 74 74 |
0x0000390 78 78 | 48 48 | 52 52 | 01 01 | 05 05 | 56 56 | 60 60 | 09 09 |
0x00003b0 13 13 | 50 50 | 54 54 | 03 03 | 07 07 | 58 58 | 62 62 | 11 11 |
0x00003d0 15 15 | 32 32 | 36 36 | 64 64 | 68 68 | 40 40 | 44 44 | 72 72 |
0x00003£0 76 76 | 34 34 | 38 38 | 66 66 | 11 11 | 05 05 | 07 07 | 13 13 |
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Sample Data Bluetooth

Hop Sequence {k} for CONNECTION STATE (Adapted channel hopping seguence with
channels 0 to 21 unused) :

CLK start: 0x0000010

ULAP: 0x6587cha?9

Used Channels:0x7fffffffffffffcO0000

#ticks: 00 02 | 04 06 | 08 0a | Oc Oe | 10 12 | 14 16 | 18 1la | lc le |
0x0000010 29 29 | 53 583 | 55 55 | 72 72 | 74 74 | 57 57 | 59 59 | 76 7Ue
0x0000030 78 78 | 69 69 | 71 71 | 22 22 | 24 24 | 73 73 | 75 75 | 26 26 |
0x0000050 28 28 | 45 45 | 47 47 | 77 77 | 66 66 | 49 49 | 51 51 | 68 68 |
0x0000070 70 70 | 61 61 | 63 63 | 23 23 | 50 50 | 25 25 | 29 29 | 48 48 |
0x0000090 52 52 | 72 72 | 76 76 | 38 38 | 42 42 | 74 74 | 78 78 | 40 40 |
0x00000b0 44 44 | 22 22 | 26 26 | 54 54 | 58 58 | 24 24 | 28 28 | 56 56 |
0x00000d40 60 60 | 77 77 | 68 68 | 30 30 | 34 34 | 66 66 | 70 70 | 32 32 |
0x00000£0 36 36 | 23 23 | 27 27 | 46 46 | 72 72 | 42 42 | 44 44 | 74 74 |
0x0000110 76 76 | 46 46 | 48 48 | 78 78 | 32 32 | 50 50 | 52 52 | 34 34 |
0x0000130 36 36 | 54 54 | 56 56 | 38 38 | 40 40 | 58 58 | 60 &0 | 42 42 |
0x0000150 44 44 | 30 30 | 32 32 | 62 62 | 64 64 | 34 34 | 36 36 | 66 66 |
0x0000170 68 68 | 38 38 | 40 40 | 70 70 | 27 27 | 72 72 | 76 76 | 25 25
0x0000190 29 29 | 78 78 | 34 34 | 21 31 | 35 35 | 32 32 | 36 36 | 33 33 |
0x00001b0 37 37 | 38 38 | 42 42 | 39 39 | 43 43 | 40 40 | 44 44 | 41 41 |
0x00001d0 45 45 | 62 62 | 66 66 | 46 46 | S50 50 | 64 64 | 68 68 | 48 48 |
0x00001£0 52 52 | 70 70 | 74 74 | 23 23 | 53 53 | 35 35 | 37 37 | 67 67 |
0x0000210 69 69 | 23 23 | 25 25 | 55 55 | 57 57 | 39 39 | 41 41 | 71 71
0x0000230 73 73 | 27 27 | 29 29 | 59 59 | 61 61 | 43 43 | 45 45 | 75 75
0x0000250 77 77 | 46 46 | 48 48 | 47 47 | 49 49 | 31 31 | 33 33 | 63 63 |
0x0000270 65 65 | 50 50 | 52 52 | 51 51 | 59 59 | 65 65 | 69 69 | 71 71
0x0000290 22 22 | 5555 | 5959 | 61 61 | 65 65 | 71 71 | 75 75 | 24 24 |
0x00002b0 28 28 | 57 57 | 61 61 | 63 63 | 67 67 | 73 73 | 77 77 | 26 286
0x00002d0 30 30 | 47 47 | 51 51 | 53 53 | 57 57 | 63 63 | 67 67 | 69 69 |
0x00002£0 73 73 | 49 49 | 53 53 | 55 55 | 38 38 | 65 65 | 67 67 | 44 44 |
0x0000310 46 46 | 69 69 | 71 71 | 48 48 | 50 50 | 24 24 | 26 26 | 56 56 |
0x0000330 58 58 | 73 73 | 22 22 | 52 52 | 54 54 | 28 28 | 30 30 | 60 &0
0x0000350 62 62 | 53 53 | 55 55 | 32 32 | 34 34 | 61 61 | 63 63 | 40 40
0x0000370 42 42 | 57 57 | 59 59 | 36 36 | 70 70 | 42 42 | 46 46 | 74 74 |
0x0000390 78 78 | 48 48 | 52 52 | 76 76 | 23 23 | 56 56 | 60 60 | 27 27
0x00003b0 31 31 | 5050 | 54 54 | 78 78 | 25 25 | 58 58 | 62 62 | 29 29
0x00003d0 33 33 | 32 32 | 36 36 | 64 64 | 68 68 | 40 40 | 44 44 | 72 72 |
0x00003£f0 76 76 | 34 34 | 38 38 | 66 66 | 29 29 | 23 23 | 25 25 | 31 31 |
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Sample Data €) Bluetooth’

Hop Sequence {k} for CONNECTION STATE (Adapted channel hopping sequence with
even channels used) :

CLK start: 0x0000010

ULAP: 0x6587cbag

Used Channels:0x55555555555555555555

#ticks: 00 02 | 04 06 | 08 0a | Oc Oe | 10 12 | 14 16 | 18 1la | lc 1le |
0x0000010 20 20 | 52 52 | 54 54 | 06 06 | 08 08 | 56 56 | 58 58 | 10 10 |
0x0000030 1212 | 68 68 | 7070 | 22 22 | 24 24 | 72 72 | 74 74 | 26 26 |
0x0000050 28 28 | 44 44 | 46 46 | 76 76 | 00 00 | 48 48 | 50 50 | 02 02 |
0x0000070 04 04 | 60 60 | 62 62 | 14 14 | 50 50 | 16 16 | 20 20 | 48 48 |
0x0000090 52 52 | 06 06 | 10 10 | 38 38 | 42 42 | 08 08 | 12 12 | 40 40 |
0x00000b0 44 44 | 22 22 | 26 26 | 54 54 | 58 58 | 24 24 | 28 28 | 56 56 |
0x0000040 60 60 | 76 76 | 02 02 | 30 30 | 34 34 | 00 00 | 04 04 | 32 32 |
0x00000£0 36 36 | 14 14 | 18 1B | 46 46 | 72 72 | 42 42 | 44 44 | 74 74 |
0x0000110 76 76 | 46 46 | 48 48 | 78 78 | 78 78 | 50 50 | 52 52 | 00 00 |
0x0000130 02 02 | 54 54 | 56 56 | 04 04 | 06 06 | 58 58 | 60 60 | 08 08 |
0x0000150 10 10 | 30 30 | 32 32 | 62 62 | 64 64 | 34 34 | 36 36 | 66 66 |
0x0000170 €8 68 | 38 38 | 40 40 | 70 70 | 24 24 | 72 72 | 76 76 | 22 22 |
0x0000190 26 26 | 78 78 | 00 00 | 28 28 | 32 32 | 78 78 | 02 02 | 30 30 |
0x00001b0 34 34 | 04 04 | 08 08 | 36 36 | 40 40 | 06 06 | 10 10 | 38 38 |
0x0000140 42 42 | 62 62 | 66 66 | 12 12 | 16 16 | 64 64 | 68 68 | 14 14 |
0x00001£0 18 18 | 70 70 | 74 74 | 20 20 | 50 50 | 32 32 | 34 34 | 64 64 |
0x0000210 66 66 | 20 20 | 22 22 | 52 52 | 54 54 | 36 36 | 38 38 | 68 68 |
0x0000230 70 70 | 24 24 | 26 26 | 56 56 | 58 58 | 40 40 | 42 42 | 72 72 |
0x0000250 74 74 | 12 12 | 14 14 | 44 44 | 46 46 | 28 28 | 30 30 | 60 60 |
0x0000270 62 62 | 16 16 | 18 1B | 48 48 | 06 06 | 62 62 | 66 66 | 18 18 |
0x0000290 22 22 | 52 52 | 56 56 | 08 08 | 12 12 | 68 68 | 72 72 | 24 24 |
0x00002b0 28 28 | 54 54 | 58 58 | 10 10 | 14 14 | 70 70 | 74 74 | 26 26 |
0x0000240 30 30 | 44 44 | 48 48 | 00 00 | 04 04 | 60 60 | 64 64 | 16 16 |
0x00002£0 20 20 | 46 46 | 50 50 | 02 02 | 38 38 | 12 12 | 14 14 | 44 44 |
0x0000310 46 46 | 16 16 | 18 18 | 48 48 | 50 50 | 24 24 | 26 26 | 56 56 |
0x0000330 58 58 | 20 20 | 22 22 | 52 52 | 54 54 | 28 28 | 30 30 | 60 60 |
0x0000350 62 62 | 00 00 | 02 02 | 32 32 | 34 34 | 08 08 | 10 10 | 40 40 |
0x0000370 42 42 | 04 04 | 06 06 | 36 36 | 70 70 | 42 42 | 46 46 | 74 74 |
0x0000390 78 78 | 48 48 | 52 52 | 76 76 | 00 00 | 56 56 | 60 60 | 04 04 |
0x00003b0 08 08 | 50 50 | 54 54 | 78 78 | 02 02 | 58 58 | 62 62 | 06 06 |
0x00003d0 10 10 | 32 32 | 36 36 | 64 64 | 68 68 | 40 40 | 44 44 | 72 72 |
0x00003£0 76 76 | 34 34 | 38 38 | 66 66 | 06 06 | 00 00 | 02 02 | 08 08
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Sample Data Bluetooth

Hop Sequence {k} for CONNECTION STATE (Adapted channel hopping seguence with
odd channels used) :

CLK start: 0x0000010

ULAP: 0x6587cbagd

Used Channels:0x2aaaaaaaaaaaaaaaaaaa

#ticks: 00 02 | 04 06 | 08 0a | Oc ODe | 10 12 | 14 16 | 18 la | 1lc le |
0x0000010 23 23 | 5353 | 5555 | 09 09 | 11 11 | 57 57 | 59 59 | 13 13 |
0x0000030 is ds | -egied || 71 FE | 28 25F | 2% 8y ] 98093 | s U5 | iZbeng |
0x0000050 31 31 | 45 45 | 47 47 | 77 77 | 03 03 | 49 49 | 51 51 | 05 05 |
0x0000070 07 07 | 61 61 | 63 63 | 17 17 | 53 53 | 19 19 | 23 23 | 51 51 |
0x0000090 55 55 | 09 09 | 13 13 | 41 41 | 45 45 | 11 11 | 15 15 | 43 43 |
0x00000b0 47 47 | 25 25 | 29 29 | 57 57 | 61 61 | 27 27 | 31 31 | 59 59 |
0x0000040 63 63 | 77 77 | 05 05 | 33 33 | 37 37 | 03 03 | 07 07 | 35 35 |
0x00000£0 39 39 | 17 17 | 21 21 | 49 49 | 75 75 | 45 45 | 47 47 | 77 77 |
0x0000110 01 01 | 49 49 | 51 51 | 03 03 | 01 01 | 53 53 | 55 55 | 03 03 |
0x0000130 05 05 | 57 57 | 5959 | 07 07 | 09 09 | 61 61 | 63 63 | 11 11 |
0x0000150 13 13 | 33 33 | 35 35 | 65 65 | 67 67 | 37 37 | 39 39 | 69 69
0x0000170 71 71 | 41 41 | 43 43 | 73 73 | 27 27 | 75 75 | 01 01 | 25 25
0x0000190 29 29 | 03 03 | 03 03 | 3131 | 3535 | 01 01 | 05 05 | 33 33 |
0x00001b0 37 37 | 07 07 | 11 11 | 39 39 | 43 43 | 09 09 | 13 13 | 41 41 |
0%00001d0 45 45 | 65 65 | 69 62 | 15 15 | 19 19 | 67 67 | 71 71 | 17 17 |
0x00001£0 21 21 | 7393 | 77 77 | 23 23. | 53 53 | 35:35 | 37 37 | 67 67 |
0x0000210 69 69 | 23 23 | 25 25 | 55 55 | 57 57 | 39 39 | 41 41 | 71 71
0x0000230 73 73 | 27 27 | 29 29 | 59 59 | 61 61 | 43 43 | 45 45 | 75 75
0x0000250 77 77 | 15 15 | 17 17 | 47 47 | 49 49 | 31 31 | 33 33 | 63 &3
0x0000270 65 65 | 19 19 | 21 21 | 51 51 | 11 11 | 65 65 | 69 69 | 23 23
0x0000290 27 27 | 5555 | 59 59 | 13 13 | 17 17 | 71 71 | 75 75 | 29 29 |
0x00002b0 3% 33 | 8F sV | 8L BL | I8 150 | 19 26 7] 7398 | 9 g7 d131 |
0x00002d0 35 35 | 47 47 | 51 51 | 05 05 | 09 09 | 63 63 | 67 67 | 21 21 |
0x00002£0 25 25 | 49 49 | 53 53 | 07 07 | 43 43 | 17 17 | 19 19 | 49 49 |
0x0000310 51 51 | 21 21 | 23 23 | 53 53 | 55 55 | 29 29 | 31 31 | 61 61
0x0000330 63 63 | 25 25 | 27 27 | 57 57 | 59 59 | 33 33 | 35 35 | 65 €5
0x0000350 67 67 | 05 05 | 07 07 | 37 37 | 39 39 | 13 13 | 15 15 | 45 45 |
0x0000370 47 47 | 09 09 | 11 11 | 41 41 | 75 75 | 47 47 | 51 51 | 01 01 |
0x0000390 05 05 | 53 53 | 57 57 | 01 01 | 05 05 | 61 61 | 65 65 | 09 09
0x00003b0 13 13 | 55 55 | 59 59 | 03 03 | 07 07 | 63 63 | 67 67 | 11 11
0x00003d0 15 15 | 37 37 | 41 41 | 65 65 | 73 73 | 45 45 | 45 49 | 77 77 |
0x00003f0 03 02 | 39 39 | 43 43 | 71 71 | 11 11 | 05 05 | 07 07 | 13 13
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Sample Data

3 ACCESS CODE SAMPLE DATA

€3 Bluetooth®

Different access codes (GIAC, DIACs, others...)

LAP with LSB as rightmost bit.

000000
fEEFFF
9eBb33
9e8b34
9e8b36
9e8b39
9eBb3d
9eB8b42
9e8b48
9e8b4f
9e8b57
9e8bs60
SeBbéa
9e8b75
9e8bs8l
9eBbie
9eBbSc
9e8bab
9e8bbb
9eBbcc
SeBbde
9e8bf1l
9eB8c05
9eBcla
9eBc30
SeBc47
9eBc5f
9eBcT8
9e8c92
9e8cad
9eBce9
9eBced
9e8do4
9e8d23
9eB8d43
9e8dé4
9e8dse
S9e8da?d
9e8ded
9e8df2
9egels
9eBe3f

wmopowp o

(LB TRV S N ¥ L N A V1 < ]

(S LV BV B S ¥ N Y N L SV BV TR I - )

mop opowow

u

Bit transmit order on air

7e7041e3
e758b522
475c58ce
28edici4
62337b64
c05747b9
7084eabl
64cBed2b
eic3i2se
8c7216a6
b2flec30
57bd3bz2
dob62457
81843a39
0ca%96681
aecdSasbc
17453fbf
f20968ad
015f4ale
dBéce95a0
614ef043
bag81ddc?
64a7dcd f
3595¢c221
cb35cc0d
12acl3b3
2c2f6925
3ai5lce4d
7396d0£3
Shofdfcd
aealeb3s
756dcebo
214cf934
37568c95
72281560
643260cl
e044£493
3b8bdo17
ce26edeb
eebfezdc
B82dcde3d
94c6ablc

40000004
TEFEEEFR
73345e72
cb345e72
1b345e72
e7345e72
2f345e72
90b45e72
04b45e72
bcbhas5e72
fab4se72
clb45e72
55b45e72
abb45e72
e0745e72
lc745e72
ce745e72
£f5745e72
£7745e72
Ocf45e72

a3f45e72
680c5e72
960c5e72
830cke72
788c5e72
3eBc5e72
078c5e72
124c5e72
6d4cse72
edcche72
99ccse72
882c5e72
bl2c5e72
foacse72
c9acse72
986c5e72
e56c5e72
6cec5e72
l3ecse72
c6lc5e72

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
def45e72 |
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

ffilcse72

Q 0 0 0 e 9 0 0 e L L @ A @ow!m

o

[ R R
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SR €) Bluetooth’
9e8es7 | a | 969059a6 799c5e72 | a
9e8e90 | a | c4dfccef 425¢c5e72 | a |
ge8eba | 5 | 3a7fc2c3 575c5e72 | a |
9e8ees | 5 | 57985401 69dc5e72 | a
9e8f11 | 5 | 0ae2a363 623c5e72 | a |
9e8f3e | a | di2dgee7 1f3c5e72 | a
9e8f6c | 5 | 547063a8 0dbc5e72 | a
9e8£9b | 5 | o63ffeel 367c5e72 | a
9e8fch | a | c9bcscfe fafese72 | a |
gesffc | 5 | 2efoobec cffese72 | a
9e902e | a | 8ec5052f 5d025e72 | a |
9e9061 | 5 | 1074blse 61825e72 | a
929095 | a | 9dssedes 2a425e72 | a |
9e90ca | a | fobe7b24 14c25e72 | a
929100 | 5 | 1oel0ddo c0225e72 | a
929137 | a | £fsadsac2 fb225e72 | a
9e916f | a | £7fbasfs 7daz5e72 | a
9e91a8 | 5 | 2£490e5b c5625e72 | a
9e9le2 | a | 94979982 91e25e72 | a |
9e921d | 5 | 26cda478 2e125e72 | a
9e9259 | a | aacbs8ldd 26925e72 | a
9e9296 | a | bfac7£5b da525e72 | a |
9e92d4 | a | c9a7b0a7 cad25e72 | a |
929313 | a | cl4zbdde 32325e72 | a
6l6cec | 5 | 586a491f Odcdalsd | 5 |
616ceb | 5 | 37db2de7 b5cdalsd | 5 |
61609 | 5 | 7d056ab? &5cdalad | 5 |
616ce6 | a | dfé1566a 99cdalsd | 5 |
6l6ce2 | 5 | 6fb2fb63 Slcdaléd | 5 |
61l6ecdd | 5 | 472bf454 2ecdal8d | 5 |
616cd7 | a | c020eb21 bacdalsd | 5 |
616cd0 | a | af918£d9 02cdalsd | s |
616cc8 | a | 9112f54f 44cdalsd | s |
616chbf | 5 | 488b2afl bfddalsd | 5 |
616ch5 | a | c£803584 2badalsd | 5 |
616caa | a | 9eb22bea ds4dalsd | 5 |
616c9e | a | a49cb509 9esdalsd | 5 |
616c91 | 5 | 06£889d4 624dalsd | 5 |
616c83 | a | bf70ec37 bosdalsd | 5 |
616c74 | a | ed3f797e 8bgdalsd | 5 |
616c64 | 5 | 1e695bcd 898dalsd | 5 |
616c53 | a | £fb250cdf b28dalsd | s |
616c4l | 5 | 42ad693c 608dalsd | s |
6l6c2e | a | aSb7ccl4a ddodalsd | 5 |
6l6cla | a | 9£f9952£7 9s60dalsd | 5 |
616c05 | a | ceab4c99 680dalsd | 5 |
616bef | a | d403ddde fdfsalsd | 5 |
616bds | 5 | 314fBacc c6f5alsd | 5 |
616bco | 5 | ofccfosa 80f5alsd | s |
616ba7 | 5 | 25030457 7975al18d | 5 |
616bad | a | dba3037b 6c75al8d | 5 |
616b72 | 5 | 4439cel7 13b5alsd | 5 |
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Sample Data

€3 Bluetooth®

61E6b5E | a | Bd417247 s5absalgd | 5 |
616b39 | 5 | 6as5bd76f e735a18d | 5 |
616blb | s | 592e8166 b635a184d | 5 |
6l6afc | 5 | 28609d46 cfdsalsd | 5 |
616adc | s | 51cb8clf 4edsalsd | 5 |
616abb | 5 | 7b047112 b755a184d | 5 |
616a99 | 5 | 4871271b e655a184d | 5 |
616a76 | 5 | 24bdc8c4 9b95a18d | 5 |
616a52 | a | edes7494 d295a18d | 5 |
6l6a2d | a | £989f30f sd15a18d | 5 |
616a07 | 5 | 0729£d23 7815a18d | 5 |
6169e0 | a | ebfoba4f 8lesalsd | 5 |
6169b8 | a | 89a64875 0765a18d | 5 |
61698f | 5 | 6cealf67 3c65alsd | 5 |
616965 | 5 | 25494310 29a5a18d | 5 |
61693a | 5 | 48ae45d2 1725a18d | 5 |
61690e | 5 | 7280db31 S5c25a18d | 5 |
6168el | a | celb9fi4 61csalsd | 5 |
6168b3 | 5 | 4b46727b 7345a184d | 5 |
616884 | a | ae0a2569 4845a18d | 5 |
616854 | a | ea5fc581 4aB5a18d | 5 |
616823 | 5 | 33c6la3f bl05al8d | 5 |
6167f1 | a | c49fbscs 63£9a18d | 5 |
6167be | 5 | saze0ckba sf79a1sd | 5 |
61678a | 5 | 60009257 1479%a18d | 5 |
616755 | a | 86314e62 eabgsalsd | 5 |
61671F | 5 | 3defdshbh bhe39a18d | 5 |
616628 | a | bff7e728 c5d9a18d | 5 |
6166b0 | a | bdal1512 4359a18d | 5 |
616677 | s | 6513b3bl £b99alsd | 5 |
61663d | a | decdz24s8 afig9ailgd | 5 |
616602 | a | £6542b5f dol9a1s8d | 5 |
6165¢c6 | a | dc4dbagb dsesalsd | 5 |
616589 | L | 42£500ea ed469a18d | 5 |
61654b | a | bf2885el 34a9%a1lsd | 5 |
61650¢ | a | ec4ce9bs 4c29a18d | 5 |
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Sample Data €3 Bluetooth’
4 HEC AND PACKET HEADER SAMPLE DATA

This section contains examples of HECs computed for sample UAP and packet
header contents (Data). The resulting 54 bit packet headers are shown in the
rightmost column. Note that the UAP, Data and HEC values are in hexadeci-
mal notation, while the header is in octal notation. The header is transmitted
from left to right over the air.

uAp Data HEC Header (cctal)

00 123 el 770007 007070 000777
47 123 06 770007 0C7007 700000
00 124 32 007007 007007 007700
47 124 ds 007007 0C7070 707077
oo 125 Sa 707007 0C7007 077070
47 125 bd 707007 007070 777707
00 126 el 077007 0€7007 000777
47 126 05 077007 0C7070 700000
oo 127 8a 777007 0C7007 070007
47 127 6d 777007 0C7070 770770
00 11b 9e 770770 0C7007 777007
47 11b 79 770770 0C7070 077770
00 1le 4d 007770 0C7070 770070
47 lic aa 007770 0C7007 070707
00 11d 25 707770 0C7070 700700
47 11d c2 707770 0C7007 000077
oo 1le 9d 077770 0C7070 777007
47 lle Ta 077770 007007 077770
00 11f 5 777770 007070 707777
47 11f 12 FT7770 007007 007000
HEC and Packet Header Sample Data 4 November 2004 733
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Sample Data GB Bluetooth’
5 CRC SAMPLE DATA

This section shows the CRC computed for a sample 10 byte payload and a UAP of 0x47.

Data

data[0] = Oxde
data[l] = 0x01
data[2] = 0x02
data[3] = 0x03
data[4] = 0x04
data([5] = 0x05
data (6] = 0x06
data[7] = 0x07
data[8] = 0x08
data[9] = 0x09
URP = Ox47

==> CRC = 64 d2

Codeword (hexadecimal notation):

4e 01 02 02 04 05 06 07 08 09 &d d2

NB: Over the air each byte in the codeword

is sent with the LSE first.

CRC Sample Data 4 November 2004 735

901



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 736 of 814

Sample Data 8 Bluetooth’

736 4 November 2004 CRC Sample Data

902



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 737 of 814

Sample Data €3 Bluetooth®
6 COMPLETE SAMPLE PACKETS

6.1 EXAMPLE OF DH1 PACKET

Packet header: (MSB...LSB)

LT _ADDR = 011
TYPE = 0100 (DH1)

FLOW = 0
ARQN = 1
SEQN = 0

Payload: (MSB...LSB)

payload length: 5 bytes
logical channel = 10 (UA/I, Start L2CAP message)

flow = 1

data byte 1 = 00000001
data byte 2 = 00000010
data byte 3 = 00000011
data byte 4 = 00000100
data byte 5 = 00000101

HEC and CRC initialization: (MSB...LSB)

NO WHITENING USED

AIR DATA (LSB...MSB)

Packet header (incl HEC):
111111000

000000111000

000111000
000111111000000000000000

Payload (incl paylcad header and CRC):
01110100

10000000

01000000

11000000

00100000

10100000

1110110000110110

Complete Sample Packets 4 November 2004 737
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Sample Data

6.2 EXAMPLE OF DM1 PACKET

LT_ADDR = 011
TYPE = 0011 (DM1)

FLOW = 0
ARQON = 1
SEQN = 0

Payload: (MSE...LSB)

payload length: 5 bytes

logical channel = 10 (UA/I, Start L2CAP message)
flow = 1

data byte 1 = 00000001
data byte 2 = 00000010
data byte 3 = 00000011
data byte 4 = 00000100
data byte 5 = 00000101

HEC and CRC initialization: (MSB...LSB)

uap = 01000111

NO WHITENING USED

AIR DATA (LSE...MSB)

Packet header (incl HEC):
111111000

111111000000

000111000
111000000111111111111000

Payload (incl payload header, FEC23, CRC and € padded zeros):

0111010010 11001
0000000100 01011
0000110000 11110
0000100000 00111
1010000011 01100
1011000011 00010
0110000000 10001

€3 Bluetooth®

738 4 November 2004
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Sample Data €3 Bluetooth’
7 WHITENING SEQUENCE SAMPLE DATA

This section shows the output of the whitening seqguence generator.

Whitening Whitening
Sequence LFSR
(=D7) T vonuss Do
1111111
1101111
1001111
0001111
0011110
0111100
1111000
1100001
1010011
0110111
1101110
1001101
0001011
0010110
0101100
1011000
0100001
1000010
0010101
0101010
1010100
0111001
1110010
1110101
1111011
1100111
1011111
0101111
1011110
0101101
1011010
0100101
1001010
0000101
0001010
0010100
0101000
1010000
0110001
1100010
1010101
0111011
1110110

H o KK P O KFEF OO OO KR ORFOoOEFEORLEPRFRRHREOSEOOROSEOoOOoOOPRPRPORFRFEKFEFOOOHRRB R
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H P 0O 0 o O O KFRFPOOH KB OKHOHEOOHREREEOOR R B

o o o oo H o o 4B B o o0 o+ O HMBEHOFEOQRHERHEO

1111101
1101011
1000111
0011111
0111110
1111100
1101001
1000011
0010111
0101110
1011100
0101001
1010010
0110101
1101010
1000101
0011011
0110110
1101100
1001001
0000011
0000110
0001100
0011000
0110000
1100000
1010001
0110011
1100110
1011101
0101011
1010110
0111101
1111010
1100101
1011011
0100111
1001110
0001101
0011010
0110100
1101000
1000001
0010011
0100110
1001100
0001001
0010010
0100100
1001000
0000001
0000010
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0000100

0001000
0010000
0100000
1000000
0010001
0100010
1000100
0011001
0110010
1100100
1011001
0100011
1000110
0011101
0111010
1110100
1111001
1100011
1010111
0111111
1111110
1101101
1001011
0000111
0001110
0011100
0111000
1110000
1110001
1110011
1110111
1111111

B R EE O D OO FE P P ORKEKEKFEFOORFROEHFEOOORFEFOORHOOOO
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Sample Data e; Bluetooth’
8 FEC SAMPLE DATA

Rate 2/3 FEC -- (15,10) Shortened Hamming Code

Data is in hexadecimal notation, the codewords are in binary notation. The codeword bits
are sent from left to right over the air interface. The space in the codeword indicates
the start of parity bits.

Data: Codeword:
0x001 1000000000 11010
0x002 0100000000 01101
0x004 0010000000 11100
0x008 0001000000 01110
0x010 0000100000 00111
0x020 0000010000 11001
0x040 0000001000 10110
0x080 0000000100 01011
0x100 0000000010 11111
0x200 0000000001 10101
FEC Sample Data 4 November 2004 743

909



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 744 of 814

Sample Data 8 Bluetooth’

744 4 November 2004 FEC Sample Data

910



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 745 of 814

Sample Data €3 Bluetooth’
9 ENCRYPTION KEY SAMPLE DATA

Explanation:

For the sections 9.1 - 9.5, the hexadecimal sample data is written with the least
significant byte at the leftmost position and the most significant byte at the
rightmost position. Within each byte, the least significant bit (LSB) is at the
rightmost position and the most significant bit (MSB) is at the leftmost position
Thus, a line reading:

aco: 48afcdd4bd40fef76693b113

means aco[0]=0x48, ac[1]=0xaf, ..., aco[11]=0x13. The LSB of aco[11] is ‘1’
and the MSB of aco[11] is ‘0’.

Key [ i]: denotes the ith sub-key in Ar or A',;
round r: denotes the input to the rth round;
added ->: denotes the input to round 3 in
A'r after adding original input (of round 1).

9.1 FOUR TESTS OF E1

rand :00000000000000000000000000000000
address :000000000000
key :00000000000000000000000000000000

round 1:00000000000000000000000000000000
Key [ 1]:00000000000000000000000000000000
Key [ 2]:4697blbaa3b7100ac537b3lc95a28ac64
round 2:78d19f9307d2476a523ec7aBal26042a
Key [ 3] :ecabaac66795580d4df89%af66e66dc053d
Key [ 4] :8ac3dB8B896ae9364943bfebd4969b68al0
round 3:600265247668ddale81c07bbb30ed503
Key [ 5]:5d57921£d5715cbb22clbe7bbc996394
Key [ 6] :2a61b8343219fdfb1740e6511d41448fF
round 4:d7552ef7cc9dbde568d80c2215bc4277
Key [ 7] :dd0480dee731d67£01a2£739da6f23ca
Key [ 8]:3ad01cdl303el2alcdOfelaBafB2592c
round 5:fb06bef32b52ab8f2adf2beef7f6d0cd
Key [ 9]:7dadb2efc287ce75061302904£2e7233
Key [10]:c08dcfa98le2c4272f6c7a9f52e11538
round 6:bd6b71llebb3cfé9e847a75f0ab884bdd
Key [11] :fc2042¢708e409555eB8c147660E£4E47
Key [12] :fa0b21001af9aéb9e89e624cd9915042
round 7:c585f308££19404294£06b292e978994
Key [13]:18b40784eaSba4cB0ecb48694b4e9c35
Key [14] :454d54e5253c0c4as8b3feca7dbebacfs
round 8:2665fadbliacf952bf74b4abl2264bof
Key [15]:2df37c6d9db52674£29353b0f011eds3
Key [16] :b60316733ble8e70bd861b477e2456f1
Key [17] :884697blbaa3b7100ac537b3c95a28ac
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round 1:158ffe43352085e8abec7alBelfflbat

Key [ 1] :e9e5dfclb3a79583e9e5dfclb3a79583
Key [ 2]:7595bf57e0632c59f435c16697d4c864
round 2:0b5cc75febcdf7827ca29ec0901bébsb
Key [ 3]:e31b9safcc75d286ef0ae257cbbc05b?
Key [ 4]:0d42a27b471bc0108c6263aff9d9b3béb
round 3:e4278526cB429211f7£2f0016220aef4
added ->:f1b68365fde217£952de6a89831£d495¢c
Key 5] :98d1eb5773cf59d75d3b17b3be37c191
Key [ 6]:£42b79282408ddd4ealaa7511133336f
round 4:d0304ad18337£86040145d27aa5cB8153

Key [ 7]:331227756638a41d57b0f7e071ee2a98
Key [ 8]:aa0dd8ccé68b406533d0f1ld64aabacf20
round 5:84db909d213bb0172b8b6aaf71bf1472
Key [ 9]:669291b0752e63£806fce76£102119c8
Key [10] :efg8bdd4ebesee0277esb78adeflecls4
round 6:£835f52921e903dfa762f1df5abd7£95
Key [11]:£3902eb06dc409cfd78384624964bE51
Key [12]:7d72702b21£97984a721c99b0498239d
round 7:ae6c0b4bb09f25c6a5d9788a31b605dl
Key [13]:532e60bceaf902c52a06c2c283ecfai2
Key [14]:181715e5192efb2a64129668cf5d49dd4
round 8:744a6235b86cclb853cc9f74f6be5311
Key [15]:83017c1434342d4290e961578790£451
Key [16] :2603532f365604646f£65803795¢ccces
Key [17]:882£7c907b565ea58daelc928a0dcfdl
sres :056c0fes

aco :48afcdd4bd40fef76693b113

rand :be3f30689647c8d7¢c5a03ca8la%leceb
address :7ca89b233cz2d

key :159dd9f43fc3d328efbalcd8agelfas’
round 1:bc3f30689647¢8d7c5a03caBlagleceb
Key [ 1]:159dd9f43fc3d328efbalcd8aB6lfas?
Key [ 2]:326558b3¢c15551899a97790e65ff669%e
round 2:3e950edfl197615638ccl9c09f8fedc9b
Key [ 3] :62e879b65b9f53bbfbd020c624bldes2
Key [ 4]:73415f30bac8ab6l1f410adc9442992db
round 3:6a7640791cb536678936c5ecd4aesa’3
Key [ 5]1:5093cfald3lclc48acd76df030ealdc3l
Key [ 6]:0bd4acc2b8fl1f694fc7bd91f4a70£3009
round 4:fca2c022a577e2ffb2aal07589693ec?
Key [ 7]:2ca43fcB817947804ecff148d50d6f6ce
Key 8] :3fcd73524b532e00b7£7825bea2040a4
round G5:e97f8eadedlacf4a3effcl?79dcebbsel
Key [ 9] :6cé7becicae8c8cc4d289£69436d3506
Key [10] :95ed95ee8cb97e61d75848464b££fb379
round 6:38b0726147340d028749del773a415c7
Key [11]:ff566c1fcéb9daSac502514550£3e9d42
Key [12] :ab5ce3f5cB887d0f49b87e0d380e12£47
round 7:58241flaed7clc3e047d724331a0b774
Key [13] :a2cabé6f95eac7d655dbe84abed4cd7E5

746 4 November 2004 Encryption Key Sample Data

912



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3]

page 747 of 814

Sample Data

Key [14] :f5caff88af0afBcd2a20b5bbd2c8b460
round 8:3dlaaeff53c0910de63b9788b13c490f
Key [15]:185099¢1131cf97001e2f36£fda415025
Key [16] :a0ebb82676bc75e8378b189eff3f6bld
Key [17] :cf5b348aaee27ae332b4af1bfal0289aé
round 1:2e4b417b%a2a9cfd7d8417d9a6a556eb
Key [ 1] :fe78b835£26468ab069£d3991b086fda
Key [ 2]:095c5a51c6fa6d3acld57faldaa3iszbd
round 2:b8bcasldebb45afod92beadds300£f5ed
Key [ 3]:lafseedfsl7fdofdec00beio4l92cffe
Key [ 4):f4a8a059cl1f575£076£5fbb24bf16590
round 3:35laalédec2c3a478708024%ed323eae
added ->:1b65e2167656d6bafaBc19904bd79445
Key [ 5]:8c9d18d9356a9954d341b4286e88ealf
Key [ 6] :50958d370102c988B1bf753e69c7da029
round 4:2ce8fef47ddacaSbee74372e33e478a2
Key [ 7] :7eb2985c3697429fbe0da334bb51£795
Key [ 8]:af900f4b63al1138e2874bfb7c628b7bs
round 5:572787f563el1643clcB862b7555637fb4
Key [ 9] :834cB8588dd8f3d4£31117a488420d69b
Key [10] :bc2b%b81c15d9a80262£3£48e9045895
round 6:16b4968c5d02853c3a43aad4cdbS5f26ac
Key [11] :£08608c9e39ad3147cba61327919¢c958
Key [12]:2d4131decf4fa3a959084714a9e85¢ll
round 7:10e4l120c7cccefddd4bad4esdass71b0l
Key [13]:c934fd219c4a2b5361faBeef05a29572
Key [14]:4904017aa4786R240471007cde3a97c0
round 8:f9081772498fed41bsffd72b71fcfecs
Key [15) :ea5e28687e97fa3£833401cB86e6053ef
Key [16]:1168f58252c4ecfccafbdb3af857boE2
Key [17] :b3440f69ef951b78b5cbd6B66275301b

sres :8d5205¢5

ace :3ed75dfdabdoafe38d144e94

rand :0891caee063f5da1809577ff94cedefb
address :c62f19f6ce98

key :45298d06e46bac21421ddfbed94c032b

round 1:089%lcaeel63f5dalg09577ff%4ccdefb
Key [ 1]:45298d06e46bac21421ddfbed94c032b
Key [ 2]:8f03elelfelclf91cad35a897bcd00597
round 2:1céca013480a685c1b28e0317f7167el
Key [ 3]:4f2ce3a092dde854ef496cBl26a69eBe
Key [ 4]:968caee2ac6d7008c07283daece7£2f2
round 3:06b4915f5fecclfc551a52048f0af8a26
Key [ 5]:ab0d5c31£94259%a6bfB5ee2d22edf56c
Key [ 6]:dfb74855c0085¢ce73dcl17b84bfds0a92
round 4:077a92b040acc86eéedas’77dble7ale?
Key [ 7]:8£888952662b3db00d4e%04e7eas3bs5d
Key [ 8] :5e18bfcc07799b0132db88cd6042£599
round 5:7204881fb300914B25fdc863eBceadfl
Key [ 9] :bfca9ladSbd3idlal6c582bld5512dddE
Key [10] :a88bc477e3fald5a59%b5e6c£793c7a4l
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round 6:27031131d86cea2d747deb4f756143aa
Key [11] :f3cfb8dacB8aea2acaBef9safiaza2767
Key [12] :77beb90670c5300b03aa2b2232d3d40c
round 7:fc8cl3d4914%blceBdB86f96e44a00065
Key [13]:b578373650af36a06e19fe335d726d32
Key [14] :6bcee918c7d0d24dfdf42237£c£99d53
round 8:04ef5f5a7ddf846cda0a07782£c23866
Key [15]:399f15B241eb3e079f£45d7b3649%0e7ea
Key [16€]:1bcfbe98ecde2add52aa63ea79fbo17a
Key [17] :ee8bc03ec08722bc2b075492873374af
round 1:d989d7a40cde7032d17b52£8117b694d5
Key [ 1]:2eccécc797cc4lazab02007f6af3ocae
Key [ 2] :acfaef7609c12567d537aelcf9dc2198
round 2:8e76eb9a29b2adSeea?790db97aee37cl
Key [ 3]:079c8ff9b73d4284f879906a0bB7a60B
Key [ 4]:19£2710baf403a494193d201f3a8c439
round 3:346bb7c35b2539676375aafe3af69089
added ->:edf48e675703a955b2f0£fc062b71£95¢
Key 5] :d623a6498f915ch2c8002765247b2f5a
Key [ 6]:900109093319bc30108b3d9434a77a72
round 4:fafbé6clf3ebbd2477be2da49dd923£69
7] :e28e2ee6e72e7f4e5b5c11£104204228
Key 8] :8e455cdl11£8b9073a2dfa5413¢c7ad4bes
round 5:7¢72230df588060a3¢c£920£9b0a08£06
Key [ 9] :28afb2é6e2c7a64238cdlcefclécs53e74
Key [10] :d08dcafc2096395ba0d2ddddoed71£f4d
round A:55991d4df991dh2aff00073a12haain3ld

Key

Key [11] :fcffdcclad8faae091a7055b934£87cl
Key [12]:£8df082d77060252c02d91e55bd6a7d6
round 7:70ec682ff864375£63701fad4febe5377
Key [13] :bef3706e523d708e8a44147d7508bc35
Key [14]:3e98ab283ca2422d56a56cf8b06caeb3
round 8:172fl12ec933das5504bdeasco0£f8f0ea
Key [15] :87ad9625d06645d22598dd5ef81leazc
Key [16] :8bd3db0cc8168009e5da90877el3a36f
Key [17]:0e746314d813a8351ac7039b348c41b42
sres :00507e5f

aco :2a5f19fbfe0907e69£39cadf

rand :0ecd61782b4128480c05dc45542blbic
address :f428f0e624b3

key :35949a914225fabad921995d226del1d9z

round 1:0ecd61782b4128480c05dc45542blbse
Key 1] :35949a914225fabad91995d226deld92
Key [ 2]:eatéb3dccccBee5d88de349fa5010404f
round 2:8935e2e263fbc4b9302cabdfclO6beeie
Key [ 3]:920f3a0f2543ce535d4e7f25ad80648a
Key [ 4]:ad47227edf9c6874e80baBlebb95d2c9
round 3:b4cB8b878675f184a0c72f3dab51£f8£05

Key 5] :81a%941ca7202b5e884ae8fad493ecac3d
Key [ €] :bedel520bee3660e86ce2f0fb78b9157
round 4:77ced9f2fc42bdd5c6312b87£c2377c5

€3 Bluetooth®
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Key [ 7] :cBeee7423d7c6efa75ecec0d2cd969d3
Key [ 8]:910b3f838a02ed441fbe863a02b4aldo
round 5:fe28e8056£3004d60bb207e628b39¢cf2
Key [ 9]:56c647c1le865eb078348962ae070972d
Key [10] :883965da77ca5812d8104e2b640aec0d
round 6:1£2ba92259d9e88101518f145a33840£F
Key [11]:61d4cb7e4£8868a283327806a9%bd8dad
Key [12] :9£57de3a3ff310e21ldcles96ce060304
round 7:cc9b5d0218d29037e88475152ebebb2f
Key [13] :7aaldsadclaeed7127ef9al8feeb2dse
Key [14] :b4adb9da3bfB865912acd14904c7£7785d
round 8:b04d352bedc02682e4a7f59d7cdaldba
Key [15]:a13d7141ef1f6c7dB867e3d175467381b
Key [16] :08b2bc058e50d6141cdd566a307elacc
Key [17] :057b2b4b4beSdclac49e50489b8006C9
round 1l:5cfacc773bae995cd7£1b8le7c9ec7df
Key [ 1]:1e717950£5828f3930fe4a9395858815
Key [ 2]:d1623369b733498bbcB894f75866c544¢
round 2:d571ffa21d9daa757blala3c962fcédc

Key [ 2]:4abf27664ae364ccBa7eSbcf88214ccd
Key [ 4] :2aaedda8dc4933ddéacafées5c0d5a4682
round 3:el7cB8e498a00f£125bf654c938c23£364
added ->:bd765a3eblae8a756856048df0clbab2
Key [ 5]:bc7f8ab2d86000£f47bl1946cc8d7a7a2b
Key [ 6] :6b28544cbl3ecéc5d98470df2cf900b7
round 4:a9727c26£2f06bd9920e83cB8605dcd76
Key [ 7] :1beB40d49107f2c9523fAAhb19f5464a1
Key [ 8]:61défblaa2f0c2b26fb2a3dédeB8cl77c
round 5:aeff751fl46eabTe4626b2e2c9e2fb39
Key [ 9]:adabfc82570c568a233173099£23f4c2
Key [10] :b7dfeb55ad266c0£1££7452101£59101
round 6:cf412b95£454d5185e67ca671892e5bd
Key [11]:8e04a7282a2950dcbaea28f300e22de3
Key [12]:21362cl114433e29bda3e4d51£803b0ct
round 7:16165722fe4e07ef88f8056b17489567
Key [13]:710c8fdSbb3cbb5f132a7061de518bd9
Key [14]:0791de7334f4c87285809343f3ead3bd
round 8:28854cdsad4a3c572bl15490d4b81lba3f
Key [15] :4f47f0e5629a674bfcd13770eb3azbde
Key [16] :58a6d%aléa284cclaead2126c79608al
Key [17]:a564082a0a98399f43f535fd5cefad34

sres :80e5629c
aco :a6feddcde3924611d3cchbal
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9.2 FOUR TESTS OF E21

rand :00000000000000000000000000000000
address :000000000000

round 1:00000000000000000000000000000000
Key [ 1]:00000000000000000000000000000006
Key 2] :4697blbaa3b7100ac537b3c95a28dc94
round 2:98611307ab76bbde%a86aflce8cad4lz
3] :ecabaac66795580d4f8%af66e665d863d
Key 4] :8ac3d8B9%6ae9364943bfebd4aza7e8a0
round 3:82099%ad2ec618f4b578974beecedfge?

Key

added ->:820999ad2ec618f4b578974becedf9e7
Key [ 5]:5d57921£d5715cbb22clbedblc996394
Key [ 6]:2a61b8343219fdfb1740e9541d41448¢f
round 4:acd6edec8758lac22dbdcb4eadcedia
Key [ 7]:dd0480dee731d67£01ba0f39dacf23ca
Key [ 8]:3ad0lcdl303el2al8dcfefaBaf82592c
round 5:1c7798732f09fbfe25795a4a2fbc93c2
Key [ 9]:7dadbZefc287ce7b0c1302904£2e7233
Key [10] :c08dcfa®8le2f4572f6c7a9f52e11538
round 6:c05b88b56aa70e9c40c79bb81cd911bd
Key [11] :fc2042c708658a555e8c147660££dE47
Key [12]:fa0b21002605a6b%e89e624cd9915042
round 7:abacc71b481lc84c798dlbdf3de2f7e20
Key [13] :18b407e44a5ba4c80ecb48694bsegcis
Key [14]:454d57e8253c0c4a8b3fcca’dbebaef4
round B8:€8204el1183ae85c[19edb2¢86215b700
Key [15] :2d0b946d9db52674£29353b0£011ed83
Key [16] :76c316733b1e8e70bd861b477e2456f1
Key [17] :8e4697blbaa3b7100ac537b3c95a28ac
Ka :dl4ca028545ec262cee700e39b5c3 %ee
rand :+2dd9a550343191204013b2d7e1189d09
address :cac4364303b6

round l:cac4364303becac4364303becac4iedsl
Key [ 1]:2dd9%a550343191304013b2d7e1189d0f
Key 2] :14c4335b2c43910c5dec71d81al4242b
round 2:e169f788aad45a%011£11db5270b1277
Key [ 3]:55bfb712cbales8dlas8fee74cdof43ss
Key [ 4]:2a2b3aaccac95caef2821b0fb48cc253
round 3:540£9c76652e92c44987c617035037bf

added ->:9ed3d23566e45c007fcac9alc9l46dfc
Key [ 5]:a06aab22d49a287384042976b4b6b00ee
Key 6] :c229d054bb72e8eb230e6dcdbiz2dl6b7
round 4:83659a41675£7171ea57909dc5a79%ab4
Key [ 7]:23c4812abl1905ddf77dedaed4105649a
Key [ 8]:40d87e272a7al554ae2e85e3638cdE52
round 5:0b9382d0ed4f2fccdbbédd0db7bl30a4
Key [ 9] :bdc064c6a39feb84afes0db3ssfe2aics
Key [10]:58228db841ce3cee983aa721f36aalbs

round 6:c6ebda0f8f489792f09¢c189568226c1f
Key [11] :a815bacdéfa747a0d4£52883ac63ebe”?
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Key [12] :a9ce513b38eal06cil3ecaaefcf1d0ofs
round 7:75a8abal7e69c9065bcd831c40115116
Key [13]:3635e07479244122130e5bB824e52¢cd60
Key [14]:511bdbé1lbb28de72a5d794bffbf407df
round 8:57a6e279dcb764cf7dd6a749ddE0cT35
Key [15]:232f5£21044b6744b6d913b13cdbdcla
Key [16]:9722bbaeef281496ef8c23a9d41e92f4
Key [17] :807370560ad7e8al3al54a65a03b4049
Ka :e62f8bac609139b399%9%aedbe9d228042
rand :dab3cffe9ds5732dlb7bf4ac67ae5ea24
address :02f8fd4cdeel

round 1:02f8fd4cdé6102f8fddcdeslo2fsfdac
Key [ 1] :dab3cffedd5739d1b7bfdat67ae5es22
Key [ 2] :e3l5a8a65d809%ec7¢289e69c899fbdee
round 2:ef85f£f081b8709405e19f3e275cec7de
Key [ 3]:df6all19bb50945fc8a3394e7216448£3
Key [ 4]:87fe86fb0d58b5dd0fb3bsbldab51d407
round 3:aa25c21bf577492dd97381le3e%edcc54
added ->:a81dbf5723d8dbd524bf5782ebe5c918
Key [ 5]:36cc253c506c0021¢c91fac9d8c469e90
Key [ 6] :d5fda00£113e303B09%b7f7d78alazble
round 4:9e69ceSb53caec3590894d2baed4ledd
Key [ 7] :cl4bSedclOcabflebc2azbadaBaeled
Key [ 8] :74cél13lafcBdce7ellb03blea8sl0clé
round 5:a5460fa8cedcad8al4fd02209e01£f02e
Key [ 9]:346cfeS553c6cbed713edbssfadehed6a
Key [10] :bddf027cb059d58£0509£8963e5bdecé
round 6:92b33flleadcacc5a43dd05£13d334dd
Key [11] :8eb%e040c36c4clOb4a7fdidd354d53c4
Key [12] :c6ffecdd5el35b20879b%dfa4b34bfs1
round 7:fb054laaSe5dflaglcSlaefel6ebsa4l
Key [13]:bfl2f5acbaosdfcdafdadbdfce8c997d9
Key [14] :37c4656b9215f3c559%ea688fb64ad327
round 8:f0bbd2b%4ae374346730581fc77a%c98
Key [15]:e87bb0d8eébfd2leadf779%9aBecelasésc
Key [16] :faa471e934fd415ae4c01l13ec7f0asad
Key [17]:95204a80b8400e49db7cfefd2fd40d9%a
Ka :b0376d0a%b338c2e133c32b69cb816b3
rand :13ecad08ad63c37fBa54dc56e82f4del
address :9846c5ead4d9

round 1:9846c5ead4d99846c5ead4d99B846csea
Key [ 1]:13ecad08adé63c37f8a54dc56e82f4de7
Key [ 2]:2d04f127bed50b5e671d6510d4392eaed
round 2:97374el8cddl0a6f7a5aa49dlac875c84
Key [ 3]:57adl159%9e5774fa222£2£3039b9cd5101
Key [ 4]:9ale%el068fede02ef90496e25(d8e79
round 3:9dd3260373edd9d5f4e774826b88fd2d
added ->:0519ebe%9a7c6719331d1485bf3cec2c?
Key [ 5]:378dcel67db62920b0b392f7cfcallée
Key [ 6] :db4277795cB87286faee6ce9a6b71asl3
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round 4:40ec656345029%ac4el120d88672504d6
Key [ 7] :ec0laa2f5a8a793b36clbb858d254380
Key [ 8]:292la66cfaSbf74ac535424564820e98
round 5:57287bbb041bdéaséc2bd93led410cd4
Key [ 9]:07018ed45aab61b3c3726ee3d57dbd5Ef6
Key [10]:627381f0fad4c02b0c7d3e7dfbffc3333
round 6:66affa66ad8dcd3celcbfeciflceazTee
Key [11]:33b57¢925bd5551999f716e138efbe79
Key [12]:ae6dc7f9aa95bcc9243aebd12608£f657a
round 7:450e65184fd8c72¢578d5cdecb286743
Key [13] :aéa6db00fd8c72a28ea57ea542£6e102
Key [14]:dcf3377daeb2e24e61f0ad6620951clf
round 8:e5ebl80b51%a4e673f21b7c4f4573fF3d
Key [15]:621240b9506b462a7fa250da41844626
Key [1€]:2e297810£01£43dc35756cd119ee73d6
Key [17] :b959835ec2501ad3894£8b8f1£4257£f9
Ka :5b6le83ad04d23e9d1ce98851£fa30447

9.3 THREE TESTS OF E22

(for K_master and overlay generation)

rand :001del6e9248850245a5f7cc7£0d6de33
PIN :d5a51083a04a1971f18649ea8b79311a
round 1:001delé69248850245a5£7cc7£0ded623
Key [ 1]:d5a51083a04al1971f18649%eaB8b79311a
Key [ 2]:7317cdbff57f9b99f9810a2525b17cc?
round 2:5f05¢143347b59%acae3cb002db23830f
Key 3] :f08bd258adfld4ae4as54dB8ccb26220b2
Key [ 4]:91046cbb4ccc43dbladedd36eca73lleb

round 3:c8f£3e3300541a25b6ac5aBic3105£3c4
added ->:c810¢45921c9f27£302424cbecldbc9e?
Key [ 5]:67fb2336f4d9f069das58d11cB82f6bdos
Key [ 6]:4fed702c75bd72c0d3d8£38707134¢50
round 4:bd5e0c3a97fa55b91a3bbbfi06ebbo78
Key [ 7]:41c947f80cdc0464c50aaB89070af3l4c
Key [ 8] :680eecfasdaf41c7109¢c9a5cbl£26d75
round 5:21lcla762c3cc33e75ceB8976a73983087
Key [ 9]:6e33fbdg4do0ff8f72e8a7a0d2cebedc
Key [10] :£4d726054cé6b948add99fabb5733dde3
round 6:56d04f484345582f6b574a449bals5eb
Key [11] :4eda2425546a24cac790f49ef2453b53
Key [12]:cf2213624ed1510408a5a3e00b73334df
round 7:120cf9963fe9ff22993£7£d4£960049b8
Key [13] :d04bla25b0b8fec946d5ecfas26d04cy
Key [14]:01e5611b0f0el40bdb64585fd3ae5269
round 8:a6337400ads8ch47fefb91332£5¢cb2713
Key [15]:f15b2dcd433f534f61bf718770a3698bl
Key [16]:£99040273d8ea2b%9e0b45917a781c720
Key [17]:£41b3cc13d4301297bbsbdfcb3e5aldd
Ka :539e4f2732e5ae2dele0401£0813bdod
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rand :67ed56bfcf99825£0c6b349369dalitab
PIN :7885b515e84b1£082cc499976£1725¢ce
round 1:67ed56bfcf99825f0c6b349369da3obb
Key [ 1]:7885b515e84b1f082cc499976f1725ce
Key [ 2]:72445901£fdaf506beb036£4412512248
round 2:6bl60b66alfec26clf3432f463ef5aal
Key [ 3] :59f0e4982e97633e5e7£fd133af8f2c5b
Key [ 4]:b4946ec77a41bf7c729d191e33d458ab
round 3:3f22046c964c3e5ca2al26ec9a’easfe?
added ->:580f5ad359%e5c003ae0daz5aced44cfde
Key [ 5]:eb0b839f97bdf534183210678520bbef
Key [ 6]:cff0bcd4aS4e5cBb2a2d24d9f59031el9
round 4:87aaflfc0ff88e744c195249b9a33632
Key [ 7]:592430£1448£93db9%5ddé691af0457764d
Key [ 8] :3b55b404222bf445a6a2ef5865247695
round 5:83dcf592a854226c4dcd%4elecflbois
Key [ 9]:a9714b86319%ef343a28b87456416bd52
Key [10] :e6598b24390b3a0bf2982747993b0d78
round 6:dee0dl3a52e96bcf7c72045a21609fcé
Key [11]:62051d8c51973073bf£959b032c6ele2
Key [12] :29e94f4ab73296c453c833e217ala85b
round 7:0848800576le6c7c4dbb203ae453fe3a
Key [13]:0e255970b3e2fc235f59fc5acblles8ce
Key [14] :d0dfbb3361feeédaffedSbabflcd7abt
round 8:0d81e8%bddde7a7065316cd47574feb8f
Key [15] :c12eeed4ebi8h7a171f0f736003774h40
Key [16] :8£962523f1c0abd%a087a0dfbl1164343
Key [17]:24belc66cf8b022£12f1fb4c60c93£dl

Ka :04435771e03a%daceb8bblas93eedbds
rand :40a94509238664f244ff8e3d13b119d3
PIN :1ced4839badde30396d03cdc36£23006

round 1:40a94509238664£244ff8e3d13b119c3
Key [ 1]:1ce44839badde30396d03c4c36£23006
Key [ 2]:6dd97a8f91de28bed4bl8ls7afladdchba
round 2:0eac5288057d9947a24eabcl744c4582
Key [ 3]:fef9583d5£55fd4107ad832a725db744
Key [ 4]:fc3893507016d7c1db2bd034a230a069
round 3:60b424f1082b0cc3bdélbe7bdc0155£0
added ->:205d69f82bb17031f9604cd465fb26e33
Key [ 5]:0834d04f3e7el1f7f85f0c1dbsB85ablls
Key [ 6]1:1852397£9a3723169058e9b62bb3682b
round 4:2cébt&5ad9décafes566675afddefardrd
Key [ 7]:6cl0da2ld762ae4aclba22a96d9007b4
Key [ 8]:9aa23658b90470a78d686344bBashboe?
round 5:a2c537899665113a42flac24773bde31
Key [ 9]:137dee3bf879fe7bd02fesd888e84f16
Key [10] :466e315a1863f4740£93bc6827c£3450
round 6:226982%80d79%b21ed3e20fBcle71ba’e
Key [11] :0b33c£831465bb5c979e6224d7£79f7¢
Key [12] :92770660268ede8278104707a0977d73
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round 7:e7b063c4e2e3110bB9b7el631c762dd5
Key [13] :7be30aed496lcf24cal7e25a77bb7a9f8
Key [14] :be65574a33ae3leces82dbd2826d3ccla
round 8:7a%963e37bZc2e76b4839cfe40a2cf00es
Key [15] :ed0ba7dd30d60a5e69225f0a33011e5b
Key [16] :765c990f4445e52b39%e6ed61l05adlcef
Key [17]:52627bf2£35d494£30d5b07ef15901ade
Ka :9cde4b60£9b5861ed9df80858bacef7£

9.4 TESTS OF E22 WITH PIN AUGMENTING

for PIN lengths 1,...,16 bytes

rand 124b101£f4356117d42c0545a4247357048
PIN length =16 octets

PIN :£d397c7£5c1£937cdf82dB816cc3T7e2
round 1:24b101fd56117d42c0545a4247357058
Key [ 1]:£d397c7f5c1£937cdf82d8816cc3T77e2
Key [ 2] :0f7aac9c9b53f308d9fdbf2c78e3cile
round 2:838edfel226266953ccbaB379d873107
Key [ 3]:0b8aclB8d4bb44fadzefallsSed3v945abe
Key [ 4]:887bleéb062a83bfa469772c25b456312
round 3:8cd0c9283120abag%a7f9de35dd4fedf
added ->:a88lcad5673128ea5ad3f7211a096e67
Key [ 5]:2248cbe6d299e9d3e8fd35a91178f65b
Key [ 6]:b92af6237385bd31f8fb57fblbdd824e
round 4:2648d9c618a622bl0ef80c4dbatféBbag
Key [ 7] :2bf5ffeB4a37878ede2d4c30be60203b
Key [ 8] :c9cbé6cec60cb8aB8f29b99fcf3e7le40f
round G5:bSa7d9esefe8blaccebflclde3914d0f
Key [ 9]:5c2f8a702e4a45575b103b0cce8adlce
Key [10]:d453db0c9f9ddbdlle355d9a34d9bllb
round 6:632a091le7eefell36857ddafdlf£3265
Key [11]:32805db7e59c5ed4acabf3igd27esfece
Key [12] :fde3a8eedfa3al2be09¢cla8a00890£47
round 7:048531e8fd3efa95910540150£8b137b
Key [13] :def07eb23£3a378£059039a2124bcdc2
Key [14]:2608c58f23d84a09b9ced5es5caaclabd
round B8:461814ec7439d412d40732f0a6£79%a6a
Key [15] :0a7edlé648la623e56eeldda2ffa74f334
Key [16] :12add59aca0d19532f1516979954e369
Key [17]:dd43d02d39ffd6a3B6a4b98b4ac6ebll

Ka :asf2adfi28ed4e6a2b42f19c8b74baBs4
rand :321964061lac49a436f9fb9824ace3£8b
PIN length =15 octets

PIN :ad955d58b6b8857820acl262d617a6

address :0314c0642543
round 1:32196406lac4%9a436f£9fb9824ac63f9%
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Key [ 1] :ad955d58b6b8857820acl1262d617a603
Key [ 2]:£281736f68e3d30b2ac7c67£125dc416
round 2:7c4adecell98681f4bafd309328b7770
Key [ 3]:43c157f4c8b360387c32ab330f9c9aas
Key [ 4]:3a3049945a298f6d4076c19219c47c3ch
round 3:9672b00738bdfafobd92a855bcef3afb
added ->:a48b1401228194bad23161d7£6357960
Key [ 5] :cBe2eaa6d73b7del8f3228ab2173bc62
Key [ 6]:8623f44488222e66a293677cf30bf2bb
round 4:9b30247aad3bf133712d034b46d21c68
Key [ 7] :£3e500902fba3ldb%baes0ef30e4B84ad
Key [ 8]:49d4bl137c18f4752dd9955a5a8d2£43
round 5:4492c25fda08083a768b4b5588966h23
Key [ 9] :9d59c451989%e74785cc097eda7ed2abs
Key [10] :251de25f3917dcd99c18646107a641fb
round 6:21ae346635714d2623041f269978c0ee
Key [11] :80b8f78cblad49ecOc3e32a238es0fddf
Key [12] :bebB4f4d20a50ledazdecfbded4B81902b
round 7:9b56a3d0£8932f20c6a77a229514fb00
Key [13]:852571b44f35£fd9d9336d3c1d2506656
Key [14] :d0a0d510fb06ba76e69bB8ee3ebeclb725
round B8:6cdB492b2fd31a86978bcdfe44eb0Bas
Key [15] :c7ffd523f£32a874ed4a93430a25976de
Key [1€] :16cdcb25e62964876d951£fdcc07030d3
Key [17] :def32c0el12596f9582e5e3c52b303£52

Ka :c0ecla5654e2b48d54297911e6c98b8E
rand :d4ae20c80094547d7051931b5cc2a8ds
PIN length =14 octets

PIN :el232e2c5£3b833b3309088a87b6

address :fabecc58e609

round 1:d4ae20c80094547d7051931b5cc2a8ce
Key [ 1] :el232e2c5f3b833b3309088as87bsfabe
Key [ 2]:5£0812b47cd2e9a30d47707050££falf2
round 2:1f45f16be89794bef33e4547c9c0916a
Key [ 3]:77b681944763244£fa3cd71b248b79b5
Key [ 4]:e2814e90e04f485958ce58c9133e2beé
round 3:b10d2f4ac941035263ceel552d774dz2f
added ->:65bb4f82c9d5572£131£764e7139f5e9
Key [ 5]:520acad20801dc639a2c6d66d9b79576
Key [ 6]:c72255cdb61d42be72bd45390dd250bas
round 4:ead4dc34207b6ea72lce2lebelsS5aaad
Key [ 7] :ebf04c02075bf45%ec9c3ec06627d347
Key [ 8]:21363dd2812ee800a4491c0c74074493
round 5:£507944£3018e20586d81d7f326aae9d
Key [ 9] :b0béba79493dc833d7£425be7b8dadbs
Key [10] :08cd23e536b9bob53e85eb004chbailll
round 6:££f£f450f4302a2b3571e8405el48346da
Key [11] :fec22374c6937dcd26171f4d2edfada3
Key [12] :0f1aBef5979c69ff44f620c2e007bbed
round 7:de558779589897£3402a%0ee78c3£921
Key [13]:901fb66£0779d6aad0c0fbalfe8l2chs
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Key [14] :a0cab3cdl5cd23603adce8d4474efb239
round 8:b2df0aalc9f07fbbaal2f510a29cf540
Key [15] :18edc3f4296ddefldeal3f7cl43ll7al
Key [16]:8d3d52d700a379d72ded81687£7546c7
Key [17]:5927badfes02f£29345f840bb53eldeaé
Ka :d7b39bel3e3692c65b4ael7a9c55e17
rand :272b73a2e40db52a6a61c65205497%4a
PIN length =13 octets

PIN :549f2694£353f5145772dBaele
address :20487681leb9f

round 1:272b73a2e40db52a6a6lc6520549795a
Key [ 1]:549f2694f353f5145772d8aele204876
Key [ 2]:42¢855593d66b0c458fd28b95beasfbf
round 2:d7276dcB8073£7677¢c31£855bded501e2
Key [ 3]:75d0a69zae49a2da®2e457d767879d£52
Key [ 4] :b3aa7e749297lafaa0fb2bs4827110d4f
round 3:71laae503831133d19bc452da4d0e409b
added ->:56d558al1671eeB8fbf12518884857bocl
Key [ 5]:9c8cfl604a98e9a503c342e272de5cf6
Key [ 6] :d35bc2dféb85540a27642106471057d9
round 4:£41a709c89%eaB048laa3d2b%b2a%fBeca
Key 7] :b454ddai4acbieff227bad8a58077599
Key [ 8] :bcbagaec050116aa9%b7¢c6a9b7314d796
round 5:20fdda20f4a26blbd38eb7£355a7besd?

Key [ 9]:d41f8a9defa7l6eb7167albée321c528
Key [10]:5353449982247782d168ab43f17hoddR
round 6:a70e316997eeed49a5a%efIbas5e913bs
Key [11]:32cbc9cflaBle3ca45153972347cedac
Key [12]:5747619006cf4ef834c749f2c4b%febé
round 7:e66f2317a825f589f76b4a7bsaace7ifb
Key [13] :f9b68bebala09d2as70a7dc88ceclc3c2
Key [14]:55718f9a4f0blf9484e8c6blB6adladb
round 8:5£68£940440a9798e074776019804ada
Key [15] :4ecc29belbd4d78433f6aa30db974a7fb
Key [16] :8470a066ffb00cda7b08059599£919£5
Key [17]:£39a336d74e960a051elca98b777848f4

Ka :9ac6430%a37c25c3ib4a584£fc002al1618
rand :7edb65f01a2f45a2bcob24£b3390667e
PIN length =12 octets

PIN :285a42797958557b23447ca8

address :04f£0d42737f02

round 1:7edb65f0la2f45a2bc8b24fb3390666e
Key [ 1]:2e5a42797958557b23447ca804£0d273
Key [ 2]:18a97c85656l1leb23e7lafBe9%elbed799
round 2:3436el2db8ffdcl265cbsassedazfedob
Key [ 3]:7c0908dcbc73201el7c4f7aalabiaecs
Key [ 4]:7cb58833602fbe4194c7cc797ce8c454
round 3:caed6afd226f67e4ad1914620803ef2a
added ->:b4cBcf0438%eac4611b438993b935544
Key [ 5]:f4dce7d607b5234562d0ebb2267b08b8
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Key [ 6]:560b75c5545751fd8fag99fa4346e654b
round 4:ee67¢87def74bb75dbo8fe8bEif0192¢c1
Key [ 7]:32f10cefd8d3ee424c6f91fl437808af
Key [ 8]:a934a46045be30fb3be3aS£3£7b18837
round 5:792398dcbeb8d10bdb07ae3c819e943¢c
Key [ 9]:a0fl12e97cé677ale8ac4l5cd2cBaTcass
Key [10]:227014c908785f5ca03e8c6alda3lbfll
round 6:e778b6elc3eBe7edf90861c7916d497a8
Key [11]:1b4a4303bccOb2e0f41c72d47654bdof
Key [12]:4b1302a50046026d6c9054£fcB8387965a
round 7:1fafddciefa5f04cldeclB869d3f2d9bb
Key [13]:58c334bb543d49%eca562cdbe0dz2B0elfc
Key [14] :bdb60d383c692d06476b76646cBdecdB
round 8:3d7c326d074bd6aa222ea050£04a3c7f
Key [15] :78c0162506be0b595328403c01028£93
Key [16] :24d7dbbe834dbd7b67£57fcf0d39d60f
Key [17]:2e74f1f3331c0f6585e87b2f715e187e

Ka :d3af4cB8le3f482f062999dee7882a73b
rand :26a92358294dce97b1d79ec32a67e81a
PIN length =11 octets

PIN :05fbad03£52£a9324£7732

address :b%ac071£9d70

round 1:26a92358294dce97bld79ec32a67e80a
Key [ 1] :05fbad03f52fa9324f7732b%ac071£9d
Key [ 2]:2504¢96%1c04a18480c8802922098¢c0
round 2:0he20e3d76888e57habhf77f97a8714Fh

3] :576b2791d1212beaB408212f2d43e77e
Key 4] :90ae36dcce8724adb618£912d1b27297
round 3:1969667060764453257d906b7e58bd5b
added ->:3f12892849c312c494542ea854bfass1

Key

Key [ 5]:bc492c42c9e87f56ec3lafs474e9226e
Key [ 6]:cl35dldbed22d9519acfb4l69f3elall
round 4:ac404205118fe771e54aa6£392dalls3
Key [ 7] :83ccbdbbafl17889b7d18254dc9252fal
Key [ 8]:80b90a176743£2848080802764221711
round 5:41795e8%ae%a0cf776ffece7ef47fd7a
Key [ 9]:cc24e4aBéeSeedl29118fd3d5223alde
Key [10] :7ble9c0eb9dab083574be7b7015a62¢c9
round 6:29ca%e2f87cal0370ef1633505bfbadb
Key [11] :888e6d88cfabeb965cf7d4£32bs%6baa
Key [12] :6d642f3e5510b0b043a44daa2cf5eecd
round 7:81fc891c3c6fdS%acc00028a387e2366
Key [13]:e224f85da2abé63a23e2a3a036e421358
Key [14] :c8dc22aaa739%2cb85dealc08226c7d0
round 8:e30b537e7a000e3d2424a9c0f04c4042
Key [15] :a%969aaB8l8ceb324bae391bedcddsdiis
Key [16]:6974b6f2f07e4c55f2cc0435c45bebdl
Key [17]:134b925ebd98e6b93cl4aces582062fch
Ka :be87b44d079d45a08a71d15208c5¢chb50
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PIN length =10 octets
PIN :8210e47390£3f48c32b3

address :7a3cdfe377dl

round 1:0edef05327eab5262430f21fc91lcec92
Key [ 1]:8210e47390f3f48c32b37a3cdfe377d1
Key [ 2] :c6bedc3ed425e749b620a94c779e33a7e
round 2:07ca3c7a7aébecbe31d79aB856d9cffcle
Key [ 3]:2587cec2a4b8e4f996a9ed664350d5dd
Key 4] :70e4b£f72834d9d3dbb7eb2c239216dc0
round 3:792ad2ac4e4559d1463714d2f161b6ef4
added ->:7708c2ff692f0ef7626706cd387d9ceE6
Key [ 5]:6696ele7fBac037elfff3598f0cl64e2
Key [ 6]:23dbfed4d0b561bea08fbcef25e49b648
round 4:7d8c71a%d7fbdcbd851bdf074550b100
Key [ 7]:b03648acd021550edee904431a02£00¢
Key [ 8]:cbl169220b7398e8f077730aa4bf06baa
round 5:bé6fcaa45064£fd557e4b7b30cfbbB83el

Key [ 9]:afé02c2baléa454649951274c2bes527
Key [10] :5d60b0a7a09d524143ecal3ad680bcSc
round 6:b3416d391a0c26c558843debd0601e9e
Key [11]:9a2f39bfe558d9£562c5£09a5¢c3c0263
Key [12] :72cae8eebd7fabddbl1848333c2aab439
round 7:abe4b498d9c36eaS7b8fd27d7£813913
Key [13]:15f27ealle83a51645d487b81371d7de
Key [14] :36083cB666447e03d33846edf444ebl2
round 8:8032104338a945ba044d102eabda3b22
Key [15] :0a3af8977dd48f3bAc1668578hefaddnz
Key [16] :£06b6675d78calee5bl761bdedab516d
Key [17] :cbcBa7952d33aa0496£7ea2d053900b23
Ka :bf0706d76ec3bllcce724b311bET1EES
rand :86290e2892f278ff6c3fb917b020576a
PIN length = 9 octets

PIN :3dcdffcfd086802107

address :79%la6a2c5cc3

round 1:86290e2892f278ff6c3fb917b0205765
Key [ 1]:3decdffcfd086802107791a6a2c5cc33d
Key [ 2]:b4962£40d7bbl19429007062a3¢c469521
round 2:1ec59ffd3065£19991872a7863boef02
Key [ 3] :eb9ede6787dd196b7e340185562bf28c
Key [ 4]:2964e58aacf7287d41717a35b100ae23b
round 3:£f817406f1423fc2fe33e2515267%ecaaf
added ->:7e404e47861574d08£7dde02969941ca
Key 5] :6abf9a314508fd6le486fade376c3£93
Key [ €6]:6dal48b7ee2632114521842cbb274376
round 4:e9c2a8fac22b8cicflc619e2b3if890ed
Key [ 7]:dfgs9cc34fdasefol096d52d116e620d
Key [ 8] :5eb04b147dc39d1974058761lae7b73fc
round 5:444aB8aaclefeelc02f8d438f8274b7b28
Key [ 9]:8426cc5%eeel3d1b2bd50cf8flefef8bl
Key [10] :8b5d220a6300ade418da791dd8151941
round 6:9185£983dbl50blbccableScl2ebblal
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Key [11] :82ba4ddef833f6a4d18b07aa0l11£2798
Key [12] :ce63d98794682054e73d0359%9dadisecd
round 7:5eded2668f5916dfd036c09e87902886
Key [13]:da794357652e80c70adéb0715dbe33d6
Key [14] :732ef2c0c3220b31f3820c375e27bb29
round 8:88a5291bd4acbbal09a85b7dd6ag34b3b
Key [15] :3ce75a61d4b465b70c95d7ccd5799633
Key [16]:5df9bd2c3al7a840cdaatb76c171db7c
Key [17]1:3£8364b089733d902bccb0cd3386846f

Ka :cdb0cce8fefefbd70b46652de3ef3fEfb
rand :3ab52a65bb3b24alBeb6cd284b4bod4b
PIN length = 8 octets

PIN :d0fb9bsB838d464d8

address :25a868db%lab

round 1:3abS52a65bb3b24a08ebécd284b4bod4s
Key [ 1] :dofb9bé838d464d825a868db91abd0thb
Key [ 2]:2573f47b49dad6330a7a9155b7aeBbal
round 2:ad2ffdff408fcfab44941016a9199251
Key [ 3]:d2c5b8fb80cbal3712905a589%adace7l
Key [ 4]:5a3381511b338719fae242758deal997
round 3:2ddcl7e570d47931la2bldl3féaced28as
added ->:17914180cbl2b7baa5d3e0dee734c5e0
Key [ 5]:e0ad4ds8ac27fbe2783b7bchb3a36a6224d
Key [ 6]:949324c6864deac3ecaBe324853ellc3
round 4:62cldb5cf21590d331ec40ad692e8dfs
Key [ 7] :606714R088a01c02d4491957cc9ddadaa
Key 8] :557431deab7087bb4c03fa27228f60c6
round 5:9c8933bc361f4bded4dlbdazb5E£8bb235
Key [ 9]:a2551aca53329%70ade3fd2bb7664697
Key [10] :05d0ad35des8a364b54bs6e2138738fe
round 6:9156db34l3caale6e55bf28al5bels96a
Key [11]:1616a6bl3ce2f2895c722e8495181520
Key [12] :bl2e78a1114847hb0lféed2£5a1429a23
round 7:84dcc292ed836clc2d523f2a89%a2ads
Key [13]:316e144364686381944e95afd8a026bb
Key [14] :1ab551b88d29d97ea7a9feliedbfezel
round 8:87bdcac878d777877f4eccfl042cfeecse

Key [15]:70e2lab08c23c7544524b64492b25ccy
Key [16]:35£730f2ae2b950a49albf5c8bofB8e6
Key [17]:2f16924c22db&b74e2eadf1badebd3c

Ka :983218718ca%aa®7892e312d86dd9516
rand :a6dc447££08d4b366fE£96e6cf207e179
PIN length = 7 octets

PIN :9c57el0b4766¢ce

address :54ebd9328cbe

round l:aé6dc447f£f08d4b366fE96e6cf207e174
Key [ 1]:9c57e10b4766cc54ebd9328cb69c57el
Key [ 2]:00a609f4d61db26993cB8177e3ee2bbal
round 2:1ed26b96a306d7014f4e5c%e523b73d
Key [ 3]:646d7b5f9%aaa528384bda3953b542764
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Key [ 4]:a051a42212c0e%adbc2c24825%acalde
round 3:a53f526dbl8e3d7d53edbfc9711041ed
added ->:031b9612411b&884b3ces2da583172299
Key [ 5]:dlbdse64930e7f838d8a33994462d8b2
Key [ 6]:5dc7e2291e32435665ebd6956bec3414
round 4:9438be308ec83f35c560e2796£420559
Key [ 71:10552f45af63b0£f15e291%ab37£64fe”7
Key [ 8]:c44d5717c114a58b09207392ebe341£8
round 5:b79%a7bl14386066d339£799¢c40479¢cb3d
Key [ 9] :6886e47b782325568eaf59715a75d8ff
Key [10] :8ele335e659cd36bl132689f78c147bda
round 6:2£232462228aal166438d10c34el7424b
Key [11] :8843efeeddSc2b7c3304d647£932f4d1
Key [12] :13785aaedd0adf67abb4f01872392785
round 7:02d133fe40d15£f1073673b36bbalbabd

Key [13]:837d7ca2722419ecbe3fae35900c3958
Key [14] :93f8442973e7fccf2e7232d1d057c73a
round B8:275506a3d08cB84e94cc58ede0054505e
Key [15] :8a7a%edffa3c52918bc6ad5f57d91£5d
Key [16]:£214a95d777£763c56109882c4b52c84
Key [17] :10ez2ee92c5ealddc5eb010e55510c403
Ka :9cd6650eadB86323eB7cafblff516d1lel
rand :3348470a7ea6cc6eb81b40472133262¢
PIN length = & octets

PIN :fcadl69d7295

address :430d4872fA842

round 1:3348470a7ea6ccheb81b404721332620
Key [ 1]:fcadlée9d7295430d4572£8842fcadlesd
Key [ 2]:b3479d4d4£fd178c43e7bc5b0c7d8983¢
round 2:af976da9225066d563el10ab955e6fc32
Key [ 3]:7112462b37d82dd8la2a35d9%eb43cbic
Key [ 4]:c5a7030f8497945ac7b84600d1d161fb
round 3:d08f826ebd55a0bd7591cl9a8%edobde
added ->:e3d7c964c3fbécdicdacildda8ziclfe
Key [ 5]:84b0céefdac3eddff19blfs546d683dEs
Key [ 6]:f4023edfc95dle79ed4bb4dedbl74£5d
round 4:6cd952785630dfc7cf8leeat25e42cs5e
Key [ 7] :ea38dd9a093ac9355918632c90c79993
Key [ 8] :dbba0le278ddc76380727£5d7135a7de
round 5:93573b2971515495978264b88£f330£7F
Key [ 9]:d4dc3a3lbel4e412210fafa6ecal0?76
Key [10]:39dlel90ee92b0ffl6d92a8be58d2£fal
round 6:b3f01d5e7felce6da7’b46d8c38%baf4”
Key [11]:1eb081328d4bcf94c9117bl2c5¢f22ac
Key [12] :7e047c2c552£9f1414d946775fabfe30
round 7:0b833bffél06dsbae033b4cesafsas24
Key [13] :e78e685d9b2a7e29e7£2al9d1lbc3Bebd
Key [14]:1b582272a3121718c4096d2d8602f215
round 8:23deObbdc70850a7803f4f10c63b2c0f
Key [15]:8569e860530d9c3d48a0870dac33f676
Key [16] :6966b528fdd1ldc222527052¢c8£6cf5a6
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Key [17]:a34244¢757154c53171c663b0b56d5¢c2
Ka :98f1543ab4ad87bdsefs5296fbse3d3azl
rand :0£5bbl150b4371ae4e5785293d22b7boc
PIN length = 5 octets

PIN :b10d068bca

address :b44775199f29

round 1:0£5bbl50b4371ae4e5785293d422b7b07
Key [ 1]1:bl0d068bcab44775199£29b10d068bca
Key [ 2] :aec70d1048f1bbd2c18040318a8402ad
round 2:342d2b7947fb7cdl110379742b9842c79
Key [ 3]:6d8dscf338f29ef4420639ef488e4fa?
Key [ 4]:a1584117541b759baéd9f7eb2bedcbba
round 3:9407e8e3e810603921bf81cfda62770a
added ->:9b6299b35c477addc437d35c088d£20d
Key [ 5]:09a20676666aeed6f22176274eb433f4
Key [ €]:840472c00ladd5811a054bes5f5c74754
round 4:9a3ba%953225a7862c0a842ed3d0b2679
Key [ 7] :fad9ed45c8bf70a972fcd9bff0eB8751£5
Key [ 8]:e8f30ff666dfd212263416496££3b2c2
round 5:2c573b6480852e875df34b28a5¢c44509
Key [ 9] :964cdbalcf8d593f2fc40f96dataz67a
Key [10] :bed65cllbl3ela70becd4aafbas8edfe3
round 6:21b0cc4%e880¢5811d24dee0l94e6e9e
Key [11] :468c8548ea9653cl1al0dfe288ddo3cld
Key [12]:5d252d17af4b09d3f4b5f7b5677bB211
round 7:efdfhdodfieldl7d9883543hafrl192fd
Key [13] :e814bf307c767428c67793ddaz2df95c7
Key [14]:4812b979fdc20f0£f0996f61673ad2cc
round 8:e3dde7ceébd7d8al459%aal4dea760ab
Key [15] :5ble2033dlcd549fc4b02B8146ebsSb3ib7
Key [1€]:0f284cl4fbs8fe706a5343e3aa3saf’bl
Key [17) :blf7a4b7456d6b577fdededc7ac72e37

Ka :c55070b72bc982adb972ed05d1a74ddb
rand :148662a4baa73icfadb5548915%e476el
PIN length = 4 octets

PIN :£b20£177

address :a683bdo0bl82e

round 1:148662a4baa73cfadb5548915%e476eb
Key [ 1]:fb20f177a683bd0b1896fh20f177a683
Key 2] :47266cefbfa468ca7916b458155dc825
round 2:3a942eb6271c3f4e433838a5d3fcbd27
Key 3] :688853a6d6575eb2f6a2724b0£fbel33b
Key [ 4]:7810d4f048019634083a2d9219d0b5fe0
round 3:9c835b98a063701c0887943596780769

added ->:8809bd3clalaacesd3dcdcadcfscids2
Key [ 5]:c78fédcfS6dalbbd413828b33£5865b3
Key [ 6]:eb3f3d407d160df3d293a76dla513c4a
round 4:7e6B8c4bafal20ad4a59b5al968105babs
Key [ 7]:d330e038d6b19d5¢c9bb0d7285a360064
Key [ 8] :9bd3ee50347c00753d165faced702d9c
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round 5:227bad0cf0838bdbl5b3b3872c24£592
Key [ 9]:9543ad0fb3fe74£83e0e2281c6d4£5f0
Key [10] :746cd0383cl7e0e80e6d4095a87£40290
round 6:e026e98c71121a0cb739%ef6f59el4d2e
Key [11] :fa28beadblc417536608f11f406ealdd
Key [12] :3aee0f4d21699df%cb8caf5354a780ff
round 7:cd6a6d8137d55140046£8991dalfa40a
Key [13]:372b71bcédlaa6e785358044fbcf05£4
Key [14]:00a01501224c0405de00aa2ce7b6abi4
round 8:52cd7257fe8d0c782¢c259%bcbecof5942
Key [15]:c7015c5c1d7c030e00897£104a006d4a
Key [16]:260a9577790c62e074e71el9fd2894df
Key [17] :c041b7a231493acd15ddcdaee34bf52
Ka :7ecB864df2f1637c7e81f2319%9ae8f4671
rand :19321bB84376c88882¢c8d3b4eed3baBds
PIN length = 3 octets

PIN :al23b9

address :4459a44610f6

round 1:193a1b84376c88882c8d3b4ee93balde
Key [ 1]:al123b94459a844610f6a123b%445%a446
Key 2] :5£64d3B4cBe990c1d25080eb244ddedb
round 2:3badbd58£100831d781ddd3ccedefd3f
Key [ 3]:5abc00eff8991575c00807c48E£6dbeas
Key [ 4]:127521158ad6798fb6479d1d2268abes
round 3:0b53075a49cebf2df2421ce55fdedfes
added ->:128d22de7e3247a5decf5372bhA19R7h4
5] :f2a1f620448b8e56665608df2ab3952f
Key 6] : 7cB4claf02aad91dc39209¢c4edd220bl
round 4:7953£4484fb592e7a78756£d4662£990d
Key [ 7]:f6445b647317e7e493bb92bf6655342F

Key

Key [ 8] :3cae503567c63d3595ebl40ces0aB4cO
round 5:9e46a8df925916a342£299a8306220a0
Key [ 9]:734ed5aB806e072bbecb4254993871679
Key [10] :cda&9ccb4b07f65e3c8547¢c11c0647b8
round 6:6bf9%cdBZc9elbelifcS8eaedbl36c75a
Key [11] :c48e531d3175¢c2bd26fa25¢cc8990e394
Key [12] :6d93d349a6c6e9ff5b26149565b13d15
round 7:96a9871471240£198811d4b8311e9aé
Key [13]:5c4951e85875d663526092cddcbdbes”
Key [14] :£19f7758f5cdeB86c3791efaf563b3£fd0
round B8:e9%4ca67d3721d5fb08ec069191801a46
Key [15]:bf0cl17£3299b37d984ac938b769dd394
Key [16]:7edf4ad772a6b9048588f97be25bdelc
Key [17] :6ee7bacafefc5b561abbdsdes829e8150
Ka :acO0daabfl7732f632e34ef193658bf5d
rand :1453db4d057654e8eb62d7d62ec3608c
PIN length = 2 octets

PIN :3eaf

address :411fbbb5ldle

round 1:1453db4d057654e8eb62d7d62ecl6084

€3 Bluetooth®

762 4 November 2004

928

Encryption Key Sample Data



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3]

page 763 of 814

Sample Data

Key [ 1]:3eaf4llfbbb5ldle3eaf41lfbbb5ldle
Key [ 2]:c3ala997509f00£fb4241aba607109cE4
round 2:0b78276clebce5707d38¢coc5£al1372bd
Key [ 3]:3c729833aelce7f84861led4dbad6305cc
Key [ 4]:cB83a43c3a66595ch8136560ed29bedff
round 3:23f3f0f6441563d4c202ceele5cb2335
added ->:3746cbbb418bb73¢c2964a536cbBeB3bl
5] :18b26300bB6b70acddlc8t5che7c5das
Key 6] : 04efc75309b98cd8flcef5513cl8edle
round 4:c6lafa90d3cl4bdf588320e857afdc00
Key [ 7]:517c789cecadc455751af73198749fb8
Key [ 8]:£d9711f913b5c844900fa79dd765d0e2
round 5:a8ale02ceb556af8bfa321789801183a
Key [ 9] :bb5cf30e7d3ceb930651b1d16ee92750
Key [10]:3d97c¢7B62ecab42720e984972f8efd28
round 6:0b58e922438d224db34be8fcadaSeal2
Key [11] :4ce730344f6b09%e449dcdb64cd466666
Key [12]:38828c3a56£922186adcd9b713cdec3l
round 7:b90664cd4ac29a8bdbb2édebecdffc5f2

Key

Key [13]:d30fd865eal3e%edcff86a33a2c319649
Key [14] :1fdb63e54413acd268195ab6fa424e83
round 8:6934de3067817cefdB8llabc5736c163b
Key [15] :aléb7c655bbaa262¢c807cba8ael66971
Key [16] :7903dd68630105266049e23cac07cda’
Key [17] :888446f2d95e6c2d2803e6f4e815ddc?

Ka :1674£9dc2063cc2b83dlefg8bas92ebef
rand :1313f7115a9db842fcedc4bl0088b48d
PIN length = 1 octets

PIN :16d

address :008aa9bes2ds

round 1:1313f£7115a9db842fcedc4bl0088b48a
Key [ 1] :6d008aaSbe62d56d008aa%bes2ds5ed00
Key [ 2] :46ebfeafb6657b0al984a8dc0893acct
round 2:839b23b83b5701ab095bafdls2eclac?
Key [ 3]:8el5595edcf058af62498ee3clde6098
Key [ 4]:dd409c3444e94b9cc08396ae967542a0
round 3:c0a2010cc44f£2139427£093f4£97ae68
added ->:d3bs5f8ld9eecd97bbecccdsed4flfe2e2
Key [ 5]1:487deff5d519f6a6481e947b926£633c
Key [ 6]:5b4b6e3477ed5c2c01£6e607d3418963
round 4:1a5517a0efad3575931d8ea3bee8bdo?’
71 :34bs80088d2bs5fdebbazaceedad9cocs
Key 8] :e7d06d06078acc4ecdbe8da800b73078
round 5:d3celfdfe716d72¢c1075££37a8a2093f
Key [ 9]:7d375bad245c3b757380021af8ecd408
Key [10] :14dac4bc2fd4dcs929a6oceecd7f4c3al
round 6:47e90cb55be6e8dd0f583623c2£2257b
Key [11]:66cfda3cé3e464b05e2e7e25f8743ad7
Key [12]:77cfcecdalad3Bsobofdf1df10846b50e?
round 7:f866ae6624f7abd4a4fsbd24b04b6d43
Key [13]:3ellddB4c031la470a8b6bec62lieddct

Key
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Key [14]:2£03549bdb3c511eea70b65ddbb08253
round 8:02e8el7cfBbe4837c9c40706b6l3dfas
Key [15]:e2f331229ddfccéeTbealBb0lab7e?0c
Key [16] :béb0c3738c5365bc77331b98b3fbaz2ab
Key [17] :f5b3973b636119e577c5c15¢c87bcfdls
Ka :38ec0258134ec3f08461lae5c328968al

9.5 FOUR TESTS OF E3

rand :00000000000000000000000000000000
aco :48afcdd4bd40fef766593b113
key :00000000000000000000000000000000

round 1:00000000000000000000000000000000
Key [ 1]1:00000000000000000000000000000000
Key [ 2]:4697blbaa3b7100ac537b3c95a28ack4
round 2:78d19f9307d2476a523ec7aBal26042a
3] :ecabaac66795580df8%af66e66dc053d
Key 4] :8ac3d8B826ae9364943bfebd4969b68al
round 3:600265247668ddale81c07bbb30eds503
Key [ 5]:5d57921£d45715cbb22c1be7bbc996394
Key [ €]:2a61b8343219fdfbl740e6511d41448€F
round 4:d7552ef7cc9dbde568480c2215bcd277
Key [ 7] :dd0480dee731d67f01a2f73%da6f23ca
Key [ 8]:3ad0lcdl303el2alcd0felaBafB2592c
round 5:fb06befi2bs52ab8f2a4f2bef7f6d0cd
Key [ 9]:7dadb2efc287ce75061302904£2e7233
Key [10]:c08dcfaS8le2c4272f6c7a9f52e11538
round 6:b46b7llebbicfe9e847a75£0abgs4bdd
Key [11] :£c2042c708e409555e8c147660££dE47
Key [12] :fa0b21001af%aéb%e8%e624cd99150d2
round 7:c585£308££19404294f06b292e978994
Key [13]:18b40784eaSbadc80echbdB694bdedc3s
Key [14]:454d54e5253c0c4a8b3ifcca7dbébaef4
round 8:2665fadbl3acf952bf74b4abl2264b9f
Key [15]:2df37c6d9db52674f29353b0f011eds3
Key [16] :b60316733ble8e70bd861b477e2456F1
Key [17]:884697blbaa3b7100ac537b3c95a28ac
round 1:5d3ecbl7f26083df0b7f2b9b29%aef87¢c
Key [ 1]:e9e5dfclb3a79583e9e5dfclb3a79583
Key 2] :7595bf57e0632c59f435¢c16697d4cB64
round 2:de6fe85c5827233fe22514al6£321bds
Key [ 3]:e31b96afcc7sd286ef0ae257cbbe05b?
Key [ 4]:042a27b471bc0108c6263aff9d9%b3béb
round 3:7cd335b50d409d139%ea6702623af85edb
added ->:211100a2ff6954e6ele62df913a656a7
5] :98d1eb5773c£59d75d3b17b3bc37c191
Key [ 6]:£d2b79282408ddd4ealaa7511133336f
round 4:991deccb3201bSblcdceffe5a37lleled
Key [ 7]1:3312277566328a41d57b0f7e071ee2a98

Key

Key
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Key [ 8] :aa0dd8ccé8b406533d0flde4aabacf20
round 5:18768¢c7964818805fe4ceecaeBalB8sgg
Key [ 9]:669291b0752e63£806fce76£10e119c8
Key [10] :ef8bdd46bes8eed277esb78adeflecls54
round 6:82f%aal27a72632af43dlal7e7bd3a09
Key [11] :£3902eb06dc409cfd78384624964b£51
Key [12]:7d72702b21£97984a721c99b0498239d
round 7:1543d7870bf2déedeefab3cbfe2decads7d
Key [13]:532e60bceaf902c52a06c2c283ecfa32
Key [14]:181715e5192efb2a64129668cf5d49dd4
round 8:eee3e8744a5f8896de95831edB837££45
Key [15]:83017c1434342d4290e961578790£451
Key [16]:2603532f365604646ff65803795ccces
Key [17] :882f7c907b565ea58daelc928a0dcf4l

ke :ccB02aecc7312285912e90af6alells4
rand :950e604e655ea3800fe3eb4a28918087
aco :68f4f472b5586ac5850£5£74

key :34eB86915420c485090a6977931£96d£5

round 1:950e604e655ea3800fe3eb4a28918087
Key [ 1]:34e86915d20c485090a6977931£96d£5
Key [ 2]:8de2595003f9928efaf3725229935bdb
round 2:d46f5a04c967£55840£83d1lcdb5f%afe
Key [ 3]:46f05ec879a97cbeddf842eccl59c04a
Key [ 4] :b468f0190a0a83783521deaes8178d071
round 3:eléedede9cb6297f£32el203ed442ac73a
Key [ 5]:Ral171624dedhdS552356094daaadcf12a
Key [ 6]:3085e07c85e4b99313f6e0c837b5£819
round 4:805144eS5elece96683d23366£c7d24b
Key 7] :£e45c27845169a66b679b2097d147715
Key [ 8] :44e2f0c35f64514e8bec6bcsde24blad
round 5:edbaf77af070bd22e9304398471042f1
Key [ 9]:04534968f3803bcafd447eaf964007e7b
Key [10] :£5499a32504d739ed0b3c547e84157ba
round 6é:0dabladc846aef0b65bl1498812a73b50
Key [11]:el7eBed45636104629826592a6311f3fFb
Key [12] :ec6dl14da05d60e8abacB07646931711f
round 7:1e7793cac7f55a8ab48bd33ibc9c649e0
Key [13] :2b53dde3dsge325es5ff808ed505706ae
Key [14]:41034e5c3fb0c0d4£445£0cf23be79b0
round 8:3723768baa78b6a23ade095d995404da
Key [15] :e2ca373d405a7abf22b494f28a6£d247
Key [16]:74e09c9068c0e8f1c6502d1b70537c30
Key [17]:767a7flacf75c3585a55dd4a428b2119
round 1:39809afb773efdlb7510cd4ch7c49£34
Key [ 1]:140d48d485abddd3798b483aB82a0£878
Key [ 2]:aed957e600aSaed5217984ddsfefefds
round 2:6436ddbabed92655c87a7d0cl2ae5e5£f6
Key [ 3] :fee00bb0de8shbéef0a289696a4faaBss
Key [ 4] :33ce2f4411db4dd9b7c42cc586b8al2ba
round 3:cec690f7e0aa5f063062301e049a5cch
added ->:£7462a0c97e85¢c1d4572fd52b35efbfl
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Key [ 5]:b5116f5c6c29e05e4ackh4d02a46a3318
Key [ €]:ff4afalfof73dla3ce7bc2298abec768£9
round 4:dcdfe942e9f0163fc24a4718844b417d
Key [ 7]:5453650c0819e001e48331ad0es076e0
Key [ 8] :b4ff8dda778e26c0dce08349b81c09al
round 5:265aléb2f766afae396e7a98c189fda’
Key [ 9]1:£638fa294427¢c6ed%94300£4823b31d10
Key [10] :1ccfa0bd86a9879b17d4bc457e3e03d6
round 6:628576b5291d53d1leb8611c8624eB63e
Key [11] :0ecaceZef4602ac9calfed9d74a76d335
Key [12] :6e1062f10al6e0d378476da3943842e9
round 7:d7b9%c2e%b2dS5ea5c27019324cae8B82b3
Key [13]:40be960bd22c744c5b23024688e554b9
Key [14]:95¢9902cb3c230b44d14bag909730d211
round 8:97fb6065498385e47ebldf6e2ca439dd
Key [15]:10d4bceldlde798aal0aa2951e32d58d
Key [16] :c5d4b91444b83ee578004ab8876bas0s
Key [17]:1663a4f98e2862eddd3ec2fb03dccBad

o :clbeafeabe747e304cf0bd7734b0a%e2
rand :6a8ebcf5e6e471505be68d5eb8a3200c
aco :658d791a9554b77¢c0b2£7b9f

key :35cf£77b333c294671d426£a79993a133

round 1l:6a8ebcf5e6e471505be68d5eb8aiz200c
Key [ 1] :35cf77b333c294671d426fa79993a133
Key [ 2] :c4524e53b95bdbf2d7b2£f095£63545£fd
round 2:ade%4ecS585dh0d27e174740h8R8192087a
3] :c99776768c6e9f3dd3835c52ceasddl8a
Key [ 4]:£1295db23823ba2792£21217£c01d23f
round 3:da8dclalf24lefSe6e069267cd2cE825
Key [ 5] :9083db95a6955235bbfadBaeefecsfob
Key [ 6] :8bab6bc253d0d0c7e0107feab728£f68
round 4:e6665cal772ceecbc21222ff7be074f8

Key

Key [ 7]:2falfd4e7a4cficcd876ec30d194cf196
Key [ 8]:267364be247184d5337586a19df8bf84
round 5:a857a9326c%ae908f53feeS511c5£4242
Key [ 9]:9aef21965bl1a6fag3948d107026134¢c7
Key [10] :d2080c751def5dc0d8ea353cebf7b973
round 6:667874BalbsSf2lac05cflbll7a7c342f
Key [11]:d709a8ab70b0d5a2516900421024b81e
Key [12] :493e4843805f1058d605cB8d1025f8a56
round 7:766c66fe9c460bb2ae39ec01e435£725
Key [13]:bled21lb7ldaeca03f49fe74b2cllfc02b
Key [14]:0elded7ebf23c72324a0165a698¢c65¢7
round 8:396e0ff7b2b%b7a3b35c9810882¢c7596
Key [15] :b3bf4841dc92f440fdes5f024£9ceBbey
Key [16] :1cé9bcé6c2994f4c84f72besfebl8g963
Key [17] :bb7b66286dd67%a471e2792270£3bb4d
round 1:45654f2f26549675287200f07cbl0ecy
Key [ 1] :1e2a5672e6652%e4f427b0682a3a34b6
Key [ 2]:974944f1ce0037blfebcfélazbeg961a2
round 2:990cdB869c534e76ed4f4af7b3bfbebel
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Key [ 3]1:8147631fblce95d624b480£fc7389f604
Key [ 4]:6e90a2db33d284aal13135f3c032aa4f4
round 3:ceb662f8752a6b94e8192b5989abfa75
added ->:8blbbld753fe0lelc08b2ba9f55c07bec
Key [ 5]:cbad246d24e36741c46401e6387a05f9
Key [ 6]:dcf52aaec5713110345a41342c566fc8
round 4:d4e000beS5de78c0f56££218f3c1df61b
Key [ 7]1:8197537aa9d27e67d17cl6bl82c8ects
Key 8] :d66e00e73d835927a307a3ed79d035d8
round 5:9a4603bdef954cfaade2052604bedded
Key [ 9]:71d46257eccl022bed312ceécll4dise
Key [10]:£91212fa528379651fbd2c32890c5e5f
round 6:09a0fd187ab8leb933eece2fe0l132dbb
Key [11]:283acc551591fadce821b02fb9491814
Key [12] :ca5f95688788e20d494822f162b5a3920
round 7:494f455a2e7a5db86leceBledielcled
Key [13] :baS574aefé663c462d35399efb999d0e40
Key [14]:6267afcB834513783fefl1601955fe0628
round 8:37a819f91c8380fb7880e640e99cag947
Key [15] :fdcd9beS5450eef0f8737e6838cd3Be2b
Key [16] :8cfbd9bB056c6alce222b92b94319b38
Key [17]:4£64c1072¢c891c3%eeb95e63318462e0

ke :a3032b4dflccebaBadclal4427224299
rand :5ecded75db322c75bsafbd799cblB8668
aco :63£701c7013238bbfB88714ee

key :hefa0c53206792b1R2683RN435hATA4d

round 1:5ecded75db322c75bsafbd799cblB668
Key [ 1]:b9f90c53206792b1826838b435b87d4d
Key 2] :15£74bbbde4b9d1e08£858721£131669
round 2:72abb85fc80cl5ec2b00d72873ef%ad4
Key [ 3] :ef7fb29f0b01£f82706c7439cc52f2dab
Key [ 4] :3003a6aecdeel6b9ac295cce30dcdb93
round 3:2£10bab83a0£73742183c68f712dfaz24
Key [ 5]:5fcdbb3afdf7df06754c954fc6340254
Key [ 6]:ddaa90756635579573fe8calf93d4ais
round 4:183b145312fd99d5ad08e7cad4a52f04e
Key [ 7]:27ca8a7fc703aa61f6d7791£fc19£704a
Key [ 8]:702029d8c6e42950762317e730ec5d18
round S:cbad52d3a026blelgblaecfefffecc32
Key [ 9]:ff15eaa3f73f4bc2abcefbicaz4edcs
Key [10]:034e745246cd2e2cfc3bda3s531cadcs
round 6:ce5fl159d0alacaacddfb4643272033a7
Key [11]:0a4d8ff5673731c3dc8feB87e39a34b77
Key [12]:637592fab43al9ac0044a2lafef455a2
round 7:8a49%424al0cObeaSabas2dbbffcboces
Key [13]:6b3fdes58f4f6438843cdbe92667622b8
Key [14]:al0bfa35013812f39bf2157f1c9fcade
round 8:f5el2dale93e26a5850251697ecib9l?
Key [15] :2228fe5384e573f48fdd19ba91f1bf57
Key [16]:5£174db2bec88925c0fbec6b5485bafc08
Key [17]:28ff£90bd0dc3leal2bb479feb7dB8fe029
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round 1:0c75eed2b54clcfb9ff522daef94ed4d
Key [ 1]:a2lceb92d3c027326bade775865fe8d0
Key [ 2]:26fe4558a9f0ale52f765efd546£3208
round 2:48d537ac209a6aal07b70000016c602e8
Key [ 3]:e64f9ef630213260f1£79745a0102ae5
Key [ 4] :af6a59d7cebfd0182dcca’9a537c4adds
round 3:8b6d517ac893743a401b3fb7911b64el
added ->:87e23faB87ddf20cldfli6led7eaf5lac
Key 5] :9a6304428b45dal28ab64c8805¢c32452
Key [ 6] :8af4dlesde0ch73ecebi4e9beesfiods
round 4:9f0512260a2f7a5067efc35bf1706831

Key [ 7]:79cc2d138606f0fcad4e549c34alesdly
Key [ 8]:803dcScddelfefdbee7al3dzb2cd4ad3dd
round 5:0cfd7856edfafac51f29e86365de6£57
Key [ 9]:e8f2996448e6b645%ab5le7bel01325a
Key [10] :2acc7add7b294ach444cd933f0eT4ecy
round 6:2f1fa34bf352dc77c0983a0le8b7d622
Key [11]:£57de39e42182efd6586bB6ad0c86bbl
Key [12] :e418dfd1bb22ebf1bfc309cd27f5266cC
round 7:eed4f7a53849bf73a747065d35£3752bl
Key [13]:80a9959133856586370854db6e0470b3
Key [14] :f4clbc2£764a0193749f5£c09011alae
round 8:8fec6f7249760ebf69e370e%a4b80a92
Key [15] :do3ecef70de470c3f52f1b5d25b0c29d
Key [16] :d0956afeb8700888alcc88f07ad226dc
Key [17] :1ce8b39c4c7677373c3084%9a3ee08794
ko :eah20cfos46h00eh7o3afceaiechlged
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1 SECURITY OVERVIEW

Bluetooth wireless technology provides peer-to-peer communications over
short distances. In order to provide usage protection and information confiden-
tiality, the system provides security measures both at the application layer and
the link layer. These measures are designed to be appropriate for a peer envi-
ronment. This means that in each device, the authentication and encryption
routines are implemented in the same way. Four different entities are used for
maintaining security at the link layer: a Bluetooth device address, two secret
keys, and a pseudo-random number that shall be regenerated for each new
transaction. The four entities and their sizes are summarized in Table 1.1.

Entity Size
BD_ADDR 48 bits
Private user key, authentication 128 bits
Private user key, encryption 8-128 bits

configurable length (byte-wise)

RAND 128 bits

Table 1.1: Entities used in authentication and encryption procedures.

The Bluetooth device address (BD_ADDR) is the 48-bit address. The
BD_ADDR can be obtained via user interactions, or, automatically, via an
inquiry routine by a device.

The secret keys are derived during initialization and are never disclosed. The
encryption key is derived from the authentication key during the authentication
process. For the authentication algorithm, the size of the key used is always
128 bits. For the encryption algorithm, the key size may vary between 1 and 16
octets (8 - 128 bits). The size of the encryption key is configurable for two rea-
sons. The first has to do with the many different requirements imposed on cryp-
tographic algorithms in different countries — both with respect to export
regulations and official attitudes towards privacy in general. The second reason
is to facilitate a future upgrade path for the security without the need of a costly
redesign of the algorithms and encryption hardware; increasing the effective
key size is the simplest way to combat increased computing power at the oppo-
nent side.

The encryption key is entirely different from the authentication key (even
though the latter is used when creating the former, as is described in Section
6.4 on page 807). Each time encryption is activated, a new encryption key shall
be generated. Thus, the lifetime of the encryption key does not necessarily cor-
respond to the lifetime of the authentication key.

It is anticipated that the authentication key will be more static in its nature than
the encryption key — once established, the particular application running on the
device decides when, or if, to change it. To underline the fundamental impor-

Security Overview 4 November 2004 773
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tance of the authentication key to a specific link, it is often be referred to as the
link key.

The RAND is a pseudo-random number which can be derived from a random
or pseudo-random process in the device. This is not a static parameter, it will
change frequently.

In the remainder of this chapter, the terms user and application will be used
interchangeably to designate the entity that is at either side.

774 4 November 2004 Security Overview
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2 RANDOM NUMBER GENERATION

Each device has a pseudo-random number generator. Pseudo-random num-
bers are used for many purposes within the security functions — for instance,
for the challenge-response scheme, for generating authentication and encryp-
tion keys, etc. Ideally, a true random generator based on some physical pro-
cess with inherent randomness should be used as a seed. Examples of such
processes are thermal noise from a semiconductor or resistor and the fre-
quency instability of a free running oscillator. For practical reasons, a software
based solution with a pseudo-random generator is probably preferable. In gen-
eral, it is quite difficult to classify the randomness of a pseudo-random
sequence. Within this specification, the requirements placed on the random
numbers used are non-repeating and randomly generated.

The expression ‘non-repeating’ means that it shall be highly unlikely that the
value will repeat itself within the lifetime of the authentication key. For example,
a non-repeating value could be the output of a counter that is unlikely to repeat
during the lifetime of the authentication key, or a date/time stamp.

The expression ‘randomly generated’ means that it shall not be possible to pre-
dict its value with a chance that is significantly larger than O (e.g., greater than

1/2% for a key length of L bits).

The LM may use such a generator for various purposes; i.e. whenever a ran-
dom number is needed (such as the RANDs, the unit keys, Kinit, Kmaster. @nd

random back-off or waiting intervals).

Random Number Generation 4 November 2004 775

941



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 776 of 814

Security Specification 8 BI u et 0 Ot h@

776 4 November 2004 Random Number Generation

942



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 777 of 814

Security Specification GB Blue t00 th@
3 KEY MANAGEMENT

It is important that the encryption key size within a specific device cannot be set
by the user — this should be a factory preset entity. In order to prevent the user
from over-riding the permitted key size, the Bluetooth baseband processing
shall not accept an encryption key given from higher software layers. When-
ever a new encryption key is required, it shall be created as defined in Section
6.4 on page 807.

Changing a link key shall also be done through the defined baseband proce-
dures. Depending on what kind of link key it is, different approaches are
required. The details are found in Section 3.2.7 on page 784.

3.1 KEY TYPES

The link key is a 128-bit random number which is shared between two or more
parties and is the base for all security transactions between these parties. The
link key itself is used in the authentication routine. Moreover, the link key is
used as one of the parameters when the encryption key is derived.

In the following, a session is defined as the time interval for which the device is
a member of a particular piconet. Thus, the session terminates when the
device disconnects from the piconet.

The link keys are either semi-permanent or temporary. A semi-permanent link
key may be stored in non-volatile memory and may be used after the current
session is terminated. Consequently, once a semi-permanent link key is
defined, it may be used in the authentication of several subsequent connec-
tions between the devices sharing it. The designation semi-permanent is justi-
fied by the possibility of changing it. How to do this is described in Section 3.2.7
on page 784.

The lifetime of a temporary link key is limited by the lifetime of the current ses-
sion — it shall not be reused in a later session. Typically, in a point-to-multipoint
configuration where the same information is to be distributed securely to sev-
eral recipients, a common encryption key is useful. To achieve this, a special
link key (denoted master key) may temporarily replace the current link keys.
The details of this procedure are found in Section 3.2.6 on page 783.

In the following, the current link key is the link key in use at the current moment.
It can be semi-permanent or temporary. Thus, the current link key is used for all
authentications and all generation of encryption keys in the on-going connec-
tion (session).
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In order to accommodate different types of applications, four types of link keys
have been defined:

» the combination key Kag
* the unit key K
» the temporary key K aster

+ the initialization key Kiyit
Note: the use of unit keys is deprecated since it is implicitly insecure.

In addition to these keys there is an encryption key, denoted K. This key is

derived from the current link key. Whenever encryption is activated by an LM
command, the encryption key shall be changed automatically. The purpose of
separating the authentication key and encryption key is to facilitate the use of a
shorter encryption key without weakening the strength of the authentication
procedure. There are no governmental restrictions on the strength of authenti-
cation algorithms. However, in some countries, such restrictions exist on the
strength of encryption algorithms.

The combination key Kag and the unit key K, are functionally indistinguishable;
the difference is in the way they are generated. The unit key Ky is generated in,
and therefore dependent on, a single device A. The unit key shall be generated
once at installation of the device; thereafter, it is very rarely changed. The com-
bination key is derived from information in both devices A and B, and is there-
fore always dependent on two devices. The combination key is derived for
each new combination of two devices.

It depends on the application or the device whether a unit key or a combination
key is used. Devices which have little memory to store keys, or are installed in
equipment that will be accessible to a large group of users, should use their
own unit key. In that case, they only have to store a single key. Applications
that require a higher security level should use the combination keys. These
applications will require more memory since a combination key for each link to
a different device has to be stored.

The master key, K 5ster» Shall only be used during the current session. It shall

only replace the original link key temporarily. For example, this may be utilized
when a master wants to reach more than two devices simultaneously using the
same encryption key, see Section 3.2.6 on page 783.

The initialization key, Kiit, shall be used as the link key during the initialization

process when no combination or unit keys have been defined and exchanged
yet or when a link key has been lost. The initialization key protects the transfer of
initialization parameters. The key is derived from a random number, an L-octet
PIN code, and a BD_ADDR. This key shall only be used during initialization.
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The PIN may be a fixed number provided with the device (for example when
there is no user interface as in a PSTN plug). Alternatively, the PIN can be
selected by the user, and then entered in both devices that are to be matched.
The latter procedure should be used when both devices have a user interface,
for example a phone and a laptop. Entering a PIN in both devices is more
secure than using a fixed PIN in one of the devices, and should be used when-
ever possible. Even if a fixed PIN is used, it shall be possible to change the
PIN; this is in order to prevent re-initialization by users who once got hold of the
PIN. If no PIN is available, a default value of zero may be used. The length of
this default PIN is one byte, PIN(default) = 0x00. This default PIN may be pro-
vided by the host.

For many applications the PIN code will be a relatively short string of numbers.
Typically, it may consist of only four decimal digits. Even though this gives suffi-
cient security in many cases, there exist countless other, more sensitive, situa-
tions where this is not reliable enough. Therefore, the PIN code may be chosen
to be any length from 1 to 16 octets. For the longer lengths, the devices
exchanging PIN codes may not use mechanical (i.e. human) interaction, but
rather may use software at the application layer. For example, this can be a Dif-
fie-Hellman key agreement, where the exchanged key is passed on to the K,

inif

generation process in both devices, just as in the case of a shorter PIN code.

3.2 KEY GENERATION AND INITIALIZATION

The link keys must be generated and distributed among the devices in order to
be used in the authentication procedure. Since the link keys shall be secret,
they shall not be obtainable through an inquiry routine in the same way as the
Bluetooth device addresses. The exchange of the keys takes place during an
initialization phase which shall be carried out separately for each two devices
that are using authentication and encryption. The initialization procedures con-
sist of the following five parts:

+ generation of an initialization key

* generation of link key

* link key exchange

+ authentication

* generation of encryption key in each device (optional)

After the initialization procedure, the devices can proceed to communicate, or
the link can be disconnected. If encryption is implemented, the E, algorithm
shall be used with the proper encryption key derived from the current link key.
For any new connection established between devices A and B, they should use
the common link key for authentication, instead of once more deriving K;;; from
the PIN. A new encryption key derived from that particular link key shall be cre-
ated next time encryption is activated.

If no link key is available, the LM shall automatically start an initialization proce-
dure.
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3.2.1 Generation of initialization key, K

init

A link key is used temporarily during initialization, the initialization key X,

it "

This key shall be derived by the E£,, algorithm from a BD_ADDR, a PIN code,
the length of the PIN (in octets), and a random number IN_RAND. The princi-
ple is depicted in Figure 6.4 on page 807. The 128-bit output from £,, shall be

used for key exchange during the generation of a link key. When the devices
have performed the link key exchange, the initialization key shall be discarded.

When the initialization key is generated, the PIN is augmented with the
BD_ADDR. If one device has a fixed PIN the BD_ADDR of the other device
shall be used. If both devices have a variable PIN the BD_ADDR of the device
that received IN_RAND shall be used. If both devices have a fixed PIN they
cannot be paired. Since the maximum length of the PIN used in the algorithm
cannot exceed 16 octets, it is possible that not all octets of BD_ADDR will be
used. This procedure ensures that K., depends on the identity of the device

with a variable PIN. A fraudulent device may try to test a large number of PINs
by claiming another BD_ADDR each time. It is the application’s responsibility
to take countermeasures against this threat. If the device address is kept fixed,
the waiting interval before the next try may be increased exponentially (see
Section 5.1 on page 799).

The details of the E,, algorithm can be found in Section 6.3 on page 805.

3.2.2 Authentication

The authentication procedure shall be carried out as described in Section 5 on
page 797. During each authentication, a new AU_RAND, shall be issued.

Mutual authentication is achieved by first performing the authentication proce-
dure in one direction and then immediately performing the authentication pro-
cedure in the opposite direction.

As a side effect of a successful authentication procedure an auxiliary parame-
ter, the Authenticated Ciphering Offset (ACO), will be computed. The ACO
shall be used for ciphering key generation as described in Section 3.2.5 on
page 782.

The claimant/verifier status is determined by the LM.

3.2.3 Generation of a unit key

A unitkey K, shall be generated when the device is in operation for the first time;
i.e. not during each initialization. The unit key shall be generated by the £,, algo-

rithm as described in Section 6.3 on page 805. Once created, the unit key should
be stored in non-volatile memory and very rarely changed. If after initialization
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the unit key is changed, any previously initialized devices will possess a wrong
link key. At initialization, the application must determine which of the two parties
will provide the unit key as the link key. Typically, this will be the device with
restricted memory capabilities, since this device only has to remember its own
unit key. The unit key shall be transferred to the other party and then stored as
the link key for that particular party. So, for example in Figure 3.1 on page 781,
the unit key of device A, K ,, is being used as the link key for the connection A-B;

device A sends the unit key K, to device B; device B will store K, as the link key
K ,. For another initialization, for example with device C, device A will reuse its

unit key K, , whereas device C stores itas K, .

UNIT A UNIT B

jli': init
Ky =) 1 E(l) > Kea=Ky

Figure 3.1: Generation of unit key. When the unit key has been exchanged, the initialization key is
discarded in both devices.

3.2.4 Generation of a combination key

To use a combination key, it is first generated during the initialization proce-
dure. The combination key is the combination of two numbers generated in
device A and B, respectively. First, each device shall generate a random num-
ber, LK_RAND, and LK_RANDg. Then, utilizing £,, with the random number

and their own BD_ADDRSs, the two random numbers

LK K, = E,(LK_RAND ., BD_ADDR)), (EQ 1)
and

LK Ky = Ey(LK_RAND,, BD_ADDR,), (EQ2)

shall be created in device A and device B, respectively. These numbers consti-
tute the devices’ contribution to the combination key that is to be created.
Then, the two random numbers LK_RAND, and LK_RANDg shall be

exchanged securely by XORing with the current link key, K. Thus, device A
shall send K ® LK_RAND , to device B, while device B shall send

K® LK_RAND, to device A. If this is done during the initialization phase the link
key K = K

init "
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When the random numbers LK_RAND, and LK_RAND, have been mutually

exchanged, each device shall recalculate the other device’s contribution to the
combination key. This is possible since each device knows the Bluetooth
device address of the other device. Thus, device A shall calculate (EQ 2) on
page 781 and device B shall calculate (EQ 1) on page 781. After this, both
devices shall combine the two numbers to generate the 128-bit link key. The
combining operation is a simple bitwise modulo-2 addition (i.e. XOR). The
result shall be stored in device A as the link key K, and in device B as the link

key K ,. When both devices have derived the new combination key, a mutual

authentication procedure shall be initiated to confirm the success of the trans-
action. The old link key shall be discarded after a successful exchange of a
new combination key. The message flow between master and slave and the
principle for creating the combination key is depicted in Figure 3.2 on page
782.

Unit A Unit B
LK K, = E, (LK_RAND ,BD_ADDR)) LK K, = E,(LK_RAND,, BD_ADDR,)
C, = LK_RAND,®K Cz = LK_RAND,; ® K
C,
4..
Cy
-
LK_RAND, = C;®K LK RAND, = C,®K
LK Ky = Ey(LK_RAND g BD_ADDRp) LK K, = E,(LK_RAND , BD_ADDR,)
K,z =LK K,®LK K, Kp, = LK K,®LK K, = K,
Authentication
———P

Figure 3.2: Generating a combination key. The old link key (K) is discarded after the exchange of a
new combination key has succeeded

3.2.5 Generating the encryption key

The encryption key, K, is derived by algorithm £, from the current link key, a

96-bit Ciphering OFfset number (COF), and a 128-bit random number. The
COF is determined in one of two ways. If the current link key is a master key,
then COF shall be derived from the master BD_ADDR. Otherwise the value of
COF shall be set to the value of ACO as computed during the authentication

procedure. Therefore:’

1. x uy denotes the concatenation of x and y.
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S { BD ADDR U BD ADDR, iflink key is a master key
ACO, otherwise.

(EQ3)

There is an explicit call of £, when the LM activates encryption. Consequently,
the encryption key is automatically changed each time the device enters
encryption mode. The details of the key generating function £ can be found in
Section 6.4 on page 807.

3.2.6 Point-to-multipoint configuration

It is possible for the master to use separate encryption keys for each slave in a
point-to-multipoint configuration with ciphering activated. Then, if the applica-
tion requires more than one slave to listen to the same payload, each slave
must be addressed individually. This can cause unwanted capacity loss for the
piconet. Moreover, a slave might not be capable of switching between two or
more encryption keys in real time (e.g., after looking at the LT_ADDR in the
header). Thus, the master cannot use different encryption keys for broadcast
messages and individually addressed traffic. Therefore, the master may tell
several slave devices to use a common link key (and, hence, indirectly also to
use a common encryption key) and may then broadcast the information
encrypted. For many applications, this key is only of temporary interest. In the
following discussion, this key is denoted by X, ..., -
The transfer of necessary parameters shall be protected by the routine
described in Section 3.2.8 on page 784. After the confirmation of successful
reception in each slave, the master shall issue a command to the slaves to
replace their respective current link key by the new (temporary) master key.
Before encryption can be activated, the master shall also generate and distrib-
ute a common EN_RAND to all participating slaves. Using this random number
and the newly derived master key, each slave shall generate a new encryption
key.

Note that the master must negotiate the encryption key length to use individu-
ally with each slave that will use the master key. If the master has already
negotiated with some of these slaves, it has knowledge of the sizes that can be
accepted. There may be situations where the permitted key lengths of some
devices are incompatible. In that case, the master must exclude the limiting
device from the group.

When all slaves have received the necessary data, the master can communi-
cate information on the piconet securely using the encryption key derived from
the new temporary link key. Each slave in possession of the master key can
eavesdrop on all encrypted traffic, not only the traffic intended for itself. The
master may tell all participants to fall back to their old link keys simultaneously.
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3.2.7 Modifying the link keys

A link key based on a unit key can be changed. The unit key is created once
during first use. Typically, the link key should be changed rather than the unit
key, as several devices may share the same unit key as link key (e.g. a printer
whose unit key is distributed to all users using the printer’s unit key as link key).
Changing the unit key will require re-initialization of all devices connecting.
Changing the unit key can be justified in some circumstances, e.g. to deny
access to all previously allowed devices.

If the key change concerns combination keys, then the procedure is straightfor-
ward. The change procedure is identical to the procedure described in Figure
3.2 on page 782, using the current value of the combination key as link key.
This procedure can be carried out at any time after the authentication and
encryption start. Since the combination key corresponds to a single link, it can
be modified each time this link is established. This will improve the security of
the system since then old keys lose their validity after each session.

Starting up an entirely new initialization procedure is also possible. In that case,
user interaction is necessary since a PIN will be required in the authentication
and encryption procedures.

3.2.8 Generating a master key

The key-change routines described so far are semi-permanent. To create the
master link key, which can replace the current link key during a session (see
Section 3.2.6 on page 783), other means are needed. First, the master shall
create a new link key from two 128-bit random numbers, RAND1 and RAND2.
This shall be done by

Kypasier = E2(RANDI, RAND2, 16). (EQ 4)

This key is a 128-bit random number. The reason for using the output of £,,
and not directly choosing a random number as the key, is to avoid possible
problems with degraded randomness due to a poor implementation of the ran-
dom number generator within the device.

Then, a third random number, RAND, shall be transmitted to the slave. Using
E,, with the current link key and RAND as inputs, both the master and the
slave shall compute a 128-bit overlay. The master shall send the bitwise XOR
of the overlay and the new link key to the slave. The slave, who knows the
overlay, shall recalculate K, ,,.... To confirm the success of this transaction, the
devices shall perform a mutual authentication procedure using the new link
key. This procedure shall then be repeated for each slave that receives the
new link key. The ACO values from the authentications shall not replace the
current ACO, as this ACO is needed to (re)compute a ciphering key when the
master falls back to the previous (non-temporary) link key.
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The master activates encryption by an LM command. Before activating encryp-
tion, the master shall ensure that all slaves receive the same random number,

EN_RAND, since the encryption key is derived through the means of £; indi-

vidually in all participating devices. Each slave shall compute a new encryption
key as follows:

Security Specification

K¢ = E5(K,, 1er» EN_ RAND, COF) (EQ5)
where the value of COF shall be derived from the master's BD_ADDR as spec-
ified by equation (EQ 3) on page 783. The details of the encryption key gener-
ating function are described in Section 6.4 on page 807. The message flow
between the master and the slave when generating the master key is depicted
in Figure 3.3. Note that in this case the ACO produced during the authentica-
tion is not used when computing the ciphering key.

Master Slave
K,pasrer = E2n(RANDI, RAND2, 16)
RAND
OVL = E,(K,RAND, 16) OVL = E,,(K, RAND, 16)
C = OVL®K,,,..
C
o
K}JF{N’I(’,’F . O};L @ (\‘
Authentication
-

Figure 3.3: Master link key distribution and computation of the corresponding encryption key.
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4 ENCRYPTION

User information can be protected by encryption of the packet payload; the
access code and the packet header shall never be encrypted. The encryption
of the payload shall be carried out with a stream cipher called E, that shall be

re-synchronized for every payload. The overall principle is shown in Figure 4.1
on page 787.

The stream cipher system E shall consist of three parts:

« the first part performs initialization (generation of the payload key). The pay-
load key generator shall combine the input bits in an appropriate order and
shall shift them into the four LFSRs used in the key stream generator.

» the second part generates the key stream bits and shall use a method
derived from the summation stream cipher generator attributable to Massey
and Rueppel. The second part is the main part of the cipher system, as it will
also be used for initialization.

« the third part performs encryption and decryption.

The Massey and Rueppel method has been thoroughly investigated, and there
exist good estimates of its strength with respect to presently known methods
for cryptanalysis. Although the summation generator has weaknesses that can
be used in correlation attacks, the high re-synchronization frequency will dis-
rupt such attacks.

Ke payload key

o e
address /
= payload key Key stream Z

clock generator l

plain text/cipher text

—— | generator
RAND

—

cipher text/ plain text

Figure 4.1: Stream ciphering for Bluetooth with E,,.
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4.1 ENCRYPTION KEY SIZE NEGOTIATION

Each device implementing the baseband specification shall have a parameter
defining the maximal allowed key length, L 1<L <16 (number of octets in

mrax? max —

the key). For each application using encryption, a number L . shall be defined

indicating the smallest acceptable key size for that particular application.
Before generating the encryption key, the devices involved shall negotiate to
decide the key size to use.

The master shall send a suggested value, L{}?, to the slave. Initially, the sug-

gested value shall be setto L) . If L(%) < L(}0), and, the slave supports the

suggested length, the slave shéll acknowledge and this value shall be the
length of the encryption key for this link. However, if both conditions are not ful-

filled, the slave shall send a new proposal, L{5, < L(}?, to the master. This value

shall be the largest among all supported lengths less than the previous master
suggestion. Then, the master shall perform the corresponding test on the slave
suggestion. This procedure shall be repeated until a key length agreement is
reached, or, one device aborts the negotiation. An abort may be caused by lack
of support for L, and all smaller key lengths, or if L, <L,;, inone of the

sug min
devices. In case of an abort link encryption can not be employed.

The possibility of a failure in setting up a secure link is an unavoidable conse-
quence of letting the application decide whether to accept or reject a suggested
key size. However, this is a necessary precaution. Otherwise a fraudulent
device could enforce a weak protection on a link by claiming a small maximum
key size.

4.2 ENCRYPTION OF BROADCAST MESSAGES

There may be three settings for the baseband regarding encryption:

1. No encryption.
This is the default setting. No messages are encrypted

2. Point-to-point only encryption.
Broadcast messages are not encrypted. This may be enabled either during
the connection establishment procedure or after the connection has been
established.

3. Point-to-point and broadcast encryption.
All messages are encrypted. This may be enabled after the connection has
been established only. This setting should not be enabled unless all affected
links share the same master link key as well as the same EN_RAND value,
both used in generating the encryption key.
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4.3 ENCRYPTION CONCEPT

Broadcast traffic Individually addressed traffic
No encryption No encryption
No encryption Encryption, K, ,er

Encryption, K

master

Encryption, K

masfter

Table 4.1: Possible encryption modes for a slave in possession of a master key.

For the encryption routine, a stream cipher algorithm is used in which ciphering
bits are bit-wise modulo-2 added to the data stream to be sent over the air
interface. The payload is ciphered after the CRC bits are appended, but, prior
to the FEC encoding.

Each packet payload shall be ciphered separately. The cipher algorithm £,
uses the master Bluetooth device address (BD_ADDR), 26 bits of the master
real-time clock (CLK ,g.1) and the encryption key K. as input, see Figure 4.2
on page 790 (where it is assumed that device A is the master).

The encryption key K is derived from the current link key, COF, and a random
number, EN_RAND, (see Section 6.4 on page 807). The random number shall

be issued by the master before entering encryption mode. Note that
EN_RAND, is publicly known since it is transmitted as plain text over the air.

Within the £, algorithm, the encryption key K. is modified into another key

denoted K'..The maximum effective size of this key shall be factory preset
and may be set to any multiple of eight between one and sixteen (8-128 bits).
The procedure for deriving the key is described in Section 4.5 on page 793.

The real-time clock is incremented for each slot. The £, algorithm shall be re-
initialized at the start of each new packet (i.e. for Master-to-Slave as well as for
Slave-to-Master transmission). By using CLK,g_¢ at least one bit is changed
between two transmissions. Thus, a new keystream is generated after each re-

initialization. For packets covering more than a single slot, the Bluetooth clock
as found in the first slot shall be used for the entire packet.

The encryption algorithm £, generates a binary keystream, X, ;... , which shall
be modulo-2 added to the data to be encrypted. The cipher is symmetric;
decryption shall be performed in exactly the same way using the same key as
used for encryption.
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Device A (master) Device B
EN_RAND,
BD_ADDR ,— BD_ADDR ,—=
EO EO
clock A —= clock ” —>
K. e K, =
J"Kc.-'ph.er Kcr‘pher
data, o ‘><—|g—> Z
data
datag , <—(%)<— S H%}e

Figure 4.2: Functional description of the encryption procedure

4.4 ENCRYPTION ALGORITHM

The system uses linear feedback shift registers (LFSRs) whose output is com-
bined by a simple finite state machine (called the summation combiner) with 16
states. The output of this state machine is the key stream sequence, or, during
initialization phase, the randomized initial start value. The algorithm uses an
encryption key K., a 48-bit Bluetooth address, the master clock bits CLKyg_4,

and a 128-bit RAND value. Figure 4.3 on page 791 shows the setup.

There are four LFSRs (LFSR4,...,LFSR,) of lengths L, = 25, L, = 31, Ly = 33,
and, L, = 39, with feedback polynomials as specified in Table 4.2 on page 791.

The total length of the registers is 128. These polynomials are all primitive. The
Hamming weight of all the feedback polynomials is chosen to be five — a rea-
sonable trade-off between reducing the number of required XOR gates in the
hardware implementation and obtaining good statistical properties of the gen-
erated sequences.
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Figure 4.3: Concept of the encryption engine.

i L; feedback /(1) weight
1 25 1254 420 4 412 4 8 4 5
2 31 Bla 24 16442 4 5
3 33 3 B 1. - S B | 5
4 39 394364 28 4 44 ] 5

Table 4.2: The four primitive feedback polynomials.

Let x/ denote the 't symbol of LFSR;. The value y, is derived from the four-
tuple x/, ..., x} using the following equation:

4
V=5 (EQ6)

=

where the sum is over the integers. Thus y, can take the values 0,1,2,3, or 4.
The output of the summation generator is obtained by the following equations:

z, =x}Ox2@x}®xtdcle {0,1}, (EQ7)
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+c

Spe1 = (Shst) = \‘)GTIJE{O-LL:”}- (EQ 8)

Cro1 = (¢liseliy) = 5,41 O T[] @ The, ] (EQ9)

where 7,[.] and 7,[.] are two different linear bijections over GF(4). Suppose

GF(4) is generated by the irreducible polynomial x>+ x+ 1, and let o. be a zero
of this polynomial in GF(4). The mappings 7, and 7, are now defined as:

T,: GF(4) - GF(4)
X X
T,: GF(4) »> GF(4)
X = (ot 1.

The elements of GF(4) can be written as binary vectors. This is summarized in
Table 4.3.

x T,[x] T, [x]
00 00 00
01 01 11
10 10 01
11 |11 10

Table 4.3: The mappings T; and T>.

Since the mappings are linear, they can be implemented using XOR gates; i.e.
Iy: (x5 %) (X1, %),
T: (x1,%0) B> (xg, X1 @ X,).

4.4.1 The operation of the cipher

Figure 4.4 on page 792 gives an overview of the operation in time. The encryp-
tion algorithm shall run through the initialization phase before the start of trans-
mission or reception of a new packet. Thus, for multislot packets the cipher is
initialized using the clock value of the first slot in the multislot sequence.

Figure 4.4: Overview of the operation of the encryption engine. Between each start of a packet (TX
or RX), the LFSRs are re-initialized.
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Master — Slave Slave - Master

Init Encrypt/Decrypt Init ~ Encrypt/Decrypt

clock cycles (time)

4.5 LFSRINITIALIZATION

The key stream generator is loaded with an initial value for the four LFSRs (in
total 128 bits) and the 4 bits that specify the values of ¢,and ¢_, . The 132 bit
initial value is derived from four inputs by using the key stream generator. The
input parameters are the key K., a 128-bit random number RAND, a 48-bit
Bluetooth device address, and the 26 master clock bits CLKyg_4.

The effective length of the encryption key may vary between 8 and 128 bits.
Note that the actual key length as obtained from £, is 128 bits. Then, within £,

the key length may be reduced by a modulo operation between K. and a poly-

nomial of desired degree. After reduction, the result is encoded with a block
code in order to distribute the starting states more uniformly. The operation
shall be as defined in (EQ 10) on page 794.

When the encryption key has been created the LFSRs are loaded with their ini-
tial values. Then, 200 stream cipher bits are created by operating the genera-
tor. Of these bits, the last 128 are fed back into the key stream generator as an
initial value of the four LFSRs. The values of ¢, and ¢, | are kept. From this
point on, when clocked the generator produces the encryption (decryption)
sequence which is bitwise XORed to the transmitted (received) payload data.

In the following, octet i of a binary sequence X is X[i]. Bit O of X is the LSB.
Then, the LSB of X[i] corresponds to bit 8 of the sequence X, the MSB of

XT[i] is bit 8i+7 of X. For instance, bit 24 of the Bluetooth device address is the
LSB of BD_ADDR]3].

The details of the initialization shall be as follows:

1. Create the encryption key to use from the 128-bit secret key k. and
the 128-bit publicly known EN_RAND. Let 7,1 <L < 16, be the
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effective key length in number of octets. The resulting encryption key
is K

K x) = g5 @)(Kcx) mod gi"'), (EQ 10)

where deg(g'”(x)) = 8L and deg(g}"(x)) < 128 — 8L . The polynomials
are defined in Table 4 4.

Shift the 3 inputs X', the Bluetooth device address, the clock, and
the six-bit constant 111001 into the LFSRs. In total, 208 bits are
shifted in:

a) Open all switches shown in Figure 4.5 on page 795;

b) Arrange inputs bits as shown in Figure 4.5; Set the content of all
shift register elements to zero. Set 1 = 0.

c) Start shifting bits into the LFSRs. The rightmost bit at each level of
Figure 4.5 is the first bit to enter the corresponding LFSR.

d) When the first input bit at level i reaches the rightmost position of
LFSR;, close the switch of this LFSR.

e) At + = 39 (when the switch of LFSR, is closed), reset both blend
registers ¢, = ¢;, ; = 0; Up to this point, the content of ¢, and
¢,_, has been of no concern. However, their content will now be
used in computing the output sequence.

f) From now on output symbols are generated. The remaining input
bits are continuously shifted into their corresponding shift
registers. When the last bit has been shifted in, the shift register is
clocked with input = 0;

Note: When finished, LFSR4 has effectively clocked 30 times
with feedback closed, LFSR, has clocked 24 times, LFSR3 has
clocked 22 times, and LFSR4 has effectively clocked 16 times
with feedback closed.

To mix initial data, continue to clock until 200 symbols have been
produced with all switches closed (1 = 239);

Keep blend registers ¢, and ¢, ,, make a parallel load of the last 128
generated bits into the LFSRs according to Figure 4.6 at 1 = 240 ;

After the parallel load in item 4, the blend register contents shall be updated for
each subsequent clock.

2

3

4

(L) (L)
L | deg | & deg | &2
1 [8] 00000000 00000000 00000000 0000011d [119] 00e275a0 abd218d4 cf928b%b bf6cb0O8f

‘ (18]
[24]

‘ [32]

00000000 00000000 00000000 0001003f [112] 0001e3f6 3d7659b3 7f18c258 cffeefef
00000000 00000000 00000000 010000db [104] 000001be fé6c6c3a bl030aba 1919808k

00000000 00000000 00000001 OOOOOOAf [96] 00000001 6ab89963 del7467f d3736ad9

Table 4.4: Polynomials used when creating K’... . 1
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(L) (L}

L | deg | &1 deg | £2

5 [40] 00000000 00000000 00000100 00002039 [88] 00000000 01630632 91daSOec 55715247
6 [48] 00000000 00000000 00010000 00000291 [77] 00000000 00002c93 52aaécc) 54468311
7 [56] 00000000 00000000 01000000 00002095 [71] 00000000 000D000b3 f7fffce2 79£3a073
8 [64] 00000000 00000001 00000000 0000301b [63] 00000000 00000000 alab815b c7ec8025
9 [72] 00000000 00000100 00000000 0000I609 [49] 00000000 DOOO0000 0002c980 11dsbo4d
10 [80] 00000000 00010000 00000000 00000215 [42] 00000000 00000000 0000058e 24f9adbb
11 [88] 00000000 01000000 00000000 0000013k [25) 00000000 DODOODOO 0000000c a76024d7
12 [96] 00000001 00000000 00000000 000000dd [28] 00000000 DOOOO0D0D 000DODO0 1c9c26b9
13 [104] 00000100 00000000 00000000 0000045d [21] 00000000 00000000 00000000 0026d9e3
14 [112] 00010000 00000000 00000000 0000014f [14] 00000000 00000000 00000000 00004377
15 [120] 01000000 00000000 00000000 000000e7 [7] 00000000 00000000 00000000 00000089
16 [128] 1 00000000 00000000 00000000 00000000 [0l 00000000 00000000 00000000 00000001

Table 4.4: Polynomials used when creating K... . 1

1. All polynomials are in hexadecimal notation. The LSB is in the rightmost position.

In Figure 4.5, all bits are shifted into the LFSRs, starting with the least signifi-
cant bit (LSB). For instance, from the third octet of the address, BD_ADDR][2],
first BD_ADDR¢ is entered, followed by BD_ADDR,-, etc. Furthermore, CL,

corresponds to CLKj,..., CLys corresponds to CLKg.

Note that the output symbols x:,i = 1,...,4 are taken from the positions 24, 24,
32, and 32 for LFSR4, LFSR,,LFSR3, and LFSR,, respectively (counting the
leftmost position as number 1).

. l? 11? &
ADR[2] CLI1] Ke[12] Ke[8] Ke'[4] Ke'l0] CL,, «L{ [ | \ }J
: . al X!
-l [Tl Wl 4 : |
ADR[3] ADR{0] Ke'(13] Ke'(9] Ke'[3] Ke'[1]CLI0} 001 ! [ ] [ [ |
“. ) Y E—C
,_l i At | '
ADRI4] CL{2] Ke'[14]Ke'[10] Kel6] Ke'[2] CL,, | | \ | [
: al - X7
p— Fid P — |
ADR(5] ADR(1] Ke'[15] Ke'[I1]Ke'[7] Ke[3] CL[O}, 111 -l | ‘ | ‘ [ ]
nl - X4
CLO) = CL, .. CL, '
CLIO), = CL, .. CL,
Figure 4.5: Arranging the input to the LFSRs.
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In Figure 4.6, the 128 binary output symbols Z,,..., Z457 are arranged in octets
denoted Z[0]...., Z[15]. The LSB of Z[0] corresponds to the first of these sym-
bols, the MSB of Z[15] is the last output from the generator. These bits shall be
loaded into the LFSRs according to the figure. It is a parallel load and no
update of the blend registers is done. The first output symbol is generated at
the same time. The octets shall be written into the registers with the LSB in the
leftmost position (i.e. the opposite of before). For example, Z,, is loaded into

position 1 of LFSRy,.

Z[12],
3 — D —
Szior [z | zs [

. —‘*\—. x]
e .‘? “? n? t |
<z | zs [z [ zizk,

. | - Xg

e . l? :‘GI’ y? ) n
- Z[2) | Z[6] | Z[10] | Z113] H.JI/ Z[15],
al e
-:-‘\' @ 55? ‘"T L
-4 Z[3] | Z[7] | Z[11] | Z[14] Z[15],, J |
| - x*

Figure 4.6: Distribution of the 128 last generated output symbols within the LFSRs.

4.6 KEY STREAM SEQUENCE

When the initialization is finished, the output from the summation combiner is
used for encryption/decryption. The first bit to use shall be the one produced at
the parallel load, i.e. at + = 240. The circuit shall be run for the entire length of
the current payload. Then, before the reverse direction is started, the entire ini-
tialization process shall be repeated with updated values on the input parame-
ters.

Sample data of the encryption output sequence can be found in [Part G] Sec-
tion 1 on page 673. A necessary, but not sufficient, condition for all Bluetooth
compliant implementations of encryption is to produce these encryption
streams for identical initialization values.
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5 AUTHENTICATION

Authentication uses a challenge-response scheme in which a claimant’s knowl-
edge of a secret key is checked through a 2-move protocol using symmetric
secret keys. The latter implies that a correct claimant/verifier pair share the
same secret key, for example K. In the challenge-response scheme the verifier
challenges the claimant to authenticate a random input (the challenge),
denoted by AU_RAND,, with an authentication code, denoted by E£,, and

return the result SRES to the verifier, see Figure 5.1 on page 797. This figure
also shows that the input to E; consists of the tuple AU_RAND, and the Blue-

tooth device address (BD_ADDR) of the claimant. The use of this address pre-

vents a simple reflection attack'. The secret K shared by devices A and B is the
current link key.

Verifier (Device A) Claimant (Device B)
AU_RAND4 ATLEANIL AU_RAND,
o —_— -
BD_ADDR,; BD_ADDR

e E, |e—= "B
Link key Link key
SRES 1
ACO ';.f "]\.P? \ACO
SRES’ SRES
?
SRES

Figure 5.1: Challenge-response for the Bluetooth.

The challenge-response scheme for symmetric keys is depicted in Figure 5.2
on page 798.

1. The reflection attack actually forms no threat because all service requests are dealt with on
a FIFO bases. When preemption is introduced, this attack is potentially dangerous.
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Verifier Claimant
(User A) (User B, with identity IDB)

RAND

Y

SRES = E(key, IDB, RAND)
SRES

SRES' = E(key. IDB, RAND)

Check: SRES' = SRES

Figure 5.2: Challenge-response for symmetric key systems.

The verifier is not required to be the master. The application indicates which
device has to be authenticated. Some applications only require a one-way
authentication. However, some peer-to-peer communications, should use a
mutual authentication in which each device is subsequently the challenger
(verifier) in two authentication procedures. The LM shall process authentication
preferences from the application to determine in which direction(s) the authen-
tication(s) takes place. For mutual authentication with the devices of Figure 5.1
on page 797, after device A has successfully authenticated device B, device B
could authenticate device A by sending an AU_RANDg (different from the
AU_RAND, that device A issued) to device A, and deriving the SRES and

SRES’ from the new AU_RANDg, the address of device A, and the link key

If an authentication is successful the value of ACO as produced by E, shall be
retained.
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5.1 REPEATED ATTEMPTS

When the authentication attempt fails, a waiting interval shall pass before the
verifier will initiate a new authentication attempt to the same claimant, or before
it will respond to an authentication attempt initiated by a device claiming the
same identity as the failed device. For each subsequent authentication failure
with the same Bluetooth device address, the waiting interval shall be increased
exponentially. That is, after each failure, the waiting interval before a new
attempt can be made, could be for example, twice as long as the waiting inter-

val prior to the previous attempt?. The waiting interval shall be limited to a max-
imum. The maximum waiting interval depends on the implementation. The
waiting time shall exponentially decrease to a minimum when no new failed
attempts are made during a certain time period. This procedure prevents an
intruder from repeating the authentication procedure with a large number of dif-
ferent keys.

To make the system less vulnerable to denial-of-service attacks, the devices
should keep a list of individual waiting intervals for each device it has established
contact with. The size of this list may be restricted to only contain the N devices
with which the most recent contacts have been made. The number N may vary
for different devices depending on available memory size and user environment.

1. Another appropriate value larger than 1 may be used.
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6 THE AUTHENTICATION AND KEY-GENERATING
FUNCTIONS

This section describes the algorithms used for authentication and key genera-
tion.

6.1 THE AUTHENTICATION FUNCTION E,

The authentication function £, is a computationally secure authentication
code. E, uses the encryption function SAFER+. The algorithm is an enhanced

version of an existing 64-bit block cipher SAFER-SK128, and it is freely avail-
able. In the following discussion, the block cipher will be denoted as the func-
tion 4, which maps using a 128-bit key, a 128-bit input to a 128-bit output, i.e.

128 128 128
A, {0,1 0,1 0,1
P 40,1 x {0,137 — {0, 1} EQ 11)
(kxx) >t
The details of 4, are given in the next section. The function £, is constructed
using 4, as follows

= 128 128 48 32 96
E;: {0,1 0,1 0,1 0,1 0,1
10 40, 1T x {0, 1 x {0, 1 = {0,137 % {0, 1} (EQ 12)
(K, RAND, address) > (SRES, ACO),
where SRES = Hash(K, RAND address, 6)[0, ..., 3], where Hash is a keyed hash
function defined as’,

Hosh (0, 112 w0, 15 it TP E ol 19> F6, 172 i 15
(K, 1,1, L) }—)A'r([i(], [E(Ly, L) +16 (4K, 1))®, 1))]),
and where
- 8« 8x16
E:{0,1} """ x{6,12} = {0, 1} (EQ 14)

(X0, ...,L—1], L) - (X[i(mod L)] for i =0...15),

is an expansion of the L octet word X into a 128-bit word. The function 4, is

evaluated twice for each evaluation of £, . The key K for the second use of A,

(actually 4',) is offset from K as follows?

1. The operator +44 denotes bytewise addition mod 256 of the 16 octets, and the operator @,
denotes bytewise XORing of the 16 octets.

2. The constants are the largest primes below 257 for which 10 is a primitive root.
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K[0] = (K[0] +233) mod 256, [1] K[1] ® 229,
K[2] = (K[2]+223) mod 256, [3]=K[3]@193
K[4] = (K[4] + 179) mod 256, K[5]=K[5]® 167,
~!~('[6]=(K[6]+l49) mod 256, []=K[] 131, i
K{8) = K[8] ® 233, K[9] = (K[9]+229) mod 256,
K[10] = K[10] ® 223, K[11] = (K[11] + 193) mod 256,
K[12] = K[12] ® 179, K[13] = (K[13] + 167) mod 256,
K[14] = K[14] ® 149, K[15] = (K[15] + 131) mod 256.

A data flowchart of the computation of £, is shown in Figure 6.1 on page 802.
E, is also used to deliver the parameter ACO (Authenticated Ciphering Offset)
that is used in the generation of the ciphering key by £, , see equations (EQ 3)

on page 783 and (EQ 23) on page 807. The value of ACO is formed by the
octets 4 through 15 of the output of the hash function defined in (EQ 13) on
page 801, i.e.

ACO = Hash(K, RAND,address, 6)[4, ..., 15]. (EQ 16)

RAND address

—

K T A4,

offset | yor @
~ 128 |g—!
K add |+16 E
——L =6
> A

/ ’/\ \ xor :16 8-bit xor-ings
add: 16 8-bit additions mod 256

SRES ACO

Figure 6.1: Flow of data for the computation of E .
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6.2 THE FUNCTIONS A, AND A’,

The function 4, is identical to SAFER+. It consists of a set of 8 layers, (each
layer is called a round) and a parallel mechanism for generating the sub keys
Klil.p=12..,17, which are the round keys to be used in each round. The

function will produce a 128-bit result from a 128-bit random input string and a
128-bit key. Besides the function 4, , a slightly modified version referred to as
A', is used in which the input of round 1 is added to the input of round 3. This is
done to make the modified version non-invertible and prevents the use of 4,
(especially in E,, ) as an encryption function. See Figure 6.2 on page 804 for
details.

6.2.1 The round computations

The computations in each round are a composition of encryption with a round
key, substitution, encryption with the next round key, and, finally, a Pseudo
Hadamard Transform (PHT). The computations in a round shall be as shown in

Figure 6.2 on page 804. The sub keys for round r,» = 1, 2, ..., 8 are denoted
K,, U1, K5, [j], 7 = 0,1, ..., 15. After the last round X ,[/] is applied identically
to all previous odd numbered keys.

6.2.2 The substitution boxes “e” and “I”

In Figure 6.2 on page 804 two boxes are shown, marked “e” and “I". These
boxes implement the same substitutions as are used in SAFER+; i.e. they
implement

el {0,...,255} — {0,...,255},
e : i (457 (mod 257)) (mod 256),
! : ijsti= e().

Their role, as in the SAFER+ algorithm, is to introduce non-linearity.
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¢ 1 2 3 4 5 6 T 8 9 10 11 12 13 M 15
R v S Only for A’F in round 3\,
| [
d & 5 c!) ;) ? 8 g 5 8o & : 413 Ainputi.13]
|
& & 5 é & 1 [ LI T S K, [0.15]
X . r 1 1 . . : ,
el 00 G 0 00K &0 M ‘f [d M M [
i 8 L& ¢ 8 ¢ s K, [0.15]
Kyrl0] K, [15]
i S 1 l
PHT PHT | mn‘| | PHT| ‘ PHT} | PHT] [ mn‘| | PIIT|

.;l;;l;;l”'l'

| PERMUTE: 8 11 12152165109 14130743

R l o i 1 1 l
|_FHT | .7"”|1'H1i||7PHT| ‘PH[‘ PHT :ET?H
1 l | B l 1 l

PERMUTE: 8 11 12152165109 14 l‘ll'."-li

.Tl_.lf.l lrllr

PHT PHT | !'H1| | !'HT| ‘ IHI" | lHl| [ IHT| | PHTI

TTI TP d]d]

PERMIITEH[[ 1215211\5[09!«! HIIT-1-3

PRI RN A A lll|

PHT PHT | !'Hl| | PHT| ‘ PHl'} | l[-lll | IHT| | PHT|

ROUND r,r=12,.8
o
=
=i
=
=

1
|

1 { 1 1
1 1 128
‘ é BB @ @ & 5@ & B —r— Ky 10.15]
L] 1 l

;

E  addition mod 256

Only after last round

D bitwise XOR
PHT(x,y)= (2x+y mod 256, x+y mod 256)

Figure 6.2: One round in 4, and A',. The permutation boxes show how input byte indices are

mapped onto output byte indices. Thus, position 8 is mapped on position 0 (leftmost), position 11 is
mapped on position 1, efc.

6.2.3 Key scheduling

In each round, 2 batches of 16 octet-wide keys are needed. These round keys
are derived as specified by the key scheduling in SAFER+. Figure 6.3 on page
805 gives an overview of how the round keys K, [j] are determined. The bias

vectors B,, Bs, ..., B47 shall be computed according to following equation:

(45”““‘I mod 257)

B,[i] = ((45 mod 257) mod 256), fori = 0, ..., 15. (EQ 17)
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128 bit Key grouped in 16 octets
0 1 14 15
™ sum octets
bit-by-bit
dulo two
* J
Select octets
[0 1 14 15 16— — K,
[} T 1 0,1,2,...,14,15
| Rotate each octet left by 3 bit positions |
T3 | ;
Select octets
(o 1 415 16— K,
* * * * + 1,2,3,...,15,16
‘ Rotate each octet left by 3 bit positions |
B
[ [ Select octet 2
Lo 1 1415 J6 ] o oee kG Ky
i I 234,160 ;-
B
(I I B ?
Rotate each octet left by 3 bit positions
[ 1 ;
o 1 715 16— Select Bytes e K,
16,0,1.....13,14
By

Figure 6.3: Key scheduling in A,..

6.3 E,-KEY GENERATION FUNCTION FOR AUTHENTICATION

The key used for authentication shall be derived through the procedure that is
shown in Figure 6.4 on page 807. The figure shows two modes of operation for

the algorithm. In the first mode, £,, produces a 128-bit kink key, K, using a

128-bit RAND value and a 48-bit address. This mode shall be utilized when
creating unit keys and combination keys. In the second mode, £,, produces a

128-bit link key, K, using a 128-bit RAND value and an L octet user PIN. The
second mode shall be used to create the initialization key, and also when a
master key is to be generated.

When the initialization key is generated, the PIN is augmented with the
BD_ADDR, see Section 3.2.1 on page 780 for which address to use. The aug-
mentation shall always start with the least significant octet of the address
immediately following the most significant octet of the PIN. Since the maximum
length of the PIN used in the algorithm cannot exceed 16 octets, it is possible
that not all octets of BD_ADDR will be used.
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This key generating algorithm again exploits the cryptographic function. £, for
mode 1 (denoted F,, ) is computed according to following equations:

Eyp: 0,13 x40, 11% 5 (0, 1115
(EQ 18)
(RAND, address) —A4'.(X, 1)

where (for mode 1)

X = RANDJ[0...14] U (RAND[15] @ 6)
15

Y = (address[i (mod 6)]

i=0

(EQ 19)

Let L be the number of octets in the user PIN. The augmenting is defined by
PIN[0...L — 1] UBD_ADDR[O0...min{5,15-L}], T 16
PIN' = { ! (EQ 20)
PIN[0...L - 1], L =16,
Then, in mode 2, £, (denoted E,, ) is

Ey: {0,13% % {0,1}® x {1,2,...,16} - {0,1}'®

(EQ 2D
(PIN', RAND, L") 4" (X, Y)
where
15
X= PIN'[/ d L],
(U PIN'[7 (mod L)] (EQ22)
i=0
Y = RANDI[0...14] U (RAND[15] ® L"),
and 7' = min{16,L + 6} is the number of octets in PIN’.
806 4 November 2004 The Authentication And Key-Generating
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Mode 1 L Mode 2
RAND PIN' —~—»
128 ]I’
Ey Ey,
BD_ADDR ———— RAND ——
48 128
% 128 £ 128
Key Key

Figure 6.4: Key generating algorithm k., and its two modes. Mode 1 is used for unit and
and K

master”

combination keys, while mode 2 is used for K.

il

6.4 E3;-KEY GENERATION FUNCTION FOR ENCRYPTION

The ciphering key K. used by E, shall be generated by £;. The function E; is
constructed using A4', as follows

. 128 128 96 128

E,: {0,1 0,1V %10, 11° > {0,1

30 {0, 1} 7 x {0,1} {0,1} {0,1} e
(K, RAND, COF) > Hash(K, RAND, COF, 12)

where Hash is the hash function as defined by (EQ 13) on page 801. The key
length produced is 128 bits. However, before use within £, the encryption key

K. is shortened to the correct encryption key length, as described in Section
4.5 on page 793. A block scheme of £, is depicted in Figure 6.5.

The value of COF is determined as specified by equation (EQ 3) on page 783.

EN_RAND —+—~

128
COF —— L,
96 )
Linkkey —~—
128
# 128
K
Figure 6.5: Generation of the encryption key.
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1 INTRODUCTION

This section of the Bluetooth Specification defines the Logical Link Control and
Adaptation Layer Protocol, referred to as L2CAP. L2CAP is layered over the
Link Controller Protocol and resides in the data link layer as shown in Figure
1.1. L2CAP provides connection-oriented and connectionless data services to
upper layer protocols with protocol multiplexing capability, segmentation and
reassembly operation, and group abstractions. L2ZCAP permits higher level
protocols and applications to transmit and receive upper layer data packets
(L2CAP Service Data Units, SDU) up to 64 kilobytes in length. L2ZCAP also per-
mits per-channel flow control and retransmission via the Flow Control and
Retransmission Modes.

A

| High level protocol or applications }

high level protocol or applications ‘

Netwark Layer | ! + Network Layer |

LMP L2cap | 3 L2CAP LMP

Data Link
Baseband ﬁ:ﬁ Baseband
Physical

Device #1 ‘ L Device #2

Figure 1.1: L2CAP within protocol layers

The L2CAP layer provides logical channels, named L2CAP channels, which
are mapped to L2CAP logical links supported by an ACL logical transport, see
baseband specification [vol.3, part B] Section 4.4 on page 98.

1.1 L2CAP FEATURES

The functional requirements for L2ZCAP include protocol/channel multiplexing,
segmentation and reassembly (SAR), per-channel flow control, error control
and group management. Figure 1.2 on page 22 illustrates how L2CAP data
flows fit into the Bluetooth Protocol Stack. L2CAP lies above the Link Controller
Protocol and interfaces with other communication protocols such as the Blue-
tooth Service Discovery Protocol (SDP), RFCOMM, Telephony Control (TCS)
and Bluetooth Network Encapsulation Protocol (BNEP). Voice-quality channels
for audio and telephony applications and synchronous transparent connections
are usually run over synchronous logical transports, see [vol.3, part B] Section
4.3 on page 98. Packetized audio data, such as IP Telephony, may be sent
using communication protocols running over L2CAP.
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‘ SDP ‘ ‘RFCOMM‘ ‘ TCS ‘ ‘ Audio ‘——?

LMP | | L2cAP ‘ ‘ Voice \
| l '

ACL | | scolesco
Baseband

Figure 1.2: L2CAP dala flows in Bluetooth Protocol Architecture

Figure 1.3 on page 22 breaks down L2CAP into its architectural components.
The Channel Manager provides the control plane functionality and is responsi-
ble for all internal signalling, L2ZCAP peer-to-peer signalling and signalling with
higher and lower layers. It performs the state machine functionality described
in Section 6 on page 67 and uses message formats described in Section 4 on
page 41, Section 5 on page 57. The Retransmission and Flow Control block
provides per-channel flow control and optional retransmission for applications
that require it. The Resource Manager is responsible for providing a frame
relay service to the Channel Manager, the Retransmission and Flow Control
block and those application data streams that do not require Retransmission
and Flow Control services. It is responsible for coordinating the transmission
and reception of packets related to multiple L2ZCAP channels over the facilities
offered at the lower layer interface.

. data ‘
‘ A data
Upper | A data control

layer 4 A
8
= f
3 g | Retransmission & Flow Controli Channel
L2CAP § L EEESRESERNS R Manager
lavar = 1l (commands)
Y ‘ Encapsulation & Scheduling H
A
W (PDUs) =
Fragmentation (Recombination) :
+ (fragments) i
lower [T b | i
layer — —-—-—mmmm o ! ! <4--P controls
HCIBB v <4—» Data/packet flow
(
Figure 1.3: L2CAP architectural blocks
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Protocol/channel multiplexing

L2CAP supports multiplexing because the Baseband Protocol does not sup-
port any ‘type’ field identifying the higher layer protocol being multiplexed
above it.

During channel setup, protocol multiplexing capability is used to route the
connection request to the correct upper layer protocol.

For data transfer, logical channel multiplexing is needed to distinguish
between multiple upper layer entities. There may be more than one upper
layer entity using the same protocol.

Segmentation and reassembly

With the frame relay service offered by the Resource Manager, the length of
transport frames is controlled by the individual applications running over
L2CAP. Many multiplexed applications are better served if L2ZCAP has con-
trol over the PDU length. This provides the following benefits:

a) Segmentation will allow the interleaving of application data units in
order to satisfy latency requirements.

b) Memory and buffer management is easier when L2CAP controls
the packet size.

c) Error correction by retransmission can be made more efficient.

d) The amount of data that is destroyed when an L2CAP PDU is
corrupted or lost can be made smaller than the application's data unit.

e) The application is decoupled from the segmentation required to
map the application packets into the lower layer packets.

Flow control per L2CAP channel

When several data streams run over the same L2CAP logical link, using
separate L2CAP channels, each channel may require individual flow control.
Also L2CAP provides flow control services to profiles or applications that
need flow control and can avoid having to implement it. Due to the delays
between the L2CAP layers, stop-and-go flow control as employed in the
baseband is not sufficient. A window based flow control scheme is provided.
The use of flow control is an optional aspect of the L2ZCAP protocol.

Error control and retransmissions

Some applications require a residual error rate much smaller than the base-
band can deliver. L2ZCAP includes optional error checks and retransmissions
of L2CAP PDUs. The error checking in L2ZCAP protects against errors due to
the baseband falsely accepting packet headers and due to failures of the
HEC or CRC error checks on the baseband packets. Retransmission Mode
also protects against loss of packets due to flush on the same logical trans-
port. The error control works in conjunction with flow control in the sense
that the flow control mechanism will throttle retransmissions as well as first
transmissions. The use of error control and retransmission procedures is
optional.

Introduction 4 November 2004 23
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Fragmentation and Recombination

The lower layers have limited transmission capabilities and may require
fragment sizes different from those created by L2CAP segmentation. There-
fore layers below L2CAP may further fragment and recombine L2CAP PDUs
to create fragments which fit each layer capabilities. During transmission of
an L2CAP PDU, many different levels of fragmentation and recombination
may occur in both peer devices.

The HCI driver or controller may fragment L2ZCAP PDUs to honor packet
size constraints of a host controller interface transport scheme. This results
in HCI data packet payloads carrying start and continuation fragments of the
L2CAP PDU. Similarly the link controller may fragment L2ZCAP PDUs to map
them into baseband packets. This results in baseband packet payloads car-
rying start and continuation fragments of the L2CAP PDU.

Each layer of the protocol stack may pass on different sized fragments of
L2CAP PDUs, and the size of fragments created by a layer may be different
in each peer device. However the PDU is fragmented within the stack, the
receiving L2CAP entity still recombines the fragments to obtain the original
L2CAP PDU.

Quality of Service

The L2CAP connection establishment process allows the exchange of infor-
mation regarding the quality of service (QoS) expected between two Blue-
tooth devices. Each L2CAP implementation monitors the resources used by
the protocol and ensures that QoS contracts are honored.

24
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1.2 ASSUMPTIONS

The protocol is designed based on the following assumptions:

1. The ACL logical transport and L2CAP logical link between two devices is set
up using the Link Manager Protocol. The baseband provides orderly delivery
of data packets, although there might be individual packet corruption and
duplicates. No more than 1 unicast ACL logical transport exists between any
two devices.

2. The baseband always provides the impression of full-duplex communication
channels. This does not imply that all L2ZCAP communications are bi-direc-
tional. Multicasts and unidirectional traffic (e.g., video) do not require duplex
channels.

3. The L2CAP layer provides a channel with a degree of reliability based on the
mechanisms available at the baseband layer and with optional additional
packet segmentation and error detection that can be enabled in the
enhanced L2CAP layer. The baseband performs data integrity checks and
resends data until it has been successfully acknowledged or a timeout
occurs. Because acknowledgements may be lost, timeouts may occur even
after the data has been successfully sent. The link controller protocol uses a
1-bit sequence number. Note that the use of baseband broadcast packets is
prohibited if reliability is required, since all broadcasts start the first segment
of an L2CAP packet with the same sequence bit.

4. Some applications will expect independent flow control, independence from
the effects of other traffic and, in some cases, better error control than the
baseband provides. The Flow and Error Control block provides two modes.
Retransmission Mode offers segmentation, flow control and L2CAP PDU
retransmissions. Flow control mode offers just the segmentation and flow
control functions. If Basic L2ZCAP mode is chosen, the Flow and Error Con-
trol block is not used.

1.3 SCOPE

The following features are outside the scope of L2ZCAP’s responsibilities:

« L2CAP does not transport audio or transparent synchronous data desig-
nated for SCO or eSCO logical transports.

« L2CAP does not support a reliable multicast channel. See Section 3.2 on
page 34.

« L2CAP does not support the concept of a global group name.
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1.4 TERMINOLOGY

The following formal definitions apply:

Term

Description

Upper layer

Lower layer

L2CAP channel

SDU,
or L2CAP SDU

Segment,

or SDU segment

Segmentation

Reassembly

PDU, or
L2CAP PDU

The system layer above the L2CAP layer, which exchanges data with
L2CAP in the form of SDUs. The upper layer may be represented by
an application or higher protocol entity known as the Service Level
Protocol. The interface of the L2ZCAP layer with the upper layer is not
specified.

The system layer below the L2CAP layer, which exchanges data with
the L2CAP layer in the form of PDUs, or fragments of PDUs. The
lower layer is mainly represented within the Bluetooth Controller, how-
ever a Host Controller Interface (HCI) may be involved, such that an
HCI host driver could also be seen as the lower layer. Except for the
HCI functional specification (in case HCI is involved) the interface
between L2CAP and the lower layer is not specified.

The logical connection between two endpoints in peer devices, char-
acterized by their Channel Identifiers (CID), which is multiplexed on
the L2CAP logical link, which is supported by an ACL logical trans-
port, see [vol.3, part B] Section 4.4 on page 98

Service Data Unit: a packet of data that L2ZCAP exchanges with the
upper layer and transports transparently over an L2CAP channel
using the procedures specified here. The term SDU is associated with
data originating from upper layer entities only, i.e. does not include
any protocol information generated by L2CAP procedures.

A part of an SDU, as resulting from the Segmentation procedure. An
SDU may be split into one or more segments.
Note: this term is relevant only to the Retransmission Mode and Flow
Control Mode, not to the Basic L2ZCAP Mode.

A procedure used in the L2ZCAP Retransmission and Flow Control
Modes, resulting in an SDU keing split into one or more smaller units,
called Segments, as appropriate for the transport over an L2CAP
channel.

Note: this term is relevant only to the Retransmission Mode and Flow
Control Mode, not to the Basic L2CAP Mode.

The reverse procedure corresponding to Segmentation, resulting in
an SDU being re-established from the segments received over an
L2CAP channel, for use by the upper layer. Note that the interface
between the L2CAP and the upper layer is not specified,; therefore,
reassembly may actually occur within an upper layer entity although it
is conceptually part of the L2CAP layer.

Note: this term is relevant only to the Retransmission Mode and Flow
Control Mode, not to the Basic L2CAP Mode.

Protocol Data Unit a packet of data containing L2ZCAP protocol infor-
mation fields, control information, and/or upper layer information data.
A PDU is always started by a Basic L2CAP header. Types of PDUs
are: B-frames, |-frames, S-frames, C-frames and G-frames.

Table 1.1: Terminology
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Basic information
frame (B-frame)

Information frame
(I-frame)

Supervisory frame
(S-frame)

Control frame
(C-frame)

Group frame
(G-frame)

Fragment

Fragmentation

Recombination

Maximum
Transmission Unit
(MTU)

Term Description
Basic L2CAP Minimum L2CAP protocol information that is present in the beginning
HESHEE of each PDU: a length field and a field containing the Channel Identi-

fier (CID)

A B-frame is a PDU used in the Basic L2CAP mode for L2CAP data
packets. It contains a complete SDU as its payload, encapsulated by
a basic L2CAP header.

An |-frame is a PDU used in the Retransmission Mode and the Flow
Control Mode. It contains an SDU segment and additional protocol
information, encapsulated by a basic L2CAP header

An S-frame is a PDU used in the Retransmission Mode and the Flow
Control Mode. It contains protocol information only, encapsulated by a
basic L2CAP header, and no SDU data.

A C-frame is a PDU that contains L2CAP signalling messages
exchanged between the peer L2ZCAP entities. C-frames are exclusively
used on the L2CAP signalling channel.

G-frame is a PDU exclusively used on Connectionless L2ZCAP channels
in the Basic L2CAP mode. It contains a complete SDU as its payload,
encapsulated by a specific header.

A part of a PDU, as resulting from a fragmentation operation. Frag-
ments are used only in the delivery of data to and from the lower layer.
They are not used for peer-to-peer transportation. A fragment may be
a Start or Continuation Fragment with respect to the L2CAP PDU. A
fragment does not contain any protocol information beyond the PDU;
the distinction of start and continuation fragments is transported by
lower layer protocol provisions.

Note: Start Fragments always begin with the Basic L2ZCAP header of a
PDU.

A procedure used to split L2ZCAP PDUs to smaller parts, named frag-
ments, appropriate for delivery to the lower layer transport. Although
described within the L2CAP layer, fragmentation may actually occur in
an HCI host driver, and/or in the Controller, to accommodate the
L2CAP PDU transport to HCI data packet or baseband packet sizes.

Fragmentation of PDUs may be applied in all L2CAP modes.
Note: in version 1.1, Fragmentation and Recombination was referred
to as “Segmentation and Reassembly*.

The reverse procedure corresponding to fragmentation, resulting in
an L2CAP PDU re-established from fragments. In the receive path,
full or partial recombination operations may occur in the Controller
and/or the Host, and the location of recombination does not necessar-
ily correspond to where fragmentations occurs on the transmit side.

The maximum size of payload data, in octets, that the upper layer
entity is capable of accepting, i.e. the MTU corresponds to the maxi-
mum SDU size.

Table 1.1: Terminology
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Term Description

The maximum size of payload data in octets that the L2CAP layer
entity is capable of accepting, i.e. the MPS corresponds to the maxi-

Maximum ) mum PDU payload size.

PDU payload Size : : ; :

(MPS) Note: in the absence of segmentation, or in the Basic L2ZCAP Mode, the
Maximum Transmission Unit is the equivalent to the Maximum PDU
payload Size and shall be made equal in the configuration parameters.
The maximum size of command information that the L2CAP layer

. y entity is capable of accepting. The MTU,,, refers to the signallin

Signalling MTU y P pihd sig 7 g g

(MTU, ) channel only and corresponds to the maximum size of a C-frame,

excluding the Basic L2CAP header. The MTUg;q value of a peer is dis-
covered when a C-frame that is too large is rejected by the peer.

The maximum size of the connection packet information that the
L2CAP layer entity is capable of accepting. The MTU, refers to the

connectionless channel only and corresponds to the maximum G-
frame, excluding the Basic L2ZCAP header. The MTU,,, of a peer can

be discovered by sending an Information Request.

Connectionless
MTU (MTU¢p)

In Retransmission mode, MaxTransmit controls the number of trans-
missions of a PDU that L2CAP is allowed to try before assuming that
the PDU (and the link) is lost. The minimum value is 1 (only 1 trans-
mission permitted).

Note: Setting MaxTransmit to 1 prohibits PDU retransmissions. Fail-
ure of a single PDU will cause the link to drop. By comparison, in
Flow Control mode, failure of a single PDU will not necessarily cause
the link to drop.

MaxTransmit

Table 1.1: Terminology

28 4 November 2004 Introduction
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2 GENERAL OPERATION

L2CAP is based around the concept of ‘channels’. Each one of the endpoints of
an L2CAP channel is referred to by a channel identifier (CID).

2.1 CHANNEL IDENTIFIERS

A channel identifier (CID) is the local name representing a logical channel end-
point on the device. The null identifier (0x0000) is an illegal identifier and shall
never be used as a destination endpoint. Identifiers from 0x0001 to Ox003F are
reserved for specific LZCAP functions. Implementations are free to manage the
remaining CIDs in a manner best suited for that particular implementation, with
the provision that two simultaneously active L2CAP channels shall not share
the same CID. Table 2.1 on page 29 summarizes the definition and partitioning
of the CID name space.

CID assignment is relative to a particular device and a device can assign CIDs
independently from other devices (unless it needs to use any of the reserved
CIDs shown in the table below). Thus, even if the same CID value has been
assigned to (remote) channel endpoints by several remote devices connected
to a single local device, the local device can still uniquely associate each
remote CID with a different device.

CID Description

0x0000 Null identifier

0x0001 Signalling channel

0x0002 Connectionless reception channel
0x0003-0x003F Reserved

0x0040-0xFFFF Dynamically allocated

Table 2.1: CID name space

2.2 OPERATION BETWEEN DEVICES

Figure 2.1 on page 30 illustrates the use of CIDs in a communication between
corresponding peer L2CAP entities in separate devices. The connection-
oriented data channels represent a connection between two devices, where a
CID identifies each endpoint of the channel. The connectionless channels
restrict data flow to a single direction. These channels are used to support a
channel ‘group’ where the CID on the source represents one or more remote
devices. There are also a number of CIDs reserved for special purposes. The
signalling channel is one example of a reserved channel. This channel is used
to create and establish connection-oriented data channels and to negotiate
changes in the characteristics of connection oriented and connectionless chan-
nels. Support for a signalling channel within an L2CAP entity is mandatory.

General Operation 4 November 2004 29
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Note: it is assumed that an L2CAP signalling channel is available immediately
when an ACL logical transport is established between two devices, and L2ZCAP
traffic is enabled on the L2CAP logical link.

Another CID is reserved for all incoming connectionless data traffic. In the
example below, a CID is used to represent a group consisting of device #3 and
#4 . Traffic sent from this channel ID is directed to the remote channel reserved
for connectionless data traffic.

Logical Link Control and Adaptation Protocol Specification

\ —

Connection-oriented
data channel

ﬁ

Connectionless
data channel

-

Signaling

channel

P

T

D

CID
x

Lecap AT MO, Lacap
Entity [~ Al Entity
O (7

Device #1

-
B

Device #2

¢ oo 3

L2CAP | LzcAP
Entity Entity

Device #3 Device #4

Figure 2.1: Channels between devices

Table 2.2 on page 30 describes the various channels and their source and des-
tination identifiers. A CID is allocated to identify the local endpoint and shall be
in the range 0x0040 to OXFFFF. Section 6 on page 67 describes the state
machine associated with each connection-oriented channel. Section 3.1 on
page 33 describes the packet format associated with bi-directional channels
and Section 3.2 on page 34 describes the packet format associated with uni-
directional channels.

Channel Type

Local CID (sending)

Remote CID (receiving)

Connection-oriented
Connectionless data

Signalling

Dynamically allocated
Dynamically allocated

0x0001 (fixed)

Dynamically allocated
0x0002 (fixed)
0x0001 (fixed)

Table 2.2: Types of Channel Identifiers

30
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2.3 OPERATION BETWEEN LAYERS

L2CAP implementations should follow the general architecture described
below. L2ZCAP implementations transfer data between upper layer protocols
and the lower layer protocol. This document lists a number of services that
should be exported by any L2CAP implementation. Each implementation shall
also support a set of signalling commands for use between L2CAP implemen-
tations. L2CAP implementations should also be prepared to accept certain
types of events from lower layers and generate events to upper layers. How
these events are passed between layers is implementation specific.

£ N
Upper Layer
A - -
Request Confirm Response Indication
' L2CAP Layer '
A4
b N
Request Confirm Response Indication
Rl =7 | %
Lower Layer
\ * | T J

Figure 2.2: L 2CAP transaction model.

2.4 MODES OF OPERATION

L2CAP may operate in one of three different modes as selected for each
L2CAP channel by an upper layer.

The modes are:

+ Basic L2CAP Mode (equivalent to L2CAP specification in Bluetooth v1.1) 1
* Flow Control Mode

* Retransmission Mode

The modes are enabled using the configuration procedure. The Basic L2ZCAP
Mode is the default mode, which is used when no other mode is agreed.

In Flow Control and Retransmission modes, PDUs exchanged with a peer

entity are numbered and acknowledged. The sequence numbers in the PDUs
are used to control buffering, and a TxWindow size is used to limit the required
buffer space and/or provide a method for flow control. In addition to the window
size, the Token Bucket size parameter of the flow specification can be used to

1. Specification of the Bluetooth System v1.1 (Feb 22nd 2001): volume 1, part D.

General Operation 4 November 2004 31
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dimension the buffers; in particular on channels that do not use flow and error
control.

In Flow Control Mode no retransmissions take place, but missing PDUs are
detected and can be reported as lost.

In Retransmission Mode a timer is used to ensure that all PDUs are delivered
to the peer, by retransmitting PDUs as needed. A go-back-n repeat mechanism
is used to simplify the protocol and limit the buffering requirements.

32 4 November 2004 General Operation

1012



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 4] page 33 of 250

Logical Link Control and Adaptation Protocol Specification GB BIU et 0 0th®

3 DATA PACKET FORMAT

L2CAP is packet-based but follows a communication model based on chan-
nels. A channel represents a data flow between L2CAP entities in remote
devices. Channels may be connection-oriented or connectionless.

All packet fields shall use Little Endian byte order.

3.1 CONNECTION-ORIENTED CHANNEL IN BASIC L2CAP MODE

Figure 3.1 on page 33 illustrates the format of the L2ZCAP PDU within a con-
nection-oriented channel. In basic L2ZCAP mode, the L2ZCAP PDU on a connec-
tion-oriented channel is also referred to as a "B-frame".

Basic L2CAP
¥~ header "\

Channel
ID

Lss 16 16 MSB

Length Information payload

Basic information frame (B-frame)

Figure 3.1: PDU format in Basic L2ZCAP mode on connection-oriented channels (field sizes in
bits)

The fields shown are:

« Length: 2 octets (16 bits)

Length indicates the size of the information payload in octets, excluding the
length of the L2CAP header. The length of an information payload can be up
to 65535 octets. The Length field is used for recombination and serves as a
simple integrity check of the recombined L2CAP packet on the receiving
end.

* Channel ID: 2 octets

The channel ID (CID) identifies the destination channel endpoint of the
packet.

« Information payload: 0 to 65535 octets

This contains the payload received from the upper layer protocol (outgoing
packet), or delivered to the upper layer protocol (incoming packet). The MTU
is determined during channel configuration (see Section 5.1 on page 57).
The minimum supported MTU for the signalling PDUs (MTUg;,) is 48 octets

(see Section 4 on page 41).

Data Packet Format 4 November 2004 33
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3.2 CONNECTIONLESS DATA CHANNEL IN BASIC L2CAP MODE

Figure 3.2 illustrates the L2CAP PDU format within a connectionless data
channel. Here, the L2CAP PDU is also referred to as a "G-frame".

Length | 0x0002 | PSM Information payload

LsB 16 16 =16 MSB
Group frame (G-frame)

Figure 3.2: L2CAP PDU format in Basic L2CAP mode on Connectionless channel

The fields shown are:

* length: 2 octets
Length indicates the size of information payload plus the PSM field in octets.
* Channel ID: 2 octets
Channel ID (0x0002) reserved for connectionless traffic.
* Protocol/Service Multiplexer (PSM): 2 octets (minimum)
For information on the PSM field see Section 4.2 on page 44.
» Information payload: 0 to 65533 octets

The payload information to be distributed to all members of the piconet.
Implementations shall support a connectionless MTU (MTU,,,) of 48 octets
on connectionless channels. Devices may also explicitly change to a larger
or smaller connectionless MTU (MTU,).

Note: the maximum size of the Information payload field decreases accord-
ingly if the PSM field is extended beyond the two octet minimum.

34 4 November 2004 Data Packet Format
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3.3 CONNECTION-ORIENTED CHANNEL IN
RETRANSMISSION/FLOW CONTROL MODES

To support flow control and retransmissions, L2CAP PDU types with protocol
elements in addition to the Basic L2ZCAP header are defined. The information
frames (I-frames) are used for information transfer between L2CAP entities.
The supervisory frames (S-frames) are used to acknowledge |-frames and
request retransmission of I-frames.

Length Chlagnel Control | FCS
Lse 16 16 L % vss
Supervisory frame (S-frame)
L2CAP!
Length Ch?Snel Control | SDU Information payload FCS
Length*!
LSB 16 16 16 Oor 16 16 MSB

Information frame (I-frame)

*Only present in the "Start of L2CAP SDU" frame, SAR="01"

Figure 3.3: L2CAP PDU formats in Flow Control and Refransmission Modes

3.3.1 L2CAP header fields

« Length: 2 octets

The first two octets in the L2CAP PDU contain the length of the entire
L2CAP PDU in octets, excluding the Length and CID field.

For I-frames and S-frames, the Length field therefore includes the octet
lengths of the Control, L2ZCAP SDU Length (when present), Information
octets and frame check sequence (FCS) fields.

If the L2CAP SDU length field is present then the maximum number of Infor-
mation octets in one I-frame is 65529 octets. If the L2ZCAP SDU length field
is not present then the maximum number of Information octets in one I-
frame is 65531 octets.

* Channel ID: 2 octets

This field contains the Channel Identification (CID).
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