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SYSTEMS AND METHODS FOR 
RESTRICTING DRONEARSPACE ACCESS 

BACKGROUND 

0001. As drones become ubiquitous, the chances increase 
that a drone may inadvertently or intentionally fly into a 
restricted air space. Examples of restricted airspace include 
but are not limited to airports, airplane flight paths, no-fly 
Zones, buildings/skyscrapers, military reservations, stadi 
ums, private property, and other geographic boundaries. The 
Federal Aviation Administration (FAA) and state agencies 
continue to develop more guidelines and regulations for 
drone operations of all kinds (civil, commercial, recreational, 
etc.) in the United States. However, presently, there are no 
systems that effectively prevent or otherwise restrict a drone 
from flying into restricted airspace. There is also nothing that 
effectively prevents drones from being flown over private 
property. 
0002 Because drones are conspicuous, particularly when 
making an approach for landing, and because the public is 
becoming more aware of the growing use of drones for Vari 
ous purposes, drones could become Vulnerable to tampering. 
For example, the control of a drone might be intercepted or 
interfered with in-flight Such as by intercepting, jamming, 
and/or imitating (e.g., pirate signals) global positioning or 
Global Navigation Satellite System (GNSS) signals in order 
to direct a drone to a surrogate landing Zone. A drone may lose 
communications with a GNSS or other navigational system 
due to terrain features, dead spots, or GNSS outage, and may 
become lost, thereby putting the drone at risk. In some cases, 
repeated "hijacking of drones in an area may lead to an 
inference that a particular area should be avoided. However, 
presently there is nothing that prevents drones from being 
flown into high-risk areas where hijacking is likely. 

SUMMARY 

0003. The various embodiments include methods and 
drones and servers implementing the methods for providing 
conditional access by a drone to an area of restricted airspace 
("restricted area'), including time-based, toll-based, access 
level based and other restrictions. An embodiment method 
may include a drone receiving conditional access information 
associated with conditional access restrictions for the 
restricted area, comparing the received conditional access 
information for the restricted area to one or more access 
parameters for the drone, and accessing the restricted area 
based on comparing the received conditional access informa 
tion and the one or more access parameter for the drone. In 
various embodiments, accessing the restricted area based on 
comparing the received conditional access information and 
the one or more access parameters for the drone may include 
accessing the restricted area when the one or more access 
parameters satisfy the received access information and not 
accessing the restricted area when the one or more access 
parameters do not satisfy the received conditional access 
information. In various embodiments, the conditional access 
restrictions for the restricted area may be configured to 
change based on one or more of a time; a time period; a time 
of day; a day; and a date. 
0004. In some embodiment, comparing the received con 
ditional access information for the restricted area to one or 
more access parameters for the drone may include comparing 
a restriction level in the received conditional access informa 
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tion with an access level assigned to the drone, and accessing 
the restricted area based on comparing the received condi 
tional access information and the one or more access param 
eter for the drone may include accessing the restricted area 
when the access level assigned to the drone is equal to or 
higher than the restriction level based on comparing the 
restriction level with the access level assigned to the drone 
and taking corrective action by the drone when the access 
level assigned to the drone is less than the restriction level 
based on comparing the restriction level with the access level 
assigned to the drone. In some embodiments, the corrective 
action may include at least one of landing in or moving to a 
designated area; proceeding along a designated path to avoid 
the restricted area; returning to a designated location; pre 
venting takeoff reverting control of the drone to a third party; 
restricting usage of the drone while in the restricted area; and 
waiting for a period of time. In some embodiments, the cor 
rective action may include returning to a designated location. 
0005. In some embodiments, receiving conditional access 
information associated with conditional access restrictions 
for the restricted area may include receiving a restriction level 
in the received conditional access information that is change 
able between a first restriction level and a second restriction 
level, and accessing the restricted area by the drone based on 
comparing the received conditional access information and 
the one or more access parameter for the drone may include 
accessing the restricted area when the restriction level is 
changed to the first level, and not accessing the restricted area 
when the restriction level is changed to the second level. 
0006. In some embodiments, accessing the restricted area 
by the drone based on comparing the received conditional 
access information and the one or more access parameter for 
the drone may include the drone providing toll payment infor 
mation to one of a server and a beacon device, receiving a 
confirmation of a toll payment with the toll payment infor 
mation, and accessing the restricted area based on the 
received confirmation of the toll payment. 
0007. In some embodiments, the one or more access 
parameters for the drone may include at least one of a drone 
access level, a drone toll payment, a drone identification, a 
drone authentication, and a drone capability. In some embodi 
ments, the conditional access restrictions may include at least 
one of a restriction level, a drone toll payment restriction, a 
time-based restriction, a drone identification restriction, a 
drone authentication restriction, a drone use restriction, a 
drone speed restriction, and a drone altitude restriction. 
0008. In some embodiments, receiving conditional access 
information associated with the conditional access restric 
tions for the restricted area may include receiving the condi 
tional access information from a database where a first por 
tion of the database is stored on a first server and a second 
portion of the database is stored on a second server. 
0009. In some embodiments, receiving conditional access 
information associated with conditional access restrictions 
for the restricted area may include receiving the conditional 
access information from a database stored in a plurality of 
redundant servers. Some embodiments may further include 
selecting one of the plurality of redundant servers from which 
to receive the conditional access information based on a cri 
teria. 

0010. In some embodiments, the criteria includes one or 
more of: a proximity of the one of the plurality of redundant 
servers to the drone, a link quality of a communication link 
between the one of the plurality of redundant servers and the 
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drone, an affiliation of the one of the plurality of redundant 
servers, a classification of the one of the plurality of redundant 
servers, a reputation of one of the plurality of redundant 
servers, and an operator of the one of the plurality of redun 
dant servers. 
0011. In some embodiments, receiving conditional access 
information associated with conditional access restrictions 
for the restricted area comprises receiving the conditional 
access information from a server via a wireless communica 
tion network. Some embodiments may further include storing 
the received conditional access information in a memory of 
the drone. 
0012. In some embodiments, receiving the conditional 
access information from a server via a wireless communica 
tion network may include receiving updates to the conditional 
access information periodically according to an interval. In 
Some embodiments, receiving the conditional access infor 
mation from a server via a wireless communication network 
comprises receiving an expiration time for the conditional 
access information. Some embodiments may further include 
reloading the conditional access information from the server 
when the expiration time expires. 
0013. In some embodiments, the one or more access 
parameters of the drone are at least in part based on one or 
more access parameters of an operator of the drone. 
0014 Further embodiments include a drone, such as quad 
copter drones or other drones, having a transceiver and a 
processor configured with processor-executable instructions 
to perform operations of the embodiment methods described 
above. 

0015. Further embodiments include a server having a 
server processor configured with processor-executable 
instructions to perform or cooperate in performing operations 
of the embodiment methods described above. In some 
embodiments, the server processor may be configured with 
processor-executable instructions to receive one or more 
access parameters from the drone, provide conditional access 
information associated with conditional access restrictions 
for the restricted area to the drone, compare the conditional 
access information for the restricted area to the received one 
or more access parameters for the drone, and provide clear 
ance to the drone for accessing the restricted area based on 
comparing the conditional access information and the 
received one or more access parameter for the drone. In some 
embodiments, the server processor may be configured with 
processor-executable instructions to compare a restriction 
level in the conditional access information with an access 
level in the one or more access parameters assigned to the 
drone, provide clearance to the drone for accessing the 
restricted area when the access level assigned to the drone is 
equal to or higher than the restriction level based on compar 
ing the restriction level with the access level assigned to the 
drone, and providing information to the drone for taking 
corrective action when the access level assigned to the drone 
is less than the restriction level based on comparing the 
restriction level with the access level assigned to the drone. 
0016. In some embodiments, the server processor may be 
configured with processor executable instructions to provide 
clearance to notify the drone of atoll payment requirement for 
accessing the restricted area, receive toll payment informa 
tion from the drone, provide a confirmation to the drone of a 
toll payment processing with the toll payment information, 
and provide clearance to the drone for accessing the restricted 
area based on the confirmation of the toll payment. 
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0017. Further embodiments may include a computer-read 
able storage medium on which are stored server-executable 
instructions to perform operations of the methods described 
above. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0018. The accompanying drawings, which are incorpo 
rated herein and constitute part of this specification, illustrate 
exemplary embodiments of the invention, and together with 
the general description given above and the detailed descrip 
tion given below, serve to explain the features of the inven 
tion. 
0019 FIG. 1A-FIG. 1C are diagrams illustrating compo 
nents of a drone suitable for use in the various embodiments. 

0020 FIG. 1D is a diagram illustrating electrical and elec 
tronic components of a typical drone including a wireless 
communication receiver Suitable for use in the various 
embodiments. 

0021 FIG. 2A-FIG. 2B are diagrams illustrating commu 
nication links in a drone system between a drone and system 
components in the various embodiments. 
0022 FIG. 2C is a diagram illustrating communication 
links and navigation links in a drone system between a drone 
and system components while near restricted areas in the 
various embodiments. 

0023 FIG. 3A-FIG. 3E are diagrams illustrating avoid 
ance of restricted access to, and conditional access to 
restricted areas by a drone in the various embodiments. 
0024 FIG. 4A-FIG. 4C are message flow diagrams illus 
trating messages exchanged between components of a drone 
access restriction system in the various embodiments. 
0025 FIG. 5A is a process flow diagram illustrating a 
method for conditional access restriction for drones accord 
ing to various embodiments. 
0026 FIG. 5B is a process flow diagram further illustrat 
ing a method for conditional access restriction for drones 
according to various embodiments. 
0027 FIG. 6A is a process flow diagram illustrating a 
method of a server processor providing conditional access to 
a restricted area by drone according to various embodiments. 
0028 FIG. 6B is a process flow diagram illustrating a 
method of a processor of a beacon device providing condi 
tional access to a restricted area by drone according to various 
embodiments. 

(0029 FIG. 6C-FIG. 6D are process flow diagrams illus 
trating embodiment methods of providing conditional access 
based on toll collection. 
0030 FIG. 7 is a component diagram of an example 
mobile computing device suitable for use with the various 
embodiments. 
0031 FIG. 8 is a component diagram of an example 
mobile computing device suitable for use with the various 
embodiments. 
0032 FIG.9 is a component diagram of an example server 
suitable for use with the various embodiments. 

DETAILED DESCRIPTION 

0033. The various embodiments will be described in detail 
with reference to the accompanying drawings. Wherever pos 
sible, the same reference numbers will be used throughout the 
drawings to refer to the same or like parts. References made to 
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particular examples and implementations are for illustrative 
purposes, and are not intended to limit the scope of the inven 
tion or the claims. 

0034. The various embodiments facilitate the control of 
access by drones to geographic areas having flight restrictions 
("restricted areas'). Geographic areas may include areas 
defined by boundaries (airport approach paths, military bases, 
etc.) and the airspace above these areas, at least to a certain 
altitude. Geographic areas may also include particular points, 
Such as facilities, buildings (airports, government buildings, 
plants, reactors, etc.) and a Surrounding horizontal and verti 
cal radius (e.g., airspace Zones, altitudes). Restricted areas 
may have various restriction levels and conditions for access, 
Such as a Restriction Level 0 (unrestricted access) up to a 
Restriction Level 10 (highly restricted). Other restriction 
level systems are possible. Drones may be configured with 
one or more of various access levels or authorizations to enter 
restricted areas. The various access levels may include an 
Access Level 0 (limited access) up to an Access Level 10 
(wide access). The access level of a drone may permit or 
restrict access based on the various restrictions levels and 
conditions of the restricted areas. The access levels of the 
drones and the restriction levels of the restricted areas may be 
Subject to change based on various conditions to be described 
in greater detail hereinafter. 
0035. Non-exhaustive and non-limiting examples of 
restriction levels for restricted areas may include a Restriction 
Level 9 for access to airports; a Restriction Level 10 for 
national security relevant locations, such as the White House 
and military bases, and a Restriction Level 6 for a city or 
town. In further examples, a first drone may have an Access 
Level 7 and a second drone may have an Access Level 5. In 
Such an example, the first drone, with an Access Level 7. 
would have a Sufficient access level to access areas with 
Restriction Level 7 and below (e.g., cities, but not airports or 
military facilities). However, the second drone, with an 
Access Level 5, would not have a sufficient access level to fly 
through any of the above areas, but may be permitted to fly 
through areas with a Restriction Level 5 or below. 
0036. In various embodiments, restriction levels may also 
correspond to distances by which the drone is required to 
avoid the restricted areas. For example, a Restriction Level 10 
for a restricted area may require a drone to clear the restricted 
area by at least 1 mile and/or 3000 feet in altitude (if possible). 
A Restriction Level 2 for a restricted area may require a drone 
to clear the restricted area by a horizontal distance of 50 feet 
and/or a minimum altitude of 20 feet above a reference point, 
such as the tallest structure or feature in the area. Further, in 
various embodiments, certain restricted areas may require a 
drone to provide identification, such as a drone identifier or 
operator identifier, in order to gain access. In such examples, 
a drone can send identification, which may include an 
assigned drone access level, to a server that may be used to 
determine access for the drone to the particular restricted 
area. Upon validating the drone identification, the server may 
be configured to update a database of restricted areas main 
tained or accessible to the drone. Additionally or alterna 
tively, a database maintained by a server associated with the 
restricted area may be updated to add the drone as an access 
authorized drone. Once identified and authorized, the server 
may permit access by that drone to such a restricted area to 
allow access to certain recognized drones. 
0037. In some embodiments, restricted areas may allow 
conditional access by drones. For example, restricted access 
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to the restricted area may require reduced or modified func 
tionality of the drone, as compared to the functionality avail 
able to the drone when outside the restricted area. For 
example, a drone may be granted conditional access to the 
restricted area, provided that data collection by the drone is 
disabled (e.g., video/photo recording is disabled) while 
within the restricted area. In other examples, the drone may be 
required to reduce speed and/or fly in a “silent mode while in 
the restricted area. In other examples, the drone may be 
required to maintain an altitude minimum. Combinations of 
conditions may also be implemented. For example, drones 
with an Access Level 10 may be free to collect data, and fly at 
low altitudes, while drones with an Access Level 1 may be 
more heavily restricted and may be required to fly at a higher 
altitude, with no data collection and only during particular 
times. Other conditions are possible as will be described. 
0038. In various embodiments, in addition to or in lieu of 
other access restrictions, a drone may be assessed a toll or a 
charge to pass through a restricted area. The toll or charge 
may be based on time spent in the restricted area, distance 
traveled, time of day, actions performed, size of drone, noise/ 
nuisance created by drone, and/or other factors. The toll or 
charge may be variable based on such conditions. The toll 
may be charged on a per-access basis or on a usage basis (e.g., 
per hour, per mile, etc.). In other embodiments, the toll may 
be charged in the form of a subscription service that tallies 
accesses and provides a monthly charge to the drone operator, 
or that allows unlimited access for a fee. In some embodi 
ments, toll collection may functions in a manner similar to 
vehicle roadway toll collection (e.g., “EZ Pass, etc.). Based 
on data associated with toll charges and other conditions for 
access to certain restricted areas, a drone, or a server managed 
by a drone operator and communicating with the drone, may 
be configured to determine whether to avoid a restricted area 
or whether access through the restricted area is more efficient 
(e.g., fuel cost for avoidance vs. toll charge). In some embodi 
ments, emergency situations may require passage through the 
restricted area regardless of toll charges. For example, avoid 
ing a toll charging restricted area may mean that the drone 
will not have enough fuel or energy to reach a destination or 
otherwise complete a mission. In Such situations, passage 
through the restricted area may occur, even with a toll charge 
that would ordinarily trigger avoidance of the area. 
0039. In other embodiments, the charges may be applied 
based on resources used or leveraged by the drone in addition 
to or in lieu of charges required for access to the airspace. For 
example, the restricted area may apply charges or additional 
charges to the drone based on the drone using a server acces 
sible from the restricted area. Communication through the 
local server may provide more efficient communication for 
the drone as compared to communications between the drone 
and a distant drone command center. The local server may 
also provide enhanced area specific information for the drone. 
The restricted area may also apply charges to the drone based 
on the drone recharging/refueling at a charging/fueling facil 
ity within the restricted area. In other embodiments, the 
owner of restricted area may pay or provide incentives for the 
drone or drone operator to avoid the area on a per access basis 
or at all or some times. 

0040. In the various embodiments, drone access restric 
tion and control may be further facilitated by beacons that 
may be deployed within restricted areas. The drone may be 
configured to avoid areas in which a certain beacon signal is 
received. For example, a beacon signal may be transmitted by 
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a beacon device provided in areas in which drones are not 
desired (e.g., over private property). Regardless of whether 
these areas have been identified to the drone, such as through 
a database or list of restricted areas maintained by the drone, 
a server accessible to the drone, or a combination thereof, a 
beacon may provide additional access restrictions. When the 
drone detects the beacon signal, the drone may take certain 
actions depending on the information that is included in the 
beacon signal. For example, if the beacon signal contains only 
an indication that the area is restricted, the drone may take 
corrective action Such as by leaving the restricted area, land 
ing in or moving to a designated area, proceeding along a 
designated path to avoid the restricted area, returning to a 
designated location, preventing takeoff, reverting control of 
the drone to a third party, restricting usage of the drone while 
in the area, waiting for a period of time, and so on. In some 
embodiments, the beacon signal itselfmay identify the area as 
restricted and the signal range may demark the extent of the 
restricted area. In Such examples, the drone may receive a 
beacon signal that an area is restricted and, in response, may 
proceedina directionaway from the beacon signal. Such as by 
detecting that the beacon signal strength is decreasing. In 
other examples, the beacon signal may contain information 
about the coordinates of the restricted area controlled by the 
beacon. As will be described in greater detail the beacon may 
provide additional information to enable additional features, 
Such as providing information about conditional restrictions 
(e.g., time of day, use, altitude, etc.), suggested alternative 
routes, or suggested routes through the restricted area, and so 
on. Alternatively or additionally, the beacon signal may con 
tain information that may prompt the drone for identification 
to allow only authorized drones into the restricted area con 
trolled by the beacon, or provide conditional access based on 
the access level of the drone, and so on. 
0041. In the various embodiments, different beacons may 
provide different restriction levels to their restricted areas. 
For example, a first beacon may provide a Restriction Level 6 
and a second beacon may provide a Restriction Level 7 for 
respective restricted areas. The beacon restriction levels may 
change over time. For example, the first beacon may change 
the restriction level from a Restriction Level 6 during the 
daytime to a Restriction Level 4 at night. A beacon may be 
configured to allow a selected drone. Such as a drone owned 
by the owner of the beacon/property, while restricting access 
to other drones owned/operated by others. Beacons may fur 
ther be configured to take control over the drone. Such as to 
cause the drone to take corrective action, send the drone home 
back to a drone base, force the drone to land, and so on. 
Additional corrective actions may include, landing in or mov 
ing to a designated area, proceeding along a designated path 
to avoid the restricted area, returning to a designated location, 
preventing takeoff, reverting control of the drone to a third 
party, restricting usage of the drone while in the area, waiting 
for a period of time, and so on. The beacon may be configured 
to communicate with the drone through point-to-point wire 
less communications (e.g., Bluetooth, WiFi, LTE-Direct, 
etc.). 
0042. In further embodiments, in addition to avoiding 
restricted areas, a drone may be configured to avoid certain 
detected objects including objects detected by the drone, a 
command center, or a third-party device (e.g., air traffic con 
trol tower, etc.). In one example, a control tower may detect 
that an airplane is near the drone. In response, the drone may 
be configured to take corrective action to avoid the airplane. A 
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confidence level may be associated with detected objects. The 
confidence levels may be provided as an additional input for 
determining whether the drone should take corrective action. 
In an example, information from an air traffic control tower 
indicating that a plane is nearby may be associated with a 
confidence level 10 (maximum level), which may require 
immediate corrective action. Object detection information 
generated by the drone may be associated with a confidence 
level of 8, and the drone may collect further information 
before taking corrective action. 
0043. Drones may become subject to in-flight tampering 
with drone navigation, Such as GNSS signal tampering 
through pirate signals, jamming signals. Alternatively or in 
addition, drones may become subject to disruption of navi 
gation through natural interference. Therefore in various 
embodiments, the drone may be configured to periodically 
check the functionality of systems, such as but not limited to 
GPS and memory systems upon which navigation informa 
tion is provided, to detect and avoid the influence of tamper 
ing or navigation failures. For example, if the drone detects 
that the GPS or navigation system is not functioning cor 
rectly, the drone may assume it is in a suspect area and, in 
response, may take corrective action (e.g., return home, land, 
wait for GPS to respond, etc.). When navigational informa 
tion, such as information of restricted areas is stored on a 
server, the drone may be configured to provide and/or detect 
a periodic ping or "heart beat' signal. In other words, the 
drone may be configured to sense a heartbeat signal from the 
server and/or vice versa that is indicative of systems function 
ing correctly. In response to a failure to detect the heartbeat, 
the drone may be configured to take corrective action. 
0044. In embodiments such as beacon embodiments, the 
drone may use an alternate source of positioning signals (i.e., 
other than GNSS, GPS, etc.). Because drones may often fly at 
low altitudes (e.g., below 400 feet), the drone may scan for 
local radio signals (e.g., WiFi signals, Bluetooth signals, Cel 
lular signals, etc.) associated with transmitters (e.g., beacons, 
WiFi access points, Bluetooth beacons, Pico cells, Femto 
cells, etc.) having known locations such as beacons or other 
signal Sources within restricted or unrestricted areas near the 
flight path. The drone may use location information associ 
ated with the source of the alternate signals together with 
additional information (e.g., dead-reckoning in combination 
with last trusted GNSS location, dead-reckoning in combina 
tion with location of the drone truck or take-off Zone, etc.) for 
positioning and navigation. Thus, in Some embodiments the 
drone may navigate using a combination of navigation tech 
niques, including dead-reckoning, camera-based recognition 
of the land features below the drone (e.g., recognizing a road, 
landmarks, highway signage, etc.), etc., which may be used 
instead of or in combination with GNSS location determina 
tion and triangulation or trilateration based on known loca 
tions of detected wireless access points. Such alternative 
navigation may become important during an attempted hijack 
situation as previously described. 
0045. As used herein the term “drone' may refer to an 
unmanned aerial vehicle associated with a “drone operator.” 
A drone may be autonomous (self-navigating), remotely con 
trolled, server controlled, beacon controlled, or may be con 
trolled by a combination of control methods. A drone may be 
used for various purposes Such as to perform aerial Surveil 
lance, to monitor weather, to perform a communication relay 
function, to perform data collection, to deploy various com 
mercial and military systems, deliver packages or other pur 

AXON EXHIBIT 1010, Page 24



US 2016/0253907 A1 

poses. A drone may be owned and operated by a 'drone 
operator, which may include an individual, a commercial or 
civil operator, or another private, public, or commercial third 
party. 
0046. As used herein, the terms “area,” “geographic area.” 
“restricted access area,” “restricted area.” may refer inter 
changeably to various manners of delineating or denoting 
area or space. For example, an area as used herein may denote 
a general area Such as a street address or a single point loca 
tion, such as a GPS coordinate. The area for a point or location 
may also include a radius around the point or location includ 
ing a vertical radius extending into the airspace above the 
point or location. An area may also refer to a series of points, 
which may be denoted by coordinates such as GPS coordi 
nates. The series of points may mark a linear, circular, or 
irregular boundary. An area may further refer to airspace 
above land. A restricted area therefore may be the land 
denoted by the boundary or location and the airspace directly 
above and extending to a certain altitude above the designated 
land (e.g., including buildings, obstructions, terrain features, 
etc.) denoted by the boundary or location. An area may also 
refer to a radio signal range area for a signal emitted by a radio 
beacon. An area may also refer to an area designated by 
location or boundary information transmitted from a beacon 
that extends beyond the range of the beacon signal. 
0047. As used herein, the term Global Navigation Satellite 
System (GNSS) refers to any of a variety of satellite-aided 
navigation systems, such as Global Positioning System 
(GPS) deployed by the United States, GLONASS used by the 
Russian military, and Galileo for civilian use in the European 
Union, as well as terrestrial communication systems that 
augment satellite-based navigation signals or provide inde 
pendent navigation information. 
0048. As used herein, the term “beacon' may refer to a 
device that transmits, or otherwise emits a beacon signal or 
signals. Beacon signals may be received by a drone within a 
range of the beacon. As used herein, a beacon may transmit 
signals indicating that an area in which the beacon is located 
is a restricted access area, or restricted area. The range of the 
beacon signal may delineate the restricted area. The beacon 
signal may contain information that designates a restricted 
area independently of the range of the beacon signal. The area 
restricted by the beacon and delineated in information in the 
beacon signals may extend beyond the range of the beacon 
signals or the beacon signals may extend beyond the area 
designated as restricted by the information in the beacon 
signals. 
0049. The various embodiments may be implemented 
using a variety of drone configurations. A flight power Source 
for a drone may be one or more propellers that generate a 
lifting force sufficient to lift the drone (including the drone 
structure, motors, electronics, and power source) and any 
loads that may be attached to the drone. The flight power 
Source may be powered by an electrical power source Such as 
a battery. Alternatively, the flight power source may be a 
fuel-controlled motor, such as one or more internal combus 
tion motors. While the present disclosure is directed to 
examples of electric motor controlled drones, the concepts 
disclosed herein may be applied equally to drones powered by 
virtually any power Source. Flight power sources may be 
Vertical or horizontally mounted depending on the flight 
mode of the drone. A common drone configuration Suitable 
for use in the various embodiments is a “quad copter” con 
figuration. In an example quadcopter configuration, typically 
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four (or more or fewer) horizontally configured rotary lift 
propellers and motors are fixed to a frame. The frame may 
include a frame structure with landing skids that Supports the 
propulsion motors, power source (e.g., battery), payload 
securing mechanism, and so on. A payload may be attached in 
a central area underneath the frame structure platform of the 
drone, Such as in an area enclosed by the frame structure and 
skids underneath the flight power sources or propulsion units. 
A quad copter-style horizontal rotor drone may fly in any 
unobstructed horizontal and vertical direction or may hover in 
one place. In the examples described herein, a quad copter 
drone configuration is used for illustrative purposes. How 
ever, other drone designs may be used. 
0050. A drone may be configured with processing and 
communication devices that enable the device to navigate, 
Such as by controlling the flight motors to achieve flight 
directionality and to receive position information and infor 
mation from other system components including beacons, 
servers, access points, and so on. The position information 
may be associated with the current drone position, way 
points, flight paths, avoidance paths, altitudes, destination 
locations, locations of charging stations, etc. 
0051. An example drone 100 configured to fly to a location 
or destination including accessing restricted areas according 
to various embodiments is illustrated in FIGS. 1A through 
1D. In a simple example embodiment illustrated in FIG. 1A, 
the drone 100 may include a number of rotors 101, a frame 
103 and landing skids 105. The frame 103 may provide struc 
tural support for the motors associated with the rotors 101, the 
landing skids 105 and may be sufficiently strong to support 
the maximum load weight for the combination of the compo 
nents of the drone and, in some cases, a payload 109. For ease 
of description and illustration, some detailed aspects of the 
drone 100 are omitted such as wiring, frame structure inter 
connects or other features that would be knownto one of skill 
in the art. For example, while the drone 100 is shown and 
described as having a frame 103 having a number of support 
members or frame structures, the drone 100 may be con 
structed using a molded frame in which Support is obtained 
through the molded structure. In the illustrated embodiments, 
the drone 100 has four of the rotors 101. However, more or 
fewer than four rotors 101 may be used. 
0052. As illustrated in FIG. 1B, the landing skids 105 of 
the drone 100 may be provided with landing sensors 155. The 
landing sensors 155 may be optical sensors, radio sensors, 
camera sensors or other sensors. Alternatively or additionally, 
the landing sensors 155 may be contact or pressure sensors 
that may provide a signal that indicates when the drone 100 
has made contact with a surface. In some embodiments, the 
landing sensors 155 may be adapted to provide the additional 
ability to charge a drone battery when the drone 100 is posi 
tioned on a Suitable landing pad, Such as through charging 
connectors. In some embodiments, the landing sensors 155 
may provide additional connections with a landing pad. Such 
as wired communication or control connections. The drone 
100 may further include a control unit 110 that may house 
various circuits and devices used to power and control the 
operation of the drone 100, including motors for powering 
rotors 101, a battery, a communication module and so on. 
0053 As illustrated in FIG. 1C, the drone 100 may further 
be equipped with a payload-securing unit 107. The payload 
securing unit 107 may include an actuator motor that drives a 
gripping and release mechanism and related controls that are 

AXON EXHIBIT 1010, Page 25



US 2016/0253907 A1 

responsive to a control unit to grip and release the payload 109 
in response to commands from the control unit. 
0054 An example of a control unit 110 for a drone 100 
suitable for use with the various embodiments is illustrated in 
FIG. 1D. The control unit 110 may include a processor 120, a 
radio module 130, and a power module 150. The processor 
120 may include or be coupled to a memory unit 121 and a 
navigation unit 125. The processor 120 may be configured 
with processor-executable instructions to control flight and 
other operations the drone 100, including operations of the 
various embodiments. The processor 120 may be coupled to 
the payload securing unit 107 and the landing sensors 155. 
The processor 120 may be powered from a power module 
150, such as a battery. The processor 120 may be configured 
with processor-executable instructions to control the charg 
ing of the power module 150. Such as by executing a charging 
control algorithm using a charge control circuit. Alternatively 
or additionally, the power module 150 may be configured to 
manage its own charging. The processor 120 may be coupled 
to a motor control unit 123 that is configured to manage the 
motors that drive the rotors 101. 

0055 Through control of the individual motors of the 
rotors 101, the drone 100 may be controlled in flight as the 
drone progresses toward a destination. The processor 120 
may receive data from the navigation unit 125 and use Such 
data in order to determine the present position and orientation 
of the drone 100, as well as the appropriate course towards the 
destination. In some embodiments, the navigation unit 125 
may include a GNSS receiver system (e.g., one or more GPS 
receivers) enabling the drone 100 to navigate using GNSS 
signals. Alternatively or in addition, the navigation unit 125 
may be equipped with radio navigation receivers for receiving 
navigation beacon or other signals from radio nodes, such as 
navigation beacons (e.g., VOR beacons), WiFi access points, 
cellular network sites, radio station, etc. Additionally, the 
processor 120 and/or the navigation unit 125 may be config 
ured to communicate with a server through a wireless con 
nection (e.g., a cellular data network) to receive data useful in 
navigation as well as provide real-time position reports. An 
avionics module 129 coupled to the processor 120 and/or the 
navigation unit 125 may be configured to provide flight con 
trol-related information Such as altitude, attitude, airspeed, 
heading and similar information that the navigation unit 125 
may use for navigation purposes, such as dead reckoning 
between GNSS position updates. The avionics module 129 
may include or receive data from a gyro?accelerometer unit 
127 that provides data regarding the orientation and accelera 
tions of the drone 100 that may be used in navigation calcu 
lations. 

0056. The radio module 130 may be configured to receive 
navigation signals, such as beacon signals from restricted 
areas, signals from aviation navigation facilities, etc., and 
provide Such signals to the processor 120 and/or the naviga 
tion unit 125 to assist in drone navigation. In some embodi 
ments, the navigation unit 125 may use signals received from 
recognizable RF emitters (e.g., AM/FM radio stations, WiFi 
access points, and cellular network base stations) on the 
ground. The locations, unique identifiers, single strengths, 
frequencies, and other characteristic information of such RF 
emitters may be stored in a database and used to determine 
position (e.g., via triangulation and/or trilateration) when RF 
signals are received by the radio module 130. Such a database 
of RF emitters may be stored in the memory unit 121 of the 
drone 100, in a ground-based server in communication with 
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the processor 120 via a wireless communication link, or in a 
combination of the memory unit 121 and a ground-based 
server. Navigating using information about RF emitters may 
use any of a number of conventional methods. For example, 
upon receiving an RF signal via the radio module 130, the 
processor 120 may obtain the signals unique identifier (e.g., a 
service sector identification (SSID), a media access control 
(MAC) address, radio station call sign, cell ID, etc.), and use 
that information to obtain the ground coordinates and signal 
strength of the detected RF emitter from the database of RF 
emitter characteristics. If the database is stored in the onboard 
memory unit 121, the processor 120 may use the emitter 
identifier information to perform a table look up in the data 
base. Alternatively or in addition, the processor 120 may use 
the radio module 130 to transmit the detected RF emitter 
identifier to a Location Information Service (LIS) server, 
which may return a location of the RF emitter obtained an RF 
emitter location database. Using the RF emitters coordinates 
and optionally the signal strength characteristics, the proces 
sor 120 (or the navigation unit 125) may estimate the location 
of the drone 100 relative to those coordinates. Using locations 
of three or more RF emitters detected by the radio module 
130, the processor may determine a more precise location via 
trilateration. Estimates of location based on received ground 
based RF emitters may be combined with position informa 
tion from a GNSS receiver to provide more precise and reli 
able location estimates than achievable with either method 
alone. 

0057 The processor 120 may use the radio module 130 to 
conduct wireless communications with a variety of wireless 
communication wireless communication devices 170 such as 
beacon, a server, Smartphone, tablet, or other device with 
which the drone 100 may be in communication. A bi-direc 
tional wireless communication link 132 may be established 
between transmit/receive antenna 131 of the radio module 
130 and transmit/receive antenna 171 of the wireless commu 
nication device 170. For example, the wireless communica 
tion device 170 may be a beacon that controls access to a 
restricted area as described herein. In an example, the wire 
less communication device 170 may be a cellular network 
base station or cell tower. The radio module 130 may be 
configured to Support multiple connections with different 
wireless communication devices 170 having different radio 
access technologies. In some embodiments, the wireless 
communication device 170 may be connected to a server or 
provides access to a server. In an example, the wireless com 
munication device 170 may be a server of a drone operator, a 
third party service (e.g., package delivery, billing, etc.), oran 
operator of a restricted area. The drone 100 may communi 
cate with a server through an intermediate communication 
link Such as one or more network nodes or other communi 
cation devices. 

0058. In some embodiments, the radio module 130 may be 
configured to Switch between a cellular connection and a 
WiFi connection depending on the location and altitude of the 
drone 100. For example, while in flight at an altitude desig 
nated for drone traffic, the radio module 130 may communi 
cate with a cellular infrastructure in order to maintain com 
munications with a server (e.g., 170). An example of a flight 
altitude for the drone 100 may beat around 400 feet or less, 
Such as may be designated by a government authority (e.g., 
FAA) for drone flight traffic. At this altitude, it may be diffi 
cult to establish communication with some of the wireless 
communication devices 170 using short-range radio commu 
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nication links (e.g., Wi-Fi). Therefore, communications with 
other wireless communication devices 170 may be estab 
lished using cellular telephone networks while the drone 100 
is at flight altitude. Communication between the radio module 
130 and the wireless communication device 170 may transi 
tion to a short-range communication link (e.g., Wi-Fi or Blue 
tooth) when the drone 100 moves closer to the wireless com 
munication device 170. 
0059. In the various embodiments, the wireless commu 
nication device 170 may be associated with an area in which 
drone operations are prohibited or restricted, referred to gen 
erally as a “restricted area. For example, the wireless com 
munication device 170 may be a beacon device that emits a 
navigation signal identifying or indicating the restricted area. 
As another example, the wireless communication device 170 
may be wireless access point or cellular network base station 
coupled to a server associated with the restricted area. The 
server may use the wireless communication device 170 to 
communicate with the drone 100 when the drone 100 is in or 
near the restricted area, or send coordinates of the restricted 
area to the drone 100 through a data connection established 
with the drone 100 (e.g., through a cellular data connection 
maintained by the drone 100 with a cellular network). 
0060. The wireless communication device 170 may also 
be a server associated with the operator of the drone 100, 
which communicates with the drone 100 through a local 
access node or through a data connection maintained through 
a cellular connection. 

0061. While the various components of the control unit 
110 are illustrated in FIG. 1D as separate components, some 
or all of the components (e.g., the processor 120, the motor 
control unit 123, the radio module 130, and other units) may 
be integrated together in a single device or module, such as a 
system-on-chip module. 
0062. The operating environment 200 for a drone (e.g., the 
drone 100 in FIGS. 1A-1D) may include a destination 210 
and a drone base 250 as illustrated in FIG. 2A through FIG. 
2C. The drone base 250 may be a “home” location for the 
drone 100 or any predetermined or designated starting point 
for a transit by the drone 100. The drone base 250 may also be 
a predetermined or designated area to which the drone 100 
may be configured to return. With reference to FIGS. 1A-2C, 
the coordinates of the destination 210 may be provided to the 
drone 100 by a server 240 (e.g., wireless communication 
device 170). In some embodiments, the drone 100 may be 
programmed with the coordinates of its destination 210, such 
as when the drone 100 is assigned for a mission or while the 
drone 100 is in flight. In some embodiments, the destination 
210 may be coordinates of a loiter location where the drone 
100 may proceed to and maintain monitoring or other opera 
tions within the area of the destination 210. 

0063. The drone 100 may establish and maintain commu 
nication with the server 240 while the drone 100 is at the 
drone base 250 to facilitate the dispatch of the drone 100 to 
the destination 210. In various embodiments, the drone 100 
may establish a direct connection with the server 240 while at 
the drone base 250 and/or may communicate with the server 
240 through a cellular data network connection. For example, 
the drone 100 may establish a wireless connection 232 with a 
cellular infrastructure component 230 of a cellular service 
provider. The wireless connection 232 may be a data connec 
tion that provides a connection with the server 240 through a 
public network, such as the Internet 241, while the drone 100 
is on the ground and/or in flight. The drone 100 may establish 
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multiple wireless connections simultaneously, such as a wire 
less connection 223 with a wireless access point 213 having 
an antenna 214. The wireless access point 213 may provide an 
independent connection to the Internet 241 through which the 
drone processor 120 may access the server 240. The wireless 
access point 213 may be any wireless access point between 
the drone base 250 and the destination 210, include a beacon 
associated with a restricted area. 
0064. Upon receiving information regarding the destina 
tion 210 for the drone 100, the drone 100 may be dispatched 
from the drone base 250 to fly to the destination 210. The 
drone 100 may determine the route to the destination 210 
based on various constraints. Such as ground safety consider 
ations, altitude restrictions, obstacles (e.g., buildings, moun 
tains, towers, etc.), weather conditions, retrievability consid 
erations, efficiencies (e.g., most fuel efficient route, shortest 
distances to travel), and the need to avoid restricted areas 260. 
For example, in the event the drone 100 lands or crashes while 
traveling to or from its destination, the drone 100 may be 
configured to do so in an area that will be least likely to cause 
safety issues to humans or damage to property, and/or in an 
area where it can be most easily retrieved, and so on. The 
drone 100 may use GNSS signals 235a from GNSS satellites 
235 to determine progress toward the destination 210 of the 
drone 100, including progress towards way points defining 
the planned flight path of the drone 100. 
0065. The drone 100 may establish the connection 232 
with the cellular infrastructure component 230 to facilitate 
communications with the server 240 through the Internet 241 
while in flight. In various embodiments, the drone 100 may 
use information from the server 240 to avoid entering 
restricted areas 260 (260a, 260b) or to gain conditional access 
to the restricted areas 260. 

0066. In various embodiments, the drone 100 may be con 
figured to periodically check the functioning of the navigation 
unit 125 and/or communication links with the server 240. 
Such functionality may be checked through a periodic heart 
beat check. For example, the drone 100 may receive periodic 
communications from the server 240 indicating that the con 
nection 232 is still maintained and viable. Alternatively or in 
addition, the drone 100 may send periodic communications to 
the server 240 providing the location coordinates of the drone 
100 and/or indicating that the navigation unit 125 and other 
drone systems are still functioning If the processor 120 of the 
drone 100 determines that the navigation unit 125 and other 
drone systems are not functioning, corrective action may be 
taken. For example, in the event the drone 100 loses contact 
with the GNSS satellites 235, such as due to jamming, pirate 
signals, masking by buildings, or tampering of the drone 100, 
and the drone 100 has no other way to determine location, the 
drone 100 may issue an alert to the server 240 and land. As 
another example, in the event the drone 100 loses contact with 
GNSS satellites 235, the drone 100 may fall back to using 
alternative navigation methods (e.g., trilateration based on 
signals detected from identifiable RF emitters as described). 
0067. The drone 100 may receive signals from wireless 
communication devices 254, 256 (e.g., 170) through respec 
tive wireless signals 254a, 256a as the drone 100 progresses 
toward the destination 210. The wireless communication 
devices 254, 256 may be beacons that are associated with one 
or more restricted areas 260a, 260b. The wireless signals 
254a, 256a may provide information about the respective 
wireless communication devices 254, 256, such as an SSID, a 
MAC address, a cell tower ID, etc. The wireless signals 245a, 
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256a may indicate to the drone 100 that the respective areas 
are restricted. The wireless signals 245a, 256a may contain 
additional information, such boundary coordinate informa 
tion for the respective restricted areas and/or information 
regarding conditional access. One or more of the wireless 
signals 245a, 256a may prompt the drone 100 to provide 
identifying information that may include an identifier of the 
drone 100 and an access level for the drone 100 related to 
whether the drone is permitted to enter or transit the restricted 
areas 260a, 260b. 
0068. In some embodiments, the information in the wire 
less signals 245a, 256a may be used by the drone processor 
120 to determine the locations of the access points or wireless 
communication devices 254, 256. Such as by comparing the 
identifiers to a database of the locations of access points. For 
example, when the drone 100 is dispatched from the drone 
base 250 on a first leg 251, the drone 100 may receive infor 
mation regarding a restricted area 260a from the server 240. 
While in flight, the drone 100 may maintain the wireless 
connection 232 with the server 240 through the cellular infra 
structure component 230 and the Internet 241. Based on 
information received from the server 240, the drone 100 may 
avoid the restricted area 260a and proceed toward the desti 
nation 210 on a second leg 253. The drone may make contact 
with the wireless communication device 254 when the 
drone's radio module 130 begins receiving signals 245a from 
the wireless communication device 254. The drone 100 may 
determine the location of the wireless communication device 
254 by obtaining identification (e.g., SSID) and possibly 
other information about the wireless communication device 
254, and obtain the access point location by sending the 
obtained access point information to a server of a location 
information services provider. Coordinates of the wireless 
communication device 254 returned from the location infor 
mation services provider may be used by the drone processor 
120 to confirm the current location and bearing of the drone 
100. In the event the determined the current location and 
bearing information indicates that the drone 100 is off course, 
the drone 100 may make course corrections as the drone 100 
proceeds to the destination 210 along a third leg 255. Also, the 
drone processor 120 may determine that it should distrust the 
GNSS system-determined location as such information may 
be corrupted by pirate orjamming signals, and take corrective 
actions, such as landing, returning to drone base 250, or 
falling back onto dead-reckoning navigation in combination 
with alternative navigation. The location information deter 
mination operations may be repeated each time a new wire 
less communication device 256 is encountered. 

0069. In some embodiments, as the drone 100 approaches 
the destination 210 along a final leg 257, a communication 
link may be established with the wireless access point 213, 
and/or with a wireless device 170 at or near a landing Zone. 
For example, the drone 100 may detect a wireless signal 223 
from Smartphone wireless device 170 of a person awaiting 
the drone 100, and conduct final location determination 
operations with the wireless device 170 information. Alter 
natively or additionally, the drone 100 may use the wireless 
connection 222 to establish a connection with the server 240, 
such as through the Internet 241 by way of the wireless device 
170. Alternatively or additionally, the drone 100 may use the 
wireless connection 232 to establish a connection with the 
server 240, such as through the Internet 241 by way of a 
cellular infrastructure component 230. Through such connec 
tions the drone 100 may receive additional navigational, sta 
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tus, or other information useful for Supporting flight opera 
tions including, for example, modified destination 
information, modified route information, weather informa 
tion, distance information, flight restriction information, 
obstacle information, or other information that may be useful 
for operation of the drone 100. For example, a new destination 
may be assigned and the drone 100 may be required to follow 
a new flight path to the new destination. The new destination 
information may be conveyed to the drone 100 through one or 
more wireless connections 223, 232 along with additional 
information regarding restricted areas, conditional access 
restrictions, and so on. 
(0070 FIG.3A illustrates some operations of a drone 100a, 
100b (which may correspond to the drone 100 in FIGS. 1-2C) 
as the drone 100 approaches a restricted area 310a on or near 
a flight path 311a according to various embodiments. With 
reference to FIGS. 1-3A, in some embodiments, the drone 
100 may have received restricted area information regarding 
the restricted area 310a from communications with the server 
240. The drone 100 may proceed along the flight path 311a 
that avoids entering the restricted area 310a. For example, the 
restricted area information for the restricted area 310a may 
include an avoidance distance requiring the drone 100 to take 
an alternate path 311b that remains outside of the avoidance 
distance from the restricted area 310a. 
(0071. The drone 100b may be provided with a flight path 
311C that avoids all restricted areas 310a, 310b, and 310c. In 
some embodiments, one or more of the restricted areas 310a, 
310b, and 310c may be indicated with beacons that transmit 
signals that are received by the drone 100 when close to the 
restricted areas. If the drone 100 receives information indi 
cated that the drone 100 is within one of the restricted areas 
310a, 310b, or 310c, the drone 100 may take immediate 
corrective action. For example, the drone 100 may change 
course to leave the restricted area or land immediately. Other 
non-exhaustive and non-limiting examples of corrective 
action for the drone 100 may include landing in or moving to 
a designated area, proceeding along a designated path to 
avoid the restricted area, returning to a designated location, 
preventing takeoff, reverting control of the drone 100 to a 
third party, restricting usage of the drone 100 while in the 
restricted area, waiting for a period of time, and so on. 
0072 FIG. 3B illustrates some operations of a drone (e.g., 
100a, 100b) subject to flight restrictions for the drone. With 
reference to FIGS. 1-3B, for example, a restricted area 320 
may be defined with altitude restrictions that limit unautho 
rized drones from flying below minimum altitudes, such as 
altitude profiles 320a and 320b. The altitude restrictions may 
be indicated or defined in signals received from a server 
responsible for controlling drone flight paths in or over the 
restricted are 320. For example, altitude restrictions (e.g., a 
specific altitude or an altitude minimum) may be provided in 
information communicated to the drone 100 from a server 
associated with the restricted area 320. 

0073. In some embodiments, the boundaries of a restricted 
area 320 may be provided by a wireless beacon 215 in or on 
the boundary of the area. The beacon 215 may emit wireless 
beacon signals 217 that communicate the altitude restrictions 
to the drones 100a, 100b. In some embodiments, the reception 
range of the beacon signals 217 may delineate a boundary of 
the restricted area 320. In other words, a restricted area may 
be defined by an exclusion radius around and over a central 
beacon 215 defined by the distance at which the wireless 
beacon signals 217 may be received. Because the reception 
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range of wireless beacon signals 217 may vary depending on 
time of day, weather conditions, and interference from other 
RF emitters, the actual boundary of the restricted area 320 
may be closer to the beacon than the expected reception range 
of the wireless beacon signals 217. For example, the reception 
range of the wireless beacon signals 217 may extend up to or 
beyond a first altitude or altitude profile 320a while the actual 
altitude boundary of the restricted volume may be the altitude 
profile 320b. 
0074 For example, as the drone 100a approaches the 
restricted area 320, the drone's radio module 130 may begin 
to receive the wireless beacon signals 217. In response, the 
drone 100a may climb until it no longer receives the wireless 
beacon signals 217, thus proceeding along a flight path 321a 
over the restricted area 320 that avoids reception of the bea 
consignals 217. Alternatively, the drone 100a may adjust its 
altitude in order to follow a flight path 321a that maintains a 
constant signal level of the beacon signals 217. In other 
words, the drone 100a may navigate around and/or over the 
restricted area 320 so that the signal strength of the beacon 
signals 217 does not increase (or does not increase above a 
defined threshold signal value). 
0075. In some embodiments, the wireless beacon signals 
217 may contain information that defines a permitted altitude 
or altitude profile 320b that the drone 100 should follow while 
transiting the restricted area 320. For example, the wireless 
beacon signals 217 may provide information to the drone 
100a defining the restricted altitudes for the altitude profile 
320b over the restricted area 320. The drone 100a may navi 
gate based on the altitude information received in the beacon 
signals 217 so as to remain outside the restricted airspace over 
the restricted area 320. 

0076 While the altitude profiles 320a and 320b are 
shown, for ease of illustration as dome shaped, the shapes of 
permitted altitude profiles may have any shape, such cylin 
drical, conical, frustum (i.e., conical with a permitted alti 
tude) or irregular shape. For example, portions of the 
restricted area may have a first altitude flight path restriction, 
while other portions of the same restricted area may have a 
second flight path altitude restriction. As illustrated, the drone 
100b may fly around the restricted area 320 along a flight path 
321b at an altitude that avoids the restricted area altitude 
profiles 320a, 320b. 
0077 Restricted areas may also permit flyovers by drones 
on a conditional basis, such as based on time of day, day of 
week, and on an authorization or access level of a drone. FIG. 
3C illustrates an environment 370 in which some operations 
of drones (e.g., 100,100a, 100b in FIGS. 1-3B) in the vicinity 
of a restricted area 312 permit conditional access to drones 
with difference access levels. With reference to FIGS. 1-3C, 
in the illustrated example, a drone 371 with an Access Level 
10, a drone 373 with an Access Level 9, and a drone 375 with 
an Access Level 7 encounter a restricted area 312 with a 
Restriction Level 8. These arbitrary restriction levels of the 
restricted area 312 are for illustration purposes as examples of 
how access levels may be used to establish a minimum access 
level for drones allowed to flyover restricted areas. Access 
conditions may change based on the relationship between the 
drone access level and the restriction level of the restricted 
area. For example, for the restricted area 312 with a Restric 
tion Level 8, drones having an access level below Access 
Level 8 may be precluded from flying over or through the 
restricted area 312. As another example, drones may be pro 
vided different levels of access based on their access levels. 
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0078. In the environment 370, two or more of the drones 
371, 373, 375 may approach the restricted area 312 at the 
same time. While arrival at the same time may include simul 
taneous arrival, alternatively or additionally, two or more of 
the drones 371,373, 375 may not arrive simultaneously. For 
example, two or more of the drones 371,373,375 may arrive 
under the same general conditions (e.g., during the same time 
window or period) and thus may be subject to restrictions that 
apply for those conditions. The drones 371,373,375 may be 
in communication with the server 240 associated with the 
restricted area 312, such as via the cellular infrastructure 
component 230, the wireless beacon 215, or another wireless 
access device. Communications with a server 240, for 
example, may be provided through the Internet 241 or 
directly through the wireless beacon 215. The drones 371, 
373, 375 may be provided with access to a database 341 of 
restriction levels and altitude restrictions corresponding to 
various access levels. Such a database 341 may be stored on 
a data storage device 340, which may be coupled to or 
accessed via the server 240 associated with the restricted area. 
For ease of illustration, all of the drones 371,373, and 375 are 
shown as communicating with the server 240. In the various 
embodiments, one or more of the drones 317, 373, and 375 
may be in communication with other servers or combinations 
of servers to access the database 341. 

0079. In the environment 370, the database 341 main 
tained on the data storage device 340 that is accessible to the 
server 240 may include information regarding access restric 
tions that establish restriction levels for drones of a particular 
access level. For example, the database 341 may store various 
information regarding access levels 343. The access levels 
343 may be accompanied by default restrictions 345. The 
default restrictions 345 may indicate the level of restriction 
for access to the restricted area based on an access level for a 
given drone. For example, a drone with an Access Level 10 
value in the access levels 343 may be provided unrestricted 
access in the default restrictions 345. Drones with an Access 
Level 0 value in the access levels 343 may be provided no 
access in the default restrictions 345. Thus, in the environ 
ment 370, the drone 371 having an Access Level 10 may be 
provided with unrestricted access to the restricted area 312. 
The drone 373 having an Access Level 9 may also be provided 
with access to the restricted area 312 based on a Restriction 
Level 9. 

0080 Drones having a higher Access Level than the 
Restriction Level of the restricted area may nevertheless have 
access restrictions imposed. For example, if the restricted 
area is an active airport runway, access by drones of any 
Access Level may be restricted during flight operations. The 
drone 375 having an Access Level 7, which is below the 
Restriction Level 8 of the restricted area 312, may be denied 
over-flight access to the restricted area. 
0081. Even if a drone has an access level below the restric 
tions for a restricted area, a drone (e.g., 100, 100a, 100b, 371, 
373, 375 in FIGS. 1-3C) may be provided conditional access 
to the restricted area based on time, use, authentication, or 
other conditions, as illustrated in environment 380 in FIG. 
3D. With reference to FIGS. 1-3D, in the environment 380, a 
drone 381 with an Access Level 10, a drone 383 with an 
Access Level 8, a drone 385 with an Access Level 7, and a 
drone 387 with an Access Level 0 are shown approaching a 
restricted area 314 at the same time or different times within 
a Time Period A. The Time Period A may be a time window, 
Such as a time between the hours of 10:00 AM and 3:00 PM 
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(e.g., 1000 to 1500 hours for 24-hour time). The time window 
may be a non-recurring time period that is effective for a given 
date or series of dates. Alternatively, the Time Period A may 
be a recurring time window for a given time period between 
certain designated hours, on a particular day or days of the 
week or month, or combinations of the Such time windows. 
The time window may be for certain days of the week, such as 
a 24 hour time period every Wednesday (e.g., from 12:00AM 
Wednesday to 11:59 PM Wednesday), times of the month, 
such as the first Wednesday of every month, or some combi 
nation of these time periods, e.g., from 3:00 PM to 5:00 PM 
every first Wednesday of every month. While the illustrated 
examples relate to a Time Period. A for the restricted area 314, 
other restrictions may apply at other time periods as 
described. 

I0082. The drones 381,383,385, and 387 may access the 
database 341 via a wireless communication link to a network 
on which the database 341 is hosted. The database 341 may 
contain the conditional restrictions for the various drone 
Access Levels 343, including default restrictions 345 and 
time-based conditional access restrictions 347. For example, 
the database 341 may include Time Period A restrictions 347 
that provide various conditional Restriction Levels for access 
to the restricted area 314 during the Time Period A. As an 
example, access to the restricted area 314 will be unrestricted 
during the Time Period A for drones having an Access Level 
10 or 9, subject to Restriction Level 9 (which might be asso 
ciated with a minimum altitude and no-loitering restrictions 
for example) during the Time Period A for drones having an 
Access Level 8 or lower. Thus, for example, the drone 383, 
which has an Access Level 8, by default would be allowed in 
the restricted area 314 outside of the Time Period A (e.g., 
during Time Periods B and C), but not within the restricted 
area 314 during the Time Period A. 
I0083. As another example, Time Period Brestrictions 349 
and Time Period Crestrictions 351 may be maintained in the 
database 341, which provide similar conditional restrictions 
based on access levels. In some situations, the Time Periods 
A, B, and C may overlap, in which case additional conditions 
may be specified to instruct drones regarding the conditional 
restrictions that should be followed during an overlapping 
time window. In other words, during various defined day and 
time periods, drone access restrictions may be lowered Such 
that drones may be provided with access restrictions that 
correspond to elevated access levels. Other restriction levels 
may be set in the database 341 for Time Period A restrictions 
347 for providing conditional access levels to the restricted 
area 314 for drones with different Access Levels not specifi 
cally listed. 
0084. In further embodiments, conditional access may be 
granted in return for paying a toll, which is illustrated in the 
column Time Period Restriction Toll Override 353. In Such 
embodiments, a drone operator may obtain access to the 
airspace of the restricted area 314, effectively overriding time 
period restrictions, by authorizing payment of a toll. Time 
Period Restriction Toll Override restrictions 353 may be 
imposed separately from the Time Period restrictions 347, 
349, 351 to allow a drone operator to purchase access to the 
restricted area 314 that would be otherwise restricted for a 
particular drone. The payment of the toll may be accom 
plished by the drone operator communicating separately with 
the server 240 (or other entity), or by the drone transmitting 
payment information via a network to the server 240 manag 
ing the restricted area, or via wireless transmissions to a toll 
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sensor, which may be implemented within or otherwise asso 
ciated with the wireless beacon 215. In some embodiments, 
the drone operator may establish an account that will be 
charged when a drone (e.g., 383, 385, etc.) enters the 
restricted area 314 as may be detected by radar (e.g., with a 
transponder providing an identifier for the drone) or commu 
nications between a drone and the wireless beacon 215. In 
Some embodiments, the ability to override access restrictions 
by paying a toll may not be available to some drones or drones 
with some access levels except at specified time periods, and 
Some drones may never be permitted to access the restricted 
area by paying a toll. Alternatively or additionally, the toll 
charged to a drone operator for accessing a restricted airspace 
may be based upon the access level of the drone. For example, 
drones with higher access levels may be charged a reduced 
toll, drones with lower access levels may be charged an 
increased toll, or vice versa. Further, toll charges may be 
based on a combination of a variety of variables including 
access levels, time of date, desired use, duration of access, 
and so on. The information regarding access restrictions and 
conditional access stored in the database 341 may be com 
municated to the drones 381, 383,385 and 387 as part of 
initial communications with the server 240 for mission or 
route planning. Alternatively or additionally, the conditional 
access information stored in the database 341 may be com 
municated to the drones 381,383,385 and 387 in flight, such 
as upon approaching a restricted area 314. Further, one or 
more of the drones 381,383,385 and 387 may be configured 
with a local drone memory and may store the conditional 
access database 341 or a version of the conditional access 
information in the database 341 in the respective local drone 
memories. The conditional access information may be Sub 
ject to an expiration date/time. The local drone memories may 
be updated at the start of a mission, periodically during the 
mission, and/or when the conditional access information in 
the database 341 expires, which may relieve the drone of the 
need to receive at least Some conditional access information 
from the server 240. 

0085. In embodiments in which access to the restricted 
area 314 is controlled by a beacon and/or a local server with 
which the drones 381,383,385 and 387 are communicating, 
the beacon and/or local server may prompt the drones 381, 
383,385 and 387 for identity or authentication information, 
toll information, Access Level information, or other informa 
tion. Alternatively, the beacon and/or local server may obtain 
the information from a server associated with each of the 
drones 381,383,385 and 387 such as a service operator server 
for the service provider for the drone or drones. 
I0086. The examples of access levels, access restrictions, 
and time periods illustrated in the environment 380 are illus 
trative, non-exhaustive, and non-limiting. For example, other 
and different access conditions may be imposed on drones in 
the various embodiments. 

0087. In some embodiments, conditional restrictions on 
access to airspace over restricted areas may include restric 
tions on activities that may be performed, minimum altitudes 
that may be used, and time limits on the amount of time that 
a drone is permitted to spend within the area as illustrated in 
environment 390 in FIG.3E. With reference to FIGS. 1-3E, in 
such embodiments, the database 341 may store restrictions on 
use of and permitted or prohibited operations within the air 
space. For example, the database 341 may contain usage 
restrictions 355, altitude restrictions 357, and loitering 
restrictions 359 imposed during a particular time period or at 
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all times. For example, some usage restrictions 355 may place 
limits on the permitted types of operations that may be per 
formed by a drone, Such as taking high-resolution or low 
resolution imagery, or prohibiting any type of data collection. 
As another example, the database 340 may include specific 
altitude restrictions (e.g., minimum altitude restrictions), 
which may depend on the access level of the drone. As a 
further example, the database 340 may include restrictions on 
the amount of time that the drone can remain within the 
restricted area (e.g., loiter restrictions), which may depend on 
the access level of the drone. These examples of additional 
conditional access restrictions are non-exhaustive and non 
limiting, and other types of restrictions may be implemented 
in a similar manner. In some embodiments, payment of a toll 
may override an additional restriction, Such as paying for it 
permission to conduct high resolution imaging or to remain 
longer within the restricted area. 
0088. In various embodiments, alternatively or addition 

ally, the database 341 may be stored in memory of a drone 
(e.g., 100, 100a, 100b, 371,373,375,381,383,385,387, or 
the like). The drone may receive updated database informa 
tion 341 from a server (e.g., 240) at regular intervals (e.g., 
hourly, daily, etc.). In further embodiments, the information 
stored in the database 341 of the drone may have a limited 
useful life, which may be indicated when the information is 
obtained (e.g., by an expiration time). The drone may track 
the expiration of the database information 341 stored in the 
memory using a timer or the like. For example, if the database 
information 341 has expired or is otherwise beyond the indi 
cated useful life, the drone processor may contact the serverto 
reload the latest database information 341. In some cases, a 
drone storing expired database information 341 may not be 
allowed to fly in the restricted area 312. By maintaining a 
local version of the database information 341, the frequency 
of communications between the drone and the server 240 may 
be reduced, which may reduce overhead, traffic load, etc. 
Reducing the need to communicate with the server 240 may 
be advantageous in circumstances in which WAN connectiv 
ity or connectivity with other networks is unavailable or unre 
liable. In various embodiments, the drone may communicate 
with the server prior to taking off, upon lift off, or at other 
designated times in order to confirm that the latest informa 
tion update for the database 341 has been loaded. Once the 
information is confirmed as current or updated, the drone may 
proceed without communications with the server 240 until 
the next take off event, until the expiration of the timer, or 
upon occurrence of some other predetermined event (e.g., 
query by a third party). 
0089. It should be noted that although only one server 240 

is shown in the FIGS. (e.g. 2A-2C and 3C-3E), the database 
341 or the information in the database 341 may be distributed 
among many servers 240. For example, a first portion of the 
database 341 may be stored and/or maintained on a first server 
240, a second portion of the database 341 may be stored 
and/or maintained on a second server (not shown), and so on. 
Alternatively or additionally, the servers 240 may be redun 
dant, so that the drone 100 may be configured to communicate 
with a selected one of the servers 240. The selection of the 
server 240 may be based on a criteria or condition, such as the 
proximity of the server 204 to the drone 100, the wireless link 
quality of the link between the server 240 and the drone 100, 
an affiliation or classification of the server 240 (e.g., military, 
government, commercial, private, etc.), a reputation of the 
server 240, an operator of the server 240, and so on. 
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0090. In some embodiments, the database 341 informa 
tion stored and/or maintained on a given server 240 can be 
populated by other servers (or entities) or by access to other 
servers (or entities). For instance, a server 240 can be config 
ured to query or otherwise obtain event information from an 
entity/server associated with a restricted area in which an 
event may be taking place or may be scheduled to take place 
in the restricted area. For example, the event information may 
include information Such as the start time of a baseball game 
in a baseball stadium. Accordingly, based on the event infor 
mation obtained by the server 240, a restricted time window 
may be established for the restricted area (e.g., baseball sta 
dium) in the database 341 that is a few hours (or other amount 
of time) before game time until a few hours (or other amount 
of time) after the game is expected to conclude. In particular 
embodiments, the server 240 may be configured to receive an 
“all clear” signal or the like from the entity/server upon 
completion of the game or when access is now available or 
otherwise changed. The server 240 may then update the data 
base 341 accordingly. 
0091 FIG. 4A illustrates message flows between compo 
nents of a conditional access system including a drone (e.g., 
100, 100a, 100b, 371,373,375,381,383,385, 387 in FIGS. 
1-3D), a server (e.g., 240), a navigation unit (e.g., 125) of the 
drone, and a database (e.g., 341) of access restrictions stored 
on a data storage device (e.g., 340) according to various 
embodiments. With reference to FIGS. 1A-4A, before and/or 
during flight operations, the drone 100 may receive one or 
more respective heart beat signals 411a, 411b, 4.11c from 
components of the conditional access system, such as the 
server 240, the navigation unit 125, and/or the database 341/ 
data storage device 340. The heart beat signals 411a-411c 
may confirm that these systems are functioning properly to 
enable the drone 100 to confirm that the guidance and infor 
mation systems have not been compromised. The heartbeat 
signals 411a-411C may be sent periodically during flight 
operations (e.g., at set time intervals, in response to a query 
from the server 240, or the like). The heartbeat signals 411a 
411C may be sent in a manner that prevents tampering or 
spoofing, such as a prearranged frequency schedule. The 
heartbeat signals 411a-411c may be encoded to further pre 
vent or discourage tampering or spoofing. Alternatively or 
additionally, the heart beat signals 411a-411c may be pro 
vided with identifying information of the respective sending 
system, such as a device identifier other identifier. The iden 
tifying information may also be encoded to prevent or dis 
courage tampering or spoofing. 
0092. In determination block 413, for each of the critical 
systems that generate a heartbeat signal, a processor of the 
drone 100 may determine whether the heartbeat signal 411a 
411c has been received. In response to determining that the 
heartbeat signal has been received (i.e., determination block 
413=“Yes”), the processor of the drone 100 (such as the 
processor 120) may proceed with flight operations in block 
415. In response to determining that a heartbeat signal has not 
been received (i.e., determination block 413=“No”), the pro 
cessor of the drone 100 may take corrective actions in block 
417. For example, the drone 100 may land, prevent takeoff, 
return to a drone base, attempt to re-establish communication 
with the system here restore the heart beat signal, or take 
another corrective action. 

0093. Alternatively or in addition to receiving the heart 
beat signals 411a-411c, the drone 100 may send a System 
Check signal 421 to the server 240, the navigation unit 125, 
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and the database 341/data storage device 340. In response to 
the System Check signal 421, the server 240 may return a 
server response 423a, the navigation unit 125 may return a 
navigation system response 423b, and the database 341/data 
storage device 340 may return a database system response 
423c. In determination block 425, for each system for which 
a system check signal 421 was sent, the processor of the drone 
100 may determine whether a response 423a–423c was 
received. In response to receiving a response indicating that 
the respective system is functioning properly (i.e., determi 
nation block 425=“Yes”), the processor of the drone 100 may 
proceed with flight operations in block 427. In response to 
determining either that a response was not received, or that a 
response was received indicating a malfunction (i.e., deter 
mination block 425—“No”), the processor of the drone 100 
may take an appropriate corrective action in block 429. Such 
as land, return to base, or the like. 
0094. The type of response of action that is taken by the 
drone 100 may depend upon the system that is malfunction 
ing or not responding. For example, if the navigation unit 125 
reports a system malfunction, the drone 100 may resort to a 
backup navigation method. As another example, if the server 
240 reports a system malfunction or the processor of the 
drone 100 does not receive a response from the server 240, the 
drone 100 may loiter until communications with the server 
are reestablished. As a further example, the drone 100 may 
move to a safe location where an alternate access device may 
be available for the drone 100 to re-establish communications 
with the server 240. A further example, if the processor of the 
drone 100 does not receive a response from the database 
341/data storage device 340 or receives an indication of a 
system malfunction, the drone 100 may forego conditional 
access to restricted areas and follow a flight path that flies 
around all restricted areas using previously obtained naviga 
tion information. 

0095. When the drone 100 is approaching a restricted area, 
or as part of a normal information acquisition procedure, the 
drone 100 may send a request 431 to the server 240 for 
information regarding the restricted area. The server 240 may 
send a request 433 to the database 341/data storage device 
340 for the information for the restricted area or areas. The 
request 433 may be a message or may be a database query or 
data retrieval command. The database 341/data storage 
device 340 may return the information for the restricted area 
or areas in a response 435 to the server 240. The response 435 
may be a message containing the information, or may be the 
information itself provided in response to the request 433. 
The server 240 may return the information for the restricted 
area in a message 437 to the drone 100. In various embodi 
ments, the information regarding restricted areas may include 
geographic coordinates defining restricted area boundaries in 
a format that may enable the drone to plot a flight path around 
the restricted areas. In some embodiments, information 
regarding restricted areas may include altitude restrictions; 
conditional access restrictions, etc., such as the conditional 
restrictions (e.g., described with reference to FIG. 3A-3E). 
0096. In determination block 439, the processor of the 
drone 100 may determine whether access to the restricted 
area is permitted for the drone 100. In response to determin 
ing that access to the restricted area is not permitted (i.e., 
determination block 439–"No'), the processor of the drone 
100 may take corrective action, Such as changing the flight 
path of the drone 100 in order to avoid the restricted area in 
block 442. For example, the drone may steer away from the 
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restricted area or climb to a permitted altitude for over flight 
of the restricted area, or may proceed to an alternative desti 
nation, a drone base, or land in a safe area. Alternatively, the 
drone 100 may take further action to determine whether con 
ditional access to the restricted area may be permitted. Such as 
paying a toll or waiting for a time period when access to the 
restricted area will be permitted. 
0097. In response to determining that the access is permit 
ted (i.e., determination block 439–“Yes”), the processor of 
the drone 100 may fly the drone 100 through the restricted 
area in block 441. 
0.098 FIG. 4B illustrates message flows between compo 
nents of a conditional access system including a drone (e.g., 
100, 100a, 100b, 371,373,375,381,383,385, 387 in FIGS. 
1-4A), a server (e.g., 240), a navigation unit (e.g., 125) of the 
drone 100, and a database (e.g., 341) of access restrictions 
stored on a data storage device (e.g., 340) according to vari 
ous embodiment in which the drone 100 may conditionally 
access a restricted area. With reference to FIGS. 1A-4B, the 
processor of the drone 100 (e.g., the processor 120) may 
communicate with the drone's navigation unit 125 to deter 
mine the present location of the drone 100. Based on present 
location information, the processor of the drone 100 may send 
a request 452 to the server 240 to obtain the access informa 
tion for a nearby restricted area. The server 240 may send a 
request 455 to the database 341/data storage device 340 for 
the restricted access information. The database 341/data stor 
age device 340 may send a response 457 to the request 455 by 
providing the restricted area access information to the server 
240. The server 240 may send a message 459 to the drone 100 
containing the restricted area access information. In determi 
nation block 461, the processor of the drone 100 may deter 
mine whether conditional access restrictions are provided in 
the restricted area access information received from the 
server 240. In response to determining that conditional access 
restrictions are not provided in the restricted area access 
information received from the server 240 (i.e., determination 
block 461=“No”), the processor of the drone 100 may pro 
ceed with flight into the restricted area if other access restric 
tions are not present. In response to determining that condi 
tional access restrictions are present in the restricted area 
access information received from the server 240 (i.e., deter 
mination block 461=“Yes”), the processor of the drone 100 
may provide information responsive to the conditions in a 
message 465 to the server 240. Such information include as 
the drone's access level, identity, authorization or authenti 
cation information, toll payment information, etc. 
(0099. The server 240 may forward the information pro 
vided in the message 465 to the database 341/data storage 
device 340 in a message 466 that requests further restriction 
information. For example, based on the information provided 
in the message 466, the database 341/data storage device 340 
may provide access restrictions such as time restrictions, use 
restriction, altitude restrictions in a reply message 467 to the 
server 240. The server 240 may pass the restrictions to the 
drone 100 in a message 468. The processor of the drone 100 
may implement the access restrictions in block 469. If access 
is permitted under the conditions, the processor of the drone 
100 may fly the drone 100 into the restricted area based on the 
access restrictions in block 470 

0100 FIG. 4C illustrates message flows between compo 
nents of a conditional access system including a drone (e.g., 
100, 100a, 100b, 371,373,375,381,383,385, 387 in FIGS. 
1-4B), a server (e.g., 240) coupled to a beacon (e.g., 215), a 
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navigation unit (e.g., 125) of the drone 100, and a database 
(e.g., 341) of access restrictions stored on a data storage 
device (e.g., 340) according to various embodiments in which 
the drone 100 may conditionally access a restricted area. With 
reference to FIGS. 1A-4C, a beacon signal 471 from the 
beacon 215 may be received and processed by the drone 100 
processor (Such as processor 120) and may contain informa 
tion regarding the boundaries of the restricted area. In the 
illustrated embodiment, the beacon signal 471 may contain 
further information regarding conditional access restrictions 
to the restricted area. 

0101. In determination block 473, the processor of the 
drone 100 may determine whether the area associated with 
the beacon 215 may provide conditional access restrictions. 
For example, the area associated with the beacon 215 may 
allow access under certain conditions, such as allowing 
drones that belong to the owner of the area, allowing access 
during certain times, allowing access based on use restric 
tions, allowing access upon the payment of a toll, etc. In 
response to determining that the beacon signals 471 indicate 
that conditional access restrictions are not present (i.e., deter 
mination block 473=“No”), the processor of the drone 100 
may direct the drone 100 to avoid the restricted area associ 
ated with the beacon 215 in block 475. In response to deter 
mining that the beacon signals 471 indicate that conditional 
access restrictions are present (i.e., determination block 
473=“Yes”), the processor of the drone 100 may provide 
information in a message 477 to the beacon 215 (or directly to 
the server 240 or the like), such as drone access level, identity/ 
authorization/authentication information, toll payment infor 
mation, etc. 
0102. In some embodiments, the beacon 215 may be 
coupled to the server 240, or to a local server that separately 
maintains conditional access information for the restricted 
area or has access to the database 341/data storage device 340 
and/or the server 240. A processor within the beacon 215 may 
send a request 479 to the database 341/data storage device 
340 with the information provided in the message 477. The 
request 479 may be for conditional access restrictions based 
on the information for the drone 100. The database 341/data 
storage device 340 may return the conditional access restric 
tions in a message 481 to the beacon 215. The processor of the 
beacon 215 may provide the conditional access restrictions to 
the drone 100 in a message 483. The processor of the drone 
100 may implement the conditional restrictions in block 485. 
The processor of the drone 100 may fly the drone 100 into the 
restricted area associated with the beacon 215 using the 
implemented conditional access restrictions in block 487. 
(0103 FIG. 5A illustrates a method 500 of operations of a 
drone (e.g., 100, 100a, 100b, 371, 373, 375, 381,383,385, 
387 in FIGS. 1-4C) for accessing restricted areas using 
restriction information obtained from a server (e.g., 240) 
according to various embodiments. With reference to FIGS. 
1A-5A, to perform the operations of the method 500, the 
processor (such as the processor 120) of the drone 100 may 
initialize systems, such as navigation systems, in block 501. 
The processor of the drone 100 may establish wireless com 
munication links with the server 240 in block 502. 

0104. In determination block 503, the processor of the 
drone 100 may determine whether the various systems are 
functioning properly. For example, the processor of the drone 
100 may receive heartbeat signals from a server, a navigation 
system, a database and/or data storage device, etc. Alterna 
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tively or additionally, the processor of the drone 100 may 
transmit system check messages to the various systems. 
0105. In response to determining that one or more of the 
systems are not functioning properly (i.e., determination 
block 503=“No”), the processor of the drone 100 may direct 
the drone 100 to take corrective action. For example, the 
processor of the drone 100 may direct the drone 100 to land in 
a safe area, prevent takeoff, return to a drone base, etc. In the 
event that the processor determines that only some of the 
systems are not functioning, the processor of the drone 100 
may take partial corrective action, Such as relying on alterna 
tive navigation systems, alternative servers, or information 
Sources, or may wait until systems regain functionality. In 
response to determining that the systems are functioning 
properly (i.e., determination block 503=“Yes”), the processor 
of the drone 100 may determine the present location of the 
drone 100 in block 505, such as from navigation system 125. 
0106. In block 507, the processor of the drone 100 may 
obtain information associated with the location of restricted 
areas. For example, the processor of the drone 100 may 
receive a list of restricted areas in proximity to the location of 
the drone 100 obtained in block 505. In other embodiments, 
the processor of the drone 100 may be provided with a list of 
restricted areas and area information during initialization. In 
such embodiments, the information received in block 507 
may represented updated information or additional informa 
tion for restricted areas. 
0107. In block 509, the processor of the drone 100 may 
compare the location of the drone 100 to the location infor 
mation of the restricted areas obtained in block 507. For 
example, the restricted area location information may include 
a point location for a restricted area, such as building. Alter 
natively or additionally, the restricted area location may 
include location boundaries for the restricted area, such as the 
boundary of a commercial airport or military base. The 
boundaries may include three-dimensional boundaries that 
include airspace above and around the restricted area. The 
processor of the drone 100 may determine its present location 
and determine whether the drone 100 is within one or more of 
the boundaries or is close to a boundary. 
0108. In determination block 511, the processor of the 
drone 100 may determine whether the drone 100 is within or 
near a restricted area based on the comparison in the block 
509. In response to determining that the drone 100 is not in or 
near the restricted area (i.e., determination block 511=“No”), 
the processor of the drone 100 may continue to determine the 
location of the drone 100 as flight operations proceed in block 
505, obtain restricted area information in block 507, and 
make comparisons between the present location of the drone 
100 and the restricted area information in block 509. 
0109. In response to determining that the drone 100 is in or 
near the restricted area (i.e., determination block511=“Yes”), 
the processor of the drone 100 may determine whether con 
ditional access restrictions are in place in determination block 
550. In response to determining that conditional access 
restrictions are not in place (i.e., determination block 
515=“No”), the processor of the drone 100 may direct the 
drone 100 to modify the present flight path to avoid the 
restricted area in block 523, and continues navigating along 
the modified flight path in block 505. 
0110. In response to determining that conditional access 
restrictions are in place (i.e., determination block 
515=“Yes”), the processor of the drone 100 may provide 
drone information to an access server 240 in block 517. For 
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example, the processor of the drone 100 may provide a drone 
identifier, a drone access level, drone payment information, 
drone authorization credentials, and/or other information. 
0111. In block 519, the processor of the drone 100 may 
receive conditional access information from the access server 
240. Such as time period restrictions, use restrictions, toll 
restrictions, and so on. Alternatively, the conditional restric 
tion information received from the access server 240 in block 
517 may indicate that drone over flight access is unrestricted. 
0112. In block 521, the processor of the drone 100 may 
direct the drone 100 to enter airspace over the restricted area 
based on our response to the conditional restrictions receive 
in block 519. For example, if the drone identifier information 
indicates that the drone 100 belongs to the owner of the 
restricted area, the drone 100 may be granted unrestricted 
access to the restricted area. Further, the drone 100 may be 
provided conditional access that restricts operations, altitude, 
fly-over time, or requires payment of a toll, or a combination 
of Such conditions in order to access the restricted area. Dur 
ing and after accessing the restricted area, the processor may 
continue to navigate along a flight path in block 505. 
0113 FIG. 5B illustrates a method 525 of operations of a 
drone (e.g., 100, 100a, 100b, 371, 373, 375, 381,383,385, 
387 in FIGS. 1-4C) for accessing restricted areas using 
restriction information obtained from a wireless beacon 
according to various embodiments. With reference to FIGS. 
1A-5B, a processor (e.g., processor 120) may perform the 
operations of blocks 501 through 511 as described with ref 
erence to the method 500. In response to determining that the 
drone 100 is not in or near a restricted area (i.e., determination 
block 511=“No”), the processor of the drone 100 may con 
tinue determining the location of the drone 100 in block 505, 
and determining whether the drone is approaching a restricted 
area in blocks 507-511 as described. 
0114. In response to determining that the drone 100 is in or 
near a restricted area (i.e., determination block 511=“Yes”), 
the processor of the drone 100 may determine whether a 
beacon signal has been received in determination block 527. 
In response to determining that a beacon signal has not been 
received (i.e., determination block 527=“No”), the processor 
of the drone 100 may direct the drone 100 to modify the 
present flightpath to avoid the restricted area in block 523 and 
continue navigating along the modified flight path in block 
505. 
0115. In response to determining that a beacon signal has 
been received (i.e., determination block 527=“Yes”), the pro 
cessor may determine whether beacon-based conditional 
access restrictions are included in the received beacon signals 
in determination block 529. For example, the beacon signals 
provided by a beacon device (e.g., beacon 215) may “adver 
tise' or otherwise communicate the presence of conditional 
access restrictions. In some embodiments, information about 
restricted areas designated or controlled by beacons may be 
provided to the processor of the drone from a server (e.g., 
server 240) accessible to the drone before or upon reaching 
the restricted area. 
0116. In response to determining that beacon-based con 
ditional access restrictions are not present in the received 
beacon signals (i.e., determination block 529="No'), the pro 
cessor of the drone 100 may direct the drone 100 to modify its 
flight path to avoid the restricted area in block 537 and con 
tinue navigating along the modified flight path in block 505. 
0117. In response to determining that beacon-based con 
ditional access restrictions are present in the received beacon 
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signals (i.e., determination block 529=“Yes”), the processor 
of the drone 100 may transmit drone information to the bea 
con device in block 531. For example, the processor of the 
drone 100 may transmit a drone identifier, a drone access 
level, drone payment information, drone authorization cre 
dentials, and/or other information. 
0118. In block 533, the processor of the drone may receive 
conditional access information from the beacon device and/or 
a beacon server. Such as time period restrictions, use restric 
tions, toll restrictions, and so on. Alternatively, the condi 
tional restriction information transmitted in received beacon 
signals may indicate that access to the restricted area is unre 
stricted based on information transmitted by the drone to the 
beacon device in block 531. 

0119. In block 535, the processor of the drone 100 may 
direct the drone 100 to access the beacon controlled restricted 
area responsive to or based on the conditional restrictions 
receive in block 533. For example, if the drone identifier 
information indicates that the drone 100 belongs to the owner 
of the beacon controlled restricted area, the drone 100 may be 
allowed unrestricted access to the restricted area. Further, the 
drone 100 may be provided conditional access that restricts 
use, altitude, or requires a toll, or a combination of condi 
tional restrictions as a condition of accessing the restricted 
area as described herein. During or after accessing the 
restricted area, the processor may continue navigating along 
a flight path in block 505. 
I0120 FIG. 6A illustrates a method 600 that may be imple 
mented in a server (e.g., server 240 in FIGS. 2A-2C, 3C-4C) 
for providing a drone (e.g., drone 100, 100a, 100b, 371,373, 
375,381,383,385,387 in FIGS. 1-4C) conditional access to 
restricted areas according to some embodiments. With refer 
ence to FIGS. 1A-6A, in block 601, the server may establish 
communications with the drone. For example, the server may 
connect to the drone through an RF module on the drone that 
is configured to Support multiple communication connec 
tions, such as WiFi, local area network (LAN), or other short 
range communication, cellular or Wide Area Network (WAN) 
connection, or possibly a wired connection when the drone is 
coupled to a base station, charging station or other stationary 
communication station. The drone may support network con 
nections and communications using Internet Protocol (IP) or 
similar network protocol. The server may establish a connec 
tion with the drone through a series of intermediate nodes. 
The server may accept an Internet based connection from the 
drone. 

I0121. In block 603, the server may provide the drone with 
restricted area information. In some embodiments, the server 
may be a local server. That is, the server may be local to the 
restricted area that the drone is attempting to enter. For 
example, the local server may be associated with a beacon 
(e.g., 215). In other embodiments, the server may be a server 
operated by the drone operator. In such an example, the server 
may provide the information to the drone before the drone 
embarks on a flight, or may provide the information while in 
flight. In other embodiments, the server may be operated by 
the drone operator, and may provide the information to the 
drone through a local server, or a local access point, with 
which the drone has established communication. 

I0122. In block 605, the server may receive communica 
tions from the drone regarding access to a restricted area. For 
example, when the drone is in proximity to a restricted area, 
the drone may request information regarding access. Such as 
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whether conditional access is available for the restricted area. 
Such request may be received by the server. 
0123. In determination block 607, the server may deter 
mine whether the restricted area is configured for conditional 
access. For example, the server may consult a database that 
indicates the status of various restricted areas regarding con 
ditional access. The database may be maintained by the 
server. Alternatively or additionally, the database may be 
accessible to various devices, such as authenticated devices 
including devices associated with restricted areas or opera 
tors of restricted areas, which may update the conditional 
access status periodically. In addition, as will be described in 
greater detail the database may contain the restrictions them 
selves. 
0.124. In response to determining that the restricted area is 
not configured for conditional access (i.e., determination 
block 607="No'), the server may provide information for 
corrective action to the drone in block 621. For example, the 
server may provide a location at which the drone may land for 
recovery. Alternatively, the server may provide instructions 
on how to proceed, such as an alternative route, alternative 
destination, return destination, return command to a destina 
tion known to the drone, and so on. For example, the server 
may provide information regarding a route or flight path, 
including any relevant altitude restrictions, for the drone to 
avoid the restricted area. 
0.125. In response to determining that the restricted area is 
configured for conditional access (i.e., determination block 
607=“Yes”), the server may obtain access information from 
the drone in block 609. For example, the server may query the 
drone for information Such as the access level, authentication 
information, capabilities (e.g., data collection, etc.), toll pay 
ment information, and so on. In embodiments whether the 
server is operated by the drone operator, the information may 
already be available to the server and a query or prompt may 
not be required. In other embodiments, the drone may provide 
information when the drone requests information regarding 
conditional access, such as in block 605. 
0126. In block 611, the server may obtain conditional 
access information from a database. For example, the server 
may consult a database of conditional access restrictions for 
the restricted area. The database may be local to the server. 
Alternatively or additionally, the database may be accessible 
to the server through a network. For example, the server may 
make contact with a server associated with the restricted area 
to obtain information regarding conditional access. In some 
embodiments, the server may have access to one database that 
provides at least partial information regarding conditional 
access and may obtain updated conditional access informa 
tion from another database. Such as the database associated 
with the restricted area. 

0127. In block 613, the server may provide the conditional 
access restriction information to the drone based on the drone 
information obtained in block 609 (or 605). For example, the 
server may obtain the access level for the drone and consult 
the database to determine the conditional access requirements 
based on the drone access level. The server may further pro 
cess toll payment information in the eventatoll is required for 
conditional access. The server may determine the relevant 
Time Period and may grant or deny access, or provide con 
ditional access that is appropriate for the relevant Time 
Period. The server may provide use restrictions for the drone 
based on the capabilities of the drone and the conditional 
access restrictions (e.g., no data collection, minimum alti 
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tude, etc.). The server may either process or forward authen 
tication credentials collected from the drone for processing. 
The server, or the processor of a local server associated with 
the restricted area may conduct authentication processing to 
allow or deny access by the drone to the restricted area based 
on the authentication processing. 
I0128. In determination block 615, the server may deter 
mine whether the drone is clear for conditional access. For 
example, the server may conduct authentication processing, 
which results in Successful authentication. The server may 
determine that, based on the access level of the drone and the 
access restrictions of the restricted area, the time period, 
and/or other conditions that access by the drone is permitted, 
subject to the conditions. In some embodiments where the 
server is operated by the drone operator in a location other 
than the restricted area location, the server may receive infor 
mation from a different server that is local to the restricted 
area clearing the drone for entry into the restricted area, 
Subject to the conditions. 
I0129. In response to determining that the drone is not clear 
for conditional access (i.e., determination block 615=“No”), 
the server may provide information for corrective action to 
the drone in block 621. For example, the server may provide 
a location at which the drone may land for recovery. Alterna 
tively, the server may provide instructions on how to proceed, 
Such as an alternative route, alternative destination, return 
destination, return command to a destination known to the 
drone, and so on. For example, the server may provide infor 
mation regarding a route or flight path, including any relevant 
altitude restrictions, for the drone to avoid the restricted area. 
0.130. In response to determining that the drone is clear for 
conditional access (i.e., determination block 615=“Yes”), the 
server may provide clearance to the drone for entry or access 
into the restricted area in block 617. For example, the server 
may provide a flight path through the restricted area that takes 
into account the conditional access restrictions and may 
instruct the drone regarding use restrictions, such as restric 
tions on data collection. Alternatively or additionally, the 
processor of the drone may provide a clear indication and the 
drone may proceed to enter the restricted area and may 
enforce conditional restrictions independently. 
I0131. In optional block 619, the server may provide peri 
odic updates to conditional access restrictions. For example, 
during the flight of the drone within the restricted area, a time 
period may transition from a Time Period A to a Time Period 
B. The server may provide updated conditional access restric 
tions, which may include an increase or a decrease in the level 
of restriction. For example, while data collection may have 
been restricted during Time Period A, data collection may be 
permitted during Time Period B. Further, while the altitude 
minimum restriction for the drone may have been 100 feet 
during Time Period A, the altitude minimum for the drone 
may be raised (e.g., more restrictive) to 300 feet during Time 
Period B. 

0.132. It may be understood that the level of restriction 
(e.g. more restrictive or less restrictive) may dependentirely 
on the nature of the restricted area, the time, and other factors 
or conditions. For example, in Some restricted areas during a 
particular time, an increase in an altitude minimum may 
represent a more restrictive condition, Such as where critical 
operations for the area occur at ground level or at low alti 
tudes. In other examples, during a given time, an increase in 
an altitude minimum may represent a less restrictive condi 
tion, Such as where critical operations for the area occurat a 
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higher altitude allowing the drone to operate at those alti 
tudes, although not necessarily during the critical operations. 
0.133 FIG. 6B illustrates a method 602 that may be imple 
mented in a processor of a beacon device (e.g., beacon 215 in 
FIGS. 3A-3E and 4C) for providing a drone (e.g., drone 100, 
100a, 100b,371,373,375,381,383,385,387 in FIGS. 1-4C) 
conditional access to restricted areas according to various 
embodiments. With reference to FIGS. 1A-6B, in block 625, 
the processor of the beacon device may control a radio trans 
mitter or transceiver to transmit signals that may be used to 
establish boundaries for a restricted with which the beacon 
device is associated. As described, the reception range of the 
beacon signals may be used to establish the boundaries of the 
restricted area. However, the range of the beacon signals may 
not be subject to precise control at all times. Further, because 
the beacon signals may be emitted in a generally radial fash 
ion from the transmitted, using beacon signals alone to estab 
lish restricted are boundaries may be ineffective at establish 
ing irregular boundaries for an irregularly shaped restricted 
area. Thus, in Some embodiments, the processor of the beacon 
device may control the transmission of the beacon signals to 
provide information regarding the boundaries of the 
restricted area. In Such embodiments, the range of the beacon 
signals may extend beyond the actual boundaries. Alterna 
tively or additionally, a plurality of beacon devices may be 
present within a restricted area such that coverage may be 
provided for all portions of a restricted area, including irregu 
larly shaped portions. 
0134. In alternative or optional block 627, the processor of 
the beacon device may configure the transmission of the 
beacon signals to provide information regarding the existence 
of conditional access restrictions. For example, in the event 
that the restricted area does not prohibit all drone flight, the 
processor of the drone device may indicate that conditional 
access is available. The indication may be provided by the 
processor of the beacon device in the beacon signals, or the 
indication may be provided through other communications, 
Such as with a server of the drone operator or a server respon 
sible for maintaining information about restricted areas 
including conditional access restrictions. 
0135) In block 629, the processor of the beacon device 
may establish communication with the drone. For example, 
the beacon signals may, in addition to providing boundary 
information for the restricted area, may enable the processor 
of the beacon device to communicate with the drone. The 
processor of the beacon device may also be in communication 
with a local server and/or with a local area network for the 
restricted area. The processor of the beacon device may also 
have the ability to connect to the Internet. The processor of the 
beacon device may provide a connection to the Internet to a 
drone. 

0136. In block 629, after communication is established 
with the drone, the processor of the beacon device may pro 
vide information to the drone about the restricted area, such as 
boundaries, altitudes, and other information about the 
restricted area. The information provided by the processor of 
the beacon device in block 629 may be in addition to or in lieu 
of the information provided in optional block 627. It may be 
understood that, in optional block 627, information may be 
provided by the processor of the beacon device in the beacon 
signals without the need to establish communications with 
the drone. In other words, by receiving the beacon signals 
transmitted from the beacon device, the drone may obtain 
certain information from the processor of the beacon device 
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without engaging in a communication session. In contrast, in 
block 629, a communication session may be established 
between the processor of the beacon device and the drone 
such that the processor of the beacon device may provide 
additional information about the restricted area. 
I0137 In block 633, the processor of the beacon device 
may receive communication from the drone. Such as request 
ing whether the restricted area is subject to conditional 
access. For example, the processor of the beacon device may 
receive a request for an indication regarding the availability of 
conditional access. In some embodiments, the drone may 
provide some information with the request, Such as the access 
level for the drone, the identifier of the drone (indicating 
ownership), and/or other information. 
0.138. In determination block 635, the processor of the 
beacon device may determine whether conditional access is 
available. For example, the processor of the beacon device 
may obtain information in block 633 indicating the access 
level, identifier of the drone, and/or other drone information. 
In the event the drone identifier indicates the drone belongs to 
the owner of the property where the beacon device is placed, 
the processor of the beacon device may grant immediate 
access to the drone. In some embodiments, if the drone does 
not belong to the owner, the processor of the beacon device 
may deny access under any conditions or may provide an 
indication that conditional access is possible as further 
described herein. In further embodiments, the beacon device 
may be of limited “intelligence' or at least may have limited 
access to information regarding the conditional access 
restrictions for the restricted area. In such embodiments, the 
processor of the beacon device may communicate with a local 
or remote server to determine whether conditional access is 
available. 
0.139. In response to determining that the restricted area is 
configured for conditional access (i.e., determination block 
635=“No”), the processor of the beacon device may provide 
information for corrective action to the drone in block 649. 
For example, the processor of the beacon device may provide 
a location at which the drone may land for recovery. Alterna 
tively, the processor of the beacon device may provide 
instructions on how to proceed, such as along an alternative 
route, to an alternative destination, to a return destination, to 
return a command to a destination known to the drone, and so 
on. For example, the processor of the beacon device may 
provide information regarding a route or flight path, including 
any relevant altitude restrictions, for the drone to avoid the 
restricted area. 
0140. In response to determining that the restricted area is 
configured for conditional access (i.e., determination block 
635=“Yes”), the processor of the beacon device may obtain 
access information from the drone in block 637. For example, 
the processor of the beacon device may query the drone for 
information Such as the access level, authentication informa 
tion, capabilities (e.g., data collection, etc.), toll payment 
information, and so on. In embodiments in which the beacon 
device is operated by the drone operator, the information may 
already be available to the processor of the beacon device and 
a query or prompt may not be required. In some embodi 
ments, the drone may provide information when the drone 
requests information regarding conditional access, such as in 
block 633. 

0.141. In block 639, the processor of the beacon device 
may obtain conditional access information from a database. 
For example, the processor of the beacon device may consult 
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a database of conditional access restrictions for the restricted 
area. The database may be local to the beacon device, such as 
in connection with a server that is also local to the beacon 
device. Alternatively or additionally, the database may be 
accessible to the beacon device through a network. For 
example, the processor of the beacon device may make con 
tact with a server associated with the restricted area to obtain 
information regarding conditional access. In some embodi 
ments, the server may have access to one database that pro 
vides at least partial information regarding conditional access 
and may obtain updated conditional access information from 
another database. Such as the database associated with the 
restricted area. 

0142. In block 641, the processor of the beacon device 
may provide the conditional access restriction information to 
the drone based on the drone information obtained in block 
637 (or 633). For example, the processor of the beacon device 
may obtain the access level for the drone and consult the 
database to determine the conditional access requirements 
based on the drone access level. The processor of the beacon 
device may further process toll payment information in the 
event a toll is required for conditional access. The processor 
of the beacon device may determine the relevant Time Period 
and may grant or deny access, or provide conditional access 
that is appropriate for the relevant Time Period. The processor 
of the beacon device may provide use restrictions for the 
drone based on the capabilities of the drone and the condi 
tional access restrictions (e.g., no data collection, minimum 
altitude, etc.). The processor of the beacon device may either 
process or forward authentication credentials collected from 
the drone for processing. The processor of the beacon device, 
or the processor of a local server associated with the restricted 
area may conduct authentication processing to allow or deny 
access by the drone to the restricted area based on the authen 
tication processing. 
0143. In determination block 643, the processor of the 
beacon device may determine whether the drone is clear for 
conditional access. For example, the processor of the beacon 
device may conduct authentication processing, which results 
in Successful authentication. The processor of the beacon 
device may determine that, based on the access level of the 
drone and the access restrictions of the restricted area, the 
time period, and/or other conditions that access by the drone 
is permitted. Subject to the conditions. In some embodiments, 
the beacon device may be self-sufficient and may determine 
whether the drone is clear for landing. For example, the 
beacon device may have an independent database that main 
tains information for conditional access. In other embodi 
ments, a server coupled to the beacon device may be in a 
location other than the restricted area location. In Such cases, 
the processor of the beacon device may receive information 
from the remote server or may receive information from a 
server that is local to the restricted area clearing the drone for 
entry into the restricted area, Subject to the conditions. 
0144. In response to determining that the drone is not clear 
for conditional access (i.e., determination block 643=“No”), 
the processor of the beacon device may provide information 
for corrective action to the drone in block 649. For example, 
the processor of the beacon device may provide a location at 
which the drone may land for recovery or to wait for possibly 
access at a later time. Alternatively, the processor of the 
beacon device may provide instructions on how to proceed, 
Such as an alternative route, alternative destination, return 
destination, return command to a destination known to the 
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drone, and so on. For example, the processor of the beacon 
device may provide information regarding a route or flight 
path, including any relevantaltitude restrictions, for the drone 
to avoid the restricted area. In some embodiments, a network 
connection available to the drone through the beacon device 
may allow the drone to communicate with a “friendly' server 
(e.g. a server that is not associated with the beacon device in 
order to obtain information regarding corrective action). 
0145. In response to determining that the drone is clear for 
conditional access (i.e., determination block 643=“Yes”), the 
processor of the beacon device may provide clearance to the 
drone for entry or access into the restricted area in block 645. 
For example, the processor of the beacon device may provide 
a flight path through the restricted area that takes into account 
the conditional access restrictions and may instruct the drone 
regarding use restrictions, such as restrictions on data collec 
tion. Alternatively or additionally, the processor of the beacon 
device may provide a clear indication and the drone may 
proceed to enter the restricted area and may enforce condi 
tional restrictions independently. In Such embodiments, 
drone movement may be monitored by the beacon device or 
other devices within the restricted are to ensure compliance. 
0146 In optional block 647, the processor of the beacon 
device may provide periodic updates to conditional access 
restrictions. For example, during the flight of the drone within 
the restricted area, a time period may transition from a Time 
Period A to a Time Period B. The processor of the beacon 
device may provide updated conditional access restrictions, 
which may include an increase or a decrease in the level of 
restriction. For example, while data collection may have been 
restricted during Time Period A, data collection may be per 
mitted during Time Period B. Further, while the altitude mini 
mum restriction for the drone may have been 100 feet during 
Time Period A, the altitude minimum restriction for the drone 
may be raised (e.g., more restrictive) to 300 feet during Time 
Period B. 

0.147. It may be understood that the level of restriction 
(e.g. more restrictive or less restrictive) may dependentirely 
on the nature of the restricted area, the time, and other factors 
or conditions. For example, in Some restricted areas during a 
particular time, an increase in an altitude minimum may 
represent a more restrictive condition, Such as where critical 
operations for the area occur at ground level or at low alti 
tudes. In other examples, during a given time, an increase in 
an altitude minimum may represent a less restrictive condi 
tion, Such as where critical operations for the area occurat a 
higher altitude allowing the drone to operate at those alti 
tudes, although not necessarily during the critical operations. 
In some embodiments, the drone may be required to leave the 
restricted area all together. 
0148 FIG. 6C illustrates a method 604 that may be imple 
mented in a processor of a drone (e.g., drone 100, 100a, 100b, 
371, 373, 375, 381,383,385, 387 in FIGS. 1-4C) to obtain 
conditional access to restricted areas by paying a toll accord 
ing to some embodiments. With reference to FIGS. 1A-6C, in 
block 651, the processor (e.g., processor 120) of the drone 
may be notified or otherwise become aware of toll restrictions 
associated with a given restricted area. In some embodiments, 
the toll payment information may be provided with other 
information for conditional access. In other embodiments, the 
toll payment information may be the only restriction on 
access or may be provided and processed apart from addi 
tional conditional access restrictions. For example, in some 
embodiments, the processor of the drone may encounteratoll 
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sensor indicating that a toll is required for access to the 
restricted area. The toll sensor may be a structure Such as a 
mast or pole or other structure having a communication 
device installed in a location that is adjacent to a drone byway. 
Alternatively, a restricted area may be provided with a series 
of toll sensing devices that can detect when a drone is present 
in or near the restricted area. Thus, the processor of the drone 
may be notified of a toll restriction by a communication from 
one or more toll sensors located near the restricted area. 
0149. In block 653, the drone may provide toll payment 
information. For example, the processor of the drone may 
provide one or more of an identifier, account information, 
authentication credentials, and/or other information that may 
be necessary to complete a toll payment. In embodiments 
where the drone operator has a pre-existing account, the pro 
cessor of the drone may provide information sufficient to 
associate the drone with the pre-existing account. In other 
embodiments, the processor of the drone may provide infor 
mation associated with a one-time payment account (e.g., 
credit card), which may be charged for entry into the 
restricted area. Other payment methods are possible. 
0150. In block 654, the processor of the drone may wait for 
a processing element to process the toll payment transaction. 
For example, the processor of the drone may wait to receive 
an indication or notification that the payment has been pro 
cessed or denied for performing further action. Alternatively, 
the processor of the drone may fly the drone into enter the area 
on the assumption that the payment will be successfully pro 
cessed. In the event that the payment is not successfully 
processed, the drone may take further action as described. 
0151. In determination block 655, the processor of the 
drone may determine whether payment has been Successfully 
processed. In response to determining that the toll payment 
has not been Successfully processed (i.e., determination block 
655=“No”), the processor of the drone may receive a notifi 
cation that the toll payment was unsuccessful in block 661. In 
block 663, the processor of the drone may direct the drone to 
take corrective action as previously described herein, Such as 
in connection with block 513. 
0152. In response to determining that the toll payment has 
been Successfully processed (i.e., determination block 
655=“Yes”), the processor of the drone may receive a notifi 
cation or confirmation of the Successful payment processing 
in block 657. For example, the processor of the drone may 
receive transaction information and information oran indica 
tion that allows the drone to proceed. 
0153. In block 659, the processor of the drone may enter 
the restricted area subject to other conditional access restric 
tions that may be provided. In some embodiments, when the 
toll payment has been Successfully processed, the processor 
of the drone will receive additional conditional access restric 
tions through operations as previously described. 
0154. In method 606, which is illustrated in FIG. 6D, a 
processor of a server and/or a processor of beacon, ("re 
stricted area processor) may conduct operations associated 
with toll payment. With reference to FIGS. 1-6D, in block 
671, the restricted area processor of a toll restricted area may 
be notified or otherwise become aware of the arrival or pres 
ence of a drone within or near the airspace of the restricted 
area. For example, input received from one or more toll sen 
sors may indicate to the restricted area processor that a drone 
is attempting to gain access to the restricted area. 
0155. In block 673, the restricted area processor may pro 
vide a notification to the drone that a toll is required for 
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access. Other conditional access requirements may be 
imposed by the restricted are processor and may be provided 
to the drone. For example, the restricted area processor may 
establish communication with the drone and may provide the 
toll information in a message transmitted to the drone. In a 
beacon device embodiment, the toll information may be 
transmitted in a beacon signal or in a communication estab 
lished between the drone and the beacon device. 
0156. In block 675, the restricted area processor may 
receive the toll payment information from the drone. For 
example, the restricted area processor may receive one or 
more of an identifier, account information, authentication 
credentials, and/or other information that may be necessary to 
complete a toll payment as described with reference to block 
653. 

0157. In block 677, the restricted area processor may pro 
cess the toll payment based on the toll payment information 
provided in block 675. For example, the drone operator may 
have a pre-existing account with the operator of the restricted 
area. The information provided by the drone may be sufficient 
to allow the restricted area processor to associate the drone 
with the pre-existing account. In other embodiments, the 
drone may provide information associated with a one-time 
payment account (e.g., credit card). The restricted area pro 
cessor may charge the payment account for entry into the 
restricted area such as through a payment server or payment 
transaction system. In other embodiments, the sensor devices 
may be set up to receive and process the toll payment infor 
mation at least partially. The restricted area processor may 
complete or facilitate toll charging operations of the sensors. 
Other payment methods are possible. 
0158. In determination block 679, the restricted area pro 
cessor may determine whether the toll payment was success 
fully processed. For example, the restricted area processor 
may confirm that the toll payment was successfully processed 
or was unsuccessful. The restricted area processor may 
receive a confirmation from a payment system to which the 
restricted area processor is coupled, the confirmation may 
indicate the status of the payment, whether successful or 
unsuccessful. Alternatively, the restricted area processor may 
be configured to process the toll payment directly and may 
receive a confirmation from a toll payment module that the 
transaction was successfully completed or was unsuccessful. 
0159. In response to determining that the toll payment was 
not processed Successfully (i.e., determination block 
679=“No”) the restricted area processor may notify the drone 
that the payment was unsuccessful in block 685. The 
restricted area processor may deny entry by the drone into the 
restricted area. As an optional operation in block 687, the 
restricted area processor may provide instructions to the 
drone for taking corrective action. 
0160. In response to determining that the toll payment was 
not processed Successfully (i.e., determination block 
679=“Yes”) the restricted area processor may notify the drone 
that the payment was successful in block 681. The restricted 
area processor may provide a confirmation to the drone or 
other communication that indicates that the payment was 
successful. In block 683, the restricted area processor may 
provide additional conditional restrictions as described pre 
viously herein. 
0.161. As described, conditional access information 
regarding restricted areas may be maintained and provided to 
a drone processor in a list that may be stored in memory. In 
some embodiments, the list may be a “blacklist' that includes 
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coordinates of boundaries of the restricted areas that drones 
may not access or access Subject to access conditions. In some 
embodiments, the list may be a “whitelist' that includes coor 
dinates of allowed travel corroders and areas over which 
drones are permitted to operate freely. Restricted areas may 
be those areas not included within permitted airspace bound 
aries. In some embodiments, conditional access information 
and restricted areas may be identified in combinations of 
blacklists and whitelists that may be stored in a drone's 
memory as a database 341. 
0162. In general, a blacklist may include boundary coor 
dinates and conditional access information for areas deter 
mined by one or more entities to be restricted for some or all 
usage by drones. In various embodiments, one or more black 
lists may be maintained by operators, third parties, federal/ 
government agencies (e.g., FAA), etc. Blacklists may include 
areas that have been determined to be less than desirable for 
drone operation. Reasons for desirability or lack of desirabil 
ity for drone operation may include drone observations, tem 
porary or persistent weather systems (e.g., based on RADAR 
or weather information (e.g., NOAA)), and so on. Some areas 
may be black listed in return for a payment by the owner to an 
authority to have the area black listed. 
0163. In various embodiments, more than one blacklist 
may be provide to or stored in the drone. Alternatively or 
additionally, blacklists may be provisioned at multiple loca 
tions. For example, a first restricted-area list (e.g., a blacklist) 
with 1000 restricted areas may be provisioned on or received 
from a first server (e.g., maintained by a government agency), 
and a second restricted-area list (e.g., blacklist) with 2000 
restricted areas, which may or may not overlap with the first 
list, may be provisioned on or received from a second server. 
As described, the information regarding the restricted areas 
may also or alternatively be maintained and provided as a 
“whitelist' that identify to areas over which drone flight is 
allowed (e.g., excludes restricted areas from allowed travel). 
0164. In various embodiments, the contents of a blacklist 
or a whitelist may change over time. For example, the black 
list may change based on various parameters, such as time of 
day, day of week, date, etc. Areas may be removed from 
blacklists once a restricted area is no longer restricted. In 
further examples, a drone may be prevented from flying over 
a sports venue or other venue when a game (or event) is 
scheduled or otherwise in progress, but allowed to fly over the 
venue when no eventis scheduled or in progress. The blacklist 
conditional access information may limit drone flight to cer 
tain heights (e.g., at or above 3000 feet), and/or certain air 
space corridors above/below a restricted area, where drone 
flight is not restricted. The blacklist information may be on an 
ad hoc basis. For example, during an emergency situation, 
drone flight access to an area may be temporarily restricted to 
authorized drones (e.g., drones operated by police or fire 
departments). Alternatively, during an emergency, drone 
flight access may be temporarily allowed subject to condi 
tions, such as Subject to sharing video data with authorities. 
0165. In various embodiments, blacklist information for 
certain areas may be updated based on drone observations, 
including observations by other drones, or third-party enti 
ties. When observations are made, the data may be relayed to 
a server of an authority, individual, or entity responsible for a 
blacklist. Based on information in the observations, the server 
may update the blacklist to include conditional access criteria 
or updated restriction boundaries for certain areas. The 
updated blacklist may be provided to a server for provisioning 
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to other drones. In some embodiments, the information pro 
vided in updates to blacklist contents, such as observation 
related updates, may decay or expire over time. In Such 
embodiments, information may be provided with an expira 
tion time. Non-exhaustive and non-limiting examples of 
observations may include observations from drones that 
encounter beacon signals that restrict access to an area asso 
ciated with beacon signals that was not previously on the 
blacklist. A drone may further observe areas that may not 
necessarily be restricted but are nevertheless undesirable to 
enter. For example, the drone may observe a high concentra 
tion of air traffic (e.g., other drones) in a particular airspace, 
which could warrant a temporary flight restriction for other 
drones that may be implemented in an updated blacklist. As 
another example, a drone may experience connectivity issues 
in a particular area, Such as from too many drones nearby or 
other devices causing interference, weak WWAN (wireless 
wide area network) link, etc., and Such information may be 
distributed to drones via an updated blacklist. As another, a 
drone may observe the presence of hazards (e.g., storm sys 
tem, persistent winds, physical or electronic drone attacks, 
etc.), and other drones may be informed of Such hazards 
through distribution of an updated blacklist. 
(0166 Invarious embodiments, drone access to a restricted 
area may be allowed through modification of restrictions 
(e.g., access level increased, restriction decreased, and/or 
conditional access ignored) during exigent circumstances 
(e.g., emergency, weather). Drone access to a restricted area 
may also be allowed when problems are encountered with 
drone. For example, during an emergency. Such as a bad 
weather event, a payload issue (e.g., time sensitive payload, 
payload weight, payload characteristic, etc.), or when the 
drone has insufficient energy to take corrective action, a drone 
may land in a restricted or blacklisted area. In such situations, 
a controlled landing in a restricted area may be preferable to 
a non-controlled landing elsewhere. There may be other occa 
sions when the drone may “ignore” access restrictions includ 
ing conditional access restrictions. A drone may decide not 
divert from a restricted or blacklisted area based on the 
amount of time the drone is in, or is expected to be in, the 
restricted area. For example, if a flight path through a 
restricted area or portion thereof requires the drone to be in 
the restricted area for a short period of time (e.g., 1 minute or 
less), the drone may be allowed to fly through the restricted 
area or the portion of the restricted area. A drone may change 
its operation based on a given amount of time to traverse a 
restricted area or portion of the restricted area (e.g., drone 
flies faster at a higher fuel cost). A drone processor may 
determine whether the amount of permitted access time is 
sufficient for the drone to pass through the restricted area. If 
the drone processor determines that the permitted access time 
is insufficient to traverse the restricted area or portion thereof, 
the drone may navigate around restricted area. 
0167. In various embodiments, drones may be configured 
to relay information received from beacons to other nearby 
drones, or to a server so that the information can be propa 
gated to other drones that have yet to encounter the beacon. 
Such observations may be used to update blacklist contents, 
which may be provided to other drones as described. Simi 
larly, a drone may relay any similar information to the server 
associated with areas that are not specifically blacklisted 
(e.g., by a third party or agency), but are nevertheless not 
desirable for drone travel based on the existence of hazards or 
other undesirable circumstances. 
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0.168. In various embodiments, a drone (e.g., drone 100, 
100a, 100b,371,373,375,381,383,385,387 in FIGS. 1-4C) 
may be configured with a unique identifier (ID). The unique 
ID may allow the drone to be identified by network compo 
nents, such as servers (e.g., server 240 in FIGS. 2A-2C, 
3C-4C), beacons (e.g., beacon 215 in FIGS. 3A-3E and 4C). 
other drones, and so on. In addition, the access levels for 
conditional access may be stored in a memory of the drone, on 
the server, the beacon device, etc. The server and/or beacon 
device, or other network component, or possibly other drone, 
may cross reference the access level with the drone unique ID. 
Cross-referencing of the drone unique ID may also be used 
when conducting payment transactions. 
(0169. With reference to FIGS. 1-1A-6D, as described, in 
various embodiments, conditional access restrictions and 
other access parameters, (e.g., drone access level) may 
change overtime. In various embodiments, the access level of 
a drone can be modified based on factors including experi 
ence and/or operating history of the drone operator, level of 
liability coverage for the drone operator, authentication/cer 
tification, etc. For example, the access level of the drone may 
be established based the operator's experience level, such as 
based on the length of time the drone has been operational, the 
distance flown by the drone (over the drone lifetime), cumu 
lative criteria (e.g., total flights), etc. Further, the access level 
may be raised or lowered based on a maintenance history of 
the drone, Such as the number of operational hours since the 
last maintenance availability, a history of component failures, 
the total hours flown for the drone, etc. 
0170. In further embodiments, the access level of the 
drone may be based on the payment of additional fees. For 
example, the drone may gain a certain access level based on 
payment of a one-time fee by the drone operator. Alterna 
tively or additionally, the drone operator may pay a Subscrip 
tion or license fee for certain access levels. Further, the drone 
operator may pay a per-use fee (e.g., toll) as described. 
0171 In some embodiments, access levels may be vari 
able across areas and one drone may have more than one 
access level. In other words, a drone operator may pay for a 
first access level for one area or areas and pay for a second 
different access level for a different area or areas. 
0172 Access levels may be assigned to drones based on 
the level of insurance carried by the drone operator. For 
example, drones with Sufficient liability insurance (e.g., Veri 
fiable levels) may be assigned higher access levels than 
drones without sufficient liability insurance. In some embodi 
ments, a drone operator may maintain payment information, 
Such as credit card payment information, on file for drone 
operation to cover liability for drone damage. 
0173 Alternatively or additionally, access levels may be 
based on authentication. For example, operators (e.g., drone 
operator) may authenticate themselves through an identifica 
tion Such as a government ID, a state license, a drone license, 
etc. Authentication may further be based on an authentication 
key that may generally be tied directly or indirectly to other 
identification information. 

0.174. In some embodiments, access levels may be based 
on a drone's or a drone operator's certification. For example, 
a drone and/or a drone operator may be certified by an agency 
or third party to fly drones in particular areas, for various 
permitted uses, or under specified conditions. In some 
embodiments, the drone may require a certification Such as an 
inspection, certification of airworthiness, certificate of main 
tenance, etc. In some embodiments, separate access levels 
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may be assigned to drones and to drone operators. For 
example, a registered drone operator may have a relatively 
higher access level (e.g., access level 8) as compared to an 
unregistered operator, which may have a relatively lower 
access level (e.g., access level 5). For example, a first operator 
with an access level 8 may operate a drone in areas limited to 
access level 8 (or higher) drones, but an unregistered operator 
borrowing the same drone may be limited to operating the 
same drone in areas limited to access level 5 (or higher) 
drones. Thus, the access level assigned to drones for purposes 
of conditional access to restricted areas may be that of the 
operator controlling the drone (in addition to or alternative of 
an access level of the drone). 
0.175 Operator access levels may be assigned to indi 
vidual operators based on various criteria. For example, an 
operator with more experience, higher certification levels, 
and purchasing Supplementary liability insurance may be 
assigned a high access level, which may impact an overall 
access level for a drone under the control of that operator. 
Experience levels may be established and/or confirmed using 
demonstrated experience, or observations of the operator 
operating a drone or simulation (i.e., flight certification). For 
example, a certifying agency may operate a simulator that 
evaluates an operator performing specific tasks, such as drone 
operation and control or usage, specific drone taskS/missions, 
response to equipment failures, etc. Based on the perfor 
mance in the simulation environments, experience levels may 
be earned, which may lead to increased access levels. As the 
operator access levels are increased, additional access fea 
tures and capabilities may be provided to the drone operator. 
0176 Thus, in some embodiments, an access level may be 
established or assigned for an operator of a drone, which may 
be in addition to access levels established or assigned to 
drone. Thus, the same drone operated by different operators 
may have different access levels. For example, a first operator 
having an access level 2 operating a drone having an access 
level 5 may result in the drone being assigned a total Access 
Level 7 while in flight. In this example, the access level is 
established as a cumulative Sum; however, a combined access 
level for a drone may be calculated in any manner. For 
example, a combined access level for a drone and operator 
may be the highest value of the two access levels, the lowest 
value of the two access levels, the average of the two access 
levels, or other formula for combining drone and operator 
access levels. 

0177. In some embodiments, drone operators may also be 
assigned a unique ID alternative to or in addition to a unique 
drone ID as discussed above, an operator ID may be assigned 
for each drone operator. Once an operator ID is established, 
the access level of the operator may be cross referenced with 
the operator ID stored on the server. The access level operator 
ID cross-reference may be used to gain access to restricted 
areas as described. The server may maintain and update 
changes in the experience levels of operators (e.g., linked to 
their IDs) obtained through demonstrations and/or simulator 
performance and related increases in access levels. 
0.178 As discussed, a drone operator and a drone may 
increase access levels based on factors such as experience, 
history, insurance coverage, and so on. In various embodi 
ments, access levels may be reduced base on negative factors. 
For example, access levels for a drone operator and/or a drone 
may be lowered based on demerits assessed by an authority 
(e.g., the FAA) for reckless flying or entering restricted air 
space without proper authorization. Such demerits may be 
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stored in a database maintained on a server. Other factors that 
may lower an access level may include a change of drone 
ownership, a lapse in recent flying experience, an excess of 
flying, a history of unauthorized entry into restricted areas, 
(e.g., entry based on insufficient access level), etc. 
0179 While some embodiments may not be capable of 
stopping drone entry into a restrict area or airspace Subject to 
conditional access, a drone operator may be faced with cal 
culating the consequences of improper entry into restricted 
areas. For example, a drone operator ignoring conditional 
access restrictions and flying a drone into a restricted area 
without the proper authorization may receive demerit points, 
fines, and/or the like that may be tallied in a server operated by 
an appropriate authority (e.g., the FAA). There may be occa 
sions when entering a restricted airspace will be worth the 
cost of assessed demerits to the operator, Such as in an emer 
gency situation. In some embodiments, an operator may chal 
lenge or appeal demerits, such as when a violation occurred 
through no fault of the operator, Such as failed or malfunc 
tioning systems (e.g., failed navigation, interruptions in the 
control communication channel, severe weather, etc.). 
0180. In the various embodiments described above, the 
drone 100 may gain access to a restricted area based on 
conditional access restrictions. In some embodiments, a deci 
sion to enter the restricted area may be made by the drone 110 
(e.g., a processor of the drone 100) based on conditional 
access information received by the drone 100. For example, 
the drone 100 receives conditional access information and 
then determines whether to enter the restricted area. In other 
embodiments, alternatively or additionally, the decision as to 
whether the drone may gain access may be made by the server 
240 (e.g., the processor of the server 240). For example, the 
drone 100 may send information (e.g., access level, location, 
etc.) and the server may make the decision whether the drone 
100 may be provided with access. The server 240 may then 
send a response to the drone 100 as to whether access has been 
granted or denied. 
0181. In various embodiments, an operator may control a 
drone 100, whether communicating through a beacon device, 
cellular networks, or other communication links, using any of 
a variety of mobile computing devices (e.g., Smartphones, 
tablets, etc.) an example in the form of a smartphone 700 is 
illustrated in FIG. 7. The mobile computing device 700 may 
include a processor 702 coupled to the various systems of the 
mobile computing device 700. For example, the processor 
702 may be coupled to a touch screen controller 704, radio 
communication elements, speakers and microphones, and an 
internal memory 706. The processor 702 may be one or more 
multi-core integrated circuits designated for general or spe 
cific processing tasks. The internal memory 706 may be vola 
tile or non-volatile memory, and may also be secure and/or 
encrypted memory, or unsecure and/or unencrypted memory, 
or any combination thereof. In another embodiment (not 
shown), the mobile computing device 700 may also be 
coupled to an external memory, such as an external hard drive. 
0182. The touch screen controller 704 and the processor 
702 may also be coupled to a touchscreen panel 712, such as 
a resistive-sensing touch screen, capacitive-sensing touch 
screen, infrared sensing touch screen, etc. Additionally, the 
display of the mobile computing device 700 need not have 
touch screen capability. The mobile computing device 700 
may have one or more radio signal transceivers 708 (e.g., 
Peanut, Bluetooth, Bluetooth LE, Zigbee, Wi-Fi, RF radio, 
etc.) and antennae 710, for sending and receiving communi 
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cations, coupled to each other and/or to the processor 702. 
The transceivers 708 and antennae 710 may be used with the 
above-mentioned circuitry to implement the various wireless 
transmission protocol stacks and interfaces. The mobile com 
puting device 700 may include a cellular network wireless 
modem chip 716 that enables communication via a cellular 
network and is coupled to the processor. 
0183 The mobile computing device 700 may include a 
peripheral device connection interface 718 coupled to the 
processor 702. The peripheral device connection interface 
718 may be singularly configured to accept one type of con 
nection, or may be configured to accept various types of 
physical and communication connections, common or pro 
prietary, such as USB, FireWire, Thunderbolt, or PCIe. The 
peripheral device connection interface 718 may also be 
coupled to a similarly configured peripheral device connec 
tion port (not shown). 
0184. In some embodiments, the mobile computing 
device 700 may include microphones 715. For example, the 
mobile computing device may have a conventional micro 
phone 715a for receiving voice or other audio frequency 
energy from a user during a call. The mobile computing 
device 700 may further be configured with additional micro 
phones 715b and 715c, which may be configured to receive 
audio including ultrasound signals. Alternatively, all micro 
phones 715a, 715b, and 715c may be configured to receive 
ultrasound signals. The microphones 715 may be piezo-elec 
tric transducers, or other conventional microphone elements. 
Because more than one microphone 715 may be used, relative 
location information may be received in connection with a 
received ultrasound signal through various triangulation 
methods. At least two microphones 715 configured to receive 
ultrasound signals may be used to generate position informa 
tion for an emitter of ultrasound energy. 
0185. The mobile computing device 700 may also include 
speakers 714 for providing audio outputs. The mobile com 
puting device 700 may also include a housing 720, con 
structed of a plastic, metal, or a combination of materials, for 
containing all or some of the components discussed herein. 
The mobile computing device 700 may include a power 
source 722 coupled to the processor 702, such as a disposable 
or rechargeable battery. The rechargeable battery may also be 
coupled to the peripheral device connection port to receive a 
charging current from a source external to the mobile com 
puting device 700. The mobile computing device 700 may 
also include a physical button 724 for receiving user inputs. 
The mobile computing device 700 may also include a power 
button 726 for turning the mobile computing device 700 on 
and off. 

0186. In some embodiments, the mobile computing 
device 700 may further include an accelerometer 728, which 
senses movement, vibration, and other aspects of the device 
through the ability to detect multi-directional values of and 
changes in acceleration. In the various embodiments, the 
accelerometer 728 may be used to determine the x, y, and Z 
positions of the mobile computing device 700. Using the 
information from the accelerometer, a pointing direction of 
the mobile computing device 700 may be detected. 
0187. The various embodiments may be implemented in 
any of a variety of tablet mobile computing devices, an 
example of which (800) is illustrated in FIG.8. For example, 
a tablet mobile computing device 800 may include a proces 
sor 801 coupled to internal memory 802. The internal 
memory 802 may be volatile or non-volatile memory, and 
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may also be secure and/or encrypted memory, or unsecure 
and/or unencrypted memory, or any combination thereof. The 
processor 801 may also be coupled to a touch screen display 
810. Such as a resistive-sensing touch screen, capacitive 
sensing touch screen infrared sensing touch screen, etc. The 
tablet mobile computing device 800 may have one or more 
radio signal transceivers 804 (e.g., Peanut, Bluetooth, Zigbee, 
WiFi, RF radio) and antennas 808 for sending and receiving 
wireless signals as described herein. The transceivers 804 and 
antennas 808 may be used with the above-mentioned circuitry 
to implement the various wireless transmission protocol 
stacks and interfaces. The tablet mobile computing device 
800 may include a cellular network wireless modem chip 820 
that enables communication via a cellular network. The tablet 
mobile computing device 800 may also include a physical 
button 806 for receiving user inputs. The tablet mobile com 
puting device 800 may also include various sensors coupled 
to the processor 801, such as a camera 822, a microphone or 
microphones 823, and an accelerometer 824. 
0188 For example, the tablet mobile computing device 
800 may have a conventional microphone 823a for receiving 
Voice or other audio frequency energy from a user during a 
call or other voice frequency activity. The tablet mobile com 
puting device 800 may further be configured with additional 
microphones 823b and 823c, which may be configured to 
receive audio including ultrasound signals. Alternatively, all 
microphones 823a, 823b, and 823c may be configured to 
receive ultrasound signals. The microphones 823 may be 
piezo-electric transducers, or other conventional microphone 
elements. Because more than one microphone 823 may be 
used, relative location information may be received in con 
nection with a received ultrasound signal through various 
methods such as time of flight measurement, triangulation, 
and similar methods. At least two microphones 823 that are 
configured to receive ultrasound signals may be used togen 
erate position information for an emitter of ultrasound energy. 
0189 Also in some embodiments, the tablet mobile com 
puting device 800 may further include the accelerometer 824, 
which senses movement, vibration, and other aspects of the 
tablet mobile computing device 800 through the ability to 
detect multi-directional values of and changes in accelera 
tion. In the various embodiments, the accelerometer 824 may 
be used to determine the x, y, and Z. positions of the tablet 
mobile computing device 800. Using the information from 
the accelerometer 824, a pointing direction of the tablet 
mobile computing device 800 may be detected. 
0190. The foregoing method descriptions and the process 
flow diagrams are provided merely as illustrative examples 
and are not intended to require or imply that the steps of the 
various embodiments must be performed in the order pre 
sented. As will be appreciated by one of skill in the art the 
order of steps in the foregoing embodiments may be per 
formed in any order. Words such as “thereafter,” “then.” 
“next, etc. are not intended to limit the order of the steps: 
these words are simply used to guide the reader through the 
description of the methods. Further, any reference to claim 
elements in the singular, for example, using the articles “a. 
“an or “the' is not to be construed as limiting the element to 
the singular. 
0191 The various illustrative logical blocks, modules, cir 
cuits, and algorithm steps described in connection with the 
embodiments disclosed herein may be implemented as elec 
tronic hardware, computer Software, or combinations of both. 
To clearly illustrate this interchangeability of hardware and 
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Software, various illustrative components, blocks, modules, 
circuits, and steps have been described generally in terms of 
their functionality. Whether such functionality is imple 
mented as hardware or software depends upon the particular 
application and design constraints imposed on the overall 
system. Skilled artisans may implement the described func 
tionality in varying ways for each particular application, but 
Such implementation decisions should not be interpreted as 
causing a departure from the scope of the present invention. 
0.192 The hardware used to implement the various illus 
trative logics, logical blocks, modules, and circuits described 
in connection with the aspects disclosed herein may be imple 
mented or performed with a general purpose processor, a 
digital signal processor (DSP), an application specific inte 
grated circuit (ASIC), a field programmable gate array 
(FPGA) or other programmable logic device, discrete gate or 
transistor logic, discrete hardware components, or any com 
bination thereof designed to perform the functions described 
herein. A general-purpose processor may be a microproces 
Sor, but, in the alternative, the processor may be any conven 
tional processor, controller, microcontroller, or state machine 
A processor may also be implemented as a combination of 
receiver Smart objects, e.g., a combination of a DSP and a 
microprocessor, a plurality of microprocessors, one or more 
microprocessors in conjunction with a DSP core, or any other 
Such configuration. Alternatively, some steps or methods may 
be performed by circuitry that is specific to a given function. 
0193 In one or more exemplary aspects, the functions 
described may be implemented in hardware, software, firm 
ware, or any combination thereof. If implemented in soft 
ware, the functions may be stored as one or more instructions 
or code on a non-transitory computer-readable storage 
medium or non-transitory processor-readable storage 
medium. The steps of a method or algorithm disclosed herein 
may be embodied in a processor-executable software module, 
which may reside on a non-transitory computer-readable or 
processor-readable storage medium. Non-transitory com 
puter-readable or processor-readable storage media may be 
any storage media that may be accessed by a computer or a 
processor. By way of example but not limitation, such non 
transitory computer-readable or processor-readable storage 
media may include RAM, ROM, EEPROM, FLASH 
memory, CD-ROM or other optical disk storage, magnetic 
disk storage or other magnetic storage Smart objects, or any 
other medium that may be used to store desired program code 
in the form of instructions or data structures and that may be 
accessed by a computer. Disk and disc, as used herein, 
includes compact disc (CD), laser disc, optical disc, digital 
versatile disc (DVD), floppy disk, and blu-ray disc where 
disks usually reproduce data magnetically, while discs repro 
duce data optically with lasers. Combinations of the above are 
also included within the scope of non-transitory computer 
readable and processor-readable media. Additionally, the 
operations of a method or algorithm may reside as one or any 
combination or set of codes and/or instructions on a non 
transitory processor-readable storage medium and/or com 
puter-readable storage medium, which may be incorporated 
into a computer program product. 
0194 The preceding description of the disclosed embodi 
ments is provided to enable any person skilled in the art to 
make or use the present invention. Various modifications to 
these embodiments will be readily apparent to those skilled in 
the art, and the generic principles defined herein may be 
applied to other embodiments without departing from the 
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spirit or scope of the invention. Thus, the present invention is 
not intended to be limited to the embodiments shown herein 
but is to be accorded the widest scope consistent with the 
following claims and the principles and novel features dis 
closed herein. 
What is claimed is: 
1. A method for providing conditional access by a drone to 

an area of restricted air space (“restricted area'), comprising: 
receiving, by the drone, conditional access information 

associated with conditional access restrictions for the 
restricted area; 

comparing, by the drone, the received conditional access 
information for the restricted area to one or more access 
parameters for the drone; and 

accessing the restricted area by the drone based on com 
paring the received conditional access information and 
the one or more access parameters for the drone. 

2. The method of claim 1, wherein accessing the restricted 
area by the drone based on comparing the received condi 
tional access information and the one or more access param 
eters for the drone comprises accessing the restricted area 
when the one or more access parameters satisfy the received 
access information and not accessing the restricted area when 
the one or more access parameters do not satisfy the received 
conditional access information. 

3. The method of claim 2, further comprising taking cor 
rective action by the drone when the one or more access 
parameters do not satisfy the received conditional access 
information, wherein the corrective action comprises at least 
one of landing in or moving to a designated area; proceeding 
along a designated path to avoid the restricted area; returning 
to a designated location; preventing takeoff reverting control 
of the drone to a third party; restricting usage of the drone 
while in the restricted area; and waiting for a period of time. 

4. The method of claim 3 wherein the corrective action 
comprises returning to a designated location. 

5. The method of claim 1, wherein: 
comparing, by the drone, the received conditional access 

information for the restricted area to one or more access 
parameters for the drone comprises comparing a restric 
tion level in the received conditional access information 
with an access level assigned to the drone; and 

accessing the restricted area by the drone based on com 
paring the received conditional access information and 
the one or more access parameters for the drone com 
prises accessing the restricted area when the access level 
assigned to the drone is equal to or higher than the 
restriction level based on comparing the restriction level 
with the access level assigned to the drone, and taking 
corrective action by the drone when the access level 
assigned to the drone is less than the restriction level 
based on comparing the restriction level with the access 
level assigned to the drone. 

6. The method of claim 5, wherein the corrective action 
comprises at least one of: 

landing in or moving to a designated area; proceeding 
along a designated path to avoid the restricted area; 
returning to a designated location; preventing takeoff 

reverting control of the drone to a third party; restricting 
usage of the drone while in the restricted area; and wait 
ing for a period of time. 

7. The method of claim 1, wherein: 
receiving, by the drone, conditional access information 

associated with conditional access restrictions for the 
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restricted area comprises receiving a restriction level in 
the received conditional access information that is 
changeable between a first restriction level and a second 
restriction level; and 

accessing the restricted area by the drone based on com 
paring the received conditional access information and 
the one or more access parameters for the drone com 
prises accessing the restricted area when the restriction 
level is changed to the first level and not accessing the 
restricted area when the restriction level is changed to 
the second level. 

8. The method of claim 1, wherein the conditional access 
restrictions for the restricted area are configured to change 
based on one or more of a time; a time period; a time of day; 
a day; and a date. 

9. The method of claim 1, wherein accessing the restricted 
area by the drone based on comparing the received condi 
tional access information and the one or more access param 
eters for the drone further comprises: 

providing, by the drone, toll payment information to one of 
a server and a beacon device; 

receiving, by the drone, a confirmation of a toll payment 
with the toll payment information; and 

accessing the restricted area by the drone based on the 
received confirmation of the toll payment. 

10. The method of claim 1, wherein the one or more access 
parameters for the drone comprises at least one of a drone 
access level, a drone toll payment, a drone identification, a 
drone authentication, and a drone capability. 

11. The method of claim 1, wherein the conditional access 
restrictions comprise at least one of a restriction level, a drone 
toll payment restriction, a time-based restriction, a drone 
identification restriction, a drone authentication restriction, a 
drone use restriction, a drone speed restriction, and a drone 
altitude restriction. 

12. The method of claim 1, wherein: 
receiving, by the drone, conditional access information 

associated with conditional access restrictions for the 
restricted area comprises receiving the conditional 
access information from a database; 

a first portion of the database is stored on a first server; and 
a second portion of the database is stored on a second 

Sever. 

13. The method of claim 1, wherein the one or more access 
parameters of the drone are at least in part based on one or 
more access parameters of an operator of the drone. 

14. The method of claim 1, wherein receiving, by the 
drone, conditional access information including conditional 
access restrictions for the restricted area comprises receiving 
the conditional access information from a server via a wire 
less communication network. 

15. The method of claim 14, further comprising storing the 
received conditional access information in a memory of the 
drone. 

16. The method of claim 14, wherein receiving the condi 
tional access information from a server via a wireless com 
munication network comprises receiving updates to the con 
ditional access information periodically according to an 
interval. 

17. The method of claim 14, wherein receiving the condi 
tional access information from a server via a wireless com 
munication network comprises receiving an expiration time 
for the conditional access information. 
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18. The method of claim 17, further comprising reloading 
the conditional access information from the server when the 
expiration time expires. 

19. The method of claim 1, wherein receiving, by the 
drone, conditional access information associated with condi 
tional access restrictions for the restricted area comprises 
receiving the conditional access information from a database 
stored in a plurality of redundant servers, the method further 
comprising: 

selecting one of the plurality of redundant servers from 
which to receive the conditional access information 
based on a criteria. 

20. The method of claim 19, wherein the criteria includes 
one or more of a proximity of the one of the plurality of 
redundant servers to the drone, a link quality of a communi 
cation link between the one of the plurality of redundant 
servers and the drone, an affiliation of the one of the plurality 
of redundant servers, a classification of the one of the plurality 
of redundant servers, a reputation of one of the plurality of 
redundant servers, and an operator of the one of the plurality 
of redundant servers. 

21. A drone, comprising: 
a transceiver, and 
a processor coupled to the transceiver and configured with 

processor executable instructions to: 
receive conditional access information associated with 

conditional access restrictions for an area of restricted 
air space (“restricted area'); 

compare the received conditional access information for 
the restricted area to one or more access parameters 
for the drone; and 

access the restricted area based on comparing the 
received conditional access information and the one 
or more access parameters for the drone. 

22. The drone of claim 21, wherein the processor is further 
configured with processor-executable instructions to: 

compare the received conditional access information for 
the restricted area to one or more access parameters for 
the drone by comparing a restriction level in the received 
conditional access information with an access level 
assigned to the drone; 

access the restricted area when the access level assigned to 
the drone is equal to or higher than the restriction level 
based on comparing the restriction level with the access 
level assigned to the drone; and 

take corrective action when the access level assigned to the 
drone is less than the restriction level based on compar 
ing the restriction level with the access level assigned to 
the drone. 

23. The drone of claim 22, wherein the processor is further 
configured with processor-executable instructions to take 
corrective action comprising at least one of landing in or 
moving to a designated area; proceeding along a designated 
path to avoid the restricted area; returning to a designated 
location; preventing takeoff reverting control of the drone to 
a third party; restricting usage of the drone while in the 
restricted area; and waiting for a period of time. 

24. The drone of claim 21, wherein the processor is further 
configured with processor-executable instructions to: 

receive conditional access information associated with 
conditional access restrictions for the restricted area in 
the form of a restriction level in the received conditional 
access information that is changeable between a first 
restriction level and a second restriction level; 
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access the restricted area based on comparing the received 
conditional access information and the one or more 
access parameters for the drone when the restriction 
level is changed to the first level; and 

not access the restricted area when the restriction level is 
changed to the second level. 

25. The drone of claim 21, wherein the processor is further 
configured with processor executable instructions to access 
the restricted area by the drone based on comparing the 
received conditional access information and the one or more 
access parameters for the drone by: 

providing toll payment information to one of a server and a 
beacon device; 

receiving a confirmation of a toll payment with the toll 
payment information; and 

accessing the restricted area by the drone based on the 
received confirmation of the toll payment. 

26. The drone of claim 21, wherein the processor is further 
configured with processor-executable instructions to take a 
corrective action when the received conditional access infor 
mation does not permit access to the restricted area based on 
the one or more access parameters for the drone. 

27. The drone of claim 26, wherein the processor is further 
configured with processor executable instructions to take cor 
rective action comprising at least one of landing in or moving 
to a designated area; proceeding along a designated path to 
avoid the restricted area; returning to a designated location; 
preventing takeoff reverting control of the drone to a third 
party; restricting usage of the drone while in the restricted 
area; and waiting for a period of time. 

28. The drone of claim 21, wherein the conditional access 
restrictions for the restricted area are configured to change 
based on one or more of a time; a time period; a time of day; 
a day; and a date. 

29. A server configured to provide conditional access per 
mission to a drone to an area of restricted airspace (“restricted 
area'), comprising: 

a server processor configured with processor executable 
instructions to: 

receive one or more access parameters from the drone; 
provide conditional access information associated with 

conditional access restrictions for the restricted area to 
the drone; 

compare the conditional access information for the 
restricted area to the received one or more access param 
eters for the drone; and 

provide clearance to the drone for accessing the restricted 
area based on comparing the conditional access infor 
mation and the received one or more access parameter 
for the drone. 

30. A non-transitory computer-readable storage medium 
having stored thereon server-executable instructions config 
ured to cause a server to perform operations comprising: 

receiving from a drone one or more access parameters 
related to accessing an area of restricted air space ("re 
stricted area'); 

providing conditional access information associated with 
conditional access restrictions for the restricted area to 
the drone; 

comparing the conditional access information for the 
restricted area to the received one or more access param 
eters for the drone; and 
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providing clearance to the drone for accessing the 
restricted area based on comparing the conditional 
access information and the received one or more access 
parameter for the drone. 

k k k k k 
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