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On the Evolution of User Authentication:
Non-bilateral Factors

Moti Yung!+2

* Google Inc.
2 Columbia University

Abstract. In this position note we review the notion of “User Authen-
tication,” i.e., the idea of a person facing the computer and in need of
authenticating herself to the system in order to get access to her account.
We analyze the state of the art of user authentication and that of “Au-
thentication Factors,” i.e., the techniques and instruments the user can
present to the computer. We compare the state of the art of these factors
with the acceptable textbook view.

1 Introduction

Authentication factors are the basic instruments available to a human user to
authenticate herself in order, e.g., to convince a computing system of her true
“identity” as is known or registered in the system. These factors, presented by
a human claiming to be a specific user (and get access to that specific user’s
account), are passed to elements of the system (e.g., a software program in
a server) which, in turn, make a decision whether the human is the claimed
specific user. Determination is based on registered information that the elements
hold about the actual specific user. The accepted classification of authentication
factors, as expressed in numerous textbooks, distinguishes three basic types of
factors:

1. “Something You Know” (e.g., a password);
2. “Something You Have” (e.g., a device generating one-time passwords); and
3. “Something You Are” (e.g., biometrics information).

Given the current state of the art and the fact that nowadays, Internet Com-
puting is based on human interaction with the computing infrastructure, this
works re-examines the notion of authentication factors. Based on the evolution
of computing systems and modern computing in general, the work reviews the
parallel evolution of authentication factors and explains it and its impact on user
security.

2 The Traditional Characteristics Vs. Non-bilateral
Factors

The above three characteristics of the nature of authentication factors is very
natural, since a user facing a system indeed can present to it evidence of the three

Dingyi Pei et al. (Eds.): Inscrypt 2007, LNCS 4990, pp. 5-[I0] 2008.
© Springer-Verlag Berlin Heidelberg 2008
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6 M. Yung

basic characteristics. However, these characteristics were made in the setting of
a basic model of a user facing a machine or an operating system , which was a
good view of a traditional time-sharing stand-alone system. what we note is that
modern computing environment is much different, and we claim that in modern
environments it is rarely the case that a user faces “alone” a single system. In
fact, nowadays there are various system elements that are present in modern
infrastructure. Elements can be part of the computing components, networking
infrastructure components, or other aspects of the entire system. Today, when a
user presents the factors, they may be directly given to the system or there may
be a sequence of transfers. Even if virtually, the user believes he has interacted
with “the system,” the infrastructure behind this interaction is complex.

A first demonstrative example consider the case where the user first presents
a password to a smart card which activates the smartcard to produce an authen-
ticator string; the card then authenticates on behalf of the user to a local system
by presenting the string, that, in turn, validates the authenticator, and presents
a credential that authenticates itself with an assertion about the authenticity of
this user in this connection. The assertion may be a digitally signed statement
accompanied by a certificate. The credential and assertion, in turn, are presented
to a remote server or a member of a federation of server that mediates the au-
thentication; this results in the connection to the user being validated as coming
from the actual user and may allow this connecting user access the resources
associated with this actual user. In fact, in this example we see how the user’s
initial authentication is “carried through” the system via a chain of trust among
system elements. The involvement of human players and system elements in the
process led to calling this protocol that involves users, factors and machines, “a
ceremony” [2].

The fact that modern environments include more than merely the user and a
single system element gives the opportunity to extend the possible characteristics
of user authentication factors. The participants do not even have to be a chain
of system elements along a linear flow of a message. This basic issue can be
summarized as following:

— The traditional characteristics assume a Bilateral Relation between the user
and the system; modern environments include additional elements and com-
ponents.

The above observation implies that we can now consider factors that involve
additional parties, channels, computing elements and pieces of information avail-
able to the system. Thus, side parties and components can take part in the
authentication ceremony, and we can use factors such as:

1. The mobile phone line of the user or of an e-mail account belonging to the
user which generate an independent channel to the user; this is an indepen-
dent validation channel (“Something Registered About the User”);

2. The IP address or the laptop computer mac address of the user’s computer,
(“Something Embedded in the User’s Computing Environment”);

AIRSPACE SYS. INC. EX2024, Page 8 (IPR2025-00530)



On the Evolution of User Authentication: Non-bilateral Factors 7

3. A remote server associated with the user that the user already logged into
and expressed the intention to further authenticate with another system
element (“Some Support Tools the Computing Environment Has” );.

The above are examples of factors based on the user’s computing environment:
knowledge about it, its physical characteristics and available elements and chan-
nels in it. They can be used and are, indeed, used in identifying the likelihood
of the claimed user being the specific authentic one. In some abstract general
sense the user environment may be thought to be part of the user and these
factors can all be thought of as “something the user has.” But, in reality these
are not something the user possesses, but rather something in the environment
associated with the user. They may be associated with the user at some time
(when the user is at home) but not at other times (when the user is at a cyber
cafe, say), and may change as the user re-configures parts of her environment
(e.g., buys a new computer).

The independence of the factors that belong to the infrastructure is important
in order for the system to use them as factors supporting the user’s identity. For
example, the mobile phone platform and the computer platform may be the
same, and a phone call over the wire and over wireless LAN may get mixed
as the infrastructure gets more complicated. The relation and independence of
infrastructure components has to be analyzed and the system has to be aware
of the source of the various factors.

We note that the more the factor known by the infrastructure is actually a
factor that is essential part of the infrastructure the stronger it is. If a factor
gives some physical meaning to the computing, e.g., an IP address is hard to
spoof as a factor if used for routing the communication of the interaction itself.
The more the factor is part of the correctly completion of the overall interaction
in this physical sense, the better it seems to be.

Beyond Technical Components: Factors do not have to be part of the com-
puting and communication elements. It was pointed out [I] that human compo-
nents have to be considered and can, in fact, help in the authentication process.
Indeed, social relationships to which the user belongs and organizational struc-
ture in which the user takes place can serve as additional factors. Relying on
already authenticated users in some formal and careful way amounts to “Some-
one You Know” factor.

Keep New Technologies in Mind: It is important to remember that as tech-
nologies change one may attempt to employ them in the area of authentication
factors. One such technology is “Internet Search Technology”. It can be used to
find facts that the claimed user needs to know and use for extension of “some-
thing you know” (or perhaps “something you (virtually) are”) to “something the
infrastructure as a whole knows about you.” The idea here is that the specialized
search engine knows where to look for details about a user fast, while generic
search is still slow when personal information of specific nature is involved. This
example is an interesting twist on privacy on the web, where relative loss of pri-
vacy is exploited to secure the authentication process! With lack of privacy the

AIRSPACE SYS. INC. EX2024, Page 9 (IPR2025-00530)



8 M. Yung

available details on the web may replace some of the registration process where
users give personal details to be used as “something you know” factor.

3 How Are Factors Employed Nowadays?

Enterprise User vs. Consumer User: There are a number of different set-
tings where authentication factors are used, which determines the possibility of
usage and effectiveness of the factors. The enterprise setting where a user is an
employee is much different from the e-commerce user which typifies the consumer
case. It may be easier to provide devices to employees than to end consumers
(who may be casual), which has been the case in reality. The participation of
non-bilateral factors and mechanisms may depend on the setting as well, for
example, vouching by a third party requires a well established social structure,
typical inside enterprises.

Absolute Reliance vs. statistical Reliance: The level of reliance on factors
is another issue. Authentication factors traditionally have been used to ensure
the system with close to absolute certainty of the identity of the user. In modern
systems the factors may be treated as providing some probability of assurance
and by gathering enough factors (possibly incrementally), the probability of an
identity can be calculated. In fact, at the end of a possibly lengthy session with
many checks, the system can concludes that the user “has passed” the authenti-
cation protocol, based on statistics (i.e., some confidence level). The involvement
of factors can be done adaptively based on assessment of the success so far in
the process. It seems that absolute reliance (a factor that gives a yes/no answer)
was the traditional method, where as the Internet evolves and the level of threat
increases it makes sense to rely on factors statistically, and to collect multi-factor
input. In this mode, not any single source of authentication needs to be perfect.
(We note that engineering wise, it is often easier to build a system that is made
out of imperfect components, and use multiplicity of such components to create a
more reliable system. The “statistical confidence based factors” are mechanisms
that possess this nature of relatively and possibly imperfect components).

Changing the Task of Authentication: As can be seen over the years, in-
deed, the use and purpose of authentication factors can be changed as systems
evolve. One important issue in the context of Internet access and services is the
fact that the server (e.g., of a bank or a merchant) has to prove its authen-
ticity to the user as well (i.e., authentication in the reverse direction). Since
the factors presented to the user have to be interpreted by a user looking at
her browser, the security of user interfaces, human factors in user interfaces
and defining end-to-end two way authentication to a browser user are impor-
tant. The notions of how to prevent the user from getting into a wrong web
page is especially important. User friendliness of interfaces and usability issues
in general play now an important part in achieving the tasks of authentication.
(Note that the extended nature and requirement of user authentication in various

AIRSPACE SYS. INC. EX2024, Page 10 (IPR2025-00530)



On the Evolution of User Authentication: Non-bilateral Factors 9

web-based scenarios is beyond the scope of the current note; here it serves only
to demonstrate the current issues with authentication factors).

4 Ask: Who Activates the Factors?

As noted above, lack of robust two-way authentication factors has opened the
door for attacks that attempt social engineering en masse, namely trying to
direct users to a fake web cite where the user inserts her authentication creden-
tials. This type of attacks called phishing attacks are common place nowadays.
Besides social engineering via faked sites and tempting email, the attack of di-
recting users to wrong sites that are faked can be done by contaminating the
resolve infrastructure or by malware on the user computer.

In phishing attacks users give their factors such as answers to questions and
passwords to the site, which may use them elsewhere. Thus an important issue is
how limited in time the credentials are and whether they are limited and bound
to the current site and cannot be used by attackers who may attempt to contact
the real site and, say, extract money from the user account employing the stolen
credentials. Credentials that are bound and are non-reusable are preferable, as
they limit the opportunity of the attackers.

The user may give away credentials like passwords, account number, account
name, answers to questions in the knowledge base, etc. These credentials can be
used by the attackers. However, new factors like mac address of a computer, a
cookie inserted in the user’s browser, or a call to a mobile phone line owned by
the user, do not change ownership by the user even if she becomes a victim of a
social engineering attack and the attacker cannot “demand” to get them. Thus,
the last type of credentials have been known as passive factors, whereas the first
type of factors are activated by the user.

In the view of the multi-lateral nature of modern factors, to our belief, we
can analyze the difference between the various credential types. We believe that
the basic difference is the underlying fact of who activates the factor. If the
user herself activates them and they are reusable within some time and space
limitations, they can be re-used by attackers (in off-line or on-line attacks, de-
pending on the “validity window” for the credential). If, on the other hand, the
credentials are factors that are activated by third parties: the communication
infrastructure, independent elements of the computing base and other parties,
then the user is in no position to give it away. In fact, the advantage of some
of the modern factors is due to the non-bilateral nature of these factor and the
fact that the user does not possess them, even though the factors are employed
to authenticate the user. Thus, one has to pay attention to analyze separately
and carefully “User-Activated” vs. “Third-Party Activated” factors.

In order to attack the third party activation of factors (as opposed to the user
self-activation), different methods are needed then merely attacking the user.
One needs to pay attention to potential attacks on these new factors and to
classify the parties that are involved: i.e., a cookie may be stolen more easily
than a mobile phone owned by a user that is used to call the user back during
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10 M. Yung

authentication. Factors related to the functioning of the interaction (IP address,
say) are harder to change as was already mentioned. In any event, the involve-
ment of multi-party in the new authentication game changes its nature as it is
not bi-lateral anymore. Involving these new multi-lateral factors enhances the
notion of user authentication and allows prevention of attacks that isolate the
user. Granted, to be used successfully the new game may require further analy-
sis of all parties involved, since an extended game with extra parties also means
extra security analysis is required.

Future Factors: The computing infrastructure is evolving rapidly and infor-
mation technology and physical aspects of the wold are merging and computers
are embedded in many new places. Given this trend , the above issues should be
kept in mind. We expect to view ubiquitous computing as a new wave of oppor-
tunities for future user authentication by enabling new factors and new parties
to take place in the process (e.g., physical location based factors, gadgets ori-
ented factors, involvement of consumer electronic devices, ability to probe user
familiarities with certain knowledge bases based on issues such as current loca-
tion, background and recent interactions, and so on). We expect that the mixing
of physical security, procedural security and information security is likely to
increase the variability of authentication factors.

5 Conclusions

One important lesson of the above analysis and the position this note takes, is
the fact that the notion of computer user authentication is deeply connected
to the infrastructure of computing. As the latter evolves so does the former.
Furthermore, technological changes should be considered and off the book tra-
ditional assumptions regarding security measures be updated appropriately (in
the security area “following the book” and “ignoring the book” are equally im-
portant!).
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