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This chapter looks at how the Java developer can get the most from constrained

devices such as Personal Digital Assistants PDAs and Wireless Information

Devices WIDs Optimization is always important but especially so on these

constrained devices

Although the chapter focuses on WIDs and PDAs much of what we
will discuss is more widely applicable We will be concerned not just with

improving performance but also with minimizing memory requirements
The chapters goal is to help you develop high quality Java applications

for the Symbian OS The intention is to achieve this by encouraging you to

think about the issues involved and so make rational decisions rather than by

providing hard and fast rules for optimization

We start with number of general issues including benchmarking required

performance and principles of optimization We then move on to discuss

individual areas of optimization
The next few sections discuss several specific areas for optimization object

creation method and variable modifiers the use of Strings using containers

sensibly These ideas are brought together in an example Section 8.9 We
then look at some more advanced techniques using JNI blocking techniques

to avoid polling issues with graphics
Section 8.13 provides case study which explores optimization issues in

depth This leads us into the next section which looks at the use of profiling

tools in the context of the case study

Subsequent sections discuss memory issues on constrained devices and the

need to cope with out of memory situations JIT and adaptive compilation

technologies and couple of design patterns relevant to optimization We end

with look at Symbians plans to further enhance the performance of its Java

implementation
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8.1 Introduction

8.1.1 What are we Starting With

We have said that Symbian devices are by their nature constrained In com

parison to desktop computer we will have smaller screen keypad or

pointer for input rather than keyboard or mouse restricted memory restricted

network and 10 performance and restricted processing power
Of concern to us are memory 10 and performance Although the current

range of Symbian devices typically have between 16 and 64 MB of RAM

e.g Psions Series 5MX and netBook respectively the next generation of

Symbian devices may well have no more than MB of RAM My current

desktop computer has 256 MB of RAM
Serial 10 on Symbian device is reasonable both the IR and serial ports

operate at 115.2 kBaud but this is still far short of my office network

which runs at 100 Mb/s or my wireless LAN which operates at 10 Mb/s

Wireless networking is currently more constrained GSM provides 9.6 Kb/s

GPRS 2.5G technology will increase this to over 100 kb/s while 3G UMTS
will provide maximum of Mb/s though typical data rates will be much less

than this

Benchmarking PDA devices is problematic There are no good benchmarks

for PDA devices and in the end the only real test is running representa

tive applications on representative hardware However the Caffeine bench

mark has the benefit of being easy to apply and the results are instructive

Table 8.1

Table 8.1 Benchmark results for number of devices using CaffeineMark

Device Processor CaffeineMark result

higher is better

Psion Series 5MX 36 MHz ARM71 UT 26

Psion netBook 190 MHz StrongARM SAl 100 141

Jornada 820 190 MHz StrongARM SAl 100 2728

Desktop PC NT4 SP4 128MB 366 MHz Pentium II 500

Without JIT

Desktop PC NT4 SP4 128MB 366 MHz Pentium II 5000
With JIT

Comparing the Psion netBook with the Jornada 820 second and third lines

illustrates the benefit of running Java on the Symbian OS fivefold improve
ment in performance In fact the Jornada with 90 MHz ARM processor

performs only marginally better than the Psion Series 5MX with 36 MHz
ARM 710T

Comparison with desktops is really an apples to oranges comparison but

does make two points
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8.1 Introduction 

8.1,.1 What are we Starting With? 

We have said that Symbian devices are by their nature constrained. In com­
parison to a desktop computer we will have a smaller screen, a keypad or 
pointer for input rather than a keyboard or mouse, restricted memory, restricted 
network and 10 performance, and restricted processing power. 

Of concern to us are memory, 10, and performance. Although the current 
range of Symbian devices typically have between 16 and 64 MB of RAM 
(e.g. Psion's Series 5MX and netBook respectively), the next generation of 
Symbian devices may well have no more than 8 MB of RAM. My current 
desktop computer has 256 MB of RAM! 

Serial 10 on a Symbian device is reasonable: both the IR and serial ports 
operate at 115.2 kBaud, but this is still far short of my office network 
which runs at 100 Mb/s or my wireless LAN which operates at 10 Mb/s. 
Wireless networking is currently more constrained. GSM provides 9.6 Kb/s, 
GPRS 2.5G technology will increase this to over 100 kb/s, while 3G UMTS 
will provide a maximum of 2 Mb/s (though typical data rates will be much less 
than this). 

Benchmarking PDA devices is problematic. There are no good benchmarks 
for PDA devices and in the end the only real test is running representa­
tive applications on representative hardware. However, the Caffeine bench­
mark has the benefit of being easy to apply and the results are instructive 
(Table 8.1) 

Table 8.1 Benchmark results for a number of devices using CaffeineMark 3 

Device 

Psion Series SMX 
Psion netBook 
Jornada 820 
Desktop PC, NT4 SP4, 128MB 
WithoutJIT 
Desktop PC, NT 4 SP4, 128MB 
With JIT 

Processor 

36 MHz ARM71 OT 
190 MHz StrongARM SA 11 00 
190 MHz StrongARM SA 1100 
366 MHz Pentium II 

366 MHz Pentium II 

CaffeineMark 3 result 
(higher is better) 

26 
141 

27-28 
500 

5,000 

Comparing the Psion netBook with the Jornada 820 (second and third lines) 
illustrates the benefit of running Java on the Symbian OS: a fivefold improve­
ment in performance. In fact the Jornad.a, with a 190 MHz ARM processor, 
performs only marginally better than the Psion Series 5MX with a 36 MHz 
ARM 710T. 

Comparison with desktops is really an apples to oranges comparison, but 
does make two points: 
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The dubiousness of benchmarks In general the desktop PC with uT does

not feel 35 times faster than the netBook

The realities associated with running Java on small machines There is and

always will be large gulf between the performance of PDA-type devices

and desktop machines

The JIT performance is particularly misleading Comparing the underlying

figures shows that the UI performance the graphics image and dialog scores

is hardly affected by the ill perhaps improving performance by 10% However
the logic performance improves by factor of 140 This is simply because the

JIT optimizer has noticed that nothing is really happening in the logic tests and

has therefore optimized all the code out Well talk about JIT and adaptive

compilation technologies in Section 8.1

The ARM implementation of the byte code interpreter loop has been written

in assembler and optimized so that we should expect the performance on an

ARM-based device to be relatively better than the Emulators which uses Suns

original byte code interpreter loop Table 8.2 suggests that this is indeed the

case The embedded performance is doubled while the overall performance

limited by the graphics capability is about 25% better

Table 8.2 Comparing the performance of the Emulator with ARM performance

Benchmark Emulator on 190MHz netBook Emulator on MHz netBook

500MHz Pc 1MHz PC

Embedded 324 248 0.65 1.31

Overall 263 128 0.53 0.67

What performance do we need Table 8.3 gives very rough indication of the

type of application we might expect to run for given CaffeineMark

Table 8.3 The
range

of benchmarks needed to run

different types of applications

Benchmark Application type

50 Smartcard/ Deeply Embedded No UI

50150 Simple E-commerce Web applets

150300 Simple2D Games/E-commerce

3001000 Complex 2D Games Notepad Diary

10002000 Simple 3D Games Word processing

20003500 Complex 3D Games Spreadsheet

3500 Native Level performance

The figures are for pure Java applications whereas typical application on

the Symbian OS will make extensive use of the underlying Symbian OS

functionality through for instance the JavaPhone APIs This allows more to be
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1. The dubiousness of benchmarks. In general, the desktop PC with JIT does 
not feel 35 times faster than the netBook. 

2. The realities associated with running Java on small machines. There is, and 
always will be, a large gulf between the performance of PDA-type devices 
and desktop machines. 

The JIT performance is particularly misleading. Comparing the underlying 
figures shows that the UI performance (the graphics, image, and dialog scores) 
is hardly affected by the JIT, perhaps improving performance by 10%. However, 
the logic performance improves by a factor of 140! This is simply because the 
JIT optimizer has noticed that nothing is really happening in the logic tests and 
has therefore optimized all the code out. (We'll talk about JIT and adaptive 
compilation technologies in Section 8.17). 

The ARM implementation of the byte code interpreter loop has been written 
in assembler and optimized so that we should expect the performance on an 
ARM-based device to be relatively better than the Emulator's, which uses Sun's 
original C byte code interpreter loop. Table 8.2 suggests that this is indeed the 
case. The embedded performance is doubled while the overall performance 
(limited by the graphics capability) is about 25% better. 

Table 8.2 Comparing the performance of the Emulator with ARM performance 

Benchmark 

Embedded 
Overall 

Emulator on 
500MHz PC 

324 
263 

190MHz netBook 

248 
128 

Emulator on 
1MHz PC 

0.65 
. 0.53 

1 MHz netBook 

1 .31 
0.67 

What performance do we need? Table 8.3 gives a very rough indication of the 
type of application we might expect to run for a given CaffeineMark. 

Table 8.3 The range of benchmarks needed to run 
different types of applications 

Benchmark 

<50 
50-150 
150-300 
300- 1000 
1000-2000 
2000-3500 
3500+ 

Application type 

Smartcard I Deeply Embedded - No UI 
Simple E-commerce/ Web applets 
Simple 2D Games/ E-commerce 
Complex 2D Games/ Notepad/ Diary 
Simple 3D Games / Word processing 
Complex 3 D Games I Spreadsheet 
Native C Level performance 

The figures are for pure Java applications, whereas a typical application on 
the Symbian OS will make extensive use of the underlying Symbian OS 
functionality through, for instance, the JavaPhone APls. This allows more to be 
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accomplished for given benchmark And of course much of this chapter is

about how to write code that will help you get the most from constrained

device

On the next generation of Symbian devices we can expect CaffeineMark of

around 70 on Smartphones and perhaps 200 on Communicators Performance

should roughly double MHz per MHz
However Symbians fast Java implementation is only half the story The rest

is down to you the developer And thats what this chapter is about

8.2 General Guidelines for Optimization

This section outlines some general principles for optimizing code These dont

attempt to say anything new however restating the obvious is not always

bad thing

Get the design right The biggest gains generally come from getting the overall

architecture and design right Deciding how operations should be split between

server and client what technologies to use messaging RMI object database

relational database what hardware to use even what languages are used It

is important to design to interfaces not implementations This makes it easier

to slot in different or improved algorithm for example depending on your

data size and how it might already be sorted there are times when pigeon

sorting algorithm will be the best choice and times when bubble sort will be

appropriate

Optimize late Optimizing too early means that you will be producing intricate

code that will get in the way of good design

Find out where you really need to optimize Find out where the bottlenecks

are and concentrate on sorting these out This in turn requires access to suitable

profiling and heap analysis tools

Dont overoptimize The more you optimize your code the more highly tuned

it becomes to the particular environment If the environment changes or you

want to use the code in different application you may find it runs more

slowly Compiler technology in particular can have profound effect on the

benefits or otherwise of particular optimization

Optimization is often in conflict with code clarity and maintainability

Improving performance at the code level generally though not always means

writing more code and quite often quite obscure code Well see an example

of this later in our case study

Improving performance is often in conflict with reliability The corollary of the

previous point is that you run the risk of introducing bugs when you optimize

Improving start-up time and execution speed are often in conflict can

frequently improve start-up time by deferring task until its required during

execution This is worthwhile if the task may not always be required and even
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accomplished for a given benchmark. And, of course, much of this chapter is 
about how to write code that will help you get the most from a constrained 
device. 

On the next generation of Symbian devices we can expect a CaffeineMark of 
around 70 on Smartphones and perhaps 200 on Communicators. Performance 
should roughly double MHz per MHz. 

However, Symbian's fast Java implementation is only half the story. The rest 
is down to you, the developer. And that's what this chapter is about. 

8.2 General Guidelines for Optimization 

This section outlines some general principles for optimizing code. These don' t 
attempt to say anything new; however, restating the obvious is not always a 
bad thing: 

Get the design right: The biggest gains generally come from getting the overall 
architecture and design right. Deciding how operations should be split between 
server and client, what technologies to use (messaging, RMI, object database, 
relational database?), what hardware to use, even what languages are used. It 
is important to design to interfaces, not implementations. This makes it easier 

to slot in a different or improved algorithm; for example depending on your 
data size and how it might already be sorted, there are times when a pigeon 
sorting algorithm will be the best choice, and times when a bubble sort will be 
appropriate. 

Optimize late: Optimizing too early means that you will be producing intricate 

code that will get in the way of good design. 

Find out where you really need to optimize: Find out where the bottlenecks 

are and concentrate on sorting these out. This in turn requires access to suitable 
profiling and heap analysis tools. 

Don't overoptimize: The more you optimize your code, the more highly tuned 
it becomes to the particular environment. If the environment changes or you 
want to use the code in a different application, you may find it runs more 
slowly. Compiler technology in particular can have a profound effect on the 
benefits or otherwise of a particular optimization. 

Optimization is often in conflict with code clarity and maintainability: 
Improving performance at the code level generally (though not always) means 
writing n;,ore code, and quite often quite obscure code. We' l l see an example 
of this later in our case study. 

Improving performance is often in conflict with reliability: The corollary of the 
previous point is that you run the risk of introducing bugs when you optimize! 

Improving start-up time and execution speed are often in conflict: I can 
frequently improve start-up time by deferring a task until it' s required during 

. execution. This is worthwhile if the task may not always be required, and even 
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then may still be worthwhile especially if the task can be carried out by

background thread

Improving performance is often in conflict with reducing memory Many of

the optimizations discussed in this chapter require extra code Caching is

vital weapon in improving performance but requires extra memory

Finally the behavior of an optimization will vary with the platform As Java

developer for Symbian devices you are likely to be working with three platforms

Java under Windows the emulator and target device The first two platforms

may give rough idea of the benefits or otherwise of an optimization however

they cannot be used for reliable analysis In particular the performance
behavior of the emulator is very different to target hardware for reasons we will

discuss in this chapter

and et al are good general references for optimizing Java

applications

8.3 Feedback and Responsiveness

Performance is in the eye of the beholder so as well as ensuring that our

application is fast as measured by stopwatch it also needs to be responsive

to the user and to provide them with feedback the user should never be

confronted with an unresponsive screen with no indication that something is

happening Large applications in particular can take long time to initialize

so rather than leave the user with blank screen pop up splash screen

Theres generally no wait icon on pen-based systems for the same reason

theres no mouse pointer the system has no knowledge of the pens location

and hence where to display wait icon unless the pen is actually pressed on

the screen Therefore its necessary to have status area animated icon or some
other way of conveying progress to the user The Symbian OSs PrintNotify

is available to Java developers see http//www.symbiandevnet.com/ and

provides convenient way of popping up brief message
Threads are an expensive resource and should therefore be used judiciously

this is why native Symbian OS applications tend to be single threaded and to

rely on cooperative multitasking However you might want to consider loading

or saving data in separate thread which will allow the user to carry on with

other work PowerPoint Word and other Windows applications lock the user

out while file is being saved this is frustrating and unnecessary Even if Im

saving file should still be able to read it or edit another file of the same type

8.4 JAR Files and Class Path

Using JAR files will improve Applet download time The browser has to create

an HTTP request for each file transferred so Applet download time will be
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then may still be worthwhile, especially if the task can be carried out by a 
background thread. 

Improving performance is often in conflict with reducing memory: Many of 
the optimizations discussed in this chapter require extra code. Caching is a 
vital weapon in improving performance but requires_ extra memory. 

Finally, the behavior of an optimization will vary with the platform. As a Java 
developer for Symbian devices you are likely to be working with three platforms: 
Java under Windows, the emulator, and a target device. The first two platforms 
may give a rough idea of the benefits or otherwise of an optimization; however, 
they cannot be used for a reliable analysis. In particular, the performance 
behavior of the emulator is very differentto target hardware for reasons we will 
discuss in this chapter. 

[Haggar] and [Larman et al] are good general references for optimizing Java 
applications. • 

8.3 Feedback and Responsiveness 

Performance is in the eye of the beholder, so as well as ensuring that our 
application is fast as measured by a stopwatch it also needs to be responsive 
to the user and to provide them with feedback: the user should never be 
confronted with an unresponsive screen with no indication that something is 
happening. Large applications in particular can take a long time to initialize, 
so rather than leave the user with a blank screen, pop up a splash screen. 

There1s generally no wait icon on pen-based systems for the same reason 
there's no mouse pointer: the system has no knowledge of the pen's location 
(and hence where to display await icon) unless the pen is actually pressed on 
the screen. Therefore it's necessary to have a status area, animated icon, or some 
other way of conveying progress to the user. The Symbian OS's PrintNotify 
is available to Java developers (see http://www.symbiandevnet.com/) and 
provides a convenient way of popping up a brief message. 

Threads are an expensive resource and should therefore be used judiciously 
(this is why native Symbian OS applications tend to be single threaded and to 
rely on cooperative multitasking). However, you might want to consider loading 
or saving data in a separate thread, which will allow the user to carry on with 
other work. PowerPoint1 Word, and other Windows applications lock the user 
out while a file is being saved: this is frustrating and unnecessary. Even if I'm 
saving a file I should still be able to read it or edit another file of the same type. 

8.4 JAR Files and Class Path 

Using JAR files will improve Applet download time. The browser has to create 
an HTTP request for each file transferred1 so Applet download time will be 
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improved by putting all the required classes and resources into single JAR file

The fact that JAR files are compressed means that there is less to transfer further

improving download time however this is generally of less importance

JAR files should be used for applications precisely because they are

compressed Psion devices to date have shared RAM between processes

and storage therefore the less disk space required by your application means

more dynamic memory is available to it as well as other applications Future

Symbian devices will generally have persistent media for storage e.g flash

memory for the internal disk so that decreasing the size of the applications

code will not free up dynamic memory JAR files will nonetheless improve an

applications performance little because the class loader has less searching

to do and uses less 10 to load class

Its also worth noting that the class path is searched in order Given the

following class path

cp main.jarMyApp

Rut the most commonly used classes in main jar and those that are rarely

used in aimostnever.jar Also remember that the system class paths will

be searched afterth is .e the class loader will look for class in ciassesz ip and

javaphone.jar after it has looked in the applications JAR files or cis.ss pat.hs

Class ioadng under Symhian OS can he slow Before the \/M loads class

it checks if it is already loaded ihis requires checking against the several

hundred preloaded classes

LI class loading fecomes bottleneck consider using an e.xpiicit class path

e.g

c1asspath main.jar
On one application running on netBook using an explicit class path reduced

the start-up time from 25 SM 12

Increasing the initial heap size might help large program The default heap
is 128 KB Adding the switch ms1mb to the command line will increase this

to MB Increasing the heap size in this way improves the String affeineMark

by 60% though this is bit pathological

As well as putting our applications classes into JAR files we should also

include the applications resources However JAR files are accessed using

URL syntax and we need to be aware that the URL is relative to the directory

from which the main class is loaded and for security reasons the resources

we load must be in the same directory as this file or in sub directory

The DiceMachine is shown in Figure 8.2 running in the emulator it rolls

number of dice in similar way to fruit machine roiling fruit

In our example the URL is relative to DiceMachineclass and we have put

our resources an image and sound file into the resources\ subdirectory
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improved by putting all the required classes and resources into a single JAR file. 
The fact that JAR files are compressed means that there is less to transfer, further 
improving download time; however, this is generally of less importance. 

JAR f iles should be used for applications precisely because they are 
compressed. Psion devices to date have shared RAM between processes 
and storage, therefore the less disk space required by your application means 
more dynamic memory is available to it, as well as other appl ications. Future 
Symbian devices will generally have persistent media for storage (e.g. flash 
memory for the internal disk) so that decreasing the size of the appl ication's 
code w il l not free up dynamic memory. JAR files wil l nonetheless improve an 
application's performance a little because the class loader has less searching 
to do and uses less 10 to load a class. 

It's also worth noting that the class path is searched in order. Given the 
following class path: 

-cp main. jar ; sometimes.jar; almostnever. jar MyApp 

Put the most commonly used classes in main.jar and those that are rarely 
used in almostnever. jar. Also remember that the system class paths wi ll 
be searched after this, i.e. the class loader will look for a class in classes.zip and 
javaphone.jar after it has looked in the appl ication's J,1\R fi les or class paths. 

Class loading under Symbian OS can be slow. Before the VM loads a class 
it checks if it is already loaded. This requi res checking against the several 
hundred preloaded classes. 

If class loading becomes a bottleneck1 consider using an explicit class path, 
e.g.: 

- classpath rnain.jar;z:\systern\java\l ib\classes . zip 

On one application, running on a netBook using an explicit class path reduced 
the start-up ti me from 25 s to 12 sl 

Increasing the initial heap size might help a large program. The default heap 
is ·1 28 KB. Adding the switch -mslmb to the command line w iil increase this 
to 1 MB. Increasing the heap size in this way improves the String CaffeineMark 
by 60%,, though this is a bit pathological! 

As well as putting our application's classes into J,AR fi les we should also 
include the application's resources . However, JAR files are accessed using a 
URL syntax and we need to be aware that: (a) the URL is relative to the directory 
from which the main class is loaded, and (b) for security reasons the resources 
vve load must be in the same directory as this file or in a sub directory. 

The DiceMachi ne is shown in Figure 8.2, runn ing in the emulator. It rolls a 
number of dice in a similar way to a fru it machine rolling frui t. 

In our example the URL is relative to DiceMachine.dass and we have put 
our resources, an image and a sound file, into the resources\ subdirectory. 
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Figure 8.1 The organization of the D iceMachine's JAR fi ie. 
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Figure 8.2 The DiceMachine running under the emulator, showing the diaiog used to set the 
number of dice. 

The following code, taken from the DiceMach ine's constructor, is used to 
load these resources: 

try 

URL urlSound = getClass() .getResource( " resources/drip . au"); 
soundCl i p = (java . applet . AudioCl.ip)url Sound.getContent(); 

URL urlimage 
= get Class () . get Resource ( "resources/DiceNuIT1bers. gif") ; 

diceimage = getTool.kit() .getimage(urlimage); 

catch(IOException ie) 
{ 

// Handle any except i on 
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The first two lines load the sound file and the next two load the image well
be coming back to the DiceMachine later resources/drp.au and

resources/DiceNumbers gif follow the usual URL rules

8.5 Object Creation

Object creation is an expensive process so its worth examining your design to

ensure you are not creating large numbers of objects particularly short-lived

objects and to consider reusing objects The AWT for instance is notorious

for creating lots of short-lived objects well look at this later

Reusing objects means we dont waste time re-creating objects and is less

work for the garbage collector when they are no longer needed

The following is an extract from the DiceMachines constructor We create

our dialog to change the number of dice in the constructor rather than re-create

it every time its displayed setNumberDice displays the first four of the

six dice We create pool of dice six in this case rather than create new dice

every time we change their number

public DiceMachine

numberDialog new Numberflialogthis How many dice

forint MAX_DICE_NUIVIBER

dice new Dicedicelmage soundClip

setNumberDice4

aboutDialog.setTitleAbout title
aboutDialog.text dialogText
show

valid alternative would be to create just the first four dice for our dice pool

and then create additional dice only when we increased the number of dice

It needs to be emphasized that weve used the Dice Machine only to

illustrate point In program as small as this such decisions make little

practical difference and worrying about them too much should definitely be

regarded as over-optimization

Consider object pools for such things as database connections and server

connections For instance file server program waits for request from

client and on receipt of request returns the appropriate file The program

might use class called FileRequestHandle to listen for and respond to
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The first two lines load the sound file and the next two load the image (we'll 
be coming back to the DiceMachine later). "resources/drip. au" and 
"resources/DiceNumbers. gif" follow the usual URL rules. 

8.5 Object Creation 

Object creation is an expensive process so it's worth examining your design to 
ensure you are not creating large numbers of objects, particularly short-lived 
objects, and to consider reusing objects. The AWT, for instance, is notorious 
for creating lots of short-lived objects: we'll look at this later. 

Reusing objects means we don't waste time re-creating objects and is less 
work for the garbage collector when they are no longer needed. 

The following is an extract from the DiceMachine's constructor. We create 
our dialog to change the number of dice in the constructor rather than re-create 
it every time it's displayed. setNumberDice ( 4) displays the first four of the 
six dice. We create a pool of dice, six in this case, rather than create new dice 
every time we change their number. 

public DiceMachine() 
{ 

numberDialog = new NumberDialog(this, "How many dice?" ) ; 

for(int i = O; i < MAX_DICK..NUMBER; i++ ) 
{ 

dice[i] = new Dice(diceimage, soundClip) ; 

setNumberDice(4); 

aboutDialog.setTitle("About" +title); 
aboutDialog.text = dialogText; 
show(); 

A valid alternative would be to create just the first four dice for our dice pool 
and then create additional dice only when we increased the number of dice. 

It needs to be emphasized that we've used the Dice Machine only to 
illustrate a point. In a program as small as this, such decisions make little 
practical difference and worrying about them too much should definitely be 
regarded as over-optimization! 

Consider object pools for such things as database connections and server 
connections. For instance, a file server program waits for a request from a 
client and on receipt of a request returns the appropriate file. The program 
might use a class called "FileRequestHandle" to listen for, and respond to, 
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file requests from the client It creates FileRequestHandler for each client it

is serving presumably on the port returned by ServerSocket accept

Alternatively it can create pool of FileRequestHandlers at start-up and

reinitialize an instance with the appropriate port number as needed

The benefits of using pool of FileRequestHandlers will be faster connec
tion time and an implicit limit on the number of clients so that either client will

have an adequate bandwidth or will have to wait for free FileRequestHandler
The downside could be slower

start-up
time

Object creation and pooling is discussed in detail in

8.6 Method Modifiers and In-Lining

Java provides number of modifiers used to control the scope of methods and

variables i.e private protected public final and static plus volatile

Methods or variables with no modifier have package scope are non-static

i.e belong to the instance of class rather than the class itself and are

non-final i.e can be overridden in derived class We tend to use the

default without thinking too much about it it is reasonably safe compromise
However we shouldnt get lazy and in particular as good designers we should

keep things as private as possible and expose only what we absolutely have

to Invariant data i.e constants should in any case be marked as static and

final Such an approach reduces the risk of being stuck with an unsatisfactory

public interface we can always open up our design later but its very hard to

go back once we make something public
Performance will also be affected by the scope we give our objects Table 8.4

shows the results of tests with different modifiers The test looped 10 million

times and made 32 calls in each pass Seven runs were made the first five runs

were accessor method calls with the method modified as indicated is static

private final the last two runs accessed field directly the field being

either static field or an instance field

The first two columns used 500 MHz Pentium Ill PC running NT service

pack

Table 8.4 How different method modifiers affect performance

Run Windows Sun EPOC Emulator netBook

JVM no ill JVM 190MHz StrongARM

1.SPF method 12s 55s 344s

method 12s 55s 344s

3.Pmethod 12s 93s 281s

method 12s 93s 281s

default method 52s 144s 281s

static field 12s 55s 70s

instance field 6s 36s 30s
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file requests from the client. It creates a FileRequestHandler for each client it 
is serving, presumably on the port returned by Serversocket . accept () . 
Alternc1tively it can create a pool of FileRequestHandlers at start-up and 
reinitialize an instance with the appropriate port number as needed. 

The benefits of using a pool of FileRequestHandlers_will be a faster connec­
tion time and an implicit limit on the number of clients, so that either a client will 
have an adequate bandwidth or will have to wait for a free FileRequestHandler. 
The downside could be a slower start-up time. 

Object creation and pooling is discussed in detail in [Sosnoski]. 

8.6 Method Modifiers and In-Lining 

Java provides a number of modifiers used to control the scope of methods and 
variables, i.e. private, protected, public, final, and static, plus volatile. 

Methods or variables with no modifier have package scope, are non-static 
(i.e. belong to the instance of a class rather than the class itself), and are 
non-final, i.e. can be overridden in a derived class. We tend to use the 
default without thinking too much about it: it is a reasonably safe compromise. 
However, we shouldn't get lazy, and, in particular, as good designers we should 
keep things as private as possible and expose only what we absolutely have 
to. Invariant data (i.e. "constants") should in any case be marked as static and 
final. Such an approach reduces the risk of being stuck with an unsatisfactory 
public interface: we can always open up our design later but it's very hard to 
go back once we make something public. 

Performance will also be affected by the scope we give our objects. Table 8.4 
shows the results of tests with different modifiers. The test looped 10 million 
times and made 32 calls in each pass. Seven runs were made: the first five runs 
were accessor method calls with the method modified as indicated (Sis static, 
P private, F final); the last two runs accessed a field directly, the field being 
either a static field or an instance field. 

The first two columns used a 500 MHz Pentium Ill PC running NT 4 service 
pack 4. 

Table 8.4 How different method modifiers affect performance 

Run Windows, Sun EPOC Emulator netBook 
JVM, noJIT JVM (190MHz StrongARM) 

1. SPF method 12s 55s 344s 
2. 5 method 12s 55s 344s 
3. P method 12s 93s 281 s 
4. F method 12s 93s 281 s 
5. default method 52s 144s 281 s 
6. static field 12s 55s 70s 
7. instance field 6s 36s 30s 
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The table illustrates number of points

under Windows and the emulator accessing static method is faster than

accessing method with the default modifiers i.e non-final method

under Windows and the emulator accessing static method is no slower

than accessing static field

on an ARM platform field access is relatively fast while static method

access is relatively slow

The above also illustrates something we said earlier that optimization behavior

is platform dependent

What is happening
All method calls are quickened by the VM after their first execution

which replaces the by-name lookup with more efficient lookup virtual

method dispatch is done using an index value into the classs method table

non-virtual methods are dispatched using direct link to the method-block for

the method Both approaches offer similar improvement however non-virtual

methods can also be in-lined

Public instance methods are virtual Final methods may be virtual but can

never be overridden so depending on the type of the object reference to make
the call in-lining may still be allowed Private methods are non-virtual Static

methods are also non-virtual they cannot be overriden by derived class but

only hidden In addition static methods dont have this parameter which

saves stack push

The VM will attempt the actual in-lining at run-time after the first execution

Itwill replace the method call with an inline version of the method if the method

body can be expressed in byte codes that fit into the method invocation byte

codes In practice this means that the simpler getter and setter functions can be

in-lined by the VM
However this optimization was not implemented in the ARM version of the

byte code interpreter in EPOC Release though it will be in releases beyond

6.0 which explains the poor performance of static methods on the netBook

This means you have difficult decision to make if you are writing to Symbian
OS v6.0 or EPOC Release You should ideally use accessor methods when

possible However if an accessor method becomes performance bottleneck

you will need to access the variable directly

You may have come across the -O option provided by the Java compiler

javac This will attempt to in-line methods at compile time even if the method

is neither final static nor private provided that no other class that is visible to

the compiler attempts to override the method This means that the -O option

must be used with group of classes and that by using it you risk breaking

compiler compatibility Caveat emptor
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The table illustrates a number of points: 

• under Windows and the emulator, accessing a static method is faster than . 
accessing a method with the default modifiers (i.e. a non-final method). 

• under Windows and the emulator, accessing a static method is no slower 
than accessing a static field. 

• on an ARM platform field, access is relatively fast while static method 
access is relatively slow. 

The above also illustrates something we said earlier: that optimization behavior 
is platform dependent. 

What is happening? 
All method calls are "quickened" by the VM after their first execution, 

which replaces the by-name lookup with a more efficient lookup: virtual 
method dispatch is done using an index value into the class's method table, 
non-virtual methods are dispatched using a direct link to the method-block for 
the method. Both approaches offer a similar improvement, however, non-virtual 
methods can also be in-lined. 

Public instance methods are virtual. Final methods may be virtual, but can 
never be overridden, so depending on the type of the object reference to make 
the call, in-lining may still be allowed. Private methods are non-virtual. Static 
methods are also non-virtual: they cannot be overriden by a derived class but 
only hidden. In addition, static methods don't have a "this" parameter, which 
saves a stack push. 

The VM will attempt the actual in-lining at run-time after the first execution. 
It will replace the method call with an inline version of the method if the method 
body can be expressed in byte codes that fit into the method invocation byte 
codes. In practice this means that the simpler getter and setter functions can be 
in-lined by the VM. 

However, this optimization was not implemented in the ARM version of the 
byte code interpreter in EPOC Release 5 (though it will be in releases beyond 
6.0), which explains the poor performance of static methods on the netBook. 
This means you have a difficult decision to make if you are writing to Symbian 
OS v6.0 or EPOC Release 5. You should ideally use accessor methods when 
possible. However, if an accessor method becomes a performance bottleneck, 
you will need to access the variable directly. 

You may have come across the -0 option provided by the Java compiler, 
javac. This will attempt to in-line methods at compile time, even if the method 
is neither final, static, nor private, provided that no other class that i_s visible to 
the compiler attempts to override the method. This means that the -0 option 
must be used with a group of classes, and that by using it you risk .breaking 
compiler compatibility. Caveat emptor! 



STRINGS 257

8.7 Strings

Java is very careful in how it handles Strings in order to minimize storage

requirements and increase performance This section outlines number of

issues that are consequence of this approach

8.7.1 Comparing Strings

In general we use equals to compare two Strings e.g

ifstringA.equalsstrings do something

However you may recall that Java attempts to ensure that there is only one

copy of given String within its String literal pool So given

String stringA Now is the time
String stringB Now is the time

the expression stringA stringB will generally return true We have

to say generally because Java JDK1 .1 does not guarantee that it will maintain

single copy of identical Strings However we can force the issue by using

String intern This method returns String which is guaranteed to be

unique within the pool
We can therefore do String comparisons using the much faster equality

operator

stringl stringl.intern

string2 string2.intern

ifstringl string2 do something

If your application is spending lot of time comparing Strings something parti

cularly common in database applications this approach can be of significant

benefit

8.7.2 Concatenating Strings

Another consequence of Javas String literal pool is that Strings are not mutable

i.e
String cannot be modified once it has been created So although concate

nating Strings
is easy it is also slow It may be better to use StringBuffers instead

The following code reads in characters one at time from an lnputStream

inStream and appends each character to String text

String text

while true

mt value inStream.read
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8.7 Strings 

Java is very careful in how it handles Strings in order to minimize storage 
requirements and increase performance. This section outlines a number of 
issues that are a consequence of this approach. 

8.7 .1 Comparing Strings 

In general we use equals () to compare two Strings, e.g. 

if(stringA.equals(stringB)) {/* do something*/} 

However, you may recall that Java attempts to ensure that there is only one 
copy of a given String within its String literal pool. So given: 

String stringA = "Now is the time"; 
String stringB = "Now is the time"; 

the expression (stringA == stringB) will generally return true. We have 
to say generally because Java JDK1 .1 does not guarantee that it will maintain 
a single copy of identical Strings. However, we can force the issue by using 
String. intern () . This method returns a String which is guaranteed to be 
unique within the pool. 

We can therefore do String comparisons using the much faster equality 
operator: 

stringl stringl.intern(); 

string2 string2.intern(); 

if(stringl == string2)) {/* do something*/} 

If your application is spending a lot of time comparing Strings (something parti­
cularly common in database applications), this approach can be of significant 
benefit. 

8.7 .2 Concatenating Strings 

Another consequence of Java's String literal pool is that Strings are not mutable, 
i.e. a String cannot be modified once it has been created. So, although concate­
nating Strings is easy, it is also slow. It may be better to use StringBuffers instead. 

The following code reads in characters one at a time from an lnputStream, 
inStream, and appends each character to a String, text: 

String text 
while(true) 
{ 

-"" . - ' 

int value inStream.read(); 
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if value -1 break
text text charvalue

The highlighted line is doing lot more work than is apparent text and

value are both converted to StringBuffers concatenated then converted back

to String This can be quite performance hit in tight loop
The following is better approach

StringBuffer textBuffer new StringBuffer256
while true

mt value inStream.readO
if value -1 break
textBuf er append char value

String text textBuffer.toStringO

By default StringBuffer is created with an initial length of characters

however know will be reading at least 256 characters so Ive used this as

the initial capacity The StringBufIer will automatically grow if more characters

than this are appended
An alternative to using the operator to concatenate Strings is the

string concat method Given Strings si s2 and s3

s3 sl.concats2

is over twice as fast as

s3 al s2

8.7.3 Using Strings as Keys in Hash Tables

Strings are often used as keys in hash tables Hash table lookups make use of the

keys hash code Every Object including Strings implements hashCode

which returns the Objects hash code However String hashCode

recalculates the hash code each time it is called To get around the problem
et all suggest creating wrapper class around String called KeyString

which looks like this

public final class KeyString

private String key
private mt hashCode

public KeyStringString key

setKey key

258 WRITING OPTIMIZED CODE FOR CONSTRAINED DEVICES 

if(value == -1) break; 
text= text+ (char)value; 

The highlighted line is doing a lot more work than is apparent. text and 
value are both converted to StringBuffers, concatenated, then converted back 
to a String. This can be quite a performance hit in a tight loop. 

The following is a better approach: 

StringBuffer textBuffer = new StringBuffer(256); 
while{true) 
{ 

} . 

int value= inStream.read(); 
if(value __ == -1) break; 
textBuffer.append((char)value); 

String text= textBuffer.toString(); 

By default a StringBuffer is created with an initial length of 16 characters; 
however, I know I will be reading at least 256 characters so I've used this as 
the initial capacity. The StringBuffer will automatically grow if more characters 
than this are appended. 

An alternative to using the + operator to concatenate Strings is the 
String. concat () method. Given Strings sl I s2, and s3: 

s3 = sl.concat(s2) 

is over twice as fast as 

s3 = sl + s2 

8.7.3 Using Strings as Keys in Hash Tables 

Strings are often used as keys in hash tables. Hash table lookups make use of the 
key's hash code. Every Object, including Strings, implements hashCode (), 
which returns the Object's hash code. However, String. hashCode () 

recalculates the hash code each time it is called. To get around the problem 
[Larman et al] suggest creating a wrapper class around a String, called KeyString, 
which looks like this: 

public final class KeyString 
{ 

private String key; 
private int hashCode; 

public KeyString(String key) 
{ 

set Key (key) ; 
} 
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public void setKey String key

this.key key
hashCode key.hashCode

public mt hashCode

return hashCode

public boolean equals Object obj

// See later

The class caches the hash code rather than recalculating it each time The use

of setKey allows KeyString instance to be reused potentially avoiding

unnecessary Object creation

If we reimplement hashCode we are also required to reimplement

equals and this suggests further refinement that takes advantage of the

String intern method we discussed in Section 8.7.1

First we modify setKey

public void setKeyString key

this.key key.internO
hashCode key.hashcode

Then we need to implement equals

public boolean equals Object obj

ifobj instanceof iceyString

key KeyString obj .key return true
else return false

The highlighted if statement first checks that we are comparing two KeyString

instances The if statements second clause because we have interned

our Strings can very quickly check if the two KeyStrings are equivalent

by comparing the identities of the Strings used as keys

8.8 Containers

JDK1 .1 provides four basic containers Vector Stack which subclasses Vector

Hashtable and Array There are few issues to be aware of
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public void setKey(String key) 
{ 

this.key= key; 
hashCode = key.hashCode(); 

public int hashCode() 
{ 

return hashCode; 

public boolean equals(Object obj) 
{ 

// See later 

The class caches the hash code rather than recalculating it each time. The use 
of setKey () allows a KeyString instance to be reused, potentially avoiding 
unnecessary Object creation. 

If we reimplement hashCode () we are also required to reimplement 
equals (), and this suggests a further refinement that takes advantage of the 
String. intern () method we discussed in Section 8.7.1. 

First we modify set Key (): 

public void setKey(String key) 
{ 

this.key= key.intern(); 
hashCode = key.hashCode(); 

Then we need to implement equals () 

public boolean equals(Object obj) 
{ 

if {{obj instanceof KeyString) 
&& (key== ((KeyString) (obj)).key)) return true; 

else return false; 

The highlighted if statement first checks that we are comparing two KeyString 
instances. The if statement's second clause, because we have interned • 
our Strings, can very quickly check if the two KeyStrings are equivalent 
by comparing the identities of the Strings used as keys. 

8.8 Containers 

JDK1 .1 provides four basic containers: Vector, Stack (which subclasses Vector), 
Hashtable, and Array. There are a few issues to be aware of. 
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Avoid using the default constructors for Hashtables and Vectors Java does

not specify the default initial capacity and therefore this could be bigger

than we need If we only want to store few items we dont want

container This would be of little concern on desktop computer but is

serious issue on constrained device Both Vector and Hashtable provide

constructors that can be used to specify their initial size Respectively these

are Vectorint initialCapacity and Hashtableint initia1

Capacity
The initial capacity for Hashtable should be thought about with little

care Firstly the JDK1 .1 documentation states that if many entries are to be

made into Hashtable creating it with sufficiently large capacity may allow

the entries to be inserted more efficiently than letting it perform automatic

rehashing as needed to grow the table Secondly et all point out

that to minimize clustering the size of Hashtable should be prime number

and that powers of two 32 64 128 should definitely be avoided Given that

Hashtables grow by doubling and adding if we believe that our Hashtable

needs to grow we should choose an initial capacity that can grow and still

be prime good candidate is 89 though it may be too large for smaller

applications keep doubling and adding and see how long it takes before you

get non-prime number

These containers grow by copying their internal data into larger arrays This

can be an expensive operation Further they can grow indefinitely We might

therefore be using far more memory than we expect and perhaps worse using

it unpredictably And although the container shrinks as we remove elements

from it or if the container is garbage collected the recovered memory is only

available to our application it is not available to other applications Java or

native

Adding or removing items from Vectors and Hashtables can be slow

Removing an item from the middle of Vector using removeElementAt

is achieved by copying all elements from to the end of the Array to their

preceding slot As we will see in our case study Section 8.1 this can take

long time

Most of the comments we have made for Vectors apply to Stacks however
there is no Stack constructor that sets its initial size so you will need to use the

setS ize method inherited from VectOr

Strings are frequently used as keys in Hashtables however as we saw earlier

Section 8.7.3 they are not without problems and we suggested that wrapper
class that stores the Strings hash value could provide faster lookup Integers

also make useful keys because Integer hashCode simply returns the

integers mt value

Finally think about whether an Array might provide faster and more

memory-efficient container

260 WRITING OPTIMIZED CODE FOR CONSTRAINED DEVICES 

Avoid using the default constructors for Hashtables and Vectors. Java does 
not specify the default initial capacity and therefore this could be bigger 
than we need. If we only want to store a few items we don't want a 1 K 
container. This would be of little concern on a desktop computer but is a 
serious issue on a constrained device. Both Vector and Hashtable provide 
constructors that can be used to specify their initial size. Respectively these 
are Vector ( int initialCapaci ty) and Hashtable ( int initial­
Capacity). 

The initial capacity for a Hashtable should be thought about with a little 
care. Firstly, the JDK1 .1 documentation states that "If many entries are to be 
made into a Hashtable, creating it with a sufficiently large capacity may allow 
the entries to be inserted more efficiently than letting it perform automatic 
rehashing as needed to grow the table." Secondly, [Larman et al] point out 
that to minimize clustering the size of a Hashtable should be a prime number 
and that powers of two (32, 64, 128) should definitely be avoided. Given that 
Hashtables grow by doubling and adding 1, if we believe that our Hashtable 
needs to grow we should choose an initial capacity that can grow and still 
be prime. A good candidate is 89, though it may be too large for smaller 
applications (keep doubling and adding 1 and see how long it takes before you 
get a non-prime number). 

These containers grow by copying their internal data into larger arrays. This 
can be an expensive operation. Further, they can grow indefinitely. We might 
therefore be using far more memory than we expect and, perhaps worse, using 
it unpredictably. And although the container shrinks as we remove elements 
from it or if the container is garbage collected, the recovered memory is only 
available to our application. It is not available to other applications, Java or 
native. 

Adding or removing items from Vectors and Hashtables can be slow. 
Removing an item from the middle of a Vector using removeElementAt (n) 
is achieved by copying all elements from n to the end of the Array to their 
preceding slot. As we will see in our case study (Section 8.13), this can take a 
long time. 

Most of the comments we have made for Vectors apply to Stacks; however, 
there is no Stack constructor that sets its initial size so you will need to use the 
setSize () method inherited from Vector. 

Strings are frequently used as keys in Hashtables; however, as we saw earlier 
(Section 8.7.3), they are not without problems and we suggested that a wrapper 
class that stores the String's hash value could provide faster lookup. Integers 
also make useful keys because Integer. hashCode () simply returns the 
Integer's int value. 

Finally, think about whether an Array might provide a faster and more 
memory-efficient container. 
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8.9 Optimization How not to do it

Weve discussed number of ideas for improving the performance of our code

This section brings several of these together in an example
The following code is slightly extreme example of how not to do it The

code goes through company database extracting information about each

employee

float IMPT0_MET 1/2.2
String nameList
Vector employees new Vector
forint id id company.getNumberEmployeesO id idl

nameList company.getCompanyName
nameList company.getsmployeeid .getName
nameList company.getEmployee id .getWeight IMP_TOJ4ET

// do something with nameList
nameList

employees .addElement company.getEmployee idH

Here are the problems

Line IMP_TO_MET should be declared static and final

Line It isnt necessary to use Vector particularly as we can find out the

number of employees An Array would be more appropriate If we

do need to use Vector we should at least specify its initial size

Line We should dereference company getNumberEmployees outside

of the loop and use local variable

Line id may optimize better and as we see in the next section

counting down rather than up can be more efficient

Line getCompanyName should be dereferenced outside the loop

Line 7ff company getEmployee Id should be obtained only once inside

the loop

Line 6ff Should use StringBuffer

And this is how we might resolve these problems We have defined tab and

ni as char rather than as StringBuffers appending one StringBuffer to another

is no better than appending String to StringBuffer and significantly slower

than appending char

public final static float IMP_TOMET 1/2.2
final char tab

final char nl \n
mt numberEmployees company.getNumberEmployees

Employee employees new Employee

StringBuffer nameList new StringBuffer128
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8.9 Optimization: How not to do it 

We've discussed a number of ideas for improving the performance of our code. 
This section brings several of these together in an example. 

The following code is a slightly extreme example.of how not to do it. The 
code goes through a company database extracting information about each 
employee: 

float IMP_TQ_MET = 112.2; 

String nameList = ""; 
Vector employees= new Vector(); 
for(int id= O; id< company.getNumberEmploy ees( ) ; id id+l ) 

nameList += company.getCompanyName() + 11 \ t"; 
nameList += company.getEmployee (id) .getName() + " \ t"; 
nameList += company. get Employee ( id) . getWeight () * IMP_TO.-MET 

+ "\nll; 

II do something with nameList 
nameList = ""; 
employees.addElement (company.getEmployee ( id)); 

Here are the problems: 

Line 1: 
Line 3: 

Line 4: 

Line 4: 

Line 5: 

Line 7ff: 

Line 6ff: 

IMP _TO_MET should be declared static and final. 
It isn't necessary to use a Vector, particularly as we can find out the 
number of employees. An Array would be more appropriate. If we 
do need to use a Vector we should at least specify its initial size. 

We should dereference company . getNumberEmployees outside 
of the loop and use a local variable. 

id++ may optimize better, and as we see in the next section, 
counting down rather than up can be more efficient 

getCompanyName should be dereferenced outside the loop. 

company. getEmployee ( id) should be obtained only once inside 
the loop. 

Should use a StringBuffer. 

And this is how we might resolve these problems. We have defined tab and 
nl as char rather than as StringBuffers: appending one StringBuffer to another 
is no better than appending a String to a StringBuffer and significantly slower 
than appending a char. 

public fina l static f l oat IMP_TO.-MET ll2 . 2; 

f inal c har tab = '\t'; 
fina l c har nl = ' \n' ; 
i n t numberEmployees = c ompany .getNumberEmployees ( ); 
Employee [] employees= ne w Emp l oyee [numbe rEmployees ]; 
Str ingBuffer name List = new StringBuffer( 128 ); 
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StringBuffer companyName
new StringBuffercompany.getComPanyNameO .appendtab

forint id numberEmployees --id

nameList.appendcompaflyName

Employee employee company.getEmployeeid
nameList.appendemployee.getName .appendtab
nameList append employee .getweight 1Mg_TO_MET .append nl
II Do something with nameList

Reuse the StringBuffer though note that this does not physically resize the

StringBuffers internal store

nameList setLength

employees employee

8.10 Going Native

The Java Native Interface iN allows native code to be accessed in standard

way from Java Given that is generally faster than Java an obvious way

of speeding up an algorithm is to implement it in However before we

go further its worth listing few potential problems

the native binary code will not be portable The source code may not be

portable

the native code will be bulkier than the equivalent Java code

working in mixed and Java environment is harder than working in

pure environment and of course lot harder than working in pure

Java environment Particular care must be given to avoiding memory leaks

and exception handling

There is quite high overhead in making native call so there is little benefit

in coding simple algorithm in

We can obtain an idea of the performance benefit of JNI programming by

using System arraycopy as benchmark This is standard Java method

which copies the contents of one array into second array and is generally

implemented as native method However it doesnt use JNI but instead uses

the VMs own native interface which provides direct access to the array contents

and type data To be strict in our comparison we should therefore have written

JNI equivalent of arrayCopy this could be slower because even if it just

copies an array of Object JNI calls are still required to access the array data

The following is part of test application used to compare native per

formance with Java performance

private static Object sourceArray new Object
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StringBUffer companyName 

= new StringBuffer(company.getCompanyName()) .append(tab); 

for (int id= numberEmployees ; --id>= 0;) 

{ 
nameList . append( companyName); 

Employee employee= company.getEmployee(id) ; 

nameList . append(employee.getName()) .append (tab); 

nameList.append(employee.getWeight()*IMP_TO....MET) .append(nl); 

II Do something with nameList 

Reuse the StringBuffer, though note that this does not physically resize the 

StringBuffer's internal store: 

} . 

nameLi~t.setLengt h(0); 

employees[id) = employee; 

8.10 Going. Native 

The Java Native Interface UNI) allows native code to be accessed in a standard 

way from Java. Given that c++ is generally faster than Java, an obvious way 

of speeding up an algorithm is to implement it in C++. However, before we 

go further it's worth listing a few potential problems: 

• the native binary code will not be portable. The source code may not be 

portable. 

• the native code will be bulkier than the equivalent Java code. 

• working in a mixed c++ and Java environment is harder than working in a 

pure c++ environment, and of course a lot harder than working in a pure 

Java environment. Particular care must be given to avoiding memory leaks 

and exception handling. 

There is quite a high overhead in making a native call, so there is little benefit 

in coding a simple algorithm inc++. 
We can obtain an idea of the performance benefit of JNI programming by 

using System. arraycopy () as a benchmark. This is a standard Java method 

which copies the contents of one array into a second array, and is generally 

implemented as a native method. However, it doesn't use JNI but instead uses 

the VM's own native interface which provides direct access to the array contents 

and type data. To be strict in- our comparison we should therefore have written 

a JNI equivalent of arrayCopy (): this could be slower because even if it just 

copies an array of Object; JNI calls are still required to access the array data. 

The following is part of a test application used to compare native per­

formance with Java performance: 

p rivate stat i c Object[] sou rceArr ay new Object [l00000] ; 
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private Static Object destinationArray new Object
private static mt Size

private static void nativeCopy

System.arraycopysourceArray destinationArray Size

private static void javacopy

forint size --i

destinationArray sourceArray

The number of elements copied is determined by size which is set by the user

interface The test was run on Series 5MX avaCopy and nativeCopy

were called 320000 times and the total durations compared

size i.e number of 10

elements copied

Native copying using 6.735s 7.203s 7.406s 7.594s 7.641s

nativeCopy

Java copying using 3.266s 5.406s 7.531s 9.641s 24.500s

avaCopy

As an aside the loop control statement in avaCopy was originally written

like this

forinti size

However the loop termination comparison used in the final code is

built into the assemblers branch opcode and so is quicker The difference is

significant the final avaCopy ran about 16% faster than the original

For zero length or single length arrays Java copying was faster For arrays

larger than this JNI copying was faster

The results under the emulator were qualitatively different Native copying

was faster except for zero length array emphasizing once again that an

optimization must be evaluated on target
hardware

Its not clear how meaningful the results are for zero length arrays though

dividing the total time of 6.7353s for native copying by the number of

calls 320000 suggests native overhead of about 21s per call on

Series 5MX
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private static Object[] destinationArray; new Object[l00000]; 
private static int size; 

private static void nativeCopy() 
{ 

System . arraycopy(sourceArray, 0, destinationArray, 0, size ); 

private static void javaCopy() 
{ 

for(int i; size; --i >;0; 
{ 

destinationArray [i ] ; sourceArray[i]; 

The number of elements copied is determined by size, which is set by the user 
interface. The test was run on a Series 5MX. j avaCopy () and nati veCopy () 

were called 320,000 times and the total durations compared: 

size (i.e. number of 0 1 2 3 10 
elements copied) 

Native copying using 6.735s 7.203s 7.406s 7.594s 7.641 s 
nativeCopy () 

Java copying using 3.266s 5.406s 7.531 s 9.641 s 24.5005 
javaCopy () 

As an aside, the loop control statement in j avaCopy () was originally written 
like this: 

for(int i; 0; i < size ; i++ ) 

However, the loop termination comparison (>=0) used in the final code is 
built into the assembler's branch opcode and so is quicker. The difference is 
significant: the final j avaCopy () ran about 16% faster than the original. 

For zero length or single length arrays, Java copying was faster. For arrays 
larger than this, JNI copying was faster. 

The results under the emulator were qualitatively different. Native copying 
was faster except for a zero length array, emphasizing once again that an 
optimization must be evaluated on target hardware. 

It's not dear how meaningful the results are for zero length arrays, though 
dividing the total time of 6.7353s for native copying by the number of 
calls (320,000) suggests a native overhead of about 21µs per call on a 
Series SMX. 
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8.11 Avoid Polling

Avoid using loops that poll The following code polls the keepRunning flag

Label status new LabelWaiting
boolean keepRunning false

public void run

status setText Started
while keepRunning

status.setTextIn loop

status setText Stopped

Running the loop increased battery consumption from 66 mA to an unaccept
able 63 mA on my Series 5MX The battery consumption returned to 66 mA
when keepRunning was set to false Furthermore the loop will hog the Cpu
and deprive other applications of cu cycles

Alternatives are to use an event model or wait-notify model Serial

port support is provided by javax.comm included with the JavaPhone APIs
and can provide an example of the former If were writing low-level

comms program and wanted access to the CTS line could poll it using

SerialPort IsCTS However it would be far more efficient to create

SerialPortEventListener and listen for CTS event We will look at using

wait-notify in the Queue case study
Both an event model and wait-notify model require an extra Thread but in

general this is worthwhile

8.12 Graphics

Graphics coders face two problems speed and flicker

There are perhaps three causes of flicker

before drawing new frame we need to clear the old frame by painting in

the background We can see flicker because the background shows though
between frames

there is insufficient time to paint frames between paint requests so that

we start drawing the new frame before the old frame has been completely
drawn

the underlying OS buffers paint requests so not every frame is drawn

There are two main approaches we can take to reducing flicker use

clipping region so that we only repaint the area that needs to be updated or
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8.11 Avoid Polling 

Avoid using loops that poll. The following code polls the keepRunning flag: 

Label status= new Label("Waiting"); 
boolean keepRunning = false; 

public void run() 
{ 

status.setText("Started"); 
while(keepRunning) 
{ 

status.setText("In loop"); 

status.setText("Stopped"); 

Running the loop increased battery consumption from 66 mA to an unaccept­
able 163 mA on my Series SMX. The battery consumption returned to 66 mA 
when keepRunning was set to false. Furthermore, the loop will hog the CPU 
and deprive other applications of CPU cycles. 

Alternatives are to use an event model or a wait-notify model. Serial 
port support is provided by javax.comm (included with the JavaPhone APls) 
and can provide an example of the former. If I were writing a low-level 
comms program and wanted access to the CTS line, I could poll it using 
SerialPort. isCTS (). However, it would be far more efficient to create 
a SerialPortEventlistener and listen for a CTS event. We will look at using 
wait-notify in the Queue case study. 

Both an event model and a wait-notify model require an extra Thread but in 
general this is worthwhile. 

8.12 Graphics 

Graphics coders face two problems: speed and flicker. 
There are perhaps three causes of flicker: 

o before drawing a new frame we need to clear the old frame by painting in 
the background. We can see flicker because the background shows though 
between frames. 

• there is insufficient time to paint frames between paint requests so that 
we start drawing the new frame before the old frame has been completely 
drawn. 

• the underlying OS buffers paint requests, so not every frame is drawn. 

There are two main approaches we can take to reducing flicker: Cl) use a 
clipping region so that we only repaint the area that needs to be updated, or 
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create the new image in an off-screen buffer and copy this into our graphics

context as required

Using clipping region will reduce but not eliminate flicker and should

also be faster An off-screen buffer should eliminate flicker and improve

performance but also requires extra memory for the buffer

8.12.1 The Popcorn Drawing Demonstrator

Popcorn is test program used to investigate the different approaches to

paintingLJ
Figure 8.3 The Popcorn test running under the emulator

The PlayingField class displays puck filled circle in rectangular playing

field It is responsible for painting in the playing field and the puck Every time

PlayinqFeld move is called the puck is redrawn xDelta pixels to the

left or to the right The horizontal size of the playing field is xMax pixels plus

the size of the puck PUCK_SIZE

class PlayinqField extends Canvas

protected static final mt PUCK_SIZE 40
protected mt xPos

protected mt xDelta

protected mt xMax 350

PlayingField

setBackqround Color.white

public Dimension getPreferredSize

return new Dimension xMax PUCK.SIZE PUCK_SIZE

public Dimension getMinimumSize
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(2) create the new image in an off-screen buffer and copy this into our graphics 
context as required. 

Using a clipping region will reduce but not eliminate flicker and should 
also be faster. An off-screen buffer should eliminate flicker and improve 
performance, but also requires extra memory for the-buffer. 

8.12.1 The Popcorn Drawing Demonstrator 

Popcorn is a test program used to investigate the different approaches to 
painting. 

Figure 8.3 The Popcorn test running under the emulator. 

The PlayingField class displays a puck (a filled circle) in a rectangular playing 
fie ld. It is responsible for painting in the playing field and the puck. Every time 
PlayingField . move () is called the puck is redrawn xDel ta pixels to the 
left or to the right. The horizontal size of the playing field is xMax pixels plus 
the size of the puck (PUCK_SIZE): 

class Pl ayingField extends Canvas 
{ 

protected static fina l i nt PUCK_SIZE 40; 
protected int xPos = 0; 

p r o tected int xDelta = l · ' 
protected int xMax 350; 

PlayingField () 
{ 

setBackground(Color . whi te); 

pub lic Dimension getPre f e r redSize() 
{ 

return new Dimension(xMax + PUCK_S IZE, PUCK_SIZE); 

public Dimens ion getMinimumSize () 
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return getPreterredSize

move calls repaint However remember that repaint calls are

buffered so that not every repaint results in call to paint

public void move

xPos xflelta

ifNxPos xPos xMax xDelta -xflelta

repaint

paint draws our puck on the background paintCount is used to keep
track of how many times paint is called

public void paint Graphics

setColor Color black
g.fillOvalxPos PUCKSIZE PUCKSIZE
paintCount

This implementation will flicker

Using Clipping Region

To define clipping region we simply need to modify move so that we call

repaint with clipping rectangle

public void move

xPos xDelta
ifxPos xPos xMax xDelta -xflelta

mt absXDelta Math.absxDelta
repaintxPos absXDelta PUCK_SIZE 2absXDelta
PUCK_SIZE

We need to ensure the clipping region encompasses the old position and the

new position of the puck irrespective of the pucks direction which means we

are repainting bit more than we strictly need to

Paint requests may be buffered so that the actual clipping rectangle will be

the union of the clipping rectangles requested by each repaint .We dont

need to override super.update0 it will paint in just the amount of the

background we need because it uses the same clipping rectangle as paint
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return getPreferredSize( ); 

move () calls repaint (). However, remember that repaint () calls are 
buffered so that not every repaint () results in a call to paint ( ): 

public void move() 
{ 

xPos += xDelta; 
if ( (xPos <= 0) 11 (xPos > xMax)) xDelta 
repaint(); 

-xDelta; 

paint () draws our puck on the background. paint Count is used to keep 
track of how many times paint () is called: 

public void paint (Graphics g ) 
{ 

g . setColor(Color.black); 
g.fillOval(xPos, 0, PUCK_SIZE, PUCK_SIZE); 
paintCount++; 

This implementation will flicker. 

Using a Clipping Region 

To define a clipping region we simply need to modify move () so that we call 
repaint () with a clipping rectangle: 

public void move() 
{ 

xPos += xDelta; 
if ( (xPos <= 0) 11 (xPos > xMax) ) xDelta = -xDelta ; 
int absXDelta = Math.abs(xDelta) ; 
repaint(xPos ~ absXDelta, O, PUCK_SIZE + 2*absXDelta, 
PUCK_SIZE); 

We need to ensure the clipping region encompasses the old position and the 
new position of the puck irrespective of the puck's direction, which means we 
are repainting a bit more than we strictly need to. 

Paint requests may be buffered so that the actual clipping rectangle will be 
the union of the clipping rectangles requested by each repaint (). We don't 
need to override super. update (): it will paint in just the amount of the 
background we need because it uses the same clipping rectangle as paint (). 
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Using an Image Buffer

There are various ways we could use an image buffer In this case weve
utilized an image buffer that looks like Figure 8.4

paint will copy the part of the image buffer within the clipping rectangle

to the canvas If lots of repaint requests are buffered up the clipping region

can grow to the width of the playing field i.e xMax PUCK_SIZE However
the puck can be at either the left-hand end or the right-hand end of the playing

field so the image buffer needs to be 2xMax PUCLSIZE in width

xMax

___$IIWcII Puck size

Clipping rectangle

Hgure 8.4 Popcorns image buffer

We need to declare our image buffer and the image buffers graphics context

Image pucklmage
Graphics gpi

paint now looks like this

public void paint Graphics

Create the image buffer if it doesnt exist

ifpucklmage null

pucklmage createlmage PtJCK_IZE 2xMax PUCK_SIZE

Once we have an image buffer create the image black filled circle on
white background

if pucklmage null gpi null

gpi pucklmage.getGraphics
ifgpi null

gpi setColor Color.black
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Using an Image Buffer 

There are various ways we could use an image buffer. In this case we've 
utilized an image buffer that looks like Figure 8.4. • 

paint () will copy the part of the image buffer within the clipping rectangle 
to the canvas. If lots of repaint requests are buffered up, the clipping region 
can grow to the width of the playing field, i.e. xMax + PUCK_SIZE. However, 
the puck can be at either the left-hand end or the right-hand end of the playing 
field, so the image buffer needs to be 2xMax + PUCK_SIZE in width. 

xMax 

l Puck_s;ze 

Clipping rectangle 

Figure 8.4 Popcorn's image buffer. 

We need to declare our image buffer and the image buffer's graphics context: 

Image puckimage ; 
Graphic s gpi; 

paint () now looks like this: 

public v o i d paint(Graphics g) 
{ 

Create the image buffer if it doesn't exist: 

if (pucklma ge == null ) 
{ 

puckimage = create image(PUCK_SIZE + 2*xMax, PUCK_SI ZE ) ; 

Once we have an image buffer, create the image (a black filled circle on a 
white background): 

if( (puckirna ge != nu ll) && (gpi == null )) 
{ 

gpi = p uckimage .get Graphics(); 
if (gpi !=null) 
{ 

gpi.setColo r (Color. b lac k ) ; 
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gpi.fillOvalxMax PUCK_SIZE PUCK_SIZE

Copy the image buffer to the correct position on the canvas Only the part of

the image within the clipping rectangle will be copied

g.drawlmagepucklmage xPos xMax this
paintCount

We should override update because we dont need to repaint the back

ground

public void update Graphics

paint

move is unchanged

8.12.2 Comparing the Three Painting Implementations

The Popcorn program can be used to compare the actual painting times for the

three implementations
The following table gives the results of running the application on Psion

MXPro Times are for 2000 calls to paint PUCKSIZE 40 xMax 350

Time Comment

Unmodified paint 30s Flicker

Clipping region 28s Flicker

Image buffer 24s Flicker-free

In all three implementations the pucks movement wasnt smooth but jerked

every few seconds presumably whenever the garbage collector was run

The image buffer provided flicker-free animation and provided the fastest

animation though at the expense of extra memory Under different circum

stances an image buffer might be slower copying large image buffer is likely

to take longer than small amount of foreground drawing

It is worth noting that flicker will not be apparent on the EPOC Release

emulator because all screen repaints use an image buffer Furthermore the

screens used on \f\IIDs and PDAs can be quite slow and blurry so that flicker

may not be immediately obvious on an actual device

Behaviour under Symbian OS v6.0 is different All graphics operations are

fasterhowever painting with an image buffer is relatively slower than using
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gpi.fillOval(xMax, 0, PUCK_SIZE, PUCK-SIZE); 

Copy the image buffer to the correct position on the canvas. Only the part of 

the image within the clipping rectangle will be copied: 

g.drawimage(puckimage, xPos - xMax, 0, this); 

paintcount++; 

We should override update () because we don't need to repaint the back­

ground: 

public void update(Graphics g) 
{ 

paint(g); 

move () is unchanged. 

8.12.2 Comparing the Three Painting Implementations 

The Popcorn program can be used to compare the actual painting times for the 

three implementations. 
The following table gives the results of running the application on a Psion 

MXPro. Times are for 2,000 calls to paint () 1 PUCK_SIZE = 40, xMax = 350: 

Time Comment 

Unmodified paint 30s Flicker 
Clipping region 28s Flicker 
Image buffer 24s Flicker-free 

In all three implementations the puck's movement wasn't smooth but jerked 

every few seconds, presumably whenever the garbage collector was run. 

The image buffer provided flicker-free animation and provided the fastest 

animation, though at the expense of e?(tra memory. Under different circum­

stances an image buffer might be slower: copying a large image buffer is likely 

to take longer than a small amount of foreground drawing. 
It is worth noting that flicker will. not be apparent on the EPOC Release 

5 emulator because all screen repaints use an image buffer. Furthermore, the 

screens used on vVIDs and PDAs can be quite slow and blurry so. that fli cker 

may not be immediately obvious on an actual device. 
Behaviour under Symbian OS v6.0 is different. All graphics operations are 

. faster, ··however painting with an image buffer is relatively slower than using 
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clipping region The emulator has also changed so that flicker is apparent
under the emulator unless an image buffer is used

8.13 Optimizing Queue Semi-Fictitious Case

Study

8.13.1 Background

wanted Queue to synchronize messages between two threads queue is

first in first out container My messages in this case were simple ints As

JDK1.1 doesnt supply Queue class had to create one started with an

example from the Java Fundamental Classes Reference by Knudsen

class Queue

private Vector queue new Vector

public final synchronized void pushint value

queue addElement new Integer value
notify

public final synchronized mt getNext
throws Interruptedsxception

whilequeue.size wait
Object obj queue.elementAto
queue.removeElementAt
return Integer obj .intValue

The Queue is implemented using Vector push is used to add an mt to the

Queue while getNext returns the next item in the Queue The methods are

synchronized so that should the Queue be empty qetNext will wait until

it is notified by push that data has been added to the Queue

push wraps the mt to be pushed in an Integer and uses Vector
addElement to add the Integer to the end of the Vector qetNext
reads the Integer at the start of the Vector using Vector elementAt and

having read the element removes it with removeElementAt

What happens if getting ints from the Queue takes little longer than pushing
them onto the Queue Clearly the Queue will grow The bottleneck is then with

queue removeElementAt Vector is implemented using an Array so

to remove the element at the start of the Array the remaining elements have to

be copied down one As the Queue get bigger the longer this operation takes

which means that getting ints from the Queue takes longer which means the

Queue grows more quickly..
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a clipping region. The emulator has also changed, so that flicker is apparent 
under the emulator unless an image buffer is used. 

8.13 Optimizing a Queue: A Semi-Fictitious Case 
Study 

8.13.1 Background 
I wanted a Queue to synchronize messages between two threads (a queue is 
a first in, first out container). My messages in this case were simple ints. As 
JDK1 .1 doesn't supply a Queue class I had to create one. I started with an 
example from the Java Fundamental Classes Reference by [Grand & Knudsen]: 

class Queue 
{ 

private Vector queue= new Vector(); 

public final synchronized void push (int value) 
{ 

queue.addElement (new Integer (value)); 
notify {); 

public final synchronized int getNext( ) 
throws InterruptedException 

while(queue.size{) == 0) wait{); 
Object obj= queue.elementAt(0) ; 
queue.removeElementAt(O); 
return (( Integer) (obj )) .intValue{); 

The Queue is implemented using a Vector. push () is used to add an int to the 
Queue while getNext () returns the next item in the Queue. The methods are 
synchronized so that should the Queue be empty getNext () will wait until 
it is notified by push () that data has been added to the Queue. 

push () wraps the int to be pushed in an Integer and uses Vector. 
addElement () to add the Integer to the end of the Vector. getNext () 
reads the Integer at the start of the Vector using Vector . elementAt ( o), and 
having read the element removes it with removeElementAt ( O) . 

What happens if getting i nts from the Queue takes a I ittle longer than pushing 
them onto the Queue? Clearly the Queue will grow. The bottleneck is then with 
queue. removeElementAt ( o) : A Vector is implemented using an Array, so 
to remove the element at the start of the Array the remaining elements have to 
be copied down one. As the Queue get bigger, the longer this operation takes, 
which means that getting ints from the Queue takes longer, which means the 
Queue grows more quickly . . . 
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8.1 3.2 The Queuelest Programme

wrote test programme QueueTest because wasnt comfortable with using

Vector to implement queue QueueTest implements Queue in three

different ways as the original Vector of Integers as an Array of Integers and

as an Array of ints The last two used the Array as recirculating buffer with

read pointers and write pointers to keep track of where was The third method

allowed me to remove the cost of creating Integer objects if my messages are

plain ints converting them to Integers is not required The Queuelest class

diagram is shown in Figure 8.5

__________ Queue __________

Thread pushnt Thread

___________
getNextOint

___________
-f-getCountint

TLfl\_____________
Reader Writer

Readerqueue Queue
WriterqueueQueue

stcpReader
runQ

QueueVectorlntegers

QueueTest

-QueueTest
QueueArraylntegers

actionPerformed _______________________

printlnstring String

majn QueueArraylnts

Figure 8.5 The QueueTest class diagram

The Queue class has become an interface with three different imple
mentations As well as push and getNext the Queue interface defines

getCount utility method to return the number of items currently in

the Queue

QueueTest creates two separate Threads one that continuously reads from

the Queue and one to write into the Queue

8.13.3 First Results

Figure 8.6 shows the test application The loop count is used to set the number

of ints to be written in this case 100000 The Report every field says

how often progress should be reported in this case after every 5000 reads
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8.13.2 The Queuelest Programme 

I wrote a test programme, QueueTest, because I wasn't comfortable with using 
a Vector to implement a queue. QueueTest implements a Queue in three 
different ways: as the original Vector of Integers, as an Array of Integers, and 
as an Array of ints. The last two used the Array as a recirculating buffer with 
read pointers and write pointers to keep track of where I was. The third method 
allowed me to remove the cost of creating Integer objects: if my messages are 
plain ints, converting them to Integers is not required. The QueueTest class 
diagram is shown in Figure 8.5. 

Thread 

Reader 

Reader(queue:Queue) 
+run() 
stopReader() 

+Queue Test 

-Queue Test() 
+action Performed() 
println( string :String) 
+main() 

Queue 

+push(int) 
+getNext():int 
+getCount():int 

Thread 

Writer 

Writer( queue: Queue) 
+run() 

- - - - - - - QueueVectorlntegers 

QueueArraylntegers 

-- -- ----~I _o_u_e_u_eA_r_ra_y_ln_t_s__, 

Figure 8.5 The Queue Test class diagram. 

The Queue class has become an interface with three different imple­
mentations. As well as push () and getNext (), the Queue interface defines 
getCount (), a utility method to return the number of items currently in 
the Queue. • 

QueueTest creates two separate Threads, one that continuously reads from 
the Queue and one to write into the Queue. 

8.13.3 First Results 

Figure 8.6 shows the test application. The loop count is used to set the number 
of ints to be written, in this case 100,000. The "Report every" field says 
how often progress should be reported: in this case, after every 5,000 reads 



OPTIMIZING QUEUE SEMI-FICTITIOUS CASE STUDY 271

Figure 8.6 QueueTest screen shot

the application reports the total time elapsed the number of items read and

the number of items currently in the Queue The time is in milliseconds so

this particular run which used the QueueVectorlntegers implementation took

lOis to complete
The results below were obtained using the EPOC Release emulator

running on 500 MHz Pentium Ill PC System.gc is called before each

run to invoke the garbage collector but even so results can vary from run to

run by half second The results are shown to the millisecond however timer

resolution under Windows is only 100 ms

Vector of Integers 101 .326s

Array of Integers 21 .781s

Array of ints 21 .441s

Clearly using an Array with re-circulating pointers is of considerable benefit

improving performance by nearly factor of

This is the QueueArraylntegers push method

public final synchronized void pushint value

try

while freeSpace waitqueue new Integervalue
writepointer writePointer queue.length
freespace-

notify

catchInterruptedException ie

ie printStackTrace
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Figure 8.6 QueueTest screen shot. 

the application reports the total time elapsed, the number of items read, and 
the number of items currently in the Queue. The time is in milliseconds, so 
this particular run, which used the QueueVectorlntegers implementation, took 
101 s to complete. 

The results below were obtained using the EPOC Release 5 emulator, 
running on a 500 MHz Pentium Ill PC. System. gc () is called before each 
run to invoke the garbage collector, but even so, results can vary from run to 
run by half a second. The results are shown to the milli second; however, timer 
resolution under Windows is only 100 ms! 

Vector of Integers 
Array of Integers 
Array of ints 

101.326s 
21.781 s 
21 .441 s 

Clearly, using an Array with re-ci rculating pointers is of considerable benefit, 
improving performance by nearly a factor of 5. 

This is the QueueArraylnteger's push () method: 

publi c f inal synchronized void push(int v alue) 
{ 

try 
{ 

while(freeSpace == 0) wait(); 
que ue[writePointer] = ne w Int eger(va l ue); 
wri t ePoint e r = (++wri tePointer ) % queue. length; 
freeSpace -- ; 
notify () ; 

catch (InterruptedEx ception i e) 
{ 

ie .printStackTrace (); 
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We are writing into fixed size array of Integers queue of 100 elements We
first check if space is available and if not we wait we could sit in loop

polling the freeSpace field but as weve discussed earlier polling should

be avoided As soon as theres space in the queue Array we convert our mt

to an Integer and insert it into the Array at index writePointer Theres

very small optimization we might consider here convert the mt value to

an Integer before we check for free space We then have to increment our

writePointer wrapping if necessary and decrement the freeSpace field Finally

we call notify which will let getNext know that theres some data

available

Heres the code for getNext The first line will wait if necessary for

data to be written to the Queue i.e until push calls notify We read

from the queueArray using the readpointer index This is then incremented

wrapping if necessary together with the freeSpace count

public final synchronized mt getNext throws InterruptedException

whilefreespace queue.length wait
Integer obj queue

readpointer -freadPointer queue.length

freeSpace
notify
return obj mtValue

Notice that getNext calls wait inside while loop Between the time

that wait is notified that it should
try

to regain its lock and the time it

actually does regain the lock another thread might have called getNext
and emptied the Queue The while loop guards against this condition

similar argument applies to push

8.1 3.4 Avoiding the AWl
This is the run method from the Reader Thread The same method is used

to read from all three Queue implementations

public void rufl

lastValue -1
readerThread Thread.currentThread

long timeStart System.currentTimeMillisO
try

while true

mt value queue.getNextO
ifcount QueueTest.getlntervalCount
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We are writing into a fixed size array of Integers, queue, of 100 elements. We 
first check if space is available and, if not, we wait (we could sit in a loop 
polling the freeSpace field, but, as we've discussed earlier, polling should 
be avoided). As soon as there's space in the queue Array we convert our int 
to an Integer and insert it into the Array at index wri tePointer. There's 
a very small optimization we might consider here: convert the int va lue to 
an Integer before we check for free space. We then have to increment our 
writePointer, wrapping if necessary, and decrement the freeSpace field. Finally 
we call notify () which will let getNext () know that there's some data 
available. 

Here's the code for getNext (). The first line will wait if necessary for 
data to be written to the Queue (i.e. until push () calls notify ()).We read 
from the queue"Array using the readPointer index. This is then incremented 
(wrapping if necessary) together with the f reeSpace count. 

public f inal synchronized int getNext () throws InterruptedException 

{ 
while (freeSpace == queue.length) wait () ; 
Integer obj = que u e [readPointer); 
readPointer = (++readPointer) % queue.length; 

freeSpace++ ; 
notify(); 
return obj .int Value( ) ; 

Notice that getNext () calls wait () inside a while loop. Between the time 
that wait () is notified that it should try to regain its lock and the time it 
actually does regain the lock, another thread might have called getNex t () 

and emptied the Queue. The while loop guards against this condition. A 
similar argument applies to push ( ). 

8.13.4 Avoiding the A WT 

This is the run () method from the Reader Thread. The same method is used 
to read from all three Queue implementations: 

public void run() 
{ 

lastValue = -1; 
readerThread = Thread. c urrentThread (); 
long timeStart = System.currentTimeMillis () ; 
try 
{ 

while (true ) 
{ 

int value = queue.getNext ( ); 
if (++count % QueueTes_t.getintervalCount () . 0 ) 
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long timeElapsed System.currentTimeMillisO
timeStart

QueueTest.printlnElapsed timeElapsed
read count queued queue
getCount

/1 Check we havent missed read or write

iflastValue value QueueTest.println Error
in Queue Last lastValue new value

lastValue value

catchInterruptedException ie

QueueTest.printlnReader interrupte

Successive values written by the Writer Thread are incremented lastvalue
is compared with the current value to ensure we dont miss read or write

In the first line of the while loop queue.getNext reads the next

value from the Queue The if block
prints out the current status i.e elapsed

time the number of ints read and the number of ints currently iii the Queue
if the number of ints read modulo the Report every value is zero This

value is returned by the static method QueueTest get Tnt ervalCount
which in turn reads the value directly from the TextField component
reportlntervalF

static mt getlntervalCount

mt count 5000
try

count Integer.valueOfreportlntervalF.getTextQ
mt Value

catch NumberFormatException nfe

QueueTest loopCountF setText count

return count

In other words every time an mt is read from the Queue the reporting interval

is read from the loopCountF TextField We said before that the AWT is slow
so the next step was to read the value once at the start of the run into local

variable The first part of the run method now looks like this

public void run

OPTIMIZING A QUEUE: A SEMI-FICTITIOUS CASE STUDY 

long timeElapsed = System.currentTimeMillis () ­
timeStart; 

QueueTest.println("Elapsed:" + timeElapsed +" 
read:"+ count+", queued:"+ queue. 
getCount()); 
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// Check we haven't missed a read or write 
if(lastValue + 1 ! = value) QueueTest . print ln ( "Error 

in Queue. Last:"+ lastValue + ", new:"+ value); 
lastValue = value; 

catch(InterruptedException ie) 
{ 

QueueTest.println(' 'Reader interrupte''); 

Successive values written by the Writer Thread are incremented: lastValue 
is compared with the current value to ensure we don't miss a read or write. 

In the first line of the while loop queue. getNext () reads the next 
value from the Queue. The if block prints out the current status (i.e. elapsed 
time, the number of ints read, and the number of ints currently in the Queue) 
if the number of ints read modulo the "Report every" value is zero. This 
value is returned by the static method QueueTest. getintervalCount (), 
which in turn reads the value directly from the TextField Ul component, 
reportintervalF: 

static int getintervalCount() 
{ 

int count = 5000; 
try 
{ 

count = Integer.valueOf(reportintervalF.getText()). 
intValue(); 

catch(NumberFormatException nfe) 
{ 

QueueTes t . loopCountF. s etText( "" + count); 

return count; 

In other words, every time an int is read from the Queue the reporting interval 
is read from the loopCountF TextField. We said before that the AWT is slow, 
so the next step was to read the value once at the start of the run into a local 
variable. The first part of the run () method now looks like this: 

public voi d run( ) 
{ 
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mt interval QueueTest.getIntervalCount

try

while true

mt value queue.getNextQ
if-i-count interval

long timeElapsed System currentTimeMillis

timeStart
QueueTest.printlnElapsed timeslapsed

read count queued queue
getCount

The improvement is dramatic weve given up on our Vector implementation

Reading the report interval Reading the report interval

from the UI from local variable

Arrayof Integers 2I.781s 6.920s

Arrayofints 21.441s 6.839s

We have trebled our performance and gained some idea of how slow the AWT
can be The difference between the two Array implementations was generally

between O.is and O.5s which is hardly significant

Perhaps the original reason for reading from the UI TextField was so that

the reporting interval could be changed during run However this can be

achieved more elegantly by attaching an EventListener to the TextField

8.13.5 Reducing Calls to Notify

Returning to the push and getNext methods for both Array implemen
tations we notice that notfy is being called by the former every time an

item is added to the Queue and by the latter every time an item is removed

from the Queue However push only needs to call notify when it

adds an item to an empty Queue and getNext should only call notify
when it removes an item from full Queue

push and getNext now look like this for the mt Array implementation

the Array of Integers implementation is equivalent

public final synchronized void pushint obj

try
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int interval QueueTest.getintervalCount(); 
try 
{ 

while (true) 

int value= queue.getNext(); 
if(++count % interval== 0) 

long timeElapsed = System.currentTimeMillis() 
- timeStart; 

QueueTest .println("Elapsed:" + timeElapsed + " 

read:"+ count+", queued:"+ queue. 
getCount()); 

The improvement is dramatic (we've given up on our Vector implementation): 

Array of Integers 
Array of i nts 

Reading the report interval 
from the UI 

21.781s 
21.441 s 

Reading the report interval 
from a local variable 

6.920s 
6.839s 

We have trebled our performance and gained some idea of how slow the AWT 
can be. The difference between the two Array implementations was generally 
between 0.1 sand 0.5s, which is hardly significant. 

Perhaps the original reason for reading from the UI TextField was so that 
the reporting interval could be changed during a run. However, this can be 
achieved more elegantly by attaching an Eventlistener to the TextField. 

8.13.5 Reducing Calls to Notify() 

Returning to the push () and getNext () methods for both Array implemen­
tations we notice that notify () is being called by the former every time an 
item is added to the Queue and by the latter every time an item is removed 
from the Queue. However, push () only needs to call notify () when it 
adds an item to an empty Que1..1e and getNext () should only call notify () 

when it removes an item from a full Queue. 
push () and getNext () now look like this for the int Array implementation 

(the Array of Integers implementation is equivalent): 

public final synchronized void push(int obj ) 
{ 

try 
. { 
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while freeSpace wait
queue obj
writePointer writePojnter size
freespace-

iffreeSpace size notifyD

catchInterruptedException ie

ie printStackTrace

public final synchronized mt getNext throws InterruptedException

whilefreespace size wait
mt obj queue

readPointer readpointer size
freeSpace
iffreeSpace notifyD
return obj

This change gives the following results

Calling notify on Calling notify only

every read and write when required

Array of Integers 6.920s 2.374s

Array of ints 6.839s .832s

significant improvement that underlies how much work notty has to

do We can also start to see consistent if not necessarily significant gain in

using ints rather than Integer objects

8.1 3.6 Back to the AWl
Weve seen that the AWT can be expensive Currently we are reporting our

results into TextArea Is this slowing us down To check this out we can set

the reporting interval to be the same as our loop count i.e 100000

Report every 5000 reads Report once

Array of Integers 2.374s 2.013s

Arrayofints 1.832s 1.453s

Reducing the amount of reporting has made small improvement and we
might now begin to argue that the difference between our two Arrays i.e the
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while(freeSpace == O) wait{); 
queue[writePointer] = obj; 
writePointer = (++writePointer) % size; 
freeSpace--; 
if(freeSpace =• size - 1) notify(); 

catch(InterruptedException ie) 
{ 

ie.printStackTrace(); 
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public final synchronized int getNext() throws InterruptedException 
{ 

while(freeSpace == size) wait(); 
int obj= queue[readPointer); 
readPointer = (++readPointer) % size; 
freeSpace++; 
if(freeSpace == 1) notify(); 
return obj; 

This change gives the following results: 

Array of Integers 
Array of ints 

Calling notify () on 
every read and write 

6.920s 
6.839s 

Calling notify () only 
when required 

2.374s 
1.832s 

A significant improvement that underlies how much work notify () has to 
do. We can also start to see a consistent, if not necessarily significant, gain in 
using ints rather than Integer objects. 

8.13.6 Back to the AWT 
We've seen that the AWT can be expensive. Currently we are reporting our 
results into a TextArea. Is this slowing us down? To check this out, we can set 
the reporting interval to be the same as our loop count, i.e. 100,000: 

Array of Integers 
Array of ints 

Report every 5,000 reads 

2.374s 
1.832s 

Report once 

2.013s 
1 .453s 

Reducing the amount of reporting has made a small improvement and we 
might now begin to argue that the difference between our two Arrays, i.e. the 
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cost of creating Integer objects is significant Its also worth noting that the

results are more consistent with runs not varying by more than 10 ms

8.1 3.7 Increasing the Size of the Arrays

The size of the Arrays used by our Array implementations is 00 Increasing

this to 512 might have two benefits using power of two could make the

modulo arithmetic little faster using bigger Array means that notify
should be called less often

Array of 00 elements Array of 512 elements

Arrayof Integers 2.013s 1.923s

Arrayofints 1.453s 1.352s

i.e small improvement that is probably not worth the cost of the larger Array

81 3.8 Arithmetic Operations

Currently there is no hardware assistance available for division and modulo

arithmetic on Symbian devices So if possible arrange your divisions so that

they are power of two you can then use the shift right operator for division

Similarly for modulo arithmetic you can use masking operation if the modulus

is power of two
The push and getNext methods for the Array implementations

respectively wrap the write and read pointers using the following lines of code

writePointer writePointer size

readPointer -i-readPointer size

Because we have changed the size of the Array to 512 power of two we can

instead use the following for push

writePointer writePointer Oxiff

and for getNext

readPointer -i-i-readPointer Oxiff

The benefit for our Queue implementations was not dramatic perhaps about

30 ms However in an arithmetically intensive application the benefit could

be significant
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cost of creating Integer objects, is significant. It's also worth noting that the 
results are more consistent, with runs not varying by more than 1 O ms. 

8.13.7 Increasing the Size of the Arrays 

The size of the Arrays used by our Array implementations is 100. Increasing 
this to 512 might have two benefits: (a) using a power of two could make the 
modulo arithmetic a little faster, (b) using a bigger Array means that notify () 
should be called less often: 

Array of Integers 
Array of i nts 

Array of 1 00 elements 

2.013s 
1.453s 

Array of 512 elements 

1.923s 
1 .352s 

i.e. a small improvement that is probably not worth the cost of the larger Array. 

8.13.8 Arithmetic Operations 

Currently there is no hardware assistance available for division and modulo 
arithmetic on Symbian devices. So, if possible, arrange your divisions so that 
they are a power of two: you can then use the shift right operator for division. 
Similarly, for modulo arithmetic you can use a masking operation if the modulus 
is a power of two. 

The push () and getNext () methods for the Array implementations 
respectively wrap the write and read pointers using the following lines of code: 

writePointer = (++writePointer) % size; 

readPointer = (++readPointer) % size; 

Because we have changed the size of the Array to 512, a power of two, we can 
instead use the following for push (): 

writePointer = (++writePointer) & Oxlff; 

and for getNext () : 

readPointer = (++readPointer) & Oxlff; 

The benefit for our Queue implementations was not dramatic, perhaps about 
30 ms. However, in an arithmetically intensive application the benefit could 

. be signfficant. 
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8.14 Tools for Optimization

We took rather guess and test approach to improving the performanceof our

Queue in the previous section What we need are tools and techniques that

will help us identify the bottlenecks the ability to carry out on-target profiling
is almost certainly more important than on-target debugging for the wireless

application developer We will discuss two tools in this section profiling and

heap analysis

8.14.1 Profiling

Profiling tools allow us to see how much time was spent in method and in

line of code in method to understand the calling tree how much time

callee method spent servicing calling method etc
There is Sun technical note at http//developer.java.sun.com/developer

/TechTips/2000/fW124.htmlfip2 which covers the basics of profiling and Sun

provide tutorial at http//deveIoper.java.sun.com/deveIoper/onIineTraining

/Programming/jDCBook/perf3.htm which concentrates on heap analysis

discussed below
Both JDK1 .1 and JDK1 .2 support profiling The JDK1 .1 interpreter provides

the -prof option to create profiling information However we will look at

profiling our application with JDK1 .2 for two reasons Symbians next Java

implementation will support the .2 model and tools and documentation
are more readily available The downside is that this wont be as representative
as wed like made worse because for the moment we will have to profile under
Windows rather than the Emulator or an actual device

The following therefore assumes that you have installed JDK1.2 Profiling

generates huge amounts of data so to keep the profiling files to reasonable

size runs have to be fairly short Heres the command line used to start up
QueueTest

java -Djava compiler -Xrunhprof cpusamples depth6
thready corn synthian devoet queue QueueTest

-Dj ava compiler disables the JIT compiler

-Xrunhprof runs the profiler with number of options

cpusamples enables profiling with sampling the Java VM regularly

pauses execution and checks to see which method call is active With

enough samples you can pinpoint where your code spends its time
the other options are times and old.times checks the time whenever
the code makes or returns from subroutine call

depth controls the depth of the stack traces saved during profiling You

may need to experiment with this value large values produce more accurate

information but increase the amount of data generated
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8.14 Tools for Optimization 

We took rather a guess and test approach to improving the performance·of our 
Queue in the previous section. What we need are tools and techniques that 
will help us identify the bottlenecks: the ability to carry out on-target profiling 
is almost certainly more important than on-target debugging for the wireless 
application developer. We will discuss two tools in this section: profiling and 
heap analysis. 

8.14.1 Profiling 

Profiling tools allow us to see how much time was spent in a method and in 
a line of code in a method, to understand the calling tree, how much time a 
callee method spent servicing a calling method, etc.. 

There is a Sun technical note at http://developer.java.sun.comldeveloper 
/TechTips/2000/tt0124.html#tip2 which covers the basics of profiling and Sun 
provide a tutorial at http://developer.java.sun.com/developerlonlineTraining 
/ProgramminglJDCBooklperf3.html which concentrates on heap analysis 
(discussed below). 

Both JDK1 .1 and JDK1 .2 support profiling. The JDK1 .1 interpreter provides 
the -prof option to create profiling information. However, we will look at 
profiling our application with JDK1 .2 for two reasons: (a) Symbian's next Java 
implementation will support the 1.2 model, and (b) tools and documentation 
are more readily available. The downside is that this won't be as representative 
as we'd like, made worse because for the moment we will have to profile under 
Windows rather than the Emulator or an actual dev1ce. 

The following therefore assumes that you have installed JDK1 .2. Profiling 
generates huge amounts of data, so to keep the profiling files to a reasonable 
size runs have to be fairly short. Here's the command line used to start up 
Queue Test: 

java -Djava.compiler= -Xrunhprof:cpu=samples,depth=6, 
thread=y c om. symbian . devnet.queue.QueueTest 

-Djava. compiler= disables the JIT compiler 

-Xrunhprof runs the profiler with a number of options: 

• cpu=samples enables profiling with sampling: the Java VM regularly 
pauses execution and checks to see which method call is active. With 
enough samples you can pinpoint where your code spends its time. 

• the other options are times and old. times checks the time whenever 
the code makes or returns from a subroutine call 

• depth controls the depth of the stack traces saved during profiling. You 
may need to experiment with this value: large values produce more accurate 
information but increase the amount of data generated 
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thready allows you to analyze the results by thread

filefilename can be used to specify the name of the output file By

default hprof generates an output file called java.hprof.txt

To generate suitable run set both the Loop count and the Report every
field to 100000 ran the test with the mt Array and quit The output file is

created when the application quits This can be analyzed by hand but its

extremely tedious work

The Performance Analysis Tool

freeware analysis tool with the perhaps regrettable name of PerfAnal can be

obtained at http//deveIoper.java.sun.com/deveIoper/technicaIArticies/GUI

Iperfanalt Unzip this and run it with command line of the following form

java -jar jar.dirPerfAnal.jar outputdirjava.hprof.txt

where jar_dir and output_dir locate respectively the PerfAnal
jar

file and the output file generated by our application

This should bring up window similar to that shown in Figure 8.7
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Figure 8.7 The Performance Analysis tool

The four quadrants contain four different analyses of the data Lets take

closer look at each quadrant

Analyzing CPU Usage by Caller

Figure 8.8 shows the upper left quadrant which ranks and analyses CPU usage

by caller
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• thread=y allows you to analyze the results by thread 

• file=<filename> can be used to specify the name of the output file. By 
default, hprof generates an output file called java.hprof.txt 

To generate a suitable run I set both the " Loop count" and the " Report every" 
field to 100,000, ran the test with the int Array, and quit. The output file is 
created when the application quits. This can be analyzed by hand but it's 
extremely tedious work. 

The Performance Analysis Tool 

A freeware analysis tool with the perhaps regrettable name of Perf Anal can be 
obtained at http:/ I developer.java.sun. com/ developer ltechnica/Articles/G U I 
lperfana/1. Unzip this and run it with a command line of the following form: 

java - j ar <jar_dir>PerfAnal.jar <ou tput_dir> j ava . hpr of . txt 

where <jar _dir> and <output_dir> locate respectively the PerfAnal jar 
file and the output file generated by our application. 

This should bring up a window similar to that shown in Figure 8.7. 
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Figure 8.7 The Performance Analys is tool. 

The four quadrants contain four different analyses of the data. Let's take a 
closer look at each quadrant. 

Analyzing CPU Usage by Caller 

Figure 8.8 shows the upper left quadrant, w hich ranks and analyses CPU usage 
by caller-
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nun1avs1Mindowsf/Toolkit.eventLoop 98.48% 194 Inc usve 1768 nyc usi
sunlawUwjndowsrcnrrnnlkit.run 18.4% 193 inclusive /0 exclusIve
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Figure 8.8 CPU usage by caller

The total number of samples in our analysis was 1049 Looking at the first

line we see that 18.49% of the time the application was running was spent
in the event loop i.e waiting for user input Looking at the 4th highlighted
line we can see that 12.11% of the time was spent in the run method of

the Reader class Including subroutine calls this corresponded to 127 of our

1049 samples while the number of samples spent in the routine exclusive of

subroutine calls was 40

Analyzing Times by Callee

The lower left quadrant Figure 8.9 allows us to analyze methods by callee

We can look at method find out how much time was spent in the method
who called the method and how much time or how many samples were
devoted by the method to each of its callees

U5% Iflés cu1uMc 14ke
sunlawtlwindowsWloolkit.run 18.4% 193 inclusive

JavellangThreed.run 17.92% 188 InclusIve
vi

comlsymbianldevnefiqueuelRescjer.run 12.11% 127 Inclusive

comIsyrnbiariIdevnetJqueuefIriter.run 1182% 124 Inclusive

javalsecuritylAccessControllerdüprjvileged11.34%1 inclusive

nbenidevru QUlueArrst sleta.2%eS inclusve

comlsymbianldevnetrqueuelReader.run 8.2% 86 inclusive

comlsymbian$devnetlqueuell2ueueArraylnts.push 7.63% 80 inclusive

Figure 8.9 CPU usage by callee

In the figure we see that 86 samples were spent in QueueArray
Ints getNext and that this method was only called from Reader run

Analyzing Times by line Number

The top right and bottom right quadrants Figure 8.10 allow times to be

analyzed by line number i.e how much time or how many samples were
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The total number of samples in our analysis was 1,049. Looking at the first 
line, we see that 18.49% of the time the application was running was spent 
in the event loop, i.e. waiting for user input. Looking at the 4th, highlighted, 
line we can see that 12.11 % of the time was spent in the run () method of 
the Reader class. Including subroutine calls, this corresponded to 127 of our 
1,049 samples, while the number of samples spent in the routine exclusive of 
subroutine calls was 40. 

Analyzing Times by Callee 

The lower left quadrant (Figure 8.9) allows us to analyze methods by callee. 
We can look at a method, find out how much time was spent in the method, 
who called the method, and how much time (or how many samples) were 
devoted by the method to each of its callees. 

sunfawtlwindowsN\ffoolkitrun: 18.4% (193 inclusive) 

D javallangfThread run: 17.92% (188 inclusive) 

. 0 comfsymbianfdevnetJqueue/Reader.run: 12.11 % (127 inclusive) 

ID com/symbianldevn etiq ue ueM/riter. run t 1.82 % (12 4 Inclusive J 

p~~~~~~~~~~,.£l 
tllllll com!symbianldevnetJqueue!QueueArraylnts.push: 7.63% (80 inclusive) 

Figure 8.9 CPU usage by callee. 

In the figure we see that 86 samples were spent in QueueArray ­
Ints. getNext () andthatthismethodwasonlycalledfromReader . run(). 

Analyzing Times by Line Number 

The top right and bottom right quadrants (Figure 8.10) allow times to be 
analyzed by line number, i.e. how much time, or how many samples, were 
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Figure 8.10 CPU usage by line number

spent on particular line of code The top right quadrant times include

subroutine calls while the bottom right times exclude subroutine times

Inclusive of subroutine calls 127 samples occurred in Reader.runO
while 40 samples occurred exclusive of subroutine calls

Line 282 is from Reader run

mt value queue getNext

This line gets the next item from our Queue the complete code for

Reader run was given earlier 126 samples occurred in this line including

those samples occurring in the getNext subroutine and 40 samples

occurred on this line excluding the subroutine

Looking at the lower of these two quadrants the second line shows that 8.1%

of the time was spent in getNext In fact this appears to be the most expen
sive method we have written and is therefore

target
for further optimization

Synchronization and Improving the Speed of getNext

We saw the code for getNext in Section 8.1 3.5 getNext is synchro

nized method and we know that synchronization under JDK1 .1 is expensive

We are synchronizing every time we read and write an item how we might

avoid this depends very much on how our Queue is being used but the general

guide is to do more in each call One vvay might be to process all the items

that are currently available in the Queue in one call to getNext
The following table shows that this strategy was beneficial

getNext getNext reads

reads one item all available items

Array of ints .352s 0.971s
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spent on a particular line of code. The top right quadrant times include 
subroutine calls while the bottom right times exclude subroutine times. 

Inclusive of subroutine calls, 127 samples occurred in Reader. run ( ) , 
while 40 samples occurred exclusive of subroutine calls. 

Line 282 is from Reader. run (): 

int value = queue.ge t Ne xt(); 

This line gets the next item from our Queue: the complete code for 
Reader. run () was given earlier; 126 samples occurred in this line, including 
those samples occurring in the getNext () subroutine, and 40 samples 
occurred on this line excluding the subroutine. 

Looking at the lower of these two quadrants, the second line shows that 8.1 % 
of the time was spent in getNext (). In fact this appears to be the most expen­
sive method we have written and is therefore a target for further optimization. 

Synchronization and Improving the Speed of getNext ( ) 

We saw the code for getNext () in Section 8.1 3.5. getNext () is a synchro­
nized method and we know that synchronization under JDK1 .1 is expensive. 
We are synchronizing every time we read and write an item: how we might 
avoid this depends very much on how our Queue is being used, but the general 
guide is to do more in each call. One way might be to process all the items 
that are currently available in the Queue in one cal l to getNext () . 

The following table shows that this strategy was beneficial: 

Array of ints 

getNext Cl 
reads one item 

1.352s 

getNext ( ) reads 
all available items • 

0.971 s 
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havent shown the source code for two reasons my Queue is no longer

generic container getNext makes callback to the Reader thread to

process each item it reads from the Array and the code is not partic

ularly elegant However the reader can obtain copy of the code from

http//www.symbian.com/bookst1NM11I
8.14.2 Heap AnaIyss

The heap is the main block of memory used by running Java applications

The Heap Analysis Tool HAT lets you analyze profile reports of the heap
and generate information on the objects used to run your application This

also means that the HAT can be used to track down memory leaks as well as

providing fascinating insight into where memory is going

copy of the HAT can be found at http//deveioper.java.sun.com/developer

/onhineTraining/Programming/JDCBook/haLbin.zip
To analyze the data using the HAT we need to generate binary format file

started QueueTest with the following command line

java -Djava.compiler -Xrunhproffile QueueProfile.hprof
format com.symbian.devnet.queue.QueueTest

set the reporting interval to be the same as the loop count i.e 100000 and

this time ran the Vector of Integers implementation then quit This created the

binary report file QueueProfile.hprof
Once you have installed the Heap Analysis Tool it can be started using

command of the form

java hat Main outputdirQueueProfile .hprof

where output_dir locates the output file generated by our application

hat.zip needs to be on the class path This generates the output

Started HTTP server on port 7000

Reading from code\QueueProfile hprof..

Dump file created Sun Sep 03 072418 GMT 2000

Snapshot read resolving..

Resolving 8816 objects..

Chasing references expect 17 dots

Eliminating duplicate references

Snapshot resolved

Server is ready
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haven't shown the source code for two reasons: (a) my Queue is no longer 
a generic container: getNext () makes a callback to the Reader thread to 
process each item it reads from the Array, and (b) the code is not partic­
ularly elegant. However, the reader can obtain a copy of the code from 
http:/ lwww.symbian.com/books/. 

8.14.2 Heap Analysis 
The heap is the main block of memory used by running Java applications. 
The Heap Analysis Tool (HAT) lets you analyze profile reports of the heap 
and generate information on the objects used to run your application. This 
also means that the HAT can be used to track down memory leaks as well as 
providing a fascinating insight into where memory is going. 

A copy of the HAT can be found at http://developer.java.sun.com/developer 
lonlineTraining/Programming/JDCBooklhat_bin.zip. 

To analyze the data using the HAT we need to generate a binary format fi le. 
I started QueueTest with the following command line: 

java -Dj ava . compiler = -Xrunhprof:f i l e = QueueProfil e . h p rof, 
format = b com.symbian.devnet . queue.QueueTe st 

I set the reporting interval to be the same as the loop count, i.e. 100,000, and 
this time ran the Vector of Integers implementation, then quit. This created the 
binary report file QueueProfile.hprof. 

Once you have installed the Heap Analysis Tool it can be started using a 
command of the form: 

java hat.Main <OUtput_dir>QueuePro fi l e.hpro f 

where <output_dir> locates the output file generated by our application . 
hat.zip needs to be on the class path. This generates the output: 

Started HTTP server on por t 7000 
Reading from code\QueueProfile . hpro f .. . 
Dump file created Sun Sep 03 07: 24:18 GMT 200 0 
Snapshot read, reso l v ing . .. 
Resolving 88 15 objects . . . 
Chasing references, expect 17 dots . . ...... . .. . . ... . 
Eliminating duplicate references .. . ....... . ..... . 
Sna pshot resolved. 
Server is ready . 



282 WRITING OPTIMIZED CODE FOR CONSTRAINED DEVICES

The above output tells you an HTTP server is started on port 7000 by default

To view this report enter the URL http//Iocalhost7000 in your web browser

The first page displayed is the default report which shows list of all

the classes sorted by package If we go down to our application package

corn symban.devnet queue we can see link to the Reader class

class com.symbian.devnet.queue.Reader Following this link brings up

details of the class including its superclass and static members Under

the Instances heading are two links which will bring up details of

instances of this class following the Exclude subclasses link brings up

summary of the instances of the Reader class In this case there is only

one com .symbian.devnet.queue Reader@OxOO8e9bOO 52 bytes Clicking on

this link brings up details of this instance including details of where it was

allocated from which in this case is QueueTests actionPerformed

method found in QueueTest.java at line 465

Returning to our initial page and going to the bottom we can see two links

under the heading Other Queries

Show all members of the rootset

Show instance counts for all classes

Following the second of these two links brings up list of all classes sorted by

instance count Heading the list are Strings and character arrays with in our

case 2369 and 2361 instances respectively summary at the bottom of the

page states that there were total of 8840 instances occupying 30141 bytes

of heap memory Of this 126210 bytes were used for character arrays

Not far from the top however we see that there are 543 instances of the

Integer class This number of Integers shouldnt be surprising as we ran our

Array of Integers implementation with an Array of 512 elements

Clicking on the instance link for the Integer record brings up list of

these instances The bottom of this page confirms that there were indeed 543

instances and that they occupied 2172 bytes which fortunately works out at

bytes per Integer Following the link for one of these instances brings up the

instances details which includes the fact that it was allocated from push in

the QueueArraylntegers class and that this was in turn allocated from run

in the Writer class We can also see the value of the Integer in my case 99980
and where it is referenced from element 140 of an Integer Array Following the

link back to the details for this Integer Array brings up page listing all of its 512

elements and the fact that it was allocated from our QueueArraylntegers class

8.14.3 Debugging Useful Optimization

What will the compiler do with this code

boolean debug false
if debug
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The above output tells you an HTTP server is started on port 7000 by default. 
To view this report, enter the URL http:l/localhost:7000 in your web browser. 

The first page displayed is the default report which shows a list of all 
the classes sorted by package. If we go down to our application package, 
com.symbian.devnet.queue, we can see a link to the Reader class, 

" class com.symbian.devnet.queue.Reader." Following this link brings up 
details of the class, including its superclass and static members. Under 
the "Instances" heading are two links which will bring up detai ls of 
instances of this class: following the "Exclude subclasses" link brings up 

a summary of the instances of the Reader class. In this case there is only 
one: com.symbian.devnet.queue.Reader@0x008e9b00 (52 bytes). Cl icking on 
this link brings up details of this instance, including details of where it was 
allocated from, which, in this case, is Queue Test's actionPerformed () 

method, found in QueueTest.java at line 465. 
Returning to our initial page and going to the bottom we can see two links 

under the heading "Other Queries": 

• Show all members of the rootset 

• Show instance counts for all classes 

Following the second of these two links brings up a list of all classes sorted by 
instance count. Heading the list are Strings and character arrays, w ith, in our 
case, 2369 and 2361 instances respectively. A summary at the bottom of the 

page states that there were a total of 8840 instances occupying 301 ,413 bytes 
of heap memory. Of this, 126,210 bytes were used for character arrays! 

Not far from the top, however, we see that there are 543 instances of the 
Integer class. This number of Integers shouldn't be surprising as we ran our 

Array of Integers implementation with an Array of 512 elements. 
Clicking on the " instance" link for the Integer record brings up a list of 

these instances. The bottom of this page confirms that there were indeed 543 
instances and that they occupied 21 72 bytes (which fortunately works out at 4 

bytes per Integer). Following the link for one of these instances brings up the 
instance's details, which includes the fact that it was allocated from push () in 
the QueueArraylntegers class and that this was in turn allocated from run ( ) 

in the Writer class. We can also see the value of the Integer: in my case 99980, 
and where it is referenced from: element 140 of an Integer Array. Follow ing the 
link back to the details for this Integer Array brings up a page listing all of its 512 
elements and the fact that it was allocated from our QueueArraylntegers class. 

8.14.3 Debugging: A Useful Optimization 

What will the compiler do with this code? 

boolean debug= fal se ; 
i f ( ct,ebug) 



DESIGN PATTERNS 283

System.out.println Debug informatio
// other statements

System.out.prntlnStatus myClass

In fact the compiler will not compile this obviously dead code Therefore

you shouldnt be afraid of putting in debug statements in this manner as

provided the debug flag is false the code will not add to the size of your class

files There is one gotcha if the debug flag is in separate file ensure that

you recompile both files when you change the state of the debug flag

8.14.4 Summarizing the Queue Case Study

We have made dramatic improvements to the performance of our Queue and

this is Good Thing Our first implementation required over 100 to process

001000 items Our final practical implementation required little over

However there is downside increased development time bulkier code
more obscure code But perhaps most importantly theres very real risk weve
introduced bugs into what started as very simple implementatjon

8.15 Design Patterns

In Section 8.2 we stated that one of the most important rules for optimization

was getting the design right For instance it should be possible to defer the

choice of sorting algorithm until the trade-offs between bubble sort quick sort

or some other algorithm can be made intelligently on the basis of performance

memory requirements and the size and distribution of the data set to be sorted

However this requires designing your code such that substituting one sorting

algorithm for another is painless

Well look at couple of patterns in this section that can help achieve

better design

8.15.1 Caching

Caching can produce very significant improvements in performance The World

Wide Web would probably be unusable if your desktop machine didnt cache

pages Disk performance relies on read-ahead caching Virtual memory is

form of caching Just about all modern processors use data caches because

these can be accessed far more quickly than main memory Suns HotSpot

compiler technology caches byte code as optimized native code

The Queue Test case study discussed very simple example of caching

Section 8.13.4 Rather than read the reporting interval count from the UI
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System.out.println(''Debug informatio''); 
// other statements 
System.out.println(''Status:'' + myClass); 
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In fact, the compiler will not compile this obviously "dead" code. Therefore 
you shouldn't be afraid of putting in debug statements in this manner as, 
provided the debug flag is false, the code will not add to the size of your class 
files. There is one "gotcha": if the debug flag is in a separate file, ensure that 
you recompile both files when you change the state of the debug flag. 

8.14.4 Summarizing the Queue Case Study 

8.15 Design Patterns 

In Section 8.2 we stated that one of the most important rules for optimization 
was getting the design right. For instance, it should be possible to defer the 
choice of sorting algorithm until the trade-offs between bubble sort, quick sort, 
or some other algorithm can be made intelligently on the basis of performance, 
memory requirements, and the size and distribution of the data set to be sorted. 
However, this requires designing your code such that substituting one sorting 
algorithm for another is painless. 

We'll look at a couple of patterns in this section that can help achieve a 
better design. 

8.15.1 Caching 

Caching can produce very significant improvements in performance. The Worid 
Wide Web would probably be unusable if your desktop machine didn't cache 
pages. Disk performance relies on read-ahead caching. Virtual memory is a 
form of caching. Just about all modern processors use data caches because 
these can be accessed far more quickly than main memory. Sun's Hotspot 
compiler technology caches byte code as optimized native code. 

The Queue Test case study discussed a very simple example of caching 
(Section 8.13.4). Rather than read the reporting interval count from the UI 
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every time we read an element from the Queue we chose to cache the value

in local variable

There are number of issues to consider when architecting cache some

of these are discussed in et al

What to cache Cache objects which are likely to be reused arent too big
and that are slow to create or to access

How much to cache The 8020 rule probably applies Look for the 20% that is

used 80% of the time In practice even small cache can significantly improve

performance On the other hand cache that is bigger than the data set is

wasting memory

How to update the cache When the cache becomes full you will have to throw

away old items Strategies include first in first out least frequently used least

recently used and random random policy works surprisingly well because

it is immume to pathological patterns

How to maintain integrity between cached data and the data source This will

take some thought For our trivial Queue example we could have used the UI

components event handler the actionperformed method to update the

local variable when the user entered new value For more realistic situations

you will be writing data into the cache as well as reading data from the cache

You can maintain cache integrity using an observer-observable model read

integrity is maintained by making the cache an observer of changes made to

the primary data the cache can also be an observable that is observed by
the application write integrity is maintained either by using write-through

policy such that data written by the application to the cache is simultaneously

written to the primary data source or by making the primary data an observer

of the cache

The figure below shows how the optimum cache size depends on the speed
of the cache versus the speed of the primary data source and the size of the

primary data set

Cache _j

performance

Performance

accesseslsecod

..
..

..
/

performanc

50 100

Cache size as
of the dataset

Hgure 8.11 Choosing suitable cache size
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every time we read an element from the Queue, we chose to cache the value 
in a local variable. 

There are a number of issues to consider when architecting a cache (some 
of these are discussed in [Buschmann et all): 

What to cache: Cache objects which are likely to be reused, aren't too big, 
and that are slow to create or to access. 
How much to cache: The 80:20 rule probably applies. Look for the 20% that is 
used 80% of the time. In practice, even a small cache can significantly improve 
performance. On the other hand, a cache that is bigger than the data set is 
wasting memory. 

How to update the cache: When the cache becomes full you will have to throw 
away old items. Strategies include first in, first out, least frequently used, least 
recently used, and random. A random policy works surprisingly well because 
it is immume to pathological patterns. 

How to maintain integrity between cached data and the data source: This will 
take some thought. For our trivial Queue example we could have used the UI 
component's event handler (the actionPerformed () method) to update the 
local variable when the user entered a new value. For more realistic situations 
you will be writing data into the cache as well as reading data from the cache. 
You can maintain cache integrity using an observer-observable model : read 
integrity is maintained by making the cache an observer of changes made to 
the primary data (the cache can also be an observable that is observed by 
the application); write integrity is maintained either by using a write-through 
policy such that data written by the application to the cache is simultaneously 
written to the primary data source or by making the primary data an observer 
of the cache. 

The figure below shows how the optimum cache size depends on the speed 
of the cache versus the speed of the primary data source, and the size of the 
primary data set. 
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The reason for having cache is because its faster to access objects in the

cache in this case the cache is about times faster than the primary data seL Our

actual performance in accesses per second wont quite reach the cache perfor

mance because we still have to decide whether or not to read data from the

cache or the primary data set The object usage pattern suggested by this curve

indicates cache size that is 30% of our primary data set would be about right

8.15.2 Caching Results from Database

We often want to scroll through records obtained from database This might

be remote or local database or we might be using the JavaPhone PIM APIs to

access our address book

It is impractical on constrained device to hold all the data in memory from

even moderately sized database Therefore consider using cache to hold

data already read from the database and predictively loading data the latter

can be carried out in background Thread

For instance JavaPhone accesses the address book or calendar databases

using an Iterator Caching ahead will allow the user to look at an entry and then

quickly iterate through the next few entries Keeping small cache of entries

that have already been scrolled through will allow the user to scroll back If

the user scrolls back to the beginning of your cache then you have little choice

but to reset the Iterator and read through the database again which can also

be performed in background Thread

8.1 5.3 Early or Lazy Instantiation

The Dice Machine created its dice at start-up time this is early instantiation

Alternatively could have created the dice as needed them and added them to

pool i.e just in time or lazy instantiation This would reduce my start-up time at

the cost of increasing the time taken to add more dice the firsttime round third

alternative would be to create new dice every time we change their number

but being good programmers we dont give this option too much consideration

We talked earlier about creating object pools for things like database

connections or server connections we can either create pool at start-up i.e

early instantiation or build up the pool to some maximum as needed i.e lazy

instantiation

8.1 5.4 Larger-Grained Operations

Setting up and tearing down an operation can take long time compared to

the time the operation spends doing real work Its therefore worth seeing if we

can do more in given operation
We saw an example of this in the Queue case study when we read all the

available data in the Queue in one synchronized method

Jar files are used to transfer multiple objects in one HTTP request
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The reason for having a cache is because it's faster to access objects in the 
cache: in th is case the cache is about 5 times faster than the primary data set. Our 
actual performance (in accesses per second) won't quite reach the cache perfor­
mance because we still have to decide whether or not to read data from the 
cache or the primary data set. The object usage pattern s~ggested by this curve 
indicates a cache size that is 30% of our primary data set would be about right. 

8.15.2 Caching Results from a Database 
We often want to scroll through records obtained from a database. This might 
be a remote or local database or we might be using the JavaPhone PIM APls to 
access our address book. 

It is impractical on a constrained device to hold all the data in memory from 
even a moderately sized database. Therefore consider (a) using a cache to hold 
data already read from the database and (b) predictively loading data: the latter 
can be carried out in a background Thread. 

For instance, JavaPhone accesses the address book or calendar databases 
using an Iterator. Caching ahead will allow the user to look at an entry and then 
quickly iterate through the next few entries. Keeping a small cache of entries 
that have already been scrolled through will allow the user to scroll back. If 
the user scrolls back to the beginning of your cache then you have little choice 
but to reset the Iterator and read through the database again (which can also 
be performed in a background Thread). 

8.15.3 Early or Lazy Instantiation 
The Dice Machine created its dice at start-up time: this is early instantiation. 
Alternatively I cou ld have created the dice as I needed them and added them to a 
pool, i.e. just in time or lazy instantiation. This would reduce my start-up time at 
the cost of increasing the time taken to add more dice the first time round . A third 
alternative would be to create new dice every time we change their number, 
but being good programmers we don' t give this option too much consideration ! 

We talked earlier about creating object pools for things like database 
connections or server connections: we can either create a pool at start-up, i.e. 
early instantiation, or build up the pool to some maximum as needed, i.e. lazy 
instantiation. 

8.15.4 Larger-Grained Operations 

Setting up and tearing down an operation can take a long time compared to 
the time the operation spends doing real work. It's therefore worth seeing if we 
can do more in a given operation. 

We saw an example of this in the Queue case study when we read all the 
available data in the Queue in one synchronized method. 

Jar files are used to transfer multiple objects in one HTTP request. 
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Using buffered streams means that we transfer multiple items of data atone

time rather than item by item or byte by byte Its rare that unbuffered 10 has

to be used and buffered 10 should always be the default

8.16 Memory Management

Its not often that Java application will run out of memory on desktop

computer However this is not the case for PDAs and WIDs We should regard

out of memory as the rule not the exception and handle out of memory
gracefully

The JDK1 .1 garbage collector does not return memory to the system Freed

memory will only be available to your application it will not be available to

other Java or native applications Therefore dont grab memory just in case

you need it youll deprive other programs of this much required resource

Remember that Vectors and recursive routines have unconstrained memory

requirements
Of course once your application quits and the JVM exits the memory it

used will become available to other applications

8.1 6.1 Memory Leaks

Java has different notion of memory leak to In memory leak

occurs when reference to an allocated object is lost before delete is called

on the object If an object is no longer referenced in Java it will be garbage
collected so C-style memory leaks cannot occur

However similar effect is created by Java object that is no longer used

but is still referenced by another Java object Care should therefore be taken to

de-reference such objects

8.1 6.2 Mimicking Small Memory Machines in the Emulator

By default the emulator allocates 64 MB of memory which is far greater

than is generally available on WID or PDA However the emulator can be

configured to allocate smaller amount of memory by modifying the relevant

.ini file located in \epoc32\data\

typical .ini file contains the following

ScreenOffsetX 90

ScreenOffsetY 51

LedOffsetX 36

LedSize 14

_epoc_drive_j \erjp

Append line of the form

MegabytesOfFreeMemory
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Using buffered streams means that we transfer multiple items of data at one 
time, rather than item by item or byte by byte. It's rare that unbuffered 10 has 
to be used, and buffered 10 should always be the default. 

8.1 6 Memory Management 

It's not often that a Java application will run out of memory on a desktop 
computer. However, this is not the case for PDAs and WIDs. We should regard 
out of memory as the rule, not the exception, and handle out of memory 
gracefully. 

The JDK1 .1 garbage collector does not return memory to the system. Freed 
memory will only be available to your application: it will not be available to 
other Java or native applications. Therefore don't grab memory just in case 
you · need it; you'll deprive other programs of this much required resource. 
Remember that Vectors and recursive routines have unconstrained memory 
requirements. 

Of course, once your application quits and the JVM exits, the memory it 
used will become available to other applications. 

8.1 6.1 Memory Leaks 

Java has a different notion of a memory leak to C++. In C++ a memory leak 
occurs when a reference to an allocated object is lost before delete is called 
on the object. If an object is no longer referenced in Java it will be garbage 
collected, so c++-style memory leaks cannot occur. 

However, a similar effect is created by a Java object that is no longer used 
but is still referenced by another Java object. Care should therefore be taken to 
de-reference such objects. 

8.16.2 Mimicking Small Memory Machines in the Emulator 
By default the emulator allocates 64 MB of memory, which is far greater 
than is generally available on a WID or PDA. However, the emulator can be 
configured to allocate a smaller amount of memory by modifying the relevant 
.ini file located in \epoc32\data\. 

A typical .ini file contains the following: 

ScreenOffsetX 90 
ScreenOffsetY 51 
LedOffsetX 36 
LedSize 14 
_epoc_drive_j H:\erjp 

Append a line of the form: 

MegabytesOfFreeMemory 3 
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real device will require around MB for system use so the above line will

emulate MB EPOC device

8.16.3 Invoking Heap Failure

The debug version of the emulator provides heap allocation failure tool that

can be used to invoke heap failures Its use is documented in the SDK
and in Professional Symbian Programming et all 58ff

Weve seen that the AWT can be quite slow partly because the AWT
generates many temporary objects particularly for event handling The other

difficulty we face is that because the heap allocation failure can occur in the

VM the error message reported back will reflect the higher-level symptom and

not the underlying cause i.e out of memory We will frequently get class

not found error or create from component error

We can demonstrate this using the Dice Machine example see Section 8.5
If you have access to it launch it from the debug emulator with the following

command line

\epoc32\reiease\wins\deb\java_g -Cd \systern\apps\DiceMachine cp
Code corn symbian epoc dicernachine DiceMachine

Invoke the heap allocation tool by entering CtrlAltShiftP and set the failure

type to deterministic and the rate to 500 Figure 12

zsII ILi _____
tt ire

Off RandomQ Deterministic

Rate 500

Type Off Random Deterministic

Figure 8.12 Using the heap failure tool under the Emulator

Click on the OK button and roll the dice Youll see an error similar to the

following reported in the command window

java iang.NoCiassDefFoundError sun/awt/ScreentJpdaterEntry

at sun.awt.Screenupdater.notifyScreenupdater.java154
at sun.awt.ScreenLlpdater.notifyScreenljpdater.java128
at

sun awt Epoc32CornponentPeer repaint Epoc32CornponentPeer java103
at java.awt.Cornponent.repaintCornponent.java13551
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A real device will require around 1 MB for system use, so the above line will 
emulate a 4 MB EPOC device. 

8.16.3 Invoking Heap Failure 
The debug version of the emulator provides a heap aHocation failure tool that 
can be used to invoke heap failures. Its use is documented in the C++ SOK 
and in Professional Symbian Programming [Tasker et al], p. 158ff. 

We've seen that the AWT can be quite slow, partly because the AWT 
generates many temporary objects, particularly for event handling. The other 
difficulty we face is that because the heap allocation failure can occur in the 
VM the error message reported back will reflect the higher-level symptom and 
not the underlying cause, i.e. out of memory. We will frequently get a " class 
not found" error or "create from component" error. 

We can demonstrate this using the Dice Machine example (see Section 8.5). 
If you have access to it, launch it from the debug emulator with the following 
command line: 

\ epoc32 \re lease\ wins\ deb\j ava_g -cd c:\system\apps\DiceMachine - cp 
Code com .symbian. epoc .dicemachine .DiceMachine 

Invoke the heap allocation tool by entering Ctrl+Alt+Shift+P and set the fai lure 
type to deterministic and the rate to 500 (Figure 8.12). 

◄ 0ffO Random O Deterministic@ ► 
f500···1 

i Wserv heap failure Type Off@ Random O DetermlnlsticO 
:500 ____ ) 

File failure tool 

Figure 8.12 Using the heap failure tool under the Emulator. 

Click on the OK button and roll the dice. You' ll see an error similar to the 
following reported in the command window: 

java . lang. NoClassDefFoundError : sun/awt/ScreenUpdaterEntry 
at sun . awt.ScreenUpdater .notify(ScreenUpdater.java:154) 
at sun . awt.ScreenUpdater . notify(ScreenUpdater.java:128) 
at 

s un .awt.Epoc32Compon e ntPeer .repaint(Epoc32ComponentPeer . java : 103 ) 
a t java.awt . Component .re paint(Compone nt . java:1355) 
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at java awt .Component .repaint Component java 1296
at com.symbian.epoc.dcemachine.Dice.butnpDice.java49
at

com.symbian.epoc.dicemachine.DiceMachne.runDiceMachine.java191
at java.lang.Thread.runThread.java474

Not until the failure rate is set to about 1300 will you be able to roll the

dice without incurring failure However the Dice Machine code does not

explicitly generate any new classes i.e the AWT makes about 1300 heap
allocations when the dice are rolled Some of these may be related to loading

classes many are likely to be related to short-lived objects and strings

used to display the Dice Machines UI

8.16.4 Defensive Coding to Handle Out-of-Memory

How can we protect users of our applications from out of memory The

previous section has highlighted the problem in picking up heap allocation

failures Fortunately under Java out of memory errors are unlikely to be caused

by short-lived objects the garbage collector should kick in before this happens

Here are couple of strategies

once your application has started check how much free memory is avail

able you can use treeMemory from java.lang.Runtime If there is

insufficient and only you can judge what that means then give the

user the opportunity to take appropriate action such as closing down an

application

create any large objects or arrays in try-catch blocks and catch any

OutOfMemoryError exception that might be thrown Do your best in the

catch clause either to shut down gracefully or to take some action that

will allow the user to carry on

8.17 JIT and Adaptive Compilers

Most applications will benefit from improved compiler technology However
this shouldnt be seen as panacea because Java applications spend lot of

their time executing native code

8.17.1 Just in Time Compilers

uT is code generator that converts Java byte code into native machine

code Java programs invoked with JIT generally run much faster than when

the byte code is executed by an interpreter

When method is first called the JIT compiler compiles the method block

into native code which is then stored If code is only called once you will not

see significant performance gain most of the gain is achieved the second
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at java.awt.Component.repaint(Component.java:1296) 
at com.symbian.epoc.dicemachine.Dice.bump(Dice.java:49) 
at 

com.symbian.epoc.dicemachine.DiceMachine.run(DiceMachine.java:191 ) 
at java.lang.Thread.run(Thread . java:474) 

Not until the failure rate is set to about 1300 will you be able to roll the 
dice without incurring a failure. However, the Dice Machine code does not 
explicitly generate any new classes, i.e. the AWT makes about 1300 heap 
allocations when the dice are rolled! Some of these may be related to loading 
classes; many are likely to be related to short-lived C++ objects and strings 
used to display the Dice Machine's UI. 

8.16.4 Defensive Coding to Handle Out-of-Memory 

How can we protect users of our applications from out of memory? The 
previous section has highlighted the problem in picking up heap allocation 
failures. Fortunately, under Java out of memory errors are unlikely to be caused 
by short-lived objects: the garbage collector should kick in before this happens. 

Here are a couple of strategies: 

• once your application has started, check how much free memory is avail­
able (you can use freeMemory () from java.lang.Runtime). If there is 
insufficient (and only you can judge what that means!) then give the 
user the opportunity to take appropriate action such as closing down an 
application 

• create any large objects or arrays in try- catch blocks and catch any 
OutOfMemoryError exception that might be thrown. Do your best in the 
catch clause either to shut down gracefully or to take some action that 
will allow the user to carry on. 

8.17 JIT and Adaptive Compilers 

Most applications will benefit from improved compiler technology. However, 
this shouldn't be seen as a panacea because Java applications spend a lot of 
their time executing native code. 

8.17.1 Just in Time Compilers 
A JIT is a code generator that converts Java byte code into native machine 
code. Java programs invoked with a )IT generally run much faster than when 
the byte code is executed by an interpreter. 

When a method is first called the JIT compiler compiles the method block 
into native code which is then stored. If code is only called once you will not 
see a significant performance gain: most of the gain is achieved the second 
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time the uT calls method The uT compiler also ignores class constructors so

it makes sense to keep constructor code to minimum

8.1 7.2 Java HotSpot and Adaptive Compilation

The Java HotSpot virtual machine uses adaptive optimization and improved

garbage collection to improve performance

HotSpot compiles and in-lines methods that it has determined are used the

most by the application This means that on the first pass Java byte codes

are interpreted as if there were no enhanced compiler present If the code is

determined to be hot spot the compiler will compile the byte codes into

native code cache the native code then in-line the method

An advantage of selective compilation over JIT compiler is that the byte

compiler can spend more time generating highly optimized code for the areas

that would benefit most from optimization and by the same token avoid

compiling code that would run best in interpreted mode

Java HotSpots garbage collector introduces several improvements over

existing garbage collectors

the garbage collector is termed fully accurate collector which means that

it knows exactly what is an object reference and what is just data

the garbage collector uses direct references to objects on the heap rather

than object handles This increased knowledge means that memory frag

mentation can be reduced resulting in more compact memory footprint

the garbage collector uses generational copying Java creates large number

of objects on the heap and often these objects are short-lived By placing

newly created objects in memory nursery waiting for the nursery to

fill and then only copying the remaining live objects to new area the

block of memory that the nursery used can be freed in one block This

means that the VM does not have to search for hole in the heap for each

new object and that smaller sections of memory are being manipulated For

older objects the garbage collector makes sweep through the heap and

compacts holes from dead objects directly removing the need for free list

used in earlier garbage collection algorithms

The perception of garbage collection pauses is removed by staggering the

compaction of large free object spaces into smaller groups and compacting
them incrementally

The Java HotSpot VM improves existing synchronized code Synchronized
methods and code blocks have always had performance overhead when run

in Java VM HotSpot implements the monitor entry and exit synchronization

points itself rather than depending on the local OS to provide this synchroniza

tion This results in large improvement in speed especially for often heavily

synchronized GUI applications
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time the JIT calls a method. The JIT compiler also ignores class constructors so 
it makes sense to keep constructor code to a minimum. 

8.17.2 Java Hotspot and Adaptive Compilation 

The Java HotSpot virtual machine uses adaptive optimization and improved 
garbage collection to improve performance. 

HotSpot compiles and in-lines methods that it has determined are used the 
most by the application. This means that on the first pass Java byte codes 
are interpreted as if there were no enhanced compiler present. If the code is 
determined to be a hot spot, the compiler will compile the byte codes into 
native code, cache the native code, then in-line the method. 

An advantage of selective compilation over a JIT compiler is that the byte 
compiler can spend more time generating highly optimized code for the areas 
that would benefit most from optimization and by the same token avoid 
compiling code that would run best in interpreted mode. 

Java HotSpot's garbage collector introduces several improvements over 
existing garbage collectors: 

• the garbage collector is termed a fully accurate collector, w hich means that 
it knows exactly what is an object reference and what is just data. 

• the garbage collector uses direct references to objects on the heap rather 
than object handles. This increased knowledge means that memory frag­
mentation can be reduced, resulting in a more compact memory footprint. 

• the garbage collector uses generational copying. Java creates a large number 
of objects on the heap and often these objects are short-l ived. By placing · 
newly created objects in a memory "nursery" waiting for the nursery to 
fill, and then only copying the remaining live objects to a new area, the 
block of memory that the nursery used can be freed in one block. This 
means that the VM does not have to search for a hole in the heap for each 
new object and that smaller sections of memory are being manipulated. For 
older objects the garbage collector makes a sweep through the heap and 
compacts holes from dead objects directly, removing the need for a free list 
used in earlier garbage collection algorithms. 

The perception of garbage collection pauses is removed by staggering the 
compaction of large free object spaces into smaller groups and compacting 
them incrementally 

The Java HotSpot VM improves existing synchronized code. Synchronized 
methods and code blocks have always had a performance overhead when run 
in a Java VM. Hotspot implements the monitor entry and exit synchronization 
points itself rather than depending on the local OS to provide this synchroniza­
t ion. This results in a large improvement in speed, especially for often heavily 
synchronized GUI applications. 
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8.18 Obfuscators

Class files carry lot of information from the original source file needed for

dynamic linking This makes it fairly straightforward to take class file and

reverse-compile it to source file that can bare an uncanny resemblance to the

original including names of classes methods and variables

Obfuscators are intended to make this reverse compilation process less

useful They also can reduce code size by removing unused data and symbolic

names from compiled Java classes and by replacing longer identifiers with

shorter ones

number of Java obfuscators are described in JavaWorids resources section

at http//www.javaworld.com/javaworld/tools/jw-tools-complier.htmi

8.19 Whats NextEnhancing Java Performance

We showed earlier that Symbians Java implementation was relatively fast

but clearly the faster it is the more we can do Symbian is therefore investing

significant effort into improving all aspects of its Java performance For instance

Optimizations in the Java implementation include

reducing the cost of synchronization

reducing the method call overhead

speeding up class loading

Various accelerators are under investigation

hardware accelerators

hotspot technologies

JIT compilers

replacing Java library classes with native implementations

Graphics

improving redrawing algorithms

reducing the overhead of making graphics calls

8.20 Conclusion

Weve looked at various ideas for improving the performance of our code
and in Section 8.2 we listed number of guiding principles Perhaps the two

most important are these
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8.18 Obfuscators 

Class files carry a lot of information from the original source file needed for 
dynamic linking. This makes it fairly straightforward to take a class file and 
reverse-compile it to a source file that can bare an uncanny resemblance to the 
original, including names of classes, methods, and variables. 

Obfuscators are intended to make this reverse compilation process less 
useful. They also can reduce code size by removing unused data and symbolic 
names from compiled Java classes and by replacing longer identifiers with 
shorter ones. 

A number of Java obfuscators are described in Java World's resources section 
at http:/ lwww.javaworld.com/javaworldltoolsljw-tools-complier.html. 

8.19 What's Next-Enhancing Java Performance 

We showed earlier that Symbian's Java implementation was relatively fast, 
but clearly the faster it is the more we can do. Symbian is therefore investing 
significant effort into improving all aspects of its Java performance. For instance: 

Optimizations in the Java implementation include: 

• reducing the cost of synchronization 

• reducing the method call overhead 

• speeding up class loading 

Various accelerators are under investigation: 

• hardware accelerators 

• hotspot technologies 

• JIT compilers 

• replacing Java l ibrary classes with native implementations 

Graphics: 

• improving redrawing algorithms 

• reducing the overhead of making graphics calls 

8.20 Conclusion 

We've looked at a various ideas for improving the performance of our code 
and in Section 8.2 we listed a number of guiding principles. Perhaps the two 
most important are these: 
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optimizaton is always important but especially so on constrained devices

get the design right

It is possible on desktop machine to get away with poorly designed Java

application however this is not true on WID or PDA The corollary is also

true well-designed Java application on constrained device can outperform

badly designed application on desktop machine

By thinking carefully about design and optimization we can create surpris

ingly complex Java applications for our WID that will perform just as effectively

as an equivalent application
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• optimizat;on is always important, but especially so on constrained devices. 

• get the design right. 

It is possible on a desktop machine to get away with a poorly designed Java 
application; however, this is not true on a WID or PDA. The corollary is also 
true: a well-designed Java application on a constrained device can outperform 
a badly designed application on a desktop machine. 

By thinking carefully about design and optimization we can create surpris­
ingly complex Java applications for our WID that will perform just as effectively 
as an equivalent C++ application. 
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Creating Wireless Java Services

Jonathan AIIm

Symbiari devices are being developed to meet the requirements of operators

and content providers with the goal of providing an open platform capable of

safely and securely delivering highly functional added value services rich

Java environment is an important probably vital link in achieving this goal
The purpose of this section of the book Creating wireless Java services

is to provide operators and service providers in particular with an under-

stand ing of how Java can meet their needs and its importance to the wireless

market

9.1 Introduction to Services

9.1.1 The Network Operators Perspective

Operators are facing falling average revenues per user while facing an ever-

greater need for forward investment Many operators have invested heavily in

3G licenses and their shareholders are looking for return on this investment

For first generation analog networks and second generation digital networks

GSM/TDMA/CDMA revenue has generally come from air time With GPRS

and third generation networks operators will need to offset lower airtime

margins with far greater revenue from services

Current average revenues per user are around $30 per month This figure

needs to rise to $60 if operators are to recover their 3G license costs There

will therefore be drive for high value operator-based services which will

provide value both when connected and when disconnected from network

These services will make use of information held by variety of organizations

theatres travel companies television and radio companies including the

operators themselves who will want to utilize the information they hold on user

usage profiles location buying patterns etc However not all of the revenue

9 
Creating Wireless Java Services 

Jonathan Allin 
Symbian devices are being developed to meet the requirements of operators 
and content providers with the goal of providing an open platform capable of 
safely and securely delivering highly functional, added value services. A rich 
Java environment is an important, probably vital, link in achieving this goal. 

The purpose of this section of the book, "Creating wireless Java services," 
is to provide operators and service providers in particular with an under­
standing of how Java can meet their needs and its importance to the wireless 
market. 

9.1 Introduction to Services 

9.1.1 The Network Operator's Perspective 

Operators are facing falling average revenues per user while facing an ever­
greater need for forward investment. Many operators have invested heavily in 
3G licenses and their shareholders are looking for a return on this investment. 
For first generation analog networks and second generation digital networks 
(GSMffDMNCDMA) revenue has generally come from air time. With GPRS 
and third generation networks, operators will need to offset lower airtime 
margins with far greater revenue from services. 

Current average revenues per user are around $30 per month. This figure 
needs to rise to $60 if operators are to recover their 3G license costs. There 
will therefore be a drive for high value operator-based services, which will 
provide value both when connected and when disconnected from a network. 
These services will make use of information held by a variety of organizations 
(theatres, travel companies, television and radio companies), including the 
operators themselves who will want to utilize the information they hold on user 
usage profiles, location, buying patterns etc. However, not all of the revenue 
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will come directly from customers proportion will come through advertising

and from service providers such as airlines

In contrast to Internet-based c-commerce billing systems are already in

place giving wireless commerce head start

9L2 The Service Providers View

Service providers face number of significant issues

security in order to prevent malicious code we need to know who has

provided an application and that the provider can be trusted that the appli

cation hasnt been tampered with and that its actions are limited to match

the degree of trust we have in the provider We must also protect transmitted

data such as PINs confidential documents or patient records and we need

secure platform to enable wireless commerce We also need security

model that can support Digital Rights Management and generally protect IPR

provisioning how applications arrive at the device which might be by

V\/eh or WAR browser SMS or Bluetooth This also covers mechanisms

for updating and removing applications and how an operator can push an

appicaton or operating system upgrade onto devic.e

dev ce v2.r ad
rty no\r/ to target Ge range 01 cdv ceo sue rr as leatu res

phones Smartphones and Communicators with wide variations in each of

these three categories How to establish devices features and capabilities

rapid development developing new services quickly and reliably and

having confidence that faults in the software wont show up weeks or even

months after the service has been deployed

Java offers solution to security is likely to succeed with provisioning

and provides the most promising or least painful solution for multi-client

deployment Finally Java provides better vehicle than for developing

services quickly and reliably

CF.apter looks at the general requirement.s for secure system and the

c.omponent.s that are needed to deliver services and applications safely and

securely

Chapter discusses application and service delivery It looks at the avail

able technology and provides some ideas of how we can manage the wide

variation in target
devices

Chapter 12 describes two case studies The first Simple Conference is

whiteboard application that provides text message service and simple

shared drawing hoard The second Handheld Travel Assistant is location

based servce that provides map transport information client or vehicle

tracking and information on points of interest
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wi l l come directly from customers; a proportion wi ll come through advertising 
and from service providers such as ai rli nes. 

In contrast to Internet-based e-commerce, bi lling systems are already in 
place, giv ing w ireless commerce a head start. 

9.1.2 The Service Provider's View 

Service providers face a number of signif icant issues: 

• security: in order to prevent mal icious code we need to know w ho has 
provided an application and that the provider can be trusted, that the appli­
cation hasn't been tampered with, and that its actions are limited to match 
the degree of trust we have in the provider. We must also protect transmitted 
data, such as PINs, confidential documents1 or patient records1 and we need 
a secure platform to enable w ireless commerce. We also need a security 
model that can support Digital Rights Management and generally protect IPR 

e provi sioning: how appl ications arrive at the device1 which might be by a 
\1\/eb or VVAP browser1 SMS, or Bluetooth. This also covers mechanisms 
for updating and removing appl ications1 and how an operator can push an 
application or operating system upgrade onto a device 

® device variabilitv: how to t,1r2et a wide ram ... 'e of devices such as features / u u 

phones, Smartphones, and Cornrnunicators1 with vv ide variations in each of 
these three categories. How to establ ish a device's features and capabilities 

e rapid development developing new services quickly and rel iably, and 
having confidence that faults in the software won1t show up vveeks or even 
months after the service has been deployed. 

Java offers a solution to security, is likely to succeed with prov1s1oning1 

and provides the most promising (or least painful!) solution for multi-client 
deployment. Fina l!y1 Java provides a better vehicle than c++ for developing 
services quickly and rel iably. 

Chapter 10 looks at the genera l requirements for a secure system and the 
components that are needed to deliver services and applications safely and 
securely, 

Chapter 11 discusses appl ication and serv ice delivery. It looks at the avai l­
able technology and provides some ideas of how we can manage the w ide 
variat ion in target devices. 

Chapter 12 describes two case studies. The first1 

11Simp!e Conference/ 1 is 
a wh iteboard application that provides a text message serv ice and a simple 
shared drawing board. The second1 

11Handheld Travel Assistant/' is a location­
based service that provides a map, transport information, client or vehicle 
tracking1 and information on points of interest. 
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92 Wirekss Services

921 Provisioning Wirdess Services

Wireless Information Devices enable far richer provisioning models that go

beyond the presentation of essentially static information by Web or WAR
browsers Advanced client applications will be delivered by application

providers through channels that include SMS WAR and Web browsers

which will then have access to data and information that may just come from

the application provider but could also come from variety of other sources

Application providers will use information about the clients capability to

configure an application for the client and data will need formatting for both

the client and the provisioning channel
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922 What Makes Good Wfreless Servke

For services to be successful they must meet number of rrtore or less obvious

criteria

they must meet users need or solve users problem

they must at least create new opportunity for user
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9.2 Wireless Services 

9.2.1 Provisioning W ireless Services 

Wireless Information Devices enable far richer provisioning models that go 
beyond the presentation of essentially static information by Web or WAP 
browsers. Advanced client applications wi ll be delivered by application 
providers through channels that include SMS, WAP, and Web browsers, 
wh ich will then have access to data and information that may just come from 
the application provider, but could also come from a variety of other sources. 
Application providers will use information about the client's capability to 
configure an application for the client, and data will need formatting for both 
the client and the provisioning channel. 

I 

Client device \\ 
and user ~ 

Provisioning channels 
GPRS, GSM, SMS. 

WAf', \l\eb, Bluetooth 

l 

\ 
) 

Figure 9.1 Wireless service provisioning model. 

Operators will have their own data stores and may also controi the services 
provided to the client. Appl ications and information will be both pu lled by the 
client and pushed by the operator or service provider. 

lmportantiy, client devices will cache data locally, oniy connecting to the 
data source to update and synchron ize their information. 

9.2.2 What Makes a Good Wireless Service? 
For services to be successful they must meet a number of (more or less) obvious 
criteria: 

• they must meet a user's need or solve a user's problem 

• they must at least create a new opportunity for a user 
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to be financially viable to the operator or service provider they need to

make use of the added value that can be provided by server-based services

or information held in external databases

they need to be of use to the user even when disconnected from the

network This is firstly because users will not have permanent access to

network and secondly because bandwidth will be limited

In the introduction we briefly discussed the characteristics of and Oppor
tunities for Wireless Information Devices Lets walk through some of these

opportunities in bit more detail

9.23 LocationBased Servkes

Location-based services seem to be the Next Big Thing after games They can

be divided into positional information services that provide coordinates this

might be by GPS signal strength triangulation or proximity beacons and push

services that provide location-related information such as local restaurants or.

special offers that depends on the users location

Coordinate services answer where am where is how do
get

there 11 you are walking through Florence the answer to where are

might be Giottos bell tower and your destination could be th.e Palazzo Pitti

Options to get from one to the other should cover foot gondola and other

available modes of transport

Push-type location services will enable you to receive information about

local items that are of interest to you such as restaurants museums and shops
Standards are needed to define high-level APIs for establishing the users

coordinates and to combine location information from different service

suppliers e.g map information from one vendor shop information from

another and transport information from third

Organizations Working with LocationBased Services

http//www.Iocationforum.org/ is the Location Interoperabil ity Forum
formed by Motorola Nokia and Ericsson purpose is to define develop
and promote common location services solution for wireless devices irre

spective of their underlyingair interface technologies and positioning methods

Companies developing location-based applications include Maplnfo

http//www.mapinfo.com/ who are member of Their technology

provides route planning dynamic map generation and local area information

services Also Maporama bttp//www.maporama.com/ who are large in

Europe and Webraska http//www.webraska.com who provide direction

location and traffic information for wireless services
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• to be fi nancially viable to the operator or service provider they need td 
make use of the added value that can be provided by server-based services 
or information held in external databases 

• they need to be of use to the user even when disconnected from the 
network. This is fi rstly because users wi ll not have permanent access to a 
network, and secondly because bandwidth w ill be limited. 

In the introduction, we briefly discussed the characteristi cs of, and oppor­
tunit ies for, Wireless Information Devices. Let's walk through some of these 
opportunities in a bit more detail. 

9.2.3 location-Based Services 

Location-based services seem to be the 'Next Big Thing' after games. They can 
be divided into positional information services that provide coordinates (this 
might be by GPS, signal strength triangulation, or proximity beacons), and push 
services that provide location-related information, such as local restaurants or 
special offers, that depends on the user's location. 

Coordinate services answer "where am I?", " where is?" , " how do I get 
there?". If you are walking through Florence the answer to "where am I?" 
might be Giotto's bell tower and your destination could be the Palazzo Pitti . 
Options to get from one to the other should cover foot, gondola, and other 
avai lable modes of transport. 

Push-type location services will enable you to receive information about 
local items that are of interest to you, such as restaurants, museums and shops. 

Standards are needed to define high-level APls for establish ing the user's 
coordinates and to combine location information from different service 
suppliers, e.g. map information from one vendor, shop information from 
another, and transport information from a third. 

Organizations Working with location-Based Services 

LIF (http://www.locationforum.org/) is the Location Interoperability Forum, 
formed by Motorola, Nokia, and Ericsson. LIF's purpose is to define, develop, 
and promote a common location services solution for wireless devices, irre­
spective of their underlying air interface technologies and positioning methods. 

Companies developing location-based applications include Maplnfo 
(http://www.mapinfo.com/), who are a member of LIF. Their technology 
provides route planning, dynamic map generation, and local area information 
services. Also Maporama (http://www.maporama.com/) who are large in 
Europe, and Webraska (http://www.webraska.com) who provide direction, 
location, and traffic information for wireless services. 
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The RoutePbnne Exampk

The RoutePlanner demonstration was written spec ificaHy for the Symbian OS It

was created by Cioudscape //wwwcoudsca who are now part
of Informix and is based on Cioudscapes pure Java object relational dat se
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924 Whteboarding

Whiteboard services allow geographically separated users to cooperate one
task in general each user sees the same information perhaps diagram or

document and c.an update the information Updates made by one user are

reflected to the other users
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The RoutePlanner Example 

The RoutePlanner demonstration w as wri tten spec ifica lly for the Symbian OS. It 
was created by Cloudscape http://www.cloudscape.com/), who are now part 
of Inform ix, and is based on Cloudscape's pure Java object relational database. 

$.YJ\IPJl\n .• . L'l;l'-t.n. J:!ol-J.lbin . Jl~i.Y.~, 
J:.l9!<.<h93\P~ .. In.c; , .. ~9Jl . . t.;,.~~~.iA t .. P 
Di s tance 32 . o nil es - time 

1, Stai-f~ ut goi11~C~6rth on .. ; 
2 . Tun'l' :LEFT ont o MARI NE PRW 
3 . Take the u·s - 101 NORTH r-alil 
4. Metge onto _u's - 101 N . ( 17 . 
5. US-101; N he·comes i'us-101 N 

Figure 9.2 RoutePlanner demonstration from Cloudscape (running under the Crystal emulator!. 

RoutePlanner is intended to help you navigate around Silicon Vall ey. Enter· 
your start ing point in the top TextField (it doesn't have to be an exact match) 
and destination in the second TextField. The application will then pui! the 
route out of the local database, together with a map shmving the overall route 
and a map showing the area around your destination. 

However, the interesting aspect is what happens if the route isn't in the iocal 
database. In this case the application w i ll open a network connection to the 
appropriate website and download the information, so that over a period of 
t ime the database will contain details of your favorite routes. The application 
also allows you to enter new locations. 

RoutePlanner typifies important features of wireless applications. 11: makes 
good use of local resources (the database of information and avai lable 
processing power) and so minimizes the use of airtime and reliance on a 
network. lt presents the information simply, making the application '.->traightfor­
ward to use. 

Other suppl iers of databases for the Symbian OS incl ude Oracle with Oracle 
8i Light, and PointBase (http:/ /www.pointbase.com/) who also provide a Java 
object-relational database. 

9.2.4 Whiteboarding 
Whiteboard services al low geographically separated users to cooperate on a 
task. In general, each user sees the same information (perhaps a diagram or 
document) and can update the information. Updates made by one user are 
reflected to the other users. 
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Benefits added by the server include extra power maintaining the white-

board model and maintaining whiteboard chat rooms Users will be using

variety of client devices and therefore the whiteboard model must be client

independent Either the server or the client will render the model to match

the clients capabilities More generally clients will be able to download

shareable objects from whiteboard server such as graphics primitives or

more complex objects perhaps an annotated map They key is that user

can modify the object and that the modifications are shared with the other

users

9.2.5 Tailored News Services

Receiving information about the topics that interest us at time that suits us

topic might be quite specialized and require accessing local news services

For instance might want to track famine relief program in Nepal

9.2.6 Wireless Commerce

The opportunity to purchase goods or services securely and easily using

mobile phone Hard goods such as the weekly shopping soft goods

that can be instantly downloaded such as stock information or piece of

music or services such as banking the ability to transfer money between

accounts control standing orders or transfer money to someone elses

account

9.2.7 Mobile and Paperless Ticketing

ticket is way of confirming that the holder has paid for service such as

train journey or an airline flight or concert performance or film but it

doesnt have to be in the form of piece of paper
It will be possible to buy tickets directly using your wireless phone The

ticket will be held in secure format on the phone and then checked

and canceled as you enter the cinema or theatre or board the plane or

train

9.2.8 Travel and Traffic Congestion Information

We have all been on car journey and suddenly hit the back of queue when

few hundred meters down the road was turn-off that might have provided

an alternative route We would benefit from traffic and congestion information

that was pushed onto our WIDs in timely manner so that we could plan our

journeys better and avoid delays
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Benefits added by the server include extra power, maintaining the white­
board model and maintaining whiteboard chat rooms. Users will be using a 
variety of client devices, and therefore the whiteboard model must be client 
independent. Either the server or the client will render the model to match 
the client's capabilities. More generally, clients will be able to download 
"shareable" objects from a whiteboard server, such as graphics primitives or 
more complex objects, perhaps an annotated map. They key is that a user 
can modify the object and that the modifications are shared with the other 
users. 

9.2.5 Tailored News Services 

Receiving information about the topics that interest us at a time that suits us. 
A topic might be quite specialized and require accessing local news services. 
For instance, I might want to track a famine relief program in Nepal. 

9.2.6 Wireless Commerce 

The opportunity to purchase goods or services securely and easily using 
a mobile phone. Hard goods such as the weekly shopping, soft goods 
that can be instantly downloaded such as stock information or a piece of 
music, or services such as banking: the ability to transfer money between 
accounts, control standing orders, or transfer money to someone else's 
account. 

9.2.7 Mobile and Paperless Ticketing 

A ticket is a way of confirming that the holder has paid for a service, such as 
a train journey or an airline flight, or a concert performance or a film, but it 
doesn't have to be in the form of a piece of paper. 

It will be possible to buy tickets directly using your wireless phone. The 
ticket will be held in a secure format on the phone and then checked 
and canceled as you enter the cinema or theatre, or board the plane or 
train. 

9.2.8 Travel and Traffic Congestion Information 

We have' all been on a car journey and suddenly hit the back of queue, when 
a few hundred meters down the road was a turn-off that might have provided 
an alternative route. We would benefit from traffic and congestion information 
that was pushed onto our WIDs in a tim.ely manner, so that we cou_ld plan our 
journeys better and avoid delays. 



THE SIMPLE CONFERENCE AND HANDHELD TRAVEL ASSISTANT CASE STUDIES 301

9.3 The Simple Conference and Handheld Travel

Assistant Case Studies

The last two chapters in this section describe two services Simple Conference
and the Handheld Travel Assistant and show how these services work within

the service provisioning model we saw earlier

Common architectural themes start to emerge from these examples

strategies for coping with the wide variations in clients

the benefit of separating client from service code

separating the data source from data presentation e.g XML and WAP
using bearer-independent communications protocols

local caching and local processing for off-network functionality

adapting to the available data rate
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9.3 The Simple Conference and Handheld Travel 
Assistant Case Studies 

The last two chapters in this section describe two se~vices, Simple Conference 
and the Handheld Travel Assistant, and show how these services work within 
the service provisioning model we saw earlier. 

Common architectural themes start to emerge from these examples: 

• strategies for coping with the wide variations in clients 
• the benefit of separating client from service code 
• separating the data source from data presentation (e.g. XML and WAP) 
• using bearer-independent communications protocols 
• • local caching and local processing for off-network functionality 
• adapting to the available data rate. 
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Java Security on Symbian OS

Jonathan AIIm

This chapter looks at the issues of security in relation to service and application

delivery It discusses the general requirements for secure system and the

components that are used to fulfil these requirements It describes Javas

security features particularly as they relate to the current Symbian OS v6.O
and also summarizes the native security capabilities The Java security APIs are

illustrated with the HThumbprintf example
The chapter ends with short discussion on how platform security might

evolve in the future

10.1 Developing Secure Environment

All but the simplest wireless services depend on the secure delivery of trusted

applications and the secure exchange of information

How then do we create suitably secure environment There are five key
ideas we need to address authentication integrity confidentiality authoriza

tion and non-repudiation

10.1.1 Authentication

Authentication is the process of ensuring that the person or organization we
are talking to is who they claim to be For instance we need to ensure that an

application or document really was downloaded from www.symbian.com and

not from www.cowboys.us pretending to be Symbian Similarly want to be

certain that am indeed paying my loan company rather than Grabit Lamb

10.1.2 Integrity

Integrity is about ensuring that document or application has not been tampered
with modified application could make unauthorized calls or remove funds

10 
Java Security on Symbian OS 

Jonathan Allin 
This chapter looks at the issues of security in relation to service and application 
delivery. It discusses the general requirements for a secure system and the 
components that are used to fulfil these requirements. It describes Java's 
security features, particularly as they relate to the current Symbian OS v6.0, 
and also summarizes the native security capabilities. The Java security APls are 
illustrated with the "Thumbprint" example. 

The chapter ends with a short discussion on how platform security might 
evolve in the future. 

10.1 Developing a Secure Environment 

All but the simplest wireless services depend on the secure delivery of trusted 
applications and the secure exchange of information. 

How then -do we create a suitably secure environment? There are five key 
ideas we need to address: authentication, integrity, confidentiality, authoriza­
tion, and non-repudiation. 

10.1.1 Authentication 

Authentication is the process of ensuring that the person or organization we 
are talking to is who they claim to be. For instance, we need to ensure that an 
application or document really was downloaded from www.symbian.com and 
not from www.cowboys.us pretending to be Symbian. Similarly, I want to be 
certain that I am indeed paying my loan company rather than Grabit & Lamb. 

10.1.2 Integrity 

Integrity is about ensuring that a document or application has not been tampered 
with. A modified application could make unauthorized calls or remove funds 
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from my bank account Therefore need to know that an application even

though it has come from reputable source has not since been modified

either prior to installation or once it was on my device

10.1.3 Confidentiality

Confidentiality ensures that only authorized parties can read my data may
have confidential documents want to send to client and dont want anyone

else reading my health records or details of my bank account Its also essential

that passwords and PINs can be sent confidentially

10.1.4 Authorization

Authorization is about safety The application or requesting party should be

able to undertake only certain safe operations For instance might allow

an application from an unknown source to access printer or read files in

particular directory but wouldnt want to grant it access to the phone or to

my complete set of files On the other hand might grant an application from

totally trusted source complete access to the system for example phone

operator from time to time will want to download patches or upgrades to the

operating system

10.1.5 Non-repudiation

Non-repudiation is also known as auditing or accountability Its about ensuring

that party cannot later deny having sent us document or receiving cash

transfer or customer cannot deny placing an order nor merchant deny

obtaining payment securely

More precisely non-repudiation means that both the senders and recip

ients can prove to third party that

the senders did indeed send the transactions

the recipients received the identical transactions

Non-repudiation requires that each transaction is signed with digital signature

trusted third party who might be certificate authority or the PKI is needed

to store these proofs of transaction and must also securely time-stamp them

In the case of dispute the trusted third party must be able to provide these

proofs

useful summary is provided by http//www.it.isy.Iiu.se/rasa/pubIications

/NonRepudiation.html

10.1.6 End-to-end Security

Security must be implemented seamlessly from the originating server right

throughto the device Having to decrypt nd re-encrypt at gateway introduces
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from my bank account. Therefore I need to know that an application, even 

though it has come from a reputable source, has not since been modified, 

either prior to installation or once it was on my device. 

10.1.3 Confidentiality 

Confidentiality ensures that only authorized parties can read my data. I may 

have confidential documents I want to send to a client, and I don't want anyone 

else reading my health records or details of my bank account. It's also essential 

that passwords and PINs can be sent confidentially. 

1 0.1.4 Authorization 

Authorization is about safety. The application or requesting party should be 

able to undertake only certain, "safe" operations. For instance, I might allow 

an application from an unknown source to access a printer or read files in a 

particular directory, but I wouldn't want to grant it access to the phone or to 

my complete set of files. On the other hand, I might grant an application from 

a totally trusted source complete access to the system; for example, a phone 

operator from time to time will want to download patches or upgrades to the 

operating system. 

10.1.5 Non-repudiation 

Non-repudiation is also known as auditing or accountability. It's about ensuring 

that a party cannot later deny having sent us a document or receiving a cash 

transfer, or a customer cannot deny placing an order nor a merchant deny 

obtaining payment securely. 
More precisely, non-repudiation means that both the sender(s) and recip­

ient(s) can prove to a third party that: 

• the sender(s) did indeed send the transaction(s) 

• the recipient(s) received the identical transaction(s). 

Non-repudiation requires that each transaction is signed with a digital signature. 

A trusted third party (who might be a certificate authority or the PKI) is needed 

to store these proofs of transaction and must also securely time-stamp them. 

In the case of a dispute the trusted third. party must be able to provide these 

proofs. 
A useful summary is provided by http://www.it.isy.liu.se/rvasalpublications 

/NonRepudiation.html. 

10.1.6 End-to-end Security 

Security must be implemented seamlessly from the originating server right 

throughto the device. Having to decrypt and re-encrypt at a gateway introduces 
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security risk This is often necessary when moving between protocols such as

WAP and HTTP In particular concerns with WAP security originate from the

requirement to translate between wireless WTLS and Internet TLS encryption
There have been reports of malicious attacks entering the WAP gateway for

packet sniffing and spoofing

10.2 The Components Needed to Create Secure

Environment

Implementing our five key ingredients for secure environment authentication

integrity confidentiality authorization and non-repudiation requires number
of building blocks This section describes some of these building blocks and at

the same time provides glossary of security-related terms

Encryption Taking clear text and encoding it with known and well-

understood algorithm to produce cipher text The algorithm is seeded with

key

Decryption Decoding cipher text into clear text generally using the same

algorithm that was used to encrypt the text The key may be the key used

for encryption symmetric encryption or complementary key asymmetric

encryption

Key Keys range in size from tens of bits for symmetric encryption e.g DES
to thousands of bits for asymmetric encryption e.g RSA

Key pair Key pairs consist of public key and private key They are

used for asymmetric encryption which means that if data is encrypted using

private key it must be decrypted using the matching public key symmetric

encryption uses the same key to encrypt and decrypt data The private key

should be known only to the owner while the public key can be known to

anyone
DES Data Encryption Standard Symmetric encryption which means that

the same key is used for encryption and decryption DES encodes 64-bit blocks

with 56-bit key Its fast and provided the key is kept confidential its very

secure The problem is transporting the key securely between parties

Message digest digital fingerprintof some data message digest is

relatively small tens of bytes and of fixed size It is generated from the

original data using one-way algorithm which means that the message digest

cannot be used to create the original data It is also important that the amount

by which the original data is changed is randomly related to the size of the

change in the message digest In other words small change in the original

data can produce large change in the digest Equally it should be very

unlikely that two different sets of data can produce the same digest Examples
of message digest algorithms are MD5 and SHA-1

Digital signature message digest signed with private key and which is

therefore not forgeable assuming the private key is protected documents
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a security risk. This is often necessary when moving between protocols such as 
WAP and HTTP. In particular, concerns with WAP security originate from the 
requirement to translate between wireless (WTLS) and Internet (TLS) encryption. 
There have been reports of malicious attacks entering the WAP gateway for 
packet sniffing and spoofing. 

10.2 The Components Needed to Create a Secure 
Environment 

Implementing our five key ingredients for a secure environment (authentication, 
integrity, confidentiality, authorization, and non-repudiation) requires a number 
of building blocks. This section describes some of these building blocks and at 
the same time provides a glossary of security-related terms. 

Encryption: Taking clear text and encoding it with a known and well­
understood algorithm to produce a cipher text. The algorithm is seeded with 
a key. 

Decryption: Decoding cipher text into clear text, generally using the same 
algorithm that was used to encrypt the text. The key may be the key used 
for encryption (symmetric encryption) or a complementary key (asymmetric 
encryption). 

Key: Keys range in size from tens of bits for symmetric encryption (e.g. DES) 
to thousands of bits for asymmetric encryption (e.g. RSA). 

Key pair: Key pairs consist of a public key and a private key. They are 
used for asymmetric encryption, which means that if data is encrypted using · 
a private key it must be decrypted using the matching public key (symmetric 
encryption uses the same key to encrypt and decrypt data). The private key 
should be known only to the owner, while the public key can be known to 
anyone. 

DES: Data Encryption Standard. Symmetric encryption, which means that 
the same key is used for encryption and decryption. DES encodes 64-bit blocks 
with a 56-bit key. It's fast and, provided the key is kept confidential, it's very 
secure. The problem is transporting the key securely between parties. 

Message digest: A digital "fingerprint"of some data. A message digest is 
relatively small (tens of bytes) and of a fixed size. It is generated from the 
original data using a one-way algorithm, which means that the message digest 
cannot be used to create the original data. It is also important that the amount 
by which the original data is changed is randomly related to the size of the 
change in the message digest. In other words, a small change in the original 
data can produce a large change in the digest. Equally, it should be very 
unlikely that two different sets of data can produce the same digest. Examples 
of message digest algorithms are MOS and SHA-1 . 

Digital signature: A message digest signed with a private key and which is 
therefore not forgeable (assuming the private key is protected). A document's 
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DES encryption

Srate key

DES Encrypted

cyptographic

DES decryption

rivateke

Encrypted DES
Message

cryptographic

Figure 10.1 Using DES to encrypt and decrypt message the cipher text

digital signature can be used to authenticate the document i.e ensure that it

was sent by the person or organization who claims to have sent it and that it

has not been tampered with

J-H Hash function

ers cryptographic

Digital

signature

Figure 10.2 Creating digital signature The key with an behind it represents the senders

private key

Certificates or Digital Certificates way to guarantee that public key

belongs to the person or organization it represents The owner of the public

key requests certificate from Certificate Authority CA and must satisfy the

CA that they are the person or body they claim to be The CA then issues

the owner with certificate signed with the CAs private key X.509 is the

common standard for certificates
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DES encryption 

DES 
cyptographic 

process 

DES decryption 

DES 
cryptographic 

process 

Encrypted 
message 

Message 

Figure 10.1 Using DES to encrypt and decrypt a message (the cipher text}. 

digital signature can be used to authenticate the document, i.e. ensure that it 
was sent by the person or organization who claims to have sent it, and that it 
has not been tampered with. 

Message Hash function 
(MDS) 

Message digest 

RSA 
cryptographic 

process 

Digital 
signature 

Figure 10.2 Creating a digital signature. The key with an " X" behind it represents the sender' s 
private key. 

Certificates (or Digital Certificates): A way to guarantee that a public key 
belongs to the person or organization it represents. The owner of the public 
key requests a certificate from a Certificate Authority (CA) and must satisfy the 
CA that they are the person or body they claim to be. The CA then issues 
the owner with a certificate, signed with the CA's private key. X.509 is the 
common standard for certificates. 
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Signers

public key

Signers

name
address etc

Serial number

Name of CAl Hash function Certificate digest

issuer MD5
Validity dates

Certificate digest RSA

encrypted cryptographic
Certificate digest

identical yes Authorized

process
CAs

Unauthorized

Figure 10.3 How recipient uses the CAs public key to verify the owners public key The key
with an Obehind it represents the certificate authoritys public key The certificate contains the

owners unencrypted public key plus digest signed with the CAs private key

Key management Manages database of principals entities such as indi
vidual users or groups their public and private keys and their certificates

Identities are real-world entities such as people companies or organizations
who have public key An identity may also have associated one or more
certificates authenticating their public key

Signers are entities who have private keys in addition to corresponding
public keys Private keys can be used for signing Prior to signing any file

signer must have public and private key pair and at least one certificate

authenticating their public key

Key management provides facilities to

import and export certificates

display information about certificate

possibly generate certificates

sign and verify JAR files

The key manager must be tamper proof to protect the private keys and
certificates it contains JDK 1.1 provides key management tool for Solaris and
Windows platforms named javakey however no key management facilities

are provided with the Symbian OS v6.O implementation
PKI Public Key Infrastructure The set of hardware software people and

procedures needed to create manage store distribute and revoke certificates

based on public-key cryptography see http//dev.baltimore.com/pki/pki.html
for further details
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• Signer's 
public key 

• Signer's 
.name, 
address, etc 

• Serial number 
• Name of CA/ 

issuer 
.• Validity dates 

Hash function ------- Certificate digest 
(MD5) 

RSA 
cryptographic 

process 

Certificate digest 

no 

+ 
Unauthorized 

yes- Authorized 

Figure 10.3 How a recipient uses the CA's public key to verify the owner's public key. The key 
with an "O"behind it represents the certificate authority's public key. The certificate contains the 
owner's unencrypted public key plus a digest signed with the CA's private key. 

Key management: Manages a database of principals (entities such as indi­
vidual users or groups), their public and private keys, and their certificates. 

Identities are real-world entities such as people, companies, or organizations 
who have a public key. An identity may also have associated one or more 
certificates authenticating their public key. . 

Signers are entities who have private keys in addition to corresponding · 
public keys. Private keys can be used for signing. Prior to signing any file, a 
signer must have a public and private key pair, and at least one certificate 
authenticating their public key. 

Key management provides faci I ities to: 

• import and export certificates 

• display information about a certificate 

• possibly generate certificates 

• sign and verify JAR files. 

The key manager must be tamper proof to protect the private keys and 
certificates it contains. JDK 1.1 provides a key management tool for Solaris and 
Windows platforms, named javakey; however, no key management facilities 
are provided with the Symbian OS v6.0 implementation. 

PKI: Public Key Infrastructure. The set of hardware, software, people, and 
procedures needed to create, manage, store, distribute, and revoke certificates 
based on public-key cryptography (see http://dev.ba/timore.comlpkilpki.html 
for further details). 
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Fine-grained security Or fine-grained access control By default Java

provides two security domains one for Applets and the other for applications

Java Applet has very restricted access to devices resources for instance it

cannot read or write local files and on Symbian OS v6.0 it cannot access any

JavaPhone APIs Java application on the other hand has complete system

access within the constraints imposed by the Java specification so arbitrary

files can be read and written This approach to security is too coarse for many

applications Fine-grained security allows more control over what an applica

tion can and cannot do For instance can allow certain application to create

file in specified directory More specifically the rights that are granted to an

application depend on where it was loaded from and its associated certificates

10.2.1 Putting it Together

Table 10.1 shows how our building blocks are used to achieve the five key

requirements for secure system

Table 10.1 How the building blocks are used to achieve the five key requirements for secure

system

Authentication Integrity Confidentiality Authorization Non-

repudiation

Encryption

DES

Keys

Message digest

Digital signature

Certificates

Key management
PKI

Fine grained security

10.3 Java as Secure Platform

Security was and is one of Javas critical design goals and its built into Java

from the ground up Features such as the byte code verifier prevention of

random memory accesses and disallowing inappropriate casting ensure that

Java can be used to develop secure systems Achieving the same watertight

security with other languages is difficult if not impossible

While the Java language was predicated on security and Visual Basic

were driven by different criteria in particular flexibility and freedom..C or

do not provide the basic security foundations provided by Java so there will

always be lower level of confidence in solutions based on these languages

Visual Basic provides features such as VarPtr and ObjPtr which can be used to
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Security was, and is, one of Java's critical design goals, and it's built into Java 

from the ground up. Features such as the byte code verifier, prevention of 

random memory accesses, and disallowing inappropriate casting ensure that 

Java can be used to develop secure systems. Achieving the same watertight 

security with other languages is difficult, if not impossible. 

While the Java language was predicated on security, C and Visual Basic 

were driven by different criteria, in particular flexibility and freedom .. C or c++ 
do not provide the basic security foundations provided by Java, so there will 

always be a lower level of confidence in solutions based on these languages. 

Visual Basic provides features such as VarPtr and ObjPtr which can be used to 
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access random memory locations and variant data types can be used to make

illegal casts

10.4 Symbian OS v6.0 Security Capabilities

10.4.1 Java Security

Symbian OS v6.0 implements PersonalJava 3.0 which in turn inherits JDK1 .1s

security capabilities However there are couple of differences the access

control list package java.security.acl is not supported in Personaljava simply
because Personaljava is intended for single-user rather than multi-user systems
ii in Personaljava the security classes are in the sun.pjava.security package
while in JDK1 .1 they are implemented in java.security With these two caveats
the Symbian OS v6.0 and EPOS Release Java securitymodels are thus identical

JDK .1 includes APIs to create key pairs message digests and digital

signatures It also includes abstract interfaces for key management and access

control however specific APIs to support X.509 v3 certificates and other

certificate formats are not included and access control is fairly limited DSA is

the only built-in digital signature algorithm in JDK1.1 though the framework

can easily accommodate other algorithms such as RSA MD5 and SHA message
digest algorithms are provided

The JDK1 .1 security architecture allows different cryptography providers to

provide their own algorithms SHA and MD5/RSA are examples of hash

algorithm and signature generation algorithm respectively and also to

provide implementations for particular algorithm So signature generated
with one providers MD5/RSA implementation can be verified with second

providers MD5/RSA implementation

Java security on Symbian OS v6.O can only be partial because the underlying

platform is itself insecure All Java applications are trusted and can thus access

any data file as can any application For instance Java or

application could replace the Java VM with its own The class path is also

unrestricted so that system classes except for those that are preloaded can be

replaced Nonetheless Java App lets are secure though at the price of limiting

their functionality

10.4.2 Extending Security Capabilities

Although PersonalJava 3.0 does not implement key management it does provide
abstract classes that cryptography provider can use to create their own key

store Figure 10.4

Identity

The Identity class represents identities as we saw earlier these are real-world

objects such as people companies or organizations whose identities can be
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access random memory locations, and variant data types can be used to make 
illegal casts. 

• 10.4 Symbian OS v6.0 Security Capabilities 

10.4.1 Java Security 
Symbian OS v6.0 implements Personaljava 3.0 which in turn inherits JOK1 .1 's 
security capabilities. However, there are a couple of differences: (i) the access 
control list package (java.security.acl) is not supported in Personaljava, simply 
because Personaljava is intended for single-user rather than multi-user systems, 
(ii) in Personaljava the security classes are in the sun.pjava.security package 
while in JOK1 .1 they are implemented in java.security. With these two caveats, 
the Symbian OS v6.0 and EPOS Release 5 Java security models are thus identical. 

JOK 1.1 includes APls to create key pairs, message digests, and digital 
signatures. It also includes abstract interfaces for key management and access 
control; however, specific APls to support X.509 v3 certificates and other 
certificate formats are not included, and access control is fairly limited. OSA is 
the only built-in digital signature algorithm in JDK1 .1, though the framework 
can easily accommodate other algorithms such as RSA. MOS and SHA message 
digest algorithms are provided. 

The JOK1 .1 security architecture allows different cryptography providers to 
provide their own algorithms (SHA and MOS/RSA are examples of a hash 
algorithm and a signature generation algorithm respectively), and also to 
provide implementations for a particular algorithm. So a signature generated _ 
with one provider's MOS/RSA implementation can· be verified with a second 
provider's MOS/RSA implementation. 

Java security on Symbian OS v6.0 can only be partial because the underlying 
platform is itself insecure. All Java applications are trusted and can thus access 
any data file (as can any c++ application). For instance a Java or c++ 
application could replace the Java VM with its own. The class path is also 
unrestricted so that system classes, except for those that are preloaded, can be 
replaced. Nonetheless, Java Applets are secure, though at the price of limiting 
their functionality. 

10.4.2 Extending Security Capabilities 

Identity 

Although Personaljava 3.0 does not implement key management it does provide 
abstract classes that a cryptography provider can use to create their own key 
store (Figure 10.4). 

The Identity class represents identities: as we saw earlier these are real-world 
objects such as people, companies, or organizations whose identities can be 
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Principal

getNameQString

L1

Identity

addCertificateCertificate

-tcertificatesoCertificate

getPublicKey

getScopeOIdentitiyScope

removeCertificateCertificate

setPublicKeyPublicKey

IdentityScope Signer

addldentityIdentity
getPrivateKeyOPrivateKey

getldentityPrincipalIdentity
setKeyPairKePair

getldentityPublicKeyIdentity

getldentityStringIdentity

getSystemScope IdentityScope

identitiesQEriumeration

removeldentityldentity

Figure 10.4 The Java key management classes All four classes are abstract Only the principal

methods are listed

authenticated using their public keys Identities may also be more abstract or

concrete constructs such as demon threads or smart cards

All Identity objects have name and public key Names are immutable

An Identity also has set of certificates all certifying its own public key
The Principal names specified in these certificates need not be the same only

the key
Given an Identity we can obtain its name its public certificate and its

IdentityScope i.e reference to the object in which the Identity is stored

Signer

The Signer class extends the Identity class

Signer represents identities that can be used to digitally sign data As such

they contain private keys and must therefore be stored securely

Signer has methods to set its KeyPair and obtain its private key

IdentityScope

The IdentityScope class is subclass of the Identity class

An IdentityScope serves as general abstraction for repositories of Identity

objects The actual repository might be database SIM card server PGP key

Signer 

ldentityScope 
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Principal 

+getName():String 

f 
Identity 

+addCertificate(Certificate) 
+certificates():Certificate[J 

* 
+getPublicKey() 
+getScope():ldentitiyScope 
+removeCertificate( Certificate) 
+setPublicKey(PublicKey) 

6 6 
I 

ldentityScope Sig ner 

+addldentity(ldentity) +getPrivateKey(): Private Key 

---<> 
+getldentity(Principal):ldentity 
+getldentity(PublicKey):ldentity 
+getldentity(String): Identity 
+getS¥~temSco12e(): I d_entit~Sco~e 
+ident1t1es():Enumerat1on 
+removeldentity(ldentity) 

+setKeyPair(KeP air) 

Figure 10.4 The Java key management classes. All four classes are abstract. Only the principal 
methods are listed. 

authenticated using their public keys. Identities may also be more abstract (or 
concrete) constructs, such as demon threads or smart cards. 

All Identity objects have a name and a public key. Names are immutable. 
An Identity also has a set of certificates (all certifying its own public key). 

The Principal names specified in these certificates need not be the same, only 
the key. 

Given an Identity we can obtain its name, its public certificate, and its 
ldentityScope, i.e. a reference to the object in which the Identity is stored. 

The Signer class extends the Identity class. 
A Signer represents identities that can .be used to digitally sign data. As such, 

they contain private keys and must therefore be stored securely. 
A Signer has methods to set its KeyPair and obtain its private key. 

The ldentityScope class is a subclass of the Identity class. 
An ldentityScope serves as a general abstraction for repositories of Identity 

. objects. The actual repository might be a database, SIM card, server, PGP key 
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ring or file These repositories are used by various mechanisms such as

secure class loaders to verify classes and assign permissions or by signing
tools to retrieve private keys and generate digital signatures It is possible

and in fact expected that different types of IdentityScope will apply different

policies for operations on the various types of Identity objects

No two Identity objects in the same IdentityScope can have the same public

key or the same name Similarly since there is only one private key per public

key private keys must also be unique
An IdentityScope can contain Identity objects of all kinds including other

IdentityScopes The IdentityScope class provides methods to retrieve add and

remove all types of Identity objects and their subclasses

default IdentityScope is supplied by the SUN cryptography provider
This manages repository of keys certificates and trust levels and is avail

able to applications for authentication or signing purposes An instance

of this class is created every time Java program is run or an Applet
viewer is started This can be retrieved using IdentityScope Identi
tyScope getSystemScope

In general public key repositories should be kept separate from private key

repositories On WID this might mean that private keys should be stored on
the SIM card

10.4.3 Using HTTPS to Access Secure Site

The HTTPS protocol allows information to be transferred securely between

client and secure website using the SSL protocol Java on Symbian OS
v6.O provides HTTPS support via an HTTPS URL This is implemented by the

underlying EPOC SSL functionality and is independent of the security APIs

in Java

The following code segment shows how secure site can be accessed
It copies the contents of the site specified by the String address into the file

temp.txt

String address

URL un new URL address
BufferedlnputStream inStream new

BufferedlnputStreamurl.openstreamo
FileOutputStream outStream new FileOutputStream temp.txt
while true

mt data inStream.read
if data -1 break
outStream.wnite data

inStream.close
outStream flush
outStream close
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ring, or a file. These repositories are used by various mechanisms, such as 
secure class loaders, to verify classes and assign permissions, or by signing 
tools to retrieve private keys and generate digital signatures. It is possible, 
and in fact expected, that different types of ldentityScope will apply different 
policies for operations on the various types of Identity objects. 

No two Identity objects in the same ldentityScope can have the same public 
key or the same name. Similarly, since there is only one private key per public 
key,. private keys must also be unique. 

An ldentityScope can contain Identity objects of all kinds, including other 
ldentityScopes. The ldentityScope class provides methods to retrieve, add, and 
remove all types of Identity objects and their subclasses. 

A default ldentityScope is supplied by the SUN cryptography provider. 
This manages a repository of keys, certificates, and trust levels and is avail­
able to applications for authentication or signing purposes. An instance 
of this class is created every time a Java program is run or an Applet 
viewer is started. This can be retrieved using Iden ti tyScope Identi­
tyScope. getSystemScope (). 

In general, public key repositories should be kept separate from private key 
repositories. On a WID this might mean that private keys should be stored on 
the SIM card. 

10.4.3 Using HTTPS to Access a Secure Site 

The HTTPS protocol allows information to be transferred securely between 
a client and a secure website using the SSL protocol. Java on Symbian OS 
v6.0 provides HTTPS support via an HTTPS URL. This is implemented by the 
underlying EPOC SSL functionality and is independent of the security APls 
in Java. 

The following code segment shows how a secure site can be accessed. 
It copies the contents of the site specified by the String address into the file 
temp.txt: 

String address= "https://< . . . >"; 
URL url = new URL(address ) ; 
BufferedinputStream inStream = new 
BufferedinputStr eam(url.openStream ()) ; 
FileOutputStream outStre am = new FileOutputStream ( "temp. t x t "); 
while(true ) 
{ 

int data= inStream.read(); 
if(data == -1 ) break; 
outSt ream.write(data ) ; 

inStream . close () ; 
outStre am . flush (); 
outStream.close ( ); 
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If you are using this code from the Emulator with the HTTPS protocol you need

to ensure that you are using the Emulators HTTP stack and not the Windows

stack The latter is the default however this will generate an lOException with

the error SimpleHttpsSocket is not open if you attempt an HTTPS transfer

The Emulator therefore needs to be configured to use dial-in connection

This can be achieved either by using serial line modem and RAS or by using

the IR port and mobile phone few things to remember

change the name of winnet.dII in \epoc32\release\wins\urel\ or

winneLg.dII in \epoc32\release\wins\udeb\ This will ensure that the

EPOC stack is used

ensure the emulator is configured with an Internet provider

the code should be run as part of windowed application rather than as

console application

10.4.4 Native Security

Symbian OS v6.O has added significant native security features to the platform

These are outlined here for interest however they are not accessible to Java

developers The new security functions include standard cryptography algo

rithms hash key generation random number generation and certificate store

Symbian is supporting PKI for certificate management verification and revoking

The two principal modules are the cryptography module and the certificate

management module

The cryptography module includes the following components

raw cryptography algorithms allowing data to be encrypted and decrypted

The supported symmetric ciphers are DES 3DES RC2 RC4 RC5 The

supported asymmetric ciphers are RSA DSA DH

hash functions to support message digests MD5 SHA SHA1 HMAC

random number generator the basis for the cryptographic key generation

The certificate management module provides the following services

storing and retrieving certificates

assigning trust status to certificate On an application-by-application basis

certificate chain construction and validation

verifying certificate

The certificate management module includes an API for use by any Symbian

or licensee client requiring its services however it is not public API

One important client is the certificate management control panel application

This provides user interface for configuring data used by the certificate
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10.4.4 Native Security 

Symbian OS v6.0 has added significant native security features to the platform. 

These are outlined here for interest; however, they are not accessible to Java 

developers. The new security functions include standard cryptography algo­

rithms, hash key generation, random number generation, and a certificate store. 

Symbian is supporting PKI for certificate management, verification, and revoking. 

The two principal modules are the cryptography module and the certificate 

management module. 
The cryptography module includes the following components: 

• raw cryptography algorithms allowing data to be encrypted and decrypted. 

The supported symmetric ciphers are DES, 3DES, RC2, RC4, RCS. The 

supported asymmetric ciphers are RSA, DSA, DH 

• hash functions to support message digests: MDS, SHA (SHA 1 ), HMAC 

• a random number generator, the basis for the cryptographic key generation. 

The certificate management module provides the following services: 

• storing and retrieving certificates 

• assigning trust status to a certificate on an application-by-application basis 

• certificate chain construction and validation 

• verifying a certificate. 

The certificate management module includes an API for use by any Symbian 

or licensee client requiring its services; however, it is not a public API. 

One important client is the certificate management control panel application. 

This p·rovides a user interface for configuring data used by the certificate 
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management component including trusted root certificates and trust status of

each certificate on an application-by-application basis

Support is initially limited to X.509 certificates along with PKIX certificate

usage profile The architecture allows for other certificate formats andprofiles
to be added

10.5 The Thumbprint Example

The Thumbprint example illustrates the Personal Java security APIs The app Ii-

cation allows key pair to be generated signature for file to be created

using private key and file to be verified using public key and the files

signature The example is written for the Crystal reference design though it can
easily be modified for other platforms

Figure 10.5 The Thumhprint example running under the Crtil emulator

Thumbprint is intended to give flavor of what can be achieved on Symbian
OS v6.O An online tutorial covering the JDK1.1 security APIs can be found
at http//web2.java.sun.com/docs/books/tutoriaI/securityi 1/index.html and
further details of the architecture and APIs are provided with the JDK1 .1

installation docs/guide/security/CryptoSpec.htm

10.5.1 Setup

The application is created in the com.symbian.devnet.crystal.thumbprint

package The implementation for the security APIs is in sun.pjava.security
so we need to import this package the APIs are defined in java.security As
we are creating an application for the Crystal reference design our Thumbprint
class extends CFrame and implements the CBAListener

package corn symbian devnet crystal thumbprint
import com.synthian.devnet.crystal.awt
irnport corn symbian epoc awt

irnport java.awt
import java awt event
import java.io
import sun.pjava.security
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management component, including trusted root certificates and trust status of 
each certificate on an application-by-application basis. 

Sl;lpport is initially limited to X.509 certificates along with a PKIX certificate 
usage profile. The architecture allows for other certificate formats and profiles 
to be added. 

10.5 The Thumbprint Example 

The Thumbprint example illustrates the Personal Java security APls. The appli­
cation allows a key pair to be generated, a signature for a file to be created 
using a private key, and a file to be verified using a public key and the file's 
signature. The example is written for the Crystal reference design though it can 
easily be modified for other platforms. 

Figure 10.5 The Thumbprint example running under the Crystal emulator. 

Thumbprint is intended to give a flavor of what can be achieved on Symbian · 
OS v6.0. An online tutorial covering the JDK1 .1 security APls can be found 
at http:llweb2.java.sun.com/docslbooksltutoriallsecurity1 .1 lindex.html and 
further details of the architecture and APls are provided with the JDK1 .1 
installation (docslguidelsecurity/CryptoSpec.htm~. 

10.5.1 Setup 

The application is created in the com.symbian.devnet.crystal.thumbprint 
package. The implementation for the security APls is in sun.pjava.security, 
so we need to import this package (the APls are defined in java.security). As 
we are creating an application for the Crystal reference design, our Thumbprint 
class extends CFrame and implements the CBAListener. 

package com.syrnbian.devnet.crystal . thumbpr int; 
import com . syrnbian.devnet.crystal.awt.* ; 
import com . symbian . epoc.awt.*; 
import java.awt . *; 
import java . a wt.event.*; 
import java .io. *; 
import sun.pjava.security.*; 
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class Thumbprint extends CFrame implements CSAListener

private static CBAHandler cba /7 Handles the CBA buttons

static final mt CREATE_KEYS

EikCommandButtonGroup BtJTTOITl

static final mt CREATE_SIG

EikCommandButtonGroup BtJTTON2

static final mt VERIFY EikCommandButtonGroup.BtJTTON3
static final mt CLOSE EikCommandButtonGroup.BUTTON4

keyAlgorithmc keynameF and sgnatureAlgorithmc are compo
nents used to select key generation algorithm choose name for the key

pair and to select an algorithm for creating signature

publicDr and privateDir define directories used to store public and

private keys respectively

private static List keyAlgorithmC new List2
private static TextField keyNameF new TextFieldMyKey 12
private static List signatureAlgorithmC new List2
private static Gridpanel mainPanel new GridPanel
private static TextArea statusF new TextArea6 60
private static File publicDir new FilePublicKeys\\
private static File privateflir new FilePrivateKeys\\

10.5.2 The Constructor

The constructor sets up the UI The Security class is used to obtain information

aboLit the available cryptography providers which is then displayed using

printin The only provider available to us in Symbian OS v6.O is SUN

Thumbprint

setTitle Version.TITLE

aboutDialog.setTitleAbout Version.TITLE
aboutDialog text Version DIALOG_TEXT

GridPanel mainPanel new GridPanel
mainPanel .constraints anchor GridBagConstraints .WEST
mainPanel constraints .weiqhtx 1.0

Provider providers Security.getprovidersO
forint i0 providers.length

printlnProviders name providers Lii .getNameO
println providers Li .getlnfoO
printlnVersion providers .getVersionO
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class Thumbprint extends CFrame implements CBAListener 

private static CBAHandler cba; / / Handles the CBA buttons 
static final int CREATE_KEYS 

= EikCommandButtonGroup . BUTTONl; 
static final int CREATE_SIG 

= EikCommandButtonGroup.BUTTON2; 
static final int VERIFY= EikCommandButtonGroup .BUTTON3; 
static final int CLOSE= EikCommandButtonGro up.BUTTON4; 

keyAlgorithmC, keynameF, and signatureAlgorithmC are compo­
nents used to select a key generation algorithm, choose a name for the key 
pair, and to select an algorithm for creating a signature. 

publicDir and privateDir define directories used to store public and 
private keys respectively: 

private static List keyAlgorithmC = new List(2); 
private static TextField keyNameF = new TextField ( 11 MyKey 11

, 1 2) ; 
List signatureAlgorithmC = new List(2 ) ; private static 

private static GridPanel mainPanel = new GridPanel(); 
private static TextArea statusF = new TextArea(6, 60); 
private static File publicDir = new File ( 11 PublicKeys\ \ 11

) ; 

private static File pri vateDir = new File ( 11 Pri vateKeys\ \ 11
) ; 

10.5.2 The Constructor 

The constructor sets up the UI. The Security class is used to obtain information 
about the available cryptography providers, which is then displayed using 
println () . The only provider available to us in Symbian OS v6.0 is SUN: 

Thumbprint () 
{ 

setTitle(Version.TITLE); 
aboutDialog.setTitle( 11 About 11 +Version.TITLE); 
aboutDialog.text = Ver sion.DIALOG_TEXT; 

GridPanel mainPanel = new GridPanel(); 
mainPanel.constraints.anchor = GridBagConstraints.WEST ; 
mainPanel.constraints.weightx = 1.0; 

Provider[] providers = Securit.y.getProviders (); 
for ( int i=0; i < p r oviders . length; i++) 
{ 

pri ntln("Provider ' s name: 11 + providers[i].getName() ) ; 
println (providers [i] .getinfo ()); 
print ln( 11 Version: 11 + providers[il . getVersion() ) ; 
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The security APIs dont provide methods for obtaining the available algorithms

Standard names are defined for the algorithms

key pair generation algorithms RSA DSA

message digest algorithms SHA-1 or SHA MD2 MD5

signature algorithms where the key-pair is DSA DSA also known as

SHA-i /DSA

signature algorithms where the key-pair is RSA MD2/RSA MD5/RSA
HA-i /RSA

We use these names to populate the UI components used to choose an

algorithm however the SUN cryptography provider supports only DSA

mainPanei.addnew LabeiKey qenerator\naigorithm
keyAlgorithmC add nSA
keyAlgorithmC add RSA
keyAlgorithmC.seiect
mainPanei.addkeyAlgorithmC

mainPanel.addnew LabelName for your\nkey pair
mainPanei.addkeyNameF

mainPanel.add new LabeiSignature\naigorithm
signatureAigorithmC add nSA
signatureAigorjthmc add MD2/RSA
signatureAigorithmC add MD5/RSA
signatureAigorithmC.addSHA-1/RSA
signatureAlgorithmC.select

mainPaneiaddsignatureAigorithmt

Create the directories used to store the key pairs we generate then set up the

remaining UI components including the CBA buttons

ifpubiicDir.exists

ifpublicnir.mkdir printinFailed to create

publicnir.getAbsolutepath

ifiprivetenir.exists

ifprivateDir.mkdir printlnFaiied to Create

privatenir getAbsoluteoath

mainpanel Constraints gridwidth
GridBagConstraints REMAINDER

mainPanel.addstatusF
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The security APls don't provide methods for obtaining the available algorithms. 
Standard names are defined for the algorithms: 

• key pair generation algorithms: RSA, DSA 

• message digest algorithms: SHA-1 (or SHA), MD2, MDS 

• signature algorithms, where the key-pair is DSA: DSA (also known as 
SHA-1/DSA) 

• s·ignature algorithms, where the key-pair is RSA) MD2/RSA, MOS/ RSA, 
SHA-1/RSA. 

We use these names to populate the UI components used to choose an 
algorithm; however, the SUN cryptography provider supports only DSA: 

mainPanel.add(new Label("Key generator\ nalgorithm"), 0, 0); 
keyAlgori thmC. add ( "DSA") ; 
keyAlgori thmC. add ("RSA") ; 
keyAlgorithmC .selec t (O); 
mainPanel . add(keyAlgorithmC , 1 , O); 

mainPanel.add (new Label ( "Name for your\nkey pair" ), 2, 0); 
mainPanel. add(keyNameF , 3, O); 

mainPanel.add(new Label ( "Signature\nalgorithm" ), 0, 1); 
signatureAlgorithmC.add("DSA" ) ; 
signatureAlgorithmC. add ( "MD2/RSA" ) ; 
signatureAlgorithmC . add ( "MDS / RSA") ; 
signatureAlgorithmC.add("SHA-1/RSA" ); 
signatureAlgorithmC.select(O); 
mainPanel .add(signatureAlgorithmC, 1, 1) ; 

Create the directories used to store the key pairs we generate, then set up the 
remaining UI components including the CBA buttons: 

if ( !publicDir.exists ()) 
{ 

if(!publicDi r .mkdir{)) p rintln("Failed to create " 
+ publicDir . getAbsolutePath()); 

if ( !privateDir.exists()) 
{ 

if( !privateDir.mkdir()) p r intln("Failed to create " 
+ privateDir. g etAbso lutePath()); 

mainPanel . constraints.gridwidth 
= GridBagConstraints . REMAINDER ; 

mainPanel . add (statusF, 0, 2); 
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cba new CBABandlerthis
cba.setText CREATEJCEYS Create\nkeys
cba setText CREATE_SIG Create a\nsignature
cba.setTextVERIFY Verify a\nfile
cba.setTextCLOSE Close
cba activate

add rnainPanel
show

10.5.3 openFile

openFile is utility method It creates file dialog with the given title and

displaying the given directory The method returns buffered input stream or

null if the user didnt select file

private BufferedlnputStreatfl openFileString title String

directory

try

FileDialog fileflialog new FileDialogthis title
fileflialog.setflirectorydirectorY
fileflialog.show
return new EufferedlnputStream new FilelnputStream new

File fileflialog.getuirectory
fileflialog getFile

catch FileNotFoundException fnfe

printlnCouldnt open directory
return null

catch NullPointerException npe

return null

10.54 updateSignature

updateS ignature updates the specified Signature from the specified

lnputStream The lnputStream refers to the file to be signed or verified

private void updateSignatureSignature dsa InputStream file

throws lOException SignatureException

byte data new byte
mt count

while true
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cba = new CBAHandler(this); 

cba. setText (CREATE....KEYS, "Create\nkeys"); 

cba.setText{CREATE-8IG, "Create a \ nsignature " ) ; 

cba .setText(VERIFY, "Verify a \ nfile"); 

cba.setText(CLOSE, "Close") ; 
cba.activate(); 

add(rnainPanel); 
show() ; 

10.5.3 openfile() 

openFi le () i~ a utility method. It creates a file dialog with the given title and 

displaying the given directory. The method returns a buffered input stream or 

null if the user didn't select a file: 

p rivate BufferedinputStream openFile (String title, String 

director y) 

try 
{ 

} 

FileDialog fi leDialog = new FileDi a l og(this , title) ; 

fileDialog . setDirectory(directory); 

fileDialog.show(); 
return new BufferedinputStrearn{new FileinputStream( new 

File(fileDialog . getDirectory(), 

f ileDialog .getFile()))) ; 

catch(FileNotFoundException f nfe) 

{ 
println ("Couldn't open " + directory) ; 

retur n null; 

catch{NullPo interException npe) 

{ 
return n u ll; 

10.5.4 updateSignature() 

updateSignature () updates the specified Signature from the specified 

lnputStream. The lnputStream refers to the file to be signed or verified: 

p r ivate void updateSignature (Signature dsa, InputStrearn f ile ) 

t hro ws !OExcepti on, SignatureException 

byte [] data= new byte [l28]; 

int count = O; 
whil e {true) 
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count file.readdata
if count break
dsa.updatedata count

file.closeO

10.5.5 Handling User Input

cbaActionPerformed handles user input from the four CBA buttons and

as such does most of the work It creates key pairs creates the signature for

file and verifies previously signed file Most of the activities are timed using

System.currentTimelvlillis

public void cbaActionPerformedCBAEvent cbae

try

switchcbae.getIDO

The user has pressed the Create keys button KeyPairGener
ator get Instance String algorithm returns KeyPairGenerator

keyGen The user selects the name of the algorithm using the keyAigorithmC
List component The KeyPairGenerator is initialized with the desired strength of

the key 1024 in this case and random number generator KeyPair instance

pair is obtained using KeyPairGenerator génerateKeyPair The

private and public keys are then obtained from the KeyPair

case CREATE_KEYS

long startTime System.currentTimeMillis
KeyPairGenerator keyGen KeyPairGenerator

getlnstancekeyAlgorithmC.getse.ectedltemO
keyGen.initialize1024 new SecureRandomO
KeyPair pair keyGen.generateKeyPairO
PrivateKey privateKey pair.getPrivateO
PublicKey publicKey pair.getPublicO
println System.currentTimeMillis

startTime ms to create key pair

The public and private keys are written to the relevant directories Using an

ObjectOutputStream serializes the keys

ObjectOutputStream 005 new ObjectOutputStream new
FileOutputStreamnew File publicDir

keyNameF getText

oos writeObj ect publicKey
oos.close
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count; file.read(data); 
if(count <; O) break; 
dsa.update(data, 0, count); 

file. close (); 
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10.5.5 Handling User Input 

cbaActionPerformed () handles user input from the four CBA buttons, and 
as such does most of the work. It creates key pairs, creates the signature for a 
file, and verifies a previously signed file. Most of the activities are timed using 
System.currentTimeMillis(): 

public void cbaActionPerformed(CBAEvent cbae) 
{ 

try 
{ 

switch(cbae.getID() ) 
{ 

The user has pressed the Create keys button. KeyPairGener­
ator. get Instance (String algorithm) returns a KeyPairGenerator, 
keyGen. The user selects the name of the algorithm using the keyAlgori thmC 
List component. The KeyPairGenerator is initialized with the desired strength of 
the key (1024 in this case) and a random number generator. A KeyPair instance, 
pair, is obtained using KeyPairGenerator. generateKeyPai r ( ) . The 
private and public keys are then obtained from the KeyPair: 

case CREATE_KEYS: 
long startTime; System.currentTimeMillis () ; 
KeyPairGenerator keyGen = KeyPairGenerator. 

getinstance{keyAlgorithmC.getSelecteditem()); 
keyGen.initialize(1024, new SecureRandom()); 
KeyPair pair= keyGen.generateKeyPair(); 
PrivateKey privateKey = pair.getPrivate(); 
PublicKey publicKey; pair.getPublic(); 
println("" + (System.currentTimeMillis() -

startTime ) + "ms to create key pair"); 

The public and private keys are written to the relevant directories. Using an 
ObjectOutputStream serializes the keys: 

ObjectOutputStream oos; new ObjectOutputStream (new 
FileOutputStream(new File (publ i cDir , 

keyNameF.getText ()))) ; 
oos.writeObject(publicKey ); 
oos.close( ) ; 
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oos new ObjectOutputStreamnew Fi1eOutputStreamew
File privateflir keyNameF.getText Ofl

oos writeObj ect privateKey
OS close

break

The user has pressed the Create signature button We get an InputStream

for the file the user wants to sign and an ObjectlnputStream for the private

key they want to use to sign it The PrivateKey is deserialized from the

ObjectlnputStream

case CREATE..SIG

InputStream file openFileSelect the file to be

signed j/examples/thurnbprint/

ObjectlnputStream ois new ObjectlnputStreamopenFile
Select private key
privateDir.getsolutePathO

privateKey PrivateKeyois.readObjectO

Signature.getlnstance String algorithm returns Signature

dsa The user selects the name of the algorithm that will sign the requested file

using the signatureAlgorithmc List component We then use our utility

method updates ignature to update the Signature with the file to be

signed

startTime System.currentTimeMillis
Signature dea Signature.getlnstance

signatureAlgorithmC.getSelectedltemO
dsa initSign privateKey
updateSignaturedsa file
println System.currentTimeMillis startTime

ms to update Signature with file to be signed

Create the signature sig as byte array

startTime System.currentTimeMillis
bytet sigdsa.signO
println System.currentTimeMillis startTirne

ms to create signature

Save the files signature to the specified location

FileDialog fileDialog new FileDialogthis
Save the files signature as

FileDialog.SAVE

fileflialog setDirectory /examples/thumbprint/

signature sig
fileflialogsetFiiefilename.sig
fileDialog.showO
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oos = new ObjectOutputStream (new FileOutputStream (new 
File (privateDir, keyNameF.getText {)) ) ) ; 

oos.writeObject(privateKey) ; 
cos.close() ; 

break; 

The user has pressed the Create signature button. We get an lnputStream 
for the file the user wants to sign and an ObjectlnputStream for the private 
key they want to use to sign it. The PrivateKey is deserialized from the 
ObjectlnputStream: 

case CREATE_SIG : 
InputStream file= openFile("Select the file t o be 

signed", "j: / examples/ thumbprint/ "); 

ObjectinputStream ois = new ObjectinputStream( openFile 
( "Select a private key", 
privateDir.getAbsolutePath ())); 

privateKey = (PrivateKey)ois.readObject ( ); 

Signature. get Instance (String algorithm) returns a Signature, 
dsa. The user selects the name of the algorithm that will sign the requested file 
using the signatureAlgorithmC List component. We then use our utility 
method updatesignature () to update the Signature with the file to be 
signed: 

startTime = System.currentTimeMillis (); 
Signature dsa = Signature . getinstance 

(signatureAlgorithmC.getSelecteditem(}); 
dsa.initSign(privateKey); 
updateSignature (dsa, file); 
println("" + (Sy stem.currentTimeMillis() - startTime ) 

+ "ms to update Signature with f i l e to be signed") ; 

Create the signature, s ig, as a byte array: 

startTime = Sy stem.currentTimeMillis (); 
byte[] sig=dsa.sign(); 
println("" + (System.cur rentTimeMillis( ) - startTime ) 

+ "ms to create signature" ) ; 

Save the file's signature to the_ specified location: 

FileDialog fileDialog = new FileDialog (this, 
"Save the file's signa ture as ... ", 
FileDialog . SAVE ); 

fileDialog.setDirectory ("j: /examples / thumbprin t / 
signature.s i g" ) ; 
fileDialog . setFile( "filename.sig " ) ; 
£ileDialog.show () ; 
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FileOutputStream signatureFile new

FileOutputStream new File fileDialog

getflirectory fileDialog.getFileO
signatureFile.writesig

signatureFile.flush
signatureFile close

break

The user has pressed the Verify button so we select the file to be verified select

and read in the correct public key create suitable Signature read the file into

the Signature read in the files signature and finally verify the file against the

signature

case VERIFY

Select the file to be verified and read in the public key

file openFileSelect the file to be verified
/exarnples/thumbprint/

ois new ObjectlnputStreemopenFileSelect the

public key
publicDir.getAbsolutePathO

publicKey PublicKeyois.readObject

Initialize the Signature and update it with the data to be verified

startTime System.currentTimeMillis
dsa Signature.getlnstance signatureAlgorithmC

getSelectedltemO
dsa initVerify publicKey
updateSignaturedsa file
println System.currentTimeMillis

startTime ms to

update Signature with file to be verified

Read inthe files signature we assume it is 512 bytes or less and copy it to an

array of the correct size

InputSbream sigFile openFileSelect the files
signature

/examples/thumbprint/signature sig
byte tempSig new byte
mt size sigFile.readtempSig
sig new byte

System.arraycopytempSig sig size

Verify the signature and display the result

boolean verifies dsa.verifysig
printlnSignature verifies verifies

break

The user has pressed the Close button so shut down the application
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FileOutputStream signatureFile = new 
FileOutputStream(new File(fileDialog. 
getDirectory(), fileDialog.getFile())); 

signatureFile.write(sig); 
signatureFile.flush(); 
signatureFile.close(); 

break; 
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The user has pressed the Verify button, so we select the file to be verified, select 
and read in the correct public key, create a suitable Signature, read the file into 
the Signature, read in the file's signature, and finally verify the file against the 
signature: 

case VERIFY: 

Select the file to be verified and read in the public key: 

file= openFile("Select the file to be verified", 
"j:/examples/thumbprint/ 11

); 

ois = new ObjectinputStream(openFile("Select the 
public key", 
publicDir.getAbsolutePath())); 

publicKey = (PublicKey)ois.readObject(); 

Initialize the Signature and update it with the data to be verified: 

startTime = System.currentTimeMillis(); 
dsa = Signature.getinstance(signatureAlgorithmC. 

getSelecteditem()); 
dsa.initVerify(publicKey); 
updateSignature(dsa, file);" 
println("" + (System.currentTimeMillis() -

startTime) + "ms to 
update Signature with file to be verified"); 

Read in the file's signature (we assume it is 512 bytes or less) and copy it to an 
array of the correct size: 

InputStream sigFile = openFile("Select the file's 
signature", 

"j:/examples/thumbprint/signature.sig"); 
byte[] tempSig = new byte[512]; 
int size= sigFile.read(tempSig); 
sig = new byte[size]; 
System . arraycopy(tempSig, 0, sig , 0, size); · 

Verify the signature and display the result: 

boolean verifies= dsa.verify(sig); 
println("Signature verifies: " +verifies); 

break; 

The user has pressed the Close button, so shut down the application: 
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case CLOSE // Close the program
super shutDown

break
default

catch Exception

printlnException
printStackTrace

10.5.6 Utilities

printin is utility for displaying text in TextField statusF

private static void printlnString text

statusF.appendtext \n

main simply creates an instance of our Thumbprint class

public static void mainString args

new ThumbprintO

10.5.7 Measuring Performance

The application gives an idea of how long the various cryptographic functions

take Under the emulator which is faster than actual hardware creating the

signature for KB file took just under 30 seconds Verification however was

much quicker requiring only few milliseconds

10.6 Security Management in the Future

Future versions of Symbians Java implementation will either be based on

the Connected Device Configuration which brings with it fine-grain security

and improved key management functionality including support for X.509 v3

certificates or MIDP-NG if this provides suitable security model

We cant provide truly secure Java environment if the native platform is

itself insecure however we dont necessarily need native fine-grained security

The following outlines how secure execution environment might be

provided in the future This is to illustrate the concepts behind secure system
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10.5.6 Utilities 
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case CLOSE: // Close the p r ogram 
super.shutDown(); 

break; 
default: 

catch(Exception e) 
{ 

println("Exception: 11 + e); 
e.printStackTrace(); 

println () is a utility for displaying text in a TextField, statusF: 

private static void println(String text) 
{ 

statusF .append(text + 11 \ n " ); 

main () simply creates an instance of our Thumbprint class: 

public static void main(S t ring (] args) 
{ 

new Thumbprint() ; 

10.5.7 Measuring Performance 

The application gives an idea of how long the various cryptographic functions 
take. Under the emulator (which is faster than actual hardware), creating the 
signature for a 2 KB file took just under 30 seconds. Verification, however, was 
much quicker, requiring only a few milliseconds. 

10.6 Security Management in the Future 

Future versions of Symbian's Java implementation will either be based on 
the Connected Device Configuration which brings with it fine-grain security 
and improved key management functionality, including support for X.509 v3 
certificates, or MIDP-NG if this provides a suitable security model. 

We can't provide a truly secure Java environment if the native_ platform is 
itself insecure; however, we don' t necessarily need native fine-grained security. 

The following outlines how a secure execution environment might be 
provided in the future. This is to illustrate the concepts behind a secure system; 



SECURITY MANAGEMENT IN THE FUTURE 321

it is not meant to indicate how secure environment wilt be implemented in

practice

Java code will be run using the Java security manager and subject to FGS

the native loader is modified to check the code source of all other code that

is run dIls .exe app etc

non-Java code that comes from Symbian or the relevant licensee will be

allowed to run Non-Java code from other sources will not be allowed to

run The executables signature will be used to make the decision

JNI wont be supported as it would require full native FGS this could be

significant restriction

it might be possible to run ROM code without signature however we
need to distinguish original ROM code from patched code Furthermore in

many cases code is running from flash not ROM

as far as possible applications are also checked during installation

However this cannot be relied on as there are too many ways in which

executable code can find its way onto device copying email attachments

beaming etc
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it is not meant to indicate how a secure environment will be implemented in 
practice: 

• Java code will be run using the Java security manager and subject to FGS 

• the native loader is modified to check the code source of all other code that 
is run (dlls, .exe, .app, etc) 

• non-Java code that comes from Symbian or the relevant licensee will be 
allowed to run. Non-Java code from other sources will not be allowed to 
run. The executable's signature will be used to make the decision 

• JNl won't be supported as it would require full native FGS (this could be a 
significant restriction) • 

• it might be possible to run ROM code without a signature; however, we 
need to distinguish original ROM code from patched code. Furthermore, in 
many cases code is running from flash, not ROM 

• as far as possible, applications are also checked during installation . 
However, this cannot be relied on as there are too many ways in which 
executable code can find its way onto a device: copying, email attachments, 
beaming, etc. 
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Provisioning Java Services

Jonathan AIIm

Provisioning along with security represents perhaps one of the biggest chal

lenges in enabling the widespread uptake of wireless services

11.1 Introduction to Provisioning

Provisioning covers number of concepts that relate to an applications life

cycle

service discovery how does the user discover what services or applications

are available This might be through web or WAP portal or through

Bluetooth discovery service

service delivery applications might be downloaded by web or WAP
browser via Bluetooth or an application might be beamed across from

another device or copied down from desktop computer

service installation having delivered service it must be installed on the

device so that it can be run by the user preferably in the same way as

native application The service may need to be registered with the device

and perhaps also with the service provider

service update establishing the current version of service that is already

on device and delivering upgrades as required

service removal it must be possible to remove an unwanted service

push capability operators and some providers may require the ability to

push applications onto device This might be to deliver an upgrade to the

operating system or so that an operator can ensure that all their devices

have the same set of applications

device variability how to target wide range of devices such as feature

phones Smartphones and Communicators with wide variations in each

of these three categories Devices vary in screen size input methods

11.1 

11 
Provisioning Java Services 

Jonathan Allin 
Provisioning, along with security, represents perhaps one of the biggest chal­
lenges in enabling the widespread uptake of wireless services. 

Introduction to Provisioning 

Provisioning covers a number of concepts that relate to an application's life 
cycle: 

• service discovery: how does the user discover what services or applications 
are available? This might be through a web or WAP portal, or through a 
Bluetooth discovery service 

• service delivery: applications might be downloaded by a web or WAP 
browser, via Bluetooth, or an application might be beamed across from 
another device or copied down from a desktop computer 

• service installation: having delivered a service, it must be installed on the 
device so that it can be run by the user, preferably in the same way as a 
native application. The service may need to be registered with the device 
and perhaps also with the service provider 

• service update: establishing the current version of a service that is already 
on a device and delivering upgrades as required 

• service removal: it must be possible to remove an unwanted service 

• push capability: operators and some providers may require the ability to 
push applications onto a device. This might be to deliver an upgrade to the 
operating system or so that an operator can ensure that all their devices 
have the same set of applications 

• device variability: how to target a wide range of devices such as feature­
phones, Smartphones, and Communicators, with wide variations in each 
of these three categories. Devices vary in screen size, input methods, 
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1L2 Appkts

Applets provide the simplest way Er deliver Java application to device

the user simply clicks or activates link in their Web browser This partially

addresses discovery a.nd also installation and removal to the extent that

Applets are essentially sriortdived terriporary applica.tions However .by them

selves Appiets cant adapt to tile client device nor do they provide billing

rnechaeism
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figure 11.1 The provisioning " life cycle". 

processing power, memory, and the APls that they support. The application 

server needs to establish a device's features and capabilities and so deliver 

an appropriate application variant. We may want to make only suitable 

applications visible to a device 

• billing: how the user pays for a service. This might be just once when the 

application is installed, or it might be as the service is used, for instance 

every time the user requests their location or reaches the next level in a 

game. 

As \Ne will see in this chapter, a complete solution does not yet exist, but 

we're getting close. \,Ye'll look at a number of technologies that address various 

parts of the over- the-a ir (OTA) provisioning lifecycle. 

11 .2 Applets 

Applets provide the simplest way to deliver a Java application to a device: 

the user simply clicks or activates a link in their Web browser. This partially 

addresses discovery, and also installation and removal to the extent that 

Applets are essentially short-l ived, temporary appl ications. However, by them­

selves Applets can't adapt to the client device, nor do they provide a billing 

mechanism. 
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11e3 The MD Profile Recommended Practice

Document

The MIDP working group has created document called Over The Air

User Initiated Provisioning for the Mobile Inlormation Device Profile This

is recommended practice document which describes provisioning mode
for MIDP applications This is not part of the MIDP .0 specification but

is likely to be incorporated into the MlDRNG specification We will look

at the MID Profile in Chapter 14 The document covers number of our

provisioning requirements with varying degrees of completeness It addresses

service discovery installation update and removal but does not address

application push or billing and only partially addresses device variability

The description in this section is based on version 0.7 of Over The Air User

Initiated Provisioning for the Mobile Information DeviCe Profile Sun expects

at least one more version before its finalized so check http//javasun.com/

aboutJava/communityprocess/jsr/jsr 1mIdpng.html for the latest version

.MIDP applications are called MlDlets and like Applets are typically discom

ered through Web or WAP browser However while Applets are temporary
and run within the browser MiDiets are installed onto device and are gener

ally launched in the same way as native applications MlDlets are delivered in

JAR file This contains one or rriore MiDiets and associated resources inac
sourd files bc ab ization res nirce bundles which t.ogether make Mi

suite

The Ml provisioning model is designed to create simple and flexible

way in which MiDlet suites can be discovered by user and easily d.ownloaded

to their Wl it describes the behavior that must be provided by the Wl and

the functions that support the MiDlet suite life cycle This life cycle consists of

discovery installation update invocation and removal

The user can control the download determine which versions of software

are installed remove MIDlet suites once downloaded and find out about the

MIDlet suites on their device For any lengthy operation the user can monitor

progress and if necessary cancel the operation Once downloaded MIt. lets

within the suite can he run by the user

1131 Discovery

The WID itself must provide the mechanism that allows users to discover or be

notified of MIDlet suites that can be loaded onto the device iscovery may
be via the devices Web or WAP browser or by resident application written

specifically to identify appropriate MIDIet suites

user doesnt access the MIDlet JAR file directly but will instead initiate

installation by accessing MIDlet descriptor file this is also known as Java

Application Descriptor file or JAD The descriptor is so all file that contains

description of the MIDlet suite including its size version number and who
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The MIDP working group has created a document called 11Over The Air 
User In itiated Provisioning for the Mobile Information Device Profile." This 
is a recommended practice document, which describes a provisioning model 
for MIDP appli cations. This is not part of the MIDP 1.0 specification, but 
is likely to be incorporated into the MIDP-NG specification. We will look 
at the MID Profile in Chapter 14. The document covers a number of our 
provisioni ng requirements with varying degrees of completeness. It addresses 
service discovery, installation, update, and removal, but does not address 
application push or billing, and only partially addresses device variability. 

The description in this section is based on version 0.7 of "Over The Air User 
Initiated Provisioning for the Mobile Information Device Profile." Sun expects 
at least one more version before it's finalized, so check http://java.sun.com/ 
aboutjavalcommunityprocessljsr/f,r_ 11 B_midpng.html for the latest version. 

M IDP applications are called M !Dlets, and like Applets, are typically discov­
ered through a Web or WAP browser. However, while Applets are temporary 
and ru n within the browser, MIDlets are installed onto a device and are gener-­
ally launched in the same way as native applications. MlDlets are delivered in 
a JAR file. This contains one or rnore Ml Diets and associated resources (images, 
sound files1 localization resource bundles); which together make up a MIDiet 
sui te. 

The MIDlet provisioning model is designed to create a simple and flexible 
way in which M l Diet suites can be discovered by a user and easily downloaded 
to their WID. It describes the behavior that must be provided by the \/\/ID and 
the functions that support the M!Dlet suite life cycle. This life cycle consists of 
discovery, installation, update, invocation, and removal. 

The user can control the download, determine which versions of software 
are instal led, remove M IDlet suites once downloaded, and find out about the 
MIDlet suites on their device. For any lengthy operation the user can monitor 
progress and if necessary cancel the operation. Once downloaded, MID!ets 
within the suite can be run by the user. 

11 .3.1 Discovery 

The WID itself must provide the mechanism that al lows users to discover or be 
notified of M IDlet suites that can be loaded onto the device. Discovery may 
be via the device's Web or WAP browser, or by a resident application written 
specifically to identify appropriate M IDlet suites. 

A user doesn't access the MIDlet JAR fi le di rectly, but will instead initiate 
installation by accessing a M IDlet descriptor file (this is also known as a Java 
Appl ication Descriptor file, or JAD). The descriptor is a small file that contains 
a description of the Ml Diet suite, including its size, version number, and who 
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Figure 11.2 The basic MiDlet provisioning model

provided it The user can thus decide whether or not they want particular

MiDlet suite without having to download and install it first

11.3.2 Installation

The installation process starts when the browser requests an application

descriptor file To help select applications which are appropriate for the

device the browser provides the server with information about the devices

capabilities the HTTP request headers used to fetch an application include as

appropriate User -Agent Accept Language and Accept Servers should

use this additional advisory information to select the appropriate application

descriptor and application JAR file for the device For example the request

headers for descriptor file might look like this

GET http//www.cardsrus.com/app-dir/game.jad HTTP/1.1
Host www.cardsrus.com

Accept text/vnd sun j2me .app-descriptor
User-Agent MIDP/1.O CLDC/1.O Nokia92lO/7.29

Accept-Language en-US fi fr

Accept-Charset utf-8

The User-Agent identifies the device and its capabilities i.e MIDP 1.0

and CLDC .0 The Accept header must be included when installation is

proxied via WAP gateway
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provided it. The user can thus decide whether or not they want a particular 
MIDlet suite without having to download and install it first. 

11.3.2 Installation 

The installation process starts when the browser requests an application 
descriptor file. To help select applications which are appropriate for the 
device the browser provides the server with information about the device's 
capabilities: the HTTP request headers used to fetch an application include, as 
appropriate: User-Agent, Accept-Language, and Accept. Servers should 
use this additional advisory information to select the appropriate application 
descriptor and application JAR file for the device. For example, the request 
headers for a descriptor file might look like this: 

GET http://www.cardsrus.com/ app-dir/ game.jad HTTP/1 .1 
Host: www.cardsrus.com 
Accept: text/vnd.sun.j2me.app-descriptor 
User-Agent: MIDP/ 1.0 CLDC/1.0 Noki a9210 / 7. 29 
Accept-Language: en-US, fi, fr 
Accept-Charset: utf-8 

The User-Agent identifies the device and its capabilities (i.e., MIDP 1.0 
and CLDC ·1 .0). The Accept header must be included when installation is 
proxied'via a WAP gateway. 
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The servers response headers might be

HTTP/1.1 200 OK

Server GamesServer/1 .3 .12

Set-Cookie Nameflcardsrusgames jsession1321341324
VERSION1

Content-Length 2345

Content-Type text/vnd.sun.j2me.app-descriptor charsetutf-8

Any Set-Cookie header should be treated as session token Cookie

attribute names and values are remembered so they can be used when the

installation status is reported or in re-send of the request with authentication

credentials Client devices must be able to store single cookie for the duration

of the installation process The cookie should then be discarded once the status

report has been sent

The application descriptor returned by the server is passed to the devices

application management software which will then request the applications

JAR file The request headers might look like this

GET http//www.cardsrus.com/app-dir/game.jar HTTP/1.l
Host www cards rus .com

Cookie Namecardsrusgames jsession1321341324
User-Agent MIDP/1.0 CLDC/1.0 Nokia92lO/7.29
Accept-Language en-US fi in

Accept application/java application/java-archive

The response headers from the server might look as follows

HTTP/1.1 200 OK

Server GamesServer/1 .3 .12

Content-Length 25432

Content-Type application/java

Once MIDlet suite is installed notice can be sent to the server to indicate

successful installation The server may use this information for accounting

billing or other customer service needs The descriptor file specifies URL to

which install status information is to be reported The WID POSTs an HTTP

request to this URL that indicates whether installation was successful or if not

the reason for failure e.g lack of memory the user cancelled installation the

descriptor file was invalid or the JAR file was invalid

For example if the descriptor file contained

MIDlet- Install-Notify
http//www.cardsrus.com//statusgames/cardgames.jar

and the application was successfully installed the following would be posted

note that any cookie fields must also be included
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The server's response headers might be: 

HTTP/1.1 200 OK 
Server: GamesServer/1.3.12 
Set-Cookie: Name="cardsrusgames"; jsession=="l321341324"; 

VERSION="l" 
Content-Length: 2345 
Content-Type: text/vnd.sun.j2me.app-descriptor; charset=utf-8 
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Any Set-Cookie header should be treated as a session token. Cookie 
attribute names and values are remembered so they can be used when the 
installation status is reported or in a re-send of the request with authentication 
credentials. Client devices must be able to store a single cookie for the duration 
of the installation process. The cookie should then be discarded once the status 
report has been sent. 

The application descriptor returned by the server is passed to the device's 
application management software which will then request the application's 
JAR file. The request headers might look like this: 

GET http://www.cardsrus.com/ app-dir / game.jar HTTP/ 1.1 
Host: www . cardsrus.com 
Cookie: Name="cardsrusgames"; jsession="l321341324" 
User-Agent: MIDP / 1.0 CLDC/ 1. 0 Nokia9210 / 7.29 
Accept-Language: en-US, fi, fr 
Accept: application/java, application/ jav a-archive 

The response headers from the server might look as follows: 

HTTP/1.1 200 OK 
Server: GamesServer / 1.3.12 
Content-Length : 25432 
Content-Type: application/ java 

Once a Ml Diet suite is installed, a notice can be sent to the server to indicate 
successful installation. The server may use this information for accounting, 
billing, or other customer service needs. The descriptor file specifies a URL to 
which install status information is to be reported. The WID POSTs an HTTP 

request to this URL that indicates whether installation was successful, or if not 
the reason for failure e.g. lack of memory, the user cancelled installation, the · 
descriptor file was invalid, or the JAR file was invalid). 

For example, if the descriptor file contained: 

MIDlet-Install-Notify: 
http: / /www.cardsrus.com//status?games / cardgames.jar 

and the application was successfully installed, the following would be posted 
(note that any cookie fields must also be included): 
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POST http//www.cardsrus.com//statusgames/cardgames.jar HTTP/1.i

Host www.cardsrus.com
Cookie Namecardsrusgames jsession1321341324
900 Success

The user will be able to use the application or service even if the server

doesnt respond to this installation status report

11.3.3 Authorization

The MIDP recommended practice document supports limited authorization

with the application management software at least able to support the RFC261

Basic Authentication Scheme When device requests aJAR file the server may
respond with request for authentication The device should then resubmit the

request together with the requested credentials Typically the credentials will

be name and password entered by the user in dialog

11.3.4 Update

If the user tries to reinstall an application the devices application management
software will tell the user whether it is an older or newer version and request

confirmation before proceeding

11.3.5 Removal

user is prompted for confirmation when they want to remove MiDlet suite

If the application descriptor includes the attribute MIDlet -Delete-Confirm
then its value is included in the prompt This will allow the application provider

to highlight any specific conditions that might arise when the MIDlet suite is

removed

11.3.6 Provisioning MiDlets in WAP Environment

Most of what weve discussed is applicable to both Web and WAP provisioning

However there are few additional considerations for WAP clients

If we have Web client provisioning will use HTTP end to end However
if we have WAP client it will use the WSP protocol to talk to WAP gateway

though the provisioning server will still generally use HTTP

Only connection-oriented WSP and only the following WAP protocol stack

configurations are supported

WSP/U DP/I Pv4/PPPCSD

WSP/U DP/l Pv4/GPRS

SMS and USSD bearers are not supported
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POST http://www.cardsrus.com//status?games / cardgames.jar HTTP/ 1.1 
Host: www.cardsrus.com 
Cookie: Name="cardsrusgames"; jsession="l3213413 24 " 
900 Success 

The user will be able to use the application or service even if the server 
doesn't respond to this installation status report. 

11 .3.3 Authorization 

The MIDP recommended practice document supports limited authorization, 
with the application management software at least able to support the RFC2 617 
Basic Authentication Scheme. When a device requests a JAR file the server may 
respond with a request for authentication. The device should then resubmit the 
request, together with the requested credentials. Typically the credentials will 
be a name and password entered by the user in a dialog. 

11.3.4 Update 

If the user tries to reinstall an application the device's application management 
software w ill tell the user whether it is an older or newer version and request 
confirmation before proceeding. 

11.3.5 Removal 

A user is prompted for confirmation when they want to remove a Ml Diet suite. 
If the application descriptor includes the attribute MIDlet - Delete - Conf irm 

then its value is included in the prompt. This will allow the application provider 
to highlight any specific conditions that might arise w hen the MIDlet suite is 
removed. 

11.3.6 Provisioning MIDlets in a WAP Environment 

Most of what we've discussed is applicable to both Web and WAP provisioning. 
However, there are few add itional considerations for WAP clients. 

If we have a Web client, provisioning will use HTTP end to end. However, 
if we have a WAP client it will use the WSP protocol to talk to a WAP gateway, 
though the provisioning server w ill still general ly use HTTP. 

Only connection-oriented WSP and only the follow ing WAP protocol stack 
configurations are supported: 

WSP/U DP/I Pv4/PPP/CSD; 

WSP/U DP/I Pv4/GPRS. 

SMS and USSD bearers are not supported. 
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Request headers must include Accept so that any data type can be

received from the WAP Gateway

11.3.6 MiDlet Attributes

Attributes relating to provisioning are defined by both the MiDlet suites

descriptor file and by its JAR file manifest

The JAR file manifest must contain attributes which specify

the name version vendor icon and description of the MID let suite

the name and icon of each MIDlet in the MIDlet suite and also the

name of the main class for each MiDlet the main class will extend

javax.microedition.midlet.MlDlet

the J2ME profile e.g MIDP .0 and configuration e.g CLDC-l .0
required to run the MiDlet suite

The JAR file manifest may in addition contain attributes that specify

description of the MiDlet suite and an icon that represents the suite

URL which will take the user to site containing further information on the

MIDlet suite

the minimum amount of persistent storage required by the MIDlet suite MiDlets

in suite share the same storage in the Record Management System

The MIDP .0 specification gives the following example of JAR file

manifest

NIDlet-Name CardGames

NiDlet-Version 1.1.9

MIDlet -Vendor CardsRUS

MIDlet-1 Solitaire /Solitare.png com.cardsrus.org.Solitare
MIDlet-2 JacksWild /JacksWild.png com.cardsrus.org.JacksWild
MicroEdition-Profile MIDP-l .0

MicroEdition-Configuration CLDC-l .0

The MIDlet descriptor file contains attributes which specify

the name version and vendor of the MIDlet suite

the URL from which the JAR can be loaded

the size of the JAR file in bytes

the MIDlet descriptor file may additionally contain attributes which specify

description of the MIDlet suite and an icon that represents the suite

URL that can provide more information about the MiDlet suite

THE MID PROFILE RECOMMENDED PRACTICE DOCUMENT 329 

Request headers must include Accept : * / * so that any data type can be 
received from the WAP Gateway. 

11,3.6 MJDlet Attributes 

Attributes relating to prov1s1oning are defined by both the MIDlet suite's 
descriptor file and by its JAR file manifest. 

The JAR file manifest must contain attributes which specify: 

the name, version, vendor, icon, and description of the Ml Diet suite; 

the name and icon of each MIDlet in the MIDlet suite, and also the 
name of the main class for each MIDlet (the main class will extend 
javax.microedition.midlet.MIDlet); 

the J2ME profile (e.g. "MIDP 1.0") and configuration (e.g. "CLDC-1.0") 
required to run the Ml Diet suite. 

The JAR file manifest may in addition contain attributes that specify: 

a description of the Ml Diet suite and an icon that represents the suite 

a URL which will take the user to a site containing further information on the 
Ml Diet suite 
the minimum amount of persistent storage required by the Ml Diet suite (Ml Diets 
in a suite share the same storage in the Record Management System). 

The MIDP 1.0 specification gives the following example of a JAR file 
manifest: 

MIDlet-Name: CardGames 
MIDlet-Version: 1.1.9 
MIDlet-Vendor: CardsRUS 
MIDlet-1: Solitaire, /Solitare.png, com.cardsrus.org.Solitare 
MIDlet-2: JacksWild, /JacksWild.png, com.cardsrus.org . JacksWild 
MicroEdition-Profile: MIDP-1.0 
MicroEdition-Configuration: CLDC-1.0 

The MIDlet descriptor file contains attributes which specify: 

the name, version, and vendor of the Ml Diet suite 

the URL from which the JAR can be loaded 

the size of the JAR file (in bytes). 

the MIDlet descriptor file may additionally contain attributes which specify: 

a description of the Ml Diet suite and an icon that represents the suite 

a URL that can provide more information about the Ml Diet suite 
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the URL to which POST request is used to confirm successful installation

of this MIDlet suite this must contain enough information to identify the

application

text message presented to the user when they are prompted to confirm

deletion of this MIDlet suite

the minimum amount of persistent storage required by the MiDlet suite MlDlets

in suite share the same storage in the Record Management System

Heres an example of descriptor file

MIDlet-Name CardGames

MiDlet-Version 1.1.9

MIDlet-Vendor CardsRUS

MIDlet-Jar-tJRL http//www.cardsrus.com/games/cardgames.jar
MIDlet-Install-Notify http//www.cardsrus.Com//statusgames/

cardgames jar

MiDlet-Jar-Size 7378

MiDlet-Data-Size 256

The MIDlet suite name version and vendor attributes must be duplicated

in the descriptor and manifest files If they are not identical the JAR file wont
be installed While duplication of other attributes is not required if they are

duplicated their values might differ In this case the value from the descriptor

file will override the value from the manifest file

At runtime MIDlet can access the attributes in the MIDlet descriptor file

or JAR file using the javax.microedtion.mdlet.MIDlet.getApp
Property method It can obtain information such as color depth or screen

size using the javax.microedition.lcdui.Display class or javax.microedition
lcdu i.Canvas class respectively

11.4 The Java Services Provisioning Manager

The recommended practice document we discussed above defines simple

application pull model for provisioning MIDP devices However operators

and service providers want to provide content to diverse clients who will use

differing markup languages such as WAP cHTML xHTML XML or custom

markup/protocols
The content provider needs to determine which applications and services to

display to user in context-sensitive manner and then deliver those services

to the client During this process there are opportunities to bill for advertise

and track these services and applications

This creates the need for an end-to-end provisioning system that is adaptable
scalable and customizable and not dependent on particular remote API Sun

and various partners are working on such model as of writing Sun doesnt
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the URL to which a POST request is used to confirm successful installation 
of this MIDlet suite; this must contain enough information to identify the 
application 

a text message presented to the user when they are prompted to confirm • 
deletion of this Ml Diet suite 

the minimum amount of persistent storage required by the Ml Diet suite (Ml Diets 
in a suite share the same storage in the Record Management System). 

Here's an example of a descriptor file: 

MIDlet-Name: CardGames 
MIDlet-Version: 1.1.9 
MIDlet-Vendor: CardsRUS 

. MIDlet-Jar-URL: http://www.cardsrus . com/ games / cardgames.jar 
MIDlet-Install-Notify: http: //www.cardsrus.com//status?games / 

cardgames. jar 
MIDlet-Jar-Size: 7378 
MIDlet-Data-Size : 256 

The MIDlet suite name, version, and vendor attributes must be duplicated 
in the descriptor and manifest files. If they are not identical the JAR file won't 
be installed. While duplication of other attributes is not required, if they are 
duplicated their values might differ. In this case the value from the descriptor 
file will override the value from the manifest file. 

At runtime a MIDlet can access the attributes in the MIDlet descriptor file 
or JAR file using the j avax. microedi tion. midlet. MIDlet. getApp­
Property () method. It can obtain information such as color depth or screen 
size using the javax.microedition.lcdui.Display class or javax.microedition.­
lcdui.Canvas class respectively. 

11.4 The Java Services Provisioning Manager 

The recommended practice document we discussed above defines a simple 
application pull model for provisioning MIDP devices. However, operators 
and service providers want to provide content to diverse clients, who will use 
differing markup languages such as WAP, cHTML, xHTML, XML, or custom 
markup/protocols. • 

The content provider needs to determine which applications and services to 
display to a user in a context-sensitive manner, and then deliver those services 
to the client. During this process there are opportunities to bill for, advertise, 
and track these services and applications. 

This creates the need for an end-to-end provisioning system that is adaptable, 
scalable and customizable, and not dependent on a particular remote API. Sun 
and Various partners are working on such a model: as of writing, Sun doesn't 
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yet have name for it though Java Services Vending Machine has been

suggested For the moment well call it the Java Services Provisioning Manager
or JSPM

The JSPM manages the server-side aspects of provisioning Java applications
and services to both wireless and tethered J2ME clients It processes requests
from the client to determine which Java applications will be displayed to

the client and it responds to HTTP requests from the client to deliver the

appropriate JAR files The JSPM is markup-language neutral it may use XML
internally and then use pluggable provisioning adapters to interact with clients

with varying markup systems such as WML HTML cHTML XML or xHTML
And of course the JSPM will support any client that implements the MIDP
recommended practice document

The result is that content providers can focus on content and service rules

without having to worry about multiple markup languages
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installation

Figure 11.3 Accessing the Java Services Provisioning Manager from MID device

The provisioning manager determines what content should be made
available to the user based on their type of device location and other

knowledge of the user held by the provisioning manager It then creates
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The prov1s1oning manager determines what content should be made 
available to the user based on their type of device, location, and other 
knowledge of the user held by the provisioning manager. It then creates a 
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suitable index page of Java applications in XML format which it returns to the

WML provisioning adapter The WML adapter converts this page to WML and

dispatches it to the devices browser

Rules agents contain information that will determine what applications will

be displayed to user at given time such as packaging subscription infor

mation location information application placement order rules advertising

information or pricing information

Application variants are generated to match the client device and used to

dynamically create JAR file with say the correct UI components

11.4.1 Some Client Interaction Scenarios

Selecting Game

Jon Bull starts his WIDs browser surfs to his home or portal page and logs on

using his user Id and password He selects the My Java games link which

points to the JSPM
The JSPM uses the user Id to look up Jons user profile information It

then determines what games services Jon can access by using information in

the user profile such as subscription services phone model information from

the USER-AGENT field of the client request and information from the rules

agent The JSPM then generates this information as an XML document with

the correct style sheet and passes it to the WML adapter for rendering by Jons

browser

Jon selects game from the generated page The JSPM may receive the

request for the descriptor file or the selected link may simply point directly to

the file system If it is the former the JSPM will respond with the MIME-typed

content and may log the event The browser will pass the MIME content to the

devices AMS
Jons AMS responds with an HTTP transaction to request the JAR file The

JSPM may receive this request depending on the contents of the descriptor file

it created or the request may simply point directly to the file system If the

former the JSPM will respond with the JAR file for the game and may log the

event

Jon successfully downloads the game The descriptor file for the game

contains an APP-Install-Notify attribute that references the JSPM the

JSPM accepts the HTTP request and processes the information in the request

which includes generating bill through the billing interface

Finally the JSPM sends an SMS to Jon confirming that he has been billed

Accessing Banking Services

Nikki Horrocks uses her WID to select banking applications rules agent

finds out her location and preferences and accesses the banks advertising
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suitable index page of Java applications, in XML format, which it returns to the 

WML provisioning adapter. The WML adapter converts this page to WML and 

dispatches it to the device's browser. 
Rules agents contain information that will determine what applications will 

be displayed to a user at a given time, such as packaging subscription infor­

mation, location information, application placement order rules, advertising 

information, or pricing information. 
Application variants are generated to match the client device, and used to 

dynamically create a JAR file with, say, the correct UI components. 

11.4.1 Some Client Interaction Scenarios 

Selecting a Game 

Jon Bull starts his WID's browser, surfs to his home or portal page, and logs on 

using his user Id and password. He selects the "My Java games" link, which 

points to the JSPM. 
The JSPM uses the user Id to look up Jon's user profile information. It 

then determines what games services Jon can access by using information in 

the user profile such as subscription services, phone model information from 

the USER-AGENT field of the client request, and information from the rules 

agent. The JSPM then generates this information as an XML document with 

the correct style sheet and passes it to the WML adapter for rendering by Jon's 

browser. 
Jon selects a game from the generated page. The JSPM may receive the 

request for the descriptor file or the selected link may simply point directly to 

the file system. If it is the former, the JSPM will respond with the MIME-typed 

content and may log the event. The browser will pass the MIME content to the 

device's AMS. 
Jon's AMS responds with an HTTP transaction to request the JAR file. The 

JSPM may receive this request (depending on the contents of the descriptor file 

it created), or the request may simply point directly to the file system. If the 

former, the JSPM will respond with the JAR file for the game and may log the 

event. 
Jon successfully downloads the game. The descriptor file for the game 

contains an APP - Install-Notify attribute that references the JSPM, the 

JSPM accepts the HTTP request and processes the information in the request, 

which includes generating a bill through the billing interface. 

Finally, the JSPM sends an SMS to Jon confirming that he has been billed. 

Accessing Banking Services 

Nikki Horrocks uses her WID to select "banking applications." A rules agent 

finds out her location and preferences and accesses the bank's advertising 
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content It passes back to the provisioning manager the banking applications
it knows about along with locations of banks near her together with an
advertisement for the nearest bank

The JSPM formats this information as XML and passes it to the WML
provisioning adapter for display by her WIDs browser

11.4.2 JSPM Developers

number of companies are working with Sun to develop JSPM technolo
gies This includes Art Technology Group http//www.atg.com Mobilitec

http//www.mobilitec.com and El ipsus http//www.eiipsus.com/

11.5 Mobilitec

Mobilitecs technology covers content aggregation provisioning billing and
middleware Applications can be downloaded over the air though not neces
sarily through browser Their provisioning architecture is aligned with the

JSPM model

11.5.1 Content Aggregation

Content aggregation is about the workflow required to bring content together
from disparate sources so that it can be accessed from single web portal It

covers

submission of content

approval and certification database storage

publication making the content available to subscribers

11.5.2 Provisioning Capability

Provisioning covers discovery and transmission of service or application
much of this is covered by the JSPM The process includes

presenting menus of available categories and applications formatted to the

target device

personalization of the service

adaptation and delivery of applications to the device

11.5.3 Billing

The billing model allows the operator or service provider to define and imple
ment various

billing policies and charging schemes Each content provider
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content. It passes back to the provisioning manager the banking applications 
it knows about along with locations of banks near her, together with an 
advertisement for the nearest bank. • 

The JSPM formats this information as XML and passes it to the WML 
provisioning adapter for display by her WI D's browser. 

11.4.2 JSPM Developers 
A number of companies are working with Sun to develop JSPM technolo­
gies. This includes Art Technology Group (http://www.atg.com) , Mobilitec 
(http://www.mobilitec.com), and E 11 i psus (http:/ lwww.ellipsus.com/). 

11.5 Mobilitec 

Mobilitec's technology covers content aggregation, provisioning, billing, and 
middleware. Applications can be downloaded over the air, though not neces­
sarily through a browser. Their provisioning architecture is aligned with the 
JSPM model. 

11.5.1 Content Aggregation 
Content aggregation is about the workflow required to bring content together 
from disparate sources so that it can be accessed from a single web portal. It 
covers: 

submission of content 
approval and certification, database storage 
publication: making the content available to subscribers. 

11.5.2 Provisioning Capability 
Provisioning covers discovery and transmission of a service or application 
(much of this is covered by the JSPM). The process includes: 

presenting menus of available categories and applications, formatted to the 
target device 

personalization of the service 

adaptation and delivery of applications to the device. 

11.5.3 Billing 

The billing model allows the operator or service provider to define and imple­
ment various billing policies and charging schemes. Each content provider 
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can specify its own billing policy which gives the service provider the

option of charging on percentage basis and avoiding complex billing

issues

The model uses an event-based accounting process that can receive events

from various sources Billing events might be

download events e.g after Ive installed an application time events e.g
have to renew my license for the service every month data transmitted events

when data is transmitted e.g an updated flight timetable

events generated by back-end applications

events generated by the application e.g when the application performs

calculation orwhen achieve the next level in game

The billing events can trigger various runtime rules that form the billing

policy Each rule includes condition and one or more actions When the

condition is met the actions are performed and as result billing record may
be sent to the billing system

11.5.4 MddIeware

Mobilitecs middleware products cover tools and APIs for building clientserver

applications and services integration with messaging services and enabling

billing model

11.6 Java Web Start

Java Web Start from Sun http//java.sun.com/features/2OO1/O3/jws1.html

automates the deployment of Java applications to client devices Unlike Applets

Java Web Start applications are installed on the client device and are not tied

to browser or the browsers VM
Applications are launched either from browser by clicking on URL or

from Web Start launcher installed on the device If the application has not yet

been loaded it will be fetched from the application server otherwise it will be

run from the application cache If the device is online check will be made to

see if the cached version is the latest version if not the latest version is fetched

from the server and run

By default applications run in restricted sandbox with limited access to

files and networks The sandbox allows Java applications to request file loads

and saves printing access to the clipboard etc by popping up dialog

However an application can request unrestricted access to the system in

which case Java Web Start will show security warning dialog that provides

information about the application vendor If you choose to trust the vendor
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can specify its own billing policy, which gives the service provider the 
option of charging on a percentage basis and avoiding complex billing 
issues. 

The model uses an event-based accounting process that can receive events 
from various sources. Billing events might be: 

download events (e.g. after I've installed an application), time events (e.g. I 
have to renew my license for the service every month); data transmitted events 
(when data is transmitted, e.g. an updated flight timetable) 

events generated by back-end applications 

events generated by the application, e.g. when the application performs a 
calculation, or-when I achieve the next level in a game. 

The billing events can trigger various runtime rules that form the billing 
policy. Each rule includes a condition and one or more actions. When the 
condition is met the actions are performed and as a result a billing record may 

be sent to the billing system. 

11.5.4 Middleware 

Mobilitec's middleware products cover tools and APls for building client-server 
applications and services, integration with messaging services, and enabling a 
billing model. 

11.6 Java Web Start 

Java Web Start from Sun (http:lljava.sun.comlfeatures/2001/03/jwsl.html) 
automates the deployment of Java applications to client devices. Unlike Applets, 
Java Web Start applications are i nsta lied on the client device and are not tied 
to a browser or the browser's VM. 

Applications are launched either from a browser by clicking on a URL, or 
from a Web Start launcher installed on the device. If the application has not yet 
been loaded it will be fetched from the application server, otherwise it will be 
run from the application cache. If the device is on line a check will be made to 
see if the cached version is the latest version; if not, the latest version is fetched 
from the 'server and run. 

By default, applications run in a restricted sandbox, with limited access to 
files and networks. The sandbox allows Java applications to request file loads 
and saves, printing, access to the clipboard, etc., by popping up a dialog. 
However, an application can request unrestricted access to the system, in 
which case Java Web Start will show a security warning dialog that provides 

. information about the application vendor. If you choose to trust the vendor, 
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then the application will be launched The information about the vendor is

based on digital code signing of the JAR file

Currently Java Web Start is geared toward simplifying the installation of Java

applications via the web onto desktop machines for instance Sun provides

implementations for the popular desktop operating systems and browsers

However the technology could be extended to provision services over the air

to constrained wireless devices

11.7 OSGi

OSGi is the Open Systems Gateway initiative This is an open specification for

provisioning services over wide area networks to local networks and devices
The specification covers the gateway between the wide area network and
the local network initially the focus is on gateways into home networks to

access set-top boxes home entertainment systems metering alarm systems
etc However OSGi is also applicable to mobile devices and WIDs and indeed

the OSGi members include number of major mobile phone businesses The
OSGi specification can be found at http//www.osgi.org/

1.7.1 The Services Gateway

The services gateway that sits between client devices and wide area network

is central to the OSGi and serves as focal point for service provisioning

OSGi services are Java applications and the services gateway is Java-enabled

device The specification and APIs cover downloading of software application

life-cycle management gateway security attached device access resource

management and remote administration of the gateway
The OSG1 .0 specification requires Java platform and the JDK1 .2 fine

grained security model in particular However the intention is also to support
Personal Java and smaller J2ME environments which would mean that the

services gateway could be installed on the WID itself

11.7.2 The Service Framework

The service framework enables developers to write service code to execute

on the gateway It provides structured development platform for component-
based software architectures taking advantage of Javas ability to download
code from the network

The service framework

supports dynamic load or update of services without stopping the environ
ment

is usable in limited memory devices

offers concise and consistent component programming model for service

developers
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then the application will be launched. The information about the vendor is 
based on digital code signing of the JAR file. 

Currently, Java Web Start is geared toward simplifying the installation of Java 
applications via the web onto desktop machines (for instance, Sun provides 
implementations for the popular desktop operating systems and browsers). 
However, the technology could be extended to provision services over the air 
to constrained wireless devices. 

11.7 OSGi 

OSGi is the Open Systems Gateway initiative. This is an open specification for 
provisioning services over wide area networks to local networks and devices. 
The specification covers the gateway between the wide area network and 
the local network: initially the focus is on gateways- into home networks to 
access set-top boxes, home entertainment systems, metering, alarm systems, 
etc. However, OSGi is also applicable to mobile devices and WIDs, and indeed 
the OSGi members include a number of major mobile phone businesses. The 
OSGi specification can be found at http://www.osgi.org/. 

11.7 .1 The Services Gateway 
The services gateway that sits between client devices and a wide area network 
is central to the OSGi and serves as a focal point for service provisioning. 
OSGi services are Java applications, and the services gateway is a Java-enabled 
device. The specification and APls cover downloading of software, application 
I ife-cycle management, gateway security, attached device access, resource 
management, and remote administration of the gateway. 

The OSGi 1.0 specification requires a Java 2 platform and the JDK1 .2 fine­
grained security model in particular. However, the intention is also to support 
Personal Java and smaller J2ME environments, which would mean that the 
services gateway could be installed on the WID itself. 

11.7.2 The Service Framework 
The service framework enables developers to write service code to execute 
on the gateway. It provides a structured development platform for component­
based software architectures, taking advantage of Java's ability to download • 
code from the network. 

The service framework: 

• supports dynamic load or update of services without stopping the environ­
ment 

• is usable in limited memory devices 

• offers a concise and consistent component programming model for service 
developers 
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manages dependencies between services

is scalable

Applications are designed as set of services each implementing segment
of the overall functionality These services and other extension services are

then combined into bundle and downloaded to the gateway

bundle is JAR file that

contains the resources implementing zero or more services These resources

may be class files for the Java programming language as well as any other data

such as HTML help files or icons

states static dependencies on other resources such as Java packages If any

dependencies are stated the framework takes the appropriate actions to make

therequired resource available

optionally contains classes that help the framework install configure activate

and update service

declares which class should be used to start or stop service

By packing all these items together in single JAR file the framework can

uniformly download and control bundle The JAR manifest file format is

extended to contain the additional information about the bundle and the JAR

file is signed to ensure integrity and authenticity

The framework maintains set of mappings from services to their implemen
tations and has query mechanism that enables an installed bundle to request

and use any available service The framework manages dependencies between

services and bundles such that when bundle is stopped all the services that

it registered will be unregistered automatically

11.8 MExE

MExE defines an environment for secure application download onto mobile

devices The specification covers provisioning by WAP by Java applications

and Applets and by MiDlets

Well look at MExE in more detail in chapter 14

11.9 iBus//Mobile Messaging Service

Bus//Mobile developed by Softwi red http//www.softwired-inc.com/ mple
ments an end-to-end message-oriented middleware compatible with Suns Java

Message Service iMS standard Bus//Mobile allows Java applications running

on WlDs to communicate with Java applications running on back-end server

The Bus//Mobile lightweight JMS client is deployed on the mobile device and
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• manages dependencies between services 

• is scalable. 

Applications are designed as a set of services, each implementing a segment 
of the overall functionality. These services and other extension services are ' 
then combined into a ''bundle" and downloaded to the gateway. 

A bundle is a JAR file that: 

contains the resources implementing zero or more services. These resources 
may be class files for the Java programming language, as well as any other data 
(such as HTML help files or icons) 

states static dependencies on other resources, such as Java packages. If any 
dependencies a're stated, the framework takes the appropriate actions to make 
the-required resource available 

optionally contains classes that help the framework install, configure, activate, 
and update a service 

declares which class should be used to start or stop a service. 

By packing all these items together in a single JAR file, the framework can 
uniformly download and control a bundle. The JAR manifest file format is 
extended to contain the additional information about the bundle, and the JAR 
file is signed to ensure integrity and authenticity. 

The framework maintains a set of mappings from services to their implemen­
tations and has a query mechanism that enables an installed bundle to request 
and use any available service. The framework manages dependencies between 
services and bundles such that when a bundle is stopped, all the services that 
it registered will be unregistered automatically. 

11.8 MExE 

MExE defines an environment for secure application download onto mobile 
devices. The specification covers provisioning by WAP, by Java applications 
and Applets, and by MIDlets. 

We'll look at MExE in more detail in Chapter 14. 

11.9 iBus/ /Mobile Messaging Service 

iBus//Mobile, developed by Softwired (http://www.softwired-inc.com/), imple­
ments an end-to-end message-oriented middleware, compatible with Sun's Java 
Message Service UMS) standard. iBus//Mobi le allows Java applications running 
on WIDs to communicate with Java applications running on a back-end server . 

. The iBus//Mobile lightweight JMS client is deployed on the mobile device, and 
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Figure 11.4 How Bus//Mobile could be used to delivci sioL niarkct information

aJ2EE application server is deployed at the back-end iBus//Mobile ensures that

JMS messages are transmitted between WDs and the back-end in scalable

reliable and secure manner Application areas are highly interactive mobile
applications such as financial data services push-notifications mCommerce
wireless games and so forth

Bus//Mobile supports disconnected operation of mobile devices and oper
ates with variety of bearers such as SMS GPRS or Bluetooth with each
bearer implemented as plug-in
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Figure 11.4 How iBus//Mobile could be used to deliver stock market information. 

a J2EE application server is deployed at the back-end. iBus//Mobile ensures that 
JMS messages are transmitted between W!Ds and the back-end in a scalable, 
reliable, and secure manner. Application areas are highly interactive mobile 
applications such as financial data services, push-notifications, mCommerce, 
wireless games, and so forth. 

iBus//Mobile supports disconnected operation of mobile devices and oper­
ates with a variety of bearers such as SMS, GPRS, or Bluetooth, with each 
bearer implemented as a plug-in. 
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Case Studies

12.1 The Simple Conference Service

Juergen Bocklage

Digia Oy http//www.digia.com

The first case study in this chapter describes how Simple Conference service

can be deployed using Java and Internet services The service allows written

chat between users as well as the ability to share whiteboard by sending

simple diagrams to service users The source code of simple implementation
framework is provided to illustrate the architectureIJL1mUr

12.1.1 Introducing Simple Conference

The Simple Conference service is collaborative tool that enables textual and

graphical information to be exchanged between WIDs It is clientserver

application the user connects to server which resides on known host and

port Client devices are typically WIDs but in this case the pervasive nature of

the service means they can also be desktop computers
The current implementation supports chat service and whiteboard service

where each user is identified by nickname Additional services can easily be
added owing to the extensibility of the applications messaging architecture

Connecting to the Simple Conference Server

The client always initiates the connection to the Simple Conference server

using simple dialog The server is identified by the host address and port
number The default port number for the server is 8080 the host in the screen

shot is fictitious

Reproduced by permission of Telenor Communication AS Telenor RD
Reproduced by permission of Digia Oy

12 
Case Studies 

12.1 The Simple Conference Service 

Ji.iergen Bocklage 
Digia Oy (http://www.digia.com) 
The first case study in this chapter describes how a Simple Conference service 
can be deployed using Java and Internet services. The service allows written 
"chat" between users as well as the ability to "share" a whiteboard by sending 
simple diagrams to service users. The source code of a simple implementation 
framework is provided to illustrate the architecture. 

12.1.1 Introducing Simple Conference 
The Simple Conference service is a collaborative tool that enables textual and 
graphical information to be exchanged between WIDs. It is a client-server 
application: the user connects to a server, which resides on a known host and 
port. Client devices are typically WIDs, but in this case the pervasive nature of 
the service means they can also be desktop computers. 

The current implementation supports a chat service and a whiteboard service 
where each user is identified by a nickname. Additional services can easily be 
added owing to the extensibility of the application's messaging architecture. 

Connecting to the Simple Conference Server 

The client always initiates the connection to the Simple Conference server, 
using a simple dialog. The server is identified by the host address and port 
number. The default port number for the server is 8080 (the host in the screen 
shot is fictitious). 

Reproduced by permission of Telenor Communication AS, Telenor R&D 
Reproduced by permission of Digia Oy 
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The Chat Servke

The chat service allows user to send text messages to other users logged onto

the server there are no chat groups in this initial version

Text entered by user is transmitted to the server artd then published to

all clients listening to the chat service Clients display all the messages they

receive prefixed with the message senders nickname
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Figure 12.1 Connecting to the Simple Conference server from a Quartz client. 

Each user must have a unique nickname and in this case, the nickname 
"Dr Quin" is used to identify the individual client. 

The client initiates a connection with the host and port information and 
sends the nickname to the server. The server stores the contact information 
linked to the client connection for later usage. Disconnecting from the server is 
done manually, either when the user closes the connection or when they shut 
down the application. 

The client requires only a single connection. Channel routing is used to 
run multiple services over the same connection. A channel is responsible for 
routing the message from client to server. 

When the client has connected to the server it sends a message to the server 
listing the services it requ ires. The server then adds the client's details to each 
requested service supported by the server. The server supports multiple users 
by creating a new thread for each cl ient. Each thread i istens for messages from 
its client. 

The Chat Service 

The chat service allows a user to send text messages to other users logged onto 
the server (there are no chat groups in this initial version). 

Text entered by a user is transmitted to the server and then published to 
all clients listening to the chat service. Clients display all the messages they 
receive, prefixed with the message sender's nickname. 
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The Whiteboard Service

The whitehoard is shared graphical context it ahows mult.ipie users t.o

communicate asynchronously graphical way
In its present incarnation the whiteboard supports number ot ompIe

geometrical shapes lines rectangles circles and even text further white-

board attribute is that once created shape can be moved around on th.e

hoard Information about adding or modifying shape is sent to the server .and

from there replicated to all listening clients client is updated with the latest

contents of the whiteboard when it first connects

The Crysta User nterface

Crystal devices are keyboard driven which means that the whitehoard also

has to be controlled using the keyboard rather than pointer Looking at the

Crystal screen shot in Figure you can see sma.i red square hi the

middle of the whiteboard This is the drawing cursor In addition there are

nine small also red crosses on grid

The Whiteboard Service 

THE SIMPLE CONFERENCE SERVICE 

Colly > Who I s watching the g.a:me to: 
Quin> I am_ MY ~lace at o~m? 
Lulu> Chinese okay? 
Quin > sot'tl'\d.5 \l,IOn.der£u.l 
Colly > I' 11 :bring ch.e wine 

figure 12.2 Chatting with Simple Conforencc. 

34 1 

The whiteboard is a shared graphical context. It allows multiple users to 
communicate asynchronously in a graphical way. 

In its present incarnation, the whiteboard supports a number of simple 
geometrical shapes: lines, rectangles, circles, and even text. A further white­
board attribute is that once created, a shape can be moved around on the 
board. Information about adding or modifying a shape is sent to the server and 
from there replicated to all listening clients. A client is updated vvith the latest 
contents of the whiteboard when it first connects. 

The Crystal User Interface 

Crystal devices are keyboard driven, which means that the whiteboard also 
has to be controlled using the keyboard, rather than a pointer. Looking at the 
Crystal screen shot in Figure 12.4, you can see a small (red) square in the 
middle of the wh iteboard. This is the drawing cursor. In addition, there are 
nine small (also red) crosses on a 3 x 3 grid. 
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f igure 12.3 Sharing a whiteboard as seen on Dr Qu in's Quartz WID. 

Figure 12.4 Sharing a wh iteboard as seen 011 Toria 1s Crysta l W ID. 
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Having selected the desired drawing primitive using the menu keys are used

for drawing

press the space bar once to start drawing once again to stop drawing

the arrow key moves the cursor ten pixels at time If the Ctrl key is held

down the cursor will move just single pixel

the nine letter keys at the left-hand end of the keyboard

1AHpzxH
correspond to the nine grid points on the whitehoard Pressing one of these

keys snaps the cursor to the corresponding point

The Quartz User hiterface

Whereaat he Crystal reference design is keyboard driven Quartz us.o en .put

muon wr Th n- fO s/Nt

more difficult

The uartz version of Simple onldrence behaves like typical Quartz

application tapping in the send text field enables handwriting recognidon
This is indicated hy the black triangle halfway up the righNhand side of the

screen The bac triangle can be seen in the first two Quartz screen Ciots in

this chapter

2Q Messaging

Messaging is common wy to send information in clientserver syste

Simple Conference uses publish-subscribe messaging model This allows

clients to subscribe to topics and to receive all messages sent to that topic

them common messaging models are point-to-point and request-reply Note

that the system developed is not an impienle.ntation of Sun Microsystems Java

Messaging Services API

Publish-Subscribe Messaging

Publish-subscribe messaging is used when multiple clients need to receive the

same messages This is the case in the chat and whiteboard services provided

by Simple Conference The idea of topic is central to the publish-subscribe

model Multiple publishers may send messages to topic and all subscribers to

that topic will receive all the messages sent to the topic This model is extremely
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Having selected the desired draw ing primitive using the menu, keys are used 
for drawing: 

• press the space bar once to start drawing, once again to stop drawing 

• the arrow key moves the cursor, ten pixels at a time. If the Ctrl key is held 
down the cursor will move just a single pixe l 

• the nine letter keys at the left-hand end of the keyboard 

Q w E 

A s D 

z X C 

correspond to the nine grid points on the whiteboard. Pressing one of these 
keys snaps the cursor to the corresponding point. 

The Quartz User Interface 

Whereas the Crystal reference design is keyboard driven, Quartz uses pen input 
via a touch screen. This is fine for the whiteboard but means that text entry is 
more d ifficu lt. 

The Quartz version of Simple Conference behaves like a typical Quartz 
application: tapping in the send text field enables handwriting recognition . 
This is indicated by the black triangle halfway up the right-hand side of the 
screen. (The black triangle can be seen in the first two Quartz screen shots in 
th is chapter.) 

12.1.2 Messaging 

Messaging is a common way to send information in a cl ient- server system. 
Simple Conference uses a publish-subscribe messaging modei. This allows 
clients to subscribe to topics and to receive all messages sent to that topic. 
Other common messaging models are point-to-point and request-reply. Note 
that the system developed is not an implementation of Sun Microsystems' Java 
Messaging Services APL 

Publish-Subscribe Messaging 

Publ ish-subscribe messaging is used when multiple cl ients need to receive the 
same messages. This is the case in the chat and whiteboard services provided 
by Simple Conference. The idea of a "topic" is central to the publish-subscribe 
model. M ultiple publ ishers may send messages to a topic, and all subscribers to 
that topic wi l l receive all the messages sent to the topic. This model is extremely 
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useful when clients want to notify each other e.g when text message was

submitted by chat client or the whiteboard was updated

Simple Conference clients are both publishers and subscribers the chat

client submits text message to the server and as subscriber to the zichat

topic it also receives the published messages In other systems clients may

only be recipients for instance when subscribing to price list or timetable
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The Message

message contains body and header information The data to send is stored

as serializable object as the body o1 the message The header contains the

topic to which the message belongs and an identifier for the type of message

For example chat message s.ent to the server would look like this

Topic chat identifies the topic

Id SEN DTEXT defined in the Chatkrotocol class

Body Bonjour mes amis the teA to send

The Message class is simple data container class from the com.digia.j4mid.sc

msgarchs hared package

The Message 
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usefu l when cl ients want to notify each other, e.g. when a text message was 

submitted by a chat client, or the whiteboard was updated. 

Simple Conference clients are both publishers and subscribers: the chat 

client submits a text message to the server and, as a subscriber to the " chat" 

topic, it also receives the published messages. In other systems clients may 

only be reci pients, for instance when subscribing to a price list or timetable. 
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Figure 12.5 The messaging architecture. 

A message contains a body and header information . The data to send is stored 

as a serializable object as the body of the message. The header contains the 

topic to which the message belongs and an identifier for the type of message. 

For example, a chat message sent to the server would look like th is: 

Topic = "chat" (identifies the topic) 
ld = SEND_TEXT (defi ned in the ChatProtocol class) 

Body = "Bonjour mes amis" (the text to send) 

The Message class is a simple data container class from the c:om.digia.j4mid.sc. 

msgarch.shared package: 
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public class Message implements Serializable

private Object iBody
private String iTopic
private mt ild

public Object geteody

return iBody

public String getTopic

return iTopic

public Message String aTopic mt aId Object atody

ildald
iTopicaTopic
iBodyaBody

c.ciL mt get

recurri ii

putlic String toStr.ing

return Message iTop.ic aiMody

The foflowing fragment from

shows how the topic String is used to check for the existence or the reic vant

service if the service for that topic exists iistenerhandieMessaqe
routes the in coming message to it

private void sendToTopic Str_ no tooic Message aMessage

if iTopictisteners containsKey topic

IMegListener listener IMsgListener iTopictisteners
net topic

listener.handlexessagetlvis aMessage

The message Id Id is used by the .listener to determine the object type of the

Message body and hence how the message shouid be h. and led The foflowing
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public c l ass Message implemen t s Seriali z a ble 
{ 

private Object i Body ; 
p r ivate S t r ing i Topic; 
private int iid; 

publ ic Ob ject getBody() 
{ 

ret u rn i Bod y ; 

publ ic String getTopic( ) 
{ 

retur n i Topic ; 

public Messag e(String aTopic, int aid , Object aBody) 
{ 

i id=aid ; 
i Topic=aTopic; 
iBody=aBody; 

public int getid () 
{ 

return iid; 

public String toString() 
{ 

return "Message ["+iid+", "+iTopic+"] ="+iBody; 

The following fragment from com .digia. j4mid.sc. msgarch.server .ServerSession 
shows how the topic String is used to check for the existence of the relevant 
service. If the serv ice for that topic exists, listener. handleMessage () 
routes the incoming message to it: 

private void sendToTopic(String topic , Message aMessage) 
{ 

if(iTopicListeners.containsKey(topic)) 
{ 

I MsgListe ner listener=(IMsgListener)iTopicListeners 
.get(topic); 

listener . handleMessage(this, aMessage); 

The message Id (id) is used by the listener to determine the object type of the 
Message body and hence how the message should be handled. The following 
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fragment from com.digia.j4mid.sc.server.ChatHafldler publishes text message

to all subscribers to the chat service

switchid

case SEND_TEXT

String text String aMessage.getBOdY

textaSender.getldefltification text
msgnew Message TOPIC SEND_TEXT text

serversession.publishmsg

PublisherServer Side

To publish message to its subscribed clients the publisher needs to know

which client is interested in which topic This is achieved when the client first

connects to the server

Hashtable is used to send parameters to the server the first time the client

connects to the server It is sent as message whose Id is INlET using special

topic Hsession This topic is only used for controlling the data flow between

client and server

The server looks up the topics keyword in the Hashtable which returns

Vector of topics in which the client is interested The client is then added to

all topics to which they want to subscribe as long as the server supports those

topics The following fragment is from com.digia.j4mid.sc.server.ServerSeSSiOn

Hashtable hashHashtableaMesSage.getBody
Vector vVectorhash.gettOpics
Enumeration enumEnumerationv.elements
while enum.hasMoreElemeflts

topic String enum.nextElementO

ServerSessjon.addSessiOnTOTOPJct0pic this
sendToTopictopic aNessage

Currently the server ignores requests for unsupported topics future improve

ment in the service would be to notify the client that particular topic is not

supported

SubscriberClient Side

message arriving at the client is delivered to the attached topic listener

through the same mechanism as used by the server-side publisher
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fragment from com.digia.j4mid.sc.server.ChatHandler publishes a text message 

to all subscribers to the chat service: 

switch (id) 
{ 

Publisher-Server Side 

case SEND_TEXT: 
String text=(String)aMessage.getBody(); 

text~aSender.getidentification () +" >"+text; 

msg=new Message( TOPIC, SEND_TEXT, text); 

ServerSession.publish(msg); 

To publish a message to its subscribed clients the publisher needs to know 

which client is interested in which topic. This is achieved when the client first 

connects to the server. 
A Hashtable is used to send parameters to the server the first time the client 

connects to the server. It is sent as a message whose Id is INIT using a special 

topic " session" . This topic is only used for controlling the data flow between 

client and server. 
The server looks up the topics keyword in the Hashtable, which returns 

a Vector of topics in which the client is interested. The client is then added to 

all topics to which they want to subscribe, as long as the server supports those 

topics. The following fragment is from com.digia.j4mid.sc.server.ServerSession: 

Hashtable hash=(Hashtable)aMessage.getBody () ; 

Vector v=(Vector)hash.get("topics"); 

Enumer ation e num= (Enumeration)v . elements (); 

while( enum.hasMoreElements() ) 

{ 
topic=(String)enum.nextElement() ; 

ServerSession.addSessionToTopic (topic , this); 

s e ndToTopic(topic, aMessage ) ; 

Currently the server ignores requests for unsupported topics: a future improve­

ment in the service would be to notify the client that a particular topic is not 

supported. 

Subscriber-Client Side 

A message arriving at the client is delivered to the attached topic listener 

through the same mechanism as used by the server-side publisher. 
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____________ Themodelisa
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the client-server

communication

from the view

Datalevel
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Figure 12.6 The Model-View-Controller
pattern

The listener is Model for service It receives message and notifies the

attached observer An observer is View in the Model-View-Controller pattern

which updates the data representation

The code from com.digia.j4mid.sc.client.chat.DistChatModel handles chat

messages received by the client

public void handlelYlessageIMsgSender aSender Message aMessage

mt idaMessage.getld
switchid

case SEND_TEXT
iText String aMessage.getBody
iObserver updateChat ChatModel DEFAULT

_REASON
break
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The listener is a Model for a service. It receives a message and notifies the 
attached observer. An observer is a View in the Model-View-Controller pattern, 
which updates the data representation. 

The code, from com.digia.j4mid.sc.client.chat.DistChatModel, handles chat 
messages received by the client: 

publ i c void h a ndleMessage( IMsgSender aSender , Message aMessage) 
{ 

int id=aMessage.getid(); 
switch (id) 
{ 

case SEND_TEXT: 
iText = (String)aMessage.getBody(); 
iObserver .updateChat(ChatModel .DEFAULT 

_REASON); 

break; 
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The chat client displays the received message as new line of text

The model is also responsible for reporting changes in the data to the server

so that other clients can be updated To achieve this the model wraps the data

in Message sets the topic and Id and sends it via the session to the server

from com.digia.j4mid.sc.client.chat.DistChatModel

public void setChatText String Text

Message msgnew MessageTOPIC SEND_TEXT text
iSender.send msg

Using distributed functionality to extend model makes it straightforward to

integrate messaging into existing applications This is the benefit of separating

data from its presentation

Sessions

Sessions exist on the client and server as ClientSession and ServerSession

They are responsible for initiating connection routing received

messages and sending messages to client On the server side there

is one session per client session is threaded object which

allows the session to send and receive messages asynchronously
See com.digia.j4mid.sc.msgarch.server.ServerSession and com.digia.j4mid.sc

msgarch cl ient.Cl ientSession for more information

Following Messages Route

To understand how message makes its way through the messaging architecture

its beneficial to follow messages path

Text is entered in the chat panel and the send function is triggered

The text is written to the model

The model wraps the text in Message with topic chat and an Id

SEN DTEXT
The Message object is sent to the server via the ClientSession

At the server side ServerSession responsible for this client receives the

message and looks up the topic

Using the topic field the ServerSession can route the Message to the

attached listener in this case the ChatHandler

The ChatHandler uses the Id to decide how to handle the Message In

this case the handler prefixes the text with the clients nickname

The modified text message is published to all Chat service subscribers

via the ServerSessions

The message arrives at client which uses the topic to route it to the

correct topic listener which is data model

Sessions 
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The chat client displays the received message as a new line of text. 
The model is also responsible for reporting changes in the data to the server 

so that other clients can be updated. To achieve this, the model wraps the data 
in a Message, sets the topic and Id, and sends it via the session to the server 
(from com.digia.j4mid.sc.client.chat.DistChatModel): 

public void setChatText(String a Text) 
{ 

Message msg=new Message(TOPIC, SEND_TEXT, a text ) ; 
iSender.send( msg); 

Using distributed functionality to extend a model makes it straightforward to 
integrate messaging into existing applications. This is the benefit of separating 
data from its presentation. 

Sessions exist on the client and server as ClientSession and ServerSession. 
They are responsible for initiating a connection, routing received 
messages and sending messages to a client. On the server side there 
is one session per client. A session is a threaded object, which 
allows the session to send and receive messages asynchronously. 
See com.digia.j4mid.sc.msgarch.server.ServerSession and com.digia.j4mid.sc. 
msgarch.client.ClientSession for more information. 

Following a Message's Route 

To understand how a message makes its way through the messaging architecture 
it's beneficial to follow a message's path: 

1. Text is entered in the chat panel and the send function is triggered. 
2. The text is written to the model. 
3. The model wraps the text in a Message with a topic (chat) and an Id 

(SEND_TEXT). 
4. The Message object is sent to the server via the ClientSession. 
5. At the server side a ServerSession responsible for this client receives the 

message and looks up the topic. 
6. Using the topic field the ServerSession can route the Message to the 

attached listener, in this case the ChatHandler. 
7. The ChatHandler uses the Id to decide how to handle the Message. In 

this case the handler prefixes the text with the client's nickname. 
8. The modified text message is published to all Chat service subscribers, 

via the ServerSessions. -
9. The message arrives at a client, which uses the topic to route it to the 

r.;orrect topic listener, which is a data model. -
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10 The data model notifies the view which will update the text display by

adding the new line of text

12.1.3 Developing Services for Multiple Devices

Developing clientserver application for different devices requires that both

packaging and bundling are thought about carefully The Simple Conference

client runs on both Quartz and Crystal reference devices as well as translating

to the desktop PC These three clients have different UI requirements but

nonetheless have lot of common code

Bundling ensures that only those packages required by particular client

are contained in the JAR java Archive file delivered to the client

Package Names

To make the package names unique Sun recommends the use of Internet

domain names backwards in this case com.digia Because it is an application

forJavaon mobile information devices we then use j4mid and follow this with

the application name This leads to com.digia.j4mid.sc as common prefix for

all Simple Conference packages

Simple Conference is clientserver application which introduces the next

level Client and server share some common classes so we get the following

branches

com.digia.j4mid.sc.client

com.digia.j4mid.sc.shared

com.digia.j4mid.sc.server

Common client classes are packaged under the client level For the device-

specific UI parts package for each device is created

com.digia.j4mid.sc.client.ui.desktop

com.digia.j4mid.sc.client.ui.crystal

com.digia.j4mid.sc.client.ui.quartz

Each service provided on the client occupies package in this case the chat

and whiteboard services

com.digia.j4mid.sc.client.ui.chat

com.digia.j4mid.sc.client.ui.wb

The messaging architecture is an independent architecture which is placed in

its own branch Because it is also clientserver architecture it gets the typical

packaging signature
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10. The data model notifies the view, which will update the text display by 
adding the new line of text. 

• 12.1.3 Developing Services for Multiple Devices 

Package Names 

Developing a client-server application for different devices requires that both 
packaging and bundling are thought about carefully. The Simple Conference 
client runs on both Quartz and Crystal reference devices, as well as translating 
to the desktop PC. These three clients have different UI requirements but 
nonetheless have a lot of common code. 

Bundling ensures that qnly those packages required by a particular client 
are contained in the JAR Uava Archive) file delivered to the client. 

To make the package names unique, Sun recommends the use of Internet 
domain names, backwards, in this case com.digia. Because it is an application 
for Java on mobile information devices, we then use j4mid and follow this with 
the application name. This leads to com.digia.j4mid.sc as a common prefix for 
all Simple Conference packages. 

Simple Conference is a client-server application, which introduces the next 
level. Client and server share some common classes, so we get the following 
branches: 

com.digia.j4mid.sc.client 
com.digia.j4mid.sc.shared 
com.digia.j4mid.sc.server 

Common client classes are packaged under the client level. For the device­
specific UI parts a package for each device is created: 

com.digia.j4mid.sc.client.ui.desktop 
com .digia.j4m id.sc.cl ient. u i .crystal 
com .digia.j4m id.sc.cl ient. u i .quartz 

Each service provided on the client occupies a package, in this case the chat 
and whiteboard services: 

com.digia.j4mid.sc.client.ui.chat 
com.digia.j4mid.sc.client.ui.wb 

The messaging architecture is an independent architecture, which is placed in 
its own branch. Because it is also a client- server architecture it gets the typical 
packaging signature: 



350 CASE STUDIES

com.digia.j4mid.sc.msgarch.client

com.digia.j4mid.sc.msgarch.shared

com.digia.j4mid.sc.msgarch.server

Bundling

bundle is combination of packages with each bundle being separate

project with its own configuration

Each device requires its own bundle either client-desktop client-crystal or

client-quartz while the server requires fourth bundle Common client services

add one bundle to the list the client-bundle and bundle for the shared

classes is also needed called the shared-bundle Finally messaging requires

three bundles the client-msgarch server-msgarch and shared-msgarch
The targets are formed by combination of bundles

Target Client- Client- Client- Client- Shared- Server- Shared Server

desktop crystal quartz msgarch msgarch msgarch

Desktop

Crystal

Quartz

Server

The bundles are combined into single jar or zip file for deployment on the

target client Simple script files automated the bundling process and reduced

the likelihood of errors

12.1.4 References and Resources

Hughes Shoffner Hamner Java Network Programming Complete Guide to

Networking Streams and Distributed Computing Manning Publications 2nd

edn July 1999 ISBN 88477749X

Hughes Draw the world Create networked whiteboards with Java 1.1

published on JavaWorld webs ite November 1997 http//www.javaworld.com/

javaworld/jw-1 1-1 997/jw-1 -step.html by lTWorld.com

Gopalan Suresh Raj Java Messaging Service first published on his website

September 999 http//www.execpc.comIgopalan/j ms/jms html

Sun Microsystems Java Message Service API first published on

java.sun.com http//java.sun.com/products/jmsl

Todd Sundsted Messaging Makes its Move first published on Java

World website February 1999 http//www.javaworld.com/jw-02-1 999/jw-02-

howto html

Softwired iBus/Mobile JMS 1.0 JavaTM Message Service software can be

down loaded from http//www.softwi red-inc .com

Bundling 
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com.digia.j4mid.sc.msgarch.client 
com.digia.j4mid.sc.msgarch.shared 
com.digia.j4mid.sc.msgarch.server 

A bundle is a combination of packages, with each bundle being a separate 
project with its own configuration. 

Each device requires its own bundle, either client-desktop, client-crystal or 
client-quartz, while the server requires a fourth bundle. Common client services 
add one bundle to the list, the client-bundle; and a bundle for the shared 
classes is also needed, called the shared-bundle. Finally messaging requires 
three bundles, the client-msgarch, server-msgarch and shared-msgarch. 

The targets are formed by a combination of bundles: 

Target Client- Client- Client- Client- Shared- Server- Shared Server 
desktop crystal quartz msgarch msgarch msgarch 

Desktop X X X X 
Crystal X X X X 
Quartz X X X X 
Server X X X X 

The bundles are combined into a single jar or zip file for deployment on the 
target client. Simple script files automated the bundling process and reduced 
the likelihood of errors. • 

12.1.4 References and Resources 

Hughes Shoffner, Hamner, Java Network Programming, A Complete Guide to 
Networking, Streams and Distributed Computing, Manning Publications, 2nd 
edn, July 1999, ISBN 188477749X 

Hughes, Draw the world, Create networked whiteboards with Java 7.1, 
published on JavaWorld website November 1997, http://www.javaworld.com/ 
javaworld/jw-11-1997/jw-11-step.html by ITWorld.com 

Gopalan Suresh Raj, Java Messaging Service, first published on his website 
September 1999, http://www.execpc.com/~ gopalan/jms/jms.html 

Sun Microsystems, Java Message Service AP/, first published on 
java.sun.com, http://java.sun.com/products/jms/ 

Todd Sundsted, Messaging Makes its Move, first published on Java 
World website February 1999, http://www.javaworld.com/jw-02-1999/jw-02-
howto.html • 

Softwired, iBus/Mobile }MS 1.0 (Java™ Message Service), software can be 
downlo;:i.ded from http://www.softwired-inc.com/ 
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Burbeck How to Use Model-View-Controller in Smalltalk Applications

Programming in SmallTalk8OTM 2nd edn 1992 http//st-www.cs.uiuc.edu/

users/smarch/st-docs/mvc html

12.2 The Handheld Travel Assistant

Sigrid Steinholt Bygds Rune Henning Johansen Oystein Myhre and Tore
Urnes

Telenor RD http/www.telenor.com/rd

This section of Chapter 12 illustrates Telenors experience building handheld

travel assistant using Java and existing Internet services It begins by describing

travel scenario before presenting the Handheld Travel Assistant service The

travel assistant combines and adds value to existing third-party services and

provides an architecture for simplifying the adaptation of existing services to

wireless devices is presented To illustrate the architecture the source code of

simple implementation framework is provided

12.2.1 Travel Scenario

Gudrun and Ragnar are going on holiday to Oslo They arrive at the Central

Station on the evening train from Copenhagen Exhausted from the trip they

decide to go to their hotel right away They know that the hotel is located only
few steps from the north-west station exit and they decide to give the taxi

queue miss

While travelling Gudrun had made herself familiar with map of Oslo on
her handheld travel assistant She followed their own movements marked on
the map as small red circles as the train steadily progressed towards the station

Gudrun had also entered the address of their hotel and the travel assistant now
maintained green circle on the map to denote the hotel location

The next day Gudrun and Ragnar head for the Vigeland Park one of the

top-rated attractions listed in their travel guide Ragnar asks the travel assistant

for public transportation routes to the park On the way back to the hotel

they decide to be bit adventurous and set out to walk back to town About

half-way there they decide to get bite to eat and ask the travel assistant to

point out the locations of fish restaurants within five minutes walking distance

from where they are currently standing
Back at the hotel Gudrun wants to go and check out the old Akershus

fortress down by the fjord while Ragnar remembers that he has promised to

pick up few souvenirs for friends at home They decide to split up and meet

back at the hotel in few hours An hour later Gudrun is so impressed by the

beautiful view of the sunset from the top of the old fortress wall that she calls

Ragnar on his cell phone to see if he wants to come down Ragnar agrees and
turns on his travel assistant He tells the assistant to pinpoint Gudruns current

location He can now easily find his way and share the view with Gudrun
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This section of Chapter 12 illustrates Telenor's experience building a handheld 
travel assistant using Java and existing Internet services. It begins by describing 
a travel scenario before presenting the Handheld Travel Assistant service. The 
travel assistant combines and adds value to existing third-party services, and 
provides an architecture for simplifying the adaptation of existing services to 
wireless devices is presented. To illustrate the architecture, the source code of 
a simple implementation framework is provided. 

12.2.1 Travel Scenario 
Gudrun and Ragnar are going on a holiday to Oslo. They arrive at the Central 
Station on the evening train from Copenhagen. Exhausted from the trip, they 
decide to go to their hotel right away. They know that the hotel is located only 
a few steps from the north-west station exit, and they decide to give the taxi 
queue a miss. 

While travelling, Gudrun had made herself familiar with a map of Oslo on . 
her handheld travel assistant. She followed their own movements, marked on 
the map as small red circles, as the train steadily progressed towards the station. 
Gudrun had also entered the address of their hotel and the travel assistant now 
maintained a green circle on the map to denote the hotel location. 

The next day1 Gudrun and Ragnar head for the Vigeland Park, one of the 
top-rated attractions listed in their travel guide. Ragnar asks the travel assistant 
for public transportation routes to the park. On the way back to the hotel, 
they decide to be a bit adventurous and set out to walk back to town. About 
half-way there, they decide to get a bite to eat and ask the travel assistant to 
point out the locations of fish restaurants within five minutes walking distance 
from where they are currently standing. 

Back at the hotel, Gudrun wants to go and check out the old Akershus 
fortress down by the fjord while Ragnar remembers that he has promised to 
pick up a few souvenirs for friends at home. They decide to split up and meet 
back at the hotel in a few hours. An hour later, Gudrun is so impressed by the 
beautiful view of the sunset from the top of the old fortress wall that she calls 
Ragnar on his cell phone to see if he wants to come down. Ragnar agrees and 
turns on his travel assistant. He tells the assistant to pinpoint Gudrun1s current 
location. He can now easily find his way and share the view with Gudrun. 
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1222 The Trave Assistant Apphcation

We have built handheld travel assistant like the one described in the scenario

It is pure Java implementation that runs on Windows EPOC Release Psion

5mx and Psion netBook and Symbian OS v6.O using Quartz and Crystal

emulators Most of the functionality was realized with little effort by simply

combining and adding value to set of existing services These services are

map service different spatial search services transport service and location

service

The map service uses maps from MapOnWeb1 company offering digital

maps on the web Figure shows map from MapOnWeb covering part of

downtown Oslo Below the map there are function buttons that you can use to

zoom in and out pan get information select areas of interest and get route

information

MapOnWeb supports wide range of paramet rs fo rnp region scale

level of detail color scheme etc The map serv good performance Maps

Ak

AC

AC

Figure 12.7 Downtow 1o

httpt/wwwrnaponwebcom
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12.2.2 The Travel Assistant Application 

We have built a handheld travel assistant like the one described in the scenario. 
It is a pure Java implementation that runs on Windows, EPOC Release 5 (Psion 
Smx and Psion netBook) and Symbian OS v6.0 (using Quartz and Crystal 
emulators). Most of the functionality was real ized with little effort by simply 
combining and adding value to a set of existing services. These services are a 
map service, different spatial search services, a transport service, and a location 
se1·vice. 

The map service uses maps from MapOnWeb1
, a company offering digital 

maps on the web. Figure 1 shows a map from MapOnWeb covering a part of 
downtown Oslo. Below the map there are function buttons that you can use to 
zoom in and out, pan, get information, select areas of interest, and get route 
information. 

MapOnWeb supports a wide range of parameters for its maps: region, scale, 
level of detail, color scheme, etc. The map server has good performance. Maps 

Figure 12.7 Downtown Oslo. 

1 http:/iwww.maponweb.com 



THE HANDHELD TRAVEL ASHSTANT 353

are generated as GIF Graphic Interchange Format or JPEG Joint Photographic

Experts Group images on the fly The images were originally intended for

wired access However the limited screen size on handheld devices also limits

the size of images which makes the images suitable for transport over the

wireless GSM network MapOnWebs map base currently covers Scandinavia

and will cover Europe during 2001

The map in Figure 12.8 has small red oval mark on it marked by the

arrow We call such ovals map marks and use them to denote the location

of objects of interest to the user Map marks can represent stationary objects

like restaurants bus stops and hotels or moving objects like persons trains

etc You can get information about particular map mark by pointing at it on

screen In Figure 12.8 we can see that the map mark represents Gudrun

The spatial search services use different Norwegian databases The results

of database search are shown as map marks on the map Figure 29 shows

the result of an address search for Street in Oslo
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are generated as GIF (Graph ic Interchange Format) or JPEG (Joint Photographic 
Experts Group) images on the fly. The images were originally intended for 
wired access. However, the limited screen size on handheld devices also limits 
the size of images, wh ich makes the images suitable for transport over the 
wireless GSM network. MapOnWeb's map base cu rrently covers Scandinavia, 
and will cover Europe during 2001 . 

The map in Figure 12.8 has a small red ovai mark on it (marked by the 
arrow). We call such ovals map marks, and use them to denote the location 
of objects of interest to the user. Map marks can represent stationary objects 
like restaurants, bus stops, and hotels, or moving objects like persons, trains, 
etc. You can get information about a particular map mark by pointing at it on 
screen. In Figure ·12 .8 we can see that the map mark represents Gudrun. 

The spatial search services use different (Norwegian) databases. The resu lts 
of a database search are shown as map marks on the map. Figure ·12.9 shows 
the result of an address search for a street in Oslo. 

Figure 12.8 On this map you can see Cudrun, represented by an oval map mark, walking on the 
Western Wall of the Akershus fortress. Cudrun's name appears when you point at the map mark. 
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The public transport service makes use of Trafikanten2 Trafikanten is

public service delivered via phone web and WAP Wireless Access Protocol

giving information about public transportation in and around Oslo Our service

adds value to the original service It locates stations near at the users current

location or in selected area and marks them on the map If several routes

are possible our service calculates the best route The user can define the best

route to be the fastest route the route with the shortest total walking distance

or the route with fewest transportation changes

We also supply our own location service The location service keeps track

of its clients locations However client is the owner of its own location

If interested client can become member of location group location
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The public transport service makes use of Trafikanten2 . Trafikanten is a 
public service delivered via phone, web, and WAP (Wireless Access Protocol), 
giving information about public transportation in and around Oslo. Our service 
adds value to the original service. It locates stations near at the user's' current 
location or in a selected area, and marks them on the map. If several routes 
are possible, our service cal culates the best route. The user can define the 'best 
route' to be the fastest route, the route with the shortest total wal king distance, 
or the route with fewest transportation changes. 

We also supply our own location service. The location service keeps track 
of its clients' locations. However, a client is the owner of its own location. 
If interested, a client can become a member of a location group. A location 

Figure 12.9 The result of an address search. The search criterion was part of the street name. 
The ovals are map marks representing the street numbers. To see a house number you point at the 
map mark at the house of interest. The tabs just above the function buttons shows that this travel 
ass istant holds two maps fm its user at the moment. O ne map covers the city center of O slo, w hile 
the other covers the street the user has searched for 

2 http://www.trafikanten.no 
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group is quite similar to an Internet chat group except that the information

exchanged is the group members locations group can be family friends

or trucks in transport company Locations are continuously updated on the

map This way it is possible for the members of location group to follow the

movements of the other members the group see Figure 12.10 For client

to be able to know its own location location sensor must be attached to it

global positioning system GPS sensor can be used for this purpose
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Our travel assistant application demonstrates how useful functionality cart

be realized in simple and timely fashion by combining and adding value to

existing third-party services To get people interested in using service the

service content must be of high quality very important task when building

an application like the Handheld Travel Assistant is to identify and reach
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group is quite similar to an Internet chat group, except that the information 
exchanged is the group members' locations. A group can be a famil y, friends, 
or trucks in a transport company. Locations are continuously updated on the 
map. This way it is possible for the members of a location group to follow the 
movements of the other members of the group, see Figure 12.10. For a client 
to be able to know its own location, a location sensor must be attached to it. A 
global positioning system (GPS) sensor can be used for this purpose. 

Figure 12.10 The map marks here represent the members of a location group. Location group 
members exchange their locations. We can see that most of th is group's members are in Oslo. By 
pointing at the map marks, we can see their names. At the moment we can, for instance, see that 
Hege is in Valdres 

O ur travel assistant application demonstrates how useful functionality can 
be realized in a simple and timely fash ion by combining and adding value to 
existing, th ird-party services. To get people interested in using a service1 the 
service content must be of high quality. A very important task when building 
an appl ication I ike the Hand held Travel Assistant is to identify and reach 
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agreements or make partnerships with providers of high quality content This

may also be time-consuming task

12.2.3 Application Architecture

Much of the travel assistants functionality is realized by combining and adding

value to existing third-party services Often such third-party services are not

designed for the severe resource constraints of wireless devices meaning they

fail to take into account the limitations on battery life screen real estate CPU

power and network bandwidth common solution to this problem is to

introduce an adaptation layer between the wireless device and the service

The adaptation layer can be thought of as sitting
close to the edge of the

wired network It performs various transformations and optimizations allowing

wireless devices to interact with services in timely and economical manner

To further increase the flexibility and ease by which wireless devices interact

with all kinds of services we introduced service proxies on the wireless device

proxy is local object that allows us to hide the network protocols used to

interact with services

Java method

invocation

nt AnAflY0
protocol protocol

Wireless information device Adapter Server

Figure 12.11 Generic service adaptation architecture

Figure 12.11 depicts the generic architecture for adapting services to wireless

devices The client application running on the wireless device interacts with

third-party service by invoking method on the corresponding service proxy

The proxy forwards the request using an appropriate protocol to the adaptation

component which in turn interacts with the service potentially employing yet

another protocol Service responses may be subject to computations e.g

pruning compression transformation aggregation etc in the adaptation

component before being returned to the proxy Finally the proxy constructs

response to the service request

By applying the generic architecture for service adaptation to the Hand

held Travel Assistant we arrive at the architecture in Figure 12.12 Some of
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agreements or make partnerships with providers of high quality content. This 

may also be a time-consuming task. 

12.2.3 Application Architecture 

Much of the travel assistant's functionality is realized by combining and adding 

value to existing third-party services. Often such third-party services are not 

designed for the severe resource constraints of wireless devices, meaning they 

fail to take into account the limitations on battery life, screen real estate, CPU 

power, and network bandwidth. A common solution to this problem is to 

introduce an adaptation layer between the wireless device and the service. 

The adaptation layer can be thought of as sitting close to the edge of the 

wired network. It performs various transformations and optimizations, allowing 

wireless devices to interact with services in a timely and economical manner. 

To further increase the flexibility and ease by which wireless devices interact 

with all kinds of services, we introduced service proxies on the wireless device. 

A proxy is a local object that allows us to hide the network protocols used to 

interact with services. 

Java method 
invocation 

e-s----
Wireless information device 

Any 
protocol 
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Any 
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Figure 12.11 Generic service adaptation architecture 

Server 

Figure 12.11 depicts the generic architecture for adapting services to wireless 

devices. The client application running on the wireless device interacts with a 

third-party service by invoking a method on the corresponding service proxy. 

The proxy forwards the request, using an appropriate protocol, to the adaptation 

component, which in turn interacts with the service, potentially employing yet 

another protocol. Service responses may be subject to computations, e.g. 

pruning,· compression, transformation, aggregation, etc., in the adaptation 

component before being returned to the proxy. Finally, the proxy constructs a 

response to the service request. • 

By applying the generic architecture for service adaptation to the Hand­

held Tr.avel Assistant, we arrive at the architecture in Figure 12.12. Some of 
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Figure 12.12 The architecture of the Handheld Travel Assistant at glance The application

combines existing and new services into handheld device This way it adds value to the services

Some of the existing services are slightly adapted

the existing services need to be slightly adapted some not The MapOnWeb
service for instance has programmable web interface and needs no adapta

tion while the Trafikanten service does Our transport service needs to act as

human user towards the Trafikanten web service and in addition perform some

calculations e.g finding the best route

The Hand held Travel Assistant is Java application specifically designed for

Symbian device This is done to reduce start-up time and to enable usage of

local resources such as the file system serial I/O and databases Java Applet

embedded in web browser is prohibited from accessing such resources and

would therefore not be suitable

We chose Java as the implementation language mainly because it provides

us with platform for rapid prototyping In addition the Java language enables

mobile code and provides the required security mechanisms

Servlet technology is de facto standard for service deployment Servlet

runs in Servlet container and such containers can be plugged into web servers

Client 
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Figure 12.12 The architecture of the Handheld Travel Assistant at a glance. The application 
combines existing and new services into a hand held device. This way it adds value to the services. 
Some of the existing services are slightly adapted 

the existing services need to be slightly adapted, some not. The MapOnWeb 
service, for instance, has a programmable web interface and needs no adapta­
tion, while the Trafikanten service does. Our transport service needs to act as a 
human user towards the Trafikanten web service and in addition perform some 
calculations, e.g. finding the best route. 

The Handheld Travel Assistant is a Java application specifically designed for 
a Symbian device. This is done to reduce start-up time and to enable usage of . 
local resources such as the file system, serial 1/0 and databases. A Java Applet 
embedded in a web browser is prohibited from accessing such resources, and 
would therefore not be suitable. 

We chose Java as the implementation language, mainly because it provides 
us with a platform for rapid prototyping. In addition, the Java language enables 
mobile code, and provides the required security mechanisms. 

Servlet technology is a de facto standard for service deployment. A Servlet 
runs in a Servlet container, and such containers can be plugged into web servers, 
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in our case the Apache Tomcat3 web server proxy is an object located on the

client representing remote service The proxy hides implementation details

of the communication between client and server from the client This means

that you can change proxy without affecting the client code as ong as the

new proxy implements the same interface You can even change proxies at

runtime By using proxies service provider can easily adapt service by

making new proxy that replaces the old one e.g adding caching or session

management Figure 12.13 illustrates how services are implemented in our

application

thIHP9
Client can reside inside firewall Server side

Figure 12.13 Services are implemented as servietproxy pairs This gives simple and standard

way to implement and deploy services We get plug-in possibilities on both client and server side

We use proxies on the client to interface to location sensors too This

way we can change sensors if we like We have made proxy for GPS

or DGPS sensor GPS-sensor indicates your outdoor location with preci

sion of 10 meters To get more accurate location information 35 meters

it is possible to use differentiated GPS DGPS sensor DGPS-sensor

has to be fed with special signals in order to correct the GPS location

co-ordinates To receive these signals requires the use of an FM-antenna

However it is not always convenient to carry an antenna around We have

therefore created an Internet DGPS-service where client can fetch the signals

required If the sensor we plug into the handheld device is DGPS sensor

the proxy uses our DGPS service to get the signals it has to feed to the

sensor The DGPS service is implemented as servletproxy pair like the other

services

The Servletproxy pairs of the travel assistant application use HTTP

HyperText Transport Protocol not Java RMI Remote Method Invocation

to exchange serialized objects The reason for this is that Serviets cannot

be accessed remotely If we had chosen Enterprise Java Beans EJB as our

hftp//jakarta.apache.org/tomcat/
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in our case the Apache Tomcat3 web server. A proxy is an object located on the 
client, representing a remote service. The proxy hides implementation details 
of the communication between client and server from the client. This means 
that you can change a proxy without affecting the client code, as long as the 
new proxy implements the same interface. You can even change proxies at 
runtime. By using proxies a service provider can easily adapt a service by 
making a new proxy that replaces the old one, e.g. adding caching or session 
management. Figure 12.13 illustrates how services are implemented in our 
application. 

Events 

Possible 
firewall 

HTTP 

Client can reside inside a firewall 

Servlet 

Servlet container 

RMI, 
HTTP etc 
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Back-end 
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Figure 12.13 Services are implemented as servlet-proxy pairs. This gives a simple and standard 
way to implement and deploy services. We get plug-in possibilities on both client and server side 

We use proxies on the client to interface to location sensors, too. This 
way we can change sensors if we like. We have made a proxy for a GPS 
(or DGPS) sensor. A GPS-sensor indicates your outdoor location with a preci­
sion of 10 meters. To get more accurate location information (3-5 meters) 
it is possible to use a differentiated GPS (DGPS) sensor. A DGPS-sensor 
has to be fed with special signals in order to correct the GPS location 
co-ordinates. To receive these signals requires the use of an FM-antenna. 
However, it is not always convenient to carry an antenna around. We have 
therefore created an Internet DGPS-service where a client can fetch the signals 
required. Jf the sensor we plug into the handheld device is a DGPS sensor, 
the proxy uses our DGPS service to get the signals it has to feed to the 
sensor. The DGPS service is implemented as a servlet-proxy pair like the other 
services. 

The Servlet-proxy pairs of the travel assistant application use HTTP 
(HyperText Transport Protocol), not Java RMI (Remote Method Invocation), 
to exchange serialized objects. The reason for this is that Servlets cannot 
be accessed remotely. If we had chosen Enterprise Java Beans (EJB) as our 

3 hftp://jakarta.apache.org/tomcat/ 
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component model RMI would have been applicable We chose Servlet tech

nology because it gives us standard way to deploy services today In year

or two EJB may be as common as Servlets At the moment however using EJB

means large investments on the server side while many web servers are able

to run Serviets

In our location service implementation the proxy polis the Serviet for loca

tion changes The proxy can instead be implemented so it receives notifications

of location changes from the server If the Travel Assistant sits behind firewall

on wireless LAN in the office perhaps notifications will not get through so

the client would have to poll However polling is resource consuming and

should be avoided if possible The proxy should be made smart enough to

decide if it is inside firewall or not If inside it polls the server for changes if

not it just awaits notifications Depending on the need for information updates

it may not be necessary to poli very often It is possible to make the proxy smart

enough to poll at different time intervals depending on information quality

preferences or expected state changes In the context of the JavaPhone APIs

an alternative solution is to enable the services to send notifications via SMS

Short Message Service

12.2.4 Service Implementation

The Travel Assistant shows that you can add value to existing services by

combining them We have stated that it is easy to make new services this way
and even easier when we combine proxies with component model in our

case Servlets We will now show straightforward implementation of service

as Servletproxy pair Our example service is called DemoService It is

simplified participants list-service where everyone can become participant

The service allows you to add participant get the number of participants

and the participant list The proxy polls the servlet for changes in the number

of participants This DemoService can act as framework for implementing
real service

Interfaces

The DemoService implements two interfaces service interface and listener

interface

The service interface defines the attribute methods of the service and is

implemented by the smart service proxy

public interface DemoService

public mt numberOfParticipants
public mt addParticipant String name
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component model, RMI would have been applicable. We chose Servlet tech­
nology because it gives us a standard way to deploy services today. In a year 
or two, EJB may be as common as Servlets. At the moment, however, using EJB 
means large investments on the server side, while many web servers are able 
to run Servlets. 

In our location service implementation, the proxy polls the Servlet for loca­
tion changes. The proxy can instead be implemented so it receives notifications 
of location changes from the server. If the Travel Assistant sits behind a firewall, 
on a wireless LAN in the office perhaps, notifications will not get through, so 
the client would have to poll. However, polling is resource consuming, and 
should be avoided if possible. The proxy should be made smart enough to 
decide if it is inside a firewall or not. If inside, it polls the server for changes, if 
not, it just awaits notifications. Depending on the need for information updates, 
it may not be necessary to poll very often. It is possible to make the proxy smart 
enough to poll at different time intervals, depending on information quality 
preferences or expected state changes. In the context of the JavaPhone APls, 
an alternative solution is to enable the services to send notifications via SMS 
(Short Message Service). 

12.2.4 Service Implementation 

Interfaces 

The Travel Assistant shows that you can add value to existing services by 
combining them. We have stated that it is easy to make new services this way, 
and even easier when we combine proxies with a component model, in our 
case Servlets. We will now show a straightforward implementation of a service . 
as a Servlet-proxy pair. Our example service is called DemoService. It is a 
simplified participants' list-service, where everyone can become a participant. 
The service allows you to add a participant, get the number of participants, 
and the participant list. The proxy polls the servlet for changes in the number 
of participants. This DemoService can act as a framework for implementing a 
real service. 

The DemoService implements two interfaces, a service interface and a listener 
interface. 

The service interface defines the attribute methods of the service, and is 
implemented by the smart service proxy: 

public interface DemoService 
{ 

public int numberOfParticipants(); 
public int addParticipant(String name ); 
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public string getParticipants

The Listener interface specifies the notifications that the service proxy can

generate When service event occurs the relevant method in the registered

Listener object is invoked In our example the only notification defined is

numbe rOt Part ipant sChanged
The class that is interested in processing service events implements this

interface and registers itself by calling addDemoServiceLstener

public interface DemoServiceListener

public mt numberofparticipantschangedO

Service Proxy

DemoServiceProxy constitutes the client side of the service It implements the

DemoService interface thus gaining access to the service This implementation

caches the number of participants and uses polling thread to monitor the

server-side copy of the numberOf Participants attribute Note that the

polling thread is not created unless notification listener is registered on the

proxy The attribute methods of the service are implemented using remote calls

over HTTP described later

Using remote calls over HTTP desecribed later Note that the polling thread

is not created unless notification Listener is registered on the proxy

nPartcipants is the cached copy of the number of participants

pollingRate is the polling interval once per minute

The webServerHost webServerPort and servietUri should

reference the host IP address port number and serviet identification

import javautil .Enumeration

public class DemoServiceProxy
extends AbstractServiceProxy implements DemoService

protected mt nParticipantsO

protected long pollingRate60000

private Runnable poller

public DemoServiceProxy

webServerHost
webServerPort
servletUri

Service Proxy 
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public String[] getParticipants () ; 

The Listener interface specifies the notifications that the service proxy can 
generate. When a service event occurs the relevant method in the registered 
Listener object is invoked. In our example, the only notification defined is 
numberOfParticipantsChanged. 

The class that is interested in processing service events implements this 
interface, and registers itself by calling addDemoServiceListener (}: 

public interface DemoServiceListener 

{ 
public int numberofparticipantschanged( ) ; 

A DemoServiceProxy constitutes the client side of the service. It implements the 
DemoService interface, thus gaining access to the service. This implementation 
caches the number of participants and uses a polling thread to monitor the 
server-side copy of the numberOf Participants attribute. Note that the 
polling thread is not created unless a notification listener is registered on the 
proxy. The attribute methods of the service are implemented using remote calls 
over HTTP, described later. 

Using remote calls over HTTP, desecribed later. Note that the polling thread 
is not created unless a notification Listener is registered on the proxy. 

nParticipants is the cached copy of the number of participants, 
pollingRate is the polling interval (once per minute). 

The webServerHost, webServerPort, and servletUri should 
reference the host IP address, port number, and servlet identification: 

import java .util.Enumeration; 

public class DemoServiceProxy 
extends AbstractServiceProxy implements DemoService 

protected int nPartic ipants=O; 
protected long pollin~Rate=600 00; 
private Runnable poller; 

public DemoServiceProxy () 
{ 

webServerHost= .. . 
webServerPort= .. . 
servletUri= ... ; 
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public mt numberOfParticipants

Object replyremotecallOverHttp
numberOf Participants null

if reply instanceof Integer
return Integer reply intValue

returnFAILED

public mt addParticipant String name

ObjectE argsnew Object
Object replyremoteCallOverllttp addParticipant args
if reply instanceof Integer

returnInteger reply .intValue
else returnFAILED

public StringE getParticipants

Object replyremoteCallOverHttp getParticipants null
ifreply instanceof String returnString reply
else return null

public void addDemoServiceListener DemoServiceListener
listener

addServiceListener listener
if pollernull

pollernew Runnable

public void run

while true

try

Thread sleep pollingRate

catchInterruptedException
polling

new Threadpoller .start

protected void polling

THE HANDHELD TRAVEL ASSISTANT 

public int numberOfParticipants() 
{ 

Object reply=remoteCallOverHttp 
( "numberOf Participants", null) ; 

if(reply instanceof Integer) 
return(((Integer)reply) .intValue()); 

return(FAILED)l; 

public int addParticipant(String name) 
{ 

Object[] args=new Object[] {name}; 
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Object reply=remoteCallOverHttp ( "addParticipant", args); 
if(reply instanceof Integer) 

return(((Integer)reply) .intValue(ll; 
else return(FAILED); 

public String[] getParticipants() 
{ 

Object reply=remoteCallOverHttp("getParticipants",null); 
if(reply instanceof String[]) return((String[])reply); 
else return(null); 

public void addDemoServiceListener(DemoServiceListener 
listener) 

addServiceListener(listener); 
if(poller==null) 
{ 

poller=new Runnable() 
{ 

} ; 

public void run() 
{ 

while(true) 
{ 

try 
{ 

Thread.sleep(pollingRate); 

catch(InterruptedException el{} 
polling (); 

new Thread(poller) .start(); 

protected void polling() 
{ 
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mt nnumberOfParticipantsO
if nO

if nl nParticipants

nParticipantsn
forEnumeration elisteners.elements

e.hasMoreElements

DemoServiceListener e.nextElementO
.numberOfParticipantsChange

Abstract Service Proxy

The class DemoServiceProxy above implements the DemoService interface

and extends class called AbstractServiceProxy The main task of this class is

to supply all subordinate service proxies with method for performing remote

calls over HTTP The implementation chosen packs the remote method name

together with the argument list into an object of class RemoteCall and POSTs
serialized version of that object over HTTP connection Class RemoteCall

is described later The HTTP response is interpreted as serialized version

of the remote methods product i.e either the return value or an exception

object

webServerHost webServerPort and servietUri are intitialized

by the subclass

import java.util .Vector
import java.io.ObjectlnputStream
import java io .Obj ectOutput Stream
import java.net .URL
import java.net .HttptJRLConnection

public abstract class AbstractServiceProxy

protected String webServerHost
protected mt webServerport
protected String servlettjri

protected Vector listenersnew Vector

public Synchronized void addServiceListener Object
listener

listeners.addElement listener

protected Object remoteCallOverHttp String methodName
Object args
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int n=numberOfParticipants () ; 
if (n>O) 

{ 
if(n!=nParticipants) 
{ 

nParticipants=n; 
for( Enumeration e =listeners .elements( ) ; 

e . hasMoreElements() ;) 
(( DemoServiceListener ) (e .nextElement ())) 

.numberOfParticipantsChange(n) ; 

Abstract Service Proxy 

The class DemoServiceProxy above implements the DemoService interface 
and extends a class called AbstractServiceProxy. The main task of this class is 
to supply all subordinate service proxies with a method for performing remote 
calls over HTTP. The implementation chosen packs the remote method name 
together with the argument list into an object of class RemoteCall, and 'POSTs' 
a serialized version of that object over a HTTP connection. Class RemoteCall 
is described later. The HTTP response is interpreted as a serialized version 
of the remote method's product, i.e. either the return value or an exception 
object. 

webServer Host, webServerPor t , and servletUri are intitialized 
by the subclass: 

import java .ut il. Vector; 
import java.io.Obj ectlnputStream; 
import java . io . ObjectOutputStream; 
import java . net.URL; 
import java.net.HttpURLConnection ; 

public abstract c l ass AbstractServi cePr oxy 
{ 

protected String webServerHost ; 
protected int webServe rPort; 
protected String s e rvlet'uri; 
protected Vecto r lis teners=n e w Vector(); 

public synchronized void addServiceListener(Object 
liste ner) 

listeners. addElemertt(listener); 

protected Object remoteCallOverHttp(String metho dName, 
Object [ ] args) 
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RemoteCall callnew RemoteCallmethodNameargs
try

URL urlnew
URL http webServerHostwebServerport servletUri

Httpt3RLConnect ion conn
HttpURLConnect ion un openConnection

conn setRequestMethod POST
conn setoolnput true conn setDoOutput true
conn.connect0

ObjectOutputStream outnew
ObjectOutputstneemconn.getoutputstream0

out.writeObject call
out.flush0

Obj ectlnputStream innew
Objectlnputstreamconn.getlnputStream

Object replyin.readObject
return reply

catchException returne

Remote Call

The method remoteCalloverHttp of the class AbstractServiceProxy uses

RemoteCall class When performing remote call the remote methods name
and its corresponding argument list are packed into an object of this class This

object then constitutes complete remote method call suitableto serialize and

send Over an object socket

public final class RemoteCall implements Serializable

private String methodName
private Object args

public RemoteCall String methodName Object args

this .methodNamemethodName
this argsargs

public String getMethodName returnmethodName
public Object getArguments returnargs

Remote Call 
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RemoteCall call=new RemoteCall(methodName,args); 
try 
{ 

URL url=new 
URL("http",webServerHost,webServerPort,servletUri ); 

HttpURLConnection conn= 
(HttpURLConnection)url . openConnection(); 

conn. setRequestMethod ( "POST") ; 
conn.setDoinput(true); conn . setDoOutput(true); 
conn.connect(); 

ObjectOutputStream out=new 
ObjectOutputStream(conn . getOutputStream()); 

out.writeObject(call); 
out.flush () ; 

ObjectinputStream in=new 
ObjectinputStream(conn . getinputStream()); 

Object repl y =in.readObject(); 
return(reply); 

catch(Exception e) { return(e); 
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The method remoteCallOverHt tp () of the class AbstractServiceProxy uses 
a RemoteCall class. When performing a remote call, the remote method's name 
and its corresponding argument list are packed into an object of this class. This 
object then constitutes a complete remote method call suitableto serialize and 
send over an object socket. 

public final c lass RemoteCall implements Serializable 
{ 

private String methodName; 
private Object[ ] args; 

public RemoteCall(String methodName,Object[] args) 
{ 

thi s. methodName =methodName; 
this.args=args ; 

public String getMethodName () {return(methodName) ;} 
public Object [] getArguments() {re tur n(args) ;} 
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Serviet

The server side is implemented as serviet that connects to the underlying

service on the same or remote server To make it simple the service

is represented by the same interface as described above the DemoService

interface The service can be class that implements this interface and for

example accesses database using JDBC Java Database Connectivity or an

Enterprise Java Bean EJB
The DemoServiet responds to an HTTP POST by interpreting the servlet input

as an ObjectlnputStream containing serialized method call The method call

is unpacked and the corresponding local method is called The result of the

method call is delivered to an ObjectOutputStream If anything goes wrong an

exception object is delivered to this stream

demoService references the underlying Service

import ava.io lOExcept ion
import java io .Obj ectlnputStream
import java io .Obj ectOutputStream
import javax servlet ServletException
import avax servlet http HttpServlet

import avax servlet http HttpServletRequest
import javax servlet .http.HttpservletResponse

public class OemoServlet extends HttpServlet

private DemoService demoService

mit connects to the real service e.g database It is called by the Servlet

container to indicate to Servlet that the Serviet is being placed into service

public void mit demoService

doPost Services HTTP-POST requests

protected void doPostHttpServletRequest request
HttpServletResponse response throws ServletException lOException

Object reply
try

ObjectlnputStream innew
ObjectlnputStreemrequest.qetlnputStream

Read input and call local method

RemoteCall callPemoteCallin.readObject
reply

methodCall call .getMethodName call .getArguments

catchException replye

Servlet 
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The server side is implemented as a servlet that connects to the underlying 
service on the same or a remote server. To make it simple, the service 
is represented by the same interface as described above, the DemoService 
interface. The service can be a class that implements this interface and, for 
example, accesses a database using JDBC Uava Database Connectivity) or an 
Enterprise Java Bean (EJB). 

The DemoServlet responds to an HTTP POST by interpreting the servlet input 
as an ObjectlnputStream containing a serialized method call. The method call 
is unpacked and the corresponding local method is called. The result of the 
method call is delivered to an ObjectOutputStream. If anything goes wrong, an 
exception object is delivered to this stream. 

demoService references the underlying Service: 

import java.io.IOException; 
import java.io.ObjectlnputStream; 
import java.io.ObjectOutputStream; 
import javax.servlet.ServletException; 
import javax.servlet.http.HttpServlet; 
import javax.servlet.http.HttpServletRequest; 
import javax.servlet.http .HttpServletResponse; 

public class DemoServlet extends HttpServlet 
{ 

private DemoService demoservice; 

ini t () connects to the real service, e.g. a database. It is called by the Servlet 
container to indicate to a Servlet that the Servlet is being placed into service: 

public void init() {demoService= ... } 

doPost () Services HTTP-POST requests: 

protected void doPost(HttpServletRequest request, 
HttpServletResponse response) throws ServletException,IOException 

{ 
Object reply; 
try 
{ 

ObjectinputStream in=new 
ObjectinputStream(request . getinputStream() ); 

Read input and call local method: 

RemoteCall call= (RernoteCall) in. readObject (); 
reply= 

methodCall(call.getMethodName( ) ,call . getArguments() ); 
} 
catch(Exception e} {reply=e ; } 
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Write output

ObjectOutputStream outnew
ObjectOutputStreamresponse .getOutputStream

out.writeObject reply
Out.flush

Method call skeleton code for this service

private Object methodCall String methodNameObject args

try

if methodMame equals numberOfParticipants

return new
Integer demoService .noOf Participants

else if methodName equals addParticipant

String name String args

return new
Integer demoService .addParticipant name

else ifmethodName.equaisgetparticjpantsu

return demoService getParticipants

thrownew ExceptiontJnknown Method name
methodName

catchThrowable returne

12.2.5 Conclusion

The Handheld Travel Assistant is demonstrator not product To make it

real product not only security issues but also session management and
user interface design have to be dealt with We also need to enable clientsto

download install and upgrade services We believe that standard mechanisms
for handling this will be available in the near future The way we use Java

means our application is prepared for mobile code and the use of discovery
services such as Jini The Handheld Travel Assistant will be usable anywhere
in the world by connecting to regional map and information services based on
the users current location
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Write output: 

ObjectOutputStream out=new 
ObjectOutputStream(response.getOutputStream()); 

out.writeObject (reply); 
out. flush() ; 

Method call skeleton code for this service: 
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private Object methodCall(String methodName,Obj ect[ ] args ) 
{ 

try 
{ 

if(methodName.equals("numberOfParticipants")) 
{ 

return (new 
Integer(demoService.noOfParticipants()) ); 

} 
e lse if(methodName .equals("addPart icipant") ) 

String name=(String)args[0]; 
return(new 

Integer(demoService.addParticipant (name ))); 
} 
else if(methodName .equals ("getParticipants") ) 

return(demoService.getParticipants(}}; 

throw (new Exception ( "Unknown Method name: 11 + 
methodName)); 

} 
catch(Throwable e) {return (e ) ;} 

12.2.5 Conclusion 

The Handheld Travel Assistant is a demonstrator, not a product. To make it 
a real product, not only security issues, but also session management and 
user interface design have to be dealt with. We also need to enable clients to 
download, install, and upgrade services. We believe that standard mechanisms 
for handling this will be available in the near future. The way we use Java 
means our application is prepared for mobile code and the use of discovery 
services such as Jini. The Handheld Travel Assistant will be usable anywhere 
in the world by connecting to regional map and information services based on 
the user's current location. 
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JNI Programming for Symbian OS

Cohn Turfus

Although the Java virtual machine promises and in many ways realizes the

ideal of Write Once Run Everywhere it does not Run Everythingin
particular it has very limited access to platform-specific resources The Java

Native Interface is feature introduced by Sun Microsystems into JDK .1 in

recognition of limitations of what could be accomplished with Java code alone

in the Java Virtual Machine The Java Native Interface superseded number

of competing solutions by Netscape Microsoft and Sun themselves to the

problem of accessing native code from Java and vice versa

13.1 Introduction

13.1.1 Javas limitations

You may wonder as you embark on this chapter whether JNl is soniething

you really need or want to get involved in Reading this section should help

you answer that question You may well find your answer is in the negative in

which case you can skip to the next chapter
Of course you may know in advance that you need to work with the Java

Native Interface if for example

You have legacy or libraries which you plan or are required to access

from Java application

You have performance issues with computation-intensive engine written in

pure Java and have an explicit requirement to compile some of the time-critical

operations or loops down to native code

But if youre uncertain as to whether you should use JNI approach to solving

your problem it is perhaps worthwhile considering the opposite question in

what circumstances would not want to use JNI approach For although

the Java Native Interface was introduced to provide standard method for Java

and native code to talk to each other it is by no means always necessary to
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Colin Turfus 
Although the Java virtual machine promises and in many ways realizes the 
ideal of " Write Once, Run Everywhere," it does not "Run Everything" - in 
particular, it has very limited access to platform-specific resources. The Java 
Native Interface is a feature introduced by Sun Microsystems into JDK 1.1 in 
recognition of limitations of what could be accomplished with Java code alone 
in the Java Virtual Machine. The Java Native Interface superseded a number 
of competing solutions (by Netscape, Microsoft, and Sun themselves) to the 
problem of accessing native code from Java and vice versa. 

13.1 Introduction 

13.1.1 Java's Limitations 
You may wonder, as you embark on this chapter, whether JNI is something 
you really need or want to get involved in. Reading this section should help 
you answer that question. You may well find your answer is in the negative, in 
which case you can skip to the next chapter. 

Of course, you may know in advance that you need to work with the Java 
Native Interface; if, for example: 

You have legacy C or c++ libraries which you plan (or are required) to access 
from a Java application. 

You have performance issues with a computation-intensive engine written iri 
pure Java and have an explicit requirement to compile some of the time-critical 
operations or loops down to native code. 

But if you're uncertain as to whether you should use a JNI approach to solving 
your probiem, it is perhaps worthwhile considering the opposite question: in 
what circumstances would I not want to use a JNI approach? For, although 
the Java Native Interface was introduced to provide a standard method for Java 
and native code to talk to each other, it is by no means always necessary to 
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resort to JNI programming to achieve this effect Subject to certain limitations

it is possible for you to achieve level of cooperation by other less exercising

approaches The following are worth considering even if only as partial

solutions before you embark on any JNI programming in earnest

Calling Native Code from Java code

If the native code you want to run can be launched as an executable in

separate process the JDK .1 .x Runtime has method for achieving this

effect namely the exec .. method of the java lang Runtime class For

example you might use something like the following code

Runtme runtime Runtime.getRuntimeO
runtime.exec c\\WebProgs\\Browser.exe -f Helpfile.htm

to display an HTML help fileassociated say with the current Java appli

cationin native browser Notice the double backslash required because

the single backslash is used by Java as an escape character This solution is

available equally to Java programs running on Symbian devices.1 In particular

if you wanted to launch say the native Contacts application on Symbian

device the appropriate command line syntax would be

\System\Programs\AppRun exe \Systern\Apps\Contacts\Contacte app

limitation of this approach is that there is no means of communication

between the Java Runtime and the process in which the native executable is

running If you need to make callback youll have to use JNI

Calling Java Code from Native Code

Conversely you may want to run some Java code from inside native

executable The Java Native Interface provides the so-called Invocation API to

allow you to instantiate virtual machine and arbitrary Java objects inside

native thread and to call arbitrary methods of arbitrary Java classes If these

methods return data to the native thread the JNI approach will be the only one

open to you However if you dont have such requirement you could think

about simply invoking pjavaexe with the name of the Java class you want

to run and the arguments you want to pass to its main method virtual

defect in EPOC Release prevents command lines being parsed correctly with the result that

arguments cannot be passed to executables in this way This problem has been fixed in the Personal

Java Application Environment shipping with Symbian OS Version 6.0 However the reader should

be aware that this will still not work on the WINS emulator which does not supportthe launch of

.exe files Applications are launched in the emulator from an EikDl StartAppL
method exported from Eikon.dII The only way to launch native application from Java

application rUnning in the WINS emulator is to call this function through JNI
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resort to JNI programming to achieve this effect. Subject to certain limitations, 
it is possible for you to achieve a level of cooperation by other, less exercising 
approaches. The following are worth considering, even if only as partial 
solutions, before you embark on any JNI programming in earnest. 

Calling Native Code from Java code 

If the native code you want to run can be launched as an executable in 
a separate process, the JDK 1.1.x Runtime has a method for achieving this 
effect, namely the exec ( ... ) method of the j ava. lang. Runtime class. For 
example, you might use something like the following code: 

Runtime runtime= Runtime.get'Runtime(); 
runtime.exec(' 'c:\\WebProgs\\Browser.exe -f Helpfile.htm' '); 

to display an HTML help file-associated, say, with the current Java appli­
cation - in a native browser. (Notice the double backslash required because 
the single backslash is used by Java as an escape character.) This solution is 
available equally to Java programs running on Symbian devices.1 In particular, 
if you wanted to launch, say, the native Contacts application on a Symbian 
device, the appropriate command line syntax would be: 

z:\System\Programs\AppRun.exe z:\System\Apps\Contacts\ Contacts.app 

A limitation of this approach is that there is no means of communication 
between the Java Runtime and the process in which the native executable is 
running. If you need to make a callback, you'll have to use JNI. 

Calling Java Code from Native Code 

Conversely, you may want to run some Java code from inside a native 
executable. The Java Native Interface provides the so-called Invocation API to 
allow you to instantiate a virtual machine and arbitrary Java objects inside a 
native thread and to call arbitrary methods of arbitrary Java classes. If these 
methods return data to the native thread, the JNI approach will be the only one 
open to you. However, if you don't have such a requirement you could think 
about simply invoking pjava.exe with the name of the Java class you want 
to run and the arguments you want to pass to its main () method. A virtual 

1 A defect in EPOCRelease 5 prevents command lines being parsed correctly, with the result that 
arguments cannot be passed to executables in this way. This problem has been fixed in the Personal 
Java Application Environment shipping with Symbran OS Version 6.0. However, the reader should 
be aware thatthis will still not work on the WINS emulator, which does not supporrthe launch of 
.exe files. Applications are launched in the emulator from an E ikD 11 : : StartAppL { . .. ) 
method _exported from Eikon.dll. The only way to launch a native application from a Java 
application running in the WINS emulator is to call this function through JNI. 
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machine would then be instantiated as separate process.2 On Symbian
device pjava.exe is located in the folder \System\Programs\ on the drive on
which the Java Runtime was installed

Standard Java Extension Packages

Just because the functionality you want to access is not part of the Personal

Java Application Environment doesnt mean you have to go native Numerous
extensions have been made to the core capabilities of the Java Runtime with

standard documented APIs implementations of which are certified by Sun

Microsystems in much the same way as Java Runtime would be Such
extensions will often be identified by their belonging to suhpackage of

javax all the JavaPhone packages described in Chapter are of this kind

Alternatively extensions may be implementations of interfaces specified as part
of standard Runtime environment Because they typically serve to provide

Java API to access native functionality provided in DLLs resident on the device

and/or shipped and installed as part of the extension package these extension

packages will usually be platform specific

You may thus be able to take advantage of the fact that someone else has

already done the necessary native programming for youand indeed been
awarded certificate confirming that they knew what they were doing It is

well worthwhile checking over Suns website http//java.sun.com/products/
to see if an extension package exists which satisfies your need and it may be
that this has already been implemented fOr the Symbian OS Notable examples
of third-party implementations of such Java extensions available for Symbian
devices are

number of databases some pure Java with JDBC drivers allowing them
to be accessed through standard API

client software for the Java Messaging Service

At the time of writing these are available mainly only for EPOC Release but

work is currently under way to make them available for Version

Custom Java Extensions

Of course as Java programmer looking to extend the capability of the Java

Runtime on Symbian devices without resort to JNI you need not restrict your
attention to standard Java extensions There are plenty of proprietary extensions

available as component libraries that can be purchased off-the-shelf from third

parties or even downloaded from the web as freeware or shareware Most of

Clearly for the reasons given above this approach will only work on Symbian devices and

not on the WINS emulator
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machine would then be instantiated as a separate process.2 On a Symbian 
device, pjava.exe is located in the folder \System\Programs\ on the drive on 
which the Java Runtime was installed. 

Standard Java Extension Packages 

Just because the functionality you want to access is not part of the Personal 
Java Application Environment doesn't mean you have to go native. Numerous 
extensions have been made to the core capabi lities of the Java Runtime with 
standard, documented APls, implementations of which are certified by Sun 
Microsystems in much the same way as a Java Runtime would be. Such 
extensions will often be identified by their belonging to a subpackage of 
javax. *; all the JavaPhone packages described in Chapter 5 are of this kind. 
Alternatively, extensions may be implementations of interfaces specified as part 
of a standard Runtime environment. Because they typically serve to provide a 
Java API to access native functionality (provided in DLLs resident on the device 
and/or shipped and installed as part of the extension package), these extension 
packages will usually be platform specific. 

You may thus be able to take advantage of the fact that someone else has 
already done the necessary native programming for you-and indeed been 
awarded a certificate confirming that they knew what they were doing! It is 
well worthwhile checking over Sun's website (http://java.sun.com/products/) 
to see if an extension package exists which satisfies your need; and it may be 
that this has already been implemented for the Symbian OS. Notable examples 
of third-party implementations of such Java extensions available for Symbian 
devices are: 

• a number of databases (some pure Java) with JDBC drivers allowing them 
to be accessed through a standard API 

• client software for the Java Messaging Service 

At the time of writing, these are available mainly only for EPOC Release 5, but 
work is currently under way to make them available for Version 6. 

Custom Java Extensions 

Of course, as a Java programmer looking to extend the capability of the Java 
Runtime on Symbian devices without resort to JNI, you need not restrict your 
attention to standard Java extensions. There are plenty of proprietary extensions 
available as component libraries that can be purchased off-the-shelf from third 
parties or even downloaded from the web as freeware or shareware. Most of 

2 Clearly, for the reasons given above, this approach wi ll only work on Symbian devices and 
not on the WINS emulator. 
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these are not platform-specific and do not provide access to native EPOC func

tionality Various proprietary extensions specific to Symbian OS are available

from the Symbian Developer Network on http//www.symbiandevnet.com

and on the Version Symbian SDKs for Java These are made available in

subpackages of corn symbian.devnet They mostly make use of some

JNI programming and may save you that trouble Indeed they have formed the

basis for number of the JNI examples we will be looking at below

If you still cant find quite what you need even among these examples then

getting to grips with JNI programming may be unavoidable for you In which

case you should read on..

13.1.2 What can do with JNI on Symbian OS
To round off the picture lets take quick tour of some of the kinds of things

you could conceivably do or which have already been done with JNI on

Symbian OS

We have already mentioned the introduction of JavaPhone APIs into Version

6.0 JNI programming offers the possibility of providing similar function

ality Indeed most of the EPOC Release JNI example code published on

www.symbiandevnet.com could be described as such

JNI allows the possibility of Java code controlling Symbian device drivers For

example although neither printing nor sound recording is supported from Java

on Symbian OS they are from native code and by the same token from JNI

code

Although Java applications can conveniently handle standard data formats

like text GIF JPEG and even PDF files they are intrinsically ill-suited to

handling Symbian native data types e.g Word DBMS Agenda Contacts This

is because these files are encoded in proprietary manner and only intended

to be accessed through standard APIs on Symbian devices or additionally

on PC for connectivity purposes Although Agenda and Contacts files have

now been rendered accessible through JavaPhone APIs others have not But

JNI allows the possibility of working with files of any of the standard Symbian

native data types

Although the Java Runtime provides method for accessing Java system

properties it naturally doesnt provide an independent mechanism for getting

and setting EPOC system properties Of course some of these are reflected in

Java system properties like locale system language etc Others like power

status may be accessed through JavaPhone APIs However through JNI you

can get and set other EPOC system propertieslike whether the user prefers

an analog or digital clock display or fine points of currency and number

formatting such as whether currency symbol precedes or follows the amount

Potentially more usefully JNI also provides window onto EPOC system

events That is it allows you to set up listener in Java native thread to
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these are not platform-specific and do not provide access to native EPOC func­
tionality. Various proprietary extensions specific to Symbian OS are available 
from the Symbian Developer Network on http://www.symbiandevnet.com 
and on the Version 6 Symbian SDKs for Java. These are made available in 
subpackages of com. symbian. devnet. *. They mostly make use of some 
JNI programming and may save you that trouble. Indeed they have formed the 
basis for a number of the JNI examples we will be looking at below. 

If you still can't find quite what you need even among these examples, then 
getting to grips with JNI programming may be unavoidable for you. In which 
case, you should read on ... 

13.1.2 What can I do with JNI on Symbian OS? 

To round off the picture, let's take a quick tour of some of the kinds of things 
you could conceivably do, or which have already been done, with JNI on 
Symbian OS: 

We have already mentioned the introduction of JavaPhone APls into Version 
6.0. JNI programming offers the possibility of providing similar function­
ality. Indeed most of the EPOC Release 5 JNI example code published on 
www.symbiandevnet.com could be described as such. 

JNI allows the possibility of Java code controlling Symbian device drivers. For 
example, although neither printing nor sound recording is supported from Java 
on Symbian OS, they are from native code, and by the same token from JNI 
code. 
Although Java applications can conveniently handle standard data formats 
like text, GIF, JPEG, and even PDF files, they are intrinsically ill-suited to 
handling Symbian native data types, e.g. Word, DBMS, Agenda, Contacts. This 
is because these files are encoded in a proprietary manner and only intended 
to be accessed through standard APls, on Symbian devices or, additionally, 
on a PC (for connectivity purposes). Although Agenda and Contacts files have 
now been rendered accessible through JavaPhone APls, others have not. But 
JNI allows the possibility of working with files of any of the standard Symbian 
native data types. 

Although the Java Runtime provides a method for accessing Java system 
properties, it naturally doesn' t provide an independent mechanism for getting 
and setting EPOC system properties. Of course, some of these are reflected in 
Java system properties like locale, system language, etc. Others, like power 
status, may be accessed through JavaPhone APls. However, through JNI you 
can get and set other EPOC system properties-like whether the user prefers 
an analog or digital clock display, or fine points of currency and number 
formatting, such as whether a currency symbol precedes or follows the amount. 

Potentially more usefully, JNI also provides a window onto EPOC system 
events: That is, it allows you to set up a listener in a Java native thread to 
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wait for EPOC system events of interest and execute an event handler of your

design This event handler can furthermore make callback to the Java Runtime

and say notify another thread there For example if you are working with

java.util .Locale or java.util .TimeZone object you may want to

know when the user has changed the devices home city or some other locale

setting and reinitialize the appropriate Java objects Likewise you might want

your Java application to execute start-up sequence when the device powers

up after period in idle mode

Finally in the event that some method or class in Symbians Java Runtime

does not behave according to the specification against which it was certified

there is always the possibility that JNI will provide mechanism for you to

work around that defect and provide an alternative class or method with the

properties you seek

13.1.3 What cant do with JNI on Symbian OS
should avoid giving the impression thatJNl is panacea providing to the Java

developer all the resources available to developer writing native applications

for Symbian OS There remain number of limitations of which you should be

aware mostly relating to application architecture and graphical user interface

The main limitation of JNI programming lies in the fact that all interaction

between an instance of the Java Runtime and the EPOC window server is

through single encapsulated native thread called the AWT-Server thread

This is accessible only to the private native methods called by AWT peer

classes to allow AWT Components MenuComponents and related objects to

display themselves In other words you can only access the EIKON environment

indirectly through AWT classes and subclasses thereof you cannot do anything

with EIKON visual components in Java windows or dialogs It is intended that

following planned new AWT architecture this limitation will not apply to

version of the Symbian OS But it will pose limit to developers at least until

version 6.2

There are few apparent exceptions here in that certain standard native dialogs

such as system-modal Notify dialogs the Internet connection dialog and the

task list can be launched from Java native methods and can even return

value to be processed by that method But in reality these dialogs are being

launched in quite separate threads controlled by EPOC servers running in

non-Java processes

related problem is that on Symbian OS shared resources are typically made

available to multiple processes through EPOC servers subclasses of the EPOC

CServer class These are accessed through client sessions encapsulating

handles which may be thread-specific and so not readily sharable between

Java threads For more details see section 13.6 below
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wait for EPOC system events of interest and execute an event handler of your 
design. This event handler can furthermore make a callback to the Java Runtime 
and, say, notify another thread there. For example, if you are working with 
a j ava. util. Locale or j ava. util. Timezone object, you may want to 
knowwhen the user has changed the device's home city or some other locale 
setting and reinitialize the appropriate Java objects. Likewise, you might want 
your Java application to execute a start-up sequence when the device powers 
up after a period in idle mode. 

Finally, in the event that some method or class in Symbian's Java Runtime 
does not behave according to the specification against which it was certified, 
there is always the possibility that JNI will provide a mechanism for you to 
work around that defect and provide an alternative class or method with the 
properties you seek. 

13.1.3 What can't I do with JNI on Symbian OS? 

I should avoid giving the impression thatJNI is a panacea providing to the Java 
developer all the resources available to a developer writing native applications 
for Symbian OS. There remain a number of limitations of which you should be 
aware, mostly relating to application architecture and graphical user interface: 

The main limitation of JNI programming lies in the fact that all interaction 
between an instance of the Java Runtime and the EPOC window server is 
through a single encapsulated native thread called the AWT-Server thread. 
This is accessible only to the private native methods called by AVVT peer 
classes to allow AWT Components, MenuComponents, and related objects to 
display themselves. In other words, you can only access the EIKON environment 
indirectly through AWT classes, and subclasses thereof; you cannot do anything 
with EIKON visual components in Java windows or dialogs. It is intended that, 
following a planned new A\t\/T architecture, this limitation will not apply to 
version 7 of the Symbian OS. But it will pose a limit to developers at least until 
version 6.2. 

There are a few apparent exceptions here in that certain standard native dialogs 
such as system-modal Notify dialogs, the Internet connection dialog, and the 
task list can be launched from Java native methods; and can even return a 
value to be processed by that method. But in reality these dialogs are being 
launched in quite separate threads controlled by EPOC servers running in 
non-Java processes. 

A related problem is that, on Symbian OS, shared resources are typically made 
available to multiple processes through EPOC servers (subclasses of the EPOC 
CServer class). These are accessed through client sessions encapsulating 
handles which may be thread-specific and so not readily sharable between 
Java threads. For more details, see section 13.6 below. 
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Under Quartz 6.0 native application can register views allowing other apps

to present Direct Navigation Links DNLs When these are selected by the

user they cause that application to be opened if necessary and one or other

of its views to be displayed possibly using some data passed from the DNL to

initialize the view While use of JNI allows the possibility ofajava application

displaying DNLs linking to another native applications it does not allow it to

register
views and so itself be activated through the DNL mechanism

13.2 JNI and Symbian OS

13.2.1 Prerequisites

Software

Before you get started with JNI development you will need to kit your PC out

with the requisite software

Symbian SDK for Java

JDK .1 .8 or equivalent Java compiler

Symbian SDK

Microsoft Visual CTM v6.0

Detailed requirements vary depending on your choice of
target platform

Options currently include

EPOC Release Psion Series 5mx Psion Series Psion netBook Ericsson

MC218

In the case of EPOC Release you will need to install the SDK and the

SDK for Java onto the same substed drive on your PC It is necessary to

install the SDK first then the SDK for Java When you install the second

of these the install shield will detect that an EPOC Release SDK has been

installed on that drive and offer to delete it You must answer No to this

offer

You have the choice of working with v.5 or v.6 of Microsoft Visual If

you plan to use the latter you should be careful to apply the required patch to

the SDK which you will be asked about at the end of its installation

Quartz v6.O

In the case of Quartz v6.0 you will need to install the SDK and the

SDK for Java into the same root directory on your PC You can install these in

either order and uninstall either or both afterwards For future Symbian SDKs

from v6.1 onwards this process will be simplified with Java and/or

development environments installed as part of single process

Only version 6.0 of Visual is supported with Version 6.0 Symbian SDKs

Service Pack should be applied
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Under Quartz 6.0, a native application can register views allowing other apps 
to present Direct Navigation Links (DNLs). When these are selected by the 
user, they cause that application to be opened (if necessary) and one or other 
of its views to be displayed, possibly using some data passed from the DNL to 
initialize the view. \.Vhile use of JNI allows the possibility of a Java application ' 
displaying DNLs linking to another native applications, it does not allow it to 
register views and so itself be activated through the DNL mechanism. 

13.2 JNI and Symbian OS 

13.2.1 Prerequisites 

Software 

Before you get started with JNI development you will need to kit your PC out 
with the requisite software: 

• Symbian SOK for Java 
• JOK 1.1.8 (or equivalent) Java compiler 
• Symbian C++ SOK 
• Microsoft Visual c++ TM v6.0 

Detailed requirements vary depending on your choice of target platform. 
Options currently include: 

EPOC Release 5- Psion Series Smx, Psion Series 7, Psion netBook, Ericsson 
MC218 
In the case of EPOC Release 5, you will need to install the C++ SOK and the 
SOK for Java onto the same (substed) drive on your PC. It is necessary to 
install the C++ SOK first, then the SOK for Java. When you install the second 
of these, the install shield will detect that an EPOC Release 5 SOK has been 
installed on that drive and offer to delete it. You must answer " No'' to this 
offer! 

You have the choice of working with v.5 or v.6 of Microsoft Visual c ++. If 
you plan to use the latter, you should be careful to apply the required patch to 
the C++ SOK, which you will be asked about at the end of its installation. 
Quartz v6.0 
In the case of Quartz v6.0, you will need to install the c++ SOK and the 
SOK for Java into the same root directory on your PC. You can install these in 
either order (and uninstall either or both afterwards). For future Symbian SOKs 
(from v6.1 onwards), this process wHI be simplified, with Java and/or c++ 
development environments installed as part of a single process. • 

Only version 6.0 of Visual C++ is supported with Version 6.0 Symbian SOKs. 
Service Pack 3 should be applied. • 



JNI AND SYMBIAN Os 375

Crystal v6.O Nokia 9210
The process for Crystal v6.0 development is similar to that for Quartz except that

the SDKs are provided not by Symbian but by Nokia http//forum.nokia.com
customized for the Nokia 9210

Prior Knowledge

The demands on the JNI developer are not inconsiderable You will need to

have or gain some familiarity with all of the following

core Java APIs

the Java Native Interface itself

core EPOC APIs excluding GUI-based classes

the Symbian JNI project build environment

strategies for inter-conversion of Java Strings and EPOC descriptors

limitations imposed on Java native methods by the EPOC threading

model its exception handling and its restrictions on static global data

shall assume that you already possess the first of these and that you have
obtained or can obtain the second or third from readily available resources.3

Basic details will be filled in as necessary when this knowledge is used below
In particular we shall go over the foundations of the Java Native Interface

in section 13.3 below The Symbian JNI project build environment will be

presented in the remainder of this section Inter-conversion between Java

Strings and EPOC descriptors will be covered in section 13.4 Our discussion

is rounded off by consideration of some more advanced topics in sections 13.5

and 13.6 and final subsection dealing with troubleshooting

13.2.2 Build Environment for JNI Projects

The Build Process

JNI projects are built using Microsofts nmake and other command-line util

ities supplied with Visual Note that nmake exe should be on your
Windows system path The components of the overall build process are shown

schematically in Figure 13.1 In that diagram

gray boxes indicate components that you provide

boxes with rounded corners indicate tools

shadowed boxes represent deliverables to be installed on the target device

Details of the Java Native Interface can be obtained from http//java.sun.com/j2se/1 .3/docs/

guide/jni/index.htmor from texts such as EssentialJNlJava Native Interface Rob Gordon Prentice

Hall ISBN 0136798950 and The Java Native Interface Programmers Guide and Specification

Sheng Liang Addison-Wesley ISBN 0201 325772 Descriptions of core EPOC APIs can be

found in the documentation accompanying Symbian SDKs

JNI AND SYMBIAN OS 375 

Crystal v6.0 (Nokia 921 0) 
The process for Crystal v6.0 development is similar to that for Quartz, except that 
the SDKs are provided not by Symbian but by Nokia (http://forum.nokia.com), 
customized for the Nokia 9210. 

Prior Knowledge 

The demands on the JNI developer are not inconsiderable. You will need to 
have or gain some familiarity with all of the following: 

• core Java APls 
• the Java Native Interface itself 
• core EPOC c++ AP!s (excluding GUI-based classes) 
• the Symbian JNI project build environment 
• strategies for inter-conversion of Java Strings and EPOC descriptors 
• limitations imposed on Java native methods by the EPOC c++ threading 

model, its exception handling, and its restrictions on static global data 

I shall assume that you already possess the first of these, and that you have 
obtained or can obtain the second or third from readily available resources.3 

Basic details will be filled in as necessary when this knowledge is used below. 
In particular, we shall go over the foundations of the Java Native Interface 
in section · 13.3 below. The Symbian JNI project build environment will be 
presented in the remainder of this section. Inter-conversion between Java 
Strings and EPOC descriptors will be covered in section 13.4. Our discussion 
is rounded off by consideration of some more advanced topics in sections 13 .5 
and 13.6, and a final subsection dealing with troubleshooting. 

13.2.2 Build Environment for JNI Projects 

The Build Process 

JNI projects are built using Microsoft's nmake and other command-line util­
ities, supplied with Visual C++. Note that nmake. exe should be on your 
Windows system path . The components of the overall build process are shown 
schematically in Figure 13.1. In that diagram: 

• gray boxes indicate components that you provide 
• boxes with rounded corners indicate tools 
• shadowed boxes represent deliverables to be installed on the target device 

3 Details of the Java Native Interface can be obtained from http://java.sun.com/j2se/1.3/docs/ 
guideljni/index.htm/or from texts such as Essential JNl:Java Native Interface, Rob Gordon (Prentice 
Hall), ISBN 0136798950 and The Java Native Interface: Programmer's Guide and Specification, 
Sheng Liang (Addison-Wesley), ISBN 0201325772. Descriptions of core EPOC C++ APls can be 
found in the documentation accompanying Symbian c + + SDKs. 
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The hatched gray and white box represents the exportsdef file generated

automatically by the build system see below
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The hatched gray and white box represents the exports.def file generated 
automatically by the build system (see below). 

javac 

.class files 

Class headers 
(.h files) 

javah 

Jdll 

cl 

libdir.C 

link 

Figure 13.1 Overview of the JNI project build process. 

Static library 
(.in file) 

Dynamic 
library 

(.di! fife) 

You kick off the build process from a command prompt in the project's root 
fo lder by simply typing nmake. The process is controlled by a set of project­
specific makefiles that you customize for your JNI project. These are described 
in the following section. 

In fact there is slightly more to the command-I ine syntax than I have 
suggested. What I said is true if you are compiling a jNI project to be run on the 
udeb emulator. For the urel emulator use nmake optimized. To compile for 
a real device, use nmake target = arrn- unicode. In the latter case, the .dll 
file wi l l be created in \erj\bin\arm-unicode\ from where it can be transferred 
to its final home in the \System\libs\ folder on the target device. Two other 
usefu I options are: 

nmake clean 
This removes intermediate (.obj) files . Usually, this is all you need to force 
clean recompilation of native code while avoid ing the need to recompile Java 
class fi !es. 
nrnake clobber 
This removes everything, forc ing ciean recompilation both of native and of 
Java code. 

More information can be found in the v6.0 Symbian SOK for Java Developer 
Library. 
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Build Contro Files

To understand better this admittedly rather complicated-looking build system

we shall focus on the lnfoPrintl example project from the Quartz v6O SDK
in \erj\exampes\nfoprnn\ The situation for EPOC Release is similar

For details consult the EPOC Release SDK for Java documentation Add
tional EPOC Release 5-specific information and examples can he found on

www.symbiandevnet corn

You can build this JNI project for the Quartz udeb emulator by invoking

nmake from command prompt in the projects root folder You can then

run it by typing apprun You should see Hello from Java displayed for

few seconds as shown in Figure 13.2 before the emulator closes down on the

applications termination

AniF

An 5nn
11 iiiJi

dir Tin

i1
An

WA /F

TT

/3 i/3 tAn unnn3 /n 3i Ann
Ii

The makefiles th ontrol the
procTn of bwlding piojecc Alow

Makeuile-this file provides drections used by th build Anx1p1l tb

native code and build the ociar .dll file

classes.nikthis file controls the Java side of th build pro

You will need to creat ver on of of the hies to trol youF owi

IN project However ra hcr thri reAnii the from itcn it is isur it you

simply modify appropn ly proje spc fic fiN 1d mk

provided for say the Info Intl proje
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Build Control Files 

To understand better this (admittedly rather compl icated-looking) build system 
we shall focus on the lnfoPrint1 example project from the Quartz v6.0 SDI< 
(in \erj\examples\lnfoprintl \). The situation for EPOC Release 5 is similar. 
For details, consult the EPOC Release 5 SOK for Java documentation. Addi­
tional EPOC Release 5-specific information and examples can be found on 
www.symbiandevnet.com. 

You can bu ild th is JNI project for the Quartz udeb emulator by invoking 
nmake from a command prompt in the project's root folder. You can then 
run it by typing apprun. You should see "Hello from Java" displayed for a 
few seconds as shown in Figure 13.2, before the emulator closes down on the 
appl ication's termination. 

~ EPOC Emulato, il:!lii!l!::i 

Cale Cc,nnect To PC Contfol p.i:!nel 

/'~ {7,,'\, \!i ~ 
f'iestoging QCalendar •" ~ .•• ~ .. _•. ·~ \:;:'.;1 

Redirect Tim e To do 

@ 

Figure 13.2 lnfoPrinrl JN I examp!e running in the Q uartz ernu latur. 

The makefi les that control the process of bui lding a project are as foliows: 

Makefile-this file provides directions used by the build system to compile the 
native code and bui ld the associated .dll file. 
classes.mk-this file controls the Java side of the build process. 

You will need to create a version of each of these files to control your own 
JN! project. However, rather than creating them from scratch, it is easier if you 
simply modify appropriately the project-specific files Makefile and dasses.mk 
provided for, say, the lnfoPrint1 project. 
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If you take look at the Makefile for building the InfoPrinti native
library

you will see that it contains instructions for building the InfoPrinti project This

is what it looks like

binary library
TOPDIR

include TOPDIR \makefiles\make defs

LIBRARY infoprintl

FILES_obj $OBJ\intoprint.$O $OBJ\infoprintdll.$O
include $TOPDIR\makefiles\jnilib.nik

The variables you need to be aware of and may need to adapt from this file are

as follows

TOPD
This specifies the path from the project directory to the top-level directory \erj\

on the drive or substed drive on which your SDK was installed

LIBRARY
This specifies the name of the generated native DLL The name assigned to

each native library you create must be unique It should be the same as the

name used in the lookup function name in exports.def described later below

FILES_obj
This is list of the object files to be linked in building the DLL You can

more usefully think of it as specifying the .cpp files which will be recompiled
as necessary each time nmake is invoked Note that FILES_obj defined in

the Makefile above includes the stub file E32DII.obj You should copy the file

E32D11.cpp over verbatim to every new JNI project you create and include it in

this way
EXTRA_LIES
Our example does not use this variable but if you need to link to additional

native libraries you will need to specify these For example to link to say
etext.Iib and efsrv.Iib you would add line of the form

EXTRA_LIBS $TRGDIR\etext.lib $TRGDIR\etsrv.lib

euseriib is always linked to by default so need not be mentioned explicitly

If you take look at casses.mk you will see that it lists all the classes used by

the InfoPrinti project This is what it looks like

FILES_class InfoPrint.class
JNI_CLASSES Infoprint

CLASOPATH
.java.class

$JAVAC -classpath $CLASSPATH
clobber FORCE

-@$DEL $FILES_class
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If you take a look at the Makefile for building the lnfoPrintl native library 
you will see that it contains instructions for building the lnfoPrint1 project. This 
is what it looks like: 

binary= library 
TOPDIR = .. \ .. 
!include $(TOPDIR)\makefiles\make.defs 
LIBRARY= infoprintl 
FILES_obj = $(0BJ)\infoprint.$0 $(0BJ) \ infoprintdll . $0 
!include $(TOPDIR)\makefiles\jnilib.mk 

The variables you need to be aware of and may need to adapt from this file are 
as follows: 

TOPDIR 
This specifies the path from the project directory to the top-level directory \erj\ 
on the drive (or substed drive) on which your SOK was installed. 

LIBRARY 
This specifies the name of the generated native DLL. The name assigned to 
each native library you create must be unique. It should be the same as the 
name used in the lookup function name in exports.def, described later below. 

FILES_obj 

This is a list of the c++ object files to be linked in building the DLL. You can 
more usefully think of it as specifying the .cpp files which will be recompiled 
as necessary each time nmake is invoked. Note that FILES_obj, defined in 
the Makefile above, includes the stub file E32D11.obj. You should copy the file 
E32D11.cpp over verbatim to every new JNI project you create and include it in 
this way. 

EXTRA_LIBS 

Our example does not use this variable, but if you need to link to additional 
native libraries you will need to specify these. For example, to link to, say, 
etext.lib and efsrv.lib you would add a line of the form: 

EXTRA-LIBS= $(TRGDIR) \ etext.lib $ (TRGDIR)\efsrv.lib 

euser.lib is always linked to by default, so need not be mentioned explicitly. 

If you take a look at classes.mk you will see that it lists all the classes used by 
the lnfoPrintl project. This is what it looks like: 

FILES_class = InfoPrint.class 
JNI_CLASSES = InfoPrint 
CLASSPATH = .;$(CLASSES) ;$(LIBDIR)\classes.zip 
.java.class : 
$(JAVAC) -classpath $(CLASSPATH) $< 
clobber : : FORCE 
- @$ (DEL) $ (FILES_class) 
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The variables you need to be aware of and will need to adapt from this file are

as follows

FILES_class
This is list of all the class files in your project regardless of whether they
have native methods or not They must be specified together with their relative

paths from the project root folder If you modify any of the .java source files for

these they will be recompiled next time nmake is invoked

JNIICLAS SE

This is list of the names of the classes that declare native methods or
interfaces used by native methods If you recompile any of these avah will

be invoked on them and new associated header file generated in subfolder

\CClassHeaders\ of your project folder next time nmake is invoked The class

names must include the package name if the classes are not in the default

package For illustration of other changes that need to be made to deal with

classes in non-default packages see the project in \erj\utilities\util\ on the

Quartz 6.0 SDK

Source Files

Lets take look next at the sources for the InfoPrinti project The Java sources

are in lnfoPrint.java and the corresponding sources in InfoPrint.cpp and

E32D11.cpp The Infoprint class allows you to pass string to print ..
method which causes the string to be displayed at the top right of the screen

for few seconds using Symbian-specific native utility called an lnfoPrint

The class itself is defined as follows the main .. method only having been

omitted

public class InfoPrint

static System loadLthraryInfoPrint

private final static mt KErrNone

private static mt err

public static native mt printString aText

Two things are of note

The print .. method is declared to be native This means that

the Java class contains no implementation of the method Rather it is

implemented in native code accessed at run time from DLL
The DLLs which are to be searched at run time are specified through the

System loadLibrary .. method The code to do this is enclosed in

Source Files 
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The variables you need to be aware of and will need to adapt from this file are 
as follows: 

FILES_class 
This is a list of all the class files in your project, regardless of whether they 
have native methods or not. They must be specified together with their relative 
paths from the project root folder. If you modify any of the .java source files for 
these, they will be recompiled next time nmake is invoked. 
JNI_CLASSES 
This is a list of the names of the classes that declare native methods (or 
interfaces used by native methods). If you recompile any of these, j avah will 
be invoked on them and a new associated header file generated in a subfolder 
\CClassHeaders\ of your project folder next time nmake is invoked. The class 
names must include the package name if the classes are not in the default 
package. For illustration of other changes that need to be made to deal with 
classes in non-default packages, see the project in \erj\utilities\util\ on the 
Quartz 6.0 SOK. 

Let's take a look next at the sources for the lnfoPrint1 project. The Java sources 
are in lnfoPrint.java and the corresponding C++ sources in lnfoPrint.cpp and 
E32D11.cpp. The InfoPrint class allows you to pass a string to a print ( ... ) 
method which causes the string to be displayed at the top right of the screen 
for a few seconds, using a Symbian-specific native utility called an lnfoPrint. 
The class itself is defined as follows (the main ( ... ) ·method only having been • 
omitted): 

public class InfoPrint 
{ 

static {system. loadLibrary("InfoPrint") ;} 

private final static int KErrNone = O; 
private static int err= O; 

public static native int print(String aText); 

Two things are of note: 

1. The print( .. . ) method is declared to be native. This means that 
the Java class contains no implementation of the method. Rather it is 
implemented in native code accessed at run time from a DLL. 

2. The DLLs which are to be searched at run time are specified through the 
System. loadLibrary ( .. . ) method. The code to do this is enclosed in 
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static block ensuring that the native library is loaded when the containing

class is initialized i.e before any native methods are invoked

All the real action however happens in the file InfoPrint.cpp This contains

the following preamble

include e32std.h // RNotfier
extern

nclude InfoPrint.h II generated by javab

The system header file e32std.h is inciuded from \eoc32\incIude\ because

it contains the definition of RNotfer used in the body of the native method

below.4 In addition the header files generated by the javah directive need

to be included declared as extern to indicate that the methods they

define have C-style linkage as do all Java native methods.5 The native method

itself has the following signature

JNIEXPORT jint JNICALL Java_InfoPrint_print

JNIEnv aJNI jclass /els/ jstring aText

We note three things here

The signature is prefaced with JNIEXPORT and the method name with

JNIcALL rendering it consistent with that in the header file InfoPrint.h

programmatically generated by javah These macros serve merely to

indicate that the method is to be exported from the DLL as does the

preface EXPORTC in normal EPOC DLLs

The name of the method is prefaced by Java_Infoprint_ As rule

native method names are of the form

Java_package qualifier_classname_method name

where classname is the Java class in which the method is defined

package qualifier is the underscore-separated package in which

that class is defined and method name is the native method name
declared in that class

4As the methods specified in e32std.h are implemented in euser.Iib which is linked to by

default in JNI builds there is no requirement here for any EXTRA_LIBS entry in Makefile

As mentioned above these header files are generated in subfolder \CClassHeaders\ of your

project folder If your JNI functions make use of classes defined by you as part of your JNl

project hut not exported from the I3LL for use elsewhere you will probably want to define those

classes in separate header files convenient place to put these is that same subfolder where they

will be automatically found by the build system Note that they should not in this case be declared

asextern C1
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a static block, ensuring that the native library is loaded when the containing 
class is initialized, i.e. before any native methods are invoked. 

All the real action, however, happens in the file lnfoPrint.cpp. This contains 
the following preamble: 

#include <e32std.h> 
extern 11 C11 

II RNotifier . 

#include "InfoPrint.h" II generated by javah 
} 

The system header file e32std.h is #included from \epoc32\include\ because 
it contains the definition of RNotifier, used in the body of the native method 
below.4 In addition, the header files generated by the j avah directive need 
to be #included, declared as extern "c 11 to indicate that the methods they 
define have C-style I inkage (as do all Java native methods). 5 The native method 
itself has the following signature: 

JNIEXPORT jint JNICALL Java_InfoPrint_print 
(JNIEnv* aJNI, jclass /*els*/, jstring aText) 

We note three things here: 

1. The signature is prefaced with JNIEXPORT and the method name with 
JNICALL, rendering it consistent with that in the header file lnfoPrint.h 
programmatically generated by j avah. These macros serve merely to 
indicate that the method is to be exported from the DLL (as does the 
preface EXPORT _c in normal EPOC Dlls). 

2. The name of the method is prefaced by Java_InfoPrint_. As a rule, 
native method names are of the form: 

Java_<package qualifier>-<classname>_<method name> 

where < classname> is the Java class in which the method is defined, 
<package qualifier> is the (underscore-separated) package in which 
that class is defined, and <method name> is the native method name 
declared in that class. 

4 As the methods specified in e32std.h are implemented in euser.lib, which is linked to by 
default in JNI builds, there is no requirement here for any EXTRA_LIBS entry in Makefile. 

5 As mentioned above, these header files are generated in a subfolder \CClassHeaders\ of your 
project folder. If your ]NI functions make use of c++ classes defined by you as part of your ]NI 
project (but not exported from the DLL for use elsewhere), you will probably want to define those 
classes in separate header files. A convenient place to put these is that same subfolder, where they 
will be automaticaliy found by the build system. Note that they should not in this case be declared 
as extern 11 C 11

• 



USING JAVA VARIABLES AND METHODS 381

The Java String passed to the method from the Java Runtime as its only

argument is received on the native side as its third argument The first two

arguments which have been inserted are respectively

JNTEnv pointer which acts as reference to the execution context in which

the native method is running It provides inter alia access to function table

using calibacks which can be made to the Java Runtime This allows you
for example to invoke Java methods and/or instantiate new Java objects from

within the native method

class reference to the Java class on which the static method was called

If the method is not static this will be replaced by jobject reference to the

object on which the method was invoked

This information is summarized in Table 13.1

Table 13.1 Java native signatures

Instance methods class static methods

Java signature Java signature

Public native void public static native void
MyMethod.. MyNethod. .1

Native signature Native signature

JNIEXPORT Void ONICALL JNIEXPORT Void ONICALL
JavaMyClassMyMethod JavaMyClass Myiviethod

JNIEOv aJNI jobject obj .. JNIEnv aJNI jclass cls

We shall delay consideration of the further details of the implementation of

the native print method until we have covered some more of the relevant

details in Memory Management below

13.3 Using Java Variables and Methods

Having achieved some mastery of the build mechanism for JNI projects in this

section we can turn our attention to the task of writing the code Being an

interface the most important thing to understand about the Java Native Interface

is how communication occurs across it We shall start off by considering how

primitive variables are shared across the interface before going on to look at

issues concerning objects classes and arraysincluding how to invoke static

and instance methods of Java classes and objects and how to construct new
instances of classes and arrays In the following section we go on to consider

the particular complexities arising in relation to Java Strings
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3. The Java String passed to the method from the Java Runtime as its only 
argument is received on the native side as its third argument. The first two 
arguments which have been inserted are respectively: 

a JNIEnv* pointer which acts as a reference to the execution context in which 
the native method is running. It provides inter alia access to a function table 
using callbacks which can be made to the Java Runtime. This allows you, 
for example, to invoke Java methods and/or instantiate new Java objects from 
within the native method. 
a j class reference to the Java class on which the (static) method was called. 
If the method is not static, this will be replaced by a j object reference to the 
object on which the method was invoked. 

This information is summarized in Table 13.1 

Table 13.1 Java v. native signatures 

Instance methods 

Java signature: 
Public native void 

MyMethod( ... ); 
Native signature: 
JNIEXPORT Void ONICALL 

Java.MyClass.MyMethod 
(JNIEnv* aJNI, jobject obj, . . . ) 

Class (static) methods 

Java signature: 
public static native void 

MyMethod ( ... ) ; 
Native signature: 
JNIEXPORT Void ONICALL 

Java.MyClass . MyMethod 
(JNIEnv* aJNI, jclass els, .. . ) 

We shall delay consideration of the further details of the implementation of 
the native print () method until we have covered some more of the relevant 
details in Memory Management below. 

13.3 Using Java Variables and Methods 

Having achieved some mastery of the build mechanism for JNI projects, in this · 
section we can turn our attention to the task of writing the code. Being an 
interface, the most important thing to understand about the Java Native Interface 
is how communication occurs across it. We shall start off by considering how 
primitive variables are shared across the interface, before going on to look at 
issues concerning objects, classes and arrays - including how to invoke static 
and instance methods of Java classes and objects, and how to construct new 
instances of classes and arrays. In the following section we go on to consider 
the particular complexities arising in relation to Java Strings. 
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13.3.1 Mapping Java Primitives onto EPOC Primitives

Java has eight primitive types which get passed to/from native or Java methods

by value boolean byte char short int long float and double
All other types even Exceptions are included here are passed by reference

When you pass any of these eight primitives as an argument to Java native

method it is reinterpreted upon receipt as C/C primitive These primitives

are identified in native code by having prepended to their type names And

vice versa for the return variables from native methods

So for example in the Java signature of the print method in the

InfoPrint class above we saw the return value was declared to be Java

int whereas in the signature of the implementation of the same method
the return value was declared to be mt The compiler in practice

interprets this name as identifying longa signed 32-bit integer or in EPOC

terms T1nt32 The skeptics among you can confirm that this is the case by

browsing the typedefs in the header files in \erj\include\epoc32\

In fact seven of these eight Java primitives are typedefed in this way to

an appropriate EPOC primitive as shown in Table 13.26 long Javas 64-bit

integer type being special case the story behind which we will take up at

the end of this section

Table 13.2 Equivalence relations of primitive types

Java type type EPOC type

jboolean unsigned char TText8/TUint8

byte char Tlnt8

jchar unsigned short mt Tiexti 6/TUinti

jshort short mt TInti

mt long mt T1nt32

jlong signed int64

jfloat float TReal32

double double TReal64

In other words the names in the first and third columns of Table 13.1 can

be used interchangeably in EPOC JNI code.7 It might be mentioned here that if

You should avoid taking these equivalence relations too literally in the context of literal

strings Java String is in essence an array of jchars 6-bit Unicode characters If its data is made

available as ASCII on the native side it is converted to signed 8-bit char format Dont be misled

by the common name char used with very different semantics between Java and C/C If

the data is further to be manipulated as an EPOC descriptor it needs to be re-interpreted as an

unsigned TText8 as we shall go on to discuss Of course if the Strings data is to be made

available as Unicode the conversion is the obvious one from jchar to TTextl

7This may seem like an unnecessary exercise in proliferation of technical verbiage However

it is unavoidable because of the need for the javah tool to be able to generate header files which

are independent of the target environment the tool cannot be assumed to know anything about

how primitives are referred to in EPOC or any other C/C programming environment so

must adopt distinct standard nomenclature suitable for use across all platforms
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13.3.1 Mapping Java Primitives onto EPOC Primitives 
Java has eight primitive types, which get passed to/from native (or Java) methods 
by value: boolean, byte, char, short, int, long, float and double. 
All other types (even "Exceptions" are included here!) are passed by reference. 
When you pass any of these eight primitives as an argument to a Java native 
method, it is reinterpreted upon receipt as a CIC++ primitive. These primitives 
are identified in native code by having "j" prepended to their type names. And 
vice versa for the return variables from native methods. 

So for example, in the Java signature of the print () method in the 
InfoPrint class above, we saw the return value was declared to be a Java 
int, whereas in the c++ signature of the implementation of the same method, 
the return value was declared to be a j int. The c++ compiler in practice 
interprets this name as identifying a long-a signed 32-bit integer; or in EPOC 
terms a Tint32. (The skeptics among you can confirm that this is the case by 
browsing the typedefs in the header files in \erj\indude\epoc32\). 

In fact seven of these eight Java primitives are typedefed in this way to 
an appropriate EPOC primitive, as shown in Table 13.2,6 j long, Java's 64-bit 
integer type, being a special case, the story behind which we will take up at 
the end of this section. 

Table 13.2 Equivalence relations of primitive types 

Java type c++ type EPOC type 

jboolean unsigned char TT ext8/TU i nt8 
jbyte char Tlnt8 
jchar unsigned short int TText16/TUint16 
jshort short int Tlnt16 
jint (long) int Tlnt32 
jlong <signed int64> *** 
jfloat float TReal32 
jdouble double TReal64 

In other words, the names in the first and third columns of Table 13.1 can 
be used interchangeably in EPOC JNI code.7 It might be mentioned here that if 

6 You should avoid taking these equivalence relations too literally in the context of literal 
strings. A Java String is in essence an array of jchars (16-bit Unicode characters). Jf its data is made 
available as ASCII on the native side, it is converted to (signed 8-bit) char* format. (Don't be misled 
by the common name "char" used with very different semantics between Java and CIC++!) If 
the data is further to be manipulated as an EPOC descriptor, it needs to be re-interpreted as an 
(unsigned) TText8*, as we shall go on to discuss. Of course, if the String's data is to be made 
available a:s Unicode, the conversion is the obv-ious one from jchar* to TText16*. 

7 This may seem like an unnecessary exercise in proliferation of technical verbiage. However, 
it is unavoidable, because of the need for the javah tool to be able to generate header files which 
are independent of the target environment; the tool cannot be assumed to know anything about 
how C++ primitives are referred to in EPOC or any other CIC++ programming environment, so 

_ must adopt a distinct, standard nomenclature suitablefor use across all platforms. 
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JNI function does not return value it should be declared as void function

in the usual waythere is no ljvoidTr typedef
Another convention which you might find useful to know about is size

which is synonym for mt You will see this appearing in the signature
of many of the predefined JNI functions declared in \erj\include\jni.h It is

typically used to pass the lengths of Java arrays or strings where this information

needs to be known
explicitly in but not in Java Also if you are working

with jboolean the values you should use to return results of true and
false are JNITRUE and JNI FALSE defined to be and respectively

The Case of long

When Java long integer is passed to JNI function it is received in EPOC
as long 64-bit integer primitive However some care must be taken in

manipulating or using this in EPOC code When EPOC was formulated there

was no specification in the language for 64-bit integer primitive For
this reason it was chosen to handle 64-bit integers in EPOC not as primitives
but as instances of T1nt64 class For most EPOC programming this is no
big deal But in JNI programming you have to beware that long received
from Java code is not T1nt64 and lacks some of the facilities available to

instances of that class In particular

you cannot do division operations with long

you cannot pass long to an EPOC method which specifies T1nt64
as an argument

However jlong and T1nt64 are conveniently laid out in memory in

identical ways So you can convert long to T1nt64 and vice versa by
means of suitable reinterpret cast on the address in memory This is provided

by convenient EPOC macro as is illustrated by the following code snippet
which converts long to T1nt64 and back

jiong jvall jval2
T1nt64 iflt64val

intG4val REINTERPRET CAST

T1nt64jvall
jval2 REINTERPRET CAST

jlongints4val

13.3.2 Using Java Objects in Native Code

Of course as well as Java primitives Java reference types can also be passed
back and forth across the Java Native Interface in particular there is built-in

support for Java objects classes arrays strings and exceptions An object is
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a JNI function does not return a value it should be declared as a void function 
in the usual way-there is no 11 jvoid 11 typedef. 

Another convention which you might find useful to know about is j size, 
which is a synonym for j int. You will see this appearing in the signature 
of many of the predefined JNI functions declared in \erj\include\jni.h. It is 
typically used to pass the lengths of Java arrays or strings, where this information 
needs to be known explicitly inc++, but not in Java. Also, if you are working 
w ith jboolean, the values you should use to return results of true and 
false are JNL TRUE and JNL FALSE, # defined to be 1 and O respectively. 

The Case of j long 

When a Java long integer is passed to a JNI function it is received in EPOC 
as a j long, a 64-bit integer primitive. However, some care must be taken in 
manipulating or using this in EPOC code. When EPOC was formulated, there 
was no specification in the c++ language for a 64-bit integer primitive. For 
this reason it was chosen to handle 64-bit integers in EPOC not as primitives 
but as instances of a Tint64 class. For most EPOC programming this is no 
big deal. But in JNI programming you have to beware that a j l ong received 
from Java code is not a Tint64 and lacks some of the facilities available to 
instances of that class. lri particular: 

• you cannot do division operations with a j long 

• you cannot pass a j long to an EPOC method which specifies a Tint64 
as an argument. 

However, j long and Tint64 are, conveniently, laid out in memory in 
identica l ways. So you can convert a j long to a Tint64, and vice versa by 
means of a suitable reinterpret cast on the address in memory. This is provided 
by a convenient EPOC macro, as is illustrated by the following code snippet 
which converts a j long to a Tint64 and back: 

jlong jvall, j val2; 
Tint64 i nt64val; 

i nt64val = *REINTERPRET_CAST 
(Tint64*,&jvall); 

jval2 = *REINTERPRET_CAST 
(jlong*,&int64val}; 

13.3.2 lJsing Java Objects in Native Code 

Of course, as well as Java primitives, Java reference types can also be passed 
back and forth across the Java Native Interface: in particular, there is built-in 
support for Java objects, classes, arrays, strings, and exceptions. An object is 
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referred to as obj ect and class as class There are various array types

with names depending on the type of variables the array contains We shall deal

with strings and exceptions in separate sections below see Sections 13.4 and

13.5 For details of the available options see Suns JDK1 .1 JNI Specification at

http//java.sun.com/products/jdk/l l/docs/guideljni/spec/types.doc.html

15954

These types all have in common that in they are no more than pointers

to instances of an underlying dummy jobject class representing Java

object or else trivial subclass thereof In reality of course they are not really

pointers because Java does not have such concept Rather they are handles

into local reference frame marshaled by the JNI environment mechanism
which converts them into references to Java objects these the Runtime can

work with directly in the usual way
But you dont need to worry about the details of their implementations

when you useJava reference types in native code Everything you need to know

about their use is set out in http//java.sun.com/producfs/jdk/1.1/docs/guide/

jnh/spec/functions.doc.hfml We now discuss how you would in practice

perform some of the basic operations on Java objects classes and arrays

Accessing the Fields of Java Objects

Having received jobject as an argument in JNI function there are two

obvious things you might want to do with it

get or set one or more of its fields

invoke one or more of its methods

We shall deal with each of these in turn

Notice nothing was said here about fields or methods being public It

is feature of INI functions that they break encapsulation once you have

reference to jobject you can access its fields and methods equally

ii respective of whether they are declared wfth public protected default or

privale scope

The way you get or sel field is less than inluitive as is most JNI manipulation

of Java reference types working as you are from behind fence For field

of primitive type you would proceed as follows

get reference to the class of which Ihe object is an instance in the form of

class

get reference to the field within the class in the form of fieldID

invoke the appropriate getter and/or setter functions JNI provides for the

purpose
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referred to as j object and a class as j class. There are various array types 
with names depending on the type of variables the array contains. We shall deal 
with strings and exceptions in separate sections below (see Sections 13.4 and 
13.5). For details of the available options, see Sun's JDK1 .1 JNI Specification at 
http:l /java.sun. comlproductsljdk/1. 11 docslguideljnilspecltypes.doc.html 
# 15954. 

These types all have in common that inc++ they are no more than pointers 
to instances of an underlying dummy j object class, representing a Java 
object, or else a trivial subclass thereof. In reality, of course they are not really 
pointers, because Java does not have such a concept. Rather they are handles 
into a local reference frame marshaled by the JNI environment mechanism, 
which converts them into references to Java objects; these the Runtime can 
work with directly in the usual way. 

But you don't need to worry about the details of their c++ implementations 
when you use Java reference types in native code. Everything you need to know 
about their use is set out in http:lljava.sun.comlproducts/jdk/1.1/docs/guide/ 
jnilspeclfunctions.doc.htmJ. We now discuss how you would in practice 
perform some of the basic operations on Java objects, classes and arrays. 

Accessing the Fields of Java Objects 

Having received a jobject as an argument in a JNI function, there are two 
obvious things you might want to do with it 

get or set one or more of its fields; 

invoke one or more of its methods. 

We shall deal with each of these in turn. 

The way you get or set a field is less than intuitive (as is most JNI manipulation 
of Java reference types, working as you are from "behind a fence"). For a field 
of a primitive type you would proceed as follows: 

get a reference to the class of which t he object is an instance in the form of a 
j class; 

get a reference to the field within the class in the form of a j fieldID; 

invoke the appropriate getter and/or setter functions JNI provides for the 
purpose. 
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For example the following method recovers an integer field event from

Java class MyClass processes it depending on its value then resets it to

Here and subsequently exception handling has been omitted for clarity We
will discuss in section 13.5 below the kinds of exceptions that can arise and

strategies for dealing with them

JNIEXPORT void JNICALL Java_MyClass_processEventJNIEnv aJNI
jobject aObj

jclass myClass aJNI-GetObjectClassaObj
jfieldlD fieldlfl aJNI-GetFieldIDmyClass event
jint event aJNI-GetlntFieldaObj fieldlD
ProcessEventCode event
aJNISetlntFieldaObj fieldiD

Points to note here are

Each of the JNI functions is called as member of the JNIEnv instance

pointer to which is passed in as an argument aJNI to the native

method In implementations of the Java Native Interface such as

Symbians this pointer is implicitly passed on to all member functions

of the JNIEnv so need not be passed explicitly as it would in

implementation Dont therefore be confused by the appearance of an

additional JNIEnv pointer as the first argument to all JNI functions in

Suns JNI Specification this relates only to implementations

The GetFieldID .. function as well as passing reference to the rele

vant class has to specify the name of the field sought and its signature as

strings Here HI/ indicates that the field is of integer type Similar naming

conventions exist for other primitives For your reference these are compre
hens ively documented in http//java.sun.com/products/jdk/Ll/docs/

guide/jni/spec/types.dochtml1 6432 Alternatively you can discover the

signatures of classs fields and methods using the avap tool as explained

in the following section The function ProcessEventCode .. would

be defined elsewhere in the projects source files

suitable Java implementation of MyClass would be of the following form

public class MyClass

public native void processEvent
private mt event
static system.loadLibrarymylib

with of course the native code linked in library mylib.dII Of course this is

rather artificial example as it would be lot easier to pass the event code as an
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For example, the following method recovers an integer field event from a 
Java class MyClass, processes it depending on its value, then resets it to 0. 
Here and subsequently exception handling has been omitted for clarity. We 
will discuss in section 13.5 below the kinds of exceptions that can arise and 
strategies for dealing with them. 

JNIEXPORT void JNICALL Java_MyClass_processEvent(JNIEnv * aJNI , 
j object aObj) 
{ 
jclass myClass = aJNI->GetObjectClass(aObj ) ; 
jfieldID fieldID = aJNI->GetFieldID(myClass, "event", "I" ) ; 
jint event= aJNI- >GetintField(aObj, fie l dID) ; 
ProcessEventCode( event); 
aJNI->SetintField(aObj, fieldID, 0); 
} 

Points to note here are: 

1. Each of the JNI functions is called as a member of the JNIEnv instance, 
a pointer to which is passed in as an argument (aJNI) to the native 
method. In c++ implementations of the Java Native Interface such as 
Symbian's, a this pointer is implicitly passed on to all member functions 
of the JNIEnv, so need not be passed explicitly as it would in a C 
implementation. Don't therefore be confused by the appearance of an 
additional JNIEnv* pointer as the first argument to all JNI functions in 
Sun's JNI Specification: this relates only to C implementations. 

2. The GetFieldID ( ... )function, as well as passing a reference to the rele- . 
vant class, has to specify the name of the field sought and its signature, as 
strings. Here "I" indicates that the field is of integer type. Similar naming 
conventions exist for other primitives. For your reference, these are compre­
hensively documented in http:lljava.sun.comlproductsljdk/1.1/docs/ 
guideljnilspecltypes.doc.htm/#16432. Alternatively you can discover the 
signatures of a class's fields and methods using the j avap tool, as explained 
in the following section. The function ProcessEventCode ( . . . ) would 
be defined elsewhere in the project's C++ source file(s). 

A suitable Java implementation of MyClass would be of the following form: 

public class MyClass 
{ 

publ i c native void proce ssEv ent() ; 
private int event ; 
static {System. loadLibrary ( "my lib" ) ; } 

with of course the native code linked in a library mylib.dll. Of course this is a 
rather artificial example as it would be a lot easier to pass the event code as an 
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argument and reset it in Java code on return from the JNI function But it does

illustrate the principle

The situation when you are recovering fields of reference type is similar

For example if you want to recover java.util .Vector field calledIT from obj ect reference you need to know first that its signature

is Lj ava/util /Vectorhl Dont forget that trailing semi-colon The format

used here is the one used internally by the VM itself tq identify classes With

that knowledge you can then recover reference to the vector object with

jfieidlfl fieldlfl aJNI-GetFieldIDmyClaSs items

Ljava/uti/VeCtOr
jobject items aJNI-GetObjectFieidaObj fieldlD

Similarly if the object recovered were Java String except that an extra casting

operation would be required in the final line

jstring items jstring aJNI-GetobjectFieldaObj fieldlD

Again if the field recovered were an array it would have to be cast to the

appropriate array reference type The further functions required to recover array

elements from such an array reference are discussed below

Invoking the Methods of Java Objects

Now youve got your head round the JNI approach to getting and setting the

fields of class instance its time to look at how you would go about invoking

its methods The approach is exactly analogous with jmethodlD taking the

role of fieldlD and method signatures replacing type signatures To invoke

method of Java object to which you have jobject reference you

would proceed as follows

get reference to the class of which the object is an instance in the form of

class

get reference to the method within the class in the form of jmettiodlD

invoke the method by passing the obj ect the methodlD and its arguments

to one of the functions JNI provides for the purpose

As with field getter functions the iN function you need to use to invoke instance

methods depends on the return value specified in the methods signature

For example CalllntMethodjobject jmethodlD .. allows you

to invoke Java method taking arguments and returning an int and

indeed returns that value as mt Distinct functions exist for each of the

eight primitives and one for reference types returning jobject Finally

there is also one for invoking void methods Furthermore you can package

the arguments you pass to your instance method in three different ways so each
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argument, and reset it in Java code on return from the JNI function. But it does 

illustrate the principle. 
The situation when you are recovering fields of reference type is similar. 

For example, if you want to recover a java. util. Vector field called 
11 i terns" from a j object reference, you need to know first that its signature 

is "Lj ava/util /Vector 11
• (Don't forget that trailing semi-colon!) The format 

used here is the one used internally by the VM itself tq identify classes. With 

that knowledge you can then recover a reference to the vector object with 

jfieldID fieldID = aJNI- >GetFieldI D(myClass, "items", 

"Ljava/util/Vector;" ) ; 
jobject items= aJNI- >GetObjectField(aObj, fieldID); 

Similarly if the object recovered were a Java String, except that an extra casting 

operation would be required in the final line 

jstring items= (jstring) aJNI- >GetObjectField(aObj, field I D) ; 

Again, if the field recovered were an array, it would have to be cast to the 

appropriate array reference type. The further functions required to recover array 

elements from such an array reference are discussed below. 

Invoking the Methods of Java Objects 

Now you've got your head round the JNI approach to getting and setting the 

fields of a class instance, it's time to look at how you would go about invoking 

its methods. The approach is exactly analogous, with jmethodID taking the 

role of j fieldID and method signatures replacing type signatures. To invoke 

a method of a Java object to which you have a j object reference, you 

would proceed as follows: 

get a reference to the class of which the object is an instance in the form of a 

j class; 

get a reference to the method within the class in the form of a jmet hodID; 

invoke the method by passing the j object, the j method ID and its arguments 

to one of the functions JNI provides for the purpose. 

As with field getterfunctions, theJNI function you need to use to invoke instance 

methods depends on the return value specified in the method's signature. 

For example, Cal 1 IntMethod ( j object, j methodID, ... ) al lows you 

to invoke a Java method taking arguments " ... " and returning an int, and 

indeed returns that value as a j int. Distinct functions exist for each of the 

eight primitives and one for reference types (returning a j objec t). Finally 

there is also one for invoking void methods. Furthermore, you can package 

. the arguments you pass to your instance method in three different ways, so each 



USING JAVA VARIABLES AND METHODS 387

of these JNI functions in turn comes in three different flavors For full details

see http//java.sun.com/products/jdk/l 1/docs/guide/jni/spec/functions.doc

html 16656

As concrete example suppose we have Java class VectorOwner with

native instance method processVector and java util Vector field

called items

public class VectorOwner

public native mt processVector
private java.util.Vector items new java.util.VectorlO
static System.loadLibrarymylib2

In the native method we can recover the items field in the manner discussed

JNIEXPORT mt JNICALL Java_VectorOwner_processVector JNIEnv aJNI
jobject aObj

jclass myClass aJNI-GetObjectClassaObj
jfieldlD fieldlD aJNI-GetFieldlDmyClass items

Ljava/util/Vector
jobject items aJNI-GetObjectFieldaObj fieldlD

To get say the capacity of this vector we go on to call its capacityO method

as follows

jclass vectorClass aJNI-GetObjectClass items
jmethodlD methodlD aJNI-GetMethodlDvectorClass capacity

jint capacity aJNI-CalllntMethoditems methodlD
return capacity

The main thing to notice here is the method signature UI passed to

GetMethodlD ... The closing indicates that the method returns an

mt The type of each of the arguments taken by the method should also appear
in order between the preceding brackets in the signature in this case there are

of course none The easiest way to get the right signature for your method is

to use javap on the class For the VectorOwner class defined above you
would type at command prompt

javap -s -private VectorOwner

The -s indicates that you are requesting field and method signatures to be

printed out The -private indicates that you want included all signatures

down to private visibility On Windows the result of this command is as

follows
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of these JNI functions in turn comes in three different flavors. For full details 
see http:/ lja va.sun. comlproductsljdk/1. 1 I docs/guideljnilspec/functions. doc. 
html# 16656 

As a concrete example, suppose we have a Java class VectorOwner with a 
native instance method processVector () and a j ava. util. Vector field 
called items: 

public class VectorOwner 
{ 

public native int processVector(); 
private java.util.Vector items= new java.util.Vector(l0); 
static {System.loadLibrary("mylib2") ;} 

In the native method we can recover the items field in the manner discussed: 

JNIEXPORT j int JNICALL Java_vectorOwner_processVector (JNIEnv* aJNI, 
jobject aObj ) 

{ 
jclass myClass = aJNI->GetObjectClass(aObj); 
jfieldID fieldID = aJNI->GetFieldID(myClass, "items", 

"Lj ava/util/Vector; ") ; 
jobject items= aJNI->GetObjectField(aObj, fieldID ) ; 

To get, say, the capacity of this vector, we go on to call its capacity() method 
as follows: 

jclass vectorClass = aJNI->GetObjectClass(items); 
jmethodID methodID = aJNI- >GetMethodID (vectorClass, "capacity" , 

II () I II) ; 

jint capacity= aJNI->CallintMethod(items, methodID); 
return capacity; 

The main thing to notice here is the method signature " () I II passed to 
GetMethodID ( ... ). The closing II I II indicates that the method returns an 
int. The type of each of the arguments taken by the method should also appear 
in order between the preceding brackets in the signature; in this case there are 
of course none. The easiest way to get the right signature for your method is 
to use j avap on the class. For the VectorOwner class defined above you · 
would type at a command prompt: 

>javap -s -private VectorOwner 

The - s indicates that you are requesting field and method signatures to be 
printed out. The -private indicates that you want included all signatures 
down to private visibility. On Windows, the result of this command is as 
follows: • 
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Compiled from VectorOwner.java
public synchronized class VectorOwner extends java.lang.Object

ACC_SUPER bit set

private jeva.util.Vector items
Ljava/util/Vector

public native mt processVector

public VectorOwnerO

static static

Qv

in signature indicates that the method returns void There are

of course other JNI functions allowing you to work more conveniently

with the fields and methods of Java objects In particular it is possible to

access fields and methods of their superclasses The interested reader should

consult http//java.sun.com/products/jdk/l 1/docs/guide/jni/spec/functions

doc.htmi

13.3.3 Using Java Classes in Native Code

We next take look at two additional ways that you might use jClass
reference

accessing static fields and methods

constructing an instance of the class referred to

Accessing Static Fields and Methods

The first of these is exactly analogous to working with instance fields and

methods The main difference is in the functions used to recover IDs to get and

set static fields and to invoke static methods these functions take jClass

argument in place of obj ect
As an example suppose all the fields and methods of MyClass were

transformed to be static

public class MyClassWithStaticTypes

public static native void processEventO
private static mt event
static System.loadLibrarymylib

The native implementation of processEvent would have to be changed
as follows
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Compiled from VectorOwner.java 
public synchronized class VectorOwner extends java.lang.Object 

/* ACC_SUPER bit set*/ 

private java.util.Vector items; 
/* Ljava/util/Vector; */ 

public native int processVector(); 
/* ()I*/ 

public VectorOwner(); 

/* ()V */ 
static static{}; 

/* ()V */ 

A "V" in a signature indicates that the method returns void. There are 
of course other JNI functions allowing you to work more conveniently 
with the fields and methods of Java objects. In particular, it is possible to 
access fields and methods of their superclasses. The interested reader should 
consu It http:/ ljava.sun.comlproductsljdk/1. 1 /docs/guideljnilspeclfunctions. 
doc.html. 

13.3.3 Using Java Classes in Native Code 

We next take a look at two additional ways that you might use a j class 

reference: 

accessing static fields and methods; 

constructing an instance of the class referred to. 

Accessing Static Fields and Methods 

The first of these is exactly analogous to working with instance fields and 
methods. The main difference is in the functions used to recover IDs, to get and 
set static fields and to invoke static methods: these functions take a j class 

argument in place of a j object. 

As an example, suppose all the fields and methods of MyClass were 
transformed to be static: 

public class MyClassWithStaticTypes 
{ 

public static native void processEvent(); 
private static int event; 
static {System. loadLibrary( "mylib" ) ;} 

The native implementation of processEvent () would have to be changed 
as follows: 
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JNIEXPORT void JNICALL JavajvlyCiassWithstaticTypes_processEvent

JNIEnv aJNI jclass aClass

jfieldlD fièidlD aJNI-GetStaticFieldlflaCiass event
jint event aJNI-GetStaticlntFieidaCiass fieldlfl

ProcessEventCode event
aJNI-SetStaticlntFieidaClass fieldifl

Notice that because we have defined the native method itself as static

class reference is passed as an argument So there is no need for call

to GetObj ectClass .. as previously The situation is similar for invoking

static method from within native code functions like Callstaticlnt
MethodJNIEnv jclass jmethodlD .. taking the role of func

tions like CalllntNethodJNIEnv jobject jmethodlD ...

Constructing New Java Objects

You are not restricted to working with Java objects that already exist in the

Runtime.8 You can also instantiate new Java objects by invoking one or other

of their constructors There are two approaches to this

using the AllocObject .. function

using the NewObj ect .. function

The first of these allocates memory only allowing you to defer instantiation to

save time in startup routine for example We will deal here however only

with the second of these approaches which combines allocation and instantia

tion Full details of both can be found at http//java.sun.com/products/jdk/l.l/

docs/guide/jni/spec/functions.doc.htmi 16334
Lets suppose we modify our VectorOwner class so that items is not

instantiated in Java code but in the native processvector method The

vector is instantiated with capacity of 10 in the native method using

NewObject..

JMIEXPORT mt JNICALL Javaj4odifiedVectorowner_processVector
JNIEnv aJNI jobject myObj

jciass cia aJNI-FindCiassjava/utii/Vector
jmethodlD methodlfl aJNI-GetNethodlDcis mit IV
jint capacity 10
jobject vector aJNI-NewObjectcis methodlD capacity

Nor are you restricted to classes that are already loaded It is possible with the JNI function

Detineclass to take suitably formatted byte array as input possibly downloaded

from remote host and load it as new java lang Class which is then available for

use by the Runtime The details of this are beyond the scope of the present discussion But the

capability is there for you on Symbian devices if you want it

USING JAVA VARIABLES AND METHODS 

JNIEXPORT void JNICALL Java....MyClassWithStaticTypes_processEvent 
(JNIEnv* aJNI, jclass aClass) 
{ 
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jfieldID fi~ldID = aJNI->GetStaticFieldID(aClass, "event", "I" ) ; 
jint event= aJNI->GetStaticintField(aClass, fieldID ) ; 
ProcessEventCode (event); 
aJNI->SetStaticintField(aClass, fieldID, 0 ) ; 
} 

Notice that because we have defined the native method itself as static, a 
j class reference is passed as an argument. So there is no need for a call 
to GetObj ectClass ( ... ) as previously. The situation is similar for invoking 
a static method from within native code, functions like CallStaticint­

Method (JNIEnv*, jclass, jmethodID, ... ) taking the role of func­
tions like CallintMethod(JNIEnv*, jobject, jmethodID, . . . ) . 

Constructing New Java Objects 

You are not restricted to working with Java objects that already exist in the 
Runtime.8 You can also instantiate new Java objects by invoking one or other 
of their constructors. There are two approaches to this: 

using the AllocObj ect ( ... ) function; 

using the NewObj ect ( ... ) function. 

The first of these allocates memory only, allowing you to defer instantiation (to 
save time in a startup routine, for example). We will deal here, however, only 
with the second of these approaches, which combines allocation and instantia­
tion. Full details of both can be found at http:lljava.sun.comlproductsljdk/1.1/ 
docslguideljnilspec/functions.doc.html# 16334. 

Let's suppose we modify our VectorOwner class so that i terns is not 
instantiated in Java code, but in the native processVector () method. The 
vector is instantiated (with a capacity of 10) in the native method using 
NewObj ect ( . . . ) , 

,TNIEXPORT j int JNICALL Java....ModifiedVectorOwner_processVecto r 
(JNIEnv* aJNI, jobject rnyObj ) 
{ 
jclass els= aJNI->FindClass("java/ util / Ve ctor"); 
jmethodID methodID = aJNI->GetMethodID(cls, " <init >" , "(I )V"); 
jint capacity= 10; 
jobject vector= aJNI- >NewObject(cls, methodID, capacity); 

8 Nor are you restricted to classes that are already loaded. It is possible with the JNI function 
DefineClass ( ... ) to take a suitably formatted byte array as input (possibly downloaded 
from a remote host) and load it as a new j ava. lang. Class, which is then available for 
use by the Runtime. The details of this are beyond the scope of the present discussion. But the 
capability is there for you on Symbian devices if you want it. 
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Then the vector is assigned to the items field

jclass myclass aJNI-GetObjectClassmyObj
jfieldlD fieldlfl aJNI-GetFieldIDmyClass items

Ljava/util/Vector
aJNI-SetObjectFieldmyObj fieldlD vector
return capacity

Points of note here are

To obtain class reference from class name rather than from

obj ect reference you must use the JNI function FindClass .. The

class name passed as an argument to this here ij ava/util/vector
is the full package-qualified class name but using rather than as

the separator Notice that unlike in field and method signatures there is

no opening or closing
You invoke the constructor for class in similar manner to any other

Java method To get the jmethodlD you must specify method name
of mit All constructors are considered as void methods The

constructor we use here takes an integer argumentthe capacity Hence

the signature passed is lV
The constructor can be invoked through the CailVoidMethod

jobject jmethodlD .. function if AllocObject jclass
is first called providing the required jobject reference Alternatively

as here these two calls can effectively be rolled into single call to

NewObjectjclass jmethodlD .. function

The assignment of the vector to the items field follows the pattern we
discussed previously in relation to MyClass

This is quite painful experience to achieve what in Java was single line

of code

For completeness heres what the associated ModifiedVectorOwner class

would look like

public class ModifiedVectorOwner

public native mt processVector
private Vector items
static System.loadLibrarymylib4

We include main.. method which shows how you would go about

calling the native method

public static void mainString args
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Then the vector is assigned to the items field: 

jclass myClass = aJNI->GetObjectClass (myObj); 
jfieldID fieldID = aJNI->GetFieldID(myClass, "items", 

"Ljava/util/Vector;"); 
aJNI->SetObjectField(myObj, fieldID, vector); 
return capacity; 
} 

Points of note here are: 

1. To obtain a j class reference from a class name, rather than from a 
j object reference, you must use the JNI function FindClass ( . . . ).The 
class namepassed as an argument to this (here "j ava/util/Vector" ) 

. is the full package-qualified class name, but using 11
/

11 rather than 11
•
11 as 

the separator. Notice that unlike in field and method signatures, there is 
no opening 11L 11 or closing 11

; 
11

• 

2. You invoke the constructor for a class in a similar manner to any other 
Java method. To get the jmethodID, you must specify a method name 
of 11 <init>11

• All constructors are considered as void methods. The 
constructor we use here takes an integer argument-the capacity. Hence 
the signature passed is 11(1)V11

• 

3. The constructor can be invoked through the Call VoidMethod 
(jobject, jmethodID, ... ) function if AllocObject (jclass ) 
is first called providing the required j object reference. Alternatively, 
as here, these two calls can effectively be rolled into a single call to 
NewObj ect ( j class, jmethodID, ... ) function. 

4. The assignment of the vector to the i terns field follows the pattern we 
discussed previously in relation to MyClass. 

5. This is quite a painful experience to achieve what in Java was a single line 
of code] 

For completeness, here's what the associated ModifiedVectorOwner class 
would look like: 

public class ModifiedVectorOwner 
{ 

public native int processVector( ) ; 
private Vector items; 
static {System. loadLibrary ( "my lib 4") ; } 

We include a main( ... ) method which shows how you would go about 
calling the native method. 

public static void main(String(J args ) 
{ 
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ModifiedVectorOwner cis new ModifiedVectorOwnerO
mt capacity cls.processVector

ystem.out.printlnCapacity of vector is capacity

13.3.4 Using Java Arrays in Native Code

The handling of Java arrays in native code is subject of some complexity
that adds no fewer than 44 JNI functions to the total number at your disposal

This rather large total is made up five functions for arrays of each of the

eight primitive types three functions for object arrays and generic GetAr

rayLengthjarray array function returning jsize with obvious

significance

Object Arrays

Object arrays are the easiest to use so lets look at them first If an object

array is passed as an argument to native method it will be received as

obj ectArray notice the upper case You can ascertain its length by

passing it as an argument to GetArrayLength array array although

better strategy might be to ascertain its length in Java code and pass that

length to the native side as an extra argument in the native method receiving

it as jsize the length will be recovered at least four times faster in Java

code than through the iN function You can then recover references to any
individual element with the GetObjectArrayElement jobjectArray
array jint function which returns the ith element as jobject If

this object is Java string you might cast it down to string and use the

associated utility methods but in most cases youll just have to work with the

raw object recovering its class methods and fields in the rather tortuous

manner described above

If youre looking for challenge it is also possible to create and

populate Java array from within native code starting with the JNI

function NewObjectArrayjsize length jclass elernentClass

jobject initialElement which returns new jarray of size length

containing objects of type elementclass all initialized to refer to

initialElement which will typically be NULL Each element then needs

to be instantiated in the way described above and assigned explicitly to the

array with the iN function SetObjectArrayElement jobjectArray
jsize jobject To assign the object element to be the th element of

array theArray you would call

aJNI-SetObjectArrayflement theArray element

As you can see this process quickly becomes hard work especially when

you start to think about including checks for exceptions more likely
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ModifiedVectorOwner els= new ModifiedVectorOwner(); 
int capacity= cls.processVector(); 
System.out.println("Capacity of vector is:" + capacity); 
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13.3.4 • Using Java Arrays in Native Code 

Object Arrays 

The handling of Java arrays in native code is a subject of some complexity 
that adds no fewer than 44 JNI functions to the total number at your disposal. 
This rather large total is made up five functions for arrays of each of the 
eight primitive types, three functions for object arrays and a generic GetAr~ 
rayLength ( j array array) function returning a j size, with obvious 
significance. 

Object arrays are the easiest to use, so let's look at them first. If an object 
array is passed as an argument to a native method it will be received as a 
j obj ectArray (notice the upper case "A"). You can ascertain its length by 
passing it as an argument to GetArrayLength ( j array array), although 
a better strategy might be to ascertain its length in Java code and pass that 
length to the native side as an extra argument in the native method, receiving 
it as a j size: the length will be recovered at least four times faster in Java 
code than through the JNI function. You can then recover references to any 
individual element with the Get0bj ectArrayElement ( j obj ectArray 
array, j int i) function, which returns the ith element as a j object. If 
this object is a Java string you might cast it down to a j string and use the 
associated utility methods, but in most cases you'll just have to work with the 
raw object, recovering its class, methods, and fields in the (rather tortuous) 
manner described above. 

If you're looking for a challenge, it is also possible to create and 
populate a Java array from within native code, starting with the J NI 
function New0bj ectArray (j size length, j class elementClass, 
j object initialElement) which returns a new j array of size length, 
containing objects of type elementClass, all initialized to refer to 
initialElement (which will typically be NULL). Each element then needs 
to be instantiated (in the way described above) and assigned explicitly to the 
array with the JNI function Set0bj ectArrayElement ( j obj ectArray, 
j size, j object). To assign the object element to be the ith element of 
array theArray you would call: 

aJNI->SetObjectArrayElement(theArray, i, element); 

As you can see, this process quickly becomes hard work, especially when 
you start to think about including checks for exceptions. A more likely 
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scenario is that youll want to get modify and set individual elements of

an existing array But before going down even this road you probably want

to ask yourself whether you cant do the getting and setting on the Java side

bearing in mind here that there is performance cost to crossing the JNl

boundary

The overhead of calling JNI function from native code is roughly twice the

overhead of calling native function from Java which is twice again the

overhead of setting up call to Java method from Java

Arrays of Primitives

The process for dealing with arrays of primitives is similar except you have

more flexibility because the data is laid out contiguously in memory allowing

elements to be recovered to the native side either all at once or in blocks or

11regions rather than one at time as with object arrays For concreteness

lets consider the case of an array of bytes

Corresponding to NewObjectArray.. there is NewByteArray

jsize function serving similar purpose the only parameter passed is

the size of the array to be constructed

To recover all the elements of byte array use the GetByteArrayEle
mentsjbyteArray jboolean function which returns jbyte

pointer to the first element of representation of the array The Boolean

value pointed to by the second argument will on return of the method indi

cate whether copy of the array has been made As you would normally

not want to make use of this information you would typically pass NULL

second parameter You can then use either C-style pointer arithmetic or

custom EPOC techniques well illustrate both below to access any individual

element As the pointer is not of type const you can use it to make arbitrary

changes to the values of existing elements although you cannot add new

elements

When you have made any changes you wish and no longer need

access to the data of the array you should call the ReleaseByteAr
rayElements jbyteArray jbyte jboolean function Here the

second parameter is the pointer which was returned by the preceding

GetByteArrayElements .. call The third parameter should always be

set to NULL This function then performs two tasks

It ensures that if the version of the Java byte array is copy any changes made

to that copy are reflected in the original

It then makes sure that the copied version is made available for garbage

collection

Similar considerations apply to arrays of the other primitive types
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scenario is that you'll want to get, modify, and set individual elements of 

an existing array. But before going down even this road, you probably want 
to ask yourself whether you can't do the getting and setting on the Java side, 
bearing in mind here that there is a performance cost to crossing the JNI 

boundary. 

Arrays of Primitives 

The process for dealing with arrays of primitives is similar, except you have 
more flexibility because the data is laid out contiguously in memory, allowing 

elements to be recovered to the native side either all at once or in blocks or 
"regions," rather than one at a time as with object arrays. For concreteness, 
let's consider the case of an array of bytes. 

Corresponding to NewObj ectArray ( ... ), there is a NewByteArray 

(j size) function serving a similar purpose: the only parameter passed is 
the size of the array to be constructed. 

To recover all the elements of a byte array, use the GetByteArrayEle­

ments ( j byteArray, jboolean*) function, which returns a jbyte* 

pointer to the first element of a representation of the array. The Boolean 
value pointed to by the second argument will, on return of the method, indi­
cate whether a copy of the array has been made. As you would normally 
not want to make use of this information, you would typically pass a NULL 

second parameter. You can then use either C-style pointer arithmetic or 
custom EPOC techniques (we'll illustrate both below) to access any individual 
element. As the pointer is not of type canst, you can use it to make arbitrary 
changes to the values of existing elements, although you cannot add new 
elements. 

When you have made any changes you wish and no longer need 
access to the data of the array, you should call the ReleaseByteAr­

rayElements ( j byteArray, j byte*, j boolean* ) function. Here the 
second parameter is the pointer which was returned by the preceding 
GetByteArrayElements ( ... ) call. The third parameter should always be 
set to NULL. This function then performs two tasks: 

It ensures that, if the version of the Java byte array is a copy, any changes made 
to that copy are reflected in the original_ 

It then makes sure that the copied version is made available for garbage 
collection. 

Similar -considerations apply to arrays of the other primitive types. 
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13.4 Dealing with Java Strings

None of the previous discussion of Java objects classes and arrays has an

EPOC-specific aspect to it applying equally as it does to any C-based JNI

environment However we shall see in the present section where we consider

how Java strings can effectively be managed from within native Symbian OS

code that specific EPOC expertise starts to be needed

Technically since Java Strings are well-behaved Java objects they can be

manipulated and/or created from within native code by the methods discussed

in the previous section So in that sense there is nothing new to be said on

the subject However given that string manipulation constitutes substantial

amount of the
activity

in most programs to leave things this way would be to

render the Java Native Interface cumbersome to the point of being well-nigh

unusable Thus number of JNI utility functions have been provided to allow

Java Strings data to be exposed as character array on the native side To take

advantage of this under EPOC you have to package this character array as an

EPOC descriptor thus making available wealth of native utility functions that

you can then use in processing the data Then when youre done you have to

do the backward conversions

The basic JNI functions you have at your disposal are detailed at http//java

sun.com/products/jdk/1 1/docs/guide/jni/spec/functions doc.htmI4925 If

you are working with Version Symbian Runtime you will also have at your

disposal number of extraJNl utilityfunctions which were introduced in theJDK

1.2 JNI Specification although we shall not go into the details of these below

Java String will typically be passed to native method as jstring

argument although it could equally be passed as jobject which has an

almost identical meaning You manipulate its data through one of two sets

of iN functions depending on whether you want to represent it in ASCII or

Unicode format We shall deal first with the latter case Unicode being the

required descriptor type for all system methods in Version

13.4.1 Working with Unicode Data

The method you use to recover raw Unicode data is GetStringChars

jstringaString jboolean iscopy which returns const

char pointer to contiguous array of Unicode characters As always this is

member of the JNIEnv function table As with arrays the representation of

the string may or may not be copy of the version held in the Runtime If you
dont care either way you can pass NULL as second argument

You will want at this stage to package the data up as an EPOC TPtrCT6

descriptorEPOC doesnt have an indigenous string classthe appropriate

constructor for which takes as arguments the aforesaid char pointer and the

length of the array The latter can be recovered from the st ring by means of

the GetstrngLengthj string aString function which provides the

length of the referenced Java string as mt as its return value

DEALING WITH JAVA STRINGS 393 

13.4 Dealing with Java Strings 

None of the previous discussion of Java objects, classes, and arrays has an 
EPOC-specific aspect to it, applying equally as it does to any c++-based JNI 
environment. However, we shall see in the present section, where we consider 
how Java strings can effectively be managed from within native Symbian OS 
code, that specific EPOC expertise starts to be needed. 

Technically, since Java Strings are well-behaved Java objects, they can be 
manipulated and/or created from within native code by the methods discussed 
in the previous section. So in that sense there is nothing new to be said on 
the subject. However, given that string manipulation constitutes a substantial 
amount of the activity in most programs, to leave things this way would be to 
render the Java Native Interface cumbersome to the point of being well-nigh 
unusable. Thus a number of JNI utility functions have been provided to allow a 
Java String's data to be exposed as a character array ori the native side. To take 
advantage of this under EPOC, you have to package this character array as an 
EPOC descriptor, thus making available a wealth of native utility functions that 
you can then use in processing the data. Then when you're done you have to 
do the backward conversions. 

The basic JNI functions you have at your disposal are detailed at http://java. 
sun.comlproductsljdk/1.1 /docslguideljnilspeclfunctions. doc.htm/#4925. If 
you are working with a Version 6 Symbian Runtime, you will also have at your 
disposal a number of extra JNI utility functions which were introduced in the JDK 
1.2 JNI Specification, although we shall not go into the detai Is of these below. 

A Java String will typically be passed to a native method as a j string 
argument (although it could equally be passed as a j object which has an 
almost identical meaning). You manipulate its data through one of two sets 
of JNI functions, depending on whether you want to represent it in ASCII or 
Unicode format. We shall deal first with the latter case, Unicode being the 
required descriptor type for all system methods in Version 6. 

13.4.1 Working with Unicode Data 
The method you use to recover raw Unicode data is GetStringChars 
(jstringaString, jboolean*iscopy), which returns a const 
j char* pointer to a contiguous array of Unicode characters. As always, this is 
a member of the JNIEnv* function table. As with arrays, the representation of · 
the string may or may not be a copy of the version held in the Runtime. If you 
don't care either way, you can pass NULL as a second argument. 

You will want at this stage to package the data up as an EPOC TPtrC16 
descriptor-EPOC doesn't have an indigenous string class-the appropriate 
constructor for which takes as arguments the aforesaid j char* pointer and the 
length of the array. The latter can be recovered from the j string by means of 
the GetStringLength ( j string aString) function which provides the 
length of the referenced Java string as a j int as its return value. 
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If you dont want to modify the data the TPtrC16 class provides all the

utilities you should need for processing it If you do need to make modifications

you must absolutely make copy of the data before you try Do this by seeding

TBuflG or an HBufC16 with the TPtrl6 The latter class is little trickier

to work with but being defined on the heap has the advantage that you dont

need to define maximum length priori

Never try to modify Java String in pace You should always make local

copy of it on the native side and modify that instead

Once you have finished with the TPtrl6 because you either no longer

have need of the data or else have made copy of it you have one task

remaining That is to tell the Java Runtime that you no longer have need of its

copy of the String If you do not do this the memory reserved for it will not be

made available for garbage collection even if you set to null all references on

the Java side to the String This is particularly serious memory leak if the data is

copy i.e iscopy JNI_TRUE as multiple copies of string can thus be

generated potentially without limit The way you notify the Java Runtime that

youre done with the String is to call the ReleaseStringChars string
const chart function The functions return type is void Its first argument
here is the jstring you passed to GetStringChars ... The second is

the pointer you got back from that function

For every call to Getstringchars there must he corresponding call

made to ReleaseStringChars ... Otherwise memory leak ensues

SimUarly for the corresponding UTF versions of these tunctions discussed

below

Finally if you want to return string to theJava side you will need to use the

NewStringconst jchar jsize function to make copy The first

parameter here is pointer to an array of EPOC TTextl6/TLJintl6 Unicode

characters which can be easily recovered from an EPOC 6-bit descriptor

with its Ptr method The second parameter is the length of this array

easily recoverable from the descriptor via its Length method The return

value is string reference representing brand new java lang String

allocated on the Java side Notice that as with the NewObject .. function

discussed above memory allocation on the Java side is done behind the scenes

on your behalf

So now weve discussed the theory its time to put all this together in an

example
The following Java class serves to pass the string Hello to native

method appendString.. which appends world and passes it back to

be written to the Java console
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If you don't want to modify the data, the TPtrC16 class provides all the 
utilities you should need for processing it. If you do need to make modifications, 
you must absolutely make a copy of the data before you try. Do this by seeding 
a TBuf16 or an HBufC16 with the TPtr16. The latter class is a little trickier 

to work with but, being defined on the heap, has the advantage that you don't 
need to define a maximum length a priori. 

Once you have finished with the TPtr1 6, because you either no longer 
have need of the data or else have made a copy of it, you have one task 
remaining. That is to tell the Java Runtime that you no longer have need of its 
copy of the String. If you do not do th is, the memory reserved for it wi 11 not be 
made available for garbage collection, even if you set to null all references on 

the Java side to the String. This is a particularly serious memory leak if the data is 
a copy, i.e. (*iscopy = JNI_TRUE), as multiple copies of a string can thus be 

generated, potentially without limit. The way you notify the Java Runtime that 
you're done with the String is to call the ReleaseStringChars ( j string, 

const j char* ) function. The function's return type is void. Its first argument 
here is the j string you passed to GetStringChars ( ... ) . The second is 
the pointer you got back from that function . 

Finally, if you want to return a string to the Java side, you will need to use the 
NewString (const jchar*, jsize ) function to make a copy. The first 
parameter here is a pointer to an array of EPOC TText1 6 / TUint16 Unicode 
characters (which can be easily recovered from an EPOC 16-bit descriptor 
with its Ptr () method). The second parameter is the length of this array 
(easily recoverable from the descriptor via its Length ( ) method). The return 
value is a j string reference representing a brand new java. lang. St r ing 

al located on the Java side. Notice that, as with the NewObj ect ( .. . ) function 
discussed above, memory allocation on the Java side is done behind the scenes 
on your behalf. 

So now we've discussed the theory, it's time to put all this together in an 
example. • _ 

The following Java class serves to pass the string "Hello" to a native 
method appendString ( .. . ) which appends "world 11 and passes it back to 

. be written to the Java console. 
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class Strings

public Static native String appendStringString str

Static System.loadLibraryumylibn

public Static void mainString args

String str new StringHello
str Strings.appendstringstr
System out .println str

Nothing clever here The skill is in the crafting of the native method The

following implementation treats the string as Unicode making use of all the

methods we discussed with exception handling again omitted

JNIEXPORT jstring JNICALL Java_Strings_appendStringJNIEnv aJNI
jclass jstring aString

const jchar const ptr aJNI-GetStringcharsa5tring NULL
const jsize length aJNI-GetStringLengthastring
TPtrC16 ptrl6 ptr length
TBuflG20 buf ptr
aJNI-ReleaseStringchars astring ptr
_LIT16 KWorld world
buf .Append Kborld
return aJNI-NewStringbuf.ptr length KWorld .Length

Points to note are

It is worth making the pointer returned by GetStringChars .. of type
const char const rather than just const char so that there is

no riskof it being reassigned before it is used in the corresponding call to

ReleaseStringChars ...
The 6s appended to the type names ensure that 16-bit versions of all

methods are used As result this native method compiles equally well

with EPOC Release 8-bit default assumption as with v6 SDKs 6-bit

default

Use of TPtrC16 rather than TPtr16 helps protect the data on the Java
side from accidental modification

We specify that the TBuf 16 has maximum length 20 An attempt to store

more than 20 characters would result in an EPOC Panic An arbitrary
amount of data can be appended if instead you use an HButC

_L1T16 .. is macro creating convenient non-modifiable descriptor

type from hard-coded literal string

DEALING WITH JAVA STRINGS 

class Strings 

public static native String appendString{String str); 

static {System.loadLibrary("mylib" );} 

public static void main(String[] args ) 
{ 

String str = new String ("Hello") ; 
s tr = Strings.appendString (str} ; 
System.out.println(str); 
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Nothing clever here. The skill is in the crafting of the native method. The 
following implementation treats the string as Unicode, making use of all the 
methods we discussed (with exception handling again omitted): 

JNIEXPORT jstring JNICALL Java_Strings_appendString(JNIEnv* aJNI , 
jclass, jstring aString} 

{ 
const jchar* canst ptr = aJNI - >GetStringChar s(aStrin g, NULL); 
canst jsize length= aJNI- >GetStringLength(aString) ; 
TPtrC16 ptrl6(ptr, length); 
TBufl6<20> buf(ptr ) ; 
aJNI- >ReleaseStringChars(aString, ptr); 
_LIT16 (KWorld, "world") ; 
buf.Append (KWorld); 
r eturn aJNI - >NewString(buf.Ptr(), length+ KWor ld ( ) . Length() ) ; 

Points to note are: 

1. It is worth making the pointer returned by GetStringChars ( .. . ) of type 
const j char* const rather than just const j char* so that there is 
no risk of it being reassigned before it is used in the corresponding call to 
ReleaseStringChars ( ... ) . 

2. The " 1611s appended to the type names ensure that 16-bit versions of all 
methods are used. As a result, this native method compiles equally well 
with EPOC Release 5 (8-bit default assumption) as with v6 SDKs (16-bit 
default). 

3. Use of a TPtrC16 rather than a TPtrl6 helps protect the data on the Java 
side from accidental modification. 

4. We specify that the TBufl6 has maximum length 20. An attempt to store 
more than 20 characters would result in an EPOC Panic. An arbitrary 
amount of data can be appended if instead you use an HBufC. 

5. _LIT16 ( . .. ) is a macro creating a convenient non-modifiable descriptor 
type from a hard-coded literal string. 
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13.4.2 Working with ASCII data

For completeness lets look at how this native method could be reimplemented

using ASCII 8-bit representations of the Java strings instead of Unicode This

would potentially be of greater use on the EPOC Release than on the Version

Runtime For convenience Ive given the method the same name as the

previous version so it would work with the identical Java class as before

JNIEXPORT jstring JNICALL Java_StringsappencIstringJNIEnv aJNI

jclass jstring aString

const char const ptr aJNI-GetstringuTFcharsaString NOLL
const jsize length aJNI-GetStringuTFLengthaString
TPtrC8 ptr8 REINTERPRETCASTconst TtJint8 ptr length
TBuf820 bufptr8 /7 copy the data to modifiable buffer

descriptor
aJNI-ReleaseStringUTFChars astring ptr 7/ OK original

data no longer needed

_LIT8KWorld world
buf .AppandKWorld
return aJNI-New9tringUTF REINTERPRET_CAST const char

buf PtrZ

The main point to note here is that JNI functions dealing with Unicode

strings are replaced by corresponding UTF 8-bit versions The corresponding

functions and their signatures are compared in Table 13.3

Table 13.3 Comparison of JNI functions for Unicode and ASCII strings

Functions for Unicode strings Functions for ASCII strings

const jchar oonst char GetStringtJTFChars
GetStringChars jstring jboolean
jstring jboolean

jsize GetStringLengthjstring jsize GetStringtfTFLengthjstring

void ReleaseS tringChars void ReleaseStringtJTFChars

jstring const jchar jstring const char

jatring NewStringconst jchar jstring NewstringuTFconst
jsize char

Other points to note here are

The construction of the TPtrC8 is complicated by the fact that unsigned
data are required while Java returns signed char This is dealt with by

means of standard reinterpret cast provided by an EPOC macro in

the manner shown

The process is otherwise exactly analogous to the Unicode version of this

method except in the last line There rather than using the Ptr method
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13.4.2 Working with ASCII data 
For completeness, let's look at how this native method could be reimplemented 
using ASCII (8-bit) representations of the Java strings instead of Unicode. This 
would potentially be of greater use on the EPOC Release 5 than on the Version 
6 Runtime. For convenience, I've given the method the same name as the 
previous version so it would work with the identical Java class as before. 

JNIEXPORT jstring JNICALL Java_Strings_appendString (JNIEnv* aJNI , 
jclass, jstring aString) 

{ 
const char* const ptr = aJNI->GetStringUTFChars (aString, NULL ) ; 
const jsize length~ aJNI- >GetStringUTFLength(aString); 
TPtrCB ptr8 (REINTERPRELCAST (const TUintB*, ptr) , length); 
TBuf8<20> buf(ptr8); / / c opy the data to a modifiable buffer 

descriptor 
aJNI->ReleaseStringUTFChars(aString, ptr); / / OK, original 

data no longer needed 
_LITB (KWorld, ''world''); 
buf.Append(KWorld); 
return aJNI- >NewStringUTF(REINTERPRET_CAST (const char *, 

buf.PtrZ())); 

The main point to note here is that JNI functions dealing with Unicode 
strings are replaced by corresponding UTF (8-bit) versions. The corresponding 
functions and their signatures are compared in Table 13.3. 

Table 13.3 Comparison of JNI functions for Unicode and ASCII strings 

Functions for Unicode strings 

const jchar* 
GetStringChars( 
jstring, jboolean*) 

jsize GetStringLength(jstring) 

void ReleaseStringChars ( 
jstring, const jchar* ) 

jstring NewString(const jchar* , 
j size) 

Other points to note here are: 

Functions for ASCII strings 

canst char* GetStringUTFChars ( 
jstring, jboolean*) 

jsize GetStringUTFLength ( jst r i ng) 

v oid ReleaseStringUTFChars ( 
jstring, const char*) 

jstring NewStringUTF (con st 
char* ) 

1. The construction of the TPtrCB is complicated by the fact that unsigned 
data are required, while Java returns a signed char*. This is dealt with by 
means of a standard C++ reinterpret cast, provided by an EPOC macro in 
the manner shown. 

2. The process is otherwise exactly analogous to the Unicode version of this 
method except in the last l ine. There, rather than using the Ptr ( ) method 
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on the Tbuf the TPtrZ method is used instead Whats the difference

Well it does exactly the same thing returning pointer to the array of

bytes except that it then appends terminating NULL This is because

NewStringUTF.. requires C-style string determining the end of

the string by the position of the NULL byte Dont forget in this situation

to ensure that the buffer descriptor you assign to hold the string is long

enough to hold the appended byte

reverse reinterpret cast is also of course required to take us back from

unsigned to signed data so that the preferences of the JNI function might
be satisfied

We have omitted in Table 13.3 mention of the new JNI string utility

functions introduced in JDK1 .2 which are available for use from Version

13.5 Exception Handling

13.5.1 Differences Among Java Symbian OS and JNI

The final jobject type we have not yet dealt with is jthrowable which

is used for dealing with Java exception objects in native code We deal with

these here in separate context because there are EPOC-specific issues relating

to the way the JNI utility functions provided for working with jthrowable
are best used on the Symbian OS So before delving into APis lets look at

the differences between the Java and EPOC approaches to exception handling
then go on to consider the JNI context

Exceptions in Java

In brief Java programs throw exceptions of pre-defined types in response to

abnormal or exceptional conditions These can be checked for by including the

potentially troublesome code in try block and coding appropriate responses

to the various possible exceptions in catch blocks Code that should be run

independently of whether an exception occurs or not can be included in an

optional finally block More serious situations result in error conditions

which you are not under obligation to catch as the system provides default

error handling by terminating the application The idea of this is illustrated in

the following pseudo-Java code sample

if livingeangerously
try

String nonsense mycodgyMethodbadParameter
sendMessageTososs nonsense

catch t3npleasantException
// deal with unpleasantness
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on the Tbuf, the TPtrz () method is used instead. What's the difference? 
Well, it does exactly the same thing returning a pointer to the array of 
bytes, except that it then appends a terminating NULL. This is because 
NewStringUTF ( .. . ) requires a C-style string, determining the end of 
the string by the position of the NULL byte. Don't forget in this situation 
to ensure that the buffer descriptor you assign to hold the string is long 
enough to hold the appended byte. 

3. A reverse reinterpret cast is also of course required to take us back from 
unsigned to signed data so that the preferences of the JNI function might 
be satisfied. 

4. We have omitted in Table 13.3 mention of the new JNI string utility 
functions introduced in JDK1 .2 which are available for use from Version 6. 

13.5 Exception Handling 

13.5.1 Differences Among Java, Symbian OS and JNI 

The final j object type we have not yet dealt with is j throwable, which 
is used for dealing with Java exception objects in native code. W e deal w ith 
these here in a separate context because there are EPOC-specific issues relating 
to the way the JNI utility functions provided for working with j throwable 
are best used on the Symbian OS. So, before delving into APls, let's look at 
the differences between the Java and EPOC approaches to exception handling, 
then go on to consider the JNI context. 

Exceptions in Java 

In brief, Java programs throw exceptions of pre-defined types in response to 
abnormal or exceptional conditions. These can be checked for by including the 
potentially troublesome code in a try block and coding appropriate responses 
to the various possible exceptions in catch blocks. Code that should be run 
independently of whether an exception occurs or not can be included in an 
optional finally block. More serious situations result in error conditions, 
which you are not under obligation to catch as the system provides default 
error handling by terminating the application. The idea of this is illustrated in . 
the following pseudo-Java code sample: 

if (livingDange r ously) 
try { 

Stri ng nonsense = myDodgyMethod(badParameter) ; 
s endMessageToBoss( n on sense ) ; 

c atch (Unp l easantExcep t i on e) { 
// deal with unpleasantness 
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catch VerySeriousException
// hand in resignation
System exit

catch CatastrophicError
// No need to catch this one The system will automatically

1/ do the right thing and close the app down

finally
livingflangerously false /1 avoid repeating this bad

/1 experience

Here the normal behavior would be for the try block to be run then the

finally If an exception or error occurs is thrown the Java Runtime tries

to catch it running the code in one or other of the catch blocks depending

on the seriousness if the exception is not an instance of any of the named

types the system checks the stack context to see if this try block was nested

inside another which could supply an appropriate catch clause if none is

found default system handler is used for the exception or error Then the

code in the finally block is run

Exceptions in EPOC

Because this kind of exception handling consumes quite lot of memory

resources design decision was made when EPOC was first implemented

not to provide such functionality at system level Rather EPOC system methods

which can misbehave will often return an integer TInt error value nonzero

value which can in practice be assumed negative indicating that problem

occurred The predetermined meanings of reserved values are defined in header

files in the Symbian SDKs the most important being in e32std.h You can

write your methods using these error codes and others in similar way For

example in the infoPrinti example discussed previously an attempt to create

client session with the EPOC notifier server can fail with one of several

possible error codes being returned

RNotifier notifier
// start the notifier session

TInt err notifier.Connect
if err KErrNone

1/ handle the error here

Here KerrNone isO the value returned on normal completion of the method It

is possible that the notifier server is not running in which case the Connect

method will return KErrNotFound -1 one of the most common EPOC
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catch (VerySeriousException e) 
/I hand in resignat i on 
System.exit(O); 

catch (CatastrophicError e) { 

} 

II No need to catch this one. The system will automatically 

II do the right thing and close the app down 

finally { 
livingDangerously = false; II avoid repeating this bad 

I I experience! 

Here, the normal behavior would be for the try block to be run, then the 
finally. If an exception or error occurs (is "thrown"), the Java Runtime tries 
to "catch" it, running the code in one or other of the catch blocks, depending 
on the "seriousness." If the exception is not an instance of any of the named 
types, the system checks the stack context to see if this try block was nested 
inside another which could supply an appropriate c atch clause. If none is 
found, a default system handler is used for the exception or error. Then the 

code in the finally block is run. 

Exceptions in EPOC 

Because this kind of exception handling consumes quite a lot of memory 
resources, a design decision was made when EPOC C++ was first implemented 
not to provide such functionality at a system level. Rather EPOC system methods 
which can misbehave will often return an integer (Tint) error value, a nonzero 
value (which can in practice be .assumed negative) indicating that a problem 
occurred. The predetermined meanings of reserved values are defined in header 

files in the Symbian c++ SDKs, the most important being in e32std.h. You can 
write your methods using these error codes and others in a similar way. For 
example, in the lnfoPrintl example discussed previously, an attempt to create 
a client session with the EPOC " notifier" server can fail with one of several 
possible error codes being returned. 

RNot ifier notifier; 
II start the notifier session 
Tint err= noti fier.Connec t() ; 
if (err 1 = KErrNone) 

{ 
/I handle the error here 
} 

Here KerrNone is 0, the value returned on normal completion of the method. It 
is possible that the notifier server is not running, in which case the Connect () 

method "Will return KErrNotFound = -1, one of the most common EPOC 
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error codes Alternatively the system may have run out of memory and have

been unable to allocate the kernel-side resources necessary to set up the notifier

session in which case the value KErrNoMemory -4 will be returned You

can test for these values and take action appropriate to the particular error

which has occurred

Since not all methods can return an integer EPOC also provides an alter

native more flexible approach closer to Java and standard exception

handling This involves allowing functions to Leave prematurely typically

through the User Leave TInt function and executing these functions in

TRAP harness When function leaves it does not return value but neither

is an exception object generated Instead the leave event simply has an integer

error code associated with it the Tint argument of User Leave TInt
If the method is executed in TRAP harness the leave event is intercepted

immediately If not the calling method leaves in turn and so on up the call

stack until TRAP is found Following the TRAP the error code for the leave

event can be checked As discussed above method completing normally

will return KerrNone whereas method which leaves will return one of the

predefined negative values indicating the reason why it left For example an

EPOC descriptor buffer of length 10 can be assigned on the heap with the

following code

HBufC buf
TInt err
TRAPerr buf HBufC NewLlO
if err KErrNone

// handle the error here

Note

The fact that the static constructor method NewL can leave is indicated

by the trailing This is mandatory practice in EPOC method which

does not have trailing is assumed to make contract with the rest

of the world that it cannot in any circumstances leave in other words it

is safe This is similar to the compiler-enforced requirement Java makes

that you append throws clause to the declaration of method

which throws any exception other than RuntimeException

You may if you wish code your method to leave in certain circumstances

from the error handling block following the trap passing on the error code

e.g

it err KErrNoMemory User LeaveKErrNoMemory
This is equivalent to re-throwing caught exception in Java You will not

be able to do this if your method is Java native method though as these
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error codes. Alternatively, the system may have run out of memory and have 
been unable to allocate the kernel-side resources necessary to set up the notifier 
session, in which case the value KErrNoMernory = -4 will be returned. You 
can test for these values and take action appropriate to the particular error 
which has'occurred. 

Since not all methods can return an integer, EPOC also provides an alter­
native, more flexible approach closer to Java (and standard C++ ) exception 
handling. This involves allowing functions to "Leave" prematurely (typically 
through the User: : Leave (Tint) function) and executing these functions in 
a "TRAP" harness. When a function leaves it does not return a value; but neither 
is an exception object generated. Instead the leave event simply has an integer 
error code associated with it (the Tint argument of User: : Leave (Tint)). 
If the method is executed in a TRAP harness, the leave event is intercepted 
immediately. If not, the calling method leaves in turn, and so on up the call 
stack until a TRAP is found. Following the TRAP, the error code for the leave 
event can be checked. As discussed above, a method completing normally 
will return KerrNone whereas a method which leaves will return one of the 
predefined negative values indicating the reason why it left. For example, an 
EPOC descriptor buffer of length 10 can be assigned on the heap with the 
following code: 

HBufC* buf; 
Tint err; 
TRAP(err, buf = HBufC: :NewL (lO); 
if (err ! = KErrNone) 

{ 
// handle the error here 
} 

Note: 

1. The fact that the static constructor method NewL ( . .. ) can leave is indicated 
by the trailing "L 11

• This is a mandatory practice in EPOC: a method which 
does not have a trailing 11 L 11 is assumed to make a contract with the rest 
of the world that it cannot in any circumstances leave; in other words, it 
is "safe" This is similar to the (compiler-enforced) requirement Java makes 
that you append a II throws ... 11 clause to the declaration of a method 
which throws any exception (other than a RuntimeException). 

2. You may, if you wish, code your method to leave in certain circumstances 
from the error handling block following the trap, passing on the error code, 
e.g. 

if (err== KErrNoMemory) User: :Leave(KErrNoMemory) ; 

This is equivalent to re-throwing a caught exception in Java. You will not 
be able to do this if your method is a Java native method, though, as these, 
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having no TRAP mechanism are not allowed to leave Well return to this

difficulty shortly

Because every allocation of heap variable can potentially fail with

KerrNoMemory convenient new ELeave operator is introduced in EPOC

which should be used in preference to the standard new operator As

might be expected this results in leave event with error code KerrNoMemory
if problems occur The allocation of more complex objects which perform

secondary allocation of heap variables in their constructors is beyond the scope
of this introductory review of EPOC exception handling If youre interested

you can find out more under the heading Two Phase Construction in the

Version of the Symbian Developer Library

Clearly requirement to provide exception handling code in the manner

just described to perform appropriate cleanup following every heap allocation

would be excessive For this reason EPOC also provides cleanup stack

where in the context of method that can leave you can have the system store

pointers to any memory alocations your method makes and is responsible for

deallocating If that method should leave you dont have to worry appropriate

destructors will be called for all the pointers deposited on the cleanup stack

As the syntax for this is little complex we deal with it below in separate

section

Error conditions from which the system finds it has no way of recovering

result in an EPOC Panic which causes the associated process to be terminated

Panic name and number is in this case reported to the user in standard

dialog box The nearest equivalent to this behavior in Java is the throwing of

an unhandled java lang Error in Java program

Exceptions in JNI Functions

The situation with JNI functions is something of hybrid between that of Java

and EPOC methods If problem arises in the execution of JNI function

standard Java exception or error may get thrown However these will not be

detected by default by the calling native method when the latter regains the

stack context Rather it will receive value if it is expecting one and continue

unabashed Of course the value it receives will likely be NULLor if the

return value is primitive the default value for that primitive We will return

below JNI Functions to the question of how such exceptions can be detected

Another possibility is that the occurrence of problem during the execution

of JNI function may be indicated by the return of NULL value with no

exception thrown more along the lines of the EPOC model You will need

to check the JNI Specification for details of which exceptions if any can be

thrown by any particular method You can then set about implementing an

appropriate exception handling strategy

For example the GetObjectArrayElement .. method discussed

above can throw java.lang.ArraylndexoutcfBoundsException
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having no TRAP mechanism, are not allowed to leave. We' ll return to this 
difficulty shortly. 

Because every allocation of a heap variable can potentially fail (with 
KerrNoMemory), a convenient new (ELeave) operator is introduced in EPOC 
c++ which should be used in preference to the standard new operator. As 
might be expected, this results in a leave event with error code KerrNoMemory 
if problems occur. The allocation of more complex objects which perform 
secondary allocation of heap variables in their constructors is beyond the scope 
of this introductory review of EPOC exception handling. rf you're interested, 
you can find out more under the heading "Two Phase Construction" in the 
C++ Version of the Symbian Developer Library. 

Clearly a requirement to provide exception handling code in the manner 
just described to perform appropriate cleanup following every heap allocation 
would be excessive. For this reason, EPOC also provides a cleanup stack 
where, in the context of a method that can leave, you can have the system store 
pointers to any memory allocations your method makes and is responsible for 
deallocating. If that method should leave, you don't have to worry: appropriate 
destructors will be called for all the pointers deposited on the cleanup stack. 
As the syntax for this is a little complex, we deal with it below in a separate 
section. 

Error conditions from which the system finds it has no way of recovering 
result in an EPOC Panic which causes the associated process to be terminated. 
A Panic name and number is in this case reported to the user in a standard 
dialog box. The nearest equivalent to this behavior in Java is the throwing of 
an unhandled j ava. lang . Error in a Java program. 

Exceptions in JNI Functions 

The situation with JNr functions is something of a hybrid between that of Java 
and EPOC methods. If a problem arises in the execution of a JNr function, a 
standard Java exception or error may get thrown. However, these will not be 
detected by default by the calling native method when the latter regains the 
stack context. Rather it will receive a value if it is expecting one and continue 
unabashed. Of course the value it receives will likely be NULL-or, if the 
return value is a primitive, the default value for that primitive. We will return 
below (JNI Functions) to the question of how such exceptions can be detected. 

Another possibility is that the occurrence of a problem during the execution 
of a JNI function may be indicated by the return of a NULL value, with no 
exception thrown, more along the lines of the EPOC model. You will need 
to check the JNI Specification for details of which exceptions, if any, can be 
thrown by any particular method. You can then set about implementing an 
appropriate exception handling strategy. 

For example, the Get Obj ectArrayElement ( ... ) method discussed 
above· can throw a j ava. lang. Arrayindex0ut0fBoundsException 
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and return NULL while the GetFieldID .. method can throw any of

the following errors

java lang OutOfMemoryError

java.lang.NoSuchFieldError

java lang.ExceptionlnlnitializerError

again returning NULL The GetStringChars .. method on the other hand

throws no exceptions indicating problems only by the return of NULL
value

As we shall see shortly consequence of all this is that your choices are

maximized as to whether you want to catch and handle exceptions or errors

on the native side or on the Java side Of course if they are Java errors rather

than exceptions you can only handle them on the native side as once they

are caught on the Java side they will be handled by the system shutting down

your application

You need to he aware that JNI functions do not ched whether the object refer

ences they have received have been initialized It is wholly your responsibility

to ensure before calling jNl function that no NULL references arc passed

arguments If you make mistake here the result is not predictable in termc at

the list of possible Java exceptions or errors dedared in the iN Specification

Typically an EPOC Panic wiLl result and your application will immediately be

closed down

13.5.2 Handling Exceptions on the Native Side

Suppose now you have detected an exception condition in the context of

native method You have choice of whether you want to handle it locally or in

Java code Either course may be appropriate depending on the circumstances

In particular if you are in situation where you have your hands full with

partially constructed objects in heap memory and something goes wrong you
will almost certainly want to do some if not all exception handling on the

native side where you have fairly direct access to the heap through pointers

or session handles If the problem is something like file not being found or

not being available for opening you are less likely to want predetermined

response and might want to present the end user with choice of what to do

next This would usually best be done from the Java side say by posting

dialog Lets look briefly first at the case of handling errors in native code

EPOC Functions Which Can Leave

One of the first problems that must be considered is what to do if you decide

the appropriate response in particular situation is for your Java native method
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and return NULL, while the GetFieldID ( ... ) method can throw any of 
the following errors: 

• java.lang.OutOfMernoryError 

• java.lang.NoSuchFieldError 

• java.lang.ExceptionininitializerError 

again returning NULL. The GetStringChars ( ... ) method on the other hand 
throws no exceptions, indicating problems only by the return of a NULL 
value. 

As we shall see shortly, a consequence of all this is that your choices are 
maximized as to whether you want to catch and handle exceptions or errors 
on the native side or on the Java side. Of course, if they are Java errors rather 
than exceptions, you can only handle them on the .native side as, once they 
are caught on the Java side, they will be handled by the system shutting down 
your application. 

13.5.2 Handling Exceptions on the Native Side 

Suppose now you have detected an exception condition in the context of a 
native method. You have a choice of whether you want to handle it locally or in 
Java code. Either course may be appropriate, depending on the circumstances. 
In particular, if you are in a situation where you have your hands full with 
partially constructed objects in heap memory and something goes wrong, you 
will almost certainly want to do some, if not all, exception handling on the 
native side where you have fairly direct access to the heap through pointers 
or session handles. If the problem is something like a file not being found, or 
not being available for opening, you are less likely to want a predetermined 
response and might want to present the end user with a choice of what to do 
next. This would usually best be done from the Java side, say by posting a 
dialog. Let's look briefly first at the case of handling errors in native code. 

EPOC Functions Which Can Leave 

One of the first problems that must be considered is what to do if you decide 
the appropriate response in a particular situation is for your Java native method 
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to leave.9 This is of course not allowed because Java native method is not

executed from within rP handler What you must do in this case is to turn

the Java native method into proxy for worker method which does the real

work and can leave The body of the Java native method consists simply of

TRAP in which the worker method is called Following that you can process

any error codes exceptions returned

For example consider the following skeleton of function called

ProcessstringL .. which serves to perform the real work of Java

native method called Processstrng .. declared in class called

Stringclass If the string is empty the method leaves with suitable

error code

void ProcessStringtJNIEnv aJNI jclass aClass jstring aString

jint length aJNI-GetStringLengthaString
if length

User LeaveKErrArgument

We can then allocate buffer on the heap to hold the Java String do some

processing of the String and finally delete the buffer

IiBufC buf HBufCNewLlength // leaves if out of memory
// copy astring to buf do some parsing etc
//

delete buf
return

An implementation of the driver method would then be something like the

following

JNIEXPORT mt JNICALL Java_StringClass_ProcessString JNIEnv aJNI
jclass eClass jstring aString

TInt error
TRAPerror ProcessStringLaJNI aClass aString
switch error

case KErrNone
break

case KErrArgument
// handle case where string is empty

break
case KErrNoMemory

The reason we might want to do this will become clearer when we study the use of the EPOC

CleanupStack
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to leave. 9 This is of course not allowed because a Java native method is not 
executed from within a TRAP handler. What you must do in this case is to turn 
the Java native method into a proxy for a worker method which does the real 
work (and can leave). The body of the Java native method consists simply of 
a TRAP in which the worker method is called. Following that you can process 
any error codes (exceptions) returned. 

For example, consider the following skeleton of a function called 
ProcessStringL ( . .. ) which serves to perform the real work of a Java 
native method called ProcessString ( . . . ) declared in a class called 
StringClass. If the string is empty, the method leaves with a suitable 
error code: 

void ProcessStringL(JNIEnv* aJNI, jclass aClass, jstring aSt ring ) 
{ 
jint length= aJNI->GetStringLength (aString ) ; 
if (length== 0) 

{ 
User: :Leav e (KErrArgument); 
} 

We can then allocate a buffer on the heap to hold the Java String, do some 
processing of the String and finally delete the buffer. 

HBufC* buf = HBufC: : NewL(length); II leav es i f out of memo r y 
I I copy aString to buf, do some parsing, etc. 
I I ... 
delete buf; 
return; 

An implementation of the driver method would then be something like the 
following: 

JNI EXPORT jint JNICALL J ava_StringClass_ProcessString (JNIEnv* aJNI, 
jclass a Class , jstring aString) 

{ 
Tint error; 
TRAP (error, ProcessStringL (aJNI, aClass , astring)) ; 
switch (error ) 

{ 
case KErrNone: 

break; 
case KErrArgument: 

II handle case where string is empty 
break; 

case KErrNoMemory: 

9 Th~ reason we might want to do this will become clearer when we study the use of the EPOC 
Cleanup Stack 
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// handle case where HBufC allocation fails

break

return error // further error handling can be done in Java

Notes

Although ProcessStringL.. may leave any native-side cleanup
required as result of the leave can be performed in the JNICALL in the

code following the TRAP

It is possible to execute methods which return value in TRAP handler
For example if this method returned string you would write some
thing like

TInt error
jstring str
TRAPerror str ProcessstringLaJNI aClass aStringfl

Although we could execute HBuf NewL.. in its own TRA handler

we avoid doing so Since we have named ProcessStringL appro

priately to indicate to user that it can leave we are quite happy in the

event that HBuf NewL .. leaves to allow that event to be passed on
to the TRAP handler in the calling method In general it is good practice

to avoid where possible the nesting of TRAP handlers as they can impact
significantly on performance as well as using up valuable RAM resources

Finally by returning the error code to the Java side you get second

chance to handle the exception there as we shall see in Section 13.5.3

JNI Functions

mentioned above that Java exceptions thrown in the context of JNI functions

are not detected by default by the calling native method What in fact happens
when Java exception or error occurs in JNI function is merely that an

exception pending flag is set on the Java side This flag is examined and

action taken only when the native method completes and full control is

returned to the Java Runtime If it is set the last Java exception to occur gets

thrown You can find out if it is currently set or not with call to the JNI

function Exceptionoccurred which returns jthrowable pointer to

an impending exception or error or NULL if there is none Otherwise you can

use ExceptionCheck which returns jboolean indicating whether or

not an exception or error is pending.1 It is strongly recommended that you

10Although ExceptionCheck was not defined until the JDK 1.2 JNI Specification

and is not available for use with Symbians EPOC Release Runtime it has been implemented in

Symbians v6.0 pJava Runtime
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// handle case where HBufC allocation fails 
break; 
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return error; // further error handling can be done in Java 
} 

Notes: 

1. Although ProcessStringL ( ... ) may leave, any native-side cleanup 
required as a result of the leave can be performed in the JNICALL in the 
code following the TRAP. 

2. It is possible to execute methods which return a value in a TRAP handler. 
For example, if this method returned a j string, you would write some­
thing like: 

Tint error; 
jstring str; 
TRAP (error, str = ProcessStringL(aJNI, aClass, aString)); 

3. Although we could execute HBufC: :NewL ( ... ) in its own TRA handler, 
we avoid doing so. Since we have named ProcessStringL ( ... ) appro­
priately to indicate to a user that it can leave, we are quite happy in the 
event that HBuf c: : NewL ( . .. ) leaves to allow that event to be passed on 
to the TRAP handler in the calling method. In general it is good practice 
to avoid where possible the nesting of TRAP handlers, as they can impact 
significantly on performance as well as using up valuable RAM resources. 

4. Finally, by returning the error code to the Java side, you get a second 
chance to handle the exception there, as we shall see in Section 13.5.3. 

I mentioned above that Java exceptions thrown in the context of JNI functions 
are not detected by default by the calling native method. What in fact happens 
when a Java exception or error occurs in a JNI function is merely that an 
"exception pending" flag is set on the Java side. This flag is examined and 
action taken only when the native method completes and full control is 
returned to the Java Runtime. If it is set, the last Java exception to occur gets 
thrown. You can find out if it is currently set or not with a call to the JNI 
function Excep t ionOccurred () which returns a j throwable pointer to 
an impending exception or error, or NULL if there is none. Otherwise you can 
use ExceptionCheck () which returns a jboolean indicating whether or 
not an exception (or error) is pending.10 It is strongly recommended that you 

10 Although Except ion Check () was not defined until the JDK 1.2 JNI Specification 
and is not available for use with Symbian's EPOC Release 5 Runtime, it has been implemented in 
Symbian's v6.0 pJava Runtime. 
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take advantage of these functions If you find an exception has occurred you
can do one of two things

Ensure your native method returns immediately i.e without any further

calls to JNI functions which are no longer guaranteed to work properly

Clear the exception with call to the JNI function ExceptionClear
and initiate your own exception handling strategy

With this information we might now reimplement the VectorOwner

processVector .. native method described above as follows

JNIEXPORT jint JNICALL Java_VectorOwner_processVectOrJNIEnV aJNI

jobject aObj

jclass myClass aJNI-GetObjectCiassaObj
jfieldlfl fieldlj aJNI-GetFieidIDmyClass item

Ljava/utii/Vector

As the preceding call can fail with an error we must introduce exception

handling at this stage The easiest approach is simply to have the method return

and let the exception be thrown on the Java side

if aJNI-ExceptionChecko

return // throw the error

As GetFieidld.. returns NULL in circumstances where an error

occurs you could avoid the overhead of the use of the JNI function

ExceptionCheck.. and use if fieldID NULL

jobject items aJNI-GetObjectFieidmyobj fieldlD
jciass vectorCiass aJNIGetObjectClassitems
jmethodlD methodlD aJNI-GetMethodlflvectorCless capacity

As GetNethodld can fail too exception handling is required again For

variety lets use the Exceptionoccurred .. function this time

if KaJNI-ExceptionOccurred NULL

return // throw the error
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take advantage of these functions. If you find an exception has occurred you 
can do one of two things: 

1. Ensure your native method returns immediately, i.e. without any further 
calls to JNI functions (which are no longer guaranteed to work properly). 

2. Clear the exception with a call to the JNI function ExceptionClear () 

and initiate your own exception handling strategy. 

With this information, we might now reimplement the VectorOwner. 

processvector ( .. . ) native method described above as follows: 

JNIEXPORT jint JNICALL Java_VectorOwner_processVector (JNIEnv* aJNI, 
jobject aObj) 

{ 
jclass myClass = aJNI ->GetObjectClass (aObj ) ; 
j f iel dID fieldID = aJNI ->GetFieldID (myClass, "i t em" , 

"Ljava/util /Vector " ) ; 

As the preceding call can fail with an error we must introduce exception 
handling at this stage. The easiest approach is simply to have the method return 
and let the exception be thrown on the Java side. 

if (aJNI- >ExceptionCheck( )) 
{ 
return 0; // throw the error 

As GetFieldid ( ... ) returns NULL in circumstances where an error 
occurs, you could avoid the overhead of the use of the J~~I function 
ExceptionCheck ( ... ) and use if (fieldID == NULL ). 

jobject items= aJNI ->GetObjectField(myObj, fieldID); 
jclass vectorClass aJNI ->GetObj ectClass(items) ; 
jmethodID methodID = aJNI ->GetMethodID(vectorClass , "capacity " , 

II () I II) ; 

As GetMethodid ( . . . )can fail too, exception handling is required again. For 
variety, let's use the ExceptionOccurred ( ... ) function this time: 

if (aJNI ->ExceptionOccur red() ! ~ NULL) 
{ 
return 0; // throw the error 
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Because its parameters are now assured valid and because the capacity
method is itself guaranteed to succeed the final call cannot now fail

jint capacity aJNI-CaillntMethoditems methodlfl
return capacity

13.5.3 Handling Exceptions on the Java Side

Developing Reusable Classes

If you cant handle an EPOC exception satisfactorily from native code the

best approach is generally as has been suggested above to pass the integer

error code or KerrNone back to the Java side as jint The way you
would construct the Java class that declared the native method depends on
how you want it to be used For example if that class were an integral part

of self-contained application you are shipping you might choose to work

directly with the integer EPOC error codes returned writing error handling

code directly into the class that calls the native method If intervention were

required by the application user better design practice would be to post

message/event that would be detected by suitable UI class

If however you are writing package intended to be used by other Java

developers in their application development who might potentially know little

or nothing about EPOC you would want different strategy masking from
them the details of the EPOC error codes but allowing them nay encouraging
them at the same time to introduce custom exception handling in their code

We consider now how this might be achieved by re-implementing our Java

class MyClass with full exception handling as MyClassWithExceptions
Lets look first at the implementation of the native method The first thing we
have to do is change the native method from type void to make it return an

EPOC error code as mt Lets change its name at this stage from process
Event to ProcessEvent for reasons which will shortly become clear

Suppose also for interest that the subsidiary ProcessEventCode event
function instead of being of type void returns an integer error code say

KerrNoMemory or KerrNone

JNIEXPORT mt JNICALL JavaJ1yC1assWithExceptions_ProcessEvent
JNIEnv aJNI jobject aObj

The attempt to recover the class reference cannot fail but the call following

this can as we have discussed conceivably return NULL and throw errors

jclass myClass aJNI-GetObjectClaseaObj
jfieldlD fieldlfl aJNI-GetFieldIDmyClass event
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Because its parameters are now assured valid and because the capacity () 
method is itself guaranteed to succeed, the final call cannot now fail. 

jint capacity= aJNI->CallintMethod(items, methodID); 
return capacity; 
} 

13.5.3 Handling Exceptions on the Java Side 

Developing Reusable Classes 

If you can't handle an EPOC exception satisfactorily from native code, the 
best approach is generally, as has been suggested above, to pass the integer 
error code (or KerrNone) back to the Java side as a j int. The way you 
would construct the Java class that declared the native method depends on 
how you want it to be used. For example, if that class were an integral part 
of a self-contained application you are shipping, you might choose to work 
directly with the integer EPOC error codes returned, writing error handling 
code directly into the class that calls the native method. If intervention were 
required by the application user, better design practice would be to post a 
message/event that would be detected by a suitable UI class. 

If, however, you are writing a package intended to be used by other Java 
developers in their application development, who might potentially know little 
or nothing about EPOC c++, you would want a different strategy, masking from 
them the details of the EPOC error codes, but allowing them (nay, encouraging 
them!) at the same time to introduce custom exception handling in their code. 

We consider now how this might be achieved by re-implementing our Java 
class MyClass with full exception handling as MyClassWi thExceptions. 
Let's look first at the implementation of the native method. The first thing we 
have to do is change the native method from type void to make it return an 
EPOC error code as a j int. Let's change its name at this stage from process -
Event to ProcessEvent, for reasons which will shortly become clear. 
Suppose also for interest that the subsidiary ProcessEventCode (event) 
function, instead of being of type void, returns an integer error code, say 
KerrNoMemory or KerrNone. 

JNI EXPORT j i nt JNICALL J ava.J-1yClassWi t hExcept ions_ProcessEvent 
(JNIEnv * aJNI, j obj ect a Obj) 

{ 

The attempt to recover the class reference cannot fail, but the call following 
this can, as we have discussed, conceivably return NULL and throw errors: 

jclass myClass = a JNI->Ge t ObjectClass(aObj); 
jfieldID fieldID = a JNI - >GetField I D(myClass , "event ", " I " ); 
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If we detect an exception or error we return immediately and allow it to be

thrown

if fieldlD NIJLL

return // throw the error

Of the remaining methods only ProcessEventCode .. can generate

further problems We deal with these by simply returning any EPOC error

code generated Otherwise we can return KerrNone to indicate successful

completion

jint event aJNI-GetlntFieldaObj fieldlD
jint error ProcessEventCode event
if error KErrNone

return error

aJNI-SetlntFieldaObj fieldiD
return KErrNone

Next we provide an implementation of the Java class itself First the native

method arid error codes are declared private so third-party developers cannot

access them directly

public class NyClassWithExceptions

private final static mt KErrNone

private final static mt KErrNoMemory -4
private native mt ProcessEvent

Then public wrapper method with almost the same name is defined which

calls the native method and initiates error handling based on the error code

returned My habit is to use an opening upper case letter to indicate the private

native method EPOC-style and an opening lower case letter to indicate

the associated public wrapper method Java convention You might prefer

to distinguish the private native method by prepending or appending

following naming conventions for private Java methods common elsewhere

You should follow the example here of declaring explicitly all the exceptions

and errors that can occur in the throws clause of JavaDoc comments for the

public wrapper method This will serve as flag to encourage the final user of

your package to include appropriate handling in their code

Processes an event in native code
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If we detect an exception or error, we return immediately and allow it to be 
thrown: 

if (fieldID == NULL) 
{ 
return O; II throw the error 

Of the remaining methods, only ProcessEventCode ( ... ) can generate 
further problems. We deal with these by simply returning any EPOC error 
code generated. Otherwise we can return KerrNone to indicate successful 
completion: 

jint event aJNI->GetintField (aObj, fieldID); 
jint error ProcessEventCode(event); 
if (error!= KErrNone ) 

{ 
return error; 
} 

aJNI- >SetintField(aObj , fieldID, 0); 

return KErrNone; 

Next we provide an implementation of the Java class itself. First, the native 
method and error codes are declared private so third-party developers cannot 
access them directly: 

public class MyClassWithExceptions 
{ 

private f i nal static int KErrNone = O; 
private final static int KErrNoMemory = -4; 

private native int ProcessEvent( ) ; 

Then a public wrapper method with (almost) the same name is defined which 
cails the native method and initiates error handling based on the error code 
returned. My habit is to use an opening upper case letter to indicate the private 
native method (EPOC-style) and an opening lower case letter to indicate 
the associated public wrapper method (Java convention). You might prefer 
to distinguish the private native method by prepending or appending a "-", 
following naming conventions for private Java methods common elsewhere. 
You should follow the example here of declaring explicitly all the exceptions 
and errors that can occur in the throws clause of JavaDoc comments for the 
public wrapper method. This will serve as a flag to encourage the final user of 
your package to include appropriate handling in their code. 

I ** 
* Processes an event in native code 
* <P> 
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@throws NoSuchFieldError this should not occur in practice
@throws ExceptionlnlnitializerError this should not occur in

practice
@throws Out0fMemoryError if the system runs out of memory
athrows RuntimeException if an unexpected EPOC error occurs
in native code

public void processEvent

mt error ProcessEvent
if error KErrNone

HandleEPOCError error

Finally the error handling method examines any EPOC error code returned in

switch statement and throws an appropriate Java exception with hopefully

meaningful message Make sure you provide default option in your switch

statement as you may not have foreseen all the possible EPOC errors which

could occur in your native method

private void HandleEPQCErrorint error

switch error

case KErrNoMemory
throw new OutOfMemoryErrorO

default
throw new RuntimeExceptiont3nexpected EPOC error

error

It is by no means necessary to process the errors in separate method like

HandleEPOCError int We have taken this approach because it lends

itself more readily to generalization in practice there may be several native

methods each with their own public wrapper method but sharing single

error handling method

Throwing Java Exceptions from Native Code

As we have seen Java exceptions and errors can occur during the execution

of certain JNI functions Although our strategy above was to handle exceptions

by canceling them and returning EPOC error codes it may be that ultimately

you want that exception to be thrown on the Java side anyway In such

case it would be wasteful of resources to cancel it in native code i.e delete

the Exception object then instantiate and throw an almost identical new

Exception object on return toJava control Instead your strategy should be as
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* @throws NoSuchFieldError: this should not occur in practice. 
* @throws ExceptionininitializerError: this should not occur in 
* practice. 
* @throws OutOfMemoryError if the system runs out of memory . 
* @throws RuntimeException if an unexpected EPOC error occurs 
* in native code 
*/ 

public void processEvent() 
{ 

int error= ProcessEven t(); 
if(error != KErrNone) 

HandleEPOCError (error ) ; 

407 

Finally, the error handling method examines any EPOC error code returned in a 
switch statement and throws an appropriate Java exception, with a (hopefully) 
meaningful message. Make sure you provide a default option in your switch 
statement as you may not have foreseen all the possible EPOC errors w hich 
could occur in your native method. 

private void Handl eEPOCError (int error) 
{ 

switch(error) 
{ 
case KErrNoMemory: 

throw new Out OfMemoryError(); 
defaul t: 

throw new RuntimeException("Unexpected EPOC error:" 
+error); 

It is by no means necessary to process the errors in a separate method like 
HandleEPOCError (int). We have taken this approach because it lends 
itself more readily to generalization: in practice there may be several native 
methods, each with their own public wrapper method, but sharing a single 
error handling method. 

Throwing Java Exceptions from Native Code 

As we have seen, Java exceptions and errors can occur during the execution 
of certain JNI functions. Although our strategy above was to handle exceptions 
by canceling them and returning EPOC error codes, it may be that ultimately 
you want that exception to be thrown on the Java side anyway. In such a 
case it would be wasteful of resources to cancel it in native code, i.e. delete 
the Except ion object, then instantiate and throw an almost identical new 
Exception object on return to Java control. Instead your strategy should be, as 
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soon as the occurrence of an exception is detected to have the native method

return The value returned is immaterial as it will not be received Instead

control will pass immediately to the Java exception handling mechanism

which will handle the pending exception
Remember that what in fact happens when Java exception or error occurs

in JNI function is merely that an exception pending flag is set on the Java

side This flag is examined only when the native method completes and full

control is returned to the Java Runtime

Although it is an approach generally to be avoided as less efficient Java

exceptions and errors can also be instantiated and thrown from within native

code This can conveniently be accomplished with the ThrowNew JNI func

tion For example if you wanted to intercept NoSuchFieldError thrown

by GetFieldID.. JNI call and throw NoSuchFieldExcepton
instead you could try something like the following

// This code shows why ThrowNew has limited utility
fieldlD aJNI-GetFieldIDmyclass item Ljava/util/Vector
if fieldlD NULL // exception occurred

aJNI ExceptionClear
jcless excClass aJNI-FindClass

java/lang/NoSuchFieldException
jint notThrown aJNI-ThrowNewexcClaes

REINTERPRET_CASTconst char
items field not found

if notThrown

aJNI ExceptionClear

return KErrNotFound

The ThrowNew .. function takes two arguments

ajclassreferencetothesubclassofjava.lang.Throwablewhichyou
want to throw usually recovered beforehand with the FndClass ..
function

C-style null-terminated string representing the detail message passed to

the exception This can conveniently be generated with the EPOC _s ..
macro and reinterpret cast to convert from unsigned to signed data format

Two problems are however evident with the above approach

The FindClass function is not guaranteed to succeed and may indeed

throw an exception NULL return value ought therefore to be checked for

and appropriate error handling code included

The ThrowNew function can also fail situation which will be indicated

by nonzero in fact negative integer value being returned to notmrown
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soon as the occurrence of an exception is detected, to have the native method 
return. The value returned is immaterial as it will not be received. Instead 
control will pass immediately to the Java exception handling mechanism 
which will handle the pending exception. 

Remember that what in fact happens when a Java exception or error occurs 
in a JNI function is merely that an "exception pending" flag is set on the Java 
side. This flag is examined only when the native method completes and full 
control is returned to the Java Runtime. 

Although it is an approach generally to be avoided as less efficient, Java 
exceptions and errors can also be instantiated and thrown from within native 
code. This can conveniently be accomplished with the ThrowNew () JNI func­
tion. For example, if you wanted to intercept a NoSuchFieldError thrown 
by a GetFieldID ( . . . ) JNI call and throw a NoSuchFieldException 
instead, you could try something like the following: 

// This code shows why ThrowNew() has limited utility! 
fieldID = aJNI->GetFieldID (myClass, "item", "Lj ava/ util /Vector" ) ; 
if (fieldID == NULL) // exception occurred 

{ 
aJNI - >ExceptionClear(); 
jclass excClass = aJNI->FindClass 

("java/lang/NoSuchFieldException"); 
jint notThrown = aJNI->ThrowNew(excClass, 

REINTERPRET_CAST(const char*, _s 
("items field not found")) ) ; 

if (notThrown) 
{ 
aJNI->ExceptionClear () ; 
} 

return KErrNotFound; 

The ThrowNew ( . . . ) function takes two arguments: 

1. a j class reference to the subclass of j ava. lang. Throwable which you 
want to throw, usually recovered beforehand with the FindClass ( ... ) 
function. 

2. a C-style null-terminated string representing the detail message passed to 
the exception. This can conveniently be generated with the EPOC _s ( ... ) 
macro and a reinterpret cast to convert from unsigned to signed data format. 

Two problems are however evident with the above approach: 

• The FindClass () function is not guaranteed to succeed and may indeed 
throw an exception. A NULL return value ought therefore to be checked for 
and appropriate error hand I ing code included. 

• The ThrowNew () function can also fail , a situation which will be indicated 
by a nonzero (in fact negative) integer value being returned to not Thrown. 
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Fortunately it cannot generate any exceptions other than the one you are

trying to throw

We have indicated how the value of notThrown might be tested But this and

the FindClass .. problem illustrate the point your attempts to throw the

exception of your choice may themselves fail So you are obliged to resort to

EPOC-style error reporting In which case you have to handle these as well as

the Java exceptions on the Java side So why bother with the Java exceptions

in the first place
One last point we should consider is declaring the exceptions that native

method can throw If you delay throwing any exceptions until after control

is returned to the Java Runtime the compiler will force you to declare these

exceptions in throws clause So they cannot be accidentally overlooked

But if you throw them from the native side Java compiler has no way to

know that these exceptions can arise so will not care if you declare them as

thrown or not by the native method It is strongly advised that if you do for

any reason decide to allow Java exception to be thrown from native code

you declare that fact explicitly by attaching an appropriate throws clause to its

Java declaration That way the compiler will ensure for you that any method

calling your method implements an appropriate level of exception handling

13.6 Memory Management

As our final topic we consider how the memory management models of EFOC

and Java interact giving attention to some of the issues that can arise when Java

objects are created or EPOC server sessions opened in Java native methods

But first we must introduce the EPOC cleanup stack

13.6.1 Using the EPOC Cleanup Stack

We saw above Functions which can leave how TRAP harness can be

used to deal with EPOC functions that can leave However it is inconvenient

and inefficient to surround every such function by TRAP harness better

mechanism is needed The solution EPOC provides is the cleanup stack This is

used as follows to protect memory allocated on the heap from being orphaned

in the case of leave

void doExampleL

CExampie myExample new ELeave CExampie

No problem so far If leave occurs in this allocation it is safe We are free to

proceed and do something that cannot leave

myExample-ilnt
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Fortunately it cannot generate any exceptions other than the one you are 
trying to throw! 

We have indicated how the value of not Thrown might be tested. But this and 
the FindClass ( ... ) problem illustrate the point: y~ur attempts to throw the 
exception of your choice may themselves fail. So you are obliged to resort to 
EPOC-style error reporting. In which case you have to handle these as well as 
the Java exceptions on the Java side. So why bother with the Java exceptions 
in the first place? 

One last point we should consider is declaring the exceptions that a native 
method can throw. If you delay throwing any exceptions until after control 
is returned to the Java Runtime, the compiler will force you to declare these 
exceptions in a throws clause. So they cannot be accidentally overlooked. 
But if you throw them from the native side, a Java compiler has no way to 
know that these exceptions can arise so will not care if you declare them as 
thrown or not by the native method. It is strongly advised that, if you do for 
any reason decide to allow a Java exception to be thrown from native code, 
you declare that fact explicitly by attaching an appropriate throws clause to its 
Java declaration. That way the compiler will ensure for you that any method 
calling your method implements an appropriate level of exception handling. 

13.6 Memory Management 

As our final topic we consider how the memory management models of EPOC 
and Java interact, giving attention to some of the issues that can arise when Java. 
objects are created, or EPOC server sessions opened, in Java native methods. 
But first we must introduce the EPOC cleanup stack. 

13.6.1 Using the EPOC Cleanup Stack 

We saw above (Functions which can leave) how a TRAP harness can be 
used to deal with EPOC functions that can leave. However, it is inconvenient 
and inefficient to surround every such function by a TRAP harness. A better 
mechanism is needed. The solution EPOC provides is the cleanup stack. This is 
used as follows to protect memory allocated on the heap from being orphaned 
in the case of a leave: 

void doExampleL () 
{ 
CExample* myExample = ne w (ELeave) CExample(); 

No problem so far. If a leave occurs in this allocation it is safe. We are free to 
proceed and do something that cannot leave: 

myExample -> iint = 5 ; 
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But before we do something that can leave we must protect the CExample
we have successfully created on the heap for this we push the pointer onto the

cleanup stack

CleanupStack PushLmyExample
myExample-DoSomethingL

If DoSometl-iingL leaves the cleanup stack mechanism will ensure that

myExample and any other objects on the clean up stack get deleted and any

necessary destructors called Otherwise we can pop it off the cleanup stack

and delete it explicitly

Cleanupstaek Pop
delete myExample

Alternatively the last two lines of this method can be combined into the single

command

CleanupStack PopAndDestroy

Further information on use of the EPOC cleanup stack can be found in the

Symbian Developer Library edition on the SDK We will make extensive

use of this idiom in the remainder of our IN code examples

13.6.2 Revisiting Java Strings

Atthis point we pick up again our discussion of the handling of Java Strings With

understanding ofJNI exception handling strategies and the EPOC cleanup stack

at our disposal we are in position to cover two further more advanced topics

Java Strings and the Cleanup Stack

problem you will face if you want to use Java Strings in native methods

that can leave is how to guarantee that all the necessary calls to Release
StringChars and/or ReleaseStringuTFChars will be made and

the associated memory resources allocated by the Java Runtime freed up even
in the event of leave occurring The EPOC strategy for dealing with such

problem is of course the cleanup stack The problem is that since EPOC doesnt

understand how to clean up Java Strings which process of course needs two

pointers not just one putting pointer to the string on the cleanup stack is

not an available option
Not surprisingly Symbians Java engineers confronted precisely this problem

in implementing the Java Runtime on the Symbian OS The solution that they

came up with and that Id like to share with you now was to provide wrapper
class around string with constructor which
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But before we do something that can leave, we must protect the CExample 
we have successfully created on the heap: for this we push the pointer onto the 
cleanup stack: 

CleanupStack::PushL(myExample); 
myExample->DoSomethingL (); 

If DoSomethingL () leaves, the cleanup stack mechanism will ensure that 
myExample (and any other objects on the clean up stack) get deleted and any 
necessary destructors called. Otherwise we can pop it off the cleanup stack 
and delete it explicitly. 

Cleanupstack: :Pop(); 
delete myExample; 
} 

Alternatively the last two lines of this method can be combined into the single 
command: 

Cl e anupStac k::PopAndDestroy () ; 

Further information on use of the EPOC cleanup stack can be found in the 
Symbian Developer Library c++ edition on the SOK. We will make extensive 
use of this id iom in the remainder of our JNI code examples. 

13.6.2 Revisiting Java Strings 

At this point we pick up again our discussion of the handling of Java Strings. With 
understanding of JNI exception handling strategies and the EPOC cleanup stack 
at our disposal, we are in a position to cover two further, more advanced, topics. 

Java Strings and the Cleanup Stack 

A problem you w ill face if you want to use Java Strings in native methods 
that can leave is how to guarantee that all the necessary calls to Release ­
StringChars () and/or ReleaseStringUTFChars () w ill be made, and 
the assoc iated memory resources allocated by the Java Runtime freed up, even 
in the event of a leave occurring. The EPOC strategy for dealing with such a 
problem is of course the cleanup stack. The problem is that, since EPOC doesn't 
understand how to clean up Java Strings (which process of course needs two 
pointers, not just one), putting a pointer to the string on the cleanup stack is 
not an available option. 

Not surprisingly, Symbian's Java engineers confronted precisely this problem 
in implementing the Java Runtime on the Symbian OS. The solution that they 
came up with and that I'd like to share with you now was to provide a wrapper 
class around a j string with a constructor which: 
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obtains copy of the strings data and pins it in heap memory with call to

GetstringChars ..
converts the resultant chart into TPtrCT6 pointer descriptor

and destructor which releases the memory associated with the pinned Java

String with call to ReleaseStringChars You can instantiate this

class either on the stack or on the heap In the former case the destructor is

guaranteed to be run whether the method returns or leaves In the latter case

you can ensure the destructor is run in the case of leave by putting pointer

on the cleanup stack.11

Below is an implementation of class called RJavaString with this

functionality It should be placed in header file in \erj\include

include e32std.h
include jni.h

class RjavaString public TPtrCl6

public
IMPORT_C RJavaStringJNIEnv aJNI jstring estring
inline RJavaString

private
7/ prevent the following inherited methods from being used

RJavastringconst RjavaString
RJevaString operator const RJavastring
void Set comet Ttiintl6TInt
void Setconst TDesClG
void Setconst TPtrCl6

private
JNIEnv iJNI

jstring iString
jboolean ilnitialised

inline RJavaString vRJavaString

if ilnitialised iJNI-ReleeseStringCharsiString Ptr

RjavaString RJavastringJNIEnv aJNI jstring aString
iJMIaJNI iStringaString ilnitialisedJNI_FALSE

if iString

There is an issue if you pop the pointer off the cleanup stack and dont destroy it but cache

it for use in subsequent native method call As discussed in the following section you will have

to take care the second native method doesnt get called on different Java thread from the first

This is not trivial task
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• obtains a copy of the string's data and pins it in heap memory with a call to 
GetStringChars ( ... ) , 

• converts the resultant j char* into a TPtrC16 pointer descriptor, 

and a destructor which releases the memory associated with the pinned Java 
String with a call to ReleaseStringChars ( ... ) . You can instantiate this 
class either on the stack or on the heap. In the former case the destructor is 
guaranteed to be run whether the method returns or leaves. In the latter case, 
you can ensure the destructor is run in the case of a leave by putting a pointer 
on the cleanup stack.11 

Below is an implementation of a class cal led RJavaString with this 
functionality. It should be placed in a header file in \erj\include. 

# include <e32std.h> 
# include <jni.h> 

class RJavaString: public TPtrC16 
{ 

public: 
IMPORT_C RJavaString (JNIEnv* aJNI' j string aString) ; 
inline ~RJavaString(); 

private: 
// prevent the following inherited methods from being used 
RJavaString(const RJavaString&); 
RJavaString& operator=(const RJavaString&); 
void Set(const TUint16*,Tint); 
void Set(const TDesC16&); 
void Set(const TPtrC16&); 

private: 
JNIEnv* iJNI; 
jstring iString; 
jboolean iinitialised; 
} ; 

inline RJavaString: :~RJavaString() 
{ 
if (ilnitialised) iJNI->ReleaseStringChars(iString, Ptr( )); 

RJavaString: :RJavaString(JNIEnv* aJNI, jstring aString) 
: iJNI(aJNI), iString(aString), iinitialised(JNI_FALSE) 
{ 
if (iString) 

11 There is an issue if you pop the pointer off the cleanup stack and don't destroy it, but cache 
it for use in a subsequent native method call. As discussed in the following section, you will have 
to take care the second native method doesn't get called on a different Java thread from the first. 
This is not a trivial task. 
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this-TPtrC16 Set iJNI-GetStringChars iString NULL

iJNI-GetStringLengthiString
ilnitialised JNI_TRtJE

You should include the above header file in any source files using this

functionality Instantiate an instance of the class on the stack as follows

void MyMethodLJNIEnv aJNI jstring aText

RJavaString myStringaJNI aText

Check the conversion was successful before continuing

ifmyString.Ptr NULL User LeaveKErrNoMemory

There is no problem now if the following leaves

DoSomethingL myString

Noticethatthe situation where the constructors call to GetstringChars ..
fails can be detected by the RJavastrng having NULL pointer This should

be checked in the way shown immediately following the RJavaStrings
construction As such failure is only likely to occur if the system is out of memory

leave with KerrNoMemory is an appropriate response
As final note if you are doing intensive work with arrays of Java primitives

you may want to write yourself similar utility to ensure all array elements

pinned in memory on the Java side by native function get released if that

function leaves

Handling cpl 252 Data

problem we faced when we sought to handle ASCII-based Java Strings

in native code was that the character arrays returned by the JN1 func

tion GetStringuTFChars .. are of signed data where EPOC descriptors

require unsigned data This forced us to perform inelegant reinterpret casts

But there is good reason why EPOC descriptors are perverse in this way
the removal of the sign bit allows an extra bit for encoding so that 256

different characters can be encoded instead of ASCIIs 128 The extra 128

characters can be assignedin number of different ways depending on the

encoding you choose to work with The default used for screen display in the

emulators in Symbian SDKs is code page 1252 which allows representation

of the alphabetic characters required for most West European languages and
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{ 
this->TPtrC16: :Set(iJNI->GetStringChars(iString, NULL), 

iJNI->GetStringLength(iString)); 
iinitialised = JNI_TRUE; 

You should #include the above header file in any source files using this 
functionality. Instantiate an instance of the class on the stack as follows: 

void MyMethodL(JNIEnv* aJNI, jstring aText) 
{ 
RJavaString myString(aJNI, aText); 

Check the conversion was successful before continuing: 

if(myString.Ptr() == NULL) User : :Leave{KErrNoMemory); 

There is no problem now if the following leaves: 

DoSomethingL(myString); 
} 

Notice that the situation where the constructor's call to GetStringChars ( . . . ) 
fails can be detected by the RJavaString having a NULL pointer. This should 
be checked in the way shown immediately following the RJavaString's 
construction. As such failure is only likely to occur if the system is out of memory, 
a leave with KerrNoMernory is an appropriate response. 

As a final note, if you are doing intensive work with arrays of Java primitives, 
you may want to write yourself a similar utility to ensure all array elements 
pinned in memory on the Java side by a native function get released if that 
function leaves. 

Handling cp1252 Data 

A problem we faced when we sought to handle ASCII-based Java Strings 
in native code was that the character _ arrays returned by the JNI func­
tion GetStringUTFChars ( ... ) are of signed data where EPOC descriptors 
require unsigned data. This forced us to perform inelegant reinterpret casts. 
But there is a good reason why EPOC descriptors are perverse in this way: 
the removal of ,the sign bit allows an extra bit for encoding so that 256 
different characters can be encoded instead of ASCll's 128. The extra 128 
characters can be assignedjn a number of different ways depending on the 
encoding you choose to work with. The default used for screen display in the 
emulators in Symbian SDKs is "code page 1252," which allows representation 
of the alphabetic characters required for most West European languages and 
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includes the euro symbol Under EPOC Release you can see the 128

non-ASCII characters in cp1252 numbered 128255 displayed when you

type SHIFTCTRLC
You can take advantage of this attribute of EPOC 8-bit descriptors and repre

sent Java strings involving e.g cpl 252 data compactly in native code not as

6-bit Unicode but rather as 8-bit data This would be particularly advantageous

if for example you were communicating with another Symbian device under

constraint of limited bandwidth The Symbian OS provides mechanism to

carry out the necessary conversions in both directions CCnvCharacterSet

Converter class

To go from non-ASCII Java Unicode string to an EPOC 8-bit descriptor

Recover the Unicode data of your Java string as described above into an

RJavastring

Prepare CCnvcharacterSetConverter instance with connected

file server session specifying the encoding of your choice e.g cpl 252

Use itto convert the RJavaString 16-bit pointer descriptor to an 8-bit

descriptor and store the result in prepared TEuf buffer This should

succeed provided the buffer is long enough and the Java string contains

only characters covered by the specified encoding

Likewise to go from non-ASCII EPOC 8-bit descriptor to Java Unicode

string

Prepare CCnvCharacterSetConverter instance with connected

file server session specifying the encoding of your choice

Use it to convert the 8-bit descriptor to 6-bit descriptor and store the

result in prepared TBuf 16 buffer This should succeed provided the

buffer is long enough

Create Java String from the TBuf 16 in the standard way

We can use these techniques to modify our String class above to handle

French Strings Heres our new Java class

class FrenchStrings

public static native String appendStringString str

static System.loadLibrarymylib

public static void mainString args

String str new StringVoilà
str FrenchStrings.appendStriflgstr

java.awt.Frame frame new java.awt.Frame
frame.addnew Label str
frame.pack
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includes the euro symbol €. Under EPOC Release 5 you can see the 128 

non-ASCII characters in cp1252 (numbered 128-255) displayed when you 

type ~HIFT + c TRL +c. 
You can take advantage of this attribute of EPOC 8-bit descriptors and repre­

sent Java strings involving, e.g. cpl 252 data compactly in native code, not as 

16-bit Unicode but rather as 8-bit data. This would be particularly advantageous 

if, for example, you were communicating with another Symbian device under 

a constraint of limited bandwidth. The Symbian OS provides a mechanism to 

carry out the necessary conversions in both directions: CCnvCharacterSet ­

Converter class. 
To go from a non-ASCII Java Unicode string to an EPOC 8-bit descriptor: • 

1. Recover the Unicode data of your Java string as described above into an 

RJavastring. 

2. Prepare a CCnvCharacterSetConverter instance with a connected 

file server session specifying the encoding of your choice, e.g. cpl 252. 

3. Use it to convert the RJavaString (a 16-bit pointer descriptor) to an 8-bit 

descriptor and store the result in a prepared TBuf 8 buffer. This should 

succeed provided the buffer is long enough and the Java string contains 

only characters covered by the specified encoding. 

Likewise·, to go from a non-ASCII EPOC 8-bit descriptor to a Java Unicode 

string: 

1. Prepare a CCnvCharacterSetConverter instance with a connected 

file server session specifying the encoding of your choice. 

2. Use it to convert the 8-bit descriptor to a 16-bit descriptor and store the 

result in a prepared TBuf16 buffer. This should succeed provided the 

buffer is long enough. 

3. Create a Java String from the TBuf1 6 in the standard way. 

We can use these techniques to modify our String class above to handle 

French Strings. Here's our new Java class: 

class Fren c hStrin g s 
{ 

public s t atic native String appendStri ng(String str) ; 

static {system.loa d Libr a ry("my lib"); } 

public stat i c void ma in (Stri ng(] args) 

{ 
String str = n ew String ( "Voila"); 

str = FrenchStri ngs.app e n dString(s tr ); 

j ava. a wt.Frame frame = new java. awt .Frame(); 

frame. add (n ew La bel (s tr)) ; 
frame.pack (); 
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frame.showO

Notice have chosen to display the string returned in an AWT context rather

than sending it to System.out This is because on the emulator if DOS
command prompt is used for console output the non-ASCII characters do not

get interpreted according to the cpl 252 convention as we wish The following

implementation of the native method appendString .. appends mon
frère to the incoming string Tlvoilàhl and returns the result but working

with 8-bit descriptors for the string manipulation

include e32std.h // for descriptors
include f32file.h // for RFs

include charconv.h // for CcnvCharacterSetConverter

include javastrings.h // for RJavaString

extern

include Frenchstrings

jstring AppendStringLJNIEnv aJNI jstring aString

RJavaString ptrl6aJNI aString
TBuf820 buf8

The NewLC function in the following line serves to instantiate new

CcnvCharacterSetConverter and to put it on the cleanupStack

CCnvCharacterSetConverter converter CCnvCharacterSetConverter

NewLC

file session has to be connected and made available to the converter to allow

it to open the file specifying the chosen encoding in this case cpl 252 Because

file session resources are held and controlled kernel-side the session should be

Close ed rather than deleted when no longer needed You ensure cleanup

of the session in the event of leave by use of the CleanupClosePushL ..
method

RFS fs
User LeavelfErrorfs.Connect0
CleanupClosePushLf
converter-PrepareToConvertToOrFromL KCharecterSetldentifierCode

Page1252 fs

The conversion to an 8-bit descriptor can then be made and the string modified

User LeavelfErrorCOflverter-CoflVertFrOmUnicOdebUf8 ptrl6
LITBKWorld mon frère

buf8.AppendKWorld
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frame.show (); 

Notice I have chosen to display the string returned in an AWT context rather 
than sending it to System. out. This is because on the emulator if a DOS 
command prompt is used for console output the non-ASCII characters do not 
get interpreted according to the cpl 252 convention as we wish. The following 
implementation of the native method appendString ( . .. ) appends "mon 

frere" to the incoming string "Voi la II and returns the result, but working 
with 8-bit descriptors for the string manipulation. 

#include <e32std.h> 
#include <f3·2file . h> 
#include <charconv.h> 
#include <javastrings . h> 

extern "C" 

#include "FrenchStrings.h" 

} 

// for descriptors 
// for RFs 
/ / for CCnvCharacterSetConv erter 
/ / for RJavaStri ng 

jstring AppendStringL(JNIEnv* aJNI, jstring aString) 
{ 
RJavaString ptr16 (aJNI , aString ) ; 
TBuf8<20 > buf8; 

The NewLC () function in the following line serves to instantiate a new 
CcnvCharacterSetConverter and to put it on the CleanupStack: 

CCnvCharacterSetConverter* converter= CCnv Ch aracterSetConverter 

: :NewLC(); 

A file session has to be connected and made available to the converter to allow 
it to open the file specifying the chosen encoding, in this case cpl 252. Because 
file session resources are held and controlled kernel-side, the session should be 
Close () ed rather than deleted when no longer needed. You ensure cleanup 
of the session in the event of a leave by use of the CleanupCl osePushL ( . .. ) 

method. 

RFs fs; 
User: :LeaveifError(fs.Connect () ); 
CleanupClosePushL (fs ) ; 
converter->PrepareToConv ert ToOrFromL (KChar acterSet ident i fierCode 

Page1252 , fs); 

The conversion to an 8-bit descriptor can then be made and the string_modified. 

User: :LeaveifError (converter- >Convert FromUnicode (buf8 , ptr16)) ; 

_LITB (KWorld, "mon frere") ; 
buf8 0-Append (KWorld ) ; 
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Finally we can make the conversion back to 16-bit descriptor then to Java

String The extra integer passed to the converter is an advanced feature the

normal input value being The CleanupStack call closes the file server

session and deletes the converter object

TInt state

TBufl620 bufl6
User LeavelfErrorconverter-ConvertToUnicodebUfl6buf8state
CleanupStack PopAndDestroy2 // fs converter

return aJNI-Newstringbufl6.Ptr bufl6.LengthO

The JNI method itself then simply calls the above function in trap handler

JNIEXPORT jstring JNICALL JavaFrenchStringsappendString JNIEnv
aJNI jclass jstring aString

jstring str NULL
TInt err
TRAPerr str AppendStringLaJNI aString
if err

// throw Java exception here if wished

return str // NULL if AppendStringL fails

13.6.3 Revisiting Java Arrays

The array manipulation methods we described previously are adequate to

allow you to do anything you want to with Java arrays However you may find

it more efficient on occasions particularly if the array is large and you only

need to access small part of it to take advantage of the array region getter

and setter functions For the case of byte arrays these are

GetEyteArrayRegionjbyteArray array jse start jsize

len jbytepArray
SetByteArrayRegionjbyteArray array jsize start jsze
len jbytepArray

Here start is the index of the first element of your array region len is the

length of the region namely the number of elements therein and pArray is

pointer to region which you have allocated in native code for the array region

of interest to be copied to or from Notice that you are totally responsible for

allocating pArray before manipulation with either or both of these methods

and for freeing it afterwards With an understanding of how the EPOC cleanup

stack works under our belt we are now in position to do just this
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Finally we can make the conversion back to a 16-bit descriptor, then to a Java 
String. The extra integer passed to the converter is an advanced feature, the 
normal input value being 0. The ClearmpStack call closes the file server 
session and deletes the converter object. • 

Tint state= O; 
TBufl6<20> bufl6; 
User: :LeaveifError(converter->ConvertToUnicode(buf16,buf8,state)); 
CleanupStack: :PopAndDestroy(2); // fs, converter 
return aJNI->NewString(buf16.Ptr(), buf16.Length()); 

The JNI method itself then simply calls the above function in a trap handler. 

JNIEXPORT jstring JN!CALL Java_FrenchStrings_appendString (JNIEnv* 
aJNI, jclass, jstring aString) 

{ 
jstring str = NULL; 
Tint err; 
TRAP(err, str = AppendStringL(aJNI, astring)); 
if (err) 

{ 
// throw a Java exception here if wished 
} 

return str; // NULL if AppendStringL fails 

13.6.3 Revisiting Java Arrays 

The array manipulation methods we described previously are adequate to 
allow you to do anything you want to with Java arrays. However, you may find 
it more efficient on occasions, particularly if the array is large and you only 
need to access a small part of it, to take advantage of the array region getter 
and setter functions. For the case of byte arrays these are: 

• GetByteArrayRegion(jbyteArrayarray, jsize start, jsize 
len, jbyte* pArray) 

• SetByteArrayRegion(jbyteArray array, jsize start, jsize 
len, jbyte* pArray) 

Here start is the index of the first element of your array region, len is the 
length of the region, namely the number of elements therein, and pArray is a 
pointer to a region which you have allocated in native code for the array region 
of interest to be copied to or from. Notice that you are totally responsible for 
allocating pArray before manipulation with either or both of these methods 
and for freeing it afterwards. With an understanding of how the EPOC cleanup 
stack works under our belt, we are now in a position to do just this. 
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Below is function that illustrates the use of these two functions It cycli

cally permutes the first five elements of Java byte array passed in from

Java native method As it can leave either with KerrNoMemory should the

allocation fail or with KerrArgument should the array be null or have too

few elements the function would be called in practice from within
trap

handler Although the JNI functions called can throw an ArraylndexOut
OfEoundsException we are confident our checks on the array length will

forestall such problems

jint ProcessArrayLJNIEnv aJNI jbyteArray aByteArray

if aByteArray NULL User LeaveKErrArgument
const jint KStart

const jint KMinSize

jint size aJNI-GetArrayLengthaByteArray
if size KNinSize User LeaveKErrArgument
jbyte const pArrayStart jbyte User A110cLC

KMinSize sizeof jbyte
aJNI GetByteArrayRegion aByteArray KStart KMinSize

pArrayStart
jbyte pArray pArrayStart
jbyte temp pArray
TInt pArrayMax pArrayStart KMinSize
for pArray pArrayNax pArray-f-

pArray pArrayl

pArray temp
aJNI-SetByteArrayRegion aByteArray KStart KNinSize

pArrayStart
CleanupStack PopAndDestroyO // pArrayStart
return KErrNone

Here the EPOC User A110cLCTInt function returning TAny is

equivalent to the malloc function more familiar to users except in

that the EPOC version additionally puts pointer on the cleanup stack No

corresponding call to User Free TAny is made because this is handled

by the subsequent call to CleanupStack PopAndDestroy We are

obliged to use the rather ugly and potentially unsafe pointer arithmetic to

access individual array elements because EPOC does not support the

indexing approach for C-style arrays For those object-oriented programmers

among you who take exception to this here is the same function implemented

using EPOCs built-in array-handling mechanisms This approach has obvious

advantages if sophisticated manipulations are taking place e.g with inser

tions There is small additional overhead incurred in instantiating the EPOC

CArrayFixFlat class and in the time taken to read the Symbian Developer
Library documentation about EPOC array-handling
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Below is a function that illustrates the use of these two functions. It cycli­
cally permutes the first five elements of a Java byte array, passed in from a 
Java native method. As it can leave, either with KerrNoMemory should the 
allocation fail, or with KerrArgument should the array be null or have too 
few elements, the function would be called in practice from within a trap 
handler. Although the JNI functions called can throw an ArrayindexOut­
OfBoundsException, we are confident our checks on the array length will 
forestall such problems. 

jint PracessArrayL(JNIEnv* aJNI, jbyteArray aByteArray) 
{ 
if (aByteArray == NULL) User::Leave(KErrArgument); 
canst jint KStart = O; 
canst jint KMinSize = 5; 
jint size= aJNI->GetArrayLength(aByteArray); 
if (size< KMinSize) User: :Leave(KErrArgument); 
jbyte* const pArrayStart = (jbyte*) User ::AllocLC 

(KMinSize * sizeof(jbyte)); 
aJNI ->GetByteArrayRegion(aByteArray, KStart, KMinSize, 

pArrayStart); 
jbyte* pArray = pArrayStart; 
jbyte temp= *pArray; 
Tint pArrayMax pArrayStart + KMinSize - l; 
for ( ; pArray < pArrayMax; pArray++) 

{ 
*pArray = *(pArray+l); 
} 

*pArray = temp; 
aJNI->SetByteArrayRegion(aByteArray, KStart, KMinSize, 

pArrayStart); 
CleanupStack:: PopAndDestroy () ; // pArrayStart 
return KErrNone; 

Here the EPOC User: :AllocLC (Tint) function, returning a TAny*, is 
equivalent to the malloc () function more familiar to C users, except in 
that the EPOC version additionally puts a pointer on the cleanup stack. No 
corresponding call to User: : Free (TAny*) is made because this is handled 
by the subsequent call to Cleanups tack: : PopAndDestroy (). We are 
obliged to use the rather ugly (and potentially unsafe) pointer arithmetic to 
access individual array elements, because EPOC does not support the [] -
indexing approach for C-style arrays. For those object-oriented programmers 
among you who take exception to this, here is the same function implemented 
using EPOC's built- in array-handling mechanisms. This approach has obvious 
advantages if sophisticated manipulations are taking place, e.g. with inser­
tions. There is a small additional overhead incurred in instantiating the EPOC 
CArrayFixFlat class (and in the time taken to read the Symbian Developer 
Library documentation about EPOC array-handling!). 
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jint ProcessArrayLJNIEOv aJNI jbyteArray aByteArray

if aByteArray NULL User LeaveKErrArgument
const jint KStart

const jint KMinSize
const mt KMax KNinSize

jint size aJNI-GetArrayLengthaByteArray
if size KMinSize User Leave KErrArgUment

We instantiate in contiguous memory byte array of granularity that is one

that expands bytes at time when more capacity is needed

CArrayPixFatjbyte array newELeave CarrayFixFlatjbyte

KNinSize

CleanupStack PushLarray

Having placed our array safely on the cleanup stack we use ResizeL ..
to allocate dummy elements which will hold the data from the Java byte array

then get pointer to the start of the data area with call to Back

array- ResizeL KMinSize

jbyte const pArraystart jbyte array-Back0

We can then copy the region of the Java byte array straight into the EPOC

array It is vital that the latter has been sized large enough or an EPOC panic

will ensue The data can then be manipulated with the many utility functions

of CArrayFixFlat

aJNI-GetByteArrayRegiOflasyteArraY KStart KNinSize pArrayStart

jbyte temp arrey-At0
for mt KNax

arrey-Ati array-Ati1

array-AtKMax temp

Next we copy the region of the Java array with the new data There is

nothing to stop you from writing back an expanded array region provided only

KStart KminSize does not exceed the length of the original Java array

This done the native buffer can be deleted

aJNI-SetByteArrayRegioflayteArraY KStert KMinSize pArrayStart

CleanupSteck PopAndDestroyO // array

return KErrNone

13.6.4 Writable Static Data

The Problem

Another memory management issue which before long you are likely to

encounter if you get seriously into JNI programming is writable static data or
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jint ProcessArrayL(JNIEnv* aJNI, jbyteArray aByteArray) 

{ 
if (aByteArray == NULL) User: :Leave(KErrArgument); 

const jint KStart = O; 
const jint KMinSize = 5; 

const int KMax = KMinSize - l; 
jint size= aJNI->GetArrayLength(aByteArray); 

if (size< KMinSize) User: :Leave(KErrArgument); 
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We·instantiate in contiguous memory a byte array of granularity 5; that is, one 

that expands 5 bytes at a time when more capacity is needed. 

CArrayFixFlat<jbyte>* array= new(ELeave) CarrayFixFlat<jbyte> 

(KMinSize); 
CleanupStack: :PushL(array); 

Having placed our array safely on the cleanup stack, we use ResizeL ( ... ) 

to allocate dummy elements which will hold the data from the Java byte array, 

then get a pointer to the start of the data area with a call to Back ( o) . 

array->ResizeL(KMinSize); 

jbyte* const pArrayStart = (jbyte*) array->Back(O); 

We can then copy the region of the Java byte array straight into the EPOC 

array. It is vital that the latter has been sized large enough or an EPOC panic 

will ensue. The data can then be manipulated with the many utility functions 

of CArrayFixFlat. 

aJNI ->GetByteArrayRegion(aByteArray, KStart, KMinSize,pArrayStart); 

jbyte temp array->At(O); 
for (inti= O; i < KMax; ++i) 

{ 
array->At(i) = array->At(i+l); 
} 
array->At(KMax) = temp; 

Next we copy the region of the Java array with the new data: There is 

nothing to stop you from writing back an expanded array region, provided only 

KStart + KminSize does not exceed the length of the original Java array. 

This done, the native buffer can be deleted. 

aJNI - >SetByteArrayRegion (aEyteArray , KS tart, KMinSi ze , pArrayStart) •; 

CleanupStack: :PopAndDestroy(); // array 

return KErrNone; 

13.6.4 Writable Static Data 
The Problem 

Another memory manage.ment issue which before long you are likely to 

encounter if you get seriously into JNI programming is writable static data, or 
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rather the lack of support for it in the Symbian OS For example if you are

making many conversions to cpl 252 format in successive calls to the native

method discussed above you would rightly want to consider caching the

references to the file server session and the converter between calls rather than

re-creating them each time then releasing these resources when you were done

with them You might expect to be able to do this by writing something like

// Dont do this
CCnvcharacterSetConv5rter converter
RFs fs

jstring AppendStringLJNIEnv aJNI jstring astring

RJavaString ptrl6aJNI aString
TBuf820 buf8
if converter NULL

converter CCnvCharacterSetConverter NewLC
User LeavelfErrorfs.ConnectO
converter- PrepareToConvertToOrFromL

KCharactersetldentifierCodePagel252 fs

// etc

Although this code will run happily on the PC-based emulator it will not

compile for ARM as the DLL structure employed by EPOC on the latter does

not support writable static data objections will be raised to the declaration of

fs and converter outside of class or function body.12 successful caching

strategy in EPOC requires little more work

Towards Solution

The necessary elements of successful caching strategy are as follows

First instantiate everything you want to cache into heap memory rather

than on the stack to avoid it being deleted when the native method returns

Next if you are caching more than one object define suitable C-style

struct in which you can store pointers to the various objects you need

Then in your native method create an instance of this pre-defined structon

the heap and initialize it with the pointers to the objects you want to cache

We are not quite out of the woods yet Essentially we have exchanged difficult

caching problem for an easier one There remains the final task

12 The reason for this is that EPOC DLLs are designed to be run in place from ROM in order to

conserve RAM at run time They have therefore to allocate any static or global variables in

DLL internally when they are compiled This is only possible if the variables are constant
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rather the lack of support for it in the Symbian OS. For example, if you are 
making many conversions to cpl 252 format in successive calls to the native 
method discussed above, you would rightly want to consider caching the 
references to the file server session and the converter between calls, rather than 
re-creating them each time, then releasing these resources when you were done 
with them. You might expect to be able to do this by writing something like: 

II Don ' t do this! 
CCnvCharacterSetConverter* converter; 
RFs fs; 

jstring AppendStringL(JNIEnv* aJNI, j string aString ) 
{ 
RJavaString ptr16(aJNI, aString); 
TBuf8<20 > bufB; 
if (converter!= NULL ) 

{ 
converter= CCnvCharacterSetConver ter : :NewLC () ; 

User : :LeaveifError (fs.Connect ()) ; 
converter->PrepareToConvertToOrFromL 

(KCharacterSetidentifierCodePage1252, fs ) ; 

II etc. 

Although this code will run happily on the PC-based emulator, it will not 
compile for ARM as the DLL structure employed by EPOC on the latter does 
not support writable static data: objections will be raised to the declaration of 
f sand converter outside of a class or function body.12 A successful caching 
strategy in EPOC requires a little more work. 

Towards a Solution 

The necessary elements of a successful caching strategy are as follows. 

1. First, instantiate everything you want to cache into heap memory, rather 
than on the stack, to avoid it being deleted when the native method returns. 

2. Next, if you are each i ng more than one object, define a suitable C-sty le 
struct in which you can store pointers to the various objects you need. 

3. Then, in your native method, create an instance of this pre-defined struct on 
the heap and initialize it with the pointers to the objects you want to cache. 

We are not quite out of the woods yet. Essentially we have exchanged a difficult 
caching problem for an easier one. There remains the final task. 

12 The reason for this is that EPOC DLLs are designed to be run in place from ROM, in order to 

conserve RAM at run time. They have therefore to allocate any static (or " global") variables in a 

DLL internally when they are compiled. This is only possible if the variables are constant 
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Find safe place to keep the pointer to the struct

For this two basic strategies are available to you

Cast the pointer to mt and return it to the Java side to be held there

Cache the pointer in EPOC thread local storage TLS

These approaches are not without their limitations Lets look at each approach

in turn

Java-Side Caching

An example of the Java-side caching approach is provided in the lnfoprint3

project on the v6.O Quartz SDK for Java This differs from the Infoprinti project

we discussed above in that it provides three native methods instead of one

public class InfoPrint

static System.loadLibraryInfoPrint3

private final static mt KErrNone

private static mt err

public static native mt printString aText mt asessionld
public static native mt connectO

public static native void closeint aSessionld

public static void mainString argv II test script

mt sessionld

try

/1 give the notifier server time to get started

Thread.sleep15000
sessionld connect
ifsessionld

system.err.printlnNotifier session

failed EPOC error sessionld

System.exit0

err printHello from Java sessionld
if err KErrNone

Systsm.err.printlnEPOC error err

/1 give the infoprint some time to be displayed
Thread.sleep0000
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4. Find a safe place to keep the pointer to the struct. 

For this, two basic strategies are available to you: 
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• Cast the pointer to a j int and return it to the Jav_a side to be held there. 

• Cache the pointer in EPOC thread local storage (TLS). 

These approaches are not without their limitations. Let's look at each approach 
in turn. 

Java-Side Caching 

An example of the Java-side caching approach is provided in the lnfoprint3 
project on the v6.0 Quartz SOK for Java. This differs from the lnfoprint1 project 
we discussed above in that it provides three native methods instead of one. 

public class InfoPrint 

{ 
static {System.loadLibrary ("InfoPrint3" ) ;} 

private final static int KErrNone = 0; 

private static int err= O; 

public static native int print(String aText, int aSessionid); 

public static native int connect(); 
public static native void close(int aSessionid); 

public static void main (String[] argv) II test script 

{ 
int sessionid = O; 
try 
{ 

II give the notifier server time to get started . 

Thread.sleep (l5000 ) ; 
sessionid = connect( ) ; 
if(sessionid < 0) 
{ 

System.err.println("Notifier session 
failed. EPOC error: " + sessionid) ; 

System.exit(0 ) ; 

err print("Hello from Java" sessionid) ; 

if(err != KErrNone) 
{ 

System.err.println("EPOC error: " +err); 

} 
II give the infoprint some time to be displayed 
Thread.sleep(3000 ) ; 
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catchInterruptedException

System.err.printlne.getMessageO

close sessionld

System exit

Before calling the print method you call connect to initiate client

session with the kernel-side EPOC notifier server This returns positive integer

representation of the session handle or negative integer EPOC error code

should problem have occurred The connect method is implemented as

follows

const TInt KJavaHandleShift

jint ConnectL

RNotifier notifier NULL
notifier newELeave RNotifier

CleanupStack PushL notifier
User LeavelfErrornotifier-COflneCtO

CleanupStackPopO 7/ notifier

return REINTERPRET_CASTTUint notifier KJavaHandleShift

JNIEXPORT jint JNICALL Java_InfoPrint.connectJNIEnv /aJNI/
jclass /cls/

jint ret

TInt error
TRAPerror ret ConnectLQ
return error KErrNone ret error

The implementation listed above differs slightly from that published with the

Quartz v6.0 SDKforJava in that the latter simply cast the RNotifier directly

to TInt The problem with that approach is that memory addresses in EPOC

are not 100% guaranteed to parse to positive integers The approach taken

here is one commonly used in Symbian Java system code using the fact that

allocations made on the user heap in EPOC are always aligned with 4-byte

boundary in other words the address is always multiple of Dividing by

2-bit right shift ensures that the parsed result will be positive If the value

returned is indeed positive the handle is good you can proceed to call the

print method passing the handle as an additional parameter Indeed you

can call it as many times as you wish without there being any need to create

and destroy notifier sessions an expensive process requiring stack context

shift to kernel side The RNotifier is conveniently recovered with 2-bit

left-shift and reinterpret cast
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catch(InterruptedException e) 
{ 

System.err.println(e.getMessage()); 

close(sessionid); 
System . exit ( O) ; 

Before calling the print () method, you call connect () to initiate a client 

session with the kernel-side EPOC notifier server. This returns a (positive) integer 

representation of the session handle, or a (negative) integer EPOC error code 

should a problem have occurred. The connect () method is implemented as 

follows: 

const Tint KJavaHandleShift 2; 

j int ConnectL () 
{ 
RNotifier* notifier= NULL; 
notifier= new(ELeave) RNotifier; 
CleanupStack::PushL(notifier); 

User::LeaveifError(notifier->Connect()); 

CleanupStack: :Pop();// notifier 
return REINTERPRET_CAST(TUint, notifier)>>KJavaHandleShift; 

} 

JNIEXPORT jint JNICALL Java_InfoPrint_connect(JNIEnv* /*aJNI*/, 

jclass /*els*/) 
{ 
j int ret = O; 

Tint error; 
TRAP(error, ret = ConnectL()); 
return (error== KErrNone) ? ret error; 

The implementation listed above differs slightly from that published with the 

Quartz v6.0 SOK for Java in that the latter simply cast the RNotifier* directly 

to a Tint. The problem with that approach is that memory addresses in EPOC 

are not 100% guaranteed to parse to positive integers. The approach taken 

here is one commonly used in Symbian Java system code, using the fact that 

allocations made on the user heap in EPOC are always aligned with a 4-byte 

boundary; in other words, th~ address is always a multiple of 4. Dividing by 4 

(a 2-bii right shift) ensures that the parsed result will be positive. If the value 

returned is indeed positive, the handle. is good: you can proceed to call the 

print () method, passing the handle as an additional parameter. Indeed you 

can call it as many times as you wish without there being any need .to create 

and destroy notifier sessions (an expensive process requiring a stack context 

shift to kernel side). The RNotifier* is conveniently recovered with.a 2-bit 

left-shift ·and a reinterpret cast: 
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JNIEXPORT jint JNICALL Java_InfoPrint_print

JNIEnv aJNI jclass /cls/ jstring aText jint aSessionld

RNotifier notifier REINTERPRET_CASTRNOtifier aSessionld

KJavaHandleShift
const jchar const textPtreJNI_GetgtringcharsaTeXtNULL
iftextPtr NULL return KErrNoMemory
TPtrC16 texttextPtr aJNI-GetStringLengthaTeXt
notifier-InfoPrint text
aJNI-ReleasestringCharsaText textPtr

return KErrNone

Finally when you are done using the notifier client session for infoprints

you can call the close .. method which frees up your client session

resource stored on the heap by the connect method and the associated

kernel-side resources created on your behalf

JNIEXPORT void JNICALL Java_InfoPrint_closeJNIEnv /aJNI/ jclass

/cls/ jint aSessionld

// recover the session handle

RNotifier notifier REINTERPRET_CASTRNotifier aSessionld
KJavauandleShift

II close the session if necessary and tidy up

if notifier NULL notifier-Close
delete notifier

Obviously disadvantage of the Java-side caching approach is that it precludes

the native method returning any useful data other than the pointer or perhaps

an error message second disadvantage is that it is fragile you need to know

what kind of object the pointer is actually pointing to so that you can cast

it appropriately after recovering it at run time and to be sure that the heap

memory has not already been deleted possibly by another thread

third less obvious problem is that since client sessions with the EPOC

notifier server are thread-relative there is restriction that the print ..
and close .. methods must be called on the same thread the connect

method was called on This is difficult to police especially if you are trying to

create robust library for third-party use because of course you cant know in

advance on which Java thread native method even with public wrapper

round it will get called For this reason EPOC servers were extended in Version

6.0 to allow process-relative as well as the more restrictive thread-relative

client sessions But as the notifier server was not upgraded in this way there

remains an issue in this particular example

word of warning think twice before you cache the JNIEnv pointer

This may seem like good idea since it avoids you having to keep passing it

on to each subsidiary method that gets called from your native method Indeed
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JNIEXPORT jint JNICALL Java_InfoPrint_print 

(JNIEnv* aJNI, jclass /*els*/, jstring aText, jint aSessionid) 

{ 
RNotifier* notifier= REINTERPRET_CAST(RNotifier*, aSessionid<< 

KJavaHandleShift); 

canst jchar* canst textPtr=aJNI->GetStringChars(aText,NULL); 

if (textPtr == NULL ) return KErrNoMe_mory; 

TPtrC16 text(textPtr, aJNI- >GetStringLength (aText)); 

notifier->InfoPrint(text); 

aJNI->ReleaseStringChars(aText, textPtr); 

return KErrNone; 

Finally, when you are done using the notifier client session for infoprints, 

you can call the close ( ... ) method which frees up your client session 

resource (stored on the heap by the connect () method) and the associated 

kernel-side resources (created on your behalf): 

JNIEXPORT void JNICALL Java_InfoPrint_close(JNIEnv* / *aJNI* / , jclass 

/*els*/, jint aSessionid) 

{ 
// recover t he session handle 
RNotifier* notifier= REINTERPRET_CAST(RNotifier*, aSessionld<< 

KJavaHandleShift); 

/ I ·close the session if necessary and tidy up 

if(notifier != NULL) notifier->Close () ; 

delete notifier; 

Obviously a disadvantage of the Java-side caching approach is that it precludes 

the native method returning any useful data other than the pointer, or perhaps 

an error message. A second disadvantage is that it is fragile: you need to know 

what kind of object the pointer is actually pointing to so that you can cast 

it appropriately after recovering it at run time, and to be sure that the heap 

memory has not already been deleted (possibly by another thread). 

A third, less obvious problem is that, since client sessions with the EPOC 

notifier server are thread-relative, there is a restriction that the print ( ... ) 

and close( ... ) methods must be called on the same thread the connect () 

method was called on. This is difficult to police, especially if you are trying to 

create a robust library for third-party use, because of course you can't know in 

advance on which Java thread a native method, even with a public wrapper 

round it, will get called. For this reason, EPOC servers were extended in Version 

6.0 to allow process-relative, as well as the more restrictive thread-relative, 

client sessions. But as the notifier server was not "upgraded" in this way, there 

remains an issue in this particular example. 
A word of warning: think twice before you cache the JNIEnv* pointer. 

This may seem like a good idea since it avoids you having to keep passing it 

on to each subsidiary method that gets called from your native method. Indeed 
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it is essentially what we did in our RJavastrng class above by making it

member variable But in doing so we relied implicitly on the assumption that

our RJavaString was created on the stack so would be deleted before the

native method returned The problem here is that JNIEnv is only valid on

single thread If for example we created RJavaStrng on the heap in one

native method and then tried to use it in another method on different thread
it would fail

EPOC Thread Local Storage

Thread local storage TLS is an EPOC device whereby each thread which

attaches to DLL is able to store word of dataa generic 32-bit TAny
pointer which can be used to point to an arbitrary structure on the heap This is

done with the static Dli SetTis TAny method You can then access that

heap memory from within any function exported from that DLL through the

Dii Tis method which returns TAny pointer provided that function

is called on the thread which cached the pointer

The main advantage of this approach is that it allows value to be returned

by the native method to the Java side Should an exception arise it can
be thrown from native code disadvantage is that even if the session

handles which you are caching are not thread-relative your native method

calls making use of these handles will be Another disadvantage which should

be borne in mind is that the TLS mechanism is considerably slower than the

alternative approach of passing the handle to and from Java as an integer and

reinterpreting it

The TLS approach is illustrated nicely in the Infoprint2 project on the v6.O

Quartz SDK for Java The details of the Java class are almost identical to

lnfoprint3 which we have already looked at except in that the session ID is

not in this case passed back and forward across the Java Native Interface

public class InfoPrint

static system.loadLibraryInfoPrint

private final static mt KErrNone

private static mt err

public static native mt printString aText
public static native mt connectO
public static native void closeO

To see how the native methods are implemented in particular the TLS mecha

nism take look at InfoPrint.cpp in the lnfoprint2 project and the associated
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it is essentially what we did in our RJavaString class above, by making it a 
member variable. But, in doing so we relied implicitly on the assumption that 
our RJavaString was created on the stack, so would be deleted before the 
native method returned. The problem here is that a JNIEnv* is only valid on a 
single thread. If, for example, we created a RJavaString on the heap in one 
native method and then tried to use it in another method on a different thread, 
it would fail. 

EPOC Thread Local Storage 

Thread local storage (TLS) is an EPOC device whereby each thread which 
attaches to a DLL is able to store a word of data- a generic 32-bit TAny* 

pointer which can be used to point to an arbitrary structure on the heap. This is 
done with the static Dll: SetTls (TAny*) method. You can then access that 
heap memory from within any function exported from that DLL through the 
Dll: : Tls () method which returns a TAny* pointer, provided that function 
is called on the thread which cached the pointer. 

The main advantage of this approach is that it allows a value to be returned 
by the native method to the Java side. (Should an exception arise it can 
be thrown from native code.) A disadvantage is that, even if the session 
handles which you are caching are not thread-relative, your native method 
calls making use of these handles will be. Another disadvantage which should 
be borne in mind is that the TLS mechanism is considerably slower than the 
alternative approach of passing the handle to and from Java as an integer and 
reinterpreting it. 

The TLS approach is illustrated nicely in the lnfoprint2 project on the v6.0 
Quartz SOK for Java. The details of the Java class are almost identical to 
lnfoprint3 which we have already looked at, except in that the session ID is 
not in this case passed back and forward across the Java Native Interface. 

public class InfoPrint 
{ 

static {system.loadLibrary("InfoPrint") ;} 

private final static int KErrNone = O; 
private static int ~rr = O; 

public static native int print(String aText); 
public static native int connect(); 
public static native void close(); 

To see how the native methods are implemented, in particular the TLS mecha­
nism, take a look at lnfoPrint.cpp in the lnfoprint2 project, and the associated 
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documentation in the Symbian Developer Library on the v6.O Quartz SDK for

Java Further documentation on the TLS mechanism can be found in the v6.O

Quartz SDK
We can now return to the problem we originally posed of how to cache

references to the file server session and to the converter between calls to

AppendStringL .. rather than re-creating them each time Adopting
TLS approach this can be accomplished as follows

First we define struct to hold pointers to all the session variables

struct SConverterSession

CCnvCharacterSetConverter iConverter
RF5 iFs

One of these structs can then be instantiated on the heap cached in TLS

and used as holding place for the session handles between calls to

AppendstringL ... Notice that the file server session handle must be

declared on the heap as RFs in this case to prevent it being deleted when

the method returns.13

jstring AppendStringLJNIEnv aJNI jstring aString

RJavaString ptrl6aJNI aString
TBufS20 buf8
SConvertergession session
CCnvCharacterSetConverter converter
RF5 fs

If the session is already open all that is needed is to recover pointer to the

session struct from TLS then to access the converter from that

if DhlTls

session SConverterSession DllTlsO
converter session-iConverter

If the session has not yet been opened this must be done

else

session new ELeave SConverterSession

13
Although strictly speaking the file server session handle is not in this simple example needed

again after the converter session has been initiated it might be if we wanted later to use character

set other than cp1252 keeping the RFs handle available in this example serves to illustrate the

general principle
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documentation in the Symbian Developer Library on the v6.0 Quartz SDK for 
Java. Further documentation on the TLS mechanism can be found in the v6.0 
Quartz C++ SDK. 

We can now return to the probl.em we originally posed of how to cache 
references to the file server session and to the converter between cal Is to 
AppendStringL ( ... ) , rather than re-creating them each time. Adopting a 
TLS approach, this can be accomplished as follows. 

First, we define a struct to hold pointers to all the session variables: 

struct SConverterSession 

CCnvCharacterSetConverter* iConverter; 
RFs* iFs; 
} ; 

One of these structs can then be instantiated on the heap, cached in TLS 
and used as a holding place for the session handles between calls to 
AppendStringL ( ... ) . Notice that the file server session handle must be 
declared on the heap as RFs* in this case, to prevent it being deleted when 
the method returns. 13 

jstring AppendStringL(JNIEnv* aJNI, jstring aString) 
{ 

RJavaString ptr16(aJNI, aString); 
TBuf8<20> buf8; 
SConverterSession* session; 
CCnvCharacterSetConverter* converter; 
RFs* fs; 

If the session is already open, all that is needed is to recover a pointer to the 
session struct from TLS, then to access the converter from that: . 

if (Dll::Tls()) 
{ 
session= (SConverterSession*) D11: :Tls(); 
converter= session->iConverter; 

If the session has not yet been opened, this must be done: 

else 

session= new (ELeave) SConverterSession; 

13 Although strictly speaking the file server session handle is not in this simple example needed 
again after the converter session has been initiated, it might be if we wanted later to use a character 
set other than cpl 252: keeping the RFs handle available in this example serves to illustrate the 
general principle. 
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Cleanupstack PushLsession
converter CCnvCharacterSetConverter NewLC
fs new ELeave RFS
CleanupStack PushLfs
User LeavelfErrorfs-Connect
CleariupClosePushL fs
converter-PrepareToConvertToOrPromL KCharacterSetldentifier

CodePagel252 fs

Then we can assign the associated handles to the session struct and cache

pointer to the struct in TLS

session-iConverter converter
session-Fs Es
Dli SetTlssession
CieanupStack Pop4 // Es converter session

Notice particularly the use of the cleanup stack in the above

fs is pushed onto the cleanup stack twice the first time with PushL ..
to ensure that the client session on the user heap is deleted the second time

with CleanupClosePushL to ensure that the server-side resources

associated with the client session are releasedwith the Close
methodshould leave occur

The four items on the cleanup stack are popped but not destroyed
references to the associated resources are all now cached elsewhere and

the cleanup stack is no longer responsible for their cleanup

We can now do the conversions leaving with impunity if any problems occur

User LeavelfError converter-ConvertFromUnicode buf8 ptrl6
_LIT8KWorld mon frère
buf .AppendKWorld
TInt

TBufl620 bufl6
User LeavelfErrorconverter-ConvertToUncodebufl6 buf8
return aJNI-NewStringbufl6.Ptr bufl6.Length0

Finally we need to provide an additional method to perform the cleanup when
the session is no longer needed This would be invoked by Java native method

called from Java on the same thread as created the session

void Close

if Dii TisQ

SconverterSession session SConverterSession
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CleanupStack: :PushL(session); 
converter= CCnvCharacterSetConverter: :NewLC(); 
fs = new (ELeave) RFs; 
CleanupStack::PushL(fs); 
User: :LeaveifError(fs->Connect()); 
CleanupClosePushL(*fs); 
converter->PrepareToConvertToOrFromL(KCharacterSetidentifier 

CodePagel252, *fs); 

Then we can assign the associated handles to the session struct and cache a 
pointer to the struct in TLS: 

session->iConverter = converter; 
session->iFs ·= fs; 
Dll: :SetTls(session); 
CleanupStack: :Pop(4); // *fs, fs, converter, session 
} 

Notice particularly the use of the cleanup stack in the above. 

1. fs is pushed onto the cleanup stack twice, the first time with PushL ( ... ) 
to ensure that the client session on the user heap is deleted, the second time 
with CleanupClosePushL ( . . . ) to ensure that the server-side resources 
associated with the client session are released-with the Close () 
method-should a leave occur. 

2. The four items on the cleanup stack are popped but not destroyed: 
references to the associated resources are all now cached elsewhere and 
the cleanup stack is no longer responsible for their cleanup. 

We can now do the conversions, leaving with impunity if any problems occur: 

User: :LeavelfError(converter->ConvertFromUnicode(buf8, ptrl6)); 
_LITS (KWorld, "mon frere") ; 
buf8.Append(KWorld); 
Tint i = O; 
TBufl6<20> bufl6; 
User::LeaveifError(converter->ConvertToUnicode(bufl6, bufB, i)); 
return aJNI->NewString(bufl6.Ptr(), bufl6.Length()); 

Finally, we need to provide an additional method to perform the cleanup when 
the session is no longer needed. This would be invoked by a Java native method 
called from Java on the same thread as created the session. 

void Close ( J 
{ 
if(D11::Tls()) 

{ 
SConverterSession* session (SConverterSession*) 
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Dli Tls
session-iFs-Close
delete session-iFs
delete session-iConverter
delete session
Dll SetTls NULL

more robust solution would ensure that the above methods were always

called on the same thread This is possible but is non-trivial task beyond the

scope of the present survey of JNI strategies

13.6.5 Managing Java References

Global References

On the subject of caching variables if the variable you want to cache from

native code is Java object or array so can be referenced as obj ect
there is another issue you need to be aware of

In order to understand the implications of this we need to take look first

at how local references are shared across the Java Native Interface What in

fact happens when you run native method is that local reference frame is

set up for that call with series of slots each of which can contain reference

to Java object array or class These slots are accessed by handles 32-bit

addresses which are interpreted on the native side as instances of jobject

They are populated with references to objects and arrays in number of ways

if references to any Java objects or arrays are passed as arguments to

native function or if one is returned therefrom these will each be assigned

their own slot in the reference frame for that native method call

if reference to pre-existing object or array on the Java side is recovered

via JNI function this reference will be assigned new slot in the local

reference frame

if any Java objects are created during the execution of your native method

by means of JNl function which has obj ect handle as its return value

these objects are likewise assigned slot

When the native call returns the frame is popped and all the obj ect handles

become invalid The objects in the first two of the above categories will remain

accessible since they will by definition have local Java variables referencing

them Any object in the third category may however become inaccessible
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D11: : Tls () ; 
session->iFs->Close(); 
delete session->iFs; 
delete session->iConverter; 
delete session; 
D11::SetTls(NULL); 
} 
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A more robust solution would ensure that the above methods were always 

called on the same thread. This is possible but is a non-trivial task beyond the 

scope of the present survey of JNI strategies. 

13.6.5 Managing Java References 

Global References 

On the subject of caching variables, if the variable you want to cache from 

native code is a Java object or array (so can be referenced as a j object), 

there is another issue you need to be aware of. 

In order to understand the implications of this, we need to take a look first 

at how local references are shared across the Java Native Interface. What in 

fact happens when you run a native method is that a local reference frame is . 

set up for that call with a series of slots, each of which can contain a reference 

to a Java object, array, or class. These slots are accessed by handles, 32-bit 

addresses which are interpreted on the native side as instances of j object. 

They are populated with references to objects and arrays in a number of ways: 

• if references to any Java objects or arrays are passed as arguments to a 

native function, or if one is returned therefrom, these will each be assigned 

their own slot in the reference frame for that native method call. 

• if a reference to a pre-existing object or array on the Java side is recovered 

via a JNI function, this reference will be assigned a new slot in the local 

reference frame. 

• if any Java objects are created during the execution of your native method 

by means of a JNI function which has a j object handle as its return value, 

these objects are likewise assigned a slot. 

When the native call returns, the frame is popped and all the j object handles 

become invalid. The objects in the first two of the above categories will remain 

accessible since they will by definition have local Java variables referencing 

them. Any object in the third category may, however, become inaccessible 
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and as consequence candidate for garbage collection unless you create

an explicit reference on the Java side by

assigning the object to be property of an object already referenced on

the Java side or

making the obj ect your native methods return value

An alternative strategy the Java Native Interface allows is the creation of

so-called global reference to Java object with the JNI function NewGlob
aiRef obj ect What this does is to assign your Java object reference slot

in global reference frame and return handle thereto This global reference

frame does not like local reference frames do exist only for the duration of the

current method call butforthe lifetime of the Runtime itself Neither is itacces

sible.only from the thread on which it was created but can be accessed equally

from any thread This protects the Java object from garbage collection until

you choose explicitly to release it Suppose for example you have used the

NewStrng.. method to instantiate jstring called myJavastring
You could cache this in thread local storage with the following code

jobject mySavedObjectaJNI-NewGlobalRefmyJavaString
Dli SetTis mySavedObject

The first line protects the String from being garbage collected when the native

method returns The second keeps reference to the string alive in native code
Notice that it is the jobject returned that you cache not the original You

would then recover this jstring for later use in subsequent native call as

follows

jstring myStringjstring Dii-Tis

Bear in mind that although the String is in principle accessible from native

methods running on any thread now this second call would in fact need to be

made on the same thread as the original because only in that case would TLS

return the value cached in the original call

Finally when you are done you can delete the global reference to the Java

String using the JNI function DeleteGlobaiRef obj ect recalling that

jstrng is subclass of jobjectwhich allows the Java object to be

garbage collected

aJNI-DeieteGiobalRef mystring
rnyStringNULL

Note that both local and global references are equally instances ofjobject
so until deleted can be used interchangeably in Java native methods
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and, as a consequence, a candidate for garbage collection, unless you create 
an explicit reference on the Java side by: 

1. assigning the object to be a property of an object already referenced on 
the Java side, or 

2. making the j object your native method's return value. 

An alternative strategy the Java Native Interface allows is the creation of a 
so-called global reference to a Java object with the JNI function NewGlob­
alRef ( j object) . What this does is to assign your Java object reference a slot 
in a global reference frame and return a handle thereto. This global reference 
frame does not, like local reference frames do, exist only for the duration of the 
current method call, but for the lifetime of the Runtime itself. Neither is it acces­
sible.only from the thread on which it was created, but can be accessed equally 
from any thread. This protects the Java object from garbage collection until 
you choose explicitly to release it. Suppose, for example, you have used the 
NewString ( .. . ) method to instantiate a j string called rnyJavaString. 
You could cache this in thread local storage with the following code: 

jobject mySavedObject=aJNI ->NewGlobalRef (myJavaString ) ; 
D11:SetTls(mySavedObject); 

The first line protects the String from being garbage collected when the native 
method returns. The second keeps a reference to the string alive in native code. 
Notice that it is the j object returned that you cache, not the original. You 
would then recover this j string for later use in a subsequent native call as 
follows: 

jstring myString= (jstring) Dll - >Tls (); 

Bear in mind that, although the String is in principle accessible from native 
methods running on any thread now, this second call would in fact need to be 
made on the same thread as the original because only in that case would TLS 
return the value cached in the original call. • 

Finally, when you are done you can delete the global reference to the Java 
String using the JNI function DeleteGlobalRef ( j object) -recalling that 
j string is a subclass of j object-which allows the Java object to be 
garbage collected: 

aJNI- >DeleteGlobalRe f (myString) ; 
myString=NULL; 

Note that both local and global references are equally instances of j object 
so, until deleted, can be used interchangeably in Java native methods. 
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Managing Local References

The NewGlobalRef .. and DeleteGlobalRef.. functions are

useful when you want to preserve Java object beyond the duration of the Java

native method call in which it was created But what if you want the opposite

effect namely to avoid having to preserve all the Java objects you create in

native method until that method returns allowing the garbage collector to

reclaim all those which have not been globally referenced Then you can and

indeed probably should take advantage of the DeleteLocaiRef obj ect
function Calling this method on an object that was created in the context of

Java native method signals to the garbage collector that the object is ready for

collection As the garbage collector is running on different thread from your
native method it is quite possible that it will be scheduled to run during the

execution of the latter Due attention to details like this can have significant

impact on the memory usage of your application Note however that you
cannot make objects passed to your native method as arguments available for

garbage collection in this way as separate reference to each such object is

maintained on the Java side

There is one other situation where use of the DeleteLocaiRef obj ect
function can assist you with effective memory management This is where

large number of local references to Java objects classes or arrays are created

in the course of executing native method For example you might set up
service thread in native method that executes the following loop

jstring str
TInt err
while true

strGetNextName

TRAPerr ProcessNextNametstr
if err KErrNone return

Suppose the GetNextName function is retrieving successive String objects

through callbacks to the Java side say from an input stream to be processed by
the ProcessNextNameLj string function until the latter method leaves

on account say of NULL value being returned by GetNextName We
are not actually creating any new Java objects here Nor are we creating

any new references or pointers on the native side since each new string
returned is assigned to the same variable str Nonetheless the amount of

memory consumed in the execution of this loop can grow without bound The

reason is that each time the function GetNextName is executed and new

Java string referenced new slot is added to the local reference frame The

string variable str which is here efficiently reused merely holds handle

pointing to the appropriate slot in the reference frame the slot itself holds the

reference to the Java string Reassigning the variable str to hold new handle
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Managing Local References 

The. NewGlobalRef ( ... ) and DeleteGlobalRef ( ... ) functions are 
useful when you want to preserve a Java object beyond the duration of the Java 
native method call in which it was created. But wha_t if you want the opposite 
effect, namely, to avoid having to preserve all the Java objects you create in 
a native method until that method returns, allowing the garbage collector to 
reclaim all those which have not been globally referenced? Then you can, and 
indeed probably should, take advantage of the DeleteLocalRef ( j object) 
function. Calling this method on an object that was created in the context of a 
Java native method signals to the garbage collector that the object is ready for 
collection. As the garbage collector is running on a different thread from your 
native method, it is quite possible that it will be scheduled to run during the 
execution of the latter. Due attention to details like this can have significant 
impact on the memory usage of your application. Note, however, that you 
cannot make objects passed to your native method as arguments available for 
garbage collection in this way as a separate reference to each such object is 
maintained on the Java side. 

There is one other situation where use of the De leteLocalRef ( j object) 
function can assist you with effective memory management. This is where a 
large number of local references to Java objects, classes, or arrays are created 
in the course of executing a native method. For example, you might set up a 
service thread in a native method that executes the following loop: 

jstring str; 
Tlnt err; 
while (true) 

{ 
str=GetNextName(); 
TRAP(err, ProcessNextNameL(str)); 
if (err !=KErrNone) return; 

Suppose the GetNextName () function is retrieving successive String objects 
through callbacks to the Java side, say from an input stream, to be processed by 
the ProcessNextNameL ( j stri ng) function until the latter method leaves 
on account, say, of a NULL value being returned by GetNextName (). We 
are not actually creating any new Java objects here. Nor are we creating 
any new references or pointers on the native side, since each new j string 
returned is assigned to the same variable str. Nonetheless, the amount of 
memory consumed in the execution of this loop can grow without bound. The 
reason is that, each time the function GetNextName () is executed and a new 
Java string referenced, a new slot is added to the local reference frame. The 
j string variable str, which is here efficiently reused, merely holds a handle 
pointing to the appropriate slot in the reference frame; the slot itself holds the 
reference to the Java string. Reassigning the variable str to hold a new handle 
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does not result in the 32-bit slot being made available for reuse other than

being able to provide another local reference subsequently to the object it

already references Rather the reference frame keeps reference to each of the

previously referenced Strings and continues to grow without bound The only

way to prevent this other than having the native method return is to use the

DeleteLocaiRef obj ect function So modifying the above code to

jetring str
TInt err
while true

strGetNextName
TRAPerr ProcessNextNarneLstr
if err KErrNone return
aJNI-DeleteLocalRef str

would result in the slot associated with str being made available for reuse

after each successful call to ProcessNextNameLj string The potential

explosion of RAM usage is prevented
Another point worth bearing in mind is that although the JDK 1.1 JNI

Specification does not require that duplicate references in the local reference

frame to single Java object be collapsed Symbians implementation does

collapse such duplicates having only one slot in local reference frame

for each distinct Java object referenced So if you are reassigning native

obj ect variable to point to new Java object but expect to reuse the original

Java object before the native method returns you need not in this case call

DeleteLocaiRef .. on the variable before doing the reassigning

13.7 Troubleshooting

We conclude our discussion of JNI with collection of some typical questions

or problems that might arise in getting started with JNI development for the

Symbian OS

13.7.1 Can access the EPOC window server from JNI code

It is not currently possible through JNI code to access the EPOC window

server session handle used by the Symbian Runtime to service AWT requests

Thus you cannot make EIKON widgets like number or date editors available

for display in Java windows In other words the only way to draw in Java

window or container is via elements derived from java awt However it

is possible to open your own window server session from JNI code and get

handle to the EPOC window server that way Using this events can be sent to

particular window groups e.g bringing an arbitrary window to the foreground
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does not result in the (32-bit) slot being made available for reuse (other than 
being able to provide another local reference subsequently to the object it 
alre.ady references). Rather the reference frame keeps a reference to each of the 
previously referenced Strings and continues to grow without bound. The only 
way to prevent this, other than having the native method return, is to use the 
DeleteLocalRef ( j object) function. So, modifying the above code to: 

jstring str; 
Tint err; 
while (true) 

{ 
str=GetNextName(); 
TRAP(err, ProcessNextNameL(str)); 
if (err !=KErrNone) return; 
aJNI->DeleteLocalRef(str) 
} 

would result in the slot associated with str being made available for reuse 
after each successful call to ProcessNextNameL (j string) . The potential 
explosion of RAM usage is prevented. 

Another point worth bearing in mind is that although the JDK 1.1 JNI 
Specification does not require that duplicate references in the local reference 
frame to a single Java object be collapsed, Symbian's implementation does 
collapse such duplicates, having only one slot in a local reference frame 
for each distinct Java object referenced. So, if you are reassigning a native 
j object variable to point to a new Java object but expect to reuse the original 
Java object before the native method returns, you need not in this case call 
DeleteLocalRef ( ... ) on the variable before doing the reassigning. 

13.7 • Troubleshooting 

We conclude our discussion of JNI with a collection of some typical questions 
or problems that might arise in getting started with JNI development for the 
Symbian OS. 

13.7.1 Can I access the EPOC window server from JNI code? 

It is not currently possible through JNl code to access the EPOC window 
server session handle used by the Symbian Runtime to service AWT requests. 
Thus you cannot make EIKON widgets like number or date editors available 
for display in Java windows. In other words, the only way to draw in a Java 
window or container is via elements derived from j ava. awt. *. However, it 
is possible to open your own window server session from JNI code and get a 
handle t.o the EPOC window server that way. Using this, events can be sent to 
particular window groups, e.g. bringing an arbitrary )'Vindow to the foreground. 
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13.7.2 Can use the JDK 1.2 extensions to the JNl

specification

number of new JNI functions were added when the JNI Specification was

upgraded for JDK .2 These include support for so-called weak global refer

ences for finer-grained control over the marshaling of local references and for

the recovery of only part ofajava string for manipulation on the native side Full

details can be found at http//java.sun.com/products/jdk/1.2/docs/guide/jni/

jni-12.htmL These enhancements are not available for use with the EPOC
Release Runtime but are all supported from Version 6.0 onwards

13.7.3 CL.EXEUnable to locate DLI
If you see this error message when you try to use nrnake you may not have

set the environment for Microsoft Visual StudioTM To remedy this invoke the

batch file vcvars32.bat located in VC98 Bin

13.7.4 JAVAC EXEApplication Error

You may see this message when you first try with nmake to compile your Java

classes in your JNI project There is known problem with the build system on

v6.0 SDKs in that there is confusion between the classpath variable used

therein and the Windows system variable of the same name To work around

this you should before using nmake nullify the Windows classpath variable

by typing set classpath at the command prompt

13.7.5 ERROR L.NK2001 Unresolved External Symbol

If you have problems with linking against method in an EPOC DLL check

that the DLL that method is exported from is included in an EXTRA_LIBS line

in your Makefile If there are problems linking to one of your native methods
check whether the method signature of your implementation is at variance with

that declared in the header file generated by avah In particular take care

that the second argument is declared in your implementation as jobject
for all instance methods and as jclass for all static methods If problems
continue after checking these try using nmake clobber

13.7.6 java.lang.UnsatisfiedLinkError for Java native method

at run time

Check the method was declared correctly in exports.def If you add or modify
the name of native method in your Java class you have to manually edit the

exports.def file accordingly Under v6.0 you have the alternative of deleting the

file and having it regenerated automatically as part of the build process Also
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13.7.4 "JAVAC.EXE-Application Error" 

You may see this message when you first try with nmake to compile your Java 
classes in your JNI project. There is a known problem with the build system on 
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therein and the Windows system variable of the same name. To work around 
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If you have problems with linking against a method in an EPOC DLL, check 
that the DLL that method is exported from is included in an EXTRA_LIBS line 
in your Makefile. If there are problems linking to one of your native methods, 
check whether the method signature of your implementation is at variance with 
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that the second argument is declared in your implementation as a j object 
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13.7.6 java.lang.UnsatisfiedlinkError for Java native method 
at run time 

Check the method was declared correctly in exports.def. If you add, or modify 
the name of, a native method in your Java dass, you have to manually edit the 
exports.deffile accordingly. Under v6.0 you have the alternative of deleting the 
file and having it regenerated automatically as part of the build process. Also 
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check that the latest build of your library is where it should be in particular that

you have built the DLL for the version of the emulator release or debug you

are running the code on Note too that although on real Symbian devices the

app folder of application will be scanned for DLLs libraries exporting

Java native methods will only be found by Java applications if placed in the

default location namely the System Libs folder

13.7.8 Unexplained Crash on the Emulator

If the errors reported when your native code causes crash are not sufficiently

detailed for you to trace the origin try stepping through your code with the

Visual debugging tools You can do this as follows

Open your .cpp file in Visual and hit F5

Select Yes to the offer of default project and No to the offer of .exe

file

Check the active configuration Build Set Active Configuration is set

to debug
Hit Alt-F7 Project Settings

On the Debug tab under General set the executable pjava_g.exe
and the program arguments appropriately

Under Additional DLLs add the DLLs you want to debug

Add breakpoint F9 hit F5 again and reply No to the offer to rebuild

If you subsequently modify your source code dont forget to save it and

rebuild it from command prompt with nmake before attempting any further

debugging

To identify the source of crash EPOC Panic cancel the Find Source

dialog with which you will be presented when control switches to the Panic

handling code which you will have to debug in assembler The Panic category

will be available from variable acategory in the Disassembly window

and the associated number from aReason You can ascertain the significance

of these by examining the Panic documentation in the Edition of the

Symbian Developer Library

13.7.9 Spurious KERN-EXEC Panics on Debug Emulator

It is recommended practice when writing Symbian OS code to surround

methods which allocate and deallocate memory on the user heap with calls to

the macros JJHEAPMARK and _UHEAPJ4ARKEND These cause the application

when run in debug mode to panic with KERN-EXEC if any of the allocations

made during the methods execution are not deallocated This practice is not

however recommended in the case of methods making use of JNI functions
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check that the latest build of your library is where it should be; in particular, that 
you have built the DLL for the version of the emulator (release or debug) you 
are running the code on. Note too that, although on real Symbian devices the 
app folder of a C++ application will be scanned for DLLs, libraries exporting 
Java native methods will only be found by Java applications if placed in the 
default location, namely the System Libs folder. 

13.7 .8 Unexplained Crash on the Emulator? 

If the errors reported when your native code causes a crash are not sufficiently 
detailed for you to trace the origin, try stepping through your code with the 
Visual C++ debugging tools. You can do this as follows: 

1. Open your .cpp file in Visual c++ and hit FS. 

2. Select "Yes" to the offer of a default project and "No" to the offer of a .exe 
file. 

3. Check the active configuration ("Build I Set Active Configuration") is set 
to "debug". 

4. Hit Alt-F7 ("Project I Settings"). 

5. On the "Debug" tab under "General," set the executable (pjava_g.exe) 
and the program arguments appropriately 

6. Under "Additional DLLs", add the DLL(s) you want to debug. 

7. Add a breakpoint (F9), hit FS again and reply "No" to the offer to rebuild. 

If you subsequently modify your source code, don't forget to save it and 
rebuild it from a command prompt with nmake before attempting any further 
debugging. 

To identify the source of a crash (EPOC Panic), cancel the " Find Source" 
dialog with which you will be presented when control switches to the Panic 
handling code, which you will have to debug in assembler. The Panic category 
will be available from a variable aCategory in the "Disassembly" window 
and the ass;ociated number from aReason. You can ascertain the significance 
of these by examining the Panic documentation in the C++ Edition of the 
Symbian Developer Library. 

13.7.9 Spurious "KERN-EXEC O" Panics on Debug Emulator? 

It is recommended practice when writing Symbian OS code to surround 
methods which allocate and deallocate memory on the user heap with calls to 
the macros _UHEAP ...MARK and _UHEAP .-MARKEND. These cause the appl.ication, 
when run in debug mode, to panic (with KERN-EXEC O) if any of the allocations 
made during the method's execution are not deallocated. This practice is not, 
however, ·recommended in the case of methods making use of JNI functions. 
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The problem is that there is mismatch between the Symbian OS and the Java

memory management strategies JNI functions may make allocations on your
behalf that depend for their deallocation on the intervention of the garbage
collector If this does not get run in time to satisfy your heap allocation checks

your Java native methods may generate spurious reports of memory leaks The

best strategy here is simply not to use these macros with code making calls to

JNI functions

13.7.10 Other Problems or Queries

Information about other JNI issues can be found in Symbians Java Knowledge
Base on http//www.symbiandevnet.com If you cant find what you are

looking for there you can post question on one of the Java discussion forums

linked to from the Symbian DevNet website
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The problem is that there is a mismatch between the Symbian OS and the Java 
memory management strategies. JNI functions may make allocations on your 
behalf that depend for their deallocation on the intervention of the garbage 
collector. If this does not get run in time to satisfy your heap allocation checks, 
your Java native methods may generate spurious reports of memory leaks. The 
best strategy here is simply not to use these macros with code making calls to 
JNI functions. 

13.7 .10 Other Problems or Queries? 

Information about other JNI issues can be found in Symbian's Java Knowledge 
Base on http://www.symbiandevnet.com. If you can't find what you are 
looking for there, you can post a question on one of the Java discussion forums 
linked to from the Symbian DevNet website. 
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Looking to the Future

Jonathan AIIm

Up to now we have concentrated mainly on Symbian OS v6.0 though weve
also looked at EPOC Release This chapter looks at the road map beyond
Version 6.0 well start with symbians next major release and then see how
future Java releases will develop within the J2ME framework and integrate with

technologies such as MExE and WAP

14.1 The Next Release

The principal drivers behind the next major release of Symbian OS are mass

market compatibility enabled by MIDP support and increased performance
This release will be based on the same Java implementation as Version 6.0 i.e

PJAE 1.1

14.1.1 MIDP Compatibility

MIDP is minimal Java environment that is being adopted by many operators

and device manufacturers Examples include RIMs Blackberry wireless email

devices i-Phone Japans second largest mobile phone operator and other

feature phone manufacturers

Symbian is therefore implementing MIDP to achieve compatibility with

these mass-market low-cost devices Initially it will be implemented on top

of Personal Java via CLDC adaptation layer the CLDC adaptation layer is

needed because MIDP is designed for implementation on the CLDC the CLDC
and MIDP are described in The Java Micro Edition
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PJAE 1.1. 

14.1.1 MIDP Compatibility 

MIDP is a minimal Java environment that is being adopted by many operators 
and device manufacturers. Examples include RIM's Blackberry wireless email 
devices, J-Phone, Japan's second largest mobile phone operator, and other 
feature phone manufacturers. 
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14.1.2 Performance Improvements

We saw in Chapter that Version 6.0 is perhaps 30% faster like for like than

Java on the Psion Series 5mx This is due primarily to an improved memory
model which makes it unnecessary to continually flush the code cache This

is relevant for split cache processors such as ARM9 and StrongARM
The next release will contain significant enhancements to Javas graphics

and embedded performance
AWT enhancements include

buffered graphics operations

optimized graphics context management

image format optimized for EPOC bitgdi

caching of FontPeers

replacement of heavyweight synchronization with lightweight thread

locking in the graphics methods

This has resulted in significantly faster graphics operations often doubling
with some primitive operations such as line drawing reaching near native

performance

Enhancements to the runtime include

further optimizations to the byte code interpreter loop One benefit of this

is faster method dispatch

improved thread locking to increase the performance of synchronized

method dispatch

optimizations to the floating point support libraries

some of the core API classes have been optimized e.g Hashtable String

StringBuffer

memory allocation has been improved

class lookup is much faster This is important when loading classes as test

is always made first to see if class is already loaded Methods related to

class look up such as class forName will also be quicker

Last and by no means least the next version will support ARMs
Jazelle hardware acceleration details can be found at ARMs website

http//www.arm.com The ARM 9J core has three states executing Java

byte code alongside ARM 32-bit and Thumb 16-bit code When in the

Java state it is Java processor fetching and decoding Java byte codes and

maintaining the Java operand stack The top four words in the Java stack are

kept in registers as is the first local variable Most byte codes 140 of them are

executed directly by the processor the remaining byte codes there are 96 are

less rarely used and so are emulated in software The byte code execution is
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14.1.2 Performance Improvements 

We saw in Chapter 4 that Version 6.0 is perhaps 30% faster, like for like, than 
Java on the Psion Series Smx. This is due primarily to an improved memory 
model, which makes it unnecessary to continually flush the code cache. This 
is relevant for split cache processors, such as ARM9 and StrongARM. 

The next release will contain significant enhancements to Java's graphics 
and embedded performance. 

AWT enhancements include: 

• buffered graphics operations 

• optimized graphics context management 

• image format optimized for EPOC bitgdi 

• caching of FontPeers 

• replacement of heavyweight synchronization with lightweight thread 
locking in the graphics methods 

This has resulted in significantly faster graphics operations (often doubling), 
with some primitive operations such as line drawing reaching near native 
performance. 

Enhancements to the runtime include: 

• further optimizations to the byte code interpreter loop. One benefit of this 
is faster method dispatch 

• improved thread locking to increase the performance of synchronized 
method dispatch 

• optimizations to the floating point support libraries 

• some of the core API classes have been optimized (e.g. Hashtable, String, 
StringBuffer) 

• memory allocation has been improved 

• class lookup is much faster. This is important when loading classes as a test 
is always made first to see if a class is already loaded. Methods related to 
class look up, such as class. forName () , will also be quicker. 

last, and by no means least, the next version will support ARM's 
Jazelle hardware acceleration (details can be found at ARM's website: 
http://www.arm.com). The ARM 9J core has three states, executing Java 
byte code alongside ARM (32-bit) and Thumb (16-bit) code. When in the 
Java state it is a Java processor, fetching and decoding Java byte codes and 
maintaining the Java operand · stack. The top four words in the Java stack are 
kept in registers, as is the first local variable. Most byte codes (140 of them) are 
executed directly by the processor; the remaining byte codes (there are 96) are 
less rarely used and so are emulated in software. The byte code execution is 
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thus more tightly bound to the processors core than would be the case with

coprocessor accelerator

14.2 The Java Micro Edition

Our aim in this section is to understand how Symbians Java road map fits in

with the J2ME so we wont go into detailed description of the J2ME details

can be found at http//www.java.sun.com/j2met
In 1999 Sun realigned its existing and upcoming Java technologies into

editions The purpose was to make it easier to develop and develop for

identifiable markets and classes of devices Three Java editions were defined

Java platform Standard Edition J2SE This is Java

Java platform Enterprise Edition J2EE Aimed at developers who want

to write distributed multi-tier transactional applications for the enterprise

Additions over J2SE include Servlets Enterprise Java Beans Javas naming
and directory interface transaction APIs

Java platform Micro Edition J2ME This is targeted at consumer elec

tronics and embedded devices

J2ME includes wireless information devices and so is of great interest to us

14.2.1 Configurations and VMs

Configuration is horizontal specification that is intended to cover broad

range of devices with similar capabilities It defines the requirements of the VM
and relevant set of core classes J2ME has defined two Configurations the

CLDC and the CDC These are subsets of the J2SE core APIs

Sun has developed the KVM and CVM virtual machines specifically for the

CLDC and the CDC respectively

The CLDC

The CLDC is the Connected Limited Device Configuration It is lean Config
uration with reduced VM requirements that underlies profiles targeted at small

devices such as feature phones pagers and small digital assistants

To meet the required footprint number of changes were required

The standard 10 network and storage classes are much too big for CLDC
devices These are therefore replaced with set of classes known as the Generic

Connection Framework For instance the following code fragment reads the

first line from web page and writes it to file

UniversailnputStream is Connector .openlnputStreamhttp //www
symbian.com
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thus more tightly bound to the processor's core than would be the case with a 
coprocessor accelerator. 

14.2 The Java 2 Micro Edition 

Our aim in this section is to understand how Symbian's Java road map fits in 
with the J2ME, so we won't go into a detailed description of the J2ME; details 
cari be found at http://www.java.sun.com/j2mel. 

In 1999 Sun realigned its existing and upcoming Java technologies into 
"editions." The purpose was to make it easier to develop, and develop for, 
identifiable markets and classes of devices. Three Java editions were defined: 

• Java 2 platform, Standard Edition U2SE). This is Java 2 

• Java 2 platform, Enterprise Edition U2EE). Aimed at developers who want 
to write distributed, multi-tier, transactional applications for the enterprise. 
Additions over J2SE include Servlets, Enterprise Java Beans, Java's naming 
and directory interface, transaction APls 

• Java 2 platform, Micro Edition U2ME). This is targeted at consumer elec­
tronics and embedded devices. 

J2ME includes wireless information devices, and so is of great interest to us. 

14.2.1 Configurations and VMs 

The CLDC 

A Configuration is a horizontal specification that is intended to cover a broad 
range of devices with similar capabilities. It defines the requirements of the VM 
and a relevant set of core classes. J2ME has defined two Configurations, the 
CLDC and the CDC. These are subsets of the J2SE core APls. 

Sun has developed the KVM and CVM virtual machines specifically for the 
CLDC and the CDC respectively. 

The CLDC is the Connected, Limited Device Configuration. It is a lean Config­
uration with reduced VM requirements that underlies profiles targeted at sma,11 
devices such as feature phones, pagers, and small digital assistants. 

To meet the required footprint a number of changes were required: 
The standard 10, network, and storage classes are much too big for CLDC 

devices. These are therefore replaced with a set of classes known as the Generic 
Connection Framework. For instance, the following code fragment reads the 
first line from a web page and writes it to a file: 

UniversalinputStream is = Connector.openinputStream( 11 http: //www . 
symbian.com 11

); 
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Figure 14.1 The J2ME architecture. J2ME is a layered architecture, w ith applications supporting 

horizontal "Configurations" wh ich then support device- or industry-specific Profiles. Applications 

are written to a Prof ile. 

Unive rsalOutpu tStream o s 

we bpage . dat", t rue ); 

os . p rintln( is . s c anLine()) ; 

is.close(); 
o s. close ( ) ; 

The CLDC does not support: 

• fine-grained securi ty 

• reflection 

• Java Native Interface (J NI) 

• user-defined class loader • 

Conn ector . openOutputStream ( " f ile:// 

• thread groups or daemon threads 

• weak references 

• fi na I ization 

Of these, the lack of fine-grai ned security is the most significant restriction 

to del ivering rich Java services, though the loss of reflection and the ability 



THE JAVA \4ICRO EDITION 437

to define class loader may prove problematic for some applic-itions Error

handling is also more limited in the CLDC
The CLDC provides new two pass implementation of the byte code

verifier Not only is the standard verifier bigger than the whole of the KVM it

also requires over 100 KB of dynamic memory for typical application The

CLDC therefore uses preverifier typically run on server for the space- and

performance-intensive processing This then annotates the byte code so that

all the device has to do is check the results for correctness the annotations

cannot be spoofed and code signing is not required The on device footprint is

about 10 KB and requires less than hundred bytes of run time memory The

downside is 5% increase in class file size

The CDC

The CDC is the Connected Device Configuration It is the larger Configuration

requiring fully featured JVM It underlies the profiles appropriate for more

capable devices such as WIDs set top boxes and car entertainment and

navigation systems

CDC is strict superset of the but al tne same me can he

extended through the addition of Profiles provide all the capabilities

the j2SE It includes number of features frorii the J2SE .3 APis the most

mportant of which is the j2SEs fine-grained security model It also provdes
the collectidns framework from the 2SE

The KVM

KVM lulfils the minimum requiiements of VM for the CLDC Ii has been

aggressively optimized and scaled back ir order to fit on smak deviccs like

feature phones and pagers Sun wrote it from scratch its riot port or cut-down

version of an existing VM
KVM was designed he easy to understand and to port it as impIo

possible consisting of
Just 24000 lines of well documented sourc cone with

the minimum of non portable code There is no MMU neither the threading

model nor the garbage collector requires one

Multithreading is fully deterministic The threadiny model use giee threads

where the thread context is switched aster certain number oJ byte odes hays

been executed The garbage collectoi is non compacting which cp it very

simple but also means that blocks of free memory are not merged The

consequence is that 45 objects are created and deleted the heap Nill become

increasingly fragmented and eventually unusable Applications and Profdes

that use the KVM must therefore be carefully designed to creats as few objects

as possible and to reuse objects

This simplicity comes at price the speed of the KVM is about half that or

the jDK1 VM without jIT as used in Psion Series Smx devices

Verification is code intensive process so the KVM model allows verification

to be split between server and client The harder part of the verification process

The CDC 

The KVM 
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to define a class loader may prove problematic for some applications. Error 
handling is also more l imited in the CLDC. 

The CLDC provides a new, two-pass, implementation of the byte code 
verifier. Not only is the standard verifier bigger than the whole of the KVM, it 
also requires over 100 KB of dynamic memory for a typical application. The 
CLDC therefore uses a preverifier, typically run on a server, for the space- and 
performance-intensive processing. This then annotates the byte code so that 
all the device has to do is check the results for correctness: the annotations 
cannot be spoofed and code signing is not required. The on-device footprint is 
about 10 KB and requires less than a hundred bytes of run-time memory. The 
downside is a 5% increase in class file size. 

The CDC is the Connected Device Configuration. It is the larger Configuration, 
requ iring a fu lly featured JVM. It underlies the profiles appropriate for more 
capable devices such as W!Ds, set-top boxes, and car entertainment and 
navigation systems. 

The CDC is a strict superset of the CLDC, but at the same t ime can be 
extended, through the addition of Profiles, to provide all the capabi lities of 
the J2SE. It includes a number of features from the J2SE 1.3 APls, the most 
important of which is the J2SE's fine-grained security mode!. It also provides 
the collections framework from the J2SE. 

The KVM fulfils the min imum requirements of a VM for the CLDC. It has been 
aggressively optimized and scaled back in order to fit on smal l devices l ike 
featu re phones and pagers. Sun wrote it from scratch: it's not a port or cut-down 
version of an existing VM. 

The KVM was designed to be easy to understand and to port. It's as simple as 
possible, consisting of just 24,000 l ines of well-documented source code w ith 
the minimum of non-portable code. There is no MMU: neither the threading 
mode l nor the garbage collector requires one. 

Multithreading is ful ly determinist ic. The threading modei uses green threads, 
where the thread context is switched after a certain number of byte codes have 
been executed. The garbage collector is non-compacting, which keeps it very 
simple, but also means that blocks of free memory are not merged. The 
consequence is that, as objects are created and deleted, the heap wi ll become 
increasingly fragmented and eventually unusable. Applications and Profiles 
that use the KVM must therefore be carefully designed to create as few objects 
as possible and to reuse objects. 

This simplicity comes at a price: the speed of the KVM is about half that of 
the JDK1 .1 VM w ithout a JIT (i.e. as used in Psion Series Smx devices). 

Verification is a code-intensive process so the KVM model allows verification 
to be split between server and client. The harder part of the verification process 
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can be carried out on the server with the client just checking that loaded

class has been correctly verified as an analogy finding route through maze

can be very difficult however checking that route you have been given is

indeed the correct route is much easier process
The KVMs memory requirements are modest as befits VM for small

devices Useful applications can be run in as little as 128 KB of memory

including the VM and classes

Suns source code for the KVM can be easily configured to include or

exclude many of the CLDCs optional features such as support for large data

types longs doubles floats and multidimensional arrays Limits can also be

placed on the number of classes that can be loaded or the number of methods

in class There is no JNI support any native interfaces that are required must

be linked in when the KVM is built

Suns KVM .0.2 will ship in the first or second quarter of 2001 It will be

faster provide better debugging support and an exact garbage collector that

can merge free space though it still uses simple sliding block algorithm

optimized for relatively small number of objects

Symbian and the KVM

The KVM is excellent at what it does and it is fit for purpose providing Java

capability for restricted devices However the KVM was not intended to scale

to support large environments and its security environment is essentially

sandbox model

Symbians goal is to create Java environment which provides richer

more open platform capable of delivering fully functional applications and

services Such an environment can be built on the CDC but is much harder to

do on the CLDC and KVM

The CVM

The in CVM can stand for Consumer Connected or Compact However
it doesnt stand for Classic The Classic VM refers to the JVM provided with

JDK1 .1

The CVM is the basis for Suns CDC reference implementation Like the

KVM it was implemented from scratch though its intended for more capable

consumer embedded and real-time systems These devices are still much

smaller than desktop computers and so typically lack the memory needed for

full-blown JIT compiler or HotSpot technology Whereas the KVM is about

24000 lines of source code the CVM is around 72000
The garbage collector in JDK1 .1 was conservative for instance if an entry

on the stack looked like it pointed to an object on the heap it was assumed to

be reference to that object even though the match might be coincidental This

meant that an object could be retained even if no references to it remained

The CVMs garbage collector on the other hand is exact Stack maps are used
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can be carried out on the server, with the client just checking that a loaded 
class has been correctly verified (as an analogy, finding a route through a maze 
can be very difficult; however, checking that a route you have been given is 
indeed the correct route is a much easier process). 

The KVM's memory requirements are modest (as befits a VM for small 
devices). Useful applications can be run in as little as 128 KB of memory, 
including the VM and classes. 

Sun's source code for the KVM can be easily configured to include or 
exclude many of the CLDC's optional features, such as support for large data 
types (longs, doubles, floats) and multidimensional arrays. Limits can also be 
placed on the number of classes that can be loaded or the number of methods 
in a class. There is no JNI support: any native interfaces that are required must 
be linked in when the KVM is built. 

Sun's KVM 1.0.2 will ship in the first or second quarter of 2001. It will be 
faster, provide better debugging support, and an exact garbage collector that 
can merge free space (though it still uses a simple " sliding block" algorithm 
optimized for a relatively small number of objects). 

Symbian and the KVM 

The CVM 

The KVM is excellent at what it does and it is fit for purpose, providing a Java 
capability for restricted devices. However, the KVM was not intended to scale 
to support large environments, and its security environment is essentially a 
"sandbox" model. 

Symbian's goal is to create a Java environment which provides a richer, 
more open platform, capable of delivering fully functional applications and 
services. Such an environment can be built on the CDC, but is much harder to 
do on the CLDC and KVM. 

The "C" in CVM can stand for Consumer, Connected, or Compact. However, 
it doesn't stand for "Classic"! The Classic VM refers to the JVM provided with 
JDK1.1. 

The CVM is the basis for Sun's CDC reference implementation. Like the 
KVM it was implemented from scratch, th9ugh it's intended for more capable 
consumer, embedded and real-time systems. These devices are still much 
smaller than desktop computers and so typically lack the memory needed for 
a full-blown JIT compiler or Hotspot technology. Whereas the KVM is about 
24,000 lines of source code, the CVM is around 72,000. 

The garbage collector in JDK1 .1 was conservative: for instance, if an entry 
on the stack looked like it pointed to an object on the heap, it was as,sumed to 
be a reference to that object even though the match might be coincidental. This 
meant that an object could be retained even if no references to it remained. 
The CVM's garbage collector, on the other hand, is exact. Stack maps are used 
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to determine which items really do point to objects on the heap It is also faster

through using pointers rather than references The GC algorithm is replaceable

for instance by one with real-time characteristics

Other CVM benefits include faster lower overhead synchronization an

optimized byte code interpreter loop and ROM preloading In other words all

the features that Symbian had to spend so much effort implementing in EPOC
release and Version 6.0

Overall the CVM will be faster than the 6.0 Personaljava VM The cost of

implementing fine-grained security checks are outweighed by improvements
to synchronization the garbage collector and the interpreter loop together

with the TypelD system which makes signature lookup much faster

CVM 1.0 shipped in December2000 CVM 1.1 will FCS FirstCustomer Ship
in December 2001 Benefits will include adaptive compilation and support for

Javas profiling interface the JVMPI

14.2.2 Profiles

Profile defines the APIs available to an application These APIs are subset

of the standard Java classes together with classes developed for particular

industry or class of device

Sun specifies process for developing Configurations and Profiles known
as the Java Community Process or JCP see http//java.sun.com/aboutlava

/communityprocess/ Profiles are defined by stakeholders in the industry one
of which takes on the role of specification lead The process delivers both

specification for the Profile and Technology Certification Kit or TCK which

is used to certify all implementations of the Profile

This section describes number of Profiles of particular interest to Symbian

The Personal Profile

The Personal Profile comprises subset of the J2SE APIs and is replacement
for Personal Java It builds on the CDC and so provides complete application

environment for more capable applications

The Personal Profile APIs include PersonalAWT networking and Applets

JDBC and RMI support is optional

The Foundation Profile

The Foundation Profile is headless profile because it doesnt provide UI
It is basically the Personal Java APIs but without AWT RMI or JDBC support
Its purpose is to provide support for the Personal Profile and other extension

profiles such as the RMI Profile

The MID Profile

The Mobile Information Device Profile builds on the CLDC It is intended for

feature phones pagers and small PDAs The minimum display requirements

THE JAVA 2 MICRO EDITION 439 

to determine which items really do point to objects on the heap. It is also faster 
through using pointers rather than references. The GC algorithm is replaceable, 
for instance by one with real-time characteristics. 

Other CVM benefits include faster, lower overhead synchronization, an 
optimized byte code interpreter loop, and ROM preloading. In other words, all 
the features that Symbian had to spend so much effort implementing in EPOC 
release 5 and Version 6.0! 

Overall, the CVM will be faster than the 6.0 PersonalJava VM. The cost of 
implementing fine-grained security checks are outweighed by improvements 
to synchronization, the garbage collector, and the interpreter loop, together 
with the TypelD system which makes signature lookup much faster. 

CVM 1.0 shipped in December 2000. CVM 1.1 will FCS (First Customer Ship) 
in December 2001. Benefits will include adaptive compilation and support for 
Java's profiling interface, the JVMPI. 

14.2.2 Profiles 
A Profile defines the APls available to an application. These APls are a subset 
of the standard Java classes, together with classes developed for a particular 
industry or class of device. 

Sun specifies a process for developing Configurations and Profiles known 
as the Java Community Process or JCP (see http://java.sun.com/about}ava 
lcommunityprocessl). Profiles are defined by stakeholders in the industry, one 
of which takes on the role of specification lead. The process delivers both a 
specification for the Profile and a Technology Certification Kit (or TCK) which 
is used to certify all implementations of the Profile. 

This section describes a number of Profiles of particular interest to Symbian. 

The Personal Profile 

The Personal Profile comprises a subset of the J2SE APls and is a replacement 
for Personal Java. It builds on the CDC and so provides a complete application 
environment for more capable applications. • 

The Personal Profile APls include PersonalAWT, networking, and Applets. 
JDBC and RMI support is optional. 

The Foundation Profile 

The MID Profile 

The Foundation Profile is a "headless" profile because it doesn' t provide a UI. 
It is basically the Personal Java APls but without AWT, RMI, or JDBC support. 
Its purpose is to provide support for the Personal Profile and other extension 
profiles such as the RMI Profile. • 

The Mobile Information Device Profile builds on the CLDC. It is intended for 
feature phones, pagers, and small PDAs. The minimum display requirements 
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are 96 54 pixels with 1-bit colour depth It is suitable for games and simple

services but at least in the current .0 version lacks the security features

and the functionality to deliver significant wireless commerce applications

The MIDP provides support for user interface life-cycle model persistent data

storage networking and timers for events

The user interface is designed to support single-handed use of keypad and

doesnt require pointing device

The display toolkit is the LCDUI or Limited Connected Device User Inter

face This provides both high-level UI and low-level graphics interface The

latter is intended for games animations and similar activities that require fast

or detailed control of the screen Applications that use the low-level APIs may
not be portable In contrast the high-level UI provides an abstract interface

For instance the developer may want to present the user with choice of four

items but how this is presented is determined by the platform it might be as

menu as soft buttons or as some sort of choice box

MIDP applications are known as MiDlets and are typically discovered

through Web or WAP browser Unlike Applets however they are stored on

the device and launched like conventional native applications MlDlets are

delivered in Jar file which can contain more than one MIDlet This group of

MID lets is called MID let suite

Persistent data storage is provided by the RMS or Record Management
Store This is an abstraction of the underlying storage mechanism which might

be conventional file system or database-type store as found in Palm devices

MiDlets within the same MlDlet suite can share storage however in general

MlDlets cannot share data

Networking support is HTTP .1 only This provides familiar application

model that makes use of the existing server infrastructure The actual transport

will be network specific for example SMS or GPRS
We learned earlier that the CLDC garbage collector is non-compacting

MIDP therefore takes great care to avoid creating unnecessary objects For

instance the LCDUI avoids creating the thousands of short-lived objects

typically generated by the AWT
Further information on the MIDP including the final specification can be

found at http//java.sun.com/products/midp/ good starting point for devel

opers is http//developer.java.sun.comldeveloper/technicalArticles/wireless

midp which provides number of articles covering various aspects of the

MIDP

Symbian and the MID Profile

Symbians MIDIet installer behaves like the native installer but with extra

dialogs to ask about upgrading the MIDlet memory requirements etc Icons

and the MIDIets caption are extracted from the MIDlet suites JAR file for use
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are 96 x 54 pixels, with 1-bit colour depth. It is suitable for games and simple 
services but, at least in the current (1 .0) version, lacks the security features 
and the functionality to deliver significant wireless commerce applications. 
The MIDP provides support for user interface, life-cycle model, persistent data 
storage, networking, and timers for events. • 

The user interface is designed to support single-handed use of a keypad, and 
doesn't require a pointing device. 

The display toolkit is the LCDUl, or Limited Connected Device User Inter­
face. This provides both a high-level UI and a low-level graphics interface. The 
latter is intended for games, animations, and similar activities that require fast 
or detailed control of the screen. Applications that use the low-level APls may 
not be portable. In contrast, the high-level UI provides an abstract interface. 
For instance, the developer may want to present the user with a choice of four 
items, but how this is presented is determined by the platform: it might be as a 
menu, as soft buttons, or as some sort of choice box. 

MIDP applications are known as MIDlets and are typically discovered 
through a Web or WAP browser. Unlike Applets, however, they are stored on 
the device and launched like conventional native applications. MIDlets are 
delivered in a Jar file, which can contain more than one MID!et. This group of 
MIDlets is called a MIDlet suite. 

Persistent data storage is provided by the RMS, or Record Management 
Store. This is an abstraction of the underlying storage mechanism, which might 
be a conventional file system or a database-type store as found in Palm devices. 
MID!ets within the same MIDlet suite can share storage; however, in general 
MIDlets cannot share data. 

Networking support is HTTP 1.1 only. This provides a familiar application 
model that makes use of the existing server infrastructure. The actual transport 
will be network specific, for example SMS or GPRS. 

We learned earlier that the CLDC garbage collector is non-compacting. 
MIDP therefore takes great care to avoid creating unnecessary objects. For 
instance, the LCDUI avoids creating the thousands of short-lived objects 
typically generated by the AWT. 

Further information on the MIDP, including the final specification, can be 
found at http:lljava.sun.comlproductslmidpl. A good starting point for devel­
opers is http:/ I developer.java.sun. com/ developer/technica/Articleslwireless 
/# midp, which provides a number of articles covering various aspects of the 
MIDP. 

Symbian and the MID Profile 

Symbian's MIDlet installer behaves like the native installer, but with extra 
dialogs to ask about upgrading the MIDlet, memory requirements, etc. Icons 
and the MIDlet's caption are extracted from the MIDlet suite's JAR file for use 
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by the installer application launcher and possibly the filing system MiDlets

can be uninstalled in the same way as native applications

The installer will recognize MIDlet JAR files So while in general MIDlets

will be installed via browser it will also be possible to copy MIDIetJAR file

onto device and install it directly Chapter 11 discusses MIDlet provisioning

and the Recommended Practice Document MIDlets can either be removed

one by one or the complete MIDlet suite can be removed In the former case

the MIDlet will no longer be visible to the launcher however the MiDlet suites

JAR file will not be removed until the last MID let in the suite is removed

Each MlDlet in MIDlet suite will be launched as separate application

in exactly the same manner as native application For instance each MIDlet

will be displayed with its own icon

Multiple MIDlets can be run concurrently Those from the same MIDlet suite

will run in the same VM when the last MIDlet in suite exits the VM will be

shut down and resources returned to the system

Symbians MIDP implementation uses native rather than Java components
for the LCDUI This makes the implementation both faster and smaller We
talked earlier about the CLDCs two-pass verifier However the next release of

Symbian OS will use the single-pass verifier within the Personal Java VM

The PDA Profile

The PDA profile will provide enhanced capabilities on CLDC devices partic

ularly Palm and Palm-type devices It will provide additional features that are

currently only available on CDC devices in form suitable for CLDC devices

such as PIM access It is likely to subset the AWT
The profile is currently under specification

and Other Profiles

There are number of Profiles currently under specification which are of partic

ular interest to Symbian The following list is taken from http//www.javasoft

.com/aboutJava/communityprocess/search.html

000066 J2ME RMI Profile The J2ME RMI Profile provides Java

platform to Java platform remote method

invocation for Java devices and

interoperates with J2SETM RMI Adds RMI

back into the platform

000080 Java USB API This specification provides Java API for

communicating with devices that are

attached via the USB Universal Serial

Bus It will allow Java applications to

communicate with and manipulate USB

devices attached to the bus

The PDA Profile 
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by the installer, application launcher, and possibly the filing system. MIDlets 
can be uninstalled in the same way as native applications. 

The installer will recognize Ml Diet JAR files. So while, in general, Ml Diets 
will be installed via a browser, it will also be possible to copy a MIDleUAR file 
onto a device and install it directly (Chapter 11 discusses MIDlet provisioning 
and the Recommended Practice Document). MIDlets can either be removed 
one by one, or the complete MIDlet suite can be removed. In the former case 
the _MIDlet will no longer be visible to the launcher, however theMIDlet suite's 
JAR file will not be removed until the last MIDlet in the suite is removed. 

Each MIDlet in a MIDlet suite will be launched as a separate application, 
in exactly the same manner as a native application. For instance, each MIDfet 
will be displayed with its own icon. • 

Multiple Ml Diets can be run concurrently. Those from the same Ml Diet suite 
will run in the same VM: when the last MIDlet in a suite exits, the VM will be 
shut down and resources returned to the system. 

Symbian's MIDP implementation uses native, rather than Java, components 
for the LCDUI. This makes the implementation both faster and smaller. We 
talked earlier about the CLDC's two-pass verifier. However, the next release of 
Symbian OS will use the single-pass verifier within the Personal Java VM. 

The PDA profile will provide enhanced capabilities on CLDC devices, partic­
ularly Palm and Palm-type devices. It will provide additional features that are 
currently only available on CDC devices in a form suitable for CLDC devices, 
such as PIM access. It is likely to subset the AWT . . 

The profile is currently under specification . 

. . . and Other Profiles 

There are a number of Profiles currently under specification which are of partic­
ular interest to Symbian. The following list is taken from http://www.javasoft 
.com/about}ava/communityprocess/search.html: 

000066 J2ME RMI Profile The J2ME RMI Profile provides Java 
platform to Java platform remote method 
invocation for Java devices and 
interoperates with J2SETM RMI. Adds RMI 

000080 Java USB API 

back into the platform • 

This specification provides a Java API for 
communicating with devices that are 
attached via the USB (Universal Serial 
Bus). It will al low Java applications to 
communicate with and manipulate USB 
devices attached to the bus 
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000082 Java APIs for Bluetooth The specification will standardize set of

Java APIs to allow these Java-enabled

devices to integrate into Bluetooth

environment

In addition the SyncML organization is planning to provide Java APIs

Profiles into Building Blocks

The original intention behind the Profile concept was that developer would

create applications for particular Profile without caring too much about the

underlying platform This is perhaps true for the MID and Personal profiles

which provide complete environments that include input and display capabili

ties but is clearly not true for the Foundation profile or the JavaPhone APIs The

consequence is that Sun increasingly regards both Profiles and Configurations

as building blocks albeit with hierarchical dependencies so that for instance

the Personal Profile b.uilds on the Foundation Profile which builds on the

Connected Device Configuration

i43 Symbians Road Map and the J2ME

Having taken quick tour of the relevant J2ME technologies we need to see

how these fit into Symbians road map
The next release of Symbian OS is about performance and MIDP compati

bility The following major version will be about exploiting J2ME technologies

and standards allowing Java developers to create rich value-added services

and applications and enabling operators to deliver these services and applica

tions

This release may build on the CDC It will thus include fine-grained security

as well as the J2SE collection classes together with the Generic Connec

tion Framework from the CLDC The CDC will use the CVM or equivalent

technology
The Personal Profile will replace Personal Java This builds on top of the

Foundation Profile rather than the CDC directly

Its likely that the functionality of the JavaPhone APIs will be extended

providing enhanced messaging and communications capabilities This would

probably mean that JavaPhone would have to be developed as Profile within

the JCP
The MID Profile and probably the PDA Profile will be supported to maintain

compatibility with feature phones and other CLDC devices However these

would run on top of the CDC implementation rather than separate CLDC

mpletnentation
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000082 Java APls for Bluetooth The specification will standardize a set of 
Java APls to allow these Java-enabled 
devices to integrate into a Bluetooth 
environment 

In addition, the SyncML organization is planning to provide Java APls. 

Profiles into Building Blocks 

The original intention behind the Profile concept was that a developer would 
create applications for a particular Profile, without caring too much about the 
underlying platform. This is perhaps true for the MID and Personal profiles, 
which provide complete environments that include input and display capabili­
ties, but is clearly not true for the Foundation profi le or the Java Phone APls. The 
consequence is that Sun increasingly regards both Profi les and Configurations 
as building blocks, albeit w ith hierarchical dependencies so that, for instance, 
the Personal Profile bui lds on the Foundation Profile, which bu ilds on the 
Connected Device Configuration. 

14.3 Symbian's Road Map and the J2ME 

Having taken a quick tour of the relevant J2ME technologies we need to see 
how these f it into Symbian's road map. 

The next release of Symbian OS is about performance and M iDP compati­
bil ity. The fol lowing major version w ill be about exploiting J2ME technologies 
and standards, allowing Java developers to create rich, value-added services 
and appl ications, and enabling operators to deliver these services and applica­
tions. 

This release may build on the CDC. It w il l thus include fine-grained security 
(as well as the J2SE collection classes) together w ith the Generic Connec­
tion Framework from the CLDC. The CDC wi ll use the CVM or equivalent 
technology. 

The Personal Profi ie will replace Personal Java. Th is builds on top of the 
Foundation Profile, rather than the CDC directly. 

It's likely that the functionality of the JavaPhone APls wi l l be extended, 
provid ing enhanced messaging and communications capabil ities. This would 
probably mean that JavaPhone would have to be developed as a Profile within 
the JCP. 

The MID Profile and probably the PDA Profi le will be supported to maintain 
compatibility w ith feature phones and other CLDC devices. However, these 
wou ld run on top of the CDC implementation, rather than a separate CLDC 
impler'nentation. 
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The Wireless Application Protocol is the de-facto world standard for the 
presentation and del ivery of wireless information and telephony services on 
mobi le phones. It is specifically designed for the low bandwidth, high latency 
characteristics of the wireless environment. WAP is based on existing standards 
where possible and develops new extensions where these are needed. In the 
future we can expect to see convergence wi th XHTML and HTTP standards. 

WAP's ability to operate under low bandwidth, high latency cond itions is 
enabled by a number of modifications to the HTTP1 .1 protocol. For instance: 

• HTTP's plain text headers are translated into binary code 

• a lightweight session establishment protocol allows sessions to be easily 
suspended and resumed. Th is allows a session to be suspended to free 
network resources or save battery power 

• WAP's Wireless Transaction Protocol provides simi lar services to TCP and 
means that a TCP stack isn't needed. However, it's lighter weight because, 
for example, it doesn't have to worry about packet ordering: there is on ly 
one route between a WAP proxy and the handset. 
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Further information can be obtained from the WAP forum htfp//www

wapforum.org
The key features of the WAP specifications include

markup language WML and script language WMLScript designed

to create applications on the small displays of handheld devices WML
does not assume that QWERTY keyboard and mouse are available for

user input Unlike the flat structure of HTML documents WML documents

are divided into set of well-defined units of user interactions One unit

of interaction is called card and services are created by letting the

user navigate back and forth between cards from one or several WML
documents WML has smaller set of markup tags that makes it more

appropriate to implement in handheld devices than say HTML

lightweight protocol stack to minimize the required bandwidth and to

guarantee that maximum number of wireless network types can run WAP
applications for example GSM SMS and USSD circuit switched data

CSD and GPRS The WAP stack comprises WAE WSP WTP WTLS and

WDP Each layer can be developed independently of the others making it

possible to switch to new bearers or to use new transport protocols without

major changes to the other layers

framework for Wireless Telephony Applications WTA which allows

access to telephony functionality such as call control phone book and

messaging from within WMLScript scripts This allows operators to develop

telephony applications integrated into WML or WMLScript services

14.4.1 Security in WAP

WAP can provide confidentiality integrity and authentication Authorization

and non-repudiation require integration with public key infrastructure PKI
WTLS is the wireless version of the industry standard Transport Layer Security

TLS which is equivalent to the widely used Secure Sockets Layer SSL 3.1

TLS provides secure network connection session between client and

server most commonly between web browser and web server

The transformation of TLS to WTLS is based upon the need to support

datagrams in high latency low bandwidth environment To operate within this

environment WTLS provides an optimized handshake to initiate secure session

through dynamic key refreshing Dynamic key refreshing allows encryption

keys to be updated on regular and configurable basis during secure session

This not only provides higher level of security but also provides considerable

bandwidth savings on the relatively costly handshaking procedure

Most WAP content is provided by WAP gateway which converts between

HTTP and WSP At this point information has to be decrypted and reencrypted

because of the different encryption standards This can lead to variety of

security attacks aimed at the gateway
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Further information can be obtained from the WAP forum: http://www 

. wapforum.org. 
The key features of the WAP specifications include: 

• a markup language (WML) and a script language (WMLScript) designed 

to create applications on the small displays of handheld devices. WML 

does not assume that a QWERTY keyboard and a mouse are available for 

user input. Unlike the flat structure of HTML documents, WML documents 

are divided into a set of well-defined units of user interactions. One unit 

of interaction is called a card, and services are created by letting the 

user navigate back and forth between cards from one or several WML 

documents. WML has a smaller set of markup tags that makes it more 

appropriate to"implement in handheld devices, than, say, HTML 

• a lightweight protocol stack to minimize the required bandwidth and to 

guarantee that a maximum number of wireless network types can run WAP 

applications; for example, GSM SMS and USSD, circuit switched data 

(CSD)1 and GPRS. The WAP stack comprises: WAE, WSP1 WTP, WTLS1 and 

WDP. Each layer can be developed independently of the others, making it 

possible to switch to new bearers or to use new transport protocols without 

maj9r changes to the other layers 

• a framework for Wireless Telephony Applications (WTA) which allows 

access to telephony functionality such as call control, phone book and 

messaging from within WMLScript scripts. This allows operators to develop 

telephony applications integrated into WML or WMLScript services. 

14.4.1 Security in WAP 

WAP can provide confidentiality, integrity, and authentication. Authorization 

and non-repudiation require integration with a public key infrastructure (PKI). 

WTLS is the wireless version of the industry standard Transport Layer Security 

(TLS), which is equivalent to the widely used Sec.ure Sockets , Layer (SSL) 3 .1. 

TLS provides a secure network connection session between a client and a 

server, most commonly between a web browser and a web server. 

The transformation of TLS to WTLS is based upon the need to support 

datagrams in a high latency, low bandwidth _environment. To operate within this 

environment WTLS provides an optimized handshake to initiate a secure session 

through dynamic key refreshing. Dynamic key refreshing allows encryption 

keys to be updated on a regular and configurable basis during a secure session. 

This not only provides a higher level of security, but also provides considerable 

bandwidth savings on the relatively costly handshaking procedure. 

Most WAP content is provided by a WAP gateway which converts between 

HTTP and WSP. At this point, information has to be decrypted and reencrypted 

because of the different encryption standards. This can lead to a variety of 

security attacks aimed at the gateway. • 
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14.4.2 Java and WAP
Java and WAP meet in several areas

WAP is set of protocols for delivering mobile content It shouldnt be

thought of as the Internet for mobile phones Some of these protocols are

available to Java for developers For instance we saw in Chapter 5-5.9

how WDP over SMS can be used to deliver Datagrams

Java technologies such as servlets and Java Server pages can be used to

create dynamic WAP applications

Java classes can be accessed from WAP applications using URLs

Java is appropriate for the more complex applications see http//gartner3

.gartnerweb.com/public/static/hotc/hc00092 99.html For instance

WAP form cannot be validated until it has been submitted and it has

to be submitted in its entirety Java application can validate each entered

character and can submit partially completed form

14.5 MExE

MExE is an acronym for Mobile Station Application Execution Environ

ment It isa 3GPP specification which defines an environment for secure

application download onto mobile devices The MExE specification can be

found at http//www.3gpp.org/ftplSpecs/2OOO- 12/ReI-4/2iseriest AppI ica

tions covered by the specification include WAP Java applications and App lets

and MiDlets

MExE defines several classmarks that address the needs and capabilities

of different classes of device capabilities and content negotiation and

domain-based security environment

All MExE devices must allow the user to look for install and remove

applications Devices are required to keep journal of potentially chargeable

network events such as SMS messages initiating connection or sending data

over connection The length format and longevity of the journal is undefined

and its not accessible to MExE executables

MExE uses HTTP 1.1 or protocols derived from HTTP1.1 such as WSP/B

The actual bearer might be SMS IP infrared Bluetooth etc

14.5.1 MExE Classmarks

Currently MExE has defined four classmarks MExE-compliant devices must

support one or more of these classmarks

MExEclassmark is based on WAP Wireless Application Protocol Client

devices require limited input and output facilities e.g as simple as

lines 15 characters display and numeric keypad and is designed to
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14.4.2 Java and W AP 

Java and WAP meet in several areas: 

• WAP is a set of protocols for delivering mobile content. It shouldn't be 
thought of as the Internet for mobile phones. Some of these protocols are 
available to Java for developers. For instance, we saw in Chapter 5-5.9, 
how WOP over SMS can be used to deliver Datagrams 

• Java technologies such as servlets and Java Server pages can be used to 
create dynamic WAP applications 

• Java classes can be accessed from WAP applications using URLs 

• Java is appropriate for the more complex applications (see http://gartner3 
.gartnerweb.comlpubliclstaticlhotc/hc00092199.htm/). For instance, a 
WAP form cannot be validated until it has been submitted, and it has 
to be submitted in its entirety. A Java application can validate each entered 
character, and can submit a partially completed form . 

14.5 MExE 

MExE is an acronym for Mobile Station Application Execution Environ­
ment. It is -a 3GPP specification which defines an environment for secure 

application download onto mobile devices. The MExE specification can be 
found at http://www.3gpp.orglftp/Specs/2000-12/Rel-4/23_series/. Appl ica­
tions covered by the specification include WAP, Java applications and Applets, 
and MIDlets. 

MExE defines several classmarks that address the needs and capabilities 
of different classes of device, capabilities and content negotiation, and a 
domain-based security environment. 

All MExE devices must allow the user to look for, install, and remove 
applications. Devices are required to keep a journal of potentially chargeable 
network events, such as SMS messages, initiating a connection, or sending data 
over a connection. The length, format, and longevity of the journal is undefined 

and it's not accessible to MExE executables. 
MExE uses HTTP 1.1 or protocols derived from HTTP1 .1 such as WSP/B. 

The actual bearer might be SMS, IP, infrared, Bluetooth, etc. 

14.5.1 MExE Classmarks 

Currently MExE has defined four classmarks. MExE-compliant devices must 
support one or more of these classmarks: 

1. MExE classmark 1 is based on WAP (Wireless Application Protocol). Client 
devices require limited input and output facilities (e.g. as simple as a 3 
lines x 15 characters display and a numeric keypad), and is designed to 
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provide quick and cheap information access even over narrow and slow

data connections

MExE classmark is based on Personaliava and JavaPhone It provides

and utilizes run-time system requiring more processing storage display

and network resources but supports more powerful applications and more

flexible user interfaces The required JavaPhone APIs are those defined by
the JavaPhone mobile phone profile identified in Chapter

MExE classmark is based on the Java 2ME CLDC and MIDP environment

It supports Java applications running on resource-constrained devices

MExE classmark will be aimed at mobile devices utilizing Microsoft

technologies such as PocketPC

Symbian devices are theoretically able to support classmarks to They are

perhaps the only devices that can support classmark which requires Personal

Java and JavaPhone implementations
Much of the MExE implementation is optional for instance MexE

compliant device is not required to support the three security domains but can

regard all mobile code as untrusted

14.5.2 Capability and Content Negotiation

The method for capability and content negotiation is based on the Composite

Capability Preferences Profiles CCPP specification The properties and the

actual schema are based on the WAP UAProf group specification

At the very least the server must be able to establish the MExE classmarks and

versions supported by the MExE device Recommended capabilities include the

devices manufacturer model number and software version screen size and

color depth input capability keyboard keypad pointer device supported

audio and video encoders e.g G.71 MPEG-2 and supported bearers e.g
SMS GPRS

Negotiation can occur when device first connects to MExE server or

during content negotiation to determine for example whether high quality

color GIF or monochrome low resolution image should be downloaded

Classmark devices i.e MIDP devices can also use the Java Application

Descriptor JAD file for capability negotiation Content negotiation capabilities

can use appropriate HTTP1 .1 or WSP request headers

14.5.3 MExE Security Domains

MExE provides three trusted secure execution domains

operator

manufacturer

trusted third party
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provide quick and cheap information access even over narrow and slow 
data connections 

2. MExE classmark 2 is based on PersonalJava and Java Phone: It provides 
and utilizes a run-time system requiring more processing, storage, display 
and network resources, but supports more powerful applications and more 
flexible user interfaces. The required JavaPhone APls are those defined by 
the JavaPhone mobile phone profile (identified in Chapter 5) 

3 MExE classmark 3 is based on the Java 2ME CLDC and MIDP environment. 
It supports Java applications running on resource-constrained devices 

4 MExE classmark 4 will be aimed at mobile devices utilizing Microsoft 
technologies such as PocketPC. 

Symbian devices are theoretically able to support classmarks 1 to 3. They are 
perhaps the only devices that can support classmark 2, which requires Personal 
Java and JavaPhone implementations. 

Much of the MExE implementation is optional: for instance, a MexE­
compliant device is not required to support the three security domains, but can 
regard all mobile code as untrusted. 

14.5.2 Capability and Content Negotiation 
The method for capability and content negotiation is based on the Composite 
Capability/ Preferences Profiles (CC/PP) specification. The properties and the 
actual schema are based on the WAP UAProf group specification. 

At the very least the server must be able to establish the MExE classmarks and 
versions supported by the MExE device. Recommended capabilities include the 
device's manufacturer, model number, and software version; screen size and 
color depth, input capability (keyboard, keypad, pointer device), supported 
audio and video encoders (e.g. G.711 , MPEG-2)i and supported bearers (e.g. 
SMS, GPRS). 

Negotiation can occur when a devi~e first connects to a MExE server, or 
during content negotiation to determine, for example, whether a high quality 
color GIF or a monochrome low resolution image should be downloaded. 

Classmark 3 devices (i.e. MIDP devices) can also use the Java Application 
Descriptor UAD) file for capability negotiation. Content negotiation capabilities 
can use appropriate HTTP/1.1 or WSP request headers. 

14.5.3 MExE Security Domains 
MExE provides three trusted secure execution domains: 

• operator 

• manufacturer 

• trusted third party 
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MExE device must support all or none of these three security domains

The differences between the domains are fairly small the operator has access

to certain network properties and the manufacturer can install core system

software

Trusted applications can access the devices telephony capabilities

including initiating and receiving calls and sending messages They can

create and read files access the phonebook and access system properties

They can install and remove digital certificates if they have the appropriate

certified public key can create and verify digital signatures and can encrypt

data

Any application that cannot be identified with any of these three domains

is regarded as untrusted Untrusted applications essentially are restricted to the

Applet or MIDP sandboxes though with few extra privileges They can
for example

initiate phone call with user permission

create phone book entry with user permission

generate DTMF tones within the current call

14.6 Last Word

This book has examined many aspects of wireless Java on Symbian OS though

much of what we have learned is relevant to all constrained devices The scope
has ranged from detailed API discussions to understanding the opportunities for

wireless services and why Java is so important in realizing these opportunities
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A MExE device must support all , or none, of these three security domains. 
The differences between the domains are fairly small: the operator has access 
to certain network properties and the manufacturer can install core system 
software. 

Trusted applications can access the device's telephony capabilities, 
including initiating and receiving calls, and sending messages. They can 
create and read files, access the phonebook, and access system properties. 
They can install and remove digital certificates if they have the appropriate 
certified public key, can create and verify digital signatures, and can encrypt 
data. 

Any application that cannot be identified with any of these three domains 
is regarded as untrusted. Untrusted applications essentially are restricted to the 
Applet or MIDP "sandboxes," though with a few extra privileges. They can, 
for example: 

• initiate a phone call with user permission 

• create a phone book entry with user permission 

• generate DTMF tones within the current call. 

14.6 Last Word 

This book has examined many aspects of wireless Java on Symbian OS, though 
much of what we have learned is relevant to all constrained devices. The scope 
has ranged from detailed API discussions to understanding the opportunities for 
wireless services, and why Java is so important in realizing these opportunities. 
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At-a-glance guide to resources used in this book 

Chapter 1 Getting Started 

Chapter 1 Java coding conventions 

Chapter 5 JavaPhone 

Chapter 6 Wireless Java Games 

Chapter 7 Building User Interfaces for WIDs 
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Appendix

Symbian Licensee Devices

Since Symbians formation in 998 the following devices have been launched

or announced by its licensees

EPOC Release

Psion Series 5mx

The Series 5mx and 5mx Pro were both launched by Psion Computers in June

1999 and use EPOC Release Symbians Java VM is provided on CD with all

Series 5mx devices

Psion Series

mx

Manufacturer Psion Computers
OS Version EPOC Release

Processor ARM710T 36 MHz
ROM 10MB
RAM 16MB
Screen 640 240 grey scale

Ports serial RS2321 IrDA

Pointing Device Pen

Expansion Compact Flash

Power AA or 6V DC
Size 170x90x23mm
Weight 354

Website www.psion.com
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Symbian Licensee Devices 

Since Symbian's formation in 19981 the following devices have been launched 
or announced by its licensees. 

EPOC Release 5 

Psion Series Smx 

The Series 5mx and 5mx Pro were both launched by Psion Computers in June 
1999 and use EPOC Release 5. Symbian's Java VM is provided on CD with all 
Series 5mx devices. 

Psion Series 
5mx 

Manufacturer 
OS Version 
Processor 
ROM 
RAM 
Screen 
Ports 
Pointing Device 
Expansion 
Power 
Size 
Weight 
Website 

Psion Computers 
EPOC Release 5 
ARM71 OT 36 MHz 
10 MB 
16 MB 
640 x 240 1 6 grey scale 
2 serial (1 x RS2321 x lrDA) 
Pen 
Compact Flash 
2 x AA or 6V DC 
1 70 x 90 x 23 mm 
354 g 
www.psion.com 
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Psion Series 5mx Pro

Manufacturer Psion Computers

OS Version EPOC Release

The operating system and custom application suites are

loaded from CF card at system boot time

Processor ARM71 01 36 MHz
ROM 0MB
RAM 24MB
Screen 640 240 grey scale

Ports serial RS232 IrDA

Pointing Device Pen

Expansion Compact Flash

Power AA or 6V DC
Size 170x90x23mm
Weight 354

Website www.psion.com

Ericsson MC2

Manufacturer Ericsson

OS Version EPOC Release

Processor ARM71OT 36 MHz
ROM 12MB
RAM 16MB
Screen 640 240 grey scale

Ports serial RS232 lrDA

Pointing Device Pen

Expansion Compact Flash

Power AA or 6V DC
Size 170x90x23mm
Weight 354

Software The MC21 includes Ericssons WAP browser and phone

applications

Website wwwericsson.com

Psion netBook

Manufacturer Psion Enterprise Computing
OS Version EPOC Release

The operating system and custom application suites are

loaded from CF card at system boot time
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Psion Series Smx Pro 

Manufacturer 
OS Version 

Processor 
ROM 
RAM 
Screen 
Ports 
Pointing Device 
Expansion 
Power 
Size 
Weight 
Website 

Ericsson MC21 8 

Manufacturer 
OS Version 
Processor 
ROM 
RAM 
Screen 
Ports 
Pointing Device 
Expansion 
Power 
Size 
Weight 
Software 

Website 

Psion netBook 

Manufacturer 
OS Version 

Psion Computers 
EPOC Release 5 
The operating system and custom application suites are 
loaded from CF card at system boot time 
ARM71 OT 36 MHz 
0MB 
24 MB 
640 x 240 16 grey scale 
2 serial (1 x RS232 , 1 x lrDA) 

- Pen 
Compact Flash 
2 x AA or 6V DC 
1 70 x 90 x 23 mm 
354 g 
www.psion.com 

Ericsson 
EPOC Release 5 
ARM710T 36 MHz 
12 MB 
16 MB 
640 x 240 16 grey scale 
2 serial (1 x RS232 1 x lrDA) 
Pen 
Compact Flash 
2 x AA or 6V DC 
1 70 x 90 x 23 mm 
354 g 
The MC218 includes Ericsson's WAP browser and phone 
applications 
www.ericsson.com 

Psion Enterprise Computing 
EPOC Release 5 
The operating system and custom application suites are 
loaded from CF card at system boot time 
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Psion netBook

Processor StrongARMl 100 190 MHz
ROM 0MB
RAM 32/64 MB
Screen 640 480 colour

Ports serial RS232 IrDA

Pointing Device Pen

Expansion Compact Flash Type I/Il PCMCIA IBM MicroDrive

Power Removable Li-Ion rechargeable or 15.5 DC
Size 235 182 37mm
Weight 1150g
Website www.enterprise.psion .com

Psion Series

Manufacturer Psion Computers

EPOC Version EPOC Release

The Java VM is provided on CD as with a/I

Series 5mx devices

Processor StrongARMi 00 133 MHz
ROM 16MB
RAM MB upgradable to 32 MB
Screen 640 480 colour

Ports serial RS232 IrDA

Pointing Device Pen

Expansion Compact Flash Type I/Il PCMCIA and Internal

memory slots

Power Removable Li-Ion rechargeable or 15.5 DC
Size 235x182x37mm
Weight 1150g
Website www.psion.com

Psion Revo/Revo

Manufacturer Psion Computers
OS Version EPOC Release

The original Revos MB RAM did not support Java

The Revo with 16 MB does

Processor ARM71OT 36 MHz
ROM 8MB
RAM 8/16 MB
Screen 480 60 16 grey scale

Psion netBook 

Processor 
ROM. 
RAM 
Screen 
Ports 
Pointing Device 
Expansion 
Power 
Size 
Weight 
Website 

Psion Series 7 

Manufacturer 
EPOC Version 

Processor 
ROM 
RAM 
Screen 
Ports 
Pointing Device 
Expansion 

Power 
Size 
Weight 
Website 

Psion Revo/Revo+ 

Manufacturer 
OS Version 

Processor 
ROM 
RAM 
Screen 

EPOC RELEASE 5 

StrongARM 1100 1 90 MHz 
0 MB 
32/64 MB 
640 x 480 colour 
2 serial (1 x RS232, 1 x lrDA) 
Pen 
Compact Flash, Type 1/11 PCMCIA, IBM MicroDrive 
Removable Li-Ion rechargeable or 15.5 V DC 
235 x 182 x 37 mm 
1150 g 
www.enterprise.psion.com 

Psion Computers 
EPOC Release 5 
The Java VM is provided on CO as with all 
Series Smx devices 
StrongARM1100 133 MHz 
16 MB 
16 MB (upgradable to 32 MB) 
640 x 480 colour 
2 serial (1 x RS232 1 x lrDA) 
Pen 
Compact Flash, Type 1/11 PCMCIA and 2 x Internal 
memory slots 
Removable Li-Ion rechargeable or 15.5 V DC 
235 x 182 x 37 mm 
1150 g 
www.psion.com 

Psion Computers 
EPOC Release 5 
The original Reva's 8 MB RAM did not supportjava. 
The Revo+, with 16 MB does 
ARM71 OT 36 MHz 
8MB 
8/16 MB 
480 x 160 16 grey scale 
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Psion Revo/Revo

Ports serial RS232 IrDA

Pointing Device Pen

Expansion None

Power Inbuilt rechargeables or 6V DC

Size 157x79x18mm
Weight 200

Website www.psion.com

EPOC Release 5u

EricssOn R380sIR380 World

Manufacturer Ericsson

EPOC Version EPOC Release 5u

The R380 is open only to content developers

using WML The refers to Unicode

implementation of EPOC Release

Operating Standard R380s GSM900/1 800 and R380

World GSM900/1 900

Processor ARM7TDMI 36 MHz
ROM 8MB
RAM MB .2 MB user data

Screen Flip closed 120 120 pixels

Flip open 120 360 pixels grey scale

Ports Serial RS232 IrDA SIR

Pointing Device Pen

Expansion None

Power 950 Li-Ion Standard BST-10

Talktime45 hrs standby 104107 hrs

Size 159 51 26 mm
Weight 64

Website www.ericsson.com

Symbian OS v6.O

Nokia 9210 Communicator

Manufacturer Nokia

OS Version Symbian platform v6.0

Personaljava 3M1 based on JDK1.1.6
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Psion Revo/Revo+ 

Ports 
Pointing Device 
Expansion 
Power 
Size 
Weight 
Website 

EPOC Release Su 

SYMBIAN LICENSEE DEVICES 

2 serial (1 x RS232, 1 x lrDA) 
Pen 
None 
Inbuilt rechargeables or 6V DC 
1 5 7 x 79 x 1 8 mm 
200 g 
www.psion.com 

Ericsson R380s/R380 World 

Manufacturer 
EPOC Version 

Operating Standard 

Processor 
ROM 
RAM 
Screen 

Ports 
Pointing Device 
Expansion 
Power 

Size 
Weight 
Website 

Symbian OS v6.0 

Nokia 9210 Communicator 

Manufacturer 
OS Version 

Ericsson 
EPOC Release Su 
The R380 is open only to content developers 

using WML. The 11u11 refers to a Unicode 
implementation of EPOC Release 5 
R380s GSM900/1800 and R380 
World GSM900/1900 
ARM7TDMI 36 MHz 
8 MB 
8 MB (1 .2 MB user data) 
Flip closed: 120 x 120 pixels, 
Flip open: 120 x 360 pixels, grey scale 
2 x Serial (1 x RS232, 1 x lrDA SIR) 
Pen 
None 
950 Li-Ion Standard BST-10 
(Talktime 4-5 hrs, standby 104-107 hrs) 
159x51 x 26mm 
164 g 
www.ericsson .com 

Nokia 
Symbian platform v6.0 
Persona/Java 3.01 (based on JDKJ .1.6) 
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Nokia 9210 Communicator

Processor 32-bit ARM9-based RISC CPU
Mobile Standard EGSM 900/1 800 Enhanced GSM HSCSD

at up to 43.2 kbps
ROM 14MB
RAM MB MB MultiMediaCard

SD-RAM 8MB
Screen Color screen 4096 colors 640 200 pixels

Ports IrDA Ir-TranP Cable DLR-2L

Pointing Device Not needed soft keys

Expansion Memory card slot MultiMediaCard

standard

Power Battery BLL3 1300mAh Li-Ion Talktime

410 hrs standby 80230 hrs

Size 158x56x27mm
Weight 244

Website www.nokia.com

Nokia 9210 Communicator 

Processor 
Mobile Standard 

ROM 
RAM 
SD-RAM 
Screen 
Ports 
Pointing Device 
Expansion 

Power 

Size 
Weight 
Website 

SYMBIAN OS V6.0 459 

32-bit ARM9-based RISC CPU 
EGSM 900/1800 (Enhanced GSM), HSCSD 
at up to 43.2 kbps · 
14 MB 
2 MB + 16 MB MultiMediaCard 
8MB 
Color screen (4096 colors) 640 x 200 pixels 
lrDA, lr-TranP, Cable (DLR-2L) 
Not needed (soft keys) 
Memory card slot (MultiMediaCard 
standard) 
Battery BLL3 1300.mAh Li-lon,Talktime 
4-10 hrs, standby 80- 230 hrs 
158 x 56 x 27 mm 
244 g 
www.nokia.com 





Glossary

Term Definition See also

IG In mobile telephony first-generation 2G 2.5G 3G
systems were analog and AMPS Analog
circuit-switched Voice links were Circuit-switching

poor handoff unreliable capacity low E-TACS NMT
and security non-existent systems TACS

are not now under active

developmentindeed in some areas

spectrum is being auctioned for 2G
and 3G use

2G Second-generation protocols use 2.5G 3G
digital encoding and include GSM CDMA
D-AMPS TDMA and CDMA 2G Circuit-switching

networks are in current use around the D-AMPS Digital

world These protocols support high GSM TDMA
bit rate voice and limited data

communications They offer auxiliary

services such as data fax and SMS
Most 2G protocols offer different levels

of encryption

2.5G 2.5G protocols extend 2G systems to 2G 3G EDGE
provide additional features such as GPRS HSCSD

packet-switched connection GPRS
and enhanced data rates HSCSD
EDGE

3G Third-generation protocols support 2G 2.5G
much higher data rates measured in IMT-2000 UMTS
Mbits/second intended for W-CDMA
applications other than voice 3G http//www.3g
networks are expected to be pp.org

Glossary 

Term Definition See also 

1G In mobile telephony, first-generation 2G, 2.SG, 3G, 
systems were analog and AMPS, Analog, 
circuit-switched. Voice links were Circuit-switching, 
poor, handoff unreliable, capacity low, E-TACS, NMT, -
and security non-existent. 1 G systems TACS 
are not now under active 
development-indeed, in some areas 
1 G spectrum is being auctioned for 2G 
and 3G use. 

2G Second-generation protocols use 1 G, 2.SG, 3G, 
digital encoding and include GSM, CDMA, 
D-AMPS (TDMA) and CDMA. 2_G Circuit-switching, 
networks are in current use around the D-AMPS, Digital, 
world. These protocols support high GSM, TDMA 
bit rate voice and limited data 
communications. They offer auxiliary 
services such as data, fax and SMS. 
Most 2G protocols offer different levels 
of encryption. 

2.5G 2.SG protocols extend 2G systems to 1 G, 2G, 3G, EDGE, 
provide additional features such as GPRS, HSCSD 
packet-switched connection (GPRS) 
and enhanced data rates (HSCSD, 
EDGE). 

3G Third-generation protocols support 1 G, 2G, 2.SG, 
much higher data rates, measured in IMT-2000, UMTS, 
Mbits/second, intended for W-CDMA, 
applications other than voice. 3G http://www.3g 
networks are expected to be pp.org 
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starting in Japan by 2001 in Europe
and

parts
of Asia/Pacific by 2002 and

in the US later 3G will support

bandwidth-hungry applications such as

full-motion video video-conferencing

and full Internet access

AMPS Advanced Mobile Phone System
standard which operates in the

800-900 MHz frequency band It is

still widely used in the United States

Analog The simple way to transmit speech AMPS Digital

which is translated into electronic NMT
signals of different frequency and/or TAGS

amplitude The first networks for

mobile phones as well as broadcast

transmissions were analog Due to

being longer established in some

countries analog networks may offer

better coverage than digital networks

however analog phones are less secure

and suffer more from interference

where the signal is weak Analog

systems include AMPS NMT and

API Historically application prog- Java

ramming interface Practically an Platform

API is any interface which enables one

program to use facilities provided by

another whether by calling that

program or by being called by it At

higher level still an API is set of

functionality delivered by prog

ramming system and as such the mix

of APIs in particular system tells you
what that system can do

Bluetooth An open specification for seam less http//www
wireless short-range communications bluetooth.com

of data and voice between both mobile

and stationary devices For instance it

specifies how mobile phones WIDs

462 GLOSSARY 

Term Definition See also 

starting in Japan by 2001, in Europe 
and parts of Asia/Pacific by 2002, and 
in the US later. 3G will support 
bandwidth-hungry applications such as 
full-motion video, video-conferencing 
and full Internet access. 

AMPS Advanced Mobile Phone System: 1G 
a 1 G standard which operates in the 
800-900 MHz frequency band. It is 
·still widely used in the United States. 

Analog The simple way to transmit speech, 1 G, AMPS, Digital, 
which is translated into electronic E-TACS, NMT, 
signals of different frequency and/or TACS 
amplitude. The first networks for 
mobile phones, as well as broadcast 
transmissions, were analog. Due to 
being longer established in some 
countries, analog networks may offer 
better coverage than digital networks, 
however analog phones are less secure 
and suffer more from interference 
where the signal is weak. Analog 
systems include AMPS, NMT and 
ETACS. 

API Historically, " application prog- c++, Java, 
ramming interface" . Practically, an Platform 
AP! is any interface which enables one 
program to use facilities provided by 
another, whether by calling that 
program, or by being called by it. At a 
higher level still, an API is a set of 
functionality delivered by a prog-
ramming system, and as such the mix 
of APls in a particular system tells you 
what that system can do. 

Bluetooth • An open specification for seamless http://www. 
wireless short-range communications bluetooth. com 
of data and voice between both mobile 
and stationary devices. For instance, it 
specifies how mobile phones, WIDs, 
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computers and PDAs interconnect

with each other with computers and

with office or home phones The first

generation of Bluetooth permits

exchange of data up to rate of

Mbps per second even in areas with

much electromagnetic disturbance It

transmits and receives via short-range

radio link using globally available

frequency band 2.4 GHz ISM band

bps Bits per second way of quantifying

data transmission throughput It is the

number of pieces of information bits
transmitted or received per second

An industry standard object-oriented API EPOC Java

compiled language formally stan- OPL
dardized in 1998 but tracing its

history back to the early 980s with

heritage in and BCPL going back to

the late 960s is the worlds

most widely understood system

programming language Symbian Os
is written in

CDMA Code Division Multiple Access 2G GSM TDMA
digital wireless telephony transmission W-CDMA
technique
CDMA allows multiple frequencies to

be used simultaneously Spread

Spectrum The CDMA idea was

originally developed for military use

over 30 years ago
The CDMA standards used for

second-generation mobile telephony
are the IS-95 standards championed by

QUALCOMM
Cellular radio The technology that has made

large-scale mobile telephony possible

Current cellular networks reuse the

same radio frequencies by assigning

them to cells far enough apart to

Term 

bps 

c++ 

CDMA 

Cellular radio 

Definition 

computers and PDAs interconnect 
with each other, with computers, and 
with office or home phones. The first 
generation of Bluetooth permits 
exchange of data up to a rate of 1 
Mbps per second, even in areas with 
much electromagnetic disturbance. It 
transmits and receives via a short-range 
radio link using a globally available 
frequency band (2.4 GHz ISM band). 

Bits per second: a way of quantifying 
data transmission throughput. It is the 
number of pieces of information (bits) 
transmitted or received per second. 

An industry standard object-oriented 
compiled language, formally stan­
dardized in 1998, but tracing its 
history back to the early 1980s, with a 
heritage in C and BCPL going back to 
the late 1960s. c++ is the world's 
most widely understood system 
programming language. Symbian OS, 
is written in c++. 
Code Division Multiple Access: a 
digital wireless telephony transmission 
technique. 
CDMA allows multiple frequencies to 
be used simultaneously (Spread 
Spectrum). The CDMA idea was 
originally developed for military use 
over 30 years ago. 
The CDMA standards used for 
second-generation mobile telephony 
are the IS-95-standards championed by 
QUALCOMM. 

The technology that has made 
large-scale mobile telephony possible. 
Current cellular networks reuse the 
same radio frequencies by assigning 
them to cells far enough apart to 
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See also 

API, EPOC, Java, 
OPL 

2G, GSM, TDMA, 
W-CDMA 
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reduce interference cell is the

geographical area covered by one

radio base station transmitting

receiving in the center The size of

each cell is determined by the terrain

transmission power and forecasted

number of users Service coverage of

given area is based on an interlocking

network of cells called cell system

Circuit- Means of creating connection by Packet-switching

switching setting up dedicated end-to-end

circuit which remains open for the

duration of the communication

CDC J2ME Connected Device CLDC J2ME

Configuration this configuration is KVM
intended to be used by devices

requiring complete implementation
of the Java virtual machine JVM and

an API set that may via the addition of

profiles include the entire Java

Platform Standard Edition API

CLDC J2ME Connected Limited Device CDC J2ME

Configuration the CLDC serves the

market consisting of personal mobile

connected information devices This

configuration includes some new

classes not drawn from the J2SE APIs

designed specifically to fit the needs of

small-footprint devices

Communicator An information centric device with DFRD
voice capability Mobile by nature Smartphone
Communicators include richer

functionality than Smartphone the

ability to link seamlessly with PC
with printers with the Internetto

send and receive files to synchronize

seamlessly and to be practical to carry

around In effect fully featured

464 

Term 

Circuit­
switching 

CDC 

CLDC 

Communicator 

GLOSSARY 

Definition 

reduce interference. A cell is the 
geographical area covered by one 
radio base station transmitting/ 
receiving in the center. The size of 
each cell is determined by the terrain, 
transmission power, and forecasted 
number of users. Service coverage of a 
given area is based on an interlocking 
network of cells, called a cell system. 

Means of creating a connection by 
setting up a dedicated end-to-end 
circuit which remains open for the 
duration of the communication. 

J2ME Connected Device 
Configuration: this configuration is 
intended to be used by devices 
requiring a complete implementation 
of the Java virtual machine OVM), and 
an API set that may, via the addition of 
profiles, include the entire Java 2 
Platform, Standard Edition API. 

J2ME Connected Limited Device 
Configuration: the CLDC serves the 
market consisting of personal, mobile, 
connected information devices. This 
configuration includes some new 
classes, not drawn from the J2SE APls, 
designed specifically to fit the needs of 
small-footprint devices. , 

An information centric device with 
voice capability. Mobile by nature, 
Communicators include richer 
functionality than a Smartphone: the 
ability to link seamlessly with a PC, 
with printers, with the Internet-to 
send and receive files, to synchronize 
seamlessly and to be practical to carry 
around. In effect a fully featured 

See also 

Packet-switching 

CLDC, J2ME, 
KYM 

CDC, J2ME 

DFRD, 
Smartphone 
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Term Definition See also

palmtop and digital phone in one unit

Symbian licenses EPOC the Symbian

OS for Communicators

Configuration J2ME configuration defines CLD CLDC
minimum platform for horizontal

class or family of devices each with

similar requirements on total memory
budget and processing capabilities

configuration defines the Java language
and virtual machine features and

minimum libraries that device

manufacturer or content provider

can expect to be available on all

devices Configurations are nestable

so that any software able to execute on

less capable configuration is able to

execute on more capable one Two

configurations are being defined the

CLDC and the CDC
Content company that provides services to

Provider mobile phone users or network

operators These services could be

shopping web surfing chatrooms

laying games accessing data

such as music and books through

server

Crystal Code-name for Symbians half-VGA Communicator
screen size keyboard-based DFRD Quartz
Communicator reference

design

D-AMPS Digital AMPS Digital-Advanced 2G AMPS
Mobile Phone Service is the digital Analog Digital

wireless standard widely used TDMA
throughout the Americas Asia Pacific

and other areas D-AMPS uses digital

TDMA on the one hand and is

required to be compatible with

installed AMPS base station networks

on the other D-AMPS operates on the

800 and 1900 MHz bands

Term 

Configuration 

Content 
Provider 

Crystal 

D-AMPS 

Definition 

palmtop and digital phone in one unit. 
Symbian licenses EPOC, the Symbian 
OS, for Communicators. 
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See also 

A J2ME configuration defines a CLO, CLDC 
minimum platform for a horizontal 
class or family of devices, each with 
similar requirements on total memory 
budget and processing capabilities. A 
configuration defines the Java language 
and virtual machine features and 
minimum libraries that a device 
manufacturer or a content provider 
can expect to be available on all 
devices. Configurations are nestable, 
so that any software able to execute on 
a less capable configuration is able to 
execute on a more capable one. Two 
configurations are being defined, the 
CLDC and the CDC. 

A company that provides services to 
mobile phone users or network 
operators. These services could be 
shopping, web surfing, chatrooms, 
playing games, accessing data 
such as music and books through a 
server. 

Code-name for Symbian's half-VGA 
screen size, keyboard-based, 
Communicator reference 
design. 

Digital AMPS (Digital-Advanced 
Mobile Phone Service) is the digital 
wireless standard widely used 
throughout the Americas; Asia Pacific 
and other areas. D-AMPS uses digital 
TOMA on the one hand, and is 
required to be compatible with 
installed AMPS base station networks 
on the other. D-AMPS operates on the 
800 and 1900 MHz bands. 

Communicator, 
DFRD, Quartz 

2G, AMPS, 
Analog, Digital, 
TOMA 
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DCS 1800 Digital Communications System 2G Digital GSM
another name for GSM working on

radio frequency of 1800 MHz Also

known as GSM1800 or PCN this

digital network operates in Europe and

Asia Pacific

DFRD Device Family Reference Designs Communicators

DFRDs are Symbians reference Crystal Quartz

designs on which mobile computing Smartphones
and cellular phone manufacturers can

base their devices Each reference

design is designed for optimal

flexibility giving consumer electronics

manufacturers broad scope for

differentiation and innovation in user

interfaces hardware designs and

connectivity

Digital way of encoding information On 2G 2.5G 3G
digital networks data doesnt need to Analog

go though the extra step of being

converted to analog signals voice is

sampled and coded in way similar to

how it is recorded on CD Digital

networks are fast replacing analog ones

as they offer improved sound quality

secure transmission and can handle

data directly as well as voice Digital

networks include mobile systems

GSM D-AMPS CDMA and TDMA

Dual band Dual band mobile phones can work on GSM
networks that operate on different

frequency bands This is useful if you
move between areas covered by

different networks Some networks

operate on two bands for instance

GSM-1 800 in town centers and

GSM-900 in the rest of the country

Dual mode Dual mode mobile phones have more GSM AMPS
than one air interface and hence can

work on more than one network One

466 GLOSSARY 

Term Definition See also 

DCS 1800 Digital Communications System: 2G, Digital, GSM 
another name for GSM working on a 
radio frequency of 1800 MHz. Also 
known as GSM 1800 or PCN, this 
digital network operates in Europe and 
Asia Pacific. 

DFRD Device Family Reference Designs Communicators, 
(DFRDs) are Symbian's reference Crystal, Quartz, 
designs on which mobile computing Smartphones 
and cellular phone manufacturers can 
base their devices. Each reference 
design is designed for optimal 
flexibility, giving consumer electronics 
manufacturers broad scope for 
differentiation and innovation in user 
interfaces, hardware designs and 
connectivity. 

Digital A way of encoding information. On 2G, 2.5G, 3G, 
digital networks, data doesn' t need to Analog 
go though the extra step of being 
converted to analog signals, voice is 
sampled and coded in a way similar to 
how it is recorded on a CD. Digital 
networks are fast replacing analog ones 
as they offer improved sound quality, 
secure transmission and can handle 
data directly as well as voice. Digital 
networks include mobile systems 
GSM, D-AMPS, CDMA and TOMA. 

Dual band Dual band mobile phones can work on GSM 
networks that operate on different 
frequency bands. This is useful if you 
move between areas covered by 
different networks. Some networks 
operate on two bands, for instance 
GSM-1800 in town centers and 
GSM-900 in the rest of the country. 

Dual mode Dual mode mobile phones have more GSM, AMPS 
than one air interface and hence can 
work on more than one network. One 
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example is phones that operate on

both digital and analog networks They

are quite useful if you want the

advantages of digital phone but

regularly visit areas where analog is

the only service available

EDGE Enhanced Data Rates for GSM 2.5G GPRS GSM
Evolution an enhanced modulation HSCSD

technique designed to increase

network capacity and data rates in

GSM networks EDGE should provide

data rates up to 384 Kbps EDGE will

let operators without 3G license

compete with 3G networks offering

similar data services EDGE is not

expected before 2001 at the earliest

EPOC The old name for Symbian OS EPOC WAP Bluetooth

Releases is found in devices like the Java

Psion SMX and NetBook Symbian OS

technology provides an operating

system color support fit-for-purpose

application suites Internet

connectivity software development
kits and PC connectivity software

providing key commercial and

technological advantages for

manufacturers of wireless information

devices

E-TACS Extended Total Access Communica- AMPS TACS

tions System 1G mobile phone
network developed in the UK and

available in Europe and Asia

GPRS General Packet Radio Service radio 2.5G EDGE GSM
technology for GSM networks that HSCSD Packet

adds packet-switching protocols switching

shorter set-up time for ISP connections

and offers the possibility to charge by
amount of data sent rather than

467 

Term Definition See also 

example is phones that operate on 
both digital and analog networks. They 
are quite useful if you want the -
advantages of a digital phone, but 
regularly visit areas where analog is 
the only service available. 

EDGE Enhanced Data Rates for GSM 2.5G, GPRS, GSM, 
Evolution: an enhanced modulation HSCSD 
technique designed to increase 
network capacity and data rates in 
GSM networks. EDGE should provide 
data rates up to 384 Kbps. EDGE will 
let operators without a 3G license 
compete with 3G networks offering 
similar data services. EDGE is not 
expected before 2001 at the earliest. 

EPOC The old name for Symbian OS. EPOC WAP, Bluetooth, 
Releases is found in devices like the Java 
Psion SMX and NetBook. Symbian OS 
technology provides an operating 
system, color support, fit-for-purpose 
application suites, Internet 
connectivity, software development 
kits and PC connectivity software, 
providing key commercial and 
technological advantages for 
manufacturers of wireless information 
devices. 

E-TACS Extended Total Access Communica- 1 G, AMPS, T ACS 
tions System: a 1 G mobile phone 
network developed in the UK and 
available in Europe and Asia. 

GPRS General Packet Radio Service: a radio 2.5G, EDGE, GSM, 
technology for GSM networks that HSCSD, Packet-
adds packet-switching protocols, switching 
shorter set-up time for ISP connections, 
and offers the possibility to charge by 
amount of data sent rather than 
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connect time GPRS promises to

support flexible data transmission rates

typically up to 20 or 30 Kbps with

theoretical maximum of 71 .2 Kbps
as well as continuous connection to

the network 2.5G enhancement to

GSM GPRS is the most significant step

towards 3G needing similar business

model and service and network

architectures GPRS is expected to

appear in some networks during 2000

GSM Global System for Mobile communica- 2G Digital

tions the most widely used digital TDMA
mobile phone system and the de facto http//www
wireless telephone standard in Europe gsmworld.com

Originally defined as pan-European

open standard for digital cellular

telephone network to support voice

data text messaging and cross-border

roaming GSM is now one of the

worlds main 2G digital wireless

standards present in more than 140

countries GSM is time division

multiplex TDM system Implemented

on 900 1800 and 1900MHz

frequency bands

HSCSD High Speed Circuit Switched Data 2.5G EDGE
dedicated circuit-switched data GPRS GSM
communications technology for GSM
which boosts data throughput up to

14.4 Kbps in single channel and by

aggregating channels up to 57.6 Kbps
An asymmetrical service can be

offered where for instance one

channel is allocated for the uplink and

several are aggregated for the down
link HSCSD can provide fixed bit

rate transparent mode or variable

one non-transparent mode In most

cases HSCSD is available to network
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Term 

GSM 

HSCSD 

GLOSSARY 

Definition 

connect time. GPRS promises to 
support flexible data transmission rates 
typically up to 20 or 30 Kbps (with a 
theoretical maximum of 171 .2 Kbps), 
as well as continuous connection to 
the network. A 2.5G enhancement to 
GSM, GPRS is the most significant step 
towards 3G, needing a similar business 
model, and service arid network 
architectures. GPRS is expected to 
appear in some networks during 2000. 

Global System for Mobile communica­
tions, the most widely used digital 
mobile phone system and the de facto 
wireless telephone standard in Europe. 
Originally defined as a pan-European 
open standard for a digital cellular 
telephone network to support voice, 
data, text messaging and cross-border 
roaming. GSM is now one of the 
world's main 2G digital wireless 
standards, present in more than 140 
countries. GSM is a time division 

. multiplex (TDM) system. Implemented 
on 900, 1800 and 1900 MHz 
frequency bands. 

High Speed Circuit Switched Data: 
dedicated circuit-switched data 
communications technology for GSM 
which boosts data throughput up to 
14.4 Kbps in a single channel, and by 
aggregating channels, up to 57.6 Kbps. 
An asymmetrical service can be 
offered where, for instance, one 
channel is allocated for the uplink and 
several are aggregated for the down­
link. HSCSD can provide a fixed bit 
rate (transparent mode) or a variable 
one (non-transparent mode). In most 
cases HSCSD is available to network 

See also 

2G, Digital, 
TOMA, 
http://www. 
gsmworld. com 

2.SG, EDGE, 
GPRS, GSM 
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operators as pure software upgrade

HSCSD started to appear in some

networks in 1999

iCalendar Internet Calendaring and Scheduling vCalendar vCard
Core Object Specification calen- http//www.imc

daring standard that specifies common org/rfc2445
event descriptions as Multi-part

Internet Mail Extension MIME objects

so that any iCalendar-compliant

application can send or receive

calendaring and scheduling

information to or from any other

iCalendar-compliant application

iCalendar is revised/updated version

of the vCalendar specification

7IMT-2000 International Mobile Telecommunica- 3G

tions-2000 term used by the

International Telecommunications

Union ITU for the specification for

projected third-generation wireless

services Formerly referred to as

FPLMTS Future Public Land-Mobile

Telephone Systems

i-mode Proprietary packet-based information PDC WAP
service for mobile phones i-mode

delivers information such as mobile

banking and train timetable to mobile

phones and enables exchange of email

from handsets on the PDC-P network

Launched in 1999 by NTT DoCoMo
i-mode is very popular in Japan

especially for email and transfer of

icons but is not currently being used

elsewhere

IrDA suite of protocols for infrared IR OBEX
exchange of data between two http//www.irda

devices up to or meters apart 20 org
to 30 cm for low-power devices IrDA

devices typically can have throughput
of up to either 115.2 Kbps or Mbps
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operators as a pure software upgrade. 
HSCSD started to appear in some 
networks in 1999. 

iCalendar Internet Calendaring and Scheduling vCalendar, vCard, 
Core Object Specification: a calen- http://www.imc. 
daring standard that specifies common orglrfc2445 
event descriptions as Multi-part 
Internet Mail Extension (MIME) objects 
so that any iCalendar-compliant 
application can send or receive 
calendaring and scheduling 
information to or from any other -
iCalendar-compliant application. 
iCalendar is a revised/updated version 
of the vCalendar specification. 

7IMT-2000 International Mobile Telecommunica- 3G 
tions-2000: term used by the 
International Telecommunications 
Union (ITU) for the specification for 
projected third-generation wireless 
services. Formerly referred to as 
FPLMTS, Future Public Land-Mobile 
Telephone Systems. 

i-mode Proprietary packet-based information PDC, WAP 
service for mobile phones. i-mode 
delivers information (such as mobile 
banking, and train timetable) to mobile 
phones and enables exchange of email 
from handsets on the PDC-P network. 
Launched in 1999 by NTT DoCoMo, 
i-mode is very popular in Japan 
(especially for email and transfer of 
icons), but is not currently being used 
elsewhere. 

lrDA A suite of protocols for infrared (IR) OBEX, 
exchange of data between two http://www.irda. 
devices, up to 1 or 2 meters apart (20 org 
to 30 cm for low-power devices). lrDA 
devices typically can have throughput 
of up to either 115.2 Kbps or 4 Mbps. 
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IrDA protocols are implemented by

Symbian devices in addition to Palm
Nokia communicators printers from

Hewlett-Packard and others

The Infrared Data Association the

industry body that specifies IrDA

protocols was originally founded by
Hewlett-Packard and others

Java Industry standard object-oriented API EPOC
language and virtual machine OPL

invented by Sun Microsystems and

formally released in 1996 Java is an

ideal language for network appli
cations and Applets Suns Java

specifications include many Java APIs

and platforms including the

JavaPhone API and PersonalJava

platform which Symbian is including

in its own technology platform

J2ME Java Platform Micro Edition the Configuration

edition of the Java platform that is profile

targeted at small standalone or

connectable consumer and embedded

devices The J2ME technology consists

of virtual machine and set of APIs

suitable for tailored runtime

environments for these devices The

J2ME technology has two primary
kinds of components configurations

and profiles

JDK Java Development Kit JDK is Java

software development environment for

writing Applets and application in the

Java programming language

Javaphone Java API specification that provides API

access to agenda contacts power Communicator

management call control and phone- Java Smartphone
book management It is intended

specifically for the prog-rammability

requirements of Smartphones and

Communicators
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lrDA protocols are implemented by 
Symbian devices, in addition to Palm, 
Nokia communicators, printers from 
Hewlett-Packard and others. 
The Infrared Data Association, the 
industry body that specifies lrDA 
protocols, was originally founded by 
Hewlett-Packard and others. 

Java Industry standard object-oriented API, C++, EPOC, 
language and virtual machine, OPL 
invented by Sun Microsystems and 
formally released in 1996. Java is an 
ideal language for network appli-
cations and Applets. Sun's Java 
specifications include many Java APls 
and platforms, including the 
JavaPhone API and PersonalJava 
platform, which Symbian is including 
in its own technology platform. 

J2ME Java 2 Platform, Micro Edition: the Configuration, 
edition of the Java platform that is profile 
targeted at smal I, standalone or 
connectable consumer and embedded 
.devices. The J2ME technology consists 
of a virtual machine and a set of APls 
suitable for tailored runtime 
environments for these devices. The 
J2ME technology has two primary 
kinds of components- configurations 
and profiles. 

JDK Java Development Kit U DK) is a Java 
software development environment for 
writing Applets and application in the 
Java programming language. 

JavaPhone A Java API specification that provides API, 
access to agenda, contacts, power Communicator, 
management, call control, and phone- Java, Smartphone 
book management. It is intended 
specifically for the prog-rammability 
requirements of Smartphones and 
Communicators. 
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JTAPJ The Java Telephony API is an Java JavaPhone

extensible API that offers an interface

to all call control services from those

needed in consumer device up to

those of call centers JTAPI is part of

the JavaPhone API

Kernel Core of an operating system kernel EPOC

manages the machines hardware

resources including the processor and

the memory and provides and

controls the way any other software

component can access these

resources The kernel runs with

higher privilege than other programs
so-called user-mode programs The

power and robustness of an OSs
kernel play major role in shaping
overall system design and

reliability

KVM Virtual Machine small-footprint CDC CLDC
highly optimized VM that meets the

CLDCs minimum requirements It is

targeted at small connected devices

and scales from 30 KB to

approximately 256 KB depending on

the target devices functionality KVM

implementations provide only subset

of the standard Java APIs Areas such

as I/O graphics networking and

security may not be supported and the

number of class instances that can be

loaded or the number of methods in

class may be limited Floating point

and 64-bit integer support is optional

Limitations on memory management
require that care is taken when writing

applications and make it difficult to

port or run larger applications

Term 

JTAPI 

Kernel 

KVM 

Definition See also 

The Java Telephony AP! is an Java, JavaPhone 
extensible AP! that offers an interface 
to all call control services (from those 
needed in a consumer device up to 
those of cal I centers). JT AP! is part of 
the JavaPhone API. 

Core of an operating system, a kernel EPOC 
manages the machine's hardware 
resources (including the processor and 
the memory), and provides and 
controls the way any other software 
component can access these 
resources. The kernel runs with a 
higher privilege than other programs 
(so-called user-mode programs). The 
power and robustness of an OS's 
kernel play a major role in shaping 
overall system design and 
reliability. 

K Virtual Machine: a small-footprint, CDC, CLDC 
highly optimized VM that meets the 
CLDC's minimum requirements. It is 
targeted at small connected devices 
and scales from 30 KB to 
approximately 256 KB, depending on 
the target device's functionality. KVM 
implementations provide only a subset 
of the standard Java APls. Areas such 
as 1/0, graphics, networking, and 
security may not be supported and the 
number of class instances that can be 
loaded or the number of methods in a 
class may be limited. Floating point 
and 64-bit integer support is optional. 
Limitations on memory management 
require that care is taken when writing 
applications and make it difficult to 
port or run larger applications. 
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MExE Mobile Station Application Execution GSM Java

Environment GSM 02.57 frame- JavaPhone

work to ensure predictable Personaljava

environment for third-party applica- UMTS WAP
tions in GSM or UMTS handsets http//www.etsi

ie the Mobile Station MExE does this org/sm g/smg4/

by defining different technology mexe.htm

requirements called classmarks

MExE classmark is based on WAP
and classmark on Personaljava and

JavaPhone Other classmarks may be

defined in the future MExE specifies

additional requirements for all

classmarks for instance security

environment capability and content

negotiation user profile user

interface personal ization management
of services and virtual home environ

ment handset can support any
number of classmarks

MIDP Mobile Information Device Profile CDC CLDC J2ME
set of Java APIs which is generally API

implemented on the Connected

Limited Device Configuration CLDC
It provides basic J2ME application

runtime envi ronment targeted at mobile

information devices such as cellular

phones and two-way pagers The MIDP

specification addresses issues such

as user interface persistent storage

networking and application model

Network Company with license to provide Service provider

operator wireless telephony services

NMT Nordic Mobile Telephone one of the Analog
earliest ceJlular network developed Circuit-switching

jointly in Denmark Finland Iceland

Norway and Sweden Originally

operated in the 450 MHz band Later

the 900 MHz band was used as well

472 

Term 

· ·MExE 

MIDP 

Network 
operator 

NMT 

GLOSSARY 

Definition 

Mobile Station Application Execution 
Environment (GSM 02.57): a frame­
work to ensure a predictable 
environment for third-party applica­
tions in GSM or UMTS handsets 
(ie the Mobile Station). MExE does this 
by defining different technology 
requirements cal led "classmarks". 
MExE classmark 1 is based on WAP, 
an.d classmark 2 on PersonalJava and 
JavaPhone. Other classmarks may be 
defined in the future. MExE specifies 
additional requirements for all 
classmarks, for instance a security 
environment, capability and content 
negotiation, a user profile, user 
interface personalization, management 
of services and virtual home environ­
ment. A handset can support any 
number of classmarks. 

Mobile Information Device Profile: 
set of Java APls which is generally 
implemented on the Connected 
Limited Device Configuration (CLDC). 
It provides a basicJ2ME application 
runtime environment targeted at mobile 
information devices, such as cellular 
phones and two-way pagers. The MIDP 
specification addresses issues such 
as user interface, persistent storage, 
networking, and application model. 

Company with a license to provide 
wireless telephony services. 

Nordic Mobile Telephone: one of the 
earliest 1 G ceHular network developed 
jointly in Denmark, Finland, Iceland, 
Norway and Sweden. Originally 
operated in the 450 MHz band. Later 
the 900 MHz band was used as well. 

See also 

GSM, Java, 
Java Phone, 
Personaljava, 
UMTS, WAP, 
http:/ /www.etsi. 
orglsmglsmg4/ 
mexe.htm 

CDC, CLDC, J2ME, 
API 

Service provider 

1 G, Analog, 
Circuit-switching 
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OBEX Object Exchange set of high-level Bluetóoth EPOC
protocols allowing objects such as iCalendar IrDA
vCard contact information and vCard

Calendar schedule entries to be

exchanged using either IrDA IrOBEX
or Bluetooth EPOC implements
IrOBEX for exchange of vCards for

example with the Nokia 9110 or Palm

Ill and vCalendar for instance with

the Palm Ill

OS Operating System historically the EPOC

minimal set of software needed to

manage devices hardware capability

and share it between application

programs Practically OS is now
used to mean all software including

kernel device drivers comms
graphics data management GUI

framework system shell application

and utility applications This would

define Windows PalmOS and MacOS
as OSes Symbian provides an OS and

application suite tailored specifically

for WIDs

OPL BASIC-like programming language EPOC Java

for rapid application development
used in the Symbian OS

Packet- Technique whereby the information Circuit-switching

switching voice or data to be sent is broken up
into packets of at most few Kbytes

each which are then routed by the

network between different destinations

based on addressing data within each

packet Use of network resources is

optimized as the resources are needed

only during the handling of each

packet This is an ideal model for ad

hoc data communication and works

well also for voice video and other

streamed data Devices using

Term 

OBEX 

OS 

OPL 

Packet­
switching 

Definition 

Object Exchange: a set of htgh-level 
protocols allowing objects such as 
vCard contact information and 
iCalendar schedule entries to be 
exchanged using either lrDA (lrOBEX) 
or Bluetooth. EPOC implements 
lrOBEX for exchange of vCards, for 
example with the Nokia 9110 or Palm 
Ill; and vCalendar, for instance with 
the Palm 111. 

Operating System: historically, the 
minimal set of software needed to. 
manage a device's hardware capability 
and share it between application 
programs. Practically, "OS" is now 
used to mean all software including 
kernel, device drivers, comms, 
graphics, data management, GUI 
framework, system shell application, 
and utility applications. This would 
define Windows, PalmOS and MacOS 
as OSes. Symbian provides an OS and 
application suite tailored specifically 
for WIDs. 

A BASIC-like programming language, 
for rapid application development, 
used in the Symbian OS. 

Technique whereby the information 
(voice or data) to be sent is broken up 
into packets, of at most a few Kbytes 
each, which are then routed by the 
network between different destinations 
based on addressing data within each 
packet. Use of network resources is 
optimized as the resources are needed 
only during the handling of each 
packet. This is an ideal model for ad 
hoc data communication, and works 
well also for voice, video and other 
streamed data. Devices using 
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See also 

Bluetooth, EPOC, 
iCalendar, lrDA, 
vCard 

EPOC 

c++, EPOC, Java 

Circuit-switching 
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packet-switched communication

appear to be always connected to

the data network whereas in the case

of circuit-switched connections setup

time takes around 30 seconds to

connect from wireless information

device through GSM phone to an ISP

and it is harder to use Use of

packet-switched network can be

charged according to the volume of

data transferred and not to any notion

of time spent online

PCN Personal Communications Network 2G Digital GSM
another name for GSM 1800 it is also

known as UCS 1800 It is used in

Europe and Asia Pacific

PCS Personal Communications Service an 2G CDMA
American generic term for mass- Digital GSM
market mobile phone service TDMA
emphasizing personal communication

independent of the technology used to

provide it PCS includes such digital

cellular technologies as GSM 900
CDMA and TDMA IS-i 36

PDC Personal Digital Cellular the 2G TDMA
TDMA-based protocols used in Japan
owned by NTT DoCoMo PDC
services operate in the 800 and 500

MHz bands

Personal Profile Provides the J2ME environment for PJAE J2ME

more capable devices It provides the

facilities currently defined by the PJAE

specification

PJAE PersonalJava Application Environment Java platform

PJAE is Java platform optimized for

the requirements and constraints of

mobile devices Java runtime

environment for networked appli
cations running on personal consumer

474 GLOSSARY 

Term Definition See also 

packet-switched communication 
appear to be "always connected" to 
the data network, whereas in the case 
of circuit-switched connections, setup 
time takes around 30 seconds to 
connect from a wireless information 
device through a GSM phone to an ISP 
(and it is harder to use). Use of a 
packet-switched network can be 
cbarged according to the volume of 
data transferred and not to any notion 
of time spent on line. 

PCN Personal Communications Network: 2G, Digital, GSM 
another name for GSM 1800 (it is also 
known as DCS 1800). It is used in 
Europe and Asia Pacific. 

PCS Personal Communications Service: an 2G, CDMA, 
American generic term for a mass- Digital, GSM, 
market mobile phone service, TOMA 
emphasizing personal communication, 
independent of the technology used to 
provide it. PCS includes such digital 
cellular technologies as GSM 1900, 
CDMA and TOMA IS-136. 

PDC Personal Digital Cellular: the 2G TOMA 
TOMA-based protocols used in Japan, 
owned by NTT DoCoMo. PDC 
services operate in the 800 and 1500 
MHz bands. 

Personal Profile Provides the J2ME environment for PJAE, J2ME 
more capable devices. It provides the 
facilities currently defined by the PJAE 
specification. 

PJAE Personal)ava Application Environment Java, platform 
(PJAE) is a Java platform optimized for 
the requirements and constraints of 
mobile devices. A Java runtime 
environment for networked appli-
cations running on personal consumer 
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devices such as Smartphones rather

than desktop computers

Platform set of technology which acts as API EPOC
foundation for real-world applications Java

or higher-level platforms Symbians

technology platform includes EPOC

with its APIs leading Java

implementation an applications suite

and integration with wireless and other

communications protocols

Profile Specification that details the Java API J2ME

technology APIs built on top of and

utilizing the underlying configuration

necessary to provide complete
runtime environment for specific

kind of device or industry sector

Developers will write applications to

the APIs defined by Profile

Quartz Code-name for Symbians tablet-I ike Communicator

quarter-VGA portrait screen size Crystal DFRD

pen-based Communicator reference

design

Service company that provides to phone Network operator

provider users services and subscriptions to

mobile phone networks

SIM Subscriber Identity Module the SIM GSM
card is the smart card inserted inside

all GSM phones It identifies the user

account to the network handles

authentication and provides data

storage for basic user data and network

information It may also contain some

applications that run on compatible

phone SIM Application Toolkit

Smartphone voice centric device with infor- Communicator

mation capability Smartphones is DFRD
the generic name for digital phones on

wireless networks that have the

capability to browse the Internet and
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devices such as Smartphones rather 
than desktop computers. 

Platform A set of technology which acts as-a API, C++, EPOC, 
foundation for real-world applications, Java 
or higher-level platforms. Symbian's 
technology platform includes EPOC 
with its c++ APls, a leading Java 
implementation, an applications suite 
and integration with wireless and other 
communications protocols. 

Profile Specification that details the Java API, J2ME 
technology APls, built on top of and 
utilizing the underlying configuration, 
necessary to provide a complete 
runtime environment for a specific 
kind of device or industry sector. 
Developers will write applications to 
the APls defined by a Profile. 

Quartz Code-name for Symbian's tablet-like, Communicator, 
quarter-VGA portrait screen size, Crystal, DFRD 
pen-based, Communicator reference 
design. 

Service A company that provides, to phone Network operator 
provider users, services and subscriptions to 

mobile phone networks. 

SIM Subscriber Identity Module: the SIM GSM 
card is the smart card inserted inside 
all GSM phones. It identifies the user 
account to the network, handles 
authentication and provides data 
storage for basic user data and network 
information. It may also contain some 
applications that run on a compatible 
phone (SIM Application .Toolkit). 

Smartphone A voice centric device with infor- Communicator, 
mation capability. " Smartphones" is DFRD 
the generic name for digital phones on 
wireless networks that have the 
capability to browse the Internet, and 
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receive and send SMS and email

Smartphones might even have

scheduling and contact management
software built-in Symbian licenses

Symbian OS for Smartphones

SMS Short Message Service available on

digital GSM networks allowing text

messages of up to 60 characters to be

sent and received via the network

operators message center to your
mobile phone or from the Internet

using so-called SMS gateway
website If the phone is powered off or

out of range messages are stored in

the network and are delivered at the

next opportunity

Symbian The PC-based Symbian Connect EPOC

Connect is system for data synchronization
file management printing via PC
application installation from PC and

other utility functions allowing Symbian

OS phones to integrate effectively

with PC and server-based data

Symbian The developers support network for http//www.sym

Developer Symbian OS where you will find all biandevnet .com
Network the resources to enable you to develop

world class applications for Symbian

devices

SyncML Synchronization Markup Language ICalendar OBEX
an industry-wide effort to create vCard WAP
single common data synchronization http//www.syn

protocol optimized for wireless cmLorg/
networks SyncMLs goal is to have

networked data that support

synchronization with any mobile

device and mobile devices that

support synchronization with any
networked data The SyncML
structured data layer will use XML
wherever appropriate SyncML is
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receive and send SMS and email. 
Smartphones might even have 
scheduling and contact management 
software built-in. Symbian licenses 
Symbian OS for Smartphones. 

SMS Short Message Service: available on 
digital GSM networks al lowing text 
messages of up to 160 characters to be 
sent and received via the network 
operator's message center to your 
mobile phone, or from the Internet, 
using a so-called "SMS gateway" 
website. If the phone is powered off or 
out of range, messages are stored in 
the network and are delivered at the 
next opportunity. 

Symbian The PC-based Symbian Connect EPOC 
Connect is a system for data synchronization, 

file management, printing via PC, 
application installation from PC, and 
other utility functions allowing Symbian 
OS phones to integrate effectively 
with PC and server-based data. 

Symbian The developers' support network for http://www.sym-
Developer Symbian OS, where you will find all biandevnet.com/ 
Network the resources to enable you to develop 

world class applications for Symbian 
devices. 

SyncML Synchronization Markup Language, !Calendar, OBEX, 
an industry-wide effort to create a vCard, WAP, 
single, common data synchronization http://www.syn-
protocol optimized for wire_less cml.orgl 
networks. SyncML's goal is_ to have 
networked data that support 
synchronization with any mobile 
device, and mobile devices that 
support synchronization with any 
networked data. The SyncML 
structured data layer will use XML 
wherever appropriate. SyncML is 
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intended to work on transport

protocols as diverse as HTTP WSP

part of WAP and OBEX and with

data formats ranging from personal

data e.g vCard iCalendar to

relational data and XML documents

The SyncML consortium was set up by

IBM Nokia and Psion among others

and is supported by Symbian

TACS Total Access Communication System Analog
British analog mobile telephone Circuit-switching

standard based on the US AMPS

system It was later adopted in other

countries including Hong-Kong and

Japan

TDMA Time Division Multiple Access D-AMPS GSM
digital wireless telephony transmission PDC AMPS

technique TDMA allocates each user

different time slot on given frequency

GSM D-AMPS PDC and DECT

use TDMA in one form or another

name generally used for D-AMPS
TDMA networks are operated in the

US Latin America New Zealand parts

of Russia and Asia Pacific

JMTS Universal Mobile Telecommunica- 3G
tions Service part of the IMT-2000 http//www.umts
initiative 3G standard supporting forum.org

theoretical data throughput of

up to Mbps It will be available

commercially initially in Japan in

2001 and should be rolled out in most

of the world by 2005

Unicode 6-bit character encoding scheme http//www.uni

allowing characters from Western code.org

European Eastern European Cyrillic

Greek Arabic Hebrew Chinese

Japanese Korean Thai Urdu Hindi

and all other major world languages

living and dead to be encoded in
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intended to work on transport 
protocols as diverse as HTTP, WSP 
(part of WAP) and OBEX, and with_ 
data formats ranging from personal 
data (e.g. vCard & iCalendar) to 
relational data and XML documents. 
The SyncML consortium was set up by 
IBM, Nokia and Psion among others 
and is supported by Symbian. 

TACS Total Access Communication System: 1 G, Analog, 
a British 1 G analog mobile telephone Circuit-switching 
standard based on the US AMPS 
system. It was later adopted in other 
countries including Hong-Kong and 
Japan. 

TDMA 1. Time Division Multiple Access: a D-AMPS, GSM, 
digital wireless telephony transmission PDC, AMPS 
technique. TOMA allocates each user a 
different time slot on a given frequency. 
GSM, O-AMPS, PDC and OECT 
use TOMA in one form or another. 
2. A name generally used for D-AMPS. 
TOMA networks are operated in the 
US, Latin America, New Zealand, parts 
of Russia and Asia Pacific. 

UMTS Universal Mobile Telecommunica- 3G, 
tions Service: part of the IMT-2000 http://www.umts-
initiative. A 3G standard supporting forum.org 
a theoretical data throughput of 
up to 2 Mbps. It will be available 
commercially initially in Japan in 
2001 , and should be rolled out in most 
of the world by 2005. 

Unicode A 16-bit character encoding scheme http://www.uni- . 
allowing characters from Western code.org 
European, Eastern European, Cyrillic, 
Greek, Arabic, Hebrew, Chinese, 
Japanese, Korean, Thai, Urdu, Hindi 
and allother major world languages, 
living and dead, to be encoded in a 
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single character set The Unicode

specification also includes standard

compression schemes and wide

range of typesetting information

required for worldwide locale support

Symbians DFRDs are based on full

Unicode implementations

vCalendar Defines transport- and platform- Calendar vCard

independent format for exchanging http//www.imc
calendar and schedule information org/pd
For instance users with devices

running vCaendar-aware applications

can schedule meetings automatically

over an infrared link Replaced by
Calendar

vCard Standard defining the format of an iCalendar

electronic business card All devices vCalendar

supporting vCard can exchange httpwww.imc
information such as phone numbers org/pd
and addresses For instance user

with vCard-aware phonebook

application on handheld computer

can easily transfer names and phone

numbers to vCard-aware mobile

phone

VGA Video Graphics Array standard

screen size of 640x480 pixels

W-CDMA Wide-band CDMA CDMA protocol 3G CDMA
originated by NTT DoCoMo and now

adopted for third-generation use by

ETSI in Europe W-CDMA supports

very high-speed multimedia services

such as full-motion video Internet

access and video conferencing

WAE Wireless Application Environment

lop layer of the WAP stack Provides

an environment for developing and

executing portable applications and

services see also HTML JavaScript
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single character set. The Unicode 
specification also includes standard 
compression schemes and a wide 
range of typesetting information 
required for worldwide locale support. 
Symbian's DFRDs are based on full 
Unicode implementations. 

vCalendar Defines a transport- and platform- iCalendar, vCard, 
independent format for exchanging http:/ lwww.imc. 
calendar and schedule information. orglpdil 
For instance, users with devices 
running vCalendar-aware applications 
can schedule meetings automatically 
over an infrared link. Replaced by 
iCalendar. 

vCard Standard defining the format of an iCalendar, 
electronic business card. All devices vCalendar, 
supporting vCard can exchange http://www.imc. 
information such as phone numbers orglpdil 
and addresses. For instance a user 
with a vCard-aware phonebook 
application on a handheld computer 
can easily transfer names and phone 
numbers to a vCard-aware mobile 
phone. 

VGA Video Graphics Array: " standard" 
screen size of 640x480 pixels. 

W-CDMA Wide-band CDMA: a CDMA protocol 3G, CDMA 
originated by NTT DoCoMo and now 
adopted for third-generation use by 
ETSI in Europe. W-CDMA supports 
very high-speed multimedia services 
such as full-motion video, l_nternet 
access and video conferencing. 

WAE Wireless Application Environment. 
Top layer of the WAP stack. Provides 
an environment for developing and 
executing portable applications and 
services. (see also HTML, JavaScript) 
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Term Definition See also

WAP Wireless Application Protocol set of

communication protocol standards to

make accessing online services from

mobile device simple WAP can be

used for emailing browsing the

Internet access to newsgroups and

Internet Relay Chat IRC on mobile

phones hand helds or WIDs
WAP was conceived by four EPOC
companies Ericsson Motorola Nokia http//www.wa
and Unwired Planet today called pforum.org

Phone.com The WAP Forum is an

industry association with over 200

members

WID Wireless Information Devices

represent the next revolution in mobile

communication voice and computing

technology combined in small

portable computer-telephone with

wireless access to both voice and

information services

WSP Wireless Session Protocol Provides

methods to exchange content between

client and server see also HTTP

WTP Wireless Transaction Protocol

Provides different methods for

performing transactions to varying

degrees of reliability cf HTTP

WTLS Wireless Transport Layer Security An

optional layer that when present

provides authentication privacy and

secure connections between

applications see also SSL/TLS

WDP Wireless Datagram Protocol Bottom SMS GPRS

layer of the WAP stack Runs on

bearer such as SMS or GPRS and

shelters the upper layers from the

bearer services offered by the operator

cfTCP UDP
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Term Definition See also 

WAP Wireless Application Protocol: a set of 
communication protocol standards to 
make accessing online services from a 
mobile device simple. WAP can be 
used for emailing, browsing the 
Internet, access to newsgroups, and 
Internet Relay Chat (IRC) on mobile 
phones, handhelds or WIDs. 
WAP was conceived by four EPOC, 
companies: Ericsson, Motorola, Nokia, http://www. wa-
and Unwired Planet (today called pforum.org 
Phone.com). The WAP Forum is an 
industry association with over 200 
members. 

WID Wireless Information Devices 
represent the next revolution in mobile 
communication: voice and computing 
technology combined in a small, 
portable computer-telephone with 
wireless access to both voice and 
information services. 

WSP Wireless Session Protocol. Provides 
methods to exchange content between 
client and server (see also HTTP) 

WTP Wireless Transaction Protocol. 
Provides different methods for 
performing transactions, to varying 
degrees of reliability (cf. HTTP) 

WTLS Wireless Transport Layer Security. An 
optional layer that, when present, 
provides authentication, privacy, and 
secure connections between 
applications (see also SSL/TLS) 

WDP Wireless Datagram Protocol. Bottom SMS, GPRS 
layer of the WAP stack. Runs on a 
bearer such as SMS or GPRS and 
shelters the upper layers from the 
bearer services offered by the operator 
(cf TCP, UDP) 
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Term Definition See also

WIM Wireless Identity Module WAP
standard for cryptographic tokens

namely devices which handle secure

storage cryptographic operations and

access control

WML Wireless Markup Language cf HTML

WMLScript WML scripting languague cf

ECMAScript or JavaScript

WTA Wireless Telephony Applications

Applications which interact with the

devices telephony features

WTAI Wireless Telephony Applications

Interface These are the libraries that

implement the telephony functionality

There are three types of libraries

covering public WTAI functions

network-common WTAI functions and

network-specific WTAI functions

The only public WTAI functions

are for making call sending DTMF

tones and for adding phone book

entry

Libraries can be accessed either

through URIs of the form

wtai //library/function

or from WMLScript
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Term 

WIM 

WML 

WMLScript 

WTA 

WTAI 

GLOSSARY 

Definition 

Wireless Identity Module. A WAP 
standard for "cryptographic tokens," 
namely devices which handle secure 
storage, cryptographic operations, and 
access control 

Wireless Markup Language (cf HTML) 

WML scripting languague (cf 
ECMAScript or JavaScript) 

Wireless Telephony Applications. 
Applications which interact with the 
device's telephony features 

Wireless Telephony Applications 
Interface: These are the libraries that 
implement the telephony functionality. 
There are three types of libraries 
covering public WTAI functions, 
network-common WTAI functions, and 
network-specific WT Al functions. 

The only public WTAI functions 
are for making a call, sending DTMF 
tones, and for adding a phone book 
entry. 

Libraries can be accessed either 
through URls of the. form 
wtai://<library>/<function> 
;<parameter>! [<result>]; 
[<result>] p or from WMLScript. 

See also 
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