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Preface

In recent column in trade periodical1 columnist named Brian

Livingston declared that the future belongs to devices well carry

around not boat anchors that must remain tied to our desks

could not agree more As track the development of computers over

time it strikes me that some of the most innovative developments in

computers have been done with handheld devices These devices

change the way we view and work with computing In fact the

convergence of computing communication and mobility is one of

the most significant innovations in recent years
have to agree again with Brian Livingston when he states

believe the operating systems on the computer well soon be

usingand taking for grantedwill look like newer leaner OS
named Symbian Indeed Symbian OS supports innovations with

communication throughout its design When company like Nokia

states as it has that 50% of its 3G devices will run Symbian OS by

2004 there is real recognition of this fact

This book sets out to describe how Symbian OS supports the con
vergence of computing and communication The designers of this

operating system have built strong communications architecture

that can flex and adapt This book covers how this architecture is

built and how it can be used to take advantage of the communication

capabilities of device powered by Symbian OS

Who Should Read This Book

This book is written for the software developer who needs to

design applications in the programming language that harness

communication on Symbian OS device This book assumes some

familiarity with in Symbian OS environment

If you are programmer who needs to know how to write

applications to send SMS messages this book will show you how

Livingston The next Windows Info World 241 2002 30

Preface 

In a recent column in a trade periodical 1, a columnist named Brian 
Livingston declared that "the future belongs to devices we' ll carry 
around, not boat anchors that must remain tied to our desks." I 
could not agree more. As I track the development of computers over 
time, it strikes me that some of the most innovative d_evelopments in 
computers have been done with handheld devices. These devices 
change the way we view and work with computing. In fact, the 
convergence of computing, communication, and mobility is one of 
the most significant innovations in recent years. 

I have to agree again with Brian Livingston when he states 
"I believe the operating systems on the computer we' ll soon be 
using-and taking for granted-will look like a newer, leaner OS 
named Symbian." Indeed, Symbian OS supports innovations with 
communication throughout its design. When a company like Nokia 
states, as it has, that 50% of its 3G devices will run Symbian OS by 
2004, there is real recognition of this fact. 

This book sets out to describe how Symbian OS supports the con­
vergence of computing and communication. The designers of this 
operating system have built a strong communications architecture 
that can flex and adapt. This book covers how this architecture is 
built and how it can be used to take advantage of the communication 
capabilities of a device powered by Symbian OS. 

Who Should Read This Book? 

This book is written for the software developer who needs to 
design applications in the C + + programming language that harness 
communication on a Symbian OS device. This book assumes some 
familiarity with C + + in a Symbian OS environment. 

If you are a programmer who needs to know how to write 
applications to send SMS messages, this book will show you how. 

1 Livingston, B., " The next Windows", Info World, 24:1 (2002), 30. 



xiv PREFACE

If you need to use to access Internet services this book will

show you how If you want to add infrared or Bluetooth capability

to an application to exchange data with other devices this book

will show you how

The Structure of This Book

This book is organized in three sections

Section The Basics of Symbian OS Communications

The first section introduces how communications work on Sym
bian Os

Chapter introduces the reader to Symbian OS its structure its

history and its implementation on various reference designs It also

gives an overview of the book

Chapter focuses on symbian OS communications and intro

duces the Symbian OS communication architecture The chapter

looks at communications in two ways transport and content The

technologies in each of these areas is discussed and related to sup

port by the operating system This chapter also discusses techniques

used by Symbian OS to implement these technologies

Chapter looks at the system components that make up the

infrastructure supporting communications The designers of Sym
bian OS have developed several layered models to address the

various aspects of communication and each is examined by this

chapter

Chapters and examine the support Symbian OS gives to

transport and content technologies In these chapters we get into

details about the technologies and discover what is necessary to

support them

Chapter concludes this introductory section by examining

issues of security that surround communications Threats are exam
ined from Symbian device perspective and the security measures

necessary to guard data are introduced

Section Programming using Symbian OS Communications

This section gets into the meat of writing applications that use the

structure we presented in the previous section

Chapter introduces the programming environment that is used

to develop Symbian OS applications We present the traditional

Hello World application here We also present an example
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If you need to use C ++to access Internet services, this book will 
show you how. If you want to add infrared or Bluetooth capability 
to an application to exchange data with other devices, this book 
will show you how. 

The Structure of This Book 

This book is organized in three sections. 

Section 1 : The Basics of Symbian OS Communications 

The first section introduces how communications work on Sym­
bian OS. 

Chapter 1 introduces the reader to Symbian OS: its structure, its 
history, and its implementation on various reference designs. It also 
gives an overview of the book. 

Chapter 2 focuses on Symbian OS communications and intro­
duces the Symbian OS communication architecture. The chapter 
looks at communications in two ways: transport and content. The 
technologies in each of these areas is discussed and related to sup­
port by the operating system. This chapter also discusses techniques 
used by Symbian OS to implement these technologies. 

Chapter 3 looks at the system components that make up the 
infrastructure supporting communications. The designers of Sym­
bian OS have developed several layered models to address the 
various aspects of communication and each is examined by th is 
chapter. 

Chapters 4 and 5 examine the support Symbian OS gives to 
transport and content technologies. In these chapters, we get into 
details about the technologies and discover what is necessary to 
support them. 

Chapter 6 concludes this introductory section by examining 
issues of security that surround communications. Threats are exam­
ined from a Symbian device perspective and the security measures 
necessary to guard data are introduced. 

• Section 2: Programming using Symbian OS Communications 

This section gets into the meat of writing applications that use the 
structure we presented in the previous section. 

Chapter 7 introduces the programming environment that is used 
to develop Symbian OS applications. We present the traditional 
11Hello World!" application here. We also present an example 
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called TodoX that will be used in much of the rest of the section

This example application exchanges to-do list items between

devices

Chapter covers the programming interface that is used to work

with the serial port Serial communication is probably the most

familiar to programmers and is good place to introduce the

Symbian OS APIs In this chapter we introduce some important

programming patterns that emerge as we work with communications

devices We also cover the concept of an active object special

parallel thread of execution that deals with communications

Chapter is rather short chapter dealing with serial communi
cations over the infrared port Its brevity is important it emphasizes
how little an application needs to be altered to move applications

between use of the serial port and the infrared port

Chapter covers sockets concept that is used by Symbian
OS on almost all non-serial communication We go into much
detail about socket properties and how programmer would use

the socket API This chapter also covers the host resolver an object

that is used to discover properties of remote devices

Chapter 11 revisits infrared communication using the socket

concept There are many ways to use the infrared port and most

are implemented using sockets This chapter examines these new

uses for the infrared port and serves as the first real example of

socket use

Chapter 12 examines the TCP/IP suite of network protocols We
start by reviewing TCP/IP and by examining the Symbian OS network

manager Then using the patterns developed in previous chapters

we examine the many aspects of programming using TCP/IP The

chapter concludes with two examples one that implements fetching

Web pages from Web servers and one that implements Network

Time Protocol client

Chapter 13 is devoted to programming using Bluetooth The

Bluetooth model is discussed and much space is given to how

Symbian OS implements device and service discovery Symbian OS

uses sockets to communicate over Bluetooth and this use of sockets

is covered The chapter concludes with new example sending

instant messages over Bluetooth

Chapter 14 provides bridge between transport and content

and covers telephony Telephony provides strong evidence of how

seriously Symbian OS takes the convergence of computing and

communications Telephony itself is introduced and the Symbian

OS programming model is discussed The chapter discusses

each of the ETel components and their APIs
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called "TodoX" that will be used in much of the rest of the section. 
This example application exchanges to-do list items between 
devices. 

Chapter 8 covers the programming interface that is used to work 
with the serial port. Serial communication is probably the most 
familiar to programmers and is a good place to introduce the 
Symbian OS APls. In this chapter, we introduce some important 
programming patterns that emerge as we work with communications 
devices. We also cover the concept of an active object, a special 
parallel, thread of execution that deals with communications. 

Chapter 9 is a rather short chapter dealing with serial communi­
cations over the infrared port. Its brevity is important: it emphasizes 
how little an application needs to be altered to move applications 
between use of the serial port and the infrared port. 

Chapter 10 covers sockets, a concept that is used by Symbian 
OS on almost all non-serial communication. We go into much 
detail about socket properties and how a programmer would use 
the socket API. This chapter also covers the host resolver, an object 
that is used to discover properties of remote devices. 

Chapter 11 revisits infrared communication using the socket 
concept. There are many ways to use the infrared port, and most 
are implemented using sockets. This chapter examines these new 
uses for the infrared port and serves as the first real example of 
socket use. 

Chapter 12 examines the TCP/IP suite of network protocols. We 
start by reviewing TCP/IP and by examining the Symbian OS network 
manager. Then, using the patterns developed in previous chapters, 
we examine the many aspects of programming using TCP/IP. The 

. . 

chapter concludes with two examples: one that implements fetching 
Web pages from Web servers and one that implements a Network 
Time Protocol client. 

Chapter 13 is devoted to programming using Bluetooth. The 
Bluetooth model is discussed and much space is given to how 
Symbian OS implements device and service discovery. Symbian OS 
uses sockets to communicate over Bluetooth, and this use of sockets 
is covered. The chapter concludes with a new example: sending 
instant messages over Bluetooth. 

Chapter 14 provides a bridge between transport and content 
and covers telephony. Telephony provides strong evidence of how 
seriously _ Symbian OS takes the convergence of computing and 
communications. Telephony itself is introduced and the Symbian 
OS ETel programming model is discussed. The chapter discusses 
each of the ETel components and their APls. 
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Chapter switches from transport to content technologies and

covers the Symbian OS support for messaging Messaging is crucial

component in the functioning of communicators and smartphones

The Symbian 05 model for messages is covered in detail as is the

API for using this model The idea of send-as messaging which

is an easy way to send any kind of message is also covered

Chapter is devoted to the browsable content of HTML and

WAR The chapter covers the support given by the Symbian OS to

HTML and its transport protocol HTTP It covers in detail the layers

in the WAP stack and how Symbian OS addresses them

Section Misceflaneous Topks

This section covers areas that are usefulbut not crucialto

communications programming

Chapter provides an overview of synchronization issues with

Symbian OS It discusses general issues and then focuses on two

implementations of synchronization Psion Link Protocol is dis

cussed in detail and SyncML is introduced

Chapter 18 covers the way applications move data into and out

of the communicatio.ns database This database is used by Symbian

OS to provide onvoiati le storage tor comr aunications parameters

that would he used by more than single appiication The usage of

the database and the API to access it are covered in detail

Chapter 19 gives look to the future and the technologies that will

he addressed by Symbian OS in upcoming versions Technologies

like Multimedia Message Service and GPRS are coming soon other

technologies like networking are bit farther away These future

technologies are overviewed

xvi PREFACE 

Chapter 15 switches from transport to content technologies and 
covers the Symbian OS support for messaging. Messaging is a crucial 
component in the functioning of communicators and smartphones. 
The Symbian OS model for messages is covered in detai l, as is the 
API for using this model. The idea of "send-as messaging" , which 
is an easy way to send any kind of message, is also covered. 

Chapter 16 is devoted to the " browsable" content of HTM L and 
WAP. The chapter covers the support given by the Symbian OS to 
HTML and its transport protocol HTTP. It covers in detai l the layers 
in the WAP stack and how Symbian OS addresses them. 

Section 3: M iscellaneous Topics 

This section covers areas that are useful-but not crucial-to 
communications programmi ng. 

Chapter 17 provides an overview of synchronization issues w ith 
Symbian OS. It discusses general issues, and then focuses on two 
implementations of synchronization. Psion Link Protocol is dis­
cussed in detail and SyncML is introduced. 

Chapter ·13 covers the way applications move data into and out 
of the communications database. This database is used by Symbian 
OS to provide nonvolati le storage for communications parameters 
that would be used by more than a single application. The usage of 
the database and the AP! to access it are covered in detai l. 

Chapter 19 gives a look to the future and the technologies that w ill 
be addressed by Symbian OS in upcoming versions. Technologies 
like Multimedia Message Service and GPRS are coming soon; other 
technologies like 3G networking are a bit farther away. These future 
technologies are overviewed. 
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David Wood, EVP, Partnering Evangelism & Research, Symbian 

We live in times of tumult and change. In the midst of this excite­
ment, two strong trends are clear. First, software is spreading more 
widely and more deepl y into al l aspects of society. Second, com­
munication is becoming pervasive: more objects and gadgets talk 
to each other al I the time, in ever-richer ways. 

These two trends collide in the phenomenon of the mobile phone. 
The next generation of mobile phones uses incredibly sophisticated 
software to make it easy for their human owners to keep in touch, 
exchanging voice messages, text messages, pictures, email, and 
much more besides. These phones also constantly jump in and 
out of networks, with other phones and larger computers. As a 
result, they act as connected gaming devices, wicked entertainment 
devices, precocious pagers, personal and community organ izers, 
mobile information portals, and as 'rich clients' for the forthcoming 
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waves of advanced data services and other compelling add-on

software

The software that lies at the heart of these new phones is

Symbian OS Endorsed by giants of the telecommunications indus

tryFujitsu Kenwood Motorola Nokia Panasonic Psion Sanyo
Siemens and SonyEricssonSymbian OS enables dramatic leap

in the power and utility of mobile phones Symbian OS is neither

cut-down desktop/server OS nor an extended embedded OS but

one-of-a-kind mobile operating system Like all disruptive tech

nologies it has challenging learning curve Thankfully it also has

flourishing community of software developers and trainers ready

to help fellow travelers along this curvesharing Symbians motto

of co-operate before competing

Symbian OS Communications Programming is timely addition

to the growing library of books about developing for Symbian

OS Dr Michael upping brings most welcome new perspective

carefully explaining how Symbian OS deals with communications

of all sorts commend this book to you as fascinating read to

help you towards creating your share of the huge market around

Symbian OS phones
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The software that I ies at the heart of these new phones is 
Symbian OS. Endorsed by giants of the telecommunications indus­
try-Fujitsu, Kenwood, Motorola, Nokia, Panasonic, Psion, Sanyo, 
Siemens and SonyEricsson-Symbian OS enables a dramatic leap 
in the power and utility of mobile phones. Symbian OS is neither 
a cut-down desktop/server OS nor an extended embedded OS, but 
a one-of-a-kind mobile operating system. Like all disruptive tech­
nologies, it has a challenging learning curve. Thankfully, it also has 
a flourishing community of software developers and trainers ready 
to help fellow travelers along this curve-sharing Symbian's motto 
of 'co-operate before competing'. 

Symbian OS Communications Programming is a timely addition 
to the growing library of books about developing for Symbian 
OS. Dr. Michael Jipping brings a most welcome new perspective, 
carefully explaining how Symbian OS deals with communications 
of all sorts. I commend this book to you as a fascinating read, to 
help you towards creating your share of the huge market around 
Symbian OS phones. 
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Introduction

On February 14 946 group of scientists and engineers activated

the worlds first general-purpose computer The Electronic Numeri

cal Integrator and ComputerENIACwas huge computer that

took up the equivalent of small office building It was built in 30

separate units and used 15000 square feet of floor space to house

7480 vacuum tubes and 1500 relays At weight of 30 tons it

consumed 140 kilowatts of power Its sole purpose was to com
pute tables of numbers in its day it served crucial purpose by

producing trajectory computations for field artillery faster and more

precisely than humans could produce the same computations It

could actually compute 5000 additions per second

Today computers have evolved from 30-ton behemoths into

much smaller machines that can do far more than simple number

crunching Handheld devices and mobile phones are at the lead

ing edge of this evolution With these devices we are seeing the

convergence of communication computing and mobility

Nokia 9210 Communicator is good example of this conver

gence This handheld device combines an ARM processor with

32 MB of memory and digital GSM 900/1 800/1 900 MHz commu
nication capabilities in slim mobile phone size It can execute

over 220 million instructions per second help manage your per
sonal life let you make mobile telephone calls and show videos on

screen that can handle over 32000 colors It harnesses the power
of desktop workstation and can fit into your pocket

The Nokia 9210 is not only good example of the advanced capa
bilities that modern computers have but it is also good example

of the multiple purposes for which such computers are built While

the first computers were designed with one purposeto calculate

numbers quickly and preciselytodays devices have many pur

poses They entertain by playing music or games They manage
information by storing files and displaying data They schedule your
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On February 14, 1946, a group of scientists and engineers activated 
the world's first general-purpose computer. The Electronic Numeri­
cal Integrator and Computer-ENIAC-was a huge computer that 
took up the equivalent of a small office building. It was built in 30 
separate units and used 15,000 square feet of floor space to house 
17,480 vacuum tubes and 1,500 relays. At a weight of 30 tons, it 
consumed 140 kilowatts of power. Its sole purpose was to com­
pute tables of numbers; in its day, it served a crucial purpose by 
producing trajectory computations for field artillery faster and more 
precisely than humans could produce the same computations. It 
could actually compute 5000 additions per second. 

Today, computers have evolved from 30-ton behemoths into 
much smaller machines that can do far more than simple number 
crunching. Handheld devices and mobile phones are at the lead­
ing edge of this evolution. With these devices we are seeing the 
convergence of communication, computing and mobility. 

A Nokia 9210 Communicator is a good example of this conver­
gence. This handheld device combines an ARM 9 processor with 
32 MB of memory and digital GSM (900/1800/1900 MHz) commu­
nication capabilities in a slim mobile phone size. It can execute 
over 220 million instructions per second, help manage your per­
sonal life, let you make mobile telephone calls, and show videos on 
a screen that can handle over 32,000 colors. It harnesses the power 
of a desktop workstation and can fit into your pocket. 

The Nokia 9210 is not only a good example of the advanced capa­
bilities that modern computers have, but it is also a good example 
of the multiple purposes for which such computers are built. While 
the first computers were designed with one purpose-to calculate 
numbers quickly and precisely-today's devices have many pur­
poses. They entertain by playing music or games. They manage 
information by storing files and displaying data. They schedule your 
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day and remind you of appointments They communicate with each

other and the outside world

In fact as computers and their operating systems continue to

grow and develop the convergence of this computing power with

the ability to communicate becomes an important element that

lies at the core of what computing device does Along with

other facets of computing such as processor speed and display

capability communication capability is deciding factor for many

people determining what computer they buy and use Some current

technologies that are key to computer use are messagingvia email

or faxingand browsing the World Wide Web
In the future communications will become even more important

This means device-to-device communication the ability to use the

Internet making phone calls sending all kinds of messagesemail

fax or SMS short message serviceand browsing the World Wide

Web The future will bring easy access to information that is stored

anywhere in the world using the Internet as storage facility Future

communications will feature mobile wireless connections as well

as conventional wired access and will connect people to each

other by way of the devices they carry

The focus of this book is communicationspecifically on com
munication using handheld devices More to the point this book

presents an operational and programming view of communications

on handheld devices using Symbian OS We present Symbian OS

in this book and how it can be used to harness the communication

power of handheld machines We will explore the concepts that

drive the way Symbian OS implements communication We will

spend large part of the book examining the interfaces that are used

to program communication facilities

This chapter is an introduction to the book We will look closely

at Symbian OS and at its history we will examine how Symbian OS

is applied to various handheld device designs and we will conclude

with an overview of the rest of the book

1.1 Introducing Symbian OS

Symbian OS is system combination of several different elements

that can be applied to several different designs of computing devices

There are six elements that combine to make up Symbian OS

the core operating system commonly called kernel

collection of middleware for system services

set of resource managers called application engines
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other and the outside world. 

In fact, as computers and their operating systems continue to 
grow and develop, the convergence of this computing power with 
the ability to communicate becomes an important element that 
lies at the core of what a computing device does. Along with 
other facets of computing (such as processor speed and display 
capability), communication capability is a deciding factor for many 
people, determining what computer they buy and use. Some current 
technologies that are key to computer use are messaging-via email 
or faxing-and browsing the World Wide Web. 

In the future, communications will become even more important. 
This means device-to-device communication, the ability to use the 
Internet, making phone calls, sending all kinds of messages-email, 
fax, or SMS (short message service)-and browsing the World Wide 
Web. The future will bring easy access to information that is stored 
anywhere in the world, using the Internet as a storage facility. Future 
communications will feature mobile, wireless connections as well 
as conventional wired access, and will connect people to each 
other by way of the devices they carry. 

The focus of this book is communication-specifically, on com­
munication using handheld devices. More to the point, this book 
presents an operational and programming view of communications 
on handheld devices using Symbian OS. We present Symbian OS 
in this book and how it can be used to harness the communication 
power of handheld machines. We will explore the concepts that 
drive the way Symbian OS implements communication. We will 
spend a large part of the book examining the interfaces that are used 
to program communication facilities. 

This chapter 1s an introduction to the book. We will look closely 
at Symbian OS and at its history; we will examine how Symbian OS 
is applied to various handheld device designs; and we will conclude 
with an overview of the rest of the book. 

1.1 Introducing Symbian OS 

Symbian OS is a system: a combination of several different elements 
that can be applied to several different designs of computing devices. 
There are six elements that combine to make up Symbian OS: 

• the core operating system, commonly called a kernel 

• a collection of middleware for system services 

• a set of resource managers, called application engines 
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framework for designing user interfaces

methods for synchronization with other machines

aJava virtual machine implementation

These elements combine to produce software made to control

devices from handheld computers to mobile phones We will

overview each element on its own

Web Sites to Check Out

You can do lot of research tor yourself at Symbians Web
site There are many white papers on Symbian OS and large

number of practical examples to introduce developers to the

Symbian community The URL is http//www.symbian.com
The Symbian Developer Network is Syrnbians developer

organization This site supports developers of software ior Syrn
hian OS it has Symbian OS software development kits hosts

forums for questions and answers and contains patches and

examples of software designs You will find Symbian DevNet at

http//www.symbian.com/developer
Both of these sites provide growing library of excellent

reference material as you develop software for Symbian OS

1.1 The Symbian OS Kernel

The heart of Symbian OS is the core operating system collection

of device drivers data tables and programs that allows the user

to work with computers hardware This is the common core of

Symbian OS present in all Symbian OS devices

Symbian OS is kernel-based operating system There is one

program that runs at all times and manages the services that are

provided to the user This program and its data tablescollectively

called the kernelneed to be small and efficient Only the elements

of computer operation that need constant attention are placed in

the kernel other functions are moved out to middleware elements

or applications This design makes the kernel very compact and

makes the architecture and operation of Symbian OS very modular

From its beginnings when it was known as the EPOC operat

ing system Symbian OS has had an object-oriented design and

an efficient tight structure It is 32-bit operating system that

supports multitasking and multithreading Its modular structure sup

ports and encourages wide variety of communication components
and supports the ability to add to and extend core communication

INTRODUCING SYMBIAN OS 

• a framework for designing user interfaces 

• methods for synchronization with other machines 

• • aJava virtual machine implementation. 
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These elements combine to produce software made to control 
devices from handheld computers to mobile phones. We will 
overview each element on its own. 

1 .1.1 The Symbian OS Kernel 

The heart of Symbian OS is the core operating system: a collection 
of device drivers, data tables, and programs that allows the user 
to work with a computer's hardware. This is the common core of 
Symbian OS, present in all Symbian OS devices. 

Symbian OS is a kernel-based operating system. There is one 
program that runs at all times and manages the services that are 
provided to the user. This program and its data tables-collectively 
called the kernel-need to be small and efficient. Only the elements 
of computer operation that need constant attention are placed in 
the kernel; other functions are moved out to middleware elements 
or applications. This design makes the kernel very compact and 
makes the architecture and operation of Symbian OS very modular. 

From its beginnings, when it was known as the EPOC operat­
ing system, Symbian OS has had an object-oriented design and 
an efficient, tight structure. It is a 32-bit operating system that 
supports multitasking and multithreading. Its modular structure sup­
ports and encourages a wide variety of communication components 
and supports the ability to add to and extend core communication 
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elements to adapt to new devices and methods The communica

tions architecture derives great benefits from this modular design

as we will see

Symbian OS has seen several releases The most recent is Sym
bian OS version 7.0 New devices such as the Nokia 7650 are

using this version to support new technology such as GPRS and

Bluetooth

1.1.2 Middleware

The term middleware refers to the collection of elements libraries

data storage and programsthat implement system services but

do not need to be in the kernel In Symbian 05 this includes imple

mentations of services such as data management communications

and graphics As an example of middleware consider the window

system in Symbian OS The window system forms an essential part

of how user interacts with the computer but management of

windows and stylus taps is not essential enough to be built into the

kernel By contrast management of the display device itself i.e
the server is in the kernel The transformation of display device

into set of windows is left to middleware

Symbian OS uses servers to implement middleware The idea it

uses is that server can manage particular service by accepting

requests from many different sourcesor clientsand coordinat

ing access and implementation by its response to those requests

To follow our example the window system is not built into the

Symbian OS kernel but rather implemented by window server

that receives requests from applications and manages the display

These servers lie in the middle area between the kernel and the

userhence the name middlewareand they contribute to the

modular design of Symbian OS By creating new layer for mid
dleware Symbian OS designers made it easy to design new system

services and to upgrade existing services without rewriting the core

of the operating system
Middleware servers exist for many system services including

the window system network communication serial and infrared

implementations multimedia management and database imple

mentation

1.1.3 Application Engines

User level applications on symbian OS also benefit from the kind

of coordination that middleware provides Coordination of access

to non-essential resources is done through application engines
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Symbian OS has seen several releases. The most recent is Sym­
bian OS version 7.0. New devices, such as the Nokia 7650, are 
using this version to support new technology such as GPRS and 
Bluetooth. 

1 .1 .2 Middleware 

The term middleware refers to the collection of elements-libraries, 
data storage, and programs-that implement system services, but 
do not need to be in the kernel. In Symbian OS, this includes imple­
mentations of services such as data management, communications, 
and graphics. As an example of middleware, consider the window 
system in Symbian OS. The window system forms an essential part 
of how a user interacts with the computer, but management of 
windows and stylus taps is not essential enough to be built into the 
kernel. By contrast, management of the display device itself (i.e., 
the server) is in the kernel. The transformation of a display device 
into a set of windows is left to middleware. 

Symbian OS uses servers to implement middleware. The idea it 
uses is that a server can manage a particular service by accepting 
requests from many different sources- or clients-and coordinat­
ing access and implementation by its response to those requests. 
To follow our example, the window system is not built into the 
Symbian OS kernel, but rather implemented by a window server 
that receives requests from applications and manages the display. 
These servers lie in the middle area between the kernel and the 
user--hence the name middleware- and they contribute to the 
modular design of Symbian OS. By creating a new layer for mid­
dleware, Symbian OS designers made it easy to design new system 
services and to upgrade existing services without rewriting the core 
of the operating system. 

Middleware servers exist for many system services, including 
the window system, network communication, serial and infrared 
implementations, multimedia management and database imple­
mentation. 

1.1.3 Application Engines 

User level applications on Symbian OS also benefit from the kind 
of coordination that middleware provides. Coordination of access 
to non-essential resources is done through application engines. 



iNTRODUCING SYMBIAN Os

These form single access points for user level applications as they

access resources Having single object that coordinates access to

an Agenda database for example saves memory and processing
time by channeling all manipulation of that database through one

implementation
Like middleware application engines typically take the form of

servers The difference however comes from the area being man
aged Application engines manage application data and services

not system-oriented data and services For example while Agenda
data is certainly crucial to user for managing her schedule or to-do

lists it is not crucial to the management of the computer In fact

it is likely that application engines will themselves interact with

middleware servers

The application engines included in the Symbian OS core are

the Agenda engine

the Contacts engine

the Sheet engine

the Alarm server and World Time engine

the Spell engine

the Help engine

1.1.4 User interface Framework

Since computers that run Symbian OS are typically small handheld

devices that are specifically oriented toward users the user interface

is extremely important It is important that this interface be easy to

use easy to change and easy to program In addition there are

several different device designs that are meant to run the Symbian

OS so this user interface must be adaptable In the face of these

constraints the Symbian OS designers chose to include framework

on which to build user interfaces as part of the core operating system

By choosing to include graphical user interface framework

rather than one specific graphical user interface the designers of

Symbian OS laid foundation upon which many different user

interfaces can be built In the current version of Symbian OS there

are two user interfaces that build on the GUI framework These

interfaces use common GUI components such as controls and

dialogs but the specific look-and-feel of these components is left in

the hands of the mobile device manufacturer licensing the Symbian
OS so that they control each specific device implementation

Currently the core GUI components are Uikon and Standard

Eikon The core libraries of Uikon contain elements that are largely
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These form single access points for user level applications as they 
access resources. Having a single object that coordinates access to 
an Agenda database, for example, saves memory and processing 
time by channeling all manipulation of that database through one 
implementation. 

Like middleware, application engines typically take the form of 
servers. The difference, however, comes from the area being man­
aged. Application engines manage application data and services, 
not system-oriented data and services. For example, while Agenda 
data is certainly crucial to a user for managing her schedule or to-do 
lists, it is not crucial to the management of the computer. In fact, 
it is likely that application engines will themselves interact with 
middleware servers. 

The application engines included in the Symbian OS core are: 

• the Agenda engine 

• the Contacts engine 

• the Sheet engine 

• the Alarm server and World Time engine 
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1.1.4 User Interface Framework 

Since computers that run Symbian OS are typically small handheld 
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on which to build user interfaces as part of the core operating system. 
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rather than one specific graphical user interface, the designers of 
Symbian OS laid a foundation upon which many different user 
interfaces can be bui It. In the current version of Symbian OS, there 
are two user interfaces that build on the GUI framework. These 
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OS so that they control each specific device implementation . 

Currently, the core GUI components are Uikon and Standard 
Eikon. The core libraries of Uikon contain elements that are largely 
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common across all reference designs Standard Eikon contains

starting-point code for modules that occur in most reference designs
but whose functionality typically needs to be altered control

factory element allows the GUI framework to be extended The

intent of this type of structure is to allow the drawing of core and

additional controls in such way that device manufacturer can

change the appearance of the GUI component without affecting the

drawing code in individual controls

1.1.5 Synchronization Technology

In addition to the core technology of Symbian OS the platform also

includes ways to synchronize data with other computers This type

of technology has been the subject of industry-wide cooperation

and standards development and Symbian has integrated these devel

opments into the Symbian OS On Symbian OS synchronization is

implemented in three discrete parts

The connection manager is user-initiated process that runs

on Symbian OS Device and detects when another computer

wants to connect It starts synchronization connection when

such an attempt is detected

Connectivity servers implement the various functions of syn
chronization session simple file browsing file synchronization

backup or restoration

File converters transfer data between formats specific to certain

applications These converters are minimal on the Symbian OS

side of the connection most conversion will probably happen

on the connecting computer However converters do exist to

convert rich text format to HTML and some office-type Symbian

OS applications to their Windows counterparts

Synchronizing is done via conversation between the connec

tivity servers on two computers That conversation takes place via

specific protocol or language Historically on machines based on

Symbian OS that protocol has been Psion Link Protocol PLP This

proprietary protocol was invented by Psion Computers and requires

special interface on PC which is supplied by Symbian Symbian

OS also uses more recently developed and more widely adopted

protocol called SyncML This protocol was developed in 1999 as

standard for handheld machine synchronization

1.1.6 Java Virtual Machine Implementation

Symbian OS includes full Java implementation within what is

called the J2ME framework The Java Micro Edition framework
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• The connection manager is a user-initiated process that runs 
on a Symbian OS Device and detects when another computer 
wants to connect. It starts a synchronization connection when 
such an attempt is detected. 

• Connectivity servers implement the various functions of a syn­
chronization session: simple file browsing, file synchronization, 
backup, or restoration. 

• File converters transfer data between formats specific to certain 
applications. These converters are minimal on the Symbian OS 
side of the connection; most conversion will probably happen 
on the connecting computer. However, converiers do exist to 
convert rich text format to HTML and some office-type Symbian 
OS applications to their Windows counterparts. 

Synchronizing is done via a "conversation" between the connec­
tivity servers on two computers. That conversation takes place via a 
specific protocol or language. Historically, on machines based on 
Symbian OS, that protocol has been Psion Link Protocol (PLP). This 
proprietary protocol was invented by Psion Computers and requires 
a special interface on a PC, which is supplied by Symbian. Symbian 
OS also uses a more recently developed, and more widely adopted, 
protocol called SyncML. This protocol was developed in 1999 as a 
standard for handheld machine synchronization. 

1.1.6 Java Virtual Machine Implementation 

Symbian OS includes a full Java implementation within what is 
called the "J2ME" framework. The Java 2 Micro Edition framework 
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is an implementation of the Java Virtual Machine JVM as specified

by Sun Microsystems for small handheld devices While this JVM
lacks some services and interfaces of the Java Standard Edition

it does include some Java technologies that are tailored specifi

cally for devices that adhere to the Micro Edition specification

Among these are JavaPhone implementation and an extensive

Personaljava implementation Coverage of this part of Symbian OS
is beyond the scope of this book and the reader is referred to

the many published works of Sun Microsystems the Java Commu
nity and Symbian to look into this part of the Symbian platform

further

Further Reading on Java

We will not he covering Java in this hook If you want to know

more about programming in Java on Symbian OS would refer

you to book by Jonathan AWn called Wireless Java for Symbian

Devices published by Symbian Press through Wiley It provides

great reference to using Java on the Symbian platform You can
find out more details at http//www.symbian.com/books

1.2 Symbian OS History

The heritage of Symbian OS begins with some of the first handheld

devices The operating system began its existence in 1988 as SIBO
an acronym for sixteen bit organizer SIBO ran on computers

developed by Psion Computers which developed the operating

system to run on small-footprint devices The first computer to

use SIBO the MC laptop machine died when it was barely out

of the gate but several successful computer models followed the

MC In 1991 Psion produced the Series small computer with

half VGA size screen that could fit into pocket The Series

was followed by the Series 3c in 1996 with additional infrared

capability the Sienna in 1996 which used smaller screen and

had more of an organizer feel and the Series 3mx in 1998 with

faster processor Each of these SIBO machines was great success

primarily for three reasons SIBO had good power management
included light and effective applications and interoperated easily

with other computers including PCs and other handheld devices

SIBO was also accessible by developers programming was based

in had an object-oriented design and employed application

engines signature part of Symbian OS development This engine

approach was powerful feature of SIBO it made it possible to
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lacks some services and interfaces of the Java 2 Standard Edition, 
it does include some Java technologies that are tailored specifi­
cally for devices that adhere to the Micro Edition specification. 
Among these are a JavaPhone implementation and an extensive 
Personaljava implementation. Coverage of this part of Symbian OS 
is beyond the scope of this book, and the reader is referred to 
the many published works of Sun Microsystems, the Java Commu­
nity, and Symbian to look into this part of the Symbian platform 
further. 

1.2 Symbian OS History 

The heritage of Symbian OS begins with some of the first handheld 
devices. The operating system began its existence in 1988 as SIBO, 
an acronym for "sixteen bit organizer" . SIBO ran on computers 
developed by Psion Computers, which developed the operating 
system to run on small-footprint devices. The first computer to 
use SIBO, the MC laptop machine, died when it was barely out 
of the gate, but several successful computer models followed the 
MC. In 1991, Psion produced the Series 3: a small computer with 
a half VGA size screen that could fit into a pocket. The Series 3 
was followed by the Series 3c in 1996, with additional infrared 
capability; the Sienna in 1996, which used a smaller screen and 
had more of an "organizer" feel; and the Series 3mx in 1998, with a 
faster processor. Each of these SIBO machines was a great success, 
primarily for three reasons: SIBO had good power management, 
included light and effective applications, and interoperated easily 
with other computers, including PCs and other handheld devices. 
SIBO was also accessible by developers: programming was based 
in C, had an object-oriented design, and employed application 
engines, a signature part of Symbian OS development. This engine 
approach was a powerful feature of SIBO; it made it possible to 
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standardize an API and to abstract formats away from the application

programmer
In the mid-i990s Psion started work on new operating system

This was to be 32-bit system that supported pointing devices on

touch screen used multimedia was more communication-rich

was more object-oriented and was portable to different archi

tectures and device designs The result of Psions effort was the

introduction of EPOC Release Psion built on its experience with

SIBO and produced completely new operating system It started

with many of the foundational features that set SIBO apart and built

up from there

EPOC was programmed in and was designed to be object-

oriented from the ground up It used the engine approach pioneered

by SIBO and expanded this design idea into series of servers that

coordinated access to system services and peripheral devices EPOC

expanded the communication possibilities opened up the OS to

multimedia introduced new platforms for interface items like touch

screens and generalized the hardware interface EPOC was further

developed into two more releases EPOC Release ER3 and EPOC

Release ER5 These ran on new platforms like the Psion Series

and Series computers
As EPOC was being developed Psion was also looking to

emphasize the ways that its operating system could be adapted

to other hardware platforms From mobile phones to Internet

appliances many devices could work well with EPOC The most

exciting opportunities were in the mobile phone business where

manufacturers were already searching for new advanced exten

sible and standard operating system for the next generation of

devices To take advantage of these opportunities Psion and

the leaders in the mobile phone industryfor example Nokia

Ericsson Motorola and Matsushita Panasonicformed joint

venture called Symbian which was to take ownership of and

further develop the EPOC operating system core now called Sym
bian OS

Symbian OS was explicitly targeted to several different gen
eralized platforms It was flexible enough to meet the industrys

requirements for developing variety of advanced mobile devices

and phones while allowing manufacturers the opportunity to dif

ferentiate their products It was also decided that Symbian OS

would actively adopt current state-of-the-art key technologies as

they became available This decision reinforced the design choices

of object-orientation and client-server architecture
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standardize an API and to abstract formats away from the application 
programmer. 

In the mid-1990s, Psion started work on a new operating system. 

This was to be a 32-bit system that supported pointing devices on 

a touch screen, used multimedia, was more communication-rich, 
was more object-oriented, and was portable to different archi­

tectures and device designs. The result of Psion's effort was the 

introduction of EPOC Release 1. Psion built on its experience with 

SIBO and produced a completely new operating system. It started 
with many of the foundational features that set SIBO apart and built 

up from there. 
EPOC was programmed inc++ and was designed to be object­

oriented from the ground up. It used the engine approach pioneered 
by SIBO and expanded this design idea into a series of servers that 

coordinated access to system services and peripheral devices. EPOC 

expanded the communication possibilities, opened up the OS to 
multimedia, introduced new platforms for interface items like touch 
screens, and generalized the hardware interface. EPOC was further 

developed into two more releases: EPOC Release 3 (ER3) and EPOC 

Release 5 (ERS). These ran on new platforms like the Psion Series 5 
and Series 7 computers. 

As EPOC was being developed, Psion was also looking to 

emphasize the ways that its operating system could be adapted 

to other hardware platforms. From mobile phones to Internet 

appliances, many devices could work well with EPOC. The most 
exciting opportunities were in the mobile phone business, where 

manufacturers were already searching for a new, advanced, exten­

sible and standard operating system for the next generation of 
devices. To take advantage of these opportunities, Psion and 

the leaders in the mobile phone industry-for example, Nokia, 
Ericsson, Motorola, and Matsushita (Panasonic)- formed a joint 

venture, called Symbian, which was to take ownership of and 
further develop the EPOC operating system core, now called Sym­
bian OS. 

Symbian OS was explicitly targeted to several different gen­

eralized platforms. It was flexible enough to meet the industry's 
requirements for developing a variety of advanced mobile devices 

and phones, while allowing manufacturers the opportunity to dif­

ferentiate their products. It was also decided that Symbian OS 

would actively adopt current, state-of-the-art key technologies as 
they became available. This decision reinforced the design choices 
of object-orientation and a client-server architecture. 
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1.3 Symbian OS Reference Designs

Symbian OS is intended for range of devices To assist in the design
of devices that can use the capabilities of Symbian OS Symbian
has developed series of reference designs for mobie devices and

phones

Keyboard-based mobile phones are device designs that are gen
erally referred to as communicatorsinformation devices with

communication capabilities This design most closely resembles the

historical line of devices that have used EPOC and Symbian OS It

is design that reinforces the state of the art half VGA color screen

with keyboard and rich application suite derived from previous

implementations Figure .1 shows Symbian concept device and

Figure 1.2 shows Nokia 9210 Both devices feature keyboard

navigation 6-bit color screens sound and rich communication

suite As an example of design customization the generic concept
device specifies touch screen interface while the Nokia 9210 does

not use touch screen at all Instead it implements user interaction

through buttons on the right of the display screen

Single-handed use mobile phones are devices that are typically

designed with advanced data capabilities These are categorized as

Figure 1.1 Symbian concept Communicator design

Figure 1.2 The Nokia 9210 communicator
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1.3 Symbian OS Reference Designs 

Symbian OS is intended for a range of devices. To assist in the design 
of devices that can use the capabilities of Symbian OS, Symbian 
has developed a series of reference designs for mobile devices and 
phones. 

Keyboard-based mobile phones are device designs that are gen­
erall,y referred to as communicators-information devices with 
communication capabilities. This design most closely resembles the 
historical line of devices that have used EPOC and Symbian OS. It 
is a design that reinforces the state of the art half VGA color screen 
with a keyboard and a rich application suite derived from previous 
implementations. Figure 1.1 shows a Symbian concept device and 
Figure 1.2 shows a Nokia 9210. Both devices feature keyboard 
navigation, 16-bit color screens, sound, and a rich communication 
suite. As an example of design customization, the generic concept 
device specifies a touch screen interface while the Nokia 9210 does 
not use a touch screen at all. Instead, it implements user interaction 
through buttons on the right of the display screen. 

Single-handed use mobile phones are devices that are typically 
designed with advanced data capabi I ities. These are categorized as 

Figure 1.1 A Symbian concept communicator design. 

Figure 1.2 The Nokia 921 0 communicator. 
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smartphonescommunication devices with information capabili

ties This design puts browsing content messaging and access to

entertainment in the forefront and other information management
as secondary goal Symbian concept device for smartphone is

shown in Figure 13 and Nokia smartphonethe 7650 phoneis
shown in Figure .4 Each design includes the integration of color

touch-screen with communications device These devices can

function as mobile telephones or wireless network nodes The Nokia

7650 includes technologies like GPRS Bluetooth connectivity and

digital imaging via digital camera
Pen-based mobile phones are communicators without key

board They have tablet-style form factor that allows additional

data inputs such as large touch screen which differentiates it from

II

Figure 1.3 ymbian smartphon oncept design

Figure .4 The ole 6O phone
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smartphones-communication devices with information capabili­
ties. This design puts browsing content, messaging, and access to 
entertainment in the forefront and other information management 
as a secondary goal. A Symbian concept device for a smartphone is 
shown in Figure 1.3 and a Nokia smartphone-the 7650 phone- is 
shown in Figure 1.4. Each design includes the integration of a color 
touch-screen w ith a communications device. These devices can 
function as mobile telephones or wireless network nodes. The Nokia 
7650 includes technologies like GPRS, Bluetooth connectivity and 
digital imaging (v ia a digital camera) . 

Pen-based mobile phones are communicators without a key­
board. They have a tablet-style form factor that allows additional 
data inputs, such as a large touch screen (which differentiates it from 

Figure 1.3 A Symbian smartphone concept design. 

Figure 1.4 The Nokia 7650 phone. 
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the smartphone above The Symbian generic concept device is

in Figure .5 An Ericsson concept version is shown in Figure .6

This design is built around quarter VGA sized screen with no

keyboard The device uses handwriting recognition It is oriented

around browser style interface and operation of the unit is done

completely through touch screen This category of device includes

the Ericsson R380 the first Symbian OS phone
Symbian OS allows mobile phone manufacturers to customize

the operating system while maintaining an industry-standard

common core for all devices The real-world reference designs

Figure 5Te ymbian pen ba ed me ile pI one concept design

cII $At

Figure Ie cony Eric on P800
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the smartphone above). The Symbian " generic" concept device is 
in Figure 1.5. An Ericsson concept version is shown in Figure 1.6. 
This design is built around a quarter VGA sized screen with no 
keyboard. The device uses handwriting recognition. It is oriented 
around a browser style interface, and operation of the unit is done 
completely through a touch screen. Thi s category of device includes 
the Ericsson R380, the first Symbian OS phone. 

Symbian OS allows mobile phone manufacturers to customize 
the operating system wh ile maintaining an industry-standard 
common core for all devices. The real -world reference designs 

Figure 1.S The Symbian pen-based mobile phone concept design. 

Figure 1.6 The Sony Ericsson P800. 
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described above derive from generic reference design work done

by Symbian The mobile phone categories above reflect generic

Symbian OS reference designs that have been used by Symbian and

its licensees in the past

There are many common components to these device designs

and communication plays strong central role in each As is the

duty of operating systems Symbian OS provides access to system

services will focus in this book on the access that is provided

to communications Each reference design provides different way
for the user to access communication methods and Symbian OS

integrates different ways of communication Programming interfaces

and the technologies are basically the same across the board The

communications architecture is standard and that is what we will

be studying here
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13 An Overview of this Book

Aside from this chapter this hooks primary focus is on communb

Cation in the Symbian platform We will cover the communications

architecture in three major sections
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described above derive from generic reference design work done 

by Symbian. The mobile phone categories above reflect generic 

Symbian OS reference designs that have been used by Symbian and 

its I icensees in the past. 
There are many common components to these device designs 

and commun ication plays a strong central role in each. As is the 

duty of operating systems, Symbian OS provides access to system 

services; I w ill focus in this book on the access that is provided 

to communications. Each reference design provides a different way 

for the user to access communication methods and Symbian OS 

integrates different ways of communication. Programming interfaces 

and the technologies are basically the same across the board. The 

communications architecture is standard and that is what we w ill 

be studying here. 

1.4 Who Is this Book For? 

The content of th is book is targeted at software developers who 

know something about programming and are looking to expand 

their knowledge set. The programming in this book will be in the 

language c++ and will use the software development kits (SDKs) 

provided by Symbian and its partners. 
\Nhi!e software can be designed using other means, the Symbian 

SDKs are meant to be used w ith Microsoft Visual C++. Knowledge 

of this development environment is very helpful. 

1.5 An Overview of this Book 

Aside from this chapter, this book's primary focus is on communi­

cation in the Symbian platform. We will cover the communications 

architecture in three major sections. 
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Communication Basics Chapters through will cover the

basic concepts and methods used in the Symbian platforms

approach to communications We will introduce the architec

ture and then look closely at its infrastructure We will then

go over transport and content technologies in detail and wrap

up with look at communication security and how it plays in

integral role in Symbian platform design

Programming Using the Communications Architecture Appli
cation programming interfaces APIs are the major way that the

goals and criteria set up by Symbian are expressed in the de ign

of the communication architecture Therefore our examinstion

of APIs and their use will occupy large part
of this book

Chapters through 16 will work through the communication

architecture and show how to prognm ing it tiuctur- We
will spend time on each of the technology are tr port nd

contentoutlined above
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• Communication Basics: Chapters 2 through 6 wi 11 cover the 
basic concepts and methods used in the Symbian platform's 
approach to communications. We w i ll introduce the architec­
ture, and then look close ly at its infrastructure. W e will then 
go over transport and content techno logies in detai l, and wrap 
up with a look at communication security and how it p lays in 
integral role in Symbian platform design. 

• Programming Using the Communications Architecture: Appli­
cation programming interfaces (APls) are the major way that the 
goals and criteria set up by Symbian are expressed in the design 
of the communication architecture. Therefore, our examination 
of APls and their use will occupy a large part of this book. 
Chapters 7 through 16 wi ll work through the communicat ion 
architecture and show how to program using its structures. We 
will spend time on each of the technology areas_.:._transport and 
content-outlined above. 

• Miscellaneous Topics: Before we leave the communicat ions 
architecture, there are some miscellaneous concepts that are 
implemented by Symbian that warrant some attention. These 
include data and device synchronization standards, accessing 
the communications configuration database built into Symbian 
OS, and future di rections for the platform. Chapters 17 through 
19 w i ll overview these top ics. 





Introduction to the Symbian OS
Communication Architecture

In his book Clicks and Mortar David Pottruck analyzes the culture

of computers and the Internet and applies this analysis to business

practices As one of his observations he notes that this culture of

computers and information we are in is not really the information

age as it commonly called but rather it is the communications

age Our times do not really focus on information but on the

communication that enables us to share and use that information

Symbian OS reflects this kind of relationship between information

and communication While Symbian devices are indeed information

devices much of the focus of Symbian OS is on communication-

rich environment that is flexible enough to support many forms

of connectivity The organization of the communication layers of

Symbian OS should be viewed as more than simply infrastructure

it is in fact an architecture combination of concept design

structure and function

majority of this book will be dedicated to the structure and

function of Symbian OS communications architecture in the form of

tutorials and programming references This chapter however intro

duces the basics of the communications architecture the concept
and design behind it In this chapter we will overview the concepts
that comprise the architecture in the next chapter we will overview

the design that the architecture implements

Symbian OS was designed for certain type of computing device

introduced these devices in Chapter From communicators to

smartphones these devices can vary widely in shape size and even

function They all have common needs that are addressed by the var

ious facets of Symbian OS In this chapter we will discuss Symbian
OS design by outlining the communication requirements of these

devices We will then proceed to discuss the ways that Symbian OS
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Introduction to the Symbian OS 

Communication Architecture 

In his book, Clicks and Mortar, David Pottruck analyzes the culture 
of computers and the Internet and applies this analysis to business 
practices. As one of his observations, he notes that this culture of 
computers and information we are in is not really the information 
age as it commonly called, but rather it is the communications 
age. Our times do not really focus on information but on the 
communication that enables us to share and use that information. 

Symbian OS reflects this kind of relationship between information 
and communication. While Symbian devices are indeed information 
devices, much of the focus of Symbian OS is on a communication­
rich environment that is flexible enough to support many forms 
of connectivity. The organization of the communication layers of 
Symbian OS should be viewed as more than simply infrastructure; 

. it is in fact an architecture: a combination of concept, design, 
structure, and function. 

A majority of this book will be dedicated to the structure and 
function of Symbian OS communications architecture in the form of 
tutorials and programming references. This chapter, however, intro­
duces the basics of the communications architecture: the concept 
and design behind it. In this chapter, we will overview the concepts 
that comprise the architecture; in the next chapter, we will overview 
the design that the architecture implements. 

Symbian OS was designed for a certain type of computing device; 
I introduced these devices in Chapter 1. From communicators to 
smartphones, these devices can vary widely in shape, size, and even 
function . They all have common needs that are addressed by the var­
ious facets of Symbian OS. In this chapter, we will discuss Symbian 
OS design by outlining the communication requirements of these 
devices. We will then proceed to discuss the ways that Symbian OS 
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meets those requirements through client-server design through

the use of communications database and through the use of

synchronization We will complete this chapter by looking at issues

that surround the security of information and communication

2.1 What Is Communications Architecture

Architecture is term used to describe the way that form and

function implement design building for example has an archi

tecturethat architecture is displayed as the way that bricks

girders and wiring work together to reflect design that was meant

to service the buildings inhabitants and the designers artistic sense

To many architecture is little more than the shape of the windows

or the balance of bricks to glass But to the architect there is set

of layers collection of facets sequence of details for which the

final structure is simply the last step

In the same way the various communication components of

Symbian OS unite together There is more than simply infrastruc

ture in Symbian OSs communication architecture It is more than

an implementation it is the combination of concept and design

structure and function into single expression There are concepts

embedded in the way the pieces work and fit together There is

design to each component structure and function to each piece

Together the components form communications architecture that

can serve the needs of each device design and each user in

well-designed and cohesive manner

The communications architecture is then an expression of

specific set of design goals and criteria

The communications architecture must support all user com
munications applications Users of smartphones and commu
nicators expect level of functionality from their devices The

communications architecture must support this functionality and

be able to address future needs gracefully

Communications components must be exceptionally flexible

to cope with the mobility designed into these device plat

forms Users of communicators and smartphones are mobile

and demand mix of connectivity methods and communica

tion platforms The communications architecture must easily

adapt itself to the changing requirements of configuration and

connectivity On-the-fly reconfiguration for example from

dial-up connection to wireless network must be easy and

straightforward
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meets those requirements: through a client-server design, through 
the use of a communications database, and through the use of 

synchronization. We will complete this chapter by looking at issues 

that surround the security of information and communication. 

2.1 What Is a Communications Architecture? 

Architecture is a term used to describe the way that form and 

function implement design. A building, for example, has an archi­
tecture-that architecture is displayed as the way that bricks, 

girders, and wiring work together to reflect a design that was meant 

to service the building's inhabitants and the designer's artistic sense. 
To many, architecture is little more than the shape of the windows 

or the balance of bricks to glass. But to the architect, there is a set 

of layers, a collection of facets, a sequence of details for which the 

final structure is simply the last step. 
In the same way, the various communication components of 

Symbian OS unite together. There is more than simply infrastruc­

ture in Symbian OS's communication architecture. It is more than 
an implementation; it is the combination of concept and design, 

structure and function into a single expression. There are concepts 

embedded in the way the pieces work and fit together. There is a 

design to each component; a structure and a function to each piece. 
Together, the components form a communications architecture that 

can serve the needs of each device design and each user in a 

well-designed and cohesive manner. 
The communications architecture is, then, an expression of a 

specific set of design goals and criteria. 

• The communications architecture must support all user com­

munications applications. Users of smartphones and commu­

nicators expect a level of functionality from their devices. The 

communications architecture must support this functionality and 

be able to address future needs gracefully. 

• Communications components must be exceptionally flexible 

to cope with the mobility designed into these device plat­

forms. Users of communicators and smartphones are mobile 

and demand a mix of connectivity methods and communica­
tion platforms. The communications architecture must easily 

adapt itself to the changing requirements of configuration and 

connectivity. On-the-fly reconfiguration, for example, from a 
dial-up connection to a wireless network must be easy and 

straightfor~ard. 
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Communication components must be organized to accommo
date the constant restructuring and rebuilding of communication

technology The communications architecture must be built in

modular fashion so that pieces can be replaced as technology
evolves without upsetting the entire structure In fact the struc

ture should be able to accommodate the coexisting of old and

new pieces

The communication components must adapt to the tight RAM
and CPU constraints of their intended target platforms While

they must do great amount of work the components of

the communications architecture must not consume burden

some amount of resources The resources of communication

device are to be targeted at an application not consumed by
communication methods

This is difficult job support all functionality possible in flexible

modular fashion in limited computing environment Despite the

daunting task the designers at Symbian believe they have achieved

an architecture that meets these criteria

The design of the communications architecture addresses these

issues in two parts transport technologies and content technologies

Transport technologies address the way data is communicated

between devices Content technologies address the data that is

carried by transport method For example in the case where

someone is browsing Web page the HTML content of the page
has been transported to the viewing application over wired

network using TCP protocols

2.2 Transport Technologies

Transport technologies is an area unseen by most users of commu
nicators or smartphones It involves communication media or the

physical components that convey the signals between devices and

communication protocols which is what we call the structure of

the conversation between devices that allows them to move data

between them

There are many transport technologies and Symbian OS addresses

several of them group these technologies into point-to-point tech- i-

nologies where two devices communicate dirédETIth each other

and networkgjechnologies where the communication medium is

shared and devices have the potential to communicate with several

other devices over this medium
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• Communication components must be organized to accommo­
date the constant restructuring and rebuilding of communication 
technology. The communications architecture must be built in 
a modular fashion so that pieces can be replaced as technology 
evolves without upsetting the entire structure. In fact, the struc­
ture should be able to accommodate the coexisting of old and 
new pieces. 

• The communication components must adapt to the tight RAM 
and CPU constraints of their intended target platforms. While 
they must do a great amount of work, the components of 
the communications architecture must not consume a burden­
some amount of resources. The resources of a communication 
device are to be targeted at an application, not consumed by 
communication methods. 

This is a difficult job: support all functionality possible in a flexible, 
modular fashion in a limited computing environment! Despite the 
daunting task, the designers at Symbian believe they have achieved 
an architecture that meets these criteria. 

The design of the communications architecture addresses these 
issues in two parts: transport technologies and content technologies. 
Transport technologies address the way data is commun icated 
between devices. Content technologies address the data that is 
carried by a transport method. For example, in the case where 
someone is browsing a Web page, the HTML content of the page 
has been transported to the viewing application over a wired 
network using TCP protocols. 

2.2 Transport Technologies 

Transport technologies is an area unseen by most users of commu­
nicators or smartphones. It involves communication media, or the 
physical components that convey the signals between devices, and 
communication protocols, which is what we call the structure of 
the conversation between devices that allows them to move data 
between them. 

There are many transport technologies and Symbian OS addresses 
several of them. I group these technologies into point-to-point tech- ~ --
nologies, where two devices communicate directly with each other, 
and networking technologies, where the commun ication medium is 1·'.J. 
shared and devices have the potential to communicate with several 
other devices over this medium. 
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2.2.1 Point-to-Point Transport Methods

Selal and infrared commu ionare the two most widely used

point-to-point methods

Serial transport is one of the oldest communication methods for

computers This transport method typically runs over short distance

cables which conform to one of two standards RS-232 or RS-432

These cables are comprised of wires in or 25 wire group Despite

the many wires only two of them are used to communicate data

one bit at time in sequential order back and forth One wire

transmits data in each direction The other wires are used as control

pins carrying signals that convey information about traffic flow and

data management
There are liberal interpretations of RS-232 standards in practical

implementations For example some connections use only three

wires two for data and signal ground This three-wire stripped-

down version is still referred to as an RS-232 connection

MostJopQiicommunication methods exchange data

between devices in one of three ways

Simplex communication exchanges data in one direction only

Using this method one device is sender and one is

receiverthey never switch roles Since communication is one

way the sender never knows if the receiver actually got the

information sent and if that information was sent without errors

Half-duplex communication exchanges data in two direc

tionsboth sides can be sender and receiverbut data

flows in one direction at timeln half-duplex modes single

wire cah be used to exchange all the data because the devices

involved take turns sending and receiving

Full-duplex communication is also bi directional method but

data can be exchanged between devices in both directions at

the same time

RS-232communicationisfjjdyple using two wires to send data

from both sides

Serial communication is typically controlled on computing

device by Universal Asynchronous Receiver Transmitter UART
chip Currently UARTs are capable of driving serial transport up to

speeds of 11 5000 bits per second 11 5Kbps

spectrum to convey data between two devices Because it is based

on light IR co un1cion is limited to devices that can directly

see one another and are within short limited range
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2.2.1 Point-to-Point Transport Methods 

Serial and infrared communication are the two most widely used 
point-to-point methods. 

Serial transport is one of the oldest communication methods for 

computers. This transport method typically runs over short distance 

cables, which conform to one of two standards: RS-232 or RS-432. 

These cables are comprised of wires in a 9 or 25 wire group. Despite 
the many wires, only two of them are used to communicate data, 

one bit at a time, in sequential order, back and forth. One wire 
transmits data in each direction. The other wires are used as control 

pins, carrying signals that convey information about traffic flow and 
data management. 

There are liberal interpretations of RS-232 standards in practical 

implementations. For example, some connections use only three 

wires: two for data and a signal ground. This three-wire, stripped­

down version is still referred to as an RS-232 connection. 
Most point-to-point communication methods exchange data 

between devices in one of three ways: 

• Simplex communication exchanges data in one direction only. 

Using this method, one device is a sender and one is a 
receiver-they never switch roles. Since communication is one­

way, the sender never knows if the receiver actually got the 

information sent and if that information was sent without errors. 

• Half-duplex communication exchanges data in two direc­

tions-both sides can be a sender and a receiver-but d,?._t.~ 

flows in one directionat a time:1 In half-duplex modes, a single 
-w1re·-c:·an 5e· ·used fo ·ex:change al I the data, because the devices 

involved take turns sending and receiving. 
-_;::;----..__ c; ' Full-duplex commupication is also a bi-directional method, but 
·- - data can be exchanged between devices in both directions at 

the same time. 

, ~,Ye RS-232 communication_is_fuJl-duplexL using two wires to send data 
from both sides. 

Serial communication is typically controlled on a computing 

device by a U~iversal Asynchronous Receiver Transmitter (UART) 

chip. Currently, UARTs are capable of driving serial transport up to 
speeds of 115,000 bits per second (115 .Kbps). 

The infrar~d (IR) transport_ method uses light i,:i __ Jbe in~ 

+ ~p~c-~~~~-!.~ convey data be~een two dev_!~~~:.. Because it is based 
on light, IR comll)unication is limited to devices that can directly 

. " see" one a~_other and are within a_ short, limited- range. 
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There are many standards that infrared communication uses all

of them fall under the umbrella of the Infrared Data Association

lrDA IrDA specifies that data signaling is bi-directional however
and can operate in speeds

from 9600 bps to Mbps Symbian OS supports IrDA standards

that include serial port emulation protocol IrCOMM multilay

ered protocol that supports device discovery and data segmentation
IrLMP and Tiny TP protocol to exchange digital pictures between
devices lrTranP and protocol stack that allows access to wired

networks IrLAN These standards will be more fully explained in

later chapters

2.2.2 Networking Technologies

To facilitate faster communication networking technologies address

situations when many devices communicate over the same commu
nication medium Because of their complexity network implemen
tations are characterized in protocol layers or stacks The official

stack structure specified by the International Standards Organiza
tion ISO is shown in Figure 2.1

Networks are characterized bygjpj delivery of data that

is live data mthe for of packets that are broken

Provides access for user
Application Layer oriented applications to the

High Level networking environment

Protocols

Presentation Layer
Provides data representation

translation for applications

Establishes and manages
Session Layer virtual connections between

-P
cooperating applications

rk
Provides reliable transparent

/4pjransPort Layer transfer of data between

Provides network connection

Network Layer establishment and

maintenance

gcitProvides reliable transfer of

Data Link Layer 7pp data across the physical

Networklnterface
hardware

Protocols
Transfers an unstructured

Physical Hardware Layer stream of bits over physical

medium

Figure 2.1ipcT
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There are many standards that infrared communication uses; all 
of them fall under the umbrella of the Infrared Data Association 
(lrDA). lrDA specifies tbat data signaling is bi-directional (howev.er, 
only one_ ~liliu::an transmjt at .a..tim.~) and can operate in speeds 
from 9600 bps to 4 Mbps. Symbian OS supports lrDA standards 
that include a serial port emulation protocol (lrCOMM), a multilay­
ered protocol that supports device discovery and data segmentation 
(lrLMP and Tiny TP), a protocol to exchange digital pictures between 
devices (lrTranP), and a protocol stack that allows access to wired 
networks (lrLAN). These standards will be more fully explained in 
later chapters. 

2.2.2 Networking Technologies 

High Level 
Protocols 

To faci I itate faster communication, networking technologies address 
situations when many devices communicate over the same commu­
nication medium. Because of their complexity, network implemen­
tations are characterized in protocol layers or stacks. The official 
stack structure (specified by the International Standards Organiza­
tion (ISO)) is shown in Figure 2.1. 

Networks are characterized by datagram delivery of data, that 
is, the delivery of data in the form of small packets that are broken 1/' 
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ppassed over reassembleç at their

destination Network data is digital data and digital medium

is needed to pass that data While analog methods may be used

for transmission e.g serial cables or IR the physical layer will

translate the analog data to digital data

Symbian OS includes support for several networking tech-

no log es

Ethernet This is by far the most widely implemented and

most popular form of networking Ethernet is passive form

of networking that shares datagrams among all machines that

are on the network It relies on each machine to be well-

behaved and to pay attention to only the packets that belong
to it Conventional Ethernet technology runs these networks

up to 100 Mbps although most installations of Ethernet are

still at 10Mbps The newest implementations of Ethernet are

currently running at Gbps Ethernet is data link layer

technology

Point-to-point protocol Point-to-point protocol PPP is way of

implementing networking protocols between only two machines

instead of multiple machine environment Networking tech

nologies are still supported as PPP operates at the data linlc

layer PPP is often used to allow device that uses telephone

connection to graft itself into larger
network e.g the Internet

via special access server computer that acts as bridge

between the PPP source and the destination network

TCP/IP Transmission Control Protocol/Internet Protocol TCP/IP

is very widely implemented and stable networking protocol

suite TCP/IP implements the session and transport layers through

TCP and the network layer through IP The suite is most often

implemented over Ethernet or PPP using these protocols to pass

actual datagrams TCP/IP implements addressing of devices and

routing between devices and encompasses large collection

of protocols Symbian OS includes an implementation of the

TCP/IP core protocols

WAP The Wireless Access Protocol WAP suite is set of

protocols that implements much of the ISO stack but is tailored

to small devices such as mobile phones and other handheld

devices The Wireless Application Environment WAE imple

ments the application layer but the WAP stack implements

the presentation session and transport layers and includes an

additional layer of security on top of the transport layer The
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~12.cl.~.?_ed oyer the transpo_,:_t rn.edium. and reassem_bled at _t.beir 
9e~tination. Network data is digital data, and a digital medium 
-is needed to pass that data. While analog methods may be used 
for transmission (e.g., serial cables or IR), the physical layer will 
translate the analog data to digital data. 

Symbian OS includes support for several networking tech­
nologies: 

• Ethernet: This is by far the most widely implemented and 
most popular form of networking. Ethernet is a passive form 
of networking that shares datagrams among all machines that 
are on the network. It relies on each machine to be well­
behaved and to pay attention to only the packets that "belong" 
to it. _ Conventional Ethernet technology runs these networks 
up to 100 Mbps, although most installations of Ethernet are 
still at 10 Mbps. The newest implementations of Ethernet are 
currently running at 1 Gbps. Ethernet is a data link layer 
technology. 

• Point-to-point protocol: Point-to-point protocol (PPP) is a way of 
implementing networking protocols between on,ly tvyo machines 
instead of a multiple macfiTiie environment. Networking tech­
nologies are sti II supported, as PPP operates at the data l[nJ? 
layer. PPP is often used to allow a device that uses a telephone 
connection to graft itself into a larger network (e.g., the Internet) 
via a special "access server" computer that acts as a bridge 
between the PPP source and the destination network. 

• TCP/IP: Transmission Control Protocol/Internet Protocol (TCP/ IP) 
is a very widely implemented and stable networking protocol 
suite. TCP/IP implements the session and transport layers through 
TCP, and the network layer through IP. The suite is most often 
implemented over Ethernet or PPP, using these protocols to pass 
actual datagrams. TCP/ IP implements addressing of devices and 
routing between devices and encompasses a large collection 
of protocols. Symbian OS includes an implementation of the 
TCP/IP core protocols. 

• WAP: The Wireless Access Protocol (WAP) suite is a set of 
protocols that implements much of the ISO stack but is tailored 
to smal I devices such as mobile phones and other handheld 
devices. The Wireless Application Environment (WAE) imple­
ments the application layer, but the WAP stack implements 
the presentation, session, and transport layers, and includes an 
additional layer of security on top of the transport layer. The 
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WAP stack leaves the network data link and physical layers
to wireless transport providers bearers in WAP terminology
Symbian OS has full support for the WAP stack

The IETF

Internet protocols and access procedures are the purview of

the Internet Engineering Task Force IETF This nonprofit orga
nization exists to organize the eftorts to extend the Internet

specifically in the area of its protocols and security In addition

to meeting regularly to discuss these issues the IETF issues col

lection of Request for Comment RFC docLiments These RFCs

are the detinit ion documents for protocols the collection forms

the basis for the open standards nature of the Internet

More information on the IETF and their RFC collection can bc

found at http//www.ieff.org

2.2.3 Bridge Technologies

There are technologies that bridge the difference between point-

to-point and networking technologies These are technologies that

can be used in either setting Symbian OS supports two of these
Bluetooth and GSM

Named for 10th century Viking king Bluetooth is short-range

radio-based wireless protocol suite that is meant to facilitate low

power close-range communication It was developed as point-

to-point connection strategy that uses the 2.4 GHz radio frequency
and allows communication between devices up to 10 meters apart
with gross data rate of 1Mbps Much of Bluetooths appeal comes
from its use as replacement for data cables Individual point-

to-point connections can be tied together to form personal area

network called piconet The Bluetooth specification describes its

own protocol stack that includes security protocols as well as those

meant for layers in the ISO layer model The heart of Bluetooth

is realtime device discovery and interactive implementation The

Symbian OS implements the Bluetooth stack

The Global System for Mobile Communications GSM is

mobile telephony implementation It is used by digital mobile

devices to exchange information over long or short distances in

wireless fashion GSM is mostly implemented for mobile phones
and for devices that incorporate mobile telephony as well as

voice/data traffic central feature of GSM is messaging ser

vice detailed in the content technology section below Symbian OS
includes support for GSM communication
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WAP stack leaves the network, data link and physical layers 
to wireless transport providers ("bearers" in WAP terminology). 
Symbian OS has full support for the WAP stack. 

2.2.3 Bridge Technologies 
There are technologies that bridge the difference between point­
to-point and networking technologies. These are technologies that 
can be used in either setting. Symbian OS supports two of these: 
Bluetooth and GSM. 

Named for a 10th century Viking king, Bluetooth is a short-range, 
radio-based, wireless protocol suite that is meant to facilitate low 
power, close-range communication. It was developed as a point­
to-point connection strategy that uses the 2.4 GHz radio frequency 
and allows communication between devices up to 10 meters apart 
with a gross data rate of 1__"0_~~- Much of Bluetooth's appeal comes 
from its use as a replacement for data cables. Individual point­
to-point connections can be tied together to form a personal area 
network, called a piconet. The Bluetooth specification describes its 
own protocol stack that includes security protocols as well as those 
meant for layers in the ISO layer model. The heart of Bluetooth 
is realtime device discovery and interactive implementation. The 
Symbian OS implements the Bluetooth stack. 

The Global System for Mobile Communications (GSM) is a 
mobile telephony implementation. It is used by digital mobile 
devices to exchange information over long or short distances in a 
wireless fashion. GSM is mostly implemented for mobile phones, 
and for devices that incorporate mobile telephony as well as 
voice/data traffic. A central feature of GSM is a messaging ser­
vice, detailed in the content technology section below. Symbian OS 
includes support for GSM communication. 
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2.3 Content Technologies

For the user it is the content of the communication that matters

not the way it is transported Thus the proper implementation

of content technologies is very important Symbian OS addresses

several important technologies

2.3.1 Messaging

The convergence of computing and communication in communica

tors and smartphones presents some interesting opportunities One

of these is the use of messaging the two-way exchange of vari

ous types of messages between devices Messaging presents several

challenges one of the largest is the sheer variety of the types and

technologies of messages currently exchanged between computers

Symbian OS pulls the disparate technologies together and presents

consistent programming interface to the software developer In

addition Symbian OS is designed to be extensible i.e it can incor

porate new forms of messaging as they are invented Among the

types of messages that Symbian OS currently supports are these

Email messagqg One of the most common and widely used

forms of messaging is electronic mail This form was origi

nally invented as an electronic method for sending text-based

messagesmai for human consumptionbetween comput

ers Each message has an envelope and message body
The envelope contains information about the messagesender

intended recipient date and subject of message etc.in the

form of message header The message body is typically

textual communication between people but it can also contain

objects textual or binary data encoded in special ways so that

they can be represented in text-based message

5MS rnessagpg SMS messaging is form of messaging specific

t6GSM-based communication SMSshort for Short Message

Systemuses text messages ofj or less for com
munication between devices on GSM networks While textual

in nature these messages can convey special data to devices

specialized data such as gphics or phone ring an be

encoded in an SMS messag

SlO messagiig BIO messagesshort for bearer indppndent

jectare messages that are intended fojstemather
than the user Sending graphic image contained in ámessage

to phone for configuration purposes is good example of

BIO messaging This type of messaging includes configuration
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2.3 Content Technologies 

For the user, it is the content of the communication that matters, 

not the way it is transported. Thus, the proper implementation 

of content technologies is very important. Symbian OS addresses 

several important technologies. 

2.3.1 Messaging 

The convergence of computing and communication in communica­

tors and smartphones presents some interesting opportunities. One 

of these is the use of messaging: the two-way exchange of vari­

ous types of messages between devices. Messaging presents several 

cha I lenges; one of the largest is the sheer variety of the types and 

technologies of messages currently exchanged between computers. 

Symbian OS pulls the disparate technologies together and presents 

a consistent programming interface to the software developer. In 

addition, Symbian OS is designed to be extensible, i.e., it can incor­

porate new forms of messaging as they are invented. Among the 

types of messages that Symbian OS currently supports are these: 

• . fmaiT me~sag_ing: One of the most common and widely used 

forms of messaging is electronic mail. This form was origi­

nally invented as an electronic method for sending text-based 

messages- " mail" for human consumption-_ between comput­

ers. Each message has an "envelope" and a message "body". 

The envelope contains information about the message-_ sender, 

intended recipient, date and subject of message, etc.-in the 

form of a message header. The message body is typically a 

textual communication between people, but it can also contain 

objects, textual or binary data, encoded in special ways so that 

they can be represented in a text-based message. 

• ,SMS-messag!!!.g_:_,SMS messaging is a form of messaging specific 

to GSM-based communication. SMS-short for Short Message 

System-uses text messages of 160 characters or less for com­

munication between devices on GSM networks. While textual 

in nature, these messages can convey special data to devices; 

specialized data such as _graphics or phone ringtones can be 

encoded in an SMS message . 

• (#_ggrf!l_~S§~gifjg;_·;BIO-me~s~;es-short for Q.e,ilfECj___qg.e ndem 
• 9bie..c::L-are messages that are intended for thE(s stem ather 

than the user. Sending a graphic -frnage·contained in ,i"message 

to a phone for configuration purposes is a good example of 

BIO mess~ging. This type of messaging includes configuration 
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information e.g system configuration or browser configura
tion specially formatted contact and scheduling information

e.g vCard and vCalendar and email notification

lax faxshort for facsimilemessage is form of

ngethatontains digitized image organized into pages
intended to also convey information about physical paper pages
The support in Symbian OS for faxing includes various methods

of fax encoding multiple recipient outgoing faxes sending and

receiving both standard and fine resolution fax images and the

unattended receipt of fax messages

Other forms of messaging Obviously the designers of Sym
bian OS could not accommodate all forms of messaging that

exist or predict the forms of messaging that will be invented

Therefore there is also mechanism built into the platform that

can accommodate other messaging forms not designed into it

frjce Type Modules MTMs are implemented by collec
tion of objects that can be extended to implement any form of

messaging that might be needed

pccessjng and sending of messaes and is flexible enough to

implement many new formats and applications

23.2 HTML and the World Wide Web

As content platform the World Wide Web and the technologies

that supply its content have been unparalleled in their usefulness

and popularity The heart of the Web is set of pages written in

hypertext markup language HTML and rendered by and viewed

with applications in various forms known as Web browsers These

browser applications are clients that contact Web serverswhich
send pages to the browsers using hypertext transfer protocol HTTP
These pages are connected to each other by hyperlinks on each

page that when followed by clicking the mouse or tapping stylus

on the link cause the browser to automatically retrieve and display

the page referred to by the hyperlink jiIQstfte
suite

Symbian OS supports Web technologies in two ways

It provides support for HTTP and HTML transport in its imple
mentation of networking protocols HTTP is implemented as

high-level protocol carried by several transport mechanisms
HTML is supported separately and assumed to be carried to

device by some transport means
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information (e.g., system configuration or browser configura­
tion), specially formatted contact and scheduling information 
(e.g., vCard and vC~lendar), and email notification. 

• ~~g~f- fax-short for facsimile-~essage is a form of 
message·than:ontains a digitized image, organ_ized into pages, 
intended to also convey information about physical paper pages. 
The support in Symbian OS for faxing includes various methods 

_ of fax encoding, multiple recipient outgoing faxes, sending and 
receiving both standard and fine resolution fax images, and the 
unattended receipt of fax messages. 

• Other forms of messaging: Obviously, the designers of Sym­
bian OS could not accommodate all forms of messaging that 
exist or predict the forms of messaging that will be invented. 
Therefore, there is also a mechanism built into the platform that 
can accommodate other messaging forms not designed into it. 
_Message Type Modules (MTM~ are implemented by a collec­
tion of objects that can be extended to implement any form of 
messaging that might be needed. t\_1]_MIM..fu.atures_the_receipt1 

processiogl and sending of_message~ and is flexible enough to 
implement many new formats and applications. 

2.3.2 HTML and the World Wide Web 

As a content platform, the World Wide Web and_ the technologies 
that supply its content have been unparalleled in their usefulness 
and popularity. The heart of the Web is a set of pages, written in 

_ hypertext markup language (HTML) and rendered by and viewed 
with applications in various forms, known as Web browsers. These 
browser applications are clients that contact Web servers-which 
send pages to the browsers using hypertext transfer protocol (HTTP). 
These pages are connected to each other by hyperlinks on each 
page that, when followed by clicking the mouse or tapping a stylus 
on the link, cause the browser to automatically retrieve and display 
the page referred to by the hyperlink. !::!II~.s..:tb..e ICP/1.P-ProtocoL 
suite. 

Symbian 0? su~ports Web technologies in two ways. 

• It provides support for HTTP and HTML transport in its imple­
mentation of networking protocols. HTTP is implemented as 
a high-level protocol carried by several transport mechanisms. 
HTML is supported separately and assumed to be carried to a 
device by some transport means. 
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It supplies applications that can be used as Web browsers

There are several Web browsing applicationsfrom Symbian

and third partiesthat Symbian OS provides and supports

2.3.3 WML and WAP

Browsing HTML content on the Web has been great success for

desktop and handheld computers The intent of WAP is to move this

success to mobile phone-based platforms While great idea the

browsing platform and its content need to be reworked completely

for mobile phone-oriented technology First microbrowthave to

be used to reduce the load on the smaller CPU and restricted mem
ory Then HTML needs to be reduced to fit into these microbrowsers

resulting in wireless markup language WML
As with technologies surrounding HTML and HTTP Symbian OS

supports WML and WAP in several ways

There is native library support for WAP transport and for WML

Symbian OS supplies applications for WAP browsing and

rendering

It supplies tools and interfaces for building separate applications

that implement WAP page retrieval

2.4 Requirements of Communicators and Smartphones

Although there can be many kinds of communicators and smart-

phones they have some common requirements that the designers of

Symbian OS had to watch It is difficult to design an efficient commu
nication architecture that meets the needs of the futureespecially

when the future changes so rapidly These communication plat

forms have dictated and directed this design We will examine their

needs to see how those needs have influenced platform design

To start with it is important to mention what are not requirements

It is certainly not requirement that these devices all look the same

or even do the same things These devices can come in all shapes

and sizes each implementing different views of computing and

communication Communicators and smartphones do not have to

have the same hardware requirements monochrome screens should

be as acceptable as color and many different memory configurations

are possible They do not even need to have the same I/O devices
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• It supplies applications that can be used as Web browsers. 

There are several Web browsing applications-from Symbian 

and third parties-that Symbian OS provides and supports. 

2.3.3 WML and WAP 

Browsing HTML content on the Web has been a great success for 
desktop and handheld computers. The intent of WAP is to move this 

success to mobile phone-based platforms. While a great idea, the 
browsing platform and its content need to be reworked completely 

for mobile, phone-oriented technology. First, microbrowsers have to 
be used to reduce the load on the smaller CPU and restricted mem­

ory. Then HTML needs to be reduced to fit into these microbrowsers, 

resulting in wireless markup language (WML). 
As with technologies surrounding HTML and HTTP, Symbian OS 

supports WML and WAP in several ways. 

• There is native library support for WAP transport and for WML. 

• Symbian OS supplies applications for WAP browsing and 
rendering. 

• It supplies tools and interfaces for building separate applications 
that implement WAP page retrieval. 

2.4 Requirements of Communicators and Smartphones 

Although there can be many kinds of communicators and smart­

phones, they have some common requirements that the designers of 
Symbian OS had to watch . It is difficult to design an efficient commu­

nication architecture that meets the needs of the future-especially 

when the future changes so rapidly. These communication plat­

forms have dictated and directed this design. We will examine their 
needs, to see how those needs have influenced platform design. 

To start with, it is importantto mention what are not requirements. 

It is certainly not a requirement that these devices all look the same 

or even do the same things. These devices can come in all shapes 

and sizes, each implementing different views of computing and 
communication. Communicators and smartphones do not have to 

have the same hardware requirements; monochrome screens should 

be as acceptable as color and many different m~mory configurations 

are possible. They do not even need to have the same 1/0 devices 
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or configuration In short Symbian OS places no restriction on
hardware design

However there are requirements outside of design constraints

that Symbian OS devices place on communications infrastructure

First and foremost Symbian OSs communication architecture must
be one that supports many device designs and is extensible As pre
viously mentioned there is no restriction on size shape or design
To accommodate many different designs we do not want to have

to completely redesign communications for new communication
method We want new methods implementation to fit in with

existing implementations and to be able to take advantage of all

the same facilities as the other implementations
As with most computing devices these platforms require robust

implementations in fact communicators and smartphones have

special needs in this category While larger computers can per
haps be reset easily or can tolerate errors without affecting other

applications these smaller devices cannot easily accommodate

error conditions nor can they be reset as easily It does not

work to reboot your mobile phone to correct problem or

to restart data stream or video transmission These devices

often use realtime communication services that charge by the

byte or by the connection session Therefore restarting equip
ment or data transfers can cost the user an unacceptable amount of

money
Communicators and smartphones require an efficient implemen

tation of communications By efficient we mean both fast and

easy on resources These factors are complicated by the wide

variety of designs No assumptions can be made about speed of

processors amount of memory or specific communications avail

able We must have modular adaptable implementation yet one

that takes up small space and runs fast

Finally one assumption we can make is that communicators

and smartphones will run on batteries Therefore implementations

must be easy on the resources must be preserved
but access to communti oit wLll utihze J2ower Therefore

care must be taken to economize access while fully implementing
standards

So we have tall order We must have general modular

adaptable infrastructure that supports the implementation of many
different communication standards This general implementation
must be robust and efficient while at the same time being extensible

and easy on resources This is the mandate for Symbian OS
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or configuration. In short, Symbian OS places no restriction on 
hardware design. 

However, there are requirements outside of design constraints 
that Symbian OS devices place on a communications infrastructure. 
First and foremost, Symbian OS's communication architecture must 
be one that supports many device designs and is extensible. As pre­
viously mentioned, there is no restriction on size, shape or design. 
To accommodate _many different designs, we do not want to have 
to completely redesign communications for a new communication 
method. We want a new method's implementation to fit in with 
existing implementations, and to be able to take advantage of all 
the same facilities as the other implementations. 

As with most computing devices, these platforms require robust 
implementations. In fact, communicators and smartphones have 
special needs in this category. While larger computers can per­
haps be reset easily or can tolerate errors without affecting other 
applications, these smaller devices cannot easily accommodate 
error conditions, nor can they be reset as easily. It does not 
work to "reboot" your mobile phone to correct a problem, or 
to restart a data stream or video transmission. These devices 
often use realtime communication services that charge by the 
byte or by the connection session. Therefore, restarting equip­
ment or data transfers can cost the user an unacceptable amount of 
money. 

Communicators and smartphones require an efficient implemen­
tation of communications. By "efficient", we mean both "fast" and 
"easy on resources". These factors are complicated by the wide 
variety of designs. No assumptions can be made about speed of 

. processors, amount of memory, or specific communications avail­
able. We must have a modular, adaptable implementation, yet one 
that takes up a small space and runs fast. 

Finally1 • one assumption we can make is that communicators 
and smartphones will run on batteries. Therefore, implementations 
must be easy on the resources. Battery power must be __ preserved, 
but access to communication ports witt utilize..12.9wer. Therefore, 

. care must be taken to economize access while fully implementing 
standards. 

So, we have a tall order. We must have a general, modular, 
adaptable infrastructure that supports the implementation of many 
different c9mmunication standards. This general implementation 
must be robust and efficient, while at the same time being extensible 
and easy on resources. This is the mandate for Symbian OS. 
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2.5 Implementation Techniques

As we begin to examine the architecture of Symbian OS we

will notice patterns in the way the architecture is implemented

Certain techniques are used in implementations understanding

these techniques will help to understand the communications

architecture

2.5.1 Client-Server Relationships

The way computers interactespecially in TCP/IP network like

the Internetcan be characterized as client-server type of

relationship The client is the computer taking advantage of the

service the server is the computer providing that service The client

typically utilizes the service by sending requests to the server the

server provides the service typically by responding to these requests

The requests and responses take the form of messages sent back and

forth between client and server

good example is the microbrowser in WAP-enabled mobile

phone Figure 2.2 shows how this works The phone calls up WML

page by sending an encoded request to computer at the company
that provides the service This computer is called gateway server

because it provides gateway to the Internet for the mobile phone

This server in turn becomes client by passing the request from the

mobile phone on to the actual Internet server that houses the WAP

page in question This server happens to be providing an HTTP

service and answers the request by sending Web page to the

gateway server The gateway server then translates the HTML page

into WML and encodes the response using the encryption scheme

the mobile phone expects Finally the gateway server sends the

response to the mobile phone and the microbroswer displays the

WML page on the phones display

deiquest
Client fJGatewaY Server

HTTP Server

WAP Encoding and HTML Pages

Micro bro wser Decoding Service

Response

CG Scripts

Figure 2.2 CIien-server relationships in WML browsing
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.. As we begin to examine the architecture of Symbian OS, we 

will notice patterns in the way the architecture is implemented. 

Certain techniques are used in implementations; understanding 

these techniques will help to understand the communications 

architecture. 

2.5.1 Client-Server Relationships 

I Client 

The way computers interact-especially in a TCP/IP network like 

the Internet-can be characterized as a client-server type of 

relationship. The client is the computer taking advantage of the 

service; the server is the computer providing that service. The client 

typically utilizes the service by sending requests to the server; the 

server provides the service typically by responding to these requests. 

The requests and responses take the form of messages sent back and 

forth between client and server. 
A good example is the microbrowser in a WAP-enabled mobile 

phone. Figure 2.2 shows how this works. The phone calls up a WML 

page by sending an encoded request to a computer at the company 

that provides the service. This computer is called a gateway server, 

because it provides a gateway to the Internet for the mobile phone. 

This server, in turn, becomes a client by passing the request from the 

mobile phone on to the actual Internet server that houses the WAP 

page in question. This server happens to be providing an HTTP 

service, and answers the request by sending a Web page to the 

gateway server. The gateway server then translates the HTML page 

into WML, and encodes the response using the encryption scheme 

the mobile phone expects. Finally, the gateway server sends the 

response to the mobile phone, and the microbroswer displays the 

WML page on the phone's display. 

Request 

Gateway Server 
HTTP Server 

WAP Encoding and 

Microbrowser ~~-=-- ~ ~Decoding Service 

Encoded Response Response 

HTML Pages 
CGI Scripts, 

etc. 

Figure 2.2 . C~ient-server relationships in WML browsing. 
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Note that in the example there were two clients and two servers

The gateway server was both server to the mobile phone and

client to the HTTP server This is an example of proxy server

server that represents its client on another network by becoming
client itself

variant of this relationship occurs in the Symbian OS kernel

to protect and manage resources In this case the kernel acts as

server and applications act as clients The middleware that we
discussed in Chapter is an example of this Applications use

protected resource by connecting to the server that manages that

resource Once connected applications or clients manipulate the

resource through the resources server in an applications code the

resource is manipulated by using the server objects functions

2.5.2 Asynchronous Events

Communications programming requires quite bit of waiting As

client an application might wait for response from server

As server an application would always be waiting for client

requests An application would be likely to spend time waiting on

devicessuch as IR ports or Bluetooth chipsto transmit messages
or to report back with data

Because waiting is so frequent programming model has been

developed for it asynchronous event-driven programming This

type of programming is asynchronous because responses do not

arrive in fixed intervals if they return at all We use the idea

of an event to represent the occurrence of something that an

application might be waiting for in communications exchange In

Symbian OS there are many events that are specified to represent

communications We will discuss these in later chapters
With asynchronous programming there is an event defined as

timeout timeout is good example of the care programmer
has to take with communications Assuming for example that all

communications will result in response would be mistake Pro

grammers must plan and design for the event that nothing happens

when communications is attempted We will discuss ways to build

timeout exceptions in the way we approach communications

This asynchronous event model is useful in several ways It

keeps applications from freezing while they wait for some event

It allows the system to interleave instructions more efficiently from

concurrent processes/threads It also allows the system to put the

entire device to sleep in certain cases e.g all processes are waiting

for events to conserve battery power
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Note that in the example, there were two clients and two servers. 
The gateway server was both a server to the mobile phone and a 
client to the HTTP server. This is an example of a proxy server, a 
server that represents its client on another network by becoming a 
client •itself. 

A variant of this relationship occurs in the Symbian OS kernel 
to protect and manage resources. In this case, the kernel acts as 
a server and applications act as clients. The middleware that we 
discussed in Chapter 1 is an example of this. Applications use a 
protected resource by connecting to the server that manages that 
resource. Once connected, applications or clients manipulate the 
resource through the resource's server (in an application's code, the 
resource is manipulated by using the server object's functions). 

2.5.2 Asynchronous Events 

Communications programming requires quite a bit of waiting. As 
a client, an application might wait for a response from a server. 
As a server, an application would always be waiting for client 
requests. An application would be likely to spend time waiting on 
devices-such as IR ports or Bluetooth chips-. to transmit messages 
or to report back with data. 

Because waiting is so frequent, a programming model has been 
developed for it: asynchronous, event-driven programming. This 
type of programming is asynchronous because responses do not 
arrive in fixed intervals (if they return at all). We use the idea 
of an "event" to represent the occurrence of something that an 
application might be waiting for in a communications exchange. In 
Symbian OS, there are many events that are specified to represent 
communications. We will discuss these in later chapters. 

With asynchronous programming, there is an event defined as 
a timeout. A timeout is a good example of the care a programmer 
has to take with communications. Assuming, for example, that all 
communications will result in a response would be a mistake. Pro-

• grammers must plan and design for the event that nothing happens 
when communications is attempted. We will discuss ways to build 
timeout exceptions in the way we approach communications. 

This asynchronous event model is useful in several ways. It 
keeps applications from freezing while they wait for some event. 
It allows the system to interleave instructions more efficiently from 
concurrent processes/threads. It also allows the system to put the 
entire device to sleep in certain cases (e.g., all processes are waiting 
for events) to conserve battery power. 
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2.5.3 Active Objects

To accommodate the constant waiting imposed by the asynchronous

nature of communications Symbian OS uses the idea of active

objects An active object is threada parallel object that executes

alongside the main codethat makes communications requests and

handles the event that is generated when the request gets response

By building into the Symbian 05 the concept of an active object

as thread the designers of Symbian OS built an object that can

handle waiting for responses from devices and not prevent other

code from running
An example of how an active object might be used is an email

application Email can be collected by sending request to

jQJi tOffice otocol version server response is rarely

immediate however especially if there are many messages to pick

up If an application were not to use active objects the application

would quite likely freeze up while waiting for all the messages

to download This situation would occur because the application

would be concentrating on the data exchange with the POP3 server

and not on listening for stylus taps or updating the screen However

if the application used an active object for communicating with the

POP3 server then it could respond to the user at the same time it

was waiting for messages Active objects enable more interaction

with applications and clean interface for handling situations that

might arise during communication

2.6 Summary

This chapter opens section of this book on the basic concepts and

design of Symbian OSs communication architecture Specifically

we covered the following

What communications architecture actually is

What technology is supported by Symbian OSfrom transport

and content perspective

What requirements communicators and smartphones make on

Symbian OSs communications architecture

What implementation or programming techniques are used by

Symbian OS client-server relationships event-driven program

ming and active objects

The next chapter will introduce the communications structure of

Symbian OS from several different perspectives taking close look

at the elements that form its foundation
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To accommodate the constant waiting imposed by the asynchronous 
nature of communications, Symbian OS uses the idea of active 

objects. An active object is a thread-a parallel object that executes 

alongside the main code-that makes communications requests and 

handles the event that is generated when the request gets a response. 
By building into the Symbian OS the concept of an active object 

as a thread, the designers of Symbian OS built an object that can 

handle waiting for responses from devices and not prevent other 
code from running. 

An example of how an active object might be used is an email 

application. Email can be collected by sending a request to a 
_£'OP3 (PQ?LOffice Protocol, version 3) server. A response is rarely 

immediate, however, especially if there are many messages to pick 
up. If an application were not to use active objects, the application 

would quite likely freeze up while waiting for all the messages 

to download. This situation would occur because the application 
would be concentrating on the data exchange with the POP3 server, 

and not on listening for stylus taps or updating the screen. However, 

if the application used an active object for communicating with the 
POP3 server, then it could respond to the user at the same time it 

was waiting for messages. Active objects enable more interaction 

with applications and a clean interface for handling situations that 
might arise during communication. 

2.6 Summary 

This• chapter opens a section of this book on the basic concepts and 

design of Symbian OS's communication architecture. Specifically, 

we covered the following: 

• What a "communications architecture" actually is 

• What technology is supported by Symbian OS-from a transport 
and a content perspective 

• What requirements communicators and smartphones make on 
Symbian OS's communications architecture 

• What implementation (or programming) techniques are used by 

Symbian OS: client-server relationships, event-driven program­
ming, and active objects • • 

The next chapter will introduce the communications structure of 

Symbian OS from several different perspectives, taking a close look 
at the elements. that form its foundation. 



Several Introductions to the

Architecture Infrastructure

In Chapter we had an introduction to the communication

architecture of Symbian OS We stated in that chapter that this

architecture is more than simply infrastructure While this is

certainly true the infrastructure of communication in Symbian OS
is foundational part of the architecture and we need to discuss

it This chapter takes look at the concepts that comprise the

infrastructure of Symbian OSs implementation of communication

from several different perspectives

The communication infrastructure weaves several common
themes through the various interfaces and layers of its implemen
tation We look at these common themes in this chapter We will

begin with an overview of the infrastructure by looking at the

components used to build it Then we will take close look at

the client-server model in Symbian OS which is at the center

of the infrastructure Next we will overview the communication

database which is at the heart of accessing peripherals We will

conclude by examining two issues tied closely to the infrastructure

synchronization and security concerns

3.1 Basic Infrastructure Building Blocks

good way to start looking at the infrastructure is by examining
its basic components This will also serve as an introduction to the

implementation
Lets start by considering very generic form of the communi

cations infrastructure Figure 3.1 contains generic diagram of the

infrastructure Consider this diagram as starting point for an orga
nizational model At the bottom of the stack is physical device

connected in some way to the computer This device could be

3 
Several Introductions to the 
Architecture Infrastructure 

In C,hapter 2, we had an introduction to the communication 
architecture of Symbian OS. We stated in that chapter that this 
architecture "is more than simply infrastructure". While this is 
certainly true, the infrastructure of communication in Symbian OS 
is a foundational part of the architecture and we need to discuss 
it. This chapter takes a look at the concepts that comprise the 
infrastructure of Symbian OS's implementation of communication 
from several different perspectives. 

The communication infrastructure weaves several common 
themes through the various interfaces and layers of its implemen­
tation. We look at these common themes in this chapter. We will 
begin with an overview of the infrastructure by" looking at the 
components used to build it. Then we will take a close look at 
the client-server model in Symbian OS, which is at the center 
of the infrastructure. Next, we will overview the communication 
database, which is at the heart of accessing peripherals. We will 
conclude by examining two issues tied closely to the infrastructure: 
synchronization and security concerns. 

3.1 Basic Infrastructure Building Blocks 

A good way to start looking at the infrastructure is by examining 
its basic components. This will also serve as an introduction to the 
implementation. 

Let's start by considering a very generic form of the communi­
cations infrastructure. Figure 3 .1 contains a generic diagram of the 
infrastructure. Consider this diagram as a starting point for an orga­
nizational model. At the bottom of the stack is a physical device, 
connected in some way to the computer. This device could be a 
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Application

______________________________

Protocol Implementation

Device Driver

PeaI fv

Figure 11 generic API diagrem

mobile phone modem or Bluetooth radio transmitter embedded

in communmator Since we are not concerned with the detaik of

hardware in this hook we wik treat this physical device as hlack

hox an abstract unit that responds to commands from software in

the appropriate manner
The next level upactuaiiy the first level we are concerned

svthis the device driver level The software at this level is

concerned with working directly with the hardware via fixed stam

dardized interface to the upper software layers The software at this

level is hardwarmspeciflc and every new piece of hardware requires

new software device driver to interface with it Symbian OS comes

with set of device drivers for commonly used pieces of hardware

e.g internal modems and printers Different drivers are needed

for different hardware units/ but they all must implement the same

interface to the upper layers The protocol implementation layer will

expect the same interface no matter what hardware unit is used

Standards play major role with device drivers Hardware is

becoming increasingly standardized and sometimes one device

driver can manage several pieces of hardware because they all abide

by the same standard For example many modems can be controlled

by single device driver In addition protocol implementations

are increasingly assuming device driver standards Standards such

as IrCOMM for instance are becoming widely supported and

therefore must be incorporated in the device driver layer
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mobile phone modem or a Bluetooth radio transmitter embedded 
in a communicator. Since we are not concerned with the details of 
hardware in this book, we will treat this physical device as a "black 
box", an abstract unit that responds to commands from software in 
the appropriate manner. 

The next level up- actually the first level we are concerned 
with--is the device driver level. The software at this level is 
concerned with working di rectly with the hardware via a fixed, stan­
dardized interface to the upper software layers. The software at this 
level is hardware-specific, and every new piece of hardware requires 
a new software device driver to interface with it. Symbian OS comes 
with a set of device drivers for commonly used pieces of hardware 
(e.g., internal modems and printers). Different drivers are needed 
for different hardware units, but they all must implement the same 
interface to the upper layers. The protocol implementation layer will 
expect the same interface no matter what hardware unit is used. 

Standards play a major role with device drivers. Hardware is 
becoming increasingly standardized, and sometimes one device 
driver can manage several pieces of hardware because they all abide 
by the same standard. For example, many modems can be controlled 
by a single device driver. In addition, protocol implementations 
are increasingly assuming device driver standards. Standards such 
as lrCOMM, for instance, are becoming widely supported and 
therefore must be incorporated in the device driver layer. 
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The next layer up is the protocol implementation layer This layer

Contains implementations of the protocols supported by Symbian
OS These implementations assume device driver interface with

the layer beneath and supply single unified interface to the

application layer above This is the layer that implements the

Bluetooth and TCP/IP protocol suites for example along with the

other protocols discussed in Chapter

Finally the top layer is the application layer This layer contains

the application that must utilize the communication infrastructure

The application does not know much about how communications

are implementedhowever it does do the work necessary to

inform the operating system of which devices it will use Once the

drivers are in place the application does not access them directly

but depends on the protocol implementation layer APIs to drive the

real devices

32 ACoser Look at the nfrastructure
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rnunication infrastructure Figure 32 contains diagram based on
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The next layer up is the protocol implementation layer. This layer 
contains implementations of the protocols supported by Symbian 
OS. These implementations assume a device driver interface with 
the layer beneath and supply a single, unified interface to the 
application layer above. This is the layer that implements the 
Bluetooth and TCP/IP protocol suites, for example, along with the 
other protocols discussed in Chapter 2. 

Finally, the top layer is the application layer. This layer contains 
the application that must utilize the communication infrastructure. 
The application does not know much about how communications 
are implemented-however, it does do the work necessary to 
inform the operating system of which devices it will use. Once the 
drivers are in place, the application does not access them directl y, 
but depends on the protocol implementat ion layer APls to drive the 
real devices. 
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Now let's take a closer look at the layers in Symbian OS com­
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the generic model in Figure 3.1 The blocks from Figure 3.1 have

been subdivided into operational units that depict those used by

Symbian Os

3.2.1 The Physical Device

First notice that the device has not been changed As we stated

before symbian OS has no control over hardware Therefore it

accommodates hardware through this layered API design but does

not specify how the hardware itself is designed and constructed

This is actually an advantage to Symbian OS and its developers

By viewing hardware as an abstract unit and designing communi

cation around this abstraction the designers of Symbian OS have

ensured Symbian OS will handle the wide variety of devices that

are available now and that it can accommodate the hardware of the

future

3.2.2 The Device Driver Layer

The device driver layer of Figure 3.1 has been divided into two layers

in Figure 3.2 The physical device driver PDD layer interfaces

directly with the physical device through specific hardware port

The logical device driver LDD layer interfaces with the protocol

implementation layer and implements Symbian OS policies as

they relate to the device These policies include input and output

buffering interrupt mechanisms and flow control The division of

these layers represents division in implementation where the

PDD implementers can focus on an efficient and correct hardware

interface and the LDD implementers can work to perfect the

interface with the upper layers to maximize performance

As an example of this division of responsibilities consider the

serial interface There are several serial device types that can be

connected to an Symbian OS device The 1k port and the RS232

port are both serial devices and can use the same LDDcalled
ECOMM.LDD on Symbian OS version 6.1 These ports are serial

ports and use the same policies with respect to issues such as flow

control However their PDD modules will be different one will

service the R5232 port and one will service the 1k port

3.2.3 The Protocol Implementation Layer

Several sublayers have been added to the protocol implementation

layer in Figure 3.2 from Figure 3.1 Four types of modules are used

for protocol implementation these are itemized below
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First, notice that the device has not been changed. As we stated 
before, Symbian OS has no control over . hardware. Therefore, it 
accommodates hardware through this layered API design, but does 
not specify how the hardware itself is designed and constructed. 
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cation around this abstraction, the designers of Symbian OS have 
ensured Symbian OS will handle the wide variety of devices that 
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3.2.2 The Device Driver Layer 

The device driver layer of Figure 3.1 has been divided into two layers 
in Figure 3.2. The physical device driver (POD) layer interfaces 
directly with the physical device, through a specific hardware port. 
The logical device driver (LOO) layer interfaces with the protocol 
implementation layer and implements Symbian OS policies as 
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these layers represents a division in implementation; where the 
POD implementers can focus on an efficient and correct hardware 
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As an example of this division of responsibilities, consider the 
serial interface. There are several serial device types that can be 
connected to an Symbian OS device. The IR port and the RS232 
port are both serial devices and can use the same LOO-called 
ECOMM. LDD on Symbian OS version 6.1 . These ports are serial 
ports and use the same policies with respect to issues such as flow 
control. However, their POD modules wil I be different: one will 
service the RS2~2 port and one will service the IR port. 

3.2.3 The ,Protocol Implementation Layer 

Several sublayers have been added to the protocol implementation 
layer in Figure 3.2 from Figure 3.1. Four types of modules are used 

. for protocol ir:nplementation; these are itemized below: 



CLOSER LOOK AT THE INFRASTRUCTURE 35

CSY Modules The lowest level in the protocol implementation

layer is the communication server or CSY module CSY
module communicates directly with the hardware through the

PDD portion of the device driver implementing the various low-

level aspects of protocols For instance protocol may require

raw data transfer to the hardware device or it may specify 7-bit

or 8-bit buffer transfer These modes would be handled by the

CSY module

Note that CSY modules may use other CSY modules For

example the IrDA CSY module that implements the IrCOMM
interface to the IR PDD also uses the serial device driver

ECUART CSY module

TSY Modules Telephony comprises large part of the com
munications infrastructure and special modules are used to

implement it Telephony serveror TSYmodules implement
the telephony functionality Basic TSYs may support standard

telephony functions e.g making and terminating calls on
wide range of hardware More advanced TSYs may sup

port advanced phone hardware e.g those supporting GSM
functionality

PRT Modules The central modules used for protocol imple
mentation are protocol modules or PRT modules PRT modules

are used by servers to implement protocols server creates an

instance of PRT module when it attempts to use the protocol
The TCP/IP suite of protocols for instance is implemented by
the TCPIP PRT module Bluetooth protocols are implemented

by the ET PRT module

MTM Modules As Symbian OS has been designed specifically

for messaging its architects built mechanism to handle mes

sages of all types These message handlers are called message

type modules or MTMs Message handling has many different

aspects and MTMs must implement each of these aspects User

Interface MTMs must implement the various ways users will view

and manipulate messages from how user reads message to

how user is notified of the progress of sending message
Client-side MTMs handle addressing creating and responding
to messages Server-side MTMs must implement server-oriented

manipulation of messages including folder manipulation and

message-specific manipulation

These modules build on each other in various ways depending on

the type of communication that is being used Consider Figure 3.3

which depicts some example module relationships Implementa

tions of protocols using Bluetooth for example will use only PRT
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• CSY Modules: The lowest level in the protocol implementation 
layer is the communication server or CSY, module. A CSY 
module communicates directly with the hardware through the 
POD portion of the device driver, implementing the various low­
level aspects of protocols. For instance, a protocol may require 
raw data transfer to the hardware device or it may specify 7-bit 
or 8-bit buffer transfer. These "modes" would be handled by the 
CSY module. 
Note that CSY modules may use other CSY modules. For 
example, the lrDA CSY module that implements the lrCOMM 
interface to the IR POD also uses the serial device driver, 
ECUART CSY module . . 

• TSY Modules: Telephony comprises a large part of the com­
mynications infrastructure, and special modules are used to 
implement it. Telephony server-or TSY-modules implement · 
the telephony functionality. Basic TSYs may support standard 
telephony functions, e.g., making and terminating calls, on 
a wide range of hardware. More advanced TSYs may sup­
port advanced phone hardware, e.g., those supporting GSM 
functionality. 

• PRT Modules: The central modules used for protocol imple­
mentation are protocol modules or PRT modules. PRT modules 
are used by servers to implement protocols. A server creates an . 
instance of a PRT module when it attempts to use the protocol. 
The TCP/IP suite of protocols, for instance, is implemented by 
the TCPIP. PRT module. Bluetooth protocols are implemented 
by the BT. PRT module. 

• MTM Modules: As Symbian OS has been designed specifically 
for messaging, its architects built a mechanism to handle mes­
sages of all types. These message handlers are called message 
type modules or MTMs. Message handling has many different 
aspects, and MTMs must implement each of these aspects. User 
Interface MTMs must implement the various ways users will view 
and manipulate messages, from how a user reads a message to 
how a user is notified of the progress of sending a message. 
Client-side MTMs handle addressing, creating and responding 
to messages. Server-side MTMs must implement server-oriented 
manipulation of messages, including folder manipulation and 
message-specific manipulation. 

These modules build on each other in various ways, depending on 
the type of communication that is being used. Consider Figure 3.3, 
which depicts some example module relationships. Implementa­
tions of protocols using Bluetooth, for example, will use only PRT 
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modules that communicate directly to device drivers. Certain irDA 
protocols w ill do th is as well. TCP/IP implementations that use PPP 
will use PRT modules and both a TSY and a CSY module. The WAP 
protocol stack uses a WAP PRT on top of an SMS PRT, which in turn 
is built on a GSM TSY and some kind of CSY (ECUART, lrCOMM, 
or RFCOMM). 
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324 Infrastructure Moduarity

We should take moment here to appreciate the modularity of the

communication infrastructure design The mix and match quality
of the layered design should be evident from the examples just given
Consider the TCP/IP stack implementation PPP connection can

go directly to CSY module or choose GSM or regular modem
TSY implementation which in turn goes through CSY module
When the future brings new telephony technology this existing
structure still works and we only need to add TSY module for

the new telephony implementation In addition fine tuning the

TCP/IP protocol stack does not require altering any of the modules

it depends on we simply tune up the TCP/IP PRT module and

leave the rest alone This extensive modularity means new code

pls into the infrastructure easily old code is easily discarded and

existing code can be modified without shaking the whole system or

requiring extensive reinstalls

12$ Appbcadon CSYs

Finally Figure 32 has added sublayers to the application layer of

Figure 3.1 There are CSY modules that applications use to interface

with protocol modules in the protocol implementations While we
can consider these as parts of protocol implementations it is hit

cleaner to think of them as assisting applications An example here

might be an application that uses IR to send SMS messages through

mobile phone This application would use an IRCOMM CSY
module on the application side that uses an SMS implementation

wrapped in protocol implementation layer Again the modularity

of this entire process is big advantage for applications thai need to

focus on what they do best and not on the communications process

13 CUentServer Reationships

Another way to examine the communication infrastructure is by

looking at the client-server relationships built into it This section

will examine the servers the next section will look at the clients
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3.2.4 Infrastructure Modularity 

We should take a moment here to appreciate the modularity of the 
communication infrastructure design. The 11mix and match11 quai ity 
of the layered design should be evident from the examples just given. 
Consider the TCP/IP stack implementation. A PPP connection can 
go directly to a CSY module or choose a GSM or regu lar modem 
TSY implementation, wh ich in turn goes through a CSY module. 
When the future brings a new telephony technology, this existing 
structure sti ll works, and we only need to add a TSY module for 
the new telephony implementation. In addition, fine tuning the 
TCP/IP protocol stack does not requ ire altering any of the modules 
it depends on; we simply tune up the TCP/IP PRT module and 
leave the rest alone. This extensive modularity means new code 
plugs into the infrastructure easily, old code is easily discarded, and 
existing code can be modified without shaking the whole system or 
requiring extensive reinstalls. 

3.2.5 Application CSYs 

Finally, Figure 3.2 has added sublayers to the application layer of 
Figure 3 .1. There are CSY modules that applications use to interface 
with protocol modules in the protocol implementations. While we 
can consider these as parts of protocol implementations, it is a bit 
cleaner to th ink of them as assisting applications. An example here 
might be an application that uses IR to send SMS messages through 
a mobile phone. This appl ication would use an IRCOMM CSY 
module on the appl ication side that uses an SMS implementation 
wrapped in a protocol implementation layer. Again1 the modularity 
of this entire process is a big advantage for applications that need to 
focus on what they do best and not on the communications process. 

3.3 Client-Server Relationships 

Another way to examine the communication infrastructure is by 
looking at the client-server relationships bu ilt into it. This section 
will examine the servers; the next section wili look at the clients. 
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3.3.1 Kernel Servers

In general Symbian OS uses kernel servers to protect and manage
shared resources and services Servers form gateway that processes

must go through to access communication functionality If the

operating system was only able to run one program at time run

that program until it was done and move on to the next one servers

would not be necessary because only one access at time would

be possible But Symbian OS is multitasking operating system

allowing multiple processes to run at the same time And Symbian

OS is also multithreaded allowing multiple threads of control to

run in parallel within single process All this concurrency could

wreak havoc on communication resources Imagine three Web

browsers each using the TCP/IP stacks and each fighting for the

communication ports at the same time

The use of servers then cuts down on the amount of memory
and CPU resources needed by supplying access to resources that

applications do not have to implement Using servers also correctly

channels the accesses from multiple processes and threads into

proper usage of resources

In Symbian OS servers are accessed by clients in the follow

ing way

Servers must first be started if they are to serve their gateway
function Only few servers are started when the operating sys

tem initially boots to prevent slowing down system with rarely

used servers The other servers must be started explicitly before

an application may use them To help application programmers

Symbian OS allows the starting of servers that are already started

only one copy will be left running this means applications can

blindly start servers without checking if the one they need is

running

To use server clients must establish connection to the

server they need Within the communications infrastructure

this client-server connection is facilitated by socket Servers

listen for socket connections and have the option to accept or

deny connections Most of the time servers will accept socket

connections Decisions to deny connections can be based on

information that comes with the connection request e.g the

identification of the sending computer or on local information

e.g the number of connections already open

Once socket is open the server waits for requests to arrive over

that socket Requests are simple bytes of data interpreted by

the server in special designated ways The server then services
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3.3.1 Kernel Servers 

In general, Symbian OS uses kernel servers to protect and manage 
shared resources and services. Servers form a gateway that processes 
must go through to access communication functionality. If the 
operating system was only able to run one program at a time, run 
that program until it was done, and move on to the next one, servers 
would not be necessary because only one access at a time would 
be possible. But Symbian OS is a multitasking operating system, 
allowing multiple processes to run at the same time. And Symbian 
OS is also multithreaded, allowing multiple threads of control to 
run in parallel within a single process. All this concurrency could 
wreak havoc on communication resources. Imagine three Web 
browsers, each using the TCP/IP stacks and each fighting for the 
communication ports at the same time. 

The use of servers, then, cuts down on the amount of memory 
and CPU resources needed by supplying access to resources that 
applications do not have to implement. Using servers also correctly 
channels the accesses from multiple processes and threads into 
proper usage of resources. 

In Symbian OS, servers are accessed by clients in the follow­
ing way: 

• Servers must first be started if they are to serve their gateway 
function. Only a few servers are started when the operating sys­
tem initially boots, to prevent slowing down a system with rarely 
used servers. The other servers must be started explicitly before 
an application may use them. To help application programmers, 
Symbian OS allows the starting of servers that are already started 
(only one copy will be left running); this means applications can 
blindly start servers without checking if the one they need is 
running. 

• To use a server, clients must establish a connection to the 
server they need. Within the communications infrastructure, 
this client-server connection is facilitated by a socket Servers 
listen for socket connections, and have the option to accept or 
deny connections. Most of the time, server.s will accept socket 
connections. Decisions to deny connections can be based on 
information that comes with the connection request (e.g., the 
identification of the sending computer) or on local information, 
(e.g., the number of connections already open). 

• Once a socket is open, the server waits for requests to arrive over 
that socket. Requests are simple bytes of data, interpreted by 

. the server ._in special, designated ways. The server then services 
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those requests and sends responses back to the client again in

the form of bytes of data written to the socket

When the exchange is done the socket is closed Either side

can close the socket but Symbian OS notifies both sides of the

closure no matter which side initiates it

server might stay active for time to service other requests or

might terminate immediately to preserve resources

There are several servers used throughout the communication infra

structure These servers include

Serial communications server The serial communications server

provides clients with consistent interface that manipulates

serial devices The serial communications server manages the

built-in serial ports and the IR port using the ECUART and

IrCOMM communication server modules to interface with lower

layers

Telephony server The telephony server manages services for

initiating and terminating voice fax and data calls It provides

an API for accessing telephony services implemented through

either GSM mobile phones or landline modems using Hayes
standard AT modem commands

Socket server The socket server manages socket connections

and provides programming interface for variety of protocols

to clients It also allows new protocols to be inserted into the

socket framework Standard interfaces are provided for Internet

and 1k protocols as well as for the Psion Link Protocol PLP
which is used for PC synchronization

Communications database server As the central repository for

information regarding configuration settings for devices the

communications database server serves an important function

It guards the source of information for devices and manages
access to this information set This information set includes data

pertaining to phones modems protocols and Internet service

provision information network access phone numbers Internet

addresses and physical locations In addition details of device

drivers available to the system servers and the Symbian OS kernel

are available through this server This server is an instance of the

Symbian OS DBMS server see Section 3.4 below

Other servers There are other communications servers that

symbian OS uses that serve less common but important role

These servers include the fax server which is used to send and

receive faxes and the resolver server service that resolves
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those requests and sends responses back to the client, again in 
the form of bytes of data written to the socket. 

• V\!hen the exchange is done, the socket is closed. Either side 
can close the socket, but Symbian OS notifies both sides of the 
closure no matter which side initiates it. 

• A server might stay active for a time to service other requests or 
might terminate immediately to preserve resources. 

There are several servers used throughout the communication infra­
structure. These servers include: 

• Serial communications server: The serial communications server 
provides clients with a consistent interface that manipulates 
serial devices. The serial communications server manages the 
built-in serial ports and the IR port, using the ECUART and 
lrCOMM communication server modules to interface with lower 
layers. 

• Telephony server: The telephony server manages services for 
initiating and terminating voice, fax, and data calls. It provides 
an API for accessing telephony services implemented through 
either GSM mobile phones or landline modems (using Hayes 
standard AT modem commands). 

• Socket server: The socket server manages socket connections 
and provides a programming interface for a variety of protocols 
to clients. It also allows new protocols to be inserted into the 
socket framework. Standard interfaces are provided for Internet 
and IR protocols, as well as for the Psion Link Protocol (PLP) 
which is used for PC synchronization. 

• Communications database server: As the central repository for 
information regarding configuration settings for devices, the 
commun'ications database server serves an important function. 
It guards the source of information for devices and manages 
access to this information set. This information set includes data 
pertaining to phones, modems, protocols, and Internet service 
provision information (network.access phone numbers, Internet 
addresses and physical locations). In addition, details of device 
drivers available to the system servers and the Symbian OS kernel 
are available through this server. This server is an instance of the 
Symbian OS DBMS server (see Section 3.4 below). 

• Other servers: There are other communications servers that 
Symbian OS uses that serve a less common, but important, role. 
These servers include the fax server, which is used to send and 
receive faxes, and the resolver server, a service that resolves 
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names of Internet sites to IP numbers The concept behind these

is the same as with all servers one must Connect to the server

then use the connection objects API to access the information

being protected

You might have noticed that each of the descriptions above

use phrase something like this server provides an API for

accessing This might seem strange as we have talked about

connecting to servers rather than using servers API It is how
ever the duty of server to provide standard interface for the

usage of the services it manages Most times even though client

sets up socket to the server the real interaction with the server

takes place through function calls to server object not by explicitly

constructing requests for the server This will come through when

we discuss the details of programming

You might also have noticed that there seem to be few things

missing from the above list For example Bluetooth which is

featured quite prominently on Symbian OS is not implemented via

its own server It is generally the case that the above servers are all

that Symbian OS needs If the technology you are looking for is not

in the above list it is likely implemented by other servers Bluetooth

for example is implemented using its own serial communication

module look for btcomm csy but using the serial communications

server

3.3.2 Clients

Clients are the users of the resources that servers are built to protect

They contend with each other to use resources Any process or

thread can be client of server in fact because threads can be

clients process might even contend with itself for resource It is

the servers role to manage this contention for resource access

To become client process or thread needs to go through the

following steps

Clients must first make sure the driversboth the LDD and the

PDD partsare loaded by Symbian OS kernel Different drivers

will be loaded depending on how client wants to access

particular resource

Next client needs to start server in order to communicate

with it Remember that the number of running servers is typically

carefully planned and that clients server may not be running

when it is needed
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names of Internet sites to IP numbers. The concept behind these 
is the same as with all servers; one must connect to the server, 
then use the connection object's API to access the information 
being protected. 

You might have noticed that each of the descriptions above 
use a phrase something like " .. . this server provides an API for 
accessing . . . " . This might seem strange, as we have talked about 
"connecting" to servers rather than using a server's APL It is, how­
ever, the duty of a server to provide a standard interface for the 
usage of the services it manages. Most times, even though a client 
sets up a socket to the server, the real interaction with the server 
takes place through function calls to a server object, not by explicitly 
constructing requests for the server. This will come through when 
we discuss the details of programming. 

You might also have noticed that there seem to be a few things 
missing from the above list. For example, Bluetooth, which is 
featured quite prominently on Symbian OS, is not implemented via 
its own server. It is generally the case that the above servers are all 
that Symbian OS needs. If the technology you are looking for is not 
in the above list, it is likely implemented by other servers. Bluetooth, 
for example, is implemented using its own serial commun ication 
module (look for btcornrn. csy) but using the serial communications 
server. 

3.3.2 Clients 

Clients are the users of the resources that servers are built to protect. 
They contend with each other to use resources. Any process or 
thread can be a client of a server; in fact, because threads can be 
clients, a process might even contend with itself for a resource. It is 
the server's role to manage this contention for resource access. 

To become a client, a process or thread needs to go through the 
following steps: 

• Clients must first make sure the drivers-both the LDD and the 
PDD parts-are loaded by Symbian OS kernel. Different drivers 
will be loaded, depending on how a client wants to access a 
particular resource. 

• • Next, a client needs to start a server in order to communicate 
with it. Rememberthat the number of running servers is typically 
carefully planned, and that a client's server may not be running 
when it is needed. 
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client must then connect to server This is through call in

the socket objects interface typically call to Connect
socket is opened to the desired server and data may flow

between the client and the server

Once the connection is made interaction occurs in request-

response cycle The client makes requests to the server by

Client Client-Server Server

Web browser loads

drivers and starts

servers

User requests Web

page

Web browser needs to Resolver server needs
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Dial Out Server

for site Internet
handles PPP Internet
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Using the address Using the Internet the

the Web browser resolver maps site

connects to the socket name to an address
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socket to the sites

Web server

The socket server
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the sites Web server
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the Web page from

the Web server The Web server

receives the page
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with data stream

containing the page
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the data stream and

displays the HTML

The browser closes

theWeb server
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Figure 3.4 client-server interaction for Web browser
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• A client must then connect to a server. This is through a call in 
. the socket object's interface (typically, a call to Connect () ). 
A socket is opened to the desired server and data may flow 
between the client and the server. 

• Once the connection is made, interaction occurs in a request­
response cycle. The client makes requests to· the server by 

Client 
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Figure 3.4 A client-server interaction for a Web browser. 
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sending it messages in the form of data the server reads the

request and sends the responses back

Eventually the client will complete its use of the server and will

close the connection

An obvious example of client is Web browser application

Figure 34 depicts typical sequence of clienOserver interactions

that constitute reading Web page The sequence we outlined

above is followed Other examples in the Symbian OS standard

application set include email clients printing applications and

Bluetooth data exchanges
There are also other hidden clients that use servers hidden in

the internals of the communications infrastructure For example

consider Figure 34 again The resolver server was the first to initiate

network connection thereby becoming client itself when it

turned to the communications database and the socket server to

establish connections with the Internet

3A The Communications Database

third way to view the communication infrastructure is through

the communications database The communications database is

standard Symhian OS database manipulated by the Symbian OS

DBMS system it stores all information that should nessd to he

referenced about components of the communication infrastructure

This information includes phones modems protocols network

access phone numbers Internet addresses and physical locations

The database is also used to record the settings current at any time

From users pe.rspective this database is maintained through

the Control Panel in Symbian OS user interface From an applica

tion perspective it is manipulated via the conventional Symbian

OS API for relational databases The communication infrastructure

does provide streamlined way to access the database but this

API amounts to convenience methods that implement operations

that could he done
Islng

standard means VVe will cover this in

Chapter 18
The communications database is used by applications that

require component configuration information By using the com
munications database an application shares the users intentions

for the device with other applications and at the same time is truly

device independent For example program 1hat needs access to

serial service can reference the database to identify the default

module to load using dialog box to allow the user to confirm the

sUtting
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sending it messages (in the form of data); the server reads the 

request and sends the responses back. 

• Eventually, the client wi II complete its use of the server and wi II 

close the connection . 

An obvious example of a client is a Web browser application. 

Figure 3.4 depicts a typical sequence of cl ient-server interactions 

that constitute reading a Web page. The sequence we outl ined 

above is fo llowed. Other examples in the Symbian OS standard 

application set include email clients, printing applications, and 

Bluetooth data exchanges. 
There are also other, hidden clients that use servers hidden in 

the internals of the communications infrastructure. For example, 

consider Figure 3.4 again. The resolver server was the first to initiate 

a network connection, thereby becoming a cl ient itself w hen it 

turned to the communications database and the socket server to 

establish connections w ith the Internet. 

3.4 The Communications Database 

A third vvay to view the communication infrastructure is through 

the communications database. The communications database is a 

standard Symbian OS database, manipulated by the Symbian OS 

DBMS system. It stores all information that should need to be 

referenced about components of the communication infrastructure. 

This information includes phones, modems, protocols, network 

access phone numbers, Internet addresses and physical locations. 

The database is also used to record the setti ngs current at any time. 

From a user's perspective, this database is maintained through 

the Control Panel in Symbian OS user interface. From an applica­

tion perspective, it is manipu lated via the conventional Symbian 

OS AP! for relational databases. The communication infrastructure 

does provide a streamlined way to access the database, but th is 

API amounts to convenience methods that implement operations 

that could be done using standard means. VVe w ill cover this in 

Chapter 18. 
The commun ications database is used by applications that 

requ ire component configuration information. By using the com­

munications database, an appl ication shares the user's intentions 

for the device with other applications and at the same time is truly 

device independent. For example, a program that needs access to 

a serial service can reference the database to identify the default 

module to load, using a dialog box to allow the user to confirm the 

setting. 
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Figure 3.5 Browsing the communications database using setupcomms. 

3.5 Infrastructure Issues 

As we look through the infrastructure, a few global issues crop up 
that should be examined. Other issues w il l come up and we will deal 
with them later; synchronization and security matters are so woven 
through the infrastructure that we should deal w ith them now. 

3.5.1 Synchronization 

Many Symbian devices are commonly used in connection with other 
computers-whether desktops, laptops, or other handheld comput­
ers. It is typical in these situations for the two computers to share 
information. The Symbian platform was designed from the ground 
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up with this type of cooperation in mind For example sharing

agenda information between handheld Symbian device and

larger desktop computer running Microsoft Outlook is an everyday

event for many people This synchronizing of information is such

common event that it is accommodated in the communication

infrastructure

In different environment we might share information by simply

accessing the same files over network Two applications on two

different machines might share one file and each manipulate that

file In this case server would probably be involved with the two

machines wanting to share information acting as clients to third

machine acting as the server

The situation we are focusing on however is fundamentally

different We do indeed have two computers but these computers

are disconnected from each other most of the time They do not

need to share file they need to synchronize information File

sharing would imply that the two computers are running the same

application and therefore need the same file In our case we cannot

assume that the two computers are running the same application

in fact we assume that they are not In this case we need to

synchronize information i.e we need to make sure that both

sides have equivalent information as specified by their specific

applications To do this we need to transfer files between the

two computers determine if files are up-to-date and convert

files from one format to another Therefore synchronization implies

file transfer and file conversion

In Symbian OS because many of the actions involved in

synchronization are also involved with other integral activities

synchronization was implemented using new protocol The

Psion Link Protocol PLP was implemented to transfer files and

to enable remote control of Symbian device PLP works over serial

mediathe serial port or IR portand requires an application on

the other computer that implements PLP as well Psion for example

provides program called PsiWin to provide synchronization and

other browsing tools to its devices Symbian provides set of tools

to implement this remote application

To incorporate this new protocol into Symbian OS communica

tions infrastructure we simply need PLP protocol module Since

PLP uses serial communication no new device drivers are needed

PLP is implemented by the PLP PRT protocol module

3.5.2 Concerns over Security

By definition communications move data between two comput

ing devices or phones Any time this transfer happens there is
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up with this type of cooperation in mind. For example, sharing 

agenda information between a handheld Symbian device and a 

larger desktop computer running Microsoft Outlook is an everyday 

event for many. people. This synchronizing of information is such 

a common event that it is accommodated in the communication 
infrastructure. 

In a different environment, we might share information by simply 

accessing the same files over a network. Two applications on two 

different machines might share one file and each manipulate that 

file. In this case, a server would probably be involved, with the two 

machines wanting to share information acting as clients to a third 

machine acting as the server. 
The situation we are focusing on,. however, is fundamentally 

different. We do indeed have two computers, but these computers 

are disconnected from each other most of the time. They do not 

need to share a file; they need to synchronize information. File 

sharing would imply that the two computers are running the same 

application and therefore need the same file. In our case, we cannot 

assume that the two computers are running the same application; 

in fact, we assume that they are not. In this case, we need to 

synchronize information, i.e., we need to make sure that both 

sides have equivalent information as specified by their specific 

applications. To do this, we need to (a) transfer files between the 

two computers, (b) determine if files are up-to-date, and (c) convert 

files from one format to another. Therefore, synchronization implies 

file transfer and file conversion. • 

In Symbian OS, because many of the actions involved in 

synchronization are also involved with other integral activities, 

synchronization was implemented using a new protocol. The 

Psion Link Protocol (PLP) was implemented to transfer files and 

to enable remote control of a Symbian device. PLP works over serial 

media-the serial port or IR port-and requires an application on 

the other computer that implements PLP as wel I. Psi on, for example, 

provides a program called "PsiWin" to provide synchronization and 

other browsing tools to its devices. Symbian provides a set of tools 

to implement this remote application. . 
To incorporate this new protocol into Symbian OS communica­

tions infrastructure, we simply need a PLP protocol module. Since 

PLP uses serial communication, no new device drivers are needed. 

PLP is implemented by the PLP. PRT protocol module. 

3.5.2 Concerns over Security 

By definition, communications move data between two comput­

ing device~ or phones. Any time this transfer happens, there is 
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opportunity for that data transfer to be observed or even disrupted

by third party We can control the computers themselves and can
even watch them at all times but once the data leaves the computer
en route for new one control is lost We can make very few

assumptions about the data as it makes its way to its destination Is

it being observed Is it being changed in some way
Consider how insecure various media are Serial cables are

by nature point-to-point connectors and it is difficult to discern

the data transferred by somehow listening to the outside of

cable The nature of serial communication is for the devices

to be relatively close to each other so any tampering with the

connection media would be noticed Infrared communication how
ever allows snooping of at least one side of the communication

without big changes to the environment machine could cer

tainly be situated within the infrared transmitter range and pick

up one side of the conversation Networks are inherently inse

cure Because of the passive multipoint nature of networks all

network data is accessible to all network nodes Low level net

work protocols like Ethernet are based on the fact that node

will ignore data unless that data is targeted at the node But all

Ethernet cards have promiscuous mode where all data can

be read and analyzed Wireless data transfer and data networks

are extremely insecure While machine must be physically con
nected to wired network in order to snoop it the requirements

for snooping wireless data are simply that machine has receiver

that can read the wireless data Such datafrom mobile tele

phone traffic to network data to Bluetooth conversationscan be

read and analyzed from hidden location or using small reader

equipment
So now that we are convinced that our data transmissions can

be intercepted read and changed how do we protect our data

It is important to first realize what we cannot do For most data

transmissions we cannot control the transmissions course or the

eyes that view the transmission It is simply not feasible to know

how the data is transmitted every step of its journey Data over the

Internet for instance will move through many different pieces of

routing equipment before they will reach their destination Each

piece of routing equipment might be in secure location or might
be out in public area The sender cannot control where or how

the data gets transmitted

What we do have control over is the data itself Most methods to

ensure the secure transmission of data utilize encryption method

of data encoding that renders the data unreadable for those readers

that do not know how to decode it
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opportunity for that data transfer to be observed or even disrupted 
by a third party. We can control the computers themselves and can 
even watch them at all times, but once the data leaves the computer 
en route for a new one, control is lost. We can make very few 
assumptions about the data as it makes its way to its destination: Is 
it being observed? Is it being changed in some way( 

Consider how insecure various media are. Serial cables are 
by nature point-to-point connectors, and it is difficult to discern 
the data transferred by somehow "listening" to the outside of 
a cable. The nature of serial communication is for the devices 
to be relatively close to each other, so any tampering with the 
connection media would be noticed. Infrared communication, how­
ever, allows snooping of at least one side of the communication 
without big changes to the environment. A machine could cer­
tainly be situated within the infrared transmitter range and pick 
up one side of the conversation. Networks are inherently inse­
cure. Because of the passive, multipoint nature of networks, all 
network data is accessible to all network nodes. Low level net­
work protocols, like Ethernet, are based on the fact that a node 
will ignore data unless that data is targeted at the node. But all 
Ethernet cards have a "promiscuous" mode, where all data can 
be read and analyzed. Wireless data transfer and data networks 
are extremely insecure. While a machine must be physically con­
nected to a wired network in order to snoop it, the requirements 
for snooping wireless data are simply that a machine has a receiver 
that can read the wireless data. Such data-from mobile tele­
phone traffic to network data to Bluetooth conversations-can be 
read and analyzed from a hidden location or using small reader 
equipment. 

So now that we are convinced that our data transmissions can 
be intercepted, read, and changed, how do we protect our data? 
It is important to first realize what we cannot do. For most data 
transmissions, we cannot control the transmission's course or the 
eyes that view the transmission. It is simply not feasible to know 
how the data is transmitted every step of its journey. Data over the 

• Internet, for instance, will move through many different pieces of 
routing equipment before they will reach their destination. Each 
piece of routing equipment might be in a secure location, or might 
be out in a public area. The sender cannot control where or how 
the data gets transmitted. 

What we do have control over is the data itself. Most methods to 
ensure the secure transmission of data utilize encryption, a method 
of data encoding that renders the data unreadable for those readers 
that do not know how to decode it. 
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Encryption can occur at different levels in the protocol stack

Encryption can be implemented for example by applications them

selves The data is encoded before transmission by the sender and

decoded after it reaches its destination An example of this is the

Secure Hypertext Transfer Protocol SHTTP protocol used by

Web servers and browsers to pass important data like credit card

information Web server that uses SHTTP will encode the data

then send it to the Web browser it is connected to The Web browser

will receive the information then decode it and display it Data that

goes to the Web server follows the reverse route

Another kind of implementation encrypts the data in lower pro
tocol layers after it is transmitted In this approach the application

really does not know if the transmitted data has been encrypted

or not Lower layers encrypt and decrypt the data An example

of this is the stack of protocols that make up WAP In the mid
dle of the protocol stack is the WAP Transfer Layer Security

WTLS layer This protocol layer encodes any data it receives

from the upper layers passing that encrypted data on to lower

layers and decodes any data it receives from lower layers passing

that data on to upper layers The advantage to inserting new

layer in the protocol stack to do this encryption is that any appli

cation can use encrypted data not just those that have encryption

built in

While encrypting data is the most secure method of protecting

that data it is not the only method used Most other methods rely on

form of identification of the user through authentication methods

Identification involves way for the user to identify him- or herself

for example by having the user type in user name Authentication

involves verification of an identity by some unique information

included with the usernamesay passwordthat can be stored

and known only by the user and the authentication source This

type of security method is woven into protocolsPPP uses forms

of authentication in its protocols for instanceand is typically

used to guard the entrance into time-shared computer systems

Many Symbian devices use password protection upon power-up to

prevent unauthorized access to the device

Using authentication as security measure has been problematic

With the powerful computers that we have today passwords can

be easily attacked and discovered Systems can be compromised

by attempting to gain access repeatedly with different passwords

Many canned programs exist on the Internet for just this kind

of entry Some systems compensate by not using passwords and

relying on other forms of unique information such as fingerprints

or retinal scans
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Encryption can occur at different levels in the protocol stack. 
Encryption can be implemented, for example, by applications them­
selves. The data is encoded before transmission by the sender and 
decoded after it reaches its destination. An example of this is the 
Secure Hypertext Transfer Protocol (SHTTP), a protocol used by 
Web servers and browsers to pass important data (l ike credit card 
information). A Web server that uses SHTTP wil l encode the data, 
then send it to the Web browser it is connected to. The Web browser 
will receive the information, then decode it and display it. Data that 
goes to the Web server follows the reverse route. 

Another kind of implementation encrypts the data in lower pro­
tocol layers after it is transmitted. In this approach, the application 
really does not know if the transmitted data has been encrypted 
or not. Lower layers encrypt and decrypt the data. An example 
of this is the stack of protocols that make up WAP. In the mid­
dle of the protocol stack is the WAP Transfer Layer Security 
(WTLS) layer. This protocol layer encodes any data it receives 
from the upper layers, passing that encrypted data on to lower 

layers, and decodes any data it receives from lower layers, passing 
that data on to upper layers. The advantage to inserting a new 
layer in the protocol stack to do this encryption is that any appli­
cation can use encrypted data, not just those that have encryption 
built in. 

While encrypting data is the most secure method of protecting 
that data, it is not the only method used. Most other methods rely on 
a form of identification of the user through authentication methods. 
Identification involves a way for the user to identify him- or herself, 
for example, by having the user type in a user name. Authentication 
involves verification of an identity by some unique information 
included with the username-say, a password-that can be stored 
and known only by the user and the authentication source. This 

type of security method is woven into protocols-PPP uses forms 
of authentication in its protocols, for instance-and is typically 
us,ed to guard the entrance into time-shared computer systems. 
(Many Symbian devices use password protection upon power-up to 
prevent unauthorized access to the device.) 

Using authentication as a security measure has been problematic. 
With the pow~rful computers that we have today, passwords can 
be easily attacked and discovered. Systems can be compromised 
by attempting to gain access repeatedly with different passwords. 
'Many "canned" programs exist on the Internet for just this kind 
of entry. · Some systems compensate by not using passwords and 
relying on other forms of unique information, such as fingerprints 
or retinal scans. • 
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Therefore most communications protocols and even system

access programs are turning to data encryption for their security

Encryption will feature in many parts
of the communication infras

tructure and we will point it out through this book as we encounter
its use

3.6 Summary

This chapter serves as an introduction to the infrastructure of the

Symbian communication architecture In this chapter we looked at

the infrastructure from four different angles

We looked at the building blocksthe basic componentsof
the infrastructure In successively closer looks we overviewed

what the components are how they fit together and what

they do

We looked at the server side of the client-server relationships

built into the infrastructure We looked at the client side of the

architectures client-server relationships

We finished by overviewing the communications database used

by Symbian OS and by applications to store information about

the communications system

We finished the chapter by introducing two issues that are important

to the communications architecture data synchronization and

system security

Now that we have introduced the communications architec

ture the next two chapters will examine the technologies that the

architecture supports This is broken down into transport tech nob
gies covered by Chapter and content technologies covered by

Chapter
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Therefore, most communications protocols and even system 
access programs are turning to data encryption for their security. 
Encryption will feature in many parts of the communication infras­
tructure, and we will point it out through this book as we encounter 
its use. 

3.6 Summary 

This chapter serves as an introduction to the infrastructure of the 
Symbian communication architecture. In this chapter, we looked at 
the infrastructure from four different angles: 

• We looked at the building blocks-the basic components-of 
the infrastructure. In successively closer looks, we overviewed 
what the components are, how they fit together and what 
they do. 

• We looked at the server side of the client-server relationships 
built into the infrastructure. We looked at the client side of the 
architecture's client-server relationships. 

• We finished by overviewing the communications database used 
by Symbian OS and by applications to store information about 
the communications system. 

We finished the chapter by introducing two issues that are important 
to the communication's architecture: data synchronization and 
system security. 

Now that we have introduced the communications architec­
ture, the next two chapters will examine the technologies that the 
architecture supports. This is broken down into transport technolo­
gies, cover:ed by Chapter 4, and content technologies, covered by 
Chapter 5. 





Transport Technologies

do not particularly like to use the word technologies to describe

the applications built on top of the communication infrastructure

It has become buzzword and has almost graduated from useful

everyday speech to marketing talk However Websters dictionary

defines this word as

the practical application of knowledge especially in

particular area

or in another way

manner of accomplishing task especially using technical

processes methods or knowledge

Both of these definitions make sense In this chapter we will take

the second definition we will use technical methods to accomplish

moving content data between machines So will use the term
but will make every attempt to be descriptive and steer clear of

buzzwords

In the last chapter we looked at the communication infrastructure

of Symbian OS from several different perspectives The infrastructure

is very important it provides the foundation for the support of

communication technologies These technologies of course are

what most people end up using and are the reason Symbian OS

device exists in the first place So now that we have established the

infrastructure lets take look at the technologies that make up the

communications architecture

As have stated before communication technologies fall into

two categories transport and content technologies These are the

technologies of moving data between machines and those that

provide the useful information and applications on Symbian
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I do not particularly like to use the word "technologies" to describe 
the applications built on top of the communication infrastructure. • 
It has become a buzzword, · and has almost graduated from useful, 
everyday speech to marketing talk. However, Webster's dictionary 
defines this word as 

the practical application of knowledge especially in a 
particular area 

or, in another way, 

a manner of accomplishing a task especially using technical 
processes, methods, or knowledge 

Both of these definitions make sense. In this chapter, we will take 
the second definition: we will use technical methods to accomplish 
moving content data between machines. So I will use the term, 
but I will make every attempt to be descriptive, and steer clear of 
buzzwords. 

In the last chapter, we looked at the communication infrastructure 
of Symbian OS from several different perspectives. The infrastructure 
is very important; it provides the foundation for the support of 
communication technologies. These technologies, of course, are 
what most people end up using and are the reason a Symbian OS 
device exists in the first place. So now thatwe have established the 
infrastructure, let' s take a look at the technologies that make up the 
communications architecture. 

As I have stated before, communication technologies fall into 
two categories: transport and content technologies. These are the 
technologies of moving data between machines and those that 
provide the useful information and applications on a Symbian 
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device We deal with transport technologies in this chapter and

content technologies in the next

Different technologies exist because there are several different

media used to transmit information We will start this chapter by

looking at the various media in use by Symbian OS this will be

brief we have already seen this information in previous chapters

Then we will spend time on the details of communication transport

methods Along the way hope to dispel some myths about each

technology and set expectations about its capabilities

4.1 Review of Communication Media

Communication mediathe various hardware conduits that con

vey informationinfluence the software methods that are used to

convey information Transport technologies evolve in ways that

both exploit and circumvent the hardware So it will serve us well

to review the communication media and look at their uses as well

as their restrictions Communications occur using both wired and

wireless methods

4.1.1 Wired Media

Wired mediacables to be specifichave long history by com
puter standards The first cabled communication using computers

goes back to the first computers While the ENIAC did not have

components the UNIVACthe first commercial computer pro
duced in 1951contained components that communicated with

each other using cables Wired media take several forms serial

parallel telephony and network media

The concept of serial communication is simple The serial port

sends and receives information one bit at time Although this

may seem slower than sending bytes all at once it is simpler less

error-prone and can be used over longer distances Serial cabling

for example can extend as much as 1200 meters while parallel

communication should only go for 20 meters Serial communication

is asynchronous and data can be sent and received over the same

cable at the same time this is full-duplex communication as we

defined in Chapter
In its simplest form serial communication cable needs only

three wires One wire receives data one wire sends data and

one wire is an electrical ground The two signal wires are crossed

so that the sending wire becomes the receiving wire at the other

end and vice versa This kind of cable is called null nodem
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device. We deal with transport technologies in this chapter and 
content technologies in the next. 

Different technologies exist because there are several different 
media used to transmit information. We will start this chapter by 
looking at the various media in use by Symbian OS (this will be 
brief; we have already seen this information in previous chapters). 
Then we will spend time on the details of communication transport 
methods. Along the way, I hope to dispel some myths about each 
technology and set expectations about its capabilities. 

4.1 A Review of Communication Media 

Commur)ication media-the various hardware conduits that con­
vey information-influence the software methods that are used to 
convey information. Transport technologies evolve in ways that 
both exploit and circumvent the hardware. So it will serve us well 
to review the communication media and look at their uses as well 
as their restrictions. Communications occur using both wired and 
wireless methods. 

4.1.1 Wired Media 

Wired media-cables, to be specific-have a long history by com­
puter standards. The first cabled communication using computers 
goes back to the first computers. While the ENIAC did not have 
components, the UNIVAC-the first commercial computer, pro­
duced in 1951-contained components that communicated with 
each other using cables. Wired media take several forms: serial, 
parallel, telephony, and network media. 

The concept of serial communication is simple. The serial port 
sends and receives information one bit at a time. Although this 
may seem slower than sending bytes all at once, it is simpler, less 
error-prone, and can be used over longer distances. Serial cabling, 
for example, can extend as much as 1200 meters, while parallel 
communication should only go for 20 meters. Serial communication 
is asynchronous, and data can be sent and received over the same 
cable at the same time (this is full-duplex communication, as we 
defined in Chapter 2). 

In its simplest form, a serial communication cable needs only 
'three wires. One wire receives data; one wire sends data; and 
one wire is an electrical ground. The two signal wires are crossed 
so that the sending wire becomes the receiving wire at the other 
end and vie~ versa. This kind of cable is called a "null modem" 
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cable from the fact that this kind of cable is meant to emulate
the signaling of line without modem The serial cable used
to connect modem to serial port on the other hand is wired

straight throughmeaning that the wires are not crossed as the

wires in null modem cable would be

While only three wires are necessary few others are typi
cally included Two wires for synchronizing the exchange of data

hardware flow control are typically used and four more for indi

cating readiness to send or receive data see Section 4.2.1 below
The result is set of nine wires These wires are packaged in several

different ways 9-pin configuration was popularized because it is

used on PCs 25-pin configuration is also very widely used because

it was the first generalized standard although it does contain unused

pins Many different configurations are possible because the stan

dards that govern serial communications specify what types of

signals should be used not specific pin configuration

The Psion Data Port

The serial cable that Psion chose to use on many of their

devices e.g the Series Srnx and the netBook has 9-pin

connector on the PC side and unique configuration on the

Psion device side This type of connector is called last serial

Honda connectorPsion claims that it complies with the

RS232 standard While implementing serial communications it

has different pin configuration than the or25 pin specifications

for serial cables

To find out more about this connector check out information

from the Web and the references in the bibliography As you
discover more it might be helpful to draw diagram of the Psion

data cable using null modern cable as base point

The medium for parallel communication moves data bytes at time

Because of this there are many more wires in the cable Parallel

communication requires eight data wires eight grounds for the eight

data wires and several more wires including power tor the data

transfer The result is between 25 wires parallel printer cable and

36 wires Centronics parallel cable Because of this complexity and

the power requirements parallel communication is not typically

implemented on handheld devices

Telephony requires only two wires sender and receiver

These wires are housed inside standardized connector which has

room for several wires and allows multiple telephone lines to be

A REVIEW OF COMMUNICATION MEDIA • 51 

cable, from the fact that this kind of cable is meant to emulate 
the signaling of a line without a modem. The serial cable used 
to connect a modem to a serial port, on the other hand, is wired 
"straight through"-meaning that the wires are llot crossed as the 
wires in a null modem cable would be. 

While only three wires are necessary, a few others are typi­
cally included. Two wires for synchronizing the exchange of data 
(hardware " flow control") are typically used, and four more for indi­
cating readiness to send or receive data (see Section 4.2.1 below). 
The result is a set of nine wires. These wires are packaged in several 
different ways; a 9-pin configuration was popularized because it is 
used on PCs; a 25-pin configuration is also very widely used because 
it was the first generalized standard (although it does contain unused 
pins). Many different configurations are possible, because the stan­
dards that govern serial communications specify ·what types of 
signals should be used, not a specific pin configuration. 

The medium for parallel communication moves data bytes at a time. 
Because of this, there are many more wires in the cable. Parallel 

• c;ommunication requires eight data wires, eight grounds for the eight 
data wires, and several more wires, including power for the data 
transfer. The result is between 25 wires (parallel printer cable) and 
36 wires (Centronics parallel cable). Because of this complexity and 
the power requirements, parallel communication is not typically 
implemented on handheld devices. 

Telephony requ_ires only two wires: a sender and a receiver. 
These wires are housed inside a standardized connector, which has 
room for several wires and allows multiple telephone lines to be 
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included in the same connector for multi-line telephones For our

purposes modems use only one telephone line and therefore only

two copper wires

Wired network media take several forms While past networks

have used many different media types currently there are three

forms that are used Two older forms are called thicknet and

thinnet Thicknet is 50 ohm coaxial cable 0.4 inches in diam

eter Thinnet is 0.2 inches in diameter with the same impedance

measure Both cables are coaxial type of cable that includes one

wire that carries signal surrounded after layer of insulation by

metal braiding that carries another signal effectively forming two

channels The outer channel also serves as ground Both of these

forms of network cabling have fallen from grace since they are

inflexible and difficult to use in many situations Thicknet is still

used in enterprise network backbones

The most popular wired medium for networks is called ObaseT

or twisted pair cables Twisted pair is comprised of two ordinary

insulated copper wires twisted around each other to eliminate

crosstalk interference The cabling can be made of standard wiring

called category and is normally terminated with standardized

jacks This makes connecting and disconnecting cables very easy
With this type of cabling network hubs are needed Cables connect

the computing device to the hub and the hub serves as the conduit

for network data to move between cables or on to larger network

Thicknet thinnet and Obasel cabling can handle network data

that transfers at conventional speeds up to 100 Mbits/second The

newest technology has achieved Ethernet speeds of Gbps

4.1.2 Wireless Media

There are two alternatives we can choose from if we want to

communicate without wires The first is to use infrared the second

is to communicate by radio

Infrared technology uses light with wavelengths longer than those

of visible light but shorter than those of radio waves To compare it

to other wireless technology we would look at the frequency of this

medium measured in terms of terahertz or trillions of cycles per

second They are just above radio-based wireless which operates

in the gigahertz GHz range
Infrared devices can operate between two devices within line

of sight over maximum distance of meters This has more to do

with the transport technology than the medium however We will

say more on this later
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included in the same connector for multi-line telephones. For our 
purposes, modems use only one telephone line, and therefore only 
two copper wires. 

Wired network media take several forms. While past networks 
have used many different media types, currently there are three 
forms that are used. Two older forms are called "thicknet" and 
"thinnet'' . Thicknet is a 50 ohm coaxial cable, 0.4 inches in diam­
eter. Thinnet is 0.2 inches in diameter, with the same impedance 
measure. Both cables are coaxial, a type of cable that includes one 
wire that carries a signal surrounded (after a layer of insulation) by 
metal braiding that carries another signal, effectively forming two 
channels. The outer channel also serves as a ground. Both of these 
forms of network cabling have fallen from grace, since they are 
inflexible and difficult to use in many situations. Thicknet is still 
used in enterprise network backbones. 

The most popular wired medium for networks is called "1 ObaseT'' 
or "twisted pair" cables. Twisted pair is comprised of two ordinary 
insulated copper wires, twisted around each other to eliminate 
crosstalk interference. The cabling can be made of standard wiring 
(called "category 5"), and is normally terminated with standardized 
jacks. This makes connecting and disconnecting cables very easy. 
With this type of cabling, network hubs are needed. Cables connect 
the computing device to the hub, and the hub serves as the conduit 
for network data to move between cables or on to a larger network. 

Thicknet, thin net, and 1 ObaseT cabling can handle network data 
that transfers at conventional speeds up to 100 Mbits/setond. The 
newest technology has achieved Ethernet speeds of 1 Gbps. 

4.1.2 Wireless Media 

There are two alternatives we can choose from if we want to 
communicate without wires. The first is to use infrared; the second 
is to communicate by radio. 

Infrared technology uses lightwith wavelengths longer.than those 
of visible light, but shorter than those of radio waves. To compare it 
to other wireless technology, we would look at the frequency of this 
medium, measured in terms of terahertz, or trillions of cycles per 
second. They are just above radio-based wireless, which operates 
in the gigahertz (GHz) range. 

Infrared devices can operate between two devices within a line 
of sight over a maximum distance of 5 meters. _This has more to do 
with the transport technology than the medium, however. We will 
say more on this later. 
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All wireless technology other than infrared sends its data via

radio The main differences between the radio-based wireless tech

nologies are the radio frequency they use and how they use that

radio frequency They operate at either 2.4 or 5.0 GHz As the

frequency increases the bandwidth capability increases but the

range decreases These are unlicensed bands and many differ

ent technologies operate in them For instance cordless telephones
wireless networks and Bluetooth devices all operate in the 2.4 GHz

range and can easily interfere with each other

4.2 Serial Technologies

4.2.1 Serial Standards

Several standards have been developed which use serial cables for

serial communications By far the standard that has proved most

versatile and durable is the RS-232 standard Developed in 1960

by the Electronics Industry Association the RS-232 standard was

adopted by PC manufacturers and because of this will be around

for very long time Symbian OS has always supported the RS-232

standard

Sending an 8-bit word in serial sequence requires both sides

of the communication to agree on way to figure out where

the word starts and ends One solution is to use synchronous

communication where bits are sent on specific clock intervals

with brief interval between each word Once both sides agree on

what the word size is synchronous communication makes it easy

to determine where the word is in the data stream Missing or extra

bits can be detected the word separator can be used to determine

this Synchronous communication has problems however in

generalized environment where different computers from different

manufacturers are used Timing can easily fall out of sync and if

either end loses clock signal for any reason the communication

stops dead

Asynchronous communication is much more dependable in

general situations In asynchronous mode we do not use the clock

to determine where the word markers are or where the bits are

We need to mark the ends of word sequence and allow each

side of the communication to synchronize on these marks The only

requirement is that both sides use the same bit transmission speed
This speed is called the baud rate and is measured in bits per

second
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All -wireless technology other than infrared sends its data via 
radio. The main differences between the radio-based wireless tech­
nologies are the radio frequency they use and how they use that 
radio frequency. They operate at either 2.4 or 5.0 GHz. As the 
frequency increases, the bandwidth capability increases, but the 
range decreases. These are unlicensed bands, and many differ­
ent technologies operate in them. For instance, cordless telephones, 
wireless networks, and Bluetooth devices all operate in the 2.4 GHz 
range and can easily interfere with each other. 

4.2 Serial Technologies 

4.2.1 Serial Standards 

Several standards have· been developed which use serial cables for 
serial communications. By far, the standard that has proved most 
versatile and durable is the RS-232 standard. Developed in 1960 
by the Electronics Industry Association, the RS-232 standard was 
adopted by PC manufacturers and, because of this, will be around 
for a very long time. Symbian OS has always supported the RS-232 
standard. 

Sending an 8-bit word in a serial sequence requires both sides 
of the communication to agree on a way to figure out where 
the word starts and ends. One solution is to use synchronous 
communication, where bits are sent on specific dock intervals, 
with a brief interval between each word. Once both sides agree on 
what the word size is, synchronous communication makes it easy 
to determine where the word is in the data stream. Missing or extra 
bits can be detected; the word separator can be used to determine 
this. Synchronous communication has problems, however, in a 
generalized environment where different computers from different 
manufacturers are used. Timing can easily fall out of sync, and if 
either end loses a clock signal for any reason, the communication 
stops dead. 

Asynchronous communication is much more dependable in 
general situations. In asynchronous mode, we do not use the clock 
to determine where the word markers are or where the bits are. 
We need to mark the ends of a word sequence, and allow each 
side of the communication to synchronize on these marks. The only 
requirement is that both sides use the same bit transmission speed. 
This speed is called the baud rate, and is measured in bits per 
second. 
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We can now construct data frame out of markers for the

beginning and ending of word and the word itself We surround

the data bits by special bits called the start and stop bits

In asynchronous communication errors are harder to detect and

correct We need way to encode the data so that we can detect an

error because we cannot depend on timing Serial communications

uses parity bit added to the frame to signal the presence of errors

This bit is set to make the number of is in the frame even or

odd thus making bit flips somewhat easier to detect although even

numbers of bit flips would go undetected

As an example consider sending the letter between two

computers using even parity with one start bit The ASCII encoding

for an is bits 1000001 The number of is is even therefore

the
parity

bit must be set to Using as single start bit gives

us the data frame in Figure 4.1 Note the empty bit position This

space is allowed since the next data frame synchronizes when

bit is sent

101 000 001
start bit

empty bit

ASCII position

parity bit representation

set to to for

allow 21s

Figure 4.1 Serial dataframe using ASCII

The RS-232 standard specifies specific signal sequence for data

exchange The two sides of the transmission are called the Data

Terminal Equipment DTE side and the Data Carrier Equipment

DCE side DTEs are typically originators of the communication

e.g PCs or terminals DCEs are typically communication devices

like modems typical data exchange sequence might go like this

To indicate that it is initialized and ready the DTE asserts the

Data Terminal Ready DTR signal To indicate similar state

the DCE asserts the Data Set Ready DSR signal

When the DCE has good carrier signal e.g telephone con
nection to another modem it asserts the Data Carrier Detected

DCD signal

When station wants to send data it asserts the Request To

Send RTS signal When the receiver is ready it asserts the Clear

To Send CTS signal

1 

start bit 

parity bit; 
set to "O" to 
allow2 ''1''s 
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We can now construct a data frame out of markers for the 

beginning and ending of a word and the word itself. We surround 
the data bits by special bits called the start and stop bits. 

In asynchronous communication, errors are harder to detect and 

correct. We need a way to encode the data so that we can detect an 

error, because we cannot depend on timing. Serial communications 
uses a parity bit added to the frame to signal the presence of errors. 
This bit is set to make the number of 1 s in the frame even or 

odd, thus making bit flips somewhat easier to detect (although even 
numbers of bit flips would go undetected). 

As an example, consider sending the letter "A" between two 

computers using even parity with one start bit. The ASCII encoding 
for an "A" is 7 bits: 1000001. The number of 1 s is even, therefore 
the parity bit must be set to "0" . Using a 1 as a single start bit gives 

us the data frame in Figure 4.1. Note the empty bit position. This 
"space" is allowed since the next data frame synchronizes when a 
1 bit is sent. 

0 1 0 0 0 0 0 1 

I ASCII. I 
- - - - - representation - - - - -

for "A" 

Figure 4.1 Serial dataframe using ASCII. 

empty bit 
position 

The RS-232 standard specifies a specific signal sequence for data 
exchange. The two sides of the transmission are called the Data 

Terminal Equipment (DTE) side and the Data Carrier Equipment 

(DCE) side. DTEs are typically originators of the communication, 
e.g., PCs or terminals. DCEs are typically communication devices 

like modems. A typical data exchange sequence might go like this: 

• To indicate that it is initialized and ready, the DTE asserts the 
Data Terminal Ready (DTR) signal. To indicate a similar state, 
the DCE asserts the Data Set Ready (DSR) signal. 

• When the DCE has a good carrier signal (e.g., a telephone con­
nection to another modem), it asserts the Data Carrier Detected 
(DCD) signal. 

• When a station wants to send data, it asserts the Request To 
Send (RTS) signal. When the receiver is ready, it asserts the Clear 
To Send _(CTS) signal. 
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The sender sends data using the Transmit Data TD signal the

receiver will receive over the Receive Data RD signal

So the sender will only send data when the DSR DCD and CTS

signals are set Likewise dropping any of these signals will stop
the data transmission

It is important to note here that one side of the data transmission

might be able to process data at faster rate than the other side

even though the communication channel can deliver the higher

baud rate Therefore we need way to control the transmission to

tell one side to slow down or to stop while the other side catches

up This is done in one of two ways One way is to use software

by sending special characters that are signals to stop and restart

the data flow In the ASCII character sequence these characters are

called XOFF ASCII character number CtrI-S and XON ASCII
character number CtrI-Q While this is effective most of the

time it can be slow and the characters can be lost or ignored
more effective way is to use hardware flow control by manipulating
the RTS and CTS signals The signal on these lines must be asserted

to send data dropping the signal will stop the data flow This is an

effective and speedy method to control the data flow This exchange
of control signals is known as handshakin

Debugging Hardware Signals

While software has its SDKs and debugging environments there

is very little that you can use if you are inteiested in debugging ot

examining hardware signals over serial line The most readily

available tool is breakout box
Breakout boxes are small boxes about twice the size of serial

connector The simplest models have row of lights that turn

on 01 oIl to indicate the state ot one of the pins in the serial

connector Other models oiler the capability to rewire the serial

connection from inside the bleakout box This allows ou to try

various wiring configutations

If you are interested in examining or experimenting further

with serial signals breakoui boxes provide an easy method to

do this These are available at most places you would purchase
serial cabling

4.2.2 IrDA

RS-232 serial communications are relatively straightforward to

understand The data frame is simple and there is one function
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• The sender sends data using the Transmit Data (TD) signal; the 
receiver will receive over the Receive Data (RD) signal. 

• . So the sender will only send data when the DSR, DCD, and CTS 
signals are set. Likewise, dropping any of these signals will stop 
the data transmission. 

It is important to note here that one side of the data transmission 
might be able to process data at a faster rate than the other side, 
even though the communication channel can deliver the higher 
baud rate. Therefore, we need a way to control the transmission, to 
tell one side to slow down or to stop while the other side catches 
up. This is done in one of two ways. One way is to use software, 
by sending special characters that are signals to stop and restart 
the data flow. In the ASCII character sequence, these characters are 
called XOFF (ASCII character number 19, a Ctrl-S) and XON (ASCII 
character number 17, a Ctrl-Q). While this is effective most of the 
time, it can be slow, and the characters can be lost or ignored. A 
more effective way is to use hardware flow control by manipulating 
the RTS and CTS signals. The signal on these lines must be asserted 
to send data; dropping the signal will stop the data flow. This is an 
effective and speedy method to control the data flow. This exchange 
of control signals is known as handshaking, 

4.2.2 lrDA 

RS-232 serial communications are relatively straightforward to 
understand. The data frame is simple and there is one function 
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for serial connection i.e to pass bytes to receiver Most other

transport mechanisms are quite bit more complicated As way to

manage the complexity of the technology these other mechanisms

are designed in layers Each layer focuses on specificaspect of

transport functionality

IrDA technology is good example of this effort to hide com
plexity Although there is physical device that communicates with

other infrared devices via light there is protocol stack in Symbian
OS that isolates this layer from other functionality This stack is

shown in Figure 4.2 Lets briefly consider each protocol layerAI vci cc o/ 4j

IrLAN IrOBEX IrCOMM -vir P-
lAS

iia
Tiny Transport Protocol

IrLMP Link Management Protocol

IrLAP Link Access Protocol

Figure 4.2 IrDA protocol stack

The physical layer

The physical layer starts with an optical transceiver and deals with

aspects of manipulating optical signals Because the transmission

medium is through optical signals information is relayed in serial

manner one bit at time And as with RS-232 serial communication

we must be concerned here about framing issues start and end frame

flags and encoding of data bits The IrDA framing techniques are

based on those used in networking standards and therefore are more

complicated than those used with RS-232 serial communicatiOn

seven-bit sequence is used as the start and stop sequence and

value is included with each frame that is computed from the bits in

the frame and allows multi-bit errors to be caught
As with RS-232 serial communication IrDA communication can

be either synchronous orasynchronous Unlike RS-232 serialcom

munication either mode is used for different situations Synchronous

communication is faster but is more prone to errors asynchronous
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for serial connection (i.e., to pass bytes to a receiver) . Most other 
transport mechanisms are quite a bit more complicated. As a way to 
manage the complexity of the technology, these other mechanisms 
are designed in layers. Each layer focuses on a specific 'aspect of 
transport functionality. 

lrDA technology is a good example of this effort to hide com­
plexity. Although there is a physical device that communicates with 
other infrared devices via light, there is a protocol stack in Symbian 
OS that isolates this layer from Dther functionality. This stack is 
shown in Figure 4.2. Let's briefly consider each protocol layer. 
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The physical layer starts with an optical transceiver and deals with 
aspects of manipulating optical signals. Because the transmission 
medium is through optical signals, informationjs relayed 'in a serial 
manner, one bit at a time. And as with RS~232 serial communication, 
we must be concerned here about framing iss,ues: start and end frame 
flags and encoding of data bits. The lrDA framing techniques are . 
based on those used in networking standards, and therefore are more 
complicated than those use·d w ith RS-232 serial communicatidn. A 
seven-bit sequence is used as the start and stop sequence, and a 
value is included with each frame that is computed from the bits in 
the frame and allows multi-bit errors to be caught. 

As with RS-232 serial communication, lrDA communication can 
be either synchronous m,asynchronous. Unlike RS-232 serial com­
munication, either mode is used for different situations. Synchr'onous 
communication is faster, but is more prone to errors; asynchronous 
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ommunication is slower but more flexible and adaptable to

variety of idfrared equipment

The physical layer is primarily harcware layer but portion of

it is usually implemented in software To isolate issues of framing

and protocol from physical issues of infrared light software layer

is typically used here called the framer The primary responsibility

of the framer is to deal with framing issues encoding and decoding

outgoing and incoming frames and interfacing with layers above the

physical layer The framer also deals with hardware interface speeds

and follows instructions from the IrLAP layer The framer is included

in the physical layer because the interface to the actual hardware

is not standard so changing speeds or reading and writing through

the infrared device is still specified by the infrared manufacturet

IrLAP The Link Access Layer

The first all-software layer in the IrDA stack is the IrLAP layer the

Link Access Protocol Layer The duty of the IrLAP layer is topce
By dealing with

reliability at this layer the upper levels in the stack are freed from

dealing with it We define reliable data delivery as delivery that

is guaranteed either to happen or to fail with notice No data will

go undelivered without an error being generated and upper layers

notified

To ensure reliability the IrLAP layer uses three mechanisms

First it employs error detection by generating and monitoring
the cyclical redundancy check CRC checksum This value is

computed using an algorithm called cyclical redundancy based

on the current string of bits that make up the data frame lithe

I 
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I 

communication is slower, but more flexible and adaptable to a 
variety of infrared equipment. 
, The physical layer is primarily a harqware layer, but a portion of 

it is usually implemented in software. To isolate issues of framing 
and protocol from physical issues of infrared light, a software layer 
is typically used here called the framer. The prima'ry responsibility 
of the framer is to deal with framing issues, encoding and decoding 
outgoing and incoming frames and interfacing with layers above the 
physical layer. The framer also deals with hardware interface speeds 
and follows instructions from the lrLAP layer. The framer is included 
in the physical layer because the interface to the actual hardware 
is not standard, so changing speeds or reading and writing through 
the infrared device is still specified by the infrared manufacturer. 

' 

lrLAP: The Link Access Layer 

The first all-software layer in the lrDA stack is the lrLAP layer, the 
Link Access Protocol Layer. The duty of the lrLAP layer is to~ 

. reliable data transm i_~~Jon over the._p_b_y.slcaUa.}:eL By dealing with 
reliability at this layer, the upper levels in the stack are freed from 
dealing with it. We define reliable data delivery as delivery that 
is guaranteed either to happen or to fail with notice. No data will 
go •undelivered without an error being generated and upper layers 
notified. 

To ensure reliability, the lrLAP layer uses three mechanisms. 
First, it employs error detection by generating and monitoring 
the cyclical redundancy check (CRC) checksum. This value is 
computed, using an algorithm called "cyclical redundancy", based 
on the current string of bits that make up the data frame. If the 
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CRC checksum computed for the transmitted data frame does not

match the checksum that accompanies the data frame then an error

occurred in transit

The second mechanism used by IrLAP to ensure reliability is

to establish primary/secondary relationship between the sender

and the receiver of an infrared transmission The primary device

initiates the connection/transfer is responsible for the organization

and control of the data flow and deals with the errors that occur The

secondary device is only responsible for sending acknowledgement

frames for data received The primary in an IrLAP relationship

obviously has much more work and management to do Because

of the acknowledgement-based protocol the exchange occurs by

turns with each side taking turn in the exchange of data Neither

side can talk for more than 500 milliseconds at time before

allowing the other side to take turn even if there is nothing

to say
The third reliability mechanism used by IrLAP establishes two

modes of operation based on the establishment of connection

between two machines One mode called Normal Disconnect

Mode NDM is the default state of devices when they are discon

nected device in NDM must check whether other transmissions

are occurring before transmitting If no IR activity is detected for

more than 500 milliseconds device is free to try to estab

lish connection Communication from the NDM state always

follows the same serial configuration parameters asynchronous

communication at 9600 baud using bit frames with no par

ity bit set By establishing this rule each initial connection is

made with the same parameters Once an initial connection is

established the two sides often exchange different capability infor

mation and they alter their configuration to the best one for

both sides

The other mode IrLAP establishes is Normal Response Mode

NRM This is the normal mode of operation for connected devices

Once both devices are communicating and have exchanged con

figuration information this mode allows the upper layers to assume

the connection exists

The IrLAP layer uses different framing techniques based on the

speed of the IR connection Three different framing methods are

used for three different situations

Asynchronous connections can run from 9600 bps to 115 Kbps

Synchronous connections that use network style of framing

synchronous data link control or SDLC can run from 576 Kbps

to 1.152 Mbps
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CRC checksum computed for the transmitted data frame does not 

match the checksum that accompanies the data frame, then an error 

occurred in transit. 
The second mechanism used by lrLAP to ensure reliability is 

to establish a primary/secondary relationship between the sender 

and the receiver of an infrared transmission. The primary device 

initiates the connection/transfer, is responsible for the organization 

and control of the data flow, and deals with the errors that occur. The 

secondary device is only responsible for sending acknowledgement 

frames for data received. The primary in an lrLAP relationship 

obviously has much more work and management to do. Because 

of the acknowledgement-based protocol, the exchange occurs by 

turns, with each side taking a turn in the exchange of data. Neither 

side can talk for more than 500 milliseconds at a time before 

allowing the other side to take a turn (even if there is nothing 

to say). 
The third reliability mechanism used by lrLAP establishes two 

modes of operation, based on the establishment of a connection 

between two machines. One mode, called Normal Disconnect 

Mode (NDM), is the default state of devices when they are discon­

nected. A device in NDM must check whether other transmissions 

are occurring before transmitting. If no IR activity is detected for 

more than 500 milliseconds, a device is free to try to estab­

lish a connection. Communication from the NDM state always 

follows the same serial configuration parameters: asynchronous 

communication at 9600 baud, using 8 bit frames with no par­

ity bit set. By establishing this rule, each initial connection is 

made with the same parameters. Once an initial connection is 

established, the two sides often exchange different capability infor­

mation, and they alter their configuration to the best one for 

both sides. 
The other mode lrLAP establishes is Normal Response Mode 

(NRM). This is the normal mode of operation for connected devices. 

Once both devices are communicating and have exchanged con­

figuration information, this mode allows the upper layers to assume 

the connection exists. 
The lrLAP layer uses different framing techniques based on the 

speed of the IR connection. Three different framing methods are 

used for three different situations: 

• Asynchronous connections can run from 9600 bps to 115 Kbps. 

• Synchronous connections that use a network style of framing 

(synchronous data link control or SDLC) can run from 576 Kbps 

to 1 .1 52 Mbps. 
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Synchronous connections using retooled network framing

technique known as pulse position modulation or 4PPM can
run up to Mbps

One final note should be made here about the functionality of

IrLAP It is possible to share the IR port between several dif

ferent applications each sending their own data to companion
applications on remote device The IrLAP layer enables this by
establishing an address for each data stream Because lR connec
tions are point-to-point the connected devices do not really need
addresses However by tagging data streams with addresses
single IrLAP connection can be multiplexed between upper layer

applications

IrLMP The Link Management Layer and lAS

The Link Mapaement Layer in the IrDA stack assumes the reli

able connection established at the IrLAP layer and is responsible
for the connections between applications on different machines

By multiplexing the IrLAP link implementing device discovery
and managing connections between applications the IrLMP layer
connects applications to one another

The connections at the IrLMP layer are made between Logi
cal Service Access Points LSAPs Each servicethink of each as

data streamis assigned one-byte number called an LSAP
Selector LSAP-SEL These selectors are assigned dynamically
but are assigned from specific ranges to indicate the nature of

the data connection service ID lookup from directory for

example is different from cOnnected service LSAP-SELs are

recycled and reassigned when the data stream that used one is

terminated

The IrDA specification demands minimum set of services from

an IrLMP implementation

Device Discovery This service exchanges information with the

other IrLMP layer to discover information about the other device

Connection This service establishesadata connection over the

IrLMP layer ti up the

Data Delivery This service exchanges data between the two
sides

Disconnection This service closes the IrLMP layer connection

including resetting the service ID and erasing table entries about
the stream
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• Synchronous connections using a "retooled" network framing 
technique (known as pulse position modulation or 4PPM) can 
run up to 4 Mbps. 

One final note should be made here about the functionality of 
lrLAP. It is possible to share the IR port between several dif­
ferent applications, each sending their own data to companion 
applications on a re,mote device. The lrLAP layer enables this by 
establishing an address for each data stream. Because IR connec­
tions are point-to-point, the connected devices do not really need 
addresses. However, by tagging data streams with addresses, a 
single IrLAP connection can be multiplexed between upper layer 
applications. 

lrLMP: The Link Management Layer and /AS 

The Link Manageme11L.La}'.e.L in the lrDA stack assumes the reli­
able connection established at the lrLAP layer, and is _responsible 
for_Jhe connections _between a_pQJications_ on __ d_ifferent machines~­
By multiplexing the IrLAP link, implementing device discovery; 
and managing connections between applications, the lrLMP layer 
connects applications to one another. 

The connections at the lrLMP layer are made between Logi­
cal Service Access Points (LSAPs). Each service-think of each as 
a data stream-is assigned a one-byte number, called an LSAP 
Selector (LSAP-SEL). These selectors are assigned dynamically, 
but are assigned from specific ranges to indicate the nature of 
the data connection (a service ID lookup from a directory, for 
example, is different from a "connected" service). LSAP-SELs are 
"recycled" and reassigned when the data stream that used one is 
terminated. _ 

The lrDA specification demands a minimum set of services from 
an lrLMP implementation: 

• Device Discovery: This service exchanges information with the 
other lrLMP layer to discover information about the other device. 

• Connection: This service establishes a data connection over the 
lrLMP lax~L-~~!.!lng_upJ~\d~ui:.:;:ruI:C~ordi.ng_tb.ern. ... _ ·--- __ .... 

• Data Delivery: This service exchanges data between the two 
sides. 

• Disconnection: This service closes the lrLMP layer connection, 
including resetting the service ID and erasing table entries about 
the stream. 
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Service IDs and applications waiting for connections must be

recorded so that data streams can be run through the same

IrLAP layer and still make it to their appropriate destinations This

recording service is called the Information Access Service lAS
lAS acts like yellow pages service for device allowing for

fixed services with pre-assigned IDs or ones that are dynamically

registered with temporary IDs

TinyTP Tiny Transport Protocol

The Tiny Transport Protocol TinyTP layer is an optional layer in

the IrDA stack specification It is so important however that it is

provided as layer in most implementations including Symbian

OS TinyTP provides two essential functions to the IrDA stack flow

control and data stream segmenjpnnd reassembly

Flow control is the most important use of TinyTP Recall that

flow control is available at the IrLAP layer and that IrLAP sees one

stream of data flowing between two devices If one application were

to require data stream to stop briefly the only alternative is the

IrLAP layer which would have to stop the entire stream not just

the stream for the application The advantage that TinyTP provides

is the ability to regulate data flow on per-IrLMP-connection i.e

per application basis allowing the other applications on the device

to continue using the IR data stream

The other function TinyTP performs is the segmentation and

reassembly of data Here the TinyTP layer will receive data

stream from an upper layer and break that stream into pieces

These pieces are numbered and then sent to the other side The

TinyTP layer on the recipients end will then reassemble the stream

based on the numbering and present the original data stream to the

upper layer application The pieces are called Service Data Units

SD Us and the size of these SDUs is negotiated when the TinyTP

connection is made actually the negotiation is done by the IrLMP

layer and passed up
This segmentation and reassembly is important for two reasons

First it helps in the interleaving of various application data streams

The more pieces we have the better we can interleave them

Second it enables error control In one Iong.data stream even

tiny error can cause the entire stream to break down and be re-sent

When that stream in broken into pieces one error results in only

one SDU re-sent Error recovery is easier and much more efficient

Programmer API IrCOMM IrOBEX lrTranP and IrLAN

At the top of the IrDA stack are three protocols that Symbian

OS ties together to form the layer that applications will interface
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Service IDs and applications waiting for connections must be 

recorded so that data streams can be run through the same 

.. lrLAP layer and still make it to their appropriate destinations. This 

recording service is called the Information Access Service (IAS). 

IAS acts like a "yellow pages" service for a device, allowing for 

fixed services with pre-assigned IDs or ones that are dynamically 

registered with temporary IDs. 

TinyTP: Tiny Transport Protocol 

The Tiny Transport Protocol (TinyTP) layer is an optional layer in 

the lrDA stack specification. It is so important, however, that it is 

provided as a layer in most implementations (including Symbian 

OS). TinyTP provides two essential functions to the lrDA stack:_flow __ 

control and data stream segmentation and reassembly. 
--- liow. co-ntrol ·is .the· -~ost -important use-·orfinyTP .- Recal I that 

flow control is available at the lrLAP layer, and that lrLAP sees one 

stream of data flowing between two devices. If one application were 

to require a data stream to stop briefly, the only alternative is the 

lrLAP layer, which would have to stop the entire stream, not just 

the stream for the application. The advantage that TinyTP provides 

is the ability to regulate data flow on a per-lrLMP-connection (i.e., 

per application) basis, allowing the other applications on the device 

to continue using the IR data stream. 
The other function TinyTP performs is the segmentation and 

reassembly of data. Here, the TinyTP layer will receive a data 

stream from an upper layer, and break that stream into pieces. 

These pieces are numbered and then sent to the other side. The 

TinyTP layer on the recipient's end will then reassemble the stream 

based on the numbering and present the original data stream to the 

upper layer application. The pieces are called Service Data Units 

(SDUs) and the size of these SDUs is negotiated when the TinyTP 

connection is made (actually, the negotiation is done by the lrLMP 

layer and passed up). 
This segmentation and reassembly is important for two reasons. 

First, it helps in the interleaving of various application data streams. 

The more pieces we have, the better we can interleave them. 

Second, it enables error control. In one long. data stream, even a 

tiny error can cause the entire stream to break down and be re-sent. 

When that stream in broken into pieces, one error results in only 

one SDU re-sent. Error recovery is easier and much more efficient. 

Programmer API: lrCOMM, lrOBEX-, lrTranP and lrLAN 

At the top of the lrDA stack are three protocols that Symbian 

. OS t ies toget_her to form the layer that applications will interface 
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with These are IrCOMM for seiaLaqcLparallel port emulation
kOBEX for data o1eciuange aadJiLNJoLiacaLaLeanetwck
attachment

ArCOMM was designed as legacy protocol existing applica

tions were supposed to be able to use this protocol as an emulator

for standard wired serial and parallel communications The reality

is that because IR is so different from wired communications the

IrCOMM standard requires changes in existing applications to use

it However these changes are minimal and for the most part

IrCOMM meets its design goals Actually new applications would

be better served if they avoided IrCOMM and used IrOBEX or IrLAN

or even TinyTP directly IrCOMM hides some of the useful features

of the lower protocols for example parameter negotiation is not

available all traffic runs at 9600 bps
OBEor Infrared Object Exchange Protocol is designed to

ic rapid excharige of dataobjects na veryabstract

manner Applications that use IrOBEX are those that simply need

to ship an object to the other side of the connection with little

or no concern for how it gets there IrOBEX is simple and

compact protocol yet it is flexible enough to handle any data

object The protocol sets up session with the other side negotiates

an acceptable set of parameters exchanges data objects as an

abstract bit stream then gracefully closes the session It has some
extra features that allow connections to stay alive even if data

transfer is terminated prematurey
Infrared an optional protocol used

to i-isprT iges from devices thatcap cjpturedtamase
the Nokia 7650 phone or digital camera While this protocol is

standard its limited application means that programs that use it

and research work to extend it are slow to develop Because of

its specific application it is protocol with low overhead Like

IrOBEX it sets up its own session with the remote imaging device

negotiates an acceptable set of parameters exchanges images as

bitstream then shuts the session

jrLANls protocol that allows the origjnati ng device to connect

toaftcaI area network In most uses the sender in this case is

device that wishes to connect to network the receiver is an

access point or adapter that is IR-enabled and is connected directly

to network In this mode the receiving device becomes gateway
to the network in question second mode can be used with IrLAN

where two devices establish LAN between them communicating

as if the two devices were on larger network In either mode
IrLAN allows devices to use network protocols as if they were

directly connected
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with. -These are lrC0MM for serial an..d._parallel port emulationL 
lr0BEX for data object exchange, and lrLANJor..local area network 
attachment._ 

I 

· ArCOlvf~Jvas designed as a "legacy" protocol; existing applica-
tions i/ere-supposed to be able to use this protocol as an emulator 
for standard wired serial and parallel communications. The reality 

. is that, because IR is so different from wired communications, the . 
lrC0MM standard requires changes in existing applications to use 
it. However, these changes are minimal and, for the most part, 
lrC0MM meets its design goals. Actually, new applications would 
be better served if they avoided lrC0MM and used lr0BEX or lrLAN, 
or even TinyTP directly. lrC0MM hides some of the useful features 
of the lower protocols; for example, parameter negotiation is not 
available (all traffic runs at 9600 bps!). 
( lr0B~~~)or Infrared Object Exchange Protocol, ·is designed to 

a 116w flex_lQl~.L,c rapjd ex.change..Gf,.data-Gbj@Gts ... i.n-.a...v.er:y.- abstr..acL 
_r::!:1..?:_~n-~r. Applications that use lr0BEX are those that simply need 
to ship an object to the other side of the connection, with little 
or no concern for how it gets there. lr0BEX is a simple and 
compact protocol, yet it is flexible enough to handle any data 
object. The protocol sets up a session with the other side, negotiates 
an acceptable set of parameters, exchanges data objects as an 
abstract bit stream, then gracefully closes the session. It has some 
extra features that allow connections to stay alive even if data 
transfer is terminated prematu~,------ ---. 

Infrared Transport Protocol.(!rI§~i?iis an optional protocol used 
to !!~TI~EQfITfr.ia.ggi}rom~devices.ihatc_a.o,_!;;E.J]JU re dig i ta I image~ (e.g.' 
the Nokia 7650 phone or a digital camera). While this protocol is 
a standard, its limited application means that programs that use it 
and research work to extend it are slow to develop. Because of 
its specific application, it is a protocol with low overhead. Like 
lr0BEX, it sets up its own session with the remote imaging device, 
negotiates an acceptable set of parameters, exchanges images as a 
bit stream, then shuts the session. •• 

(fr~i~f\i.JS a protocol that allows t~~--9-~igi _ _o_c:1tj.QK.Q~vi~e to connect 
• to a local area network. In most uses, the "sender" in this case is 
-~--device that wishes t~ ~onnect to a network; the "receiver" is an 
access point or adapter that is IR-enabled, and is connected directly 
to a network. In this mode, the receiving device becomes a gateway 
to the network in question. A second mode can be used with lrLAN 
where two devices establish a LAN between them, communicating 
as if the two devices were on a larger network. In either mode, 
lrLAN allows devices to use network protocols as if they were 
directly connected. 



62 TRANSPORT TECHNOLOGIES

For Furth

or ca nd

about th standards at Infra Web
site http/Iwww

4.2.3 PLP

PsionLLnkPrQtQcot is the protocol currently used to synchro
nize data between Symbian device and personal computer
It allows the PC to manipulate files on the attached device and

manage software installation It was developed by Psion Computers
and is still used in Symbian OS

We cover PLFJn this section because it was designed to run over

jal traj tmcjiianisinand is itself transport protocol It will

run over serial or IR connections

PLP is designed in three layers in addition to the physical layer

as shown in Figure 4.3 The physical layer is either the serial or the

1k port PLP uses hardware handshaking and has frame format of

bits stop bit with no parity Any data rate supported by the

physical layer can be used Communication is asynchronous

Link Services

NCP Layer

Link Layer

Physical Layer

Figure 4.3 PLP prcrtucol stack

The link layer implements reliable transport of the data stream

between the Symbian device and the PC The data frames from the

upper levels are encapsulated in data framewith CRC checksum

at this level Upon receipt of data frame the receiver recomputes
CRC checksum and compares it to the one in the data frame It

implements error recovery by implementing retransmission of data

frames
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4.2.3 PLP --- ---- ---.... 
CT'sion Link,_f.!:.Qtill;Q!J_(PLP) is the protocol currently used to synchro-
• nize data between a Symbian device and a personal computer. 
It allows the PC to manipulate files on the attached device and 
manage software installation. It was developed by Psion Computers 
and is still used in Symbian OS. 

We cover PJ..P__in this section because it was designed to run over 
,...serial tran~...J2ct.m.ecbanisms,..and is itself a transport protocol. !twill 
run over serial or IR connections. 

PLP is designed in three layers in addition to the physical layer, 
as shown in Figure 4.3. The physical layer is either the serial or the 
IR port. PLP uses hardware handshaking and has a frame format of 
8 bits, 1 stop bit, with no parity. Any data rate supported by the 
physical layer can be used. Communication is asynchronous. 

--------·······-···-····· . .. _.,. ___ ,,._,~-- ----- -~--·· 

Link Services 

NCP Layer 

Figure 4.3 PLP protocol stack. • 
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The link layer implements reliable transport of the data stream 
between the Symbian device and the PC. The data frames from the 
upper levels are encapsulated in a data frame with a CRC checksum 
at this level. Upon receipt of a data frame, the receiver recomputes 
a CRC checksum and compares it to the one in the data frame. It 
implements error recovery by implementing retransmission of data 
frames. 
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The Control locol NCP layer assumes reliable

transport mechanism and implements data stream multiplexing

over the link layer As with IR transmission ftipIiserviccs

can be_carried over one link jyr data stream and the NCP layer

implements this In addition the NCP layer implements flow control

over each services data stream

The final layer is the Link Services layer This layer implements

software management file

manipulation and synchronization of files This is accomplished as

client-server relationship where the PC becomes the client and

the Symbian device works as the server

4.3 Network Technologies

As transport technology serial communication works well but

has several constraints It is point-to-point only and is fixed point-

to-point Once connected two computers must in the wired case

physically break their connection to connect to another device It

is relatively slow While in certain cases IrDA communication can

reach Mbps most connections attain maximum of 11 Kbps

Networking technologies overcome these constraints They use

multipoint communication that employs different medium to give

networked devices access to multiple machines at time using

very fast speeds Ethernet for example can give access to over 248

machines at one time or 2.81 1014 at speeds up to Gbps
As we examine these technologies we need to pay attention

to addressing Since multiple devices can coexist on network
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The Network Control Protocol (NCP) layer assumes a reliable 
transport mechanism and implements data stream multiplexing 
over the link layer. As with IR transr;nission, .D].!!lti_µJe services 
can be carried over one link layer data stream, and the NCP layer 
implements this. In addition, the NCP layer implements flow control 
over each service's data stream. 

The final layer is the Link Services layer. This layer ir_nplements 
the vario_l}_~_~e1_vices use_d_ by_ the PC: software management, file 
ma'nipulation and synchronization of files. This is accomplished as 
a client-server relationship, where the PC becomes the client and 
the Symbian device works as the server. 

4.3 Network Technologies 

As a transport technology, serial communication works well, but 
has several constraints. It is point-to-point only, and is fixed point­
to-point. Once connected, two computers must (in the wired case, 
physically) break their connection to connect to another device. It 

• js relatively slow. While in certain cases, lrDA communication can 
reach 4 Mbps, most connections attain a maximum of 115 Kbps. 

Networking technologies overcome these constraints. They use 
multipoint communication that employs a different medium to give 
networked ·devices access to multiple machines at a time using 
very fast speeds. Ethernet, for example, can give access to over 248 

machines at one time (or 2.81 x 1014), at speeds up to 1 Gbps. 
As we examine these technologies, we need to pay attention 

to addressing. Since multiple devices can coexist on a network 
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medium there must jcway to identify each one device is

rest of the network

While addressing schemes vary across networking technologies

they are usually made up of numbers arranged in special way

significant to the networking scheme Also if one networking

method supports another e.g Ethernet supporting TCP/IP then

multiple addressing methods will be used across one network

4.3.1 Ethernet

Many networking implementations have been developed over the

years the most popular and stable of which is Ethernet Standardized

in 1981 Ethernet technology implements the data link layer from

the ISO network layer diagram in Figure 2.1 Several features of the

Ethernet standard characterize it

Ethernet uses bus-oriented passive medium The medium that

conveys Ethernet data is passive that is it accepts all data and

data to all machines connected to it As on any
bus-oriented medium all machines connected to the Ethernet

can access all data broadcast over it Each machine on the

Ethernet must be well-behaved and ignore data not meant for

that machine

Ethernet uses collision detect mechanism The method used

by Ethernet to access the network medium is called Carrier

Sense Multiple Access with Collision Detect CSMA/CD This

method uses carrier signal to convey the status of the transmis

sion medium When that signal implies that no one is sending

information the sending machine will send data If there is

machine using the medium the sender waits If however two

machines send at the same timei.e collision occursthen

both machines will detect that collision and employ resolution

algorithm to resend their data at future time

Ethernet uses special addressing One of the requirements of

multipoint access medium is that each machine accessing that

medium needs to have unique address Ethernet addresses are

in the form of 8-bit quantities These octets are typically

written in hexidecimal with colons to separate them as below

1240 bc 525510

Ethernet implements the data link layer of the protocol stack As

with other protocol stacks we have seen the protocol just above

the physical mediumi.e the data link layerhas some spe
cific responsibilities As such protocol Ethernet must provide
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medium, there must ~a..__way to identify each one. A device is 
typically assigned arf addres_wdentify it to the restof the network. 

_, While addressing scnemes ., vary across networking technologies, 
• they are usually made up of numbers arranged in a special way 
(significant to the networking scheme). Also, if one networking 
method supports another (e.g., Ethernet supporting TCP/IP), then 
multiple addressing methods will be used across one network. 

4.3.1 Ethernet 

Many networking implementations have been developed over the 
years, the most popular and stable of which is Ethernet. Standardized 
in 1981, Ethernet technology implements the data link layer from 
the ISO network layer diagram in Figure 2.1. Several features of the 
Ethernet standard characterize it. 

• Ethernet uses a bus-oriented, passive medium. The medium that 
conve s Ethernet data is passive, that is, it accepts all data and 

(oroadcasts hat data to all machines connected to it. As on any 
bus-oriented medium, all machines connected to th_e Ethernet 
can access all data broadcast over it. Each machine on the 
Ethernet must be well-behaved and ignore data not meant for 
that machine. 

• Ethernet u.ses a collision detect mechanism. The method used 
by Ethernet to access the network medium is called Carrier 
Sense Multiple Access with Collision Detect (CSMNCD).- This 
method uses a carrier signal to convey the status of the transmis­
sion medium. When that signal implies that no one is sending 
information, the sending machine will send data. If there is a 
machine using the medium, the sender waits. If however, two 
machines send at the same time-i.e., a collision occurs-then 
both machines will detect that collision and employ a resolution 
algorithm to resend their data at a future time. 

• Ethernet uses special addressing. One of the requ,irements of a 
multipoint access medium is that each machine accessing that 
medium needs to have a unique address. Ethernet addresses are 
in the form of 6 8-bit quantities. These 6 • octets are typically 
written in hexidecimal with colons to separate them, as below: . 

12:40 : b c :f2:55 : 10 

• Ethernet implements the data link layer of the protocol stack. As• 
with other protocol ·stacks we have seen, the protocol just above 
the physical rnedium-i.e., the data link layer-has some spe­
cific resp~nsibilities. As such a protocol, Ethernet must'provide 
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reliable transter of the data stream and method for error

detection and recovery Ethernet is specified as asçhrbhous
and its data frame has sequence to start and stop it it incIuds

CRC checksum on the data frame so the receiver can detect

errors and error recovery is based on retransmission of data

frames

Ethernet looks quite bit like many of the other transport protpcols

we have seen in the chapter The biggest difference is the cacast
natLire of the medium and the resulting need for ack1iess

Symbian OS supports Ethernet by providing drivers for varioLls

Ethernet hardware devices and the CSY module for the communi
cation server

4.3.2 TCP/IP

Ethernet implements the data link layer in the ISO stack model

Other protocols work on top of Ethernet lo make complete set of

network protocols The most widely usedotthese is

Control Protocol Interne icL or TP/U implements the

network layer in the ISO stack TCP implements the transport layer

Both protocol suites inclLicle an implementation of set ot protocols

that implement each ISO stack layer Because of its stability and
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a -reliable transfer of the data stream, and a method for error 
detection and recovery. Ethernet is specified as~@5YJlch__r:onoO'S,,, 

__ and its data frame has a sequence to start and stop it. It includes 
a CRC checksum on the data frame so the receiver can detect 
errors, and error recovery is based on retransmission of data 
frames. 

Ethernet looks quite a bit like many of the other transportyrotOf~!s 
we have seen in the chapter. The biggest difference is theJ;u:lli!£Jca~t 
nature of the medium and the resulting need fo(~_91es~~Sl 

Symbian OS supports Ethernet by providing drivers for various 
Ethernet hardware devices and the CSY module for the communi­
cation server. 

4.3.2 TCP/IP 

Ethernet implements the data link layer in the ISO stack model. o_5$ • 1·'·' '# 
Other protocols work on top of Ethernet to make a complete set of ,. L:,' 1 _ 

("'[Cf ' ;. -./:,y::,.t15p()'l't l ,,y~-r---
network protocols. The most widely used of_Q:i,ese _is Transmission ·-·I P:.~ ,A)cf:, ,J,,ty i( { ~ .'[ f- 'r 

Control '2Q!Q.~9.LLJnt~m~t Protocol or~L!E,)IP implements the • 
~etwork layer in the ISO stack; TCP implements the transport layer. ;;:, ,,.~Mr· 

( '}tf_.h.-;,: t·tkA -r.: J;i- +· 
Both protocol suites include an implementation of a set of protocols - T}) ) 

that implement each ISO stack layer. Because of its stability and 
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open availability TCP/IP is the de facto standard for linking networks

that use computers with variety of different operating systems
TCP/IP is known for the services it defines over its transport layers

e.g Ethernet Services like remote access via telnet file transfer

via FTP email delivery via SMTP and Web page services via HTTP

are well known There are many services in existence with more

added all the time Each service at the TCPIevelisajgnedart
h7TmbOn the ser7er compuThpot numbers are connected

toan app cationQt yerpfgam Therefore connecting to

machine on port number 23 will probably start telnet server

program that will accept telnet connection and will perform telnet

services

TCP/IP was originally designed to run over wired network media

to support both local area networks and wide area networks The

intent of its designers was to be communications protocol suite

that would tolerate multiple failures its original design was for

wartime communications and would accommodate new protocols

and expanded usage Because of its flexibility TCP/IP is an extremely

stable protocol suite whose functionality has been expanded over

new media and new computing innovations

In order to link many different networks together tjFJyer
needs to be ablej frames betee nario trks
To allow routing IP introduces its own set of addresses ones thaf

are organized in manner that will assign machines on local

network addresses from the same address group So the IP layer

makes addresses that are four integers bit quantities less than

256 separated by periods

192.168.112.32

IP addresses have afetwork Iportion and /host /Dportion The

network ID is usedödëifffy the network to which the address

belongs the host ID identifies the computer on its home network

the one given by the network ID The IP address is broken down

into these two pieces by subnet mask that is ANDed bitwise with

the address to reveal the network ID For example subnet mask

of 255.255.255.0 will extract network ID of 192 .168.112.0

from the above address

In addition to new form of addressing the IP layer implements

new form of datagram exchange between machines It uses its

own form of datagrams separate from whatever format datagram is

used by the data link protocol that supports it
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. open availability, TCP/IP is the de facto standard for linking networks 
that use computers with a variety of different operating systems. 

TCP/IP is known for the services it defines over its transport layers 
(e.g., Ethernet). Services like remote access via telnet, file transfer 
via FTP, email delivery via SMTP, and Web page services via HTTP 
are well known. There are many services in existence, with more 

~~ded all the time. 5..a_ch __ ~!:~!~e at the TCP !~vel is ~~ed -~ ­
number)On the server computer, the~~~r.!.-!.1.~_l!l_?_e_~~-a~~ -~~r.1-~-e~t~_?_ 
t~--~n }lPP)ication .QI server program. Therefore, connecting to a 
machine on port number 23 will probably start a telnet server 
program that will accept a telnet connection and will perform telnet 
services. 

TCP/IP was originally designed to run over wired network media, 
to support both local area networks and wide are·a networks. The 
intent of its designers was to be a communications protocol suite 
that would tolerate multiple failures (its original design was for 
wartime communications) and would accommodate new protocols 
and expanded usage. Because of its flexibi I ity, TCP/IP is an extremely 
stable prot9col suite whose functionality has been expanded over 
new media and new computing innovations. • 

In order to link many different networks together, _!be IP l~tY.,fil" 
needs to be able to route data frames between various networks. 

~ -...... --.. __ , _____ _ __,., ..... ,. . ~ ~ •s---· ~ .... ~..,,k--•~ •------..... 

To allow routing, .IP introduces its own set of addresses, ones that 
are organized in a manner that will assign machines on a local 
network addresses from the same address group. So the IP layer 
makes addresses that are four integers (8 bit quantities, · less than 
256) separated by periods: 

192.168.112.32 

-~---~•k• •~ •k •- - -...==-- •., ~ ~ .. - - , 

IP addresses have a(fietwork !~portion and 9-'11ostJQ_;portion. The 
network ID is usedto7aentffy the network to which the address 
belongs; the host ID identifies the computer on its home network 
(the one given by the network ID). The IP address is broken down 
into these two pieces by a subnet mask that is ANDed bitwise with 
the address to reveal the network ID. For exaIT)ple, a subnet mask 
of 255. 255. 255. o will extract a network ID of 1 ·92 .168 .112. O 

from the above address. 
. In addition to· a new form of addressing, the IP layer impl~ments 
a new form of datagram exchange between machines. It uses its 
own form of datagrams, separate from whatever for,mat datagram is 
used by the data link protocol that supports it. • 
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TCP is mainly concerned with adding reliability to the transport
of the application data stream As is done with other protocol stacks

dJg oatarm
from each piece Each dataram is numbered dJsenttotheIP
layer with CRC Fisurn Once they arrive at their destination

are checked for errors and reassembled

In addition to these features TCP adds the idea of connected

sessionbetween machines Data exchange sessions are data

5hanges that remain active for the exchange of many datagrams
at time tph

This results in more reliable interface that

is easier to program
Two examples of the jexibiIity of TCP/IP are Point-to-Point

Protocol PPP and lrLAN.js data link layer protocol that runs

underneath TCP/IP and supports its operation LrepJacing Ethernet

PPP is implemented across two machines building data link

layer in the point-to-point manner hence the name While PPP

has been implemented for many point-topoint situations its most

effective use has been in hooking the Internet

typical dial-up scenario is shown in Figure 4.4 Here user at

home dials up an Internet Service Provider ISP via modem An

access server at the ISP authenticates the user and gives the user

access to the ISPs local network by sigijn the dial-up computer
The IS Ps local network

has gateway to its Internet connection and that gives the dial-

up computer access to the Internet When the dialup connection

is severedeither by the user hanging up or the ISPthe PPP

connection is terminated and the IP address is recycled and given

to another dial-up user

PPP provides three main features

Option negotiation As with other protocols we have seen PPP

engages in series of negotiations with the access server that

grants access to its local network before completely establishing

data link layer connection Configuration options such as an

IP address error correction methods and framing protocols are

decided in these negotiations

Framing method PPP uses asynchronous communication and

because of this establishes special framing method This

framing method looks much like those we have seen before It

uses special character sequence to start and end frames and

includes error control information including CRC checksums
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• TCP is mainly concerned with adding reliability to the transport 
of the application data stream. As is done with other protocol stacks, 
Ellr.~..lsL~i!mlo.tQ..p,Jg~~ i'21!.l!.ctLr:i~vw. c;lata-ir'ill-1 
from ~achJ?l~~~. Each ~~?.8E~~-~~.,,~,~~2.~!~£LfillP.~b- ~~!21JQ.,!D.§J.P 
layer with a CRC Checksum. Once they arrive at their destination, 
tfieaatagrams are checked for errors and reassembled. . . • 

In additfon to these features, TCP adds the idea of (cooae.ct~d . 
-sess~]l) between machines. Data exchange sessions are data . 
exc:nanges that remain active for the exchange of many datagrams 
at a ti me, without the n.eed JQJ:.e..o.p.en_Que.m£10.ec.t.tli.e. data_J22!.h 
between two ma.£hin.es_. This results in a more reliable interface that 
is easier to program. 

Two examples of the _f!_e½ibility of TCP/IP are Point-to-Point 
Protocol (PPP) and lrLAN.(E,P_e) s a data link layer protocol that runs 
underneath TCP/IP and supports its operation (r_~Jg~i,rJg .Ethe.rnet). 
PPP is implemented across two machines, building a data link 
layer in the point-to-point manner (hence the name). While PPP o?p · has been implemented for many point-tQ::Qoint situations, its most 1 

effective use has been in hooking u~~sers t2Jb~Ll'.ltemet. ,C"'2- 1-<f !P-1..c, ·+o +lo .. 
A typical dial-up scenario is shown in Figure 4.4. Here, a user at .-_r"l,,.~:x,,\,·w..rt ' 

home dials up an Internet Service Provider (ISP) via a modem. An 
access server at the ISP authenticates the user and gives the user 
access to the ISP's local network by assigning tb~.dial-u_p_cqrnptJt~r 
~arldres_s.io_r_.du rnti on_uftb~_pb.on.e..caH~ The ISP' s loca I network 
has a gateway to its Internet connection, and that gives the dial-
up computer access to the Internet. When the dialup connection 
is severed-either by the user (hanging up) or the ISP-the PPP 
connection is terminated and the IP address is recycled and given 

. to another dial-up user. 
PPP provides three main features: 

• Option. negotiation: As with other protocols we have seen, PPP . 
engages in a series of negotiations with the access server that 
grants access to its local network before completely establishing 
a data link layer connection. Configuration options such as an 
IP address, error correction methods, and framing protocols are 
decided in these negotiations: 

• Framing method: PPP uses asynchronous communication, and 
because of this, establishes a special framing method. This 
framing_ method looks much like those we have seen before. It 
uses a special character sequence to start and end frames, and 
incluqes error control information (including CRC checksums). 
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PPP over

telephone lines

Access Server

Ethernet over

Router

PPP0verWAN

Figure 4.4 An example of using PPP to connect to the internet

Link control protocol PPP implements the data link layer across

its asynchronous connection including data frame transport

measurements of line status e.g if connection is up or down
and frame error detection and correction

Symbian OS has complete support for PPP most often used for

mobtledialup to the Internet

IrLAN is ariWi1rk1ayer protocol that supports TCP/IP

We have already discussed IrLAN briefly Basically IrLAN looks

very much like PPP they both use configuration negotiation they

construct similar data frames and they implement similar link

control protocol Instead of modems
tthathaJnkardpirtand LAN

The IrLAN protocol works between the computing device and the

IR network access point
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Access Server 

Router 

~ PPP over WAN 

1/Ahe/# • . • 
~dlane~ 

Figure 4.4 An example of using PPP to connect to the internet. 

• Link control protocol: PPP implements the data link layer across 
its asynchronous connection, including: data frame transport, 
measurements of line status (e.g.; if a connection is up or down), 
and frame error detection and correction. 

Symbian OS has complete support for PPP, most often used . for 
~gJ,?j~J~.~J?.!.O th.:._ I nt~rn.:~. . • • ··- • ~ 

lrLAN is anoffier data 7 1nklayer protocol that supports TCP/IP. 
We have already discussed lrLAN briefly. Basically, lrLAN looks 
very much like PPP; they both use configuration negotiation, they 
construct similar data frames, and they implement a similar link 
control protocol. Instead of modems, l.!:0N uses a network access 
~apter tbat has an infrared part and is c • to a LAN. 
The lrLAN protocol works between the computing device and the 
IR network .ac~e.ss point. 
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4.4 Wireless Access Protocol

It is tempting to view Wireless Access Protocol WAPas exclusively

content technology It is after all focused on content for small

devices However underlying the content technologies is transport

and delivery platform that we should overview in this chapter The

WAP architecture is shown in Figure 4.5

WAE Wireless Application Environmentec ta.t oç AT oW
WSP Wireless Session Protol

WTP Wireless Transaction Protocol

.3 pt
WTLS Wireless Transport Layer Security

ccr9p-l
WDP Wireless Datagram ProtocolLt Pt

Figure 4.eWAP stack

At the base of the WAP stack is the bearer layer This corresponds
to the physical layer in other protocol stacks but is not specified for

WAP The designers of WAP assume that there will he bearers

that will support the upper WAP structure and will be able to
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It is tempting to view Wireless Access Protocol (WAP) as exclusively 
' a content technology. It is, after all, focused on content for small 
devices. However, underlying the content technologies is a transport 
and delivery platform that we should overview in this chapter. The 
WAP architecture is shown in Figure 4.5-. 
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At the base of the WAP stack is the bearer layer. This corresponds 
to the physical layer in other protocol stacks but is not specified for 
WAP. The designers of WAP assume that there will he "bearers" 
that will support the upper WAP structure and will be able to 
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interact with the upper structure through specified API This bearer

layer can be implemented by any digital carrier and is currently

implemented over many mobile phone protocols including GSM
which is supported by Symbian Os

The Wireless Datagram Protocol WDP layer provides network

and certain transport functkns to the rest of the WAP stack It

provides the upper layers with datagram transport between stacks

implementing port level addressing It provides for datagram seg
mentation and reassembly supporting selective retransmission of

datagrams and for error recovery
The Wireless Transaction Protocol 3IJE layer provides the rest

of the transport layer functions It provides both connection-oriented

and connectionless transactions between WTP layers that use the

segmentation and reassembly functions of the WDP layer It directs

the retransmission of datagrams and can concatenate data packets

into larger packets for efficiency

the WDP and WTP layers This layer provides encryption of data

between client and server and provides methods for authentication

It ensures the integrity of the data exchanged It exploits the mod
ularity of the protocol stack model to provide upper layers with

unencrypted data while lower layers see only an encrypted data

stream It has facilities for detecting when data is sent repeatedly or

unverified e.g attacks on system security and can reject data in

these cases

Note how the transport functions in the WAP stack have been

split between the WDP and WTP layers iihiiioJjIitate_the

For example the WTP layer will

coordinate packet segmentation but the WDP layer will implement

the segmentation after the data packet has been encrypted In

general the WTP layer will organize the transport and the WDP
layer will implement the transport so that the WTLS layer can do

its work

The top layers in the WAP stackthe Wireless Session Pro

tocol WSP layer and Wireless Application Environment WAE
layerimplement the content of WAP data transmission We will

chapter

4.5 Bluetooth

We have discussed several kinds of connections between

machinesfrom point-to-point connections to wide area multipoint
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interact with the upper structure through a specified API. This bearer 
layer can be implemented _by any digital carrier, and is currently 
implemented over many mobile phone protocols, including GSM, 
which is supported by Symbian OS. 

The Wireless Datagram Protocol (WOP) layer provides network 
and certain transport functions to the rest of the WAP stack. It 
provides the upper layers with datagram transport between stacks, 
implementing port level addressing. It provides for datagram seg­
mentation and reassembly, supporting selective retransmission of 
datagrams, and for error recovery. • 

The ~ ~l ~~E~Ja<;J:L2,,'l.f,r.2,!Qf_ql~ layer provides the rest 
of the transport layer functions. It provides both connection-oriented 
and connectionless transactions between WTP layers that use the 
segmentation and reassembly functions of the WOP layer. It directs 
the retransmission of datagrams and can concatenate data packets 
into larger packets for efficiency. 

TheWireless Transpurilay~urity (WTI S) layer lies b€tweet'I 
the WOP and WTP layers. This layer provides ~ncryption of data 
between.client and server and provides methods for authentication. 
It ensures the integrity of the data exchanged. It exploits the mod­
ularity of the protocol stack model to provide upper layers with 
unencrypted data, while lower layers see only an encrypted data 
stream. It has facilities for detecting when data is sent repeatedly or . 
unverified (e.g., attacks bn system security) and can reject data in 
these cases. 

Note how the transport functions in the WAP stack have been 
split between the WOP and WTP layers. This is to facilitate the 
insertionof the WTLS !Eyer. For example, the WTP layer will 
coordinate packet segmentation, but the WOP layer will implement 
the segmentation after the data packet has been encrypted. In 
general, the WTP layer will organize the transport and the WOP 
layer will implement the transport so that the WTLS layer can do 
its work. 

The top layers in the WAP stack-the Wireless · Session Pro­
tocol (WSP) layer and Wireless Application Environment (\NAE) 
layer-implement the content of WAP data transmission. We will 
overviewtfiese layers in the next chapter. 

4.5 Bluetooth 

We have . discussed . several kinds of connections between 
machines-from point-to~point connections to wide area multipoint 
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connectionsusing cables infrared and radio communication
The focus of these connections has been to connect independent

computing devices to each other where clients take advantage
of services offered by servers Also we have specifically made
the concept of distance to be irrelevant as long as there are

enough computers that will link networks togethereither wired

or mobilewe can dismiss the distance between two computers
The Bluetooth model of connectivity zeroes in on these two

areas it allows components as well as independent computers
to use wireless connectivity and it specifically makes distance

factor focusing on short range wireless connectivity For example
headset canbeconnectedamobily1uoThe

headset is designed as component of mobile phone system

i.e it cannot function on its own and will not work when it is

separated by more than 10 meters from the phone By broadening
the possibilities of connections and restricting those connections

to short distances Bluetooth makes many new communications

innovations possible In contrast to wide area networks regional

network called WAN and local area networks often restricted

to building it establishes the idea of area network

In piconet network of coruters
and components connect to each other over small personal area
Bluetooth also addresses the connection of piconets to each other

forming an ad-hoc scatternet that communicates over network

gateways
Consider few Bluetooth scenarios piconet could be

computer system where the components are connected to each

other without cables mouse keyboard and printer could

all be Bluetooth enabled and work together wireless phone
that senses its proximity to base station could dynamically
choose to use landline or mobile communication headset

could be wireless and connected to mobile phone stored in

briefcase

The Bluetooth model spans the layers of our ISO stack model

from Figure 2.1 The model reuses existing protocols as much as

possible and substitutes only those layers that are necessary for radio

transmission and accompanying management needs Therefore

protocols such as PPP and OBEX can run over Bluetooth protocols

and Symbian devices implementing Bluetooth can reuse many
protocol modules

The Bluetooth protocol stack is given in Figure 4.6 Symbian OS

supports this protocol stack from version 6.1 We will discuss each

of the components in turn
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connections-using cables, infrared, and radio communication. 
The focus of these connections has been to connect independent 
computing devices to each other, where clients take advantage 
of services offered by servers. Also, we have Specifically made 
the concept of distance to be irrelevant; as long as there are 
enough computers that will link networks together-either wired 
or mobile-we can dismiss the distance between two computers. 

The Bluetooth model of connectivity zeroes in on these two 
areas: it allows components as well as independent computers 
to use wireless connectivity, and it specifically makes distance a 
factor, focusing on short range wireless connectivity. For example, 
a headset can be connected to a mobile phone vicJ!Effuetooffi;)The 
headset is designed as a component of a mobile phone system 
(i.e., it cannot function on its own) and will not work when it is 
separated by more than 10 meters from the phone. -By broadening 
the possibilities of connections and restricting those connections 
to short distances, Bluetooth makes many new communications 
innovations possible. In contrast to wide area networks (a regional 
network called a WAN) and loca_l area networks (oft~.!l..X~ric~d 
to a building), ·it establishes the idea of a(personal area network1 p,A-1J 
(PAN), a.lID.caJ.k:d a "pi cone('. In a pico net, a network of co~rs 
and components connect to each other over a small (personal) area. 
Bluetooth also addresses the connection of piconets to each other, 
forming an ad-hoc "scatternet" that communicates over network 
gateways. 
, Consider a few Bluetooth scenarios. A piconet could be a 
computer system, where the components are connected to each 
other without cables. A mouse, a keyboard, and a printer could 
.all be Bluetooth enabled and work 'together. A wireless phcine 
that senses its proximity to a base station could dynamically 
choose to use landline or mobile communication. A headset 
could be Wireless and connected to a mobile phone stored in a • 
briefcase. • 

The Bluetooth model spans the layers of our ISO stack model 
from Figure 2, 1. The model reuses existing protocols as much as 
possible and substitutes only those layers that are necessary for radio 
transmission and accompanying management needs. Therefore, 
protocols such as PPP and OBEX can run over Bluetooth protocols, 
and Symbian devfces implementing Bluetooth can reuse many 
protocol modules. 

The Bluetooth protocol stack is given in Figure 4.6. Symbian OS 
supports this protocol stack from version 6.1. We will discuss each 
of the components in turn . 
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Figure 4.6 The Bluetooth stack

4.5.1 Bluetooth Radio

This layer is the physical layer of the Bluetooth stack Bluetooth

uses radio frequencies in the Industrial Scientific and Medical

ISM band allocated at 2.4 GHz This ISM band is unregulated

therefore no license is needed to operate in it actually the ISM

band varies bit from country to country so Bluetooth takes care to

stay out of the way of appl ications that use out-of-ISM frequencies

Bluetooth is designed to operate in very low power situations the

specifications give power requirements from mW to 100 mW
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Figure 4.6 The Bluetooth stack. 

4.5.1 •• • Bluetooth Radio 

This layer is the physical layer of the Bluetooth stack. Bluetooth 

uses radio frequencies in the Industrial, Scientific, and Medical 

(ISM) band allocated at 2.4 GHz. This ISM band is unregu1ated, 

therefore no license is needed to operate in it (actually, the ISM 

band varies a bit from country to country, so Bluetooth takes care to 
• • stay out of the way of applications that use out-of-ISM frequencies). 

Bluetooth is designed to operate in very low power situations; the 

specifications .give power requirements from 1 mW to 100 mW. 
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This gives components the ability to send and receive Bluetooth

signals at low power This also helps manufacturers keep both the

size of the Bluetooth chip and the power supply to the chip small

4.5.2 Baseband

Baseband serves as the software complement to the radio hard

ware and straddles the physical and data link layers The services

at the baseband layer regulate the radio hardware so that the

device abides by the Bluetooth standards Data encoding transmit

ter management frequency hopping security error detection and

correction and framing are all covered by the services specified at

the baseband layer

The baseband layer uses frequency hopping spread spec
trum system Data frames are transmitted in defined time slots

through synchronized transmission By using combination of

several frequencies and wide range of hopping sequences Blue-

tooth transmissions can be reliable and can avoid collisions with

transmissions on physically adjacent piconets
The baseband layer implements two types of link Synchronous

Connection-Oriented SCO links are made on point-TTifla1s
between one primary and one secondary device These links are

used to acquire fixed reserved allocations of bandwidth between

the two devices involved in the link Through this reserved band

width the baseband layer transmits audio or mix of audio and data

see Section 4.5.7 below for Bluetooth audio nb.wincus._Co.n
nectionlessACL links are used in more flexible fashion They can

implement point-to-multipoint connections and are asynchronous
ACL links are used for data only

The BI uetooth standard requires that up to three SCO connections

can be transported in single piconet and ACL traffic is limited

primarily by the transmission quality and data rate of the underlying

RE transport The ACL traffic flow is managed by the primary station

with secondary stations speaking only when spoken to
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This gives components the ability to send and receive· Bluetooth 
signals at low power. This also helps manufacturers keep both the 
size. of the Bluetooth chip and the power supply to the chip small. , 

4.5.2 Baseband 

Baseband serves as the software complement to the radio hard­
ware and straddles the physical and data link layers. The services 
at, the baseband layer regulate the radio hardware so that the · 
device abides by the Bluetooth standards. Data encoding, transmit­
ter management, frequency hopping, security, error detection and 
correction, and framing are all covered by the services specified at 
the baseband layer. 

The baseband layer uses a frequency hopping, spread spec­
trum system. Data frames are transmitted in defined time slots 
through synchronized transmission. By using a c·ombination of 
several frequencies and a wide range of hopping sequences, Blue­
tooth transmissions can be reliable and can avoid collisions with 
transmissions on physically adjacent piconets. 

The baseband layer implements two types of link. Synchronous 
Connection-Oriented (SCO) links are made on a point-to-point basis 
between orie primary and one secondary device. These links are 
used to acquire fixed, reserved allocations of bandwidth between 
the two devices involved in the link. Through this reserved band­
width, the baseband layer transmits audio or a mix of audio and data 
(s~e Section 4.5.7 below for Bluetooth audio). Asyocbrooai,s Ca□-
_i:iec;,tiQ!l[_ess (ACL) links are used in a more flexible fashion. They can 
implement point-to-multipoint connections and are asynchronous; 
ACL links are used for data only. _ 

The Bluetdoth standard requires that up to three SCO connections • 
can be transported in a single piconet, and ACL traffic is limited 
primarily by the transmission quality and data rate of the underlying 
RF transport. The ACL traffic flow is managed by the primary station, 
with secdndary stations speaking only when spoken to. 
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The baseband layer is usually provided as hardware implemen

tation It accompanies the radio transmitter chip on luetooth card

4.5.3 LMP Link Manager Protocol

The Link Manager Protocol LMP is used to establish secure

and control the links between devices LMP is defined at the data

link layer

LMP is not used by upper layers It provides the establishment

of links which get handed off to the L2CAP layer The devices

involved in the link are authenticated first and the data streams

may be encrypted LMP also controls transmission power on the

Bluetooth device sometimes at the request of the remote host

device may request that the connected device increase or decrease

its transmission power based on the signal strength from that device

In addition this layer is responsible for monitoring the link between

devices and watching for link quality

4.5.4 E.2CAP Logical Link Control and Adaptation Protocol

The Logical Link Control and Adaptation Protocol L2CAP Layer

is also data link layer protoco implemented alongside the LMP
The L2CAP layer provides the following services to upper proto

col layers

Connection less and connection oriented data services The

L2CAP layer connects uppprtayers to the baseband layer through

two types of connection onnectionl sess onnd data

frames that are not tied to eachh1onnection-oriented

and That nstbe j1jiLorcj The L2CAP layer provides

reliability through connection-oriented service

Protocol multiplexing Because the baseband layer does not

distinguish between data streams from separate upper layers

the L2CAP layer must multiplex between the various types of

upper layer protocols Itgathersall upper protocol types and

presents one data stream to the baseband layer

Data stream segmentation and reassembly This functiOn pro
vides the freedom for upper layers to make packets that are

larger than the baseband layer will handle L2CAP makes this

possible by segmenting large upper layer data frames into frames

that the baseband can handle L2CAP also reassembles frames

from the baseband into the appropriate frames for upper levels
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The baseband layer is usually provided as a hardware implemen­

tation. It accompanies the radio transmitter chip on aBluetooth card. 

4.5.3 LMP: Link Manager Protocol 

The Link Manager Protocol (LMP) is used to establish, secure, 

and control the links between devices. LMP is defined at the data 

link layer. . 
LMP is not used by upper layers. It provides the establishment 

of links, which get handed off to the L2CAP layer. The devices 

involved in the link are authenticated first, and the data streams 

may be encrypted. LMP also controls transmission power on the 

Bluetooth device, sometimes at the request of the remote host (a 

device may request that the connected device increase or decrease 

its transmission power based on the signal strength from that device). 
In addition, this layer is responsible for monitoring the link between 

devices and watching for link quality. 

4.5.4 L2CAP: Logi~al Link Control and Adaptation Protocol 

The Logical Link Control and Adaptation Protocol (L2CAP) Layer 

is also a data lin'kTayer'-profocol, implemented alongside the LMP. 

The L2CAP . layer proviciles the following services to upper proto­
col layers: 

• Connectionless and connection-oriented data services: The 

L2 CAP I ayer connects upp~layers to the baseband layer th rough 

two types of connection~onnectionl~sessions send data 
frames that are not tied to each oth_~~ onnection-oriented 

ses-sions send cfata frames-that are sequenced a11d numbered, 

and that must be deliverepjn or9_e!: The l2CAP layer provides 
reliability through connection-oriented service. 

• Protocol multiplexing: Bec·ause the baseband layer does not 

distinguish between data streams from separate upper layers; 

the L2CAP layer must multiplex between .the various types of 

upper layer protocols. lt •gathers -all upper protocol types and 

presents on~ data stream to the. baseband layer. 

• Data stream segmentation and reassembly: This function pro­

vides the freedom for upper layers to make packets that are 

larger than the baseband ·1ayer will handle. L2CAP makes this 

possible by segmenting large upper layer data frames into frames 
that the baseband can handle. L2CAP also reassembles frames 

from the baseband into the appropriate frame·s for upper levels. 
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This allows upper layer flexibility and efficiency in protocol

interleaving

Group abstractions L2CAP manages protocol groups allowing

mapping of the protocols onto the piconet concept defined

by the baseband This is an abstraction of multicast Protocols

from upper layers may want to address all devices in the local

network Since upper layers do not know which devices are in

the local network at any given time they rely on the L2CAP

layer to keep track of this The upper layer will refer to group of

devices the L2CAP layer will map this group into the currently

defined piconet

The L2CAP layer is defined only through ACL connections to the

baseband layer and therefore is used only for data transmissions

4.5.5 SDP Service Discovery Protocol

Bluetooth devices operate by participating in Bluetooth piconet

or scatternet Maintaining stable list of these services can be quite

difficult however given the dynamic nature of Bluetooth networks

Soa Bluetooth device must discover the services that are available

instead of being configured with static list of them Service

Discovery Protocol SDP allows Bluetooth device to do this

piloill etooth dev kes to ci isco ver se rv cesLjo sea rch for

and to browse services This applies to new devices joining

piconet and for devices already part of piconet that are exposed
to newly offered services We can think of this like client in

client-server model the device offering the service is like an SDP
server and the devices looking for or discovering the service are

like SDP clients We should also note here that SDP is distributed

protocol When service discovery needs to be made there is no

central place where this information is stored Rather
broadcast queries and field the responsestcawhicLdvictLcL

So as to be transport independent SDP is implemented on top of

the L2CAP layer

4.5.6 RFCOMM

The RFCOMM layer is not core Bluetooth layer Rather it is

layer built on top of the core layers to allow an interface between

existing services and the Bluetooth stack RFCOMM emulates an

RS-2 32 serial line
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This allows upper layer flexibility and efficiency in protocol 
interleaving. 

• Croup abstractions: L2CAP manages protocol groups, allowing 
a mapping of the protocols onto the piconet concept defined 
by the baseband. This is an abstraction of a multicast. Protocols 
from upper layers may want to address all devices in the local 
network. Since upper layers do not know which devices are in 
the local network at any given time, they rely on the L2CAP 
layer to keep track of this. The upper layer will refer to a group of 
devices; the L2CAP layer will map this group into the currently 
defined piconet. 

The L2CAP layer is defined only through ACL connections to the 
baseband layer, and therefore is used only for data transmissions. 

4.5.5 SDP: Service Discovery Protocol 

Bluetooth devices operate by participating in a Bluetooth piconet 
or scatternet. Maintaining a stable list of these services can be quite 
difficult, however, given the dynamic nature of Bluetooth networks. 
So·a Bluetooth device must discover the services that are available 
instead of being configured with a static list of them. Service 
Discovery Protocol (SDP) allows a Bluetooth device to do this. 

~op· allow~.Iil.~.§!QQth_~~..!2 discov_er servicesh_Jo s~~[£1J..l<?! 
_services, and to brpwse .. ~~ryi~~s>This applies to new devices joining 
a piconet and for devices already part of a piconet that are exposed 
to newly offered services. We can think of this like a client in a 
client-server model; the device offering the service is like an SDP 
server and the devices looking for or discovering the service are 
like SDP clients. We should also note here that SDP is a distributed 
protocol. When a service discovery needs to be made, there is no 
central place where this information is stored. Rather, SDP must_ 
~ .oc:1.~castq~~ri~t andJ iel,d t.bere~(}n5~.§.J.QJW_Q..,Q.U1.Wbkb._d£Ylce 
~~~?J?-~S.lilf~?_g_[Y.tf&t..... . . 

So as to be transport independent, SDP is implemented on top of 
the L2CAP layer. 

4.5.6 RFCOMM 

The RFCOMM layer is not a "core" Bluetooth layer. Rather, it is a 
layer built on top of the core layers to allow an interface between 
existing services and the Bluetooth stack. RFCOMM emulatesan _ 
RS-232 serial line. 
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To upper layers of existing protocols e.g OBEX RFCOMM
presents an interface that looks exactly like an RS-232 connection

remember IrCOMM It provides all the transport capabilities that

upper level services expect It interfaces with the L2CAP layer and

implements point-to-point transport method Up to 60 connections

can be made between devices

4.5.7 Other Stack Components

There are few other components of the Bluetooth stack that

warrant attention

Telephone Control ProtocolBinary TCS BIN is an optional

bit-oriented call control protocol that enables Bluetooth devices to

establish speech and data calls with other Bluetooth devices The

idea here is to allow Bluetooth-enabled mobile devices to make

calls to each otherboth voice and data TCS BIN enables devices

to make calls between two devices or from one device to many
devices It also allows connectionless calls one-time messages or

data drops to one device or group of devices TCS BIN works

above the LMP and L2CAP layer

There is set of AT commands defined for Bluetooth AT
commands are used to give control commands to modems The

specification of Bluetooth AT commands defines how Bluetooth

devices could fit into standard computer-to-modem scenario

It is an attempt to allow BlUetooth devices to work with legacy

equipment and software The AT command set is defined for

Bluetooth mobile phones and modems and works for data calls as

well as fax calls

Finally note should be made about Bluetooth audio Figure 4.6

shows that Bluetooth audio bypasses LMP and L2CAP and inter

faces directly with the baseband layer Audio data is transferred

between Bluetooth devices as raw data routed directly to and from

the baseband layer The Bluetooth audio model is very simple

while devices exchange data tagged as audio data by opening

special link each application is free to manipulate the data as it

sees fit

4.6 Telephony

The last communications technology that we will cover in this

chapter is telephony Loosely defined telephony is the technol

ogy usually associated with the transmission of voice tradition

ally associated with telephone communication It is however
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To upper layers of existing protocols, e.g., OBEX, RFCOMM 
presents an interface that looks exactly like an RS-232 connection 
(remember lrCOMM?). It provides all the transport capabilities that 

• upper level services expect. It interfaces with the L2CAP layer and 
implements a point-to-point transport method. Up to 60 connections 
can be made between devices. 

4.5.7 Other Stack Components 

There are a few other components of the BI uetooth stack that 
warrant attention. 

Telephone Control Protocol-Binary (TCS BIN) is an optional 
bit-oriented, call control protocol that enables Bluetooth devices to 
establish speech and data "calls" with other Bluetooth devices. The 
idea here is to allow Bluetooth-enabled mobile devices to make 
calls to each other-both voice and data. TCS BIN enables devices 
to make calls between two devices or from one device to many 
devices. It also allows connectionless calls, one-time messages or 
data drops to one device or a group of devices. TCS BIN works 
above the LMP and L2CAP layer. 

There is a set of "AT" commands defined for Bluetooth. "AT" 
commands are used to give control commands to modems. The 
specification of Bluetooth "AT" commands defines how Bluetooth 
devices could fit into a standard computer-to-modem scenario. 
It is an attempt to allow Bluetooth devices to work with legacy 
equipment and software. The "AT" command set is defined for 
Bluetooth mobile phones and modems, and works for data calls as 
well as fax calls. 

Finally, a note should be made about Bluetooth audio. Figure 4.6 
shows that Bluetooth audio bypasses LMP and L2CAP and inter­
faces directly with the baseband layer. Audio data is transferred 
between Bluetooth devices as raw data routed directly to and from 
the baseband layer. The Bluetooth audio model is very simple; 
while devices exchange data tagged as audio data by opening a 
special link, each application is free to manipulate the data as it 
sees fit. 

4.6 Telephony 

The last communications technology that we will cover in this 
chapter is telephony. ·Loosely defined, telephony is the technol­
ogy usually associated with the transmission of voice, tradition ... 
ally associat~d. with telephone communication. · It is, however, a 
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point-to-point communication medium that can be viewed in much

the same way we view other data networks Although voice trans

mission was the firstand is still the foremostuse of telephony
data can also be exchanged using most telephony methods In

fact the units that use telephony can be addressed by their phone
number

We can use two dimensions through which to view telephony
The first way to view telephony is in two broad categories analog
and digital services Analog services are those provided using tradi

tional telephone equipment which alters the telephone line signals

amplitude or frequency to reflect the transmitted voice quality or

intensity Digital services are those provided using media that can

transmit the bit states of digital datais and Os provided by chang

ing the state of the signal into one of two states or three using the

third state to indicate carrier signal
modem provides good example of the difference between

these two categories When computer transmits data frame

of bits to another computer each side expects the data as dig
ital data However if telephone lines are between them then

the data must be transferred in an analog fashion modem is

digttal to analog converter

Lçpnverflföoundfortransmsion iphQae

js The sound has three distinct types each representing dig
ital state On the receiver side the modem hears the sounds

on the telephone line and converts it to bits for the receiving

computer
The second dimension focuses on the telephony signal and

defines wired and wireless signal carriers These categories need

little elaboration wired telephony has long history while wireless

telephony is more recent invention

Figure 4.7 provides good look at how these two dimensions

interact FOr example traditional telephone service has been carried

over wires The interface between the computer and the phone
line has taken on much of the terminology of human using

telephone Each analog line has two states on-hook which

describes disengaged line think of the telephone handset as on

its cradle or hook and off-hook which describes an engaged line

with the handset removed from its hook Computers connect to

each other by dialing phone numberssometimes referred to as

addressesand interpreting responses humans usually get such

as busy tones or phone ring tones computer should be aware of

services the telephone service provider puts on phone line such

as call-waiting or call-forwarding These are configured by hand for

each phone line
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poinHo-point communication medium that can be viewed in much 
the same way we view other data networks. Although voice trans­
mission was the first-and is still the foremost-use of telephony, 
data can also be exchanged using most telephony methods. In 
fact, the units that use telephony can be addressed by their phone 
number. 

We can use two dimensions through which to view telephony. 
The first way to view telephony is in two broad categories: analog 
and digital services. Analog services are those provided using tradi­
tional telephone equipment, which alters the telephone I ine signal's 
amplitude or frequency to reflect the transmitted voice quality or 
intensity. Digital services are those provided using media that can 
transmit the bit states of digital data-1 sand Os provided by chang­
ing the state of the signal into one of two states (or three, using the 
third state to indicate a carrier signal). • 

A modem provides a good example of the difference between 
these two categories. When a computer transmits a data frame 
of bits to another computer, each side expects the data as dig­
ital data. However, if telephone lines are between them, then 
the data must be transferred in an analog fashion. A modem is 
~--9._i_gJ!~!"~!9.::.~nalog converter, t~king t~digital ~ a com­
e_ute~ ~d con~_E:!ting It to SOU!]~?.r transmission over telephone 
lines:_The sound has three distinct types, each representing a dig­
ital state. On the receiver side, the modem "hears" the sounds 
on the telephone line, and converts it to bits for the receiving 
computer. 

The second dimension focuses on the telephony signal and 
defines wired and wireless signal carriers. These categories need 
little elaboration; wired telephony has a long histofy while wireless 
telephony is a more recent invention. 

Figure 4] provides a good look at how these two dimensions 
interact. For example, traditional telephone service has been carried 
over wires. The interface between the computer and the phone 
line has taken on much of the terminology of a human using 
a telephone. Each analog line has two states: on~hook, which 
qescribes a disengaged line (think of the telephone handset as on 
its cradle or hook), and off-hook, which describes an engaged line 
(with the handset removed from its hook). Computers connect to 
each other by dialing phone numbers-sometimes referred to as 
"addresses"·-and interpreting responses humans usually get, such 
as busy tones or phone ring tones. A computer should be aware of 
services the telephone service provider puts on a phone line, such 
as call-waiting or call-forwarding. These are configured by hand for 
each phone line. 
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traditional

land/me phone PBX systems
service

analog ___________ digital

IG mobile GSM CDMA
phones mobile phones

Figure 4.7 The two dimensions of telephony

mobile GSM phone is good example of digital wireless Just as

we have seen in other digital implementations GSM is based on data

packets in specific format GSM uses time division multiplexing

TDM which is way to have up to separate connections to one

device over any of 124 frequencies at any one moment Sharing that

device is based on synchronous communication and de ends

fixed-time slots in which 148-bit data frames are sent The data rate

can be high32500 bits are sent every 120 millisecondsbut the

overhead on each data frame is also very high Because it is digital

As telephone GSM phones

convert analog voice to digital data Because of aspects like high

overhead the modem data rate is not fast typically maximum of

19200 baud This will change soon however as new protocols

and faster transmission technology is implemented
Notice in Figure 4.7 that modems span all four quadrants

Modems can be connected to analog wired phone lines as well

as wireless digital lines When used with digital technology the

actual modem functionsthe modulation and demodulation of

the digital signalare blurred The connection of one computer to

another through phone service is still the primary use and so the

modem term sticks
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A mobile GSM phone is a good example of digital wireless. Just as 
we have seen in other digital implementations, GSM is based on data 
packets in a specific format. GSM uses time division multiplexing 
(TDM), which is a way to have up to 8 separate connections to one 
device over any of 124 frequencies at any one moment. Sharing that 
device is based on synchronous communication ar,Ji~ 
fixed-time slots in which 148-bit data frames are sent. The data rate 
can be high-32,500 bits are sent every 120 milliseconds-but the 
overhead on each data frame is also very high. Because it is digital, 
2. GSM-!2b.QD.e_£:A._1! re~~ve messages~ wel I as pho.ne calls, <!QQ~ 
g£l<lS.J?oth . .?.J.~L~~.~ a mJ:L~ As a telephone, GSM phones 
convert analog voice to digital data. Because of aspects like high 
overhead, the modem data rate is not fast, typically a maximum of 
19,200 baud. This will change soon, however, as new protocols 
and faster transmission technology is implemented. 

Notice in Figure 4.7 that modems span al I four quadrants. 
Modems can be connected to analog, wired phone lines as well 
as wireless digital lines .. When used with digital technology, the 
actual "modem1

' functions-the modulation and demodulation of 
the digital signal - are blurred. The connection of one computer to 
another through a phone service is still the primary use and so the 
"modem" term sticks. 
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4.7 Summary

This has been swift but not brief rather sweeping survey of the

transport technologies supported by Symbian OS We should take

moment to get our bearings and re-examine the protocols Figure 4.8

contains good diagram comparing the various protocol stacks The

comparison is to the ISO stack model shown in Figure 2.1

Serial transport methods address portion of the data link layer

Implementations of serial transport implement enough of the data

link layer to let applications at upper layers talk to each other

There is no reliability and very little error correction The maximum

speed of this technology is 11 Kbps using primarily asynchronous
communication

IrDA-based transport methods are the most comprehensive and

most specific They specify implementations from the physical layer

up through the session layer and work through tight integration of

all protocols The top asynchronous speed of this protocol set is

11 Kbps top speed of Mbps can be reached using synchronous

implementations

PLP methods are synchronizationotocols These protocols

imliint only the link and but offer very

effective services as applications on top of these two layers Because

PLP is implemented on top of asynchronous serial transporteither
cabled serial or IrDA methodsthe top speed of PLP is 11 Kbps

The networking and TCP/IP suite of transport methods imple

ments very complete set of protocols While it does not specify

physical layer syridataJinkLayeLimpementationsreqyire

specicjhysicaI layer connections It offers many different proto
cols and services from the data lirk layer up through applications

This suite implements what most would consider to be network

protocols Speeds for TCP/IP can range from 115 Kbps for serial PPP

to 10 Mbps and Gbps for Ethernet

The WAP protocol cl mimics TCP/IP but tcnizes it for

small devices and mobile phones It lacks both hysical layer an
data link layer specifications assuming thatçers that isdice

fädUfës will provide these layers in hardware or firmware

hé1n additional security layer added for security that provides

data encryption authentication and denial of service detection

Speeds for WAP depend on the speed of the bearer currently not

over 38.4 Kbps
Bluetooth transport methods are the most recently developed

methods and like IrDA specifications are tailored for specific
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4.7 Summary \ 

This has been a swift (but not brief), rather sweeping survey of the 
transport technologies supported by Symbian OS. We should take a 
moment to get our bearings and re-examine the protocols. Figure 4.8 
contains a good diagram comparing the various protocol stacks. The 
comparison is to the ISO stack model, shown in Figure 2 .1. 

Se_rial transport methods address a portion of the data link layer. 
Implementations of serial transport implement enough of the data 
link layer to let applications at upper layers talk to each other. 
There is no reliability and very little error correction . The maximum 
speed of this technology is 115 Kbps, using primarily asynchronous 
communication. 

lrDA-based transport methods are the most comprehensive and 
most specific. They specify implementations from the physical layer 
up through the session layer and work through tight integration of 
all protocols. The top asynchronous speed of this protocol set is 
115 Kbps; a top speed of 4 Mbps can be reached using synchronous 
implementations. 

PLP m~th?.ds __ cl!e ~YJlChJonization ~otocols. These protocols 
implement only the data link and netwoix]ayers, but offer very · 
effective services as applications on top of these two layers. Because 
PLP is implemented on top of asynchronous serial transport-either 
cabled serial or lrDA methods-the top speed of PLP is 115 Kbps. 

The networking and TCP/IP suite of transport methods imple­
ments a very complete set of protocols. While it does not specify a 
physical layer, i_!?~Jjuk.laye.cirrm_lg~ntations __ re~Ir~ 
spe~j.fi.f.J2hY~!.':'.?.:~J~yer cor,_~~-~~i_9~s. It offers many different proto­
cols and services from the data linl<'.Tayer up through applications. 
This suite implements what most would consider to be network 
protocols. Speeds for TCP/IP can range from 115 Kbps for serial PPP 
to 10 Mbps and 1 Gbps for Ethernet. 

The .YYAP-ur.otoco.Lst~.ck rnim.i~~ .. I(E/IP, but custoIQizes J! for 
smalr d,eyic;~~,.cl:Dtj~rnQ~iJ~ phgr.i.~~: .... lt lacks bo~ical layer ana \ ., 
data-·ffnk layer specifications, assuming tha~ers that is@riic~_ Mf 
---ma~will provide these layers in hardware or firmware. 
'mere-Tsan additional security layer added for security that provides 
data encryption, authentication, and denial of service detection. 
Speeds for WAP depend on the speed of the bearer, currently not 
over 38.4 Kbps. • 

Bluetooth transport methods are the most recently developed 
methods and, like lrDA specifications, are tailored for a specific 
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physical medium Bluetooth specifies the physical layer arid tailors

the rest of its stack to work with this physical layer Speeds of

Bluetooth methods range up to Mhps
Telephony transport methods are much like serial methods They

typically comprise only the data link layer and allow applications

to he connected to each other with no other promises The relay

of data is unreliable and error detection is minimal Speeds are

comparable to serial communication and can range up to 56 1Kbps

depending on the implementation
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physical medium. Bluetooth specifies the physical layer, and tailors 
the rest of its stack to work with this physical layer. Speeds of 
Bluetooth methods range up to 1 Mbps. 

Telephony transport methods are much like serial methods. They 
typically comprise only the data link layer, and allow applications 
to be connected to each other with no other promises. The relay 
of data is unreliable, and error detection is minimal. Speeds are 
comparable to serial communication, and can range up to 56 l<bps, 
depending on the implementation. 





Look at Content Technologies

In the last chapter we overviewed many different transport tech

nologies From RS-232 serial communication to Bluetooth proto
cols the common thread that drew these technologies together was
that each was used to transport data between Symbian OS devices

In this chapter we take look at the kinds of content that Sym
bian OS supports in the data that is transported We will overview

content technologies along with the content itself

Content is after all the most important aspect of communication

It is very important to understand the transport methods used but

once you have spent hours poring over details about those transport

methods those details fade into the background as we discuss

content issues like messaging and how to use WAP It is very easy to

take the transport for granted as we start to depend on the content

In this chapter we will overview messaging on Symbian OS in

its many forms email SMS fax and BIO messages We will also

review HTTP and WAP two of the important content-providing

technologies

5.1 Messaging

Messages are self-contained data objects sent between two devices

They are self-contained in the sense that they do not depend on

the senders or the receivers environment They are data objects

because they may take one of number of forms and their definition

is open-ended Messages are typically used to relay specific pieces

of information between machines as well as humans

Messages have several common characteristics

sender Each message originates from somewhere either from

person or computing device The identity of the sender is

usually included with the message although that identity can

5 
A Look at Content Technologies 

In the last chapter, we overviewed many different transport tech­
nologies. From RS-232 serial communication to Bluetooth proto­
cols, the common thread that drew these technologies together was 
that each was used to transport data between Symbian OS devices. 
In this chapter, we take a look at the kinds of content that Sym­
bian OS supports in the data that is transported. We will overview 
content technologies along with the content itself. 

Content is, after all , the most important aspect of communication. 
It is very important to understand the transport methods used, but 
once you have spent hours poring over details about those transport 
methods, those details fade into the background as we discuss 
content issues like messaging and how to use WAP. It is very easy to 
take the transport for granted as we start to depend on the content. 

In this chapter, we will overview messaging on Symbian OS in 
its many forms: email, SMS, fax, and BIO messages. We will also 
review HTTP and WAP, two of the important content-providing 
technologies. 

5.1 Messaging 

Messages are self-contained data objects sent between two devices. 
They are self-contained in the sense that they do not depend on 
the sender's or the receiver' s environment. They are data objects 
because they may take one of a number of forms, and their definition 
is open-ended. Me-ssages are typically used to relay specific pieces 
of information between machines, as well as humans. 

Messages have several common characteristic s: 

• A sender: Each message originates from somewhere, either from 
a person or a computing device. The identity of the sender is 
usually included with the message, although that identity can 
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rarely be trusted Messages can be original person-to-person

communications or can be generated by computer

An intended destination Although this may seem obvious

message is always sent somewhere Messages can be sent to

single destination to group or to any device that will accept

it At some layer in the transport system messages are always

sent device-to-device The final destination however can be

human reader or an application

Timestamps Messages are typically timestamped that is given

time and date information about when an operation is per

formed on it message can receive many timestamps and can

have many operations performed on it An email message for

example may travel through several relay points before arriving

at its final destination and will then bear timestamps from each

relay point

Content message always carries information to its intended

destination While that content could be empty it is still consid

ered to be part of the messages definition

Format Naturally different types of messages take different

forms However messages tend to have common organiza

tional format header and body The message header contains

information about the message itself such as sender destina

tion delivery options timestamps and the like The body of

message contains its content that is the information the mes

sage was meant to convey to its recipient Beyond this general

structure messages vary widely in how they represent or format

each message section

Consider the example found in Figure 5.1 This figure displays an

email message in the form that gets exchanged between two devices

not necessarily the final form person might read This message has

typical format The header is separated from the body by blank

line about two-thirds the way down the message You can easily

spot the sender and destination by the From and To lines The

header contains several timestamps the Received fields display

information about the relays the message went through Note that

there is lot of information in the header more information than

is typically useful lh this case the body of the message is an

ASCII-based textual message

Message sending and receiving typically involves both servers

and clients typical scenario is depicted in Figure 5.2 The sender

composes the message on his or her local device The message is

then sentwhich means it is uploaded to server either over

84 A LOOK AT CONTENT TECHNOLOGIES 

rarely be trusted. Messages can be original person-to-person 
communications, or can be generated by a computer. 

•• • An intended destination: Although this may seem obvious, a 
message is always sent somewhere. Messages can be sent to a 
single destination, to a group, or to any device that will accept 
it. At some layer in the transport system, messages are always 
sent device-to-device. The final destination, however, can be a 
human reader or an application. 

• Timestamps: Messages are typically timestamped, that is, given 
time and date information about when an operation is per­
formed on it. A message can receive many timestamps, and can 
have many operations performed on it. An email message, for 
example, may travel through several relay points before arriving 
at its final destination, and will then bear timestamps from each 
relay point. 

• Content: A message always carries information to its intended 
destination. While that content could be empty, it is still consid­
ered to be part of the message's definition. 

• Format: Naturally, different types of messages take different 
forms. However, messages tend to have a common organiza­
tional format: a header and a body. The message header contains 
information about the message itself, such as sender, destina­
tion, delivery options, timestamps, and the like. The body of a 
message contains its content, that is, the information the mes­
sage was meant to convey to its recipient. Beyond this general 
structure, messages vary widely in how they represent or format 
each message section. • 

Consider the example found in Figure 5.1. This figure displays an 
email message in the form thatgets exchanged between two devices 
(not necessarily the final form a person might read). This message has 
a typical format. The header is separated from the body by a blank 
line (about two-thirds the way down the message). You can easily 
spot the sender and destin;:3tion by the "From:" and " To:" lines. The 
header contains several timestamps; the "Received:" fields display 
information about the relays the message went through. Note that 
there is a lot of jnformation in the-header, more information than 
is typically useful. lh this case, the body of the message is an 
ASCII-based textual message. 

' Message sending-and re~eiving typicafly involves both servers 
and clients. A typical scenario is depicted in Figure 5.2. The sender 
composes the message on his or her local device. The message is . 
then "sentll-.~hich means it is uploaded to a server, either over 
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Received from mail .brainshareproject.com mail .brainshareproject .com
by smaug.cs.hope.edu 8.9.3Siin/8.9.l with ESMTP id AAA09235
for jipping@cs.hope.edu Wed 27 Jun 2001 003311 -0400 EDT

Received from debian dialup-209.Diall.LevellO.net
by mail .brainshareproject .com EL-8_9_3_3/8 .9.3 with ESMTP
Id VAA14057
for jipping@cs.hope.edu Tue 26 Jun 2001 213246 0700 PDT

Received from jjones by debian with local Exim 3.22 fl Debian
Id 15F7OM0000UR00
for jipping@cs.hope.edu Tue 26 Jun 2001 233242 -0500

Date Tue 26 Jun 2001 233242 0500
From John Jones jjones@brainshareprojct corn
To jipping@cs.hope.edu
Subject Infomercials org
Message-ID 2001O626233241.A1876@brainshareproject.com
Mine-Version 1.0

ContentType text/plain charsetus-ascii
Content-Disposition inline

User-Agent Mutt/l.3.l81
X-StarTrek-Quote Make it so
Sender John Jones jjones@brainshareproject.com
Content-Length 701

want to bounce this site off of you
http //www.infomercials.org/

and hear any opinions you have on the material it presents They seem
to have very well-thought-out approach to managing large or small
nunthers of customers

-John

Figure 5.1 An example ems message

network or wirelessly This server known as message center or

relay server must now deliver the message
There are also delivery methods that work on peer-to-peer

basis These methods allow local message composition and deliver

the message directly to the recipient The message relay server is

removed from the loop
In general then there are two models for mail delivery

Th push ode If it can the server will deliver the message
direct is means that it must contact the destination device

and push the message to it This requires that the destination

is powered on and can receive messages

Th pu ode When device is not usually connected to

netwo or mobile service the server will store the message for

the recipient The receiving device then must contact the server

and pull its messages from the server Often in this model
the message relay point is not the message storage point The

storage server receives the message from the message relay and

keeps it for the recipient
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Received: from mail.brainshareproject.com (mail.brainshareproject.com) 
by smaug.cs.hope.edu (8.9.3+Sun/8.9.l) with ESMTP id AAA09235 
for <jipping@cs.hope.edu>; Wed, 27 Jun 2001 00:33:11 -0400 (EDT) 

Received: from debian (dialup-209.Diall.LevellO.net [192 . 245.239 . 242]) 
• by mail . brainshareproject.com (EL-8_9_3_3/8.9.3) with ESMTP 
id VAA14057 . . 

for <jipping@cs.hope.edu>; Tue, 26 Jun 2001 21:32:46 .,-0700 (PDT) 
Receiyed: from jjones by debian with local (Exim 3.22 #1 (Debian)) 

id 15F70M-0000UR-00 
for <jipping@cs.hope.edu>; Tue, 26 Jun 2001 23:32:42 -0500 

Date: Tue, 26 Jun 2001 23:32:42 -0500 
From: John Jones ' <jjones@brainshareproject.com> 
To: jipping@cs.hope.edu 
Subject: Infomercials.org 
Message-ID: <2001062623324l.Al876@brainshareproject.com> 
Mime-Version: 1.0 • 
Content-Type: text / plain; charset=us-ascii 
Content-Disposition: inline 
User-Agent: Mutt/1.3.18i 
X-StarTrek-Quote: Make it so. 
Sender: John Jones <jjones@brainshareproject.com> 
Content-Length: 701 • 

I want to bounce this site off of you: 
http:/ /www. infomercials.org/ 

and hear any opinions you have on the material it presents. They seem 
to have a very well-thought-out approach to managing large (or small) 
numbers of customers. 

John J. 

Figure 5.1 An example email message. 

a network or wirelessly. This server, known as a message center or 
relay server, must now deliver the message. 

There are also delivery methods that work on a peer-to-peer 
basis. These methods allow local message composfrion and deliver 
the message directly to the recipient. The message relay server is 
removed from the loop. 

In general', then, there are two models for mail delivery: 

• Th "push" ode/: If it can, the server wi 11 deliver the message cf 
direct y. is means that it must contact the destination device 
and "push" the message to it. This requires that the destination 

, is powered on and can receive messages. 

• Th "pull" ode/: When a device is not usually connected to a r!'F 
netwo or mobile service, the server will store the message for 
the recipient. The rece_iving device then must contact the server 
and "pull" its messages from the server. Often, in this model, 
the message relay point is not the message storage point. The 
storage server receives the message from the message relay and 
keeps it for the recipient. 
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Message Center Message Center

or Mail Relay or Mail Server

relay message__

Message Message

Sender Recipient

Figure 5.2 typical message delivery scenario

jhat the ull el ou Id jr thj21i.mxIeL device

andy The server then uses push mocLctai m.Jp.thllv
cdntent t6Tht device

The iädj5Tfform supports four specific message types as

well as the ability to extend the platform to embrace new ones

It also supports both models of message delivery We will cover

the message types in this section as well as the technologies that

support them We will cover message delivery later when we discuss

programming with messages

5.1.1 Electronic Mail

Electronic mail is one of the most common and widely used forms

of messaging It was originally developed as an electronic means

to send text-based messagestextual mail for human consump
tionbetween computers As the value of sending messages was

realized people began to send other things as well Email has

evolved to encompass all types of objects for example programs

spreadsheets or word processing documents

The format of an email message is exemplified in Figure 5.1

As we have stated email messages have header and body The

The most widely used format for email messages is specified by the Internet

Engineering Task Force by document called RFC 821

Message 
Sender 
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Message Center 
or Mail Relay 

Message Center 
or Mail Server 

Figure 5.2 A typical message delivery scenario. 

Message 
Recipient 

* Note that-th~ull modrl could involve the push model A device 
~ight pull its messages by simply notifying a server that it is on line 
and rea9Y. The ser~~.rJhe_~ _~ses pus~_ model fl}~J~ ... b~n is!Tls to deliver 
content to that device. 

The Sym15iaft pfafform supports four specific message types as 
well as the ability to extend the platform to embrace new ones. 
It also supports both models of message delivery. We will cover 
the message types in this section, as wel I as the technologies that 
support them. We will cover message delivery later when we discuss 
programming with messages. 

5.1.1 Electronic Mail 

Electronic mail is one of the most common and widely used forms 
of messaging. It was originally developed as an electronic means 
to send text-based messages-textual "mail" for human consump­
tion-between computers. As the value of sending messages was 
realized, people began to send other things as well. Email has 
evolved to encompass all types of objects, for example, programs, 
spreadsheets, or word processing documents. 

The format of an email message is exemplified in Figure 5.1.* 
As we have stated, email messages have a. header and a body. The 

* The most widely used format for email messages is specified by the Internet 
Engineering Task Force by a document called RFC 821. 
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header is comprised of sequence of lines or fields each of which
is composed of key and value separated by colon Each field

relays information about the message to the receiver The sender is

required to insert From field To field and Posted-Date
field into the message header and is free to insert other defined

fields In addition any field whose key value begins with the string

X- may be inserted by the user note the X-StarTrek-Quote
field in Figure 5.1

The body of an email message contains the message content This

content is typically composed of message in ASCII or UniCode

text However the message body can also have attachments which

are data objects that accompany the message These objects are

include sing standard called Multipurpose Iftternet Mail Exten

sionsMIME Objects included using MIME are each included in

message type format with header to identify the type of the data

object and body that contains the data object itself Many objects

can be included in message
Even when it includes MIME objects an email message has

text-based representation All email is sent using readable

ASCII/UniCode characters If message contains attachments that

are not comprised of text then those attachments are encoded in

special way to derive text from them The encoding method used

e.g base 64 is included in the header for the data object so the

receiving software can decode the object

The delivery of email messages to the end user follows the iiY
model of mail delivery

There are several protocols that are used to send and receive

email By far the rnos widely usedendinjjrotocoIis Simple
Protocol SMTP There are two protocols used to

teeorea email Post Office Protocol POP and Internet

Message.Access Protocoi Thee are TCP/IP network-based

protoco

Yo

her ur to file and

age

mail
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header is comprised of a sequence of lines or fields, each of which 
is composed of a key and a value, separated by a colon. Each field 

_ relays information abqut the message tp the receiver. The sender is 
required to insert a "From" field, a "To" field, and a "Posted-Date" 
field into the message header, and is free to insert other defined 
fields. In addition, any field whose key value begins with the string 
"X-" may be inserted by the user (note the "X-StarTrek-Quote" 
field in Figure 5.1 ). --

• The body of an email message contains the message content. This 
content is typically composed of a message in ASCII or UniCode 
text. However, the message body can also have attachments, which 
are data objects that accompany the message. These objects are 
inclu_ d~g a standard called _Multipurpose Internet Mail Exten­
sions(CMI_M..J:Y. Objects included using MIME are each included in a 
message type format, with a header to identify the type of the data 
object and a body that contains the data object itself. Many objects 
can be included in a message. 

Even when it includes MIME objects, an email message has 
a text-based representation. All email is sent using readable 
(ASCII/UniCode) characters. If a message contains attachments that 
are not comprised of text, then those attachments are encoded in a 
special way to derive text from them. The encoding method used, 
e.g., base 64, is included in the header for the data object, so the 
receiving software can decode the object. 

The delivery of email messages to the end user follows the'@ 
model of mail delivery. _ 

There are several protocols that are used to send and receive 
emaiL By far, the most widely used(sen.din~ Qrotocol i~jl~,EJ_e 

_ Mail Transfer Protocol (SMTP}. There are two protocols used to 

~~~ o_r,:~~'er~::i,~H~i5."C?.~l.Qff!s~'"-~!.£~c~J_.~Q~l _and Intern~.!_ 
Messagg_Ac.cess..Ero.tac.o.l...(lMAJ~1- The~~-~~-~-_I~Pf..l_EL !.1 e.twor k-based 
protocols._ --- ·---- -------- ------
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SMTPSimpleMaiTransferProtocol 12
SMTP isaprotocol that is used from applications

and toexcbanniail between servers Message senders will use

SMTP when exchanging messages with relays or storage servers

and relays and storage servers will use SMTP when exchanging

messages between them As its name implies SMIPisa simple
textual protocolMTP has three phases The first is an dentthcationphase In this

phase the sender sends an HELO message which includes its

name The receiver accepts this name and both sides move to the

exchange phase
In the exchange phase the sender can make some general queries

or can send messages to the mail server Address .verification is

good example of general query Sending VRFY message
with an email address will cause the mail server to send back an

acknowledgement or an error message that tells the sender if the

email address is valid on the servers system Mail exchange is

initiated by the DATA message and terminated by line with

only character on it

The final phase is termination phase This happens when the

sender issues QUIT message
You can see how simple this protocol is It is easily understand

able and easily implemented It is also easily broken and can be

major security risk There is no authentication and verification

of identification Those who snoop networks can easily read and

figure out what email is being exchanged

Experiment with SMTP
It is easy to experiment with SMTP because it isa simple protocol

Identify an SMTP serverperhaps the one that receives your
email Follow these steps

Telnet to this server on port 25 Use command line like

e1net bmp.server.com

You should get response from the connection that identilies

the SMTP server the version of the server software and the

current date and lime Your response should he to identify

yourself by giving the HELO command like this

IIELc computer corn

You give your computer namefully quahfied with

domain
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SMTP: Simple Mail Transfer Protocol vploa:/ ~; ,?/ Yi.//4 ~ f!-C -~-!-•/;;.,,.:.-f 

SMTP is a Q.r_Qtocol that is used tO(~~dem~il from applications, 
and to~xc_b..afi~mai l between servers. Message senders will use 
SMTP when exchanging messages with relays or storage servers 
and relays and storage servers will use SMTP when exchanging 
messages between them. As its name implies, ~ TP_ i~~ -?ime_!~, 
textual protocol. ,-, 
~ -- --------~·-~-· iJ..., - - • --··. . .... . -~ --

SMTP has three phases. The fi rst is anJg_g_!]__tifi~ionJlb..~~-Jln this 
phase, the sender sends an " HELO" message, wh ich includes its 
name. The receiver accepts this name and both sides move to the 
exchange phase_:. (.,_:,. 

------· ----In theixchang_~ph;,J~E[;.,the sender can make some general queries 
or ca_n send .m.e.s~ag~?. to the mai I server. Address v.erification_is a .. 
g-999 _e09:r11ple of a g~_neral query. Sending a "VRFY" message 
with an emaH address will cause the mail server to send back an 
acknowledgement or an error message that tel Is the sender if the 
email address is valid on the server's system. Mail exchange is 
initiated by the " DATA" message and terminated by a line with 
only a"." character on it.: _: 

The fina l phase is aler~ination-p_base:.> This happens when the 
sender issues a " QUIT" message. 

You can see how simple this protocol is. It is easily understand­
able and easily implemented. It is also easily broken and can be 
a major security risk. There is no authentication and verification 
of identification. Those who snoop networks can easily read and 
figure out w hat email is being exchanged. 

~;;t~"'."~ , . 
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mad

POP3 Post Office Protocol IC

SMTP is protocol for mail uploading and exchanging but appli
cations do not use it for mail receipt Post Office Protocol Version

POP3 is popular protocol used to yeç1_nJcad

Li1SMTP POP3 has three phases Lorizjcn transacQfl
and jpation The identification phase uses username and

password which is verified by the mail server This means that the

receiver typically has an account on the servers system so that the

username and password can be verified Once verification has been

achieved both sides move to the message delivery or transaction

phase
The transaction phase allows some information and maintenance

messages and allows for message download Information messages
such as how many email messages are waiting to be picked up or

the size of those messages are very useful Maintenance messages
include the ability to delete messages from the servers storage

Download messages allow the receiver to download only message
headers or entire messages

Termination is initiated by the sender through the QUIT com
mand The protocol connection between client and server is severed

by this command
The POP3 protocol was designed for situations where messages

are delivered to the receiver client It is assumed that clients will

manipulate and store messages on their own devices and not on the

server and the defau ltdeivejyjnode isto d.tmssges from the

storage server after delivery However most email receiver clients

offrThoption of leaving copies of email messages on the mail

server in the users mailbox

POP3 uses authentication while SMTP does not We have

assailed SMTP for being insecure but the use of authentication

I 
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POP3: Post Office Protocol ,~ce i ,;~ f dJrµi,,µ_ lo~ --'~a..:..f. 

SMTP is a protocol for mail uploading and exchanging, but appli­
cations do not use it for mail receipt. Post Office Protocol Version 3 
(POP3) is a popular protocol used to receive and ..!iownJuad... 

~~9-..W.-. Q) . _§) 
Li~SMTP, POP3 has three phases: authorizatiQn, _t_ransactio[l_, 

and ferminati~~_The identification phase uses a username and a 
password, which is verified by the mail server. This means that the 

\ receiver typically has an account on the server's system, so that the 
username and password can be verified. Once verification has been 
achieved, both sides move to the message delivery, or transaction, 
phase. 

The transaction phase allows some information and maintenance 
messages, and allows for message download. Information messages 
such as how many email messages are waiting to be picked up or 
the size of those messages are very useful. Maintenance messages 
include the ability to delete messages from the server's storage. 
Download messages allow the receiver to download only message 
headers or entire messages. 

Termination is initiated by the sender through the " QUIT" com­
mand. The protocol connection between client and server is severed 
by this command. 

The POP3 protocol was designed for situations where messages 
are delivered to the receiver client. It is assumed that clients will 
manipulate and store messages on their owri devices and not on the 
server and the ~ -d~!i_y~ry mode is to g_~l~1e .. m~-~_g~~-frorri~tb.~ 
storage server after dellY~tY.., However, most email receiver clients 
offer the .option of leaving copies of email messages on the mail 
server in the user's mailbox. 

POP3 uses authentication while SMTP does not. We have 
assailed SMTP for being insecure, but the use of authentication 
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does not make POP3 much better here than SMTP POP3 still uses

plain and unencrypted text characters for communication between

server and client This means that the username and password

are available to snoopers and that each email that is downloaded

is potentially readable by those who are watching the network

traffic

Experiment with POP3
You can experiment with POP3 very easily Identify POP3

server This could easily be the one you use to download

email from Follow these steps

Telnet to this server on port lift Use command line

something like this

telnet pop.mailserver.com 110

You should get an idcntitying response from the mail server

You then identify yourself like this

USe1 ipping

pass ipepass ord

Substitute your username for jipping and your password

for ipspassword

Once you have passed the authorization stage into the

transaction stage you can play with POP3 commands Com
mands like LIST and LIST msg will List all messages and

specific message respectively by their size in bytes You

can read message by using the RETR msgl command

and cati delete messages with the DELE msg command

When you are done using the POP3 session you can quit

the session by issuing the QUIT command

IMAP4 Internet Message Access Protocol

Internet Message Access Protocol Version IMAP4 is mail

download protocol very much like POP3 There are four states

with IMAP4 non-authenticated authenticated selection and

termination

The non-authenticated state is the initial state client enters

when it contacts an IMAP4 server This is where the client will
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does not make POP3 much better here than SMTP. POP3 still uses 
plain and unencrypted text characters for communication between 
server and client. This means that the username and password 
are available to snoopers and that each email that is downloaded 
is potentially readable by those who are watching the network 
traffic. 

IMAP4: Internet Message Access Protocol 

Internet Message Access Protocol Version 4 (IMAP4) is a mail 
download protocol very much like POP3. There are four states 
with IMAP4: non-authenticated, authenticated, selection, and 
termination. 

The non-authenticated state is the initial state a client enters 
when it contacts an IMAP4 server. This is where the client will 
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identify itself with the username and password of its user Upon
verification both sides enter the authenticated state

When it enters the authenticated state the client must then

select mailbox to access and the server checks if the client has

permissions to this box by checking against the username Both

sides then move to the selection state

In the selection state user has been identified and has selected

mailbox to review Now the user has information maintenance
and downloading choices much like those with POP3 However
there are more possibilities for maintenance because MAP allows

messages to stay on the server and to be placed in folders for storage

IMAP does not assume that the messages are going to remain on the

receivers device

The termination phase is initiated by the client The server updates

its tables and severs its connection with the client

IMAP is an improvement over POP3 in two ways First it allows

the client to have choices over the mailboxes it opens allowing

multiple mailboxes for single client Second it allows storage of

messages on the server in an organized manner Security is not

improved however over POP3 Plain text passwords and messages
are still used and can easily be snooped and stolen

Experiment with IMAP4

You can experiment with iMAP4 as easily as you did with POP3
Identify IMAP4 server This could easily be the one you use to

download email trom Follow these steps

Telnet to this server on port 143 Use conirnand line

something like this

eThet pop.ma1serer.co 143

YOU should get an identilving response from the mail server

YOU then identify yourself like this

sessj..o LOIN jippiiq jpspassword

The sessionlD is string to identify the IMAP4 session you
are engaging in Substitute your username for jipping and

yout password for jipspassword

Once you have moved into the authenticated state you must

select your mailbox The INBOX will do

AJOl CEIFC1 INOX
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identify itself with the username and password of its user. Upon 
verification, both sides enter the authenticated state. 

When it enters the authenticated state, the client must then 
select a mailbox to access, and the server checks if the client has 
permissions to this box (by checking against the username). Both 
sides then move to the selection state. 

In the selection state, a user has been identified and has selected 
a mailbox to review. Now, the user has information, maintenance, 
and downloading choices much like those with POP3. However, 
there are more possibilities for maintenance, because IMAP allows 
messages to stay on the server and to be placed in folders for storage. 
IMAP does not assume that the messages are going to remain on the 
receiver's device. 

The termination phase is initiated by the client. The server updates 
its tables and severs its connection with the client. • 

IMAP is an improvement over POP3 in two ways. First, it allows 
the client to have choices over the mailboxes it opens, allowing 
multiple mailboxes for a single client. Second, it allows storage of 
messages on the server in an organized manner. Security is not 
improved, however, over POP3. Plain text passwords and messages 
are still used and can easily be snooped and stolen. 
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if you are successful mail attributes

along with an response and

you are

the mailbox you
There are many of th th

AOO1 PTC mg C8z

This will fetch

email format

AOO1 SEARC P1AGG

This will find the messages

not sent from Smith
When you are done

the session by issuing

AQOl LOGOUT

5.1.2 SMS Messaging 1IL 7i
Email messages are meant to be in general form that adapts to

most computer systems They are text-based so most devices can

read and relay them They are flexible enough to accommodate

many different types of data objects By contrast SMS messages

are very specific and targeted by their nature to specific carrier

technology
SMS messages are short messages160 chrcts and are

speifically targetedi oiehones and devices that use GSM

phone service They are data messages not intended to be viewed

by humans until they are deco nd displayed The sending of

SMS messages adheres to the ush model of message delivery

Messages are sent to service center that relays the message

and delivers it to its destination The service center contacts the

deviceand keeps trying until it finds the device powered on and

receiving messages
An SMS message follows the standard message format in that

there is message header and message body The header con
tains information about the message and the body contains the

message itself The SMS message below contains the message

hello

07917283010010F5040BC87238880900F10000993092516195800AE83229BFD46
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5.1.2 SMS Messaging {J lf_ ~ 'lhocLf 
Email messages are meant to be in a general form that adapts to 

most computer systems. They are text-based, so most devices can 

read and relay them. They are flexible enough to accommodate 
many different types of data objects. By contrast, SMS messages 
are very specific and targeted by their nature to a specific carrier 

technology. 
SMS messages are short messages~~and are 

specifically targetedt~nes and devices that use a GSM 
phone service. ·They are data messages, not intended to be viewed 

by humans until they are deco~d displayed. The sending of 
SMS messages adheres to the~ model of message delivery. 
Messages are sent to a service center that relays the message 
and delivers it to its destination. The service center contacts the 

device- and keeps trying until it finds the device powered on and 

receiving messages. / 
An SMS message follows the standard message format in that 

there is a message header and a message body. The header con­
tains information about the message and the body contains the 

message itself. The SMS message below contains the message 
" hello": 

07 917283 01 0010F5040BC87238880900Fl000 0 993 092516195800AE83229BFD46 
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Note that the data is actually stream of bits and written above
in hexadecimal If this message were to be received on GSM
phone chances are that the phone would display hello It is fairly

obviOus that we are dealing with different type of message than

we dealt with for email

Lets examine this message and by this example examine the

SMS standards for messaging The table below analyzes the pieces

of the example SMS message above

Data Field Description

07 The length of the service center

information In this case the number

is octets

91 The type of service center address In

this case 91 means the phone
number has an international format

72 83 01 00 10 F5 The service center address in decimal

semi-octets Although formatted

like octets the number reads in

decimal digits Because the service

center address has an odd number of

digits it is padded with all ones

to pad out the octet Here the

number is 27381 00001

04 Type of message This is an

SMS-DELIVER message

OB Sender address length Here OB means

the sender address is 11 digits

C8 The type of the senders address

72 38 88 09 00 Fl The senders address in decimal

semi-octets Note the padding Here

the address is 7838890001

00 protocol identifier establishing the

way we will send the rest of the

messages

00 The data coding scheme SMS

messages can be sent in many

encoding the most popular used

here is 7-bit data
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Note that the data is actually a stream of bits and written above 
in hexadecimal. If this message were to be received on a GSM 
phone, chances are that the phone would display "hello". It is fairly 
obvious that we are dealing with a different type of message than 
we dealt with for email. 

Let's examine this message and by this example examine the 
SMS standards for messaging. The table below analyzes the pieces 
of the example SMS message above. 

Data Field 

07 

91 

72 83 01 00 10 FS 

04 

OB 

C8 

72 38 88 09 00 F1 

00 

00 

Description 

The length of the service center 
information. In this case, the number 
is 7 octets. 

The type of service center address. In 
this case, 91 means the phone 
number has an international format. 

The service center address in "decimal 
semi-octets". Although formatted 
like octets, the number reads in 
decimal digits. Because the service 
center address has an odd number of 
digits, it is padded with F (all ones) 
to pad out the octet. Here, the 
number is +27381000015. 

Type of message. This is an 
SMS-DELIVER message. 

Sender address length. Here, OB means 
the sender address is 11 digits. 

The type of the sender's address 

The sender's address, in decimal 
semi-octets. Note the padding. Here 
the address is +27838890001 

A protocol identifier, establishing the 
way we will send the rest of the 
messages. 

The data coding scheme. SMS 
messages can be sent in many 
encoding; the most popular, used 
here, is 7-bit data. 
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Data Field Description

99 30 92 51 61 95 80 This is the sending time stamp in

semi-octets The first octets

represent the date the next

represent the time and the last two

represent the time zone

OA Length of the message in this case

octets

E83229BFD46 The actual message where 8-bit octets

are used for 7-bit data

Lets take note of couple of things about this message First the

semi-octet format of the addresses and the timestamp is odd but

readable Note that the octets are swapped in this representation

Second this message is in 7-bit default alphabet format This is

an alphabet of 127 characters that contains many of the most often

used international characters This is GSM standard Finally to

compress as much as possible the 7-bit representation is encoded

in the 8-bit quantities in special way
SMS messages can have many forms In the GSM standard the

messages can for example be faxes or pages The standard also

allows email messages to be sent to GSM phones by way of SMS
In this latter case the mobile device is able to treat the message

as an email message and perform email operations on it like

replying to the message for example Adapting SMS messages to

these other forms requires both service provider that can perform

such conversions and software on both the senders and receivers

devices that can handle these adaptations For example the service

provider will probably have to provide an email-address-to-phone-

number mapping and software must be used to cut large messages
into smaller messages that can be sent over SMS

5.1.3 BlO Messaging

BlO messages are messages meant for the receiving device not

the user These messages contain structured data objects of

known predetermined format They can be delivered using various

transports for example email SMS and IR can be used

Various data objects can be sent as BIO messages includ

ing SMS configuration messages configuration settings for various

applications and application data objects
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Data Field Description 

99309251619580 This is the sending time stamp in 
semi-octets. The first 6 octets 
represent the date, the next 6 
represent the time, and the last two 
represent the time zone. 

OA 

E83229BFD46 

Length of the message, in this case 5 
octets. 

The actual message, where 8-bit octets 
are used for 7-bit data. 

Let's take note of a couple of things about this message. First, the 
semi-octet format of the addresses and the timestamp is odd, but 
readable. Note that the octets are swapped in this representation . 
Second, this message is in 7-bit " default alphabet" format. This is 
an alphabet of 127 characters that contains many of the most often 
used international characters. This is a GSM standard. Finally, to 
compress as much as possible, the 7-bit representation is encoded 
in the 8-bit quantities in a special way. 

SMS messages can have many forms. In the GSM standard, the 
messages can, for example, be faxes or pages. The standard also 
allows email messages to be sent to GSM phones by way of SMS. 
In this latter case, the mobile device is able to treat the message 
as an email message and perform email operations on it (like 
replying to the message, for example). Adapting SMS messages to 
these other forms requires both a service provider that can perform 
such conversions and software on both the sender's and receiver's 
devices that can handle these adaptations. For example, the service 
provider will probably have to provide an email-address-to-phone­
number mapping and software must be used to cut large messages 
into smaller messages that can be sent over SMS. 

5.1.3 BIO Messaging 

BIO messages are messages meant for the receiving device, not 
the user. These messages contain structured data objects of a 
known, predetermined format. They can be delivered using various 
transports: for example, email, SMS, and IR can be used. 

Various data objects can be sent as BIO messages, includ­
ing SMS configuration messages, configuration settings for various 
applications,. and application data objects. 
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good example of BlO message is one that contains ringtones

ringtone is tune that mobile phone will play to alert its user

of some conditionsay call coming in While mobile phones
have many unique tones many phone manufacturers also provide

the ability to program ringtones and send them to the phone So

you can have your favorite movie theme song play when you get

phone call Ringtones are programmed using textual language
that can be encapsulated in an SMS message and sent to mobile

device Because of special settings in the message header the phone
would process the message itself rather than display the message on

its screen Processing ringtone means decoding the specification

storing the resulting tone and incorporating the tone in its list of

tones

Another good example BIO messaging is the exchange of

vCards vCards are electronic versions of business cards containing

names and contact information The specification of vCard is

textual and can be included as an object for instance in email By

sending device your vCard by IR for example your contact infor

mation can be automatically inserted into the devices directory

This is accomplished by sending message containing the textual

specification of vCard By indicating in the message header that

the vCarcl message is special message the device intercepts the

vCard and records it rather than displaying it

vCard and vCalendar Objects

Virtual business cards and virtual calendar objects are standard

ized way to exchange information about contacts and agenda
items between devices These can be attached to email or sent to

another device via methods like IR or Bluetooth They are textual

specifications and as such are flexible and adaptable to many
different transports and devices

The Internet Mail Consortium governs the maintenance of

the standards on these objects The IMC is group of com
puter companies that includes Symbian Their Web site is at

http//www.imc.org
Further information about the format of these objects can

he found in later chapters We will be using these objects in

examples they are supported directly by the Symbian platform

5.1.4 Fax Messaging

As messaging technology facsimile transmissionthat is the

electronic transmission of images over phone linesdeveloped

MESSAGING 95 

A good example of a BIO message is one that contains ringtones. 
A ringtone is a tune that a mobile phone will play to alert its user 
of some condition-say, a call coming in. While mobile phones 
have many unique tones, many phone manufacturers also provide 
the ability to program ringtones and send them to the phone. So 
you can have your favorite movie theme song playwhen you get a 
phone call. Ringtones are programmed using a textual "language" 
that can be encapsulated in an SMS message and sent to a mobile 
device. Because of special settings in the message header, the phone 
would process the message itself rather than display the message on 
its screen. Processing a ringtone means decoding the specification, 
storing the resulting tone, and incorporating the tone in its list of 
tones. 

Another good example of BIO messaging is the exchange of 
vCards. vCards are electronic versions of business cards, containing 
names and contact information. The specification of a vCard is 
textual and can be included as an object, for instance, in email. By 
sending a device your vCard, by IR, for example, your contact infor­
mation can be automatically inserted into the device's directory. 
This is accomplished by sending a message containing the textual 
specification of a vCard. By indicating in the message header that 
the vCard message is a special message, the device intercepts the 
vCard and records it, rather than displaying it. 

5.1.4 Fax Messaging 
As a messaging technology, facsimile transmission-that is, the 
electronic transmission of images over phone lines-developed 
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in parallel with computer communication As standards were

developed regarding digital messages and their transmission fax

standards were developed independently In order to integrate fax

standard with the messaging standards we have discussed some

adaptation has been required

fax message is actually an image Before computers were used

to send faxes fax machines were developed to scan piece of paper

into an image in the machines memory to transfer this image to

other machines via modem and finally to print
the image from

memory back to paper As computers got involved in this process

they eliminated the need for paper and the fax image could be

converted from its native format to one of the more standard image
formats that computers use e.g GIF or JPEG formats Modems

have been adapted to include fax capability

The faxing model is compatible with the messaging models we

have discussed Sending fax follows the push model of messag

ing where the sender keeps trying to send the fax until the intended

recipient fax machine can receive it As message fax transmis

sion has body it is the image that gets transmitted We have to

stretch the model bit to find message header however For fax

message implementations typically consider the cover page of the

fax transmission to be its header It contains information typically

found in message headersend and destination information for

exampleand it precedes the message body
The data format of fax transmission is specified by the Comité

Consultatif International Telephonique et Telégraphique CCITT
now known by its parent organization the International Telecom

munication Union ITU The actual format of the graphics image
that gets transferred is specified but is outside the scope of this book

It is the job of the sending machine to convert any text or images to

that graphics format to use the fax mode of an attached communi

cations device and to push the graphics data stream through to the

recipient

Sending fax is typically done through modem with fax capa

bility There is also faxing capability built into the GSM standard

Mobile devices that use GSM therefore have the capability of

sending fax messages through the GSM service

The Fax Image Format

You can find more inlormaiion on ihe fax image format on the

Web However CCITT Group standards are bit hard to find

because lax images are specified as TIFF class images More

information on TIFF class can be found in The Spirit of TIFF
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in parallel with computer communication. As standards were 
developed regarding digital messages and their transmission, fax 
standards were developed independently. In order to integrate a fax 
standard with the messaging standards we have discussed, some 
adaptation has been required. 

A fax message is actually an image. Before computers were used 
to send faxes, fax machines were developed to scan a piece of paper 
into an image in the machine's memory, to transfer this irnage to 
other machines via a modem, and finally to print the image from 
memory back to paper. As computers got involved in this process, 
they eliminated the need for paper, and the fax image could be 
converted from its native format to one of the more standard image 
formats that computers use (e.g., GIF or JPEG formats). Modems 
have been adapted to include fax capability. 

The faxing model is compatible with the messaging models we 
have discussed. Sending a fax follows the "push" model of messag­
ing, where the sender keeps trying to send the fax until the intended 
recipient fax machine can receive it. As a message, a fax transmis­
sion has a body: it is the image that gets transmitted. We have to 
stretch the model a bit to find a message header, however. For a fax 
message, implementations typica lly consider the cover page of the 
fax transmission to be its header. It conta ins information typically 
found in a message header-send and destination information, for 
example-and it precedes the message body. 

The data format of a fax transmission is specified by the Comite 
Consultatif International Telephonique et Telegraphique (CCITT), 
now known by its parent organization, the International Telecom­
munication Union (ITU). The actual format of the graphics image 
that gets transferred is specified but is outside the scope of this book. 
It is the job of the sending machine to convert any text or images to 
that graphics format, to use the fax mode of an attached communi­
cations device, and to push the graphics data stream through to the 
recipient. 

Sending a fax is typically done through a modem w ith fax capa­
bility. There is also faxing capability built into the GSM standard. 
Mobi le dev ices that use GSM therefore have the capability of 
sending fax messages through the GSM service. 
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5.2 World Wide Web Technologies

It is fair to say that when Tim Berners-Lee started to build system of

distributed hypermedia as he called it in 1992 no one suspected

that the eventual resultthe World Wide Webwould be as large

or as important system as it is today As it has currently evolved

the Web is gigantic collection of interconnected documents that

use the ideas of hypertext and multimedia to link documents to each

other and to convey information The Web contains many different

forms of content mostly distributed via the Internet

The Web is collection of hypertext documents These docu

ments contain text and images formatted according to certain rules

The hypertext nature of Web pages is what has made them such

useful tool buried in the text and graphics of Web page are hyper

text links to other documents and multimedia data on the Web
Links can reference Web pages sounds documents of any format

any downloadable data can be linked in this way In hypertext

document if you want more information about particular subject

that contains link to another document you can click or tap on

the link to load the new page or to access the referenced data

Using the Web is classic example of client-server interaction To

access documents on the Web you run Web browser application

as client The browser requests and downloads documents from

Web servers which serve up pages and other information Web
browsers can in addition access files by other protocol methods

for example file transfer protocol FTP Internet news services via

Network News Transfer Protocol NNTP and email via POP3

or IMAP4 On top of these if the server has search capabilities

browsers can enable searches of files and databases

Pages on the Web are addressed by their Uniform Resource

Locator URL address This address is in the form

protocol//host number/file location

The standard values for protocol are http for Hypertext

Transfer Protocol ftp for File Transfer Protocol and mailto

for access to SMTP email servers This set has been expanded

by various browsers for certain uses e.g about and file are

popular The host field specifies the returned address of the

computer either name or address and the file location
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5.2 World Wide Web Technologies 

It is fair to say that when Tim Berners-Lee started to build a system of 
" distributed hypermedia" (as he called it) in 1992, no one suspected 
that the eventual result-the World Wide Web-would be as large 
or as important a system as it is today. As it has currently evolved, 
the Web is a gigantic collection of interconnected documents that 
use the ideas of hypertext and multimedia to link documents to each 
other and to convey information. The Web contains many different 
forms of content, mostly distributed via the Internet. 

The Web is a collection of hypertext documents. These docu­
ments contain text and images, formatted according to certain rules. 
The hypertext nature of \Neb pages is what has made them such a 
useful tool; buried in the text and graphics of a Web page are hyper­
text " links" to other documents and multimedia data on the Web. 
Links can reference Web pages, sounds, documents of any format; 
any downloadable data can be linked in this way. In a hypertext 
document, if you want more information about a particular subject 
that contains a link to another document, you can click or tap on 
the link to load the new page or to access the referenced data. 

Using the Web is a classic example of client-server interaction. To 
access documents on the Web, you run a Web browser application 
as a client. The browser requests and downloads documents from 
Web servers, which serve up pages and other information. Web 
browsers can, in addition, access files by other protocol methods, 
for example, fil e transfer protocol (FTP), Internet news services (via 
Network News Transfer Protocol (NNTP)), and email (via POP3 
or IMAP4). On top of these, if the server has search capabilities, 
browsers can enab le searches of files and databases. 

Pages on the Web are addressed by their Uniform Resource 
Locator (URL) address. This address is in the form: 

<p r o tocol > : //<h ost > [ :<por t number>] /<file l oc a tio n > 

The standard values for 11 < protocol>" are "http" for Hypertext 
Transfer Protocol, "ftp" for File Transfer Protocol, and " mailto" 
for access to SMTP email servers. This set has been expanded 
by various browsers for certain uses (e.g., " about" and "fi le" are 
popular). The "<host> " field specifies the returned address of the 
computer (either name or IP address) and the "<file location>" 
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field specifies the path to the file on that host The port number
is optional and gives the TCP port number on the host server to

use to initiate the connection and to send the request Most Web
service is done over port 80

Web servers implement many different services usually accessed

through some kind of dynamically generated Web page interface

common way to access the dynamic features of the Web is through

the Common Gateway Interface CGI Via CGI the Web server

implements gateway to its execution capabilities Using CGI
Web page reference will cause separate program to be run on the

server side and that programs output will be channeled through the

Web server to the browser as the Web page Dynamic Web pages

are also implemented using other methods

Web pages can reference Java programs which can be executed

by Java-enabled browser right in the Web page

JavaScript Java-based scripting language can be included in

Web page and can be used to make the display of the page

programmable

Active Server Pages ASPs are pages generated dynamically by

the Web server which uses scripts contained in the Web page to

build the page that is sent to the browser ASP files can contain

HTML including related client-side scripts as well as calls to

Windows components that perform variety of tasks such as

connecting to database or processing business logic ASPs

represent streamlined alternative to CGI for Windows servers

So Web browsing and Web service can access static pages and can

work together to implement dynamic interfaces On the Symbian

platform our focus is on the client side of the Webbrowsing and

accessing pages Therefore two important parts of using the Web
that warrant closer attention are HTTPthe Web page transport

protocoland HTMLthe language used to specify Web pages

5.21 HTTP Hypertext Transfer Protocol

HTTP is the protocol used to send pages from Web server to

Web browser HTTP is in fact two different protocols It specifies

the interaction of machines to transfer the data that makes up Web

page It also specifies the format of the Web page data The Web

page itself is augmented in HTTP to give the data stream some extra

meaning for the Web browser
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field specifies the path to the file on that host. The <port number> 
is optional and gives the TCP port number on the <host> server to 
use to initiate the connection and to send the request. Most Web 
service is done over port 80. 

Web servers implement many different services, usually accessed 
through some kind of dynamically generated Web page interface. A 
common way to access the dynamic features of the Web is through 
the Common Gateway Interface (CGI). Via CGI, the Web server 
implements a gateway to its execution capabilities. Using CGI, a 
Web page reference will cause a separate program to be run on the 
server side and that program's output will be channeled through the 
Web server to the browser as the Web page. Dynamic Web pages 
are also implemented using other methods: 

• Web pages can reference Java programs, which can be executed 
by a Java-enabled browser right in the Web page. 

• JavaScript, a Java-based scripting language, can be included in 
a Web page and can be used to make the display of the page 
programmable. 

• Active Server Pages (ASPs) are pages generated dynamically by 
the Web server, which uses scripts contained in the Web page to 
build the page that is sent to the browser. ASP files can contain 
HTML (including related client-side scripts) as well as calls to 
Windows components that perform a variety of tasks, such as 
connecting to a database or processing business logic. ASPs 
represent a streamlined alternative to CGI for Windows servers. 

So Web browsing and Web service can access static pages and can 
work together to implement dynamic interfaces. On the Symbian 
platform, our focus is on the client side of the Web-browsing and 
accessing pages. Therefore, two important parts of using the Web 
that warrant closer attention are HTTP- the Web page transport 
protocol - and HTML-the language used to specify Web pages. 

5.2.1 I-ITTP: Hypertext Transfer Protocol 

HTTP is the protocol used to send pages from a Web server to a 
Web browser. HTTP is, in fact, two different protocols. It specifies 
the interaction of machines to transfer the data that makes up a Web 
page. It also specifies the format of the Web page data. The Web 
page itself is augmented in HTTP to give the data stream some extra 
meaning for t~e Web browser. 
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Trans ferring the File Data

HTTP was designed as simple text-command-based protocol that

could transfer Web pages and adapt to many situations In its current

version the Symbian platform supports HTTP version 1.1 HTTP
is very stable protocol that works over variety of connection

strategies in number of different network configurations

HTTP was designed to work within TCP/IP network framework

using client-server model In the simplest case this can be accom
plished with single connection between the browser client and

the Web server

More complicated situations develop when intermediaries are

present in the client-server relationship Three forms of intermediary

are possible proxy gateway and tunnel proxy is forwarding

agent that receives requests for Web resource rewrites all or part

of the request and relays the reformatted request to the server in the

original request i.e the URL gateway is receiving agent acting

as layer above some other servers and if necessary translating

the requests to the underlying servers protocol tunnel acts as

relay point between two connections without changing the requests

or responses tunnels are used when the communication needs to

pass through an intermediary such as firewall even when the

intermediary cannot understand the contents of the messages

Any party to the request chain which is not acting as tunnel

may employ an internal cache for handling requests The effect of

cache is that the request/response chain is shortened if one of

the participants along the chain has cached response applicable

to that request This shortens the response time especially where

several intermediaries are involved

The HTTP protocol itself is stateless protocol This means that

one request/response pair occurs per connection so that neither side

needs to keep any information about the state of the connection

This is optimal if we want to make the connection fault tolerant

and flexible for many different situations This runs over TCP

connection so that reliability is assured

HTTP consists mainly of request command GET There are

various forms of this request but it basically looks like

GET un protocol version

The Uniform Resource Identifier the url is in full pathname

form one where the protocol and host portions of the original

URL are removed The protocol version is the version of HTTP

that is assumed It specifies the name of the protocol and the version

number such as HTTP/l .1
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HTTP was designed as a simple, text-command-based protocol that 
could transfer Web pages and adapt to many situations. In its current 
version (the Symbian platform supports HTTP version 1.1 ), HTTP 
is a very stable protocol that works over a variety of connection 
strategies in a number of different network configurations. 

HTTP was designed to work within a TCP/IP network framework, 
using a client-server model. In the simplest case, th is can be accom­
plished with a single connection between the browser client and 
the Web server. 

More complicated situations develop when intermediaries are 
present in the client-server relationship. Three forms of intermediary 
are possible: proxy, gateway, and tunnel. A proxy is a forwarding 
agent that receives requests for a Web resource, rewrites all or part 
of the request, and relays the reformatted request to the server in the 
original request (i.e., the URL). A gateway is a receiving agent, acting 
as a layer above some other server(s) and, if necessary, translating 
the requests to the underlying server's protocol. A tunnel acts as a 
relay point between two connections without changing the requests 
or responses; tunnels are used when the communication needs to 
pass through an intermediary (such as a firewall) even when the 
intermediary cannot understand the contents of the messages. 

Any party to the request chain which is not acting as a tunnel 
may employ an internal cache for handling requests. The effect of 
a cache is that the request/response chain is shortened if one of 
the participants along the chain has a cached response applicable 
to that request. This shortens the response time, especially where 
several intermediaries are involved. 

The HTTP protocol itself is a stateless protocol. This means that 
one request/response pair occurs per connection, so that neither side 
needs to keep any information about the state of the connection . 
This is optimal if we want to make the connection fault tolerant, 
and flexible for many different situations. This runs over a TCP 
connection, so that reliability is assured. 

HTTP consists mainly of a request command: GET. There are 
various forms of this request, but it basically looks like 

GET <url > <protocol version> 

The Uniform Resource Identifier (the <url>) is in a full pathname 
form, one where the <protocol> and <host> portions of the original 
URL are removed. The <protocol version> is the version of HTTP 
that is assumed. It specifies the name of the protocol and the version 
number, such as "HTTP/1.1 " . 
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The response to this request is either an error specification

including error number and error message or stream of data that

constitutes Web page

Experimenting with HTTP

great way to understand HTTP is to see how it works first hancL

You can access many Web servers through telnet on port 80
So pick your favorite Web server and telnet to it as

telnet web.seivei.com

You should gel connection but no response past that Then type

ET HTTP/l.0

and watch the results from the Web server This look for the

default page at the root of the servers docLiment tree tusually

index.htnil or index.htmt The connection should close after

the page is delivered

The Format of the Web Page Data

If no error results from the request Web page data is to be returned

This data takes the form of MIME message That is it contains

message header and message body the header directs the browser

what to do with the body It is possible that the header is empty this

would be the default case where the body contained only HTML
code to be directly displayed by the browser

The MIME message header is series of lines in key
value format The key can come from large set of

specifiers but the most useful is the Content-Type key This

can dictate the character of the data that is contained in the page

body which in turn can direct the browser on how to display it

For example the type text/plain would be displayed verbatim

in the browsers display window without formatting The typical

type is text/html for typical HTML-based Web page But many
different types are useful such as application/ms-word which

might start Microsoft Word application and feed the page body to

it or audio/mp3 which might cause an MP3 player to be started

using the page data
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The response to this request is either an error specification 
(including error number and error message) or a stream of data that 
constitutes a Web page. 

tmf' or'rrr . 
e is clel 1vered.''•·,\·";:e 

... . ; . . /"., __ :; 

The Format of the Web Page Data 

If no error results from the request, Web page data is to be returned. 
This data takes the form of a MIME message. That is, it contains a 
message header and a message body; the header directs the browser 
what to do with the body. It is possible that the header is empty; this 
would be the default case where the body contained only HTML 
code to be directly displayed by the browser. 

The MIME message header is a series of lines in "<key>: 
<value>" format. The " <key>" can come from a large set of 
specifiers, but the most useful is the "Content-Type" key. This 
can dictate the character of the data that is contained in the page 
body, which in turn can direct the browser on how to display it. 
For example, the type "text/plain" would be displayed verbatim 
in the browser's display window, without formatting. The typical 
type is "text/html", for a typical HTML-based Web page. But many 
different types are useful, such as "application/ms-word", which 
might start a Microsoft Word application and feed the page body to 
it, or "audio/mp3", which might cause an MP3 player to be started 
using the page data. 
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5.2.2 Using HTML

Hypertext Markup Language HTML is the language used to specify

Web pages That is HTML is the language recognized by Web
browsers used for formatting and content information It is stan

dardized language with the standard controlled by the World Wide

Web Consortium Symbian OS implements the current version of

the standard which is version 4.0

HTML is an attempt to specify the properties of document in

comprehensive textual form document has many properties

including title description formatting elements and content

Each property item is specified by series of tags which are

specifications surrounded by angle bracketsthat is the characters

and properly formatted HTML document has head

and body and has each property tag paired with the appropriate

concluding tag Therefore correct template for starting an HTML
document is

HTML
HEAD

header information

/HEAD
pony

body information..

/B0DY
/HTML

This is minimal specification tags can have parameters specified

inside them which can alter the configuration of the item being

described

Header information includes the title of the document any

keywords that might describe the document any description of

scripts that might be used by the document body and com
ments describing the document to human readers The body

information includes formatting information specification of spe
cial HTML content such as forms or dynamic interaction areas

and textual content itself which typically forms the heart of the

document

It is important to note here that HTML is textual and with

few exceptions rather simple in its formatting specification The

tricks to processing HTML is the parsing of it and its translation to

devices display These processes require fairly large amount

of processing Providing manual on the types of tags possible

or even about the many ways Web documents can be specified
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5.2.2 Using HTML 
Hypertext Markup Language (HTML) is the language used to specify 
Web pages. That is, HTML is the language recognized by Web 
browsers, used for formatting and content information. It is a stan­
dardized language, with the standard controlled by the World Wide 
Web Consortium. Symbian OS implements the current version of 
the standard, which is version 4.0. 

HTML is an attempt to specify the properties of a document in 
a comprehensive, textual form. A document has many properties, 
including a title, a description, formatting elements, and content. 
Each property item is specified by a series of tags, which are 
specifications surrounded by angle brackets-that is, the characters 
"<"and">". A properly formatted HTML document has a head 
and a body, and has each property tag paired with the appropriate 
concluding tag. Therefore, a correct template for starting an HTML 
document is 

<HTML> 
<HEAD> 

... header information ... 

</HEAD> 
<BODY> 

.. . body information . .. 

</BODY> 
</HTML> 

This is a minimal specification; tags can have parameters specified 
inside them, which can alter the configuration of the item being 
described. 

Header information includes the title of the document, any 
keywords that might describe the document, any description of 
scripts that might be used by the document body, and com­
ments describing the document to human readers. The body 
information includes formatting information, specification of spe­
cial HTML content (such as forms or dynamic interaction areas), 
and textual content itself, which typically forms the heart of the 
document. 

It is important to note here that HTML is textual and, with a 
few exceptions, rather simple in its formatting specification. The 
tricks to processing HTML is the parsing of it and its translation to 
a device's display. These processes require a fairly large amount 
of processing. Providing a manual on the types of tags possible 
or even about the many ways Web documents can be specified 
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and used is obviously beyond the scope of this book However it

should be clear that Web pages download easily and require fair

amount of manipulation and processing when they arrive at their

client destination

The HTML Standard

The Woi Id Wide \Veb Consortium VV3C is generally considered

to be the maintainer of the HTML standaid The W3 maintains

many protocols and VVeb markup specification standaids for doc

ument layout They also have browsing tools as well as Web page
verifiers YOU can access their Web site at http//www.w3.org

HTML is subset of larger markup language called

Standardized General Markup Language ISGML set of

resources on SGML can be found on the W3C Web site

at http//www.w3.org/MarkUp/SGMLt HTM has exten sivel

expanded into structured data description language called

Extensible Markup Language XML Information on XML can

also be found on the WJC \Vcbsite at http//www.w3.org/XML/

53 Wfreless Access Protoc

HTML browsing over the Web has proven to be extremely

popular and flexible method of content delivery As small devices

and wireless communication have developed it has been very

tempting to adapt the model of Web page browsing to mobile

phone-based platform However HTML requires some extensive

processing to display and that processing can take heavy toll on

resources In addition downloading the amount of information for

HTML pages can tax memory and bandwidth

Wireless Access Protocol WAP was developed to circumvent

the problems of heavyweight content while retaining the benefits

of client-server-based hypertext information We have seen that

WAP requires new protocol stack one that streamlines content

delivery yet remains layered and secure The top layer of the WAP
stack implements content delivery the Wireless Session protocol

is designed to deliver Wireless Markup Language to the display

device

5.3.1 WSP Wireless Session Protocol

The constraints of the WAP environment has imposed design restric

tions on the entire WAP stack These restrictions can be seen in the

102 A LOOK AT CONTENT TECHNOLOGIES 

and used is obviously beyond the scope of this book. However, it 
should be clear that Web pages download easily and require a fair 
amount of manipulation and processing when they arrive at their 
client destination. 

5.3 Wireless Access Protocol 

HTML browsing over the Web has proven to be an extremely 
popular and flexible method of content delivery. As small devices 
and wireless communication have developed, it has been very 
tempting to adapt the model of Web page browsing to a mobile, 
phone-based platform. However, HTML requires some extensive 
processing to display, and that processing can take a heavy toll on 
resources. In addition, downloading the amount of information for 
HTML pages can tax memory and bandwidth . 

Wireless Access Protocol (WAP) was developed to circumvent 
the problems of " heavyweight" content while retaining the benefits 
of client-server-based hypertext information. We have seen that 
WAP requires a new protocol stack, one that stream Ii nes content 
delivery yet remains layered and secure. The top layer of the WAP 
stack implements content delivery: the Wireless Session protocol 
is designed to deliver Wireless Markup Language to the display 
device. 

5.3.1 WSP: Wireless Session Protocol 

The constraints of the WAP environment has imposed design restric­
tions on the entire WAP stack. These restrictions can be seen in the 
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WSP layer This layer is meant to emulate the HTTP protocol in

restricted efficient way
WSP provides two services to the application layer connec

tionless and connection-based services Connectionless service is

thinner service providing unreliable delivery with no requirement
for acknowledgment from the receiver In this mode the WSP layer

talks directly to the WDP layer bypassing the WTP layer and mak
ing short path to the bearer layer This is thin transport mode
with low overhead It is the most useful for the delivery of small

amounts of data in situations that do not require feedback from the

recipient

Connection-based delivery uses the WTP layer and ensures

reliable secure delivery of data packets Connection-based deliv

ery demands acknowledgements from receivers and implements
retransmissions if the packets are lost This mode of WSP also

adds capability negotiation header caching and longer-lived ses

sions These last three features emulate features implemented
between HTTP browsers and servers This delivery method is

used for the delivery of larger amounts of data or data that is

error-sensitive

Symbian OS supports both connectionless and connection-based

sessions by its implementation of the WSP layer

5.3.2 Using WML

Wireless Markup Language WML is language used to specify for

matting of WAP pages through WAP microbrowser application

WML is based on XML markup language superset of HTML
used to describe data sets and their semantics WML uses metaphor
based on decks and cards instead of pages WML uses cards and

cards may be collected into decks WML includes special link

directives that navigate quickly between decks

Like HTML WML specifies formatting and layout of the docu

ment presentation in this case the card presentation WML uses

tags to specify formatting directives as well as card and deck

configuration single WML document can have multiple cards

specified so that one download can result in several cards linked

and displayed efficiently

As an example of WML consider the WML specification below

card id index
do typeaccept labelCard

go hrefCardTwo/
/do
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WSP layer. This layer is meant to emulate the HTTP protocol in a 
restricted, efficient way. 

WSP provides two services to the application layer: connec­
tionless and connection-based services. Connectionless service is a 
thinner service, providing unreliable delivery with no requirement 
for acknowledgment from the receiver. In this mode, the WSP layer 
talks directly to the WOP layer, bypassing the WTP layer and mak­
ing a short path to the bearer layer. This is a thin transport mode 
with low overhead. It is the most useful for the delivery of small 
amounts of data in situations that do not require feedback from the 
recipient. 

Connection-based delivery uses the WTP layer and ensures 
reliable, secure delivery of data packets. Connection-based deliv­
ery demands acknowledgements from receivers and implements 
retransmissions if the packets are lost. This mode of WSP also · 
adds capability negotiation, header caching, and longer-lived ses­
sions. These last three features emulate features implemented 
between HTTP browsers and servers. This delivery method is 
used for the delivery of larger amounts of data or data that is 
error-sensitive. 

Symbian OS supports both connectionless and connection-based 
sessions by its implementation of the WSP layer. 

5.3.2 Using WML 

Wireless Markup Language (WML) is a language used to specify for­
matting of WAP "pages" through a WAP microbrowser application. 

WML is based on XML, a markup language superset of HTML 
used to describe data sets and their semantics. WML uses a metaphor 
based on decks and cards: instead of pages, WML uses cards, and 
cards may be collected into decks. WML includes special link 
directives that navigate quickly between decks. 

Like HTML, WML specifies formatting and layout of the docu­
ment presentation (in this case, the card presentation). WML uses 
tags to specify formatting directives as well as card and deck 
configuration. A single WML document can have multiple cards 
specified so that one download can result in several cards linked 
and displayed efficiently. 

As an example of WML, consider the WML specification below: 

<Wffil> 
ccard id="index" > 

cdo type="accept" label="Card 2 " > 
ego h r ef="#CardTwo"/> 

c / do > 
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cdo type=•opt ions• label = "WSJ"> 
eg o href="http : //wap . wsj.com" /> 

c/do> 
cp align= "center " > 

We l come! 
c/p> 
cp align="left " mode="nowr ap• > 
<Select> 

<optiononpick="http: //wap . wsj . com"> Wall Street </option> 

cop tion onpick= "#CardTwo"> Card 2 </opt i on> 

c/select> 

<IP> 
</card> 

<CARD NAME="CardTwo"> 
<P> 
Th is is Card Two! 
</P> 

</CARD> 
c/WML> 

This WML specification describes two cards, one linked to the 
other. The specification is min imal, especially when compared to 
HTML, yet effective. The first screen that this specification describes 
is shown in Figure 5.3. 

Figure 5.3 Example WML code displayed. 

There are several other aspects of WML that extend it beyond 
displaying information. First, WML includes WMLscript, a script­
ing language that can be embedded in WML specifications for 
dynamic card interactions. Second, WML includes a Wireless Tele­
phony Application Interface (WTAI). This interface allows WML 
to access the telephony functions of the wireless device that it 
is running on. For instance, using a URL starting with "wtai:" 
can make a phone cal l if an option is selected. Finally, access to 
the WTAI extends WML's functional ity beyond just cal l control; 
through WT Al, WML can access address book data and phonebook 
services. 
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5.4 Other Content Technoogies

There are other content technologies that the Symbian platform

supports Among these are the following

FTP File Transfer Protocol FTP was one of the first methods

developed to transfer files between devices over the Internet

Developed to run over TCP/IP networks FTP actually imple
ments two protocols command protocol that is used to

direct data link protocol that exchanges file data FTP is

simple robust protocol that is still in wide use today The

Symbian platform supports FTP directly through an application

engine in version 6.1

TELNET This protocol is less content provider and more

content access protocol Telnet is remote access protocol that

allows devices to access TCP/IP service ports on remote devices

The typical use for telnet is to access port 23 which is remote

executjon shell service providing access to command shells on

r.mote machines Telnet is supported directly on the Symbian

platform 6.1 through an application engine

5.5 Some Perspective on Content

As we leave this chapter we should stop for moment to consider

the importance of content and the technology each type or content

represents

Messaging is relatively mature content technology People have

long understood the strategic importance of rr.essaging and imple

mented many ways to distribute messages to colleagues coworkers

and customers Messaging started as fax machine transmissions and

local area network email It used to be that only email between

800 AM and 500 PM was important hecause that is when workers

could access co.mputer system to read it Messaging evolved as

global communication became important and timing constraints

grew Now workers realize that when it is 300 AM in the United

States and am probably asleep it is 400 PM in Korea and some
one might need to get me an important message that might even

wake me up

Messaging methods have different impacts on message readers

Email is less urgent medium Because messages gather on

mail server before being collected and read they are subject to

the time schedule of th person that reads them SMS and Bit

messages are more urgent and because of their immediate delive.ry
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5.4 Other Content Technologies 

There are other content technologies that the Symbian platform 
supports . Among these are the fol lowing: 

@ FTP: Fi le Transfer Protocol (FTP) was one of the first methods 
developed to t ransfer fil es between devices over the Internet. 
Developed to run over TCP/IP networks, FTP actual ly imple­
ments two protocols: (1) a command protoco l that is used to 
direct (2) a data I ink protocol that exchanges file data. FTP is 
a simple, robust protocol that is sti l l in wide use today. The 
Symbian platform supports FTP directl y through an appli cation 
engine in version 6.1. 

e TELNET: This protocol is less a content provider and more a 
content access protocol. Telnet is a remote access protocol that 
allows dev ices to access TCP/IP service ports on remote devices. 
The typica l use for tel net is to access port 23, which is a remote 
execution shell service, providing access to command shells on 
remote machines. Telnet is supported directly on the Symbian 
platform 6.1 through an application engine. 

5 .5 Son1e Perspective on Content 

As we leave this chapter, we should stop for a moment to consider 
the importance of content and the technology each type of content 
represents. 

Messaging is a relatively mature content technology. People have 
long understood the strategic importance of messaging and imple­
mented many ways to distribute messages to col leagues, coworkers, 
and customers. Messaging started as fax machine transmissions and 
local area network email. It used to be that only emai l between 
B:00 AM and 5:00 PM was important because that is w hen workers 
cou ld access a computer systern to read it. Messagi ng evolved as 
global communication became important and timing constraints 
grew. Now, workers realize that when it is 3:00 AM in the United 
States (and I am probably asleep), it is 4:00 PM in Korea and some­
one might need to get me an important message that m ight even 
wake me up. 

Messaging methods have different impacts on message readers. 
Email is a less urgent medium. Because messages gather on a 
ma il server before being collected and read, they are subject to 
the time schedu le of the person that reads them. SMS and BIO 
messages are more urgent and, because of their immediate delivery 
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methods can be used for time-sensitive and immediate information

Fax messaging lies between these other message media If it can

be delivered to Symbian OS device it can be an immediate

message However many times fax transmission is sent to

desktop computer or fax machine and therefore is subject to the

same constraints as emailmessages are read whenever they are

picked up from delivery location

Recent studies have shown that messaging systems are crucial

part of businesses today It has been said that the typical computer

user spends about two hours each day or about 500 hours each

year using functionality provided by the messaging system Fully

35% percent of critical business information used by computer users

is stored in messaging system either in individual mailboxes in

folders or within database This points out how critical messaging
has become

Browsable content represents opportunities for people to obtain

up-to-date information instantly Both HTML and WML represent

many ways for keeping people informed Companies keep their

sales staff up on the information they need employees can refer

ence company information instantly anyone can access weather

forecast Integrating browsable content with databases and dynamic

information retrieval has powerful potential

5.6 Summary

This chapter covered the kinds of communication content that

Symbian OS supports specifically we covered three content types

messaging in all its forms HTML content and WML content We
covered the four kinds of messages Symbian OS currently supports

email SMS fax and BlO messages
The next chapter will conclude our look at the basics of the

Symbian OS communication architecture by reviewing issues that

are connected with data security
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methods, can be used for time-sensitive and immediate information. 
Fax messaging lies between these other message media. If it can 
be delivered to a Symbian OS device, it can be an immediate 
message. However, many times, a fax transmission is sent to a 
desktop computer or fax machine and therefore is subject to the 
same constraints as email-messages are read whenever they are 
picked up from a delivery location. 

Recent studies have shown that messaging systems are a crucial 
part of businesses today. It has been said that the typical computer 
user spends about two hours each day, or about 500 hours each 
year, using functionality provided by the messaging system. Fully 
35% percent of critical business information used by computer users 
is stored in a messaging system, either in individual mailboxes, in 
folders or within a database. This points out how critical messaging 
has become. 

Browsable content represents opportunities for people to obtain 
up-to-date information instantly. Both HTML and WML represent 
many ways for keeping people informed. Companies keep their 
sales staff up on the information they need; employees can refer­
ence company information instantly; anyone can access a weather 
forecast. Integrating browsable content with databases and dynamic 
information retrieval has powerful potential. 

5.6 Summary 

This chapter covered the kinds of communication content that 
Symbian OS supports. Specifically, we covered three content types: 
messaging in all its forms, HTML content, and WML content. We 
covered the four kinds of messages Symbian OS currently supports: 
email, SMS, fax, and BIO messages. 

The next chapter will conclude our look at the basics of the 
Symbian OS communication architecture by reviewing issues that 
are connected with data security. 



Security and Communication

Eavesdropping is very easy thing to do It takes very little effort to

listen to someone elses conversation especially in an environment

where you might go unnoticed This is especially hard to resist if

you hear your name used in crowded room In social gathering

it is excruciating to not listen to conversation if you think people

are talking about you It is much easier to walk close to the group
to fake some activity as if you should be there and to try to gather

as much of the conversation as you can

In the realm of data communication eavesdropping is also an

easy thing to do As we reviewed in Chapter when data moves

between two devices an opportunity exists for snooping on that

data In some cases it is even possible to tamper with the data or

to confuse the receiver Like voices in room new voices can be

introduced that confuse listeners or drown out speakers
In this chapter we review issues that surround the security of

communication and the solutions supported by the Symbian plat

form We will review ways of snooping on data we will overview

the ways data can be protected and we will highlight the methods

implemented by the Symbian platform

6.1 An Overview of Security Issues

In general security is all about control Obtaining and retaining

control over both data and access are the keys to security Natu

rally this control is easier to manage when the data remains on

single computer or when there is no access possible But when the

data leaves device or the device is connected to network con

trol becomes difficult to manage There are two areas where we are

concerned about data control physical issues where outside parties

can use the physical properties of communication e.g cables or
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. Security and Communication 

Eavesdropping is a very easy thing to do. It takes very little effort to 
listen to someone else's conversation, especially in an environment 
where you might go unnoticed. This is especially hard to resist if 
you hear your name used in a crowded room. In a social gathering, 
it is excruciating to not listen to a conversation if you think people 
are talking about you. It is much easier to walk close to the group, 
to fake some activity (as if you should be there), and to try to gather 
as much of the conversation as you can. 

In the realm of data communication, eavesdropping is also an 
easy thing to do. As we reviewed in Chapter 3, when data moves 
between two devices, an opportunity exists for snooping on that 
data. In some cases, it is even possible to tamper with the data or 
to confuse the receiver. Like voices in a room, new voices can be 
introduced that confuse listeners or drown out speakers. 

In this chapter, we review issues that surround the security of 
communication and the solutions supported by the Symbian plat­
form. We will review ways of snooping on data; we will overview 
the ways data can be protected; and we wi II highlight the methods 
implemented by the Symbian platform. 

6.1 An Overview of Security Issues 

In general, security is all about control. Obtaining and retaining 
control over both data and access are the keys to security. Natu­
rally, this control is easier to manage when the data remains on a 
single computer, or when there is no access possible. But when the 
data leaves a device, or the device is connected to a network, con­
trol becomes difficult to manage. There are two areas where we are 
concerned about data control: physical issues, where outside parties 
can use the physical properties of communication (e.g., cables or 
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light to eavesdrop on data exchanges and perhaps manipulate those

exchanges and data issues where outside parties can exploit or

change the data itself Access control is also of concern here In addi

tion to data control controlling access to devicesboth physical

and electronic accessis very important even to small devices

Along with issues of control trust is also foundational If we

cannot control data completely then we must be able to trust the

entities that can see our data To avoid gullibility trust must be

granted not assumed We grant trust to entities that can prove

who they are So we must be concerned with trust issues like

authentication and identification as well as issues of granting trust

6.1.1 Physical Issues

The eavesdropping or snooping that can be done on data is

major problem in communication In the brief milliseconds that it

takes to transfer data packets from one device to another many
other devices can possibly view and decode those packets While

not all types of transport are susceptible many transport methods

are very open to data snooping
In general wired serial communication is extremely difficult to

snoop There is no way to Hlistenf to serial cable unless you

splice into that cable This can indeed happen especially when

cables go for long distances that are not monitored for example

between buildings or traversing floors However without physically

altering the environment eavesdropping on serial data cable is

not feasible

Wireless serial communication however is much easier to

snoop With infrared communication the light beams cover an

area approximately degrees on either side of center from the

origin So if the intended receiver is on one side of the field

snooping device could be on the other side of the field and still be

able to receive signal If the sender receives protocol acknowl

edgements from multiple receivers it will get confused and stop

sending But collector that simply recorded an IR session and

later disassembled it to figure out the data exchange is certainly

possible However you would think that with the short range of IR

and the need to point directly at the sending device such collector

would be noticed very quickly

Network technologies are notoriously easy to snoop As an

example consider Ethernet Ethernet is passive medium broad

casting its packets across network It depends on machines

behaving correctly that only the machine that is the intended

destination of packet will pick up and decode that packet This
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light) to eavesdrop on data exchanges and perhaps manipulate those 
exchanges, and data issues, where outside parties can exploit or 
change the data itself. Access control is also of concern here. In addi­
tion to data control, controlling access to devices-both physical 
and electronic access-is very important, even to small devices. 

Along with issues of control, trust is also foundational. If we 
cannot control data completely, then we must be able to trust the 
entities that can see our data. To avoid gullibility, trust must be 
granted, not assumed. We grant trust to entities that can prove 
who they are. So we must be concerned with trust issues like 
authentication and identification, as well as issues of granting trust. 

6.1.1 Physical Issues 

The eavesdropping, or snooping, that can be done on data is a 
major problem in communication. In the brief milliseconds that it 
takes to transfer data packets from one device to another, many 
other devices can possibly view and decode those packets. While 
not all types of transport are susceptible, many transport methods 
are very open to data snooping. 

In general, wired serial communication is extremely difficult to 
snoop. There is no way to " listen" to a serial cable, unless you 
splice into that cable. This can indeed happen, especially when 
cables go for long distances that are not monitored (for example, 
between buildings or traversing floors). However, without physically 
altering the environment, eavesdropping on a serial data cable is 
not feasible. 

Wireless serial communication, • however, is much easier to 
snoop. With infrared communication, the light beams cover an 
area approximately 15 degrees on either side of center from the 
origin. So if the intended receiver is on one side of the field, a 
snooping device could be on the other side of the field and still be 
able to receive a signa l. If the sender receives protocol acknowl­
edgements from multiple receivers, it w ill get confused and stop 
sending. But a "collector" that simply recorded an IR session and 
later disassembled it to figure out the data exchange is certainly 
possible. However, you would think that, with the short range of IR 
and the need to point directly at the sending device, such a collector 
would be noticed very quickly. 

Network technologies are notoriously easy to snoop. As an 
example, consider Ethernet. Ethernet is a passive medium, broad­
casting its packets across a network. It depends on machines 
behaving correctly, that only the machine that is the intended 
destination of a packet will pick up and decode that packet. This 
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is matter of trust of course but this trust is assumed to exist

However nothing stops any connected machine from listening to

all packets collecting all data and reassembling conversation

between machines The snooping device simply needs to be wired

to the same network and needs to access the network in such

way that all packets are read not just
the ones that are meant for

the listening network card This is special listening mode called

promiscuous mode
Wireless media are even easier to snoop In wireless environ

ment the snooping device does not even need to be wired into the

network it simply needs to be within radio range and have the right

receiving equipment Wireless snooping is easy because it does not

look conspicuous data collector simply needs to be inconspicu

ously using his data device and listening to data traffic at the same

time Wireless Ethernet and Bluetooth can be snooped this way

Try This Out for Yourself

Thete arc several \vays to SflOO comrnumcation Tr these meth

ods to listen to an HTTP lientservcr conversation browsing

Web pages over port 80 on TCP/IP network

If you are using Unix system you might tiv the tcdLlmp
command

tcpdump cp pc 8fl

then access Web page through browser This command puts

the network card of the machine you are using into promiscuous

mode and reads all network packets It reports TCP packets

that are sent and received on port 80 the default port used for

Web page service The output can tend to he cryplic hut much

intormaton can be assembled including sites visited and actual

HTML ot the Web pages browsed

If you using Unix workstation Ihat runs Solaris Itrom Sun

Microsystems the snoop cummand will help you more Use

the command

noo -v ro t- 50

This will print the conversation across port 80 in more read

able form

Note that in Unix systems putting the network card in

promiscuous mode and listening to all packets requires special

administrator privileges
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is a matter of trust, of course, but this trust is assumed to exist. 
However, nothing stops any connected machine from listening to 
all packets, collecting all data, and reassembling a conversation 
between machines. The snooping device simply needs to be wired 
to the same network and needs to access the network in such a 
way that all packets are read, not just the ones that are meant for 
the listening network card. This is a special listening mode, called 
"promiscuous mode". 

Wireless media are even easier to snoop. In a wireless environ­
ment, the snooping device does not even need to be wired into the 
network; it simply needs to be within radio range and have the right 
receiving equipment. Wireless snooping is easy because it does not 
look conspicuous. A data collector simply needs to be inconspicu­
ously using his data device, and listening to data traffic at the same 
time. Wireless Ethernet and Bluetooth can be snooped this way. 
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There are not many free sottware packages for Microsoft

Windows installations that will sniff network Most soft

ware packages are protocol analyzers and cost quite bjt ot

money
For Symbian plattorni devices Iheie is padage called Net

Spy that will sniff network packets It is written in combination

of Java and and allows users to write plug-ins into the

application that will analyze network trattic

Most snooping on communication is not preventable Because any

party can connect and listen to most media and most of the time

can do so undetected security is typically not concentrated on

physical media

6.1.2 Data Issues

Physical issues deal with access to data data issues deal with

what to do with the data once you have it Data issues focus on

understanding data using data and then manipulating data

Understanding the data obtained through snooping can be harder

than you think Lets say that you have successfully snooped Web

browsing session that includes someone accessing email through

Web server What you actually have is large amount of packet

dataa direct recording of data frames wrapped in data frames as

application layer data moves down protocol stack to eventually

go out over physical medium The prize data item you are looking

forsay usernarne and password for the email service that was

useddoes not stand out for you to read You must sort through

the packet data to find it

So there is large sorting job in finding the right data There

are many applications that will help with this These applications

identify the protocol header of each layer in the data frames and can

strip away that header to present the real data Even at this point

however getting the data you want is not straightforward You still

have to sort through conversation between computers that may
include protocol acknowledgements raw HTML Web page data

error responses and the like There are also applications that will

help with this kind of reconstruction although there are not as many
as there are protocol analyzers This is especially true in younger

transport media like Bluetooth

At this point because the conversation between Web browser

and Web server is not complicated finding the username and

110 SECURITY AND COMMUNICATION 

Most snooping on communication is not preventable. Because any 
party can connect and listen to most media, and most of the time 
can do so undetected, security is typically not concentrated on 
physical media. 

6.1.2 Data Issues 

Physical issues deal with access to data; data issues deal with 
what to do with the data once you have it. Data issues focus on 
understanding data, using data, and then manipulating data. 

Understanding the data obtained through snooping can be harder 
than you think. Let's say that you have successfully snooped a Web 
browsing session that includes someone accessing email through a 
Web server. What you actually have is a large amount of packet 
data- a direct recording of data frames wrapped in data frames as 
application layer data moves down a protocol stack to eventually 
go out over a physical medium. The prize data item you are looking 
for-say a username and password for the email service that was 
used- does not stand out for you to read. You must sort through 
the packet data to find it. 

So there is a large sorting job in finding the right data. There 
are many applications that will help with this. These applications 
identify the protocol header of each layer in the data frames and can 
strip away that header to present the real data. Even at this point, 
however, getting the data you want is not straightforward. You still 
have to sort th rough a conversation between computers that may 
include protocol acknowledgements, raw HTML Web page data, 
error responses, and the like. There are also applications that will 
help with this kind of reconstruction, although there are not as many 
as there are protocol analyzers. This is especially true in younger 
transport media, like Bluetooth. 

At this point, because the conversation between a Web browser 
and a Web server is not complicated, finding the username and 
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password you seek can be done fairly easily once you understand

the way HTTP works However other protocol conversations are

much more difficult especially if you do not know the applications

involved in the conversations Again applications exist that will

help you with this or at least can be written for specific types of

data exchanges
There are two points here that sifting through protocol exchanges

to obtain data is very difficult and that it is not impossible On

computer when ajob is verydifficult itjustmeansthataprogram
needs to be written to do that job and that the program might take

while to write When that program is written however the job is

no longer very difficult With computers the fact that something is

Hnot impossible simply means it can be done
Using data once that data has been understood is certainly easy

for the snooper and dangerous for the owner of that data Once

you have obtained username and password from Web email

session it is easy to engage the same Web service and use the newly

acquired information

The possibility that information could be manipulated presents

an even more dangerous scenario for the data owner Here data

is changed somehow and inserted back into the data stream to

be reused It is possible to affect the original data or to affect the

outcome of using the data Consider situation where device was

downloading data while moving in car As that device roamed

between service locations in its service area its data stream could

be interrupted and fed from different points An intelligent attacker

could feed different data set from different service points thereby

giving the receiver incorrect data

Protecting against data snooping and manipulation takes some

innovation As we have seen it is almost impossible to stop snooping
from occurring So instead we can scramble the data so that

it is unusable to anyone but the intended receiver Encryption

techniques encode data using special key in such way that only

those possessing that key can decode the data and use it And since

the key now becomes an important data item we can select the key

in ways that only the sender and receiver understand To prevent

manipulation we can also use methods of verification The most

effective verification methods involve using credentialsspecial

identifying informationthat sender has received from server

ones that the receiver is expecting from contacting the same server

Presenting credentials before sending data and forcing the receiver

to verify those credentials makes it very tough to receive data from

an unexpected source
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password you seek can be done fairly easily once you understand 
the way HTTP works. However, other protocol conversations are 
much more difficult, especially if you do not know the applications 
involved in the conversations. Again, applications exist that will 
help you with this, or at least can be written for specific types of 
data exchanges. 

There are two points here: that sifting through protocol exchanges 
to obtain data is very difficult, and that it is not impossible. On a 
computer, when a job is "very difficult" , it just means that a program 
needs to be written to do that job, and that the program might take 
a while to write. When that program is written, however, the job is 
no longer very difficult. With computers, the fact that something is 
"not impossible" simply means " it can be done" . 

Using data once that data has been understood is certainly easy 
for the snooper and dangerous for the owner of that data. Once 
you have obtained a username and password from a Web email 
session, it is easy to engage the same Web service and use the newly 
acquired information. 

The possibility that information could be manipulated presents 
an even more dangerous scenario for the data owner. Here, data 
is changed somehow and inserted back into the data stream to 
be reused. It is possible to affect the original data or to affect the 
outcome of using the data. Consider a situation where a device was 
downloading data while moving in a car. As that device roamed 
between service locations in its service area, its data stream could 
be interrupted and fed from different points. An intelligent attacker 
could feed a different data set from different service points, thereby 
giving the receiver incorrect data. 

Protecting against data snooping and manipulation takes some 
innovation. As we have seen, it is almost impossible to stop snooping 
from occurring. So, instead, we can scramble the data so that 
it is unusable to anyone but the intended receiver. Encryption 
techniques encode data using a speciai key in such a way that only 
those possessing that key can decode the data and use it. And, since 
the key now becomes an important data item, we can select the key 
in ways that only the sender and receiver understand. To prevent 
manipulation, we can also use methods of verification. The most 
effective verification methods involve using credentials-special 
identifying information-that a sender has received from a server, 
ones that the receiver is expecting (from contacting the same server). 
Presenting credentials before sending data and forcing the receiver 
to verify those credentials makes it very tough to receive data from 
an unexpected source. 
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Certificates

Certificates are used by the secui ity implementations as way
to identify remote servers and to obtain their encryption keys

certilicate is digilal document that vouches for computer

system Thes are typically issued third party companies that

are assumed to be truihiul and secute themselves Certificates are

issued by these third parties and maintained by each individual

device or server

Cmtificates must be verified when they are used This is done

by contacting the issuer obtaining sonic certiticate information

and cclrnparing it to the ccrtiticate presented by the emote

device

6.1 .3 Remote Access Control

There are several other ways to lose control of computing device

Almost by definition establishing any kind of service gives control

away Servers that open up the serving device to remote access can

potentially jeopardize its security

It is the nature of servers to create this potential problem Servers

expect and invite connections from sources both inside and outside

their computng environment They are usually passive in accepting

connections and do little to verify the sender Once connection is

made server will typically accept any data that is sent and process

that data immediately to provide response By definition servers

do this as quickly and efficiently as possible

The problem that creates security holes is the level of trust that

must be established between the server and the client There is

certain balancing act that happens here If the server is going to be

fast and efficient then it will try to trust the client more If the server

does not trust the client then service will be slower as the server

employs encryption verifies credentials or examines data before

responding to the client Most servers either ignore trust issues

altogether because their service is too simple to worry about trust

issues or try to strike compromise between trust and efficiency by

assuming kind of middle level of trust that can be verified easily

There are more servers on computing device than you might

suspect at first glance Any time device is open to receive data

there is kind of server running that will accept and respond to that

data For example consider the following situations

Web server is always waiting for requests to come in and col

lects any data traffic over the port it is listening to If that data does
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There are several other ways to lose control of a computi ng device. 
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employs encryption, ver ifies credentials, or examines data before 
respond ing to the client. Most servers either ignore trust issues 
altogether, because their service is too simple to worry about trust 
issues, or try to strike a compromise between trust and efficiency by 
assuming a kind of middle level of trust that can be verified easi ly. 

There are more servers on a computing device than you might 
suspect at first glance. Any time a device is open to receive data, 
there is a kind of server running that w il! accept and respond to that 
data. For example, consider the fol lowing situations: 

• A Web server is always waiting for requests to come in, and col­
lects any _data traffic over the port it is I is ten i ng to. If that data does 
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not make sense it responds with an error message However
note that any data can be sent through the listening port

WAP browser is open to data between the time it requests

pages from server and the time those pages arrive Between

these two points it will accept and analyze data

As two devices exchange data using infrared each side accepts

data stream for certain length of time As we saw in Chapter

each side transmits for 500 ms at time then stops and listens

for data from the other side

Bluetooth device in discovery mode makes broadcast requests

and waits for rsponses

Any user program can use the data ports on device to send

and receive information

In each of these situations there was an application of some sort

waiting to receive data of certain form Notice the level of trust

across these situations can vary widely Web server will typically

accept any request from any source but only process requests that

make sense WAP browser is conversing with server through

built-in layer that encrypts the conversation by default The user

program that is sending and receiving data has probably ignored all

security issues to concentrate on getting the data exchange right

assuming that security is feature to be added later

We can prevent remote access problems by not making assump
tions When we assume that data will be in the right form or that

request cannot come from malicious source we expose our

naiveté and invite security problems By assuming that all data is

not correct or that all connections might not be error-free we will

increase processing time but are wiser in our approach to outside

connections The penalty here is not so severe the Symbian plat

form has several security measures built into it that are efficient and

fast to use

6.1.4 Threats to Symbian OS Devices

We just outlined three areas of security vulnerability physical

issues data issues and access issues Lets consider how these

issues impact Symbian OS devices

Physical issues are important but device users can do little about

them As we stated previously snooping on all the various types

of media is extremely easy Mobile telephony signals and wired

Ethernet traffic is easy to listen to if you have the right equipment

Since we have no choice as to the medium that is used to transmit

data physical issues are out of most device users hands
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not make sense, it responds with an error message. However, 

note that any data can be sent through the listening port. 

• A WAP browser is open to data between the time it requests 

pages from a server and the time those pages arrive. Between 

these two points, it will accept and analyze data. 

• As two devices exchange data using infrared, each side accepts a 

data stream for a certain length of time. As we saw in Chapter 4, 

each side transmits for 500 ms at a time, then stops and listens 

for data from the other side. 

• A 8/uetooth device in discovery mode makes broadcast requests 

and waits for r~sponses. 

• Any user program can use the data ports on a device to send 

and receive information. 

In each of these situations, there was an application of some sort 

waiting to receive data of a certain form. Notice the level of trust 

across these situations can vary widely. A Web server will typically 

accept any request from any source but on ly process requests that 

make sense. A WAP browser is conversing with a server through 

a built-in layer that encrypts the conversation by default. The user 

program that is send ing and receiving data has probably ignored all 

security issues to concentrate on getting the data exchange right, 

assuming that security is a feature to be added later. 

We can prevent remote access problems by not making assump­

tions. When we assume that data will be in the right form or that 

a request cannot come from a malicious source, we expose our 

naivete and invite security problems. By assuming that all data is 

not correct or that all connections might not be error-free, we will 

increase processing time but are wiser in our approach to outside 

connections. The penalty here is not so severe; the Symbian plat­

form has several security measures built into it that are effic ient and 

fast to . use. 

6.1.4 Threats to Symbian OS Devices 

We just outlined three areas of security vulnerability: physica l 

issues, data issues, and access issues. Let's consider how these 

issues impact Symbian OS devices. 
Physical issues are important, but device users can do little about 

them. As we stated previously, snooping on all the various types 

of med ia is extremely easy. M obile telephony signals and wired 

Ethernet traffic is easy to listen to if you have the right equipment. 

Since we have no choice as to the medium that is used to transmit 

data, physical issues are out of most device users' hands. 



114 SECURITY AND COMMUNICATION

Data issues are extremely important Because snooping is so

easy we must assume that any data exchanged between two

devices is vulnerable Considering the kind of data that might

be exchangedanything from personal to electronic commerce

informationdata encryption is necessary for any transaction

Because data issues are so important access issues are important

as well It is unlikely that an attacker will break into Symbian OS

device However control over which external devices can request

information from local device is important Control over the

exposure of data from your local device is also extremely important

For example the services offered from Bluetooth device can

expose it to probes and access from other devices without warning

6.2 Security Measures

6.2.1 Authentication

One way that is often used as verification of identitymost often for

remote access is authentication Authentication is what happens

when computer or user identifies itself and another computer
verifies the identification Although it is not completely secure this

means of security has the longest history and is still widely used

There are two types of information needed from the initiator of

the authentication process

Identification The initiatorcomputer or human but most often

humanmust provide some form of identification This can be

in the form of username real name or even an identification

number The key here is that this piece of information uniquely

identifies the initiator

Private information This is information known only to the

initiator and the computer verifying the authentication attempt
This is typically password but it can be one of number of

things More recently items like challenge-response information

where the computer prints
random number and the initiator

responds to that number in unique way or biometric data

some measure based on the pattern of your fingerprint or blood

vessel organization in your retina have been used

The idea is that together these data items can uniquely identify

the initiator of the authentication Once these information items

are entered correctly the initiator gains access to the required

resource Typically authentication is used to gain access to remote

shell-based or network services
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easy, we must assume that any data exchanged between two 
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6.2.1 Authentication 

One way that is often used as verification of identity-most often for 
remote access- is authentication. Authentication is what happens 
when a computer or user identifies itself and another computer 
verifies the identification . Although it is not completely secure, this 
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human- must provide some form of identification. This can be 
in the form of a username, a real name or even an identification 
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initiator and the computer verifying the authentication attempt. 
This is typically a password, but it can be one of a number of 
things. More recently, items like challenge-response information 
(where the computer prints a random number, and the initiator 
responds to that number in a unique way) or biometric data 
(some measure based on the pattern of your fingerprint or blood 
vessel organization in your retina) have been used. 

The idea is that together these data items can uniquely identify 
the initiator of the authentication. Once these information items 
are entered correctly, the initiator gains access to the required 
resource. Typically, authentication is used to gain access to remote 
shell-based or network services. 
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There are two large holes when we use authentication as

security scheme They are that the identification information

cannot be verified and that the private information can usually

be derived or deduced The basic problem is that authentication is

designed to be used by humans People cannot easily memorize

long strings
of random letters for user names or strings of random

numbers for passwords This means that identifying information is

usually mnemonic like last name Vjipping for instance or

some mutation of name of the user thejipster for example
Programs written using rules to guess identification can guess many
forms of identifying information In addition private information

is also easily guessed by using rules that people use to remember

such things spouses name or boyfriends birthdate are easy to

remember but make very poor passwords
Authentication schemes are used in many places POP3 and

IMAP4 mailboxes are protected with authentication systems most

entry via remote access to execution shell services is guarded
by authentication systems Use of PPP to access networks is based

on authentication Typically the systems protected by authenti

cation are legacy systems newer access methods usually employ

encryption or some kind ut challenge-response system

Choosing the Right Password

Choosing the right pacs\ orcl is essential tor good authentk

tion prote lion UntortLlnatelv the process runs ounler to he

schemes people use to remember such things You should not

hoose passwords that could be feasibly listed in dictionary

Permutations such as spelling word or account name back

wards concatenating one or moe words togeti er and preiixing

or suffixing dictionary words with letters or digits arc also had

choices for passwords rhese arc among the first permutations

dedicated attacker will check

Characteristics of good passwords include sufficient length

cornplexit and obscurity Use passords that ate at least

characters in length contain random as near to random as you

can rernemheii combinations of letters and digits use both upper
and lowercase characters and do not designate something that

is real or can he guessed Choosing password that can be typed

quickly so soniebody cannot follow what you type by looking

over our shoulder is an asset

Assess yourself on how you have chosen passwords for your
accounts DC you use easily remembered or guessed pacsvvorck

Do you use the same password on several different accounts
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There are two large holes when we use authentication as a 
security scheme. They are (1) that the identification information 
cannot be verified and (2) that the private information can usual.ly 
be derived or deduced. The basic problem is that authentication is 
designed to be used by humans. People cannot easily memorize 
long strings of random letters for user names or strings of random 
numbers for passwords. This means that identifying information is 
usually mnemonic, like a last name ("jipping", for instance) or 
some mutation of a name of the user ("thejipster", for example). 
Programs written using rules to guess identification can guess many 
forms of identifying information. In addition, private information 
is also easily guessed by using rules that people use to remember 
such things. A spouse's name or a boyfriend's birthdate are easy to 
remember but make very poor passwords. 

Authentication schemes are used in many places. POP3 and 
IMAP4 mailboxes are protected with authentication systems; most 
entry via remote access to execution shell services is "guarded" 
by authentication systems. Use of PPP to access networks is based 
on authentication. Typically, the systems "protected" by authenti­
cation are legacy systems; newer access methods usually employ 
encryption or some kind of challenge-response system. 
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Ask your friends or coworkers how they have chosen passwords

How would you assess your authentication security Do you

change your passwoid often

When one device masquerades as another device we call this

spooling For example firewalls on the Internet can be set up to

receive data from specific IP addresses People use this to restrict

the computers that can access their data It is possible for some

computers to change their IP addresses to match those the firewalls

will allow through thereby seeing data they would otherwise not

have access to Or again when you are engaging another person in

an instant message session between Bluetooth devices it is possible

for another device to take over the session by masquerading as one of

the conversing devices Note that used the word possible It can

be quite difficult to choose the device identification to accurately

spoof another machine especially when using Bluetooth

622 Security Attacks and Denial of Service

There are different threats to security other than those based on data

These threats typically combine some of the methods discussed

above to actively attack computing systems or devices or to deny

some kind of service to devices While these threats have been

designed for larger computer systems in the past they are being

retooled for small devices and can be very insidious

device attacks another device when it tries to break through its

security protection Because the attacks are typically programmed

and are done from one computer to another they can go on

endlessly until security is breached or the user that started the attack

gets bored and stops it from happening There are several types of

attacks relevant to small devices

Attacks on authentication Often called dictionary attack

or password attack these assaults make repeated attempts to

break through authentication barriers by guessing the identifi

cation or private information interpreting the responses and

trying again with new guess

Attacks on services These types of attacks target known bugs

in the implementations of services The idea is to either crash

the service or to put the implementation into some kind of

error mode that gives access to other system functions like shell

access This is usually done by accessing boundary condi

tions overloading internal buffers or using untested commands
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On small device crash can be lethal bringing the device

down to an inoperable state and potentially losing valuable data

Attacks on protocols Again these attacks focus on bugs in

protocol implementations The idea here is to force the device

into state that will accept and execute any command or

simply freeze the machine

One dangerous type of attack stands out from the above list the

denial of service attack DoS DoS attack is not an attack on

security it does not try to break in to system Rather DoS attack

tries to keep device so busy that it cannot service requests from

or make requests to other devices There are several ways to keep

processor busy Logins from nonsensical users that require lookups
and responses repeated rapid queries from networks that require

responses and constant requests for the same Web page that require

the same page sent over and over again are all good examples of

DoS attacks Not only is the processor on the attacked device kept

busy but the network pathway used to access that processor is kept

full of these nonsensical queries allowing no room for other data

packets

Distributed denial of service attacks DDoS are even more
malicious For DDoS attacks multiple devices throughout net
work stage an attack on device Usually this distributed attack

is orchestrated by single attacker that channels network traf

fic through distributed points over network often without them

knowing DDoS attacks have been used over the Internet with

large degree of success if you can call it that DDoS attacks

have brought down service to the Web sites of large companies by

literally using thousands of computers to make millions of Web page
queries thereby shutting out acIuil users with real data requests

Dissecting Smurf

Smurt attack is DDoS attack thai combines knowledge of

Internet protocols with spooling At the IP layer ping is

queiy packet called an ICMP packet that asks some simple

intormation of the receivet normally as simple as are you
there As response the receiver replies to the sender identified

in the IP headers Smuit attacks puts different address in the

sender field than the real sender then sends off the ICMP packet
The resLilt is that the receiver replies to an address that is riot

the senders address By using this technique an attacker can

send thousands of packets to the same final destination through

many different sources and the data storm that results looks like
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On a small device, a crash can be lethal, bringing the device 
down to an inoperable state and potentially losing valuable data. 

• Attacks on protocols: Again, these attacks focus on bugs in 
protocol implementations. The idea here is to force the device 
into a state that will accept (and execute) any command or 
simply freeze the machine. -

One dangerous type of attack stands out from the above list: the 
denial of service attack (DoS). A DoS attack is not an attack on 
security; it does not try to break in to a system. Rather, a Dos attack 
tries to keep a device so busy that it cannot service requests from 
or make requests to other devices. There are several ways to keep a 
processor busy. Logins from nonsensical users that require lookups 
and responses, repeated rapid queries from networks that require 
responses and constant requests for the same Web page that require 
the same page sent over and over again are all good examples of 
DoS attacks. Not only is the processor on the attacked device kept 
busy, but the network pathway used to access that processor is kept 
full of these nonsensical queries, allowing no room for other data 
packets. 

Distributed denial of service attacks (DDoS) are even more 
malicious. For DDoS attacks, multiple devices throughout a net­
work stage an attack on a device. Usually, this distributed attack 
is orchestrated by a single attacker that channels network traf­
fic through distributed points over a network, often without them 
knowing. DDoS attacks have been used over the Internet with a 
large degree of "success" (if you can call it that); DDoS attacks 
have brought down service to the Web sites of large companies by 
literally using thousands of computers to make millions of Web page 
queries, thereby shutting out actual users with real data requests. 
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it is coming Ironi all over the network The actual source of the

attack is difficult it not impossible to track

The official name for this attack is forged ICMP attack

Further details can he found from the Computet Emergency

Response Teams Web site http//www.cert.org/advisories/CA
1998-O1.html

There is very little computer can do by itself to thwart DoS attacks

The best way to stop these attacks is to stop the attack at the source

Think of the DoS attacks as water through hose If you are getting

squirted in the face with steady stream of water from hose

holding your hands in front of your face will succeed in keeping

your face drier but the rest of your body will still get wet Finding

the spigot and turning off the faucet is the best way to stop the flow

However finding the source of DoS attack can be very difficult

especially when that attack is from distributed set of sources

Often the best you can do is to clamp off the hose at the squirting

endto cut off the data flow as it enters your network This often

requires you to work with your communication service provider to

cut off the data flowing into your network

Note that for mobile Symbian OS device DoS and DDoS

attacks become less of threat The wireless nature of mobile

device means that attackers need to be close to the device to snoop
its communication data and discover information they can use to

attack it Also since such device is unlikely to be server attacking

it with torrent of service requests will do no good Consider for

example phone handset using GSM to download WAR pages An

attacker must be in the vicinity of the GSM conversation to snoop
it and must use GSM if it is to jam the device with too much data

About the only thing an attacker could do is call the device many
times which would be quite expensive

6.3 Securing Transport Technologies

Now that we know the pitfalls what can be done to secure com
munication especially the technologies supported by the Symbian

platform Several steps can be taken at the transport level

First we must concentrate efforts where the payoff is greatest

This means not working to secure physical transmission While

some level of monitoring will be able to tell if snooping is being

done on some level it is generally not worth the effort spent
because snooping cannot be prevented As we have stated the
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About the only thing an attacker could do is ca ll the device many 
times, which would be quite expensive. 

6.3 Securing Transport Technologies 

Now that we know the pitfalls, what can be done to secure com­
munication, especially the technologies supported by the Symbian 
p latform? Several steps can be taken at the transport level. 

First, we must concentrate efforts where the payoff is greatest. 
This means not working to secure physical . transmission. While 
some level of monitoring wi ll be able to tell if snooping is being 
done on some level, it is generally not worth the effort spent, 
because snooping cannot be prevented. As we have stated, the 
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nature of our communication media makes snooping possible and
makes preventing it nearly impossible

Therefore we should focus on protecting data Most importantly

we should use encryption wherever possible For transport tech

nologies the only protocol stack that has this built-in is the WAP
stack The WTLS layer provides secure encryption and decryption

as it moves data between the WTP and WDP layers see Figure 4.5
There is little security built into the rest of the transport technolo

gies There is very little to be done here since these are standards set

up by consortia and committees One thing we can do is to secure

authentication Authentication is used in several technologies e.g
PPP and choosing good password will help lot in securing

these

6.4 Securing Content Technologies

Content technologies are implementations more under users

control but implementations of standard protocolssuch as HTTP

or SMTPare designed by standards committees and computer

companies and are outside users influence There is little in the

way of security protection in the standard content protocols

One implementation that stands out as an example of this is

Secure HTTP SHTTP which is used for certain Web pages with

special Web servers These pages are referenced by URL with

prefix of shttp SHTTP passes all pages through an encryption

layer before sending the pages requests to or reading the result from

the destination Web server In addition the Web server must also

implement SHTTP to work with the encryption process used

SHTTP is protocol specifically designed for HTTP transport

More generic solutions would help all transport and application

protocols new layer has been proposed for the TCP/IP stack

that would implement generic encryption strategy for transport

The Transport Layer Security TLS layer has been proposed to go
between TCP and IP in the TCP/IP stack This would protect all

transport data without the need for special protocols However TLS

is not an adopted standard for TCP/IP It has been implemented

by third parties for the Symbian platform but does not come as

built-in Symbian platform implementation
Another example is system called Pretty Good Privacy PGP

PGP allows email data to be encrypted before it is sent and allows

the decryption of PGP data when it arrives on device Because

the standard TCP/IP stack provides no encryption in its layers PGP

is positioned as an extra application step between TCP and POP3

email client

SECURING CONTENT TECHNOLOGIES 119 

nature of our communication media makes snooping possible and 
makes preventing it nearly impossible . 

. Therefore, we should focus on protecting data. Most importantly, 
we should use encryption wherever possible. For transport tech­
nologies, the only protocol stack that has this built-in is the WAP 
stack. The WTLS layer provides secure encryption and decryption 
as it moves data between the WTP and WOP layers (see Figure 4.5). 

There is little security built into the rest of the transport technolo­
gies. There is very little to be done here, since these are standards set 
up by consortia and committees. One thing we can do is to secure 
authentication. Authentication is used in several technologies (e.g., 
PPP) and choosing a good password will help a lot in securing 
these. 

6.4 Securing Content Technologies 

Content technologies are implementations more under a user's 
control, but implementations of standard protocols-such as HTTP 
or SMTP-are designed by standards committees and computer 
companies and are outside a user's influence. There is little in the 
way of security protection in the standard content protocols. 

One implementation that stands out as an example of this is 
Secure HTTP (SHTTP), which is used for certain Web pages with 
special Web servers. These pages are referenced by a URL with a 
prefix of sht tp:. SHTTP passes all pages through an encryption 
layer before sending the page's requests to or reading the result from 
the destination Web server. In addition, the Web server must also 
implement SHTTP to work with the encryption process used. 

SHTTP is a protocol specifically designed for HTTP transport. 
More generic solutions would help a// transport and application 
protocols. A new layer has been proposed for the TCP/IP stack 
that would implement a generic encryption strategy for transport. 
The Transport Layer Security (TLS) layer has been proposed to go 
between TCP and IP in the TCP/IP stack. This would protect all 
transport data without the need for special protocols. However, TLS 
is not an adopted standard for TCP/IP. It has been implemented 
by third parties for the Symbian platform, but does not come as a 
built-in Symbian platform implementation. 

Another example is a system called Pretty Good Privacy (PGP). 
PGP allows email data to be encrypted before it is sent and allows 
the decryption of PGP data when it arrives on a device. Because 
the standard TCP/IP stack provides no encryption in its layers, PGP 
is positioned as an extra application step between TCP and a POP3 
email client. 
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The Symbiari platform does include implementations of encryp
tion standards built into library interfaces for user applications

As you design your applications and want to protect application

data you must remember that you need to implement your own

methods of protection We will cover how to apply the Symbian

implementations for data in Chapter 10

6.5 Summary

In this chapter we have reviewed issues that surround the security of

data communication between devices We reviewed issues about

physically snooping on communication media and data issues

about dealing with the data picked up when we snoop We also

examined issues that surround remote access to devices We looked

at authentication issues and did brief overview of spoofing and

service attack methods We wrapped up the chapter by discussing

ways to secure both transport and content media

This chapter concludes the first section of this book dedicated to

examining the basics of communication on Symbian devices The

next chapter Chapter kicks off the section that serves as the meat

of this book-how to write applications that use the communication

infrastructure of the Symbian platform
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The Symbian platform does include implementations of encryp­
tion standards, built into library interfaces for user applications. 
As you design your applications, and want to protect application 
data, you must remember that you need to implement your own 
methods of protection. We will cover how to apply the Symbian 
implementations for data in Chapter 10. 

6.5 Summary 

In this chapter, we have reviewed issues that surround the security of 
data communication between devices. We reviewed issues about 
physically snooping on communication media and data issues 
about dealing with the data picked up when we snoop. We also 
examined issues that surround remote access to devices. We looked 
at authentication issues and did a brief overview of spoofing and 
service attack methods. We wrapped up the chapter by discussing 
ways to secure both transport and content media. 

This chapter concludes the first section of this book, dedicated to 
examining the basics of communication on Symbian devices. The 
next chapter, Chapter 7, kicks off the section that serves as the meat 
of this book--how to write applications that use the communication 
infrastructure of the Symbian platform. 
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Getting Started with

Communications Programming

This chapter introduces the section that is at the heart of this book

communications software development for Symbian OS We have

covered lot of conceptual ground to this point Now it is time to

get to work and get your hands dirty

To develop software you need set of tools to write com
pile and debug programsan environment for writing software

The software development environment that is used to develop for

Symbian OS is collection of tools combination of compilers
libraries code generators and emulators from several vendors This

chapter will overview what you need where to get it and how
to use it We will start by looking at the software development

process and each tool in the Symbian software development tool

box Then we will focus on the emulators and how they can be

used We will finish the chapter by looking at how the develop
ment environments relate to real hardwarehow the emulators use

peripherals to target real devices As we overview the toolsets we

need remember that my intention is not to give full tutorial in

using the Symbian OS development environment it is rather to

give an overview with some attention to certain areas that we will

be using later

As we get started we should establish what environments are

available Symbian releases software development kits SDKs in

various forms targeted at specific reference designs Starting with

EPOC Release SDKs are distributed free of charge from Symbians
software developer support Web site As of the writing of this book
the following SDKs are available

EPOC Release You can get SDKs to develop for EPOC Release

5ER5 These kits are released for the Java and OPL

languages

7 
Getting Started with 

Communications Programming 

This chapter introduces the section that is at the heart of this book: 
communications software development for Symbian OS. We have 
covered a lot of conceptual ground to this point. Now it is time to 
get to work and get your hands dirty. 

To develop software you need a set of tools to write, com­
pile, and debug programs-an " environment" for writing software. 
The software development environment that is used to develop for 
Symbian OS is a col lection of tools: a combination of compilers, 
libraries, code generators, and emulators from several vendors. This 
chapter will overview what you need, where to get it, and how 
to use it. We will start by looking at the software development 
process and each tool in the Symbian software development tool­
box. Then we will focus on the emulators, and how they can be 
used. We will finish the chapter by looking at how the develop­
ment environments relate to real hardware-how the emu lators use 
peripherals to target real devices. As we overview the toolsets we 
need, remember that my intention is not to give a fu ll tutorial in 
using the Symbian OS development environment; it is, rather, to 
give an overview w ith some attention to certain areas that we will 
be using later. 

As we get started, we should establish what environments are 
available. Symbian releases software development kits (SDKs) in 
various forms targeted at specific reference designs. Starting with 
EPOC Release 5, SDKs are distributed free of charge from Symbian's 
software developer support Web site. As of the wr it ing of this book, 
the following SDKs are avai lable: 

• EPOC Release 5: You can get SD Ks to develop for EPOC Release 
S(ERS). These kits are released for the c++, Java, and OPL 
languages. 
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EPOC Release Connectivity An SDK is also available for those

who wish to develop software that uses PLP to communicate

with PC

Symbian OS v6 for the Quartz reference design The current

SDK is for version 6.1 of Symbian OS using the and Java

languages This SDK is available on the Symbian DevNet site for

the Quartz reference design see below

Symbian OS v6.1 Connectivity This SDK assists developers

writing software to integrate Symbian devices with PCs via PLP

Note the representation of reference designs in the SDKs above

EPOC Release did not make distinctions for various reference

designs and therefore there is only one release of the SDK For the

current Symbian platform only Quartz reference design releases of

the SDK are available through Symbian DevNet SDKs for other ref

erence designs are available from licensees that are manufacturing

them At the time of writing Nokia has produced two reference

design SDKs one for Crystal reference design embodied by the

9210 communicator and one for its Series 60 reference design as

seen in the 7650 phone

Where To Get SDKs

The Web site 6ir this hook has links to the sites on the nlernel

where \OLI can obtain the SDks You should check out the

Syrnhian DevNet site for SDK patches and updates In addition

licensees such as Nokia see http//forum.nokia.com for SDKs

fur rysial and Series 60 reference designs have SDKs for their

products

Sincc the only SDKs available from Symbian are for Quartz the

software examples in this book will be given for Quartz using the

SDK available from the Symbian DevNet site However since other

SDKs we have mentioned are based on Symbian OS version 6.x

most of the functionality will translate to the other SDKs you can

get NB Some will not Bluetooth support was not complete in the

version 6.0 SDK for example

7.1 The Symbian Software Development Environment

Software for Symbian OS is developed using combination of

Symbian tools and libraries Microsoft development tools and com
pilers from the Free Software Foundation There are essentially
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• EPOC Release 5 Connectivity: An SOK is also avai lable for those 
who wish to develop software that uses PLP to communicate 
with a PC. 

• Symbian OS v6. 1 for the Quartz reference design : The current 
SOK is for version 6.1 of Symbian OS, using the c++ and Java 
languages. Th is SOK is available on the Symbian OevNet site for 
the Quartz reference design (see below). 

• Symbian 05 v6.1 Connectivity: This SOK assists developers 
writing software to integrate Symbian devices with PCs via PLP. 

Note the representation of reference designs in the SOKs above. 
EPOC Release 5 did not make distinctions for various reference 
designs, and therefore there is only one release of the SOK. For the 
current Symbian platform, only Quartz reference design releases of 
the SOK are available through Symbian OevNet. SOKs for other ref­
erence designs are available from licensees that are manufacturing 
them. At the time of writing, Nokia has produced two reference 
design SOKs: one for a Crystal reference design (embodied by the 
9210 communicator) and one for its Series 60 reference design (as 
seen in the 7650 phone). 

Since the only SDKs available from Symbian are for Quartz, the 
software examples in this book w ill be given for Quartz using the 
SOK ava ilable from the Symbian DevNet site. However, since other 
SDl<s we have mentioned are based on Symbian OS version 6.x, 
most of the functionality will translate to the other SDKs you can 
get. (N.B. Some will not: Bluetooth support was not complete in the 
version 6.0 SOK, for example.) 

7 .1 The Symbian Software Development Environment 

Software for Symbian OS is developed using a combination of 
Symbian tools and libraries, Microsoft development tools, and com­
pilers from the Free Software Foundation. There are essentially 
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two targets for software development the emulated machines and

the real hardware The Microsoft development tools provide an

environment for editing compiling and debugging for the emu
lated devices through its Visual product Compilation for real

hardware is done through the GNU compiler from the Free

Software Foundation Symbian tools and libraries-work for both

these environments

The software development process starts with problem that

needs to be solved Good software design attacks this problem by

specifying solution with good old-fashioned pencil and paper
written problem statement combined with written specification

of software design is the best way to end up with good

application This written design is then used to write algorithms in

some pseudocode language perhaps English that will implement
the solution statement

Once all of this design has taken place computer program can

be developed to implement the algorithms Figure 7.1 encapsulates

the development pathways into small diagram

Development begins with the programmer expressing the algo
rithms in works best when its object-oriented properties

are emphasized over its origins and an applications source is

expressed as collection of classes or modules Each class has

specification and an implementation usually given in and cpp
files So before we start putting the application together we can

have large number of source code files

While the source code is the heart of an application there are

also many specification files involved along the way to final

released application They fall into some rough categories

Project files Because there can be so many files involved

in the construction process project files are needed to direct

the construction Project files begin with an MMP file the

rnakmake project file The makmake command takes an MMP
file and turns it into project file for the system that you will be

using to construct your application This might be Visual

project file .dsw file or makefile for build process

using either the Visual ci .exe or GNU gcc compilers
In version 6.1 of the Quartz SDK for example makmake can

generate project files for 22 different platforms Even with this

variety the most common are project files for Visual and

makefiles for the GNU compiler to construct ARM binaries

Resource files To make applications more modular and adapt

able the Symbian SDKs support the use of resource files These

files contain objectslike test strings and GUI widgetsthat

THE SYMBIAN SOFTWARE DEVELOPMENT ENVIRONMENT 125 

two targets for software development: the emulated machines and 
the real hardware. The Microsoft development tools provide an 
environment for editing, compiling, and debugging for the emu­
lated devices through its Visual c++ product. Compilation for real 
hardware is done through the GNU c++ compiler from the Free 
Software Foundation. Symbian tools and libraries-work for both 
these environments. 

The software development process starts with a problem that 
needs to be solved. Good software design attacks this problem by 
specifying a solution with good old-fashioned pencil and paper. A 
written problem statement combined with a written specification 
of a software design is the best way to end up with a good 
application. This written design is then used to write algorithms (in 
some pseudocode language, perhaps English) that will implement 
the solution statement. 

Once all of this design has taken place, a computer program can 
be developed to implement the algorithms. Figure 7.1 encapsulates 
the development pathways into a small diagram. 

Development begins with the programmer expressing the algo­
rithms in C++. C++ works best when its object-oriented properties 
are emphasized (over its C origins) and an application's source is 
expressed as a collection of classes or modules. Each class has a 
specification and an implementation, usually given in . hand . cpp 
files. So before we start putting the application together, we can 
have a large number of source code files. 

While the source code is the heart of an application, there are 
also many specification files involved along the way to a final, 
released application . They fall into some rough categories: 

• Project files: Because there can be so many files involved 
in the construction process, project files are needed to direct 
the construction. Project files begin with an MMP file: the · 
" makmake" project file. The makmake command takes an MMP 
file and turns it into a project file for the system that you will be 
using to construct your application. This might be a Visual c++ 
project file (a . dsw file) or a "makefile" for a build process 
using either the Visual c++ (cl. exe) or GNU (gee) compilers. 
In version 6.1 of the Quartz SOK, for example, makmake can 
generate project files for 22 different platforms. Even with this 
variety, the most common are project files for Visual c++ and 
makefiles for the GNU compiler to construct ARM binaries. 

• Resource files: To make applications more modular and adapt­
able, the Symbian SDKs support the use of resource files. These 
files contain objects- like test strings and GUI widgets-- that 
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can change while the applications core remains constant For

example strings used as an applications title could be repre
sented in different languages and contained in separate resource

files to localize an application for different countries This would

allow different resource files to accompany one central appli
cation executable to customize it Menus toolbars buttons hot

key shortcut combinations are all examples of the type of item

that would naturally be placed in resource file Resource files

using the rss suffix are translated into files used by the com
pilation process such as the rsg files that contain definitions

for use in code

Help system files Help files used by applications that run under

older versions of EPOC have been rather difficult to construct

They are in database format which has been specially designed

for the help system In version 6.1 of the SDKs new system

is available to construct help files Written in Java it is tool

where help database files can be constructed then attached to

applications If an application uses these help files they must

accompany the application for installation

Package construction files The final deliverable product will

likely be composed of several filesthe application itself and

libraries or configuration files To enable easy installation of

the files that an application requires tool called makesis

is used to package them into SIS file makesis needs to

be told how to create this installation package file and

.pkg configuration file must be created to enable makesis

to construct the package In version 6.1 of the Symbian SDKs

new tool called sisar presents GUI to allow interactive

construction of package file

At the end of this path is set of executable binaries that can run

on one of many platforms As an example the x86 versions that

are built for the emulator are constructed either in the Visual

IDE or at the command line via the Visual nmake command
As another example the ARM binaries for target machines use the

nmake command to drive the GNU compiler

7.2 Hello World Simple Example

Lets illustrate this process with simple example It would be

wrong to start off book on programming without Hello World
example and the Quartz 6.1 SDK distribution contains several Lets

exam me one and see how it is put together
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can change while the application's core remains constant. For 
example, strings used as an application's title could be repre­
sented in different languages and contained in separate resourc.e 
files to localize an application for different countries. This would 
allow different resource files to accompany one central appli­
cation executable to customize it. Menus, toolbars, buttons, hot 
key shortcut combinations are all examples of the type of item 
that would naturally be placed in a resource file. Resource files 
(using the . rss suffix) are translated into files used by the com­
pilation process (such as the . rsg files that contain definitions 
for use inc++ code). 

• Help system files: Help files used by applications that run under 
older versions of EPOC have been rather difficult to construct. 
They are in a database format, which has been specially designed 
for the help system. In version 6.1 of the SDKs, -a new system 
is available to construct help files. Written in Java, it is a tool 
where help database files can be constructed, then attached to 
applications. If an application uses these help files, they must 
accompany the application for installation. 

• Package construction files: The final deliverable product will 
likely be composed of several files-the application itself and 
libraries or configuration files. To enable easy installation of 
the files that an application requires, a tool called makesis 
is used to package them into a SIS file. makesis needs to 
be told how to create this installation package file, and a 
.pkg configuration file must be created to enable makesis 
to construct the package. In version 6.1 of the Symbian SDKs, 
a new tool called sisar presents a GUI to allow interactive 
construction of a package file. 

At the end of this path is a set of executable binaries that can run 
on one of many platforms. As an example, the x86 versions that 
are built for the emulator are constructed either in the Visual C++ 
IDE or at the command line via the Visual c++ nmake command. 
As another example, the ARM binaries for target machines use the 
nmake command to drive the GNU compiler. 

7 .2 Hello World! A Simple Example 

Let's illustrate this process with a simple example. It would be 
wrong to start off a book on programming without a "Hello World!" 
example, and the Quartz 6.1 SOK distribution contains several. Let's 
examine one and see how it is put together. 
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Alter installing the Quartz SDK you will find collection of

files under the directory Quartz\Epoc32Ex\quartzui\Hello-
World When they are all put together and the application is

running the emulator will display the simple message shown in

Figure 7.2

he HoG \A/orId mple

721 The Source Code

To start wlth this directory contains source code for the hell

loworid example There are four modules and one .h file

that specifies the interface specification for all of the classes

722 The MMP Project Efle

The MMP project file is called helioworld.mmp The contents of

this file are shown below

// He1ioWor1dmmp
//

// copyright Ic 2000 Symbian Ltd All rights reserved

//

usi ng relative paths for sourcepath and user includes

TARGET HelioWorld app

128 GETTING STARTED WITH COMMUNICATIONS PROGRAMMING 

After installing the Quartz SOK, you will find a collection of 
files under the directory Quartz\Epoc32Ex\ quartzui \ Hello­
World. When they are all put together and the application is 
running, the emulator will display the simple message shown in 
Figure 7.2. 

Figure 7.2 The Hello World! example. 

7 .2.1 The c++ Source Code 

To start with, this directory contains source code for the hel­
loworld example. There are four c++ modules and one . h file 
that specifies the interface specification for al l of the C++ classes. 

7 .2.2 The MMP Project File 

The MMP project file is cal led helloworld. mmp. The contents of 
this file are shown below. 

II HelloWorld.mmp 
II 
II Copyright (cl 2000 Symbian Ltd. All rights reserved. 

II 

II using relative paths for sourcepath and user includes 
TARGET HelloWorld . app 
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TARGETTYPE app
UID Ox100039CE Ox10008ACE

TARGETPATH \system\apps\Helloworld
SOURCE PATH

SOURCE HelloWorid Main cpp
SOURCE HelioWorld Application cpp
SOURCE HelloWonid Document .CPP
SOURCE HelloworldAppUi Cpp
SOURCE HelloWorldAppView CPP
USERINCLUDE
SYSTEMINCLUDE \epoc32\include
RESOURCE HelloWorld.rss
LIBRARY euserlib apparc.lib conelib eikcore.lib

The information in this file is given in key/value pairs and is enough
to generate the project files for the compilation systems we need

The end result is given by the TARGET and TARGETTYPE

parameters We are constructing an application an app target

type and its name will be HelloWorid app 16 different target

types are supported the most common being for applications

DLLs and console-style executables

The UlD for this application is given as Oxi0008ace in hex

adecirnr2 E.847O9N in decimal both representations work
t...JID is 32-hit number that uniquely identifies an applica

tion to Symbian OS Three identifiers are needed the first to

identify the type of the application DLL executable or file

store in our example OxlO 0039cc represents an executable

application the seccnd to identify the application itself this

identifier must be unique arid the third to identify components
that work together within single application In this case we
have only one executable component and therefore can ignore

tOe third UID
The paths for the target compiled applications and the source

code are given by the TARGETPATH and SOURCEPATH speci

fiers respect-ively Note for programmers who have used ERS

the source path can now he anywhere in the file system ln ER.5

anti earlier SDKs tile source path had to be exactly two levels

deep

The source files are listed with the SOURCE tags There are

multiple source files given with multiple tags

The paths to include files are listed both for system include

files and user include files typically files The SYSTEt4

INCLUDE and USERINCLUDE tags specify these respectively

Note that individual .h files are not listed These are derived

frc.rn analyzing tile source files

TARGETTYPE 
UID 
TARGETPATH 
SOURCE PATH 
SOURCE 
SOURCE 
SOURCE 
SOURCE 
SOURCE 
USERINCLUDE 

HELLO WORLD! A SIMPLE EXAMPLE 

app 
0xl00039CE 0xl000BACE 
\system\apps\HelloWorld 

HelloWorld_Mai n. cpp 
He l loWorld_Appl ication.cpp 
HelloWorld_Document.cpp 
HelloWorld_AppUi.cpp 
HelloWorld_AppView.cpp 

SYSTEMINCLUDE \ epoc32\include 
RESOURCE HelloWorld.rss 
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LIBRARY euser . lib apparc.lib cone .l ib eikcore. lib 

The information in this file is given in key/value pairs, and is enough 
to generate the project files for the compilation systems we need. 

® The end result is given by the TARGET and TARGETTYPE 

parameters. W e are constructing an applicati on (an app target 
type) and its name will be HelloWorld . app. 16 different target 
types are supported, the most common being for applications, 
D LLs, and console-style executables. 

@ The UiD for this application is given as Oxl0008ace in hex­
aclecima! (2 6B470990 in decimal; both representations work). 
A U!D is a 32-bit number that uniquely identifies an applica­
tion to Symbian OS. Three identifiers are needed: the first to 
identify the type of the application (DLL, executable, or file 
store; in our example, 0x100039ce represents an executable 
application), the second to identify the appl ication itself (this 
identif ier must be unique), and the th ird to identify components 
that work together within a single application . In this case, we 
have only one executable component and therefore can ignore 
the third UID. 

• The paths for the target compi led applications and the source 
code are given by the TARGETPATH and SOURCEPATH speci-­
fiers, respectively . (Note for programmers who have used ER5: 
the source path can now be anywhere in the file system. In ER5 
and earl ier SDl<s1 the source path had to be exactly two levels 
deep.) 

111 The source c++ files are listed with the SOURCE tags. There are 
multiple source fi les, given with multiple tags. 

e The paths to include f iles are listed, both for system include 
files and user include files (typically . h files) . The SYSTEM­

INCLUDE and USERINCLUDE tags spec ify these, respectively. 
Note that individual . h files are not listed. These are derived 
from analyzing the source C++ files. 
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The resource file used for this application is given by the

RESOURCE tag

The system libraries that are needed to compile the code in this

project are given by the LIBRARY tag
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7.2.3 Building Configuration Files

Once we have an MMP project file the next step is to construct

bid mt file This is used by system programs to indicate how

many different project files there are For the helioworid example

this file looks like this

// BLD.INF

II Copyright 2000 Symbian Ltd All rights reserved

/1

PRJMMPFI LES

HelloWorld.mmp

Most bid mt files can have this simple format in it we are

specifying that there is single MMP file and its name is Hel
ioworid.mmp We can now generate the project files and make

files using the bidmake command

bidmake bldfiies

This will generate some further configuration files and batch file

called abid.bat This batch file can be used to build project
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• The resource file used for this application is given by the 
RESOURCE tag. 

• The system libraries that are needed to compile the code in this 

project are given by the LIBRARY tag. 

7.2.3 Building Configuration Files 

Once we have an MMP project file, the next step is to construct 
a bld. inf file. This is used by system programs to indicate how 

many different project files there are. For the hel loworld example, 
this file looks like this: 

I I BLD. INF 

II 
II Copyright (c) 2000 Symbian Ltd . All rights reserved . 

II 

PRJ MMPFILES 

HelloWorld.mmp 

Most bld. inf files can have this simple format. In it, we are 

specifying that there is a single MMP file, and its name is He l ­

loWorld. mmp. We can now generate the project files and make 
files using the bldrnake command: 

bldmake bldfiles 

This will generate some further configuration files and a batch fil e 

called abl.~. bat. This batch file can be used to build a project 
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or create makefile The following command line will build an

application for the emulator

abld build wins

We can also use this batch file to generate construction files Typing
the command

abld makefile vc6 wins

will generate project file for Visual and makefile for GNU
These files will be stored as

\Syian\6 l\quartz\epoc32\build\MMp path\proj ectname\wins

The makmake command can be used to generate the project

files in the local directory It uses Perl to analyze the files specified

in the MMP file and generate the individual project files For our

purposes to use Visual you should invoke the command as

follows

makmake helioworld vc6

This generates project file for Visual version dumped into

file called helloworld.dsw N.B You must be in the source

code directory when executing this command
By executing the command

maknake helloworld wins

you will get makefile generated in the file helloworld.wins
This can be used from the command line to make the example
application

7.2.4 Building the Application using Visual

Now lets build the application We will first do this in Visual

Once Visual is started you should use the File

Open Workspace.. menu selection and navigate to the hel
loworid dsw file Select this file and the application and config
uration files will be read by Visual You should explore the

class and file view panes Notice that we can edit the configuration

files we mentioned above right from the IDE
The build process is started by selecting Build Build HEL

LOWORLD.APP or by pressing F7 The output from the build
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or create a makefile. The following command line will build an 
application for the emulator: 

abld build wins 

We can also use this batch file to generate construction files. Typing 
the command 

abld makefile vc6 wins 

will generate a project file for Visual c++ and a makefile for GNU 
c++. These files will be stored as 

\ Symbian\ 6.l\ quartz\ epoc32 \ build\ MMP_path\project_ name\ wins. 

The rnakrnake command can be used to generate the project 
files in the local directory. It uses Perl to analyze the files specified 
in the MMP file and generate the individual project files. For our 
purposes, to use Visual c++, you should invoke the command as 
follows: 

makmake helloworld vc6 

This generates a project file for Visual c++ version 6, dumped into 
a file called helloworld. dsw. (N.B. You must be in the source 
code directory when executing this command.) 

By executing the command 

makmake helloworl d wins 

you will get a makefile generated in the file helloworld. wins . 
This can be used from the command line to make the example 
application. 

7 .2.4 Building the Application using Visual c++ 
Now let's build the application. We will first do this in Visual 
c++. Once Visual c++ is started, you should use the File > 
Open Workspace ... menu selection and navigate to the hel­
loworld. dsw file. Select this file, and the application and config­
uration files will be read by Visual C++. You should explore the 
class and file view panes. Notice that we can edit the configuration 
files we mentioned above right from the IDE. 

The build process is started by selecting Build > Build HEL­
LOWORLD.APP, or by pressing Fl. The output from the build 
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sequence will be shown in the build output window and is not

terribly useful except to scan for errors when they occur All

errors compile errors and loading/linking errors will show up
in that output Take moment to glance over the output and

be grateful you do not have to type those commands for each

compilation
Your application can then be executed by choosing either

Build Execute or Build Start Debug Go Choose the

latter if you want to debug the application Visual must

first launch the emulator and will therefore ask you for the

Executable for Debug Session through dialog box You

should specify the Quartz emulator executable typical location

is \Symbian\6 1\epoc32\release\wins\udeb\EPOC .exe
then click OK The emulator will launch and you will find the

HelloWorId icon on the emulators display Click on this icon to

launch the HelloWorId application

7.2.5 Building the Application using the Command Line

Using Visual to build and run applications is convenient when

you want to use an IDE However there are many times when the

command line is quicker and easier to use As you have already

created the command line makefile building from the command

line can be done in one command

nmake -f helloworld.wins

Running the above command will produce series of long command

invocations mostly of the Visual compiler ci exe Perl

is used to convert the resource file and the Visual linker

is used to put together the final application for the emulator to

run The end result will be the same as using the Visual

environment

To launch the application from the command line you need

to type the name of the emulator executable \Symbian\6 i\

epoc32\reiease\wins\udeb\Epoc .exe This will launch

the emulator and you can select the application within that

environment

7.2.6 Building the Application for Target Machine

To build the application for real target machine you must choose

an architecture to compile for out of the 22 possible typical
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sequence will be shown in the build output window, and is not 
terribly useful, except to scan for errors when they occur. All 
errors (compile errors and loading/linking errors) will show up 
in that output. Take a moment to glance over the output and 
be grateful you do not have to type those commands for each 
compilation. 

Your application can then be executed by choosing either 
Build > Execute or Build > Start Debug > Go. Choose the 
latter if you want to debug the application. Visual C++ must 
first launch the emulator and will therefore ask you for the 
"Executable for Debug Session" through a dialog box. You 
should specify the Quartz emulator executable (a typical location 
is \Symbian\6. 1 \epoc32\release\ wins\udeb\Epoc. exe), 
then click OK. The emulator will launch, and you will find the 
HelloWorld icon on the emulator's display. Click on this icon to 
launch the HelloWorld application. 

7 .2.5 Building the Application using the Command Line 

Using Visual c++ to build and run applications is convenient when 
you want to use an IDE. However, there are many times when the 
command line is quicker and easier to use. As you have already 
created the command line makefile, building from the command 
line can be done in one command: 

nmake -f helloworld.wins 

Running the above command will produce a series of long command 
invocations, mostly of the Visual c++ compiler (cl. exe). Perl 
is used to convert the resource file, and the Visual c++ linker 
is used to put together the final application for the emulator to 
run. The end result will be the same as using the Visual c++ 
environment. 

To launch the application from the command line, you need 
to type the name of the emulator executable (\Symbian\ 6 .1 \ 
epoc32\release\wins\udeb\Epoc. exe). This will launch 
the emulator and you can select the application within that 
environment. 

7.2.6 Building the Application for a Target Machine 

To build the application for a real target machine, you must choose 
an architecture to compile for, out of the 22 possible. A typical 
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processor is the ARM processor this can be given to makmake as

below

makmake helloworid arm4

This creates makefile called helloworld.arm4which can be

used to make the application as follows

nmake -f helloworld.arm4

Executing this command at the command line gives tremendous

amount of output and if all goes well generates compiled appli
cation in \Symbian\6 1\Quartz\Epoc32\Release\urel\
helloworid app

Atthis point delivery to target machine requires the application

any libraries that the application uses and any configuration files

that assist the application These all need to be placed in various

places on the
target machines file system and the SIS packaging

system will help do this Designing .pkg file that directs where

értain files go on the
target machine then packaging everything

up with the makesis command will produce SIS file ready for

installation

7.3 Using the Emulators

7.3.1 Getting Started

The emulator for the Quartz reference design is distributed with the

SDK for version 6.1 from Symbian This emulator is fundamental in

developing software for Symbian OS so getting familiar with it is

extremely important The emulator comes in two variants release

version and debug version The release version is faster and leaner

and suitable for running applications without debugging them The

debug version contains debug information useful to tools such as

Visual where it can be used for stepping though code and

testing various functions of the environment to check things like

resource usage memory leaks and graphics manipulation
You can start the emulator in two ways

Using the Windows Start button you can burrow your way
through menus to start it Start Programs Symbian 6.1

SDKs Quartz Emulator debug This will start the debug
version of the emulator
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processor is the ARM processor; this can be given to makmake as 
below: 

makmake helloworld arm4 

This creates a makefile called helloworld. arm4, ·which can be 
used to make the application as follows: 

nmake -f helloworld . arm4 

Executing this command at the command line gives a tremendous 
amount of output, and, if all goes well, generates a compiled appli­
cation in \Symbian\6 .1 \Quartz\Epoc32\Release\urel \ 
helloworld. app. 

At this point, delivery to a target machine requires the application, 
any libraries that the application uses, and any configuration files 
that assist the application. These all need to be placed in various 
places on the target machine's file system, and the SIS packaging 
system will help do this. Designing a .pkg file that directs where 
certain files go on the target machine, then packaging everything 
up with the makesis command, will produce a SIS file ready for 
installation. 

7 .3 Using the Emulators 

7 .3.1 Getting Started 

The emulator for the Quartz reference design is distributed with the 
SOK for version 6.1 from Symbian. This emulator is fundamental in 
developing software for Symbian OS, so getting familiar with it is 
extremely important. The emulator comes in two variants: a release 
version and a debug version. The release version is faster and leaner, 
and suitable for running applications without debugging them. The 
debug version contains debug information useful to tools such as 
Visual c++, where it can be used for stepping though code, and 
testing various functions of the environment to check things like 
resource usage, memory leaks, and graphics manipulation. 

You can start the emulator in two ways: 

• Using the Windows "Start" button, you can burrow your way 
through menus to start it: Start > Programs > Symbian 6.1 
SDKs > Quartz > Emulator (debug). This will start the debug 
version of the emulator. 
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You can execute the emulator program directly either through

the Windows Explorer or through command line invocation The

location on default Symbian OS SDK installation is \Symban\
1\Quartz\Epoc32\ReleaSe\w1ns\Udeb\EP0c .exe

Figure 7.2 shows an example of the emulator in operation It works

like generic Symbian OS Quartz device Symbian OS licensees

are allowed to customize the design and to change certain features

of the operation to create versions of the SDK which are closer to

their products look and feel

For design and testing purposes the function keys have special

significance to the emulator The table below itemizes what they

are used for

Table 7.1 Function keys in the emulator

Fl Works with the applications menu system starting

menus or expanding menu items

Alt F2 Simulates Help key or function Can be used for

context-sensitive help on applications

F4 Simulates switching removable media Removable

media are emulated by files in the host PCs directory

structure On the emulator they can be referenced by

the drive designation

F5 Simulates the opening and closing of the removable

media door

F8 Simulates record button starting and stopping

record operation

F9 Simulates power on condition as if the On key

were pressed

FlO Simulates power off condition as if the Off key

were pressed

Fll Simulates the devices case being closed and opened

Drives and their designations are important on the emulator The

default installation comes with drive and drive On
real Symbian OS device the drive designates the memory-
based default file system this drive is emulated as part of the

host PCs file system \Symban\6 1\Quartz\Epoc32\wins\c

on default installation Likewise on Symbian OS device

the drive designates the ROM file system but is emulated as

\Symbian\6 1\Quartz\Epoc32\release\wins\udeb\z on

default installation Other device drive emulations may be set up

they are represented on the host PC as files They can represent

regular storage or components like removable media
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• You can execute the emulator program directly, either through 
the Windows Explorer or through command line invocation. The 
location on a default Symbian OS SOK installation is \ Symbian\ 
6.1\Quartz\Epoc32\Release\wins\udeb\Epoc.exe. 

Figure 7.2 shows an example of the emulator in operation. It works 
like a generic Symbian OS Quartz device. Symbian OS licensees 
are allowed to customize the design and to change certain features 
of the operation to create versions of the SOK which are closer to 
their product's look and feel. 

For design and testing purposes, the function keys have special 
significance to the emulator. The table below itemizes what they 
are used for: 

Table 7.1 Function keys in the emulator 

Fl Works with the application's menu system: starting 
menus or expanding menu items. 

Alt F2 Simulates a "Help" key or function. Can be used for 
context-sensitive help on applications. 

F4 Simulates switching removable media. Removable 
media are emulated by files in the host PC's directory 
structure. On the emulator, they can be referenced by 
the Y: drive designation. 

FS Simulates the opening and closing of the removable 
media door. 

FB Simulates a " record" button, starting and stopping a 
record operation. 

F9 Simulates a "power on'' condition, as if the " On" key 
were pressed. • 

F l O Simulates a " power off" condition, as if the " Off" key 
were pressed. 

Fll Simulates the device's case being closed and opened. 

Drives and their designations are important on the emulator. The 
default installation comes with a C: drive and a Z: drive. On a 
real Symbian OS device, the c: drive designates the memory­
based default file system; this drive is emulated as part of the 
host PC's file system (\Syrnbian\6 .1 \Quartz\Epoc32\wins\c 
on a default installation). Likewise, on a Symbian OS device, 
the z: drive designates the ROM file system, but is emulated as 
\Symbian\6 .1 \Quartz\Epoc32\release\wins\udeb\z on a 
default installation. Other device drive emulations may be set up; 
they are represented on the host PC as files. They can represent 
regular stor~ge or components like removable media. 
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Other Aspects of the Emulator

There are too many interesting aspects of the Quartz emulator to

include here check out the emulator guide in the Quartz doc
umentation see \Symbian\6 l\Shared\cPP\Developer

Library\quartz Quart zEmulator emulator index
html And by all means start up the emulator and play
There is no substitute for getting your hands dirty

7.3.2 Using the Emulator with Communication Devices

The emulator is an extremely useful tool for developing software

However it is itself software by designemulating hardware while

not actually composed of hardware When we develop communi
cation software we need to access communication devices Since

these are likely to be external devices not under Symbians control

they will more than likely be actual hardware devices that need to

be connected to the emulator

So the emulator builds bridge between software emulation and

hardware peripherals The default installation contains the following

hardware connections

Serial ports for the emulator are connected to the host PCs

serial ports COMM0 on the emulator is connected to COM1
on the PC COMM1 on the emulator is connected to COM2 on

the PC
The lR port on the emulator must be an added device Infrared

port peripheral devicessuch as JetEye 7401 or an Extended

Systems 9680Bcan be connected to serial port and can act

as an IR port for PC Upon startup the emulator will look

for such device and will use it as the 1k port for the Quartz
emulator The default port the emulator looks at is COM2

For Bluetooth functionality the emulator looks for an Ericsson

Bluetooth MiniKit EBMK connected to serial port By default

it looks on COM1 for the EBMK If it finds Bluetooth card

there the emulator assumes it has Bluetooth functionality and

uses the EBMK to send and receive Bluetooth packets

GSM access is enabled by the emulator if it detects GSM

phone connected through an infrared port device on serial

port The phone must be IR enabled naturally with the 1k

port activated Once this arrangement is detected the emula

tor will send and receive SMS messages directly through the

phone
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7 .3.2 Using the Emulator with Communication Devices 

The emulator is an extremely useful tool for developing software. 
However, it is itself software by design-emulating hardware while 
not actually composed of hardware. When we develop communi­
cation software, we need to access communication devices. Since 
these are likely to be external devices not under Symbian's control, 
they will more than likely be actual hardware devices that need to 
be connected to the emulator. 

So the emulator builds a bridge between software emulation and 
hardware peripherals. The default installation contains the following 
hardware connections: 

• Serial ports for the emulator are connected to the host PC's 
serial ports. COMM::0 on the emulator is connected to COM1 
on the PC; COMM::1 on the emulator is connected to COM2 on 
the PC. 

• The IR port on the emulator must be an added device. Infrared 
port peripheral devices-such as a JetEye 7401 or an Extended 
Systems 96808-can be connected to a serial port and can act 
as an IR port for a PC. Upon startup, the emulator will look 
for such a device, and will use it as the IR port for the Quartz 
emulator. The default port the emulator looks at is COM2. 

• For 8/uetooth functionality, the emulator looks for an Ericsson 
Bluetooth MiniKit (EBMK) connected to a serial port. By default, 
it looks on COM1 for the EBMK. If it finds a Bluetooth card 
there, the emulator assumes it has Bluetooth functionality and 
uses the EBMK to send and receive Bluetooth packets. 

• GSM access is enabled by the emulator if it detects a GSM 
phone connected through an infrared port device on a serial 
port. The phone must be IR enabled (naturally) with the IR 
port activated. Once this arrangement is detected, the emula­
tor will send and receive SMS messages directly through the 
phone. 
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Some of these configurations are customizable through configu

ration files Specifically the port used to detect the devices can

be changed Look in \Sym.bian\6 i\Quartz\Epoc32\winS\C\

system\data for ESK files irda wins esk to configure the IR

to-COM port map and bt esk to configure the port for the EBMK
Note that you cannot use serial port to emulate more than one

component For example you cannot expect to use the emulators

COMMU and Bluetooth EBMK on the host PCs COM1 You

must plan for device usage and specify which ports will be used

through the esk files

7.4 Introducing TodoX More Extensive Example

In the next several chapters we will be using an example called

TodoX This is simple example of how to exchange to-do list

items between two devices We will begin in the next chap

ter by using serial communications to exchange to-do list items

and will enhance the example to handle new communications

technologies as we introduce them from chapter to chapter This

section will include an illustration of how to install and run this

software

7.4.1 Building and Running the Application

As the first step you must retrieve copy of the software source

from the Web site for this book Access the URL http//www

symbian.com/books/socp/socp-support.html Navigate to the sec

tion on supporting software and download the file todox.zip

Follow the instructions on the Web site to unzip this archive and

get the source files on your computers disk storage

Next find the directory in which you stored the source files

Locate and examine the bid inf file This file is just as simple as

in the HeiloWorid example it references the todox.mmp file as

project file

Locate and examine the MMP file shown below

TARGET TodoX.app

TARGETTYPE app

UlO Ox100039CE Ox1O1F3OCF

TARGETPATH \system\apps\TodoX

SOURCE TodoXcpp TodoXdialogs.epp

SOURCE TodoXferBase.cpp

SOURCE TodoXiferSerial .cpp TodoXferSerialAO.cpp

SOURCE TodoXferlRSerial cpp TodoXferlRSocket .cpp

SOURCE TodoXferBt.cpp
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Some of these configurations are customizable through configu­

ration files. Specifically, the port used to detect the devices can 

be changed. Look in \Symbian\6 .1 \ Quartz \ Epoc32\wins\c\ 

system\ data for ESK files: irda_wins. esk to configure the IR­

to-COM port map and bt. esk to configure the port for the EBMK. 

Note that you cannot use a serial port to emulate more than one 

component. For example, you cannot expect to use the emulator's 

COMM::0 and a Bluetooth EBMK on the host PC's COM1. You 

must plan for device usage and specify which ports will be used 

through the esk files. 

7 .4 Introducing TodoX: A More Extensive Example 

In the next several chapters, we will be using an example called 

TodoX. This is a simple example of how to exchange to-do list 

items between two devices. We will begin in the next chap­

ter by using serial communications to exchange to-do list items 

and will enhance the example to handle new communications 

technologies as we introduce them from chapter to chapter. This 

section w ill include an illustration of how to install and run this 

software. 

7 .4.1 Building and Running the Application 

As the first step, you must retrieve a copy of the software source 

from the Web site for this book. Access the URL http://www. 
symbian.comlbooks/socplsocp-support.html. Navigate to the sec­

tion on supporting software and download the file t odox . z ip: 

Follow the instructions on the Web site to unzip this archive and 

get the source files on your computer's disk storage. 

Next, find the directory in which you stored the source fi les. 

Locate and examine the bld . inf file. This file is just as simple as 

in the Hel l oWorld example; it references the todox . mmp fil e as 

a project fil e. 
Locate and examine the MMP file, shown qelow: 

TARGET 
TARGETTYPE 
UID 
TARGETPATH 

SOURCE 
SOURCE 
SOURCE 
SOURCE 
SOURCE 

Tod oX.app 

app 
0xl00039CE 0x l01F3DCF 

\syst em\apps\TodoX 

TodoX. cpp Tod oXdia l ogs. cpp 

TodoXfe r Base.cpp 

TodoXferSerial.cpp TodoXferSeri alAO . cpp 

TodoXferI RSerial.cpp TodoXfer IRSocket.cpp 

TodoXfe r Bt . c p p 
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SOURCE TodoXerEmail .cpp

SOURCE AgendaFileReader.cpp

RESOURCE TodoX rss

IJSERINCLUDE

SYSTEMINCLUDE \epoc32\include
LIBRARY euser.lib efsrv.lib estor.lib etext.lib
LIBRARY cone.lib apparc.lib
LIBRARY eikcore.lib qkctl.lib eikcoctl.lib eikdlg.lib
LIBRARY bafl.lib c32.lib

LIBRARY agnrnodeLlib agndasvr.lib agnapi.lib agnsynca.lib
LIBRARY esock.lib rda.lib
LIBRARY bluetooth lib btrnanclient lib

LIBRARY send.iib

From this file we can deduce several things about TodoX

It is an application see the TARGETTYPE line with UID of

Ox1OTF3DCF obtained this from Symbian for this project

The application and its supporting files are stored in the standard

location of \system\apps\Todox the TARGETPATH line

There large number of source files and quite few more

libraries that are needed when compared to the HelloWorid

example

There is resource file TodoX rss that supports the

application

The easiest way to build this application is to use the bidmake and

abid command combination Start by generating the construction

files using the bidmake command in the directory to which you

unzipped the source files as below

bidmake bldfiles

This should return to the command prompt with no output How
ever the construction files should now be built and you can build

the application by giving the command below

abid build wins

You should see much output as the application is compiled and

installed

Now by running the Quartz emulator you should see the TodoX

icon generic one with small diamond shape on it Click on

this icon with the mouse and you should start the application An

example of how this might look is in Figure 7.3
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SOURCE 
SOURCE 

RESOURCE 

USERINCLUDE 

TodoXferErnail.cpp 
AgendaFileReader.cpp 

TodoX.rss 

SYSTEMINCLUDE \epoc32\include 
LIBRARY euser.lib efsrv.lib estor.lib etext.lib 
LIBRARY 
LIBRARY 
LIBRARY 
LIBRARY 
LIBRARY 
LIBRARY 
LIBRARY 

cone.lib apparc.lib 
eikcore.lib qikctl. l ib eikcoctl.lib eikdlg.lib 
bafl.lib c32.lib 
agnrnodel.lib agndasvr. l ib agnapi.lib agnsynca. l ib 
esock.lib irda.lib 
bluetooth.lib btmanclient. l ib 
send.lib 

From this file, we can deduce several things about TodoX: 

• It is an application (see the TARGETTYPE line) with a UID of 
0xl01F3DCF (I obtained this from Symbian for this project). 

• The application and its supporting files are stored in the standard 
location of \system\apps\TodoX (the TARGETPATH line). 

• There a large number of source files and quite a few more 
libraries that are needed (when compared to the HelloWorld 
example). 

• There is a resource file (TodoX. rss) that supports the 
application. 

The easiest way to build this application is to use the bldmake and 
abld command combination. Start by generating the construction 
files using the bldmake command in the directory to which you 
unzipped the source files, as below: 

bldrnake bldfiles 

This should return to the command prompt with no output. How­
ever, the construction files should now be built, and you can build 
the application by giving the command below: 

abld build wins 

You should see much output as the application is compiled and 
installed. 

Now, by running the Quartz emulator, you should see the TodoX 

icon (a generic one, with a small diamond shape on it). Click on 
this icon with the mouse and you should start the application. An 
example of how this might look is in Figure 7.3. 
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t-leet with Sarah .and Diane re lab sciftware 

Figure 7 .3 Running the TodoX example application 

7.4.2 Exchanging To-do list Items 

The appi ication displays a l ist of to-do list items that you have 

entered using the "To do" application. To start an exchange of items 

between computers, you need two PCs running the application. 

Fo! low these steps: 

• Make sure the computers are connected. For a serial connection, 

connect the COM1 ports with a null modem cable. 

• From the TodoX application on both PCs, cl ick on the Mode 

menu from the menu bar and select the Serial choice (it is 
likely to be already selected). 

• On the rece iving computer, click on the Receive menu choice 

on the applicat ion's menu bar. 

• On the sending computer, click on one of the to-do items in 

the I ist. 

At this point, you should see some messages print on the blue status 

area on the bottom of the display screen. And you should see a 

new to-do list item listed on the receiving computer's application. 

Congratulations! 
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743 Editing the Source Files

You should use Visual to work with the source files To

generate Visual project file execute the command below

abid makefile vc6

After command has run you should have lile called TodoXdsw
in the source directory Use this file as the workspace file in

Visual

75 Summary

In this chapter we have reviewed the tools and procedures used

to develop software for Symbian OS and compiled and executed

our first application VVe reviewed the emulator environment itselt

which provides solid platform for application testing and the Way
that the emulator interfaces with various hardware Coniponents
connected to the host PC

The next chapter begins looking at real communications prograoo
ming by analyzing software development for serial comrnun atft.rn.

It is perhaps the most familiar for programmers and will serve as

good way to start l5L ussing communications programming
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7.4.3 Editing the Source Files 

You should use Visual c++ to work w ith the source files. To 
generate a Visual c++ project fi le, execute the command below: 

abld makefile vc6 

After command has run, you shou ld have a file called TodoX. dsw 
in the source directory. Use this file as the workspace file in 
Visual C++. 

7.5 Summary 

In this chapter, we have reviewed the tools and procedures used 
to develop software for Symbian OS, and com pi led and executed 
our first application . We reviewed the emu lator environment itself, 
w hich provides a solid platform for application testing, and the way 
that the emulator interfaces with various hardware components 
connected to the host PC. 

The next chapter begins looking at real communications program­
ming by analyzing software development for serial communication . 
It is perhaps the most familiar for programmers and will serve as a 
good way to start discussing communications programming. 





Serial Communications

It is always good when learning new material to start with what

you know It is safe bet that most computer users have had some

exposure to serial communication For example if you have ever

transferred data between handheld computer and PC then

you have probably used serial communication If you have ever

used modem on PC you have used serial communication

Serial communication is perhaps the oldest and the most familiar of

data transfer functions It is good place to start as we introduce

communications programming requirements and interfaces

We will examine this area in the following way We will first

examine the patterns that are involved in communications program

ming Across all programming platforms common patterns emerge
and we will analyze them We will then use these patterns to look at

the serial API for Symbian OS We will also examine active objects

as crucial part of communications programming Along the way
we will work through some examples and we will begin to look at

vCalendar objects

8.1 Programming Patterns for Communications

There is set of patterns that emerge from the way that we work

with communications programming There are two sets of patterns

that are important for our purposes here those that develop from

local Symbian device perspective and those that apply to data

exchange

8.1.1 The Local Perspective

On the local Symbian device there is pattern to the way that

communication is set up and executed Specifically communication

works through five phases

8 
Serial Communications 

It is always good when learning new material to start with what 
you know. It is a safe bet that most computer users have had some 
exposure to serial communication. For example, if you have ever 
transferred data between a handheld computer and a PC, then 
you have probably used serial communication. If you have ever 
used a modem on a PC, you have used serial communication. 
Serial communication is perhaps the oldest and the most familiar of 
data transfer functions. It is a good place to start as we introduce 
communications programming requirements and interfaces. 

We will examine this area in the following way. We will first 
examine the patterns that are involved in communications program­
ming. Across all programming platforms, common patterns emerge 
and we will analyze them. We will then use these patterns to look at 
the serial API for Symbian OS. We will also examine active objects 
as a crucial part of communications programming. Along the way, 
we will work through some examples and we will begin to look at 
vCalendar objects. 

8.1 Programming Patterns for Communications 

There is a set of patterns that emerge from the way that we work 
with communications programming. There are two sets of patterns 
that are important for our purposes here: those that develop from 
a local Symbian device perspective and those that apply to data 
exchange. 

8.1 .1 The Local Perspective 
On the local Symbian device, there is a pattern to the way that 
communication is set up and executed. Specifically, communication 
works through five phases: 
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Initialization We start communication on the local Symbian
device by initializing the communication system On larger

desktop computer this is not an issuethe drivers and commu
nication components are typically loaded at boot time by the

system However on small handheld device only those servers

and drivers that are immediately needed are started Therefore

the operating system must be prepared before communication

starts This means loading drivers and starting servers as needed

Opening the communication device In Symbian OS the com
munication device interface is designed much like file inter

face For example bytes are transferred by read and write

operations Just as the operating system sets up tables and struc

tures when file is opened it also sets up its own internal

housekeeping when we open device In addition the system

checks for access issues and sets up any protection mechanisms

that must be in place for the application to use the device

Configuring the communication device Once communication

device is open and access is granted we must configure it This

could be as simple as telling the device to use settings in the

communications database or it could involve setting parameters

through function calls There are very few settings for Bluetooth

devices for instance while there are several for IR ports e.g
baud rate and parity

Exchanging data Now we finally get to the point where real

data can be exchanged To exchange information with another

device we engage that device using protocol of some sort

All protocols have initialization sequences that must be worked

through with possibly lengthy data exchange sequence and

termination sequence

Closing the communication device As last step the device that

was used for communication can be closed This is signal for

the OS to reset the device interface and to free up the resources

that were dedicated to maintaining the devices operation

As demonstration of these ptterns lets dig into the TodoX

example that we introduced in Chapter am going to build

this example gradually Figure 8.1 shows complete set of the

communication classes and their derivation reJationships There are

seven example classes and two base classes CActive is Symbian

OS class we will describe later In the next few chapters we will

demonstrate the exchange of to-do list items over the serial port in
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• Initialization: We start communication on the local Symbian 
device by initializing the communication system. On a larger, 
desktop computer, this is not an issue-the drivers and commu­
nication components are typically loaded at boot time by the 
system. However, on a small handheld device, only those servers 
and drivers that are immediately needed are started. Therefore, 
the operating system must be prepared before communication 
starts. This means loading drivers and starting servers as needed. 

• Opening the communication device: In Symbian OS, the com­
munication device interface is designed much like a file inter­
face. For example, bytes are transferred by read and write 
operations. Just as the operating system sets up tables and struc­
tures when a fil e is opened, it also sets up its own internal 
housekeeping when we open a device. In addition, the system 
checks for access issues and sets up any protection mechanisms 
that must be in place for the application to use the device. 

• Configuring the communication device: Once a communication 
device is open and access is granted, we must configure it. This 
could be as simple as telling the device to use settings in the 
communications database or it could involve setting parameters 
through function ca lls. There are very few settings for Bluetooth 
devices, for instance, while there are several for IR ports (e.g., 
baud rate and parity). 

• Exchanging data: Now we finally get to the point where real 
data can be exchanged. To exchange information with another 
device, we engage that device using a protocol of some sort. 
All protocols have initialization sequences that must be worked 
through, with a (possibly lengthy) data exchange sequence, and 
a termination sequence. 

• Closing the communication device: As a last step, the device that 
was used for communication can be closed. This is a signal for 
the OS to reset the device interface and to free up the resources 
that were dedicated to maintaining the device's operation. 

As a demonstration of these patterns, let's dig into the TodoX 

example that we introduced in Chapter 7. I am going to build 
this example gradually. Figure 8.1 shows a complete set of the 
communication classes and their derivation relationships. There are 
seven example classes and two base classes (CAct i ve is a Symbian 
OS class we will describe later). In the next few chapters, we w ill 
demonstrate the exchange of to-do list items over the serial port (in 
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TodoXferMTM_J

TodoXferlRSerial TodoXferTCPlP

ferSjlOAti
Figure 8.1 Diagram of the TodoX example communication classes

two different ways using serial IR using TinvTP with Bluetooth

and via email

Coding for Examples

Beginning here and continuing throughout the rest of thi book

you will find many ode examples These examples usually take

the form of fragments of codeeither real fragments grabbed
from the middle of definition or complete Iun ck-flnition

from class In all cases the complete context of the fragment
will be missing and only the minimal amount of code that is

necessary is included

For example you will notice that class definitions will not

nclude rode from private sections or even protected sections

Since we cannot access these definitions will not include them

The problem with this is that have to make certain assump
tions and take liberties with the code For instance you will

notice that literal strmgs are expressed with the macro _L
when should be using _LIT Using the latter torm hoA

ever means including more context than believe is relevant at

the time You will not find include statements or nia.ro

definitions also will eliniinate complete sections of irrelevant

code by using comments to describe what that code actually did
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TodoXterMTM 

TodoXferBT 

TodoXferlRSerial TodoXferTCPIP 

TodoXferSerialAO TodoXferlRSocket 

TodoXferSerial CActive 

Figure 8.1 Diagram of the TodoX example communication classes. 

two different ways), using serial IR, using TinyTP, w ith Bluetooth, 
and via emai I. 
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If at any time things get confusing remember that alt ôde

examples are available cir the suppert Web it for this book

The complete contet iver the source code aiid have

obeyed proper coding standards in thatcode

The base class header that defines most of this structure is given

below

class TodoXferBase

public
TodoXferBase
TodoXferBase

virtual TInt InitTDesC0
virtual TBool OpenLO0
virtual void ConfigureU0
virtual void Close0

virtual void SendltemCAgnEntry
virtual void ReceiveItemL0
virtual void SendltemVCalCAgnEntry
virtual CAgnEntry ReceiveltemVCal

protected
void Sandconst TDesB aText
void ReceiveTDes8 aText

Note first that the first four functions implement four of the

five phases we discussed for device communication The next

twoSendltem and Receiveltem implement the data

exchange protocol We have two functions that send and receive

vCalendar objects Finally the Send and Receive functions

will be at the heart of the underlying implementation of how to send

strings between devices

The first thing that we have to do is to decide on protocol for this

exchangebut for this introduction lets assume we have already

decided that detail Further lets assume that our application has

been started We have selected serial transfer mode appropriate
for this chapter and when we tap on line representing to-do list

item transfer will begin

Initialization will include loading the physical and logical

device drivers and starting
the communication server if nec

essary In addition we need to establish connection with the
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The base class header that defines most of this structure is given 
below: 

c lass TodoXferBase 

public: 
TodoXferBase() ; 
-TodoXferBase() ; 

virtual Tint Init( TDesC&)=0; 
virtual TBool OpenL() =0; 
virtua l void Configure () =0; 
virtual void Close()=0 ; 

v irt ual void Sendi t em(CAgnEntry *)=0; 
v i rtual void Rece iveitem () =0; 
virtua l void Sendi temVCal (CAgnEntry *)=0; 
virt ua l CAgnEntry* Recei veitemVCal ( )=0; 

pro t ected: 
voi d Send(const TDesB &aText ) ; 
void Re ceive(TDesB &aText); 

Note first that the first four functions implement four of the 
five phases we discussed for device communication. The next 
two- Senditem () and Recei veitem ( ) - implement the data 
exchange protocol. We have two functions that send and receive 
vCalendar objects. Final ly, the Send () and Receive () functions 
will be at the heart of the underly ing implementation of how to send 
strings between devices. 

The first thing that we have to do is to dec ide on a protocol for this 
exchange-but for this introduction, let's assume we have already 
decided that detail. Further, let's assume that our application has 
been started. We have selected a serial transfer mode (appropriate 
for this chapter) and when we tap on a l ine representing a to-do list 
item, transfer w ill begin . 

• Initialization wi ll include loading the physica l and logical 
device drivers and starting the communication server, if nec­
essary. In addition, we need to establish a connection with the 
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communication server and inform the server which communi
cation module to load recall CSY modules from Chapter

Opening the device is simple one system call takes care of this

step We must make sure we field the return codes from the

system call properly

For serial port there are several configuration parameters
baud rate number of start and stop bits on the data frame

parity and the handshake protocol Each of these must be set

before the to-do list item can be sent

Engaging in the protocol involves some initialization to discover

the remote device and to ensure it is ready then the exchange
of the item then some signal for termination basically flag to

announce that there are no more items coming

Finally closing the device also means closing the connection to

the communications server

The remote devicereceiver of the to-do list itemsmust go
through similar sequence of steps The protocol is bit different

when receiving an item but the rest of the steps are much the same
Consider the following code

void CTodoXApptji SendltemTInt alndex

// Select the chosen entry from the Agenda items

iReader-ReadEntryLiEntrylDs

II Start Comm phases based on mode of transfer
switch iXferMode

case ESerialMode

iXferPort-InitLECtJART
iXferPort OpenL
iXferPort-Configure
break

// other cases

/1 Now we engage the protocol send the todo item
iXferPort-SendltemiReader-iEntry

// close the device if necessary
if iXferMode ESerialMode iXferPort-Close

We call this function from the AppiJi class of the application

once list item has been tapped with the stylus Notice that the

sequence works out in the order we have described it above The
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communication server, and inform the server wh ich communi­
cation module to load (recall CSY modules from Chapter 3). 

• Opening the device is simple: one system call takes care of this 
step. We must make sure we field the return codes from the 
system call properly. 

• For a serial port, there are several configuration parameters: 
baud rate, number of start and stop bits on the data frame, 
parity, and the handshake protocol. Each of these must be set 
before the to-do list item can be sent. 

• Engaging in the protocol involves some initialization (to discover 
the remote device and to ensure it is ready), then the exchange 
of the item, then some signal for termination (basical ly a flag to 
announce that there are no more items coming). 

• Finally, closing the device also means closing the connection to 
the communications server. 

The remote device- receiver of the to-do list items-must go 
through a similar sequence of steps. The protocol is a bit different 
when receiving an item, but the rest of the steps are much the same. 

Consider the fo llowing code: 

void CTodoXAppUi: :Senditem(Tint aindex) 
{ 

// Select the chosen entry from the Agenda i tems 
iReader- >ReadEntryL (iEntryIDs[ai ndex]); 

// Start comm. p h ases based on mode of transfer 
switch (iXferMode ) { 

case ESerialMode: 
iXferPort - >Init(_ L( "ECUART")); 
iXferPo rt- >OpenL() ; 
i XferPort - >Configure () ; 
break ; 

// ... other cases . . . 

// Now we engage the protocol: send the to - do item ! 
iXferPort- >Senditem(iReader - >iEntry); 

// close the device if ne cessary 
if (iXferMode == ESerialMode ) iXferPor t - >Cl ose( ) ; 

We call this function from the AppUi class of the application 
once a list item has been tapped with the stylus. Notice that the 
sequence works out in the order we have described it above. The 



146 SERIAL COMMUNICATIONS

variable ixferPort points to different port implementations but

the pattern from initialization through device closing is the same

For example if iXferMode has the value EBtNode indicating

Bluetooth data transfer then iXferPort will still point to device

object in this case TodoXferEt object but subclassed from

the same base class We would use the same sequence of function

calls as in the sequence above

Receiving an item is basically the same

void CTodoXAppUi Receiveltem

CAgnEntry iEntry

II Start Comm phases based on mode of transfer

switch iXferMode
case ESerialMode

iXferPort-InitLECtJART
iXferPort- OpenL
iXferPort-Configure
break

1/.. other cases

1/ Now we engage the protocol receive the to-do item

iXferPort-Receiveltem

// Close the port if necessary
if iXferMode ESerialMode iXferPort-CloseO

8.1.2 Between Symbian Devices

Between two Symbian devices there is also pattern that develops
in the protocol that controls the data exchange There is always

protocol that is used even when the function used to exchange
data is made up by the programmer Protocols are by definition

the arrangements that both sides go through to get the data across

Whether it is standard protocol or one that programmer invents

protocol is always used nonetheless

Protocols typically have three phases

Establishment The two sides must establish and initialize

connection before any data is exchanged Each side will initialize

data allocate resources and otherwise prepare for the exchange
In addition each side works with the other to get to the right

state with respect to the data exchange
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variable iXferPort points to different port implementations, but 
the pattern from initialization through device closing is the same. 
For example, if iXferMode has the value EBtMode (indicating 

· Bluetooth data transfer), then iXferPort will still point to a device 
object (in this case, a TodoXf erBt object, but subclassed from 
the same base class). We would use the same sequence of function 
calls as in the sequence above. 

Receiving an item is basically the same: 

void CTodoXAppUi: : Recei veitem () 
{ 

CAgnEntry *iEntry; 

// Start comm. phases based on mode of transfer 
switch (iXferMode) { 

~ase ESerialMode: 
iXferPort->Init(_L("ECUART")); 
iXferPort->OpenL(); 
iXferPort->Configure(); 
break; 

// ... other cases 

// Now we engage the protocol: receive the to-do item! 
iXferPort->Receiveitem(); 

// Close the port if necessary 
if (iXferMode == ESerialMode) iXferPort- >Close(); 

8.1.2 Between Symbian Devices 

Between two Symbian devices, there is also a pattern that develops 
in the protocol that controls the data exchange. There is always 
a protocol that is used, even when the function used to exchange 
data is made up by the programmer. Protocols are, by definition, 
the arrangements that both sides go through to get the data across. 
Whether it is a standard protocol or one that a programmer invents, 
a protocol is always used nonetheless. 

Protocols typically have three phases: 

• Establishment: The two sides must establish and initialize a 
connection before any datais exchanged. Ea,ch side will initialize 
data, allocate resources, and otherwise prepare for the exchange. 
In addition, each side works with the other to get to the right 
state with respect to the data exchange. • 
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Data exchange This is the core of protocol the phase where
real data flows between the two sides Issues such as flow control

and error checking are important here as well as the format of

the data and the methods used for exchange

Termination In this phase the protocol shuts down In the best

case it does so gracefully informing each side of the impending
shutdown and allowing for error checking and the releasing of

resources In the worst case timeout occurs and the protocol is

aborted in whatever state it was in

The protocol sequence in Figure 8.2 depicts the protocol for our

to-do list item exchange example It is admittedly simplistic but it

serves our purpose The top tier is the establishment phase where

each side announces it is ready and the sender informs the receiver

how many items are coming The middle tier is the data exchange

phase where each item is sent in three parts priority due date and

item text The bottom tier is the termination phase where each side

announces it is done and they terminate the conversation We will

discuss this protocol later in more detail

Sender Receiver

ESTABLISHMENT

DueDate

0m/3
OGOOD

TERMINATION

Figure 8.2 The protocol sequence for the to-do list item example
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• Data exchange: This is the core of a protocol, the phase where 
real data flows between the two sides. Issues such as flow control 
and error checking are important here, as well as the format,of 
the data and the methods used for exchange. 

• Termination: In this phase, the protocol shuts down. In the best 
case, it does so gracefully, informing each side of the impending 
shutdown and allowing for error checking and the releasing of 
.resources. In the worst case, timeout occurs and the protocol is 
aborted in whatever state it was in. 

The protocol sequence in Figure 8.2 depicts the protocol for our 
to-do list item exchange example. It is admittedly simplistic, but it 
serves our purpose. The top tier is the establishment phase, where 
each side announces it is ready and the sender informs the receiver 
how many items are coming. The middle tier is the ·data exchange 
phase, where each item is sent in three parts: priority, due date, and 
item text. The bottom tier is the termination phase, where each side 
announces it is done, and they terminate the conversation . We will 
discuss this protocol later in more detail. 

Sender 

"Ready'' 
~ 
~TIMEOUT 

ESTABLISHMENT 

Receiver 

Q _.--"OK/E}' 
~.;,., RX1 

Pnority 

"OK/:' RX2 

DueDate 

a ~"OK" RX3 

~mText 

a _"DONE"~ 

~ODBY1/
0

::::, 

a , ."OK" TERMINATION 

&-

D 
A 
T 
A 

E 
X 
C 
H 
A 
N 
G 
E 

Figure 8.2 The protocol sequence for the to-do list item example. 
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It might not be easy to see the worth of these patterns now

They appear quite simple As we progress through the Symbian

OS communications architecture we will see how these patterns

appear again and again Understanding them will greatly help in

understanding how the communications architecture works

8.2 The Communications Server

Using communications in Symbian Os begins with the com
munications server The communications server functionality is

implemented by the RcommServ class The typical procedure to

use communication device is as follows

Create an instance of the RCommServ class

Connect to the communications server Instances of the RComm
Serv class can access the connector function

TInt Connect

This function will connect the application to running com
munications server

When successful Connect call has been made the

RCommServ object can be used in all subsequent API calls

that require it Most initial Open calls to start using com
munications device require RCommServ object

When communication activity is completed the connection

with the communications server must be severed with call to

Close

TInt Close

There are other functions defined for the RCommServ class but we

will encounter these as we need them

Sometimes to connect to the server we must make sure that it

is started and running The way to start the server is to use utility

function found in c32comms.h

TInt StartC32

This call starts the communications server If the server is not

running it is started If it is already running nothing happens It is

not an error to try to start running server
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It might not be easy to see the worth of these patterns now. 
They appear quite simple. As we progress through the Symbian 
OS communications architecture, we will see how these patterns 
appear again and again. Understanding them will greatly help in 
understanding how the communications architecture works. 

8.2 The Communications Server 

Using communications in Symbian OS begins with · the com­
munications server. The communications server functionality is 
implemented by the RCommServ class. The typical procedure to 
use a communication device is as follows: 

1. Create an instance of the RCommServ class. 

2. Connect to the communications server. Instances of the RComm­

Serv class can access the connector function: 

Tint Connect(); 

This function will connect the application to a running com­
munications server. 

3. When a successful Connect() ca ll has been made, the 
RCommServ object can be used in all subsequent API ca lls 
that require it. Most initial Open () calls to start using a com­
munications device require a RCommServ object. 

4. When communication activity is completed, the connection 
with the communications server must be severed with a call to 
Close (): 

Tint Cl ose (); 

There are other functions defined for the RCommServ class, but we 
will encounter these as we need them. 

Sometimes, to connect to the server, we mu.st make sure that it 
is started and running. The way to start the server is to use a utility 
function (found in c32comms. h): 

Tint StartC3 2( ); 

This call starts the communications server. If the server is not 
running, it is started. If it is already running, nothing happens. It is 
not an error to try to start a running server. 
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8.3 The Serial API

So lets dig in and take look at the serial communication API As

guide we will use the patterns we outlined in the previous section

As an aside note that there will be two versions of the serial code

developed for the TodoX example The one shown in this section

demonstrates how to use the serial port without active objects Later

in this chapter we will reexamine the example and rewrite the code

to use active objects

8.3.1 Initializing the System

Step Load the drivers

There are several steps to initializing the serial interface As first

step in the process the drivers must be loaded This means both the

physical and the logical drivers Two functions from the User class

library apply here

static TInt LoadPhysicalDeviceconst TflesC aFileName

This call causes the OS to load the device driver for the physical

device given as the argument to the function Notice the parameter
isa string the name of the file containing the driver The call returns

code to reflect the success or failure of the device loading

static TInt LoadLogicalDeviceconst TDesC aFileName

This call causes the OS to load the device driver for the logical

device given as the argument tO the function Again the parameter
isa filename and the call returns code to reflect success or failure

The name given for the driver file is assigned by Symbian and

must be present in defined places in the file system The code

fragment below explains the name assignments

if defined WINS
LITPDDNNIE ECDRV
LITLDDNAIVIE ECOMM

else
LITPDDNAI4E EUARTl
LITLDDNAI45 ECOMM

endif

The definitions are different depending on your environment The

symbol _WINS is automatically defined if you are compiling

code for the emulator environment
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8.3 The Serial API 

• So, let's dig in and take a look at the serial communication API. As a 
guide, we will use the patterns we outlined in the previous section. 

• As an aside, note that there wi 11 be two versions of the serial code 
developed for the TodoX example. The one shown in this section 
demonstrates how to use the serial port without active objects. Later 
in this chapter, we wil I reexamine the example and rewrite the code 
to use active objects. 

• 8.3.1 Initializing the System 

Step 1: Load the drivers 

There are several steps to initializing the serial interface. As a first 
step in the process, the drivers must be loaded. This means both the 
physical and the logical drivers. Two functions from the User class 
library apply here: 

static Tint LoadPhysicalDevice (const TDesC& aFileName ) ; 

This call causes the OS to load the device driver for the physical 
device given as the argument to the function. Notice the parameter 
is a string, the name of the file containing the driver. The call returns 
a code to reflect the success or failure of the device loading. 

static Tint LoadLogicalDevice(const TDesC &aFileName); 

This call causes the OS to load the device driver for the logical 
device given as the argument to the function. Again, the parameter 
is a filename, and the call returns a code to reflect success or failure. 

The name given for the driver file is assigned by Symbian and 
must be present in defined places in the file system. The code 
fragment below explains the name assignments 

#if defined (_WINS 
LIT ( PDD _NAME, "ECDRV") ; 

_LIT (LDD_NAME, "ECOMM"); 
#else 
_LIT(PDD_NAME, "EUARTl") ; 

LIT (LDD_NAME, "ECOMM"); 
#endif 

The definitions are different, depending on your environment. The 
symbol _WINS_ is automatically defined if you are compiling 
code for the emulator environment. 
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Note here that the filenames have no suffix the OS automatically

adds the suffix when needed .PDD or LDD Also the filenames

are not specified with an absolute path name the system will search

for the proper driver files usually in \System\Libs on all drives

present

Step Connect to the communication server

The next step is to connect to the communications server We
should start the server and connect to it as described in Section 8.2

Step Load the serial CSY module

To interface the communications server with the hardware we

must load the appropriate CSY module In the serial case this is the

ECLJART module and loading is straightforward Again we use an

RCommServ instance to call

TInt LoadCommModule const TDesC aFileName

This call again uses string filename and causes the communications

server to load the CSY module specified As with loading drivers

the system will automatically append the suffix .CSY and will

commence system-wide search for the drivers specified so no

absolute pathname is needed

Step Initializing in the to-do list example

Before we can initialize the serial port we must have an RComm
Serv object In the TodoX example the TodoXferSerial class

declares this object as well as other objects and functions we

will need

class TodoXferSerial public TodoXferBase

public
TodoXferSerial CTodoXAppui
-TodoXferSerialO

TBool OpenLO
TBool OpenLTDesC
TInt mit TDesC
void ConfiqureO
void Configure TBpS baudrate TDataBits databits

TParity parity TStopits stopbits
void Close
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Note here that the filenames have no suffix; the OS automatically 
adds the suffix when needed (. PDD or . LDD). Also, the filenames 
are not specified with an absolute pathname; the system will search 
for the proper driver files (usually in \System\Libs on all drives 
present). 

Step 2: Connect to the communication server 

The next step is to connect to the communications server. We 
should start the server and connect to it as described in Section 8.2. 

Step 3: load the serial CSY module 

To interface the communications server with the hardware, we 
must load the appropriate CSY module. In the serial case, this is the 
ECUART module, and loading is straightforward. Again, we use an 
RCornrnServ instance to call 

Tint LoadCommModule(const TDesC &aFileName); 

This call again uses a string filename and causes the communications 
server to load the CSY module specified. As with loading drivers, 
the system will automatically append the suffix ( . CSY) and will 
commence a system-wide search for the drivers specified, so no 
absolute pathname is needed. 

Step 4: Initializing in the to-do list example 

Before we can initialize the serial port, we must have an RCornrn­

Serv object. In the TodoX example, the TodoXferSerial class 
declares this object, as well as other objects and functions we 
will need. 

class TodoXferSerial: public TodoXferBase 

public: 
TodoXferSerial(CTodoXAppUi* ) ; 
-TodoXferSerial() ; 

TBool OpenL( ); 
TBool OpenL(TDesC&); 
Tint Init (TDesC&); 
void Configure () ; 
void Configure(TBps baudrate, TDataBits databits , 

TParity parity, TStopBits stopbits); 
void Close ( ) ; 
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void SendltemCAgnEntry
void ReceiveltemO
void SendltemVCalCAgnEntry
CAgnEntry ReceiveltemVCalO

private
void Sendconst TDesB aText
void ReceiveTDes8 aText

protected
RCommServ eerver
RComm commPort
CTOdOXAppUi iAppUi

Initializing the serial port in the TodoX example is done through

the mit function of the TodoXferSerial class

TInt TodoXferSerial InitTDesC aModuleName

TInt result

// Load the phyeical device driver
result User LoadPhysicalDevice PDD NAME
if Cesult KErrNone result KErrAlreadyExists

Ueer Leaveresult

// Similarly for the Logical device driver
result User LoadLogicalDeviceLDD NAME
if result KErrNone result KErrAlreadyExists

User Leaveresult

// Start comm server if necessary
result StartC32O
if result KErrNone result KErrAlreadysxists

User Leaveresult

// Connect to the comm server

result server.ConnectQ
if result KErrNone User Leaveresult

// Load the comm module

result server.LoadCommModuleaModuleName
User LeavelfErrorresult

return ETrue

Note that the calls to load device drivers will return two accept
able result codes These are either KErrNone for no error or

KErrAlreadyExists for the case that the drivers are already

THE SERIAL API 

void Sendltem(CAgnEntry *); 
void Receiveltem(); 
void SendltemVCal(CAgnEntry *); 
CAgnEntry* ReceiveltemVCal(); 
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private: 
void Send(const TDesB &aText); 
void Receive(TDesB &aText); 

protected: 

} ; 

RCommServ server; _ 
RComm commPort; 
CTodoXAppUi* iAppUi; 

Initializing the serial port in the TodoX example is done through 
the Ini t function of the TodoXferSerial class: 

Tlnt TodoXferSerial::Init(TDesC &aModuleName) 
{ 

Tint result; 

/ / Load the physical device driver 
result= User: :LoadPhysicalDevice (PDD_NAME ); 
if (result != KErrNone && result !_= KErrAlreadyExists ) 

User: :Leave(result); 

// Similarly f o r the Logical device dr i ver 
result= User : :LoadLogicalDevice(LDD_NAME); 
if (result != KErrNone && result != KErrAlreadyExists ) 

User::Leave(result); 

// Start comm server if necessary 
result= StartC32 (); 
if (r esult != KErrNone && result != KErrAlreadyExists ) 

User: :Leave (re sult ); 

// Connect t o the comm server 
result = server . Connect ( ); 
if (result ! = KErrNone} User::Leave(result ) ; 

// Load the comm module 
result= server . LoadCommModule(aModule Name); 
User: : LeaveifError (result); 

return ETrue; 

Note that the calls to load device drivers will return two accept­
able result codes. These are either KErrNone, for no error, or 
KErrAlreadyExists, for the case that the drivers are already 
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loaded All other result codes cause the code to abort through

User Leave This is also the case with starting the commu
nications server acceptable result codes indicate no error or an

existing running server

8.3.2 Opening the Serial Port

Opening the serial port is straightforward but requires an instance

of the RComm class An RComm class object represents hardware

port and lies at the base of the protocol stacks Opening port uses

one of the following RComm Open functions

TInt Open RCommServ aServer const TDesC aName
TCommAccess aMode

TInt OpenRCommServ aServer const TDesC aName
TCornmAccess aModeTCommRole aRole

Both functions require communications server object the name of

the port to open and the mode used to access that port The name

of the port is string chosen from the names assigned to ports by

the port drivers In version 6.1 of Symbian os there are two serial

ports called COMM and COMM The access mode is chosen

from the enumeration type TCommAccess

enum TCornmAccess EComrnExclusive EComrnShared EComrePreernptable

The port may be opened for exclusive use by the current application

may be shared with other applications or may be pre-emptable
that is given up upon request by another application

The second version of the call allows the caller to configure tile

role of the port either as DCE the communication initiator or

DTE the communication receiver

enum TCommRole ECommRoleflTE ECommRoleDCE

The result code from the Open call will indicate the status of the

open operation result code of KErrLocked indicates that the

port is in use and opened by another application

Back to our TodoX example we can usethe RComm object

declared for the TodoXferSeral class to open the serial port

TBool TodoXferSerial OpenL

TBufl625 portname

portname Copy _L COMM
return OpenLportname
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loaded. All other result codes cause the code to abort through 
User: : Leave (). This is also the case with starting the commu­
nications server: acceptable result codes indicate no error or an 
existing running server. 

8.3.2 Opening the Serial Port 

Opening the serial port is straightforward, but requires an instance 
of the RComm class. An RComm class object represents a hardware 
port and lies at the base of the protocol stacks. Opening a port uses 
one of the following RComm: : Open functions: 

Tint Open(RCommServ &aServer, const TDesC &aName, 
TCommAccess aMode); 

Tint Open(RCommServ &aServer, const TDesC &aName, 
TCommAccess aMode,TCommRole a Role ); 

Both functions require a communications server object, the name of 
the port to open, and the mode used to access that port. The name 
of the port is a string, chosen from the names assigned to ports by 
the port drivers. In version 6.1 of Symbian os; there are two serial 
ports, called COMM: : o and COMM: : 1. The access mode is chosen 
from the enumeration type TCommAccess : 

enum TCommAccess {ECommExc lusive,ECommShared,ECo mmPreemptable } ; 

The port may be opened for exclusive use by the current application, 
may be shared with other applications, or may be "pre-emptable", 
that is, given up upon request by another application. 

The second version of the call allows the caller to configure the 
role of the port either as a DCE (the communication initiator) or a 
DTE (the communication receiver): 

enum TCommRole {ECommRoleDTE , ECommRoleDCE}; 

The result code from the Open call will indicate the status of the 
open operation. A result code of KErrLocked indicates that the 
port is in use and opened by another application. 

Back to our TodoX example, we can use · the RComm object 
declared for the TodoXferSerial class to open the serial port: 

TBool TodoXfe rSerial: :OpenL() 
{ 

TBuf l 6<25> portname; 

portname . Copy(_L(IICOMM::0 ")); 
return OpenL(portn a me) ; 
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TBool TodoXferSerjal OpenLTDesC aPortName

TInt result

result commport .Openserver aPortName ECommExclusive
User LeavelfErrorresult

return ETrue

Note that we want exclusive use of the port for the duration of the

to-do item exchange
There is another way to open the port that an RComm object

represents Specifically this uses the OpenWhenAvailable call

and is designed more for active objects We will elaborate further

when we discuss active objects later in the chapter

8.3.3 Configuring the Serial Port

Once the port is open we must configure it The more abstractly

we view the hardware the easier that hardware is to configure

Unfortunately we do not have very abstract view of the serial

port we are in fact dealing directly with the port through the

communications server as we defined before So we have several

details to work with

For serial ports we use two calls from the RComm class to get and

set their configuration

void ConfigTDesB aConfig const
TInt SetConfigconst TDesC8 aConfig

The argument to both calls is TDesC8 string declaration which in

this case is more accurately viewed as an array of 8-bit quantities

Each of those bytes contains configuration parameter Through
the magic of typing we can view this byte array as structure

through the TCommConfigVOl class

class TCommConfigVOl

public
TBps iRate
TflataBits iDataBits

TStopBits iStopBits
TParity iParity
TUint iHandshake
TUint iParityError
TUint iFifo
TInt iSpecialRate
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T~ool TodoXferSerial : :OpenL (TDesC &aPortName ) 
{ 

Tint result ; 

result= commPort. Open (server, aPortNa me, ECommExclusive); 
User::Leave ifError (result); 

return ETrue; 

Note that we want exclusive use of the port for the duration of the 
to-do item exchange. 

There is another way to open the port that an RComm object 
represents. Specifically, this uses the OpenWhenA.vailable call 
and is designed more for active objects. We will elaborate further 
when we discuss active objects later in the chapter. 

8.3.3 Configuring the Serial Port 

Once the port is open, we must configure it. The more abstractly 
we view the hardware, the easier that hardware is to configure. 
Unfortunately, we do not have a very abstract view of the serial 
port; we are, in fact, dealing directly with the port through the 
communications server as we defined before. So we have several 
details to work with. 

For serial ports, we use two calls fromthe RComrn class to get and 
set their configuration: 

v oid Config (TDes8 &aConfig) canst ; 
T i nt SetCon fig(const TDesCB &aConfig); 

The argument to both calls is a TDesCB string declaration, which in 
this case is more accurately viewed as an array of 8-bit quantities. 
Each of those bytes contains a configuration parameter. Through • 
the magic of c++ typing, we can view this byte array as a structure 
through the TCornmConfigVOl class: 

class TCommConfigV0l 
{ 
public : 

TBps iRate ; 
TDa t a Bits iDataBits ; 
TSt opBi ts iSt opBits ; 
TParity iParity ; 
TUirit iHan dsha ke; 
TUint i Pari ~yError; 
TUint i Fifo; 
Ti nt i SpecialRate ; 
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TInt iTerminatorCount
TTextB iTerminator
TTextB iXonChar
TTextS iXoffChar
TText8 iParityErrorChar
TSir iSIREnable
TIjint iSlRSettings

Each of these variables represents configuration parameter for an

RComm object Rather than fill these pages with the definitions of

each one you should review them in d32comm When an RComm

object is constructed each of these is given default value

good example of how to configure the port is given in

the TodoX example Consider the Configure function from the

TodoXferserjal class

void TodoXferSerial ConfigureTBpS baudrate
TDataBits databits

TParity parity
TStopBits stopbits

TCommConfig cBuf
TCommConfigVOl ccBuf

/7 Get the current configuration
commPort Config cBuf

7/ Set new settings

c.iFifo EFifoEnable
c.iRate baudrate
c.iHaridshake KConfigObeyCTS
c.iTerminatorCount
c.iDataEits databits

c.iParity parity
c.iStopBits stopbits

/7 Write the settings out

commPort SetConf ig cBuf

First notice that we use the TCommConfig structure to get and set

the configuration The TCommConfig structure is the byte array

the TCommConfigVOl structure is the class we use to manipulate

each element in the byte array by name Again by taking advantage

of type casting rules we can align the memory areas of these

two structures and make them work together as one

In the above example we first get the configuration then adjust

it and set it again This saves code because many of the settings
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Tint iTerrninatorCount; 
TText8 iTerrninator [KConfigMaxTerrninators]; 
TText8 iXonChar; 
TText8 iXoffChar; 
TText8 iParityErrorChar; 
TSir iSIREnable; 
TUint iSIRSettings; 

Each of these variables represents a configuration parameter for an 
RComm object. Rather than fill these pages with the definitions of 
each one, you should review them in d32comm. h. When an RComm 

object is constructed, each of these is given a default value. 
A good example of how to configure the port is given in 

the TodoX example. Consider the Configure function from the 
TodoXferSerial class: 

void TodoXferSerial: :Configure(TBps baudrate, 
TDataBits databits , 
TParity parity, 
TStopBits stopbits) 

TCornmConfig cBuf; 
TComrnConfigV0l &c=cBuf(); 

// Get the current configuration 
cornrnPort.Config(cBuf); 

// Set new settings 
c .iFifo = EFifoEnable; 
c . iRate = baudrate; 
c .iHandshake = KConfigObeyCTS; . 
c.iTerrninatorCount = 0; 
c . iDataBits = databits ; 
c.iParity = parity; 
c.iStopBits = stopbits ; 

// Write the settings out 
commPort.SetConfig(cBuf ); 

First, notice that we use the TCommConf ig structure to get and set 
the configuration. The TCommConf ig structure is the byte array; 
the TCommConfigVOl structure is the class we use to manipulate 
each element in the byte array by name. Again, by taking advantage 
of c++ type casting rules, we can align the memory areas of these 
two structures and make them work together as one. 

In the above example, we first get the configuration, then adjust 
it and set it again. This saves code, because many of the settings 
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are correct already and we only want to change few of them We
could startwith an uninitialized TCommConflg structure especially

if there were many parameters to change But when we only need

to alter few settings copying the old cdnfiguration works well

8.3.4 Exchanging Data

We are now finally ready to exchange data with the other com
puter At this point we will assume that the other side has gone

through the same steps that we have and is waiting for data from

the sender

Data is received and sent through the Read and Write

functions and their variations from the RComm class We will look

at these operations separately As we look at the functions that

implement reading and writing it is important to remember that

reading and writing data are asynchronous operations This means

that these operations might have to wait for data to arrive and this

waiting will cause blocking in the execution of the application

Reading data

Reading data from the serial port is done through various forms of

the Read function from the RComm class There are five forms of

Read ewill consider

void ReadTRequestStatus aStatus TDesB aDes
void ReadTRequestStatus aStatus TDesB afles

TInt aLength
void ReadTRequestStatus aStatus

TTimelntervalMicroSeconds32 aTimeOutTDes8 aDes
void ReadTRequestStatus aStatus

TTimelntervalMicro5econds32 aTimeOut Tfles8 afles
TInt aLength

void ReadOneOrMoreTRequestStatus aStatusTDes8 aDes

Each form reads data through the RComm object and places that

data in the aDes buffer given as the argument This buffer is of

type TDes8 which means it is an array of bytes All communi

cationwhether through the emulator or from real hardwareis

done in 8-bit quantities

Each form also contains an argument of the type TRequest
Status The operations attempt to read through their Rcomm object

until they complete at which point the TRequestStatus object

changes its value to reflect the status of the operation This is

the way asynchronous operations create result codes they cannot

return codes immediately as synchronous functions do
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are correct already and we only want to change a few of them. We 
could start with an uninitialized TCommConfig structure, especially 

. if there were many parameters to change. But when we only need 
to alter a few settings, copying the old configuration works well. 

8.3.4 Exchanging Data 

We are now (finally!) ready to exchange data with the other com­
puter. At this point, we will assume that the other side has gone 
through the same steps that we have and is waiting for data from 
the sender. 

Data is received and sent through the Read () and Write () 
functions and their variations from the RComm class. We will look 

·• at these operations separately. As we look at the functions that 
implement reading and writing, it is important to .remember that 
reading and writing data are asynchronous operations. This means 
that these operations might have to wait for data to arrive, and this 
waiting will cause blocking in the execution of the application. 

Reading data 

Reading data from the serial port is done through various forms of 
the Read () function from the RComm class. There are five forms of 
Read () we will consider: 

void Read(TRequestStatus &aStatus, TDes8 &aDes}; 
void Read(TRequestStatus &aStatus, TDes8 &aDes, 

Tint aLength) ; 
void Read(TRequestStatus &astatus, 

TTimeintervalMicroSeconds32 aTimeOut,TDes8 &aDes}; 
void Read(TRequestStatus &aStatus, 

TTimeintervalMicroSeconds32 aTimeOut,TDes8 &aDes, 
Tint aLength) ; 

void ReadOneOrMore(TRequestStatus &aStatus,TDes8 &aDes); 

Each form reads data through the RComm object and places that 
data in the aDes buffer given as the argument. This buffer is of 
type TDes8, which means it is an array of bytes. All communi­
cation-whether through the emulator or from real hardware-is 
done in 8-bit quantities. 

Each form also contains an argument of the type TRequest­
Status. The operations attempt to read through their RCommobject 
until they complete, at which point the TRequestStatus object 
changes its value to reflect the status of the operation. This is 
the way asynchronous operations create result codes; they cannot 
return codes immediately as synchronous functions do. 
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The first two variations reflect differences in the amount of the

input data stream and the length of the input buffer The first form

will read data until the buffer given as the second argument is full

The second form will read aLength bytes and return whether the

buffer is full or not The third and fourth forms add timeout feature

to the first and second implementations In addition to filling the

buffer they will timeout after aTimeOut microseconds and return

buffer filled with whatever data was obtained in that time interval

Should the buffer fill up during those aTimeOut microseconds the

functions will cancel the timer and return

The lastform is special one in that it examines the port hardware

and returns whatever it can If the serial drivers buffer contains data

this function will retrieve that data up to the length of the input

buffer If there is no data waiting then the function blocks until the

first byte is delivered It then returns this byte

Because reading is an asynchronous operation we must be able

to wait until it is done We can use one of several functions from

the User class to accomplish this

static void WaitForRequest TRequestStatus aStatus
static void WaitForRequest TRequestStatus aStatusl

TRequestStatus aStatus2
static void WaitForAnyRequestO

Each function blocks execution waiting for the status variable to

change its value When the value changes the function returns and

execution resumes The first version waits for one status variable

the second version waits for two the third will return on change

to any status variable

Writing data

Writing data follows much the same pattern as reading The write

operation is also asynchronous it blocks until it can complete

its operation and works in conjunction with TRequestStatus
variable

There are four forms of the write operation

void WriteTRequestStatus a5tatusconst TDesCB afles
void Write TRequestStatus aStatusconst TDesC8 afles

TInt aLength
void Writs TRequestStatus aStatus

TTimelntervalMicroSecOflds32 aTimeOut

const TDssCB aDss
void Write TRequestStatus aStatus

TTirnelntervalMicroSeconds32 aTimeOut

const TflesC8 aDes TInt aLength

Writing data 
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The first two variations reflect differences in the amount of the 
input data stream and the length of the input buffer. The first form 

. will read data until the buffer given as the second argument is full. 
The second form will read aLength bytes and return whether the 

buffer is full or not. The third and fourth forms add a timeout feature 

to the first and second implementations. In addition to filling the 

buffer, they will timeout after aTimeOut microseconds, and return 

a buffer filled with whatever data was obtained in that time interval. 
' • 

Should the buffer fill up during those aTimeOut microseconds, the 

functions will cancel the timer and return. 
The last form is a special one in that it examines the port hardware 

and returns whatever it can. If the serial driver's buffer contains data, 

this function will retrieve that data up to the length of the input 
buffer. If there is no data waiting, then the function blocks until the 

first byte is 'delivered. It then returns this byte. 
Because reading is an asynchronous operation, we must be able 

to wait until it is done. We can use one of several functions from 

the User class to accomplish this: 

static void WaitForRequest(TRequestStatus &aStatus); 

static void WaitForRequest(TRequestStatus &aStatusl, 
TRequestStatus &aStatus2); 

static void WaitForAnyRequest(); 

Each function blocks execution, waiting for the status variable to 

change its value. When the value changes, the function returns and 

execution resumes. The first version waits for one status variable; 
the second version waits for two; the third will return on a change 

to any status variable. 

Writing data follows much the same pattern as reading. The write 

operation is also asynchronous; it . blocks until it can complete 
its operation and works in conjunction with a TRequestStatus 

variable. 
There are four forms of the write operation: 

void Write(TRequestStatus &aStatus,const TDesCB &aDes); 

void Write(TRequestStatus &aStatus,const TDesCB &aDes, 

Tint aLength); 

void Wri te (TRequestStatus &aStatus, 
TTimeintervalMicroSeconds32 aTimeOut, 

const TDesCB ·&aDes) ; 
void Write(TRequestStatus &aStatus, 

TTimeintervalMicroSeconds32 aTimeOut , 

const . TDesCB &aDes, Tint aLength); 
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Each form sends data out through an RComm object each sends

an eight-bit buffer that was given as parameter each sets its

status variable according to the status of the write operation
Two forms the second and fourth send specific amount of

data from the buffer Two forms the third and fourth use

timer to wait aTimeOut microseconds for the write operation

to succeed

More on waiting for operations

The asynchronous nature of I/O has positive and negative facets

While it makes reading and writing more complicated it also

provides an opportunity for the processor to use the waiting time for

other things it may even power down the Symbian device during

this time
The behavior of the I/O operations is as follows each function

will return immediately regardless of the completed status of the

operation Only when the TRequestStatus variable has an inte

ger value of zero KErrNone is the data in the operations buffer

valid Until that point you are free to execute other code The

WaitForRequest function calls simply save you the execution

cycles of spinning in loop constantly checking the value of the

status variable

Because the I/O operation is executed in parallel it can be can

celled Given that the code is not blocked in WaitForRequest

function one of the RComm functions below can be called

void ReadCancel
void WriteCancel

These cancel Read and Write operations respectively

Reading and writing in the to-do item example

Reading and writing serial data in the TodoX example is accom
plished through two low-level calls

void Sendconst TDesB aText
TBool ReceiveTDesB aText

These functions operate directly on the serial interface and are

called by sendltem and ReceiveltemO which implement

the item exchange protocol
The Send function illustrates an issue we have looked at

before data frame format Even sending stringa sequence of
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Each form sends data out through an RComm object; each s~nds 
an eight-bit buffer that was given as a parameter; each sets its 
status variable according to the status of the write operation. 
Two forms (the second and fourth) send a specific amount of 
data from the buffer. Two forms (the third and fourth) use a 
timer to wait aTimeOut microseconds for the write operation 
to succeed. 

More on waiting for operations 

The asynchronous nature of 1/0 has positive and negative facets. 
While it makes reading and writing more complicated, it also 
provides an opportunity for the processor to use the waiting time for 
other things (it may even power down the Symbian device during 
this time). 

The behavior of the 1/0 operations is as follows: each function 
will return immediately, regardless of the completed status of the 
operation. Only when the TRequestStatus variable has an inte­
ger value of zero (KErrNone) is the data in the operation's buffer 
valid._ Until that point, you are free to execute other code. The 
Wai tForRequest function calls simply save you the execution 
cycles of spinning in a loop constantly checking the value of the 
status variable. 

Because the 1/0 operation is executed in parallel, it can be can­
cel led. Given that the code is not blocked in a WaitForRequest 

function, one of the RComm functions below can be _called: 

void ReadCa ncel () ; 
void WriteCance l ( ); 

These cancel Read and Wr ite operations, respectively. 

Reading and writing in the to-do item example 

Reading and writing serial data in the TodoX example is accom­
plished through two low-level calls: 

voi d Send(const TDesB &aText); 
TBool Receive(TDesB &aText); 

These functi-ons operate directly on the serial interface and are 
called by Senditem () and Recei veitem () , which implement 
the item exchange protocol. 

The Send ( ) function · illustrates an issue we have looked at 
before: data frame format. Even sending a string-a sequence of 
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bytesover simple serial port interface requires minimal data

frame The issue is
string length how do you indicate the length

of the
string

that is to be sent Our data frame shown in Figure 8.3

includes the length of the string
with the bytes that compose the

strings value as the first byte of the frame

length character bytes

Figure 8.3 simple data frame format

This is simple data frame It informs the remote receiver of the

number of bytes the sender is sending Since the receiver does not

get this information any other way sending it this way is important
The code of the Send function is below

void TodoXferSerial Sendconst TDes8 aText

TInt len
TRequestStatus status
TBuf82 buffer

len aText.Length

II Send the length

buffer.SettengthO
buffer.Append TChar len
commPort.Writestatus buffer
User WaitForRequeststatus
User LeavelfErrorstatus.IntO

1/ Send the text

commPort.Writestatus sText
User WaitForRequest status
User LeavelfErrorstatus.IntO

Note that even when we are sending an integer it is captured as

byte and sentthe easiest way to do this is as appended to an

eight-bit buffer of characters Further note that even though we can

send any size of string this way up to the bounds of the TInt

type Agenda application to-do entries can only be up to 255

characters long
The Receive function is the counterpart of the above sending

code It receives an integer as character decodes the value then

pulls in that many bytes
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bytes-over a simple serial port interface requires a minimal data 
frame. The issue is string length: how do you indicate the length 
of the string that is to be sent? Our data frame shown in Figure 8.3 

· includes the length of the string with the bytes that compose the 
string's value as the first byte of the frame. 

length character bytes 

Figure 8.3 A simple data frame format. 

This is a simple data frame. It informs the remote receiver of the 
number of bytes the sender is sending. Since the receiver does not 
get this information any other way, sending it this way is important. 

The code of the Send () function is below: 

void TodoXferSerial : :Send (cons t TDes8 &aText) 

Tlnt l e n; 
TRe questStatus status; 

TBuf8<2> buffer; 

len = aText.Le ngt h( ) ; 

II Send the l ength 
buffer.Se tLe ngth(O) ; 
buffer.Append((TChar)len); 
commPort .Write(status, buf fer, 1 ); 
User : : Wai tForReques t (status) ; 
User : : LeaveifError(status . Int()); 

II Send t h e text 
commPort . Write(status, aText) ; 
User: :WaitForRequest(status ) ; 
User:: Leavei f Error (status.Int()); 

Note that even when we are sending an integer, it is captured as 
a byte and sent- the easiest way to do thi s is as appended to an 
eight-bit buffer of characters. Further, note that even though we can 
send any size of string this way (up to the bounds of the Tint 

type), Agenda application to-do entries can only be up to 255 
characters long. 

The Rece ive ( ) function is the counterpart of the above sending 
code. It receives an integer as a character, decodes the value, then 
pulls in that many bytes: 
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TBool TodoXfer0erial ReceiveTDes8 aText

TInt len
TRequestStatus status
TBufS2 buffer

// Read the length

commPort.Readstatus buffer
User WaitForRequest Status
User LeavelfErrorstatus.IntQ

7/ Read the text character by character
len TIntbuffer
if len 80

commPort.Readstatus aText len
User WaitForRequest status
User LeavelfError status mt

else

len

return ETrue

Extend 4OX wfth Epect
usefu frncion fbt th 4impl wuiukt cFed

This ftinctiçi would take siring ot
argfflint ar would retd fiom t1ie omorunti tl strn
wa fthid UFit pecdic tIme has etapsd

Wrtthstien forth tnpJ Ousho4be able

im mrttlt nrngwMiout nedm any ktnd of thiir 3f yeu
ntmse 1adOneDrtore rrnght wan1 ut

or tFi untorr and then inlnerttini
flUt u1d rt be Ibt Chock the CT tn ww tha

TIIk will maTo yn apprecate ush ative de ts see later

8.3.5 Closing the Port

When all is done the termination of communication occurs in two

steps First we close the port Second we close our connection to

the communication server Each operation is handled by call to

void Close

from the RHandleBase class since both RCommServer and

RComm are descendants of this class
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TBool TodoXferSerial::Receive(TDes8 &aText) 

Tint len; 
TRequestStatus status; 
TBuf8<2> buffer; 

II Read the length 
commPort.Read(status, buffer, 1); 
User: :WaitForRequest(status ) ; 
User: :LeaveifError(status.Int()); 

. II Read the text character by character 
len = (Tint)buffer[O]; 
if (len <= 80) { 

commPort.Read(status, aText, len); 
User: :WaitForRequest(status); 
User: :LeaveifError(status.Int() ) ; 

else { 
len = O; 

return ETrue; 

8.3.5 Closing the Port 

159 

When all is done, the termination of communication occurs in two 
steps. First, we close the port. Second, we close our connection to 
the communication server. Each operation is handled by a call to 

void Close(); 

from the RHandleBase class, since both RCommServer and 
RComm are descendants of this class. 
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In the to-do list item example closing the port is handled by the

Close function from the TodoXferSerial class

void TodoXferSeriaJCl0Se

commPort Close

server.Close

8.4 Other Interface Calls

There are many other calls associated with the RCommServ and

RComm classes We will get to many of them eventually but we will

highlight few more of them here

8.4.1 RCommServ

There are several calls of interest here highlighted below

TInt UnloadCommllodule const TDesC aName

This call is the reverse of the LoadCommNodule call we used

above in the initialization of the communication server While

LoadCommModule will load CSY module UnloadComm
Module will remove the CSY module from the kernels tables

Unloading may be desirable if kernel resources are scarce

TInt NumPorts TInt aNum

This call returns the number of ports served by the communication

server These will usually include at least the serial port and the

IR port

TInt GetPortlnfoconst TDesC aName TSeriallnf alnfo
TInt GetPortlnfoTInt alndex TDes aModuleName

TSeriallnfo alnfo

These calls retrieve information from the communication server

about the ports that it serves Information may be retrieved by port

name the first call or port number/module the second call In

either case the call returns the information in the form of the last

parametera TSeriallnfo object defined as below

class TSeriallnfo

public

TPortDescription iDescription
TPortName iName
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In the to-do list item example, closing the port is handled by the 
• Close () function from the TodoXferSerial class: 

void ·TodoXferSerial: :Close() 

commPort.Close(); 
server.Close(); 

8.4 Other Interface Calls 

There are many other calls associated with the RCornrnServ and 
RCornrn classes. We will get to many of them eventually, but we will 
highlight a few more of them here. • 

8.4.1 RCommServ 

There are several calls of interest here, highlighted below: 

Tint UnloadCommModule(const TDesC &aName); 

This call is the reverse of the LoadCornrnModule () call we used 
above in the initialization of the communication server. While 
LoadCornrnModule () will load a CSY module, UnloadCornrn­
Module () will remove the CSY module from the kernel's tables. 
Unloading may be desirable if kernel resources are scarce. 

Tint NumPorts (Tint &aNum) ; 

This call returns the number of ports served by the communication 
server. These will usually include at least the serial port and the 
IR port. 

Tint GetPortinfo(const TDesC &aName, TSerialinfo &ainfo); 
Tint GetPortinfo(Tint aindex, TDes &aModuleName, 

TSerialinfo &ainfo); 

These calls retrieve information from the communication server 
about the ports that it serves. Information may be retrieved by port 
name (the first call) or port number/module (the second call). In 
either case, the call returns the information in the form of the last 
parameter-a TSerialinfo object, defined as below: 

class TSerialinfo 

public: 
TPortDescription iDescription; 
TPortName iName 
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TUint iLOWUnit
TUint iHighUnit

This class contains description of the serial port in terms of CSY

modules the name of the port and the device number range

8.4.2 RComm

The RComm class has many functions defined for it There are few

more of interest for us at this stage

void OpenWhenAvailable TRequestStatus aStatus
RCommServ aServer const TDesC aName

void OpenwhenAvaiiable TRequeststatus aStatus
RCommServ aServer const TDesC aName TCommRole aRole

These calls are variant of the Open call and work differently

from the Open call when the port requested is not available

Instead of returning an error code these calls block and wait for the

port to become unused When the port becomes available these

calls will open the port setting the status variable and return

void OpenWheriAvailablecancel

This call will cancel the operation that is begun when the Open
WheriAvailable functions block and wait for port Because

of their heavily asynchronous nature these calls are more suited for

active objects than for straight usage We will discuss active objects

in the next section

TInt QueryReceiveBuffer const

This call checks how much data is waiting in the receive buffer to

be consumed by the next Read call

There are also several functions that are used to notify an appli

cation when an I/O condition exists The system can notify an

application when ports configuration changes for example or

when data arrives These calls are asynchronous and must be

waited for The status variable setting indicates the notification con

dition These functions are accompanied by companion function

which cancels the notification condition We will encounter these

later on

} ; 

TUint iLowUnit; 
TUint iHighUnit; 
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This class contains a description of the serial port (in terms of CSY 
modules), the name of the port, and the device number range. 

8.4.2 RComm 

The RComm class has many functions defined for it. There are a few 
more of interest for us at this stage. 

void OpenWhenAvailable(TRequestStatus &aStatus, 
RCommServ &aServer, const TDesC &aName) 

void OpenWhenAvailable(TRequestStatus &aStatus, 
RCommServ &aServer, const TDesC &aName, TCommRole aRole) 

These calls are a variant of the Open () call, and work differently 
from the Open () call when the port requested is not available. 
Instead of returning an error code, these calls block and wait for the 
port to become unused. When the port becomes available, these 
calls will open the port, setting the status variable, and return. 

void OpenWhenAvailableCancel(); 

This call will cancel the operation that is begun when the Open­
WhenAvailable () functions block and wait for a port. Because 
of their heavily asynchronous nature, these calls are more suited for 
active objects than for straight usage. We will discuss active objects 
in the next section. 

Tlnt QueryReceiveBuffer() const; 

This call checks how much data is waiting in the receive buffer to 
be consumed by the next Read call. 

There are also several functions that are used to notify an appli­
cation when an 1/0 condition exists. The system can notify an 
application when a port's configuration changes, for example, or 
when data arrives. These calls are asynchronous and must be 
waited for. The status variable setting indicates the notification con­
dition. These functions are accompanied by a companion function 
which cancels the notification condition. We will encounter these 
later on. 
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8.5 Active Objects

If the ends justifies the means as it is said then the TodoX

example works just fine The end result is that to-do list item is

transferred between devices However the means by which this is

carried out is not desirable In the current implementation of the

example the application is essentially suspended while each data

communication is executed This could get quite annoying if you

were to transfer many items between devices You can see this if

you run the TodoX example on the emulator and watch closely the

status messages appear out of sync with the operation they report

on they should appear before that operation takes place but they

actually appear afterwards

solution to this would be to use threaded application One

thread would handle the communication I/O and another would

handle the user interface interaction In fact the best solution

here would be one implemented by the OSeven in the ker

nelbecause of the notification issues and thread suspension that

must go on
Active objects represent Symbian OSs solution to this issue An

active object is thread that handles event notifications from the

kernel We are specifically interested in device-oriented events e.g
the arrival of data in buffer or the completion of an I/O operation
There are also other events that are meaningful to communications

e.g an alarm event when timer counts down to zero indicating

timeout

Active objects are derived from the CActive class which pro
vides access to CActveScheduler object An active object

must implement at least two functions

void RunLO
void floCancelO

The RunL function is the heart of an active object implementa

tion Upon construction the active object will create and initialize

anything it needs to When function is called that performs an asyn
chronous operation that might involve waiting instead of calling

User WatForAnyRequestO the active object needs to call

SetActive inherited from the CActive class This suspends
the active object thread turning over control of the asynchronous

operation to scheduler When this operation completes and gen
erates an event the active object has registered for the scheduler

calls the RunL function for the active object
The DoCancel function must be implemented to cancel the

actions implemented by the active object On receiving request
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8.5 Active Objects 

If "the ends justifies the means", as it is said, then the TodoX 
• example works just fine. The end result is that a to-do list item is 
transferred between devices. However, the means by which this is 
carried out is not desirable. In the current implementation of the 
example, the application is essentially suspended while each data 
communication is executed. This could get quite annoying if you 
were to transfer many items between devices. You can see this if 
you run the TodoX example on the emulator and watch closely: the 
status messages appear out of sync with the operation they report 
on (they should appear before that operation takes place but they 
actually appear afterwards). 

A solution to this would be to use a threaded application. One 
thread would handle the communication 1/0 and another would 
handle the user interface interaction. In fact, the best solution 
here would be one implemented by the OS-even in the ker­
nel-because of the notification issues and thread suspension that 
must go on. 

Active objects represent Symbian OS's solution to this issue. An 
active object is a thread that handles event notifications from the 
kernel. We are specifically interested in device-oriented events, e.g., 
the arrival of data in a buffer or the completion of an 1/0 operation. 
There are also other events that are meaningful to communications, 
e.g., an alarm event when a timer counts down to zero, indicating 
timeout. 

Active objects are derived from the CActi ve class, which pro­
vides access to a CActiveScheduler object. An active object 
must implement at least two functions: 

void RunL(); 
void DoCancel(l; 

The RunL () function is the heart of an active object implementa­
tion. Upon construction, the active object will create and initialize 
anything it needs to. When a function is called that performs an asyn­
chronous operation that might. involve waiting, instead of calling 
User: : Wai tForAnyRequest (), .the active object needs to call 
SetActive(), inherited from the CActive class. This suspends 
the active object thread, turning over control of the asynchronous 
operation to a scheduler. When this operation completes and gen­
erates an event the active object has registered for, the scheduler 
calls the RunL {) function for the active object. 

The DoCancel () function must be implemented to cancel the 
actions implem_ented by the active object. On receiving a request 
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to cancel the operations for an active object the system will first

check whether there is an outstanding request to this object then

will call DoCancel

8.5.1 State Diagrams

To effectively use an active object especially with communications

we need to develop state diagram state diagram is depiction

of the states that an application can be in and how it moves

between those states These states are usually definedfor our

communications purposes that isby the times that our application

is waiting for communication event

Consider Figure 8.2 again The circles can represent states the

states are ones sender can be in and the states are ones

that receiver can be in We can express state diagram by looking

at just the sender or just the receiver side

The states of communication are determined by the actions of

waiting for communication event So each Read or Write for

instance should instigate new state This means we have to split

up the states from Figure 8.2 into those that wait for Read operations

to complete the states and those that wait for Write operations

to complete the states

Figure 8.4 contains the new state diagram for to-do item sender

It depicts all the states sender can be in and the ways we move
between the states SError state has been added and special

designation is given to the last stateST2 That state is final

state that is if we are in that state when input is complete we
have correctly traversed the state diagram Otherwise we have to

flag an error

8.5.2 Translating State Diagrams to Active Object Code

Once we have state diagram we can produce the code for the

active object
We must first have way to start the active object This is

function that initializes the active object and executes the first I/O

operation This function passes control to the thread scheduler by

using the function call below

void SetActiveO

call to this function relinquishes control of the thread to the

scheduler and allows the system to wake up the thread when the

I/O operation is complete
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to cancel the operations for an active object, the system will first 
che.ck whether there is an outstanding request to this object, then 
will call DoCancel (). 

8.5.1 State Diagrams 

To effectively use an active object, especially with communications, 
we need to develop a state diagram. A state diagram is a depiction 
of the states that an application can be in and how it moves 
between those states. These states are usually defined-for our 
communications purposes, that is-by the times that our application 
is waiting for a communication event. 

Consider Figure 8.2 again. The circles can represent states; the 
"S" states are ones a sender can be in and the "R" states are ones 
that a receiver can be in. We can express a state diagram by looking 
at just the sender or just the receiver side. 

The states of communication are determined by the actions of 
waiting for a communication event. So, each Read or Write, for 
instance, should instigate a new state. This means we have to split 
up the states from Figure 8.2 into those that wait for Read operations 
to complete (the "S" states) and those that wait for write operations 
to complete (the "R" states). 

Figure 8.4 contains the new state diagram for a to-do item sender. 
It depicts all the states a sender can be in, and the ways we move 
between the states. A SError state has been added, and a special 
designation is given to the last state-ST2 . That state is a "final 
state", that is, if we are in that state when input is complete, we 
have correctly traversed the state diagram. Otherwise, we have to 
flag an error. 

8.5.2 Translating State Diagrams to Active Object Code 

Once we have a state diagram, we can produce the code for the 
active object., 

We must first have a way to start the active object. This is a 
function that initializes the active •object and executes the first 1/0 
operation. This function passes control to the thread scheduler by 
using the function call below: 

void SetActive(); 

A call to this function relinquishes control of the thread to the 
scheduler and allows the system to wake up the thread when the 
1/0 operation is complete. 
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TIMEOUT

Recv OK else

priority eIse
Recv OK

due date eIse
SError

Recv OK
else

SX53 item text

Recv DONE

GOODBYE

ST2 Recv OK

Figure 8.4 State diagram for the sending side of the TodoX example

In the TodoX example this is the implementation of Sendltem

for new class TodoSerialXferAO This function is shown

below

void TodoXferSerialAO SendltemCAgnEntry aEntry

iEntry aEntry

CParaFormatLayer iParaFormatLayer CparaFormatLayer NewL
CcharFormatLayer icharFormattayer CCharFormatLayer NewL

1/ Set up to-do item data

iTodoltem CAgnTodo NewLiParaFormatLayer iCharForrnatLayer
iTodoltem CAgnTodo aEntry-CastToTodoO
priority iTodoltem-Priority
duedate iTodoltem-DueDate-

// Start the protocol

iAppUi- SetProgress Starting the protocol
buffer.CopyKReady
Sendbuffer

iSendingState ESEs1
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TIMEOUT 

S-·Ready''~ 

~ Recv "OK"~ "'-.,,e 

~priority~ else 

Recv"OK"~ 

&due date§e,se 

~~:::K~•• SXr3 . else 

else 
Recv "DONE" 

~"GOODBYE" 

8-Recv "OK" 

Figure 8.4 State diagram for the sending side of the TodoX example. 

In the TodoX example, this is the implementation of Senditem 
for a new class, TodoSerialXferAO. This function is shown 
below: 

void TodoXferSerialAO::Senditem(CAgnEntry *aEntry) 

{ 
iEntry; aEntry; 

CParaFormatLayer *iParaFormatLayer 

CCharFormatLayer *iCharFormatLayer 

II Set up to- do item data 

CParaFormatLayer: :NewL( ) ; 
CCharFormatLayer: :Ne wL(); 

iTodoitem; CAgnTodo: :NewL(iParaFormatLayer , iCharFormatLayer) ; 

iTodoitem ; (CAgnTodo *) (aEntry->CastToTodo()); 

priority ; iTodoitem- >Priority (); 
duedate ; iTodoitem7>DueDate(); 

II Start t h e protocol 
i AppUi ->SetProgress(_L ("Start ing the protocol") ) ; 

buffer. Copy (I<Ready) ; 
Se nd(buffer) ; 

iSendingState ESEsl; 
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Notice the differences between this implementation and the one

for TodoXferSerial First many of the variables are now global

to the class This is because the operation extends over the whole

class now not just one function Second we use new van
ableisendingstateto remember the state we are in Finally

notice the lack of user WaitForAnyRequestOcalls The sys
tem is doing the waiting for us This is more obvious by the new

implementation of SendO

void TodoXferserjalAo Sendconst TDes8 aText

TInt len
TBuf8lOO buffer

len aText.LengthQ

// Send the length

buffer.SetLengthO
buffer.Append TChar 48len
but fer.AppendaText
commPort.Writestatus buffer len1

SetActive

There are no User WaitForAnyRequest calls and there is

call to SetActive at the end of the function

Once we have started the active object and turned over con
trol to the scheduler we need way to continue its execution

whenever I/O operations complete This is found in the imple
mentation of the RunL function This function is essentially one

big switch statement based on the value of the state variable

Each case in the switch statement looks something like this from

TodoXferSerialAO

case ESEr1
if status KErrNone

if butter 10k
iSendingState ESError // indicate an error

else

iAppui-SetProgressLSending the priority
but fer.FormatKPriorityFormat priority
Send buffer
iSendingState ESXs1

else

iSendingState ESError // indicate an error

iAppui-SetProgress KpcvErrMessage

break
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Notice the differences between this implementation and the one 
for TodoXferSerial. First, many of the variables are now global 
to the class: This is because the operation extends over the whole 
class' now, not just one function. Second, we use a new vari­
able-iSendingState-to remember the state we are in. Finally, 
notice the lack of User: : Wai tForAnyRequest ()·calls. The sys­
tem is doing the waiting for us. This is more obvious by the new 
implementation of Send(): 

void TodoXferSerialAO: :Send(const TDesB &aText) 
{ 

Tint len; 
TBuf8<100> buffer; 

len = aText.Length(); 

// Send the length 
buffer.SetLength(0); 
buffer.Append((TChar) (48+len)); 
buffer.Append(aText); 
commPort.Write(status, buffer, len+l); 

SetActive(); 

There are no User: : Wai tForAnyRequest () calls and there is a 
cal I to SetAct i ve () at the end of the function. 

Once we have started the active object and turned over con-
~ trol to the scheduler, we need a way to continue its execution 

whenever 1/0 operations complete. This is found in the imple­
mentation of the RunL () function. This function is essentially one 
big switch statement, based on the value of the state variable. 
Each case in the switch statement looks something like this (from 
TodoXf erSerialA0): 

case ESErl: 
if (status== KErrNone) { 

if (buffer != KOk) { 

else 

iSendingState = ESError; // indicate an error 
else { 

iAppUi->SetProgress (_L ( "Sending the. priority")); 
buffer.Format(KPriorityFormat'. priority); 
Send(buffer); 
iSendingState = ESXsl; 

iSendingState = ESError; / / indicate an error 
iAppUi->SetProgress(KRcvErrMessage); 

break; 
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At the beginning of each case we can assume that the previous I/O

operation has completed with value status variable We check the

status variable to determine if the operation completed successfully

If it was successful we process the results engage another I/O

operation and change the state variable for the next invocation

of RunL If it has not completed successfully we must deal

with it somehowperhaps aborting the active object or resetting

the communication stream At the end of the case if we want to

continue we must call SetActive again

8.5.3 Using an Active Object

Using an active objectis not much different from using sequential

communication object However there are few subtle differences

Active objects are typically initialized in addition to being

instantiated This means that we need new operator to get an

active object then use initialization code to set the object up
In the TodoX example this is accomplished by TodoXierSe
rialAO NewLCO

TodoXferSerialAO TodoXferferialAO NewLCCTodoXAppUi
aAppUi

TodoXferSerialAO selfnew ELeave TodoXferSeriaiAOaAppui

CleanupEtack PushLself
self-ConstructL

return self

This code calls the ConstructL function in addition to

instantiating TodoXterSerialAO object The main thing

ConstructL does is to add the current active object to the

scheduler

void TodoXferSerialAO ConstructL

CActiveScheduler Addthis

This code could have done other operations This is much like an

objects constructor but it must be run after object instantiation

When the active object returns nothing can be assumed about

the completion of the I/O operation In the TodoXterSerial

class we could assume that when Sendltem returned the
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At the beginning of each case, we can assume that the previous 1/0 
• operation has completed with a value status variable. We check the 
status variable to determine if the operation completed successfully. 
If it was successful, we process the results, engage another 1/0 
operation, and change the state variable for the next invocation 
of RunL (). If it has not completed successfully, we must deal 
with it somehow-perhaps aborting the active object or resetting 
the communication stream. At the end of the case, if we want to 
continue, we must call SetActi ve () again. 

8.5.3 Using an Active Object 

Using an active object ,is not much different from using a sequential 
communication object. However, there are a few subtle differences: 

• Active objects are typically initialized in addition to being 
instantiated. This means that we need a new operator to get an 
active object, then use initialization code to set the object up. 
In the TodoX example, this is accomplished by TodoXferSe­

rialAO: : NewLC () : 

TodoXferSeri a l AO* TodoXf e r Ser ialAO : :NewLC( CTodoXAppUi * 

aAppUi ) 
{ 

TodoXferSer i a l AO * s e lf=new (ELe ave ) TodoXfer Serial AO(aAppUi ) ; 

CleanupStac k: :Pu s h L (self) ; 

self->Const r uctL () ; 

return sel f ; 

This code calls the ConstructL ( ) function in addition to 
instantiating a TodoXferSerialAO object. The main thing 
ConstructL () does is to add the current active object to the 
scheduler: 

voi d TodoXferSeri a lAO : : Const r uct L () 

{ 
CActiveScheduler: :Add( this ); 

This code could have done other operations. This is much like an 
object's constructor, but it must be run after object instantiation. 

• When the active object returns, nothing can be assumed about 
the completion of the 1/0 operation . In the To doXfe rSerial 

class, we could assume that, when Senditem () returned, the 
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item was sent to receiver However in the TodoXferSer
alAO class we can only assume that the transfer was started

not completed This is why we close the communication port

only if we are using the ESerialMode mode to transfer items

and allow all others to close the port themselves when they

are done

There must be way for the active object to signal to the calling

class that it is done performing an operation As we discussed

before the active object is asynchronous and therefore cannot

simply return value to calling object It requires callback

function from the calling object In the TodoX example this

is handled by the ProcessReceivedltem function which

deletes the active object and enters the to-do item on the display

Further Reading on Active Objects

For more information on active objects there are two references

that are extremely valuable Professional Symbian Programming

by Martin Tasker eta gives good introduction to active object

programming Also the Active Object sections in the Symbian

OS version 6.1 system documentation is very good You can find

this by using the Programs Symbian 6.1 SDKs Quartz
SDK Documentation menu sequence from the Windows

Start button

8.6 Note About vCalendar Objects

Before leaving this chapter note that the TodoX example is bit

contrived arbitrarily chose three properties of to-do list item

and worked them into simple transfer protocol There are in fact

many other propertieslike alarm settings for instancethat need

to be included in complete to-do list item transfer implementation
In fact we can completely represent to-do item by using

vCalendar As we stated back in Chapter vCalendar objects are

designed as objects with standard format so that different platforms

and operating systems can share them Consider Figure 8.5 which

contains representation of to-do item from the list shown in

Figure 7.3

The Symbian OS implementation of vCalendar objects includes

the functionality needed to transfer them between devices will

cover this in later chapters
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item was sent to a receiver. However, in the TodoXferSeri­
alAO class, we can only assume that the transfer was started, 
not completed. This is why we close the communication port 

• only if we are using the ESerialMode mode to transfer items 
and allow all others to close the port themselves when they 
are done. 

• There must be a way for the active object to signal to the calling 
class that it is done performing an operation. As we discussed 
before, the active object is asynchronous, and therefore cannot 
simply return a value to a calling object. It requires a callback 
function from the calling object. In the TodoX example, this 
is handled by the ProcessRecei vedI tern() function, which 
deletes the active object and enters the to-do item on the display. 

8.6 A Note About vCalendar Objects 

Before leaving this chapter, note that the TodoX example is a bit 
contrived. I arbitrarily chose three properties of a to-do list item 
and worked them into a simple transfer protocol. There are, in fact, 
many other properties-like alarm settings, for instance-that need 
to be included in a complete to-do list item transfer implementation. 

In fact, we can completely represent a to-do item by using a 
vCalendar. As we stated back in Chapter 5, vCalendar objects are 
designed as objects with a standard format, so that different platforms 
and operating systems can share them. Consider Figure 8.5, which 
contains a representation of a to-do item from the list shown in 
Figure 7.3. 

The Symbian OS implementation of vCalendar objects includes 
the functionality needed to transfer them between devices. I will 
cover this in later chapters. 
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BEGIN VCALENDAR

VERSIONl.0

BEGIN VTODO

tJID2

DESCRIPTIONEat lunch with Bob

DUE 20010706T000000Z

PRIORITY2

X-EPOCTODOLISTTo-do list

X-EPOCAGENDAENTRYTYPE TODO

CLASS PUBLIC

DCREATED20010706T000000Z

LASTMODIFIED 20010831T091100Z

CATEGORIESX-63536

END VTODO

END VCALENDAR

Figure 8.5 An example vCalendar representation of to-do list item

8.7 Summary

This chapter has initiated the section on communications program

ming by addressing serial communications We covered several

important topics

We started by examining the patterns that are found in commu
nications programming There are five stages to programming
the local device and three stages to engaging the remote device

in data exchange protocol Along the way we introduced an

example TodoX which exchanges to-do list items between

devices via the serial port

We then took look at the API for communication using the

serial port Instead of an exhaustive itemization we looked at the

API functionally itemizing what was needed for programming

We defined active objects as way to implement threaded com
munications using the kernel Active objects make applications

more responsive by parallelizing them establishing thread

for the I/O operations that might cause an application to halt

temporarily while waiting
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BEGIN :VCALENDAR 

VERSION:1.0 

BEGIN:VTODO 

UID:2 

DESCRIPTION:Eat lunch with Bob 

DUE:20010706T000000Z 

PRIORITY:2 

X-EPOCTODOLIST:To-do list 

X-EPOCAGENDAENTRYTYPE:TODO 

CLASS:PUBLIC 

DCREATED:20010706T00000OZ 

LAST~MODIFIED:20010831T091100 Z 

CATEGORIES:X-65536 

END:VTODO 

END:VCALENDAR 

Figure 8.5 An example vCalendar representation of a to-do list item. 

8.7 Summary 

This chapter has initiated the section on communications program­
ming by addressing serial communications. We covered several 
important topics: 

• We started by examining the patterns that are found in commu­
nications programming. There are five stages to programming 
the local device, and three stages to engaging the remote device 
in a data exchange protocol. Along the way we introduced an 
example: TodoX, which exchanges to-do list items between 
devices via the serial port. 

• We then took a look at the API for communication using the 
serial port. Instead of an exhaustive itemization, we looked at the 
API functionally, itemizing what was needed for programming. 

• We defined active objects as a way to implement threaded com­
munications using the kernel. Active objects make applications 
more responsive by parallelizing them, establishing a thread 
for the 1/0 operations that might cause an application to halt 
temporarily while waiting. 
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Finally we mentioned vCalendar objects as way to upgrade
from the TodoX example

The next chapter will tackle lR communications At first IR looks

like serial communications through new port However we will

introduce sockets that will enable us to reach intO higher level

protocols
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• Finally, we mentioned vCalendar objects as a way to upgrade 
from the TodoX example. 

The next chapter will tackle IR communications. At first, IR looks 
like serial communications through a new port. However, we will 
introduce sockets that will enable us to reach into higher level 
protocols. 





Communicating via Infrared Serial

Communication

Sir William Herschel is credited for discovering the infrared region

of the electromagnetic spectrum His son SirJohn Herschel demon
strated in 1840 that infrared light existed by showing that different

light had different rates of absorption and transmission Early uses

for IR were from astronomy examining infrared light sources to

the military lasers It took until 1916 for infrared light to be used

to transmit data and then it was used to transmit secret messages

during war Infrared capabilities of one form or another have shown

up on communication devices since the 980s
The infrared port on Symbian device represents transition of

sorts between the serial communication of the last chapter and the

more complex protocol structures we will tackle in future chapters
It can be programmed at the raw data level of serial port and

at the higher level of an upper layer protocol We will let this

transitory nature guide the way we discuss IR this chapter will deal

with serial 1k programming and we will wait to discuss upper level

programming until Chapter 11

This chapter will be relatively short We will first pause to review

how serial IR programming fits into the Symbian OS communica

tions architecture We will then dig into how to program the 1k port

as serial device We will complete this chapter with look at

sending vCalendar objects across serial IR interface

9.1 Admiring the Landscape

Serial IR programming gives us great opportunity to pause for

moment and admire the way the Symbian OS communications

infrastructure is designed Converting an application from serial

port communication to serial 1k communication is simple and
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Communication 

Sir William Herschel is credited for discovering the infrared region 
of the electromagnetic spectrum. His son, Sir John Herschel, demon­
strated in 1840 that infrared light existed by showing that different 
light had different rates of absorption and transmission. Early uses 
for IR were from astronomy (examining infrared light sources) to 
the military (lasers). It took until 1916 for infrared light to be used 
to transmit data, and then it was used to transmit secret messages 
during war: Infrared capabilities of one form or another have shown 
up on communication devices since the 1980s. 

The infrared port on a Symbian device represents a transition of 
sorts between the serial communication of the last chapter and the 
more complex protocol structures we will tackle iri future chapters. 

__, It can be programmed at the raw data level of a serial port and 
at the higher level of an upper layer protocol. We will let this 
transitory nature guide the way we discuss IR: this chapter will deal 
with serial IR programming, and we will wait to discuss upper level 
programming until Chapter 11. 

This chapter will be relatively short. We will first pause to review 
how serial IR programming fits into the Symbian OS communica­
tions architecture. We will then dig into how to program the IR port 
as a serial device. We will complete this chapter with a look at 
sending vCalendar objects across a serial IR interface. 

9.1 Admiring the Landscape 

Serial IR programming gives us a great opportunity to pause for 
a moment and admire the way the Symbian OS communications 
infrastructure is designed. Converting an application from serial 
port communication to serial IR communication is simple and 
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requires little code alteration because of the modularity built into

the architecture

Consider the module/driver structure that develops when using

serial port communication By the time we are able to correctly call

Read and Write functions from the RComm class we have

structure much like the one in Figure 9.1 Because of the low

level of serial communication we only have three module layers

represented here We can think of the applicationthe TodoX

example for instanceas the protocol module Applications at this

level communicate with the device through these three layers recall

them from Chapter

Protocol or

Application Layer

ECUART CSY Module

ECDRV Logical Device Driver

ECOMM Physical Device Driver

Figure 9.1 Module/driver structure for serial communication

The CSY module handles low-level device independent soft

ware protocol issues For example data framing and buffering

are issues handled here

The LDD module handles device-dependent hardware proto

col issues hardware level counterpart to the CSY module

Any issues that have to do with data packets or formats are

implemented again here for hardware

The PDD module is concerned only with moving bits from

the LDD module to the hardware device All issues other than

managing the bit stream are ignored
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requires little code alteration, because of the modularity built into 

the architecture. 
Consider the module/driver structure that develops when using 

serial port communication. By the time we are able to correctly call 
Read () and Write () functions from the RComm class, we have 
a structure much like the one in Figure 9.1. Because of the low 
level of serial communication, we only have three module layers 
represented here. We can think of the application-the .TodoX 

example, for instance-as the protocol module. Applications at this 
level communicate with the device through these three layers (recall 
them from Chapter 4): 

Protocol or 
Application Layer 

ECUART CSY Module 

ECDRV Logical Device Driver 

ECOMM Physical Device Driver 

Figure 9.1 Module/driver structure for serial communication. 

• The CSY module handles low-level, device independent soft­
ware protocol issues. For example, data framing and buffering 
are issues handled here. 

• The LDD module handles device-dependent hardware proto­
col issues, a hardware level counterpart to the CSY module. 
Any issues that have to do with data packets or formats are 
implemented again here for hardware. 

• The POD module is concerned only w ith moving bits from 
the LOO module to the hardware device. All issues other than 
managing the bit stream are ignored. 
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So if we want to change the device we use for communication
while maintaining the same method of communication we only

have to make some small changes to this structure First if the

method of communication is the sameserial communication in

each casethen the protocol module or application remains the

same We might change buffering or data frame fOrmats or error

control functions so the CSY module will likely change If our

hardware is designed correctlywith the same interfacesthen

the LDD and PDD modules can remain the same We will use

different device drivers when we open different device

It is this modular design that makes Symbian OS easy to extend

and program once we learn the basics It means that extensions

to the operating system only require installing new modules and

loading them at the correct times It also means that programming
interfaces will remain consistent and applications will change little

if at all

9.2 Serial Communication via the IR Port

Treating the IR port as serial port is great example of this

operating system modularity Writing an application that uses the IR

port in serial mode is no different in terms of the API than writing

an application for the serial port The patterns we developed in the

last chapter apply directly the API function calls work the same
the same concepts of asynchronous calls and active objects apply

as well

The major change from using the serial port is that different mod
ules and drivers are to be used Specifically we need IRCOMM CSY
instead of ECUART CSY and we need to open the IRCOMM device

instead of COMM At the risk of repetition nothing else changes
The stack uses the same logical device driver and the same physical

device driver

Lets consider the TodoX example We can subclass the

TodoXferlRSeral class from TodoXferSerialAO the serial

examples active object class The definition is below

class TodoXferlRserial public TodoXferSerialAO

public
TodoXferlRSerial CTodoXAppUi aAppui
-TodoXferlRSerial

public
static TodoXferlRSerial NewLCCTodoXAppui iApptJi
static TodoXferlRserial NewLCTodoXAppUi iAppui
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So if we want to change the device we use for communication, 
while maintaining the same method of communication, we only 
have to make some small changes to this structure. First, if the 
method of communication is the same-serial communication in 
each case-then the protocol module or application remains the 
same. We might change buffering or data frame formats or error 
control functions, so the CSY module will likely change. If our 
hardware is designed correctly-with the same interfaces-then 
the· LOO and POD modules can remain the same. We will use 
different device drivers when we open a different device. 

It is this modular design that makes Symbian OS easy to extend 
and program (once we learn the basics). It means that extensions 
to the operating system only require installing new modules and 
loading them at the correct times. It also means that programming 
interfaces will remain consistent and applications will change little, 
if at all. 

9.2 Serial Communication via the IR Port 

Treating the IR port as a serial port is a great example of this 
operating system modularity. Writing an application that uses the IR 
port in a serial mode is no different in terms of the API than writing 
an application for the serial port. The patterns we developed in the 
last chapter apply directly; the API function calls work the same; 
the same concepts of asynchronous calls and active objects apply 
as well. 

The major change from using the serial port is that different mod­
ules and drivers are to be used. Specifically, we need IRCOMM. CSY 

instead of ECUART. CSY and we need to open the IRCOMM device 
instead of COMM: : o. At the risk of repetition, nothing else changes. 
The stack uses the same logical device driver and the same physical 
device driver. 

Let's consider the TodoX example. We can subclass the 
TodoXferIRSerial class from TodoXferSerialAO, the serial 
example's active object class. The definition is below: 

class TodoXferIRSerial : public TodoXferSerialAO 

public: 
TodoXferIRSerial(CTodoXAppUi* aAppUi) ; 
~TodoXferIRSerial(); 

public: 
static TodoXferIRSerial* NewLC(CTodoXAppUi* iAppUi ) ; 
static TodoXferIRSerial* NewL(CTodoXAppUi* iAppUi); 



174 COMMUNICATING VIA INFRARED SERIAL COMMUNICATION

public
TBool OpenLO
TBool OpenLTDesC

We need class constructor if only to call the superclasss

constructor and have included the other functions only for com
pleteness so that one can use OpenL with no arguments for

instance We use all the other functions from the TodoXferSe
rialAO class including Read WriteO Readltem and

Writeltem

We initialize the protocol differently as we load different

communication module to initialize the port as this fragment from

the Sendltem function of the TodoX example show

void CTodoXApptji Sendltern TInt alndex

iReader-ReadEntryL iEntrylDs

Switch iXfer4ode

case ElRSerialMode
case ElRSocketMode

iXferPort-Init LIRCOMM
iXferPort OpenL
iXferPort-Configure
break

So that you can see the similarity have included the OpenL
code below

TRool TodoXferlRSerial OpenL

return OpenL LIRCOMM

TBool TodoXferlRSerial OpenLTDesC aPortName

TInt result

result cornmPort .OpenserveraPortNarne
ECommExclusive

User LeavelfErrorresUlt

return ETrue
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public: 
TBool OpenL () ; 
TBool OpenL(TDesC&); 

We need a class constructor (if only to call the superclass's 
constructor) and I have included the other functions only for com­
pleteness (so that one can use OpenL ( ) with no arguments, for 
instance). Vl/e use all the other functions from the TodoXferse­

rialAO class, including Read (), Write (), ReadI tern ( ), and 
Writeitem(). 

We initialize the protocol differently as we load a different 
communication module to initialize the port, as this fragment from 
the Senditem () function of the TodoX example show: 

void CTodoXAppUi: :Senditem(Tint aindex) 
{ 

iRe ade r->ReadEn try L (iEntryIDs[aindex) ) ; 

swi tch (iXfer Mod e ) { 

case EIRSer ial Mode: 
case EIRSocketMode: 

iXfe rPort - >I n i t (_L ( 11 IRCOMM " ) ) ; 
iXferPort - >OpenL () ; 
iXferPort->Configure ( ); 

brea k; 

So that you can see the similarity, I have included the OpenL ( ) 

code below. 

TBool TodoXferIRSer i al : :OpenL () 
{ 

retur n OpenL (_L ( " I RCOMM: : 0 11 )) ; 

TBoo l TodoXferIRSerial: : OpenL(TDe sC &aPo rtName ) 

Ti nt result; 

result= commPort.Open(server ,aPortName, 
ECommExclusive); 

User:;Leavei f Err or (result ); 

return ETrue; 
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To convert our serial port TodoX example that is all that is required
We have targeted the Code at new device and since that device

uses the same communication method as our serial example this is

all we have to do

9.3 vCalendar Objects

In Chapter said would deal with vCalendar objects in this

chapter However this section is simply teaser The real meat

of handling vCalendar objects appears in Chapter 13 where we
discuss messaging Here will overview some issues

To send vCalendar objects over serial I/O we need to handle

them as text Handling vCalendar objects in textual form is little

difficult in Symbian OS These objects are designed as BIO message

content not really as objects with textual content read by humans

Because of this there are few function calls that will generate textual

vCalendar representations

One such function comes from the cAgnModel class the class

that lies at the center of Agenda item handling Its definition

is below

void ExportvCaiL RWriteStream awriteStream

CAgnEntry aEntry
const CVersitParser TVersitCharSet aCharSet

CVersitParser EUTF8CharSet

void ExportVCaiL RWriteStream aWriteStream
CArrayFixFiatTAgnsntryld aEntryIdhist
const CVersitParserTVersittharSet aCharSet
CVersitParser EtJTF8CharSet

The ExportVCalL function takes an entry or an array of entries

and writes the textual representation to the aWritestream object

Objects that derive from the RWriteStream class include both file

and memory streams so Agenda entries can be exported to files or

memory as vCalendar objects

Extend TodoZ wkb Textud vCakndar Objects

Ore wy to test hw well yu understand the concepts to

tbts point to tend The odoX exanipe to use textual vCal

endar objects You should ca th Irrow inpty function call

$1 enWCal CgnEntxy antX7 which should con

vert the vCalendar entry to text and use the estabi shed protocol to
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To convert our serial port TodoX example, that is all that is required. 
We have targeted the code at a new device and, since that device 
uses the same communication method as our serial example, this is 
all we have to do. 

9.3 vCalendar Objects 

In Chapter 8, I said I would deal with vCalendar objects in this 
chapter. However, this section is simply a teaser. The real meat 
of handling vCalendar objects appears in Chapter 13, where we 
discuss messaging. Here, I will overview some issues. 

To send vCalendar objects over serial 1/0, we need to handle 
them as text. Handling vCalendar objects in a textual form is a little 
difficult in Symbian OS. These objects are designed as BIO message 
content, not really as objects with textual content read by humans. 
Because of this, there are few function calls that will generate textual 
vCalendar representations. 

One such function comes from the CAgnModel ciass, the class 
that lies at the center of Agenda item handling. Its definition 
is below: 

void ExportVCalL(RWriteStrearn &aWriteStrearn, 
CAgnEntry* aEntry, 
const CVersitParser: :TVersitCharSet aCharSet 
CVersitParser: :EUTF8CharSet); 

void ExportVCalL(RWriteStream &aWriteStrearn, 
CArrayFixFlat<TAgnEntryid>* aEntryidList, 
const CVersitParser::TVersitCharSet aCharSet 
CVersitParser: :EUTF8CharSet); 

The ExportVCalL () function takes an entry or an array of entries 
and writes the textual representation to the aWri test ream object. 
Objects that derive from the RWri teStream class include both file 
and memory streams, so Agenda entries can be exported to files or 
memory as vCalendar objects. 
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send it You also need to implement the ReceveltemVCal
function that returns pointer to CAgnEntry object

To do this you will need to use the

Wr te\TC9JObject qriFntry aBn P.WiiteStrearn aStrernj

function From the AgendaFileReader class This will convert

the vcalendar object to text and write it to the RWriteStream

object If you examine the implementation olthc WriteVCalob
ect function you will see it is implemented in terms of

cAgriModel Export VCa1L

9.4 Summary

This chapter detailed the techniques needed to use IR serial corn

munications The details however were not complicated lR serial

communications is based heavily on serial port communications
and very few changes need to be implemented The chapter con
cluded with brief discussion of the textual representation of

vCalendar objects

The next chapter is on sockets concept that is vital to

programming the rest of the protocols in Symbian OS commu
nications architecture We revisit IR communications using sockets

in Chapter
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9.4 Summary 

This chapter detailed the techniques needed to use IR serial com­
munications. The details, however, were not complicated; IR serial 
communications is based heavily on serial port communications, 
and very few changes need to be implemented. The chapter con­
cluded with a brief discussion of the textual representation of 
vCalendar objects. 

The next chapter is on sockets, a concept that is vital to 
programming the rest of the protocols in Symbian OS commu­
nications architecture. We revisit IR communications using sockets 
in Chapter 11 . 
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Using Sockets

enjoy the American television show Star Trek Since its debut

in 1967 it has gone through many changes through five fran

chises with constant stream of new technology popping up
in the show Of all the innovations in the show one of the

most incredible inventions is the use of language translation

matrix Somehow every person on the show speaks the same

languagepeople from every country on earth and every alien

species While this is never explained on the show it is implied

that this is due to computer usually starships computer using

translation matrix to translate one language to another in real

time It is amazing to me that each person hears only this translated

speechnot the original sourceand with no apparent artificial

implants speak English and you hear Klingon Thats amazing

technology
Sockets are bit like this language translation matrix On one

side we might have an application that simply wants to send

datacorrectly efficiently rapidlyover an IR port On the other

side another application wants to receive this data as it was

senttext bytes whatever In between the two endpoints there

is much transformation that goes onusing protocol stack as

translation matrix Sockets allow the applications to ignore the

translation matrix/protocol stack

We will overview sockets in this chapter Since sockets feature

prominently in most of the communication methods for the rest of

this book close look is warranted We will first introduce the

idea behind sockets then examine three central implementations
the socket server socket objects themselves and name/address

resolution
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I enjoy the American television show Star Trek. Since its debut 
in 1967, it has gone through many changes, through five fran­
chises, with a constant stream of new technology popping up 
in the show. Of all the innovations in the show, one of the 
most incredible inventions is the use of a "language translation 
matrix". Somehow, every person on the show speaks the same 
language-people from every country on earth and every alien 
species. While this is never explained on the show, it is implied 
that this is due to a computer (usually a starship's computer) using 
a translation matrix to translate one language to another in real 
time. It is amazing to me that each person hears only this translated 
speech-not the original source-and with no apparent artificial 
implants! I speak English and you hear Klingon! That's amazing 
technology! 

Sockets are a bit like this language translation matrix. On one 
side, we might have an application that simply wants to send 
data-correctly, efficiently, rapidly-over an IR port. On the other 
side, another application wants to receive this data as it was 
sent-text, bytes, whatever. In between the two endpoints, there 
is much transformation that goes on-using a protocol stack as 
a translation matrix. Sockets allow the applications to ignore the 
translation matrix/protocol stack. 

We will overview sockets in this chapter. Since sockets feature 
prominently in most of the communication methods for the rest of 
this book, a close look is warranted. We will first introduce the 
idea behind sockets, then examine three central implementations: 
the socket server, socket objects themselves, and name/address 
resolution. 
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10.1 Introduction to Sockets

Serial communication good as it is is still the raw exchange of data

between two points It can be considered at best data link layer

protocol It is an effectivebut limitedmeans of communication

that allows data transfer over physical medium Its limitations

are many including restricted transfer rate and very little error

detection To implement services like flow control and error correc

tion and to take advantage of more sophisticated communication

techniques like multipoint communication we must gain access to

higher level communication protocols and use hardware devices

through those protocols We use sockets to gain this protocol access

Sockets were invented by the designers of Berkeley Unix and

were first used as way to access TCP/IP protocols In the Berkeley

terminology socket is an endpoint for communication By itself

as an endpoint socket is not very useful But when connected to

another socket on another computer the pair becomes communi
cation channel that uses protocol to transfer data You can think

of sockets as two ends of conversation and the protocol as the

translator

In fact to write code that uses upper layer protocolssay

TinyTP for lrDAyou can no longer deal with the device directly

This would be counterproductive it would involve implementing

protocol concepts that have already been implemented Sockets

allow us to take advantage of the protocol implementations already

built for us by Symbian
Sockets depend on four things protocol modules socket server

socket object and name resolution service

10.2 Protocol Modules

To implement each of the many protocols it uses Symbian OS

uses protocol modules We introduced protocol modules back

in Chapter You can think of them in the same way you do

device drivers there is common programming interface that is

implemented differently by the various protocol modules In fact

the analogy to device drivers works further protocol modules

are loaded and unloaded they can be supplied by third party

vendors implementing new protocols and they are used by server

as loadable libraries to implement protocol stacks For example
the various protocols in the TCP/IP suite are implemented by the

TCP PRT module and Bluetooth protocols are implemented by the

BT PRT module

10.1 
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Introduction to Sockets 

. Serial communication, good as it is, is still the raw exchange of data 
between two points. It can be considered, at best, a data link layer 
protocol. It is an effective-but limited-means of communication 
that allows data transfer over a physical medium. Its limitations 
are many, including a restricted transfer rate and very little error 
detection. To implement services like flow control and error correc­
tion, and to take advantage of more sophisticated communication 
techniques like multipoint communication, we must gain access to 
higher level communication protocols and use hardware devices 
through those protocols. We use sockets to gain this protocol access. 

Sockets were invented by the designers of Berkeley Unix and 
were first used as a way to access TCP/IP protocols. In the Berkeley 
terminology, a socket is an "endpoint for communication" . By itself, 
as an endpoint, a socket is not very useful. But when connected to 
another socket on another computer, the pair becomes a communi­
cation channel that uses a protocol to transfer data. You can think 
of sockets as two ends of a conversation and the protocol as the 
translator. 

In fact, to write code that uses upper layer protocols-say 
TinyTP for lrDA-you can no longer deal with the device directly. 
This would be counterproductive; it would involve implementing 
protocol concepts that have already been implemented. Sockets 
allow us to take advantage of the protocol implementations already 
built for us by Symbian. 

Sockets depend on four things: protocol modules, a socket server, 
a socket object, and a name resolution service. 

10.2 Protocol Modules 

To implement each of the many protocols it uses, Symbian OS 
uses protocol modules. We introduced protocol modules back 
in Chapter 3. You can think of them in the same way you do 
device drivers: there is a common programming interface that is 
implemented differently by the various protocol modules. In fact 
the analogy to device drivers works further: protocol modules 
are loaded and unloaded; they can be supplied by third party 
vendors implementing new protocols; and they are used by a server 
as loadable libraries to implement protocol stacks. For example, 
the various protocols in the TCP/IP suite are implemented by the 
TCP. PRT module and Bluetooth protocols are implemented by the 
BT. PRT module. 
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Loading protocol module is usually automatic The first time

socket that uses particular protocol is opened that protocol

module is loaded YOLI can also load protocol modules progr1n1
matical ly through an RSocket Serv object ii loading protocol

mOdLIle is also automatic usually at the dscretion of the operat

ing system lowever an API exists that can he used to unload

protocol module as well

Iook for Yourself

Symbian OS uses configuration file to specify which protocol

modules are available and what they arc used tor When it

is neededit is only used for additional thud party prolocol

modules and not for built-in onesit lists the protocol and the

modules used for it

Look on your emulator or on your hardware Symbian OS

device Look it up as c\system\data\esock.in have

included snippet of such file from Psion netBook

sockrnan

prccocols p1pirmutinytptcpudpicrnoip

ft cp

tilenarrte TCPIP.PRT
index-

bindto ipicmp

fi1ename TCPTPPPT
index-

bindto ipicmp

njfmnnj

default netdial

echerret ethagt .aqc

netdia netdial.agt

ethernet ethint .nif

irLan ethint.nif

dl iversJ

ethernet- ethcnrd dr
i.rLan irlan.drv
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Loading a protocol module is usually automatic. The first time 
a socket that uses a particular protocol is opened, that protocol 
module is loaded. You can also load protocol modules program­
matically through an RSocketServ object. Unloading a protocol 
module is also automatic, usually at the discretion of the operat­
ing system. However, an API exists that can be used to unload a 
protocol module as well. 
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10.3 RSocketServ The Socket Server

Just as applications use communications server to talk through CSY

modules to hardware devices they must also use socket server to

implement access through protocol modules to use protocols The

RSocketServ class is the class that implements the socket server

In order to create session with the socket server an application

must first connect to it Connections are made by the following

RSocketServ class function

TInt Connect Tuint aMessageslots
KESockDefaultMessageSlots

Calling the Connect function will establish connection with

the socket server making sure that it is running and allocate

number of message slots for that connection message slot is used

by read or write operation Since socket can perform read and

write asynchronously socket will usually require two message
slots The number of sockets you will use through the socket server

will determine the number of message slots in the connection The

default number if one is not given in the Connect call is eight

While it is not necessary protocol modules can be loaded

and unloaded programmaticaly This may be desirable if rapid

response to all socket operations is extremely important Without

preloading socket server will load protocol module with the

first socket creation that uses the protocol that module implements

By loading modules at the start of an application this load time can

be redistributed to the beginning of the application The function

below loads protocol module

void StartProtocolTuint anAddrFamily TUint aSockType
TUint aProtocolTRequestStatus aStatus

call to StartProtocol must give four parameters the family

of protocols that the caller wants such as KAfInet for Internet

protocols or KAf ip for PLP protocols the type of socket that will

be used such as stream-based or datagram-based socket the

specific protocol selected from the protocol family e.g KProto
coiInetiCMP or KProtocolPipLink and status variable we

can use to monitor the operation it is an asynchronous operation
socket server can be forced to unload protocol module by

the following function

void StopProtocol TUint anAddrFamilyTUint aSockType
TUint aprotocolTRequestStatus aStatus
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10.3 RSocketServ: The Socket Server 

Just as applications use a communications server to talk through CSY 
modules to hardware devices, they must also use a socket server to 
implement access through protocol modules to use protocols. The 
RSocketServ class is the class that implements the socket server. 

In order to create a session with the socket server, an application 
must first connect to it. Connections are made by the following 
RSocketServ class function 

Tint Connect(TUint a MessageSlots 
KESockDefaultMessageSlots); 

Calling the Connect () function will establish a connection with 
the socket server (making sure that it is running) and allocate a 
number of message slots for that connection. A message slot is used 
by a read or write operation. Since a socket can perform a read and 
a write asynchronously, a socket will usually require two message 
slots. The number of sockets you will use through the socket server 
will determine the number of message slots in the connection. The 
default number (if one is not given in the Connect ( ) call) is eight. 

While it is not necessary, protocol modules can be loaded 
and unloaded programmatically. This may be desirable if rapid 
response to all socket operations is extremely important. Without 
preloading, a socket server will load a protocol module with the 
first socket creation that uses the protocol that module implements. 
By loading modules at the start of an application, this load time can 
be redistributed to the beginning of the application. The function 
below loads a protocol module: 

voi d Star t Prot ocol(TUint a nAddr Family, TUint a SockType , 
TUi n t a Protocol,TReque s t Statu s &aStatu s) ; 

A call to Start Protocol () must give four parameters: the family 
of protocols that the caller wants (such as KAfinet for Internet 
protocols or KAf Plp for PLP protocols), the type of socket that will 
be used (such as a stream-based or datagram-based socket), the 
specific protocol selected from the protocol family (e.g, KPro to­

col InetICMP or KProtocolPlpLirik), and a status variable we 
can use to monitor the operation (it is an asynchronous operation). 

A socket server can be forced to unload a protocol module by 
the following function: 

void StopProtocol(TUint anAd drFami l y , TUint a So c k Typ e, 
TUi nt a Prot ocol, TReque s t Statu s &aS t atus ); 
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The parameters have the same meaning as with StartProto
col

Once we are finished with socket server we close the connec
tion to it via its Close function

void Close

10.4 RSocket Using Sockets

Sockets are implemented via the RSocket class Sockets have

certain properties that must be chosen as they are created and have

certain patterns to their use They work differently if server is using

them than if client is using them

10.4.1 Socket Properties

Sockets have certain properties chosen based on how they are used

socket is either connected or connectionless connected socket

maintains virtual connection between the two endpoints This

means that address information for the remote endpoint needs to

be given only once and that each access to the connection can be

done without respecifying this information connectionless socket

forces the application to specify the remote endpoint information

each time it is used and has no virtual connection connected

socket is easier to use and is more reliable yet requires higher

overhead in its implementation Connected sockets use mechanisms

to ensure that data arrives at the remote endpoint in the exact order

they were sent and that they arrive error-free or do not arrive at all

Connectionless sockets make no such guarantees about data arrival

or reliability

Connected sockets are implemented with streams stream is

logical connection between two endpoints that implements the

properties of connected socket Specifically streams implement

the following properties

Reliability With stream data are delivered accurately as they

were sent without error or are not delivered at all If there is no

data delivery this is detected and the socket owner is notified

Error control Errors are detected automatically and the remote

endpoint is usually asked to retransmit the data packet that

had the error Maintaining error control usually involves using

checksums on data packets and forcing remote endpoints to

acknowledge when they receive packets
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The parameters have the same meaning as with StartProto­
col () . 

Once we are finished with a socket server, we close the connec­
tion to it via its Close () function: 

void Close(); 

10.4 RSocket: Using Sockets 

Sockets are implemented via the RSocket class. Sockets have 
certain properties that must be chosen as they are created and have 
certain patterns to their use. They work differently if a server is using 
them than if a client is using them. 

10.4.1 Socket Properties 

Sockets have certain properties, chosen based on how they are used. 
A socket is either connected or connectionless. A connected socket 
maintains a virtual connection between the two endpoints. This 
means that address information for the remote endpoint needs to 
be given only once, and that each access to the connection can be 
done without respecifying this information. A connectionless socket 
forces the application to specify the remote endpoint information 
each time it is used and has no virtual connection . A connected 
socket is easier to use and is more reliable yet requires higher 
overhead in its implementation. Connected sockets use mechanisms 
to ensure that data arrives at the remote endpoint in the exact order 
they were sent, and that they arrive error-free or do not arrive at al I. 
Connectionless sockets make no such guarantees about data arrival 
or reliability. 

Connected sockets are implemented with streams. A stream is 
a logical connection between two endpoints that implements the 
properties of a connected socket. Specifically, streams implement 
the following properties: 

• Reliability: With a stream, data are delivered accurately (as they 
were sent) without error or are not delivered at all. If there is no 
data delivery, this is detected, and the socket owner is notif ied. 

• Error control: Errors are detected automatically, and the remote 
endpoint is usually asked to retransmit the data packet that 
had the error. Maintaining error control usually involves using 
checksums on data packets and forcing remote endpoints to 
acknowledge when they receive packets. 
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Ordered delivery As we have discussed before data that flows

between two endpoints is typically broken up and sent as

fragments Streams make sure those fragments arrive at their

destination in the order they were sent and that the larger data

packets are reassembled correctly

Connectionless sockets are implemented with datagrams Recall

that datagram is another name for single data packet con nec

tionless socket sends individual datagrams between endpoints rather

than using logical connection No acknowledgement is required

no extensive error control or ordering mechanisms are used

The reliability of connected sockets comes at price There are

more protocol layers involved and hence more protocol overhead

There is more communication between endpoints and hence more

data traffic Connected sockets are implemented with streams they

are more complex than connection less sockets

10.4.2 Patterns in Socket Usage

There are patterns in how applications use sockets In fact these

emulate the patterns we discussed back in Chapter on how to use

the serial port

Initialization

With sockets initializing the system means conversing with the

socket server We must start the server if we need to and establish

connection to it To do this we need to create an RSocketServ

object and call its Connect function

RSocketServ socksvr

err socksvr Connect

User LeavelfErrorerr

If the return code is anything other than KErrNone something has

gone wrong and we must handle the error Oncethe current active

object has connected to the socket server that server can be used

in further calls that need to obtain sockets

Opening the socket

Instead of opening communication port as we did in Chap
ters and we now must open and converse with socket

Sockets are designed to have an API that closely reflects the API
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• Ordered delivery: As we have discussed before, data that flows 

between two endpoints is typically broken up and sent as 
fragments. Streams make sure those fragments arrive at their 

destination in the order they were sent and that the larger data 

packets are reassembled correctly. 

Connectionless sockets are implemented with datagrams. Recall 

that a datagram is another name for a single data packet. A connec­

tionless socket sends individual datagrams between endpoints rather 
than using a logical connection. No acknowledgement is required; 

no extensive error control or ordering mechanisms are used. 
The reliability of connected sockets comes at a price. There are 

more protocol layers involved and hence more protocol overhead. 
There is more communication between endpoints and hence more 

data traffic. Connected sockets are implemented with streams; they 
are more complex than connectionless sockets. 

10.4.2 Patterns in Socket Usage 

Initialization 

There are patterns in how applications use sockets. In fact, these 

emulate the patterns we discussed back in Chapter 8 on how to use 
the serial port. 

With sockets, initializing "the system" means conversing with the 
socket server. We must start the server (if we need to) and establish 
a connection to it. To do this, we need to create an RSocketServ 

object and call its Connect () function: 

RSocketServ socksvr; 

err= socksvr. Connect( ); 
User: :LeaveifError(err); 

If the return code is anything other than KErrNone, something has 

gone wrong, and we must handle the error. Once the current active 

object has connected to the socket server, that server can be used 
in further calls that need to obtain sockets. 

Opening the socket 

Instead of opening a communication port, as we did in Chap­

ters 8 and 9, we now must open (and converse with) a socket. 

Sockets are des_igned to have an API that closely reflects the API 
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of communications port so the following functions should look

fam ii jar

TInt OpenRSocketServ aServerTUint addrFamily
TUint sockTypeTUint protocol

TInt OpenRsocketServ Serverconst TDesC aName
TInt OpenRSocketServ aServer

Each of these calls opens socket for use by an application The

first form is the most specific and allows you to completely specify

socket There are four parameters reference to connected

socket server the address family of the socket we discussed this

previously for protocol loading in socket servers an example is

KAf met for Internet protocols the type of socket that will be used

such as stream-based or datagram-based socket and the specific

protocol selected from the protocol family e.g KProtocollnet
ICMP or KprotocolPlpmnk The socket type is chosen from the

following choices from essock.h

const TtJint KSockStreaml
const Ttjint KSockDatagram2
const TUint KSockSeqPacket3
const TUint KSockRaw4

The first two implement stream-based and datagram-based sockets

respectively The third choice represents middle ground between

streams and datagrams enforcing sequential packet delivery without

all the other trappings of connected sockets Finally the last choice

allows socket connection with just raw datastreama situation

where you would build your own packets We will demonstrate

this type of socket in Chapter 12
The second form of the Open function opens socket and

configures it by the name of the protocol given in the second

parameter This is the name of the protocol as given to it by

Symbian OS and comes from the configuration file esock mi in

the emulator

The third form of the Open function creates blank socket for

use by application servers The actual configuration for the socket

is set when connection is received from client This is covered

in the next section

Configuring and connecting sockets

Once socket is open it still needs to be connected to another

communication endpointanother socket This is handled dif

ferently depending on the type of socket connection less/datagram

based or connected/stream-based

RSocket: USING SOCKETS 183 

of a communications port, so the following functions should look 
familiar: 

Tint Open(RSocketServ &aServer,TUint addrFamily, 
TUint sockType,TUint protocol); 

Tint Open(RSocketServ &aServer,const TDesC &aName ) ; 
Tint Open(RSocketServ &aServer); 

Each of these calls opens a socket for use by an application. The 
first form is the most specific and allows you to completely specify 
a socket. There are four parameters: a reference to a connected 
socket server, the address family of the socket (we discussed this 
previously for protocol loading in socket servers; an example is 
KAfinet for Internet protocols), the type of socket that will be used 
(such as a stream-based or datagram-based socket), and the specific 
protocol selected from the protocol family (e.g, KProtocolinet­
ICMP or Kprotocol PlpLink). The socket type is chosen from the 
following choices (from es_sock. h): 

const TUint KSockStream= l ; 
const TUint KSockDatagram=2; 
const TUint KSockSeqPacket=3; 
const TUint KSockRaw=4; 

The first two implement stream-based and datagram-based sockets, 
respectively. The third choice represents a middle ground between 
streams and datagrams, enforcing sequential packet delivery without 
all the other trappings of connected sockets. Finally, the last choice 
allows a socket connection with just a raw datastream-a situation 
where you would "build your own" packets. We will demonstrate 
this type of socket in Chapter 12. 

The second form of the Open () function opens a socket and 
configures it by the name of the protocol given in the second 
parameter . . This is the name of the protocol as given to it by 
Symbian OS and comes from the configuration file esock. ini in 
the emulator. 

The third form of the Open () function creates a blank socket for 
use by application servers. The actual configuration for the socket 
is set when a connection is received from a client. This is covered 
in the next section. 

Configuring and connecting sockets 

Once a socket is open, it still needs to be connected to another 
"communication endpoint" -another socket. This is handled dif­
ferently depending on the type of socket: connectionless/datagram­
based or connected/stream-based. 
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Configuring connectionless sockets Connection less sockets have

very brief one-time connection with the remote socket We
configure connectionless sockets by giving them local address and

using special versions of I/O calls that include the remote sockets

address This is the minimal configuration that we can have

We assign local address to socket through the following

function from the RSocket class

TInt BindTSockAddr anAddr

call to Bind will give the socket local information about the

address and protocol it is supposed to represent derived from the

anAddr parameter This information is built into the TSockAddr

class and will be different for different protocols addresses for

TCP/IP for example are different than for Bluetooth

Once connectionless socket is bound to local address

it is ready to send or receive data These sockets can now be

used with calls that specify the remote address like SendTo or

RecvFrom

Configuring connected sockets Connected sockets are configured

with the address of the remote socket so that they remain tied

together for the duration of the connection The way this is done

will be different based on whether the socket will be used for

server or client application

Client sockets are the easiest to use client socket makes call

to one of the functions below

void Connect TSockAddr anAddrTRequestStatus aStatus
void Connect TSockAddr anAddr

conet TDesC8 aConnectDataOutTDes8 aConnectflataln

TRequestStatus aStatus

Both calls require an address to connect the socket to and status

variable to monitor the progress of the connection Connecting

is an asynchronous operation and there may be some waiting

involved for the remote side to make its connection The effect of

both calls upon return is to connect the socket to server and to

create channel accessible through the socket The second form

of the Connect function sends through aConnectDataout

and receives through aConnectDataln some initial data upon

connection

Servers must go through some additional steps server must

listen for connection from client accept the connection and

then shape socket to fit the incoming connection so that
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Configuring connectionless sockets Connectionless sockets have 
a very brief, one-time connection with the remote socket. We 
configure connectionless sockets by giving them a local address and 
using special versions of 1/0 calls that include the remote socket's 
address. This is the minimal configuration that we can have. 

We assign a local address to a socket through the following 
function from the RSocket class: 

Tint Bi nd (TSockAddr &anAddr); 

A call to Bind () will give the socket local information about the 
address and protocol it is supposed to represent, derived from the 
anAddr parameter. This information is built into the TSock.Addr 

class and will be different for different protocols (addresses for 
TCP/IP, for example, are different than for Bluetooth). 

Once a connectionless socket is bound to a local address, 
it is ready to send or receive data. These sockets can now be 
used with calls that specify the remote address, like SendTo () or 
RecvFrom (). 

Configuring connected sockets Connected sockets are configured 
with the address of the remote socket, so that they remain tied 
together for the duration of the connection. The way this is done 
will be different based on whether the socket will be used for a 
server or a client application. 

Client sockets are the easiest to use. A client socket makes a call 
to one of the functions below: 

voi d Connect(TSockAddr &anAddr,TRequestStatus &aStatus); 

void Connect(TSockAddr &anAddr, 
const TDesC8 &aConnectDataOut,TDes8 &aConnectDatain, 

TRequestStatus &aStatus ); 

Both calls require an address to connect the socket to and a status 
variable to monitor the progress of the connection. Connecting 
is an asynchronous operation, and there may be some waiting 
involved for the remote side to make its connection. The effect of 
both calls, upon return, is to connect the socket to a server and to 
create a channel, accessible through the socket. The second form 
of the Connect () function sends (through aConnectDataOut) 

and receives (through aConnectDatain) some initial data upon 
connection. 

Servers must go through some additional steps. A server must 
listen for a connection from a client, accept the connection, and 
then "shape" a socket to fit the incoming connection · so that 
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Bind
Set the local address

Listen
Listen for client connections

Accept

Accept the connection and

configure the blank socket

Figure 10.1 Configuration of an application server socket

communication is possible server uses blank sockets crafting

them to fit the clients needs

servers sequence is depicted in Figure 10.1 blank socket

is bound to local address using the RSocket Bind func

tion Then the application must listen for incoming connections

that specify the address bound to this socket Once an incoming
connection has been detected the application must accept the

incoming connection and configure blank socket to service that

connection Once connection is accepted the socket channel is

created and data may flow between the two endpoints

Listening is done through the Listen function

TInt ListenTTJint qsize
TInt ListenTTJint qSizeconst TDesC8 aconnectDeta

Listening for multiple connections is handled concurrently from

queue of size qsize This queue will contain qsize number of

open connections waiting to be connected to sockets Connection

requests from remote devices that occur when the queue is full

are rejected The second form will receive some data through
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Bind () 

Set the local address 

' 

Listen () 

Listen for client connections 

Accept () 
Accept the connection and 
configure the blank socket 

Figure 10.1 Configuration of an application server socket. 

communication is possible. A server uses blank sockets, crafting 
them to fit the client's needs. 

A server's sequence is depicted in Figure 10.1 . A blank socket 
is bound to a local address (using the RSocket: : Bind () func­
tion). Then the application must listen for incoming connections 
that specify the address bound to this socket. Once an incoming 
connection has been detected, the application must accept the 
incoming connection and configure a blank socket to service that 
connection. Once a connection is accepted, the socket channel is 
created, and data may flow between the two endpoints. 

Listening is done through the Listen () function: 

Tlnt Listen(TUint qSize); 
Tint Listen(TUint qSize,const TDesC8 &aConnectData); 

Listening for multiple connections is handled concurrently from a 
queue of size qSize. This queue will contain qSize number of 
open connections waiting to be connected to sockets. Connection 
requests from remote devices that occur when the queue is full 
are rejected. The second form will receive some data through 
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the connection when one is made Notice that this call simply

configures the queue for collecting incoming requests It is not

asynchronous and returns immediately with result code

Accepting an incoming connection joins blank socket to the

connection request through the following functions

void Accept RSocket aBlankSocket
TaequestStatus aStatus

void Accept RSocket aBlankSocketTDes8 aConnectflata
TRequestStatus aStatus

This call will block until an incoming connection is detected

When connection is detected the blank socket specified by
aBlankSocket will be connected and configured with addressing

information After this call completes the newly configured socket

can be used to converse with the remote device

An example of an application servers use of sockets is in the

code fragment below

RSocketServ iSockSvr
RSocket iListener iServiceSocket
TlnetAddr iAddress
TRequestStatus iStat

II.. code to create sockets end connect to the server

II Open the listener socket

err iListener.OpeniSockSvr KAflnet KSockStream
Kundefinedprotocol

User LeavelfErrorerr

// Open the blank socket

err iServiceSocket.OpeniSockSvr
User LeavelfErrorerr

// Bind the listener socket to ANY address from port 3100

iAddress new TlnetAddrKlnetAddrAny 3100
iListener.Bind iAddress

// Set up queue of possible connections at time

iListener.Listen5
// And wait for connection joining the blank socket to

// to the incoming request

iListener.Accept iServiceSocket iStat
SetActive

Note that we are assuming an active object here hence the use of

SetActive In this example the code waits for devices using

TCP/IP through port 3100
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the connection when one is made. Notice that this call simply 
configures the queue for collecting incoming requests. It is not 
asynchronous and returns immediately with a result code. 

Accepting an incoming connection joins a blank socket to the 
connection request through the following functions: 

void Accept(RSocket &aBlankSocket, 
TRequestStatus &aStatus); 

void Accept(RSocket &aBlankSocket,TDes8 &aConnectData, 
TRequestStatus &aStatus); 

This call will block until an incoming connection is detected. 
When a connection is detected, the blank socket specified by 
aBlankSocket will be connected and configured with addressing 
information. After this call completes, the newly configured socket 
can be used to converse with the remote device. 

An example of an application server's use of sockets is in the 
code fragment below: 

RSocketServ iSockSvr; 
RSocket iListener, iServiceSocket; 
TinetAddr iAddress; 
TRequestStatus iStat; 

II ... code to create sockets and connect to the server 

II Open the listener socket 
err= iListener.Open(iSockSvr, KAfinet, KSockStream, 

KundefinedProtocol) ; 
User: :LeaveifError(err); 

II Open the blank socket 
err= iServiceSocket.Open(iSockSvr); 
User::LeaveifError(err); 

II Bind the listener socket to ANY address from port 3100 
iAddress = new TinetAddr(KinetAddrAny, 3100); 
iListener.Bind(iAddress); 

II Set up a queue of 5 possible connections at a time 
iListener.Listen(S); 
II And wait for a connection, joining the blank socket to 
II to the incoming request 
iListener.Accept(iServiceSocket, iStat); 
SetActive(); 

Note thatwe are assuming an active object here, hence the use of 
SetAct i ve () . In this example, the code waits for devices using 
TCP/IP through port 3100. 
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It bears repeating that two sockets are involved in an application

server One socket is the listener socket and accepts incoming
connection requests The second socket is blank socket that is

joined to the incoming request once it has been accepted It is

through this second socket that active data exchange takes place

Finally note that the Accept function implements an asyn
chronous operation and that it can be cancelled with the following

function

void CancelAccept

Exchanging data over sockets

Reading and writing data using sockets is designed to closely

resemble what we did with direct communication with hardware

ports The API is very similar but adds few convenience functions

Connectionless sockets Reading and writing with datagrams

means that the address host and port of the remote side of the

connection must be specified with the /0 request This takes

special functions that are based on Read and write but also

use address information

Reading from connectionless socket uses the RecvFrom
function

void RecvFromTDes8 aflescTSockAddr anAddrTUint fiape
TRequestStatus aStatus

void RecvFromTDes8 aDescTSockAddr anAddrTUint flags
TRequestStatus aStatusTSockXfrLength aLen

Both calls give buffer an address of the device to receive the

data from some flags that configure the read and status variable

to monitor the receipt of data As usual the first form will try to

fill its buffer and the second form will only read aLen bytes The

behavior of this function is to block until datagram from the sender

specified in the anAddr parameter is received

Writing to connectionless socket is done through the SendTo
function

void SendToconst TDesC8 aDescTSockAddr anAddr
TUint fiagsTRequestStatus aStatus

void SendToconst TIJesC8 aflescTSockAddr anAddr
TUint flagsTRequeststatus aStatus
TSockXfrLength aLen

Again we have buffer containing the data to send an address to

send the datagram to some flags to control the transfer and status
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It bears repeating that two sockets are involved in an application 
server. One socket is the listener socket and accepts incoming 

. connection requests. The second socket is a blank socket that is 
joined to the incoming request once it has been accepted. It is 
through this second socket that active data exchange takes place. 

Finally, note that the Accept () function implements an asyn­
chronous operation and that it can be cancelled with the following 
function: 

void CancelAccept(}; 

Exchanging data over sockets 

• Reading and writing data using sockets is designed to closely 
resemble what we did with direct communication with hardware 
ports. The API is very similar but adds a few convenience functions. 

Connectionless sockets Reading and writing with datagrams 
means that the address (host and port) of the remote side of the 
connection must be specified with the 1/0 request. This takes 
special functions that are based on Read () and Write () but also 
use address information. 

Reading from a connectionless socket uses the RecvFrom () 
function: 

void RecvFrom(TDes8 &aDesc,TSockAddr &anAddr,TUint flags, 
TRequestStatus &aStatus}; 

void RecvFrom(TDes8 &aDesc,TSockAddr &anAddr , TUint flags, 
TRequestStatus &aStatus,TSockXfrLength &aLen} ; 

Both calls give a buffer, an address of the device to receive the 
data from, some flags that configure the read, and a status variable 
to monitor the receipt of data. As usual, the first form will try to 
fill its buffer, and the second form will only read aLen bytes. The 
behavior of this function is to block until a datagram from the sender 
specified in the anAddr parameter is received. 

Writing to a connectionless socket is done through the Send To () 

function: 

void SendTo(const TDesC8 &aDesc,TSockAddr &anAddr, 
TUint flags,TRequestStatus &aStatus } ; 

void SendTo(const TDesC8 &aDesc,TSockAddr &anAddr, 
TUint flags,TRequestStatus &aStatus, 
TSockXfrLength &aLen} ; 

Again, we have a buffer containing the data to send, an address to 
send the datagram to, some flags to control the transfer, and a status 
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variable for monitoring The first form sends the entire buffer the

second form only sends aLen bytes The blocking behavior here is

controlled by the flags in the call the default behavior is to send

without waiting for receipt

Connected sockets Because we do not need to include address

information with connected socket i/O we have bit more flexibility

in the functions we can use

At the lowest level Read and Write functions work as

we have defined them before However they have parameters in

different order

void ReadTDes8 aflescTRequestStatUs aStatus
void CancelRead
void Writeconst TDe5C8 acescTRequestStatus astatus
void CancelWrite

Notice that each comes with canceling function because each

is asynchronous In addition notice that each comes in only one

versionlacking version with the buffer length specification

The more flexible way to do socket I/O is to use Recv and

Send functions These functions include buffer length speci

fiers and flags to control the I/O along with the other required

parameters

void RecvTDes8 aDescTUint flags
TRequestStatus aStatus

void RecvTDes8 aDescTUint flags
TRequestStatus aStatusTSockXfrLength aLen

void CancelRecv
void Sendconst TDesC8 aDescTtlint someFlags

TRequestStatus aStatus
void Sendconst TDesC8 aDescTuint someFiags

TRequestStatus aStatusTSockXfrLength aLen
void CanceiSendO

Each function really looks like and is implemented by lower level

Read and Write functions Each function is complemented

by its own canceling function

There is one more function thatcan be used to receive data on

connected port As with reading from hardware port we can also

be flexible with the amount of data we receive and process The

function below allows us to do this

void RecvOneOrMoreTDes8 aDescTUint flags
TRequestStatus aStatusTSockXfrLength aLen
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variable for monitoring. The first form sends the entire buffer; the 
second form only sends aLen bytes. The blocking behavior here is 
controlled by the flags in the call; the default behavior is to send 
without waiting for receipt. 

Connected sockets Because we do not need to include address 
information with connected socket 1/0, we have a bit more flexibi lity 
in the functions we can use. 

At the lowest level, Read () and Write () functions work as 
we have defined them before. However, they have parameters in a 
different order: 

void Read( TDes B &aDesc,TRequest St atus &aSt atus); 

void CancelRead(); 
void Write(const TDesCB &aDesc,TRequestStatus &aStatus ); 

void CancelWrite(); 

Notice that each comes with a canceling function, because each 
is asynchronous. In addition, notice that each comes in only one 
version-lacking a version with the buffer length specification. 

The more flexible way to do socket 1/0 is to use Recv ( ) and 
Send () functions. These functions include buffer length speci­
fiers and flags to control the 1/0 , aiong with the other required 
parameters: 

void Recv(TDesB &aDesc,TUint flags, 
TRequestStatus &aStatus); 

void Recv(TDesB &aDe sc, TUint f lags, 
TReques t Status &aStatus , TSockXfr Length &aLen); 

void Cance lRecv() 
void Send(const TDesCB &aDesc , TUint someFlags, 

TRequestStatus &aStatus); 
void Send(const TDesCB &aDesc , TUint someFlags , 

TRequestStatus &aStatus, TSockXfrLength &aLen ) ; 

voi d CancelSend(); 

Each function really looks like (and is implemented by) lower level 
Read () and Write () functions. Each function is complemented 
by its own canceling function. 

There is one more function that can be used to receive data on a 
connected port. As with reading from a hardware port, we can also 
be fl exible with the amount of data we receive and process. The 
function below allows us to do this: 

void RecvOneOrMore (TDesB &aDesc, TUint flags , 
TRequestStat us &aStat us,TSockXfrLength &aLen); 
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This call will cause read of as much data as is available in the

input buffer The number of bytes read is returned in the aLen
variable

Closing sockets

Sockets are terminated using few more steps than raw devices

This is so that the protocol layers involved in the socket connection

may also shutdown

First the socket may have pending connection requests or buffers

with data ready to be retrieved To close socket gracefully we

should use the CancelAll function

void CancelAilO

This will cancel any asynchronous operations that may be waiting

for data or connections

The next step is to close the socket There are two ways to do this

depending on whether synchronous or asynchronous operations are

desired The synchronous way to do this is to use Close

void Close

This will terminate the socket and cause the operating system to

release any resources dedicated to it The asynchronous way to do

it is to use the Shutdown function

void Shutdown TShutdown aHowTRequestStatus aStatus
void ShutdownTShutdown aHowconst TDesC8

aflisconnectDataOutTDes8 ajisconnectflataln

TRequestStatus aStatus

The first form informs the system how to shut the socket down and

gives status variable for monitoring The how of the shutdown

process is given by the definition of TShutdown

enum TShutdown ENormal EStoplnput EStopOutput Elmmediate

The normal way is to drain the socket waiting for both input

and output buffers to empty The other functions will stop the input

but drain the output drain the input but stop the output or just

stop both The second form of Shutdown allows disconnect

messages to be sent and received

The typical way to close socket is to use the synchronous

Close function This works best when there are no pending
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This call will cause a read of as much data as is available in the 
input buffer. The number of bytes read is returned in the aLen 

variable. 

Closing sockets 

Sockets are terminated using a few more steps than raw devices. 
This is so that the protocol layers involved in the socket connection 
may also shutdown. 

First, the socket may have pending connection requests or buffers 
with data ready to be retrieved. To close a socket gracefully, we 
should use the CancelAll () function: 

void CancelAll(); 

This will cancel any asynchronous operations that may be waiting 
for data or connections. 

The next step is to close the socket. There are two ways to do this, 
depending on whether synchronous or asynchronous operations are 
desired. The synchronous way to do this is to use Close (): 

void Close ( ); 

Th is wi 11 terminate the socket and cause the operating system to 
release any resources dedicated to it. The asynchronous way to do 
it is to use the Shutdown () function: 

void Shutdown(TShutdown aHow,TRequestStatus &aStatus); 
void Shutdown(TShutdown aHow,const TDesC8 

&aDisconnectDataOut,TDes8 &aDi sconnectDatain, 
TRequestStatus &aStat us ) ; 

The first form informs the system how to shut the socket down and 
gives a status variable for monitoring. The " how" of the shutdown 
process is given by the definition of TShutdown: 

enum TShutdown {ENormal,EStopinput,EStopOutput,Eimmediate} 

The "normal" way is to drain the socket, waiting for both input 
and output buffers to empty. The other functions will stop the input 
but drain the output, drain the input but stop the output, or just 
stop both. The second form of Shutdown () allows disconnect 
messages to be sent and received. 

The typical way to close a socket is to use the synchronous 
Close () function. This works best when there are no pending 
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operations or buffered data waiting using Close in these situa

tions will stop the operations and lose the data The asynchronous

functions should be used when some waiting for operations or

buffers is necessary

10.4.3 Some Odds and Ends

There are few socket maintenance functions and some conve

nience functions that bear mention

Socket options are configuration parameters that control the

behavior of sockets There are generic options that apply to all

sockets such as debug mode and there are specific options

that apply to specific protocols such as raw mode for TCP/IP

sockets There are four functions that work with options

TInt GetOpt TUint anOptionNameTUiflt anOptionLevel
TDee8 anOption

TInt GetOpt TUint anOptionNameTUint anOptionLevel
TInt anOption

TInt SetOpt TUint anOptionNameTUint anOptionLevel
TInt anOption

TInt SetOptTUint anOptionName TUint anOptionLevel

const TDeeC8 anOptionTPtrC8 NULL

These functions will get an option value-in either string or

integer form hence the two versionsor will set an option

We can also set options asynchronously The Tocti function

does this for us along with its canceling function

void IoctlTUint aCommandTRequestStatue aStatus
TDes8 aflescNULL TUint aLevelKLevelUflSpeCified

void Cancelloctl

The local address and port of socket can be retrieved through

the following function calls

void LocalName TSockAddr anAddr
TUint LocaiPort

The hostname can be retrieved using the RHostResolver

class but the you must use the functions above for the address

and port

You can retrieve the address of the remote endpoint of socket

using

void RetuoteName TSockAddr anAddr
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operations or buffered data waiting (using Close () in these situa­

tions will stop the operations and lose the data). The asynchronous 

functions should be used when some waiting for operations or 

buffers is necessary. 

10.4.3 Some Odds and Ends 

There are a few socket maintenance functions and some conve­

nience functions that bear mention: 

• Socket options are configuration parameters that control the 

behavior of sockets. There are generic options that apply to al I 
sockets (such as a debug mode) and there are specific options 

that apply to specific protocols (such as raw mode for TCP/IP 

sockets). There are four functions that work with options: 

Tint GetOpt(TUint anOptionName,TUint anOpt i onLevel, 

TDes8 &anOption); 
Tint GetOpt(TUint anOptionName,TUint anOptionLevel, 

Tint &anOption) ; 
Tint SetOpt(TUint anOptionName , TUint anOptionLevel, 

Tint &anOption); 
Tint SetOpt(TUint a n Opt ionName , TUint anOptionLevel , 

const TDesC8 &anOpt i on=TPtrC8(NULL,0)) ; 

These functions w ill get an option value- in either string or 

integer form (hence the two versions)-or will set an option. 

We can also set options asynchronously. The Ioctl () function 

does this for us, along with its canceling function: 

void I oct l (TUint aCommand,TRequestStatus &aStatus, 

TDes8* aDesc=NULL, TUint aLevel=KLevelUnspeci f ied); 

void Cancelioct l (); 

• The local address and port of a socket can be retrieved through 

the following function calls: 

void LocalName(TSockAddr &anAddr); 

TUint LocalPort(); 

The hostname can be retrieved using the RHostResol ver 

class, but the you must use the functions above for the address 

and port. 

• You can retrieve the address of the remote endpoint of a socket 

using 

void Re mote Name(TSockAddr &anAddr); 
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You can obtain information about the protocol socket is using

by calling the following function

TInt InfoTprotocolDesc aProtocol

This call returns an instance of the TProtocolDesc class listed

below which contains valuable information about protocol

struct TProtocolDesc

public
TProtocolName iName
Ttiint iAddrFami ly
TUint iSockType
TtJint iProtocol
TVersion iVersion
TByteOrder iByteOrder
TUint iServicelnfo
TUint iNamingServices
TUint iSecurity
TInt iMessageSize

10.5 Resolving Host Names and Addresses

Computers that communicate with one another must be able to tell

each other apart They must know for example if data is com
ing for them or for some other device For identification reasons
communication devices are given an address some identifying

data sequence that uniquely identifies device for the protocol

it is using Addresses are protocol-dependent and can look con
voluted TCP/IP addresses for example are currently four sets of

numbers tied together with dots e.g 192 .168 .3 .76 To compli
cate matters services on computers are typically identified by port

number adding to the complexity of addressing the SMTP port as

192.168.3.7625
These can be hard for humans to remember however So

names are given to devices it is easier for instance to remember

http//www.symbian.com than to remember 195 .224.64 .203
Names are also given to services allowing port 23 to be addressed

as the Telnet port and port 80 as the HTTP port and so on
Tying host and service names to their address counterparts is the

job of the resolver The resolver provides access to lookup services

that can look up addresses when given names and vice versa There

are resolution services for many protocols perhaps the most familiar

is the Domain Name Service DNS for TCP/IP

10.5 
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• You can obtain information about the protocol a socket is using 
by calling the following function: 

Tint Info(TProtocolDesc &aProtocol } ; 

This call returns an instance of the TProtocolDesc class, listed 
below, which contains valuable information about a protocol: 

struct TProtocolDesc 

public: 
• TProtocolName iName; 

TUint iAddrFamily; 
TUint iSockType; 

} ; 

TUint iProtocol; 
TVersion iVersion; 
TByteOrder iByteOrder; 
TUint iServiceinfo; 
TUint iNamingServices; 
TUint iSecurity; 
Tint iMessageSi z e ; 

Resolving Host Names and Addresses 

Computers that communicate with one another must be able to tell 
each other apart. They must know, for example, if data is com­
ing for them or for some other device. For identification reasons, 
communication devices are given an address, some identifying 
data sequence that uniquely identifies a device for the protocol 
it is using. Addresses are protocol-dependent and can look con­
voluted. TCP/IP addresses, for example, are currently four sets of 
numbers, tied together with dots: e.g., 192 .168. 3. 76. To compli­
cate matters, services on computers are typically identified by port 
number, adding to the complexity of addressing the SMTP port as 
192.168.3.76:25. 

These can be hard for humans to remember, however. So 
names are given to devices. It is easier, for instance, to remember 
http://www.symbian.com than to remember 195 . 224. 64. 203. 
Names are also given to services, allowing port 23 to be addressed 
as the Telnet port and port 80 as the HTTP port and so on. 

Tying host and service names to their address counterparts is the 
job of the resolver. The resolver provides access to lookup services 
that can look up addresses when given names and vice versa. There 
are resolution services for many protocols; perhaps the most familiar 
is the Domain Name Service (DNS) for TCP/IP. 
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Symbian OS provides name resolution interface through the

RHostResolver class Like the RSocket class the RHostRe
solver class depends on connection with socket server Once

you have connected to socket server using the name resolution

interface looks much like using socket you must open con
nection to the host resolver interact with it and then close the

connection

The function call for opening connection to the host resolution

service should look familiar

TInt Open RSocketServ aSocketServer TUint anAddrFamily
TUint aProtocol

You must specify connected socket server an address family and

protocol as parameters The function returns code that indicates

success or failure As an example the fragment of code below opens
connection to the resolution service

err socksvr.Connect
User Leavelftrror err
err reeolver.Opensocksvr KAflnet KProtocollnetTcp
User LeavelfErrorerr

This fragment opens connection to the name resolver for TCP/IP

using the Internet address family

With an open resolver we can make queries through several

functions

void GetByNameconst TDesC aName
TNameEntry aResultTRequestStatus aStatus

TInt GetByNameconst TOesC aNameTNameEntry aResult
void GetByAddressconst TSockAddr anAddr

TNameEntry aResultTRequestStatus sStatus
TInt GetByAddressconst TSockAddr anAddr

TNameEntry aResult

Each of these functions comes in synchronous and asynchronous
versions status variable is included in the asynchronous ver
sions

GetByName takes name and returns addressing information

by way of TNameEntry structure which itself is an array of

TNameRecord structures TNameRecord looks like this

class TNameRecord

public
inline TNameRecord
enum EAlias Ox0000000l
THostName iName
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Symbian OS provides a name resolution interface through the 
RHostResol ver class. Like the RSocket class, the RHostRe­
sol ver class depends on a connection with a socket server. Once 
you have connected to a socket server, using the name resolution 
interface looks much like using a socket: you must open a con­
nection to the host resolver, interact with it, and then close the 
connection. 

The function call for opening a connection to the host resolution 
service should look familiar: 

Tint Open(RSocketServ &aSocketServer,TUint anAddrFamily, 
TUint aProtocol); 

You must specify a conn~cted socket server, an address family and 
a protocol as parameters. The function returns a code that indicates 
success cir failure. As an example, the fragment of code below opens 
a connection to the resolution service: 

err= socksvr.Connect(); 
User::LeaveifError(err); 
err= resolver .Open (socksvr, KAfinet, KProtocolinetTcp); 
User : :LeaveifError(err); 

This fragment opens a connection to the name resolver for TCP/IP 
using the Internet address family. 

With an open resolver, we can make queries through several 
functions: 

void GetByName (const TDesC &aName, 
TNameEntry &aResult,TRequestStatus &aStatus); 

Tint GetByName(const TDesC &aName,TNameEntry &aResult ) ; 
void GetByAddress(const TSockAddr &anAddr, 

TNameEntry &aResult,TRequestStatus &aStatus); 
Tin_t GetByAddress (const TSockAddr &anAddr, 

TNameEntry &aResult); 

Each of these functions comes in synchronous and asynchronous 
versions; a status variable is included in the asynchronous ver­
sions. 

GetByName () takes a name and returns addressing information 
by way of a TNameEntry structure, which · itself is an array of 
TNameRecord structures. TNameRecord looks like this: 

class TNameRecord 

public: 
inline TNameRecord(); 
enum {EAlias =Ox00 O0O OOl}; 
THostName iName; 
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TSockAddr iAddr
TInt iFlaqs

Basically this is hostname/address pair It is put into an array

because there may be several pairs associated with single device

GetByAddress goes the opposite direction from GetBy
Name it takes an address and returns the name of the device in

the given TNameEntry class

If there are multiple names or addresses for device the Next
function will bring up the next value

void Next TNameEntry aResultTRequestStatus aStatus
TInt Next TNameEntry aResult

Sometimes device will support multiple addresses for an interface

have multiple interfaces or simply have aliases by which it is

known Next must return status code of KErrNone for the

next name/address pair to be valid

Multiple Hostnames and ON4S

hi the TCPIft network area ii con3mon for camptttert hwe
mjt pie hostrarnes with one Ii address Some exampe are

computer that ha ete name te oomputer oc ntcrtt

network and another nanie those on etemaI net

firewätL

Web server that has naMe to match 1ota mputers
4e Itp//fro6o4nIddteearthJIz and rrarne to

match services it offers eg http//www.midd1eewthJMt

httpflmaiLmiddfthJi

Find computers on your tocal network with niuIfip1 naMes

There is another use for name resolution that goes beyond the

standard use for resolving names and addresses Device discovery

in IrDA communications uses host resolution functions as we will

see in the next chapter

void GetHostName TDes aNameTRequestStatus aStatus
TInt GetHostNameTDes aName

Finally GetHostName focuses on the local device It will return

the name of the local host if there is name for it

} ; 
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TSockAddr iAddr; 
Tlnt iFlags; 
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Basically, this is a hostname/address pair. It is put into an array 
because there may be several pairs associated with a single device. 

GetByAddress () goes the opposite direction 'from GetBy­

Name () : it takes an address and returns the name of the device in 
the given TNameEntry class. 

If there are multiple names or addresses for a device, the Next () 

function will bring up the next value: 

void Next(TNameEntry &aResult,TRequestStatus &aStatus ) ; 
Tlnt Next(TNameEntry &aResult); 

Sometimes a device will support multiple addresses for an interface, 
have multiple interfaces, or simply have aliases by which it is 
known. Next () must return a status code of KErrNone for the 
next name/address pair to be valid. 

There is another use for name resolution that goes beyond the 
standard use for resolving names and addresses. Device discovery 
in lrDA communications uses host resolution functions, as we will 
see in the next chapter. 

void GetHostName(TDes &aName,TRequestStatus &aStatus) 
Tlnt GetHostName(TDes &aName ) 

Finally, GetHostName () focuses on the local device. It will return 
the name of the local host if there is a name for it. 
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10.6 Summary

Sockets are the means by which we take advantage of protocols

designed for higher level communications access In this chapter

we overviewed sockets and protocol modules then focused on

three elements used in the socket system

The socket server which handles the mechanics of allocating

socket resources and loading protocol modules

The socket itself and all the ways of using it provided by

Symbian OS

The host resolver which handles the mapping between names

and addresses for protocols

The next chapter takes new look at IrDA communications by

accessing different protocols through sockets IrDA provides great

example that illustrates the ideas we discussed here
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10.6 Summary 

Sockets are the means by which we take advantage of protocols 
• designed for higher level communications access. In this chapter, 
we overviewed sockets and protocol modules, then focused on 
three elements used in the socket system: 

• The socket server, which handles the mechanics of allocating 
socket resources and loading protocol modules 

• The socket itself and all the ways of using it provided by 
Symbian OS 

• The host resolver, which handles the mapping between names 
and addresses for protocols 

The next chapter takes a new look at lrDA communications by 
accessing different protocols through sockets. lrDA provides a great 
example that illustrates the ideas we discussed here. 




