
UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NO. | ISSUE DATE | PATENT NO. | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
12/186,918 07/12/2011 7979307 14-DP-DIV 2033

26362 7590 06/22/2011

LOUIS J. HOFFMAN, P.C.
11811 North Tatum Boulevard, Suite 2100
Phoenix, AZ 85028

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 357 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Roy Shkedi, New York, NY;

IR103 (Rev. 10/09)
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PARTB - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571) 273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unlesscorrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "KEE ADDRESS" for
maintenance fee notifications.

CURRENTCORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

26362 7590 05/20/2011 papers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

LOUIS J. HOFFMAN, P.C. sos

11811 North Tatum Boulevard, Suite 2100
Certificate of Mailing or Transmission

Phoenix, AZ 85028 FILED VIA E F Ss
Shaelyn Weldy (Depositor’s name)

/Shaelyn Weldy/ (Signature)

06/03/2011 Wate)

APPLICATIONNO. FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATIONNO.

12/186,918 08/06/2008 Roy Shkedi 14-DP-DIV 2033

TITLE OF INVENTION:

METHOD AND STORED PROGRAM FOR ACCUMULATING DESCPTIVE PROFILE DATA ALONG WITH SOURCE INFORMATION FOR USE IN
TARGETING THIRD-PARTY ADVERTISEMENTS

| APPLN. TYPE | SMALL ENTITY | ISSUE FEE | PUBLICATION FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional YES $755 $300 $1055 08/22/2011

| EXAMINER | ART UNIT | __CLASS-SUBCLASS |
OQUELLETTE, JONATHAN P 3629 705-014400

1. Ries correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list

the names of up to 3 registered patent attorneys
Change of correspondence address (or Change of Correspondence or agents OR, alternatively,

Address form PTO/SB/122) attached.
(2) the name of a single firm (having as a member a 2

1_Louis J. Hoffman

() “Fee Address” indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. Ifno name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

ALMONONET, INC. NEW YORK, NEW YORK

Please check the appropriate assignee category or categories (will not be printed on the patent) : individual Corporation or other private group entity Government

4a. The following fee(s) are enclosed: 4b. Payment of Fee(s):
WZ) Issue Fee A check in the amount of the fee(s) is enclosed.

Publication Fee (No small entity discount permitted) a Payment by credit card.

Advance Order - # ofCopies The Director is hereby authorized by charge the required fee(s), or credit any overpayment, to
Deposit Account Number (enclose an extra copy of this form),

5. Change in Entity Status (from status indicated above)
Qa. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

The Director of the USPTO is requested to apply the Issue Fee and Publication Fee (if any) or tore-apply any previously paid issue fee to the application identified above.
NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature /Louis J. Hoffman/ Date

Typed or printed name Louis J. Hoffman Registration No. 38,918

This collection of information is required by 37 CFR 1.311. The information isrequired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 07/07) Approved for use through 07/31/2007. OMB 0651-0033 USS. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number: 12186918

Filing Date: 06-Aug-2008

Title of Invention: DESCRIPTIVE-PROFILE MERCANTILE METHOD

First Named Inventor/Applicant Name: Roy Shkedi

Filer: Louis J. Hoffman

Attorney Docket Number: 14-DP-DIV

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount anion in

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-interference:

Post-Allowance-and-Post-Issuance:

Utility Appl issue fee 2501 1 755 755

Publ. Fee- early, voluntary, or normal 1504 1 300 300

Ex. 2003 
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Sub-Total inDescription Fee Code Quantity Amount USD(S)
Extension-of-Time:

Miscellaneous:

Total in USD ($) 1055

Ex. 2003 
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Electronic Acknowledgement Receipt
EFS ID: 10232030

Application Number: 12186918

International Application Number:

Confirmation Number: 2033

Title of Invention: DESCRIPTIVE-PROFILE MERCANTILE METHOD

First Named Inventor/Applicant Name: Roy Shkedi

Customer Number: 26362

Filer: Louis J. Hoffman

Filer Authorized By:

Attorney Docket Number: 14-DP-DIV

Receipt Date: 03-JUN-2011

Filing Date: 06-AUG-2008

Time Stamp: 17:36:14

Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type Credit Card

Payment was successfully received in RAM $1055

RAM confirmation Number 4825

Deposit Account

Authorized User

File Listing:
Document
Number Document Description File Size(Bytes)/File Name Message Digest

Multi
Part /.zip

Pages
(if appl.)
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49759
11-06-03-AlmondNet-DP-DIV-

1 Issue Fee Payment (PTO-85B) IssueFeeTrans2.pdf no 1
14db4|

Warnings:
Information:

31720

2 Fee Worksheet (SB06) fee-info.pdf no 2
$9ef3d82e84a0cOfaedeb0301¢20

la0a

Warnings:
Information:

Total Files Size (in bytes); 81479

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar toa
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components fora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/D0/EO/903 indicating acceptance of the application asa

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

26362 7590 05/20/2011 | EXAMINER |
LOUIS J. HOFFMAN, P.C. OUELLETTE, JONATHANP
11811 North Tatum Boulevard, Suite 2100
Phoenix, AZ 85028 [arrunr PAPERNUMBER

3629

DATE MAILED: 05/20/2011

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
12/186,918 08/06/2008 Roy Shkedi 14-DP-DIV 2033

TITLE OF INVENTION: DESCRIPTIVE-PROFILE MERCANTILE METHOD

| APPLN. TYPE | SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional YES $755 $300 $0 $1055 08/22/2011

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CER 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORYPERIODCANNOTBEEXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or

above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box Sa on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a

request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.
IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885
INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENTCORRESPONDENCE ADDRESS (Note: Use Block 1forany change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.
26362 7590 05/20/2011

LOUIS J. HOFFMAN, P.C. Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United11811 North Tatum Boulevard, Suite 2100 States Postal Service with sul ciat postage for first class mail in an envelo,

Phoenix, AZ 85028 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.

(Depositor's name)

(Signature)

(Date)

APPLICATIONNO. — | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATIONNO. |
12/186,918 08/06/2008 Roy Shkedi 14-DP-DIV 2033

TITLE OF INVENTION: DESCRIPTIVE-PROFILE MERCANTILE METHOD

| APPLN. TYPE | SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional YES $755 $300 $0 $1055 08/22/2011

| EXAMINER | ART UNIT cLass-suBcLass |
OUELLETTE, JONATHAN P 3629 705-014400

1. Change of correspondence address or indication of “Fee Address" (37 2. For printing on the patent front page, list
CER 1.363). (1) the names of up to 3 registered patent attorneys 1

() Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached.

(2) the name of a single firm (having as a member a 2
() “Fee Address” indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no nameis 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent): OV individual Corporation or other private group entity Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
Issue Fee A check is enclosed.

Publication Fee (No small entity discount permitted) QO Payment by credit card. Form PTO-2038 is attached.

Advance Order - # ofCopies (3The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Oa. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. Ob. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary de nding upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 USS. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

wi Address: COMMISSIONER FOR PATENTS
P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
12/186,918 08/06/2008 Roy Shkedi 14-DP-DIV 2033

26362 7590 05/20/2011 | EXAMINER |
LOUIS J. HOFFMAN, P.C. OUELLETTE, JONATHANP
11811 North Tatum Boulevard, Suite 2100
Phoenix, AZ 85028 | ART UNIT | PAPERNUMBER

3629

DATE MAILED: 05/20/2011

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 357 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 357 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or

expiration of the patent.
The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.
A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
USS.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a

routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or

regulation.

Ex. 2003 
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Application No. Applicant(s)

. 12/186,918 SHKEDI, ROY
Notice of Allowability Examiner Art Unit

Jonathan Ouellette 3629

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-~
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. ] This communication is responsive to 4/27/2011.

2. The allowed claim(s) is/are 40-49.

3. KJ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)&J All b)()Some* c)[JNone ofthe:

1. Certified copies of the priority documents have been received.

2. Certified copies of the priority documents have been received in Application No. 09/593,993 .

3. Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER’S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

(a) D including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached

1) D hereto or 2) to Paper No./Mail Date.
(b) D including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. (J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. Notice of References Cited (PTO-892) 5. Notice of Informal Patent Application
2. Notice of Draftperson's Patent Drawing Review (PTO-948) 6. Interview Summary (PTO-413),

Paper No./Mail Date .

3. Information Disclosure Statements (PTO/SB/08), 7. Examiner's Amendment/Comment
Paper No./Mail Date

4. Examiner's Comment Regarding Requirement for Deposit 8. Examiner's Statement of Reasons for Allowance
of Biological Material

9. OF Other .

/Jonathan Quellette/
Primary Examiner, Art Unit 3629

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20110505
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Application/Control Number: 12/186,918 Page 2

Art Unit: 3629

DETAILED ACTION

Response to Amendment

1. Claims 1-39 have been cancelled, Claims 48 and 49 have been added; therefor, Claims

40-49 are currently pending in application 12/186918.

Allowable Subject Matter

2. Claims 40-49 are allowed.

3. The following is an examiner’s statement of reasons for allowance:

4. All previous rejections are withdrawn due to Applicant’s amendments and arguments.

Conclusion

3. Any comments considered necessary by applicant must be submitted no later than the

payment of the issue fee and, to avoid processing delays, should preferably accompany the issue

fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”

6. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Jonathan Ouellette whose telephone number is (571) 272-6807.

The examiner can normally be reached on Monday through Thursday, 8am - 5:00pm.

7. If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Jamisue Plucinski can be reached on (571) 272-6811. The fax phone numbers for the
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Application/Control Number: 12/186,918 Page 3

Art Unit: 3629

organization where this application or proceeding is assigned (571) 273-8300 for all official

communications.

8. Any inquiry of a general nature or relating to the status of this application or proceeding
should be directed to the Office of Initial Patent Examination whose telephone number is (571)

272-4000. Information regarding the status of an application may also be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for published

applications may be obtained from either Private PAIR or Public PAIR. Status information for

unpublished applications is available through Private PAIR only. For more information about

the PAIR system, see http://pair-direct.uspto.gov. Should you have questions on access to the

Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

If you would like assistance from a USPTO Customer Service Representative or access to the

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

May 18, 2011

/Jonathan Ouellette/

Primary Examiner, Art Unit 3629
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OK to enter AF

Amendment

IN THE CLAIMS

1-39. (Canceled)
40. (Currently Amended) An automated method of collecting ard-utiizing

profiles of Internet-using entities, the method comprising:
(a) electronically receiving at a programmed computer system coupled

to a global computer network, from at least one ef server controlled by one of a

plurality of unaffiliated third parties operating [[a]] respective websites, a partial
profile of an entity that uses a user computer coupled to [[a]] the global computer
network and accessing the website, which partial profile contains at least one

profile attribute related to the entity, and automatically with the computer
system storing the received partial profile;

(b) wherein receiving the partial profile is achieved by automatic

electronic URL redirection [[of]] from a portion of a page of the website accessed

by the entity“s user computer;
(c) automatically with the computer system electronically attempting

te-mateh adding the received partial profile to a maintained profile believed to be

related to the same entity;
(d) automatically with the computer system generating and storing an

electronic record of which of the plurality of unaffiliated third parties
contributed to the maintained profile particular profile attributes; and

(e)  attewingtseof wherein the maintainedprofile, includingthe
added partial profile, comprises data used in targeting third-party
advertisements to the entity“s user computer over the global computer network.

41. (Currently Amended) The method of claim 40 further comprising
automaticallywiththe computersystem electronically maintaining an electronic record

of which unaffiliated third party contributed, to the maintained profile, the profile
attributes that-were used in targeting the advertisements.

42. (Currently Amended) The method of claim 41 further comprising
automatically with the computer system electronically determining whether the

Serial No. 12/186,918 Page 3
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received partial profile contains any profile attributes about the entity that were not

previously contained in a matehing maintained profile.
43. (Currently Amended) The method of claim 40 further comprising

ith maintainingwith th m

systema credibility rating associated with at least one of the profile attributes of the

maintained profile.
44. (Original) |The method of claim 43 wherein the credibility rating is

reflected in a price for the at least one profile attribute.

45. (Currently Amended) The method of claim 40 whereirratowing-use
urther comprises automatically

with the computer system selecting profile attributes from the maintained profile based

on the source thereof.

46. (Currently Amended) The method of claim 40 further comprising
automatically with the computer system electronically reading a cookie previously
stored on the entity’s computer, as a result of the URL redirection.

47. (Currently Amended) Atangible,non-transitory data storage medium

comprising indicia of instructions for a processor to perform a method of updating
profiles of Internet-using entities, the method comprising:

(a) electronically receiving at a programmed computer system coupled
to a global computer network, from at least one ef server controll ne of a

plurality of unaffiliated third parties operating [[a]] respective websites, a partial
profile of an entity that uses a user computer coupled to [[a]] the global computer
network and accessing the website, which partial profile contains at least one

profile attribute related to the entity, and automatically with the computer
system storing the received partial profile;

(b) wherein receiving the partial profile is achieved by automatic

electronic URL redirection[[of]] from a portion of a page of the website accessed

by the entity“s user computer;

Serial No. 12/186,918 Page 4
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(c) automatically with the computer system electronically attempting
te-mateh adding the received partial profile to a maintained profile believed to be

related to the same entity;
(d) automatically withthecomputersystem generating and storing an

electronic record of which of the plurality of unaffiliated third parties
contributed to the maintained profile particular profile attributes; and

(e)  attewingtseof wherein the maintainedprofile, includingthe
addedpartialprofile,comprisesdataused in targeting third-party
advertisements to the entity“s user computer over the global computer network.

48. (New) The method of claim 40 further comprising, in accordance with a

predetermined arrangement, automatically using the electronic record of which of the

plurality of unaffiliated third parties contributed to the maintained profile particular
profile attributes to create electronic data used to identify a payment amount due to the

unaffiliated third party as a result of using at least one of the profile attributes in the

partial profile contributed by that third party in targeting the third-party
advertisements to the entity’s computer over the global computer network.

49. (New) The data storage medium of claim 47 wherein the indicia of

instructions instruct the processor to performing a method that further comprises: in

accordance with a predetermined arrangement, automatically using the electronic

record of which of the plurality of unaffiliated third parties contributed to the

maintained profile particular profile attributes to create electronic data used to identify
a payment amount due to the unaffiliated third party as a result of using at least one of

the profile attributes in the partial profile contributed by that third party in targeting the

third-party advertisements to the entity’s computer over the global computer network.

Serial No. 12/186,918 Page 5

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 16 of 302



Application/Control No. Applicant(s)/Patent Under
Reexamination

Index of Claims 12186918 SHKEDI, ROY

li | | | loan
sees

Jonathan Ouellette 3629

v Rejected - Cancelled Non-Elected A Appeal
= Allowed +| Restricted | | Interference O Objected

0 Claims renumbered in the same order as presented by applicant CPA O T.o. R.1.47

CLAIM DATE

Final

Z
lS

lo
le

|n
fo

a
la

la
lo

[n
rm

]=
O

L
W

O
L

W
L

O
l
L

@
O

l
O

W
l
N

M
P

M
I

M
la

]
la

l_
a

la
la

;
/a

/a
2

l—
A

L
A

L
O

I
N

M
L

]
|
[
O

l
L

O
L

O
I
N

I
T

O
A

T
a
la

ln
m

l—
[
O

;
/o

O
la

l
a
ls

]

36

U.S. Patent and Trademark Office Part of Paper No. : 20110505

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 17 of 302



Application/Control No. Applicant(s)/Patent Under
Reexamination

Index of Claims 12186918 SHKEDI, ROY

li | | | loan
sees

Jonathan Ouellette 3629

v Rejected - Cancelled Non-Elected A Appeal
= Allowed +| Restricted | | Interference O Objected

0 Claims renumbered in the same order as presented by applicant CPA O T.o. R.1.47

CLAIM DATE

Final

1

2

3

4

5

6

7

9

8

U.S. Patent and Trademark Office Part of Paper No. : 20110505

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 18 of 302



Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification| SHKEDI, ROY

AT Jonathan Ouellette 3629

ORIGINAL INTERNATIONAL CLASSIFICATION

SUBCLASS CLAIMED NON-CLAIMED

14.4 G Q 30 / 00 (2006.0)

1/14 (2006.0)
CROSS REFERENCE(S)

SUBCLASS (ONE SUBCLASS PER BLOCK)

10 / 00 (2006.0)

0 Claims renumbered in the same order as presented by applicant CPA T.o. R1.47

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 33 10 ag

2 34

3 38

4 36

5 37

6 38

7 39

8 1 40

9 2 4

3 42

4 43

5 44

6 45

7 46

9 47

8 48

NONE
Total Claims Allowed:

10
(Assistant Examiner) (Date)
/Jonathan Ouellette/
Primary Examiner.Art Unit 3629 O.G. Print Claim(s) O.G. Print Figure

(Primary Examiner) (Date) 40 1

U.S. Patent and Trademark Office Part of Paper No. 20110505

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 19 of 302



Search Notes

Application/Control No. Applicant(s)/Patent Under
Reexamination

12186918 SHKEDI, ROY

Examiner Art Unit

Jonathan Ouellette 3629

SEARCHED

Class Subclass Date Examiner
705 1.1, 14.4 9/29/2010 JO

SEARCH NOTES

Search Notes Date Examiner
EAST (US and FOR) 9/29/2010 JO
DIALOG - NPL Search 9/29/2010 JO
Reviewed Search and Examination of Parent Applications: 11/099861, 9/29/2010 JO
09/593993

INTERFERENCE SEARCH

Class Subclass Date Examiner
705 1.1, 14.4 5/5/2011 JO

U.S. Patent and Trademark Office Part of Paper No. : 20110505

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 20 of 302



BIB DATA SHEET

UNITED STATES PATENT AND TRADEMARK OFFICE

Page 1 of 1

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450

uspto.gov

CONFIRMATION NO. 2033

SERIAL NUMBER

12/186,918

FILING or 371(c)
DATE

08/06/2008

RULE

CLASS

705

GROUP ART UNIT

3629

ATTORNEY DOCKET
NO

14-DP-DIV

APPLICANTS
Roy Shkedi, New York, NY;

tek CONTINUING DATA ekkkhhhhhhhekhekhkhuhkik

ISRAEL 133489 12/13/1999

08/18/2008

This application is a DIV of 11/099,861 04/06/2005 PAT 7,428,493
which is a CON of 09/593,993 06/14/2000 PAT 6,925,440

wk FOREIGN APPLICATIONS HURRAH

** IF REQUIRED, FOREIGN FILING LICENSE GRANTED ** ** SMALL ENTITY **

Foreign Priority claimed Wd ves ONo
Met after35 USC 119(a-d) conditions met ves Q No Q Allowance

JOVerified and JONATHAN P
QUELLETTE/

Examiners Signature TritralsAcknowledged

STATE OR
COUNTRY

NY

SHEETS TOTAL
DRAWINGS| CLAIMS

3 8

INDEPENDENT
CLAIMS

2

ADDRESS

LOUIS J. HOFFMAN, P.C.
11811 North Tatum Boulevard, Suite 2100
Phoenix, AZ 85028
UNITED STATES

TITLE

Descriptive-profile mercantile method

FILING FEE
RECEIVED: |No.

435 No. for following:

FEES: Authority has been given in Paper
to charge/credit DEPOSIT ACCOUNT

QO All Fees

QO) 1.16 Fees (Filing)
1.17 Fees (Processing Ext. of time)
1.18 Fees (Issue)

Q Other

QO Credit

BIB (Rev. 05/07).

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 21 of 302



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant : Roy Shkedi Art Unit : 3629

Serial No. : 12/186,918 Examiner : Ouellette, J.P.
RULE 116 - EXPEDITED

Filed : 08/06/2008 CONSIDERATION REQUESTED

Title : Method and Stored Program for Accumulating Descriptive Profile
Data Along with Source Information for Use in Targeting Third-

Party Advertisements

Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

SUPPLEMENTAL AMENDMENT AND INTERVIEW REPORT

Dear Sir:

Amendments to the title are on page 2.

Amendments to the claims begin on page 3.

Remarks begin on page 6.

A fee is submitted concurrently for the one-month extension of time being
requested through the submission of this paper.
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IN THE TITLE:

Please amend the title as follows:

-- Deseriptive-Profile—Mereantite-Methed Method and Stored Program for

Accumulating Descriptive Profile Data Along with Source Information for Use in

Targeting Third-Party Advertisements --

Serial No. 12/186,918 Page 2
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IN THE CLAIMS

1-39. (Canceled)
40. (Currently Amended) An automated method of collecting ard-utiizing

profiles of Internet-using entities, the method comprising:
(a) electronically receiving at a programmed computer system coupled

to a global computer network, from at least one ef server controlled by one of a

plurality of unaffiliated third parties operating [[a]] respective websites, a partial
profile of an entity that uses a user computer coupled to [[a]] the global computer
network and accessing the website, which partial profile contains at least one

profile attribute related to the entity, and automatically with the computer
system storing the received partial profile;

(b) wherein receiving the partial profile is achieved by automatic

electronic URL redirection [[of]] from a portion of a page of the website accessed

by the entity“s user computer;
(c) automatically with the computer system electronically attempting

te-mateh adding the received partial profile to a maintained profile believed to be

related to the same entity;
(d) automatically with the computer system generating and storing an

electronic record of which of the plurality of unaffiliated third parties
contributed to the maintained profile particular profile attributes; and

(e)  attewingtseof wherein the maintainedprofile, includingthe
added partial profile, comprises data used in targeting third-party
advertisements to the entity“s user computer over the global computer network.

41. (Currently Amended) The method of claim 40 further comprising
automaticallywiththe computersystem electronically maintaining an electronic record

of which unaffiliated third party contributed, to the maintained profile, the profile
attributes that-were used in targeting the advertisements.

42. (Currently Amended) The method of claim 41 further comprising
automatically with the computer system electronically determining whether the

Serial No. 12/186,918 Page 3
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received partial profile contains any profile attributes about the entity that were not

previously contained in a matehing maintained profile.
43. (Currently Amended) The method of claim 40 further comprising

ith maintainingwith th m

systema credibility rating associated with at least one of the profile attributes of the

maintained profile.
44. (Original) |The method of claim 43 wherein the credibility rating is

reflected in a price for the at least one profile attribute.

45. (Currently Amended) The method of claim 40 whereirratowing-use
urther comprises automatically

with the computer system selecting profile attributes from the maintained profile based

on the source thereof.

46. (Currently Amended) The method of claim 40 further comprising
automatically with the computer system electronically reading a cookie previously
stored on the entity’s computer, as a result of the URL redirection.

47. (Currently Amended) Atangible,non-transitory data storage medium

comprising indicia of instructions for a processor to perform a method of updating
profiles of Internet-using entities, the method comprising:

(a) electronically receiving at a programmed computer system coupled
to a global computer network, from at least one ef server controll ne of a

plurality of unaffiliated third parties operating [[a]] respective websites, a partial
profile of an entity that uses a user computer coupled to [[a]] the global computer
network and accessing the website, which partial profile contains at least one

profile attribute related to the entity, and automatically with the computer
system storing the received partial profile;

(b) wherein receiving the partial profile is achieved by automatic

electronic URL redirection[[of]] from a portion of a page of the website accessed

by the entity“s user computer;

Serial No. 12/186,918 Page 4
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(c) automatically with the computer system electronically attempting
te-mateh adding the received partial profile to a maintained profile believed to be

related to the same entity;
(d) automatically withthecomputersystem generating and storing an

electronic record of which of the plurality of unaffiliated third parties
contributed to the maintained profile particular profile attributes; and

(e)  attewingtseof wherein the maintainedprofile, includingthe
addedpartialprofile,comprisesdataused in targeting third-party
advertisements to the entity“s user computer over the global computer network.

48. (New) The method of claim 40 further comprising, in accordance with a

predetermined arrangement, automatically using the electronic record of which of the

plurality of unaffiliated third parties contributed to the maintained profile particular
profile attributes to create electronic data used to identify a payment amount due to the

unaffiliated third party as a result of using at least one of the profile attributes in the

partial profile contributed by that third party in targeting the third-party
advertisements to the entity’s computer over the global computer network.

49. (New) The data storage medium of claim 47 wherein the indicia of

instructions instruct the processor to performing a method that further comprises: in

accordance with a predetermined arrangement, automatically using the electronic

record of which of the plurality of unaffiliated third parties contributed to the

maintained profile particular profile attributes to create electronic data used to identify
a payment amount due to the unaffiliated third party as a result of using at least one of

the profile attributes in the partial profile contributed by that third party in targeting the

third-party advertisements to the entity’s computer over the global computer network.

Serial No. 12/186,918 Page 5
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Remarks and Interview Report
The Office Action dated January 19, 2011, which was made final, rejects the

claims under Section 102 over the reference known as Acxiom.

First, assignee respectfully submits that the finality should be withdrawn

because assignee requested and was entitled to an interview before final, which request
the Office apparently overlooked.

After receipt of the Office Action, assignee’s undersigned representative
arranged for an in-person interview with the examiner, which took place on March 29,

2011. The examiner’s time and assistance is much appreciated.
With regard to the request to withdraw the finality of the Office Action, the

examiner stated in the interview that, as it appeared that this case could be put into

condition for allowance (see interview report recording that agreement was reached),
the point would likely be moot. The examiner promised to consider amendments, even

after final, as thought useful to place the case in closer condition for allowance, even if

such amendments altered the scope of the invention somewhat.

Assignee presents certain claim amendments here, which are thought to clarify
the situation in view of the current state of the law and in response to the examiner's

request for improved clarity but are not thought to redirect the invention materially
from the claims examined in this application to date. Assignee believes that the

application remains in condition for allowance.

In response to the Section 102 rejection in the final Office Action over Acxiom,

assignee submits respectfully that the rejection misapprehends the meaning of

“redirection.” The Office Action (p. 2, bottom) stated, apparently in response to

assignee’s arguments, that Acxiom disclosed “redirection” because, in that reference,

“Page 2 [discloses] email addresses exchanged/redirected - originally obtained/saved

through website field input.” In other words, as the examiner clarified in the interview,

the Acxiom reference discloses something akin to one party sending another party an

electronic disk or other storage device containing email addresses obtained via the first

party’s website. In the interview, assignee’s representative questioned whether this

could validly be considered “redirection,” which is the term used in the pending claims.

Serial No. 12/186,918 Page 6
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Assignee submitted several computer dictionaries defining “redirection” in the

sense used in the specification. For example, one commonly repeated definition from

the “computing dictionary” found at www.mondofacto.com (see attached), defines

“URL redirection” as follows: “When a web server tells a client browser to obtain a

certain requested page froma different location.” The definition further says, “The new

URL may be on the same server or a different one and may itself be subject to

redirection.” The dictionary, although accessed last month, indicates that it dates from

“01 Mar 1997,” and assignee is unaware of any material change in the definition or

usage since the time of the specification here.

Acxiom clearly fails to disclose any “redirection” in the sense used in this

specification. In the interview, the examiner accepted the point and agreed that use of

redirection for this purpose would have been non-obvious, but he asked that the term

“URL redirection” be used to clarify the meaning still further. Assignee complies with

that request through this amendment, although it is not thought to narrow the scope of

the invention, when considered (as required) in view of the specification.
In addition, assignee’s representative suggested in the interview presenting

claim amendments to comply with Office policy post-Bilski. The examiner replied that,

in his opinion, the claims as written (pre-amendment) met Section 101 requirements
under Bilski because the term “automatic” implies a machine necessarily. Nevertheless,

assignee here amends the claims to insert explicit reference to the computer system, to

avoid doubt, and the examiner had no objection to such added clarity. Such

amendments are not necessary for patentability, nor does making express what was

implicit before narrow the claims in any way.
In connection with those amendments, assignee advises that the phrase

“programmed computer system” used in the claims as amended refers to a machine.

The word “computer” is defined (using the most general definition only) by Webopedia
as follows: “Computer. A programmable machine. The two principal characteristics of a

computer are: [1] It responds to a specific set of instructions in a well-defined manner.

[2] It can execute a prerecorded list of instructions (a program). Modern computers are

electronic and digital. The actual machinery - wires, transistors, and circuits - is called

Serial No. 12/186,918 Page 7
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hardware; the instructions and data are called software.” [Emphasis added] Assignee
uses the claim term “computer system” in the Webopedia sense - although a computer
system includes software, it is not purely software. After amendment, therefore (as

before), all method steps in the method claims are for sure performed by a machine.

Claim 47 is a “stored-program claim.” As amended, that claim refers to a tangible
medium only. As discussed in the interview with the examiner, the Office has a policy
to require that the medium be specified as “non-transitory.” The examiner explained
that what the Office considers as not statutory and intends to exclude using that term is

the case of carrier waves propagating through an ephemeral medium such as air. The

examiner supported assignee’s belief that various non-ephemeral media (such as RAM,

ROM, DVD, hard drives, flash memory, optical media, and others, including
distributed or local media, even if “temporary” in some sense) are not intended to be

excluded by the term “non-transitory.” Assignee agreed to insert the term “non-

transitory” into claim 47 under that understanding. Because the media specified or

intended to be referenced in the specification are non-transitory in that sense, it does not

narrow claim 47 at all to insert the word “non-transitory” in the preamble. Assignee
does not intend, by entry of that word to exclude any of the mediums specified above. If

the examiner believes that any listed medium would be eliminated through this

amendment, assignee respectfully requests that he call the undersigned or so indicate in

the expected notice of allowance.

A few additional amendments are entered for clarity:
* The title changed to be more descriptive of claims of this divisional.

* The term “user computer” is substituted for “entity computer” just for clarity;
no difference in scope is intended.

* The phrase “attempting to match” is replaced by the term “adding” to clarify
that the act of consolidating the data is completed, not just attempted.

* The phrase “allowing use” of profile data in serving ads is replaced by a

“wherein” clause saying that the profile data is used in serving ads, to allow for cases

where ads are served by a party other than the one performing the method, and to

avoid any risk that the claim term “allowing” might be misinterpreted as referring to a

Serial No. 12/186,918 Page 8
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human-performed step. The revised language still contains a positive restriction

requiring that the data be used (by someone) to serve electronic ads, as opposed to

comprising just any data. Accordingly, there has been no material change in scope by
virtue of the altered wording.

* The word “third-party” is added to describe the advertisement to make clear

that the profile data used in targeting the advertisement is not simply information from

the advertiser itself, as made clear in the specification. Again, this does not broaden the

claim (or materially narrow it, if the previous version were properly interpreted).
Finally, assignee submits new dependent claims 48 and 49, which are identically

worded except for the preambles, and which depend on independent claims 40 and 47

respectively. The new claim language derives from certain parts of the claims of parent
patent 7,428,493, with some modest wording revisions, so there is clearly no new matter

added by entry of this dependent claim language. In view of assignee’s remarks above

and the examiner’s cooperation in allowing certain flexibility in amending after final,

assignee respectfully requests that the examiner permit entry of this dependent claim.

No additional claim fees are due, because after entry of this amendment, there will be

only 10 total claim, 2 of which are independent.
In a brief follow-on telephone call today, the examiner indicated that the changes

proposed here appeared acceptable. Nevertheless, please feel free to telephone the

undersigned if it would in any way advance prosecution of this application.
Respectfully submitted,

ALMONDNET INC.

by its attorney

Dated: April 27, 2011 /Louis J. Hoffman/
Louis J. Hoffman
Reg. No. 38,918

LOUIS J. HOFFMAN, P.C.
11811 North Tatum Boulevard
Suite 2100
Phoenix, Arizona 85028
(480) 948-3295
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URL redirection - Definition http://www.mondofacto.com/facts/dictionary? URL+redirection

lof]

URL redirection computing dictionary
<world-wide web> (Or "URL forwarding")
When a web server tells the client browser tc obtain a certain requested page from a different location. This ts

controlled by directives in the server's configuration files or a "Location: header output by a CGI script.
The web server stores all its documents in a directory tree rooted at some configured directory, known as its

"document root". Normally the URI part of the URL (the part after the hostname) is used as a relative path from
‘the document root to the desired file or directory. A redirect directive allows the server administrator to specify
exceptions to this general mapping from URL to file name by telling the browser "try this URL instead". The new

URL may be on the same server or a different one and may itself be subject to redirection.

The user is normally unaware of this process except that it may introduce extra delay while the browser sends the

new request and the browser will usually display the new URL rather than the one the user originally requested.
Mar 1997)

3/23/2011 6:46 PM
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preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.usplo.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
12/186,918 08/06/2008 Roy Shkedi 14-DP-DIV 2033

26362 7590 04/12/2011
EXAMINER

LOUIS J. HOFFMAN,P.C. |
11811 North Tatum Boulevard, Suite 2100 OUELLETTE, JONATHAN P

Phoenix, AZ 85028
ART UNIT PAPER NUMBER |

3629

| NOTIFICATION DATE | DELIVERY MODE

04/12/2011 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):
Louis@valuablepatents.com
donald @valuablepatents.com
shaelyn@valuablepatents.com

PTOL-90A (Rev. 04/07)

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 37 of 302



Application No. Applicant(s)
. 12/186,918 SHKEDI, ROY

Interview Summary Examiner Ant Unit

Jonathan Ouellette 3629

All participants (applicant, applicant's representative, PTO personnel):

(1) Jonathan Quellette.

(2) Louis Hoffman.

Date of Interview: 29 March 2011.

Type: a)Z) Telephonic Video Conference
Personal (copy given to: applicant applicant’s representative]

Exhibit shown or demonstration conducted: Yes  e)X] No.
If Yes, brief description:

Claim(s) discussed: All Independant.
Identification of prior art discussed: Acxiom.

Agreement with respect to the claims was reached. was not reached. N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was

reached, or any other comments: Mr. Hoffman and Examiner Quellette discussed the outstanding rejection and some
amendments to the independent claims that would overcome the sited prior art..

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE
INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO
FILE ASTATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview
requirements on reverse side or on attached sheet.

/Jonathan Ouellette/
Primary Examiner, Art Unit 3629

U.S. Patent and Trademark Office
PTOL-413 (Rev. 04-03) Interview Summary Paper No. 20110405
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Summary of Record of Interview Requirements
Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as

warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Olfice will be based exclusively on the written record in the Office. No attention will be paid to

any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
- Application Number (Series Code and Serial Number)
- Name of applicant
- Name of examiner
- Date of interview
- Type of interview (telephonic, video-conference, or personal)
- Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

 Anindication whether or not an exhibit was shown or a demonstration conducted
- Anidentification of the specific prior art discussed
- Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

Itis desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not

required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and

accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner's initials.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.usplo.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
12/186,918 08/06/2008 Roy Shkedi 14-DP-DIV 2033

26362 7590 01/19/2011
EXAMINER

LOUIS J. HOFFMAN,P.C. |
11811 North Tatum Boulevard, Suite 2100 OUELLETTE, JONATHAN P

Phoenix, AZ 85028
ART UNIT PAPER NUMBER |

3629

| NOTIFICATION DATE | DELIVERY MODE

01/19/2011 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):
Louis@valuablepatents.com
donald @valuablepatents.com
shaelyn@valuablepatents.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
12/186,918 SHKEDI, ROY

Office Action Summary Examiner Art Unit

Jonathan Ouellette 3629
-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address

Period for Reply
A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE MONTH(S) OR THIRTY (30) DAYS,

WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.

- If NO period for replyis specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

Responsive to communication(s) filed on 17 December 2010.
This action is FINAL. This action is non-final.
Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

Claim(s) 40-47 is/are pending in the application.
4a) Of the above claim(s) is/are withdrawn from consideration.

Claim(s) is/are allowed.

Claim(s) 40-47 is/are rejected.
Claim(s) is/are objected to.

Claim(s) are subject to restriction and/or election requirement.

Application Papers
The specification is objected to by the Examiner.
The drawing(s) filed on is/are: accepted or objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)DJAll Some * None of:

1.0] Certified copies of the priority documents have been received.

2.1.) Certified copies of the priority documents have been received in Application No.

3.0.) Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action fora list of the certified copies not received.

Attachment(s)
1) | Notice of References Cited (PTO-892) 4) | Interview Summary (PTO-413)
2) Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) [J Information Disclosure Statement(s) (PTO/SB/08) 5) Notice of Informal Patent Application

Paper No(s)/Mail Date 6) Other:

U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20110110
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Application/Control Number: 12/186,918 Page 2

Art Unit: 3629

DETAILED ACTION

Response to Amendment

1. Claims 1-39 have been cancelled; therefore, Claims 40-47 are currently pending in

application 12/186,918.

Claim Rejections - 35 USC § 102

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or

on sale in this country, more than one year prior to the date of application for patent in the United States.

3. Claims 40-47 are rejected under 35 U.S.C. 102(b) as being anticipated by Acxiom

(“Their Time Has Come,” Direct, v11, n8, p1+, June 1999).

4. As per independent Claims 40 and 47, Acxiom discloses a method (data storage

medium) of collecting and utilizing profiles of Internet-using entities, the method

comprising: (a) electronically receiving, from at least one of a plurality of unaffiliated

third parties operating a website, a partial profile of an entity that uses a computer

coupled to a global computer network and accessing the website, which partial profile
contains at least one profile attribute related to the entity; (b) wherein receiving the partial

profile is achieved by redirection of a portion of a page of the website accessed by the

entity’s computer (Page 2, email addresses exchanged/redirected — originally

obtained/saved through website field input); (c) automatically electronically attempting to
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Application/Control Number: 12/186,918 Page 3

Art Unit: 3629

match the received partial profile to a maintained profile believed to be related to the

same entity; (d) automatically generating and storing an electronic record of which of the

plurality of unaffiliated third parties contributed to the maintained profile particular

profile attributes; (Pg.2, email addresses saved with third party information for royalty

purposes) and (e) allowing use of the maintained profile in targeting advertisements to

the entity’s computer over the global computer network (“Their Time Has Come,” Direct,

n8, June 1999).

5. As per Claim 41, Acxiom discloses automatically maintaining an electronic record of

which unaffiliated third part contributed, to the maintained profile, the profile attributes

that were used in targeting the advertisements (“Their Time Has Come,” Direct, v11, n8,

pl+, June 1999).
6. As per Claim 42, Acxiom discloses determining whether the received partial profile

contains any profile attributes about the entity that were not previously contained in a

matching maintained profile (“Their Time Has Come,” Direct, v11, n8, p1+, June 1999).

7. As per Claim 43, Acxiom discloses allowing use of the maintained profile along with a

credibility rating associated with at least one of the profile attributes of the maintained

profile (“Their Time Has Come,” Direct, v11, n8, p1+, June 1999).

8. As per Claim 44, Acxiom discloses wherein the credibility rating is reflected in a price
for the at least one profile attribute (“Their Time Has Come,” Direct, v11, n8, p1+, June

1999).
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Application/Control Number: 12/186,918 Page 4

Art Unit: 3629

9.

10.

11.

12.

13.

As per Claim 45, Acxiom discloses wherein allowing use of the maintained profile
includes allowing selection of profile attributes from the maintained profile based on the

source thereof (“Their Time Has Come,” Direct, v11, n8, p1+, June 1999).

As per Claim 46, Acxiom discloses reading a cookie previously stored on the entity’s

computer, as a result of the redirection (“Their Time Has Come,” Direct, v11, n8, p1+,

June 1999).

Response to Arguments

Applicant's arguments filed on 12/17/2010, with respect to Claims 40-47, have been fully
considered but are not persuasive. The rejection will remain as FINAL, based on the

sited prior art.

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the eventa first reply is filed within

TWO MONTHS of the mailing date of this final action and the advisory action is not

mailed until after the end of the THREE-MONTH shortened statutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of the

advisory action. In no event, however, will the statutory period for reply expire later than

SIX MONTHS from the date of this final action.

The Applicant’s arguments are addressed in the clarified rejection above.
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Application/Control Number: 12/186,918 Page 5

Art Unit: 3629

Conclusion

14. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Jonathan Ouellette whose telephone number is (571) 272-

6807. The examiner can normally be reached on Monday through Thursday, 8am -

5:00pm.

15. If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Jamisue Plucinski can be reached on (571) 272-6811. The fax phone

numbers for the organization where this application or proceeding is assigned (571) 273-

8300 for all official communications.

16. Any inquiry of a general nature or relating to the status of this application or proceeding
should be directed to the Office of Initial Patent Examination whose telephone number is

(571) 272-4000. Information regarding the status of an application may also be obtained

from the Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR. Status

information for unpublished applications is available through Private PAIR only. For

more information about the PAIR system, see http://pair-direct.uspto.gov. Should you

have questions on access to the Private PAIR system, contact the Electronic Business

Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO

Customer Service Representative or access to the automated information system, call

800-786-9199 (IN USA OR CANADA) or 571-272-1000.

January 13, 2011
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Art Unit: 3629

/Jonathan Ouellette/

Primary Examiner, Art Unit 3629
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v v

v v

v v

v v

v v

v v

v v

v v

U.S. Patent and Trademark Office Part of Paper No. : 20110110

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 48 of 302



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant : Roy Shkedi Art Unit : 3629

Serial No. : 12/186,918 Examiner : Ouellette, J.P.

Filed : 08/06/2008

Title : Descriptive-Profile Mercantile Method

Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

RESPONSE TO OFFICE ACTION

Dear Sir:

In response to the Office Action dated October 6, 2010, assignee respectfully
requests reconsideration of the rejection in view of the following remarks. An

amendment is presented to update the cross-reference to related applications. An

interview is requested. No fees are due.

Serial No. 12/186,918 Page 1
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Amendment

IN THE CROSS-REFERENCE TO RELATED APPLICATIONS SECTION:

Please amend the paragraph as follows:

This application is a division of application Serial No. 11/099,861, filed April 6,

2005, now_U.S. Patent 7,428,493, which is a continuation of application Serial No.

09/593,993, filed June 14, 2000, now U.S. Patent 6,925,440, which claims priority to Israel

Application No. 133,489, filed December 13, 1999. A portion of the disclosure of this

patent document contains material that is subject to copyright protection. The copyright
owner has no objection to the facsimile reproduction by anyone of the patent document

or the patent disclosure, as it appears in the Patent and Trademark Office patent file or

records, but otherwise reserves all copyright rights whatsoever.

Serial No. 12/186,918 Page 2
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Remarks

The amendment to the specification is being made only to update the related

applications section and hence do not contain any “new matter.”

Claims 40-47 are pending and were restricted from the parent application.
The Office Action rejects the pending claims as allegedly anticipated by a

reference cited in the parent known as Acxiom, which is a 1999 article describing a

system publicized by a company of that name.

Independent claim 40 says: “A method of collecting and utilizing profiles of

Internet-using entities, the method comprising:
(a) electronically receiving, from at least one of a plurality of

unaffiliated third parties operating a website, a partial profile of an entity that

uses a computer coupled to a global computer network and accessing the

website, which partial profile contains at least one profile attribute related to the

entity;
(b) wherein receiving the partial profile is achieved by redirection of a

portion of a page of the website accessed by the entity’s computer;
(c) automatically electronically attempting to match the received

partial profile to a maintained profile believed to be related to the same entity;
(d) automatically generating and storing an electronic record of which

of the plurality of unaffiliated third parties contributed to the maintained profile
particular profile attributes; and

(e) allowing use of the maintained profile in targeting advertisements

to the entity’s computer over the global computer network.”

The second independent claim, 47, is a “data storage medium” with similar limitations.

Assignee respectfully submits that Acxiom does not disclose the inventive

combination of claim 40 (or 47) as claimed. Specifically, assignee does not understand

how Acxiom discloses parts (b) and (d) of the claimed invention (at a minimum).

Serial No. 12/186,918 Page 3
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Part (b) refers to “redirection” when a “website [is] accessed” by the computer of

a visitor to a website. According to part (a), “a partial profile” of a person or computer
“accessing the website” is received from the website operator, and according to part (b),

receipt of the partial profile is “achieved by [the] redirection.”

Assignee does not see any disclosure or discussion in Acxiom of “redirection” of

computers of visitors to a website, nor achieving receipt of a partial profile by such

redirection.

Part (d) refers to “automatically generating and storing an electronic record of

which of the plurality of unaffiliated third parties contributed to the maintained profile
particular profile attributes.”

Assignee does not see any disclosure or discussion in Acxiom of maintaining a

record of who contributed what. More exactly, in Acxiom, there is no discussion of the

databank company keeping any electronic record identifying which website (or profile
provider generally, given that no websites are discussed) contributed which profile
attribute (item of information). Acxiom discloses paying a profile provider a “royalty,”
but that disclosure does not reguire (inherently disclose) the databank to keep an

electronic record of who contributed particular profile attributes. Instead, it is

alternatively possible in Acxiom for the databank to keep non-electronic records or an

electronic record of which provider or providers contributed any piece of information to

a particular data record a record related to a particular subject) without recording
who gave which attribute, because either of those alternatives would be enough to allow

the databank to pay royalties to the correct profile providers.
The Office Action simply quotes the entirety of claim 40 and cites the entire

Acxiom article as a whole; nowhere does it identify any specific quotation from or

portion in Acxiom that corresponds to the elements of the claimed invention.

Accordingly, assignee respectfully submits that the Office Action provides no help in

explaining where Acxiom is thought to disclose elements (b) and (d) of claim 40.

Serial No. 12/186,918 Page 4
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Parallel limitations, i.e., those missing from Acxiom, are contained also in claim

47 and also incorporated through dependency into dependent claims 41-46. Thus, the

anticipation rejections of those claims are similarly in error.

Please note: assignee’s discussion of what is lacking from Acxiom should not be

construed as limiting the scope of the claims as written.

Assignee draws the Office’s attention to the Supreme Court's decision in the case

of In re Bilski, 561 U.S.
___ (2010), and asks the Office to consider whether the claims

pending here, which were written before that court decision, meet the requirements of

patentable subject matter under Section 101 of the Patent Act.

Interview request: Assignee respectfully requests the Examiner to telephone the

undersigned before issuance of the next Office Action to arrange a suitable time for an

interview (likely by telephone) to discuss the matter, including the results of any

supplemental search, as well as any other issues identified by the Examiner as of

concern, so that the application can be passed to allowance and issue most efficiently.
Please feel free to telephone the undersigned at any time to advance prosecution

of this application.
Respectfully submitted,

ALMONDNET INC.
by its attorney

Dated: December 17, 2010 /Louis J. Hoffman/
Louis J. Hoffman
Reg. No. 38,918

LOUIS J. HOFFMAN, P.C.
11811 North Tatum Boulevard
Suite 2100
Phoenix, Arizona 85028

(480) 948-3295

Serial No. 12/186,918 Page 5
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Application No. Applicant(s)
12/186,918 SHKEDI, ROY

Office Action Summary Examiner Art Unit

Jonathan Ouellette 3629
-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

Period for Reply
A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,

WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timelyfiled
after SIX (6) MONTHS from the mailing date of this communication.

- If NO period for replyis specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
eamed patent term adjustment. See 37 CFR 1.704(b).

Status

1)] Responsive to communication(s) filed on 06 August 2008.

2a)L] This action is FINAL. This action is non-final.

3)L Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)K] Claim(s) 40-47 is/are pending in the application.
4a) Of the above claim(s) is/are withdrawn from consideration.

Claims) is/are allowed.

Claim(s) 40-47 is/are rejected.
Claim(s)____ is/are objected to.

Claim(s)__ are subject to restriction and/or election requirement.

Application Papers
9)L) The specification is objected to by the Examiner.

The drawing(s) filed on is/are: accepted or objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)L) Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)LJAll Some * None of:

Certified copies of the priority documents have been received.

2.1.) Certified copies of the priority documents have been received in Application No.

3.0] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action fora list of the certified copies not received.

Attachment(s)
1) | Notice of References Cited (PTO-892) 4) | Interview Summary (PTO-413)
2) Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date.

3) information Disclosure Statements) (PTO/SB/08) 5) [] Notice of informal Patent Application
Paper No(s)/Mail Date 20080806, 20090528. 6) Other:

U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20100930

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 57 of 302



Application/Control Number: Page 2

Art Unit: 3629

DETAILED ACTION

Response to Amendment

1. Claims 1-39 have been cancelled and Claims 40-47 have been added; therefore, Claims

40-47 are currently pending in application 12/186,918.

Claim Rejections - 35 USC § 102

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or

on sale in this country, more than one year prior to the date of application for patent in the United States.

3. Claims 40-47 are rejected under 35 U.S.C. 102(b) as being anticipated by Acxiom

(“Their Time Has Come,” Direct, v11, n8, p1+, June 1999).

4. As per independent Claims 40 and 47, Acxiom discloses a method (data storage

medium) of collecting and utilizing profiles of Internet-using entities, the method

comprising: (a) electronically receiving, from at least one of a plurality of unaffiliated

third parties operating a website, a partial profile of an entity that uses a computer

coupled to a global computer network and accessing the website, which partial profile
contains at least one profile attribute related to the entity; (b) wherein receiving the partial

profile is achieved by redirection of a portion of a page of the website accessed by the

entity’s computer; (c) automatically electronically attempting to match the received

partial profile to a maintained profile believed to be related to the same entity; (d)
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Application/Control Number: Page 3

Art Unit: 3629

automatically generating and storing an electronic record of which of the plurality of

unaffiliated third parties contributed to the maintained profile particular profile attributes;

and (e) allowing use of the maintained profile in targeting advertisements to the entity’s

computer over the global computer network (“Their Time Has Come,” Direct, v11, n8,

pit, June 1999).

5. As per Claim 41, Acxiom discloses automatically maintaining an electronic record of

which unaffiliated third part contributed, to the maintained profile, the profile attributes

that were used in targeting the advertisements (“Their Time Has Come,” Direct, v11, n8,

pit, June 1999).

6. As per Claim 42, Acxiom discloses determining whether the received partial profile
contains any profile attributes about the entity that were not previously contained in a

matching maintained profile (“Their Time Has Come,” Direct, v11, n8, p1+, June 1999).

7. As per Claim 43, Acxiom discloses allowing use of the maintained profile along with a

credibility rating associated with at least one of the profile attributes of the maintained

profile (“Their Time Has Come,” Direct, v11, n8, p1+, June 1999).

8. As per Claim 44, Acxiom discloses wherein the credibility rating is reflected in a price
for the at least one profile attribute (“Their Time Has Come,” Direct, v11, n8, p1+, June

1999).

9. As per Claim 45, Acxiom discloses wherein allowing use of the maintained profile
includes allowing selection of profile attributes from the maintained profile based on the

source thereof (“Their Time Has Come,” Direct, v11, n8, p1+, June 1999).
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Application/Control Number: Page 4

Art Unit: 3629

10. As per Claim 46, Acxiom discloses reading a cookie previously stored on the entity’s

11.

12.

13.

computer, as a result of the redirection (“Their Time Has Come,” Direct, v11, n8, p1+,

June 1999).

Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Jonathan Ouellette whose telephone number is (571) 272-

6807. The examiner can normally be reached on Monday through Thursday, 8am -

5:00pm.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Jamisue Plucinski can be reached on (571) 272-6811. The fax phone

numbers for the organization where this application or proceeding is assigned (571) 273-

8300 for all official communications.

Any inquiry of a general nature or relating to the status of this application or proceeding
should be directed to the Office of Initial Patent Examination whose telephone number is

(571) 272-4000. Information regarding the status of an application may also be obtained

from the Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR. Status

information for unpublished applications is available through Private PAIR only. For

more information about the PAIR system, see http://pair-direct.uspto.gov. Should you

have questions on access to the Private PAIR system, contact the Electronic Business

Center (EBC) at 866-217-9197 (toll-free). Ifyou would like assistance from a USPTO
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Application/Control Number: Page 5

Art Unit: 3629

Customer Service Representative or access to the automated information system, call

800-786-9199 (IN USA OR CANADA) or 571-272-1000.

October 1, 2010

/Jonathan Ouellette/

Primary Examiner, Art Unit 3629
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(57) Abstract

This invention relates to customized electronic identification of desirable objects, such as news articles, in an electronic media

environment, and in particular to a system that automatically constructs both a "target profile" for each target object in the electronic media

based, for example, on the frequency with which each word appears in an article relative to its overall frequency of use in all articles,
as well as a “target profile interest summary" for each user, which target profile interest summary describes the user’s interest level in

various types of target objects. The system then evaluates the target profiles against the users’ target profile interest summaries to generate a

user-customized rank ordered listing of target objects most likely to be of interest to each user so that the user can select from among these

potentially relevant target objects, which were automatically selected by this system from the plethora of target objects that are profiled
on the electronic media. Users’ target profile interest summaries can be used to efficiently organize the distribution of information in a

large scale system consisting of many users interconnected by means of a communication network. Additionally, a cryptographically-based
pseudonym proxy server is provided to ensure the privacy of a user’s target profile interest summary, by giving the user control] over the

ability of third parties to access this summary and to identify or contact the user.
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SYSTEM FOR CUSTOMIZED ELECTRONIC IDENTIFICATION

OF DESIRABLE OBJECTS

CROSS-REFERENCE TO RELATED APPLICATIONS

This patent application is a continuation-in-part of U.S. Patent Application Serial

No. 08/346,425, filed November 28, 1994 and titled "SYSTEM AND METHOD FOR

SCHEDULING BROADCAST OF AND ACCESS TO VIDEO PROGRAMS AND

OTHER DATA USING CUSTOMER PROFILES", which application is assigned to the

same assignee as the present application.
FIELDOF INVENTION

This invention relates to customized electronic identification of desirable objects,
such as news articles, in an electronic media environment, and in particular to a system that

automatically constructs both a "target profile" for each target object in the electronic media

based, for example, on the frequency with which each word appears in an article relative to

its overall frequency of use in all articles, as well as a "target profile interest summary" for

each user, which target profile interest summary describes the user's interest level in various

types of tar get objects. The system then evaluates the target profiles against the users'

target profile interest summaries to generate a user-customized rank ordered listing of target

objects most likely to be of interest to each user so that the user can select from among these

potentially relevant target objects, which were automatically selected by this system from

the plethora of target objects that are profiled on the electronic media. Users' target profile
interest summaries can be used to efficiently organize the distribution of information in a

large scale system consisting of many users interconnected by means of a communication

network. Additionally, a cryptographically based proxy server is provided to ensure the

privacy of a user’s target profile interest summary, by giving the user control over the ability
of third parties to access this summary and to identify or contact the user.

PROBLEM

It is a problem in the field of electronic media to enable a user to access information

of relevance and interest to the user without requiring the user to expend an excessive

amount of time and energy searching for the information. Electronic media, such as on-line

information sources, provide a vast amount of information to users, typically in the form of

"articles," each of which comprises a publication item or document that relates to a specific
topic. The difficulty with electronic media is that the amount of information available to the

user is overwhelming and the article repository systems that are connected on-line are not
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organized in a manner that sufficiently simplifies access to only the articles of interest to the

user. Presently, a user either fails to access relevant articles because they are not easily
identified or expends a significant amount of time and energy to conduct an exhaustive

search ofall articles to identify those most likely to be of interest to the user. Furthermore,
even ifthe user conducts an exhaustive search, present information searching techniques do

not necessarily accurately extract only the most relevant articles, but also present articles

of marginal relevance due to the functional limitations of the information searching
techniques. There is also no existing system which automatically estimates the inherent

quality of an article or other target object to distinguish among a number of articles or target
objects identified as of possible interest to a user.

Therefore, in the field of information retrieval, there is a long-standing need for a

system which enables users to navigate through the plethora of information. With

commercialization ofcommunication networks, such as the Internet, the growth of available

information has increased. Customization of the information delivery process to the user's

unique tastes and interests is the ultimate solution to this problem. However, the techniques
which have been proposed to date either only address the user's interests on a superficial
level or provide greater depth and intelligence at the cost of unwanted demands on the user's

time and energy. While many researchers have agreed that traditional methods have been

lacking in this regard, no one to date has successfully addressed these problems in a holistic

manner and provided a system that can fully learn and reflect the user's tastes and interests.

This is particularly true in a practical commercial context, such as on-line services available

on the Internet. There is a need for an information retrieval system that is largely or entirely
passive, unobtrusive, undemanding o f the user, and yet both precise and comprehensive in

its ability to learn and truly represent the user's tastes and interests. Present information

retrieval systems require the user to specify the desired information retrieval behavior

through cumbersome interfaces.

Users may receive information on a computer network either by actively retrieving
the information or by passively receiving information that is sent to them. Just as users of

information retrieval systems face the problem of too much information, so do users who

are targeted with electronic junk mail by individuals and organizations. An ideal system
would protect the user from unsolicited advertising, both by automatically extracting only
the most relevant messages received by electronic ma il, and by preserving the
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confidentiality of the user's preferences, which should not be freely available to others on

the network.

Researchers in the field of published article information retrieval have devoted

considerable effort to finding efficient and accurate methods of allowing users to select

articles of interest from a large set of articles. The most widely used methods of

information retrieval are based on keyword matching: the user specifies a set of keywords
which the user thinks are exclusively found in the desired articles and the information

retrieval computer retrieves all articles which contain those keywords. Such methods are

fast, but are notoriously unreliable, as users may not think of the right keywords, or the

keywords may be used in unwanted articles in an irrelevant or unexpected context. Asa

result, the information retrieval computers retrieve many articles which are unwanted by the

user. The logical combination of keywords and the use of wild-card search parameters help
improve the accuracy of keyword searching but do not completely solve the problem of

inaccurate search results.

Starting in the 1960's, an alternate approach to information retrieval was developed:
users were presented with an article and asked if it contained the information they wanted,

or to quantify how close the information contained in the article was to what they wanted.

Each article was described by a profile which comprised either a list of the words in the

article or, in more advanced systems, a table of word frequencies in the article. Since a

measure of similarity between articles is the distance between their profiles, the measured

similarity of article profiles can be used in article retrieval. For example, a user searching
for information on a subject can write a short description of the desired information. The

information retrieval computer generates an article profile for the request and then retrieves

articles with profiles similar to the profile generated for the request. These requests can then

be refined using "relevance feedback", where the user actively or passively rates the articles

retrieved as to how close the information contained therein is to what is desired. The

information retrieval computer then uses this relevance feedback information to refine the

request profile and the process is repeated until the user either finds enough articles or tires

of the search.

A number of researchers have looked at methods for selecting articles of most

interest to users. An article titled "Social Information filtering: algorithms for automating
‘word ofmouth" was published at the CHi-95 Proceedings by Patti Maes et al and describes

the Ringo information retrieval system which recommends musical selections. The Ringo
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system requires active feedback from the users -- users must manually specify how much

they like or dislike each musical selection. The Ringo system maintains a complete list of

users ratings of music selections and makes recommendations by finding which selections

were liked by multiple people. However, the Ringo system does not take advantage of any
available descriptions of the music, such as structured descriptions in a data base, or free

text, such as that contained in music reviews. An article titled "Evolving agents for

personalized information filtering", published at the Proc. 9th IEEE Conf. on AI for

Applications by Sheth and Maes, described the use of agents for information filtering which

use genetic algorithms to learn to categorize Usenet news articles. In this system, users

must define news categories and the users actively indicate their opinion of the selected

articles. Their system uses a list of keywords to represent sets of articles and the records of

users’ interests are updated using genetic algorithms.
A number of other research groups have looked at the automatic generation and

labeling of clusters of articles for the purpose ofbrowsing through the articles. A group at

Xerox Parc published a paper titled "Scatter/gather: a cluster-based approach to browsing
large article collections" at the 15 Ann. Int'l SIGIR '92, ACM 318-329 (Cutting et al. 1992).
This group developed a method they call “scatter/gather" for performing information

retrieval searches. In this method, a collection of articles is "scattered" into a small number

of clusters, the user then chooses one or more of these clusters based on short summaries

of the cluster. The selected clusters are then "gathered" into a subcollection, and then the

process is repeated. Each iteration of this process is expected to produce a small, more

focused collection. The cluster "summaries" are generated by picking those words which

appear most frequently in the cluster and the titles of those articles closest to the center of

the cluster. However, no feedback from users is collected or stored, so no performance
improvement occurs over time.

Apple's Advanced Technology Group has developed an interface based on the

concept of a "pile of articles". This interface is described in an article titled "A ‘pile’
metaphor for supporting casual organization of information in Human factors in computer
systems" published in CHI '92 Conf. Proc. 627-634 by Mander, R. G. Salomon and Y.

Wong. 1992. Another article titled "Content awareness in a file system interface:

implementing the 'pile' metaphor for organizing information" was published in 16 Ann. Int'l

SIGIR '93, ACM 260-269 by Rose E. D. et al. The Apple interface uses word frequencies
to automatically file articles by picking the pile most similar to the article being filed. This
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system functions to cluster articles into subpiles, determine key words for indexing by
picking the words with the largest TF/IDF (where TF is term (word) frequency and IDF is

the inverse document frequency) and label piles by using the determined key words.

Numerous patents address information retrieval methods, but none develop records

of a user's interest based on passive monitoring of which articles the user accesses. None

of the systems described in these patents pre sent computer architectures to allow fast

retrieval of articles distributed across many computers. None of the systems described in

these patents address issues of using such article retrieval and matching methods for

purposes of commerce or of matching users with common interests or developing records

of users’ interests. U.S. Patent No. 5,321,833 issued to Chang et al. teaches a method in

which users choose terms to use in an information retrieval query, and specify the relative

weightings of the different terms. The Chang system then calculates multiple levels of

weighting criteria. U.S. Patent No. 5,301,109 issued to Landauer et al. teaches a method for

retrieving articles in a multiplicity of languages by constructing "latent vectors" (SVD or

PCA vectors) which represent correlations between the different words. U.S. Patent No.

5,331,554 issued to Graham et al. discloses a method for retrieving segments of a manual

by comparing a query with nodes in a decision tree. U.S. Patent No. 5,331,556 addresses

techniques for deriving morphological part-of-speech information and thus to make use of

the similarities of different forms of the same word (e.g. "article" and articles").
Therefore, there presently is no information retrieval and delivery system operable

in an electronic media environment that enables a user to access information of relevance

and interest to the user without requiring the user to expend an excessive amount of time and

energy.

SOLUTION
The above-described problems are solved and a technical advance achieved in the

field by the system for customized electronic identification of desirable objects in an

electronic media environment, which system enables a user to access target objects of

relevance and interest to the user without requiring the user to expend an excessive amount

of time and energy. Profiles of the target objects are stored on electronic media and are

accessible via a data communication network. In many applications, the target objects are

informational I n nature, and so may themselves be stored on electronic media and be

accessible via a data communication network.
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Relevant definitions of terms for the purpose of this description include: (a.) an

object available for access by the user, which may be either physical or electronic in nature,

is termed a “target object", (b.) a digitally represented profile indicating t hat target object's
attributes is termed a "target profile", (c.) the user looking for the target object is termed a

"user", (d.) a profile holding that user's attributes, including age/zip code/etc. is termed a

"user profile", (e.) a summary of digital profiles of target objects that a user likes and/or

dislikes, is termed the "target profile interest summary" of that user, (f.) a profile consisting
of a collection of attributes, such that a user likes target objects whose profiles are similar

to this collection of attributes, is termed a "search profile" or in some contexts a "query" or

“query profile," (g.) a specific embodiment of the target profile interest summary which

comprises a set of search profiles is termed the "search profile set" of a user, (h.) a collection

of target objects with similar profiles, is termed a "cluster," (i.) an aggregate profile formed

by averaging the attributes of all tar get objects in a cluster, termed a "cluster profile," (j.)
a real number determined by calculating the statistical variance of the profiles of all target
objects in a cluster, is termed a "cluster variance," (k.) a real number determined by
calculating the maximum distance between the profiles of any two target objects ina cluster,
is termed a "cluster diameter."

The system for electronic identification of desirable objects of the present invention

automatically constructs both a target profile for each target object in the electronic media

based, for example, on the frequency with which each word appears in an article relative to

its overall frequency of use in all articles, as well as a "target profile interest summary" for

each user, which target profile interest summary describes the user's interest level in various

types of target objects. The system then evaluates the target profiles against the users' target
profile interest summaries to generate a user-customized rank ordered listing of tar get
objects most likely to be of interest to each user so that the user can select from among these

potentially relevant target objects, which were automatically selected by this system from

the plethora of target objects available on the electronic media.

Because people have multiple interests, a target profile interest summary for a single
user must represent multiple areas of interest, for example, by consisting of a set of

individual search profiles, each of which identifies one of the user's areas of interest. Each

user is presented with those target objects whose profiles most closely match the user's

interests as described by the user's target profile interest summary. Users' target profile
interest summaries are automatically updated on a continuing basis to reflect each user's
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changing interests. In addition, target objects can be grouped into clusters based on their

similarity to each other, for example, based on similarity of their topics in the case where

the target objects are published articles, and menus automatically generated for each cluster

of target objects to allow users to navigate throughout the clusters and manually locate

target objects of interest. For reasons of confidentiality and privacy, a particular user may
not wish to make public all of the interests recorded in the user's target profile interest

summary, particularly when these interests are determined by the user's purchasing patterns.
The user may desire that all or part of the target profile interest summary be kept
confidential, such as information relating to the user's political, religious, financial or

purchasing behavior; indeed, confidentiality with respect to purchasing behavior is the user's

legal right in many states. It is therefore necessary that data in a user's target profile interest

summary be protected from unwanted disclosure except with the user's agreement. At the

same time, the user's target profile interest summaries must be accessible to the relevant

servers that perform the matching of target objects to the users, if the benefit of this

matching is desired by both providers and consumers of the target objects. The disclosed

system provides a solution to the privacy problem by using a proxy server which acts as an

intermediary between the information provider and the user. The proxy server dissociates

the user's true identity from the pseudonym by the use of cryptographic techniques. The

proxy server also permits users to control access to their target profile interest summaries

and/or user profiles, including provision of this information to marketers and advertisers if

they so desire, possibly in exchange for cash or other considerations. Marketers may

purchase these profiles in order to target advertisements to particular users, or they may

purchase partial user profiles, which do not include enough information to identify the

individual users in question, in order to carry out standard kinds of demographic analysis
and market research on the resulting database of partial user profiles.

In the preferred embodiment of the invention, the system for customized electronic

identification of desirable objects uses a fundamental methodology for accurately and

efficiently matching users and target objects by automatically calculating, using and

updating profile information that describes both the users' interests and the target objects’
characteristics. The target objects may be published articles, purchasable items, or even

other people, and their properties are stored, and/or represented and /or denoted on the

electronic media as (digital) data. Examples of target objects can include, but are not

limited to: a newspaper story of potential interest, a movie to watch, an item to buy, e-mail
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to receive, or another person to correspond with. In all these cases, the information delivery
process in the preferred embodiment is based on determining the similarity between a

profile for the target object and the profiles of target objects for which the user (or a similar

user) has provided positive feedback in the past. The individual data that describe a target
object and constitute the target object's profile are herein termed "attributes" of the target
object. Attributes may include, but are not limited to, the following: (1) long pieces of text

( a newspaper story, a movie review, a product description or an advertisement), (2) short

pieces of text (name of a movie's director, name of town from which an advertisement was

placed, name of the language in which an article was written), (3) numeric measurements

(price of a product, rating given to a movie, reading level of a book), (4) associations with

other types of objects (list of actors in a movie, list of persons who have read a document).
Any of these attributes, but especially the numeric ones, may correlate with the quality of

the target object, such as measures of its popularity (how often it is accessed) or of user

satisfaction (number of complaints received).
The preferred embodiment of the system for customized electronic identification of

desirable objects operates in an electronic media environment for accessing these target
objects, which may be news, electronic mail, other published documents, or product
descriptions. The system in its broadest construction comprises three conceptual modules,
which may be separate entities distributed across many implementing systems, or combined

into a lesser subset of physical entities. The specific embodiment of this system disclosed

herein illustrates the use of a first module which automatically constructs a “target profile"
for each target object in the electronic media based on various descriptive attributes of the

target object. A second module uses interest feedback from users to construct a "target
profile interest summary" for each user, for example in the form of a "search profile set"

consisting of a plurality of search profiles, each of which corresponds to a single topic of

high interest for the user. The system further includes a profile processing module which

estimates each us er's interest in various target objects by reference to the users’ target
profile interest summaries, for example by comparing the target profiles of these target
objects against the search profiles in users' search profile sets, and generates for each us er

a customized rank-ordered listing of target objects most likely to be of interest to that user.

Each user's target profile interest summary is automatically updated on a continuing basis

to reflect the user's changing interests.
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Target objects may be of various sorts, and it is sometimes advantageous to use a

single system that delivers and/or clusters target objects of several distinct sorts at once, in

a unified framework. For example, users who exhibit a strong interest in certain novels may
also show an interest in certain movies, presumably of a similar nature. A system in which

some target objects are novels and other target objects are movies can discover such a

correlation and exploit it in order to group particular novels with particular movies, e.g., for

clustering purposes, or to recommend the movies to a user who has demonstrated interest

in the novels. Similarly, if users who exhibit an interest in certain World Wide Web sites

also exhibit an interest in certain products, the system can match the products with the sites

and thereby recommend to the marketers of those products that they place advertisements

at those sites, e.g., in the form of hypertext links to their own sites.

The ability to measure the similarity of profiles describing target objects and a user's

interests can be applied in two basic ways: filtering and browsing. Filtering is useful when

large numbers of target objects are described in the electronic media s pace. These target
objects can for example be articles that are received or potentially received by a user, who

only has time to read a small fraction of them. For example, one might potentially receive

all items on the AP news wire service, all items posted to a number of news groups, all

advertisements in a set ofnewspapers, or all unsolicited electronic mail, but few people have

the time or inclination to read so many articles. A filtering system in the system for

customized electronic identification of desirable objects automatically selects a set of

articles that the user is likely to wish to read. The accuracy of this filtering system improves
over time by noting which articles the user reads and by generating a measurement of the

depth to which the user reads each article. This information is then us ed to update the user's

target profile interest summary. Browsing provides an alternate method of selecting a small

subset of a large number of target objects, such as articles. Articles are organized so that

users can actively navigate among groups of articles by moving from one group toalarger,
more general group, to a smaller, more specific group, or to a closely related group. Each

individual article forms a one-member group of its own, so that the user can navigate to and

from individual article s as well as larger groups. The methods used by the system for

customized electronic identification of desirable objects allow articles to be grouped into

clusters and the clusters to be grouped and merged into larger and larger clusters. These

hierarchies of clusters then form the basis for menuing and navigational systems to allow
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the rapid searching of large numbers of articles. This same clustering technique is

applicable to any type of target objects that can be profiled on the electronic media.

There are a number of variations on the theme of developing and using profiles for

article retrieval, with the basic implementation of an on-line news clipping service

representing the preferred embodiment of the invention. Variations of this basic system are

disclosed and comprise a system to filter electronic mail, an extension for retrieval of target
objects such as purchasable items which may have more complex descriptions, a system to

automatically build and alter menuing systems for browsing and searching through large
numbers of target objects, and a system to construct virtual communities of people with

common interests. These intelligent filters and browsers are necessary to provide a truly
passive, intelligent system interface. A user interface that permits intuitive browsing and

filtering represents for the first time an intelligent system for determining the affinities

between users and target objects. The detailed, comprehensive target profiles and

user-specific target profile interest summaries enable the system to provide responsive
routing of specific queries for user information access. The information maps so produced
and the application of users' target profile interest summaries to predict the information

consumption patterns of a user allows for pre-caching of data at locations on the data

communication network and at times that minimize the traffic flow in the communication

network to thereby efficiently provide the desired information to the user and/or conserve

valuable storage space by only storing those target objects (or segments thereof) which are

relevant to the user’s interests.

BRIEF DESCRIPTION OF THE DRAWING

Figure 1 illustrates in block diagram forma typical architecture of an electronic

media system in which the system for customized electronic identification of desirable

objects of the present invention can be implemented as part of a user server system;
Figure 2 illustrates in block diagram form one embodiment of the system for

customized electronic identification of desirable objects;
Figures 3 and4illustrate typical network trees;

Figure 5 illustrates in flow diagram form a method for automatically generating
article profiles and an associated hierarchical menu system;

Figures 6-9 illustrate examples of menu generating process;

Figure 10 illustrates in flow diagram form the operational steps taken by the system
for customized electronic identification of desirable objects to screen articles for a user;
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Figure 11 illustrates a hierarchical cluster tree example;
Figure 12 illustrates in flow diagram form the process for determination of likelihood

of interest by a specific user in a selected target object;
Figures 13A-B illustrate in flow diagram form the automatic clustering process;

Figure 14 illustrates in flow diagram form the use of the pseudonymous server;

Figure 15 illustrates in flow diagram form the use of the system for accessing
information in response to a user query; and

Figure 16 illustrates in flow diagram form the use of the system for accessing
information in response to a user query when the system is a distributed network

implementation.
DETAILED DESCRIPTION

MEASURING SIMILARITY

This section describes a general procedure for automatically measuring the similarity
between two target objects, or, more precisely, between target profiles that are automatically
generated for each of the two target objects. This similarity determination process is

applicable to target objects in a wide variety ofcontexts. Target objects being compared can

be, as an example but not limited to: textual documents, human beings, movies, or mutual

funds. It is assumed that the target profiles which describe the target objects are stored at

one or more locations in a data communication network on data storage media associated

with a computer system. The computed similarity measurements serve as input to additional

processes, which function to enable human users to locate desired target objects using a

large computer system. These additional processes estimate a human user's interest in

various target objects, or else cluster a plurality of target objects in to logically coherent

groups. The methods used by these additional processes might in principle be implemented
on either a single computer or on a computer network. Jointly or separately, they form the

underpinning for various sorts of database systems and information retrieval systems.
Target Objects and Attributes

In classical Information Retrieval (IR) technology, the user is a literate human and

the target objects in question are textual documents stored on data storage devices

interconnected to the user via a computer network. That is, the target objects consist

entirely of text, and so are digitally stored on the data storage devices within the computer
network. However, there are other target object domains that present related retrieval

problems that are not capable of being solved by present information retrieval technology:
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(a.) the user is a film buff and the target objects are movies available on videotape.
(b.) the user is a consumer and the target objects are used cars being sold.

(c.) the user is a consumer and the target objects are products being sold through
promotional deals.

(d.) the user is an investor and the target objects are publicly traded stocks, mutual

funds and/or real estate properties.
(e.) the user is a student and the target objects are classes being offered.

(f.) the user is an activist and the target objects are Congressional bills of potential
concern. (g.) the user is a direct-mail marketer and the target objects are potential
customers.

(h.) the user is a net-surfer and the target objects are pages, servers, or newsgroups
available on the World Wide Web.

(i.) the user is a philanthropist and the target objects are charities.

(j.) the user is ill and the target objects are medical specialists.
(k.) the user is an employee and the target objects are potential employers.

the user is an employer and the target objects are potential employees.
(m.) the user is an beleaguered executive and the target objects are electronic mail

messages addressed to the user.

(n.) the user is a lonely heart and the target objects are potential conversation

partners. (0.) the user is in search ofan expert and the target objects are users, with

known retrieval habits, of an document retrieval system.
(p.) the user is a social worker and the target objects are families that may need extra

visits.

(q.) the user is an oncologist and the target objects are women for whom

mammograms may be advisable.

(r.) the user is an auto insurance company and the target objects are potential
customers

In all these cases, the user wishes to locate some small subset of the target objects
-- such as the target objects that the user most desires to rent, buy, investigate, meet, read,
give mammograms to, insure, and so forth. The task is to help the user identify the most

interesting target objects, where the user's interest in a target object is defined to be a

numerical measurement of the user's relative desire to locate that object rather than others.

-1]2-

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 89 of 302



10

15

20

25

30

WO 97/16796 PCT/US96/17981

The generality of this problem motivates a general approach to solving the

information retrieval problems noted above. It is assumed that many target objects are

known to the system for customized electronic identification of desirable objects, and that

specifically, the system stores (or has the ability to reconstruct) several pieces of

information about each target object. These pieces of information are termed "attributes":

collectively, they are said to form a profile of the target object, or a "target profile." For

example, where the system for customized electronic identification of desirable objects is

activated to identify movies of interest, the system is likely be concerned with the values of

attributes such as these:

(a.) title of movie,

(b.) name of director,

(c.) Motion Picture Association of America (MPAA) child-appropriateness rating
(0=G, 1=PG, ...),
(d.) date of release,

(e.) number of stars granted by a particular critic,

(f.) number of stars granted by a second critic,

(g.) number of stars granted bya third critic,

(h.). full text of review by the third critic,

(i.). list of customers who have previously rented this movie,

(j.) list of actors.

Each movie has a different set of values for these attributes. This example
conveniently illustrates three kinds of attributes. Attributes c-g are numeric attributes, of

the sort that might be found in a database record. It is evident that they can be used to help
the user identify target objects (movies) of interest. For example, the user might previously
have rented many Parental Guidance (PG) films, and many films made in the 1970's. This

generalization is useful: new films with values for one or both attributes that are numerically
similar to these (such as MPAA rating of 1, release date of 1975) are judged similar to the

films the user already likes, and therefore of probable interest. Attributes a-b and h are

textual attributes. They too are important for helping the user locate desired films. For

example, perhaps the user has showna past interest in films whose review text (attribute h)
contains words like "chase," "explosion," "explosions," “hero,” "gripping," and “superb.”
This generalization is again useful in identifying new films of interest. Attribute i is an

associative attribute. It records associations between the target objects in this domain,
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namely movies, and ancillary target objects of an entirely different sort, namely humans.

A good indication that the user wants to rent a particular movie is that the user has

previously rented other movies with similar attribute values, and this holds for attribute I

just as it does for attributes a-h. For example, if the user has often liked movies that

customer C,, and customer Ci) have rented, then the user may like other such movies,
which have similar values for attribute i. Attribute j is another example of an associative

attribute, recording associations between target objects and actors. Notice that any of these

attributes can be made subject to authentication when the profile is constructed, through the

use of digital signatures; for example, the target object could be accompanied byadigitally
signed note from the MPAA, which note names the target object and specifies its authentic

value for attribute c .

These three kinds ofattributes are common: numeric, textual, and associative. In the

classical information retrieval problem, where the target objects are documents (or more

generally, coherent document sections extracted by a text segmentation method), the system
might only consider a single, textual attribute when measuring similarity: the full text of the

target object. However, a more sophisticated system would consider a longer target profile,
including numeric and associative attributes:

(a.) full text of document (textual),
(b.) title (textual),
(c.) author (textual),
(d.) language in which document is written (textual),

(e.) date of creation (numeric),
date of last update (numeric),

(g.) length in words (numeric),
(h.) reading level (numeric),
(i.) quality of document as rated by a third\_party editorial agency (numeric),
(j.) list of other readers who have retrieved this document (associative).
As another domain example, consider a domain where the user is an advertiser and

the target objects are potential customers. The system might store the following attributes

for each target object (potential customer):
(a.) first two digits of zip code (textual),
(b.) first three digits of zip code (textual),
(c.) entire five-digit zip code (textual),
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(d.) distance of residence from advertiser's nearest physical storefront (numeric),
(e.) annual family income (numeric),
(f.) number of children (numeric),
(g.) list of previous items purchased by this potential customer (associative),

list of filenames stored on this potential customer's client computer (associative),
list of movies rented by this potential customer (associative),
list of investments in this potential customer's investment portfolio (associative),

list of documents retrieved by this potential customer (associative),
written response to Rorschach inkblot test (textual),
multiple-choice responses by this customer to 20 self-image questions (20 textual attributes).

As always, the notion is that similar consumers buy similar products. It should be

noted that diverse sorts of information are being used here to characterize consumers, from

their consumption patterns to their literary taste s and psychological peculiarities, and that

this fact illustrates both the flexibility and power of the system for customized electronic

identification of desirable objects of the present invention. Diverse sorts of information can

be used as attributes in other domains as well (as when physical, economic, psychological
and interest-related questions are used to profile the applicants to a dating service, which is

indeed a possible domain for the present system), and the advertiser domain is simply an

example.
As a final domain example, consider a domain where the user is an stock market

investor and the target objects are publicly traded corporations. A great many attributes

might be used to characterize each corporation, including but not limited to the following:
(a.) type of business (textual),
(b.) corporate mission statement (textual),
(c.) number of employees during each of the last 10 years (ten separate numeric

attributes),
(d.) percentage growth in number of employees during each of the last 10 years,

(e.) dividend payment issued in each of the last 40 quarters, as a percentage of

current share price,
percentage appreciation of stock value during each of the last 40 quarters, list

of shareholders (associative),

(g.) composite text of recent articles about the corporation in the financial press

(textual). It is worth noting some additional attributes that are of interest in some
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domains. In the case ofdocuments and certain other domains, it is useful to know the source

of each target object (for example, refereed journal article vs. UPI newswire article vs.

Usenet newsgroup posting vs. question-answer pair from a question-and-answer list vs.

tabloid newspaper article vs. ...); the source may be represented as a single-term textual

attribute. Important associative attributes for a hypertext document are the list of documents

that it links to, and the list ofdocuments that link to it. Documents with similar citations are

similar with respect to the former attribute, and documents that are cited in the same places
are similar with respect to the latter. A convention may optionally be adopted that any
document also links to itself. Especially in systems where users can choose whether or not

to retrieve a target object, a target object's popularity (or circulation) can be usefully
measured as a numeric attribute specifying the number of users who have retrieved that

object. Related measurable numeric attributes that also indicate a kind of popularity include

the number of replies to a target object, in the domain where target objects are messages

posted to an electronic community such as an computer bulletin board or newsgroup, and

the number of links leading to a target object, in the domain where target objects are

interlinked hypertext documents on the World Wide Web or a similar system. A target

object may also receive explicit numeric evaluations (another kind of numeric attribute)
from various groups, such as the Motion Picture Association of America (MPAA), as above,

which rates movies' appropriateness for children, or the American Medical Association,
which might rate the accuracy and novelty of medical research papers, or a random survey

sample of users (chosen from all users or a selected set of experts), who could be asked to

rate nearly anything. Certain other types of evaluation, which also yield numeric attributes,

may be carried out mechanically. For example, the difficulty of reading a text can be

assessed by standard procedures that count word and sentence lengths, while the vulgarity
of a text could be defined as (say) the number ofvulgar words it contains, and the expertise
of a text could be crudely assessed by counting the number of similar texts its author had

previously retrieved and read using the invention, perhaps confining this count to texts that

have high approval ratings from critics. Finally, it is possible to synthesize certain textual

attributes mechanically, for example to reconstruct the script of a movie by applying speech
recognition techniques to its soundtrack or by applying optical character recognition
techniques to its closed-caption subtitles.
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Decomposing Complex Attributes

Although textual and associative attributes are large and complex pieces of data, for

information retrieval purposes they can be decomposed into smaller, simpler numeric

attributes. This means that any set of attributes can be replaced by a (usually larger) set of

numeric attributes, and hence that any profile can be represented as a vector of numbers

denoting the values of these numeric attributes. In particular, a textual attribute, such as the

full text of a movie review, can be replaced by a collection of numeric attributes that

represent scores to denote the presence and significance of the words "aardvark," "aback,"

"abacus," and so on through "zymurgy" in that text. The score of a word in a text may be

defined in numerous ways. The simplest definition is that the score is the rate of the word

in the text, which is computed by computing the number of times the word occurs in the

text, an d dividing this number by the total number of words in the text. This sort of score

is often called the "term frequency" (TF) of the word. The definition of term frequency may

optionally be modified to weight different portions of the text unequally: for example, any

occurrence ofa word in the text's title might be counted as a 3-fold or more generally k-fold

occurrence (as if the title had been repeated k times within the text), in order to reflect a

heuristic assumption that the words in the title are particularly important indicators of the

text's content or topic.
However, for lengthy textual attributes, such as the text of an entire document, the

score of a word is typically defined to be not merely its term frequency, but its term

frequency multiplied by the negated logarithm of the word's "global frequency,” as

measured with respect to the textual attribute in question. The global frequency of a word,
which effectively measures the word's uninformativeness, is a fraction between 0 and 1,

defined to be the fraction of all target objects for which the textual attribute in question
contains this word. This adjusted score is often known in the art as TF/IDF ("term

frequency times inverse document frequency"). When global frequency of a word is taken

into account in this way, the common, uninformative words have scores comparatively close

to zero, no matter how often or rarely they appear in the text. Thus, their rate has little

influence on the object's target profile. Alternative methods of calculating word scores

include latent semantic indexing or probabilistic models.

Instead ofbreaking the text into its component words, one could alternatively break

the text into overlapping word bigrams (sequences of 2 adjacent words), or more generally,
word n-grams. These word n-grams may be scored in the same way as individual words.
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Another possibility is to use character n-grams. For example, this sentence contains a

sequence of overlapping character 5-grams which starts "for e", "or ex", "r exa", " exam",

"examp", etc. The sentence may be characterized, imprecisely but usefully, by the score of

each possible character 5-gram ("aaaaa", "aaaab", ... "zzzzz") in the sentence. Conceptually
speaking, in the character 5-gram case, the textual attribute would be decomposed into at

least 26° = 11,881,376 numeric attributes. Ofcourse, for a given target object, most of these

numeric attributes have values of 0, since most 5-grams do not appear in the target object
attributes. These zero values need not be stored anywhere. For purposes of digital storage,
the value of a textual attribute could be characterized by storing the set of character 5-grams
that actually do appear in the text, together with the nonzero score of each one. Any 5-gram
that is no t included in the set can be assumed to have a score of zero. The decomposition
of textual attributes is not limited to attributes whose values are expected to be long texts.

A simple, one-term textual attribute can be replaced by a collection of numeric attributes in

exactly the same way. Consider again the case where the target objects are movies. The

"name of director" attribute, which is textual, can be replaced by numeric attributes giving
the scores for "Federico-Fellini," "Woody-Allen," "Terence- Davies," and so forth, in that

attribute. For these one-term textual attributes, the score of a word is usually defined to be

its rate in the text, without any consideration of global frequency. Note that under these

conditions, one of the scores is 1, while the other scores are 0 and need not be stored. For

example, if Davies did direct the film, then it is "Terence-Davies" whose score is 1, since

"Terence-Davies" constitutes 100% of the words in the textual value of the "name of

director" attribute. It might seem that nothing has been gained over simply regarding the

textual attribute as having the string value "Terence-Davies." However, the trick of

decomposing every non-numeric attribute into a collection of numeric attributes proves
useful for the clustering and decision tree methods described later, which require the

attribute values of different objects to be averaged and/or ordinally ranked. Only numeric

attributes can be averaged or ranked in this way. Just as a textual attribute may be

decomposed into a number of component terms (letter or word n-grams), an associative

attribute may be decomposed into a number of component associations. For instance, in a

domain where the target objects are movies, a typical associative attribute used in profiling
a movie would be a list of customers who have rented that movie. This list can be replaced
by a collection ofnumeric attributes, which give the "association scores" between the movie

and each of the customers known to the system. For example, the 165th such numeric
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attribute would be the association score between the movie and customer #165, where the

association score is defined to be 1 if customer #165 has previously rented the movie, and

0 otherwise. In a subtler refinement, this association s core could be defined to be the

degree of interest, possibly zero, that customer #165 exhibited in the movie, as determined

by relevance feedback (as described below). As another example, in a domain where target
objects are companies, an associative attribute indicating the major shareholders of the

company would be decomposed into a collection of association scores, each ofwhich would

indicate the percentage of the company (possibly zero) owned by some particular individual

or corporate body. Just as with the term scores used in decomposing lengthy textual

attributes, each association score may optionally be adjusted by a multiplicative factor: for

example, the association score between a movie and customer #165 might be multiplied by
the negated logarithm of the "global frequency" of customer #165, i.e., the fraction of all

movies that have been rented by customer #165. Just as with the term scores used in

decomposing textual attributes, most association scores found when decomposing a

particular value of an associative attribute are zero, and a similar economy of storage may
be gained in exactly the same manner by storingalist of only those ancillary objects with

which the target object has a nonzero association score, together with their respective
association scores.

Similarity Measures

What does it mean for two target objects to be similar? More precisely, how should

one measure the degree of similarity? Many approaches are possible and any reasonable

metric that can be computed over the set of target object profiles can be used, where target
objects are considered to be similar if the distance between their profiles is small according
to this metric. Thus, the following preferred embodiment of a target object similarity
measurement system has m any variations.

First, define the distance between two values of a given attribute according to

whether the attribute is a numeric, associative, or textual attribute. If the attribute is

numeric, then the distance between two values of the attribute is the absolute value of the

difference between the two values. (Other definitions are also possible: for example, the

distance between prices pl] and p2 might be defined by |(pl-p2)|/(max(p1,p2)+1), to

recognize that when it comes to customer interest, $50 00 and $5020 are very similar,
whereas $3 and $23 are not.) If the attribute is associative, then its value V may be

decomposed as described above into a collection of real numbers, representing the
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association scores between the target object in question and various ancillary objects. V

may therefore be regarded as a vector with components V,, V3, etc., representing the

association scores between the object and ancillary objects 1, 2, 3, etc., respectively. The

distance between two vector values V and U of an associative attribute is then computed
using the angle distance measure, arccos (VU' /sqrt((Vv')( UU')). (Note that the three inner

products in this expression have the form = X, Y, + X, Y, + X, Y; +
..., and that for

efficient computation, terms of the form X; Y,; may be omitted from this sum if either of the

scores X; and Y; is zero.) Finally, if the attribute is textual, then its value V may be

decomposed as described above into a collection of real numbers, representing the scores

of various word n-grams or character n-grams in the text. Then the value V may again be

regarded as a vector, and the distance between two values is again defined via the angle
distance measure. Other similarity metrics between two vectors, such as the dice measure,

may be used instead. It happens that the obvious alternative metric, Euclidean distance,
does not work well: even similar texts tend not to overlap substantially in the content words

they use, so that texts encountered in practice are all substantially orthogonal to each other,

assuming that TF/IDF scores are used to reduce the influence of non-content words. The

scores oftwo words in a textual attribute vector may be correlated; for example, "Kennedy"
and "JFK" tend to appear in the same documents. Thus it may be advisable to alter the text

somewhat before computing the scores of terms in the text, by using a synonym dictionary
that groups together similar words. The effect of this optional pre-alteration is that two texts

using related words are measured to be as similar as if they had actually used the same

words. One technique is to augment the set of words actually found in the article with a set

of synonyms or other words which tend to co-occur with the words in the article, so that

"Kennedy" could be added to every article that mentions "JFK." Alternatively, words found

in the article may be wholly replaced by synonyms, so that "JFK" might be replaced by
"Kennedy" or by "John F. Kennedy" wherever it appears. In either case, the result is that

documents about Kennedy and documents about JFK are adjudged similar. The synonym

dictionary may be sensitive to the topic of the document as a whole; for example, it may

recognize that "crane" is likely to have a different synonym in a document that mentions

birds than in a document that mentions construction. A related technique is to replace each

word by its morphological stem, so that "staple", "stapler", and "staples" are all replaced by
"staple." Common function words ("a", "and", "the" ...) c an influence the calculated

similarity of texts without regard to their topics, and so are typically removed from the text
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before the scores of terms in the text are computed. A more general approach to

recognizing synonyms is to use a revised measure of the distance between textual attribute

vectors V and U, namely arccos(AV(AU)' /sqrt (AV(AV)' where the matrix A

is the dimensionality-reducing linear transformation (or an approximation thereto)
determined by collecting the vector values of the textual attribute, for all target objects
known to the system, and applying singular value decomposition to the resulting collection.

The same approach can be applied to the vector values of associative attributes. The above

definitions allow us to determine how close together two target objects are with respect to

a single attribute, whether numeric, associative, or textual. The distance between two target
objects X and Y with respect to their entire multi-attribute profiles and P, is then denoted

d(X,Y) or Py) and defined as:

(((distance with respect to attribute a)(weight of attribute a))* + ((distance
with respect to attribute b)(weight of attribute b))* + ((distance with respect
to attribute c)(weight of attribute +... )*

wherekis a fixed positive real number, typically 2, and the weights are non- negative real

numbers indicating the relative importance of the various attributes. For example, if the

target objects are consumer goods, and the weight of the "color" attribute is comparatively
very small, then price is not a consideration in determining similarity: a user who likes a

brown massage cushion is predicted to show equal interest in the same cushion

manufactured in blue, and vice-versa. On the other hand, if the weight of the "color"

attribute is comparatively very high, then users are predicted to show interest primarily in

products whose colors they have liked in the past: a brown massage cushion and a blue

massage cushion are not at all the same kind of target object, however similar in other

attributes, and a good experience with one does not by itself inspire much interest in the

other. Target objects may be of various sorts, and it is sometimes advantageous to use a

single system that is able to compare tar get objects of distinct sorts. For example, in a

system where some target objects are novels while other target objects are movies, it is

desirable to judge a novel and a movie similar if their profiles show that similar users like

them (an associative attribute). However, it is important to note that certain attributes

specified in the movie's target profile are undefined in the novel's target profile, and vice

versa: a novel has no "cast list" associative attribute and a movie has no “reading level"

numeric attribute. In general, a system in which target objects fall into distinct sorts may
sometimes have to measure the similarity of two target objects for which somewhat different
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sets of attributes are defined. This requires an extension to the distance metric d(*,*)
defined above. In certain applications, it is sufficient when carrying out such a comparison
simply to disregard attributes that are not defined for both target objects: this allows a

cluster of novels to be matched with the most similar cluster of movies, for example, by
considering only those attributes that novels and movies have in common. However, while

this method allows comparisons between (say) novels and movies, it does not define a

proper metric over the combined space of novel s and movies and therefore does not allow

clustering to be applied to the set of all target objects. When necessary for clustering or

other purposes, a metric that allows comparison of any two target objects (whether of the

same or different sorts) can b e defined as follows. Ifa is an attribute, then let Max(a) be

an upper bound on the distance between two values of attribute a; notice that if attribute a

is an associative or textual attribute, this distance is an angle determined by arccos, so that

Max( a) may be chosen to be 180 degrees, while if attribute a is a numeric attribute, a

sufficiently large number must be selected by the system designers. The distance between

two values of attribute a is given as before in the case where both values are defined; the

distance between two undefined values is taken to be zero; finally, the distance between a

defined value and an undefined value is always taken to be Max(a)/2. This allows us to

determine how close together two target objects are with respect to an attribute a, even if

attribute a does not have a defined value for both target objects. The distance d(*,*)
between two target objects with respect to their entire multi-attribute profiles is then given
in terms of these individual attribute distances exactly as before. It is assumed that one

attribute in such a system specifies the sort of target object ("movie", "novel", etc.), and that

this attribute may be highly weighted if target objects of different sorts are considered to be

very different despite any attributes they may have in common.

UTILIZING THE SIMILARITY MEASUREMENT

Matching Buyers and Sellers

A simple application of the similarity measurement is a system to match buyers with

sellers in small-volume markets, such as used cars and other used goods, artwork, or

employment. Sellers submit profiles of the goods (target objects) they want to sell, and

buyers submit profiles of the goods (target objects) they want to buy. Participants may
submit or withdraw these profiles at any time. The system for customized electronic

identification of desirable objects computes the similarities between seller-submitted

profiles and buyer-submitted profiles, and when two profiles match closely (ie., the

-22-

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 99 of 302



10

15

20

25

30

WO 97/16796 PCT/US96/17981

similarity is above a threshold), the corresponding seller and buyer are notified of each

other's identities. To prevent users from being flooded with responses, it may be desirable

to limit the number of notifications each user receives to a fixed number, such as ten per

day.
Filtering: Relevance Feedback

A filtering system is a device that can search through many target objects and

estimate a given user's interest in each target object, so as to identify those that are of

greatest interest to the user. The filtering system uses relevance feed back to refine its

knowledge of the user's interests: whenever the filtering system identifies a target object as

potentially interesting to a user, the user (if an on-line user) provides feedback as to whether

or not that target object really is of interest. Such feedback is stored long-term in

summarized form, as part of a database ofuser feedback information, and may be provided
either actively or passively. In active feedback, the user explicitly indicates his or her

interest, for instance, ona scale of -2 (active distaste) through 0 (no special interest) to 10

(great interest). In passive feedback, the system infers the user's interest from the user's

behavior. For example, if target objects are textual documents, the system might monitor

which documents the user chooses to read, or not to read, and how much time the user

spends reading them. A typical formula for assessing interest in a document via passive
feedback, in this domain, on a scale of 0 to 10, might be:

+ 2 if the second page is viewed,
+ 2 if all pages are viewed,
+ 2 if more than 30 seconds was spent viewing the document,
+ 2 if more than one minute was spent viewing the document,
+ 2 if the minutes spent viewing the document are greater than half the number of pages.

Ifthe target objects are electronic mail messages, interest points might also be added

in the case of a particularly lengthy or particularly prompt reply. If the target objects are

purchasable goods, interest points might be added for target objects that the user actually
purchases, with further points in the case of a large-quantity or high-price purchase. In any

domain, further points might be added for target objects that the user accesses early in a

session, on the grounds that users access the object s that most interest them first. Other

potential sources of passive feedback include an electronic measurement of the extent to

which the user's pupils dilate while the user views the target object or a description of the

target object. It is possible to combine active and passive feedback. One option is to take
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a weighted average ofthe two ratings. Another option is to use passive feedback by default,
but to allow the user to examine and actively modify the passive feedback score. In the

scenario abo ve, for instance, an uninteresting article may sometimes remain on the display
device for a long period while the user is engaged in unrelated business; the passive
feedback score is then inappropriately high, and the user may wish to correct it before

continuing. In the preferred embodiment of the invention, a visual indicator, such as a

sliding bar or indicator needle on the user's screen, can be used to continuously display the

passive feedback score estimated by the system for the target object being viewed, unless

the user has manually adjusted the indicator by a mouse operation or other means in order

to reflect a different score for this target object, after which the indicator displays the active

feedback score selected by the user, and this active feedback score is used by the system
instead of the passive feedback score. In a variation, the user cannot see or adjust the

indicator until just after the user has finished viewing the target object. Regardiess how a

user's feedback is computed, it is stored long-term as part of that user's target profile interest

summary.

Filtering: Determining Topical Interest Through Similarity
Relevance feedback only determines the user's interest in certain target objects:

namely, the target objects that the user has actually had the opportunity to evaluate (whether

actively or passively). For target objects that the user has not yet seen, the filtering system
must estimate the user's interest. This estimation task is the heart of the filtering problem,
and the reason that the similarity measurement is important. More concretely, the preferred
embodiment of the filtering system is a news clipping service that periodically presents the

user with news articles of potential interest. The user provides active and/or passive
feedback to the system relating to these presented articles. However, the system does not

have feedback information from the user for articles that have never been presented to the

user, such as new articles that have just been added to the database, or old articles that the

system chose not to present to the user. Similarly, in the dating service domain where target
objects are prospective romantic partners, the system has only received feedback on old

flames, not on prospective new loves.

As shown in flow diagram form in Figure 12, the evaluation of the likelihood of

interest in a particular target object for a specific user can automatically be computed. The

interest that a given target object X holds for a user U is assumed to be a sum of two

quantities: q(U, X), the intrinsic "quality" ofX, plus f(U, X), the "topical interest" that users
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like U have in target objects like X. For any target object X, the intrinsic quality measure

q(U, X) is easily estimated at steps 1201-1203 directly from numeric attributes of the target
object X. The computation process begins at step 1201, where certain designated numeric

attributes of target object X are specifically selected, which attributes by their very nature

should be positively or negatively correlated with users' interest. Such attributes, termed

"quality attributes," have the normative property that the higher (or in some cases lower)
their value, the more interesting a user is expected to find them. Quality attributes of target
object X may include, but are not limited to, target object X's popularity among users in

general, the rating a particular reviewer has given target object X, the age (time since

authorship -- also known as outdatedness) of target object X, the number ofvulgar words

used in target object X, the price of target object X, and the amount of money that the

company selling target object X has donated to the user's favorite charity. At step 1202,

each of the selected attributes is multiplied by a positive or negative weight indicative of the

strength of user U's preference for those target objects that have high values for this

attribute, which weight must be retrieved from a data file storing quality attribute weights
for the selected user. At step 1203, a weighted sum of the identified weighted selected

attributes is computed to determine the intrinsic quality measure q(U, X). At step 1204, the

summarized weighted relevance feedback data is retrieved, wherein some relevance

feedback points are weighted more heavily than others and the stored relevance data can be

summarized to some degree, for example by the use of search profile sets. The more

difficult part of determining user U's interest in target object X is to find or compute at step
1205 the value of f(U, X), which denotes the topical interest that users like U generally have

in target objects like X. The method of determining a user's interest relies on the following
heuristic: when X and Y are similar target objects (have similar attributes), and U and V are

similar users (have similar attributes), then topical interest f(U, X) is predicted to have a

similar value to the value of topical interest f{(V, Y). This heuristic leads to an effective

method because estimated values of the topical interest function f{*, *) are actually know

n for certain arguments to that function: specifically, if user V has provided a

relevance-feedback rating of r(V, Y) for target object Y, then insofar as that rating
represents user V's true interest in target object Y, we have r(V, Y) = q(V, Y) + f(V, Y) and

can estimate f(V, Y) as r(V, Y) - q(V, Y). Thus, the problem of estimating topical interest

at all points becomes a problem of interpolating among these estimates of topical interest

at selected points, such as the feedback estimate of f(V, Y) as r(V, Y) - q(V, Y). This
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interpolation can be accomplished with any standard smoothing technique, using as input
the known point estimates of the value of the topical interest function f{*, *), and

determining as output a function that approximates the entire topical interest function f(*,
*).

Not all point estimates of the topical interest function f(*, *) should be given equal
weight as inputs to the smoothing algorithm. Since passive relevance feedback is less

reliable than active relevance feedback, point estimates made from passive relevance

feedback should be weighted less heavily than point estimates made from active relevance

feedback, or even not used at all. In most domains, a user's interests may change over time

and, therefore, estimates of topic al interest that derive from more recent feedback should

also be weighted more heavily. A user's interests may vary according to mood, so estimates

of topical interest that derive from the current session should be weighted more heavily for

the duration of the current session, and past estimates of topical interest made at

approximately the current time of day or on the current weekday should be weighted more

heavily. Finally, in domains where users are trying to locate target objects of long-term
interest (investments, romantic partners, pen pals, employers, employees, suppliers, service

providers) from the possibly meager information provided by the target profiles, the users

are usually not in a position to provide reliable immediate feedback on a target object, but

can provide reliable feedback at a later date. An estimate of topical interest f(V, Y) should

be weighted more heavily ifuser V has had more experience with target object Y. Indeed,
a useful strategy is for the system to track long-term feedback for such target objects. For

example, if target profile Y was created in 1990 to describe a particular investment that was

available in 1990, and that was purchased in 1990 by user V, then the system solicits

relevance feedback from userV in the years 1990, 1991, 1992, 1993, 1994, 1995, etc., and

treats these as successively stronger indications of user V's true interest in target profile Y,
and thus as indications of user V's likely interest in new investments whose current profiles
resemble the original 1990 investment profile Y. In particular, if in 1994 and 1995 user V

is well-disposed toward his or her 1990 purchase of the investment described by target
profile Y, then in those years and later, the system tends to recommend additional

investments when they have profiles like target profile Y, on the grounds that they too will

turn out to be satisfactory in 4 to 5 years. It makes these recommendations both to user V

and to users whose investment portfolios and other attributes are similar to user V's. The

relevance feedback provided by user V in this case may be either active (feedback =
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satisfaction ratings provided by the investor V) or passive (feedback = difference between

average annual return of the investment and average annual return o f the Dow Jones index

portfolio since purchase of the investment, for example).
To effectively apply the smoothing technique, it is necessary to have a definition of

the similarity distance between (U, X) and (V, Y), for any users U and V and any target
objects X and Y. We have already seen how to define the distance d(X, Y) between two

target objects X and Y, given their attributes. We may regard a pair such as (U, X) as an

extended object that bears all the attributes of target X and all the attributes of user U; then

the distance between (U, X) and (V, Y) may be computed in exactly the same way. This

approach requires user U, user V, and all other users to have some attributes of their own

stored in the system: for example, age (numeric), social security number (textual), and list

of documents previously retrieved (associative). It is these attributes that determine the

notion of "similar users." Thus it is desirable to generate profiles of users (termed "user

profiles") as well as profiles of target objects (termed "target profiles"). Some attributes

employed for profiling users may be related to the attributes employed for profiling target
objects: for example, using associative attributes, it is possible to characterize target objects
such as X by the interest that various users have shown in them, and simultaneously to

characterize users such as U by the interest that they have shown in various target objects.
In addition, user profiles may make use of any attributes that are useful in characterizing
humans, such as those suggested in the example domain above where target objects are

potential consumers. Notice that user U's interest can be estimated even if user U is a new

user or an off-line user who has never provided any feedback, because the relevance

feedback of users whose attributes are similar to U's attributes is taken into account.

For some uses of filtering systems, when estimating topical interest, it is appropriate
to make an additional "presumption of no topical interest" (or "bias toward zero"). To

understand the usefulness of such a presumption, suppose the system needs to determine

whether target object X is topically interesting to the user U, but that users like user U have

never provided feedback on target objects even remotely like target object X. The

presumption of no topical interest says that if this is so, it is because users like user U are

simply not interested in such target objects and therefore do not seek them out and interact

with them. On this presumption, the system should estimate topical interest f(U, X) to be

low. Formally, this example has the characteristic that (U, X) is far away from all the points
(V, Y) where feedback is available. In such a case, topical interest f{(U, X) is presumed to
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be close to zero, even if the value of the topical interest function f(*, *) is high at all the

faraway surrounding points at which its value is known. When a smoothing technique is

used, such a presumption of no topical interest can be introduced, if appropriate, by
manipulating t he input to the smoothing technique. In addition to using observed values

ofthe topical interest function f{*, *) as input, the trick is to also introduce fake observations

of the form topical interest f{(V, Y) = 0 fora lattice of points (V, Y) distributed throughout
the multidimensional space. These fake observations should be given relatively low weight
as inputs to the smoothing algorithm. The more strongly they are weighted, the stronger the

presumption of no interest.

The following provides another simple example of an estimation technique that has

a presumption ofno interest. Let g be a decreasing function from non-negative real numbers

to non-negative real numbers, such as g(x) =e* or g(x) = min(1, x* ) where k > 1. Estimate

topical interest f{(U, X) with the following g-weighted average:

AUX) VY) “aldistancet (UXNV.Y)
9distance(U,V)NVY))

Here the summations are over all pairs (V, Y) such that user V has provided
feedback r(V, Y) on target object Y, i.e., all pairs (V, Y) such that relevance feedback r(V,
Y) is defined. Note that both with this technique and with conventional smoothing
techniques, the estimate of the topical interest f(U, X) is not necessarily equal to r(U, X) -

q(U, X ), even when r(U, X) is defined.

Filtering: Adjusting Weights and Residue Feedback

The method described above requires the filtering system to measure distances

between (user, target object) pairs, such as the distance between (U, X) and (V, Y). Given

the means described earlier for measuring the distance between two multi-attribute profiles,
the method must therefore associate a weight with each attribute used in the profile of (user,
target object) pairs, that is, with each attribute used to profile either users or target objects.
These weights specify the relative importance of the attributes in establishing similarity or

difference, and therefore, in determining how topical interest is generalized from one (user,
target object) pair to another. Additional weights determine which attributes of a target
object contribute to the quality function q, and by how much. It is possible and often

desirable for a filtering system to store a different set of weights for each user. For example,
a user who thinks of two-star films as having materially different topic and style from
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four-star films wants to assign a high weight to "number of stars" for purposes of the

similarity distance measure d(*, *); this means that interest in a two-star film does not

necessarily signal interest in an otherwise similar four-star film, or vice-versa. If the user

also agrees with the critics, and actually prefers four-star films, the user also wants to assign
"number of stars" a high positive weight in the determination of the quality function q. In

the same way, a user who dislikes vulgarity wants to assign the "vulgarity score" attribute

a high negative weight in the determination of the quality function q, although the "vulgarity
score" attribute does not necessarily have a high weight in determining the topical similarity
of two films.

Attribute weights (of both sorts) may be set or adjusted by the system administrator

or the individual user, on either a temporary or a permanent basis. However, it is often

desirable for the filtering system to learn attribute weights automatically, based on relevance

feedback. The optimal attribute weights for a user U are those that allow the most accurate

prediction of user U's interests. That is, with the distance measure and quality function

defined by these attribute weights, user U's interest in target object X, q(U, X) + f(U, X), can

be accurately estimated by the techniques above. The effectiveness of a particular set of

attribute weights for user U can therefore be gauged by seeing how well it predicts user U's

known interests.

Formally, suppose that user U has previously provided feedback on target objects
X,, ... X,, and that the feedback ratings are r(U, X,), r(U, X,), r(U, ... r((U, X,).
Values of feedback ratings r(*,*) for other users and other target objects may also be known.

The system may use the following procedure to gauge the effectiveness of the set of attribute

weights it currently stores for user U: (I) For each 1 <= I <= n, use the estimation techniques
to estimate q(U, X,) + f(U, X,) from all known values of feedback ratings r. Call this

estimate az. (ii) Repeat step (i), but this time make the estimate for each 1 <= i <=n

without using the feedback ratings r(U, as input, for anyj such that the distance d(X,, X;)
is smaller than a fixed threshold. That is, estimate each q(U, X,) + f(U, X,) from other

values of feedback rating r only; in particular, do not use r(U, X,) itself. Call this estimate

b;. The difference a; - b; is herein termed the "residue feedback r,,,(U, X;) of user U on target
object X;."_ (iii) Compute user U's error measure, (a, - (a, - + (a; -

...
+ (a, -

b,)?.
A gradient-descent or other numerical optimization method may be used to adjust

user U's attribute weights so that this error measure reaches a (local) minimum. This
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approach tends to work best if the smoothing technique used in estimation is such that the

value off(V, Y) is strongly affected by the point estimate r(V, Y) - Y) when the latter

value is provided as input. Otherwise, the presence or absence of the single input feedback

rating r(U, X;), in steps (i)-(ii) may not make a, and b, very different from each other. A

slight variation of this learning technique adjusts a single global set of at tribute weights for

all users, by adjusting the weights so as to minimize not a particular user's error measure but

rather the total error measure of all users. These global weights are used as a default initial

setting for a new user who has not yet provided any feedback. Gradient descent can then

be employed to adjust this user's individual weights over time. Even when the attribute

weights are chosen to minimize the error measure for user U, the error measure is generally
still positive, meaning that residue feedback from user U has not been reduced to 0 on all

target objects. It is useful to note that high residue feedback from a user U on a target object
X indicates that user U liked target object X unexpectedly well given its profile, that is,
better than the smoothing model could predict from user U's opinions on target objects with

similar profiles. Similarly, low residue feedback indicates that user U liked target object X

less than was expected. By definition, this unexplained preference or dispreference cannot

be the result of topical similarity, and therefore must be regarded as an indication of the

intrinsic quality of target object X. It follows that a useful quality attribute for a target
object X is the average amount of residue feedback r,.,(V, X) from users on that target
object, averaged over all users V who have provided relevance feedback on the target object.
In a variation of this idea, residue feedback is never averaged indiscriminately over all users

to form a new attribute, but instead is smoothed to consider users' similarity to each other.

Recall that the quality measure q(U, X) depends on the user U as well as the target object
X, so that a given target object K may be perceived by different users to have different

quality. In this variation, as before, q(U, X) is calculated as a weighted sum of various

quality attributes that are dependent only on X, but then an additional term is added, namely
an estimate of 1,., (U, X) found by applying a smoothing algorithm to known values of r,.,

(V, X). Here V ranges over all users who have provided relevance feedback on target object
X, and the smoothing algorithm is sensitive to the distances d(U, V) from each such user V

to user U.

Using the Similarity Computation for Clustering
A method for defining the distance between any pair of target objects was disclosed

above. Given this distance measure, it is simple to apply a standard clustering algorithm,
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such as k- means, to group the target objects into a number of clusters, in such a way that

similar target objects tend to be grouped in the same cluster. It is clear that the resulting
clusters can be used to improve the efficiency of matching buyers and sellers in the

application described in section "Matching Buyers and Sellers" above: it is not necessary

to compare every buy profile to every sell profile, but only to compare buy profiles and sell

profiles that are similar enough to appear in the same cluster. As explained below, the

results of the clustering procedure can also be used to make filtering more efficient, and in

the service of querying and browsing tasks.

The k-means clustering method is familiar to those skilled in the art. Briefly put, it

finds a grouping ofpoints (target profiles, in this case, whose numeric coordinates are given
by numeric decomposition of their attributes as described above) to minimize the distance

between points in the clusters and the centers of the clusters in which they are located. This

is done by alternating between assigning each point to the cluster which has the nearest

center and then, once the points have been assigned, computing the (new) center of each

cluster by averaging the coordinates of the points (target profiles) located in this cluster.

Other clustering methods can be used, such as "soft" or "fuzzy" k-means clustering, in

which objects are allowed to belong to more than one cluster. This can be cast as a

clustering problem similar to the k-means problem, but now the criterion being optimized
is a little different:

hie Xe, x.)

where C ranges over cluster numbers, i ranges over target objects, x, is the numeric vector

corresponding to the profile of target object number i, X, is the mean of all the numeric

vectors corresponding to target profiles of target objects in cluster number C, termed the

"cluster profile" of cluster C, d(*, *) is the metric used to measure distance between two

target profiles, and i, is a value between 0 and | that indicates how much target object
number i is associated with cluster number C, where i is an indicator matrix with the

property that for each i, SUM SUB C I SUB iC = 1. For k-means clustering, is either 0

or 1.

Any of these basic types of clustering might be used by the system:
1) Association-based clustering, in which profiles contain only associative

attributes, and thus distance is defined entirely by associations. This kind of
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clustering generally (a) clusters target objects based on the similarity of the users

who like them or (b) clusters users based on the similarity of the target objects they
like. In this approach, the system does not need any information about target objects
or users, except for their history of interaction with each other.

2) Content-based clustering, in which profiles contain only non-associative

attributes. This kind of clustering (a) clusters target objects based on the similarity
of their non-associative attributes (such as word frequencies) or (b) clusters users

base d on the similarity of their non-associative attributes (such as demographics and

psychographics). In this approach, the system does not need to record any
information about users’ historical patterns of information access, but it does need

information about the intrinsic properties of users and/or target objects.
3) Uniform hybrid method, in which profiles may contain both associative

and non-associative attributes. This method combines 1a and 2a, or 1b and 2b. The

distance d(Px, between two profiles P, and P, may be computed by the general
similarity-measurement methods described earlier.

4) Sequential hybrid method. First apply the k-means procedure to do la,

so that articles are labeled by cluster based on which user read them, then use

supervised clustering (maximum likelihood discriminant methods) using the word

frequencies to do the process of method 2a described above. This tries to use

knowledge of who read what to do a better job of clustering based on word

frequencies. One could similarly combine the methods 1b and 2b described above.

Hierarchical clustering of target objects is often useful. Hierarchical clustering
produces a tree which divides the target objects first into two large clusters of roughly
similar objects; each of these clusters is in turn divided into two or more smaller clusters,

which in turn are ea ch divided into yet smaller clusters until the collection of target objects
has been entirely divided into "clusters" consisting of a single object each, as diagrammed
in Figure 8 In this diagram, the node d denotes a particular target object d, or equivalently,
a single-member cluster consisting of this target object. Target object d is a member of the

cluster (a, b, d), which is a subset of the cluster (a, b, c, d, e, f), which in turn is a subset of

all target objects. The tree shown in Figure 8 would be produced from a set of target objects
such as those shown geometrically in Figure 7. In Figure 7, each letter represents a target
object, and axes x] and x2 represent two of the many numeric attributes on which the target
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objects differ. Such a cluster tree may be created by hand, using human judgment to form

clusters and subclusters of similar objects, or may be created automatically in either of two

standard ways: top-down or bottom-up. In top-down hierarchical clustering, the set of all

target objects in Figure 7 would be divided into the clusters (a, b, c, d, e, f) and (g, h, i, j, k).
The clustering algorithm would then be reapplied to the target objects in each cluster, so that

the cluster (g, h, i, j, k) is subpartitioned into the clusters (g, k) and (h, i, j), and so on to

arrive at the tree shown in Figure 8. In bottom-up hierarchical clustering, the set of all target

objects in Figure 7 would be grouped into numerous small clusters, namely (a, b), d, (c, f),

e, (g,k), (h, i), and j. These clusters would then themselves be grouped into the larger
clusters (a, b, d), (c, e, f), (g, k), and (h, i, j), according to their cluster profiles. These larger
clusters would themselves be grouped into (a, b, c, d, e, f) and (g, k, h, i, j), and so on until

all target objects had been grouped together, resulting in the tree of Figure 8. Note that for

bottom-up clustering to work, it must be possible to apply the clustering algorithm to a set

of existing clusters. This requires a notion of the distance between two clusters. The

method disclosed above for measuring the distance between target objects can be applied
directly, provided that clusters are profiled in the same way as target objects. It is only
necessary to adopt the convention thata cluster's profile is the average of the target profiles
of all the target objects in the cluster; that is, to determine the cluster's value for a given
attribute, take the mean value of that attribute across all the target objects in the cluster. For

the mean value to be well-defined, all attributes must be numeric, so it is necessary as usual

to replace each textual or associative attribute with its decomposition into numeric attributes

(scores), as described earlier. For example, the target profile of a single Woody Allen film

would assign "Woody-Allen" a score of 1 in the "name-of-director" field, while giving
"Federico-Fellini" and "Terence-Davies" scores of 0. A cluster that consisted of 20 films

directed by Allen and 5 directed by Fellini would be profiled with scores of 0.8, 0.2, and 0

respectively, because, for example, 0.8 is the average of 20 ones and 5 zeros.

Searching for Target Objects
Given a target object with target profile P, or alternatively given a search profile P,

a hierarchical cluster tree of target objects makes it possible for the system to search

efficiently for target objects with target profiles similar to P. It is only necessarily to

navigate through the tree, automatically, in search of such target profiles. The system for

customized electronic identification of desirable objects begins by considering the largest,
top-level clusters, and selects the cluster whose profile is most similar to target profile P.
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In the event of a near-tie, multiple clusters may be selected. Next, the system considers all

subclusters of the selected clusters, and this time selects the subcluster or subclusters whose

profiles are closest to target profile P. This refinement process is iterated until the clusters

selected on a given step are sufficiently small, and these are the desired clusters of target
objects with profiles most similar to target profile P. Any hierarchical cluster tree therefore

serves as a decision tree for identifying target objects. In pseudo-code form, this process
is as follows (and in flow diagram form in Figures 13A and 13B):

1. Initialize list of identified target objects to the empty list at step
2. Initialize the current tree T to be the hierarchical cluster tree of all objects at step
13A01 and at step 13A02 scan the current cluster tree for target objects similar to

P, using the process detailed in Figure 13B. At step 13A03, the list of target objects
is returned.

3. At step 13B00, the variable I is set to 1 and for each child subtree Ti of the root

of tree T, is retrieved.

4. At step 13B02, calculate d(P, p,), the similarity distance between P and p,,
5. At step 13B03, if d(P, p,) a threshold, branch to one of two options
6. If tree Ti contains only one target object at step 13B04, add that target object to

list of identified target objects at step 13B05 and advance to step 13B07.

7. Iftree Ti contains multiple target objects at step 13B04, scan the ith child subtree

for target objects similar to P by invoking the steps of the process of Figure 13B

recursively and then recurse to step 3 (step 13A01 in Figure 13A) with T bound for

the duration of the recursion to tree Ti, in order to search in tree Ti for target objects
with profiles similar to P.

In step 5 of this pseudo-code, smaller thresholds are typically used at lower levels

of the tree, for example by making the threshold an affine function or other function of the

cluster variance or cluster diameter of the cluster If the cluster tree is distributed across

a plurality of servers, as described in the section of this description titled “Network Context

of the Browsing System”, this process may be executed in distributed fashion as follows:

steps 3-7 are executed by the server that stores the root node of hierarchical cluster tree T,
and the recursion in step 7 to a subcluster tree T; involves the transmission of a search

request to the server that stores the root node of tree T; , which server carries out the

recursive step upon receipt of this request. Steps 1-2 are carried out by the processor that
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initiates the search, and the server that executes step 6 must send a message identifying the

target object to this initiating processor, which adds it to the list.

Assuming that low-level clusters have been already been formed through clustering,
there are alternative search methods for identifying the low-level cluster whose profile is

most similar to a given target profile P. A standard back-propagation neural net is one such

method: it should be trained to take the attributes of a target object as input, and produce as

output a unique pattern that can be used to identify the appropriate low-level cluster. For

maximum accuracy, low-level clusters that are similar to each other (close together in the

cluster tree) should be given similar identifying patterns. Another approach is a standard

decision tree that considers the attributes of target profile P one at a time until it can identify
the appropriate cluster. If profiles are large, this may be more rapid than considering all

attributes. A hybrid approach to searching uses distance measurements as described above

to navigate through the top few levels of the hierarchical cluster tree, until it reaches an

cluster of intermediate size whose profile is similar to target profile P, and then continues

by using a decision tree specialized to search for low-level subclusters of that intermediate

cluster.

One use of these searching techniques is to search for target objects that match a

search profile from a user's search profile set. This form of searching is used repeatedly in

the news clipping service, active navigation, and Virtual Community Service applications,
described below. Another use is to add a new target object quickly to the cluster tree. An

existing cluster that is similar to the new target object can be located rapidly, and the new

target object can be added to this cluster. If the object is beyond a certain threshold distance

from the cluster center, then it is advisable to start a new cluster. Several variants of this

incremental clustering scheme can be used, and can be built using variants of subroutines

available in advanced statistical packages. Note that various methods can be used to locate

t he new target objects that must be added to the cluster tree, depending on the architecture

used. In one method, a "webcrawler" program running on a central computer periodically
scans all servers in search of new target objects, calculates the target profiles of these

objects, and adds them to the hierarchical cluster tree by the above method. In another,

whenever a new target object is added to any of the servers, a software "agent" at that server

calculates the target profile and adds it to the hierarchical cluster tree by the above method.
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Rapid Profiling
In some domains, complete profiles of target objects are not always easy to construct

automatically. When target objects are wallpaper patterns, for example, an attribute such

as "genre" (a single textual term such as "Art-Deco," "Children's," "Rustic," etc.) may be a

matter ofjudgment and opinion, difficult to determine except by consulting a human. More

significantly, if each wallpaper pattern has an associative attribute that records the positive
or negative relevance feedback to that pattern from various human users (consumers), then

all the association scores of any newly introduced pattern are initially zero, so that it is

initially unclear what other patterns are similar to the new pattern with respect to the users

who like them. Indeed, if this associative attribute is highly weighted, the initial lack of

relevance feedback information may be difficult to remedy, due to a vicious circle in which

users of moderate-to-high interest are needed to provide relevance feedback but relevance

feedback is needed to identify users of moderate-to-high interest. Fortunately, however,
it is often possible in principle to determine certain attributes of a new target object by
extraordinary methods, including but not limited to methods that consult a human. For

example, the system can in principle determine the genre of a wallpaper pattern by
consulting one or more randomly chosen individuals from a set of known human experts,
while to determine the numeric association score between a new wallpaper pattern and a

particular user, it can in principle show the pattern to the that user and obtain relevance

feedback. Since such requests inconvenience people, however, it is important not to

determine all difficult attributes this way, but only the ones that are most important for

purposes of classifying the document. "Rapid profiling" is a method for selecting those

numeric attributes that are most important to determine. (Recall that all attributes can be

decomposed into numeric attributes, such as association scores or term scores.) First, a set

of existing target objects that already have complete or largely complete profiles are

clustered using a k-means algorithm. Next, each of the resulting clusters is assigned a

unique identifying number, and each clustered target object is labeled with the identifying
number of its cluster. Standard methods then allow construction of a single decision tree

that can determine any target object's cluster number, with substantial accuracy, by
considering the attributes of the target object, one at a time. Only attributes that can if

necessary be determined for any new target object are used in the construction of this

decision tree. To profile a new target object, the decision tree is traversed downward from

its root as far as is desired. The root of the decision tree considers some attribute of the
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target object. If the value of this attribute is not yet known, it is determined by a method

appropriate to that attribute; for example, ifthe attribute is the association score of the target

object with user #4589, then relevance feedback (to be used as the value of this attribute)
is solicited from user #4589, perhaps by the ruse of adding the possibly uninteresting target

object to a set ofobjects that the system recommends to the user's attention, in order to find

out what the user thinks of it. Once the root attribute is determined, the rapid profiling
method descends the decision tree by one level, choosing one of the decision subtrees of the

root in accordance with the determined value of the root attribute. The root of this chosen

subtree considers another attribute of the target object, whose value is likewise determined

by an appropriate method. The process c an be repeated to determine as many attributes as

desired, by whatever methods are available, although it is ordinarily stopped after a small

number of attributes, to avoid the burden of determining too many attributes.

It should be noted that the rapid profiling method can be used to identify important
attributes in any sort of profile, and not just profiles of target objects. In particular, recall

that the disclosed method for determining topical interest through similarity requires users

as well as target objects to have profiles. New users, like new target objects, may be

profiled or partially profiled through the rapid profiling process. For example, when user

profiles include an associative attribute that records the user's relevance feedback ona ll

target objects in the system, the rapid profiling procedure can rapidly form a rough
characterization ofa new user's interests by soliciting the user's feedback on a small number

of significant target objects, and perhaps also by determining a small n umber of other key
attributes of the new user, by on-line queries, telephone surveys, or other means. Once the

new user has been partially profiled in this way, the methods disclosed above predict that

the new user's interests resemble the known interests of other users with similar profiles.
In a variation, each user's user profile is subdivided into a set of long-term attributes, such

as demographic characteristics, and a set of short-term attributes that help to identify the

user's temporary desires and emotional state, such as the user's textual or multiple-choice
answers to questions whose answers reflect the user's mood. A subset of the user's

long-term attributes are determined when the user first registers with the system, through
the use of a rapid profiling tree of long-term attributes. In addition, each time the user logs
on to the system, a subset of the user's short-term attributes are additionally determined,

through the use of a separate rapid profiling tree that asks about short-term attributes.

Market Research
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A technique similar to rapid profiling is of interest in market research (or voter

research). Suppose that the target objects are consumers. A particular attribute in each

target profile indicates whether the consumer described by that target profile h as purchased
product X. A decision tree can be built that attempts to determine what value a consumer

has for this attribute, by consideration of the other attributes in the consumer's profile. This

decision tree may be traversed to determine whether additional users are likely to purchase
product X. More generally, the top few levels of the decision tree provide information,
valuable to advertisers who are planning mass-market or direct-mail campaigns, about the

most significant characteristics of consumers of product X.

Similar information can alternatively be extracted from a collection of consumer

profiles without recourse to a decision tree, by considering attributes one at a time, and

identifying those attributes on which pro duct X's consumers differ significantly from its

non-consumers. These techniques serve to characterize consumers of a particular product;
they can be equally well applied to voter research or other survey research, where the

objective is to characterize those individuals from a given set of surveyed individuals who

favor a particular candidate, hold a particular opinion, belong to a particular demographic
group, or have some other set of distinguishing attributes. Researchers may wish to

purchase batches of analyzed or unanalyzed user profiles from which personal identifying
information has been removed. As with any statistical database, statistical conclusions can

be drawn, and relationships between attributes can be elucidated using knowledge discovery
techniques which are well known in the art.

SUPPORTING ARCHITECTURE
The following section describes the preferred computer and network architecture for

implementing the methods described in this patent.
Electronic Media System Architecture

Figure 1 illustrates in block diagram form the overall architecture of an electronic

media system, known in the art, in which the system for customized electronic identification

of desirable objects of the present invention can be used to provide user customized access

to target objects that are available via the electronic media system. In particular, the

electronic media system comprises a data communication facility that interconnects a

plurality ofusers with a number of information servers. The users a re typically individuals,
whose personal computers (terminals) T,-T, are connected via a data communications link,
such as a modem anda telephone connection established in well-known fashion, to a
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telecommunication network N. User information access software is resident on the user's

personal computer and serves to communicate over the data communications link and the

telecommunication network N with one ofthe plurality ofnetwork vendors V,-V; (America
Online, Prodigy, CompuServe, other private companies or even universities) who provide
data interconnection service with selected ones of the information servers I, The user

can, by use of the user information access software, interact with the information servers I,
to request and obtain access to data that resides on mass storage systems -SS,, that are

part of the information server apparatus. New data is input to this systemy users via their

personal computers T, -T, and by commercial information services by populating their mass

storage systems SS, -SS,, with commercial data. Each user terminal T and the

information servers I, -I,, have phone numbers or IP addresses on the network N which

enable a data communication link to be established between a particular user terminal T, -T,
and the selected information server I, -I,,. A user's electronic mail address also uniquely
identifies the user and the user's network vendor V, in an industry-standard format such

as: username@aol.com or username@netcom.com. The network vendors V, -V, provide
access passwords for their subscribers (selected users), through which the users can access

the information servers I, -I,,. The subscribers pay the network vendors V, -V, for the

access services on a fee schedule that typically includes a monthly subscription fee and

usage based charges. A difficulty with this system is that there are numerous information

servers I, -I,, located around the world, each ofwhich provides access to a set of information

of differing format, content and topics and via a cataloging system that is typically unique
to the particular information server I, -L,. The information is comprised of individual

"files" which can contain audio data, video data, graphics data, text data, structured

database data and combinations thereof. In the terminology of this patent, each target object
is associated with a unique file: for target objects that are informational in nature and can

be digitally represented, the file directly stores the informational content of the target object,
while for target objects that are not stored electronically, such as purchasable goods, the file

contains an identifying description of the target object. Target objects stored electronically
as text files can include commercially provided news articles, published documents , letters,

user-generated documents, descriptions of physical objects, or combinations of these classes

of data. The organization of the files containing the information and the native format of

the data contained in files of the same conceptual type may vary by information server I, -L,.
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Thus, a user can have difficulty in locating files that contain the desired information,
because the information may be contained in files whose information server cataloging may

not enable the user to locate them. Furthermore, there is no standard catalog that defines the

presence and services provided by all information servers I, A user therefore does not

have simple access to information but must expend a significant amount of time and energy

to excerpt a segment of the information that may be relevant to the user from the plethora
of information that is generated and populated on this system. Even if the user commits the

necessary resources to this task, existing information retrieval processes lack the accuracy

and efficiency to ensure that the user obtains the desired information. It is obvious that

within the constructs of this electronic media system, the three modules of the system for

customized electronic identification of desirable objects can be implemented in a distributed

manner, even with various modules being implemented on and/or by different vendors

within the electronic media system. For example, the information servers I, -I,, can include

the target profile generation module while the network vendors V, -V, may implement the

user profile generation module, the target profile interest summary generation module,

and/or the profile processing module. A module can itself be implemented in a distributed

manner, with numerous nodes being present in the network N, each node serving a

population of users in a particular geographic area. The totality of these nodes comprises
the functionality of the particular module. Various other partitions of the modules and their

functions are possible and the examples provided herein represent illustrative examples and

are not intended to limit the scope of the claimed invention. For the purposes of

pseudonymous creation and update of users' target profile interest summaries (as described

below), the vendors V, -V, may be augmented with some number of proxy servers, which

provide a mechanism for ongoing pseudonymous access and profile building through the

method described herein. At least one trusted validation server must be in place to

administer the creation of pseudonyms in the system.
An important characteristic of this system for customized electronic identification

of desirable objects is its responsiveness, since the intended use of the system is in an

interactive mode. The system utility grows with the number of the users and this increases

the number of possible consumer/product relationships between users and target objects.
A system that serves a large group of users must maintain interactive performance and the

disclosed method for profiling and clustering target objects and users can in turn be used for
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optimizing the distribution of data among the members of a virtual community and through
a data communications network, based on users' target profile interest summaries.

Network Elements and System Characteristics

The various processors interconnected by the data communication network N as

shown in Figure 1 can be divided into two classes and grouped as illustrated in Figure 2:

clients and servers. The clients C1-Cn are individual user's computer systems which are

connected to servers S1-S5 at various times via data communications links. Each of the

clients Ci is typically associated with a single server Sj, but these associations can change
over time. The clients C1-Cn both interface with users and produce and retrieve files to and

from servers. The clients Cl-Cn are not necessarily continuously on-line, since they
typically serve a single user and can be movable systems, such as laptop computers, which

can be connected to the data communications network N at any of a number of locations.

Clients could also be a variety of other computers, such as computers and kiosks providing
access to customized information as well as targeted advertising to many users, where the

users identify themselves with passwords or with smart cards. A server Si is a computer
system that is presumed to be continuously on-line and functions to both collect files from

various sources on the data communication network N for access by local clients C1-Cn and

collect files from local clients C1-Cn for access by remote clients. The server Si is equipped
with persistent storage, such as a magnetic disk data storage medium, and are interconnected

with other servers via data communications links. The data communications links can be

of arbitrary topology and architecture, and are described herein for the purpose of simplicity
as point-to-point links or, more precisely, as virtual point-to-point links. The servers S1-S5

comprise the network vendors V1-Vk as well as the information servers I, of Figure |

and the functions performed by these two classes of modules can be merged to a greater or

lesser extent in a single server Si or distributed over a number of servers in the data

communication network N. Prior to proceeding with the description of the preferred
embodiment of the invention, a number of terms are defined. Figure 3 illustrates in block

diagram forma representation of an arbitrarily selected network topology for a plurality of

servers A-D, each ofwhich is interconnected to at least one other server and typically also

to a plurality ofclients p-s. Servers A-D are interconnected by a collection of point to point
data communications links, and server A is connected to client r, server B is connected to

clients p-q, while server D is connected to client s. Servers transmit encrypted or

unencrypted messages amongst themselves: a message typically contains the textual and/or
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graphic information stored in a particular file, and also contains data which describe the type
and origin of this file, the name of the server that is supposed to receive the message, and

the purpose for which the file contents are being transmitted. Some messages are not

associated with any file, but are sent by one server to other servers for control reasons, for

example to request transmission of a file or to announce the availability of a new file.

Messages can be forwarded bya server to another server, as in the case where server A

transmits a message to server D via a relay node of either server C or servers B, C. It is

generally preferable to have multiple paths through the network, with each path being
characterized by its performance capability and cost to enable the network N to optimize
traffic routing.
Proxy Servers and Pseudonymous Transactions

While the method of using target profile interest summaries presents many

advantages t o both target object providers and users, there are important privacy issues for

both users and providers that must be resolved if the system is to be used freely and without

inhibition by users without fear of invasion of privacy. It is likely that user s desire that

some, if not all, of the user-specific information in their user profiles and target profile
interest summaries remain confidential, to be disclosed only under certain circumstances

related to certain types of transactions and according to t heir personal wishes for differing
levels of confidentiality regarding their purchases and expressed interests.

However, complete privacy and inaccessibility of user transactions and profile
summary information would hinder implementation of the system for customized electronic

identification of desirable objects and would deprive the user of many of the ad vantages
derived through the system's use of user-specific information. In many cases, complete and

total privacy is not desired by all parties to a transaction. For example, a buyer may desire

to be targeted for certain mailings that describe products that are related to his or her

interests, and a seller may desire to target users who are predicted to be interested in the

goods and services that the seller provides. Indeed, the usefulness of the technology
described herein is contingent upon the ability of the system to collect and compare data

about many users and many target objects. A compromise between total user anonymity and

total public disclosure of the user's search profiles or target profile interest summary is a

pseudonym. A pseudonym is an artifact that allows a service provider to communicate with

users and build and accumulate records of their preferences over time, while at the same

time remaining ignorant of the users' true identities, so that users can keep their purchases
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or preferences private. A second and equally important requirement of a pseudonym system
is that it provide for digital credentials, which are used to guarantee that the user represented
by a particular pseudonym has certain properties. These credentials may be granted on the

basis of result of activities and transactions conducted by means of the system for

customized electronic identification of desirable objects, or on the basis of other activities

and transactions conducted on the network N of the present system, on the basis of users'

activities outside ofnetwork N. For example, a service provider may require proof that the

purchaser has sufficient funds on deposit at his/her bank, which might possibly not be on

a network, before agreeing to transact business with that user. The user, therefore, must

provide the service provider with proof of funds (a credential) from the bank, while still not

disclosing the user's true identity to the service provider.
Our method solves the above problems by combining the pseudonym granting and

credential transfer methods taught by D. Chaum and J.H. Evertse, in the paper titled "A

secure and privacy-protecting protocol for transmitting personal information between

organizations," with the implementation of a set of one or more proxy servers distributed

throughout the network N. Each proxy server, for example S2 in Figure 2, is a server which

communicates with clients and other servers in the network either directly or through
anonymizing mix paths as detailed in the paper by D.Chaum titled "Untraceable Electronic

Mail, Return Addresses, and Digital Pseudonyms," published in Communications of the

ACM, Volume 24, Number 2, February 1981. Any server in the network N may be

configured to act as a proxy server in addition to its other functions. Each proxy server

provides service to a set of users, which set is termed the "user base" of that proxy server.

A given proxy server provides three sorts of service to each user U in its user base, as

follows:

1. The first function of the proxy server is to bidirectionally transfer

communications between user U and other entities such as information servers

(possibly including the proxy server itself) and/or other users. Specifically, letting
S denote the server that is directly associated with user U's client processor, the

proxy server communicates with server S (and thence with user U), either through
anonymizing mix paths that obscure the identity of server S and user U, in which

case the proxy server knows user U only through a secure pseudonym, or else

through a conventional virtual point-to-point connection, in which case the proxy
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server knows user U by user U's address at server S, which address may be regarded
as a non-secure pseudonym for user U.

2. A second function of the proxy server is to record user-specific
information associated with user U. This user-specific information includes a user

profile and target profile interest summary for user U, as well as a list of access

control instructions specified by user U, as described below, and a set of one-time

return addresses provided by user U that can be used to send messages to user U

_without knowing user U's true identity. All of this user-specific information is

stored in a database that is keyed by user U's pseudonym (whether secure or

non-secure) on the proxy server.

3. A third function of the proxy server is to act as a selective forwarding
agent for unsolicited communications that are addressed to user U: the proxy server

forwards some such communications to user U and rejects others, in accordance with

the access control instructions specified by user U.

Our combined method allows a given user to use either a single pseudonym in all

transactions where he or she wishes to remain pseudonymous, or else different pseudonyms
for different types of transactions. In the latter case, each service provider might transact

with the user under a different pseudonym for the user. More generally, a coalition of

service providers, all of whom match users with the same genre of target objects, might
agree to transact with the user using a common pseudonym, so that the target profile interest

summary associated with that pseudonym would be complete with respect to said genre of

target objects. When a user employs several pseudonyms in order to transact with different

coalitions of service providers, the user may freely choose a proxy server to service each

pseudonym; these proxy servers may be the same or different.

From the service provider's perspective, our system provides security, in that it can

guarantee that users of a service are legitimately entitled to the services used and that no

user is using multiple pseudonyms to communicate with the same provider. This uniqueness
of pseudonyms is important for the purposes of this application, since the transaction

information gathered for a given individual must represent a complete and consistent picture
of a single user's activities with respect to a given service provider or coalition of service

providers; otherwise, a user's target profile interest summary and user profile would not be

able to represent the user's interests to other parties as completely and accurately as possible.
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The service provider must have a means of protection from users who violate

previously agreed upon terms of service. For example, if a user that uses a given pseudonym
engages in activities that violate the terms of service, then the service provider should be

able to take action against the user, such as denying the user service and blacklisting the user

from transactions with other parties that the user might be tempted to defraud. This type of

situation might occur when a user employs a service provider for illegal activities or defaults

in payments to the service provider. The method of the paper titled “Security without

identification: Transaction systems to make Big-Brother obsolete”, published in the

Communications of the ACM, 28(10), Oct. 1985; pp.1030-1044, incorporated herein,

provides for a mechanism to enforce protection against this type ofbehavior through the use

of resolution credentials, which are credentials that are periodically provided to individuals

contingent upon their behaving consistent with the agreed upon terms of service between

the user and information provider and network vendor entities (such as regular payment for

services rendered, civil conduct, etc.). For the user's safety, if the issuer of a resolution

credential refuses to grant this resolution credential to the user, then the refusal may be

appealed to an adjudicating third party. The integrity of the user profiles and target profile
interest summaries stored on proxy servers is important: if a seller relies on such

user-specific information to deliver promotional offers or other material to a particular class

of users, but not to other users, then the user-specific information must be accurate and

untampered with in any way. The user may likewise wish to ensure that other parties not

tamper with the user's user profile and target profile interest summary, since such

modification could degrade the system's ability to match the user with the most appropriate
target objects. This is done by providing for the user to apply digital signatures to the

control messages sent by the user to the proxy server. Each pseudonym is paired with a

public cryptographic key and a private cryptographic key, where the private key is known

only to the user who holds that pseudonym; when t he user sends a control message to a

proxy server under a given pseudonym, the proxy server uses the pseudonym's public key
to verify that the message has been digitally signed by someone who knows the

pseudonym's private key. This prevents other parties from masquerading as the user.

Our approach, as disclosed in this application, provides an improvement over the

prior art in privacy-protected pseudonymy for network subscribers such as taught in U.S.

Patent 5,245,656, which provides for a name translator station to act as an intermediary
between a service provider and the user. However, while U.S. Patent 5,245,656 provides
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that the information transmitted between the end user U and the service provider be doubly
encrypted, the fact that a relationship exist s between user U and the service provider is

known to the name translator, and this fact could be used to compromise user U, for

example if the service provider specializes in the provision of content that is not deemed

acceptable by user U's peers. The method ofU.S. Patent 5,245,656 also omits a method for

the convenient updating of pseudonymous user profile information, such as is provided in

this application, and does not provide for assurance of unique and credentialed registration
of pseudonyms from a credentialing agent as is also provided in this application, and does

not provide a means of access control to the user based on profile information and

conditional access as will be subsequently described. The method described by Loeb et al.

also does not describe any provision for credentials, such as might be used for authenticating
a user's right to access particular target objects, such as target objects that are intended to

be available only upon payment of a subscription fee, or target objects that are intend ed to

be unavailable to younger users.

Proxy Server Description
In order that a user may ensure that some or all of the information in the user's user

profile and target profile interest summary remain dissociated from the user's true identity,
the user employs as an intermediary any one of a number of proxy servers available on the

data communication network N of Figure 2 (for example, server The proxy servers

function to disguise the true identity of the user from other parties on the data

communication network N. The proxy server represents a given us er to either single
network vendors and information servers or coalitions thereof. A proxy server, e.g. S2, is

a server computer with CPU, main memory, secondary disk storage and network

communication function and with a database function which retrieves the target profile
interest summary and access control instructions associated with a particular pseudonym P,
which represents a particular user U, and performs bi-directional routing of commands,

target objects and billing information between the user at a given client (e.g. C3) and other

network entities such as network vendors V1-Vk and information servers I1-Im. Each proxy
server maintains an encrypted target profile interest summary associated with each allocated

pseudonym in its pseudonym database D . The actual user-specific information and the

associated pseudonyms need not be stored locally on the proxy server, but may alternatively
be stored in a distributed fashion and be remotely addressable from the proxy server via

point-to-point connections .
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The proxy server supports two types of bi-directional connections: point-to-point
connections and pseudonymous connections through mix paths, as taught by D.Chaum in

the paper titled "Untraceable Electronic Mail, Return Addresses, and Digital Pseudonyms",
Communications of the ACM, Volume 24, Number 2, February 1981. The normal

connections between the proxy server and information servers, for example a connection

between proxy server S2 and information server S4 in Figure 2, are accomplished through
the point-to-point connection protocols provided by network N as described in the

"Electronic Media System Architecture" section of this application. The normal type of

point-to-point connections may be used between S2-S4, for example, since the dissociation

of the user and the pseudonym need only occur between the client C3 and the proxy server

S2, where the pseudonym used by the user is available. Knowing that an information

provider such as S4 communicates with a given pseudonym P on proxy server S2 does not

compromise the true identity of user U. The bidirectional connection between the user and

the proxy server S2 can also be a normal point-to-point connection, but it may instead be

made anonymous and secure, if the user desires, though the consistent use of an

anonymizing mix protocol as taught by D.Chaum in the paper titled "Untraceable Electronic

Mail, Return Addresses, and Digital Pseudonyms", Communications of the ACM, Volume

24, Number 2, February 1981. This mix procedure provides untraceable secure anonymous
mail between to parties with blind return addresses througha set of forwarding and return

routing servers termed "mixes". The mix routing protocol, as taught in the Chaum paper,
is used with the proxy server S2 to provide a registry of persistent secure pseudonyms that

can be employed by users other than user U, by information providers I1-Im, by vendors

V1-Vk and by other proxy servers to communicate with the users in the proxy server's user

base on a continuing basis. The security provided by this mix path protocol is distributed

and resistant to traffic analysis attacks and other known forms of analysis which may be

used by malicious parties to try and ascertain the true identity of a pseudonym bearer.

Breaking the protocol requires a large number of parties to maliciously collude or be

cryptographically compromised. In addition an extension to the method is taught where the

user can include a return path definition in the message so the information server S4 can

return the requested information to the user's client processor C3 . We utilize this feature in

a novel fashion to provide for access and reachability control under user and proxy server

control.
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Validation and Allocation of a Unique Pseudonym
Chaum's pseudonym and credential issuance system, as described in a publication

by D. Chaum and J.H. Evertse, titled "A secure and privacy-protecting protocol for

transmitting personal information between organizations," has several desirable properties
for use as a component in our system. The system allows for individuals to use different

pseudonyms with different organizations (such as banks and coalitions of service providers).
The organizations which are presented with a pseudonym have no more information about

the individual than the pseudonym itself and a record of previous transactions carried out

under that pseudonym. Additionally, credentials, which represent facts about a pseudonym
that an organization is willing to certify, can be granted to a particular pseudonym, and

transferred to other pseudonyms that the same user employs. For, example, the user can use

different pseudonyms with different organizations (or disjoint sets of organizations), yet still

present credentials that were granted by one organization, under one pseudonym, in order

to transact with another organization under another pseudonym, without revealing that the

two pseudonyms correspond to the same user. Credentials may be granted to provide
assurances regarding the pseudonym bearer's age, financial status, legal status, and the like.

For example, credentials signifying "legal adult" may be issued to a pseudonym based on

information known about the corresponding user by the given is suing organization. Then,
when the credential is transferred to another pseudonym that represents the user to another

disjoint organization, presentation of this credential on the other pseudonym can be taken

as proof of legal adulthood, which might satisfy a condition of terms of service.

Credential-issuing organizations may also certify particular facts about a user's demographic
profile or target profile interest summary, for example by granting a credential that asserts

"the bearer of this pseudonym is either well-read or is middle-aged and works for a large
company"; by presenting this credential to another entity, the user can prove eligibility for

(say) a discount without revealing the user 's personal data to that entity.
Additionally, the method taught by Chaum provides for assurances that no individual

may correspond with a given organization or coalition of organizations using more than one

pseudonym; that credentials may not be feasibly forged by the user; and t hat credentials

may not be transferred from one user's pseudonym to a different user's pseudonym. Finally,
the method provides for expiration of credentials and for the issuance of "black marks"

against Individuals who do not act according to the terms of service that they are extended.

This is done through the resolution credential mechanism as described in Chaum’s work,
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in which resolutions are issued periodically by organizations to pseudonyms that are in good
standing. If a user is not issued this resolution credential by a particular organization or

coalition of organization, then this user cannot have it available to be transferred to other

pseudonyms which he uses with other organizations. Therefore, the user cannot convince

these other organizations that he has acted accordance with terms of service in other

dealings. If this is the case, then the organization can use this lack of resolution credential

to infer that the user is not in good standing in his other dealings. In one approach
organizations (or other users) may issuea list of quality related credentials based upon the

experience of transaction (or interaction) with the user which may act similarly to a letter

of recommendation as in a resume. If such a credential is issued from multiple
organizations, their values become averaged. In an alternative variation organizations may

be issued credentials from users such as customers which may be used to indicate to other

future users quality of service which can be expected by subsequent users on the basis of

various criteria.

In our implementation, a pseudonym is a data record consisting of two fields. The

first field specifies the address of the proxy server at which the pseudonym is registered.
The second field contains a unique string of bits (e.g., a random binary number) that is

associated with a particular user; credentials take the form of public-key digital signatures
computed on this number, and the number itself is issued by a pseudonym administering
server Z, as depicted in Figure 2, and detailed I n a generic form in the paper by D. Chaum

and J.H. Evertse, titled "A secure and privacy-protecting protocol for transmitting personal
information between organizations.". It is possible to send information to the user holding
a given pseudonym, by enveloping the information in a control message that specifies the

pseudonym and is addressed to the proxy server that is named in the first field of the

pseudonym; the proxy server may forward the information to the user upon receipt of the

control message.
While the user may use a single pseudonym for all transactions, in the more general

case a user has a set of several pseudonyms, each of which represents the user in his or her

interactions with a single provider or coalition of service providers. Each pseudonym in the

pseudonym set is designated for transactions with a different coalition of related service

providers, and the pseudonyms used with o ne provider or coalition of providers cannot be

linked to the pseudonyms used with other disjoint coalitions of providers . All of the user's

transactions with a given coalition can be linked by virtue of the fact that they are conducted
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under the same pseudonym, and therefore can be combined to define a unified picture, in

the form of a user profile and a target profile interest summary, of the user's interests
vis-a-vis the service or services provided by said coalition. There are other circumstances
for which the use of a pseudonym may be useful and the present description is in no way
intended to limit the scope of the claimed invention for example, the previously described

rapid profiling tree could be used to pseudonymously acquire information about the user

which is considered by the user to be sensitive such as that information which is of interest
to such entities as insurance companies, medical specialists, family counselors or dating
services.

Detailed Protocol

In our system, the organizations that the user U interacts with are the servers S1-Sn

on the network N. However, rather than directly corresponding with each server, the user

employs a proxy server, e.g. S2, as an intermediary between the local server of the user' s

own client and the information provider or network vendor. Mix paths as described by
D.Chaum in the paper titled "Untraceable Electronic Mail, Return Addresses, andDigital
Pseudonyms", Communications of the ACM, Volume 24, Number 2, February 1981 allow

for untraceability and security between the client, such as C3, and the proxy server, e.g. S2.

Let represent the digital signing of message M by modular exponentiation with key
K as detailed in a paper by Rivest, R.L., Shamir, A., and Adleman, L. Titled “A method for

obtaining digital signatures and public-key cryptosystems”, published in the Comm. ACM

21, 2 Feb.120-126. Once a user applies to server Z for a pseudonymPand is granted a

signed pseudonym signed with the private key SK; of server Z, the following protocol takes

place to establish an entry for the user U in the proxy server S2's database D. 1. The user

now sends proxy server S2 the pseudonym, which has been signed by Z to indicate the

authenticity and uniqueness ofthe pseudonym. The user also generates a PKp, SKp key pair
for use with the granted pseudonym, where is the private key associated with the pseudonym
and PK, is the public key associated with the pseudonym. The user forms a request to

establish pseudonym P on proxy server S2, by sending the signed pseudonym S(P, SK,) to

the proxy server S2 along with a request to create a new database entry, indexed by P, and

the public key PKp. It envelopes the message and transmits it to a proxy server $2 through
an anonymizing mix path, along with an anonymous return envelope header. 2. The proxy
server S2 receives the database creation entry request and associated certified pseudonym
message. The proxy server S2 checks to ensure that the requested pseudonymPis signed
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by server Z and if so grants the request and creates a database entry for the pseudonym, as

well as storing the user's public key PK, to ensure that only the user U can make requests
in the future using pseudonym P. 3. The structure of the user's database entry consists of

a user profile as detailed herein, a target profile interest summary as detailed herein, and a

Boolean combination of access control criteria as detailed below, along with the associated

public key for the pseudonym P. 4. At any time after database entry for PseudonymP is

established, the user U may provide proxy server S2 with credentials on that pseudonym,
provided by third parties, which credentials make certain assertions about that pseudonym.
The proxy server may verify those credentials and make appropriate modifications to the

user's profile as required by these credentials. such as recording the user's new demographic
status as an adult. It may also store those credentials, so that it can present them to service

providers on the user's behalf.

The above steps may be repeated, with either the same or a different proxy server,

each time user U requires a new pseudonym for use with a new and disjoint coalition of

providers. In practice there is an extremely small probability that a given pseudonym may

have already been allocated by due to the random nature of the pseudonym generation
process carried out by Z. If this highly unlikely event occurs, then the proxy server S2 may

reply to the user with a signed message indicating that the generated pseudonym has already
been allocated, and asking for a new pseudonym to be generated.
Pseudonymous Control of an Information Server

Once a proxy server S2 has authenticated and registered a user's pseudonym, the user

may begin to use the services of the proxy server S2, in interacting with other network

entities such as service providers, as exemplified by server S4 in Figure 2, an information

service provider node connected to the network. The user controls the proxy server S2 by
forming digitally encoded requests that the user subsequently transmits to the proxy server

S2 over the network N. The nature and format of these requests will vary, since the proxy

server may be used for any of the services described in this application, such as the

browsing , querying, and other navigational functions described below.

In a generic scenario, the user wishes to communicate under pseudonym P with a

particular information provider or user at address A, where P is a pseudonym allocated to

the user andA is either a public network address at a server such as S4, or another

pseudonym that is registered on a proxy server such as S4. (In the most common version

of this scenario, address A is the address of an information provider, and the user is
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requesting that the in formation provider send target objects of interest.) The user must form

a request R to proxy server S2, that requests proxy server S2 to send a message to address

A and to forward the response back to the user. The user may thereby communicate with

other parties, either non-pseudonymous parties, in the case where address A is a public
network address, or pseudonymous parties, in the case where address A is a pseudonym held

by, for example, a business or another user who prefers to operate pseudonymously.
In other scenarios, the request R to proxy server S2 formed by the user may have

different content. For example, request R may instruct proxy server S2 to use the methods

described later in this description to retrieve from the most convenient server a particular
piece of information that has been multicast to many servers, and to send this information

to the user. Conversely, request R may instruct proxy server S2 to multicast to many servers

a file associated with a new target object provided by the user, as described below. If the

user is a subscriber to the news clipping service described below, request R may instruct

proxy server S2 to forward to the user all target objects that the news clipping service has

sent to proxy server S2 for the user's attention. If the user is employing the active

navigation service described below, request R may instruct proxy server S2 to select a

particular cluster from the hierarchical cluster tree and provide a menu of its subclusters to

the user, or to activate a query that temporarily affects proxy server S2's record of the user's

target profile interest summary. If the user is a member of a virtual community as described

below, request R may instruct proxy server S2 to forward to the user all messages that have

been sent to the virtual community.
Regardless of the content of request R, the user, at client C3, initiates a connection

to the user's local server S1, and instructs server S1 to send the request R along a secure mix

path to the proxy server S2, initiating the following sequence of actions:

1. The user's client processor C3 forms a signed message S(R, SK,), which

is paired with the user's pseudonymP and (if the request R requires a response) a

secure one-time set of return envelopes, to form a message M. It protects the

message M with an multiply enveloped route for the outgoing path. The enveloped
route s provide for secure communication between S1 and the proxy server S2. The

message M is enveloped in the most deeply nested message and is therefore difficult

to recover should the message be intercepted by an eavesdropper.
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2. The message M is sent by client C3 to its local server S1, and is then

routed by the data communication network N from server S1 through a set of mixes

as dictated by the outgoing envelope set and arrives at the selected proxy server S2.

3. The proxy server S2 separates the received message M into the request
message R, the pseudonym P, and (if included) the set of envelopes for the return

path. The proxy server S2 uses pseudonym P to index and retrieve the

corresponding record in proxy server S2's database, which record is stored in local

storage at the proxy server S2 or on other distributed storage media accessible to

proxy server S2 via the network N. This record contains a public key PK,,

user-specific information, and credentials associated with pseudonym P. The proxy
server S2 uses the public key PK, to check that the signed version S(R, SK) of

request messageRis valid.

4. Provided that the signature on request messageRis valid, the proxy server

S2 acts on the request R. For example, in the generic scenario described above,

request message R includes an embedded message M1 and an address A to whom

message M1should be sent; in this case, proxy server S2 sends message M1 to the

server named in address A, such as server S4. The communication is done using
signed and optionally encrypted messages over the normal point to point
connections provided by the data communication network N. When necessary in

order to act on embedded message M1, server S4 may exchange or be caused to

exchange further signed and optionally encrypted messages with proxy server S2,

still over normal point to point connections, in order to negotiate the release of

user-specific information and credentials from proxy server S2. In particular, server

S4 may require server S2 to supply credentials proving that the user is entitled to the

information requested -- for example, proving that the user is a subscriber in good
standing to a particular information service, that the user is old enough to legally
receive adult material, and that the user has been offered a particular discount (by
means of a special discount credential issued to the user's pseudonym).

5. If proxy server S2 has sent a message to a server S4 and server S4 has

created a response M2 to message M1 to be sent to the user, then server S4 transmits

the response M2 to the proxy server S2 using normal network point-to-point
connections.
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6. The proxy server S2, upon receipt of the response M2, creates a return

message Mr comprising the response M2 embedded in the return envelope set that

was earlier transmitted to proxy server S2 by the user in the original message M. It

transmits the return message Mr along the pseudonymous mix path specified by this

return envelope set, so that the response M2 reaches the user at the user's client

processor C3.

7. The response M2 may contain a request for electronic payment to the

information server S4. The user may then respond by means of a message M3

transmitted by the same means as described for message M1 above, which message
M3 encloses some form of anonymous payment. Alternatively, the proxy server

may respond automatically with such a payment, which is debited from an account

maintained by the proxy server for this user.

8. Either the response message M2 from the information server S4 to the

user, or a subsequent message sent by the proxy server S2 to the user, may contain

advertising material that is related to the user's request and/or is targeted to the user.

Typically, ifthe user has just retrieved a target object X, then (a) either proxy server

S2 or information server S4 determines a weighted set of advertisements that are

"associated with" target object X, (b) a subset of this set is chosen randomly, where

the weight of an advertisement is proportional to the probability that it is included

in the subset, and (c) proxy server S2 selects from this subset just those

advertisements that the user is most likely to be interested in. In the variation where

proxy server S2 determines the set of advertisements associated with target object
X, then this set typically consists of all advertisements that the proxy server's owner

has been paid to disseminate and whose target profiles are within a threshold

similarity distance of the target profile of target object X. In the variation where

proxy server S4 determines the set of advertisements associated with target object
X, advertisers typically purchase the right to include advertisements in this set. In

either case, the weight of an advertisement is determined by the amount that an

advertiser is willing to pay. Following step (c), proxy server S2 retrieves the

selected advertising material and transmits it to the user's client processor C3, where

it will be displayed to the user, within a specified length of time after it is received,

by a trusted process running on the user's client processor C3. When proxy server

S2 transmits an advertisement, it sends a message to the advertiser, indicating that
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the advertisement has been transmitted to a user with a particular predicted level of

interest. The message may also indicate the identity of target object X. In return,

the advertiser may transmit an electronic payment to proxy server S2; proxy server

S2 retains a service fee for itself; optionally forwards a service fee to information

server S4, and the balance is forwarded to the user or used to credit the user's

account on the proxy server.

9.Ifthe response M2 contains or identifies a target object, the passive and/or

active relevance feedback that the user provides on this object is tabulated by a

process on the user's client processor C3. A summary of such relevance feedback

information, digitally signed by client processor C3 with a proprietary private key
SK,;, is periodically transmitted through an a secure mix path to the proxy server

S2, whereupon the search profile generation module 202 resident on server S2

updates the appropriate target profile interest summary associated with pseudonym
P, provided that the signature on the summary message can be authenticated with the

corresponding public key which is available to all tabulating process that are

ensured to have integrity.
When a consumer enters into a financial relationship with a particular information

server based on both parties agreeing to terms for the relationship, a particular pseudonym
may be extended for the consumer with respect to the given provider as detailed in the

previous section. When entering into such a relationship, the consumer and the service

provider agree to certain terms. However, if the user violates the terms of this relationship,
the service provider may decline to provide service to the pseudonym under which it

transacts with the user. In addition, the service provider has the recourse of refusing to

provide resolution credentials to the pseudonym, and may choose to do so until the

pseudonym bearer returns to good standing.
Pre-Fetching of Target Objects

In some circumstances, a user may request access in sequence to many files, which

are stored on one or more information servers. This behavior is common when navigating
a hypertext system such as the World Wide Web, or when using the target object browsing
system described below.

In general, the user requests access to a particular target object or menu of target
objects; once the corresponding file has been transmitted to the user's client processor, the

user views its contents and makes another such request, and so on. Each request may take
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many seconds to satisfy, due to retrieval and transmission delays. However, to the extent

that the sequence of requests is predictable, the system for customized electronic

identification of desirable objects can respond more quickly to each request, by retrieving
or starting to retrieve the appropriate files even before the user requests them. This early
retrieval is termed "pre-fetching of files."

Pre-fetching of locally stored data has been heavily studied in memory hierarchies,

including CPU caches and secondary storage (disks), for several decades. A leader in this

area has been A. J. Smith of Berkeley, who identified a variety of schemes and analyzed
opportunities using extensive traces in both databases and CPU caches. His conclusion was

that general schemes only really paid off where there was some reasonable chance that

sequential access was occurring, e.g, in a sequential read of data. As the balances between

various latencies in the memory hierarchy shifted during the late 1980's and early 1990's,

J. M. Smith and others identified further opportunities for pre-fetching of both locally stored

data and network data. In particular, deeper analysis of patterns in work by Blaha showed

the possibility of using expert systems for deep pattern analysis that could be used for

pre-fetching. Work by J. M. Smith proposed the use of reference history trees to anticipate
references in storage hierarchies where there was some historical data. Recent work by
Touch and the Berkeley work addressed the case of data on the World-Wide Web, where

the large size of images and the long latencies provide extra incentive to pre-fetch,; Touch's

technique is to pre-send when large bandwidths permit some speculation using HTML

storage references embedded in WEB pages, and the Berkeley work uses techniques similar

to J. M. Smith's reference histories specialized to the semantics ofHTML data.

Successful pre-fetching depends on the ability of the system to predict the next

action or actions of the user. In the context of the system for customized electronic

identification of desirable objects, it is possible to cluster users into groups according to the

similarity of their user profiles. Any of the well-known pre-fetching methods that collect

and utilize aggregate statistics on past user behavior, in order to predict future user behavior,

may then be implemented in so as to collect and utilize a separate set of statistics for each

cluster of users. In this way, the system generalizes its access pattern statistics from each

user to similar users, without generalizing among users who have substantially different

interests. The system may further collect and utilize a similar set of statistics that describes

the aggregate behavior of all users; in cases where the system cannot confidently make a

prediction as to what a particular user will do, because the relevant statistics concerning that
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user's user cluster are derived from only a small amount of data, the system may instead

make its predictions based on the aggregate statistics for all users, which are derived from

a larger amount of data. For the sake of concreteness, we now describe a particular
instantiation of a pre-fetching system, that both employs these insights and that makes its

pre-fetching decisions through accurate measurement of the expected cost and benefit of

each potential pre-fetch.
Pre-fetching exhibits a cost-benefit tradeoff. Let t denote the approximate number

of minutes that pre-fetched files are retained in local storage (before they are deleted to

make room for other pre-fetched files). If the system elects to pre-fetch a file corresponding
to a target object X, then the user benefits from a fast response at no extra cost, provided that

the user explicitly requests target object X soon thereafter. However, if the user does not

request target object X within t minutes of the pre-fetch, then the pre-fetch was worthless,
and its cost is an added cost that must be borne (directly or indirectly) by the user. The first

scenario therefore provides benefit at no cost, while the second scenario incurs a cost at no

benefit. The system tries to favor the first scenario by pre-fetching only those files that the

user will access anyway. Depending on the user's wishes, the system may pre-fetch either

conservatively, where it controls costs by pre-fetching only files that the user is extremely
likely to request explicitly (and that are relatively cheap to retrieve), or more aggressively,
where it also pre-fetches files that the user is only moderately likely to request explicitly,
thereby increasing both the total cost and (to a lesser degree) the total benefit to the user.

In the system described herein, pre-fetching for a user U is accomplished by the

user's proxy server S. Whenever proxy server S retrieves a user-requested file F from an

information server, it uses the identity of this file F and the characteristics of the user, as

described below, to identify a group of other files G1...Gk that the user is likely to access

soon. The user's request for file F is said to "trigger" files G1...Gk. Proxy server S

pre-fetches each of these triggered files Gi as follows:

1. Unless file Gi is already stored locally (e.g., due to previous pre-fetch),
proxy server S retrieves file Gi from an appropriate information server and stores it

locally.
2. Proxy server S timestamps its local copy of file Gi as having just been

pre-fetched, so that file Gi will be retained in local storage for a minimum of

approximately t minutes before being deleted.
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Whenever userU (or, in principle, any other user registered with proxy server S) requests
proxy server S to retrievea file that has been pre-fetched and not yet deleted, proxy server

S can then retrieve the file from local storage rather than from another server. In a variation

on steps 1-2 above, proxy server S pre-fetches a file Gi somewhat differently, so that

pre-fetched files are stored on the user's client processor q rather than on server S:

1. If proxy server S has not pre-fetched file Gi in the past t minutes, it

retrieves file Gi and transmits it to user U's client processor q.
2. Upon receipt of the message sent in step 1, client q stores a local copy of

file Gi if one is not currently stored.

3. Proxy server S notifies client q that client q should timestamp its local

copy of file Gi; this notification may be combined with the message transmitted in

step 1, if any.
4. Upon receipt of the message sent in step 3, client q timestamps its local

copy of file Gi as having just been pre-fetched, so that file Gi will be retained in

local storage for a minimum of approximately t minutes before being deleted.

During the period that client q retains file Gi in local storage, client q can respond to any

request for file Gi (by user U or, in principle, any other user of client q) immediately and

without the assistance of proxy server S.

The difficult task is for proxy server S, each time it retrieves a file F in response to

a request, to identify the files G1...Gk that should be triggered by the request for file F and

pre-fetched immediately. Proxy server S employs a cost-benefit analysis, performing each

pre-fetch whose benefit exceeds a user-determined multiple of its cost; the user may set the

multiplier low for aggressive prefetching or high for conservative prefetching. These

pre-fetches may be performed in parallel. The benefit of pre-fetching file Gi immediately
is defined to be the expected number of seconds saved by such a pre-fetch, as compared to

a situation where Gi is left to be retrieved later (either by a later pre-fetch, or by the user's

request) if at all. The cost of pre-fetching file Gi immediately is defined to be the expected
cost for proxy serverS to retrieve file Gi, as determined for example by the network

locations of server S and file Gi and by information provider charges, times 1 minus the

probability that proxy server S will have to retrieve file Gi within t minutes (to satisfy either

a later pre-fetch or the user's explicit request) if it is not pre-fetched now.

The above definitions of cost and benefit have some attractive properties. For

example, if users tend to retrieve either file F1 or file F2 (say) after file F, and tend only in
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the former case to subsequently retrieve file G1, then the system will generally not pre-fetch
G1 immediately after retrieving file F: for, to the extent that the user is likely to retrieve file

F2, the cost of the pre-fetch is high, and to the extent that the user is likely to retrieve file

F1 instead, the benefit of the pre-fetch is low, since the system can save as much or nearly
as much time by waiting until the user chooses F1 and pre-fetching G1 only then.

The proxy server S may estimate the necessary costs and benefits by adhering to the

following discipline:
1. Proxy server S maintains a set of disjoint clusters of the users in its user

base, clustered according to their user profiles.
2. Proxy server S maintains an initially empty set PFT of "pre-fetch triples"

<C,F,G>, where F and G are files, and where C identifies either a cluster of users or

the set ofall users in the user base of proxy server S. Each pre-fetch triple in the set

PFT is associated with several stored values specific to that triple. Pre-fetch triples
and their associated values are maintained according to the rules in 3 and 4.

3. Whenever a user U in the user base of proxy server S makes a request R2

for a file G, or a request R2 that triggers file G, then proxy server S takes the

following actions:

a. For C being the user cluster containing user U, and then again for C being
the set of all users:

b. For any request RO for a file, say file F, made by user U during the t

minutes strictly prior to the request R2:

c.Ifthe triple <C,F,G> is not currently a member of the set PFT, it is added

to the set PFT with a count of 0, a trigger-count of 0, a target-count of 0, a total

benefit of 0, and a timestamp whose value is the current date and time.

d. The count of the triple <C,F,G> is increased by one.

e. If file G was not triggered or explicitly retrieved by any request that user

U made strictly in between requests RO and R2, then the target-count of the triple
<C,F,G> is increased by one.

f. If request R2 was a request for file G, then the total benefit of triple <C,F,G> is

increased either by the time elapsed between request RO and request R2, or by the

expected time to retrieve file G, whichever is less.

g. If request R2 was a request for file G, and G was triggered or explicitly retrieved

by one or more requests that user U made strictly in between requests RO and R2,
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with R1 denoting the earliest such request, then the total benefit of triple <C,F,G>
is decreased either by the time elapsed between request R1 and request R2, or by the

expected time to retrieve file G, whichever is less.

4. If a user U requestsa file F, then the trigger-count is incremented by one

for each triple currently in the set PFT such that the triple has form <C,F,G>, where

user U is in the set or cluster identified by C.

5. The "age" ofa triple <C,F,G> is defined to be the number of days elapsed
between its timestamp and the current date and time. If the age of any triple <C,F,G>
exceeds a fixed constant number of days, and also exceeds a fixed constant multiple
of the triple's count, then the triple may be deleted from the set PFT.

Proxy server S can therefore decide rapidly which files G should be triggered by a

request for a given file F from a given user U, as follows.

1. Let CO be the user cluster containing user U, and C1 be the set of all users.

2. Server S constructsa list L of all triples such that <C0O,F,G>

appears in set PFT with a count exceeding a fixed threshold.

3. Server S adds to list L all triples <C1,F,G> such that <C0,F,G> does not

appear on list L and <C1,F,G> appears in set PFT with a count exceeding another

fixed threshold. 4. For each triple <C,F,G> on list L:

5. Server S computes the cost of triggering file G to be expected cost of

retrieving file Gi, times 1 minus the quotient of the target-count of <C,F,G> by the

trigger-count of <C,F,G>.
6. Server S computes the benefit of triggering file G to be the total benefit

of <C,F,G> divided by the count of <C,F,G>.
7. Finally, proxy server S uses the computed cost and benefit, as described

earlier, to decide whether file G should be triggered. The approach to pre-fetching
just described has the advantage that all data storage and manipulation concerning
pre-fetching decisions by proxy server S is handled locally at proxy server S.

However, this "user-based" approach does lead to duplicated storage and effort

across proxy servers, as well as incomplete data at each individual proxy server.

That is, the information indicating what files are frequently retrieved after file F is

scattered in an uncoordinated way across numerous proxy servers. An alternative,
"file-based" approach is to store all such information with file F itself. The

difference is as follows. In the user-based approach, a pre-fetch triple <C,F,G> in
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server S's set PFT may mention any file F and any file G on the network, but is

restricted to clusters C that are subsets of the user base of server S. By contrast, in

the file-based approach, a pre-fetch triple <C,F,G> in server S's set PFT may

mention any user cluster C and any file G on the network, but is restricted to files

F that are stored on server S. (Note that in the file-based approach, user clustering
is network wide, and user clusters may include users from different proxy servers.)
When a proxy server S2 sends a request to server S to retrieve file F for a user U,

server S2 indicates in this message the user U's user cluster CO, as well as the user

U's value for the user-determined multiplier that is used in cost-benefit analysis.
Server S can use this information, together with all its triples in its set PFT of the

form <CO,F,G> and <C1,F,G>, where C1 is the set of all users everywhere on the

network, to determine (exactly as in the user-based approach) which files G1...Gk

are triggered by the request for file F. When server S sends file F back to proxy

server S2, it also sends this list of files G1...Gk, so that proxy server S2 can proceed
to pre-fetch files G1...Gk.

The file-based approach requires some additional data transmission. Recall that

under the user-based approach, server S must execute steps 3c-3g above for any ordered pair
of requests RO and R2 made within t minutes of each other by a user who employs server

S as a proxy server. Under the file-based approach, server S must execute steps 3c-3g above

for any ordered pair of requests RO and R2 made within t minutes of each other, by any user

on the network, such that RO requests a file stored on server S. Therefore, when a user

makes a request R2, the user's proxy server must send a notification of request R2 to all

servers S such that, during the preceding t minutes (where the variable t may now depend
on server S), the user has made a request RO for a file stored on server S. This notification

need not be sent immediately, and it is generally more efficient for each proxy server to

buffer up such notifications and send them periodically in groups to the appropriate servers.

Access And Reachability Control of Users and User-Specific Information

Although users' true identities are protected by the use of secure mix paths,
pseudonymity does not guarantee complete privacy. In particular, advertisers can in

principle employ user-specific data to barrage users with unwanted solicitations. The

general solution to this problem is for proxy server S2 to act as a representative on behalf

ofeach user in its user base, permitting access to the user and the user's private data only in
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accordance with criteria that have been set by the user. Proxy server S2 can restrict access

in two ways:
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1. The proxy server S2 may restrict access by third parties to server S2's

pseudonymous database ofuser-specific information. When a third party such as an

advertiser sends a message to server S2 requesting the release of user-specific
information for a pseudonym P, server S2 re fuses to honor the request unless the

message includes credentials for the accessor adequate to prove that the accessor is

entitled to this information. The user associated with pseudonym P may at any time

send signed control messages to proxy server S2, specifying the credentials or

Boolean combinations of credentials that proxy server S2 should thenceforth

consider to be adequate grounds for releasing a specified subset of the information

associated with pseudonym P. Proxy server S2 stores these access criteria with its

database record for pseudonym P. For example, a user might wish to proxy server

S2 to release purchasing information only to selected information providers, to

charitable organizations (that is, organizations that can provide a government-issued
credential that is issued only to registered charities), and to market researchers who

have paid user U for the right to study user U's purchasing habits.

2. The proxy server S2 may restrict the ability of third parties to send

electronic messages to the user. Whenathird party such as an advertiser attempts
to send information (such as a textual message or a request to enter into spoken or

written real -time communication) to pseudonym P, by sending a message to proxy
server S2 requesting proxy server S2 to forward the information to the user at

pseudonym P, proxy server S2 will refuse to honor the request, unless the message
includes credentials for the accessor adequate to meet the requirements the user has

chosen to impose, as above, on third parties who wish to send information to the

user. If the message does include adequate credentials, then proxy server S2

removes a single-use pseudonymous return address envelope from it s database

record for pseudonym P, and uses the envelope to send a message containing the

specified information along a secure mix path to the user of pseudonym P. If the

envelope being used is the only envelope stored for pseudonym P, or more generally
if the supply of such envelopes is low, proxy server S2 adds a notation to this

message before sending it, which notation indicates to the user's local server that it

should send additional envelopes to proxy server S2 for future use.
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In a more general variation, the user may instruct the proxy server S2 to impose
more complex requirements on the granting of requests by third parties, not simply boolean

combinations of required credentials. The user may impose any Boolean combination of

simple requirements that may include, but are not limited to, the following:
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(a.) the accessor (third party) is a particular party

(b.) the accessor has provided a particular credential

(c.) satisfying the request would involve disclosure to the accessor of a certain fact

about the user's user profile
(d.) satisfying the request would involve disclosure to the accessor of the user's

target profile interest summary

(e.) satisfying the request would involve disclosure to the accessor of statistical

summary data, which data are computed from the user's user profile or target profile
interest summary together with the user profiles and target profile interest

summaries of at least n other users in the user base of the proxy server

(f.) the content of the request is to send the user a target object, and this target object
has a particular attribute (such as high reading level, or low vulgarity, or an

authenticated Parental Guidance rating from the MPAA)

(g.) the content of the request is to send the user a target object, and this target object
has been digitally signed with a particular private key (such as the private key used

by the National Pharmaceutical Association to certify approved documents)

(h.) the content of the request is to send the user a target object, and the target profile
has been digitally signed by a profile authentication agency, guaranteeing that the

target profile is a true and accurate profile of the target object it claims to describe,
with all attributes authenticated.

(i.) the content of the request is to send the user a target object, and the target profile
of this target object is within a specified distance of a particular search profile
specified by the user

(j.) the content ofthe request is to send the user a target object, and the proxy server

S2,.by using the user's stored target profile interest summary, estimates the user's

likely interest in the target object to be above a specified threshold

(k.) the accessor indicates its willingness to make a particular payment to the user

in exchange for the fulfillment of the request
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The steps required to create and maintain the user's access-control requirements are

as follows:

1. The user composes a boolean combination of predicates that apply to

requests; the resulting complex predicate should be true when applied to a request
that the user wants proxy server S2 to honor, and false otherwise. The complex
predicate may be encoded in another form, for efficiency.

2. The complex predicate is signed with SK,, and transmitted from the user's

client processor C3 to the proxy server S2 through the mix path enclosed in a packet
that also contains the user's pseudonym P.

3. The proxy server S2 receives the packet, verifies its authenticity using PK,
and stores the access control instructions specified in the packet as part of its

database record for pseudonym P.

The proxy server S2 enforces access control as follows:

1. The third party (accessor) transmits a request to proxy server S2 using the

normal point-to-point connections provided by the network N . The request may be

to access the target profile interest summaries associated with a set of pseudonyms
P1...Pn, or to access the user profiles associated with a set of pseudonyms P1...Pn,
or to forward a message to the users associated with pseudonyms P1...Pn. The

accessor may explicitly specify the pseudonyms P1...Pn, or may ask that P1...Pn be

chosen to be the set of all pseudonyms registered with proxy server S2 that meet

specified conditions.

2. The proxy server S2 indexes the database record for each pseudonym Pi

(1 I<=n), retrieves the access requirements provided by the user associated with

Pi, and determines whether and how the transmitted request should be satisfied for

Pi. If the requirements are satisfied, S2 proceeds with steps 3a-3c.

3a.If the request can be satisfied but only upon payment of a fee, the proxy
server S2 transmits a payment request to the accessor, and waits for the accessor to

send the payment to the proxy server S2. Proxy server S2 retains a service fee and

forward s the balance of the payment to the user associated with pseudonym Pi, via

an anonymous return packet that this user has provided.
3b.Ifthe request can be satisfied but only upon provision of a credential, the

proxy server S2 transmits a credential request to the accessor, and waits for the

accessor to send the credential to the proxy server S2.
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3c. The proxy server S2 satisfies the request by disclosing user-specific
information to the accessor, by providing the accessor with a set of single-use
envelopes to communicate directly with the user, or by forwarding a message to the

user, as requested. 4. Proxy server S2 optionally sends a message to the accessor,

indicating why each of the denied requests for P1...Pn was denied, and/or indicating
how many requests were satisfied.

5. The active and/or passive relevance feedback provided by any user U with

respect to any target object sent by any path from the accessor is tabulated by the

above-described tabulating process resident on user U's client processor C3. As

described above, a summary of such information is periodically transmitted to the

proxy server S2 to enable the proxy server S2 to update that user's target profile
interest summary and user profile.
The access control criteria can be applied to solicited as well as unsolicited

transmissions. That is, the proxy server can be used to protect the user from inappropriate
or misrepresented target objects that the user may request. If the user requests a target

object from an information server, but the target object turns out not to meet the access

control criteria, then the proxy server will not permit the information server to transmit the

target object to the user, or to charge the user for such transmission. For example, to guard
against target objects whose profiles have been tampered with, the user may specify an

access control criterion that requires the provider to prove the target profile's accuracy by
means of a digital signature from a profile authentication agency. As another example, the

parents of a child user may instruct the proxy server that only target objects that have been

digitally signed by a recognized child protection organization may be transmitted to the

user; thus, the proxy server will not let the user retrieve pornography, even from a rogue

information server that is willing to provide pornography to users who have not supplied an

adulthood credential.

Distribution of Information with Multicast Trees

The graphical representation of the network N presented in Figure 3 shows that at

least one of the data communications links can be eliminated, as shown in Figure 4, while

still enabling the network N to transmit messages among all the servers A-D. By
elimination, we mean that the link is unused in the logical design of the network, rather than

a physical disconnection of the link. The graphs that result when all redundant data

communications links are eliminated are termed "trees" or "connected acyclic graphs." A
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graph where a message could be transmitted by a server through other servers and then

return to the transmitting server over a different originating data communications link is

termed a "cycle." A tree is thus an acyclic graph whose edges (links) connect a set ofgraph
"nodes" (servers). The tree can be used to efficiently broadcast any data file to selected

servers in a set of interconnected servers.

The tree structure is attractive in a communications network because much

information distribution is multicast in nature -- that is, a piece of information available at

a single source must be distributed to a multiplicity of points where the information can be

accessed. This technique is widely known: for example, "FAX trees" are in common use in

political organizations, and multicast trees are widely used in distribution of multimedia data

in the Internet; for example, see "Scalable Feedback Control for Multicast Video

Distribution in the Internet," (Jean - Chrysostome Bolot, Thierry Turletti, & Ian Wakeman,

Computer Communication Review, Vol. 24, # 4, Oct. '94, Proceedings of SIGCOMM'94 ,

pp. 58 - 67) or "An Architecture For Wide-Area Multicast Routing," (Stephen Deering,
Deborah Estrin, Dino Farinacci, Van Jacobson, Ching-Gung Liu, & Liming Wei, Computer
Communication Review, Vol. 24, # 4, Oct. '94, Proceedings of SIGCOMM'94 , pp. 126 -

135). While there are many possible trees that can be overlaid on a graph representation of

a network, both the nature of the networks (e.g., the cost of transmitting data over a link)
and their use (for example, certain nodes may exhibit more frequent intercommunication)
can make one choice of tree better than another for use as a multicast tree. One of the most

difficult problems in practical network design is the construction of "good" multicast trees,

that is, tree choices which exhibit low cost (due to data not traversing links unnecessarily)
and good performance (due to data frequently being close to where it is needed)
Constructing a Multicast Tree

Algorithms for constructing multicast trees have either been ad-hoc, as is the case

of the Deering, et al. Internet multicast tree, which adds clients as they request service by
grafting them into the existing tree, or by construction of a minimum cost spanning tree. A

distributed algorithm for creating a spanning tree (defined as a tree that connects, or "spans,"
all nodes of the graph) on a set of Ethernet bridges was developed by Radia Perlman

("Interconnections: Bridges and Routers," Radia Perlman, Addison-Wesley, 1992). Creating
a minimal-cost spanning tree for a graph depends on having a cost model for the arcs of the

graph (corresponding to communications | inks in the communications network). In the case

of Ethernet bridges, the default cost (more complicated costing models for path costs are
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discussed on pp. 72-73 of Perlman) is calculated as a simple distance measure to the root;

thus the spanning tree minimizes the cost to the root by first electing a unique root and then

constructing a spanning tree based on the distances from the root. In this algorithm, the root

is elected by recourse to a numeric ID contained in "configuration messages": the server w

hose ID has minimum numeric value is chosen as the root. Several problems exist with this

algorithm in general. First, the method of using an ID does not necessarily select the best

root for the nodes interconnected in the tree. Second, the cost model is simplistic.
We first show how to use the similarity-based methods described above to select the

servers most interested in a group of target objects, herein termed "core servers" for that

group. Next we show how to construct an unrooted multicast tree that can be used to

broadcast files to these core servers. Finally, we show how files corresponding to target
objects are actually broadcast through the multicast tree at the initiative of a client, and how

these files are later retrieved from the core servers when clients request them.

Since the choice ofcore servers to distribute a file to depends on the set of users who

are likely to retrieve the file (that is, the set of users who are likely to be interested in the

corresponding target object), a separate set of core servers and hence a separate multicast

tree may be used for each topical group of target objects. Throughout the description below,

servers may communicate among themselves through any path over which messages can

travel; the goal of each multicast tree is to optimize the multicast distribution of files

corresponding to target objects of the corresponding topic. Note that this problem is

completely distinct from selecting a multiplicity of spanning trees for the complete set of

interconnected nodes as disclosed by Sincoskie in U.S. Patent No. 4,706,080 and the

publication titled “Extended Bridge Algorithms for Large Networks” by W. D. Sincoskie

and C. J. Cotton, published January 1988 in IEEE Network on pages 16-24. The trees in

this disclosure are intentionally designed to interconnect a selected subset of nodes in the

system, and are successful to the degree that this subset is relatively small.

Multicast Tree Construction Procedure

A set of topical multicast trees for a set of homogenous target objects may be

constructed o r reconstructed at any time, as follows. The set of target objects is grouped
into a fixed number of topical clusters with the methods described above, for

example, by choosing C1...Cp to be the result of a k-means clustering of the set of target
objects, or alternatively a covering set of low-level clusters from a hierarchical cluster tree
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of these target objects. A multicast tree MT(c) is then constructed from each cluster C in

C1...Cp, by the following procedure:
1. Given a set ofproxy servers, $1...Sn, and a topical cluster C. It is assumed

that a general multicast tree that contains all the proxy servers S1...Sn has

previously been constructed by well-known methods.

2. Each pair <Si, C> is associated with a weight, w(Si, C), which is intended

to covary with the expected number ofusers in the user base of proxy server Si who

will subsequently access a target object from cluster C. This weight is computed by
proxy server Si in any of several ways, all of which make use of the similarity
measurement computation described herein.

One variation makes use of the following steps: (a) Proxy server Si randomly selects

a target object T from cluster C. (b) For each pseudonym in its local database, with

associated user U, proxy server Si applies the techniques disclosed above to user U's stored

user profile and target profile interest summary in order to estimate the interest w(U, T) that

user U has in t he selected target object T. The aggregate interest w(Si, T) that the user base

ofproxy server Si has in the target object T is defined to be the sum of these interest values

w(U, T). Alternatively, w(Si, T) may be defined to be the sum ofvalues s(w(U, T)) over all

U in the user base. Here s(*) is a sigmoidal function that is close to 0 for small arguments
and close to a constant p,,,, for large arguments; thus s(w(U, T)) estimates the probability
that user U will access target object T, which probability is assumed to be independent of

the probability that any other user will access target object T. In a variation, w(Si, T) is

made to estimate the probability that at least one user from the user base of Si will access

target object T: then w(Si, T) may be defined as the maximum of values w(U, T), or of 1

minus the product over the users U of the quantity (1 - s(w(U, T))). (c)Proxy server Si

repeats steps (a)-(b) for several target objects T selected randomly from cluster C, and

averages the several values ofw(Si, T) thereby computed in step (b) to determine the desired

quantity w(Si, C), which quantity represents the expected aggregate interest by the user base

of proxy server Si in the target objects of cluster C.

In another variation, where target profile interest summaries are embodied as search

profile sets, the following procedure is followed to compute w(Si, C): (a). For each search

profile P, in the locally stored search profile set of any user in the user base of proxy server

Si, proxy server Si computes the distance d(P, , between the search profile and the

cluster profile P, of cluster C. (b). w(Si,C) is chosen to be the maximum value of
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across all such search profiles where r is computed as an affine function of the

cluster diameter of cluster C. The slope and/or intercept of this affine function are chosen

to be smaller (thereby increasing w(Si, C)) for servers Si for which the target object provider
wishes to improve performance, as may be the case if the users in the user base of proxy

server Si pay a premium for improved performance, or if performance at Si will otherwise

be unacceptably low due to slow network connections.

In another variation, the proxy server Si is modified so that it maintains not only
target profile interest summaries for each user in its user base, but also a single aggregate

target profile interest summary for the entire user base. This aggregate target profile interest

summary is determined in the usual way from relevance feedback, but the relevance

feedback on a target object, in this case, is considered to be the frequency with which users

in the user base retrieved the target object when it was new. Whenever a user retrieves a

target object by means of a request to proxy server Si, the aggregate target profile interest

summary for proxy server Si is updated. In this variation, w(Si, C) I s estimated by the

following steps:
(a) Proxy server Si randomly selects a target object T from cluster C.

(b) Proxy server Si applies the techniques disclosed above to its stored

aggregate target profile interest summary in order to estimate the aggregate interest

w(Si, T) that its aggregated user base had in the selected target object T, when new,

this may be interpreted as an estimate of the likelihood that at least one member of

the user base will retrieve a new target object similar to T.

(c)Proxy server Si repeats steps (a)-(b) for several target objects T selected

randomly from cluster C, and averages the several values of w(Si, T) thereby
computed in step (b) to determine the desired quantity w(Si, C), which quantity
represents the expected aggregate interest by the user base of proxy server Si in the

target objects of cluster C..

3. Those servers Si from among S1...Sn with the greatest weights w(Si, C) are

designated "core servers" for cluster C. In one variation, where it is desired to select a fixed

number of core servers, those servers Si with the greatest values of w(Si, C) are selected.

In another variation, the value of w(Si, C) for each server Si is compared against a fixed

threshold w,,;,, and those servers Si such that w(Si, C) equals or exceeds are selected

as core servers. If cluster C represents a narrow and specialized set of target objects, as

often happens when the clusters C1...Cp are numerous, it is usually adequate to select only
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a small number of core server cluster C, thereby obtaining substantial advantages in

computational efficiency in steps 4-5 below

.4. A complete graph G(C) is constructed whose vertices are the designated core

servers for cluster C. For each pair of core servers, the cost of transmitting a message
between those core servers along the cheapest path is estimated, and the weight of the edge
connecting those core servers is taken to be this cost. The cost is determined as a suitable

function of average transmission charges, average transmission delay, and worst-case or

near-worst-case transmission delay.
5. The multicast tree MT(C) is computed by standard methods to be the minimum

spanning tree (or a near-minimum spanning tree) for G(C), where the weight of an edge
between two core servers is taken to b e the cost of transmitting a message between those

two core servers. Note that MT(C) does not contain as vertices all proxy servers S1...Sn, but

only the core servers for cluster C.

6. A message M is formed describing the cluster profile for cluster C, the core

servers for cluster C and the topology of the multicast tree MT(C) constructed on those core

servers. Message M is broadcast to all proxy servers S1...Sn by means of the general
multicast tree Each proxy server Si, upon receipt of message M, extracts the cluster

profile of cluster C, and stores it on a local storage device, together with certain other

information that it determines from message M, as follows. If proxy server Si is named in

message M as a core server for cluster C, then proxy server Si extracts and stores the subtree

of MT(C) induced by all core servers whose path distance from Si in the graph MT(C) is

less than or equal to d, where d is a constant positive integer (usually from 1 to 3). If

message M does not name proxy server Si as a core server for MT(C), then proxy server Si

extracts and stores a list of one or more nearby core servers that can be inexpensively
contacted by proxy server Si over virtual point-to-point links.

In the network ofFigure 3, to illustrate the use of trees, as applied to the system of

the present invention, consider the following simple example where it is assumed that client

r provides on-line information for the network, such as an electronic newspaper. This

information can be structured by client r into a prearranged form, comprising a number of

files, each of which is associated with a different target object. In the case of an electronic

newspaper, the files can contain textual representations of stock prices, weather forecasts,
editorials, etc. The system determines likely demand for the target objects associated with

these files in order to optimize the distribution of the files through the network N of

-70-

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 147 of 302



10

15

20

25

30

WO 97/16796 PCT/US96/17981

interconnected clients p-s and proxy servers A-D. Assume that cluster C consists of text

articles relating to the aerospace industry; further assume that the target profile interest

summaries stored at proxy servers A and B for the users at clients p and r indicate that these

users are strongly interested in such articles. Then the proxy servers A and B are selected

as core servers for the multicast tree MT(C). The multicast tree MT(C) is then computed to

consist of the core servers, A and B, connected by an edge that represents the least costly
virtual point-to-point link between A andB (either the direct path A-B or the indirect path
A-C-B, depending on the cost).
Global Requests to Multicast Trees

One type of message that may be transmitted to any proxy server S is termed a

"global request message." Such a message M triggers the broadcast of an embedded request
R to all core servers in a multicast tree MT(C). The content of request R and the identity
of cluster C are included in the message M, as is a field indicating that message M is a

global request message. In addition, the message M containsa field S,,,, which is

unspecified except under certain circumstances described below, when it names a specific
core server. A global request message M may be transmitted to proxy server S by a user

registered with proxy server S, which transmission may take place along a pseudonymous
mix path, or it may be transmitted to proxy server S from another proxy server, along a

virtual point-to-point connection.

When a proxy server S receives a message M that is marked as a global request

message, it acts as follows: 1. Ifproxy server S is not a core server for topic C, it retrieves

its locally stored list of nearby core servers for topic C, selects from this list a nearby core

server S', and transmits a copy of message M over a virtual point-to-point connection to cor

e server S'. If this transmission fails, proxy server S repeats the procedure with other core

servers on its list. 2. Ifproxy server S is a core server for topic C, it executes the following
steps: (a) Act on the request R that is embedded in message M. (b) Set to be S(C)
Retrieve the locally stored subtree ofMT(C), and extract from it a list L of all core servers

that are directly linked to S,,,, in this subtree. (d) If the message M specifies a value for S,,.,

and S,,,, appears on the list L, remove S,,,, from the list L. Note that list L may be empty
before this step, or may become empty asa result of this step. (e) For each server Si in list

L, transmit a copy of message M from server S to server Si over a virtual point-to-point
connection, where the S,,,, field of the copy of message M has been altered to If Si

cannot be reached in a reasonable amount of time by any virtual point-to-point connection
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(for example, server Si is broken), recurse to step (c) above with bound to and Sou,
bound to S{\sub I} for the duration of the recursion.

When server S' in step 1 or a server Si in step 2(e) receives a copy of the global
request message M, it acts according to exactly the same steps. As a result, all core servers

eventually receive a copy ofglobal request message M and act on the embedded request R,
unless some core servers cannot be reached. Even if a core server is unreachable, step (e)
ensures that the broadcast can continue to other core servers in most circumstances,

provided that d > 1; higher values of d provide additional insurance against unreachable core

servers.

Multicasting Files

The system for customized electronic information of desirable objects executes the

following steps in order to introduce a new target object into the system. These steps are

initiated by an entity E, which may be either a user entering commands via a keyboard at

a client processor q, as illustrated in Figure 3, or an automatic software process resident on

a client or server processor q. 1. Processor q forms a signed request R, which asks the

receiver to store a copy ofa file F on its local storage device. File F, which is maintained

by client q on storage at client q or on storage accessible by client q over the network,

contains the informational content of or an identifying description of a target object, as

described above. The request R also includes an address at which entity E may be contacted

(possibly a pseudonymous address at some proxy server D), and asks the receiver t o store

the fact that file F is maintained by an entity at said address. 2. Processor q embeds request
R in a message M1, which it pseudonymously transmits to the entity E's proxy server D as

described above. Message M1 instructs proxy server D to broadcast request R along an

appropriate multicast tree. 3. Upon receipt of message M1, proxy server D examines the

doubly embedded file F and computes a target profile P for the corresponding target object.
It compares the target profile P to each of the cluster profiles for topical clusters C1...Cp
described above, and chooses Ck to be the cluster with the smallest similarity distance to

profile P. 4. Proxy server D sends itself a global request message M instructing itself to

broadcast request R along the topical multicast tree MT(Ck). 5. Proxy server D notifies

entity E through a pseudonymous communication that file F has been multicast along the

topical multicast tree for cluster Ck.

As a result of the procedure that server D and other servers follow for acting on

global request messages, step 4 eventually causes all core servers for topic Ck to act on
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request R and therefore store a local copy of file F. In order to make room for file F on its

local storage device, a core server Si may have to delete a less useful file. There are several

ways to choose a file to delete. One option, well known in the art, is for Si to choose to

delete the least recently accessed file. In another variation, Si deletesa file that it believes

few users will access. In this variation, whenever a server Si stores a copy ofa file F, it also

computes and stores the weight w(Si, C,;), where is a cluster consisting of the single
target object associated with file F. Then, when server Si needs to deletea file, it chooses

to delete the file F with the lowest weight w(Si, To reflect the fact that files are

accessed less as they age, server Si periodically multiplies its stored value of w(Si, by
a decay factor, such as 0.95, for each file F that it then stores. Alter natively, instead of

using a decay factor, server Si may periodically recompute aggregate interest w(Si, C;) for

each file F that it stores; the aggregate interest changes over time because target objects

typically have an age attribute that the system considers in estimating user interest, as

described above.

If entity E later wishes to remove file F from the network, for example because it has

just multicast an updated version, it pseudonymously transmits a digitally signed global
request message to proxy server D, requesting all proxy servers in the multicast tree MT(Ck)

to delete any local copy of file F that they may be storing.
Queries to Multicast Trees

In addition to global request messages, another type of message that may be

transmitted to any proxy server S is termed a "query message." When transmitted to a proxy

server, a query message causesa reply to be sent to the originator of the message; this reply
will contain an answer to a given queryQ if any of the servers in a given multicast tree

MT(C) are able to answer it, and will otherwise indicate that no answer is available. The

query and the cluster C are named in the query message. In addition, the query message

contains a field S,,,, which is unspecified except under certain circumstances described

below, when it names a specific core server. When a proxy server S receives a message M

that is marked as a query message, it acts as follows:1. Proxy server S sets A, to be the

return address for the client or server that transmitted message M to server S. A, may be

either a network address or a pseudonymous address 2. If proxy server is not a core

server for cluster C, it retrieves its locally stored list of nearby core servers for topic C,

selects from this list a nearby core server S', and transmits a copy of the locate message M

over a virtual point-to-point connection to core server S'. If this transmission fails, proxy
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server S repeats the procedure with other core servers on its list. Upon receiving a reply,
it forwards this reply to address A,. 3. Ifproxy server S is a core server for cluster C, and

it is able to answer query Q using locally stored information, then it transmits a “positive"
reply to A, containing the answer. 4. If proxy server S is a core server for topic C, but it is

unable to answer query Q using locally stored information, then it carries out a parallel
depth-first search by executing the following steps: (a) Set L to be the empty list. (b)
Retrieve the locally stored subtree of MT(C). For each server Si directly linked to Scum In

this subtree, other than S,,,, (if specified), add the ordered pair (Si, S) to the list IfL

is empty, transmit a "negative" reply to address A, saying that server S cannot locate an

answer to query Q, and terminate the execution of step 4; otherwise proceed to step (d). (d)
Select a list of one or more server pairs (Ai, Bi) from the list L. For each server pair (Ai,
Bi) on the list L1, form a locate message M(Ai, Bi), which is a copy of message M whose

Sis: field has been modified to specify Bi, and transmit this message M(Ai, Bi) to server Ai

over a virtual point-to-point connection. (e) For each reply received (by S) to a message
sent in step (d), act as follows: (I) If a "positive" reply arrives to a locate message M(Ai,
Bi), then forward this reply to A, and terminate step 4, immediately. (ii) If a "negative"
reply arrives to a locate message M(Ai, Bi), then remove the pair (Ai, Bi) from the list L1.

(iii) If the message M(Ai, Bi) could not be successfully delivered to Ai, then remove the

pair (Ai, Bi) from the list L1, and add the pair (Ci, Ai) to the list L1 for each Ci other than

Bi that is directly linked to Ai in the locally stored subtree of MT(C). Once Li no

longer contains any pair (Ai, Bi) for which a message M(Ai, Bi) has been sent, or after a

fixed period of time has elapsed, return to step (c).
Retrieving Files from a Multicast Tree

When a processorq in the network wishes to retrieve the file associated with a given
target object, it executes the following steps. These steps are initiated by an entity E, which

may be either a user entering commands via a keyboard ata client q, as illustrated in Figure
3, or an automatic software process resident ona client or server processor q. 1. Processor

q forms a query Q that asks whether the recipient (a core server for cluster C) still stores a

file F that was previously multicast to the multicast tree MT(C); if so, the recipient server

should reply with its own server name . Note that processor q must already know the name

of file F and the identity of cluster C; typically, this information is provided to entity E by
a service such as the news clipping service or browsing system described below, which must

identify files to the user by (name, multicast topic) pair. 2. Processor q forms a query
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messageM that poses query Q to the multicast tree MT(C). 3. Processor q pseudonymously
transmits message M to the user's proxy server D, as described above. 4. Processor q

receives a response M2 to message M. S. If the response M2 is "positive," that is, it names

a server Sthat still stores file F, then processor q pseudonymously instructs the user's proxy

server D to retrieve file F from server S. If the retrieval fails because server S has deleted

file F since it answered the query, then client q returns to step 1. 6. If the response M2 is

"negative," that is, it indicates that no server in MT(C) still stores file F, then processor q

forms a queryQ that asks the recipient for the address A of the entity that maintains file F;

this entity will ordinarily maintain a copy of file F indefinitely. All core servers in MT(C)

ordinarily retain this information (unless instructed to delete it by the maintaining entity),
evenif they delete file F for space reasons. Therefore, processor q should receive a response

providing address A, whereupon processor q pseudonymously instructs the user's proxy

server D to retrieve file F from address A.

When multiple versions of a file F exist on local servers throughout the data

communication network N, but are not marked as alternate versions of the same file, the

system's ability to rapidly locate files similar to F (by treating them as target objects and

applying the methods disclosed in "Searching for Target Objects" above) makes it possible
to find all the alternate versions, even if they are stored remotely. These related data files

may then be reconciled by any method. Ina simple instantiation, all versions of the data file

would be replaced with the version that had the latest date or version number. In another

instantiation, each version would be automatically annotated with references or pointers to

the other versions.

NEW P ER

The system for customized electronic identification of desirable objects of the

present invention can be used in the electronic media system of Figure 1 to implement an

automatic news clipping service which learns to select (filter) news articles to match a user's

interests, based solely on which articles the user chooses to read. The system for

customized electronic identification of desirable objects generates a target profile for each

article that enters the electronic media system, based on the relative frequency of occurrence

of the words contained in the article. The system for customized electronic identification

of desirable objects also generates a search profile set for each user, as a function of the

target profiles of the articles the user has accessed and the relevance feedback the user has

provided on these articles. As new articles are received for storage on the mass storage
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systems SS, -SS,, of the information servers I, -I,, , the system for customized electronic

identification of desirable objects generates their target profiles. The generated target
profiles are later compared to the search profiles in the users' search profile sets, and those

new articles whose tar get profiles are closest (most similar) to the closest search profile in

a user's search profile set are identified to that user for possible reading. The computer
program providing the articles to the user monitors how much the user reads (the number

of screens ofdata and the number of minutes spent reading), and adjusts the search profiles
in the user's search profile set to more closely match what the user apparently prefers to

read. T he details of the method used by this system are disclosed in flow diagram form in

Figure 5. This method requires selecting a specific method of calculating user-specific
search profile sets, of measuring similarity between two profiles, and of updating a user's

search profile set (or more generally target profile interest summary) based on what the user

read, and the examples disclosed herein are examples of the many possible implementations
that can be used and should not be construed to limit the scope of the system.
Initialize Users' Search Profile Sets

The news clipping service instantiates target profile interest summaries as search

profile sets, so that a set of high-interest search profiles is stored for each user. The search

profiles associate d with a given user change over time. As in any application involving
search profiles, they can be initially determined for a new user (or explicitly altered by an

existing user) by any of a number of procedures, including the following preferred methods

: (1) asking the user to specify search profiles directly by giving keywords and/or numeric

attributes, (2) using copies of the profiles of target objects or target clusters that the user

indicates are representative of his or her interest, (3) using a standard set of search profiles
copied or otherwise determined from the search profile sets of people who are

demographically similar to the user.

Retrieve New Articles from Article Source

Articles are available on-line from a wide variety of sources. In the preferred
embodiment, one would use the current days news as supplied by a news source, such as the

AP or Reuters news wire. These news articles are input to the electronic media system by
being loaded into the mass storage system SS, of an information server S,. The article

profile module 201 of the system for customized electronic identification of desirable

objects can reside on the information server S, and operates pursuant to the steps illustrated

in the flow diagram of Figure 5, where, as each article is received at step 501 by the
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information server S,, the article profile module 201 at step 502 generates a target profile
for the article and stores the target profile in an article indexing memory (typically part of

mass storage system SS, for later use in selectively delivering articles to users. This method

is equally useful for selecting which articles to read from electronic news groups and

electronic bulletin boards, and can be used as part of a system for screening and organizing
electronic mail ("e-mail").
Calculate Article Profiles

A target profile is computed for each new article, as described earlier. The most

important attribute ofthe target profile is a textual attribute that stands for the entire text of

the article. This textual attribute is represented as described earlier, as a vector of numbers,
which numbers in the preferred embodiment include the relative frequencies (TF/IDF

scores) ofword occurrences in this article relative to other comparable articles. The server

must count the frequency of occurrence of each word in the article in order to compute the

TF/IDF scores.

These news articles are then hierarchically clustered in a hierarchical cluster tree at

step 503, which serves as a decision tree for determining which news articles are closest to

the user’s interest. The resulting clusters can be viewed as a tree in which the top of the tree

includes all target objects and branches further down the tree represent divisions of the set

of target objects into successively smaller subclusters of target objects. Each cluster has a

cluster profile, so that at each node of the tree, the average target profile (centroid) of all

target objects stored in the subtree rooted at that node is stored. This average of target

profiles is computed over the representation of target profiles as vectors of numeric

attributes, as described above.

Compare Current Articles’ Target Profiles to a User's Search Profiles

The process by which a user employs this apparatus to retrieve news articles of

interest is illustrated in flow diagram form in Figure 11. At step 1101, the user logs into the

data communication networkN via their client processor C, and activates the news reading
program. This is accomplished by the user establishing a pseudonymous data

communications connection as described above to a proxy server S,, which provides
front-end access to the data communication network N. The proxy server S, maintainsalist

of authorized pseudonyms and their corresponding public keys and provides access and

billing control. The user has a search profile set stored in the local data storage medium on

the proxy server S,. When the user requests access to "news" at step 1102, the profile
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matching module 203 resident on proxy server S, sequentially considers each search profile
p, from the user's search profile set to determine which news articles are most likely of

interest to the user. The news articles were automatically clustered into a hierarchical

cluster tree at an earlier step so that the determination can be made rapidly for each user.

The hierarchical cluster tree serves as a decision tree for determining which articles’ target
profiles are most similar to search profile p,: the search for relevant articles begins at the top
of the tree, and at each level of the tree the branch or branches are selected which have

cluster profiles closest to p,. This process is recursively executed until the leaves of the tree

are reached, identifying individual articles of interest to the user, as described in the section

"Searching for Target Objects" above.

A variation on this process exploits the fact that many users have similar interests.

Rather than carry out steps 5-9 of the above process separately for each search profile of

each user, it is possible to achieve added efficiency by carrying out these steps only once

for each group of similar search profiles, thereby satisfying many users' needs at once. In

this variation, the system begins by non-hierarchically clustering all the search profiles in

the search profile sets ofa large number of users. For each cluster k of search profiles, with

cluster profile p,, it uses the method described in the section "Searching for Target Objects"
to locate articles with target profiles similar to p,. Each located article is then identified as

of interest to each user who hasa search profile represented in cluster k of search profiles.
Notice that the above variation attempts to match clusters of search profiles with

similar clusters of articles. Since this is a symmetrical problem, it may instead be given a

symmetrical solution, as the following more general variation shows. At some point before

the matching process commences, all the news articles to be considered are clustered into

a hierarchical tree, termed the "target profile cluster tree," and the search profiles of all users

to be considered are clustered into a second hierarchical tree, termed the "search profile
cluster tree." The following steps serve to find all matches between individual target
profiles from any target profile cluster tree and individual search profiles from any search

profile cluster tree: 1. For each child subtree S of the root of the search profile cluster tree

(or, let S be the entire search profile cluster tree if it contains only one search profile): 2.

ComputetheclusterprofileP,tobe theaverageofallsearchprofilesin subtreeS 3. For
each subcluster (child subtree) T ofthe root of the target profile cluster tree (or, let T be the

entire target profile cluster tree if it contains only one target profile): 4. Compute the

cluster profile P; to be the average of all target profiles in subtree T 5. Calculate d(P,,
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the distance between P, and P, 6. Ifd(Ps, <t, athreshold, 7. If S contains only one

search profile and T contains only one target profile, decl are a match between that search

profile and that target profile,8. otherwise recurse to step 1 to find all matches between

search profiles in tree S and target profiles in tree T.

The threshold used in step 6 is typically an affine function or other function of the

greater of the cluster variances (or cluster diameters) of S and T. Whenever a match is

declared between a search profile and a target profile, the target object that contributed the

target profile is identified as being of interest to the user who contributed the search profile.
Notice that the process can be applied even when the set ofusers to be considered or the set

of target objects to be considered is very small. In the case of a single user, the process

reduces to the method given for identifying articles of interest to a single user. In the case

ofa single target object, the process constitutes a method for identifying users to whom that

target object is of interest.

Present List of Articles to User

Once the profile correlation step is completed for a selected user or group of users,

at step 1104 the profile processing module 203 stores a list of the identified articles for

presentation to each user. At a user's request, the profile processing system 203 retrieves

the generated list of relevant articles and presents this list of titles of the selected articles to

the user, who can then select at step 1105 any article for viewing. (Ifno titles are available,

then the first sentence(s) of each article can be used.) The list of article titles is sorted

according to the degree of similarity of the article's target profile to the most similar search

profile in the user's search profile set. The resulting sorted list is either transmitted in real

time to the user client processor C,, if the user is present at their client processor C,, or can

be transmitted to a user's mailbox, resident on the user's client processor C, or stored within

the server S, for later retrieval by the user; other methods of transmission include facsimile

transmission of the printed list or telephone transmission by means of a text-to-speech
system. The user can then transmit a request by computer, facsimile, or telephone to

indicate which of the identified articles the user wishes to review, if any. The user can still

access all articles in any information server S, to which the user has authorized access,

however, those lower on the generated list are simply further from the user's interests, as

determined by the user's search profile set. The server S, retrieves the article from the local

data storage medium or from an information server S, and presents the article one screen at

-79-

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 156 of 302



10

15

20

25

30

WO 97/16796 PCT/US96/17981

a time to the user's client processor C,. The user can at any time select another article for

reading or exit the process.
Monitor Which Articles Are Read

The user's search profile set generator 202 at step 1107 monitors which articles the

user reads, keeping track ofhow many pages of text are viewed by the user, how much time

is spent viewing the article, and whether all pages of the article were viewed. This

information can be combined to measure the depth of the user's interest in the article,
yielding a passive relevance feedback score, as described earlier. Although the exact details

depend on the length and nature of the articles being searched, a typical formula might be:

measure of article attractiveness =0.2 if the second page is accessed + 0.2 if all pages are

accessed + 0.2 if more than 30 seconds was spent on the article + 0.2 if more than one

minute was spent on the article + 0.2 if the minutes spent in the article are greater than half

the number of pages.
The computed measure of article attractiveness can then be used as a weighting

function to adjust the user's search profile set to thereby more accurately reflect the user's

dynamically changing interests.

Update User Profiles

Updating ofa user's generated search profile set can be done at step 1108 using the

method described in copending U.S. Patent Application Serial No. 08/346,425. When an

article is read, the server shifts each search profile in the set slightly in the direction of

the target profiles of those nearby articles for which the computed measure of article

attractiveness was high. Given a search profile with attributes u, from a user's search

profile set, and a set of J articles available with attributes d, (assumed correct for now),
where I indexes users,j indexes articles, and k indexes attributes, user I would be predicted
to pick a set of P distinct articles to minimize the sum of d(u,, b,) over the chosen articles

j. The user's desired attributes u, and an article's attributes d, would be some form of word

frequencies such as TF/IDF and potentially other attributes such as the source, reading level,
and length of the article, while d(u,, is the distance between these two attribute vectors

(profiles) using the similarity measure described above. If the user picks a different set of

P articles than was predicted, the user search profile set generation module should try to

adjust u and/ord to more accurately predict the articles the user selected. In particular, u,

and/or d; should be shifted to increase their similarity if user I was predicted not to select

article j but did select it, and perhaps also to decrease their similarity ifuser I was predicted
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to select article j but did not. A preferred method is to shift u for each wrong prediction that

user I will not select article j, using the formula: u,' = ug - e(uy, da)
Here u, is chosen to be the search profile from user I's search profile set that is

closest to target profile. If e is positive, this adjustment increases the match between user

I's search profile set and the target profiles of the articles user I actually selects, by making
u, closer to for the case where the algorithm failed to predict an article that the viewer

selected. The size of e determines how many example articles one must see to change the

search profile substantially. If e is too large, the algorithm becomes unstable, but for

sufficiently small e, it drives u to its correct value. In general, e should be proportional to

the measure of article attractiveness; for example, it should be relatively high if user I

spends a long time reading article j. One could in theory also use the above formula to

decrease the match in the case where the algorithm predicted an article that the user did not

read, by making e negative in that case. However, there is no guarantee that u will move

in the correct direction in that case. One can also shift the attribute weights w, ofuser I by
using a similar algorithm: wy'= (wy - eluy - dal) / (wa - el Ux - dal) This is

particularly importantifone is combining word frequencies with other attributes. As before,

this increases the match if e is positive -- for the case where the algorithm failed to predict
an article that the user read, this time by decreasing t he weights on those characteristics for

which the user's target profile u, differs from the article's profile d, Again, the size of e

determines how many example articles one must see to replace what was originally
believed. Unlike the procedure for adjusting u, one also make use of the fact that the above

algorithm decreases the match if e is negative -- for the case where the algorithm predicted
an article that the user did not read. The denominator of the expression prevents weights
from shrinking to zero over time by renormalizing the modified weights so that they sum

to one. Both u and w can be adjusted for each article accessed. Whene is small, as it

should be, there is no conflict between the two parts of the algorithm. The selected user's

search profile set is updated at step 1108.

Further Applications of the Filtering Technology
The news clipping service may deliver news articles (or advertisements and

coupons for purchasables) to off-line users as well as to users who are on-line. Although
the off-line users may have no way of providing relevance feedback, the user profile of an

off-line user U may be similar to the profiles of on-line users, for example because user U

is demographically similar to these other users, and the level of user U's interest in
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particular target objects can therefore be estimated via the general interest-estimation

methods described earlier. In one application, the news clipping service chooses a set of

news articles (respectively, advertisements and coupons) that are predicted to be of interest

to user U, thereby determining the content of a customized newspaper (respectively,
advertising/coupon circular) that may be printed and physically sent to user U via other

methods. In general, the target objects included in the printed document delivered to user

U are those with the highest median predicted interest among a group G of users, where

group G consists of either the single off-line user U, a set of off-line users who are

demographically similar to user U, or a set of off-line users who are in the same geographic
area and thus on the same newspaper delivery route. In a variation, user groupG is

clustered into several subgroups G1...Gk; an average user profile Pi is created from each

subgroup Gi; for each article T and each user profile Pi, the interest in T by a hypothetical
user with user profile Pi is predicted, and the interest of article T to groupGis taken to be

the maximum interest in article T by any of these k hypothetical users; finally, the

customized newspaper for user group G is_ constructed from those articles of greatest
interest to group G.

The filtering technology of the news clipping service is not limited to news articles

provided by a single source, but may be extended to articles or target objects collected from

any number of sources. For example, rather than identifying new news articles of interest,
the technology may identify new or updated World Wide Web pages of interest. In a

second application, termed "broadcast clipping," where individual users desire to broadcast

messages to all interested users, the pool of news articles is replaced by a pool of messages
to be broadcast, and these messages are sent to the broadcast-clipping-service subscribers

most interested in them. In a third application, the system scans the transcripts of all

real-time spoken or written discussions on the network that are currently in progress and

designated as public, and employs the news-clipping technology to rapidly identify
discussions that the user may be interested in joining, or to rapidly identify and notify users

who may be interestedin joining an ongoing discussion. In a fourth application, the method

is used as a post-process that filters and ranks in order of interest the many target objects
found by a conventional database search, such as a search for all homes selling for under

$200,000 in a given area, for all 1994 news articles about Marcia Clark, or for all

Italian-language films. In a fifth application, the method is used to filter and rank the links

in a hypertext document by estimating the user's interest in the document or other object
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associated with each link. Ina sixth application, paying advertisers, who may be companies
or individuals, are the source of advertisements or other messages, which take the place of

the news articles in the news clipping service. A consumer who buys a product is deemed

to have provided positive relevance feedback on advertisements for that product, and a

consumer who buys a product apparently because of a particular advertisement (for

example, by using a coupon clipped from that advertisement) is deemed to have provided
particularly high relevance feedback on that

advertisement. Such feedback may be communicated to a proxy server by the consumer's

client processor (if the consumer is making the purchase electronically), by the retail

vendor, or by the credit-card reader (at the vendor's establishment) that the consumer uses

to pay for the purchase. Given a database of such relevance feedback, the disclosed

technology is then used to match advertisements with those users who are most interested

in them; advertisements selected for a user are presented to that user by any one of several

means, including electronic mail, automatic display on the users screen, or printing them

on a printer at a retail establishment where the consumer is paying for a purchase. The

threshold distance used to identify interest may be increased for a particular advertisement,

causing the system to present that advertisement to more users, in accordance with the

amount that the advertiser is willing to pay.
A further use of the capabilities of this system is to manage a user's investment

portfolio. Instead of recommending articles to the user, the system recommends target

objects that are investments. As illustrated above by the example of stock market

investments, many different attributes can be used together to profile each investment. The

user's past investment behavior is characterized in the user's search profile set or target
profile interest summary, and this information is used to match the user with stock

opportunities (target objects) similar in nature to past investments. The rapid profiling
method described above may be used to determine a rough set of preferences for new users.

Quality attributes used in this system can include negatively weighted attributes, such as a

measurement of fluctuations in dividends historically paid by the investment, a quality
attribute that would have a strongly negative weight for a conservative investor dependent
ona regular flow of investment income. Furthermore, the user can set filter parameters so

that the system can monitor stock prices and automatically take certain actions, such as

placing buy or sell orders, or e-mailing or paging the user with a notification, when certain

stock performance characteristics are met. Thus, the system can immediately notify the user
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when a selected stock reaches a predetermined price, without the user having to monitor the

stock market activity. The user's investments can be profiled in part by a "type of

investment" attribute (to be used in conjunction with other attributes), which distinguishes
among bonds, mutual funds, growth stocks, income stocks, etc., to thereby segment the

user's portfolio according to investment type. Each investment type can then be managed
to identify investment opportunities and the user can identify the desired ratio of investment

capital for each type.
E-mail Filter

In addition to the news clipping service described above, the system for customized

electronic identification of desirable objects functions in an e\_mail environment in a similar

but slightly different manner. The news clipping service selects and retrieves news

information that would not otherwise reach its subscribers. But at the same time, large
numbers of e-mail messages do reach users, having been generated and sent by humans or

automatic programs. These users need an e-mail filter, which automatically processes the

messages received. The necessary processing includes a determination of the action to be

taken with each message, including, but not limited to: filing the message, notifying the user

of receipt of a high priority message, automatically responding to a message. The e-mail

filter system must not require too great an investment on the part of the user to learn and

use, and the user must have confidence in the appropriateness of the actions automatically
taken by the system. The same filter may be applied to voice mail messages or facsimile

messages that have been converted into electronically stored text, whether automatically or

at the user's request, via the use of w ell-known techniques for speech recognition or optical
character recognition.

The filtering problem can be defined as follows: a message processing function

MPF(*) maps from a received message (document) to one or more of a set of actions. The

actions, which may be quite specific, may be either predefined or customized by the use r.

Each action A has an appropriateness function F, (*,*) such that F, (U,D) returns a real

number, representing the appropriateness of selecting action A on behalf of user U when us

er U is in receipt of message D. For example, if D comes froma credible source and is

marked urgent, then discarding the message has a high cost to the user and has low

appropriateness, so that (U,D) is small, whereas alerting the user of receipt of the

message is highly appropriate, so that Fy, (U,D) is large. Given the determined
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appropriateness function, the function MPF(D) is used to automatically select the

appropriate action or actions. As an example, the following set of actions might be useful:
1. Urgently notify user of receipt of message

2. Insert message into queue for user to read later

3. Insert message into queue for user to read later, and suggest that user reply
4. Insert message into queue for user to read later, and suggest that user forward it

to individual R

5. Summarize message and insert summary into queue

6. Forward message to user's secretary
7. File message in directory X

8. File message in directory Y

9. Delete message (i.e., ignore message and do not save)
10. Notify sender that further messages on this subject are unwanted

Notice that actions 8 and 9 in the sample list above are designed to filter out

messages that are undesirable to the user or that are received from undesirable sources, such

as pesky salespersons, by deleting the unwanted message and/or sending a reply that

indicates that messages of this type will not be read. The appropriateness functions must

be tailored to describe the appropriateness of carrying out each action given the target

profile for a particular document, and then a message processing function MPF can be found

which is in some sense optimal with respect to the appropriateness function. One reasonable

choice of MPF always picks the action with highest appropriateness, an d in cases where

multiple actions are highly appropriate and are also compatible with each other, selects more

than one action: for example, it may automatically reply to a message and also file the same

message in directory X, so that the value of MPF(D) is the set \{reply, file in directoryX\}.
In cases where the appropriateness of even the most appropriate action falls below a

user-specified threshold, as should happen for messages of an unfamiliar type, the system
asks the user for confirmation of the action(s) selected by MPF. In addition, in cases where

MPF selects one action over another action that is nearly as appropriate, the system also

asks the user for confirmation: for example, mail should not be deleted if it is nearly as

appropriate to let the user see it.

It is possible to write appropriateness functions manually, but the time necessary and

lack ofuser expertise render this solution impractical. The automatic training of this system

is preferable, using the automatic user profiling system described above. Each received
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document is viewed as a target object whose profile includes such attributes as the entire
text ofthe document (represented as TF/IDF scores), document sender, date sent, document

length, date of last document received from this sender, key words, list of other addressees,
etc. It was disclosed above how to estimate an interest function on profiled target objects,
using relevance feedback together with measured similarities among target objects and

among users. In the con text of the e-mail filter, the task is to estimate several

appropriateness functions F, (*,*), one per action. This is handled with exactly the same

method as was used earlier to estimate the topical interest function Relevance

feedback in this case is provided by the user's observed actions over time: whenever user

U chooses action A on document D, either freely or by choosing or confirming an action

recommended by the system, this is taken to mean that the appropriateness of action A on

document D is high, particularly if the user takes this action A immediately after seeing
document D. A presumption of no appropriateness (corresponding to the earlier

presumption of no interest) is used so that action A is considered inappropriate on a

document unless the user or similar users have taken action A on this document or similar

documents. In particular, if no similar document has been seen, no action is considered

especially appropriate, and the e-mail filter asks the user to specify the appropriate action

or confirm that the action chosen by the e-mail filter is the appropriate one.

Thus, the e-mail filter learns to take particular actions on e-mail messages that have

certain attributes or combinations of attributes. For example, messages from John Doe that

originate in the (212) area code may prompt the system to forward a copy by fax

transmission to a given fax number, or to file the message in directory X on the user's client

processor. A variation allows active requests of this form from the us er, such as a request
that any message from John Doe be forwarded to a desired fax number until further notice.

This active user input requires the use of a natural language or form-based interface for

which specific commands are associated with particular attributes and combinations of

attributes.

Update Notification

A very important and novel characteristic of the architecture is the ability to identify
new or updated target objects that are relevant to the user, as determined by the user's search

profile set or target profile interest summary. ("Updated target objects" include revised

versions of documents and new models of purchasable goods.) The system may notify the

user of these relevant target objects by an electronic notification such as an e-mail message
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or facsimile transmission. In the variation where the system sends an e-mail message, the

user's e-mail filter can then respond appropriately to the notification, for instance, by
bringing the notification immediately to the user's personal attention, or by automatically
submitting an electronic request to purchase the target object named in the notification. A

simple example of the latter response is for the e-mail filter to retrieve an on-line document

at a nominal or zero charge, or request to buy a purchasable of limited quantity such as a

used product or an auctionable.

ACTIVE NAVIGATION (BROWSING)

Browsing by Navigating Through a Cluster Tree

A hierarchical cluster tree imposes a useful organization on a collection of target

objects. The tree is of direct use to a user who wishes to browse through all the target

objects in the tree. Such a user may be exploring the collection with or without a well-

specified goal. The tree's division of target objects into coherent clusters provides an

efficient method whereby the user can locate a target object of interest. The user first

chooses one ofthe highest level (largest) clusters from a menu, and is presented with a menu

listing the subclusters of said cluster, whereupon the user may select one of these

subclusters. The system locates the subcluster, via the appropriate pointer that was stored

with the larger cluster, and allows the user to select one of its subclusters from another

menu. This process is repeated until the user comes t 0 a leaf of the tree, which yields the

details of an actual target object. Hierarchical trees allow rapid selection of one target

object from a large set. In ten menu selections from menus of ten items (subclusters) each,

one can reach 10'° =10,000,000,000 (ten billion) items. In the preferred embodiment, the

user views the menus on a computer screen or terminal screen and selects from them with

a keyboard or mouse. However, the user may also make selections over the telephone, with

a voice synthesizer reading the menus and the user selecting subclusters via the telephone's
touch-tone keypad. In another variation, the user simultaneously maintains two connections

to the server, a telephone voice connection and a fax connection; the server sends successive

menus to the user by fax, while the user selects choices via the telephone’s touch-tone

keypad.
Just as user profiles commonly include an associative attribute indicating the user's

degree of interest in each target object, it is useful to augment user profiles with an

additional associative attribute indicating the user's degree of interest in each cluster in the

hierarchical cluster tree. This degree of interest may be estimated numerically as the
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number ofsubclusters or target objects the user has selected from menus associated with the

given cluster or its subclusters, expressed as a proportion of the total number of subclusters
or target objects the user has selected. This associative attribute is particularly valuable if

the hierarchical tree was built using "soft" or "fuzzy" clustering, which allows a subcluster

or target object to appear in multiple clusters: if a target document appears in both the

"sports" and the "humor" clusters, and the user selects it from a menu associated with the

"humor" cluster, then the system increases its association between the user and the "humor"

cluster but not its association between the user and the "sports" cluster.

Labeling Clusters

Since a user who is navigating the cluster tree is repeatedly expected to select one

of several subclusters from a menu, these subclusters must be usefully labeled (at step 503),
in such a way as to suggest their content to the human user. It is straightforward to include

some basic information about each subcluster in its label, such as the number of target
objects the subcluster contains (possibly just 1) and the number of these that have been

added or updated recently. However, it is also necessary to display additional information

that indicates the cluster's content. This content-descriptive information may be provided
by a human, particularly for large or frequently accessed clusters, but it may also be

generated automatically. The basic automatic technique is simply to display the cluster's

“characteristic value" for each of a few highly weighted attributes. With numeric attributes,
this may be taken to mean the cluster's average value for that attribute: thus, if the "year of

release" attribute is highly weighted in predicting which moviesa user will like, then it is

useful to display average year of release as part of each cluster's label. Thus the user sees

that one cluster consists of movies that were released around 1962, while another consists

of movies from around 1982. For short textual attributes, such as "title of movie" or "title

of document," the system can display the attribute's value for the cluster member (target
object) whose profile is most similar to the cluster's profile (the mean profile for all

members of the cluster), for example, the title of the most typical movie in the cluster. For

longer textual attributes, a useful technique is to select those terms for which the amount by
which the term's average TF/IDF score across members of the cluster exceeds the term's

average TF/IDF score across all tar get objects is greatest, either in absolute terms or else

as a fraction of the standard deviation of the term's TF/IDF score across all target objects.
The selected terms are replaced with their morphological stems, eliminating duplicates (so
that ifbot h "slept" and "sleeping" were selected, they would be replaced by the single term
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"sleep") and optionally eliminating close synonyms or collocates (so that ifboth "nurse" and

"medical" were selected, they might both be replaced by a single term such as "nurse,"

"medical," "medicine," or "hospital"). The resulting set of terms is displayed as part of the

label. Finally, if freely redistributable thumbnail photographs or other graphical images are

associated with some of the target objects in the cluster f or labeling purposes, then the

system can display as part of the label the image or images whose associated target objects
have target profiles most similar to the cluster profile.

Users' navigational patterns may provide some useful feedback as to the quality of

the labels. In particular, if users often select a particular cluster to explore, but then quickly
backtrack and try a different cluster, this may signal that the first cluster's label is

misleading. Insofar as other terms and attributes can pro vide "next-best" alternative labels

for the first cluster, such "next-best" labels can be automatically substituted for the

misleading label. In addition, any user can locally relabel a cluster for his or her own

convenience. Although a cluster label provided by a user is in general visible only to that

user, it is possible to make global use of these labels via a "user labels" textual attribute for

target objects, which attribute is defined for a given target object to be the concatenation of

all label s provided by any user for any cluster containing that target object. This attribute

influences similarity judgments: for example, it may induce the system to regard target
articles in a cluster often labeled "Sports News" by users as being mildly similar to articles

in an otherwise dissimilar cluster often labeled "International News" by users, precisely
because the "user labels" attribute in each cluster profile is strongly associated with the term

"News." The "user label" attribute is also used in the automatic generation of labels, just
as other textual attributes are, so that if the user-generated labels for a cluster often include

"Sports," the term "Sports" may be included in the automatically generated label as well.

It is not necessary for menus to be displayed as simple lists of labeled options; it is

possible to display or print a menu in a form that shows in more detail the relation of the

different menu options to each other. Thus, in a variation, the menu options are visually laid

out in two dimensions or in a perspective drawing of three dimensions. Each option is

displayed or printed as a textual or graphical label. The physical coordinates at which the

options are displayed or printed are generated by the following sequence of steps: (1)
construct for each option the cluster profile of the cluster it represents, (2) construct from

each cluster profile its decomposition into a numeric vector, as described above, (3) apply
singular value decomposition (SVD) to determine the set of two or three orthogonal linear
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axes along which these numeric vectors are most greatly differentiated, and (4) take the

coordinates of each option to be the projected coordinates of that option's numeric vector

along said axes. Step (3) may be varied to determineaset of, say, 6 axes, so that step (4)
lays out the options in a 6-dimensional space; in this case the user may view the geometric
projection of the 6-dimensional layout onto any plane passing through the origin, and may
rotate this viewing plane in order to see differing configurations of the options, which

emphasize similarity with respect to differing attributes in the profiles of the associated

clusters. In the visual representation, the sizes of the cluster labels can be varied according
to the number ofobjects contained in the corresponding clusters. In a further variation, all

options from the parent menu are displayed in some number of dimensions, as just
described, but with the option corresponding to the current menu replaced by a more

prominent subdisplay of the options on the current menu; optionally, the scale of this

composite display may be gradually increased over time, thereby increasing the area of the

screen devoted to showing the options on the current menu, and giving the visual impression
that the user is regarding the parent cluster and "zooming in" on the current cluster and its

subclusters.

Further Navigational
It should be appreciated that a hierarchical cluster-tree may be configured with

multiple cluster selections branching from each node or the same labeled clusters presented
in the form of single branches for multiple nodes ordered in a hierarchy. In one variation,
the user is able to perform lateral navigation between neighboring clusters as well, by
requesting that the system search for a cluster whose cluster profile resembles the cluster

profile of the currently selected cluster. If this type ofnavigation is performed at the level

of individual objects (leaf ends), then automatic hyperlinks may be then created as

navigation occurs. This is one way that nearest neighbor clustering navigation may be

performed. For example, in a domain where target objects are home pages on the World

Wide Web, a collection of such pages could be laterally linked to create a" virtual mall."

The simplest way to use the automatic menuing system described above is for the

user to begin browsing at the top of the tree and moving to more specific subclusters.

However, in a variation, the user optionally provides a query consisting of textual and/or

other attributes, from which query the system constructs a profile in the manner described

herein, optionally altering textual attributes as described herein before decomposing them

into numeric attributes. Query profiles are similar to the search profiles in a user's search
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profile set, except that their attributes are explicitly specified by a user, most often for

one-time usage, and unlike search profiles, they are not automatically updated to reflect

changing interests. A typical query in the domain of text articles might have "Tell me about

the relation between Galileo and the Medici family" as the value of its "text of article"

attribute, and 8 as the value of its "reading difficulty" attribute (that is, 8th-grade level). The

system uses the method of section "Searching for Target Objects" above to automatically
locate a small set of one or more clusters with profiles similar to the query profile, for

example, the articles they contain are written at roughly an 8th-grade level and tend to

mention Galileo and the Medicis. The user may start browsing at any of these clusters, and

can move from it to subclusters, superclusters, and other nearby clusters. For a user who

is looking for something in particular, it is generally less efficient to start at the largest
cluster and repeatedly select smaller subclusters than it is to write a brief description of what

one is looking for and then to move to nearby clusters if the objects initially recommended

are not precisely those desired.

Although it is customary in information retrieval systems to match a query to a

document, an interesting variation is possible where a query is matched to an already
answered question. The relevant domain is a customer service center, electronic newsgroup

, or Better Business Bureau where questions are frequently answered. Each new

question-answer pair is recorded for future reference as a target object, with a textual

attribute that specifies the question together with the answer provided. As explained earlier

with reference to document titles, the question should be weighted more heavily than the

answer when this textual attribute is decomposed into TF/IDF scores. A query specifying
"Tell me about the relation between Galileo and the Medici family" as t he value of this

attribute therefore locates a cluster of similar questions together with their answers. In a

variation, each question-answer pair may be profiled with two separate textual attributes,

one for the question and one for the answer. A query might then locate a cluster by
specifying only the question attribute, or for completeness, both the question attribute and

the (lower-weighted) answer attribute, to be the text "Tell me about the relation between

Galileo and the Medici family."
The filtering technology described earlier can also aid the user in navigating among

the target objects. When the system presents the user with a menu of subclusters of a cluster

C oftarget objects, it can simultaneously present an additional menu of the most interesting
target objects in cluster C, so that the user has the choice of accessing a subcluster or
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directly accessing one of the target objects. If this additional menu lists n target objects,
then for each I between 1 andn inclusive, in increasing ord er, the I" most prominent choice

on this additional menu, which choice is denoted Top(C,i), is found by considering all target
objects in cluster C that are further than a threshold distance t from all of Top(C,1),
Top(C,2), ... Top(C, I-1), and selecting the one in which the user's interest is estimated to

be highest. If the threshold distance t is 0, then the menu resulting from this procedure
simply displays the n most interesting objects in cluster C, but the threshold distance may
be increased to achieve more variety in the target objects displayed. Generally the threshold

distance t is chosen to be an affine function or other function of the cluster variance or

cluster diameter of the cluster C.

As a novelty feature, the user U can "masquerade" as another user V, such as a

prominent intellectual or a celebrity supermodel; as long as user U is masquerading as user

V, the filtering technology will recommend articles not according to user U's preferences,
but rather according to user V's preferences. Provided that user U has access to the

user-specific data ofuser V, for example because user V has leased these data to user U for

a financial consideration, then user U can masquerade as user V by instructing user U's

proxy server S to temporarily substitute user V's user profile and target profile interest

summary for user U's. Ina variation, user U has access to an average user profile and an

composite target profile interest summary for a groupG ofusers; by instructing proxy server

S to substitute these for user U's user-specific data, user U can masquerade asa typical
member of group G, as is useful in exploring group preferences for sociological, political,
or market research. More generally, user U may “partially masquerade" as another user V

or group G, by instructing proxy server S to temporarily replace user U's user-specific data

with a weighted average of user U's user-specific data and the user-specific data for user V

and group G.

Menu Organization
Although the topology of a hierarchical cluster tree is fixed by the techniques that

build the tree, the hierarchical menu presented to the user for the user's navigation need not

be exactly isomorphic to the cluster tree. The menu is typically a somewhat modified

version of the cluster tree, reorganized manually or automatically so that the clusters most

interesting to a user are easily accessible by the user. In order to automatically reorganize
the menu in a user-specific way, the system first attempts automatically to identify existing
clusters that are of interest to the user. The system may identify a cluster as interesting

-92-

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 169 of 302



10

15

20

25

30

WO 97/16796 PCT/US96/17981

because the user often accesses target objects in that cluster -- or, in a more sophisticated
variation, because the user is predicted to have high interest in the cluster's profile, using the

methods disclosed herein for estimating interest from relevance feedback.

Several techniques can then be used to make interesting clusters more easily
accessible. The system can at the user's request or at all times display a special list of the

most interesting clusters, or the most interesting subclusters of the current cluster, so that

the user can select one of these clusters based on its label and jump directly to it. In general,
when the system constructsa list of interesting clusters in this way, the I" most prominent
choice on the list, which choice is denoted Top(I), is found by considering all appropriate
clusters C that are further than a threshold distance t from all ofTop(1), Top(2), ... Top(I-1),
and selecting the one in which the user's interest is estimated to be highest. Here the

threshold distance t is optionally dependent on the computed cluster variance or cluster

diameter of the profiles in the latter cluster. Several techniques that reorganize the

hierarchical menu tree are also useful. First, menus can be reorganized so that the most

interesting subcluster choices appear earliest on the menu, or are visually marked as

interesting; for example, their labels are displayed in a special color or type face, or are

displayed together with a number or graphical image indicating the likely level of interest.

Second, interesting clusters can be moved to menus higher in the tree, i.e., closer to the root

of the tree, so that they are easier to access if the user starts browsing at the root of the tree.

Third, uninteresting clusters can be moved to menus lower in the tree, to make room for
interesting clusters that are being moved higher. Fourth, clusters with an especially low

interest score (representing active dislike) can simply be suppressed from the menus; thus,

auser with children may assign an extremely negative weight to the "vulgarity" attribute in

the determination of q, so that vulgar clusters and documents will not be available at all. As

the interesting clusters and the documents in them migrate toward the top of the tree, a

customized tree develops that can be more efficiently navigated by the particular user. If

menus are chosen so that each menu item is chosen with approximately equal probability,
then the expected number of choices the user has to make is minimized. If, for example, a

user frequently accessed target objects whose profiles resembled the cluster profile of cluster

(a, b, d) in Figure 8 then the menu in Figure 9 could be modified to show the structure

illustrated in Figure 10.

In the variation where the general techniques disclosed herein for estimating a user's

interest from relevance feedback are used to identify interesting clusters, it is possible for
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a user U to supply "temporary relevance feedback" to indicate a temporary interest that is

added to his or her usual interests. This is done by entering a query as described above, i.e.,
a set of textual and other attributes that closely match the user's interests of the moment .

This query becomes "active," and affects the system's determination of interest in either of

two ways. In one approach, an active query is treated as if it were any other target object,
and by virtue ofbeing a query, it is taken to have received relevance feedback that indicates

especially high interest. In an alternative approach, target objects X whose target profiles
are similar to an active query's profile are simply considered to have higher quality q(U, X),
in that q(U, X) is incremented by a term that increases with target object X's similarity to

the query profile. Either strategy affects the usual interest estimates: clusters that match user

U's usual interests (and have high quality q(*)) are still considered to be of interest, and

clusters w hose profiles are similar to an active query are adjudged to have especially high
interest. Clusters that are similar to both the query and the user's usual interests are most

interesting of all. The user may modify or deactivate an active query at any ti me while

browsing. In addition, ifthe user discovers a target object or cluster X of particular interest

while browsing, he or she may replace or augment the original (perhaps vague) query profile
with the target profile of target object or cluster X, t hereby amplifying or refining the

original query to indicate an particular interest in objects similar to X. For example,
suppose the user is browsing through documents, and specifies an initial query containing
the word "Lloyd's," so that the system predicts documents containing the word "Lloyd's" to

be more interesting and makes them more easily accessible, even to the point of listing such

documents or clusters of such documents, as described above. In particular, certain articles

about insurance containing the phrase "Lloyd's ofLondon" are made more easily accessible,
as are certain pieces of Welsh fiction containing phrases like "Lloyd's father." The user

browses while this query is active, and hits upon a useful article describing the relation of

Lloyd's of London to other British insurance houses; by replacing or augmenting the query
with the full text of this article, the user can turn the attention of the system to other

documents that resemble this article, such as documents about British insurance houses,
rather than Welsh folk tales.

In a system where queries are used, it is useful to include in the target profiles an

associative attribute that records the associations between a target object and whatever terms

are employed in queries used to find that target object. The association score of target
object X with a particular query termT is defined to be the mean relevance feedback on
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target object X, averaged over just those accesses of target object X that were made while

a query containing term T was active, multiplied by the negated logarithm of term T's global
frequency in all queries. The effect of this associative attribute is to increase the measured

similarity of two documents if they are good responses to queries that contain the same

terms. A further maneuver can be used to improve the accuracy of responses to a query: in

the summation used to determine the quality q(U, X) of a target object X, a term is included

that is proportional to the sum of association scores between target object X and each term

in the active query, if any, so that target objects that are closely associated with terms in an

active query are determined to have higher quality and therefore higher interest for the user.

To complement the system's automatic reorganization of the hierarchical cluster tree, the

user can be given the ability to reorganize the tree manually, as he or she sees fit. Any
changes are optionally saved on the user's local storage device so that they will affect the

presentation of the tree in future sessions. For example, the user can choose to move or

copy menu options to other menus, so that useful clusters can thereafter be chosen directly
from the root menu of the tree or from other easily accessed or topically appropriate menus.

In an other example, the user can select clusters C,, ¢, ... C, listed on a particular menu M

and choose to remove these clusters from the menu, replacing them on the menu with a

single aggregate cluster M' containing all the target objects from clusters C,, ...C,. In

this case, the immediate subclusters of new cluster M' are either taken to be clusters C,, ¢,

. C, themselves, or else, in a variation similar to the "scatter-gather" method, are

automatically computed by clustering the set of all the subclusters of clusters C,, C, , ... Cy
according to the similarity of the cluster profiles of these subclusters.

Electronic Mall

In one application, the browsing techniques described above may be applied to a

domain where the target objects are purchasable goods. When shoppers look for goods to

purchase over the Internet or other electronic media, it is typically necessary to display
thousands or tens of thousands of products in a fashion that helps consumers find the items

they are looking for. The current practice is to use hand-crafted menus and sub-menus in

which similar items are grouped together. It is possible to use the automated clustering and

browsing methods described above to more effectively group and present the items.

Purchasable items can be hierarchically clustered using a plurality of different criteria.

Useful attributes for a purchasable item include but are not limited to a textual description
and predefined category labels (if available), the unit price of the item, and an associative
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attribute listing the users who have bought this item in the past. Also useful is an

associative attribute indicating which other items are often bought on the same shopping
"trip" as this item; items that are often bought on the same trip will be judged similar with

respect to this attribute, so tend to be grouped together. Retailers may be interested in

utilizing a similar technique for purposes of predicting both the nature and relative quantity
of items which are likely to be popular to their particular clientele. This prediction may be

made by using aggregate purchasing records as the search profile set from which a

collection of target objects is recommended. Estimated customer demand which is

indicative of (relative) inventory quantity for each target object item is determined by
measuring the cluster variance of that item compared to another target object item (which
is in stock).

As described above, hierarchically clustering the purchasable target objects results

in a hierarchical menu system, in which the target objects or clusters of target objects that

appear on each menu can be labeled by names or icons and displayed in a two -dimensional

or three-dimensional menu in which similar items are displayed physically near each other

or on the same graphically represented "shelf." As described above, this grouping occurs

both at the level ofspecific items (such as standard size Ivory soap or large Breck shampoo)
and at the level of classes of items (such as soaps and shampoos). When the user selects a

class of items (for instance, by clicking on it), then the more specific level of detail is

displayed. It is neither necessary nor desirable to limit each item to appearing in one group;
customers are more likely to find an object if it is in multiple categories. Non-purchasable
objects such as artwork, advertisements, and free samples may also be added to a display
ofpurchasable objects, if they are associated with (liked by) substantially the same users as

are the purchasable objects in the display.
Network Context of the Browsing System

The files associated with target objects are typically distributed across a large
number of different servers S1-So and clients Each file has been entered into the

data storage medium at some server or client in any one of a number of ways, including, but

not limited to: scanning, keyboard input, e-mail, FTP transmission. automatic synthesis from

another file under the control of another computer program. While a system to enable

users to efficiently locate target objects may store its hierarchical cluster tree on a single
centralized machine, greater efficiency can be achieved if the storage of the hierarchical

cluster tree is distributed across many machines in the network. Each cluster C, including
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single-member clusters (target objects), is digitally represented bya file F, which is

multicast to a topical multicast tree MT(C1); here cluster C1 is either cluster C itself or

some supercluster of cluster C. In this way, file F is stored at multiple servers, for

redundancy. The file F that represents cluster C contains at least the following data:

1. The cluster profile for cluster C, or data sufficient to reconstruct this cluster profile. 2.

The number of target objects contained in cluster C. 3. A human-readable label for cluster

C, as described in section "Labeling Clusters" above. 4. If the cluster is divided into

subclusters, a list ofpointers to files representing the subclusters. Each pointer is an ordered

pair containing naming, first, a file, and second, a multicast tree or a specific server where
that file is stored. 5. If the cluster consists of a single target object, a pointer to the file

corresponding to that target object.
The process by which a client machine can retrieve the file F from the multicast tree

MT(C1) is described above in section "Retrieving Files from a Multicast Tree." Once it has

retrieved file F, the client can perform further tasks pertaining to this cluster, such as

displaying a labeled menu of subclusters, from which the user may select subclusters for the

client to retrieve next.

The advantage of this distributed implementation is threefold. First, the system can

be scaled to larger cluster sizes and numbers of target objects, since much more searching
and data retrieval can be carried out concurrently. Second, the system is fault-tolerant in that

partial matching can be achieved even if portions of the system are temporarily unavailable.

It is important to note here the robustness due to redundancy inherent in our design - data

is replicated at tree sites so that even if a server is down, the data can be located elsewhere.

The distributed hierarchical cluster tree can be created in a distributed fashion, that

is, with the participation of many processors. Indeed, in most applications it should be

recreated from time to time, because as users interact with target objects, the associative

attributes in the target profiles of the target objects change to reflect these interactions, the

system's similarity measurements can therefore take these interactions into account when

judging similarity, which allows a more perspicuous cluster tree to be built The key

technique is the following procedure for merging n disjoint cluster trees, represented
respectively by files F1...Fn in distributed fashion as described above, into a combined

cluster tree that contains all the target objects from all these trees. The files F1...Fn are

described above, except that the cluster labels are not included in the representation. The

following steps are executed by a server S1, in response to a request message from another
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server SO, which request message includes pointers to the files F1...Fn. 1. Retrieve files

2. Let L and be empty lists. 3. For each file Fi from among F1...Fn: 4.Iffile
Fi contains pointers to subcluster files, add these pointers to list L. 5.Iffile Fi represents
a single target object, add a pointer to file Fi to list L. 6. For each pointer X on list L,
retrieve the file that pointer P points to and extract the cluster profile P(X) that this file

stores. 7. Apply a clustering algorithm to group the pointers X on list L according to the

distances between their respective cluster profiles P(X). 8. For each (nonempty) resulting
groupC of pointers: 9. If C contains only one pointer, add this pointer to list M; 10.

otherwise, ifC contains exactly the same subcluster pointers as does one of the files Fi from

among F1...Fn, then add a pointer to file Fi to list M; 11. otherwise: 12. Select an

arbitrary server S2 on the network, for example by randomly selecting one of the pointers
in group C and choosing the server it points to. 13. Send a request message to server S2 that

includes the subcluster pointers in group C and requests server S2 to merge the

corresponding subcluster trees. 14. Receive a response from server S2, containing a pointer
to a file G that represents the merged tree. Add this pointer to list M. 15. For each file Fi

from among F1...Fn: 16.Iflist M does not includea pointer to file Fi, send a message to the

server or servers storing Fi instructing them to delete file Fi. 17. Create and store a file F

that represents a new cluster, whose subcluster pointers are exactly the subcluster pointers
on list M. 18. Send a reply message to server SO, which reply message contains a pointer
to file F and indicates that file F represents the merged cluster tree.

With the help of the above procedure, and the multicast tree MT full that includes

all proxy servers in the network, the distributed hierarchical cluster tree for a particular
domain of target objects is constructed by merging many local hierarchical cluster trees, as

follows. 1. One server S (preferably one with good connectivity) is elected from the tree.

2. Server S sends itself a global request message that causes each proxy server in uy
(that is., each proxy server in the network) to ask its clients for files for the cluster tree. 3.

The clients of each proxy server transmit to the proxy server any files that they maintain,
which files represent target objects from the appropriate domain that should be added to the

cluster tree. 4. Server S forms a request R1 that, upon receipt, will cause the recipient
server $1 to take the following actions: (a) Build a hierarchical cluster tree of all the files

stored on server that are maintained by users in the user base of S1. These files

correspond to target objects from the appropriate domain. This cluster tree is typically
stored entirely on S1, but may in principle be stored in a distributed fashion.
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(b) Wait until all servers to which the server S1 has propagated request R have sent the

recipient reply messages containing pointers to cluster trees. (c) Merge together the cluster
tree created in step 5(a) and the cluster trees supplied in step 5(b), by sending any server

(such as S1 itself) a message requesting such a merge, as described above. (d) Upon
receiving a reply to the message sent in (c), which reply includes a pointer to a file

representing the merged cluster tree, forward this reply to the sender of request R1, unless
this is S1 itself. 5. Server S sends itself a global request message that causes all servers in

to act on embedded request R1. 6. Server S receives a reply to the message it sent

in 5(c). This reply includes a pointer toa file F that represents the completed hierarchical

cluster tree. Server S multicasts file F to all proxy servers in Once the hierarchical

cluster tree has been created as above, server S can send additional messages through the

cluster tree, to arrange that multicast trees MT(C) are created for sufficiently large clusters

C, and that each file F is multicast to the tree MT(C), where C is the smallest cluster

containing file F.

MATCHING USERS FOR VIRTUAL COMMUNITIES

Virtual Communities

Computer users frequently join other users for discussions on computer bulletin
boards, newsgroups, mailing lists, and real-time chat sessions over the computer network,

which may be typed (as with Internet Relay Chat (IRC)), spoken (as with Internet phone),
or videoconferenced. These forums are herein termed "virtual communities." In current

practice, each virtual community has a specified topic, and users discover communities of

interest by word of mouth or by examining a long list of communities (typically hundreds

or thousands). The users then must decide for themselves which of thousands of messages

they find interesting from among those posted to the selected virtual communities, that is,

made publicly available to members of those communities. If they desire, they may also

write additional messages and post them to the virtual communities of their choice. The

existence of thousands of Internet bulletin boards (also termed newsgroups) and countless

more Internet mailing lists and private bulletin board services (BBS's) demonstrates the very

strong interest among members of the electronic community in forums for the discussion of

ideas about almost any subject imaginable. Presently, virtual community creation proceeds
in a haphazard form, usually instigated by a single individual who decides that a topic is

worthy of discussion. There are protocols on the Internet for voting to determine whether
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a newsgroup should be created, but there is a large hierarchy of newsgroups (which begin
with the prefix “alt.") that do not follow this protocol.

The system for customized electronic identification of desirable objects described

herein can ofcourse function as a browser for bulletin boards, where target objects are taken

to be bulletin boards, or subtopics of bulletin boards, and each target profile is the cluster

profile for a cluster of documents posted on some bulletin board. Thus, a user can locate

bulletin boards of interest by all the navigational techniques described above, including
browsing and querying. However, this method only serves to locate existing virtual

communities. Because people have varied and varying complex interests, it is desirable to

automatically locate groups of people with common interests in order to form virtual

communities. The Virtual Community Service (VCS) described below is a network-based

agent that seeks out users of a network with common interests, dynamically creates bulletin

boards or electronic mailing lists for those users, and introduces them to each other

electronically via e-mail. It is useful to note that once virtual communities have been

created by VCS, the other browsing and filtering technologies described above can

subsequently be used to help a user locate particular virtual communities (whether

pre-existing or automatically generated by VCS); similarly, since the messages sent to a

given virtual community may vary in interest and urgency for a user who has joined that

community, these browsing and filtering technologies (such as the e-mail filter) can also be

used to alert the user to urgent messages and to screen out uninteresting ones.

The functions of the Virtual Community Service are general functions that could be

implemented on any network ranging from an office network in a small company to the

World Wide Web or the Internet. The four main steps in the procedure are: 1. Scan

postings to existing virtual communities. 2. Identify groups of users with common

interests. 3. Match users with virtual communities, creating new virtual communities when

necessary. 4. Continue to enroll additional users in the existing virtual communities.

More generally, users may post messages to virtual communities pseudonymously,
even employing different pseudonyms for different virtual communities. (Posts not

employing a pseudonymous mix path may, as usual, be considered to be posts employing
a non-secure pseudonym, namely the user's true network address.) Therefore, the above

steps may be expressed more generally as follows 1. Scan pseudonymous postings to

existing virtual communities. 2. Identify groups of pseudonyms whose associated users

have common interests. 3. Match pseudonymous users with virtual communities,
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creating new virtual communities when necessary. 4. Continue to enroll additional

pseudonymous users in the existing virtual communities.

Each of these steps can be carried out as described below.

Scanning
Using the technology described above, Virtual Community Service constantly scans

all the messages posted to all the newsgroups and electronic mailing lists on a given
network, and constructs a target profile for each message found. The network can be the

Internet, or a set ofbulletin boards maintained by America Online, Prodigy, or CompuServe,
or a smaller set of bulletin boards that might be local to a single organization, for example
a large company, a law firm, or a university. The scanning activity need not be confined to

bulletin boards and mailing lists that were created by Virtual Community Service, but may

also be used to scan the activity of communities that predate Virtual Community Service or

are otherwise created by means outside the Virtual Community Service system, provided
that these communities are public or otherwise grant their permission.

The target profile ofeach message includes textual attributes specifying the title and

body text of the message. In the case of a spoken rather than written message, the latter

attribute may b e computed from the acoustic speech data by using a speech recognition
system. The target profile also includes an associative attribute listing the author(s) and

designated recipient(s) of the message, where the recipients may be individuals and/or entire
virtual communities; if this attribute is highly weighted, then the system tends to regard
messages among the same set of people as being similar or related, even if the topical
similarity of the messages is not clear from their content, as may happen when some of the

messages are very short. Other important attributes include the fraction of the message that

consists of quoted material from previous messages, as well as attributes that are generally
useful in characterizing documents, such as the message's date, length, and reading level.

Virtual Community Identification

Next, Virtual Community Service attempts to identify groups of pseudonymous users

with common interests. These groups, herein termed "pre-communities," are represented
as sets of pseudonyms. Whenever Virtual Community Service identifies a pre-community,
it will subsequently attempt to put the users in said pre-community in contact with each

other, as described below. Each pre-community is said to be "determined" by a cluster of

messages, pseudonymous users, search profiles, or target objects.
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In the usual method for determining pre-communities, Virtual Community Service

clusters the messages that were scanned and profiled in the above step, based on the

similarity of those messages ' computed target profiles, thus automatically finding threads

of discussion that show common interests among the users. Naturally, discussions in a

single virtual community tend to show common interests; however, this method uses all the

texts from every available virtual community, including bulletin boards and electronic

mailing lists. Indeed, a user who wishes to initiate or join a discussion on some topic may
send a "feeler message" on that topic to a special mailing list designated for feeler mess

ages; as a consequence of the scanning procedure described above, the feeler message is

automatically grouped with any similarly profiled messages that have been sent to this

special mailing list, to topical mailing lists, or to topical bulletin boards. The clustering step
employs "soft clustering," in which a message may belong to multiple clusters and hence

to multiple virtual communities. Each cluster of messages that is found by Virtual

Community Service and that is of sufficient size (for example, 10 -20 different messages)
determines a pre-community whose members are the pseudonymous authors and recipients
of the messages in the cluster. More precisely, the pre-community consists of the various

pseudonyms under which the messages in the cluster were sent and received.

Alternative methods for determining a pre-community, which do not require the

scanning step above, include the following: 1. Pre-communities can be generated by
grouping together users who have similar interests of any sort, not merely Individuals who

have already written or received messages about similar topics. If the user profile associated

with each pseudonym indicates the user's interests, for example through an associative

attribute that indicates the documents or Web sites a user likes, then pseudonyms can be

clustered based on the similarity of their associated user profiles, and each of the resulting
clusters of pseudonyms determines a pre-community comprising the pseudonyms in the

cluster. 2. If each pseudonym has an associated search profile set formed through
participation in the news clipping service described above, then all search profiles of all

pseudonymous users can be clustered based on their similarity, and each cluster of search

profiles determines a pre-community whose members are the pseudonyms from whose

search profile sets the search profiles in the cluster are drawn. Such groups of people have

been reading about the same topic (or, more generally, accessing similar target objects) and

so presumably share an interest. 3. If users participate in a news clipping service or any
other filtering or browsing system for target objects, then an individual user can
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pseudonymously request the formation of a virtual community to discuss a particular cluster

of one or more target objects known to that system. This cluster of target objects

determines a pre-community consisting of the pseudonyms of users determined to be most

interested in that cluster (for example, users who have search profiles similar to the cluster

pro file), together with the pseudonym of the user who requested formation of the virtual

community.
Matching Users with Communities

Once Virtual Community Service identifies a cluster C of messages, users, search

profiles, or target objects that determines a pre-community M, it attempts to arrange for the

members of this pre-community to have the chance to participate in a common virtual

community V. In many cases, an existing virtual community V may suit the needs of the

pre-community M. Virtual Community Service first attempts to find such an existing
community V. In the case where clusterC is a cluster of messages, V may be chosen to be

any existing virtual community such that the cluster profile of cluster C is within a threshold

distance of the mean profile of the set of messages recently posted to virtual community V;

in the case where clusterC is a cluster of users, V may be chosen to be any existing virtual

community such that the cluster profile of cluster C is within a threshold distance of the

mean user profile of the active members of virtual community V; in the case where the

cluster C is a cluster of search profiles, V may be chosen to be any existing virtual

community such that the cluster profile of cluster C is within a threshold distance of the

cluster profile of the largest cluster resulting from clustering all the search profiles of active

members of virtual community V; and in the case where the cluster C is a cluster of one or

more target objects chosen from a separate browsing or filtering system, V may be chosen

to be any existing virtual community initiated in the same way from a cluster whose cluster

profile in that other system is within a threshold distance of the cluster profile of cluster C.

The threshold distance used in each case is optionally dependent on the cluster variance or

cluster diameter of the profile sets whose means are being compared.
If no existing virtual community V meets these conditions and is also willing to

accept all the users in pre-community M as new members, then Virtual Community Service

attempts to create a new virtual community V. Regardless of whether virtual community
V is an existing community or a newly created community, Virtual Community Service

sends an e-mail message to each pseudonym P in pre-community M whose associated user

U does not already belong to virtual community V (under pseudonym P) and has not
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previously turned down a request to join virtual community V. The e-mail message informs
user U of the existence of virtual community V , and provides instructions which user U

may follow in order to join virtual community V if desired: these instructions vary
depending on whether virtual communityV is an existing community or a new community.
The message includes a credential, granted to pseudonym P, which credential must be

presented by user U upon joining the virtual community V, as proof that user U was actually
invited to join. Ifuser U wishes to join virtual community V undera different pseudonym
Q, user U may first transfer the credential from pseudonym P to pseudonym Q, as described
above. The e-mail message further provides an indication of the common interests of the

community, for example by includinga list of titles of messages recently sent to the

community, or a charter or introductory message provided by the community (if available),
or a label generated by the methods described above that identifies the content of the cluster

of messages, user profiles, search profiles, or target objects that was used to identify the

pre-community M.

IfVirtual Community Service must create a new community V, several methods are

available for enabling the members of the new community to communicate with each other.

If the pre-community M is large, for example containing more than 50 users, then Virtual

Community Service typically establishes either a multicast tree, as described below, or a

widely-distributed bulletin board, assigning a name to the new bulletin board. If the

pre-community M has fewer members, for example 2-50, Virtual Community Service

typically establishes either a multicast tree, as described below, or an e-mail mailing list.

If the new virtual community V was determined by a cluster of messages, then Virtual

Community Service kicks off the discussion by distributing these messages to all members

ofvirtual community V. In addition to bulletin boards and mailing lists, alternative fora that

can be created and in which virtual communities can gather include real-time typed or

spoken conversations (or engagement or distributed multi-user applications including video

games) over the computer network and physical meetings, any of which can be scheduled

by a partly automated process wherein Virtual Community Service requests meeting time

preferences from all members of the pre-community M and then notifies these individuals

of an appropriate meeting time.

Continued Enroliment

Even after creation of a new virtual community, Virtual Community Service

continues to scan other virtual communities for new messages whose target profiles are

-104-

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 181 of 302



10

15

20

25

30

WO 97/16796 PCT/US96/17981

similar to the community's cluster profile (average message profile). Copies of any such

messages are sent to the new virtual community, and the pseudonymous authors of these

messages, as well as users who show high interest in reading such messages, are informed
by Virtual Community Service (as for pre-community members, above) that they may want

to join the community. Each such user can then decide whether or not to join the

community. In the case of Internet Relay Chat (IRC), if the target profile of messages in a

real time dialog are (or become) similar to that of a user, VCS may also send an urgent e-

mail message to such user whereby the user may be automatically notified as soon as the

dialog appears, if desired.

With these facilities, Virtual Community Service provides automatic creation of new

virtual communities in any local or wide- area network, as well as maintenance of all virtual

communities on the network, including those not created by Virtual Community Service.

The core technology underlying Virtual Community Service is creating a search and

clustering mechanism that can find articles that are “similar" in that the users share

interests. This is precisely what was described above. One must be sure that Virtual

Community Service does not bombard users with notices about communities in which they
have no real interest. On a very small network a human could be "in the loop", scanning
proposed virtual communities and perhaps even giving them names. But on larger networks
Virtual Community Service has to run in fully automatic mode, since it is likely to find a

large number of virtual communities.

Delivering Messages to a Virtual Community
Once a virtual community has been identified, it is straightforward for Virtual

Community Service to establish a mailing list so that any member of the virtual community
may distribute e-mail to all other members. Another method of distribution is to use a

conventional network bulletin board or newsgroup to distribute the messages to all servers

in the network, where they can be accessed by any member of the virtual community.
However, these simple methods do not take into account cost and performance advantages
which accrue from optimizing the construction of a multicast tree to carry messages to the

virtual community. Unlike a newsgroup, a multicast tree distributes messages to only a

selected set of servers, and unlike an e-mail mailing list, it does so efficiently.
A separate multicast tree MT(V) is maintained for each virtual community V, by use

of the following four procedures. 1. To construct or reconstruct this multicast tree, the core

servers for virtual community V are taken to be those proxy servers that serve at least one
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pseudonymous member of virtual community V. Then the multicast tree MT(V) is

established via steps 4 -6 in the section "Multicast Tree Construction Procedure" above. 2.

Whena new user joins virtual community V, which is an existing virtual community, the

user sends a message to the user's proxy server S. Ifuser's proxy server S is not already a

core server for V, then it is designated as a core server and is added_ to the multicast tree

MT(V), as follows. Ifmore than k servers have been added since the last time the multicast

tree MT(V) was rebuilt, where k is a function of the number of core servers already in the

tree, then the entire tree is simply rebuilt via steps 4-6 in the section "Multicast Tree

Construction Procedure" above. Otherwise, server S retrieves its locally stored list of

nearby core servers for V, and chooses a server S1. Server S sends a control message to S1,
indicating that it would like to be added to the multicast tree MT(V). Upon receipt of this

message, server S1 retrieves its locally stored subtree G1 ofMT(V), and forms a new graph
G from G1 by removing all degree-1 vertices other than S1 itself. Server S1 transmits graph
Gto server S, which stores it as its locally stored subtree ofMT(V). Finally, server S sends

a message to itself and to all servers that are vertices of graph G, instructing these servers

to modify their locally stored subtrees ofMT(V) by addingS as a vertex and adding an edge
between S1 and S. 3. Whena user at a client q wishes to send a message F to virtual

community V, client q embeds message F in a request R instructing the recipient to store

message F locally, for a limited time, for access by members of virtual community V.

Request R includes a credential proving that the user is a member of virtual community V

or is otherwise entitled to post messages to virtual community V (for example is not “black

marked” by that or other virtual community members). Client q then broadcasts request R

to all core servers in the multicast tree MT(V), by means of a global request message
transmitted to the user's proxy server as described above. The core servers satisfy request
R, provided that they can verify the included credential. 4. In order to retrieve a particular
message sent to virtual community V, a user U at client q initiates the steps described in

section "Retrieving Files from a Multicast Tree," above. Ifuser U does not want to retrieve

a particular message, but rather wants to retrieve all new messages sent to virtual

community V, then user U pseudonymously instructs its proxy server (which is a core server

for V) to send it all messages that were multicast to MT(V) after a certain date. In either

case, user U must provide a credential proving user U to be a member ofvirtual community
V, or otherwise entitled to access messages on virtual community V.
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SUMMARY

A method has been presented for automatically selecting articles of interest to a user.

The method generates sets of search profiles for the users based on such attributes as the

relative frequency of occurrence of words in the articles read by the users, and uses these

search profiles to efficiently identify future articles of interest. The methods is characterized

by passive monitoring (users do not need to explicitly rate the articles), multiple search

profiles per user (reflecting interest in multiple topics) and use of elements of the search
profiles which are automatically determined from the data (notably, the TF/IDF measure

based on word frequencies and descriptions of purchasable items). A method has also been

presented for automatically generating menus to allow users to locate and retrieve articles

on topics of interest. This method clusters articles based on their similarity, as measured by
the relative frequency of word occurrences. Clusters are labeled either with article titles or

with key words extracted from the article. The method can be applied to large sets of

articles distributed over many machines.

It has been further shown how to extend the above methods from articles to any class

of target objects for which profiles can be generated, including news articles, reference or

work articles, electronic mail, product or service descriptions, people (based on the articles

they read, demographic data, or the products they buy), and electronic bulletin boards (based

on the articles posted to them). A particular consequence ofbeing able to group people by
their interests is that one can form virtual communities of people of common interest, who

can then correspond with one another via electronic mail.
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WE CLAIM:

1. A method for providing a user with access to selected ones of a

plurality of target objects and sets of target object characteristics that are accessible

via an electronic storage media, where said users are connected via user terminals

and data communication connections to a target server system which includes said

electronic storage media, said method comprising the steps of:

automatically generating target profiles for target objects and sets of target
object characteristics stored in said electronic storage media, each of said target
profiles being generated from the contents of an associated one of said target objects
and sets of target object characteristics;

automatically generating at least one user target profile interest summary for

a user at a user terminal, each said user target profile interest summary being
generated from ones of said target objects and sets of target object characteristics

accessed by said user; and

enabling access to said plurality of target objects and sets of target object
characteristics stored on said electronic storage media by users via said target
profiles.

2. The method of claim 1 wherein said step of enabling access comprises:
correlating said user target profile interest summaries, generated for an

identified user, with said generated target profiles to identify ones of said plurality
of target objects and sets of target object characteristics stored on said electronic

storage media that are likely to be of interest to said identified user.

3. The method of claim 2 wherein said step of enabling access further

comprises: transmitting a list, that identifies at least one of said identified ones of

said plurality of target objects and sets of target object characteristics, to said

identified user; and

providing access to a selected one of said plurality of target objects and sets

of target object characteristics stored on said electronic storage media in response
to said identified user selecting an item from said list.
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4. The method of claim 3 wherein said step of providing access

comprises:
transmitting data, in response to said identified user activating a one of said

user terminals to identify said selected item on said list, indicative of said identified

user’s selection of said selected item from said one user terminal to said target
server via a one of said data communication connections.

5. The method of claim 4 wherein said step of providing access further

comprises:
retrieving, in response to receipt of said data from said one user terminal, a

target object identified by said selected item from said electronic storage media; and

transmitting said retrieved target object to said one user terminal for display
thereon to said identified user.

6. The method of claim 2 wherein said step of enabling access further

comprises: transmitting at least one of said identified ones of said plurality of

target objects and sets of target object characteristics, to said identified user in

advance of said user requesting said at least one of said identified ones of said

plurality of target objects and sets of target object characteristics.

7. The method of claim 2 wherein said step of enabling access further

comprises: transmittinga list, that identifies at least one of said identified ones of

said plurality of target objects and sets of target object characteristics, to said

identified user; and

transmitting said identified ones of said plurality of target objects and sets of

target object characteristics stored on said electronic storage media from said target
server system to a designated server located closer via said electronic

communications connections to said user terminal than said target server system.

8. The method of claim 7 wherein said step of providing access

comprises:
transmitting data, in response to said identified user activating a one of said

user terminals to identify said selected item on said list, indicative of said identified
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5 __user’s selection of said selected item from said one user terminal to said designated
server via a one of said data communication connections.

9. The method of claim 8 wherein said step of providing access further

comprises:
retrieving, in response to receipt of said data from said one user terminal, a

target object identified by said selected item from said designated server; and
5 transmitting said retrieved target object to said one user terminal for display

thereon to said identified user.

10. The method of claim 1 wherein said target object is a document having
at least one page, said step of enabling access comprises:

automatically generating a user target profile interest summary for an

identified user that is indicative of target objects and sets of target object
characteristics retrieved by said identified user as well as the number of pages of said

retrieved documents accessed by said identified user.

11. The method of claim 10 wherein said automatically generated user

target profile interest summaries are also indicative of a length of time said

identified user accessed said retrieved target objects and sets of target object
characteristics.

12. The method of claim 1 wherein said step of automatically generating
target profiles comprises:

automatically generating a hierarchical menu that directs said users to at

least a subset of said plurality of target objects and sets of target object
5 characteristics stored on said electronic media, comprising:

sorting all target objects and sets of target object characteristics in said

subset into a plurality of clusters of target objects and sets of target object
characteristics based on an empirical measure of similarity of content of said

target objects and sets of target object characteristics, and

10 generating a hierarchical menu that identifies a content in common of

target objects and sets of target object characteristics sorted into each of said
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plurality of clusters, to enable said identified user to identify ones of said

plurality of target objects and sets of target object characteristics stored on

said electronic storage media that are likely to be of interest to said identified

uSer.

13. The method of claim 12 wherein said step of automatically generating
a hierarchical menu further comprises:

ascribing a cluster profile to each of said plurality of clusters.

14. The method of claim 12 wherein said step of sorting comprises:
dividing said plurality of target objects and sets of target object characteristics

into at least two clusters based upon said empirical measure of similarity of content

of said target objects and sets of target object characteristics,

subdividing each of said at least two clusters into at least two subclusters

based upon said empirical measure of similarity of content of said target objects and

sets of target object characteristics, and

repeating said step of subdividing to produce a multi-level hierarchy of

identified clusters.

15. The method of claim 14 wherein said step of generating a hierarchical

menu comprises:
ascribing a cluster profile to each cluster produced by all steps of dividing and

subdividing in said step of sorting.

16. | The method of claim 15 wherein said step of ascribing comprises:
identifying at least one term in said generated target profiles produced for

ones of said plurality of target objects and sets of target object characteristics sorted

into a cluster that is indicative of the target content of said ones of said plurality of

target objects and sets of target object characteristics sorted into said cluster.

17. The method of claim 15 wherein said step of ascribing comprises:
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selecting at least one target object of said ones of said plurality of target
objects and sets of target object characteristics sorted into said cluster that are

closest to the center of the cluster, and

ascribing a cluster profile that is indicative of the target content of said ones

of said plurality of target objects and sets of target object characteristics sorted into

said cluster, said cluster profile comprising elements of at least one of: a title of said

selected at least one target object and sets of target object characteristics, and a set

of words contained in the target profile of said selected at least one target object
cluster which have the highest relative frequency.

18. Apparatus for providing a user with access to selected ones of a

plurality of target objects and sets of target object characteristics that are accessible

via an electronic storage media, where said users are connected via user terminals

and data communication connections to a target server system which includes said

electronic storage media, comprising:
means for automatically generating target profiles for target objects and sets

of target object characteristics stored in said electronic storage media, each of said

target profiles being generated from the contents of an associated one of said target
objects and sets of target object characteristics;

means for automatically generating at least one user target profile interest

summary for a user at a user terminal, each said user target profile interest summary

being generated from ones of said target objects and sets of target object
characteristics accessed by said user; and

means for enabling access to said plurality of target objects and sets of target
object characteristics stored on said electronic storage media by users via said target
profiles.

19. The apparatus of claim 18 wherein said means for enabling access

comprises:
means for correlating a user target profile interest summary, generated for an

identified user, with said generated target profiles to identify ones of said plurality
of target objects and sets of target object characteristics stored on said electronic

storage media that are likely to be of interest to said identified user.
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20. The apparatus of claim 19 wherein said means for enabling access

further comprises:
means for transmitting a list, that identifies at least one of said identified ones

of said plurality of target objects and sets of target object characteristics, to said

identified user; and

means for providing access to a selected one of said plurality of target objects
and sets of target object characteristics stored on said electronic storage media in

response to said identified user selecting an item from said list.

21. The apparatus of claim 20 wherein said means for providing access

comprises:
means for transmitting data, in response to said identified user activating a

one of said user terminals to identify said selected item on said list, indicative of said

identified user’s selection of said selected item from said one user terminal to said

target server via a one of said data communication connections.

22. The apparatus of claim 21 wherein said means for providing access

further comprises:
means for retrieving, in response to receipt of said data from said one user

terminal, a target object identified by said selected item from said electronic storage
media; and

means for transmitting said retrieved target object to said one user terminal

for display thereon to said identified user.

23. The apparatus of claim 19 wherein said means for enabling access

further comprises:
means for transmitting at least one of said identified ones of said plurality of

target objects and sets of target object characteristics, to said identified user in

advance of said user requesting said at least one of said identified ones of said

plurality of target objects and sets of target object characteristics.
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24. The apparatus of claim 19 wherein said means for enabling access

further comprises:
means for transmitting a list, that identifies at least one of said identified ones

of said plurality of target objects and sets of target object characteristics, to said

identified user; and

means for transmitting said identified ones of said plurality of target objects
and sets of target object characteristics stored on said electronic storage media from

said target server system to a designated server located closer via said electronic

communications connections to said user terminal than said target server system.

25. The apparatus of claim 24 wherein said means for providing access

comprises:
means for transmitting data, in response to said identified user activating a

one of said user terminals to identify said selected item on said list, indicative of said

identified user’s selection of said selected item from said one user terminal to said

designated server via a one of said data communication connections.

26. The apparatus of claim 25 wherein said means for providing access

further comprises:
means for retrieving, in response to receipt of said data from said one user

terminal, a target object identified by said selected item from said designated server;

and

means for transmitting said retrieved target object to said one user terminal

for display thereon to said identified user.

27. The apparatus of claim 20 wherein said target object is a document

having at least one page, said means for enabling access comprises:
means for automatically generating a user target profile interest summary for

an identified user that is indicative of target objects and sets of target object
characteristics retrieved by said identified user as well as the number of pages of said

retrieved documents accessed by said identified user.
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28. The apparatus of claim 27 wherein said automatically generated user

target profile interest summary is also indicative of a length of time said identified
user accessed said retrieved target objects and sets of target object characteristics.

29. The apparatus of claim 22 wherein said means for automatically
generating target profiles comprises:

means for automatically generating a hierarchical menu that directs said

users to at least a subset of said plurality of target objects and sets of target object
characteristics stored on said electronic media, comprising:

means for sorting all target objects and sets of target object
characteristics in said subset into a plurality of clusters of target objects and

sets of target object characteristics based on an empirical measure of

similarity of content of said target objects and sets of target object

characteristics, and

means for generating a hierarchical menu that identifies the content

in common of target objects and sets of target object characteristics sorted

into each of said plurality of clusters, to enable said identified user to identify
ones of said plurality of target objects and sets of target object characteristics

stored on said electronic storage media that are likely to be of interest to said

identified user.

30. The apparatus of claim 29 wherein said means for automatically
generating a hierarchical menu further comprises:

means for ascribing a cluster profile to each of said plurality of clusters.

31. The apparatus of claim 29 wherein said means for sorting comprises:
means for dividing said plurality of target objects and sets of target object

characteristics into at least two clusters based upon said empirical measure of

similarity of content of said target objects and sets of target object characteristics,
means for subdividing each of said at least two clusters into at least two

subclusters based upon said empirical measure of similarity of content of said target

objects and sets of target object characteristics, and
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means for repeating said step of subdividing to produce a multi-level

hierarchy of identified clusters.

32. The apparatus of claim 31 wherein said means for generating a

hierarchical menu comprises:
means for ascribing a cluster profile to each cluster produced by all said

means for dividing and subdividing.

33. The apparatus of claim 32 wherein said means for ascribing comprises:
means for identifying at least one term in said generated target profiles

produced for ones of said plurality of target objects and sets of target object
characteristics sorted into a cluster that is indicative of the target content of said

ones of said plurality of target objects and sets of target object characteristics sorted

into said cluster.

34. The apparatus of claim 32 wherein said means for ascribing comprises:
means for selecting at least one target object of said ones of said plurality of

target objects and sets of target object characteristics sorted into said cluster that are

closest to the center of the cluster; and

5 means for ascribing a cluster profile that is indicative of the target content of

said ones of said plurality of target objects and sets of target object characteristics

sorted into said cluster, said cluster profile comprising elements of at least one of:

a title of said selected at least one target object, and a set of words contained in the

target profile of said selected at least one target object cluster which have the

10 highest relative frequency.
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In addition, information on the status of the application, including the mailing date of Office actions and the
dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

[APPLICATION FILING or GRP ART

NUMBER DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS

12/186,918 08/06/2008 2161 435 14-DP-DIV 8 2
CONFIRMATION NO. 2033

26362 UPDATED FILING RECEIPT
LOUIS J. HOFFMAN, P.C.
11811 North Tatum Boulevard, Suite 2100 ul
Phoenix, AZ 85028

Date Mailed: 09/12/2008

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Roy Shkedi, New York, NY;

Assignment For Published Patent Application
AlmondNet, Inc.

Power of Attorney: The patent practitioners associated with Customer Number 26362

Domestic Priority data as claimed by applicant
This application is a DIV of 11/099,861 04/06/2005 PAT 7,428,493
which is a CON of 09/593,993 06/14/2000 PAT 6,925,440

Foreign Applications
ISRAEL 133489 12/13/1999

if Required, Foreign Filing License Granted: 08/18/2008

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/186,918

Projected Publication Date: 12/18/2008

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
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Title

Descriptive-profile mercantile method

Preliminary Class

707

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no

effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same

effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of “an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an

application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents”) for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http:/Awww.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Awww.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help “toolkits” giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.
NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant : Roy Shkedi Art Unit : 3629*

Serial No. : 12/186,918 Examiner : Ouellette, J.P.*
* In parent application S.N. 11/099,861

Filed :

Title : Descriptive-Profile Mercantile Method

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

RESP ET TICE

Dear Sir:

In response to the Notice to File Corrected Application Papers, assignee submits

the attached replacement drawings in compliance with 37 CFR 1.84. No amendments

were made to the drawings, assignee has merely removed the copy marks.

Please feel free to telephone the undersigned if it would in any way advance

prosecution of this application.
Respectfully submitted,

ALMONDNET INC.
by its attorney

Dated: September 3, 2008 /Louis J. Hoffman /
Louis J. Hoffman

Reg. No. 38,918

LOUIS J. HOFFMAN, P.C.
11811 North Tatum Boulevard
Suite 2100
Phoenix, Arizona 85028

(480) 948-3295
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Electronic Acknowledgement Receipt
EFS ID: 3879279

Application Number: 12186918

International Application Number:

Confirmation Number: 2033

Title of Invention: Descriptive-profile mercantile method

First Named Inventor/Applicant Name: Roy Shkedi

Customer Number: 26362

Filer: Louis J. Hoffman/Donald Hertz

Filer Authorized By: Louis J. Hoffman

Attorney Docket Number: 14-DP-DIV

Receipt Date: 03-SEP-2008

Filing Date: 06-AUG-2008

Time Stamp: 13:08:24

Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no

File Listing:
Document File Size(Bytes)/ Multi Pages
Number

Document Description File Name Message Digest| Part/.zip| (if appl.)
= 22980

Applicant Response to Pre-Exam
08-09-03-Almondnet

1 DescProfile-Div- no 1
Formalities Notice Resp_to_Ntc_re_drawings.pdf bo4s7S4d9Te76e1ae67¢31Olbabete2y

Warnings:
Information:
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46394

2 Drawings-only black and white line 08-09-03-DescriptiveProfile- no 3drawings DIV-CLEAN_FIGS.pdf
3135a7fde3273cBSd6a1e6543337ball7Se9

Warnings:
Information:

Total Files Size (in bytes): 69374

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar toa
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components fora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/D0/E0/903 indicating acceptance of the application asa

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE PRESORTED
COMMISSIONER FOR PATENTS FIRST-CLASS MAIL

P.O.BOX 1450 U.S. POSTAGE PAID
POSTEDIGITALALEXANDRIA VA 22313-1451

NNNNN

LOUIS J. HOFFMAN, P.C.
11811 North Tatum Boulevard, Suite 2100
Phoenix, AZ 85028

Courtesy Reminder for
Application Serial No: 12/186,918
Attorney Docket No: 14-DP-DIV
Customer Number: 26362
Date of Electronic Notification: 08/22/2008

This is a courtesy reminder that new correspondence is available for this
application. The official date of notification of the outgoing correspondence
will be indicated on the form PTOL-90 accompanying the correspondence.
An email notification regarding the correspondence was sent to the following
email address(es) associated with your customer number:

LJH@patentit.com
duff@patentit.com
shaelyn@patentit.com

Please verify that these email addresses are correct.

To view your correspondence online or update your email addresses, please
visit us anytime at https://sportal.uspto.gov/secure/myportal/privatepair.
If you have any questions, please email the Electronic Business Center (EBC)
at EBC@uspto.gov or call 1-866-217-9197.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

[APPLICATION FILING or GRP ART

NUMBER DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS

12/186,918 08/06/2008 2161 435 14-DP-DIV 8 2
CONFIRMATION NO. 2033

26362 FILING RECEIPT
LOUIS J. HOFFMAN, P.C.
11811 North Tatum Boulevard, Suite 2100 ul
Phoenix, AZ 85028

Date Mailed: 08/22/2008

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Roy Shkedi, New York, NY;

Assignment For Published Patent Application
AlmondNet, Inc.

Power of Attorney: The patent practitioners associated with Customer Number 26362

Domestic Priority data as claimed by applicant
This application is a DIV of 11/099,861 04/06/2005
which is a CON of 09/593,993 06/14/2000 PAT 6,925,440

Foreign Applications
ISRAEL 133489 12/13/1999

if Required, Foreign Filing License Granted: 08/18/2008

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/186,918

Projected Publication Date: To Be Determined - pending completion of Corrected Papers
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
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Title

Descriptive-profile mercantile method

Preliminary Class

707

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no

effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same

effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of “an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an

application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents”) for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http:/Awww.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Awww.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help “toolkits” giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.
NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/186,918 08/06/2008 Roy Shkedi 14-DP-DIV

CONFIRMATION NO. 2033
26362 FORMALITIES LETTER
LOUIS J. HOFFMAN, P.C.
17811 North Tatum Boulevard, Suite 2100 AgPhoenix, AZ 85028

Date Mailed: 08/22/2008

NOTICE TO FILE CORRECTED APPLICATION PAPERS

Filing Date Granted

An application number and filing date have been accorded to this application. The application is informal since
it does not comply with the regulations for the reason(s) indicated below. Applicant is given TWO MONTHS
from the date of this Notice within which to correct the informalities indicated below. Extensions of time may be
obtained by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).
The required item(s) identified below must be timely submitted to avoid abandonment:

* Replacement drawings in compliance with 37 CFR 1.84 and 37 CFR 1.121(d) are required. The drawings
submitted are not acceptable because:

« The drawings must be reasonably free from erasures and must be free from alterations, overwriting,
interlineations, folds, and copy marks. See Figure(s) ALL.

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to
exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.
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Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450
Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https:// .gov/authenticate/Authenti rLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or

visit our website at http:/Awww.uspto.gov/ebc.
If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/eggolla/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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PTO/SB/05 (07-07)
Approved for use through 06/30/2010. OMB 0651-0032

U.S. Patent and Trademark Office. U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it displays a valid OMB control number.

f 14-DP-DIV \

See MPEP chapter 600 concerning utility patent application contents.

UTILITY Attorney Docket No.

PATENT APPLICATION First Inventor Shkedi, Roy

TRANSMITTAL Title Descriptive-profile mercantile method

(Only for new nonprovisional applications under 37 CFR 1.53(b)) Express Mail Label No. FILED THROUGH EFS

APPLICATION ELEMENTS ADDRESS TO:  PO.Box'450
Alexandria VA 22313-1450

Fee Transmittal Form (e.g., PTO/SB/17)
(Submit an original and a duplicate for fee processing)

2. Applicant claims small entity status.
See 37 CFR 1.27.

3. Specification [Total Pages 45 ]
Both the claims and abstract must start on a new page
(For information on the preferred arrangement, see MPEP 608.01(a))
Drawing(s) (35 U.S.C. 113) [Total Sheets 3 ]

§. Oath or Declaration [Total Sheets 2 ]
a. Newly executed (original or copy)
b. Acopy from a prior application (37 CFR 1.63(d))

for continuation/divisional with Box 18 completed)
i. DELETION OF INVENTOR(S)

Signed statement attached deleting inventor(s)
name in the prior application, see 37 CFR
1.63(d)(2) and 1.33(b).

6.[_] Application Data Sheet. See 37 CFR 1.76

cp-ROM or CD-R in duplicate, large table or

puter Program (Appendix)
Landscape Table on CD

8. Nucleotide and/or Amino Acid Sequence Submission
(if applicable, items a. c. are required)
a. Computer Readable Form (CRF)
b. Specification Sequence Listing on:

i.  cp-rRomor CD-R (2 copies); or

i. Paper

CO Statements verifying identity of above copies

ACCOMPANYING APPLICATION PARTS

9. Assignment Papers (cover sheet & document(s))

Name of Assignee_AlmondNet, Inc.

10. 37 CFR 3.73(b) Statement Power of
(when there is an assignee) Attorney

11. English Translation Document (if applicable)

12. Information Disclosure Statement (PTO/SB/08 or PTO-1449)
Copies of citations attached

13. Preliminary Amendment

14. CI Return Receipt Postcard (MPEP 503)
(Should be specifically itemized)

15. Certified Copy of Priority Document(s)
(if foreign priority is claimed)

16.CI Nonpublication Request under 35 U.S.C. 122(b)(2)(B)(i).
Applicant must attach form PTO/SB/35 or equivalent.

17. other:

Divisional

Examiner Ouellette, J.P.
Continuation

Prior application information:

Continuation-in-part (CIP)

18. If a CONTINUING APPLICATION, check appropriate box, and supply the requisite information below and in the first sentence of the
specification following the title, or in an Application Data Sheet under 37 CFR 1.76:

Art Unit; 3629

19. CORRESPONDENCE ADDRESS

The address associated with Customer Number: 26362 OR Correspondence address below

Name

Address

City | State Zip Code

Country Telephone Email

Signature /Louis J. Hoffman/ Date| 08/06/2008

Name . Registration No.(PrinType) Louis J. Hoffman (Attorney/Agent) 38,918

This collection of information is required by 37 CFR 1.53(b). The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to

complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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A Descriptive-Profile Mercantile Method

CROSS-REFERENCE TO RELATED APPLICATIONS

This application is a continuation of application Ser. No. 09/593,993, filed

06/14/2000 and entitled A Descriptive-Profile Mercantile Method, which itself

claims priority from Israel Application No. 133,489 filed on 12/13/1999. The

disclosures of said application and its entire file wrapper (included all prior art

references cited therewith) are hereby specifically incorporated herein by reference

in their entirety as if set forth fully herein. Furthermore, a portion of the disclosure

of this patent document contains material, which is subject to copyright protection.
The copyright owner has no objection to the facsimile reproduction by anyone of

the patent document or the patent disclosure, as it appears in the Patent and

Trademark Office patent file or records, but otherwise reserves all copyright rights
whatsoever.

FIELD OF THE INVENTION

The present invention generally relates to a mercantile method.

More specifically, the present invention relates to a mercantile method directed

to brokerage of attributes of information.

BACKGROUND OF THE INVENTION

Advances in database technology have given rise to commerce in records, files

and databases, per se. For example, paying for a database credit check for an
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individual or buying a mailing list have become common practice. These well-

known systems do not address the problems of how the database is to collect all of

the attributes of information that are contained therein. Often, the contents of a

database are the result of massive clerical efforts, which usually represent the

product ofmany calendar years of transactional accumulations.

Sometimes, whole databases are merged to form higher precision data clusters.

For example, voting turnout lists may be integrated with census data to produce a

register from whichastatistical profile of voters may be derived. Another example
relates to merging the records of a credit card company with the records of a

mortgage company. For those persons having an entry in each of the constituent

record sets, the result is credit profile of more precise resolution. In this example,
the actual economic value of merged records exceeds the combined values of

constituent records. This would likewise be true for the inclusion of any additional

attribute of information to any record.

Unfortunately, the current state of information commerce is focused on the

sales of whole databases, whole records, or evaluations based on single or clusters

of records. In commercial applications where specific attributes of information

strongly affect the value of evaluations, there is a need in the art for commerce in

such attributes. For example, in targeted advertising, every attribute, which

substantially affects the probability of that advertisement’s success, innately has a

discrete economic value. Likewise, in actuarial calculations, how precisely a client

can be profiled determines what the probability ofprofiting from suchaclient.

More specifically, there remains a.need in the art for assigning values to

information attributes or for managing value assignments to information attributes.

In the absence of such assignments or management, the commerce in information

attributes, per se, is substantially precluded; especially in client-specific
advertisement profiling, client-specific actuarial targeting, and the like.

NOTICES
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The present invention will forthwith be described with a certain degree of

particularity, however those versed in the art will readily appreciate that various

modifications and alterations may be carried out without departing from either the

spirit or scope, as hereinafter claimed.

In describing the presentinvention, explanations are presented in light of

currently accepted theories and models; be they scientific, economic, sociological,
etc. Such theories and models are subject to changes, both adiabatic and radical.

Often these changes occur because representations for fundamental component
elements are innovated, because new transformations between these elements are

conceived, or because new interpretations arise for these elements or for their

transformations. Therefore, it isimportant to note that the present invention relates

to specific technological actualization in embodiments. Accordingly, theory or

model dependent explanations herein, related to these embodiments, are presented
for the purpose of teaching, the current man of the art or the current team of the art,

how these embodimentsmay be substantially realized in practice. Alternative or

equivalent explanations for these embodiments may neither deny nor alter their

realization.

GLOSSARY

Profile: A collection of attributes that describe a person or an

organization or any other entity that can be described by a combination of

data. For example, a person profile could be a collection of the following
attributes: the person’s gender, the person’s age, the person’s education, the

person’s interests as reflected in his behavior or as reported by the person or as

reflected from his membership in a specific club and so forth. An organization
profile could be a collection of the following attributes: number of employees,
activities the organization maintain whether business activities or other

activities, the organization’s revenues, the organization’s gross profit, the

organization’s operating profit, the organization’s net profit, the organization’s
3

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 230 of 302



equity and so forth. It should be mentioned that profile attributes include,
among other things, attributes that enable the identification of the entity
described by the profile such as name, address, URL, cookie. In addition,

profile attributes may include information learned about the entity described

by the profile from a communication protocol such as the information learned

about the visitor to a web site from its http header.

User: any entity that owns attributes contained in at least one partial
profile. The entity could be a web site that has a database of its visitor profiles,
an organization with a database ofpartial profiles or the subject described by
the profile itself.

Cookie: A text (or alphanumeric) string that is put on a computer hard

disk of a visitor to a web site by the web site’s server. The cookie enables the

identification of the specific computer on its future visits to the web site. Each

cookie is reported (by thecomputer browser) only to the web site server that

installed that cookie. Therefore, it should be clearly understood that the only
way for a third party to acquire cookie data is to receive that data from the

server that installed that cookie, or from another third party who so acquired
the data froma chain ofparties going back to that cookie setting server, etc.

Contract: An agreement between a user and a system incorporating the

method of the present invention wherein ownership of an attribute or a right to

represent an attribute is transferred from one party to another for an agreed
consideration. Generally, examples include a purchase of an attribute for cash

or credit, or an acceptance of an attribute according to a brokerage fee

schedule. More specifically, since there are many problems in assigning the

value of an attribute, the system of the present invention may simply agree to

store new attributes with the proviso that users wishing to acquire a copy of

these attributes will transfer a payment specified by the original attribute

4
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provider (the royalty payment) to that provider and a brokerage fee for

providing this service payable to the system’s account. Alternatively, the

attribute provider or the system may elect to assign a value to an attribute

using a formula which factors in such parameters as newness of the attribute,

geographical extent wherein the attribute is of presumable value, veracity of

the attribute, etc.

SUMMARY OF THE INVENTION

The present invention generally relates to a descriptive-profile mercantile

method, for use at a juncture in a data-communications topology having associated

therewith a maintained databank of partial profiles, the method including the steps
of:

(a) froma user, receiving a transaction having thereinafirst partial profile;
(b) using the first partial profile, searching a databank having a plurality of second

partial profiles, wherein is included in said databank at least one null profile so

that said searching will always yield at least one proximate second partial profile
to the first partial profile;

(c) between the user and the databank, contracting:
i. for the databank to own or represent a right to a first mutually agreed

portion of the first partial profile, and substantially thereafter said

databank incorporating the agreed portion of the first profile into at least

one second partial profile; or

ii. for the user to own or represent a right to a second mutually agreed
portion of at least one said proximate second partial profile, and

substantially thereafter the databank transmitting to the user the second

mutually agreed portion of the second profile.

The present invention comes to provide a means for making viable the

economic commerce in information attributes. Since the value of such attribute will

5
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only become well understood with the implementation of the present method in the

electronic commerce marketplace, the present best enabling mode for the present
invention operates on a brokerage representation model. According to this model, a

typical use of the present invention may be according to the following scenario.

An electronically facilitated visitor to an Internet web-site presents his

credentials. These credentials could be the visitor profile itself or a cookie or a user

name and so forth that enables the site to retrieve the visitor profile or any
combination of the above. Ofcourse, it could be that the site does not have a profile
of the visitor to that web-site. The web-site may make better profit from the

visitation if it were to know more about the visitor. The web-site forwards

particulars from the visitor’s credentials (a partial profile), as well as (optionally) a

redirect to a portion of the visitor’s page to a server located in cyberspace (at a

juncture in a data communications topology). By redirecting a portion of the

visitor’s page to the server, thevisitor’s browser reports to the server a cookie the

server put on the visitor’s computer in the past, if any. This server interconnects the

user’s transactions and the server own cookie (if used) with a computer having
therein software for running the method of the present invention. Associated with

the computer is a databank, having therein an organized ensemble of information

attributes.

The computer uses the forwarded visitor credentials with its server cookie (if
any) to search the associated databank. Either or both of two possible mercantile

events are set into motion thereby.
Firstly, it may be the case that the credentials contain new information

attributes which were not heretofore known in the databank. According to a simple
model of evaluating the value of these attributes, the database incorporates these

new attributes and the computer assigns a user selected micro-payment royalty for

each elected use of these attributes by any other user. Stated simply, if the user

provides a date of birth for a known named person in the data bank, then the user is

the owner of that date of birth attribute, and a user designated micro payment
royalty (or credit) is assigned to the user for each purchase of that attribute by

6
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another user. The owner of the databank may likewise collect for itself a brokerage
commission for each use of the attribute.

Secondly, the databank may contain new attributes that were not in the initial

visitor credentials. In this case, the user is told that such attributes exist for

purchase, what these new attributes describe (e.g. education level associated with

the visitor), and the micro-payment royalty plus brokerage fee that is charged for

each respective attribute. If the user is interested in any of these attributes, then a

contract is agreed to, resulting in a micro-payment transfer from the user to the

broker and to the royalty owner, and atransfer of a copy of the attribute to the user

(the buyer).
Other types of contracts and other types of pricing structures are available for

the user in his interactions with the “system of the present invention” (e.g. the

computer with its associated databank); as will be describes in subsequent sections.

BRIEF DESCRIPTION OF THE FIGURES AND APPENDICES

In order to understand the invention and to see how it may be carried out in

practice, embodiments including the preferred embodiment will now be described,

by way of non-limiting example only, with reference to the accompanying
drawings, in which:

Figure 1 illustrates a schematic view of an Internet data-communications

topology;
Figure2 illustrates a schematic view of a system using the descriptive-profile

mercantile method;

Figure 3 illustrates a schematic view of a computer program product;
Figure4 illustrates a schematic view of a program storage device; and
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Figure 5 illustrates a schematic view of an installed computer system for

facilitating a descriptive-profile mercantile method.

DETAILED DESCRIPTION OF THE INVENTION

In Figure 1 there is presented. a schematic illustration of a data-

communications topology as a wide area network (e.g. the Intemet) (1) having
interconnected thereto a visitor (2), a user (3), and a system (4) embodying the

method of the present invention.

The present invention relates to a descriptive-profile mercantile method

(further presented in figure 2), for use at a juncture in a data-communications

topology having associated therewith a maintained databank of partial profiles, the

method including the steps of:

(a) from a user (3), receiving (5) a transaction having therein a first partial profile;
(b) using the first partial profile, searching (6) a databank (7) having a plurality of

second partial profiles, wherein is included in said databank at least one null

profile so that said searching will always yield at least one proximate second

partial profile to the first partial profile;
(c) between the user and the databank, contracting:
i. (10) for the databank to own or represent a right to a first mutually agreed

portion of the first partial profile, and substantially thereafter said databank

incorporating the agreed portion of the first profile into at least one second

partial profile; or

ii. (9) for the user to own or represent a right to a second mutually agreed portion
ofat least one said proximate second partial profile, and substantially thereafter

the databank transmitting to the user the second mutually agreed portion of the

second profile.

According to an embodiment of the present invention, receiving a transaction

includes extracting at least one predetermined key portion of the first partial profile,
8
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wherein at least one of these extracted predetermined key portions is then used as

the first partial profile for the searching of the databank. According to a variation of

this embodiment, extracting includes constructing at least one composite key for the

searching of the databank using a combinatorial ofat least two of the predetermined
key portions of the first partial profile.

According to another embodiment of the present invention, contracting
includes selecting a pricing structure according to a rating of the user.

According to a different embodiment of the present invention, contracting a

right includes accepting an obligation to pay for substantially each use or transfer of

the agreed portion.

According to a further embodiment of the present invention, incorporating the

agreed portion includes assigning a credibility weighting to the agreed portion of

the first profile. According to a variation of this embodiment, incorporating includes

convoluting the assigned credibility weighting of the first profile with a pre-existing
credibility weighting of a substantially like agreed portion of a proximate second

profile; and storing the convoluted new credibility weighting for the agreed portion
in the databank. According to a further refinement of this variation, contracting
includes selecting a pricing structure according to a result of a computation
comparing the new credibility weighting with the pre-existing credibility weighting.

According to an additional embodiment of the present invention, receiving a

transaction includes consulting an external database (11).

According to an extension embodiment of the present invention, the method

furthermore includes:
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i) searching at least one external database (11) for a partial profile or

portion thereof which complements a at least one second partial profile of

the databank, and

li) between the database and the databank, contracting for the databank

to own or represent a right to a first mutually agreed portion of the

complementing first partial profile, and substantially thereafter said

databank incorporating the agreed portion of the first profile into at least

one second partial profile.

The present invention also relates to a computer program product (see figure
3) including a computer usable medium having computer readable program code

embodied therein for facilitating descriptive profile mercantile activities, the

computer readable program code including:
a) first computer readable program code (20) for causing a computer to

receive a transaction from a user, the transaction having thereina first partial
profile;

b) tied to the first computer readable program code, second computer
readable program code (21) for causing the computer to use the first partial
profile to search a databank having a plurality of second partial profiles,
wherein is included in said databank at least one null profile so that said

searching will always yield at least one proximate second partial profile to

the first partial profile; and

c) tied to the second computer readable program code, third computer
readable program code (22) for causing the computer to contract between

the user and the databank:

i) for the databank to own or represent a right to a first mutually agreed
portion of the first partial profile, and substantially thereafter for said

databank toincorporate the agreed portion of the first profile into at least

one second partial profile; or

10
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ii) for the user to own or represent a right to a second mutually agreed
portion of at least one said proximate second partial profile, and

substantially thereafter for the databank to transmit to the user the

second mutually agreed portion of the second profile.

Furthermore, as illustrated in figure 4, the present invention relates to a

program storage device (30) readable by machine, tangibly embodying a program
of instructions executable by the machine to perform method steps for a

descriptive-profile mercantile method, for use at a juncture in a data-

communications topology having associated therewith a maintained databank of

partial profiles, said method steps including:
a) froma user, receiving a transaction having thereina first partial profile;
b) using the first partial profile, searching a databank having a plurality of

second partial profiles, wherein is included in said databank at least one null

profile so that said searching will always yield at least one proximate second

partial profile to the first partialprofile;
c) between the user and the databank, contracting:

i) for the databank to own or represent a right to a first mutually agreed
portion of the first partial profile, and substantially thereafter said

databank incorporating the agreed portion of the first profile into at least

one second partial profile; or

li) for the user to own orrepresent a right to a second mutually agreed
portion of at least one said proximate second partial profile, and

substantially thereafter the databank transmitting to the user the second

mutually agreed portion of the second profile.

The present invention also relates to a computer system for facilitating a

descriptive-profile mercantile method (see figure 5), the system including:
a) acomputer (40) installed at a juncture in a data-communications topology

(1);

11
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b) associated with said computer, a storage device (42) for keeping a

maintained databank ofpartial profiles; and

c) associated with the intemal functionality components of the computer,
appurtenances (41) for performing method steps including:

i) from a user, receiving a transaction having therein a first partial
profile;
ii) using the first partial profile, searching a databank having a plurality
of second partial profiles, wherein is included in said databank at least

one null profile so that said searching will always yield at least one

proximate second partial profile to the first partial profile;
iii) between the user and the databank, contracting:

(1) for the databank to own or represent a right to a first mutually
agreed portion of the first partial profile, and substantially
thereafter said databank incorporating the agreed portion of

the first profile into at least one second partial profile; or

(2) for the user to own or represent a right to a second mutually
agreed portion of at least one said proximate second partial
profile, and substantially thereafter the databank transmitting
to the user the second mutually agreed portion of the second

profile.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

In the context of the preferred embodiment of the present invention,
“attribute” relates to an information particular (or attribute) that is aggregated with

other particulars to form a partial profile. Examples of attributes may be: name,

address, income, age, education, details of product purchase transaction over the

Internet, credit rating, etc.

In the context of the preferred embodiment of the present invention, “data”

relates to knowledge concerning a visitor.

12
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In the context of the preferred embodiment of the present invention, “data-

communications topology” relates to a virtually interconnected collection of

communications facilities including at least one mutually agreed protocol between

any directly communication facilities in the collection.

In the context of the preferred embodiment of the present invention,
“information” relates to the collection of all attributes known by a user about a

visitor.

In the context of the preferred embodiment of the present invention, "pricing
structure" relates to the price and payments for data exchanged by the user and the

system.
In the context of the preferred embodiment of the present invention, all

profiles are, by definition, partial. A profile may describe aspects of a person, or

an organization, or of a corporation. It is logically impossible to have complete
information about any of these. However, any particular of information about any
of these may have an economic value for a customer ofprofile information.

In the context of the preferred embodiment of the present invention, a

“databank” relates to an accessible searchable aggregation of records or like data

structure units wherein “partial” profiles are stored.

In the context of the preferred embodiment of the present invention,

“system” relates to a computer embodying the descriptive profile mercantile method

according to the present invention.

In the context of the preferred embodiment of the present invention,
“transaction” relates to a process to complete a communicative activity between

the parties that reciprocally affects or influences the other party. It may include an

acquisition provision of a partial profile, an identification of the user, a reference

to a contractual mechanism related to the acquisition, screening, and/or

distribution of new data and a pricing structure.

In the context of the preferred embodiment of the present invention, “user”

relates to an individual, web site, search-robot and/or other type of software agent
that interacts with the system by virtue of their contacting a juncture in the data-
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communications topology where the method is installed in order to acquire, trade,

dispose of and/or broker some attribute data for the purpose of acquiring some

potential economic or other value in connection with that attribute data.

In the context of the preferred embodiment of the present invention, “visitor”

relates to an entity the user has access to or is interested in. The visitor could be a

consumer or potential customer ofan offering of goods, services, or information.

14
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INTRODUCTION

This invention relates to gaining an ability to buy, sell, broker, and trade

specific pieces of data between two disjoint parties within the context of a system
that may include a databank and that may include a micro-payment royalty
arrangement as a pricing structure in connection with the aforesaid exchange of

data.

The specific pieces of data that may be involved in the exchange are known

as attributes. The attributes relate to details ofa particular profile. The profile can be

a collection of descriptive information as used by an advertiser for generating
targeted advertising or used by an insurer for finding a more specific actuarial rate.

It is noted that a secondary type of profile that is also contained in another

embodiment of the invention is a form of a collective profile that is an aggregate
that is based ona pre-structured analysis of the existing individual profiles such as

average or typical.
In the normal course of a transaction between a user and an embodiment of a

system according to the present invention a typical scenario ensues:

1. visitor arrives at a web-site of the user. The web site of the user

collects a variety of specific data about the visitor that may include

the visitor's cookie and any other information that the visitor

voluntarily disclosed to the web site.

The web site has a number of interests in the visitor and the

information that the web site possesses about the visitor. In

connection to a profile of the visitor, there would be a benefit to the

web site if the web site could acquire additional information as to the

specific visitor or at least acquire typical profile information about a

class of individuals possessing similar profiles relative to the specific
visitor. Possession of such additional information will enable the web

site to engage in potentially more successful product offering and/or

targeted advertising to the visitor. Another independent benefit that
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can accrue to the web site is the gain of some economic remuneration

for and as a function of the information itself that the web site

possesses about the visitor.

In order for the web site to progress and to potentially achieve either or both

of the above mentioned benefits (the improved targeted advertising (or improved
product offering) to the visitor as well as the gain of some economic remuneration

of the information itself about the visitor); the web site now becomes a user of the

system of the present invention. The web site as a user of the present invention

constructs a transaction that contain those portions of the information it possesses
about the visitor that it is allowed to diverge to third parties.

The transaction includes:

1. Information that the user is allowed to disclose to third parties about

the visitor.

2. Contract terms about the user, typically including but not limited to:

identity, pre-determined rate structures per transaction type, and

information type, pre-determined contractual relations with the system
as to what each party - the user and the system can do with

information exchanged between them.

3. Instructions as to the type of transaction - buy, sell, broker, and/or

trade information to be conducted between the user and the system.

Thus, the user sendsa transaction in the data communication topology where

the system is installed; as for example, via the Internet, Intranet, LAN, WAN,
wireless packet communications system, etc. Thereupon, the system receives the

transaction, identifies the user, interprets instructions sent concerning the

transaction’s contractual terms and type, i.e. the applicable contract and structure

for using all or some of the attributes contained in the information (hereinafter,
“First Visitor Profile Data") includes the profile of the visitor as known to the site,
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visitor information included in the communication protocol such as the information

in the http header, profile attributes that enable the identification of the entity
described by the profile by the databank such as name, address, URL, cookie put by
the server connected to the databank and so forth. It should be noted that the profile
of the visitor known to the site mentioned above might not include certain attributes

the user is not interested in exposing to the databank or attributes that are of no

interest to the databank. For example, a databank that identifies web site visitors by
the cookie its server puts on their computers, could decide not to take ‘real world

identifying attributes’ such as name, address and e-mail in order to give web surfers

a level ofanonymity
The system searches a databankaccording to what is contained in the First

Visitor Profile Data (contained in the transaction) in order to find either: at least one

profile in the databank that matches the information in the visitor profile (that
includes the information dispatched by the user related to the visitor, visitor

information included in the communication protocol such as the information in the

http header, profile attributes that enable the identification of the entity described by
the profile by the databank such as name, address, URL, cookie put by the server

connected to the databank and so forth) or to find at least one aggregate profile that

describes a profile ofa group that the visitor might belong to.

If it is the intent of the user, as contained in the transaction instructions, to

purchase additional attributes that may relate to the First Visitor Profile Data, then

the system examines the profiles it has found in its search, determines if it has any
new attributes not sent by the user. In the event that the system has found new

attributes that were sent by the user, the system reviews the contract instructions of

the transaction in order to determine the relevance of the new attributes found to the

intent of the user. If the system finds the new attributes relevant, then the system
will debit the user's account in accordance with a pre-agreed pricing structure in

connection with additional attributes related to the First Visitor Profile Data that are

delivered as data to the user.
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A non-limiting example of the principle of data release in accordance with

the user's contractual instructions is herein provided. It may be that in the contract

with the user, the user has instructed that it is never interested in receiving any data

that does not specifically relate to the visitor, meaning the user is not interested in

information about an average profile of a group that the visitor might belong to.

Another example could be that the user has instructed that it is not interested in the

habits of a visitor, but specifically, only in information about his age, gender,
education and income. The reason may be to preclude the system from disclosing
the name of the visitor since the user always knows the name of the visitor and has

no interest in paying to re-learn what it already knows. Thus, in accordance with the

contractual instructions, no attribute data relating to information the user specified it

is not interested in receiving will either be sent, and since such information was not

sent, it will not be debited to the user’s account.

An alternative example is the case where the user only has an interest in a

pre-defined - within the transactional instructions - set of attributes. For example,
the user may only be interested in what type of car the visitor drives, or what the

visitor's current credit rating is, or, what may be the most interesting example, what

category of goods have been purchased by the visitor over a pre-defined period. It is

noted that elements of this last example may typically be a piece of information that

other typical users trade with or sell to the system.
It should be noted that a user may restrict the use of attributes it sells to the

databank. The restrictions could be of number of usages, to whom the databank has

the permission to sell, and so forth.

A second class of data that is found by the system as it searches may equally
be of value to the user. This is the search result that demonstrates discrepancies
between the disclosure of information by the user to the system and the results of

the search by the system. The fact that there is a discrepancy, as well as the nature

of the discrepancy, may be of value to the user, the system, or both.

A third category is the example where there are pieces of information

relating to the user in the descriptive portion of the transaction that describes the
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visitor which the search by the system failed to disclose. For example, the make and

model of the car driven by the visitor, recently purchased from the user's web site

might be the new information otherwise unknown to the system. In this instance, the

system would go through an appropriate contractual arrangement in order to credit

the user for the new attribute which the user has delivered to the system.
The various kinds of contracts available in a transaction between the system

and the user are: buy, sell, broker, and trade. Where new information is disclosed to

the system a royalty arrangement (or, alternatively, an outright purchase or sale)

comprised of micro payments may be employed. In addition to the various kinds of

contracts, there are various types of users. A user may be a large scale commercial

web site or an individual small scale web page. Furthermore, there may be different

types of rate structures. An audited user which may have taken efforts to verify
information regarding a user, for example a credit bureau, would have a different

payment rate for new information that it discloses to the system than a user with

information that is neither audited nor verified but which is causal.

Thus the value of information in a databank can change as a function of its

credibility and source. Accordingly, the royalty payment rate for said information

could be enhanced or reduced as a function of its value.

In addition to profiles of a visitor it may be of interest to allow an embodiment

of the invention to create a type of secondary market for the information consisting
of a predetermined class of profiles about all visitors. For example it may be of

interest to know what type of individuals, including their profession, income,

gender, and geographic location, buy a certain model of vehicle. The purchase, sale,

trade, and/or brokerage of this class of data can than enter a mercantile model and

may be of significant interest to advertisers.
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DESCRIPTION

The preferred embodiment of the-present invention relates to the use of a

procedure on a computer attached to a network, Internet, Intranet, LAN, WAN,
wireless packet communication system or hybrid composite of any of the above

whereby data is exchanged by purchase, sale, trade, or brokerage and micro

payments of royalties as a pricing structure that may accompany the data

exchange.
This procedure begins with the introduction to the system of data that

contains a partial profile that will be used in the establishment, supplementation,
or improvement of a descriptive profile. The partial profile will often itself contain

certain predetermined identified commercial attributes, demographic attributes, or

behavioral attributes or combinations thereof or the like. These attributes then

allow construction of a descriptive profile that resides as existing information in a

databank. However, inherent design characteristics of the descriptive profile result

in the descriptive profile always being partial. This means that data within the

profile relates to one or more attributes of the item, business, service, data

characteristic, advertisement, or person that is being profiled. The descriptive
profile is then methodically employed in an activity that verifies or contradicts,
maintains, modifies, updates or downgrades, and/or enhances the databank of

previously existing partial profiles. Thereafter, the system may retain, market,
and/or exchange with the user new resultant (of the process described) data that

contains further descriptive profile attributes for further usage.
Since the present invention is directed to the value of details of a profile, it is

an object of the present invention to facilitate the transfer of rights to such

particulars. For example, a visitor may arrive at a commercial Internet web-site.
The visitor may disclose his cookie and may provide the web-site with other facts

about hinvherself on a non-confidential basis. The web site may then contact a

juncture in a data-communications topology where the present method is installed.

According to one scenario, the web-site is a familiar user of the present method,
and has pre-arranged the terms and conditions of what information he may wish to
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transfer rights to. For example, after considering the web-site transmission

containing the non-confidential disclosed information, the system may find that

all of the information already recorded in its databank with the single exception of

the visitor’s annual income. By prearranged contract details, the web-site is given
a predetermined micro-payment credit for providing this detail. Alternatively, by
prearranged contract the databank agrees to store this user attribute and to credit

the providing web-site with a micro-payment royalty for each use of this attribute

“purchased” from the databank by each interested party.
Likewise, according to the same prearranged contractual arrangement

between the user and the databank, the databank may find that it represents a right
to an attribute that has not been disclosed to it by the user. In this example, the

system's databank may then transmit a query to the user in the form: “for the

identified visitor (detail from original transaction inserted), are you interested in

the following attributes according to the associated payment conditions: (education
level, micro-payment price schedule 1), (gender, micro-payment price schedule 2),
etc.?”

The systematic procedure described in the preceding paragraph includes

various steps that can be better illustrated by example. However, the reader should

be aware that all examples which are given in this document are limiting examples
that are expressed in this document solely for the purpose of explanation and not

for the purpose of limitation.

Initially a user will interface with the system by providing the system's
databank with a partial profile consisting of at least one attribute which will

enable the identification of the entity described by the profile in the system’s
databank (the attribute could be for example, the cookie installed on the visitor’s

computer (the visitor to a web site which is a user of the system of course) by the

server attached to the databank. The user enables the server attached to the

databank to receive the cookie it installed by redirecting a portion of the visitor

page to the databank’s server) . For example a company might provide the

system with a name of one of its customers. This step sets the process in motion.
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For once there is an initiation by contribution of an initial attribute list by the

user, the system will search existing data in the databank.

It should be recognized that the existing databank would have the

characteristics that when it is approached by the user it will already contain or

have the ability to acquire or generate a multiplicity of other partial profiles and

room for at least one null profile; since it is the business of the databank to

consider representing any new item of profile information. For example the

databank might containa list of geographic addresses of individuals. Then, once

the user provides a name, the system will provide either a corresponding address

or the message address unknown.

An alternative example has the user, in this case a web portal, providing the

computer with a list of the previously monitored search habits of one of the

portal's visitors. The system's databank might then suggest to the portal other

web sites that contain text and/or graphics of similar type which the portal might
then suggest to the visitor, presuming that the system maintains profiles on

portals or web sites or surfing habits. If the web sites provided by the portal are

provided on a fee basis, then a mechanism may be included in the contractual

basis between the portal and the system whereby partial remuneration in the form

of a micro payment would be made for any click through activity on the part of

the visitor to a web site suggested by the system to the portal and then suggested
by the portal to the visitor. It is noted that the click itself would be of further

interest to both the portal and the system in the building by the system of a

profile related to the behavioral characteristics or psychological makeup or

predisposition of the visitor.

Once there is a coupling of the first partial profile of the user with a second

partial profile existing in the databank, a contract can be formed between the user

and the system related to the new information set which has resulted. The contract

should provide that the system will own or acquire a license to utilize an agreed
portion of the first partial profile which has been confirmed and at some time
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thereafter the system will incorporate the agreed portion of the first profile into at

least one second partial profile in the system's databank.

For example the name of an individual (an initial partial profile provided by
the user) when coupled with age (a second partial profile provided by another use,

inherent in the system's databank, or acquired by the system searching other

databases will provide a partial second profile of certain demographic value

consisting of name and age. If, for example, other partial profiles are found to

correspond to gender, geographic address, and/or general income, there is a further

enhancement of the partial second profile which results in a gain in the value of the

information residing or incorporated from other databases into the system's
databank and offered for exchange in accordance with the terms and instructions

existing between the user and the system.
Alternatively, rather than the system acquiring by ownership or license an

agreed portion of the first profile; the user itself might desire to acquire a right to

own or license to use at least a part of an agreed portion of the second partial profile
which has been confirmed by the system by its coupling with the first partial profile.
Thus it would be an agreed function of the system to provide to the user an agreed
portion of the second profile

For example the user might have the name and car model owned by a driver;
the system's databank might have or have acquired the driving record of the driver

and the safety record of the particular car model. The result of the coupling is the

ability to refine an appropriate insurance rate for the particular driver and his car.

Alternatively the descriptive profile mercantile method might do both of the

above by providing ownership or license to use certain information gleaned by the

coupling of an initial partial profile with a second partial profile to both the system
and the user. For example the system's databank might retain the use of the names

and addresses and actuarial calculations of insurance agents residing in a

geographical area proximate to the driver mentioned in the above paragraph, while a

user (in this case the driver himself) might retain the name and address of the

insurance agents willing to offer him insurance.
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Inherent in the above examples is that the system that receives an input or

exchange of data consisting of a first partial profile from a user will distill from that

information at least one predetermined attribute. This attribute is then utilized by the

system for searching the system's databank. Thus, the system, when receiving data,

will, within the parameters of thetransaction, extract at least one predetermined key
portion of the first partial profile, wherein at least one of these extracted

predetermined key portions is then used as the first partial profile for the searching
of the system's databank. When the system extracts data it also constructs at least

one composite key for the searching of the databank using a combinatorial ofat least

two of the predetermined key portions of the first partial profile. For example, a

combination of the name and address of a person described in a profile will be used

to search the databank. The combinatorial use is of importance to differentiate

between partial profiles of people with the same name that do not allow cookies, for

example. Continuing the example, in addition to whether the advertisement is for

automobiles, it may be important to couple that information with advertisements

only for home utility vans such that the first partial profile will now consist of car

advertisements only for home utility vans.

An “interest" expressed by a user and the system, as to what these parties
define between them as relevant data, may be expressed by the user and the system
in a pricing structure. The pricing structure will include a contract between the user

and the system that will include an obligation by the party which utilizes the

information flowing to the system’s databank to pay the other for substantially each

use or transfer of the agreed information transferred between them. Instant data may
or may not be ephemeral, and the profiles themselves may have either a limited or

an unlimited shelf live. This means that information becomes currency and is

treated by the parties in a manner similar to currency. To own or utilize certain

information, there is a price associated with it either as a sales price or a rental

price. In the event that the information is re-useable, in part or in whole then a

certain predetermined royalty may be associated with each use of the portion of the
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information which is reused. Let an example be provided at this juncture to further

illustrate the operation of the preferred embodiment.

Normative market research consists ofan array of information that is gleaned
from answers provided to a questioner. However, the market research contains

within itself not only the ability to provide truthful responses but also the ability to

provide sampling errors due to either wrong answers, wrongly recorded answers, an

error in the framing of the questions themselves, and/or an error in the population
base which is being questioned. Clearly the larger and more diverse (or more

homogeneous) the sample population (depending on the type of responses required),
the larger number of similar questions answered, and the ability to better refine the

questions all assist in increasing the value of the market analysis performed.
In the embodiment of the invention described, the user provides either a

question or an answer, i.e. the initial partial profile. Thereupon, the system
thereupon takes the initial partial profile and extracts from it a predetermined data

that is then used for searching the databank. Depending on the contract between the

user and the system, the system will or will not pay the user for the initial partial
profile, or parts thereof. The search of the databank, results in the construction of a

new profile that contains at least two predetermined parts of the first partial profile.
For example, both the user and the system may be interested in screening the

responses to a market survey of an individual respondent in order to ascertain

whether on previous or similar questionnaires the respondent's answers were

identical or deviant. This will allow both the user and the system to value the

truthfulness of the current responses. The aforesaid quality value will have a

predetermined monetary or other agreed “barter” value between the parties.
In addition, since the upgrading or downgrading of the credibility of the

respondent has qualitative value in and of itself for other market surveys; to the

extent that the user's information contributed to the new evaluation of the

respondent, a payment might flow tothe user. Similarly, to the extent that the

upgrading or downgrading of the credibility of the respondent is based on existing
information in the system's databank, the system may provide a royalty payment to
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the initiator of the existing information in the system's databank. Thus, to the extent

that the information inherent in the initial partial profile and in existing partial
profiles have value and to the extent that participants who utilize the system
(including the system's databank itself) have agreed on the value rating of the

information and the amount to be paid between them an exchange of predetermined
economic value will flow between the participants. In addition, to the extent there is

further information and further participants, the continuing re-evaluation by the

participants of a market valuation of the information as a function of the expected
utility value of the information may further drive over time the price evaluation of

both the information and the payments to be made between users and the system.
Furthermore, the preferred embodiment may embrace a further possible

variations, i.e. an assignment by the contracting participants and/or the databank,

per se, of a credibility rating to the agreed portion of the first partial profile.
Coupling of the first partial profile with a second partial profile result in

verification/confirmation of the first partial profile and second partial profile or

contradiction/down grading of the credibility of the first partial profile and/or the

second partial profile. By example, the first partial profile contains the name of Joe

Blue, the information that he is male, and the information that he lives in

Mississippi. However, the corresponding second partial profile associated with Joe

Blue contains the information that he is a she (real name Josephine) and that she

lives in Mississippi. The verification -perhaps- of the name is of dubious value in

and of itself. However, in the event that for a certainty it can be established that Joe

Blue is really Josephine Blue and that the gender is female rather than male, then, to

a user of the information, the validation or disqualification of the information has

significant value. Assume that the user of the information is an advertiser of beauty
care products. The fact that Joe is male or female can result in an advertisement of

beauty care products specificallytargeted to the profile - in this case, male or

female. In this instant case, the user (the advertiser) will assign a value to the

credibility of the information.
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Intrinsic to the example immediately above is the ability of the participants
either individually or collectively to either raise or lower the rated utility value

assigned to the first partial profile consistent with the pre-determined (but perhaps
equally dynamic) credibility weighting system of the second partial profile.
Thereafter the newly rated utility value of the partial profile incorporated in the

database is stored for future usage. Lets see how this works in the case of Joe

(Josephine) Blue. The first partial profile indicated that Joe was male; however all

subsequent partial profiles which could be assigned to Joe (Josephine) Blue render

to a statistical certainty that Joe (Josephine) Blue is actually female. This, combined

with other attributes like geographical address, income level, and even spending
patterns, when stored in the databank, results in an increasingly higher utility value

rating for the (credible) information associated with Joe (Josephine) Blue. Thus, the

raising or lowering of the credibility rating of an attribute due to the interaction

between the associated attribute of the first partial profile and the second partial
profile results in a corresponding change in the rating of the anticipated utility value

of the attributes and profile themselves.

A further variation of the preferred embodiment incorporates an agreed
portion of the data and assigns a credibility rating to the agreed portion of the first

profile. This is accomplished by assigning a credibility rating of the first profile with

a pre-existing credibility rating of a substantially like agreed portion of a proximate
second profile; and storing the convoluted new credibility weighting for the agreed
portion in the system's databank. This may result in an interesting result. When the

participants select a pricing structure in accordance with a predetermined
corresponding rating of the utility value of the partial attributes, the result is the

continuous re-calibration of new information with existing information and a

predetermined agreement by the parties as to the various value rating of an attribute.

If, for example, Ms. Blue's credit rating were confirmed as bankrupt, the

desire of an advertiser to send her advertisements for the purchase of a pleasure craft

would be seriously impacted notwithstanding the fact that other information in the

databank related to Ms Blue indicates that she is a water skiing enthusiast and
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otherwise fits both demographic, behavioral, and/or psychological profiles (which
might reside in the databank) associated with candidates for potential purchasers of

pleasure craft.

Another particularly useful variation of the preferred embodiment of the

invention includes within it the possibility of consultation by the system with an

external database or external databases. For example, the system is not restricted to

searching the existing attributes residing within its own databank. Rather, the

system is capable ofacting as afirst partial profile user to other databases, searching
them, trading information with them or borrowing, renting, or purchasing other

attributes with them. Thus the information related to credit worthiness attributes of

Ms. Blue of the previous example might reside in a database owned by a credit

company. Nonetheless, as per the example, the system would be able to utilize the

information resident in the credit company's database for its own purposes related to

the transaction with the user.

Furthermore the preferred embodiment may embrace other possible
variations, including an ability to search one or more external databases for a partial
profile, or part thereof, which complements at least one second partial profile of the

system’s databank. In the example of Ms. Blue, the name may be resident in the

databank as well as a number of different external databases. Other attributes may
reside as well either in the databank or in one or more external databases.

Nonetheless, the result by search, correlation, and rating of the information in the

databank and the databases results in both an expanded profile and a higher rating
as to credibility of the partial profile existing both in the databank and in the other

databases.
Thus, both system and owners ofother databases may themselves contract

between themselves for the right to own, use, license, or rent the other's partial
profile and for the right to sublicense others to further use the other's partial profile.
Since the information may very well havea shelf life - even as its credibility and

rating may change over time - the result is a corresponding velocity of the value of

the information in that not only is the more the information used is the more
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valuable it is and becomes; but the more the information can be used the greater the

potential value it has to its owners of licensors (with a right to sublicense). If we

return to our example of Ms. Blue, the fact that she is female (information from the

system's databank), is interested in water skiing (a partial attribute contributed by
the first partial profile user), and has a restored credit rating (provided by an

external credit service database) means that another user looking at its own profiles
of young, single, sports minded women, would desire to provide her with

advertisements related to scuba diving in the Gulf of Mexico, for example. This

other user would pay the system for the information it has stored or accessed. The

system itself would pay the initial provider of the verification of the gender of Ms.

Blue, to the user who contributed that Ms. Blue is interested in water skiing and

might share a fee associated withthe. clarification of Ms. Blues' actual credit

worthiness.

As an alternative embodiment to a process that has previously been described

is the ability to embody the invention not as a process but as a computer useable

program, i.e. a software product, which allows the exchange of descriptive profiles
between users, databanks, and/or computers. Another alternative is usage as a

computer program storage device.
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CLAIMS

I/We claim:

1. descriptive-profile mercantile method, for use at a juncture in a data-

communications topology having associated therewith a maintained databank of

partial profiles, the method including the steps of:

a) from an entity who owns or represents a right to multiple profiles,
electronically receiving a transaction having thereina first partial profile ofa single
visitor to the entity, said transaction including real-time access to the single visitor

wherein an identifier is recognized or placed onthe single visitor;

b) using the first partial profile, electronically searching a databank having a

plurality of second partial profiles, wherein is included in said databank at least one

null profile so that said electronic searching will always yield at least one proximate
second partial profile to the first partial profile;

c) i) between the entity and the databank, electronically contracting for a purchase-
payment or a trade or a brokerage payment in exchange for the databank to own or

represent a right to a first mutually agreed portion of the first partial profile, and

substantially thereafter said databank incorporating the agreed portion of the first

profile into at least one second partial profile; or

ii) between the entity and the databank, electronically contracting for a purchase-
payment or a trade or a brokerage-payment in exchange for the entity to own or

represent a right to a second mutually agreed portion of at least one said proximate
second partial profile, and substantially thereafter the databank transmitting to the

user-entity the second mutually agreed portion of the second profile.

The method according to claim 1 wherein electronically receiving a

transaction includes extracting at least one predetermined key portion of the first

partial profile, wherein at least one of these extracted predetermined key portions is

then used as the first partial profile for the electronic searching of the databank.
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3. The method according to claim 2 wherein extracting includes constructing at

least one composite key for the electronic searching of the databank using a

combinatorial of at least two of the predetermined key portions of the first partial
profile.

The method according to claim | wherein electronically contracting includes

selecting a pricing structure according toa rating of the entity.

5. The method according to claim 1 wherein electronically contracting a right
includes accepting an obligation to pay for substantially each use or transfer of the

agreed portion.

6. The method according to claim 1 wherein incorporating the agreed portion
includes assigning a credibility weighting to the agreed portion of the first profile.

7, The method according to claim 6 wherein incorporating includes convoluting
the assigned credibility weighting of thefirst profile with a pre-existing credibility
weighting of a substantially like agreed portion of a proximate second profile; and

storing the convoluted new credibility weighting for the agreed portion in the

databank.

8. The method according to claim 7 wherein electronically contracting includes

selecting a pricing structure according to a result of a computation comparing the

new credibility weighting with the pre-existing credibility weighting.

9. The method according to claim 1 wherein electronically receiving a

transaction includes consulting an external database.

10. The method according to claim 1 further including 1) electronically searching
at least one external database for a partial profile or portion thereof which
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complements a at least one second partial profile of the databank, and ii) between

the database and the databank, electronically contracting for the databank to own or

represent a right to a first mutually agreed portion of the complementing first partial
profile, and substantially thereafter said databank incorporating the agreed portion
of the first profile into at least one second partial profile.

11. A computer program product including a computer usable medium having
computer readable program code embodied therein for facilitating descriptive
profile mercantile activities, the computer readable program code including:

a) first computer readable program code for causing a computer to receive

a transaction from an entity who owns or represents a right to multiple profiles, the

transaction having thereina first partial profile of a single visitor to the entity, said

transaction including real-time access to the single visitor wherein an identifier is

recognized or placed on the single visitor;

b) tied to the first computer readable program code, second computer
readable program code for causing the computer to use the first partial profile to

search a databank havinga plurality of second partial profiles, wherein is included

in said databank at least one null profile so that said searching will always yield at

least one proximate second partial profile to the first partial profile; and

c) tied to the second computer readable program code, third computer
readable program code: i) for causing the computer to contract for a purchase-
payment or a trade or a brokeragepayment between the entity and the databank for

the databank to own or represent a right to a first mutually agreed portion of the first

partial profile, and substantially thereafter for said databank to incorporate the

agreed portion of the first profile into at least one second partial profile; or ii) for

causing the computer to contract for a purchase-payment or a trade or a brokerage
payment between the entity and the databank for the entity to own or represent a

right to a second mutually agreed portion of at least one said proximate second

partial profile, and substantially thereafter for the databank to transmit to the entity
the second mutually agreed portion of the second profile.
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12. A program storage device readable by machine, tangibly embodying a

program of instructions executable by the machine to perform method steps for a

descriptive-profile mercantile method, for use at a juncture in a data-

communications topology having associated therewith a maintained databank of

partial profiles, said method steps including:
a) from an entity who owns or represents a right to multiple profiles,

receiving a transaction having therein a first partial profile of a single visitor to the

entity, said transaction including real-time access to the single visitor wherein an

identifier is recognized or placed on the single visitor;

b) using the first partial profile, searching a databank having a plurality of

second partial profiles, wherein is included in said databank at least one null profile
so that said searching will always yield at least one proximate second partial profile
to the first partial profile;

c) i) between the entity and the databank, contracting for a purchase-payment
or a trade or a brokerage payment in exchange for the databank to own or represent
a right to a first mutually agreed portion of the first partial profile, and substantially
thereafter said databank incorporating the agreed portion of the first profile into at

least one second partial profile; or ii) between the entity and the databank,

contracting for a purchase-payment ora trade or a brokerage payment in exchange
for the entity to own or represent a rightto a second mutually agreed portion of at

least one said proximate second partial profile, and substantially thereafter the

databank transmitting to the entity the second mutually agreed portion of the second

profile.

13. A computer system for facilitating a descriptive-profile mercantile method,
the system including:

a) a computer installed at a juncture in a data-communications topology;
b) associated with said computer, a storage device for keeping a maintained

databank of partial profiles; and
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c) associated with the internal functionality components of the computer,
software for performing method steps including:

i) from an entity who owns or represents a right to multiple profiles,
receiving a transaction having thereina first partial profile of a single visitor to the

entity, said transaction including real-time access to the single visitor wherein an

identifier is recognized or placed on the single visitor;

ii) using the first partial profile, searching a databank having a plurality of

second partial profiles, wherein is included in said databank at least one null profile
so that said searching will always yield at least one proximate second partial profile
to the first partial profile;

iit) (1) between the entity and the databank, contracting for a purchase-
payment or a trade or a brokerage payment in exchange for the databank to own or

represent a right to a first mutually agreed portion of the first partial profile, and

substantially thereafter said databank incorporating the agreed portion of the first

profile into at least one second partial profile; or (2) between the entity and the

databank, contracting for a purchase-payment or a trade or a brokerage payment in

exchange for the entity to own or represent a right to a second mutually agreed
portion of at least one said proximate second partial profile, and substantially
thereafter the databank transmitting to the entity the second mutually agreed
portion of the second profile.

A descriptive-profile mercantile method, for use at a juncture in a data-

communications topology having associated therewith a maintained databank of

partial profiles, the method including the steps of:

a) establishing a data rights contract agreement between an entity and a

databank,
b) from the entity, who owns or represents a right to multiple profiles,

electronically receiving a transaction having thereina first partial profile of a single
visitor to the entity, said transaction including real-time access to the single visitor

wherein an identifier is recognized or placed on the single visitor;
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c) using the first partial profile, electronically searching the databank having
a plurality of second partial profiles, wherein is included in said databank at least

one null profile so that said electronic searching will always yield at least one

proximate second partial profile to the first partial profile;
d) i) between the entity and the databank, electronically affirming the

agreement for a royalty payment or a purchase-payment ora trade or a brokerage
payment in exchange for the databank to.own or represent a right to a first mutually
agreed portion of the first partial profile, and substantially thereafter said databank

incorporating the agreed portion of the first profile into at least one second partial
profile; or ii) between the entity and the databank, electronically affirming the

agreement for a royalty payment or a purchase-payment or a trade or a brokerage-
payment in exchange for the entity to own or represent a right to a second mutually
agreed portion of at least one said proximate second partial profile, and substantially
thereafter the databank transmitting to the user-entity the second mutually agreed
portion of the second profile.

15. The method according to claim 14 wherein electronically receiving a transaction

includes extracting at least one predetermined key portion of the first partial profile,
wherein at least one of these extracted predetermined key portions is then used as

the first partial profile for the electronic searching of the databank.

16. The method according to claim 15 wherein extracting includes constructing at

least one composite key for the electronic searching of the databank using a

combinatorial of at least two of the predetermined key portions of the first partial
profile.

17. The method according to claim 14 wherein electronically contracting includes

selecting a pricing structure according toa rating of the entity.
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18. The method according to claim 14 wherein electronically contracting a right
includes accepting an obligation to pay for substantially each use or transfer of the

agreed portion.

19. The method according to claim 14 wherein incorporating the agreedportion
includes assigning a credibility weightingto the agreed portion of the first profile.

20. The method according to claim 19 wherein incorporating includes convoluting
the assigned credibility weighting of the first profile with a pre-existing credibility
weighting of a substantially like agreed portion of a proximate second profile; and

storing the convoluted new credibility weighting for the agreed portion in the

databank.

21. The method according to claim 20 wherein electronically contracting includes

selecting a pricing structure according to a result of a computation comparing the

new credibility weighting with the pre-existing credibility weighting.

22. The method according to claim 14 wherein electronically receiving a transaction

includes consulting an external database.

23. The method according to claim 14 further including i) electronically searching
at least one external database for a partial profile or portion thereof which

complements a at least one second partial profile of the databank, and ii) between

the database and the databank, electronically contracting for the databank to own or

represent a right to a first mutually agreed portion of the complementing first partial
profile, and substantially thereafter said databank incorporating the agreed portion
of the first profile into at least one second partial profile.
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24. A computer program product including a computer usable medium having
computer readable program code embodied therein for facilitating descriptive
profile mercantile activities, the computer readable program code including:
a) first computer readable program code for causing a computer to receive a

transaction from an entity who owns or represents a right to multiple profiles,
the transaction having therein afirst partial profile of a single visitor to the

entity, said transaction including real-time access to the single visitor wherein

an identifier is recognized or placed on the single visitor;

b) tied to the first computer readable program code, second computer readable

program code for causing the computer to use the first partial profile to search

a databank having a plurality of second partial profiles, wherein is included in

said databank at least one null profile so that said searching will always yield
at least one proximate second partial profile to the first partial profile; and

c) tied to the second computer readable program code, third computer readable

program code: in accordance with an

i) for causing the computer to affirm an aspect ofan established data rights contract

agreement, between the entity and the databank, for a royalty-payment or a

purchase-payment or a trade or a brokerage payment between the entity and

the databank for the databank to own or represent a right to a first mutually
agreed portion of the first partial profile, and substantially thereafter for said

databank to incorporate the agreed portion of the first profile into at least one

second partial profile; or

ii) for causing the computer to affirm an aspect of an established data rights contract

agreement, between the entity and the databank, for a royalty-payment or a

purchase-payment or a trade or a brokerage payment between the entity and

the databank for the entity to own or represent a right to a second mutually
agreed portion of at least one said proximate second partial profile, and

substantially thereafter for the databank to transmit to the entity the second

mutually agreed portion of the second profile.
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25. A program storage device readable by machine, tangibly embodying a program
of instructions executable by the machine to perform method steps for a

descriptive-profile mercantile method, for use at a juncture in a data-

communications topology having associated therewith a maintained databank

of partial profiles, said methodsteps including:
a) from an entity who owns or represents a right to multiple profiles, receiving a

transaction having therein a first partial profile of a single visitor to the entity,
said transaction including real-time access to the single visitor wherein an

identifier is recognized or placed on the single visitor;

b) using the first partial profile, searching a databank having a plurality of second

partial profiles, wherein is includedin said databank at least one null profile so

that said searching will always yield at least one proximate second partial
profile to the first partial profile;

c) i) between the entity and the databank, affirming an aspect of an established data

rights contract agreement, between the entity and the databank, for a royalty-
payment or a purchase-payment or a trade or a brokerage payment in exchange
for the databank to own orrepresent a right to a first mutually agreed portion
of the first partial profile, and substantially thereafter said databank

incorporating the agreed portion of the first profile into at least one second

partial profile; or

ii) between the entity and the databank, affirming an aspect of an established data

rights contract agreement, between the entity and the databank, for a royalty-
payment or a purchase-payment or a trade or a brokerage payment in exchange
for the entity to own or represent a right to a second mutually agreed portion
of at least one said proximate second partial profile, and substantially
thereafter the databank transmitting to the entity the second mutually agreed
portion of the second profile.

26. A computer system for facilitating a descriptive-profile mercantile method, the

system including:
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a) a computer installed at a juncture in a data-communications topology;
b) associated with said computer, a storage device for keeping a maintained

databank ofpartial profiles; and

associated with the internal functionality components of the computer, software

for performing method steps including:
i) from an entity who owns or represents a right to multiple profiles, receiving a

transaction having thereina first partial profile of a single visitor to the entity,
said transaction including real-time access to the single visitor wherein an

identifier is recognized or placed on the single visitor;

ii) using the first partial profile, searching a databank having a plurality of second

partial profiles, wherein is included in said databank at least one null profile so

that said searching will always yield at least one proximate second partial
profile to the first partial profile;

iii) (1) between the entity and the databank, affirming an aspect of an established

data rights contract agreement, between the entity and the databank, for a

royalty-payment or a purchase-payment or a trade or a brokerage payment in

exchange for the databank to own or represent a right to a first mutually
agreed portion of the first partial profile, and substantially thereafter said

databank incorporating the agreed portion of the first profile into at least one

second partial profile; or (2) between the entity and the databank, affirming an

aspect of an established data rights contract agreement, between the entity and

the databank, for a royalty-payment or a purchase-payment or a trade or a

brokerage payment in exchange for the entity to own or represent a right to a

second mutually agreed portion of at least one said proximate second partial
profile, and substantially thereafter the databank transmitting to the entity the

second mutually agreed portion of the second profile.

27. Transaction of Profile InformationAttributes: the attributes being derived from

using of a descriptive-profile mercantile method substantially as hereinbefore

described and illustrated and said method operating at a juncture in a data-
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communications topology having associated therewith a maintained databank of

profiles, the method including the steps of establishing a data rights contract

agreement between a user-entity and a databank-entity, and in accordance with the

agreement either (a) assigning to the databank-entity to own or represent a right to a

mutually agreed portion of a profile, and substantially thereafter the databank-

entity electronically incorporating the agreed portion; or (b) assigning to the user-

entity to own or represent a right to a mutually agreed portion of a profile, and

substantially thereafter the databank-entity electronically transmitting to the user-

entity the agreed portion; the transaction comprising:
using an electronic procedure on a computer attached to a data-

communications topology wherein the procedure is facilitating, between two

disjoint parties, a data exchange of said attributes by an accompanying pricing
structure selected from the list: purchase, sale, trade, brokerage, and payment of

royalties.

28. The transaction according to claim 27 wherein the data-communications

topology having the computer attached thereto is selected from the list: a network,

Internet, Intranet, LAN, WAN, wireless packet communication system, and a

hybrid composite of any of the aforesaid.

29. The transaction according to claim 27 wherein the computer has therein an

organized ensemble of information attributes.

30. The transaction according to claim 27 wherein said attributes enable

identification of an entity described by a profile and the attributes are selected from

the list: name, address, URL, cookie, information leamed from a communication

protocol about a visitor to a web site from an http header, the visitor’s credentials, a

redirect to a portion of the visitor’s page to a server located in cyberspace, name,

address, income, gender, age, education, details of a person’s or organization’s
product purchase transaction over the Internet, credit rating, web portal search
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habits, a questionnaire response, a person’s interests as reflected in his behavior or

as reported by the person or as reflected from his membership in a specific club, an

Organization’s number of employees, an organization’s activities, an

organization’s revenues, an organization’s gross profit, an organization’s operating
profit, an organization’s net profit, an organization’s equity, descriptive information

as used by an advertiser for generating targeted advertising or used by an insurer for

finding a more specific actuarial rate, and an average or typical aggregate based on

a pre-structured analysis ofan existing individual profiles.

31. The transaction according to claim 27 wherein the user-entity is selected from

the list: an individual, web site, search-robot, and software agent.

32. The transactions according to claim 27 wherein the computer installs a method

to acquire, trade, pay royalty for use of, dispose of, or broker attribute data.

33. The transaction according to claim 27 wherein the data exchange includes

articles of information commerce selected from the list: information the user-entity
is allowed to disclose to third parties about a visitor; contract terms about the

visitor; instructions as to type of transaction; visitor demographic attributes; visitor

behavioral attributes; and a predetermined class of profiles for a plurality of visitors.

34. The transaction according to claim 27 wherein the procedure includes a

databank-entity activity selected from the list: verification, contradiction,
maintenance, modification, update, downgrade, enhancement, and credibility rating.

35. A computer useable programprotocolbetween two entities allowing an

electronic transaction of Profile Information Attributes substantially as hereinbefore

described and illustrated; and the transactions includes an activity selected from the

list: assigning values to information attributes, managing value assignments to
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information attributes, commerce in information attributes, client-specific
advertisement profiling of information attributes, and client-specific actuarial

targeting of information attributes; and the entities are selected from the list: users,

‘databanks, and computers; and the attributes are characterized by their respective
derivation from a descriptive-profile mercantile method substantially as

hereinbefore described and illustrated.

36. A Transaction of Profile Information Attributes user-side software for use in a

descriptive-profile mercantile method data-communications protocol operating at a

juncture in a data-communications topology having associated therewith a

maintained databank of profiles wherein the method includes the step of

establishing a data rights contract agreement between a user-entity and a databank-

entity for a royalty payment or a purchase-payment or a trade or a brokerage-
payment, and in accordance with the agreement the software facilitates either (a) the

user-entity assigning to the databank-entity to own or represent a right to a mutually
agreed portion of aprofile, or (b) the user-entity accepting an assignment from the

databank-entity to own or represent a right to a mutually agreed portion of a

profile.

37. A Transaction of Profile Information Attributes databank-side software for use

in a descriptive-profile mercantile method data-communications protocol operating
at a juncture in a data-communications. topology having associated therewith a

maintained databank of profiles wherein the method includes the step of

establishing a data rights contract agreement betweena user-entity and a databank-

entity for a royalty payment or a purchase-payment or a trade or a brokerage-
payment, and in accordance with the agreement the software facilitates either (a) the

databank accepting from the user-entity to own or represent a right to a mutually
42
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agreed portion of a profile, and substantially thereafter the databank electronically
incorporating the agreed portion; or (b) the databank assigning to the user-entity to

own or represent a right to a mutually agreed portion of a profile, and substantially
thereafter the databank electronically transmitting the agreed portion to the user-

entity.

38. A maintained databank of partial profiles including therein a data-article

selected from the list: a transacted partial profile according to claim 1, and a

transacted attribute derived from using of a descriptive-profile mercantile method

substantially as hereinbefore described and illustrated and said method operating at

a juncture in a data-communications topology having associated therewith a

maintained databank of profiles, the method including the steps of establishing a

data rights contract agreement between a user-entity and a databank-entity, and in

accordance with the agreement either (a) assigning to the databank-entity to own or

represent a right to a mutually agreed portion of a profile, and substantially
thereafter the databank-entity electronically incorporating the agreed portion; or (b)

assigning to the user-entity to own or represent a right to a mutually agreed portion
of a profile, and substantially thereafter the databank-entity electronically

—

transmitting to the user-entity the agreed portion; where in said transaction is

comprising using an electronic procedure on a computer attached to a data-

communications topology wherein the procedure is facilitating, between two

disjoint parties, a data exchange of said attributes by an accompanying pricing
structure selected from the list: purchase, sale, trade, brokerage, and payment of

royalties.
|

39. A maintained databank ofpartial profiles including therein a data-article

selected from the list: a transacted partial profile according to claim 14, and a

transacted attribute derived from using of a descriptive-profile mercantile method

substantially as hereinbefore described and illustrated and said method operating at

a juncture in a data-communications topology having associated therewith a
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maintained databank ofprofiles, the method including the steps ofestablishing a

data rights contract agreement betweena user-entity and a databank-entity, and in

accordance with the agreement either (a) assigning to the databank-entity to own or

represent a right to a mutually agreed portion of a profile, and substantially
thereafter the databank-entity electronically incorporating the agreed portion; or (b)
assigning to the user-entity to own or represent a right to a mutually agreed portion
ofa profile, and substantially thereafter the databank-entity electronically
transmitting to the user-entity the agreed portion; where in said transaction is

comprising using an electronic procedure on a computer attached to a data-

communications topology wherein the procedure is facilitating, between two

disjoint parties, a data exchange of saidattributes by an accompanying pricing
structure selected from the list: purchase, sale, trade, brokerage, and payment of

royalties.

44

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 271 of 302



ABSTRACT

A descriptive-profile mercantile method, for use at a juncture in a

data-communications topology having associated therewith a maintained

databank of partial profiles, is disclosed. The method includes the steps of:

from a user, receiving a transaction having thereinafirst partial profile; using
the first partial profile, searching a databank having a plurality ofsecond partial
profiles, wherein is included in said databank at least one null profile so that

said searching will always yield at least one proximate second partial profile to

the first partial profile; andbetween the user and the databank, contracting: (I)
for the databank to own or represent a right to a first mutually agreed portion of

the first partial profile, and substantially thereafter said databank incorporating
the agreed portion of the first profile into at least one second partial profile; or

(Il) for the user to own or represent a right to a second mutually agreed portion
ofat least one said proximate second partial profile, and substantially thereafter

the databank transmitting to the user the second mutually agreed portion of the

second profile. The present invention operates best on a brokerage
representation model; and thereby provides a means for making viable the

economic commerce in information attributes.
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ASSIGNMENT

FOR VALUE RECEIVED, I, the named inventor of the below-referenced patent
application, sell, assign, and transfer to AlmondNet, Inc., a Delaware corporation, and any
successor, assign, legal representative, or designated nominee (“Assignee”), the entire
right, title, and interest, for all countries, in and to certain inventions relating to: “A
Descriptive-profile Mercantile Method,” described ina U.S. utility patent application filed
August 2008, and all the rights and privileges under all Letters Patent that may be
granted for those inventions, including any regular applications and continuations,
continuations-in-part, and divisions thereof, and reissue patents or applications thereof,
and any foreign counterparts, international applications, or national applications related
to those inventions.

I request that all patents for the inventions be issued to Assignee.
I agree that, when requested, I will, without charge to Assignee but at Assignee’s

expense, sign all papers, take all rightful oaths, and do all acts that may be necessary,
desirable, or convenient for securing and maintaining patents for the inventions in all
countries and for vesting title to such patents in Assignee.

I authorize and empower Assignee to invoke and claim, for any application for
patent or other form of protection for the inventions filed by Assignee, the benefit of the
right of priority provided by the International Convention for the Protection of Industrial
Property, as amended, or by any convention that may be substituted for it, and to invoke
and claim such right of priority without further written or oral authorization from me.

I consent that a copy of this assignment shall be deemed a full legal and formal
equivalent of any assignment, consent to file, or like document that may be required in any
country for any purpose and more particularly in proof of the right of Assignee to claim
the benefit of the right of priority provided by the International Convention for the
Protection of Industrial Property, as amended, or by any convention that may be
substituted for it.

I represent and covenant with Assignee that the rights and property conveyed by
this Assignment are free and clear of any encumbrance, and that I have full right to convey
those rights and property.

Agreed:

Ko, kf7Up at New York, New York, August 2008.
Roy Shkedi
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant : Roy Shkedi Art Unit : 3629*

Serial No. : Examiner: Ouellette, J.P.*
* In parent application S.N. 11/099,861

Filed : 08/06/2008

Title : Descriptive-Profile Mercantile Method

Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

PRELIMINARY AMENDMENT

Dear Sir:

In consideration of this continuation application, applicant requests entry of the

following amendments to the specification and claims and consideration of the

following remarks.

Amendments to the specification begin on page 2.

Amendments to the claims are reflected in the claim listing that begins on

page 3.

Remarks begin on page 5.
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IN THE CROSS-REFERNCE TO RELATED APPLICATIONS SECTION:

Please amend the paragraph as follows:

setforthfully-herein-Furthermere-aThi lication i ivisionof application Serial

No. 11/099,861, filed April 6, 2005, which is a continuation of application Serial No.

09/593,993, filed June 14, 2000, now U.S. Patent 6,925,440, which claims priority to Israel

Application No. 133,489, filed December 13, 1999. A portion of the disclosure of this

patent document contains material-whieh-thatis subject to copyright protection. The

copyright owner has no objection to the facsimile reproduction by anyone of the patent
document or the patent disclosure, as it appears in the Patent and Trademark Office

patent file or records, but otherwise reserves all copyright rights whatsoever.

DIV of Serial No. 11/099,861 Page 2

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 282 of 302



IN THE CLAIMS

1-39. (Canceled)
40. (New) A method of collecting and utilizing profiles of Internet-using

entities, the method comprising:
(a) electronically receiving, from at least one of a plurality of

unaffiliated third parties operating a website, a partial profile of an entity that

uses a computer coupled to a global computer network and accessing the

website, which partial profile contains at least one profile attribute related to the

entity;
(b) wherein receiving the partial profile is achieved by redirection of a

portion of a page of the website accessed by the entity’s computer;
(c) automatically electronically attempting to match the received

partial profile to a maintained profile believed to be related to the same entity;
(d) automatically generating and storing an electronic record of which

of the plurality of unaffiliated third parties contributed to the maintained profile
particular profile attributes; and

(e) allowing use of the maintained profile in targeting advertisements

to the entity's computer over the global computer network.

41. (New) The method of claim 40 further comprising automatically
maintaining an electronic record of which unaffiliated third party contributed, to the

maintained profile, the profile attributes that were used in targeting the advertisements.

42. (New) The method of claim 41 further comprising determining whether

the received partial profile contains any profile attributes about the entity that were not

previously contained in a matching maintained profile.
43. (New) The method of claim 40 further comprising allowing use of the

maintained profile along with a credibility rating associated with at least one of the

profile attributes of the maintained profile.
44. (New) The method of claim 43 wherein the credibility rating is reflected in

a price for the at least one profile attribute.

DIV of Serial No. 11/099,861 Page 3
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45. (New)The method of claim 40 wherein allowing use of the maintained

profile includes allowing selection of profile attributes from the maintained profile
based on the source thereof.

46. (New) The method of claim 40 further comprising reading a cookie

previously stored on the entity’s computer, as a result of the redirection.

47. (New) A data storage medium comprising indicia of instructions for a

processor to perform a method of updating profiles of Internet-using entities, the

method comprising:
(a) electronically receiving, from at least one of a plurality of

unaffiliated third parties operating a website, a partial profile of an entity that

uses a computer coupled to a global computer network and accessing the

website, which partial profile contains at least one profile attribute related to the

entity;
(b) wherein receiving the partial profile is achieved by redirection of a

portion of a page of the website accessed by the entity’s computer;
(c) automatically electronically attempting to match the received

partial profile to a maintained profile believed to be related to the same entity;
(d) automatically generating and storing an electronic record of which

of the plurality of unaffiliated third parties contributed to the maintained profile
particular profile attributes; and

(e) allowing use of the maintained profile in targeting advertisements

to the entity's computer over the global computer network.

DIV of Serial No. 11/099,861 Page 4
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Remarks

The amendments to the specification are being made to update only the related

applications section and hence do not contain any “new matter.”

Claims 40-47 correspond to claims 93-100 of the parent application Serial No.

11/099,861. Those claims were restricted from that application and thus not examined.

They are being re-submitted for prosecution here.

Please feel free to telephone the undersigned if it would in any way advance

prosecution of this application.

Respectfully submitted,

ALMONDNET INC.

by its attorney

Dated: August 6, 2008 /Louis J. Hoffman /
Louis J. Hoffman

Reg. No. 38,918

LOUIS J. HOFFMAN, P.C.
11811 North Tatum Boulevard
Suite 2100
Phoenix, Arizona 85028

(480) 948-3295

DIV of Serial No. 11/099,861 Page 5

Ex. 2003 
AlmondNet, Inc., IPR2025-00545 

Page 285 of 302



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant Roy Shkedi Art Unit : 3629*

Serial No. Examiner : Ouellette, J.P.*
* In patent application S.N. 11/099,861

Filed : 08/06/2008

Title : A Descriptive-profile Mercantile Method

Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INFORMATION DISCLOSURE STATEMENT
Dear Sir:

Applicant discloses the references listed on the forms PTO/SB/08 attached to this

document. All of the references were cited in parent application Serial No. 11/099,861,

therefore, pursuant to Office rules, copies of those references are not included here.

Assignee also wishes to advise the Examiner of the existence of the following nine

(9) other pending applications that it owns, as well as the references or record therein:

Serial No. Filing Date
10/996,491 11/24/2004
11/479,832 6/30/2006
11/736,544 4/17/2007
11/763,286 6/14/2007
11/765,433 6/19/2007
11/968,107 12/31/2007
11/986,117 12/31/2007
12/131,798 6/2/2008
12/131,824 6/2/2008
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If the Examiner has any questions concerning these matters, please contact

assignee’s undersigned attorney.

Dated: August 6, 2008

Respectfully submitted,

ALMONDNET INC.

by its attorney

/Louis J. Hoffman/
Louis J. Hoffman
Reg. No. 38,918
LOUIS J. HOFFMAN, P.C.
11811 North Tatum Boulevard, Suite 2100
Phoenix, Arizona 85028
(480) 948-3295

Page 2
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Substitute forform 14458/PTO CompleteifKnown

ApplicationNumberINFORMATION DISCLOSURE [ameaae
STATEMENT BY APPLICANT }-BatNamed inventorGroupAst Unit

use, BS ExaminerName
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OTHER PRIOR ART NON PATENT LITERATURE DOCUMENTS
tachsde oftheauthor(inCAPITAL LETTERS), &ppropriste}, Uitte

Examiner [Cae tam (bok, eri,eat.)dun prow Cou
"Their Time Has Come’, ‘Direct, vit, ptt, June 1999.

www.acxiom.com,www archive.org,
date range: 2/24/1999-1 1/14/1999.

Barrett, Jennifer, "Databasing in the 90s: data and what we're doing with
Direct Marketing, v58, n4, p40, August 1995.

Odell, Patricia, “Sweetening the pot." Direct, v10, n9, p91, July 1998.

Hatch, Denny, "Co-op databases”, Target Marketing,
v21n5, pp:38-42, May 1998.

Examiner Date

ean TOSI, Considered
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- DIV of Serial No. 11/099,861

Substitute for farm 1449/PTO

{Use as many sheets as necessary)

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

Filed 08/06/2008

PTO/SB/08A (09-06)
Approved for use through 03/31/2007, OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Complete if Known

Application Number

Filing Date Ca
First Named Inventor Shkedi, Roy
Art Unit

Examiner Name

sheet [1 | of [3 Attorney Docket Number
quant
nea

U. S. PATENT DOCUMENTS
Pages, Columns, Lines, WhereExaminer Cite Document Number Publication Date Name of Patentee or

Initiats* No." MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant

Number-Kind Code” Figures Appear
US- 4863384 09-05-1989 [Slade

US- 5999422 03-24-1992 Foresman, et al.
US- 5446891 08-29-1995 Kaplan, et al.
US- 5710884 01-20-1998 [Dearick
US- 57147923 02-10-1998 |Dearick
US- 5724521 03-03-1998 |Dearick

US- 5752238  |Dedrick

US- 5848396 12-08-1998  |Gerace

US- 5956693 09-21-1999  |Geerlings
US-  |Gardenswariz, et al.
US- 40-03-2000 __|Papierniak, et al.

US- 10-17-2000 Lazarus, et al.

US- 6441010 10-31-2000 jHoyle
US- 6151601 11-21-2000 __|Papierniak, et al.
US- 04-10-2001 |Eldering
US- 07-31-2001 —_[Davis, etal.
US- 05-21-2002 |Kobata

US- 6415322 07-02-2002 Jaye
US- 6832207 42-14-2004 Shkedi

Initials* No. Date
or

Applicant of Cited Document Where Relevant Passages
Or Relevant Figures Appear Tr

Examiner
Signature

Date
Considered

“EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and net
considered. Include copy of this form with next communication to applicant. Applicant's unique citation designation number (optional). ?See Kinds Codes of
USPTO Patent Documents at www.uspto.gov or MPEP 901.04. Enter Office that issued the document, by the twoetter code (WIPO Standard ST.3). * For

Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. °Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required fo obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14, This collection is estimated to take 2 hours to compiste,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing the form, call 1-800-PTO-9199 (1-800-786-9199) and select option 2.
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Approved for use through 03/31/2007. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Papenvork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB contral number.
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Application Number eeeere
Filing Date
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Document Number Publication Date or

Initials* No.* MN-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant

(known) Figures Appear
6868389 03-15-2005 , etal.

6925440  |Shkedi

6973436 12-06-2005 = |Shkedi

6993590 01-31-2006 , etal.

7065500 06-20-2006 __‘|Singh, et al.

7072853 07-04-2006 Shkedi

FOREIGN PATENT DOCUMENTS
Examiner | Cite | Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* No.’ Date Applicant of Cited Document Where Relevant Passages

MM-DD-YYYY Or Relevant Figures Appear | T°
Country Code®* “Number ‘Kind Code®(ifknown)

WO 98/59481 12-30-1998 Buckland

WO 00/08583 02-17-2000 |Keen

EP 1 024 437 A2 08-02-2000 |Chen

(Examiner Date

Signature Considered
Seana
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USPTO Patent Documents at www.uspio.gov or MPEP 901.04. * Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). ‘ For

Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible, Applicant is to place a check mark here if English language
Transiation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C, 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1460. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB contro! number.
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Substitute for form 1449/PTO

Application Number ceeGntinde
INFORMATION DISCLOSURE| Filing Date
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Art Unit oan
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Examiner Name Guiana

\Sheet 3 of 13 Attorney Docket Number | gagumemanae

NON PATENT LITERATURE DOCUMENTS
Examiner| Cite Include name of the author (in CAPITAL LETTERS), titie of the article (when appropriate), title of
Initials* No." the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue T?

number(s), publisher, city and/or country where published.
Brody, R.; "The Conditions and Consequences of Profiling in Commercial
and Governmental Settings”; IEEE; 1998.

"IntelliQuest, 24/7 Media Pair to Deliver Tech Household Database"; from
webpage hittp:/Awww.clickz.com; October 6, 1998.

"Internet Access: Intelliquest and 24/7 Media Team Up to Deliver 100 Million Household
Database to Internet Marketers"; from website http://findarticles.com; October 12, 1998.

24/7 Real Media Inc. - TFSM; Form S-1A, filed with the SEC April 14,
1999 (portions).

—

Engage Technologies, Inc.; Form S-1A; filed with the SEC July 19, 1999;
pp. 36-50.

"The e-Marketing Report"; Morgan Stanley Dean Witter; May, 2000
(portions).

Examiner Date
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"EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant.
1 Applicant's unique citation designation number (optional), 2 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S. Patent and
Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

ifyou need assistance in completing the form, calf 1-800-PTO-9199 (1-800-786-9199) and select option 2.
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Document Date Name of Patentee or Pages,
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or

Initials* No. Date Applicant of Cited Document Where Refevant Passages
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Examiner Date
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USPTO Patent Documents at www.usplo.gov or MPEP 901.04. * Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). ‘ For
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.
This colfection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete,
including gathering, preparing, and submitting the completed applicalion form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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If you need assistance in completing the form, calf 1-800-PTO-9199 (1-800-786-9199) and select option 2.
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