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(57) ABSTRACT 

A computing system and architecture is provided that affects 
and extends services exported through application libraries. 
The system has an operating system having an operating 
system kernel having OS critical system elements ( OSCSEs) 
for running in kernel mode; and, a shared library having 
critical system elements (SLCSEs) stored within the shared 
library for use by the software applications in user mode. The 
SLCSEs stored in the shared library are accessible to the 
software applications and when accessed by a software appli­
cation forms a part of the software application. When an 
instance of an SLCSE provided to an application from the 
shared library it is ran in a context of the software application 
without being shared with other software applications. The 
other applications running under the operating system each 
have use of a unique instance of a corresponding critical 
system element for performing essentially the same function, 
and can be run simultaneously. 

18 Claims, 7 Drawing Sheets 
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COMPUTING SYSTEM HAVING USER MODE 
CRITICAL SYSTEM ELEMENTS AS SHARED 

LIBRARIES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims priority ofU.S. Provisional Patent 
Application No. 60/504,213 filed Sep. 22, 2003, entitled 
"User Mode Critical System Element as Shared Libs", which 10 

is incorporated herein by reference. 

FIELD OF THE INVENTION 

This invention relates to a computing system, and to an 15 

architecture that affects and extends services exported 
through application libraries. 

BACKGROUND OF THE INVENTION 

2 
not an exact copy of a CSE in the operating system (OS); 
notwithstanding, a CSE for use in user mode, may in a less 
preferred embodiment be a copy of a CSE in the OS. 

In accordance with the invention, a computing system for 
executing a plurality of software applications is provided, 
comprising: 

an operating system having an operating system kernel 
having OS critical system elements ( OSCSEs) for running in 
kernel mode; and, 

a shared library having critical system elements (SLCSEs) 
stored therein for use by the software applications in user 
mode wherein some of the CSEs stored in the shared library 
are accessible to a plurality of the software applications and 
form a part of at least some of the software applications by 
being linked thereto, and wherein an instance of a CSE pro­
vided to an application from the shared library is run in a 
context of said software application without being shared 
with other software applications and where some other appli­
cations running under the operating system can, have use of a 

Computer systems are designed in such a way that software 
application programs share common resources. It is tradition­
ally the task of an operating system to provide mechanisms to 
safely and effectively control access to shared resources. In 
some instances the centralized control of elements, critical to 
software applications, hereafter called critical system ele­
ments (CSEs) creates a limitation caused by conflicts for 
shared resources. 

20 unique instance of a corresponding critical system element 
for performing essentially the same function. 

In accordance with the invention, there is provided, a com­
puting system for executing a plurality of software applica­
tions comprising an operating system having an operating 

25 system kernel having OS critical system elements ( OSCSEs) 
for running in kernel mode; and, 

For example, two software applications that require the 
same file, yet each requires a different version of the file will 30 
conflict. In the same mamier two applications that require 
independent access to specific network services will conflict. 
A common solution to these situations is to place software 
applications that may potentially conflict on separate com­
pute platforms. The current state of the art, defines two archi- 35 
tectural approaches to the migration of critical system ele­
ments from an operating system into an application context. 

In one architectural approach, a single server operating 
system places critical system elements in the same process. 
Despite the flexibility offered, the system elements continue 40 

to represent a centralized control point. 

1. a shared library having critical system elements 
(SLCSEs) stored therein for use by the software appli­
cations in user mode as a service distinct from that 
supplied in the OS kernel. 

2. wherein some of the SLCSEs stored in the shared library 
are accessible to a plurality of the software applications 
and form a part ofat least some of the software applica­
tions, and wherein a unique instance of a CSE provided 
to an application from the shared library is run in a 
context of said software application and where some 
other applications running under the operating system 
each have use of a unique instance of a corresponding 
critical system element for performing essentially the 
same function. 

In some embodiments, the computing system has applica­
tion libraries accessible by the software applications and aug­
mented by the shared library. 

In the other architectural approach, a multiple server oper­
ating system places critical system elements in separate pro­
cesses. While offering even greater options this architecture 
has suffered performance and operational differences. 

An important distinction between this invention and prior 
art systems and architectures is the ability to allow a CSE to 
execute in the same context as an application. This then 
allows, among other things, an ability to deploy multiple 
instances of a CSE. In contrast, existing systems and archi­
tectures, regardless of where a service is defined to exist, that 
is, in kernel mode, in user mode as a single process or in user 
mode as multiple processes, all support the concept of a single 
shared service. 

Application libraries are libraries of files required by an 
45 application in order to run. In accordance with this invention, 

SLCSEs are placed in shared libraries, thereby becoming 
application libraries, loaded when the application is loaded. A 
shared library or dynamic linked library (DLL) refers to an 
approach, wherein the term application library infers a depen-

50 dency on a set of these libraries used by an application. 
Typically, the critical system elements are not removed 

from operating system kernel. 

SUMMARY OF THE INVENTION 

In some embodiments, the operating system kernel has a 

55 
kernel module adapted to serve as an interface between a 
service in the context of an application program and a device 
driver. 

In some embodiments, the critical system elements in the 
context of an application program use system calls to access 

60 services in the kernel module. 

In accordance with a first broad aspect of this invention, a 
computing system is provided that has an operating system 
kernel having operating system critical system elements 
(OSCSEs) and adapted to run in kernel mode; and a shared 
library adapted to store replicas of at least some of the critical 
system elements, for use by the software applications in user 
mode executing in the context of the application. The critical 
system elements are run in a context of a software application. 65 

The term replica used herein is meant to denote a CSE 
having similar attributes to, but not necessarily and preferably 

In some embodiments, the kernel module is adapted to 
provide a notification of an interruption to a service in the 
context of an application program. 

In some embodiments, the interrupt handling capabilities 
are initialized through a system call. 

In some embodiments, the kernel module comprises a han­
dler which is installed for a specific device interrupt. 
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In some embodiments, the handler is called when an inter­
rupt request is generated by a hardware device. 

In some embodiments, the handler notifies the service in 
the context of an application through the use of an up call 
mechanism. 

In some embodiments, function overlays are used to inter­
cept software application accesses to operating system ser­
vices. 

In some embodiments, the critical system elements stored 
in the shared library are linked to the software applications as 10 

the software applications are loaded. 

4 
In some embodiments, the data exchange uses mapping of 

virtual memory such that data is transferred both from the 
critical system elements in user mode to the device driver in 
kernel mode and from the device driver in kernel mode to the 
critical system elements in user mode. 

In some embodiments, the kernel module is adapted to 
export services for device interface. 

In some embodiments, the export services comprise ini­
tialization to establish a charmel between a critical system 
element of the critical system elements in user mode and a 
device. 

In some embodiments, the critical system elements rely on 
kernel services supplied by the operating system kernel for 
device access, interrupt delivery, and virtual memory map­
ping. 

In some embodiments, the export services comprise trans­
ferof data from a critical system element of the critical system 

15 
elements in user mode to a device managed by the operating 
system kernel. 

In some embodiments, the kernel services are replicated in 
user mode and contained in the shared library with the critical 
system elements. In the preferred embodiment the kernel 
itself is not copied. CSEs are not taken from the kernel and 
copied to user mode. An instance of a service that is also 20 

provided in the kernel is created to be implemented in user 
mode. By way of example, the kernel may provide a TCP/IP 
service and in accordance with this invention, a TCP/IP ser­
vice is provided in user mode as an SLCSE. The TCP/IP 
service in the kernel remains fully intact. The CSE is not 25 

shared as such. Each application that will use a CSE will link 
to a library containing the CSE independent of any other 
application. The intent is to provide an application with a 
unique instance of a CSE. 

In accordance with this invention, the code shared is by all 
30 

applications on the same compute platform. However, this 
shared code does not imply that the CSE itself is shared. This 
sharing of code is common practice. All applications cur­
rently share code for common services, such services include 
operations such as such as open a file, write to the file, read 

35 

from the file, etc. Each application has its own unique data 
space. This indivisible data space ensures that CSEs are 
unique to an application or more commonly to a set of appli­
cations associated with a container, for example. Despite the 
fact that all applications may physically execute the same set 

40 

of instructions in the same physical memory space, that is, 
shared code space, the instructions cause them to use separate 
data areas. In this manner CSEs are not shared among appli­
cations even though the code is shared. 

45 
In some embodiments, the kernel services used by CSEs 

comprise memory allocation, synchronization and device 
access. 

In some embodiments, the export services include transfer 
of data from a device to a critical system element of the 
critical system elements in user mode. 

According to a second broad aspect, the invention provides 
an operating system comprising the above computing system. 

According to a third broad aspect, the invention provides a 
computing platform comprising the above operating system 
and computing hardware capable of running under the oper­
ating system. 

According to a fourth broad aspect, the invention provides 
a shared library accessible to software applications in user 
mode, the shared library being adapted to store system ele­
ments which are replicas of systems elements of an operating 
system kernel and which are critical to the software applica­
tions. 

According to a fifth broad aspect, the invention provides an 
operating system kernel having system elements and adapted 
to run in a kernel mode and to replicate, for storing in a shared 
library which is accessible by software applications in user 
mode, system elements which are critical to the software 
applications. 

According to a sixth broad aspect, the invention provides 
an article of manufacture comprising a computer usable 
medium having computer readable program code means 
embodied therein for a computing architecture. The computer 
readable code means in said article of manufacture has com­
puter readable code means for running an operating system 
kernel having critical system elements in kernel mode; and 
computer readable code means for storing in a shared library 
replicas of at least some of the critical system elements, for 
use by software applications in user mode. 

The critical system elements are run in a context of a In some embodiments, the kernel services that are platform 
specific are not replicated, or provided as SLCSEs. 

In some embodiments, the kernel services which are plat­
form specific are called by a critical system element running 

50 
software application. Accordingly, elements critical to a soft­
ware application are migrated from centralized control in an 
operating system into the same context as the application. 
Advantageously, the invention allows specific operating sys­
tem services to efficiently operate in the same context as a 

in user mode. In some embodiments, a user process running 
under the computing system has a respective one of the soft­
ware applications, the application libraries, the shared library 55 
and the critical system elements all of which are operating in 
user mode. 

In some embodiments, the software applications are pro­
vided with respective versions of the critical system elements. 
In some embodiments, the system elements which are appli- 60 

cation specific reside in user mode, while the system elements 
which are platform specific reside in the operating system 
kernel. In some embodiments, a control code is placed in 

software application. 
In accordance with this invention, critical system elements 

normally embodied in an operating system are exported to 
software applications through shared libraries. The shared 
library services provided in an operating system are used to 
expose these additional system elements. 

BRIEF DESCRIPTION OF THE DRAWINGS 

kernel mode. Preferred embodiments of the invention will now be 
In some embodiments, the kernel module is adapted to 65 described with reference to the attached drawings in which: 

enable data exchange between the critical system elements in FIG. 1 is an architectural view of the traditional monolithic 
user mode and a device driver in kernel mode. prior art operating system; 
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FIG. 2a is an architectural view ofa multi-server operating 
system in which some critical system elements are removed 
from the operating system kernel and are placed in multiple 
distinct processes or servers; 

FIG. 2b is illustrative of a known system architecture 
where critical system elements execute in user mode and 
execute in distinct context from applications in a single appli­
cation process context; 

6 
stack. In another scenario the configuration/settings estab­
lished to support one application may have an adverse effect 
on the system as a whole. 

By way of introduction, a number of terms will now be 
defined. 

Critical System Element (CSE): Any service or part of a 
service, "normally" supplied by an operating system, that is 
critical to the operation of a software application. 

FIG. 3 is an architectural view of an embodiment of the 
invention; 

A CSE is a dynamic object providing some function that is 
10 executing instructions used by applications. 

FIG. 4 is a functional view showing how critical system 
elements exist in the same context as an application; 

FIG. 5 is a block diagram showing a kernel module pro­
vided by an embodiment of the invention; and, 

FIG. 6 shows how interrupt handling occurs in an embodi-
15 

ment of the invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

20 

BY WAY OF EXAMPLE CSEs INCLUDE: 
Network services including TCP/IP, Bluetooth, ATM; or 

message passing protocols 
File System services that offer extensions to those supplied 

by the OS 
1. Access files that reside in different locations as though 

they were all in a single locality 
2. Access files in a compressed, encrypted or packaged 

image as though they were in a local directory in a 
standard format 

Implementation of file system optimizations for specific 
application behavior 

Implementation of network optimizations for specific 
application services such as: 

1. Kernel bypass where hardware supported protocol pro­
cessing is provided 

2. Modified protocol processing for custom hardware ser­
vices 

Embodiments of the invention enable the replication of 
critical system elements normally found in an operating sys­
tem kernel. These replicated CSEs are then able to run in the 
context of a software application. Critical system elements 25 
are replicated through the use of shared libraries. A CSE is 
replicated by way of a kernel service being repeated in user 
space. This replicated CSE may differ slightly from its coun­
terpart in the OS. Replication is achieved placing CSEs simi- Compute platform: The combination of computer hard-

30 ware and a single instance of an operating system. lar to those in the OS in shared libraries which provides a 
means of attaching or linking a CSE service to an application 
having access to the shared library. Therefore, a service in the 
kernel is substantially replicated in user mode through the use 
of shared libraries. 

The term replication implies that system elements become 
separate extensions accessed through shared libraries as 
opposed to being replaced from an operating system. Hence, 
CS Es are generally not copies of a portion of the OS; they are 
an added additional service in the form of a CSE. Shared 
libraries are used as a mechanism where by an application can 
utilize a CSE that is part of a library. By way of example; a 
Linux based platform provides a TCP/IP stack in the Linux 
kernel. This invention provides a TCP/IP stack in the form of 
a CSE that is a different implementation of a TCP/IP stack, 
from Berkeley Software Distribution (BSD) by way of 
example. Applications on a Linux platform may use a BSD 
TPC/IP stack in the form of a CSE. The mechanism for 
attaching the BSD TCP/IP stack to an application is in the 
form of a shared library. Shared libraries as opposed to being 
copies from the OS to another space are a distinct implemen­
tation of the service (i.e. TCP/IP) packaged in the form of a 
shared library capable of executing in user mode linked to an 
application. 

User mode: The context in which applications execute. 
Kernel mode: The context in which the kernel portion of an 

operating system executes. In conventional systems, there is a 
physical separation enforced by hardware between user mode 

35 and kernel mode. Application code camiot run in kernel 
mode. 

Application Progranmiing Interface (API): An API refers 
to the operating system and programming language specific 
functions used by applications. These are typically supplied 

40 in libraries which applications link with either when the 
application is created or when the application is loaded by the 
operating system. The interfaces are described by header files 
provided with an operating system distribution. In practice, 
system APis are used by applications to access operating 

45 system services. 
Application library: A collection of functions in an archive 

format that is combined with an application to export system 
elements. 

Shared library: An application library code space shared 
50 among all user mode applications. The code space is different 

than that occupied by the kernel and its associated files. The 
shared library files are placed in an address space that is 
accessible to multiple applications. 

Static library: An application library whose code space is 
55 contained in a single application. 

In a broad sense, the TCP/IP services in the CSE are the 
same as those provided in the Linux kernel. The reason two of 
these service may be required is to allow an application to 
utilize network services provided by a TCP /IP stack, that have 
unique configuration or settings for the application. Or the 
setting used by one application may conflict with the settings 
needed by another application. If, by way of example, a first 60 

application requires that specific network packets using a 
range of port numbers be passed to itself, it would need to 
configure route information to allow the TCP/IP stack to 
process these packets accordingly. On the same platform a 
second application is then exposed to either undesirable per- 65 

formance issues or security risks by allowing network packets 
with a broad port number range to be processed by the TCP/IP 

Kernel module: A set of functions that reside and execute in 
kernel mode as extensions to the operating system kernel. It is 
common in most systems to include kernel modules which 
provide extensions to the existing operating system kernel. 

Up call mechanism: A means by which a service in kernel 
mode executes a function in a user mode application context. 

FIG. 1 shows a conventional architecture where critical 
system elements execute in kernel mode. Critical system 
elements are contained in the operating system kernel. Appli­
cations access system elements through application libraries. 

In order for an application ofFIG. 1 to make use ofa critical 
system element 17 in the kernel 16, the application 12a or 12b 



US 7,784,058 B2 
7 8 

case with a multi-server architecture depicted in FIG. 2a. 
Rather, they are replicated, and embodied in the context of an 
application. 

FIG. 3 shows an architectural view of the overall operation 
of this invention. Multiple user processes execute above a 
single instance of an operating system. 

makes a call to the application libraries 14. It is impractical to 
write applications, which handle CPU specific/operating spe­
cific issues directly. As such, what is commonly done is to 
provide an application library in shared code space, which 
multiple applications can access. This provides a platform 
independent interface where applications can access critical 
system elements. When the application 12a, 12b makes a call 
to a critical system element 17 through the application library 
14, a system call may be used to transition from user mode to 
kernel mode. The application stops running as the hardware 
18 enters kernel mode. The processor makes the transition to 
a protected/privileged mode of execution called kernel mode. 
Code supplied by the OS in the form of a kernel begins 
execution when the transition is made. The application code is 

Software applications 32a, 32b, utilize shared libraries 34 
as is done in U.S. Provisional Patent Application Ser. No. 
60/512,103 entitled "SOFTWARE SYSTEM FOR CON-

10 TAINERIZATION OF APPLICATION SETS" which is 

not used when executing in kernel mode. The operating sys- 15 

tern kernel then provides the required functionality. It is noted 
that each oval 12a, 12b in FIG. 1 represents a different con­
text. There are two application contexts in the illustrated 
example and the operating system context is not shown as an 
oval but also has its own context. There are many examples of 20 

this architecture in the prior art including SUN Solaris™, 
IBMAIX™, HP-UX™ and Linux™. 

incorporated herein by reference. The standard libraries are 
augmented by an extension, which contains critical system 
elements, that reside in extended shared libraries 35. 
Extended services are similar to those that appear in the 
context of the operating system kernel 36. 

FIG. 4 illustrates the functionality of an application process 
as it exists above an operating system that was described in 
FIG. 3. Applications exist and run in user mode while the 
operating system kernel 46 itself runs in kernel mode. User 
mode functionality includes the user applications 42, the 
standard application libraries 44, and one or more critical 
system elements, 45 & 47. FIG. 4 shows one embodiment of 
the invention where the CSE functionality is contained in two 
shared libraries. An extended library, 45, provides control 

FIG. 2a shows a system architecture where critical system 
elements 27a, 27b execute in user mode but in a distinct 
context from applications. Some critical system elements are 
removed from the operating system kernel. They reside in 
multiple distinct processes or servers. An example of the 
architecture described in FIG. 2a is the GNU Hurd operating 
system. 

25 operations while the CSE shared library, 47, provides an 
implementation of a critical system element. 

The servers that export critical system elements execute in 
a context distinct from the operating system kernel and appli­
cations. These servers operate at a peer level with respect to 
other applications. Applications access system elements 
through application libraries. The libraries in this case com­
municate with multiple servers in order to access critical 
system elements. Thus, in the illustrated example, there are 
two application contexts and two critical system element 
contexts. When an application requires the use of a critical 
system element, which is being run in user mode, a sequence 
of events must take place. Typically the application first 
makes a platform independent call to the application library. 
The application library in turn makes a call to the operating 
system kernel. The operating system kernel then schedules 
the server with the critical system element in a different user 
mode context. After the server completes the operation, a 
switch back to kernel mode is made which then responds back 

The CSE library includes replicas or substantial functional 
equivalents or replacements of kernel functions. The term 
replica, shall encompass any of these meanings, and although 

30 not a preferred embodiment, may even be a copy of a CSE that 
is part of the OS. These functions can be directly called by the 
applications 42 and as such can be run in the same context as 
the applications 42. In preferred embodiments, the kernel 
functions which are included in the extended shared library 

35 and critical system element library 45,47 are also included in 
the operating system kernel 46. 

Furthermore, there might be different versions of a given 
critical system element 47 with different applications access-

40 
ing these different versions within their respective context. 

In preferred embodiments, the platform specific aspects of 
the critical system element are left in the operating system 
kernel. Then the critical system elements running in user 
mode may still make use of the operating system kernel to 

45 
implement these platform specific functions. 

to the application through the application library. Due to this 
architecture, such implementations may result in poor perfor­
mance. Ideally, an application, which runs on the system of 

50 
FIG. 1, should be able to run on the system of FIG. 2a as well. 
However, in practice it is difficult to maintain the same char­
acteristics and performance using such an architecture. 

FIG. 2b is illustrative of a known system architecture 
where critical system elements execute in user mode. The 55 
critical system elements also execute in a distinct context 
from applications. Some critical system elements are 
removed from the operating system kernel. The essential 
difference between the architecture described in FIG. 2a and 

FIG. 5 represents the function of the kernel module 58, 
described in more detail below. A critical system element in 
the context of an application program uses system calls to 
access services in the kernel module. The kernel module 
serves as an interface between a service in the application 
context and a device driver. Specific device interrupts are 
vectored to the kernel module. A service in the context of an 
application is notified of an interrupt by the kernel module. 

FIG. 6 represents interrupt handling. Interrupt handling is 
initialized through a system call. A handler contained in the 
kernel module 58 is installed for a specific device interrupt. 
When a hardware device generates an interrupt request the 
handler contained in the kernel module is called. The handler 
notifies a service in the context of an application through the 
use of an up call mechanism. 

Function Overlays 
FIG. 2b is the use of a single process context to contain all 60 
user mode critical system elements. An example of the archi­
tecture described in FIG. 2b is Apple's MAC OS X™. A function overlay occurs when the implementation of a 

function that would normally be called, is replaced such that 
an extension or replacement function is called instead. The 

65 invention uses function overlays in one embodiment of the 

This invention is contrasted with all three of the prior art 
examples. Critical system elements as defined in the inven­
tion are not isolated in the operating system kernel as is the 
case of a monolithic architecture shown in FIG. 1; also they 
are not removed from the context of an application, as is the 

invention to intercept software application accesses to oper­
ating system services. 
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The overlay is accomplished by use of an ability supplied 
by the operating system to allow a library to be preloaded 
before other libraries are loaded. Such ability is used to cause 
the loading process, performed by the operating system to 
link the application to a library extension supplied by the 
invention rather than to the library that would otherwise be 
used. The use of this preload capability to attach a CSE to an 
application is believed to be novel. 

The functions overlaid by the invention serve as extensions 
to operating system services. When a function is overlaid in 10 

this manner it enables the service defined by the API to be 
exported in an alternate manner than that provided by the 
operating system in kernel mode. 

Critical System Elements 
According to the invention, some system elements that are 15 

critical to the operation of a software application are repli­
cated from kernel mode, into user mode in the same context as 
that of the application. These system elements are contained 
in a shared library. As such they are linked to a software 
application as the application is loaded. This is part of the 20 

operation performed when shared libraries are used. A linker/ 
loader program is used to load and start an application. The 
process of starting the application includes creating a linkage 
to all of the required shared libraries that the application will 
need. The CSE is loaded and linked to the application as a part 25 

of this same process. 
FIG. 3 shows that an extension library is utilized. In its 

native form, as it exists in the operating system kernel, a CSE 
uses services supplied by the operating system kernel. In 

30 
order for the CSE to be migrated to user mode and operate 
effectively, the services that the CSE uses from the operating 
system kernel are replicated in user mode and contained in the 
shared library with the CSE itself. Services of the type 
referred to here include, but are not limited to, memory allo-

35 
cation, synchronization and device access. Preferably, as dis­
cussed above, platform specific services are not replicated, 
but rather are left in the operating system kernel. These will 
then be called by the critical system element running in user 

10 
1. Initialization. 
2. Establish a channel between a CSE in user mode and a 

specific device. 
3. Informs the interrupt service that this CSE requires 

notification. 
4. Write data. 
5. Transfer data from a CSE to a device. 
6. User mode virtual addresses are converted to kernel 

mode virtual addresses. 
7. Read data. 
8. Transfer data from a device to a CSE. 
9. Kernel mode data is mapped into virtual addresses in 

user mode. 
10. During initialization, interrupt services are informed 

that for specific interrupts, they should call a handler in 
the kernel module. The kernel module handles the inter­
rupt by making an up call to the critical system element. 
Interrupts related to a device being serviced by a CSE in 
user mode are extended such that notification is given to 
the CSE in use. 

As shown in FIG. 6 a handler is installed in the path of an 
interrupt. The handler uses an up call mechanism to inform 
the affected services in user mode. A user mode service 
enables interrupt notification through the use of an initializa­
tion function. 

The general system configuration of the present invention 
discloses one possible implementation of the invention. In 
some embodiments, the 'C' programming language is used 
but other languages can alternatively be employed. Function 
overlays have been implemented through application library 
pre-load. A library supplied with the invention is loaded 
before the standard libraries, using standard services supplied 
by the operating system. This allows specific functions 
(APis) used by an application to be overlaid or intercepted by 
services supplied by the invention. Access from a user mode 
CSE to the kernel module, for device I/O and registration of 
interrupt notification, is implemented by allowing the appli­
cation to access the kernel module through standard device 
interfaces defined by the operating system. The kernel mod-

mode. 
40 ule is installed as a normal device driver. Once installed 

FIG. 4 shows that the invention allows for critical system 
elements to exist in the same context as an application. These 
services exported by library extensions do not replace those 
provided in an operating system kernel. Thus, in FIG. 4 the 
user process is shown to include the application itself, the 45 
regular application library, the extended library and the criti-
cal system element all of which are operating in user mode. 
The operating system kernel is also shown to include critical 
system elements. In preferred embodiments, the critical sys­
tem elements which are included in user mode are replicas of 50 
elements which are still included in the operating system 
kernel. The term replication means that like services are sup­
plied. As was described heretofore, it is not necessarily the 
case that duplicates of the same implementation found in the 
kernel are provided by a CSE; but essentially a same func- 55 
tionality is provided. As discussed previously, different appli­
cations may be provided with theirown versions of the critical 
system elements. 

Kernel Module 
In some embodiments, control code is placed in kernel 60 

mode as shown in FIG. 4. FIG. 5 shows that a kernel module 
is used to augment device access and interrupt notification. As 
a device interface the kernel module enables data exchange 
between a user mode CSE and a device driver in kernel mode. 
The exchange uses mapping of virtual memory such that data 65 

is transferred in both directions without a copy. Services 
exported for device interface typically include: 

applications are able to open a device that corresponds to the 
module allowing effective communication as with any other 
device or file operation. Numerous modifications and varia­
tions of the present invention are possible in light of the above 
teachings without departing from the spirit and scope of the 
invention. 

It is therefore to be understood that within the scope of the 
appended claims, the invention may be practiced otherwise 
than as specifically described herein. 

What is claimed is: 
1. A computing system for executing a plurality of software 

applications comprising: 
a) a processor; 
b) an operating system having an operating system kernel 

having OS critical system elements (OSCSEs) for run­
ning in kernel mode using said processor; and, 

c) a shared library having shared library critical system 
elements (SLCSEs) stored therein for use by the plural­
ity of software applications in user mode and 

i) wherein some of the SLCSEs stored in the shared library 
are functional replicas of OSCSEs and are accessible to 
some of the plurality of software applications and when 
one of the SLCSEs is accessed by one or more of the 
plurality of software applications it forms a part of the 
one or more of the plurality of software applications, 

ii) wherein an instance of a SLCSE provided to at least a 
first of the plurality of software applications from the 
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shared library is run in a context of said at least first of the 
plurality of software applications without being shared 
with other of the plurality of software applications and 
where at least a second of the plurality of software appli­
cations running under the operating system have use of 
a unique instance of a corresponding critical system 
element for performing same function, and 

iii) wherein a SLCSE related to a predetermined function is 
provided to the first of the plurality of software applica­
tions for running a first instance of the SLCSE, and 10 

wherein a SLCSE for performing a same function is 
provided to the second of the plurality of software appli­
cations for running a second instance of the SLCSE 
simultaneously. 

2. A computing system as defined in claim 1, wherein in 15 

operation, multiple instances of an SLCSE stored in the 
shared library run simultaneously within the operating sys­
tem. 

3. A computing system according to claim 1 wherein OSC­
SEs corresponding to and capable of performing the same 20 

function as SLCSEs remain in the operating system kernel. 

12 
9. A computing system according to claim 2, wherein a 

function overlay is used to provide one of the plurality of 
software applications access to operating system services. 

10. A computing system according to claim 2 wherein 
SLCSEs stored in the shared library are linked to particular 
software applications of the plurality of software applications 
as the particular software applications are loaded such that the 
particular software applications have a link that provides 
unique access to a unique instance of a CSE. 

11. A computing system according to claim 2 wherein the 
SLCSEs utilize kernel services supplied by the operating 
system kernel for device access, interrupt delivery, and virtual 
memory mapping. 

12. A computing system according to claim 1, wherein 
SLCSEs include services related to at least one of, network 
protocol processes, and the management of files. 

13. A computing system according to claim 10 wherein 
some SLCSEs are modified for a particular one of the plural­
ity of software applications. 

14. A computing system according to claim 13 wherein the 
SLCSEs that are application specific, reside in user mode, 
while critical system elements, which are platform specific, 
reside in the operating system kernel. 

15. A computing system according to claim 5 wherein the 

4. A computing system according to claim 1 wherein the 
one or more SLCSEs provided to one of the plurality of 
software applications having exclusive use thereof, use sys­
tem calls to access services in the operating system kernel. 

5. A computing system according to claim 1 wherein the 
operating system kernel comprises a kernel module adapted 
to serve as an interface between an SLCSE in the context of an 
application program and a device driver. 

25 kernel module is adapted to enable data exchange between the 
SLCSEs in user mode and a device driver in kernel mode, and 
wherein the data exchange uses mapping of virtual memory 
such that data is transferred both from the SLCSEs in user 
mode to the device driver in kernel mode and from the device 

6. A computing system according to claim 5 wherein the 
kernel module is adapted to provide a notification of an event 
to an SLCSE running in the context of an application pro­
gram, wherein the event is an asynchronous event and 
requires information to be passed to the SLCSE from outside 
the application. 

7. A computing system according to claim 6 wherein a 
handler is provided for notifying the SLCSE in the context of 
one of the plurality of software applications through the use of 
an up call mechanism. 

30 driver in kernel mode to the SLCSEs in user mode. 
16. A computing system according to claim 1 wherein 

SLCSEs form a part of at least some of the plurality of 
software applications, by being linked thereto. 

17. A computing system according to claim 2 wherein the 
35 SLCSEs utilize kernel services supplied by the operating 

system kernel for device access, interrupt delivery, and virtual 
memory mapping and otherwise execute without interaction 
from the operating system kernel. 

8. A computing system according to claim 7 wherein the up 40 

call mechanism in operation, executes instructions from an 
SLCSE resident in user mode space, in kernel mode. 

18. A computer system as defined in claim 2 wherein 
SLCSEs are not copies ofOSCSEs. 

* * * * * 
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