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SYSTEMS, METHODS, AND COMPUTER PROGRAM PRODUCTS FOR
PROVIDING A CONTACTLESS PROTOCOL

BACKGROUND

Field

[6061] Example aspects described herein relate generally to contactless protocols
and more particularly to systems, methods, and computer program products for
providing a contactless protocol allowing interoperation between mobile devices,

near field communication (NFC) readers, and point of sale (POS) systems.

Related Art

[6802] NFC technology is a standards-based wireless communication technology
that allows data to be exchanged between devices that are positioned within a
certain proximity, generally less than ten centimeters apart. One use of such NFC

technology is for making contactless transactions, including those for payment,
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access and ticketing. For example, an NFC-enabled mobile device can be
provisioned with a payment application and payment account information (ie.,
credentials associated with a financial instrument such as credit or debit card)
issued by a consumer’s financial institution. Each payment application can store
and manage multiple sets of commerce data associated with multiple merchants,
manufacturers or brands on a secure element. The application and payment
agccount information are typically encrypted and stored in a secure area in the
mobile device. The mobile device can, in turn, use the NFC technology to
communicate with NFC-enabled point of sale (POS) systems at attended
locations such as stores and unattended locations such as vending machines. To
pay, the consumer simply brings the mobile device to within approximately ten
centimeters of a contactless payment-capable POS systen and the transaction
occurs. The process is typically the same as that used by the contactless credit
and debit cards.

(6663} Placing the mobile device or contactless credit or debit card near an NFC-
enabled reader so that they can be communicatively coupled is sometimes
referred to as a “wave” or “tap”. An application for 8 mobile device that allows
consumers 10 “tap to pay” at a NFC-enabled POS systems is generally referred to
as & “wallet application” or “mobile wallet client application.” An application
related 1o pavments is generally referred to as a “payment” application. Common
contactless payment applications are facilitated using any of the following
technologies: American Express® “ExpressPay,” Discover® “ZIP,” Mastercard®
“PayPass” or Visa® “PayWave”,

{6004] NFC can also be used to read information about products or receive
special offers, loyalty or rewards information from, for example, NFC tags, smart
posters or smart billboards. An application related to offers, loyalty and rewards
is generally referred to herein 85 a “commerce” application.

{3005] One technical challenge associated with utilizing payment and commerce
technologies cooperatively involves the ability to allow the same tap event that
sends payment information to include additional information associated with
merchant loyalty cards, offers, rewards, and the like. To this end, messaging

technologies in existing NFC readers or NFC-enabled payment POS terminals
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stand to be upgraded to effectively support a messaging technology that retrieves
and/or receives both payment credentials {using the aforementioned payment
protocols) and additional commerce data (loyalty, offers, rewards, etc.) from
mobile devices used to perform the transactions. Yet another technical challenge
involves publishing cormerce elements (e.g., offers, loyalty card credentials,
rewards, and the like) into a mobile device such that those commerce elements

may, in turn, be presented as part of a typical POS transaction (e.g., a purchase).

BRIEF DESCRIPTION
10006] The example embodiments presented herein meet the above-identified
needs by providing systems, methods and computer program products for
providing a contactless protocol.
{0007] In one embodiment, a systern for managing contactless transactions
includes at least one memory operable to store commerce data and financial
instrument data, and at least one processor coupled to the at least one memory, A
first tap is performed, the first tap occurring when the system is placed within a
predetermined proximity to a payment terminal. A first select command
including an AID corresponding to a first application is received from the
payment terminal. A first response based on the first select command is
transmitted to the payment terminal. A data request including information
indicating supported data types is received from the payment terminal. A second
response based on the data request and including transaction data s fransmitted fo
the payment terminal. The transaction data includes at least a portion of the
commerce data stored in the at least one memory.
{0008] In another embodiment, a method for managing contactless transactions
includes: performing a first tap, the first tap occurring when a mobile device is
placed within a predetermined proximity to a payment terminal; receiving from
the payment terminal a first select command including an AID corresponding to 2
first application; transmitiing to the payment terminal a first response based on
the first select command; receiving from the payment terminal a data request
including information indicating supported data types; and transmitting to the

payment terminal a second response based on the data request, the second
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response including transaction data. The transaction dats includes at leasta
portion of commerce data stored in at least one memory.

6609 Tn another embodiment, 3 non-transitory computer-readable medium has
sequences of instructions stored thereon for causing one or more processors to:
perform a first tap, the first tap occurring when a mobile device is placed within a
predetermined proximity to a payment terminal; receive from the payment
terminal a first select conunand including an ATD corresponding to a first
application; transmit to the payment terminal a first response based on the first
select command; receive from the payment terminal a data request including
information indicating supported data types; and transmit fo the payment terminal
a second response based on the data request, the second response including
transaction data. The transaction data includes at least a portion of commerce

data stored in at least one memory.

BRIEF DESCRIPTION OF THE DRAWINGS
[0010] The features and advantages of the example embodiments of the
invention presented herein will become more apparent from the detailed
description set forth below when taken in conjunction with the following
drawings.
[6811] FIG. 1 is a graphical representation of a platform architecture in
accordance with an exemplary embodiment,
[0012] FIG. 2 illustrates a single tap timing diagram according to an exemplary
embodiment,
[0013] FIG. 3 shows a timing diagram illustrating a commerce process flow
including & double tap and post transaction data transmission according to an
exemplary embodiment.
10014] FIG. 4 shows a timing diagram illustrating 8 commerce process flow
including a double tap, and post transaction data and payment transmissions
according to an exemplary embodiment.
[0015] FIG. 5 illustrates an exemplary multi-block data flow according to an

example embodiment.
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[6016] FIG. 6 illustrates windows or screen shots generated by the graphical user
interface for a wallet application in accordance with an example embodiment of
the present invention.

[6617] FIG. 7 illustrates a flow diagram illustrating an exemplary instant offer
implementation according to an embodiment of the present invention,

[0918] FIG. & is a collaboration diagram of functional modules deployved on a
computer system in accordance with an example embodiment of the present

invention.

DETAILED DESCRIPTION
[6619] The example embodiments presented herein are directed to systems,
methods and computer program products for providing a contactless protocol,
which are now described herein in terms of an example merchant transaction.
This description is not intended to Hmit the application of the example
embodiments presented herein. In fact, after reading the following description, it
will be apparent to one skilled in the relevant art(s) bow to implement the
following example embodiments in alternative embodiments {e.g., involving
mass transit transactions requiring a wireless communications connection
between & mass transit terminal and a mobile device).
[0828] The terms “application,” “applet,” “widgst,” and/or the plural form of
these terms are used interchangeably herein 1o refer to an application (functioning
independently or in conjunction with other applications) or set or subset of
instructions or code, which when executed by one or more processors (e.g.,ina
mobile device, card reader, terminal, point of sale (POS) system, or server)
causes the processor(s) to perform specific tasks. For example, a wallet
application can be used to conduct transaction- or interface-related functions such
as storing, processing, accessing or transmitting financial, loyalty, offer,
membership, or account data. A wallet application may also incorporate or
interact with one or more payment applications, such as ExpressPay from
American Express®, Discover® Network Zip™, MasterCard® PayPass™ and

Visa payWave™ payment applets.
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[0021] Generally, commerce-related services are made available through a suite
of applications available on several different platforms. The first application (or
suite of applications) exists onboard a server within a mobile commerce
{MoCom) platform. The MoCom platform is responsible for the management of
consumer data, including loyalty accounts and offers. In addifion, the MoCom
platform serves as a campaign manager for offers, providing a remote data store
for offers made available to the consurer via the available merchant portals
within a wallet appHcation.

[0022] A second application exist onboard a mobile device in the form of a
wallet application. The wallet application provides the consumer’s primary user
interface (UT) and additional commerce application services through which the
wallet application may access additional resources onboard a secure element (SE)
of a mobile device.

10023] A third application exists onboard a secure element of a mobile device in
the form of JavaCard applet. This applet stores commerce-related data such as
loyalty and offer data and provides an interface through which the data may be
managed. The applet is accessible through the use of Application Protocol Data
Unit (APDU) commands as defined in International Standards Organization
(ISC) 7816-4.

[6024] The fourth epplication exists onboard an NFC-enabled reader (referred to
herein simply as a “reader”). The reader can be either a stand-alone device or
attached to (and managed by) a point of sale (POS) terminal. This application
facilitates or provides access to the interface with a secure element on a mobile
device, performing specific tasks that optimize the APDU command/data
exchange tasks. For example, it includes the reading of loyalty or offer
information following the placement of a mobile device in proximity of a reader
(i.e., 8 “tap”).

[0025] A fifth applcation (or suite of applications) exists onboard 2 merchant
POS system, including a POS terminal and any additional merchant-specific
hardware/software, These applications manage the data related to

payment/loyalty/offers/rewards received from a secure element on a mobile
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device via a reader. In most cases, this date will then be forwarded to a
corresponding MoCom or merchant specific platform(s).

{0026] FIG. 1 is a graphical representation of a platform architecture in
accordance with an exemplary embodiment. As shown in FIG. 1, system 100
includes 2 mobile device 110 communicatively coupled to a contactless {e.g.,
proximity or NFC) reader 120 and a mobile wallet platform 130. Reader 120 also
is cormmunicatively coupled to a POS terminal 140. POS terminal 140 may be
within the same housing as reader 120. Altemnatively, POS terminal 140 and
reader 120 are communicatively coupled with each other but each of these
components is housed separately.

{0027] Mobile device 110 may be, for example, 2 cellular phone or the like, and
includes & processor 111a, memory 111b, 3 contactless frontend (CLF) I11c, 3
baseband modem 1114, and & user interface such as a display (not shown).
Baseband modem 1114 is a digital modem that is used for mobile network
communications, CLF 111¢ is circuitry which handles the analog aspect of
contactless or NFC communications and the communication protocol layers of a
contactless transmission link. CLF 111c¢ also is used to exchange data between
reader 120 and a secure element (or SE) 112 contained n mobhile device 110, for
example, to execute contactless transactions.

{0028] Secure clement 112 may be implemented as a Universal Integrated
Circuit Card (UICC), embedded SE card, secure micro secure digital (microSD)
card, and the Hke. Secure element 112 is generally considered secure because it
is a self-contained system, including dedicated memory, and is protecied by
hardware and software hardening techniques that are verified by independent
festing.

[6028] Secure clement 112 includes (e.g., stored thereon) one or MOre COMUBLICE
applets 113. Each commerce applet 113 is associated with a commerce service
and an account issued by a commerce service provider (SP). A service provider
is 3 company, organization, entity, or the like, that provides services 1o custorners
or consumers. Examples of service providers include account-issning entities
such as banks, merchants, card associations, marketing companies, and transit

authorities. A service may be an activity, capability, functionality, work, or use
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that is permitied or provided by a service provider, such as a payment service,
credit, debit, checking, gift, offer or loyalty service, transit pass service, and the
tike.

0830} A commerce service provider can provision (or have provisioned) onto
secure clement 112 one or more separate comunerce applets 113, In addition,
other independent service providers can provision (or have provisioned) onto
secure element 112 their own commerce applet(s) 113, Generally, a commerce
applet 113 stores both loyalty and offers related data, providing an APDU
interface through which this data can be managed. Commerce applet 113
operates as g generic storage container, allowing multiple loyalty/offers services
10 share mechanisms (e.g., secure element, mobile device} for loyalty/offer data
management. If memory restrictions and performance requirements lumit the
amount of loyalty/offers data that can be stored on secure element 112, additional
data can be stored in mobile device memory 111b and managed by the consumer
via commerce widget 115, For example, any graphic images related to an offer
can be stored in memory 111b in order to optimize secure element memory
allocation. Loyalty/offers data management can be handled by the corresponding
offer platform 131, loyalty platform 132, or rewards plaiform 133,

[0631] Commerce applet 113 includes a cached merchant data table enabling the
storage/management of all data related to 2 given merchant. This allows the
commerce data for a given merchant to be pre-loaded in secure element 112 or
mobile device 110 by a wallet application. Exemplary commerce elements {(and
their corresponding tag values used during Tag Length Value (TLV) encoding)
that are included in the cached merchant data table are defined below. This data
is stored in a record oriented data buffer. In an exemplary embodiment, a
merchant identifier (Merchant Identifier) is used as the key field for
search/retrieval tasks. Optionally, an index (or hash table) may be created to
improve performance.

[66832] One or more commerce applets 113 can be loaded onto the secure
glement 112, for example, during manufacture and/or configuration of the secure
element 112 and may be personalized to enable its use to conduct commerce

transactions. A commerce applet 113 interfaces with reader 120 via a commerce
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application programming interface (APD) 123. In an exemplary embodiment, a
cornmerce applet 113 is in the form of a JavaCard applet and is accessible
through the use of APDU commands as defined in ISO 7816-4. Particularly,
commerce applet 113 communicates commerce elements to reader 120 via secure
element 112 using 180 7816 commands over the NFC ISO 14443 protocol.
10033] Secure element 112 can also include one or more payment applets 117
where each payment applet 117 is associated with 2 payment service and an
account issued by a payment service provider. One or more payment applets 117
also can be loaded onto the secure element 112, for example, during manufactore
and/or configuration of the secure element 112 and may be personalized to enable
its use to conduct payment transactions. A payment applet 117 interfaces with
reader 120 via API 124, In an exemplary embodiment, payment applet 117 1s in
the form of 8 JavaCard applet and is accessible through the use of APDU
commands as defined in ISO 7816-4, Payment applet 113 also conununicates
payment ¢lements to reader 120 via secure element 112 using 150 7816
commands over the NFC ISO 14443 protocol.

{0634} 1t should be understood that other communications between the
aforementioned devices may include communications with or through other
intervening systems, hardware, and/or software, and such communications may
include receiving, transferring, and/or managing data.

[6635] A wallet application 114 stored on mobile device 110 includes
instructions which, when executed by the processor of the mobile device 110,
cause the mobile device 110 to act as an instrument, for example, for processing
transactions such as contactless commerce and/or payment transactions. Wallet
application 114 communicates, through the use of APDU commands as defined
n ISO 7816-4, with the commerce applet 113 via commerce AP 116 and to
payment applet 117 via payment AP 118.

[6836] Commerce widget 115 is a component of the wallet application 114 that
provides an interface for consumers to manage commerce elements (e.g., loyalty
card credentials, offers and rewards), for example, through interactions with the
display or user interface of a mobile device. Commerce widget 115 maintains,

for example, a master list of commerce elements present on the handsetina
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memory of the mobile device (e.g., 111b). A subset of offers that have been
identified as ready to be used are, in turn, moved to secure element 112 tobe
communicated to contactless reader 120 and POS terminal 140. Sensitive
information, such as loyalty account identifiers can be stored on secure element
112.

{(037] Payment widget 119 is a component of the wallet application 114 that
provides an interface for consumers to manage payment elements (e.g., credit or
debit card credentials), for example, through interactions with the display or user
interface of a mobile device.

10038] Reader 120 includes a reader commerce application 121 (referred to
herein simply as a “reader application”) and a POS interface 122. Reader 120
manages two interfaces: one interface is with the secure element 112 in the
mobile device 110 and the other interface is with POS terminal 140 which
includes a reader interface 141 and a commerce application data handler 142,
The functionality of reader 120 is the same whether reader 120 1s standalone and
connected to a pavments terminal or merchant POS, or is integrated therein.
Contactless payment functionality is also contained in reader 120 but is not
shown.

10039] Mobile device 110 is further communicatively coupled to a mobile wallet
platform 130, which in turn is comrmunicatively coupled to offers platform 131,
loyalty platform 132 and rewards platform 133, Collectively, offers platform
131, loyalty platform 132 and rewards platform 133 can be referred to as a2
mobile commerce (MoCom) platform 134 and are implemented on one or more
servers, referred to herein individually and collectively as a MoCom server (now
shown).

{3040] In one embodiment, a customer may use mobile device 110 to conduct a
contactless transaction at a POS equipped with reader 120, The customer places
the mobile device 110 within a predetermined required proximity of the
contactless reader 120 (i.e., taps) causing CLF 111c of the mobile device 110 to
communicaie with reader 120 using, for example, NFC ISO 14443 protocols.

Reader 120 also communicates with wallet application 114, commerce applet
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113, and/or payment applications on the mobile device 110 to execute contactless
transactions.

[0041] A secure element employs 8 Proximity Payment System Environment
(PPSE) that serves as a directory of available credentials currently stored in
secure element 112. Bach credential is assigned a corresponding application
identifier (AID) associated with a payment application and stored in the PPSE.
When an NFC enabled-mobile device containing secure element 112 is placed in
the vicinity of an NFC-enabled contactless reader, the contactless reader reads the
credential and completes the transaction. Before doing so, however, the reader is
initialized.

[3042] On mobile device 110, PPSE is an application used o maintain a list of
payment applications stored on secure element 112, and provides accessibility to
each payment application stored on the mobile device 112 by making them

visible or not visible (i.¢., accessible) to systems or devices.

Reader Initialization

10043] Initialization of the reader 120 will now be described in more detail, In
one embodiment, reader 120 implements a function referred to as an Entry Point
Manager (EPM) to control which application in a mobile device is selected. In
this embodiment, EPM controls whether reader 120 sends a command to mobile
device 110 to select an application that performs a conunerce fransaction or a
command that performs a payment transaction. A command to select a
commerce application is referred to herein as “Select Commerce.” A command
to select a payment application is referred to herein as “PPSE Select.”

10044] EPM also controls the start mode for the reader 120 and subseguent
application switching during a checkout process. EPM thus facilitates switching
{at reader 120) between the Select Commerce command for a commerce

transaction and the PPSE Select command for payment transactions.

Commencing a Commerce Transaction on a Reader
[0845] A reader can be configured to initiate a commerce transaction on a reader
according to several modes, which are deseribed below in further detail. In one

mode, referred to as “auto start”, reader apphication 121 1s the default application
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on the reader 120. Being the default application allows reader application 121 to
be available to the consumer as a first tap option (Z.e., upon an initial coupling
communication between the mobile device 110 and contactless reader 120).
[0046] Another mode, referred to as “manual start,” allows manual intervention
1o be used to initiate reader commerce application 121, Manual intervention can
be in the form of a coromand from POS terminal 130 (e.g., initiated by using a
POS terminal interface) or from s consumer selecting a commerce application on
a mobile device by using comumerce widget 1135.

[8047] Another mode, referred to as “payment with post transaction data,”
involves controlling how payments are handled in an activity stream. Ifa
merchant supports the provisioning of post transaction data, for example, then
payment and receipt of merchant data can be accomplished by the same tap event,
such as after the final total for a transaction has been calculated.

[0048] Another mode is referred to as “payment first,” The payment first option
works in conjunction with the auto start mode and/or the manual start mode to
initiate a PPSE Select command for payment and then a Select Commerce
command to obtain commerce data (e.g., loyalty data, offer data, reward data, and
the like). Commerce data is interchangeably referred to herein as “commerce

slements.”

Auto Start Mode

{0649] Referring to FIG. 1, auto start mode provides commerce functionality on
reader 120 at the beginning of 2 POS checkout process. When mobile device 110
taps reader 120, reader application 121 causes reader 120 to send a “Select
Commerce™ message to mobile device 110 including the AID comesponding to
the commerce application o be used to execute a contactless transaction. If the
message is accepted by mobile device 110 it sends a positive response message in
return. Next, reader 120 sends mobile device 110 a “Get Commerce Data”
command. The Get Commerce Data command contains merchant specific data
that secure clement 112 yses to perform a commerce transaction. Also, control
passes to the mobile device 110 upon successful completion of the Get
Commerce Data transaction. If reader 120 receives a negative response to

“Select Commerce” message it passes control back to the EPM.
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Manual Start Mode

{0056] Referring still to FIG. 1, in manual startup mode, reader 120 starts reader
application 121 in response to a request from either the consurer or the POS
terminal 140, In this manuel start mode, at the beginning of a checkout process,
reader 120 is in a PPSE select state. For 2 consumer initiated commerce
fransaction, the consumer selects the comumerce application at the customer
facing device (e.g., commerce widget 115). The customer facing device then
sends a command to reader 120 10 start the reader application 121 via the EPM.
For g POS terminal initlated commerce transaction, POS terminal 140 commands
reader 120 to initialize the reader application 121, In one embodiment, this is
initiated by a cashier via an interface on the POS terminal 140,

[0051] Once reader commerce application 121 has been started on reader 120,

the commerce application will function as described in the auto start mode above.

Payment with Post Transaction Data

{8052] In payment with post transaction data mode, 2 payment transaction can be
made such that post transaction data is communicated between POS terminal 140,
reader 120, and secure element 112, This option allows the comumerce protocol
10 start at the beginning of the consumer checkout, but payment is not requested
by the reader 120 until the final transaction total has been calculated.

[0853] POS terminal 140 sends a “Post Transaction” comumand to reader 120
with, for example, a transaction identifier (D) and redecmed coupon IDs.

Reader 120 then transmits a request for a tap for payment. The tap aslows reader
120 to first request payment credentials from secure element 112 and then cause
the reader application 121 to send commerce data (e.g., coupon data) to secure
element 112. Both functions are performed in a single tap by the mobile device
110 at reader 120.

Payment First
18054} Tn payment first mode, a payment can be made first, prior {0 8 commerce
transaction. This option accommodates a situation where the payment/PPSE

process must precede any commerce processing. Payment first mode works in
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conjunction with both auto and the manual start modes discussed above.

Payment and commerce processing is accomplished in a single tap.

EXEMPLARY COMMERCE PROCESS FLOWS

Normal Commerce Process Flow (Single Tap)

{00551 FIG. 2 illustrates a single tap timing diagram 200 according to an
exemplary embodiment. The following process flow can commence 3s items
being purchased are being scanned at a POS. For convenience, reader 120

(FIG. 1) and POS terminal 140 (FIG. 1) are illustrated as a single component and
collectively referred to as payment terminal 201, Each component (ie., reader
120 or POS terminal 140) is referred to individually when applicable.

[0056] A merchant POS system 202 can be a merchaunt server operated by a
merchant which controls the operation of payment terminal 201. In an exemplary
embodiment, merchant POS system 202 commands payment terminal 201 to
activate the reader (“Activate Reader”) before items are being scanned, as items
are being scanned, or after the items are scanned. In each case, reader 120
requests a user {or consumer) to place a mobile device 110 in proximity of reader

473

120, as shown in step 250 (“Request “tap™). In response to a request for the user
to place a mobile device 110 in proximity of veader 120 (step 230), a consumer
taps mobile device 110 onto reader 120, as shown in step 251

16057] Once 8 NFC connection has been established between mobile device 110
and reader 120, the following command exchanges are initiated for service
initialization and processing of both a payment tragsaction and a commerce
transaction. Payment transaction initialization and processing exchanges between
secure element 112 and reader 120 include steps 260 and commerce fransaction
inttiglization and processing exchanges between secure element 112 and reader
120 include steps 262. Steps 260 may be performed before steps 262, afterward,
or substantially simultaneously,

{0058] Referring first to steps 262, after a mobile device has tapped reader 120,
reader 120 sends to secure element 112 a Select Commerce command along with
a particular commerce AID (“Select Commerce AID") indicating which

commerce applet within secure element 112 if secks to cooperate with (e.g.,
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comimerce applet 113). In response, secure ¢lement 112 sends a positive or
negative response. A negative response (not shown) results in reader 120
terminating reader application 121 (FIG. 1) and passing control to the EPM (not
shown). If the response is positive (“Positive Response™), then reader 120 sends
a conumnand (“Get Commerce Data”) to secure element 112 specifying identifying
information, such as s merchant/store identifier, and any additional loyalty, offer
or reward schemes supported by that location, date and time information, the
version of reader commerce application 121 supported by reader 120, and any
merchant capability data.

{0059] Secure clement 112 returns corresponding commerce elements {e.g.,
loyalty data, offer data, reward data) to reader 120 (“Loyalty & Offers Data”)
based on the fields in the Get Commerce Data command received from reader
120. In one embodiment, commerce applet 113 builds a package containing the
commerce data {e.g., a buffer or set of buffers incltuding loyalty data, offer data,
or rewards data). In another embodiment, the buffer is pre-built using memory
space in the secure element 112,

{6066] Referring to steps 260, in one embodiment, reader 120 begins payment
processing by sending a PPSE request (“PPSE Select”) to secure element 112,
[0061] If the Select Commerce AID and PPSE Select requests are successful, as
shown in step 264 (“Read Success Indication™), payment terminal 201 forwards
the commerce application data and payment credentials it has received to the
merchant POS system 202 for processing (“Payment & Commerce Data”).
Merchant POS system 202, in turn, records the loyalty identifier and offers (not
shown) and applies any applicable discounts as product scanning continues as
shown in step 266. This concludes the commerce application process and the
payment processing proceeds.

[0862] Once scanning has completed and 8 transaction amount has been
approved for payment, a payment authorization request to a payment platform
203 is made (“Payvment Auth Request”). In turn, payment platform 203 returns
an authorization result (“Authorization Result”) indicating whether or not the

payment has been aothorized.
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[0063] Referring again to steps 260, in one embodiment, 8 PPSE Select request
by reader 120 to secure element 112 causes secure element 112 to return a PPSE
payment AID indicating which payment applet (and hence which corresponding
payment network) should be used to perform the payment transaction (“PPSE
Payment AID”). In response, reader 120 sends a Select AID indicating that it
supports the particular applet {(“Select AID™). File control information (FCD
associated with the payment applet {(e.g., FIG 1, 117) is sent by secure element
112 to reader 120. Similarly, other payment and card information is sent by
secure element 112 to reader 120 (“Payment/Card Data”).

[0064] FIG. 3 shows a timing diagram 300 illustraiing a conunerce process flow
including a double tap and post transaction data transmission according fo an
exemplary embodiment. This embodiment can be used when a merchant has data
to commmunicate back to a mobile device. For convenience, reader 120 (FIG. 1)
and POS terminal 140 (FIG. 1) are illustrated as a single component and
collectively referred 10 as payment terminal 301, Each component (i.e., reader
120 or POS terminal 140) is referred to individually when applicable. Generally,
POS terminal 140 (FIG. 1) initiates a request for a second tap by sending a
command, “Post Transaction Command”, to reader 120. Reader 120, in tumn
requests a second tap from the consumer.

[6065] A merchant POS system 302 can be a merchant server operated by 2
merchant which controls the operation of payment terminal 301, In an exemplary
embodiment, merchant POS system 302 commands payment terminal 301 to
activate reader 120 (“Activate Reader”) before items are being scanned, gs items
are being scanned, or after the items are scanned. In each case, reader 120
requests a user 1o place a mobile device 110 in proximity of reader 120, as shown
in step 350 (“Request “tap’”). In response to a request for the userto place a
mobile device 110 in proximity of reader 120 (step 350), a consumer taps mobile
device 110 onto reader 120, as shown in step 351,

[3066] Once a NFC connection has been established between mobile device 110
and reader 120, the following command exchanges are initiated for service
inttislization and processing of both a payment transaction and a commerce

transaction. Payment transaction initialization and processing exchanges between
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secure element 112 and reader 120 include steps 360 and commerce transaction
initialization and processing exchanges between secure element 112 and reader
120 include steps 362. Steps 360 may be performed before steps 362, afterward,
or substantially simultancously.

[8067] Referring first to steps 362, after mobile device 110 has tapped reader
120, reader 120 sends 1o secure element 112 a Select Commerce command along
with a particular commerce AID (“Select Commerce AID”) indicating which
comerce applet within secure element 112 it seeks to cooperate with (e.g.,
commerce applet 113). In response, secure element 112 sends a positive or
negative response. A negative respounse (not shown) results in reader 120
terminating reader application 121 (FIG. 1) and passing control to the EPM (not
shown). If the response is positive (“Positive Response™), then reader 120 sends
a command to the secure element 112 specifving identifying information, such as
a merchant/store identifier, and any additional loyalty and offer schemes
supported by that location, date and time information, the version of reader
commerce application 121 supported by reader 120 and any merchant capability
data (“Get Commerce Data”™). Secure element 112 returns comresponding
commerce elements {e.g., loyalty and offers data) to reader 120 (“Loyalty &
Offers Data”) based on the fields in the Get Commerce Data command received
frora reader 120. In one embodiment, this is accomplished by commerce applet
113, which builds 2 package of data (essentially a buffer or set of buffers
including offers and loyalty data). In another embodiment, the buffer can be pre-
built using memory space in the secure element 112.

[0868] Referring next to steps 360, in one embodiment, a PPSE Select request by
reader 120 to secure element 112 causes secure element 112 to return a PPSE
payment AID indicating which payment applet (and hence payment network)
should be used to perform the payment transaction (“PPSE Payment AID”). In
response, reader 120 sends 8 Select AID indicating that it supports the particular
applet (“Select AID”). FCI associated with the payment applet {e.g., 117) is sent
by secure element 112 to reader 120, Similarly, other payment and card
information is sent by secure element 112 to reader 120 ("Payment/Card

Data”).If the Select Commerce AID and PPSE Select requests are successful, as
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shown in step 364, payment terminal 301 forwards the commerce application
data and payment credentials it has received to the merchant POS system 302 for
processing (“Payment & Commerce Data”). Merchant POS system 302, in turn,
records the lovalty identifier and offers (not shown) and applies any applicable
discounts as product scanning continues as shown in step 366,

[0069] Once scanning has completed and a transaction amount hes been
approved for payment, a payment suthorization request to a payment platform
303 is made (“Payment Auth Request”). In turn, payment platform 303 returns
an authorization result (“Authorization Result”) indicating whetber or not the
payment has been made.

{0078

[0071] If there is data to send back to payment terminal 301, merchant POS
system creates a command, “Post Transaction Data”, with correctly formatied
TLVs and forwards the data to reader 120, Upon receipt of a Post Transaction
command payment terminal 301 will request a second tap from the consumer, as
shown in step 368 (“Request 2™ “tap’™).

[8672] Referring to step 369 and steps 370, when the mobile device 110 s
placed within proximity of reader 120 for the second time as shown in step 369,
reader 120 sends a secure element 112 a Select Commerce command along with 2
particular commerce AID (“Select Conunerce AID”) indicating which commerce
applet within secure element 112 it seeks to cooperate with (e.g., commerce
applet 113).

[0073] If a negative response is received reader 120 tenminates the reader
commerce application 121, If s positive response is received, then reader 120
forwards to secure element 112 the data received in the Post Transaction Data
command from the POS terminal 140 (“Post Transaction Data”™). This concludes
comyuerce processing for this transaction,

{0074] FIG. 4 shows a timing diagram 400 illustrating a commerce process flow
including a double tap, and post transaction data and payment fransmissions
according fo an exemplary embodiment. In this scenario the payment and post

transaction data are processed afier a basket has been totaled and all discounts
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have been applied. Usage of this flow is controlied by a reader start mode data
element with a particular bit {e.g., “Payment with Post Transaction”) set on.
[0075] For convenience, reader 120 (FIG. 1) and POS terminal 140 (FIG. 1) are
illustrated as a single component and collectively referred to as payment terminal
401. Bach component (i.e., reader 120 or POS terminal 140) is referred to
individually when applicable. Generally, merchant POS system 402 initiates a
request for a second tap by sending a post transaction data command to reader
120. Reader 120, in turn requests a second tap from the consumer.

[6676] A merchant POS system 402 can be a merchant server operated by a
merchant which controls the operation of payment terminal 401. In an exemplary
embodiment, merchant POS system 402 commands payment terminal 401 to
activate the reader (“Activate Reader”) before items are being scanned, as items
are being scanned, or after the items are scanned. In each case, reader 120
requests a user to place a mobile device 110 in proximity of reader 120, as shown
in step 450 (“Request ‘tap’™). In response to a request for the user to place a
mobile device 110 in proximity of reader 120 (step 450), a consumer taps mobile
device 110 onto reader 120, as shown in step 451,

{0077] Once a NFC connection has been established between mobile device 110
and reader 120, the following command exchanges are initiated. The command
exchanges are performed for service initialization and processing of both a
payment transaction and a commerce transaction. Payment transaction
initialization and processing exchanges between secure clement 112 and reader
120 include steps 472, and commerce transaction initialization and processing
exchanges between secure elernent 112 and reader 120 include steps 462 and 474.
[0078] Referring first to steps 462, after a mobile device has tapped reader 120,
reader 120 sends to secure element 112 a Select Commerce command along with
a particular commerce AID (“Select Commerce AID”) indicating which
commerce applet within secure element 112 to cooperate with (e.g., commerce
applet 113). In response, secure element 112 sends a positive or negative
response. A negative response (not shown) results in reader 120 terminating
reader application 121 (FIG. 1) and passing control to the EPM (not shown). If

the response is positive (“Positive Response™), then reader 120 sends a command
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1o the secure element 112 specifying identifying information, suchasa
merchant/store identifier, and any additional loyalty and offer schemes supported
by that location, date and time information, the version of reader commerce
application 121 supported by reader 120 and any merchant capability data (“Get
Commerce Data”). Secure element 112 returns corresponding cormmmerce
elements (e.g., loyalty and offers data) to reader 120 (“Loyalty & Offers Data”)
based on the fields in the Get Commerce Data command received from reader
120. In one embodiment, this is accomplished by commerce applet 113, which
builds a package of data (e.g., a buffer or set of buffers including offers and
loyalty data). In another embodiment, the buffer can be pre-built using memory
space in the secure element 112,

10079] At step 464, reader 120 indicates to the consumer that the transaction is
complete and that the handset can be removed from payment terminal 401, which
causes reader 120 to forward the commerce application data to the POS terminal
140 and, in turn, merchant POS system for processing (“Loyalty & Offers Data”).
A clerk may continue to process the shopping basket.

[0080] Merchant POS system 402, records the lovalty identifier and offers (not
shown) and applies any applicable discounts as product scanning continues a3
shown in step 466. Afier the basket total has been calculated, merchant POS
system 402 sends a request for payment to payment terminal 401 and sends post
transaction data to payment terminal 401 (if data is available to send) ("Send Post
Transaction Data and Payment Reg™).

[0081] Atstep 468, payment terminal 140 requests 8 tap for payment. Reader
120, in turn, activates the reader field. When mobile device 110 is detected in the
ficld of reader 120, payment processing is performed as shown in sieps 472.
Particularly, a PPSE Select request is made by reader 120 to secure element 112
to cause secure element 112 to return 2 PPSE payment AID indicating which
payment applet (and hence payment network) should be used to parform the
payment transaction (“PPSE Payment AID™). In response, reader 120 sends a
Select AID command indicating that it sapports the particular applet (“Select
AID™). FCI associated with the payment applet (e.g., FIG. 1, 117) is sent by
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secure element 112 to reader 120. Similarly, other payment and card information
is sent by secure element 112 to reader 120 (“Payment/Card Data”).

[6082] Referring to steps 474, if payment terminal 401 has received post
transaction data from merchant POS systers 402, reader 120 starts the commerce
application 121 (FIG. 1) and sends secure element 112 the Select Commerce
command along with a particular commerce AID (“Select Commerce AID”) after
a mobile device has tapped reader 120 a second time. The Select Commerce ATD
identifies which commerce applet within secure element 112 should be used to
cooperate with reader 120. In response, secure element 112 sends a positive or
negative response. A negative response {(not shown) results in reader 120
terminating reader application 121 (FIG. 1) and passing control to the EPM (not
shown). If the response is positive (“Positive Response”™), then reader 120 sends
post transaction data to the secure element 112 (“Post Transaction Data”), with
correctly formatted TLVs, This concludes commerce processing for this
fransaction.

[0083] If the Select Commerce AID and PPSE Select requests are successful,
payment terminal 401 forwards the payment application data and payment
credentials it has received to the merchant POS system 402 for processing
(“Payment/Card Data™). In turn, merchant POS system sends a payment
anthorization request to a payment platform 403 (“Payment Auth Request”), In
turn, payment platform 403 returns an authorization result (Authorization Result)
indicating whether or not the payment has been authorized.

[0084] If the commerce and payment credentials and information have been
successfully read, reader 120 can provide a notification either through an
interface on pavment terminal 140, commerce widget 115 (FIG. 1) or payment

widget 119 (FIG. 1), as shown in step 478 (“Read Success Indication”).
Commerce Message Specifications

Data Encoding

[0085] In one embodiment, all command/response data is encoded using BER-
TLV (IS0 7816-4 Annex D) format. In some cases, the TLV (Tag,

Length, Value) may be nested (embedded TLV). Due to the flexible nature of the
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TLV encoding format, the tagged data may be placed in any order. This is true
when formatting the data for both incoming and outgoing payloads. In addition,
this data is stored in record oriented tables. The order of the TLV encoded data
clements stored therein is not critical; however, some data may be placed at the
beginning of the record to enhance index/search performance. Thus, the record
data tables provided in this document are supplied as samples for reference
purposes.

[0086] A tagis encoded using a “private” tag class and a tag type representing &
primitive data object encoded on one or more subsequent bytes. Therefore, the
first byte (tag class) is set to 0xDF. In all cases, the data clement tag is defined
on a single byte. Therefore, the second tag byie has the most significant bit (b8)
set to 0. This allows up to 128 valid tag values (0x00 - 0x7F).

[0087] Length encoding supports both the short or long forms. When the length
is less that {<) 128 bytes, the most significant bit (bR) is set to 0 and the actual
fength is specified in the remaining bits (b7 — b1}, When the length is greater
than (>} 128 bytes, the most significant bit (b&) is set to 1 (length mask = 0x80)
and the remaining bits (b7-b1) define the number of subsequent bytes in the
length field. Those subsequent bytes encode an integer equal to the number of

bytes in the value field.

BER-TLV Exanple
[0088] Assuming the incoming data uses a tag value of 021 (Consumer ID)
with 2 length of 8 bytes and a value of (0x1122334455667788), the data is

encoded as shown in Table 1

TABLE }
Tag | Length | Value
"DE 21| 08 1122 33 4455 66 77 88
DF21 {8108 11223344556677 88

DF21 | 820008 :1122334455667788

[0089] TLV encoding allows for the length indicator to be expressed in multiple
bytes. Preferably multi-byte length is supported. In short form, the length field

consists of a single byte where bit 8 is set to { and bits 7 to 1 encode the number
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of bytes in the value field. One byte can thus encode any mumber from zero 1o
127. Any number from one to 127 is encoded in the same way in BER-TLV
length field as in Le and Le fields. The encoding differs for zero, 128 and more.
See, for example, the coding of data objects in the Get Commerce Data command
described below.

{0090] In long form, the length field consists of two or more bytes. Bit 8 of the
first byte is set to 1 and bits 7 to 1 are not all equal, thus encoding the number of
subsequent bytes in the length field. Those subsequent bytes encode the number
of bytes in the value field. ISO/IEC 7816 does not use the “indefinite length”
specified by the basic encoding rules of ASNIISO/IEC 7816, which supports
length fields of one, two, ... up to five bytes (Table 2). In ISO/IEC 7216, the
values ‘80 and ‘85 to ‘FF’ are invalid for the first byte of length fields.

TABLE 2 - BER-TLYV length fields in ISG/IEC 7816

PCT/US2013/042455
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Select Commerce Applet

[08%21] In one embodiment, the processing starts when reader 120 detects a
mobile device 110 in the field of reader 120 and NFC communications have
commenced. At that time, reader 120 sends a command fo secure element 112 {0
select a commerce applet, particularly 8 “Select Commerce” command. The
Select Commerce command (also referred to as a “Select Commerce Applet”
command) is standardized as defined in the ISO 78016-3 specification. An

example Select Commerce command structure is shown in Table 3:

TABLE 3 — Select Commerce Applet

CLATINS P (P2 i1lc |Data Ie

00 A4 104 00 _@9 AQ0000048510010101 00
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[0092] Secure element 112 in mobile device 110 validates the “Select
Commerce” command and sends back an appropriate response. Example

responses (also referred to as “Status Codes™) are shown in Table 4:

TABLR 4 — Status Codes

SWI |SW2 Deseripion
90 (0 | Successful execution of command
&7 00 | Wrong data length

69 01 | Application ID not supported

69 99 | Application not available

| 6A 82 | Application not installed

[0093] All responses other than "90 00° (“Successful execution of command”™)
cause commerce application 121 (FIG. 1) to terminate in reader 120 and pass

control to the EFM.

Get Commerce Data

[6094] Upon commencement of the reader application 121 and communications
between reader 120 and secure element 112 initiating, reader 120 sends a
command to mobile device 110 to obtain commerce data, “Get Commerce Data.”
An exemplary Get Commerce Data command is defined below in Tables 5 and 6.
In this example, specific loyalty and offers data is being requested. The
“Merchant Capability” field is utilized by reader 120 to determine which fields
need 1o be present in the request and response data.

[0095] Date and time stamp information are optionzl. In one embodiment, the
date time is in synchronization with the POS. In the event that this information is
not available from the POS, the date/time from the POS terminal 148 canbe
used. If date and fime is not available, reader 120 will not send the date time
stamp data element.

[0096] In an exemplary embodiment, the data elements contained in the Get
Commerce Data request are preconfigured in the reader 120 or POS terminal 140
at setup time. The data may be modified after the reader 120 has been installed

and configured.
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CLA {INS {PI {P2 {lc | Data | _lle
90 50 {00 {00 | xx | Merchani IDY/ Store ID [+ Loyalty IDs 00

+Coupon Types + Date/Time-Stamp
+Application Version + Merchant
Capability]

TABLE 6 — Command Data

' Data Flement Byte Size | Value Req
| Merchant Identifier Tag 2 OxDF 31 Y
| Identifier Length 1 XX
| Merchant Identifier XX | [MerchantID]
MerchantStore ID Tag 2 - OxDF 32 Y
Merchant Store ID Length 1 XY
Merchant Store ID XX | {StorelD/Location)
Lovalty ID Tag #1 For Secondary 2 0xDF 41 Opt
lovalty
Identifier Length #1 1 XX
LovaltylD #1 XX iLoyalty I (Hex)
Loyalty IDr Tag #X For Secondary 2 OxDF 41 Opt
loyalty
Lovalty Identifier Length #X i XX 7
LovalylD #X XX Loyalty ID (Hex)
Date Time Stamp Tag 2 OxDF 11 Opt
Date Time Stamp Length ! 0x07
Date Time Stamp 7 BCD
{(yyyymmddhhmimss)
| Commerce App Version Tag 2 0xDF 12 Y
Commerce App Version Length 1 0x02
Commerce _App;_‘v'ersion Data 2 | IMajor + Minor] Hex
Merchant Capability Tag 2 | OxDF 33 Y
Merchant Capability Length 1 0x02
Merchant Capability Data 2 2 Bytes Hex
Terminal Stertup Mode Tag 2 OxDF 34 Opt
 Terminal Startup Mode Length iy { Ox02 |
Terminal Startup Mode Data i 1 Bytes Hex
' Total: <var>

10097] Table 7 defines the possible Status Word values that may be retumned by

the Get Commerces Data command.
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SW1 | SW2 | Description
00 00 | Successful Execution of Command

61 P xx More data to follow

67 100 Wrong Data Length

68 (g Internal BError

[0098] Any response other than'61 xx’ or "90 00” will result in reader 120

terminating comimerce application 121 and passing control to the EPM, after

recording the ervor and storing the data for forwarding to commerce widget 115,

10100] If the Get Commerce Data request is correctly formatied, commerce

applet 113 on secure element 112 filters the data based on the merchant identifier

(“Merchant_ID™), loyalty identifier (“Loyalty_ID”}and offer type code

(“Offer_Type Code”) to format a response data for reader 120 based on the

version number in the request. Commerce applet 113 may return more than one

Loyalty ID and multiple Offers messages based on the configuration in the

wallet. Table 8 lists exemplary response data:

TABLE 8 — Exarople Response Data

Data Element Byte Size Value
Consumer_ID Tag 2  OXDF21
Consumer ID Length 1 0x10
Consumer 1D Data 16 [Consumer [D]
Loyalty 1D Tag #1 2 OxDF41
Loyalty 1D Length #1 i XX
Lovalty Identifier #1 XX [Loyalty ID]
Lovalty Account Code Tag #1 2 OxDF43
Lovalty Account Code Length #1 1 XX
Lovalty Account Code #1 XX [Acct Code]
Loyalty 1D Tag #2 2 OxDF 41
Lovalty ID Length #2 1 XX
Lovalty ID Data #2 XX {Lovalty 1D}
Loyalty Account Code Tag #2 2 OxDF43
Loyalty Account Code Length #2 ] XX o
Lovalty Account Code Code #2 XX [Acct Code]
Offer ID Tag#l 2 0xDF51
Offer 1D #1 1D Length 2 X811 xx’
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Data Flement Byte Size | Value
Offer 1D #1 1D Value XX ' [Coupon [}
Offer Code #1 Code Tag 2 0xDF53
Offer Code #1 Code Length 2 0x'8lxx’
Offer Code #1 Code Value | xx [Coupon Code)
Offer 1D Tag#2 o 2 OxDF51
Offer ID #21D Length ) 2 Ox’8ixx’
Offer 1D #2 13 Value § XX {Coupon 1D}
Offer Code #2 Code Tag 2 OxDFES3
Offer Code #2 Code Length 2 Ox’81xx’
Offer Code #2 Code Value XX [Coupon Code]
Total: L Svar>

{6101] The following is an exemplary response data parsing sample. The NFC
reader (or POS terminal) delivers this commerce data to a POS system in a string
of data that may contsin consumer, loyalty and/or offer data. The merchant POS
system can then parse the data to obtain the loyalty and offer data, and process

the data per the merchant’s specifications.

DF 21 10 00 11 22 33 44 55 6§ 77 88 ¢9 AA BB CC DD EE FF DF 41 08
18 DR EE 23 F4 0B DF 43 0D (02 31 38 44 42 36 4% 32 33 46 34 30 4z
DF 51 (08 88 77 66 55 44 33 22 ¢5 DF 53 09 02 42 41 31 38 37 36 35
34 DF 51 08 88 77 66 5% 44 33 22 06 DF 53 0C G2 41 3% 35 39 39 31
33 33 35 37 38 pF 51 08 88 77 686 55 44 33 22 47 ¥ 53 10 02 5A 58
31 37 39 3% 36 37 35 34 38 33 31 43 46 DF 51 08 88 77 46 55 44 33
22 08 DF 53 0C 02 31 38 30 30 38 37 32 30 30 30 31 DF 31 08 g8 77
66 55 44 33 22 0% DF 53 33 02 857 4B 32 50 31 32 33 34 3% 36 37 38
39 41 42 43 44 45 46 47 48 4% 4a 4B 4C 4D 4E 4F 50 50 57 B0 57 B¢
57 50 57 80 87 50 57 30 57 5C 57 5C 57 50 57 50 40 Al

Data parsing example

DF 21 10 0C 11 22 33 44 55 66 77 88 S9 AA BR CC DD EE FF
{Consumer 1D}

DF 41 04 18 DR 6E 23 ¥4 0B (MoCom Loyalty ID}

DF 43 O 02 31 38 44 42 36 45 32 33 48 34 30 42

{Consumer Loyalty Code}

DF 51 08 88 77 66 55 44 33 22 Q5 (MoCom Offexr ID) #1

DF 53 09 02 42 41 31 38 37 36 35 34 (Msrchant Offer Code) #1

DF 51 08 88 77 a6 B 44 33 Z2
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Post Transaction Data

[0102] As explained above, a Post Transaction Data command provides a
mechanism to receive data back from a merchant POS system (MPOS). This
command is initiated by the merchant POS terminal 140 and preferably is
supported in the merchant capability field. In an exemplary embodiment, this
command consists of a single frame of data with a maximum data size of 255
bytes. The contents of the data use standard TLV formatting but may also be
variable. This command ensbles dynamic reconciliation or post transaction data
consolidation. Additional data tags may be defined for the transmission of
additional data from the POS terminal/MPOS 1o the secure element 112 in mobile
device 110. An exemplary post transaction data command (“Post Transaction

Datg™) is illusirated in tables 9 and 10

TABLE 9 — Post Transaction Data Command

CLATINSIPI P21llc|Data Le

) 52 100 100 1 xx | <TLV Encoded Post Transaction Data> 00

TABLE 10— Command Data

Data Blement | Byte Size | Value Req

Transaction ID 2 ___{0xDFel Opt

Transaction ID Length 1 ixx

Transaction ID Data XX Merchant generated

Transaction ID

Offer 1D Code #1 2 OXDF 51 Opt

Offer ID Length #1 i1 XX

Offer 1D Data #1 XX Coupon ID

Offer 1D Code #X P2 0xDF §1 Opt

Offer_ID Length #X R |
- Offer ID Data #X XX | Coupon ID

Total: <var> |

Multi-block data handling
[0143] FIG. § illystrates an exemplary multi-block data flow according to an
example embodiment, When secure element 112 bas more than 255 bytes of data

to send, a Get Response command (CO) is used to retrieve the remaining response
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data. Particularly, this command is used to obtain the remaining data when the
commerce applet 113 must send more than, for example, 255 bytes of response
data.

[0184] Referring to FIG. §, after a user taps a commerce-gnabled mobile device
110 to reader 120, reader 120 sends a Select Commerce command to the secure
element 112 of the mobile device 110. A positive response (*90 00’} causes
reader 120 to send a Get Commerce Data command. In response, secure element
112 returns loyalty and offers data. As shown in FIG. 3, the Get Commerce Data
response status SW1 flag is set to 61 and the SW2 flag is set to ‘00°,

[0105] A Get Response command is triggered when the SW1 flag in the Get
Commerce Data response is set to “61°. In this example, the SW2 flag is set to
‘00° becanse commerce applet 113 on mobile device 110 may not know how
much data is left to send. The subsequent response to the Get Response command
also contains an SW1 flag set to “61°, causing a second Get Response comimand
to be sent by reader 120 to mobile device 110.

[0166] This sequence will terminate when the SW1 flag of the Get Commerce
Data response is set to any value other than ‘61°. For example, an SW1 value of
‘90’ in response to a Get Response conumand as shown in FIG. 5 will indicate
normal completion. Any other SW1 value can be logged as an error.

[8147] Table 11 defines exemplary seitings for the Get Response Data APDU

command:

TABLE 11 - Get Response Data
CLA|INS|Pl |P2 |Llc|Data , Le
50 CO § 00 | 00 | 00 | <none> e 00

{0108] The actual length of the remaining data is variable. Therefore, the Le
data length can be 0x00; allowing the commerce applet 113 to manage a variable
length response.

[0109] Table 12 defines possible status word values (“Status Codes”) that may
be returned by the Get Response Data APDU command.

Petitioner Exhibit 1002-0979



W 2033/177416 PCT/US2013/042453

-30 -

TABLE 12 — Status Codes

SW1 | SW2 | Dascription )

HEL 00 Successful execution of command
61 KK More data to follow
&7 00 Wrong data length

59 09 Internal error

Reader Configuration Data

(6116} In one embodiment, during the installation and configuration of reader
120 certain merchant and commerce specific data are loaded and saved in reader
120. This data is used by reader 120 to fill in the Get Commerce Data command
from reader 120. These data elements can be updated 8s new features and

functions become gvailable,

Commerce AID

{0111] As explained above, a commerce AID is sent in the Select Commerce
command, If the cornmand is accepted by mobile device 110, commerce applet
113 is started and APDU command / response flows will start between reader 120
and secure element 112, In an exemplary embodiment, the commerce AID value
is AO0O00048510010101. This value can be hardcoded on reader 120, In one

embodiment, reader 120 is not required to support partial selection.

Merchant 1D

[0112] A merchant identifier (Merchant_ID (DF31)) can be loaded onto reader
120, Merchant ID is a value assigned by a service provider. In one embodiment,
this value is assigned by the MoCom platform operator, This is required to allow
commerce applet 113 to filter the loyalty and coupon data, and send the

appropriate items to the reader 120,

Merchant_Store ID
{9113} A merchant store identifier value (Merchant_store_ID (DF32)) 15 loaded
to the reader 120 and is a value assigned by a service provider. This value can be

vsed, for example, for reporting purposes.
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Loyalty ID

[6114] A loyalty identifier value (Loyalty_ID (DF41)) is used when multiple
Loyalty IDs are being requested during a tap. This is accomplished by setting the
Secondary Loyalty in Merchant Capabilities (DF33). This allows commerce
applet 113 to retumn additional loyalty numbers in the response to a Get
Commerce Data command, Multiple (e.g., 5) additional Loyalty_IDs may be

coded in the Get Commerce Data request.

Offer Type Codes

[8115] Offer type codes (Offer Type Codes (DF54)) are loaded onto reader 120.
Values assigned to Offer Type Codes are assigned by a service provider. This
value is used by the commerce applet 113 to filter offers and send only the
appropriate iterns to reader 120. Maultiple Offer_Type_Codes can be defined and

sent to the secure element 112 in the Get Commerce Data command.

Commerce Application Version

[8116] A commerce application version mumber
(Commerce_Application_Version) can be loaded onto reader 120 to represent the
version of the cornmerce reader specification that the application on reader 120 is

coded to gnd certified for,

Merchant Capabilities
[0117] The Merchant Capabilitics value represents the Commerce features
supported by a particular merchant. This data element can also be used by reader

120 to format the Get Commerce Diata command,

{0118] A terminal start mode command (Terminal Start Mode (DF34))
commands reader 120 to provide the mechanisim used to start commerce
application 121, This data element is not sent to the secure element 112. This
data element will also be used to define processing flows between reader 120 and

secure element 112 on the handset.
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Get Commerce Data Fields
[8119] Table 13 provides an exemplary definition of data required by reader 120

to format the Select Commerce and Get Commerce Services commands:

TABILE 13
{ Data Element Tag Max Size Data Format
1 Bvies ‘
Commerce AID 09 Hex
Merchant ID DF31 |8 Hex
Merchant Store ID DF 32 32 ASCCI
Lovalty Identifier #] thru X DF 41 8 BCD
Date and Time Stamp ~ IDF11 7 BCD
Specification Version - | DF 12 2 Hex
{(Major/Minor) i
Merchant Capabilities DF 33 2 Rinary
Commerce Start Mode DF 34 2 Binary

Commerce Applet Version Format

[6128] A Commerce Applet Version value is a two-byte hex field the first byte
containing the major version (xx) and the second byte contains the minor version
{xx). These fields are updated in accordance to the specific version of the reader
commerce technical specification that is implemented on reader 120. Inan
exemplary embodiment, the first official release of the commerce application 121

is 0x0100.

Merchant Capabilities

0121} A merchant capabilities field (Merchant Capabilities Field (DF 33))
determeines which commerce functions are being implemented by the merchant.
Reader 120 can pass this field to mobile device 110, and mobile device 110 uses
the information to build a response frame, referred to as Commerce Data

Response frame. Table 14 illustrates exemplary merchant capabilities:

TABLE 14 — Merchant Capability Data

Commerce Start Mode Format

Byie | Bit Value ' NFC reader function ]
1 & 1=Merchant If Bit 8 1s on the reader will send the

 MSB__{ Loyalty Support required Merchant ID and optionallya
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_ 0=No Loyalty ID for the merchant

1 7 1=Secondary Bit 8 must be on. Additional Loyalty ID’s

Loyalty is included in the Get Conumerce Data
- O=No request
1 & - 1=Offers Support | Offer Type fields is included in Get
- =No Commerce Data request

1 15 i=Additional Offer | The merchant can request additional offers
support in the Get Commerce request
0=No

i 4 I=Contactless Some merchants may choose o only accept
Payment Commerce but not contactless payiments.
support This bit setting is information only. Tt will
0=No not stop the PPSE process from happening.

I 3 t=Enterprise Merch
D
0=No :

| 2 1=Cloud Based | Indicates that the merchant can support
Offer cloud based offers {Future)
O=No

1 2 O Reserved for Future Use

i 1 1=Post Transaction | The reader will receive redemption data
Data support from the POS and forward it to the handset
0=No _

2 &-1 0 Reserved for Future Use

Commerce Start Mode Format

[6122] A commerce start mode format value (Commerce Start Mode (DF34))

indicates to reader 120 what mechanism is to be used to start commerce

application 121 on reader 120, In one embodiment, this data element is not sent

to the mobile device 110 in the Get Commerce Data command. In another

embodiment, this data element is optional. Table 15 illustrates exemplary start

modes can be used to commence commerce application 121, In an exemplary

embodiment, bits 7 and § are exclusive and only one bit is turned on at a time:

TABLE 15 —~ Commerce Start Mode

 Byte | Bit Value - Reader function
1 8 I=Auto Start - At the start of the check the reader will
MSB | O=No - quest Commerce AID at the first TAP
1 7 1=Manual Start ' The reader will only select Commerce AID
0=No after some user intervention,
i 6 I=Payment with Payment and Post Transaction Data will
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Post Transaction | occur on TAP 2

Data

g=No
1 5 i Payment First Payment PPSE will precede in Auto or

Manual start modes

1 4-1 0 i Reserved forFutureUse
2 8-1 0 Reserved for Future Use

Reader Message Forwarding

[6123] While reading commerce application data from the mobile device 110,
reader 120 forwards the data to a merchant POS system or POS application
resident on 2 POS terminal 140. Reader 120 strips off the APDU headers and un-
blocks the data from the mobile device 110. The Tagged TLV frames are then
wrapped in the appropriate protocol and forwarded to the merchant POS gystem

or POS application running on the POS terminal for processing.

Commerce Response Data Description

[0124] During a successful interaction with a reader 120, data will be returned to
the POS merchant system {or POS terminal). This information will typically be
composed of a consumer loyalty number and/or some number of offers that the

merchant defined and loaded to the consumer’s wallet.

Consumer ID

10125] A consumer identifier (Consumer ID) s a unique identifier that is
assigned to a consumer during the wallet activation process. Typically,
Consumer ID will stay with a consumer even if the conswmer moves her wallet to
a new mobile device or different mobile network. In a preferred embodiment,
Consumer 1D is sent from the mobile device to the reader on every commerce-
related interaction, even if the handset has no loyalty or offers data to send. The
presentation of Consumer ID can be used by the merchant POS system to trigger

specific actions related to a payment-only tap.

Loyalty ID
[6126] A loyalty identifier (Loyalty ID) is sent along with each consumer loyalty

mumber requested during a tap event. Loyalty 1D is 3 unique value assigned to
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each merchant loyalty program assigned by the MoCom platform. In most cases
the Loyalty ID received by the reader will match the Merchant ID that was
configured by the Get Commerce data command. Use of this information by a

merchant system is optional,

Consumer Loyalty Code

[6127] A consumer loyalty code (Consumer Loyalty Code) matches the loyalty
mumber assigned to the consumer for a specific merchant loyalty program.
Wallet application 114 allows for multiple loyalty nurnbers o be presented at the
tap. If the system is set up for multiple consumer loyalty codes, each consumer

loyalty code will be preceded by ifs unique loyalty ID.

Offer ID

[0128] A mobile commerce offer identifier (Offer 1D) is sent along with each
consumer offer nurnber sent during 8 commerce-refated session. The Offer ID is
a unique value assigned to each offer delivered fo a consumer wallet. In one
embodiment, no two Offer IDs generated by the MoCom platform will have the

same value,

Merchant Offer Code

{0129] A merchant offer code (“Merchant Offer Code” or “Offer Number”) is
generated by the merchant and loaded to the consumer’s wallet application
through various means. This number matches the same offer that is defined on
the merchant POS system for processing. There can be multiple merchant offers
(e.g., 10) presented during a single commerce transaction. The merchant system

parses the incoming data to extract the individual merchant offers,

Commerce Response Data Fields
[0138] Table 16 defines exemplary data elements that may be returned to the

merchant POS system after a successful commerce transaction:
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TABLE i6
Data Element Tag Max Size Data Format
___Bytes
Congsumer D i DF21 16 BCD
Lovalty 1D DF 41 8 Hex
Consumer Loyalty Code DF 43 32 _ASCI Hex, BCD
Offer ID DF 51 g - BCD
Merchant Offer Code i DrFs3 43 . ASCIH, Hex, BCD

[6131] In one embodiment, a dats element “Terminal Start Mode” is passed to
reader 120 but will not be passed to the secure element 112, Reader 120 uses this
information to control when Select Commerce and Select PPSE comimands are

sent to the secure element 112,

Reader Commerce Application Functionality

[1132] The following section provides a list of functions that the Commerce
application within reader 120 performs. Some of these functions are automated,
while others are triggered via an AP] call from the POS terminal or merchant

POS.

Select Commerce AID Command

[0133] Afier the Commerce application is started on reader 120 and a device is
detected in the ficld of reader 120, the first command sent 13 Select Commerce
AID. The command will contain the RID value assigned by ISO and 3 PIX value
generated by a commerce service provider. The Commerce AID value is
AD0000048510010101. This value should be hard coded on reader 120.

Get Commerce Data Command

{6134} The Get Commerce Services Data command is a general data request to
the secure element 112, The Get Commerce Data bas a number of required and
optional fields that communicate information to commerce applet 113.
Commerce applet 113 uses this information to build the data elements that need
10 be sent to reader 120. Reader 120 uses the fields in the Merchant Capability
records to determine which optional fields need to be included in the request to

the handset.
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Post Transaction Data

{0135] The Post Transaction Data command was created to provide a mechanism
to receive data back from the MPOS. This comumand consists of a single frame
of data with a maximum data size of 255 bytes. The contents of the data use
standard TLV formatting, but the contents may be variable. Additional data tags
may be defined for the transmission of additional data from the POS

Terminal/MPOS to secure element 112 in mobile device 110.

NFC Brror recovery

0136] In 2 preferred embodiment, reader 120 is able to recover from a reader
error generated when the handset is prematurely removed from the NFC field.
Reader 120 signals the read error to the consumer via a failure inferface such as a
speaker that outputs a “beep” or display that provides an optical indication such
as via lights. The consumer is asked to tap again and the fransaction that was in
progress during the error is restarted. In the case where multiple transactions are
being processed, such as a comumerce transaction and g PPSE transaction, reader

120 will try to recover the last process being executed.

Large Data block support
8137} In an exemplary embodiment, reader 120 reads and writes multiple 255

bvte blocks of data to and from mobile device 112 in a single tap process.

Date and time stamp support
[6138] When reader 120 has connectivity to the merchant POS system, the date

and time can be retrigved from the POS termninal at the start of the transaction.

TLV Master Tag List
{0139} Table 17 defines the dats elements and corresponding tag values and
target/max byte sizes used by commerce based applications. Additional values

have been provided for those elements with a limited/fixed value range.

TABLE 17 — APDU Commands

Commerce Services
Shared Diata Elements
Data Blement | Tag | Max | Description
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""" Size
DATE_TIME_STAMP OxDFIL |7 Date/Time stamp
{(vyyynunddhbminss)
COMMERCE APP_VERSION | 0xDF12 | 2 Supported Comrperce
‘ application Version Number
Consumer Data Elements
Data Flement Tag Max | Description
Size
CONSUMER _ID OXDF21 {16 MoCom Platform specific
consumer identifier
CONSUMER_KEY OxDF22 |16 MoCom Platform generated
consumer specific 3DES
key
CONSUMER_CERT OxDF23 | B MoCom Platform generated |
consumer signature/
cerfificate
- Merchant Data Flements
Data Element Tag Max | Description
Size
MERCHANT ID 0xDF31 | 8 - MoCom Platform specific
- merchant identifier
MERCHANT _STORE_ID OxDF32 |32 - MoCom Platform specific
- merchant store identifier
ASCH character data
MERCHANT CAPABILITY |O0xDF33 |2 Supported Commerce
application Services
NEC OxDF34 1 2 NFC enabled payment
READER START MODE terminal startup mode
(provided by Merchant POS
System during initialization)
Merchant Capabilities o
Data Element Value Max | Description
Size
The Get Commerce Data
, . AN request includes a valid
iﬁg};ﬁé}?{}@i&t&ﬁh L 0xR80 1 merchant identifier used to
determine the Loyalty data
received by the applet.
The Get Commerce Data
request includes additional
MERCAP ADDITIONAL 0x40 ) Loyalty Identifiers.
LOYALTY i Additional Lovyalty data 18
determingd by the specified
Loyalty TD(s).
. . Offer type fields are
MERCAP_MERCHANT 1 included in Get Commerce

Data request
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- ‘The Get Commerce Data
. request includes a valid
g%%%@P*ADDHIONAL“ 0x10 | merchant identifier used to
B determine the offers data
_ received by the applet.
e o Indicates merchant supports
MERCAP _PAYMENT 0x08 1 contactless payment.
. e rrEy T ) Indicates support for
MERCAP_ ENTERPRISE Ox04 ! Enterprise Merchant ID
e . Indicates support for cloud
MERCAP_CLOUD 0x02 ! based offers and Lovalty
The NFC reader supports
the transmission of
e et A . offer redemption data (from
MERCAP_REDEMPTION 0x01 1 the POS) to the applet via
the Redeem Offer
command,
Service Provider Platform Data Elements
MoCom Platform generated
MAC/Signature appended to
PLATFORM SIGNATURE | 0x71 |g | command/data originating
' - : ) from the platform for remote
verification purposes {data
:, integrity/ authenticity),
PLATFORM KEY  0x72 16 MoCom Platform Key
PLATFORM CERT  Ox73 8 MoCom Platform Certificate
Loyalty
Loyalty Data Flements
Ta Max | Description
Data Element g Size
EMBEDDED TLV OxDF40 | xx Embedded TLV loyalty data
LOYALTY DATA ) tag
' MoCom Platform specific
LOYALTY ID OxDF4L | 8 loyalty identifier
. Loyalty card/account status
LOYALTY STATUS 0xDF42 11 (see below)
LOYALTY ACCOUNT Loyalty account (barcode
CODE 0xDF43 | 32 data)
MoCom Platform specific
MAC/Signature for
LOYALTY MAC_ OxDF4d 1 8 integrity/
SIGNATURE authenticity verification
Transaction Log 7
Transaction Data Elements
Data Blement | Tag | Max | Description
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, Size |
EMBEDDED TLV OxDF60 x - Transaction log record data
TRANSACTION LOG _  lag
o f - Transaction 1D (assigned by
TRANSACTION 1D OxDE61 | 16 1 POSY
TRANSACTION_STATUS 0xDF62 |, Transaction log record data
- g
Offers
Cffer Data Elements |
Data Element Tag Max | Description
Size 7
EMBEDDED TLV < Embedded TLV offer data
OFFER_DATA OXDESO 2% | g
. MoCom Platform specific
OFFER 1D 0xDFS1 | 8 offer identifier
OFFER STATUS OxDF52 11 Offer status {(see below)
< Offer (UPC/ERPC/GSE
OFFER_CODE, OxDFS3 1130 | patabar) barcode data
OFFER TYPE CODE 0xDFs84 {9 | Offer Type (see below)
OFFER _MAC 0xDESS |8 MoCom Platform specific
SIGNATURE data security signature
| g e Update flag (synchronization
QFFER UPDATE FLAG _ OxDE36 |1 status)

[6140] Table 18 provides a master list of exemplary APDU commands supported

by the Commerce Applet 113.

TABLE 18
Command { CLA {INS | P1 {P2 |Lc |Data Le
Get 90 150 |00 |00 |xx | Date/Time Stamp + 00
Commerce Merchant ID + Store 1D [+
Data Commerce application
Version + Merchant
Capabilities + Transaction
ID + Loyalty IDs + Offer
Codes]
| Post 90 |52 100 |00 |xx | <TLV-Encoded 00
- Transaction Transaction Data>
Data ‘
Get 80 Co 100 {00 jxx | Nouwe
Remaining
Data
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Specially Formatted Data Elements
10141] Data elements included in the commerce data payload may include a
format byte that identifies the data encoding used for that element. The data
encoding is specified by the merchant to ensure compatibility at the point of sale.
The formatied data value is supplied by the commerce platform to the wallet
application 114. Thus, no additional interpreting/formatting 1$ necessary between
the platform 130, wallet 114, secure element 112, and reader 120/POS terminal
140 {collectively referred to as “payment terminal”). It is the role of the payment
terminal {or merchant POS system) to properly interpret the data and supply it to
the merchant system for processing.
[6142] In an exemplary embodiment, the following data elements include the
following format value:

® Lovalty Account Code (DF 43)

¥ Offer Code (DF 53)

[6143] Table 19 defines possible format byte values and their corresponding

encoding rule:

TABLE 19
Format ‘Encoding Rule | Description
Byte
0x00 Hexadecimal Fach byte of data is encoded in (raw)
, hexadecimal format.
0x01 - Binary Coded Decimal Each nibble represents a single digit.
(BCD) Thus, only decimal values are specified.

A data stream containing an odd number
{length) of digits inchudes the hex value
» ‘F” in the first nibble of the data stream.
0x02 ASCH Fach byte represents an ACI vahue that
is interpreted as such and handied as its
corresponding CHAR value, In most
cases, these data streams are converted
into 3 String before being passed to the
merchant POS system for processing.

{8144] A BCD encoded data value that includes the hexadecimal value ‘F’ in the

first nibble shall identify a data stream containing an odd nurmnber of digits. Thus,

the BCD data stream /2345 is encoded in 3 byte buffer as follows: OxF712345.
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Exemplary Implementations

[3145] FIG. 6 illustrates windows or screen shots generated by the graphical user
interface for a wallet application in accordance with an example embodiment of
the present invention. For purposes of this exemplary implementation, the
mobile device 110 has some redeemable offers and loyalty cards stored in
memory 111b.

[6146] The wallet home screen 601 features a strip of merchant tiles 604, A tile
is present for every merchant that has a redeemable object (e.g., & redeemable
offer or loyalty card) present in the mobile wallet. The user may, for example,
swipe through the tiles, left and right, to find s particular merchant. Once the
particular merchant is found, the tile is selected to open a merchant offer view
£02. This can be done prior to making a transaction or immediately prior to
making the transaction, such as while waiting in line, or earlier (e.g., while
browsing through a store.).

[#147] The merchant offer view 602 presents a list of redeemable offers 603
available in the wallet. Non-redeemable promotions may be presented as well. If
present, a loyalty card 605 is also presented and made accessible from the
merchant offer view 602.

[0148] If the selected merchant is not a commerce-enabled merchant, there is no
option presented to load offers for a commerce transaction. If the merchant is
commerce-cnabled merchant, however, one or more buttons or icons 606a, 606b
are presented allowing offers to be loaded for a commerce transaction.

{0149] The user may select an offer (e.g., 606a), and then select the “Done” bar
at the bottom of the screen.

{0150] In an exemplary embodiment, a limit as to the number of offers can be
enforced by secure element 112 {e.g., 10 offers), and the user interface of
commerce widget 115 enforces this limit while the user is activating offers. The
“Dione” bar is the trigger to load the selected offers into secure element 112, If
there are offers from another merchant in the secure element 112, they can be
removed at the same time as the new offers are loaded — this ensures that there

are only offers from one merchant present in the 112 at any given time.
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[0151] When the secure element load is complete, the user taps the mobile
device 110 to reader 120. What happens next depends on a few factors. Ifthe
reader that is tapped is not capable of processing commerce elements, the
selected payment card is sent, but no commerce elements (e.g., offers or loyalty
credentials) are sent. A posi-tap message is presented through the reader
interface indicating that payment credentials were sent, with no other
information.

[0152] If the reader that is tapped is capable of processing comumerce elements,
but the merchant-ID does not maich the selected merchant, offers will not be sent.
Conunerce applet 113 in secure element 112 can search for a loyalty card for this
merchant-1D and transmit loyaity credentials, if present. A post-tap message is
presented through an interface indicating that an event took place, identifying the
merchant and reporting that loyalty credentials were sent (if they were available)
as well as the payment credentials,

[0153] If the reader that is tapped is a commerce-enabled reader and the
merchant-1D matches the selected merchant, selected offers and (if present) the
loyalty card credentials for the merchant are sent. Mobile device 110 can present
a post-tap message through the commerce widget 115 user interface confirming
that offers and loyalty (if present) were sent, along with payments,

[3154] Following the tap, offers that were loaded into the secure element 112 are
feft in secure element 112 until the user removes them or selects offers from
another merchant. Alernatively, if the offers expire, it is removed from the
secure element 112 when wallet maintenance is performed. In an exemplary
embodiment, the selected merchant will remain the “active” merchant on the

wallet home page until the user selects & different merchant.

Instant Offer implementation

[{0155] FIG. 7 itlustrates a flow diagram illustrating an exemplary instant offer
implementation sccording to an embodiment of the present invention. In this
embodiment, 2 mobile commerce (MoCom) platform can be integrated with
merchant POS system to implement a mechanism for users to select offers by
using a wallet application and/or instant offers merchants make available to

COnSUMers.
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[0156] A wallet application running on a mobile device can be used 1o allow
consumers to pay for purchases and present loyalty and offers via a payment
terminal, One way a consumer can redeem an offer is by selecting the offer via
the wallet application to be presented at checkout.

{0157} Consumers can also be provided with offers that can be instantly
redeemed through the wallet application. Such offers are referred to herein as
“instant offers”, This feature allows merchants to reward consumers who use a
mobile device running the wallet application to make purchases. Consumers
benefit from the instant offer because, among other reasons, they do not need to
specifically select an offer via the wallet application. Depending on the
implementation, an instant offer can be used slong with an offer explicitly
selecied by the consumer from the wallet application. Whether an offer is
selected by the consurer or provided “instantly,” a consumer identifier
(“Consumer ID”) value retrieved from the mobile device (e.g., from secure
elernent 112 is used as the key for retrieving and redeeming an instant offer.
[6158] Referring to FIG. 7, in one embodiment, a consumer selects offers from
the wallet application to be presented at the checkout. At block 702, a payment is
requested at a POS, If at block 704, it is determined that the payment is nota
contactless payment, then at block 706 the payment process is completed via
alternative means (e.g., by using cash) and the checkout process is completed. If
it is determined at block 704 that the payment will be a contactless payment, then
the mobile device user is asked o tap his or her mobile device to the reader (e.g.,
reader 120 described above).

[6159] In response, the mobile device is tapped 1o the reader. During the tap
event, a2 number of data clements can be passed between the reader and a secure
element on the mobile device as described above. In one embodiment, the
payment card data, Consumer ID, loyalty number, and offer codes are passed to
the reader during the tap of the reader. In this embodiment, Consumer ID is sent
to the reader even if the tap is for a payment only fransaction with no offers

selected.
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10160] If at block 708 it is determined that @ MoCom Consumer ID is not
present, then at block 706 the paymest process is completed and the checkout
process is completed by processing the payment.

{0161 Ifitis determined at block 708 that 3 MoCom Consumer ID 18 present,
then at block 710 a determination is made as to whether a MoCom offer is
present (e.g., an offer selected by the user via a wallet application). If at block
710 a determination is mads that 8 MoCom offer is present, then a determination
is made at block 712 as to whether 8 MoCom instant offer has been defined as
well. Ifat block 712 it is determined that a MoCom instant offer has been
defined, both the MoCom offer (i.e., an offer selected by a user via a wallet
application interface) and MoCom instant offer are processed, as shown in block
714, Once the MoCom offer and/or MoCom instant offer are processed, the
payment associated with those offers is processed as shown at step 706.

10162] If at block 710 a determination i3 made that a MoCom Offer is not
present, then at block 716 2 determination is made as to whether a MoCom
instant offer has been defined. If not, the payment is cornpleted as shown at step
706. If & determination is made at block 716 that the MoCom instant offer is
present, the MoCom instant offer is processed as shown at block 718 and the
payment associated with the MoCorm instant offer processed as shown at block
7086.

[0163] If a determination is made at block 712 that 3 MoCom instant offer has
not been defined, then a standard MoCom offer is processed, as shown at block
720 and at block 706 the payment processed is completed.

[0164] The merchant POS system can use the presence of the ConsumerID to
trigger the use of an instant offer. The offer could be, for example, a cents off or
percentage off type offer that a merchant using the MoCom system defines. This
can be, for example, applied for the purchase of a specific item. In an exemplary
implementation, the merchant is provided an option of turning instant offer
functionality off or on when a wallet offer is presented during the tap.

[8165] The instant offer can be defined by 2 merchant and then distributed to its

retail locations. The offer can also have an associated specific start and end date.
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The ability to distribute instant offers to different geographical areas can be taken

into account as well,

Commerce Applet Package/Applet/Instance Management
[0166] The following section defines the AID values and application specific

parameters used during download/installation of commerce applet 113 (FIG, 1),

Table 20 defines AlDs.
TABLE 20 - AlDs
| Description L AID
| Package AID AQ 00 0004 85 10 01 01
Applet ATD A0 00 0004 85 10 01 01 00
Instance AID AD00 0004 85 1001 01 01

Applet-Specific Instaliation Parameters
[0167] The commerce applet’s initial coramerce services data characteristics
may be provisioned via applet-specific installation parameters. This data follows

the standard JavaCard AID and installation parameters.

These parameters must be coded as shown in Table 21:

TABLE 21 - Applet Installation Parameters

Provisioning Data Byte Size | Default Value
Maximum Number of Loyalty Records 2 20 ‘
Maximum Number of Pre-Load Merchant 2 T
| Records '
| Maximum Number of Transaction Records 2 i3
- Total: . 7 6

Memory Requirements

10168] Exemplary memory specifications are listed in Table 22 below. The first
memory specification, “Package Download,” indicates the approximate amount
of non-volatile (EEPROM) memory space required to download the commerce
applet package. The second memory specification, “Instantiation,” indicates the

amount of memory required to instantiate a new instance of the commerce applet.
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The final memory requirement, “Transient Data Space,” indicates the amount of

volatile (RAM) memory that is used by each instance of the commerce applet.

TABLE 22 — Applet Memory Requirements

iMemory Byte Size
Package Download 8396
Instantiation 6260
Transient Data Space 518
Data Management

[616%9] The available commerce (e.g., loyalty, offers, rewards, etc.) data is stored
within the commerce applet 113 onboard the secure element 112. All of the
relevant commerce data is stored in three separate data tables. These data tables
are managed by the commerce applet 113, Additional commerce data may be
stored/managed within a corresponding commerce widget 115 onboard the
handset.

[0178] In one embodiment, the data elerents defined herein have a variable
length. Therefore, all clements (included those with a fixed length) will be
assigned 2 maximum length. As a result, all lengths and byte size references

should be interpreted as maximum values.

Cornerce Datg

10178} Commerce applet 113 manages a fow data fields that are shared by all
commerce service applications. These data fields are stored in persistent data
variables. An exemplary data element, Consumer ID, is defined in Table 23.

Additional elements may be stored as well, such as consumer/platform keys and

certificates.
TABLE 23
Variable Type Diescription
Unique consumer 1D assigned to a
) S -
ConsumerlD) byte(] N specific MoCom consumer/user,
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Loyalty Data Table

[0172} Commmerce applet 113 also includes loyalty data tables enabling the
storage/management of all consumer loyalty data.

[8173] Table 24 defines the data elements (and their corresponding tag values
used during TLV encoding) that are included in the loyalty data table.

TABLE 24 ~ Loyalty Data

| Data Element Tag Value | Byte Size TLV Encoding
Overhead
LOYALTY PROGRAM ID OxDF41 g 3
LOYALTY ACCOUNT CODE | 0xDF43 32 3
Total; 40 5
Minimum TLV Encoded Record Size; 46 '

[0174] The data is stored in a record oriented data buffer, where the loyalty
identifier (“Loyalty ID”) is utilized as the key field for search/retrieval tasks.
[0175] In an exemplary embodiment, TLV Data Overhead includes a
{(maximum) of five bytes per element data overhead (2-byte tag and 3-byte
length) as required by the BER-TLV encoding format.

[0176] In an alternative embodiment, an index (or hash table) may be created

internally to speed up the Loyalty ID search task.

Cached Merchant Data Table

[8177] Commerce applet 113 also includes a merchant cached data table
enabling the storage/management of all data related to a given merchant. This
feature allows the commmerce data for a given merchant to be pre-loaded by the
wallet application 114 in order to improve performance,

[6178] Table 25 defines the data elements (and their corresponding tag values

used during TLV encoding) that are included in the cached merchant data table.

TABLE 25 — Cached Merchant Data

- TV
Data Element Tag B}’t © Encoding
Value Size
, } QOverhead
MERCHANT I 0xDF31 18 3
LOYALTY PROGRAM ID OxDF4] | 8 3
LOYALTY ACCOUNT CODE 0xDF43 {32 3
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"OFFER 1D ) OxDES1 | 8 3
. OFFER CODE , OxDDF53 1138 3
| Maximum ] 04 16
| Minimum TLY Encoded Record Size: 110

10179] The data is stored in a record oriented data buffer, where the merchant
identifier (“Merchant 1137} is utilized as the key field for search/retrieval tasks.
An index (or hash table) may be created internally to speed up the Merchant ID
search task.

{0180] In an exemplary embodiment, TLV Data Overhead includes a
(roaximum) of five bytes per element data overhead (2-byte tag and 3-byte

length) as required by the BER-TLV encoding format.

Transaction Log

[0181] Commerce applet 113 includes a transaction log that is used to track
usage within the MoCom platform at the merchant point-of-sale. During
commerce widget 115 and secure element 112 synchronization tasks, this
transaction log is transmitted up to the commerce widget 115 for later over-the-
air (“OTA™) synchronization with the MoCom platform.

[3182] The actual content of the transaction log depends upon the Get
Commerce Data command data/parameters provided by reader 120 during the
transaction process at the merchant point-of-sale. An exact copy of the data
payload sent to the commerce applet 113 by reader 120 via the Get Commerce
Data APDU command is stored within that commerce transaction’s record.
[0183] The transaction status is determined based on the logical result of the
commerce data processing. If a data/processing ervor is detected within the
commerce applet 113, the corresponding internal error code can be appended to
the transaction log.

[0184] The following table defines the data elements (and their corresponding

tag values used during TLV encoding) that are included in the fransaction log.

TABLE 26 — Transaction Log Data

Data Element Tag Byte TLYV Encoding
| Value Size Overhead
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Get Commerce Data command XX 255 4
parameter(s)/data

TRANSACTION STATUS Oxi3E67 13 3

Total: 266 7

Maximum TLV Encoded Record Size: 273

[6185] The data is stored in a record oriented data buffer. A variable Get
Commerce Data command data size is supported.

[0186] TLV Data Overhead includes a (maximuym) of five bytes per element data
overhead (2-byte tag and 3-byte length) as required by the BER-TLV encoding

format,

Error Management

{0187] In an exemplary embodiment, error detection and management is handled
at two levels. First, the response of the APDU command includes a two-byte
Status Word result value. These responses are standardized and dictated by ISO
7816-4. However, a second level of error handling is managed internally by the
Commerce Services applet. The second level of management includes the
issuance of a standard 0x6909 status word in the response to the APDU
command. Following this response, the client may issue a second command
{(“Get Internal Error Code™) to obtain a two-byte intemal error code. This code
may be cross-referenced to Table 27. Table 27 provides details on where and
why the error ocourred within the applet.

[3188] Particularly, Table 27 provides a master list of all possible internal error
codes returned by the Get Internal Error Code APDU command supported by the

conumerce applet.

TARLE 27 — Internal Error Codes

. Error
Code
0x0101 | SSE INTERNAL ERROR APPLET NOT PROVISION

0x0102 | SSE_INTERNAL ERROR_COMMAND NOT ALLOWED_VIA_CONTACTLESS
INTERFACE

Ox0103 | SSE_INTERNAL FRROR COMMAND NOT ALLOWED INVALID CONTEXT

Error Description

0x0201 | SSE_INSTALL INVALID INSTALLATION PARAMETER TENGTH

0x0301 1 BSE PARSE COMMAND DATA INVALID COMMERCE TAG
0x0302 | SS5E PARSE COMMAND DATA INVALID CONSUMER 1B LENGTH
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0x0307 | SSE PARSE COMMAND DATA INVALID MERCHANT 1D LENGTH
0x0302 | 8SH PARSE COMMAND DATA INVALID MERCHANT LOCATION LENGIH
0xD303 | SSE PARSE COMMAND DATA INVALIDE DATE TIME STAMP LENGTH
0x0304 | R5E_PAREE COMMAND DATA_INVALID MERCHANT COMMERCE_APF
VERSION. LENGTH

(x0305 | SSE_PARSE_COMMAND DATA_INVALID_MERCHANT _CAPABILITIES
LENGTH '

0x0306 | SSE PARSE COMMAND DATA INVALID LOYALTY ID LENGTH

0x0307 | 5585 PARSE COMMAND DATA_INVALID _LOYALTY _ACCOUNT _CODE_
LENGTE ‘

Ox0308 | SSE PARSE COMMAND DATA INVALID OFFER ID LENGTH

0x0300 | SSE PARSE COMMAND DATA INVALID OFFER.TYPE COUE LENGTH
0x030A | SSE PARSE COMMAND DATA INVALID TRANSACTION ID LENGTH
0x030B | SSE PARSE_COMMAND DATA_INVALID CACHED MERCHANT DATA
OFFER_COUNT LENGTH

Ox030C | SAE_PARSE COMMAND _DATA_INVALID CACHED MERCHANT DATA_
LENGTH

0x030D | SSE PARSE COMMAND DATA INVALID COMMERCE TAG

1 0u0ADL S.‘E‘QEEt GET RESPONSE REMAINING DATA INVALID RI‘*SLM% STATE

(xOR0] | S8E VERIFY REQUIRED PARAMETERS INVALID PARAMETER TAG
OxOB02 | SSE_VERIFY REQUIRED PARAMETERS_DATE _TIME STAMP NOT
PRESENT

OxOB03 | SSE VERIFY REQUIRED PARAMETERS MERCHANT ID NOT PRESENT
0x0B04 | SSE VERIFY REQUIRED PARAMETERS MERCHANT STORE ID NOT
PRESENT

Ox0B0S | SSE_VERIFY REQUIRED PARAMETERS MERCHANT COMMERCE_APF_
VERSION NOT PRESENT

0x0R06 | SSE_VERIFY REQUIRED PARAMETERS_MERCHANT CAPABILITIES NOT_
PRESENT '
Ox0B07 | SSE VERIFY REQUIRED PARAMETERS LOYALTY 1D NOT FRESENT
Ox0BO8 | SSE_VERIFY REQUIRED PARAMETERS LOYALTY ACCOUNT_CODE_NOT
PRESENT

0x0B0A | SSE VERIFY REQUIRED PARAMETERS CONSUMER JD NOT PRESENT
(z0BOB | SSE_VERIFY REQUIRED PARAMETERS CACHED MERCHANT DATA
OFFER COUNT NOT PRESENT

Ox0BOC | SSE_VHRIFY REQUIRED PARAMETERS EMBEDDED TLV CACHED
MERCHANT DATA NOT PRESENT

0x0CO1 | SSE GET COMMERCE DATA INVALID WALLET STATEH

GROTD1 | SAE_UPDATE_CACHED MERCHANT DATA FAILED CMD_BUFFER
| LENGTH_EXCEEDED

Ox110f { LME INVALID LOYALTY TAG ‘
0x1102 { LME INVALID LOYALTY 1D LENGTH
0x1103 1 LME INVALID LOYALTY ACCOUNT CODE LENGTH

0x1201 | LME _GET LOYALTY DATA REBCORD NOT FOUND
011202 {LME GET LOYALTY DATA INSUFFICIENT BUFFER LENGTH

0x1301 | LME UFDATE LOYALTY 1D NOT SPECIFIED

Dx1401 | LME DELETE LOYALIY ID_NOT SPECIFIER
0x1402 | LME DELETE LOYALTY DATA RECORD NOT FOUND
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021501 | LME _GET LOYALTY RECORD INSUFFICIENT BUFFER LENGTH

x3101 | TLYME MAX DATA LENGTH _EXCEEDRED

Dx3201 | TLVME APPEND FAILED INVALID LENGTH

Dx3301 | TLYME GET NEXT TAG FAILED INVALID CONTEXT NG CURRENT TAG

03401 | TLVME, GET TLY OBJECT FAILED INVALID TAG _CLASS

0x3402 | TLYME GET TLY ORIECT FAILED INVALID LENGTH
0x3403 | TLVME GET TLV OBJECT FAILED TLY _LENGTH NOT SUPPORTED

Ox35¢1 | TLVME GET NEXT BLEMENT FAILED INVALID TAG CLASS

0x3502 | TLYME GET NEXT BLEMENT FAILED TLV LENGTH NOY SUPPORTED
0x3503 | TLVME GET NEXT BLEMENT FAILED INVALID LENGTH

0x3304 | TLYME GBI NEAT ELEMENT FAILED BUFFER LENGTH EXCEEDED

024101 | DME DATAMANAGER INVALID. RECORD NUMBER
0x4102 | DME DATAMANAGER INVALID RECORD LENGTH
0x4103 | DME DATAMANAGER RECORD NOT INITIALIZED
0x4104 | DWE DATAMANAGER RECORD STORE FULL
Ox4105 | DME DATAMANAGER INVALID DATA LENGTH
4106 | DME DATAMANAGER INSUSHICIENT BUFFEER SIZE

0x4201 | DME DATAMANAGER PRIMARY INDEX NOT ACTIVE
0x4202 | DME_DATAMANAGER PRIMARY INDEX KEY NOT SPECIFIED
Ox4203 | DME DATAMANAGER INVALID PRIMARY INDEX KEY LENGTH

OxA201 | SUE NO INSTALL PARAMETERS FOUND
DxA202 | SUE INSUFFICIENT AFPLICATION PARAMETER BUFFER LENGTH
xA205 | SUB NU. AFPLICATION SPRCIFIC_INSTALL PARAMETERR FOUND

0xD 101 | SSE SECURITY AUTHENTICATION FAILED
0xD102 | SSE _SECURITY INVALID CIPHER DATA LENGTH
0xD103 | SSE SECURITY INVALID KEY DATA LENGTH

(xD104 | S3E SECURITY INVALID DIVERSIFICATION DATA LENGTH

OxDC00 | SSE SECURITY CRYPT(O EXCEPTION UNDEFINED REASON
OxDC0L | SSE SECURITY CRYPTO EXCEPTION JLLEGAL VALUE
OxDL02 | SSE SECURITY CRYPTO EXCEPTION UNINITIALIZED KEY
OxL03 § 8SE BECURITY CRYPTO EXCEPTION NO SUCH ALGORITHM
0xDC04 | SSE SECURITY CRYPTO EXCEPTION INVALID INIT

0xDCOS | SSE_SECURITY CRYPTO _EXCEFTION ILLEGAL USE

Commerce Services
[0189] The following section provides a detailed description of the APDU

commands available via the commerce applet 113,
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APDU Commands
[¢196] All communications/data exchanges with the commerce applet 113 will
be performed via APDU commands as defined in the ISO 7816 standards.

Additional restrictions and data handling are described below.

Command Usage Restrictions

[6191] For security reasons, & subset of the available commerce service
commands can be restricted to specific connection modes. In one embodiment,
referred to as “contact (wallet) mode,” all of the APDU commands defined in
Table 18 above are available. However, in contactiess mode, the following

commands are allowed:

& Get Version

® Get Internal Error Code

® (et Response (Remaining Data)
® Get Commerce Data

[0192] If any other APDU command is sent in contactless mode, an exception is
thrown and the Internal Error Code is set to the corresponding invalid command
mode value (0x0102),

{0193} In one embodiment, the Get Commerce Data command may only be
successfully executed when wallet application 114 is open. When the wallet
application 114 is either started or terminated by the consumer, it is the
responsibility of the wallet application 114 to notify a wallet companion applet
(WCAp) so that it can perform monitoring, management and/or security
functions. The WCAp applet, in turn, notifies the commerce applet of the wallet
application state via a shared interface. WCAp applets are discussed in U.S. Pat.
Appln. No. 13/857,400 entitled “Systems, Methods, and Computer Program
Products For Securing And Managing Applications On Secure Elements,” which

is hereby incorporated by reference in its entirety.

Data Payload Management
[0194] Commerce applet 113 validates that all required parameters have been
inchuded in the data payload. However, in most cases all non-relevant data

elements can be ignored and a command will still process normally. In one
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embodiment, the length expected (Le) value is not verified by the commerce
applet 113. It can be assumed to be the value zero, allowing the commerce applet

113 1o send all available data via the response.

Get Version

18195] The Get Version command is used to obtain the version information of
the currently loaded commerce applet 113. The version will be stored in three
bytes {(xx.yy.zz), where xx = release version, yy = major version (Wave) number,
and zz = minor version number. This information is assigned by, for exanple, a
MoCom platform system, specified during applet development or packaging, or
stored as a static value within the code, and cannot be changed.

[6196] Table 28 defines the settings for the Get Version APDU command:

TABLE 28 — Internal (et Version

CLA {INS Pl P2 iie Data Le
50 10 100 00 00 | <none> 3

[0197] In one embodiment, no data is sent to the commerce applet. The L data
iength is 0x00.

18198] The version information is contained within a three-byte response. The
Le data length is 0x03. A length of 0x00 is also allowed. Exemplary response

data elements are defined in Table 29:

TABLE 29 — Response Data

Data Blement Byte Size Value
Conumnerce Specification Version Tag 1 OxDF12
Commerce Specification Version Length 1 K
Commerce Specification Version Value 3 [Version

i (xx.yy.2Z}}
Total: 5

[0199] Table 30 defines the possible Status Word values that may be returned by

this command.

TABLE 30 — Status Codes
SW1 | SW2 | Description N
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90 | 00 | Successful Execution of Command
67 100 | Wrong Data Length
69 0% Internal Error

Provision Applet

[8200] An applet provisional command, “Provision Applet,” allows the
provisioning (or update) of the consumer related data, including the consumer ID
and optionally related security data (key value and certificates). The new/updated
data values are specified via the command data. In an exemplary embodiment,
the Provision Applet command rmay only be used to update the Consumer ID.
[201] Tables 31 and 32 define the settings for the Provision Applet APDU

command:

TABLE 31 — Provision Applet
CLATINS TP [P2[Lc |Data Le
90 12 100 100 | XX | TLVY-Encoded Provisioning Data a0

[0202] The incoming data, illustrated in table 31, consists of the TLV encoded
provisioning data. Therefore, the Lc data length is variable.

16203] In one embodiment, no data is returned by the commerce applet 113, The

Le data length is 0x00.

TABLE 32 — Command Data
Data Flement ' Byte Size | Value
Provisioning Data Element Tag i {Element Tag]
Element Data Length i XX
Element Data Value %X  [Data]
Total: | <var> |

[0204] Table 33 defines the possible Status Word values that may be returned by

Provision Applet command

TABLE 33 — Status Codes

SW1 | SW2 | Description _
a3 {00 Successfid Execution of Command

67 100 | Wrong Data Length
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{69 109 |Internal Error

Get Consumer Info
[9205] The Get Consumer Info command is used to obtain a subset of static data

related to the token owner (i.e., consumer). This data includes the following:

Consumer Identifier
[0206] Table 34 defines the settings for the Get Consumer Info APDU

comeand:

TABLE 34 - Get Consumer Info
CLA |INS Pl P2 \1c | Data N Le
1 84 14 100 100 |00 | <none> -~ 00

[6287] No data is sent to the commerce applet 113, The Le data length is, for
example, 0x00. The actual length of the requested consumer information
returned by the applet is variable, specific to the available consumer data,
Therefore, the Le data length is 0x00, allowing the applet to manage a variable
length response.

{0208] The response data is returned as 3 TLV formatied data steam. The

Consumer ID may also be returned.

TABLE 35 — Response Data

Data Element. Byte Size | Value
Consumer ID Tag i O0XDF21
Consumer 1D Length 1 16

Consumer [D 116 [Consumer D]
Total; | <var>

[0209] Table 36 defines the possible Status Word values that may be returned by

this command.

TABLE 36 — Status Codes

SW1 | SW2 | Description

90 100 | Successful Execution of Comumand
&7 100 | Wrong Data Length

69 109 | Internal Error

Petitioner Exhibit 1002-1006



WO 2013/177416 PCT/US2013/042455

Get Conunerce Dats

10218] The Get Commerce Data command provides commerce information (e.g.,
loyalty, offers and rewards) for a specified merchant (or set of merchanis), based
on the specified merchant/loyalty identifiers and supported offer types. This
command provides a single point of contact for reader 120 attached to the
merchant POS system (e.g., POS terminal}.

[0211] A date/time stamp, merchant ID, store ID, commerce protocol version,
and merchant capabilities byte can be sent as part of the incoming data.
Additional loyalty identifiers may also be sent in order to specify (filter) the
lovalty information requested. The applet shall search a loyalty data table (Table
%), for the specified merchant/loyalty program ID(s) and retrieve the
corresponding loyalty data. Additional offer type codes may be also sent as part
of the incoming data in order to specify the type of offer information requested.
The commerce applet 113 searches the cached merchant data table (Table 25) for
the specified merchant identifier/offer code(s) and retrieves the corresponding

offer data.

Required Parameters includs:

@ Date/Time Stamp
& Merchant ID
& Store 1D

& App Version
{0212] Once transmission has been successfully completed, the applet shall
create an entry in its transaction log recording the commerce data request.

{6213] Tables 37 and 38 define the settings for the Get Commerce Data APDU

command:

TABLE 37 — Get Commerce Data
CLA [INS {P11P2 1c Dat _ile
- G 50 10000 | xx | 00
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[0214] The incoming data consists of a date/time stamp (used for transaction

logging), merchant identifier, store identifier, merchant capabilities byte, and an

optional set of additional data elements, including one or more additional loyalty

identifiers (indicating loyalty programs supported by the merchant location), and

additional offer codes (indicating the type of offers supported by the merchant

location). In one embodiment, if a merchant does not specify a Merchant

Capability parameter, a default mode supporting only merchant based loyalty and

affers is used.

[0215] The actual lengih of the requested commerce data returned by the applet

is variable specific to the available loyalty/offers related data. Therefore, the Le

data length is 0x00, allowing the applet to manage a variable length response.

TABLE 38 — Conunand Data

| Data Element Byte Size | Value
Date/Time Stamp Tag 1 i 0xDF11
Date/Time Stamp Length 1 7
Date/Time Stamp 17 [Date/Time Stamp)]

 Merchant ID Tag 1 0xDF3L
Merchant ID Length i 8
Merchant ID 8 [Merchant ID]
Store 1D Tag 1 0x32

| Store ID Length 7 1 32

StorelD 3 [Store ID]
Conunerce Version Tag 1 OxDF12
Conumnerce Version Length 1 3
Commerce Version Data 2 [Commerce App

- Version]
Merchant Capability Tag 1 OxDF33
Merchant Capability Length 1 2
Merchant Capability Data 1 | [Merchant Capability
| Code]

Transaction ID Tag i | OxDF61
Transaction ID Length 1 16 '
Transaction ID 1 {Transaction ID]
Additional Loyalty ID Tag 1 OxDF41
Additional Loyalty ID Length i g8
Additional Loyalty ID 18 [Loyalty ID]
Additional Offer Tvpe Tag 1 0xDF54
Additional Offer Type Length 1 9
Additional Offer Type Code ) [Offer Type Cods]
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[0216] The response data is returned as a TLV formatted data steam. The
MoCom platform-specific consumer identifier and all relevant loyalty/offers data

are returned in a single data payload.

Consumer ID
{0217] The Consumer ID is sent in TLV format, where the data is sent using the
tag CONSUMER_ID (0XDF21). In one embodiment, unless an error is detected,

the consumer ID shall always be returned.

Loyalty
[6218] In one embodiment, each instance of loyalty data shall consist of the
following TLV encoded data elements:

® Loyalty Identifier

¥ Loyalty Account Code
[0219] Within this data stream, the first tag shall contain the Loyalty Identifier
tag (7) byte (0xDF41). The length (L) byte shall specify the length of the Loyalty
Identifier. The value () shall contain the actual Loyalty Identifier of Z length for
the corresponding Loyalty Data that will immediately follow.
[6228] The second tag should contain the Loyalty Account Code tag (T) byte
(0xDDF43). The length (L) byte shall specify the total length of the account code
data linked to the previous Loyalty Identifier. The value (V) shall contain the
actual loyalty data of L length.
[$221] Any additional loyslty identifiers found within the loyalty data table are

appended to the TLV encoded data payload using this same format.

Offers
{0222] Fach instance of offer data shall consist of the following TLV encoded
data elements:

¥ Offer ID

® Offer Code
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[0223] Within this data stream, the first tag contains the Offer ID tag (T) byte
(0xDF51). The length (L) byte specifies the length of the Offer ID. The value
(V) contains the Offer ID for the corresponding offer data that will immediately
follow.

[0224] The second tag preferably contains the Offer Code tag (7) byte value
{(0xDF53). The length (L) byte specifies the length of the Offer Type Code. The
value (V) contains the Offer Code data for the corresponding Offer ID.

[3225] Any additional offer identifiers found within the offer data table are
appended to the TLV encoded data payload using this same format. Exemplary

response data is defined in Table 3%,

TABLE 39 — Response Data

Data Element ]  Byte Size | Value
Consumer Identifier Tag i OXDF21
Consumer [dentifier Length i 16
Consumer Identifier 16 [Consumer ID]
Lovalty Identifier Tag i 0xDF41
Identifier Length i 8
Loyalty Identifier 8 [Lovalty D]
Loyalty Account Code Tag i 0xDF43
Account Code Length 1 32

Loyalty Account Code 32 [Acct Code]

| Offer ID Tag 1 OxDF51
Offer 1D Length 1 8

Offer ID Value 8 [Offer 1D}
Offer Code Tag 1 0xDF33
Offer Code Length 1 130
Offer Code Value 130 [Offer Code]
Total: | <var> !

[8226] Commerce applet 113 manages the transmission of multiple response
packets (using the Get Response conunand) when the total data length exceeds
256 bytes. Table 40 defines the possible Status Word values that may be returned

by the Get Response command.

TABLE 40 — Status Codes

| SW1 | SW2 | Description

i
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90 |00 | Successful Execution of Command
6l 00 | Successful Execution of Command w/ Additional data available via
i Get Response
67 00 | Wrong Data Length
68 109 |Internal Error

Post Transaction Data

[0227] The Post Transaction Data command provides a method through which
the Merchant PoS system or payment terminal may return post-transaction data,
including redeemed coupons, new offers, e-receipts, or other enhanced commerce
data.

[0228] Tables 41 and 42 define the settings for the Post Transaction Data APDU

command:

TABLE 41 — Post Transaction Data
CLATINS TPL (P2 11 | Data i
90 152 100 |00 | xx | <TLV-Encoded Transaction Data> 00

[8229] The incoming date consists of the TLV encoded provisioning data and
platform signature for authenticity purposes. Therefore, the 1.c data length is
variable,

[6238] Data need not be retumned by commerce applet 113. The Le data length is

0x00.
TABLE 42 — Command Data
Data Flement | Byte Size | Value
Post Transaction Data Element Tag 1 {Element Tag]
 Element Data Length 1 e
Element Data Value AX [Data]
Total; 7 | <var> E .

{0231] Table 43 defines the possible Status Word values that may be returned by

the Post Transaction Data command.

TABLE 43 — Status Codes

,,,,, ¥
Iy
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90 00 | Successful Execution of Command
67 100 | Wrong Data Length
68 0% Intem;;i Error

(et Transaction Log

[8232] The Get Transaction Log is used to obtain all data stored in the
transaction log. This command is typically used by the commerce widget for the
purpose of widget and secure element data synchronization tasks.

[0233] Table 44 defines the settings for the Get Transaction Log APDU

command:

TABLE 44 — Get Transaction Log

CLATVING TP I P2 | Lc | Data To
50 U547 T00 1 0x | 00 | <none>

P2 Value | Applet Behavior

0%00 | Nommalprocessing.

0x01 | Clear transaction log. No dats transmitted.
0x02 Get Transaction Log Status

[6234] In one embodiment, no date is sent to the commerce applet. The Lc data
length is 0x00. The actual length of the transaction data returned by the applet is
variable, depending on the number of transaction records and the variable length
of the corresponding transaction log data. Therefore, the Le data length can be
0x00, allowing commerce applet 113 to manage variable length response.

[0235] Preferably, response data i3 returned as a TLV formatted data steam,

Transaction Log Response Data

[6236] Each transaction log record shall consist of an Embedded-TLV
Transaction Log tag followed by all related data elements. The data elements
included in the transaction record are a mirror of those provided during the
corresponding Get Commerce Data command requested by the Commerce-
enabled payment terminal (NFC reader) at the merchant point-of-sale. Additional
iransaction log records are appended to the data using the same format. Table 45

illustrates exemplary response data.
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TABLE 45 - Response Data

Data Element 7 Byte Size | Value
Embedded TLY Transaction Record Tag 1 OxDF60
Fmbedded TLY Transaction Record Length . 3 XX
TLV-encoded transaction data %X XX
| Total: | <var>

[0237] In one embodiment, commerce applet 113 manages the transmission of
multiple response packets using the Get Response command when the total data

length exceeds 256 bytes.

Transaction Log Status Response Data

[6238] When the transaction log status is requested, the commerce applet
responds with status information within an embedded TLV data payload. This
data includes the mumber of available transaction log records, loyalty and offer
records sent during the last transaction. This is the same data payload provided to

WCAp via the shared interface. Table 46 illustrates exemplary response data.

TABLE 46 - Response Data

Data Element i Byie Size | Value
‘Bmbedded TLY Transaction Status Tag i (xE4
Embedded TLV Transaction Record Length 1 1 (x0C
Transaction Record Count Tag i DB
Transaction Record Count Length 1 0x02
Transaction Record Count Value 2 XX
Last Transaction Loyalty Count Tag i1 0xDC
Last Transaction Loyalty Count Length 1 0x02
Last Transaction Loyalty Count Value 2 XX
Tast Transaction Offer Count Tag 1 0xDD
Tast Transaction Offer Count Length 1 0x02
Last Transaction Offer Count Value P XX
Total: 14

[8238] Table 47 defines possible Status Word values that may be returned by the

Get Transaction Log command.

TABLE 47 — Status Codes

SW1 | SW2 | Description
90 00 Successful Execution of Cemmand
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61 00 | Successful Execution of Command w/ Additional data available via
Get Response

67 100 | Wrong Data Length

6B 100 | Wrong P1/P2 Parameter

69 09 Internal Error

Get Intemal Error Code

[0240] The Get Internal Error Code cormand is used to retrieve the last internal
error code generated by the Commerce Services applet. This code provides a
valtue that can be cross-referenced with the Internal Error Codes table (Table 26),
providing a more specific description of the error. This command is used for
more detailed diagnostic and error resolution.

[0241] Table 48 defines the settings for the Get Internal Brror Code APDU

command:

TARLE 48 — Get Internal EBrror Code
CLA | INS | P1 | P2 Lc Data ile
30 FOOOL 00 00 00 | <none> 02

[0242] In one embodiment, no data i3 sent to the applet. The Lc data length is
0x00. The error code is contained within s two-byte response. Therefore, the Le
data length is 0x02.

[0243] The following table defines the possible Status Word values that may be

retumed by this command.

TABLE 49 — Status Codes

SW1 | SW2 | Description

8¢ 00 Successiul Bxecution of Comumand
67 100 | Wrong Data Length

69 Y Internal Hrror

Loyalty Services

et Loyalty Data
[0244] The Get Loyalty Data command defined in Tables 50 and 51 is used to

obtain the stored loyalty information based on a specified loyalty identifier. The
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two-byte loyalty identifier may be sent as part of the incoming data in order to
specify the loyalty information requested. Commerce applet 113 searches a table
of loyalty data for the specified merchant/loyalty ID and retrieves all of the

corresponding loyalty data.

TABLE 50 — Get Loyalty Data

CLA TNS 1Pl P2 | Le | Data Cile
90 130 |00 00 |xx |[TLV-Encoded Loyalty 1D] 00

[8245] The (optional) incoming data shall consist of a TLV encoded loyalty
identifier indicating the loyalty information requested. If Le is set to 0x00 (no
data incoming data is specified), all available loyalty identifiers are returned.
[6246] The actual length of the requested loyalty data retumed by the applet is
variable specific to the requested/available loyalty data. Therefore, the Le data

fength is 0x00, allowing the applet to manage a variable length response.

TABLE 51 - Command Data

| Data Element Byte Size | Value
Loyalty Identifier Tag 1 0xDF41
Loyalty Identifier Length ! g -
Loyalty Identifier _ 8  {[Loyalty ID]
Totah <varr L

[6247] The response data (Table 51) is returned as a TLV formatted data stream.
Al of the relevant loyalty dats i3 returned in a single data payload.
[0248] Tn one embodiment, if a loyalty data dump is requested {Lc = (x00), a list
of all Loyalty Identifiers is returned in LV (no tag) format. Thus, only the
Loyalty Identifier for each entry is included in the data payload.
[6249] Each instance of lovalty data includes the following data elements:

® Loyalty Identifier

® Lovalty Account Code

TABLE 52 — Response Data

Data Element Byte Size | Value
Lovalty Identifier Tag § 1 OxDF4]
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Identifier Length 1 .8
Lovalty Identifier 8 [Loyalty ID]
Lovalty Account Code Tag i | 0xDF43
Account Code Length ] 1 %%
Loyalty Account Code 7 XX i [Acet Code]
Total (Max): | <var> ‘

10250] Table 53 defines the possible Status Word values that may be returned by

this command.

TABLE 53 — Status Codes

SW1 | SW2 | Description

90 00 Successful Execution of Command

61 00 Successful Execution of Command w/ Additional data available via
Get Response

67 100 | Wrong Data Length

69 09 Internal Error

Update Loyalty Data

[6251] The Update Lovalty Data command is used to add or update the specified
merchant loyaliy data. The data is sent as TLV formatted data siream. If the
specified loyalty identifier exists, the corresponding loyalty data elements are
updated. If the loyalty identifier does not exist, a new data record is created in
the loyalty data table. Tables 54 and 55 define the settings for the Update
Loyalty Data APDU command:

TABLE 54 — Update Loyalty Data

CLA |INS | P11 P2 {1¢c | Data Le

- 90 32 100 }00 | xx | TLY-Encoded Loyalty Data _ 00

{0252] The incoming data shall consist of TLV encoded toyalty data. Therefore,
the Lc data length is variable. In one embodiment, no data is returned by the

applet. The Le data length is be 0x00.

TABLE 55 - Command Data

Data Element Byte Size | Value
Loyalty Identifier Tag R OxDF41
Identifier Length 1 8
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Lovalty Identifier i 8 [Lovalty 1]
Lovalty Account Code Tag 1 OxDF43
- Account Code Length 11 XX

Lovalty Account Code - Xx [Acct Code]
 Total: | <var>

[8253] Table 56 defines the possible Status Word values that may be returned by

this command.

TABLE 56 — Status Codes

SW1 | SW2 Description

90 100 | Successful Exegution of Command

67 100 | Wrong Data Length

69 i 09 Internal Brror

Delete Loyalty Data

[0254] The Delete Loyalty Data command is used to delete the specified
merchant loyalty data. The one-byte merchant code is specified via the command
data. Alternatively, the P2 byte may be used to purge all existing offers. If P2 is
set to OxFF, the entire offer data store is deleted.

[6255] Tables 57 and 58 define the settings for the Delete Loyalty Data APDU

command:

TABLE 57 - Delete Loyalty Data
CLA {INS {P1{P2|L¢ Data N Le
90 34 100 | xx | xx | TLV-Encoded Loyalty ID 00

[8256] The incoming data consists of a TLV-encoded loyalty identifier.
Therefore, the Le data length is variable.
[#257] In one embodiment, no data is returned by conumerce applet 113. The Le

data length is 0x00.

TABLE 58 — Command Data
Data Flement B Byte Size | Value
Lovalty Identifier Tag 1 OxDF4]1
Loyalty Identifier Length _ 1 XX
Loyalty Identifier Xx [Lovalty ID]
Total: _ <ygr>
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P2 Value | Applet Behavior

00 Normal processing,

OxFE | Purge loyalty table (delete all records)

10258] Table 59 defines the possible Status Word values that may be returned by
the Delete Loyalty Data command.

TABLE 59 — Status Codes

SW1 | SW2 | Description

90 00 Successful Bxecution of Command
67 00 Wrong Data Length

69 109 | Internal Brror

Merchant Cached Data Services

Get Cached Merchant Data

{0259] The Get Cached Merchant Data command is used to obtain all previously
loaded data pertaining to a specific merchant. The merchant identifier may be
sent as part of the incoming data in order to specify the pre-loaded data requested.
If provided, the commerce applet searches a table of cached merchant data for the
specified merchant ID and retrieves all of the corresponding data. This command
may also be used to obtain information on all cached merchants stored within the
Commerce Services applet.

[0268] Table 60 defines the settings for the Get Cached Merchant Data APDU

command;

TABLE 60 — Get Cached Merchant Data
CLA/INS P1iP2|Llc Dot iLe
a0 56 100100 Ixx | <none> 00

[$261] In one embodiment, no data is sent to the applet. The Lc data length is
0x00. The actual length of the requested cached merchant data returned by the
applet is varisble, specific to the requested/available cached merchant data,

Therefore, the Le data length is 0x00; allowing the applet to manage & variable

length response.
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[6262] The response data (Table 61) may be returned as a TLV formatted data
stream. All of the cached data is retumed in a single data payload. Each instance
of cached merchant data includes the following corresponding cached merchant
data elements (if available):

® Merchant Identifier

s Loyalty Identifier

® Loyalty Account Code

® Offer dentifier(s)

2 Offer Code(s)

TABLE 61 — Response Data

Data Element Byte Size | Value
Merchant ID Tag 1 OxDF31
Merchant ID Length 1 8
Merchant 1D i 8 Merchant ID]
Loyalty ID Tag 1 OxDF41
Loyalty ID Length 1 8
Lovalty ID Value g [Lovalty 1D
Lovalty Account Code Tag 1 OxDF43
Loyalty Account Code Length 1 32
Loyalty Account Code Value 32 [Loyalty Account Code]
| Offer ID Tag I OxDE51
- Offer ID Length 1 XK
- Offer ID Value Xx {Offer ID]
| Offer Code Tag 1 OsDF33
Offer Code Length 1 KX
Offer Code Value Xx [Offer Code}
Total | <var> |

{0263] In an exemplary embodiment, the cached merchant data will be

loaded/managed by the wallet application and may include multiple offer

IDs/codes pertaining to that specific merchant. However, the applet shall prefix

the consumer identifier to the response data and append any additional

lovalty/offer data requested by the Get Commerce Data command.

[0264] Table 62 defines the possible Status Word values that may be retumed by

this command.
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TARLE 62 — Status Codes
SW1 | SW?2 | Description )
80 100 Successful Execution of Command
67 00 | Wrong Data Length
69 Q9 Internal Hrror

Jpdate Cached Merchant Data
[6265] The Update Cached Merchant Data command is used to update the

cached (quick-response) data for a specified merchant. The data is sent as TLV

formatted data siream, similar to the response data returned by the Get Commerce

Data conuvnand. This command is used to pre-load a given merchant’s Get

Commerce Data response.
18266] Tables 63 and 64 define the settings for the Update Cached Merchant
Data APDU command:

TABLE 63 — Update Cached Merchant Data

CLA [INS |P1 {P2 |Ic |Data Le
93 158 00 (0x |xx | TLV-Encoded Cached Merchant Data] 02
P2 Value Applet Behavior
0x00 Normal processing.
0x01 APDU Chain {data will be appended to
CMD buffer)
1) ¢id Delete cached merchant data [Le = Q]

[6267] The incoming data consists of embedded TLV encoded cached merchant

data. Therefore, the Lo data length is variable.

[8268] Commerce applet returns a two byte response containing the number of

available bytes remaining in the cached merchant data buffer. Therefore, the Le
data length is 0x02 (or 0x00).
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TABLE 64 — Command Data

Data Element Byte Size | Value
Merchant ID Tag 1 0xDF31
Merchant ID Length i 8

‘Merchant ID Value - R 1 [Merchant DY)
Cached Merchant Data Offer Count Tag 1 0x57

Cached Merchant Data Offer Count Length | 1 i

Cached Merchant Data Offer Count Value 1 [CMD Offer Count]
Embedded TLV Cached Merchant Data Tag | 1 0x58
Embedded TLV Cached Merchant Data Xx 1 xx

Length

Offer ID Tag ! OxDF5S1
OfferIDLength 1 XX

Offer ID Value i Xx [Offer ID]
Offer Code Tag 1 OxDF53

Offer Code Length i X

Offer Code Value Xx | [Offer Code]
Total: | <var> |

[0269] The response dats (Table 65) returned by the command consists of a 2-
byte (short) value representing the nurmber of remaining bytes available in the
cached merchant dats buffer. This allows the wallet application 114 t0 manage

how many cached offers can “fit” into the Commerce Services applet.

TABLE 65 — Response Data

Data Element . Byte Size | Value
Available Cached Merchant Data Buffer 2 XX
(bytes) Size ‘

Total: ' {2

[(270] Table 66 defines the possible Status Word values that may be returned by

this command.

TABLE &6 — Status Codes

SW1 | SW2 | Description

g0 0D Successful Execution of Command
&7 100 | Wrong Data Length

169 {09 Internal Brror
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[6271] Table 67 defines the data elements and corresponding tag values and
target/max byte sizes used by commerce based applications according to the
example aspects described herein. Additional values have been provided for

those clements with a limited/fixed value range.

TABLE 67

Commerce Services
Shared Data Elements
Data Element Tag | Max | Description

Size
DATE TIME STAMP Oxil 17 Date/Time starp
COMMERCE APP VERSI 10xi2 {3 | Supported Commerce App
ON Version Number
Consumer Data Blements '
Diata Element Tag | Max | Description

Size
CONSUMER_ID 0x21 |16 MoCom Platform specific

consumer identifier
CONSUMER_KEY tox22 116 MoCom Platform generated
consumer specific 3DES key
CONSUMER_CERT 0x23 |3  MoCom Platform generated
consumer signature/ certificate

Merchant Data Elements
Data Flement Tag | Max | Description

Size
MERCHANT ID “10x31 |8 | MoCom Platform specific

- merchant _identiﬁer
MERCHANT_STORE _ID 0x32 |32 MoCom Platform specific
merchant store identifier

| MERCHANT CAPABILITY |0x33 |2 1 Supported Commerce App
‘ ‘ Services
READER START MODE [ 0x34 {2 NFC enabled payment terminal

startup mode {provided by
Merchant POS System during

init}
Merchant Capabilities
Data Element [ Value | Max | Description
Nize

i The Get Commerce Data
MERCAP MERCHANT ?nclufigs -a. valid merchan’t
LOYALTY 0x80 |1 1_dent1ﬁei used to fietermme the

' | Loyalty data received by the
| applet. _ :

MERCAP ADDITIONAL 1 0x40 {1 ! The Get Conunerce Data request |
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LOYALTY - | includes additional Loyalty
Identifiers, Additional Loyalty
data is determined by the
specified Loyalty ID(s).

MERCAP MERCHANT 020 | 1 ! Offer type fields ainchided in

OFFERS Get Commerce Data request
’ The Get Commerce Data
‘ includes a valid merchant

Oxig |1 | identifier used to determine the
' offers data received by the
applet.
Merchant supports contactless
payment.
The merchant supports cloud
redemption. Only the Consurmer
ID will be retumed by the applet
for resolution in the cloud.
The Merchant & Payment
Terminal support the
transmission of
offer redemption data (from the
ECR) to the applet via the Post
Transaction command.

MERCAP ADDITIONAL
OFFERS

MERCAP PAYMENT 0x08 |1

MERCAP_CLOUD 0x02 |1

MERCAP _REDEMPTION 0x01 1

MoCom Platform Data Elements

MoCom Platform generated
MAC/Signature appended to
command/data originating from
the platform for remote

| verification purposes (data
integrity/ authenticlty),

PLATFORM_SIGNATURE [0x71 |8

PLATFORM KEY 0x72 116 | MoCom Platform Key
PLATFORM CERT 0x73 |8 MoCom Platform Certificate
Lovalty

Loyalty Data Elersents

Max | Description
Size

0x40 | xx Embedded TLV loyalty data tag

. Data Element ,
EMBEDDED TLV
LOYALTY DATA

‘MoCom Platform specific loyalty

LOYALTY_ID (AL dentifier B

0x42 |1 Loyalty card/account status (see
LOYALTY STATUS ' ' below)
%gfé‘éLTY—ACCGIm . 0x43 {32 Loyalty account (barcode data)

LOYALTY MAC MoCom Platform specific
SIGNATURE  MAC/Signature for integrity/
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| | | authenticity verification
‘Loyalty Status _

o Max | Description

Data Element  Value Size

LOYALTY STATUS_ 0x00 | 1 Loyalty account inactive. Not

DEACTIVATED ' available.

LOYALTY STATUS ox01 |1 Loyalty account active.
 ACTIVE ‘ Available for use.

Transaction Log

Transaction Data Elements

' Tag Max | Description

Data Element Size |

EMBEDDED TLV Ox60 X Transaction log record data

TRANSACTION LOG ) tag -

_ ox6l |16 Transaction 1D (assigned by

TRANSACTION ID i ECR)

TRANSACTION _STATUS 0x62 | Transaction status; including
status byte (see below), 2-byte
status word, 2-byte internal

11 error code, 2-byie number of
' available fransaction records,
2-byte last transaction loyalty
count, 2-byte last transaction
offer count

Transaction Status ‘

_ Value Max' § Description

Dafa Element Size

TRANSACTION STATUS SU ox00 | 1 Commerce data received.

CCESSFUL Result pending,

TRANSACTION STATUS FA | Error detected. Internal error

. - 001 |1
LED 7 code appended.
Offers
| Offer Data Elements
| Data Element Tag | Max | Description
Size
EMBEDDED TLV_ | o |, | Embedded TLV offer data tag
OFFER DATA 3
' 0x51 | g MoCom Platform specific offer
QFFER ID 1 identifier
OFFER STATUS 0x52 11 Offer status (see below)

. 0x53 148 Offer (UPC/EPC/GS1 Databar)
OFFER CODE - barcode data i
OFFER TYPE CODE O0x54 19 Offer Type (see below)
OFFER_MAC 0x55 |3 MoCom Platform specific data
SIGNATURE o 7 i security signature
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: 0556 |1 Update flag (synchronization
 OFFER UPDATE FLAG ” status)

CACHED MERCHANT 0xs7 |1 Offer Count within Cached

DATA OFFER COUNT ‘ Merchant Data

EMBEDDED TLV | Embedded TLV Cached Merchant

CACHED MERCHANT | 0x58 [zxx | (Offer)Data

DATA

Offer Status

Data Elervent Value | Max | Description

Size

OFFER_STATUS_ 000 ' g Offer present in data store, but not

DEACTIVATED available for redemption.
OFFER_STATUS ox01 11 Offer prosent in data store.

ACTIVE Available for redemption,

OFFER_STATUS 0x10 |1 Expired Offer

EXPIRED '

OFFER_STATUS 0x20 |1 Offer has been presented for

SUBMITTED T redemption. Result pending,

OFFER_STATUS_ 0xdd | 1 Offer has been redeemed,

REDEEMED B

Offer Tvpe

Diata Element Value | Max | Description

Size
OFFER_TYPE CLASS 01 0x01 | Offer Class: Merchant Specific
{merchant 1D appended)

 OFFER_TYPE CLASS 2 0x02 {1 Offer Class: CPG
 OFFER_TYPE CLASS 03 Ox03 |1 Offer Class: Misc

Specially Formatted Data Elements
i0272] A few of the data elements included in the commerce data payload
inctude a format byte that identifies the data encoding used for that clement. The
data encoding is specified by the merchant to ensure compatibility at the point of
sale. The formatted data value is supplied by the MoCom platform to the wallet
application. Thus, no additional interpreting/formatting is necessary between the
platform, wallet, secure element, and payment terminal. It is the role of the
payment terminal (or merchant POS system) to properly interpret the data and
supply it to the merchant system for processing.
[6273] The following data elervents shall include the format byte:

# Loyalty Account Code

® Offer Code
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[6274] Table 68 defines the possible format byte values and their corresponding

encoding rule:
TABLE 68

| Format Encoding Rule Description
- Byte _

0x00 Hexadecimal Each byte of data is encoded in {raw)
' § hexadecimal format,

Ox01 Binary Coded Decimal Each nibble represents a single digit.

(BCD) Thus, only decimal vahies are specified.

A data stream containing an odd number
(length) of digits includes the hex value
‘F’ in the first nibble of the data siream.
0x02 ASCIH Each byte represents an ACH value that
is interpreted as such and handled as ifs
corresponding CHAR value. In most
cases, these data streams will be
converied into a String before being
passed to the merchant POS system for
PrOCEssing,

[6275] A BCD encoded data value that includes the hexadecimal value ‘F” in the
first nibble shall identify a data stream containing an odd number of digits. Thus,

the BCD data stream 12345 is encoded in 3 byte buffer as follows: OxF12345.

Computer Readable Medium Implementation

[0276] The example embodiments described above such as, for example, the
systerns and procedures depicted in or discussed in connection with FIGs. 1-7 or
any part or function thereof, roay be implemented by using hardware, software or
a combination of the two. The implementation may be in one or more computers
or other processing systems. While manipulations performed by these example
embodiments may have been referred to in terms commonly associated with
mental operations performed by a human operator, no human operator is needed
to perform any of the operations described herein. In other words, the operations
may be completely implemented with machine operations. Useful machines for
performing the operation of the example embodiments presented herein include

general purpose digital computers or similar devices.
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{0277} FIG. 8 is a block diagram of a general and/or special purpose computer
800, in accordance with some of the example embodiments of the invention. The
computer 830 may be, for example, a user device, a user computer, a client
computer and/or a server computer, among other things.
[6278] The computer 800 may include withount limitation a processor device 810,
a main memory 825, and an interconnect bus 805. The processor device 810 may
include without Hmitation a single microprocessor, or may include a plurality of
microprocessors for configuring the computer 800 as a multi-processor system.
The main memory 8§25 stores, among other things, instructions and/or data for
execution by the processor device 810. The main memory 625 may include
banks of dynamic random access memory (DRAM), as well as cache memory.
{0279} The computer 800 may further include a mass storage device 830,
peripheral device(s) 840, portable storage medium device(s) 850, input control
device(s) 880, a graphics subsystem 860, and/or an output display 870. For
explanatory purposes, all components in the computer 800 are shown in FIG. 8 a8
being coupled via the bus 805. However, the computer 800 is not so limited.
Devices of the computer 800 may be coupled via one or more data transport
means. For example, the processor device 810 and/or the main memory 825 may
be coupled via a local microprocessor bus. The mass storage device 830,
peripheral device(s) 840, portable storage medium device(s) 850, and/or graphics
subsystem 860 may be coupled via one or more input/output (I/O) buses. The
mass storage device 830 may be 8 nonvolatile storage device for storing data
and/or instructions for use by the processor device 810. The mass storage device
830 may be implemented, for example, with a magnetic disk drive or an optical
disk drive. In s software embodiment, the mass storage device 830 is configured
for loading contents of the mass storage device 830 into the main memory 825.
[6286] The portable storage medium device 850 operates in conjunction with a
nonvolatile portable storage medium, such as, for example, 2 compact disc read
only memory (CD-ROM), to input and output data and code to and from the
computer 300. In some embodiments, the software for storing an internal
identifier in metadata may be stored on 8 portable storage medium, and may be

inputted into the computer 800 via the portable storage medium device 850. The
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peripheral device(s) 840 may include any type of computer support device, such
as, for example, an input/output (VO) interface configured to add additional
functionality to the computer 800, For example, the peripheral device(s) 840
may inclode a network interface card for interfacing the computer 800 witha
network 820.

18281] The input contro} device(s) 880 provide a portion of the user interface for
a user of the computer 800. The input control device(s) 880 may include a
keypad and/or @ cursor control device. The keypad may be configured for
inputting alphanumeric characters and/or other key information. The cursor
control device may include, for example, a mouse,  trackball, a stylus, and/or
cursor direction keys. In order to display textual and graphical information, the
computer 800 may include the graphics subsystem 860 and the output display
870. The output display 870 may include & cathode ray tube (CRT) display
and/or a liquid crystal display (LCD). The graphics subsystem 860 receives
textual and graphical information, and processes the information for output to the
output display 870.

[3282] Fach component of the computer 800 may represent a broad category of a
computer component of a general and/or special purpose computer. Componenis
of the computer 800 are not limited to the specific implementations provided
here.

[(3283] Portions of the example embodiments of the invention may be
conveniently implemented by using a conventional general purpose computer, &
specialized digital computer and/or a microprocessor programmed according to
the teachings of the present disclosure, as is apparent to those skilled in the
computer art. Appropriate software coding may readily be prepared by skilled
programmers based on the teachings of the present disclosure.

{0284] Some embodiments may also be implemented by the preparation of
application-specific integrated circuits, field programmable gate arrays, or by
interconnecting an appropriate network of conventional component Circuits.
[0285] Some embodiments include a computer program product. The computer
program product may be a storage medium or media having instructions stored

thereon or therein which can be used to control, or cause, 8 computer to perform
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any of the procedures of the example embodiments of the invention. The siorage
medium may include without Hmitation a floppy disk, 8 mini disk, an optical
disc, a Blu-Ray Disc, a DVD, a CD-ROM, a micro-drive, a magneto-optical disk,
a ROM, 3 RAM, an EPROM, an EEPROM, a DRAM, a VRAM, a flash memory,
a flash card, a magnetic card, an optical card, nanosystems, a molecular memory
integrated circuit, 8 RAID, remote data storage/archive/warchousing, and/or any
other type of device suitable for storing instructions and/or data.

{(286] Stored on any one of the computer readable medium or media, some
implementations inchude software for controlling both the hardware of the
general and/or special computer or microprocessor, and for enabling the
computer or microprocessor to interact with a human user or other mechanism
utilizing the results of the example embodiments of the invention. Such software
may include without limitation device drivers, operating systems, and user
applications. Ultimately, such computer readable media further includes software
for performing example aspects of the invention, as described above.

{6287] Included in the programming and/or software of the general and/or
special purpose computer or microprocessor are software modules for
implementing the procedures described above.

[0288] While various example embodiments of the invention have been
described above, it should be understood that they have been presented by way of
example, and not limitation, It is apparent to persons skilled in the relevant ari(s)
that various changes in form and detail can be made therein. Thus, the invention
should not be limited by any of the above described example embodiments, but
should be defined only in accordance with the following claims and their
equivalents.

[0289] In addition, it should be understood that the figures are presented for
example purposes only. The architecture of the example embodiments presented
herein is sufficiently flexible and configurable, such that it may be utilized and
navigated in ways other than that shown in the accompanying figures.

[6298] Further, the purpose of the Abstract is to enable the U.S. Patent and
Trademark Office and the public generally, and especially the scientists,

engineers and practitioners in the art who are not familiar with patent or legal
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terms or phraseology, to determine quickly from a cursory inspection the nature
and essence of the technical disclosure of the application. The Abstract is not
intended to be limiting as to the scope of the example embodiments presented
herein in any way. It is also to be understood that the procedures recited in the

claims need not be performed in the order presented.
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WHAT IS CLAIMED IS

i A system for managing contactless transactions, comprising:
at least one memory operable to store commerce data and financial
instrument data;
at least one processor coupled to the at least one memory, the one or more
processors being operable to:
perform a first tap, the first tap occurring when the system is placed
within a predetermined proximity to 8 payment terminal;
receive from the payment terminal a first select cormmmand including
an application identifier (AID) corresponding to a first application;
transmit to the payment terminal a first response based on the first
select command;
receive from the payment terminal a data request inclading
information indicating supported data types; and
transmit to the payment terminal a second response based on the
data request, the second response including transaction data;
wherein the transaction data includes at least a portion of the

commerce data stored in the at least one memory.

2. The system of Claim 1, the at least one processor being further operable to:

receive from the payment terminal a payment AID request;

transmit to the payment terminal the AID corresponding to a second
application;

receive from the payment terminal a second select command including the
AID corresponding to the second application;

transmit to the payment terminal file control information (FCL)
corresponding to the second application; and

transmit payment dats to the payment terminal;

wherein the payment data includes at least a portion of the financial

instrument data stored in the at least one memory,
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3. The system of Claim | or Claim 2, the at least one processor being further
operable to perform a second tap, the second tap occurring when the system is

placed within a predetermuined proxirity to the payment terminal.

4. The system of Claim 1 or Claim 2, the af least one processor being further
operable to perform a second tap, the second tap occurring when the system is
placed within a predetermined proximity to the payment terminal,

wherein the first tap and the second tap ocour in response to a first tap

request and a second tap request, respectively, received from the payment terminal.

5. The system of Claim 1, the at least one processor being further operable to:

perform a second tap, the second fap occurring when the systers is placed
within a predetermined proximity to the payment terminal,

receive from the payment terminal 8 payment AID request;

transmit to the payment terminal the AID corresponding 10 a second
application;

receive from the payment terminal a second select command inchiding the
AID corresponding to the second application;

transmit to the payment terminal file control information (FCI)
mrresponding to the second application;

transmit payment data to the payment terminal, the payment data including
at least a portion of the financial instrument data stored in the at least one memory;

receive from the payment terminal a third select command including an
AID corresponding to the first application;

transmit to the payment terminal a third response based on the third select
command;

receive from the payment terminal post-transaction data; and

transmit to the payment terminal a fourth response based on the post-

{ransaction data.

6. The system of Claim 1, wherein the payment terminal comprises a

contactless reader and/or & point of sale terminal.
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7. A method for managing contactless transactions, the method comprising
steps of:

performing a first tap, the first tap occurring when a mobile device is
placed within a predetermined proximity fo a payment terminal;

receiving from the payroent terminal a first select command including an
application identifier (AID) corresponding to a first application;

transmitting to the payment terminal a first response based on the first
select command;

receiving from the payment terminal a data request including information
indicating supported dafa types; and

transmiiting to the payment ierminal a second response based on the data
request, the second response including transaction data;

wherein the transaction data includes at least a portion of commerce data

stored in at least one memory.

8. The method of Claim 7, further comprising steps of:

receiving from the payment terminal & payment AID request;

transmitting to the payment terminal the AID corresponding to a second
application;

recetving from the payment terminal a second select command including
the AID corresponding to the second application;

transmitting to the payment terminal file control infonmation (FCI)
corresponding to the second application; and

transmitting payment data to the payment terminal;

wherein the payment data includes at least a portion of the financial

instrument data stored in the at least one memory.

9. The method of Claim 7 or Claim 8, further comprising a step of performing
a second tap, the second tap occurring when the mobile device is placed within a

predetermined proximity to the payrment terminal.
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10.  The method of Claim 7 or Claim 8, further comprising a step of performing
a second tap, the second tap occurring when the mobile device is placed withina
predetermined proximity to the payment terminal,

wherein the first tap and the second tap occur in response to a first tap

request and a second tap request, respectively, received from the payment terminal.

i1,  The method of Claim 7, further comprising steps of:

performing a second tap, the second tap occurring when the mobile device
is placed within a predetermined proximity o the payment terminal,

receiving from the payment terminal a payment AID request;

transmitting to the payment terminal the AID corresponding to a second
application;

receiving from the payment terminal a second select command including
the AID corresponding to the second application;

transmitting to the payment terminal file control information (FCI)
corresponding to the second application;

transmitting payment data 1o the payment terminal, the paywent data
including at least a portion of the financial instrument data stored in the at least one
MEemory;

receiving from the payment terininal a third select command including an
AID corresponding to the first application;

fransmitting 1o the payment terminal a third response based on the third
select command;

receiving from the payment terminal post-transaction data; and

transmiiting to the payment terminal a fourth response based on the post-

iransaction data.

12.  The method of Claim 7, wherein the payment terminal comprises a

contactless reader and/or 8 poirt of sale tenminal.

13. A non-tramsitory computer-readable medium having stored thereon

sequences of instructions for causing one or more processors to:
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perform a first tap, the first tap occurring when a mobile device is placed
within a predetermined proximity to a payment terminal;

receive from the payment terminal a first select command including an
application identifier (AID) corresponding to a first application;

transmit 1o the payment terminal a first response based on the first select
command;

receive from the payment terminal a data request including information
indicating supported data types; and

transmit to the payment terminal a second response based on the data
request, the second response including transaction data;

wherein the transaction data includes at least a portion of commerce data

stored in at least one memory.

14,  The computer-readable medium of Claim 13, having stored thereon
sequences of instructions for further causing the one or more processors to:

receive from the payment terminal a payment AID reguest;

transmit to the payment terminal the AID corresponding to a second
application;

receive from the payment terminal a second select command including the
AID corresponding to the second application;

transmit to the payment terminal file control information (FCI)
corresponding to the second application; and

transmit payment data to the payment termninal;

wherein the payment data includes at least a portion of the financial

instrument data stored in the at least one memory.,

15.  The computer-readable medium of Clatm 13 or Claimn 14, the one or more
processors being further operable to perform a second tap, the second tap occurring
when the mobile device is placed within a predetermined proximity to the payment

terminal.
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16. The computer-readable medium of Claim 13, the one or more processors

being further operable to perform a second tap, the second tap occurring when the

mobile device is placed within a predetermined proximity to the payment terminal,
wherein the first tap and the second fap occur in response to a first tap

request and a second tap request, respectively, received from the payment terminal.

17.  The computer-readable medium of Claim 13, having stored therson
sequences of instructions for further causing the one or more processors to:

perform a second tap, the second tap occurring when the mobile device is
placed within a predeiermined proximity to the payment terminal,

receive from the payment terminal 8 payment AID request;

transmit to the payment terminal the AID corresponding to a second
application;

receive from the payment terminal a second select command including the
AID corresponding to the second application;

transmit 1o the payment terminal file control information (FCI)
corresponding to the second application;

transmit payment data to the payment terminal, the payment data including
at least a portion of the financial instrument data stored in the at least one memory;

recetve from the payment terminal a third select command including an
AID corresponding to the first application;

transmit to the payment terminal a third response based on the third select
command;

receive from the payment terminal post-transaction data; and

transmit to the payment terminal a fourth response based on the post-

transaction data.

18  The computer-readable medium of Claim 13, wherein the payment terminal

comprises a contactless reader and/or a point of sale terminal,
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Point of Sale Platform for Consumer Media Interaction

RELATED APPLICATIONS
[66011  This application claims priority to U.S. Provisional Patent Application No.

61/737408 filed December 14, 2012, the entire contents of which are hereby incorporated by

reference herein.

TECHNICAL FIELD

{6002] The subject matter described herein relates, in general, to electronic

transaction systems and, in particular, to a dynamic consumer-interactive vending platform.

BACKGROUND

00631 Electronic transaction systems, such as vending machines, typically utilize
Digital Exchange (DEX)} and Multi-Drop Bus (MDB) protocols. A DEX file is an electronic
audit file having information such as sales, cash in bill validators, pricing, etc. A vending
machine controller (VMC) generally stores the information on a timely basis and transmits it
in DEX format as a DEX file as and when requested. MDB can provide an interface between
the vending machine and different peripheral devices, such as coin acceptors, bill acceptors,
credit-card acceptors, etc. Additionally, the VMU can recognize and enable the peripheral
devices for operation, after which the device and the VMC can communicate. The
cormmunication enables components of the system to work in concert to perform the
functions of the vending machine, such as accepting payment, vending product, logging
transactions, and transmitiing transactional information to an external server.

(0004} However, conventional vending machines pre-configure to work with a
specific set of peripheral devices and require replacement to support additional devices. Thus,

i
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the VMC is an integrated component that sapports a specific set of functionalities and may
require cost consuming replacements or extensions to offer additional functionalities. As an
example, conventional VMC’s only enable the following operations: receive a vending
request; accept cash or credit to process the request; and process the vending request after
receiving the intended amount, Furthermore, consumer interaction is limited to a static set of
interface components, typically buttons. Prior attempts to expand vending machine
functionality focuses on configuration changes with the VMC, thereby suggesting and
requiring replacement of the VMC. However, replacing the VMC can be cost-prohibitive and

undesirable.

SUMMARY

6885} In one aspect, a point of sale system inclodes a host, an intermediate
controller, a user interface device, and one or more peripheral devices. The intermediate
controller includes an operating environment and is in comnmunication with the host. The user
interface device is associated with and in communication with the intermediate controller.
The one or more peripheral devices are coupled to at least the intermediate controller via a
bus.

(0061 The intermediate controller can be an embedded personal computer control
board. The intermediate controller operating environment can include an operating system
and file systern. The intermediate controller can receive data from a remote server. The user
interface device and intermediate controller can be coupled via an Ethernet communication
connection.

(60677 The intermediate controller can further include a telemetry module to
configure alarms and notifications for instances such as door open, jammed item, temperature
control, etc. The intermediate controller can further include one or more appiiicétion modules,

for example third party software applications. Further, at least one application module can be
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accessed by the user interface device. The application modules can support additional and
enhanced functionalities. For example, the intermediate controller can include an application
module, e.g. a web server module, to run a web browser on the user interface device. The
user interface device thus hosts one or more applications for interaction with a customer.
Furthermore, in one implementation, the web server module can be associated with a remoter
server via a network (not shown}. In this configuration, the web server module requests
information pertaining to the customer, such as customer profiles, loyalty information,
rewards, coupons, discounts, etc., and displays the information on the user interface device.
The user can make further selections on the user interface module through the web browser,
thus allowing the user to dynamically interact with the point of sale system. The web server
can be HTTP compliant and the web server can be an HTTP application server.

[0008] In another exaraple, the application module can include a multiple vend
selection module, which supports the selections and vending of nmltiple items in a single
transaction. In yet another example, the application module is a monitoring module
configured to monitor and record details of the point of sale systems that request a specific
application module. The application modules can also be associated with license nombers
making it easier to track the updates and installations.

(60091 In one implementation, the application module can be a diet information
module configured to store nutritional information for each of the vend items. Additionally or
optionally, the diet information module may have access to the inventory and specific
information on items, Further, the diet information module stores the selections made by the
customer in cach transaction with the nutritional information, The diet information module
can provide suggestions and recommendations based on the customer purchasing history.

[0618] The point of sale system can further include a cashless bezel coupled to the

intermediate controller. The intermediate controller can further include a cashless module for

Petitioner Exhibit 1002-1049



WO 2014/0938587 PCT/US2013/475077

enabling cashless transactions. The bus, communicatively coupled with the intermediate
controller and the host, can be a multi-drop data bus (MDB). Additionally, the peripheral
devices can be communicatively coupled, directly or indirectly, to the host and the
intermediate controller via the bus. The host can be a vending machine controller (VMC).
The VMC can include a vending machine interface and one or more native button interfaces.
Conventionally, the VMC is designed to be the master controller that controls all the
peripheral devices through the bus. However, in one embodiment, the intermediate controller
is assigned the peer role by controlling the application modules and/or peripheral devices and
translating instructions into a language understood by the VMU, In another embodiment, the
intermediate controller controls one or more peripheral devices through the bus, except the
peripheral devices that are hardwired to the VMC. In this manner, the “master” role switches
between the intermediate controller and the VMC based on the functionality.

{6011} In another aspect, a point of sale system includes a host, an intermediate
controller, a user interface and one or more peripheral devices. The intermediate controller is
in communication with the host and inclades one or more third party applications utilizing an
application interface to control components of the point of sale system according to
predefined functions. The user interface device is associated with and in communication with
the intermediate controller, The one or more peripheral devices are coupled to at least the
intermediate controller via a bus,

[(012] In another aspect, a point of sale system includes an intermediate
controller including an operating environment, a user interface device and one or more
peripheral devices coupled to at least the intermediate controller via a bus. The user interface
is associated with and in communication with the intermediate controller. The user interface
includes a web browser and the intermediate controller includes a webserver, the webserver

hosting one or more applications for interaction with a customer.
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[0013] One or more of the following features can be included. For example, the
components of the point of sale system can include one or more of mechanical, electrical, or
software components, The corponents of the point of sale system can include one or more of
the peripheral devices coupled to the interruediate controller. The components of the point of
sale systern can inchade the host. The components of the point of sale system can include the
user interface device. A telemetry unit can be included and can be in communication with a
remote licensing server, The user interface can include a web browser and the intermediate
controller can include a webserver, the webserver hosting one or more of the third party
applications for interaction with a customer. The one or more third party applications can
have been installed on the point of sale system using a remote back end server to select the
one or more third party applications for installation. The point of sale systern can be in
communication with a host remote from the point of sale system.

[6014] Computer program products are aiso described that comprise non-
transitory computer readable media storing instructions, which when executed by at least ope
data processors of one or more computing systems, causes at least one data processor to
perform operations herein, Similarly, computer systerns are also described that may include
one or more data processors and a memory coupled to the one or more data processors. The
memory may temporarily or permanently store instructions that cause at least one processor
to perform one or more of the operations described herein. In addition, methods can be
implemented by one or more data processors either within a single computing system or
distributed among two or more computing systems.

[6015] The subject matter described herein provides many advantages. For
example, a customer’s purchasing history can be tracked and they can be rewarded according
to pre-defined rules. Using the current subject matter, a customer can dynamically interact

with the point of sale machine creating a unique and individualized consumer experience,
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The subject matter described herein can be implemented in existing point of sale machines in
a cost-effective manner with minimal software and hardware modifications. In other words,
the current subject matter enables an inexpensive retrofit of existing vending machines that
does not require replacement of the VMC. Further, the current subject matter can integrate
into existing machines and the capabilities are modular and can be expanded based upon
need. This allows retrofit integration across many different and often disparate technologies,
which many prior integrated solutions do not provide.

(60167 The current subject matter enables a point-of-sale machine to support
advanced media functionality, for example social media interactivity, targeted advertisement,
and personalized point-of-sale machine experience.

(60171 The details of one or more variations of the subject matter described herein
are set forth in the accompanying drawings and the description below. Other features and
advantages of the subject matter described herein will be apparent from the description and

drawings, and from the claims.

DESCRIPTION OF DRAWINGS

(G018} FIG. 1 is a system block diagram illustrating components of an example
embodiment of a point of sale machine, including an intermediate controller;

[6019]  FIG. 2 is a system block diagram illustrating components of another
example embodiment of a point of sale machine, including intermediate controller;

16020} FIG. 3 is a block diagram illustrating the layers of an example operating
system in an exemplary intermediate controller environment;

(0021} FIG. 4 is a block diagram illustrating the application module controlling
loyalty information of customers, according to an embodiment of the present subject matter;

and
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{00221  FIG.S is a block diagram illustrating the sharing of the bus between the
intermediate controller and the VMC according to an embodiment of the present subject
matter.

(00231  Like reference symbols in the various drawings indicate like elements.

DETAILED DESCRIPTION

{00241 The current subject matter described herein supports additional
functionalities to a point of sale system. In one implementation, the additional functionalities
can be provided as a retrofit solution with little or no hardware modifications. Examples of
point of sale systems include, but are not limited to, a vending machine, gaming rmachines,
automated teller machines, banking machines, kiosks, bill pay machines, or any other host
machine configured to accept payment in exchange for products and/or services. Such
systems can dynamically interact with a variety of peripheral devices and provide additional
functionalities. Additional functionalities include providing advertising, loyalty rewards,
discounts, coupons, multiple vend items, social media interaction, mobile device or mobile
wallet interaction, etc. Further, the point of sale machine can support dynamic engagement
through a user interface, for example a touch screen. Existing point of service machines can
be retrofit with the current subject matter, which will reduce cost associated with replacing an
entire system. In addition, the device is configured to dynamically track and control software
licenses and updates by interacting with a back end server or remote server or enterprise
controller.

[0025] FIG. 1 is a block diagram illustrating components of an example
embaodiment of a point of sale systern 100. In this embodiment, a YMC 105 is coupled to
native button user interfaces 110 and other vending machine interfaces 113, The VMC 105
can connect via a bus 120 to a number of optional peripherals 125, The bus 120 can include

an MDB bus or other suitable communications pathway such as Executive, BDV,
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micromech, cctalk, and Electromechanical, The optional peripherals 125 are peripherals that
enable vending machine functionality. For example, a bill validator and coin validator are
optional peripherals 122, Example bill validators and coin validators can include those
described in, e.g., U.S. Patent No. 6,390,269, the content of which is expressly incorporated
by reference, in its entirety.

106261 The YMC 103 also connects via bus 120 {o an intermediate controller (IC)
125. The IC 125 is an embedded computing platform with unigue hardware architecture and
software framework that provides for flexible, expandable, and dynamic point of sale
functionality. In one embodiment, the IC 125 is an embedded PC control board that provides
multi-purpose hardware architecture, operating system, ran time environments, with
expandable hardware and software capability, and further includes industry standard
interfaces. The IC 125 is connected via a comununications pathway 180 to a thin client user
interface 183. In one embodiment, the communications pathway 180 can be hardwired, such
as an Bthernet, serial, USB, or simdlar connection. The thin client user interface 185 canbe a
standalone cornputing device that includes at least a graphical display that presents to a
customer. The thin client interface 185 can include a display system that can function as a
medium of consumer input {e.g., the display system can be an LCD touch screen). In general,
the thin client user interface 185 provides access to applications running on the IC 123, In
one embodiment, the thin client user interface 185 includes a web browser 190 that operates
as g client in a client-server relationship with a web server 193 running on the IC
environment 133 of the IC 125, Comumunication can occur between the thin client user
interface 185 and the IC 125 through TCP/UDP protocol. In this embodiment, web server 1953
is capable of serving graphics, media, video, andio and any other MIME type (i.e. standard

content format under HTMUL standards) to the thin client user interface 185,
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[27] The IC 125 includes IC hardware 130 {e.g., an embedded PC contro}
board) supporting an IC environment 135 {(e.g., an operating system, file system, runtime
environments, and other associated software applications). Optionally, the IC 125 can be
powered via the bus 120. The IC 125 can also include a telemetry 140 module, a credit card
payment 145 module, and third party software 130. The telemetry 140 module allows the
point of sale machine to communicate with a back end or remote server, such as gateway 163,
The telemetry 140 module provides for exchange of transactional and/or operational
information (e.g., logging/audit, inventory information, etc.) between the point of sale
machine and any backend services as well as deployment of software apgrades and additions
to the point of sale machine, The telemetry 140 module can include dedicated
communications hardware and associated software (e.g., for cellular, WiMax, WAN, LAN,
etc.).

[6028]  The credit card payment 145 module provides support for and controls a
cashless bezel 155, The cashless bezel 135 is linked to the IC 125 and accepts credit card
information through, e.g., magunetic swipe, contactless, chip card, IC Card, smartcard, EMV,
and RFID tag interfaces. From the perspective of the VMC 105, the cashless bezel 15515 a
cascaded peripheral that is controlled by the IC 1235, but ultimately transactions that include
the cashless bezel 155 will result in the IC 123 sending a credit message to the VMC to
enable the transaction. The cashless bezel 155 can inclade those described in, e.g., U.S,
Patent No, 8,137,167, the contents of which is herein expressly incorporated by reference, in
its entirety.

(00281  The IC 125 is connected via a communications pathway 160 (e.g., a
wireless APN utilizing cellular technology or other suitable mode of communications} to a
backend gateway 165, The backend gateway 163 includes backend operational systems 170

and backend content systems 173, In addition to supporting credit transaction, the back end
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gateway 165 can provide access for third parties to communicate with the point of sale
machine (possibly to the third party software they have installed). In one example use, a
customer can swipe a rewards or loyalty card and the IC 125 can communicate with a third
party server to determine and/or receive information regarding the customer’s loyalty account
including any discounts, credits, or free purchases that the customer may be entitled to,

[6630] Additionally, the IC 125 may be allowed access to customer preferences
and profiles stored on the third party server. The IC 125 then enables the thin client user
interface 185 to support advanced mwedia functionality, for example social media interactivity,
targeted advertisement, personalization of a customer transaction experience, and e-
commerce like customer experiences, In some embodiments, the thin client user interface 183
can be configured to display still images, stored video files, dynamic content and interactive
content to a user. The current subject matter provides a rich consumer media and social
networking experience. Further, the user may utilize multiple payment methods to make a
purchase at the point of sale machine.

(0031} The IC 125, upon validating a coupon, rewards club benefit, or other
discount, can send a message to the VMC 105 to add a credit for the benefit amount. Thus,
from the VMC’s 105 perspective, the IC 125 is another peripheral 122 such as a coin
mechanism that is accepting payment from the customer and providing a credit notice to the
VM 105. Since the IC 125 can host third party software 150, the third party software 150
can instruct the IC 125 to send a credit message to the VM 105 for a broad range of reasons,
as desired by the third party software.

(60321 In one embodiment, the YMC 1035 is designated as the master controller,
which controls peripheral devices including optional peripherals 122 and IC 125 through the
bus 120. However, in another embodiment as shown in FIG. 2, the optional peripherals 122

cascade from the IC 125. In this configuration, the IC 125 intercepts normal communication
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between the VMC 1035 and optional peripherals 122 and acts as a master controller and
instructs or tricks the VMC 105 with respect to newly defined functionalities; with the
exception of vend requests. The IC 125 can “trick” the VMC into performing desired
operations that the VMC is not designed to handle. For example, a customer could input a
rewards club loyalty identification, coin, and bill value and the IC 125 could, in order to
provide a discount, send the VMC 105 a message indicating a total credit input by the
customer, even though the customer has not input sufticient funds (but in fact is receiving a
discount). In this configuration, the VMC 1035 continues to handle vend requests.

{60331 In another embodiment, with reference again to FIG. 1, the intermediate
controller 125 acts as a peer to the VM 105 rather than a master and peripheral
configuration, In this embodiment, the IC 125 can guery the VMC 105 and transmit a
message that there is credit. In this case, the IC 125 {ranslates the additional functionalities
into vend requests, which can then be interpreted by the VMC 105 as legitimate requests with
credit,

[6634] In another embodiment, the IC 125 and VMC 105 may work in a “shared
environment,” that is, sharing functionalities. The YMC 103 can be configured to support at
least a portion of newly defined functionalities. Thus, the “master” role is dynamic and
switches between IC 125 and the YMC 105 based on a given functionality.

[0635] Functionalities supported include, but are not limited to: Multi Vend
Selection (e.g. selection of multiple products or services within a single transaction),
Discounts, Coupons, Advertisements, Recommendations/Suggestions based on customer
profiling, Tracking and controlling software updates/licenses, other customer engagement.
Examples of vending protocols include: Executive, MDB, BDV, Electromechanical.

{0036] Additionally or optionally, the gateway 165 may be associated with a

monitoring module (not shown) within the IC 125. The gateway 1635 interacts with a
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monitoring server designed to control the licenses downloaded on the point of sale machines
coupled to the gateway 165. Such information is passed onto the monitoring module via the
gateway 165. Thus, the monitoring module tracks software updates on the point of sale
machines. This, in turn, helps in better management and handling of application modules
stored on the point of sale machines.

(88371 The IC 125 provides for flexible expansion. For example, in one
embodiment, a basic embedded computing platform can expand by adding to or improving
the computing device {e.g., memory, hard drive, CPU, connectors, power supply, other third
party removable component), onboard machine interfaces (e.g., USB 2.0, USB 3.0, MDB,
EXEC, VCCS, Serial), expansion card (e.g., WAN Modem, CDMA, Ethemet, Bluetooth,
Wifi, Memory Card, SD Card, Graphics Card, Secure Storage Card, Audio Card), software
infrastructure (e.g., advanced data collection, distributed computing interfaces, VDI or other
Data BExchange, VPN, DNS Utilization, Web/Application Server, Python, etc.), and any
software application (e.g. a third party application).

[6038] Application Programming Interfaces (API) remove the need for point-of-
sale machine specific designs thereby supporting and promoting development and use of third
party applications that improve or control point-of-sale machine functionality. A standard
interface (o mechanical, electrical, or software components of the point-of-sale machine)
atlows a third party (as distinguished from the original equipment manufacturer (OEM)) to
create a third party application to utilize the point-of-sale machine {(and, e.g., components
thereof, including the IC 125, host, thin client user interface 185, and peripherals 122}
according to pre-defined functions. For example, a web service interface that implements a
device to server VDI standard can allow a third party to leverage the web service in

developing a third party application.
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{00391  For a given point-of-sale machine, 8 machine manager can access a
defined set of available services and interfaces. This allows third party components {e.g.,
mechanical, electrical, and/or software) to operate within the boundaries of that point-of-sale
machine. The effect is a flexible point-of-sale machine that a manager can tailor to a specific
use {e.g., for selling a specific product, selling a product in a specific region or country, etc.).
For example, a third party application can deploy on the IC 125 and operate alongside the
telemetry 140 module to provide enhanced capabilities for tracking consumer purchasing
behavior or enhanced advertisement capability.

{6040} Third party software distribution can be managed by a library of existing
and available third party or OEM software components, A point-of-sale machine manager
can view the application through, for example, 2 web application on the back end, and select
the software that the manager would like installed on the point-of-sale machine. The point-of-
sale machine can download an upgrade package from a backend server and install or update
the software. Licensing and version control can be applied on a peint-of-sale machine level,
and point-of-sale managers are able to customize their machines.

(66411 Using the current subject matter, a customer can, for example, present a
form of identification {e.g., credit card or loyalty club rewards card} to the point of sale
machine. The point of sale machine can then remotely access a backend or remote server that
includes information specific to that customer and download preferences, targeted
advertisements, account information (e.g. point balances), and other individualized
information and present the information to the customer via a display device. The information
can be dynamic and does not need to be stored locally at the point of sale machine. The
customer can interact with the dynamic information in order to complete a transaction. Such

functionality of the point of service machine can be controlled, upgraded, changed, etc.
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through use of applications (third party or OEM). The functionality can be modified
remotely, without having to install new hardware or have a technician service the machine.

[6042]  FIG. 3 is a block diagram illustrating the layers of an example operating
system in an IC environmment 133,

[0043] A point of service machine that includes an intermediate device 125 and
thin user client 185 can present advertisements or other media. For example, the machine can
be in an idle state and display one set of advertisements (e.g., static images or video). When a
custorer initiates a transaction, the machine can accept or determine identification of the
customer, The IC 125 can then download targeted advertisement or other information for
display by the thin client user interface 1¥35.

{0044 The current subject matter can enable a point of sale machine, more
specifically, a vending machine, to perform multiple vend operations vsing a single payment
through say the multi prodect vend module (not shown). As an example, a customer can
swipe a credit card. The IC 123 can validate the credit card for a predetermined amount (e.g.,
encugh for three vends of product). The IC 125 can send three separate credit messages to the
VMC 105 to enable a multi-vend procedure. For example, a customer swipes a credit card,
authorization is performed, the VMC 105 is informed by the IC 125 that credit sufficient for a
single product vend has been input, the castomer selects the product using the native button
interface 110, the VMC is again informed by the IC 125 that credit safficient for a single
product vend has been input (without additional customer input), and the customer can select
the desired product using the native button interface 110. This process can be repeated for
any number of vends (i.e., a multi-vend). Further, the MDB driver, shown in IC 125, allows
the application modules to interact with the bus 120. In essence, the MDB driveracts as a
translator between the application modules and the bus 120, ensuring that the protocol is

followed. The IC 125 may also include a modem (not shown) to display content on external
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devices such as cellular phones via cellular network or any other network know in the art.
Thus, in one implementation, a user may receive nutritional information or balance
information on his cell phone.

[0045] FIG. 4 is a block diagram illustrating the application module controlling
foyalty information of customers, according to an embodiment of the present subject matter.
Loyalty information can be stored on a loyalty system in the back-end system. A S1 Gateway
can interface with the loyalty systern and provide consomer Joyalty information to the
controller. The controller can act as a bridge between the Bezel and the Gateway and can
control a transaction,

(60461 FI(.5 is a block diagram illustrating the sharing of the bus between the
intermediate controlier and the VM according to an embodiment of the present subject
matter. The intermediate controller (or A5K) can provide credit amount from cash and the
credit available to the thin client interface. When a consumer is ready to check out, the
intermediate controller can cause a vend to occur without having further consumer
interaction.

160471 Various implementations of the subject matter described herein may be
realized in digital electronic circuitry, integrated circuitry, specially designed ASICs
(application specific integrated circuits), computer hardware, firtnware, software, and/or
combinations thereof, These various implementations may include implementation in one or
more computer programs that are executable and/or interpretable on a programmable system
including at least one programmable processor, which may be special or general purpose,
coupled to receive data and instructions from, and to transinit data and instructions to, a
storage system, at least one input device, and at least one output device.

{48} These computer programs (also known as programs, software, software

applications or code) include machine instructions for a programmable processor, and may be
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implemented in a high-level procedural and/or object-oriented programming language, and/or
in assembiy/machine language. As used herein, the term “machine-readable medium” refers
to any corputer program product, apparatus and/or device {(e.g., magnetic discs, optical
disks, memory, Programmable Logic Devices (PLDs)) used to provide machine instructions
and/or data to a programmable processor, including a machine-readable medium that receives
machine instructions as a machine-readable signal. The term “machine-readable signal”
refers to any signal used to provide machine instructions and/or data to a progranumable
processor.

[6049] To provide for interaction with a wser, the subject matter described herein
may be implemented on a computer having a display device {e.g., 2a CRT {cathode ray tube)
or LCD (liquid crystal display) monitor) for displaying information to the userand a
keyboard and a pointing device (e.g., a mouse or a trackball) by which the user may provide
input to the computer. Other kinds of devices may be used to provide for interaction with a
user as well; for example, feedback provided to the user may be any form of sensory
feedback (e.g., visual feedback, auditory feedback, or tactile feedback); and input from the
user may be received in any form, including acoustic, speech, or tactile input.

(50507 Although a few variations have been described in detail above, other
modifications are possible. For example, the logic flow depicted in the accompanying figures
and described herein do not require the particular order shown, or sequential order, to achieve

desirable results. Other embodiments may be within the scope of the following claims.
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WHAT IS CLAIMED IS:
1. A point of sale system comprising:
3 host;

an intermediate controller including an operating environment and in
communication with the host;

a user interface device associated with and in communication with the
intermediate controller, wherein the user interface includes a web browser and the
intermediate controller includes a webserver, the webserver hosting one or more
applications for interaction with a customer; and

one or more peripheral devices coupled to at least the intermediate controller

via a bus.

2. The point of sale system of claim 1, wherein the web browser is HTTP and the

webserver is an HTTP application server,

3. The point of sale system of claim 1, wherein the interrnediate controller

further includes a telemetry module.

4. The point of sale system of claim 1, wherein the intermediate controller

further includes a cashless module.

5, The point of sale system of claim 1, wherein the intermediate controller

further inchides one or more third party software applications.

6. The point of sale system of claim 5, wherein the third party software

applications are accessible by the user interface device.

7. The point of sale system of claim 1, wherein the bus is a multi-drop data bus
(MDB).
3. 'The point of sale system of claim 1, wherein the host is 3 vending machine

controller (VM) or a PC control board.
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9. The point of sale system of claim 1, further comprising a cashless bezel
coupled to the intermediate controller and wherein the intermediate controller further

includes a cashless module for enabling cashless fransactions.

10.  'The point of sale system of claim 1, wherein the intermediate controller is an

embedded personal computer control board.

1L The point of sale system of claim 1, wherein the intermediate controller

operating environment includes an operating system and file system.

12, The point of sale system of claim 1, wherein the user interface device and

intermediate controller are coupled via an Ethernet communication connection.

13, Apoint of sale system comprising;

a host;

an intermediate controller in communication with the host and including one
or more third party applications utilizing an application interface to control
components of the point of sale system according to predefined functions;

a user interface device associated with and in communication with the
intermediate controller; and

one or more peripheral devices coupled to at least the intermediate controller.

14,  The system of claim 13, wherein the components of the point of sale system

include one or more of mechanical, electrical, or software components,

15, The system of claim 13, wherein the components of the point of sale system
includes one or more of the peripheral devices coupled to the intermediate controller

via a bus,

16.  The system of claim 13, wherein the components of the point of sale system

includes the host.

18 Petitioner Exhibit 1002-1064



WO 2014/0938587 PCT/UR2013/675877

17.  The system of claim 13, wherein the components of the point of sale system

includes the user interface device.

18.  The system of claim 13 further comprising a telemetry unit in communication

with a remote licensing server.

19, The system of claim 13, wherein the user interface includes a2 web browser and
the intermediate controller includes a webserver, the webserver hosting one or more

of the third party applications for interaction with a customer.

20,  The system of claim 13, further comprising a telemetry unit and wherein the
one or more third party applications have been installed on the point of sale system
using a remote back end server to select the one or more third party applications for

installation.

21, Apoint of sale system comprising:

an intermediate controller including an operating environment;

a user interface device associated with and in communication with the
intermediate controller, wherein the user interface includes a web browser and the
intermediate controller includes a webserver, the webserver hosting one or more
applications for interaction with a customer; and

one or more peripheral devices coupled fo at least the intermediate controlier

via a bus,

22.  The point of sale system of claim 21, wherein the point of sale system is in

communication with a host remote from the point of sale system.
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METHOD AND SYSTEM FOR PROVIDING OFFERS
FOR AUTOMATED RETAIL MACHINES
VIAMOBILE DEVICES

TECHNICAL FIELD

[0001] The present application relates to the field of payment processing systems, and
in particular, to a mobile-device-to-machine payment processing system over a non-persistent

network connection.

BACKGROUND

[0002] Vending machines (or more broadly “automatic retail machines”), in the
broadest sense, have been around for thousands of years. The first simple mechanical coin
operated vending machines were introduced in the 1880s. Modemn vending machines stock
many different types of products including, but not limited to drinks (e.g., water, juice,
coffee, and soda) and edible food products/items (e.g., snacks, candy, fruit, and frozen
meals), as well as a wide variety of non-food items. In this fast paced world, vending

machines are ubiquitous.

[0003] Vending machines are one type of “payment accepting unit” (payment
accepting units are also referred to herein generically as “machines”). A payment accepting
unit (or machine} is equipment that requires payment for the dispensing of products and/or
services. In addition to vending machines, payment accepting units can also be other
machines that require payment for the dispensing of a product and/or services including, but
not limited to parking meters, toll booths, laundromat washers and dryers, arcade games,
kiosks, photo booths, toll booths, transit ticket dispensing machines, and other known or yet

to be discovered payment accepting units.

[0004] In using a payment accepting unit, a user will (1) approach the payment
accepting unit, (2) determine from the face of the payment accepting unit the product (or
service) he/she desires, (3) insert payment (e.g., coins, bills, or payment cards), and (4) input
his/her selection into the payment accepting unit using a user interface (e.g., a series of
buttons, a key pad, touch screen, or other input mechanism using, for example, the column
and row at which a product is located). Based on the user’s inpuited selection, technology

within the payment accepting unit provides the desired product (or service} to the user.
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[0005] As the number of people with Internet-connected mobile devices proliferates,
so does the variety of uses for such devices. Mobile payment is a logical extension. Thereis a
large development effort around bringing mobile payment to the retail sector in an effort to

not only provide options to the user, but also increased convenience.

SUMBARY

[0006] In some implementations, a method of providing and handling promotional
offers for an automatic retail machine is performed at a mobile device (e.g., the mobile device
104, Figures 1-2) with a display, one or more processors, and memory. The method includes:
displaying one or more promotional offers on the display; detecting a user input selecting a
respective promotional offer of the one or more promotional offers; and initiating
performance of a transaction with an automatic retail machine coupled with a payment
module, where the transaction corresponds to purchase of a product stocked by the automatic
retail machine. The method also includes: receiving a transaction completion notification
from the payment module, where the transaction completion notification indicates that the
product corresponding to the selected respective promotional offer was vended by the
automatic retail machine; and, in response to receiving the transaction completion
notification, providing a prompt to the user of the mobile device to obtain a product code for
the vended product to validate the respective promotional offer. The method further includes:
obtaining the product code for the vended product; afier obtaining the product code,
transmitting the product code to the server; and, in response to transmitting the product code:
receiving promotion validation information from the server; and displaying the promotion
validation information on the display, where the promotion validation information indicates

whether the respective promotion offer was validated.

[0007] In some implementations, a mobile device (e.g., the mobile device 104,
Figures 1-2) includes a display, one or more processors, and memory storing one of more
programs for execution by the one or more processors, the one or more programs include
instructions for performing, or controlling performance of, the operations of any of the
methods described herein. In some implementations, a non-transitory computer readable
storage medium storing one or more programs, the one or more programs comprising
instructions, which, when executed by a mobile device (e.g., the mobile device 104, Figures
1-2) with one or more processors and a display, cause the computing device to perform, or
control performance of, the operations of any of the methods described herein. In some
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implementations, a mobile device (e.g., the mobile device 104, Figures 1-2) includes means
for performing, or controlling performance of, the operations of any of the methods described

herein.

[0008] (A1) In some implementations, a method is performed at a mobile device
including a display, one or more processors, and memory. The method includes: displaying
one or more promotional offers on the display; detecting a user input selecting a respective
promotional offer of the one or more promotional offers; and initiating performance of a
transaction with an automatic retail machine coupled with a payment module. In some
implementations, the transaction corresponds to purchase of a product stocked by the
automatic retail machine. The method also includes: receiving a transaction completion
notification from the payment module, wherein the transaction completion notification
indicates that the product corresponding to the selected respective promotional offer was
vended by the automatic retail machine. In response to receiving the transaction completion
notification, the method includes: providing a prompt to the user of the mobile device to
obtain a product code for the vended product to validate the respective promotional offer.
The method further includes: obtaining the product code for the vended product. After
obtaining the product code, the method includes: transmitting the product code to the server.
In response to transmitting the product code, the method includes: (i) receiving promotion
validation information from the server; and (ii) displaying the promotion validation
information on the display. In some implementations, the promotion validation information

indicates whether the respective promotion offer was validated.

[0009] {A2) In some implementations of the method of Al, the one or more
promotional offers are identified based on at least one of: a unique identifier corresponding to
the payment module, at least one of a current time and date, a location of the automatic retail
machine, a location of the mobile device, and a unique identifier corresponding to the user of

the mobile device.

[0010] (A3) In some implementations of the method of any one A1-A2, the method
includes: prior to displaying the one or more promotional offers: (i) obtaining an information
packet broadcast by the payment module coupled with the automatic retail machine, the
information packet including at least an authorization code and a unique identifier
corresponding to the payment module; (ii) sending a transaction authorization requestto a

server, wherein the transaction authorization includes the authorization code and the unique
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identifier corresponding to the payment module; and, (iii) in response to the transaction
authorization request, receiving authorization information from the server that includes an
authorization grant token for initiating a transaction with the automatic retail machine

coupled with the payment module and the one or more promotional offers from the server.

[0011] (A4) In some implementations of the method of any one of A3, performance
of the transaction with the automatic retail machine coupled with the payment module is
initiated by sending the authorization grant token to the payment module, the authorization

grant token including the authorization code included in the broadcast information packet.

[0012] (AS) In some implementations of the method of any one of Al-A4, obtaining
the product code further includes: (i) capturing an image of the product that includes the

product code; and (i1) extracting the product code from the captured image.

[0013] (A6) In some implementations of the method of any one of A1-AS, obtaining
the product code further includes: scanning the product code of the product with a scanner

unit of the mobile device.

[0014] (A7) In some implementations of the method of any one of A1-A6, the
promotion validation information indicates the price of the product after the application of the

respective promotional offer.

[0015] (A8) In some implementations of the method of any one of A1-A7, the method
further includes; after obtaining the product code, determining whether 3 predetermined time
period has expired. In accordance with a determination that the time period has expired, the
method includes: providing a notification to the user of mobile device indicating that the
respective promotional offer has expired. In accordance with a determination that the time

period has not expired, the method includes: transmitting the product code to the server.

{0016] (A9) In some implementations of the method of any one of A1-A8, the method

includes: transmitting the transaction completion notification to the server.

[0017] {A10) In some implementations of the method of any one of A1-A9, the
mobile device further includes a first transceiver associated with a short-range
communication protocol and a second transceiver associated with a long-range

communication protocol.
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[0018] {A11) In an additional aspect, a method is performed at a mobile device
including a display, one or more processors, a short-range transceiver (e.g., a first
communication unit), a long-range transceiver (e.g., a second communication unit) that is
distinct from the short-range transceiver, and memory. In some implementations, the method
includes: recognizing, by an application executing on the mobile device, an automatic retail
machine based at least in part on a signal strength corresponding to broadcasted information
from an electronic payment device coupled with the automatic retail machine. The method
also includes: displaying one or more promotional offers that are associated with the
automatic retail machine on the display. In some implementations, the method further
includes: detecting a user input selecting a respective promotional offer of the one or more
promotional offers. The method additionally includes: initiating, via the short-range
transceiver, performance of a transaction with the automatic retail machine, the transaction
corresponding to purchase of a product stocked by the automatic retail machine. The method
also includes: receiving, via the short-range transceiver, a transaction completion notification
from the electronic payment device, the fransaction completion notification indicating that the
product was vended by the automatic retail machine. In response to receiving the transaction
completion notification, the method includes: providing a prompt instructing a user of the
mobile device to obtain a product code for the vended product. The method further includes:
obtaining, based on user input provided in response to the prompt, the product code for the
vended product. After obtaining the product code, the method includes: transmitting, via the
long-range transceiver, the product code to a server. In response to transmitting the product
code: (i) receiving, via the long-range transceiver, promotion validation information from the
server, and (ii) based on the promotion validation information, displaying, on the display, an
indication as to whether the respective promotional offer was validated and information

identifying a credit to the user after application of the respective promotional offer.

[0019] (A12) In some implementations of the method of All, the method further

includes any of the operations described in A2-A10 above.

[0020] Various advantages of the present application are apparent in light of the

descriptions below.

BRIEF DESCRIPTION OF THE DRAWINGS

{0021} The aforementioned features and advantages of the disclosed technology as

well as additional features and advantages thereof will be more clearly understood hereinafter
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as a result of a detailed description of preferred implementations when taken in conjunction

with the drawings.

[0022] To describe the technical solutions in the implementations of the present
disclosed technology or in the prior art more clearly, the following briefly introduces the
accompanying drawings required for describing the implementations or the prior art.
Apparently, the accompanying drawings in the following description show merely some
implementations of the present disclosed technology, and persons of ordinary skill in the art

may still derive other drawings from these accompanying drawings without creative efforts.

[0023] Figure 1 is a block diagram of a payment processing system in accordance

with some implementations.

[0024] Figure 2 is a block diagram of a mobile device in accordance with some

implementations.

[0025] Figure 3 is a block diagram of a server system in accordance with some

implementations.

[0026] Figure 4 is a schematic block diagram of an automatic retail machine in

accordance with some implementations.

(00271 Figure 5 is a block diagram of a payment module in accordance with some
implementations.
[0028] Figure 6A is a perspective view of the payment module of Figure S {e.g., an

in-line dongle adapter) in accordance with some implementations.

16029} Figure 6B is a perspective view taken from the first end of the payment

module of Figure 6A in accordance with some implementations.

[0030] Figure 6C is a perspective view taken from the second end of the payment

module of Figure 6A in accordance with some implementations.

[0031] Figure 7 is a perspective view of the payment module of Figure 6A within the

automatic retail machine of Figure 4 in accordance with some implementations.
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[0032] Figure 8 is a schematic flow diagram of a process for initiating a transaction in

accordance with some implementations.

[0033] Figure 9 is a schematic flow diagram of a process for acknowledging a

transaction in accordance with some implementations.

[0034] Figure 10A is a block diagram of an information packet broadcast by the

payment module in accordance with some implementations.

[0035] Figure 10B is a block diagram of an authorization request in accordance with

some implementations.

[0036] Figure 10C is a block diagram of an authorization grant token in accordance

with some implementations.

{0037} Figure 10D is a block diagram of transaction information generated by the

payment module in accordance with some implementations.

[0038] Figures 11A-11G illustrate exemplary user interface for displaying

promotional offers in accordance with some implementations.

{0039] Figures 12A-12C illustrate a flowchart diagram of a method of providing and
handling promotional offers for an automatic retail machine in accordance with some

implementations.

[0040] Like reference numerals refer to corresponding parts throughout the several

views of the drawings.

DESCRIPTION OF IMPLEMENTATIONS

[0041] Reference will now be made in detail to implementations, examples of which
are illustrated in the accompanying drawings. In the following detailed description, numerous
specific details are set forth in order o provide a thorough understanding of the subject
matter presented herein. But it will be apparent to one skilled in the art that the subject matter
may be practiced without these specific details. In other instances, well-known methods,
procedures, components, and circuits have not been described in detail so as not to

unnecessarily obscure aspects of the implementations.
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[0042] The following clearly and completely describes the technical solutions in the
implementations of the present application with reference to the accompanying drawings in
the implementations of the present application. Apparently, the described implementations
are merely a part rather than all of the implementations of the present application. All other
implementations obtained by persons of ordinary skill in the art based on the implementations
of the present application without creative efforts shall fall within the protection scope of the

present application.

[0043] Figure 1 illustrates a payment processing system 100. Figures 2-5 illustrate
example devices within the payment processing system 100. Figures 6A-6C and 7 show
various views of the payment module 124 and the automatic retail machine 122. Figure 8
illustrates a schematic flow diagram of a process 800 for initiating a transaction within the
payment processing system 100. Figure 9 illustrates a schematic flow diagram of a process
900 for acknowledging a transaction within the payment processing system 100. Figures
10A-10D illustrate data structures associated with initiating and performing transactions
within the payment processing system 100. Figures 11A-11G illustrate example user
interfaces for displaying promotional offers. Figures 12A-12C illustrate a flowchart diagram
of a method 1200 of providing and handling promotional offers for an automatic retail
machine. The user interfaces in Figures 11A-11G are used to illustrate the method in Figures

12A-12C.

EXAMPLE DEVICES AND SYSTEMS

[0044] Figure 1 is a block diagram of a payment processing system 100 in accordance
with some implementations. In accordance with some implementations, the payment
processing system 100 includes client-side processing 102-1, 102-2 (hereinafter “client-side
modules 102”) executed on a mobile device 104-1, 104-2, server-side processing 106
(hereinafier “server-side module 106”) executed on a server system 108 (sometimes also
herein referred to as “the server”), and a payment module 124 coupled with an automatic
retail machine 122. The client-side module 102 provides client-side functionalities for the
payment processing system 100 and communications with both the server-side module 106
and the payment module 124. In some implementations, an application associated with the
client-side module 102 provides a user interface to the payment processing system 100 for the
mobile device 104. The client-side module 102 communicates with the server-side module
106 via a long-range communication protocol (e.g., GSM, CDMA, Wi-Fi, or the like}
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through one or more networks 110, and the client-side module 102 communicates with the
payment module 124 via a short-range communication protocol (e.g., near-field
communication (NFC), BLUETOOH, BLUETOCH low-energy (BLE), or the like}. The
server-side module 106 provides server-side functionalities for the payment processing
system 100 for any number of client modules 102 each residing on a respective mobile device

104.

10045] The payment processing system 100 harnesses the connectivity of the mobile
device 104 to communicate with the payment module 124, which has neither a dedicated
communication connection nor a long-range communication transceiver. As such, the mobile
device 104 acts as a relay between the payment module 124 and the server system 108.
Furthermore, leveraging the connectivity of the mobile device 104 helps to keep costs down

from the point of view of the operator of the automatic retail machine 122,

[0046] In some implementations, the server-side module 106 includes one or more
processors 112, a user information database 114, an offers database 116, and an input and
output (I/0) interface to one or more clients 118. The VO interface to one or more clients 1138
facilitates the client-facing input and output processing for the server-side module 106. In
some implementations, the one or more processors 112 authorize transaction requests,
determine promotional offers for a particular mobile device 104, perform transaction
accounting, and acknowledge completed transactions. The user information database 114
stores information for each user of the payment processing system 100 (e.g., user ID, account
credentials (user name and password), transaction history, account balance, linked credit
cards and bank accounts, and/or the like), and the offers database 116 stores promotional

offers provided by manufacturers, distributors, retailers, and the like.

[0047] Examples of the mobile device 104 include, but are not limited to, a handheld
computer, a wearable computing device, a personal digital assistant (PDA), a tablet computer,
a laptop computer, a desktop computer, a cellular telephone, a smart phone, an enhanced
general packet radio service (EGPRS) mobile phone, a media player, a navigation device, a
game console, a television, a remote control, a point-of-sale (POS) terminal, vehicle-mounted
computer, an eBook reader, or 8 combination of any two or more of these data processing

devices or other data processing devices.
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[C048] Examples of the one or more networks 110 include {ocal area networks (LAN)
and wide area networks (WAN) such as the Internet. One or more networks 110 are,
optionally, implemented using any known network protocol, including various wired or
wireless protocols, such as Ethernet, Universal Serial Bus (USB), FIREWIRE, Long Term
Evolution (LTE), Global System for Mobile Communications (GSM), Enhanced Data GSM
Environment (EDGE), code division multiple access (CDMA), time division multiple access
(TDMA), Bluetooth, Wi-Fi, voice over Internet Protocol (VoIP), Wi-MAX, or any other

suitable communication protocol.

[0049] The server system 108 is implemented on one or more standalone data
processing apparatuses or a distributed network of computers. In some implementations, the
server system 108 also employs various virtual devices and/or services of third party service
providers (e.g., third-party cloud service providers) to provide the underlying computing
resources and/or infrastructure resources of the server system 108. In some implementations,
the server system 108 includes, but is not limited to, a handheld computer, a tablet computer,
a laptop computer, a desktop computer, or a combination of any two or more of these data

processing devices or other data processing devices.

[0050] The payment processing system 100 shown in Figure 1 includes both a client-
side portion {(e.g., the client-side module 102) and a server-side portion (e.g., the server-side
module 106). In some implementations, data processing is implemented as a standalone
application installed on the mobile device 104. In addition, the division of functionalities
between the client and server portions of the payment processing system 100 can vary in
different implementations. For example, in some implementations, the client-side module 102
is a thin-client that provides only user-facing input and output processing functions, and
delegates all other data processing functionalities to a backend server (e.g., the server system
108). Although many aspects of the present technology are described from the perspective of
the server system 108, the corresponding actions performed by the mobile device 104 would
be apparent to ones skilled in the art without any creative efforts. Furthermore, some aspects
of the present technology may be performed by the server system 108, the mobile device 104,

or the server system 108 and the mobile device 104 cooperatively.

[0051] Figure 2 is a block diagram of the mobile device 104 associated with a user in
accordance with some implementations. The mobile device 104, typically, includes one or

more processing units (CPUs) 202, two or more communication devices 204, memory 206,
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and one or more communication buses 208 for interconnecting these components (sometimes
called a chipset). The two or more communication devices 204 include a first transceiver
associated with a short-range communication protocol (e.g., NFC, BLE, or the like) and a
second transceiver associated with a long-range communication protocol {e.g., GSM, CDMA,
Wi-Fi, or the like). The mobile device 104 also includes a user interface 210, The user
interface 210 includes one or more output devices 212 that enable presentation of media
content {e.g., text, images, audio, video, etc.), including one or more speakers and/or one or
more visual displays. The user interface 210 also includes one or more input devices 214,
including user interface components that facilitate user input such as a keyboard, a mouse, a
voice-command input unit or microphone, a touch screen display, a touch-sensitive input pad,
a gesture capturing camera, or other input buttons or controls. Furthermore, in some
implementations, the mobile device 104 uses a microphone and voice recognition or a camera
and gesture recognition to supplement or replace the keyboard. In some implementations, the
mobile device 104 optionally includes one or more sensors 215, which provide context
information as to the current state of the mobile device 104 or the environmental conditions
associated with mobile device 104. The one or more sensors 215 include, but are not limited,
to one or more microphones, one or more cameras, an ambient light sensor, one or more
accelerometers, one or more gyroscopes, a temperature sensor, one or more motion sensors,
one or more biometric/biclogical sensors, and so on. In some implementations, the mobile
device 104 optionally includes a location detection device 217, such as a GPS (global
positioning satellite) or other geo-iocation receiver, for determining the location of the mobile

device 104.

10052] The memory 206 includes high-speed random access memory, such as
DRAM, SRAM, DDR RAM, or other random access solid state memory devices; and,
optionally, includes non-volatile memory, such as one or more magnetic disk storage devices,
one or more optical disk storage devices, one or more flash memory devices, or one or more
other non-volatile solid state storage devices. The memory 206, optionally, includes one or
more storage devices remotely located from the one or more processing units 202. The
memory 206, or alternatively the non-volatile memory within the memory 206, includes a
non-transitory computer readable storage medium. In some implementations, the memory
206, or the non-transitory computer readable storage medium of the memory 206, stores the

following programs, modules, and data structures, or a subset or superset thereof:
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operating system 216 including procedures for handling various basic systern services

and for performing hardware dependent tasks;

communication module 218 for transmitting signals to and receiving signals from
other devices {e.g., the server system 108 and the payment module 124) via the two or

more communication devices 204,

presentation module 220 for enabling presentation of information (e.g., a user
interface for the application(s) 226 or the application associated with client-side
module 102, widgets, websites and web pages thereof, and/or games, audio and/or
video content, text, etc.) at the mobile device 104 via one or more output devices 212

(e.g., displays, speakers, etc.) associated with the user interface 210,

input processing module 222 for detecting one or more user inputs or interactions
from the one or more input devices 214 and interpreting the detected inputs or

interactions;

web browser module 224 for navigating, requesting {(e.g., via HTTP), and displaying

websites and web pages thereof

one or more applications 226 for execution by the mobile device 104 (e.g., games,
application marketplaces, payment platforms, and/or other web or non-web based

applications);

client-side module 102, which provides client-side data processing and functionalities

for the payment processing system 100, including but not limited to:

o broadcast obtaining module 230 for receiving, via the first transceiver, an
information packet broadcast by a respective payment module 124, where the
information packet at least includes a unique identifier corresponding to the
respective payment module 124 (i.e., the device ID) and an authorization code
for initiating a transaction with an automatic retail machine 122 to which the

respective payment module 124 is coupled,;

o transaction authorization module 232 for: sending, via the second fransceiver,
a transaction authorization request to the server system 108 including the
authorization code; receiving, via the second transceiver, an authorization
grant token from the server system 108, including the authorization code, for

initiating a transaction with the automatic retail machine 122 to which the
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respective payment module 124 is coupled; and storing the received

authorization grant token {(e.g., in the user data 264},

offer(s) module 234 for: obtaining (i.e., receiving or retrieving), via the second
transceiver, promotional offers from the server system 108 (e.g., in response to
sending the transaction authorization request, as part of an update to the
application associated with the client-side module 102, or at another time};
storing the promotional offers obtained from the server system in the offers
database 266; optionally determining one or more promotional offers based on
one or more of a plurality of factors (e.g., the device ID, user ID and history,
current location of the mobile device 104, current time/date, and/or the like),
presenting one or more promotional offers to the user of the mobile device via
the one or more output devices 212 (e.g., a display); and detecting a user input
selecting a respective one of the one or more promotional offers presented to

the user of the mobile device 104;

trigger detecting module 236 for detecting a trigger to initiate a transaction
with the automatic retail machine 122 to which the respective payment module
124 is coupled (e.g., the trigger is a gesture or other user input by the user of
the mobile device 104, entrance of the mobile device 104 into a payment zone
based on the RSSI observed from the payment module 124, selection of the

respective promotional offer, or the like);

transaction initiating module 238 for initiating a transaction with the automatic
retail machine 122 coupled with the respective payment module 124 by
sending, via the first transceiver, the stored authorization grant token to the

respective payment module 124;

transaction completion notification receiving module 240 for receiving, via the
first transceiver, a transaction completion notification from the payment
module 124, where the transaction completion notification includes one or
more of: transaction status information (e.g., indicating whether the
transaction with the automatic retail machine 122 was successful, aborted, or
failed); transaction detail information (e.g., the authorization code, the amount
of the transaction, the good/product associated with the transaction, the

time/date the transaction was completed, transaction error information, and/or
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O

the like); and optionally includes other miscellaneous information regarding
the respective payment module 124 and/or the automatic retail machine 122 to
which the respective payment module 124 is coupled, such as interrupted
transaction information, status flags, inventory information, past hard currency

transaction information, other cashless transaction information, and/or the like;

product code processing module 242 for: providing a prompt to the user of the
mobile device 104 via the one or more output devices 212 to obtain a product
code for a vended product to validate the respective promotional offer;
obtaining the product code for the vended product (e.g., the user of the mobile
device 104 manually inputs the product code, the user of the mobile device
104 captures an image of the vended product from which the product code is
extracted, the user of the mobile device 104 uses a scanner plug-in of the
application associated with the client-side module 102 to obtain the product
code, or the like); and either validating the product code or sending, via the
second transceiver, the obtained product code to the server system 108 for

validation;

information relaying module 244 for transmitting, via the second transceiver,
information from the payment module 124 to the server system 108 (e.g., the
transaction status information, the transaction detail information, the other
miscellaneous information regarding the respective payment module 124
and/or the automatic retail machine 122 to which the respective payment

module 124 is coupled, and/or the like);

offer validation module 246 for: receiving, via the second transceiver,
promotion validation information from the server system 108; and presenting
the promotion validation information to the user of the mobile device via the

one or more output devices 212 (e.g,, the display}; and

acknowledgment module 248 for sending, via the first transceiver,
acknowledgment information to the payment module 124, where the
acknowledgment information acknowledges that the server system 108
received and processed the transaction status information and the transaction

detail information; and

14 Petitioner Exhibit 1002-1087



WO 2016/123545 PCT/US2016/015763

» client data 260 storing data associated with the payment processing system 100,

including, but is not limited to:

o user profile 262 storing information for the user of the mobile device 104,
including but not limited to: a unique user identifier (i.e, a user ID), login
credentials (i.e., user name or handle and password), transaction history,
payment data (e.g., account balance, linked credit card or bank information,
app credit or gift card balance, billing address, shipping address, etc.}, contact
information (e.g., email address, phone number, etc.), custom parameters for
the user (e.g., age, location, hobbies, etc.), identified trends and/or

likes/dislikes of the user, and/or the like;

o user data 264 storing transaction history information, authorization grant

tokens, and/or the like; and

o offers database 266 storing promotional offers provided by manufacturers,

distributors, retailers, and/or the like.

[0053] Each of the above identified elements may be stored in one or more of the
previously mentioned memory devices, and corresponds to a set of instructions for
performing a function described above. The above identified modules or programs (i.e., sets
of instructions) need not be implemented as separate software programs, procedures, modules
or data structures, and thus various subsets of these modules may be combined or otherwise
re-arranged in various implementations. In some implementations, the memory 206,
optionally, stores a subset of the modules and data structures identified above. Furthermore,
the memory 206, optionally, stores additional modules and data structures not described

above.

[0054] Figure 3 is a block diagram illustrating the server system 108 in accordance
with some implementations. The server system 108, typically, includes one or more
processing units (CPUs) 112, one or more communication devices 304 (e.g., including the
1/O interface to one or more clients 118), memory 306, and one or more communication
buses 308 for interconnecting these components (sometimes called a chipset). The memory
306 includes high-speed random access memory, such as DRAM, SRAM, DDR RAM, or
other random access solid state memory devices; and, optionally, includes non-volatile
memory, such as one or more magnetic disk storage devices, one or more optical disk storage

devices, one or more flash memory devices, or one or more other non-volatile solid state
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storage devices. The memory 306, optionally, includes one or more storage devices remotely
located from the one or more processing units 112, The memory 306, or alternatively the
non-volatile memory within the memory 306, includes a non-transitory computer readable
storage medium. In some implementations, the memory 306, or the non-transitory computer
readable storage medium of the memory 306, stores the following programs, modules, and

data structures, or a subset or superset thereof

e operating system 310 including procedures for handling various basic system services

and for performing hardware dependent tasks;

* network communication module 312 for transmitting signals to and receiving signals

from mobile devices 104 via the one or more communication devices 304,

® server-side module 106, which provides server-side data processing and

functionalities for the payment processing system 100, including but not limited to:

o transaction authorization module 314 for: receiving a transaction request from
a respective mobile device 104, where the transaction request includes a
device I associated with a respective payment module 124 and an

authorization code; and validating the transaction request;

o encryption/decryption module 316 for: identifying an encryption/decryption
key linked to the device ID for the respective payment module 124; decrypting
the authorization code with the identified encryption/decryption key; and
encrypting the authorization grant token with the identified

encryption/decryption key;

o offer determining module 318 for determining one or more promotional offers
based on one or more of a plurality of factors (e.g., the device ID included in
the transaction request, the user ID and history associated with the user of the
respective mobile device 104, current location of the respective mobile device

104, current time/date, and/or the like);

transmitting module 320 for: transmitting, in accordance with a determination

O

that the transaction request is validated, an authorization grant token and the
one or more promotional offers to the respective mobile device 104; and
transmitting acknowledgment information once a transaction is completed to

the respective mobile device 104;
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o receiving module 322 for receiving information from the respective mobile
device 104, including but not limited to: a product code and a corresponding
selected promotional offer, the transaction status information for a respective
transaction, the transaction detail information for the respective transaction,

and/or the other miscellaneous information;

o offer validation module 324 for: validating a promotional offer based on a
received product code, transaction status information, and/or transaction detail
information; and sending, in accordance with a determination that the
promotional offer is validated, promotion validation information to the

respective mobile device 104;

o accounting module 326 for debiting an account balance or charging a linked
credit card or bank account according to the transaction detail information;

and

o acknowledgment module 328 for sending acknowledgment information to the

respective mobile device 104 for relay to the respective payment module 124;

server data 340 storing data for the payment processing system 100, including but not

fimited to:

o user information database 114 storing stores information for each user of the
payment processing system 100, including but not limited to: a unique user
identifier (i.e., a user ID), login credentials (i.e., user name or handle and
password), transaction history, payment data {e.g., account balance, linked
credit card or bank information, app credit or gift card balance, billing address,
shipping address, etc.), contact information (e.g., email address, phone number,
etc.), custom parameters for the user {e.g., age, location, hobbies, etc.),

identified trends and/or likes/dislikes of the user, and/or the like;

o offers database 116 storing promotional offers provided by manufacturers,

distributors, retailers, and/or the like; and

O

payment module database 342 storing information for each payment module
124 of the payment processing system 100, including but not limited to: a
unique payment module identifier (i.e., a device ID), an encryption/decryption

key, and/or the like.
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{6055] Each of the above identified elements may be stored in one or more of the
previously mentioned memory devices, and corresponds to a set of instructions for
performing a function described above. The above identified modules or programs (i.¢., sets
of instructions) need not be implemented as separate software programs, procedures, or
modules, and thus various subsets of these modules may be combined or otherwise re-
arranged in various implementations. In some implementations, the memory 306, optionally,
stores a subset of the modules and data structures identified above. Furthermore, the memory

306, optionally, stores additional modules and data structures not described above.

[0056] In some implementations, at least some of the functions of the server system
108 are performed by the mobile device 104, and the corresponding sub-modules of these
functions may be located within the mobile device 104 rather than the server system 108. In
some implementations, at least some of the functions of mobile device 104 are performed by
the server system 108, and the corresponding sub-modules of these functions may be located
within the server system 108 rather than the mobile device 104. The mobile device 104 and
the server system 108 shown in Figures 2-3, respectively, are merely illustrative, and
different configurations of the modules for implementing the functions described herein are

possible in various implementations.

{00571 Figure 4 is a schematic block diagram illustrating the automatic retatl machine
122 in accordance with some implementations. For example, the automatic retail machine
122 is a vending machine or kiosk that dispenses an item or product (e.g., snacks, other
foodstuffs, school supplies, drinks, tickets, and the like) in response to user payment for and
selection of the item or product. The automatic retail machine 122 includes: a controller 402,
a power supply 404, memory 406, a user interface 408; one or more optional sensors 414; a

multi-drop bus (MDB) 416; and a dispenser 424.

[0058] In some implementations, the controller 402 is a microcontroller,
microprocessor, CPU, FPGA, ASIC, or the like that manages the functions of the automatic
retail machine 122. The power supply 404 is a connection to an external power source {e.g.,
AC or DC) or a connection to an internal power source {e.g., a battery). In some
implementations, the power supply 404 further includes one or more of a power converter
and/or inverter, a rectifier, a power conditioner, or the like for providing power to the various
components of the automatic retail machine 122. The memory 406 includes high-speed

random access memory, such as DRAM, SRAM, DDR RAM, or other random access solid
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state memory devices; and, optionally, includes non-volatile memory, such as one or more
magnetic disk storage devices, one or more optical disk storage devices, one or more flash
memory devices, or one or more other non-volatile solid state storage devices. In some
implementations, the memory 406 stores an operating system and instructions for carrying
out the functions and processes of the automatic retail machine 122 (e.g., dispensing items,
tracking inventory, temperature control, power control, and the like}. In some
implementations, the memory 406 also stores configuration data and DEX (data exchange)
data corresponding to the inventory of the automatic retail machine 122 and transactions

performed with the automatic retail machine 122,

[0059] The user interface 408 includes one or more output devices 410 that enable
presentation of information {(e.g., text, images, audio, video, etc.), for example, one or more
speakers and/or one or more visual displays. The user interface 408 also includes one or more
input devices 412, including user interface components that facilitate user input and selection
of items such as a microphone, a keypad, a touch screen display, a gesture capturing camera,
or other input buttons or controls. The one or more optional sensors 414 include, but are not
limited, to one or more microphones, one or more cameras, an ambient light sensor, one or
more accelerometers, one or more gyroscopes, a temperature sensor, one or more motion

sensors, one or more biometric/biclogical sensors, and so on.

[0060] In some implementations, a variety of payment devices are coupled with the
MDB 416 including any combination of one or more cashless payment devices 418 (e.g.,
credit card reader(s)) for accepting cashless payments, one or more bill validators 420 for
accepting and validating bills, and one or more coin accepters 422 for accepting coins and
providing change. In some implementations, the dispenser 424 is an electromechanical
system (e.g., motors, actuators, and the like) for dispensing or vending items or products
stocked by the automatic retail machine. 122 For example, a user inserts a bill into the bill
validator(s) 420 and is credited with an amount of money equal to the bill. Continuing with
this example, the one or more output devices 410 (e.g., a display) shows the credited amount,
and the user selects an item via the one or more input devices 412 (e.g., using a keypad or a
sequence of button presses). Subsequently, the controller 402 sends signals to the dispenser
424 to dispense the selected product, and the dispenser dispenses or vends the selected

product.
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[0061] Figure 5 is a block diagram illustrating the payment module 124 in accordance
with some implementations. In some implementations, the payment module 124 is an in-line
adapter dongle with male and female connectors that couples with the multi-drop bus (MDB)
of the respective automatic retail machine 122 as shown in Figures 6B-6C and 7. For
example, the payment module is connected in-line into the MDB 416 in Figure 4. The
payment module 124, typically, includes one or more processing units (CPUs) 512, a
communication device 504 {e.g., a transceiver associated with a short-range communication
protocol such as NFC, BLE, or the like), memory 506, and one or more communication buses
508 for interconnecting these components (sometimes called a chipset). The memory 506
includes high-speed random access memory, such as DRAM, SRAM, DDR RAM, or other
random access solid state memory devices; and, optionally, includes non-volatile memory,
such as one or more magnetic disk storage devices, one or more optical disk storage devices,
one or more flash memory devices, or one or more other non-volatile solid state storage
devices. The memory 506, optionally, includes one or more storage devices remotely located
from one or more processing units 512. The memory 506, or alternatively the non-volatile
memory within the memory 506, includes a non-transitory computer readable storage
medium. In some implementations, the memory 506, or the non-transitory computer readable
storage medium of the memory 506, stores the following programs, modules, and data

structures, or a subset or superset thereof:

. operating system 510 including procedures for handling various basic system services

and for performing hardware dependent tasks;

s communication module 512 for transmitting signals to and receiving signals from

mobile devices 104 via the communication device 504,
® transaction-processing module 514, including but not limited to:

o broadcasting module 516 for: broadcasting an information packet to zero or
more client devices 104 within the communication zone of the payment
module 124 (i.e., BLE range), where the information packet at least includes a
unigue identifier corresponding to the payment module 124 (e.g., the device
ID) and an authorization code for initiating a transaction with the automatic
retail machine 122 to which the payment module 124 is coupled; and storing

broadcast authorization codes in authorization database 532;
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encryption/decryption module 518 for: encrypting the authorization code with
an encryption/decryption key that corresponds to the payment module 124,
and decrypting the authorization grant token with the encryption/decryption

key,

transaction sniffing module 520 for: detecting signals associated with hard
currency transactions and/or other cashless transactions not associated with the
payment processing system 100 {(e.g., credit card transactions}; and storing
information associated with said hard currency transactions and/or other

cashless transactions (e.g., in the other information database 536);

validating module 522 for validating a transaction by checking the
authorization code from the decrypied authorization grant token against
previously broadcast authorization codes stored in the authorization database

532;

transaction processing module 524 for: causing, in accordance with a
determination that the transaction is validated, the automatic retail machine
122 to vend a product or perform a service; and storing transaction detail

information in the transaction database 534; and

acknowledgement module 526 for deleting transaction detail information from
the transaction database 534 in accordance with a determination that the

corresponding transaction is acknowledged by the server system 108; and

s data 530 storing data, including but not limited to:

O

O

[0062]

authorization database 532 storing previously broadcast authorization codes;

transaction database 534 storing transaction detail information for transactions

processed by the payment module 124; and

other information database 536 storing miscellaneous information regarding
the payment module 124 and/or the automatic retail machine 122 coupled with
the payment module 124 such as status flags, inventory information, past hard
currency transaction information, other cashless transaction information,

and/or the like.

Each of the above identified elements may be stored in one or more of the

previously mentioned memory devices, and corresponds to a set of instructions for
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performing a function described above. The above identified modules or programs (i.e., sets
of instructions) need not be implemented as separate software programs, procedures, or |
modules, and thus various subsets of these modules may be combined or otherwise re-
arranged in various implementations. In some implementations, the memory 506, optionally,
stores a subset of the modules and data structures identified above. Furthermore, the memory

506, optionally, stores additional modules and data structures not described above.

[0063] Figures 6A-6C show various views of the payment module 124 of Figure 5 in
accordance with some implementations. The payment module 124 is a relatively low cost
hardware component that is pre-configured to work with the industry standard multi-drop bus
(MDB). On machines without MDB technology, the payment module 124 can be configured
or designed to work with other serial protocols or activate a swiich (e.g., a cherry switch
mechanism). For example, see U.S. Patent Application No. 14/458,192, entitled “Method and
System for Retrofitting an Offline-Payment Operated Machine to Accept Electronic
Payments,” which is incorporated by reference in its entirety. In essence, the payment module
124 simulates establishing payment on the automatic retail machine 122 in much the same

manner as other alternative forms of payment (e.g., cash).

[0064] The payment module 124 is preferably designed to be used as an adapter
dongle for in-line insertion within, for example, the MDB of the automatic retail machine 122
(e.g., a vending machine). The wire used in MDB technology uses male and female
connection ends or adapters to allow the attachment of peripherals. In the case of a vending
machine, the MDB with connection ends or adapters would be present to allow the
attachment of a payment receiving mechanism (e.g., a coin mechanism). The MDB male and
female adapters 612, 614 of the MDB may be separated (as shown in Figures 6B-6C). The
payment module 124 in Figures 6A-6C has a male adapter 602 and a female adapter 604. The
payment module 124 may be plugged (inserted) in serial (“in-line”) with the MDB. For
example, the MDB female adapter 614 may be connected to the male adapter 602 of the
payment module 124, and the MDB male adapter 612 may be connected to the female
adapter 604 of the payment module 124. The resulting in-line configuration is shown in
Figure 7. It should be noted that the payment module 124 is designed to allow pass-through
communications so that if the mobile-device-to-machine payment processing system is not
enabled (e.g., for a particular purchase or simply turned off) the MDB functions as though the

payment module 124 is not there and the automatic retail machine 122 can function normally.
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In Figure 7, the automatic retail machine 122 includes a display 722 showing user selections,
current credit, and the like. In Figure 7, the automatic retail machine 122 also includes a

touch-screen display 724 and buttons 726 for selecting a product.

USER INTERFACES AND RELATED PROCESSES

[0065] Figure 8 is a schematic flow diagram of a process 800 for authenticating a user
to perform a transaction in the payment processing system 100 in accordance with some
implementations. In some implementations, the payment processing system 100 includes one
or more payment modules 124 {(e.g., each associated with a respective automatic retail
machine 122 such a vending machine for dispensing goods and/or services), one or more
mobile devices 104, and the server 108. Each of the one or more mobile devices 104 executes
an instance of the client-side module 102 {e.g., as an application) as a foreground or
background process to access and communicate with other devices (e.g., the server 108 and
the payment modules 124) in the payment processing system 100. The server 108 manages
the payment processing system 100 and, in some cases, is associated with an entity that
supplies, operates, and/or manufactures the one or more payment modules 124. For brevity,
the process 800 will be described with respect to a respective payment module 124 and a

respective mobile device 104 within the payment processing system 100.

[0066] The payment module 124 broadcasts (802), via a short-range communication
capability (e.g., BLE), an information packet. The information packet at least includes an
authorization code and a unique identifier associated with the payment module 124 (i.e, the
device ID). In some implementations, the information packet further includes a current
firmware version of the payment module 124 and one or more status flags corresponding to
one or more states of the payment module 124 and/or the automatic retail machine 122. The

information packet is further discussed below with reference to Figure 10A.

{00671 In some implementations, the payment module 124 sends out a unique
authorization code every X seconds (e.g., 100 ms, 200 ms, 500 ms, etc.}. In some
implementations, the unique authorization codes are randomly or pseudo-randomly generated
numbers. In some implementations, the payment module 124 initializes a random number and
then the authorization codes are sequential counts from this random number. In such
implementations, the payment module 124 stores the earliest valid (unexpired) counter

without a need to store every valid authorization code. In some implementations, the
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authentication code included in the broadcast information packet is a hash value of the

randomly or pseudo-randomly generated number or the sequential sumber.

[0068] In some implementations, the payment module 124 stores broadcast
authorization codes (e.g., in authorization database 542, Figure 5) until a received
authorization grant token matches one of the stored authorization codes and subsequently
deletes the matching authorization code. In some implementations, the broadcast
authorization codes are one-time use codes whereby a broadcast authorization code may only
be used by one mobile device 104 before it is invalidated and/or deleted to prevent re-play
attacks. In some implementations, the payment module 124 stores previously broadcast
authorization codes for a predetermined amount of time (e.g., Y minutes) after which time an
authorization code expires and is deleted. In some implementations, the authorization code is
encrypted with a shared secret key known by the server system 108 but unique to the

payment module 124

[0069] The mobile device 104 receives the broadcast information packet, and the
mobile device 104 sends (804), via a long-range communication capability (e.g., GSM,
CDMA, Wi-Fi, or the like), an authorization request to the server system 108. For example,
an application associated with the client-side module 102 is executed as a foreground or
background process on the mobile device 104. The application is used for accessing the
payment processing system 100. In this example, the application receives the broadcast
information packet when the mobile device 104 is within the communication zone of the
payment module 124 (i.e,, BLE range} and either automatically sends the authorization
request to the server system 108 or sends the authorization request to the server system 108

when the mobile device 104 is within the authorization zone of the payment module 124

{0070] In some implementations, the broadcast information packet includes a baseline
authorization zone threshold (i.e., an authorization zone criterion) indicating a baseline
received signal strength indication (RSSI) that the mobile device 104 (or the application
associated with the client-side module 102} is required to observe from the payment module
124 before being within the authorization zone of the payment module 124. In some
implementations, the mobile device 104 (or the application associated with the client-side
module 102) offsets the baseline authorization zone threshold based on the reception strength
its short-range communication capability (e.g., BLE radio/transceiver) and/or other similar

factors. In some implementations, the authorization request at least includes the authorization
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code which was included in the broadcast information packet, an identifier associated with
the user of the mobile device 104 or the user account under which the user of the mobile
device 104 is logged into the application (i.e., user ID), and the identifier associated with the
payment module 124 (i.e., device ID). In some implementations, the authentication code
included in the authorization request is a hash value in cleartext. The authorization request is

further discussed below with reference to Figure 10B.

[0071] After receiving the authorization request, the server system 108 processes
(806) the authorization request. In some implementations, the server system 108 identifies a
shared secret key based on the device ID and decrypts the authorization code included in the
authorization request with the identified shared secret key. The server system 108 determines
whether the user associated with the user ID in the authorization request has sufficient funds
in his/her account for the payment processing system to perform a transaction at the
automatic retail machine 122 to which the payment module 124 corresponding to the device

ID is coupled.

[0072] The server system 108 sends (808), via a long-range communication capability
(e.g., GSM, CDMA, Wi-Fi, or the like), an authorization grant token to the mobile device
104. In some implementations, the server system 108 does not send the authorization grant
token if the authorization code in the authorization request cannot be decrypted with the
shared secret key corresponding to the payment module 124 (e.g., the authorization code is
corrupted or hacked). In some implementations, the server system 108 does not send the
authorization grant token if the user associated with the user ID in the authorization request
does not have sufficient funds in his/her account or has exceeded a predefined daily limit. In
some implementations, in addition to the authorization grant token (or lack thereof if the
authorization is declined), the server system 108 sends a message directly to the mobile
device 104 which is not encrypted with the shared secret key corresponding to the payment
module 124. After receiving the message, the mobile device 104 displays an appropriate
message to the user such as sufficient funds, transaction authorized, insufficient balance, or
declined authorization. In some implementations, the server system 108 sends an
authorization grant token for an amount equal to zero; in which case, the payment module
124 interprets this as a declined or failed authorization which can result for any number of

reasons including, but not limited to, insufficient balance or credit. In some implementations,
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the mobile device 104 stores the authorization grant token (e.g., in the user data 264) until a

trigger condition is detected.

[0073] The mobile device 104 receives the authorization grant token, and,
subsequently, the mobile device 104 detects (810) a trigger condition. In some
implementations, the mobile device 104 (or the application) detects the trigger condition via
the hand-free mode (e.g., upon entrance into the payment zone of the payment module 124)
or manual mode {(e.g., interacting with the user interface of the application to initiate a

transaction with the payment accepting unit associated with the payment module 124).

[0074] In some implementations, the trigger condition is satisfied when the mobile
device 104 detects a user input on the user interface displayed by the mobile device 104. For
example, with reference to Figure 11A, a transaction is initiated between the user of the
mobile device 104 and the 8th floor snack machine when the mobile device 104 detects an
upward swipe gesture originating from region 1120 of the user interface 1108. In another
example, with reference to Figure 11D, a transaction is initiated between the user of the
mobile device 104 and the 8th floor snack machine when the mobile device 104 detects

selection of Offer A 1152 with contact 1166,

[0075] In some implementations, the trigger condition is satisfied when the mobile
device 104 observes an RSSI from a respective automatic retail machine that is greater than
or equal to the payment zone criterion. For example, once the mobile device 104 is within the
payment zone, a transaction between the respective automatic retail machine and the user of
the maobile device 104 is automatically initiated. In some implementations, after the RSSI
observed from the respective retail machine is greater than or equal to the payment zone
criterion, the mobile device 104 prompts the user to provide a transaction confirmation,
which when detected serves to satisfy the trigger condition. For example, once the mobile
device 104 is within the payment zone, the mobile device 104 provides a prompts to the user,
such as an audible prompt, displayed notification, or vibration, to confirm his/her intention to
initiate a transaction with the respective retail machine. Continuing with this example, the
user may confirm his/her intention to initiate the transaction with the respective retail
machine by flicking the mobile device 104 towards the automatic retail machine, shaking the
mobile device, providing an audible command, or performing a touch input/gesture on the

displayed user interface.
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[0076] In some implementations, unused authorization grants {e.g., if there was no
trigger condition or it expired) are canceled by the mobile device 104 by sending a
cancellation message to the server system 108 corresponding to the unused authorization
grant. In some implementations, the server system 108 denies or limits the number of
authorization grants sent to the mobile device 104 until it has received transaction
information or cancellation of authorization outstanding authorization grants sent to the

mobile device 104,

{0077} In response to detecting the trigger condition, the mobile device 104 sends
{812), via the short-range communication capability {(e.g., BLE), the authorization grant token
to the payment module 124. Subsequently, the automatic retail machine 122 displays credit to
the user (e.g., via one of the displays 722 or 724 shown in Figure 7} and the user interacts
with the input mechanisms of the automatic retail machine 122 (e.g., via the buttons 726 or a

touch screen display 724 shown in Figure 7) to purchase products and/or services.

[0078] It should be understood that the particular order in which the process in Figure
8 has been described is merely exemplary and is not intended to indicate that the described
order is the only order in which the operations could be performed. One of ordinary skill in
the art would recognize various ways to reorder the operations described herein. Additionally,
it should be noted that details of other processes described herein with respect to other
methods and/or processes described herein (e.g., the process 900 and the method 1200) are
also applicable in an analogous manner to the process 800 described above with respect to

Figure 8.

[0079] Figure 9 is a schematic flow diagram of a process 900 for processing
acknowledgment information in the payment processing system 100 in accordance with some
implementations. In some implementations, the payment processing system 100 includes one
or more payment modules 124 (e.g., each associated with a respective automatic retail
machine 122 such a vending machine for dispensing goods and/or services), one or more
mobile devices 104, and the server 108. Each of the one or more mobile devices 104 executes
an instance of the client-side module 102 (e.g., as an application) as a foreground or
background process to access and communicate with other devices (e.g., the server 108 and
the payment modules 124) in the payment processing system 100. The server 108 manages
the payment processing system 100 and, in some cases, is associated with an entity that

supplies, operates, and/or manufactures the one or more payment modules 124. For brevity,
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the process 900 will be described with respect to a respective payment module 124 coupled
with a respective automatic retail machine 122 and a respective mobile device 104 in the
payment processing system 100. In the process 900, the payment module 124 receives first
acknowledgment information for a first transaction via the mobile device 104 that initiated

the first transaction.

[0080] The payment module 124 obtains (302) a first notification indicating
completion of a first transaction from the automatic retail machine 122. For example, after
the process 800 in Figure 8, the user of the mobile device 104 selects a product to purchase
from the automatic retail machine 122 by interacting with one or more input mechanisms of
the automatic retail machine 122 (e.g., he buttons 726 or a touch screen display 724 shown in
Figure 7), and the automatic retail machine 122 dispenses the selected product. Continuing
with this example, after the product is dispensed, the transaction is complete and the payment
module 124 obtains a notification from the machine of the completed transaction. In some
implementations, the notification includes the amount of the transaction and (optionally)
machine status information associated with the automatic retail machine 122 such as
inventory information as to one or more products of the automatic retail machine 122 and/or

the like.

[0081] After obtaining the first notification, the payment module 124 generates (504)
first transaction information based on the first notification, and the payment module 124
stores the first transaction information. In some implementations, the transaction information
includes a transaction ID for the first transaction, a device ID corresponding to the payment
module 124, a user ID corresponding to the mobile device 104, transaction status information
indicating that the first transaction is complete, and the transaction amount indicated by the
first notification. In some implementations, the payment module 124 retains the authorization
code included in the original broadcasted packet and/or the authorization grant token and
includes the authorization code in the first transaction information. In some implementations,
the authcsrizationv code is encrypted with a secret key correspouding to the payment module
124, which is shared with the server system 108 but not the mobile device 104. In some
implementations, the first transaction information further includes other information such as
the machine status information included in the first notification or transaction information
corresponding to previous interrupted transaction(s). See Figure 10D and the accompanying

text for further discussion regarding the transaction information 1050,
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[0082] The payment module 124 sends (906), via a short-range communication

capability (e.g., BLE), the first transaction information to the mobile device 104.

[0083] The mobile device 104 sends (908), via a long-range communication
capability (e.g., GSM, CDMA, Wi-Fi, or the like), the first transaction information to the

server system 108,

[0084] The server system 108 processes (910) the first transaction information. For
example, the server system 108 debits the account of the user associated with the user ID in

the first transaction information in the amount indicated by the first transaction information.

[0085] The server system 108 sends (912), via a long-range communication capability
(e.g., GSM, CDMA, Wi-Fi, or the like), first acknowledgment information to the mobile
device 104. In some implementations, the first acknowledgment information acknowledges
that the server system 108 received the first transaction information. In some
implementations, the first acknowledgment information includes the user ID, the device ID,
the transaction ID, and (optionally) the authorization grant included in the transaction

information (e.g., the authorization code 1058, Figure 10D),

[0086] After receiving the first acknowledgement information, the mobile device 104
sends (914), via a short-range communication capability (¢.g., BLE), the first

acknowledgment information to the payment module 124.

[0087] After receiving the first acknowledgment information, the payment module

124 deletes {916) the stored first transaction information.

[0088] 1t should be understood that the particular order in which the process in Figure
9 has been described is merely exemplary and is not intended to indicate that the described
order is the only order in which the operations could be performed. One of ordinary skill in
the art would recognize various ways to reorder the operations described herein. Additionally,
it should be noted that details of other processes described herein with respect to other
methods and/or processes described herein (e.g., the process 800 and the method 1200) are
also applicable in an analogous manner to the process 900 described above with respect to

Figure 9.

[0089] Figure 10A is a block diagram of an information packet 1000 broadcast by the
avment module 124 {e.g., in step 802 of the rocess R0O 1 e 81 il h
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some implementations. In some implementations, the information packet 1000 at least
includes: device ID 1002 and authorization code 1004, In some implementations, the
information packet 1000 additionally includes: a current firmware version 1006; one or more

status flags 1008; and zone criteria information 1010.

[0090] In some implementations, the device ID 1002 is a unique identifier

corresponding to the payment module 124 that broadcast the information packet 1000.

[0091] In some implementations, the authorization code 1004 is a hash value in
cleartext. In some implementations, the payment module 124 randomly or pseudo-randomly
generates a number or determines a sequential number (See step 802 of the process 800 in
Figure 8) and performs a predetermined hash function (e.g., SHA-256) on the number to
produce the hash value as the authorization code 1004. In some implementations, the
authorization code 1004 is a unique code that is encrypted with a secret encryption key
corresponding to the payment module 124. The secret encryption key is shared with the
server system 108, which enables the server system 108 to decrypt the authorization code
1004 and encrypt the authorization grant token but not the mobile device 104. In some
implementations, the encryption between server system 108 and payment module 124 is

accomplished by two pairs of public/private keys.

[0092] In some implementations, the firmware version information 1006 identifies a
current firmware version 1012 of the payment module 124. In some implementations, the
firmware version information 1006 also includes update status information 1014 indicating
one or more packets received by the payment module 124 to update the firmware or one or

more packets needed by the payment module 124 to update the firmware.

[0093] In some implementations, the one or more status flags 1008 indicate a state of
the payment module 124 and/or the automatic retail machine 122 to which the payment
module 124 is coupled. In some implementations, the one or more status flags 1008 indicate a
state of the payment module 124 such upload information indicator 1016 indicating that that
the payment module 124 has information to be uploaded to the server system 108 (e.g,,
transaction information for one or more interrupted transactions). In some implementations,
upload information indicator 1016 triggers the mobile device 104 to connect to payment
module 124 immediately (e.g., if it has interrupted transaction information to be uploaded to

the server system 108). In some implementations, the one or more status flags 1008 indicate a
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state of the automatic retail machine 122 including one or more of an error indicator 1018
(e.g., indicating that a bill and/or coin acceptor of the automatic retail machine 122 is
experiencing a jam, error code, or malfunction), a currency level indicator 1020 (e.g,,
indicating that the level of the bill and/or coin acceptor reservoir of the automatic retail
machine 122 is full or empty), and/or inventory level(s) indicator 1022 (e.g., indicating that
one or more products of the avtomatic retail machine 122). In some implementations, the one
or more status flags 1008 are error codes issued by the automatic retail machine 122 over the

MDB.

[0094] In some implementations, the zone criteria information 1010 specifies an
authorization zone criterion 1024 (e.g., a baseline authorization zone threshold indicating a
baseline RSSI that the mobile device 104 (or the application) is required to observe before
being within the authorization zone of the payment module 124) and/or a payment zone
ctiterion 1026 (e.g., a baseline payment zone threshold indicating a baseline RSSI that the
mobile device 104 {or the application) is required to observe before being within the payment
zone of the payment module 124). In some implementations, the baseline authorization zone
threshold and the baseline payment zone threshold are default values determined by the
server system 108 or stored as variables by the application, in which case the authorization
zone criterion 1024 and payment zone criterion 1026 are offsets to compensate for the
strength and/or reception of the short-range communication capability (e.g., BLE
radioftransceiver) of the payment module 124. Alternatively, zone criteria information 1010
includes a spread between the baseline authorization zone threshold and the baseline payment
zone threshold. Thus, the mobile device 104 (or the application) determines the baseline
authorization zone threshold and the baseline payment zone threshold based on the spread
value and a default value for either the baseline authorization zone threshold or the baseline
payment zone threshold. For example, the spread indicates ~-10 db and the default baseline
payment zone threshold is -90 db; thus, the baseline authorization zone threshold is -80 db.
Continuing with this example, after determining the baseline authorization zone threshold and
the baseline payment zone threshold, the mobile device 104 {or the application) may further
adjust the authorization zone threshold and/or the payment zone threshold based on the
strength and/or reception of its short-range communication capability (i.e, BLE

radio/transceiver).
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[0095] Figure 10B is a block diagram of an authorization request 1030 sent by the
mobile device 104 to the system server 108 (e.g., in step 804 of the process 800 in Figure 8)
in accordance with some implementations. In some implementations, the authorization
request 1030 at least includes: a device ID 1002; a user ID 1034; and an authorization code

1004.

[0096] In some implementations, the device ID 1002 is a unique identifier
corresponding to the payment module 124 that broadcast the information packet 1000 that

included the authorization code 1004.

{0097] In some implementations, the user ID 1034 is a unique identifier associated
with the user of the mobile device 104 sending the authorization request 1030 to the server
system 108. In some implementations, the user ID 1034 is assoctated with the user account

under which the user of the mobile device 104 is logged into the application.

[0098] In some implementations, the authorization code 1030 is the authorization
code 1004 included in the information packet 1000 of that was broadcast by the payment
module 124.

[0099] Figure 10C is a block diagram of an authorization grant token 1040 sent by the
server system 108 to the mobile device 104 (e.g., in step B08 of the process 800 in Figure 8)
in accordance with some implementations. In some implementations, in accordance with a
determination that the authorization code 1036 included in the authorization request 1030
from the mobile device 104 is valid and that the user associated with the mobile device 104
has sufficient funds in his/her account for the payment processing system, the server system
108 generates the authorization grant token 1040, In some implementations, the authorization
grant token 1040 at least includes: a device ID 1002; a user ID 1034; an authorized amount
1046, (optionally) an expiration period 1048; and (optionally) the authorization code 1004. In
some implementations, the authorization grant token 1040 is encrypted with the shared secret

key corresponding to the payment module 124.

{00100] In some implementations, the device ID 1002 is a unique identifier
corresponding to the payment module 124 that broadcast the information packet 1000 that

included the authorization code 1004,
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[00101] In some implementations, the user I3 1034 is a unique identifier associated
with the user of the mobile device 104 that sent the authorization request 1030 to the server

system 108.

[00102] In some implementations, the authorized amount 1046 indicates a maximum
amount for which the user of the mobile device 104 is authorized to perform iransaction(s)
using the authorization grant token 1140. For example, the authorized amount 1046 is
predefined by the user of the mobile device 104 or by the server system 108 based on a daily
limit or based on the user’s total account balance or based on a risk profile of the user

associated with the user ID 1034,

[00103] In some implementations, the expiration period 1048 indicates an offset to the
amount of time that the payment module 124 holds the authorization grant token 1040 valid
for initiation of a transaction with the automatic retail machine 122 associated with the
payment module 124. For example, the expiration period 1048 depends on the history and
credit of the user of the mobile device 104 or a period predefined by the user of the mobile

device 104,

[00104] In some implementations, the avthorization grant token 1040 further inclodes
the authorization code 1004 that was included in the authorization request 1030, In some
implementations, when the authorization code 1004 s the hash value, the server system 108
encrypts the authorization grant token 1040 including the hashed value with the shared secret
encryption key associated with the payment module 124. Subsequently, when the mobile
device 104 sends the authorization grant token 1040 to the payment module 124 after
detecting a trigger condition, the payment module 124 decrypts the authorization grant token
1040 using the secret key known only to the server system 108 and the payment module 124
(which authenticates the message and the authorization grant), and then matches the hash
value included in the decrypted authorization grant token 1040 to previously broadcast valid
(i.e., unexpired and un-used) hash values (e.g., stored authorization codes) to determine the

validity of the hash value (which was known only by the payment module 124).

[00105] Figure 10D is a block diagram of transaction information 1050 generated by
the payment module 124 (e.g., in step 904 of the process 900 in Figure 9) in accordance with
some implementations. In some implementations, the transaction information 1050 includes:

a transaction I 1052 for the respective transaction; a device ID 1054; a user ID 1056;
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(optionally) the authorization code 1058; transaction status information 1060; the transaction
detail information 1062; and miscellaneous information 1064. In some implementations, the
transaction information 1050 is encrypted with the shared secret key corresponding to the

payment module 124,

[00106] In some implementations, the transaction ID 1052 is a unique identifier
corresponding to the respective transaction. In some implementations, the transaction ID
1052 1s encoded based on or associated with the time and/or date on which and the location at

which the respective transaction took place.

[00107] In some implementations, the device ID 1054 is a unique identifier

corresponding to the payment module 124 that performed the respective transaction.

[00108] In some implementations, the user ID 1056 is an identifier associated with the

user of the mobile device 104 that initiated the respective transaction.

[00109] In some implementations, the authorization code 1058 corresponds to the
original authorization code (e.g., the auth code 1004, Figures 10A-10C) and/or authorization
grant token (e.g., the auth grant token 1040, Figure 10C) that was used to initiate the
respective transaction. In some implementations, the authorization code 1056 is encrypted

with a unique encryption key corresponding to the payment module 124

00110} In some implementations, the transaction status information 1060 includes an
indication whether the respective iransaction was completed, not-completed, or aborted. For
example, the respective transaction is incomplete if a jam occurred at the automatic retail
machine 122 and the user did not receive the product associated with the respective
transaction. For example, if the user walks away from the automatic retail machine 122 after
money was credited for the respective transaction, the respective transaction is aborted. In
another example, if respective transaction times out after a predetermined time period
because the user failed to select a product at the automatic retail machine 122, the respective
transaction is aborted. In another example, if the user actuates a bill or coin return mechanism

of the automatic retail machine 122, the respective transaction is aborted.

{00111} In some implementations, the transaction detail information 1062 indicates the
amount of the respective transaction or the amount of each of multiple transactions {(e.g., ina

multi-vend scenario). In some implementations, the transaction detail information 1062 also
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indicates other information related to the respective transaction such as the items dispensed
by the gutomatic retail machine 122 and the type of transaction {e.g., coins, bills, credit card,

manual mode, hands-free mode, etc.).

[00112] In some implementations, the miscellaneous information 1064 includes other
information related to the payment module 124 and/or the automatic retail machine 122 to
which the payment module 124 is coupled. For example, the miscellaneous information 1064
includes a verification request to the server system 108 in order to implement new firmware.
In another example, the miscellaneous information 1064 incluodes transaction information
from one or more previous interrupted transactions. In another example, the miscellaneous
information 1064 includes transaction information for one or more past hard currency
transactions and/or other cashless transactions (e.g., paid with a credit card or bank card at the
automatic retail machine 122). In another example, the miscellaneous information 1064
includes inventory information as to one or more products of the automatic retail machine

122,

[00113] Attention is now directed towards implementations of user interfaces (“Uls”)
and associated processes that may be implemented on a mobile device 104 with zero or more
speakers 1102, zero or more microphones 1104, and a display 1106. For example, the display
1106 is a touch screen (sometimes also herein called a “touch screen display”) enabled to
receive one or more contacts and display information {e.g., media content, websites and web
pages thereof, and/or user interfaces for application(s) 326). Figures 11A-11G illustrate
exemplary user interfaces for facilitating displaying promotional offers in accordance with

some implementations.

[00114] Although some of the examples that follow will be given with reference to
inputs on a touch screen (where the touch sensitive surface and the display are combined), in
some implementations, the device detects inputs on a touch-sensitive surface that is separate
from the display. In some implementations, the touch sensitive surface has a primary axis that
corresponds to a primary axis on the display. In accordance with these implementations, the
device detects contacts with the touch-sensitive surface at locations that correspond to
respective locations on the display. In this way, user inputs detected by the device on the
touch-sensitive surface are used by the device to manipulate the user interface on the display

of the device when the touch-sensitive surface is separate from the display. It should be
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understood that similar methods are, optionally, used for other user interfaces described

herein.

[00115] Additionally, while the following examples are given primarily with reference
to contacts (e.g., finger inputs such as finger contacts, finger tap gestures, finger swipe
gestures, etc.), it should be understood that, in some implementations, one or more of the
contacts are replaced with input from another input device (e.g., a mouse-based, stylus-based,
or physical button-based input). For example, a swipe gesture is, optionally, replaced with a
mouse click (e.g., instead of a contact) followed by movement of the cursor along the path of
the swipe (e.g., instead of movement of the contact). As another example, a tap gesture is,
optionally, replaced with a mouse click while the cursor is located over the location of the tap
gesture (e.g., instead of detection of the contact followed by ceasing to detect the contact) or
depression of g physical button. Similarly, when multiple user inputs are simultaneously
detected, it should be understood that multiple computer mice are, optionally, used

simultaneously, or a mouse and finger contacts are, optionally, used simultaneously.

[00116] Figures 11A-11G show user interface 1108 displayed on respective mobile
device 104 (e.g., a mobile phone associated with a user) for an application associated with the
payment processing system 100; however, one skilled in the art will appreciate that the user
interfaces shown in Figures 11A-11G may be implemented on other similar computing
devices. The user interfaces in Figures 11A-11G are used to illustrate the processes described
herein, including the method described with respect to Figures 12A-12C. One of ordinary
skill in the art will appreciate that the following user interfaces are merely examples.
Moreover, one of ordinary skill in the art will appreciate that additional affordances and/or
user interface elements, or that fewer affordances and/or user interface elements may be used

in practice.

[00117] Figure 11A iHustrates the mobile device 104 displaying a transaction initiation
screen 1110 for 8th floor snack machine. In Figure 11A, the transaction initiation screen 1110
includes a sequence of indicators 1116 showing that 8th floor snack machine is one of three
automatic retail machines with which the user is authorized to initiate a transaction. For
example, the user of the mobile device 104 is able to access the second of the three automatic
retail machines by performing a lefi-to-right swipe gesture on the user interface 1108 {or
alternatively a right-to-left swipe gesture) and the first second the three automatic retail

machines by performing a right-to-left swipe gesture on the user interface 1108 (or
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alternatively a left-to-right swipe gesture). The user of the mobile device 104 is able to access
settings and/or a home screen of the application by selecting affordance 1112 (e.g., with a tap
gesture), and the user of the mobile device 104 is able to refresh the transaction initiation

screen 1110 by selecting affordance 1114 {e.g., with a tap gesture).

{00118] Figure 11 A also shows that the user of the mobile device 104 has a prepaid
balance of $100.00. The user of the mobile device 104 is able to initiate a transaction with the
8th floor snack machine by performing an upward swipe gesture originating from region
1120 of the transaction initiation screen 1110. The user of the mobile device 104 is able to
access special promotional offers by selecting “Special Offers” region 1122 (e.g., with a tap
gesture), and the user of the mobile device 104 is able to “like” or favorite the 8th floor snack
machine by selecting affordance 1124 (e.g., with a tap gesture). Figure 11A also illustrates
the mobile device 104 detecting contact 1140 at a location corresponding to “Special Offers”

region 1122

[00119] Figure 11B illustrates the mobile device 104 displaying a special offers screen
1130 for the 8th floor snack machine. In Figure 11B, the special offers screen 1130 includes:
a first region that corresponds to “Offer A” 1152 on product A accompanied by image A of
product A; a second region that corresponds fo “Offer B” 1154 on product A accompanied by
image A of product A; and a third region that corresponds to “Offer C” 1156 on product B
accompanied by image B of product B. The special offers screen 1130 also includes refresh
affordance 1151, which, when activated (e.g., via a tap gesture), causes the special offers
screen 1130 to be refreshed. In Figure 11B, none of Offers A, B, C are currently selected. The
user of the mobile device 104 is able to select “Offer A” 1152 by performing a gesture (e.g., a
tap gesture) on selection affordance 1153, Similarly, the user of the mobile device 104 is able
to select “Offer B” 1154 by performing a gesture (e.g., a tap gesture) on selection affordance
1155 or “Offer C” 1156 by performing a gesture (e.g., a tap gesture) on selection affordance
1157. The user of the mobile device 104 is also able to dismiss or delete any of Offers A, B,
or C by performing a right-to-left swipe gesture (or a left-to right swipe gesture in other
implementations) in a corresponding region. Figure 11B also illustrates the mobile device

104 detecting a right-to-left swipe gesture within the second region corresponding to “Offer

B” 1154 with contact 1160 moving from a first location 1162-a to a second location 1162-b.

100120} In some implementations, the special offers screen 1130 further includes a

fourth region corresponding to “No Selected Offer.” For example, the user of the mobile
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device 104 may view the promotional offers on the special offers screen 1130 but not wish to
apply any of them fo a future transaction with the 8th floor snack machine. As such, the user
of the mobile device 104 may select the “No Selected Offer” region {(e.g., with a tap gesture),
and, in response, the mobile device 104 re-displays the transaction initiation screen 1110 as

shown in Figure 11A.

{00121} Figure 11C illustrates the mobile device 104 displaying delete affordance 1164
within the second region corresponding to “Offer B” 1154 in response to detecting the right-
to-left swipe gesture in Figure 11B. The delete affordance 1164, when activated, (e.g., viaa
tap gesture), causes “Offer B” 1154 to be deleted from the special offers screen 1130. Figure
11C also illustrates mobile device 104 detecting contact 1166 at a location corresponding to

delete affordance 1164,

[00122] Figure 11D illustrates the mobile device 104 ceasing to display “Offer B”
1154 within the special offers screen 1130 in response to detecting selection of delete
affordance 1164 in Figure 11C. Figure 11D also illustrates mobile device 104 detecting
contact 1168 at a location corresponding to selection affordance 1153 for “Offer A” 1152.
Alternatively, in some implementations, the user of the mobile device may not wish to apply
any of the offers to a future transaction with the 8th floor snack machine. As such, the user
may select the affordance 1112 {e.g., with a tap gesture) or perform a predefined gesture on
the special offers screen 1130 to re-display the transaction initiation screen 1110 as shown in

Figure 11A.

[00123] Figure 11E shows that selection affordance 1153 is selected in response to
detecting selection of selection affordance 1153 in Figure 11D. In some implementations, a
transaction with the 8th floor snack machine is automatically initiated in response to
detecting selection of selection affordance 1153 in Figure 11D. In other implementations,
after detecting selection of selection affordance 1153 in Figure 11D, the mobile device 104
re-displays the transaction initiation screen 1110 {(as shown in Figure 11A) and the
transaction with the 8th floor snack machine is initiated in response to detecting upward

swipe gesture originating from region 1120 of the transaction initiation screen 1110,

[00124] Figure 11F illustrates the mobile device 104 displaying a product code screen
1170, which prompts the user of the mobile device 104 to obtain the product code (e.g., UPC
code, SKU, or the like) for product A so as to validate Offer A” 1152 selected in Figure 11D.
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The product code screen 1170 also includes a product code scanner window 1172 for
capturing an image of product A and/or scanning the product code of product A. In Figure
11F, UPC code 1174 (e.g., the product code) of product A (e.g., a candy bar), which is in the
field of view of a camera of the mobile device 104, is shown within the product code scanner
window 1172. For example, the user of the mobile device 104 is able to capture the image of
product A (including the UPC code 1174 within the current field of view) or scan the UPC
code 1174 by tapping within product code scanner window 1172, issuing an audible
command, depressing a predetermined physical button of the mobile device 104, or the like.
Figure 11F also shows that the user of the mobile device 104 has a prepaid balance of $99.00,
which is $1.00 less than the amount shown in Figures 11A-11E due to purchase of product A.

[00125] Figure 11G illustrates the mobile device 104 displaying an offer validation
screen 1180. In some implementations, the mobile device 104 displays the offer validation
screen 1180 after the user completes the transaction with the 8th floor snack machine and the
server validates the product code information (e.g., the UPC scanned in Figure 11F). In
Figure 11G, the offer validation screen 1180 indicates that the “Offer A” 1152 was validated
and that the user’s balance was credited $0.25. Figure 11G also shows that the user of the
mobile device 104 has a prepaid balance of $99.25, which is $0.25 more than the amount
shown in Figure 11G due to validation of the “Offer A” 1152 and a credit of $0.25 for the
“Offer A” 1152.

{00126] Figures 12A-12C illustrate a flowchart diagram of a method 1200 of providing
and handling promotional offers for an automatic retail machine in accordance with some
implementations. In some implementations, method 1200 is performed by a mobile device
with a display, one or more processors, and memory. For example, in some implementations,
method 1200 is performed by mobile device 104 (Figures 1-2) or a component thereof (e.g.,
the client-side module 102, Figures 1-2). In some implementations, method 1200 is governed
by instructions that are stored in a non-transitory computer readable storage medium and the
instructions are executed by one or more processors of the mobile device. Some operations in
the method 1200 are, optionally, combined and/or the order of some operations is, optionally,

changed.

[00127] In some implementations, the payment processing system 100 (Figure 1)
includes the mobile device 104, which performs the method 1200, a server system 108, and a

payment module 124 coupled with an automatic retail machine 122. An instance of the client-
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side module 102 (e.g., as an application) is executed on the mobile device 104 as a
foreground or background process to access and communicate with other devices (e.g., the
server 108 and the payment module 124) in the payment processing system 100. The server
108 manages the payment processing system 100 and, in some cases, is associated with an

entity that supplies, operates, and/or manufactures the payment module 124,

[00128] In some implementations, prior to displaying the one or more promotional
offers, the mobile device (1202). obtains an information packet broadcast by a payment
module coupled with a automatic retail machine, where the information packet at least
includes an authorization code and a unique identifier corresponding to the payment module;
send a transaction authorization request to a server, where the transaction authorization
includes the authorization code and the unique identifier corresponding to the payment
module; and, in response to the transaction authorization request, receive authorization
information from the server that includes an authorization grant token for initiating a
transaction with the automatic retail machine coupled with the payment module and the one
or more promotional offers from the server. As discussed in the process 800, the mobile
device 104 or a component thereof (e.g., the broadcast obtaining module 230, Figure 2)
receives the information packet broadcast by the payment module 124 which at least includes
an authorization code and an identifier associated with the payment module 124.
Subsequently, the mobile device 104 or a component thereof (e.g., the transaction
authorization module 232, Figure 2) sends the authorization code to the server 108 to pre-
authorize a transaction with the automatic retail machine 122 to which the payment module
124 is coupled. In accordance with a determination that the server 108 pre-authorizes the
potential transaction, the mobile device 104 or a component thereof (e.g., the transaction
authorization module 232, Figure 2) receives an authorization grant token for performing a
transaction with the automatic retail machine 122, In some implementations, the mobile
device 104 stores the authorization grant token (e.g., in user data 265, Figure 2) until a trigger
condition for initiating the transaction with the automatic retail machine 122 is detected (e.g.,
by the trigger detecting module 236, Figure 2). In some implementations, the trigger
condition is satisfied when the mobile device 104 detects a user input on the user interface
displayed by the mobile device 104. For example, with reference to Figure 11A, a transaction
is initiated between the user of the mobile device 104 and the &th floor snack machine when
the mobile device 104 detects an upward swipe gesture originating from region 1120 of the

user interface 1108. In another example, with reference to Figure 11D, a transaction is
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initiated between the user of the mobile device 104 and the 8th floor snack machine when the

mobile device 104 detects selection of Offer A 1152 with contact 1166,

[00129] In some implementations, the mobile device further includes (1204) a first
transceiver associated with a short-range communication protocol and a second transceiver
associated with a long-range communication protocol. The mobile device communicates with
the payment module via the first transceiver, and the mobile device communicates with the
server via the second transceiver. For example, the short-range communication protocol is
BLE, NFC, or the like, and the long-range communication protocol is GSM, CDMA, Wi-Fi,
or the like.

[00130] The mobile device displays (1206) one or more promotional offers on the
display. In some implementations, the mobile device 104 only displays promotional offers for
products which the user has a sufficient balance. For example, a soda costs $2.00 and there is
a promotion for $0.50 off, however, the user has a balance of only $1.00. In this example, the
mobile device forgoes displaying the promotion for the soda. Figure 11B, for example, shows
the mobile device 104 displaying special offers screen 1130 for the 8th floor snack machine.
In Figure 11B, the special offers screen 1130 includes: a first region that corresponds to
“Offer A” 1152 on product A accompanied by image A of product A; a second region that
corresponds to “Offer B” 1154 on product A accompanied by image A of product A; and a
third region that corresponds to “Offer C” 1156 on product B accompanied by image B of
product B. Alternatively, in some implementations, a respective one of the one or more
promotional offers is applied automatically after the user completes a transaction, and the
mobile device prompts the user to provide the product code corresponding to the respective
promotion. In some implementations, one or more advertisements are displayed in place of

the one or more selectable promotional offers.

{00131} In some implementations, one of the one or more promotional offersis a
“reward” for a product or service that is not associated with the automatic retail machine 122
(i.e., an out-of-band offer). For example, if the user purchases a particular product, he/she
will receive a link via email for a free download (e.g., a song, video, stc.}, in-app credit (e.g.,
$2.00 for purchases within a digital media marketplace or a $2.00 credit for in-app purchases
for a game), or the like. This may or may not require validation of product. For example, buy
any product now from this machine and get a link to a $1.00 off coupon via email or text for

a case of soda from a retail store. In some implementations, the offer might be an “additional
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sale” this is an out-of-band offer. For example, purchase XYZ Cola now, and get a case of
XY7Z Cola from a store for only $1.50 with & coupon to be mailed to your email address. In
another example, purchase ABC Chips now, and get a special discount offer to buy a cool T-
shirt for $5.00. In this example, $5.00 is added to transaction price and the user is sent an

email regarding redemption and shipping of the cool the T-shirt.

(00132} In some implementations, the user is able to dismiss or delete offers and the
mobile device 104 sends this information to the server 108 for analytics purposes. In one
example, Figure 11C shows the mobile device 104 displaying delete affordance 1164 within
the second region corresponding to “Offer B” 1154 in response to detecting the right-to-left
swipe gesture in Figure 11B. Continuing with this example, Figure 11D shows the mobile
device 104 ceasing to display “Offer B” 1154 within the special offers screen 1130 in

response to detecting selection of delete affordance 1164 in Figure 11C.

[00133] In some implementations, the one or more promotional offers are identified
(1208) based on at least one of: a unique identifier corresponding to the payment module, at
feast one of the current time and date, a location of the automatic retail machine, a location of
the mobile device, and a unique identifier corresponding to the user of the mobile device. In
some implementations, the server 108 or a component thereof (e.g., offer determining module
328, Figure 3) determines/identifies the one or more promotional offers based on the current
time/date, current location, device ID associated with the payment module, user ID associated
with the user of the mobile device, and the like. In some implementations, the mobile device
104 or a component thereof (e.g., the offer(s) module 234, Figure 2) determines/identifies the
one or more promotional offers from a pre-stored collection of offers based on the current
time/date, current location, device ID associated with the payment module, user ID associated
with the user of the mobile device, and the like. For example, the mobile device 104
identifies the one or more promotional offers from the offers database 266 which includes

offers sent by the server 108 at a prior time such as a part of an update to the application.

[00134] In some implementations, the promotional offers are identified based on the
products stocked in the automatic retail machine 122 or past behavior (e.g., previous offers
selected by the user, previous offers deleted by the user, previous offers not selected by the
user, etc.). For example, side-by-side are separate snack and soda vending machines. The user
buys a soda first. Then, when the user goes to transact with the snack machine, the user is

presented with an offer for a particular product {(e.g., to enable cross promotions between
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soda and snack distributors). Alternatively, the offers could be based on what a user did not

select from the soda machine or offers that were actively deleted before.

[00135] In some implementations, the provider of the server 108 and payment module
124 manages a promotion marketplace to facilitate placing of promotional offers by
manufacturers and distributors of products and to also facilitate competition between various
product manufacturers and distributors. For example, a distributor or manufacturer of a
product may place a promotional offer for $0.25 off on a particular item in all applicable
community colleges in California on Thursdays between 2:00 and 4:00 PM PDT. In another
example, a distributor or manufacturer of a product may place a promotional offer for 50%
off on the product on the day the product expires {(e.g., to sell perishable sandwiches or the
like) for all applicable automatic retail machines. In some implementations, cross-
promotional offers or complex promotional offers may also be placed whereby a user gets a
credit (e.g., a rebate) for purchasing a particular drink and snack combination where each are

manufactured or distributed by different entities.

[00136] In some implementations, a promotional offer on all items in automatic retail
machines on a entity’s campus (essentially a subsidy) is only available to select users. For
example, all attorneys and staff at a law firm are given a subsidized rate on snacks but
cleaning persons do not benefit from said subsidized rate. In ancther example, all full-time
employees are given a subsidized rate on snacks but temporary workers do not benefit from

said subsidized rate.

[00137] In some implementations, variable pricing is enacted whereby the base price
of items changes and promotion offers may be added in addition to the variable pricing
scheme. For example, a distributer wishes to decrease the price on all items in applicable
machines during the off-peak hours (e.g., 9:00 PM — 6:00 AM). Therefore, after a transaction
is completed, the server 108 will only charge a user the decreased price, and, after the server
processes and accounts for the transaction, transaction acknowledgment information
displayed at the mobile device 104 will indicate that the user was only charged the decreased

price and not the price shown at the automatic retail machine 122.

[00138] The mobile device detects (1210) a user input selecting a respective
promotional offer of the one or more promotional offers. For example, the user inputis a

touch input, voice input, or the like. Figure 11D, for example, shows the mobile device 104
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detecting selection of selection affordance 1153 for “Offer A” 1152, and Figure 11E shows
that selection affordance 1153 is selected in response to detecting selection of selection
affordance 1153 in Figure 11D. In some implementations, the respective promotional offer is
a negative one, such as a donation to ATDS research, that adds a selected amount to the user’s
next transaction. Alternatively, in some implementations, the respective promotional offer is
a negative one whereby the transaction is rounded up to the nearest dollar, where additional

amount is donated to a Cancer research foundation.

[00139] The mobile device initiates (1212) performance of a transaction with an
automatic retail machine coupled with a payment module, where the transaction corresponds
to purchase of a product stocked by the automatic retail machine. In some implementations,
the transaction is initiated in response to selection of the respective promotional offer (i,
one-click transaction initiation process). For example, a transaction with the 8th floor snack
machine is automatically initiated in response to detecting selection of selection affordance
1153 in Figure 11D. In other implementations, after the user selects an offer the user
performs an action to initiate a transaction with the automatic retail machine (i.e,, a two-step
transaction initiation process). For example, after detecting selection of selection affordance
1153 in Figure 11D, the mobile device 104 re-displays the transaction initiation screen 1110
(as shown in Figure 11A) and the transaction with the 8th floor snack machine is initiated in
response to detecting upward swipe gesture originating from region 1120 of the transaétion

initiation screen 1110,

{00140} In some implementations, performance of the transaction with the automatic
retail machine coupled with the payment module is initiated (1214) by sending the
authorization grant token to the payment module, where the authorization grant token
includes the authorization code included in the broadcast information packet. In some
implementations, initiating performance of the transaction includes the mobile device 104 or
a component thereof (e.g., the transaction initiating module 238, Figure 2) sending the stored
authorization grant token to the payment module 124 for payment and the user manually
selects a product using the user interface of the automatic retail machine 122. As such, the
automatic retail machine 122 knows nothing about the selected promotional offer — it only
knows that the user sent it 8 payment. For example, the automatic retail machine 122 returns
transaction and product information that is passed to the mobile device 104 by the payment

module 124 but it cannot determine or state in any way if it is a product that corresponds to
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the offer. For example, the transaction completion notification indicates “I vended E3 for

$1.00”.

[00141] The mobile device receives (1216) a transaction completion notification from
the payment module, where the transaction completion notification indicates that the product
corresponding to the selected respective promotional offer was vended by the automatic retail
machine. In some implementations, the mobile device 104 or a component thereof (e.g., the
transaction completion notification receiving module 240, Figure 2) receives transaction
comptletion notification (e.g., the transaction status information, the transaction detail
information, the other miscellaneous information regarding the respective payment module
124 and/or the automatic retail machine 122 to which the respective payment module 124 is
coupled, and/or the like) from the payment module 124 after the user manually selects a
product using the user interface of the automatic retail machine 122. In some
implementations, the transaction completion notification includes the good/service associated
with the transaction, the current inventory of the automatic retail machine 122, information
associated with one or more previous cash transactions, information associated with one or
more interrupted transactions handled by the payment module 124, and/or other information
associated with the automatic retail machine 122 such as error or maintenance states. In some
implementations, the payment module 124 sends an error message in place of the transaction
completion notification when the transaction is aborted or an error occurs during the

transaction such as unavailability of a requested good/service or a vending jam.

100142] In response to receiving the transaction completion notification, the mobile
device provides (1218) a prompt to the user of the mobile device to obtain a product code for
the vended product to validate the respective promotional offer. In some implementations, the
mobile device 104 or a component thereof {e.g., the product code processing module 242,
Figure 2) displays a scanning interface for capturing the product code of the vended item
after receiving the transaction completion notification. Figure 11F, for example, shows the
mobile device 104 displaying a product code screen 1170, which prompts the user of the
mobile device 104 to obtain the product code {e.g., UPC code, SKU, or the like) for product
A s0 as to validate Offer A” 1152 selected in Figure 11D. The product code screen 1170 also
includes a product code scanner window 1172 for capturing an image of product A and/or
scanning the product code of product A. In Figure 11F, the UPC code 1174 of product A

(e.g., a candy bar), which is in the field of view of a camera of the mobiie device 104, is
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shown within the product code scanner window 1172, For example, the user of the mobile
device 104 is able to capture the image of product A (including the UPC code 1174 within
the current field of view) or scan the UPC code 1174 by tapping within product code scanner
window 1172, issuing an audible command, depressing a predetermined physical button of

the mobile device 104, or the like.

[00143] In other implementations, the mobile device 104 or a component thereof (e.g.,
the product code processing module 242, Figure 2) displays a pop-up message or banner
notification on the display prompting the user of the mobile device 104 to manually enter or
otherwise obtain the product code of the vended item. In other implementations, the mobile
device 104 or a component thereof (e.g., the product code processing module 242, Figure 2)
provides an audible tone, a vocal prompt, or a sequence of tactile/haptic vibrations prompting
the user of the mobile device 104 to enter or otherwise obtain the product code of the vended

item.

[00144] The mobile device obtains (1220) the product code for the vended product.
For example, the user enters the barcode character-by-character, scans the barcode, or simply
captures an image of the barcode. In some implementations, the mobile device 104 or a
component thereof (e.g, the product code processing module 242, Figure 2) receives the

product code.

[00145] In some implementations, obtaining the product code further comprises
{1222): capturing an image of the product that includes the product code; and extracting the
product code from the captured image. In some implementations, obtaining the product code
further comprises (1224): scanning the product code of the product with a scanner unit of the
mobile device. For example, the user of the mobile device 104 is able to access a product
code capture plug-in from within the application associated with the payment processing
system 100 {e.g., the product code processing module 242, Figure 2) which enables the user
to capture an image of the product with the product code in the field of view or scan the
product code of the product. In this example, the mobile device 104 extracts the product code
from the captured image and sends the extracted product code to the server 108 or,
alternatively, the mobile device 104 sends the captured image to the server 108 where the
product code is extracted. In another example, the user of the mobile device 104 is able to
manually enter the product code from within the application {e.g., via a virtual keypad) or via

a website associated with the payment processing system 100.
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[00146] After obtaining the product code, the mobile device transmits (1226) the
product code to the server. In response to transmitting the product code, the mobile device:
receives promotion validation information from the server; and displays the promotion
validation information on the display, where the promotion validation information indicates
whether the respective promotion offer was validated. In some implementations, the mobile
device 104 or a component thereof (e.g., the product code prdcessing module 242, Figure 2)
either validates the obtained product code or sends the obtained product code to the server
108 for validation. In some implementations, the mobile device 104 or a component thereof
(e.g., the information relaying module 244, Figure 2) sends the transaction completion
notification or a portion thereof to the server 108 regardless of whether the user follows the
prompt and the mobile device 104 ultimately obtains the product code. In some
implementations, the server 108 determines whether conditions for the respective
promotional offer have been based on the transaction and the product code. For example, the
server 108 determines whether the proper product code was obtained for the respective
promotional offer, whether the respective promotional offer has expired, whether the user has
fulfilled a buy N items get one free condition, whether the user has fulfilled cross-promotion
condition, and/or the like. In some implementations, the offer is validated and applied by the

server 108 to the user’s account.

[00147] In some implementations, the mobile device 104 of a component thereof {e.g.,
the offer validation module 246, Figure 2) receives and displays the promotion validation
information. For example, the promotion validation information indicates whether the offer
was validated and an updated user balance/transaction listing. Figure 11G, for example,
shows the mobile device 104 displaying an offer validation screen 1180, which indicates that
the “Offer A” 1152 was validated and that the user’s balance was credited $0.25. Figure 11G
also shows that the user of the mobile device 104 has a prepaid balance of $99.25, which is
$0.25 more than the amount shown in Figure 11G due to validation of the “Offer A” 1152
and a credit of $0.25 for the “Offer A” 1152. For example, when the user gets a fifth
purchased product free and the product that was the subject of the instant transaction was
only the first item purchased, the promotion validation information indicates that the user
must buy 3 more of the product before he/she gets a free product. In some implementations,
the promotion validation information includes a coupon for a product or service that is not
associated with the automatic retail machine 122 For example, the user is emailed a coupon

for $5 off an amusement park for purchasing a soda.
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[00148] In some implementations, after obtaining the product code, the mobile device
determines (1228) whether a predetermined time period has expired. In accordance with a
determination that the time period has expired, the mobile device provides a notification to
the user of mobile device indicating that the respective promotional offer has expired. In
accordance with a determination that the time period has not expired, the mobile device
transmits the product code to the server. In some implementations, the predetermined time
period corresponds to the time between (A) initiating performance of the transaction or
prompting for the product code, (B) obtaining the product code or some other time period.
For example, the mobile device 104 must receive the product code within 5 minutes of the
prompt or within 5 minutes of initiation of the transaction. In some implementations, this may
occur hours or even days later. In some implementations, a predetermined proximity between
a first location where the transaction was initiated and a second location where the product

code was obtained is used in addition to or in place of the predetermined time period.

[00149] In some implementations, the application associated with the payment
processing system 100 has a coupon plug-in whereby the user of the mobile device 104 is
able to scan a coupon after completing a transaction for a product and also scan the product

code of the product to get a post hoc rebate for the transaction.

[00150} In some implementations, the promotion validation information indicates
{1230) the price of the product after the application of the respective promotional offer. For
example, the mobile device 104 displays the total deducted from the user’s account or
charged to the user’s linked bank card after application of the promotional offer to the base
purchase price included in the notification completion information. Figure 11G, for example,
shows that the user of the mobile device 104 has a prepaid balance of $99.25, which is $0.25
more than the amount shown in Figure 11G due to validation of the “Offer A” 1152 and a

credit of $0.25 for the “Offer A” 1152,

[00151] In some implementations, the mobile device transmits (1232) the transaction
completion notification to the server. In some implementations, the mobile device 104 or a
component thereof (e.g., the information relaying module 244, Figure 2) sends the transaction
completion notification (e.g., the transaction status information, the transaction detail
information, the other miscellaneous information regarding the respective payment module
124 and/or the automatic retail machine 122 to which the respective payment module 124 is

coupled, and/or the like) or a portion thereof to the server 108 prior to sending the product
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code or along with the product code. In some implementations, the transaction completion
notification or a portion thereof is sent to the server 108 regardless of whether the user

follows the prompt and the mobile device ultimately obtains the product code.

[00152] It should be understood that the particular order in which the operations in
Figures 12A-12C have been described is merely exemplary and is not intended to indicate
that the described order is the only order in which the operations could be performed. One of
ordinary skill in the art would recognize various ways to reorder the operations described
herein. Additionally, it should be noted that details of other processes described herein with
respect to other methods and/or processes described herein (e.g., the processes 800 and 900)
are also applicable in an analogous manner to method 1200 described above with respect to

Figures 12A-12C.

[00153] While particular implementations are described above, it will be understood it
~ is not intended to limit the application to these particular implementations. On the contrary,
the application includes alternatives, modifications and equivalents that are within the spirit
and scope of the appended claims. Numerous specific details are set forth in order to provide
a thorough understanding of the subject matter presented herein. But it will be apparent to
one of ordinary skill in the art that the subject matter may be practiced without these specific
details. In other instances, well-known methods, procedures, components, and circuits have
not been described in detail so as not to unnecessarily obscure aspects of the

implementations.
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WHAT IS CLAIMED IS:

1. A method, comprising:
at 2 mobile device including a display, one or more processors, and memory:

displaying one or more promotional offers on the display;

detecting a user input selecting a respective promotional offer of the one or
more promotional offers;

initiating performance of a transaction with an automatic retail machine
coupled with a payment module, wherein the transaction corresponds to purchase of a
product stocked by the automatic retail machine;

receiving a transaction completion notification from the payment module,
wherein the transaction completion notification indicates that the product corresponding to
the selected respective promotional offer was vended by the automatic retail machine;

in response to receiving the transaction completion notification, providing a
prompt to the user of the mobile device to obtain a product code for the vended product to
validate the respective promotional offer;

obtaining the product code for the vended product;

after obtaining the product code, transmitting the product code to the server;
and,

in response to transmitting the product code:

receiving promotion validation information from the server; and
displaying the promotion validation information on the display,

wherein the promotion validation information indicates whether the respective promotion

offer was validated.

2. The method of claim 1, wherein the one or more promotional offers are identified
based on at least one of a unique identifier corresponding to the payment module, at least
one of a current time and date, a location of the automatic retail machine, a location of the

mobile device, and a unique identifier corresponding to the user of the mobile device.

3. The method of any one of claims 1-2, further comprising:
prior to displaying the one or more promotional offers:
obtaining an information packet broadcast by the payment module coupled
with the automatic retail machine, wherein the information packet at least includes an

authorization code and a unique identifier corresponding to the payment module;
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sending a transaction authorization request to a server, wherein the transaction
authorization includes the authorization code and the unique identifier corresponding to the
payment module; and,

in response to the transaction authorization request, receiving authorization
information from the server that includes an authorization grant token for initiating a
transaction with the automatic retail machine coupled with the payment module and the one

or more promotional offers from the server.

4, The method of claim 3, wherein performance of the transaction with the automatic
retail machine coupled with the payment module is initiated by sending the authorization
grant token to the payment module, wherein the authorization grant token includes the

authorization code included in the broadcast information packet.

5. The method of claim 1, wherein obtaining the product code further comprises:
capturing an image of the product that includes the product code; and

extracting the product code from the captured image.

6. The method of claim 1, wherein obtaining the product code further comprises:

scanning the product code of the product with a scanner unit of the mobile device

7. The method of any one of claims 1, 2, and 4-6, wherein the promotion validation
information indicates the price of the product after the application of the respective

promotional offer.

8, The method of any one of claims 1, 2, and 4-6, further comprising:

after obtaining the product code, determining whether a predetermined time period
has expired;

in accordance with a determination that the time peried has expired, providing a
notification to the user of mobile device indicating that the respective promotional offer has
expired; and,

in accordance with a determination that the time period has not expired, transmitting

the product code to the server.

9. The method of any one of claims 1, 2, and 4-6, further comprising:

transmitting the transaction completion notification to the server.
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10. The method of any one of claims 1, 2, and 4-6, wherein the mobile device further
includes a first transceiver associated with a short-range communication protocol and a

second transceiver associated with a long-range communication protocol.

11, A mobile device, comprising:

a display;

one or more processors; and

memory storing one or more programs to be executed by the one or more processors,
the one or more programs comprising instructions for performing the method of any one of

claims 1-10.

12. A non-transitory computer readable storage mediurm storing one or more programs,
the one or more programs comprising instructions, which, when executed by a mobile device
with a display and one or more processors, cause the computing device to perform the

method of any one of claims 1-10.
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1200

;At a mobile device including a display, one or more processors, and memory: ﬂrizoz
] Prior to displaying the one or more promotional offers: i

% Obtain an information packet broadcast by a payment module

| coupled with an automatic retail machine, where the information packet at

| least includes an authorization code and a unigue identifier corresponding to
{ the payment module;

|
}
i
|
} Send a transaction authorization request to a server, where the |
{ transaction authorization includes the authorization code and the unique }
|
|
i
!
!
|

identifier corresponding to the payment module; and,

}

i in response to the transaction authorization request, receive

| authorization information from the server that includes an authorization grant
token for initiating a transaction with the automatic retail machine coupled with
the payment module and the one or more promotional offers from the server

E The mobile device further includes a first transceiver associated 1204
§ with a short-range communication protocol and a second transceiver. |

| associated with a long-range communication protocol, ]

!
|

The mobile device communicates with the payment module via

.o p, o RS - KRR AR - -

§
H
| |
, The mobile device communicates with the server via the second |
ijransceiver ]

Dispiay one or more promotional offers on the display | 1206

| The one or more promotional offers are identified based on at leastone | L.

| of: : iw 1208
f A unique identifier corresponding fo the payment module, !
i At least one of the current time and date, E
5 A location of the automatic retail machine, ;
i |
| |

A location of the mobile device, and
A unique identifier corresponding to the user of the mobile device

A
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Detect a user input selecting a respective promotional offer of the one or more 1210

promotional offers

!

Initiate perfovrmance of a transaction with an automatic retail machine coupled L4945
with a payment module, where the transaction corresponds fo purchase of a
product stocked by the automatic retail machine

[ e o i e o o o e e
Performance of the transaction with the automatic retail machine E -
i coupled with the payment module is initiated by sending the *"“ 1214
| authorization grant token to the payment module, where the |
authorization grant token includes the authorization code included in the |
broadcast information packet i

v

Receive a transaction completion notification from the payment module, 1216
where the transaction completion notification indicates that the product
corresponding to the selected respective promotional offer was vended by the
automatic retail machine

@'

in response to receiving the transaction completion noftification, providea 1218
prompt to the user of the mobile device o obiain & product code for the
vended praduct to validate the respsctive pramational offer

Figure 12B
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| Obtaining the product code further comprises.

] Capturing an image of the product that includes the product code; E
| and |

i Extracting the nroduct code from the captured amage I

3 Obtaining the product code further comprises:

Scanning the product code of the preduct with a scanner unit of thei'
| mobile device

~1220

jt1222

fet~1224

After obtaining the pmduc‘t code, fransmit the product code to the
server; and,

in response to transmitting the product code:
Receive promotion validation information from the server; and

Display the promotion validation information on the display,
where the promotion validation information indicates whether the respective

promotion offer was validated

l After obtaining the product code, determine whether a !
predetermined time period has expired;

the raspective promotionat offer has gxpired; and,

In accordance with a determination that the time period has not
exp ired, transmit the product code to the server

mmwmmmwmwmwmwwmmww“m‘mww

B
; expired, provide a notification to the user of mobile device indicating that
i
i

E The prometion validation information indicates the price of the product |
after the application of the respeciive promotional offer ]

p
!
In accordance with a determination that the time period has i
i
i
!
|

1226

41228

~™ 230

i Transmat the transactien cnmpietﬁon notifi catnon to the server
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SYSTEM AND METHOD FOR FACILITATING REFUNDS

FIELD OF THE INVENTION

The present invention relates o a system and method for facilitating refunds,
such as but not limited to a tax refund for purchases made by tourists while

travelling within their destination countries (“tourist refund”).
BACKGROUND ART

The following discussion of the background to the invention is intended to
facilitate an understanding of the present invention only. It should be
appreciated that the discussion is not an acknowledgement or admission that
any of the material referred fo was published, known or part of the common
general knowledge of the person skilled in the art in any jurisdiction as at the

priority date of the invention.

In line with tax principle while at the same time attracting tourists, jurisdictions
that levy a Value-Added Tax (VAT) or Goods and Services Tax (GST) or
similar would allow individuals such as tourists to claim a {ax refund on the
goods purchased within a country. This tax refund would be administered
upon the departure of the tourists from the country; provided certain criteria
are met such as the goods are unopened, unused and exported out of the

country.

The Revenue/Customs authorities of the country can administer tourist refund
scheme(s), although it is increasingly popular for commercial contractors to be
appointed to administer on their behalf. These commercial contractors
typically work in cooperation with the Revenue/Customs authorities to ensure
that the appropriate amount of tax refunds is paid out to the tourist(s). A
service or commission fee will be charged which would form the bulk of the

revenue model for the commercial contractor.

Two methods of administration of tourist refund schemes are currently being
operated in the world. One is based on the authentication of paper forms and
mandatory checks including physical checks at the point of departure by
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Revenue/Customs officials, and the other that is based on the electronic
capture of transaction data by static devices at a participating retailer's shop
and the use of this data to perform a risk-based selection of transactions for

physical checks at the point of departure by Revenue/Customs officials.

For example, in Singapore the GST paid for purchases at the shops can be
refunded via an electronic Tourist Refund Scheme (eTRS). The eTRS scheme
starts when a tourist makes a purchase at a participating retailer and shows
his passport at the point of purchase to prove his eligibility. Some non-
exhaustive examples of the criteria that the tourist must fulfill in order to be
eligible for the GST tax refund include:

I. the tourist is not a Singapore citizen or permanent resident of Singapore;

ii. the tourist had not spent more than 385 days in Singapore in the past
twenty-four (24) months before the date of purchase;

iii. the tourist has not been employed in Singapore at any time in the past six

(6) months before the date of purchase;
iv. the tourist is sixteen (16) years old or above at the time of purchase; and

v. the tourist is not a crew member of any aircraft or international cruise

departing Singapore.

When paying for the purchases, the tourist would typically utilize a credit/debit
card. Information such as the sixteen-digit primary account number {(PAN)
related the credit/debit card may be used as an identifier or token for tagging
the purchases entitled for refund. The participating retailer (merchant) may
also issue a paper eTRS Ticket to the tourist. The eTRS Ticket can also be

used as a token instead of the credit/debit card.

With this token, the tourist can apply for a GST refund at the eTRS self-help
kiosk before checking in at an airport or other immigration departure points
such as, but not limited to, an airport or a cruise centre. If approved, the eTRS
self-help kiosk would generate a Notification Slip indicating "Approved”.
Depending on the mode of refund selected by the tourist, the tourist can
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obtain the refund (minus a service fee) by a direct credit into a designated
refund account, such as credit card account, by a bank cheque or in cash at a
central refund counter using the approved Notification Slip. If not approved,
the eTRS self-help kiosk would generate a Notification Slip indicating that the
refund is “Not Approved”. The tourist then brings his purchases to the
Customs counter for physical inspection. If the goods pass Customs
inspection, a Customs officer would generate a Notification Slip indicating
“Approved” to replace the “Not Approved” Notification Slip. During peak hours,
these could become bottlenecks in processing the departing tourists as the
customs counter is limited by manpower while the self-help kiosks may be
overwhelmed by the number of tourists applying for refunds. Departing
tourists typically have to arrive at the immigration departure points earlier to

locate these static self-help kiosks in anticipation of a queue.

Further, in order to qualify for the GST refund in Singapore, the tourist must
meet certain criteria. These criteria include spending at least $$100 (including
GST) that can be accumulated in up to three (3) same-day invoices or
receipts from retailers bearing the same GST registration number. Also, the
tourist has to depart with the goods via the airport or cruise centre within a
predetermined period, such as two (2) months from the date of purchase. The
tourist must aiso depart with the goods within twelve (12) hours after cbtaining
approval of the GST refund. If the tourist is departing on an international
cruise (excluding cruises-to-nowhere, round-trip cruise and regional ferry)
from the cruise terminal, he must declare that he is exiting Singapore and will
not return via the same voyage on the same ship, using his cruise ftinerary as
documentary proof of departure, and commit that he will not be returning to
Singapore within forty-eight (48) hours. Further additional criteria may be
imposed on student pass holders.

The authorities typically require that the purchases are verified against the
invoices or receipts, and the goods are unused, unopened and exported out
of the country and this is done at a counter either before check in (for goods
that are to be checked in) or after immigration, to ensure that the goods are
exported. However, the authorities at times do a targeted check instead.

3 Petitioner Exhibit 1002-1153



10

15

20

25

30

WO 2017/010936 PCT/ISG2016/056297

With the proliferation of mobile devices, it is common for tourists to travel with
at least one personal mobile device that may be used to connect to the
internet  either via a wireless fidelity (Wi-Fi) networks or mobile .
telecommunications networks. Hence, it is envisaged that the functions of the
mobile device, in particular smartphones, can be better utilized in allowing
electronic tax refunds to be facilitated through the use of a dedicated software
application residing on this mobile device together with its onboard camera,
geo-location module, wireless communication module (Bluetooth and Wi-Fi},

alarm notifications, internet connectivity etc.

The present invention seeks to provide a system and method that alleviates
the above-mentioned drawbacks or meet the above needs at least in part.

SUMMARY OF THE INVENTION

Throughout the document, unless the context requires otherwise, the word
‘comprise” or variations such as “comprises” or “‘comprising”, will be
understood to imply the inclusion of a stated integer or group of integers but
not the exclusion of any other integer or group of integers.

Furthermore, throughout the specification, unless the context requires
otherwise, the word “include” or variations such as “includes” or “‘including”,
will be understood to imply the inclusion of a stated integer or group of
integers but not the exclusion of any other integer or group of integers.

The present invention seeks to meet the needs of a tax refund system that
does not rely on self-help kiosks, and enables users such as tourists to
access their tax refunds efficiently and accurately. The invention proposes a
system and method of administration by way of an application software
installable on mobile devices to verify user identity, facilitate a completely
paperless tourist tax refund experience, and enable more types of transaction

data to be captured for a more complete risk-based selection.

A technical problem the invention seeks to solve relates to the bottlenecks
faced by customs at peak hour. Another technical problem is associated with
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the need to verify identities of tourists and transactions, such as purchases
against the invoices and receipts in a more effective and efficient manner to

reduce identity and transaction frauds.

The above and other problems are alleviated at least in part and an
improvement in the art is made by a system in accordance with this invention,
A first advantage of the system in accordance with this invention is that the
tourist refund process is completely electronic, thereby eliminating the need to
deal with paper refund tickets and paper receipts. A second advantage of the
system in accordance with this invention is that the tourist is able to register in
their own time and convenience on their mobile devices and after logging into
the system, the tourist is able to view a consolidated list of all the refund
claims they have made via the system, the additional spending required in
order to fulfil the minimum spending requirement, as well as the amount of
intermediate value accumulated and used. Such intermediate value may be
translated into a form of ‘rewards points’ or the like. An associated third
advantage of the system in accordance with this invention is that by having an
intermediate value system (in the form of rewards point or the like) that is
currency agnostic, there is no need to convert currencies. This mitigates any
fluctuations in the exchange rates. Such an arrangement provides more
certainty to the tourist in terms of the amount of tax refund obtainable, which
can be spent even before the refund was actually approved. In accordance
with an aspect of the invention there comprises a system for facilitating refund
to a user comprising: a mobile device having means to communicate with a
central processor for the generation of a refund account and a unique
identifier; the unique identifier associated with the user, a computer device
operable to access the unique identifier for verification upon receipt of a
refund qualifying transaction associated with the user, the computer device
further operable to receive and send information relating to the refund
qualifying transaction and generate a refund request upon successful
verification; and the central processor operable to be in data communication
with the computer device to receive or send information relating to verification
of the unique identification and the refund qualifying transaction and process
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the verification or refund request, the central processor further configured to
generate an electronic ticket to be sent to the mobile device for the generation

of a refund upon successful process of the refund request.

In some embodiments, the refund may be a tax refund, and be in the form of
an intermediate value. The intermediate value may be derived from the actual

value of refund based on a conversion rate.

In some embodiments, the computer device may be a point-of-sale device,
such that the point-of-sale device may be configured to directly send
information relating to the refund qualifying fransaction to the central

processor.

In some embodiments, the generated unique identifier may be encoded as a
quick response (QR) code and the computer device accesses the unique

identifier by scanning the QR code displayed on the mobile device.

in some embodiments, the central processor may be operable to send the
electronic ticket to a third party server for further verification of the refund

qualifying transaction and confirmation of the refund.

In some embodiments, the central processor stores the information relating to
the refund qualifying transaction in a database before the electronic ticket is

generated and sent to the third party server.

in some embodiments, the mobile device may be operable to send an
electronic notification related to a requirement being met. The requirement

may be a confirmation of departure, or a Declaration of Eligibility.

In some embodiments, the mobile device may be operable to receive a
notification of refund issued by a third party server once the electronic ticket is

processed successfully.
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In some embodiments, the central processor is operable to receive a
notification of refund issued by a third party server once the at least one
electronic ticket is processed successfully and the central processor s

operable to send a notification of refund to the mobile device.

In some embodiments, the unique identifier associated with the user is

generated based on a passport information of the user.

In some embodiments, the unique identifier is generated after a registration

process.

In some embodiments, the unique identifier is further associated with an

image capture of the passport.

In some embodiments, the mobile device is integrated with the computing

device,

In some embodiments, the central processor is operable to send a notification

to the mobile device indicating the success or failure of the refund request.

In some embodiments, there comprises ancther unique identifier associated

with a retailer using the computer device.

In some embodiments, the another unique identifier is generated after a

registration process by the retailer.

fn some embodiments, the another unique identifier is further associated with
an image capture of one or more account information associated with the

retailer.

In some embodiments, if the unique identifier is not accessible by the
computer device, the computer device is operable to obtain an alternative
identifier for verification and send the alternative identifier to the central
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Processor.

In some embodiments, upon receipt of the alternative identifier, the central
processor is operable to determine whether a corresponding refund account
associated with the user is present and if not, the central processor is
operable to generate the refund account and the unique identifier based on

the alternative identifier.

In some embodiments, the central processor comprises or is in data
communication with a database for storing at least one retailer list of goods

and services eligible for tax refund.

in some embodiments, the central processor is operable to receive a wish-list
of goods and services from the mobile device and upon receipt of the wish-
list, compare the wish-list with the at least one retailer list of goods and

services.

In some embodiments, when there is a match between the wish-list and the at
least one retailer list, the central processor is operable to provide a matched

list to the mobile device.

in some embodiments, where the electronic ticket is a provisional electronic
ticket, the provisional electronic ticket comprises a plurality of electronic

receipts.

In some embodiments, the provisional electronic ticket is converted to a final

electronic ticket at an approved departure point.

In some embodiments, the central processor arranged in data communication
with at least one third party server to retrieve information related to the identity
of the user, and sends the information related to the identity of the user to the

computer device.
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In some embodiments, if the refund request is not successfully processed, the
central processor is arranged in data communication with another computer

device provided to an authorized personnel to perform further processing.

In accordance with another aspect of the invention there is a method for
facilitating a refund to a user comprising the steps of; communicating via a
mobile device with a central processor for the generation of a refund account
and a unique identifier, the unique identifier associated with the user: via a
computer device, accessing the unique identifier for verification on receipt of a
refund qualifying transaction associated with the user; generating a refund
request upon successful verification; sending information relating to the refund
qualifying transaction via a central processor; receiving and processing the
refund request; wherein the central processor is further configured to generate
an electronic ticket to be sent to the mobile device for the generation of a

refund upon successful process of the refund request.

In some embodiments, the method further includes the step of converting the

refund to an intermediate value after the generation of the refund.

In some embodiments, the intermediate value is derived from the actual value

of refund based on a conversion rate.

In some embodiments, the method further comprises the step of exporting the
information relating to the refund qualifying transaction via a point-of-sale
(POS) device in data communication with the computer device, the point-of-
sale device is configured to directly send information relating to the refund

qualifying transaction to the central processor.

In some embodiments, the computer device accesses the unique identifier by

scanning an image shown on the mobile device.

In some embodiments, the method further comprises the step of sending the

electronic ticket to a government server for further verification of the refund
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qualifying transaction and confirmation of the refund.

In some embodiments, the mobile device is operable to send an electronic
notification related to a requirement being met. The requirement may be a
confirmation of departure. The requirement may alternatively, or in

conjunction, be a Declaration of Eligibility.

In some embodiments, the generation of electronic ticket is based upon one

or more requirements being met.

in some embodiments, the method further comprises a step of sending an
electronic notification to the mobile device indicating the success or failure of

the refund request.

In some embodiments, the method further comprises a step of obtaining an
alternative identifier for verification and sending the alternative identifier to the
central processor if the unigue identifier is not accessible by the computer

device.

In some embodiments, upon receipt of the alternative identifier, the central
processor is operable to determine whether a corresponding refund account
associated with the user is present and if not, the central processor is
operable to generate the refund account and the unique identifier based on

the alternative identifier.

In some embodiments, the central processor comprises a database for storing

at least one retailer list of goods eligible for tax refund.
In some embodiments, the central processor is operable to receive a wish-list
of goods from the mobile device and upon receipt of the wish-list, compare the

wish-list with the at least one retailer list of goods or services.

In some embodiments, when there is a match between the wish-list and the at
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least one retailer list, the central processor is operable to provide a matched

list to the mobile device.

In some embodiments, the electronic ticket is a provisional electronic ticket,
the provisional electronic ticket comprises a plurality of electronic receipts.
The provisional electronic ticket may be converted to a final electronic ticket at

an approved departure point.

In accordance with another aspect of the invention there is a non-transitory
computer readable medium containing executable software instructions
thereon wherein when executed on a mobile device and/or a computer device
performs the method of facilitating a refund to a user comprising the steps of:
communicating via the mobile device with a central processor for the
generation of a refund account and a unique identifier, the unique identifier
associated with the user; accessing the unique identifier for verification via a
computer device on receipt of a refund qualifying transaction associated with
the user; sending information relating to the refund qualifying transaction:
generating a refund request upon successful verification; and receiving and
processing the refund request by a central processor, wherein the central
processor is further configured to generate an electronic ticket to be sent to
the mobile device for the generation of a refund upon successful process of
the refund request.

The non-transitory computer readable medium may further comprises a
software instruction fo send an electronic notification to the mobile device

indicating the success or failure of the refund request.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will now be described, by way of example only, with

reference to the accompanying drawings, in which:

Fig. 1 is the overall architecture of an embodiment of the invention showing

how the various parts of the system interact;
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Fig. 2 is a flowchart of an embodiment of the invention showing how a user is

taken through the system when the application is launched:;
Fig. 3 is a state machine diagram of an embodiment of the invention; and

Fig. 4 and Fig. 5 show how a single MDCC device may be used for the
deployment of tourist refund in accordance with other embodiments of the

invention.

Other arrangements of the invention are possible and, consequently, the
accompanying drawing is not to be understood as superseding the generality

of the preceding description of the invention.

PREFERRED EMBODIMENTS OF THE INVENTION

Particular embodiments of the present invention will now be described with
reference to the accompanying drawings. The terminology used herein is for
the purpose of describing particular embodiments only and is not intended to
limit the scope of the present invention. Additionally, unless defined otherwise,
all technical and scientific terms used herein have the same meanings as
commonly understood by one of ordinary skill in the art to which this invention

belongs.

In accordance with an embodiment of the present invention and with
reference to Fig. 1, there is a system 10 for facilitating refunds. The refund
may be in the form of tax refund provided to a tourist and will be described in
such a context. It is to be appreciated that the system 10 may be adapted for
other types of refunds and not limited to a tax refund. The term ‘refunds'
include refund in an electronic medium.

The system 10 comprises a central processor 110. Central processor 110
may be in the form of one or more processors and/or servers 110 belonging to
an organisation administering the tourist refunds. An example of such an
organisation is the Central Refund Agency (CRA). The CRA may be a private
organisation, a government organisation, or a quasi-government organisation.
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The CRA may further be in data communication with a Central Clearing
House (CCH) 170 for the purpose of settlement and crediting of refund value.
The one or more servers 110 can include a cloud server or a conventional
server with data communications capability. For the ease of discussion, the
one or more server will hereinafter be referred to as ‘server or ‘servers’.
Server 110 may be connected to one or more databases (not shown). Such
database(s) are operable to contain records and information relating to the
tourist refunds such as name, addresses and/or pre-generated or generated
unique identifiers associated with the users seeking refunds. Server 110 is
also operable to generate and update refund accounis for facilitating,
processing and crediting refunds.
In one embodiment, the system 10 comprises a mobile device 120, preferably
endowed with communications and computing capabilities and hereinafter
referred to as MDCC 120, and computing device 130 (hereinafter referred to
as ‘Retailer Device' 130). The Retailer Device 130 can also be an MDCC or
other computing device like a deskiop/laptop computer. A Point-of-Sale (POS)
device/system may be in data communication with the Retailer Device 130,
the data communication in wired or wireless, remotely or otherwise.
Alternatively, the POS device or its associated function may be
incorporated/integrated with the Retailer device 130 as a module.
To facilitate the refund process, the mobile device 120 and computing device
130 may be installed with dedicated software applications (colloquially known
as ‘apps’). Such dedicated software applications may be operating system
(OS) such as I0S™ or Android™ specific, and/or device specific,
The software application installable on mobile device 120 provides a user
interface for user registration and for retrieving or providing information for the
refund process. Once installed, the software application is operable to perform
at least the following functions:-

a. receive registration details entered by the user;

b. communicate with the server 110 to send the registration details;

c. receive from the server 110 a unique identifier associated with the user

{tourist);
d. receive from the server 110 information related to the refund process;
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e. display notifications/alerts on the MDCC 120 relating to refund process:
f.  provide user interface for user to browse or view account details:
g. search for necessary communication networks for data communication
with the server 110 and the computing device 130 (if necessary); and
h. store, organise and retrieve information received from various parties.
The MDCC 120 and the Retailer Device 130 can be any mobile electronic
device(s) that can connect wirelessly to Wi-Fi networks or conventional
telecommunications networks such as 2G, 3G, 4G, or LTE based networks.
The mobile electronic devices include, but are not limited to mobile devices
like smartphones, personal digital assistant (PDA) phones and tablets. The
devices include mobile devices running on iOS platforms such as the iPhone
and the iPad.
The invention will next be described in the context where a user of MDCC 120
(presumably a tourist) downloads a dedicated software application
{(hereinafter ‘software application’) onto the MDCC 120 for registration with the
system 10; and usage of the MDCC 120 with the installed software application
for facilitating refunds.
During the first usage after downloading the dedicated software application, a
registration process is initiated where the tourist is prompted to register by
entering his or her registration details into the application. The tourist may
enter the necessary details for registration via manual entry or via imaging the
identification documents associated with the tourist, if the MDCC 120
comprises an imaging device or module such as an on-board camera. The
identification documents may include passport or other approved identification
papers identifying the user as a tourist. In the case of a passport that
comprises a machine readable zone (for example barcode), the MDCC 120
may also be used for reading the readable zone on the passport using the on-
board camera or if the MDCC 120 is installed with the necessary hardware
and/or software for doing the same.
The registration process can further integrate a verification of the authenticity
of passports. The registration process can also include a check against
records or entries in one or more authorized databases (for example
government immigration records) to ascertain the eligibility of the tourist for a
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tax refund. Such authorized databases may be public or private databases.
With these verifications, the tourist may not need to carry his passport in order
for the retailer to verify his tourist status, subject to regulatory acceptance of
such method of verifications.

Upon receiving the registration information, the MDCC 120 next sends the
registration information to the server 110 for the creation of a user account.
Once the user account is created, the server 110 then replies to the MDCC
120 with a unique identifier associated with the user account, for the tourist.
The unique identifier can be in the form of an assigned account number
and/or encoded into a QR or Quick Response code by the server 110 or
software application installed on MDCC 120. The QR code is a type of matrix
barcode that is machine readable and can contain information that can quickly
be translated into usable data.

Once the unique identifier is generated, the unique identifier can be accessed
on the same MDCC 120 used to register the user or on any other mobile
devices 120 that is compatible with the form or physical medium that the
unique identifier is encoded. In this regard, the unique identifier is therefore
device agnostic. Other types of machine readable codes like barcodes can
also be used in place of QR codes, although these may hold less data. This
QR code is tied/tagged to each and every tax refund qualifying transaction
made by the tourist.

It is to be appreciated that the unique identifier may include a simple account
number, and/or a combination/hybrid of one or more of the above described
codes.

Once registered and a user account is in place, the tourist user may then
make tax refund qualifying transactions such as tax refund qualifying

purchases at one or more participating retailers.

After the tax refund qualifying purchase is made at the participating retailer,
the tourist retrieves his or her unique identifier, in the form of a QR code, for
display on the MDCC 120. The participating retailer uses the Retailer Device
130 to scan the QR code (s140) for verification on the eligibility for a tax
refund by checking against the server 110 to ascertain if the tourist has a
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registered account and is eligible for a refund. As an example, the check will
include comparing and matching entries with the server 110 and/or its
associated processor(s) or database(s) to determine if the passport is a
foreign passport and if the tourist is at an age eligible for refund (e.g. 16 years
or older). The server 110 can also perform a check against government
immigration records via the government server 170 to ascertain the eligibility
of the tourist for a tax refund. Alternative ways of unique identifier accessing
technology or combinations may be used. Examples of such technologies
may include Near Field Communications (NFC), Bluetooth, Wi-Fi, efc. as
known to a skilled person. The identification may also be manually entered
into the Retailer Device 130. Such a step of verification may include checking
the physical passport and the passport information/details submitted, subject
to compliance with the necessary regulatory requirements.

Upon scanning of the unique identifier, the participating retailer may enter the
purchase/transaction details related to the purchase made by the tourist into
the Retailer Device 130. The transaction details may be manually or
automatically transmitted. In the latter, the transaction details may be
transmitted automatically via a cable or wirelessly from a Point-of-Sale
("POS") system and/or POS device, the POS device configured to send the
information  relating to the refund qualifying fransaction, l.e.
purchase/transaction details to the Retailer Device 130 and/or server 110. For
example, to facilitate the transmission, a software driver may be installed on
the POS system for detecting the Retailer Device 130 as a printer, so that the
POS device can print the fransaction details to the Retailer Device 130.
Alternatively, software may be installed on the POS device or system to
capture the transaction detfails from a payment screen via an Optical
Character Recognition (OCR) module. In the case of an Internet-enabled POS
system or device, the purchase or transaction details can be directly
transmitted to the server 110 via one or more wired or wireless
communication means. The transaction details may then be accessible via a
web resource locator or link, such as a Uniform Resource Locator (URL).

If a paper receipt is issued for the transaction, the Retailer Device 130 may

also be used to image or scan the paper receipt associated with the
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transaction for the transaction details to be extracted by an image conversion
and/or recognition module, such as, for example the OCR module. Once the
retailer has verified the transaction details thus captured, he can transmit the
transaction details to the server 110 via the Retailer Device 130. In another
embodiment, the MDCC 120 may be used in place of the Retailer Device 130
to image or scan the paper receipt associated with the transaction. Once the
retailer has verified the transaction details thus captured, he can present the
tourist with a retailer identifier, which can be another QR code, unique to the
retailer, for scanning by the MDCC 120, as a form of retailer
confirmation/receipt.

In another embodiment, if a user is unable to present his unique identifier in
the form of a QR code (for example because the user has not yet registered
with the server 110), the retailer may scan an alternative identifier, such as but
not limited to the Tourist's passport o retrieve his account information. The
scanning device may be the Retailer Device 130 or in the form of a barcode
scanner or other imaging device and once the passport has been scanned,
the server 110 checks if the tourist has a registered account and eligible for a
refund, e.g. if passport is a foreign passport and if tourist is at an age eligible
for refund (e.g. 16 years or older). The server 110 can also perform a check
against third party servers or databases, such as government immigration
records via the government server 170 to ascertain the eligibility of the tourist
for a tax refund. If the tourist is not eligible, the server 110 prompts an
authorized personnel (e.g. a cashier) to inform the tourist that he is not eligible
for tourist refund. If the tourist is eligible, the server 110 checks for an existing
account by comparing the scanned details with one or more databases of the
server 110. If a user account already exists, the app installed on the retailer
device 130 is operable to display the user profile or details for validation by
the cashier. If the tourist before the cashier matches the user profile, then the
cashier confirms the user (customer) identity via a user interface and
proceeds to enter receipt details. If a user account does not exist for the
tourist, the server 110 creates a user account and the cashier proceeds fo
enter receipt details.

The Retailer Device 130 (or the MDCC 120) is operable to send the unique
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identifier, as well as the transaction details like the cost, the receipt number,
the date and time of the transaction, efc. (see $150) to the server 110. No
transaction details can be transmitted without the necessary information
associated with the unique identifier (in the form of the QR code) on the
MDCC 120 (or on the Retailer Device 130). To minimize fraud, the the
Retailer Device 130 can be configured (by the retailer or otherwise) to halt all
communications outside of the retailer's opening hours. This would prevent
unauthorised tax refunds claims from being entered into the system. The
security of the system 10 can be further enhanced by a password
management system that requires the cashier to log into the retailer account
and may require the password to be changed regularly. Sub-accounts may
also be created for individual employees of the retailer who are responsible for
collecting payment and their supervisors to create a system of checks-and-
balances for approving unusual tax refund claims. Prior to use, the retailer
account may undergo a similar registration process as described earlier for
the user (tourist) account. In some embodiments, the registration process
entails the server 110 assigning or issuing retailers with user identifiers (IDs)
and passwords. A manager of the retailer may create sub-accounts.
Alternatively the server 110 may assign subaccounts to the retailers, who in
turn have administrative rights to manage the sub-accounts. Similar to the
registration of the user account, anocther retailer unique identifier such as a
QR code may be generated and assigned to each retailer who registers for an
account to participate in the system.

Based on the details sent by the participating retailer, the server 110 sends an
electronic ticket for the notification of transaction. Such a notification may be
in the form of an eTRS Ticket (containing the details mandated by the
Revenue/Customs authorities such as a documentary ID or DOC-ID that
uniquely identifies the transaction) directly to the MDCC 120, thus recording
the purchase as an eTRS Transaction. The server 110 would also notify the
participating retailer via the dedicated software application installed on the
Retailer Device 130 of the e TRS Ticket (see s150).

The MDCC 120 is operable to image, store and organise the purchase
receipts and invoices issued by the participating retailer, and link these with
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the eTRS Transaction for ease of subsequent retrieval by the tourist or by an
inspector of the Revenue/Customs authorities. The server 110 will transmit
the transaction details as required by the Revenue/Customs authorities to a
Central Clearing House (CCH) 170 for lodgement as an eTRS Transaction
180. In another embodiment of the present invention, the server 110 can also
request the CCH 170 to perform an instance of risk assessment after each
transaction, and communicate 180 the risk assessment resuits fo the server
110. If the result is such that the tourist is selected to present his or her
purchases for inspaction by an officer of the Revenue/Customs authorities at
the point of departure from the country, the server 110 would then notify the
tourist of this requirement via the software application installed on the MDCC
120 either shortly after the transaction itself and/or at the point of departure
from the country (s160). This early deterrence would assist to deter potential
fraudsters from trying to obtain a tax refund through fraudulent means.

With additional tax refund qualifying purchases, muitiple eTRS Tickets can be
sent to the MDCC 120 in the same direct way (s160).

When the tourist is leaving the country, the MDCC 120 or the dedicated
software application installed on the MDCC 120 would request for
confirmation of departure from the tourist. Once the tourist confirms his
departure from the country, the tourist can request for a refund together with a
Declaration of Eligibility (a requirement by the Singapore Revenue/Customs
authorities) or other declarations as required by the Revenue/Customs
authorities (8160). The tourist may be guided through the Declaration of
Eligibility process by the application on the MDCC 120, which also displays
the passport details of the tourist for his or her confirmation as the person
making the Declaration. Purchases recorded as eTRS Transactions are also
displayed for the tourist to select those for which he or she would like to
submit a claim for tax refund. For those tax refundable purchases made
through retailers that do not operate the application, the application on MDCC
120 can scan the paper copy of the eTRS Tickets issued by these retailers so
that all the transactions are consolidated. Alternatively, the CCH 170 can also
transmit electronically, the details contained in the paper eTRS Tickets, to
MDCC 120, upon request by the MDCC 120 or the dedicated software
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application installed on the MDCC 120. The tourist would also confirm the
preferred refund option ~ whether in cash or credited back to a credit/debit
card or a bank account or even an electronic wallet account — and the
application guides the tourist to confirm the relevant details accordingly. The
preferred refund option and details may have already been entered at the
point of user registration, otherwise the tourist will be prompted to do so. The
tourist may also enter the necessary details via manual entry or via imaging
the credit card via the on-board camera on MDCC 120, for example.

Once the various fields are completed, the application can allow the tourist to

confirm the details one last time before submitting them to the server 110.

In addition to the tourist proactively initiating a request for refund, one way of
reminding the tourist to submit the request for refund would be to use a
location-based service, such as Global Positioning System (GPS), geo-
fencing, navigation systems etc, to alert the MDCC 120 when the MDCC 120
is detected within range of a departure point installed with a location-based
service device, examples of such departure points including an airport or a
cruise centre. This would notify and remind the tourist to submit the request
for refund. Alternatively, the application on the tourist MDCC 120 can also rely
on Wi-Fi networks or cellular base stations at the airport and the cruise centre
to remind the tfourist when the MDCC 120 accesses these networks.
Alternatively, the MDCC 120 can detect transmitters (including but not limited
to Bluetooth Low Energy beacons) located at a departure point, such as an
airport or a cruise centre, and trigger the application to remind the tourist. This
saves the tourist the trouble of having to arrive at the airport early to locate the
eTRS self-help kiosk, since the tourist can now submit the request using his or
her MDCC 120.

Once the request for refund is submitted (s160) to the server 110, the CCH
170 is notified via s180 and can communicate to the server 110 as to whether
the tourist has been selected for inspection by the Revenue/Customs

 authorities and the server 110 notifies the tourist via the MDCC 120

accordingly (s160).
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For tourists who have not been selected for inspection, they would receive a
digitised Notification of Approval slip on their MDCC 120. Those who have not
received a notification of approval slip and/or have been selected for
inspection either at any point of purchase or after the submission of the
request for refund would receive a digitised Notification of Inspection slip
prompting them to proceed to a counter of the Revenue/Customs authorities
for further processing. There, upon presenting the digitised eTRS tickets,
invoices/receipts and notification slips stored on the tourists’ MDCC 120
together with the goods purchased, passport and plane ticket, as required, an
authorized personnel such as the Revenue/Customs officer or inspector
updates the record stored at the CCH 170. This may be performed via a
separate computing device provided to the customs officer having a dedicated
software application installed thereon and arranged in data communication
with the server 110 to interact with the server 110. In some embodiments, a
‘customs officer’ identifier in the form of a QR Code may be provided to the
customs inspector to present to the tourist after the customs inspector is
satisfied with the eligibility of the tourist and the purchases for a refund. Upon
scanning of the QR Code, the server 110 then updates the CCH record as
“Approved” and issues a Notification of Approval slip.

This Notification of approval may be in paper, or digitised and sent to their
MDCC 120.

Cash refunds would be made at a Central Refund Counter (CRC) upon
presentation of the Notification of Approval slips, otherwise the monies would
be credited to their credit/debit card or bank account as previously indicated,
or any payment platforms (e.g. Alipay™, Paypal™) for facilitating the transfer
of refund monies to one or more user accounts. The tourists would then

proceed to depart Singapore accordingly.

In some embodiments, instead of a cash refund, the refund value may be
converted to an intermediate value. Examples of such intermediate value may
be coupons, credits, points, or other electronic value etc. One embodiment of
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an intermediate value is in the form of ‘rewards points’. Such a system of
rewards points can also be implemented into the tourist refund process, where
the rewards points can be applied towards the purchase of goods and
services at participating retailers. Retailers participating in this system of
rewards points can be the same ones that are accredited under the tourist
refund scheme or retailers that are not accredited but can also be equipped
with a Retailer Device 130. Tourists can accumulate rewards points issued by
the CRA. In the conversion of tax refund to rewards points, the system may
refund the full amount, less than or more than the full amount of tax levied
depending on the conversion rate between the tax refund to rewards point,
instead of withholding a service fee as in the traditional method, although a
service fee can still be offered as an alternative. The system can offer the
tourist the option to take the refund in the form of tourist refund (whether as
cash or via a credit/debit card) or in the form of rewards points, by way of a
prompt either at the point of purchase or at the point of departure from the
country. The tourist could even be allowed to convert the tourist refund into
rewards points (vice versa) at any point in time, with or without a conversion
fee. There may be a point in time where the availability of a tourist refund by
way of cash or credit card is reduced or even removed. The rewards points
can also be tagged with an expiry date, such that they expire if not used within
a certain period of time, or the rewards points may be issued without an expiry
date.

With reference to Fig. 2, an embodiment of a process for facilitating a tourist
refund, wherein fike numerals reference like parts, is described. The process
begins when the dedicated software application installed on MDCC 120 is
launched (step 210). The process begins with checking whether the tourist is
already registered or is a new unregistered user (step 220). If the tourist is not
registered, the tourist is walked through with a registration procedure (step
230) where an electronic user account is created with the server 110 and the
relevant details are captured by the dedicated software application. Backend,
the system 10 performs checks against the details like the passport number,
nationality, name and/or other relevant information to ensure duplicate records
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are not created. The system can also verify the authenticity of the passports
based on their security features or the server 110 may be linked with one or
more third party servers. These third party servers may be private, public or
government databases for the checking of stolen passports, as well as
checking for other eligibility criteria such as whether the user is in fact a
Permanent Resident of a particular jurisdiction and does not fall under the
category of ‘tourist’, therefore ineligible for tourist refund: or whether the user
has entered Singapore on a visit pass that may not strictly fall under a ‘tourist
pass’, such as a student pass, etc. whereupon additional criteria have to be
fulfilled. For each user account, a unique identifier like a QR code is created
and stored by the application, or created by the server 110 and stored by the
application. This process can be integrated with the onboard camera of the
mobile device 120 to scan the machine readable zone of the passport to
populate the various details or even to scan the passport itself with optical
character recognition, or else manual entry of the details is used. The tourist is
also given the option of imaging the passport, guiding him through the process
of which page fo capture, so that he does not have to carry a physical
passport when shopping to claim a refund.

At a participating shop, the tourist makes a purchase and the retailer enters or
scans the relevant detalls into the point-of-sale (POS) machine (step 240).
After verifying that the purchases qualify for refund and the eligibility of the
tourist by checking the tourist's passport, the retailer scans the unique
identifier being displayed on the user MDCC 120 by either using the issued
retailer device or the retailer's own mobile device with the application installed
(step 250). One method of verifying the status of the tourist would be
verification upon scanning the unique identifier or QR code via an onboard
camera (where available) if the retailer is using a mobile device as the retailer
device 130, whereby upon receipt of the scanned information (which includes
the unique identifier), the server 110 would inform the retailer device whether
the user is a tourist or not, which dispenses with the need to check the
physical passport. The details of the transaction are then sent to the central
server 110 or a processor belonging to the central refund agency (CRA) (step
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260), and this may be further sent to CCH 170. Once verified and the records
updated, confirmation of the transaction is sent (step 270) together to the
retailer and an eTRS Ticket is sent to the tourist either in the application, by
email or any other forms of messaging. An electronic image or document of
the invoice or receipt issued by the retailer can also be stored in the mobile

application for later retrieval.

With some newer POS machines, the purchase details can be transmitted to
the retailer device, either wirelessly via Wi-Fi or Bluetooth, or by a cable like a
USB or similar, which speeds up the process and reduces the possibility of
human error. The purchase details can even be directly transmitted fo the
server 110 in the form of a central processor. The added security measure of
requiring the unique identifier before transmitting means the possibility of non-
genuine tourist transactions is reduced. The tourist or the retailer may also
use his or her mobile device fo image the paper receipt associated with the
transaction for the transaction detalls to be extracted by Optical Character
Recognition. The retailer may also be equipped with other devices with
imaging or scanning capabilittes. Where the details are captured by the
tourist’'s device, once the retailer has verified the transaction details thus
captured, he can present the tourist with an identifier, which can be another
QR code, unique fo the retailer, for scanning by the tourist's device, as a form

of retailer confirmation.

The application {(and server 110) is also able to track the fulfilment of certain
jurisdictional requirements where the purchases made by the fourist are
submitted to the server are logged into the system. This feature is available
where the tourist images receipts and enters the necessary details relating to
the transactions he made. For example, in Singapore in order to qualify for a
tax refund, a minimum $100 must be spent from retailers bearing the same
GST registration number and this can be accumulated in up to 3 same-day
invoices or receipt, thus the application can immediately alert the user,
whether tourist or retailer, if this minimum amount has been reached on the

same day. This does away with the current need to check physical receipts
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and sum them up.

An additional feature of using a system of intermediate value in the form of
rewards points as described in the earlier embodiment can be incorporated
into the process. During the purchase (step 240), the tourist informs the
retailer that he wishes to use his rewards points, and upon scanning the QR
code on the tfourists MDCC (step 250), the rewards points balance is
retrieved from the server and displayed to the retailer. Based on this amount
and confirmation from the tourist via the tourists MDCC (step 250) of the
number of rewards points to redeem, the retailer would apply the rewards
points against the purchase price accordingly and update the server (step
260). In another embodiment, during a purchase (step 240), the tourist who
wishes to utilize his intermediate value in the form of rewards points may
launch the software application installed on the MDCC 120 to retrieve from the
server and display the rewards points balance information. The tourist can
inform the retailer of his intention fo use his rewards points and scan an
identifier, which can be another QR code, unique to the retailer before
entering and confirming the number of rewards points he wishes to use, for
transmission to the server. The server can then push the number of rewards
points to be thus used for display on the issued retailer device or the retailer's
own mobile device with the application installed, and the retailer would apply
the rewards points against the purchase price accordingly and update the
server (step 260). Upon receipt of the eTRS Ticket in the application, the
tourist can be prompted to choose whether to convert the amount, with or
without a service charge to the CRA, into the rewards points. This raises the
possibility of the tourist being able to spend his tourist refund at participating

retailers even before leaving the country.

A flowchart shown in Fig. 3 describes an embodiment of how the tax refund is
credited/made to the tourist when the tourist is departing the country. At a
departing point such as the airport or cruise centre, the installed application on
the MDCC 120 is launched by the tourist either on his own volition or
reminded by notifications displayed on the mobile device 120. Such
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notifications can be triggered by detecting that the tourist is at a departure
point such as the airport or cruise centre. The tourist is then prompted to
confirm that he is departing the country (step 310), which triggers the system
10 (either via the installed software application or the server 110) to notify the
tourist of the purchases made to date, the eTRS Tickets collected, the amount
of refund available, as well as the amount of outstanding refunds which may
be in the form of an intermediate value as described. The tourist also indicates
how the refund is to be made, either in cash or to the credit card account that
was used (based on the purchase or transaction details), or to a specified

bank account or even to another different credit card account. A further

- prompt whether to convert the refund available may be triggered to allow the

tourist to do so.

Once the list of purchases is confirmed and verified by the tourist, the tourist is
guided through the various steps of completing the Declaration of Eligibility
and displays the tourist’s passport details for confirmation. After confirmation,
the declaration of eligibility and refund claims are submitted to the server (step
320) and to the CCH and confirmation is sent to the tourist (step 330),
together with either an approval Notification slip or an inspection Notification
slip if the tourist has been selected for inspection. If the inspection is verified
and cleared, an approval Notification slip is issued to the tourist, and based on
the approval Notification slip, a refund can be obtained (step 340) either in
cash at the Cash Refund Counter at the airport or cruise centre, or credited
back to the specified credit/debit card or bank account. Alternatively, the
tourist can also choose to obtain the refund in the form of an intermediate
value such as the rewards points, especially if he plans to visit the country
again sometime soon. The tourist then departs the country (step 350). The
Declaration of Eligibility can be submitted together with the refund claims via
the application on the mobile device, which means that process is simplified
and the tourist can do so at their own convenience, e.g. while queuing to
check in or clearing immigration or even in the transport on the way to the
airport.

In another embodiment of the present invention and with reference to Fig. 4
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and 5, wherein like numerals reference like parts, the functions associated
with the MDCC 120 and retailer device 130 may be integrated into a single
MDCC device 420. Such an arrangement is advantageous in the sense that
one single MDCC 420 may be utilized for the whole refund process. It is to be
appreciated that either:-

the associated functions described for both mobile device 120 and computing
device 130 as earlier described would have to be implemented on the MDCC
420, or

another dedicated software application incorporating essential functions for
mobile device 120 and the computing device 130 would have to be installed
on the MDCC 420.

In the single device arrangement, the participating retailer's premises may be
equipped with a transmitter and/or receiver (including but not limited to
Bluetooth Low Energy ‘Bluetooth LE' beacons) 410 operable to transmit
to/receive from a MDCC 420 (used interchangeably with the term ‘single
device’) within range of the transmitter/receiver.

An example of the single device arrangement 400 is shown in Fig. 4. The
arrangement 400 comprises one or more Bluetooth LE (BLE) beacons 410
installed within the retailer's shop at a designated location, such as around a
cashier. The BLE beacons 410 can operate in a ‘broadcast’ or ‘advertisement’
mode to notify nearby devices of its presence via an address. The address
follows & specific format, such as a predefined prefix, followed by a variable
UUID, and a major, minor pair. When a user with the MDCC 420, such as a
tourist is within the pre-determined range of the designated location, the
MDCC 420 detects the BLE beacons 410 and prompts the user to launch his
dedicated software application, or directly launches the software application
without prompt once the BLE beacons 410 are detected, which can be
programmed to inform the user that he is at a participating retailer based on
matching and verifying the broadcast format of the BLE. The retailer specific
information can then be displayed on the MDCC 420.

The user next shops and transacts at the retailer shop. Upon payment for the
merchandise, the tourist requests for a tax refund. The cashier then requests
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the tourist to send the request for refund from his MDCGC 420, together with
the refund account number and BLE address to the server 110.

The server 110 opens a session between the user account and the retailer
account. The tourist is prompted to scan the transaction receipt using the
MDCC 420 via the OCR module as described in previous embodiments, or via
other means including manual or POS system as described. Once scanned,
the transaction details are displayed on the MDCC 420.

The tourist presents the transaction details to the cashier or other personnel
authorized by the retailer. The cashier verifies the transaction details and
presents a retailer identifier to the tourist. The retailer identifier may be a QR
code. The retailer identifier encoded in the form of a QR code may further
comprise one or more of the following information:-

i. Retailer's account number held with the server 110; and

ii. Sub-accounts created by the retailer for each authorized personnel (e.g.
cashier).

The sub-accounts provide a means for identifying the cashier in case of
suspected transaction activity(ies), such as collusion between cashier and
tourist,

The tourist scans the retfailer QR code and the software application transmits
the same to the server 110 for verification.

Upon receipt of the information related to the retailer identifier, the server 110
matches the QR code with the BLE address to verify that the MDCC 420 is on
site. Upon verification, the MDCC 420 transmits the transaction details to the
server 110. The server 110 then runs checks on the transaction details. The
checks may include (but not limited to) ensuring that the transaction details
are current, i.e. with current date and time, and relate to the correct retailer.,
Upon completion of the checks, the server 110 then sends the transaction
details fo the CCH 170. The CCH 170 then acknowledges the lodgement of
the refund claim to the server 110. The server 110 generates the eTRS Ticket,
assigns the DOC-ID and sends the same to MDCC 420.

With reference to Fig. 5, at the point of departure, such as an airport or cruise
center, the location of the MDCC 420 is determined by the software
application via GPS or other location-based services. Alternatively, the
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application on the tourist MDCC 120 can also rely on Wi-Fi networks or
cellular base stations at the airport and the cruise centre for detecting the
MDCC 420. Once detected, the software application guides the user through
the declaration of eligibility as described earlier (see steps 310 to 350). Next
the tourist confirms his departure and eligibility. The MDCC 420 then retrieves
the transaction records from the server 110 for the tourist to select for refund.
Once the user selects the transaction records, he is prompted fo select the
refund method (e.g. rewards points, direct credit into specified account etc.).
Upon selection, the MDCC 420 sends the declaration of eligibility; selected
refund transaction(s); and refund method to the server 110. The server 110 in
turn transmits the information to the CCH 170. The CCH 170 then replies with
an approval or non-approval Notification slip to the server 110, which in turn
transmit the approval or non-approval Notification to the MDCC 420. If the
refund is approved, the CCH 170 further instructs or informs the CRC 430 to
process the refund,

Where the CCH 170 replies with the non-approval notification slip, in some
embodiments the tourist may be directed to the customs officer or inspector
as described in the earlier embodiment for further inspection. The customs
officer may be provided with a separate computer device with a dedicated
software application installed thereon to facilitate inspection by the customs
officer. A ‘customs officer approval’ identifier in the form of a QR Code may be
provided to the customs inspector to present to the tourist after the customs
inspector is satisfied with the eligibility of the tourist. Upon scanning of the
‘customs officer approval’ QR Code, the server 110 then updates the CCH
record as “Approved” and issues a Notification of Approval slip. if still not

approved, the purchases will not be eligible for tax refunds.

During a purchase (step 240), the tourist who wishes to utilize his intermediate
value in the form of rewards points can inform the retailer of his intention to
use his rewards points. He may launch the software application instalied on
the MDCC 420 fo retrieve from the server 110 his rewards points balance and
enter and confirm the number of rewards points he wishes to use, before
showing to the retailer for verification. Once the retailer has verified the
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number of rewards points to be used, he can present the tourist with a retailer
identifier, which can be another QR code, unique to the retailer, for scanning
by the single device 420 as a form of retailer confirmation, and the server will
be updated (step 260). The retailer would apply the rewards points against the
purchase price accordingly. Also, upon receipt of the eTRS Ticket in-app, the
tourist can be prompted to choose whether to convert the amount, with or
without a service charge to the server 110, into the rewards points. This raises
the possibility of the tourist being able to spend his tourist refund at
participating retailers even before leaving the country.

The single device arrangement is based on the use of a mobile device 420
and eliminates the need for a Retailer Device. Instead of issuing each retailer
with a separate device, Bluetooth Low Energy (BLE) beacons
(transmitters/receivers) can be placed in each retailer outlet, and each
authorized personnel may access the retailer's identifier (which may be in the
form of a QR code or otherwise) in a variety of ways. For example an
authorized personnel such as a cashier at the retailer shop can be provided
with a QR Code Staff Pass, or each retailer outlet can be provided with its
own QR Code identifier. The BLE can ensure fransactions only take place at
participating shops and the QR Code Staff Pass or identifier acts as retailer
acknowledgement that the cashier has done her checks. The BLE can also be
used to push targeted retailing information to the tourist, e.g. discounts,
advertiseménts, etc. it is to be appreciated that both the QR code and BLE
may be utilized in the form of a two-layered check to ensure that the
transactions take place within the retailer's shop or premise. Such a two-
layered check reduces the risk of any collusion between a member of the
retailer's staff and the fourist.

In some embodiments, the server 110 may be operating the system of
intermediate value. In such an arrangement, the server 110 may comprise a
predictive engine operable to predict which user refund account is likely to be
fraudulent so as to be able to take pre-emptive action. Otherwise the system
may compromise on account integrity. The predictive engine can be based on
at least one criterion of user demographics (e.g. location, countries visited for

a past predetermined time frame), transaction profile (e.g. value of
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transaction, type of goods, etc.), the type of identifier (e.g. credit card) used to
register for a refund account, gender, nationality etc. Based on these criteria,
an algorithm can be developed to run in the server 110 to pick out suspicious
user accounts. For example, the predictive engine may attribute high risk
weights to transactions exceeding certain value arising from certain countries.
In some embodiments, in addition to identifying suspicious user accounts, the
predictive engine may further be configured to data communicate and send
selected details relating to the ‘suspicious accounts’ to the relevant
authorities, which include the customs. The selected details are sent to the
authorities for further follow up checks in order to provide a more targeted and
focused check In other embodiments, the system 10 may refuse the
registration of any requested refunds accounts deemed not to pass an initial
security check based on one or more of the at least one criterion. In yet other
embodiments, based on the profile identified by the predictive engine,
selected users or tourists may be banned from purchasing certain tax free
eligible items. In some embodiments, the predictive engine may be arranged
in data communication with one or more database servers, such database

servers for maintaining user information.

The above arrangements are advantageous in that more parameters for the
selection of tourists for inspection are considered, compared to that
considered by the CCH 170 currently. In addition, the selection performed at
the servers 110 effectively provide an additional layer of check which is pre-
emptive in nature, as compared to that currently done at the exit point(s)
which is ‘reactive’. In this regard, it is to be appreciated that the existing
system performs selection at the end of a tourist's trip/visit which is deemed
less efficient compared to selection performed before the tourist starts his trip.
This is because based on the existing structure, the retailers would have
already taken the trouble to process the e TRS transactions of a fraudster, only
for the transactions to be subsequently found invalid (this is assuming the
CCH is able to select the tourist for inspection) when the fraudster attempts to
make a claim for a refund as he leaves the country. The above arrangements
effectively prevent suspicious transactions from being performed by would-be
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fraudsters, saving time and effort for both the retailers as well as the Customs.
In another embodiment, the server 110 is configured to link to at least one
retailer for the provision of one or more retailer item list(s) available forl sale
and tax refund. In the app installed on the tourist's MDCC 120, a user
interface may then be provided to the tourist which displays the retailer item
list of available items for sale and/or tax refund for the tourist to view before
the tourist arrives at the country and/or before he/she leaves the country.
Once a wish list or checklist of selected items from a tourist is communicated
to the server 110 via the app, the server 110 is operable to provide a list of
retailer(s) and details of the retailers selling the one or more items, via a data
push or pull mechanism that the tourist desire to purchase. The wish list and
retailer list may be compared by any compare and match algorithm between
the entries on the tourist’s wish-list with what the retailers have to offer. The
compare and match may be performed at the server 110 side or the app
installed on the MDCC 120.

In the creation of the tourist's checklist, the tourist can record a plurality of
parameters related to each item. Non-exhaustive examples of these
parameters may include the item’s name, category, quantity and recipient's
name and insert short notes and images (such as pictures) related to each
item. Newly created items can be added to a temporary ‘pending list’ which
the tourist can check off to move the items to a completed list whenever a
purchase is made. Interfaces for sorting the items in alphabetical or other
order may also be provided to the user.

Each time the tourist creates a new item, the app is operable to retrieve a list
of retailer(s) selling the item from the server 110, and then provide to the
tourist, retailers that sell the item or related items. The tourist can download
the names of the recommended retailers to add them to his shopping list (via
an interface) or to access the retailer's profile on the app. Through the list
and/or a BLE located at the retailer's outlet, the tourist can be notified by the
server 110 via the app and/or the retailer that sells the item or related items
whenever the tourist is near to the retailer's shop and/or send content e.g.
sales voucher from the retailer to the Tourist. This is advantageous to provide
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a seamless experience for the tourist and to aid the retailers in selling their
products. Further, the arrangement provides an advantageous hybrid between
a pure online shopping experience and a real shopping experience where
goods can be inspected before it is purchased. Amongst other advantages,
the above arrangement reduces the shopping time required for a tourist to
look or source for an item and whether that item is eligible for tax refund;
provides an alert or other forms of notification when the tourist is nearby a
retailer, and provides an informed list on prices and quality before committing
to the purchase.

In some embodiments, the server 110 is operable to issue one eTRS ticket for
each refund claim at each retailer store and charge a service fee for each
eTRS Ticket issued. Each eTRS Ticket may comprise more than one sales
receipt accumulated at the same store (GSTN), subject to one or more
regulations to meet a minimum threshold eligible for refund {e.g. SGD 100).
For each eTRS ticket issued, the server 110 may also be required to pay a
CCH Fee of SGD 1.50.

As an alternative embodiment, instead of issuing an electronic ticket in the
form of an eTRS ticket for each transaction, the server 110 is instead operable
to issue a provisional e TRS for the first transaction eligibte for a refund claim,
and add all subsequent transaction receipts to this provisional eTRS ticket.
This is akin to a batch mode process and allows multiple retailers’
transactions to be combined into a single formalffinal eTRS ticket. The formal
eTRS ticket will be issued only when the tourist is at an approved departure
point. In such a way, both the user and the service provider may save on CCH
Fees because only one Refund Ticket per user per trip is issued, instead of
one Refund Ticket per user, per store, per trip. This can be performed without
compromising on security or authenticity, as the fourist user will have to
undergo the verification step at each retailer store.

In some embodiments, users of the system, such as approved retailers, may
be provided with a user interface accessible to a portal, the user interface
accessible via any computer device such as, but not limited to, a mobile
device. The user interface may be used to display business information
related to the retailer described as follow. An example of the interface is a
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webpage. The server will retrieve and store input received from various
sensors such as Bluetooth LE beacons, image capturing devices located
around the retailer's shop, for purpose of tracking, monitoring, obtaining,
andfor deriving one or more parameters associated with the retailer.
Examples of such one or more parameters include number of shoppers in a
retailer shop. Such data may be provided on a realtime or near real-time
basis displayed on the user interface. The data obtained may be further
analyzed to provide business intelligence information useful for the retailer.
Such business intelligence information may include shopper traffic in the
retailer shop, busiest period of a weekday or weekend, busiest period over
one or more months, etc.

In some embodiments, the system may be linked up with other commercial
databases related to cruise ship services for example, to provide users with
information such as Qualifying Cruise Ships eligible for tourist refund, as well
as pre-populating travel itinerary to achieve certain level of convenience for

the users of the system.

The described embodiments are advantageous as they provide a three-tier
checking and verification process. In particular, a first level of
check/verification is performed when a user (tfourist) registers with the central
processor 110. The second level of check/verification is performed before or
during the generation of the eTRS ticket, and the third level of
check/verification is performed at the point of departure prior to the generation
of an electronic notification indicating the success or failure of the refund

transaction.

Further, it is to be appreciated that the capturing of detailed information at the
point of user registration allows a tourist to specify a desired account for
refund upfront. Such an arrangement is useful to alleviate any time pressure
that a tourist may face when he is leaving the country, as he needs to
complete all form of formalities prior to boarding the aircraft / cruise ship. By
shifting the data collection point to prior to the tourist embarking on his trip or
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at the point of registration, precious time is saved for the tourist when he faces
the most time pressure.
The above is a description of embodiments of systems and methods for
facilitating refunds, in particular tax refunds to tourists in accordance with the
present invention. It is envisioned that those skilled in the art can design
alternative embodiments of this invention that falls within the scope of the
invention. In particular, it is to be appreciated that features from various
embodiment(s) may be combined to form one or more additional
embodiments. Further, the following are non-exhaustive examples of features
that may be combined with the described embodiments fo form further
embodiments that falls within the scope of the invention:-

« In the single device embodiment, the user (tourist) may send both the
retailer identifier and the transaction details to the server 110 for further
processing upon scanning the retailer QR code. As a pre-requisite, the
server 110 will however process the transaction details if and only if the
retailer identifier is verified.

= The verification or scanning of the retailer's identifier may be performed
either during the refund qualifying transaction is made or after. In the
former case, the transaction details are captured before the retailer
identifier is scanned before transmission to the server 110. This is
particularly relevant for the single device embodiment. In the latter
case, the retailer identifier may be verified or scanned for purpose of
opening the transaction session before either the user or an authorized

representative of the retailer retrieves the transaction details,
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WE CLAIM

1. A system for facilitating refund to a user comprising:
a mobile device having means to communicate with a central processor
for the generation of a refund account and a unique identifier; the
unique identifier associated with the user;
a computer device operable to access the unique identifier for
verification upon receipt of a refund qualifying transaction associated
with the user, the computer device further operable to receive and send
information relating to the refund qualifying transaction and generate a
refund request upon successful verification: and
the central processor operable to be in data communication with the
computer device to receive or send information relating to verification of the
unigue identification and the refund qualifying transaction and process the
verification or refund request, the central processor further configured fo
generate an electronic ticket to be sent to the mobile device for the generation

of a refund upon successful process of the refund request.

2. The system according to claim 1, wherein the refund is a tax refund

and in the form of an intermediate value.

3. The system according to claim 2, wherein the intermediate value is

derived from the actual value of refund based on a conversion rate.

4, The system according to claim 1, wherein the computer device is a
point-of-sale device, the point-of-sale device is configured to directly send
information relating to the refund qualifying transaction to the central

processor.

5. The system according to claim 1, wherein the unique identifier is
encoded as a quick response (QR) code and the computer device accesses
the unique identifier by scanning the QR code displayed on the mobile device.
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8. The system according to claim 1, wherein the central processor is
operable to send the electronic ticket to a third party server for further

verification of the refund qualifying transaction and confirmation of the refund.

7. The system according to claim 6, wherein the central processor stores
the information relating to the refund qualifying transaction in a database

before the electronic ticket is generated and sent to the third party server.

8. The system according to claim 1, wherein the mobile device is operable

to send an electronic notification related to a requirement being met.

9. The system according to claim 8, wherein the requirement is a

confirmation of departure.

10. The system according to claim 8, wherein the requirement is a

Declaration of Eligibility.

11.  The system according to claim 10, wherein the mobile device is
operable to receive a notification of refund issued by a third party server once

the electronic ticket is processed successfully.

12.  The system according to claim 1, wherein the central processor is
operable to receive a notification of refund issued by a third party server once
the at least one electronic ticket is processed successfully and the central

processor is operable to send a notification of refund to the mobile device.

13.  The system according to claim 1, wherein the unique identifier
associated with the user is generated based on a passport information of the

user.

14.  The system according to claim 13, wherein the unique identifier is

generated after a registration process by the user,
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15.  The system according to claim 13, wherein the unique identifier is

further associated with an image capture of the passport.

16.  The system according to any one of the preceding claims, wherein the

mobile device is integrated with the computing device.

17.  The system according to any one of the preceding claims, wherein the
central processor is operable to send a notification to the mobile device

indicating the success or failure of the refund request.

18. The system according to claim 1, wherein there comprises another

unique identifier associated with a retailer using the computer device.

19.  The system according to claim 18, wherein the another unique identifier
is generated after a registration process by the retailer.

20.  The system according to claim 18, wherein the another unique identifier
is further associated with an image capture of one or more account

information associated with the retailer.

21.  The system according to claim 1, wherein if the unique identifier is not
accessible by the computer device, the computer device is operable to obtain
an alternative identifier for verification and send the alternative identifier to the

central processor.

22. The system according to claim 21, wherein upon receipt of the
alternative identifier, the central processor is operable to determine whether a
corresponding refund account associated with the user is present and if not,
the central processor is operable to generate the refund account and the

unique identifier based on the alternative identifier.

23. The system according to claim 2, wherein the central processor
comprises a database for storing at least one retailer list of goods and
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services eligible for tax refund.

24,  The system according to claim 23, wherein the central processor is
operable to receive a wish-list of goods and services from the mobile device
and upon receipt of the wish-list, compare the wish-list with the at least one

retailer list of goods and services.

25.  The system according to claim 24, wherein when there is a match
between the wish-list and the at least one retailer list, the central processor is

operable to provide a matched list to the mobile device.

26. The system according to claim 1, wherein the electronic ticket is a
provisional electronic ticket, the provisional electronic ticket comprises a

plurality of electronic receipts.

27.  The system according to claim 26, wherein the provisional electronic

ticket is converted to a final electronic ticket at an approved departure point.

28.  The system according to claim 1, the central processor arranged in
data communication with at least one third party server to retrieve information
related to the identity of the user, and sends the information related to the

identity of the user o the computer device

29. A method for facilitating a refund to a user comprising the steps of:
communicating via a mobile device with a ceniral processor for the
generation of a refund account and a unique identifier, the unique identifier
associated with the user;
via a computer device,
accessing the unique identifier for verification on receipt of a

refund qualifying transaction associated with the user:

generating a refund request upon successful verification: and
sending information relating to the refund qualifying transaction
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via a central processor,
receiving and processing the refund request;,
wherein the central processor is further configured to generate an
electronic ticket to be sent to the mobile device for the generation of a refund

upon successful process of the refund request,

30.  The method of claim 29, further including the step of converting the

refund to an intermediate value after the generation of the refund.

31. The method of claim 30 wherein the intermediate vaiue is derived from

the actual value of refund based on a conversion rate.

32. The method of claim 29 further comprising the step of exporting the
information relating to the refund qualifying transaction via a point-of-sale
(POS) device in data communication with the computer device, the point-of-
sale device is configured to directly send information relating to the refund

qualifying transaction to the central processor.

33. The method of claim 29 wherein the computer device accesses the

unique identifier by scanning an image shown on the mobile device.

34. The method according to claim 29, further comprising the step of
sending the electronic ticket to a government server for further verification of

the refund qualifying transaction and confirmation of the refund.

35. The method according to claim 34, wherein the mobile device is

operable to send an electronic notification related to a requirement being met.

36. The method according to claim 35, wherein the requirement is a

confirmation of departure.

37.  The method according to claim 35, wherein the requirement is a

Declaration of Eligibility.
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38. The method of claim 29 wherein the generation of electronic ticket is

based upon one or more requirements being met.

38.  The method of claim 35 further comprising the step of sending an
slectronic notification to the mobile device indicating the success or failure of

the refund request.

40. The method according to claim 29, further comprises a step of
obtaining an alternative identifier for verification and sending the alternative
identifier to the central processor if the unique identifier is not accessible by

the computer device.

41.  The method according to claim 29, wherein upon receipt of the
alternative identifier, the central processor is operable to determine whether 3
corresponding refund account associated with the user is present and if not,
the central processor is operable to generate the refund account and the

unigue identifier based on the alternative identifier.

42. The method according to claim 29, wherein the central processor
comprises a database for storing at least one retaller list of goods and

services eligible for tax refund.

43. The method according to claim 31, wherein the central processor is
operable to receive a wish-list of goods and services from the mobile device
and upon receipt of the wish-list, compare the wish-list with the at least one

retailer list of goods and services.
44. The method according to claim 32, wherein when there is a match
between the wish-list and the at least one retailer list, the central processor is

operable to provide a matched list to the mobile device.

45,  The method according to claim 29, wherein the electronic ticket is a
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provisional electronic ticket, the provisional electronic ticket comprises a

plurality of electronic receipts.

48. The method according to claim 45, wherein the provisional electronic

ticket is converted to a final electronic ticket at an approved departure point.

47. A non-transitory computer readable medium containing executable
software instructions thereon wherein when executed on a mobile device
and/or a computer device performs the method of facilitating a refund to a
user comprising the steps of:

communicating via the mobile device with a central processor for the
generation of a refund account and a unique identifier, the unique identifier
associated with the user;

accessing the unique identifier for verification via a computer device on
receipt of a refund qualifying transaction associated with the user:

sending information relating to the refund qualifying transaction:

generating a refund request upon successful verification; and

receiving and processing the refund request by a central processor,

wherein the central processor is further configured to generate an
electronic ticket to be sent to the mobile device for the generation of a refund

upon successful process of the refund request.

48.  The non-transitory computer readable medium according to claim 47,
further comprising a software instruction to send an electronic notification to

the mobile device indicating the success or failure of the refund request,

49.  The system of claim 1, wherein if the refund request is not successfully
processed, the central processor is arranged in data communication with
another computer device provided to an authorized personnel to perform

further processing.
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{§7) Abstract: Disclosed herein are systems and methods for determining
electric pulses to provide to an unattended machine based on remotely-con-
figured options. An example method inclndes: detecting presence of the un-
attended machine in proxinuity to the mobile devige. After detecting the pros-
ence, the method includes: receiving, from a server, information about a first
set of remotely-configured options. In response fo receiving the information
about the first set of remotely-configured options, the method includes: dis-
playing user interface abjects thet allow for selestion of respective options in
the frst set of romotely-configured options. After detecting a selection of a
first user interface object, receiving, from the server, specifications regarding
electric puises to be provided fo the unattended machice by a pulse- provid-
ing device. After sending an authorization grant and the specifications to the
pulse- providing device, the method mcludes: receiving an indication that the
electric pulses were provided to the unaitended machine according to the
specifications.
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SYSTEMS AND METHODS FOR DETERMINING ELECTRIC
PULSES TO PROVIDE TO AN UNATTENDED MACHINE
BASED ON REMOTELY-CONFIGURED OPTIONS

FIELD OF THE INVENTION

[6001] The present application relates to the field of providing electric pulses at
unattended machines, and in particular, to determining electric pulses to provide to an
unattended machine based on remotely-configured options.

BACKGROUND OF THE INVENTION

[00602] Electric pulse-based credit machines are one type of “payment accepting unit”
or “unattended machine” (unattended machines or payment accepting units are also referred
to herein generically as “machines”). An unattended machine is equipment that requires
payment for the dispensing of products (e.g., items stocked by a vending machine) and/or

services (e.g., video game plays).

{0003} A consumer using an electric pulse-based credit machine such as a video
game, kiddie ride, or coin-op laundry is restricted to a predefined default amount per payment
increment as established by the machine (i.e., a direct mapping of coins that are inserted to
credits validated by the machine). For example, if one credit allowed the user to play one
game, the user would need to send 3 credits (i.e,, insert 3 coins into the machine) if they

wished to play three games.

0004} Because the pricing options are predefined and physically programmed into
the machine, machine operators are unable to offer up-front discounts, time-based discounts,
or other options that allow the machine operators to flexibly control available pricing options.
In addition, users are unable to take advantage of promotions and have to keep inserting coins
into the unattended machines according to existing options.

SUMMARY

[0005] Disclosed herein are systems and methods that address the above deficiencies.
In particular, disclosed herein are systems and methods for determining electric pulses to
provide to an unattended machine based on remotely configured options. For example, a
machine operator is able to access a web-based interface in order to add or modify pricing
options for a particular unattended machine. When a user later receives an authorization

grant for the particular unattended machine, that user is able to take advantage of the new or

modified pricing options. In this way, machine operators cap gtiaf)ish PESEEROER 21801
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users can take advantage of unique promotions offered by the machine operators.
Additionally, users need not constantly add individual coins in order to access services
provided by an unatiended machine, instead the users can simply and easily take advantage of
the unique promotions via an application that is executing on their own mobile phone (thus
avoiding inefficiencies, such as lost coins, jammed coins, broken coin-accepting interfaces,

and other like difficulties often encountered at unattended machines).

0006} In addition to vending machines, other unattended machines include: parking
meters, toll booths, laundromat washers and dryers, a video gaming console (i.e, a coin-
operated arcade game), a coin-operated pool table, a coin-operated dart machine, a coin-
operation vacuum or air pump (such as those commonly found at gas stations), or other
offline-payment operated machines that dispense goods (e.g., products stocked by a vending
machine} and/or provide services {(e.g., allow a user 1o use the services, such as playing a

video game, using the washer or dryer, etec.)

10007} (A1) In one aspect, a method of determining electric pulses to provide to an
unattended machine based on remotely-configured options for the unattended machine is
provided. The method is performed at an application executing on a mobile device. The
method includes: detecting, based on a broadcast received from a pulse-providing device that
is coupled with the unattended machine, presence of the unatftended machine in proximity to
the mobile device. After detecting the presence of the unattended machine, the method
includes: receiving, from a server (in some instances, the server is not capable of
communicating directly with the unattended machine, because the unattended machine does
not have a network connection), information about a first set of remotely-configured options
for interacting with the unattended machine. In response io receiving the information about
the first set of remotely-configured options, the method includes: displaying, in the
application, user interface objects that allow for selection of respective options in the first set
of remotely-configured opiions. The method further includes: detecting a selection of a first
user interface object that corresponds to a first option in the first set of remotely-configured
options. After (or in response to) detecting the selection of the first user interface object, the
method includes: receiving, from the server, information that includes an authorization grant
for the first option at the unattended machine, the information including specifications
regarding electric pulses to be provided to the unatiended machine by the pulse-providing
device in accordance with the first option. In accordance with a determination that a trigger

condition has been satisfied, the method includes: sending the information that includes the
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authorization grant and the specifications to the pulse-providing device. After sending the
authorization grant and the pulse information to the pulse-providing device, receiving an
indication, from the pulse-providing device, that the electric pulses were provided to the

unattended machine according to the specifications.

[0008] (A2) In accordance with some implementations of the method of A1, the

remotely-configured options are pricing options.

[06009] (A3) In accordance with some implementations of the method of any one of
A1-A2, the remotely-configured options are pricing options that are determined according to

a predefined pricing schedule.

{0016} (A4) In accordance with some implementations of the method of A3, the

predefined pricing schedule is determined based on a current time of day at the server.

[0011] (A5) In accordance with some implementations of the method of any one of
Al-A4, the remotely-configured options are configured by an operator of the unattended

machine without requiring any physical interactions with the unattended machine.

[0012] (A6) In accordance with some implementations of the method of any one of
A1-AS, the method further includes: receiving a second indication from the server that the

remotely-configured options are no longer current; and in response to receiving the second
indication from the server, receiving an updated set of remotely-configured pricing options

that is distinct from the first set of remotely-configured pricing options.

[0013] (A7) In some implementations, a mobile device is also provided. The mobile
device includes one or more processors and memory storing one or more programs {0 be
executed by the one or more processors, the one or more programs including instructions for

performing the method of any one of A1-A6.

[6014] (A8) In some implementations, a non-transitory computer readable storage
medium is also provided. The non-transitory computer readable storage medium stores one
or more programs, the one or more programs including instructions, which, when executed by
a mobile device with one or more processors, cause the mobile device to perform the method

of any one of A1-A6.

[0015] (A9) In some implementations an additional method is provided. The
additional method is for determining electric pulses to provide to an unattended machine

based on remotely-configured options for the unattended machine, and the method is

performed at a pulse-providing device that is coupled with ewptispietsBmBira 083-1203
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method includes: receiving, from an application executing on a mobile device, an
authorization grant that includes specifications regarding electric pulses to be provided to the
unattended machine by the pulse-providing device in accordance with a pricing option
selected by a user at the application executing on the mobile device, wherein the pricing
option is specific to the unattended machine. In response to receiving the authorization grant,
the method includes: determining whether the authorization grant is valid. In accordance
with a determination that the authorization grant is valid, the method includes: providing
electric pulses to the unattended machine according to the specifications. After providing the
electric pulses to the unattended machine, the method includes: sending, to the application
executing on the mobile device, an indication that the electric pulses were provided to the

unattended machine according to the specifications.

[6016] (A10) In some implementations of the method of A9, the pricing option is not

available to users that interact with the unattended machine via mechanical insertion of coins.

[6017] (A11) In some implementations, a pulse-providing device 1s provided. The
pulse-providing device includes: one or more processors and memory storing one or more
programs to be executed by the one or more processors, the one or more programs including

instructions for performing the method of any one of AS-A10.

[0018] (A12) In some implementations, a non-transitory computer readable storage
medium is provided. The non-transitory computer readable storage medium stores one or
more programs, the one or more programs including instructions, which, when executed by a
pulse-providing device with one or more processors, cause the pulse-providing device to

perform the method of any one of AS-A10.

[6019] (A13) Some implementations also provide for a system for determining
electric pulses to provide to an unattended machine based on remotely-configured options for
the unattended machine. The system includes: a pulse-providing device that is coupled with
the unattended machine, wherein the pulse-providing device is configured to: perform
operations described in the method of any one of A9-A10; an application that is executing on
a mobile device, wherein the application is configured to: perform operations described in the
method of any one of A1-A6; and & server that is in communication with the application that
is executing on the mobile device, wherein the server is configured to: perform operations
including retrieving specifications for electric pulses that are associated with selected pricing

options and sending those retrieve specifications to the mobile device.
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6020 In ancther aspect, a method of presenting representations of payment
accepting unit events is performed at a device (e.g., the mobile device 150, Figures 5 and 21)
with one or more processors, memory, one or more output devices, and two or more
communication capabilities. After sending a request to a payment module {(e.g., the adapter
module 100, Figures 5 and 20), via a first communication capability {e.g., a short-range
communication technology/protocol such as BLE), to initiate a transaction with a payment
accepting unit (e.g., the payment accepting unit 120, Figures S and 19) (sometimes also
herein called “machine 120”) associated with the payment module, the method includes
obtaining a notification from the payment module via the first communication capability,
where the notification indicates an event at the payment accepting unit associated with the
payment module. In response to obtaining the notification, the method includes providing a
representation of the notification to a user of the mobile device via the one or more output
devices of the mobile device (e.g., a message displayed on a display of the mobile device, a
vibration produced by a vibration mechanism of the mobile device, an aural alert produced by

a speaker of the mobile device, and/or the like).

{0021} In one more aspect, a method of retrofitting an offline-payment operated
machine to accept electronic payments is performed at a payment module (e.g., the adapter
module 100, Figures 5 and 20) with one or more processors, memoiy, a short-range
communication capability (e.g., 2 short-range communication technology/protocol such as
BLE), and a first interface module configured to couple the payment module with a control
unit of an offline-payment operated machine (e.g., the payment accepting unit 120, Figures 5
and 19) (sometimes also herein called “machine 1207). The method includes receiving a
transaction request via the short-range communication capability from a respective mobile
device to perform a transaction with the offline-payment operated machine. The method
includes validating the transaction request, where validation of the transaction request
indicates that the respective mobile device is authorized to initiate payment for the
transaction by a remote server (e.g., the server 130, Figures 5 and 22) via the long-range
communication capability (e.g., the long-range communication technology/protocol such as
GSM, CDMA, or Wi-Fi). In accordance with a determination that the transaction request is
valid, the method includes causing the offline-payment operated machine to perform the
requested transaction by issuing a signal to perform the transaction to the control unit of the

offline-payment operated machine via the first interface module.
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[0022] In a further aspect, a device (e.g., the machine 120, (Figures 5 and 19), the
adapter module 100 (Figures 5 and 20), the mobile device 150 (Figures 5 and 21), the server
130 (Figures 5 and 22), or a combination thereof) includes one or more processors and
memory storing one or more programs for execution by the one or more processors, the one
or more programs include instructions for performing, or controlling performance of, the
operations of any of the methods described herein. In some implementations, a non-transitory
computer readable storage medium storing one or more programs, the one or more programs
comprising instructions, which, when executed by a device (e.g., the machine 120, (Figures §
and 19), the adapter module 100 (Figures 5 and 20}, the mobile device 150 (Figures 5 and
21), the server 130 (Figures 5 and 22), or a combination thereof) with one or more
processors, cause the computer system to perform, or control performance of, the operations
of any of the methods described herein. In some implementations, a device {(e.g., the machine
120, (Figures S and 19), the adapter module 100 (Figures 5 and 20), the mobile device 150
(Figures 5 and 21), the server 130 (Figures 5 and 22), or a combination thereof) includes
means for performing, or controlling performance of] the operations of any of the methods

described herein.

{6023} The subject matter described herein is particularly pointed out and distinctly
claimed in the concluding portion of this specification. Objectives, features, combinations,
and advantages described and implied herein will be more readily understood upon
consideration of the following detailed description of the invention, taken in conjunction with
the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[6024] Figure 1 is a schematic diagram that shows three zones: a “communication
zone” {e.g., Bluetooth range), an “authorization zone,” and a “payment zone” in accordance

with some implementations.

{6025] Figure 2 is a schematic diagram that shows the three zones of Figure 1 with

multiple users therein in accordance with some implementations.

[6026] Figure 3 is a table that illustrates the hands-free credit or alert user principle in

accordance with some implementations,

{80271 Figure 4 1s a flow chart showing the logging received signal strength indicator

(RS8Y) information in accordance with some implementations.
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[6028] Figure 5 is a block schematic that shows elements of the payment processing
system including, but not limited to, the adapter module, the machine, the mobile device, and

servers, as well as communications therebetween in accordance with some implementations.

j0029] Figure 6 is a block schematic that shows three areas of encryption used {each
is bi-directional) between the adapter module, the machine, the mobile device, and/or servers

in accordance with some implementations.

{0030} Figure 7 is a block diagram that shows communications, messaging, vending
sequence, and purchase flow between the adapter module, the mobile device, and a system

management server in accordance with some implementations.

[6031] Figure 8A is a schematic process flow diagram that shows additional elements
and features of the payment processing system (e.g., communications, messaging, vending
sequence, and purchase flow) when the user enters the “communication zone” (e.g.,

Bluetooth range) in accordance with some implementations.

[8032] Figure 8B is a schematic process flow diagram that shows additional elements
and features of the payment processing system (e.g., communications, messaging, vending
sequence, and purchase flow) when the user enters the “authorization zone” in accordance

with some implementations.

{6033] Figure 8C is a schematic process flow diagram that shows additional elements
and features of the payment processing system (e.g., communications, messaging, vending
sequence, and purchase flow) when the user enters the “payment zone” and, in particular,
detailing a hands-free mode embodiment and a swipe mode embodiment in accordance with

some implementations.

[0034] Figure 8D is a schematic process flow diagram that shows additional elements
and features of the payment processing system (e.g., communications, messaging, vending
sequence, and purchase flow) in a vending transaction including a loop for multiple

transactions in accordance with some implementations.

[6035] Figure 8E is a schematic process flow diagram that shows additional elements
and features of the payment processing system (e.g., communications, messaging, vending

sequence, and purchase flow) in the login mode in accordance with some implementations.

[6036] Figure 8F is a schematic process flow diagram that shows additional elements

and features of the payment processing system (e.g., communications, messaging, vending
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sequence, and purchase flow) during boot-up of the adapter module in accordance with some

implementations.

[6037] Figure 8G is a schematic process flow diagram that shows additional elements
and features of the payment processing system (e.g., communications, messaging, vending
sequence, and purchase flow) during an account check/update process in accordance with

some implementations.

[0038] Figures 9A-9E are flow charts that show example steps and features of the
payment processing system {e.g., communications, messaging, vending sequence, and

purchase flow) in accordance with some implementations.

[6639] Figures 10A~10D show a mobile device with a graphical representation of a
mobile application shown thereon, the mobile application being used as part of the mobile-

device-to-machine payment processing system in accordance with some implementations.

[6040] Figure 11 is a perspective view of the in-line dongle adapter module in

accordance with some implementations.

{0041} Figure 12 is a front plan view of the in-line dongle adapter module of Figure

11 in accordance with some implementations.

{0042} Figure 13 is a back plan view of the in-line dongle adapter module of Figure

11 in accordance with some implementations.

[6043] Figure 14 is a side view of the in-line dongle adapter module of Figure 11 in

accordance with some implementations.

{86044} Figure 15 is a first end view of a connector receptacle of the in-line dongle

adapter module of Figure 11 in accordance with some implementations.

{6045] Figure 16 is a second end view of a connector receptacle of the in-line dongle

adapter module of Figure 11 in accordance with some implementations.

{0046} Figure 17 is a perspective view taken from the first end of the in-line dongle
adapter module of Figure 11, the connectors and cables between which the in-line dongle
adapter module is inserted being shown in broken lines for illustrative purposes in accordance

with some implementations.

{6047} Figure 18 is a perspective view taken from the second end of the in-line

dongle adapter module of Figure 11, the connectors and cables between which the in-line
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dongle adapter module is inserted being shown in broken lines for illustrative purposes in

accordance with some implementations.

[6048] Figure 19 is & perspective view of the in-line dongle adapter module of Figure

11 within a vending machine in accordance with some implementations.

[0049] Figure 20 is a block diagram of an adapter module in accordance with some
implementations.

160506] Figure 21 is a block diagram of a mobile device in accordance with some
implementations.

[6051] Figure 22 is a block diagram of a server in accordance with some
implementations.

[0052] Figure 23 is a schematic flow diagram of a process for authenticating a user to

perform a transaction in the payment processing system in accordance with some

implementations.

[6053] Figure 24A is a block diagram of a packet of information broadcast by the
payment module (sometimes also herein called the “adapter module™) in accordance with

some implementations.

[6054] Figure 248 is a block diagram of an authorization request in accordance with

some implementations.

[06055] Figure 24C is a block diagram of an authorization grant token in accordance

with some implementations.

[0056] Figure 24D is a block diagram of transaction information generated by the

payment module in accordance with some implementations.

{0057} Figure 25A illustrates a schematic flow diagram of a process for providing a
representation of 8 machine event at a mobile device in accordance with some

implementations

[6058] Figure 25B is a schematic flow diagram of a process for processing
acknowledgment information in the payment processing system in accordance with some

implementations.
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[6059] Figures 26A-26D illustrate example user interfaces for providing a
representation of a machine event at a mobile device in accordance with some

implementations.

{00606] Figures 27A-278 illustrate a flowchart diagram of a method of presenting

representations of payment accepting unit events in accordance with some implementations.

[6061] Figure 28A illustrates a block diagram of an offline-payment operated

machine in accordance with some implementations.

{6062] Figure 28B illustrates signals sampled by the payment module in accordance

with some implementations.

[6063] Figures 29A-29B illustrate a flowchart diagram of a method 1600 of
retrofitting an offline-payment operated machine to accept electronic payments in accordance

with some implementations.

[0064] Figure 30 illustrates a flowchart diagram of a method of enabling a payment

operated machine to accept electronic payments in accordance with some implementations.

[6065] Figure 31 is a schematic flow diagram of a process for determining electric
pulses to provide to an unattended machine based on remotely configured options for the

unattended machine, in accordance with some implementations.

[0066] Figure 32 illustrates an example of a user interface on a mobile device that is
used for selecting one of the remotely configured options for the unattended machine, in

accordance with some implementations.

[6067] Figure 33 is a flow diagram of a method of determining electric pulses to
provide to an unattended machine based on remotely configured options for the unattended

machine, in accordance with some implementations.

[6068] Like reference numerals refer to corresponding parts throughout the several
views of the drawings.
DETAILED DESCRIPTION OF THE INVENTION

{6069] Disclosed herein is a payment processing system or, more specifically, a
mobile-device-to-machine payment processing system for processing transactions over a non-
persistent network connection. The mobile-device-to-machine payment processing system
disclosed herein focuses on the unattended retail space (e.g., a payment accepting unit 120,

sometimes also herein called a “machine 1207). More specifically, the mobile-device-to-
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machine payment processing system disclosed herein allows a user (having a mobile device
150 with a mobile application 140 thereon) to make a cashless purchase from a payment

accepting unit 120 (having an adapter module 100 associated therewith).

8070} The mobile-device-to-machine payment processing system described herein
can be implemented with one or more of the following features: easy installation feature, a
non-persistent network connection feature; a manual (swipe to pay) mode feature; a hands-

free mode feature; and a multiple vending transactions {multi-vend) feature.

{8071} Easy Installation: Installation is very easy, requires no tools, requires no
configuration, and takes as little as 30 seconds. This is accomplished by using an adapter
module 100 (sometimes also herein called “payment module 1007} such as an in-line dongle
(a hardware device with software thereon) design for in-line insertion within a multi-drop bus
(MDB) of a payment accepting unit 120 {e.g., a vending machine) (sometimes also herein
called ‘the machine 1207). Installation is as simple as “powering down” (turning off) the
machine 120, identifying the “wire” that connects with a payment receiving mechanism (e.g.,
the coin mechanism), disconnecting the wire (so that there are two loose ends, such as a male
connection end or adapter of an MDB and a female connection end or adapter of an MDB),
plugging (inserting) the adapter module 100 in serial (“in-line”) with the wire (e.g.,
connecting the MDB female adapter to a male adapter of the adapter module 100 and
connecting the MDB male adapter to a female adapter of the adapter module 100), tucking
the wire and the installed adapter module 100 back into position, and “powering up” (tuming
on) the machine 120. Most vending machines made since 1995 have this industry standard
MDB technology that would allow this easy 30-second installation. On machines without
MDB technology, the adapter module 100 can be configured or designed to work with other
serial protocols or activate a switch. In essence the adapter module 100 simulates establishing
payment on payment accepting unit 120 in much the same maunner as other alternative forms

of payment (e.g., cash).

{8072} Non-persistent Network Connection: Although payment accepting units (or
“machines”) that accept only cash {e.g., paper currency and coins) may not require a
connection {persistent or non-persistent) to a network, traditional payment accepting units
that accept cashless payments {e.g., credit cards, debit cards, and alternative mobile device
payment methods using, for example, smart phones) require a persistent connection to a
network (wired or wireless) to facilitate the cashless payments. In other words, without a
persistent (ongoing or accessible on demand) network connection, traditional payment
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accepting units cannot accept cashless payments. Most traditional payment accepting units
that accept cashless payments include the technology to accomplish this persistent network
connection that allows them to connect to a remote server. If the network connection to a
traditional machine is temporarily interrupted, cashless payments will be temporarily
unavailable. If the machine is located in a location where no network connection is available,
cashless payments is not possible. In addition to using a mobile device 150 as an intermediary
between the payment accepting units 120 and the server 130, the mobile-device-to-machine
payment processing system described herein minimizes (i.e., the manual mode) or eliminates
(i.e., the hands-free mode) user interaction with the mobile device 150. Further, in some
implementations, the mobile-device-to-machine payment processing system described herein
facilitates the acceptance of cashless payments without requiring any network connection
near the payment accepting unit 120. In some implementations, when the mobile-device-to-
machine payment processing system described herein is located in a remote location where
network connection is unavailable, the mobile-device-to-machine payment processing

system, therefore, can siill accept cashless payments.

[6673] Manual (Swipe-to-Pay) Mode: Using a “swipe-to-pay” feature (or just
“swipe”) refers to a user’s action implemented on his/her mobile device 150 where he/she
quickly brushes his/her finger {or other pre-determined interaction) on the mobile device’s
touch screen 152 (Figures 10A-10D) or other input devices associated with the mobile device
150. From the user’s perspective, when the user is within range, a pre-installed mobile
application 140 automatically connects to the payment accepting unit 120 (e.g., a vending
machine). The mobile application 140 might display (on the touch screen 152) a prepaid
balance that the user “swipes” to transfer payment to the payment accepting unit 120. The
user could observe the transferred funds on the touch screen 152 of the mobile device 150
and/or on the display 122, 124 (Figure 19) of the payment accepting unit 120. The transaction
is completed just as if cash was inserted in the machine 120 with the user inputting his
selection on the payment accepting unit 120 and the payment accepting unit 120 dispensing
the product or service. After the selection is made, the change is returned to the mobile device

150 and this may be shown on the touch screen 152 of the mobile device 150.

[6074] Hands-Free Mode: A “hands-free pay” feature (or just “hands-free”) would
most likely be used with “favorite” payment accepting units 120 (e.g., a frequently used
vending machine at a user’s work or school). From the user’s perspective, he/she would

approach the favorite payment accepting unit 120 and notice that the display 122, 124 (Figure
Petitioner Exhibit 1002-1212

e



WO 2017/143679 PCT/US2617/0181%4

19} of the payment accepting unit 120 shows funds available, he/she would select the product
or service using the payment accepting unit’s input mechanisms (e.g., buttons 126 or a touch
screen display 124 shown in Figure 19), and he/she would retrieve dispensed services or
products. It would be that simple. More specifically, when the user is within range, a pre-
installed mobile application 140 automatically connects to the payment accepting unit 120
(e.g., a vending machine). The user may leave the mobile device 150 in a pocket, purse,
briefcase, backpack, or other carrier. As the user approaches the payment accepting unit 120
and is in approximately “arm’s-length” distance (e.g., 3 to 5 feet) of the payment accepting
unit 120, the user could observe the transferred funds on the display 122, 124 (Figure 19) of
the payment accepting unit 120. The transaction is completed just as if cash was inserted into
the payment accepting unit 120 with the user inputting his/her selection on the payment
accepting unit 120 and the payment accepting unit 120 dispensing the product or service.
After the selection is made, the change is returned to the mobile device 150. Figure 3 details

when the hands-free mode would be available.

{8675} Multiple Vending Transactions (Multi-Vend): Both the manual and hands-free
modes could be used multiple times in sequence {(implemented, for example, as a loop) so
that a user may make multiple purchases. After making his/her first selection and receiving
his product (or service), the user would observe that additional funds were available on the
display 122, 124 (Figure 19) on the payment accepting unit 120. He/she could make another
selection (or multiple selections) and receive additional product(s) (or service(s)). More
specifically, the display 122, 124 (Figure 19) may reset as if the transaction is complete, but
then, because the user is still standing in range, the mobile application 140 would send
another credit to the payment accepting unit 120, allowing for a second purchase. When the
user walks away, the system clears (e.g., returns unused funds to the application 140 on the

mobile device 150).

[6076] The features described above, alone or in combination with other features
described herein will revolutionize the hundred billion dollar automated retail industry. The
hardware is very low cost and there are no reoccurring fees because no cellular connection is
required on the machine 120. Using the mobile-device-to-machine payment processing
system described herein, operators of machines 120 can increase frequency of visits by

purchasers and items sold with each visit.

06077} The mobile-device-to-machine payment processing system described herein

may be implemented as an apparatus, system, and/or method for enabling payments to a

Petitioner Exhibit 1002-1213

11



WO 2017/14367% PCT/US2017/01819%4

machine 120 via a mobile device 150. The mobile-device-to-machine payment processing

system may be better understood with reference to the drawings, but the shown mobile-

device-to-machine payment processing system is not intended to be of a limiting nature.
DEFINITIONS

{6078] Before describing the mobile-device-to-machine payment processing system
and the figures, some of the terminology should be clarified. Please note that the terms and
phrases may have additional definitions and/or examples throughout the specification. Where
otherwise not specifically defined, words, phrases, and acronyms are given their ordinary
meaning in the art. The following paragraphs provide some of the definitions for terms and

phrases used herein.

8079} Adapter Module 100: As shown in Figures 1 and 2, the adapter module 100
(sometimes also herein called the “payment module 1007} is a physical device that is installed
in a machine 120 (a payment accepting unit 120). The shown adapter module 100 is an in-
line dongle (a hardware device with software thereon) device that may be inserted in-line
within a multi-drop bus (MDB) of a machine 120. The adapter moduie 100 bridges the
communication between the machine 120 and a mobile device 150. Although described as a
unigue component, it should be noted that the adapter module 100 could be implemented as a
plurality of devices or integrated into other devices (e.g., components of a machine 120}). In
its unique component form, the adapter module 100 can be easily inserted into a machine 120
so that the machine 120 is able to perform new features with the assistance of the adapter
module 100, Figure 20 shows components associated with the adapter module 100. As shown
in Figure 20, the communications unit 770 of the adapter module 100 includes short-range
communication capability 776 (e.g., Bluetooth mechanisms). The shown example may be
divided into multiple distinct components that are associated with each other or the example
may be incorporated into or drawn from other technology (e.g., a computer or a payment

accepting unit) as long as the components are associated with each other.

[0080] Mobile Device 150 and Application 140 (also referred to as a “mobile
application,” “mobile app,” or “app”): In general, a mobile device 150 may be a user’s
personal mobile device 150. The mobile device 150 (with a mobile application 140 thereon)
acts as 2 communication bridge between the adapter module 100 (associated with a payment
accepting unit 120) and the server 130. The mobile device 150 and the application 140,
however, are not “trusted” in that the communications {transmissions} it passes are encrypted,

Encrypted (secured) communications are undecipherable (unencryptable, unreadable, and/or
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unuseable) by the mobile device 150. This keeps the communications passed between the
adapter module 100 and the server 130 secured and safe from hacking. Mobile devices
include, but are not limited to smart phones, tablet or laptop computers, or personal digital
assistants (PDAs), smart cards, or other technology (e.g., a hardware-software combination)
known or yet fo be discovered that has structure and/or capabilities similar to the mobile
devices described herein. The mobile device 150 preferably has an application (e.g., the
application 140) running on it. The term “app” 1s used broadly to include any software
program(s) capable of implementing the features described herein. Figures 10A-10D show
user interfaces for the application 140 displayed by the mobile device 150. It should be noted
that the phrase “mobile device” can be assumed to include the relevant app unless specifically
stated otherwise. Similarly, it should be noted that an “app” can be assumed to be running on
an associated mobile device unless specifically stated otherwise. Figure 21 shows
components associated with the mobile device 150. The shown example may be divided into
multiple distinct components that are associated with each other or the example may be
incorporated into or drawn from other technology (e.g., the cell phone itself) as long as the

components are associated with each other.

[0081] Payment accepting unit 120 (or Machine 120): A payment accepting unit 120
{or the machine 120} is equipment that requires payment for the dispensing of an product
and/or service. Payment accepting units 120 may be vending machines, parking meters, toll
booths, laundromat washers and dryers, arcade games, kiosks, photo booths, toll booths,
transit ticket dispensing machines, and other known or yet to be discovered payment
accepting units 120. Some payment accepting units 120 can accept cashless payments
{(payments other than cash (paper currency and coins)) by accepting payment from, for

example, credit cards, debit cards, and mobile devices.

j6082] Network Connections: For purposes of this discussion, a persistent network
connection is a wired or wireless communications connection that is ongoing {e.g., a
dedicated connection, a dedicated online connection, and/or a hardwired connection) or
accessibie on demand (e.g., the ability for the machine to make a temporary connection to a
server ot the ability for the user to contact a server from his mobile device). Typically the
persistent network connection has been conducted over “long-range communication
technology” or “long-range communication protocol” (e.g., hardwired, telephone network
technology, cellular technology (e.g., GSM, CDMA, or the like), Wi-Fi technology, wide

area network {WAN), local area network (LAN), or any wired or wireless communication
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technology over the Internet that is known or yet to be discovered). Traditionally, machines
that accept payment other than cash require a persistent (ongoing or accessible on demand)
connection to a network to facilitate payment. This is true for machines that accept, for
example, credit cards and debit cards. The payment accepting units 120 described herein do
not require a traditional persistent network connection. The user’s mobile device 150 acts as a
communication bridge between the adapter module 100 and the server 130. Communications
between user mobile devices 150 and the servers (e.g., a system management server 130
and/or a funding source server 160) take place using long-range communication technology.
Communications between user mobile devices 150 and the adapter module 100 of the
payment accepting unit 120 take place using “short-range communication technology” or
“short-range communication protocol” {e.g., Bluetooth (such as Bluetooth 4.0, Bluetooth
Smart, Bluetooth Low Energy (BLE)), near-field communication (NFC), Ultra Wideband
(UWB), radio frequency identification (RFID), infrared wireless, induction wireless, or any
wired or wireless technology that could be used to communicate a small distance
(approximately a hundred feet or closer) that is known or yet to be discovered). Therefore,
neither the adapter module 100 nor the payment accepting unit 120 requires a traditional
persistent long-range wireless network connection. The communications technology shown in
the figures may be replaced with alternative like communications technology and, therefore,
specific shown communications technologies are not meant to be limiting. For example, Wi-

Fi technology could be replaced with another long-range communication technology.

0083} Server: A server is the host processing server that may be operated by the
company running the payment processing system. For each user, the server 130 preferably
maintains at least one “virtual wallet” having at least one “balance” (which can be $0) of
designated funds for which the server 130 keeps an accounting. The balance may represent,
for example, “cash” or it may be a “promotional value” that represents funds that may be
spent under certain circumstances. If these funds begin to be depleted, the user may be
notified (e.g., via the application 140 on the mobile device 150) that additiona! funds need to
be designated and/or transferred. Alternatively, funds from other sources (e.g., the funding
source server 160) may be automatically transferred to restore a predetermined balance. The
balance may also be increased based on a promotion {e.g., points earned or coupons). As
shown in Figure 22, the server includes appropriate processors 950, memory 960 (which
would keep an accounting of the user’s balance in a manner similar to a gift card), and

communication systems 970. As shown in Figure 22, the communications unit 970 of the

server 130 includes long-range communication capability SBNstiorfe R SEHR2080-1216
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and/or Wi-Fi mechanisms). The server 130 also includes a security unit 955 for encrypting
and decrypting messages. The server 130 receives an authorization request (sometimes also
herein called an “AuthRequest”) from the adapter module 100 (via a mobile device 150) and,
if funds are available, returns an authorization grant (sometimes also herein called an
“AuthGrant” or an “authorization grant token”) for funds. Figure 22 shows components
associated with the server 130. The shown example may be divided into multiple distinct
components that are associated with each other or the example may be incorporated into or
drawn from other technology (e.g., a computer or a main frame) as long as the components

are associated with each other.

[0084] Advertise Presence: Each adapter module 100 advertises its presence by
broadcasting signals (advertising broadcast signals) to mobile devices in the zones 102, 104,

106. Bach adapter module 100 can listen to other adapter modules’ advertisements.

{6085} Received Signal Strength Indicator (RSSI): The adapter module 100 may have
a self-calibrating signal strength to determine zone thresholds (e.g., a payment zone threshold
and an authentication zone threshold). At the time the user selects an item (product or
service) from the payment accepting unit 120, the Received Signal Strength Indicator (RSSI)
is logged. At this moment, it is presumed the user is within “arm’s-length” (which may be 2
predetermined length approximating the distance of a user standing in front of a machine for
the purpose of making a purchase) from the payment accepting unit 120. A mathematical
computation (i.e., In-Range Heuristics) is conducted to derive the optimal RSS8I threshold at
which point payment should be triggered by an application 140 on a mobile device 150. The
threshold may be payment accepting unit specific and can vary over a period of time. This
optimal zone threshold is preferably reported to the mobile device 150 during an initial

handshake.

{6086] In-Range Heuristics: A mathematical computation that determines the RSSI
threshold to determine when a user is in the authorization zone 104 and/or the payment zone
102, This computation can take into consideration numerous historical data points as well as
transaction specific information such as which the mobile device 150 is being used, payment
accepting unit type, among other factors. Preferably the RS81 is logged while the user is
making his selection (this is the one time in the entire process that the user definitely will be
“in range” (e.g., they will be arm’s length from the machine 120 because they are physically
interacting with the machine 120). The type of user mobile device 150, accelerometer data
(e.g., is the user moving or stationary), and/or other information may also be logged while the
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user is making his selection. The adapter module 100 can give a reference RSSI for the
payment zone 102 for the machine 120, and the application 140 can make a +/- adjustment
based on the specific mobile device 150 on which it is installed. Over a period of time, the

payment processing system continues to improve itself based on additional data points.

[06087] Authorization Request (“Autiﬂe@uest:): When a user enters the authorization
zone 104, the mobile device 150 notifies the adapter module 100 and the adapter module 100
sends a secured authorization request (e.g., the encrypted authorization request) as a
“message” (also referred to as a communication or transmissions) to the server 130 via the
mobile device 150. Encryption may be performed by a security unit 755 (Figure 20) with
security technology (e.g., encryption and decryption means) that may be associated with the
processing unit 750 and/or the memory 760. Significantly, the AuthRequest is a request for
authorization of funds, not a request for authorization of a transaction. The purpose of the

funds is irrelevant to the server 130.

[6088] Authorization Grant Token (“AuthGrant”): This is a “message” (also referred
to as a communication or transmissions) encrypted by the security unit 955 (Figure 22) with
security technology (e.g., encryption and decryption means) of the server 130 with the unique
private key corresponding to the adapter module 100. The secured authorization grant (e g.,
the encrypted authorization grant) is passed from the server 130 to the adapter module 100
via the mobile device 150 in the form of a message. The mobile device 150, however, is not
able to decrypt and/or read the message. The authorization grant is in response to the
authorization request. The amount of the funds granted by the AuthGrant may be determined
by factors including, but not limited to, the amount of funds available {or, if funds are not
available, a mini-loan could be granted), a pre-authorized amount (e.g., set by the server, set
by the user during set-up, set by the funding source, or a standard amount), limited by time
(e.g., only a certain amount per hour, or a predetermined amount at specific times of the day),
limited to the maximum amount of an item on the machine (or enough for two or three items
in the machine}, or one or more of these and other factors. Significantly, the AuthGrant
makes the funds available, but does not authorize a transaction. The AuthGrant may have an
associated expiration period in that it may expire if it is not used in a pre-determined time
period. The length of time before the AuthGrant expires may be determined by factors
including, but not limited to, the trustworthiness of the user (e.g., the user has a long history
with the payment processing system or some known provider (e.g., credit card provider,

bank, or credit union), the user has a good credit rating, or the user has a large wallet
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balance), a pre-authorized time period (e.g., set by the server, set by the user during set-up,
set by the funding source, or a standard time period), limited by time (e.g., predetermined
time periods at specific times of the day such as longer times during breakfast, lunch, and
dinner), limited by the machine or the products or services sold in the machine, limited by the
number of other users near the machine (e.g., if it is a crowded machine, the AuthGrant may
expire faster), or one or more of these and other factors, The AuthGrant remains valid until it
expires or some other event occurs to end its validity (e.g., the user cancels it). This means
that under normal circumstances the mobile device 150 will hold the AuthGrant authorizing
use of funds for a pre-determined time period that will allow the user sufficient time to make
a purchase. The authorized amount may be considered to be the “wallet balance” that is held

in a virtual “wallet”

[6089] Synchronization: Time may be synchronized to the adapter module 100 from
the server 130. The server 130 sends time information with encrypted messages and the

adapter module 100 uses the time encoded in the messages for synchronization,

{6090} The mobile-device-to-machine payment processing system and components
thereof may have associated hardware, software, and/or firmware (a variation, subset, or

hybrid of hardware and/or software}. The term “hardware” includes at least one “processing
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unit,” “processor,” “computer,” “programmable apparatus,” and/or other known or yet to be
discovered technology capable of executing instructions or steps (shown as the processing
unit 750 in Figure 20, the processing unit 850 in Figure 21, and the processing unit 950 in

3? 6¢C

Figure 22). The term “software” includes at least one “program,” “subprogram,” “series of
instructions,” or other known or vet to be discovered hardware instructions or hardware-
readable program code. Software may be loaded onto hardware (or firmware) to produce a
“machine,” such that the software executes on the hardware {o create structures for
implementing the functions described herein. Further, the software may be loaded onto the
hardware (or firmware) so as to direct the mobile-device-to-machine payment processing
system (and components thereof) to function in a particular manner described herein or to
perform a series of operational steps as described herein. “Hardware” such as the adapter
module 100, the mobile device 150, and the payment accepting unit 120 may have software
{e.g., programs and apps) loaded thereon. The phrase “loaded onto the hardware” also
includes being loaded into memory (shown as the memory 760 in Figure 20, the memory 860
in Figure 21, and the memory 960 in Figure 22) associated with or accessible by the

hardware. The term “memory” is defined to include any type of hardware (or other
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