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PREFACE

inkers and loaders have been part of the software toolkit for almost as
L long as there have been computers. They are the critical tools that per-
mit programs to be built from modules rather than as one big monolith.

As early as 1947, programmers started to use primitive loaders that could
take program routines stored on separate tapes and combine and relocate
them into one program. By the early 1960s, these loaders had evolved into full-
fledged linkage editors. Because program memory remained expensive and
limited and computers were (by modern standards) slow, these linkers con-
tained complex features for creating complex memory overlay structures to
squeeze large programs into small memory and for re-editing previously
linked programs to save the time needed to rebuild a program from scratch.

During the 1970s and 1980s there was little progress in linking technology.
Linkers tended to become even simpler, as virtual memory moved much of
the job of storage management away from applications and overlays into the
operating system; and as computers became faster and disks larger, it became
easier to re-create a linked program from scratch to replace a few modules
rather than to relink just the changes. In the 1990s linkers have again become
more complex, adding support for modern features including dynamically
linked shared libraries and the unusual demands of C++. Radical new processor
architectures with wide instruction words and compiler-scheduled memory

xi

IBM Ex-1007

Page 10
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accesses (such as the Intel 1A64) will also put new demands on linkers to
ensure that the complexrequirements of the code are met in linked programs.

WHoO Is THIS BooK FoOR?

This book is intended for several overlapping audiences: students, practicing
programmers, and computer language designers and developers. Courses in
compiler construction and operating systems have generally given scant
treatment to linking and loading, often because the linking process seemed
trivial or obvious. Although this was arguably true when the languages of
interest were Fortran, Pascal, and C, and when operating systems didn’t use
memory mapping or shared libraries, it's much less true now. C++, Java, and
other object-oriented languages require a much more sophisticated linking
environment. Memory-mapped executable programs, shared libraries, and
dynamic linking affect many parts of an operating system, and an operating
system designer disregards linking issues at his or her peril.

Practicing programmers need to be aware of what linkers do, again partic-
ularly for modern languages. C++ places unique demands on a linker, and
large C++ programs are prone to develop hard-to-diagnose bugs as a result of
unexpected occurrences at link time. (The best known of these are static con-
structors that run in an order the programmer wasn't expecting.) Linker fea-
tures such as shared libraries and dynamic linking offer great flexibility and
power, when used appropriately.

Language designers and developers need to be aware of what linkers do
and can do as they build languages and compilers. Programming tasks that
had been handled by hand for 30 years are automated in C++, which depends
on the linker to handle the details. (Consider what a programmer has to do
to get the equivalent of C++ templates in C or to ensure that the initializa-
tion routines in each of a hundred C source files are called before the body of
the program starts.) Future languages will automate even more program-wide
bookkeeping tasks, with more powerful linkers doing the work. Linkers will also
be more involved in global program optimization, because the linker is the only
stage of the compiler process that handles the entire program’s code together
and thus can do transformations that affect the entire program as a unit.

People who write linkers also need this book, of course. But all the linker
writers in the world could probably fit in one room and half of them already
have copies because they reviewed the manuscript.
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Preface

OVERVIEW

The key points for each chapter are highlighted with dots in the margin like
the ones highlighting this paragraph. If you're inclined to skip over a chapter
or two, please at least look at the highlighted points on your way through.

Chapter 1 provides a short historical overview of the linking process and
discusses the stages of the linking process. It ends with a short but complete
example of a linker run, from input object files to a runnable “Hello, world”
program.

Chapter 2 reviews computer architecture from the point of view of linker
design. It examines SPARC, a representative reduced instruction set archi-
tecture; the IBM 360/370, an old but still very viable register-memory ar-
chitecture; and the Intel x86, which is in a category of its own. Important
architectural aspects include memory architecture, program addressing
architecture, and the layout of address fields in individual instructions.

Chapter 3 examines the internal structure of object and executable files. It
starts with the very simplest files, DOS COM files, and goes on to examine
progressively more complex files including DOS EXE, UNIX a.out and ELE
MS Windows COFF and PE (EXE and DLL), OS/360 object files, and Intel/
Microsoft OME

Chapter 4 covers the first stage of linking—allocating storage to the seg-
ments of the linked program—with examples from real linkers.

Chapter 5 covers symbol binding and resolution, the process by which a
symbolic reference in one file to a name in a second file is resolved to a
machine address.

Chapter 6 covers the creation and use of object code libraries, along with
issues of library structure and performance.

Chapter 7 covers address relocation, which is the process of adjusting the
object code in a program to reflect the actual addresses at which it runs. It also
covers position-independent code (PIC)—code created in a way that avoids
the need for relocation—and the costs and benefits of doing so.

Chapter 8 covers the loading process, which involves getting a program
from a file into the computer’s memory in order to run it. It also covers tree-
structured overlays, an old but still effective technique to conserve address
space.

Chapter 9 looks at what's required to share a single copy of a library’s code
among many different programs. This chapter concentrates on statically
linked shared libraries.

xiii
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Chapter 10 broadens the discussion of Chapter 9 to dynamically linked
shared libraries. It treats two examples in detail, Win32 dynamic-link libraries
(DLLs) and UNIX/Linux ELF shared libraries.

Chapter 11 looks at a variety of tasks that sophisticated modern linkers do.
It covers new features that C++ requires, including name mangling, global
constructors and destructors, template expansion, and duplicate code elimi-
nation. Other techniques include incremental linking, link-time garbage col-
lection, link-time code generation and optimization, load-time code
generation, and profiling and instrumentation. The chapter concludes with
an overview of the Java linking model, which is considerably more semanti-
cally complex than any of the other linkers covered.

THE PROJECT

Chapters 3 through 11 have a continuing project to develop a small but func-
tional linker in perl. Although perlis an unlikely implementation language for
a production linker, it’s an excellent choice for a term project. Perl handles
many of the low-level programming chores that bog down programming in
languages like C or C++, letting the student concentrate on the algorithms and
data structures of the project at hand. Perl is available at no charge on most
current computers, including Windows 95/98 and NT, UNIX, and Linux, and
many excellent books are available to teach perl to new users. (See the books
by Hoffman, Schwartz, and Wall et al. listed in the references at the back of this
book.)

The initial project in Chapter 3 builds a linker skeleton that can read and
write files in a simple but complete object format, and subsequent chapters
add functions to the linker until the final result is a full-fledged linker that sup-
ports shared libraries and produces dynamically linkable objects. Perl is quite
able to handle arbitrary binary files and data structures, and the project linker
could be adapted if desired to handle native object formats.

Object files for the project can be found at the supporting Web site for this
book at linker.iecc.com.

ACKNOWLEDGMENTS

Many, many people generously contributed their time to reading and review-
ing the manuscript of this book, including both the publisher’s reviewers and
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the readers of the comp.compilers usenet newsgroup who read and com-
mented on an on-line version of the manuscript. In alphabetical order, they
are Mike Albaugh, Rod Bates, Gunnar Blomberg, Robert Bowdidge, Keith
Breinholt, Brad Brisco, Andreas Buschmann, David S. Cargo, John Carr, David
Chase, Ben Combee, Ralph Corderoy, Paul Curtis, Bjorn De Sutter, Lars
Duening, Phil Edwards, Oisin Feeley, Mary Fernandez, Michael Lee Finney,
Peter H. Froehlich, Robert Goldberg, James Grosbach, Rohit Grover, Quinn
Tyler Jackson, Colin Jensen, Glenn Kasten, Louis Krupp, Terry Lambert, Doug
Landauer, Jim Larus, Len Lattanzi, Greg Lindahl, Peter Ludemann, Steven
D. Majewski, John McEnerney, Larry Meadows, Jason Merrill, Carl Montgom-
ery, Cyril Muerillon, Sameer Nanajkar, Jacob Navia, Simon Peyton-Jones,
Allan Porterfield, Charles Randall, Thomas David Rivers, Ken Rose, Alex
Rosenberg, Raymond Roth, Timur Safin, Kenneth G. Salter, Donn Seeley,
Aaron F. Stanton, Harlan Stenn, Mark Stone, Robert Strandh, Ian Taylor,
Michael Trofimov, Hans Walheim, and Roger Wong.

These people are responsible for most of the true statements in this book.
The false ones remain the author's responsibility. (If you find any of the latter,
please contact me at the address below so they can be fixed in subsequent
printings.)

I particularly thank my editor Tim Cox and editorial assistant Sarah Luger
at Morgan Kaufmann for putting up with my interminable delays during the
writing process and for pulling all the pieces of this book together.

CONTACT Us

This book has a supporting Web site at linker.iecc.com. It includes example
chapters from the book, samples of perl code and object files for the project,
and updates and errata.

You can send email to the author at linker@iecc.com. The author reads all
the mail, but because of the volume received may not be able to answer all
questions promptly.
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Chapter 1 » Linking and Loading

would write out the symbolic programs on sheets of paper, hand-assemble
them into machine code, and then toggle the machine code into the computer,
or perhaps punch it on paper tape or cards. (Real hotshots could compose
code directly at the switches.) If the programmer used symbolic addresses at
all, the symbols were bound to addresses as the programmer did his or her
hand translation. If it turned out that an instruction had to be added or
deleted, the entire program had to be inspected and any addresses affected by
the added or deleted instruction adjusted by hand.

The problem was that the names were bound to addresses too early in the
process. Assemblers solved that problem by letting programmers write pro-
grams in terms of symbolic names, with the assembler binding the names to
machine addresses. If the program changed, the programmer had to reassem-
ble it, but the work of assigning the addresses is pushed off from the program-
mer to the computer.

Libraries of code compound the address assignment problem. Since the
basic operations that computers can perform are so simple, useful programs
are composed of subprograms that perform higher-level and more complex
operations. Computer installations keep a library of prewritten and debugged
subprograms that programmers can draw upon for use in new programs they
write, rather than requiring programmers to write all their own subprograms.
The programmer then loads the subprograms in with the main program to
form a complete working program.

Programmers were using libraries of subprograms even before they used
assemblers. By 1947, John Mauchly (leader of the ENIAC project) wrote about
loading programs along with subprograms selected from a catalog of pro-
grams stored on tapes and of the need to relocate the subprograms’ code to
reflect the addresses at which they were loaded. Perhaps surprisingly, these
two basic linker functions—relocation and library search-—appear to predate
even assemblers, as Mauchly expected both the program and subprograms to
be written in machine language. The relocating loader allowed the authors
and users of the subprograms to write each subprogram as though it would
start at location zero and to defer the actual address binding until the sub-
programs were linked with a particular main program.

With the advent of operating systems, relocating loaders separate from
linkers and libraries became necessary. Before there were operating systems,
each program had the machine’s entire memory at its disposal, so the
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1.2 Address Binding: A Historical Perspective

program could be assembled and linked for fixed memory addresses, based
on the certainty that all addresses in the computer would be available. But
with operating systems, the program had to share the computer’s memory
with the operating system and perhaps even with other programs. This meant
that the actual addresses at which the program would be running weren'’t
known until the operating system loaded the program into memory, with final
address binding deferred past link time to load time. Linkers and loaders now
divided up the work, with linkers doing part of the address binding, assigning
relative addresses within each program, and the loader doing a final reloca-
tion step to assign actual addresses.

As systems became more complex, they called upon linkers to do more
and more complex name management and address binding. Fortran pro-
grams used multiple subprograms and common blocks—areas of data shared
by multiple subprograms—and it was up to the linker to lay out storage and to
assign the addresses both for the subprograms and the common blocks.
Linkers increasingly had to deal with object code libraries, including both
application libraries written in Fortran and other languages and compiler
support libraries that were called implicitly from compiled code to handle I/O
and other high-level operations.

Programs quickly became larger than available memory, so linkers pro-
vided overlays, a technique that let programmers arrange for different parts of
a program to share the same memory, with each overlay loaded on demand
when another part of the program called into it. Overlays were widely used on
mainframes from the advent of disks around 1960 until the spread of virtual
memory in the mid-1970s; they reappeared on microcomputers in the early
1980s in exactly the same form and faded as virtual memory appeared on PCs
in the 1990s. Overlays are still used in memory-limited embedded environ-
ments, and they may yet reappear in other places where precise programmer
or compiler control of memory usage improves performance.

With the advent of hardware relocation and virtual memory, linkers and
loaders actually became less complex, because each program could again
have an entire address space. Programs could be linked to be loaded at fixed
addresses, with hardware rather than software relocation taking care of any
load-time relocation. However, computers with hardware relocation invari-
ably run more than one program,; frequently they run multiple copies of the
same program. When a computer runs multiple copies of one program, some
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Chapter 1 * Linkingand Loading

parts of the program—the executable code, in particular—are the same among
all running copies, while other parts are unique to each copy. If the parts that
don’t change can be separated out from the parts that do change, the operat-
ing system can use a single copy of the unchanging part, saving considerable
storage. Compilers and assemblers were modified to create object code in
multiple sections, with one section for read-only code and another section for
writable data. The linker had to be able to combine all of the sections of each
type so that the linked program would have all the code in one place and all
the data in another. This didn’t delay address binding any more than before,
because addresses were still assigned at link time, but more work was deferred
to the linker to assign addresses for all the sections.

Even when different programs are running on a computer, those different
programs usually turn out to share a lot of common code. For example, nearly
every program written in C uses routines such as fopen and printf; database
applications all use a large access library to connect to the database; and pro-
grams running under a graphical user interface (GUI) such as X Windows, MS
Windows, or the Macintosh all use pieces of the GUI library. Most systems now
provide shared libraries for programs to use, so that all the programs that use a
library can share a single copy ofit. This both improves run-time performance
and saves a lot of disk space; in small programs the common library routines
often take up more space than the program itself.

In the simpler static shared libraries, each library is bound to specific
addresses at the time the library is built, and the linker binds program refer-
ences to library routines to those specific addresses at link time. Static librar-
ies turn out to be inconveniently inflexible, because programs potentially
have to be relinked every time any part of the library changes, and the details
of creating static shared libraries turn out to be very tedious. Systems there-
fore added dynamically linked libraries in which library sections and symbols
aren’t bound to actual addresses until the program that uses the library starts
running. Sometimes the binding is delayed even further than that; with full-
fledged dynamic linking, the addresses of called procedures aren’t bound
until the first call. Furthermore, programs can bind to libraries as the pro-
grams are running, loading libraries in the middle of program execution. This
provides a powerful and high-performance way to extend the function of pro-
grams. Microsoft Windows in particular makes extensive use of run-time
loading of shared libraries—called dynamically linked libraries (DLLs)—to
construct and extend programs.
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1.3 Linking vs. Loading

LINKING VS. LOADING

Linkers and loaders perform several related but conceptually separate actions.

= Program loading. They copy a program from secondary storage (which,

since about 1968, invariably means a disk) into main memory so it’s
ready to run. In some cases loading just involves copying the data from
disk to memory; in others it involves allocating storage, setting protec-
tion bits, or arranging for virtual memory to map virtual addresses to
disk pages.

Relocation. Compilers and assemblers generally create each file of
object code with the program addresses starting at zero, but few com-
puters let you load your program at location zero. If a program is cre-
ated from multiple subprograms, all the subprograms have to be
loaded at non-overlapping addresses. Relocation is the process of
assigning load addresses to the various parts of the program and
adjusting the code and data in the program to reflect the assigned
addresses. In many systems, relocation happens more than once. It’s
quite common for a linker to create a program from multiple sub-
programs and to create one linked output program that starts at zero,
with the various subprograms relocated to locations within the big pro-
gram. Then when the program is loaded, the system picks the actual
load address and the linked program is relocated as a whole to the load
address.

Symbol resolution. When a program is built from multiple subpro-
grams, the references from one subprogram to another are made using
symbols; a main program might use a square root routine called sqrt,
and the math library defines sqrt. Alinker resolves the symbol by not-
ing the location assigned to sqrt in thelibrary and patching the caller’s
object code so the call instruction refers to that location.

Although there’s considerable overlap between linking and loading, it’s

reasonable to define a program that does program loading as a loader, and
one that does symbol resolution as a linker. Either can do relocation, and there
have been all-in-one linking loaders that do all three functions.
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Chapter 1 ¢ Linkingand Loading

The line between relocation and symbol resolution can be fuzzy. Because
linkers already can resolve references to symbols, one way to handle code
relocation is to assign a symbol to the base address of each part of the program
and to treat relocatable addresses as references to the base address symbols.

One important feature that linkers and loaders share is that they both
patch object code; as such they are the only widely used programs to do so
other than perhaps debuggers. This is a uniquely powerful feature, albeit one
that is extremely machine specific in the details and that can lead to baffling
bugs if done wrong.

TWO-PAsSs LINKING

Now we turn to the general structure of linkers. Linking, like compiling or
assembling, is fundamentally a two-pass process. A linker takes as its input a
set of input object files, libraries, and perhaps command files, and produces
as its result an output object file and perhaps ancillary information such as a
load map or a file containing debugger symbols (Figure 1.1).

Each input file contains a set of segments, contiguous blocks of code or
data to be placed in the output file. Each input file also contains at least one
symbol table. Some symbols are exported—defined within the file for use in
other files, generally the names of routines within the file that can be called
from elsewhere. Other symbols are imported—used in the file but not defined,
generally the names of routines called from but not present in the file.

When a linker runs, it first has to scan the input files to find the sizes of the
segments and to collect the definitions and references of all of the symbols. It
creates asegment table listing all of the segments defined in the input files and
a symbol table with all of the symbols imported or exported. Using the data
from the first pass, the linker assigns numeric locations to symbols, deter-
mines the sizes and location of the segments in the output address space, and
figures out where everything goes in the output file.

The second pass uses the information collected in the first pass to control
the actual linking process. It reads and relocates the object code, substituting
numeric addresses for symbol references and adjusting memory addresses in
code and data to reflect relocated segment addresses, and writes the relocated
code to the output file. It then writes the output file, generally with header
information, the relocated segments, and symbol table information. If the
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1.3 Linking vs. Loading

Command line

arguments " 1
I' Normal !
e libraries "
Linker ;
control files i ————r||

—
SN

Debug Executable Link/load
symbol file file map

Ficure 1.1 o The linker process.

program uses dynamic linking, the symbol table contains the information the
run-time linker will need to resolve dynamic symbols. In many cases, the
linker itself will generate small amounts of code or data in the output file, such
as glue code used to call routines in overlays or in dynamically linked libraries
or an array of pointers to initialization routines that need to be called at pro-
gram startup time. Whether or not the program uses dynamic linking, the file
may also contain a symbol table for relinking or debugging that isn’t used by
the program itself but that may be used by other programs that deal with the
output file.

Some object formats are relinkable; that is, the output file from one linker
run can be used as the input to a subsequent linker run. This requires that the
output file contain a symbol table like that in an input file, as well as all of the
other auxiliary information present in an input file.

Nearly all object formats have provision for debugging symbols, so that
when the program is run under the control of a debugger, the debugger can
use those symbols to let the programmer control the program in terms of the
line numbers and names used in the source program. Depending on the

7
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8  Chapterl ¢ Linkingand Loading

details of the object format, the debugging symbols may be intermixed in a
single symbol table with symbols needed by the linker, or there may be one
table for the linker and a separate, somewhat redundant table for the
debugger.

A few linkers appear to work in one pass. They do so by first buffering
some or all of the contents of the input file in memory or disk during the link-
ing process, then reading the buffered material later. Since this is an imple-
mentation trick that doesn’t fundamentally affect the two-pass nature of
linking, we don’t address it further here.

OBJECT CODE LIBRARIES

Alllinkers support object code libraries in one form or another, with most ailso
providing support for various kinds of shared libraries. The basic principle of
an object code library is simple enough (Figure 1.2). A library is little more
than a set of object code files. (Indeed, on some systems you can literally
catenate a group of object files together and use the result as a link library.) If
any imported names remain undefined after the linker processes all of the
regular input files, it runs through the library or libraries and links in any of the
files in the library that export one or more undefined names.

Shared libraries complicate this task a little by moving some of the work
from link time to load time. The linker identifies the shared libraries that
resolve the undefined names in a linker run, but rather than linking anything
into the program, the linker notes in the output file the names of the libraries
in which the symbols were found, so that the shared library can be bound in
when the program is loaded. See Chapters 9 and 10 for the details.

RELOCATION AND CODE MODIFICATION

The heart of a linker’s or loader’s actions is relocation and code modification.
When a compiler or assembler generates an object file, it generates the code
using the unrelocated addresses of code and data defined within the file and
usually zeros for code and data defined elsewhere. As part of the linking pro-
cess, the linker modifies the object code to reflect the actual addresses
assigned. For example, consider the following piece of x86 code that moves
the contents of variable a to variable b using the eax register:
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FicURE 1.2 » Object code libraries.

mov a,%eax
mov %eax,b

If a is defined in the same file at location hex 1234 and b is imported from
somewhere else, the generated object code will be

Al 34 12 00 00 mov a,%eax
A3 00 00 00 00 mov %eax,b

Each instruction contains a 1-byte operation code followed by a 4-byte
address. The first instruction has a reference to 1234 (byte-reversed, because
the x86 uses a right-to-left byte order) and the second instruction has a refer-
ence to zero because the location of b is unknown.

Now assume that the linker links this code so that the section in which a is
located is relocated by hex 10000 bytes, and assume that b turns out to be at
hex 9A12. The linker modifies the code to be

9
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Al 34 12 01 00 mov a,%eax
A3 12 9A 00 00 mov %eax,b

That is, the linker adds 10000 to the address in the first instruction so that
now the instruction refers to a’s relocated address (11234) and the linker
patches in the address for b. These adjustments affect instructions, but any
pointers in the data part of an object file have to be adjusted as well.

On older computers with small address spaces and direct addressing, the
modification process is fairly simple, because there are only one or two
address formats that a linker has to handle. Modern computers, including all
RISCs, require considerably more complex code modification. No single
instruction contains enough bits to hold a direct address, so the compiler and
linker have to use complicated addressing tricks to handle data at arbitrary
addresses. In some cases, it’s possible to concoct an address using two or three
instructions, each of which contains part of the address, and to use bit manip-
ulation to combine the parts into a full address. In such a case, the linker has to
be prepared to modify each of the instructions appropriately, inserting some
of the bits of the address into each instruction. In other cases, all of the ad-
dresses used by a routine or group of routines are placed in an array that is
used as an address pool—initialization code sets one of the machine registers
to point to that array, and code loads pointers out of the address pool as
needed using that register as a base register. The linker may have to create the
array from all of the addresses used in a program and then modify instructions
that so that they refer to the appropriate address pool entry. We discuss this in
Chapter 7.

Some systems require position-independent code that will work correctly
regardless of where in the address space it isloaded. Linkers generally have to
provide extra tricks to support that, separating out the parts of the program
that can’t be made position independent and arranging for the two parts to
communicate. (See Chapter 8.)

COMPILER DRIVERS

In most cases, the operation of the linker is invisible to the programmer (or
nearly so) because it’s run automatically as part of the compilation process.
Most compilation systems have a compiler driver that automatically invokes
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the phases of the compiler as needed. For example, if the programmer has two
C language source files, the compiler driver will run a sequence of programs
like this on a UNIX system:

. C preprocessor on file A, creating preprocessed A

. C compiler on preprocessed A, creating assembler file A
. Assembler on assembler file A, creating object file A

. C preprocessor on file B, creating preprocessed B

. C compiler on preprocessed B, creating assembler file B

. Assembler on assembler file B, creating object file B

~N O g ke W N =

. Linker on object files A and B and system C library

That is, it compiles each source file to assembler and then object code and
links the object code together, including any needed routines from the system
Clibrary.

Compiler drivers are often much more clever than this. Many will com-
pare the creation dates of source and object files and only recompile source
files that have changed. (The UNIX make program is the classic example.) Par-
ticularly when compiling C++ and other object-oriented languages, compiler
drivers can play all sorts of tricks to work around limitations in linkers or
object formats. For example, C++ templates define a potentially infinite set of
related routines, so to find the finite set of template routines that a program
actually uses, a compiler driver can link the program’s object files together
with no template code, read the error messages from the linker to see what'’s
undefined, call the C++ compiler to generate object code for the necessary
template routines, and relink. We cover some of these tricks in Chapter 11.

LINKER COMMAND LANGUAGES

Every linker has some sort of command language to control the linking pro-
cess. At the very least the linker needs the list of object files and libraries to
link. Generally there is a long list of possible options: whether to keep debug-
ging symbols, whether to use shared or unshared libraries, which of several
possible output formats to use. Most linkers permit some way to specify the
address at which the linked code is to be bound, which comes in handy when

11
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we are using a linker to link a system kernel or other program that doesn’t run
under control of an operating system. In linkers that support multiple code
and data segments, a linker command language can specify the order in
which segments are to be linked, special treatment for certain kinds of seg-
ments, and other application-specific options.

There are four common techniques to pass commands to a linker:

1. Command line. Most systems have a command line or the equivalent, by
which we can pass a mixture of file names and switches. This is the usual
approach for UNIX and MS Windows linkers. On systems with limited-
length command lines, there’s usually a way to direct the linker to read
commands from a file and to treat them as though they were on the com-
mand line.

2. Intermixed with object files. Some linkers, such as IBM mainframe linkers,
accept alternating object files and linker commands in a single input file.
This dates from the era of card decks, when the programmer would pile up
object decks and hand-punched command cards in a card reader.

3. Embedded in object files. Some object formats, notably Microsoft’s, permit
linker commands to be embedded inside object files. This permits a com-
piler to pass any options needed to link an object file in the file itself. For
example, the C compiler passes commands to search the standard C
library.

4. Separate configuration language. A few linkers have a full-fledged config-
uration language to control linking. The GNU linker, which can handle an
enormous range of object file formats, machine architectures, and
address space conventions, has a complex control language that lets a
programmer specify the order in which segments should be linked, rules
for combining similar segments, segment addresses, and a wide range of
other options. Other linkers have less complex languages to handle spe-
cific features such as programmer-defined overlays.

LINKING: A TRUE-LIFE EXAMPLE

We complete our introduction to linking with a small but real linking example.
Figure 1.3 shows a pair of C language source files, m.c with a main program
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Source filem. c

extern void a(char *);

int main(int ac, char **av)

{
static char string[] = "Hello, world!\ n";
a(string);

}
Source file a.c

#include <unistd.h>
#include <string.h>
void a(char *s)
{
write(l, s, strien(s));

}
FIGURE 1.3 e Source files.

that calls a routinenamed a and a. c that contains the routine with a call to the
library routines strlen and write.

On my Pentium with GCC, the main programm. c compiles into a 165-byte
object file in the classic a.out object format (Figure 1.4). That object file in-
cludes a fixed-length header, 16 bytes of text segment containing the read-
only program code, and 16 bytes of data segment containing the string. Fol-
lowing that are two relocation entries, one that marks the pushl instruction
that puts the address of the string on the stack in preparation for the call to a
and one that marks the call instruction that transfers control to a. The symbol
table exports the definition of _main, imports _a, and contains a couple of other
symbols for the debugger. (Each global symbol is prefixed with an underscore,
for reasons described in Chapter 5.) Note that the push1 instruction refers to lo-
cation hex 10, the tentative address for the string, because it’s in the same object
file, while the call refers to location 0 since the address of _a is unknown.

The subprogram file a.c compiles into a 160-byte object file (Figure 1.5),
with the header, a 28-byte text segment, and no data. Two relocation entries
mark the calls to strlen and write, and the symbol table exports a and
imports _strienand _write.
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14 Chapterl e Linking and Loading

Sections:
Idx Name Size VMA

LMA File off Algn

0 .text 00000010 00000000 00000000 00000020 2**3
1 .data 00000010 00000010 00000010 00000030 2**3
Disassembly of section .text: 00000000 < main>:

0: 55
1: 89 e5
3: 68 10 00 00 00

4: 32 .data
8: e8 f3 ff ff ff

9: DISP32 _a

c9

e: c3

pushl %ebp
movl %esp,%ebp
pushl $0x10

call 0

leave
ret

FicURE 1.4 o Object code form.c.

To produce an executable program, the linker combines these two object
files with a standard startup initialization routine for C programs and with
necessary routines from the C library, as displayed (in part) in Figure 1.6.

The linker combines corresponding segments from each input file, so
there is one combined text segment, one combined data segment, and one bss
segment (zero-initialized data, which the two input files didn’t use). Each seg-
ment is padded out to a 4KB boundary to match the x86 page size, so the text
segment is 4KB (minus a 32-byte a.out header present in the file but not logi-
cally part of the segment); the data and bss segments are also each 4KB.

The combined text segment contains the text of library startup code
called start-c, then text fromm. o relocated to 10a4, text from a.o relocated to
10b4, and routines linked from the C library relocated to higher addresses in
the text segment. The data segment, not displayed in Figure 1.6, contains the
combined data segments in the same order as the text segments. Since the
code for _mainhas beenrelocated to address hex 10a4, that address is patched
into the call instruction in start-c. Within the main routine, the reference to
the string is relocated to hex 2024, the string’s final location in the data seg-
ment, and the call is patched to 10b4, the final address of _a. Within _a, the
calls to _strlenand write are patched to the final addresses for those two
routines.
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Sections:
Idx Name
0 .text

1 .data

0:

W N D W
D

m o

f:
11:

16:
19:
la:
1b:

FicuRE 1.5 ¢ Object codefora.c.

55
89
53
8b
53
e8

50
53
6a
e8

8d
5b
c9
c3

Size

0000001c

VMA

1.5 Linking: A True-Life Example

LMA File off Algn

00000000 00000000 00000020 2**2

CONTENTS, ALLOC, LOAD, RELOC, CODE

00000000 0000001c 0000001c 0000003c 2**2
CONTENTS, ALLOC, LOAD, DATA

Disassembly of section .text: 00000000 <_a>:

e5

5d 08

f3 ff ff ff
9: DISP32

01

ea ff ff ff

12:
65 fc

DISP32

pushl
mov]
pushl
mov1
pushl
call

_strlen

push]
pushl
pushl
call
_write
leal
popl
leave
ret

%ebp

%esp,%ebp
%ebx

0x8(%ebp) ,%ebx
%ebx

0

%eax
%ebx
$0x1
0

-4(%€bp),%esp
%ebx

The executable program also contains about a dozen other routines from
the C library (also not shown) that are called directly or indirectly from the
startup code or from _write (error routines, in the latter case). The executable
contains no relocation data, because this file format is not relinkable and the
operating system loads it at a known fixed address. It contains a symbol table
for the benefit of a debugger, although the executable doesn't use the symbols
and the symbol table can be stripped off to save space.

In this example, the code linked from the library is considerably larger
than the code for the program itself. That’s quite common, particularly when
programs use large graphics or windowing libraries; this provides the impetus
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16 Chapterl ¢ Linking and Loading

Sections:
Idx Name
0 .text
1 .data
2 .bss

00000fe0 00001020 00001020
00001000 00002000 00002000
00000000 00003000 00003000

Size VMA

LMA

File off
00000020
00001000
00000000

Algn
2%*3
2%*3
2%*3

Disassembly of section .text: 00001020 <start-c>:

1092:
000010a4
10a4:
10a5:
10a7:
10ac:
10bl:
10b2:
000010b4
10b4:
10b5:
10b7:
10b8:
10bb:
10bc:
10cl:
10c2:
10c3:
10c5:
10ca:
10cd:
10ce:
10cf:

e8 0d 00 00 00

< main>:

55
89
68
e8
c9
c3

e5
24 20 00 00
03 00 00 00

< a>:

55
89
53
8b
53
e8
50
53
6a
e8
8d
5b
c9
c3

e5

5d 08

37 00 00 00

01

a2 00 00 00
65 fc

000010f8 <_strlen>:

0000116c < write>:

s

call

pushl
mov1
pushl
call
leave
ret

pushl
mov 1
pushl
mov1
push]i
call
pushl
pushl
pushl
call
leal
popl
Teave
ret

10a4 < main>

%ebp
%esp,%ebp
$0x2024
10b4 < a>

%ebp

%esp,%ebp

%ebx

0x8(%ebp) ,%ebx
%ebx

10f8 <_strlen>
%eax

%ebx
$0x1
116c < write>
-4{%ebp) ,%esp
%ebx

Ficure 1.6 o Selected parts of executable program.
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»is APPLICATION BINARY INTERFACES

Every operating system presents an application binary interface (ABI) to pro-
grams that run under that system. The ABI consists of programming conven-
tions that applications have to follow to run under the operating system. ABIs
invariably include a set of system calls and the technique to invoke the system
calls, as well as rules about what memory addresses a program can use and
often rules about usage of machine registers. From the point of view of an
application, the ABI is as much a part of the system architecture as the under-
lying hardware architecture, because a program will fail equally badly if it vio-
lates the constraints of either.

In many cases, the linker has to do a significant part of the work involved
in complying with the ABI. For example, if the ABI requires that each program
must contain a table of all of the addresses of static data used by routines in
the program, the linker often creates that table, by collecting address informa-
tion from all of the modules linked into the program. The aspect of the ABI
that most often affects the linker is the definition of a standard procedure call,
a topic we return to later in this chapter.

MeEMORY ADDRESSES

Every computer includes a main memory. The main memory is an array of
storage locations, with each location having a numeric address. The addresses
start at zero and run up to some large number determined by the number of
bits in an address.

BYTE ORDER AND ALIGNMENT

Each storage location consists of a fixed number of bits. Over the past 50 years
computers have been designed with storage locations consisting of as many
as 64 bits and as few as 1 bit, but now nearly every computer in production
addresses 8-bit bytes. Since many of the data that computers handle, notably
program addresses, are bigger than 8 bits, the computers can also handle 16-,
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3 Bytes 3

2 16-bit words 2

0 32-bit words 0

Big-endian Little-endian

FIGURE 2.1 e Byte-addressable memory.

32-, and often 64- or 128-bit data as well, with multiple adjacent bytes
grouped together. On some computers, notably those from IBM and Motor-
ola, the first (numerically lowest-addressed) byte in multibyte data is the most
significant byte, while others, notably DEC and Intel, it’s the least significant
byte (Figure 2.1). In a nod to Gulliver’s Travels, the IBM/Motorola byte order
scheme is known as “big-endian” while the DEC/Intel scheme is called “little-
endian.”

The relative merits of the two schemes have provoked vehement argu-
ments over the years. In practice the major issue determining the choice of
byte order is compatibility with older systems, since it is considerably easier to
port programs and data between two machines with the same byte order than
between machines with different byte orders. Many recent chip designs can
support either byte order, with the choice made either by the way the chip is
wired up, by programming at system boot time, or in a few cases it is even
selected per application. (On these switch-hitting chips, the byte order of data
handled by load and store instructions changes, but the byte order of con-
stants encoded in instructions doesn't. This is the sort of detail that keeps the
life of the linker writer interesting.)

Multibyte data must usually be aligned on a natural boundary. That is, 4-
byte data should be aligned on a 4-byte boundary, 2-byte on 2-byte, and so
forth. Another way to think of it is that the address of any N-byte datum should
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have at least log,N low zero bits. On some systems (Intel x86, DEC VAX, IBM
370/390), misaligned data references work at the cost of reduced perfor-
mance, while on others (most RISC chips) misaligned data cause a program
fault. Even on systems where misaligned data don’t cause a fault, the perfor-
mance loss is usually great enough that it’s worth the effort to maintain align-
ment where possible.

Many processors also have alignment requirements for program in-
structions. Most RISC chips require that instructions be aligned on 4-byte
boundaries.

Each architecture also defines registers, a small set of fixed-length high-
speed memory locations to which program instructions can refer directly. The
number of registers varies from one architecture to another, from as few as
eight in the Intel architecture to 32 in some RISC designs. Registers are almost
invariably the same size as a program address; that is, on a system with 32-bit
addresses, the registers are 32 bits, and on a system with 64-bit addresses, the
registers are 64 bits as well.

passl ADDRESS FORMATION

As a computer program executes, it loads and stores data to and from mem-
ory, as determined by instructions in the program. The instructions are them-
selves stored in memory, usually a different part of memory from the
program’s data. Instructions are logically executed in the sequence they are
stored, except that jump instructions specify a new place in the program to
start executing instructions. (Some architectures use the term branch for
some or all jumps, but we call them all jumps here.) Each instruction that ref-
erences data memory and each jump specifies the address or addresses of the
datato load or store or of the instruction to jump to. All computers have a vari-
ety of instruction formats and address formation rules that linkers have to be
able to handle as they relocate addresses in instructions.

Although computer designers have come up with innumerable different
and complex addressing schemes over the years, most computers currently in
production have a relatively simple addressing scheme. (Designers found that
it’s hard to build a fast version of a complicated architecture, and compilers
rarely make good use of complicated addressing features.) We'll use the fol-
lowing three architectures as examples:
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® The IBM 360/370/390 (which we'll refer to as the 370). Although this is
one of the oldest architectures still in use, its relatively clean design has
worn well despite 35 years of added features and has been imple-
mented in chips comparable in performance to modern RISCs.

® SPARCV8and V9. This is a popular RISC architecture, with fairly simple
addressing. V8 uses 32-bit registers and addresses; V9 adds 64-bit regis-
ters and addresses. The SPARC design is similar to other RISC architec-
tures such as MIPS and Alpha.

» The Intel 386/486/Pentium (henceforth referred to as the x86). This is
one of the most arcane and irregular architectures still in use, but it is
undeniably the most popular.

PN INSTRUCTION FORMATS

Each architecture has several different instruction formats. We'll only address
the format details relative to program and data addressing, because those are
the main details that affect the linker. The 370 uses the same format for data
references and jumps, while SPARC has different formats and the x86 has
some common formats and some different.

Each instruction consists of an opcode, which determines what the
instruction does, and operands. An operand may be encoded in the instruc-
tion itself (an immediate operand) or located in memory. The address of each
operand in memory has to be calculated somehow. Sometimes the address is
contained in the instruction (direct addressing). More often the address is
found in one of the registers (register indirect) or calculated by adding a con-
stant in the instruction to the contents of a register. If the value in the register
is the address of a storage area, and the constant in the instruction is the offset
of the desired datum in the storage area, this scheme is known as based
addressing. If the roles are swapped and the register contains the offset, the
scheme is known as indexed addressing. The distinction between based and
indexed addressing isn’t well defined, and many architectures combine them
(e.g., the 370 has an addressing mode that adds together two registers and a
constant in the instruction, arbitrarily calling one of the registers the base reg-
ister and the other the index register, although the two are treated the same).
Other more complicated address calculation schemes are still in use, but for
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the most part the linker doesn’t have to worry about them because they don’t
contain any fields the linker has to adjust.

Some architectures use fixed-length instructions, and some use variable-
length instructions. All SPARC instructions are 4 bytes long, aligned on 4-byte
boundaries. IBM 370 instructions can be 2, 4, or 6 bytes long, with the first 2
bits of the first byte determining the length and format of the instruction. Intel
x86 instructions can be anywhere from 1 byte to 14 bytes long. The encoding is
quite complex, partly because the x86 was originally designed for limited-
memory environments with a dense instruction encoding and partly because
the new instructions added in the 286, 386, and later chips had to be shoe-
horned into unused bit patterns in the existing instruction set. Fortunately,
from the point of view of a linker writer, the address and offset fields that a
linker has to adjust all occur on byte boundaries, so the linker generally need
not be concerned with the instruction encoding.

PROCEDURE CALLS AND ADDRESSABILITY

In the earliest computers, memories were small, and each instruction con-
tained an address field large enough to contain the address of any memory
location in the computer, a scheme now called direct addressing. By the early
1960s, addressable memory was getting large enough that an instruction set
with a full address in each instruction would have large instructions that took
up too much of still-precious memory. To solve this problem, computer archi-
tects abandoned direct addressing in some or all of the memory reference
instructions, using index and base registers to provide most or all of the bits
used in addressing. This allowed instructions to be shorter, at the cost of more
complicated programming.

On architectures without direct addressing—such as the IBM 370 and
SPARC—programs have a bootstrapping problem for data addressing. A rou-
tine uses base values in registers to calculate data addresses, but the standard
way to get a base value into a register is to load it from a memory location,
whichisin turn addressed from another base value in a register. The bootstrap
problem is to get the first base value into a register at the beginning of the pro-
gram and subsequently to ensure that each routine has the base values it
needs to address the data it uses.

IBM Ex-1007
Page 37



2.5 Procedure Calls and Addressability

PROCEDURE CALLS

Every ABI defines a standard procedure call sequence, using a combination of
hardware-defined call instructions and conventions about register and mem-
ory use. A hardware call instruction saves the return address (the address of
the instruction after the call) and jumps to the procedure. On architectures
with a hardware stack, such as the x86, the return address is pushed on the
stack, while on other architectures it's saved in a register, with software having
the responsibility to save the register in memory if necessary. Architectures
with a stack generally have a hardware return instruction that pops the return
address from the stack and jumps to that address, while other architectures
use a “branch to address in register” instruction to return.
Within a procedure, data addressing falls into four categories:

1. The caller can pass arguments to the procedure.

2. Local variables are allocated within the procedure and freed before the
procedure returns.

3. Local static data is stored in a fixed location in memory and is private to
the procedure.

4. Globalstatic datais stored in a fixed location in memory and can be refer-
enced from many different procedures.

The piece of stack memory allocated for a single procedure call is known
as a stack frame. Figure 2.2 shows a typical stack frame. Arguments and local
variables are usually allocated on the stack. One of the registers serves as a
stack pointer, which can be used as a base register. In acommon variant of this
scheme, used with SPARC and x86, a separate frame pointer or base pointer
register is loaded from the stack pointer at the time a procedure starts. This
makes it possible to push variable-sized objects on the stack, changing the
value in the stack pointer register to a hard-to-predict value, but still lets the
procedure address arguments and locals at fixed offsets from the frame
pointer (which doesn't change during a procedure’s execution). Assuming
that the stack grows from higher to lower addresses and that the frame pointer
points to the address in memory where the return address is stored, argu-
ments are at small positive offsets from the frame pointer, and local variables
are at negative offsets. The operating system usually sets the initial stack

25

IBM Ex-1007

Page 38




26 Chapter2 o Architectural Issues

!

{Unallocated ! Lower
i stack addresses
Stack pointer i
register
Local
variables
Frame pointer —
register Return
address
Incoming Old frame
arguments pointer
Previous
frame

FIGURE 2.2 e Stack frame memory layout.

pointer register before a program starts, so the program need only update the
register when it pushes and pops data.

Forlocal and global static data, a compiler can generate a table of pointers
to all of the static objects that a routine references. If one of the registers con-
tains a pointer to this table, the routine can address any desired static object
by loading the pointer to the object from the table using the table pointer reg-
ister into another register, then using that second register as the base register
to address the object. The trick, then, is to get the address of the table into the
first register. On SPARC, the routine can load the table address into the register
using a sequence of instructions with immediate operands, and on the 370 the
routine can use a variant of a subroutine call instruction to load the program
counter (the register that keeps the address of the current instruction) into a
base register, although for reasons we discuss later, those techniques cause
problems in library code. A better solution is to foist off the job of loading the
table pointer on the routine’s caller, because the caller will have its own table
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... push arguments on the stack ...

store Rt -> xxx(Rf) ; save caller's table pointer in caller's stack frame
load Rx <- MMM(Rt) ; load address of called routine into temp register
load Rt <- NNN(Rt) ; load called routine's table pointer

call (Rx) ; call routine at address in Rx

load Rt <- xxx(Rf) ; restore caller's table pointer

Ficure 2.7 e Idealized calling sequence.

pointer already loaded and can get the address of the called routine’s table
from its own table.

Figure 2.3 shows a typical routine calling sequence. Rf is the frame
pointer, Rt is the table pointer, and Rx is a temporary scratch register. The
caller saves its own table pointer in its own stack frame, then loads both the
address of the called routine and the called routine’s pointer table into regis-
ters, then makes the call. The called routine can then find all of its necessary
data using the table pointer in Rt, including addresses and table pointers for
any routines that it in turn calls.

Several optimizations are often possible. In many cases, all of the routines
in a module share a single pointer table, in which case intramodule calls need-
n’t change the table pointer. The SPARC convention is that an entire library
shares a single table—created by the linker—so the table pointer register can
remain unchanged in intramodule calls. Calls within the same module can
usually be made using a version of the call instruction with the offset to the
called routine encoded in the instruction, which avoids the need to load the
address of the routine into a register. With both of these optimizations, the
calling sequence to a routine in the same module reduces to a single call
instruction.

To return to the address bootstrap question, how does this chain of table
pointers get started? If each routine gets its table pointer loaded by the pre-
ceding routine, where does the initial routine get its pointer? The answer var-
ies, but it always involves special-case code. The main routine’s table may be
stored at a fixed address, or the initial pointer value may be tagged in the exe-
cutable file so the operating system can load it before the program starts. No
matter what the technique is, it invariably needs some help from the linker.
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#116] DATA AND INSTRUCTION REFERENCES

We now look more concretely at the way that programs in our three architec-
tures address data values.

IBM 370

The 1960s-vintage System/360 started with a very straightforward data
addressing scheme, which has become somewhat more complicated over the
years as the 360 evolved into the 370 and 390. Every instruction that references
data memory calculates the address by adding a 12-bit unsigned offset in the
instruction to a base register and maybe to an index register. There are 16 gen-
eral registers, each 32 bits, numbered from 0 to 15, all but one of which can be
used as index registers. If register 0 is specified in an address calculation, the
value 0 is used rather than the register contents. (Register 0 exists for arithme-
tic, but not for addressing.) In instructions that take the target address of a
jump from a register, register 0 means don't jump.

Figure 2.4 shows the major instruction formats. An RX instruction con-
tains a register operand and a single memory operand, whose address is cal-
culated by adding the offset in the instruction to a base register and an index
register. More often than not, the index register is zero so the address is just
base plus offset. In the RS, SI, and SS formats, the 12-bit offset is added to a
base register. An RS instruction has one memory operand, with one or two
other operands being in registers. An SI instruction has one memory operand,
the other operand being an immediate 8-bit value in the instruction. An SS
instruction has two memory operands, for storage-to-storage operations. The
RR format has two register operands and no memory operands at all, although
some RR instructions interpret one or both of the registers as pointers to
memory. The 370 and 390 added some minor variations on these formats, but
none with different data addressing formats.

Instructions can directly address the lowest 4096 locations in memory by
specifying base register zero. This ability is essential in low-level system pro-
gramming but is never used in application programs, all of which use base
register addressing.

Note that in all three instruction formats, the 12-bit address offset is
always stored as the low 12 bits of a 16-bit aligned halfword. This makes it
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FIGURE 2.4  IBM 370 instruction formats.

possible to specify fixups to address offsets in object files without any refer-
ence to instruction formats, because the offset format is always the same.

The original 360 had 24-bit addressing, with an address in memory or a
register being stored in the low 24 bits of a 32-bit word and the high 8 bits dis-
regarded. The 370 extended addressing to 31 bits. Unfortunately, many pro-
grams—including OS/360, the most popular operating system—stored flags
or other data in the high byte of 32-bit address words in memory, so it wasn't
possible to extend the addressing to 32 bits in the obvious way and still sup-
port existing object code. Instead, the system has 24-bit and 31-bit modes,
and at any moment a CPU interprets 24-bit addresses or 31-bit addresses. A
convention enforced by a combination of hardware and software states that
an address word with the high bit set contains a 31-bit address in the rest of
the word, while one with the high bit clear contains a 24-bit address. As a
result, a linker has to be able to handle both 24-bit and 31-bit addresses be-
cause programs can and do switch modes depending on how long ago a par-
ticular routine was written. For historical reasons, 370 linkers also handle 16-
bit addresses, because early small models in the 360 line often had 64KB or
less of main memory and programs used load and store halfword instructions
to manipulate address values.

Later models of the 370 and 390 added segmented address spaces some-
what like those of the x86 series. These features let the operating systern define
multiple 31-bit address spaces that a program can address, with extremely
complex rules defining access controls and address space switching. As faras I

]
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can tell, there is no compiler or linker support for these features, which are
primarily used by high-performance database systems, so we won’t address
them further.

Instruction addressing on the 370 is also relatively straightforward. In the
original 360, the jumps (always referred to as branch instructions) are all RR or
RX format. In RR jumps, the second register operand contains the jump target,
with register 0 meaning don’t jump. In RX jumps, the memory operand is the
jump target. The procedure call is branch and link (supplanted by the later
branch and save for 31-bit addressing), which stores the return address in a
specified register and then jumps to the address in the second register in the
RR form or to the second operand address in the RX form.

Forjumpingaround within a routine, the routine has to establish address-
ability, that is, a base register that points to (or at least close to) the beginning
of the routine that RX instructions can use. By convention, register 15 con-
tains the address of the entry point to a routine and can be used as a base reg-
ister. Alternatively, an RR branch and link or branch and save with a second
register of 0 stores the address of the subsequent instruction in the first oper-
and register but doesn’t jump; this can be used to set up a base register if the
prior register contents are unknown. Since RX instructions have a 12-bit offset
field, a single base register covers a 4KB piece of code. If a routine is bigger
than that, it has to use multiple base registers to cover all of the routine’s code.

The 390 added relative forms of most of the jumps. In these new forms, the
instruction contains a signed 16-bit offset that is logically shifted left 1 bit
(because instructions are aligned on even bytes) and that is added to the
address of the instruction to get the address of the jump target. These new for-
mats use no register to compute the address and permit jumps within + 64KB;
this is enough for intraroutine jumps in all but the largest routines.

SPARC

SPARC has four major instruction formats and 31 minor instruction formats
(Figure 2.5), four jump formats, and two data addressing modes.

SPARC comes close to living up to its billing as a reduced instruction set
processor, although as the architecture has evolved through several versions,
the original simple design has grown somewhat more complex. SPARC ver-
sions through V8 are 32-bit architectures. SPARC V9 expands the architecture
to 64 bits.
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31

Call | op Displacement
SETHlor | OP reg op2 Immediate or displacement
branch22
Branch19 | OP a| cond op2 |rci p Displacement
disp .
Branch16 | OP a| cond op2 hi |P reg displo

Note: displacement is disphi | | displo

Immediate | OP reg dest op2 regsrc |1 Immediate

FIGURE 2.5 ¢ SPARC.

SPARC V8

In SPARC V8, there are 31 general-purpose registers, each 32 bits, numbered
from 1 to 31. Register 0 is a pseudo-register that always contains the value
Zero.

An unusual register window scheme attempts to minimize the amount of
register saving and restoring at procedure calls and returns. The windows
have little effect on linkers, so we won't discuss them further. (Register windows
originated in the Berkeley RISC design from which SPARC is influenced.)

Data references use one of two addressing modes. One mode computes
the address by adding the values in two registers together. (One of the registers
canberegister 0 if the other register already contains the desired address.) The
other mode adds a 13-bit signed offset in the instruction to a base register.

SPARC assemblers and linkers support a pseudo-direct addressing scheme
using a two-instruction sequence. The two instructions are SETHI, which
loads its 22-bit immediate value into the high 22 bits of a register and zeros the
lower 10 bits, followed by OR-immediate, which ORs its 13-bit immediate
value into the low part of the register. The assembler and linker arrange to put
the high and low parts of the desired 32-bit address into the two instructions.

The procedure call instruction and most conditional jump instructions
(referred to as branches in SPARC literature) use relative addressing with
various-size branch offsets ranging from 16 to 30 bits. Whatever the offset size,
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the jump shifts the offset 2 bits left (because all instructions have to be at 4-
byte word addresses), sign-extends the result to 32 or 64 bits, and adds that
value to the address of the jump or call instruction to get the target address.
The call instruction uses a 30-bit offset, which means it can reach any address
in a 32-bit V8 address space. Calls store the return address in register 15. Vari-
ous kinds of jumps use a 16-, 19-, or 22-bit offset, which is large enough to
jump anywhere in any plausibly sized routine. The 16-bit format breaks the
offset into a 2-bit high part and a 14-bit low part stored in different parts of the
instruction word, but that doesn’t cause any great trouble for the linker.

SPARC also has a jump and link instruction that computes the target
address the same way that data reference instructions do, by adding together
either two source registers or a source register and a constant offset. It also can
store the return address in a target register.

Procedure calls use call orjump and link, which store the return address in
register 15 and jump to the target address. Procedure return uses JMP 8[r15] to
return two instructions after the call. (SPARC calls and jumps are delayed and
optionally execute the instruction following the jump or call before jumping.)

SPARCVS

SPARC V9 expands all of the registers to 64 bits, using the low 32 bits of each
register for old 32-bit programs. All existing instructions continue to work as
before, except that register operands are now 64 rather than 32 bits. New load
and store instructions handle 64-bit data, and new branch instructions can
test either the 32- or 64-bit result of a previous instruction. SPARC V9 adds no
new instructions for synthesizing full 64-bit addresses, nor is there a new call
instruction. Full addresses can be synthesized by means of lengthy sequences
that create the two 32-bit halves of the address in separate registers using
SETHI and OR, shift the high-half 32 bits to the left, and OR the two parts
together. In practice, 64-bit addresses are loaded from a pointer table, and
intermodule calls load the address of the target routine from the table into a
register and then use jump and link to make the call.

INTEL X86

The Intel x86 architecture is by far the most complex of the three that we dis-
cuss. It features an asymmetrical instruction set and segmented addresses.
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Optional Optional Optional

opcode mod r/m s-i-b aord

One or two bytes One byte One byte aord

aord

Mod r/m specifies address format One-, two-, or four-byte
S-1-B specifies scaled index and/or base register address or displacement

Address may be absolute or relative to base and/or index

FicURE 2.6 o Generalized x86 instruction format.

There are six 32-bit general-purpose registers named EAX, EBX, ECX, EDX,
ESI, and EDI; two 32-bit registers used primarily for addressing, EBP and ESP;
and six specialized 16-bit segment registers, CS, DS, ES, FS, GS, and SS. The
low half of each of the 32-bit registers can be used as 16-bit registers, called AX,
BX, CX, DX, SI, DI, BP, and SP, respectively. The low and high bytes of each of
the AX through DX registers are 8-bit registers called AL, AH, BL, BH, CL, CH,
DL, and DH. On the 8086, 186, and 286 chips, many instructions required their
operands to be in specific registers, but on the 386 and later chips, most but
not all of the functions that required specific registers have been generalized
to use any register. The ESP is the hardware stack pointer and always contains
the address of the current stack. The EBP pointer is usually used as a frame
register that points to the base of the current stack frame. (The instruction set
encourages but doesn’t require this.)

Atany moment an x86 is running in one of three modes: real mode, which
emulates the original 16-bit 8086; 16-bit protected mode, which was added on
the 286; or 32-bit protected mode, which was added on the 386. Here we pri-
marily discuss 32-bit protected mode. Protected mode involves the x86's
notorious segmentation, but we'll discuss that subject later (Section 2.8).

Most instructions that address data in memory use a common instruc-
tion format (Figure 2.6). (The ones that don't use specific architecture-defined
registers; for example, the push and pop instructions always use ESP to
address the stack.) Addresses are calculated by adding together any or all of a
signed 1-, 2-, or 4-byte displacement value in the instruction; a base register,
which can be any of the 32-bit registers; and an optional index register, which
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can be any of the 32-bit registers except ESP. The index can be logically shifted
left 0, 1, 2, or 3 bits to make it easier to index arrays of values.

Although it’s possible for a single instruction to include all of the dis-
placement, base, and index, most just use a 32-bit displacement, which pro-
vides direct addressing, or a base with a 1- or 2-byte displacement, which
provides stack addressing and pointer dereferencing. From a linker’s point of
view, direct addressing permits an instruction or data address to be embed-
ded anywhere in the program on any byte boundary.

Conditional and unconditional jumps and subroutine calls all use relative
addressing. Any jump or call instruction can have a 1-, 2-, or 4-byte offset,
which is added to the address of the instruction following the instruction to
get the target address. This permits jumps and calls anywhere in the current
32-bit address space. Unconditional jumps and calls also can compute the
target address using the full data address calculation described above; most
often this is used to jump or call to an address stored in a register. Call instruc-
tions push the return address on the stack pointed to by ESP. Unconditional
jumps and calls can also have a full 6-byte segment/offset address in the
instruction or can calculate the address at which the segment/offset target
addressis stored. These call instructions push both the return address and the
caller’s segment number, to permit intersegment calls and returns.

PAYS PAGING AND VIRTUAL MEMORY

On most modern computers, each program can potentially address a vast
amount of memory (4GB on a typical 32-bit machine). Few computers actu-
ally have that much memory, and even the ones that do need to share itamong
multiple programs. Paging hardware divides a program’s address space into
fixed-size pages, typically 2KB or 4KB in size, and divides the physical memory
of the computer into page frames of the same size. The hardware contains
page tables with an entry for each page in the address space, as shown in Fig-
ure 2.7.

A page table entry can contain the real memory page frame for the page,
or it can contain flag bits to mark the page as not present. When an application
program attempts to use a page that is not present, hardware generates a page
fault, which is handled by the operating system. The operating system can
load a copy of the contents page from disk into a free page frame, then let the
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FIGURE 2.7 ¢ Page mapping.

application continue. By moving pages back and forth between main memory
and disk as needed, the operating system can provide virtual memory, which
appears to the application to be far larger than the real memory in use.

Virtual memory comes at a cost, however. Individual instructions execute
in a fraction of a microsecond, but a page fault and consequent page in or
page out (transfer from disk to main memory or vice versa) takes several milli-
seconds because it requires a disk transfer.

The more page faults a program generates, the slower it runs, with the
worst case being thrashing—all page faults with no useful work getting done.
The fewer pages a program needs, the fewer page faults it will generate. If the
linker can pack related routines into a single page or a small group of pages,
paging performance improves.

If pages can be marked as read-only, performance also improves. Read-
only pages don't need to be paged out because they can be reloaded from
wherever they came from originally. If identical pages logically appear in mul-
tiple address spaces (which often happens when multiple copies of the same
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program are running), a single physical page suffices for all of the address
spaces.

An x86 with 32-bit addressing and 4KB pages would need a page table with
entries to map an entire address space. Because each page table entry is
usually 4 bytes, this would make the page tables an impractical 4AMB long. As a
result, paged architectures page the page tables, with upper-level page tables
that point to lower-level page tables that point to the actual page frames corre-
sponding to virtual addresses. On the 370, each entry in the upper-level page
table (called the segment table) maps 1MB of address space, so the segment
table in 31-bit address mode may contain up to 2048 entries. Each entryin the
segment table may be empty (in which case the entire segment is not present)
or may point to a lower-level page table that maps the pages in that segment.
Each lower-level page table has up to 256 entries, one for each 4KB chunk of
address space in the segment. The x86 divides up its page tables similarly,
although the boundaries are different. Each upper-level page table (called a
page directory) maps 4MB of address space, so the upper-level page table
contains 1024 entries. Each lower-level page table also contains 1024 entries,
to map the 1024 4KB pages in the 4MB of address space corresponding to that
page table. The SPARC architecture defines the page size as 4KB and has three
levels of page tables rather than two.

The two- or three-level nature of page tables is invisible to applications
with one important exception: The operating system can change the mapping
for alarge chunk of the address space (1MB on the 370, 4MB on the x86, 256KB
or 16MB on SPARC) by changing a single entry in an upper-level page table, so
for efficiency reasons the address space is often managed in chunks of that
size by replacing individual second-level page table entries rather than by
reloading the whole page table on process switches.

220

THE PROGRAM ADDRESS SPACE

Every application program runs in an address space defined by a combination
of the computer’s hardware and operating system. The linker or loader needs
to create a runnable program that matches that address space.

The simplest kind of address space was that provided by PDP-11 versions
of UNIX. The address space was 64KB, starting at location zero. The read-only
code of the program was loaded at location zero, with the read/write data fol-
lowing the code. The PDP-11 had 8KB pages, so the data started on the 8KB
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boundary after the code. The stack grew downward, starting at 64KB - 1, and
as the stack and data grew, the respective areas were enlarged,; if they met, the
program ran out of space. UNIX on the VAX—the follow-on to the PDP-11—
used a similar scheme. The first 2 bytes of every VAX UNIX program were zero
(a register save mask indicating not to save anything). As a result, a null all-
zero pointer was always valid, and ifa C program used a null value as a string
pointer, the zero byte at location zero was treated as a null string. As a result, a
generation of UNIX programs in the 1980s contained hard-to-find bugs
involving null pointers, and for many years, UNIX ports to other architectures
provided a zero byte at location zero because it was easier than finding and
fixing all the null pointer bugs.

UNIX systems put each application program in a separate address space,
and they put the operating system in an address space logically separate from
the applications. Other systems put multiple programs in the same address
space, making the linker’s and particularly the loader’s job more complex
because a program’s actual load address isn't known until the program is
about to be run.

DOS on x86 systems uses no hardware protection, so the system and run-
ning applications share the same address space. When the system runs a pro-
gram, it finds the largest piece of free memory, which may be anywhere in the
address space, loads the program into it, and starts it. IBM mainframe operat-
ing systems do roughly the same thing, loading a program into an available
chunk of address space. In both cases, either the program loader or in some
cases the program itself has to adjust to the location where the program is
loaded.

MS Windows has an unusual loading scheme. Each program is linked to
load at a standard starting address, but the executable program file contains
relocation information. When MS Windows loads the program, it places the
program at that starting address if possible, but it may load it somewhere else
if the preferred address isn't available.

MAPPED FILES

Virtual memory systems move data back and forth between real memory and
disk, paging data to disk when it doesn't fit in real memory. Originally, paging
allwent to anonymous disk space separate from the named files in the file sys-
tem. Soon after the invention of paging, however, designers noticed that it was
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file on reference

FIGURE 2,8 ¢ Mapping a file.

possible to unify the paging system and the file system by using the paging
system to read and write named disk files. When a program maps a file to a
part of the program’s address space, the operating system marks all of the
pages in that part of the address space as not present and uses the file as the
paging disk for that part of the address space (Figure 2.8). The program can
read the file merely by referencing that part of the address space, at which
point the paging system loads the necessary pages from disk.

There are three different approaches to handling writes to mapped files.
The simplest is to map a file as read-only (RO), so that any attempts to store
into the mapped region fail (usually causing the program to abort). The sec-
ond is to map the file as read/write (RW), so that changes to the memory copy
of the file are paged back to the disk by the time the file is unmapped. The third
is to map the file as copy-on-write (COW, not the most felicitous acronym).
This maps each page as read-only until the program attempts to store into the
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can bind all of the addresses in the program to fixed locations and no reloca-
tion needs to be done at the time the program is loaded.

Shared libraries complicate this situation considerably. In some simple
shared-library designs, each library is assigned a globally unique memory ad-
dress either at system boot time or at the time the libraries are created. This puts
each library at a fixed address, but at the cost of creating a serious bottleneck
to shared-library administration, because the global list of library memory
addresses has to be maintained by the system manager. Furthermore, if a new
version of a library appears that is larger than the previous version and doesn’t
fit into the address space assigned, then the entire set of shared libraries and,
potentially, all of the programs that reference them may need to be relinked.

The alternative is to permit different programs to map a library to differ-
ent places in the address space. This eases library administration, but the
compiler, the linker, and the program loader need to cooperate so that the
library will work regardless of where in the address space it appears.

One simple approach is to include standard relocation information with
the library; when the library is mapped into each address space, the loader
can fix up any relocatable addresses in the program to reflect the loaded
addresses. Unfortunately, the process of fixing up the addresses involves writ-
ing into the library’s code and data, which means that the pages will no longer
be shared if they’re mapped as COW or the program will crash if the pages are
mapped as RO.

To avoid this problem, shared libraries use position-independent code
(PIC), code that will work regardless of where in memory it is loaded. All the
code in shared libraries is usually PIC, so the code can be mapped as read-
only. Data pages still usually contain pointers that need relocation, but
because data pages are mapped COW anyway, there’s little sharing lost.

For the most part, PIC is pretty easy to create. All three of the architectures
we have discussed in this chapter use relative jumps, so that jump instruc-
tions within the routines need no relocation. References to local data on the
stack use based addressing relative to a base register, which doesn’t need any
relocation either. The only challenges are calls to routines not in the shared
library and references to global data. Direct data addressing and the SPARC
high/low register loading trick won't work, because they both require run-
time relocation. Fortunately, there are a variety of tricks we can use to let PIC
code handle interlibrary calls and global data. We discuss them when we cover
shared libraries in detail in Chapters 9 and 10.
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pR:l INTEL 386 SEGMENTATION

Next we turn to the notorious Intel architecture segmentation system. The x86
series is the only segmented architecture still in common use—other than
some legacy ex-Burroughs Unisys mainframes—but because it’s so popular,
we have to deal with it. Although 32-bit operating systems don’t make any sig-
nificant use of segmentation, older systems and the very popular 16-bit
embedded versions of the x86 series use it extensively.

The original 8086 was intended as a follow-on to Intel’s quite popular 8-bit
8080 and 8085 microprocessors. The 8080 had a 16-bit address space, and the
8086 designers were torn between keeping the 16-bit address space—which
made translation of 8085 programs easier and permitted more compact
code—and providing a larger address space to give headroom for future appli-
cations in larger programs. They compromised by providing multiple 16-bit
address spaces. Each 16-bit address space was known as a segment.

A running x86 program has four active segments defined by the four seg-
ment registers. The CS register defines the code segment, from which instruc-
tions are fetched. The DS register defines the data segment, from which most
data are loaded and stored. The SS register defines the stack segment; it is
used for the operands of push and pop instructions, the program address val-
ues pushed and popped by call and return instructions, and any data refer-
ence made using the EBP or ESP as a base register. The ES register defines the
extra segment, used by a few string manipulation instructions. The 386 and
later chips define two more segment registers, FS and GS. Any data reference
can be directed into a specific segment by using a segment override. For
example, the instruction MOV EAX,CS:TEMP fetches a data value from the loca-
tion TEMP in the code segment rather than the data segment. The FS and GS
segments are only used by means of segment overrides.

The segment values need not all be different. Most programs set the DS
and SS values the same, so that pointers to stack variables and global variables
can be used interchangeably. Some small programs set all four segment regis-
ters the same, providing a single address space known as the tiny model.

On the 8086 and 186, the architecture defined a fixed mapping from seg-
ment numbers to memory addresses by shifting the segment number 4 bits to
the left. For example, segment number 0x123 would start at memory location
0x1230. This simple addressing is known as real mode. Programmers often
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refer informally to paragraphs, 16-byte units of memory that a segment num-
ber can address.

The 286 added a protected mode, in which the operating system can map
segments to arbitrary places in real memory and can mark segments as not
present, providing segment-based virtual memory. Each segment can be
marked executable, readable, or read/write, providing segment-level protec-
tion. The 386 extended protected mode to 32-bit addressing, so that each seg-
ment can be up to 4GB in size rather than only 64KB.

With 16-bit addressing, all but the smallest programs have to handle seg-
mented addresses. Changing the contents of a segment register is quite slow
(9 clock cycles on a 486 compared to 1 clock cycle to change the contents of a
general-purpose register). As a result, programs and programmers go to great
lengths to pack code and data into as few segments as possible to avoid having
to change the contents of the segment registers. Linkers aid this process by
providing “groups” that can collect related code or data into a single segment
at link time. Code and data pointers can be either near (with an offset value
butno segment number) or far (with both segment number and offset value).

Compilers can generate code for various memory models that determine
whether code and data addresses are near or far by default. Small model code
makes all pointers near and has one code and one data segment. Medium
model code has multiple code segments (one per program source file) using
far calls, but a single default data segment. Large model code has multiple
code and data segments and all pointers are far by default. Writing efficient
segmented code is very tricky and has been well documented elsewhere.

Segmented addressing places significant demands on the linker. Every
address in a program has both a segment and an offset. Object files consist of
multiple blocks of code that the linker packs into segments. Executable pro-
grams to be run in real mode have to mark all of the segment numbers that
occur in the program so they can be relocated to the actual segments where
the program is loaded. In addition, executable programs to be run in pro-
tected mode have to mark what data is to beloaded into what segment and the
protection level (code, read-only data, read/write data) for each segment.

Although the 386 supports all of the 16-bit segmentation features of the
286, as well as 32-bit versions of all of the segmentation features, most 32-bit
programs don’t use segmentation at all. Paging, also added in the 386, pro-
vides most of the practical benefits of segmentation without the performance
cost and the extra complications of writing segment manipulation code. Most
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386 operating systems run applications in the tiny model, more often known
as the flat model (a segment on a 386 is no longer tiny). They create a single
code segment and a single data segment, each 4GB long, mapping them both
to the full 32-bit paged address space. Even though the programis only using a
single segment, that segment can be the full size of the address space.

The 386 makes it possible to use both 16-bit and 32-bit segments in the
same program; a few operating systems, notably Windows 95 and 98, take
advantage of that ability. Windows 95 and 98 run a lot of legacy Windows 3.1
code in 16-bit segments in a shared address space, while each new 32-bit pro-
gram runs in its own flat model address space, with the 16-bit programs’
address space mapped in to permit calls back and forth.

EMBEDDED ARCHITECTURES

Linking for embedded systems poses a variety of problems that rarely occur in
other environments. Embedded chips have limited amounts of memory and
limited performance, but because an embedded program may be built into
chips in thousands or millions of devices, there are great incentives to make
programs run as fast as possible using as little memory as possible. Some
embedded systems use low-cost versions of general-purpose chips, such as
the Intel 80186, while others use specialized processors such as the Motorola
56000 series of digital signal processors (DSPs).

ADDRESS SPACE QUIRKS

Embedded systems have small address spaces with quirky layouts. A 64KB
address space can contain combinations of fast on-chip ROM and RAM, slow
off-chip ROM and RAM, on-chip peripherals, and off-chip peripherals. There
may be several noncontiguous areas of ROM or RAM. The 56000 has three
address spaces of 64KB 24-bit words, each with combinations of RAM, ROM,
and peripherals.

Embedded-chip development uses system boards that contain the pro-
cessor chip along with supporting logic and chips. Frequently, different devel-
opment boards for the same processor will have different memory layouts.
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Different models of chips have differing amounts of RAM and ROM, so pro-
grammers have to trade off the effort to squeeze a program into a smaller
memory versus the extra cost of using a more expensive version of the chip
with more memory. A linker for an embedded system needs a way to specify
the layout of the linked program in great detail, by assigning particular kinds
of code or data or even individual routines and variables to specific addresses.

NON-UNIFORM MEMORY

References to on-chip memory are faster than those to off-chip memory, so in
a system with both kinds, the most time-critical routines need to be placed in
the fast memory. Sometimes it’s possible to squeeze all of the program’s time-
critical code into the fast memory at link time. Other times it makes more
sense to copy code or data from slow memory to fast memory as needed, so
several routines can share the same fast memory at different times. To accom-
plish this trick, it’s very useful to be able to tell a linker to “put this code atloca-
tion XXXX but link it as though it’s at location YYYY,” so the code will be correct
when it’s copied from XXXX in slow memory to YYYY in fast memory at run
time.

MEMORY ALIGNMENT

DSPs frequently have stringent memory alignment requirements for certain
kinds of data structures. The Motorola 56000 series, for example, has an
addressing mode to handle circular buffers very efficiently, so long as the base
address of the buffer is aligned on a power-of-two boundary at least aslarge as
the buffer size (for example, a 50-word buffer would need to be aligned on a
64-word boundary). The Fast Fourier Transform (FFT), an extremely impor-
tant calculation for signal processing, depends on address bit manipulations
that also require that the data on which an FFT operates be power-of-two
aligned. Unlike on conventional architectures, the alignment requirements
depend on the sizes of the data arrays, so that packing them efficiently into
available memory can be tricky and tedious.
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[ ] [ ]
EXERCISE o 2.1
Use these SPARC program instructions to answer the following questions.
(These instructions aren’t intended as a useful program, just as some instruc-
tion format examples.)
Loc Hex Symbolic
1000 40 00 03 00 CALL X
1004 01 00 00 00 NOP ; no operation, for delay
1008 7F FF FE ED CALL Y
100C 01 00 00 00 NOP
1010 40 00 00 02 CALL Z
1014 01 00 00 00 NOP
1018 03 37 AB 6F SETHI r1,3648367 ; set high 22 bits of rl
101C 82 10 62 EF ORI r1,r1,751 s+ OR in Tow 10 bits of rl
a. In a CALL instruction, the high 2 bits are the instruction code and the low
30 bits are a signed word (not byte) offset. What are the hex addresses for
X, Y, and Z?
b. What does the call to Z at location 1010 accomplish?
¢. The two instructions at 1018 and 101C load a 32-bit address into regis-
ter 1. The SETHI loads the low 22 bits of the instruction into the high 22
bits of the register, and the ORI logically ORs the low 13 bits of the instruc-
tion into the register. What address will register 1 contain?
d. If the linker moves X to be at location hex 2504 but doesn‘t change the
location of the code in the example, to what will it change the instruction
at location 1000 so that it still refers to X?
EXERCISE o 2,2
Use these Pentium program instructions to answer the following questions.
Don’t forget that the x86 is little-endian.
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Loc Hex Symbolic
1000 E8 12 34 00 00 CALL A
1005 E8 7?7 2?27 7272 7 CALL B
100A A1 12 34 00 00 MOV %EAX,P

100F 03 05 ?? ?? 7?7 ??  ADD %EAX,Q

a. At what location are routine A and data word P located? (Tip: On the x86,
relative addresses are computed relative to the byte address after the
instruction.)

b. If routine B is located at address OF00 and data word Q is located at
address 3456, what are the byte values of the ?? bytes in the example?

EXERCISE ¢ 2.3

Does a linker or loader need to understand every instruction in the target
architecture’s instruction set? If a new model of the target adds new instruc-
tions, will the linker need to be changed to support them? What if the model
adds new addressing modes to existing instructions, as the 386 did relative to
the 2867

EXERCISE ¢ 2.4

Back in the Golden Age of computing, when programmers worked in the mid-
dle of the night because that was the only time they could get computer time,
rather than because that’s when they were awake, many computers used
word rather than byte addresses. The PDP-6 and -10, for example, had 36-bit
words and 18-bit addressing, in which each instruction was a word with the
operand address in the low half of the word. (Programs could also store
addresses in the high half of a data word, although there was no direct
instruction set support for that.) How different is linking for a word-addressed
architecture compared to linking for a byte-addressed architecture?

EXERCISE ¢ 2.5

How hard would it be to build a retargetable linker, that is, one that could be
built to handle different target architectures by changing a few specific parts
of the source code for the linker? How about a multitarget linker, to handle
code for a variety of different architectures (although not in the same linker
job)?
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can be linked for that address. In that case, loading is pretty simple and
requires the following steps:

1. Read enough header information from the object file to find out how
much address space is needed.

2. Allocate that address space, in separate segments if the object format has
separate segments.

3. Read the program into the segments in the address space.

4. Zero out any bss space at the end of the program if the virtual memory sys-
tem doesn’t do so automatically.

5. Create a stack segment if the architecture needs one.

6. Set up any run-time information such as program arguments or environ-
ment variables.

7. Start the program.

If the program isn't mapped through the virtual memory system, reading
in the object file just means reading in the file with normal read system calls.
On systems that support shared read-only code segments, the system needs
to check whether there’s already a copy of the code segment loaded in and
uses that rather than making another copy.

On systems that do memory mapping, the process is slightly more com-
plicated. The system loader has to create the segments and then arrange to
map the file pages into the segments with appropriate permissions, either
read-only (RO) or copy-on-write (COW). In some cases, the same page is dou-
ble mapped at the end of one segment and the beginning of the next as RO in
one and COW in the other (in formats like compact UNIX a.out). The data seg-
ment is generally contiguous with the bss segment, so the loader has to zero
out the part of the last page after the end of the data (because the disk version
usually has symbols or something else there) and allocate enough zero pages
following the data to cover the bss segment.

8.2 BAsic LOADING, WITH RELOCATION

A few systems still do load-time relocation for executables, and many do load-
time relocation of shared libraries. Some, like DOS, lack usable hardware
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relocation. Others, like MVS, have hardware relocation but are descended
from systems that didn’t have it. Some systems have hardware relocation but
can load multiple executable programs and shared libraries into the same
address space, so linkers can’t count on having specific addresses available.

As discussed in Chapter 7, load-time relocation is far simpler than link-
time relocation, because the entire program is relocated as a unit. If, for exam-
ple, the program is linked as though it would be loaded at location zero but is
in fact loaded at location 15000, all of the places in the program that require
fixups will get 15000 added. After reading the program into memory, the
loader consults the relocation items in the object file and fixes up the memory
locations to which the items point.

Load-time relocation can present a performance problem, because code
loaded at different virtual addresses can't usually be shared between address
spaces (the fixups for each address space are different). One approach, used
by MVS and to some extent by MS Windows and AIX, is to create a shared-
memory area that is present in multiple address spaces and to load often-used
programs into that. (MVS calls this the link pack area.) This has the problem
that different processes don't get separate copies of writable data, so the appli-
cation has to be written to allocate all of its writable storage explicitly.

POSITION-INDEPENDENT CODE

One popular solution to the dilemma of loading the same program at different
addresses is position-independent code (PIC). The idea is simple: separate the
code from the data and generate code that won't change regardless of the
address at which it’s loaded. That way the code can be shared among all pro-
cesses, with only data pages being private to each process.

This is asurprisingly old idea. TSS/360 used itin 1966, and I don't believe it
was original there. (TSS was notoriously buggy, but I can report from personal
experience that the PIC features really worked.)

On modern architectures, it’s not difficult to generate PIC-executable
code. Jumps and branches are generally either pc-relative or relative to a base
register set at run time, so no load-time relocation is required for them. The
problem is with data addressing. The code can't contain any direct data
addresses, because those would be relocatable and wouldn’t be PIC. The usual
solution is to create a table of data addresses in a data page and to keep a
pointer to that table in a register, so the code can use indexed addressing
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R13
,\

Caller:
* Copy R-con into save area

* Load V-con into R15 Register save

» Call via R15 area for callee
Callee:
* Load R-con from save area
* Addresses of subprocedures R-con 72(R13)
in data area

FIGURE 8.1 e TSS-style two-address procedure call.

relative to that register to pick up the data addresses. This works at the cost of
an extra indirection for each data reference, but there’s still the question of
how to get the initial data address into the register.

TSS/360 POSITION-INDEPENDENT CODE

TSS took a brute-force approach. Every routine had two addresses: the
address of the code, known as the V-con (short for V-style address constant,
which even non-PIC code needed), and the address of the data, known as the
R-con. The standard 0S/360 calling sequence requires that the caller provide
an 18-word register save area pointed to by register 13. TSS extended the save
area to 19 words and required that the caller place the callee’s R-con into that
19th word at 72(R13) before making the call (Figure 8.1). Each routine had in
its data segment the V-cons and R-cons for all of the routines that it called and
stored the appropriate R-con into the outgoing save area before each call. The
main routine in a program received a save area from the operating system that
provided the initial R-con.

This scheme worked, but it is poorly suited for modern systems. For one
thing, copying the R-cons made the calling sequence bulky. For another, it
made procedure pointers two words, which didn’'t matter in the 1960s but is an
issue now because in programs written in C, all pointers have to be the same
size. (The C standard doesn’t mandate it, but far too much existing C code
assumes it to do anything else.)
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Caller:
i Per-procedure
* Load pointer table address p :
into RP R \ pointer table

¢ Load code address from O(RP)
into RC

* Call via RC Other pointers

_func: func: Code address

Callee:
* RP points to pointer table

* Table has addresses of pointer
tables for subprocedures

Ficure 8.2 e Accessing code by means of data pointers.

PER-ROUTINE POINTER TABLES

A simple modification used in some UNIX systems is to treat the address of a
procedure’s data as the address of the procedure and to place a pointer to the
procedure’s code at that address (Figure 8.2). To call a procedure, the caller
loads the data address into an agreed data pointer register, then it loads the
code address from the location pointed to by the data pointer into a scratch
register and calls the routine. This is easy to implement and has adequate if
not fabulous performance.

TABLE OF CONTENTS

IBM’s AIX uses a more sophisticated version of this scheme. AIX programs
group routines into modules, with a module typically being the object code
generated from a single C or C++ source file or a group of related source files.
The data segment of each module contains a table of contents (TOC), which
contains the combined pointer tables for all of the routines in the module as
well as some of the small static data for the routines. Register 2 always con-
tains the address of the TOC for the current module, permitting direct access
to the static data in the TOC and indirect addressing of code and data to which
the TOC contains pointers. Calls within a single module are a single call
instruction, since the caller and callee share the same TOC. Intermodule calls
have to switch TOCs before the call and switch back afterward.

Compilers generate each call as a call instruction, followed by a place-
holder no-op instruction, which is correct for intramodule calls. When the
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linker encounters an intermodule call, it generates a routine called a global
linkage or glink at the end of the module’s text segment. The glink saves the
caller’s TOC on the stack, loads the callee’s TOC and address from pointers in
the caller’s TOC, then jumps to the routine. The linker redirects each inter-
module call to the glink for the called routine and patches the following no-op
to aload instruction that restores the TOC from the stack. Procedure pointers
are pointers to a TOC/code pair, and calls through a pointer use a generic
glink routine that uses the TOC and the code address that the pointer points to.

This scheme makes intramodule calls as fast as possible. Intermodule
calls are slowed down somewhat by the detour through the glink routine, but
the slowdown is small compared to some of the alternatives we’ll see in the
next section.

ELF POSITION-INDEPENDENT CODE

UNIX System V Release 4 introduced a PIC scheme similar to the TOC scheme
for its ELF shared libraries. This scheme is now universally used by systems
that use ELF executables. It has the advantage of returning to the normal con-
vention that the address of a procedure is the address of the code for the pro-
cedure, regardless of whether you are calling PIC code (found in shared ELF
libraries) or non-PIC code (found in regular ELF executables); it works at the
cost of somewhat more per-routine overhead than in the TOC scheme.

Its designers noticed that an ELF executable consists of a group of code
pages followed by a group of data pages, and regardless of where in the
address space the program is loaded, the offset from the code to the data
doesn’t change. So if the code can load its own address into a register, the
data will be at a known distance from that address, and references to data
in the program’s own data segment can use efficient based addressing with
fixed offsets (Figure 8.3).

The linker creates a global offset table (GOT) that contains pointers to all
of the global data that the executable file addresses. (Each shared library has
its own GOT, and if the main program is compiled with PIC—which it nor-
mally isn't—it will have a GOT as well.) Because the linker creates the GOT,
there is only one pointer per ELF executable for each datum, regardless of how
many routines in the executable refer to it.

If a procedure needs to refer to global or static data, it's up to the proce-
dure itself to load up the address of the GOT. The details vary by architecture,
but the following 386 code is typical:
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Load address unknown

/ at link time

XX0000
----------------------- —— T XX0010
call L2
Code L2: pop %bx )
segment add $FF0,%bx
Fixed distance from
code to GOT
~ <«— 1 XX1000
GOT
Data
segment
_

Ficure 8.3 ¢ PIC code and data with fixed offsets.

call .L2 ;; push PC in on the stack
L2
popl %ebx ;; PC into register EBX

addl $_GLOBAL OFFSET_TABLE +[.-.L2],%ebx ;; adjust ebx to GOT address

This code consists of a call instruction to the immediately following loca-
tion—which has the effect of pushing the PC on the stack but not jumping—
then a pop to get the saved PCin aregister and an add-immediate of the differ-
ence between the address of the GOT and the address of the target of the call.
In an object file generated by a compiler, there’s a special R_386_GOTPC reloca-
tion item for the operand of the add) instruction. This item tells the linker to
substitute in the offset from the current instruction to the base address of the
GOT, and it also serves as a flag to the linker to build a GOT in the output file. In
the output file, there's no relocation needed for the instruction because the
distance from the add1 to the GOT is fixed.

Once the GOT register is loaded, code can reference local static data using
the GOT register as a base register, because the distance from a static datumin
the program’s data segment to the GOT is fixed at link time. Addresses of
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global data aren’t bound until the program is loaded (see Chapter 10), so to
reference global data, code has to load a pointer to the data from the GOT and
then dereference the pointer. This extra memory reference makes programs
somewhat slower, although it’s a cost that most programmers are willing to
pay for the convenience of dynamically linked libraries. Speed-critical code
can use static shared libraries (see Chapter 9) or no shared libraries at all.

To support PIC, ELF defines a handful of special relocation types for code
that uses the GOT in addition toR_386_GOTPC orits equivalent. The exact types
are architecture specific, but the following x86 types are typical:

® R_386_GOT32. This is the relative location of the slot in the GOT where
the linker has placed a pointer to the given symbol. It is used for indi-
rectly referenced global data.

® R_386_GOTOFF. This is the distance from the base of the GOT to the
given symbol or address. It is used to address static data relative to the
GOT.

® R _386_RELATIVE. This is used to mark data addresses in a PIC shared
library that need to be relocated at load time.

For example, consider this piece of C code:

static int a; /* static variable */
extern int b; /* global variable */

Variable a is allocated in the bss segment of the object file, which means that it
is at a known fixed distance from the GOT. Object code can reference this vari-
able directly, using the ebx as a base register and a GOT-relative offset:

movl $1,aBGOTOFF(%ebx) ;; R_386_GOTOFF reference to variable "a"

Variable b is global, and its location may not be known until run time if it turns
out to be in a different ELF library or executable. In this case, the object code
references a pointer to b, which the linker creates in the GOT:

movl bBGOT(%ebx),%eax ;; R_386_GOT32 ref to address of "b"
movl $2, (%eax)
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Note that the compiler only creates the R_386_G0T32 reference, and it’s up to
the linker to collect all such references and make slots for them in the GOT.

Finally, ELF shared libraries contain R_386_RELATIVE relocation entries
that the run-time loader, part of the dynamic linker we examine in Chapter 10,
uses to do load-time relocation. Because the text in shared libraries is invari-
ably PIC, there are no relocation entries for the code, but data can’t be PIC, so
there is arelocation entry for every pointer in the data segment. (Actually, you
can build a shared library with non-PIC code, in which case there will be relo-
cation entries for the text as well, although almost nobody does that because it
makes the text nonsharable.)

PIC CosTs AND BENEFITS

The advantages of PIC are straightforward; PIC makes it possible to load code
without having to do load-time relocation and to share memory pages of code
among processes even though they don't all have the same address space allo-
cated. The possible disadvantages are slowdowns at load time, in procedure
calls, and in function prologue and epilogue, as well as overall slower code.

At load time, although the code segment of a PIC file need not be relo-
cated, the data segment does need to be relocated. In large libraries, the TOC
or GOT can be very large and it can take a long time to resolve all the entries.
This is as much a problem with dynamic linking, which we’ll address in Chap-
ter 10, as with PIC. Handling R_386_RELATIVE items or the equivalent to relo-
cate GOT pointers to data in the same executable is fairly fast, but the problem
is that many GOT entries point to data in other executables and require a sym-
bol table lookup to resolve.

Calls in ELF executables are usually dynamically linked, even calls within
the same library, which adds significant overhead. We examine this in Chap-
ter 10.

Function prologues and epilogues in ELF files are quite slow. They have to
save and restore the GOT register—ebx in the x86—and the dummy call and
pop to get the program counter into a register are quite slow. From a perfor-
mance viewpoint, the TOCapproach used in AIX wins here, because each pro-
cedure can assume that its TOC register is already set at procedure entry.

Finally, PIC code is bigger and slower than non-PIC code. The slowdown
varies greatly by architecture. On RISC systems with plenty of registers and no
direct addressing, the loss of one register as the TOC or GOT pointer isn't sig-
nificant, and lacking direct addressing they need a constant pool of some sort
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anyway. The worst case is on the x86: It only has six registers, so losing one of
them to be the GOT pointer can make code significantly worse. Since the x86
does have direct addressing, a reference to external data that would be a sim-
ple MOV or ADD instruction in non-PIC code turns into a load of the address fol-
lowed by the MOV or ADD, which both adds an extra memory reference and uses
yet another precious register for the temporary pointer.

Particularly on x86 systems, the performance loss in PIC code is signifi-
cant in speed-critical tasks, enough so that some systems retreat to a sort-of-
PIC approach for shared libraries. We'll revisit this issue in Chapters 9and 10.

BoOOTSTRAP LOADING

Up to this point, the discussions of loading have all presumed that there’s
already an operating system or at least a program loader resident in the com-
puter to load the program of interest. The chain of programs being loaded by
other programs has to start somewhere, so the obvious question is, how is the
first program loaded into the computer?

In modern computers, the first program the computer runs after a hard-
ware reset invariably is stored in a ROM area known as the bootstrap, or boot,
ROM. When the CPU is powered on or reset, it sets its registers to a known
state. On x86 systems, for example, the reset sequence jumps to the address 16
bytes below the top of the system’s address space. The bootstrap ROM occu-
pies the top 64KB of the address space; ROM code then starts up the com-
puter. On IBM-compatible x86 systems, the boot ROM code reads the first
block of the floppy disk—or if that fails, the first block of the first hard disk—
into memory location zero and then jumps to location zero. The program in
block zero in turn loads a slightly larger operating system boot program from
a known place on the disk into memory, and it jumps to that program, which
in turn loads in the operating system and starts it. (There can be even more
steps such as a boot manager that decides from which disk partition to read
the operating system boot program, but the sequence of increasingly capable
loaders remains.)

Why not just load the operating system directly? The answer here is that
you can't fit an operating system loader into 512 bytes. The first-level loader
typically is only able to load a single-segment program from a file with a fixed
name in the top-level directory of the boot disk. The operating system loader
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contains more sophisticated code that can read and interpret a configuration
file, uncompress a compressed operating system executable, and address
large amounts of memory. (On an x86 the loader usually runs in real mode,
which means that it’s tricky to address more than 1MB of memory.) The full
operating system can turn on the virtual memory system, load the drivers it
needs, and then proceed to run user-level programs.

Many UNIX systems use a similar bootstrap process to get user-mode
programs running. The kernel creates a process and then inserts a tiny pro-
gram, only a few dozen bytes long, into that process. The tiny program exe-
cutes a system call that runs /etc/init, the user-mode initialization program
that in turn runs configuration files and starts the daemons and login pro-
grams that a running system needs.

None of this matters much to the application-level programmer, but it
becomes more interesting if you want to write programs that run on the bare
hardware of the machine, because then you need to arrange to intercept the
bootstrap sequence somewhere in order to run your program rather than
the usual operating system. Some systems make this quite easy (just stick the
name of your program in AUTOEXEC.BAT and reboot Windows 95, for exam-
ple); others make it nearly impossible. It also presents opportunities for cus-
tomized systems. For example, a single-application system could be built over
a UNIX kernel by naming the application /etc/init.

Y TREE-STRUCTURED OVERLAYS

The final topic of this chapter is tree-structured overlays, an approach that
was widely used in the days before there was virtual memory to fit a program
into a memory area smaller than the program. Overlays are another tech-
nique that dates back to before 1960 and are still in use in some memory-
constrained environments. Several DOS linkers in the 1980s supported them
in a form nearly identical to that used 25 years earlier on mainframe comput-
ers. Although overlays are now little used on conventional architectures, the
techniques that linkers use to create and manage overlays remain interesting.
Also, the intersegment call tricks developed for overlays point the way to
dynamic linking. In environments like DSPs that have constrained program
address spaces, overlay techniques can be a good way to squeeze programs in,
especially because overlay managers tend to be small. The OS/360 overlay
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Root

N | F¥

Ficure 8.4 ¢ Typical overlay tree format.

manager is only about 500 bytes, and I once wrote one for a graphics proces-
sor with a 512-word address space that used only a dozen words or so.

Overlay programs divide the code into a tree of segments, such as the one
in Figure 8.4. The programmer manually assigns object files or individual
object code segments to overlay segments. Sibling segments in the overlay
tree share the same memory. In the example in Figure 8.4, segments A and D
share the same memory, B and C share the same memory, and E and F share
the same memory. The sequence of segments that lead to a specific segmentis
called a path, so the path for E includes the root, D, and E.

When the program starts, the system loads the root segment, which con-
tains the entry point of the program. Each time a routine makes a downward
intersegment call, the overlay manager ensures that the path to the call target
is loaded. For example, if the root calls a routine in segment A, the overlay
manager loads segment A if it’s not already loaded. If a routine in A calls a rou-
tine in B, the manager has to ensure that B is loaded; if a routine in the root
calls a routine in B, the manager has to ensure that both A and B are loaded.
Upward calls don't require any linker help, because the entire path from the
root is already loaded.
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Root
main()
— rob() rick() —

T

AY D \

- aaron() andy() L dick() dot(

'
bill()
betty() | chris()

N | Y

edgar() | fran()

Ficure 8.5 ¢ Overlay tree example.

Calls across the tree are known as exclusive calls and are usually consid-
ered to be errors because it’s not possible to return. Overlay linkers let the pro-
grammer force exclusive calls for situations where the called routine is known
not to return.

DEFINING OVERLAYS

Overlay linkers create overlay executables from ordinary input object files.
The objects don’t contain any overlay instructions; instead, the programmer
specifies the overlay structure with a command language that the linker reads
and interprets. Figure 8.5 shows the same overlay structure as before with the
names of the routines loaded into each segment.

Figure 8.6 shows the linker commands that you might give to the IBM 360
linker to create this structure. Spacing doesn’t matter, so we've indented the
commands to show the tree structure. OVERLAY commands define the begin-
ning of each segment; commands with the same overlay name define seg-
ments that overlay each other. Hence the first OVERLAY AD defines segment A,

IBM Ex-1007

Page 72



180 Chapter 8 ¢ Loading and Overlays

INCLUDE ROB
INCLUDE RICK
OVERLAY AD
INCLUDE AARON, ANDY
OVERLAY BC
INCLUDE BILL, BETTY
OVERLAY BC
INCLUDE CHRIS
OVERLAY AD
INCLUDE DICK, DOT
OVERLAY EF
INCLUDE EDGAR
OVERLAY EF
INCLUDE FRAN

Ficure 8.6 e Linker commands corresponding to overlay tree example
in Figure 8.5.

and the second defines segment D. Overlay segments are defined in a depth-
first left-to-right tree walk. INCLUDE commands name logical files for the
linker to read.

It's up to the programmer to lay out overlays to be space efficient. The
storage allocated for each segment is the maximum length of any of the seg-
ments that occupy the same space. For example, assume that the file lengths
in decimal are as follows:

rob 500 chris 3000

rick 1500 dick 3000
aaron 3000 dot 4000
andy 1000 edgar 2000
bill 1000 fran 3000
betty 1000

The corresponding storage allocation looks like Figure 8.7. Each segment
starts immediately after the preceding segment in the path, and the total pro-
gram size is the length of the longest path. This program is fairly well
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0 rob
500 rick
2000 aaron 2000 dick
5000 andy 5000 dot
6000 bill 6000 chris
7000 betty 9000 — 9000 edgar 9000 fran
8000 — 11000 — 12000 —

Ficure 8.7 ¢ Overlay storage allocation example.

balanced, with the longest path being 12000 and the shortest being 8000. Jug-
gling the overlay structure to find one that is as compact as possible while still
being valid (no exclusive calls) and reasonably efficient is a black art requiring
considerable trial and error. Since the overlays are defined entirely in the
linker, each trial requires a relink but no recompilation.

IMPLEMENTATION OF OVERLAYS

The implementation of overlays is surprisingly simple. Once the linker deter-
mines the layout of the segments, it relocates the code in each segment appro-
priately based on the memory location of the segment. The linker needs to
create a segment table that goes in the root segment and, in each segment,
glue code (linker-generated code that hooks into the overlay manager) for
each routine that is the target of a downward call from that segment. The seg-
ment table lists each segment, a flag to note if the segment is loaded, the seg-
ment’s path, and information needed to load the segment from disk
(Figure 8.8).

The linker interposes the glue code in front of each downward call so that
the overlay manager can ensure that the required segment(s) are loaded. Seg-
ments can use glue code in higher-level but not lower-level routines. For
example, if routines in the root call aaron, dick, and betty, the root needs glue
code for each of those three symbols. If segment A contains calls to bill, betty,
and chris, segment A needs glue code for bill and chris but can use the glue for
betty already present in the root. All downward calls (which are to global sym-
bols) are resolved to glue code (Figure 8.9) rather than to the actual routine.
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struct segtab {
struct segtab *path; // preceding segment in path
boolean ispresent; // true if this segment is loaded

int memoffset; // relative load address
int diskoffset; // location in executable
int size; // segment size

} segtab[];

Ficure 8.8 o Idealized segment table.

The glue code has to save any registers it changes, because it has to be trans-
parent to the calling and called routine, then it has to jump into the overlay
manager, providing the address of the real routine and an indication of which
segment that address is in. Here we use a pointer, but an index into the segtab
array would work as well.

At run time, the system loads in the root segment and starts it. At each
downward call, the glue code calls the overlay manager. The manager checks
the target segment’s status. If the segment is present, the manager just jumps
to the real routine. If the segment is not present, the manager loads the target
segment and any unloaded preceding segments in the path, marks any con-
flicting segments as not present, marks the newly loaded segments as present,
and jumps.

OVERLAY FINE POINTS

As always, details make elegant tree-structured overlays messier than they
might be.

Data

We've been talking about structuring code overlays, without any consider-
ation of where the data go. Individual routines may have private data loaded
into the segments with the routines, but any data that have to be remembered
from one call to the next need to be promoted high enough in the tree that
they won't get unloaded and reloaded, which would lose any changes made. In
practice, this means that most global data usually end up in the root. When
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glue'betty: call load_overlay
.long betty // address of real routine
.long segtab+N // address of segment B's segtab

Ficure 8.9 ¢ Idealized glue code for the x86.

Fortran programs are overlaid, overlay linkers can position common blocks
appropriately to be used as communication areas. For example, if dick calls
edgarand fran, and the latter two both refer to acommon block, that block has
to reside in segment D to be a communication area.

Duplicated Code

The overall structure of an overlay program frequently can be improved by
duplicating code. In our example, imagine that chris and edgar both call a rou-
tine called greg that is 500 bytes long. A single copy of greg would have to go in
the root, increasing the total loaded size of the program, because placing it
anywhere else in the tree would require a forbidden exclusive call from either
chris or edgar. On the other hand, if both segments C and E include copies of
greg, the overall loaded size of the program doesn't increase, because the end
of segment C would grow from 9000 to 9500 and of segment E from 11000 to
11500, both of which are still smaller than the 12000 bytes that F requires.

Multiple Regions

Frequently, a program’s calling structure doesn’t map very well to a single tree.
Overlay systems handle multiple code regions, with a separate overlay tree in
each region. Calls between regions, other than to root segments, always go
through glue code. The IBM linker supports up to four regions, although in my
experience | have never found a use for more than two.

OVERLAY SUMMARY

Even though overlays have been rendered largely obsolete by virtual memory,
they remain of historical interest because they were the first significant use of
link-time code generation and modification. They required a great deal of
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manual programmer work to design and specify the overlay structure, gener-
ally with alot of trial-and-error “digital origami,” but they were a very effective
way to squeeze a large program into limited memory.

Overlays originated the important technique of wrapping call instruc-
tions in the linker to turn a simple procedure call into one that does more work
(in this case, loading the required overlay). Linkers have used wrapping in a
variety of ways. The most important is dynamic linking, which we cover in
Chapter 10, where it is used to link to a called routine in a library that may not
have been loaded yet. Wrapping is also useful for testing and debugging, in
order to insert checking or validation code in front of a suspect routine with-
out changing or recompiling the source file.

EXERCISE * 8.1

Compile some small C routines with PIC and non-PiC code. How much slower
is the PIC code than the non-PIC code? Is it slower enough to be worth having
non-PIC versions of libraries for programmers who are in a hurry?

EXERCISE » 8.2

In the overlay example, assume that dick and dot each call both edgar and
fran, but dick and dot don‘t call each other. Restructure the overlay so that
dick and dot share the same space, and adjust the structure so that the call
tree still works. How much space does the overlay program take now?

EXERCISE e 8.3

In the overlay segment table, there's no explicit marking of conflicting seg-
ments. When the overlay manager loads a segment and the segment'’s path,
how does the manager determine what segments to mark as not present?
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loc seg ref GA4
Toc seg ref GP4
loc seg ref GR4
loc seg ref ER4

The types have the following roles:
% (A4 (GOT address). At location loc, store the distance to the GOT.

® GP4 (GOT pointer). Puta pointer to symbol ref in the GOT, and at loca-
tion loc, store the GOT-relative offset of that pointer.

®

GR4 (GOT relative). Location loc contains an address in segment ref;
replace that with the offset from the beginning of the GOT to that
address.

% ER4 (Executable relative). Location loc contains an address relative to
the beginning of the executable. The ref field is ignored.

In your linker’s first pass, look for GP4 relocation entries, build a GOT segment
with all the required pointers, and allocate the GOT segment just before the
data and bss segments. In the second pass, handle the GA4, GP4, and GR4
entries. In the output file, create ER4 relocation entries for any data that would
have to be relocated if the output file were loaded at other than its nominal
address. This would include anything marked by an A4 or AS4 relocation entry
in the input. (Hint: Don‘t forget the GOT.)
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SHARED
LIBRARIES

P rogram libraries date back to the earliest days of computing, when pro-
grammers quickly realized that they could save a lot of time and effort
by reusing blocks of program code. With the advent of compilers for languages
like Fortran and COBOL, libraries became an integral part of programming.
Compiled languages use libraries explictly when a program calls a standard
procedure such as sqrt(), and they use libraries implicitly for 1/0, conver-
sions, sorting, and many other functions too complex to express as inline
code. As languages have gotten more complex, libraries have gotten corre-
spondingly more complex. When I wrote a Fortran-77 compiler 20 years ago,
the run-time library was already more work than the compiler itself, and a
Fortran-77 library is far simpler than one for C++.

The growth of language libraries means not only that all programs include
library code but that most programs include a lot of the same library code.
Every C program, for example, uses the system call library, nearly all use the
standard 1/0 library routines such as printf, and many use other popular
libraries for math, networking, and other common functions. This means that
in a typical UNIX system with a thousand compiled programs, there are close
to a thousand copies of printf. If all those programs could share a single copy
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of the library routines they use, the savings in disk space would be substantial.
(On a UNIX system without shared libraries, there are 5-10MB of copies of
printf alone.) Even more important, if running programs could share a single
in-memory copy of the libraries, the main memory savings could be very sig-
nificant, both in saving memory and in improving paging behavior.

All shared-library schemes work essentially the same way. At link time, the
linker searches through libraries as usual to find modules that resolve other-
wise undefined external symbols. But rather than copying the contents of the
module into the output file, the linker makes a note of what library the module
came from and puts a list of the libraries in the executable. When the program
is loaded, startup code finds those libraries and maps them into the program’s

= address space before the program starts (Figure 9.1). Standard operating sys-
tem file-mapping semantics automatically share pages that are mapped read-
only or copy-on-write. The startup code that does the mapping may be in the
operating system, in the executable, in a special dynamic linker mapped into
* the process’s address space, or in some combination of the three.

In this chapter, we look at statically linked shared libraries, that is, librar-
ies where program and data addresses in libraries are bound to executables at
link time. In Chapter 10 we look at the considerably more complex dynami-
cally linked libraries. Although dynamic linking is more flexible and more
modern, it’s also a lot slower than static linking because a great deal of work
that would otherwise have been done once at link time is redone each time a
dynamically linked program starts. Also, dynamically linked programs usually
use extra glue code to call routines in shared libraries. The glue usually con-
tains several jumps, which can slow down calls considerably. On systems that
support both static and dynamic shared libraries, unless programs need the
extra flexibility of dynamic linking, they’re faster and smaller with statically
linked libraries.

9.1 BINDING TIME

Shared libraries raise binding-time issues that don’t apply to conventionally
linked programs. A program that uses a shared library depends on having that
shared library available when the program is run. One kind of error occurs
when the required libraries aren’t present. There’s not much to be done in that
case other than printing a cryptic error message and exiting.
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mydir/myprog /shlib/libc
C run-time
Executable | > library
program | <
/appl/lib/applib

Application
library

FIGURE 9.1 ¢ Program with shared libraries.

A much more interesting problem occurs when the library is present, but
the library has changed since the program was linked. In a conventionally
linked program, symbols are bound to addresses and library code is bound to
the executable at link time, so the library the program was linked with is the
one it uses regardless of subsequent changes to the library. With static shared
libraries, symbols are still bound to addresses at link time, but library code
isn’'t bound to the executable until run time. (With dynamic shared libraries,
they’re both delayed until run time.)

A static shared library can't change very much without breaking the pro-
grams that it is bound to. Because the addresses of routines and data in the
library are bound into the program, any changes in the addresses to which the
program is bound will cause havoc.

A static shared library can sometimes be updated without breaking the
programs that use it, if the updates can be made in a way that doesn’'t move
any addresses in the library that programs depend on. This permits minor
version updates, typically for small bug fixes. Larger changes unavoidably
change program addresses, which means that a system either needs multiple
versions of the library or forces programmers to relink all their programs each
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time the library changes. In practice, the solution is invariably multiple ver-
sions, since disk space is cheap and tracking down every executable that
might have used a shared library is rarely possible.

28 SHARED LIBRARIES IN PRACTICE

In the rest of this chapter we concentrate on the static shared libraries pro-
vided in UNIX System V Release 3.2 (COFF format), older Linux systems (a.out
format), and the BSD/OS derivative of 4.4BSD (a.out and ELF formats). All
three work nearly the same, but some of the differences are instructive. The
System V Release 3.2 implementation required changes in the linker to sup-
port searching shared libraries and extensive operating system support to do
the run-time startup required. The Linux implemention required one small
tweak to the linker and added a single system call to assist in library mapping.
The BSD/OS implementation made no changes at all to the linker or operat-
ing system, using a shell script to provide the necessary arguments to the
linker and a modified version of the standard C library startup routine to map
in the libraries.

el¢4 ADDRESS SPACE MANAGEMENT

The most difficult aspect of static shared libraries is address space manage-
ment. Each shared library occupies a fixed piece of address space in each pro-
gram in which it is used. Different libraries have to use non-overlapping
addresses if they can be used in the same program. Although it’s possible to
check mechanically that libraries don't overlap, assigning address space to
libraries is a black art. On the one hand, you want to leave some space in
between them so that if a new version of one library grows a little, it won’t
bump into the next library up. On the other hand, you'd like to put your popu-
lar libraries as close together as possible to minimize the number of page
tables needed. (Recall that on an x86, for example, there’s a second-level table
for each 4MB block of address space that is active in a process.)
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There’s invariably a master table of shared-library address space on each
system, with libraries starting someplace in the address space far away from
applications. Linux's start at hex 60000000, BSD/OS’s at a0000000. Commer-
cial vendors subdivide the address space further between vendor-supplied
libraries and user and third-party libraries (which start at a0800000 in
BSD/OS, for example).

Generally both the code and data addresses for each library are explicitly
defined, with the data area starting on a page boundary a page or two after the
end of the code. This makes it possible to create minor version updates,
because the updates frequently don't change the data layout, but just add or
change code.

Each individual shared library exports symbols, both code and data, and
usually also imports symbols if the library depends on other libraries.
Although it would work if we justlinked routines together into a shared library
in a haphazard order, real libraries use some discipline in assigning addresses
to make it easier—or at least possible-—to update a library without changing
the addresses of exported symbols. For code addresses, rather than exporting
the actual address of each routine, the library contains a table of jump instruc-
tions that jump to all of the routines, with the addresses of the jump instruc-
tions exported as the addresses of the routines. All jump instructions are the
same size, so the addresses in the jump table are easy to compute and won't
change from version to version so long as no entries are added or deleted in
the middle of the table. One extra jump per routine is an insignificant slow-
down, but because the actual routine addresses are not visible, new versions
of the library will be compatible even if routines in the new version aren't all
the same sizes and addresses as in the old version.

For exported data, the situation is more difficult, because there’s no easy
way to add a level of indirection like the one for code addresses. In practice, it
turns out that exported data tend to be tables of known size that change rarely,
such as the array of FILE structures for the C standard I/0 library or single
word values like errno (the error code from the most recent system call) or
tzname (pointers to two strings giving the name of the local time zone). With
some manual effort, the programmer who creates the shared library can col-
lect the exported data at the front of the data section to precede any anony-
mous data that are part of individual routines, making it less likely that
exported addresses will change from one version to the next.
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STRUCTURE OF SHARED LIBRARIES

The shared library is an executable-format file that contains all of the library
code and data, ready to be mapped in (Figure 9.2). Some shared libraries start
with a small bootstrap routine that is used to map in the rest of the library.
After that comes the jump table, aligned on a page boundary if it’s not the first
thing in the library. The exported address of each public routine in the library
is the jump table entry. Following the jump table is the rest of the text section
(the jump table is considered to be text, because it’s executable code), then the
exported data and private data. The bss segment logically follows the data, but
as in any other executable file, isn’t actually present in the file.

CREATING SHARED LIBRARIES

A UNIX shared library actually consists of two related files, the shared library
itself and a stub library for the linker to use. A library creation utility takes as
input a normal library in archive format and some files of control information
and uses them to create the two files. The stub library contains no code or data
at all (other than possibly a tiny bootstrap routine) but contains symbol defi-
nitions for programs linked with the library to use.

Creating the shared library involves the following basic steps, which we
discuss in greater detail below:

1. Determine at what address the library’s code and data will be loaded.

2. Scan through the input library to find all of the exported code symbols.
(One of the control files may be a list of some symbols not to export, if
they’re just used for inter-routine communication within the library.)

3, Make up the jump table with an entry for each exported code symbol.

4. If there’s an initialization or loader routine at the beginning of the library,
compile or assemble that.

5. Create the shared library: Run the linker and link everything together into
one big executable-format file.
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File header,
(a.out/COFF/ELF)

(Initialization routine)

Jump table

Code

Global data

Private data

FIGURE 9.2 e Structure of typical shared library.

6. Create the stub library: Extract the necessary symbols from the newly cre-
ated shared library, reconcile those symbaols with the symbols from the
input library, create a stub routine for each library routine, then compile
or assemble the stubs and combine them into the stub library. (In COFF
libraries, there’s also a little initialization code placed in the stub library to
be linked into each executable.)

CREATING THE JUMP TABLE

The easiest way to create the jump table is to write an assembler source file full
of jump instructions (Figure 9.3) and assemble it. Each jump instruction
needs to be labeled in a systematic way so that the addresses can later be
extracted for the stub library.

A minor complication occurs on architectures such as the x86 that have
different sizes of jump instructions. For libraries containing less than 64KB
of code, short 3-byte jumps are adequate. For libraries larger than that, longer
5-byte jumps are necessary. Mixed sizes of jumps aren’t very satisfactory, both
because it makes the table addresses harder to compute and because it makes
it far harder to make the jump table compatible in future builds of the library.
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... start on a page boundary

.align 8 ; align on 8-byte boundary for variable length insns
JUMP_read: jmp _read

.align 8
JUMP_write: jmp write

later in library
_read: ... code for read()
_write: ... code for write()

FIGURE 9.3 ¢ Jump table.

The simplest solution is to make all of the jumps the largest size. Alternatively,
we can make all of the jumps short, and for routines that are too far away for
shortjumps, we can generate anonymous long jump instructions at the end of
the table to which short instructions can jump. (That’s usually more trouble
than it's worth, because jump tables are rarely more than a few hundred
entries in the first place.)

CREATING THE SHARED LIBRARY

Once the jump table and, if needed, the loader routine are created, the creation
of the shared library is easy. Just run the linker with suitable switches to make
the code and data start at the right places and link together the bootstrap, the
jump tables, and all of the routines from the input library. This both assigns
addresses to everything in the library and creates the shared-library file.

One minor complication involves interlibrary references. If you're creat-
ing, say, a shared math library that uses routines from the shared Clibrary, the
references have to be made correctly. Assuming that the library whose rou-
tines are needed has already been built when the linker builds the new library,
the linker need only search the old library’s stub library, just like any normal
executable that refers to the old library. This will make all of the references
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correct. The only remainingissue is that there needs to be some way to ensure
that any programs that use the new library also link to the old library. Suitable
design of the new stub library can ensure that.

CREATING THE STUB LIBRARY

Creating the stub library is one of the trickier parts of the shared-library pro-
cess. For each routine in the real library, the stub library needs to contain a
corresponding entry that defines both the exported and the imported global
symbols.

The global data symbols are wherever the linker puts them in the shared-
library image, and the most reasonable way to get their values is to create the
shared library with a symbol table and to extract the symbols from that sym-
bol table. For global code symbols, the entry points are all in the jump table, so
it’'s equally easy to extract the symbols from the shared library or to compute
the addresses from the base address of the jump table and each symbol’s posi-
tion in the table.

Unlike a normal library module, a module in the stub library contains no
code or data, just symbol definitions. The symbols have to be defined as abso-
lute rather than relocatable numbers, because the shared library has already
had all of its relocation done. The library creation program extracts each rou-
tine from the inputlibrary, and from that routine it gets the defined and unde-
fined globals as well as the type (text or data) of each global. It then writes the
stub routine—usually as alittle assembler program—defining each text global
as the address of the jump table entry, each data or bss global as the actual
address in the shared library, and each undefined global as undefined. When
ithas a complete set of stub sources, it assembles them all and combines them
into a normal library archive.

COFF stub libraries use a different, more primitive design. They're single
object files with two named sections. The . 11b section contains all of the relo-
cation information pointing at the shared library, and the .init section con-
tains initialization code that is linked into each client program, typically to
initialize variables in the shared library.

Linux shared libraries are simpler still. They use an a.out file containing
the symbol definitions with set vector symbols (described in Section 9.6) for
use at program link time.
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VERSION NAMING

Shared libraries in UNIX systems are assigned names that are mechanically
derived from the original library, adding a version number. If the original
library was called /1ib/1ibc.a (the usual name for the C library) and the cur-
rent library version is 4.0, then the stub library might be /1ib/1ibc_s.4.0.0.a
and the shared-library image might be /sh1ib/1ibc_s.4.0.0. (The extra zero
allows for minor version updates.) Once the libraries are moved into the
appropriate directories they're ready to use.

Any shared-library system needs a way to handle multiple versions of
libraries. When a library is updated, the new version may or may not be ad-
dress compatible and call compatible with previous versions. (UNIX systems
address this issue with the multinumber version names mentioned above.)

Generally, the first number changes each time a new incompatible ver-
sion of the library is released. A program linked with a 4.x.x library can’t use a
3.x.x or a 5.x.x library. The second number is the minor version. On Sun sys-
tems, each executable requires a minor version at least as great as the one with
which the executable was linked. If it were linked with 4.2.x, for example, it
would run with a 4.3.x library but not a 4.1.x. Other systems treat the second
component as an extension of the first component, so an executable linked
with a 4.2.x library will only run with a 4.2.x library. The third component is
universally treated as a patch level. Executables prefer the highest available
patch level, but any patch level will do.

Different systems take slightly different approaches to finding the appro-
priate libraries at run time. Sun systems have a fairly complex run-time loader
thatlooks at all of the file names in the library directory and picks the best one.
Linux systems use symbolic links to avoid the search process. If the latest ver-
sion of the 1ibc.so library is version 4.2.2, the library’s nameis 1ibc_s.4.2.2,
but the library is also linked to 1ibc_s.4.2, so the loader need only open the
shorter name and the correct version is selected.

Most systems permit shared libraries to reside in multiple directories. An
environment variable such as LD_LIBRARY PATH can override the path built
into the executable, permitting developers to substitute library versions in
their private directories for debugging or performance testing. (Programs that
use the “set user ID” feature to run as other than the current user have to
ignore LD_LIBRARY PATH to prevent a malicious user from substituting a Tro-
jan horse library.)
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m LINKING WITH SHARED LIBRARIES

Linking with static shared libraries is far simpler than creating the libraries,
because the process of creating the stub libraries has already done nearly
all the hard work to make the linker resolve program addresses to the appro-
priate places in the libraries. The only hard part is arranging for the necessary
shared libraries to be mapped in when the program starts.

Each format provides a trick to let the linker create a list of libraries that
startup code can use to map in the libraries. COFF libraries use a brute-force
approach; ad hoc code in the linker creates a section in the COFF file with the
names of the libraries. The Linux linker has a somewhat less brute-force
approach that creates a special symbol type called a set vector. Set vectors
are treated like normal global symbols, except that if there are multiple defini-
tions, the definitions are all put in an array named by the symbol. Each shared-
library stub defines a set vector symbol ___ SHARED LIBRARIES _thatisthead-
dress of a structure containing the name, version, and load address of the
library. The linker creates an array of pointers to each of those structures and
callsit __ SHARED_LIBRARIES__so that the run-time startup code can use it.

The BSD/OS shared-library scheme creates the list externally and passes
it to the regular linker. The shell script wrapper used to create a shared execut-
able runs down the list of libraries that are passed as arguments to the com-
mand or that are used implicitly (the C library), extracts the file names and
load addresses for those libraries from a list in a system file, writes a little
assembler source file containing an array of structures that contain library
names and load addresses, assembles that file, and includes the object file in
the list of arguments to the linker.

In each case, the references from the program code to the library ad-
dresses are resolved automatically from the addresses in the stub library.

*fyE RUNNING WITH SHARED LIBRARIES

Starting a program that uses shared libraries involves three steps: loading the
executable, mapping the libraries, and doing library-specific initialization. In
each case, the program executable is loaded into memory by the system in the
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usual way. After that, the different schemes diverge. The System V.3 kernel
had extensions to handle COFF shared-library executables, and the kernel
internally looked at thelist of libraries and mapped them in before starting the
program. The disadvantages of this scheme were “kernel bloat” (adding more
code to the nonpageable kernel) and inflexibility, because it didn’t permit
any flexibility or upgradability in future versions. System V.4 scrapped the
whole scheme and went to ELF dynamic shared libraries, which we address in
Chapter 10.

Linux adds a single uselib() system call that takes the file name and
address of a library and maps it into the program address space. The startup
routine bound into the executable runs down the list of libraries, doing a
uselib() on each.

The BSD/O0S scheme uses the standard mmap () system call that maps
pages of a file into the address space and a bootstrap routine that is linked into
each shared library as the first thing in the library. The startup routine in the
executable runs down the table of shared libraries, and for each one opens the
file, maps the first page of the file to the load address, and then calls the boot-
strap routine, which is at a fixed location near the beginning of that page fol-
lowing the executable file header. The bootstrap routine then maps the rest of
the text segment, maps the data segment, and maps fresh address space for
the bss segment, then returns.

Once the segments are all mapped, there’s often some library-specific ini-
tialization to do (for example, putting a pointer to the system environment
strings in the global variable environ specified by standard C). The COFF
implementation collects the initialization code from the .init segments
in the program file and runs it from the program startup code. Depending on
the library, it may or may not call routines in the shared library. The Linux
implementation doesn’t do any library initialization and the documenta-
tion notes that variables defined in both the program and the library don’t work
very well.

In the BSD/OS implementation, the bootstrap routine for the C library
receives a pointer to the table of shared libraries and maps in all of the other
libraries, minimizing the amount of code that has to be linked into individual
executables. Recent versions of BSD use ELF format executables. The ELF
header has an interp section that contains the name of an interpreter pro-
gram to use when running the file. BSD uses the shared C library as the inter-
preter, which means that the kernel maps in the shared C library before the
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program starts, saving the overhead of some system calls. The library boot-
strap routine does the same initializations, maps the rest of the libraries and,
through a pointer, calls the main routine in the program.

THE malloc HACK AND OTHER
SHARED-LIBRARY PROBLEMS

Although static shared libraries have excellent performance, their long-term
maintenance is difficult and error prone. This section gives an anecdote that
illustrates this difficulty and also mentions other additional problems that
occur in shared libraries.

In a static library, all intralibrary calls are permanently bound, and it’s not
possible to substitute a private version of aroutine by redefining the routine in
a program that uses the library. For the most part, that’s not a problem
because few programs redefine standard library routines like read() or
strcmp(), or even if they do it’s not a major problem if the program uses a pri-
vate version of strcemp() while routines in the library call the standard version.

But a lot of programs define their own versions of malloc{) and free(),
the routines that allocate heap storage, and multiple versions of those rou-
tines in a program don’t work. The standard strdup() routine, for example,
returns a pointer to a string allocated by malloc, which the application can
free up when no longer needed. If the library allocated the string with one ver-
sion of malloc but the application freed that string with a different version of
free, chaos would ensue.

To permit applications to provide their own versions of malloc and free,
the System V.3 shared C library uses an ugly hack (Figure 9.4). The system’s
maintainers redefined malloc and free as indirect calls through pointers
(which we'll call malloc_ptr and free_ptr) bound into the data part of the
shared library:

extern void *(*malioc_ptr)(size t);
extern void (*free ptr)(void *);
#define malloc(s) (*malloc ptr)(s)
#define free(s) (*free ptr)(s)
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Program

Cali

{..

malloc()

malloc()

}

Shared library

Call

{..

malioc()

malloc()

}

Pointer to
malloc

FIGURE 9.4 ¢ The malloc hack.

Then they recompiled the entire Clibrary and added these lines (or the assem-
bler equivalent) to the .init section of the stub library, so that they are

included in every program that uses the shared library:

#undef malloc
#undef free
malloc_ptr
free ptr

Because the stub library is bound into the application, not the shared
library, its references tomalloc and free are resolved at the time each program
islinked. If there’s a private version of malloc and free, it puts pointers to them
in the pointers; otherwise it will use the standard library version. Either way,

the library and the application use the same version of malloc and free.

Although the implementation of this trick made maintenance of the
library harder and doesn't scale to more than a few carefully chosen names,
the idea that intralibrary calls can be made through pointers that are resolved
at program run time is a good one, so long as it’s automated and doesn’t

IBM Ex-1007
Page 93



9.8 Themalloc Hack and Other Shared-Library Problems 201

#include <stdio.h>

/* extern */
int errno;

main()

{
unlink("/non-existent-file");
printf("Status was %d\n", errno);

}

FIGURE 9.5 ¢ Address conflict example.

require fragile manual source code tweaks. We’ll find out how the automated
version works in Chapter 10.

Name conflicts in global data remain a problem with static shared librar-
ies. Consider the small program in Figure 9.5. If you compile and link it with
any of the shared libraries we describe in this chapter, it will print a status code
of zero rather than the correct error code. That’s because int errno; definesa
new instance of errno that isn’t bound to the one in the shared library. If you
uncomment the extern, the program works, because now it’s an undefined
global reference that the linker binds to the errnoin the shared library. As we'll
see in Chapter 10, dynamic linking solves this problem as well at some cost in
performance.

Finally, even the jump table in UNIX shared libraries has been known to
cause compatibility problems. From the point of view of routines outside a
shared library, the address of each exported routine in the library is the
address of the jump table entry. But from the point of view of routines within
thelibrary, the address of that routine may be the jump table entry or it may be
the real entry point to which the table entry jumps. There have been cases
where a library routine examined an address passed as an argument to see if
it was one of the other routines in the library, in order to do some special-case
processing.

An obvious but less than totally effective solution is to bind the address of
the routine to the jump table entry while building the shared library, because
that ensures that all symbolic references to routines within the library are

IBM Ex-1007

Page 94




202 Chapter9 e Shared Libraries

resolved to the table entry. But if two routines are within the same object file,
the reference in the object file is usually a relative reference to the routine’s
address in the text segment. (Because it's in the same object file, the rou-
tine’s address is known; other than this peculiar case, there’s no reason to
make a symbolic reference back into the same object file.) Although it would
be possible to scan relocatable text references for values that match exported
symbol addresses, the most practical solution to this problem is “don’t do
that,” don’t write code that depends on recognizing the address of a library
routine.

MS Windows DLLs have a similar problem, because within each EXE or
DLL the addresses of imported routines are considered to be the addresses of
the stub routines that make indirect jumps to the real address of the routine.
Again, the most practical solution to the problem is “don’t do that.”

EXERCISE ¢ Q.1

If you look in a /sh1ib directory on a UNIX system with shared libraries, you'll
usually see three or four versions of each library with names like 1ibc_s.2.0.1
and Tibc_s.3.0.0. Why not just have the most recent one?

EXERCISE ¢ 9.2

In a stub library, why is it important to include all of the undefined globals for
each routine, even if the undefined global refers to another routine in the
shared library?

EXERCISE ¢ 9.3

What difference does it make whether a stub library is a single large execut-
able with all of the library’s symbols (as in COFF or Linux) or an actual library
with separate modules?
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Now we will extend the linker to support static shared libraries. This involves
several subprojects, first to create the shared libraries and then to link
executables with the shared libraries.

In our system, a shared library is merely an object file that is linked at a given
address. There can be no relocations and no unresolved symbol references,
although references to other shared libraries are acceptable. Stub libraries are
normal directory format or file format libraries, with each entry in the library
containing the exported (absolute) and imported symbols for the correspond-
ing library member but no text or data. Each stub library has to tell the linker
the name of the corresponding shared library. If you use directory format stub
libraries, a file called LIBRARY NAME contains lines of text. The first line is the
name of the corresponding shared library, and the rest of the lines are the
names of other shared libraries upon which this one depends. (The space pre-
vents name collisions with symbols.) If you use file format libraries, the initial
line of the library has the extra fields

LIBRARY nnnn pppppp fffff ggggg hhhhh ..

where fffff is the name of the shared library and the subsequent fields are
the names of any other shared libraries on which it depends.

PROJECT ¢ 9.1

Make the linker produce static shared libraries and stub libraries from regular
directory or file format libraries. If you haven't already done so, you'll have to
add a linker flag to set the base address at which the linker allocates the seg-
ments. The input is a regular library and stub libraries for any other shared
libraries on which this one depends. The output is an executable-format
shared library containing the segments of all of the members of the input
library and a stub library with a stub member corresponding to each member
of the input library.
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PROJECT ¢ 9.2

Extend the linker to create executables using static shared libraries. Project 9.1
already has most of the work for searching stub libraries for symbol reso-
lution, because the way that an executable refers to symbols in a shared
library is the same as the way that one shared library refers to another. The
linker needs to put the names of the required libraries in the output file, so
that the run-time loader knows what to load. Have the linker create a segment
called .11ib that contains the names of the shared libraries as strings with a
null byte separating the strings and two null bytes at the end. Create a symbol
_SHARED_LIBRARIES that refers to the beginning of the .11b section, to which
code in the startup routine can refer.

IBM Ex-1007
Page 97



DYNAMIC LINKING
AND LOADING

Dynamic linking defers much of the linking process until a program
starts running or sometimes even later. It provides a variety of benefits
that are hard to get otherwise:

# Dynamically linked shared libraries are easier to create than statically
linked shared libraries.

= Dynamically linked shared libraries are easier to update than statically
linked shared libraries.

# The semantics of dynamically linked shared libraries can be much
closer to those of unshared libraries.

& Dynamic linking permits a program to load and unload routines at run
time, a facility that can otherwise be very difficult to provide.

There are a few disadvantages, of course. The run-time performance costs
of dynamic linking are substantial compared to those of static linking, be-
cause alarge part of the linking process has to be redone every time a program
runs. Every dynamically linked symbol used in a program has to be looked up
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#  ina symbol table and resolved. (MS Windows dynamic-link libraries mitigate
this cost somewhat, as we describe in Section 10.7.) Dynamic shared libraries
are also larger than static shared libraries, because the dynamic ones have to

» include symbol tables.

Beyond issues of call compatibility, a chronic source of problems is
changes in library semantics. Because dynamic shared libraries are so easy to
update compared to unshared or static shared libraries, it’s easy to change
libraries that are in use by existing programs, which means that the behavior
of those programs changes even though “nothing has changed.” This is a fre-
quent source of problems on MS Windows, where programs use a lot of shared
libraries, libraries go through a lot of versions, and library version control is
not very sophisticated. Most programs ship with copies of all of the libraries
they use, and installers often will inadvertently install an older version of a
shared library on top of a newer one, breaking programs that are expecting
features found in the newer one. Well-behaved applications pop up a warning
before installing an older library over a newer one, but even so, programs that
depend on the semantics of older libraries have been known to break when
newer versions replace the older ones.

ELF DYNAMIC LINKING

The Sun Microsystems SunOS introduced dynamic shared libraries to UNIX
in the late 1980s. UNIX System V Release 4, which Sun co-developed, intro-
duced the ELF object format and adapted the Sun scheme to ELE ELF was
clearly an improvement over the previous object formats, and by the late
1990s it had become the standard for UNIX and UNIX-like systems, including
Linux and BSD derivatives.

o CONTENTS OF AN ELF FILE

As discussed in Chapter 3, an ELF file can be viewed as a set of sections, inter-
preted by the linker, or a set of segments, interpreted by the program loader.
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10.2 Contents of an ELF File
Program Library
r ~
Cali /
Text < Routine Text
- Tex
L PLT =
=
PLT p
Data < GOT =
-
~ GOT
- Data
W,

FiGuURE 10.1 ¢ PLYT and GOT.

ELF programs and shared libraries have the same general structure, but with
different sets of segments and sections.

ELF shared libraries can be loaded at any address, so they invariably use
position-independent code (PIC) so that the text pages of the file need not be
relocated and can be shared among multiple processes. As described in Chap-
ter 8, ELF linkers support PIC code with a global offset table (GOT) in each
shared library that contains pointers to all of the static data referenced in the
program. The dynamic linker resolves and relocates all of the pointers in the
GOT. This can be a performance issue, but in practice the GOT is small except
in very large libraries; a commonly used version of the standard C library has
only 180 entries in the GOT for over 350KB of code.

Because the GOT is in the same loadable ELF file as the code that refer-
ences it, and the relative addresses within a file don't change regardless of
where the program is loaded, the code can locate the GOT with a relative
address, load the address of the GOT into a register, and then load pointers
from the GOT whenever it needs to address static data. A library need not have
a GOT if it references no static data (but in practice all libraries do).

To support dynamic linking, each ELF shared library and each executable
that uses shared libraries has a procedure linkage table, or PLT (Figure 10.1).
The PLT adds a level of indirection for function calls analogous to that
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provided by the GOT for data. The PLT also permits lazy evaluation, that is,
not resolving procedure addresses until they're called for the first time.
Because the PLT tends to have a lot more entries than the GOT (over 600 in the
C library mentioned above), and because most of the routines will never be
called in any given program, lazy evaluation can both speed startup and save
considerable time overall. The details of the PLT are discussed in Section 10.4.

An ELF dynamically linked file contains all of the linker information that
the run-time linker will need to relocate the file and resolve any undefined
symbols. The .dynsym section (the dynamic symbol table) contains all of the
file’s imported and exported symbols. The .dynstr and . hash sections contain
the name strings for the symbol and a hash table the run-time linker can use
to look up symbols quickly.

The final extra piece of an ELF dynamically linked file is the DYNAMIC seg-
ment (also marked as the .dynamic section), which the run-time dynamic
linker uses to find the information about the file the linker needs. It’s loaded as
part of the data segment but is pointed to from the ELF file header so the run-
time dynamic linker can find it. The DYNAMIC segment is a list of tagged values
and pointers. Some of the following entry types occur just in programs, some
just in libraries, some in both:

% NEEDED. This is the name of a library this file needs. (Always in pro-
grams, sometimes in libraries when one library is dependent on an-
other; can occur more than once.)

= SONAME (shared-object name). This is the name of the file the linker
uses. (Libraries.)

= SYMTAB, STRTAB, HASH, SYMENT, STRSZ. These point to the symbol table,
associated string and hash tables, size of a symbol table entry, and size
of the string table, respectively. (Both.)

@ PLTGOT. This points to the GOT or on some architectures to the PLT.
(Both.)

8 REL, RELSZ, and RELENT; or RELA, RELASZ, and RELAENT. These give
pointer to, number of, and size of relocation entries, respectively. REL
entries don't contain addends; RELA entries do. (Both.)

& JMPREL, PLTRELSZ, and PLTREL. These give pointer to, size, and format
(REL or RELA) of relocation table, respectively, for data referred to by the
PLT. (Both.)
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header

.hash

Read-only .dynsym

.dynstr

.plt

text

.rodata

Read/write

.data

.got

.dynamic

FicurRe 10.2 ¢ An ELF shared library.

= INIT and FINI. These point to initializer and finalizer routines to be
called at program startup and finish. (Optional but usually in both.)

There are a few other obscure types that are not often used. An entire ELF
shared library might look like Figure 10.2. First come the read-only parts,
including the symbol table, the PLT, the text, and read-only data; then the
read/write parts, including regular data, the GOT, and the dynamic section.
The bss logically follows the last read/write section, but as always isn't present
in the file.

An ELF program looks much the same, but in the read-only segment has
INITand FINI routines, and an INTERP section near the front of the file to spec-
ify the name of the dynamic linker (usually 1d.so0). The data segment has no
GOT, because program files aren't relocated at run time.
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I.LOADING A DYNAMICALLY LINKED PROGRAM

Loading a dynamically linked ELF program is a lengthy but straightforward
process.

STARTING THE DYNAMIC LINKER

When the operating system runs the program, it maps in the file’s pages as
normal but notes that there’s an INTERPRETER section in the executable. The
specified interpreter is the dynamic linker, 1d. so, which is itselfin ELF shared-
library format. Rather than starting the program, the system maps the dy-
namic linker into a convenient part of the address space as well and starts
1d.so, passing on the stack an auxiliary vector of information needed by the
linker. The vector includes the following elements:

® AT _PHDR, AT_PHENT, and AT_PHNUM. These give the address of the pro-
gram header for the program file, the size of each entry in the header,
and the number of entries, respectively. This structure describes the
segments in the loaded file. If the system hasn’'t mapped the program
into memory, there may instead be an AT_EXECFD entry that contains
the file descriptor on which the program file is open.

# AT _ENTRY. This gives the starting address of the program, to which the
dynamic linker jumps after it has finished initialization.

® AT_BASE. This is the address at which the dynamic linker was loaded.

At this point, bootstrap code at the beginning of 1d. so finds its own GOT,
the first entry of which points to the dynamic segment in the 1d. so file. From
the dynamic segment, the linker can find its own relocation entries, relocate
pointers in its own data segment, and resolve code references to the routines
needed to load everything else. (The Linux 1d.so names all of the essential
routines with names starting with _dt_ and special-case code looks for sym-
bols that start with the string and resolves them.)

The linker then initializes a chain of symbol tables with pointers to the
program’s symbol table and the linker’s own symbol table. Conceptually, the
program file and all of the libraries loaded into a process share a single symbol
table. But rather than build a merged symbol table at run time, the linker
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keeps a linked list of the symbol tables in each file. Each file contains a hash
table to speed symbol lookup, with a set of hash headers and a hash chain for
each header. The linker can search for a symbol quickly by computing the
symbol’s hash value once, then running through the appropriate hash chain
in each of the symbol tables in the list.

FINDING THE LIBRARIES

Once the linker’s own initializations are done, it finds the names of the librar-
ies required by the program. The program’s program header has a pointer to
the dynamic segment that contains dynamic linking information for the pro-
gram. That segment contains a pointer 0T_STRTAB to the file’s string table and
entries DT_NEEDED, each of which contains the offset in the string table of the
name of a required library.

For each library, the linker finds the library’s ELF shared-library file, which
is in itself a fairly complex process. The library name in a DT_NEEDED entry is
something like 1ibXt.so.6 (the Xt toolkit, version 6). The library file might be
in any of several library directories and might not even have the same file
name. On my system, the actual name of that library is /usr/X11R6/1ib/
1ibXt.s0.6.0, with the .0 at the end being a minor version number.

The linker looks in the following places to find the library:

1. If the dynamic segment contains an entry called DT_RPATH, it’s a colon-
separated list of directories to search for libraries. This entry is added by a
command line switch or environment variable to the regular (not
dynamic) linker at the time a program is linked. It's mostly used for sub-
systems such as databases thatload a collection of programs and support-
ing libraries into a single directory.

2. If there’s an environment symbol LD_LIBRARY PATH, it’s treated as a colon-
separated list of directories in which the linker looks for the library.
This lets a developer build a new version of a library, put it in the
LD_LIBRARY_PATH, and use it with existing linked programs either to test
the new library or equally well to instrument the behavior of the program.
(It skips this step if the program is set-uid, for security reasons.)

3. The linker looks in the library cache file /etc/1d.so.conf, which contains
a list of library names and paths. If the library name is present, it uses the
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corresponding path. This is the usual way that most libraries are found.
(The file name at the end of the path need not be exactly the same as the
library name; see Library Versions in Section 10.5.)

4. If all else fails, the linker looks in the default directory /usr/11b; if the
library’s still not found, it displays an error message and exits.

Once it has found the file containing the library, the dynamic linker opens
the file and reads the ELF header to find the program header, which in turn
points to the file’s segments including the dynamic segment. The linker allo-
cates space for the library’s text and data segments and maps them in, along
with zeroed pages for the bss. From the library’s dynamic segment, it adds the
library’s symbol table to the chain of symbol tables, and if the library requires
furtherlibraries that are not already loaded, it adds any new libraries to the list
to be loaded. When this process terminates, all of the libraries have been
mapped in, and the loader has a logical global symbol table consisting of the
union of all of the symbol tables of the program and the mapped library.

SHARED-LIBRARY INITIALIZATION

Now the loader revisits each library and handles the library’s relocation
entries, filling in the library’s GOT and performing any relocations needed in
the library’s data segment. Load-time relocations on an x86 include the
following:

® R 386_GLOB_DAT, used to initialize a GOT entry to the address of a sym-
bol defined in another library.

= R 386_32, a non-GOT reference to a symbol defined in another library
(generally a pointer in static data).

® R 386 _RELATIVE, for relocatable data references, typically a pointer to a
string or other locally defined static data.

® R 386 _JMP_SLOT, used to initialize GOT entries for the PIT (see Sec-
tion 10.4).

If a library has an .1init section, the loader calls it to do library-specific
initializations, such as C++ static constructors, and any . fini section is noted
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to be run at exit time. (It doesn’t do the .init for the main program, because
that’s handled in the program’s own startup code.) When this pass is done, all
of the libraries are fully loaded and ready to execute, and the loader calls the
program’s entry point to start the program.

LAZY PROCEDURE LINKAGE WIiTH THE PLT

Programs that use shared libraries generally contain calls to a lot of functions.
In a single run of the program, many of the functions are never called (in error
routines or other parts of the program that aren't used). Furthermore, each
shared library also contains calls to functions in other libraries, even fewer of
which will be executed in a given program run because many of them are in
routines that the program never calls either directly or indirectly.

To speed program startup, dynamically linked ELF programs use lazy
binding of procedure addresses; that is, the address of a procedure isn’'t bound
until the first time the procedure is called. This is accomplished by means of a
PLT. Each dynamically bound program and shared library has a PLT, with the
PLT containing an entry for each nonlocal routine called from the program or
library (Figure 10.3). Note that the PLT in PIC code is itself PIC, so it can be part
of the read-only text segment.

All calls within the program or library to a particular routine are adjusted
(when the program or library is built) to be calls to the routine’s entry in the
PLT. The first time the program or library calls a routine, the PLT entry calls the
run-time linker to resolve the actual address of the routine. After that, the PLT
entry jumps directly to the actual address, so after the first call, the cost of
using the PLT is a single extra indirect jump at a procedure call and nothing at
areturn.

The first entry in the PLT, which we call PLTO, is special code to call the
dynamic linker. Atload time, the dynamic linker automatically places two val-
ues in the GOT. At GOT+4 (the second word of the GOT), it puts a code that
identifies the particular library. At GOT+8, it puts the address of the dynamic
linker’s symbol resolution routine.

The rest of the entries in the PLT, which we call PLTn, each start with an
indirect jump through a GOT entry. Each PLT entry has a corresponding GOT
entry that is initially set to point to the push instruction in the PLT entry that
follows the first jmp. (In a PIC file, this requires a load-time relocation but not
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Special first entry:

PLTO: pushl GOT+4
Jjmp *G0T+8

Regular entries, non-PIC code:

PLTn: jmp *G0T+m
push  #reloc_offset
jmp PLTO

Regular entries, PIC code:

PLTn: jmp *GOT+m(%ebx )
push  #reloc_offset
jmp PLTO

FiGURE 10.%3 o PLT structure in x86 code.

an expensive symbol lookup.) Following the jump is a push instruction that
pushes a relocation offset, the offset in the file’s relocation table of a special
relocation entry of type R 386 _JMP_SLOT. The relocation entry’s symbol refer-
ence points to the symbol in the file’s symbol table, and its address points to
the GOT entry.

This compact but rather complex arrangement means that the first time
the program or library calls a PLT entry, the first jump in the PLT entry in effect
does nothing, because the GOT entry through which it jumps points back into
the PLT entry. Then the push instruction pushes the offset value, which indi-
rectly identifies both the symbol to resolve and the GOT entry into which to
resolve it, and jumps to PLT0. The instructions in PLT0 push another code that
identifies which program or library it is, and then jump into stub code in the
dynamic linker with the two identifying codes at the top of the stack. Note that
this is a jump, rather than a call; above the two identifying words just pushed is
the return address back to the routine that called into the PLT.

Now the stub code saves all the registers and calls an internal routine in
the dynamic linker to do the resolution. The two identifying words suffice to
find the library’s symbol table and the routine’s entry in that symbol table. The
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Main program:

extern int token;
Routine in shared library:
int token = 42;

FicURE 10.4 ¢ Global data initialization.

dynamic linker looks up the symbol value using the concatenated run-time
symbol table and stores the routine’s address into the GOT entry. Then the
stub code restores the registers, pops the two words that the PLT pushed, and
jumps off to the routine. With the GOT entry having been updated, subse-
quent calls to that PLT entry jump directly to the routine itself without enter-
ing the dynamic linker.

(oY OTHER PECULIARITIES OF DYNAMIC LINKING

The ELF linker and the dynamic linker have a lot of obscure code to handle
special cases and to try to keep the run-time semantics as similar as possible
to those of unshared libraries.

STATIC INITIALIZATIONS

If a program has an external reference to a global variable that is defined in a
shared library, the linker has to create in the program a copy of the variable,
because program data addresses have to be bound at link time (Figure 10.4).
This poses no problem for the code in the shared library, because the code can
refer to the variable by means of a GOT pointer that the dynamic linker can fix
up, but there is a problem if the library initializes the variable. To deal with this
problem, the linker puts an entry in the program’s relocation table—which
otherwise just contains R_386_JMP_SLOT, R_386_GLOB_DAT, R_386_32, and
R_386_RELATIVE entries—of type R_386_COPY that points to the place in the
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program where the copy of the variable is defined and that tells the dynamic
linker to copy the initial value of that word of data from the shared library.

Although this feature is essential for certain kinds of code, it occurs very
rarely in practice. This is a band-aid, because it only works for single-word
data. The initializers that do occur are always pointers to procedures or other
data, so the band-aid suffices.

LIBRARY VERSIONS

Dynamic libraries are generally named with major and minor version num-
bers such as Tibc.so.1.1, but programs should be bound only to major ver-
sion numbers such as 1ibc.so.1 because minor versions are supposed to be
upward compatible. To keep program loading reasonably fast, the system
manager maintains a cache file containing the full pathname of the most
recent version of each library, which is updated by a configuration program
whenever a new library is installed.

To support this design, each dynamically linked library can have a “true
name” called the SONAME (shared-object name) that is assigned at library
creation time. For example, the library called 1ibc.so.1.1 would have a
SONAME of 1ibc.so.1. (The SONAME defaults to the library’s name.) When
the linker builds a program that uses shared libraries, it lists the SONAMEs of
the libraries it used rather than the actual names of the libraries. The cache
creation program scans all of the directories that contain shared libraries,
finds all of the shared libraries, extracts the SONAME from each one, and
where there are multiple libraries with the same SONAME, discards all but the
highest version number. Then it writes the cache file with SONAMEs and full
pathnames so that at run time the dynamic linker can quickly find the current
version of each library.

1JoXe] DYNAMIC LOADING AT RUN TIME

Although the ELF dynamic linker is usually called implicitly at program load
time and from PLT entries, programs can also call it explicitly using d1open()
to load a shared library and d1sym() to find the address of a symbol, which is
usually a procedure to call. Those two routines are actually simple wrappers
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that call back into the dynamic linker. When the dynamic linker loads a library
by means of d1open(), it does the same relocation and symbol resolution it
does on any other library, so the dynamically loaded program can without any
special arrangements call back to routines already loaded and refer to global
data in the running program.

This permits users to add extra functionality to programs without access
to the source code of the programs and without even having to stop and
restart the programs. (This is useful when the program is something like a
database or a Web server.) Mainframe operating systems have provided
access to exit routines like this since at least the early 1960s, albeit without
such a convenient interface, and it's long been a way to add great flexibility to
packaged applications. It also provides a way for programs to extend them-
selves; there’s no reason a program can't write a routine in C or C++, run the
compiler and linker to create a shared library, then dynamically load and run
the new code. (Mainframe sort programs have linked and loaded custom
inner-loop code for each sort job for decades.)

LIoAFl MICROSOFT DYNAMIC-LINK LIBRARIES

Microsoft Windows also provides shared libraries, called dynamic-link librar-
ies (DLLs) in a fashion similar to but somewhat simpler than ELF shared
libraries. The design of DLLs changed substantially between the 16-bit Win-
dows 3.1 and the 32-bit Windows NT and Windows 95. This discussion
addresses only the more modern Win32 libraries. DLLs import procedure
addresses using a PLT-like scheme. Although the design of DLLs would make it
possible to import data addresses using a GOT-like scheme, in practice they
use a simpler scheme that requires explicit program code to dereference
imported pointers to shared data.

In MS Windows, both programs and DLLs are portable executable (PE)
format files and are intended to be memory mapped into a process. Unlike
Windows 3.1, where all applications share a single address space, Win32 gives
each application its own address space, and executables and libraries are
mapped into each address space where they are used. For read-only code this
doesn’'t make any practical difference, but for data it means that each applica-
tion using a DLL gets its own copy of the DLLs data. (That’s a slight oversimpli-
fication, because PE files can mark some sections as shared data with a single
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copy being shared among all applications that use the file, but most data are
unshared.)

Loading an MS Windows executable and the DLLs is similar to loading a
dynamically linked ELF program, although in the MS Windows case the
dynamic linker is part of the kernel. First the kernel maps in the executable
file, guided by section information in the PE headers. Then it maps in all of the
DLLs that the executable refers to, again guided by the PE headers in each
DLL.

PE files can contain relocation entries. An executable generally won't con-
tain them and so has to be mapped at the address for which it was linked. DLLs
all contain relocation entries and are relocated when they’re mapped in if the
address space for which they were linked isn’t available. (Microsoft calls run-
time relocation rebasing.)

All PE files—both executables and DLLs—have an entry point, and the
loader calls a DLLs entry point when the DLL is loaded, when the DLL is
unloaded, and each time a process thread attaches to or detaches from the
DLL. (The loader passes an argument to indicate why it’s making each call.)
This provides a hook for static initializers and destructors analogous to the
ELF .init and .fini sections.

IMPORTED AND EXPORTED SYMBOLS IN PE FILES

PE supports shared libraries with two special sections of the file: .edata (since
MSVC 4.2, exported symbols are in .rdata rather than .edata), for exported
data, which lists the symbols exported from a file; and . idata, which lists the
symbols imported into a file. Program files generally have only an . idata sec-
tion, while DLLs always have an .edata section and may have an .idata sec-
tion if they use other DLLs. Symbols can be exported either by symbol name or
by ordinal, a small integer that gives the index of the symbol in the export
address table. Linking by ordinals is slightly more efficient because it avoids a
symbol lookup but is considerably more error prone because it’s up to the per-
son who builds a DLL to ensure that ordinals stay the same from one library
version to another. In practice ordinals are usually used to call system services
that rarely change and names are used for everything else.

The .edata section contains an export directory table that describes the
rest of the section, followed by the tables that define the exported symbols
(Figure 10.5). The export address table contains the relative virtual address
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Parts of .edata section
exploded view

Directory
\ ) Address table

(of exported symbols)

S

Ordinal
table

Name pointer table
(to name strings)

Name table

Strings

p

Ficure 10.5 e Structure of .edata section.

(RVA) of the symbol (relative to the base of the PE file). If the RVA points back
into the .edata section, it's a “forwarder” reference, and the value pointed to is
a string naming the symbol to use to satisfy the reference (probably defined in
a different DLL). The ordinal and name pointer tables are parallel, with each
entry in the name pointer table being the RVA of the name string for the sym-
bol and each entry in the ordinal table being the index in the export address
table. (Ordinals need not be zero based; the ordinal base to subtract from ordi-
nal values to get the index in the export address table is stored in the export
directory and is most often 1.) Exported symbols need not all have names,
although in practice they always do. The symbols in the name pointer table
are in alphabetical order to permit the loader to use a binary search.

The .idata section does the converse of what the . edata section does, by
mapping symbols or ordinals back into virtual addresses. The section consists
of anull-terminated array of import directory tables, one per DLL from which
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Import directory Lookup table Address tables
table for first DLL (in text segment)
_ 42

O [

Lookup table
for second DLL

Hint/name
strings

FicURE 10.6 e Structure of .idata section.

symbols are imported, followed by an import lookup table per DLL, followed
by a name table with hints (Figure 10.6).

For each imported DLL, there is an array of import addresses, typically in
the program’s text segment, into which the program loader places the resolved
addresses. The import lookup table identifies the symbols to import, with the
entries in the importlookup table being parallel to those in the import address
table. The import lookup table consists of 32-bit entries. If the high bit of an
entry is set, the low 31 bits are the ordinal of the symbo! to import; otherwise
the entry is the RVA of an entry in the hint/name table. Each hint/name entry
consists of a 4-byte hint that guesses the index of the symbol in the DLLs
export name pointer table, followed by the null-terminated symbol name. The
program loader uses the hint to probe the export table, and if the symbol
name matches, it uses that symbol; otherwise it binary-searches the entire
export table for the name. (If the DLL hasn’t changed since the program that
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uses the DLL was linked, or at least its list of exported symbols hasn’t changed,
the guess will be right.)

Unlike ELF imported symbols, the values of symbols imported by means
of .idata are only placed in the import address table; they are not fixed up
anywhere else in the importing file. For code addresses, this makes little dif-
ference. When the linker builds an executable or DLL, it creates in the text sec-
tion a table of (misnamed) thunks, indirect jumps through the entries in the
import address table, and it uses the addresses of the thunks as the address of
the imported routine, which is transparent to the programmer. (The thunks as
well as most of the data in the . idata section actually come from a stub library
created at the same time as the DLL.) In recent versions of Microsoft’s C and
C++ compiler, if the programmer knows that a routine will be called in a DLL,
the routine can be declared d11import and the compiler will generate an indi-
rect call to the address table entry, avoiding the extra indirect jump. For data
addresses, the situation is more problematic, because it's harder to hide
the extra level of indirection required to address a symbol in another execut-
able. Traditionally, programmers just bit the bullet and explicitly declared
imported variables to be pointers to the real values and explicitly derefer-
enced the pointers. Recent versions of Microsoft's C and C++ compiler also let
the programmer declare global data to be d11import and the compiler will
generate the extra pointer dereferences, much like ELF code that references
data indirectly through pointers in the GOT.

LAZY BINDING

Recent versions of MS Windows compilers have added delay-loaded imports
to permit lazy symbol binding for procedures, somewhat like the ELF PLT. A
delay-loaded DLL contains a structure similar to the . idata import directory
table, butitis notin the . idata section so the program loader doesn't handle it
automatically. The entries in the import address table initially all point to a
helper routine that finds and loads the DLL and replaces the contents of the
address table with the actual addresses. The delay-loaded directory table has a
place to store the original contents of the import address table so the values
can be put back if the DLL is later unloaded. Microsoft provides a standard
helper routine, but its interfaces are documented and programmers can write
their own versions if need be. MS Windows also permits programs to load and
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unload DLLs explicitly using LoadLibrary and FreeLibrary and to find
addresses of symbols using GetProcAddress.

DLLs AND THREADS

One area in which the MS Windows DLL model doesn’t work particularly well
is thread local storage (TLS). An MS Windows program can start multiple
threads in the same process; they share the process’s address space. Each
thread has a small chunk of TLS to keep data specific to that thread, such as
pointers to data structures and resources that the thread is using. The TLS
needs slots for the data from the executable and from each DLL that uses TLS.
The MS Windows linker can create a .t1s section in a PE executable that
defines the layout for the TLS needed by routines in the executable and any
DLLs to which it directly refers. Each time the process creates a thread, the
new thread gets its own TLS, created using the . t1s section as a template.

The problem is that most DLLs can either be linked implicitly from the
executable or loaded explicitly with LoadLibrary. DLLs loaded explicitly don't
automatically get .t1s storage, and because a DLLs author can’t predict
whether a library will be invoked implicitly or explicitly, it can’t depend on the
.t1s section.

MS Windows defines run-time system calls that allocate slots at the end of
the TLS. DLLs use those calls rather than . t1s unless the DLL is known to only
be invoked implicitly.

OSF/1 PSEUDO-STATIC SHARED LIBRARIES

OSEFE/1, the ill-fated UNIX variant from the Open Software Foundation, used a
shared-library scheme intermediate between static and dynamic linking. Its
authors noted that static linking is a lot faster than dynamic linking because
less relocation is needed and that libraries are updated infrequently enough
that system managers are willing to endure some pain when they update
shared libraries (although not the agony of relinking every executable pro-
gram in the entire system).

So OSF/1 took the approach of maintaining a global symbol table visible
to all processes, and it loaded all the shared libraries into a sharable address
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space at system boot time. This assigned all of the libraries addresses that
wouldn’t change while the system was running. Each time a program started,
if it used shared libraries it would map in the shared libraries and symbol
table and resolve undefined references in the executable using the global
symbol table. No load-time relocation was ever required because programs
were all linked to load in a part of the address space that was guaranteed to be
available in each process, and the library relocation had already happened
when they were loaded at boot time. When one of the shared libraries
changed, the system just had to be rebooted normally, at which point the sys-
tem loaded the new libraries and created a new symbol table for executables
to use.

This scheme was clever, but it wasn'’t very satisfactory. For one thing, pro-
cessing symbol lookups is considerably slower than processing relocation
entries, so avoiding relocation wasn't that much of a performance advantage.
For another, dynamic linking provides the ability to load and run a library at
run time, and the OSF/1 scheme didn’t provide for that.

foX*B MAKING SHARED LIBRARIES FAST

Shared libraries—and ELF shared libraries in particular—can be very slow.
The slowdowns come from a variety of sources, several of which we men-
tioned in Chapter 8:

* Load-time relocation of libraries

®= Load-time symbol resolution in libraries and executables
* Overhead resulting from PIC function prologue code

= Overhead resulting from PIC indirect data references

® Slower code resulting from PIC reserved addressing registers

The first two problems can be ameliorated by cacheing, the latter three by
retreating from pure PIC code.

On modern computers with large address spaces, it’s usually possible to
choose an address range for a shared library that’s available in all or at least
most of the processes that use the library. One very effective technique is simi-
lar to the MS Windows approach. Either when the library is linked or the first
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time a library is loaded, tentatively bind its addresses to a block of address
space. After that, each time a program links to the library, use the same ad-
dresses if possible (which means that no relocation will be necessary). If that
address space isn’t available in a new process, the library is relocated as before.

SGI systems use the term quickstart to describe the process of pre-
relocating objects at link time or in a separate pass over the shared library.
BeOS caches the relocated library the first time it’s loaded into a process. If
multiple libraries depend on each other, in principle it should be possible to
pre-relocate and then pre-resolve symbol references among libraries,
although I'm not aware of any linkers that do so.

If a system uses pre-relocated libraries, PIC becomes a lot less important.
All the processes that load a library at its pre-relocated address can share the
library’s code whether it’s PIC or not, so a non-PIC library at a well-chosen
address can in practice be as sharable as PIC without the performance loss of
PIC. This is basically the statically linked shared library approach from Chap-
ter 9, except that in the case of address space collisions, rather than the pro-
gram failing, the dynamic linker moves the libraries at some loss of
performance. MS Windows uses this approach.

BeOS implements cached relocated libraries with great thoroughness,
including preserving correct semantics when libraries change. When a new
version of a library is installed, BeOS notes the fact and creates a new cached
version rather than using the old cached version when programs refer to the
library. Library changes can have a ripple effect. When library A refers to sym-
bols inlibrary B and library B is updated, a new cached version of library A will
also have to be created if any of the referenced symbols in library B have
moved. This does make the programmer's life easier, but it’s not clear to me
that libraries are in practice updated often enough to merit the considerable
amount of system code needed to track library updates.

ffedlel COMPARISON OF DYNAMIC LINKING
APPROACHES

The UNIX/ELF and MS Windows/PE dynamic linking methods differ in sev-
eral interesting ways. The ELF scheme uses a single name space per program,
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while the PE scheme uses a name space per library. An ELF executable lists the
symbols it needs and the libraries it needs, but it doesn’t record which symbol
is in which library. A PE file, on the other hand, lists the symbols to import
from each library. The PE scheme is less flexible but also more resistant to
inadvertent spoofing: Imagine that an executable calls routine AFUNC (found
in library A) and BFUNC (found in library B). If a new version of library A hap-
pens to define its own BFUNC, an ELF program could use the new BFUNC in
preference to the old one, while a PE program wouldn’t. This is a problem with
some large libraries; one partial solution is to use the poorly documented
DT_FILTER and DT_AUXILIARY fields to tell the dynamic linker which libraries
this library imports symbols from, so the linker will search those libraries for
imported symbols before searching the executable and the rest of the librar-
ies. The DT_SYMBOLIC field tells the dynamic linker to search the library’s own
symbol table first, so that other libraries cannot shadow intralibrary refer-
ences. (This isn’t always desirable; consider the malloc hack described in
Chapter 9.) These ad hoc approaches make it less likely that symbols in unre-
lated libraries will inadvertently shadow the correct symbols, but they're no
substitute for a hierarchical link-time name space as Java has (Chapter 11).

The ELF scheme tries considerably harder than the PE scheme to main-
tain the semantics of static linked programs. In an ELF program, references to
data imported from another library are automatically resolved, while a PE
program needs to treat imported data specially. The PE scheme has trouble
comparing the values of pointers to functions, because the address of an
imported function is the address of the thunk that calls it, not the address of
the actual function in the other library. ELF handles all pointers the same.

At run time, nearly all of the MS Windows dynamic linker is in the operat-
ing system, while the ELF dynamic linker runs entirely as part of the applica-
tion, with the kernel merely mapping in the initial files. The MS Windows
scheme is arguably faster, because it doesn’t have to map and relocate the
dynamic linker in each process before it starts linking. The ELF scheme is
definitely a lot more flexible. Because each executable names the interpreter
program (now always the dynamic linker, named 1d.so) to use, different
executables can use different interpreters without requring any operating
system changes. In practice, this makes it easier to support executables from
variant versions of UN1X~—notably Linux and BSD—by making a dynamic
linker thatlinks to compatibility libraries that support nonnative executables.
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EXERCISE ¢ 10.1

ELF shared libraries are often linked so that calls from one routine to another
within a single shared library go through the PLT and have their addresses
bound at run time. Is this useful? Why or why not?

EXERCISE ¢ 10.2

Imagine that a program calls a library routine pTugh () thatis found in a shared
library, and the programmer builds a dynamically linked program that uses
that library. Later, the system manager notices that plugh is a silly name for a
routine and installs a new version of the library that names the routine xsazg
instead. What happens the next time the programmer runs the program?

EXERCISE ¢ 10.3

If the run-time environment variable LD _BIND_NOW is set, the ELF dynamic
loader binds all of the program’s PLT entries at load time. What would happen
in the situation in Exercise 10.2 if LD_BIND _NOW were set?

EXERCISE o 10.4

Microsoft implemented lazy procedure binding without operating system
assistance by adding some extra cleverness in the linker and by using the exist-
ing facilities in the operating system. How hard would it be to provide trans-
parent access to shared data, avoiding the extra level of explicit pointers that
the current scheme uses?

It's impractical to build an entire dynamic linking system for our project linker,
because much of the work of dynamic linking happens at run time rather than
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link time. Much of the work of building a shared library was already done in
Project 8.3, in which we created PIC executables. A dynamically linked shared
library is just a PIC executable with a well-defined list of imported and
exported symbols and a list of other libraries on which it depends. To mark the
file as a shared library or an executable that uses shared libraries, the first
line is

LINKLIB 1ibl 1ib2 ...
or

LINK 1ibl 1ib2 ...

the 11ibs are the names of other shared libraries on which this one depends.

PROJECT ¢ 10.1

Starting with the version of the linker from Project 8.3, extend the linker to
produce shared libraries and executables that need shared libraries. The linker
needs to take asits input a list of input files to combine into the output execut-
able or library as well as other shared libraries to search. The output file con-
tains a symbol table with defined (exported) and undefined (imported)
symbols. Relocation types are the ones for PIC files along with AS4 and RS4 for
references to imported symbols.

PROJECT ¢ 10.2

Write a run-time binder, that is, a program that takes an executable that uses
shared libraries and resolves its references. It should read in the executable,
then read in the necessary libraries, relocate them to non-overlapping avail-
able addresses, and create a logically merged symbol table. (You may want to
actually create such a table, or you may use a list of per-file tables as ELF does.)
Then resolve all of the relocations and external references. When you’re done,
all code and data should be assigned memory addresses, and all addresses in
the code and data should be resolved and relocated to the assigned addresses.
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