
VIRTUAL O/S COMPUTING ENVIRONMENT 

This invention is directed to the creation of multiple, semi-independent virtual OS 

environments within a single operating system (OS). A change made in one environment 

does not affect the main OS or any other environment. In this way each virtual OS 

environment appears to be an independent OS for the applications running within it. The 

file system and registry information for each environment is independent of the base OS 

and other environments. Each of the environments can contain a group of installed 

applications that will run independently of each other. Although the invention is 

described in terms of a Windows® environment, the approach is applicable to other 

operating systems through appropriate modification. 

Base Windows OS 

Applications I 
Environment 1 

Applications 

Figure l 

Environment 2 

Applications 

The applications running within the virtual OS environments · still share the base OS 

attributes such as networking information, user login rights, services, hardware 

information, and the Windows clipboard. In addition, all of the applications run on a 

single OS desktop. The end user does not need to be aware that the applications are being 

run from different virtual OS environments. While the applications share the base OS 

attributes, the changes made to configuration information is made into the virtual OS 

environment and not into the base OS. 

The virtual OS environment is achieved by creating independent locations for file 

systems and registry within the base OS file system and registry. When applications 

attempt to access the file system or registry, the attempt is redirected to the virtual OS 

environment file system or registry instead of the base OS location. 

Base Windows OS File System (ex. C:\) I 
Virtual OS Environment 1 
File System (ex. 
C:\ VirtualEnvs\Envl) 

Virtual OS Environment 2 
File System (ex. 
C:\ Virtua1Envs\Env2) 
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Base Windows OS Registry 

Virtual OS Environment 1 
Registry ( ex. 
HK.BY LOCAL MACHINE\ 
Vi1iua1Envs\Env 1) 

1<1gure Lb 

I 
Virtual OS Environment 2 
Registry ( ex. 
HKEY LOCAL MACHINE\ 
Virtua1Envs\Env2) 

To create the virtual OS environments, the OS APis that access the file system and 

registry directly and indirectly must be changed to redirect these accesses into the virtual 

OS environments file system and registry. This is done by injecting a DLL into every 

application that is executed. This DLL first must determine whether the current 

application should be run under one of the possible virtual OS environments or the base 

OS. (described in a later section) If the current application is to run under the base OS the 

injected DLL does nothing and the application runs normally. If the current application 

needs to be redirected into a virtual OS environment, the injected DLL scans the 

applications function import table and redirects all file system and registry AP! calls to 

instead call functions within the injected DLL itself. This is done for the application 

functions and all of the DLLs that are loaded by the application. In addition, Windows 

COM calls that access the file system or registry are also redirected by the injected DLL. 

When the application (or one of the applications DLLs) attempts to call an .OS API 

(directly or indirectly) that will access the file system or registry, the injected DLL's 

function is called instead. The injected DLL's function then examines the parameters that 

are passed to the API and modifies them to direct them into the virtual OS environment 

location instead. The injected DLL's function then calls the real OS API with the 

modified parameters to perform the required function. Lastly, the injected DLL's 

function returns to the calling function, returning any information from the OS API 

function. This returned information is also modified to convert the file system or registry 

location infom1ation back from a virtual OS environment location. 
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Before I After 

Application calls Application calls 
File System API File System API 

~ ~ ~ .. 
V 

,, 
OS File System Injected DLL +-- OS File 
API modifies params. 

---
SystemAPI 
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By using this method, the injected DLL functions can execute code both before and after 

the OS API function. 

As mentioned earlier, not all applications are run from virtual OS environments and 

different applications may be run from different virtual OS environments. When the 

injected DLL is first loaded it must determine which of the virtual OS environments (if 

any) to redirect to. This must be done for the current application as well as any spawned 

or child processes created by the current application. This is determined based on the 

location of the current application EXE in the base OS file system. The base OS contains 

a list of directories where applications should be redirected to specific virtual OS 

environments. Any application EXE that is executed in this directory or optionally a child 

of this directory will run under a specific virtual OS environment. This is can be set to a 

CD/DVD drive in the base OS file system and the application run from this location is 

often a application installation program. Note that this directory is added to the virtual OS 

environment. File system accesses to this directory (or children) will not be redirected but 

will be performed in the directory itself. This directory (or directories) are shared by the 

base OS and the virtual OS environment. This allows the installation program or 

application to access support files that are then installed into the virtual OS environment. 

Base OS File System ( ex. C:\) 

Virtual OS Environment 1 File 
System (ex. 
C:\VirtualEnvs\Envl) 

Shared Directory (ex: D:\) Shared Directory (ex: D:\) 
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In addition, any applications that are run from under the virtual OS environment file 

system (ex: C:\VirtualEnvs\Envl) are always redirected into that virtual OS environment. 

Since the temporary directory is also redirected into the virtual OS environment, if an 

installation program extracts additional installation programs from itself into a temporary 

directory and then executes them, they will be redirected into the same virtual OS 

environment. Since the installation program can only make changes to the virtual OS 

environment and the shared directory, it can only place files into a location that is under 

the virtual OS environment itself. It cannot change any file system or registry information 

in the base OS file system or registry except in shared directories. This method 

guarantees that the proper applications are always running in the proper virtual OS 

environment or base OS and that the applications can only modify specific areas of the 

base OS file system and registry. 

Because all of the file system and registry calls are redirected, a copy of the base OS file 

system and registry must be created in the virtual OS environment file system and 

registry before any applications may be executed in the virtual OS environment. Once 

this is done, any built-in OS applications that are run by applications within the virtual 

OS environment (such as Notepad, WordPad, or Internet Explorer) will be executed from 

the virtual OS environment copy of that application. This will allow multiple versions of 

built-in OS applications to be supported at the same time in different virtual OS 

environments. 

When an application that is being redirected into a virtual OS environment makes an API · 

call that tries to access the file system or registry, the API is redirected to a function in 

the injected DLL. This is done without any modifications required to the application or 

support DLLs. 

Application calls API to open file 
C:\ Windows\MyFile 

• t 
Injected DLL function modifies API 
parameter to 
C:\VirtualEnvs\Envl\Windows\MyFile 

• t 
OS API is called with modified 
parameter and accesses file system. 

Figure 5 

This redirection is done for all OS API calls that access the file system. There are file 

system calls that use a relative path. These calls are relative to a current directory. The 

getting and setting of the current directory are redirected into the virtual OS environment. 
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Application sets current directory to 
C:\Program Files\Dir 

+ t 
Injected DLL function sets current 
directory to 
C:\VirtualEnvs\Envl \Program Files\Dir 

Figure 6a 

Application calls API to get current 
directory 

Injected DLL function calls OS API to 
get directory 

OS API returns current directory as 
C:\ VirtualEnvs\Envl \Program Files\Dir 

Figure 6b 

Injected DLL function 
returns current directory 
as C:\Program Files\Dir 

The application views that it is accessing/modifying the base OS file system or registry 

when in fact it is accessing/modifying the virtual OS environment file system and 

registry. 

The redirection of registry information is done the same way as file system information. 

All calls that access the registry are redirected into the injected DLL functions where they 

modify the parameters to redirect that registry access to a section of the registry that is 

private to the virtual OS environment. A number of registry and file system APis are 

passed handles instead of a specific pathname. The injected DLL functions maintain lists 

of these handles and the pathnames that they reference. These lists are then used in 

subsequent calls to OS API functions to modify the parameters properly. 
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Application calls API to open registry 
key HKEY _CLASSES_ ROOT\ Wise.Doc 

+ t 
Injected DLL function modifies API parameter to 
HKEY_LOCAL_MACHINE\VirtualEnvs\Envl\HKCR\Wise.Doc 

• t 
OS API is called with modified 
parameter and accesses registry. 

Figure 7 

Since all of the vi11ual OS environment infom1ation is isolated inside of the base OS file 
system and registry, it becomes easy to save, store, and load entire virtual OS 
environments. It is therefore convenient to create a virtual OS environment that contains 
a set of applications configured in a specific way (or a "clean" virtual OS environment 
that contains no applications yet) and store it in a separate or central location to be used 
by multiple computers or the same computer at different times. 

Not all OS API calls can be redirected by the injected DLL function modifying a 
paranieter sent to or returned from the OS APL For example when creating a shortcut 
using the Program Manager DDE calls, the shortcut is created in the base OS file system 
(after backing up any shortcut in that same location) and then moved into the vi11ual OS 
environment file system. Afterward, any shortcut that was in the base OS file system is 
then restored. This occurs within the injected DLL function that is called from an 
application in the virtual OS environment. 

Another special case occurs when a 16-bit application is to be executed within the virtual 
OS environment. The injected DLL does not function with 16-bit applications so this is 
normally not supported. In cases where the 16-bit application is known to only extract 
files from itself and then run a 32-bit application an exception is made. The 16-bit 
application is executed normally and allowed to place the extracted files into a temporary 
location in the base OS file system. This temporary location is then added as a shared 
directory with the virtual OS environment and the 32-bit application that was extracted is 

then executed in the virtual OS environment. 

Since the virtual OS environment file system files are not being used by the base OS 
itself, they can be replaced more easily than the actual base OS files that are normally in 
use (files that are in-use cannot normally be replaced except during a reboot). This also 
allows a reboot after an installation program to be handled without a reboot being 

required on the computer itself. 
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When the OS reboot API is called by a program that is running under a virtual OS 
environment, the injected DLL function performs the operations normally handled by the· 
reboot without allowing the OS API to perform a system reboot. All of the applications in 
the virtual system are shutdown. The list of files that are queued to be replaced during a 
reboot are then installed. The list of applications that are normally run during a system 
startup are then executed in order. This allows application installation programs that 
contain require one or more reboots function properly without a reboot actually being 
performed. 
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Exemplary claims: 

1. A computing architecture, comprising: 

a base operating system (OS); and 

at least one virtual OS environment within the base OS, the virtual OS 
environment having a file system and registry which is independent of the base OS. 

2. The computing architecture of claim 1, wherein the base OS is Windows® 
or is Windows®-compatible. 

3. The computing architecture of claim 1, further including at least one 
application running under the virtual OS environment, and wherein the application shares 
one or more of the following with the base OS: 

networking information, 
user login rights, 
services, 
hardware information, and 
clipboard information. 

4. The computing architecture of claim 1, further including multiple virtual 
OS environments within a single operating system (OS), and wherein a change made in 
one of the virtual OS environments does not affect the main OS or any other virtual OS 
environment. 

5. The computing architecture of claim 1, wherein each virtual OS 
environment contains a group of installed applications that run independently of each 
another. 

6. The computing architecture of claim 1, further including one or more 
applications running under the base OS and each virtual OS environment, and wherein all 
of the applications run on a single OS desktop. 

7. The computing architecture of claim 1, wherein changes made to 
configuration information with respect to a virtual OS environment does not change 
configuration information associated with the base OS. 

8. A method of configuring a computer with a base operating system (OS) 
having a base OS file system and registry, the method comprising the steps of: 

creating at least one virtual OS environment under the base OS, each virtual OS 
environment having file system and registry locations which are independent of the base 
OS file system and registry locations. 
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9. The method of claim 8, further including the step of installing at least one 
application program under the virtual OS environment; and 

wherein attempts to access the base OS file system and registry locations are instead 
redirected to the virtual OS environment file system or registry. 

10. The method of claim 9, further including the step of altering one or more 
application programming interfaces (APis) that access the base OS file system and 
registry directly and indirectly so as to redirect these accesses into the appropriate virtual 
OS environment file system and registry. 

11. The method of claim 10, further including the step of injecting a DLL into 
every application that is executed. 
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