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DOC. NO. 78802 120-1 US 

SYSTEM FOR CONTAINERIZATION OF APPLICATION SETS 

Cross-Reference to Related Applications 

[ 1] This application claims priority of U.S. Provisional Patent Application' Nos: 60/502,619 

filed September 15, 2003 and 60/512,103 filed October 20, 2003, which are incorporated 

herein by reference for all purposes. 

Field of the Invention 

[2] The invention relates to computer software. In particular, the invention relates to 

management and deployment of server applications. 

Ba~kground of the Invention 

[3] Computer systems are designed in such a way that application programs share common 

resources. It is traditionally the task of an operating system to provide a mechanism to safely 

and effectively control access to shared resources required by application programs. This is 

the foundation of multi-tasking systems that allow multiple disparate applications to co-exist 

on a single computer system. 

[ 4] The current state of the art creates an environment where a collection of applications, 

each designed for a distinct function, must be separated with each application installed on an 

individual computer system. 

[ 5] In some instances thi_s separation is necessitated by conflict over shared resources, such 

as network port numbers that would otherwise occur. In other situations the separation is 

n~cessitated by the requirement to securely separate data such as files contained on disk­

based,storage and/or applications between disparate users. 

[6] In yet other Situations, the separation is driven by the reality that certain applications 

require a specific version of operating system facilities and as such will not co-exist with 

applications that require another version. 
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[7] As computer system architecture is applied to support specific services, it inevitably 

requires that separate systems be deployed for different sets of applications required to 

perform and or support specific services. This fact, coupled with increased demand for 

support of additional application sets, results in a significant increase in the number of 

computer systems being deployed. Such deployment makes it quite_costly to manage the 

number of systems required to support several applications. 

[8] There are existing solutions that address the single use nature of computer systems. 

These solutions each have limitations, some of which this invention will address. Virtual 

Machine technology, pioneered by VmWare, offers the ability for multiple 

application/operating system images to effectively co-exist on a single compute platform. 

The key difference between the Virtual Machine approach and the approach described herein 

is that in the former an operating system, including files and a kernel, must be deployed for 

each application while the latter only requires one operating system regardless of the number 

of application containers deployed. The Virtual Machine approach imposes significant 

performance overhead. Moreover, it does nothing to alleviate the requirement that an 

operating system must be licensed, managed and maintained for each application. The 

invention described herein offers the ability for applications to more effectively share a 

common compute platform, and also allow applications to be easily moved between 

platforms, without the requirement for a separate and distinct operating system for each 

application. 

[9] A product offered by Softricity, called SoftGrid®, offers what is described as Application 

Virtualization. This product provides a degree of separation of an application from the 

underlying operating system. Unlike Virtual Machine technology a separate operating 

system is not required for each application. The SoftGrid® product does not isolate 

applications into distinct environments. Applications executing within a SoftGrid® 

environment don't possess a unique identity. 

[ 1 O] This invention provides a solution whereby a plurality of services can conveniently be 

installed on one or more servers in a cost effective and secure manner. 
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(11] The following definitions are used herein: 

(12] •Disparate computing environments: Environments where computers are stand-alone 

or where there are plural computers and where they are unrelated. 

(13] •Computing platform: A computer system with a single instance of a fully functional 

operating system installed is referred to as a computing platform. 

[14] •Container: An aggregate of files required to successfully execute a set of software 

applications on a computing platform is referred to as a container. A container is not a· 

physical container but a grouping of associated files, which may be stored in a plurality of 

different locations that is to be accessible to, and for execution on, one or more servers. Each 

container for use on a server is mutually exclusive of the other containers, such that 

read/write files within a container cannot be shared with other containers. The term "within a 

container", used within this specification, is to mean "associated with a container". A 

container comprises one or more application programs including one or more processes, and 

associated system files for use in executing the one or more processes; but containers do not 

comprise a kernel; each container has its own execution file associated therewith for starting 

one or more applications. In operation, each container utilizes a kernel resident on the server 

that is part of the operating system (OS) the container is running under to execute its 

applications. 

[ 15] •Secure application container: An environment where each application set appears to 

have individual control of some critical system resources and/or where data within each 

application set is insulated from effects of other application sets is referred to as a secure 

application container. 

[ 16] •Consolidation; The ability to support multiple, possibly conflicting, sets of software 

applications on a single computing platform is referred to as consolidation. 
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[ 1 7] • System files: System files are files pi:_:ovided within an operating system and which 

are available to applications as shared libraries and configuration files. 

[ 18] By way of exainp.le, Linux Apache uses the following shared libraries, supplied by 

the OS distribution, which are "system" files. 

[19] /usr/lib/libz.so. l 

[20] /lib/libssl.so.2 

[21] /lib/libcrypto.so.2 

[22] /usr/lib/libaprutil.so.O 

[23] /usr/lib/libgdbm.so.2 

[24] /lib/libdb-4.0.so 

[25] /usr/lib/libexpat.so.O 

[26] /usr/lib/libapr.so.O 

[27] /lib/i686/libm.so.6 

[28] /lib/libcrypt.so.1 

[29] /lib/libnsl.so. l 

[30] /lib/libdl.so.2 

[31] /lib/i686/libpthread.so.O 

[32] /lib/i686/libc.so.6 

[33] /lib/ld-linux.so.2 

[34] Apache uses the following configuration files, also provided with the OS distribution: 

[35] /etc/hosts 

[36] /etc/httpd/conf 

[37] /etc/httpd/corif.d 

[38] /etc/httpd/logs 

[39] /etc/httpd/modules 

[40] /etc/httpd/run 

[ 41] By way of example, together these shared library files and configuration files form 

system files provided by the operating system. There may be any number of other files 
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included as system files. Additional files might be included, for example, to support 

maintenance activities or to start other network services to be associated with a container. 

Summary of the Invention 

[ 42] In a system having a plurality of servers with operating systems that differ, operating 

in disparate computing environments, wherein each server includes· a processor and an 

operating system including a kernel a set of associated local system files compatible with the 

processor, a method is provided for providing at least some of the servers in the system with 

secure, executable, applications related to a service, wherein the applications may be 

executed in a secure environment, wherein the applications each include an object executable 

by at least some of the different operating systems for performing a task related to the 

service. The method comprises the steps of: 

[ 43] storing in memory accessible to at least some of the servers a plurality of secure 

containers of application software, each container comprising one or more of the executable 

applications and a set of associated system files required to execute the one or more 

applications, for use with a local kernel residing permanently on one of the servers; wherein 

the set of associated system files are compatible with a local kernel of at least some of the 

plurality of different operating systems, the containers of application software excluding a 

kernel, and wherein some or all of the associated system files within a container stored in 

memory are utilized in place of the associated local system files resident on the server prior 

to said storing step. 

[44] In accordance with another aspect of the invention a computer system is provided for 

performing a plurality of tasks each comprising a plurality of processes comprising: 

[ 45] a plurality of secure stored containers of associated files accessible to, and for 

execution on, one or more servers, each container being mutually exclusive of the other, such 

that read/write files within a container cannot be shared with other containers, each container 

of files having its own unique identity associated therewith, said identity comprising at least 

one of an IP address, a host name, and a MAC address; wherein, the plurality of files within 

each of the plurality of containers comprise one or more application programs including one 

or more processes, and associated system files for use in executing the one or more 
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processes, each container having its own execution file associated therewith for starting one 

or more applications, in operation, each container utilizing a kernel resident on the server 

and wherein each container exclusively uses a kernel in an underlying operation system in 

which it is running and is absent its own kernel; and, a run time module for monitoring 

system calls from applications associated with one or more containers and for providing 

control of the one or more applications. 

[ 46] In accordance with a broad aspect, the invention provides a method of establishing a 

secure environment for executing, on a computer system, a plurality of applications that 

require shared resources. The method involves, associating one or more respective software 

applications and required system files with a container. A plurality of containers have these 

containerized files within. 

[ 47] Containers residing on or associated with a respective server each have a resource 

allocation associated therewith to allow the at least one respective application or a plurality 

of applications residing in the container to be executed on the computer system according to 

the respective resource allocation without conflict with other applications in other containers 

which have their given set of resources and settings. 

[ 48] Containers, and therefore the applications within containers, are provided with a 

secure environment from which to execute. In some embodiments of the invention, each 

group of applications is provided with a secure storage medium. 

[ 49] In some embodiments of the invention the method involves containerizing the at least 

one respective application associated respective secure application container, the respective 

secure application container being storable in a storage medium. 

[ 50] In some embodiments of the invention, groups- of applications are containerized into a 

single container for creating a single service. By way of example applications such as 

Apache, MySql and PHP may all be grouped in a single container for supporting a single 

service, such as a web based human resource or customer management type of service. 
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[51] In some embodiments of the invention, the method involves exporting one or more of 

the respective secure application containers to a remote computer system. 

[52] In an embodiment of the invention, each respective secure application container has 

data files for the at least one application within the respective secure application container. 

[53] The method involves making the data files within one of the respective secure 

application containers inaccessible to any respective applications within another one of the 

secure application containers. 

[54] In embodiments of the invention, all applications within a given container have their 

own common root file system exclusive thereto and unique from other containers and from 

the operating system's root file system. 

[55] In embodiments of the invention, a group of applications within a single container 

share a same IP address, unique to that container. 

[56] Hence in some embodiments of the invention a method is provided for associating a 

respective IP address for a group of applications within a container. 

[57] In some embodiments of the invention, for each container of applications, the method 

involves associating resource limits for all applications within the container. 

[58] In some embodiments.of the invention, for each group of the plurality of groups of 

applications, for example, for each container of applications and system files, the method 

involves associating resource limits comprising any one or more oflimits on memory, CPU 

bandwidth, Disk size and bandwidth and Network bandwidth for the at least one_respective 

application associated with the group. 
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[59] For each secure application container, the method involves determining whether 

resources available on the computer system can accommodate the respective resource 

allocation associated with the group of applications comprising the secure application 

container. 

[60] By way of example, when a container is to be placed on a platform comprising a 

computer and an operating system (OS) a check is done to ensure that the computer can 

accommodate the resources required for the container. Care is exercised to ensure that the 

installation of a container will not overload the computer. For example, if the computer is 

using 80% of its CPU capacity and installing the container will increase its capacity past 90% 

the container is not installed. 

[ 61] If the computer system can accommodate the respective resource allocation 

associated with the group of applications forming the secure application container, the secure 

application container is exported to the computer system. 

[62] Furthermore, in another embodiment, if one or more secure application containers are 

already installed on the computer system, the method involves determining whether the 

computer system has enough resources available to accommodate the one or more secure 

application containers are already installed in addition to the secure application container 

being exported. 

[ 63] If there are enough resources available, the resources are distributed between the one 

or more secure application containers and the secure application container being exported to 

provide resource control. 

[64] In some embodiments of the invention, in determining whether resources available on 

· the computer system to accommodate the respective resource allocation, the method involves~ 

verifying whether the computer system supports any specific hardware required by the secure 

application container to be exported. Therefore, a determination can be made as whether any 

specific hardware requirements of the applications within a container are supported by the 
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server into which the container is being installed. This is somewhat similar to the 

abovementioned step wherein a determination is made as to whether the server has sufficient 

resources to support a container to be installed. 

[ 65] In some embodiments of the invention, for each group of applications within a 

container, in associating a respective resource allocation with the group, the method involves 

associating resource limits for the at least one respective application associated with the 

group. 

[66] More particularly, the method also involves, during execution on the computer 

system: 

[67] monitoring resource usage of the at least one respective application associated with 

the group; 

[68] intercepting system calls to kernel mode, made by the at least one respective 

application associated with the group of applications from user mode to kernel mode; 

[69] · comparing the monitored resource usage of the at least one respective application 

associated with the group with the resource limits; 

[70] and forwarding the system calls to a kernel on the basis of the comparison between 

the monitored resource usage and the resource limits. 

[71] The above steps define that the resource limit checks are done by means of a system 

call intercept, which is, by definition, a hardware mechanism where an application in user 

mode transitions to kernel code executing in a protected mode, i.e. kernel mode. Therefore, 

the invention provides a mechanism whereby certain, but not all system calls are intercepted; 

and wherein operations specific to the needs of a particular container are performed, for 

example, checks determines if limits may have been exceeded, and then allows the original 

system to proceed. 

[72] Furthermore, in some instances a modification may be made to what is returned to the 

application; for example, when a system call is made to retrieve the IP address or hostname. 

The system in accordance with an embodiment of this invention may choose to return a 
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container specific value as opposed to the value that would have otherwise been normally 

returned by the kernel. This intervention is termed "spoofing" and will be explained in 

greater detail within the disclosure. 

Brief Description of the Drawings 

[73] Exemplary embodiments may be envisaged without departing from the spirit and 

scope of the invention. 

[74] Figure 1 is a schematic diagram illustrating a containerized system in accordance with 

an embodiment of this invention. 

[75] Figure 2 is a schematic diagram illustrating a system wherein secure containers of 

applications and system files are installed on a server in accordance with an embodiment of 

the invention. 

[76] Figure 3 is a pictorial diagram illustrating the creation of a container. 

[77] Figure 4 is a diagram illustrating how a container is assigned a unique identity such as 

IP address, Hostname, and MAC address and introduces the "kernel module" which is used 

to handle system calls. 

[78] Figure 5 is a diagram similar to Figure 4, wherein additional configuration data is 

prov~ded. 

[79] Figure 6 is a diagram illustrating a system wherein the containers are secure 

containers. 

[80] Figure 7 is a diagram introducing the s~quencing or order in which applications 

within a container are executed. 
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[81] Figure 8 is a diagram illustrating the relationship between the storage of container 

system files and container configuration data for a plurality of secure containers which may 

be run on a particular computer platform. 

[82] Figure 9 is a diagram that illustrates the installation of a container on a server. 

[83] Figure 10 is a diagram that illustrates the monitoring of a number of applications and 

state information. 

[84] Figure 11 is a diagram which shows that the container creation process includes the 

steps to install the container and validate that applications associated with the container are 

:functioning properly. 

[85] Figure 12 is a schematic diagram showing the operation of the invention, according to 

an embodiment of the invention. 

[86] Figure 13 is a schematic diagram showing software application icons collected in a 

centralized file storage medium and a remote computing platform icon, according to another 

embodiment of the invention. 

[87] Figure 14 is a screen snapshot of an implementation according to the schematic of 

Figure 13. 

[88] Figure 15 is a flow chart of a method of initializing icons of Figure 14. 

[89] Figure 16 is a flow chart of a method of installing a software application on a 

computing platform in res_ponse to a drag and drop operation of Figure 14; and, 

[90] Figure 17 is a flow chart of a method of de-installing a software application from a 

computing platform in response to a drag and drop operation of Figure 13. 
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Detailed Description 

[91] Turning now to Figure 1, a system is shown having a plurality of servers 1 Oa, 1 Ob. 

Each server includes a processor and an independent operating system. Each operating 

system includes a kernel 12, hardware 13 in the form of a processor and a set of associated 

system files, not shown. Each server with an operating system installed is capable of 

executing a number of application programs. Unlike typical systems, containerized 

applications are shown on each server having application programs 11 a, 11 b and related 

system files 11 c. These system files are used in place of system files such as library and 

configuration files present typically used in conjunction with the execution of applications. 

[92] Figure 2 illustrates a system in accordance with the invention in which multiple 

applications 21a, 21b, 21c, 21d, 21e, and 21f can execute in a secure environment on a single 

server. This is made possible by associating applications with secure containers 20a, 20b and 

20c. Applications are segregated and execute with their own copies of files and with a unique 

identity. In this manner multiple applications may contend for common resources and utilize 

different versions of system files. Moreover, applications executing within a secure 

container can co-exist with applications that are not associated with a container, but which 

are associated with the underlying operating system. 

[93] Containers are created through the aggregation of application specific files. A 

container contains application and data files for applications that provide a specific service. 

Examples of specific services include but are not limited to CRM (Customer Relation 

Management) tools, Accounting, and Inventory. 

[94] The Secure application containers 20a, 20b and 20c are shown in Figure 2 in which 

each combines un-installed application files on a storage medium or network, application 

files installed o~ a computer, and system files. The container is an aggregate of all files 

required to succe·ssfully execute a set of software applications on a computing platform. In 

embodiments of the invention, containers are created by combining application files with 

system files. 
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[95] The containers are output to a file storage medium and installed on the computing 

platforms from the file storage medium. Each container contains application and data files for 

applications that together provide a specific service. The containers are created using, for 

example, Linux, Windows and Unix systems and preferably programmed in C and C++; 

however, the invention is not limited to these operating systems and programming languages 

and other operating systems and programming language may be used. An application set is a 

set of one ot more software applications that support a specific service. As shown in the 

figures, which follow, application files are combined with system files to create a composite 

or container of the files required to support a fully functional software application. 

[96] Referring now to Figure 3 the creation of a cont_ainer is illustrated from the files used 

by a specific application and user defined configuration information. The required files can 

be captured from an exi°sting computer platform 32 where an application of interest is 

currently installed or the files can be extracted from install media or package files 30. Two 

methods of container creation will be described hereafter. 

[97] Figure 4 illustrates a system having two secure containers 20a 20b, each provided 

with a unique identity. This allows, for example, other applications to locate a containerized 

service in a consistent manner independent of which computer platform the containerized 

service is located on. Container configuration data, collected from a user or user-defined 

program, is passed to services resident on a computer platform 40 hosting containers. One 

embodiment shows these services implemented in a kernel module 43. The configuration 

information is transferred one time when the container is installed on a platform. The type of 

information required in order to provide an application associated with a container a unique 

identity includes items such as an IP address, MAC address and hostname. As applications 

execute within a container 20a, 20b environment system calls are intercepted, by the kernel 

module 43 passing through s~rvices installed as part of this invention, before being passed on 

to the kernel. This system call intercept mechanism allows applications to be provided with 

values that are container specific rather than values that would otherwise be returned from 

the kernel by "spoofing" the system. 
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[98] As introduced heretofore, "spoofing" is invoked when a system call is made. Instead 

of returning values ordinarily provided by the operating system's kernel a module in 

accordance with this invention intervenes and returns container specific values to the 

application making the system call. By way of example, when an application makes the 

'uname' system call, the kernel returns values for hostname, OS version, date, time and 

processor type. The software module in accordance with this invention intercepts the system 

call and causes the application to see kernel defined values for date, time and processor type; 

however, the hostname value is purposely changed to one that is container specific. Thus, 

the software has 'spoofed' the 'uname' system call to return a container specific hostname 

value rather than the value the kernel would ordinarily return. This same "spoofing" 

mechanism applies to system calls that return values such as MAC address, etc. A similar 

procedure exists for network related system calls, such as bind. For other system calls, such 

as fork and exit (create and delete a new process) the software does not alter what is returned 

to the application from the kernel; however, the _system records that an operation has 

occurred, which results in the system call intercept of fork not performing any spoofing. The 

fork call is intercepted for purposes of tracking container-associated activity. 

[99] · By way of example, if a process within a container creates a new process, by making 

a fork system call, the new process would be recorded as a part of the container that created 

it. 

[ 100] System calls are intercepted to perform the following services: 

[ 101] tracking applications, for example a tracking of which applications are in and out of a 

specific container; 

[102] spoofing particular vaiues returned by the kernel; 

[103] applying resource checks and imposing resource limits; 

[ 104] monitoring whether an_ application is executing as expected, retrieving application 

parameters; and, which applications are being used, by who and for how long; and, 

[ 105] retrieving more complex application information including information related to 

which files have been used, which files ·have been written to, which sockets have been used 
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and information related to socket usage, such as the amount of data transferred through a 

given socket connection. 

[ 106] Container configuration includes the definition of hardware resource usage, as · 

depicted in Figure 5 including the amount of CPU, memory, network bandwidth and disk 

usage required to support the applications to be executed in association with the container 

20a or 20b. These values can be used to determine resource requirements for a given 

compute platform 40. They can also be used to limit the amount of hardware resources 

allocated to applications associated with a container. Values for hardware resources can be 

defined by a user 51 when a container is created. They can be modified after container 

creation. It is also possible for container runtime services to detect the amount of resources 

utilized by applications associated with a container. In the automatic detection method 

values for hardware resources are updated when the container is removed from a compute 

platform. The user-defined values can be combined with auto-detected values as needed. In 

this model a user defmes values that are then modified by measured values and updated upon 

container removal. 

[ 107] It can be seen from Figure 6 that each application executing associated with a 

container 20a or 20b, or contained within a container 20a or 20b, is able to accesses files that 

are dedicated to the container. Applications with a container association, that is, applications 

contained within a container, are not able to access the files provided with the underlying 

operating system of the compute platform 40 upon which they execute. Moreover, 

applications with a container 20a association are not able to access the files contained in 

another container 20b. 

[ I 08] When a container 20a or 20b is installed specific applications are started, as is shown 

in Figure 7 and container configuration information defines how applications 71, 72 are 

started. This includes the definition of a first program to start when a container is installed 

on a compute platform 40. The default condition, if riot customized for a specific container, 

will start a script that in turn runs other scripts. A script associated with each application is 

provided in the container file system. The controller script 73, delineating the first 
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application started in the container, runs each application specific script in tum. This allows 

for any number of applications to be started with a container association. 

[ 109] Special handling is required to start the first application such that it is associated with 

a container. Subsequent applications and processes created, as a result of the first 

application, will be automatically associated with the container. The automatic association is 

done through tracking mechanisms based on system call intercept. These are contained in a 

kernel module 43 in one embodiment of the invention. For example, fork, exit and wait 

system calls are intercepted such that container association can be applied to applications. 

[110] The first application started when a container is installed, is associated with the 

container by informing the system call intercept capabilities, embodied in the kernel module, 

shown in Figure 7, that the current process is part of the container. Then, the application 71 

is started by executing the application as part of the current process. In this way, the first 

application is started in the context of a process that has been associated with the container. 

[ 111] A container has a physical presence when not installed on a compute platform 40. It 

is described as residing on a network accessible repository. As is shown in Figure 8, a 

container has a physical presence in two locations 82, 84; or stated differently, the files 

associated with a container have a physical presence in two locations 82, 84. The files used 

by applications associated with a container reside on a network file server 82. Container 

configuration is managed by a controller. The configuration state is organized in a database 

84 used by the controller. A container then consists of the files used by applications 

associated with the container and configuration information. Configuration information 

includes those values which provide a container with a unique identity, for example a unique 

IP address, MAC address, name, etc., and which describe how a container is installed, starts a 

first application and shuts down applications when removed. 

[112] In a first embodiment all files are exclusive. That is, each container has a separate 

physical copy of the files required by applications associated with the container. In future 

embodiments any files that is read-only will be shared between containers. 
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[l 13] When a container is installed on a compute platform the files used by applications 

associated with the container and container specific configuration information elements are 

combined. Figure 9 shows that the files 82a, 84a are either copied, physically placed on 

storage local to the compute platform 40, or they are mounted from a network file storage 

server. When container files are mounted no copy is employed. 

[114] Configuration information is used to direct how the container is installed. This 

includes operations such as describing the first application to be started, mo_unt the container 

files, if needed, copy files, if needed and create an IP address alias. 

[115] _Container information is also used to provide the container with a unique identity, 

such as IP address, MAC address and name. Identity information is passed to the system call 

intercept service, shown as part of a kernel module 43 in Figure 9. 

[116] As the software application associated with or contained in a container is executed it 

is monitored through the use of system call intercept. Figure 10 shows that a number of 

operations are monitored. State information relative to application behavior is stored in data 

structures managed by the system call intercept capabilities. The information gathered in this 

manner is used to track which processes are associated with a container, their aggregate 

hardware resource usage and to control specific values returned to the application. Hardware 

resource usage includes CPU time, memory, file activity and network bandwidth. 

[ 117] Figure 3 illustrate_s container creation. The result of container creation is the 

co_llection of files required by applications associated with the container and the assembly of 

container specific configuration information. Container files include both those files 

provided by an operating system distribution and those files provided by an application 

install media or package file. 

[ 118] These files can be obtained by using a compute platform _µpon which the application 

of interest has been installed. In this case the files are copied from the existing platform. 
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Alternatively, a process where the files from the relative operating system distribution are 

used as the container files, the container is installed on a compute platform an then 

application specific files are applied from applicable install media or package file. The result 

in either c~se is the collection of all files needed by applications associated with the container 

onto a network accessible repository . 

. [119] Container specific configuration information is assembled from user input. The input 

can be obtained from forms in a user interface, or programmatically through scripting 

mechanisms. 

[120] Two methods of container creation are provided and either of the two can be utilized, 

depending upon particular circumstances. In a first method of container creation a "skeleton" 

file system is used. This is a copy of the system files provided with a given operating system 

(OS) distribution. The skeleton file system is placed on network storage, accessible to other 

servers. The skeleton file system includes the OS provided system files before an application 

is installed. A container is created from this skeleton file system. Subsequently, a user logs 

into the container and installs applications as needed. Most installations use a service called 

ssh to login to the system which is used to log into a container. 

[121] Referring once again to Figure 3, applications may come from third party installation 

media on CDROM, package files 30, or as downloads from a web site, etc. Once installed in 

the container the applications become unique to the container in the manner described way 

that has been described heretofore. 

[122] The second method employed to create a container file system uses an existing server, 

for example a computer or server already installed in a data center. This is also shown in 

Figure 3. The applications of interest may have been installed on an existing server before the 

introduction of the software and data structures in accordance with this invention. Files are 

copied from the existing server 32, including system files and application specific files to 

network storage. Once the files are copied from the existing server a container is created 

from those files. 
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[123] The description of the two methods above differs in that in one instance the container 

creation begins with the system files only. The container is created from the system files and 

then the applications and required files are added and later installed. In the second instance, 

which is simpler, both system and application files are retrieved, together, from an existing 

server, and then the container is created. In this manner, the container file system comprises 

the application and system files. 

[124] Once a set of files that are retrieved for creating a container, for example system files 

only or system and application files, a subset of the system files are modified. The changes 

made to this subset are quite diverse. Some examples of these changes are: 

[125] modifying the contents a file to add a container specific IP address; 

[126] modifying the contents of a directory to define start scripts that should be executed; 

[127] modifying the contents of a file to define which mount points will relate to a 

container; 

[128] removing certain hardware specific files that are not relevant in the container context, 

etc., dependent upon requirements. 

[129] In some embodiments of the invention, the method involves copying the application 

specific files, and related data and configuration information to a file storage medium. 

[ 130] This may be achieved with the use of a user interface in which application programs 

are displayed and selected for copying to a storage medium. In some embodiments of the 

invention, the application specific files, and related data and configuration information are 

made available for installation into secure application containers on a remote computer 

system. 

[ 131] In some embodiments of the invention, the method involves installing at least one of 

the pluralities of applications in a container's own root file system. 

19 

IBM Ex-1002 
Page 22



DOC. NO. 78802 120-1 US 

[132] In summary, the invention involves combining and installing at least one application 

along with system files or a root file system to create a container file system. A container is 

then created from a container file system and container configuration parameters. 

[133] A resource allocation is associated with the secure application container for at least 

one respective application containerized within the secure application container to allow the 

at least one respective application containerized within the secure application container to be 

executed on the computer system without conflict with other applications containerized 

within other secure application containers. 

[134] Thus, a container has an allocation of resources associated with it to allow the 

application within the container to be executed without contention. 

[ 13 5] This allocation of resources is made during the container configuration as a step in 

creating the container. An active check for resource allocation against resources available is 

performed. Containerized applications may run together within a container; and, non­

containerized applications may run outside of a container context on a same computer 

platform. 

[ 136] Drag and Drop Application Management 

[ 13 7] Another aspect of this relates to software that manages the operation of a data center. 

[138] There has been an unprecedented proliferation of computer systems in the business 

enterprise sector. This has ·been a response to an increase in the number and changing nature 

of software applications supporting key business processes. Management of computer 

systems required to support these applications has become an expensive proposition. This is 

partially due to the fact that each of the software applications are in most cas~s hosted on an 

independent computing platform or server. The result is an increase in the number of systems 

to manage. 
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[ 139] An aspect of this invention provides a method of installing a software application on a 

computing platform. The terms computing platform, server and computer are used 

interchangeably throughout this specification. The method in accordance with this aspect of 

the invention includes displaying a software application icon representing the software 

application and a computing platform icon representing the computing platform. 

[ 140] In operation, a selection of the software application for installation is initiated using 

the software application icon; and a selection of the computing platform to which the 

software application is to be installed is initiated using the computing platform icon. 

Installation of the selected software application is then initiated on the selected computing 

platform. 
.,, 

[141] The computing platform may be a remote computing platform. In some embodiments, 

the selection of the software application is received with the use of a graphical user interface 

in response to the software application icon being pointed to using a pointing device. 

[142] In a preferred embodiment of the invention, the pointing device is a mouse and the 

selection of the computing platform is received in response to the software application icon 

being dragged over the computing platform icon and the software application icon being 

dropped. The installation of the selected software application on the selected computing 

platform is initiated in response to the software application icon being dropped over the 

computing platform icon. 

[143] Within this specification reference to drag and drop has a conventional meaning of 

selecting an icon and dragging it across the screen to a target icon; notwithstanding, selecting 

a first icon and then pointing to a target icon, shall have a same meaning and effect 

throughout this specification. Relatively moving two icons is meant to mean moving one icon 

toward another. 

[144] In some embodiments, upon initialization, the selected computing platform is tested 

to determine whether it is a valid computing platform. 
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[ 145] In some embodiments, upon initialization, a user account is created for the selected 

software application. 

[146] In some embodiments, upon initialization, files specific to the selected application 

software are installed on the selected computing platform. 

[ 14 7] In some embodiments, upon initialization, file access permissions are set to allow a 
user to access the application. 

[148] In some embodiments, upon initialization, a console on the selected computing 

platform is updated with information indicating that the selected software application is 

resident on the selected computing platform. 

[ 149] In accordance with another broad aspect, the invention provides a method of de­

installing a software application from a computing platform comprising the steps of 

displaying a software application icon representing tlie software application and a computing 

platform icon representing the computing platform on which the software application is 

installed. A selection of the software application for de-installation using the software 

application icon is received. A selection of the computing platform from which the software 

application is to be de-installed using the computing platform icon is also received. De­

installation of the selected software application from the selected computing platform is then 

initiated. 

[ 150] The computing platform may be a remote computing platform. 

[ 151] In some embodiments, the displaying comprises displaying the software application 

as being installed on the computing platform with the use of the software application icon 

and the computing platform icon. 
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[152] In some embodiments, the selection of the software application is received with the 

use of a graphical user interface in response to the software application icon being pointed to 

using a pointing device. 

[ 153] In some embodiments, the pointing device is a mouse. 

[ 154] In some embodiments, the selection of the computing platform is in response to the . 

software application icon being dragged away from the computing platform icon and the 

software application icon being dropped. 

[ 155] In some embodiments, upon initialization, the selected computing platform is tested 

to determine whether it is a valid computing platform for de-installation of the software 

application. 

[ 156] In some embodiments, upon initialization, any process associated with the selected 

software application is stopped. 

[157] In some embodiments, upon initialization, data file changes specific to the software 

application are copied back to a storage medium from which the data file changes originated 

prior to installation. 

[158] In some embodiments, upon initialization, a user account associated with the selected 

software application is removed. 

[ 159] In some embodiments, upon initialization, a console on the computing platform is 

updated with information indicating that the selected software application is no longer 

resident on the selected computing platform. 

[160] The invention provides a GUI (Graphical User Interface) adapted to perform any of 

the above method steps for installation or de-installation. 
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[ 161] The invention provides a GUI adapted to display a software application ·icon 

representative of a software application available for installation and display a computing 

platform icon representative of a computing platform. 

[ 162] The GUI is responsive to a selection of the software application icon and the 

computing platform icon by initiating installation of the software application on the 

computing platform. The invention provides a GUI adapted to display a software application 

icon representative of a software application and display a computing platform icon 

representative of a computing platform, the GUI being responsive to a selection of the 

software applicatio~ icon and the computing· platform icon by initiating de-installation of the 

software application from the computing platform. 

[ 163] The GUI is adapted to display a software application icon representative of a software 

application installed on a computing platform, the GUI being responsive to a selection of the 

software application icon by initiating de-installation of the software application from the 

computing platform. 

[ 164] Selection can be made using a drag and drop operation. 

[165] The method of de-installation includes displaying a software application icon 

representing the software application installed on a computing platform. A selection of the 

software application for de-installation from the computing platform is received using the 

software application icon. The de-installation of the selected software application from the 

computing platform is then initiated. In some embodiments, the selection of the application 

icon is in response to the software application icon being dragged away. In some 

embodiments, the de-installation of the selected software application from the computing 

platform is initiated in response to the software application icon being dropped. 

[166] Accordingly, the invention relates, in part to methods of installing and removing 

software applications through a selection such as, for example, a graphical drag and drop 

operation. In some embodiments of the invention, functions of the GUI support the ability to 
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select an object, move it and initiate an operation when the object is placed on a specific 

destination. This process has -supported operations including the copy and transfer of files. 

Some embodiments of the invention extend this operation to allow software applications, 

represented by a graphical icon, to be installed in working order following a drag and drop in 

a graphical user interface. 

[ 167] The following definitions are used herein: 

[ 168] Storage repository: A centralized disk based storage containing application specific 

files that make up a software application. 

[169] GUI (Graphical User Interface): A computer-based display that presents a graphical 

interface by which a user interacts with a computing platform by means of icons, windows, 

menus and a pointing device is referred to as a GUI. 

[170] Icon: An icon is an object supported by a GUI. Normally an icon associates an image 

with an object that can be operated on through a GUI. 

[171] A·spects of the invention include: 

[172] •GUI supporting drag and drop operations 

[173] •Icons 

[174] •Storage medium 

[175] •Console 

[176] •Network connections 

[ 1 77] •One or more computing platforms 

[ 1 78] While software applications are represented as graphical icons, they are physically 

contained in a storage medium. Such a storage medium consists, for example, of disk~based 

file storage on a server accessible through a network coiinection. A computing platform is a 

computer with an installed operating system capable of hosting software applications. 
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[ 179] When a software application icon is "dropped" on a computing platform the 

applications associated with the icon are installed in working order on the selected platform. · 

The computing platform is generally re~ote with respect to either the platform hosting the 

graphical interface or the server hosting the storage medium. This topology is not strictly 

required, but rather a likely scenario. 

[ 180] Referring to Figure 12, shown is a schematic showing the operation of an aspect of 

the invention, according to an embodiment of the invention. 

[ 181] A graphical icon representing a specific software application is displayed through a 

graphical user interface. Also displayed is an icon representing a remote computing platform 

upon which a software application can be hosted. Only one computing platform icon is 

shown; however, it is to be understood that several computing platform icons each 

representing a respective remote or local computing platform may also be displayed. 

Similarly~ several software application icons may be displayed depending on the number of 

software applications available. The software application is selected, through the use of a 

graphical user interface, by pointing to its software application icon and using a mouse click 

( or other pointing device). The software application icon is dragged over top of the remote 

computing platform icon and dropped. The drop initiates the operation of installing software 

applications on the remote computing platform. 

[182] Referring to Figure 13, shown is a schematic diagram illustrating software application 

icons collected in a centralized file storage medium and a remote computing platform icon, 

according to another embo~ent of the invention. The software applications icons collected 

in the file storage medium, as shown, are graphical icons each representing respective 

software applications, which are entries in the file storage medium. The computing platform 

icon represents a computing platform available to host any one or more of the software 

applications represented by the software icons. When one of the software application icons is 

selected, dragged, arid dropped on a computing platform icon the respective software 

applications installed on the remote computing platform corresponding to the computing 

platform icon. 
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[ 183] Referring to Figure 14, a screen snapshot of an implementation is shown according to 

the schematic of Figure 13. The screen snap shot shows, as an example implementation, 

software application and computing platform icons. Available software applications 

corresponding t9 software application icons ClearCase_Liserver, ClearCase_Registry & 

Samba2_clone are grouped under the heading "OFFLINE". Computing platforms available 

to host software applications are featured under the heading "Data Center" and are 

represented by computing platform icons de118xx, dell9p, pts2 & pts6. 

[184] Operations involve selecting a software application icon, dragging it over a candidate 

computing platform icon and releasing, or dropping it on the computing platform icon. The 

selected software application will then be installed in working order on the selected 

computing platform. The reverse is true for removal of a software application from a selected 

computing platform. De-installation is accomplished by selecting an application installed on 

a compute platform and dragging to the repository. The application in question is shown to 

be associated with a compute platform in graphical fashion. In one embodiment, as shown in 

Figure 14, applications are associated with a compute platform in hierarchical order, or in a 
,, ' 

tree view. An application connected to a compute platform as root in a tree view is selected 

and dropped onto the repository. This initiates the de-install operation. 

[185] Referring to Figur~ 15, shown is a flow chart of a method of initializing the icons of 

Figure 14. An icon such as a computing platform icon or software application icon is created 

as a GUI (Graphical User Interface) object. Drop handler operations are then associated to 

the computing platform icon. In particular, any operation required for installation is 

associated with the icon. 

[186] With reference to Figures 12 to 14, the installation process is initiated by a drag and _ 

drop of a software application icon, from a storage medium, to a top of a computing platform 

· icon. An install drop handler implements the installation of the software application. The 

install drop handler performs sev~ral tasks on the destination computing platform, which: 
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[187] •Tests whether the computing platform is a valid computing platform; 

[188] •Creates a user account for the software application; 

[189] •Installs application specific files so that they are accessible to the remote computing 

platform; 

[190] •Sets file access permissions such that a new user can access its applications; 

[191] •Starts a first application; and 

[192] •Updates a console showing that the selected software application is resident on the 

selected computing platform. 

[193] These steps will now be described with reference to Figure 16 which is a flow chart 

of a method of installing a software application on a computing platform in response to the 

drag and drop operation of Figure 2. As discussed above, in operation the installation process 

is invoked when a software application icon is dropped on a computing platform icon. 

[ 194] The method steps of Figure 16 are performed by an install drop handler. During 

installation, verification is performed to determine whether the selected computing platform 

is a valid candidate for installing a selected software application. If the computing platform is 

a valid candidate, a user account is created for the software application; otheiwise, the 

installation process ends. Once the user account is created, application files associated with 

the software applications are installed on the selected computing platform so that they are 

accessible to the computing platform. File access permissions are then set such that one or 

more new users can access the applic_ation being installed. A first application is then started. 

In some embodiments, an application, for example accoun!ing or payroll represent several 

programs/processes. In order to start the accounting/payroll service a first application is 

started that may in turn start other programs/processes. The first program is started. It is then 

up to the specific service, _accounting/payroll, to start any other services it requires. 

[195] A console on the selected computing platform on which the software application is 

being installed is then updated with information to _show that the selected software 

application is resident on the selected computing platform. The console is operational on any 

desktop computing platform for example, Unix, Linux and Windows. 
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[196] With reference to Figure 17, the removal process is initiated by a drag and drop 

operation of a software application icon from a computing platform icon to the repository. 

For this purpose each computing platform icon shows, with the use of associated software 

application icons (not shown in Figure 15), each application software installed on the 

computing platform. 

[197] The de-installation of application software from a selected computing platform is 

done by a remove drop handler which performs the following tasks on the selected 

computing platform: 

[198] •Tests whether the computing platform is a valid computing platform; Tests are made 

to verify whether the computing platform is operational. For example, it may have been taken 

off-line due to a problem or routine maintenance. If so, then applications should not be 

removed or installed until this state changes. 

[199] •Stops processes associated with the software application; 

[200] •Copies application specific data file changes from the computing platform back to 

the storage medium; 

[201] • Removes user accounts associated with the software application; and 

[202] •Updates the console to show that the selected software application is resident in the 

repository. 

[203] These steps will now be described with reference to Figure 17 w]:lich is a flow chart 

of a method of de-installing a software application from a computing platform in response to 

a drag and drop operation of Figure 13. The state of the platform is verified to determine 

whether it is valid. The state includes, for example, on-line, off-line (a problem state) or 

maintenance (off-line, but for a scheduled task). If the state of the platform is valid and a 

process or proc~sses associated with a software application selected to be de-installed are 

stopped; otherwise the de-installation process ends. Once the processes are stopped, 

application specific data file changes are copied from the computing platform back to the 
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storage medium. This is a process of capturing changes that may have taken place while the 

application ran and that need to be saved for future instances when the application runs again. 

For example, payroll may be run every other week. Changes made to the system, accrued 

amounts, year to date payments, etc. will need to be saved so that when payroll is run the 

next time these values are updated. Depending on how the operator configures a system, it 

may be required to copy changes made when payroll ran back to the repository so that the 

next time payroll is run these values are installed along with the application. 

[204] Any user account associated with the selected software application is removed and a 

console on the computing platform from which the selected software application is being de­

installed is updated with information to show that the selected software application is 

resident in the repository. Using the method steps of Figures 16 and 17, software applications 

are therefore installed on a computing platform and removed from the computing platform 

through a graphical user interface drag and drop operation. 

[205] A number of programming languages may be used to implement programs used in 

embodiments of the invention. Some example programming languages used in embodiments 

of the invention include, but are not limited to, C++, Java and a number of scripting 

languages including TCL/TK and PERL. 

[206] Installation of software applications is preferably performed on computing platforms 

that are remote from a console computing platform. However, some embodiments of the 

invention also have installation of software applications performed on a computing platform 

that is local to a console computing platform. Numerous modifications and variations of the 

present invention are possible in light of the above teachings. It is therefore to be understood 

that within the scope of the appended claims, the invention may be practiced otherwise than 

as specifically described herein. 
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Claims 

What is claimed is: 

1. In a system having a plurality of servers with operating systems that differ, operating in 

disparate computing environments, wherein each server includes a processor and an 

operating system including a kernel a set of associated local system files compatible with the 

processor, a method of providing at least some of the servers in the system with secure, 

executable, applications related to a service, wherein the applications may be executed in a 

secure environment, wherein the applications each include an object executable by at least 

some of the different operating systems for performing a task related to the service, the 

m~thod comprising the steps of: 

storing in memory accessible to at least some of the servers a plurality of secure containers of 

application software, each container comprising one or more of the executable applications 

and a set of associated system files required to execute the one or more applications, for use 

with a local kernel residing permanently on one of the servers; wherein the set of associated 

system files are compatible with a local kernel of at least some of the plurality of different 

operating systems, the containers of application software excluding a kernel, and wherein 

some or all of the associated system files within a container stored in memory are utilized in 

place of the associated local system files resident oh the server prior to said storing step . 

. 2. A method as defined in claim 1, wherein each container has an execution file associated 

therewith for starting the one or more applic~tions. 

3. A method as defined in claim 2, wherein the execution file includes instructions related to 

an order in which executable applications within will be executed. 

4. A method as defined in claim 1 further comprising the step of pre-identifying applications 

and system files required for association with the one or more co_ntainers prior to said storing 

step. 
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5. A method as defined in claim 2, further comprising the step of modifying at least some of 

the system files to provide an association with a container specific identity assigned to the 

container. 

6. A method as defined in claim 2, comprising the step of assigning a unique associated 

identity to each of a plurality of the containers, wherein the identity includes at least one of 

IP address, host name, and MAC address. 

7. A method as defined in claim 2 further comprising the step of modifying at least some of 

the system files to define container specific mount points associated with the container. 

8. A method as defined in claim 1, wherein the one or more applications and associated 

system files are retrieved from a computer system having a plurality of secure containers. 

9. A method as defined in claim 2, wherein server information related to hardware resource 

usage including at least one of CPU memory, network bandwidth, and disk allocation is 

associated with at least some of the containers prior to the applications within the containers 

being executed. 

10. A method as defined in claim 2, wherein in operation when applications are executed, 

applications within a container have no access to system files or applications in other 

-containers or system files within the ~perating system during execution thereof if those 

applications or system files are read/write files. 

11. A method as defined in claim 2, wherein containers include files stored in network file 

storage, and parameters forming descriptors of containers stored in a separate location. . 

12. A method as defined in claim 11, further comprising the step of merging the files stored 

in network storage with the parameters to affect the step of storing in claim 1. 
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13. A method as defined in claim 1 further comprising the step of associating with a 

container a stored history of when processes related to applications within the container are 

executed for at least one of, tracking statistics, resource allocation, and for monitoring the 

status of the application. 

14. A method as defined in claim 1 comprising the step of creating containers prior to said 

step of storing containers in memory. wherein containers are created by: 

a) running an instance of a service on a server; 

b) determining which files are being used; and, 

c) copying applications and associated system files to memory. 

15. A method as defined in claim 14 comprising the steps of: 

assigning an identity to the containers including at least one of a unique IP address, a unique 

MAC address and an estimated resource allocation; 

installing the container on a server; and, 

testing the applications and files within the container. 

16. A method as defined in claim 1 comprising the step of creating containers prior to said 

step of storing containers in memory, wherein a step of creating containers includes: 

using a skeleton set of system files as a container starting point and installing applications 

into that set of files. 

17. A computing system for performing a plurality of tasks each comprising a plurality of 

processes comprising: 

a plurality of secure stored containers of associated files accessible to, and for execution on, 

one or more servers, each container being mutually exclusive of the other, such that 

read/write files within a container cannot be shared with other containers, each container of 

files having its own unique identity associated therewith, said identity comprising at least 

. one of an IP address, a host name, and a MAC address; wherein, the plurality of files within 

each of the plurality of containers comprise one or more application programs including one 

33 

IBM Ex-1002 
Page 36



DOC. NO. 78802 120-1 US 

or more processes, and associated system files for use in executing the one or more 

processes, each container having its own execution file associated therewith for starting one 

or more applications, in operation, each container utilizing a kernel resident on the server 

and wherein each container exclusively uses a kernel in an underlying operation system in 

which it is running and is absent its own kernel; and, 

a run time module for monitoring system calls from applications associated with one or more 

containers and for providing control of the one or more applications. 

18. A computing system as defined in claim 17, further comprising a scheduler comprising 

values related to an allotted time in which processes within a container may utilize 

predetermined resources. 

19. A computing system as defined in claim 18, wherein the run time module includes an 

intercepting module associated with the plurality of containers for intercepting system calls 

from any of the plurality of containers and for providing values alternate to values the kernel 

would have assigned in response to the system calls, so that the containers can run 

independently of one another without contention, in a secure manner, the values 

corresponding to at least one of the IP address, the host name and the MAC_ Address. 

20. A computing system as defined in claim 17, wherein the run time module performs: 

monitoring resource usage of applications executing; 

intercepting system calls to kernel mode, made by the at least one respective application 

within a container, from user mode to kernel mode; 

comparing the monitored resolJ!ce usage of the at least one respective application with the 

resource limits; and, 

forwarding the system calls to a kernel on the basis of the comparison between the monitored 

resource usage and the resource limits. 

21. A method as defined in claim 1 furthe~ comprising the step of installing a service on a 

target server selected from one of the plurality of servers, wherein the step of installing the 

service includes the steps of: 
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using a graphical user interface, associating a unique icon representing a service with an 

unique icon representing a server for hosting applications related to the service and for 

executing the service, so as to cause the applications to be distributed to, and installed on the 

target server. 

22. A method as defined in claim 21 wherein the target server and the graphical user 

interface are at remote locations. 

23. A method as defined in ciaim 22, wherein the graphical user interface is installed on a 

computing platform, and wherein the computing platform is a different computing platform 

than the target server. 

24. A method as defined in claim 23, wherein the step of associating includes the step of 

relatively moving the unique icon representing the service to the unique icon representing a 

server. 

25. A method claim 21, further comprising, the step of testing to determine if the selected 

target server is a valid computing platform, prior to causing the applications to be distributed 

to, and installed on the target server. 

26. A method according to claim 21 further comprising, the step of creating a user account 

for the service. 

27. A method as defined in claim 21, further comprising the step of installing files specific to 

the selected application on the selected server. 

28. A method according to claim 21 further comprising the steps of setting file access 

permissions to allow a user to access the one of the applications to be distributed. 

29. A method as defined in claim 24 further comprising the step of starting a distributed 

software application. 
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30. A method according to anyone of claims 24 further comprising the steps of updating a 

console on the selected target server with information indicating that the service is resident 

on the selected target server. 

31. A method as defined in claim 1, further comprising the step of: de-installing a service 

from a server, comprising the steps of: 

displaying the icon representing the service; 

displaying a the icon representing the server on which the service is installed; 

and utilizing the icon representing the service and the icon representing the server to 

initiating the de-installation of the selected service from the server on which it was installed. 

32. A method according to claim 31 further comprising the step of separating icon 

representing the service from the icon representing the server. 

33. A method according to claim 31 further comprising the step of testing whether the 

selected server is a valid computing platform for de-installation of the service. 

34. A method according to claim 31 further comprising the step of copying data file changes 

specific to the service back to a storage medium from which the data file changes originated 

prior to installation. 
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SYSTEM FOR CONTAINERIZATION OF APPLICATION SETS 

Abstract of the Disclosure 

A system is disclosed· having servers with operating systems that may differ, operating in 

disparate computing environments, wherein each server includes a processor and an 

operating system including a kernel a set ·of associated local system files compatible with the 

processor. This invention discloses a method of providing at least some of the servers in the 

system with secure, executable, applications related to a service, w~erein the applications 

may be executed in a secure environment, wherein the applications each include an object 

executable by at least some of the different operating systems for performing a task related to 

the service. The method of this invention requires storing in memory accessible to at least 

some of the servers a plurality of secure containers of application software. Each container 

includes one or more of the executable applications and a set of associated system files 

required to execute the one or more applications, for use with a local kernel residing 

permanently on one of the servers. The set of associated system files are compatible with a 

local kernel of at least some of the plurality of different operating systems. The containers of 

application software exclude a kernel; and some or all of the associated system files within a 

container stored in memory are utilized in place of the associated local system files resident 

on the server. 
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120-1 us 
DECLARATION FOR PATENT APPLICATION 

As below named inventors, we hereby declare that: 

Our residence, post office addresses and citizenship are as stated below next to our names, 

Donn ROCHETTE; Paul O'LEARY, and Dean HUFFMAN. 

We believe we are the original, first and joint inventors of the subject matter which is 

claimed and for which a patent is sought on the invention entitled 

SYSTEM FOR CONTAINERIZATION OF APPLICATION SETS 

the specification of which is attached hereto. 

I/we hereby authorize my/our attorney to insert here in parentheses 

(Application Number _________ , filed ________ ), 

the filing date and application number of said application, when known. 

We hereby state that we have reviewed and understand the contents of the above identified 

specification, including the claims, as amended by any amendment referred to above. 

We acknowledge the duty to disclose information which is material to the examination of 

this application in accordance with Title 3 7, Code of the Federal Regulations, S 1.56(a). 

We hereby claim the benefit of Title 35, U.S.C. l l 9(e), of any United States application(s) 

listed below and, insofar as the subject matter of each of the claims of this application is now 

disclosed in the prior United States provisional patent applications 

(Number) 

60/502,619 
60/512,103 

(Filing Date) 

September 15, 2003 
October 20, 2003 

(Status) 
patented/pending/abandoned 

Pending 
Pending 

We hereby appoint the following agents to prosecute this application and to transact all 

business in the Patent and Trademark Office connected therewith: 
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Address all telephone calls to: 
at telephone number: 

120-1 us 
Charles E. Wands, Regn. No: 25,649 
(321) 725-4760 

Address all correspondence to: Allen, Dyer, Doppelt, Milbrath & Gilchrist, P.A. 
1401 Citrus Center 
255 South Orange Avenue 
Box 3791 
Orlando, Florida 
USA 32802-3791 

I hereby declare that all statements made herein of my own knowledge are true and that all 

statements made on information and belief are believed to be true; and further that these statements 

were made with the knowledge that willful false statements and the like so made are punishable by fine 

or imprisonment, or both, under Section 1001 of Title 18 of the U.S.C. and that such willful false 

statements may jeopardize the validity of the application or any patent issued thereon. 

Full name of first inventor: 

Inventor's signature: 

Residence: 
Post office address: 

Citizenship: 

Full name of second inventor: 

Inventor's signature: 

Residence: 
Post office address: 

Citizenship: 

Full name of third inventor: 

Inventor's signature: 

Residence: 
Post office address: 

Citizenship: 

Donn ROCHETTE 

3408 30m Avenue, Fenton, Iowa 50539, U.S.A. 
As above 

U.S. 

. Paul O'LEARY 

Date: 

22 Pentland Crescent, Kanata, Ontario, Canada K2K 1 VS 
As above 

Canadian 

Dean HUFFMAN 

Date: 

13 Pelee Street, Kanata, Ontario, Canada K2M 2R4 
As above 

Canadian 
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Address all telephone calls to: 
at telephone number: 

Charles E. Wands, Regn. No: 25,649 
(321) 725-4760 

Address all correspondence to: Allen, Dyer, Doppelt, Milbrath & Gilchrist, P.A. 
1401 Citrus Center 
255 South Orange Avenue 
Box 3791 
Orlando, Florida 
USA 32802-3791 

I hereby declare that all statements made herein of my own knowledge are true and that all 

statements made on information and belief are believed to be true; and further that these statements 

were made with the knowledge that willful false statements and the like so made are punishable by 

fine or imprisonment, or both, under Section 1001 of Title 18 of the U .S.C. and that such willful false 

statements may jeopardize the validity of the application or any patent issued thereon. 

Full name of first inventor: 

Inventor's signature: 

Residence: 
Post office address: 

Citizenship: 

Donn ROCHETTE 

Date: 

3408 30th Avenue, Fenton, Indiana 50539, U.S.A. 
As above 

U.S. 

Full name of second inventor: Paul O'LEARY , 

Inventor's signature: fk,H!J'4 Date: .Se.~te,"be I" 1, ;{OOlf-

22 Pentlancf'Crescent, Kana ta, Ontario, Canada K2K 1 VS 
As above 

Residence: 
Post office address: 

Citizenship: 

Full name of third inventor: 

Inventor's signature: 

Residence: 
Post office address: 

Citizenship: 

Canadian 

Dean HUFFMAN 
I 
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METHOD AND APPARATUS FOR MOVING PROCESSES BETWEEN 

ISOLATION ENVIRONMENTS 

5 Field of the Invention 

The invention relates to managing execution of software applications by 

computers and, in particular, to methods and apparatus for moving processes 

between isolation enviroments. 

10 Background of the Invention 

Computer software application programs, during execution and 

installation, make use of a variety of native resources provided by the operating 

system of a computer. A traditional, single-user computer is depicted in FIG. 1A. 

As shown in FIG. 1A, native resources provided by the operating system 100 

15 may include a file system 102, a registry database 104, and objects 106. The file 

system 102 provides a mechanism for an application program to open, create, 

read, copy, modify, and delete data files 150, 152. The data files 150, 152 may 

be grouped together in a logical hierarchy of directories 160, 162. The registry 

database 104 stores information regarding hardware physically attached to the 

20 computer, which system options have been selected, how computer memory is 

set up, various items of application-specific data, and what application programs 

should be present when the operating system 100 is started. As shown in FIG. 

1A, the registry database 104 is commonly organized in a logical hierarchy of 

"keys" 170, 172 which are containers for registry values. The operating system 

25 100 may also provide a number of communication and synchronization objects 

106, including semaphores, sections, mutexes, timers, mutants, and pipes. 

Together, the file system 102, registry database 104, objects 106, and any other 

native resources made available by the operating system 100 will be referred to 

1 
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throughout this document as the "system layer'' 108. The resources provided by 

the system layer 108 are available to any application or system program 112, 

114. 

A problem arises, however, when execution or installation of two 

5 incompatible application programs 112, 114 is attempted. As shown in FIG. 1A, 

two application programs, APP1 112 and APP2 114, execute "on top of' the 

operating system 100, that is, the application programs make use of functions 

provided by the operating system to access native resources. The application 

programs are said to be incompatible with one another when they make use of 

1 o native resources 102, 104, 106 in a mutually exclusive manner either during 

execution or during the installation process. APP1 112 may require, or attempt to 

install, a file located by the pathname c:\windows\system32\msvcrt.dll and APP2 

114 may require, or attempt to install, a second, different file that is located by 

the same pathname. In this case, APP1 112 and APP2 114 cannot be executed 

15 on the same computer and are said to be incompatible with one another. A 

similar problem may be encountered for other native resources. This is, at best, 

inconvenient for a user of the computer who requires installation or execution of 

both APP1 112 and APP2 114 together in the same operating system 100 

environment. 

20 FIG. 1 B depicts a multi-user computer system supporting concurrent 

execution of application programs 112, 114, 112', 114' on behalf of several 

users. As shown in FIG. 1 B, a first instance of APP1 112 and a first instance of 

APP2 114 are executed in the context of a first user session 110, a second 

instance of APP1 112' is executed in the context of a second user session 120, 

25 and a second instance of APP2 114' is executed in the context of a third user 

session 130. In this environment, a problem arises if both instances of APP1 

112, 112' and both instances of APP2 114, 114' make use of native resources 

102, 104, 106 as if only a single user executes the application. For example, the 

APP1 112 may store application specific data in a registry key 170. When the 

2 
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first instance of APP1 112 executing in the first user context 110 and the second 

instance of APP1 112' executing in the second user context 120 both attempt to 

store configuration data to the same registry key 170, incorrect configuration data 

will be stored for one of the users. A similar problem can occur for other native 

s resources. 

The present invention addresses these application program compatibility 

and sociability problems. 

Summary of the Invention 

The present invention allows installation and execution of application 

10 programs that are incompatible with each other, and incompatible versions of the 

same application program, on a single computer. In addition, it allows the 

installation and execution on a multi-user computer of programs that were 

created for a single-user computer or were created without consideration for 

issues that arise when executing on a multi-user computer. The methods and 

15 apparatus described are applicable to single-user computing environments, 

which includes environments in which multiple users may use a single computer 

one after the other, as well as multi-user computing environments, in which 

multiple users concurrently use a single computer. The present invention 

virtualizes user and application access to native resources, such as the file 

20 system, the registry database, system objects, vvindow classes and window 

names, without modification of the application programs or the underlying 

operating system. In addition, virtualized native resources may be stored in 

native format (that is, virtualized files are stored in the file system, virtualized 

registry entries are stored in the registry database, etc.) allowing viewing and 

25 management of virtualized resources to be accomplished using standard tools 

and techniques. The provided isolation scopes may be taken advantage of by 

moving processes between isolation scopes, into isolation scopes, or out of 

isolation scopes while those processes are executing, allowing the view of native 

resources provided to those application to change. 

3 
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In one aspect, the invention relates to a method for moving an executing 

process from a first isolation scope to a second isolation scope. A determination 

is made that the process is in a state suitable for moving. The association of the 

process changes from a first isolation scope to a second isolation scope. A rule 

5 loads in association with the second isolation scope. 

In one embodiment, determining whether the process is in a state suitable 

for moving is accomplished by monitoring whether the process is processing a 

request. In some embodiments, the process is put in a state suitable for moving. 

In another embodiment, the association of the process from the first isolation 

10 scope to the second isolation scope changes in a file system filter driver. In yet 

another embodiment, the association of the process from the first isolation scope 

to the second isolation scope changes in one of a kernel hooking function and a 

user mode hooking function. 

In another aspect, a method relates to moving an executing process into 

15 an isolation scope. A determination is made that the process is in a state 

suitable for moving. There is an association of the process with an isolation 

scope. A rule loads in association with the isolation scope. 

In one embodiment, determining whether the process is in a state suitable 

for moving is accomplished by monitoring whether the process is processing a 

20 request. In some embodiments, the process is put in a state suitable for moving. 

In other embodiments, information associating the process with the isolation 

scope is written to a rules engine. 

Brief Description of the Drawings 

The invention is pointed out with particularity in the appended claims. The 

25 advantages of the invention described above, as well as further advantages of 

the invention
1 

may be better understood by reference to the following description 

taken in conjunction with the accompanying drawings, in which: 

FIG. 1A is a block diagram of a prior art operating system environment 

supporting execution of two application programs on behalf of a user; 

4 
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FIG. 1 B is a block diagram of a prior art operating system environment 

supporting concurrent execution of multiple applications on behalf of several 

users; 

FIG. 2A is a block diagram of an embodiment of a computer system 

s having reduced application program compatibility and sociability problems; 

FIG. 2B is a diagram of an embodiment of a computer system having 

reduced application program compatibility and sociability problems; 

FIG. 2C is a flowchart showing one embodiment of steps taken to 

associate a process with an isolation scope; 

10 FIG 3A is a flowchart showing one embodiment of steps taken to virtualize 

access to native resources in a computer system; 

FIG. 3B is a flowchart showing an embodiment of steps taken to identify a 

replacement instance in execute mode; 

FIG. 3C is a flowchart depicting one embodiment of steps taken in install 

15 mode to identify a literal resource when a request to open a native resource is 

received that indicates the resource is being opened with the intention of 

modifying it; 

FIG. 3D is a flowchart depicting one embodiment of steps taken in install 

mode to identify the literal resource when a request to create a virtual resource is 

20 received; 

FIG. 4 is a flowchart depicting one embodiment of the steps taken to open 

an entry in a file system in the described virtualized environment; 

FIG. 5 is a flowchart depicting one embodiment of the steps taken to 

delete an entry from a file system in the described virtualized environment; 

25 FIG. 6 is a flowchart depicting one embodiment of the steps taken to 

enumerate entries in a file system in the described virtualized environment; 

FIG. 7 is a flowchart depicting one embodiment of the steps taken to 

create an entry in a file system in the described virtualized environment; 
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FIG. 8 is a flowchart depicting one embodiment of the steps taken to open 

a registry key in the described virtualized environment; 

FIG. 9 is a flowchart depicting one embodiment of the steps taken to 

delete a registry key in the described virtualized environment; 

5 FIG. 10 is a flowchart depicting one embodiment of the steps taken to 

enumerate subkeys of a key in a registry database in the described virtualized 

environment; 

FIG. 11 is a flowchart depicting one embodiment of the steps taken to 

create a registry key in the described virtualized environment; 

10 FIG. 12 is a flowchart depicting one embodiment of the steps taken to 

virtualize access to named objects; 

FIG. 13 is a flowchart depicting one embodiment of the steps taken to 

virtualize window names and window classes in the described environment; 

FIGs. 13A is a flowchart depicting one embodiment of the steps taken to 

15 determine literal window names and window class names; 

FIG. 14 is a flowchart depicting one embodiment of the steps taken to 

invoke an out-of-process COM server in the described virtualized environment; 

FIG. 15 is a flowchart depicting one embodiment of the steps taken to 

virtualize application invocation using file-type association; and 

20 FIG. 16 is a flowchart depicting one embodiment of the steps taken to 

move a process from a source isolation scope to a target isolation scope. 
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Index 

The index is intended to help the reader follow the discussion of the 

invention: 

1.0 Isolation Environment Conceptual Overview 

5 1. 1 Application Isolation 

1.2 User Isolation 

1.3 Aggregate view of native resources 

1.4 Association of processes with isolation scopes 

1.4.1 Association of out-of-scope processes with isolation scopes 

10 2.0 Virtualization Mechanism Overview 

15 

20 

25 

3.0 Installation into an isolation environment 

4.0 Execution in an isolation environment 

4.1 File system virtualization 

4.1.1 File System Open Operations 

4.1.2 File System Delete Operations 

4.1.3 File System Enumerate Operations 

4. 1.4 File System Create Operations 

4.1.5 Short Filename Management 

4.2 Registry virtualization 

4.2.1 Registry Open Operations 

4.2.2 Registry Delete Operations 

4.2.3 Registry Enumerate Operations 

4.2.4 Registry Create Operations 

4.3 Named object virtualization 

4.4 Window name virtualization 

4.5 Out-of-process COM server virtualization 

4.6 Virtualized file-type association 

4.7 Dynamic movement of processes between isolation environments 
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Detailed Description of the Invention 

1.0 Isolation Environment Conceptual Overview 

1. 1 Application Isolation 

PCT /US2005/033994 

Referring now to FIG. 2A, one embodiment of a computer running under 

5 control of an operating system 100 that has reduced application compatibility and 

application sociability problems is shown. The operating system 100 makes 

available various native resources to application programs 112, 114 via its 

system layer 108. The view of resources embodied by the system layer 108 will 

be termed the "system scope". In order to avoid conflicting access to native 

10 resources 102, 104, 106, 107 by the application programs 112, 114, an isolation 

environment 200 is provided. As shown in FIG. 2A, the isolation environment 

200 includes an application isolation layer 220 and a user isolation layer 240. 

Conceptually, the isolation environment 200 provides, via the application isolation 

layer 220, an application program 112, 114, with a unique view of native 

15 resources, such as the file system 102, the registry 104, objects 106, and window 

names 107. Each isolation layer modifies the view of native resources provided 

to an application. The modified view of native resources provided by a layer will 

be referred to as that layer's "isolation scope". As shown in FIG. 2A, the 

application isolation layer includes two application isolation scopes 222, 224. 

20 Scope 222 represents the view of native resources provided to application 112 

and scope 224 represents the view of native resources provided to application 

114. Thus, in the embodiment shown in FIG. 2A, APP1 112 is provided with a 

specific view of the file system 102', while APP2 114 is provided with another 

view of the file system 102" which is specific to it. In some embodiments, the 

25 application isolation layer 220 provides a specific view of native resources 102, 

104, 106, 107 to each individual application program executing on top of the 

operating system 100. In other embodiments, application programs 112, 114 

may be grouped into sets and, in these embodiments, the application isolation 

layer 220 provides a specific view of native resources for each set of application 
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programs. Conflicting application programs may be put into separate groups to 

enhance the compatibility and sociability of applications. In still further 

embodiments, the applications belonging to a set may be configured by an 

administrator. In some embodiments, a "passthrough" isolation scope can be 

5 defined which corresponds exactly to the system scope. In other words, 

applications executing within a passthrough isolation scope operate directly on 

the system scope. 

In some embodiments, the application isolation scope is further divided 

into layered sub-scopes. The main sub-scope contains the base application 

10 isolation scope, and additional sub-scopes contain various modifications to this 

scope that may be visible to multiple executing instances of the application. For 

example, a sub-scope may contain modifications to the scope that embody a 

change in the patch level of the application or the installation or removal of 

additional features. In some embodiments, the set of additional sub-scopes that 

15 are made visible to an instance of the executing application is configurable. In 

some embodiments, that set of visible sub-scopes is the same for all instances of 

the executing application, regardless of the user on behalf of which the 

application is executing. In others, the set of visible sub-scopes may vary for 

different users executing the application. In still other embodiments, various sets 

20 of sub-scopes may be defined and the user may have a choice as to which set to 

use. In some embodiments, sub-scopes may be discarded when no longer 

needed. In some embodiments, the modifications contained in a set of sub­

scopes may be merged together to form a single sub-scope. 

25 

1.2 User Isolation 

Referring now to FIG. 2B, a multi-user computer having reduced 

application compatibility and application sociability problems is depicted. The 

multi-user computer includes native resources 102, 104, 106, 107 in the system 

layer 108, as well as the isolation environment 200 discussed immediately 

above. The application isolation layer 220 functions as discussed above, 
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providing an application or group of applications with a modified view of native 

resources. The user isolation layer 240, conceptually, provides an application 

program 112, 114, with a view of native resources that is further altered based on 

user identity of the user on whose behalf the application is executed. As shown 

5 in Fl G. 2B, the user isolation layer 240 may be considered to comprise a number 

of user isolation scopes 242', 242", 242"', 242"", 242""', 242"'"' (generally 242). 

A user isolation scope 242 provides a user-specific view of application-specific 

views of native resources. For example, APP1 112 executing in user session 

110 on behalf of user "a" is provided with a file system view 102'(a) that is altered 

10 or modified by both the user isolation scope 242' and the application isolation 

scope 222. 

Put another way, the user isolation layer 240 alters the view of native 

resources for each individual user by "layering" a user-specific view modification 

provided by a user isolation scope 242' "on top of' an application-specific view 

15 modification provided by an application isolation scope 222, which is in turn 

"layered on top of' the system-wide view of native resources provided by the 

system layer. For example, when the first instance of APP1 112 accesses an 

entry in the registry database 104, the view of the registry database specific to 

the first user session and the application 104'(a) is consulted. If the requested 

20 registry key is found in the user-specific view of the registry 104'(a), that registry 

key is returned to APP1 112. If not, the view of the registry database specific to 

the application 104' is consulted. If the requested registry key is found in the 

application-specific view of the registry 104', that registry key is returned to APP1 

112 _ If not, then the registry key stored in the registry database 104 in the 

25 system layer 108 (i.e. the native registry key) is returned to APP1 112. 

In some embodiments, the user isolation layer 240 provides an isolation 

scope for each individual user. In other embodiments, the user isolation layer 

240 provides an isolation scope for a group of users, which may be defined by 

roles within the organization or may be predetermined by an administrator. In 
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still other embodiments, no user isolation layer 240 is provided. In these 

embodiments, the view of native resources seen by an application program is 

that provided by the application isolation layer 220. The isolation environment 

200, although described in relation to multi-user computers supporting concurrent 

5 execution of application programs by various users, may also be used on single­

user computers to address application compatibility and sociability problems 

resulting from sequential execution of application programs on the same 

computer system by different users, and those problems resulting from 

installation and execution of incompatible programs by the same user. 

In some embodiments, the user isolation scope is further divided into sub­

scopes. The modifications by the user isolation scope to the view presented to 

an application executing in that scope is the aggregate of the modifications 

contained within each sub-scope in the scope. Sub-scopes are layered on top of 

each other, and in the aggregate view modifications to a resource in a higher 

15 sub-scope override modifications to the same resource in lower layers. 

In some of these embodiments, one or more of these sub-scopes may 

contain modifications to the view that are specific to the user. In some of these 

embodiments, one or more sub-scopes may contain modifications to the view 

that are specific to sets of users, which may be defined by the system 

20 administrators or defined as a group of users in the operating system. In some of 

these embodiments, one of these sub-scopes may contain modifications to the 

view that are specific to the particular login session, and hence that are 

discarded when the session ends. In some of these embodiments, changes to 

native resources by application instances associated with the user isolation 

25 scope always affects one of these sub-scopes, and in other embodiments those 

changes may affect different sub-scopes depending on the particular resource 

changed. 

1.3 Aggregate Views of Native Resources 
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The conceptual architecture described above allows an application 

executing on behalf of a user to be presented with an aggregate, or unified, 

virtualized view of native resources, specific to that combination of application 

and user. This aggregated view may be referred to as the "virtual scope". The 

5 application instance executing on behalf of a user is presented with a single view 

of native resources reflecting all operative virtualized instances of the native 

resources. Conceptually this aggregated view consists firstly of the set of native 

resources provided by the operating system in the system scope, overlaid with 

the modifications embodied in the application isolation scope applicable to the 

10 executing application, further overlaid with the modifications embodied in the 

user isolation scope applicable to the application executing on behalf of the user. 

The native resources in the system scope are characterized by being common to 

all users and applications on the system, except where operating system 

permissions deny access to specific users or applications. The modifications to 

15 the resource view embodied in an application isolation scope are characterized 

as being common to all instances of applications associated with that application 

isolation scope. The modifications to the resource view embodied in the user 

isolation scope are characterized as being common to all applications associated 

with the applicable application isolation scope that are executing on behalf of the 

20 user associated with the user isolation scope. 

This concept can be extended to sub-scopes; the modifications to the 

resource view embodied in a user sub-scope are common to all applications 

associated with the applicable isolation sub-scope executing on behalf of a user, 

or group of users, associated with a user isolation sub-scope. Throughout this 

25 description it should be understood th at whenever general reference is made to 

"scope," it is intended to also refer to sub-scopes, where those exist. 

When an application requests enumeration of a native resource, such as a 

portion of the file system or registry database, a virtualized enumeration is 

constructed by first enumerating the usystem-scoped" instance of the native 
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resource, that is, the instance found in the system layer, if any. Next, the 

"application-scoped" instance of the requested resource, that is the instance 

found in the appropriate application isolation scope, if any, is enumerated. Any 

enumerated resources encountered in the application isolation scope are added 

5 to the view. If the enumerated resource already exists in the view (because it 

was present in the system scope, as well), it is replaced with the instance of the 

resource encountered in the application isolation scope. Similarly, the "user­

scoped" instance of the requested resource, that is the instance found in the 

appropriate user isolation scope, if any, is enumerated_ Again, any enumerated 

10 resources encountered in the user isolation scope are added to the view. If the 

native resource already exists in the view (because it vvas present in the system 

scope or in the appropriate application isolation scope), it is replaced with the 

instance of the resource encountered in the user isolation scope. In this manner, 

any enumeration of native resources will properly reflect virtualization of the 

15 enumerated native resources. Conceptually the same approach applies to 

enumerating an isolation scope that comprises multiple sub-scopes. The 

individual sub-scopes are enumerated, with resources from higher sub-scopes 

replacing matching instances from lower sub-scopes in the aggregate view. 

In other embodiments, enumeration may be performed from the user 

20 isolation scope layer down to the system layer, rather than the reverse. In these 

embodiments, the user isolation scope is enumerated. Then the application 

isolation scope is enumerated and any resource instances appearing in the 

application isolation scope that were not enumerated in the user isolation scope 

are added to the aggregate view that is under construction. A similar process 

25 can be repeated for resources appearing only in the system scope. 

In still other embodiments, all isolation scopes may be simultaneously 

enumerated and the respective enumerations combined. 

If an application attempts to open an existing instance of a native resource 

with no intent to modify that resource, the specific instance that is returned to the 
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application is the one that is found in the virtual scope, or equivalently the 

instance that would appear in the virtualized enumeration of the parent of the 

requested resource. From the point of view of the isolation environment, the 

application is said to be requesting to open a "virtual resource", and the particular 

s instance of native resource used to satisfy that request is said to be the "literal 

resource" corresponding to the requested resource. 

If an application executing on behalf of a user attempts to open a resource 

and indicates that it is doing so with the intent to modify that resource, that 

application instance is normally given a private copy of that resource to modify, 

1 o as resources in the application isolation scope and system scope are common to 

applications executing on behalf of other users. Typically a user-scoped copy of 

the resource is made, unless the user-scoped instance already exists. The 

definition of the aggregate view provided by a virtual scope means that the act of 

copying an application-scoped or system-scoped resource to a user isolation 

15 scope does not change the aggregate view provided by the virtual scope for the 

user and application in question, nor for any other user, nor for any other 

application instance. Subsequent modifications to the copied resource by the 

application instance executing on behalf of the user do not affect the aggregate 

view of any other application instance that does not share the same user 

20 isolation scope. In other words, those modifications do not change the aggregate 

view of native resources for other users, or for application instances not 

associated with the same application isolation scope. 

1 .4 Association of processes with isolation scopes 

Applications may be installed into a particular isolation scope (described 

2s below in more detail). Applications that are installed into an isolation se-ope are 

always associated with that scope. Alternatively, applications may be launched 

into a particular isolation scope, or into a number of isolation scopes. In effect, 

an application is launched and associated with one or more isolation scopes. 

The associated isolation scope, or scopes, provide the process with a particular 
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view of native resources. Applications may also be launched into the system 

scope, that is, they may be associated with no isolation scope. This allows for 

the selective execution of operating system applications such as Internet 

Explorer, as well as third party applications, within an isolation environment. 

s This ability to launch applications within an isolation scope regardless of 

where the application is installed mitigates application compatibility and 

sociability issues without requiring a separate installation of the application within 

the isolation scope. The ability to selectively launch installed applications in 

different isolation scopes provides the ability to have applications which need 

10 helper applications (such as Word, Notepad, etc.) to have those helper 

applications launched with the same rule sets. 

Further, the ability to launch an application within multiple isolated 

environments allows for better integration between isolated applications and 

common applications. 

15 Referring now to FIG. 2C, and in brief overview, a method for associating 

a process with an isolation scope includes the steps of launching the process in a 

suspended state (step 282). The rules associated with the desired isolation 

scope are retrieved (step 284) and an identifier for the process and the retrieved 

rules are stored in a memory element (step 286) and the suspended process is 

20 resumed (step 288). Subsequent calls to access native resources made by the 

process are intercepted or hooked (step 290) and the rules associated with the 

process identifier, if any, are used to virtualize access to the requested resource 

(step 292). 

Still referring to FIG. 2C, and in more detail, a process is launched in a 

25 suspended state (step 282). In some embodiments, a custom launcher program 

is used to accomplish this task. In some of these embodiments, the launcher is 

specifically designed to launch a process into a selected isolation scope. In other 

embodiments, the launcher accepts as input a specification of the desired 

isolation scope, for example, by a command line option. 
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The rules associated with the desired isolation scope are retrieved (step 

284). In some embodiments, the rules are retrieved from a persistent storage 

element, such as a hard disk drive or other solid state memory element. The 

rules may be stored as a relational database, flat file database, tree-structured 

5 database, binary tree structure, or other persistent data structure. In other 

embodiments, the rules may be stored in a data structure specifically configured 

to store them. 

An identifier for the process, such as a process id (PIO), and the retrieved 

rules are stored in a memory element (step 286). In some embodiments, a 

10 kernel mode driver is provided that receives operating system messages 

concerning new process creation. In these embodiments, the PIO and the 

retrieved rules may be stored in the context of the driver. In other embodiments, 

a file system filter driver, or mini-filter, is provided that intercepts native resource 

requests. In these embodiments, the PIO and the retrieved rules may be stored 

15 in the filter. In other embodiments still, all interception is performed by user­

mode hooking and no PIO is stored at all. The rules are loaded by the user­

mode hooking apparatus during the process initialization, and no other 

component needs to know the rules that apply to the PIO because rule 

association is performed entirely in-process. 

20 The suspended process is resumed (step 288) and subsequent calls to 

access native resources made by the process are intercepted or hooked (step 

290) and the rules associated with the process identifier, if any, are used to 

virtualize access to the requested resource (step 292). In some embodiments, a 

file system filter driver, or mini-filter, intercepts requests to access native 

25 resources and determines if the process identifier associated with the intercepted 

request has been associated with a set of rules. If so, the rules associated with 

the stored process identifier are used to virtualize the request to access native 

resources. If not, the request to access native resources is passed through 

unmodified. In other embodiments, a dynamically-linked library is loaded into the 
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newly-created process and the library loads the isolation rules. In still other 

embodiments, both kernel mode techniques (hooking, filter driver, mini-filter) and 

user-mode techniques are used to intercept calls to access native resources. 

For embodiments in which a file system filter driver stores the rules, the library 

5 may load the rules from the file system filter driver. 

Processes that are "children" of processes associated with isolation 

scopes are associated with the isolation scopes of their "parent" process. In 

some embodiments, this is accomplished by a kernel mode driver notifying the 

file system filter driver when a child process is created. In these embodiments, 

10 the file system filter driver determines if the process identifier of the parent 

process is associated with an isolation scope. If so, file system filter driver stores 

an association between the process identifier for the newly-created child process 

and the isolation scope of the parent process. In other embodiments, the file 

system filter driver can be called directly from the system without use of a kernel 

15 mode driver. In other embodiments, in processes that are associated with 

isolation scopes, operating system functions that create new processes are 

hooked or intercepted. When request to create a new process are received from 

such a process, the association between the new child process and the isolation 

scope of the parent is stored. 

20 

25 

In some embodiments, a scope or sub-scope may be associated with an 

individual thread instead of an entire process, allowing isolation to be performed 

on a per-thread basis. In some embodiments, per-thread isolation may be used 

for Services and COM+ servers. 

1.4.1 Associating out-of-~cope processes with isolation scopes 

Another aspect of this invention is the ability to associate any application 

instance with any application isolation scope, regardless of whether the 

application was installed into that application isolation scope, another application 

isolation scope or no application isolation scope. Applications which were not 

installed into a particular application scope can nevertheless be executed on 
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behalf of a user in the context of an application isolation scope and the 

corresponding user isolation scope, because their native resources are available 

to them via the aggregated virtual scope formed by the user isolation scope, 

application isolation scope and system scope. Where it is desired to run an 

s application in an isolation scope, this provides the ability for applications installed 

directly into the system scope to be run within the isolation scope without 

requiring a separate installation of the application within the isolation scope. This 

also provides the ability for applications installed directly into the system scope to 

be used as helper applications in the context of any isolation scope. 

1 o Each application instance, including all of the processes that make up the 

executing application, is associated with either zero or one application isolation 

scopes, and by extension exactly zero or one corresponding user isolation 

scopes. This association is used by the rules engine when determining which 

rule, if any, to apply to a resource request. The association does not have to be 

15 to the application isolation scope that the application was installed into, if any. 

Many applications that are installed into an isolation scope will not function 

correctly when running in a different isolation scope or no isolation scope 

because they cannot find necessary native resources. However, because an 

isolation scope is an aggregation of resource views including the system scope, 

20 an application installed in the system scope can generally function correctly 

inside any application isolation scope. This means that helper programs, as well 

as out-of-process COM servers, can be invoked and executed by an application 

executing on behalf of a user in a particular isolation scope. 

In some embodiments, applications that are installed in the system scope 

25 are executed in an isolation scope for the purpose of identifying what changes 

are made to the computer's files and configuration settings as a result of this 

execution. As all affected files and configuration settings are isolated in the user 

isolation scope, these files and configuration settings are easily identifiable. In 

some of these embodiments, this is used in order to report on the changes made 
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to the files and configuration settings by the application. In some embodiments, 

the files and configuration settings are deleted at the end of the application 

execution, which effectively ensures that no changes to the computer's files and 

configuration setting are stored as a result of application execution. In still other 

5 embodiments, the files and configuration settings are selectively deleted or not 

deleted at the end of the application execution, which effectively ensures that 

only some changes to the computer's files and configuration setting are stored as 

a result of application execution. 

10 

2. 0 Virtualization Mechanism Overview 

Referring now to FIG. 3A, one embodiment of the steps to be taken to 

virtualize access to native resources in execute mode, which will be distinguished 

from install mode below, is shown. In brief overview, a request to access a 

native resource is intercepted or received (step 302). The request identifies the 

native resource to which access is sought. The applicable rule regarding how to 

15 treat the received access request is determined (step 304). If the rule indicates 

the request should be ignored, the access request is passed without modification 

to the system layer (step 306) and the result returned to the requestor (step 310). 

If the rule indicates that the access request should be either redirected or 

isolated, the literal instance of the resource that satisfies the request is identified 

20 (step 308), a modified or replacement request for the literal resource is passed to 

the system layer (step 306) and the result is returned to the requester (step 310). 

Still referring to FIG. 3, and in more detail, a request identifying a native 

resource is intercepted or received (step 302). In some embodiments, requests 

for native resources are intercepted by "hooking" functions provided by the 

25 operating system for applications to make native resource requests. In specific 

embodiments, this is implemented as a dynamically-linked library that is loaded 

into the address space of every new process created by the operating system, 

and which performs hooking during its initialization routine. Loading a DLL into 

every process may be achieved via a facility provided by the operating system, or 
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alternatively by modifying the executable image's list of DLLs to import, either in 

the disk file, or in memory as the executable image for the process is loaded from 

disk. In other embodiments, function hooking is performed by a service, driver 

or daemon. In other embodiments, executable images, including shared libraries 

5 and executable files, provided by the operating system may be modified or 

patched in order to provide function hooks or to directly embody the logic of this 

invention. For specific embodiments in which the operating system is a member 

of the Microsoft WINDOWS family of operating systems, interception may be 

performed by a kernel mode driver hooking the System Service Dispatch Table. 

10 In still other embodiments, the operating system may provide a facility allowing 

third parties to hook functions that request access to native resources. In some 

of these embodiments, the operating system may provide this facility via an 

application programming interface (API) or a debug facility. 

In other embodiments, the native resource request is intercepted by a filter 

15 in the driver stack or handler stack associated with the native resource. For 

example, some members of the family of Microsoft WINDOWS operating 

systems provide the capability to plug a third-party filter driver or mini-filter into 

the file system driver stack and a file system filter driver or mini-filter may be 

used to provide the isolation functions described below. In still other 

20 embodiments the invention comprises a file system implementation that directly 

incorporates the logic of this invention. Alternatively, the operating system may 

be rewritten to directly provide the functions described below. In some 

embodiments, a combination of some or all of the methods listed above to 

intercept or receive requests for resources may be simultaneously employed. 

25 In many embodiments, only requests to open an existing native resource 

or create a new native resource are hooked or intercepted. In these 

embodiments, the initial access to a native resource is the access that causes 

the resource to be virtualized. After the initial access, the requesting application 

program is able to communicate with the operating system concerning the 
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virtualized resource using a handle or pointer or other identifier provided by the 

operating system that directly identifies the literal resource. In other 

embodiments, other types of requests to operate on a virtualized native resource 

are also hooked or intercepted. In some of these embodiments, requests by the 

s application to open or create virtual resources return virtual handles that do not 

directly identify the literal resource, and the isolation environment is responsible 

for translating subsequent requests against virtual handles to the corresponding 

literal resource. In some of those embodiments, additional virtualization 

operations can be deferred until proven necessary. For example, the operation 

10 of providing a private modifiable copy of a resource to an isolation scope can be 

deferred until a request to change the resource is made, rather than when the 

resource is opened in a mode that allows subsequent modification. 

Once the native resource request is intercepted or received, the applicable 

rule determining how to treat the particular request is determined (step 304). The 

15 most applicable rule may be determined by reference to a rules engine, a 

database of rules, or a flat file containing rules organized using an appropriate 

data structure such as a list or a tree structure. In some embodiments, rules are 

accorded a priority that determines which rule will be regarded as most 

applicable when two or more rules apply. In some of these embodiments, rule 

20 priority is included in the rules themselves or, alternatively, rule priority may be 

embedded in the data structure used to store the rules, for example, rule priority 

may be indicated by a rule's position in a tree structure. The determined rule 

may include additional information regarding how to process the virtualized 

resource request such as, for example, to which literal resource to redirect the 

25 request. In a specific embodiment a rule is a triple comprising a filter field, an 

action field, and data field. In this embodiment, the filter field includes the filter 

used to match received native resource requests to determine if the rule is valid 

for the requested resource name. The action field can be "ignore," "redirect," or 

"isolate". The data field may be any additional information concerning the action 
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to be taken when the rule is valid, including the function to be used when the rule 

is valid. 

A rule action of "ignore" means the request directly operates on the 

requested native resource in the system scope. That is, the request is passed 

s unaltered to the system layer 108 (step 306) and the request is fulfilled as if no 

isolation environment 200 exists. In this case, the isolation environment is said 

to have a "hole", or the request may be referred to as a "passthrough"' request. 

If the rule action indicates that the native resource request should be 

redirected or isolated, then the literal resource that satisfies the request is 

10 identified {step 308). 

A rule action of "redirect" means that the request directly operates on a 

system-scoped native resource, albeit a different resource than specified in the 

request. The literal resource is identified by applying a mapping function 

specified in, or implied by, the data field of the determined rule to the name of the 

15 requested native resource. In the most general case the literal native resource 

may be located anywhere in the system scope. As a simple example, the rule 

{prefix_match ("c:\temp\", resource name), REDIRECT, replace_prefix 

("c:\temp\", "d:\wutemp\", resource name)} will redirect a requested access to the 

file c:\temp\examples\d1 .txt to the literal file d:\wutemp\examples\d1 .1xt. The 

20 mapping function included in the data field of the rule and the matchi ng function 

may be further generalized to support complex behaviors by, for example, using 

regular expressions. Some embodiments may provide the ability to specify 

mapping functions that locate the literal resource within the user isolation scope 

or a sub-scope applicable to the application executing on behalf of the user, or 

25 the application isolation scope or a sub-scope applicable to the application. 

Further embodiments may provide the ability to specify mapping functions that 

locate the literal resource within the application isolation scope applicable to a 

different application in order to provide a controlled form of interaction between 

isolated applications. In some particular embodiments, the "redirectn action can 
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be configured to provide behavior equivalent to the "ignore" rule action. In these 

embodiments, the literal resource is exactly the requested native resource. 

When this condition is configured, the isolation environment may be said to have 

a "hole," or the request may be referred to as a "passthrough" request. 

A rule action of "isolate" means that the request operates on a literal 

resource that is identified using the appropriate user isolation scope and 

application isolation scope. That is, the identifier for the literal resource is 

determined by modifying the identifier for the requested native resource using the 

user isolation scope, the application isolation scope, both scopes, or neither 

10 scope. The particular literal resource identified depends on the type of access 

requested and whether instances of the requested native resource already exist 

in the applicable user isolation scope, the applicable application isolation scope 

and the system scope. 

FIG. 38 depicts one embodiment of steps taken to identify the literal 

15 resource (step 306 in FIG. 3A) when a request to open a native resource is 

received that indicates the resource is being opened with the intention of 

modifying it. Briefly, a determination is made whether the user-scoped instance, 

that is, an instance that exists in an applicable user scope or user sub-scope, of 

the requested native resource exists (step 354). If so, the user-scoped instance 

20 is identified as the literal resource for the request (step 372), and that instance is 

opened and returned to the requestor. If the user-scoped instance does not 

exist, a determination whether the application-scoped instance of the requested 

native resource exists is made (step 356). If the application-scoped instance 

exists, it is identified as the "candidate" resource instance (step 359), and 

25 permission data associated with the candidate instance is checked to determine 

if modification of that instance is allowed (step 362). If no application-scoped 

instance exists, then a determination is made whether the system-scoped 

instance of the requested native resource exists (step 358). If it does not, an 

error condition is returned to the requester indicating that the requested 
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virtualized resource does not exist in the virtual scope (step 360). However, if 

the system-scoped resource exists, it is identified as the candidate resource 

instance (step 361), and permission data associated with the candidate instance 

is checked to determine if modification of that instance is allowed (step 362). If 

5 not, an error condition is returned to the requestor (step 364) indicating that 

modification of the virtualized resource is not allowed. If the permission data 

indicates that the candidate resource may be modified, a user-scoped copy of 

the candidate instance of the native resource is made (step 370), the user­

scoped instance is identified as the literal instance for the request (step 372), and 

10 is opened and returned to the requestor. 

Still referring to FIG. 38, and in more detail, a determination is made 

whether the user-scoped resource exists, or in other words, whether the 

requested resource exists in the applicable user scope or sub-scope (step 354). 

The applicable user scope or sub-scope is the scope associated with the user 

15 that is layered on the application isolation scope associated with the application 

making the request. The user isolation scope or a sub-scope, in the file system 

case, may be a directory under which all files that exist in the user isolation 

scope are stored. In some of these embodiments, the directory tree structure 

under the user isolation directory reflects the path of the requested resource. For 

20 example, if the requested file is c:\temp\test.txt and the user isolation scope 

directory is d:\user1\app1\, then the path to the user-scoped literal file may be 

d:\user1\app1\c\temp\test.txt. In other embodiments, the path to the user­

scoped literal may be defined in a native naming convention. For example, the 

path to the user-scoped literal file may be 

25 d:\user1\app1\device\harddisk1\temp\test.txt. In still other embodiments, the 

user-scoped files may all be stored in a single directory with names chosen to be 

unique and a database may be used to store the mapping between the 

requested file name and the name of the corresponding literal file stored in the 

directory. In still other embodiments, the contents of the literal files may be 
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stored in a database. In still other embodiments, the native file system provides 

the facility for a single file to contain multiple independent named "streams", and 

the contents of the user-scoped files are stored as additional streams of the 

associated files in the system scope. Alternatively, the literal files may be stored 

5 in a custom file system that may be designed to optimize disk usage or other 

criteria of interest. 

If the user-scoped resource instance does not exist, then a determination 

is made whether the application-scoped resource exists, or in other words 

whether the requested resource exists in the application isolation scope (step 

10 356). The methods described above are used to make this determination. For 

example, if the requested file is c:\temp\test.txt and the application isolation 

scope directory is e:\app1\, then the path to the application-scoped file may be 

e:\app1\c\temp\test.txt. As above, the path to the application-scoped file may be 

stored in a native naming convention. The embodiments described above may 

15 also apply to the application isolation scope. 

If the application-scoped resource does not exist, then a determination is 

made whether the system-scoped resource exists, or in other words, whether the 

requested resource exists in the system scope (step 358). For example, if the 

requested file is c:\temp\test.txt then the path to the system-scoped file is 

20 c:\temp\test.txt. If the requested resource does not exist in the system scope, an 

indication that the requested resource does not exist in the virtual scope is 

returned to the requester (step 360). 

Whether the candidate resource instance for the requested resource is 

located in the application isolation scope or in the system scope, a determination 

25 is made whether modification of the candidate resource instance is allowed (step 

362). For example, the candidate native resource instance may have associated 

native permission data indicating that modification of the candidate instance is 

not allowed by that user. Further, the rules engine may include configuration 

settings instructing the isolation environment to obey or override the native 
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permission data for virtualized copies of resources. In some embodiments, the 

rules may specify for some virtual resources the scope in which modifications are 

to occur, for example the system scope or the application isolation scope or a 

sub-scope, or the user isolation scope or a sub-scope. In some embodiments, 

5 the rules engine may specify configuration settings that apply to subsets of the 

virtualized native resources based on hierarchy or on type of resource accessed. 

In some of these embodiments, the configuration settings may be specific to 

each atomic native resource. In another example, the rules engine may include 

configuration data that prohibits or allows modification of certain classes of files, 

10 such as executable code or MIME types or file types as defined by the operating 

system. 

If the determination in step 362 is that modification of the candidate 

resource instance is not allowed, then an error condition is returned to the 

requestor indicating that write access to the virtual resource is not allowed (step 

15 364). If the determination in step 362 is that modification of the candidate 

resource instance is allowed, then the candidate instance is copied to the 

appropriate user isolation scope or sub-scope (step 370). For embodiments in 

which the logical hierarchy structure of the requested native resource is 

maintained in the isolation scopes, copying the candidate instance of the 

20 resource to the user isolation scope may require the creation in the user isolation 

scope of hierarchy placeholders. A hierarchy placeholder is a node that is placed 

in the hierarchy to correctly locate the copied resource in the isolation scope. A 

hierarchy placeholder stores no data, is identified as a placeholder node, and 

"does not exist" in the sense that it cannot be the literal resource returned to a 

25 requester. In some embodiments, the identification of a node as a placeholder 

node is made by recording the fact in metadata attached to the node, or to the 

parent of the node, or to some other related entity in the system layer. In other 

embodiments, a separate repository of placeholder node names is maintained. 
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In some embodiments, the rules may specify that modifications to 

particular resources may be made at a particular scope, such as the application 

isolation scope. In those cases the copy operation in step 370 is expanded to 

determine whether modification to the candidate resource instance is allowed at 

5 the scope or sub-scope in which it is found. If not, the candidate resource 

instance is copied to the scope or sub-scope in which modification is allowed, 

which may not always be the user isolation scope, and the new copy is identified 

as the literal resource instance (step 372). If so, the candidate resource instance 

is identified as the literal instance (step 372), and is opened and the result 

10 returned to the requester (step 306). 

Referring back to FIG. 3A, the literal resource instance, whether located in 

step 354 or created in step 370, is opened (step 306) and returned to the 

requester (step 310). In some embodiments, this is accomplished by issuing an 

"open" command to the operating system and returning to the requester the 

15 response from the operating system to the "open" command. 

If an application executing on behalf of a user deletes a native resource, 

the aggregated view of native resources presented to that application as the 

virtual scope must reflect the deletion. A request to delete a resource is a 

request for a special type of modification, albeit one that modifies the resource by 

20 removing its existence entirely. Conceptually a request to delete a resource 

proceeds in a similar manner to that outlined in Figure 3A, including the 

determination of the literal resource as outlined in Figure 3B. However, step 306 

operates differently for isolated resources and for redirected or ignored 

resources. For redirect and ignore, the literal resource is deleted from the 

25 system scope. For isolate, the literal resource is "virtually" deleted, or in other 

words the fact that it has been deleted is recorded in the user isolation scope. A 

deleted node contains no data, is identified as deleted, and it and all of its 

descendants "do not exist". In other words, if it is the resource or the ancestor of 

a resource that would otherwise satisfy a resource request a "resource not found" 
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error is returned to the requestor. Further details will be outlined in Section 4. In 

some embodiments, the identification of a node as a deleted node is made by 

recording the fact in metadata attached to the node, or to the parent of the node, 

or to some other related entity in the system layer. In other embodiments, a 

5 separate repository of deleted node names is maintained, for example, in a 

separate sub-scope. 

3.0 Installation into an isolation environment 

The application isolation scope described above can be considered as the 

scope in which associated application instances share resources independently 

10 of any user, or equivalently on behalf of all possible users, including the 

resources that those application instances create. The main class of such 

resources is the set created when an application is installed onto the operating 

system. As shown in Fig. 1A, two incompatible applications cannot both be 

installed into the same system scope, but this problem can be resolved by 

15 installing at least one of those applications into an isolation environment. 

An isolation scope, or an application instance associated with an isolation 

scope, can be operated in an "install mode" to support installation of an 

application. This is in contrast to "execute mode" described below in connection 

with FIGs. 4-16. In install mode, the application installation program is 

20 associated with an application isolation scope and is presumed to be executing 

on behalf of all users. The application isolation scope acts, for that application 

instance, as if it were the user isolation scope for "all users", and no user 

isolation scope is active for that application instance. 

FIG. 3C depicts one embodiment of steps taken in install mode to identify 

25 a literal resource when a request to open a native resource is received that 

indicates the resource is being opened with the intention of modifying it. Briefly, 

as no user-isolation scope is active, a determination is first made whether the 

application-scoped instance of the requested native resource exists (step 374). If 

the application-scoped instance exists, it is identified as the literal resource 
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instance (step 384). If no application-scoped instance exists, a determination is 

made whether the system-scoped instance of the requested native resource 

exists (step 376). If it does not, an error condition is returned to the requester 

indicating that the requested virtualized resource does not exist in the virtual 

s scope (step 377). However, if the system-scoped resource exists, it is identified 

as the candidate resource instance (step 378), and permission data associated 

with the candidate insta nee is checked to determine if modification of that 

instance is allowed (step 380). If not, an error condition is returned to the 

requester (step 381) indicating that modification of the virtualized resource is not 

10 allowed. If the permission data indicates that the candidate resource may be 

modified, as no user-isolation scope is active, an application-scoped copy of the 

candidate instance of the native resource is made (step 382), and the 

application-scoped instance is identified as the literal instance for the request 

(step 384). In some embodiments, the candidate file is copied to a location 

15 defined by the rules engine. For example, a rule may specify that the file is 

copied to an application isolation scope. In other embodiments the rules may 

specify a particular application isolation sub-scope or user isolation sub-scope to 

which the file should be copied. Any ancestors of the requested file that do not 

appear in the isolation scope to which the file is copied are created as 

20 placeholders in the isolation scope in order to correctly locate the copied instance 

in the hierarchy. 

FIG. 3D shows one embodiment of steps taken in install mode to identify 

the literal resource when a request to create a native resource is received. 

Briefly, as no user-isolation scope is active, a determination is first made whether 

25 the application-scoped instance of the requested native resource exists (step 

390). If the application-scoped instance exists, an error condition may be 

returned to the requester indicating that the resource cannot be created because 

it already exists (step 392). If no application-scoped instance exists, a 

determination may be made whether the system-scoped instance of the 
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requested native resource exists (step 394). ff the system-scoped instance 

exists, an error condition may be returned to the requestor indicating that the 

resource cannot be created because it already exists (step 392). In some 

embodiments, the request used to open the resource may specify that any extant 

5 system-scoped instance of the resource may be overwritten. ff the system­

scoped resource instance does not exist, the application-scoped resource 

instance may be identified as the literal instance which will be created to fulfill the 

request ( step 396). 

By comparing FIGs. 38 with FIGs. 3C and 3D, it can be seen that install 

IO mode operates in a similar manner to execute mode, with the application 

isolation scope taking the place of the user isolation scope. In other words, 

modifications to persistent resources, including creation of new resources, take 

place in the appropriate application isolation scope instead of the appropriate 

user isolation scope. Furthermore, virtualization of access to existing isolated 

15 resources also ignores the appropriate user isolation scope and begins searching 

for a candidate literal resource in the application isolation scope. 

There are two other cases where the application isolation scope operates 

in this manner to contain modifications to existing resources and creation of new 

resources. Firstly, there may be an isolation environment configured to operate 

20 without a user isolation layer, or a virtual scope configured to operate without a 

user isolation scope. In this case, the application isolation scope is the only 

isolation scope that can isolate modified and newly created resources. Secondly, 

the rules governing a particular set of virtual resources may specify that they are 

to be isolated into the appropriate application isolation scope rather than into the 

2s appropriate user isolation scope. Again, this means modifications to and 

creations of resources subject to that rule will be isolated into the appropriate 

application isolation scope where they are visible to all application instances 

sharing that scope, rather than in the user isolation scope where they are only 

visible to the user executing those application instances. 
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In still other embodiments, an isolation environment may be configured to 

allow certain resources to be shared in the system scope, th at is, the isolation 

environment may act, for one or more system resources, as if no user isolation 

scope and no application isolation scope exists. System resources shared in the 

5 system scope are never copied when accessed with the intent to modify, 

because they are shared by all applications and all users, i.e., they are global 

objects. 

4.0 Detailed Virtualization Examples 

The methods and apparatus described above may be used to virtualize a 

10 wide variety of native resources 108. A number of these are described in detail 

below. 

4.1 File System Virtualization 

The methods and apparatus described above may be used to virtualize 

access to a file system. As described above, a file system is commonly 

15 organized in a logical hierarchy of directories, which are themselves files and 

which may contain other directories and data files. 

4.1 . 1 File System Open Operations 

In brief overview, FIG. 4 depicts one embodiment of the steps taken to 

open a file in the virtualized environment described above. A request to open a 

20 file is received or intercepted (step 402). The request contains a file name, which 

is treated as a virtual file name by the isolation environment. The processing rule 

applicable to the target of the file system open request is determined (step 404). 

If the rule action is "redirect" (step 406), the virtual file name provided in the 

request is mapped to a literal file name according to the applicable rule (step 

25 408). A request to open the literal file using the literal file name is passed to the 

operating system and the result from the operating system is returned to the 

requester (step 410). If instead the rule action is "ignore" (step 406), then the 

literal file name is determined to be exactly the virtual file name (step 412), and 

the request to open the literal file is passed to the operating system and the 
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result from the operating system is returned to the requester (step 410). If in step 

406 the rule action is "isolate", then the file name corresponding to the virtual file 

name in the user isolation scope is identified as the candidate file name (step 

414). In other words, the candidate file name is formed by mapping the virtual 

s file name to the corresponding native file name specific to the applicable user 

isolation scope. The category of existence of the candidate file is determined l:>y 

examining the user isolation scope and any metadata associated with the 

candidate file (step 416). If the candidate file is determined to have "negative 

existence", because either the candidate file or one of its ancestor directories in 

10 the user isolation scope is marked as deleted, this means the requested virtual 

file is known to not exist. In this case, an error condition indicating the requested 

file is not found is returned to the requester (step 422). If instead in step 416 the 

candidate file is determined to have "positive existence", because the candidate 

file exists in the user isolation scope and is not marked as a placeholder node, 

15 then the requested virtual file is known to exist. The candidate file is identified as 

the literal file for the request (step 418), and a request issued to open the literal 

file and the result returned to the requestor (step 420). If, however, in step 416, 

the candidate file has "neutral existence" because the candidate file does not 

exist, or the candidate file exists but is marked as a placeholder node, it is not yet 

20 known whether the virtual file exists or not. In this case the application-scoped 

file name corresponding to the virtual file name is identified as the candidate file 

name (step 424). In other words, the candidate file name is formed by mapping 

the virtual file name to the corresponding native file name specific to the 

applicable application isolation scope. The category of existence of the 

25 candidate file is determined by examining the application isolation scope and any 

metadata associated with the candidate file (step 426). If the candidate file is 

determined to have "negative existence", because either the candidate file or one 

of its ancestor directories in the application isolation scope is marked as deleted, 

this means the requested virtual file is known to not exist. In this case, an error 
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condition indicating the requested file is not found is returned to the requester 

(step 422). If instead in step 426 the candidate file is determined to have 

"positive existence", because the candidate file exists in the application isolation 

scope and is not marked as a placeholder node, then the requested virtual file is 

5 known to exist. The request is checked to determine if the open request 

indicates an intention to modify the file (step 428). If not, the candidate file is 

identified as the literal file for the request (step 418), and a request issued to 

open the literal file and the result returned to the requester (step 420). If, 

however, in step 428, it is determined that the open request indicates intention to 

10 modify the file, permission data associated with the file is checked to determine if 

modification of the file is allowed (step 436). If not, an error condition is returned 

to the requestor (step 438) indicating that modification of the file is not allowed. If 

the permission data indicates that the file may be modified, the candidate file is 

copied to the user isolation scope (step 440). In some embodiments, the 

15 candidate file is copied to a location defined by the rules engine. For example, a 

rule may specify that the file is copied to an application isolation scope. In other 

embodiments the rules may specify a particular application isolation sub-scope or 

user isolation sub-scope to which the file should be copied. Any ancestors of the 

requested file that do not appear in the isolation scope to which the file is copied 

20 are created as placeholders in the isolation scope in order to correctly locate the 

copied instance in the hierarchy. The scoped instance is identified as the literal 

file (step 442) and a request issued to open the literal file and the result returned 

to the requestor (step 420). Returning to step 426, if the candidate file has 

neutral existence because the candidate file does not exist, or because the 

25 candidate file is found but marked as a placeholder node, it is not yet known 

whether the virtual file exists or not. In this case, the system-scoped file name 

corresponding to the virtual file name is identified as the candidate file name 

(step 430). In other words, the candidate file name is exactly the virtual file 

name. If the candidate file does not exist (step 432), an error condition indicating 
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the virtual file was not found is returned to the requestor (step 434). If on the 

other hand the candidate file exists (step 432), the request is checked to 

determine if the open request indicates an intention to modify the file (step 428). 

If not, the candidate file is identified as the literal file for the request (step 418), 

s and a request issued to open the literal file and the result returned to the 

requestor (step 420). If, however, in step 428, it is determined that the open 

request indicates intention to modify the file, permission data associated with the 

file is checked to determine if modification of the file is allowed (step 436). If not, 

an error condition is returned to the requestor (step 438) indicating that 

10 modification of the file is not allowed. If the permission data indicates that the file 

may be modified, the candidate file is copied to the user isolation scope (step 

440). In some embodiments, the candidate file is copied to a location defined by 

the rules engine. For example, a rule may specify that the file is copied to an 

application isolation scope. In other embodiments the rules may specify a 

15 particular application isolation sub-scope or user isolation sub-scope to which the 

file should be copied. Any ancestors of the requested file that do not appear in 

the isolation scope are created as placeholders in the isolation scope in order to 

correctly locate the copied instance in the hierarchy. The scoped instance is 

identified as the literal file (step 442) and a request issued to open the literal file 

20 and the result returned to the requester (step 420). 

This embodiment can be trivially modified to perform a check for existence 

of a file rather than opening a file. The attempt to open the literal file in step 420 

is replaced with a check for the existence of that literal file and that status 

returned to the requestor. 

25 Still referring to FIG. 4 and now in more detail, a request to open a virtual 

file is received or intercepted (step 402). The corresponding literal file may be of 

user isolation scope, application isolation scope or system scope, or it may be 

scoped to an application isolation sub-scope or a user isolation sub-scope. In 

some embodiments, the request is hooked by a function that replaces the 
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operating system function or functions for opening a file. In another embodiment 

a hooking dynamically-linked library is used to intercept the request. The 

hooking function may execute in user mode or in kernel mode. For embodiments 

in which the hooking function executes in user mode, the hooking function may 

s be loaded into the address space of a process when that process is created. For 

embodiments in which the hooking function executes in kernel mode, the hooking 

function may be associated with an operating system resource that is used in 

dispatching requests for native files. For embodiments in which a separate 

operating system function is provided for each type of file operation, each 

10 function may be hooked separately. Alternatively, a single hooking function may 

be provided which intercepts create or open calls for several types of file 

operations. 

The request contains a file name, which is treated as a virtual file name by 

the isolation environment. The processing rule applicable to the file system open 

15 request is determined (step 404) by consulting the rules engine. In some 

embodiments the processing rule applicable to the open request is determined 

using the virtual name included in the open request. In some embodiments, the 

rules engine may be provided as a relational database. In other embodiments, 

the rules engine may be a tree-structured database, a hash table, or a flat file 

20 database. In some embodiments, the virtual file name provided for the requested 

file is used as an index into the rule engine to locate one or more rules that apply 

to the request. In particular ones of these embodiments, multiple rules may exist 

in the rules engine for a particular file and, in these embodiments, the rule having 

the longest prefix match with the virtual file name is the rule applied to the 

25 request. In other embodiments, a process identifier is used to locate in the rule 

engine a rule that applies to the request, if one exists. The rule associated with a 

request may be to ignore the request, redirect the request, or isolate the request. 

Although shown in FIG. 4 as a single database transaction or single lookup into a 

file, the rule lookup may be performed as a series of rule lookups. 
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If the rule action is "redirect" (step 406), the virtual file name provided in 

the request is mapped to a literal file name according to the applicable rule (step 

408). A request to open the literal file identified by the literal file name is passed 

to the operating system and the result from the operating system is returned to 

5 the requestor (step 410). For example, a request to open a file named "file_ 1" 

may result in the opening of a literal file named "Different_ file_ 1". In one 

embodiment, this is accomplished by calling the original version of the hooked 

function and passing the formed literal name to the function as an argument. For 

embodiments using a file system filter driver, the first request to open the file 

10 using the virtual name results in the return of a STATUS_REPARSE response 

from the file system filter driver indicating the determined literal name. The 1/0 

Manager then reissues the file open request with the determined literal name 

include in the STATUS_REPARSE response. 

If instead the rule action is "ignore" (step 406), then the literal file name is 

15 determined to be exactly the virtual file name (step 412), and the request to open 

the literal file is passed to the operating system and the result from the operating 

system is returned to the requestor (step 410). For example, a request to open a 

file named "file_ 1" will result in the opening of an actual file named "file_ 1". In 

one embodiment, this is accomplished by calling the original version of the 

20 hooked function and passing the formed literal name to the function as an 

argument. 

If in step 406 the rule action is "isolate", then the user-scoped file name 

corresponding to the virtual file name is identified as the candidate file name 

(step 414). In other words, the candidate file name is formed by mapping the 

25 virtual file name to the corresponding native file name specific to the applicable 

user isolation scope. For example, a request to open a file named "file_ 1" may 

result in the opening of an actual file named "lsolated_file_ 1". In one 

embodiment, this is accomplished by calling the original version of the hooked 

function and passing the formed literal name to the function as an argument. For 

36 

IBM Ex-1002 
Page 105



WO 2006/039181 PCT /US2005/033994 

embodiments using a file system filter driver, the first request to open the file 

using the virtual name results in the return of a STATUS_REPARSE response 

from the file system filter driver indicating the determined literal name. The 1/0 

Manager then reissues the file open request with the determined literal name 

5 include in the REPARSE response. 

In some embodiments, the literal name formed in order to isolate a 

requested system file may be based on the virtual file name received and a 

scope-specific identifier. The scope-specific identifier may be an identifier 

associated with an application isolation scope, a user isolation scope, a session 

10 isolation scope, an application isolation sub-scope, a user isolation sub-scope, or 

some combination of the above. The scope-specific identifier is used to "mangle" 

the virtual name received in the request. 

In other embodiments, the user isolation scope or a sub-scope may be a 

directory under which all files that exist in the user isolation scope are stored. In 

15 some of these embodiments, the directory tree structure under the user isolation 

directory reflects the path of the requested resource. In other words, the literal 

file path is formed by mapping the virtual file path to the user isolation scope. For 

example, if the requested file is c:\temp\test.txt and the user isolation scope 

directory is d:\user1\app1\, then the path to the user-scoped literal file may be 

20 d:\user1\app1\c\temp\test.txt. In other embodiments, the path to the user­

scoped literal may be defined in a native naming convention. For example, the 

path to the user-scoped literal file may be 

d:\user1\app1\device\harddisk1\temp\test.txt. In still other embodiments, the 

user-scoped files may all be stored in a single directory with names chosen to be 

25 unique and a database may be used to store the mapping between the 

requested file name and the name of the corresponding literal file stored in the 

directory. In still other embodiments, the contents of the literal files may be 

stored in a database. In still other embodiments, the native file system provides 

the facility for a single file to contain multiple independent named "streams", and 
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the contents of the user-scoped files are stored as additional streams of the 

associated files in the system scope. Alternatively, the literal files may be stored 

in a custom file system that may be designed to optimize disk usage or other 

criteria of interest. 

The category of existence of the candidate file is determined by examining 

the user isolation scope and any metadata associated with the candidate file 

(step 416). If the candidate file is determined to have "negative existence", 

because either the candidate file or one of its ancestor directories in the user 

isolation scope is marked as deleted, this means the requested virtual file is 

10 known to not exist. In this case, an error condition indicating the requested file is 

not found is returned to the requester (step 422). 

In some embodiments, small amounts of metadata about a file may be 

stored directly in the literal filename, such as by suffixing the virtual name with a 

metadata indicator, where a metadata indicator is a string uniquely associated 

15 with a particular metadata state. The metadata indicator may indicate or encode 

one or several bits of metadata. Requests to access the file by virtual filename 

check for possible variations of the literal filename due to the presence of a 

metadata indicator, and requests to retrieve the name of the file itself are hooked 

or intercepted in order to respond with the literal name. In other embodiments, 

20 one or more alternate names for the file may be formed from the virtual file name 

and a metadata indicator, and may be created using hard link or soft link facilities 

provided by the file system. The existence of these links may be hidden from 

applications by the isolation environment by indicating that the file is not found if 

a request is given to access a file using the name of a link. A particular link's 

25 presence or absence may indicate one bit of metadata for each metadata 

indicator, or there may be a link with a metadata indicator that can take on 

multiple states to indicate several bits of metadata. In still other embodiments, 

where the file system supports alternate file streams, an alternate file stream may 

be created to embody metadata, with the size of the stream indicating several 
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bits of metadata. In still other embed iments, a file system may directly provide 

the ability to store some 3rd party metadata for each file in the file system. 

In specific ones of these embodiments, a list of deleted files or file system 

elements may be maintained and consulted to optimize this check for deleted 

5 files. In these embodiments, if a deleted file is recreated then the file name may 

be removed from the list of deleted files. In others of these embodiments, a file 

name may be removed from the list if the list grows beyond a certain size. 

If instead in step 416 the candidate file is determined to have "positive 

existence", because the candidate file exists in the user isolation scope and is 

10 not marked as a placeholder node, then the requested virtual file is known to 

exist. The candidate file is identified as the literal file for the request (step 418), 

and a request issued to open the literal file and the result returned to the 

requester (step 420). 

If, however, in step 416, the candidate file has "neutral existence" because 

15 the candidate file does not exist, or the candidate file exists but is marked as a 

placeholder node, it is not yet known whether the virtual file exists or not. In this 

case the application-scoped file name corresponding to the virtual file name is 

identified as the candidate file name (step 424). In other words, the candidate 

file name is formed by mapping the virtual file name to the corresponding native 

20 file name specific to the applicable application isolation scope. The category of 

existence of the candidate file is determined by examining the application 

isolation scope and any metadata associated with the candidate file (step 426). 

If the application-scoped candidate file is determined to have "negative 

existence", because either the candidate file or one of its ancestor directories in 

25 the application isolation scope is marked as deleted, this means the requested 

virtual file is known to not exist. In th is case, an error condition indicating the 

requested file is not found is returned to the requester (step 422). 

If in step 426 the candidate file is determined to have "positive existence", 

because the candidate file exists in the application isolation scope and is not 
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marked as a placeholder node, then the requested virtual file is known to exist. 

The request is checked to determine if the open request indicates an intention to 

modify the file (step 428). If not, the candidate file is identified as the literal file 

for the request (step 418), and a request issued to open the literal file and the 

5 result returned to the requester (step 420). 

If, however, in step 428, it is determined that the open request indicates 

intention to modify the file, permission data associated with the file is checked to 

determine if modification of the file is allowed (step 436). In some embodiments, 

the permission data is associated with the application-scoped candidate file. In 

10 some of these embodiments, the permissions data is stored in a rules engine or 

in metadata associated with the candidate file. In other embodiments, the 

permission data associated with the candidate file is provided by the operating 

system. Further, the rules engine may include configuration settings instructing 

the isolation environment to obey or override the native permission data for 

15 virtualized copies of resources. In some embodiments, the rules may specify for 

some virtual resources the scope in which modifications are to occur, for 

example the system scope or the application isolation scope or a sub-scope, or 

the user isolation scope or a sub-scope. In some embodiments, the rules engine 

may specify configuration settings that apply to subsets of the virtualized native 

20 resources based on hierarchy or on type of resource accessed. In some of these 

embodiments, the configuration settings may be specific to each atomic native 

resource. In another example, the rules engine may include configuration data 

that prohibits or allows modification of certain classes of files, such as executable 

code or MIME types or file types as defined by the operating system. 

25 If the permission data associated with the candidate file indicates that it 

may not be modified, an error condition is returned to the requester (step 438) 

indicating that modification of the file is not allowed. If the permission data 

indicates that the file may be modified, the candidate file is copied to the user 

isolation scope (step 440). In some embodiments, the candidate file is copied to 
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a location defined by the rules engine. For example, a rule may specify that the 

file is copied to another application isolation scope. In other embodiments the 

rules may specify a particular application isolation sub-scope or user isolation 

sub-scope to which the file should be copied. Any ancestors of the requested file 

5 that do not appear in the isolation scope to which the file is copied are created as 

placeholders in the isolation scope in order to correctly locate the copied instance 

in the hierarchy. 

In some embodiments, metadata is associated with files copied to the 

isolation scope that identifies the date and time at which the files were copied. 

10 This information may be used to compare the time stamp associated with the 

copied instance of the file to the time stamp of the last modification of the original 

instance of the file or of another instance of the file located in a lower isolation 

scope. In these embodiments, if the original instance of the file, or an instance of 

the file located in a lower isolation scope, is associated with a time stamp that is 

15 later than the time stamp of the copied file, that file may be copied to the isolation 

scope to update the candidate file. In other embodiments, the copy of the file in 

the isolation scope may be associated with metadata identifying the scope 

containing the original file that was copied. 

In further embodiments, files that are copied to isolation scopes because 

20 they have been opened with intent to modify them may be monitored to 

determine if they are, in fact, modified. In one embodiment a copied file may be 

associated with a flag that is set when the file is actually modified. In these 

embodiments, if a copied file is not actually modified, it may be removed from the 

scope to which it was copied after it is closed, as well as any place holder nodes 

25 associated with the copied file. 

The scoped instance is identified as the literal file (step 442) and a request 

issued to open the literal file and the result returned to the requestor (step 420). 

Returning to step 426, if the candidate file has neutral existence because 

the candidate file does not exist, or if the candidate file is found but marked as a 
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placeholder node, it is not yet known whether the virtual file exists or not. In this 

case, the system-scoped file name corresponding to the virtual file name is 

identified as the candidate file name (step 430). In other words, the candidate 

file name is exactly the virtual file name. 

5 If the candidate file does not exist (step 432), an error condition indicating 

the virtual file was not found is returned to the requestor (step 434). If on the 

other hand the candidate file exists (step 432), the request is checked to 

determine if the open request indicates an intention to modify the file (step 428). 

As above, if the candidate file is being opened without the intent to modify 

10 it, the system-scoped candidate file is identified as the literal file for the request 

(step 418), and a request issued to open the literal file and the result returned to 

the requestor (step 420). If, however, in step 428, it is determined that the open 

request indicates intention to modify the file, permission data associated with the 

file is checked to determine if modification of the file is allowed (step 436). In 

15 some embodiments, the permission data is associated with the system-scoped 

candidate file. In some of these embodiments, the permissions data is stored in 

a rules engine or in metadata associated with the candidate file. In other 

embodiments, the permission data associated with the candidate file is provided 

by the operating system. 

20 If the permission data associated with the system-scoped candidate file 

indicates that the file may not be modified, an error condition is returned to the 

requester (step 438) indicating that modification of the file is not allowed. If, 

however, the permission data indicates that the file may be modified, the 

candidate file is copied to the user isolation scope (step 440). In some 

25 embodiments, the candidate file is copied to a location defined by the rules 

engine. For example, a rule may specify that the file is copied to an application 

isolation scope or that it may be left in the system scope. In other embodiments 

the rules may specify a particular application isolation sub-scope or user isolation 

sub-scope to which the file should be copied. Any ancestors of the requested file 
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that do not appear in the isolation scope are created as placeholders in the 

isolation scope in order to correctly locate the copied instance in the hierarchy. 

In some embodiments, metadata is associated with files copied to the 

isolation scope that identifies the date and time at which the files were copied. 

s This information may be used to compare the time stamp associated with the 

copied instance of the file to the time stamp of the last modification of the original 

instance of the file. In these embodiments, if the original instance of the file is 

associated with a time stamp that is later than the time stamp of the copied file, 

the original file may be copied to the isolation scope to update the candidate file. 

10 In other embodiments, the candidate file copied to the isolation scope may be 

associated with metadata identifying the scope from which the original file was 

copied. 

In further embodiments, files that are copied to isolation scopes because 

they have been opened with intent to modify them may be monitored to 

15 determine if they are, in fact, modified. In one embodiment a copied file may be 

associated with a flag that is set when the file is actually modified. In these 

embodiments, if a copied file is not actually modified, when it is closed it may be 

removed from the scope to which it was copied, as well as any placeholder 

nodes associated with the copied file. In still further embodiments, the file is only 

20 copied to the appropriate isolation scope when the file is actually modified. 

The scoped instance is identified as the literal fife (step 442) and a request 

issued to open the literal file and the result returned to the requester (step 420). 

4.1.2 File System Delete Operations 

Referring now to FIG. 5, and in brief overview, one embodiment of the 

2s steps taken to delete a file is depicted. A request to delete a file is received or 

intercepted (step 502). The request contains a file name, which is treated as a 

virtual file name by the isolation environment. A rule determines how the fife 

operation is processed (step 504). If the rule action is "redirect" (step 506), the 

virtual file name is mapped directly to a literal file name according to the rule 
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(step 508). A request to delete the literal file is passed to the operating system 

and the result from the operating system is returned to the requestor {step 510). 

If the rule action is "ignore" {step 506), then the literal file name is identified as 

exactly the virtual file name (step 513), and a request to delete the literal file is 

5 passed to the operating system and the result from the operating system is 

returned to the requestor (step 510). If the rule action is "isolate" (step 506), then 

the existence of the virtual file is determined (step 514). ff the virtual file does not 

exist, an error condition is returned to the requestor indicating that the virtual file 

does not exist {step 516). If the virtual file exists, and if the virtualized file 

10 specifies a directory rather than an ordinary file, the virtual directory is consulted 

to determine if it contains any virtual files or virtual subdirectories (step 518). If 

the requested virtualized file is a virtual directory that contains any virtual files or 

virtual subdirectories, the virtual directory cannot be deleted and an error 

message is returned (step 520). If the requested virtualized file is an ordinary file 

15 or is a virtual directory that contains no virtual files and no virtual subdirectories, 

then the literal file corresponding to the virtual file is identified (step 522). 

Permission data associated with the file is checked to determine if deletion is 

allowed (step 524). If not, a permission error message is returned {step 526). If, 

however, deletion of the file is allowed, and if the literal file is in the appropriate 

20 user isolation scope (step 528), the literal file is deleted (step 534) and a 

"deleted" node representing the deleted virtual file is created in the appropriate 

user isolation scope (step 536). If, however, in step 528 it is determined that the 

literal file is not in the user isolation scope but is in the appropriate application 

isolation scope or the system scope, then an instance of every user-scoped 

25 ancestor of the user-scoped instance of the requested file that does not already 

exist is created and marked as a placeholder (step 532). This is done to 

maintain the logical hierarchy of the directory structure in the user isolation 

scope. A user-scoped "deleted" node representing the deleted virtual file is then 

created in the appropriate user isolation scope (step 536). 
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Still referring to FIG. 5, and in more detail, a request to delete a file is 

received or intercepted (step 502). The file may be of user isolation scope, 

application isolation scope, system scope, or some applicable isolation sub­

scope. In some embodiments, the request is hooked by a function that replaces 

5 the operating system function or functions for deleting the file. In another 

embodiment a hooking dynamically-linked library is used to intercept the request. 

The hooking function may execute in user mode or in kernel mode. For 

embodiments in which the hooking function executes in user mode, the hooking 

function may be loaded into the address space of a process when that process is 

10 created. For embodiments in which the hooking function executes in kernel 

mode, the hooking function may be associated with an operating system 

resource that is used in dispatching requests for native files. For embodiments in 

which a separate operating system function is provided for each type of file, each 

function may be hooked separately. Alternatively, a single hooking function may 

15 be provided which intercepts create or open calls for several types of files. 

The request contains a file name, which is treated as a virtual file name by 

the isolation environment. A processing rule applicable to the delete operation is 

determined (step 504) by consulting the rules engine. In some embodiments, the 

virtual file name provided for the requested file is used to locate in the rule engine 

20 a rule that applies to the request. In particular ones of these embodiments, 

multiple rules may exist in the rules engine for a particular file and, in these 

embodiments, the rule having the longest prefix match with the virtual file name 

is the rule applied to the request. In some embodiments, the rules engine may 

be provided as a relational database. In other embodiments, the rules engine 

25 may be a tree-structured database, a hash table, or a flat file database. In some 

embodiments, the virtual file name provided in the request is used as an index 

into a rules engine to locate one or more rules that apply to the request. In other 

embodiments, a process identifier is used to locate in the rule engine a rule that 

applies to the request, if one exists. The rule associated with a request may be 
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to ignore the request, redirect the request, or isolate the request. Although 

shown in FIG. 5 as a series of decisions, the rule lookup may occur as a single 

database transaction. 

If the rule action is "redirect" (step 506), the virtual file name is mapped 

5 directly to a literal file name according to the applicable rule (step 508). A 

request to delete the literal file is passed to the operating system and the result 

from the operating system is. returned to the requestor (step 510). For example, 

a request to delete a file named "file_ 1" may result in the deletion of an actual file 

named "Different_ file_ 1". In one embodiment, this is accomplished by calling 

10 the original version of the hooked function and passing the formed literal name to 

the function as an argument. For embodiments using a file system filter driver, 

the first request to delete the file using the virtual name results in the return of a 

STATUS_REPARSE response from the file system filter driver indicating the 

determined literal name. The 1/0 Manager then reissues the file delete request 

15 with the determined literal name include in the STATUS_REPARSE response. 

In some embodiments, operating system permissions associated with the 

literal file "Different_file_ 1" may prevent deletion of the literal file. In these 

embodiments, an error message is returned that the file could not be deleted. 

If the rule action is "ignore" (step 506), then the literal file name is 

20 identified as exactly the virtual file name (step 513), and a request to delete the 

literal file is passed to the operating system and the result from the operating 

system is returned to the requester (step 510). For example, a request to delete 

a file named "file_ 1" will result in the deletion of an actual file named "file_ 1". In 

one embodiment, this is accomplished by calling the original version of the 

25 hooked function and passing the formed literal name to the function as an 

argument. For embodiments using a file system filter driver, the first request to 

delete the file using the virtual name results in the return of a 

STATUS_REPARSE response from the file system filter driver indicating the 
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literal name. The 1/0 Manager then reissues the file delete request with the 

determined literal name include in the STATUS_REPARSE response. 

In some embodiments, operating system permissions associated with the 

literal file "file_ 1" may prevent deletion of the literal file. In these embodiments, 

5 an error message is returned that the file could not be deleted. 

If the rule action is "isolate" (step 506), then the existence of the virtual file 

is determined (step 514). If the file does not exist, an error is returned indicating 

that the file is not found (step 516). 

If, however, in step 518 it is determined that the file exists but that it is not 

10 an ordinary file and is not an empty virtual directory, i.e., it contains virtual files or 

virtual subdirectories, an error message is returned indicating that the file may 

not be deleted (step 520). 

If, however, the file is determined to exist and the requested virtualized file 

is an ordinary file or is an empty virtual directory, i.e., it contains no virtual files 

15 and no virtual subdirectories (step 518), then the literal file corresponding to the 

virtual file is identified (step 522). The literal file name is determined from the 

virtual file name as specified by the isolation rule. For example, a request to 

delete a file named "file_ 1" may result in the deletion of an actual file named 

"lsolated_file_ 1". In one embodiment, this is accomplished by calling the original 

20 version of the hooked function and passing the formed literal name to the 

function as an argument. For embodiments using a file system filter driver, the 

first request to delete the file using the virtual name results in the return of a 

STATUS_REPARSE response from the file system filter driver indicating the 

literal name. The 1/0 Manager then reissues the file delete request with the 

25 determined literal name include in the STATUS_REPARSE response. 

Once the literal file corresponding the virtual file is identified, it is 

determined w~ether the literal file may be deleted (step 524). · If the file may not 

be deleted, an error is returned indicating that the file could not be deleted (step 

524). In some embodiments, the permission data is associated with the system-
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scoped candidate file. In some of these embodiments, the permissions data is 

stored in a rules engine or in metadata associated with the candidate file. In 

other embodiments, the permission data associated with the candidate file is 

provided by the operating system. 

5 If, however, deletion of the file is allowed, and if the literal file is in the 

appropriate user isolation scope (step 528), the literal file is deleted (step 534) 

and a "deleted" node representing the deleted virtual file is created in the 

appropriate user isolation scope (step 536). 

If, however, in step 528 it is determined that the literal file is not in the user 

10 isolation scope but is in the appropriate application isolation scope or the system 

scope, then an instance of every user-scoped ancestor of the user-scoped 

instance of the requested file that does not already exist is created and marked 

as a placeholder ( step 532). This is done to maintain the logical hierarchy of the 

directory structure in the user isolation scope. A user-scoped "deleted" node 

15 representing the deleted virtual file is then created in the appropriate user 

isolation scope (step 536). In some embodiments, the identity of the deleted file 

is stored in a file or other cache memory to optimize checks for deleted files. 

In some embodiments, the located virtualized file may be associated with 

metadata indicating that the virtualized file has already been deleted. In some 

20 other embodiments, an ancestor of the virtualized file (e.g., a higher directory 

containing the file) is associated with metadata indicating that it is deleted. In 

these embodiments, an error message may be returned indicating that the 

virtualized file does not exist. In specific ones of these embodiments, a list of 

deleted files or file system elements may be maintained and consulted to 

25 optimize this check for deleted files. 

4.1.3 File System Enumeration Operations 

Referring now to FIG. 6, and in brief overview, one embodiment of the 

steps taken to enumerate a directory in the described virtualized environment is 

shown. A request to enumerate is received or intercepted (step 602). The 

48 

IBM Ex-1002 
Page 117



WO 2006/039181 PCT /US2005/033994 

request contains a directory name that is treated as a virtual directory name by 

the isolation environment. Conceptually, the virtual directory's existence is 

determined as described in section 4.1.1 (step 603). If the virtual directory does 

not exist, a result indicating that the virtual directory is not found is returned to the 

5 requestor (step 620). If instead the virtual directory exists, the rules engine is 

consulted to determine the rule for the directory specified in the enumerate 

request (step 604). If the rule specifies an action of "redirect" (step 606), the 

literal directory name corresponding to the virtual directory name is determined 

as specified by the rule (step 608) and the literal directory identified by the literal 

10 name is enumerated, and the enumeration results stored in a working data store 

(step 612), followed by step 630 as described later. If the rule action specified is 

not "redirect" and is "ignore," (step 610) the literal directory name is exactly the 

virtual directory name (step 613) and the literal directory is enumerated, and the 

enumeration results stored in a working data store (step 612), followed by step 

15 630 as described later. If, however, the rule action specifies "isolate," firstly the 

system scope is enumerated; that is, the candidate directory name is exactly the 

virtual directory name, and if the candidate directory exists it is enumerated. The 

enumeration results are stored in a working data store. If the candidate directory 

does not exist, the working data store remains empty at this stage (step 614). 

20 Next, the candidate directory is identified as the application-scoped instance of 

the virtual directory, and the category of existence of the candidate directory is 

determined (step 615). If the candidate directory has "negative existence", i.e. it 

or one of its ancestors in the scope is marked as deleted, then within this scope it 

is known to be deleted, and this is indicated by flushing the working data store 

25 (step 642). If instead the candidate directory does not have negative existence, 

the candidate directory is enumerated and any enumeration results obtained are 

merged into the working data store. In particular, for each file system element in 

the enumeration, its category of existence is determined. Elements with negative 

existence are removed from the working data store, and elements with positive 
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existence, i.e. those that exist and are not marked as placeholders and are not 

marked as deleted, are added to the working data store, replacing the 

corresponding element if one is already present in the working data store (step 

616). 

5 In either case, the candidate directory is identified as the user-scoped 

instance of the virtual directory, and the category of existence of the candidate 

directory is determined (step 617). If the candidate directory has "negative 

existence", i.e. it or one of its ancestors in the scope is marked as deleted, then 

within this scope it is known to be deleted, and this is indicated by flushing the 

10 working data store (step 644). If instead the candidate directory does not have 

negative existence, the candidate directory is enumerated and any enumeration 

results obtained are merged into the working data store. In particular, for each 

file system element in the enumeration, its category of existence is determined. 

Elements with negative existence are removed from the working data store, and 

15 elements with positive existence, i.e. those that exist and are not marked as 

placeholders and are not marked as deleted, are added to the working data 

store, replacing the corresponding element if one is a I ready present in the 

working data store (step 618), followed by step 630 as described below. 

Then, for all three types of rules, step 630 is executed. The rules engine 

20 is queried to find the set of rules whose filters match immediate children of the 

requested directory, but do not match the requested directory itself (step 630). 

For each rule in the set, the existence of the virtual child whose name matches 

the name in the rule is queried using the logic outlined in section 4.1.1. If the 

child has positive existence, it is added to the working data store, replacing any 

25 child of the same name already there. If the child has negative existence, the 

entry in the working data store corresponding to the child, if any, is removed. 

(Step 632). Finally, the constructed enumeration is then returned from the 

working data store to the requestor (step 620). 
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Still referring to FIG. 6, and in more detail, a request to enumerate a 

directory is received or intercepted (step 602). In some embodiments, the 

request is hooked by a function that replaces the operating system function or 

functions for enumerating a directory. In another embodiment, a hooking 

s dynamically-linked library is used to intercept the request. The hooking function 

may execute in user mode or in kernel mode. For embodiments in which the 

hooking function executes in user mode, the hooking function may be I oaded into 

the address space of a process when that process is created. For embodiments 

in which the hooking function executes in kernel mode, the hooking function may 

10 be associated with an operating system resource that is used in dispatching 

requests for file operations. For embodiments in which a separate operating 

system function is provided for each type of file operation, each function may be 

hooked separately. Alternatively, a single hooking function may be provided 

which intercepts create or open calls for several types of file operations. 

15 The existence of the virtual directory is determined (step 603). This is 

achieved as described in section 4. 1. 1. If the virtual directory does not exist, it 

cannot be enumerated, and a result indicating that the virtual directory does not 

exist is returned to the requestor (step 620). 

The request contains a directory name, which is treated as a virtual 

20 directory name by the isolation environment. If the virtual directory exists, then a 

rule determining how the enumeration operation is to be processed is located 

(step 604) by consulting the rules engine. In some embodiments, the rules 

engine may be provided as a relational database. In other embodiments, the 

rules engine may be a tree-structured database, a hash table, or a flat file 

25 database. In some embodiments, the virtual directory name provided for the 

requested directory is used to locate in the rule engine a rule that applies to the 

request. In particular ones of these embodiments, multiple rules may exist in the 

rules engine for a particular directory and, in these embodiments, the rule having 

the longest prefix match with the virtual directory name is the rule applied to the 
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request. In other embodiments, a process identifier is used to locate in the rule 

engine a rule that applies to the request, if one exists. The rule associated with a 

request may be to ignore the request, redirect the request, or isolate the request. 

Although shown in FIG. 6 as a single database transaction or single lookup into a 

5 file, the rule lookup may be performed as a series of rule lookups. 

If the rule action is "redirect" (step 606), the virtual directory name is 

mapped directly to a literal directory name according to the rule (step 608). A 

request to enumerate the literal directory is passed to the operating system (step 

612) and step 630 is executed as described later. For example, a request to 

10 enumerate a directory named "directory_ 1" may result in the enumeration of a 

literal directory named "Different_ directory_ 1". In one embodiment, this is 

accomplished by calling the original version of the hooked function and passing 

the formed literal name to the function as an argument. For embodiments using 

a file system filter driver, the first request to open the directory for enumeration 

15 using the virtual name results in a "STATUS_REPARSE" request response 

indicating the determined literal name. The 1/0 Manager then reissues the 

directory open request for enumeration with the determined literal name include 

in the STATUS_REPARSE response. 

If the rule action is not "redirect" (step 606), but is "ignore" (step 610), then 

20 the literal directory name is identified as exactly the virtual directory name (step 

613), and a request to enumerate the literal directory is passed to the operating 

system {step 612) and step 630 is executed as described later. For example, a 

request to enumerate a directory named "directory _ 1" will result in the 

enumeration of an actual directory named "directory_ 1." In one embodiment, 

25 this is accomplished by calling the original version of the hooked function and 

passing the formed literal name to the function as an argument. For 

embodiments using a file system filter driver, the first request to enumerate the 

directory using the virtual name is passed on unmodified by the filter driver. 
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If the rule action determined in step 610 is not "ignore" but is "isolate", then 

the system scope is enumerated, that is, the virtual name provided in the request 

is used to identify the enumerated directory (step 614). The results of the 

enumeration are stored in a working data store. In some embodiments, the 

s working data store is comprised of a memory element. In other embodiments, 

the working data store comprises a database or a file or a solid-state memory 

element or a persistent data store. 

Next, the candidate directory is identified as the application-scoped 

instance of the virtual directory, and the category of existence of the candidate 

10 directory is determined (step 615). If the candidate directory has "negative 

existence", i.e. it or one of its ancestors in the scope is marked as deleted, then 

within this scope it is known to be deleted, and this is indicated by flushing the 

working data store (step 642). 

In some embodiments, small amounts of metadata about a file may be 

15 stored directly in the literal filename, such as by suffixing the virtual name with a 

metadata indicator, where a metadata indicator is a string uniquely associated 

with a particular metadata state. The metadata indicator may indicate or encode 

one or several bits of metadata. Requests to access the file by virtual filename 

check for possible variations of the literal filename due to the presence of a 

20 metadata indicator, and requests to retrieve the name of the file itself are hooked 

or intercepted in order to respond with the literal name. In other embodiments, 

one or more alternate names for the file may be formed from the virtual file name 

and a metadata indicator, and may be created using hard link or soft link facilities 

provided by the file system. The existence of these links may be hidden from 

2s applications by the isolation environment by indicating that the file is not found if 

a request is given to access a file using the name of a link. A particular link's 

presence or absence may indicate one bit of metadata for each metadata 

indicator, or there may be a link with a metadata indicator that can take on 

multiple states to indicate several bits of metadata. In still other embodiments, 
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where the file system supports alternate file streams, an alternate file stream may 

be created to embody metadata, with the size of the stream indicating several 

bits of metadata. In still other embodiments, a file system may directly provide 

the ability to store some 3rd party metadata for each file in the file system. In yet 

5 other embodiment, a separate sub-scope may be used to record deleted files, 

and existence of a file (not marked as a placeholder) in that sub-scope is taken to 

mean that the file is deleted. 

If instead the candidate directory does not have negative existence, the 

candidate directory is enumerated and any enumeration results obtained are 

10 merged into the working data store. In particular, for each file system element in 

the enumeration, its category of existence is determined. Elements with negative 

existence are removed from the working data store, and elements with positive 

existence, i.e. those that exist and are not marked as placeholders and are not 

marked as deleted, are added to the working data store, replacing the 

15 corresponding element if one is already present in the working data store (step 

616). 

In either case, the candidate directory is identified as the user-scoped 

instance of the virtual directory, and the category of existence of the candidate 

directory is determined (step 617). If the candidate directory has "negative 

20 existence", i.e. it or one of its ancestors in the scope is marked as deleted, then 

within this scope it is known to be deleted, and this is indicated by flushing the 

working data store (step 644). If instead the candidate directory does not have 

negative existence, the candidate directory is enumerated and any enumeration 

results obtained are merged into the working data store. In particular, for each 

25 file system element in the enumeration, its category of existence is determined. 

Elements with negative existence are removed from the working data store, and 

elements with positive existence, i.e. those that exist and are not marked as 

placeholders and are not marked as deleted, are added to the working data 

54 

IBM Ex-1002 
Page 123



WO 2006/039181 PCT /US2005/033994 

store, replacing the corresponding element if one is already present in the 

working data store (step 618), followed by step 630 as described below. 

Then, for all three types of rules, step 630 is executed. The rules engine 

is queried to find the set of rules whose filters match immediate children of the 

s requested directory, but do not match the requested directory itself (step 630). 

For each rule in the set, the existence of the virtual child whose name matches 

the name in the rule is queried using the logic outlined in section 4.1.1. If the 

child has positive existence, it is added to the working data store, replacing any 

child of the same name already there. If the child has negative existence, the 

10 entry in the working data store corresponding to the child, if any, is removed. 

(Step 632). Finally, the constructed enumeration is then returned from the 

working data store to the requestor (step 620). 

A practitioner of ordinary skill in the art will realize that the layered 

enumeration process described above can be applied with minor modification to 

15 the operation of enumerating a single isolation scope which comprises a plurality 

of isolation sub-scopes. A working data store is created, successive sub-scopes 

are enumerated and the results are merged into the working data store to form 

the aggregated enumeration of the isolation scope. 

20 

4.1 .4. File System Creation Operations 

Referring now to FIG. 7, and in brief overview, one embodiment of the 

steps taken to create a file in the isolation environment is shown. A request to 

create a file is received or intercepted (step 702). The request contains a file 

name, which is treated as a virtual file name by the isolation environment. An 

attempt is made to open the requested file using full virtualization using 

25 applicable rules, i.e. using appropriate user and application isolation scope, as 

described in section 4.1.1 (step 704). If access is denied {step 706), an access 

denied error is returned to the requestor (step 709). If access is granted {step 

706), and the requested file is successfully opened (step 710), the requested file 

is returned to the requester (step 712). However, if access is granted (step 706), 
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but the requested file is not opened successfully (step 710) then if the parent of 

the requested file also does not exist (step 714), an error appropriate to the 

request semantics is issued to the requestor (step 716). If on the other hand, the 

parent of the requested file is found in full virtualized view using the appropriate 

5 user and application scope (step 714), a rule then determines how the file 

operation is processed (step 718). If the rule action is "redirect" or "ignore" (step 

720), the virtual file name is mapped directly to a literal file name according to the 

rule. Specifically, if the rule action is "ignore", the literal file name is identified as 

exactly the virtual file name. If, instead, the rule action is "redirect", the literal file 

1 o name is determined from the virtual file name as specified by the rule. Then a 

request to create the literal file is passed to the operating system, and the result 

is returned to the requestor (step 724). If on the other hand, the rule action 

determined in step 720 is "isolate", then the literal file name is identified as the 

instance of the virtual file name in the user isolation scope. If the literal file 

15 already exists, but is associated with metadata indicating that it is a placeholder 

or that it is deleted, then the associated metadata is modified to remove those 

indications, and it is ensured that the file is empty. In either case, a request to 

open the literal file is passed to the operating system (step 726). If the literal file 

was opened successfully (step 728), the literal file is returned to the requestor 

20 (step 730). If on the other hand, in step 728, the requested file fails to open, 

placeholders for each ancestor of the literal file that does not currently exist in the 

user-isolation scope (step 732) and a request to create the literal file using the 

literal name is passed to the operating system and the result is returned to the 

requestor (step 734). 

25 Still referring to FIG. 7, and in more detail, a request to create a file is 

received or intercepted (step 702). In some embodiments, the request is hooked 

by a function that replaces the operating system function or functions for creating 

the file. In another embodiment, a hooking dynamically-linked library is used to 

intercept the request. The hooking function may execute in user mode or in 
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kernel mode. For embodiments in which the hooking function executes in user 

mode, the hooking function may be loaded into the address space of a process 

when that process is created. For embodiments in which the hooking function 

executes in kernel mode, the hooking function may be associated with an 

s operating system resource that is used in dispatching requests for files. For 

embodiments in which a separate operating system function is provided for each 

type of file operation, each function may be hooked separately. Alternatively, a 

single hooking function may be provided which intercepts create or open calls for 

several types of file operations. 

10 The request contains a file name, which is treated as a virtual file name by 

the isolation environment. The requestor attempts to open the requested file 

using full virtualization using applicable rules, i.e. using appropriate user and 

application isolation scope, as described in section 4.1.1 (step 704). If access is 

denied during the full virtualized open operation (step 706), an access denied 

1s error is returned to the requestor (step 709). If access is granted (step 706), and 

the requested virtual file is successfully opened (step 710), the corresponding 

literal file is returned to the requestor (step 712). However, if access is granted 

{step 706), but the requested file is not opened successfully (step 710) then the 

virtual file has been determined not to exist. If the virtual parent of the requested 

20 virtual file also does not exist, as determined by the procedures in section 4.1.1 

(step 714), an error appropriate to the request semantics is issued to the 

requestor {step 716). If on the other hand, the virtual parent of the requested 

virtual file is found in full virtualized view using the appropriate user and 

application scope {step 714), then a rule that determines how the create 

2s operation is processed is located (step 718) by consulting the rules engine. In 

some embodiments, the rules engine may be provided as a relational database. 

In other embodiments, the rules engine may be a tree-structured database, a 

hash table, or a flat file database. In some embodiments, the virtual file name 

provided for the requested file is used to locate in the rule engine a rule that 
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applies to the request. In particular ones of these embodiments, multiple rules 

may exist in the rules engine for a particular file and, in some of these 

embodiments, the rule having the longest prefix match with the virtual file name 

is the rule applied to the request. In some embodiments, a process identifier is 

5 used to locate in the rule engine a rule that applies to the request, if one exists. 

The rule associated with a request may be to ignore the request, redirect the 

request, or isolate the request. Although shown in FIG. 7 as a single database 

transaction or single lookup into a file, the rule lookup may be performed as a 

series of rule lookups .. 

10 If the rule action is "redirect" or "ignore" (step 720), the virtual file name is 

mapped directly to a literal file name according to the rule (step 724). If the rule 

action is "redirect" (step 720), the literal file name is determined from the virtual 

file name as specified by the rule (step 724). If the rule action is "ignore" (step 

720), the literal file name is determined to be exactly the virtual file name (step 

15 724). If the rule action is "ignore" or the rule action is "redirect", a request to 

create the literal file using the determined literal file name is passed to the 

operating system and the result from the operating system is returned to the 

requestor (step 724). For example, a request to create a virtual file named 

"file_ 1" may result in the creation of a literal file named "Different_ file_ 1." In one 

20 embodiment, this is accomplished by calling the original version of the hooked 

function and passing the formed literal name to the function as an argument. 

(step 724). For embodiments using a file system filter driver, the first request to 

open the file using the virtual name results in a "STATUS_REPARSE" request 

response that indicates the determined literal name. The 1/0 Manager then 

2s reissues the file open request with the determined literal name include in the 

STATUS_REPARSE response. 

If the rule action determined in step 720 is not "ignore" or "redirect" but is 

"isolate," then the literal file name is identified as the instance of the virtual file 

name in the user isolation scope. If the literal file already exists, but is 
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associated with metadata indicating that it is a placeholder or that it is deleted, 

then the associated metadata is modified to remove those indications, and it is 

ensured that the file is empty. 

In some embodiments, small amounts of metadata about a file may be 

5 stored directly in the literal filename, such as by suffixing the virtual name with a 

metadata indicator, where a metadata indicator is a string uniquely associated 

with a particular metadata state. The metadata indicator may indicate or encode 

one or several bits of metadata. Requests to access the file by virtual filename 

check for possible variations of the lite .-al filename due to the presence of a 

10 metadata indicator, and requests to retrieve the name of the file itself are hooked 

or intercepted in order to respond with the literal name. In other embodiments, 

one or more alternate names for the file may be formed from the virtual file name 

and a metadata indicator, and may be created using hard link or soft link facilities 

provided by the file system. The existence of these links may be hidden from 

15 applications by the isolation environment by indicating that the file is not found if 

a request is given to access a file using the name of a link. A particular link's 

presence or absence may indicate one bit of metadata for each metadata 

indicator, or there may be a link with a metadata indicator that can take on 

multiple states to indicate several bits of metadata. In still other embodiments, 

20 where the file system supports alternate file streams, an alternate file stream may 

be created to embody metadata, with the size of the stream indicating several 

bits of metadata. In still other embodiments, a fife system may directly provide 

the ability to store some 3rd party metadata for each file in the file system. 

In specific ones of these embodiments, a list of deleted files or file system 

25 elements may be maintained and con suited to optimize this check for deleted 

files. In these embodiments, if a deleted file is recreated then the file name may 

be removed from the list of deleted files. In others of these embodiments, a file 

name may be removed from the list if the list grows beyond a certain size. 
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In either case, a request to open the user-scoped literal file is passed to 

the operating system (step 726). In some embodiments, rules may specify that 

the literal file corresponding to the virtual file should be created in a scope other 

than the user isolation scope, such as the application isolation scope, the system 

5 scope, a user isolation sub-scope or an application isolation sub-scope. 

If the literal file was opened successfully (step 728), the literal file is 

returned to the requester (step 730). If on the other hand, in step 728, the 

requested file fails to open, placeholders are created for each ancestor of the 

literal file that does not currently exist in the user-isolation scope (step 732) and a 

1 o request to create the literal file using the literal name is passed to the operating 

system and the result is returned to the requestor (step 734). 

15 

This embodiment is for operating systems with A.Pis or facilities that only 

support creation of one level per call/invocation. Extension to multi-levels per 

call/invocation should be obvious to one skilled in the a rt. 

4.1 .5 Short filename management 

In some file systems, both short and long filenames may be given to each 

file. Either name may be used to access the file in any of the file operations 

described above. For each file that possesses both a short and long filename, 

this implicitly creates an association between the short and long filename 

20 assigned to that file. In some of these file systems, short names are 

automatically assigned by the file system to files that are created using long file 

names. If the association between short and long filename is not maintained by 

the isolation environment, files with different long names in the same directory 

but in different scope levels may have the same short file name, leading to 

25 ambiguity if the short name is used to access a virtual file. Alternately, the short 

file name may change when a file is copied to a user isolation scope for 

modification meaning the virtual file can no fonger be accessed using the original 

short name. 
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In order to prevent these issues, firstly file system operations that copy file 

instances opened with intention to modify to a "higher" scope preserve the 

association between the short and long filenames associated with the copied 

instance. Secondly, unique short names are created for newly-created isolated 

5 files in lieu of the filenames assigned by the operating system. The generated 

short filenames should satisfy the condition that the generated filenames do not 

match any existing short filenames in the same directory in the same isolation 

scope or in the same directory in a "lower" isolation scope. For example, a short 

filename generated for an instance of a file located in a user isolation scope 

10 should not match existing short filenames in application-scoped instance of the 

directory or in the system-scoped instance of the directory. 

Referring now to FIG. 7 A, one embodiment of the steps taken to assign 

unique short filenames after creating a new file is shown. In brief overview, a 

check is made to determine if short filenames should be generated (step 752). If 

15 not, a status is returned indicating that no short filename will be generated (step 

754). Otherwise, the filename is checked to determine if it is already a legal 

short filename according to the file system (step 756). If it is already a legal short 

filename, a status is returned indicating that no short name will be generated 

(step 754). Otherwise, a suitable short filename is constructed (step 758). 

20 Still referring to FIG. 7 A, and in greater detail, a check is made to 

determine if short filenames should be generated (step 752). In some 

embodiments, this decision may be made based on the device storing the file to 

which the filename refers. In other embodiments, generation of short filenames 

may be enabled for certain scopes or sub-scopes, or for the isolation 

25 environment as a whole. In some of these embodiments, a registry setting may 

specify whether a short filename will be generated for a particular filename. If no 

short filename should be generated, a status that no short filename will be 

generated is returned (step 754). 
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Otherwise, the filename is checked to determine if it is already a legal 

short filename (step 756). In some embodiments, legal short filenames contain 

up to eight characters in the filename and up to three characters in an optional 

extension. In some embodiments, legal short names contain only legal 

s characters, such as A-Z, a-z, 0-9, ·, ~, !, @, #, $, %, '\ &, *, (, }, -, _, ', {, and}. In 

some embodiments a leading space or"." or more than one embedded"." is 

illegal. If the provided filename is already a legal short filename, a status is 

returned that no short filename will be generated (step 754). 

Otherwise, if it is determined in step 756 that the filename is an illegal 

10 short filename, a suitable short filename is constructed (step 758). In some 

embodiments this is achieved by using some of the parts of the long filename 

that are legal to use in a short filename, combined with an encoded iteration 

count to form a candidate short filename. The iteration count is increased until 

the associated candidate short filename is suitable, that is it is a legal short 

15 filename that is not used by any other file in the same directory in the same 

scope, or in the same directory in a lower scope. In other embodiments, the long 

filename is mangled or hashed and encoded, and is combined with an encoded 

iteration count to form a candidate short filename. The iteration count is 

increased until the associated candidate short filename is suitable, that is it is a 

20 legal short filename that is not used by any other file in the same directory in the 

same scope, or in the same directory in a lower scope. In all of these 

embodiments a scope-specific string may be incorporated into the candidate 

short filename to increase the likelihood that a suitable candidate short filename 

will be found with a low iteration count. 

25 ~4_.2 __ R_e_.g..._i_st_ry __ V_i_rt_u_a_liz __ a __ t_io_n 

The methods and apparatus described above may be used to virtualize 

access to a registry database. As described above a registry database stores 

information regarding hardware physically attached to the computer, which 

system options have been selected, how computer memory is set up, various 
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items of application-specific data, and what application programs should be 

present when the operating system is started. A registry database is commonly 

organized in a logical hierarchy of "keys" 170, 172, which are containers for 

registry values. 

5 4.2.1 Registry Key Open Operations 

In brief overview, FIG. 8 depicts one embodiment of the steps taken to 

open a registry key in the isolation environment described above. A request to 

open a registry key is received or intercepted, the request containing a registry 

key name which is treated as a virtual key name by the isolation environment 

10 (step 802). A processing rule applicable to the virtual name in the request 

determines how the registry key operation is processed (step 804). If the rule 

action is "redirect" (step 806), the virtual key name provided in the request is 

mapped to a literal key name as specified by the applicable rule (step 808). A 

request to open the literal registry key using the literal key name is passed to the 

15 operating system and the result from the operating system is returned to the 

requester (step 810). If the rule action is not "redirect", but is "ignore" (step 806), 

then the virtual key name is identified as the literal key name (step 812), and a 

request to open the literal registry key is passed to the operating system and the 

result from the operating system is returned to the requester (step 810). If the 

20 rule action determined in step 806 is not "redirect" and is not "ignore," but is 

"isolate", the virtual key name provided in the request is mapped to a user­

scoped candidate key name, that is a key name corresponding to the virtual key 

name that is specific to the applicable user isolation scope (step 814). The 

category of existence of the user-scoped candidate key is determined by 

25 examining the user isolation scope and any metadata associated with the 

candidate key (step 816). If the candidate key is determined to have "negative 

existence", because either the candidate key or one of its ancestor keys in the 

user isolation scope is marked as deleted, this means the requested virtual key is 

known to not exist. In this case, an error condition indicating the requested file is 
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not found is returned to the requestor (step 822). If instead in step 816 the 

candidate key is determined to have "positive existence", because the candidate 

key exists in the user isolation scope and is not marked as a placeholder node, 

then the requested virtual key is known to exist. The candidate key is identified 

5 as the literal key for the request (step 818), and a request issued to open the 

literal key and the result returned to the requester (step 820). If, however, in step 

816, the candidate key has "neutral existence" because the candidate key does 

not exist, or the candidate key exists but is marked as a placeholder node, it is 

not yet known whether the virtual key exists or not. In this case the application-

10 scoped key name corresponding to the virtual key name is identified as the 

candidate key name (step 824). In other words, the candidate key name is 

formed by mapping the virtual key name to the corresponding native key name 

specific to the applicable application isolation scope. The category of existence 

of the candidate key is determined by examining the application isolation scope 

15 and any metadata associated with the candidate key (step 826). If the candidate 

key is determined to have "negative existence", because either the candidate key 

or one of its ancestor keys in the application isolation scope is marked as 

deleted, this means the requested virtual key is known to not exist. In this case, 

an error condition indicating the requested key is not found is returned to the 

20 requester (step 822). If instead in step 826 the candidate key is determined to 

have "positive existence", because the candidate key exists in the application 

isolation scope and is not marked as a placeholder node, then the requested 

virtual key is known to exist. The request is checked to determine if the open 

request indicates an intention to modify the key (step 828). If not, the candidate 

25 key is identified as the literal key for the request (step 818), and a request issued 

to open the literal key and the result returned to the requestor (step 820). If, 

however, in step 828, it is determined that the open request indicates an intention 

to modify the key, permission data associated with the key is checked to 

determine if modification of the key is allowed (step 836). If not, an error 
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condition is returned to the requestor (step 838) indicating that modification of the 

key is not allowed. If the permission data indicates that the key may be modified, 

the candidate key is copied to the user isolation scope (step 840). In some 

embodiments, the candidate key is copied to a location defined by the rules 

5 engine. For example, a rule may specify that the key is copied to an application 

isolation scope. In other embodiments the rules·may specify a particular 

application isolation sub-scope or user isolation sub-scope to which the key 

should be copied. Any ancestors of the requested key that do not appear in the 

isolation scope to which the key is copied are created as placeholders in the 

1 o isolation scope in order to correctly locate the copied instance in the hierarchy. 

The newly copied scoped instance is identified as the literal key (step 842) and a 

request issued to open the literal key and the result returned to the requestor 

(step 820). Returning to step 826, if the candidate key has neutral existence 

because the candidate key does not exist, or because the candidate key is found 

15 but marked as a placeholder node, it is not yet known whether the virtual key 

exists or not. In this case, the system-scoped key name corresponding to the 

virtual key name is identified as the candidate key name (step 830). In other 

words, the candidate key name is exactly the virtual key name. If the candidate 

key does not exist (step 832), an error condition indicating the virtual key was not 

20 found is returned to the requester (step 834). If on the other hand the candidate 

key exists (step 832), the request is checked to determine if the open request 

indicates an intention to modify the key (step 828). If not, the candidate key is 

identified as the literal key for the request (step 818), and a request issued to 

open the literal key and the result returned to the requester (step 820). If, 

25 however, in step 828, it is determined that the open request indicates intention to 

modify the key, permission data associated with the key is checked to determine 

if modification of the key is allowed (step 836). If not, an error condition is 

returned to the requestor (step 838) indicating that modification of the key is not 

allowed. If the permission data indicates that the key may be modified, the 
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candidate key is copied to the user isolation scope (step 840). In some 

embodiments, the candidate key is copied to a location defined by the rules 

engine. For example, a rule may specify that the key is copied to an application 

isolation scope. In other embodiments the rules may specify a particular 

5 application isolation sub-scope or user isolation sub-scope to which the key 

should be copied. Any ancestors of the requested key that do not appear in the 

isolation scope are created as placeholders in the isolation scope in order to 

correctly locate the copied instance in the hierarchy. The newly copied scoped 

instance is identified as the literal key (step 842) and a request issued to open 

10 the literal key and the result returned to the requestor (step 820). 

Still referring to FIG. 8 and now in more detail, a request to open a virtual 

registry key is received or intercepted (step 802). The corresponding. literal 

registry key may be of user isolation scope, application isolation scope or system 

scope, or it may be scoped to an application isolation sub-scope or a user 

15 isolation sub-scope. In some embodiments, the request is hooked by a function 

that replaces the operating system function or functions for opening a registry 

key. In another embodiment a hooking dynamically-linked library is used to 

intercept the request. The hooking function may execute in user mode or in 

kernel mode. For embodiments in which the hooking function executes in user 

20 mode, the hooking function may be loaded into the address space of a process 

when that process is created. For embodiments in which the hooking function 

executes in kernel mode, the hooking function may be associated with an 

operating system resource that is used in dispatching requests for native registry 

keys. For embodiments in which a separate operating system function is 

25 provided for each type of registry key operation, each function may be hooked 

separately. Alternatively, a single hooking function may be provided which 

intercepts create or open calls for several types of registry key operations. 

The request contains a registry key name, which is treated as a virtual 

registry key name by the isolation environment. The processing rule applicable 
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to the registry key open request is determined (step 804) by consulting the rules 

engine. In some embodiments, the rules engine may be provided as a relational 

database. In other embodiments, the rules engine may be a tree-structured 

database, a hash table, or a flat file database. In some embodiments, the virtual 

5 registry key name provided for the requested registry key is used to locate in the 

rule engine a rule that applies to the request. In particular ones of these 

embodiments, multiple rules may exist in the rules engine for a particular registry 

key and, in these embodiments, the rule having the longest prefix match with the 

virtual registry key name is the rule applied to the request. In other 

10 embodiments, a process identifier is used to locate in the rule engine a rule that 

applies to the request, if one exists. The rule associated with a request may be 

to ignore the request, redirect the request, or isolate the request. Although 

shown in FIG. 8 as a single database transaction or single lookup into a file, the 

rule lookup may be performed as a series of rule lookups . 

15 If the rule action is "redirect" (step 806), the virtual registry key name 

provided in the request is mapped to the literal registry key name according to 

the applicable rule (step 808). A request to open the literal registry key using the 

literal registry key name is passed to the operating system and the result from 

the operating system is returned to the requestor (step 810). For example, a 

20 request to open a registry key named "registry _key_ 1" may result in the opening 

of a literal registry key named "Different_ registry_key _ 1". In one embodiment, 

this is accomplished by calling the original version of the hooked function and 

passing the formed literal name to the function as an argument. In other 

embodiments, a registry filter driver facility conceptually similar to a file system 

25 filter driver facility may be provided by the operating system. In these 

embodiments, opening the literal registry key may be achieved by responding to 

the original request to open the virtual key by signaling to the registry filter 

manager to reparse the request using the determined literal key name .. If instead 

the rule action is "ignore" (step 806), then the literal registry key name is 
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determined to be exactly the virtual registry key name (step 812), and the request 

to open the literal registry key is passed to the operating system and the result 

from the operating system is returned to the requestor (step 810). For example, 

a request to open a registry key named "registry_key_ 1" will result in the opening 

5 of a literal registry key named "registry_key _ 1". In one embodiment, this is 

accomplished by calling the original version of the hooked function and passing 

the formed literal name to the function as an argument. In another embodiment, 

this is accomplished by signaling to the registry filter manager to continue 

processing the original unmodified request in the normal fashion. 

10 If in step 806 the rule action is "isolate", then the user-scoped registry key 

name corresponding to the virtual registry key name is identified as the candidate 

registry key name (step 814). In other words, the candidate registry key name is 

formed by mapping the virtual registry key name to the corresponding native 

registry key name specific to the applicable user isolation scope. For example, a 

15 request to open a registry key named "registry_key_ 1" may result in the opening 

of a literal registry key named ulsolated_UserScope_UserA_registry_key_ 1". In 

one embodiment, this is accomplished by calling the original version of the 

hooked function and passing the formed literal name to the function as an 

argument. In other embodiments, opening the literal registry key may be 

20 achieved by responding to the original request to open the virtual key by 

signaling to the registry filter manager to reparse the request using the 

determined literal key name. 

In some embodiments, the literal name formed in order to isolate a 

requested virtual registry key may be based on the virtual registry key name 

25 received and a scope-specific identifier. The scope-specific identifier may be an 

identifier associated with an application isolation scope, a user isolation scope, a 

session isolation scope, an application isolation sub-scope, a user isolation sub­

scope, or some combination of the above. The scope-specific identifier is used 

to "mangle" the virtual name received in the request. 
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In other embodiments, the user isolation scope or a sub-scope may be a 

registry key under which all keys that exist in the user isolation scope are stored. 

In some of these embodiments, the key hierarchy under the user isolation key 

reflects the path of the requested resource. In other words, the literal key path is 

5 formed by mapping the virtual key path to the user isolation scope. For example, 

if the requested key is HKLM\Software\Citrix\MyKey and the user isolation scope 

key is HKCU\Software\UserScope\, then the path to the user-scoped literal key 

may be HKCU\Software\UserScope\HKLM\Software\Citrix\MyKey. In other 

embodiments, the path to the user-scoped literal may be defined in a native 

10 naming convention. For example, the path to the user-scoped literal key may be 

HKCU\Software\UserScope\Registry\Machine\Software\Citrix\MyKey. In still 

other embodiments, the user-scoped keys may all be stored under a single key 

with names chosen to be unique and a database may be used to store the 

mapping between the requested key name and the name of the corresponding 

15 literal key stored in the user isolation key. In still other embodiments, the 

contents of the literal keys may be stored in a database or a file store. 

The category of existence of the candidate key is determined by 

examining the user isolation scope and any metadata associated with the 

candidate key (step 816). If the candidate key is determined to have "negative 

20 existence", because either the candidate key or one of its ancestor keys in the 

user isolation scope is marked as deleted, this means the requested virtual key is 

known to not exist. In this case, an error condition indicating the requested key is 

not found is returned to the requestor (step 822). 

In some embodiments, the literal registry key may be associated with 

25 metadata indicating that the virtualized registry key has already been deleted. In 

some embodiments, metadata about a registry key may be stored in a 

distinguished value held by that key, with the existence of that value hidden from 

ordinary application usage of registry APls. In some embodiments, small 

amounts of metadata about a registry key may be stored directly in the literal key 
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name, such as by suffixing the virtual name with a metadata indicator, where a 

metadata indicator is a string uniquely associated with a particular metadata 

state. The metadata indicator may indicate or en code one or several bits of 

metadata. Requests to access the key by virtual name check for possible 

s variations of the literal key name due to the presence of a metadata indicator, 

and requests to retrieve the name of the key itself are hooked or intercepted in 

order to respond with the literal name. In other embodiments, the metadata 

indicator may be encoded in a subkey name or a registry value name instead of 

the key name itself. In still other embodiments, a registry key system may 

10 directly provide the ability to store some 3rd party metadata for each key. In 

some embodiments, metadata is stored in a database or other repository 

separate from the registry database. In some embodiments, a separate sub­

scope may be used to store keys that are marked as deleted. The existence of a 

key in the sub-scope indicates that the key is marked as deleted. 

15 In specific ones of these embodiments, a list of deleted keys or key 

system elements may be maintained and consulted to optimize this check for 

deleted keys. In these embodiments, if a deleted key is recreated then the key 

name may be removed from the list of deleted keys. In others of these 

embodiments, a key name may be removed from the list if the list grows beyond 

20 a certain size. 

If instead in step 816 the candidate key is determined to have "positive 

existence", because the candidate key exists in the user isolation scope and is 

not marked as a placeholder node, then the requested virtual key is known to 

exist. The candidate key is identified as the literal key for the request (step 818), 

25 and a request issued to open the literal key and the result returned to the 

requester (step 820). 

If, however, in step 816, the candidate key has "neutral existence" 

because the candidate key does not exist, or the candidate key exists but is 

marked as a placeholder node, it is not yet known whether the virtual key exists 
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or not. In this case the application-scoped key name corresponding to the virtual 

key name is identified as the candidate key name (step 824). In other words, the 

candidate key name is formed by mapping the virtual key name to the 

corresponding native key name specific to the applicable application isolation 

s scope. The category of existence of the candidate key is determined by 

examining the application isolation scope and any metadata associated with the 

candidate key (step 826). 

If the application-scoped candidate key is determined to have "negative 

existence", because either the candidate key or one of its ancestor keys in the 

10 application isolation scope is marked as deleted, this means the requested virtual 

key is known to not exist. In this case, an error condition indicating the requested 

key is not found is returned to the requester (step 822). 

If, however, in step 826 the candidate key is determined to have "positive 

existence", because the candidate key exists in the application isolation scope 

15 and is not marked as a placeholder node, then the requested virtual key is known 

to exist. The request is checked to determine if the open request indicates an 

intention to modify the key (step 828). If not, the candidate key is identified as 

the literal key for the request (step 818), and a request issued to open the literal 

key and the result returned to the requestor (step 820). 

20 If, however, in step 828, it is determined that the open request indicates 

intention to modify the key, permission data associated with the key is checked to 

determine if modification of the key is allowed (step 836). In some embodiments, 

the permission data is associated with the application-scoped candidate key. In 

some of these embodiments, the permissions data is stored in a rules engine or 

25 in metadata associated with the candidate key. In other embed iments, the 

permission data associated with the candidate key is provided by the operating 

system. Further, the rules engine may include configuration settings instructing 

the isolation environment to obey or override the native permission data for 

virtualized copies of resources. In some embodiments, the rules may specify for 
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some virtual resources the scope in which modifications are to occur, for 

example the system scope or the application isolation scope or a sub-scope, or 

the user isolation scope or a sub-scope. In some embodiments, the rules engine 

may specify configuration settings that apply to subsets of the virtualized native 

s resources based on hierarchy. In some of these embodiments, the configuration 

settings may be specific to each atomic native resource. 

If the permission data associated with the candidate key indicates that it 

may not be modified, an error condition is returned to the requestor (step 838) 

indicating that modification of the key is not allowed. If the permission data 

10 indicates that the key may be modified, the candidate key is copied to the user 

isolation scope (step 840). In some embodiments, the candidate key is copied to 

a location defined by the rules engine. For example, a rule may specify that the 

key is copied to another application isolation scope. In other embodiments the 

rules may specify a particular application isolation sub-scope or user isolation 

15 sub-scope to which the key should be copied. Any ancestors of the requested 

key that do not appear in the isolation scope to which the key is copied are 

created as placeholders in the isolation scope in order to correctly locate the 

copied instance in the hierarchy. 

In some embodiments, metadata is associated with keys copied to the 

20 isolation scope that identifies the date and time at which the keys were copied. 

This information may be used to compare the time stamp associated with the 

copied instance of the key to the time stamp of the last modification of the 

original instance of the key or of another instance of the key located in a lower 

isolation scope. In these embodiments, if the original instance of the key, or an 

2s instance of the key located in a lower isolation scope, is associated with a time 

stamp that is later than the time stamp of the copied key, that key may be copied 

to the isolation scope to update the candidate key. In other embodiments, the 

copy of the key in the isolation scope may be associated with metadata 

identifying the scope containing the original key that was copied. 
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In further embodiments, keys that are copied to isolation scopes because 

they have been opened with intent to modify them may be monitored to 

determine if they are, in fact, modified. In one embodiment a copied key may be 

associated with a flag that is set when the key is actually modified. In these 

5 embodiments, if a copied key is not actually modified, it may be removed from 

the scope to which it was copied after it is closed, as well as any placeholder 

nodes associated with the copied key. 

The scoped instance is identified as the literal key (step 842) and a 

request issued to open the literal key and the result returned to the requestor 

10 (step 820). 

Returning to step 826, if the candidate key has neutral existence because 

the candidate key does not exist, or if the candidate key is found but marked as a 

placeholder node, it is not yet known whether the virtual key exists or not. In this 

case, the system-scoped key name corresponding to the virtual key name is 

15 identified as the candidate key name (step 830). In other words, the candidate 

key name is exactly the virtual key name. 

If the candidate key does not exist (step 832), an error condition indicating 

the virtual key was not found is returned to the requestor (step 834). If on the 

other hand the candidate key exists (step 832), the request is checked to 

20 determine if the open request indicates an intention to modify the key (step 828). 

As above, if the candidate key is being opened without the intent to modify 

it, the system-scoped candidate key is identified as the literal key for the request 

(step 818), and a request issued to open the literal key and the result returned to 

the requestor (step 820). If, however, in step 828, it is determined that the open 

25 request indicates intention to modify the key, permission data associated with the 

key is checked to determine if modification of the key is allowed (step 836). In 

some embodiments, the permission data is associated with the application­

scoped candidate key. In some of these embodiments, the permissions data is 

stored in a rules engine or in metadata associated with the candidate key. In 
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other embodiments, the permission data associated with the candidate key is 

provided by the operating system. Further, the rules engine may include 

configuration settings instructing the isolation environment to obey or override the 

native permission data for virtualized copies of resources. In some 

5 embodiments, the rules may specify for some virtual resources the scope in 

which modifications are to occur, for example the system scope or the application 

isolation scope or a sub-scope, or the user isolation scope or a sub-scope. In 

some embodiments, the rules engine may specify configuration settings that 

apply to subsets of the virtualized native resources based on hierarchy. In some 

10 of these embodiments, the configuration settings may be specific to each atomic 

native resource. 

If the permission data associated with the system-scoped candidate key 

indicates that the key may not be modified, an error condition is returned to the 

requestor (step 838) indicating that modification of the key is not allowed. If, 

15 however, the permission data indicates that the key may be modified, the 

candidate key is copied to the user isolation scope (step 840). In some 

embodiments, the candidate key is copied to a location defined by the rules 

engine. For example, a rule may specify that the key is copied to an application 

isolation scope or that it may be left in the system scope. In other embodiments 

20 the rules may specify a particular application isolation sub-scope or user isolation 

sub-scope to which the key should be copied. Any ancestors of the requested 

key that do not appear in the isolation scope are created as placeholders in the 

isolation scope in order to correctly locate the copied instance in the hierarchy. 

In some embodiments, metadata is associated with keys copied to the 

25 isolation scope that identifies the date and time at which the keys were copied. 

This information may be used to compare the time stamp associated with the 

copied instance of the key to the time stamp of the last modification of the 

original inst~nce of the key. In these embodiments, if the original instance of the 

key is associated with a time stamp that is later than the time stamp of the copied 
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key, the original key may be copied to the isolation scope to update the 

candidate key. In other embodiments, the candidate key copied to the isolation 

scope may be associated with metadata identifying the scope from which the 

original key was copied. 

5 In further embodiments, keys that are copied to isolation scopes because 

they have been opened with intent to modify them may be monitored to 

determine if they are, in fact, modified. In one embodiment a copied key may be 

associated with a flag that is set when the key is actually modified. In these 

embodiments, if a copied key is not actually modified, when it is closed it may be 

IO removed from the scope to which it was copied, as well as any placeholder 

nodes associated with the copied key. In still further embodiments, the key is 

only copied to the appropriate isolation scope when the key is actually modified. 

The scoped instance is identified as the literal key (step 842) and a 

request issued to open the literal key and the result returned to the requester 

1s (step 820). 

4.2.2 Registry Key Delete Operations 

Referring now to FIG. 9, and in brief overview, one embodiment of the 

steps taken to delete a registry key is depicted. Before a key can be deleted, the 

20 key must first be opened successfully with delete access (step 901). If the key is 

not opened successfully, an error is returned (step 916). If the virtual key is 

opened successfully, a request to delete a virtualized registry key is received or 

intercepted, the request including the handle to the literal key corresponding to 

the virtual key (step 902). A rule determines how the registry key operation is 

25 processed (step 904). In addition to the rule applicable to the key to be deleted, 

any other rules applicable to immediate subkeys are examined (step 905). For 

each rule applicable to an immediate subkey found, an attempt is made to open 

a virtual subkey, with the virtual subkey's name being specified by the name 

given in the rule found in step 905. If a subkey with a name corresponding to one 

30 of the rules found in step 905 is opened successfully (step 906), then the virtual 
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key is considered to have subkeys, which means it cannot be deleted, and an 

error returned ( step 907). 

If, after all the virtual key names extracted in step 905 have been 

attempted to be opened (step 906), no virtual keys were found to exist, further 

5 examination is required. If the rule action is not "isolate", but is "redirect", or is 

"ignore" (step 908),, a request to delete the literal registry key is passed to the 

operating system and the result from the operating system is returned to the 

requester (step 911 ). If however the rule action determined in step 908 is 

"isolate" the aggregated virtualized registry key is consulted to determine if it 

10 contains any virtual subkeys (step 914). If the virtualized key has virtual 

subkeys, then the deletion cannot continue, and an error is returned indicating 

the key has not been deleted (step 920). If the virtualized key does not have 

virtual subkeys, then the literal key corresponding to the virtual key is examined 

to determine if it masks a scoped key with the same virtual name in another 

15 scope level (step 922). If the literal key corresponding to the virtual key does not 

mask a differently scoped key with the same virtual name, then the literal key 

which corresponds to the virtual key is deleted, and the result returned (step 

926). If the literal key corresponding to the virtual key masks a differently scoped 

key with the same virtual name, then the literal key corresponding to the virtual 

20 key is marked with a value indicating that it is deleted, and a successful result 

returned to the caller (step 924). 

Still referring to FIG. 9, and in more detail, in order to delete a key, it must 

first be opened with delete access (step 901). The request to open the key with 

delete access includes the name of the key which is treated as a virtual name by 

2s the isolation environment. A full virtualized key open is performed as described 

in section 4.2.1. If the virtualized open operation fails, an error is returned to the 

requester (step 916). If the virtualized open operation succeeds, the handle of 

the literal key corresponding to the virtual key is returned to the requester. 

Subsequently a request to delete the registry key which was opened in step 901 
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is received or intercepted (step 902). The opened literal registry key may be of 

user isolation scope, application isolation scope, system scope, or some 

applicable isolation sub-scope. In some embodiments, the delete request is 

hooked by a function that replaces the operating system function or functions for 

5 deleting the registry key. In another embodiment a hooking dynamically-linked 

library is used to intercept the delete request. The hooking function may 

execute in user mode or in kernel mode. For embodiments in which the hooking 

function executes in user mode, the hooking function may be loaded into the 

address space of a process when that process is created. For embodiments in 

1 o which the hooking function executes in kernel mode, the hooking function may be 

associated with an operating system resource that is used in dispatching 

requests for native registry keys. In other embodiments, a registry filter driver 

facility conceptually similar to a file system filter driver facility may be provided by 

the operating system. A practitioner skilled in the art may create a registry filter 

15 driver to which the operating system passes requests to perform registry 

operations, thus providing a mechanism to intercept registry operation requests. 

For embodiments in which a separate operating system function is provided for 

each type of registry key function, each function may be hooked separately. 

Alternatively, a single hooking function may be provided which intercepts create 

20 or open calls for several types of registry key functions. 

The delete request contains a literal key handle. The virtual key name 

associated with the handle is determined by querying the operating system for 

the literal name associated with the handle. The rules engine is consulted to 

determine the virtual name associated with the literal name, if any. A rule 

25 determining how the registry key operation is processed (step 904) is obtained by 

consulting the rules engine. In some embodiments, the virtual key name of the 

virtual registry key to be deleted is used to locate in the rule engine a rule that 

applies to the request. In particular ones of these embodiments, multiple rules 

may exist in the rules engine for a particular virtual registry key and, in some of 
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these embodiments, the rule having the longest prefix match with the virtual key 

name is the rule applied to the request. In some embodiments, the rules engine 

may be provided as a relational database. In other embodiments, the rules 

engine may be a tree-structured database, a hash table, or a flat registry key 

s database. In some embodiments, the virtual key name corresponding to the 

virtual key handle in the request is used as an index into a rules engine to locate 

one or more rules that apply to the request. In some embodiments, a process 

identifier is used to locate in the rule engine a rule that applies to the request, if 

one exists. The rule associated with a request may be to ignore the request, 

10 redirect the request, or isolate the request. The rule lookup may occur as a 

series of decisions, or the rule lookup may occur as a single database 

transaction. 

The virtual name of the key to be deleted is used to consult the rules 

engine to locate the set of rules applicable to any immediate child keys of the 

15 virtual key to delete, but not applicable to the virtual key to be deleted. This set 

of rules is located whether those child keys exist or not (step 905). If this set of 

rules applicable to immediate child keys is not empty, then the virtual name of 

each of these rules is extracted. An attempt is made to do a full virtualized open 

of each of the virtual child key names extracted, in turn (step 906). If any of the 

20 virtual keys corresponding to any of these virtual names can be opened 

successfully, then this means that a virtual subkey exists. This means that the 

virtual key cannot be deleted, as it has a virtual child that exists, and an error is 

returned (step 907). If after examining all of the set of rules applicable to 

immediate children of the virtual key (step 905), no virtual subkeys are found to 

2s exist, the deletion can continue. For example, a key with virtual name "key_1" 

may have child rules applicable to "key1\subkey_1" and "key1\subkey_2". In this 

step, an attempt is made to do a virtualized open of "key1 \subkey _ 1" and 

"key1\subkey_2". If either of these virtual subkeys can be opened successfully, 
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then the deletion will fail, and an error is returned (step 907). Only if neither of 

these virtual subkeys exist can the deletion continue. 

If the rule action is not "isolate", but is "redirect", or is "ignore" (step 908), a 

request to delete the literal registry key using the literal key handle is passed to 

5 the operating system and the result from the operating system is returned to the 

requestor (step 911 ). This request will fail if the literal key contains literal 

subkeys. In one embodiment, the request to delete the literal registry key is 

accomplished by calling the original version of the hooked function and passing 

the literal key handle to the function as an argument. In embodiments that make 

1 o use of a registry filter driver, this is accomplished by responding to the request 

with a completion status that signals the operating system to perform normal 

processing on the request. In some embodiments, operating system permissions 

associated with the literal registry key may prevent its deletion. In these 

embodiments, an error message is returned that the virtual registry key could not 

15 be deleted. 

If the rule action determined in step 908 is "isolate", then the aggregated 

virtualized registry key is consulted to determine if it contains any virtual subkeys 

(step 914). If the requested virtual registry key contains virtual subkeys, then the 

virtual key cannot be deleted, and an error is returned to the caller (step 920). 

20 If the requested virtual registry key does not contain virtual subkeys, then 

the virtual key can be deleted. The action taken next depends on the scope that 

contains the literal key to be deleted. For example, a request to delete a virtual 

registry key may result in the deletion of an application-scoped literal key. The 

scope containing the literal key can be determined by consulting the rules engine 

25 with the full path to the literal key. 

If the literal key to be deleted is found in a particular scope, and that literal 

key masks another key of the same virtual name in another scope, then the literal 

key to be deleted is marked as deleted, and a result returned to the requester 

(step 924). For example, a virtual key that corresponds to a user-scoped literal 
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key is considered to mask a differently-scoped key if a corresponding application­

scoped key with the same virtual name or a corresponding system-scoped key 

with the same virtual name has "positive existence", that is, exists in the scope, 

and is not marked as a placeholder, and is not considered to be deleted. 

5 Similarly, an application-scoped key is considered to mask a system-scoped key 

corresponding to the same virtual name if that system-scoped key exists and is 

not considered to be deleted. 

If the literal key to be deleted is found not to mask another key of the 

same virtual name in another scope 7 then the literal key to be deleted is actually 

10 deleted and a result returned (step 926). 

In some embodiments, operating system permissions associated with the 

literal registry key may prevent deletion of the literal registry key. In these 

embodiments, an error message is returned that the virtual registry key could not 

be deleted. 

15 In some embodiments, the literal registry key may be associated with 

metadata indicating that the virtualized registry key has already been deleted. In 

some embodiments, metadata about a registry key may be stored in a 

distinguished value held by that key, with the existence of that value hidden from 

ordinary application usage of registry APls. In some embodiments, small 

20 amounts of metadata about a registry key may be stored directly in the literal key 

name, such as by suffixing the virtual name with a metadata indicator, where a 

metadata indicator is a string uniquely associated with a particular metadata 

state. The metadata indicator may indicate or encode one or several bits of 

metadata. Requests to access the key by virtual name check for possible 

25 variations of the literal key name due to the presence of a metadata indicator, 

and requests to retrieve the name of the key itself are hooked or intercepted in 

order to respond with the literal name. In other embodiments, the metadata 

indicator may be encoded in a subkey name or a registry value name instead of 

the key name itself. In still other embodiments, a registry key system may 
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directly provide the ability to store some 3rd party metadata for each key. In 

some embodiments, metadata could be stored in a database or other repository 

separate from the registry database. In some embodiments, a separate sub­

scope may be used to store keys that are marked as deleted. The existence of a 

s key in the sub-scope indicates that the key is marked as deleted. 

In specific ones of these embodiments, a list of deleted keys or key 

system elements may be maintained and consulted to optimize this check for 

deleted keys. In these embodiments, if a deleted key is recreated then the key 

name may be removed from the list of deleted keys. In others of these 

10 embodiments, a key name may be removed from the list if the list grows beyond 

a certain size. 

In some embodiments, an ancestor of the literal registry key in the same 

scope is associated with metadata indicating that it is deleted, or is otherwise 

indicated to be deleted. In these embodiments, an error message may be 

15 returned indicating that the virtualized registry key does not exist. In specific 

ones of these embodiments, a list of deleted registry keys or registry key system 

elements may be maintained and consulted to optimize this check for deleted 

registry keys. 

20 

4.2.3 Registry Key Enumeration Operations 

Referring now to FIG. 10, and in brief overview, one embodiment of the 

steps taken to enumerate a key in the described virtualized environment is 

shown. Before a key can be enumerated, the key must first be opened 

successfully with enumerate access (step 1001 ). If the key is not opened 

successfully, an error is returned (step 1040). If the virtual key is opened 

25 successfully, a request to enumerate is received or intercepted, the request 

including the handle to the literal key corresponding to the virtual key (step 1002). 

The virtual key name corresponding to the handle is determined, and the rules 

engine is consulted to determine the rule for the key specified in the enumerate 

request (step 1004). If the rule doesn't specify an action of "isolate", but instead 
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specifies "ignore" or specifies "redirect" (step 1006), the literal key identified by 

the literal key handle is enumerated, and the enumeration results stored in a 

working data store (step 1012), followed by step 1030 as described later. 

If, however, the rule action specifies "isolate," firstly the system scope is 

s enumerated; that is, the candidate key name is exactly the virtual key name, and 

if the candidate key exists it is enumerated. The enumeration results are stored 

in a working data store. If the candidate key does not exist, the working data 

store remains empty at this stage (step 1014). Next, the candidate key is 

identified as the application-scoped instance of the virtual key, and the category 

10 of existence of the candidate key is determined (step 1015). If the candidate key 

has "negative existence", i.e. it or one of its ancestors in the scope is marked as 

deleted, then within this scope it is known to be deleted, and this is indicated by 

flushing the working data store (step 1042). If instead the candidate key does 

not have negative existence, the candidate key is enumerated and any 

15 enumeration results obtained are merged into the working data store. In 

particular, for each subkey in the enumeration, its category of existence is 

determined. Subkeys with negative existence are removed from the working 

data store, and subkeys with positive existence, i.e. those that ex:ist and are not 

marked as placeholders and are not marked as deleted, are added to the 

20 working data store, replacing the corresponding subkey if one is already present 

in the working data store (step 1016). 

In either case, the candidate key is identified as the user-scoped instance 

of the virtual key, and the category of existence of the candidate key is 

determined (step 1017). If the candidate key has "negative existence", i.e. it or 

25 one of its ancestors in the scope is marked as deleted, then within this scope it is 

known to be deleted, and this is indicated by flushing the working data store (step 

1044 ). If instead the candidate key does not have negative existence, the 

candidate key is enumerated and any enumeration results obtained are merged 

into the working data store. In particular, for each subkey in the enumeration, its 
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category of existence is determined. Subkeys with negative existence are 

removed from the working data store, and subkeys with positive existence, i.e. 

those that exist and are not marked as placeholders and are not marked as 

deleted, are added to the working data store, replacing the corresponding subkey 

5 if one is already present in the working data store (step 1018), followed by step 

1030 as described below. 

Then, for all three types of rules, step 1030 is executed. The rules engine 

is queried to find the set of rules whose filters match immediate children of the 

requested virtual key name, but do not match the requested virtual key name 

10 itself (step 1030). For each rule in the set, the existence of the virtual child 
~ 

whose name matches the name in the rule is determined. If the child has 

positive existence, it is added to the working data store, replacing any child of the 

same name already there. If the child has negative existence, the entry in the 

working data store corresponding to the child, if any, is removed. (Step 1032). 

15 Finally, the constructed enumeration is then returned from the working data store 

to the requestor (step 1020). 

Still referring to FIG. 10, and in more detail, in order to enumerate a key, it 

must first be opened with enumerate access (step 1001 ). The request to open 

the key with enumerate access includes the name of the key which is treated as 

20 a virtual name by the isolation environment. A full virtualized key open is 

performed as described in section 4.2.1. If the virtualized open operation fails, 

an error is returned to the requestor (step 1040). If the virtualized open operation 

succeeds, the handle of the literal key corresponding to the virtual key is returned 

to the requestor. Subsequently a request to enumerate the registry key which 

25 was opened in step 1001 is received or intercepted (step 1002). The opened 

literal registry key may be of user isolation scope, application isolation scope, 

system scope, or some applicable isolation sub-scope. In some embodiments, 

the enumerate request is hooked by a function that replaces the operating 

system function or functions for enumerating a registry key. In another 
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embodiment a hooking dynamically-linked library is used to intercept the 

enumerate request. The hooking function may execute in user mode or in 

kernel mode. For embodiments in which the hooking function executes in user 

mode, the hooking function may be loaded into the address space of a process 

5 when that process is created. For embodiments in which the hooking function 

executes in kernel mode, the hooking function may be associated with an 

operating system resource that is used in dispatching requests for native registry 

keys. In other embodiments, a registry filter driver facility conceptually similar to 

a file system filter driver facility may be provided by the operating system. A 

10 practitioner skilled in the art may create a registry filter driver to which the 

operating system passes requests to perform registry operations, thus providing 

a mechanism to intercept registry operation requests. For embodiments in which 

a separate operating system function is provided for each type of registry key 

function, each function may be hooked separately. Alternatively, a single 

15 hooking function may be provided which intercepts create or open calls for 

several types of registry key functions. 

The enumerate request contains a literal key handle. The virtual key name 

associated with the handle is determined by querying the operating system for 

the literal name associated with the handle. The rules engine is consulted to 

20 determine the virtual name associated with the literal name, if any. 

A rule determining how the registry key operation is processed (step 1004) 

is obtained by consulting the rules engine. Jn some embodiments, the virtual key 

name of the virtual registry key to be enumerated is used to locate in the rule 

engine a rule that applies to the request. In particular ones of these 

25 embodiments, multiple rules may exist in the rules engine for a particular virtual 

registry key and, in some of these embodiments, the rule having the longest 

prefix match with the virtual key name is the rule applied to the request. In some 

embodiments, the rules engine may be provided as a relational database. In 

other embodiments, the rules engine may be a tree-structured database, a hash 
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table, or a flat registry key database. In some embodiments, the virtual key 

name corresponding to the virtual key handle in the request is used as an index 

into a rules engine to locate one or more rules that apply to the request. In some 

embodiments, a process identifier is used to locate in the rule engine a rule that 

s applies to the request, if one exists. The rule associated with a request may be 

to ignore the request, redirect the request, or isolate the request. The rule lookup 

may occur as a series of decisions, or the rule lookup may occur as a single 

database transaction. 

If the rule action is not "isolate" (step 1006), but is "ignore" or is "redirect", 

1 o then a request to enumerate the literal key is passed to the operating system 

using the literal key handl~, and the enumeration results, if any, are stored in the 

working data store ( step 1012), and step 1030 is executed as described later. 

In one embodiment, this is accomplished by calling the original version of the 

hooked function and passing the formed literal name to the function as an 

1s argument. In other embodiments, a registry filter driver facility conceptually 

similar to a file system filter driver facility may be provided by the operating 

system. In these embodiments, enumerating the literal registry key may be 

achieved by responding to the original request to enumerate the key by signaling 

to the registry filter manager to process the unmodified request in the normal 

20 fashion. 

If the rule action determined in step 1010 is "isolate", then the system 

scope is enumerated. To achieve this, the candidate key is identified as the 

system-scoped key corr.esponding to the virtual key to be enumerated. The 

candidate key is enumerated, and the results of the enumeration are stored in a 

2s working data store (step 1014). In some embodiments, the working data store is 

comprised of a memory element. In other embodiments, the working data store 

comprises a database or a key or a solid-state memory element or a persistent 

data store. 
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Next, the candidate key is identified as the application-scoped instance of 

the virtual key, and the category of existence of the candidate key is determined 

(step 1015). If the candidate key has "negative existence", i.e. it or one of its 

ancestors in the scope is marked as deleted, then within this scope it is known to 

s be deleted, and this is indicated by flushing the working data store (step 1042}. 

In some embodiments, the candidate registry key may be associated with 

metadata indicating that the candidate registry key has been deleted. In some 

embodiments, metadata about a registry key may be stored in a distinguished 

value held by that key, with the existence of that value hidden from ordinary 

10 application usage of registry APls. In some embodiments, small amounts of 

metadata about a registry key may be stored directly in the literal key name, such 

as by suffixing the virtual name with a metadata indicator, where a metadata 

indicator is a string uniquely associated with a particular metadata state. The 

metadata indicator may indicate or encode one or several bits of metadata. 

1 s Requests to access the key by virtual name check for possible variations of the 

literal key name due to the presence of a metadata indicator, and requests to 

retrieve the name of the key itself are hooked or intercepted in order to respond 

with the literal name. In other embodiments, the metadata indicator may be 

encoded in a subkey name or a registry value name instead of the key name 

20 itself. In still other embodiments, a registry key system may directly provide the 

ability to store some 3rd party metadata for each key. In some embodiments, 

metadata is stored in a database or other repository separate from the registry 

database. In some embodiments, a separate sub-scope may be used to store 

keys that are marked as deleted. The existence of a key in the sub-scope 

25 indicates that the key is marked as deleted. 

If instead, in step 1015, the candidate key does not have negative 

existence, the candidate key is enumerated and any enumeration results 

obtained are merged into the working data store. In particular, for each subkey in 

the enumeration, its category of existence is determined. Subkeys with negative 
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existence are removed from the working data store, and subkeys with positive 

existence, i.e. those that exist and are not marked as placeholders and are not 

marked as deleted, are added to the working data store, replacing the 

corresponding subkey if one is already present in the working data store {step 

5 1016). 

In either case, the candidate key is identified as the user-scoped instance 

of the virtual key, and the category of existence of the candidate key is 

determined {step 1017). If the candidate key has "negative existence", i.e. it or 

one of its ancestors in the scope is marked as deleted, then within this scope it is 

10 known to be deleted, and this is indicated by flushing the working data store (step 

1044). If instead the candidate key does not have negative existence, the 

candidate key is enumerated and any enumeration results obtained are merged 

into the working data store. In particular, for each subkey in the enumeration, its 

category of existence is determined. Subkeys with negative existence are 

15 removed from the working data store, and subkeys with positive existence, i.e. 

those that exist and are not marked as placeholders and are not marked as 

deleted, are added to the working data store, replacing the corresponding subkey 

if one is already present in the working data store {step 1018), followed by step 

1030 as described below. 

20 Then, for all three types of rules, step 1030 is executed. The rules engine 

is queried to find the set of rules whose filters match immediate children of the 

requested key, but do not match the requested key itself {step 1030). For each 

rule in the set, the existence of the virtual child whose name matches the name 

in the rule is determined. In some embodiments, this is determined by examining 

25 the appropriate isolation scope and the metadata associated with the virtual 

child. In other embodiments, this is determined by attempting to open the key. If 

the open request succeeds, the virtual child has positive existence. If the open 

request fails with an indication that the virtual child does not exist, the virtual child 

has negative existence. 
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If the child has positive existence, it is added to the working data store, 

replacing any child of the same name already there. If the child has negative 

existence, the child in the working data store corresponding to the virtual child, if 

any, is removed. (Step 1032). Finally, the constructed enumeration is then 

5 returned from the working data store to the requestor (step 1020). 

A practitioner of ordinary skill in the art will realize that the layered 

enumeration process described above can be applied with minor modification to 

the operation of enumerating a single isolation scope which comprises a plurality 

of isolation sub-scopes. A working data store is created, successive sub-scopes 

1 o are enumerated and the results are merged into the working data store to form 

the aggregated enumeration of the isolation scope. 

4.2.4. Registry Creation Operations 

Referring now to FIG. 11, and in brief overview, one embodiment of the 

steps taken to create a key in the isolation environment is shown. A request to 

15 create a key is received or intercepted (step 1102). The request contains a key 

name, which is treated as a virtual key name by the isolation environment. An 

attempt is made to open the requested key using full virtualization using 

applicable rules, i.e. using appropriate user and application isolation scope, as 

described in section 4.2.1 (step 1104). If access is denied (step 1106), an access 

20 denied error is returned to the requester (step 1109). If access is granted (step 

1106), and the requested key is successfully opened (step 1110), the requested 

key is returned to the requester (step 1112). However, if access is granted (step 

1106), but the requested key is not opened successfully (step 1110) then if the 

parent of the requested key also does not exist (step 1114), an error appropriate 

25 to the request semantics is issued to the requestor (step 1116). If on the other 

hand, the parent of the requested key is found in full virtualized view using the 

appropriate user and application scope (step 1114), a rule then determines how 

the key operation is processed (step 1118). If the rule action is "redirect" or 

"ignore" (step 1120), the virtual key name is mapped directly to a literal key name 

88 

IBM Ex-1002 
Page 157



WO 2006/039181 PCT /US2005/033994 

according to the rule. Specifically, if the rule action is "ignore", the literal key 

name is identified as exactly the virtual key name. If, instead, the rule action is 

"redirect", the literal key name is determined from the virtual key name as 

specified by the rule. Then a request to create the literal key is passed to the 

5 operating system, and the result is returned to the requestor (step 1124). If on 

the other hand, the rule action determined in step 1120 is "isolate", then the literal 

key name is identified as the instance of the virtual key name in the user isolation 

scope. If the literal key already exists, but is associated with metadata indicating 

that it is a placeholder or that it is deleted, then the associated metadata is 

10 modified to remove those indications, and it is ensured that the key is empty. In 

either case, a request to open the literal key is passed to the operating system 

(step 1126). If the literal key was opened successfully (step 1128), the literal key 

is returned to the requester (step 1130). If on the other hand, in step 1128, the 

requested key fails to open, placeholders for each ancestor of the literal key that 

15 does not currently exist in the user-isolation scope (step 1132) and a request to 

create the literal key using the literal name is passed to the operating system and 

the result is returned to the requestor (step 1134). 

Still referring to FIG. 11, and in more detail, a request to create a key is 

received or intercepted (step 1102). In some embodiments, the request is 

20 hooked by a function that replaces the operating system function or functions for 

creating the key. In another embodiment, a hooking dynamically-linked library is 

used to intercept the request. The hooking function may execute in user mode or 

in kernel mode. For embodiments in which the hooking function executes in user 

mode, the hooking function may be loaded into the address space of a process 

2s when that process is created. For embodiments in which the hooking function 

executes in kernel mode, the hooking function may be associated with an 

operating system resource that is used in dispatching requests for key 

operations. For embodiments in which a separate operating system function is 

provided for each type of key operation, each function may be hooked 
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separately. Alternatively, a single hooking function may be provided which 

intercepts create or open calls for several types of key operations. 

The request contains a key name, which is treated as a virtual key name 

by the isolation environment. In some embodiments, the virtual key name may 

5 be expressed as a combination of a handle to a parent key, and the relative path 

name to the descend ant key. The parent key handle is associated with a literal 

key name, which is itself associated with a virtual key name. The requestor 

attempts to open the virtual key using full virtualization using applicable rules, i.e. 

using appropriate user and application isolation scope, as described in section 

10 4.2.1 (step 1104). If access is denied during the full virtualized open operation 

(step 1106), an access denied error is returned to the requestor (step 1109). If 

access is granted (step 1106), and the requested virtual key is successfully 

opened (step 1110), the corresponding literal key is returned to the requestor 

(step 1112). However, if access is granted (step 1106), but the virtual key is not 

15 opened successfully (step 1110) then the virtual key has been determined not to 

exist. If the virtual parent of the requested virtual key also does not exist, as 

determined by the procedures in section 4.2.1 (step 1114), an error appropriate 

to the request semantics is issued to the requestor (step 1116). If on the other 

hand, the virtual parent of the requested virtual key is found in full virtualized view 

20 using the appropriate user and application scope (step 1114), then a rule that 

determines how the create operation is processed is located (step 1118) by 

consulting the rules engine. In some embodiments, the rules engine may be 

provided as a relational database. In other embodiments, the rules engine may 

be a tree-structured database, a hash table, or a flat key database. In some 

25 embodiments, the virtual key name provided for the requested key is used to 

locate in the rule engine a rule that applies to the request. In particular ones of 

these embodiments, multiple rules may exist in the rules engine for a particular 

key and, in some of these embodiments, the rule having the longest prefix match 

with the virtual key name is the rule applied to the request. In some 
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embodiments, a process identifier is used to locate in the rule engine a rule that 

applies to the request, if one exists. The rule associated with a request may be 

to ignore the request, redirect the request, or isolate the request. Although 

shown in FIG. 11 as a single database transaction or single lookup into a key, the 

5 rule lookup may be performed as a series of rule lookups .. 

If the rule action is "redirect" or "ignore" (step 1120), the virtual key name 

is mapped directly to a literal key name according to the rule (step 1124). If the 

rule action is "redirect" (step 1120), the literal key name is determined from the 

virtual key name as specified by the rule (step 1124). If the rule action is "ignore" 

zo (step 1120), the literal key name is determined to be exactly the virtual key name 

(step 1124). If the rule action is "ignore" or the rule action is "redirect", a request 

to create the literal key using the determined literal key name is passed to the 

operating system and the result from the operating system is returned to the 

requester (step 1124). For example, a request to create a virtual key named 

15 "key_ 1" may result in the creation of a literal key named "Different_ key_ 1." In 

one embodiment, this is accomplished by calling the original version of the 

hooked function and passing the formed literal name to the function as an 

argument. (step 1124). In other embodiments, a registry filter driver facility 

conceptually similar to a file system filter driver facility may be provided by the 

20 operating system. In these embodiments, creating the literal registry key may be 

achieved by responding to the original request to create the virtual key by 

signaling to the registry filter manager to reparse the request using the 

determined literal key name. 

If the rule action determined in step 1120 is not "ignore" or "redirect" but is 

25 "isolate," then the literal key name is identified as the instance of the virtual key 

name in the user isolation scope. If the literal key already exists, but is 

associated with metadata indicating that it is a placeholder or that it is deleted, 

then the associated metadata is modified to remove those indications, and it is 

ensured that the key is empty. 
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In some embodiments, metadata about a registry key may be stored in a 

distinguished value held by that key, with the existence of that value hidden from 

ordinary application usage of registry APls. In some embodiments, small 

amounts of metadata about a registry key may be stored directly in the literal key 

5 name, such as by suffixing the virtual name with a metadata indicator, where a 

metadata indicator is a string uniquely associated with a particular metadata 

state. The metadata indicator may indicate or encode one or several bits of 

metadata. Requests to access the key by virtual name check for possible 

variations of the literal key name due to the presence of a metadata indicator, 

10 and requests to retrieve the name of the key itself are hooked or intercepted in 

order to respond with the literal name. In other embodiments, the metadata 

indicator may be encoded in a subkey name or a registry value name instead of 

the key name itself. In still other embodiments, a registry key system may 

directly provide the ability to store some 3rd party metadata for each key. In 

15 some embodiments, metadata could be stored in a database or other repository 

separate from the registry database. In some embodiments, a separate sub­

scope may be used to store keys that are marked as deleted. The existence of a 

key in the sub-scope indicates that the key is marked as deleted. 

In specific ones of these embodiments, a list of deleted keys or key 

20 system elements may be maintained and consulted to optimize this check for 

deleted keys. In these embodiments, if a deleted key is recreated then the key 

name may be removed from the list of deleted keys. In others of these 

embodiments, a key name may be removed from the list if the list grows beyond 

a certain size. 

25 In either case, a request to open the user-scoped literal key is passed to 

the operating system (step 1126). In some embodiments, rules may specify that 

the literal key corresponding to the virtual key should be created in a scope other 

than the user isolation scope, such as the application isolation scope, the system 

scope, a user isolation sub-scope or an application isolation sub-scope. 
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If the literal key was opened successfully (step 1128), the literal key is 

returned to the requestor (step 1130). If on the other hand, in step 1128, the 

requested key fails to open, placeholders are created for each ancestor of the 

literal key that does not currently exist in the user-isolation scope (step 1132) and 

5 a request to create the literal key using the literal name is passed to the 

operating system and the result is returned to the requestor (step 1134). 

This embodiment is for operating systems with APfs or facilities that only 

support creation of one level per call/invocation. Extension to multi-levels per 

call/invocation should be obvious to one skilled in the art. 

10 4----'-'.3'---_N-'a_m-------'-e"""'"d_O'--b"""j"""e...;;..c ...... t-'-V..;.;.irt ___ u""-a"""'l"'""'iz~a"""t,~·o-'-'-n 

Another class of system-scoped resources that may be virtualized using 

the techniques described above are named objects, which include semaphores, 

mutexes, mutants, waitable timers, events, job objects, sections, named pipes, 

and mailslots. These objects are characterized in that they typically exist only for 

15 the duration of the process which creates them. The name space for these 

objects may be valid over an entire computer (global in scope) or only in an 

individual user session (session scoped). 

Referring now to FIG. 12, and in brief overview, a request to create or 

open a named object is received or intercepted (step 1202). That request 

20 contains an object name which is treated as a virtual name by the isolation 

environment. A rule determining how to treat the request is determined (step 

1204 ). If the rule indicates that the request should be ignored ( step 1206), the 

literal object name is determined to be the virtual name (step 1207), and a 

request to create or open the literal object is issued to the operating system (step 

25 1214). If the determined rule is not to ignore the request, but indicates instead 

that the request should be redirected (step 1208), the literal object name is 

determined from the virtual name as specified by the redirection rule (step 1210) 

and a create or open request for the literal object is issued to the operating 

system (step 1214). If the rule does not indicate that the request should be 
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redirected (step 1208), but instead indicates that the request should be isolated, 

then the literal object name is determined from the virtual name as specified by 

the isolation rule (step 1212) and a create or open command for the literal object 

is issued to the operating system (step 1214). The handle of the literal object 

5 returned by the operating system in response to the issued create or open 

command is returned to the program requesting creation or opening of the virtual 

object (step 1216). 

Still referring to FIG. 12, and in more detail, a request from a process to 

create or open a named object is intercepted (step 1202). The named object 

10 may be of session scope or it may be of global scope. In some embodiments, 

the request is hooked by a function that replaces the operating system function 

or functions for creating or opening the named object. In another embodiment a 

hooking dynamically-linked library is used to intercept the request. The hooking 

function may execute in user mode or in kernel mode. For embodiments in 

15 which the hooking function executes in user mode, the hooking function may be 

loaded into the address space of a process when that process is created. For 

embodiments in which the hooking function executes in kernel mode, the hooking 

function may be associated with an operating system resource that is used in 

dispatching requests for system objects. The request to create or open the 

20 named object may refer to any one of a wide variety of system-scoped resources 

that are used for interprocess communication and synchronization and that are 

identified by a unique identifier including semaphores, mutexes, mutants, 

waitable timers, file-mapping objects, events, job objects, sections, named pipes • 

and mailslots. For embodiments in which a separate operating system function 

25 is provided for each type of object, each function may be hooked separately. 

Alternatively, a single hooking function may be provided which intercepts create 

or open calls for several types of objects. 

The intercepted request contains an object name which is treated as a 

virtual name by the isolation environment. A rule determining how to treat the 
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request for the object is determined (step 1204) by consulting the rules engine. 

In some embodiments, the rules engine may be provided as a relational 

database. In other embodiments, the rules engine may be a tree-structured 

database, a hash table, or a flat file database. In some embodiments, the virtual 

5 name provided for the requested object is used to locate in the rule engine a rule 

that applies to the request. In particular ones of these embodiments, multiple 

rules may exist in the rules engine for a particular object and, in these 

embodiments, the rule having the longest prefix match with the virtual name is 

the rule applied to the request. In some embodiments, a process identifier is 

10 used to locate in the rule engine a rule that applies to the request, if one exists. 

The rule associated with a request may be to ignore the request, redirect the 

request, or isolate the request. Although shown in FIG. 12 as a series of 

decisions, the rule lookup may occur as a single database transaction. 

If the rule indicates that the request should be ignored (step 1206), the 

15 literal object name is determined to be the virtual name, and a request to create 

or open the literal object is issued to the operating system (step 1214). For 

example, a request to create or open a named object named "Object_ 1" will 

~esult in the creation of an actual object named "Object_ 1". In one embodiment, 

this is accomplished by calling the original version of the hooked function and 

20 passing the formed literal name to the function as an argument. 

If the rule determined by accessing the rules engine is not to ignore the 

request, but indicates instead that the request should be redirected (step 1208), 

the literal object name is determined from the virtual name as specified by the 

redirection rule (step 1210) and a create or open request for the literal object is 

25 issued to the operating system (step 1214). For example, a request to create or 

open a named object named "Object_ 1" may result in the creation of an actual 

object named "Different_Object_ 1". In one embodiment, this is accomplished by 

calling the original version of the hooked function and passing the formed literal 

name to the function as an argument. 
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If the rule does not indicate that the request should be redirected (step 

1208), but instead indicates that the request should be isolated, then the literal 

object name is determined from the virtual name as specified by the isolation rule 

(step 1212) and a create or open command for the literal object is issued to the 

s operating system (step 1214). For example, a request to create or open a 

named object named "Object_ 1" may result in the creation of an actual object 

named "Isolated_ Object_ 1 ". In one embodiment, this is accomplished by calling 

the original version of the hooked function and passing the formed literal name to 

the function as an argument. 

The literal name formed in order to isolate a requested system object may 

be based on the virtual name received and a scope-specific identifier. The 

scope-specific identifier may be an identifier associated with an application 

isolation scope, a user isolation scope, a session isolation scope, or some 

combination of the three. The scope-specific identifier is used to "mangle" the 

15 virtual name received in the request. For example, if the request for the named 

object "Object_ 1" is isolated for the application-isolation scope whose associated 

identifier is "SA1", the literal name may be "lsolated_AppScope_SA1_Object_ 1". 

The following table identifies the effect of mangling the name of an object with 

session isolation scope, or user isolation scope, and an application isolation 

20 scope. Mangling with combinations of scopes combines the restrictions listed in 

the table. 

Session-specific User-specific Application-

identifier identifier specific identifier 

Global object Object available to Object available to Object available to 

all isolated all isolated all isolated 

applications applications applications 

executing in the executing on executing in 

context of the user behalf of the user application 

session isolation scope 
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Session object Object available to Object available to Object available to 

all isolated all isolated all isolated 

applications applications applications 

executing in the executing in the executing in the 

context of the user session on behalf application 

session of the user isolation scope 

within the session 

For embodiments in which the operating system is one of the WINDOWS 

family of operating systems, object scope may be modified by toggling the 

global/local name prefix associated with the object, which, for isolated 

5 applications, has the same effect as mangling the object name with a session­

specific identifier. However, toggling the global/local name prefix also affects the 

object scope for non-isolated applications. 

The handle of the literal object returned by the operating system in 

response to the command issued in step 1214 to create or open the named 

10 object is returned to the program requesting creation or opening of the virtual 

object (step 1216). 

4.4 Window Name Virtualization 

Other classes of system-scoped resources that may be virtualized using 

the techniques described above are window names and window class names. 

is Graphical software applications use the name of a window or its window class as 

a way of identifying if an application program is already running and for other 

forms of synchronization. Referring now to FIG. 13, and in brief overview, a 

request concerning a window name or window class is received or intercepted 

(step 1302). A request can be in the form of a Win32 API call or in the form of a 

20 Window message. Both types of requests are handled. Those requests contain, 

or request retrieval of, window names and/or window class names that are 

treated as virtual names by the isolation environment. If the request is to retrieve 
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a window name or window class for a window identified by a handle (step 1304), 

a window mapping table is consulted to determine if the handle and the 

requested information concerning the window is known (step 1306). If so, the 

requested information from the window mapping table is returned to the 

s requestor (step 1308). If not, the request is passed to the operating system (step 

1310), and the result returned to the requester (step 1314). If, in step 1304, the 

request provides a window name or window class, the request is checked to 

determine if it specifies one of a class of windows defined by the operating 

system (step 1320). If it does, the request is issued to the operating system and 

10 the result returned from the operating system is returned to the requester (step 

1322). If the request does not specify one of a class of windows defined by the 

operating system, the literal class name is determined based on the virtual class 

name and the rules (step 1324) and the literal window name is determined based 

on the virtual window name and the rules (step 1326). The request is then 

15 passed to the operating system using the literal window and literal class names 

(step 1328). If either the literal window name or literal window class name 

determined in steps 1324 and 1326 differ from the corresponding virtual name, 

then the window mapping table entry for the window handle is updated to record 

the virtual window name or virtual class name provided in the request (step 

20 1330). If the response from the operating system includes native window names 

or native identifications of classes, those are replaced with the virtual window 

name or virtual class name provided in the request (step 1312) and the result is 

returned to the requester (step 1314). 

Still referring to FIG. 13, and in more detail a request concerning a window 

25 name or window class is received or intercepted (step 1302). Those requests 

contain or request retrieval of window names and/or window class names that 

are treated as virtual names by the isolation environment. 

If the request is to retrieve a window name or window class for a window 

identified by a handle (step 1304), a window mapping table is consulted to 
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determine if the handle and the requested information concerning the window is 

known (step 1306). In some embodiments, instead of a mapping table, 

additional data is stored for each window and window class using facilities 

provided by the operating system. 

5 If so, the requested information from the window mapping table is returned 

to the requestor (step 1308). If not, the request is passed to the operating 

system (step 1310), and the result returned to the requestor (step 1314). 

If, in step 1304, the request provides a window name or window class, the 

request is checked to determine if it specifies one of a class of windows defined 

10 by the operating system (step 1320). If it does, the request is passed to the 

operating system and the result returned from the operating system is returned to 

the requestor (step 1322). 

If the request does not specify one of a class of windows defined by the 

operating system, the literal class name is determined based on the virtual class 

15 name and the rules (step 1324) and the literal window name is determined based 

on the virtual window name and the rules (step 1326). The request is then 

passed to the operating system using the literal window and literal class names 

(step 1328). In some embodiments the window names and window class names 

may be atoms, rather than character string literals. Typically an application 

20 places a string in an atom table and receives a 16-bit integer, called an atom, 

that can be used to access the string. 

If either the literal window name or literal window class name determined 

in steps 1324 and 1326 differ from the corresponding virtual name, then the 

window mapping table entry for the window handle is updated to record the 

25 virtual window name or virtual class name provided in the request (step 1330). 

If the response from the operating system includes native window names 

or native identifications of classes, those are replaced with the virtual window 

name or virtual class name provided in the request (step 1312) and the result is 

returned to the requestor (step 1314). 
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Referring now to FIG 13A, the literal window name or window class name 

is determined as shown there. The rules engine is consulted to determine the 

rule that applies to the request (step 1352). If the rule action is "ignore" (step 

1354), then the literal name equals the virtual name (step 1356). If, however, the 

5 rule action is not "ignore" but is "redirect" (step 1358), then the literal name is 

determined from the virtual name as specified by the redirect rule (step 1360). If, 

however, the rule action is not "redirect" but is "isolate", then the literal name is 

determined from the virtual name using a scope-specific identifier (step 1362). 

In some embodiments, the particular scope-specific identifier is specified 

10 in the rule. In other embodiments, the scope-specific identifier used is the one 

associated with the application isolation scope with which the requesting process 

is associated. This allows the window or window class to be used by any other 

applications associated with the same application isolation scope. In operating 

systems such as many of the Microsoft WINDOWS family of operating systems 

15 where window names and classes are already isolated within a session, this 

means that only applications executing in the same session that are associated 

with the same application isolation scope can use the window name or class. 

In some of the family of Microsoft WINDOWS operating systems, the 

window- name is used as the title of the window in the title bar. It is desirable to 

20 handle non-client area paint window message to ensure that the window title 

displayed in the window title bar reflects the virtual names and not the literal 

name for a particular window. When a non-client area paint message is 

intercepted, the virtual name associated with the window, if any, is retrieved from 

the mapping table. If a virtual name is retrieved, the non-client area is painted 

25 using the virtual name as the window title and it is indicated that the request 

message has been handled. If no virtual name is retrieved, the request is 

indicated as not handled, which passes the request on to the original function 

that paints the title bar, using the literal name of the window. 
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4.5 Out-of-process COM Server Virtualization 

Software component technologies such as COM, CORBA, .NET and 

others allow software components to be developed, deployed, registered, 

discovered, activated or instantiated and utilized as discrete units. In most 

5 component models, components may execute in either the process of the caller 

or in a separate process on the same computer or on a separate computer 

entirely, although some components may only support a subset of these cases. 

One or more unique identifiers identify these components. Typically the 

component infrastructure provides a service or daemon that brokers activation 

Io requests. A software process that wishes to begin using a component passes a 

request to the broker to activate the component specified by the component 

identifier. The broker activates the requested component, if possible, and returns 

a reference to the activated instance. In some of these component 

infrastructures, multiple versions of the same component may not co-exist 

15 because the component identifier remains the same from version to version. 

Some of the members of the WINDOWS family of operating systems 

provide a component infrastructure called COM. COM components ("COM 

servers") are identified by a GUID called a Class Identifier (CLSID), and each 

component provides one or more interfaces each of which has its own unique 

20 interface identifier (UI ID). The COM Service Control Manager (CSCM) is the 

broker for out-of-process activation requests and it provides interfaces that allow 

the caller to request activation of a COM server via CLSID. Although the 

following description will be phrased in terms of COM servers and COM clients, it 

will be understood by one of ordinary skill in the art that it applies to CORBA, 

25 .NET, and other software architectures that provide for dynamic activation of 

software components. 

When COM components are installed onto a computer, they register their 

CLSIDs in a well-known portion of the registry database, along with the 

information needed by the CSCM to launch a new instance of the COM server. 

101 

IBM Ex-1002 
Page 170



WO 2006/039181 PCT /US2005/033994 

For out of process COM servers, this may include the path and command line 

parameters to the executable to run_ Multiple versions of the same COM server 

share the same CLSID, hence only one version can be installed onto a computer 

at a time. 

5 In certain embodiments, an application (acting as a COM client} 

instantiates a COM server by calling a COM API (for example, 

CoCreatelnstance() or CoCreatelnstanceEx()). A parameter to this call specifies 

the desired activation context: in-process; out-of-process on the same computer; 

out-of-process on a remote computer; or allow the COM subsystem to determine 

10 which of these three cases to use. If it is determined that an out-of-process 

activation is required, the request including the CLSID is passed to the CSCM. 

The CSCM uses the registry database to locate the path and parameters needed 

to launch the executable that hosts the COM server. When that executable is 

launched, it registers all of the CLSI Ds of all of the COM servers that it supports 

15 with the CSCM using the COM API CoRegisterC(assObject(). If the requested 

CLSID is registered, the CSCM returns a reference to that COM server to the 

caller. All subsequent interaction between the COM client and the COM server 

takes place independently of the CSCM. 

The isolation environment 200 previously described allows multiple 

20 instances of COM servers with the same CLSID to be installed on a computer, 

each in a different isolation scope (no more than one of which may be the system 

scope). However, this alone will not make those COM servers available to COM 

clients. 

Fig. 14 depicts one embodiment of the steps to be taken to virtualize 

25 access to COM servers. In brief overview, a new CLSID, hereinafter called the 

Isolated CLSID (or ICLSID) is created for each out-of-process COM server that is 

launched into an isolation scope (step 1402). By definition this is a CLSID, and 

thus must be unique amongst all other CLSIDs, in other words it must have the 

properties of a GUID. A mapping table is created that maps the pair (CLSID, 
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application isolation scope) to ICLSID. A COM server registry entry is created for 

the ICLSID which describes how to launch the COM server, with launch 

parameters that start the COM server executable in the appropriate application 

isolation scope (step 1404). Calls by COM clients to COM APls such as 

s CoCreatelnstance() and CoCreatelnstanceEx() are hooked or intercepted (step 

1406). If it is determined that (a) the request can be satisfied by an in-process 

COM server or (b) both the COM client and COM server are not associated with 

any isolation scope, then the request is passed unmodified to the original COM 

API and the result returned to the caller (step 1408). The appropriate instance of 

10 the COM server to use is identified (step 1410). If the selected COM server 

instance is in an application isolation environment its ICLSID is determined using 

the data structures outlined above. Otherwise, the CLSID in the request is used 

(step 1412). The original CoCreatelnstance() or CoCreatelnstanceEx() function 

is called, with the ICLSID if one was identified in step 1412. This passes the 

15 request to the CSCM (step 1414). The CSCM finds and launches the COM 

server executable in the normal fashion, by looking up the requested CLSID in 

the registry to determine launch parameters. If an ICLSID is requested, the 

ICLSID system scope registry entry as described in step 1404 is found and the 

COM server is launched in the appropriate application isolation scope (step 

20 1416). The launched COM executable calls the hooked 

CoRegisterClassObject() API with the CLSIDs of the COM servers it supports 

and these are translated to the appropriate ICLSIDs which are passed to the 

original CoRegisterClassObject() API (step 1418)- When the CSCM receives a 

response from a CoRegisterClassObject() call with the expected ICLSID, it 

25 returns a reference to that COM server instance to the caller (step 1420). 

Still referring to FIG. 14, and in more detail, an ICLSID is created for each 

out-of-process COM server that is launched into an isolation scope (step 1402). 

In some embodiments, the ICLSID is created during installation of the COM 

server. In other embodiments, the ICLSID is created immediately after 
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installation. In still other embodiments, the ICLSID is created before the COM 

server is launched into the isolation scope. In all of these embodiments, the 

ICLSID may be created by hooking or intercepting the system calls that create or 

query the CLSID entry in the registry database. Alternatively, the ICLSID may be 

5 created by hooking or intercepting the COM API calls such as 

CoCreatelnstance() and CoCreatelnstanceEx() that create COM server 

instances. Alternatively, changes to the CLSID-specific portion of the registry 

database may be observed after an installation has taken place. 

A mapping table is created that maps the pair (CLSID, application isolation 

10 scope) to ICLSID, along with the appropriate registry entries for a COM server 

with that ICLSID that describe how to launch the COM server, with launch 

parameters that start the COM server executable in the appropriate application 

isolation scope (step 1404). In many embodiments, this table is stored in a 

persistent memory element, such as a hard disk drive or a solic:1-state memory 

15 element. In other embodiments, the table may be stored in the registry, in a flat 

file, in a database or in a volatile memory element. In still other embodiments, 

the table may be distributed throughout the COM-specific portions of the registry 

database, for example by adding a new subkey specific to this purpose to each 

appropriate COM server entry identified by CLSID. Entries in this table may be 

20 created during or immediately after installation, by hooking or intercepting the 

calls that create the CLSID entry in the registry database, or by observing 

changes to the CLSID-specific portion of the registry database after an 

installation has taken place, or by hooking or intercepting the COM API calls 

such as CoCreatelnstance() and CoCreatelnstanceEx() that create COM server 

25 instances. Installation of a COM server into a specific isolation scope may be 

persistently recorded. Alternatively, the mapping of a particular COM server and 

isolation scope to ICLSID may be dynamically created and stored as an entry in 

a non-persistent database, or in the registry database. 
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Calls by COM clients to COM APls, such as CoCreatelnstance() and 

CoCreatelnstanceEx(), are hooked or intercepted (step 1406). If it is determined 

that (a) the request can be satisfied by an in-process COM server or (b) both the 

COM client and COM server reside in the system scope (step 1407), then the 

5 request is passed unmodified to the original COM API and the result returned to 

the caller (step 1408). 

If the request cannot be satisfied by an in-process COM server and either 

the COM client or the COM server do not reside in the system scope {step 1407), 

then the appropriate instance of the COM server to use is identified (step 1410). 

IO For embodiments in which COM clients execute in a particular isolation scope, 

preference may be given to COM servers installed into the same application 

isolation scope, followed by those installed into the system scope (possibly 

executing in the client's application isolation scope), followed by COM servers 

installed into other application isolation scopes. In some of these embodiments, 

15 COM servers installed into the system scope may execute in the same 

application isolation scope as the COM client. This may be controlled by the 

rules engine and administrative settings to allow this to happen for COM servers 

that execute correctly in this mode, and prevent it for COM servers that do not. 

For embodiments in which the COM client executes in the system scope, 

20 preference may be given to system scope COM servers followed by COM 

servers in isolation scopes. The COM client may specify a COM server to use in 

the call creating an instance of the COM server. Alternatively, a configuration 

store may store information identifying the COM server to be instantiated. In 

some embodiments, the specified COM server is hosted by another computer, 

25 which may be a separate, physical machine or a virtual machine. The mapping 

table described above in connection with step 1404 may be used to find the set 

of applicable COM servers and (if necessary) compute preference based on 

rules. 
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For embodiments in which the applicable COM server exists on another 

computer, a service or daemon that executes on the remote computer can be 

queried for the ICLSID to use. The COM client hook, if it determines that a 

remote COM server is required, first queries the service or daemon to determine 

5 the CLSID/ICLSID to use. The service or daemon determines an ICLSID 

corresponding to the CLSID given in the request. In some embodiments, the 

ICLSID returned by the service or daemon may be selected or created based on 

administrator-defined configuration data, rules contained in a rules engine, or 

built-in hard-coded logic. In other embodiments, the request may specify the 

10 isolation scope on the server to be used. In still other embodiments, the 

requested COM server may be associated with the server's system scope, in 

which case the CLSID associated with the COM server is returned. In still other 

embodiments, the requested COM server may be associated with one of the 

server's isolation scopes, in which case it returns the ICLSID associated with the 

15 instance of the COM server and the isolation scope. In some embodiments, a 

service or daemon as described above may be used to support launching local 

out-of-process COM servers. 

If the selected COM server instance is in an application isolation 

environment on the local computer, its ICLSID is determined using the data 

20 structures described in connection with step 1404. If, instead, the selected COM 

server instance is in the system scope on the local computer, the CLSID in the 

request is used (step 1412). In some of these embodiments, an entry for the 

COM server using the ICLSID may be dynamically created. 

If an ICLSID is returned, it is passed to the original COM API in place of 

25 the original CLSID. For example, the determined ICLSID may be passed to the 

original CoCreatelnstance() or CoCreatelnstanceEx() function, which passes the 

request to the CSCM (step 1414). For embodiments in which the COM server is 

hosted by another computer, the CSCM passes the ICLSID to the computer 
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hosting the COM server, where that computer's CSCM handles the COM server 

launch. 

The CSCM finds and launches the COM server executable in the normal 

fashion, by looking up the requested CLSID or ICLSID in the registry to 

5 determine launch parameters. If an ICLSID is requested, the ICLSID system 

scope registry entry as described in step 1404 is found and the COM server 

launched in the appropriate application isolation scope (step 1416). 

If the launched COM server instance executes in an application isolation 

scope (whether installed into that scope or installed into the system scope), the 

10 COM API function CoRegisterClassObject()of the COM server instance is 

hooked or intercepted. Each CLSID that is passed to CoRegisterCiassObject() is 

mapped to the corresponding ICLSID, using the mapping table as defined in step 

1404. The original CoRegisterClassObject() API is called with the ICLSID (step 

1418). 

15 When the CSCM receives a response from a CoRegisterClassObject() call 

with the expected ICLSID, it returns a reference to that COM server instance to 

the caller (step 1420). 

This technique supports COM server execution when the COM client and 

COM server execute in any combination of application isolation scopes (including 

20 different scopes) and the system scope. The ICLSID is specific to the 

combination of server (identified by CLSID) and the desired appropriate isolation 

scope. The client need only determine the correct ICLSID (or the original CLSID 

if the server is in installed into and executing in the system scope). 

4.6 Virtualized File Type Association (FTA) 

25 File type association is a well-known graphical user interface technique for 

invoking execution of application programs. A user is presented with a graphical 

icon representing a data file. The user selects the data file using keyboard 

commands or using a pointing device, such as a mouse, and clicks, or double­

clicks, on the icon to indicate that the user would like to open the file. Alternately, 
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in some computing environments, the user enters the path to the file at a 

command line prompt in place of a command. The file typically has an 

associated file type indication which is used to determine an application program 

to use when opening the file. This is generally done using a table that maps the 

5 file type indication to a specific application. In many members of the family of 

Microsoft WINDOWS operating systems, the mapping is typically stored in the 

registry database in a tuple including the file type indicator and the full pathname 

identifying the application to be executed, and only one application program may 

be associated with any particular file type. 

In the described isolation environment, multiple versions of an application 

may be installed and executed on a single computer. Thus, in these 

environments, the relationship between file type and associated application 

program is no longer a one-to-one relationship but is, instead, a one-to-many 

relationship. A similar problem exists for MIME attachment types. In these 

I 5 environments, this problem is solved by replacing the pathname identifying the 

application program to be launched when a given file type is selected. The 

pathname is replaced with that of a chooser tool that gives to the user a choice of 

application programs to launch. 

Referring now to FIG. 15, and in brief overview, a request to write file type 

20 association data to a configuration store is intercepted (step 1502). A 

determination is made whether the request is updating the file type association 

information in the configuration store (step 1504). If not, i.e., if the entry already 

exists, no update occurs (step 1506). Otherwise, a new entry is created using 

the virtuafization techniques described above in sections 4.1.4 or 4.2.4, or the 

25 existing entry is updated (step 1508). The new or updated entry, which is 

virtualized for the appropriate isolation scope, maps the file type to a chooser tool 

which allows the user to select which of multiple application programs to use 

when viewing or editing the file. 
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Still referring to FIG. 15, and in more detail, a request to write file-type 

association data to a configuration store is intercepted (step 1502). In some 

embodiments, the configuration store is the WINDOWS registry database. The 

request to write data to the configuration store may be intercepted by a user 

5 mode hooking function, a kernel mode hooking function, a file system filter driver, 

or a mini-driver. 

A determination is made whether the request seeks to update file-type­

association information in the configuration store (step 1504). In one 

embodiment this is accomplished by detecting if the intercepted request indicates 

10 that it intends to modify the configuration store. In another embodiment, the 

target of the request is compared to the information included in the request to 

determine if the request is attempting to modify the configuration store. For 

embodiments in which the configuration store is a registry database, the request 

to modify the registry is intercepted, as described above in Section 4.2. 

15 If it is determined that the request is not attempting to update the 

configuration store, no update occurs (step 1506). In some embodiments, it is 

determined that no attempt to update the configuration store is made because 

the intercepted request is a read request. In other embodiments, this 

determination may made when the target entry in the configuration store and the 

20 information included in the intercepted request are identical, or substantially 

identical. 

If, however, it is determined in step 1504 that the request intends to 

update the configuration store, then a new entry is created in the configuration 

store, or the existing entry is updated (step 1508). In some embodiments, rules 

25 determine which isolation scope the entry is created or updated in. In some 

embodiments, the new entry is created or the existing entry is updated in the 

system scope or the application isolation scope. In many embodiments, the new 

entry is created or the existing entry is updated in the appropriate user isolation 

scope. If a new entry is created, then it, rather than identifying the application 
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program identified in the intercepted request, lists a chooser application as the 

application to be used when a file of a particular type is accessed. In some 

embodiments, the chooser tool is updated automatically when a new version of 

an application program is installed, or when another application that handles the 

s same file type is installed, or when an application registers or deregisters itself to 

handle files of that particular type. In some embodiments, the chooser tool can 

incorporate into its list of suitable applications any applications registered to 

handle the same file type in the portion of the configuration store maintained in 

other scopes, such as the system scope, and the application scope if the chooser 

10 tool executes in the user scope. If an existing entry is updated, and the existing 

entry already lists the chooser application as the application to be used when a 

file of that particular file type is used, then the list of applications presented by the 

chooser for that file type may be updated to include the updating application. If 

the existing entry is updated, but it does not list the chooser application, then the 

15 updated entry is made to list the chooser application as the application to be 

used when a file of that particular file type is used. In these embodiments, the 

information relating to the associated applications may be stored in an 

associated configuration file or, in some embodiments, as an entry in the registry 

database. 

20 The chooser application may present to the user a list of applications 

associated with the selected file type. The application may also allow the user to 

choose the application program that the user would like to use to process the file. 

The chooser then launches the application program in the appropriate scope: 

system scope; application isolation scope; or user isolation scope. In some 

2s embodiments, the chooser tool maintains the identity of the default application 

program associated with a file type. In these embodiments, the default 

application may be used by processes that do not have access to the desktop or 

are configured to use the default handler without presenting the user with a 

choice. 
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4. 7 Dynamic movement of processes between isolation environments 

An additional aspect of the invention is the facility to move a running 

process between different virtual scopes. In other words, the aggregated view of 

native resources presented to the application instance by the isolation 

5 environment 200 may be changed to a different aggregated view while the 

application is executing. This allows processes that have been isolated within a 

particular isolation scope to be "moved" to another isolation scope while the 

process is running. This is particularly useful for system services or processes of 

which only one instance may execute at a time, such as the MSI service in 

10 WINDOWS operating systems. This aspect of the invention may also be used to 

allow a user to work in several isolation scopes sequentially. 

Referring to FIG. 16, and in brief overview, one embodiment of a process 

for moving processes between one isolation scope and a second isolation scope, 

or between the system scope and an isolation scope, is shown. As used in this 

15 description, the term "target isolation scope" will be used to refer to the isolation 

scope, including the system scope, to which the processes is being moved and 

the term "source isolation scope" will be used to refer to the isolation scope, 

including the system scope, from which the process is being moved. As shown 

in FIG. 16, and in brief overview, a method for moving a process to a target 

20 isolation scope includes the steps of: ensuring that the process is in a safe state 

(step 1602); changing the association of the process from its source isolation 

scope to the target isolation scope in the rules engine (step 1604); changing the 

association of the process from the source isolation scope to the target isolation 

scope for any filter driver or hooks (step 1606); and allowing the process to 

25 resume execution (step 1608). 

Still referring to FIG. 16, and in more detail, the process should be in a 

"safe" state while being moved to a different isolation scope (step 1602). In 

some embodiments, the process is monitored to determine when it is not 

processing requests. In these embodiments, the process is considered to be in a 
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"safe" state for moving when no requests are processed by the process. In some 

of these embodiments, once the process is considered to be in a "safe" state, 

new requests to the process are delayed until the process is moved. In other 

embodiments, such as in connection with diagnostic applications, a user 

s interface may be provided to trigger the change in isolation scope. In these 

embodiments, the user interface may run code that puts the process to be moved 

into a "safe" state. In still other embodiments, an administration program may 

force the process into a "safe" state by delaying all incoming requests to the 

process and waiting for the process to complete execution of any active 

10 requests. 

The rules associated with the target isolation scope are loaded into the 

rules engine if they do not already exist in the rules engine (step 1603). 

The association of the process with a source isolation scope is changed in 

the rules engine (step 1604 ). As described above, a process can be associated 

IS with any isolation scope. That association is used by the rules engine on every 

request for a virtual native resource to determine the rule to apply to the request. 

The application instance can be associated with a target isolation scope by 

changing the appropriate data structures in the rules engine. In some 

embodiments, a new database entry is written associating the process with a 

20 new isolation scope. In other embodiments, a tree node storing an identifier for 

the isolation scope with which the process is associated is overwritten to identify 

the new isolation scope. In still other embodiments, an operating system request 

can made to allocate additional storage for a process to store the rules 

associated with the target isolation scope or, in some embodiments, an identifier 

25 of the rules. 

The association of the process with the source isolation scope is changed 

wherever the association or the rules are stored outside of the rules engine, such 

as filter drivers, kernel mode hooks, or user mode hooks (step 1606). For 

embodiments in which the association between a process and isolation scope 
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rules is maintained based on PIO, the association between the processes PIO 

and the rule set is changed. For embodiments in which a PIO is not used to 

maintain the association between a process and the applicable set of isolation 

rules, the user mode hooking function may be altered to access the rule set 

5 associated with the target isolation scope. For embodiments in which process 

associations with rule sets for isolation scopes are maintained in a rule engine, it 

is sufficient to change the association stored in the rule engine in step 1604 

above. 

The process is allowed to resume execution in the new isolation scope 

10 (step 1610). For embodiments in which new requests were delayed or prohibited 

from being made, those requests are issued to the process and new requests are 

allowed. 

In one particularly useful aspect, the method described above may be 

used to virtualize MSI, an installation packaging and installation technology 

15 produced by Microsoft and available in some of the Microsoft WINDOWS family 

of operating systems. An application packaged by this technology for installation 

is called an MSI package. Operating systems which support this technology 

have a WINDOWS service called the MSI service which assists in installing MSI 

packages. There is a single instance of this service on the system. Processes 

20 that wish to install MSI packages run an MSI process in their session which 

makes COM calls to the MSI service. 

MSI installations can be virtualized to install MSI packages into an 

application isolation environment. Conceptually, this can be achieved by hooking 

or intercepting the calls made to the MSI API in the installation session to the 

2s MSI service. A mutex can be used to ensure that only one installation takes 

place at a time. When a call to the MSI API requesting to start a new installation 

is received or intercepted, and the calling process is associated with a particular 

application isolation scope, the MSI service is placed into the context of that 

isolation scope before the call is allowed to proceed. The installation proceeds 
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as the MSI service performs its normal installation actions, although native 

resource requests by the MSI service are virtualized according to the applicable 

isolation scope. When the end of the installation process is detected, the 

association between the MSI service and the isolation scope is removed. 

5 Although described above with respect to MSI, the technique described is 

applicable to other installation technologies. 

EQUIVALENTS 

The present invention may be provided as one or more computer-readable 

programs embodied on or in one or more articles of manufacture. The article of 

10 manufacture may be a floppy disk, a hard disk, a CD-ROM, a flash memory card, 

a PROM, a RAM, a ROM, or a magnetic tape. In general, the computer-readable 

programs may be implemented in any programming language, LISP, PERL, C, 

C++, PROLOG, or any byte code language such as JAVA. The software 

programs may be stored on or in one or more articles of manufacture as object 

15 code. 

Having described certain embodiments of the invention, it will now 

become apparent to one of skill in the art that other embodiments incorporating 

the concepts of the invention may be used. Therefore, the invention should not 

be limited to certain embodiments, but rather should be limited only by the spirit 

20 and scope of the following claims. 
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CLAIMS 

What is claimed is: 

1. A method for moving an executing process from a first isolation scope to a 

5 second isolation scope, the method comprising the steps of: 

IO 

(a) determining that a process is in a state suitable for moving; 

(b) changing an association of the process from a first isolation scope to a 

second isolation scope; and 

(c) loading at least one rule associated with the second isolation scope. 

2. The method of claim 1 wherein step (a) comprises determining that a 

process is in a state suitable for moving by monitoring whether the process is 

processing a request. 

15 3. The method of claim 2 wherein step (a) comprises putting a process in a 

state suitable for moving. 

4. The method of claim 3 further comprising putting the process in the state 

suitable for moving via one of a user interface and an administration program. 

20 

5. The method of claim 3 further comprising the step of prohibiting new 

requests to the process. 

6. The method of claim 3 further comprising the step of queuing requests to 

2s the process. 

7. The method of claim 6 further comprising the step of processing the 

queued requests after associating the process with the second isolation scope. 
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8. The method of claim 1 wherein step (b) comprises writing to a rules 

engine information associating the process with a second isolation scope. 

9. The method of claim 1 further comprising the step of changing an 

s association of the process from the first isolation scope to the second isolation 

scope in a file system filter driver. 

10. The method of claim 1 further comprising the step of changing an 

association of the process from the first isolation scope to the second isolation 

10 scope in one of a kernel hooking function and a user mode hooking function. 

15 

11. The method of claim 1 further comprising the step of changing an 

association of the process from the first isolation scope to the second isolation 

scope in a mini-filter. 

12. The method of claim 1 further comprising the step of suspending 

execution by the process. 

13. The method of claim 12 further comprising resuming execution by the 

20 process. 

25 

14. A method for moving an executing process into an isolation scope, the 

method comprising the steps of: 

(a) determining that a process is in a state suitable for moving; 

(b) associating the process with an isolation scope; and 

(c) loading at least one rule associated with the isolation scope. 

15. The method of claim 14 wherein step (a) comprises determining that a 

process is in a state suitable for moving by monitoring whether the process is 

30 processing a request. 
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16. The method of claim 15 wherein step (a) comprises putting a process in a 

state suitable for moving. 

5 17. The method of claim 16 further comprising putting the process in the state 

suitable for moving via one of a user interface and an administration program. 

18. The method of claim 16 further comprising the step of prohibiting new 

requests to the process. 

IO 

19. The method of claim 16 further comprising the step of queuing requests to 

the process. 

20. The method of claim 19 further comprising the step of processing the 

15 queued requests after associating the process with the isolation scope. 

21. The method of claim 14 wherein step (b) comprises writing to a rules 

engine information associating the process with an isolation scope. 

20 22. The method of claim 14 further comprising the step of associating the 

process to the isolation scope in a file system filter driver. 

23. The method of claim 14 further comprising the step of associating the 

process to the isolation scope in one of a kernel hooking function and user mode 

25 hooking function. 

24. The method of claim 14 further comprising the step of associating the 

process to the isolation scope in a mini-filter. 
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25. The method of claim 14 further comprising the step of suspending 

execution by the process. 

26. The method of claim 25 further comprising resuming execution by the 

s process. 
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SYSTEM AND METHOD FOR DISPLAYING CURRENT IMAGES OF VIRTUAL 

MACHINE ENVIRONMENTS 

TECHNICAL FIELD OF THE INVENTION 

5 The present disclosure relates in general to the field of virtual machines, and, 

more particularly, to a system and method for displaying images from virtual machine 

environments. 

BACKGROUND OF THE INVENTION 

Computers include general purpose central processing units (CPUs) that are 

designed to execute a specific set of system instructions. A group of processors that 

have similar architecture or design specifications may be considered to be members of 

the same processor family. Examples of current processor families include the 

Motorola 680XO processor family, manufactured by Motorola, Inc. of Phoenix, 

15 Arizona; the Intel 80X86 processor family, manufactured by Intel Corporation of 

Sunnyvale, California; and the PowerPC processor family, which is manufactured by 

Motorola, Inc. and used in computers manufactured by Apple Computer, Inc. of 

Cupertino, California. Although a group of processors may be in the same family 

because of their similar architecture and design considerations, processors may vary 

20 widely within a family according to their clock speed and other performance 

parameters. 

Each family of microprocessors executes instructions that are unique to the 

processor family. The collective set of instructions that a processor or family of 

processors can execute is known as the processor's instruction set. As an example, the 

25 instruction set used by the Intel 80X86 processor family is incompatible with the 

instruction set used by the PowerPC processor family. The Intel 80X86 instruction set 

is based on the Complex Instruction Set Computer (CISC) format. The Motorola 

PowerPC instruction set is based on the Reduced Instruction Set Computer (RISC) 

format. CISC processors use a large number of instructions, some of which can 

30 perform rather complicated functions, but which require generally many clock cycles to 

execute. RISC processors use a smaller number of available instructions to perform a 

simpler set of :functions that are executed at a much higher rate. 
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The uniqueness of the processor family among computer systems also typically 

results in incompatibility among the other elements of hardware architecture of the 

computer systems. A computer system manufactured with a processor from the Intel 

80X86 processor family will have a hardware architecture that is different from the 

5 hardware architecture of a computer system manufactured with a processor from the 

PowerPC processor family. Because of the uniqueness of the processor instruction set 

and a computer system's hardware architecture, application software programs are 

typically written to run on a particular computer system running a particular operating 

system. 

A computer manufacturer will want to maximize its market share by having 

more rather than fewer applications run on the microprocessor family associated with 

the computer manufacturer's product line. To expand the number of operating systems 

and application programs that can run on a computer system, a field of technology has 

developed in which a given computer ·having one type of CPU, called a host, will 

15 include an emulator program that allows the host computer to emulate the instructions 

of an unrelated type of CPU, called a guest. Thus, the host computer will execute an 

application that will cause one or more host instructions to be called in response to a 

given guest instruction. Thus, the host computer can both run software design for its 

own hardware architecture and software written for computers having an unrelated 

20 hardware architecture. As a more specific example, a computer system manufactured 

by Apple Computer, for example, may run operating systems and program written for 

PC-based computer systems. It may also be possible to use an emulator program to 

operate concurrently on a single CPU multiple incompatible operating systems. In this 

arrangement, although each operating system is incompatible with the other, an 

25 emulator program can host one of the two operating systems, allowing the otherwise 

incompatible operating systems to run concurrently on the same computer system. 

When a guest computer system is emulated on a host computer system, the 

guest computer system is said to be a virtual machine, as the host computer system 

exists only as a software representation of the operation of the hardware architecture of 

30 the guest computer system. The terms emulator and virtual machine are sometimes 

used interchangeably · to denote the ability to mimic or emulate the hardware 

architecture of an entire computer system. As an example, the Virtual PC software 
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created by Connectix Corporation of San Mateo, California emulates an entire 

computer that includes an Intel 80X86 Pentium processor and various motherboard 

components and cards. The operation of these components is emulated in the virtual 

machine that is being run on the host machine. An emulator program executing on the 

5 operating system software and hardware architecture of the host computer, such as a 

computer system having a PowerPC processor, mimics the operation of the entire guest 

computer system The emulator program acts as the interchange between the hardware 

architecture of the host machine and the instructions transmitted by the software 

running within the emulated environment. 

10 Over the years, the number of operating systems able to execute on a given 

processor family has increased markedly. For example, at present, the Windows 

operating system alone has several versions, such as Windows 3.1, Windows 95, 

Windows 98, Windows 98SE, Windows 2000, ·windows NT, and Windows 

Millennium. Thus, a user of a computer system having an Intel 80X86 processor 

15 architecture may choose among several operating systems. Similarly, if the hardware 

architecture of a computer system running an Intel 80X86 architecture is being 

emulated in a host computer system, it may be desirable to run several virtual machines 

simultaneously, with each virtual machine operating according to a different operating 

system. As an example, it may be desirable to emulate on a Macintosh computer 

20 system several guest computers systems, each running a separate version of Windows. 

By doing so, the Macintosh user can take advantage of the wide variety of software 

applications designed to run on PC computer systems. 

As the user increases the number of software applications and operating systems 

that is running on a computer system, it becomes more difficult for the user to manage 

25 the various tasks performed on the computer system. Accordingly, as the user 

increases the number of virtual machines running on the computer system, it becomes 

more difficult for the user to keep track of both the virtual machines and the respective 

applications running on the computer system's native operating system and the various 

virtual machines. For example, in operating systems that use windowing environments, 

30 such as Windows, the Macintosh operating system, and OS/2, for example, users may 

resize or move windows that con-espond to various applications. Windows that are 

minimized or suspended are typically moved to a task bar, application bar or 
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application list where they can be later accessed. Unfortunately, these application bars 

or lists generally do not present the user with enough information about the particular 

applications contained therein to allow the user to quickly find the particular 

application the user is interested in resuming. This problem is exacerbated as the 

5 number of applications and corresponding windows increases. 

SUMMARY OF THE INVENTION 

In accordance with teachings of the present disclosure, a system and method for 

managing multiple virtual computer environments are disclosed that provide significant 

10 advantages over plior developed systems. 

The system and method described herein allow a user of a host computer system 

running multiple virtual machine environments to view the thumbnail images of the 

video output of each virtual machine application. According to one embodiment of the 

present invention, the thumbnail images are generated by interpreting the contents of 

15 the virtual machine's video RAM (VRAJ\,1) and scaling the resulting representations 

into several thumbnail images that may be conveniently viewed, for example, in a 

single window. Interpretation of the virtual machine's VRAM is generally dependent 

on the current video mode of the virtual machine, such as text, planar video, linear 

video, among other examples. According to one embodiment of the present invention, 

20 the thumbnail images are generated using bilinear sampling techniques to create an 

anti-aliased miniature image. In the case of active emulated computer systems, 

thumbnail images are preferably continuously generated to give a real-time 

representation of the virtual machine application within the thumbnail view. The 

thumbnail or reduced-size images are preferably saved whenever the respective virtual 

25 machine is placed in a suspension mode and accordingly saved to the storage device of 

the computer system running the virtual machine software. The image of these 

suspended images are likewise displayed for the user, allowing the user to quickly view 

the status of the virtual machine regardless of whether the virtual machine is active or 

suspended. 

30 The disclosed system and method provide several technical advantages over 

conventional systems and methods for managing multiple computer applications, such 

as multiple virtual computer environments. One advantage of the system and method 
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of the present invention is that it allows a user of a computer system that is running 

multiple virtual machine environments to view the status of several multiple virtual 

machine environments at one glance. This allows the user to easily manage several 

virtual machine environments that are running simultaneously. Another advantage of 

5 the present system and method is that the user may quickly ascertain the status of a 

given virtual machine without having to activate or unsuspend the virtual machine. 

This allows the user to save time, especially if the virtual machine is running at a 

relatively slow speed, or if the user is working on several projects. 

Other technical advantages should be apparent to one of ordinary skill in the art 

10 in view of the specification, claims, and drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A more complete understanding of the present embodiments and advantages 

thereof may be acquired by referring to the following description taken in conjunction 

15 with the accompanying drawings, in which like reference numbers indicate like 

features, and wherein: 

Figure 1 is a diagram of the logical relationship of the elements of an emulated 

computer system running in a host computer system; 

Figure 2 is diagram depicting the screen display from a computer system 

20 utilizing an embodiment of the present invention; 

Figure 3 is a flow diagram of method for displaying a thumbnail image of an 

emulated computer system; and 

Figure 4 is a flow diagram of the manner in which the emulator program polls 

each virtual machine environment to determine the status of the virtual machine and to 

25 locate the reduced-size image to be displayed for each virtual machine 

DETAILED DESCRIPTION OF THE INVENTION 

Shown in Figure 1 is a diagram of the logical layers of the hardware and 

software architecture for an emulated operating environment in a computer system 11. 

30 An emulation program 15 runs on a host operating system and/or hardware architecture 

13. Emulation program 15 emulates a guest hardware architecture 16 and a guest 

operating system 19. Software application 21 in turn runs on guest operating system 
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19. In the emulated operating environment of Figure 1, because of the operation of 

emulation program 15, software application 21 can run on the computer system 11 even 

though software application 21 is designed to run on an operating system that is 

generally incompatible with the host operating system and hardware architecture 13. 

Shown in Figure 2 is a screen display 10 from a computer system 12 that 

implements the system and method of the present invention. Computer system 12 may 

use any type of processor and any type of operating system that are suitable for running 

one or more virtual machines. For example, computer system 12 may include a 

processor from one of several processor families such as the PowerPC processor, the 

10 Intel 80X86 Pentium processor, or the Motorola 680X0 processor, among other 

examples. The operating system of computer system 12 is preferably an operating 

system that may use a windowing environment. Examples of suitable operating 

systems include Windows, the Macintosh OS, or OS/2, among other examples. For 

example, the computer system 12 depicted in Figure 2 uses the Macintosh OS and a 

15 PowerPC processor. 

Computer system 12 is running one or more virtual machines or emulators on 

its native or host operating system. As discussed above, an emulator or virtual machine 

allows a host computer to run a software application that is designed for an operating 

system or processor that is not native to the host computer. Thus, computer system 12 

20 is a host computer system. If the native operating system for computer system 12 uses 

a windowing environment or other similar graphical user interface that represents 

programs, files, and options by means of icons, menus, and dialog boxes on the screen, 

then the virtual machines or emulators may be displayed in a virtual machine list 

window 14 that can be displayed on the desktop 16 of the operating system of computer 

25 system 12. From the virtual machine list window 14, the user of the computer system 

may monitor or modify the function of the virtual machines or emulators running on 

computer system 12. The user may modify the function of the virtual machines or 

emulators using control buttons 18 or any similar graphical interface functionality. For 

example, the user may choose additional virtual machines or emulators to run, choose 

30 new software applications to run on virtual machines or emulators that are already 

running, modify the settings associated with any of the virtual machines or emulators, 
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terminate any of the virtual machines or emulators, or suspend any of the virtual 

machines or emulators, among other examples. 

One or more virtual machine status windows are displayed within virtual 

machine list window 14. Shown in list window 14 are virtual machine status windows 

5 20a-20i. Each virtual machine status window is preferably associated with one of the 

virtual machines running on computer system 12. Alternatively, if a particular virtual 

machine is running more than one software application, then a virtual machine status 

window can be associated with each software application. Each virtual machine status 

window displays information regarding the associated virtual machine or emulator. For 

10 example, the virtual machine status window may display information regarding the 

operating system or computer system that is being emulated, the software application 

that is running under the associated virtual machine or emulator, and the current status 

of the software application, among other examples. 

In addition, each virtual machine status window also contains a thumbnail 

15 image. Shown in list window are thumbnail images 22a-22i, each of which is 

associated with a virtual machine status window 20a-20i. Each thumbnail image is a 

representation of the image or graphical output that is currently being generated by the 

software application or operating system running under the virtual machine associated 

with the respective virtual machine status window. If the software application is 

20 currently suspended or saved, then the associated thumbnail image is the image that 

was saved in VRAM of the virtual machine at the time that the virtual machine 

enviromnent was suspended. Each thumbnail image is preferably sized to allow the 

user to conveniently view all or several of the virtual machine status windows 20 on the 

computer screen of computer system 12. If the operating system of the virtual 

25 machines displays images in color, then thumbnail image is preferably also displayed in 

color. As discussed below, thumbnail image may be a static image or an image that is 

updated in real-time or periodically. 

The computer system 12 illustrated in Figure 2 is using the Macintosh OS and is 

running through an emulator program several virtual PC machines on the host 

30 Macintosh OS. The virtual machine status windows 20a-20i in Figure 2 display 

information associated with the various virtual PC machines that are operating on 

computer system 12. Virtual machine status window 20a indicates that computer 
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system 12 includes a virtual machine that is emulating a computer system with a DOS 

operating system. Virtual machine status window 20a also indicates that the operation 

of a video game software application is associated with this virtual machine. In 

addition, virtual machine status window 20a indicates that the operation of this video 

5 game is currently saved or suspended. Because the software application is suspended, 

thumbnail image 22a is a representation of the image that was in VRAM of the virtual 

machine at the time that the virtual machine was suspended. Similarly, virtual machine 

status windows 20b through 20i indicate that computer system 12 also includes virtual 

machines that emulate computer systems running Windows 98, Windows 2000, 

10 Windows 3.1, Windows 95, Windows 98SE, Windows Millennium, and Windows NT 

operating systems. Thumbnail images 20b through 20i are representations of the 

images that were created by the operating systems or software applications associated 

with virtual machine status windows 20b through 20i. The term Windows is a 

trademark of Microsoft Corporation. 

15 Generally, each software application running on an operating system 

implementing a windowing environment will be running m its own window. 

Therefore, the other active software applications of the computer system 12 will be 

running in one of windows 24. Preferably, the user does not operate the software 

application depicted in the virtual machine list window 14 directly from the virtual 

20 machine list window 14. Thus, if software application depicted in virtual machine list 

14 is running, it will be running on an active window 24 in addition to being depicted 

in virtual machine window list 14. However, the user may preferably be able to restore 

or maximize the window 24 associated with a software application running under a 

virtual machine or emulator application by clicking on, or otherwise activating, the 

25 virtual machine status window 22 associated with that software application and the 

corresponding virtual machine or emulator. 

Figure 3 depicts a process diagram for suspending the contents of a virtual 

machine and later displaying those contents in a reduced-size representation for the 

user. As discussed above, the user of computer system 12 may have several virtual 

30 machines or emulated operating system environments running at the same time. Due to 

resource limitations, a computer system 12 running several virtual machine applications 

simultaneously may incur adverse performance effects. Therefore, it may be desirable 
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for a user of computer 12 to suspend a particular virtual machine or operating system 

environment. At step 26 of Figure 3, the user of computer system 12 suspends a virtual 

machine application. By temporarily halting the virtual machine, the user can conserve 

resources and improve the management or performance of other applications. When a 

5 virtual machine application is suspended, the operating parameters associated with the 

virtual machine are stored, so that the operation of the virtual machine can be quickly 

resumed if the user of computer system 12 decides to activate or unsuspend the virtual 

machine. Thus at step 28, the contents of the RAM, VRAM, registers, parameters and 

other data associated with the virtual machine application are saved to a storage device 

10 of computer system 12. Typically, the storage device will be a hard drive, disk, or 

some other nonvolatile storage medium. For instance, if the virtual machine is 

emulating a processor, network card and video card of a particular hardware 

architecture, then the registers for these various components must be saved to memory 

as part of the suspension process. Saving the contents ofVRAM of the virtual machine 

15 saves the video image most recently displayed by ·the virtual machine. Similarly, 

various parameters for these components must be saved, such as the video mode and 

resolution for the video card, for example. The step of saving the virtual machine 

environment to a storage device is preferably performed with a compression algorithm 

or similar functionality to reduce the storage space or time required for this step. 

20 To successfully manage a computer system 12 with several virtual machines, 

the user must be able to quickly ascertain the status of each virtual machine, such as 

whether the virtual machine is running a software application, and whether the virtual 

machine is active or suspended. fu the case of suspended virtual machines, after the 

suspended virtual machine environment has been saved to the storage device, the 

25 thumbnail image 22 and other information must be generated for the virtual machine 

status window 20. To generate thumbnail image 22, the contents of the virtual 

machine's VRAM, which have been stored to memory, must be interpreted at step 30. 

futerpreting the virtual machine's VRAM involves taking into account the video mode 

or video adapter setting of the virtual machine at the time it was suspended. The video 

30 mode is the manner in which the virtual machine's video adapter displays on-screen 

images to the monitor of computer system 12. The most common video modes are text 

mode and graphics mode. In text mode, only characters such as letters, numbers, and 
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symbols may be displayed, and these characters are not drawn as pixel representations. 

On the other hand, graphics mode produces all monitor images, whether text or art, as 

patterns of pixels. Examples of graphics modes include planar video and linear video, 

among other examples. Another consideration for interpreting the VRAM is the 

5 associated bit depth or color depth. Because color in a computer image is a function of 

the number of bits available to provide different shades for each pixel, bit depth is a 

measure of the number of different colors that may be displayed in the image. Other 

graphical settings and parameters may need to be processed or taken in account as well. 

In the case of active virtual machines, the contents of the VRAM for active virtual 

10 machines is saved in the main memory of the host system. To display a reduced-size 

image of the active virtual machine, the contents of the main memory of the host 

system must be likewise interpreted. 

With reference to Figure 3, once the contents of the virtual VRAM have been 

interpreted, the resulting representation is used to create thumbnail image 22 at step 32. 

15 At this point, the contents of the virtual VRAM have been saved to disk, and this saved 

image from disk is the image that is used to create the thumbnail image 22. Generally 

thumbnail images 22 are preferably created using bilinear sampling techniques to create 

an anti-aliased miniature image. Anti-aliasing, or oversampling, is a graphics technique 

that smoothes out the jagged appearance of curved or diagonal lines, a phenomenon 

20 known as "jaggies." Examples of anti-aliasing techniques include surrounding selected 

pixels in the image with intermediate shades and manipulating the size and alignment 

of the pixels. An anti-aliased image is preferred because the thumbnail image 22 is 

preferably small and the presence of jaggies or other visual distortions will typically 

result in a poor image. A bilinear sampling technique is used to downsample the 

25 source image on the VRAM by averaging the pixels in the source image to create a 

scaled-down thumbnail image 22. Another technique that may be used to create 

thumbnail image 22 is spot or point sampling to map a pixel in the source image to a 

pixel in the thumbnail image 22. Unfortunately, point sampling tends to result in a 

significant loss of data. Other techniques suitable for creating a scaled-down image 

30 may be used, such as area sampling and gaussian filtering, among other examples. The 

thumbnail image 22 is then displayed in the virtual machine list window 14 at step 34. 

Preferably, thumbnail image 22 is saved to the storage device along with the virtual 
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machine that is suspended so that the thumbnail image 22 may be quickly displayed at 

a later time, as the image does not need to be created again from the VRAM. 

In the case of active virtual machines, a user of computer system 12 may wish 

to keep several virtual machine applications active and monitor their overall 

5 performance from time to time while directly operating the virtual machine application 

the user has chosen as a primary action item. For example, the user of computer system 

12 may be running a virtual machine that is running a word processor software 

application for the purposes of creating a document and at least one other virtual 

machine that is running computer-aided design software applications (CAD). While 

10 the process of creating a document requires continuous user input to the word processor 

software application, the CAD applications do not necessarily require continuous user 

input if, for example, the CAD applications are rendering wire-frame skeleton models. 

However, the user may be interested in monitoring the progress of the CAD 

applications from time to time, but preferably only at a cursory level, as the user is only 

15 interested in gaining an overall impression of the rendering job before returning his 

attention to the word processor application. Therefore, the technique of the present 

invention allows the user, in the case of active virtual machines, to monitor a thumbnail 

image of the active virtual machines on a real time basis. 

Shown in Figure 4 is a flow diagram of the manner in which the emulator 

20 program polls each virtual machine environment to determine the status of the virtual 

machine and to locate the reduced-size image to be displayed for each virtual machine. 

At step 36, the emulator routine scans through each emulated system. For each system, 

the emulator program performs the decision of step 38 and then steps through the 

remainder of the flow diagram of Figure 4. If the virtual machine is determined to be 

25 active at step 38, then at step 40 a reduced-size image of the VRAM of the virtual 

machine is interpreted by the emulator program and displayed for the user. In the case 

of active emulated systems, the contents of their VRAM are maintained by the host 

system in the main memory of the host system. If it is determined at step 38, that the 

virtual machine is not active, processing continues at step 42, where it is determined 

30 whether the virtual machine has been suspended, i.e., whether the image contents of the 

virtual machine have been saved to disk. If the image contents of the virtual machine 

have been suspended to disk, the emulator program at step 44 loads from disk and 
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displays a thumbnail image of the image of the virtual machine at the time of its 

suspension. If it is determined at step 42 that the virtual machine is not suspended, then 

at step 46 a blank reduced-size image is loaded and displayed for the user. After each 

of steps 40, 42, or 46, the processing continues at step 36 with a scan of each virtual 

5 machine. The processing steps of Figure 4 permit the emulator program to continually 

monitor the status of each virtual machine. If a virtual machine transitions from 

suspended mode to active mode, for example, the emulator program is able to monitor 

this transition and display the correct image of the virtual machine. Additionally, for 

those virtual machines that are active, the processing steps of Figure 4 permit the 

10 emulator to display for the user a continually updated rendering of the image of the 

active virtual machine. The processing steps of Figure 4 may occur roughly once per 

second. At this processing rate, a continually update image of each active machine is 

displayed for the user to permit the user to monitor the state of each active virtual 

machine. 

15 Although the disclosed embodiments have been discussed in reference to the 

field of virtual machines and emulators, it can be readily appreciated that the present 

invention has equal applicability to other types of software applications. For example, 

the user of computer system 12 may be running several software applications 

simultaneously and would like to monitor the status of all of the applications in a 

20 convenient manner. The virtual machine list window 14 could alternatively display all 

of the software applications that are currently active or otherwise on the desktop 16. 

Each software application would be associated with a virtual machine status window 20 

that would provide information on the software application and its status. A thumbnail 

image 22 would be generated for each virtual machine status window 20 that would 

25 represent the video or graphical output of the software application. As discussed 

above, the thumbnail image 22 could be static or continuously updated depending on 

the user's preference and the status of the associated software application. 

It should be noted that the choice of computer system that can be emulated 

according to the technique of the present invention is not limited to computers systems 

30 that operate according to the Intel 80X86 system architecture and run a Windows 

operating system. The invention described herein applies to any emulated environment 

in which one or more virtual machines can be displayed in a windowed setting. Thus, 
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the invention disclosed herein can be used in any environment in which the contents of 

the virtual video memory buffer may be displayed for the user. The method disclosed 

herein is especially advantageous in that it permits a user to monitor the activities or 

suspended state of one or more virtual machine environments. Thus, the user, when 

5 operating in a first virtual machine environment can readily determine the operating 

state or suspended condition of one or more other virtual machine environments that 

typically comprise unique operating system environments. The reduced-size 

representations of the virtual machine environments are rendered on the basis of the 

contents of the saved virtual VRAM of each environment. Thus, from a location in 

10 main memory, the emulator program can create for the user an easily accessible visual 

directory of the other virtual machine environments being emulated by the host system. 

Although the disclosed embodiments have been described in detail, it should be 

understood that various changes, substitutions, and alterations can be made to the 

embodiments without departing from their spirited scope. 
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WHAT IS CLAIMED IS: 

1. A computer system for running one or more software applications, 

wherein the software applications are suitable for generating a video output, 

comprising: 

a host operating system suitable for displaying a graphical user 

interface; 

multiple emulated operating systems being emulated by one or more 

emulator programs running on the host operating system; and 

wherein the host operating system is able to display for a user a reduced-

10 size representation of the video output of the emulated operating systems that are being 

operated in a background mode. 

2. The computer system of claim 1, further comprising one or more virtual 

video memory components suitable for storing the video output of the emulated 

15 operating systems. 

20 

3. The computer system of claim 2, wherein one or more of the video 

memory components are VRAM memory. 

4. The computer system of claim 1, 

wherein the emulated operating systems operating in a background 

mode are active; and 

wherein the thumbnail images for the emulated operating systems are 

generated from the video information stored on the video memory components at 

25 predetermined intervals while the software applications are active. 

30 

5. The computer system of claim 4, wherein the predetermined intervals 

are such that the thumbnail images are real-time representations of the video output 

from the active software applications. 
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6. The computer system of claim 1, 

wherein the graphical user interface is a windowing environment 

suitable for displaying one or more windows; and 

wherein the portion of the graphical user interface comprising the 

5 reduced-size representation is a window. 

10 

15 

20 

25 

30 

7. The computer system of claim 1, wherein the reduced-size 

representations are created using a bilinear sampling technique. 

8. 

wherein the 

comprising: 

interface; 

A computer system for running one or more software applications, 

software applications arn suitable for generating a video output, 

a host operating system suitable for displaying a graphical user 

multiple emulated virtual machines being emulated by one or more 

emulator programs running on the host operating system; and 

wherein the host operating system is able to display for a user a reduced­

size representation of the video output of each virtual machine being operated in a 

background mode. 

9. The computer system of claim 8, wherein the reduced-size 

representations are representations of the video outputs of the virtual machines that are 

being operated in the background mode. 

10. The computer system of claim 9, 

further comprising a virtual video memory associated with each of the 

virtual machines; and 

wherein the reduced-size representations are generated from the video 

information stored in the virtual video memory associated with each virtual machine. 
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11. A method for displaying a reduced-size image of multiple emulated 

computer systems, comprising the steps of: 

suspending one or more of the multiple emulated computer systems by 

saving to memory in the host computer system the image of the emulated computer 

5 system; 

reading in at the emulator program from memory in the host computer 

system the image of the suspended emulated computer system; 

interpreting in the emulator program the contents of the saved image of 

the suspended emulated computer system; 

displaying a reduced-size representation of the suspended emulated 

computer system. 

12. A method for displaying a reduced-size image of multiple emulated 

computer systems, comprising the steps of 

15 reading in at the emulator program from memory in the host computer 

system the image of the emulated computer system; 

interpreting in the emulator program the contents of the image of the 

emulated computer system; 

displaying a reduced-size representation of the emulated computer 

20 system; 

periodically updating the reduced-size representation of the emulated 

computer system. 
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DETAILED ACTION 

1. This action is in reply to applicant's correspondence of 13 September 2004. 

2. Claims 1-34 are pending for examination. 

3. Claims 1-34 are rejected. 

Claim Objections 

Page2 

4. Claim 1 is objected to because of the following informalities: the phrase "resident oh the 

server" is assumed to correctly be "resident on the server". Appropriate correction is required. 

Claim Rejections - 35 USC§ 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 

basis for the rejections under this section made in this Office action: 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

5. Claims 1-34 are rejected under 35 U.S.C. 102(b) as being anticipated by Forbes et al, 

U.S. Patent 6,381,742 B2 ("Forbes et al"). 

6. As per claim 1; "In a system 

having a plurality of servers with 

operating systems that differ, 

operating in 

disparate computing environments, 

wherein each server includes 
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a processor and 

an operating system including 

a kernel 

a set of associated local system files 

compatible with the processor, 

a method of providing at least some of the servers in the system with 

secure, executable, applications 

related to a service, 

wherein the applications 

may be executed in 

a secure environment, 

wherein the applications each include 

an object executable by 

at least some of the different operating systems 

for performing a task 

related to the service, 

the method comprising the steps of: 

storing in memory accessible to at least some of the servers 

a plurality of secure containers of application software, 

each container comprising 

one or more of the executable applications and 

a set of associated system files 

Page 3 
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required to execute the one or more applications, 

for use with a local kernel 

residing permanently on 

one of the servers [Forbes et 

al Abstract, col. 2,lines 33-col. 3,line 

56, figures 1-4 and associated 

descriptions, whereas the use of a 

software package manager in a 

network environment (i.e., ' a 

plurality of servers ... disparate 

computing environments ... storing 

in memory accessible to ... ') using a 

distribution unit containing 

components for a software package 

and manifest file that supports the 

installation, execution/runtime 

aspects (i.e., 'object executable ... 

performing a task ... ') of 

predetermined applications (i.e., ' ... 

providing at least some of the servers 

... secure, executable, applications 

related to a service ... plurality of 
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wherein the set of associated system files 

are compatible with 

a local kernel of 

Page 5 

secure containers of application 

software ') and associated services 

across all types of code (i.e., ' ... a set 

of associated system files ... ') and 

operating systems (i.e.,' operating 

systems that differ '), so as to allow 

easily extending new code types as 

they arise ( e.g., Forbes et al col. 

2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations 

as broadly interpreted by the 

examiner.]; 

at least some of the plurality of different operating systems, 

the containers of 

application software 

excluding a kernel [Forbes et al Abstract, col. 

2,lines 33-col. 3,line 56, figures 1-4 and associated 

descriptions, whereas the use of a software package 

manager using a distribution unit containing components 
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Page 6 

for a software package and manifest file that supports the 

installation, execution/runtime aspects (i.e., ' compatible 

with ... local kernel of ... ') of predetermined applications 

(i.e.,' ... the containers of ... application software') and 

associated services across all types of code and operating 

systems (i.e., ' plurality of different operating systems ... 

excluding a kernel '), so as to allow easily extending new 

code types as they arise ( e.g., Forbes et al col. 2,lines 38-

col. 3,lines 49), clearly encompasses the claimed 

limitations as broadly interpreted by the examiner.], and 

wherein some or all of the associated system files 

within a container stored in memory 

are utilized in place of 

the associated local system files 

resident oh the server prior to 

said storing step [Forbes et al Abstract, col. 

2,lines 33-col. 3,line 56, figures 1-4 and associated 

descriptions, whereas the use of a software package 

manager using a distribution unit containing 

components for a software package and manifest 

file that supports the installation, execution/runtime 

aspects (i.e., ' are utilized in place of ... associated 
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local system files ... ') of predetermined applications 

and associated services across all types of code and 

operating systems, so as to allow easily extending 

new code types as they arise ( e.g., Forbes et al col. 

2,lines 38-col. 3,lines 49), clearly encompasses the 

claimed limitations as broadly interpreted by the 

. ] " exammer. .. 

And further as per claim 17, this is the apparatus/system claim for the method claim 1 

above, and is rejected for the same reasons provided for the claim 1 rejection; "A computing 

system 

for performing 

a plurality of tasks 

each comprising 

a plurality of processes 

compnsmg: 

a plurality of 

secure stored containers of 

associated files 

accessible to, and 

for execution on, 

one or more servers, 
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each container being 

mutually exclusive of the other, 

such that read/write files within a container 

cannot be shared with other containers, 

each container of files having 

its own unique identity associated therewith, 

said identity comprising at least one of 

an IP address, 

a host name, and 

a MAC address; 

wherein, the plurality of files 

within each of the plurality of containers comprise 

one or more application programs including 

one or more processes, and 

associated system files 

for use in executing 

the one or more processes, 

each container having 

its own execution file associated therewith 

for starting one or more applications, 

in operation, each container utilizing 

a kernel resident on the server and 

Page 8 
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a run time module 

wherein each container exclusively uses 

a kernel in an underlying operation system 

in which it 

is running and 

is absent its own kernel; and, 

for monitoring system calls from 

applications associated with 

one or more containers and 

for providing control of 

the one or more applications.". 

7. Claim 2 additionally recites the limitations that; "A method as defined in claim 1, 

wherein 

each container has 

an execution file associated therewith 

for starting the one or more applications.". 

Page 9 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager distribution unit 

containing components for a software package and manifest file (i.e.,' ... container has ... ') that 

supports the installation, execution/runtime aspects (i.e.,' an execution file associated therewith 

... starting the one or more applications ... ') of predetermined applications/associated services 
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across all types of code and operating systems (e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), 

clearly encompasses the claimed limitations as broadly interpreted by the examiner.) suggest 

such limitations. 

8. Claim 3 additionally recites the limitations that; "A method as defined in claim 2, 

wherein 

the execution file includes 

instructions related to 

an order in which 

executable applications within 

will be executed.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager distribution unit 

containing components for a software package and manifest file that supports the installation, 

execution/runtime aspects (i.e., ' execution file includes ... order in which ... will be executed ') 

of predetermined applications/associated services across all types of code and operating systems 

( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly encompasses the claimed limitations as 

broadly interpreted by the examiner.) suggest such limitations. 

9. Claim 4 additionally recites the limitations that; "A method as defined in claim 1 further 

comprising the step of 

pre-identifying applications and system files 
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required for association with 

the one or more containers 

prior to said storing step.". 

Page 11 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager distribution unit 

containing components for a software package and manifest file (i.e.,' ... pre-identifying 

applications and system files ... ') that supports the installation, execution/runtime aspects (i.e., ' 

required for association with ... one or more containers ... ') of predetermined 

applications/associated services across all types of code and operating systems ( e.g., Forbes et al 

col. 2,lines 38-col. 3,lines 49), clearly encompasses the claimed limitations as broadly interpreted 

by the examiner.) suggest such limitations. 

10. Claim 5 additionally recites the limitations that; "A method as defined in claim 2, further 

comprising the step of 

modifying at least some of the system files 

to provide an association with 

a container specific identity 

assigned to the container.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects (i.e.,' modifying at least 
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some of the system file ... ') of predetermined applications /associated services across all types of 

code (i.e.,' ... provide an association with ... container specific identity') and operating systems, 

so as to allow easily extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 

3,lines 49), clearly encompasses the claimed limitations as broadly interpreted by the examiner.) 

suggest such limitations. 

11. Claim 6 additionally recites the limitations that; "A method as defined in claim 2, 

comprising the step of 

assigning a unique associated identity 

to each of a plurality of the containers, 

wherein the identity includes 

at least one of 

IP address, 

host name, and 

MAC address.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects (i.e.,' assigning a unique 

associated identity ... ') of predetermined applications /associated services across all types of 

code/operating systems, so as to allow easily extending new code types as they arise ( e.g., Forbes 
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et al col. 2,lines 38-col. 3,lines 49), clearly encompasses the claimed limitations as broadly 

interpreted by the examiner.) suggest such limitations. 

12. Claim 7 additionally recites the limitations that; "A method as defined in claim 2 further 

comprising the step of 

modifying at least some of the system files 

to define container specific mount points 

associated with the container.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects (i.e.,' modifying at least 

some of the system files ... define container specific mount points ') of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 

extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 

13. Claim 8 additionally recites the limitations that; "A method as defined in claim 1, 

wherein 

the one or more applications and associated system files 

are retrieved from a computer system having 
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Page 14 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems (i.e.,' one or more 

applications and associated system files ... a plurality of secure containers '), so as to allow 

easily extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), 

clearly encompasses the claimed limitations as broadly interpreted by the examiner.) suggest 

such limitations. 

14. Claim 9 additionally recites the limitations that; "A method as defined in claim 2, 

wherein 

server information 

related to hardware resource usage 

including at least one of 

CPU memory, 

network bandwidth, and 

disk allocation 

is associated with 

at least some of the containers 

prior to the applications within the containers 
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being executed.". 

Page 15 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects (i.e.,' server information 

related to hardware resource usage ... associated with ... prior to the applications ... executed ') 

of predetermined applications /associated services across all types of code/operating systems, so 

as to allow easily extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 

3,lines 49), clearly encompasses the claimed limitations as broadly interpreted by the examiner.) 

suggest such limitations. 

15. Claim 10 additionally recites the limitations that; "A method as defined in claim 2, 

wherein 

in operation when applications are executed, 

applications within a container 

have no access to 

system files or applications in other containers or 

system files within the operating system 

during execution thereof 

if those applications or system files 

are read/write files.". 
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The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects (i.e., ' applications are 

executed ... have no access to ... system files or applications in other containers ... ') of 

predetermined applications /associated services across all types of code/operating systems, so as 

to allow easily extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 

3,lines 49), clearly encompasses the claimed limitations as broadly interpreted by the examiner.) 

suggest such limitations. 

16. Claim 11 additionally recites the limitations that; "A method as defined in claim 2, 

wherein 

containers include 

files stored in 

network file storage, and 

parameters forming 

descriptors of containers stored in 

a separate location.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment (i.e., ' ... network file storage ... separate location ... ') using a distribution unit 

containing components for a software package and manifest file that supports the installation, 
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execution/runtime aspects of predetermined applications /associated services across all types of 

code/operating systems, so as to allow easily extending new code types as they arise ( e.g., Forbes 

et al col. 2,lines 38-col. 3,lines 49), clearly encompasses the claimed limitations as broadly 

interpreted by the examiner.) suggest such limitations. 

17. Claim 12 additionally recites the limitations that; "A method as defined in claim 11, 

further comprising the step of 

mergmg 

the files stored in network storage with 

the parameters 

to affect 

the step of storing in claim 1.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment (i.e., ' ... merging ... files stored in network storage ... parameters ... ') using a 

distribution unit containing components for a software package and manifest file that supports 

the installation, execution/runtime aspects of predetermined applications /associated services 

across all types of code/operating systems, so as to allow easily extending new code types as 

they arise (e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly encompasses the claimed 

limitations as broadly interpreted by the examiner.) suggest such limitations. 
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18. Claim 13 additionally recites the limitations that; "A method as defined in claim 1 further 

comprising the step of 

associating with a container 

a stored history of when processes related to applications within the container 

are executed for at least one of, 

tracking statistics, 

resource allocation, and 

for monitoring the status of the application.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects (i.e.,' container ... stored 

history of when processes ... resource allocation ') of predetermined applications /associated 

services across all types of code/operating systems, so as to allow easily extending new code 

types as they arise (e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly encompasses the 

claimed limitations as broadly interpreted by the examiner.) suggest such limitations. 

19. Claim 14 additionally recites the limitations that; "A method as defined in claim 1 

comprising the step of 

creating containers prior to 

said step of storing containers in memory, 

wherein containers are created by: 
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a) running an instance of a service on a server; 

b) determining which files are being used; and, 

c) copying applications and associated system files to memory.". 

Page 19 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation (i.e., ' creating containers prior to ... containers are 

created by ... determining which files are being used '), execution/runtime aspects of 

predetermined applications /associated services across all types of code/operating systems, so as 

to allow easily extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 

3,lines 49), clearly encompasses the claimed limitations as broadly interpreted by the examiner.) 

suggest such limitations. 

20. Claim 15 additionally recites the limitations that; "A method as defined in claim 14 

comprising the steps of: 

assigning an identity to the containers 

including at least one of 

a unique IP address, 

a unique MAC address and 

an estimated resource allocation; 

installing the container 

on a server; and, 
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testing the applications and files 

within the container.". 

Page 20 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 

extending new code types (i.e., ' assigning an identity to the containers ... containers are created 

by ... including at least one of . . . a unique IP address ... installing the container ... testing the 

applications and files') as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 

21. Claim 16 additionally recites the limitations that; "A method as defined in claim 1 

comprising the step of 

creating containers prior to 

said step of storing containers in memory, 

wherein a step of creating containers includes: 

using a skeleton set of system files 

as a container starting point and 

installing applications into 

that set of files.". 
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The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation (i.e.,' creating containers prior to ... containers 

includes ... installing applications into '), execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 

extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 

22. Claim 21 additionally recites the limitations that; "A method as defined in claim 1 further 

comprising the step of 

installing a service on 

a target server selected from 

one of the plurality of servers, 

wherein the step of installing the service includes the steps of: 

using a graphical user interface, 

associating a unique icon representing 

a service with an unique icon representing 

a server for hosting applications 

related to the service and 

for executing the service, 
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so as to cause the applications to be 

distributed to, and 

installed on 

the target server.". 

Page 22 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation (i.e.,' installing a service ... one of the plurality of 

servers ... installing the service includes ... a graphical user interface ... '), execution/runtime 

aspects of predetermined applications /associated services across all types of code/operating 

systems, so as to allow easily extending new code types as they arise ( e.g., Forbes et al col. 

2,lines 38-col. 3,lines 49), clearly encompasses the claimed limitations as broadly interpreted by 

the examiner.) suggest such limitations. 

23. Claim 22 additionally recites the limitations that; "A method as defined in claim 21 

wherein 

the target server and 

the graphical user interface 

are at remote locations.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 
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manifest file that supports the installation (i.e.,' target server ... graphical user interface ... at 

remote locations ... '), execution/runtime aspects of predetermined applications /associated 

services across all types of code/operating systems, so as to allow easily extending new code 

types as they arise (e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly encompasses the 

claimed limitations as broadly interpreted by the examiner.) suggest such limitations. 

24. Claim 23 additionally recites the limitations that; "A method as defined in claim 22, 

wherein 

the graphical user interface 

is installed on a computing platform, and 

wherein the computing platform 

is a different computing platform than 

the target server.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation (i.e., ' graphical user interface ... installed on a 

computing platform ... different computing platform '), execution/runtime aspects of 

predetermined applications /associated services across all types of code/operating systems, so as 

to allow easily extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 

3,lines 49), clearly encompasses the claimed limitations as broadly interpreted by the examiner.) 

suggest such limitations. 
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25. Claim 24 additionally recites the limitations that; "A method as defined in claim 23, 

wherein the step of 

associating includes 

the step of 

relatively moving 

the unique icon 

representing the service to 

the unique icon 

representing a server.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 

extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 

26. Claim 25 additionally recites the limitations that; "A method claim 21, further 

comprising, the step of 

testing to determine if 
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the selected target server is 

a valid computing platform, 

prior to causing the applications to be 

distributed to, and 

installed on 

the target server.". 

Page 25 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 

extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 

27. Claim 26 additionally recites the limitations that; "A method according to claim 21 

further comprising, the step of 

creating a user account 

for the service.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 
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manifest file that supports the installation, execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 

extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 

28. Claim 27 additionally recites the limitations that; "A method as defined in claim 21, 

further comprising the step of 

installing files 

specific to the selected application 

on the selected server.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 

extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 

29. Claim 28 additionally recites the limitations that; "A method according to claim 21 

further comprising the steps of 

IBM Ex-1002 
Page 263



Application/Control Number: 10/939,903 

Art Unit: 2139 

setting file access permissions 

to allow a user 

to access 

the one of the applications 

to be distributed.". 

Page 27 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 

extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 

30. Claim 29 additionally recites the limitations that; "A method as defined in claim 24 

further comprising the step of 

starting a distributed software application.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 
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extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 

31. Claim 30 additionally recites the limitations that; "A method according to anyone of 

claims 24 further comprising the steps of 

updating a console 

on the selected target server 

with information 

indicating that the service is resident 

on the selected target server.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 

extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 

32. Claim 31 additionally recites the limitations that; "A method as defined in claim 1, 

further comprising the step of: 
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de-installing a service from a server, 

comprising the steps of: 

displaying the icon 

representing the service; 

displaying a the icon 

representing the server on which 

the service is installed; and 

utilizing 

the icon representing the service and 

the icon representing the server 

to initiating the de-installation of 

the selected service from the server 

on which it was installed.". 

Page 29 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime, uninstalling (i.e.,' ... de-installing 

a service from a server ... ') aspects of predetermined applications /associated services across all 

types of code/operating systems, so as to allow easily extending new code types as they arise 

( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly encompasses the claimed limitations as 

broadly interpreted by the examiner.) suggest such limitations. 

IBM Ex-1002 
Page 266



Application/Control Number: 10/939,903 

Art Unit: 2139 

Page 30 

33. Claim 32 additionally recites the limitations that; "A method according to claim 31 

further comprising the step of 

separating 

icon representing the service from 

the icon representing the server.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 

extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 

34. Claim 33 additionally recites the limitations that; "A method according to claim 31 

further comprising the step of 

testing whether 

the selected server 

is a valid computing platform 

for de-installation of the service.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 
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environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime, uninstalling (i.e.,' ... de-installing 

a service from a server ... ') aspects of predetermined applications /associated services across all 

types of code/operating systems, so as to allow easily extending new code types as they arise 

( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly encompasses the claimed limitations as 

broadly interpreted by the examiner.) suggest such limitations. 

35. Claim 34 additionally recites the limitations that; "A method according to claim 31 

further comprising the step of 

copying data file changes 

specific to the service 

back to a storage medium 

from which the data file changes originated 

prior to installation.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 

extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 
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36. Claim 18 additionally recites the limitations that; "A computing system as defined in 

claim 1 7, further comprising 

a scheduler comprising 

values related to an allotted time 

in which processes within a container 

may utilize predetermined resources.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 

extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 

3 7. Claim 19 additionally recites the limitations that; "A computing system as defined in 

claim 18, wherein 

the run time module includes 

an intercepting module associated with the plurality of containers 

for intercepting system calls 

from any of the plurality of containers and 
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for providing values 

alternate to values the kernel would have assigned 

in response to the system calls, 

so that the containers 

can run independently of one another 

without contention, 

ma secure manner, 

the values corresponding to 

at least one of 

the IP address, 

the host name and 

the MAC Address.". 

Page 33 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 

extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 
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38. Claim 20 additionally recites the limitations that; "A computing system as defined in 

claim 1 7, wherein 

the run time module performs: 

monitoring resource usage 

of applications executing; 

intercepting system calls to kernel mode, 

made by the at least one respective application within a container, 

from user mode 

to kernel mode; 

comparing the monitored resource usage of 

the at least one respective application with 

the resource limits; and, 

forwarding the system calls to 

a kernel 

on the basis of the comparison between 

the monitored resource usage and 

the resource limits.". 

The teachings of Forbes et al (Forbes et al Abstract, col. 2,lines 33-col. 3,line 56, figures 1-4 and 

associated descriptions, whereas the use of a software package manager in a network 

environment using a distribution unit containing components for a software package and 

manifest file that supports the installation, execution/runtime aspects of predetermined 

applications /associated services across all types of code/operating systems, so as to allow easily 
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extending new code types as they arise ( e.g., Forbes et al col. 2,lines 38-col. 3,lines 49), clearly 

encompasses the claimed limitations as broadly interpreted by the examiner.) suggest such 

limitations. 
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Page 36 

39. Any inquiry concerning this communication or earlier communications from examiner 

should be directed to Ronald Baum, whose telephone number is (571) 272-3861, and whose 

unofficial Fax number is (571) 273-3861 and unofficial email is Ronald.baum@uspto.gov. The 

examiner can normally be reached Monday through Thursday from 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Kristine Kincaid, can be reached at (571) 272-4063. The Fax number for the 

organization where this application is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. For more information for 

unpublished applications is available through Private PAIR only. For more information about the 

PAIR system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Ronald Baum 

Patent Examiner 

/R. B./ 

Examiner, Art Unit 2139 

/Kristine Kincaid/ 

Supervisory Patent Examiner, Art Unit 2139 
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OCT.17.2005 11=45AM 
rcr:·cm FAX PTO 

3219847078 ADDMG NO.389 P.l/3 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

RECEIVED 
CENTRAL FAX CENTER 

IN RE PATENT APPLICATION OF: ROCHETI'E RT AL OUR FILE NO: 1sso2 120-1 us OCT 1 7 2005 
2183 SERIAL NUMBER! 10/939,903 GR.OUP: 

Fll..ED: SEPTEMBER 13t 2004 CONFIRMATION NO: 5216 

TITLE: SYSTEM FOR CONTAINERIZATION OF APPLICATION SETS 

Information Disclomre Statement 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA22313•1450 

Dear Sir: 

Transmitted herewith is an Information Disclosure Statement (Form PTO-I449A) in the above­
captioned application with references, In accordance with current USPTO prooedure.s published 05 AUG 2003, 
in 1276 OG 55, copies of the U.S. patent documents cited in the form 1449A are not attached. 

X 

~ertifisatjon 

This Information Disclosure Statement is submitted within three months of: 

(i) tbB filing dar.e of the above-identified U.S .National Patent application. or 
(ii) the date of entry into the U.S. National Stage of the above-identified International 

Application, or 
(iii) the date of entry into the U.S. National Stage of the International Application 

that has been assigned the above-identified U.S. Patent application number, whichever 
applies. 

This lnfonnaiion Disclosure Statement is submitted prior to the mailing date of the first Office 
Action on the merits received by Applicant in the above-identified application, 

This Information Disclosure Statement is submitted after three months from 

(i) 'the 'filing date ofthe above-identified U.S. National Patent application, or 
(ii) after three months from entry into the U.S. National Stage of the above-identified 

lnt~onal Application; or 
(iii) the date of enny into the U.S. National Stage ofthe International Application ibat bas been 

assigned the above-identified U.S. Patent application number, whichever applies; and after 
the mailing date of the first Office Action on the merits of the above-identified application, 
but prior to i$$Ui3Jlce of the earlier of any Final Action or Notice of Allowance sent in such 
application. The certification under 37 C.F.R. §l .97(e) is submitted separaieJy or below, 
or the fee required under 37 C.F.R. § l.97(c) and § l.17(p) is submitted herewith. 

This Information Disclosure Statement is submi1ts4 airer the earlier of the mailing data ofa final 
rejection or Notice of Allowance sent in this application but before payment of the Issue Fee. The 
certification required under 37 C.F.R. § l.97(e) is submitted separately or below. A petition to 
the Commissioner and the appropriate fee pursuant t0 §l.l 7(i) (1) are submitted herewith. 
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A certificatioll Ullder 3 7 C.F .R § 1.97 is submitted herewith separately from this paper. 

It is hereby certified that each item of information contained in this statement was cited in a 
communication from a foreign patent office in a counterpart foreign application not more than 
three months prior to the filing of this statenlent. 

No item of information contained in this statement was cited in a communication from a foreign 
patent office .in a counterpart foreign application or, to the knowledge of the undersigned, after 
making reasonable inquiry, was known to any individual designated in 37 C,F.R.. §1.56(c) 
more than three months prior to the filing oftb.is statement 

~ 
~-MAND ____ : ___ _ 

Reg. No. 25,649 

Telephone: (321) 725-4760 Customer No.: 27975 

CERTIFICATE OF FACSIMILE TRANSMISSION 

I HEREBY CBRTIFY that the foregoing correspondence has been forwarded via facsimile number 

571-.273-8300 to MAlL STOP AMENDMENT, COMMISSIONER FOR PATENTS, this _fl_ day of October 

2005. 
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li'onn PT0.1449A AITY. DOCKET NUMBER: SERIAL NUMBER! 

U.S. Department of Commerce 78802 120-1 us 10/939,903 

Patent and Trademark Office 

lnfannation Dlrdo.su~• StllUIIICnt )Jy Applicant 

APPLICANT; 

ROCHETI'E ET AL. 

FILlNG DATE: Gn.oUP: 

SEPTEMBER 13, 2004 2183 

U.S, Patent Documenta 

mi:t.MJIID ~N\IMIIIR 11.\Tll NAIil 0- SUICI. ~ 11\fflM. ~ 

/R.B./ 2002/0174215 Al Nov, 21. 2002 Schaefer 709 224 

Foreign Patent Docaments 

.DocD)mn'NWlln DAT& CCIM'IIY Q.aS!I Slllleu$$ ~ 

YJ:5 No 

Other Documentll (lncludin~ Author, Title. Date Pertinent Pages, Etc.) 

- /Ronald Baum/ 'DATIi~ 05/21/2008 

ExA¥1NF.1u lnititrl if dtalion 1$ colU/flered. whelher or not citation is in confonnmree with MPEP 609; d1'tllfl a UM 
through cltllJion if not in con/oml(lll.<¥ rm4 not cimsidered. lnchule copy of this form wltl1 next communication ro 
oppliamt 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re Patent Application of: Rochette et al. 

Serial No: 10/939,903 

Our File: 78802 (120-1 US) 

Group: 2183 

Filed: September 13, 2004 Confirmation No. 5216 

Title: SYSTEM FOR CONTAINERIZATION OF APPLICATION SETS 

Information Disclosure Statement 

EFILED 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

Transmitted herewith is an Information Disclosure Statement (Form PTO-1449A) in the above­
captioned application with references. In accordance with current USPTO procedures published 05 AUG 2003, 
in 1276 OG 55, copies of the U.S. patent documents cited in the form 1449A are not attached. 

_x_ 

Certification 

This Information Disclosure Statement is submitted within three months of: 

(i) the filing date of the above-identified U.S .National Patent application, or 
(ii) the date of entry into the U.S. National Stage ofthe above-identified International 

Application, or 
(iii) the date of entry into the U.S. National Stage of the International Application 

that has been assigned the above-identified U.S. Patent application number, whichever 
applies. 

This Information Disclosure Statement is submitted prior to the mailing date of the first Office 
Action on the merits received by Applicant in the above-identified application. 

This Information Disclosure Statement is submitted after three months from 

(i) the filing date of the above-identified U.S. National Patent application, or 
(ii) after three months from entry into the U.S. National Stage of the above-identified 

International Application; or 
(iii) the date of entry into the U.S. National Stage of the International Application that has been 

assigned the above-identified U.S. Patent application number, whichever applies; and after 
the mailing date of the first Office Action on the merits of the above-identified application, 
but prior to issuance of the earlier of any Final Action or Notice of Allowance sent in such 
application. The certification under 37 C.F.R. §l.97(e) is submitted separately or below, 
or the fee required under 37 C.F.R. §l.97(c) and§ 1.17(p) is submitted herewith. 

This Information Disclosure Statement is submitted after the earlier of the mailing date of a final 
rejection or Notice of Allowance sent in this application but before payment of the Issue Fee. The 
certification required under 37 C.F.R. § l.97(e) is submitted separately or below. A petition to 
the Commissioner and the appropriate fee pursuant to § 1. l 7(i) (1) are submitted herewith. 
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A certification under 37 C.F.R §1.97 is submitted herewith separately from this paper. 

It is hereby certified that each item of information contained in this statement was cited in a 
communication from a foreign patent office in a counterpart foreign application not more than 
three months prior to the filing of this statement. 

No item of information contained in this statement was cited in a communication from a foreign 
patent office in a counterpart foreign application or, to the knowledge of the undersigned, after 
making reasonable inquiry, was known to any individual designated in 37 C.F.R. §L56(c) 
more than three months prior to the filing of this statement. 

Respectfully submitted, 

/charles edmund wands/ 
Reg. No: 25,649 

CUSTOMER NO. 27975 

NOV 2 S 2006 

Date: 
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Form PTO 1449A ATTY. DOCKET NUMBER: SERIAL NUMBER: 

U.S. Department of Commerce 78802 (120-1 US) 10/939,903 

Patent and Trademark Office 

Information Disclosure Statement by Applicant 

APPLICANT: 

ROCHETTE ET AL. 

FILING DATE: GROUP: 

September 13, 2004 2183 

U.S. Patent Documents 

EXAMINER DoCUMHNT NUMBER DATB NAME CLASS SUBCL Fnn 
]NITIAL ASS APP 

iR.B.i 2002/0004854 Al Jan 10, 2002 Hartley 

/R.B./ 2003/0101292 Al May20,2003 Fisher 

Foreign Patent Documents 

DOCUMENT NUMBER DATE CoUNTRY CLA.S SUBCUSS TRANSLA1'JON 

s 

YIS No 

/R.B./ WO 02/06941 A Jan 24,2002 Connectix Corporation 

/R.B./ WO 06/039181 A Apr 13,2006 Citrix Systems, Inc. 

Other Documents (Including Author, Title, Date Pertinent Pages, Etc.) 

EXAMlNER /Ronald Baum/ I DA12 CONSIDERED 05/21/2008 

EXAMINER: Initial if citation is considered, whether or not citation is in conformance with MPEP 609; draw a line 
through citation if not in conformance and not considered Include copy of this form with next communication to 
applicant 
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To: 
From: 
Cc: 
Subject: 

creganoa@addmg.com,, 
PAIR_eOfficeAction@uspto.gov 
PAIR_eOfficeAction@uspto.gov 
Private PAIR Correspondence Notification for Customer Number 27975 

Jun 03, 2008 07:04:53 AM 

Dear PAIR Customer: 

ALLEN, DYER, DOPPELT, MILBRATH & GILCHRIST P.A. 
1401 CITRUS CENTER 255 SOUTH ORANGE AVENUE 
P.O. BOX 3791 
ORLANDO, FL 32802-3791 
UNITED STATES 

The following USPTO patent application(s) associated with your Customer Number, 27975 , have 
new outgoing correspondence. This correspondence is now available for viewing in Private PAIR. 
The official date of notification of the outgoing correspondence will be indicated on the form PTOL-90 
accompanying the correspondence. 

Application 

10939903 

Attorney Docket No. 

78802 (120-1 US) 

To view your correspondence online or update your email addresses, please visit us anytime at 
https://sportal.uspto.gov/secure/myportal/privatepair. If you have any questions, please email the 
Electronic Business Center (EBC) at EBC@uspto.gov or call 1-866-217-9197 during the following 
hours: 

Monday - Friday 6:00 a.m. to 12:00 a.m. Eastern Standard Time (EST) 

Thank you for prompt attention to this notice, 

UNITED STATES PATENT AND TRADEMARK OFFICE 

PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 
ROCHETTE ET AL. 

Serial No. 10/939,903 

Filing Date: SEPTEMBER 13, 2004 

Confirmation No. 5216 

For: SYSTEM FOR CONTAINERIZATION 
OF APPLICATION SETS 

AMENDMENT 

EFILED 
Commissioner of Patents 

Dear Sir: 

Atty. Docket No.: 
78802 (120-1 US) 

Art Unit: 2139 

Examiner: 
RONALD BAUM 

In response to the Office Action dated June 3, 2008 

please amend the above-identified application as follows: 

Amendments to the Claims are reflected in the listing of 

claims, which begins on page 2 of this paper. 

Remarks begin on page 10 of this paper. 

************************************************************** 
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In re Patent Application of: 
ROCHETTE ET AL. 
Serial No. 10/939,903 
Filed: 09/13/2004 

-------------------'/ 

Amendments to the Claims 

1. (currently amended) In a system having a plurality of 

servers with operating systems that differ, operating in 

disparate computing environments, wherein each server includes 

a processor and an operating system including a kernel a set 

of associated local system files compatible with the 

processor, a method of providing at least some of the servers 

in the system with secure, executable, applications related to 

a service, wherein the applications [[may be]]are executed in 

a secure environment, wherein the applications each include an 

object executable by at least some of the different operating 

systems for performing a task related to the service, the 

method comprising the steps of: 

storing in memory accessible to at least some of the 

servers a plurality of secure containers of application 

software, each container comprising one or more of the 

executable applications and a set of associated system files 

required to execute the one or more applications, for use with 

a local kernel residing permanently on one of the servers; 

wherein the set of associated system files are compatible with 

a local kernel of at least some of the plurality of different 

operating systems, the containers of application software 

excluding a kernel, -atta wherein some or all of the associated 

system files within a container stored in memory are utilized 

in place of the associated local system files that remain 

resident on the server prior to said storing step, wherein 

said associated system files utilized in place of the 

associated local system files are copies or modified copies of 

the associated local system files that remain resident on the 

server, and wherein the application software cannot be shared 

2 

IBM Ex-1002 
Page 289



In re Patent Application of: 
ROCHETTE ET AL. 
Serial No. 10/939,903 
Filed: 09/13/2004 

-------------------'/ 

between the plurality of secure containers of application 

software, and wherein each of the containers has a unique root 

file system that is different from an operating system's root 

file system. 

2. (original) A method as defined in claim 1, wherein each 

container has an execution file associated therewith for 

starting the one or more applications. 

3. (original) A method as defined in claim 2, wherein the 

execution file includes instructions related to an order in 

which executable applications within will be executed. 

4. (original) A method as defined in claim 1 further 

comprising the step of pre-identifying applications and system 

files required for association with the one or more containers 

prior to said storing step. 

5. (currently amended) A method as defined in claim 2, further 

comprising the step of modifying at least some of the 

associated system files in plural containers to provide an 

association with a container specific identity assigned to ffle 

a particular container. 

6. (original) A method as defined in claim 2, comprising the 

step of assigning a unique associated identity to each of a 

plurality of the containers, wherein the identity includes at 

least one of IP address, host name, and MAC address. 

7. (original) A method as defined in claim 2 further 

comprising the step of modifying at least some of the system 
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files to define container specific mount points associated 

with the container. 

8. (original) A method as defined in claim 1, wherein the one 

or more applications and associated system files are retrieved 

from a computer system having a plurality of secure 

containers. 

9. (original) A method as defined in claim 2, wherein server 

information related to hardware resource usage including at 

least one of CPU memory, network bandwidth, and disk 

allocation is associated with at least some of the containers 

prior to the applications within the containers being 

executed. 

10. (currently amended) A method as defined in claim 2, 

wherein in operation when applications an application residing 

within a container -are is executed, applications said 

application ;1ithin a container have has no access to system 

files or applications in other containers or to system files 

within the operating system during execution thereof if those 

applications or system files are read/write files. 

11. (original) A method as defined in claim 2, wherein 

containers include files stored in network file storage, and 

parameters forming descriptors of containers stored in a 

separate location. 

12. (original) A method as defined in claim 11, further 

comprising the step of merging the files stored in network 

storage with the parameters to affect the step of storing in 

claim 1. 
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13. (currently amended) A method as defined in claim 1 further 

comprising the step of associating with a container plurality 

of containers a stored history of when processes related to 

applications within the container are executed for at least 

one of, tracking statistics, resource allocation, and for 

monitoring the status of the application. 

14. (currently amended) A method as defined in claim 1 

comprising the step of creating containers prior to said step 

of storing containers in memory, wherein containers are 

created by: 

a) running an instance of a service on a server; 

b) determining which files are being used; and, 

c) copying applications and associated system files to memory 

without overwriting the associated system files so as to 

provide a second instance of the applications and associated 

system files. 

15. (original) A method as defined in claim 14 comprising the 

steps of: 

assigning an identity to the containers including at least one 

of a unique IP address, a unique Mac address and an estimated 

resource allocation; 

installing the container on a server; and, 

testing the applications and files within the container. 

16. (original) A method as defined in claim 1 comprising the 

step of creating containers prior to said step of storing 

containers in memory, wherein a step of creating containers 

includes: 

using a skeleton set of system files as a container starting 

point and installing applications into that set of files. 
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17. (currently amended) A computing system for performing a 

plurality of tasks each comprising a plurality of processes 

comprising: 

a system having a plurality of secure stored containers of 

associated files accessible to, and for execution on, one or 

more servers, each container being mutually exclusive of the 

other, such that read/write files within a container cannot be 

shared with other containers, each container of files having 

is said to have its own unique identity associated therewith, 

said identity comprising at least one of an IP address, a host 

name, and a Mac address; wherein, the plurality of files 

within each of the plurality of containers comprise one or 

more application programs including one or more processes, and 

associated system files for use in executing the one or more 

processes wherein the associated system files are files that 

are copies of files or modified copies of files that remain as 

part of the operating system, each container having its own 

execution file associated therewith for starting one or more 

applications, in operation, each container utilizing a kernel 

resident on the server and wherein each container exclusively 

uses a kernel in an underlying operation system in which it 

is running and is absent its own kernel; and, 

a run time module for monitoring system calls from 

applications associated with one or more containers and for 

providing control of the one or more applications. 

18. (original) A computing system as defined in claim 17, 

further comprising a scheduler comprising values related to an 

allotted time in which processes within a container may 

utilize predetermined resources. 
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19. (original) A computing system as defined in claim 18, 

wherein the run time module includes an intercepting module 

associated with the plurality of containers for intercepting 

system calls from any of the plurality of containers and for 

providing values alternate to values the kernel would have 

assigned in response to the system calls, so that the 

containers can run independently of one another without 

contention, in a secure manner, the values corresponding to at 

least one of the IP address, the host name and the 

Mac Address. 

20. (original) A computing system as defined in claim 17, 

wherein the run time module performs: 

monitoring resource usage of applications executing; 

intercepting system calls to kernel mode, made by the at least 

one respective application within a container, from user mode 

to kernel mode; 

comparing the monitored resource usage of the at least one 

respective application with the resource limits; and, 

forwarding the system calls to a kernel on the basis of the 

comparison between the monitored resource usage and the 

resource limits. 

21. (currently amended) A method as defined in claim 1 further 

comprising the step of installing a service on a target server 

selected from one of the plurality of servers, wherein -t-h-e­

step of installing the service includes the steps of: 

using a graphical user interface, associating a unique icon 

representing a service with an unique icon representing a 

server for hosting applications related to the service and for 

executing the service, so as to cause the applications to be 

distributed to, and installed on the target server. 
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22. (original) A method as defined in claim 21 wherein the 

target server and the graphical user interface are at remote 

locations. 

23. (original) A method as defined in claim 22, wherein the 

graphical user interface is installed on a computing platform, 

and wherein the computing platform is a different computing 

platform than the target server. 

24. (original) A method as defined in claim 23, wherein the 

step of associating includes the step of relatively moving the 

unique icon representing the service to the unique icon 

representing a server. 

25. (original) A method claim 21, further comprising, the step 

of testing to determine if the selected target server is a 

valid computing platform, prior to causing the applications to 

be distributed to, and installed on the target server. 

26. (currently amended) A method according to claim 21 further 

comprising, the step of creating a user account for the 

service. 

27. (original) A method as defined in claim 21, further 

comprising the step of installing files specific to the 

selected application on the selected server. 

28. (original) A method according to claim 21 further 

comprising the steps of setting file access permissions to 

allow a user to access the one of the applications to be 

distributed. 
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29. (currently amended) A method as defined in claim 24 

further comprising the step of starting a distributed software 

application. 

30. (currently amended) A method according to anyone of claims 

24 further comprising the steps of updating a console on the 

selected target server with information indicating that the 

service is resident on the selected target server. 

31. (currently amended) A method as defined in claim 1, 

further comprising the step of: de-installing a service from 

a server, comprising the steps of: 

displaying the icon representing the service; 

displaying [[a ]]the icon representing the server on which the 

service is installed; 

and utilizing the icon representing the service and the icon 

representing the server to initiating the de-installation of 

the selected service from the server on which it was 

installed. 

32. (currently amended) A method according to claim 31 further 

comprising the step of separating icon representing the 

service from the icon representing the server. 

33. (currently amended) A method according to claim 31 further 

comprising the step of testing whether the selected server is 

a valid computing platform for de-installation of the service. 

34. (currently amended) A method according to claim 31 further 

comprising the step of copying data file changes specific to 

the service back to a storage medium from which the data file 

changes originated prior to installation. 
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REMARKS 

Claims 1-34 are pending in this application and are 

rejected under 35 U.S.C. 102 (b) as being anticipated by U.S. 

Patent 6,381,742 Bl ("Forbes et al."). 

For a claim to be anticipated, all of the limitations of 

the claim must be present in a single reference. 

Claim 1 has been amended to include recitations which 

more clearly define the invention and which also distinguish 

Applicants' invention from the teaching of Forbes et al. 

Amended Claim 1 now recites: 

1. In a system having a plurality of servers with operating 

systems that differ, operating in disparate computing 

environments, wherein each server includes a processor and an 

operating system including a kernel a set of associated local 

system files compatible with the processor, a method of 

providing at least some of the servers in the system with 

secure, executable, applications related to a service, wherein 

the applications may be executed in a secure environment, 

wherein the applications each include an object executable by 

at least some of the different operating systems for 

performing a task related to the service, the method 

comprising the steps of: 

storing in memory accessible to at least some of the servers a 

plurality of secure containers of application software, each 

container comprising one or more of the executable 

applications and a set of associated system files required to 
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execute the one or more applications, for use with a local 

kernel residing permanently on one of the servers; wherein the 

set of associated system files are compatible with a local 

kernel of at least some of the plurality of different 

operating systems, the containers of application software 

excluding a kernel, -atte wherein some or all of the associated 

system files within a container stored in memory are utilized 

in place of the associated local system files that remain 

resident on the server prior to said storing step., wherein 

said associated system files utilized in place of the 

associated local system files are copies or modified copies of 

the associated local system files that remain resident on the 

server, and wherein the application software cannot be shared 

between the plurality of secure containers of application 

software, and wherein each of the containers has a unique root 

file system that is different from an operating system's root 

file system. 

Support for the amendments in claim 1 can be found within 

the specification. 

For example: 

At paragraph [54] the following text is found: 

"In embodiments of the invention, all applications within 

a given container have their own common root file system 

exclusive thereto and unique from other containers and 

from the operating system's root file system." 

Figure 6 illustrates that system files from the 

underlying operating system are used independent of system 

files in the container. In the instant invention system files 
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within the container are application specific and are distinct 

from and system files within the OS. 

Figure 9 shows that system files from the underlying 

operating system are used by operating system applications 

wherein system files from the container are used by 

applications associated with the container. 

At paragraph [91] the following text is recited: 

"Turning now to Figure 1, a system is shown having a 

plurality of servers 10a, 10b. Each server includes a 

processor and an independent operating system. Each 

operating system includes a kernel 12, hardware 13 in the 

form of a processor and a set of associated system files, 

not shown. Each server with an operating system 

installed is capable of executing a number of application 

programs. Unlike typical systems, containerized 

applications are shown on each server having application 

programs lla, llb and related system files llc. These 

system files are used in place of system files such as 

library and configuration files present typically used in 

conjunction with the execution of applications." 

(underlining added) 

At paragraph [92], the following text is recited: 

"Figure 2 illustrates a system in accordance with the 

invention in which multiple applications 21a, 21b, 21c, 

21d, 21e, and 21f can execute in a secure environment on 

a single server. This is made possible by associating 

applications with secure containers 20a, 20b and 20c. 
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Applications are segregated and execute with their own 

copies of files and with a unique network identity. In 

this manner multiple applications may contend for common 

resources and utilize different versions of system 

files. Moreover, applications executing within a secure 

container can co-exist with applications that are not 

associated with a container, but which are associated 

with the underlying operating system." (underlining 

added) 

At paragraph [94]the following text is recited: 

"The Secure application containers 20a, 20b and 20c are 

shown in Figure 2 in which each combines un-installed 

application files on a storage medium or network, 

application files installed on a computer, and system 

files. The container is an aggregate of all files 

required to successfully execute a set of software 

applications on a computing platform. In embodiments of 

the invention, containers are created by combining 

application files with system files." 

Paragraph [107] clearly teaches the relationship between 

files and containers: 

"It can be seen from Figure 6 that each application 

executing associated with a container 20a or 20b, or 

contained within a container 20a or 20b, is able to 

accesses files that are dedicated to the container. 

Applications with a container association, that is, 

applications contained within a container, are not able 

to access the files provided with the underlying 
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operating system of the compute platform 40 upon which 

they execute. Moreover, applications with a container 

20a association are not able to access the files 

contained in another container 20b." (underlining added) 

At paragraphs 112, 117, 121, 122, and 131, the following 

text is found which supports the amendments to Claim 1. 

[112] In a first embodiment all files are exclusive. 

That is, each container has a separate physical copy of 

the files required by applications associated with the 

container. In future embodiments any files that is read-

only will be shared between containers. 

(underlining added) 

[117] Figure 3 illustrates container creation. The 

result of container creation is the collection of files 

required by applications associated with the container 

and the assembly of container specific configuration 

information. Container files include both those files 

provided by an operating system distribution and those 

files provided by an application install media or package 

file. 

(underlining added) 

[121] Referring once again to Figure 3, applications may 

come from third party installation media on CDROM, 

package files 30, or as downloads from a web site, etc. 

Once installed in the container the applications become 

unique to the container in the manner described way that 

has been described heretofore. 

(underlining added) 
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[122] The second method employed to create a container 

file system uses an existing server, for example a 

computer or server already installed at a customer site. 

This is also shown in Figure 3. The applications of 

interest may have been installed on an existing server 

before the introduction of the software and data 

structures in accordance with this invention. Files are 

copied from the existing server 32, including system 

files and application specific files to network storage. 

Once the files are copied from the existing server a 

container is created from those files. 

(underlining added) 

[131] In some embodiments of the invention, the method 

involves installing at least one of the pluralities of 

applications in a container's own root file system. 

(underlining added) 

Applicants would respectfully like to point out one 

significant distinction between the invention of Forbes et al. 

and the instant invention defined in the amended claims of 

this invention; and more particularly amended Claim 1. 

Applicants' claimed invention is defined as having a 

plurality of servers with operating systems that differ, 

operating in disparate computing environments. Applicants' 

claimed invention is defined as having "secure" containers of 

application software which include OS files that are copies or 

modified copies of OS files while preserving the original OS 

files by "not" overwriting them. These OS file copies reside 

with each container and are modified if necessary so as to be 

compatible with the applications that are to be run from any 
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given container. That is to say one container may be running 

an application that is compatible with Solaris 8, and another 

container may be running an application that has been written 

for and compatible with Solaris 10. Therefore, different 

containers on a single server are capable of running 

applications designed for different operating systems. 

In contrast, Forbes et al. provide a software package 

manager that uses a distribution unit containing components 

for a software package and a manifest file that describes the 

distribution unit to manage the installation, execution, and 

uninstallation of software packages on a computer. Information 

in the manifest file pertaining to a software package is 

stored in a code store data structure upon installation of the 

package. The manifest file also contains information that 

permits the software package manager to resolve any software 

dependencies upon installation. The software package manager 

uses the code store data structure to locate the required 

components when the software is executed and to remove the 

components appropriately when the software is uninstalled. 

Therefore, Forbes et al. teach a software package manager 

for running a software package on a system for which it was 

intended to run. More particularly, if the system was written 

or coded to be run on Windows XP, Forbes et al.'s package 

manager can execute on Windows XP. 

Since the teaching of Forbes et al. directly instructs 

replacing older versions of software with newer versions by 

writing over older versions with newer versions, Forbes et al. 
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are not capable of having different versions run under the 

same Operating System together. 

Applicants provide containers that are isolated and 

wherein each container has the necessary operating system 

files for an application to run and wherein different 

containers may have different versions of the same software. 

Forbes et al. do not allow this. Forbes et al. teach 

replacement of older files with newer versions. 

There is not a hint or a suggestion of having different 

versions of the same software on the system at the same time. 

There is no hint or suggestion of the provision of isolated 

containers of software to allow this. 

Turning now to Fig. 3b of Forbes et al., the drawing 

(below) illustrates that contrary to Applicants' claimed 

invention, files are not copies in the Forbes et al. patent, 

they are replacements. This difference is important. 

Replacing an operating system file as Forbes et al. do, would 

not allow Applicants' claimed invention to function in the way 

in which it was designed. 

In Forbes et al., boxes 343 and 353 show removing an 

older file and replacing that older file with an updated file. 

Boxes 359 and 361 indicate the same; "remove and replace". 

Since these files are removed and replaced, Forbes et al. do 

not use an isolated "copy" that is stored within a container. 

More particularly, Forbes et al. do not teach multiple 
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containers each having isolated copies or modified copies of 

system files in each container. 

Not only do Forbes et al. not have the required isolation 

afforded by the method defined in amended Claim 1, by writing 

over or removing a file, the original files are not available 

for use in building/creating other containers. Since 

containers cannot share application files in Applicants' 

claimed invention, Forbes et al. teach a system which would 

not afford a plurality of isolated different containers to be 

created. For containers to be isolated from one another, 

application files cannot be shared between them. Forbes et al 

have a single instance installation of a single software 

program and are not concerned with multiple software programs 

in different containers. 

18 

IBM Ex-1002 
Page 305



In re Patent Application of: 
ROCHETTE ET AL. 
Serial No. 10/939,903 
Filed: 09/13/2004 

-------------------'/ 

U.S. Patent 

i ST''!RF • 
' co;,ff~.)Nl3NT · 
I NAMf:S l~_FNTRY 

--~ ,// .,"'-J].~ 

:,,,.,'{) .... .,;\NY SH.-\!Ui1"-.. 
,---------~~---(· •,COMPON8'>'TS:t-·.> 

" "'- __ ,,.··/·····/ 

COMf'AR:E 
VERSIONS 

FIG. 3B 

355 
. Uf'DATF 
, NEV,·' 

!__ __ f:.Nr~'r 

Further instances that files are not copied but are 

replaced in Forbes et al.'s system are found at column 2, line 

66, through column 3, line 3. 
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"During the installation, the package manager can 

optionally scan the code store data structure to 

determine if a component to be installed already exists 

on the computer and updates the code store data structure 

with the location of the later version of the component." 

Col 6 line 65 through col 7 line 2 states "Fred's 

Software Company also creates a "manifest" file 207 

describing the CoolestApp. The CoolestApp manifest file 

207 contains information about CoolestApp, including the 

name of the CoolestApp distribution unit 209, the version 

number of the software package (all components in the 

distribution unit 209 have the same version number in 

this embodiment), and the operating systems under which 

the CoolestApp executes. Fred's Software Company bundles 

the CoolestApp distribution unit 209 and manifest file 

207 into a distribution unit file 205 for storage on the 

server 201." 

The paragraph above from Forbes et al. indicates that the 

Operating System must be compatible with the software 

application. It specifies that the software application is 

tied to the version of the Operating System. 

Thus, in Forbes et al., files being installed must be 

consistent with the underlying OS. 

In Forbes et al., the files, and hence the application 

being installed, are used with the existing OS. The files are 

not stored into an isolated container as there are not 

multiple containers of application software. The files in 
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Forbes et al. are not isolated from the OS; and they are not 

able to run on an incompatible OS or version of OS. 

Col 9 lines 13-18 states: "The package manager checks the 

name and version of the software package contained in the 

manifest file against the code store data structure to 

determine if the software package has already been installed 

(step 303). If so, the package manager exits (step 321) ." 

Thus, Forbes et al. teach that if the files exist on the 

system then the install exits. That is, one instance of the 

application exists. The files do not exist in isolated 

containers nor do multiple versions/copies exist nor are 

multiples capable of executing correctly. 

Col 10, lines 20-43, states: "If the newly stored 

component is a newer version of the previously stored 

component (step 339) and the code store data structure entry 

for the previously installed software package that references 

the older version does not indicate it is version dependent 

(step 341), the package manager removes the older version from 

the directory in which it is stored (step 343) and updates the 

code store data structure entry for the previously installed 

software package to point to the newer version (step 345). If 

there is a version dependency noted, the package manager 

leaves the older version in the directory (step 347). 

If the newly stored component is older that the 

previously stored component (step 349) and the software 

package does not indicate a version dependency (step 351), the 

package manager removes the older version from the newly 

created directory (step 353) and updates the code store data 
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structure entry for the newly installed software package to 

point to the newer version (step 355). As before, if there is 

a version dependency noted, the package manager does nothing 

to the older version (step 347). 

If the components are the same version, the package 

manager chooses one to remove from its directory (step 359) 

and updates the corresponding entry to point to the other 

component (step 361) ." (underlining added). 

This text from Forbes et al., clearly teaches that newer 

versions overwrite existing older versions and so forth. In 

Forbes et al., a single "file" is the result. Forbes et al. 

do not teach that multiple copies of system files are used. 

There is no definition of an isolated environment in which 

applications execute. 

In contrast, the instant invention, as defined in amended 

Claim 1, recites that containers have a unique root file 

system such that container files are distinct form other 

applications and from the operating system software. 

Therefore, the instant invention as defined in Claim 1, 

creates the ability for multiple applications, including 

applications of the same type, to be able to execute correctly 

on the same Operating System. By way of example, 

multiple Oracle database managers are able to execute 

correctly on the same operating system in a container context 

as defined in Claim 1. 

al. invention. 

This is not possible in the Forbes et 
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It is significant that multiple Oracle/SQL 

Server/Sybase/CRM/App servers/ etc. can execute correctly on 

the same Operating System. The number of OS images needed, 

along with the associated license and management costs are 

greatly diminished. This enables a new and unique ability for 

combining, deploying and managing applications. 

Claim 5 defines: 

A method as defined in claim 2, further comprising the step of 

modifying at least some of the associated system files in 

plural containers to provide an association with a container 

specific identity assigned to ttt-e- a particular container. 

With regard to amended claim 5, Forbes et al. do not have 

plural containers of application software as defined in Claims 

1 or 2 and do not provide an association with a container 

specific identity. Forbes et al. only teach having a single 

application not plural applications and make no mention of a 

container specific identity. 

Claim 6 defines: 

A method as defined in claim 2, comprising the step of 

assigning a unique associated identity to each of a plurality 

of the containers, wherein the identity includes at least one 

of IP address, host name, and MAC address. 

The Examiner states in the Office Action that 

"The teachings of Forbes et al (Forbes et al Abstract, col 2 

lines 33-col. 3 line 56, figures 1-4 and associated 
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descriptions, whereas the use of a software package manager in 

a network environment using a distribution unit containing 

components for a software package and manifest file that 

supports installation, execution/runtime aspects (i.e. 

assigning a unique identity ... ") of predetermined 

applications/associated services across all types of 

code/operating systems, so as to allow easily extending new 

code types as they arise (e.g., Forbes et al col. 2 lines 38-

col 3 lines 49 clearly encompasses the limitations as broadly 

interpreted by the examiner) suggest such limitations." 

Applicants would respectfully like to point out that 

Claim 6 importing the limitations of amended claim 1 recites: 

In a system having a plurality of servers with operating 

systems that differ, operating in disparate computing 

environments, wherein each server includes a processor 

and an operating system including a kernel a set of 

associated local system files compatible with the 

processor, a method of providing at least some of the 

servers in the system with secure, executable, 

applications related to a service, wherein the 

applications may be executed in a secure environment, 

wherein the applications each include an object 

executable by at least some of the different operating 

systems for performing a task related to the service, the 

method comprising the steps of: 

storing in memory accessible to at least some of the 

servers a plurality of secure containers of application 

software, each container comprising one or more of the 

executable applications and a set of associated system 

files required to execute the one or more applications, 
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for use with a local kernel residing permanently on one 

of the servers; wherein the set of associated system 

files are compatible with a local kernel of at least some 

of the plurality of different operating systems, the 

containers of application software excluding a kernel, 

wherein some or all of the associated system files within 

a container stored in memory are utilized in place of the 

associated local system files that remain resident on the 

server., wherein said associated system files utilized in 

place of the associated local system files are copies or 

modified copies of the associated local system files that 

remain resident on the server, and wherein files cannot 

be shared between the plurality of secure containers of 

application software, and wherein each of the containers 

each has a unique root file system that is different from 

the operating system's root file system, wherein each 

container has an execution file associated therewith for 

starting the one or more applications and further 

comprising the step of assigning a unique associated 

identity to each of a plurality of the containers, 

wherein the identity includes at least one of IP address, 

host name, and MAC address. 

Many of the differences in Claim 6 and the teachings of 

Forbes et al. have been discussed above in this response, with 

regard to Claim 1. 

However, Forbes et al. do not teach: 

• Providing secure containers; 

• Containers that have copies of OS files 

25 

IBM Ex-1002 
Page 312



In re Patent Application of: 
ROCHETTE ET AL. 
Serial No. 10/939,903 
Filed: 09/13/2004 

-------------------'/ 

• Containers having a unique identity and having a unique 

root file system different from the root file system of 

the underlying OS under which the containers run; and 

• assigning a unique associated identity to each of a 

plurality of containers, since Forbes doesn't teach "a 

plurality of containers" wherein each identity includes 

an IP address, host name or Mac Address. 

The Examiner repeatedly points to col. 2 and col. 3 of 

Forbes et al. for teaching of the present invention. However, 

Applicants cannot find such teaching, and if the Examiner is 

of the opinion that this claim is anticipated, Applicants 

would be appreciative if the Examiner would indicate 

"specifically" where these limitations are found in Forbes et 

al. 

In contrast, Forbes et al. teach the installation of a 

single software program into a system for which the software 

and OS are compatible. There is no hint or suggestion in 

Forbes et al. of storing in containers modified copies of OS 

system files so that software not designed for a particular OS 

can run. 

Claim 7 defines: 

A method as defined in claim 2 further comprising the step of 

modifying at least some of the system files to define 

container specific mount points associated with the container. 

The Examiner has used essentially the same passages 

(below) from col. 2 to col. 3 to suggest that the Claim is 

anticipated. 

26 

IBM Ex-1002 
Page 313



In re Patent Application of: 
ROCHETTE ET AL. 
Serial No. 10/939,903 
Filed: 09/13/2004 

-------------------'/ 

Notwithstanding, Forbes et al. do not provide the steps 

of: 

"storing in memory accessible to at least some of the servers 

a plurality of secure containers of application software, each 

container comprising one or more of the executable 

applications and a set of associated system files required to 

execute the one or more applications, for use with a local 

kernel residing permanently on one of the servers; wherein the 

set of associated system files are compatible with a local 

kernel of at least some of the plurality of different 

operating systems, the containers of application software 

excluding a kernel, wherein some or all of the associated 

system files within a container stored in memory are utilized 

in place of the associated local system files that remain 

resident on the server., wherein said associated system files 

utilized in place of the associated local system files are 

copies or modified copies of the associated local system files 

that remain resident on the server, and wherein files cannot 

be shared between the plurality of secure containers of 
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application software, and wherein each of the containers each 

has a unique root file system that is different from the 

operating system's root file system, wherein each container 

has an execution file associated therewith for starting the 

one or more applications." 

Furthermore and more importantly, with reference to Claim 

7, Forbes et al. do not modify at least some of the system 

files to define container specific mount points associated 

with the container. As was pointed out earlier Forbes et al. 

do not provide containers. 

Claim 9 is "a method as defined in claim 2, wherein 

server information related to hardware resource usage 

including at least one of CPU memory, network bandwidth, and 

disk allocation is associated with at least some of the 

containers prior to the applications within the containers 

being executed." 

Claim 9 imports all of the limitations of amended Claim 1 

and claim 2 from which it depends. Furthermore, Claim 9 

defines within the method of Claim 2, server information 

related to hardware resource usage including at least one of 

CPU memory, network bandwidth, and disk allocation is 

associated with at least some of the containers prior to the 

applications within the containers being executed. 

There is no such disclosure in Forbes et al. and 

Applicants would appreciate if the Examiner could point the 

Applicants to such disclosure by indicating the specific page 

and line number where this is taught. A careful read of col. 
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2 and col. 3 and the figures does not disclose the claimed 

limitations. 

The Examiner has provided essentially the same general 

statement below: 

The teachings ofForhc:, d. al (Fm:bes et ,ii /\bstmct, ml. 2,hnc~ 33-c-oL 3,li.ne 5(\ figun:s IA .in.d 

a>s,;ociatCT! de,,criphons, V.'hc-rc"s the use of ,i so{hvare p,i.ckagc manager in a nct\vork 

cmvii"Onmcnt using a distribution EH1it containing rnrnpo11cnt~ for a s-ofr,varc package Md 

manifost file that supports the 1i1-,tallation, cx~-cutionfrunrimc aspects ti c., 'server information 

rdatcd. to hard,vate resource usage ... a&;;ociated ,vilh , , . prior to the applicatiom; , .. cxccut1d ') 

3,lili.es 49), ckar!y t·nc,:,mpas~cs tht· claimed fonitaiions as broadly interpreted by the cxmninct·.) 

suggest such !imitations. 

However, the teachings of Forbes et al. in the Abstract 

and in Col. 2, line 33 to Col. 3, line 56, only disclose the 

following: 

Abstract 

A software package manager uses a distribution unit containing 
components for a software package and a manifest file that 
describes the distribution unit to manage the installation, 
execution, and uninstallation of software packages on a 
computer. Information in the manifest file pertaining to a 
software package is stored in a code store data structure upon 
installation of the package. The manifest file also contains 
information that permits the software package manager to 
resolve any software dependencies upon installation. The 
software package manager uses the code store data structure to 
locate the required components when the software is executed 
and to remove the components appropriately when the software 
is uninstalled. 
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Col. 2, line 33 to Col. 3, line 56 

The above-mentioned shortcomings, disadvantages and problems 
are addressed by the present invention, which will be 
understood by reading and studying the following 
specification. 

A software package manager uses a distribution unit containing 
components for a software package and a manifest file that 
describes the distribution unit to manage the installation, 
execution, and uninstallation of software packages on a 
computer. For installation, the package manager acquires the 
manifest file and parses it to learn if the software package 
depends on any additional components. The package manager 
resolves any dependencies by acquiring a distribution unit 
containing the needed component and installs the dependency's 
distribution unit as described below. Because dependencies can 
be nested within dependencies, the package manager recursively 
processes all the dependencies before finishing the 
installation of the software package that depends upon the 
additional components. 

The software package manager acquires the distribution unit 
and extracts the components in the distribution unit into a 
directory on the computer. The package manager causes the 
operating system of the computer to install the software. The 
package manager then updates a code store data structure with 
information in the manifest file. The fields in the code store 
data structure contains such information as the name and 
version of the distribution unit, a list of the components and 
their location on the computer, and the source of the 
distribution unit. Additional fields in the code store data 
structure can also contain a component version, a component 
data type, and a digital signature if one was affixed to the 
distribution unit. 

During the installation, the package manager can optionally 
scan the code store data structure to determine if a component 
to be installed already exists on the computer and updates the 
code store data structure with the location of the later 
version of the component. 

When a user requests execution of software, the package 
manager uses the code store data structure to locate the 
appropriate components for the operating system to use. When 
the user requests the uninstallation of a software package, 
the package manager deletes the appropriate components from 
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the computer and updates the code store data structure 
accordingly. 

The manifest file and distribution unit optionally are 
combined into a distribution unit file. 

The manifest file format is common across all types of code 
and operating systems and easily extended to embrace new code 
types as they arise. The manifest file and distribution unit 
can be stored on all types of media from traditional magnetic 
and optical disks to networked servers. The distribution units 
for dependencies do not have to reside on the same type of 
media as the distribution unit or the manifest file that 
refers to the dependency. More than one distribution unit can 
be resident in a distribution unit file and a distribution 
unit file can contain a mixture of distribution units 
containing different code types. 

Thus, the software package manager, the manifest file, the 
distribution unit and the code store data structure of the 
present invention solve the problems with existing 
distribution mechanisms. The manifest file is not particular 
to a particular code type or operating system and allows for 
the specification of nested software dependencies. Because the 
manifest file contains the location of the distribution units 
for any dependencies, the software package manager can acquire 
and install the dependencies without requiring manual 
intervention by the user. Different types of distribution 
units can be mixed in a distribution unit file so that a 
single mechanism is used to acquire and install all types of 
code. 

The code store data structure maintained by the software 
package manager contains information about the installed 
software such as version and installation location, and is 
used to resolve version discrepancies among software programs 
that share components. The code store data structure is used 
by the package manager to locate necessary components when the 
software is executed so that a component stored in one 
directory can be readily shared by software programs with 
components in different directories. Finally, the code store 
data structure eases the uninstallation process by 
centralizing all the information about installed components. 
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Once again, it must be emphasized that there is no method 

of containerizing software applications in containers wherein 

the limitations of amended Claims 1, 2 and 9 are met. The 

Examiner recites the text above and states that the 

limitations of Claim 9 are present, however they are not. 

Applicants believe that the amendments to Claim 1 

clearly distinguish Claim 9 from the cited Forbes et al. 

reference. 

If the Examiner is of the opinion that amended Claim 1 is 

anticipated by Forbes et al., Applicants would appreciate if 

the Examiner would specifically point out where each 

limitation in amended base Claim 1 is found in the text above. 

Furthermore, Applicants would be appreciative if the Examiner 

would point out where the limitations of Claim 2 and 9 can be 

found. It is not sufficient or instructive to Applicants to 

recite that the text above clearly encompasses the claimed 

limitations, as broadly interpreted by the Examiner. It is 

not clear, nor is it evident, that the claimed features are 

disclosed by Forbes et al. 

Claim 10 has been amended to more clearly define the 

invention. 

10. (amended) A method as defined in claim 2, wherein in 

operation when an application residing within a container -are 

~executed, said application~ within a container have has no 

access to system files or applications in other containers or 

to system files within the operating system during execution 

thereof if those applications or system files are read/write 

files. 
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With regard to the patentability of Claim 10, this claim 

imports the patentable features of Claims 1 and 2 from which 

it depends. Furthermore, Claim 10 defines application software 

within a container being isolated from other containers. 

Forbes et al. do not have plural containers and therefore have 

no isolation between containers. 

Claim 13 has been amended as shown and now defines: 

A method as defined in claim 1 further comprising the 

step of associating with a plurality of container~ a 

stored history of when processes related to applications 

within the container are executed for at least one of, 

tracking statistics, resource allocation, and for 

monitoring the status of the application. 

Forbes et al. do not disclose a history of file usage or 

tracking of processes within an application. Once Forbes et 

al.'s application is executing, Forbes et al. make no 

suggestion or hint that there is interaction with the 

application. Interaction with the application is required to 

store container history of tracking statistics, or resource 

allocation, for monitoring the status of an application. 

Claim 14 has been rejected as being anticipated by Forbes 

et al. 

The Examiner has said that: 
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Amended Claim 14 defines: A method as defined in claim 1 

comprising the step of creating containers prior to said step 

of storing containers in memory, wherein containers are 

created by: 

a) running an instance of a service on a server; 

b) determining which files are being used; and, 

c) copying applications and associated system files to memory 

without overwriting the associated system files so as to 

provide a second instance of the applications and associated 

system files. 

Claim 14 with the claim limitations of amended Claim 1 

from which it depends defines: 

14. (amended) In a system having a plurality of servers with 

operating systems that differ, operating in disparate 

computing environments, wherein each server includes a 

processor and an operating system including a kernel a set of 

associated local system files compatible with the processor, a 

method of providing at least some of the servers in the system 

with secure, executable, applications related to a service, 

wherein the applications may be executed in a secure 

environment, wherein the applications each include an object 

34 

IBM Ex-1002 
Page 321



In re Patent Application of: 
ROCHETTE ET AL. 
Serial No. 10/939,903 
Filed: 09/13/2004 

-------------------'/ 

executable by at least some of the different operating systems 

for performing a task related to the service, the method 

comprising the steps of: 

storing in memory accessible to at least some of the servers a 

plurality of secure containers of application software, each 

container comprising one or more of the executable 

applications and a set of associated system files required to 

execute the one or more applications, for use with a local 

kernel residing permanently on one of the servers; wherein the 

set of associated system files are compatible with a local 

kernel of at least some of the plurality of different 

operating systems, the containers of application software 

excluding a kernel, -atta wherein some or all of the associated 

system files within a container stored in memory are utilized 

in place of the associated local system files that remain 

resident on the server prior to said storing step., wherein 

said associated system files utilized in place of the 

associated local system files are copies or modified copies of 

the associated local system files that remain resident on the 

server, and wherein the application software cannot be shared 

between the plurality of secure containers of application 

software, and wherein each of the containers each has a unique 

root file system that is different from the operating system's 

root file system; and, 

comprising the step of creating containers prior to said step 

of storing containers in memory, wherein containers are 

created by: 

a) running an instance of a service on a server; 

b) determining which files are being used; and, 

c) copying applications and associated system files to memory 

without overwriting the associated system files so as to 
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provide a second instance of the applications and associated 

system files. 

The Examiner suggests in the paragraph below, taken from 

the Office Action, that Claim 14 is anticipated because: 

The 1.caching5 of Forbes ct al (h)rlx:s ct a1 Abstrn.cL wL 2,Jines 33-coL 3,!in;; 56. figurc:s l ~4 and 

,;;;sodatcd descriptions, when.::a,, !ht use of a soflware pad age m,magcr in a nchnirk 

environment u$ing .i distribution unit eonrnining comronl'11t~ for a softwar,~ package and 

manifost fik that support, the installation, c.xenition:'n,mimc a~pccts of predetermined 

extending new code type;. (i.e.,' ,;;;signing an identity t() the ,,,ont.tincr;; . . 1-,onwincrs .ire created 

by ... including iit least one: of.. ,; uniqu;; IP address ... imtii!ling the conrnfocr .. tc;.ting the 

limitation,. 

It should become readily apparent that the reference to 

citations taken from Forbes et al. in the paragraph above do 

not disclose the method steps within amended Claim 14. If the 

Examiner disagrees, Applicants would be appreciative if the 

Examiner would indicate specifically by indicating the line 

numbers and specific passage(s) where each claimed feature 

exists within the Forbes et al., patent. 

Claim 15 defines: A method as defined in claim 14 

comprising the steps of: 

assigning an identity to the containers including at least one 

of a unique IP address, a unique Mac address and an estimated 

resource allocation; 

installing the container on a server; and, 

36 

IBM Ex-1002 
Page 323



In re Patent Application of: 
ROCHETTE ET AL. 
Serial No. 10/939,903 
Filed: 09/13/2004 

-------------------'/ 

testing the applications and files within the container. 

Claim 15 imports the limitations of Claim 14, defined 

above, and further defines steps of assigning an identity to 

the containers. It should be noted that Forbes et al. do not 

have plural containers. Furthermore, assigning a unique IP 

address or Mac Address to plural containers is not suggested 

in Forbes et al. as they merely run a single instance of a 

software application. They do not have plural containers each 

having a software application each with an associated IP or 

Mac Address associated with a respective container where the 

software resides. 

Forbes et al. teach that a software distribution 

mechanism is used with a networked system environment. The 

application installed, by means of Forbes et al., takes on the 

identity, defined as one or more of IP address, MAC, hostname, 

of the underlying OS. Therefore, the application installed by 

Forbes et al. assumes the identity supplied by the OS. The 

instant invention claims that an application associated with a 

container assumes the identity, of the IP address, or MAC, 

hostname, from container with which it is associated and 

resides in, and not from the OS. 

After a careful reading of the Forbes et al. patent, it 

becomes evident that there is no mention of an application 

having an associated network identity. Forbes et al. teach 

that a manifest file can reside on network store; files can be 

accessed from a network. However, there is no teaching that 

an application assumes a network identity. 
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Claim 16 defines: A method as defined in claim 1 

comprising the step of creating containers prior to said step 

of storing containers in memory, wherein a step of creating 

containers includes: 

using a skeleton set of system files as a container starting 

point and installing applications into that set of files. 

This claim is clearly novel as Forbes et al. do not 

create or provide plural containers as defined in Claim 1 or 

16. In view of this, the specific implementation defined in 

Claim 16 is not suggested by Forbes et al. 

Claim 17 has been rejected under 35 U.S.C. 102 (b) for 

the same reasons as Claim 1 has been rejected. Claim 17 has 

been amended in a similar fashion to the amendments of Claim 

1. 

Claim 17 defines a system having a plurality of secure 

containers of associated files accessible to, and for 

execution on, one or more servers, each container being 

mutually exclusive of the other, such that read/write files 

within a container cannot be shared with other containers, 

each container of files is said to have its own unique 

identity associated therewith, said identity comprising at 

least one of an IP address, a host name, and a Mac address; 

wherein, the plurality of files within each of the plurality 

of containers comprise one or more application programs 

including one or more processes, and associated system files 

for use in executing the one or more processes wherein the 

associated system files are files that are copies of files or 

modified copies of files that remain as part of the operating 

system, each container having its own execution file 

38 

IBM Ex-1002 
Page 325



In re Patent Application of: 
ROCHETTE ET AL. 
Serial No. 10/939,903 
Filed: 09/13/2004 

-------------------'/ 

associated therewith for starting one or more applications, 

in operation, each container utilizing a kernel resident on 

the server and wherein each container exclusively uses a 

kernel in an underlying operation system in which it is 

running and is absent its own kernel; and, 

a run time module for monitoring system calls from 

applications associated with one or more containers and for 

providing control of the one or more applications. 

Applicants have taken the liberty of re-writing Claim 17, 

more clearly illustrating the features within the claim. 

• A system having a plurality of secure containers of 

associated files accessible to, and for execution on, one 

or more servers, 

• each container being mutually exclusive of the other, 

such that read/write files within a container cannot be 

shared with other containers, 

• each container of files is said to have its own unique 

identity associated therewith, said identity comprising 

at least one of an IP address, a host name, and a 

Mac address; 

• wherein, the plurality of files within each of the 

plurality of containers comprise one or more application 

programs including one or more processes, and associated 

system files for use in executing the one or more 

processes 

• wherein the associated system files are files that are 

copies of files or modified copies of files that remain 

as part of the operating system, 
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• each container having its own execution file associated 

therewith for starting one or more applications, in 

operation, 

• each container utilizing a kernel resident on the server 

and wherein each container exclusively uses a kernel in 

an underlying operation system in which it is running and 

is absent its own kernel; and, 

• a run time module for monitoring system calls from 

applications associated with one or more containers and 

for providing control of the one or more applications. 

► Forbes et al. do not have a system having a plurality of 

secure containers of associated files accessible to, and 

for execution on, one or more servers; in fact Forbes et 

al. make no mention of containers at all, and if one were 

to incorrectly construe Forbes et al. as having a secure 

container for containing their software, this would in no 

way be a teaching of a plurality of secure containers 

having the features which follow in Claim 17. 

► Forbes et al. do not teach that each container is 

mutually exclusive of the other, such that read/write 

files within a container cannot be shared with other 

containers. Since Forbes et al. make no mention of plural 

containers, they clearly do not teach mutual exclusivity 

between containers and make no reference to an absence of 

file sharing of read/write files with other containers. 

► Forbes et al. do not teach containers so they clearly do 

not teach or suggest that each container of files is said 

to have its own unique identity associated therewith, 
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said identity comprising at least one of an IP address, a 

host name, and a Mac address. 

► Forbes et al. do not teach that the plurality of files 

within each of the plurality of containers comprise one 

or more application programs including one or more 

processes, and associated system files for use in 

executing the one or more processes, as Forbes et al. do 

not teach a plurality of containers. 

► Forbes et al. replace and overwrite their software with a 

latest version so they teach away from the limitation 

that the associated system files are files that are 

copies of files or modified copies of files that remain 

as part of the operating system. 

► Forbes et al. do not teach plural containers wherein each 

container having its own execution file associated 

therewith for starting one or more applications, in 

operation. Forbes et al. only teach a single instance of 

a single software application. 

► Forbes et al. do not teach plural containers wherein each 

container utilizing a kernel resident on the server and 

wherein each container exclusively uses a kernel in an 

underlying operation system in which it is running and is 

absent its own kernel; and, 

► a run time module for monitoring system calls from 

applications associated with one or more containers and 

for providing control of the one or more applications. 
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After thoroughly reading the Forbes et al. cited patent 

and considering the invention defined in Claim 17, it becomes 

evident that Forbes et al. do not disclose each and every 

element in Claim 17. In fact, it is questionable whether 

Forbes et al. disclose any of the patentable elements within 

Claim 17. In summary, Forbes et al. do not define multiple 

containers and Forbes et al. do not define any isolation of 

files. Forbes et al. teach that more than one software 

distribution unit exists and that files may be shared. In 

Forbes et al's teaching, a distribution replaces an older 

version and is not isolated. 

Claim 18 of the instant invention defines: A computing 

system as defined in claim 17, further comprising a scheduler 

comprising values related to an allotted time in which 

processes within a container may utilize predetermined 

resources. 

Forbes et al. do not have a scheduler comprising values 

related to an allotted time in which processes within a 

container may utilize predetermined resources. 

In the Forbes teaching, a single application starts and 

there is no further interaction with the application by the 

package manager taught by Forbes et al. According to the 

invention defined by Claim 18 there is a scheduler in addition 

to the operating system that interacts with the application 

while it is executing. 

Claim 19 has been rejected under 35 U.S.C. 102 (b) as 

being anticipated by Forbes et al. 
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The Examiner has stated: 

Applicants have carefully reviewed the above mentioned 

Abstract, Col. 2 to Col. 3 and figures 1-4 and respectfully 

disagree with the Examiner as to a finding of anticipation. 

For a claim to be anticipated each and every element must be 

present. 

Claim 19, including the limitations of amended Claim 17 

defines: 

• A system having a plurality of secure containers of 

associated files accessible to, and for execution on, one 

or more servers, 

• each container being mutually exclusive of the other, 

such that read/write files within a container cannot be 

shared with other containers, 

• each container of files is said to have its own unique 

identity associated therewith, said identity comprising 

at least one of an IP address, a host name, and a 

Mac address; 
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• wherein, the plurality of files within each of the 

plurality of containers comprise one or more application 

programs including one or more processes, and associated 

system files for use in executing the one or more 

processes 

• wherein the associated system files are files that are 

copies of files or modified copies of files that remain 

as part of the operating system, 

• each container having its own execution file associated 

therewith for starting one or more applications, in 

operation, 

• each container utilizing a kernel resident on the server 

and wherein each container exclusively uses a kernel in 

an underlying operation system in which it is running and 

is absent its own kernel; and, 

• a run time module for monitoring system calls from 

applications associated with one or more containers and 

for providing control of the one or more applications, 

• wherein the run time module includes an intercepting 

module associated with the plurality of containers for 

intercepting system calls from any of the plurality of 

containers and for providing values alternate to values 

the kernel would have assigned in response to the system 

calls, so that the containers can run independently of 

one another without contention, in a secure manner, the 

values corresponding to at least one of the IP address, 

the host name and the Mac Address; and 

• further comprising a scheduler comprising values related 

to an allotted time in which processes within a container 

may utilize predetermined resources. 
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Forbes et al. do not teach: 

► Forbes et al. do not have a system having a plurality of 

secure containers of associated files accessible to, and 

for execution on, one or more servers; in fact Forbes 

makes no mention of containers at all, and if one were to 

incorrectly construe Forbes as having a secure container 

for containing his software, this would in no way be a 

teaching of a plurality of secure containers having the 

features which follow in claim 17. 

► Forbes et al. do not teach that each container is 

mutually exclusive of the other, such that read/write 

files within a container cannot be shared with other 

containers. Since Forbes et al. make no mention of plural 

containers they clearly do not teach mutual exclusivity 

between containers and make no reference to an absence of 

file sharing of read/write files with other containers. 

► Forbes et al. do not teach containers so they clearly do 

not teach or suggest that each container of files is said 

to have its own unique identity associated therewith, 

said identity comprising at least one of an IP address, a 

host name, and a Mac address. 

► Forbes et al. do not teach that the plurality of files 

within each of the plurality of containers comprise one 

or more application programs including one or more 

processes, and associated system files for use in 

executing the one or more processes, as Forbes et al. do 

not teach a plurality of containers. 
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► Forbes et al. replace and overwrite their software with a 

latest version so they teach away from the limitation 

that the associated system files are files that are 

copies of files or modified copies of files that remain 

as part of the operating system. 

► Forbes et al. do not teach plural containers wherein each 

container having its own execution file associated 

therewith for starting one or more applications, in 

operation. Forbes et al. only teach a single instance of 

a single software application. 

► Forbes et al. do not teach plural containers wherein each 

container utilizing a kernel resident on the server and 

wherein each container exclusively uses a kernel in an 

underlying operation system in which it is running and is 

absent its own kernel; and, 

► a run time module for monitoring system calls from 

applications associated with one or more containers and 

for providing control of the one or more applications. 

► AND more particularly Forbes et al. do not teach a run 

time module including an intercepting module associated 

with the plurality of containers for intercepting system 

calls from any of the plurality of containers and for 

providing values alternate to values the kernel would 

have assigned in response to the system calls, so that 

the containers can run independently of one another 

without contention, in a secure manner, the values 

corresponding to at least one of the IP address, the host 

name and the Mac Address; 
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Since Forbes et al. do not teach a system wherein there 

is inception of system calls and subsequent interaction with 

the application after it is launched they do not teach system 

calls. More importantly, Forbes et al. do not include any hint 

or suggestion of having interception of system calls. 

Having system calls advantageously provides the ability 

to monitor the application as it executes and change 

parameters that are provided to and received from the 

operating system, thereby altering interaction with the 

operating system so as to allow the application to execute in 

an isolated and contained environment. 

Claim 20 is said to be anticipated by Forbes et al. for 

essentially the same reasons as Claim 17. 

As Applicants have pointed out above, Claim 17 is 

patentable and therefore Claim 20 at least imports the 

patentable features of Claim 17. Furthermore, Claim 17 defines 

that the run time module performs: 

monitoring resource usage of applications executing; 

intercepting system calls to kernel mode, made by the at least 

one respective application within a container, from user mode 

to kernel mode; 

comparing the monitored resource usage of the at least one 

respective application with the resource limits; and, 

forwarding the system calls to a kernel on the basis of the 

comparison between the monitored resource usage and the 

resource limits. 

Interception of system calls is not described anywhere 

within the Forbes et al. patent. Forbes et al. do not monitor 
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after their software execution begins. Therefore they do not 

monitor/intercept/compare/ and forward system calls. When the 

Forbes et al. software is fully loaded, it executes. In the 

instant invention, after execution begins, the steps of 

monitoring/intercepting/comparing and forwarding system calls 

is performed. No such steps are taught by Forbes et al. 

In view of the foregoing amendments to the claims and 

remarks, it is respectfully submitted that the instant 

application is now in condition for allowance. 

Early and favorable reconsideration of the application 

would be appreciated. 

Should any minor informalities need to be addressed, the 

Examiner is encouraged to contact the undersigned attorney at 

the telephone number listed below. 

Please charge any shortage in fees due in connection with 

the filing of this paper, including Extension of Time fees, to 

Deposit Account No. 50-1465 and please credit any excess fees 

to such deposit account. 

Telephone: (407) 841-2330 

Respectfully submitted, 

/CHRISTOPHER F. REGAN/ 
Christopher F. Regan 
REG. NO. 34,906 

Customer No.: 27975 

Date: September 3, 2008 
----~----~-----
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DETAILED ACTION 

Examiner's Statement of Reasons for Allowance 

1. Claims 1-34 are allowed over prior art. 

2. This action is in reply to applicant's correspondence of 03 September 2008. 

3. The following is an examiner's statement ofreasons for the indication of allowable 

claimed subject matter. 

Page2 

4. As per claims 1 and 17 generally, prior art ofrecord, Forbes et al, U.S. Patent 6,381,742 

B2, fails to anticipate, disclose, teach or suggest alone, or in combination, at the time of the 

invention, the features as set forth in the claims in this application as allowed, and not necessarily 

as summarized and/or characterized by the examiner, whether or not as italicized, as discussed 

and remarked upon in the response of 03 September 2008 to office action of 03 June 2008. 

Specifically, (as per claim 1, for example) prior art dealing with various aspects of 

systems that run multiple applications ( often for a single user running unrelated applications 

scenarios), across independent systems/disparate workstations, utilizing multiple, often different 

operating systems (i.e., scenarios that require system architectures that require system 

virtualization with high degrees of both isolation and efficiency (e.g., Hypervisors), alternatives 

utilizing resource containers and security containers applied to general-purpose, time-shared 

operating systems exist, such as the Linux-VServer; Soltesz, S., et al, 'Container-based Operating System 

Virtualization:A Scalable, High-performance Alternative to Hypervisors', SIGOPS Oper. Syst. Rev., Vol. 41, No. 3. (June 2007), 

pp. 275-287, entire article, http://delivery.acm.org/10.1145/1280000/l273025/p275-

soltesz.pdf?key 1 = l 273025&key2=027952822 l &coll=GUIDE&dl=GUIDE&CFID= 13091697 &CFTOKEN=4667 5559 ), is 

generally known per se. Nowhere in the prior art is found collectively the italicized claim 
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elements (i.e., the various aspects of applications software not being sharable between the 

plurality of secure ( and isolated) containers of application software, and unique root file systems 

different from an operating system's root file system, so as to allow for different versions of the 

same operating system running on the same system/server environment), at the time of the 

invention, serving to patently distinguish the invention from said prior art; 

"1. In a system 

having a plurality of servers with 

operating systems that differ, 

operating in 

disparate computing environments, 

wherein each server includes 

a processor and 

an operating system including 

a kernel 

a set of associated local system files 

compatible with the processor, 

a method of providing at least some of the servers in the system with 

secure, executable, applications 

related to a service, 

wherein the applications 

are executed in 
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a secure environment, 

wherein the applications each include 

an object executable by 

at least some of the different operating systems 

for performing a task 

related to the service, 

the method comprising: 

storing in memory accessible to at least some of the servers 

a plurality of secure containers of application software, 

each container comprising 

one or more of the executable applications and 

a set of associated system files 

Page4 

required to execute the one or more applications, 

for use with a local kernel 

wherein the set of associated system files 

are compatible with 

a local kernel of 

residing permanently on 

one of the servers; 

at least some of the plurality of different operating systems, 

the containers of 

application software 
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excluding a kernel, 

wherein some or all of the associated system files 

within a container stored in memory 

are utilized in place of 

the associated local system files 

that remain resident on the server, 

wherein said associated system files 

utilized in place of 

the associated local system files 

are copies or modified copies of 

the associated local system files 

that remain resident on the server, and 

wherein the application software 

cannot be shared between 

Page 5 

the plurality of secure containers of application software, and 

wherein each of the containers has 

a unique root file system 

that is different from 

an operating system's root file system." 

5. Dependent claims 2-16 and 18-34 are allowable by virtue of their dependencies. 
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6. Any inquiry concerning this communication or earlier communications from examiner 

should be directed to Ronald Baum, whose telephone number is (571) 272-3861, and whose 

unofficial Fax number is (571) 273-3861 and unofficial email is Ronald.baum@uspto.gov. The 

examiner can normally be reached Monday through Thursday from 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Kambiz Zand, can be reached at (571) 272-3811. The Fax number for the 

organization where this application is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. For more information for 

unpublished applications is available through Private PAIR only. For more information about the 

PAIR system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Ronald Baum 

Patent Examiner 

/R. B./ 

Examiner, Art Unit 2439 

/Kambiz Zand/ 

Supervisory Patent Examiner, Art Unit 2434 
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ABSTRACT 
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Hypervisors, popularized by Xen and VMware, are quickly 
becoming commodity. They are appropriate for many us­
age scenarios, but there are scenarios that require system 
virtualization with high degrees of both isolation and effi­
ciency. Examples include HPC clusters, the Grid, hosting 
centers, and PlanetLab. We present an alternative to hy­
pervisors that is better suited to such scenarios. The ap­
proach is a synthesis of prior work on resource containers 
and security containers applied to general-purpose, time­
shared operating systems. Examples of such container-based 
systems include Solaris 10, Virtuozzo for Linux, and Linux­
VServer. As a representative instance of container-based 
systems, this paper describes the design and implementa­
tion of Linux-VServer. In addition, it contrasts the archi­
tecture of Linux-VServer with current generations of Xen, 
and shows how Linux-VServer provides comparable support 
for isolation and superior system efficiency. 

Categories and Subject Descriptors 
D .2.11 [Software Engineering]: Software Architectures; 
D.4.8 [Operating Systems]: Performance-Measurements, 
Operational analysis 

General Terms 
Performance Measurement Design 

Keywords 
Linux-VServer Xen virtualization container hypervisor op­
erating system alternative 
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1. INTRODUCTION 
Operating system designers face a fundamental tension be­
tween isolating applications and enabling sharing among 
them-to simultaneously support the illusion that each ap­
plication has the physical machine to itself, yet let applica­
tions share objects (e.g., files, pipes) with each other. To­
day's commodity operating systems, designed for personal 
computers and adapted from earlier time-sharing systems, 
typically provide a relatively weak form of isolation ( the pro­
cess abstraction) with generous facilities for sharing (e.g., 
a global file system and global process ids). In contrast, 
hypervisors strive to provide full isolation between virtual 
machines (VMs), providing no more support for sharing be­
tween VMs than the network provides between physical ma­
chines. 

The workload requirements for a given system will direct 
users to the point in the design space that requires the least 
trade-off. For instance, workstation operating systems gen­
erally run multiple applications on behalf of a single user, 
making it natural to favor sharing over isolation. On the 
other hand, hypervisors are often deployed to let a single 
machine host multiple, unrelated applications, which may 
run on behalf of independent organizations, as is common 
when a data center consolidates multiple physical servers. 
The applications in such a scenario have no need to share 
information. Indeed, it is important they have no impact 
on each other. For this reason, hypervisors heavily favor 
full isolation over sharing. However, when each virtual ma­
chine is running the same kernel and similar operating sys­
tem distributions, the degree of isolation offered by hyper­
visors comes at the cost of efficiency relative to running all 
applications on a single kernel. 

A number of emerging usage scenarios-such as HPC clus­
ters, Grid, web/db/game hosting organizations, distributed 
hosting (e.g., PlanetLab, Akamai, Amazon EC2)-benefit 
from virtualization techniques that isolate different groups 
of users and their applications from one another. What these 
usage scenarios share is the need for efficient use of system 
resources, either in terms of raw performance for a single 
or small number of VMs, or in terms of sheer scalability of 
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concurrently active VMs. 

This paper describes a virtualization approach designed to 
enforce a high degree of isolation between VMs while main­
taining efficient use of system resources. The approach syn­
thesizes ideas from prior work on resource containers [2, 
14] and security containers [7, 19, 12, 25] and applies it 
to general-purpose, time-shared operating systems. Indeed, 
variants of such container-based operating systems are in 
production use today-e.g., Solaris 10 [19], Virtuozzo [23], 
and Linux-VServer [11]. 

The paper makes two contributions. First, this is the first 
thorough description of the techniques used by Linux-VServer 
for an academic audience (henceforth referred to as just 
"VServer"). We choose VServer as the representative in­
stance of the container-based system for several reasons: 1) 
it is open source, 2) it is in production use, and 3) because we 
have real data and experience from operating 700+ VServer­
enabled machines on PlanetLab [17]. 

Second, we contrast the architecture of VServer with a re­
cent generation of Xen, which has changed drastically since 
its original design was described by Barham et al. [3]. In 
terms of performance, the two solutions are equal for CPU 
bound workloads, whereas for I/O centric (server) work­
loads VServer makes more efficient use of system resources 
and thereby achieves better overall performance. In terms 
of scalability, VServer far surpasses Xen in usage scenar­
ios where overbooking of system resources is required (e.g., 
PlanetLab, managed web hosting, etc), whereas for reser­
vation based usage scenarios involving a small number of 
VMs VServer retains an advantage as it inherently avoids 
duplicating operating system state. 

The next section presents a motivating case for container 
based systems. Section 3 presents container-based tech­
niques in further detail, and describes the design and im­
plementation of VServer. Section 4 reproduces benchmarks 
that have become familiar metrics for Xen and contrasts 
those with what can be achieved by VServer. Section 5 
describes the kinds of interference observed between VMs. 
Finally, Section 6 offers some concluding remarks. 

2. MOTIVATION 
Virtual machine technologies are the product of diverse groups 
with different terminology. To ease the prose, we settle on 
referring to the isolated execution context running on top 
of the underlying system providing virtualization as a vir­
tual machine (VM), rather than a domain, container, applet, 
guest, etc .. There are a variety of VM architectures ranging 
from the hardware (e.g., Intel's VT.) up the full software in­
cluding hardware abstraction layer VMs (e.g., Xen, VMware 
ESX), system call layer VMs (e.g., Solaris, VServer), hosted 
VMs (e.g., VMware GSX), emulators (e.g, QEMU), high­
level language VMs (e.g., Java), and application-level VMs 
(e.g., Apache virtual hosting). Within this wide range, we 
focus on comparing hypervisor technology that isolate VMs 
at the hardware abstraction layer with container-based op­
erating system (COS) technology that isolate VMs at the 
system call/ ABI layer. 

The remainder of this section first outlines the usage scenar-
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ios of VMs to set the context within which we compare and 
contrast the different approaches to virtualization. We then 
make a case for container-based virtualization with these 
usage scenarios. 

2.1 Usage Scenarios 
There are many innovative ideas that exploit VMs to secure 
work environments on laptops, detect virus attacks in real­
time, determine the cause of computer break-ins, and debug 
difficult to track down system failures. Today, VMs are 
predominantly used by programmers to ease software devel­
opment and testing, by IT centers to consolidate dedicated 
servers onto more cost effective hardware, and by traditional 
hosting organizations to sell virtual private servers. Other 
emerging, real-world scenarios for which people are either 
considering, evaluating, or actively using VM technologies 
include HPC clusters, the Grid, and distributed hosting or­
ganizations like PlanetLab and Amazon EC2. This paper 
focuses on these three emerging scenarios, for which effi­
ciency is paramount. 

Compute farms, as idealized by the Grid vision and typically 
realized by HPC clusters, try to support many different users 
(and their application's specific software configurations) in a 
batch-scheduled manner. While compute farms do not need 
to run many concurrent VMs ( often just one per physical 
machine at a time), they are nonetheless very sensitive to 
raw performance issues as they try to maximize the number 
of jobs they can push through the overall system per day. 
As well, experience shows that most software configuration 
problems encountered on compute farms are due to incom­
patibilities of the system software provided by a specific OS 
distribution, as opposed to the kernel itself. Therefore, giv­
ing users the ability to use their own distribution or special­
ized versions of system libraries in a VM would resolve this 
point of pain. 

In contrast to compute farms, hosting organizations tend 
to run many copies of the same server software, operating 
system distribution, and kernels in their mix of VMs. In for­
profit scenarios, hosting organizations seek to benefit from 
an economy of scale and need to reduce the marginal cost 
per customer VM. Such hosting organizations are sensitive 
to issues of efficiency as they try to carefully oversubscribe 
their physical infrastructure with as many VMs as possible, 
without reducing overall quality of service. Unfortunately, 
companies are reluctant to release just how many VMs they 
operate on their hardware. 

Fortunately, CoMon [24]-one of the performance-monitoring 
services running on PlanetLab-publicly releases a wealth 
of statistics relating to the VMs operating on PlanetLab. 
PlanetLab is a non-profit consortium whose charter is to 
enable planetary-scale networking and distributed systems 
research at an unprecedented scale. Research organizations 
join by dedicating at least two machines connected to the 
Internet to PlanetLab. PlanetLab lets researchers use these 
machines, and each research project is placed into a separate 
VM per machine (referred to as a slice). PlanetLab supports 
a workload consisting of a mix of one-off experiments and 
long-running services with its slice abstraction. 

CoMon classifies a VM as active on a node if it contains 
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Figure 1: Active and live slices on PlanetLab 

a process, and live if, in the last five minutes, it used at 
least 0.1% (300ms) of the CPU. Figure 1 (reproduced from 
[17]) shows, by quartile, the distribution of active and live 
VMs across PlanetLab during the past year. Each graph 
shows five lines; 25% of PlanetLab nodes have values that 
fall between the first and second lines, 25% between the 
second and third, and so on. We note that, in any five­
minute interval, it is not unusual to see 10-15 live VMs and 
60 active VMs on PlanetLab. At the same time, PlanetLab 
nodes are PC-class boxes; the average PlanetLab node has 
a 2GHz CPU and 1GB of memory. Any system that hosts 
such a workload on similar hardware must be concerned with 
overall efficiency-i.e., both performance and scalability-of 
the underlying virtualization technology. 

2.2 Case for COS Virtualization 
The case for COS virtualization rests on the observation 
that it is acceptable in some real-world scenarios to trade 
isolation for efficiency. Sections 4 and 5 demonstrate quan­
titatively that a COS (VServer) is more efficient than a well 
designed hypervisor (Xen). So, the question remains: what 
must be traded to get that performance boost? 

Efficiency can be measured in terms of overall performance 
(throughput, latency, etc) and/or scalability (measured in 
number of concurrent VMs) afforded by the underlying VM 
technology. Isolation is harder to quantify than efficiency. 
A system provides full isolation when it supports a com­
bination of fault isolation, resource isolation, and security 
isolation. As the following discussion illustrates, there is 
significant overlap between COS- and hypervisor-based tech­
nologies with respect to these isolation characteristics. 

Fault isolation reflects the ability to limit a buggy VM 
from affecting the stored state and correct operation of other 
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VMs. Complete fault isolation between VMs requires there 
to be no sharing of code or data. In COS- and hypervisor­
based systems, the VMs themselves are fully fault isolated 
from each other using address spaces. The only code and 
data shared among VMs is the underlying system providing 
virtualization-i.e., the COS or hypervisor. Any fault in 
this shared code base can cause the whole system to fail. 

Arguably the smaller code base of a hypervisor-Xen for x86 
consists of roughly SOK lines of code-naturally eases the en­
gineering task to ensure its reliability. While this may be 
true, a functioning hypervisor-based system also requires a 
host VM that authorizes and multiplexes access to devices. 
The host VM typically consists of a fully fledged Linux (mil­
lions of lines of code) and therefore is the weak link with 
respect to fault isolation-i.e., a fault in the host VM could 
cause the whole system to fail. Fraser et al. [6] propose to 
mitigate this problem by isolating device drivers into inde­
pendent driver domains (IDDs). 

While the overall Linux kernel is large due to the number of 
device drivers, filesystems, and networking protocols, at its 
core it is less than 140K lines. To improve resilience to faults 
(usually stemming from drivers), Swift et al. [22] propose 
to isolate device drivers into IDDs within the Linux kernel 
using their Noaks technology. Unfortunately, there exists no 
study that directly compares Xen+IDD and Linux+Nooks 
quantitatively with respect to their performance. 

With respect to fault isolation, if we accept that various 
subsystems such as device drivers, filesystems, networking 
protocols, etc. are rock solid, then the principle difference 
between hypervisor- and COS-based systems is in the inter­
face they expose to VMs. Any vulnerability exposed by the 
implementation of these interfaces may let a fault from one 
VM leak to another. For hypervisors there is a narrow inter­
face to events and virtual device, whereas for COSs there is 
the wide system call ABI. Arguably it is easier to verify the 
narrow interface, which implies that the interface exposed 
by hypervisors are more likely to be correct. 

Resource isolation corresponds to the ability to account 
for and enforce the resource consumption of one VM such 
that guarantees and fair shares are preserved for other VMs. 
Undesired interactions between VMs are sometimes called 
cross-talk [9]. Providing resource isolation generally involves 
careful allocation and scheduling of physical resources (e.g., 
cycles, memory, link bandwidth, disk space), but can also 
be influenced by sharing of logical resources, such as file 
descriptors, ports, PIDs, and memory buffers. At one ex­
treme, a virtualized system that supports resource reserva­
tions might guarantee that a VM will receive 100 million 
cycles per second (Mcps) and 1.5Mbps of link bandwidth, 
independent of any other applications running on the ma­
chine. At the other extreme, a virtualized system might 
let VMs obtain cycles and bandwidth on a demand-driven 
(best-effort) basis. Many hybrid approaches are also possi­
ble: for instance, a system may enforce fair sharing of re­
sources between classes of VMs, which lets one overbook 
available resources while preventing starvation in overload 
scenarios. The key point is that both hypervisors and COSs 
incorporate sophisticated resource schedulers to avoid or 
minimize crosstalk. 
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Security isolation refers to the extent to which a virtual­
ized system limits access to ( and information about) logical 
objects, such as files, virtual memory addresses, port num­
bers, user ids, process ids, and so on. In doing so, security 
isolation promotes (1) configuration independence, so that 
global names (e.g., of files, SysV Shm keys, etc) selected 
by one VM cannot conflict with names selected by another 
VM; and (2) safety, such that when global namespaces are 
shared, one VM is not able to modify data and code be­
longing to another VM, thus diminishing the likelihood that 
a compromise to one VM affects others on the same ma­
chine. A virtualized system with complete security isolation 
does not reveal the names of files or process ids belonging 
to another VM, let alone let one VM access or manipulate 
such objects. In contrast, a virtualized system that supports 
partial security isolation might support a shared namespace 
(e.g., a global file system), augmented with an access con­
trol mechanism that limits the ability of one VM to manip­
ulate the objects owned by another VM. As discussed later, 
some COSs opt to apply access controls on shared names­
paces, as opposed to maintaining autonomous and opaque 
namespaces via contextualization, in order to improve per­
formance. In such a partially isolated scheme, information 
leaks are possible, for instance, allowing unauthorized users 
to potentially identify in-use ports, user names, number of 
running processes, etc. But, both hypervisors and COSs can 
hide logical objects in one VM from other VMs to promote 
both configuration independence and system safety. 

Discussion: VM technologies are often embraced for their 
ability to provide strong isolation as well as other value­
added features. Table 1 provides a list of popular value­
added features that attract users to VM technologies, which 
include abilities to run multiple kernels side-by-side, have 
administrative power (i.e., root) within a VM, checkpoint 
and resume, and migrate VMs between physical hosts. 

Features 
Multiple Kernels 
Administrative power (root) 
Checkpoint & Resume 
Live Migration 
Live System Update 

Hypervisor 
✓ 

✓ 

✓ 

✓ 

X 

Containers 
X 
✓ 
✓ [15.23. 18] 

✓ [23.18] 

✓ [18] 

Table 1: Feature comparison of hypervisor- and 
COS-based systems 

Since COSs rely on a single underlying kernel image, they 
are of course not able to run multiple kernels like hypervi­
sors can. As well, the more low-level access that is desired by 
users, such as the ability to load a kernel module, the more 
code is needed to preserve isolation of the relevant system. 
However, some COSs can support the remaining features. 
The corresponding references are provided in Table 1. In 
fact, at least one solution supporting COS-based VM mi­
gration goes a step further than hypervisor-based VM mi­
gration: it enables VM migration from one kernel version to 
another. This feature lets systems administrators do a Live 
System Update on a running system, e.g., to release a new 
kernel with bug/security fixes, performance enhancements, 
or new features, without needing to reboot the VM. Kernel 
version migration is possible because COS-based solutions 
have explicit knowledge of the dependencies that processes 
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Isolation 

Figure 2: Summary of existing hypervisor- and 
COS-based technology 

within a VM have to in-kernel structures [18]. 

Figure 2 summarizes the state-of-the-art in VM technology 
along the efficiency and isolation dimensions. The x-axis 
counts how many of the three different kinds of isolation are 
supported by a particular technology. The y-axis is intended 
to be interpreted qualitatively rather than quantitatively; as 
mentioned, later sections will focus on presenting quantita­
tive results. 

The basic observation made in the figure is, to date, there 
is no VM technology that achieves the ideal of maximizing 
both efficiency and isolation. We argue that for usage sce­
narios where efficiency trumps the need for full isolation, a 
COS such as VServer hits the sweet spot within this space. 
Conversely, for scenarios where full isolation is required, a 
hypervisor is best. Finally, since the two technologies are 
not mutually exclusive, one can run a COS in a VM on a 
hypervisor when appropriate. 

3. CONTAINER-BASED OS APPROACH 
This section provides an overview of container-based sys­
tems, describes the general techniques used to achieve iso­
lation, and presents the mechanisms with which VServer 
implements these techniques. 

3.1 Overview 
A container-based system provides a shared, virtualized OS 
image consisting of a root file system, a (safely shared) set of 

VMhost 
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Remote Admin. 
Core Services 

~~m 
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MySQL 

PHP 

Shared OS Image 

Quake Svr 

Figure 3: COS Overview 
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system libraries and executables. Each VM can be booted 
shut down, and rebooted just like a regular operating sys~ 
tern. Resources such as disk space, CPU guarantees, mem­
ory, etc. are assigned to each VM when it is created, yet of­
ten can be dynamically varied at run time. To applications 
and the user of a container-based system, the VM appears 
just like a separate host. Figure 3 schematically depicts the 
design. 

As shown in the figure, there are three basic platform group­
ings. The hosting platform consists essentially of the shared 
OS image and a privileged host VM. This is the VM that 
a system administrator uses to manage other VMs. The 
virtual platform is the view of the system as seen by the 
guest VMs. Applications running in the guest VMs work 
just as they would on a corresponding non-container-based 
OS image. At this level, there is little difference between a 
container and hypervisor based system. However, they dif­
fer fundamentally in the techniques they use to implement 
isolation between VMs. 

Figure 4 illustrates this by presenting a taxonomic compar­
ison of their security and resource isolation schemes. As 
shown in the figure, the COS approach to security isolation 
directly involves internal operating system objects (PIDs, 
UIDs, Sys-V Shm and IPC, Unix ptys, and so on). The ba­
sic techniques used to securely use these objects involve: 
(1) separation of name spaces (contexts), and (2) access 
controls (filters). The former means that global identifiers 
(e.g., process ids, SYS V IPC keys, user ids, etc.) live in 
completely different spaces (for example, per VM lists), do 
not have pointers to objects in other spaces belonging to 
a different VM, and thus cannot get access to objects out­
side of its name space. Through this conte:dualization the 
global identifiers become per-VM global identifiers. Filters, 
on the other hand, control access to kernel objects with 
runtime checks to determine whether the VM has the ap­
propriate permissions. For a hypervisor security isolation is 
also achieved with contextualization and filters, but gener­
ally these apply to constructs at the hardware abstraction 
layer such as virtual memory address spaces, PCI bus ad­
dresses, devices, and privileged instructions. 

The techniques used by COS- and hypervisor-based systems 
for resource isolation are quite similar. Both need to multi­
plex physical resources such as CPU cycles, i/o bandwidth, 
and memory/ disk storage. The latest generation of the Xen 
hypervisor architecture focuses on multiplexing the CPU. 
Control over all other physical resources is delegated to one 
or more privileged host VMs, which multiplex the hardware 
on behalf of the guest VMs. Interestingly, when Xen's host 
VM is based on Linux, the resource controllers used to man­
age network and disk i/o bandwidth among guest VMs are 
identical to those used by VServer. The two systems simply 
differ in how they map VMs to these resource controllers. 

As a point of reference, the Xen hypervisor for the i32 archi­
tecture is about SOK lines of code, the paravirtualized vari­
ants of Linux require an additional 15K of device drivers 
and a few isolated changes to the core Linux kernel code. I~ 
contrast, VServer adds less than 8700 lines of code to the 
Linux kernel, and due to its mostly architecture indepen­
dent nature it has been validated to work on eight different 
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instruction set architectures. While lightweight in terms of 
lines of code involved, VServer introduces 50+ new kernel 
files and touches 300+ existing ones-representing a non­
trivial software-engineering task. 

3.2 VServer Resource Isolation 
This section describes in what way VServer implements re­
source isolation. It is mostly an exercise of leveraging exist­
ing resource management and accounting facilities already 
present in Linux. For both physical and logical resources, 
VServer simply imposes limits on how much of a resource a 
VM can consume. 

3.2.1 CPU Scheduling: Fair Share and Reservations 
VServer implements CPU isolation by overlaying a token 
bucket filter (TBF) on top of the standard 0(1) Linux CPU 
scheduler. Each VM has a token bucket that accumulates 
tokens at a specified rate; every timer tick, the VM that 
owns the running process is charged one token. A VM that 
runs out of tokens has its processes removed from the run­
queue until its bucket accumulates a minimum amount of 
tokens. Originally the VServer TBF was used to put an 
upper bound on the amount of CPU that any one VM could 
receive. However, it is possible to express a range of isolation 
policies with this simple mechanism. We have modified the 
TBF to provide fair sharing and/or work-conserving CPU 
reservations. 

The rate that tokens accumulate in a VM's bucket depends 
on whether the VM has a reservation and/or a share. A VM 
with a reservation accumulates tokens at its reserved rate: 
for example, a VM with a 10% reservation gets 100 tokens 
per second, since a token entitles it to run a process for one 
millisecond. A VM with a share that has runnable processes 
will be scheduled before the idle task is scheduled, and only 
when all VMs with reservations have been honored. The end 
result is that the CPU capacity is effectively partitioned be­
tween the two classes of VMs: VMs with reservations get 
what they've reserved, and VMs with shares split the unre­
served capacity of the machine proportionally. Of course, a 
VM can have both a reservation (e.g., 10%) and a fair share 
(e.g., 1/10 of idle capacity). 

3.2.2 l/0 QoS: Fair Share and Reservations 
The Hierarchical Token Bucket (HTB) queuing discipline of 
the Linux Traffic Control facility (tc) [10] is used to pro­
vide network bandwidth reservations and fair service among 
VServer. For each VM, a token bucket is created with a 
reserved rate and a share: the former indicates the amount 
of outgoing bandwidth dedicated to that VM, and the latter 
governs how the VM shares bandwidth beyond its reserva­
tion. Packets sent by a VServer are tagged with its context 
id in the kernel, and subsequently classified to the VServer's 
token bucket. The HTB queuing discipline then allows each 
VServer to send packets at the reserved rate of its token 
bucket, and fairly distributes the excess capacity to the 
VServer in proportion to their shares. Therefore, a VM 
can be given a capped reservation (by specifying a reserva­
tion but no share), "fair best effort" service (by specifying a 
share with no reservation), or a work-conserving reservation 
(by specifying both). 
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Figure 4: Isolation Taxonomy of COS and Hypervisor-based Systems 

Disk I/O is managed in VServer using the standard Linux 
CFQ ("completely fair queuing") I/O scheduler. The CFQ 
scheduler attempts to divide the bandwidth of each block 
device fairly among the VMs performing I/O to that device. 

3.2.3 Storage Limits 
VServer provides the ability to associate limits to the amount 
of memory and disk storage a VM can acquire. For disk stor­
age one can specify limits on the max number of disk blocks 
and inodes a VM can allocate. For memory storage one can 
specify the following limits: a) the maximum resident set 
size (RSS), b) number of anonymous memory pages have 
(ANON), and c) number of pages that may be pinned into 
memory using mlock() and mlockall() that processes may 
have within a VM (MEMLOCK). Also, one can declare the 
number of pages a VM may declare as SYSV shared mem­
ory. 

Note that fixed upper bounds on RSS are not appropriate for 
usage scenarios where administrators wish to overbook VMs. 
In this case, one option is to let VMs compete for mem­
ory, and use a watchdog daemon to recover from overload 
cases-for example by killing the VM using the most phys­
ical memory. PlanetLab [17] is one example where memory 
is a particularly scarce resource, and memory limits with­
out overbooking are impractical: given that there are up 
to 90 active VMs on a PlanetLab server, this would im­
ply a tiny 10MB allocation for each VM on the typical 
PlanetLab server with 1 GB of memory. Instead, PlanetLab 
provides basic memory isolation between VMs by running 
a simple watchdog daemon, called pl.mom, that resets the 
VM consuming the most physical memory when swap has 
almost filled. This penalizes the memory hog while keeping 
the system running for everyone else, and is effective for the 
workloads that PlanetLab supports. A similar technique is 
apparently used by managed web hosting companies. 

3.3 VServer Security Isolation 
VServer makes a number of kernel modifications to enforce 
security isolation. 

3.3.1 Process Filtering 
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VServer reuses the global PID space across all VMs. In con­
trast, other container-based systems such as Open VZ con­
textualize the PID space per VM. There are obvious benefits 
to the latter, specifically it eases the implementation of VM 
checkpoint, resume, and migration more easily as processes 
can be re-instantiated with the same PID they had at the 
time of checkpoint. VServer will move to this model, but 
for the sake of accuracy and completeness we will describe 
its current model. 

VServer filters processes in order to hide all processes out­
side a VM's scope, and prohibits any unwanted interaction 
between a process inside a VM and a process belonging to 
another VM. This separation requires the extension of some 
existing kernel data structures in order for them to: a) be­
come aware to which VM they belong, and b) differentiate 
between identical UIDs used by different VMs. 

To work around false assumptions made by some user-space 
tools (like pstree) that the 'init' process has to exist and 
have PID 1, VServer also provides a per VM mapping from 
an arbitrary PID to a fake init process with PID 1. 

When a VServer-based system boots, all processes belong to 
a default host VM. To simplify system administration, this 
host VM is no different than any other guest VM in that 
one can only observe and manipulate processes belonging 
to that VM. However, to allow for a global process view, 
VServer defines a special spectator VM that can peek at all 
processes at once. 

A side effect of this approach is that process migration from 
one VM to another VM on the same host is achieved by 
changing its VM association and updating the corresponding 
per-VM resource usage statistics such NPROC, NOFILE, 
RSS, ANON, MEMLOCK, etc .. 

3.3.2 Network Separation 
Currently, VServer does not fully virtualize the networking 
subsystem, as is done by OpenVZ and other container-based 
systems. Rather, it shares the networking subsystem (route 
tables, IP tables, etc.) between all VMs, but only lets VMs 
bind sockets to a set of available IP addresses specified ei­
ther at VM creation or dynamically by the default host VM. 
This has the drawback that it does not let VMs change their 
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route table entries or IP tables rules. However, it was a de­
liberate design decision to achieve native Linux networking 
performance at GigE+ line rates. 

For VServer's network separate approach several issues have 
to be considered; for example, the fact that bindings to 
special addresses like IPADDR_ANY or the local host ad­
dress have to be handled to avoid having one VM receive 
or snoop traffic belonging to another VM. The approach to 
get this right involves tagging packets with the appropriate 
VM identifier and incorporating the appropriate filters in 
the networking stack to ensure only the right VM can re­
ceive them. As will be shown later, the overhead of this is 
minimal as high-speed networking performance is indistin­
guishable between a native Linux system and one enhanced 
with VServer. 

3.3.3 The Chroot Barrier 
One major problem of the chroot() system used in Linux 
lies within the fact that this information is volatile, and will 
be changed on the 'next' chroot() system call. One simple 
method to escape from a chroot-ed environment is as follows: 

• Create or open a file and retain the file-descriptor, then 
chroot into a subdirectory at equal or lower level with 
regards to the file. This causes the 'root' to be moved 
'down' in the filesystem. 

• Use fchdir() on the file descriptor to escape from that 
'new' root. This will consequently escape from the 
'old' root as well, as this was lost in the last chroot() 
system call. 

VServer uses a special file attribute, known as the Chroot 
Barrier, on the parent directory of each VM to prevent unau­
thorized modification and escape from the chroot confine­
ment. 

3.3.4 Upper Bound for Linux Capabilities 
Because the current Linux Capability system does not imple­
ment the filesystem related portions of POSIX Capabilities 
that would make setuid and setgid executables secure, and 
because it is much safer to have a secure upper bound for all 
processes within a context, an additional per-VM capability 
mask has been added to limit all processes belonging to that 
context to this mask. The meaning of the individual caps of 
the capability bound mask is exactly the same as with the 
permitted capability set. 

3.4 VServer Filesystem Unification 
One central objective of VServer is to reduce the overall 
resource usage wherever possible. VServer implements a 
simple disk space saving technique by using a simple uni­
fication technique applied at the whole file level. The ba­
sic approach is that files common to more than one VM, 
which are rarely going to change (e.g., like libraries and bi­
naries from similar OS distributions), can be hard linked on 
a shared filesystem. This is possible because the guest VMs 
can safely share filesystem objects (inodes). The technique 
reduces the amount of disk space, inode caches, and even 
memory mappings for shared libraries. 
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The only drawback is that without additional measures, a 
VM could (un)intentionally destroy or modify such shared 
files, which in turn would harm/interfere other VMs. The 
approach taken by VServer is to mark the files as copy-on­
write. When a VM attempts to mutate a hard linked file 
with CoW attribute set, VServer will give the VM a private 
copy of the file. 

Such CoW hard linked files belonging to more than one con­
text are called 'unified' and the process of finding common 
files and preparing them in this way is called Unification. 
The reason for doing this is reduced resource consumption, 
not simplified administration. While a typical Linux Server 
install will consume about 500MB of disk space, 10 unified 
servers will only need about 700MB and as a bonus use less 
memory for caching. 

4. SYSTEM EFFICIENCY 
This section explores the performance and scalability of COS­
and hypervisor-based virtualization. We refer to the com­
bination of performance and scale as the efficiency of the 
system, since these metrics correspond directly to how well 
the virtualizing system orchestrates the available physical 
resources for a given workload. 

For all tests, VServer performance is comparable to an un­
virtualized Linux kernel. Yet, the comparison shows that 
although Xen3 continues to include new features and op­
timizations, the overhead required by the virtual memory 
sub-system still introduces an overhead of up to 49% for 
shell execution. In terms of absolute performance on server­
type workloads, Xen3 lags an unvirtualized system by up 
to 40% for network throughput while demanding a greater 
CPU load and 50% longer for disk intensive workloads. 

4.1 Configuration 
All experiments are run on an HP Proliant DL360 G4p with 
dual 3.2 GHz Xeon processor, 4GB RAM, two Broadcom 
NetXtreme GigE Ethernet controllers, and two 160GB 7.2k 
RPM SATA-100 disks. The Xeon processors each have a 
2MB L2 cache. Due to reports [21] indicating that hyper­
threading degrades performance for certain environments, 
we run all tests with hyper-threading disabled. The three 
kernels under test were compiled for uniprocessor as well 
as SMP architectures, and unless otherwise noted, all ex­
periments are run within a single VM provisioned with all 
available resources. In the case of Xen, neither the guest VM 
nor the hypervisor include device drivers. Instead, a privi­
leged, host VM runs the physical devices and exposes virtual 
devices to guests. In our tests, the host VM reserves 512MB 
and the remaining available is available to guest VMs. 

The Linux kernel and its variants for Xen and VServer have 
hundreds of system configuration options, each of which can 
potentially impact system behavior. We have taken the nec­
essary steps to normalize the effect of as many configuration 
options as possible, by preserving homogeneous setup across 
systems, starting with the hardware, kernel configuration, 
filesystem partitioning, and networking settings. The goal 
is to ensure that observed differences in performance are 
a consequence of the virtualization architectures evaluated, 
rather than a particular set of configuration parameters. Ap­
pendix A describes the specific configurations we have used 
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in further detail. 

The hypervisor configuration is based on Xen 3.0.4, which 
at the time of this writing was the latest stable version avail­
able. The corresponding patch to Linux is applied against a 
2.6.16.33 kernel. Prior to 3.0.4, we needed to build separate 
host VM and guest VM kernels, but we now use the unified, 
Xen paravirtualized Linux kernel that is re-purposed at run­
time to serve either as a host or guest VM. Finally, we also 
build SMP enabled kernels, as this is now supported by the 
stable Xen hypervisor. 

The COS configuration consists of the VServer 2.0.3-rcl 
patch applied to the Linux 2.6.16.33 kernel. Our VServer 
kernel includes several additions that have come as a result 
of VServer's integration with Planetlab. As discussed ear­
lier, this includes the new CPU scheduler that preserves the 
existing 0(1) scheduler and enables CPU reservations for 
VMs, and shims that let VServer directly leverage the exist­
ing CFQ scheduler to manage disk I/O and the HTB filter 
to manage network I/O. 

4.2 Micro-Benchmarks 
While micro-benchmarks are incomplete indicators of sys­
tem behavior for real workloads [5], they do offer an op­
portunity to observe the fine-grained impact that different 
virtualization techniques have on primitive OS operations. 
In particular, the OS subset of McVoy's lmbench bench­
mark [13] version 3.0-a3 includes experiments designed to 
target exactly these subsystems. 

For all three systems, the majority of the tests perform worse 
in the SMP kernel than the UP kernel. While the specific 
magnitudes may be novel, the trend is not surprising, since 
the overhead inherent to synchronization, internal commu­
nication, and caching effects of SMP systems is well known. 
For brevity, the following discussion focuses on the overhead 
of virtualization using a uniprocessor kernel. While the lm­
bench suite includes a large number of latency benchmarks, 
Table 2 shows results only for those which represent approx­
imately 2x or greater discrepancy between VServer-UP and 
Xen3-UP. 

For the uniprocessor systems, our findings are consistent 
with the original report of Barham et al [3] that Xen incurs 
a penalty for virtualizing the virtual memory hardware. In 
fact, the pronounced overhead observed in Xen comes en­
tirely from the hypercalls needed to update the guest's page 
table. This is one of the most common operations in a multi­
user system. While Xen3 has optimized page table updates 

Configuration Linux-UP VServer-UP Xen3-UP 
fork process 86.50 86.90 271.90 
exec process 299.80 302.00 734.70 
sh process 968.10 977.70 1893.30 
ctx (16p/64K) 3.38 3.81 6.02 
mmap (64MB) 377.00 379.00 1234.60 
mmap (256MB) 1491.70 1498.00 4847.30 
page fault 1.03 1.03 3.21 

Table 2: LMbench OS benchmark timings for 
uniprocessor kernels - times in µs 
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relative to Xen2, common operations such as process execut­
ing, context switches and page faults still incur observable 
overhead. 

The first three rows in Table 2 show the performance off ark 
process, exec process, and sh process across the systems. The 
performance of VServer-UP is always within 1% of Linux­
UP. Also of note, Xen3-UP performance has improved over 
that of Xen2-UP due to optimizations in the page table up­
date code that batch pending transactions for a single call 
to the hypervisor. Yet, the inherent overhead is still mea­
surable, and almost double in the case of sh process. 

The next row shows context switch overhead between differ­
ent numbers of processes with different working set sizes. As 
explained by Barham [3], the 2µs to 3µs overhead for these 
micro-benchmarks are due to hypercalls from the guest VM 
into the hypervisor to change the page table base. In con­
trast, there is little overhead seen in VServer-UP relative to 
Linux-UP. 

The next two rows show mmap latencies for 64MB and 
256MB files. The latencies clearly scale with respect to to 
the size of the file, indicating that the Xen kernels incur a 
19µs overhead per megabyte, versus 5.9µs in the other sys­
tems. This is particularly relevant for servers or applications 
that use mmap as a buffering technique or to access large 
data sets, such as [16]. 

4.3 System Benchmarks 
Two factors contribute to performance overhead in the Xen3 
hypervisor system: overhead in network I/O and overhead 
in disk I/O. Exploring these dimensions in isolation provides 
insight into the sources of overhead for server workloads in 
these environments. To do so, we repeat various benchmarks 
used in the original and subsequent performance measure­
ments ofXen [3, 4, 6]. In particular, there are various multi­
threaded applications designed to create real-world, multi­
component stresses on a system, such as Iperf, OSDB-IR, 
and a kernel compile. In addition, we explore several single­
threaded applications such as add, Dbench and Postmark to 
gain further insight into the overhead of Xen. These exercise 
the whole system with a range of server-type workloads illus­
trating the absolute performance offered by Linux, VServer, 
and Xen3. 

For these benchmarks there is only one guest VM active, 
and this guest is provisioned with all available memory. For 
Xen, the host VM is provisioned with 512MB of RAM and a 
fair share of the CPU. Each reported score is the average of 
3 to 5 trials. All results are normalized relative to Linux-UP, 
unless otherwise stated. 

4.3.1 Network Bandwidth Benchmark 
Iperf is an established tool [1] for measuring link through­
put with TCP or UDP traffic. We use it to measure TCP 
bandwidth between a pair of systems. We measure both 
raw throughput and the CPU utilization observed on the 
receiver. This is done in two separate experiments to avoid 
measurement overhead interfering with throughput-i.e., max 
throughput is lower when recording CPU utilization with 
sysstat package on VServer and Linux, and XenMon on Xen. 
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CPU% 71.9% 70.3% 100.0% 134.8% 77.8% 77.6% 173.1¾ 

Linux VScrvcr Xcn3 one Xcn3 two Linux VScrvcr Xcn3 
CPU CPUs 

UP SMP 

Figure 5: lperf TCP bandwidth and CPU utiliza­
tion. 

Figure 5 illustrates both the throughput achieved and the 
aggregate percentage of CPU necessary to achieve this rate 
on the receiver. The first three columns are trials run with 
the uniprocessor kernels. Both Linux and VServer on a sin­
gle processor achieve line rate with just over 70% CPU uti­
lization as the data sink. In contrast, the Xen3-UP configu­
ration can only achieve 60% of the line rate, because having 
the host VM, guest VM, and hypervisor all pinned to a sin­
gle CPU saturate the CPU due to the overhead of switching 
between VMs and interaction with the hypervisor. 

The fourth column labeled 'Xen3 two CPUs' consists of 
the same Xen3-UP configuration, except the host and guest 
VMs are pinned to separate CPUs. In this way the host and 
guest VMs do not interfere with each other, and can achieve 
line rate just as Linux and VServer. This is an improvement 
over prior versions of Xen using the same hardware. We 
attribute the improvement to switching from a safe, page­
flipping data transfer model to one utilizing memory copies 
between VMs. Still, when compared to Linux and VServer 
running on a single CPU, the overall CPU utilization of the 
Xen3-UP configuration running on two CPUs is nearly 2x 
the load experienced by Linux or VServer. 

The last three columns use SMP variants of the Linux ker­
nels. Again VServer compares closely to Linux. Interest­
ingly, Xen3 with a SMP guest VM cannot achieve line rate. 
It saturates the CPU it shares with the host VM. And as 
a result it also performs worse compared to the Linux-UP 
configuration. 

4.3.2 Macro Benchmarks 
This section evaluates a number of benchmarks that are 
CPU and/or disk I/O intensive. The results of these bench­
marks are shown in Figures 6(a) and 6(b), which summa­
rizes the performance between VServer and Xen3 normalized 
against Linux. 

The DD benchmark writes a 6GB file to a scratch device. 
Linux and VServer have identical performance for this bench­
mark, as the code path for both is basically identical. In 
contrast, for Xen3 we observe significant slow down for both 
UP and SMP. This is due to additional buffering, copying, 
and synchronization between the host VM and guest VM to 
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DD Dhcnch Postmark 

illll!Linux-UP illll!Linux-SMP ~VServer-UP ~VServer-SMP 0Xen3-UP 0Xen3-SMP 

(a) Disk performance 

CPU Kernel Compile OSDBIR 

ll!ST,inux-UP mT.inux-SMP ~VScrvcr-UP ~VScrvcr-SMP ~Xcn3-UP □ Xcn3-SMP 

(b) Performance of CPU and memory bound benchmarks 

Figure 6: Relative performance of Linux, VServer, and 
XenU kernels. 

write blocks to disk. 

DBench is derived from the industry-standard NetBench 
filesystem benchmark and emulates the load placed on a file 
server by Windows 95 clients. The DBench score represents 
the throughput experienced by a single client performing 
around 90,000 file system operations. Because DBench is 
a single-threaded application, the Linux-SMP and VServer­
SMP results show reduced performance due to inherent over­
head of SMP systems. Accordingly, the Xen3-UP perfor­
mance is modestly greater than that of Xen3-SMP, but again, 
both have performance that is 25-35% less than Linux-UP, 
while VServer-UP slightly exceeds the Linux performance. 

Postmark [8] is also a single-threaded benchmark originally 
designed to stress filesystems with many small file opera­
tions. It allows a configurable number of files and directo­
ries to be created, followed by a number of random transac­
tions on these files. In particular, our configuration specifies 
100,000 files and 200,000 transactions. Postmark generates 
many small transactions like those experienced by a heav­
ily loaded email or news server, from which it derives the 
name 'postmark'. Again, the throughput of Xen3 is less 
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than both Linux and VServer, as there is more overhead in­
volved in pushing filesystem updates from the guest VM via 
the host VM to the disk device. 

Figure 6(b) demonstrates the relative performance of several 
CPU and memory bound activities. These tests are designed 
to explicitly avoid the I/O overhead seen above. Instead, in­
efficiency here is a result of virtual memory, scheduling or 
other intrinsic performance limits. The first test is a single­
threaded, CPU-only process. When no other operation com­
petes for CPU time, this process receives all available system 
time. But, the working set size of this process fits in proces­
sor cache, and does not reveal the additive effects of a larger 
working set, as do the second and third tests. 

The second test is a standard kernel compile. It uses multi­
ple threads and is both CPU intensive as well as exercising 
the filesystem with many small file reads and creates. How­
ever, before measuring the compilation time, all source files 
are moved to a RAMFS to remove the impact of any disk 
effects. The figure indicates that performance is generally 
good for Xen relative to Linux-UP, leaving overheads only 
in the range of 1% for Xen3-UP to 7% for Xen3-SMP. 

Finally, the Open Source Database Benchmark (OSDB) pro­
vides realistic load on a database server from multiple clients. 
We report the Information Retrieval (IR) portion, which 
consists of many small transactions, all reading information 
from a 40MB database, again cached in main memory. The 
behavior of this benchmark is consistent with current web 
applications. Again, performance of VServer-UP is compa­
rable to that of Linux-UP within 4%, but Xen3-SMP suffers 
a 39% overhead relative to Linux-SMP. Not until we look at 
the performance of this system at scale do the dynamics at 
play become clear. 

4.4 Performance at Scale 
This section evaluates how effectively the virtualizing sys­
tems provide performance at scale. Barham et al. point 
out that unmodified Linux cannot run multiple instances of 
PostgreSQL due to conflicts in the SysV IPC namespace. 
However, VServer's mechanisms for security isolation con­
tain the SysV IPC namespace within each context. There­
fore, using OSDB, we simultaneously demonstrate the se­
curity isolation available in VServer that is unavailable in 
Linux, and the superior performance available at scale in a 
COS-based design. 

The Information Retrieval (IR) component of the OSDB 
package requires memory and CPU time. If CPU time or 
system memory is dominated by any one VM, then the oth­
ers will not receive a comparable share, causing aggregate 
throughput to suffer. As well, overall performance is cal­
culated as a function of the finish-time of all tests. This 
methodology favors schedulers which are able to keep the 
progress of each VM in sync, such that all tests end simul­
taneously. Figure 7 shows the results of running 1, 2, 4, and 
8 simultaneous instances of the OSDB IR benchmark. Each 
VM runs an instance of PostgreSQL to serve the OSD B test. 

A virtualization solution with strong isolation guarantees 
would partition the share of CPU time, buffer cache, and 
memory bandwidth perfectly among all active VMs and 
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Figure 7: OSDB-IR at Scale. Performance across 
multiple VMs 

maintain the same aggregate throughput as the number of 
active VMs increased. However, for each additional VM, 
there is a linear increase in the number of processes and 
the number of I/O requests. Since it is difficult to perfectly 
isolate all performance effects, the intensity of the workload 
adds increasingly more pressure to the system and eventu­
ally, aggregate throughput diminishes. Figure 7 illustrates 
that after an initial boost in aggregate throughput at two 
VMs, all systems follow the expected diminishing trend. 

We observe two noteworthy deviations from this trend. First, 
Xen3-UP does not improve aggregate throughput at two 
VMs. Instead, the Xen3-UP performance quickly degrades 
for each test. In part this is due to the increased load on 
the single CPU. It must simultaneously host as many as 8 
guest VMs as well as the host VM. Because the host VM is 
explicitly scheduled just as the guest VMs, for larger tests it 
is given more hosts to serve and correspondingly less time is 
available for each guest. This pressure is worst when the load 
reaches eight simultaneous VMs, where the performance is 
4 7% less than VServer-UP. 

Second, the significant performance jump between one and 
two VMs for Xen3-SMP is very large. This behavior is due in 
part to the credit scheduler unequally balancing the Xen3-
SMP kernel across both physical CPUs, as evidenced by 
monitoring the CPU load on both processors. As a result, 
the single Xen3-SMP case does not have the opportunity to 
benefit from the full parallelism available. Not until this sit­
uation is duplicated with two Xen3-SMP kernels is greater 
utility of the system achieved. Of course, VServer-SMP out­
performs the Xen3-SMP system. In particular, the total 
performance in the VServer, eight VM case is within 5% of 
Xen3-SMP with 2 VMs and greater than any of the other 
Xen3-SMP tests. 

Two factors contribute to the the higher average perfor­
mance of VServer: lower overhead imposed by the COS 
approach and a better CPU scheduler for keeping compet­
ing VMs progressing at the same rate. As a result, there 
is simply more CPU time left to serve clients at increasing 
scale. 
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Fraction of VS-UP VS-SMP Xen3-UP Xen3-SMP 
Host Requested Achieved Achieved Achieved Achieved 
Weight 1/4th 25.16% 49.88% 15.51% 44.10% 
Cap 1/4th n/a n/a 24.35% 46.62% 

Table 3: Percent of time achieved from a one quarter 
CPU reservations using weights and caps. Deviations 
are highlighted. 

5. ISOLATION 
VServer complements Linux's existing per process resource 
limits with per VM limits for logical resources such as shared 
file descriptors, number of process limits, shared memory 
sizes, etc., which are shared across the whole system. In this 
way VServer can effectively isolate VMs running fork-bombs 
and other antisocial activity through the relevant memory 
caps, process number caps, and other combinations of re­
source limits. In contrast, Xen primarily focuses on CPU 
scheduling and memory limits, while i/o bandwidth man­
agement is left to the host VM. As mentioned, for both Xen 
and VServer the disk and network i/o bandwidth manage­
ment mechanism (CFQ and HTB, respectively) are largely 
identical-differing only in the shims that map per VM ac­
tivities into CFQ and HTB queues. What differs signifi­
cantly between Xen and VServer are their CPU schedulers. 
The remainder of this section first focuses on how well their 
schedulers can fairly share and reserve the CPU among VMs, 
and then evaluates at a macro level the impact of introduc­
ing an antisocial process contained in one VM on another 
VM running the OSDB benchmark. 

5.1 CPU Fair Share and Reservations 
To investigate both isolation of a single resource and re­
source guarantees, we use a combination of CPU intensive 
tasks. Hourglass is a synthetic real-time application useful 
for investigating scheduling behavior at microsecond granu­
larity [20]. It is CPU-bound and involves no I/O. 

Eight VMs are run simultaneously. Each VM runs an m­
stance of hourglass, which records contiguous periods of 
time scheduled. Because hourglass uses no I/O, we may 
infer from the gaps in its time-line that either another VM 
is running or the virtualized system is running on behalf of 
another VM, in a context switch for instance. The aggre­
gate CPU time recorded by all tests is within 1 % of system 
capacity. 

We evaluated two experiments: 1) all VMs are given the 
same fair share of CPU time, and 2) one of the VMs is 
given a reservation of 1/4th of overall CPU time. For the 
first experiment, VServer and Xen for both UP and SMP 
systems do a good job at scheduling the CPU among the 
VMs such that each receive approximately one eights of the 
available time. 

Table 3 reports the amount of CPU time received when the 
CPU reservation of one VM is set to one fourth of the sys­
tem. For a two-way SMP system with an aggregate of 200% 
CPU time, a one fourth reservation corresponds to 50% of 
available resources. The CPU scheduler for VServer achieves 
this within 1 % of the requested reservation for both UP and 
SMP configurations. 
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Figure 8: Database performance with competing 

VMs 

In contrast, Xen is off by up to 6% of the requested reserva­
tions in the worst case. The reason for this is because Xen 
does not offer an explicit means to specify a reservation of 
CPU time. Instead, it provides only two CPU time alloca­
tion parameters: relative weights or performance caps (i.e., 
hard limits). The inherent problem with relative weights is 
that there is no 1:1 relationship between a VM's weight and 
the minimum percentage of CPU allotted to it under load. 
Performance caps, on the other hand, only let one express 
the maximum fraction of the system a VM can consume, but 
not the minimum it should obtain. As a result, to express a 
reservation in terms of weights or performance caps can at 
best be approximated, which the results shown in Table 3 
demonstrate. 

5.2 Performance Isolation 
Traditional time-sharing UNIX systems have a legacy of vul­
nerability to layer-below attacks, due to unaccounted, ker­
nel resource consumption. To investigate whether VServer 
is still susceptible to such interference, we elected to perform 
a variation of the multi-OSDB database benchmark. Now, 
instead of all VMs running a database, one will behave ma­

liciously by performing a continuous dd of a 6G B file to a 
separate partition of a disk common to both VMs. 

Figure 8 shows that the performance of OSDB on VServer 
is impacted between 13-14% for both UP and SMP when 
competing with an active dd. This, despite the fact that 
the VServer block cache is both global (shared by all VMs) 
and not directly accounted to the originating VM. Earlier 
kernels, such as 2.6.12 kernel, experienced crippling perfor­
mance penalties during this test while the swap file was en­
abled. While the ultimate cause of this overhead in older 
kernels is still not known, these results for modern kernels 
are very a promising improvement. Clearly, though, ad­
ditional improvements can be made to account more com­
pletely for guest block cache usage and are a subject for 
future research. 

Xen, on the other hand, explicitly partitions the physical 
memory to each VM. As a result, since the block cache is 
maintained by each kernel instance, the guests are not vul-
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nerable to this attack. Yet, Xen-UP sees a 12% decrease 
for and Xen3-SMP actually gets a 1% boost. Given ear­
lier results these are not surprising. Any additional activ­
ity by the dd VM or the host VM acting on its behalf, is 
expected to take processing time away from the Xen3-UP, 
OSDB VM. As for the Xen3-SMP case, the original poor 
performance of the single VM was due to poor scheduling 
by the credit scheduler, which allowed an uneven balancing 
across the physical CPUs. Given this scenario, the lighter 
loaded CPU runs the dd VM, which requires little CPU time 
and consequently has little impact on the mostly OSDB VM. 

6. CONCLUSION 
Virtualization technology benefits a wide variety of usage 
scenarios. It promises such features as configuration in­
dependence, software interoperability, better overall system 
utilization, and resource guarantees. This paper has com­
pared two modern approaches to providing these features 
while they balance the tension between complete isolation 
of co-located VMs and efficient sharing of the physical in­
frastructure on which the VMs are hosted. 

We have shown the two approaches share traits in their high­
level organization. But some features are unique to the plat­
form. Xen is able to support multiple kernels while by design 
VServer cannot. Xen also has greater support for virtualiz­
ing the network stack and allows for the possibility of VM 
migration, a feature that is possible for a COS design, but 
not yet available in VServer. VServer, in turn, maintains 
a small kernel footprint and performs equally with native 
Linux kernels in most cases. 

Unfortunately, there is no one-size solution. As our tests 
have shown, i/o related benchmarks perform worse on Xen 
when compared to VServer. This is an artifact of virtualiz­
ing i/o devices via a proxy host VM. VMware partially ad­
dresses this issue by incorporating device drivers for a small 
set of supported high performance I/O devices directly into 
its ESX hypervisor product line. In contrast, this issue is 
non-issue for COS based systems where all I/O operates at 
native speeds. Despite these weaknesses we expect ongoing 
efforts to continue to improve Xen-based hypervisor solu­
tions. 

In the mean time, for managed web hosting, PlanetLab, etc., 
the trade-off between isolation and efficiency is of paramount 
importance. Our experiments indicate that container-based 
systems provide up to 2x the performance of hypervisor­
based systems for server-type workloads and scale further 
while preserving performance. And, we expect that container­
based systems like VServer will incorporate more of the 
feature set that draws users to hypervisors (e.g., full net­
work virtualization, migration, etc.), and thereby continue 
to compete strongly against hypervisor systems like Xen for 
these usage scenarios. 
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APPENDIX 

A. NORMALIZED CONFIGURATION 
A significant aspect of this work involved ensuring that the 
experiments were fair. We report the configuration details 
of the various subsystems. 

A.1 Hardware 
All experiments are run on an HP DL360 Proliant with dual 
3.2 GHz Xeon processor, 4GB RAM, two Broadcom NetX­
treme GigE Ethernet controllers, and two 160GB 7.2k RPM 
SATA-100 disks. The Xeon processors each have a 2MB L2 
cache. All tests are run with hyper-threading disabled. 

A.2 Kernel Configuration 
All kernels were based on the 2.6.16.33 Linux kernel. The 
kernel configuration options were normalized across all plat­
forms. The only differences between the kernel config files 
that remain come from specific options available for the 
given platform, i.e. VServer or Xen specific, for which there 
is no comparable option available in the other versions. 

A.3 System Clock 
The Linux, VServer and unified XenoLinux kernels are con­
figured to run with a 250Hz system clock. This is a devia­
tion from the default configuration of both VServer and Xen, 
whose defaults are l000Hz and l00Hz respectively. However, 
the ten fold difference between the two was in earlier tests 
shown to contribute to latency measurements, and context 
switch overheads. Keeping the system clock equal puts both 
on equal footing. 

287 

A.4 Filesystem 
The host VM is a Fedora Core 5 distribution with current 
updates. This is the environment into which the host VMs 
boot up. The distribution populating the guest VMs is Fe­
dora Core 2 with the all current updates. 

Each guest partition is a 2GB, LYM-backed, ext3 filesys­
tem with the following features: has_journal, filetype, and 
sparse_super. No other fs level features are enabled. The 
default journal size is created by mke2fs. Due to the size 
of our disk and the chosen partition size we are limited to 
approximately 80 VMs. Sixty-four are currently available. 
The remaining space is used to host larger scratch space for 
particular tests, DD for instance. 

We account for the natural, diminishing read and write per­
formance across the extent of platter-based hard drives by 
assigning each virtual machine a dedicated LVM partition. 
This partition is used exclusively by one VM, irrespective 
of which virtualizing system is currently active. This con­
figuration departs from a traditional VServer system, where 
a file-level copy-on-write technique replicates the base envi­
ronment for additional storage savings. 

A.5 Networking 
The physical host has two Ethernet ports, so both Linux 
and VServer share two IPv4 IP addresses across all VMs. 
As a consequence, the port space on each IP address is also 
shared between all VMs. The Xen configuration, on the 
other hand, differs by virtue of running an autonomous ker­
nel in each VM which includes a dedicated TCP /IP stack 
and IP address. The Xen network runs in bridged mode for 
networking tests. We also use two client machines attached 
to each Ethernet port on the system under test through a 1 
Gbps Netgear switch. Each client is a 3.2GHz HP DL320g5 
server equipped with a Broadcom Gigabit Ethernet running 
Fedora Core 5. 
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CFR 1.363). 

□ Change of correspondence address (or Change of Correspondence 
Address form PTO/SB/122) attached. 

□ "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$300 $0 $1055 03/10/2009 

CLASS-SUBCLASS 

713-167000 

2. For printing on the patent front page, list ALLEN, DYER, DOPPELT 

(I) the names ofup to 3 registered patent attorneys MfLBRA'Fll & GILCIIRIS'f, F .A-: 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

2 Attorneys at Law 
2~5 S. Orange Ave., Ste.1401 
pg Box 3791 
Orlando, FL 32802-3791 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOIB: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordalion as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Trigence Corp. Ottawa, Canada 

Please check the appropriate assignee category or categories (will not be printed on the patent) : □ Individual ~ Corporation or other private group entity □ Government 

4a. The following fee(s) are submitted: 

-tJ Issue Fee 

xJ Publication Fee (No small entity discount permitted) 

·□ Advance Order - # of Copie; ________ _ 

5. Change in Entity Status (from status indicated above) 

□ a.Applicant claims SMALL ENTITY status. See 37 CFR 1.27. 

4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above) 
□ A check is enclosed. 

Xl Payment by credit card.Xdf!KOOE:XOOIKKM~X Paid by E SF Web. 
JD Toe Director is hereby authorized 'to charge tia ~uged 0ee(s), any deficiency, or credit any 

overpayment, to Deposit Account Number 5 - ] (enclose an extra copy of this form). 

□ b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2). 

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
interest as shown by the records of the United States Patent and Trademark Office. 

/CHRISTOPHER F. REGAN/ Authorized Signature ____________________ _ Date __ 5_M_a_r_c_h_2_0_0_9 ______ _ 

Typedorprintedname Christopher F. Regan Registration No. _3 ____ 4__._ ___ 9 __ 0_6 __________ _ 

This collection of information is required by 37 CFR l .311. The information is required to obtain or retain a benefit by the public which is to file (and by the US PTO to rrocess) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, prepanng, and 
submltling the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount of time you reguire to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandna, Virginia 22313-lit50. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. . 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infonnation unless it displays a valid 0MB control number. 

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. 0MB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

IBM Ex-1002 
Page 377



UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. ISSUE DATE PATENT NO. 

10/939,903 04/14/2009 7519814 

27975 7590 03/25/2009 

ALLEN, DYER, DOPPELT, MILBRATH & GILCHRIST P.A. 
1401 CITRUS CENTER 255 SOUTH ORANGE A VENUE 
P.O. BOX 3791 
ORLANDO, FL 32802-3791 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

78802 (120-1 US) 5216 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is 933 day(s). Any patent to issue from the above-identified application will 
include an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the 
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee 
payments should be directed to the Customer Service Center of the Office of Patent Publication at 
(571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Donn Rochette, Fenton, IA; 
Paul O'Leary, Kanata, CANADA; 
Dean Huffman, Kanata, CANADA; 

IR103 (Rev. 11/05) 
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To: 
From: 
Cc: 

creganoa@addmg.com,, 
PAIR_eOfficeAction@uspto.gov 
PAIR_eOfficeAction@uspto.gov 

Subject: Private PAIR Correspondence Notification for Customer Number 27975 

Mar 26, 2009 05:42:08 AM 

Dear PAIR Customer: 

ALLEN, DYER, DOPPELT, MILBRATH & GILCHRIST P.A. 
1401 CITRUS CENTER 255 SOUTH ORANGE AVENUE 
P.O. BOX 3791 
ORLANDO, FL 32802-3791 
UNITED STATES 

The following USPTO patent application(s) associated with your Customer Number, 27975 , have 
new outgoing correspondence. This correspondence is now available for viewing in Private PAIR. 

The official date of notification of the outgoing correspondence will be indicated on the form PTOL-90 
accompanying the correspondence. 

Disclaimer: 
The list of documents shown below is provided as a courtesy and is not part of the official file 
wrapper. The content of the images shown in PAIR is the official record. 

Application 
10939903 

Document 
ISSUE.NTF 

Mailroom Date 
03/25/2009 

Attorney Docket No. 
78802 (120-1 US) 

To view your correspondence online or update your email addresses, please visit us anytime at 
https ://sportal. uspto .gov/secu re/myportal/privatepair. 

If you have any questions, please email the Electronic Business Center (EBC) at EBC@uspto.gov 
with 'e-Office Action' on the subject line or call 1-866-217-9197 during the following hours: 

Monday - Friday 6:00 a.m. to 12:00 a.m. 

Thank you for prompt attention to this notice, 

UNITED STATES PATENT AND TRADEMARK OFFICE 

PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM 
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