
IBM Ex-1009 
Page 1



MODERN 

OPERATING SYSTEMS 

SECOND EDITION 

IBM Ex-1009 
Page 2



Other bestselling titles by Andrew S. Tanenbaum 
Structured Computer Organization, 4th edition 
This widely-read classic, now in its fourth edition, provides the ideal introduction 
to computer architecture. It covers the topic in an easy-to-understand way, bot­
tom up. There is a chapter on digital logic for beginners, followed by chapters on 
microarchitecture, the instruction set architecture level, operating systems, assem­
bly language, and parallel computer architectures. 

Computer Networks, 3rd edition 
This widely-read classic, now in its third edition, provides the ideal introduction 
to today's and tomotTow's networks. It explains in detail how modern networks 
are strnctured. Starting with the physical layer and working up to the application 
layer, the book covers a vast number of important topics, including wireless com­
munication, fiber optics, data link protocols, Ethernet, routing algorithms, network 
pe1formance, security, DNS, electronic mail, USENET news, the World Wide 
Web, and multimedia. The book has especially thorough coverage of TCP/IP and 
the Internet. 

Operating Systems: Design and Implementation, 2nd edition 
This popular text on operating systems is the only book covering both the princi­
ples of operating systems and their application to a real system. All the traditional 
operating systems topics are covered in detail. In addition, the principles are care­
fully illustrated with MINIX, a free POSIX-based UNIX-like operating system for 
personal computers. Each book contains a free CD-ROM containing the complete 
MINIX system, including all the source code. The source code is listed in an 
appendix to the book amd explained in detail in the text. 

Distributed Operating Systems 
This text covers the fundamental concepts of distributed operating systems. Key 
topics include communication and synchronization, processes and processors, dis­
tributed shared memory, distributed file systems, and distributed real-time sys­
tems. The principles are illustrated using four chapter-long examples. 

IBM Ex-1009 
Page 3



MODERN 
OPERATING SYSTEMS 

SECOND EDITION 

ANDREW S. TANENBAUM 

Vrije Universiteit 
Amsterdam, The Netherlands 

Prentice 
Hall --

PRENTICE HALL 
UPPER SADDLE RIVER, NEW JERSEY 07458 

IBM Ex-1009 
Page 4



Library of Congress Cataloging-in-Publication Data 
Tanenbaum, Andrew S. 

Modern operating systems/ Andrew S. Tanenbaum .--2nd ed. 
p. cm. 

Includes bibliographical references and index. 
ISBN 0-13-031358-0 

l . Operating systems (Computers) I . Title 

QA76 .7 6 . O63 T359 2001 
005.4'3--dc21 

Vice President and Editorial Director, ECS: Marcia Horto11 
Publisher: Ala11 Apt 

Associate Editor: To11i D. Holm 
Editorial Assistant: Amy K. Todd 
Vice President and Director of Production and Manufacturing, ESM: David W. Riccardi 

Executive Managing Editor: Vince O'Brien 
Managing Editor: David A. George 
Senior Production Editor: Camille Tre11tacoste 
Director of Creative Services: Paul Belfanti 
Creative Director: Carole Anson 
Art Director: Heather Scott 
Cover An: Don Marti11etti 
Cover Design: Joseph Sengotta 
Assistant to Art Director: John Christia11a 
Interior Illustration: Patricia Gutierrez 

Interior Design and Typesetting: Cover Illustration Concept: Andrew S. Ta11e11baum 
Manufacturing Manager: Trudy Pisciotti 
Manufacturing Buyer: Pat Brown 
Marketing Manager: Jen11ie Burger 

- © 2001 by Pren tice-Hall , Inc. 
Upper Saddle River. New Jersey 07458 

The author and publisher of this book have used their best effons in preparing this book. These efforts include the 
development, research, and testing of the theories and programs to derennine their effecti veness. The authors and pub­
lisher make no warranty of any kind, expressed or implied. with regard to these programs or to the documentation 
contained in this book. The authors and publisher shall not be l iable in any event for incidental or consequential dam­
ages in connection w ith, or arising out of, the furnishing, performance, or use of these programs. 

Many of the designations used by manufacturer · and seller. to distinguish their products are claimed as trademarks 
and registered trademarks. Where those designation appear in this book. and Prentice Hall and the authors were 
aware of a trademark claim, the designations have been printed in initial caps or all caps. A ll product names mentioned 

remain trademarks or registered trademarks of their respective owners. 

All rights reserved. No part of this book may be reproduced, in any form or by any means, 
without permission in writing from the publisher. 

Printed in the United States of America 

10987654321 

ISBN 0- I 3-03 1358-0 

Prentice-Hall International (UK) Limited, London 
Prentice-Hall of Australia Pty. Limited, Sydney 
Prentice-HaJI Canada Inc .. Toronto 
Prentice-Hall Hispanoarnericana, S.A ., Mexico 
Prentice-Hail of India Private Limited, New Delhi 
Ptentice-Hall of Japan, Inc., Tokyo 

Pearson Education Asia Pte. Ltd. , Singapore 

Edi tora Prentice-Hall do Brasil. Ltda., Rio de Janeiro 

IBM Ex-1009 
Page 5



To Suzanne, Barbara, Marvin, and the ,nemory of Brani and Sweetie 7t 

IBM Ex-1009 
Page 6



CONTENTS 

PREFACE 

1 INTRODUCTION 

1.1. WHAT IS AN OPERATING SYSTEM? 3 
1.1.1. The Operating System as an Extended Machine 3 
1.1.2. The Operating System as a Resource Manager 5 

1.2. HISTORY OF OPERATING SYSTEMS 6 
1.2.1. The First Generation (1945-55) 6 
1.2.2. The Second Generation (1955-65) 7 
1.2.3. The Third Generation (1965-1980) 9 
1.2.4. The Fourth Generation (1980-Present) 13 
1.2.5. Ontogeny Recapitulates Phylogeny 16 

1.3. THE OPERATING SYSTEM ZOO 18 
1.3.1. Mainframe Operating Systems 18 
1.3.2. Server Operating Systems 19 
1.3.3. Multiprocessor Operating Systems 19 
1.3.4. Personal Computer Operating Systems 19 
1.3.5. Real-Time Operating Systems 19 
1.3 .6. Embedded Operating Systems 20 
1.3.7. Smart Card Operating Systems 20 

vii 

xvi 

1 

IBM Ex-1009 
Page 7



viii CONTENTS 

1.4. COMPUTER HARDWARE REVIEW 20 
1.4.l. Processors 21 
1.4.2. Memory 23 
1.4.3. I/0 Devices 28 
1 .4.4. Buses 31 

1.5. OPERATING SYSTEM CONCEPTS 34 
1.5. l. Processes 34 
1.5.2. Deadlocks 36 
l.5.3. Memory Management 37 
1.5.4. Input/Output 38 
1.5.5. Files 38 
1.5.6. Security 41 
1.5.7. The Shell 41 
1.5.8. Recycling of Concepts 43 

1.6. SYSTEM CALLS 44 
1.6.1. System Calls for Process Management 48 
1.6.2. System Calls for File Management 50 
1.6.3. System Calls for Directory Management 51 
1.6.4. Miscellaneous System Calls 53 
1.6.5. The Windows Win32 API 53 

1.7. OPERATING SYSTEM STRUCTURE 56 
1.7.1. Monolithic Systems 56 
1.7.2. Layered Systems 57 
1.7.3. Virtual Machines 59 
1.7.4. Exokernels 61 
1.7.5. Client-Server Model 61 

1.8. RESEARCH ON OPERATING SYSTEMS 63 

1.9. OUTLINE OF THE REST OF THIS BOOK 65 

1.10. METRIC UNITS 66 

1.11. SUMMARY 67 

IBM Ex-1009 
Page 8



CONTENTS 

2 PROCESSES AND THREADS 

2.1. PROCESSES 71 
2.1.1 . The Process Model 72 
2.1.2. Process Creation 73 
2.1.3. Process Termination 75 
2.1.4. Process Hierarchies 76 
2.1.5. Process States 77 
2.1.6. Implementation of Processes 79 

2.2. THREADS 81 
2.2.1 . The Thread Model 81 
2.2.2. Thread Usage 85 
2.2.3. Implementing Threads in User Space 90 
2.2.4. Implementing Threads in the Kernel 93 
2.2.5. Hybrid Implementations 94 
2.2.6. Scheduler Activations 94 
2.2.7. Pop-Up Threads 96 
2.2.8. Making Single-Threaded Code Multithreaded 97 

2.3. INTERPROCESS COMMUNICATION 100 
2.3.1. Race Conditions 100 
2.3.2. Critical Regions I 02 
2.3 .3. Mutual Exclusion with Busy Waiting 103 
2.3.4. Sleep and Wakeup 108 
2.3.5. Semaphores 110 
2.3.6. Mutexes 113 
2.3.7. Monitors 115 
2.3.8. Message Passing 119 
2.3.9. Barriers 123 

2.4. CLASSICAL IPC PROBLEMS 124 
2.4.1. The Dining Philosophers Problem 125 
2.4.2. The Readers and Writers Problem 128 
2.4.3. The Sleeping Barber Problem 129 

2.5. SCHEDULING 132 
2.5. l. Introduction to Scheduling 132 
2.5.2. Scheduling in Batch Systems 138 
2.5.3. Scheduling in Interactive Systems 142 
2.5.4. Scheduling in Real-Time Systems 148 
2.5.5. Policy versus Mechanism 149 
2.5.6. Thread Scheduling 150 

ix 

71 

IBM Ex-1009 
Page 9



x CONTENTS 

2.6. RESEARCH ON PROCESSES AND THREADS 151 

2.7. SUMMARY 152 

3 DEADLOCKS 

3.1. RESOURCES 160 
3.1. I . Preemptable and Nonpreemptable Resources 160 
3.1.2. Resource Acquisition 161 

3.2. INTRODUCTION TO DEADLOCKS 163 
3.2.1. Conditions for Deadlock 164 
3.2.2. Deadlock Modeling 164 

3.3. THE OSTRICH ALGORITHM 167 

3.4. DEADLOCK DETECTION AND RECOVERY 168 

159 

3.4. I. Deadlock Detection with One Resource of Each Type 168 
3.4.2. Deadlock Detection with Multiple Resource of Each Type 171 
3.4.3. Recovery from Deadlock 173 

3.5. DEADLOCK AVOIDANCE 175 
3.5.l. Resource Trajectories 175 
3.5.2. Safe and Unsafe States 176 
3.5.3. The Banker's Algorithm for a Single Resource 178 
3.5.4. The Banker' s Algorithm for Multiple Resources 179 

3.6. DEADLOCK PREVENTION 180 
3.6.1. Attacking the Mutual Exclusion Condition 180 
3.6.2. Attacking the Hold and Wait Condition 181 
3.6.3. Attacking the No Preemption Condition 182 
3.6.4. Attacking the Circular Wait Condition 182 

3.7. OTHER ISSUES 183 
3.7. l. Two-Phase Locking 183 
3. 7. 2. N onresource Dead! ocks 184 
3.7.3. Starvation 184 

3.8. RESEARCH ON DEADLOCKS 185 

3.9. SUMMARY 185 

IBM Ex-1009 
Page 10



CONTENTS xi 

4 MEMORY MANAGEMENT 189 

4.1. BASIC MEMORY MANAGEMENT 190 
4.1.1. Monoprogramming without Swapping or Paging 190 
4.1.2. Multiprogramming with Fixed Partitions 191 
4.1.3 . Modeling Multiprogramming 192 
4.1.4. Analysis of Multiprogramming System Performance 194 
4.1.5. Relocation and Protection 194 

4.2. SWAPPING 196 
4.2.1. Memory Management with Bitmaps 199 
4.2.2. Memory Management with Linked Lists 200 

4.3. VIRTUAL MEMORY 202 
4.3 .1. Paging 202 
4.3.2. Page Tables 205 
4.3.3. TLBs-Translation Lookaside Buffers 21 l 
4.3.4. Inverted Page Tables 213 

4.4. PAGE REPLACEMENT ALGORITHMS 214 
4.4.1. The Optimal Page Replacement Algorithm 215 
4.4.2. The Not Recently Used Page Replacement Algorithm 216 
4.4.3. The First-In, First-Out 217 
4.4.4. The Second Chance Page Replacement Algorithm 217 
4.4.5. The Clock Page Replacement Algorithm 218 
4.4.6. The Least Recently Used 218 
4.4.7 . Simulating LRU in Software 220 
4.4.8 . The Working Set Page Replacement Algorithm 222 
4.4.9. The WSClock Page Replacement Algorithm 225 
4.4.:. Summary of Page Replacement Algorithms 227 

4.5. MODELING PAGE REPLACEMENT ALGORITHMS 228 
4.5.1. Belady' s Anomaly 229 
4.5.2. Stack Algorithms 229 
4.5.3. The Distance String 232 
4.5.4. Predicting Page Fault Rates 233 

4.6. DESIGN ISSUES FOR PAGING SYSTEMS 234 
4.6.1. Local versus Global Allocation Policies 234 
4.6.2. Load Control 236 
4.6.3. Page Size 237 
4.6.4. Separate Instruction and Data Spaces 239 

IBM Ex-1009 
Page 11



xii CONTENTS 

4.6.5. Shared Pages 239 
4.6.6. Cleaning Policy 241 
4.6.7. Virtual Memory Interface 241 

4.7. IMPLEMENTATION ISSUES 242 
4.7 . l. Operating System Involvement with Paging 242 
4.7.2. Page Fault Handling 243 
4.7.3. Instruction Backup 244 
4.7.4. Locking Pages in Memory 246 
4.7.5. Backing Store 246 
4.7.6. Separation of Policy and Mechanism 247 

4.8. SEGMENTATION 249 
4.8. l. Implementation of Pure Segmentation 253 
4.8.2. Segmentation with Paging: MULTICS 254 
4.8 .3. Segmentation with Paging: The Intel Pentium 257 

4.9. RESEARCH ON MEMORY MANAGEMENT 262 

4.10. SUMMARY 262 

5 INPUT/OUTPUT 

5.1. PRINCIPLES OF 1/0 HARDWARE 269 
5.1.l. I/O Devices 270 
5.1.2. Device Controllers 271 
5.1.3. Memory-Mapped I/O 272 
5.1.4. Direct Memory Access 276 
5.1.5. Interrupts Revisited 279 

5.2. PRINCIPLES OF I/O SOFTWARE 282 
5.2.1. Goals of the I/O Software 283 
5.2.2. Programmed I/O 284 
5.2.3. Interrupt-Driven I/O 286 
5.2.4. I/O Using DMA 287 

5.3. I/O SOFTWARE LAYERS 287 
5.3. l. Inte1rnpt Handlers 287 
5.3.2. Device Drivers 289 

269 

IBM Ex-1009 
Page 12



CONTENTS 

5.3.3 . Device-Independent 1/0 Software 292 
5.3.4. User-Space 1/0 Software 298 

5.4. DISKS 300 
5.4.1. Disk Hardware 300 
5.4.2. Disk Formatting 315 
5.4.3. Disk Arm Scheduling Algorithms 318 
5.4.4. Error Handling 322 
5.4.5. Stable Storage 324 

5.5. CLOCKS 327 
5.5. 1. Clock Hardware 328 
5.5 .2. Clock Software 329 
5.5.3. Soft Timers 332 

5.6. CHARACTER-ORIENTED TERMINALS 333 
5.6.1. RS-232 Terminal Hardware 334 
5.6.2. Input Software 336 
5.6.3. Output Software 341 

5.7. GRAPHICAL USER INTERFACES 342 

xiii 

5.7.l. Personal Computer Keyboard, Mouse, and Display Hardware 343 
5.7.2. Input Software 347 
5.7.3. Output Software for Windows 347 

5.8. NETWORK TERMINALS 355 
5.8.1. The X Window System 356 
5.8.2. The SLIM Network Terminal 360 

5.9. POWER MANAGEMENT 363 
5.9.1. Hardware Issues 364 
5.9.2. Operating System Issues 365 
5.9.3. Degraded Operation 370 

5.10. RESEARCH ON INPUT/OUTPUT 371 

5.11. SUMMARY 372 

IBM Ex-1009 
Page 13



xiv CONTENTS 

6 FILE SYSTEMS 

6.1. FILES 380 
6.1.1. File Naming 380 
6.1.2. File Structure 382 
6.1.3 . File Types 383 
6.1.4. File Access 385 
6.1.5. File Attributes 386 
6.1.6. File Operations 387 
6.1.7. An Example Program Using File System Calls 389 
6.1.8. Memory-Mapped Files 391 

6.2. DIRECTORIES 393 
6.2.1. Single-Level Directory Systems 393 
6.2.2. Two-level Directory Systems 394 
6.2.3. Hierarchical Directory Systems 395 
6.2.4. Path Names 395 
6.2.5. Directory Operations 398 

6.3. FILE SYSTEM IMPLEMENTATION 399 
6.3.1. File System Layout 399 
6.3.2. Implementing Files 400 
6.3.3. Implementing Directories 405 
6.3.4. Shared Files 408 
6.3.5. Disk Space Management 410 
6.3.6. File System Reliability 416 
6.3.7. File System Performance 424 
6.3.8. Log-Structured File Systems 428 

6.4. EXAMPLE FILE SYSTEMS 430 
6.4.1. CD-ROM File Systems 430 
6.4.2. The CP/M File System 435 
6.4.3. The MS-DOS File System 438 
6.4.4. The Windows 98 File System 442 
6.4.5. The UNIX V7 File System 445 

6.5. RESEARCH ON FILE SYSTEMS 448 

6.6. SUMMARY 448 

379 

IBM Ex-1009 
Page 14



CONTENTS 

7 MULTIMEDIA OPERATING SYSTEMS 

7. l. INTRODUCTION TO MULTIMEDIA 454 

7.2. MULTIMEDIA FILES 458 
7 .2.1. Audio Encoding 459 
7 .2.2. Video Encoding 461 

7.3 . VIDEO COMPRESSION 463 
7.3.1. The JPEG Standard 464 
7.3.2. The MPEG Standard 467 

7.4. MULTIMEDIA PROCESS SCHEDULING 469 
7.4.1 . Scheduling Homogeneous Processes 469 
7.4.2. General Real-Time Scheduling 470 
7.4.3. Rate Monotonic Scheduling 472 
7.4.4. Earliest Deadline First Scheduling 473 

7.5. MULTIMEDIA FILE SYSTEM PARADIGMS 475 
7.5.1. VCR Control Functions 476 
7.5.2. Near Video on Demand 478 
7.5.3. Near Video on Demand with VCR Functions 479 

7.6. FILE PLACEMENT 481 
7 .6.1. Placing a File on a Single Disk 481 
7.6.2. Two Alternative File Organization Strategies 482 
7.6.3. Placing Files for Near Video on Demand 486 
7.6.4. Placing Multiple Files on a Single Disk 487 
7.6.5. Placing Files on Multiple Disks 490 

7.7. CACHING 492 
7. 7 .1. Block Caching 492 
7.7.2. File Caching 494 

7.8. DISK SCHEDULING FOR MULTIMEDIA 494 
7.8.l. Static Disk Scheduling 495 
7.8.2. Dynamic Disk Scheduling 496 

7.9. RESEARCH ON MULTIMEDIA 498 

7.10. SUMMARY 499 

xv 

453 

IBM Ex-1009 
Page 15



xvi CONTENTS 

8 MULTIPLE PROCESSOR SYSTEMS 

8.1 . MULTIPROCESSORS 506 
8.1.1 . Multiprocessor Hardware 506 
8.1 .2. Multiprocessor Operating System Types 513 
8.1 .3. Multiprocessor Synchronization 516 
8.1.4. Multiprocessor Scheduling 521 

8.2. MULTICOMPUTERS 526 
8.2.1. Multicomputer Hardware 527 
8.2.2. Low-Level Communication Software 531 
8.2.3. User-Level Communication Software 534 
8.2.4. Remote Procedure Call 537 
8.2.5. Distributed Shared Memory 540 
8.2.6. Multicomputer Scheduling 544 
8.2.7. Load Balancing 545 

8.3. DISTRIBUTED SYSTEMS 549 
8.3.1. Network Hardware 551 
8.3.2. Network Services and Protocols 553 
8.3.3. Document-Based Middleware 558 
8.3.4. File System-Based Middleware 559 
8.3.5. Shared Object-Based Middleware 565 
8.3.6. Coordination-Based Middleware 572 

8.4. RESEARCH ON MULTIPLE PROCESSOR SYSTEMS 577 

8.5. SUMMARY 577 

9 SECURITY 

9. 1. THE SECURITY ENVIRONMENT 584 
9 .1.1. Threats 5 84 
9.1.2. Intruders 585 
9.1.3. Accidental Data Loss 586 

9.2. BASICS OF CRYPTOGRAPHY 587 
9.2.1. Secret-Key Cryptography 588 
9.2.2. Public-Key Cryptography 588 

503 

583 

IBM Ex-1009 
Page 16



CONTENTS 

9.2.3. One-Way Functions 589 
9.2.4. Digital Signatures 590 

9.3. USER AUTHENTICATION 591 
9.3.1. Authentication Using Passwords 592 
9.3.2. Authentication Using a Physical Object 601 
9.3.3. Authentication Using Biometrics 603 
9.3.4. Countermeasures 606 

9.4. ATTACKS FROM INSIDE THE SYSTEM 606 
9 .4.1. Trojan Horses 607 
9.4.2. Login Spoofing 608 
9.4.3. Logic Bombs 609 
9.4.4. Trap Doors 610 
9.4.5. Buffer Overflow 610 
9 .4.6. Generic Security Attacks 613 
9.4.7. Famous Security Flaws 614 
9.4.8. Design Principles for Security 616 

9.5. ATTACKS FROM OUTSIDE THE SYSTEM 617 
9.5 .l. Virus Damage Scenarios 618 
9.5.2. How Viruses Work 619 
9.5.3. How Viruses Spread 626 
9.5.4. Antivirus and Anti-Antivirus Techniques 628 
9.5.5. The Internet Worm 635 
9.5.6. Mobile Code 637 
9.5.7. Java Security 642 

9.6. PROTECTION MECHANISMS 645 
9 .6. l. Protection Domains 645 
9.6.2. Access Control Li ts 647 
9.6.3. Capabilities 650 

9.7. TRUSTED SYSTEMS 653 
9. 7 .1. Trusted Computing Base 654 
9.7.2. Formal Models of Secure Systems 655 
9.7.3. Multilevel Security 657 
9.7.4. Orange Book Security 659 
9.7.5. Covert Channels 661 

9.8. RESEARCH ON SECURITY 665 

9.9. SUMMARY 666 

xvii 

IBM Ex-1009 
Page 17



xviii CONTENTS 

10 CASE STUDY 1: UNIX AND LINUX 

10.l. HISTORY OF UNIX 672 
10.1.1. UNICS 672 
10.1.2. PDP-11 UNIX 673 
10.1.3. Portable UNIX 674 
10.1.4. Berkeley UNIX 675 
10.1.5 . Standard UNIX 676 
10.1.6. MINIX 677 
10.1.7. Linux 678 

10.2. OVERVIEW OF UNIX 681 
10.2.1. UNIX Goals 681 
10.2.2. Interlaces to UNIX 682 
10.2.3. The UNIX Shell 683 
10.2.4. UNIX Utility Programs 686 
10.2.5. Kernel Structure 687 

10.3. PROCESSES IN UNIX 690 
10.3.1. Fundamental Concepts 690 
10.3.2. Process Management System Calls in UNIX 692 
10.3.3. Implementation of Processes in UNIX 699 
10.3.4. Booting UNIX 708 

10.4. MEMORY MANAGEMENT IN UNIX 710 
10.4.1. Fundamental Concepts 711 
10.4.2. Memory Management System Calls in UNIX 714 
10.4.3. Implementation of Memory Management in UNIX 7 I 5 

10.5. INPUT/OUTPUT IN UNIX 723 
10.5.1. Fundamental Concepts 724 
10.5.2. Input/Output System Calls in UNIX 726 
10.5.3. Implementation of Input/Output in UNIX 727 
10.5.4. Streams 730 

10.6. THE UNIX FILE SYSTEM 732 
10.6.1. Fundamental Concepts 732 
10.6.2. File System Calls in UNIX 736 
10.6.3. Implementation of the UNIX File System 740 
10.6.4. NFS: The Network File System 747 

671 

IBM Ex-1009 
Page 18



CONTENTS xix 

10.7. SECURITY IN UNIX 753 
10.7.1. Fundamental Concepts 753 
10.7.2. Security System Calls in UNIX 755 
10.7.3. Implementation of Security in UNIX 756 

10.8. SUMMARY 757 

11 CASE STUDY 2: WINDOWS 2000 

11. I. HISTORY OF WINDOWS 2000 763 
11.1.1. MS-DOS 763 
11.1.2. Windows 95/98/Me 764 
11.1.3. WindowsNT 765 
11.1.4. Windows 2000 767 

11.2. PROGRAMMING WINDOWS 2000 771 
11.2.1. The Win32 Application Programming Interface 772 
11.2.2. The Registry 774 

I 1.3. SYSTEM STRUCTURE 778 
11.3. l. Operating System Structure 778 
11.3.2. Implementation of Objects 787 
11.3.3. Environment Subsystems 792 

11.4. PROCESSES AND THREADS IN WINDOWS 2000 796 
11.4. l. Fundamental Concepts 796 

763 

11.4.2. Job, Process, Thread and Fiber Management API Calls 799 
11.4.3. Implementation of Processes and Threads 802 
11.4.4. MS-DOS Emulation 809 
11.4.5. Booting Windows 2000 820 

11.5. MEMORY MANAGEMENT 811 
11.5 .1. Fundamental Concepts 812 
11.5 .2. Memory Management System Calls 816 
11.5.3. Implementation of Memory Management 817 

11.6. INPUT/OUTPUT IN WINDOWS 2000 824 
11 .6.1. Fundamental Concepts 824 
I 1.6.2. Input/Output API Calls 825 
11.6.3. Implementation of I/0 827 
11.6.4. Device Drivers 827 

IBM Ex-1009 
Page 19



xx CONTENTS 

11.7. THE WINDOWS 2000 FILE SYSTEM 830 
11.7. l. Fundamental Concepts 830 
11.7.2. File System API Calls in Windows 2000 831 
11.7.3. Implementation of the Windows 2000 File System 833 

11.8. SECURITY IN WINDOWS 2000 844 
11.8.1. Fundamental Concepts 845 
11.8.2. Security API Calls 84 7 
11.8.3. Implementation of Security 848 

11.9. CACHING IN WINDOWS 2000 849 

11.10. SUMMARY 851 

12 OPERATING SYSTEM DESIGN 

12.1. THE NATURE OF THE DESIGN PROBLEM 856 
12.1. l. Goals 856 
12.1.2. Why is it Hard to Design an Operating Systems? 857 

12.2. INTERFACE DESIGN 859 
12.2.1. Guiding Principles 859 
12.2.2. Paradigms 861 
12.2.3. The System Call Interface 864 

12.3 IMPLEMENTATION 867 
12.3. l. System Structure 867 
12.3.2. Mechanism versus Policy 870 
12.3.3. Orthogonality 87 1 
12.3.4. Naming 872 
12.3.5. Binding Time 874 
12.3.6. Static versus Dynamic Structures 875 
12.3.7. Top-Down versus Bottom-Up Implementation 876 
12.3.8. Useful Techniques 877 

12.4. PERFORMANCE 882 
12.4. l. Why are Operating Systems Slow? 882 
12.4.2. What Should be Optimized? 883 
12.4.3. Space-Time Trade-offs 884 
12.4.4. Caching 887 

855 

IBM Ex-1009 
Page 20



CONTENTS 

12.4.5. Hints 888 
12.4.6. Exploiting Locality 888 
12.4.7. Optimize the Common Case 889 

12.5. PROJECT MANAGEMENT 889 
12.5.1. The Mythical Man Month 890 
12.5.2. Team Structure 891 
12.5.3. The Role of Experience 893 
12.5.4. No Silver Bullet 894 

12.6. TRENDS IN OPERATING SYSTEM DESIGN 894 
12.6.1. Large Address Space Operating Systems 894 
12.6.2. Networking 895 
12.6.3. Parallel and Distributed Systems 896 
I 2.6.4. Multimedia 896 
12.6.5. Battery-Powered Computers 896 
12.6.6. Embedded Systems 897 

12.7. SUMMARY 897 

13 READING LIST AND BIBLIOGRAPHY 
13.1 . SUGGESTIONS FOR FURTHER READING 901 

13. l. l. Introduction and General Works 902 
13.1.2. Processes and Threads 902 
13.1.3. Deadlocks 903 
13.1.4. Memory Management 903 
13.1.5. Input/Output 903 
13.1.6. File Systems 904 
13.1.7. Multimedia Operating Systems 905 
13.1.8. Multiple Processor Systems 906 
13.1.9. Security 907 
13.1.10. UNIXandLinux 908 
13.1.1 l. Windows 2000 909 
13.1.12. Design Principles 910 

13.2 ALPHABETICAL BIBLIOGRAPHY 911 

INDEX 

xxi 

901 

935 

IBM Ex-1009 
Page 21



PREFACE 

The world has changed a great deal since the first edition of this book ap­
peared in 1992. Computer networks and distributed systems of all kinds have 
become very common. Small children now roam the Internet, where previously 
only computer professionals went. As a consequence, this book has changed a 
great deal, too. 

The most obvious change is that the first edition was about half on single­
processor operating systems and half on distributed systems. I chose that format 
in 1991 because few universities then had courses on distributed systems and 
whatever students learned about distributed systems had to be put into the operat­
ing systems course, for which this book was intended. Now most universities 
have a separate course on distributed systems, so it is not necessary to try to com­
bine the two subjects into one course and one book. This book is intended for a 
first course on operating systems, and as such focuses mostly on traditional 
single-processor systems. 

I have coauthored two other books on operating systems. This leads to two 
possible course sequences. 

Practically-oriented sequence: 
1. Operating Systems Design and Implementation by Tanenbaum and Woodhull 
2. Distributed Systems by Tanenbaum and Van Steen 

Traditional sequence: 
1. Modern Operating Systems by Tanenbaum 
2. Distributed Systems by Tanenbaum and Van Steen 
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PREFACE xxiii 

The former sequence uses MINIX and the students are expected to experiment 
with MINIX in an accompanying laboratory supplementing the first course. The 
latter sequence does not use MINIX. Instead, some small simulators are available 
that can be used for student exercises during a first course using this book. These 
si mulators can be found starting on the author's Web page: www.cs.vu.nl/~astl by 
clicking on Software and supplementary material for my books . 

In addition to the major change of switching the emphasis to single-processor 
operating systems in this book, other major changes include the addition of entire 
chapters on computer security, multimedia operating systems, and Windows 2000, 
all important and timely topics . In addition, a new and unique chapter on operat­
ing system design has been added. 

Another new feature is that many chapters now have a section on research 
about the topic of the chapter. This is intended to introduce the reader to modern 
work in processes, memory management, and so on. These sections have 
numerous references to the current research literature for the interested reader. In 
addition, Chapter 13 has many introductory and tutorial references. 

Finally, numerous topics have been added to this book or heavily revised. 
These topics include: graphical user intefaces, multiprocessor operating systems, 
power management for laptops, trusted systems, viruses, network terminals, CD­
ROM file systems, mutexes, RAID, soft timers, stable storage, fair-share schedul­
ing, and new paging algorithms. Many new problems have been added and old 
ones updated. The total number of problems now exceeds 450. A solutions 
manual is available to professors using this book in a course. They can obtain a 
copy from their local Prentice Hall representative. In addition, over 250 new 
references to the cun-ent literature have been added to bring the book up to date. 

Despite the removal of more than 400 pages of old material, the book has 
increased in size due to the large amount of new material added. While the book 
is still suitable for a one-semester or two-quarter course, it is probably too long for 
a one-quarter or one-trimester course at most universities. For this reason, the 
book has been designed in a modular way. Any course on operating systems 
should cover chapters I through 6. This is basic material that every student show 
know. 

If additional time is available, additional chapters can be covered. Each of 
them assumes the reader has finished chapters l thrnugh 6, but Chaps. 7 through 
12 are each self contained, so any desired subset can be used and in any order, 
depending on the interests of the instructor. In the author's opinion, Chaps. 7 
through 12 are much more interesting than the earlier ones. Instructors should tell 
their students that they have to eat their broccoli before they can have the double 
chocolate fudge cake dessert. 

I would like to thank the following people for their help in reviewing parts of 
the manuscript: Rida Bazzi, Riccardo Bettati, Felipe Cabrera, Richard Chapman, 
John Connely, John Dickinson, John Elliott, Deborah Frincke, Chandana Gamage, 
Robbert Geist, David Golds, Jim Griffioen, Gary Harkin, Frans Kaashoek, Muk-
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kai Krishnamoorthy, Monica Lam, Jussi Leiwo, Herb Mayer, Kirk McKusick, Evi 
Nemeth, Bill Potvin, Prasant Shenoy, Thomas Skinner, Xian-He Sun, William 
Terry, Robbert Van Renesse, and Maarten van Steen. Jamie Hanrahan, Mark 
Russinovich, and Dave Solomon were enormously knowledgeable about Win­
dows 2000 and very helpful. Special thanks go to Al Woodhull for valuable 
reviews and thinking of many new end-of-chapter problems. 

My students were also helpful with comments and feedback, especially Staas 
de Jong, Jan de Vos, Niels Drost, David Fokkema, Auke Folkerts, Peter Groene­
wegen, Wilco Ibes, Stefan Jansen, Jeroen Ketema, Joeri Mulder, Irwin 
Oppenheim, Stef Post, Umar Rehman, Daniel Rijkhof, Maarten Sander, Maurits 
van der Schee, Rik van der Stoel, Mark van Driel, Dennis van Veen, and Thomas 
Zeeman. 

Barbara and Marvin are still wonderful, as usual, each in a unique way. 
Finally, last but not least, I would like to thank Suzanne for her love and patience, 
not to mention all the druiven and kersen, which have replaced the sinasappelsap 
in recent times. 

Andrew S. Tanenbaum 
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1 
INTRODUCTION 

A modern computer system consists of one or more processors, some main 
memory, disks, printers, a keyboard, a display, network interfaces, and other 
input/output devices. All in all, a complex system. Writing programs that keep 
track of all these components and use them correctly, let alone optimally, is an 
extremely difficult job. For this reason, computers are equipped with a layer of 
software called the operating system, whose job is to manage all these devices 
and provide user programs with a simpler interface to the hardware. These sys­
tems are the subject of this book. 

The placement of the operating system is shown in Fig. 1-1 . At the bottom is 
the hardware, which, in many cases, is itself composed of two or more levels (or 
layers). The lowest level contains physical devices, consisting of integrated cir­
cuit chips, wires, power supplies, cathode ray tubes, and similar physical devices. 
How these are constructed and how they work are the provinces of the electrical 
engineer. 

Next comes the microarchitecture level, in which the physical devices are 
grouped together to form functional units. Typically this level contains some reg­
isters internal to the CPU (Central Processing Unit) and a data path containing an 
arithmetic logic unit. In each clock cycle, one or two operands are fetched from 
the registers and combined in the arithmetic logic unit (for example, by addition 
or Boolean AND). The result is stored in one or more registers. On some 
machines, the operation of the data path is controlled by software, called the 
microprogram. On other machines, it is controlled directly by hardware circuits. 

1 
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Figure 1-1. A computer system consists of hardware, system programs, and ap­
plication programs. 

The purpose of the data path is to execute some set of instructions. Some of 
these can be carried out in one data path cycle; others may require multiple data 
path cycles. These instructions may use registers or other hardware facilities. 
Together, the hardware and instructions visible to an assembly language program­
mer form the ISA (Instruction Set Architecture) level. This level is often called 
machine language. 

The machine language typically has between 50 and 300 instructions, mostly 
for moving data around the machine, doing arithmetic, and comparing values. In 
this level, the input/output devices are controlled by loading values into special 
device registers. For example, a disk can be commanded to read by loading the 
values of the disk address, main memory address, byte count, and direction (read 
or write) into its registers. In practice, many more parameters are needed, and the 
status returned by the drive after an operation is highly complex. Furthermore, for 
many 1/0 (Input/Output) devices, timing plays an important role in the program­
mmg. 

To hide this complexity, an operating system is provided. It consists of a 
layer of software that (partially) hides the hardware and gives the programmer a 
more convenient set of instructions to work with. For example, read block from 
fi le is conceptually simpler than having to worry about the details of moving disk 
heads, waiting for them to settle down, and so on. 

On top of the operating system is the rest of the system software. Here we 
find the command interpreter (shell), window systems, compilers, editors, and 
similar application-independent programs. It is important to realize that these 
programs are definitely not part of the operating system, even though they are typ­
ically supplied by the computer manufacturer. This is a crucial, but subtle, point. 
The operating system is (usually) that portion of the software that runs in kernel 
mode or supervisor mode. It is protected from user tampering by the hardware 
(ignoring for the moment some older or low-end microprocessors that do not have 
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hardware protection at all). Compilers and editors run in user mode. If a user 
does not like a particular compiler, het is free to write his own if he so chooses; 
he is not free to write his own clock interrupt handler, which is part of the operat­
ing system and is normally protected by hardware against attempts by users to 
modify it. 

This distinction, however, is sometimes blurred in embedded systems (which 
may not have kernel mode) or interpreted systems (such as Java-based operating 
systems that use interpretation, not hardware, to separate the components). Still, 
for traditional computers, the operating system is what runs in kernel mode. 

That said, in many systems there are programs that run in user mode but 
which help the operating system or perform privileged functions. For example, 
there is often a program that allows users to change their passwords. This pro­
gram is not part of the operating system and does not run in kernel mode, but it 
clearly carries out a sensitive function and has to be protected in a special way. 

In some systems, this idea is carried to an extreme form, and pieces of what is 
traditionally considered to be the operating system (such as the file system) run in 
user space. In such systems, it is difficult to draw a clear boundary. Everything 
running in kernel mode is clearly part of the operating system, but some programs 
running outside it are arguably also part of it, or at least closely associated with it. 

Finally, above the system programs come the application programs. These 
programs are purchased or w1itten by the users to solve their particular problems, 
such as word processing, spreadsheets, engineering calculations, or storing infor­
mation in a database. 

1.1 WHAT IS AN OPERA TING SYSTEM? 

Most computer users have had some experience with an operating system, but 
it is difficult to pin down precisely what an operating system is. Part of the prob­
lem is that operating systems perform two basically unrelated functions, extending 
the machine and managing resources, and depending on who is doing the talking, 
you hear mostly about one function or the other. Let us now look at both. 

1.1.1 The Operating System as an Extended Machine 

As mentioned earlier, the architecture (instruction set, memory organization, 
I/O, and bus structure) of most computers at the machine language level is primi­
tive and awkward to program, especially for input/output. To make this point 
more concrete, let us briefly look at how floppy disk I/O is done using the NEC 

t "He" should be read as "he or she" throughout the book. 
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PD765 compatible controller chips used on most Intel-based per onal computers. 
(Throughout this book we will use the terms "floppy disk" and " diskette" inter­
changeably.) The PD765 has 16 commands, each specified by loading between 1 
and 9 bytes into a device register. These commands are for reading and writing 
data, moving the disk arm, and formatting tracks, as well as initializing, sensing, 
resetting, and recalibrating the controller and the drives. 

The most basic commands are read and write, each of which requires 13 
parameters, packed into 9 bytes. These parameters specify such items as the 
address of the di k block to be read, the number of sectors per track, the recording 
mode used on the physical medium, the intersector gap spacing, and what to do 
with a deleted-data-address-mark. If you do not understand this mumbo jumbo, 
do not worry; that is precisely the point-it is rather esoteric. When the operation 
is completed, the controller chip returns 23 status and error field packed into 7 
bytes. As if this were not enough, the floppy disk programmer must also be con­
stantly aware of whether the motor is on or off. If the motor is off, it must be 
turned on (with a long startup delay) before data can be read or written. The 
motor cannot be left on too long, however, or the floppy di sk will wear out. The 
programmer is thus forced to deal with the trade-off between long startup delays 
versus wearing out floppy disks (and losing the data on them). 

Without going into the real details, it should be clear that the average pro­
grammer probably doe not want to get too intimately involved with the program­
ming of floppy disks (or hard disks, which are just as complex and quite dif­
ferent). Instead, what the programmer wants is a simple, high-level abstraction to 
deal with. In the ca e of disks, a typical abstraction would be that the di k con­
tains a collection of named files . Each file can be opened for reading or writing, 
then read or written, and finally closed. Details such as whether or not recording 
should use modified frequency modulation and what the current tate of the motor 
is should not appear in the abstraction presented to the user. 

The program that hides the truth about the hardware from the programmer and 
presents a nice, simple view of named files that can be read and written is, of 
course, the operating system. Just as the operating system shields the programmer 
from the disk hardware and presents a simple file-oriented interface, it al o con­
ceals a lot of unpleasant business concerning interrupts, timers, memory manage­
ment, and other low-level features. In each case, the abstraction offered by the 
operating system is simpler and easier to use than that offered by the underlying 
hardware. 

In this view, the function of the operating system is to present the user with 
the equivalent of an extended machine or virtual machine that is easier to pro­
gram than the underlying hardware. How the operating system achieves this goal 
is a long story, which we will study in detail throughout this book. To summarize 
it in a nutshell , the operating system provides a variety of services that programs 
can obtain using special instructions called system calls. We will examine some 
of the more common system calls later in this chapter. 
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t.1.2 The Operating System as a Resource Manager 

The concept of the operating system as primarily providing its users with a 
convenient interface is a top-down view. An alternative, bottom-up, view holds 
that the operating system is there to manage all the pieces of a complex system. 
Modern computers consist of processors, memories, timers, disks, mice, network 
interfaces, printers, and a wide variety of other devices. In the alternative view, 
the job of the operating system is to provide for an orderly and controlled alloca­
tion of the processors, memories, and I/O devices among the various programs 
competing for them. 

Imagine what would happen if three programs running on some computer all 
tried to print their output simultaneously on the same printer. The first few lines 
of printout might be from program 1, the next few from program 2, then some 
from program 3, and so forth. The result would be chaos. The operating system 
can bring order to the potential chaos by buffering all the output destined for the 
printer on the disk. When one program is finished, the operating system can then 
copy its output from the disk file where it has been stored to the printer, while at 
the same time the .other program can continue generating more output, oblivious 
to the fact that the output is not really going to the printer (yet). 

When a computer ( or network) has multiple users, the need for managing and 
protecting the memory, I/O devices, and other resources is even greater, since the 
users might otherwise interfere with one another. In addition, users often need to 
share not only hardware, but information (files, databases, etc.) as well. In short, 
this view of the operating system holds that its primary task is to keep track of 
who is using which resource, to grant resource requests , to account for usage, and 
to mediate conflicting requests from different programs and users. 

Resource management includes multiplexing (sharing) resources in two ways: 
in time and in space. When a resource is time multiplexed, different programs or 
users take turns using it. First one of them gets to use the resource, then another, 
and so on. For example, with only one CPU and multiple programs that want to 
run on it, the operating system first allocates the CPU to one program, then after it 
has run long enough, another one gets to use the CPU, then another, and then 
eventually the first one again. Determining how the resource is time multi­
plexed- who goes next and for how long-is the task of the operating system. 
Another example of time multiplexing is sharing the printer. When multiple print 
jobs are queued up for printing on a single printer, a decision has to be made 
about which one is to be printed next. 

The other kind of multiplexing is space multiplexing. Instead of the custo­
mers taking turns, each one gets part of the resource. For example, main memory 
is normally divided up among several running programs, so each one can be 
resident at the same time (for example, in order to take turns using the CPU). 
Assuming there is enough memory to hold multiple programs, it is more efficient 
to hold several programs in memory at once rather. than give one of them all of it, 
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especially if it only needs a small fraction of the total. Of course, this raises 
issues of fairness, protection, and so on, and it is up to the operating system to 
solve them. Another resource that is space multiplexed is the (hard) di k. In 
many systems a single disk can hold files from many users at the same time. 
Allocating disk space and keeping track of who is using which disk blocks is a 
typical operating system resource management task. 

1.2 HISTORY OF OPERA TING SYSTEMS 

Operating systems have been evolving through the years . In the following 
sections we will briefly look at a few of the highlights. Since operating systems 
have historically been closely tied to the architecture of the computers on which 
they run, we will look at successive generations of computers to see what their 
operating systems were like. This mapping of operating system generations to 
computer generations is crude, but it does provide some structure where there 
would otherwise be none. 

The first true digital computer was designed by the English mathematician 
Charles Babbage (1792-1871). Although Babbage spent most of his life and for­
tune trying to build his "analytical engine," he never got it working properly 
because it was purely mechanical, and the technology of his day could not pro­
duce the required wheels, gears, and cogs to the high precision that he needed. 
Needless to say, the analytical engine did not have an operating system. 

As an interesting historical aside, Babbage realized that he would need 
software for his analytical engine, so he hired a young woman named Ada 
Lovelace, who was the daughter of the famed British poet Lord Byron, as the 
world's first programmer. The programming language Ada® is named after her. 

1.2.1 The First Generation (1945-55) Vacuum Tubes and Plugboards 

After Babbage's unsuccessful efforts, little progress was made in constructing 
digital computers until World War II. Around the mid-1940s, Howard Aiken at 
Harvard, John von Neumann at the Institute for Advanced Study in Princeton, J. 
Presper Eckert and William Mauchley at the University of Pennsylvania, and 
Konrad Zuse in Germany, among others, all succeeded in building calculating 
engines. The first ones used mechanical relays but were very slow, with cycle 
times measured in seconds. Relays were later replaced by vacuum tubes. These 
machines were enormous, filling up entire rooms with tens of thousands of 
vacuum tubes, but they were still millions of times slower than even the cheapest 
personal computers available today. 

In these early days, a single group of people designed, built, programmed, 
operated, and maintained each machine. All programming was done in absolute 
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machine language, often by wiring up plugboards to control the machine's basic 
functions. Programming languages were unknown (even assembly language was 
unknown). Operating systems were unheard of. The usual mode of operation was 
for the programmer to sign up for a block of time on the signup sheet on the wall, 
then come down to the machine room, insert his or her plugboard into the com­
puter, and spend the next few hours hoping that none of the 20,000 or so vacuum 
tubes would burn out during the run. Virtually all the problems were straightfor­
ward numerical calculations, such as grinding out tables of sines, cosines, and log­
arithms. 

By the early 1950s, the routine had improved somewhat with the introduction 
of punched cards . It was now possible to write programs on cards and read them 
in instead of using plugboards; otherwise, the procedure was the same. 

1.2.2 The Second Generation (1955-65) Transistors and Batch Systems 

The introduction of the transistor in the mid-l 950s changed the picture radi­
cally. Computers became reliable enough that they could be manufactured and 
sold to paying customers with the expectation that they would continue to func­
tion long enough to get some useful work done. For the first time, there was a 
clear separation between designers, builders, operators, programmers, and mainte­
nance personnel. 

These machines, now called mainframes , were locked away in specially air 
conditioned computer rooms, with staffs of professional operators to run them. 
Only big corporations or major government agencies or universities could afford 
the multimillion dollar price tag. To run a job (i.e., a program or set of pro­
grams), a programmer would first write the program on paper (in FORTRAN or 
assembler), then punch it on cards. He would then bring the card deck down to 
the input room and hand it to one of the operators and go drink coffee until the 
output was ready. 

When the computer finished whatever job it was currently running, an opera­
tor would go over to the printer and tear off the output and carry it over to the out­
put room, so that the programmer could collect it later. Then he would take one 
of the card decks that had been brought from the input room and read it in. If the 
FORTRAN compiler was needed, the operator would have to get it from a file 
cabinet and read it in. Much computer time was wasted while operators were 
walking around the machine room. 

Given the high cost of the equipment, it is not surprising that people quickly 
looked for ways to reduce the wasted time. The solution generally adopted was 
the batch system. The idea behind it was to collect a tray full of jobs in the input 
room and then read them onto a magnetic tape using a small (relatively) inexpen­
sive computer, such as the IBM 1401, which was very good at reading cards, 
copying tapes, and printing output, but not at all good at numerical calculations. 
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Other, much more expensive machines, such as the IBM 7094, were used for the 
real computing. This situation is shown in Fig. 1-2. 

(a) 

Tape 
drive 

System 
tape Output 

;:.;:;;;;7yc:;;;;;;;~r,:::;:;;;;~ tape 

1111111111 11111111 1111 

7094 

1111111111111111111111 

1401 

(b) (c) (d) (e) 

Figure 1-2. An early batch system. (a) Programmers bring cards to 1401. (b) 
1401 reads batch of jobs onto tape. (c) Operator carries input tape to 7094. (d) 
7094 does computing. (e) Operator carries output tape to 140l. (f) 1401 prints 
output. 

(f) 

After about an hour of collecting a batch of jobs, the tape was rewound and 
brought into the machine room, where it was mounted on a tape drive. The opera­
tor then loaded a special program (the ancestor of today 's operating system), 
which read the first job from tape and ran it. The output was written onto a sec­
ond tape, instead of being printed. After each job finished, the operating system 
automatically read the next job from the tape and began running it. When the 
whole batch was done, the operator removed the input and output tapes, replaced 
the input tape with the next batch, and brought the output tape to a 1401 for print­
ing off line (i.e., not connected to the main computer). 

The structure of a typical input job is shown in Fig. 1-3. It started out with a 
$JOB card, specifying the maximum run time in minutes, the account number to 
be charged, and the programmer's name. Then came a $FORTRAN card, telling 
the operating system to load the FORTRAN compiler from the system tape. It 
was followed by the program to be compiled, and then a $LOAD card, directing 
the operating system to load the object program just compiled. (Compiled pro­
grams were often written on scratch tapes and had to be loaded explicitly.) Next 
came the $RUN card, telling the operating system to run the program with the 
data following it. Finally, the $END card marked the end of the job. These prim­
itive control cards were the forerunners of modern job control languages and com­
mand interpreters. 

Large second-generation computers were used mostly for scientific and 
engineering calculations, such as solving the partial differential equations that 
often occur in physics and engineering. They were largely programmed in FOR­
TRAN and assembly language. Typical operating systems were FMS (the Fortran 
Monitor System) and IBSYS, IBM' s operating system for the 7094. 
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Figure 1-3. Structure of a typical FMS job. 
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1.2.3 The Third Generation (1965-1980) ICs and Multiprogramming 

9 

By the early 1960s, most computer manufacturers had two distinct, and totally 
incompatible, product lines. On the one hand there were the word-oriented, 
large-scale scientific computers, such as the 7094, which were used for numerical 
calculations in science and engineering. On the other hand, there were the 
character-oriented, commercial computers, such as the 1401 , which were widely 
used for tape sorting and printing by banks and insurance companies. 

Developing and maintaining two completely different product lines was an 
expensive proposition for the manufacturers. In addition, many new computer 
customers initially needed a small machine but later outgrew it and wanted a 
bigger machine that would run all their old programs, but faster. 

IBM attempted to solve both of these problems at a single stroke by introduc­
ing the System/360. The 360 was a series of software-compatible machines rang­
ing from 1401-sized to much more powerful than the 7094. The machines dif­
fered only in price and performance (maximum memory, processor speed, number 
of I/0 devices permitted, and so forth). Since all the machines had the same 
architecture and instruction set, programs written for one machine could run on all 
the others, at least in theory. Furthermore, the 360 was designed to handle both 
scientific (i.e. , numerical) and commercial computing. Thus a single family of 
machines could satisfy the needs of all customers. In subsequent years, IBM has 
come out with compatible successors to the 360 line, using more modern technol­
ogy, known as the 370, 4300, 3080, and 3090 series. 
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The 360 was the first major computer line to use (small-scale) Integrated Cir­
cuits (ICs), thus providing a major price/performance advantage over the second­
generation machines, which were built up from individual transistors. It was an 
immediate success, and the idea of a family of compatible computers was soon 
adopted by all the other major manufacturers . The descendants of these machines 
are still in use at computer centers today. Nowadays they are often used for 
managing huge databases (e.g., for airline reservation systems) or as servers for 
World Wide Web sites that must process thousands of requests per second. 

The greatest strength of the "one family" idea was simultaneou ly its greatest 
weakness. The intention was that all software, including the operating system, 
OS/360 had to work on all models. It had to run on small systems, which often 
just replaced 1401s for copying cards to tape, and on very large systems, which 
often replaced 7094s for doing weather forecasting and other heavy computing. It 
had to be good on systems with few peripherals and on systems with many peri­
pherals. It had to work in commercial environments and in scientific environ­
ments. Above all, it had to be efficient for all of these different uses. 

There was no way that IBM (or anybody else) could write a piece of software 
to meet all those conflicting requirements. The result was an enormous and 
extraordinarily complex operating system, probably two to three orders of magni­
tude larger than FMS. It consisted of millions of lines of assembly language writ­
ten by thousands of programmers, and contained thousands upon thousands of 
bugs, which necessitated a continuous stream of new releases in an attempt to 
correct them. Each new release fixed some bugs and introduced new ones, so the 
number of bugs probably remained constant in time. 

One of the designers of OS/360, Fred Brooks, subsequently wrote a witty and 
incisive book (Brooks, 1996) describing his experiences with OS/360. While it 
would be impossible to smmnarize the book here, suffice it to say that the cover 
shows a herd of prehistoric beasts stuck in a tar pit. The cover of Silberschatz et 
al. (2000) makes a similar point about operating systems being dinosaurs. 

Despite its enormous size and problems, OS/360 and the similar third­
generation operating systems produced by other computer manufacturers actually 
satisfied most of their customers reasonably well. They also popularized several 
key techniques absent in second-generation operating systems. Probably the most 
important of these was multiprogramming . On the 7094, when the current job 
paused to wait for a tape or other I/O operation to complete, the CPU simply sat 
idle until the I/O finished. With heavily CPU-bound scientific calculations, I/O is 
infrequent, so this wasted time is not significant. With commercial data process­
ing, the I/O wait time can often be 80 or 90 percent of the total time, so something 
had to be done to avoid having the (expensive) CPU be idle so much. 

The solution that evolved was to partition memory into several pieces, with a 
different job in each partition, as shown in Fig. 1-4. While one job was waiting 
for I/O to complete, another job could be using the CPU. If enough jobs could be 
held in main memory at once, the CPU could be kept busy nearly 100 percent of 
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the time. Having multiple jobs safely in memory at once requires special 
hardware to protect each job against snooping and mischief by the other ones, but 
the 360 and other third-generation systems were equipped with this hardware. 

Job 3 

Job 2 

Job 1 

Operating 
system 

Memory 
partitions 

Figure 1-4. A multiprogranuning system with three jobs in memory. 

Another major feature present in third-generation operating systems was the 
ability to read jobs from cards onto the disk as soon as they were brought to the 
computer room. Then, whenever a running job finished, the operating system 
could load a new job from the disk into the now-empty partition and run it. This 
technique is called spooling (from Simultaneous Peripheral Operation On Line) 
and was also used for output. With spooling, the 1401s were no longer needed, 
and much carrying of tapes disappeared. 

Although third-generation operating systems were well suited for big scien­
tific calculations and massive commercial data processing runs, they were still 
basically batch systems. Many programmers pined for the first-generation days 
when they had the machine all to themselves for a few hours, so they could debug 
their programs quickly. With third-generation systems, the time between submit­
ting a job and getting back the output was often several hours, so a single mis­
placed comma could cause a compilation to fail, and the programmer to waste 
half a day. 

This desire for quick response time paved the way for timesharing, a variant 
of multiprogramming, in which each user has an online terminal. In a timesharing 
system, if 20 users are logged in and 17 of them are thinking or talking or drinking 
coffee, the CPU can be allocated in turn to the three jobs that want service. Since 
people debugging programs usually issue short commands (e.g., compile a five­
page proceduret) rather than long ones (e.g., so11 a million-record file) , the com­
puter can provide fast, interactive service to a number of users and perhaps also 
work on big batch jobs in the background when the CPU is otherwise idle. The 
first serious timesharing system, CTSS (Compatible Time Sharing System), was 
developed at M.I.T. on a specially modified 7094 (Corbat6 et al. , 1962). How­
ever, timesharing did not really become popular until the necessary protection 
hardware became widespread during the thu·d generation. 

t We will use the terms "procedure," "subroutine," and " function" interchangeably in this book. 
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After the success of the CTSS system, MIT, Bell Labs, and General Electric 
(then a major computer manufacturer) decided to embark on the development of a 
" computer utility," a machine that would support hundreds of simultaneous 
timesharing user . Their model was the electricity distribution system-when you 
need electric power, you just stick a plug in the wall, and within reason, as much 
power as you need will be there. The designers of this system, known as MUL­
TICS (MULTiplexed Information and Computing Service), envisioned one 
huge machine providing computing power for everyone in the Boston area. The 
idea that machines far more powerful than their GE-645 mainframe would be sold 
for a thousand dollars by the millions only 30 years later was pure science fiction. 
Sort of like the idea of supersonic trans-Atlantic under ea trains now. 

MULTICS wa a mixed success . It was designed to support hundreds of users 
on a machine only slightly more powerful than an Intel 386-based PC, although it 
had much more 1/0 capacity. This is not quite a crazy as it sounds, since people 
knew how to write small, efficient programs in those days, a ski ll that has subse­
quently been lost. There were many reasons that MULTICS did not take over the 
world, not the least of which is that it was written in PL/I, and the PL/I compiler 
was years late and barely worked at all when it finally arrived. In addition, MUL­
TICS wa enormously ambitious for its time, much like Charles Babbage's analyt­
ical engine in the nineteenth century. 

To make a long story short, MULTICS introduced many seminal ideas into the 
computer literature, but turning it into a serious product and a major commercial 
success was a lot harder than anyone had expected. Bell Labs dropped out of the 
project, and General Electric quit the computer business altogether. However, 
M.I.T. persisted and eventually got MULTICS working. It was ultimately sold as a 
commercial product by the company that bought GE's computer business 
(Honeywell) and installed by about 80 major companies and universities world­
wide. While their numbers were small, MULTICS users were fiercely loyal. Gen­
eral Motors, Ford, and the U.S. National Security Agency, for example, only shut 
down their MULTICS ystems in the late 1990s, 30 years after MULTICS was 
released. 

For the moment, the concept of a computer utility has fizzled out but it may 
well come back in the form of massive centralized Internet servers to which rela­
tively dumb user machine are attached, with most of the work happening on the 
big servers. The motivation here is likely to be that most people do not want to 
administrate an increasingly complex and finicky computer system and would 
prefer to have that work done by a team of professionals working for the company 
running the server. E-commerce is already evolving in this direction, with various 
companies running e-malls on multiprocessor servers to which simple client 
machines connect, very much in the spirit of the MULTICS design. 

Despite its lack of commercial success, MULTICS had a huge influence on 
subsequent operating systems. It is described in (Corbat6 et al. , 1972; Corbat6 and 
Vyssotsky, 1965; Daley and Dennis, 1968; Organick, 1972; and Saltzer, 1974). It 
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also has a still-active Web site, www.multicians.org, with a great deal of informa­
tion about the system, its designers, and its users. 

Another major development during the third generation was the phenomenal 
growth of minicomputers, starting with the DEC PDP-1 in 1961. The PDP-1 had 
only 4K of 18-bit words, but at $ 120,000 per machine (less than 5 percent of the 
price of a 7094), it sold like hotcakes. For certain kinds of nonnumerical work, it 
was almost as fast as the 7094 and gave birth to a whole new industry. It was 
quickly followed by a series of other PDPs (unlike IBM's fami ly, all incompati­
ble) culminating in the PDP-11. 

One of the computer scientists at Bell Labs who had worked on the MULTICS 
project, Ken Thompson, subsequently found a small PDP-7 minicomputer that no 
one was using and set out to write a strip~d-down, one-user version of MULTICS. 
This work later developed into the UNIX R operating system, which became popu­
lar in the academic world, with government agencies, and with many companies. 

The history of UNIX has been told elsewhere (e.g. , Salus, 1994). Part of that 
story will be given in Chap. 10. For now, suffice it to say, that because the source 
code was widely available, various organizations developed their own (incompati­
ble) versions, which led to chaos. Two major vers ions developed, System V, 
from AT&T, and BSD, (Berkeley Software Distribution) from the University of 
California at Berkeley. These had minor variants as well. To make it possible to 
write programs that could run on any UNIX system, IEEE developed a standard 
for UNIX, called POSIX, that most versions of UNIX now support. POSIX defines 
a minimal system call interface that conformant UNIX systems must support. In 
fact, some other operating systems now also support the POSIX interface. 

As an aside, it is worth mentioning that in 1987, the author released a small 
clone of UNIX, called MINIX, for educational purposes. Functionally, MINIX is 
very similar to UNIX, including POSIX support. A book describing its internal 
operation and listing the source code in an appendix is also available (Tanenbaum 
and Woodhull, 1997). MINIX is avai lable for free (including all the source code) 
over the Internet at URL www.cs.vu.n.l/-ast/minix.html. 

The desire for a free production (as opposed to educational) version of MINIX 
led a Finnish student, Linus Torvalds, to write Linux . This system was developed 
on MINIX and originally supported various MINIX features (e.g. , the MINIX file 
system). It has since been extended in many ways but still retains a large amount 
of underlying structure common to MINIX, and to UNIX (upon which the former 
was based). Most of what will be said about UNIX in this book thus applies to 
System V , BSD, MINIX, Linux, and other versions and clones of UNIX as well. 

1.2.4 The Fourth Generation (1980-Present) Personal Computers 

With the development of LSI (Large Scale Integration) circuits, chips contain­
ing thousands of transistors on a square centimeter of silicon, the age of the per­
sonal computer dawned. In terms of architecture, personal computers (initially 
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called microcomputers) were not all that different from minicomputers of the 
PDP-11 class, but in terms of price they certainly were different. Where the mini­
computer made it possible for a department in a company or university to have its 
own computer, the microprocessor chip made it possible for a single individual to 
have his or her own personal computer. 

In 1974, when Intel came out with the 8080, the first general-purpose 8-bit 
CPU, it wanted an operating system for the 8080, in part to be able to test it. Intel 
asked one of its consultants, Gary Kildall, to write one. Kildall and a friend first 
built a controller for the newly-released Shugart Associates 8-inch floppy disk and 
hooked the floppy disk up to the 8080, thus producing the first microcomputer 
with a disk. Kildall then wrote a disk-based operating system called CP/M (Con­
trol Program for Microcomputers) for it. Since Intel did not think that disk­
based microcomputers had much of a future , when Kildall asked for the rights to 
CP/M, Intel granted his request. Kildall then formed a company, Digital 
Research, to further develop and sell CP/M. 

In 1977, Digital Research rewrote CP/M to make it suitable for running on the 
many microcomputers using the 8080, Zilog Z80, and other CPU chips. Many 
application programs were written to run on CP/M, allowing it to completely 
dominate the world of microcomputing for about 5 years. 

In the early 1980s, IBM designed the IBM PC and looked around for software 
to run on it. People from IBM contacted Bill Gates to license his BASIC inter­
preter. They also asked him if he knew of an operating system to run on the PC. 
Gates suggested that IBM contact Digital Research, then the world's dominant 
operating systems company. Making what was surely the worst business decision 
in recorded history, Kildall refused to meet with IBM, sending a subordinate 
instead. To make matters worse, his lawyer even refused to sign IBM's nondis­
closure agreement covering the not-yet-announced PC. Consequently, IBM went 
back to Gates asking if he could provide them with an operating system. 

When IBM came back, Gates realized that a local computer manufacturer, 
Seattle Computer Products, had a suitable operating system, DOS (Disk Operat­
ing System). He approached them and asked to buy it (allegedly for $50,000), 
which they readily accepted. Gates then offered IBM a DOS/BASIC package, 
which IBM accepted. IBM wanted certain modifications, so Gates hired the per­
son who wrote DOS, Tim Paterson, as an employee of Gates ' fledgling company, 
Microsoft, to make them. The revised system was renamed MS-DOS (MicroSoft 
Disk Operating System) and quickly came to dominate the IBM PC market. A 
key factor here was Gates' (in retrospect, extremely wise) decision to sell MS­
DOS to computer companies for bundling with their hardware, compared to 
Kildall 's attempt to sell CP/M to end users one at a time (at least initially). 

By the time the IBM PC/AT came out in 1983 with the Intel 80286 CPU, 
MS-DOS was firmly entrenched and CP/M was on its last legs. MS-DOS was later 
widely used on the 80386 and 80486. Although the initial version of MS-DOS was 
fairly primitive, subsequent versions included more advanced features , including 
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many taken from UNIX. (Microsoft was well aware of UNIX, even selling a 
microcomputer version of it called XENIX during the company ' s early years.) 

CP/M, MS-DOS, and other operating systems for early microcomputers were 
all based on users typing in commands from the keyboard. That eventually 
changed due to research done by Doug Engelbart at Stanford Research Institute in 
the 1960s. Engelbart invented the GUI (Graphical User Interface), pronounced 
"gooey," complete with windows, icons, menus, and mouse. These ideas were 
adopted by researchers at Xerox PARC and incorporated into machines they built. 

One day, Steve Jobs, who co-invented the Apple computer in his garage, 
visited PARC, saw a GUI, and instantly realized its potential value, something 
Xerox management famously did not (Smith and Alexander, 1988). Jobs then 
embarked on building an Apple with a GUI. This project led to the Lisa, which 
was too expensive and failed commercially. Jobs' second attempt, the Apple 
Macintosh, was a huge success, not only because it was much cheaper than the 
Lisa, but also because it was user friendly, meaning that it was intended for users 
who not only knew nothing about computers but furthermore had absolutely no 
intention whatsoever of learning. 

When Microsoft decided to build a successor to MS-DOS, it was strongly 
influenced by the success of the Macintosh. It produced a GUI-based system 
called Windows, which originally ran on top of MS-DOS (i.e., it was more like a 
shell than a true operating system). For about 10 years, from 1985 to 1995, Win­
dows was just a graphical environment on top of MS-DOS. However, starting in 
1995 a freestanding version of Windows, Windows 95, was released that incor­
porated many operating system features into it, using the underlying MS-DOS sys­
tem only for booting and running old MS-DOS programs. In 1998, a . slightly 
modified version of this system, called Windows 98 was released. Nevertheless, 
both Windows 95 and Windows 98 still contain a large amount of 16-bit Intel 
assembly language. 

Another Microsoft operating system is Windows NT (NT stands for New 
Technology), which is compatible with Windows 95 at a certain level, but a com­
plete rewrite from scratch internally. It is a full 32-bit system. The lead designer 
for Windows NT was David Cutler, who was also one of the designers of the 
VAX VMS operating system, so some ideas from VMS are present in NT. Micro­
soft expected that the first version of NT would kill off MS-DOS and all other ver­
sions of Windows since it was a vastly superior system, but it fizzled . Only with 
Windows NT 4.0 did it finally catch on in a big way, especially on corporate net­
works . Version 5 of Windows NT was renamed Windows 2000 in early 1999. It 
was intended to be the successor to both Windows 98 and Windows NT 4.0. That 
did not quite work out either, so Microsoft came out with yet another version of 
Windows 98 called Windows Me (Millennium edition). 

The other major contender in the personal computer world is UNIX (and its 
various derivatives). UNIX is strongest on workstations and other high-end com­
puters, such as network servers . It is especially popular on machines powered by 
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high-performance RISC chips. On Pentium-based computers, Linux is becoming 
a popular alternative to Windows for students and increasingly many corporate 
users. (As an aside, throughout this book we will use the term "Pentium" to 
mean the Pentium I, II, III, and 4.) 

Although many UNIX users, especially experienced programmers, prefer a 
command-based interface to a GUI, nearly all UNIX systems support a windowing 
system called the X Windows system produced at M.I.T. This system handles the 
basic window management, allowing users to create, delete, move, and resize 
windows using a mouse. Often a complete GUI, such as Motif, is available to run 
on top of the X Windows system giving UNIX a look and feel something like the 
Macintosh or Microsoft Windows, for those UNIX users who want such a thing. 

An interesting development that began taking place during the mid-l 980s is 
the growth of networks of personal computers running network operating sys­
tems and distributed operating systems (Tanenbaum and Van Steen, 2002). In 
a network operating system, the users are aware of the existence of multiple com­
puters and can log in to remote machines and copy files from one machine to 
another. Each machine runs its own local operating system and has its own local 
user (or users). 

Network operating systems are not fundamentally different from single­
processor operating systems. They obviously need a network interface controller 
and some low-level software to drive it, as well as programs to achieve remote 
login and remote file access, but these additions do not change the essential struc­
ture of the operating system. 

A distributed operating system, in contrast, is one that appears to its users as a 
traditional uniprocessor system, even though it is actually composed of multiple 
processors. The users should not be aware of where their programs are being run 
or where their files are located; that should all be handled automatically and effi­
ciently by the operating system. 

True distributed operating systems require more than just adding a little code 
to a uniprocessor operating system, because distributed and centralized systems 
differ in critical ways. Distributed systems, for example, often allow applications 
to run on several processors at the same time, thus requiring more complex pro­
cessor scheduling algorithms in order to optimize the amount of parallelism. 

Communication delays within the network often mean that these (and other) 
algorithms must run with incomplete, outdated, or even incorrect information. 
This situation is radically different from a single-processor system in which the 
operating system has complete information about the system state. 

1.2.5 Ontogeny Recapitulates Phylogeny 

After Charles Darwin's book The Origin of the Species was published, the 
German zoologist Ernst Haeckel stated that "Ontogeny Recapitulates Phylo­
geny." By this he meant that the development of an embryo (ontogeny) repeats 
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(i.e., recapitulates) the evolution of the species (phylogeny). In other words, after 
fertilization, a human egg goes through stages of being a fish, a pig, and so on 
before turning into a human baby. Modern biologists regard this as a gross sim­
plification, but it still has a kernel of truth in it. 

Something analogous has happened in the computer industry. Each new 
species (mainframe, minicomputer, personal computer, embedded computer, 
smart card, etc.) seems to go through the development that its ancestors did. The 
first mainframes were programmed entirely in assembly language. Even complex 
programs, like compilers and operating systems, were written in assembler. By 
the time minicomputers appeared on the scene, FORTRAN, COBOL, and other 
high-level languages were common on mainframes, but the new minicomputers 
were nevertheless programmed in assembler (for lack of memory). When micro­
computers (early personal computers) were invented, they, too, were programmed 
in assembler, even though by then minicomputers were also programmed in high­
level languages. Palmtop computers also started with assembly code but quickly 
moved on to high-level languages (mostly because the development work was 
done on bigger machines). The same is true for smart cards. 

Now let us look at operating systems. The first mainframes initially had no 
protection hardware and no support for multiprogramming, so they ran simple 
operating systems that handled one manually-loaded program at a time. Later 
they acquired the hardware and operating system support to handle multiple pro­
grams at once, and then full timesharing capabilities. 

When minicomputers first appeared, they also had no protection hardware and 
ran one manually-loaded program at a time, even though multiprogramming was 
well established in the mainframe world by then. Gradually, they acquired pro­
tection hardware and the ability to run two or more programs at once. The first 
microcomputers were also capable of running only one program at a time, but 
later acquired the ability to multiprogram. Palmtops and smart cards went the 
same route. 

Disks first appeared on large mainframes, then on minicomputers, microcom­
puters, and so on down the line. Even now, smart cards do not have hard disks, 
but with the advent of flash ROM, they will soon have the equivalent of it. When 
disks first appeared, primitive file systems sprung up. On the CDC 6600, easily 
the most powerful mainframe in the world during much of the 1960s, the file sys­
tem consisted of users having the ability to create a file and then declare it to be 
permanent, meaning it stayed on the disk even after the creating program exited. 
To access such a file later, a program had to attach it with a special command and 
give its password (supplied when the file was made permanent). In effect, there 
was a single directory shared by all users. It was up to the users to avoid file 
name conflicts. Early minicomputer file systems had a single directory shared by 
all users and so did early microcomputer file systems. 

Virtual memory (the ability to run programs larger than the physical memory) 
had a similar development. It first appeared in mainframes, minicomputers, 
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microcomputers and gradually worked its way down to smaller and smaller sys­
tems . Networking had a similar history. 

In all cases, the software development was dictated by the technology. The 
first microcomputers, for example, had something like 4 KB of memory and no 
protection hardware. High-level languages and multiprogramming were simply 
too much for such a tiny system to handle. As the microcomputers evolved into 
modem personal computers, they acquired the necessary hardware and then the 
necessary software to handle more advanced features. It is likely that this 
development will continue for years to come. Other fields may also have this 
wheel of reincarnation, but in the computer industry it seems to spin faster. 

1.3 THE OPERA TING SYSTEM ZOO 

All of this history and development has left us with a wide variety of operat­
ing systems, not all of which are widely known. In this section we will briefly 
touch upon seven of them. We will come back to some of these different kinds of 
systems later in the book. 

1.3.1 Mainframe Operating Systems 

At the high end are the operating systems for the mainframes, those room­
sized computers still found in major corporate data centers. These computers dis­
tinguish themselves from personal computers in terms of their I/O capacity. A 
mainframe with 1000 disks and thousands of gigabytes of data is not unusual; a 
personal computer with these specifications would be odd indeed. Mainframes 
are also making something of a comeback as high-end Web servers, servers for 
large-scale electronic commerce sites, and servers for business-to-business tran­
sactions. 

The operating systems for mainframes are heavily oriented toward processing 
many jobs at once, most of which need prodigious amounts of I/O. They typically 
offer three kinds of services: batch, transaction processing, and timesharing. A 
batch system is one that processes routine jobs without any interactive user 
present. Claims processing in an insurance company or sales reporting for a chain 
of stores is typically done in batch mode. Transaction processing systems handle 
large numbers of small requests, for example, check processing at a bank or air­
line reservations. Each unit of work is small , but the system must handle hun­
dreds or thousands per second. Timesharing systems allow multiple remote users 
to run jobs on the computer at once, such as querying a big database. These func­
tions are closely related; mainframe operating systems often perform all of them. 
An example mainframe operating system is OS/390, a descendant of OS/360. 
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1.3.2 Server Operating Systems 

One level down are the server operating systems. They run on servers, which 
are either very large personal computers, workstations, or even mainframes. They 
serve multiple users at once over a network and allow the users to share hardware 
and software resources. Servers can provide print service, file service, or Web 
service. Internet providers run many server machines to support their customers 
and Web sites use servers to store the Web pages and handle the incoming 
requests. Typical server operating systems are UNIX and Windows 2000. Linux 
is also gaining ground for servers. 

1.3.3 Multiprocessor Operating Systems 

An increasingly common way to get major-league computing power is to con­
nect multiple CPUs into a single system. Depending on precisely how they are 
connected and what is shared, these systems are called parallel computers, multi­
computers, or multiprocessors. They need special operating systems, but often 
these are variations on the server operating systems, with special features for 
communication and connectivity. 

1.3.4 Personal Computer Operating Systems 

The next category is the personal computer operating system. Their job is to 
provide a good interface to a single user. They are widely used for word process­
ing, spreadsheets, and Internet access. Common examples are Windows 98, Win­
dows 2000, the Macintosh operating system, and Linux. Personal computer 
operating systems are so widely known that probably little introduction is needed. 
In fact, many people are not even aware that other kinds exist. 

1.3.5 Real-Time Operating Systems 

Another type of operating system is the real-time system. These systems are 
characterized by having time as a key parameter. For example, in industrial proc­
ess control systems, real-time computers have to collect data about the production 
process and use it to control machines in the factory. Often there are hard dead­
lines that must be met. For example, if a car is moving down an assembly line, 
certain actions must take place at certain instants of time. If a welding robot 
welds too early or too late, the car will be ruined. If the action absolutely must 
occur at a certain moment (or within a certain range) , we have a hard real-time 
system. 

Another kind of real-time system is a soft real-time system, in which missing 
an occasional deadline is acceptable. Digital audio or multimedia systems fall in 
this category. VxWorks and QNX are well-known real-time operating systems. 
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1.3.6 Embedded Operating Systems 

Continuing on down to smaller and smaller systems, we come to palmtop 
computers and embedded systems. A palmtop computer or PDA (Personal Digi­
tal Assistant) is a small computer that fits in a shirt pocket and performs a small 
number of functions such as an electronic address book and memo pad. Embed­
ded systems run on the computers that control devices that are not generally 
thought of as computers, such as TV sets, microwave ovens, and mobile tele­
phones . These often have some characteristics of real-time systems but also have 
size, memory, and power restrictions that make them special. Examples of such 
operating systems are PalmOS and Windows CE (Consumer Electronics). 

1.3.7 Smart Card Operating Systems 

The smallest operating systems run on smart cards, which are credit card­
sized devices containing a CPU chip. They have very severe processing power 
and memory constraints. Some of them can handle only a single function, such as 
electronic payments, but others can handle multiple functions on the same smart 
card. Often these are proprietary systems. 

Some smart cards are Java oriented. What this means is that the ROM on the 
smart card holds an interpreter for the Java Virtual Machine (JVM). Java applets 
(small programs) are downloaded to the card and are interpreted by the JVM 
interpreter. Some of these cards can handle multiple Java applets at the same 
time, leading to multiprogramming and the need to schedule them. Resource 
management and protection also become an issue when two or more applets are 
present at the same time. These issues must be handled by the (usually extremely 
primitive) operating system present on the card. 

1.4 COMPUTER HARDWARE REVIEW 

An operating system is intimately tied to the hardware of the computer it runs 
on. It extends the computer's instruction set and manages its resources. To work, 
it must know a great deal about the hardware, at least, about how the hardware 
appears to the programmer. 

Conceptually, a simple personal computer can be abstracted to a model 
resembling that of Fig. 1-5. The CPU, memory, and I/O devices are all connected 
by a system bus and communicate with one another over it. Modern personal 
computers have a more complicated structure, involving multiple buses, wh ich we 
will look at later. For the time being, this model will be sufficient. In the follow­
ing sections, we will briefly review these components and examine some of the 
hardware issues that are of concern to operating system designers. 
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Figure 1-5. Some of the components of a simple personal computer. 
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The "brain" of the computer is the CPU. It fetches instructions from memory 
and executes them. The basic cycle of every CPU is to fetch the first instruction 
from memory, decode it to determine its type and operands, execute it, and then 
fetch, decode, and execute subsequent instructions. In this way, programs are car­
ried out. 

Each CPU has a specific set of instructions that it can execute. Thus a Pen­
tium cannot execute SPARC programs and a SPARC cannot execute Pentium pro­
grams. Because accessing memory to get an instruction or data word takes much 
longer than executing an instruction, all CPUs contain some registers inside to 
hold key variables and temporary results. Thus the instruction set generally con­
tains instructions to load a word from memory into a register, and store a word 
from a register into memory. Other instructions combine two operands from 
registers, memory, or both into a result, such as adding two words and storing the 
result in a register or in memory. 

In addition to the general registers used to hold variables and temporary 
results, most computers have several special registers that are visible to the pro­
grammer. One of these is the program counter, which contains the memory 
address of the next instruction to be fetched. After that instruction has been 
fetched, the program counter is updated to point to its successor. 

Another register is the stack pointer, which points to the top of the current 
stack in memory. The stack contains one frame for each procedure that has been 
entered but not yet exited. A procedure's stack frame holds those input parame­
ters, local variables, and temporary variables that are not kept in registers. 

Yet another register is the PSW (Program Status Word) . This register con­
tains the condition code bits, which are set by comparison instructions, the CPU 
priority, the mode (user or kernel) , and various other control bits. User programs 

IBM Ex-1009 
Page 45



22 INTRODUCTION CHAP. I 

may normally read the entire PSW but typically may write only some of its fields. 
The PSW plays an important role in system calls and I/O. 

The operating system must be aware of all the registers . When time multi­
plexing the CPU, the operating system will often stop the running program to 
(re)start another one. Every time it stops a running program, the operating system 
must save all the registers so they can be restored when the program runs later. 

To improve pe1formance, CPU designers have long abandoned the simple 
model of fetching, decoding, and executing one instruction at a time. Many 
modern CPUs have facilities for executing more than one instruction at the same 
time. For example, a CPU might have separate fetch, decode, and execute units , 
so that while it was executing instruction n, it could also be decoding instruction 
n + 1 and fetching instruction n + 2. Such an organization is called a pipeline 
and is illustrated in Fig. l-6(a) for a pipeline with three stages. Longer pipelines 
are common. In most pipeline designs, once an instruction has been fetched into 
the pipeline, it must be executed, even if the preceding instruction was a condi­
tional branch that was taken. Pipelines cause compiler writers and operating sys­
tem writers great headache because they expose the complexities of the underly­
ing machine to them. 

Fetch 
unit 

Decode 
unit 

(a) 

Execute 
unit 

Fetch 
unit 

Fetch 
unit 

Decode 
unit 

Decode 
unit 

Figure 1-6. (a) A three-stage pipeline. (b) A superscalar CPU. 

Execute 
unit 

Execute 
unit 

Execute 
unit 

Even more advanced than a pipeline design is a superscalar CPU, shown in 
Fig. l-6(b ). In this design, multiple execution units are present, for example, one 
for integer arithmetic, one for floating-point arithmetic, and one for Boolean 
operations. Two or more instructions are fetched at once, decoded, and dumped 
into a holding buffer until they can be executed. As soon as an execution unit is 
free, it looks in the holding buffer to see if there is an instruction it can handle, 
and if so, it removes the instruction from the buffer and executes it. An implica­
tion of this design is that program instructions are often executed out of order. 
For the most part, it is up to the hardware to make sure the result produced is the 
same one a sequential implementation would have produced, but an annoying 
amount of the complexity is foisted onto the operating system, as we shall see. 

Most CPUs, except very simple ones used in embedded systems, have two 
modes, kernel mode and user mode, as mentioned earlier. Usually a bit in the 
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PSW controls the mode. When running in kernel mode, the CPU can execute 
every instruction in its instruction set and use every feature of the hardware. The 
operating system runs in kernel mode, giving it access to the complete hardware. 

In contrast, user programs run in user mode, which permits only a subset of 
the instructions to be executed and a subset of the features to be accessed. Gen­
erally, all instructions involving I/O and memory protection are disallowed in user 
mode. Setting the PSW mode bit to kernel mode is also forbidden, of course. 

To obtain services from the operating system, a user program must make a 
system call, which traps into the kernel and invokes the operating system. The 
TRAP instruction switches from user mode to kernel mode and starts the operating 
system. When the work has been completed, control is returned to the user pro­
gram at the instruction following the system call. We will explain the details of 
the system call process later in this chapter. As a note on typography, we will use 
the lower case Helvetica font to indicate system calls in running text, like this: 
read. 

It is worth noting that computers have traps other than the instruction for exe­
cuting a system call. Most of the other traps are caused by the hardware to warn 
of an exceptional situation such as an attempt to divide by O or a floating-point 
underflow. In all cases the operating system gets control and must decide what to 
do. Sometimes the program must be terminated with an error. Other times the 
error can be ignored (an underflowed number can be set to 0). Finally, when the 
program has announced in advance that it wants to handle certain kinds of condi­
tions, control can be passed back to the program to let it deal with the problem. 

1.4.2 Memory 

The second major component in any computer is the memory. Ideally, a 
memory should be extremely fast (faster than executing an instruction so the CPU 
is not held up by the memory), abundantly large, and dirt cheap. No current tech­
nology satisfies all of these goals, so a different approach is taken. The mem~ry 
system is constructed as a hierarchy of layers, as shown in Fig. 1-7. 

The top layer consists of the registers internal to the CPU. They are made of 
the same material as the CPU and are thus just as fast as the CPU. Consequently, 
there is no delay in accessing them. The storage capacity available in them is typ­
ically 32 x 32-bits on a 32-bit CPU and 64 x 64-bits on a 64-bit CPU. Less than 1 
KB in both cases. Programs must manage the registers (i.e., decide what to keep 
in them) themselves, in software. 

Next comes the cache memory, which is mostly controlled by the hardware. 
Main memory is divided up into cache lines, typically 64 bytes, with addresses 0 
to 63 in cache line 0, addresses 64 to 127 in cache line I , and so on. The most 
heavily used cache lines are kept in a high-speed cache located inside or very 
close to the CPU. When the program needs to read a memory word, the cache 
hardware checks to see if the line needed is in the cache. If it is, called a cache 
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Typical access time Typical capacity 

1 nsec Registers <1 KB 

2 nsec Cache 1 MB 

10 nsec Main memory 64-512 MB 

10 msec Magnetic disk 5-50 GB 

100 sec Magnetic tape 20-100 GB 

Figure 1-7. A typical memory hierarchy. The numbers are very rough approximations. 

hit, the request is satisfied from the cache and no memory request is sent over the 
bus to the main memory. Cache hits normally take about two clock cycles. 
Cache misses have to go to memory, with a substantial time penalty. Cache 
memory is limited in size due to its high cost. Some machines have two or even 
three levels of cache, each one slower and bigger than the one before it. 

Main memory comes next. This is the workhorse of the memory system. 
Main memory is often called RAM (Random Access Memory) . Old timers 
sometimes call it core memory, because compyters in the 1950s and 1960s used 
tiny magnetizable ferrite cores for main memory. Currently, memories are tens to 
hundreds of megabytes and growing rapidly. All CPU requests that cannot be 
satisfied out of the cache go to main memory. 

Next in the hierarchy is magnetic disk (hard disk). Disk storage is two orders 
of magnitude cheaper than RAM per bit and often two orders of magnitude larger 
as well. The only problem is that the time to randomly access data on it is close 
to three orders of magnitude slower. This low speed is due to the fact that a disk 
is a mechanical device, as shown in Fig. 1-8. 

A disk consists of one or more metal platters that rotate at 5400, 7200, or 
10,800 rpm A mechanical arm pivots over the platters from the corner, similar to 
the pickup arm on an old 33 rpm phonograph for playing vinyl records. Informa­
tion is written onto the disk in a series of concentric circles. At any given arm 
position, each of the heads can read an annular region called a track. Together, 
all the tracks for a giver arm position form a cylinder. 

Each track is divided into some number of sectors, typically 512 bytes per 
sector. On m~dern disks, the outer cylinders contain more sectors than the inner 
ones . Moving the arm from one cylinder to the next one takes about I msec. 
Moving it to a random cylinder typically take 5 msec to 10 msec, depending on 
the drive. Once tne aim is on the correct track, the drive must wait for the needed 
sector to rot&te under the head, an additional delay of 5 msec to 10 msec, depend­
ing on the drive's rpm. Once the sector is under the head, reading or writing 
occurs at a rate of 5 MB/sec on low-end disks to 160 MB/sec on faster ones. 
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Read/write head (1 per surface) 

--Direction of arm motion 

Figure 1-8. Structure of a disk drive. 

The final layer in the memory hierarchy is magnetic tape. This medium is 
often used as a backup for disk storage and for holding very large data sets. To 
access a tape, it must first be put into a tape reader, either by a person or a robot 
(automated tape handling is common at installations with huge databases). Then 
the tape may have to be spooled forwarded to get to the requested block. All in 
all, this could take minutes. The big plus of tape is that it is exceedingly cheap 
per bit and removable, which is important for backup tapes that must be stored 
off-site in order to survive fires, floods , earthquakes, etc. 

The memory hierarchy we have discussed is typical, but some installations do 
not have all the layers or have a few different ones (such as optical disk). Still, in 
all of them, as one goes down the hierarchy, the random access time increases 
dramatically, the capacity increases equally dramatically, and the cost per bit 
drop enormously. Consequently, it is likely that memory hierarchies will be 
around for years to come. 

In addition to the kinds of memory discussed above, many computers have a 
small amount of nonvolatile random access memory. Unlike RAM, nonvolatile 
memory does not lose its contents when the power is switched off. ROM (Read 
Only Memory) is programmed at the factory and cannot be changed afterward. It 
is fast and inexpensive. On some computers, the bootstrap loader used to start the 
computer is contained in ROM. Also, some I/O cards come with ROM for han­
dling low-level device control. 

EEPROM (Electrically Erasable ROM) and flash RAM are also nonvola­
tile, but in contrast to ROM can be erased and rewritten. However, writing them 
takes orders of magnitude more time than writing RAM, so they are used in the 
same way ROM is, only with the additional feature that it is now possible to 
correct bug in programs they hold by rewriting them in the field. 

Yet another kind of memory is CMOS, which is volatile. Many computers 
use CMOS memory to hold the current time and date. The CMOS memory and 
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the clock circuit that increments the time in it are powered by a small battery, so 
the time is correctly updated, even when the computer is unplugged. The CMOS 
memory can also hold the configuration parameters, such as which disk to boot 
from. CMOS is used becau e it draws so little power that the original factory­
installed battery often lasts for several years. However, when it begins to fail , the 
computer can appear to have Alzheimer's disease, forgetting things that it has 
known for years, like which hard disk to boot from. 

Let us now focus on main memory for a little while. It i often desirable to 
hold multiple programs in memory at once. If one program is blocked waiting for 
a disk read to complete, another program can use the CPU, giving a better CPU 
utilization. However, with two or more programs in main memory at once, two 
problems must be solved: 

I. How to protect the programs from one another and the kernel from 
them all. 

2. How to handle relocation. 

Many solutions are possible. However, all of them involve equipping the CPU 
with special hardware. 

The first problem i obvious, but the second one is a bit more subtle. When a 
program is compiled and linked, the compiler and linker do not know where in 
physical memory it will be loaded when it is executed. For this reason, they usu­
ally assume it will start at address 0, and just put the first instruction there. Sup­
pose that the first instruction fetches a word from memory address 10,000. Now 
suppose that the entire program and data are loaded starting at address 50,000. 
When the first instruction executes, it will fail because it will reference the word 
at 10,000, instead of the word at 60,000. To solve this problem, we need to either 
relocate the program at load time, finding all the addresses and modifying them 
(which is doable, but expensive), or have relocation done on-the-fly during execu­
tion. 

The simplest solution is shown in Fig. 1-9(a). In this figure we see a com­
puter equipped with two special registers, the base register and the limit register. 
(Please note that in this book, numbers beginning with Ox are in hexadecimal­
the C language convention. Similarly, numbers beginning with a leading zero are 
in octal.) When a program is run, the base register is set to point to the start of its 
program text and the limit register tells how large the combined program text and 
data are. When an instruction is to be fetched, the hardware checks to see if the 
program counter is less than the limit register, and if it is , adds it to the base regis­
ter and sends the sum to memory. Similarly, when the program wants to fetch a 
data word (e.g., from address 10,000), the hardware automatically adds the con­
tents of the base register (e.g., 50,000) to that address and sends the sum (60,000) 
to the memory. The base register makes it impossible for a program to reference 
any part of memory below itself. Furthermore, the limit register makes it impos-
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sible to reference any part of memory above it elf. Thus this scheme solves both 
the protection and the relocation problem at the cost of two new registers and a 
slight increase in cycle time (to perform the limit check and addition). 

Address 

OxFFFFFFFF 

Limit -

Base -

0 

User program 
and data 

User program 
and data 

Operating 
System 

(a) 

Registers 
when 

program 1 
is running 

Limit-2-

Base-2 ~ 

Limit-1 _,,,, 
Base-1-

User-2 data 

User-1 data 

User program 

Operating 
System 

(b) 

Registers 
when 

program 2 
is running 

- Limit-2 

- Base-2 

- Limit-1 

- Base-1 

Figure 1-9. (a) Use of one base-limit pair. The program can access memory 
between the base and the limit. (b) Use of two base-limit pairs. The program 
code is between Base- I and Limit- I whereas the data are between Base-2 and 
Limit-2. 

The check and mapping result in converting an address generated by the pro­
gram, called a virtual address , into an address used by the memory, called a phy­
sical address . The device that performs the check and mapping is called the 
MMU (Memory Management Unit). It is located on the CPU chip or close to it, 
but is logically between the CPU and the memory. 

A more sophisticated MMU is illustrated in Fig. l-9(b). Here we have an 
MMU with two pairs of base and limit registers, one for the program text and one 
for the data. The program counter and all other references to the program text use 
pair I and data references u e pair 2. As a consequence, it is now possible to have 
multiple users share the same program with only one copy of it in memory, some­
thing not possible with the first scheme. When program I is running, the four 
registers are set as indicated by the arrows to the left of Fig. l-9(b ). When pro­
gram 2 is running, they are set as indicated by the a1TOws to the right of the figure. 
Much more sophisticated MMUs exist. We will study some of them later in this 
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book. The thing to note here is that managing the MMU must be an operating 
system function, since users cannot be trusted to do it correctly . 

Two aspect of the memory system have a major effect on performance. 
First, caches hide the relatively slow speed of memory. When a program has been 
running for a while, the cache is full of that program's cache lines, giving good 
performance. However, when the operating system switches from one program to 
another, the cache remains full of the first program' cache lines. The ones 
needed by the new program must be loaded one at a time from physical memory. 
This operation can be a major perfom,ance hit if it happens too often. 

Second, when switching from one program to another, the MMU regi ters 
have to be changed. In Fig. 1-9(b), only four registers have to be reset, which is 
not a problem, but in real MMUs, many more regi ters have to be reloaded, either 
explicitly or dynamically, as needed. Either way, it take time. The moral of the 
story is that switching from one program to another, called a context switch, is an 
expensive business. 

1.4.3 1/0 Devices 

Memory is not the only re ource that the operating sy tern must manage. I/O 
devices also interact heavily with the operating system. As we saw in Fig. 1-5, 
I/O devices generally consist of two parts: a controller and the device itself. The 
controller is a chip or a set of chip on a plug-in board that physically controls the 
device. It accepts commands from the operating system, for example, to read data 
from the device, and canies them out. 

In many cases, the actual control of the device is very complicated and 
detailed, so it is the job of the controller to present a simpler inte1face to the 
operating system. For example, a disk controller might accept a command to read 
sector 11,206 from disk 2. The controller then has to convert this linear sector 
number to a cylinder, sector, and head. This conversion may be complicated by 
the fact that outer cylinders have more sectors than inner ones and that some bad 
sectors have been remapped onto other ones . Then the controller has to determine 
which cylinder the disk arm is on and give it a sequence of pulses to move in or 
out the requisite number of cylinders. It has to wait until the proper sector has 
rotated under the head and then start reading and storing the bits as they come off 
the drive, removing the preamble and computing the checksum. Finally, it has to 
assemble the incoming bits into words and store them in memory. To do all this 
work, controllers often contain small embedded computers that are programmed 
to do their work. 

The other piece is the actual device itself. Devices have fairly simple inter­
faces, both because they cannot do much and to make them standard. The latter is 
needed so that any IDE disk controller can handle any IDE disk, for example. 
IDE stands for Integrated Drive Electronics and is the standard type of disk on 
Pentiums and some other computers. Since the actual device interface is hidden 
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behind the controller, all that the operating system ee is the interface to the con­
troller, which may be quite different from the interface to the device. 

Because each type of controller is different, different software is needed to 
control each one. The software that talks to a controller, giving it commands and 
accepting responses, is called a device driver. Each controller manufacturer has 
to supply a driver for each operating system it supports. Thus a scanner may 
come with drivers for Windows 98, Windows 2000, and UNIX, for example. 

To be used, the driver has to be put into the operating system so it can run in 
kernel mode. Theoretically, drivers can run outside the kernel, but few current 
systems support this pos ibility because it requires the ability to allow a user­
space driver to be able to access the device in a controlled way, a feature rarely 
supported. There are three ways the driver can be put into the kernel. The first 
way is to relink the kernel with the new driver and then reboot the system. Many 
UNIX systems work like this. The second way is to make an entry in an operating 
system file telling it that it needs the driver and then reboot the system. At boot 
time, the operating system goes and finds the drivers it needs and loads them. 
Windows works this way . The third way is for the operating system to be able to 
accept new drivers while running and install them on-the-fly without the need to 
reboot. This way used to be rare but is becoming much more common now. Hot 
pluggable devices, such a USB and IEEE 1394 devices (discussed below) always 
need dynamically loaded drivers. 

Every controller has a small number of registers that are used to communicate 
with it. For example, a minimal disk controller might have registers for specify­
ing the disk address , memory address, sector count, and direction (read or write). 
To activate the controller, the driver gets a command from the operating system, 
then translates it into the appropriate values to write into the device registers. 

On some computers, the device registers are mapped into the operating 
system's address space, so they can be read and written like ordinary memory 
word . On such computers, no special I/0 instructions are needed and user pro­
gram can be kept away from the hardware by not putting these memory ad­
dresses within their reach (e.g. , by u ing base and limit registers). On other com­
puters, the device registers are put in a special 1/0 port space, with each register 
having a port address. On these machines, special IN and OUT instructions are 
available in kernel mode to allow drivers to read and write the registers. The 
former cheme eliminates the need for special I/0 instructions but uses up some 
of the address space. The latter uses no address space but requires special instruc­
tions. Both systems are widely used. 

Input and output can be done in three different way . In the simplest method, 
a user program issues a system call, which the kernel then tran !ates into a pro­
cedure call to the appropriate driver. The driver then starts the I/0 and sits in a 
tight loop continuously polling the device to see if it is done (usually there is some 
bit that indicates that the device is still busy). When the I/0 has completed, the 
driver puts the data where they are needed (if any), and returns. The operating 
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system then returns control to the caller. This method is called busy waiting and 
has the disadvantage of tying up the CPU polling the device until it is finished. 

The second method is for the driver to start the device and ask it to give an 
interrupt when it is finished. At that point the driver returns. The operating sys­
tem then blocks the caller if need be and looks for other work to do. When the 
controller detects the end of the transfer, it generates an interrupt to signal com­
pletion. 

Interrupts are very important in operating systems, so let us examine the idea 
more closely . In Fig. 1-1 0(a) we see a three-step proces for I/O. In step I, the 
driver tells the controller what to do by writing into its device registers. The con­
troller then starts the device. When the controller has finished reading or writing 
the number of bytes it has been told to transfer, it signal the interrupt controller 
chip using certain bus lines in step 2. If the interrupt controller is prepared to 
accept the interrupt (which it may not be if it is busy with a higher priority one), it 
asserts a pin on the CPU chip informing it, in step 3. In step 4, the interrupt con­
troller puts the number of the device on the bus so the CPU can read it and know 
which device has just finished (many devices may be running at the same time) . 

Disk drive 

(a) 

Current instruction 

Next instruction 

1. Interrupt 

2. Dispatch 
to handler 

Interrupt handler 

(b) 

Figure 1-10. (a) The steps in starting an 1/0 device and getting an interrupt. (b) 
Interrupt processing involves taking the interrupt, running the interrupt handler, 
and returning to the user program. 

Once the CPU has decided to take the interrupt, the program counter and 
PSW are typically then pushed onto the current stack and the CPU switched into 
kernel mode. The device number may be used as an index into part of memory to 
find the address of the interrupt handler for this device. This part of memory is 
called the interrupt vector. Once the interrupt handler (part of the driver for the 
interrupting device) has started, it removes the stacked program counter and PSW 
and saves them, then queries the device to learn its status. When the handler is all 
finished, it returns to the previously-running user program to the first instruction 
that wa not yet executed. These steps are shown in Fig. 1- lO(b ). 
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The third method for doing I/O makes use of a special DMA (Direct 
Memory Access) chip that can control the flow of bits between memory and 
some controller without constant CPU intervention. The CPU sets up the DMA 
chip, telling it how many bytes to transfer, the device and memory addresses 
involved, and the direction, and lets it go. When the DMA chip is done, it causes 
an interrupt, which is handled as described above. DMA and I/O hardware in 
general will be discussed in more detail in Chap. 5. 

Interrupts can often happen at highly inconvenient moments, for example, 
whi le another inte1Tupt handler is running. For this reason, the CPU has a way to 
disable interrupts and then reenable them later. While interrupts are disabled, any 
devices that finish continue to assert their interrupt signals, but the CPU is not 
interrupted until interrupts are enabled again. If multiple devices finish while 
interrupts are disabled, the interrupt controller decides which one to let through 
first, usually based on static priorities assigned to each device. The highest prior­
ity device wins. 

1.4.4 Buses 

The organization of Fig. 1-5 was used on minicomputers for years and also on 
the original IBM PC. However, as processors and memories got faster, the ability 
of a single bus (and certainly the IBM PC bus) to handle all the traffic was 
strained to the breaking point. Something had to give. As a result, additional 
buses were added, both for faster I/O devices and for CPU to memory traffic. As 
a consequence of this evolution, a large Pentium system currently looks some­
thing like Fig. 1-11. 

This system has eight buses (cache, local, memory, PCI, SCSI, USB, IDE, 
and ISA), each with a different transfer rate and function. The operating sy tern 
must be aware of all of them for configuration and management. The two main 
buses are the original IBM PC ISA (Industry Standard Architecture) bus and 
its successor, the PCI (Peripheral Component Interconnect) bus. The ISA bus, 
which was originally the IBM PC/AT bus, runs at 8.33 MHz and can transfer 2 
bytes at once, for a maximum speed of 16.67 MB/sec. It is included for backward 
compatibility with old and slow I/O cards . The PCI bus was invented by Intel a a 
successor to the ISA bus . It can run at 66 MHz and transfer 8 bytes at a time, for 
a data rate of 528 MB/sec. Most high-speed I/O devices use the PCI bus now. 
Even some non-Intel computers use the PCI bus due to the large number of I/O 
cards available for it. 

In this configuration, the CPU talks to the PCI bridge chip over the local bus, 
and the PCI bridge chip talks to the memory over a dedicated memory bus, often 
running at 100 MHz. Pentium systems have a level-1 cache on chip and a much 
larger level-2 cache off chip, connected to the CPU by the cache bus . 

In addition, this system contains three specialized buses: IDE, USB, and 
SCSI. The IDE bus is for attaching peripheral devices such as disks and CD-
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Figure 1-11. The structure of a large Pentium system 

ROMs to the system. The IDE bus is an outgrowth of the disk controller interface 
on the PC/ AT and is now standard on nearly all Pentium-based systems for the 
hard disk and often the CD-ROM. 

The USB (Universal Serial Bus) was invented to attach all the slow I/O 
devices, such as the keyboard and mouse, to the computer. It uses a small four­
wire connector, two of which supply electrical power to the USB devices. USB is 
a centralized bus in which a root device polls the I/O devices every 1 msec to see 
if they have any traffic. It can handle an aggregate load of 1.5 MB/sec. All the 
USB devices share a single USB device driver, making it unnecessary to install a 
new driver for each new USB device. Consequently, USB devices can be added 
to the computer without the need to reboot. 

The SCSI (Small Computer System Interface) bus is a high-performance 
bus intended for fast disks, scanners, and other devices needing considerable 
bandwidth. It can run at up to 160 MB/sec. It has been present on Macinto h sys­
tems since they were invented and is also popular on UNIX and some Intel-based 
systems. 

Yet another bus (not shown in Fig. 1-11) is IEEE 1394. Sometimes it is 
called FireWire, although strictly speaking, FireWire is the name Apple uses for 
its implementation of 1394. Like USB, IEEE 1394 is bit serial but is designed for 
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packet transfers at speeds up to 50 MB/sec, making it useful for connecting digital 
camcorders and similar multimedia devices to a computer. Unlike USB, IEEE 
1394 does not have a central controller. SCSI and IEEE 1394 face competition 
from a faster version of USB being developed. 

To work in an environment such as that of Fig. 1-11, the operating system has 
to know what is out there and configure it. This requirement led Intel and Micro­
soft to design a PC system called plug and play, based on a similar concept first 
implemented in the Apple Macintosh. Before plug and play, each I/O card had a 
fixed interrupt request level and fixed addresses for its I/O registers. For example, 
the keyboard was interrupt 1 and used I/O addresses 0x60 to 0x64, the floppy disk 
controller was interrupt 6 and used I/O addresses 0x3F0 to 0x3F7, and the printer 
was interrupt 7 and used I/O addresses 0x378 to 0x37 A, and so on. 

So far, so good. The trouble came when the user bought a sound card and a 
modem card and both happened to use, say, interrupt 4. They would conflict and 
would not work together. The solution was to include DIP switches or jumpers on 
every I/O card and instruct the user to please set them to select an interrupt level 
and I/O device addresses that did not conflict with any others in the user' s system. 
Teenagers who devoted their lives to the intricacies of the PC hardware could 
sometimes do this without making errors. Unfortunately, nobody else could, lead­
ing to chaos. 

What plug and play does is have the system automatically collect information 
about the I/O devices, centrally assign interrupt levels and I/O addresses, and then 
tell each card what its numbers are. Very briefly, that works as follows on the 
Pentium. Every Pentium contains a parentboard (formerly called a motherboard 
before political correctness hit the computer industry). On the parentboard is a 
program called the system BIOS (Basic Input Output System) The BIOS con­
tains low-level I/O software, including procedures to read the keyboard, write to 
the screen, and do disk I/O, among other things. Nowadays, it is held in a flash 
RAM, which is nonvolatile but which can be updated by the operating system 
when bugs are found in the BIOS. 

When the computer is booted, the BIOS is started. It first checks to see how 
much RAM is installed and whether the keyboard and other basic devices are 
installed and responding correctly. It starts out by scanning the ISA and PCI 
buses to detect all the devices attached to them. Some of these devices are typi­
cally legacy (i.e. , designed before plug and play was invented) and have fixed 
interrupt levels and I/O addresses (possibly set by switches or jumpers on the I/O 
card, but not modifiable by the operating system). These devices are recorded. 
The plug and play devices are also recorded. If the devices present are different 
from when the system was last booted, the new devices are configured. 

The BIOS then determines the boot device by trying a list of devices stored in 
the CMOS memory. The user can change this list by entering a BIOS configura­
tion program just after booting. Typically, an attempt is made to boot from the 
floppy disk. If that fails the CD-ROM is tried. If neither a floppy nor a CD-ROM 
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is present, the system is booted from the hard disk. The first sector from the boot 
device is read into memory and executed. This sector contains a program that 
normally examines the partition table at the end of the boot sector to determine 
which partition is active. Then a secondary boot loader is read in from that parti­
tion. This loader reads in the operating system from the active partition and starts 
it. 

The operating system then queries the BIOS to get the configuration informa­
tion. For each device, it checks to see if it has the device driver. If not, it asks the 
user to insert a floppy disk or CD-ROM containing the driver (supplied by the 
device's manufacturer). Once it has all the device drivers, the operating system 
loads them into the kernel. Then it initializes its tables, creates whatever back­
ground processes are needed, and starts up a login program or GUI on each termi­
nal. At least, this is the way it is supposed to work. In real life, plug and play is 
frequently so unreliable that many people call it plug and pray. 

1.5 OPERATING SYSTEM CONCEPTS 

All operating systems have certain basic concepts such as processes, memory, 
and files that are central to understanding them. In the following sections, we will 
look at some of these basic concepts ever so briefly, as an introduction. We will 
come back to each of them in great detail later in this book. To illustrate these 
concepts we will use examples from time to time, generally drawn from UNIX. 
Similar examples typically exist in other systems as well, however. 

1.5.1 Processes 

A key concept in all operating systems is the process. A process is basically 
a program in execution. Associated with each process is its address space, a list 
of memory locations from some minimum (usually 0) to some maximum, which 
the process can read and write. The address space contains the executable pro­
gram, the program' s data, and its stack. Also associated with each process is 
some set of registers, including the program counter, stack pointer, and other 
hardware registers, and all the other information needed to run the program. 

We will come back to the process concept in much more detail in Chap. 2, but 
for the time being, the easiest way to get a good intuitive feel for a process is to 
think about timesharing systems. Periodically, the operating system decides to 
stop running one process and start running another, for example, because the first 
one has had more than its share of CPU time in the past second. 

When a process is suspended temporarily like this , it must later be restarted in 
exactly the same state it had when it was stopped. This means that all information 
about the process must be explicitly saved somewhere during the suspension. For 
example, the process may have several files open for reading at once. Associated 
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with each of these files is a pointer giving the current position (i.e., the number of 
the byte or record to be read next). When a process is temporarily suspended, all 
these pointers must be saved so that a read call executed after the process is re­
started will read the proper data. In many operating systems, all the information 
about each process, other than the contents of its own address space, is stored in 
an operating system table called the process table, which is an array ( or linked 
list) of structures, one for each process currently in existence. 

Thus, a (suspended) process consists of its address space, usually called the 
core image (in honor of the magnetic core memories used in days of yore), and its 
process table entry, which contains its registers, among other things . 

The key process management system calls are those dealing with the creation 
and termination of processes. Consider a typical example. A process called the 
command interpreter or shell reads commands from a terminal. The user has 
just typed a command requesting that a program be compiled. The shell must 
now create a new process that will run the compiler. When that process has fin­
ished the compilation, it executes a system call to terminate itself. 

If a process can create one or more other processes (referred to as child 
processes) and these processes in turn can create child processes, we quickly 
arrive at the process tree structure of Fig. 1-12. Related processes that are 
cooperating to get some job done often need to communicate with one another 
and synchronize their activities. This communication is called interprocess com­
munication, and will be addressed in detail in Chap. 2. 

Figure 1-12. A process tree. Process A created two child processes, B and C. 
Process B created three child processes, D, E, and F. 

Other process system calls are available to request more memory ( or release 
unused memory), wait for a child process to terminate, and overlay its program 
with a different one. 

Occasionally, there is a need to convey information to a running process that 
is not sitting around waiting for this information. For example, a process that is 
communicating with another process on a different computer does so by sending 
messages to the remote process over a computer network. To guard against the 
possibility that a message or its reply is lost, the sender may request that its own 
operating system notify it after a specified number of seconds, so that it can 
retransmit the message if no acknowledgement has been received yet. After set­
ting this timer, the program may continue doing other work. 
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When the specified number of seconds has elapsed, the operating system 
sends an alarm signal to the process. The signal causes the process to tem­
porarily suspend whatever it was doing, ave its registers on the stack, and start 
running a special signal handling procedure, for example, to retransmit a presum­
ably lost message. When the signal handler is done, the running process i re­
started in the state it was in just before the signal. Signals are the software analog 
of hardware interrupts and can be generated by a variety of causes in addition to 
timers expiring. Many traps detected by hardware, such as executing an illegal 
instruction or using an invalid address, are also converted into signals to the guilty 
process. 

Each person authorized to use a system is assigned a UID (User IDentifica­
tion) by the system administrator. Every proces tarted has the UID of the per­
son who started it. A child process has the ame UID as its parent. Users can be 
members of group , each of which has a GID (Group IDentification). 

One UID, called the superuser (in UNIX), has pecial power and may violate 
many of the protection rules. In large installations, only the system administrator 
knows the password needed to become superuser, but many of the ordinary users 
(especially students) devote considerable effort to trying to find flaws in the sys­
tem that allow them to become superuser without the password. 

We will tudy processes, interprocess communication, and related issues in 
Chap. 2. 

1.5.2 Deadlocks 

When two or more processes are interacting, they can sometimes get them­
selves into a stalemate situation they cannot get out of. Such a situation is called 
a deadlock. 

Deadlocks can be t be introduced with a real-world example everyone is fam­
iliar with, deadlock in traffic. Consider the situation of Fig. l-13(a) . Here four 
buses are approaching an intersection. Behind each one are more buses (not 
shown). With a little bit of bad luck, the fir t four could all arrive at the intersec­
tion simultaneously, leading to the situation of Fig. l-13(b ), in which they are 
deadlocked because none of them can go forward. Each one is blocking one of 
the others. They cannot go backward due to other buses behind them. There is no 
easy way out. 

Processes in a computer can experience an analogous situation in which they 
cannot make any progress. For example, imagine a computer with a tape drive 
and CD-recorder. Now imagine that two processes each need to produce a CD­
ROM from data on a tape. Process 1 requests and is granted the tape drive. Next 
process 2 request and is granted the CD-recorder. Then process l requests the 
CD-recorder and is suspended until proces 2 returns it. Finally, process 2 re­
quests the tape drive and is also suspended because process 1 already has it. Here 
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(a) (b) 

Figure 1-13. (a) A potential deadlock. (b) An actual deadlock. 

we have a deadlock from which there is no escape. We will study deadlocks and 
what can be done about them in detail in Chap. 3. 

1.5.3 Memory Management 

Every computer has some main memory that it uses to hold executing pro­
grams. In a very simple operating system, only one program at a time is in 
memory . To run a second program, the first one has to be removed and the 
second one placed in memory. 

More sophisticated operating systems allow multiple programs to be in 
memory at the same time. To keep them from interfering with one another (and 
with the operating system), some kind of protection mechanism is needed. While 
this mechanism has to be in the hardware, it is controlled by the operating system. 

The above viewpoint is concerned with managing and protecting the 
computer's main memory. A different, but equally important memory-related 
issue, is managing the address space of the processes. Normally, each process has 
some set of addresses it can use, typically running from O up to some maximum. 
In the simplest case, the maxim um amount of address space a process has is less 
than the main memory. In this way, a process can fill up its address space and 
there will be enough room in main memory to hold it all. 

However, on many computers addresses are 32 or 64 bits, giving an address 
space of 232 or 264 bytes, respectively. What happens if a process has more 
address space than the computer has main memory and the process wants to use it 
all? In the first computers, such a process was just out of luck. Nowadays, a 
technique called virtual memory exists, in which the operating system keeps part 
of the address space in main memory and part on disk and shuttles pieces back 
and forth between them as needed. This important operating system function, and 
other memory management-related functions will be covered in Chap. 4. 
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1.5.4 Input/Output 

All computers have physical devices for acquiring input and producing output. 
After all, what good would a computer be if the users could not tell it what to do 
and could not get the results after it did the work requested. Many kinds of input 
and output devices exist, including keyboards, monitors, printers, and so on. It is 
up to the operating system to manage these devices. 

Consequently, every operating system has an I/O subsystem for managing its 
VO devices. Some of the VO software is device independent, that is, applies to 
many or all VO devices equally well. Other parts of it, such as device drivers, are 
specific to particular VO devices. In Chap. 5 we will have a look at VO software. 

1.5.5 Files 

Another key concept supported by virtually all operating systems is the file 
system. As noted before, a major function of the operating system is to hide the 
peculiarities of the disks and other I/O devices and present the programmer with a 
nice, clean abstract model of device-independent files. System calls are obviously 
needed to create files, remove files, read files, and write files. Before a file can 
be read, it must be located on the disk and opened, and after it has been read it 
should be closed, so calls are provided to do these things. 

To provide a place to keep files, most operating systems have the concept of a 
directory as a way of grouping files together. A student, for example, might have 
one directory for each course he is taking (for the programs needed for that 
course), another directory for his electronic mail, and still another directory for his 
World Wide Web home page. System calls are then needed to create and remove 
directories. Calls are also provided to put an existing file in a directory, and to 
remove a file from a directory. Directory entries may be either files or other 
directories . This model also gives rise to a hierarchy-the file system-as shown 
in Fig. 1-14. 

The process and file hierarchies both are organized as trees, but the similarity 
stops there. Process hierarchies usually are not very deep (more than three levels 
is unusual) , whereas file hierarchies are commonly four, five, or even more levels 
deep. Process hierarchies are typically short-lived, generally a few minutes at 
most, whereas the directory hierarchy may exist for years . Ownership and protec­
tion also differ for processes and files. Typically, only a parent process may con­
trol or even access a child process, but mechanisms nearly always exist to allow 
files and directories to be read by a wider group than just the owner. 

Every file within the directory hierarchy can be specified by giving its path 
name from the top of the directory hierarchy, the root directory. Such absolute 
path names consist of the list of directories that must be traversed from the root 
directory to get to the file, with slashes separating the components. In Fig. 1-14, 
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Root directory 

Robbert Matty 

Grants 

!K!K 
CS101 SOSP COST-11 

~~ 
Files 

~~ 
Figure 1-14. A file system for a university department. 

the path for file CSJOJ is /Faculty/ProfBrown/Courses/CSJOJ. The leading slash 
indicates that the path is absolute, that is, starting at the root directory. As an 
aside, in MS-DOS and Windows, the backslash (\) character is used as the separa­
tor instead of the slash (/) character, so the file path given above would be written 
as \Faculty\ProfBrown\Courses\CSJOJ . Throughout this book we will generally 
use the UNIX convention for paths. 

At every instant, each process has a current working directory, in which path 
names not beginning with a slash are looked for. As an example, in Fig. 1-14, if 
/Faculty/ProfBrown were the working directory, then use of the path name 
Courses/CSJOJ would yield the same file as the absolute path name given above. 
Processes can change their working directory by issuing a system call specifying 
the new working directory. 

Before a file can be read or written, it must be opened, at which time the per­
missions are checked. If the access is permitted, the system returns a small 
integer called a file descriptor to use in subsequent operations. If the access is 
prohibited, an error code is returned. 

Another important concept in UNIX is the mounted file system. Nearly all 
personal computers have one or more floppy disk drives into which floppy disks 
can be inserted and removed. To provide an elegant way to deal with removable 
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media (including CD-ROMs), UNIX allows the file system on a floppy disk to be 
attached to the main tree. Consider the situation of Fig. l-15(a). Before the 
mount call, the root file system, on the hard disk, and a second file system, on a 
floppy disk, are separate and unrelated. 

Root Floppy 

,M ~d 
□□ 

(a) (b) 

Figure 1-15. (a) Before mounting, the files on drive O are not accessible. (b) 
After mounting, they are part of the file hierarchy. 

However, the file system on the floppy cannot be used, because there is no 
way to specify path names on it. UNIX does not allow path names to be prefixed 
by a drive name or number; that would be precisely the kind of device dependence 
that operating systems ought to eliminate. Instead, the mount system call allows 
the file system on the floppy to be attached to the root file sy tem wherever the 
program wants it to be. In Fig. l-15(b) the file system on the floppy has been 
mounted on directory b, thus allowing access to files lblx and lbly. If directory b 
had contained any files they would not be accessible while the floppy was 
mounted, since lb would refer to the root directory of the floppy. (Not being able 
to access these files is not as serious as it at first seems: file systems are nearly 
always mounted on empty directories .) If a system contains multiple hard di ks, 
they can all be mounted into a single tree as well. 

Another important concept in UNIX is the special file. Special files are pro­
vided in order to make I/O devices look like files. That way, they can be read and 
written using the same system calls as are used for reading and writing files. Two 
kinds of special files exist: block special files and character special files. Block 
special files are used to model devices that consist of a collection of randomly 
addressable blocks, such as disks. By opening a block special file and reading, 
say, block 4, a program can directly access the fourth block on the device, without 
regard to the structure of the file system contained on it. Similarly, character spe­
cial files are used to model printers, modems, and other devices that accept or out­
put a character stream. By convention, the special files are kept in the /dev direc­
tory. For example, /dev/lp might be the line printer. 

The last feature we will discuss in this overview i one that relates to both 
processes and files: pipes. A pipe is a sort of pseudofile that can be used to con­
nect two processes, as shown in Fig. 1-16. If processes A and B wish to talk using 
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a pipe, they must set it up in advance. When process A wants to send data to 
process B, it writes on the pipe as though it were an output file. Process B can 
read the data by reading from the pipe as though it were an input file. Thus, com­
munication between processes in UNIX looks very much like ordinary file reads 
and writes. Stronger yet, the only way a process can discover that the output file 
it is writing on is not really a file, but a pipe, is by making a special system call. 
File systems are very important. We will have much more to say about them in 
Chap. 6 and also in Chaps. 10 and 11. 

1.5.6 Security 

Process Process 

~ 
~ 

Figure 1-16. Two processes connected by a pipe. 

Computers contain large amounts of information that users often want to keep 
confidential. This information may include electronic mail, business plans, tax 
returns, and much more. It is up to the operating system to manage the system 
security so that files, for example, are only accessible to authorized users. 

As a simple example, just to get an idea of how security can work, consider 
UNIX. Files in UNIX are protected by assigning each one a 9-bit binary protection 
code. The protection code consists of three 3-bit fields, one for the owner, one for 
other members of the owner's group (users are divided into groups by the system 
admini strator), and one for everyone else. Each field has a bit for read access, a 
bit for write access, and a bit for execute access. These 3 bits are known as the 
rwx bits. For example, the protection code rwxr-x--x means that the owner can 
read, write, or execute the file, other group members can read or execute (but not 
write) the file, and everyone else can execute (but not read or write) the file. For 
a directory, x indicates search permission. A dash means that the corresponding 
permission is absent. 

In addition to file protection, there are many other security issues. Protecting 
the system from unwanted intruders, both human and nonhuman (e.g., viruses) is 
one of them. We will look at various security issues in Chap. 9. 

1.5.7 The Shell 

The operating system is the code that carries out the system calls. Editors, 
compilers, assemblers, linkers, and command interpreters definitely are not part of 
the operating system, even though they are important and useful. At the risk of 
confusing things somewhat, in this section we will look briefly at the UNIX com-
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mand interpreter, called the shell. Although it is not part of the operating system, 
it makes heavy use of many operating system features and thus serves as a good 
example of how the system calls can be used. It is also the primary interface 
between a user sitting at his terminal and the operating system, unless the user is 
using a graphical user inte1face. Many shells exist, including sh, csh, ksh, and 
bash. All of them support the functionality described below, which derives from 
the original shell (sh). 

When any user logs in, a shell i started up. The shell has the terminal as 
standard input and standard output. It starts out by typing the prompt, a character 
such as a dollar sign, which tells the user that the shell is waiting to accept a com­
mand. If the user now type 

date 

for example, the shell creates a child process and runs the date program as the 
child. While the child process is running, the shell waits for it to terminate. 
When the child finishes , the shell types the prompt again and tries to read the next 
input line. 

The user can specify that standard output be redirected to a file, for example, 

date >file 

Similarly, standard input can be redirected, as in 

sort <file1 >file2 

which invokes the sort program with input taken from file] and output ent to 
file2. 

The output of one program can be used as the input for another program by 
connecting them with a pipe. Thus 

cat file1 file2 file3 I sort >ldev/lp 

invokes the cat program to concatenate three files and send the output to sort to 
arrange all the lines in alphabetical order. The output of sort is redirected to the 
file /dev/lp , typically the printer. 

If a user puts an ampersand after a command, the shell does not wait for it to 
complete. Instead it just gives a prompt immediately. Consequently, 

cat file1 file2 file3 I sort >/dev/lp & 

starts up the sort as a background job, allowing the user to continue working nor­
mally while the sort is going on. The shell has a number of other interesting 
features, which we do not have space to discuss here. Most books on UNIX dis­
cuss the shell at some length (e.g., Kernighan and Pike, 1984; Kochan and Wood, 
1990; Medinets, 1999; Newham and Rosenblatt, 1998; and Robbins, 1999). 
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1.5.8 Recycling of Concepts 

Computer science, like many fields, is largely technology driven. The reason 
the ancient Romans lacked cars is not that they liked walking so much. It is 
because they did not know how to build cars. Personal computers exist not 
because millions of people had some long pent-up desire to own a computer, but 
because it is now possible to manufacture them cheaply. We often forget how 
much technology affects our view of systems and it is worth reflecting on this 
point from time to time. 

In particular, it frequently happens that a change in technology renders some 
idea obsolete and it quickly vanishes. However, another change in technology 
could revive it again. This is especially true when the change has to do with the 
relative performance of different parts of the system. For example, when CPUs 
became much faster than memories, caches became important to speed up the 
"slow" memory. If new memory technology some day makes memories much 
faster than CPUs, caches will vanish. And if a new CPU technology makes them 
faster than memories again, caches will reappear. In biology, extinction is for­
ever, but in computer science, it is sometimes only for a few years. 

As a consequence of this impermanence, in this book we will from time to 
time look at "obsolete" concepts, that is, ideas that are not optimal with current 
technology. However, changes in the technology may bring back some of the so­
called "obsolete concepts. " For this reason, it is important to understand why a 
concept is obsolete and what changes in the environment might bring it back 
agam. 

To make this point clearer, let us consider a few examples. Early computers 
had hardwired instruction sets. The instructions were executed directly by 
hardware and could not be changed. Then came microprogramming, in which an 
underlying interpreter carried out the instructions in software. Hardwired execu­
tion became obsolete. Then RISC computers were invented, and microprogram­
ming (i.e., interpreted execution) became obsolete because direct execution was 
faster. Now we are seeing the resurgence of interpretation in the form of Java 
applets that are sent over the Internet and interpreted upon arrival. Execution 
speed is not always crucial because network delays are so great that they tend to 
dominate. But that could change, too, some day. 

Early operating systems allocated files on the disk by ju t placing them in 
contiguous sectors, one after another. Although this scheme was easy to imple­
ment, it was not flexible because when a file grew, there was not enough room to 
store it any more. Thus the concept of contiguously allocated files was discarded 
as obsolete. Until CD-ROMs came around. There the problem of growing files 
did not exist. All of a sudden, the simplicity of contiguous file allocation was 
seen as a great idea and CD-ROM file systems are now based on it. 

As our final idea, consider dynamic linking. The MULTICS system was 
designed to run day and night without ever stopping. To fix bugs in software, it 
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was necessary to have a way to replace library procedures while they were being 
used. The concept of dynamic linking was invented for this purpose. After MUL­
TICS died, the concept was forgotten for a while. However, it was rediscovered 
when modern operating systems needed a way to allow many programs to share 
the same library procedures without having their own private copies (because 
graphics libraries had grown so large). Most systems now support some form of 
dynamic linking once again. The list goes on, but these examples should make 
the point: an idea that is obsolete today may be the star of the party tomorrow. 

Technology is not the only factor that drives y terns and software. Econom­
ics plays a big role too. In the 1960s and 1970s, most terminals were mechanical 
printing terminals or 25 x 80 character-oriented CRTs rather than bitmap graphic 
terminals. This choice was not a question of technology. Bit-map graphics termi­
nals were in use before 1960. It is just that they cost many tens of thousands of 
dollars each. Only when the price came down enormously could people (other 
than the military) think of dedicating one terminal to an individual user. 

1.6 SYSTEM CALLS 

The interface between the operating sy tern and the user programs i defined 
by the set of system calls that the operating sy tern provides. To really understand 
what operating systems do, we must examine this interface closely. The ystem 
call available in the interface vary from operating system to operating system 
(although the underlying concepts tend to be similar) . 

We are thus forced to make a choice between (l) vague generalities ("operat­
ing systems have system calls for reading files " ) and (2) some specific system 
("UNIX has a read system call with three parameters: one to specify the file, one 
to tell where the data are to be put, and one to tell how many bytes to read"). 

We have chosen the latter approach. It's more work that way, but it gives 
more insight into what operating systems really do. Although thi discussion 
specifically refers to POSIX (International Standard 9945-1 ), hence also to UNIX, 
System V, BSD, Linux, MINIX, etc. , most other modern operating systems have 
system calls that perform the same functions , even if the details differ. Since the 
actual mechanics of issuing a system call are highly machine dependent and often 
must be expressed in assembly code, a procedure library is provided to make it 
possible to make system calls from C programs and often from other languages as 
well. 

It is useful to keep the following in mind. Any ingle-CPU computer can exe­
cute only one instruction at a time. If a process is running a user program in user 
mode and needs a system service, such as reading data from a file, it has to exe­
cute a trap or system call instruction to transfer control to the operating system. 
The operating system then figures out what the calling process wants by inspect­
ing the parameters. Then it carries out the system call and returns control to the 

IBM Ex-1009 
Page 68



SEC. 1.6 SYSTEM CALLS 45 

instruction following the system call. In a sense, making a system call is like 
making a special kind of procedure call, only system calls enter the kernel and 
procedure calls do not. 

To make the system call mechanism clearer, let us take a quick look at the 
read system call. As mentioned above, it has three parameters: the first one speci­
fying the file, the second one pointing to the buffer, and the third one giving the 
number of bytes to read. Like nearly all system calls, it is invoked from C pro­
grams by calling a library procedure with the same name as the system call: read. 
A call from a C program might look like this: 

count = read(fd , buffer, nbytes); 

The system call (and the library procedure) return the number of bytes actually 
read in count. This value is normally the same as nbytes, but may be smaller, if, 
for example, end-of-file is encountered while reading. 

If the system call cannot be carried out, either due to an invalid parameter or a 
disk error, count is set to -1, and the error number is put in a global variable, 
errno. Programs should always check the results of a system call to see if an error 
occurred. 

System calls are performed in a series of steps. To make this concept clearer, 
let us examine the read call discussed above. In preparation for calling the read 
library procedure, which actually makes the read system call, the calling program 
first pushes the parameters onto the stack, as shown in steps 1-3 in Fig. 1-17. C 
and C++ compilers push the parameters onto the stack in reverse order for histori­
cal reasons (having to do with making the first parameter to print!, the format 
string, appear on top of the stack). The first and third parameters are called by 
value, but the second parameter is passed by reference, meaning that the address 
of the buffer (indicated by &) is passed, not the contents of the buffer. Then 
comes the actual call to the library procedure (step 4). This instruction is the nor­
mal procedure call instruction used to call all procedures. 

The library procedure, possibly written in assembly language, typically puts 
the system call number in a place where the operating system expects it, such as a 
register (step 5). Then it executes a TRAP instruction to switch from user mode to 
kernel mode and start execution at a fixed address within the kernel (step 6). The 
kernel code that starts examines the system call number and then dispatches to the 
correct system call handler, usually via a table of pointers to system call handlers 
indexed on system call number (step 7). At that point the system call handler runs 
(step 8). Once the system call handler has completed its work, control may be 
returned to the user-space library procedure at the instruction following the TRAP 

instruction (step 9). This procedure then returns to the user program in the usual 
way procedure calls return (step 10). 

To finish the job, the user program has to clean up the stack, as it does after 
any procedure call (step 11). Assuming the stack grows downward, as it often 
does, the compiled code increments the stack pointer exactly enough to remove 
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Address 
OxFFFFFFFF 

User space 

Kernel space { 
(Operating system) 

0 

INTRODUCTION 

Return to caller 

I\ Trap to the kernel 

5 Put code for read in register 

4 j 
Increment SP 11 

Call read 

3 Push Id 

2 Push &buffer 

1 Push nbytes 

6 1 
t 

Dispatch I 7 I I~ I Sys call 

I handler 

CHAP. 1 

} 

Library 
procedure 
read 

} 

User program 
calling read 

Figure 1-17. The l l steps in making the ystem call read(fd, buffer, nbytes) . 

the parameters pushed before the call to read. The program is now free to do 
whatever it wants to do next. 

In step 9 above, we said "may be returned to the user-space library procedure 
... " for good reason. The system call may block the caller, preventing it from 
continuing. For example, if it is trying to read from the keyboard and nothing has 
been typed yet, the caller has to be blocked. In this case, the operating system 
will look around to see if some other process can be run next. Later, when the 
desired input is available, this process will get the attention of the system and 
steps 9-11 will occur. 

In the following sections, we will examine some of the most heavily used 
POSIX system calls, or more specifically, the library procedures that make those 
system calls. POSIX has about 100 procedure calls. Some of the most important 
ones are listed in Fig. 1-18, grouped for convenience in four categories. In the 
text we will briefly examine each call to see what it does. To a large extent, the 
services offered by these calls determine most of what the operating system has to 
do, since the resource management on personal computers is minimal (at least 
compared to big machine with multiple users). The services include things like 
creating and terminating processes, creating, deleting, reading, and writing files , 
managing directories, and pe1forming input and output. 
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Process management 

Call Description 

pid =fork() Create a child process identical to the parent 

pid = waitpid(pid, &statloc, options) Wait for a ch ild to terminate 

s = execve(name, argv, environp) Replace a process' core image 

exit(status) Terminate process execution and return status 

File management 

Call Description 

fd = open(file, how, ... ) Open a file for reading, writing or both 

s = close(fd) Close an open file 

n = read(fd , buffer, nbytes) Read data from a file into a buffer 

n = write(fd, buffer, nbytes) Write data from a buffer into a file 

position = lseek(fd, offset, whence) Move the fi le pointer 

s = stat(name, &but) Get a file's status information 

Directory and file system management 

Call Description 

s = mkdir(name; mode) Create a new directory 

s = rmdir(name) Remove an empty directory 

s = link(name1, name2) Create a new entry, name2, pointing to name1 

s = unl ink(name) Remove a directory entry 

s = mount(special , name, flag) Mount a file system 

s = umount(special) Unmount a file system 

Miscellaneous 

Call Description 

s = chd ir(d irname) Change the working directory 

s = chmod(name, mode) Change a file's protection bits 

s = kill(pid, signal) Send a signal to a process 

seconds= time(&seconds) Get the elapsed time since Jan. 1, 1970 

Figure 1-18. Some of the major POSIX system calls. The return codes is -1 if 
an error has occu1Ted. The return codes are as follows: pid is a process id,fd is a 
file descriptor, n is a byte count, position is an offset within the file, and seconds 
is the elapsed time. The parameters are explained in the text. 

As an aside, it is worth pointing out that the mapping of POSIX procedure 
calls onto system calls is not one-to-one. The POSIX standard specifies a number 
of procedures that a conformant system must supply, but it does not specify 
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whether they are system calls, library calls, or something else. If a procedure can 
be carried out without invoking a system call (i.e. , without trapping to the kernel), 
it will usually be done in user space for reasons of performance. However, most 
of the POSIX procedures do invoke system calls, usually with one procedure map­
ping directly onto one system call. In a few cases, especially where several 
required procedures are only minor variations of one another, one system call han­
dles more than one library call. 

1.6.1 System Calls for Process Management 

The first group of calls in Fig. 1-18 deals with process management. Fork is a 
good place to start the discussion. Fork is the only way to create a new process in 
UNIX. It creates an exact duplicate of the original process, including all the file 
descriptors, registers-everything. After the fork , the original process and the 
copy (the parent and child) go their separate ways. All the variables have identi­
cal values at the time of the fork , but since the parent's data are copied to create 
the child, subsequent changes in one of them do not affect the other one. (The 
program text, which is unchangeable, is shared between parent and child.) The 
fork call returns a value, which is zero in the child and equal to the child's process 
identifier or PID in the parent. Using the returned PID, the two processes can see 
which one is the parent process and which one is the child process. 

In most cases, after a fork , the child will need to execute different code from 
the parent. Consider the case of the shell. It reads a command from the terminal, 
forks off a child process, waits for the child to execute the command, and then 
reads the next command when the child terminates. To wait for the child to fin­
ish, the parent executes a waitpid system call, which just waits until the child ter­
minates (any child if more than one exists). Waitpid can wait for a specific child, 
or for any old child by setting the first parameter to -1 . When waitpid completes, 
the address pointed to by the second parameter, statloc, will be set to the child' s 
exit status (normal or abnormal termination and exit value). Various options are 
also provided, specified by the third parameter. 

Now consider how fork is used by the shell. When a command is typed, the 
shell forks off a new process . This child process must execute the user command. 
It does this by using the execve system call, which causes its entire core image to 
be replaced by the file named in its first parameter. (Actually, the system call 
itself is exec, but several different library procedures call it with different parame­
ters and slightly different names. We will treat these as system calls here.) A 
highly simplified shell illustrating the use of fork, waitpid , and execve is shown in 
Fig. 1-19. 

In the most general case, execve has three parameters: the name of the file to 
be executed, a pointer to the argument array, and a pointer to the environment 
array. These will be described shortly. Various library routines, including execl, 
execv, execle, and execve, are provided to allow the parameters to be omitted or 

IBM Ex-1009 
Page 72



SEC. 1.6 SYSTEM CALLS 

#define TRUE 1 

while (TRUE) { 
type_prompt( ); 
read_command(command, parameters); 

if (fork() != 0) { 
I* Parent code. *I 
waitpid(-1, &status, O) ; 

} else { 
/* Child code. */ 
execve(command, parameter$, O); 

49 

I* repeat forever *I 
/* display prompt on the screen *I 
I* read input from term inal *I 

I* fork off child process *I 

I* wait for child to exit *I 

I* execute command *I 

Figure 1-19. A stripped-down shell. Throughout this book, TRUE is assumed 
to be defined as I. 

specified in various ways. Throughout this book we will use the name exec to 
represent the system call invoked by all of these. 

Let us consider the case of a command such as 

cp file1 file2 

used to copy file ] to file2. After the shell has forked, the child process locates and 
executes the file cp and passes to it the names of the ource and target file . 

The main program of cp (and main program of most other C programs) con­
tains the declaration 

main(argc, argv, envp) 

where argc is a count of the number of items on the command line, including the 
program name. For the example above, argc is 3. 

The second parameter, argv, is a pointer to an array. Element i of that anay is 
a pointer to the i-th string on the command line. In our example, argv[O] would 
point to the string "cp" , argv[l] would point to the string "filel" and argv[2] 
would point to the string "file2". 

The third parameter of main., en.vp, is a pointer to the environment, an anay of 
strings containing assignments of the form name = value used to pass information 
such as the terminal type and home directory name to a program. In Fig. 1-19, no 
environment is passed to the child, so the third parameter of execve is a zero. 

If exec seems complicated, do not despair; it is (semantically) the most com­
plex of all the POSIX system calls. All the other ones are much simpler. As an 
example of a simple one, consider exit, which processes should use when they are 
finished executing. It has one parameter, the exit status (0 to 255), which is 
returned to the parent via statloc in the waitpid system call. 
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Processes in UNIX have their memory divided up into three segments: the text 
segment (i .e., the program code), the data segment (i .e. , the variables), and the 
stack segment. The data segment grows upward and the stack grows downward, 
as shown in Fig. 1-20. Between them is a gap of unused address space. The stack 
grows into the gap automatically, as needed, but expansion of the data segment is 
done explicitly by using a system call, brk, which specifies the new address where 
the data segment is to end. This call, however, is not defined by the POSIX stan­
dard, since programmers are encouraged to use the malloc library procedure for 
dynamically allocating storage, and the underlying implementation of malloc was 
not thought to be a uitable subject for standardization since few programmers use 
it directly. 

Address (hex) 

,------, FFFF 

Text 
'------' 0000 

Figure 1-20. Processes have three segments: text, data, and stack. 

1.6.2 System Calls for File Management 

Many system calls relate to the file system. In this section we will look at 
calls that operate on individual files; in the next one we will examine those that 
involve directories or the file system as a whole. 

To read or write a file, the file must first be opened using open . This call 
specifies the file name to be opened, either as an absolute path name or relative to 
the working directory, and a code of O_RDONLY, O_ WRONLY, or O_RDWR, 
meaning open for reading, writing, or both. To create a new file, O_CREAT is 
used. The file descriptor returned can then be used for reading or writing. After­
ward, the file can be closed by close, which makes the file descriptor available for 
reuse on a subsequent open. 

The most heavily used calls are undoubtedly read and write. We saw read 
earlier. Write has the same parameters. 

Although most programs read and write files sequentially, for some applica­
tions programs need to be able to access any part of a file at random. Associated 
with each file is a pointer that indicates the cun-ent position in the file. When 
reading (writing) sequentially, it normally points to the next byte to be read (writ­
ten). The lseek call changes the value of the position pointer, so that subsequent 
calls to read or write can begin anywhere in the file. 
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Lseek has three parameters: the first is the file descriptor for the file, the 
second is a file position, and the third tells whether the file position is relative to 
the beginning of the file, the current position, or the end of the file. The value 
returned by lseek is the absolute position in the file after changing the pointer. 

For each file, UNIX keeps track of the file mode (regular file, special file, 
directory, and so on), size, time of last modification, and other information. Pro­
grams can ask to see this information via the stat system call. The first parameter 
specifies the file to be inspected; the second one is a pointer to a structure where 
the information is to be put. 

1.6.3 System Calls for Directory Management 

In this section we will look at some system calls that relate more to directories 
or the file system as a whole, rather than just to one specific file as in the previous 
section. The first two calls, mkdir and rmdir, create and remove empty directories, 
respectively . The next call is link. Its purpose is to allow the same file to appear 
under two or more names, often in different directories. A typical use is to allow 
several members of the same programming team to share a common file, with 
each of them having the file appear in his own directory, possibly under different 
names. Sharing a file is not the same as giving every team member a private 
copy, because having a shared file means that changes that any member of the 
team makes are instantly visible to the other members-there is only one file. 
When copies are made of a file, subsequent changes made to one copy do not 
affect the other ones. 

To see how link works, consider the situation of Fig. l-2l(a). Here are two 
users , ast and Jim, each having their own directories with some files . If ast now 
executes a program containing the system call 

link("/usr/jim/memo", "/usr/ast/note"); 

the file memo in Jim's directory is now entered into ast's directory under the name 
note . Thereafter, /usr/jimlmemo and /usr/astlnote refer to the same file. As an 
as ide, whether user directories are kept in /usr, /user, /home , or somewhere else is 
simply a decision made by the local system administrator. 

Understanding how link works will probably make it clearer what it does. 
Every file in UNIX has a unique number, its i-number, that identifies it. This i­
number is an index into a table of i-nodes, one per file, telling who owns the file, 
where its disk blocks are, and so on. A directory is simply a file containing a set 
of (i-number, ASCII name) pairs. In the first versions of UNIX, each directory 
entry was 16 bytes- 2 bytes for the i-number and 14 bytes for the name. Now a 
more complicated structure is needed to support long file names, but conceptually 
a directory is still a set of (i-number, ASCII name) pairs. In Fig. 1-21, mail has i­
number 16, and so on. What link does is simply create a new directory entry with 
a (possibly new) name, using the i-number of an existing file. In Fig. 1-21(b), two 
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/usr/ast /usr/jim 

16 mail 31 bin 
81 games 70 memo 
40 test 59 f.c . 

38 prog1 

(a) 

INTRODUCTION 

/usr/ast 

16 mail 
81 games 
40 test 
70 note 

(b) 

/usr/j im 

31 bin 
70 memo 
59 I.e. 
38 prog1 

CHAP. I 

Figure 1-21. (a) Two directories before linking /usr/jimlmemo to ast 's directory. 
(b) The same directorie after linking. 

entries have the same i-number (70) and thus refer to the same file. If either one 
is later removed, using the unlink system call, the other one remains. If both are 
removed, UNIX sees that no entries to the file exist (a field in the i-node keeps 
track of the number of directory entries pointing to the file), so the file is removed 
from the disk. 

As we have mentioned earlier, the mount system call allows two file systems 
to be merged into one. A common situation is to have the root file system con­
taining the binary (executable) versions of the common commands and other 
heavily used files, on a hard disk. The user can then insert a floppy disk with files 
to be read into the floppy disk drive. 

By executing the mount system call, the floppy di k file system can be 
attached to the root file sy tern, as shown in Fig. 1-22. A typical statement in C to 
perform the mount is 

mount("/dev/fd0", "/mnt", 0) ; 

where the first parameter is the name of a block special file for drive 0, the second 
parameter is the place in the tree where it is to be mounted, and the third parame­
ter tells whether the file system is to be mounted read-write or read-only. 

bin dev lib mnt usr 

(a) (b) 

Figure 1-22. (a) File system before the mount. (b) File system after the mount. 

After the mount call, a file on drive O can be accessed by just using its path 
from the root directory or the working directory, without regard to which drive it 
is on. In fact, second, third, and fourth drives can also be mounted anywhere in 
the tree. The mount call makes it possible to integrate removable media into a 
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single integrated file hierarchy, without having to worry about which device a file 
is on . Although this example involves floppy disks , hard disks or portions of hard 
disks (often called partitions or minor devices) can also be mounted this way. 
When a file system is no longer needed, it can be unmounted with the umount sys­
tem call. 

1.6.4 Miscellaneous System Calls 

A variety of other system calls exist as well. We will look at just four of them 
here. The chdir call changes the current working directory. After the call 

chdir("/usr/ast/test"); 

an open on the file xyz will open /usrlastltest/xyz. The concept of a working 
directory eliminates the need for typing (long) absolute path names all the time. 

In UNIX every file has a mode used for protection. The mode includes the 
read-write-execute bits for the owner, group, and others. The chmod system call 
makes it possible to change the mode of a file . For example, to make a file read­
only by everyone except the owner, one could execute 

chmod("file", 0644) ; 

The kill system call is the way users and user processes send signals. If a 
proce s is prepared to catch a particular signal, then when it arrives, a signal 
handler is run. If the process is not prepared to handle a signal, then its arrival 
kills the process (hence the name of the call). 

POSIX defines several procedures for dealing with time. For example, time 
just returns the current time in seconds, with O corresponding to Jan. 1, 1970 at 
midnight (just as the day was starting, not ending) . On computers with 32-bit 
words, the maximum value time can return is 232 - l econds (assuming an 
unsigned integer is used). This value corresponds to a little over 136 years. Thus 
in the year 2106, 32-bit UNIX systems will go ber erk, imitating the famous Y2K 
problem. If you currently have a 32-bit UNIX system, you are advised to trade it 
in for a 64-bit one ometime before the year 2106. 

1.6.5 The Windows Win32 API 

So far we have focused primarily on UNIX. Now it is time to look briefly at 
Window . Windows and UNIX differ in a fundamental way in their respective 
programming models. A UNIX program consists of code that does something or 
other, making system calls to have certain services performed. In contrast, a Win­
dows program is normally event driven. The main program waits for some event 
to happen , then calls a procedure to handle it. Typical events are keys being 
struck, the mouse being moved, a mouse button being pushed, or a floppy disk 
inserted. Handlers are then called to process the event, update the screen and 
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update the internal program state. All in all, this leads to a somewhat different 
style of programming than with UNIX, but since the focus of this book is on 
operating system function and structure, these different programming models will 
not concern us much more. 

Of course, Windows also has system cans. With UNIX, there is almost a 1-
to-1 relationship between the system calls (e.g., read) and the library procedures 
(e.g., read') used to invoke the system calls. In other words, for each system can, 
there is roughly one library procedure that is called to invoke it, as indicated in 
Fig. 1-17. Furthermore, POSIX has only about 100 procedure calls. 

With Windows, the situation is radically different. To start with, the library 
calls and the actual system calls are highly decoupled. Micro oft has defined a set 
of procedures, called the Win32 API (Application Program Interface) that pro­
grammers are expected to use to get operating system services. This interface is 
(partially) supported on all versions of Windows since Windows 95. By decou­
pling the interface from the actual system calls, Microsoft retains the abi lity to 
change the actual system calls in time (even from release to release) without 
invalidating existing programs. What actually constitutes Win32 is also slightly 
ambiguous since Windows 2000 has many new calls that were not previously 
available. In this section, Win32 means the interface supported by all versions of 
Windows. 

The number of Win32 API calls is extremely large, numbering in the 
thousands. Furthermore, while many of them do invoke system calls, a substan­
tial number are carried out entirely in user space. As a consequence, with Win­
dows it is impossible to see what is a system call (i.e., performed by the kernel) 
and what is simply a user-space library call. In fact, what is a system call in one 
version of Windows may be done in user space in a different version, and vice 
versa. When we discuss the Windows system calls in this book, we will u e the 
Win32 procedures (where appropriate) since Micro oft guarantees that these will 
be stable over time. But it is worth remembering that not all of them are true sys­
tem calls (i.e. , traps to the kernel) . 

Another complication is that in UNIX, the GUI (e.g., X Windows and Motif) 
runs entirely in user space, so the only system calls needed for writing on the 
screen are write and a few other minor ones. Of course, there are a large number 
of calls to X Windows and the GUI, but these are not system calls in any sense. 

In contrast, the Win32 API has a huge number of calls for managing win­
dows, geometric figures , text, fonts, scrollbars, dialog boxes, menus, and other 
features of the GUI. To the extent that the graphics subsystem runs in the kernel 
(true on some versions of Windows but not on all), these are system calls; other­
wise they are just library calls. Should we discuss these calls in this book or not? 
Since they are not really related to the function of an operating system, we have 
decided not to, even though they may be carried out by the kernel. Readers 
interested in the Win32 API should consult one of the many books on the subject, 
for example (Hart, 1997; Rector and Newcomer, 1997; and Simon, 1997). 
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Even introducing all the Win32 API calls here is out of the question, so we 
will restrict our elves to those calls that roughly correspond to the functionality of 
the UNIX calls listed in Fig. 1-18. These are listed in Fig. 1-23. 

UNIX Win32 Description 

fork Create Process Create a new process 

waitpid WaitForSingleObject Can wait for a process to exit 

execve (none) CreateProcess = fork + execve 

exit Exit Process Terminate execution 

open CreateFile Create a file or open an existing file 

close CloseHandle Close a file 

read ReadFile Read data from a file 

write WriteFile Write data to a file 

lseek SetFilePointer Move the file pointer 

stat GetFileAttributesEx Get various file attributes 

mkdir CreateDirectory Create a new directory 

rmdir RemoveDirectory Remove an empty directory 

link (none) Win32 does not support links 

unlink Delete File Destroy an existing file 

mount (none) Win32 does not support mount 

umount (none) Win32 does not support mount 

chdir SetCurrentDirectory Change the current working directory 

chmod (none) Win32 does not support security (although NT does) 

kill (none) Win32 does not support signals 

time GetlocalTime Get the current time 

Figure 1-23. The Win32 API cal ls that roughly correspond to the UN IX calls of 
Fig. 1-18. 

Let us now briefly go through the list of Fig. 1-23. CreateProcess creates a 
new process . It does the combined work of fork and execve in UNIX. It has many 
parameters specifying the properties of the newly created process. Windows does 
not have a process hierarchy as UNIX does so there is no concept of a parent proc­
ess and a child process. After a process is created, the creator and createe are 
equals. WaitForSingleObject is used to wait for an event. Many possible events 
can be waited for. If the parameter specifies a process, then the caller waits for 
the specified process to exit, which is done using ExitProcess . 

The next six calls operate on files and are functionally similar to their UNIX 
counterparts although they differ in the parameters and details. Still, files can be 
opened, closed, read, and written pretty much as in UNIX. The SetFilePointer and 

I 

GetFileAttributesEx calls set the file position and get some of the file attributes. 
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Windows has directories and they are created with CreateDirectory and 
RemoveDirectory, respectively. There is also a notion of a current directory, set 
by SetCurrentDirectory. The current time is acquired using GetlocalTime . 

The Win32 interface does not have links to files, mounted file systems, secu­
rity, or signals, so the calls corresponding to the UNIX ones do not exist. Of 
course, Win32 has a huge number of other calls that UNIX does not have, espe­
cially for managing the GUI. And Windows 2000 has an elaborate security sys­
tem and also supports file links. 

One la t note about Win32 is perhaps worth making. Win32 is not a terribly 
uniform or consistent interface. The main culprit here was the need to be back­
ward compatible with the previous 16-bit interface used in Windows 3.x. 

1.7 OPERATING SYSTEM STRUCTURE 

Now that we have seen what operating systems look like on the outside (i.e., 
the programmer' s interface), it is time to take a look inside. In the following sec­
tions, we will examine five different structures that have been tried, in order to get 
some idea of the spectrum of possibilities. These are by no means exhaustive, but 
they give an idea of ome designs that have been tried in practice. The five 
designs are monolithic systems, layered system , vi1tual machines, exokemels, 
and client-server systems. 

1.7.1 Monolithic Systems 

By far the most common organization, this approach might well be subtitled 
"The Big Mess." The structure is that there is no structure. The operating system 
is written as a collection of procedures, each of which can call any of the other 
ones whenever it needs to. When this technique is used, each procedure in the 
system has a well-defined interface in terms of parameters and results, and each 
one is free to call any other one, if the latter provides some useful computation 
that the former needs. 

To construct the actual object program of the operating system when this 
approach is used, one first compiles all the individual procedures, or files contain­
ing the procedures, and then binds them all together into a single object file using 
the system linker. In terms of information hiding, there is essentially none- every 
procedure is visible to every other procedure (as opposed to a structure containing 
modules or packages, in which much of the information is hidden away inside 
modules, and only the officially designated entry points can be called from out­
side the module). 

Even in monolithic systems, however, it is possible to have at least a little 
structure. The services (system calls) provided by the operating system are 
requested by putting the parameters in a well-defined place (e.g., on the stack) and 
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then executing a trap instruction. This instruction switches the machine from user 
mode to kernel mode and transfers control to the operating system, shown as step 
6 in Fig. 1-17. The operating system then fetches the parameters and determines 
wh ich system call is to be can-ied out. After that, it indexes into a table that con­
tains in slot k a pointer to the procedure that can-ies out system call k (step 7 in 
Fig. 1-17). 

This organization suggests a basic structure for the operating system: 

1. A main program that invokes the requested service procedure. 

2. A set of service procedures that carry out the system calls. 

3. A set of utility procedures that help the service procedures. 

In this model, for each system call there is one service procedure that takes care 
of it. The utility procedures do things that are needed by several service pro­
cedures, such as fetching data from user programs. This division of the pro­
cedures into three layers is shown in Fig. 1-24. 

Main 
procedure 

Service 
procedures 

Utility 
procedures 

Figure 1-24. A simple tructuring model for a monolithic system. 

1. 7 .2 Layered Systems 

A generalization of the approach of Fig. 1-24 is to organize the operating sys­
tem as a hierarchy of layers, each one constructed upon the one below it. The first 
system constructed in this way was the THE system built at the Technische 
Hogeschool Eindhoven in the Netherlands by E. W. Dijkstra (1968) and his stu­
dents. The THE system was a simple batch system for a Dutch computer, the 
Electrologica X8, which had 32K of 27-bit words (bits were expensive back then). 

The system had 6 layers, as shown in Fig. 1-25. Layer O dealt with allocation 
of the processor, switching between processes when interrupts occurred or timers 
expired. Above layer 0, the system consisted of sequential processes, each of 
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which could be programmed without having to worry about the fact that multiple 
processes were running on a single processor. In other words, layer O provided 
the basic multiprogramming of the CPU. 

Layer Function 

5 The operator 

4 User programs 

3 Input/output management 

2 Operator-process communication 

1 Memory and drum management 

0 Processor allocation and multiprogramming 

Figure 1-25. Structure of the THE operating system. 

Layer 1 did the memory management. It allocated space for processes in 
main memory and on a 512K word drum used for holding parts of processes 
(pages) for which there was no room in main memory. Above layer 1, processes 
did not have to worry about whether they were in memory or on the drum; the 
layer 1 software took care of making sure pages were brought into memory when­
ever they were needed. 

Layer 2 handled communication between each process and the operator con­
sole. Above this layer each process effectively had its own operator console. 
Layer 3 took care of managing the I/0 devices and buffering the information 
streams to and from them. Above layer 3 each process could deal with abstract 
I/0 devices with nice properties, instead of real devices with many peculiarities. 
Layer 4 was where the user programs were found. They did not have to worry 
about process, memory, console, or I/0 management. The system operator proc­
ess was located in layer 5. 

A further generalization of the layering concept was present in the MULTICS 
system. Instead of layers, MULTICS was described as having a series of concen­
tric rings, with the inner ones being more privileged than the outer ones (which is 
effectively the same thing). When a procedure in an outer ring wanted to call a 
procedure in an inner ring, it had to make the equivalent of a system call, that is, a 
TRAP instruction whose parameters were carefully checked for validity before 
allowing the call to proceed. Although the entire operating system was part of the 
address space of each user process in MULTICS, the hardware made it possible to 
designate individual procedures (memory segments, actually) as protected against 
reading, writing, or executing. 

Whereas the THE layering scheme was really only a design aid, because all 
the parts of the system were ultimately linked together into a single object pro­
gram, in MULTICS , the ring mechanism was very much present at run time and 
enforced by the hardware. The advantage of the ring mechanism is that it can 
easily be extended to structure user subsystems. For example, a professor could 
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write a program to test and grade student programs and run thi program in ring n, 
with the student programs running in ring n + l so that they could not change their 
grades. 

1.7.3 Virtual Machines 

The initial releases of OS/360 were strictly batch systems. Nevertheless, many 
360 users wanted to have timesharing, so various groups, both inside and outside 
IBM decided to write timesharing systems for it. The official IBM timesharing 
system, TSS/360, was delivered late, and when it finally arrived it was so big and 
slow that few sites converted to it. It was eventually abandoned after its develop­
ment had consumed some $50 million (Graham, 1970). But a group at IBM's 
Scientific Center in Cambridge, Massachu etts, produced a radically different sys­
tem that IBM eventually accepted as a product, and which is now widely used on 
its remaining mainframes. 

This system, originally called CP/CMS and later renamed VM/370 (Seawright 
and MacKinnon, 1979), was based on an astute observation: a timesharing system 
provides (1) multiprogramming and (2) an extended machine with a more con­
venient interface than the bare hardware. The essence of VM/370 is to completely 
separate these two functions. 

The heart of the system, known as the virtual machine monitor, runs on the 
bare hardware and does the multiprogramming, providing not one, but several vir­
tual machines to the next layer up, as shown in Fig. 1-26. However, unlike all 
other operating systems, these virtual machines are not extended machines, with 
files and other nice features. Instead, they are exact copies of the bare hardware, 
including kernel/user mode, I/0, interrupts, and everything else the real machine 
has. 

1/0 instructions here 

Trap here 

Virtual 370s 

CMS 

VM/370 

370 Bare hardware 

Figure 1-26. The structure of YM/370 with CMS. 

System calls here 

Trap here 

Because each virtual machine is identical to the true hardware, each one can 
run any operating system that will run directly on the bare hardware. Different 
virtual machines can, and frequently do, run different operating systems. Some 
run one of the descendants of OS/360 for batch or transaction processing, while 
other ones run a single-user, interactive system called CMS (Conversational 
Monitor System) for interactive timesharing users. 
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When a CMS program executes a system call, the call is trapped to the operat­
ing system in its own virtual machine, not to VM/370, just as it would if it were 
running on a real machine instead of a virtual one. CMS then issues the normal 
hardware l/O instructions for reading its virtual disk or whatever is needed to 
carry out the call. These I/O instruction are trapped by VM/370, which then per­
forms them as part of its simulation of the real hardware. By completely separat­
ing the functions of multiprogramming and providing an extended machine, each 
of the pieces can be much simpler, more flexible, and easier to maintain. 

The idea of a virtual machine is heavily used nowaday in a different context: 
running old MS-DOS programs on a Pentium (or other 32-bit Intel CPU). When 
designing the Pentium and its software, both Intel and Microsoft realized that 
there would be a big demand for running old software on new hardware. For this 
reason, Intel provided a virtual 8086 mode on the Pentium. In this mode, the 
machine acts like an 8086 (which is identical to an 8088 from a software point of 
view), including 16-bit addressing with a 1-MB limit. 

This mode is used by Windows and other operating sy terns for running MS­
DOS programs. These programs are started up in virtual 8086 mode. As long as 
they execute normal instructions, they run on the bare hardware. However, when 
a program tries to trap to the operating system to make a system call, or tries to do 
protected I/O directly, a trap to the virtual machine monitor occurs. 

Two variants on this design are possible. In the first one, MS-DOS itself is 
loaded into the virtual 8086's address space, so the virtual machine monitor just 
reflects the trap back to MS-DOS, ju t as would happen on a real 8086. When 
MS-DOS later tries to do the I/O itself, that operation is caught and carried out by 
the virtual machine monitor. 

In the other variant, the virtual machine monitor just catches the first trap and 
does the I/O itself, since it knows what all the MS-DOS ystem calls are and thus 
knows what each trap is supposed to do. This variant is less pure than the first 
one, since it only emulates MS-DOS correctly, and not other operating system , as 
the first one doe . On the other hand, it is much faster, since it saves the trouble 
of starting up MS-DOS to do the I/O. A further disadvantage of actually running 
MS-DOS in virtual 8086 mode is that MS-DOS fiddles around with the interrupt 
enable/disable bit quite a lot, all of which must be emulated at considerable cost. 

It is worth noting that neither of these approaches are really the same as 
VM/370, since the machine being emulated is not a full Pentium, but only an 8086. 
With the VM/370 system, it is possible to run VM/370, itself, in the virtual 
machine. With the Pentium, it is not possible to run, say, Windows in the virtual 
8086 because no version of Windows runs on an 8086; a 286 is the minimum for 
even the oldest version, and 286 emulation is not provided (let alone Pentium 
emulation). However, by modifying the Windows binary slightly, this emulation 
is possible and even available in commercial products. 

Another area where virtual machines are used, but in a somewhat different 
way, is for running Java programs. When Sun Microsystems invented the Java 
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programming language, it also invented a virtual machine (i.e., a computer archi­
tecture) called the JVM (Java Virtual Machine). The Java compiler produces 
code for JVM, which then typically is executed by a software JVM interpreter. 
The advantage of this approach is that the JVM code can be shipped over the 
Internet to any computer that has a JVM interpreter and run there. If the compiler 
had produced SPARC or Pentium binary programs, for example, they could not 
have been shipped and run anywhere as easi ly. (Of course, Sun could have pro­
duced a compiler that produced SPARC binaries and then distributed a SPARC 
interpreter, but JVM is a much simpler architecture to interpret.) Another advan­
tage of using JVM is that if the interpreter is implemented properly, which is not 
completely trivial, incoming JVM programs can be checked for safety and then 
executed in a protected environment so they cannot steal data or do any damage. 

1. 7 .4 Exokernels 

With YM/370, each user process gets an exact copy of the actual computer. 
With virtual 8086 mode on the Pentium, each user proces gets an exact copy of a 
different computer. Going one step further, researchers at M.I.T. have built a sys­
tem that gives each user a clone of the actual computer, but with a subset of the 
resources (Engler et al., 1995). Thus one virtual machine might get disk blocks 0 
to 1023, the next one might get block 1024 to 2047, and so on. 

At the bottom layer, running in kernel mode, is a program called the exoker­
nel. Its job is to allocate resources to virtual machines and then check attempts to 
use them to make sure no machine is trying to use somebody else's resources. 
Each user-level virtual machine can run its own operating system, as on VM/370 
and the Pentium virtual 8086 , except that each one is restricted to using only the 
re ources it has asked for and been allocated. 

The advantage of the exokernel scheme is that it saves a layer of mapping. In 
the other designs, each virtual machine thinks it has its own disk, with blocks run­
ning from O to some maximum, so the virtual machine monitor must maintain 
tables to remap disk addresses (and all other resources). With the exokernel , this 
remapping is not needed. The exokernel need only keep track of which virtual 
machine has been assigned which resource. This method still has the advantage 
of separating the multiprogramming (in the exokernel) from the user operating 
system code (in user space), but with less overhead, since all the exokernel has to 
do is keep the virtual machines out of each other's hair. 

1.7.5 Client-Server Model 

YM/370 gains much in simplicity by moving a large part of the traditional 
operating system code (implementing the extended machine) into a higher layer, 
CMS . Nevertheless, VM/370 itself is still a complex program because simulating a 
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number of virtual 370s in their entirety is not that simple (especially if you want 
to do it reasonably efficiently). 

A trend in modem operating systems is to take the idea of moving code up 
into higher layers even further and remove as much as possible from kernel mode, 
leaving a mjnimal microkernel. The usual approach is to implement most of the 
operating system in user processes. To request a service, such as reading a block 
of a file, a user process (now known as the client process) sends the request to a 
server process, which then does the work and sends back the answer. 

Client Client 
process process 

Process Terminal 
server server 

Microkernel 

File Memory 
server server 

Client obtains 
service by 
sending messages 
to server processes 

Figure 1-27. The client-server model. 

} User mode 

} Kernel mode 

In this model, shown in Fig. 1-27, all the kernel does is handle the communi­
cation between clients and servers. By splitting the operating system up into 
parts, each of which only handles one facet of the system, such as file service, 
process service, terminal service, or memory service, each part becomes small 
and manageable. Furthermore, because all the servers run as user-mode proc­
esses, and not in kernel mode, they do not have direct access to the hardware. As 
a consequence, if a bug in the file server is triggered, the file service may crash, 
but this will not usually bring the whole machine down. 

Another advantage of the client-server model is its adaptability to use in dis­
tributed systems (see Fig. 1-28). If a client communicates with a server by send­
ing it messages, the client need not know whether the message is handled locally 
in its own machine, or whether it was sent across a network to a server on a 
remote machjne. As far as the client is concerned, the same thing happens in both 
cases: a request was sent and a reply came back. 

The picture painted above of a kernel that handles only the transport of mes­
sages from clients to servers and back is not completely realistic. Some operating 
system functions (such as loading commands into the physical I/O device regis­
ters) are difficult, if not impossible, to do from user-space programs. There are 
two ways of dealing with this problem. One way is to have some critical server 
processes (e.g., I/O device drivers) actually run in kernel mode, with complete 
access to all the hardware, but still communicate with other processes using the 
normal message mechanism. 

The other way is to build a minimal amount of mechanism into the kernel but 
leave the policy decisions up to servers in user space (Levin et al., 1975). For 
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Cl ient 

... Kernel 

OPERATING SYSTEM STRUCTURE 

Machine 2 

File server 

Kernel 

Message from 
client to server 

Machine 3 

Process server 

Kernel 

Network 

Machine 4 

Terminal server 

Kernel 

Figure 1-28. The client-server model in a distributed system. 
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example, the kernel might recognize that a message sent to a certain special 
address means to take the contents of that message and load it into the I/0 device 
registers for some disk, to start a disk read. In this example, the kernel would not 
even inspect the bytes in the message to see if they were valid or meaningful; it 
would just blindly copy them into the disk's device registers. (Obviously, some 
scheme for limiting such messages to authorized processes only must be used.) 
The split between mechanism and policy is an important concept; it occurs again 
and again in operating systems in various contexts. 

1.8 RESEARCH ON OPERA TING SYSTEMS 

Computer science is a rapidly advancing field and it is hard to predict where it 
is going. Researchers at universities and industrial research labs are constantly 
thinking up new ideas, some of which go nowhere but some of which become the 
cornerstone of future products and have massive impact on the industry and users. 
Telling which is which turns out to be easier to do in hindsight than in real time. 
Separating the wheat from the chaff is especially difficult because it often takes 
20-30 years from idea to impact. 

For example, when President Eisenhower set up the Dept. of Defense' s 
Advanced Research Projects Agency (ARPA) in 1958, he was trying to keep the 
Army from killing the Navy and the Air Force over the Pentagon 's research bud­
get. He was not trying to invent the Internet. But one of the things ARPA did 
was fund some university research on the then-obscure concept of packet switch­
ing, which quickly led to the first experimental packet-switched network, the 
ARPANET. It went live in 1969. Before long, other ARPA-funded research net­
works were connected to the ARPANET, and the Internet was born. The Internet 
was then happily used by academic researchers for sending email to each other for 
20 years. In the early 1990s, Tim Berners-Lee invented the World Wide Web at 
the CERN research lab in Geneva and Marc Andreesen wrote a graphical browser 
for it at the University of Illinois. All of a sudden the Internet was full of chatting 
teenagers. President Eisenhower is probably rolling over in his grave. 
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Research in operating systems has also led to dramatic changes in practical 
systems. As we discussed earlier, the first commercial computer systems were all 
batch systems, until M.I.T. invented interactive timesharing in the early 1960s. 
Computers were all text-based until Doug Engelbart invented the mouse and the 
graphjcal user interface at Stanford Research Institute in the late 1960s. Who 
knows what will come next? 

In this section and in comparable sections throughout the book, we will take a 
brief look at some of the research in operating systems that has taken place during 
the past 5 to 10 years, just to give a flavor of what might be on the horizon. This 
introduction is certainly not comprehensive and is based largely on papers that 
have been published in the top research journals and conferences because these 
ideas have at least survived a rigorous peer review process in order to get pub­
lished. Most of the papers cited in the research sections were published by either 
ACM, the IEEE Computer Society, or USENIX and are available over the Inter­
net to (student) members of these organizations. For more information about 
these organizations and their digital libraries, see 

ACM 
IEEE Computer Society 
USENIX 

http://www.acm.org 
http://www.computer.org 
http://www.usenix.org 

Virtually all operating systems researchers realize that current operating sys­
tems are massive, inflexible, unreliable, insecure, and loaded with bugs, certain 
ones more than others (names withheld here to protect the guilty). Consequently, 
there is a lot of research on how to build flexible and dependable systems. Much 
of the research concerns microkernel systems. These systems have a minimal 
kernel , so there is a reasonable chance they can be made reliable and be 
debugged. They are also flexible because much of the real operating system runs 
as user-mode processes, and can thus be replaced or adapted easily, possibly even 
during execution. Typically, all the microkernel does is handle low-level resource 
management and message passing between the user processes. 

The first generation microkernels, such as Amoeba (Tanenbaum et al., 1990), 
Chorus (Rozier et al., 1988), Mach (Accetta et al., 1986), and V (Cheriton, 1988), 
proved that these systems could be built and made to work. The second genera­
tion is trying to prove that they can not only work, but with high performance as 
well (Ford et al., 1996; Hartig et al. , 1997; Liedtke 1995, 1996; Rawson 1997; and 
Zuberi et al., 1999). Based on published measurements, it appears that this goal 
has been achieved. 

Much kernel research is focused nowadays on building extensible operating 
systems. These are typically mjcrokernel systems with the abi lity to extend or 
customize them in some direction. Some examples are Fluke (Ford et al. , 1997), 
Paramecium (Van Doorn et al., 1995), SPIN (Bershad et al., 1995b), and Vino 
(Seltzer et al., 1996). Some researchers are also looking at how to extend existing 
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systems (Ghormley et al., 1998). Many of these systems allow users to add their 
own code to the kernel, which brings up the obvious problem of how to allow user 
extensions in a secure way. Techniques include interpreting the extensions, res­
tricting them to code sandboxes, using type-safe languages, and code signing 
(Grimm and Bershad, 1997; and Small and Seltzer, 1998). Drnschel et al. (1997) 
present a dissenting view, saying that too much effort is going into security for 
user-extendable systems. In their view, researchers should figure out which 
extensions are useful and then just make those a normal part of the kernel, without 
the ability to have users extend the kernel on the fly. 

Although one approach to eliminating bloated, buggy, unreliable operating 
systems is to make them smaller, a more radical one is to eliminate the operating 
system altogether. This approach is being taken by the group of Kaashoek at 
M.I.T. in their Exokernel research. Here the idea is to have a thin layer of 
software rnnning on the bare metal, whose only job is to securely allocate the 
hardware resources among the users. For example, it must decide who gets to use 
which part of the disk and where incoming network packets should be delivered. 
Everything else is up to user-level processes, making it possible to build both 
general-purpose and highly-specialized operating systems (Engler and Kaashoek, 
1995; Engler et al. , 1995; and Kaashoek et al., 1997). 

1.9 OUTLINE OF THE REST OF THIS BOOK 

We have now completed our introduction and bird ' s-eye view of the operating 
system. It is time to get down to the details. Chapter 2 is about processes. It 
discusses their properties and how they communicate with one another. It also 
gives a number of detailed examples of how interprocess communication works 
and how to avoid some of the pitfalls. 

Chapter 3 is about deadlocks. We briefly showed what deadlocks are in this 
chapter, but there is much more to say. Ways to prevent or avoid them are dis­
cussed. 

In Chap. 4 we will study memory management in detail. The important topic 
of virtual memory will be examined, along with closely related concepts such as 
paging and segmentation. 

Input/Output is covered in Chap. 5. The concepts of device independence and 
device dependence will be looked at. Several important devices, including disks, 
keyboards, and displays, will be used as examples. 

Then, in Chap. 6, we come to the all-importa,nt topic of file systems. To a 
considerable extent, what the user sees is largely the file system. We will look at 
both the file system inte1face and the file system implementation. 

At this point we will have completed our study of the basic principles of 
single-CPU operating systems. However, there is more to say, especially about 
advanced topics. In Chap. 7, we examine multimedia systems, which have a num-
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ber of properties and requirements that differ from conventional operating sys­
tems. Among other items, scheduling and the file system are affected by the 
nature of multimedia. Another advanced topic is multiple processdr systems, 
including multiprocessors, parallel computers, and distributed systems. These 
subjects are covered in Chap. 8. 

A hugely important subject is operating system security, which is covered in 
Chap 9. Among the topics discussed in this chapter are threats (e.g. , viruses and 
worms), protection mechanisms, and security models. 

Next we have some case studies of real operating systems. These are UNIX 
(Chap. 10) and Windows 2000 (Chap. 11). The book concludes with some 
thoughts about operating system design in Chap. 12. 

1.10 METRIC UNITS 

To avoid any confusion, it is worth stating explicitly that in this book, as in 
computer science in general, metric units are used instead of traditional English 
units (the furlong-stone-fortnight system) . The principal metric prefixes are listed 
in Fig. 1-29. The prefixes are typically abbreviated by their first letters, with the 
units greater than 1 capitalized. Thus a 1-TB database occupies 1012 bytes of 
storage and a 100 psec (or 100 ps) clock ticks every 10-10 seconds. Since milli 
and micro both begin with the letter "m," a choice had to be made. Normally, 
"m" is for mill i and " µ" (the Greek letter mu) is for micro. 

Exp. Explicit Prefix Exp. Explicit Prefix 
10-3 0.001 milli 103 1,000 
10-6 0.000001 micro 106 1,000,000 
10-9 0.000000001 nano 109 1,000,000,000 
10-12 0.000000000001 pico 1012 1,000,000,000,000 
10-15 0.000000000000001 femto 1015 1,000,000,000,000,000 
10-18 0.0000000000000000001 atto 101s 1,000,000,000,000,000,000 
10-21 0.0000000000000000000001 zepto 1021 1,000,000,000,000,000,000,000 
10-24 0.0000000000000000000000001 yocto 1024 1,ooo,ooo,ooo,ooo,000,000,000,ooo 

Figm·e 1-29. The principal metric prefixes. 

It is also worth pointing out that for measuring memory sizes, in common 
industry practice, the units have slightly different meanings . There Kilo means 
i 0 (1024) rather than 103 (1000) because memories are always a power of two. 
Thus a 1-KB memory contains 1024 bytes, not 1000 bytes. Similarly, a 1-MB 
memory contains 220 (1 ,048,576) bytes and a 1-GB memory contains 230 

(1,073,741,824) bytes. However, a 1-Kbps communication line transmits 1000 
bits per second and a IO-Mbps LAN runs at 10,000,000 bits/sec because these 
speeds are not powers of two. Unfortunately, many people tend to mix up these 

Ki lo 

Mega 

Giga 

Tera 

Peta 

Exa 
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Yotta 
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two systems, especially for disk sizes. To avoid ambiguity, in this book, we will 
use the symbols KB, MB, and GB for 210 ,220 , and 230 bytes respectively, and the 
symbols Kbps, Mbps, and Gbps for 103 , 106 and 109 bits/sec, respectively. 

1.11 SUMMARY 

Operating systems can be viewed from two viewpoints: resource managers 
and extended machines. In the resource manager view, the operating system's job 
is to manage the different parts of the system efficiently. In the extended machine 
view, the job of the system is to provide the users with a virtual machine that is 
more convenient to use than the actual machine. 

Operating systems have a long history, starting from the days when they 
replaced the operator, to modern multiprogramming systems. Highlights include 
early batch systems, multiprogramming systems, and personal computer systems. 

Since operating systems interact closely with the hardware, some knowledge 
of computer hardware is useful to understanding them. Computers are built up of 
processors, memories, and I/0 devices. These parts are connected by buses. 

The basic concepts on which all operating systems are built are processes, 
memory management, I/0 management, the file system, and secmity. Each of 
these will be treated in a subsequent chapter. 

The heart of any operating system is the set of system calls that it can handle. 
These tell what the operating system really does. For UNIX, we have looked at 
four groups of system calls. The first group of system calls relates to process 
creation and termination. The second group is for reading and writing files. The 
third group is for directory management. The fourth group contains miscellane­
ous calls. 

Operating systems can be structured in several ways. The most common ones 
are as a monolithic system, a hierarchy of layers, a virtual machine system, an 
exokernel, or using the client-server model. 

PROBLEMS 

1. What are the two main functions of an operating system? 

2. What is multiprogramming? 

3. What is spooling? Do you think that advanced personal computers will have spooling 
as a standard feature in the future? 

4. On early computers, every byte of data read or written was directly handled by the 
CPU (i.e., there was no DMA). What implications does this organization have for 
multiprogramming? 

IBM Ex-1009 
Page 91



68 INTRODUCTION CHAP. I 

5. Why was timesharing not widespread on second-generation computers? 

6. The family of computers idea was introduced in the 1960s with the IBM System/360 
mainframes. Is this idea now dead as a doornail or does it live on? 

7. One reason GUls were initially slow to be adopted was the cost of the hardware 
needed to support them. How much video RAM is needed to support a 25 line x 80 
row character monochrome text screen? How much for a 1024 x 768 pixel 24-bit 
color bitmap? What was the cost of this RAM at 1980 prices ($5/KB)? How much is 
it now? 

8. Which of the following instructions should be allowed only in kernel mode? 

(a) Disable all interrupts. 
(b) Read the time-of-day clock. 
(c) Set the time-of-day clock. 
(d) Change the memory map. 

9. List some differences between personal computer operating systems and mainframe 
operating systems. 

10. A computer has a pipeline with four stages. Each stage takes the same time to do its 
work, namely, I nsec. How many instructions per second can this machine execute? 

11. An alert reviewer notices a consistent spelling en-or in the manuscript of an operating 
systems textbook that is about to go to press. The book has approximately 700 pages, 
each with 50 lines of 80 characters each. How long will it take to electronically scan 
the text for the case of the master copy being in each of the levels of memory of 
Fig. 1-7? For internal storage methods, con ider that the access time given is per char­
acter, for disk devices assume the time is per block of 1024 characters, and for tape 
assume the time given is to the start of the data with subsequent access at the same 
speed as disk access. 

12. In Fig. 1-9, the MMU compares the incoming (virtual) address to the limit register, 
causing a fault if it is too large. An alternative design would be to first add the virtual 
address to the base register and then compare the result to the (physical ) address in the 
limit register. Are the two methods logically equivalent? Are they equivalent in per­
formance? 

13. When a user program makes a system call to read or write a disk file, it provides an 
indication of which file it wants, a pointer to the data buffer, and the count. Control is 
then transfeITed to the operating system, which calls the appropriate driver. Suppose 
that the driver starts the disk and terminates until an interrupt occurs. In the case of 
reading from the disk, obviously the caller will have to be blocked (because there are 
no data for it). What about the case of writing to the disk? Need the caller be block­
ing awaiting completion of the disk transfer? 

14. What is the key difference between a trap and an interrupt? 

15. A computer uses the relocation scheme of Fig. l-9(a). A program is 10,000 bytes long 
and is loaded at address 40,000. What values do the base and limit register get accord­
ing to the scheme described in the text? 
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16. Why is the process table needed in a timesharing system? Is it also needed in personal 
computer systems in which only one process exists, that process taking over the entire 
machine until it is finished? 

17. Is there any reason why you might want to mount a fi le system on a nonempty direc­
tory? If so, what is it? 

18. For each of the following system calls, give a condition that causes it to fail: fork, 
exec, and un link. 

19. Can the 

count = write(fd, buffer, nbytes); 

call return any value in count other than nbytes? If so, why? 

20. A file whose file descriptor is.fd contains the following sequence of bytes: 3, 1, 4, 1, 5, 
9, 2, 6, 5, 3, 5. The following system calls are made: 

lseek(fd, 3, SEEK_SET); 
read{fd , &buffer, 4); 

where the lseek call makes a seek to byte 3 of the file. What does buffer contain after 
the read has completed? 

21. What is the essential difference between a block special file and a character special 
file? 

22. In the example given in Fig. 1-17, the library procedure is called read and the system 
call itself is called read. Is it essential that both of these have the same name? If not, 
which one is more important? 

23. The client-server model is popular in distributed systems. Can it also be used in a 
single-computer system? 

24. To a programmer, a system call looks like any other call to a library procedure. Is it 
important that a programmer know which library procedures result in system calls? 
Under what circumstances and why? 

25. Figure 1-23 shows that a number of UNIX system calls have no Win32 APT equiv­
alents. For each of the calls listed as having no Win32 equivalent, what are the conse­
quences for a programmer of converting a UNIX program to run under Windows? 

26. Here are some questions for practicing unit conversions: 

(a) How long is a microyear in seconds? 
(b) Micrometers are often called microns. How long is a gigamicron? 
(c) How many bytes are there in a 1-TB memory? 
(d) The mass of the earth is 6000 yottagrams. What is that in kilograms? 

27. Write a shell that is similar to Fig. 1-19 but contains enough code that it actually 
works so you can test it. You might also add some features such as redirection of 
input and output, pipes, and background jobs. 

28. If you have a personal UNIX-like system (Linux, MINIX, Free BSD, etc.) available 
that you can safely crash and reboot, write a shell script that attempts to create an 
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unlimited number of child processes and observe what happens. Before running the 
experiment, type sync to the shell to flush the file system buffers to disk to avoid ruin­
ing the file system. Note: Do not try this on a shared system without first getting per­
mission from the system administrator. The consequences will be instantly obvious so 
you are likely to be caught and sanctions may follow. 

29. Examine and try to interpret the contents of a UNIX-like or Windows directory with a 
tool like the UNIX od program or the MS-DOS DEBUG program. Hint: How you do 
this will depend upon what the OS allows. One trick that may work is to create a 
directory on a floppy disk with one operating system and then read the raw disk data 
using a different operating system that allows such access. 
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PROCESSES AND THREADS 

We are now about to embark on a detailed study of how operating systems are 
designed and constructed. The most central concept in any operating system is 
the process: an abstraction of a running program. Everything else hinges on this 
concept, and it is important that the operating system designer (and student) have 
a thorough understanding of what a process is as early as possible. 

2.1 PROCESSES 

All modern computers can do several things at the same time. While running 
a user program, a computer can also be reading from a disk and outputting text to 
a screen or printer. In a multiprogramming system, the CPU also switches from 
program to program, running each for tens or hundreds of milliseconds. While, 
strictly speaking, at any instant of time, the CPU is running only one program, in 
the course of 1 second, it may work on several programs, thus giving the users the 
illusion of parallelism. Sometimes people speak of pseudoparallelism in this 
context, to contrast it with the true hardware parallelism of multiprocessor sys­
tems (which have two or more CPUs sharing the same physical memory). Keep­
ing track of multiple, parallel activities is hard for people to do. Therefore, oper­
ating system designers over the years have evolved a conceptual model (sequen­
tial processes) that makes parallelism easier to deal with. That model, its uses, 
and some of its consequences form the subject of this chapter. 

71 
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2.1.1 The Process Model 

In this model, all the runnable software on the computer, sometimes including 
the operating system, is organized into a number of sequential processes, or just 
processes for short. A process is just an executing program, including the current 
values of the program counter, registers, and variables. Conceptually, each proc­
ess has its own virtual CPU. In reality, of course, the real CPU switches back and 
forth from process to process, but to understand the system, it is much easier to 
think about a collection of processes running in (pseudo) parallel, than to try to 
keep track of how the CPU switches from program to program. This rapid 
switching back and forth is called multiprogramming, as we saw in Chap. 1. 

In Fig. 2-l(a) we see a computer multiprogramming four programs in 
memory. In Fig. 2-l(b) we see four processes, each with its own flow of control 
(i.e., its own logical program counter), and each one running independently of the 
other ones. Of course, there is only one physical program counter, so when each 
process runs, its logical program counter is loaded into the real program counter. 
When it is finished for the time being, the physical program counter is saved in 
the process' logical program counter in memory. In Fig. 2-l(c) we see that 
viewed over a long enough time interval, all the processes have made progress, 
but at any given instant only one process is actually running. 

One program counter 

Process 
n----A---l switch 

B 

C 

D 

(a) 

Four program counters 

(b) 

~ D 
Q) 

g C 
a: 

B 

A 

Time-

(c) 

Figure 2-1. (a) Multiprogramming of four programs. (b) Conceptual model of 
four independent, sequential processes. (c) Only one program is active at once. 

With the CPU switching back and forth among the processes, the rate at 
which a process performs its computation will not be uniform and probably not 
even reproducible if the same processes are run again. Thus, processes must not 
be programmed with built-in assumptions about timing. Consider, for example, 
an I/O process that starts a streamer tape to restore backed up files, executes an 
idle loop 10,000 times to let it get up to speed, and then issues a command to read 
the first record. If the CPU decides to witch to another process during the idle 
loop, the tape process might not run again until after the first record was already 
past the read head. When a process has critical real-time requirements like this, 
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that is, particular events must occur within a specified number of milliseconds, 
special measures must be taken to ensure that they do occur. Normally, however, 
most processes are not affected by the underlying multiprogramming of the CPU 
or the relative speeds of different processes. 

The difference between a process and a program is subtle, but crucial. An 
analogy make help here. Consider a culinary-minded computer scientist who is 
baking a birthday cake for his daughter. He has a birthday cake recipe and a 
kitchen well stocked with all the input: flour, eggs, sugar, extract of vanilla, and 
so on. In this analogy, the recipe is the program (i.e. , an algorithm expressed in 
some suitable notation), the computer scientist is the processor (CPU), and the 
cake ingredients are the input data. The process is the activity consisting of our 
baker reading the recipe, fetching the ingredients, and baking the cake. 

Now imagine that the computer scientist's son comes running in crying, say­
ing that he has been stung by a bee. The computer scientist records where he was 
in the recipe (the state of the cunent process is saved), gets out a first aid book, 
and begins following the directions in it. Here we see the processor being 
switched from one process (baking) to a higher-priority process (administering 
medical care), each having a different program (recipe versus first aid book). 
When the bee sting has been taken care of, the computer scientist goes back to his 
cake, continuing at the point where he left off. 

The key idea here is that a process is an activity of some kind. It has a pro­
gram, input, output, and a state. A single processor may be shared among several 
processes, with some scheduling algorithm being used to detennine when to stop 
work on one process and service a different one. 

2.1.2 Process Creation 

Operating systems need some way to make sure all the necessary processes 
exist. In very simple systems, or in systems designed for running only a single 
application (e.g., the controller in a microwave oven), it may be possible to have 
all the processes that will ever be needed be present when the system comes up. 
In general-purpose systems, however, some way is needed to create and terminate 
processes as needed during operation. We will now look at some of the issues. 

There are four principal events that cause processes to be created: 

1. System initialization. 

2. Execution of a process creation system call by a running process. 

3. A user request to create a new process. 

4. Initiation of a batch job. 

When an operating system is booted, typically several processes are created. 
Some of these are foreground processes, that is, processes that interact with 
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(human) users and pe1form work for them. Others are background processe , 
which are not associated with particular users , but instead have some specific 
function. For example, one background process may be designed to accept 
incoming email, sleeping most of the day but suddenly springing to life when 
email arrives. Another background process may be designed to accept incoming 
requests for Web pages hosted on that machine, waking up when a request arrives 
to service the request. Processes that stay in the background to handle some 
activity such as email, Web pages, news, printing, and so on are called daemons. 
Large systems commonly have dozens of them. In UNIX, the ps program can be 
used to list the running processes. In Windows 95/98/Me, typing CTRL-ALT­
DEL once shows what 's running. In Window 2000, the task manager i used. 

In addition to the processes created at boot time, new processes can be created 
afterward as well. Often a running process will issue system calls to create one or 
more new processes to help it do its job. Creating new processes is particularly 
useful when the work to be done can easily be formulated in te1ms of several 
related, but otherwise independent interacting processes. For example, if a large 
amount of data is being fetched over a network for subsequent processing, it may 
be convenient to create one process to fetch the data and put them in a shared 
buffer while a second process removes the data items and processes them. On a 
multiprocessor, allowing each process to run on a different CPU may al o make 
the job go faster. 

In interactive systems, users can start a program by typing a command or 
(double) clicking an icon. Taking either of these actions starts a new proces and 
run the selected program in it. In command-based UNIX systems running X Win­
dows, the new proces takes over the window in which it was started. In Micro­
soft Windows, when a process is started it does not have a window, but it can 
create one (or more) and most do. In both systems, users may have multiple win­
dows open at once, each running some process. Using the mouse, the user can 
select a window and interact with the process, for example, providing input when 
needed. 

The last situation in which processes are created applies only to the batch sy -
terns found on large mainframes. Here users can submit batch jobs to the system 
(possibly remotely) . When the operating system decides that it has the resources 
to run another job, it creates a new process and runs the next job from the input 
queue in it. 

Technically, in all these cases, a new process is created by having an existing 
process execute a process creation system call. That process may be a running 
user process, a system process invoked from the keyboard or mouse, or a batch 
manager process. What that process does is execute a system call to create the 
new process. This sy tern call tells the operating system to create a new process 
and indicates, directly or indirectly, which program to run in it. 

In UNIX, there is only one system call to create a new process: fork. This call 
creates an exact clone of the calling process. After the fork, the two processes, the 
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parent and the child, have the same memory image, the same environment strings, 
and the same open files. That is all there is. Usually, the child process then exe­
cutes execve or a similar system call to change its memory image and run a new 
program. For example, when a user types a command, say, sort, to the shell, the 
shell forks off a child process and the child executes sort. The reason for this 
two-step process is to allow the child to manipulate its file descriptors after the 
fork but before the execve to accomplish redirection of standard input, standard 
output, and standard error. 

In Windows, in contrast, a single Win32 function call, CreateProcess, han­
dles both process creation and loading the correct program into the new process. 
This call has 10 parameters, which include the program to be executed, the com­
mand line parameters to feed that program, various security attributes, bits that 
control whether open files are inherited, priority information, a specification of 
the window to be created for the process (if any), and a pointer to a structure in 
which information about the newly created process is returned to the caller. In 
addition to CreateProcess , Win32 has about 100 other functions for managing 
and synchronizing processes and related topics. 

In both UNIX and Windows, after a process is created, both the parent and 
child have their own distinct address spaces. If either process changes a word in 
its address space, the change is not visible to the other process. In UNIX, the 
child' s initial address space is a copy of the parent's, but there are two distinct 
address spaces involved; no writable memory is shared (some UNIX implementa­
tions share the program text between the two since that cannot be modified). It is, 
however, possible for a newly created process to share some of its creator' s other 
resources, such as open files. In Windows, the parent's and child' s address spaces 
are different from the start. 

2.1.3 Process Termination 

After a process has been created, it starts running and does whatever its job is. 
However, nothing lasts forever, not even processes. Sooner or later the new proc­
ess will terminate, usually due to one of the following conditions: 

1. Normal exit (voluntary). 

2. Error exit (voluntary). 

3. Fatal error (involuntary). 

4. Killed by another process (involuntary). 

Most processes terminate because they have done their work. When a com­
piler has compiled the program given to it, the compiler executes a system call to 
tell the operating system that it is finished. This call is exit in UNIX and ExitPro­
cess in Windows. Screen-oriented programs also support voluntary termination. 
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Word processors, Internet browsers and similar programs always have an icon or 
menu item that the user can click to tell the process to remove any temporary files 
it has open and then terminate. 

The second reason for termination is that the process discovers a fatal error. 
For example, if a user types the command 

cc foo.c 

to compile the program foo.c and no such file exists, the compiler simply exits. 
Screen-oriented interactive processes genera1ly do not exit when given bad 
parameters. Instead they pop up a dialog box and ask the user to try again. 

The third reason for termination is an error caused by the process, often due to 
a program bug. Examples include executing an illegal instruction, referencing 
nonexistent memory, or dividing by zero. In some systems (e.g., UNIX), a process 
can tell the operating system that it wishes to handle certain errors itself, in which 
case the process is signaled (interrupted) instead of terminated when one of the 
errors occurs. 

The fourth reason a process might terminate is that a process executes a sys­
tem call telling the operating system to kill some other process. In UNIX this call 
is kill. The corresponding Win32 function is TerminateProcess. In both cases, the 
killer must have the necessary authorization to do in the killee. In some systems, 
when a process terminates, either voluntarily or otherwise, all processes it created 
are immediately killed as well. Neither UNIX nor Windows works this way, how­
ever. 

2.1.4 Process Hierarchies 

In some systems, when a process creates another process, the parent process 
and child process continue to be associated in certain ways. The child process can 
itself create more processes, forming a process hierarchy. Note that unlike plants 
and animals that use sexual reproduction, a process has only one parent (but zero, 
one, two, or more children). 

In UNIX, a process and all of its children and further descendants together 
form a process group. When a user sends a signal from the keyboard, the signal is 
delivered to all members of the process group currently associated with the key­
board (usually all active processes that were created in the current window). Indi­
vidually, each process can catch the signal, ignore the signal, or take the default 
action, which is to be killed by the signal. 

As another example of where the process hierarchy plays a role, let us look at 
how UNIX initializes itself when it is started. A special process, called init, is 
present in the boot image. When it starts running, it reads a file te1ling how many 
terminals there are. Then it forks off one new process per terminal. These proc­
esses wait for someone to log in. If a login is successful, the login process exe­
cutes a shell to accept commands. These commands may start up more processes, 
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and so forth. Thus, all the processes in the whole system belong to a single tree, 
with init at the root. 

In contrast, Windows does not have any concept of a process hierarchy. All 
processes are equal. The only place where there is something like a process 
hierarchy is that when a process is created, the parent is given a special token 
(called a handle) that it can use to control the child. However, it is free to pass 
this token to some other process, thus invalidating the hierarchy. Processes in 
UNIX cannot disinherit their children. 

2.1.5 Process States 

Although each process is an independent entity, with its own program counter 
and internal state, processes often need to interact with other processes. One 
process may generate some output that another process uses as input. In the shell 
command 

cat chapter1 chapter2 chapter3 I grep tree 

the first process, running cat, concatenates and outputs three files. The second 
process, running grep, selects all lines containing the word " tree." Depending on 
the relative speeds of the two processes (which depends on both the relative com­
plexity of the programs and how much CPU time each one has had), it may hap­
pen that grep is ready to run, but there is no input waiting for it. It must then 
block until some input is available. 

When a process blocks, it does so because logically it cannot continue, typi­
cally because it is waiting for input that is not yet available. It is also possible for 
a process that is conceptually ready and able to run to be stopped because the 
operating system has decided to allocate the CPU to another process for a while. 
These two conditions are completely different. In the first case, the suspension is 
inherent in the problem (you cannot process the user's command line until it has 
been typed). In the second case, it is a technicality of the system (not enough 
CPUs to give each process its own private processor). In Fig. 2-2 we see a state 
diagram showing the three states a process may be in: 

1. Running (actually using the CPU at that instant). 

2. Ready (runnable; temporarily stopped to let another process run). 

3. Blocked (unable to run until some external event happens). 

Logically, the first two states a.re similar. In both cases the process is willing to 
run, only in the second one, there is temporarily no CPU available for it. The 
third state is different from the first two in that the process cannot run, even if the 
CPU has nothing else to do. 

Four transitions are possible among these three states, as shown. Transition 1 
occurs when a process discovers that it cannot continue. In some systems the 
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1. Process blocks for input 
2. Scheduler picks another process 
3. Scheduler picks this process 

Blocked 4 Ready 
4. Input becomes available 

Figure 2-2. A process can be in running, blocked, or ready state. Transitions 
between these states are as shown. 

process must execute a system call, such as block or pause, to get into blocked 
state. In other systems, including UNIX, when a process reads from a pipe or spe­
cial file (e.g., a terminal) and there is no input available, the process is automati­
cally blocked. 

Transitions 2 and 3 are caused by the process cheduler, a part of the operat­
ing system, without the process even knowing about them. Transition 2 occurs 
when the scheduler decides that the running process has run long enough, and it is 
time to let another process have some CPU time. Transition 3 occurs when all the 
other processes have had their fair share and it is time for the first process to ge,t 
the CPU to run again. The subject of scheduling, that is , deciding which process 
should run when and for how long, is an important one; we will look at it later in 
this chapter. Many algorithms have been devised to try to balance the competing 
demands of efficiency for the system as a whole and fairness to individual 
processes. We will study some of them later in this chapter. 

Transition 4 occurs when the external event for which a process was waiting 
(such as the arrival of some input) happens. If no other process is running at that 
instant, transition 3 will be triggered and the process will start running. Otherwise 
it may have to wait in ready state for a little while until the CPU is available and 
its turn comes. 

Using the process model, it becomes much easier to think about what is going 
on inside the system. Some of the processes run programs that carry out com­
mands typed in by a user. Other processes are part of the system and handle tasks 
such as can·ying out requests for file services or managing the details of running a 
disk or a tape drive. When a disk interrupt occurs, the system makes a decision to 
stop running the CU!Tent process and run the disk process, which was blocked 
waiting for that interrupt. Thus, instead of thinking about inte1rnpts, we can think 
about user processes, disk processes, terminal processes, and so on, which block 
when they are waiting for something to happen. When the disk has been read or 
the character typed, the process waiting for it is unblocked and is eligible to run 
again. 

This view gives rise to the model shown in Fig. 2-3. Here the lowest level of 
the operating system is the scheduler, with a variety of processes on top of it. All 
the interrupt handling and details of actually starting and stopping processes are 
hidden away in what is here called the scheduler, which is actually not much 
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code. The rest of the operating system is nicely structured in process form. Few 
real systems are as nicely structw-ed as this, however. 

Processes 

0 1 n-2 n-1 

... 

Scheduler 

Figure 2-3. The lowest layer of a process-structured operating system handles 
interrupts and scheduling. Above that layer are sequential processes. 

2.1.6 Implementation of Processes 

To implement the process model, the operating system maintains a table (an 
array of structures), called the process table, with one entry per process. (Some 
authors call these entries process control blocks.) This entry contains informa­
tion about the process' state, its program counter, stack pointer, memory alloca­
tion, the status of its open files, its accounting and scheduling information, and 
everything else about the process that must be saved when the process is switched 
from running to ready or blocked state so that it can be restarted later as if it had 
never been stopped. 

Figure 2-4 shows some of the more important fields in a typical system. The 
fields in the first column relate to process management. The other two columns 
relate to memory management and file management, respectively . It should be 
noted that precisely which fields the process table has is highly system dependent, 
but this figure gives a general idea of the kinds of information needed. 

Now that we have looked at the process table, it is possible to explain a little 
more about how the illusion of multiple sequential processes is maintained on a 
machine with one CPU and many 1/0 devices. Associated with each 1/0 device 
class (e.g., floppy disks, hard disks, timers, terminals) is a location (often near the 
bottom of memory) called the interrupt vector. It contains the address of the 
interrupt service procedure. Suppose that user process 3 is running when a disk 
interrupt occurs. User process 3's program counter, program status word, and 
possibly one or more registers are pushed onto the (current) stack by the interrupt 
hardware. The computer then jumps to the address specified in the disk interrupt 
vector. That is all the hardware does. From here on, it is up to the software, in 
particular, the interrupt service procedure. 

All interrupts start by saving the registers, often in the process table entry for 
the current process. Then the information pushed onto the stack by the interrupt is 
removed and the stack pointer is set to point to a temporary stack used by the 
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Process management Memory management File management 
Registers Pointer to text segment Root directory 
Program counter Pointer to data segment Working directory 
Program status word Pointer to stack segment File descriptors 
Stack pointer User ID 
Process state Group ID 
Priority 
Scheduling parameters 
Process ID 
Parent process 
Process group 
Signals 
Time when process started 
CPU time used 
Children's CPU time 
Time of next alarm 

Figure 2-4. Some of the fields of a typical process table entry. 

process handler. Actions such as saving the registers and setting the stack pointer 
cannot even be expressed in high-level languages such as C, so they -are per­
formed by a small assembly language routine, usually the same one for all inter­
rupts since the work of saving the registers is identical, no matter what the cause 
of the intenupt is. 

When this routine is finished, it calls a C procedure to do the rest of the work 
for this specific interrupt type. (We assume the operating system is written in C, 
the usual choice for all real operating systems.) When it has done its job, possibly 
making some process now ready, the scheduler is called to see who to run next. 
After that, control is passed back to the assembly language code to load up the 
registers and memory map for the now-current process and start it running. Inter­
rupt handling and scheduling are summarized in Fig. 2-5. It is worth noting that 
the details vary somewhat from system to system. 

1. Hardware stacks program counter, etc. 
2. Hardware loads new program counter from interrupt vector. 
3. Assembly language procedure saves registers. 
4. Assembly language procedure sets up new stack. 
5. C interrupt service runs (typically reads and buffers input). 
6. Scheduler decides which process is to run next. 
7. C procedure returns to the assembly code. 
8. Assembly language procedure starts up new current process. 

Figure 2-5. Skeleton of what the lowest level of the operating system does 
when an interrupt occurs. 
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2.2 THREADS 

In traditional operating system , each process has an address space and a sin­
gle thread of control. In fact, that is almost the definition of a process. Neverthe­
less, there are frequently situations in which it is desirable to have multiple 
threads of control in the same address space running in quasi-parallel, as though 
they were separate processes (except for the shared address space). In the follow­
ing sections we will discuss these situations and their implications. 

2.2.1 The Thread Model 

The process model as we have discussed it thus far is based on two indepen­
dent concepts: resource grouping and execution. Sometimes it is useful to 
separate them; this is where threads come in. 

One way of looking at a process is that it is way to group related resources 
together. A process has an address space containing program text and data, as 
well as other resources. These resource may include open files, child processes, 
pending alarms, signal handlers, accounting information, and more. By putting 
them together in the form of a process, they can be managed more easily. 

The other concept a process has is a thread of execution, usually shortened to 
just thread. The thread has a program counter that keeps track of which instruc­
tion to execute next. It has registers, which hold its current working variables. It 
has a stack, which contains the execution history, with ope frame for each pro­
cedur~ called but not yet returned from. Although a thread must execute in some 
process, the thread and its process are different concepts and can be treated 
separately. Processes are used to group resources together; threads are the entitie 
scheduled for execution on the CPU. 

What threads add to the process model is to allow multiple executions to take 
place in the same process environment, to a large degree independent of one 
another. Having multiple threads running in parallel in one process is analogous 
to having multiple processes running in parallel in one computer. In the former 
case, the threads share an address space, open files , and other resources. In the 
latter case, processes share physical memory, disks, printers, and other resources. 
Because threads have some of the properties of process~ , they are sometimes 
called lightweight processes. The term multit~reading is aiso used to describe 
the situation of allowi ng multiple threads in the same process. 

In Fig. 2-6(a) we see three traditional processes. Each process has its own 
addre s space and a single thread of control. In contrast, in Fig. 2-6(b) we see a 
single process with three threads of control. Although in both cases we have three 
threads, in Fig. 2-6(a) each of them operates in a different address space, whereas 
in Fig. 2-6(b) all three of them share the same address space. 

When a multithreaded process i run on a single-CPU system, the threads take 
turns running. In Fig. 2-1 , we saw how multiprogramming of processes works. 
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Figure 2-6. (a) Three processes each with one thread. (b) One process with 
three threads. 

By switching back and forth among multiple processes, the system gives the illu­
sion of separate sequential processes running in parallel. Multithreading works 
the same way. The CPU switches rapidly back and forth among the threads pro­
viding the illusion that the threads are running in parallel, albeit on a slower CPU 
than the real one. With three compute-bound threads in a process, the thr~ads 
would appear to be running in parallel, each one on a CPU with one-third tpe 
speed of the real CPU. 

Different threads in a process are not quite as independent as different 
processes. All threads have exactly the same address space, which means that 
they also share the same global variables. Since every thread can access every 
memory address within the process' address space, one thread can read, write, or 
even completely wipe out another thread's stack. There is no protection between 
threads because (1) it is impossible, and (2) it should not be necessary. Unlike 
different processes, which may be from different users and which may be hostile 
to one another, a process is always owned by a single user, who has presumably 
created multiple threads so that they can cooperate, not fight. In addition to shar­
ing an address space, all the threads share the same set of open files, child 
processes, alarms, and signals, etc. as shown in Fig. 2-7. Thus the organization of 
Fig. 2-6(a) would be used when the three processes are essentjally unrelated, 
whereas Fig. 2-6(b) would be appropriate when the three threads are actually part 
of the same job and are actively and closely cooperating with each other. 

The items in the first column are process properties, not thread properties. 
For example, if one thread opens a file, that file is visible to the other threads in 
the process and they can read and write it. This is logical since the process is the 
unit of resource management, not the thread. If each thread had 'its own address 
space, open files , pending alarms, and so on, it would be a separate process. What 
we are trying to achieve with the thread concept is the ability for multiple threads 
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Global variables 
Open files 
Child processes 
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THREADS 

Per thread items 
Program counter 
Registers 
Stack 
State 

Figure 2-7. The first column lists some items shared by all threads in a process. 
The second one lists some items private to each thread. 

83 

of execution to share a set of resources so they can work together closely to per­
form some task. 

Like a traditional process (i.e., a process with only one thread), a thread can 
be in any one of several states: running, blocked, ready, or terminated. A running 
thread currently has the CPU and is active. A blocked thread is waiting for some 
event to unblock it. For example, when a thread performs a system call to read 
from the keyboard, it is blocked until input is typed. A thread can block waiting 
for some external event to happen or for some other thread to unblock it. A ready 
thread is scheduled to run and will a soon as its turn comes up. The transition 
between thread states are the same as the transitions between process states and 
are illustrated in Fig. 2-2. 

It is important to realize that each thread has its own stack, as shown in 
Fig. 2-8. Each thread 's stack contains one frame for each procedure called but not 
yet returned from. This frame contains the procedure's local variables and the 
return address to use when the procedure call has finished. For example, if pro­
cedure X calls procedure Y and this one calls procedure Z, while Z is executing the 
frames for X, Y, and Z will all be on the stack. Each thread will generally call dif­
ferent procedures and a thus a different execution history. This is why is thread 
needs its own stack. 

When multithreading is present, processes normally start with a single thread 
present. This thread has the ability to create new threads by calling a library pro­
cedure, for example, thread_create. A parameter to thread_create typically 
specifies the name of a procedure for the new thread to run. It is not necessary (or 
even possible) to specify anything about the new thread's address space since it 
automatically runs in the address space of the creating thread. Sometimes threads 
are hierarchical, with a parent-child relationship, but often no such relationship 
exist , with all threads being equal. With or without a hierarchical relationship, 
the creating thread is usually returned a thread identifier that names the new 
thread. 

When a thread has finished its work, it can exit by calling a library procedure, 
say, thread_ exit. It then vanishes and is no longer schedulable. In some thread 
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Figure 2-8. Each thread has its own stack. 

systems, one thread can wait for a (specific) thread to exit by calling a procedure, 
for example, thread_ wait. This procedure blocks the calling thread until a 
(specific) thread ha exited. In this regard, thread creation and te1mination is very 
much like process creation and termination, with approximately the same options 
as well . 

Another common thread call is thread_yield, which allows a thread to volun­
tarily give up the CPU to let another thread run. Such a call is important because 
there is no clock interrupt to actually enforce timesharing as there is with 
processes. Thus it is important for threads to be polite and voluntarily surrender 
the CPU from time to time to give other threads a chance to run. Other calls 
allow one thread to wait for another thread to finish some work, for a thread to 
announce that it has finished some work, and so on. 

While threads are often useful, they also introduce a number of complication 
into the programming model. To start with, consider the effects of the UNIX fork 
system call. If the parent process has multiple threads, should the child also have 
them? If not, the process may not function properly, since all of them may be 
essential. 

However, if the child proce s gets as many threads as the parent, what hap­
pens if a thread in the parent was blocked on a read call, say, from the keyboard? 
Are two threads now blocked on the keyboard, one in the parent and one in the 
child? When a line is typed, do both threads get a copy of it? Only the parent? 
Only the child? The same problem exists with open network connection . 

Another class of problems is related to the fact that threads share many data 
structures. What happens if one thread closes a file while another one is still read­
ing from it? Suppose that one thread notices that there is too little memory and 
starts allocating more memory. Part way through, a thread switch occurs, and the 
new thread also notices that there is too little memory and also starts allocating 
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more memory. Memory will probably be allocated twice. These problems can be 
solved with some effort, but careful thought and de ign are needed to make mul­
tithreaded programs work correctly. 

2.2.2 Thread Usage 

Having described what threads are, 1t 1s now time to explain why anyone 
wants them. The main rea on for having threads is that in many applications, 
multiple activities are going on at once. Some of these may block from time to 
time. By decomposing such an application into multiple sequential threads that 
run in quasi-parallel, the programming model becomes simpler. 

We have seen this argument before. It is preci ely the argument for having 
processes. Instead of thinking about interrupts, timers, and context switches, we 
can think about parallel processes. Only now with threads we add a new element: 
the ability for the parallel entities to share an address space and all of its data 
among themselves. This ability is essential for certain applications, which is why 
having multiple processes (with their separate address paces) will not work. 

A second argument for having threads is that since they do not have any 
resources attached to them, they are easier to create and destroy than processes. 
In many sy terns, creating a thread goes 100 times faster than creating a process. 
When the number of threads needed changes dynamically and rapidly, this pro­
perty is useful. 

A third reason for having threads is also a performance argument. Threads 
yield no performance gain when all of them are CPU bound, but when there is 
sub tantial computing and also substantial 1/0, having threads allows these activi­
ties to overlap, thus speeding up the application. 

Finally, threads are useful on systems with multiple CPUs, where real paral­
leli m is possible. We will come back to this issue in Chap. 8. 

It is probably easiest to see why threads are useful by giving some concrete 
examples. As a first example, consider a word processor. Most word processors 
display the document being created on the screen formatted exactly as it will 
appear on the printed page. In particular, all the line breaks and page breaks are 
in their correct and final position so the user can inspect them and change the 
document if need be (e.g., to eliminate widows and orphans-incomplete top and 
bottom lines on a page, which are considered esthetically unpleasing). 

Suppose that the user is writing a book. From the author's point of view, it is 
easiest to keep the entire book as a single file to make it ea ier to search for 
topics , pe1form global sub titutions, and so on. Alternatively, each chapter might 
be a separate file. However, having every section and subsection as a separate 
file is a real nuisance when global changes have to be made to the entire book 
since then hundreds of file have to be individually edited. For example, if pro­
posed standard xxxx is approved just before the book goes to press, all 
occurrences of "Draft Standard xxxx" have to be changed to "Standard xxxx" at 
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the last minute. If the entire book is one file, typically a single command can do 
all the substitutions. In contrast, if the book is spread over 300 files , each one 
mu t be edited separately. 

Now consider what happens when the user suddenly deletes one sentence 
from page 1 of an 800-page document. After checking the changed page to make 
ure it is correct, the user now wants to make another change on page 600 and 

types in a command telling the word processor to go to that page (possibly by 
searching for a phrase occurring only there). The word processor is now forced to 
reformat the entire book up to page 600 on the spot because it does not know what 
the first line of page 600 will be until it has processed all the previous page . 
There may be a substantial delay before page 600 can be displayed, leading to an 
unhappy user. 

Threads can help here. Suppose that the word processor is written as a two­
threaded program. One thread interacts with the user and the other handles refor­
matting in the background. As soon as the sentence is deleted from page 1, the 
interactive th.read tells the reformatting thread to reformat the whole book. 
Meanwhile, the interactive thread continues to listen to the keyboard and mouse 
and responds to simple commands like scrolling page l while the other thread is 
computing madly in the background. With a little luck, the reformatting will be 
completed before the user asks to see page 600, so it can be displayed instantly. 

While we are at it, why not add a tfiird thread? Many word processors have a 
feature of automatically saving the entire file to disk every few minutes to protect 
the user against losing a day's work in the event of a program crash, system crash, 
or power failure. The third thread can handle the disk backups without interfering 
with the other two. The situation with three th.reads is shown in Fig. 2-9. 

4! ,1/'/11111!'®\ .: ~\ 
Keyboard 

Kernel 

Figure 2-9. A word processor with three threads. 
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If the program were single-threaded, then whenever a disk backup started, 
commands from the keyboard and mouse would be ignored until the backup was 
finished. The user would perceive this as sluggish performance. Alternatively, 
keyboard and mouse events could interrupt the disk backup, allowing good perfor­
mance but leading to a complex interrupt-driven programming model. With three 
threads, the programmjng model is much simpler. The first thread just interacts 
with the user. The second thread reformats the document when told to. The third 
thread writes the contents of RAM to disk periodically. 

It should be clear that having three separate processes would not work here 
because all three thread need to operate on the document. By having three 
threads instead of three processes, they share a common memory and thus all have 
access to the document being edited. 

An analogous situation exists with many other interactive programs. For 
example, an electronic spreadsheet is a program that allows a user to maintain a 
matrix, some of whose elements are data provided by the user. Other elements 
are computed based on the input data using potentially complex formulas. When 
a user changes one element, many other elements may have to be recomputed. By 
having a background thread do the recomputation, the interactive thread can allow 
the user to make additional chapge while the computation i going on. Similarly, 
a third thread can handle periodic backups to disk on it own. 

Now consider yet another example of where threads are useful: a server for a 
World Wide Web site. Requests for pages come in and the requested page is sent 
back to the client. At most Web sites, some pages are more commonly accessed 
than other pages. For example'. Sony's home page is accessed far more than a 
page deep in the tree containing the technical specifications of some particular 
camcorder. Web servers use thjs fact to improve pe1formance by maintaining a 
collection of heavily u ed pages in main memory to eliminate the need to go to 
disk to get them. Such a collection is called a cache and is used in many other 
context as well. 

One way to organize the Web server is shown in Fig. 2-l0(a). Here one 
thread, the dispatcher , reads incoming requests for work from the network. After 
examining the request, it chooses an idle (i.e., blocked) worker thread and hands 
it the request, possibly by writing a pointer to the message into a special word 
associated with each thread. The dispatcher then wakes up the sleeping worker, 
moving it from blocked state to ready state. 

When the worker wakes up, it checks to see if the request can be satisfied 
from the Web page cache, to which all threads have access. If not, it starts a read 
operation to get the page from the disk and blocks until the disk operation com­
pletes. When the thread blocks on the disk operation, another thread is chosen to 
run, possibly the dispatcher, in order to acquire more work, or possibly another 
worker that is now ready to run. ' 

This model allows the server to be written as a collection of sequential 
threads. The dispatcher's program consists of an infinite loop for getting a work 

IBM Ex-1009 
Page 111



88 PROCESSES AND THREADS 

Web server process 

Dispatcher thread 

Worker thread 

Web page cache 

Kernel 

'------+------------------' 

Network 
connection 

Figure 2-10. A multithreaded Web server. 
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request and handing it off to a worker. Each worker' s code consists of an infinite 
loop consisting of accepting a request from the dispatcher and checking the Web 
cache to see if the page is present. If so, it is returned to the client and the worker 
blocks waiting for a new request. If not, it gets the page from the disk, returns it 
to the client, and blocks waiting for a new request. 

A rough outline of the code is given in Fig. 2-11 . Here, as in the rest of this 
book, TRUE is assumed to be the constant 1. Also, buf anc! page are structures 
appropriate for holding a work request and a W~p page, respectively. 

while (TRUE) { 
get_ next_ request( &but); 
handoff_work(&buf); 

(a) 

while (TRUE) { 
waiL for_ work( &but) 
look_fo'r _pag~_in_cache(&buf, &page); 
if (page_noLin_cache(&page)) 

read_page_from_disk(&buf, &page); 
return_page(&page); 

(b) 

Figure 2-11. A rough outline of the code for Fig. 2-10. (a) Dispatcher thread . 
(b) Worker thread. 

Consider how the Web server could be written in the absence of threads . One 
possibility is to have it operate as a single thread. The main loop of the Web 
server gets a request, examines it, and carries it out to completion before getting 
the next one. While waiting for the disk, the server is idle and does not process 
any other incoming requests. If the Web server is running on a dedicated 
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machine, as is commonly the case, the CPU is simply idle while the Web server i 
waiting for the disk. The net result is that many fewer requests/sec can be pro­
cessed. Thus threads gain considerable performance, but each thread is pro­
grammed sequentially, in the usual way. 

So far we have seen two possible designs: a multithreaded Web server and a 
single-threaded Web server. Suppose that threads are not available but the system 
designers find the performance loss due to single threading unacceptable. If a 
nonblocking version of the read system call is available, a third approach is possi­
ble. When a request comes in, the one and only thread examines it. If it can be 
satisfied from the cache, fine, but if not, a nonblocking disk operation is started. 

The server records the ~tate of the current request in a table and then goes and 
gets the next event. The next event may either be a request for new work or a 
reply from the disk about a previous operation. If it is new work, that work is 
started. If it is a reply from the disk, the relevant information is fetched from the 
table and the reply processed. With nonblocking disk I/O, a reply probably will 
have to take the fo1m of a signal or interrupt. 

In this design, the "sequential process" model that we had in the first two 
cases is lost. The state of the computation must be explicitly saved and restored 
in the table every time the server switches from working on one request to 
another. In effect, we are simulating the threads and their stacks the hard way. A 
design like this in which each computation has a saved state and there exists some 
set of events that can occur to change the state is called a finite-state machine. 
This concept is widely used throughout computer science. 

It should now be clear what th.reads have to offer. They make it possible to 
retain the idea of sequential processes that make blocking system calls (e.g., for 
disk I/O) and still achieve parallelism. Blocking system calls make programming 
easier and parallelism improves performance. The single-threaded server retains 
the ease of blocking system calls but gives up performance. The third approach 
achieves high performance through parallelism but uses nonblocking calls and 
interrupts and is thus is hard to program. These models are summarized in 
Fig. 2-12. 

Model Characteristics 

Threads Parallelism, blocking system calls 

Single-threaded process No parallelism, blocking system calls 

Finite-state machine Parallelism, nonblocking system calls , interrupts 

Figure 2-12. Three ways to construct a server. 

A third example where threads are useful is in applications that rnust process 
very large amounts of data. The normal approach is to read in a block of data, 
process it, and then write it out again. The problem here is that if only blocking 
system calls are available, the process blocks while data are coming in and data 
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are going out. Having the CPU go idle when there is lots of computing to do is 
clearly wasteful and should be avoided if possible. 

Threads offer a solution. The process could be structured with an input 
thread, a processing thread, and an output thread. The input thread reads data into 
an input buffer. The processing thread takes data out of the input buffer, 
processes them, and puts the results in an output buffer. The output buffer writes 
these results back to disk. In this way, input, output, and processing can all be 
going on at the same time. Of course, this model only work if a system call 
blocks only the calling thread, not the entire process. 

2.2.3 Implementing Threads in User Space 

There are two main ways to implement a threads package: in user space and 
in the kernel. The choice is moderately controversial , and a hybrid implementa­
tion is also possible. We will now describe these methods, along with their 
advantages and disadvantages. 

The first method is to put the threads package entirely in user space. The ker­
nel knows nothing about them. As far as the kernel is concerned, it is managing 
ordinary, single-threaded processes. The first, and most obvious, advantage is 
that a user-level threads package can be implemented on an operating system that 
does not support threads. All operating systems used to fall into this category and 
even now some still do. 

All of these implementations have the same general tructure, which is illus­
trated in Fig. 2-13(a). The threads run on top of a run-time system, which is a col­
lection of procedures that manage threads. We have seen four of these already: 
thread_create, thread_exit, thread_ wait, and thread_yield, but usually there are 
more. 

When threads are managed in user space, each process needs its own private 
thread table to keep track of the threads in that proce s. This table is analogous 
to the kernel's process table, except that it keeps track only of the per-thread pro­
perties such the each thread's program counter, stack pointer, registers, state, etc. 
The thread table is managed by the run-time system. When a thread is moved to 
ready state or blocked state, the information needed to restart it is stored in the 
thread table, exactly the same way as the kernel stores information about 
processes in the process table. 

When a thread does something that may cause it to become blocked locally, 
for example, waiting for another thread in its process to complete some work, it 
calls a run-time system procedure. This procedure checks to see if the thread 
must be put into blocked state. If so, it stores the thread 's registers (i.e., its own) 
in the thread table, looks in the table for a ready thread to run, and reloads the 
machine registers with the new thread 's saved values. As soon as the stack 
pointer and program counter have been switched, the new thread comes to life 

IBM Ex-1009 
Page 114



--

SEC. 2.2 THREADS 

User 
space 

Process 

Run-time 
system 

Thread 

Thread 
table 

Process 
table 

Process Thread 

Kernel B I 
Process 

table 
Thread 
table 

Figure 2-13. (a) A user-level threads package. (b) A threads package managed 
by the kernel. 
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again automatically . If the machine has an instruction to store all the registers and 
another one to load them all, the entire thread switch can be done in a handful of 
instructions. Doing thread switching like this is at least an order of magnitude 
faster than trapping to the kernel and is a strong argument in favor of user-level 
threads packages. 

However, there is one key difference with processes. When a thread is fin­
ished running for the moment, for example, when it calls thread_yield, the code 
of thread_yield can save the thread ' s information in the thread table itself. Furth­
ermore, it can then call the thread scheduler to pick another thread to run . The 
procedure that saves the thread's state and the scheduler are just local procedures, 
so invoking them is much more efficient than making a kernel call. Among other 
issues, no trap is needed, no context switch is needed, the memory cache need not 
be flushed, and so on. This makes thread scheduling very fast. 

User-level threads also have other advantages. They allow each process to 
have its own customized scheduling algorithm. FQr some applications, for exam­
ple, those with a garbage collector thread, not having to worry about a thread 
being stopped at an inconvenient moment is a plus. They also scale better, since 
kernel threads invariably require some table space and stack space in the kernel, 
which can be a problem if there are a very large number of threads . 

Despite their better performance, user-level threads packages have some 
major problems. First among these is the problem of how blocking system calls 
are implemented. Suppose that a thread reads from the keyboard before any keys 
have been hit. Letting the thread actually make the system call is unacceptable, 
ince this will stop all the threads. One of the main goals of having threads in the 

first place was to allow each one to use blocking calls, but to prevent one blocked 
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thread from affecting the others. With blocking ystem calls, it is hard to see how 
this goal can be achieved readily. 

The system calls could all be changed to be nonblocking (e.g., a read on the 
keyboard would just return O bytes if no character were already buffered), but 
requiring changes to the operating system is unattractive. Besides, one of the 
arguments for user-level threads was precisely that they could run with existing 
operating systems. In addition, changing the semantics of read will require 
changes to many user programs. 

Another alternative is po ible in the event that it is possi ble to tell in advance 
if a call will block. In some versions of UNIX, a y tem call , select, exists, which 
allows the caller to tell whether a prospective read will block. When thi call is 
present, the library procedure read can be replaced with a new one that first does 
a select call and then only does the read call if it i safe (i.e., will not block). If 
the read call will block, the call is not made. Instead, another thread is run. The 
next time the run-time system gets control, it can check again to see if the read is 
now safe. This approach requires rewriting parts of the system call library, is 
inefficient and inelegant, but there is little choice. The code placed around the 
system call to do the checking is called a jacket or wrapper. 

Somewhat analogous to the problem of blocking system calls is the problem 
of page faults. We will study these in Chap. 4. For the moment, it is sufficient to 
ay that computers can be set up in such a way that not all of the program is in 

main memory at once. If the program calls or jumps to an instruction that is not in 
memory, a page fault occurs and the operating system will go and get the mi sing 
instruction (and its neighbors) from disk. This is called a page fault. The process 
is blocked while the necessary instruction is being located and read in. If a thread 
causes a page fault, the kernel, not even knowing about the existence of threads, 
naturally blocks the entire process until the disk I/0 is complete, even though 
other threads might be runnable. 

Another problem with user-level thread packages is that if a thread starts run­
ning, no other thread in that process will ever run unless the first thread volun­
tarily gives up the CPU. Within a single process, there are no clock interrupts, 
making it impossible to schedule processes round-robin fashion (taking turns). 
Unless a thread enters the run-time system of its own free will, the scheduler wi ll 
never get a chance. 

One possible solution to the problem of threads running forever is to have the 
run-time system request a clock signal (interrupt) once a second to give it control, 
but this, too, is crude and messy to program. Periodic clock interrupts at a higher 
frequency are not always possible, and even if they are, the total overhead may be 
substantial. Furthermore, a thread might also need a clock interrupt, interfering 
with the run-time system's use of the clock. 

Another, and probably the most devastating argument against user-level 
threads, is that programmers generally want threads precisely in applications 
where the threads block often, as, for example, in a multithreaded Web server. 
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These threads are constantly making system calls. Once a trap has occwTed to the 
kernel to carry out the system call, it is hardly any more work for the kernel to 
switch threads if the old one has blocked, and having the kernel do this elimjnates 
the need for constantly making select system calls that check to see if read system 
calls are safe. For applications that are essentially entirely CPU bound and rarely 
block, what is the point of having threads at all? No one would seriously propose 
computing the first n prime numbers or playing chess using threads because there 
is nothing to be gained by doing it that way. 

2.2.4 Implementing Threads in the Kernel 

Now let us consider having the kernel know about and manage the thread . 
No run-time system is needed in each, as shown in Fig. 2-13(b ). Also, there is no 
thread table in each process . Instead, the kernel has a thread table that keeps track 
of all the threads in the system. When a thread wants to create a new thread or 
destroy an existing thread, it makes a kernel call, which then does the creation or 
destruction by updating the kernel thread table. 

The kernel 's thread table holds each thread's regi ter , tate, and other infor­
mation . The infonnation is the same as with user-level threads, but it is now in 
the kernel instead of in user space (inside the run-time system). This information 
is a subset of the information that traditional kernels maintain about each of their 
single-threaded processes, that is, the process state. In addition, the kernel also 
maintains the traditional process table to keep track of processes. 

All calls that might block a thread are implemented as system calls, at consid­
erably greater cost than a call to a run-time system procedure. When a thread 
blocks, the kernel, at its option, can run either another thread from the same proc­
ess (if one is ready), or a thread from a different process. With user-level threads, 
the run-time system keeps running threads from its own process until the kernel 
takes the CPU away from it (or there are no ready threads left to run). 

Due to the relatively greater cost of creating and destroying threads in the ker­
nel, some systems take an environmentally correct approach and recycle their 
threads. When a thread is destroyed, it is marked as not runnable, but its kernel 
data tructures are not otherwise affected. Latei.:, when a new thread must be 
created, an old thread i reactivated, saving some overhead. Thread recycling is 
also possible for user-level threads, but since the thread management overhead is 
much smaller, there is less incentive to do this. 

Kernel threads do not require any new, nonblocking system calls. In addition, 
if one thread in a process causes a page fault, the kernel can easily check to see if 
the proces has any other runnable threads, and if so, run one of them while wait­
ing for the required page to be brought in from the disk. Their main disadvantage 
is that the cost of a system call is substantial, so if thread operations (creation, ter­
mination, etc.) are common, much more overhead will be incuned . 
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2.2.5 Hybrid Implementations 

Various ways have been investigated to try to combine the advantages of 
user-level threads with kernel-level threads. One way is use kernel-level threads 
and then multiplex user-level threads onto some or all of the kernel threads, as 
shown in Fig. 2-14. 

Kernel 

Multiple user threads 
on a kernel thread 

User 
space 

Figure 2-14. Multiplexing user-level threads onto kernel-level threads. 

In this design, the kernel is aware of only the kernel-level threads and 
schedules those. Some of those threads may have multiple user-level threads mul­
tiplexed on top of them. These user-level threads are created, destroyed, and 
scheduled just like user-level threads in a process that runs on an operating system 
without multithreading capability. In this model, each kernel-level thread has 
some set of user-level threads that take turns using it. 

2.2.6 Scheduler Activations 

Various researchers have attempted to combine the advantage of user threads 
(good pe1formance) with the advantage of kernel threads (not having to use a lot 
of tricks to make things work). Below we will describe one such approach dev­
ised by Anderson et al. (1992), called scheduler activations. Related work is dis­
cussed by Edler et al. (1988) and Scott et al. (1990). 

The goals of the scheduler activation work are to mimic the functionality of 
kernel threads, but with the better performance and greater flexibility usually 
associated with threads packages implemented in user space. In particular, user 
threads should not have to make special nonblocking system calls or check in 
advance if it is safe to make certain system calls. Nevertheless, when a thread 
blocks on a system call or on a page fault, it should be possible to run other 
threads within the same process, if any are ready. 
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Efficiency is achieved by avoiding unnecessary transitions between user and 
kernel space. If a thread blocks waiting for another thread to do something, for 
example, there is no reason to involve the kernel, thus saving the overhead of the 
kernel-user transition. The user-space run-time system can block the synchroniz­
ing thread and schedule a new one by itself. 

When scheduler activations are used, the kernel as igns a certain number of 
virtual processors to each process and lets the (user-space) run-time system allo­
cate threads to processors. This mechanism can also be used on a multiproce or 
where the virtual processors may be real CPUs. The number of virtual processors 
allocated to a process is initially one, but the process can ask for more and can 
also return processors it no longer needs. The kernel can also take back virtual 
processors already allocated in order to assign them to other, more needy, 
processes. 

The basic idea that makes this scheme work is that when the kernel knows 
that a thread has blocked (e.g., by its having executed a blocking system call or 
caused a page fault), the kernel notifies the process ' run-time system, pas ing as 
parameters on the stack the number of the thread in que tion and a description of 
the event that occurred. The notification happens by having the kernel activate 
the run-time system at a known starting address, roughly analogou to a signal in 
UNIX. This mechanism is called an upcall. 

Once activated like this, the run-time sy tern can reschedule its threads, typi­
cally by marking the current thread as blocked and taking another thread from the 
ready Ii t, setting up its registers, and restarting it. Later, when the kernel learns 
that the original thread can run again (e.g., the pipe it was trying to read from now 
contains data, or the page it faulted over has been brought in from disk), it makes 
another upcall to the run-time system to inform it of thi event. The run-time sys­
tem, at its own discretion, can either restart the blocked thread immediately or put 
it on the ready list to be run later. 

When a hardware interrupt occurs while a user thread is running, the inter­
rupted CPU switches into kernel mode. If the interrupt is caused by an event not 
of interest to the interrupted process, such as completion of another process ' I/0, 
when the interrupt handler has finished, it puts the interrupted thread back in the 
state it was in before the interrupt. If, however, the process is interested in the 
interrupt, such as the arrival of a page needed by one of the process ' threads, the 
interrupted thread is not restarted. Instead, the interrupted thread is suspended 
and the run-time system started on that virtual CPU, with the state of the inter­
rupted thread on the stack. It is then up to the run-time system to decide which 
thread to schedule on that CPU: the interrupted one, the newly ready one, or some 
third choice. 

An objection to scheduler activations is the fundamental reliance on upcalls, a 
concept that violates the structure inherent in any la)(ered sy tern. Normally, layer 
n offers certain services that layer n + 1 can call on, but layer 11 may not call pro­
cedures in layer n + 1. Upcalls do not follow this fundamental principle. 
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2.2.7 Pop-Up Threads 

Threads are frequently useful in distributed systems. An important example is 
how incoming messages, for example requests for service, are handled. The tradi­
tional approach is to have a process or thread that is blocked on a receive system 
call waiting for an incoming message. When a message arrive , it accepts the 
message and processes it. 

However, a completely different approach is also possible, in which the 
arrival of a mes age cause the system to create a new thread to handle the mes­
sage. Such a thread is called a pop-up thread and is illustrated in Fig. 2-15. A 
key advantage of pop-up threads is that since they are brand new, they do not have 
any history-registers, tack, etc. that must be restored. Each one tart out fresh 
and each one is identical to all the others. This makes it possible to create such a 
thread quickly. The new thread is given the incoming message to process. The 
result of using pop-up threads is that the latency between message arrival and the 
start of processing can be made very short. 

Process 

Network 

(a) 

Pop-up thread 
created to handle 

incoming message 

Incoming message 

(b) 

Figure 2-15. Creation of a new thread when a message arrives. (a) Before the 
message arrives. (b) After the message arrives. 

Some advance planning is needed when pop-up threads are used. For exam­
ple, in which process does the thread run? If the ystem supports threads running 
in the kernel's context, the thread may run there (which is why we have not shown 
the kernel in Fig. 2-15). Having the pop-up thread run in kernel space is usually 
easier and faster than putting it in user space. Also, a pop-up thread in kernel 
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space can easily access all the kernel's tables and the 1/0 devices, which may be 
needed for inte1TUpt processing. On the other hand, a buggy kernel thread can do 
more damage than a buggy user thread. For example, if it runs too long and there 
is no way to preempt it, incoming data may be lost. 

2.2.8 Making Single-Threaded Code Multithreaded 

Many existing programs were written for single-threaded processes. Convert­
ing these to multithreading is much trickier than it may at first appear. Below we 
will examine just a few of the pitfalls. 

As a start, the code of a thread normally consists of multiple procedures, just 
like a process. These may have local variables, global variables, and procedure 
parameters. Local variables and parameters do not cause any trouble, but vari­
ables that are global to a thread but not global to the entire program do. These are 
variables that are global in the sense that many procedures within the thread use 
them (as they might use any global variable), but other threads should logically 
leave them alone. 

As an example, consider the errno variable maintained by UNIX. When a 
process ( or a thread) makes a system call that fails, the en-or code is put into 
errno. In Fig. 2-16, thread 1 executes the system call access to find out if it has 
permission to access a ce1tain file. The operating system returns the answer in the 
global variable errno. After control has returned to thread 1, but before it has a 
chance to read errno , the scheduler decides that thread 1 has had enough CPU 
time for the moment and decides to switch to thread 2. Thread 2 executes an 
open call that fails , which causes errno to be overwritten and thread l 's access 
code to be lost forever. When thread 1 starts up later, it will read the wrong value 
and behave incorrectly. 

Q) 

E 
i= 

i 

Thread 1 

~ 
Access (errno set) 

{ 

Errno inspected 

Thread 2 

l 
Open (errno overwritten) 

5 

Figure 2-16. Conflicts between threads over the use of a global variable. 
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Various solutions to this problem are possible. One is to prohibit global vari­
ables altogether. However worthy this ideal may be, it conflicts with much exist­
ing oftware. Another is to assign each thread its own private global variables, as 
shown in Fig. 2-17. In this way, each thread has its own private copy of errno and 
other global variables, so conflicts are avoided. In effect, this decision creates a 
new scoping level, variables visible to all the procedures of a thread, in addition to 
the existing scoping levels of variables visible only to one procedure and variables 
visible everywhere in the program. 

Thread 1's 
code 

Thread 2's 
code 

Thread 1's 
stack 

Thread 2's 
stack 

Thread 1's 
globals 

Thread 2's 
globals 

Figure 2-17. Threads can have private global variables. 

Accessing the private global variables is a bit tricky, however, since most pro­
gramming languages have a way of expressing local variables and global vari­
ables, but not intermediate forms. It is possible to allocate a chunk of memory for 
the globals and pass it to each procedure in the thread, as an extra parameter. 
While hardly an elegant solution, it works. 

Alternatively , new library procedures can be introduced to create, et, and 
read these thread-wide global variables. The first call might look like this: 

creaie _global(" bufptr"); 

It allocates storage for a pointer called bufptr on the heap or in a special storage 
area reserved for the calling thread. No matter where the storage is allocated, 
only the calling thread has acce s to the global variable. If another thread creates 
a global variable with the same name, it gets a different storage location that does 
not conflict with the existing one. 

Two calls are needed to access global variables: one for writing them and the 
other for reading them. For writing, something like 

seLglobal("bufptr", &but); 
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will do. It stores the value of a pointer in the storage location previously created 
by the call to create_global. To read a global variable, the call might look like 

bufptr = read_global("bufptr"); 

It returns the address stored in the global variable, so its data can be accessed. 
The next problem turning a single-threaded program into a multithreaded pro­

gram is that many library procedures are not reentrant. That is, they were not 
designed to have a second call made to any given procedure while a previous call 
has not yet finished. For example, sending a message over the network may well 
be programmed to assemble the message in a fixed buffer within the library, then 
to trap to the kernel to send it. What happens if one thread has assembled its mes­
sage in the buffer, then a clock interrupt forces a switch to a second thread that 
immediately overwrites the buffer with its own message? 

Similarly, memory allocation procedures, such as malloc in UNIX, maintain 
crucial tables about memory usage, for example, a linked list of available chunks 
of memory. While malloc is busy updating these lists, they may temporarily be in 
an inconsistent state, with pointers that point nowhere. If a thread switch occurs 
while the tables are inconsistent and a new call comes in from a different thread, 
an invalid pointer may be used, leading to a program crash. Fixing all these prob­
lems properly effectively means rewriting the entire library. 

A different solution is to provide each procedure with a jacket that sets a bit to 
mark the library as in use. Any attempt for another thread to use a library pro­
cedure while a previous call has not yet completed is blocked. Although this 
approach can be made to work, it greatly eliminates potential parallelism. 

Next, consider signals. Some signals are logically thread specific, whereas 
others are not. For example, if a thread calls alarm, it makes sense for the result­
ing signal to go to the thread that made the call. However, when threads are 
implemented entirely in user space, the kernel does not even know about threads 
and can hardly direct the signal to the right one. An additional complication 
occurs if a process may only have one alarm at a time pending and several threads 
call alarm independent! y. 

Other signals, such as keyboard interrupt, are not thread specific. Who should 
catch them? One designated thread? All the threads? A newly created pop-up 
thread? Furthermore, what happens if one thread changes the signal handlers 
without telling other threads? And what happens if one thread wants to catch a 
particular signal (say, the user hitting CTRL-C), and another thread wants this sig­
nal to terminate the process? This situation can arise if one or more threads run 
standard library procedures and others are user-written. Clearly, these wishes are 
incompatible. In general, signals are difficult enough to manage in a single­
threaded environment. Going to a multithreaded environment does not make 
them any easier to handle. 

One last problem introduced by threads is stack management. In many sys­
tems, when a process ' stack overflows, the kernel just provides that proces with 
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more stack automatically. When a process has multiple th.reads, it must also have 
multiple stacks. If the kernel is not aware of all these stacks, it cannot grow them 
automatically upon stack fault. In fact, it may not even realize that a memory 
fault is related to stack growth. 

These problems are certainly not insurmountable, but they do show that just 
introducing threads into an existing system without a fairly substantial system 
redesign is not going to work at all. The semantics of system calls may have to be 
redefined and libraries have to be rewritten, at the very least. And all of these 
things must be done in such a way as to remain backward compatible with exist­
ing programs for the limiting case of a process with only one th.read. For addi­
tional information about threads, see (Hauser et al., 1993; and Marsh et al. , 1991). 

2.3 INTERPROCESS COMMUNICATION 

Processes frequently need to communicate with other processes. For exam­
ple, in a shell pipeline, the output of the fir t process must be passed to the second 
process, and so on down the line. Thus there is a need for communication 
between processes, preferably in a well-structured way not using interrupt . In 
the following ections we will look at some of the issues related to this InterPro­
cess Communication or IPC. 

Very briefly, there are three issues here. The first was alluded to above: how 
one process can pass information to another. The second has to do with making 
sure two or more processes do not get into each other's way when engaging in 
critical activities (suppose two processes each try to grab the last 1 MB of 
memory). The third concerns proper sequencing when dependencies are present: 
if process A produces data and process B prints them, B has to wait until A has 
produced some data before starting to print. We will examine all three of these 
issues starting in the next section. 

It is also important to mention that two of these issues apply equally well to 
threads. The first one-passing information-is easy for threads since they share 
a common address space (th.reads in different address spaces that need to com­
municate fall under the heading of communicating processes). However, the 
other two-keeping out of each other's hair and proper sequencing- apply 
equally well to threads . The same problems exist and the same solutions apply. 
Below we will discuss the problem in the context of processes, but please keep in 
mind that the same problems and solutions also apply to th.reads. 

2.3.1 Race Conditions 

In some operating systems, processes that are working together may share 
some common storage that each one can read and write. The shared storage may 
be in main memory (possibly in a kernel data tructure) or it may be a shared file ; 
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the location of the shared memory does not change the nature of the communica­
tion or the problems that arise. To see how interprocess communication works in 
practice, let us consider a simple but common example: a print spooler. When a 
process wants to print a file, it enters the file name in a special spooler directory. 
Another process, the printer daemon, periodically checks to see if there are any 
files to be printed, and if there are, it prints them and then removes their names 
from the directory. 

Imagine that our spooler directory has a very large number of slots, numbered 
0, 1, 2, ... , each one capable of holding a file name. Also imagine that there are 
two shared variables, out, which points to the next file to be printed, and in, which 
points to the next free slot in the directory. These two variables might well be 
kept on a two-word file available to all processes. At a certain instant, slots O to 3 
are empty (the files have already been printed) and slots 4 to 6 are full (with the 
names of fi les queued for printing). More or less simultaneously, processes A and 
B decide they want to queue a file for printing. This situation is shown in Fig. 2-
18. 

Spooler 
directory . . . 

abc 

prog.c 

prog.n 

. . . 

out= 4 

in= 7 

Figure 2-18. Two processes want to access shared memory at the same time. 

In jurisdictions where Murphy's lawt is applicable, the following might hap­
pen. Process A reads in. and stores the value, 7, in a local variable called 
next _Ji-ee _slot. Just then a clock interrupt occurs and the CPU decides that proc­
ess A has run long enough, so it switches to process B. Process B also reads in, 
and also gets a 7. It too stores it in its local variable next_free_slot. At this 
instant both processes think that the next available slot is 7. 

Process B now continues to run . It stores the name of its file in slot 7 and 
updates in to be an 8. Then it goes off and does other things. 

Eventually, process A runs again, starting from the place it left off. It looks at 
next _free _slot, finds a 7 there, and writes its file name in slot 7, erasing the name 

t If something can go wrong, it will. 
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that process B just put there. Then it computes next_free _slot + 1, which is 8, 
and sets in to 8. The spooler directory is now internally consistent, so the printer 
daemon will not notice anything wrong, but process B will never receive any out­
put. User B will hang around the printer room for years, wistfully hoping for out­
put that never comes. Situations like this, where two or more processes are read­
ing or writing some shared data and the final result depends on who runs precisely 
when, are called race conditions . Debugging programs containing race condi­
tions is no fun at all. The results of most test runs are fine, but once in a rare 
while something weird and unexplained happens. 

2.3.2 Critical Regions 

How do we avoid race conditions? The key to preventing trouble here and in 
many other situations involving shared memory, shared files, and shared every­
thing else is to find some way to prohibit more than one process from reading and 
writing the shared data at the same time. Put in other words, what we need is 
mutual exclusion, that is, some way of making sure that if one process is using a 
shared variable or file, the other processes will be excluded from doing the same 
thing. The difficulty above occurred because process B started using one of the 
shared variables before process A was finished with it. The choice of appropriate 
primitive operations for achieving mutual exclusion is a major design issue in any 
operating system, and a subject that we will examine in great detail in the follow­
ing sections. 

The problem of avoiding race conditions can also be formulated in an abstract 
way. Part of the time, a process is busy doing internal computations and other 
things that do not lead to race conditions. However, sometimes a process have to 
access shared memory or files, or doing other critical things that can lead to races. 
That part of the program where the shared memory is accessed is called the criti­
cal region or critical section. If we could arrange matters such that no two proc­
esses were ever in their critical regions at the same time, we could avoid races. 

Although this requirement avoids race conditions, this is not sufficient for 
having parallel processes cooperate correctly and efficiently using shared data. 
We need four conditions to hold to have a good solution: 

1. No two processes may be simultaneously inside their critical regions. 

2. No assumptions may be made about speeds or the number of CPUs. 

3. No process running outside its critical region may block other processes. 

4. No process should have to wait forever to enter its critical region. 

In an abstract sense, the behavior that we want is shown in Fig. 2-19. Here 
process A enters its critical region at time T 1. A little later, at time T 2 process B 
attempts to enter its critical region but fails because another process is already in 

IBM Ex-1009 
Page 126



SEC. 2.3 INTERPROCESS COMMUNICATION 103 

its critical region and we allow only one at a time. Consequently, Bis temporarily 
suspended until time T 3 when A leaves its critical region, allowing B to enter 
immediately. Eventually B leaves (at T 4 ) and we are back to the original situation 
with no processes in their critical regions. 

A enters critical region 

I 
I A leaves critical region 

Process A 

Process B 

I I I 

1 B attempts to I B enters I B leaves 
enter critical critical region critical region 

1 
region ~I 1

1
/ 

:/ I 
____ ____,i-··· ································t=======1l:....__---

, '------y------', 
B blocked 

Time 

Figure 2-19. Mutual exclusion using critical regions. 

2.3.3 Mutual Exclusion with Busy Waiting 

In this section we will examine various proposals for achieving mutual exclu­
sion, so that while one process is busy updating shared memory in its critical 
region, no other process will enter its critical region and cause trouble. 

Disabling Interrupts 

The simplest solution is to have each process disable all interrupts just after 
entering its critical region and re-enable them just before leaving it. With inter­
rupts disabled, no clock interrupts can occur. The CPU is only switched from 
process to process as a result of clock or other inte1rnpts, after all , and with inter­
rupts turned off the CPU will not be switched to another process. Thus, once a 
process has disabled interrupts, it can examine and update the shared memory 
without fear that any other process will intervene. 

This approach is generally unattractive because it is unwise to give user 
processes the power to turn off interrupts. Suppose that one of them did it, and 
never turned them on again? That could be the end of the system. Furthermore, if 
the system is a multiprocessor, with two or more CPUs, disabling interrupts 
affects only the CPU that executed the disable instruction. The other ones will 
continue running and can access the shared memory. 
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On the other hand, it is frequently convenient for the kernel itself to disable 
interrupts for a few instructions while it is updating variables or lists. If an inter­
rupt occurred while the list of ready processes, for example, was in an inconsistent 
state, race conditions could occur. The conclusion is: disabling interrupts is often 
a useful technique within the operating system itself but is not appropriate as a 
general mutual exclusion mechanism for user processes. 

Lock Variables 

As a second attempt, let us look for a software solution. Consider having a 
single, shared (lock) variable, initially 0. When a process wants to enter its criti­
cal region, it first tests the lock. If the lock is 0, the process sets it to I and enters 
the critical region. If the lock is already I, the process just waits until it becomes 
0. Thus, a O means that no process is in its critical region, and a 1 means that 
some process is in its critical region. 

Unfortunately, this idea contains exactly the same fatal flaw that we saw in 
the spooler directory. Suppose that one process read the lock and sees that it is 0. 
Before it can set the lock to 1, another process is scheduled, runs, and sets the lock 
to 1. When the first process runs again, it will also set the lock to 1, and two 
processes will be in their critical regions at the same time. 

Now you might think that we could get around this problem by first reading 
out the lock value, then checking it again just before storing into it, but that really 
does not help. The race now occurs if the second process modifies the lock just 
after the first process has finished its second check. 

Strict Alternation 

A third approach to the mutual exclusion problem is shown in Fig. 2-20. This 
program fragment, like nearly all the others in this book, is written in C. C was 
chosen here because real operating systems are virtually always written in C (or 
occasionally C++ ), but hardly ever in languages like Java, Modula 3, or Pascal. C 
is powerful, efficient, and predictable, characteristics critical for writing operating 
systems. Java, for example, is not predictable because it might run out of storage 
at a critical moment and need to invoke the garbage collector at a most inoppor­
tune time. This cannot happen in C because there is no garbage collection in C. 
A quantitative comparison of C, C++, Java, and four other languages is given in 
(Prechelt, 2000). 

In Fig. 2-20, the integer variable turn, initially 0, keeps track of whose turn it 
is to enter the critical region and examine or update the shared memory. Initially, 
process O inspects turn, finds it to be 0, and enters its critical region. Process 1 
also finds it to be O and therefore sits in a tight loop continually testing turn to see 
when it becomes 1. Continuously testing a variable until some value appears is 
called busy waiting. It should usually be avoided, since it wastes CPU time. 
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while (TRUE) { while (TRUE) { 
whi le (turn != 0) I* loop *I ; while (turn != 1) /* loop *I ; 
critical_region( ); critical_region( ); 
tu rn = 1; turn = O; 
noncriticaL region( ); noncritical_region( ); 

(a) (b) 

Figure 2-20. A proposed solution to the critical region problem. (a) Process 0. 
(b) Process I. In both cases, be sure to note the semicolons te1minating the whi le 
statements. 

Only when there is a reasonable expectation that the wait will be short is busy 
waiting used. A lock that uses busy waiting is called a spin lock. 

When process O leaves the critical region, it sets turn to 1, to allow process 1 
to enter its critical region. Suppose that process 1 finishes its critical region 
quickly, so both processes are in their noncritical regions, with turn set to 0. Now 
process O executes its whole loop quickly, exiting its critical region and setting 
turn to 1. At this point turn is 1 and both processes are executing in their noncriti­
cal regions. 

Suddenly, process O finishes its noncritical region and goes back to the top of 
its loop. Unfortunately, it is not pennitted to enter its critical region now, because 
turn is 1 and process 1 is busy with its noncritical region. It hangs in its while 
loop until process l sets turn to 0. Put differently, taking turns is not a good idea 
when one of the processes is much slower than the other. 

This ituation violates condition 3 set out above: process O is being blocked by 
a process not in its critical region. Going back to the spooler directory discussed 
above, if we now associate the critical region with reading and writing the spooler 
directory, process O would not be allowed to print another file because process l 
was doing something else. 

In fact, this solution requires that the two processes strictly alternate in enter­
ing their critical regions, for example, in spooling files . Neither one would be 
permitted to spool two in a row. While this algorithm does avoid all races, it is 
not really a serious candidate as a solution because it violates condition 3. 

Peterson's Solution 

By combining the idea of taking turns with the idea of lock variables and 
warning variables, a Dutch mathematician, T. Dekker, was the first one to devise 
a software solution to the mutual exclusion problem that does not require strict 
alternation. For a discussion of Dekker' s algorithm, see (Dijkstra, 1965). 

In 1981, G .L. Peterson discovered a much simpler way to achieve mutual 
exclusion, thus rendering Dekker's solution obsolete. Peterson' s algorithm is 
shown in Fig. 2-21. This algorithm consists of two procedures written in ANSI C, 
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which means that function prototypes should be supplied for all the functions 
defined and used. However, to save space, we will not show the prototypes in this 
or ubsequent examples. 

#define FALSE 0 
#define TRUE 1 
#define N 2 

int turn; 
int interested[N]; 

void enter _ region(int process); 
{ 

int other; 

I* number of processes *I 

I* whose turn is it? *I 
I* all values initially O (FALSE) *I 

/* process is O or 1 */ 

I* number of the other process *I 

other= 1 - process; I* the opposite of process *I 
interested[process] = TRUE; /* show that you are interested *I 
turn = process; I* set flag *I 
while (turn== process && interested[other] == TRUE) I* null statement*/; 

void leave _region(int process) I* process: who is leaving *I 
{ 

interested[process] = FALSE; I* indicate departure from critical region *I 

Figure 2-21. Peterson's solution for achieving mutual exclusion. 

Before using the shared variables (i.e., before entering its critical region), 
each process calls enter _ region with its own process number, 0 or 1, as parame­
ter. This call will cause it to wait, if need be, until it is safe to enter. After it has 
finished with the shared variables, the process calls leave _region to indicate that 
it is done and to allow the other process to enter, if it so desires . 

Let us see how this solution works. Initially neither process is in it critical 
region. Now process O calls enter _ region. It indicates its interest by setting its 
array element and sets turn to 0. Since process l is not interested, enter_ region 
returns immediately. If process l now calls enter_ region, it will hang there until 
interested [O] goes to FALSE, an event that only happens when process O calls 
leave _region to exit the critical region. 

Now consider the case that both processes call enter _region almost simul­
taneously. Both will store their process number in tum. Whichever store is done 
last is the one that counts; the first one is overwritten and lost. Suppose that proc­
ess l stores last, so turn is 1. When both processes come to the while statement, 
process O executes it zero times and enters its critical region. Process l loops and 
does not enter its critical region until process O exits its critical region. 
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The TSL Instruction 

Now let us look at a proposal that requires a little help from the hardware. 
Many computers, especially those designed with multiple processors in mind, 
have an instruction 

TSL RX.LOCK 

(Test and Set Lock) that works as follows. It reads the contents of the memory 
word lock into register RX and then stores a nonzero value at the memory address 
lock. The operations of reading the word and storing into it are guaranteed to be 
indivisible-no other processor can access the memory word until the instruction 
is finished. The CPU executing the TSL instruction locks the memory bus to 
prohibit other CPUs from accessing memory until it is done. 

To use the TSL instruction, we will use a shared variable, lock, to coordinate 
access to shared memory. When lock is 0, any process may set it to 1 using the 
TSL instruction and then read or write the shared memory. When it is done, the 
process sets lock back to O using an ordinary move instruction. 

How can this instruction be used to prevent two processes from simultane­
ously entering their critical regions? The solution is given in Fig. 2-22. There a 
four-instruction subroutine in a fictitious (but typical) assembly language is 
shown. The first instruction copies the old value of lock to the register and then 
sets lock to 1. Then the old value is compared with 0. If it is nonzero, the lock 
was already set, so the program just goes back to the beginning and tests it again. 
Sooner or later it will become O (when the process cmTently in its critical region is 
done with its critical region), and the subroutine returns, with the lock set. Clear­
ing the lock is simple. The program just stores a O in lock. No special instruc­
tions are needed. 

enter _region: 
TSL REGISTER,LOCK I copy lock to register and set lock to 1 
CMP REGISTER,#0 I was lock zero? 
JNE enter _region I if it was non zero, lock was set, so loop 
RET I return to caller; critical region entered 

leave _region: 
MOVE LOCK,#0 
RET I return to caller 

I store a O in lock 

Figure 2-22. Entering and leaving a critical region using the TSL instruction. 

One solution to the critical region problem is now straightforward. Before 
entering its critical region, a process calls enter _region, which does busy waiting 
until the lock is free; then it acquires the lock and returns. After the critical region 
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the process calls leave _region, which stores a O in lock. As with all solutions 
based on critical regions, the processes must call enter_region and leave _region 
at the correct times for the method to work. If a process cheats, the mutual exclu­
sion will fail. 

2.3.4 Sleep and Wakeup 

Both Peterson's solution and the solution using TSL are correct, but both have 
the defect of requiring busy waiting. In essence, what these solutions do is this: 
when a process wants to enter its critical region, it checks to see if the entry is 
allowed. If it is not, the process just sits in a tight loop waiting until it is. 

Not only does this approach waste CPU time, but it can also have unexpected 
effects. Consider a computer with two processes, H, with high priority and L, 
with low priority. The scheduling rules are such that H is run whenever it is in 
ready state. At a certain moment, with L in its critical region, H becomes ready to 
run (e.g. , an I/O operation completes). H now begins busy waiting, but since L is 
never scheduled while H is running, L never gets the chance to leave its critical 
region, so H loops forever. This situation is sometimes referred to as the priority 
inversion problem. 

Now let us look at some interprocess communication primitives that block 
instead of wasting CPU time when they are not allowed to enter their critical 
regions. One of the simplest is the pair sleep and wakeup. Sleep is a system call 
that causes the caller to block, that is, be suspended until another process wakes it 
up. The wakeup call has one parameter, the process to be awakened. Alterna­
tively, both sleep and wakeup each have one parameter, a memory address used 
to match up sleeps with wakeups. 

The Producer-Consumer Problem 

As an example of how these primitives can be used, let us consider the 
producer-consumer problem (also known as the bounded-buffer problem). 
Two processes share a common, fixed-size buffer. One of them, the producer, 
puts information into the buffer, and the other one, the consumer, takes it out. (It 
is also possible to generalize the problem to have m producers and n consumers, 
but we will only consider the case of one producer and one consumer because this 
assumption simplifies the solutions). 

Trouble arises when the producer wants to put a new item in the buffer, but it 
is already full. The solution is for the producer to go to sleep, to be awakened 
when the consumer has removed one or more items. Similarly, if the consumer 
wants to remove an item from the buffer and sees that the buffer is empty, it goes 
to sleep until the producer puts something in the buffer and wakes it up. 

This approach sounds simple enough, but it leads to the same kinds of race 
conditions we saw earlier with the spooler directory. To keep track of the number 
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of items in the buffer, we will need a variable, count. If the maximum number of 
items the buffer can hold is N, the producer's code will first test to see if count is 
N. If it is, the producer will go to sleep; if it is not, the producer will add an item 
and increment count. 

The consumer's code is similar: first test count to see if it is 0. If it is, go to 
sleep; if it is nonzero, remove an item and decrement the counter. Each of the 
processes also tests to see if the other should be awakened, and if so, wakes it up. 
The code for both producer and consumer is shown in Fig. 2-23. 

#define N 100 
int count = O; 

void producer(void) 
{ 

int item; 

while (TRUE) { 
item = produce_item( ); 
if (count== N) sleep() ; 
insert_item(item); 
count = count + 1; 
if (count== 1) wakeup(consumer); 

void consumer(void) 
{ 

int item; 

I* number of slots in the buffer *I 
I* number of items in the buffer *I 

I* repeat forever *I 
I* generate next item *I 
/* if buffer is full , go to sleep *I 
I* put item in buffer *I 
I* increment count of items in buffer *I 
I* was buffer empty? *I 

while (TRUE) { /* repeat forever *I 
if (count== 0) sleep() ; I* if buffer is empty, got to sleep *I 
item = remove _item(); I* take item out of buffer *I 
count = count - 1; /* decrement count of items in buffer *I 
if (count== N - 1) wakeup(producer) ; I* was buffer full? */ 
consume _item(item); I* print item *I 

Figure 2-23. The producer-consumer problem with a fatal race condition. 

To express system calls such as sleep and wakeup in C, we will show them as 
calls to library routines. They are not part of the standard C library but presum­
ably would be avai lable on any system that actually had these system calls. The 
procedures insert_item. and remove_item, which are not shown, handle the book­
keeping of putting items into the buffer and taking items out of the buffer. 
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Now let us get back to the race condition. It can occur because access to 
count is unconstrained. The following situation could possibly occur. The buffer 
is empty and the consumer has just read count to see if it is 0. At that instant, the 
scheduler decides to stop running the consumer temporaiily and start running the 
producer. The producer inserts an item in the buffer, increments count, and 
notices that it is now 1. Reasoning that count was just 0, and thus the consumer 
must be sleeping, the producer calls wakeup to wake the consumer up. 

Unfortunately, the consumer is not yet logically asleep, so the wakeup signal 
is lost. When the consumer next runs, it will test the value of count it previously 
read, find it to be 0, and go to sleep. Sooner or later the producer will fill up the 
buffer and also go to sleep. Both will sleep forever. 

The essence of the problem here is that a wakeup sent to a process that is not 
(yet) sleeping is lost. If it were not lost, everything would work. A quick fix is to 
modify the rules to add a wakeup waiting bit to the picture. When a wakeup is 
sent to a process that is still awake, this bit is set. Later, when the process tries to 
go to sleep, if the wakeup waiting bit is on, it will be turned off, but the process 
will stay awake. The wakeup waiting bit is a piggy bank for wakeup signals. 

While the wakeup waiting bit saves the day in this simple example, it is easy 
to construct examples with three or more processes in which one wakeup waiting 
bit is insufficient. We could make another patch and add a second wakeup wait­
ing bit, or maybe 8 or 32 of them, but in principle the problem is still there. 

2.3.5 Semaphores 

This was the situation in 1965, when E.W. Dijkstra (1965) suggested using an 
integer variable to count the number of wakeups aved for future use. In his pro­
posal, a new variable type, called a semaphore, was introduced. A semaphore 
could have the value 0, indicating that no wakeups were saved, or some positive 
value if one or more wakeups were pending. 

Dijkstra proposed having two operations, down and up (generalizations of 
sleep and wakeup, respectively). The down operation on a semaphore checks to 
see if the value is greater than 0. If so, it decrements the value (i.e., uses up one 
stored wakeup) and just continues. If the value is 0, the process is put to sleep 
without completing the down for the moment. Checking the value, changing it, 
and possibly going to sleep, is all done as a single, indivisible atomic action. It is 
guaranteed that once a semaphore operation has started, no other process can 
access the semaphore until the operation has completed or blocked. This atomi­
city is absolutely essential to solving synchronization problems and avoiding race 
conditions. 

The up operation increments the value of the semaphore addressed. If one or 
more processes were sleeping on that semaphore, unable to complete an earlier 
down operation, one of them is chosen by the sy tem (e.g., at random) and is 
allowed to complete its down. Thus, after an up on a semaphore with processes 
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sleeping on it, the semaphore will still be 0, but there will be one fewer process 
sleeping on it. The operation of incrementing the semaphore and waking up one 
process is also indivisible. No process ever blocks doing an up, just as no process 
ever blocks doing a wakeup in the earlier model. 

As an aside, in Dijkstra's original paper, he used the names P and V instead of 
down and up, respectively, but since these have no mnemonic significance to peo­
ple who do not speak Dutch (and only marginal significance to those who do), we 
will use the terms down and up instead. These were first introduced in Algol 68. 

Solving the Producer-Consumer Problem using Semaphores 

Semaphores solve the lost-wakeup problem, as shown in Fig. 2-24. It is 
essential that they be implemented in an indivisible way. The normal way is to 
implement up and down as system calls, with the operating system briefly disa­
bling all interrupts while it is testing the semaphore, updating it, and putting the 
process to sleep, if necessary. As all of these actions take only a few instructions, 
no harm is done in disabling interrupts. If multiple CPUs are being used, each 
sen':!aphore should be protected by a lock variable, with the TSL instruction used to 
make sure that only one CPU at a time examines the semaphore. Be sure you 
understand that using TSL to prevent several CPUs from accessing the semaphore 
at the same time is quite different from busy waiting by the producer or consumer 
waiting for the other to empty or fill the buffer. The semaphore operation will 
only take a few microseconds, whereas the producer or consumer might take arbi­
trarily long. 

This solution uses three semaphores: one called full for counting the number 
of slots that are full, one called empty for counting the number of slots that are 
empty, and one called mutex to make sure the producer and consumer do not 
access the buffer at the same time. Full is initially 0, empty is initially equal to 
the number of slots in the buffer, and mutex is initially l. Semaphores that are ini­
tialized to 1 and used by two or more processes to ensure that only one of them 
can enter its critical region at the same time are called binary semaphores. If 
each process does a down just before entering its critical region and an up just 
after leaving it, mutual exclusion is guaranteed. 

Now that we have a good interprocess communication primitive at our dispo­
sal, let us go back and look at the inten-upt sequence of Fig. 2-5 again. In a sys­
tem using semaphores, the natural way to hide interrupts is to have a semaphore, 
initially set to 0, associated with each I/O device. Just after starting an I/O device, 
the managing process does a down on the associated semaphore, thus blocking 
immediately. When the interrupt comes in, the interrupt handler then does an up 
on the associated semaphore, which makes the relevant process ready to run 
again. In this model, step 5 in Fig. 2-5 consists of doing an up on the device's 
semaphore, so that in step 6 the scheduler will be able to run the device manager. 
Of course, if several processes are now ready, the scheduler may choose to run an 
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#define N 100 
typedef int semaphore; 
semaphore mutex = 1; 
semaphore empty = N; 
semaphore full = 0; 

void producer(void) 
{ 

int item; 

while (TRUE) { 
item = produce_item( ); 
down(&empty) ; 
down(&mutex); 
inserLitem(item); 
up(&mutex); 
up(&full); 

void consumer(void) 
{ 

int item; 

while (TRUE) { 
down(&full); 
down(&mutex); 

} 

item= remove_item( ); 
up(&mutex); 
up(&empty); 
consume_ item(item); 

I* number of slots in the buffer *I 
I* semaphores are a special kind of int */ 
I* controls access to critical region *I 
I* counts empty buffer slots *I 
I* counts full buffer slots *I 

/* TRUE is the constant 1 */ 
I* generate something to put in buffer *I 
I* decrement empty count *I 
I* enter critical region *I 
I* put new item in buffer */ 
I* leave critical region *I 
I* increment count of full slots *f 

/* infinite loop *I 
I* decrement full count *I 
I* enter critical region *I 
I* take item from buffer *I 
I* leave critical region *I 
f* increment count of empty slots *I 
I* do something with the item *f 

Figure 2-24. The producer-consumer problem using semaphores. 

even more important process next. We will look at some of the algorithms used 
for scheduling later on in this chapter. 

In the example of Fig. 2-24, we have actually used semaphores in two dif­
ferent ways. This difference is important enough to make explicit. The mutex 
semaphore is used for mutual exclusion. It is designed to guarantee that only one 
process at a time will be reading or writing the buffer and the associated variables. 
This mutual exclusion is required to prevent chaos. We will study mutual exclu­
sion and how to achieve it more in the next section. 
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The other use of semaphores is for synchronization . The full and empty 
semaphores are needed to guarantee that certain event sequences do or do not 
occur. In this case, they ensure that the producer stops running when the buffer is 
full, and the consumer stops running when it is empty. This use is different from 
mutual exclusion. 

2.3.6 Mutexes 

When the semaphore' ability to count is not needed, a simplified version of 
the semaphore, called a mutex, i sometimes used. Mutexes are good only for 
managing mutual exclusion to some shared resource or piece of code. They are 
easy and efficient to implement, which makes them especially useful in thread 
packages that are implemented entirely in user space. 

A mutex is a variable that can be in one of two states: unlocked or locked. 
Consequently, only 1 bit is required to represent it, but in practice an integer often 
is used, with O meaning unlocked and all other values meaning locked. Two pro­
cedures are used with mutexes. When a thread (or process) needs access to a crit­
ical region, it calls mutex_lock. If the mutex is current unlocked (meaning that 
the critical region is available), the call succeeds and the calling thread is free to 
enter the critical region. 

On the other hand, if the mutex is already locked, the calling thread is blocked 
until the thread in the critical region is finished and calls mutex_unlock. If multi­
ple threads are blocked on the mutex, one of them is chosen at random and 
allowed to acquire the lock. 

Because mutexes are so simple, they can easily be implemented in user space 
if a TSL instruction is available. The code for mutex_ lock and mutex_unlock for 
use with a user-level threads package are shown in Fig. 2-25. 

mutex_lock: 
TSL REGISTER,MUTEX I copy mutex to register and set mutex to 1 
CMP REGISTER,#0 I was mutex zero? 
JZE ok I if it was zero, mutex was unlocked, so return 
CALL thread _yield I mutex is busy; schedule another thread 
JMP mutex_lock I try again later 

ok: RET I return to caller; critical region entered 

mutex_unlock: 
MOVE MUTEX,#0 
RET I return to caller 

I store a O in mutex 

Figure 2-25. Implementation of m.utex_ lock and mutex_unlock. 

The code of mutex_ lock is similar to the code of enter _region of Fig. 2-22 
but with a crucial difference. When enter _region fails to enter the critical region, 
it keeps testing the lock repeatedly (busy waiting). Eventually, the clock runs out 
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and some other proces is scheduled to tun. Sooner or later the process holding 
the lock gets to run and releases it. 

With threads, the situation is different becau e there is no clock that stops 
threads that have run too long. Consequently, a thread that tries to acquire a lock 
by busy waiting will loop forever and never acquire the lock because it never 
allows any other thread to run and release the lock. 

That is where the difference between enter_region and mutex_lock comes in. 
When the later fails to acquire a lock, it calls thread_yield to give up the CPU to 
another thread. Consequently there is no bu y waiting. When the thread runs the 
next time, it tests the lock agai n. 

Since thread_yield is just a call to the thread scheduler in L!Ser space, it is 
very fast. As a consequence, neither mutex_ lock nor mutex_unlock requires any 
kernel calls. Using them, user-level threads can synchronize entirely in user space 
using procedures that require only a handful of instrnctions. 

The mutex system that we have described above is a bare bones set of calls. 
With all software, there is always a demand for more features, and synchroniza­
tion primitives are no exception. For example, sometime a thread package offers 
a call mutex_trylock that either acquires the lock or returns a code for failure, but 
does not block. This call gives the thread the flexibility to decide what to do next 
if there are alternatives to just waiting. 

Up until now there is an issue that we have glossed over lightly but which is 
worth at least making explicit. With a user-space threads package there is no 
problem with multiple threads having access to the same mutex since all the 
threads operate in a common address space. However, with most of the earlier 
solutions, such as Peterson's algorithm and semaphores, there is an unspoken 
assumption that multiple processes have access to at least some shared memory, 
perhaps only one word, but something. If processes have disjoint address space , 
as we have consistently said, how can they share the turn variable in Peterson's 
algorithm, or semaphore or a common buffer? 

There are two answers. First, some of the shared data structures, uch as the 
semaphores, can be stored in the kernel and only accessed via system calls. This 
approach eliminate the problem. Second, most modern operating systems 
(including UNIX and Windows) offer a way for processes to share some portion of 
their address space with other processes. In this way, buffers and other data struc­
tures can be shared. In the worst case, that nothing else is possible, a shared file 
can be used. 

If two or more processes share most or all of ~µeir address spaces, the distinc­
tion between processes and threads becomes somewhat blurred but is nevertheless 
present. Two processes that share a common address space still have different 
open files, alarm timers, and other per-process prope1ties, whereas the threads 
within a single process share them. And it is always true that multiple processes 
sharing a common address space never have the efficiency of user-level threads 
since the kernel is deeply involved in their management. 
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2.3. 7 Monitors 

With semaphores interprocess communication looks easy, right? Forget it. 
Look closely at the order of the downs before inserting or removing items from 
the buffer in Fig. 2-24. Suppose that the two downs in the producer's code were 
reversed in order, so mutex was decremented before empty instead of after it. If 
the buffer were completely full, the producer would block, with mutex set to 0. 
Consequently, the next time the consumer tried to access the buffer, it would do a 
down on mutex, now 0, and block too. Both processes would stay blocked forever 
and no more work would ever be done. This unfortunate situation is called a 
deadlock. We will study deadlocks in detail in Chap. 3. 

This problem is pointed out to show how careful you must be when using 
semaphores. One subtle error and everything comes to a grinding halt. It is like 
programming in assembly language, only worse, because the errors are race con­
ditions, deadlocks, and other forms of unpredictable and irreproducible behavior. 

To make it easier to write correct programs, Hoare (1974) and Brinch Hansen 
(1975) proposed a higher-level synchronization primitive called a monitor. Their 
proposals differed slightly, as described below. A monitor is a collection of pro­
cedures, variables, and data structures that are all grouped together in a special 
kind of module or package. Processes may call the procedures in a monitor when­
ever they want to, but they cannot directly access the monitor's internal data 
structures from procedures declared outside the monitor. Figure 2-26 illustrates a 
monitor written in an imaginary language, Pidgin Pascal. 

monitor example 
integer i; 
condition c; 

procedure producer( ); 

end; 

procedure consumer( ); 

end; 
end monitor; 

Figure 2-26. A monitor. 

Monitors have an important property that makes them useful for achieving 
mutual exclusion: only one process can be active in a monitor at any in tant. 
Monitors are a programming language construct, so the compiler knows they are 
special and can handle calls to monitor procedures differently from other pro­
cedure calls. Typically, when a process calls a monitor procedure, the fir t few 
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instructions of the procedure will check to see if any other process is currently 
active within the monitor. If so, the calling process will be suspended until the 
other process has left the monitor. If no other process is using the monitor, the 
calling process may enter. 

It is up to the compiler to implement the mutual exclusion on monitor entries, 
but a common way is to use a mutex or binary semaphore. Because the compiler, 
not the programmer, is arranging for the mutual exclusion, it is much less likely 
that something will go wrong. In any event, the per on writing the monitor does 
not have to be aware of how the compiler arranges for mutual exclusion. It i suf­
ficient to know that by turning all the critical regions into monitor procedures, no 
two proce se will ever execute their critical regions at the same time. 

Although monitors provide an easy way to achieve mutual exclusion, as we 
have seen above, that is not enough. We also need a way for processes to block 
when they cannot proceed. In the producer-consumer problem, it is easy enough 
to put all the tests for buffer-full and buffer-empty in monitor procedures, but how 
should the producer block when it finds the buffer full? 

The solution lies in the introduction of condition variables, along with two 
operations on them, wait and signal. When a monitor procedure discovers that it 
cannot continue (e.g., the producer finds the buffer full) , it does a wait on some 
condition variable, say, full . This action causes the calling process to block. It 
also allows another proces that had been previously prohibited from entering the 
monitor to enter now. 

This other process, for example, the consumer, can wake up its sleeping 
partner by doing a signal on the condition variable that its partner is waiting on. 
To avoid having two active processes in the monitor at the same time, we need a 
rule telling what happens after a signal. Hoare proposed letting the newly awak­
ened process run, suspending the other one. Brinch Hansen proposed finessing 
the problem by requiring that a process doing a signal must exit the monitor 
immediately. In other words, a signal statement may appear only a the final 
statement in a monitor procedure. We will u e Brinch Hansen ' s proposal because 
it is conceptually simpler and is also easier to implement. If a s ignal is done on a 
condition variable on which several processes are waiting, only one of them, 
determined by the system scheduler, is revived. 

As an aside, there is also a third solution, not proposed by either Hoare or 
Brinch Hansen. This is to let the signaler continue to run and allow the waiting 
process to start running only after the signaler has exited the monitor. 

Condition variables are not counters. They do not accumulate signals for later 
use the way semaphores do. Thu if a condition variable is signaled with no one 
waiting on it, the signal is lost forever. In other words, the wait must come before 
the signal. This rule makes the implementation much impler. In practice it is not 
a problem because it is ea y to keep track of the state of each process with vari­
ables, if need be. A process that might otherwise do a signal can see that this 
operation is not necessary by looking at the variables. 
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A skeleton of the producer-consumer problem with monitors is given in 
Fig. 2-27 in an imaginary language, Pidgin Pascal. The advantage of using Pidgin 
Pascal here is that it is pure and imple and follows the Hoare/Brinch Hansen 
model exactly. 

monitor ProducerConsum.er 
condition full, empty; 
integer count; 

procedure insert(item: integer); 
begin 

if count = N then wait(fulf); 
insert _item( item); 
count := count + l ; 
if count= l then signal(empty) 

end; 

function remove: integer; 
begin 

if count = 0 then wait( empty); 
remove = remove _item; 
count := count - l ; 
if count= N - I then signal(full) 

end; 

count:= O; 
end monitor; 

procedure producer; 
begin 

while true do 
begin 

end 
end· 

item = produce_item; 
ProducerConsumer.insert(item) 

procedure consumer; 
begin 

while true do 
begin 

end 
end; 

item = ProducerConsumer.remove; 
consume _ item( item) 

Figure 2-27. An outline of the producer-consumer problem with monitors. 
Only one monitor procedure at a time is active. The buffer has N slots . 
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You may be thinking that the operations wait and signal look similar to sleep 
and wakeup, which we saw earlier had fatal race conditions. They are very simi­
lar, but with one crucial difference: sleep and wakeup failed because while one 
process was trying to go to sleep, the other one was trying to wake it up. With 
monitors, that cannot happen. The automatic mutual exclusion on monitor pro­
cedures guarantees that if, say, the producer inside a monitor procedure discovers 
that the buffer is full, it will be able to complete the wait operation without having 
to worry about the possibility that the scheduler may switch to the consumer just 
before the wait completes. The consumer will not even be let into the monitor at 
all until the wait is finished and the producer has been marked as no longer run­
nable. 

Although Pidgin Pascal is an imaginary language, some real programming 
languages also support monitors, although not always in the form designed by 
Hoare and Brinch Hansen. One such language is Java. Java is an object-oriented 
language that supports user-level threads and also allows methods (procedures) to 
be grouped together into classes. By adding the keyword synchronized to a 
method declaration, Java guarantees that once any thread has started executing 
that method, no other thread will be allowed to start executing any other syn­
chronized method in that class. 

A solution to the producer-consumer problem using monitors in Java is given 
in Fig. 2-28. The solution consists of four classes. The outer class, ProducerCon­
sumer, creates and tarts two threads, p and c. The second and third classe , pro­
ducer and consumer, respectively, contain the code for the producer and con u­
mer. Finally, the class our _monitor, is the monitor. It contains two synchronized 
threads that are u ed for actually inserting items into the shared buffer and taking 
them out. Unlike in the previous examples, we have finally shown the full code 
of insert and remove here. 

The producer and consumer threads are functionally identical to their counter­
parts in all our previous examples. The producer ha an infinite loop generating 
data and putting it into the common buffer. The consumer has an equally infinite 
loop taking data out of the common buffer and doing some fun thing with it. 

The interesting part of this program is the class our _monitor, which contains 
the buffer, the administration variables, and two synchronized methods. When the 
producer is active inside insert, it knows for sure that the consumer cannot be 
active inside remove, making it safe to update the variables and the buffer without 
fear of race conditions. The variable count keeps track of how many items are in 
the buffer. It can take on any value from O through and including N - 1. The 
variable lo is the index of the buffer slot where the next item is to be fetched. 
Similarly, hi is the index of the buffer slot where the next item is to be placed. It 
is permitted that lo = hi, which means either that O items or N items are in the 
buffer. The value of count tells which case holds. 

Synchronized methods in Java differ from classical monitors in an essential 
way: Java does not have condition variables. Instead, it offers two procedures, 

IBM Ex-1009 
Page 142



--

SEC. 2.3 INTERPROCESS COMMUNICATION 119 

wait and notify that are the equivalent of sleep and wakeup except that when they 
are u ed inside synchronized methods, they are not subject to race conditions. In 
theory, the method wait can be interrupted, which is what the code surrounding it 
i all about. Java requires that the exception handling be made explicit. For our 
purposes, just imagine that go_to_ sleep is the way to go to sleep. 

By making the mutual exclusion of critical regions automatic, monitors make 
parallel programming much less error-prone than with semaphores. Still, they too 
have some drawbacks. It is not for nothing that our two examples of monitor 
were in Pidgin Pascal and Java instead of C, as are the other examples in this 
book. As we said earlier, monitors are a programming language concept. The 
compiler must recognize them and arrange for the mutual exclusion somehow. C, 
Pascal, and most other languages do not have monitor , so it is unreasonable to 
expect their compilers to enforce any mutual exclusion rules. In fact, how could 
the compiler even know which procedures were in monitors and which were not? 

These same languages do not have semaphores either, but adding semaphores 
is easy: All you need to do is add two short assembly code routines to the library 
to issue the up and down system calls. The compilers do not even have to know 
that they exist. Of course, the operating systems have to know about the sema­
phores, but at least if you have a semaphore-based operating system, you can still 
write the user programs for it in C or C++ (or even assembly language if you are 
masochistic enough). With monitors, you need a language that has them built in. 

Another problem with monitors, and also with semaphores, is that they were 
designed for solving the mutual exclusion problem on one or more CPUs that all 
have access to a common memory. By putting the semaphores in the shared 
memory and protecting them with TSL instructions, we can avoid races. When we 
go to a distributed system consisting of multiple CPUs, each with its own private 
memory, connected by a local area network, these primitives become inapplica­
ble. The conclusion is that semaphores are too low level and monitors are not 
usable except in a few programming languages. Also, none of the primitives pro­
vide for information exchange between machines. Something else is needed. 

2.3.8 Message Passing 

That something else is message passing. This method of interprocess com­
munication uses two primitives, send and receive, which, like semaphores and 
unlike monitors , are system calls rather than language constructs. As such, they 
can easily be put into library procedures, such as 

send(destination, &message); 

and 

receive( source, &message); 

The former call sends a message to a given destination and the latter one receives 
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public class ProducerConsumer { 
static final int N = 100; // constant giving the buffer size 
static producer p = new producer(); II instantiate a new producer thread 
static consumer c = new consumer(); II instantiate a new consumer thread 
static our _monitor mon = new our _monitor(); II instantiate a new monitor 

public static void main(String args[]) { 
p.start( ); II start the producer thread 
c.start( ); II start the consumer thread 

static class producer extends Thread { 
public void run() {// run method contains the thread code 

int item; 

} 

while (true) { // producer loop 
item = produce_item( ); 
mon.insert(item); 

private int produce_item() { ... } // actually produce 

static class consumer extends Thread { 
public void run() { run method contains the thread code 

int item; 
while (true) { II consumer loop 

item= man.remove() ; 
consume _item (item); 

private void consume_item(int item) { ... }II actually consume 

static class our _monitor { // th is is a monitor 
private int buffer[] = new int[N]; 

} 

private int count = 0, lo = 0, hi = 0; II counters and indices 

public synchronized void insert(int val) { 
if (count== N) go_to_sleep( ); // if the buffer is full, go to sleep 
buffer [hi] = val; II insert an item into the buffer 
hi = (hi + 1) % N; // slot to place next item in 
count = count + 1; II one more item in the buffer now 
if (count== 1) notify() ; II if consumer W!3-S §leeping, wake it up 

public synchronized int remove() { 
int val; 
if (count== O) go_to_sleep( ); II if the buffer is empty, go to sleep 
val = buffer [lo]; // fetch an item from the buffer 
lo= (lo+ 1) % N; II slot to fetch next item from 
count = count - 1; II one few items in the buffer 
if (count== N - 1) 11otify( ); II if producer was sleeping, wake it up 
return val ; 

private void go_to_sleep() { try{wait( );} catch(lnterruptedException exc) {};} 
} 

Figure 2-28. A solution to the producer-consumer problem in Java. 

CHAP. 2 
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a message from a given source (or from ANY, if the receiver does not care). If no 
message is available, the receiver can block until one arrives. Alternatively, it can 
return immediately with an error code. 

Design Issues for Message Passing Systems 

Message passing systems have many challenging problems and design issues 
that do not arise with semaphores or monitors, especially if the communicating 
processes are on different machines connected by a network. For example, mes­
sages can be lost by the network. To guard against lost messages, the sender and 
receiver can agree that as soon as a message has been received, the receiver will 
send back a special acknowledgement message. If the sender has not received 
the acknowledgement within a certain time interval, it retransmits the message. 

Now consider what happens if the message itself is received correctly, but the 
acknowledgement is lost. The sender will retransmit the message, so the receiver 
will get it twice. It is essential that the receiver be able to distinguish a new mes­
sage from the retransmission of an old one. Usually, this problem is solved by 
putting consecutive sequence numbers in each original message. If the receiver 
gets a message bearing the ame sequence number as the previous message, it 
knows that the message is a duplicate that can be ignored. Successfully commun­
icating in the face of unreliable message passing is a major part of the study of 
computer networks. For more information, see (Tanenbaum, 1996). 

Message systems also have to deal with the question of how processes are 
named, so that the process specified in a send or receive call is unambiguous. 
Authentication is also an issue in message systems: how can the client tell that he 
is communicating with the real file server, and not with an imposter? 

At the other end of the spectrum, there are also design issues that are impor­
tant when the sender and receiver are on the same machine. One of these is per­
formance. Copying messages from one process to another is always slower than 
doing a semaphore operation or entering a monitor. Much work has gone into 
making message passing efficient. Cheriton (1984), for example, suggested limit­
ing message size to what will fit in the machine's registers, and then doing mes­
sage passing using the register . 

The Producer-Consumer Problem with Message Passing 

Now let us see how the producer-consumer problem can be solved with mes­
sage passing and no shared memory . A solution is given in Fig. 2-29. We assume 
that all messages are the same size and that messages sent but not yet received are 
buffered automatically by the operating system. In this solution, a total of N mes­
sages is used, analogous to the N slots in a shared memory buffer. The consumer 
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starts out by sending N empty messages to the producer. Whenever the producer 
has an item to give to the consumer, it takes an empty message and sends back a 
full one. In this way, the total number of messages in the system remains constant 
in time, so they can be stored in a given amount of memory known in advance. 

If the producer works faster than the consumer all the messages wi ll end up 
full , waiting for the consumer; the producer will be blocked, waiting for an empty 
to come back. If the consumer works faster, then the reverse happens: all the 
messages will be empties waiting for the producer to fill them up; the consumer 
will be blocked, waiting for a fu ll message. 

#define N 100 

void producer(void) 
{ 

int item; 
message m; 

while (TRUE) { 
item= produce_item( ); 
receive(consumer, &m); 
build _message(&m, item); 
send(consumer, &m); 

void consumer(void) 
{ 

int item, i; 
message m; 

I* number of slots in the buffer *I 

I* message buffer *I 

I* generate something to put in buffer *I 
I* wait for an empty to arrive *I 
I* construct a message to send *I 
I* send item to consumer *I 

for (i = 0; i < N; i++) send(producer, &m); I* send N empties *I 
while (TRUE) { 

receive(producer, &m) ; 
item = extracLitem(&m); 
send(producer, &m); 
consume _ item(item); 

I* get message containing item *I 
I* extract item from message *I 
I* send back empty reply *I 
I* do something with the item *I 

Figure 2-29. The producer-consumer problem with N messages. 

Many variants are possible with message passing. For starters, let us look at 
how messages are addressed. One way is to assign each process a unique address 
and have messages be addressed to processes. A different way is to invent a new 
data structure, called a mailbox. A mailbox is a place to buffer a certain number 
of messages, typically specified when the mailbox is created. When mailboxes 
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are used, the address parameters in the send and receive calls are mailboxes, not 
processes. When a process tries to send to a mailbox that is full, it is suspended 
until a message is removed from that mailbox, making room for a new one. 

For the producer-consumer problem, both the producer and consumer would 
create mailboxes large enough to hold N messages. The producer would send 
messages containing data to the consumer's mailbox, and the consumer would 
send empty messages to the producer's mailbox. When mailboxes are used, the 
buffering mechanism is clear: the destination mailbox holds messages that have 
been sent to the destination process but have not yet been accepted. 

The other extreme from having mailboxes is to eliminate all buffering. When 
this approach i followed, if the send is done before the receive , the sending proc­
e s is blocked until the receive happens, at which time the message can be copied 
directly from the sender to the receiver, with no intermediate buffering. Simi­
larly, if the receive i done first, the receiver is blocked until a send happens. 
Thi strategy is often known as a rendezvous. It is easier to implement than a 
buffered message scheme but is less flexible since the sender and receiver are 
forced to run in lockstep. 

Message passing is commonly used in parallel programming systems. One 
well-known message-passing system, for example, is MPI (Message-Passing 
Interface). It is widely used for scientific computing. For more information 
about it, see for example (Gropp et al., 1994; and Snir et al., 1996). 

2.3.9 Barriers 

Our last synchronization mechanism is intended for groups of processes rather 
than two-process producer-consumer type situations. Some applications are 
divided into phases and have the rule that no process may proceed into the next 
pha e until all processes are ready to proceed to the next phase. This behavior 
may be achieved by placing a barrier at the end of each pha e. When a process 
reaches the barrier, it is blocked until all processes have reached the barrier. The 
operation of a barrier is illustrated in Fig. 2-30. 

In Fig. 2-30(a) we see four processes approaching a barrier. What this means 
is that they are just computing and have not reached the end of the current phase 
yet. After a while, the first process finishes all the computing required of it during 
the first phase. It then executes the barrier primitive, generally by calling a library 
procedure. The process is then suspended. A little later, a second and then a third 
process finish the first phase and also execute the barrier primitive. This situation 
is illustrated in Fig. 2-30(b). Finally, when the last process, C, hits the barrier, all 
the processes are released, as shown in Fig. 2-30(c). 

As an example of a problem requiring barriers, consider a typical relaxation 
problem in physics or engineering. There is typically a matrix that contains some 
initial values. The values might represent temperatures at various points on a 
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Figure 2-30. Use of a barrier. (a) Proces es approaching a barrier_ (b) All 
processes but one blocked at the barrier. (c) When the last process arrives at the 
barrier, all of them are let through_ 

(c) 

sheet of metal. The idea mjght be to calculate how long it takes for the effect of a 
flame placed at one corner to propagate throughout the sheet. 

Starting with the current values, a transformation is applied to the matrix to 
get the second ver ion of the matrix, for example, by applying the laws of thermo­
dynamics to see what all the temperatures are t-,.T later. Then the processes is 
repeated over and over, giving the temperatures at the sample points as a function 
of time as the sheet heats up. The algorithm thus produces a series of matrices 
over time_ 

Now imagine that the matrix is very large (say, 1 million by 1 million), so that 
parallel processes are needed (possibly on a multiprocessor) to speed up the calcu­
lation_ Different processes work on different parts of the matrix, calculating the 
new matrix elements from the old ones according to the laws of physics. How­
ever, no process may start on iteration n + l until iteration n is complete, that is, 
until all processes have finished their current work_ The way to achieve this goal 
is to program each process to execute a barrier operation after it has finished its 
part of the current iteration_ When all of them are done, the new matrix (the input 
to the next iteration) will be finished, and all processes will be simultaneou ly 
released to start the next iteration_ 

2.4 CLASSICAL IPC PROBLEMS 

The operating systems literature is full of interesting problems that have been 
widely discussed and analyzed using a variety of synchronization methods_ In the 
following sections we will examine three of the better-known problems_ 
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2.4.1 The Dining Philosophers Problem 

In 1965, Dijkstra posed and solved a synchronization problem he called the 
dining philosophers problem . Since that time, everyone inventing yet another 
synchronization primitive has felt obligated to demonstrate how wonderful the 
new primitive is by showing how elegantly it solves the dining philosophers prob­
lem. The problem can be stated quite simply as follows. Five philosophers are 
seated around a circular table. Each philosopher has a plate of spaghetti. The 
spaghetti is so slippery that a philosopher needs two forks to eat it. Between each 
pair of plates is one fork. The layout of the table is illustrated in Fig. 2-31. 

Figure 2-31. Lunch time in the Philosophy Department. 

The life of a philosopher consists of alternate periods of eating and thinking. 
(This is something of an abstraction, even for philosophers, but the other activities 
are irrelevant here.) When a philosopher gets hungry, she tries to acquire her left 
and right fork, one at a time, in either order. If successful in acquiring two forks , 
she eats for a while, then puts down the forks, and continues to think. The key 
question is : Can you write a program for each philosopher that does what it is sup­
posed to do and never gets stuck? (It has been pointed out that the two-fork 
requirement is somewhat artificial; perhaps we should switch from Italian food to 
Chinese food, substituting rice for spaghetti and chopsticks for forks.) 

Figure 2-32 shows the obvious solution. The procedure take _fork waits until 
the specified fork is available and then seizes it. Unfortunately, the obvious solu­
tion is wrong . Suppose that all five philosophers take their left forks simultane­
ously. None will be able to take their right forks , and there will be a deadlock. 

We could modify the program so that after taking the left fork, the program 
checks to see if the right fork is available. If it is not, the philosopher puts down 

IBM Ex-1009 
Page 149



126 PROCESSES AND THREADS CHAP. 2 

#define N 5 

void philosopher(int i) 
{ 

while (TRUE) { 
think(); 
take _fork(i); 
take_fork((i+ 1) % N); 
eat() ; 
puLfork(i); 
puLfork((i+1) % N); 

I* number of philosophers *I 

/* i: philosopher number, from Oto 4 *I 

I* philosopher is thinking */ 
I* take left fork *I 
I* take right fork; % is modulo operator *I 
I* yum-yum, spaghetti *I 
/* put left fork back on the table *I 
I* put right fork back on the table *I 

Figure 2-32. A nonsolution to the dining philosophers problem. 

the left one, waits for some time, and then repeats the whole process. This propo­
sal too, fails, although for a different reason. With a little bit of bad luck, all the 
philosophers could start the algorithm simultaneously, picking up their left forks, 
seeing that their right forks were not available, putting down their left forks, wait­
ing, picking up their left forks again simultaneously, and so on, forever. A situa­
tion like this, in which all the programs continue to run indefinitely but fail to 
make any progress is called starvation. (It is called starvation even when the 
problem does not occur in an Italian or a Chinese restaurant.) 

Now you might think, " If the philosophers would just wait a random time 
instead of the same time after failing to acquire the right-hand fork, the chance 
that everything would continue in lockstep for even an hour is very small ." This 
observation is true, and in nearly all applications trying again later is not a prob­
lem. For example, in the popular Ethernet local area network, if two computers 
send a packet at the same time, each one waits a random time and tries again; in 
practice this solution works fine. However, in a few applications one would 
prefer a solution that always works and cannot fail due to an unlikely series of 
random numbers. Think about safety control in a nuclear power plant. 

One improvement to Fig. 2-32 that has no deadlock and no starvation is to 
protect the five statements following the call to think by a binary semaphore. 
Before starting to acquire forks, a philosopher would do a down on mutex. After 
replacing the forks , she would do an up on mutex. From a theoretical viewpoint, 
this solution is adequate. From a practical one, it has a performance bug: only one 
philosopher can be eating at any instant. With five forks available, we should be 
able to allow two philosophers to eat at the same time. 

The solution presented in Fig. 2-33 is deadlock-free and allows the maximum 
parallelism for an arbitrary number of philosophers. It uses an array, state, to 
keep track of whether a philosopher is eating, thinking, or hungry (trying to 
acquire forks). A philosopher may move only into eating state if neither neighbor 
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#define N 5 
#define LEFT (i+N- 1 )%N 
#define RIGHT (i+ 1 )%N 
#define THINKING 0 
#define HUNGRY 1 
#define EATING 2 
typedef int semaphore; 
int state[N]; 
semaphore mutex = 1 ; 
semaphore s[N]; 

void philosopher(int i) 
{ 

} 

while (TRUE) { 
think(); 
take_ forks(i); 
eat(); 
puLforks(i) ; 

void take _forks(int i) 
{ 

} 

down(&mutex); 
state[i] = HUNGRY; 
test(i); 
up(&mutex); 
down(&s[i]); 

void put_forks(i) 
{ 

dqwn(&mutex); 
state[i] = THINKING; 
test(LEFT}; 
test(RIGHT); 
up~&mutex); 

void test(i) 
{ 

I* number of philosophers *I 
I* number of i's left neighbor *I 
I* number of i's right neighbor *I 
I* philosopher is thinking *I 
I* philosopher is trying to get forks *I 
I* philosopher is eating *I 
I* semaphores are a special kind of int *I 
I* array to keep track of everyone's state *I 
I* mutual exclusion for critical regions *I 
I* one semaphore per philosopher */ 

/* i: philosopher number, from O to N-1 *I 

I* repeat forever *I 
I* philosopher is thinking *I 
I* acquire two forks or block *I 
I* yum-yum, spaghetti *I 
I* put both forks back on table *I 

/* i: philosopher number, from Oto N-1 */ 

I* enter critical region *I 
I* record tact that philosopher i is hungry *I 
I* try to acquire 2 forks *I 
I* exit critical region *I 
I* block if forks were not acquired *I 

/* i: philosopher number, from Oto N-1 *I 

I* enter critical region *I 
I* philosopher has finished eating *I 
I* see if left neighbor can now eat *I 
I* see if right neighbor can now eat *I 
I* exit critical region *I 

/* i: philosopher number, from O to N-1 *I 

if (state[i] == HUNGRY && state[LEFT] != EATING && state[RIGHT] != EATING) { 
state[i] = EATING; 
up(&s[i]); 

Figure 2-33. A solution to the dining phi lo ophers prob lem. 
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is eating. Philosopher i's neighbors are defined by the macros LEFT and RIGHT. 
In other words, if i is 2, LEFT is 1 and RIGHT is 3. 

The program uses an array of semaphores, one per philosopher, so hungry 
philosophers can block if the needed forks are busy. Note that each process runs 
the procedure philosopher as its main code, but the other procedures, take_Jorks, 
put_forks , and test are ordinary procedures and not separate processes. 

2.4.2 The Readers and Writers Problem 

The dining philosophers problem is useful for modeling processes that are 
competing for exclusive access to a limited number of resources, such as I/0 
devices. Another famous problem is the readers and writers problem (Courtois et 
al., 1971), which models access to a database. Imagine, for example, an airline 
reservation system, with many competing processes wishing to read and write it. 
It is acceptable to have multiple processes reading the database at the same time, 
but if one process is updating (writing) the database, no other processes may have 
access to the database, not even readers. The question is how do you program the 
readers and the writers? One solution is shown in Fig. 2-34. 

In this solution, the first reader to get access to the database does a down on 
the semaphore db. Subsequent readers merely increment a counter, re. As 
readers leave, they decrement the counter and the last one out does an up on the 
semaphore, allowing a blocked writer, if there is one, to get in. 

The solution presented here implicitly contains a subtle decision that is worth 
commenting on. Suppose that while a reader is using the database, another reader 
comes along. Since having two readers at the same time is not a problem, the 
second reader is admitted. A third and subsequent readers can also be admitted if 
they come along. 

Now suppose that a writer comes along. The writer cannot be admitted to the 
database, since writers must have exclusive access, so the writer is suspended. 
Later, additional readers show up. As long as at least one reader is still active, 
subsequent readers are admitted. As a consequence of this strategy, as long as 
there is a steady supply of readers, they will all get in as soon as they arrive. The 
writer will be kept suspended until no reader is present. If a new reader arrives, 
say, every 2 seconds, and each reader takes 5 seconds to do its work, the writer 
will never get in. 

To prevent this situation, the program could be written slightly differently: 
when a reader arrives and a writer is waiting, the reader is suspended behind the 
writer instead of being admitted immediately. In this way, a writer has to wait for 
readers that were active when it arrived to finish but does not have to wait for 
readers that came along after it. The disadvantage of this solution is that it 
achieves less concurrency and thus lower performance. Courtois et al. present a 
solution that gives priority to writers. For details, we refer you to the paper. 
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typedef int semaphore; 
semaphore mutex = 1; 
semaphore db = 1 ; 

I* use your imagination *I 
I* controls access to 're' *I 
I* controls access to the database *I 

129 

int re= O; I* # of processes reading or wanting to *I 

void reader(void) 
{ 

while (TRUE) { 
down(&mutex); 
re= re+ 1; 
if (re== 1) down(&db); 
up(&mutex); 
read _data_base( ); 
down(&mutex); 
re= re - 1; 
if (re== 0) up(&db); 
up(&mutex); 
use_data_read( ); 

void writer(void) 
{ 

while (TRUE) { 
think_up_data( ); 
down(&db); 
write _data_base( ); 
up(&db); 

I* repeat forever *I 
I* get exclusive access to 're' *I 
I* one reader more now *I 
I* if this is the first reader ... *I 
I* release exclusive access to 're' *I 
I* access the data *I 
I* get exclusive access to 're' *I 
I* one reader fewer now *I 
I* if this is the last reader ... *I 
I* release exclusive access to 're' *I 
I* noncritical region *I 

I* repeat forever *I 
I* noncritical region *I 
I* get exclusive access *I 
I* update the data *I 
I* release exclusive access *I 

Figure 2-34. A solution to the readers and writers problem. 

2.4.3 The Sleeping Barber Problem 

Another classical IPC problem takes place in a barber shop. The barber shop 
has one barber, one barber chair, and n chairs for waiting customers, if any, to sit 
on. If there are no customers present, the barber sits down in the barber chair and 
falls asleep, as illustrated in Fig. 2-35. When a customer arrives, he has to wake 
up the sleeping barber. If additional customers arrive while the barber is cutting a 
customer's hair, they either sit down (if there are empty chairs) or leave the shop 
(if all chairs are full). The problem is to program the barber and the customers 
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without getting into race conditions. This problem is similar to various queueing 
situations, such as a multiperson helpdesk with a computerized call waiting sys­
tem for holding a limited number of incoming calls. 

Figure 2-35. The sleeping barber. 

Our solution uses three semaphores: customers, which counts waiting custo­
mers (excluding the customer in the barber chair, who is not waiting), barbers, the 
number of barbers (0 or 1) who are idle, waiting for customers, and mutex, which 
is used for mutual exclusion. We also need a variable, waiting, which also counts 
the waiting customers. It is essentially a copy of customers. The reason for hav­
ing waiting is that there is no way to read the current value of a semaphore. In 
this solution, a customer entering the shop has to count the number of waiting cus­
tomers. If it is less than the number of chairs, he stays; otherwise, he leaves. 

Our solution is shown in Fig. 2-36. When the barber shows up for work in the 
morning, he executes the procedure barber, causing him to block on the sema­
phore customers because it is initially 0. The barber then goes to sleep, as shown 
in Fig. 2-35 . He stays asleep until the first customer shows up. 
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#define CHAIRS 5 

typedef int semaphore; 

semaphore customers = O; 
semaphore barbers = O; 
semaphore mutex = 1 ; 
int waiting = O; 

void barber(void) 
{ 

while (TRUE) { 
down( &customers) ; 
down(&mutex); 
waiting = waiting - 1; 
up(&barbers); 
up(&mutex); 
cuLhair( ); 

void customer(void) 
{ 

down(&mutex); 
if (waiting < CHAIRS) { 

waiting = waiting + 1 ; 
up(&customers); 
up(&mutex); 
down(&barbers); 
geLhaircut( ); 

} else { 
up(&mutex); 

I* # chairs for waiting customers *I 

I* use your imagination *I 

I* # of customers waiting for service *I 
I* # of barbers waiting for customers *I 
I* for mutual exclus10n *I 
I* customers are waiting (not being cut) *I 

I* go to sleep if # of customers is O */ 
I* acquire access to 'waiting' *I 
I* decrement count of waiting customers *I 
I* one barber is now ready to cut hair *I 
I* release 'waiting ' *I 
I* cut hair (outside critical region) *I 

I* enter critical region *I 
I* if there are no free chairs, leave *I 
I* increment count of waiting customers *I 
I* wake up barber if necessary *I 
I* release access to 'waiting' *I 
I* go to sleep if# of free barbers is O */ 
I* be seated and be serviced *I 

/* shop is fu ll; do not wait *I 

Figure 2-36. A solution to the sleeping barber problem. 

When a customer arrives, he executes customer, starting by acquiring mutex 
to enter a critical region. If another customer enters shortly thereafter, the second 
one will not be able to do anything until the first one has released mutex. The cus­
tomer then checks to see if the number of waiting customers is less than the 
number of chairs . If not, he releases mutex and leaves without a haircut. 

If there is an available chair, the customer increments the integer variable, 
waiting. Then he does an up on the semaphore customers , thus waking up the 
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barber. At this point, the customer and barber are both awake. When the custo­
mer releases mutex, the barber grabs it, does some housekeeping, and begins the 
haircut. 

When the haircut is over, the customer exits the procedure and leaves the 
shop. Unlike our earlier examples, there is no loop for the customer because each 
one gets only one haircut. The barber loops, however, to try to get the next custo­
mer. If one is present, another haircut is given. If not, the barber goes to sleep. 

As an aside, it is worth pointing out that although the readers and writers and 
sleeping barber problems do not involve data transfer, they are still belong to the 
area of IPC because they involve synchronization between multiple processes. 

2.5 SCHEDULING 

When a computer is multiprogrammed, it frequently has multiple processes 
competing for the CPU at the same time. This situation occurs whenever two or 
more processes are simultaneously in the ready state. If only one CPU is avail­
able, a choice has to be made which process to run next. The part of the operating 
system that makes the choice is called the scheduler and the algorithm it uses is 
called the scheduling algorithm. These topics form the subject matter of the fol­
lowing sections. 

Many of the same issues that apply to process scheduling also apply to thread 
scheduling, although some are different. Initially we will focus on process 
scheduling. Later on we will explicitly look at thread scheduling. 

2.5.1 Introduction to Scheduling 

Back in the old days of batch systems with input in the form of card images 
on a magnetic tape, the scheduling algorithm was simple: just run the next job on 
the tape. With timesharing systems, the scheduling algorithm became more com­
plex because there were generally multiple users waiting for service. Some main­
frames still combine batch and timesharing service, requiring the scheduler to 
decide whether a batch job or an interactive user at a terminal should go next. (As 
an aside, a batch job may be a request to run multiple programs in succession, but 
for this section, we will just assume it is a request to run a single program.) 
Because CPU time is a scarce resource on these machines, a good scheduler can 
make a big difference in perceived performance and user satisfaction. Conse­
quently, a great deal of work has gone into devising clever and efficient schedul­
ing algorithms. 

With the advent of personal computers, the situation changed in two ways. 
First, most of the time there is only one active process. A user entering a docu­
ment on a word processor is unlikely to be simultaneously compiling a program in 
the background. When the user types a command to the word processor, the 
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scheduler does not have to do much work to figure out which process to run-the 
word processor is the only candidate. 

Second, computers have gotten so much faster over the years that the CPU is 
rarely a scarce resource any more. Most programs for personal computers are 
limited by the rate at which the user can present input (by typing or clicking), not 
by the rate the CPU can process it. Even compilations, a major sink of CPU 
cycles in the past, take just a few seconds at most nowadays. Even when two pro­
grams are actually running at once, such as a word processor and a spreadsheet, it 
hardly matters which goes first since the user is probably waiting for both of them 
to finish. As a consequence, scheduling does not matter much on simple PCs. 
[Of course, there are applications that practically eat the CPU alive: rendering one 
hour of high-resolution video may require industrial-strength image processing on 
each of 108,000 frames in NTSC (90,000 in PAL), but these applications are the 
exception rather than the rule.] 

When we turn to high-end networked workstations and servers, the situation 
changes. Here multiple processes often do compete for the CPU, so scheduling 
matters again. For example, when the CPU has to choose between running a 
process that updates the screen after a user has closed a window and running a 
process that sends out queued email, it makes a huge difference in the perceived 
response. If closing the window were to take 2 sec while the email was being 
sent, the user would probably regard the system as extremely sluggish, whereas 
having the email delayed by 2 sec would not even be noticed. In this case, proc­
ess scheduling matters very much. 

In addition to picking the right process to run, the scheduler also has to worry 
about making efficient use of the CPU because process switching is expensive. 
To start with, a switch from user mode to kernel mode must occur. Then the state 
of the cuITent process must be saved, including storing its registers in the process 
table so they can be reloaded later. In many systems, the memory map (e.g., 
memory reference bits in the page table) must be saved as well. Next a new proc­
ess must be selected by running the scheduling algorithm. After that, the MMU 
must be reloaded with the memory map of the new process. Finally, the new 
process must be started. In addition to all that, the process switch usually invali­
dates the entire memory cache, forcing it to be dynamically reloaded from the 
main memory twice (upon entering the kernel and upon leaving it) . All in all, 
doing too many process switches per second can chew up a substantial amount of 
CPU time, so caution is advised. 

Process Behavior 

Nearly all processes alternate bursts of computing with (disk) I/0 requests, as 
shown in Fig. 2-37. Typically the CPU runs for a while without stopping, then a 
system call is made to read from a file or write to a file. When the system call 
completes, the CPU computes again until it needs more data or has to write more 
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data, and so on. Note that some 1/0 activities count as computing. For example, 
when the CPU copies bits to a video RAM to update the screen, it is computing, 
not doing 1/0, because the CPU is in use. I/0 in this sense is when a process 
enters the blocked state waiting for an external device to complete its work. 

(a) 

{b) 

/ 
Long CPU burst 

Waiting for 1/0 

Short CPU burst 

I 
Time 

Figure 2-37. Bursts of CPU usage alternate with periods of waiting for UO. (a) 
A CPU-bound process. (b) An VO-bound process. 

The important thing to notice about Fig. 2-37 is that some processes, such as 
the one in Fig. 2-37(a), spend most of their time computing, while others, such as 
the one in Fig. 2-37(b), spend most of their time waiting for 1/0. The former are 
called compute-bound; the latter are called 1/0-bound. Compute-bound 
processes typically have long CPU bursts and thus infrequent 1/0 waits, whereas 
I/0-bound processes have sho1t CPU bursts and thus frequent 1/0 waits. Note that 
the key factor is the length of the CPU burst, not the length of the I/0 burst. 1/0-
bound processes are I/0 bound because they do not compute much between I/0 
requests, not because they have especially long 1/0 requests. It takes the same 
time to read a disk block no matter how much or how little time it takes to process 
the data after they arrive. 

It is worth noting that as CPUs get faster, processes tend to get more 1/0-
bound. This effect occurs because CPUs are improving much faster than disks. 
As a consequence, the scheduling of 1/0-bound processes is likely to become a 
more important subject in the future. The basic idea here is that if an I/0-bound 
process wants to run, it should get a chance quickly so it can issue its disk request 
and keep the disk busy. 

When to Schedule 

A key issue related to scheduling is when to make scheduling decisions. It 
turns out that there are a variety of situations in which scheduling is needed. First, 
when a new process is created, a decision needs to be made whether to run the 
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parent process or the child process. Since both processes are in ready state, it is a 
normal scheduling decision and it can go either way, that is, the scheduler can leg­
itimately choose to run either the parent or the child next. 

Second, a scheduling decision must be made when a process exits. That proc­
ess can no longer run (since it no longer exists), so some other process must be 
chosen from the set of ready processes. If no process is ready, a system-supplied 
idle process is normally run. 

Third, when a process blocks on I/O, on a semaphore, or for some other rea­
son, another process has to be selected to run. Sometimes the reason for blocking 
may play a role in the choice. For example, if A is an important process and it is 
waiting for B to exit its critical region, letting B run next will allow it to exit its 
critical region and thus let A continue. The trouble, however, is that the scheduler 
generally does not have the necessary information to take this dependency into 
account. 

Fourth, when an I/O interrupt occurs, a scheduling decision may be made. If 
the interrupt came from an I/O device that has now completed its work, some 
process that was blocked waiting for the I/O may now be ready to run. It is up to 
the scheduler to decide if the newly ready process should be run, if the process 
that was running at the time of the interrupt should continue running, or if some 
third process should run. 

If a hardware clock provides periodic interrupts at 50 Hz, 60 Hz, or some 
other frequency, a scheduling decision can be made at each clock interrupt or at 
every k-th clock interrupt. Scheduling algorithms can be divided into two 
categories with respect to how they deal with clock interrupts. A nonpreemptive 
scheduling algorithm picks a process to run and then just lets it run until it blocks 
(either on I/O or waiting for another process) or until it voluntarily releases the 
CPU. Even if it runs for hours, it will not be forceably suspended. In effect, no 
scheduling decisions are made during clock interrupts. After clock interrupt proc­
essing has been completed, the process that was running before the interrupt is 
always resumed. 

In contrast, a preemptive scheduling algorithm picks a process and lets it run 
for a maximum of some fixed time. If it is still running at the end of the time 
interval, it is suspended and the scheduler picks another process to run (if one is 
available). Doing preemptive scheduling requires having a clock interrupt occur 
at the end of the time interval to give control of the CPU back to the scheduler. If 
no clock is available, nonpreemptive scheduling is the only option. 

Categories of Scheduling Algorithms 

Not surprisingly, in different environments different scheduling algorithms are 
needed. This situation arises because different application areas (and different 
kinds of operating systems) have different goals. In other words, what the sched-
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uler should optimize for is not the same in all systems. Three environments worth 
distinguishing are 

1. Batch. 

2. Interactive. 

3. Real time. 

In batch systems, there are no users impatiently waiting at their terminals for a 
quick response. Consequently, nonpreemptive algorithms, or preemptive algo­
rithms with long time periods for each process are often acceptable. This 
approach reduces process switches and thus improves performance. 

In an environment with interactive users, preemption is essential to keep one 
process from hogging the CPU and denying service to the others . Even if no 
process intentionally ran forever, due to a program bug, one process might shut 
out all the others indefinitely. Preemption is needed to prevent this behavior. 

In systems with real-time constraints, preemption is, oddly enough, sometimes 
not needed because the processes know that they may not run for long periods of 
time and usually do their work and block quickly. The difference with interactive 
systems is that real-time systems run only programs that are intended to further 
the application at hand. Interactive systems are general purpose and may run arbi­
trary programs that are not cooperative or even malicious. 

Scheduling Algorithm Goals 

In order to design a scheduling algorithm, it is necessary to have some idea of 
what a good algorithm should do. Some goals depend on the environment (batch, 
interactive, or real time), but there are also some that are desirable in all cases. 
Some goals are listed in Fig. 2-38. We will discuss these in turn below. 

Under all circumstances, fairness is important. Comparable processes should 
get comparable service. Giving one process much more CPU time than an equiv­
alent one is not fair. Of course, different categories of processes may be treated 
very differently. Think of safety control and doing the payroll at a nuclear 
reactor's computer center. 

Somewhat related to fairness is enforcing the system's policies. If the local 
policy is that safety control processes get to run whenever they want to, even if it 
means the payroll is 30 sec late, the scheduler has to make sure this policy is 
enforced. 

Another general goal is keeping all parts of the system busy when possible. If 
the CPU and all the I/O devices can be kept running all the time, more work gets 
done per second than if some of the components are idle. In a batch system, for 
example, the scheduler has control of which jobs are brought into memory to run. 
Having some CPU-bound processes and some I/O-bound processes in memory 
together is a better idea than first loading and running all the CPU-bound jobs and 
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All systems 
Fairness - giving each process a fair share of the CPU 
Policy enforcement - seeing that stated policy is carried out 
Balance - keeping all parts of the system busy 

Batch systems 
Throughput - maximize jobs per hour 
Turnaround time - minimize time between submission and termination 
CPU utilization - keep the CPU busy all the time 

Interactive systems 
Response time - respond to requests quickly 
Proportionality - meet users' expectations 

Real-time systems 
Meeting deadlines - avoid losing data 
Predictability - avoid quality degradation in multimedia systems 

Figure 2-38. Some goals of the scheduling algorithm under different circumstances. 
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then when they are finished loading and running all the 1/O-bound jobs. If the 
latter strategy is used, when the CPU-bound processe are running, they will fight 
for the CPU and the disk will be idle. Later, when the I/O-bound jobs come in, 
they will fight for the disk and the CPU will be idle. Better to keep the whole sys­
tem running at once by a careful mix of processes. 

The managers of large computer centers that run many batch jobs typically 
look at three metrics to see how well their system are performing: throughput, 
turnaround time, and CPU utilization. Throughput is the number of jobs per 
hour that the system completes. All things considered, finishing 50 jobs per hour 
i better than finishing 40 jobs per hour. Turnaround time i the statistically 
average time from the moment that a batch job is submitted until the moment it is 
completed. It measures how long the average user has to wait for the output. 
Here the rule is: Small is Beautiful. 

A scheduling algorithm that maximizes throughput may not necessarily 
minimize turnaround time. For example, given a mix of short jobs and long jobs, 
a scheduler that always ran short jobs and never ran long jobs might achieve an 
excellent throughput (many short jobs per hour) but at the expense of a terrible 
turnaround time for the long jobs. If short jobs kept arriving at a steady rate, the 
long jobs might never run, making the mean turnaround time infinite while 
achieving a high throughput. 

CPU utilization is also an is ue with batch systems because on the big main­
frames where batch systems run, the CPU is still a major expense. Thus computer 
center managers feel guilty when it is not running all the time. Actually though, 
this is not such a good metric. What really matters is how many jobs per hour 
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come out of the system (throughput) and how long it takes to get a job back (tur­
naround time). Using CPU utilization as a metric is like rating cars based on how 
many times per hour the engine turns over. 

For interactive systems, especially timesharing systems and server , different 
goals apply. The most important one is to minimize response time, that is the 
time between i suing a command and getting the result. On a personal computer 
where a background process is running (for example, reading and storing email 
from the network), a user request to start a program or open a file should take pre­
cedence over the background work. Having all interactive requests go first will 
be perceived a good service. 

A somewhat related issue is what might be called proportionality. Users 
have an inherent (but often incorrect) idea of how long things should take. When 
a request that i perceived as complex takes a long time, users accept that, but 
when a request that is perceived as simple takes a long time, users get irritated. 
For example, if clicking on a icon that calls up an Internet provider using an ana­
log modem take 45 econds to establish a connection, the user will probably 
accept that as a fact of life. On the other hand, if clicking on an icon that breaks 
the connection takes 45 seconds, the user will probably be swearing a blue streak 
by the 30-sec mark and frothing at the mouth by 45 sec. This behavior i due to 
the common user perception that placing a phone call and getting a connection is 
supposed to take a lot longer than just hanging up. In some cases (such as this 
one), the scheduler cannot do anything about the response time, but in other cases 
it can, especially when the delay is due to a poor choice of process order. 

Real-time systems have different properties than interactive systems, and thus 
different scheduling goals. They are characterized by having deadlines that must 
or at least should be met. For example, if a computer is controlling a device that 
produces data at a regular rate, failure to run the data-collection process on time 
may result in lost data. Thus the foremost need in a real-time system is meeting 
all ( or most) deadlines. 

In some real-time systems, especially those involving multimedia, predictabil­
ity i important. Missing an occasional deadline is not fatal, but if the audio proc­
ess runs too erratically, the sound quality will deteriorate rapidly. Video is also an 
issue, but the ear i much more sensitive to jitter than the eye. To avoid this prob­
lem, process scheduling must be highly predictable and regular. We will study 
batch and interactive scheduling algorithms in this chapter but defer most of our 
study of real-time scheduling until we come to multimedia operating systems in 
Chap. 7. 

2.5.2 Scheduling in Batch Systems 

It is now time to turn from general scheduling issues to specific scheduling 
algorithms. In this section we will look at algorithms used in batch systems. In 
the following ones we will examine interactive and real-time systems. It is worth 

IBM Ex-1009 
Page 162



SEC. 2.5 SCHEDULING 139 

pointing out that some algorithms are used in both batch and interactive systems. 
We will study these later. Here we will focus on algorithms that are only suitable 
in batch systems. 

First-Come First-Served 

Probably the simplest of all scheduling algorithms is nonpreemptive first­
come first-served . With this algorithm, processes are assigned the CPU in the 
order they request it. Basically, there is a single queue of ready processes . When 
the first job enters the system from the outside in the morning, it is started 
immediately and allowed to run as long as it wants to. As other jobs come in, 
they are put onto the end of the queue. When the running process blocks, the first 
process on the queue is run next. When a blocked process becomes ready, like a 
newly arrived job, it is put on the end of the queue. 

The great strength of this algorithm is that it is easy to understand and equally 
easy to program. It is also fair in the same sense that allocating scarce sports or 
concert tickets to people who are willing to stand on line starting at 2 A.M. is fair. 
With this algorithm, a single linked list keeps track of all ready processes. Pick­
ing a process to run just requires removing one from the front of the queue. 
Adding a new job or unblocked process just requires attaching it to the end of the 
queue. What could be simpler? 

Unfortunately, first-come first-served also has a powerful disadvantage. Sup­
pose that there is one compute-bound process that runs for 1 sec at a time and 
many I/O-bound processes that use little CPU time but each have to perform 1000 
disk reads to complete. The compute-bound process runs for 1 sec, then it reads a 
disk block. All the 1/0 processes now run and start disk reads. When the 
compute-bound process gets its disk block, it runs for another 1 sec, followed by 
all the I/O-bound processes in quick succession. 

The net result is that each I/O-bound process gets to read 1 block per econd 
and will take 1000 sec to finish. With a scheduling algorithm that preempted the 
compute-bound process every 10 msec, the I/O-bound processes would finish in 
10 sec instead of 1000 sec, and without slowing down the compute-bound process 
very much. 

Shortest Job First 

Now let us look at another nonpreemptive batch algorithm that assumes the 
run times are known in advance. In an insurance company, for example, people 
can predict quite accurately how long it will take to run a batch of 1000 claims, 
since similar work is done every day. When several equally important jobs are 
sitting in the input queue waiting to be started, the scheduler picks the shortest 
job first. Look at Fig. 2-39. Here we find four jobs A, B, C, and D with run times 
of 8, 4, 4, and 4 minute , respectively. By running them in that order, the 
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turnaround time for A is 8 minutes, for B is 12 minutes, for C is 16 minutes, and 
for Dis 20 minutes for an average of 14 minutes. 

8 4 4 4 4 4 4 8 

A B C D B C D A 

(a) (b) 

Figure 2-39. An example of shortest j ob first scheduling. (a) Running four jobs 
in the original order. (b) Running them in shortest job first order. 

Now let us consider running these four jobs using shortest job first, as shown 
in Fig. 2-39(b). The turnaround times are now 4, 8, 12, and 20 minutes for an 
average of 11 minutes. Shortest job first is provably optimal. Consider the case 
of four jobs, with run times of a, b, c, and d, respectively. The first job finishes at 
time a, the second finishes at time a+ b, and so on. The mean turnaround time is 
(4a + 3b + 2c + d)/4. It is clear that a contributes more to the average than the 
other times, so it should be the shorte t job, with b next, then c, and finally cl as 
the longest as it affects only its own turnaround time. The same argument applies 
equally well to any number of jobs. 

It is worth pointing out that shortest job first is only optimal when all the jobs 
are available simultaneously. As a counterexample, consider five jobs, A through 
E, with run times of 2, 4, 1, 1, and 1, respectively. Their arrival times are 0, 0, 3, 
3, and 3. Initially, only A or B can be chosen, since the other three jobs have not 
arrived yet. Using shortest job first we will run the jobs in the order A, B, C, D, E, 
for an average wait of 4.6. However, running them in the order B, C, D, E, A has 
an average wait of 4.4. 

Shortest Remaining Time Next 

A preemptive version of shortest job first is shortest remaining time next. 
With this algorithm, the scheduler always chooses the process whose remaining 
run time is the shortest. Again here, the run time has to be known in advance. 
When a new job arrives, its total time is compared to the current process' remain­
ing time. If the new job needs less time to finish than the current process, the 
current process is suspended and the new job started. This scheme allows new 
hart jobs to get good service. 

Three-Level Scheduling 

From a certain per pective, batch ystems allow cheduling at three different 
levels, as illustrated in Fig. 2-40. As jobs arrive at the system, they are initially 
placed in an input queue stored on the disk. The admission scheduler decides 
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which jobs to admit to the y tern. The others are kept in the input queue until 
they are selected. A typical algorithm for admission control might be to look for a 
mix of compute-bound jobs and 1/O-bound jobs. Alternatively, short jobs could 
be admitted quickly whereas longer jobs would have to wait. The admission 
scheduler is free to hold some jobs in the input queue and admit jobs that arrive 
later if it so chooses. 

Arriving 
job 

~ 
0 

Input 
queue 

101010101 '---t~> 
Admission 
scheduler 

CPU 0 

u-<- CPU sched"I" 

00000 

Main 
Memory 1 

Memory 
scheduler 

Figure 2-40. Three-level scheduling. 

Disk 

Once a job has been admitted to the system, a process can be created for it 
and it can contend for the CPU. However, it might well happen that the number 
of processe is so large that there is not enough room for all of them in memory. 
In that case, some of the processes have to be swapped out to disk. The second 
level of scheduling is deciding which processes should be kept in memory and 
which one kept on disk. We will call this scheduler the memory scheduler, 
since it determines which processes are kept in memory and which on the disk. 

This decision has to be reviewed frequently to allow the processes on disk to 
get some service. However, since bringing a process in from disk is expensive, 
the review probably should not happen more often than once per second, maybe 
less often. If the contents of main memory are shuffled too often, a large amount 
of disk bandwidth will be wasted, slowing down file 1/0. 

To optimize system performance as a whole, the memory scheduler might 
want to carefully decide how many processes it wants in memory, called the 
degree of multiprogramming, and what kind of processes. If it has information 
about which processes are compute bound and which are 1/0 bound, it can try to 
keep a mix of these process types in memory. As a very crude approximation, if a 
certain class of process computes about 20% of the time, keeping five of them 
around is roughly the right number to keep the CPU busy. We will look at a 
slightly better multiprogramming model in Chap. 4. 
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To make its decisions, the memory scheduler periodically reviews each proc­
ess on disk to decide whether or not to bring it into memory. Among the criteria 
that it can use to make its decision are the following ones: 

1. How long has it been since the process was swapped in or out? 

2. How much CPU time has the process had recently? 

3. How big is the process? (Small ones do not get in the way.) 

4. How important is the process? 

The third level of scheduling is actually picking one of the ready processes in 
main memory to run next. Often this is called the CPU scheduler and is the one 
people usually mean when they talk about the "scheduler." Any suitable algo­
rithm can be used here, either preemptive or nonpreemptive. These include the 
ones described above as well as a number of algorithms to be described in the 
next section. 

2.5.3 Scheduling in Interactive Systems 

We will now look at some algorithms that can be used in interactive sy terns. 
All of these can also be u ed as the CPU scheduler in batch systems as well. 
While three-level scheduling is not possible here, two-level scheduling (memory 
scheduler and CPU scheduler) is possible and common. Below we will focus on 
the CPU scheduler. 

Round-Robin Scheduling 

Now let u look at some specific scheduling algorithms. One of the oldest, 
simplest, fairest, and most widely used algorithms is round robin. Each process 
is assigned a time interval, called its quantum, which it is allowed to run. If the 
process is still running at the end of the quantum, the CPU is preempted and given 
to another process. If the process has blocked or finished before the quantum has 
elapsed, the CPU switching is done when the process blocks, of course. Round 
robin is easy to implement. All the scheduler needs to do is maintain a list of 
runnable processes, as shown in Fig. 2-4l(a). When the process uses up its quan­
tum, it is put on the end of the list, as shown in Fig. 2-4l(b). 

The only interesting issue with round robin is the length of the quantum. 
Switching from one process to another requires a certain amount of time for doing 
the administration-saving and loading registers and memory maps, updating var­
ious tables and lists, flushing and reloading the memory cache, etc. Suppose that 
this process switch or context switch, as it is sometimes called, takes l msec, 
including switching memory maps, flushing and reloading the cache, etc. Also 
suppose that the quantum is set at 4 msec. With the e parameters, after doing 4 
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Current 
process 
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Figure 2-41. Round-robin scheduling. (a) The list of runnable processes. (b) 
The list of runnable processes after B uses up its quantum. 
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msec of useful work, the CPU will have to spend 1 msec on process switching. 
Twenty percent of the CPU time will be wasted on administrative overhead. 
Clearly this is too much. 

To improve the CPU efficiency, we could set the quantum to, say, l 00 msec. 
Now the wasted time is only l percent. But consider what happens on a timeshar­
ing system if ten interactive users hit the carriage return key at roughly the san1e 
time. Ten processes will be put on the list of runnable processes. If the CPU is 
idle, the first one will start immediately, the second one may not start until 100 
msec later, ap.d so on. The unlucky last one may have to wait 1 sec before getting 
a chance, assuming all the others use their full quanta. Most users will perceive a 
1-sec response to a short command as sluggish 

Another factor is that if the quantum is set longer than the mean CPU burst, 
preemption will rarely happen. Instead, most processes will perform a blocking 
operation before the quantum runs out, causing a process switch. Eliminating 
preemption improves pe1formance because process switches then only happen 
when they are logically necessary, that is , when a process blocks and cannot con­
tinue. 

The conclusion can be formulated as follows: setting the quantum too short 
causes too many process switches and lowers the CPU efficiency, but setting it 
too long may cause poor response to short interactive requests. A quantum 
around 20-50 msec is often a reasonable compromise. 

Priority Scheduling 

Round robin scheduling makes the implicit assumption that all processes are 
equally important. Frequently, the people who own and operate multiuser com­
puters have different ideas on that subject. At a university, the pecking order may 
be deans first, then professors, secretaries, janitors, and finally students. The need 
to take external factors into account leads to priority scheduling. The basic idea 
is straightforward: each process is assigned a priority, and the runnable process 
with the highest priority is allowed to run. 

Even on a PC with a single owner, there may be multiple processes, some 
more important than others. For example, a daemon process sending electronic 
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mail in the background should be assigned a lower priority than a process display­
ing a video film on the screen in real time. 

To prevent high-priority processes from running indefinitely, the scheduler 
may decrease the priority of the currently running process at each clock tick (i.e., 
at each clock interrupt). If this action causes its priority to drop below that of the 
next highest process, a process switch occurs. Alternatively, each process may be 
assigned a maximum time quantum that it is allowed to run. When this quantum 
is used up, the next highest priority process is given a chance to run. 

Priorities can be assigned to processes statically or dynamically. On a mili­
tary computer, processes started by generals might begin at priority 100, processes 
started by colonels at 90, majors at 80, captains at 70, lieutenants at 60, and so on. 
Alternatively, at a commercial computer center, high-priority jobs might cost 100 
dollars an hour, medium priority 75 dollars an hour, and low priority 50 dollars an 
hour. The UNIX system has a command, nice , which allows a user to voluntarily 
reduce the priority of his process, in order to be nice to the other users. Nobody 
ever uses it. 

Priorities can also be assigned dynamically by the system to achieve certain 
system goals. For example, some processes are highly I/O bound and spend most 
of their time waiting for I/O to complete. Whenever such a process wants the 
CPU, it should be given the CPU immediately, to let it start its next I/O request, 
which can then proceed in parallel with another process actually computing. 
Making the I/O-bound process wait a long time for the CPU will just mean having 
it around occupying memory for an unnecessarily long time. A simple algorithm 
for giving good service to I/O-bound processes is to set the priority to 1//, where f 
is the fraction of the last quantum that a process used. A process that used only 1 
msec of its 50 msec quantum would get priority 50, while a process that ran 25 
msec before blocking would get priority 2, and a process that used the whole 
quantum would get priority 1. 

It is often convenient to group processes into priority classes and use priority 
scheduling among the classes but round-robin scheduling within each class. Fig­
ure 2-42 shows a system with four priority classes. The scheduling algorithm is as 
follows: as long as there are runnable processes in priority class 4, just run each 
one for one quantum, round-robin fashion, and never bother with lower priority 
classes. If priority class 4 is empty, then run the class 3 processes round robin. If 
classes 4 and 3 are both empty, then run class 2 round robin, and so on. If priori­
ties are not adjusted occasionally, lower priority classes may all starve to death. 

Multiple Queues 

One of the earliest priority schedulers was in CTSS (Corbat6 et al. , 1962). 
CTSS had the problem that process switching was very slow because the 7094 
could hold only one process in memory. Each switch meant swapping the current 
process to disk and reading in a new one from disk. The CTSS designers quickly 
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realized that it was more efficient to give CPU-bound processes a large quantum 
once in a while, rather than giving them small quanta frequently (to reduce swap­
ping). On the other hand, giving all processes a large quantum would mean poor 
response time, as we have already seen. Their solution was to set up priority 
classes. Processes in the highest class were run for one quantum. Processes in 
the next highest class were run for two quanta. Processes in the next class were 
run for four quanta, and so on. Whenever a process used up all the quanta allo­
cated to it, it was moved down one class. 

As an example, consider a process that needed to compute continuously for 
100 quanta. It would initially be given one quantum, then swapped out. Next 
time it would get two quanta before being swapped out. On succeeding runs it 
would get 4, 8, 16, 32, and 64 quanta, although it would have used only 37 of the 
final 64 quanta to complete its work. Only 7 swaps would be needed (including 
the initial load) instead of 100 with a pure round-robin algorithm. Furthermore, as 
the process sank deeper and deeper into the priority queues, it would be run less 
and less frequently , saving the CPU for short, interactive processes. 

The following policy was adopted to prevent a process that needed to run for a 
long time when it first sta1ted but became interactive later, from being punished 
forever. Whenever a carriage return was typed at a terminal, the process belong­
ing to that terminal was moved to the highest priority class, on the assumption that 
it was about to become interactive. One fine day, some user with a heavily CPU­
bound process discovered that just sitting at the terminal and typing carriage 
returns at random every few seconds did wonders for his response time. He told 
all his friends . Moral of the story: getting it right in practice is much harder than 
getting it right in principle. 

Many other algorithms have been used for assigning processes to priority 
classes. For example, the influential XDS 940 system (Lampson, 1968), built at 
Berkeley, had four priority classes, called terminal, 1/0, short quantum, and long 
quantum. When a process that was waiting for terminal input was finally awak­
ened, it went into the highest priority class (terminal). When a process waiting for 
a disk block became ready, it went into the second class. When a process was still 
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running when its quantum ran out, it was initially placed in the third class. How­
ever, if a process used up its quantum too many times in a row without blocking 
for terminal or other I/O, it was moved down to the bottom queue. Many other 
systems use something similar to favor interactive users and processes over back­
ground ones. 

Shortest Process Next 

Because shortest job first always produces the nurumum average response 
time for batch systems, it would be nice if it could be used for interactive 
processes as well. To a certain extent, it can be. Interactive processes generally 
follow the pattern of wait for command, execute command, wait for command, 
execute command, and so on. If we regard the execution of each command as a 
separate "job," then we could minimize overall response time by running the 
shortest one first. The only problem is figuring out which of the currently run­
nable processes is the shortest one. 

One approach is to make estimates based on past behavior and run the process 
with the shortest estimated running time. Suppose that the estimated time per 
command for some terminal is T 0 . Now suppose its next run is measured to be 
T 1. We could update our estimate by taking a weighted sum of these two 
numbers, that is, aT O + (1 - a )T 1. Through the choice of a we can decide to have 
the estimation process forget old runs quickly, or remember them f9r a long time. 
With a = l/2, we get successive estimates of 

To, T o/2 + T 1 /2, T o/4 + T 1 /4 + T 212, T o/8 + T 1 /8 + T 214 + T 3/2 

After three new runs, the weight of T O in the new estimate has dropped to 1/8. 
The technique of estimating the next value in a series by taking the weighted 

average of the current measured value and the previous estimate is sometimes 
called aging. It is applicable to many situations where a prediction must be made 
based on previous values. Aging is especially easy to implement when a = 1/2. 
All that is needed is to add the new value to the current estimate and divide the 
sum by 2 (by shifting it right 1 bit) . 

Guaranteed Scheduling 

A completely different approach to scheduling is to make real promises to the 
users about performance and then li ve up to them. One promise that is realistic to 
make and easy to live up to is this: If there are n users logged in while you are 
working, you will receive about 1/n of the CPU power. Similarly, on a single­
user system with n processes running, all things being equal, each one should get 
l/n of the CPU cycles. 

To make good on this promise, the system must keep track of how much CPU 
each process has had since its creation. It then computes the amount of CPU each 

----
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one is entitled to, namely the time since creation divided by n. Since the amount 
of CPU time each process has actually had is also known, it is straightforward to 
compute the ratio of actual CPU time consumed to CPU time entitled. A ratio of 
0.5 means that a process has only had half of what it should have had, and a ratio 
of 2.0 means that a process has had twice as much as it was entitled to. The algo­
rithm is then to run the process with the lowest ratio until its ratio has moved 
above its closest competitor. 

Lottery Scheduling 

While making promises to the users and then living up to them is a fine idea, 
it is difficult to implement. However, another algorithm can be used to give simi­
larly predictable results with a much simpler implementation. It is called lottery 
scheduling (Waldspurger and Weihl, 1994). 

The basic idea is to give processes lottery tickets for various system 
resources, such as CPU time. Whenever a scheduling decision has to be made, a 
lottery ticket is chosen at random, and the process holding that ticket gets the 
resource. When applied to CPU scheduling, the system might hold a lottery 50 
times a second, with each winner getting 20 msec of CPU time as a prize. 

To paraphrase George Orwell: "All processes are equal, but some processes 
are more equal. " More important processes can be given extra tickets, to increase 
their odds of winning. If there are 100 tickets outstanding, and one process holds 
20 of them, it will have a 20 percent chance of winning each lottery. In the long 
run, it will get about 20 percent of the CPU. In contrast to a priority scheduler, 
where it is very hard to state what having a priority of 40 actually means, here the 
rule is clear: a process holding a fraction f of the tickets will get about a fraction f 
of the resource in question. 

Lottery scheduling has several interesting properties. For example, if a new 
process shows up and is granted some tickets, at the very next lottery it will have 
a chance of winning in proportion to the number of tickets it holds. In other 
words, lottery scheduling is highly responsive. 

Cooperating processes may exchange tickets if they wish. For example, when 
a client process sends a message to a server process and then blocks, it may give 
all of its tickets to the server, to increase the chance of the server running next. 
When the server is finished, it returns the tickets so the client can run again. In 
fact, in the absence of clients, servers need no tickets at all. 

Lottery scheduling can be used to solve problems that are difficult to handle 
with other methods . One example is a video server in which several processes are 
feeding video streams to their clients, but at different frame rates. Suppose that 
the processes need frames at 10, 20, and 25 frames/sec. By allocating these 
processes 10, 20, and 25 tickets, respectively, they will automatically divide the 
CPU in approximately the correct proportion, that is, 10: 20 : 25. 
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Fair-Share Scheduling 

So far we have assumed that each process is scheduled on its own, without 
regard to who its owner i . A a result, if user 1 starts up 9 processes and user 2 
tarts up l process, with round robin or equal priorities, user 1 will get 90% of the 

CPU and user 2 will get only 10% of it. 
To prevent this situation, some systems take into account who owns a process 

before scheduling it. In this model, each user is allocated some fraction of the 
CPU and the scheduler picks processes in such a way as to enforce it. Thus if two 
users have each been promised 50% of the CPU, they will each get that, no matter 
how many processes they have in existence. 

A an example, consider a system with two users , each of which has been 
promised 50% of the CPU. User l has four processes, A, B, C, and D, and user 2 
has only 1 process, E. If round-robin scheduling is used, a possible scheduling 
sequence that meets all the constraints is this one: 

A EB ECEDEAEB ECEDE ... 

On the other hand, if user 1 is entitled to twice as much CPU time as user 2, we 
might get 

ABECDEABECDE ... 

Numerous other possibilities exist, of course, and can be exploited, depending on 
what the notion of fairness is. 

2.5.4 Scheduling in Real-Time Systems 

A real-time system is one in which time plays an essential role. Typically, 
one or more physical devices external to the computer generate stimuli, and the 
computer must react appropriately to them within a fixed amount of time. For 
example, the computer in a compact disc player gets the bits as they come off the 
drive and must convert them into music within a very tight time interval. If the 
calculation takes too long, the music will sound peculiar. Other real-time systems 
are patient monitoring in a hospital intensive-care unit, the autopilot in an aircraft, 
and robot control in an automated factory. In all these cases, having the right 
answer but having it too late is often just as bad as not having it at all. 

Real-time systems are generally categorized as hard real time, meaning there 
are absolute deadlines that must be met, or else, and soft real time, meaning that 
missing an occasional deadline is undesirable, but nevertheless tolerable. In both 
cases, real-time behavior is achieved by dividing the program into a number of 
processes, each of whose behavior is predictable and known in advance. These 
processes are generally short lived and can run to completion in well under a 
econd. When an external event is detected, it is the job of the scheduler to 

schedule the processes in such a way that all deadlines are met. 
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The events that a real-time system may have to respond to can be further 
categorized as periodic (occtming at regular intervals) or aperiodic (occurring 
unpredictably). A system may have to respond to multiple periodic event streams. 
Depending on how much time each event requires for processing, it may not even 
be possible to handle them all. For example, if there are m periodic events and 
event i occurs with period P; and requires C; seconds of CPU time to handle each 
event, then the load can only be handled if 

m C-
I,-'~ 1 
i= l P; 

A real-time system that meets this criteria is said to be schedulable. 
As an example, consider a soft real-time system with three periodic events, 

with periods of 100, 200, and 500 msec, respectively. If these events require 50, 
30, and 100 msec of CPU time per event, respectively, the system is schedulable 
because 0.5 + 0. I 5 + 0.2 < I. If a fourth event with a period of I sec is added, the 
system will remain schedulable as long as this event does not need more than 150 
msec of CPU time per event. Implicit in this calculation is the assumption that the 
context-switching overhead is so small that it can be ignored. 

Real-time scheduling algorithms can be static or dynamic. The former make 
their scheduling decisions before the system starts running. The latter make their 
scheduling decisions at run time. Static scheduling only works when there is per­
fect information available in advance about the work needed to be done and the 
deadlines that have to be met. Dynamic scheduling algorithms do not have these 
restrictions. We will defer our study of specific algorithms until we treat real­
time multimedia systems in Chap. 7. 

2.5.5 Policy versus Mechanism 

Up until now, we have tacitly assumed that all the processes in the system 
belong to different users and are thus competing for the CPU. While this is often 
true, sometimes it happens that one process has many children running under its 
control. For example, a database management system process may have many 
children. Each child might be working on a different request, or each one might 
have some specific function to perform (query parsing, disk access, etc.) . It is 
entirely possible that the main process has an excellent idea of which of its chil­
dren are the most important (or time critical) and which the least. Unfortunately, 
none of the schedulers discussed above accept any input from user processes 
about scheduling decisions. As a result, the scheduler rarely makes the best 
choice. 

The solution to this problem is to separate the scheduling mechanism from 
the scheduling policy. What this means is that the scheduling algorithm is 
parameterized in some way, but the parameters can be filled in by user processes. 
Let us consider the database example once again. Suppose that the kernel uses a 
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priority scheduling algorithm but provides a system call by which a process can 
set (and change) the priorities of its children. In this way the parent can control in 
detail how its children are scheduled, even though it itself does not do the 
scheduling. Here the mechanism is in the kernel but policy is set by a user proc­
ess . 

2.5.6 Thread Scheduling 

When several processes each have multiple threads, we have two levels of 
parallelism present: processes and threads. Scheduling in such systems differs 
substantially depending on whether user-level threads or kernel-level threads (or 
both) are supported. 

Let us consider user-level threads first. Since the kernel is not aware of the 
existence of threads, it operates as it always does, picking a process, say, A, and 
giving A control for its quantum. The thread scheduler inside A decides which 
thread to run, say Al. Since there are no clock interrupts to multiprogram threads, 
this thread may continue running as long as it wants to. If it uses up the process' 
entire quantum, the kernel will select another process to run. 

When the process A finally runs again, thread Al will resume running. It will 
continue to consume all of A's time until it is finished. However, its antisocial 
behavior will not affect other processes. They will get whatever the scheduler 
considers their appropriate share, no matter what is going on inside process A. 

Now consider the case that A's threads have relatively little work to do per 
CPU burst, for example, 5 msec of work within a 50-msec quantum. Conse­
quently, each one runs for a little while, then yields the CPU back to the thread 
scheduler. This might lead to the sequence Al, A2, A3, Al, A2, A3, Al, A2, A3, 
Al , before the kernel switches to process B. This situation is illustrated in Fig. 2-
43(a) . 

The scheduling algorithm used by the run-time system can be any of the ones 
described above. In practice, round-robin scheduling and priority scheduling are 
most common. The only constraint is the absence of a clock to interrupt a thread 
that has run too long. 

Now consider the situation with kernel-level threads. Here the kernel picks a 
particular thread to run. It does not have to take into account which process the 
thread belongs to, but it can if it wants to. The thread is given a quantum and is 
forceably suspended if it exceeds the quantum. With a 50-msec quantum but 
threads that block after 5 msec, the thread order for some period of 30 msec might 
be Al, BJ, A2, B2, A3, BJ, something not possible with these parameters and 
user-level threads. This situation is partially depicted in Fig. 2-43(b). 

A major difference between user-level threads and kernel-level threads is the 
performance. Doing a thread switch with user-level threads takes a handful of 
machine instructions. With kernel-level threads it requires a full context switch, 
changing the memory map, and invalidating the cache, which is several orders of 
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Figure 2-43. (a) Possible scheduling of user-level threads with a 50-msec proc­
ess quantum and threads that run 5 msec per CPU burst. (b) Possible scheduling 
of kernel-level threads with the same characteristics as (a) . 

magnitude slower. On the other hand, with kernel-level threads, having a thread 
block on I/0 does not suspend the entire process as it does with user-level threads. 

Since the kernel knows that switching from a thread in process A to a thread 
in process B is more expensive that running a second thread in process A (due to 
having to change the memory map and having the memory cache spoiled), it can 
take this information into account when making a decision. For example, given 
two threads that are otherwise equally important, with one of them belonging to 
the same process as a thread that just blocked and one belonging to a different 
process, preference could be given to the former. 

Another important factor is that user-level threads can employ an 
application-specific thread scheduler. Consider, for example, the Web server of 
Fig. 2-10. Suppose that a worker thread has just blocked and the dispatcher thread 
and two worker threads are ready. Who should run next? The run-time system, 
knowing what all the threads do, can easily pick the dispatcher to run next, so it 
can start another worker running. This strategy maximizes the amount of parallel­
ism in an environment where workers frequently block on disk I/0 . With kernel­
level threads, the kernel would never know what each thread did (although they 
could be assigned different priorities). In general, however, application-specific 
thread schedulers can tune an application better than the kernel can. 

2.6 RESEARCH ON PROCESSES AND THREADS 

In Chap. 1, we looked at some of the current research in operating system 
structure. In this and subsequent chapters we will look at more nan-owly focused 
research, starting with processes. As will become clear in time, some subjects are 
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much more settled than others. Most of the research tends to be on the new 
topics, rather than ones that have been around for decades. 

The concept of a process is an example of something that is well settled. 
Almost every system has some notion of a proce as a container for grouping 
together related resources such as an address space, threads, open files , protection 
permissions, etc. Different systems do the grouping slightly differently, but these 
are just engineering differences. The basic idea is not very controversial any 
more and there is little new research on the subject. 

Threads are a newer idea than processes, so there is still some research going 
on about them. Hauser et al. (1993) looked at how real programs actually use 
threads and came up with 10 different paradigms for thread usage. Thread 
scheduling (both uniprocessor and multiprocessor) is still a topic near and dear to 
the heart of some researchers (Blumofe and Leiserson, 1994; Buchanan and 
Chien, 1997; Corbalan et al., 2000; Chandra et al. , 2000; Duda and Cheriton, 
1999; Ford and Susarla, 1996; and Petrou et al., 1999). However, few actual sys­
tem designers are walking around all day wringing their hands for lack of a decent 
thread scheduling algorithm, so it appears this type of research is more 
researcher-push than demand-pull. 

Closely related to threads is thread synchronization and mutual exclusion. In 
the 1970s and 1980s, that ubject was mined for all it was worth, so there is not 
much current work on the subject, and what there is tends to be focuses on perfor­
mance (e.g., Liedtke, 1993) tools for detecting synchronization errors (Savage et 
al., 1997), or modifying old concepts in new ways (Tai and Carver, 1996; Trono, 
2000). Finally, new POSIX-conformant threads packages are still being produced 
and reported on (Alfieri, 1994; and Miller, 1999). 

2.7 SUMMARY 

To hide the effects of interrupts, operating systems provide a conceptual 
model consisting of sequential processes running in parallel. Processes can be 
created and terminated dynamically. Each process ha its own address space. 

For some applications it is useful to have multiple threads of control within a 
single process. These threads are scheduled independently and each one has its 
own stack, but all the threads in a process share a common address space. 
Threads can be implemented in user space or in the kernel. 

Processes can communicate with each other using interproce s communica­
tion primitives, such as semaphores, monitors, or messages. These primitives are 
used to ensure that no two processes are ever in their critical regions at the same 
time, a situation that leads to chaos. A process can be running, runnable, or 
blocked and can change state when it or another process executes one of the inter­
process communication primitives. Interthread communication is similar. 
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Interprocess communication primitives can be used to solve such problems as 
the producer-consumer, dining philosophers, reader-writer, and sleeping barber. 
Even with these primitives, care has to be taken to avoid errors and deadlocks. 

Many scheduling algorithms are known. Some of these are primarily used for 
batch systems, such as shortest job first. Others are common in both batch sys­
tems and interactive systems. These include round robin, priority scheduling, 
multilevel queues, guaranteed scheduling, lottery scheduling, and fair-share 
scheduling. Some systems make a clean separation between the scheduling 
mechanism and the scheduling policy, which allows users to have control of the 
scheduling algorithm. 

PROBLEMS 

1. In Fig. 2-2, three process states are shown. In theory, with three states, there could be 
six transitions, two out of each state. However, only four transitions are shown. Are 
there any circumstances in which either or both of the missing transitions might 
occur? 

2. Suppose that you were to design an advanced computer architecture that did process 
switching in hardware, instead of having interrupts. What information would the CPU 
need? Describe how the hardware process switching might work. 

3. On all current computers, at least part of the interrupt handlers are written in assembly 
language. Why? 

4. When an interrupt or a system call transfers control to the operating system, a kernel 
stack area separate from the stack of the interrupted process is generally used. Why? 

5. In the text it was stated that the model of Fig. 2-6(a) was not suited to a file server 
using a cache in memory. Why not? Could each process have its own cache? 

6. In Fig. 2-7 the register set is listed as a per-thread rather than a per-process item. 
Why? After all, the machine has only one set of registers. 

7. If a multithreaded process forks, a problem occurs if the child gets copies of all the 
parent's threads. Suppose that one of the original threads was waiting for keyboard 
input. Now two threads are waiting for keyboard input, one in each process. Does 
this problem ever occur in single-threaded processes? 

8. In Fig. 2-10, a multithreaded Web server is shown. If the only way to read from a file 
is the normal blocking read system call, do you think user-level threads or kernel-level 
threads are being used for the Web server? Why? 

9. Why would a thread ever voluntarily give up the CPU by calling threacl_yield? After 
all, since there is no periodic clock interrupt, it may never get the CPU back. 

10. Can a thread ever be preempted by a clock interrupt? If so, under what cir­
cumstances? If not, why not? 
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11. In this problem you are to compare reading a file using a single-threaded fi le server 
and a multithreaded server. It takes 15 msec to get a request for work, dispatch it, and 
do the rest of the necessary processing, assuming that the data needed are in the block 
cache. If a disk operation is needed, as is the case one-third of the time, an additional 
75 msec is required, during which time the thread sleeps. How many requests/sec can 
the server handle if it is single threaded? If it is multithreaded? 

12. In the text, we described a multithreaded Web server, showing why it is better than a 
single-threaded server and a finite-state machine server. Are there any circumstances 
in which a single-threaded server might be better? Give an example. 

13. In the discussion on global variables in threads, we used a procedure create_global to 
allocate storage for a pointer to the variable, rather than the variable itself. Is this 
essential, or could the procedures work with the values themselves just as well? 

14. Consider a system in which threads are implemented entirely in user space, with the 
run-time system getting a clock inten-upt once a second. Suppose that a clock inter­
rupt occurs while some thread is executing in the nm-time system. What problem 
might occur? Can you suggest a way to solve it? 

15. Suppose that an operating system does not have anything like the select system call to 
see in advance if it is safe to read from a file, pipe, or device, but it does allow alarm 
clocks to be set that inten-upt blocked system calls. Is it possible to implement a 
threads package in user space under these conditions? Discuss. 

16. Can the priority inversion problem discussed in Sec. 2.3.4 happen with user-level 
threads? Why or why not? 

17. In a system with threads, is there one stack per thread or one stack per process when 
user-level threads are used? What about when kernel-level threads are used? Explain. 

18. What is a race condition? 

19. When a computer is being developed, it is usually first simulated by a program that 
runs one instruction at a time. Even multiprocessors are simulated strictly sequentially 
like this. Is it possible for a race condition to occur when there are no simultaneous 
events like this? 

20. Does the busy waiting solution using the turn variable (Fig. 2-20) work when the two 
processes are running on a shared-memory multiprocessor, that is, two CPUs, sharing 
a common memory? 

21. Does Peterson's solution to the mutual exclusion problem shown in Fig. 2-21 work 
when process scheduling is preemptive? How about when it is nonpreemptive? 

22. Consider a computer that does not have a TSL instruction but does have an instruction 
to swap the contents of a register and a memory word in a single indivisible action. 
Can that be used to write a routine enter_region such as the one found in Fig. 2-22? 

23. Give a sketch of how an operating system that can disable interrupts could implement 
semaphores. 

24. Show how counting semaphores (i.e., semaphores that can hold an arbitrary value) can 
be implemented using only binary semaphores and ordinary machine instructions. 
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25. If a system has only two processes, does it make sense to use a barrier to synchronize 
them? Why or why not? 

26. In Sec. 2.3.4, a situation with a high-priority process, H, and a low-priority process, L, 
was described, which led to H looping forever. Does the same problem occur if 
round-robin scheduling is used instead of priority scheduling? Discuss. 

27. Can two threads in the same process synchronize using a kernel semaphore if the 
threads are implemented by the kernel? What if they are implemented in user space? 
Assume that no threads in any other processes have access to the semaphore. Discuss 
your answers. 

28. Synchronization within monitors uses condition variables and two special operations, 
wait and signal. A more general form of synchronization would be to have a single 
primitive, waituntil , that had an arbitrary Boolean predicate as parameter. Thus, one 
could say, for example, 

waituntil x < 0 or y + z < n 

The signal primitive would no longer be needed. This scheme is clearly more general 
than that of Hoare or Brinch Hansen, but it is not used. Why not? Hint: Think about 
the implementation. 

29. A fast food restaurant has four kinds of employees: (1) order takers, who take custo­
mers' orders; (2) cooks, who prepare the food; (3) packaging specialists, who stuff the 
food into bags; and (4) cashiers, who give the bags to customers and take their money. 
Each employee can be regarded as a communicating sequential process. What form of 
interprocess communication do they use? Relate this model to processes in UNIX. 

30. Suppose that we have a message-passing system using mailboxes. When sending to a 
full mailbox or trying to receive from an empty one, a process does not block. 
Instead, it gets an e1rnr code back. The process responds to the error code by just try­
ing again, over and over, until it succeeds. Does this scheme lead to race conditions? 

31. In the solution to the dining philosophers problem (Fig. 2-20), why is the state variable 
set to HUNGRY in the procedure take_forks? 

32. Consider the procedure put_forks in Fig. 2-20. Suppose that the variable state[i] was 
set to THINKING after the two calls to test, rather than before. How would this 
change affect the solution? 

33. The readers and writers problem can be formulated in several ways with regard to 
which category of processes can be started when. Carefully describe three different 
variations of the problem, each one favoring (or not favoring) some category of 
processes. For each variation, specify what happens when a reader or a writer 
becomes ready to access the database, and what happens when a process is finished 
using the database. 

34. The CDC 6600 computers could handle up to 10 I/0 processes simultaneously using 
an interesting form of round-robin scheduling called processor sharing. A process 
switch occurred after each instruction, so instruction 1 came from process 1, instruc­
tion 2 came from process 2, etc. The process switching was done by special hardware, 
and the overhead was zero. If a process needed T sec to complete in the absence of 
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competition, how much time would it need if processor sharing was used with n 
processes? 

35. Round-robin schedulers normally maintain a list of all runnable processes, with each 
process occurring exactly once in the list. What would happen if a process occurred 
twice in the list? Can you think of any reason for allowing this? 

36. Can a measure of whether a process is likely to be CPU bound or I/O bound be deter­
mined by analyzing source code? How can this be determined at run time? 

37. In the section "When to Schedule," it was mentioned that sometimes scheduling could 
be improved if an important process could play a role in selecting the next process to 
run when it blocks. Give a ituation where this could be used and explain how. 

38. Measurement of a certain y tern have shown that the average process runs for a time 
T before blocking on 1/0. A process switch requires a time S, which is effectively 
wasted (overhead). For round-robin scheduling with quantum Q, give a formula for 
the CPU efficiency for each of the following: 

(a) Q = oo 

(b) Q > T 
(c) S < Q < T 
(d) Q = S 
(e) Q nearly 0 

39. Five jobs are waiting to be run. Their expected run times are 9, 6, 3, 5, and X. In what 
order should they be run to minim.ize average response time? (Your an wer will 
depend on X.) 

40. Five batch jobs A through E, arrive at a computer center at almost the same time. 
They have estimated running times of I 0, 6, 2, 4, and 8 minutes. Their (externally 
determined) priorities are 3, 5, 2, I, and 4, respectively, with 5 being the highest prior­
ity. For each of the following scheduling algorithms, determ ine the mean proce s tur­
naround time. Ignore process switching overhead. 

(a) Round robin. 
(b) Priority scheduling. 
(c) First-come, first-served (run in order I 0, 6, 2, 4 8). 
(d) Sho1test job first. 

For (a), assume that the system is multiprogrammed, and that each job gets its fair 
share of the CPU. For (b) through (d) assume that only one job at a time runs, until it 
finishes. All jobs are completely CPU bound. 

41. A process running on CTSS needs 30 quanta to complete. How many times must it be 
swapped in , including the very first time (before it has run at all)? 

42. Can you think of a way to save the CTSS priority system from being fooled by ran­
dom carriage returns? 

43. The ·aging algorithm with a= 1/2 is being used to predict run times. The previous four 
runs, from oldest to most recent, are 40, 20, 40, and 15 msec. What is the prediction 
of the next time? 
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44. A soft real-time sy tern has four periodic events with period of 50, 100, 200, and 250 
msec each. Suppo e that the four events require 35, 20, 10, and x msec of CPU time, 
respectively. What is the largest value of x for which the system is schedulable? 

45. Explain why two-level scheduling is commonly used. 

46. Consider a system in which it is desired to separate policy and mechanism for the 
scheduling of kernel threads. Propose a means of ach ieving this goal. 

47. Write a shell script that produces a file of sequential numbers by reading the last 
number in the fi le, adding l to it, and then appending it to the file. Run one instance 
of the script in the background and one in the foreground, each accessing the same 
file. How long does it take before a race condition manifests itself? What is the criti­
ca l region? Modify the script to prevent the race (hint: use 

In file file.lock 

to lock the data file). 

48. Assume that you have an operating system that provides semaphores. Implement a 
message system. Write the procedures for sending and receiving messages. 

49. Solve the dining philosophers problem using monitors instead of emaphores. 

50. Suppo e that a university wants to show off how politically coJTect it is by applying 
the U.S. Supreme Court's "Separate but equal is inherently unequal" doctrine to 
gender as well as race, ending its long-standing practice of gender-segregated bath­
rooms on campus. However, a a concession to tradition, it decrees that when a 
woman is in a bathroom, other women may enter, but no men, and vice versa. A sign 
with a sliding marker on the door of each bathroom indicates which of three possible 
states it is currently in: 

• Empty 
• Women present 
• Men present 

In your favorite programming language, write the following procedures: 
wo111an_ wants _ fo_e11ter, man _wants_fo_enter, woman_ /eaves, man_/eaves. You 
may u e whatever counters and synchronization technique you like. 

51. Rewrite the program of Fig. 2-20 to handle more than two processes. 

52. Write a producer-consumer problem that uses threads and shares a common buffer. 
However, do not use semaphores or any other synchronization primitives to guard the 
shared data structures. Just let each thread access them when it wants to. Use sleep 
and wakeup to handle the full and empty condition . See how long it takes for a fatal 
race condition to occur. For example, you might have the producer print a number 
once in a while. Do not print more than one number every minute because the I/O 
could affect the race conditions. 

53. A process can be put into a round-robin queue more than once to give it a higher prior­
ity. Running multiple instances of a program each working on a different part of a 
data pool can have the same effect. First write a program that tests a list of number 
for primality. Then devi ea method to allow multiple instances of the program to run 
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at once in such a way that no two instances of the program will work on the same 
number. Can you in fact get through the list faster by running multiple copies of the 
program? Note that your results will depend upon what else your computer is doing; 
on a personal computer running only instances of this program you would not expect 
an improvement, but on a system with other processes, you should be able to grab a 
bigger share of the CPU this way. 
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DEADLOCKS 

Computer systems are full of resources that can only be used by one process 
at a time. Common examples include printers, tape drives, and slots in the 
system's internal tables. Having two processes simultaneously writing to the 
printer leads to gibberish. Having two processes using the same file system table 
slot will invariably lead to a corrupted file system. Consequently, all operating 
systems have the ability to (temporarily) grant a process exclusive access to cer­
tain resources. 

For many applications, a process needs exclusive access to not one resource, 
but several. Suppose, for example, two processes each want to record a scanned 
document on a CD. Process A requests permission to use the scanner and is 
granted it. Process B is programmed differently and requests the CD recorder first 
and is also granted it. Now A asks for the CD recorder, but the request is denied 
until B releases it. Unfortunately, instead of releasing the CD recorder Basks for 
the scanner. At this point both processes are blocked and will remain so forever. 
This situation is called a deadlock . 

Deadlocks can also occur across machines. For example, many offices have a 
local area network with many computers connected to it. Often devices such as 
scanners, CD recorders, printers, and tape drives are connected to the network as 
shared resources, available to any user on any machine. If these devices can be 
reserved remotely (i.e., from the user's home machine), the same kind of dead­
locks can occur as described above. More complicated situations can cause 
deacjlocks involving three, four, or more devices and users. 

159 
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Deadlocks can occur in a variety of situations besides requesting dedicated 
I/0 devices. In a database system, for example, a program may have to lock 
several records it is using, to avoid race conditions. If process A locks record RI 
and process Blocks record R2, and then each process tries to lock the other one's 
record, we also have a deadlock. Thus deadlocks can occur on hardware 
resources or on software resources . 

In this chapter, we will look at deadlocks more closely, see how they arise, 
and study some ways of preventing or avoiding them. Although this material is 
about deadlocks in the context of operating systems, they also occur in database 
systems and many other contexts in computer science, so this material is actually 
applicable to a wide variety of multiprocess systems. A great deal has been writ­
ten about deadlocks. Two bibliographies on the subject have appeared in Operat­
ing Systems Review and should be consulted for references (Newton, 1979; and 
Zobel, 1983). Although these bibliographies are old, most of the work on 
deadlocks was done well before 1980, so they are sti ll useful. 

3.1 RESOURCES 

Deadlocks can occur when processes have been granted exclusive access to 
devices, files, and so forth. To make the discussion of deadlocks as general as 
possible, we will refer to the objects granted as resources. A resource can be a 
hardware device (e.g., a tape drive) or a piece of information (e.g., a locked 
record in a database). A computer will normally have many different resources 
that can be acquired. For some resources, several identical instances may be 
available, such as three tape drives. When several copies of a resource are avail­
able, any one of them can be used to satisfy any request for the resource. In short, 
a resource is anything that can be used by only a single process at any instant of 
time. 

3.1.1 Preemptable and Nonpreemptable Resources 

Resources come in two types: preemptable and nonpreemptable. A preempt­
able resource is one that can be taken away from the process owning it with no ill 
effects. Memory is an example of a preemptable resource. Consider, for exam­
ple, a system with 32 MB of user memory, one printer, and two 32-MB processes 
that each want to print something. Process A requests and gets the printer, then 
starts to compute the values to print. Before it has finished with the computation, 
it exceeds its time quantum and is swapped out. 

Process B now runs and tries, unsuccessfully, to acquire the printer. Poten­
tially, we now have a deadlock situation, because A has the printer and B has the 
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memory, and neither can proceed without the resource held by the other. For­
tunately, it is possible to preempt (take away) the memory from B by swapping it 
out and swapping A in. Now A can run, do its printing, and then release the 
printer. No deadlock occurs. 

A nonpreemptable resource, in contrast, is one that cannot be taken away 
from its current owner without causing the computation to fail. If a process has 
begun to burn a CD-ROM, suddenly taking the CD recorder away from it and giv­
ing it to another process will result in a garbled CD. CD recorders are not 
preemptable at an arbitrary moment. 

In general, deadlocks involve nonpreemptable resources. Potential deadlocks 
that involve preemptable resources can usually be resolved by reallocating 
resources from one process to another. Thus our treatment will focus on non­
preemptable resources. 

The sequence of events required to use a resource is given below in an ab-
stract form. 

1. Request the resource. 

2. Use the resource. 

3. Release the resource. 

If the resource is not available when it is requested, the requesting process is 
forced to wait. In some operating systems, the process is automatically blocked 
when a resource request fai ls, and awakened when it becomes available. In other 
systems, the request fails with an error code, and it is up to the calling process to 
wait a little while and try again. 

A process whose resource request has just been denied will normally sit in a 
tight loop requesting the resource, then sleeping, then trying again. Although this 
process is not blocked, for all intents and purposes, it is as good as blocked, 
because it cannot do any useful work. In our further treatment, we will assume 
that when a process is denied a resource request, it is put to sleep. 

The exact nature of requesting a resource is highly system dependent. In 
some systems, a request system call is provided to allow processes to explicitly 
ask for resources. In others, the only resources that the operating system knows 
about are special files that only one process can have open at a time. These are 
opened by the usual open call. If the file is already in use, the caller is blocked 
until its current owner closes it. 

3.1.2 Resource Acquisition 

For some kinds of resources, such as records in a database system, it is up to 
the user processes to manage resource usage themselves. One possible way of 
allowing user management of resources is to associate a semaphore with each 
resource. These semaphores are all initialized to 1. Mutexes can be used equally 
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well. The three steps listed above are then implemented as a down on the sema­
phore to acquire the resource, using the resource, and finally an up on the resource 
to release it. These steps are shown in Fig. 3-l(a). 

typedef int semaphore; 
semaphore resource _ 1; 

void process_A(void) { 
down(&resource _ 1 ); 
use_resource _ 1 ( ); 
up(&resource _ 1 ); 

(a) 

typedef int semaphore; 
semaphore resource_ 1; 
semaphore resource_2; 

void process_A(void) { 
down(&resource_ 1); 
down(&resource_2); 
use_both_resources( ); 
up( &resource _2); 
up(&resource_ 1 ); 

(b) 

Figure 3-1. Using a semaphore to protect resources. (a) One resource. (b) Two resources. 

Sometimes processes need two or more resources. They can be acquired 
sequentially, as shown in Fig. 3-1 (b ). If more than two resources are needed, they 
are just acquired one after another. 

So far, so good. As long as only one process is involved, everything works 
fine. Of course, with only one process, there is no need to formally acquire 
resources, since there is no competition for them. 

Now let us consider a situation with two processes, A and B, and two 
resources. Two scenarios are depicted in Fig. 3-2. In Fig. 3-2(a), both processes 
ask for the resources in the same order. In Fig. 3-2(b), they ask for them in a dif­
ferent order. This difference may seem minor, but it is not. 

In Fig. 3-2(a), one of the processes will acquire the first resource before the 
other one. That process will then successfully acquire the second resource and do 
its work. If the other process attempts to acquire resource 1 before it has been 
released, the other process will simply block until it becomes available. 

In Fig. 3-2(b), the situation is different. It might happen that one of the 
processes acquires both resources and effectively blocks out the other process 
until it is done. However, it might also happen that process A acquires resource 1 
and process B acquires resource 2. Each one will now block when trying the 
acquire the other one. Neither process will ever run again. This situation is a 
deadlock. 

Here we see how what appears to be a minor difference in coding style­
which resource to acquire first-turns out to make the difference between the pro­
gram working and the program failing in a hard-to-detect way. Because 
deadlocks can occur so easily, a lot of research has gone into ways to deal them. 
This chapter discusses deadlocks in detail and what can be done about them. 
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typedef int semaphore; 
semaphore resource _ 1; 
semaphore resource_2; 

void process_A(void) { 
down(&resource _ 1 ); 
down(&resource _2); 
use_both_resources( ); 
up(&resource_2); 
up(&resource _ 1); 

void process _B(void) { 
down(&resource _ 1); 
down(&resource _2) ; 
use_both_resources( ); 
up( &resource _2); 
up(&resource _ 1 ); 

(a) 

semaphore resource _ 1; 
semaphore resource _2; 

void process _A(void) { 

} 

down(&resource _ 1); 
down(&resource _2); 
use_both_resources( ); 
up(&resource _2); 
up(&resource _ 1); 

void process _B(void) { 
down(&resource _2); 
down(&resource _ 1); 
use_both_resources( ); 
up(&resource_ 1); 
up(&resource _2); 

(b) 

Figure 3-2. (a) Deadlock-free code. (b) Code with a potential deadlock. 

3.2 INTRODUCTION TO DEADLOCKS 

Deadlock can be defined formally as follows: 

163 

A set of processes is deadlocked if each process in the set is waiting for an 
event that only another process in the set can cause. 

Because all the processes are waiting, none of them will ever cause any of the 
events that could wake up any of the other members of the set, and all the 
processes continue to wait forever. For this model, we assume that processes 
have only a single thread and that there are no interrupts possible to wake up a 
blocked process. The no-interrupts condition is needed to prevent an otherwise 
deadlocked process from being awakened by, say, an alarm, and then causing 
events that release other processes in the set. 

In most cases, the event that each process is waiting for is the release of some 
resource currently possessed by another member of the set. In other words, each 
member of the set of deadlocked processes is waiting for a resource that is owned 
by a deadlocked process. None of the processes can run, none of them can release 
any resources, and none of them can be awakened. The number of processes and 
the number and kind of resources possessed and requested are unimportant. This 
result holds for any kind of resource, including both hardware and software. 
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3.2.1 Conditions for Deadlock 

Coffman et al. (1971) showed that four conditions must hold for there to be a 
deadlock: 

1. Mutual exclusion condition. Each resource is either currently as­
signed to exactly one process or is available. 

2. Hold and wait condition. Processes currently holding resources 
granted earlier can request new resources. 

3. No preemption condition. Resources previously granted cannot be 
forcibly taken away from a process. They must be explicitly 
released by the process holding them. 

4. Circular wait condition. There must be a circular chain of two or 
more processes, each of which is waiting for a resource held by the 
next member of the chain. 

All four of these conditions must be present for a deadlock to occur. If one of 
them is absent, no deadlock is possible. 

It is w011h noting that each condition relates to a policy that a system can have 
or not have. Can a given resource be assigned to more than one process at once? 
Can a process hold a resource and ask for another? Can resources be preempted? 
Can circular waits exist? Later on we will see how deadlocks can be attacked by 
trying to negate some of these conditions. 

3.2.2 Deadlock Modeling 

Holt (1972) showed how these four conditions can be modeled using directed 
graphs. The graphs have two kinds of nodes: processes, shown as circles, and 
resources, shown as squares. An arc from a resource node (square) to a process 
node (circle) means that the resource has previously been requested by, granted 
to, and is currently held by that process. In Fig. 3-3(a), resource R is currently 
assigned to process A. 

An arc from a process to a resource means that the process is currently 
blocked waiting for that resource. In Fig. 3-3(b), process Bis waiting for resource 
S. In Fig. 3-3(c) we see a deadlock: process C is waiting for resource T, which is 
currently held by process D. Process Dis not about to release resource T because 
it is waiting for resource U, held by C. Both processes will wait forever. A cycle 
in the graph means that there is a deadlock involving the processes and resources 
in the cycle (assuming that there is one resource of each kind). In this example, 
the cycle is C-T-D-U- C. 

Now let us look at an example of how resource graphs can be used. Imagine 
that we have three processes, A, B, and C, and three resources, R, S, and T. The 
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Figure 3-3. Resource allocation graphs. (a) Holding a resource. (b) Requesting 
a resource. (c) Deadlock. 
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requests and releases of the three processes are given in Fig. 3-4(a)-(c). The 
operating system is free to run any unblocked process at any instant, so it could 
decide to run A until A finished all its work, then run B to completion, and finally 
run C. 

This ordering does not lead to any deadlocks (because there is no competition 
for resources) but it also has no parallelism at all. In addition to requesting and 
releasing resources, processes compute and do 1/0. When the processes are run 
sequentially, there is no possibility that while one process is waiting for 1/0, 
another can use the CPU. Thus running the processes strictly sequentially may 
not be optimal. On the other hand, if none of the processes do any 1/0 at all , shor­
test job first is better than round robin, so under some circumstances running all 
processes sequentially may be the best way. 

Let us now suppose that the processes do both 1/0 and computing, so that 
round robin is a reasonable scheduling algorithm. The resource requests might 
occur in the order of Fig. 3-4(d). If these six requests are carried out in that order, 
the six resulting resource graphs are shown in Fig. 3-4(e)-(j). After request 4 has 
been made, A blocks waiting for S, as shown in Fig. 3-4(h). In the next two steps 
B and C also block, ultimately leading to a cycle and the deadlock of Fig. 3-4(j) . 

However, as we have already mentioned, the operating system is not required 
to run the processes in any special order. In particular, if granting a particular 
request might lead to deadlock, the operating system can simply suspend the proc­
ess without granting the request (i.e., just not schedule the process) until it is safe. 
In Fig. 3-4, if the operating system knew about the impending deadlock, it could 
suspend B instead of granting it S. By running only A and C, we would get the 
requests and releases of Fig. 3-4(k) instead of Fig. 3-4(d). This sequence leads to 
the resource graphs of Fig. 3-4(1)-(q), which do not lead to deadlock. 

After step (q), process B can be granted S because A is finished and C has 
everything it needs. Even if B should eventually block when requesting T, no 
deadlock can occur. B will just wait until C is finished. 

Later in this chapter we will study a detailed algorithm for making allocation 
decisions that do not lead to deadlock. For the moment, the point to understand is 
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A B C 
Request R Request S Request T 
Request S Request T Request R 
Release R Release S Release T 
Release S Release T Release R 

(a) (b) (c) 

1. A requests R 
2. B requests S 0®© 0®© 0®© 3. C requests T 
4. A requests S 

~ ~~ ~~~ 5. B requests T 
6. C requests R 0[!] [!] deadlock 

(d) (e) (f) (g) 

U) 

1. A requests R 

0®© 2. C requests T 0®© 0® I 3. A requests S 
4. C requests R 

~ ~ ~\i0 5. A releases R 
6. A releases S 0[!] 0 no deadlock 

(k) (I) (m) (n) 

(o) (p) (q) 

Figure 3-4. An example of how deadlock occurs and how it can be avoided. 
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that resource graphs are a tool that let us see if a given request/release sequence 
leads to deadlock. We just carry out the requests and releases step by step, and 
after every step check the graph to see if it contains any cycles. If so, we have a 
deadlock; if not, there is no deadlock. Although our treatment of resource graphs 
has been for the case of a single resource of each type, resource graphs can also 
be generalized to handle multiple resources of the same type (Holt, 1972). 

In general , four strategies are used for dealing with deadlocks. 

1. Just ignore the problem altogether. Maybe if you ignore it, it will 
ignore you. 

2. Detection and recovery. Let deadlocks occur, detect them, and take 
action. 

3. Dynamic avoidance by careful resource allocation. 

4. Prevention, by structurally negating one of the four conditions neces­
sary to cause a deadlock. 

We will examine each of these methods in turn in the next four sections. 

3.3 THE OSTRICH ALGORITHM 

The simplest approach is the ostrich algorithm: stick your head in the sand 
and pretend there is no problem at all t. Different people react to this strategy in 
different ways. Mathematicians find it totally unacceptable and say that 
deadlocks must be prevented at all costs. Engineers ask how often the problem is 
expected, how often the system crashes for other reasons, and how serious a 
deadlock is. If deadlocks occur on the average once every five years, but system 
crashes due to hardware failures , compiler errors, and operating system bugs 
occur once a week, most engineers would not be willing to pay a large penalty in 
performance or convenience to eliminate deadlocks. 

To make this contrast more specific, most operating systems potentially suffer 
from deadlocks that are not even detected, let alone automatically broken. The 
total number of processes in a system is determined by the number of entries in 
the process table. Thus process table slots are finite resources. If a fork fails 
because the table is full, a reasonable approach for the program doing the fork is to 
wait a random time and try again. 

Now suppose that a UNIX system has 100 process slots. Ten programs are 
running, each of which needs to create 12 (sub)proces es. After each process has 

t Actually, Lhis bit of folklore i nonsense. Osu·iches can run at 60 km/hour and their kick is powerful 
enough to kill any lion with visions of a big chicken dinner. 
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created 9 processes, the 10 original processes and the 90 new processes have 
exhausted the table. Each of the 10 original processes now sits in an endless loop 
forking and failing- a deadlock. The probability of this happening is minuscule, 
but it could happen. Should we abandon processes and the fork call to eliminate 
the problem? 

The maximum number of open files is similarly restricted by the size of the i­
node table, so a similar problem occurs when it fills up. Swap space on the disk is 
another limited resource. In fact, almost every table in the operating system 
represents a finite resource. Should we abolish all of these because it might hap­
pen that a collection of n processes might each claim 1/n of the total, and then 
each try to claim another one? 

Most operating systems, including UNIX and Windows, just ignore the prob­
lem on the assumption that most users would prefer an occasional deadlock to a 
rule restricting all users to one process, one open file, and one of everything. If 
deadlocks could be eliminated for free, there would not be much discussion. The 
problem is that the price is high, mostly in terms of putting inconvenient restric­
tions on processes, as we will see shortly. Thus we are faced with an unpleasant 
trade-off between convenience and correctness, and a great deal of discussion 
about which is more important, and to whom. Under these conditions, general 
solutions are hard to find. 

3.4 DEADLOCK DETECTION AND RECOVERY 

A second technique is detection and recovery. When this technique is used, 
the system does not attempt to prevent deadlocks from occurring. Instead, it lets 
them occur, tries to detect when this happens, and then takes some action to 
recover after the fact. In this section we will look at some of the ways deadlocks 
can be detected and some of the ways recovery from them can be handled. 

3.4.1 Deadlock Detection with One Resource of Each Type 

Let us begin with the simplest case: only one resource of each type exists. 
Such a system might have one scanner, one CD recorder, one plotter, and one tape 
drive, but no more than one of each class of resource. In other words, we are 
excluding systems with two printers for the moment. We will treat them later, 
using a different method. 

For such a system, we can construct a resource graph of the so1t illustrated in 
Fig. 3-3. If this graph contains one or more cycles, a deadlock exists. Any proc­
ess that is part of a cycle is deadlocked. If no cycles exist, the system is not 
deadlocked. 

As an example of a more complex system than the ones we have looked at so 
far, consider a system with seven processes, A though G, and six resources, R 

---IBM Ex-1009 
Page 192



SEC. 3.4 DEADLOCK DETECTION AND RECOVERY 169 

through W. The state of which resources are currently owned and which ones are 
currently being requested is as follows: 

l. Process A holds R and wants S. 

2. Process B holds nothing but wants T. 

3. Process C holds nothing but wants S. 

4. Process D holds U and wants S and T. 

5. Process E holds T and wants V. 

6. Process F holds Wand wants S. 

7. Process G holds V and wants U. 

The question is: "Is this system deadlocked, and if so, which processes are 
involved?" 

To answer this question, we can construct the resource graph of Fig. 3-5(a). 
This graph contains one cycle, which can be seen by vi ual inspection. The cycle 
is shown in Fig. 3-5(b). From this cycle, we can see that processes D, E, and G 
are all deadlocked. Processes A, C, and F are not deadlocked because S can be 
allocated to any one of them, which then finishes and returns it. Then the other 
two can take it in turn and also complete. 

(a) (b) 

Figure 3-5. (a) A resource graph. (b) A cycle extracted from (a). 

Although it is relatively simple to pick out the deadlocked processes by eye 
from a simple graph, for use in actual systems we need a formal algorithm for 
detecting deadlocks. Many algorithms for detecting cycles in directed graphs are 
known. Below we will give a simple one that inspects a graph and terminates 
either when it has found a cycle or when it has shown that none exist. It uses one 
data structure, L, a list of nodes . During the algorithm, arcs will be marked to 
indicate that they have already been inspected, to prevent repeated inspections. 
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The algorithm operates by carrying out the following steps as specified: 

J . For each node, N in the graph, perform the following 5 steps with N 
as the starting node. 

2. Initialize L to the empty list, and designate all the arcs as unmarked. 

3. Add the current node to the end of L and check to see if the node 
now appears in L two times. If it does, the graph contains a cycle 
(listed in L) and the algorithm terminates. 

4. From the given node, see if there are any unmarked outgoing arcs. If 
so, go to step 5; if not, go to step 6. 

5. Pick an unmarked outgoing arc at random and mark it. Then follow 
it to the new current node and go to step 3. 

6. We have now reached a dead end. Remove it and go back to the pre­
vious node, that is, the one that was current just before this one, 
make that one the current node, and go to step 3. If this node is the 
initial node, the graph does not contain any cycles and the algorithm 
terminate . 

What this algorithm does is take each node, in turn, as the root of what it hopes 
will be a tree, and does a depth-first search on it. If it ever comes back to a node 
it has already encountered, then it has found a cycle. If it exhausts all the arcs 
from any given node, it backtracks to the previous node. If it backtracks to the 
root and cannot go further, the subgraph reachable from the current node does not 
contain any cycle . If this property holds for all nodes, the entire graph is cycle 
free, so the system is not deadlocked. 

To see how the algorithm works in practice, let us use it on the graph of 
Fig. 3-5(a) . The order of processing the nodes is arbitrary, so let us just inspect 
them from left to right, top to bottom, first running the algorithm starting at R, 
then successively, A, B, C, S, D, T, E, F, and so forth . If we hit a cycle, the algo­
rithm stops. 

We start at R and initialize L to the empty list. Then we add R to the list and 
move to the only possibility, A, and add it to L , giving L = [R, A]. From A we go 
to S, giving L = [R, A, S]. S has no outgoing arcs, so it is a dead end, forcing us to 
backtrack to A. Since A has no unmarked outgoing arcs, we backtrack to R, com­
pleting our inspection of R. 

Now we restart the algorithm starting at A, resetting L to the empty list. This 
search, too, quickly stops, so we start again at B. From B we continue to follow 
outgoing arcs until we get to D, at which time L = [B, T, E, V, G, U, D]. Now we 
must make a (random) choice. If we pick S we come to a dead end and backtrack 
to D. The second time we pick T and update L to be [B, T, E, V, G, U, D, T], at 
which point we discover the cycle and stop the algorithm. 
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This algorithm is far from optimal. For a better one, see (Even, 1979). 
Nevertheless, it demonstrates that an algorithm for deadlock detection exists. 

3.4.2 Deadlock Detection with Multiple Resource of Each Type 

When multiple copies of some of the resources exist, a different approach is 
needed to detect deadlocks. We will now present a matrix-based algorithm for 
detecting deadlock among n processes, P I through P,,. Let the number of 
resource classes be m, with E 1 resources of class 1, E 2 resources of class 2, and 
generally, E; resources of class i (1 ::;; i ::;; m). E is the existing resource vector. 
It gives the total number of instances of each resource in existence. For example, 
if class 1 is tape drives, then E 1 = 2 means the system has two tape drives. 

At any instant, some of the resources are assigned and are not available. Let 
A be the available resource vector, with A; giving the number of instances of 
resource i that are cunently available (i.e., unassigned). If both of our two tape 
drives are assigned, A I will be 0. 

Now we need two an-ays, C, the current allocation matrix, and R, the 
request matrix. The i-th row of C tells how many instances of each resource 
class P; currently holds. Thus Cu is the number of instances of resource j that are 
held by process i. Similarly, Ru is the number of instances of resource j that P; 
wants. These four data structures are shown in Fig. 3-6. 

Resources in existence 
(E1 , E2, E3, ... , Em) 

Current allocation matrix 

I g:~ g:: g:: : : : g::l 
( l C~1 Cn2 C~3 • • • C~m 

\__ Row n is current allocation 
to process n 

Resources available 
(A1, A2, A3, ... , Am) 

Request matrix 

rf ::: :: :~ :::l 
~ A"' A~ A"' • • • A"m 

Row 2 is what process 2 needs 

Figure 3-6. The fo ur data structures needed by the deadlock detection algorithm. 

An important invariant holds for these four data structures. In particular, 
every resource is either allocated or is available. This observation means that 

II 

"'J:,Cu+A1=E1 
i=I 

In other words, if we add up all the instances of the re ource j that have been 
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allocated and to thi add all the instances that are available, the result i the 
number of instances of that resource class that exi t. 

The deadlock detection algorithm is based on comparing vectors. Let us 
define the relation A ~ B on two vectors A and B to mean that each element of A is 
less than or equal to the corresponding element of B. Mathematically, A ~ B 
holds if and only if Ai ~ Bi for 1 ~ i ~ m. 

Each process i initially said to be unmarked. As the algorithm progresses, 
processes will be marked, indicating that they are able to complete and are thus 
not deadlocked. When the algorithm terminates, any unmarked processes are 
known to be deadlocked. 

The deadlock detection algorithm can now be given, as follows. 

l. Look for an unmarked process, Pi, for which the i-th row of R i le. s 
than or equal to A. 

2. If such a process is found, add the i-th row of C to A, mark the proc­
ess, and go back to step 1. 

3. If no such process exists, the algorithm terminates. 

When the algorithm fini he , all the unmarked processes, if any, are deadlocked. 
What the algorithm is doing in step 1 is looking for a process that can be run 

to completion. Such a process is characterized as having resource demands that 
can be met by the currently available resources. The selected process is then run 
until it finishes, at which time it returns the resources it is holding to the pool of 
available resources. It is then marked as completed. If all the processes are ulti­
mately able to run, none of them are deadlocked. If some of them can never run, 
they are deadlocked. Although the algorithm is nondeterministic (because it may 
run the processes in any feasible order), the result is always the same. 

As an example of how the deadlock detection algorithm work , consider 
Fig. 3-7. Here we have three processes and four re ource classes, which we have 
arbitrarily labeled tape drive , plotters, scanner, and CD-ROM drive. Proce s 1 
has one scanner. Process 2 has two tape drives and a CD-ROM drive. Process 3 
ha a plotter and two scanners. Each process needs additional resources, as shown 
by the R matrix . 

To run the deadlock detection algorithm, we look for a process whose 
re ource request can be satisfied. The first one cannot be satisfied because there 
is no CD-ROM drive available. The second cannot be satisfied either, because 
there is no scanner free. Fortunately, the third one can be satisfied, so process 3 
run and eventually returns all its resources, giving 

A= (2 2 2 0) 

At this point process 2 can run and return its resource , giving 

A=(422 I) 

Now the remaining proces can run. There is no deadlock in the system. 
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A =(2 0 0) 

Current allocation matrix Request matrix 

[
0010] 

C= 2 0 0 1 
0 1 2 0 [

2 0 0 1 l 
R= 1 0 1 0 

2 1 0 0 

Figure 3-7. An example for the deadlock detection algori thm. 

Now consider a minor variation of the situation of Fig. 3-7. Suppose that 
process 2 needs a CD-ROM drive as well as the two tape drives and the plotter. 
None of the requests can be satisfied, so the entire system is deadlocked. 

Now that we know how to detect deadlocks, the question of when to look for 
them comes up. One possibility is to check every time a resource request is made. 
This is certain to detect them as early as possible, but it is potentially expensive in 
term of CPU time. An alternative strategy is to check every k minutes, or 
perhaps only when the CPU utilization has dropped below some threshold. The 
reason for considering the CPU utilization is that if enough processes are 
deadlocked, there will be few runnable processes, and the CPU will often be idle. 

3.4.3 Recovery from Deadlock 

Suppose that our deadlock detection algorithm has succeeded and detected a 
deadlock. What next? Some way is needed to recover and get the sy tern going 
again. In this section we will discuss various ways of recovering from deadlock. 
None of them are especially attractive, however. 

Recovery through Preemption 

In some cases it may be possible to temporarily take a resource away from its 
current owner and give it to another process. In many cases, manual intervention 
may be required, especially in batch processing operating systems running on 
mainframes. 

For example, to take a laser printer away from its owner, the operator can col­
lect all the sheets already printed and put them in a pile. Then the process can be 
suspended (marked as not runnable). At this point the printer can be assigned to 
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another process. When that process finishes, the pile of printed sheet can be put 
back in the printer's output tray and the original process restarted. 

The ability to take a resource away from a process, have another process use 
it, and then give it back without the process noticing it is highly dependent on the 
nature of the resource. Recovering this way is frequently difficult or impossible. 
Choosing the process to suspend depends largely on which ones have resources 
that can easily be taken back. 

Recovery through Rollback 

If the ystem designers and machine operators know that deadlocks are likely, 
they can arrange to have processes checkpointed periodically. Checkpointing a 
process means that its state is written to a file so that it can be restarted later. The 
checkpoint contains not only the memory image, but also the resource state, that 
i , which resources are currently assigned to the process. To be most effective, 
new checkpoint should not overwrite old ones but should be written to new files, 
so as the process executes, a whole sequence of checkpoint files are accumulated. 

When a deadlock is detected, it is easy to see which resources are needed. To 
do the recovery, a process that owns a needed resource is rolled back to a point in 
time before it acquired some other resource by starting one of its earlier check­
points. All the work done since the checkpoint is lost (e.g., output printed since 
the checkpoint must be discarded, since it will be printed again). In effect, the 
process is reset to an earlier moment when it did not have the resource, which is 
now assigned to one of the deadlocked processes. If the restarted process tries to 
acquire the resource again, it will have to wait until it becomes available. 

Recovery through Killing Processes 

The crudest, but simplest way to break a deadlock is to kill one or more 
processes. One possibility is to kill a process in the cycle. With a little luck, the 
other processes will be able to continue. If this does not help, it can be repeated 
until the cycle is broken. 

Alternatively, a process not in the cycle can be chosen as the victim in order 
to release its resources. In this approach, the process to be killed is carefully 
chosen because it is holding resources that some proces in the cycle needs. For 
example, one process might hold a printer and want a plotter, with another process 
holding a plotter and wanting a printer. These two are deadlocked. A third proc­
ess may hold another identical printer and another identical plotter and be happily 
running. Killing the third process will release these resources and break the 
deadlock involving the first two. 

Where possible, it i best to kill a process that can be rerun from the begin­
ning with no ill effects. For example, a compilation can always be rerun because 
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all it does is read a source file and produce an object file. If it is killed part way 
through, the first run has no influence on the second run. 

On the other hand, a process that updates a database cannot always be run a 
second time safely. If the process adds 1 to some record in the database, runnjng 
it once, killing it, and then running it again will add 2 to the record, which is 
incorrect. 

3.5 DEADLOCK AVOIDANCE 

In the discussion of deadlock detection, we tacitly assumed that when a proc­
ess asks for resources, it asks for them all at once (the R matrix of Fig. 3-6). In 
most systems, however, resources are requested one at a time. The system must 
be able to decide whether granting a resource is safe or not and only make the 
allocation when it is safe. Thus the question arises: Is there an algorithm that can 
always avoid deadlock by making the right choice all the time? The answer is a 
qualified yes-we can avoid deadlocks, but only if certain information is avail­
able in advance. In this section we examine ways to avoid deadlock by careful 
resource allocation. 

3.5.1 Resource Trajectories 

The main algorithms for doing deadlock avoidance are based on the concept 
of safe states. Before describing the algorithms, we will make a slight digression 
to look at the concept of safety in a graphic and easy-to-understand way. 
Although the graphical approach does not translate directly into a usable algo­
rithm, it gives a good intuitive feel for the nature of the problem. 

In Fig. 3-8 we see a model for dealing with two processes and two resources, 
for example, a printer and a plotter. The horizontal axis represents the number of 
instructions executed by process A. The vertical axis represents the number of 
instructions executed by process B. At 11 A requests a printer; at I 2 it needs a 
plotter. The printer and plotter are released at I 3 and I 4 , respectively. Process B 
needs the plotter from I 5 to I 1 and the printer from I 6 to I 8. 

Every point in the diagram represents a joint state of the two processes. Ini­
tially, the state is at p, with neither process having executed any instructions. If 
the scheduler chooses to run A first, we get to the point q, in which A has executed 
some number of instructions, but B has executed none. At point q the trajectory 
becomes vertical, indicating that the scheduler has chosen to run B. With a single 
processor, all paths must be horizontal or vertical, never diagonal. Furthermore, 
motion is always to the north or east, never to the south or west (processes cannot 
run backward). 

When A crosses the I I line on the path from r to s, it requests and is granted 
the printer. When B reaches point t, it requests the plotter. 
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Figure 3-8. Two process resource trajectories. 

The regions that are shaded are especially interesting. The region with lines 
slanting from southwest to northeast represents both processes having the printer. 
The mutual exclusion rule makes it impossible to enter this region. Similarly, the 
region shaded the other way represents both processes having the plotter, and is 
equally impossible . 

If the system ever enters the box bounded by / 1 and / 2 on the sides and / 5 and 
I 6 top and bottom, it will eventually deadlock when it gets to the intersection of 
/ 2 and/ 6 . At this point, A is requesting the plotter and B is requesting the printer, 
and both are already assigned. The entire box is unsafe and must not be entered. 
At point t the only safe thing to do is run process A until it gets to I 4 . Beyond 
that, any trajectory to u will do. 

The important thing to see here is at point t B is requesting a resource. The 
system must decide whether to grant it or not. If the grant is made, the system 
will enter an unsafe region and eventually deadlock. To avoid the deadlock, B 
should be suspended until A has requested and released the plotter. 

3.5.2 Safe and Unsafe States 

The deadlock avoidance algorithms that we will study use the information of 
Fig. 3-6. At any instant of time, there is a current state consisting of E, A, C, and 
R. A state is said to be safe if it is not deadlocked and there is some scheduling 
order in which every process can run to completion even if all of them suddenly 
request their maximum number of resources immediately. It is easiest to illustrate 
this concept by an example using one resource. In Fig. 3-9(a) we have a state in 
which A has 3 instances of the resource but may need as many as 9 eventually. B 
currently has 2 and may need 4 altogether, later. Similarly, C also has 2 but may 
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need an additional 5. A total of 10 instances of the resource exist, so with 7 
resources already allocated, there are 3 still free. 

A 

B 

C 

Has Max 

3 

2 

2 

Free: 3 
(a) 

9 

4 

7 

Has Max 

A 3 9 

B 4 4 

C 2 7 

Free: 1 
(b) 

Has Max 

IT±ffiJ 
Free: 5 

(c) 

Has Max 

IT±ffiJ 
Free: O 

(d) 

Figure 3-9. Demonstration that the state in (a) is safe. 

Has Max 

ITiffil 
Free: 7 

(e) 

The state of Fig. 3-9(a) is safe because there exists a sequence of allocations 
that allows all processes to complete. Namely, the scheduler could simply run B 
exclusively, until it asked for and got two more instances of the resource, leading 
to the state of Fig. 3-9(b). When B completes, we get the state of Fig. 3-9(c). 
Then the scheduler can run C, leading eventually to Fig. 3-9(d). When C com­
pletes, we get Fig. 3-9(e). Now A can get the six instances of the resource it needs 
and also complete. Thus the state of Fig. 3-9(a) is safe because the system, by 
careful scheduling, can avoid deadlock. 

Now suppose we have the initial state shown in Fig. 3-lO(a), but this time A 
requests and gets another resource, giving Fig. 3-lO(b ). Can we find a sequence 
that is guaranteed to work? Let us try. The scheduler could run B until it asked 
for all its resources, as shown in Fig. 3-lO(c). 

A 

B 

C 

Has Max 

3 

2 

2 

Free: 3 
(a) 

9 

4 

7 

A 

B 

C 

Has Max 

4 

2 

2 

Free: 2 
(b) 

9 

4 

7 

A 

B 

C 

Has Max 

4 

4 

2 

Free: O 
(c) 

9 

4 

7 

Figure 3-10. Demonstration that the state in (b) is not safe. 

Has Max 

~ 
ttiitJ 

Free: 4 
(d) 

Eventually, B completes and we get the situation of Fig. 3-lO(d). At this point 
we are stuck. We only have four instances of the resource free, and each of the 
active processes needs five. There is no sequence that guarantees completion. 
Thus the allocation decision that moved the system from Fig. 3-lO(a) to Fig. 3-
1 O(b) went from a safe state to an unsafe state. Running A or C next starting at 
Fig. 3-lO(b) does not work either. In retrospect, A's request should not have been 
granted. 

It is worth noting that an unsafe state is not a deadlocked state. Starting at 
Fig. 3-1 O(b ), the system can run for a while. In fact, one process can even com­
plete. Furthermore, it is possible that A might release a resource before asking for 
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any more, allowing C to complete and avoiding deadlock altogether. Thus the 
difference between a safe state and an unsafe state is that from a safe state the sys­
tem can guarantee that all processes will finish; from an unsafe state, no such 
guarantee can be given. 

3.5.3 The Banker's Algorithm for a Single Resource 

A scheduling algorithm that can avoid deadlocks is due to Dijkstra (1965) and 
is known as the banker's algorithm and is an extension of the deadlock detection 
algorithm given in Sec. 3.4.1. It is modeled on the way a small-town banker 
might deal with a group of customers to whom he has granted lines of credit. 
What the algorithm does is check to see if granting the request leads to an unsafe 
state. If it does, the request is denied. If granting the request leads to a safe state, 
it is carried out. In Fig. 3-1 l(a) we see four customers, A, B, C, and D, each of 
whom has been granted a ce1tain number of credit units (e.g., 1 unit is lK dollars). 
The banker knows that not all customers will need their maximum credit immedi­
ately, so he has reserved only 10 units rather than 22 to service them. (In this 
analogy, customers are processes, units are, say, tape drives, and the banker is the 
operating system.) 

A 

B 

C 

D 

Has Max 

0 

0 

0 

0 

Free: 1 O 

(a) 

6 

5 

4 

7 

A 

B 

C 

D 

Has Max 

1 

1 

2 

4 

Free: 2 

(b) 

6 

5 

4 

7 

A 

B 

C 

D 

Has Max 

1 

2 

2 

4 

Free: 1 

(c) 

6 

5 

4 

7 

Figure 3-11. Three resource allocation states: (a) Safe. (b) Safe. (c) Unsafe. 

The customers go about their respective businesses, making loan requests 
from time to time (i .e., asking for resources). At a certain moment, the situation is 
as shown in Fig. 3-11 (b ). This state is safe because with two units left, the banker 
can delay any requests except C's, thus letting C finish and release all four of his 
resources. With four units in hand, the banker can let either D or B have the 
necessary units, and so on. 

Consider what would happen if a request from B for one more unit were 
granted in Fig. 3-1 l(b) . We would have situation Fig. 3-1 l(c), which is unsafe. If 
all the customers suddenly asked for their maximum loans, the banker could not 
satisfy any of them, and we would have a deadlock. An unsafe state does not 
have to lead to deadlock, since a customer might not need the entire credit line 
available, but the banker cannot count on this behavior. 

The banker's algorithm considers each request as it occurs, and see if granting 
it leads to a safe state. If it does, the request is granted; otherwise, it is postponed 
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until later. To see if a state is safe, the banker checks to see if he has enough 
resources to satisfy some customer. If so, those loans are assumed to be repaid, 
and the customer now closest to the limit is checked, and so on. If all loans can 
eventually be repaid, the state is safe and the initial request can be granted. 

3.5.4 The Banker's Algorithm for Multiple Resources 

The banker's algorithm can be generalized to handle multiple resources. Fig­
ure 3-12 shows how it works. 

A 3 0 1 1 
----i 

B 0 1 0 0 
---< 

A 0 0 E = (6342) 

B 0 1 1 2 P = (5322) 
A= (1020) 

C 1 1 0 C 3 1 0 0 
----i 

D 1 1 0 1 D 0 0 1 0 
----i 

E O O O 0 E 2 1 0 

Resources assigned Resources still needed 

Figure 3-12. The banker's algorithm with multiple resources. 

In Fig. 3-12 we see two matrices . The one on the left shows how many of 
each resource are currently assigned to each of the five processes. The matrix on 
the right shows how many resources each process still needs in order to complete. 
These matrices are just C and R from Fig. 3-6. As in the single resource case, 
processes must state their total resource needs before executing, so that the system 
can compute the right-hand matrix at each instant. 

The three vectors at the right of the figure show the existing resources, E, the 
possessed resources, P, and the available resources, A, respectively. From Ewe 
see that the system has six tape drives, three plotters, four printers, and two CD­
ROM drives. Of these, five tape drives, three plotters, two printers, and two CD­
ROM drives are cun-ently assigned. This fact can be seen by adding up the four 
resource columns in the left-hand matrix. The available resource vector is simply 
the difference between what the system has and what is currently in use. 

The algorithm for checking to see if a state is safe can now be stated. 

1. Look for a row, R, whose unmet resource needs are all smaller than 
or equal to A. If no such row exists, the system will eventually 
deadlock since no process can run to completion. 

2. Assume the process of the row chosen requests all the resources it 
needs (which is guaranteed to be possible) and finishes. Mark that 
process as terminated and add all its resources to the A vector. 

IBM Ex-1009 
Page 203



180 DEADLOCKS CHAP. 3 

3. Repeat steps 1 and 2 until either all processes are marked terminated, 
in which case the initial state was safe, or until a deadlock occurs, in 
which case it was not. 

If several processes are eligible to be chosen in step I, it does not matter which 
one is selected: the pool of available resources either gets larger, or at worst, stays 
the same. 

Now let us get back to the example of Fig. 3-12. The current tate is safe. 
Suppose that proce s B now requests a printer. This request can be granted 
because the resulting state is still safe (proce s D can finish , and then processes A 
or E, followed by the rest). 

Now imagine that after giving B one of the two remaining printers, E wants 
the last printer. Granting that request would reduce the vector of available 
resources to (l O O 0), which leads to deadlock. Clearly E's request must be 
deferred for a whi le. 

The banker's algorithm was first published by Dijkstra in 1965. Since that 
time, nearly every book on operating systems has described it in detail. Innumer­
able papers have been written about various aspects of it. Unfortunately, few 
authors have had the audacity to point out that although in theory the algorithm is 
wonderful, in practice it is essentially useless because processes rarely know in 
advance what their maximum re ource needs will be. In addition, the number of 
processes is not fixed, but dynamically varying as new users log in and out. 
Furthermore, resources that were thought to be available can suddenly vanish 
(tape drives can break). Thus in practice, few, if any, existing systems use the 
banker's algorithm for avoiding deadlocks. 

3.6 DEADLOCK PREVENTION 

Having seen that deadlock avoidance is essentially impossible, because it 
requires information about future requests, which is not known, how do real sys­
tems avoid deadlock? The answer is to go back to the four conditions stated by 
Coffman et al. (1971) to see if they can provide a clue. If we can ensure that at 
least one of these conditions is never satisfied, then deadlocks will be structurally 
impossible (Havender, 1968). 

3.6.1 Attacking the Mutual Exclusion Condition 

Fir t let us attack the mutual exclusion condition. If no re ource were ever 
assigned exclusively to a ingle process, we would never have deadlocks. How­
ever, it is equally clear that allowing two processe to write on the printer at the 
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same time will lead to chaos. By spooling printer output, several processes can 
generate output at the same time. In this model, the only process that actually 
requests the physical printer is the printer daemon. Since the daemon never 
requests any other resources, we can eliminate deadlock for the printer. 

Unfortunately, not all devices can be spooled (the process table does not lend 
itself well to being spooled). Furthermore, competition for disk space for spool­
ing can itself lead to deadlock. What would happen if two processes each filled 
up half of the available spooling space with output and neither was finished pro­
ducing output? If the daemon was programmed to begin printing even before all 
the output was spooled, the printer might lie idle if an output process decided to 
wait several hours after the first burst of output. For this reason, daemons are nor­
mally programmed to print only after the complete output file is available. In this 
case we have two processes that have each finished part, but not all , of their out­
put, and cannot continue. Neither process will ever finish, so we have a deadlock 
on the disk. 

Nevertheless, there is a germ of an idea here that is frequently applicable. 
A void assigning a resource when that is not absolutely necessary, and try to make 
sure that as few processes as possible may actually claim the resource. 

3.6.2 Attacking the Hold and Wait Condition 

The second of the conditions stated by Coffman et al. looks sl ightly more 
promising. If we can prevent processes that hold resources from waiting for more 
resources, we can el iminate deadlocks. One way to achieve this goal is to require 
all processes to request all their resources before starting execution. If everything 
is available, the process will be allocated whatever it needs and can run to com­
pletion. If one or more resources are busy, nothing will be allocated and the proc­
ess would just wait. 

An immediate problem with this approach is that many processes do not know 
how many resources they will need until they have started running. In fact, if they 
knew, the banker's algorithm could be used. Another problem is that resources 
will not be used optimally with this approach. Take, as an example, a proce s that 
reads data from an input tape, analyzes it for an hour, and then writes an output 
tape as well as plotting the results. If all resources must be requested in advance, 
the process will tie up the output tape drive and the plotter for an hour. 

Nevertheless, some mainframe batch systems require the user to list all the 
resources on the first line of each job. The system then acquires all resources 
immediately and keeps them until the job finishes. While this method puts a bur­
den on the programmer and wastes resources, it does prevent deadlocks. 

A slightly different way to break the hold-and-wait condition is to require a 
process requesting a resource to first temporarily release all the resources it 
currently holds. Then it tries to get everything it needs all at once. 
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3.6.3 Attacking the No Preemption Condition 

Attacking the third condition (no preemption) is even less prom1smg than 
attacking the second one. If a process has been assigned the printer and is in the 
middle of printing its output, forcibly taking away the printer because a needed 
plotter is not available is tricky at best and impossible at worst. 

3.6.4 Attacking the Circular Wait Condition 

Only one condition is left. The circular wait can be eliminated in several 
ways. One way is simply to have a rule saying that a process is entitled only to a 
single resource at any moment. If it needs a second one, it must release the fir t 
one. For a process that needs to copy a huge file from a tape to a printer, this res­
triction is unacceptable. 

Another way to avoid the circular wait is to provide a global numbering of all 
the resources, as shown in Fig. 3- I 3(a). Now the rule is this: processes can 
request resources whenever they want to, but all requests must be made in numer­
ical order. A process may request fi st a printer and then a tape drive, but it may 
not request first a plotter and then a printer. 

1. lmagesetter 
2. Scanner 
3. Plotter 
4. Tape drive 
5. CD Rom drive 

(a) (b) 

Figure 3-13. (a) Numerically ordered resources. (b) A resource graph. 

With this rule, the resource allocation graph can never have cycles. Let us see 
why this is true for the case of two processes, in Fig. 3-13(b ). We can get a 
deadlock only if A requests resource j and B requests resource i. Assuming i and j 
are distinct resources, they will have different numbers. If i > j, then A is not 
allowed to request} because that is lower than what it already has. If i < j, then B 
is not allowed to request i because that is lower than what it already ha . Either 
way, deadlock is impossible. 

With multiple proces es, the same logic holds. At every instant, one of the 
assigned resources will be highest. The process holding that resource will never 
ask for a resource already assigned. It will either finish, or at worst, request even 
higher numbered resources, all of which are available. Eventually, it will finish 
and free its resources. At this point, some other process will hold the highest 
resource and can also finish. In short, there exists a scenario in which all proc­
esses finish, so no deadlock is present. 
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A minor variation of this algorithm is to drop the requirement that resources 
be acquired in strictly increasing sequence and merely insist that no process 
request a resource lower than what it is already holding. If a process initially 
requests 9 and 10, and then releases both of them, it is effectively starting all over, 
so there is no reason to prohibit it from now requesting resource 1. 

Although numerically ordering the resources eliminates the problem of 
deadlocks, it may be impossible to find an ordering that satisfies everyone. When 
the resources include process table slots, disk spooler space, locked database 
records, and other abstract resources, the number of potential resources and dif­
ferent uses may be so large that no ordering could possibly work. 

The various approaches to deadlock prevention are summarized in Fig. 3-14. 

Condition Approach 

Mutual exclusion Spool everything 

Hold and wait Request all resources initially 

No preemption Take resources away 

Circular wait Order resources numerically 

Figure 3-14. Summary of approaches to deadlock prevention. 

3.7 OTHER ISSUES 

In this section we will discuss a few miscellaneous issues related to 
deadlocks. These include two-phase locking, nonresource deadlocks, and starva­
tion. 

3.7.1 Two-Phase Locking 

Although both avoidance and prevention are not terribly promising in the gen­
eral case, for specific applications, many excellent special-purpose algorithms are 
known. As an example, in many database systems, an operation that occurs fre­
quently is requesting locks on several records and then updating all the locked 
records. When multiple processes are running at the same time, there is a real 
danger of deadlock. 

The approach often used is called two-phase locking. In the first phase, the 
process tries to lock all the records it needs, one at a time. If it succeeds, it begins 
the second phase, performing its updates and releasing the locks. No real work is 
done in the first phase. 

If during the first phase, some record is needed that is already locked, the 
process just releases all its locks and starts the first phase all over. In a certain 
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sense, this approach i~ similar to requesting all the resources needed in advance, 
or at least before any~hing irreversible is done. In some versions of two-phase 
locking, there is no rele;:tse and restart if a lock is encountered during the first 
phase. In these versions, deadlock can occur. 

However, this strategy is not applicable in general. In real-time systems and 
process control systems, for example, it is not acceptable to just terminate a proc­
ess partway through because a resource is not available and start all over again. 
Neither is it acceptable to start over if the process has read or written messages to 
the network, updated files , or anything else that cannot be safely repeated. The 
algorithm works only in those situations where the programmer has very carefully 
arranged things o that the program can be stopped at any point during the fir t 
phase and restarted. Many applications can pot be structured this way. 

3.7.2 Nonresource Deadlocks 

All of our work so far has concentrated on resource deadlocks. One proces 
wants something that another process has and must wait until the first one gives it 
up. Deadlocks can also occur in other situations, hpwever, including those not 
involving resources at all. 

For example, it can happen that two proces es deadlock each waiting for the 
other one to do something. This often happens with semaphores. In Chap. 2 we 
saw examples in which a process had to do a down on two semciphores, typically 
mutex and another one. If these are done in the wrong order, deadlock can result. 

3.7.3 Starvation 

A problem closely related to deadlock is starvation. In a dynamic system, 
requests for resources happen all the time. Some policy is needed to make a deci­
sion about who gets which resource when. This policy, although seemingly rea­
sonable, may lead to some processes never getting service even though they are 
not deadlocked. 

As an example, consider allocation of the printer. Imagine that the system 
uses some kind of algorithm to ensure that allocating the printer does not lead to 
deadlock. Now suppose that several processes all want it at once. Which one 
should get it? 

One possible allocation algorithm is to give it to the process with the smallest 
file to print (assuming this information is available). This approach maximizes 
the number of happy customers and seems fair. Now consider what happens in a 
busy system when one process has a huge file to print. Every time the printer is 
free, the system will look around and choose the process with the shortest file. If 
there is a constant stream of processes with short files , the process with the huge 
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file will never be allocated the printer. It will simply starve to death (be post­
poned indefinitely, even though it is not blocked). 

Starvation can be avoided by using a first-come, first-serve, resource alloca­
tion policy. With this approach, the process waiting the longest gets served next. 
In due course of time, any given process will eventually become the oldest and 
thus get the needed resource. 

3.8 RESEARCH ON DEADLOCKS 

If ever there was a subject that was investigated mercilessly during the early 
days of operating systems, it was deadlocks. The reason for this is thJt deadlock 
detection is a nice little graph theory problem that one mathematically-inclined 
graduate student can get his jaws around and chew on for 3 or 4 years. All kinds 
of algorithms were devised, each one more exotic and less practical than the pre­
vious one. Essentially, all this research has died out, with only a very occasional 
new paper appearing (e.g., Karacali et al., 2000). When an operating system 
wants to do deadlock detection or prevention, which few of them do, they use one 
of the methods discussed in this chapter, 

There is still a little research on distributed deadlock detection, however. We 
will not treat that here because (1) it is outside the scope of this book, and (2) 
none of it is even remotely practical in real systems. Its main function seems to 
be keeping otherwise unemployed graph theorists off the streets. 

3.9 SUMMARY 

Deadlock is a potential problem in any operating system. It occurs when a 
group of processes each have been granted exclusive access to some resources, 
and each one wants yet another resource that belongs to another process in the 
group. All of them are blocked and none will ever run again. 

Deadlock can be avoided by keeping track of which states are safe and which 
are unsafe. A safe state is one in which there exists a sequence of events that 
guarantee that all processes can finish. An unsafe state has no such guarantee. 
The banker's algorithm avoids deadlock by not granting a request if that request 
will put the system in an unsafe state. 

Deadlock can be structurally prevented by building the system in such a way 
that it can never occur by design. For example, by allowing a process to hold only 
one resource at any instant the circular wait condition required for deadlock is 
broken. Deadlock can also be prevented by numbering all the resources, and 
making processes request them in strictly increasing order. Starvation can be 
avoided by a first-come, first-served allocation policy. 
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PROBLEMS 

1. Give an example of a deadlock taken from politics. 

CHAP. 3 

2. Students working at individual PCs in a computer laboratory send their files to be 
printed by a server which spools the files on its hard disk. Under what condition may 
a deadlock occur if the disk space for the print spool is limited? How may the 
deadlock be avoided? 

3. In the preceding question which resources are preemptable and which are nonpreempt­
able? 

4. In Fig. 3-1 the re ources are returned in the reverse order of their acquisition. Would 
giving them back in the other order be just as good? 

5. Fig. 3-3 shows the concept of a resource graph. Do illegal graphs exist, that is graph 
that structurally violate the model we have used of resource usage? If so, give an 
example of one. 

6. The discussion of the ostrich algorithm mentions the possibility of process table slots 
or other system tables fill ing up. Can you suggest a way to enable a system adminis­
trator to recover from such a situation? 

7. Consider Fig. 3-4. Suppose that in step (o) C requested S instead of reque ting R. 
Would this lead to deadlock? Suppose that it requested both Sand R? 

8. At a crossroads with STOP signs on all four approaches, the rule is that each driver 
yields the right of way to the driver on his right. Thi rule is not adequate when four 
vehicles anive simultaneously. Fortunately, humans are sometimes capable of acting 
more intelligently than computers and the problem is usually resolved when one driver 
signals the driver to his left to go ahead. Can you draw an analogy between this 
behavior and any of the ways of recovering from deadlock described in Sec. 3.4.3? 
Why is a problem with such a simple solution in the human world so difficult to apply 
to a computer system? 

9. Suppose that in Fig. 3-6 Cij + R;i > Ei for some i. What implications does this have 
for all the processes finishing without deadlock? 

10. All the trajectories in Fig. 3-8 are horizontal or vertical. Can you envision any cir­
cumstances in which diagonal trajectories were also possible? 

11. Can the resource trajectory scheme of Fig. 3-8 also be used to illustrate the problem of 
deadlocks with three processes and three resources? If so, how can this be done? If 
not, why not? 

12. In theory, resource trajectory graphs could be u ed to avoid deadlocks . By clever 
scheduling, the operating system could avoid unsafe regions. Suggest a practical 
problem with actua lly doing this. 

13. Take a careful look at Fig. 3- 11 (b) . If D asks for one more unit, does this lead to a 
safe state or an unsafe one? What if the reque t came from C instead of D? 

14. Can a system be in a state that is neither deadlocked nor safe? If so, give an example. 
If not, prove that all states are either deadlocked or safe. 
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15. A system has two processes and three identical resources. Each process needs a max­
imum of two resources. Is deadlock possible? Explain your answer. 

16. Consider the previous problem again, but now with p processes each needing a max­
imum of m resources and a total of r resources available. What condition must hold to 
make the system deadlock free? 

17. Suppose that process A in Fig. 3-12 requests the last tape drive. Does this action lead 
to a deadlock? 

18. A computer has six tape drives, with 11 processes competing for them. Each process 
may need two drives. For which values of n is the system deadlock free? 

19. The banker's algorithm is being run in a system with m resource classes and 11 

processes. In the limit of large m and n, the number of operations that must be per­
formed to check a state for safety is proportional to man b. What are the values of a 
and b? 

20. A system has four processes and five allocatable resources. The cmTent allocation and 
maximum needs are as follows: 

Allocated Maximwn Available 
Process A 1 0 2 I I 1 I 2 I 3 0 0 X 1 1 
Process B 2 0 I I 0 22210 
Process C 1 I O 1 0 2 1 3 1 0 
Process D 1 1 1 I 0 1 1 2 2 I 

What is the smallest value of x for which this is a safe state? 

21. A distributed system using mailboxes has two IPC primitives, send and receive. The 
latter primitive specifies a process to receive from and blocks if no message from that 
process is available, even though messages may be waiting from other processes. 
There are no shared resources, but processes need to communicate frequently about 
other matters. Is deadlock possible? Discuss. 

22. Two processes, A and B, each need three records, 1, 2, and 3, in a database. If A asks 
for them in the order 1, 2, 3, and B asks for them in the same order, deadlock is not 
possible. However, if B asks for them in the order 3, 2, 1, then deadlock is possible. 
With three resources, there are 3 ! or 6 possible combinations each process can request 
the resources. What fraction of all the combinations are guaranteed to be deadlock 
free? 

23. Now reconsider the above problem, but using two-phase locking. Will that eliminate 
the potential for deadlock? Does it have any other undesirable characteristics, how­
ever? If so, which ones? 

24. In an electronic funds transfer system, there are hundreds of identical processes that 
work as follows. Each process reads an input line specifying an amount of money, the 
account to be credited, and the account to be debited. Then it locks both accounts and 
transfers the money, releasing the locks when done. With many processes running in 
parallel, there is a very real danger that having locked account x it will be unable to 
lock y because y has been locked by a process now waiting for x. Devise a scheme 
that avoids deadlocks. Do not release an account record until you have completed the 
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transactions. (In other words, solutions that lock one account and then release it 
immediately if the other is locked are not allowed.) 

25. One way to prevent deadlocks is to eliminate the hold-and-wait condition. In the text 
it was proposed that before asking for a new resource, a process must first release 
whatever resources it already holds (assuming that is possible). However, doing so 
introduces the danger that it may get the new resource but lose some of the existing 
ones to competing processes. Propose an improvement to this scheme. 

26. A computer science student assigned to work on deadlocks thinks of the following 
brilliant way to eliminate deadlocks. When a process requests a resource, it specifies 
a time limit. If the process blocks because the resource is not available, a timer is 
started. If the time limit is exceeded, the process is released and allowed to run again. 
If you were the professor, what grade would you give thi s proposal and why. 

27. Cinderella and the Prince are getting divorced. To divide their property, they have 
agreed on the following algorithm. Every morning, each one may send a letter to the 
other's lawyer requesting one item of property. Since it takes a day for letters to be 
delivered, they have agreed that if both discover that they have requested the same 
item on the same day, the next day they will send a letter canceling the request. 
Among their property is their dog, Woofer, Woofer's doghouse, their canary, Tweeter, 
and Tweeter' s cage. The animals love their houses, so it has been agreed that any divi­
sion of property separating an animal from its house is invalid, requiring the whole 
division to start over from scratch. Both Cinderella and the Prince desperately want 
Woofer. So they can go on (separate) vacations, each spouse has programmed a per­
sonal computer to handle the negotiation . When they come back from vacation, the 
computers are still negotiating. Why? Is deadlock possible? I starvation possible? 
Discuss. 

28. A student majoring in anthropology and minoring in computer science has embarked 
on a research project to see if African baboons can be taught about deadlocks. He 
locates a deep canyon and fastens a rope across it, so the baboons can cross hand­
over-hand. Several baboons can cross at the same time, provided that they are all 
going in the same direction. If eastward moving and westward moving baboons ever 
get onto the rope at the same time, a deadlock will result (the baboons will get stuck in 
the middle) because it is impossible for one baboon to climb over another one while 
suspended over the canyon. Tf a baboon wants to cross the canyon, he must check to 
see that no other baboon is currently crossing in the opposite direction. Write a pro­
gram using semaphores that avoids deadlock. Do not worry about a series of eastward 
moving baboons holding up the westward moving baboons indefinitely. 

29. Repeat the previous problem, but now avoid starvation. When a baboon that wants to 
cross to the east a,,-ives at the rope and finds baboons crossing to the west, he waits 
until the rope is empty, but no more westward moving baboons are allowed to start 
until at least one baboon has crossed the other way. 

30. Program a simulation of the banker's algorithm. Your program should cycle through 
each of the bank clients asking for a request and evaluating whether it is safe or 
unsafe. Output a log of requests and decisions to a file . 
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MEMORY MANAGEMENT 

Memory is an important resource that must be carefully managed. While the 
average home computer nowadays has a thousand times as much memory as the 
IBM 7094, the largest computer in the world in the early 1960s, programs are get­
ting bigger faster than memories. To paraphrase Parkinson's law, "Programs 
expand to fill the memory available to hold them." In this chapter we will study 
how operating systems manage memory. 

Ideally, what every programmer would like is an infinitely large, infinitely 
fast memory that is also nonvolatile, that is, does not lose its contents when the 
electric power fails. While we are at it, why not also ask for it to be inexpensive, 
too? Unfortunately technology does not provide such memories. Consequently, 
most computers have a memory hierarchy, with a small amount of very fast, 
expensive, volatile cache memory, tens of megabytes of medium-speed, medium­
price, volatile main memory (RAM), and tens or hundreds of gigabytes of slow, 
cheap, nonvolatile disk storage. It is the job of the operating system to coordinate 
how these memories are used. 

The part of the operating system that manages the memory hierarchy is called 
the memory manager. Its job is to keep track of which parts of memory are in 
use and which parts are not in use, to allocate memory to processes when they 
need it and deallocate it when they are done, and to manage swapping between 
main memory and disk when main memory is too small to hold all the processes. 

In this chapter we will investigate a number of different memory management 
schemes, ranging from very simple to highly sophisticated. We will start at the 
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beginning and look first at the simplest possible memory management system and 
then gradually progress to more and more elaborate ones. 

As we pointed out in Chap. 1, history tends to repeat itself in the computer 
world. While the simplest memory management schemes are no longer used on 
desktop computers, they are still used in some palmtop, embedded, and smart card 
systems. For this reason, they are still worth studying. 

4.1 BASIC MEMORY MANAGEMENT 

Memory management systems can be divided into two classe : those that 
move processes back and forth between main memory and disk during execution 
(swapping and paging), and those that do not. The latter are simpler, so we will 
study them first. Later in the chapter we will examine swapping and paging. 
Throughout this chapter the reader should keep in mind that swapping and paging 
are largely artifacts caused by the lack of sufficient main memory to hold all the 
programs at once. If main memory ever gets so large that there is truly enough of 
it, the arguments in favor of one kind of memory management scheme or another 
may become obsolete. 

On the other hand, a mentioned above, software seems to be growing even 
faster than memory, so efficient memory management may always be needed. In 
the 1980s, there were many universities that ran a timesharing system with dozens 
of (more-or-less satisfied) users on a 4 MB VAX. Now Microsoft recommends 
having at least 64 MB for a single-user Windows 2000 system. The trend toward 
multimedia puts even more demands on memory, so good memory management is 
probably going to be needed for the next decade at least. 

4.1.1 Monoprogramming without Swapping or Paging 

The simplest possible memory management scheme is to run just one program 
at a time, sharing the memory between that program and the operating system. 
Three variations on this theme are shown in Fig. 4-1. The operating system may 
be at the bottom of memory in RAM (Random Access Memory), as shown in 
Fig. 4-l(a), or it may be in ROM (Read-Only Memory) at the top of memory, as 
shown in Fig. 4-l(b), or the device drivers may be at the top of memory in a ROM 
and the rest of the system in RAM down below, as shown in Fig. 4-1 (c). The first 
model was formerly used on mainframes and minicomputers but is rarely used 
any more. The second model is used on some palmtop computers and embedded 
systems. The third model was used by early personal computers (e.g., running 
MS-DOS), where the portion of the system in the ROM is called the BIOS (Basic 
Input Output System). 

When the system is organized in this way, only one process at a time can be 
running. As soon as the user types a command, the operating system copies the 
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Figure 4-1. Three simple ways of organizing memory with an operating system 
and one user process. Other possibilities also exist. 
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requested program from disk to memory and executes it. When the process fin­
ishes, the operating system displays a prompt character and waits for a new com­
mand. When it receives the command, it loads a new program into memory, 
overwriting the first one. 

4.1.2 Multiprogramming with Fixed Partitions 

Except on simple embedded systems, monoprogramming is hardly used any 
more. Most modem systems allow multiple processes to run at the same time. 
Having multiple processes running at once means that when one process is 
blocked waiting for I/O to fini h, another one can use the CPU. Thus multipro­
g:•amming increases the CPU utilization. Network servers always have the ability 
to run multiple processes (for different clients) at the same time, but most client 
(i.e., desktop) machine also have this ability nowadays. 

The easiest way to achieve multiprogramming is simply to divide memory up 
into n (possibly unequal) partitions. This partitioning can, for example, be done 
manually when the system is started up. 

When a job arrives, it can be put into the input queue for the smallest partition 
large enough to hold it. Since the partitions are fixed in this scheme, any space in 
a partition not used by a job is lost. In Fig. 4-2(a) we see how this system of fixed 
partitions and separate input queues looks. 

The disadvantage of sorting the incoming jobs into separate queues becomes 
apparent when the queue for a large partition is empty but the queue for a small 
partition is full, as is the case for partitions 1 and 3 in Fig. 4-2(a). Here small job 
have to wait to get into memory, even though plenty of memory i free. An alter­
native organization is to maintain a single queue as in Fig. 4-2(b). Whenever a 
partition becomes free, the job closest to the front of the queue that fits in it could 
be loaded into the empty partition and run. Since it is undesirable to waste a large 
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Figure 4-2. (a) Fixed memory partitions with separate input queues for each 
partition. (b) Fixed memory partitions with a single input queue. 

partition on a small job, a different strategy is to search the whole input queue 
whenever a partition becomes free and pick the largest job that fits. Note that the 
latter algorithm djscriminates against small jobs as being unworthy of having a 
whole partition, whereas usually it is desirable to give the smallest jobs (often 
interactive jobs) the best service, not the worst. 

One way out is to have at least one small partition around. Such a partition 
will allow small jobs to run without having to allocate a large partition for them. 

Another approach is to have a rule stating that a job that is eligible to run may 
not be skipped over more than k times. Each time it is skipped over, it gets one 
point. When it has acquired k points, it may not be skipped again. 

This system, with fixed partitions set up by the operator in the morning and 
not changed thereafter, was used by OS/360 on large IBM mainframes for many 
years. It was called MFT (Multiprogramming with a Fixed number of Tasks or 
OS/MFf). It is simple to understand and equally simple to implement: incoming 
jobs are queued until a suitable partition is available, at which time the job is 
loaded into that partition and run until it terminates. Nowadays, few, if any, 
operating systems, support this model. 

4.1.3 Modeling Multiprogramming 

When multiprogramming is used, the CPU utilization can be improved. 
Crudely put, if the average process computes only 20 percent of the time it is sit­
ting in memory, with five processes in memory at once, the CPU should be busy 
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all the time. This model is unrealistically optimistic, however, since it assumes 
that all five processes will never be waiting for I/O at the same time. 

A better model is to look at CPU usage from a probabilistic viewpoint. Sup­
pose that a process spends a fraction p of its time waiting for I/O to complete. 
With n processes in memory at once, the probability that all n processes are wait­
ing for I/O (in which case the CPU will be idle) is p 11

• The CPU utilization is then 
given by the formula 

CPU utilization = 1 - p 11 

Figure 4-3 shows the CPU utilization as a function of n, which is called the 
degree of multiprogramming . 
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Figure 4-3. CPU utilization as a function of the number of processes in memory. 

From the figure it is clear that if processes spend 80 percent of their time 
waiting for I/O, at least 10 processes must be in memory at once to get the CPU 
waste below 10 percent. When you realize that an interactive process waiting for 
a user to type something at a terminal is in I/O wait state, it should be clear that 
I/O wait times of 80 percent and more are not unusual. But even in batch sys­
tems, processes doing a lot of disk I/O will often have this percentage or more. 

For the sake of complete accuracy, it should be pointed out that the proba­
bilistic model just described is only an approximation. It implicitly assumes that 
all n processes are independent, meaning that it is quite acceptable for a system 
with five processes in memory to have three running and two waiting. But with a 
single CPU, we cannot have three processes running at once, so a process becom­
ing ready while the CPU is busy will have to wait. Thus the processes are not 
independent. A more accurate model can be constructed using queueing theory, 
but the point we are making-multiprogramming lets processes use the CPU 
when it would be otherwise idle-is, of course, still valid, even if the true curves 
of Fig. 4-3 are slightly different. 

Even though the model of Fig. 4-3 is simple-minded, it can nevertheless be 
used to make specific, although approximate, predictions about CPU performance. 

IBM Ex-1009 
Page 217



194 MEMORY MANAGEMENT CHAP. 4 

Suppose, for example, that a computer ha 32 MB of memory, with the operating 
system taking up 16 MB and each user program taking up 4 MB. These sizes 
allow four user programs to be in memory at once. With an 80 percent average 
I/O wait, we have a CPU utilization (ignoring operating system overhead) of 
1 - 0.84 or about 60 percent. Adding another 16 MB of memory allow the sys­
tem to go from four-way multiprogramming to eight-way multiprogramming, thus 
raising the CPU utilization to 83 percent. In other words, the additional 16 MB 
will raise the throughput by 38 percent. 

Adding yet another 16 MB would only increase CPU utilization from 83 per­
cent to 93 percent, thus raising the throughput by only another 12 percent. Using 
this model the computer' owner might decide that the first addition i a good 
investment but that the second is not. 

4.1.4 Analysis of Multiprogramming System Performance 

The model di scussed above can also be used to analyze batch systems. Con­
sider, for example, a computer center whose job average 80 percent I/O wait 
time. On a particular morning, four jobs are submitted as shown in Fig. 4-4(a) . 
The first job, atTiving at 10:00 A.M., requires 4 minutes of CPU time. With 80 
percent I/O wait, the job uses only 12 seconds of CPU time for each minute it is 
sitting in memory even if no other jobs are competing with it for the CPU. The 
other 48 seconds are spent waiting for 1/0 to complete. Thus the job will have to 
sit in memory for at least 20 minutes in order to get 4 minutes of CPU work done, 
even in the absence of competition for the CPU. 

From 10:00 A.M. to 10: 10 A.M., job l is all by itself in memory and gets 2 
minutes of work done. When job 2 arrives at 10:10 A.M., the CPU utilization 
increases from 0.20 to 0.36, due to the higher degree of multiprogramming (see 
Fig. 4-3) . However, with round-robin scheduling, each job gets half of the CPU, 
so each job gets 0.18 minute of CPU work done for each minute it is in memory. 
Notice that the addition of a second job costs the first job only 10 percent of its 
performance. It goes from getting 0.20 CPU minutes per minute of real time to 
getting 0.18 CPU minutes per minute of real time. 

At 10: 15 A.M. the third job arrives. At this point job 1 has received 2.9 
minutes of CPU and job 2 has had 0.9 minutes of CPU. With three-way multipro­
gramming, each job gets 0.16 minutes of CPU time per minute of real time, as 
shown in Fig. 4-4(b). From 10: 15 A.M. to 10:20 A.M. each of the three jobs gets 
0.8 minutes of CPU time. At 10:20 A.M. a fourth job arrives. Fig. 4-4(c) shows 
the complete sequence of events. 

4.1.5 Relocation and Protection 

Multiprogramming introduces two essential problems that must be solved­
relocation and protection. Look at Fig. 4-2. From the figure it is clear that dif­
ferent jobs will be run at different addresses. When a program is linked (i .e., the 
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Figure 4-4. (a) Arrival and work requirements of four jobs. (b) CPU utilization 
for I to 4 jobs with 80 percent I/0 wait. (c) Sequence of events as jobs arrive 
and finish. The numbers above the horizontal lines show how much CPU time, 
in minutes, each job gets in each interval. 
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main program, user-written procedures, and library procedures are combined into 
a single address space), the linker must know at what address the program will 
begin in memory. 

For example, suppose that the first instruction is a call to a procedure at abso­
lute address 100 within the binary file produced by the linker. If this program is 
loaded in partition 1 (at address 100K), that instruction will jump to absolute 
address 100, which is inside the operating system. What is needed is a call to 
100K + 100. If the program is loaded into partition 2, it must be carried out as a 
call to 200K + 100, and so on. This problem is known as the relocation problem. 

One possible solution is to actually modify the instructions as the program is 
loaded into memory. Programs loaded into partition 1 have 100K added to each 
address, programs loaded into partition 2 have 200K added to addresses, and so 
forth. To perform relocation during loading like this, the linker must include in 
the binary program a list or bitmap telling which program words are addresses to 
be relocated and which are opcodes, constants, or other items that must not be 
relocated. OS/MFT worked this way. 

Relocation during loading does not solve the protection problem. A malicious 
program can always construct a new instruction and jump to it. Because programs 
in this system use absolute memory addresses rather than addresses relative to a 
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register, there is no way to stop a program from building an instruction that reads 
or writes any word in memory. In multiuser systems, it is highly undesirable to let 
processes read and write memory belonging to other users. 

The solution that IBM chose for protecting the 360 was to divide memory into 
blocks of 2-KB bytes and assign a 4-bit protection code to each block. The PSW 
(Program Status Word) contained a 4-bit key. The 360 hardware trapped any 
attempt by a running process to access memory whose protection code differed 
from the PSW key. Since only the operating system could change the protection 
codes and key, user processes were prevented from interfering with one another 
and with the operating system itself. 

An alternative solution to both the relocation and protection problems is to 
equip the machine with two special hardware registers, called the base and limit 
registers. When a process is scheduled, the base register is loaded with the 
address of the start of its partition, and the limit register is loaded with the length 
of the partition. Every memory address generated automatically has the base 
register contents added to it before being sent to memory. Thus if the base regis­
ter contains the value lO0K, a CALL 100 instruction is effectively turned into a 
CALL 100K + 100 instruction, without the instruction itself being modified. 
Addresses are also checked against the limit register to make sure that they do not 
attempt to address memory outside the current partition. The hardware protects 
the base and limit registers to prevent user programs from modifying them. 

A disadvantage of this scheme is the need to perform an addition and a com­
parison on every memory reference. Comparisons can be done fast, but additions 
are slow due to carry propagation time unless special addition circuits are used. 

The CDC 6600- the world's first supercomputer-used this scheme. The 
Intel 8088 CPU used for the original IBM PC used a weaker version of this 
scheme-base registers, but no limit registers. Few computers use it any more 
though. 

4.2 SWAPPING 

With a batch system, organizing memory into fixed partitions is simple and 
effective. Each job is loaded into a partition when it gets to the head of the queue. 
It stays in memory until it has finished. As long as enough jobs can be kept in 
memory to keep the CPU busy all the time, there is no reason to use anything 
more complicated. 

With timesharing systems or graphically oriented personal computers, the 
situation is different. Sometimes there is not enough main memory to hold all the 
cuITently active processes, so excess processes must be kept on disk and brought 
in to run dynamically. 

Two general approaches to memory management can be used, depending (in 
part) on the available hardware. The simplest strategy, called swapping, consists 
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of bringing in each process in its entirety, running it for a while, then putting it 
back on the disk. The other strategy, called virtual memory, allows programs to 
run even when they are only partially in main memory. Below we will study 
swapping; in Sec. 4.3 we will examine virtual memory. 

The operation of a swapping system is illustrated in Fig. 4-5. Initially only 
process A is in memory. Then processes B and Care created or swapped in from 
disk. In Fig. 4-S(d) A is swapped out to disk. Then D comes in and B goes out. 
Finally A comes in again. Since A is now at a different location, addresses con­
tained in it must be relocated, either by software when it i swapped in or (more 
likely) by hardware during program execution. 

Operating 
system 

(a) 

Operating 
system 

(b) 

Operating 
system 

(c) 

Time ----

Operating 
system 

(d) 

Operating 
system 

(e) 

Operating 
system 

(f) 

Operating 
system 

(g) 

Figure 4-5. Memory allocation changes as processes come into memory and 
leave it. The shaded region are unused memory. 

The main difference between the fixed partitions of Fig. 4-2 and the variable 
partitions of Fig. 4-5 is that the number, location, and size of the partitions vary 
dynamically in the latter as processes come and go, whereas they are fixed in the 
former. The flexibility of not being tied to a fixed number of partitions that may 
be too large or too small improves memory utilization, but it also complicates 
allocating and deallocating memory, as well as keeping track of it. 

When swapping creates multiple holes in memory, it is pos ible to combine 
them all into one big one by moving all the processes downward as far as possi­
ble. This technique is known as memory compaction. It is usually not done 
because it requires a lot of CPU time. For example, on a 256-MB machine that 
can copy 4 bytes in 40 nsec, it take about 2.7 sec to compact all of memory . 

A point that is wo11h making concerns how much memory should be allocated 
for a process when it is created or swapped in. If proces es are created with a 
fixed size that never change , then the allocation is simple: the operating system 
allocates exactly what is needed, no more and no less. 
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If, however, proces e ' data segments can grow, for example, by dynamically 
allocating memory from a heap, as in many programming languages, a problem 
occurs whenever a process tries to grow. If a hole i adjacent to the process, it 
can be allocated and the process allowed to grow into the hole. On the other 
hand, if the process is adjacent to another process, the growing process will either 
have to be moved to a hole in memory large enough for it, or one or more 
processes will have to be swapped out to create a large enough hole. If a process 
cannot grow in memory and the swap area on the disk is full, the proce will 
have to wait or be killed. 

If it is expected that most processes will grow as they run , it i probably a 
good idea to allocate a little extra memory whenever a process is swapped in or 
moved, to reduce the overhead associated with moving or swapping processes that 
no longer fit in their allocated memory. However, when swapping processes to 
disk, only the memory actually in use should be swapped; it is wasteful to swap 
the extra memory as well. In Fig. 4-6(a) we see a memory configuration in which 
space for growth has been allocated to two processes. 

} Room fo, growth 
B-Stack 

____ j _____ 
-----1-----

} Room for growth _ ____ l _____ 

} Aciually ;o "" 
B-Data 

B 
B-Program 

} Room fo, growth 
A-Stack 

____ j _____ 
---- - 1-----

} Room for growth _ ____ l _____ 

} Aciaally ;, "" 
A-Data 

A 
A-Program 

Operating Operating 
system system 

(a) (b} 

Figure 4-6. (a) Allocating space for a growing data segment. (b) Allocating 
space for a growing stack and a growing data segment. 

If processes can have two growing segments, for example, the data segment 
being used as a heap for variables that are dynamically allocated and released and 
a stack segment for the normal local variables and return addresses, an alternative 
arrangement suggests itself, namely that of Fig. 4-6(b). In this figure we see that 
each process illustrated has a stack at the top of its allocated memory that is grow­
ing downward, and a data segment just beyond the program text that is growing 
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upward. The memory between them can be used for either segment. If it runs 
out, either the process will have to be moved to a hole with enough space, 
swapped out of memory until a large enough hole can be created, or killed. 

4.2.1 Memory Management with Bitmaps 

When memory is assigned dynamically, the operating system must manage it. 
In general terms, there are two ways to keep track of memory usage: bitmaps and 
free lists. In this section and the next one we will look at these two methods in 
turn. 

With a bitmap, memory is divided up into allocation units, perhaps as small as 
a few words and perhaps as large as several kilobyte . Corresponding to each 
allocation unit is a bit in the bitmap, which is O if the unit is free and 1 if it is 
occupied (or vice versa). Figure 4-7 shows part of memory and the corresponding 
bitmap . 

.....,....,.......,................,....,...~ ........ ~~~B~~~ ......... c~-~-......... ~D~~~~E~~~~-·~ 
8 16 24 

11111000 

11111111 
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11111000 
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1 p 1 ° 1 5 1 r1 H 1 5 1 3 1 r1 p 1 8 1 6 1 r1 p 1141 4 1 :) 

Ci H 1181 2 1 r1 p 1201 6 I r 1 p 1261 3 I r 1 H 1291 3 1 x 1 
/ t \ t 

'r'~----~Y Hole Starts Length Process 
at 18 2 

(b) (c) 

Figure 4-7. (a) A part of memory with five processes and three holes. The tick 
marks show the memory allocation units. The shaded regions (0 in the bitmap) 
are free. (b) The corresponding bitmap. (c) The same information as a list. 

The size of the allocation unit is an important design issue. The smaller the 
allocation unit, the larger the bitmap. However, even with an allocation unit as 
small as 4 bytes, 32 bits of memory will require only 1 bit of the map. A memory 
of 32n bits will use n map bits, so the bitmap will take up only 1/33 of memory. If 
the allocation unit is chosen large, the bitmap will be smaller, but appreciable 
memory may be wasted in the last unit of the process if the process size is not an 
exact multiple of the allocation unit. 

A bitmap provides a simple way to keep track of memory words in a fixed 
amount of memory because the size of the bitmap depends only on the size of 
memory and the size of the allocation unit. The main problem with it is that when 
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it has been decided to bring a k unit process into memory, the memory manager 
must search the bitmap to find a run of k consecutive Obits in the map. Searching 
a bitmap for a run of a given length is a slow operation (because the run may 
straddle word boundaries in the map); this is an argument against bitmaps. 

4.2.2 Memory Management with Linked Lists 

Another way of keeping track of memory is to maintain a linked list of allo­
cated and free memory segments, where a segment is either a process or a hole 
between two processes. The memory of Fig. 4-7(a) is represented in Fig. 4-7(c) 
as a linked list of segments. Each entry in the list specifies a hole (H) or process 
(P), the address at which it starts, the length, and a pointer to the next entry. 

In this example, the segment list is kept sorted by address. Sorting this way 
has the advantage that when a process terminates or is swapped out, updating the 
list is straightforward. A terminating process nom1ally has two neighbors (except 
when it is at the very top or bottom of memory). These may be either processes or 
holes, leading to the four combinations of Fig. 4-8 . In Fig. 4-8(a) updating the list 
requires replacing a P by an H. In Fig. 4-8(b) and Fig. 4-8(c), two entries are 
coalesced into one, and the list becomes one entry shorter. In Fig. 4-8(d) , three 
entries are merged and two items are removed from the list. Since the process 
table slot for the terminating process will n01mally point to the list entry for the 
process itself, it may be more convenient to have the list as a double-linked list, 
rather than the single-linked list of Fig. 4-7(c). This structure makes it easier to 
find the previous entry and to see if a merge is possible. 

Before X terminates After X terminates 

(a) I A X I B I becomes A ~ B I 
(b) I A X Wia becomes A ~ 
(c) Wia X I B I becomes ~ B I 
(d)~ X ~ becomes ~ 

Figure 4-8. Four neighbor combinations for the terminating process, X. 

When the processes and holes are kept on a list sorted by address, several 
algorithms can be used to allocate memory for a newly created process (or an 
existing process being swapped in from disk). We assume that the memory 
manager knows how much memory to allocate. The simplest algorithm is first 
fit. The memory manager scans along the list of segments until it finds a hole that 
is big enough. The hole is then broken up into two pieces, one for the process and 
one for the unused memory, except in the statistically unlikely case of an exact fit. 
First fit is a fast algorithm because it searches as little as possible. 
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A minor variation of first fit is next fit. It works the same way as first fit, 
except that it keeps track of where it is whenever it finds a suitable hole. The next 
time it is called to find a hole, it starts searching the list from the place where it 
left off last time, instead of always at the beginning, as first fit does. Simulations 
by Bays (1977) show that next fit gives slightly worse performance than first fit. 

Another well-known algorithm is best fit. Best fit searches the entire list and 
takes the smallest hole that is adequate. Rather than breaking up a big hole that 
might be needed later, best fit tries to find a hole that is close to the actual size 
needed. 

As an example of first fit and best fit, consider Fig. 4-7 again. If a block of 
size 2 is needed, first fit will allocate the hole at 5, but best fit will allocate the 
hole at 18. 

Best fit is slower than first fit because it must search the entire list every time 
it is called. Somewhat surprisingly, it also results in more wasted memory than 
first fit or next fit because it tends to fill up memory with tiny, useless holes. First 
fit generates larger holes on the average. 

To get around the problem of breaking up nearly exact matches into a process 
and a tiny hole, one could think about worst fit, that is, always take the largest 
available hole, so that the hole broken off will be big enough to be useful. Simu­
lation has shown that worst fit is not a very good idea either. 

All four algorithms can be speeded up by maintaining separate lists for 
processes and holes. In this way, all of them devote their full energy to inspecting 
holes, not processes. The inevitable price that is paid for this speedup on alloca­
tion is the additional complexity and slowdown when deallocating memory, since 
a freed segment has to be removed from the process list and inserted into the hole 
list. 

If distinct lists are maintained for processes and holes, the hole list may be 
kept sorted on size, to make best fit faster. When best fit searches a list of holes 
from smallest to largest, as soon as it finds a hole that fits, it knows that the hole is 
the smallest one that will do the job, hence the best fit. No further searching is 
needed, as it is with the single list scheme. With a hole list sorted by size, first fit 
and best fit are equally fast, and next fit is pointless. 

When the holes are kept on separate lists from the processes, a small optimi­
zation is possible. Instead of having a separate set of data structures for maintain­
ing the hole list, as is done in Fig. 4-7(c), the holes themselves can be used. The 
first word of each hole could be the hole size, and the second word a pointer to the 
following entry. The nodes of the list of Fig. 4-7(c), which require three words 
and one bit (P/H), are no longer needed. 

Yet another allocation algorithm is quick fit, which maintains separate lists 
for some of the more common sizes requested. For example, it might have a table 
with 11 entries, in which the first entry is a pointer to the head of a list of 4-KB 
holes, the second entry is a pointer to a list of 8-KB holes, the third entry a pointer 
to 12-KB holes, and so on. Holes of say, 21 KB, could either be put on the 20-KB 
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list or on a special list of odd-sized holes. With quick fit, finding a hole of the 
required size is extremely fast, but it has the same disadvantage as all schemes 
that sort by hole size, namely, when a process terminates or is swapped out, find­
ing its neighbors to see if a merge is possible is expensive. If merging is not done, 
memory will quickly fragment into a large number of small holes into which no 
processes fit. 

4.3 VIRTUAL MEMORY 

Many years ago people were first confronted with programs that were too big 
to fit in the available memory. The solution usually adopted was to split the pro­
gram into pieces, called overlays. Overlay O would start running first. When it 
was done, it would call another overlay. Some overlay systems were highly com­
plex, allowing multiple overlays in memory at once. The overlays were kept on 
the disk and swapped in and out of memory by the operating system, dynamically, 
as needed. 

Although the actual work of swapping overlays in and out was done by the 
system, the work of splitting the program into pieces had to be done by the pro­
grammer. Splitting up large programs into small, modular pieces was time con­
suming and boring. It did not take long before someone thought of a way to turn 
the whole job over to the computer. 

The method that was devised (Fotheringham, 1961) has come to be known as 
virtual memory. The basic idea behind virtual memory is that the combined size 
of the program, data, and stack may exceed the amount of physical memory avail­
able for it. The operating system keeps those parts of the program currently in use 
in main memory, and the rest on the disk. For example, a 1_6-MB program can 
run on a 4-MB machine by carefully choosing which 4 MB to keep in memory at 
each instant, with pieces of the program being swapped between disk and memory 
as needed. 

Virtual memory can also work in a multiprogramming system, with bits and 
pieces of many programs in memory at once. While a program is waiting for part 
of itself to be brought in, it is waiting for I/O and cannot run, so the CPU can be 
given to another process, the same way as in any other multiprogramming system. 

4.3.1 Paging 

Most virtual memory systems use a technique called paging, which we will 
now describe. On any computer, there exists a set of memory addresses that pro­
grams can produce. When a program uses an instruction like 

MOV REG, 1000 

it does this to copy the contents of memory address 1000 to REG ( or vice versa, 
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depending on the computer). Addresses can be generated using indexing, base 
registers, segment registers, and other ways. 

CPU 

CPU 
package 

The CPU sends virtual 
addresses to the MMU 

Memory 
management 

unit 

Memory 
Disk 

controller 

------'\"---------------Bus 

The MMU sends physical 
addresses to the memory 

Figure 4-9. The position and function of the MMU. Here the MMU is shown 
as being a part of the CPU chip because it commonly is nowadays. However, 
logically it could be a separate chip and was in years gone by. 

These program-generated addresses are called virtual addresses and form the 
virtual address space. On computers without virtual memory, the virtual address 
is put directly onto the memory bus and causes the physical memory word with 
the same address to be read or written. When virtual memory is used, the virtual 
addresses do not go directly to the memory bus. Instead, they go to an MMU 
(Memory Management Unit) that maps the virtual addresses onto the physical 
memory addresses as illustrated in Fig. 4-9. 

A very simple example of how this mapping works is shown in Fig. 4-10. In 
this example, we have a computer that can generate 16-bit addresses, from O up to 
64K. These are the virtual addresses. This computer, however, has only 32 KB 
of physical memory, so although 64-KB programs can be written, they cannot be 
loaded into memory in their entirety and run. A complete copy of a program's 
core image, up to 64 KB, must be present on the disk, however, so that pieces can 
be brought in as needed. 

The virtual address space is divided up into units called pages. The corre­
sponding units in the physical memory are called page frames. The pages and 
page frames are always the same size. In this example they are 4 KB, but page 
sizes from 512 bytes to 64 KB have been used in real systems. With 64 KB of 
virtual address space and 32 KB of physical memory, we get 16 virtual pages and 
8 page frames. Transfers between RAM and disk are always in units of a page. 

When the program tries to access address 0, for example, using the instruction 

MOV REG,O 

virtual address O is sent to the MMU. The MMU sees that this virtual address falls 
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Figure 4-10. The relation between virtual addresses and physical memory ad­
dresses is given by the page table. 

in page 0 (0 to 4095), which according to its mapping is page frame 2 (8192 to 
12287). It thus transforms the address to 8192 and outputs address 8192 onto the 
bus. The memory knows nothing at all about the MMU and just sees a request for 
reading or writing address 8192, which it honors . Thus, the MMU has effectively 
mapped all virtual addresses between 0 and 4095 onto physical addresses 8192 to 
12287. 

Similarly, an instruction 

MOV REG,81 92 

is effectively transformed into 

MOV REG,24576 

because virtual address 8192 is in virtual page 2 and this page is mapped onto 
physical page frame 6 (physical addresses 24576 to 28671). As a third example, 
virtual address 20500 is 20 bytes from the start of virtual page 5 (virtual addresses 
20480 to 24575) and maps onto physical address 12288 + 20 = 12308. 

By itself, this ability to map the 16 virtual pages onto any of the eight page 
frames by setting the MMU' s map appropriately does not solve the problem that 
the virtual address space is larger than the physical memory. Since we have only 
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eight physical page frames, only eight of the virtual pages in Fig. 4-10 are mapped 
onto physical memory. The others, shown as a cross in the figure, are not 
mapped. In the actual hardware, a Present/absent bit keeps track of which pages 
are physically present in memory. 

What happens if the program tries to use an unmapped page, for example, by 
using the instruction 

MOV REG,32780 

which is byte 12 within virtual page 8 (starting at 32768)? The MMU notices that 
the page is unmapped (indicated by a cross in the figure) and causes the CPU to 
trap to the operating system. This trap is called a page fault. The operating sys­
tem picks a little-used page frame and writes its contents back to the disk. It then 
fetches the page just referenced into the page frame just freed, changes the map, 
and restarts the trapped instruction. 

For example, if the operating system decided to evict page frame 1, it would 
load virtual page 8 at physical address 4K and make two changes to the MMU 
map. First, it would mark virtual page 1 's entry as unmapped, to trap any future 
accesses to virtual addresses between 4K and 8K. Then it would replace the cross 
in virtual page 8's entry with a 1, so that when the trapped instruction is re­
executed, it will map virtual address 32780 onto physical address 4108. 

Now let us look inside the MMU to see how it works and why we have 
chosen to use a page size that is a power of 2. In Fig. 4-11 we see an example of 
a virtual address, 8196 (0010000000000100 in binary), being mapped using the 
MMU map of Fig. 4-10. The incoming 16-bit virtual address is split into a 4-bit 
page number and a 12-bit offset. With 4 bits for the page number, we can have 16 
pages, and with 12 bits for the offset, we can address all 4096 bytes within a page. 

The page number is used as an index into the page table, yielding the number 
of the page frame corresponding to that virtual page. If the Present/absent bit is 
0, a trap to the operating system is caused. If the bit is 1, the page frame number 
found in the page table is copied to the high-order 3 bits of the output register, 
along with the 12-bit offset, which is copied unmodified from the incoming virtual 
address. Together they form a 15-bit physical address. The output register is then 
put onto the memory bus as the physical memory address. 

4.3.2 Page Tables 

In the simplest case, the mapping of virtual addresses onto physical addresses 
is as we have just described it. The virtual address is split into a virtual page 
numbei· (high-order bits) and an offset (low-order bits). For example, with a 16-
bit address and a 4-KB page size, the upper 4 bits could specify one of the 16 vir­
tual pages and the lower 12 bits would then specify the byte offset (0 to 4095) 
within the selected page. However a split with 3 or 5 or some other number of 
bits for the page is also possible. Different splits imply different page sizes. 
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Figure 4-11. The internal operation of the MMU with 16 4-KB pages. 

CHAP. 4 

The virtual page number is used as an index into the page table to find the 
entry for that virtual page. From the page table entry, the page frame number (if 
any) is found . The page frame number is attached to the high-order end of the 
offset, replacing the virtual page number, to form a physical address that can be 
sent to the memory. 

The purpose of the page table is to map virtual pages onto page frames. 
Mathematically speaking, the page table is a function, with the virtual page 
number as argument and the physical frame number as result. Using the result of 
this function, the virtual page field in a virtual address can be replaced by a page 
frame field , thus forming a physical memory address. 

Despite this simple description, two major issues must be faced: 

l. The page table can be extremely large. 

2. The mapping must be fast. 

-----
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The first point follows from the fact that modern computers use virtual addresses 
of at least 32 bits. With, say, a 4-KB page size, a 32-bit address space has 1 mil­
lion pages, and a 64-bit address space has more than you want to contemplate. 
With 1 million pages in the virtual address space, the page table must have 1 mil­
lion entries. And remember that each process needs its own page table (because it 
has its own virtual address space). 

The second point is a consequence of the fact that the virtual-to-physical map­
ping must be done on every memory reference. A typical instruction has an 
instruction word, and often a memory operand as well. Consequently, it is neces­
sary to make 1, 2, or sometimes more page table references per instruction. If an 
instruction takes, say, 4 nsec, the page table lookup must be done in under 1 nsec 
to avoid becoming a major bottleneck. 

The need for large, fast page mapping is a significant constraint on the way 
computers are built. Although the problem is most serious with top-of-the-line 
machines, it is also an issue at the low end as well, where cost and the 
price/performance ratio are critical. In this section and the following ones, we 
will look at page table design in detail and show a number of hardware solutions 
that have been used in actual computers. 

The simplest design (at least conceptually) is to have a single page table con­
sisting of an array of fast hardware registers, with one entry for each virtual page, 
indexed by virtual page number, as shown in Fig. 4-11. When a process is started 
up, the operating system loads the registers with the process' page table, taken 
from a copy kept in main memory. During process execution, no more memory 
references are needed for the page table. The advantages of this method are that it 
is straightforward and requires no memory references during mapping. A disad­
vantage is that it is potentially expensive (if the page table is large). Having to 
load the full page table at every context switch hurts performance. 

At the other extreme, the page table can be entirely in main memory. All the 
hardware needs then is a single register that points to the start of the page table. 
This design allows the memory map to be changed at a context switch by reload­
ing one register. Of course, it has the disadvantage of requiring one or more 
memory references to read page table entries during the execution of each instruc­
tion. For this reason, this approach is rarely used in its most pure form, but below 
we will study some variations that have much better performance. 

Multilevel Page Tables 

To get around the problem of having to store huge page tables in memory all 
the time, many computers use a multilevel page table. A simple example is 
shown in Fig. 4-12. In Fig. 4-12(a) we have a 32-bit virtual address that is parti­
tioned into a 10-bit PTJ field, a 10-bit PT2 field, and a 12-bit Offset field. Since 
offsets are 12 bits, pages are 4 KB, and there are a total of 220 of them. 
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The secret to the multilevel page table method is to avoid keeping all the page 
tables in memory all the time. In particular, those that are not needed should not 
be kept around. Suppose, for example, that a process needs 12 megabytes, the 
bottom 4 megabytes of memory for program text, the next 4 megabytes for data, 
and the top 4 megabytes for the stack. In between the top of the data and the bot­
tom of the stack is a gigantic hole that is not used. 

In Fig. 4-12(b) we see how the two-level page table works in this example. 
On the left we have the top-level page table, with 1024 entries, corresponding to 
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the IO-bit PTI field. When a virtual address is presented to the MMU, it first 
extracts the PTI field and uses this value as an index into the top-level page table. 
Each of these 1024 entries represents 4M because the entire 4-gigabyte (i.e., 32-
bit) virtual address space has been chopped into chunks of 1024 bytes. 

The entry located by indexing into the top-level page table yields the address 
or the page frame number of a second-level page table. Entry O of the top-level 
page table points to the page table for the program text, entry 1 points to the page 
table for the data, and entry 1023 points to the page table for the stack. The other 
(shaded) entries are not used. The PT2 field is now used as an index into the 
selected second-level page table to find the page frame number for the page itself. 

As an example, consider the 32-bit virtual address Ox00403004 (4,206,596 
decimal), which is 12,292 bytes into the data. This virtual address c01Tesponds to 
PT 1 = 1, PT2 = 2, and Offset= 4. The MMU first uses PTI to index into the 
top-level page table and obtain entry 1, which corresponds to addresses 4M to 8M. 
It then uses PT2 to index into the second-level page table just found and extract 
entry 3, which corresponds to addresses 12288 to 16383 within its 4M chunk (i.e., 
absolute addresses 4,206,592 to 4,210,687). This entry contains the page frame 
number of the page containing virtual address Ox00403004. If that page is not in 
memory, the Present/absent bit in the page table entry will be zero, causing a 
page fault. If the page is in memory, the page frame number taken from the 
second-level page table is combined with the offset (4) to construct a physical 
address. This address is put on the bus and sent to memory. 

The interesting thing to note about Fig. 4-12 is that although the address space 
contains over a million pages, only four page tables are actually needed: the top­
level table, and the second-level tables for O to 4M, 4M to 8M, and the top 4M. 
The Present/absent bits in 1021 entries of the top-level page table are set to 0, 
forcing a page fault if they are ever accessed. Should this occur, the operating 
system will notice that the process is trying to reference memory that it is not sup­
posed to and will take appropriate action, such as sending it a signal or killing it. 
In this example we have chosen round numbers for the various sizes and have 
picked PTI equal to PT2 but in actual practice other values are also possible, of 
course. 

The two-level page table system of Fig. 4-12 can be expanded to three, four, 
or more levels. Additional levels give more flexibility, but it is doubtful that the 
additional complexity is worth it beyond three levels. 

Structure of a Page Table Entry 

Let us now turn from the structure of the page tables in the large, to the details 
of a single page table entry. The exact layout of an entry is highly machine 
dependent, but the kind of information present is roughly the same from machine 
to machine. In Fig. 4-13 we give a sample page table entry. The size varies from 
computer to computer, but 32 bits is a common size. The most important field is 
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the Page frame number. After all, the goal of the page mapping is to locate this 
value. Next to it we have the Present/absent bit. If this bit is I, the entry is valid 
and can be used. If it is 0, the virtual page to which the entry belongs is not 
currently in memory. Accessing a page table entry with this bit set to 0 causes a 
page fault. 

Caching 
disabled Modified Present/absent 

Page frame number 

\ 
Referenced Protection 

Figure 4-13. A typical page table entry. 

The Protection bits tell what kinds of access are permitted. In the simplest 
form, this field contains I bit, with 0 for read/write and 1 for read only. A more 
sophi ticated arrangement is having 3 bits, one bit each for enabling reading, writ­
ing, and executing the page. 

The Modified and Referenced bits keep track of page usage. When a page is 
written to, the hardware automatically sets the Modified bit. This bit is of value 
when the operating system decides to reclaim a page frame. If the page in it has 
been modified (i.e., is "dirty" ), it must be written back to the disk. If it has not 
been modified (i.e. , is "clean" ), it can just be abandoned, since the disk copy is 
still valid. The bit is sometimes called the dirty bit, since it reflects the page's 
state. 

The Referenced bit is set whenever a page is referenced, either for reading or 
writing. Its value is to help the operating system choose a page to evict when a 
page fault occurs. Pages that are not being used are better candidates than pages 
that are, and this bit plays an important role in several of the page replacement 
algorithms that we will tudy later in this chapter. 

Finally, the last bit allows caching to be disabled for the page. This feature is 
important for pages that map onto device registers rather than memory. If the 
operating system is sitting in a tight loop w~iting for some I/O device to respond 
to a command it was just given, it is essential that the hardware keep fetching the 
word from the device, anq not use an old cached copy. With this bit, caching can 
be turned off. Machines that have a separate 1/0 space and do not use memory 
mapped I/O do not need this bit. 

Note that the disk address used to hold the page when it is not in memory is 
not part of the page table. The reason is simple. The page table holds only that 
information the hardware needs to translate a virtual address to a physical address. 
Information the operating system needs to handle page faults is kept in software 
tables inside the operating system. The hardware does not need it. 
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4.3.3 TLBs-Translation Lookaside Buffers 

In most paging scheme , the page tables are kept in memory, due to their 
large size. Potentially, this design has an enormous impact on performance. Con­
sider, for example, an instruction that copies one register to another. In the 
absence of paging, this instruction makes only one memory reference, to fetch the 
instruction. With paging, additional memory references will be needed to access 
the page table. Since execution speed is generally limited by the rate the CPU can 
get instructions and data out of the memory, having to make two page table refer­
ences per memory reference reduces performance by 2/3. Under these conditions, 
no one would use it. 

Computer designers have known about this problem for years and have come 
up with a solution. Their solution is based on the observation that most programs 
tend to make a large number of references to a small number of pages, and not the 
other way around. Thus only a small fraction of the page table entries are heavily 
read; the rest are barely used at all. 

The solution that has been devised is to equip computers with a small 
hardware device for mapping virtual addresses to physical addresses without 
going through the page table. The device, called a TLB (Translation Lookaside 
Buffer) or sometimes an associative memory, is illustrated in Fig. 4-14. It is 
usually inside the MMU and consists of a small number of entries, eight in this 
example, but rarely more than 64. Each entry contains information about one 
page, including the virtual page number, a bit that is set when the page is modi­
fied, the protection code (read/write/execute permissions), and the physical page 
frame in which the page is located. These fields have a one-to-one correspon­
dence with the fields in the page table. Another bit indicates whether the entry is 
valid (i.e. , in use) or not. 

Valid Virtual page Modified Protection Page frame 

1 140 1 RW 31 

1 20 0 R X 38 

1 130 1 RW 29 

1 129 1 RW 62 

1 19 0 R X 50 

1 21 0 R X 45 

1 860 1 RW 14 

1 861 1 RW 75 

Figure 4-14. A TLB to speed up paging. 

An example that might generate the TLB of Fig. 4-14 is a process in a loop 
that spans virtual pages 19, 20, and 21 , so these TLB entries have protection codes 
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for reading and executing. The main data currently being used (say, an array 
being processed) are on pages 129 and 130. Page 140 contains the indices used in 
the atTay calculations. Finally, the stack is on pages 860 and 861. 

Let us now see how the TLB functions. When a virtual address is presented 
to the MMU for translation, the hardware first checks to ee if its virtual page 
number is present in the TLB by comparing it to all the entries simultaneou ly 
(i.e., in parallel) . If a valid match is found and the access does not violate the pro­
tection bits, the page frame is taken directly from the TLB, without going to the 
page table. If the virtual page number is present in the TLB but the instruction i 
trying to write on a read-only page, a protection fault is generated, the same way 
as it would be from the page table itself. 

The interesting case is what happens when the virtual page number is not in 
the TLB . The MMU detects the miss and does an ordinary page table lookup. It 
then evicts one of the entries from the TLB and replaces it with the page table 
entry just looked up. Thus if that page is used again soon, the second time it will 
result in a hit rather than a miss. When an entry is purged from the TLB, the 
modified bit is copied back into the page table entry in memory. The other values 
are already there. When the TLB is loaded from the page table, all the fields are 
taken from memory. 

Software TLB Management 

Up until now, we have assumed that every machine with paged virtual mem­
ory has page tables recognized by the hardware, plus a TLB. In this design, TLB 
management and handling TLB faults are done entirely by the MMU hardware. 
Traps to the operating system occur only when a page is not in memory. 

In the past, this assumption was true. However, many modern RISC 
machines, including the SPARC, MIPS, Alpha, and HP PA, do nearly all of this 
page management in software. On these machines, the TLB entries are explicitly 
loaded by the operating system. When a TLB miss occurs, instead of the MMU 
just going to the page tables to find and fetch the needed page reference, it just 
generates a TLB fault and tosses the problem into the lap of the operating system. 
The system must find the page, remove an entry from the TLB, enter the new one, 
and restart the instruction that faulted. And, of course, all of this must be done in 
a handful of instructions because TLB misses occur much more frequently than 
page faults . 

Surprisingly enough, if the TLB is reasonably large (say, 64 entries) to reduce 
the miss rate, software management of the TLB turns out to be acceptably effi­
cient. The main gain here is a much simpler MMU, which frees up a considerable 
amount of area on the CPU chip for caches and other features that can improve 
performance. Software TLB management is di cussed by Uhlig et al. (1994). 

Various trategies have been developed to improve performance on machines 
that do TLB management in software. One approach attacks both reducing TLB 
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misses and reducing the cost of a TLB miss when it does occur (Bala et al., 1994 ). 
To reduce TLB misses, sometimes the operating system can use its intuition to 
figure out which pages are likely to be used next and to preload entries for them in 
the TLB. For example, when a client process sends a message to a server process 
on the same machine, it is very likely that the server will have to run soon. 
Knowing this, while processing the trap to do the send, the system can also check 
to see where the server's code, data, and stack pages are and map them in before 
they can cause TLB faults. 

The normal way to process a TLB miss, whether in hardware or in software, 
is to go to the page table and perform the indexing operations to locate the page 
referenced. The problem with doing this search in software is that the pages hold­
ing the page table may not be in the TLB, which will cause additional TLB faults 
during the processing. The e faults can be reduced by maintaining a large (e.g., 
4-KB) oftware cache of TLB entries in a fixed location whose page is always 
kept in the TLB. By first checking the software cache, the operating system can 
substantially reduce TLB misses. 

4.3.4 Inverted Page Tables 

Traditional page tables of the type described so far require one entry per vir­
tual page, since they are indexed by virtual page number. If the address pace 
consist of 232 bytes, with 4096 bytes per page, then over 1 million page table 
entries are needed. As a bare minimum, the page table will have to be at least 4 
megabytes . On larger systems, this size is probably doable. 

However, as 64-bit computers become more common, the situation changes 
drastically. If the addres pace is now 264 bytes, with 4-KB pages, we need a 
page table with 252 entries. If each entry is 8 bytes, the table is over 30 million 
gigabytes. Tying up 30 million gigabytes just for the page table is not doable, not 
now and not for years to come, if ever. Consequently, a different solution i 
needed for 64-bit paged virtual address spaces. 

One such solution is the inverted page table. In this design, there is one 
entry per page frame in real memory, rather than one entry per page of virtual 
address space. For example, with 64-bit virtual addresses, a 4-KB page, and 256 
MB of RAM, an inverted page table only requires 65,536 entrie . The entry keeps 
track of which (process, virtual page) is located in the page frame. 

Although inverted page tables save vast amounts of space, at least when the 
virtual address space is much larger than the physical memory, they have a seri­
ous downside: virtual-to-physical translation becomes much harder. When proc­
ess n references virtual page p , the hardware can no longer find the physical page 
by using p as an index into the page table. Instead, it must search the entire 
inverted page table for an entry (n, p ). Furthermore, this search must be done on 
every memory reference, not just on page faults. Searching a 64K table on every 
memory reference is not the way to make your machine blindingly fast. 
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The way out of this dilemma is to use the TLB. If the TLB can hold all of the 
heavily used pages, translation can happen just as fast as with regular page tables. 
On a TLB miss, however, the inverted page table has to be searched in software. 
One feasible way to accomplish this search is to have a hash table hashed on the 
virtual address. All the virtual pages currently in memory that have the same hash 
value are chained together, as shown in Fig. 4-15. If the hash table has as many 
slots as the machine has physical pages, the average chain will be only one entry 
long, greatly speeding up the mapping. Once the page frame number has been 
found, the new (virtual, phy ical) pair is entered into the TLB. 

Traditional page 
table with an entry 
for each of the 2s2 
pages 

,., 

0 

~ 

t 
Indexed 

by virtual 
page 

256-MB physical 
memory has 21 s 
4-KB page frames Hash table 
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Figure 4-15. Comparison of a traditional page table with an inverted page table. 

Inverted page tables are currently used on some IBM and Hewlett-Packard 
workstations and will become more common as 64-bit machines become wide­
spread. Other approaches to handling large virtual memories can be found in 
(Huck and Hays, 1993; Talluri and Hill , 1994; and Talluri et al., 1995). 

4.4 PAGE REPLACEMENT ALGORITHMS 

When a page fault occurs, the operating system has to choose a page to re­
move from memory to make room for the page that has to be brought in. If the 
page to be removed has been modified while in memory, it must be rewritten to 
the disk to bring the disk copy up to date. If, however, the page has not been 
changed (e.g., it contains program text) , the disk copy is already up to date, so no 
rewrite is needed. The page to be read in just overwrites the page being evicted. 

While it would be possible to pick a random page to evict at each page fault, 
system performance is much better if a page that is not heavily used is chosen. If 
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a heavily used page is removed, it will probably have to be brought back in 
quickly, resulting in extra overhead. Much work has been done on the subject of 
page replacement algorithms, both theoretical and experimental. Below we will 
describe some of the most important algorithms. 

It is worth noting that the problem of "page replacement" occurs in other 
areas of computer design as well. For example, most computers have one or more 
memory caches consisting of recently used 32-byte or 64-byte memory blocks. 
When the cache is full, some block has to be chosen for removal. This problem is 
precisely the same as page replacement except on a shorter time scale (it has to be 
done in a few nanoseconds, not milliseconds as with page replacement). The rea­
son for the shorter time scale is that cache block misses are satisfied from main 
memory, which has no seek time and no rotational latency. 

A second example is in a Web server. The server can keep a certain number 
of heavily used Web pages in its memory cache. However, when the memory 
cache is full and a new page is referenced, a decision has to be made which Web 
page to evict. The considerations are similar to pages of virtual memory, except 
for the fact that the Web pages are never modified in the cache, so there is always 
a fresh copy on disk. In a virtual memory system, pages in main memory may be 
either clean or dirty. 

4.4.1 The Optimal Page Replacement Algorithm 

The best possible page replacement algorithm is easy to describe but impossi­
ble to implement. It goes like this. At the moment that a page fault occurs, some 
set of pages is in memory. One of these pages will be referenced on the very next 
instruction (the page containing that instruction). Other pages may not be refer­
enced until 10, 100, or perhaps 1000 instructions later. Each page can be labeled 
with the number of instructions that will be executed before that page is first 
referenced. 

The optimal page algorithm simply says that the page with the highest label 
should be removed. If one page will not be used for 8 million instructions and 
another page will not be used for 6 million instructions, removing the former 
pushes the page fault that will fetch it back as far into the future as possible. 
Computers, like people, try to put off unpleasant events for as long as they can. 

The only problem with this algorithm is that it is unrealizable. At the time of 
the page fault, the operating system has no way of knowing when each of the 
pages will be referenced next. (We saw a similar situation earlier with the shor­
test job first scheduling algorithm-how can the system tell which job is shor­
test?) Still, by running a program on a simulator and keeping track of all page 
references, it is possible to implement optimal page replacement on the second 
run by using the page reference information collected during the first run. 

In this way it is possible to compare the performance of realizable algorithms 
with the best possible one. If an operating system achieves a performance of, say, 
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only percent worse than the optimal algorithm, effort spent in looking for a 
better algorithm will yield at most a 1 percent improvement. 

To avoid any possible confusion, it should be made clear that this log of page 
references refers only to the one program just measured and then with only one 
specific input. The page replacement algorithm derived from it is thus specific to 
that one program and input data. Although this method is useful for evaluating 
page replacement algorithms, it is of no use in practical systems. Below we will 
tudy algorithms that are useful on real systems. 

4.4.2 The Not Recently Used Page Replacement Algorithm 

In order to allow the operating system to collect useful statistics about which 
pages are being used and which ones are not, most computers with virtual mem­
ory have two status bits associated with each page. R is set whenever the page is 
referenced (read or written). Mis set when the page is written to (i.e., modified). 
The bits are contained in each page table entry, as shown in Fig. 4-13. It is impor­
tant to realize that these bits must be updated on every memory reference, so it is 
essential that they be set by the hardware. Once a bit has been set to I, it stays l 
until the operating system resets it to O in software. 

If the hardware does not have these bits, they can be simulated as follows. 
When a process is started up, all of its page table entries are marked as not in 
memory. As soon as any page is referenced, a page fault will occur. The operat­
ing ystem then sets the R bit (in its internal tables), changes the page table entry 
to point to the correct page, with mode READ ONLY, and restarts the instruction. 
If the page is subsequently written on, another page fault will occur, allowing the 
operating system to set the M bit and change the page's mode to READ/WRITE. 

The R and M bits can be used to build a simple paging algorithm as follows. 
When a process is started up, both page bits for all its pages are set to O by the 
operating system. Periodically (e.g., on each clock interrupt), the R bit is cleared, 
to distinguish pages that have not been referenced recently from those that have 
been. 

When a page fault occurs, the operating system inspects all the pages and 
divides them into four categories based on the current values of their R and M 
bits: 

Class 0: not referenced, not modified. 
Class 1: not referenced, modified. 
Class 2: referenced, not modified. 
Class 3: referenced, modified. 

Although class l pages seem, at first glance, impossible, they occur when a class 
3 page has its R bit cleared by a clock interrupt. Clock interrupts do not clear the 
M bit because this information is needed to know whether the page has to be 
rewritten to disk or not. Clearing R but not M leads to a class 1 page. 
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The NRU (Not Recently Used) algorithm removes a page at random from the 
lowest numbered nonempty class. Implicit in this algorithm is that it is better to 
remove a modified page that has not been referenced in at least one clock tick 
(typically 20 msec) than a clean page that is in heavy use. The main attraction of 
NRU is that it is easy to understand, moderately efficient to implement, and gives 
a performance that, while certainly not optimal, may be adequate. 

4.4.3 The First-In, First-Out (FIFO) Page Replacement Algorithm 

Another low-overhead paging algorithm is the FIFO (First-In, First-Out) 
algorithm. To illustrate how this works, consider a supermarket that has enough 
shelves to display exactly k different products. One day, some company intro­
duces a new convenience food-instant, freeze-dried, organic yogurt that can be 
reconstituted in a microwave oven. It is an immediate success, so our finite 
supermarket has to get rid of one old product in order to stock it. 

One possibility is to find the product that the supermarket has been stocking 
the longest (i .e., something it began selling 120 years ago) and get rid of it on the 
grounds that no one is interested any more. In effect, the supermarket maintains a 
linked list of all the products it currently sells in the order they were introduced. 
The new one goes on the back of the list; the one at the front of the list is dropped. 

As a page replacement algorithm, the same idea is applicable. The operating 
system maintains a list of all pages currently in memory, with the page at the head 
of the list the oldest one and the page at the tail the most recent arrival. On a page 
fault, the page at the head is removed and the new page added to the tail of the 
list. When applied to store , FIFO might remove mustache wax, but it might also 
remove flour, salt, or butter. When applied to computers the same problem arises. 
For this reason, FIFO in its pure form is rarely used. 

4.4.4 The Second Chance Page Replacement Algorithm 

A simple modification to FIFO that avoids the problem of throwing out a 
heavily used page is to inspect the R bit of the oldest page. If it is 0, the page is 
both old and unused, so it is replaced immediately. If the R bit is 1, the bit i 
cleared, the page is put onto the end of the list of pages, and its load time is 
updated as though it had just arrived in memory. Then the search continues. 

The operation of this algorithm, called second chance, is shown in Fig. 4-16. 
In Fig. 4- l 6(a) we see pages A through H kept on a linked list and sorted by the 
time they arrived in memory. 

Suppose that a page fault occurs at time 20. The oldest page is A, which 
arrived at time 0, when the process started. If A has the R bit cleared, it is evicted 
from memory, either by being w1itten to the disk (if it is dirty) , or just abandoned 
(if it is clean) . On the other hand, if the R bit is set, A is put onto the end of the 
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Page loaded first 
Most recently 

0 3 7 8 14 18 / loaded page 
H 

(a) 

3 
A is treated like a 

7 8 12 14 15 20 / newly loaded page 
A 

(b) 

Figure 4-16. Operation of second chance. (a) Page sorted in FIFO order. (b) 
Page list if a page fau lt occurs at time 20 and A has its R bit set. The numbers 
above the pages are their loading times. 

list and its "load time" is reset to the current time (20). The R bit is also cleared. 
The search for a suitable page continues with B. 

What second chance is doing is looking for an old page that has not been 
referenced in the previous clock interval. If all the page have been referenced, 
second chance degenerates into pure FIFO. Specifically, imagine that all the 
pages in Fig. 4-16(a) have their R bits set. One by one, the operating system 
moves the pages to the end of the list, clearing the R bit each time it appends a 
page to the end of the list. Eventually, it comes back to page A, which now has its 
R bit cleared. At this point A is evicted. Thus the algorithm always terminates. 

4.4.5 The Clock Page Replacement Algorithm 

Although second chance is a reasonable algorithm, it is unnecessarily ineffi­
cient because it is constantly moving pages around on its list. A better approach 
is to keep all the page frames on a circular list in the form of a clock, as shown in 
Fig. 4-17. A hand points to the oldest page. 

When a page fault occur , the page being pointed to by the hand is inspected. 
If its R bit is 0, the page is evicted, the new page is inserted into the clock in its 
place, and the hand is advanced one position. If R is 1, it is cleared and the hand 
is advanced to the next page. This process is repeated until a page is found with 
R = 0. Not surprisingly, this algorithm is called clock . It differs from second 
chance only in the implementation. 

4.4.6 The Least Recently Used (LRU) Page Replacement Algorithm 

A good approximation to the optimal algorithm is based on the observation 
that pages that have been heavily used in the last few instructions will probably be 
heavily used again in the next few. Conversely, pages that have not been used for 
ages will probably remain unused for a long time. This idea suggests a realizable 

IBM Ex-1009 
Page 242



ii,=zii-,.;.;;==--------- ---- ---- --------------------------~ 

SEC. 4.4 PAGE REPLACEMENT ALGORITHMS 

When a page fault occurs, 
the page the hand is 
pointing to is inspected. 
The action taken depends 
on the R bit: 

R = 0: Evict the page 
R = 1: Clear R and advance hand 

Figure 4-17. The clock page replacement algorithm. 
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algorithm: when a page fault occurs, throw out the page that has been unused for 
the longest time. This strategy is called LRU (Least Recently Used) paging. 

Although LRU is theoretically realizable, it is not cheap. To fully implement 
LRU, it is necessary to maintain a linked list of all pages in memory, with the 
most recently used page at the front and the least recently used page at the rear. 
The difficulty is that the list must be updated on every memory reference. Find­
ing a page in the list, deleting it, and then moving it to the front is a very time con­
suming operation, even in hardware (assuming that such hardware could be built). 

However, there are other ways to implement LRU with special hardware. Let 
us consider the simplest way first. This method requires equipping the hardware 
with a 64-bit counter, C, that is automatically incremented after each instruction. 
Furthermore, each page table entry must also have a field large enough to contain 
the counter. After each memory reference, the current value of C is stored in the 
page table entry for the page just referenced. When a page fault occurs, the 
operating system examines all the counters in the page table to find the lowest 
one. That page is the least recently used. 

Now let us look at a second hardware LRU algorithm. For a machine with n 
page frames, the LRU hardware can maintain a matrix of n x n bits, initially all 
zero. Whenever page frame k is referenced, the hardware first sets all the bits of 
row k to 1, then sets all the bits of column k to 0. At any instant, the row whose 
binary value is lowest is the least recently used, the row whose value is next 
lowest is next least recently used, and so forth. The workings of this algorithm 
are given in Fig. 4-18 for four page frames and page references in the order 

0123210323 

After page 0 is referenced, we have the situation of Fig. 4-18( a). After page 1 is 
reference, we have the situation of Fig. 4-18(b ), and so forth. 
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Page Page Page Page Page 
0 1 2 3 0 1 2 3 0 1 2 3 0 1 2 3 0 1 2 3 

0 

2 

3 

0 

0 

0 

0 

0 

1 

1 

1 

1 

0 

0 

0 

0 

0 

0 

0 

1 1 0 0 1 1 0 0 0 1 0 0 0 0 0 0 

0 0 1 0 1 1 1 0 0 1 1 0 0 0 1 0 

0 0 0 0 0 0 1 1 0 1 1 1 0 0 1 1 

0 0 0 0 0 0 0 0 0 0 1 1 1 0 1 1 

(a) {b) (c) (d) 

0 0 0 1 1 1 0 1 1 0 0 1 0 0 0 1 

1 1 0 0 1 1 0 0 1 0 0 0 0 0 0 0 

0 1 0 0 0 1 0 0 0 0 1 1 0 1 1 1 

0 0 0 0 0 0 1 1 1 0 1 1 0 0 1 1 

(f) (g) (h) (i) 

Figure 4-18. LRU using a matrix when pages are referenced in the order 0, I, 
2, 3, 2, I , 0, 3, 2, 3. 

4.4.7 Simulating LRU in Software 

0 0 

0 0 

0 1 

0 0 

(e) 

0 0 

0 0 

0 0 

1 0 

G) 

Although both of the previous LRU algorithms are realizable in principle, 
few , if any, machines have this hardware, so they are of little use to the operating 
system designer who is making a system for a machine that does not have this 
hardware. Instead, a solution that can be implemented in software is needed. One 
possibility is called the NFU (Not Frequently Used) algorithm. It requires a 
software counter associated with each page, initially zero. At each clock inter­
tupt, the operating system scans all the pages in memory. For each page, the R 
bit, which is O or 1, is added to the counter. In effect, the counters are an attempt 
to keep track of how often each page has been referenced. When a page fault 
occurs, the page with the lowest counter is chosen for replacement. 

The main problem with NFU is that it never forgets anything. For example, 
in a multipass compiler, pages that were heavily used during pass 1 may still have 
a high count well into later passes . In fact, if pass 1 happens to have the longest 
execution time of all the passes, the pages containing the code for subsequent 
passes may always have lower counts than the pass 1 pages. Consequently, the 
operating system will remove useful pages instead of pages no longer in use. 

Fortunately, a small modification to NFU makes it able to simulate LRU quite 
well. The modification has two parts. First, the counters are each shifted right 1 
bit before the R bit is added in. Second, the R bit is added to the leftmost, rather 
than the rightmost bit. 

Figure 4-19 illustrates how the modified algorithm, known as aging, works. 
Suppose that after the first clock tick the R bits for pages O to 5 have the values 1, 
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0, I, 0, I, and I, respectively (page 0 is I, page I is 0, page 2 is 1, etc.). In other 
words, between tick 0 and tick 1, pages 0, 2, 4, and 5 were referenced, setting 
their R bits to 1, while the other ones remain 0. After the six corresponding 
counters have been shifted and the R bit inserted at the left, they have the values 
shown in Fig. 4- I 9(a). The four remaining columns show the six counters after 
the next four clock ticks. 

R bits for R bits for R bits for R bits for R bits for 
pages 0-5, pages 0-5, pages 0-5, pages 0-5, pages 0-5, 
clock tick 0 clock tick 1 clock tick 2 clock tick 3 clock tick 4 

j1lol1lol1l1I j1l1lolol1lol l1l1loj1jol1l I 1 jojojoj 1 jol 1°1 1
1
1 1°1°1°1 

Page 

ol 10000000 I I 11000000 I I 11100000 11110000 I I 01111000 

1 I 00000000 I I 10000000 I I 
11000000 01100000 I I 10110000 

21 10000000 I I 01000000 I I 00100000 00100000 I I 10001000 

31 00000000 I I 00000000 
I I 10000000 01000000 I I 00100000 

41 10000000 I I 11000000 I I 01100000 10110000 I I 01011000 

51 10000000 I I 01000000 I I 10100000 01010000 I I 00101000 

(a) (b) (c) (d) (e) 

Figure 4-19. The aging algorithm simulates LRU in software. Shown are six 
pages for five clock ticks. The five clock ticks are represented by (a) to (e). 

When a page fault occurs, the page whose counter is the lowest is removed. It 
is clear that a page that has not been referenced for, say, four clock ticks will have 
four leading zeros in its counter and thus will have a lower value than a counter 
that has not been referenced for three clock ticks. 

This algorithm differs from LRU in two ways. Consider pages 3 and 5 in 
Fig. 4-19( e ). Neither has been referenced for two clock ticks; both were refer­
enced in the tick prior to that. According to LRU, if a page must be replaced, we 
should choose one of these two. The trouble is, we do not know which of these 
two was referenced last in the interval between tick 1 and tick 2. By recording 
only one bit per time interval, we have lost the ability to distinguish references 
early in the clock interval from those occurring later. All we can do is remove 
page 3, because page 5 was also referenced two ticks earlier and page 3 was not. 

The second difference between LRU and aging is that in aging the counters 
have a finite number of bits, 8 bits in this example. Suppose that two pages each 
have a counter value of 0. All we can do is pick one of them at random. In 
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reality, it may well be that one of the pages was last referenced 9 ticks ago and the 
other was last referenced 1000 ticks ago. We have no way of seeing that. In 
practice, however, 8 bits is generally enough if a clock tick is around 20 msec. If 
a page has not been referenced in 160 msec, it probably i not that important. 

4.4.8 The Working Set Page Replacement Algorithm 

In the purest form of paging, processes are started up with none of their pages 
in memory. As soon as the CPU tries to fetch the first instruction, it gets a page 
fault, causing the operating system to bring in the page containing the first instruc­
tion. Other page faults for global variables and the stack usually follow quickly. 
After a while, the process has most of the pages it needs and settles down to run 
with relatively few page faults. This strategy is called demand paging becau e 
pages are loaded only on demand, not in advance. 

Of course, it is easy enough to write a test program that systematically reads 
all the pages in a large address space, causing so many page faults that there is not 
enough memory to hold them all. Fortunately, most processes do not work this 
way. They exhibit a locality of reference, meaning that during any phase of exe­
cution, the process references only a relatively small fraction of its pages. Each 
pass of a multipass compiler, for example, references only a fraction of all the 
pages, and a different fraction at that. 

The set of pages that a process is currently using is called its working set 
(Denning, 1968a; Denning, 1980). If the entire working set is in memory, the 
process will run without causing many faults until it moves into another execution 
phase (e.g., the next pass of the compiler) . If the available memory is too small to 
hold the entire working set, the process will cause many page faults and run 
slowly since executing an instruction takes a few nanoseconds and reading in a 
page from the disk typically takes 10 milliseconds. At a rate of one or two 
instructions per 10 milliseconds, it will take ages to finish. A program causing 
page faults every few instructions is said to be thrashing (Denning, 1968b). 

In a multiprogramming system, processes are frequently moved to disk (i.e., 
all their pages are removed from memory) to let other processes have a tum at the 
CPU. The question arises of what to do when a process is brought back in again. 
Technically, nothing need be done. The process will just cause page faults until 
its working set has been loaded. The problem is that having 20, l 00, or even 1000 
page faults every time a process is loaded is slow, and it also wastes considerable 
CPU time, since it takes the operating system a few milliseconds of CPU time to 
process a page fault. 

Therefore, many paging systems try to keep track of each process' working 
set and make sure that it is in memory before letting the process run. This 
approach is called the working set model (Denning, 1970). It is designed to 
greatly reduce the page fault rate. Loading the pages before letting processes run 
is also called prepaging. Note that the working set changes over time. 
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It has been long known that most programs do not reference their address 
space uniformly, but that the references tend to cluster on a small number of 
pages. A memory reference may fetch an instruction, it may fetch data, or it may 
store data. At any instant of time, t, there exists a set consisting of all the pages 
used by the k most recent memory references. This set, w(k, t), is the working 
set. Because the k = I most recent references must have used all the pages used 
by the k > l most recent references, and possibly others, w(k, t) is a monotoni­
cally nondecreasing function of k. The limit of w(k, t) ask becomes large is finite 
because a program cannot reference more pages than its address space contains, 
and few programs will use every single page. Figure 4-20 depicts the size of the 
working set as a function of k. 

w(k,t) 

k 

Figure 4-20. The working set is the set of pages used by the k most recent 
memory references. The function w(k, t) is the size of the working set at time t. 

The fact that most programs randomly access a small number of pages, but 
that this set changes slowly in time explains the initial rapid rise of the curve and 
then the slow rise for large k. For example, a program that is executing a loop 
occupying two pages using data on four pages, may reference all six pages every 
1000 instructions, but the most recent reference to some other page may be a mil­
lion instructions earlier, during the initialization phase. Due to this asymptotic 
behavior, the contents of the working set is not sensitive to the value of k chosen. 
To put it differently, there exists a wide range of k values for which the working 
set is unchanged. Because the working set varies slowly with time, it is possible 
to make a reasonable guess as to which pages will be needed when the program is 
restarted on the basis of its working set when it was last stopped. Prepaging con­
sists of loading these pages before the process is allowed to run again. 

To implement the working set model, it is necessary for the operating system 
to keep track of which pages are in the working set. Having this information also 
immediately leads to a possible page replacement algorithm: when a page fault 
occurs, find a page not in the working set and evict it. To implement such an 
algorithm, we need a precise way of determining which pages are in the working 
set and which are not at any given moment in time. 
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As we mentioned above, the working set is the set of pages used in the k most 
recent memory references (some authors use the k most recent page references, 
but the choice is arbitrary). To implement any working set algorithm, some value 
of k must be chosen in advance. Once some value has been selected, after every 
memory reference, the set of pages used by the previous k memory references is 
uniquely determined. 

Of course, having an operational definition of the working set does not mean 
that there is an efficient way to monitor it in real time, during program execution. 
One could imagine a shift register of length k, with every memory reference shift­
ing the register left one position and inserting the most recently referenced page 
number on the right. The set of all k page numbers in the shift register would be 
the working set. In theory, at a page fault, the contents of the hift register could 
be read out and sorted. Duplicate pages could then be removed. The result would 
be the working set. However, maintaining the shift register and processing it at a 
page fault would both be prohibitively expensive, so this technique is never used. 

Instead, various approximations are used. One commonly used approximation 
is to drop the idea of counting back k memory references and use execution time 
instead. For example, instead of defining the working set as those pages used dur­
ing the previous 10 million memory references, we can define it as the set of 
pages used during the past 100 msec of execution time. In practice, such a defini­
tion is just as good and much easier to u e. Note that for each process, only its 
own execution time counts. Thus if a process tarts running at time T and has had 
40 msec of CPU time at real time T + 100 msec, for working set purposes, its time 
is 40 msec. The amount of CPU time a process has actually used has since it 
started is often called its current virtual time. With this approximation, the 
working set of a process is the set of pages it has referenced during the past 't 

seconds of virtual time. 
Now let us look at a page replacement algorithm based on the working set. 

The basic idea is to find a page that is not in the working set and evict it. In 
Fig. 4-21 we see a portion of a page table for some machine. Because only pages 
that are in memory are considered as candidates for eviction, pages that are absent 
from memory are ignored by this algorithm. Each entry contains (at least) two 
items of information: the approximate time the page was last used and the R 
(Referenced) bit. The empty white rectangle symbolizes the other fields not 
needed for this algorithm, such as the page frame number, the protection bits, and 
the M (Modified) bit. 

The algorithm works as follows. The hardware is assumed to set the R and M 
bits, as we have discussed before. Similarly, a periodic clock interrupt is assumed 
to cause software to run that clears the Referenced bit on every clock tick. On 
every page fault, the page table is scanned to look for a suitable page to evict. 

As each entry is processed, the R bit is examined. If it is 1, the current virtual 
time is written into the Time of last use field in the page table, indicating that the 
page was in use at the time the fault occurred. Since the page has been referenced 
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if (R == 1) 
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1213 10 set time of last use to current virtual time 
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2020 

2032 
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Page table 

-I 1 

I 1 

I 1 

-lo 

if (R == o and age > 1) 
remove this page 

if (R == 0 and age :,; 1) 
remember the smallest time 

Figure 4-21. The working set algorithm. 

during the current clock tick, it is clearly in the working set and is not a candidate 
for removal ('tis assumed to span multiple clock ticks). 

If R is 0, the page has not been referenced during the current clock tick and 
may be a candidate for removal. To see whether or not it should be removed, its 
age, that is, the current virtual time minus its Time of last use is computed and 
compared to 't. If the age is greater than 't, the page is no longer in the working 
set. It is reclaimed and the new page loaded here. The scan continues updating 
the remaining entries, however. 

However, if R is O but the age is less than or equal to 't, the page is still in the 
working set. The page is temporarily spared, but the page with the greatest age 
(smallest value of Time of last use) is noted. If the entire table is scanned without 
finding a candidate to evict, that means that all pages are in the working set. In 
that case, if one or more pages with R = 0 were found, the one with the greatest 
age is evicted. In the worst case, all pages have been referenced during the 
current clock tick (and thus all have R = I), so one is chosen at random for remo­
val, preferably a clean page, if one exists. 

4.4.9 The WSClock Page Replacement Algorithm 

The basic working set algorithm is cumbersome since the entire page table 
has to be scanned at each page fault until a suitable candidate is located. An 
improved algorithm, that is based on the clock algorithm but also uses the work­
ing set information is called WSClock (Carr and Hennessey, 1981). Due to its 
simplicity of implementation and good performance, it is widely used in practice. 
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The data structure needed is a circular list of page frames, as in the clock 
algorithm, and as shown in Fig. 4-22(a). Initially, this li st is empty. When the 
first page is loaded, it is added to the list. As more pages are added, they go into 
the list to form a ring. Each entry contains the Time of last use field from the 
basic working set algorithm, as well as the R bit (shown) and the M bit (not 
shown). 

I 2204 I Current virtual time 

~ 
l2oa4 11 I 1203211 I 

l1s201ol 

l2oa411 I 1203211 I 

1200311 I 

~ 
1202011 I 12003 11 I 

l 
12020 11 I 

@ ~ @ 1201410 I 
~ t ' ~ R bit 

Time of 
last use 

(a) (b) 

l2oa4l1 I 

l1s2olo l 

~ l2oa411 I 

l1s201o l 

12032 11 I 

1200311 I 

l 
1202011 I 1200311 I / 1202011 I 

@ 120 14101 @ 120 1410 1 

~ l220411I~ 
New page 

(c) (d) 

Figure 4-22. Operation of the WSClock algorithm. (a) and (b) give an example 
of what happens when R = I. ( c) and ( d) give an example of R = 0. 

As with the clock algorithm, at each page fault the page pointed to by the 
hand is examined first. If the R bit is set to 1, the page has been used during the 

IBM Ex-1009 
Page 250



► 

SEC. 4.4 PAGE REPLACEMENT ALGORITHMS 227 

current tick so it is not an ideal candidate to remove. The R bit is then set to 0, the 
hand advanced to the next page, and the algorithm repeated for that page. The 
state after this sequence of events is shown in Fig. 4-22(b). 

Now consider what happens if the page pointed to has R = 0, as shown in 
Fig. 4-22(c). If the age is greater than 't and the page is clean, it is not in the 
working set and a valid copy exists on the disk. The page frame is simply claimed 
and the new page put there, as shown in Fig. 4-22(d). On the other hand, if the 
page is dirty, it cannot be claimed immediately since no valid copy is present on 
disk. To avoid a process switch, the write to disk is scheduled, but the hand is 
advanced and the algorithm continues with the next page. After all , there might 
be an old, clean page further down the line that can be used immediately. 

In principle, all pages might be scheduled for disk I/0 on one .cycle around the 
clock. To reduce disk traffic, a limit might be set, allowing a maximum of n 
pages to be written back. Once this limit has been reached, no new writes are 
scheduled. 

What happens if the hand comes all the way around to its starting point? 
There are two cases to distinguish: 

1. At least one write has been scheduled. 

2. No writes have been scheduled. 

In the former case, the hand just keeps moving, looking for a clean page. Since 
one or more writes have been scheduled, eventually some write will complete and 
its page will be marked as clean. The first clean page encountered is evicted. 
This page is not necessarily the first write scheduled because the disk driver may 
reorder writes in order to optimize disk perfonnance. 

In the latter case, all pages are in the working set, otherwise at least one write 
would have been scheduled. Lacking additional information, the simplest thing to 
do is claim any clean page and use it. The location of a clean page could be kept 
track of during the sweep. If no clean pages exist, then the current page is chosen 
and written back to disk. 

4.4.10 Summary of Page Replacement Algorithms 

We have now looked at a variety of page replacement algorithms. In this sec­
tion we will briefly summarize them. The list of algorithms discussed is given in 
Fig. 4-23. 

The optimal algorithm replaces the page referenced last among the current 
pages. Unfortunately, there is no way to determine which page will be last, so in 
practice this algorithm cannot be used. It is useful as a benchmark against which 
other algorithms can be measured, however. 

The NRU algorithm divides pages into four classes depending on the state of 
the R and M bits. A random page from the lowest numbered class is chosen. This 
algorithm is easy to implement, but it is very crude. Better ones exist. 
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Algorithm Comment 

Optimal Not implementable, but useful as a benchmark 

NRU (Not Recently Used) Very crude 

FIFO (First-In, First-Out) Might throw out important pages 

Second chance Big improvement over Fl FO 

Clock Realistic 

LRU (Least Recently Used) Excel lent, but difficult to implement exactly 

NFU (Not Frequently Used) Fairly crude approximation to LRU 

Aging Efficient algorithm that approximates LRU well 

Working set Somewhat expensive to implement 

WSClock Good efficient algorithm 

Figure 4-23. Page replacement algorithms discussed in the text. 

FIFO keeps track of the order pages were loaded into memory by keeping 
them in a linked list. Removing the oldest page then becomes trivial, but that 
page might still be in use, so FIFO is a bad choice. 

Second chance is a modification to FIFO that checks if a page is in use before 
removing it. If it is, the page is spared. This modification greatly improves the 
performance. Clock is simply a different implementation of second chance. It 
has the same pe1formance properties, but takes a little less time to execute the 
algorithm. 

LRU is an excellent algorithm, but it cannot be implemented without special 
hardware. If this hardware is not available, it cannot be used. NFU is a crude 
attempt to approximate LRU. It is not very good. However, aging is a much 
better approximation to LRU and can be implemented efficiently. It is a good 
choice. 

The last two algorithms use the working set. The working set algorithm is 
reasonable performance, but it is somewhat expensive to implement. WSClock is 
a variant that not only gives good pe1formance but is also efficient to implement. 

All in all, the two best algorithms are aging and WSClock. They are based on 
LRU and the working set, respectively. Both give good paging perfo1mance and 
can be implemented efficiently. A few other algorithms exist, but these two are 
probably the most important in practice. 

4.5 MODELING PAGE REPLACEMENT ALGORITHMS 

Over the years, some work has been done on modeling page replacement 
algorithms from a theoretical perspective. In this section we will discuss some of 
these ideas, just to see how the modeling process works. 
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4.5.1 Belady's Anomaly 

Intuitively, it might seem that the more page frames the memory has, the 
fewer page faults a program will get. Surprisingly enough, this is not always the 
case. Belady et al. (1969) discovered a counterexample, in which FIFO caused 
more page faults with four page frames than with three. This strange situation has 
become known as Belady's anomaly. It is illustrated in Fig. 4-24 for a program 
with five virtual pages, numbered from O to 4. The pages are referenced in the 
order 

012301401234 

In Fig. 4-24(a) we see how with three page frames a total of nine page faults are 
caused. In Fig. 4-24(b) we get ten page faults with four page frames. 

Youngest page 

Oldest page 

Youngest page 

Oldest page 

All pages frames initially empty 

/o 1 2 3 o 1 4 o 1 2 3 4 

0 1 2 3 0 1 4 
0 1 2 3 0 1 

0 1 2 3 0 
p p p p p p p 

(a) 

4 4 2 3 3 
1 1 4 2 2 

0 0 1 4 4 
p p 

0 1 2 3 0 1 4 0 1 2 3 4 

0 1 2 3 3 3 4 0 1 2 3 4 
0 1 2 2 2 3 4 0 1 2 3 

0 1 1 1 2 3 4 0 1 2 

0 0 0 1 2 3 4 0 1 

9 Page faults 

p p p p P P P P P P 10 Page faults 

(b) 

Figure 4-24. Belady's anomaly. (a) FIFO with three page frames. (b) FIFO 
with four page frames. The P's show which page references cause page faults. 

4.5.2 Stack Algorithms 

Many researchers in computer science were dumbfounded by Belady's ano­
maly and began investigating it. This work led to the development of a whole 
theory of paging algorithms and their properties. While most of this work is 
beyond the scope of this book, we will give a brief introduction below. For more 
details see (Maekawa et al., 1987). 

All of this work begins with the observation that every process generates a 
sequence of memory references as it runs. Each memory reference corresponds to 
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a specific virtual page. Thus conceptually, a process ' memory access can be 
characterized by an ( ordered) list of page numbers. This list is called the refer­
ence string, and plays a central role in the theory. For simplicity, in the rest of 
this section we will consider only the case of a machine with one process, so each 
machine has a single, deterministic reference string (with multiple processes, we 
would have to take into account the interleaving of their reference strings due to 
the multiprogramming) . 

A paging system can be characterized by three items: 

1 . The reference string of the executing proces . 

2. The page replacement algorithm. 

3. The number of page frames available in memory, m. 

Conceptually, we can imagine an abstract interpreter that works as follows. It 
maintains an internal array, M, that keeps track of the state of memory. It has as 
many elements as the process has virtual pages, which we will call n. The array 
M is divided into two parts. The top part, with m entries, contains all the pages 
that are currently in memory. The bottom part, with n - m pages, contains all the 
pages that have been referenced once but have been paged out and are not 
currently in memory. Initially, M is the empty set, since no pages have been 
referenced and no pages are in memory. 

As execution begins, the process begins emitting the pages in the reference 
string, one at a time. As each one comes out, the interpreter checks to see if the 
page is in memory (i .e., in the top part of M). If it is not, a page fault occurs. If 
there is an empty slot in memory (i.e., the top part of M contains fewer than m 
entries), the page is loaded and entered in the top part of M. This situation arises 
only at the start of execution. If memory is full (i.e., the top part of M contains m 
entries), the page replacement algorithm is invoked to remove a page from mem­
ory. In the model, what happens is that one page is moved from the top part of M 
to the bottom part, and the needed page entered into the top part. In addition, the 
top part and the bottom part may be separately reaiTanged. 

To make the operation of the interpreter cleai·er, let us look at a concrete 
example using LRU page replacement. The virtual address space has eight pages 
and the physical memory has four page frames. At the top of Fig. 4-25 we have a 
reference string consisting of the 24 pages: 

021354637473355311172341 

Under the reference string, we have 25 columns of 8 items each. The first 
column, which is empty, reflects the state of M before execution begins. Each 
successive column shows M after one page has been emitted by the reference and 
processed by the paging algorithm. The heavy outline denotes the top of M, that 
is , the first four slots, which correspond to page frames in memory . Pages inside 
the heavy box are in memory, and pages below it have been paged out to disk. 
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Reference string O 2 1 3 5 4 6 3 7 4 7 3 3 5 5 3 1 1 1 7 1 3 4 1 

0 2 1 3 5 4 6 3 7 4 7 3 3 5 5 3 1 1 1 7 1 3 4 1 
0 2 1 3 5 4 6 3 7 4 7 7 3 3 5 3 3 3 1 7 1 3 4 

0 2 1 3 5 4 6 3 3 4 4 7 7 7 5 5 5 3 3 7 1 3 
0 2 1 3 5 4 6 6 6 6 4 4 4 7 7 7 5 5 5 7 7 

0 2 1 1 5 5 5 5 5 6 6 6 4 4 4 4 4 4 5 5 
0 2 2 1 1 1 1 1 1 1 1 6 6 6 6 6 6 6 6 

0 0 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Page faults p p p p p p p p p p p 

Distance string oo O'.) oo oo oo co co 4 oo 4 2 3 1 5 1 2 6 1 1 4 2 3 5 3 

Figure 4-25. The state of the memory array, M, after each item in the reference 
string is processed. The distance string will be discussed in the next section. 

The first page in the reference string is 0, so it is entered in the top of mem­
ory, as shown in the second column. The second page is 2, so it is entered at the 
top of the third column. This action causes O to move down. In this example, a 
newly loaded page is always entered at the top, and everything else moved down, 
as needed. 

Each of the first seven pages in the reference string causes a page fault. The 
first four can be handled without removing a page, but starting with the reference 
to page 5, loading a new page requires removing an old page. 

The second reference to page 3 does not cause a page fault, because 3 is 
already in memory. Nevertheless, the interpreter removes it from where it was 
and puts it on the top, as shown. The process continues for a while, until page 5 is 
referenced. This page is moved from bottom part of M to the top part (i.e., it is 
loaded into memory from disk). Whenever a page is referenced that is not within 
the heavy box, a page fault occurs, as indicated by the P's below the matrix. 

Let us now briefly summarize some of the properties of this model. First, 
when a page is referenced, it is always moved to the top entry in M. Second, if 
the page referenced was already in M, all pages above it move down one position. 
A transition from within the box to outside of it corresponds to a page being 
evicted from memory. Third, pages that were below the referenced page are not 
moved. In this manner, the contents of M exactly represent the contents of the 
LRU algorithm. 

Although this example uses LRU, the model works equally well with other 
algorithms. In particular, there is one class of algorithms that is especially 
interesting: algorithms that have the property 

M(m, r) ~ M(m + I, r) 

where m varies over the page frames and r is an index into the reference string. 
What this says is that the set of pages included in the top part of M for a memory 
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with m page frames after r memory references are also included in M for a mem­
ory with m + l page frames. In other words, if we increase memory size by one 
page frame and re-execute the process, at every point during the execution, all the 
pages that were present in the first run are also present in the second run, along 
with one additional page. 

From examination of Fig. 4-25 and a little thought about how it works, it 
should be clear that LRU has this property. Some other algorithms (e.g., optimal 
page replacement) also have it, but FIFO does not. Algorithms that have this pro­
perty are called stack algorithms. These algorithms do not suffer from Belady's 
anomaly and are thus much loved by virtual memory theorists. 

4.5.3 The Distance String 

For stack algorithms, it is often convenient to represent the reference string in 
a more abstract way than the actual page numbers. A page reference will be 
henceforth denoted by the distance from the top of the stack where the referenced 
page was located. For example, the reference to page 1 in the last column of 
Fig. 4-25 is a reference to a page at a distance 3 from the top of the stack (because 
page 1 was in third place before the reference). Pages that have not yet been 
referenced and thus are not yet on the stack (i.e., not yet in M) are said to be at a 
distance oo. The distance string for Fig. 4-25 is given at the bottom of the figure. 

Note that the distance string depends not only on the reference string, but also 
on the paging algorithm. With the same original reference string, a different pag­
ing algorithm would make different choices about which pages to evict. As a 
result, a different sequence of stacks arises. 

The statistical properties of the distance string have a big impact on the per­
formance of the algorithm. In Fig. 4-26(a) we see the probability density function 
for the entries in a (ficticious) distance string, d. Most of the entries in the string 
are between 1 and k. With a memory of k page frames, few page faults occur. 

d 

(a) 

n 

P(d) 

d 

(b) 

Figure 4-26. Probability density functions for two hypothetical distance strings. 

n 

In contrast, in Fig. 4-26(b), the references are so spread out that the only way 
to avoid a large number of page faults is to give the program as many page frames 
as it has virtual pages. Having a program like this is just bad luck. 
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4.5.4 Predicting Page Fault Rates 

One of the nice properties of the distance string is that it can be used to 
predict the number of page faults that will occur with memories of different sizes. 
We will demonstrate how this computation can be made based on the example of 
Fig. 4-25. The goal is to make one pass over the distance string and, from the 
information collected, to be able to predict how many page faults the process 
would have in memories with 1, 2, 3, ... , n page frames, where n is the number of 
virtual pages in the process' address space. 

The algorithm statts by scanning the distance string, page by page. It keeps 
track of the number of times 1 occurs, the number of times 2 occurs, and so on. 
Let Ci be the number of occurrences of i. For the distance string of Fig. 4-25, the 
C vector is illustrated in Fig. 4-27(a). In this example, it happens four times that 
the page referenced is already on top of the stack. Three times the reference is to 
the next-to-the-top page, and so forth . Let C 00 be the number of times oo occurs in 
the distance string. 

C1= 

C2= 

C3= 

C4= 

Cs= 

Cs= 

C7= 

C = = 

(a) 

4 

2 

1 

4 

2 

2 

1 

8 

# times 
1 occurs in 

/ distance string 

#times 
6 occurs in 

/ distance string 

F1 = 19 - C2 + C3+ C4 + ... +C= 

F2= 17 -c3+ c 4+ c 5 + ... + c = 

F3= 16 -c4 +C5 +C6+ ... + C= 

F4 = 12 

Fs= 10 - # of page fau lts with 5 frames 

Fs = 10 

F7= 8 

F = 8 = 

(b} 

Figure 4-27. Computation of the page fault rate from the distance string. (a) 
The C vector. (b) F vector. 

Now compute the F vector according to the formula 
II 

Fm = L ck + Coo 
k=1n+ I 

The value of F111 is the number of page faults that will occur with the given dis­
tance string and m page frames . For the distance string of Fig. 4-25, Fig. 4-27(b) 
gives the F vector. For example, F 1 is 20, meaning that with a memory holding 
only 1 page frame, out of the 24 references in the string, all get page faults except 
the four that are the same as the previous page reference. 
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To see why this formula works, go back to the heavy box in Fig. 4-25. Let m 
be the number of page frames in the top part of M. A page fault occurs any time 
ah element of the distance string is m + 1 or more. The summation in the fo1mula 
above adds up the number of times such elements occur. This model can be used 
to make other predictions as well (Maekawa et al., 1987). 

4.6 DESIGN ISSUES FOR PAGING SYSTEMS 

In the previous sections we have explained how paging works and have given 
a few of the basic page replacement algorithms and shown how to model them. 
But knowing the bare mechanics is not enough. To design a system, you have to 
know a lot more to make it work well. It is like the difference between knowing 
how to move the rook, knight, bishop, and other pieces in chess, and being a good 
player. In the following sections, we will look at other issues that operating sys­
tem designers must consider carefully in order to get good performance from a 
paging system. 

4.6.1 Local versus Global Allocation Policies 

In the preceding sections we have discussed several algorithms for choosing a 
page to replace when a fault occurs. A major issue associated with this choice 
(which we have carefully swept under the rug until now) is how memory should 
be allocated among the competing runnable processes. 

Take a look at Fig. 4-28(a). In this figure, three processes, A, B, and C, make 
up the set of runnable processes. Suppose A gets a page fau lt. Should the page 
replacement algorithm try to find the least recently used page considering only the 
six pages currently allocated to A, or should it consider all the pages in memory? 
If it looks only at A's pages, the page with the lowest age value is AS, so we get 
the situation of Fig. 4-28(b). 

On the other hand, if the page with the lowest age value is removed without 
regard to whose page it is, page BJ will be chosen and we will get the situation of 
Fig. 4-28(c) . The algorithm of Fig. 4-28(b) is said to be a local page replacement 
algorithm, whereas that of Fig. 4-28(c) is said to be a global algorithm. Local 
algorithms effectively correspond to allocating every process a fixed fraction of 
the memory. Global algorithms dynamically allocate page frames among the 
runnable processes. Thus the number of page frames assigned to each process 
varies in time. 

In general, global algorithms work better, especially when the working set 
size can vary over the lifetime of a process. If a local algorithm is used and the 
working set grows, thrashing will result, even if there are plenty of free page 
frames . If the working set shrinks, local algorithms waste memory. If a global 
algorithm is used, the system must continually decide how many page frames to 
assign to each process. One way is to monitor the working set size as indicated by 
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Figure 4-28. Local versus global page replacement. (a) Original configuration. 
(b) Local page replacement. (c) Global page replacement. 
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the aging bits, but this approach does not necessarily prevent thrashing. The 
working set may change size in microseconds, whereas the aging bits are a crude 
measure spread over a number of clock ticks. 

Another approach is to have an algorithm for allocating page frames to 
processes. One way is to periodically determine the number of running processes 
and allocate each process an equal share. Thus with 12,416 available (i.e., non­
operating system) page frames and 10 processes, each process gets 1241 frames. 
The remaining 6 go into a pool to be used when page faults occur. 

Although this method seems fair, it makes little sense to give equal shares of 
the memory to a 10-KB process and a 300-KB process. Instead, pages can be 
allocated in proportion to each process' total size, with a 300-KB process getting 
30 times the allotment of a 10-KB process. It is probably wise to give each proc­
ess some minimum number, so it can run, no matter how small it is. On some 
machines, for example, a single two-operand instruction may need as many as six 
pages because the instruction itself, the source operand, and the destination 
operand may all straddle page boundaries. With an allocation of only five pages, 
programs containing such instructions cannot execute at all. 

If a global algorithm is used, it may be possible to start each process up with 
some number of pages proportional to the process' size, but the allocation has to 
be updated dynamically as the processes run. One way to manage the allocation 
is to use the PFF (Page Fault Frequency) algorithm. It tells when to increase or 
decrease a process' page allocation but says nothing about which page to replace 
on a fault. It just controls the size of the allocation set. 
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For a large class of page replacement algorithms, including LRU, it is known 
that the fault rate decreases as more pages are assigned, as we discussed above. 
This is the assumption behind PFF. This property is illustrated in Fig. 4-29. 

(.) 
Q) 

~ 
::i 
$ 
Q) 
OJ 
ctl a.. 

Number of page frames assigned 

Figure 4-29. Page fault rate as a function of the number of page frames assigned. 

Measuring the page fault rate is straightforward: just count the number of 
faults per second, possibly taking a running mean over past seconds as well. One 
easy way to do this is to add the present second's value to the current running 
mean and divide by two. The dashed line marked A corresponds to a page fault 
rate that is unacceptably high, so the faulting process is given more page frames to 
reduce the fault rate. The dashed line marked B corresponds to a page fault rate 
so low that it can be concluded that the process has too much memory. In this 
case page frames may be taken away from it. Thus, PFF tries to keep the paging 
rate for each process within acceptable bounds. 

It is important to note that some page replacement algorithms can work with 
either a local replacement policy or a global one. For example, FIFO can replace 
the oldest page in all of memory (global algorithm) or the oldest page owned by 
the current process (local algorithm). Similarly, LRU or some approximation to it 
can replace the least recently page in all of memory (global algorithm) or the least 
recently used page owned by the current process (local algorithm). The choice of 
local versus global is independent of the algorithm in some cases. 

On the other hand, for other page replacement algorithms, only a local stra­
tegy makes sense. In particular, the working set and WSClock algorithms refer to 
some specific process and must be applied in that context. There really is no 
working set for the machine as a whole and trying to use the union of all the 
working sets would lose the locality property and not work well. 

4.6.2 Load Control 

Even with the best page replacement algorithm and optimal global allocation 
of page frames to processes, it can happen that the system thrashes. In fact, when­
ever the combined working sets of all processes exceed the capacity of memory, 
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thrashing can be expected. One symptom of this situation is that the PFF algo­
rithm indicates that some processes need more memory but no processes need less 
memory. In this case there is no way to give more memory to those processes 
needing it without hurting some other processes. The only real solution is to tem­
porarily get rid of some processes. 

The way to reduce the number of processes competing for memory i to swap 
some of them to the disk and free up all the pages they are holding. For example, 
one process can be swapped to disk and its page frames divided up among other 
processes that are thrashing. If the thrashing stops, the system can run for a while 
this way. If it does not stop, another process has to be swapped out, and so on, 
until the thrashing stops. Thus even with paging, swapping is still needed, only 
now swapping is used to reduce potential demand for memory, rather than to 
reclaim blocks of it for immediate use. 

Swapping processes out to relieve the load on memory is reminiscent of two­
level scheduling, in which some processes are put on disk and a short-term 
scheduler is used to schedule the remaining processes. Clearly, the two ideas can 
be combined, with just enough processes swapped out to make the page-fault rate 
acceptable. Periodically, some processes are brought in from disk and other ones 
are swapped out there. 

However, another factor to consider is the degree of multiprogramming. As 
we saw in Fig. 4-4, when the number of processes in main memory is too low, the 
CPU may be idle for substantial periods of time. This consideration argues for 
considering not only process size and paging rate when deciding which process to 
swap out, but also its characteristics, such as whether it is CPU bound or I/0 
bound, and what characteristics the remaining processes have as well. 

4.6.3 Page Size 

The page size is often a parameter that can be chosen by the operating system. 
Even if the hardware has been designed with, for example, 512-byte pages, the 
operating system can easily regard pages O and 1, 2 and 3, 4 and 5, and so on, as 
1-KB pages by always allocating two consecutive 512-byte page frames for them. 

Determining the best page size requires balancing several competing factors . 
As a result, there is no overall optimum. To start with, there are two factors that 
argue for a small page size. A randomly chosen text, data, or stack segment will 
not fill an integral number of pages. On the average, half of the final page will be 
empty. The extra space in that page is wasted. This wastage is called internal 
fragmentation. With n segments in memory and a page size of p bytes, np/2 
bytes will be wasted on internal fragmentation. This reasoning argues for a small 
page size. 

Another argument for a small page size becomes apparent if we think about a 
program consisting of eight sequential phases of 4 KB each. With a 32-KB page 
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size, the program must be allocated 32 KB all the time. With a 16-KB page size, 
it needs only 16 KB. With a page size of 4 KB or smaller, it requires only 4 KB 
at any instant. In general, a large page size will cause more unused program to be 
in memory than a small page size. 

On the other hand, small pages mean that programs will need many pages, 
hence a large page table. A 32-KB program needs only four 8-KB pages, but 64 
512-byte pages. Transfers to and from the disk are generally a page at a time, 
with most of the time being for the seek and rotational delay, so that transferring a 
small page takes almost as much time as transferring a large page. It might take 
64 x 10 msec to load 64 512-byte pages, but only 4 x 12 msec to load four 8-KB 
pages. 

On some machines, the page table must be loaded into hardware registers 
every time the CPU switches from one process to another. On these machines 
having a small page size means that the time required to load the page registers 
gets longer as the page size gets smaller. Furthermore, the space occupied by the 
page table increases as the page size decreases. 

This last point can be analyzed mathematically. Let the average process size 
be s bytes and the page size be p bytes. Furthermore, assume that each page entry 
requires e bytes. The approximate number of pages needed per process is then 
s Ip , occupying se Ip bytes of page table space. The wasted memory in the last 
page of the process due to internal fragmentation is p /2. Thus, the total overhead 
due to the page table and the internal fragmentation loss is given by the sum of 
these two terms: 

overhead= selp + p/2 

The first term (page table size) is large when the page size is small. The 
second term (internal fragmentation) is large when the page size is large. The 
optimum must lie somewhere in between. By taking the first derivative with 
respect top and equating it to zero, we get the equation 

-selp 2 + 1/2 = 0 

From this equation we can derive a formula that gives the optimum page size 
(considering only memory wasted in fragmentation and page table size). The 
result is: 

Fors = 1MB and e = 8 bytes per page table entry, the optimum page size is 4 KB. 
Commercially available computers have used page sizes ranging from 512 bytes 
to 64 KB. A typical value used to 1 KB, but nowadays 4 KB or 8 KB are more 
common. As memories get larger, the page size tends to get larger as well (but 
not linearly). Quadrupling the RAM size rarely even doubles the page size. 
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4.6.4 Separate Instruction and Data Spaces 

Most computers have a single address space that holds both programs and 
data, as shown in Fig. 4-30(a). If this address space is large enough, everything 
works fine. However, it is often too small, forcing programmers to stand on their 
heads to fit everything into the address space. 

232 

Data 

Program { 

0 

Single address 
space 

X X X 

{)()()00()()()(': 
XX 

V'-

(a) 

D space 

f-------1 } Unused page 

Data 

(b) 

Figure 4-30. (a) One address space. (b) Separate I and D spaces. 

One solution, pioneered on the (16-bit) PDP-11, is to have separate address 
spaces for instructions (program text) and data. These are called I-space and D­
space, respectively. Each address space runs from Oto some maximum, typically 
l1 6 - I or 232 - 1. In Fig. 4-30(b) we see both of them. The linker must know 
when separate I- and D-spaces are being used because when they are, the data are 
relocated to virtual address 0 instead of starting after the program. 

In a computer with this design, both address spaces can be paged, indepen­
dently from one another. Each one has its own page table, with its own mapping 
of virtual pages to physical page frames. When the hardware wants to fetch an 
instruction, it knows that it must use I-space and the I-space page table. Simi­
larly, references to data must go through the D-space page table. Other than this 
distinction, having separate I- and D-spaces does not introduce any special com­
plications and it does double the available address space. 

4.6.5 Shared Pages 

Another design issue is sharing. In a large multiprogramming system, it is 
common for several users to be running the same program at the same time. It is 
clearly more efficient to share the pages, to avoid having two copies of the same 
page in memory at the same time. One problem is that not all pages are sharable. 
In particular, pages that are read-only, such as program text, can be shared, but 
data pages cannot. 

If separate I- and D-spaces are supported, it is relatively straightforward to 
share programs by having two or more processes use the same page table for their 
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I-space but different page tables for their D-spaces. Typically in an implementa­
tion that supports sharing in this way, page tables are data structures independent 
of the process table. Each process then has two pointers in its process table: one 
to the I-space page table and one to the D-space page table, as shown in Fig. 4-31. 
When the scheduler chooses a process to run, it uses these pointers to locate the 
appropriate page tables and sets up the MMU using them. Even without separate 
I- and D-spaces, processes can share programs (or sometimes, libraries), but the 
mechanism is more complicated. 

Process 
table 

Program Data 1 Data2 

Page tables 

Figure 4-31. Two processes sharing the same program sharing its page table. 

When two or more processes share some code, a problem occurs with the 
shared pages. Suppose that processes A and B are both running the editor and 
sharing its pages. If the scheduler decides to remove A from memory, evicting all 
its pages and filling the empty page frames with some other program will cause B 
to generate a large number of page faults to bring them back in again. 

Similarly, when A terminates, it is essential to be able to discover that the 
pages are still in use so that their disk space will not be freed by accident. Search­
ing all the page tables to see if a page is shared is usually too expensive, so special 
data structures are needed to keep track of shared pages, especially if the unit of 
sharing is the individual page (or run of pages), rather than an entire page table. 

Sharing data is trickier than sharing code, but it is not impossible. In particu­
lar, in UNIX, after a fork system call, the parent and child are required to share 
both program text and data. In a paged system, what is often done is to give each 
of these processes its own page table and have both of them point to the same set 
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of pages. Thus no copying of pages is done at fork time. However, all the data 
pages are mapped into both processes as READ ONLY. 

As long as both processes just read their data, without modifying it, this situa­
tion can continue. As soon as either process updates a memory word, the viola­
tion of the read-only protection causes a trap to the operating system. A copy is 
then made of the page so that each process now has its own private copy. Both 
copies are now set to READ-WRITE so subsequent writes to either copy proceed 
without trapping. This strategy means that those pages that are never written 
(including all the program pages) need not be copied. Only the data pages that are 
actually written need be copied. This approach, called copy on write, improves 
performance by reducing copying. 

4.6.6 Cleaning Policy 

Paging works best when there are plenty of free page frames that can be 
claimed as page faults occur. If every page frame is full , and furthermore modi­
fied, before a new page can be brought in, an old page must fast be written to 
disk. To insure a plentiful supply of free page frames, many paging systems have 
a background process, called the paging daemon, that sleeps most of the time but 
is awakened periodically to inspect the state of memory. If too few page frames 
are free, the paging daemon begins selecting pages to evict using the chosen page 
replacement algorithm. If these pages have been modified since being loaded, 
they are written to disk. 

In any event, the previous contents of the page are remembered. In the event 
one of the evicted pages is needed again before its frame has been overwritten, it 
can be reclaimed by removing it from the pool of free page frames. Keeping a 
supply of page frames around yields better performance than using all of memory 
and then trying to find a frame at the moment it is needed. At the very least, the 
paging daemon ensures that all the free frames are clean, so they need not be writ­
ten to disk in a big hurry when they are required. 

One way to implement this cleaning policy is with a two-handed clock. The 
front hand is controlled by the paging daemon. When it points to a dirty page, 
that page it written back to disk and the front hand advanced. When it points to a 
clean page, it is just advanced. The back hand is used for page replacement, as in 
the standard clock algorithm. Only now, the probability of the back hand hitting a 
clean page is increased due to the work of the paging daemon. 

4.6.7 Virtual Memory Interface 

Up until now, our whole discussion has assumed that virtual memory is trans­
parent to processes and programmers, that is, all they see is a large virtual address 
space on a computer with a small(er) physical memory. With many systems, that 
is true, but in some advanced systems, programmers have some control over the 
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memory map and can use it in nontraditional ways to enhance program behavior. 
In this section, we will briefly look at a few of these. 

One reason for giving programmers control over their memory map is to 
allow two or more processes to share the same memory. If programmers can 
name regions of their memory, it may be possible for one process to give another 
process the name of a memory region so that process can also map it in . With two 
(or more) processes sharing the same pages, high bandwidth sharing become 
possible- one process writes into the shared memory and another one reads from 
it. 

Sharing of pages can also be used to implement a high-performance mes-
age-passing system. Normally, when messages are passed, the data are copied 

from one address space to another, at considerable cost. If processes can control 
their page map, a message can be passed by having the sending process unmap the 
page(s) containing the message, and the receiving process mapping them in . Here 
only the page names have to be copied, instead of all the data. 

Yet another advanced memory management technique is distributed shared 
memory (Feeley et al., 1995; Li, 1986; Li and Hudak, 1989; and Zekauskas et al., 
1994). The idea here is to allow multiple proce se over a network to share a set 
of pages, possibly, but not necessarily, as a single shared linear address pace. 
When a proce s references a page that is not cun-ently mapped in, it gets a page 
fault. The page fault handler, which may be in the kernel or in user space, then 
locates the machine holding the page and sends it a message asking it to unmap 
the page and send it over the network. When the page arrives, it is mapped in and 
the faulting instruction is restarted. We will examine distributed shared memory 
in more detail in Chap. 8. 

4.7 IMPLEMENTATION ISSUES 

Implementers of virtual memory systems have to make choices among the 
major theoretical algorithms such as second chance versus aging, local versus glo­
bal page allocation, and demand paging versu prepaging. But they also have to 
be aware of a number of practical implementation issues as well. In this section 
we will take a look at a few of the more common problems and some solutions. 

4.7.1 Operating System Involvement with Paging 

There are four times when the operating sy tern ha work to do relating to 
paging: process creation time, process execution time, page fault time, and proc­
ess termination time. We will now briefly examine each of these to see what has 
to be done. 

When a new process is created in a paging system, the operating system has to 
determine how large the program and data will be (initially) and create a page 

IBM Ex-1009 
Page 266



SEC. 4.7 IMPLEMENTATION ISSUES 243 

table for it. Space has to be allocated in memory for the page table and it has to 
be initialized. The page table need not be resident when the process is swapped 
out but has to be in memory when the process is running. In addition, space has to 
be allocated in the swap area on disk so that when a page is swapped out, it has 
somewhere to go. The swap area also has to be initialized with program text and 
data so that when the new process starts getting page faults, the pages can be 
brought in from disk. Some systems page the program text directly from the exe­
cutable file, thus saving disk space and initialization time. Finally, information 
about the page table and swap area on disk must be recorded in the process table. 

When a process is scheduled for execution, the MMU has to be reset for the 
new process and the TLB flushed, to get rid of traces of the previously executing 
process. The new process' page table has to be made current, usually by copying 
it or a pointer to it to some hardware register(s) . Optionally, some or all of the 
process ' pages can be brought into memory to reduce the number of page faults 
initially . 

When a page fault occurs, the operating system has to read out hardware 
registers to determine which virtual address caused the fault. From this informa­
tion, it must compute which page is needed and locate that page on disk. It must 
then find an available page frame to put the new page, evicting some old page if 
need be. Then it must read the needed page into the page frame. Finally, it must 
back up the program counter to have it point to the faulting instruction and let that 
instruction execute again. 

When a process exits, the operating system must release its page table, it 
pages, and the disk space that the pages occupy when they are on disk. If some of 
the pages are shared with other processes, the pages in memory and on disk can 
only be released when the last process using them has terminated. 

4. 7 .2 Page Fault Handling 

We are finally in a position to describe what happens on a page fault in some 
detail. The sequence of events is as follows: 

1. The hardware traps to the kernel, saving the program counter on the 
stack. On most machines, some info1mation about the state of the 
current instruction is saved in special CPU registers. 

2. An assembly code routine is started to save the general registers and 
other volatile information, to keep the operating system from de -
troying it. This routine calls the operating system as a procedure. 

3. The operating system discovers that a page fault has occurred, and 
tries to discover which virtual page is needed. Often one of the 
hardware registers contains this info1mation. If not, the operating 
system must retrieve the program counter, fetch the instruction, and 
parse it in software to figure out what it was doing when the fault hit. 
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4. Once the virtual address that caused the fault is known, the system 
checks to see if this address is valid and the protection consistent 
with the access. If not, the process is sent a signal or killed. If the 
address is valid and no protection fault has occurred, the system 
checks to see if a page frame is free. If no frames are free, the page 
replacement algorithm is run to select a victim. 

5. If the page frame selected is dirty, the page is cheduled for transfer 
to the disk, and a context switch takes place, suspending the faulting 
process and letting another one run until the disk tran fer has com­
pleted. In any event, the frame is marked a busy to prevent it from 
being used for another purpose. 

6. As soon a the page frame is clean (either immediately or after it is 
written to disk), the operating system looks up the disk address 
where the needed page is , and schedules a disk operation to bring it 
in. While the page is being loaded, the faulting process is still 
suspended and another user process is run, if one is available. 

7. When the di k interrupt indicates that the page has arrived, the page 
tables are updated to reflect its position, and the frame is marked as 
being in normal state. 

8. The faulting instruction is backed up to the state it had when it began 
and the program counter is reset to point to that instruction. 

9. The faulting process is scheduled, and the operating system returns 
to the assembly language routine that called it. 

10. This routine reloads the registers and other state information and re­
turns to user space to continue execution, as if no fault had occun-ed. 

4. 7 .3 Instruction Backup 

When a program references a page that is not in memory, the instruction caus­
ing the fault is stopped part way through and a trap to the operating system occurs. 
After the operating system has fetched the page needed, it must restart the instruc­
tion causing the trap. This is easier said than done. 

To see the nature of this problem at its worst, consider a CPU that has instruc­
tions with two addresses, such as the Motorola 680x0, widely used in embedded 
systems. The instruction 

MOV.L #6(A1),2(A0) 

i 6 bytes, for example (see Fig. 4-32). In order to restart the instruction, the op­
erating system must determine where the first byte of the instruction is. The value 
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of the program counter at the time of the trap depends on which operand faulted 
and how the CPU's microcode has been implemented. 

MOVE.L #6(A1), 2(A0) 

----16 Bits--➔ 

1000 I MOVE I} Opcode 
1002 . 6 } First operand 
1004 1-----2-----1) Second operand 

Figure 4-32. An instruction causing a page fault. 

In Fig. 4-32, we have an instruction starting at address 1000 that makes three 
memory references: the instruction word itself, and two offsets for the operands. 
Depending on which of these three memory references caused the page fault, the 
program counter might be 1000, 1002, or 1004 at the time of the fault. It is fre­
quently impossible for the operating system to determine unambiguously where 
the instruction began. If the program counter is 1002 at the time of the fault, the 
operating system has no way of telling whether the word in 1002 is a memory 
address associated with an instruction at 1000 (e.g., the location of an operand), or 
an instruction opcode. 

Bad as this problem may be, it could have been worse. Some 680x0 address­
ing modes use autoincrementing, which means that a side effect of executing the 
instruction is to increment one or more registers. Instructions that use autoincre­
ment mode can also fault. Depending on the details of the microcode, the incre­
ment may be done before the memory reference, in which case the operating sys­
tem must decrement the register in software before restarting the instruction. Or, 
the autoincrement may be done after the memory reference, in which case it will 
not have been done at the time of the trap and must not be undone by the operat­
ing system. Autodecrement mode also exists and causes a similar problem. The 
precise details of whether autoincrements and autodecrements have or have not 
been done before the corresponding memory references may differ from instruc­
tion to instruction and from CPU model to CPU model. 

Fortunately, on some machines the CPU designers provide a solution, usually 
in the form of a hidden internal register into which the program counter is copied 
just before each instruction is executed. These machines may also have a second 
register telling which registers have already been autoincremented or autodecre­
mented, and by how much. Given this information, the operating system can 
unambiguously undo all the effects of the faulting instruction so it can be started 
all over again. If this information is not available, the operating system has to 
jump through hoops to figure out what happened and how to repair it. It is as 
though the hardware designers were unable to solve the problem, so they threw up 
their hands and told the operating system writers to deal with it. Nice guys. 
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4. 7 .4 Locking Pages in Memory 

Although we have not discussed I/0 much in this chapter, the fact that a com­
puter has virtual memory does not mean that I/0 is absent. Virtual memory and 
1/0 interact in subtle ways. Consider a process that has just issued a system call 
to read from some file or device into a buffer within its address space. While 
waiting for the 1/0 to complete, the process is suspended and another proces is 
allowed to run. This other process gets a page fault. 

If the paging algorithm is global , there is a small, but nonzero, chance that the 
page containing the 1/0 buffer will be chosen to be removed from memory. If an 
1/0 device is currently in the process of doing a DMA transfer to that page, re­
moving it will cause part of the data to be written in the buffer where they belong, 
and part of the data to be written over the newly loaded page. One solution to this 
problem is to lock pages engaged in I/0 in memory so that they will not be 
removed. Locking a page is often called pinning it in memory. Another solution 
is to do all I/0 to kernel buffers and then copy the data to user pages later. 

4.7.5 Backing Store 

In our discussion of page replacement algorithms, we saw how a page is 
selected for removal. We have not said much about where on the disk it is put 
when it is paged out. Let us now describe some of the issues related to disk 
management. 

The simplest algorithm for allocating page space on the disk is to have a spe­
cial swap area on the disk. When the system is booted, this area is empty, and is 
represented in memory as a single entry giving its origin and size. When the first 
process is started, a chunk of the swap area the size of the fir t process is reserved 
and the remaining area reduced by that amount. As new processes are started, 
they are assigned chunks of the swap area equal in size to their core images. As 
they finish , their disk space is freed. The swap area is managed as a list of free 
chunks. 

Associated with each process is the disk address of its swap area, kept in the 
process table. Calculating the address to write a page to becomes simple: just add 
the offset of the page within the vi1tual address space to the start of the swap area. 
However, before a process can start, the swap area must be initialized. One way 
is to copy the entire process image to the swap area, so that it can be brought in as 
needed. The other is to load the entire process in memory and let it be paged out 
as needed. 

However, this simple model has a problem: processes can increase in size 
after starting. Although the program text is usually fixed, the data area can some­
times grow, and the stack can always grow. Consequently, it may be better to 
re erve separate swap areas for the text, data, and stack and allow each of these 
areas to consist of more than one chunk on the disk. 
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The other extreme is to allocate nothing in advance and allocate disk space for 
each page when it is swapped out and deallocate it when it is swapped back in. In 
this way, proce e in memory do not tie up any swap space. The disadvantage is 
that a disk address is needed in memory to keep track of each page on di k. In 
other words, there must a table per process telling for each page on disk where it 
is. The two alternatives are shown in Fig. 4-33. 

Main memory Disk 

(a) 

Main memory 

Pages 

00 
00 
Page 

table 

; 

Disk 

Swap area 

(b) 

Figure 4-33. (a) Paging to a static swap area. (b) Backing up pages dynamically. 

In Fig. 4-33(a), a page table with eight pages is illustrated. Pages 0, 3, 4, and 
6 are in main memory. Pages 1, 2, 5, and 7 are on disk. The swap area on disk is 
as large as the proce virtual address space (eight pages) with each page having a 
fixed location to which it is written when it is evicted from main memory. Calcu­
lation of this address requires knowing only where the process' paging area 
begins, since pages are stored in it contiguou ly in order of their virtual page 
number. Pages that are in memory always have a shadow copy on disk, but this 
copy may be out of date if the page has been modified since being loaded. 

In Fig. 4-33(b), page do not have fixed addresses on disk. When a page is 
swapped out, an empty disk page is chosen on the fly and the di k map (which has 
room for one disk address per virtual page) is updated accordingly . Pages that are 
in memory have no copy on disk. Their entries in the disk map contain an invalid 
disk address or a bit marking them as not in use. 

4.7.6 Separation of Policy and Mechanism 

An important tool for managing the complexity of any system is to separate 
the policy from the mechanism. This principle can be applied to memory 
management by having most of the memory manager run as a user-level process. 
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Such a separation was first done in Mach (Young et al. , 1987) and in MINTX 
(Tanenbaum, 1987). The discussion below is loosely based on Mach. 

A simple example of how policy and mechanism can be separated is shown in 
Fig. 4-34. Here the memory management system is divided into three parts: 

l. A low-level MMU handler. 

2. A page fault handler that is part of the kernel. 

3. An external pager running in user space. 

All the details of how the MMU works are encapsulated in the MMU handler, 
which is machine-dependent code and has to be rewritten for each new platform 
the operating system is ported to. The page-fault handler is machine independent 
code and contains most of the mechanism for paging. The policy is largely deter­
mined by the external pager, which runs as a user process. 

User 
space 

Kernel 
space 

1. Page 
fault 

Main memory 
3. Request page 

Figure 4-34. Page fault hand ling with an external pager. 

Disk 

When a process starts up, the external pager is notified in order to set up the 
process page map and allocate backing store on the disk if need be. As the proc­
ess runs, it may map new objects into its address space, so the external pager is 
again notified. 

Once the process starts running, it may get a page fault. The fault handler fig­
ures out which virtual page is needed and sends a message to the external pager, 
telling what the problem is. The external pager then reads the needed page in 
from the disk and copies it to a portion of its own address space. Then it tells the 
fault handler where the page is. The fault handler then unmaps the page from the 
external pager' s address space and asks the MMU handler to put it into the user's 
address space at the right place. Then the user process can be restarted. 
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This implementation leaves open where the page replacement algorithm is 
put. It would be cleanest to have it in the external pager, but there are some prob­
lems with this approach. Principal among these is that the external pager does not 
have access to the R and M bits of all the pages. These bits play a role in many of 
the paging algorithms. Thus either some mechanism is needed to pass this infor­
mation up to the external pager, or the page replacement algorithm must go in the 
kernel. In the latter case, the fault handler tells the external pager which page it 
has selected for eviction and provides the data, either by mapping it into the exter­
nal pager's address space or including it in a message. Either way, the external 
pager writes the data to disk. 

The main advantage of this implementation is more modular code and greater 
flexibility. The main disadvantage is the extra overhead of crossing the user­
kernel boundary several times and the overhead of the various messages being 
sent between the pieces of the system. At the moment, the subject is highly con­
troversial, but as computers get faster and faster, and the software gets more and 
more complex, in the long run sacrificing some performance for more reliable 
software will probably be acceptable to most implementers. 

4.8 SEGMENTATION 

The virtual memory discussed so far is one-dimensional because the virtual 
addresses go from O to some maximum address, one address after another. For 
many problems, having two or more separate virtual address spaces may be much 
better than having only one. For example, a compiler has many tables that are 
built up as compilation proceeds, possibly including 

1. The source text being saved for the printed listing (on batch systems). 

2. The symbol table, containing the names and attributes of variables. 

3. The table containing all the integer and floating-point constants used. 

4. The parse tree, containing the syntactic analysis of the program. 

5. The stack used for procedure calls within the compiler. 

Each of the first four tables grows continuously as compilation proceeds. The last 
one grows and sh1inks in unpredictable ways during compilation. In a one­
dimensional memory, these five tables would have to be allocated contiguous 
chunks of virtual address space, as in Fig. 4-35. 

Consider what happens if a program has an exceptionally large number of 
variables but a normal amount of everything else. The chunk of address space 
allocated for the symbol table may fill up, but there may be lots of room in the 
other tables. The compiler could, of course, simply issue a message saying that 
the compilation cannot continue due to too many variables, but doing so does not 
seem very sporting when unused space is left in the other tables. 
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Address space l 
allocated to the 
parse tree 

Virtual address space 

, call stackl 

!Parse treel 

I Constant table t 

Source text lt 

Symbol tablel 

} Free 

l 
Space currently being 
used by the parse tree 

l 
Symbol table has 
bumped into the 
source text table 

CHAP. 4 

Figure 4-35. In a one-dimen ional address space with growing tables, one table 
may bump into another. 

Another po sibility is to play Robin Hood, taking space from the tables with 
an excess of room and giving it to the tables with little room. This shuffling can 
be done, but it is analogous to managing one' s own overlays-a nuisance at best 
and a great deal of tedious, unrewarding work at worst. 

What is really needed is a way of freeing the programmer from having to 
manage the expanding and contracting tables, in the same way that virtual mem­
ory eliminates the worry of organizing the program into overlays. 

A straightforward and extremely general solution is to provide the machine 
with many completely independent address spaces, called segments. Each seg­
ment consists of a linear sequence of addresses, from O to some maximum. The 
length of each segment may be anything from O to the maximum allowed. Dif­
ferent segment may, and usually do, have different lengths. Moreover, segment 
lengths may change during execution. The length of a stack segment may be 
increased whenever something i pushed onto the stack and decreased whenever 
something is popped off the stack. 

Because each segment constitutes a separate address space, different seg­
ments can grow or shrink independently, without affecting each other. If a stack 
in a certain segment needs more address space to grow, it can have it, because 
there is nothing else in its address space to bump into. Of course, a segment can 
fill up but segments are usually very large, so this occurrence is rare. To specify 
an address in this segmented or two-dimensional memory, the program must sup­
ply a two-part address, a segment number, and an address within the segment. 
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Figure 4-36 illustrates a segmented memory being used for the compiler tables 
discussed earlier. Five independent segments are shown here. 

20K 

16K -

12K-

BK-

4K-

OK 

16K 

12K 12K 1- 12K 

Symbol 
table 

8K - 8K 1- Parse 8K 1-

tree 
Source Call 

text stack 
4K - 4K - 4K 1-

OK I Constants 
OK OK OK 

Segment Segment Segment Segment Segment 
0 1 2 3 

Figure 4-36. A segmented memory allows each table to grow or shrink in­
dependently of the other tables. 

4 

We emphasize that a segment is a logical entity, which the programmer is 
aware of and uses as a logical entity. A segment might contain a procedure, or an 
array, or a stack, or a collection of scalar variables, but usually it does not contain 
a mixture of different types. 

A segmented memory has other advantages besides simplifying the handling 
of data structures that are growing or shrinking. If each procedure occupies a 
separate segment, with address O as its starting address, the linking up of pro­
cedures compiled separately is greatly simplified. After all the procedures that 
constitute a program have been compiled and linked up, a procedure call to the 
procedure in segment n will use the two-part address (n, 0) to address word O (the 
entry point). 

If the procedure in segment n is subsequently modified and recompiled, no 
other procedures need be changed (because no starting addresses have been modi­
fied), even if the new version is larger than the old one. With a one-dimensional 
memory, the procedures are packed tightly next to each other, with no address 
space between them. Consequently, changing one procedure's size can affect the 
starting address of other, unrelated procedures. This, in turn, requires modifying 
all procedures that call any of the moved procedures, in order to incorporate their 
new starting addresses. If a program contains hundreds of procedures, this proc­
ess can be costly. 

Segmentation also facilitates sharing procedures or data between several 
processes. A common example is the shared library. Modern workstations that 
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run advanced window systems often have extremely large graphical libraries com­
piled into nearly every program. In a segmented system, the graphical library can 
be put in a segment and shared by multiple processes, eliminating the need for 
having it in every process' address space. While it is also possible to have shared 
libraries in pure paging systems, it is much more complicated. In effect, these 
systems do it by simulating segmentation. 

Because each segment forms a logical entity of which the programmer is 
aware, such as a procedure, or an array, or a stack, different segments can have 
different kinds of protection. A procedure segment can be specified as execute 
only, prohibiting attempts to read from it or store into it. A floating-point array 
can be specified a read/write but not execute, and attempts to jump to it will be 
caught. Such protection is helpful in catching programming errors. 

You should try to understand why protection makes sen e in a egmented 
memory but not in a one-dimensional paged memory. In a segmented memory 
the user is aware of what is in each segment. Normally, a segment would not con­
tain a procedure and a stack, for example, but one or the other. Since each seg­
ment contains only one type of object, the segment can have the protection 
appropriate for that particular type. Paging and segmentation are compared in 
Fig. 4-37. 

Consideration Paging Segmentation 

Need the programmer be aware No Yes 
that this technique is being used? 

How many linear address 1 Many 
spaces are there? 

Can the total address space Yes Yes 
exceed the size of physical 
memory? 

Can procedures and data be No Yes 
distinguished and separately 
protected? 

Can tables whose size fluctuates No Yes 
be accommodated easily? 

Is sharing of procedures No Yes 
between users faci litated? 

Why was th is technique To get a large To allow programs 
invented? linear address and data to be broken 

space without up into logically 
having to buy independent address 
more physical spaces and to aid 
memory sharing and 

protection 

Figure 4-37. Comparison of paging and segmentation. 
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The contents of a page are, in a sense, accidental. The programmer is 
unaware of the fact that paging is even occurring. Although putting a few bits in 
each entry of the page table to specify the access allowed would be possible, to 
utilize this feature the programmer would have to keep track of where in his 
address space the page boundaries were. That is precisely the sort of administra­
tion that paging was invented to eliminate. Because the user of a segmented 
memory has the illusion that all segments are in main memory all the time-that 
is, he can address them as though they were-he can protect each segment 
separately, without having to be concerned with the administration of overlaying 
them. 

4.8.1 Implementation of Pure Segmentation 

The implementation of segmentation differs from paging in an essential way: 
pages are fixed size and segments are not. Figure 4-38(a) shows an example of 
physical memory initially containing five segments. Now consider what happens 
if segment 1 is evicted and segment 7, which is smaller, is put in its place. We 
arrive at the memory configuration of Fig. 4-38(b). Between segment 7 and seg­
ment 2 is an unused area-that is, a hole. Then segment 4 is replaced by segment 
5, as in Fig. 4-38(c), and segment 3 is replaced by segment 6, as in Fig. 4-38(d) . 
After the system has been running for a while, memory will be divided up into a 
number of chunks, some containing segments and some containing holes. This 
phenomenon, called checkerboarding or external fragmentation , wastes mem­
ory in the holes. It can be dealt with by compaction, as shown in Fig. 4-38(e). 
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Figure 4-38. (a)-(d) Development of checkerboarding. (e) Removal of the 
checkerboarding by compaction. 
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4.8.2 Segmentation with Paging: MULTICS 

If the segments are large, it may be inconvenient, or even impossible, to keep 
them in main memory in their entirety. This leads to the idea of paging them, so 
that only those pages that are actually needed have to be around. Several signifi­
cant systems have supported paged segments. In this section we will describe the 
first one: MULTICS. In the next one we will discuss a more recent one: the Intel 
Pentium. 

MULTICS ran on the Honeywell 6000 machines and their descendants and 
provided each program with a virtual memory of up to 2 18 segments (more than 
250,000), each of which could be up to 65,536 (36-bit) words long. To implement 
this, the MULTICS designers chose to treat each segment as a virtual memory and 
to page it, combining the advantages of paging (uniform page size and not having 
to keep the whole segment in memory if only part of it is being used) with the 
advantages of segmentation (ease of programming, modularity, protection, and 
sharing). 

Each MULTICS program has a segment table, with one descriptor per seg­
ment. Since there are potentially more than a quarter of a million entries in the 
table, the segment table is itself a segment and is paged. A segment descriptor 
contains an indication of whether the segment is in main memory or not. If any 
part of the segment is in memory, the segment is considered to be in memory, and 
its page table will be in memory. If the segment is in memory, its descriptor con­
tains an 18-bit pointer to its page table [see Fig. 4-39(a)]. Because physical 
addresses are 24 bits and pages are aligned on 64-byte boundaries (implying that 
the low-order 6 bits of page addresses are 000000), only 18 bits are needed in the 
descriptor to store a page table address. The descriptor also contains the segment 
size, the protection bits, and a few other items. Figure 4-39(b) illustrates a MUL­
TICS segment descriptor. The address of the segment in secondary memory i not 
in the segment descriptor but in another table used by the segment fault handler. 

Each segment is an ordinary virtual address space and is paged in the same 
way as the nonsegmented paged memory described earlier in this chapter. The 
normal page size is 1024 words (although a few small segments used by MUL­
TICS itself are not paged or are paged in units of 64 words to save physical mem­
ory). 

An address in MULTICS consists of two parts: the segment and the address 
within the segment. The address within the segment is further divided into a page 
number and a word within the page, as shown in Fig. 4-40. When a memory 
reference occurs, the following algorithm is carried out. 

1. The segment number is used to find the segment descriptor. 

2. A check is made to see if the segment's page table is in memory. If 
the page table is in memory, it is located. If it is not, a segment fault 
occurs. If there is a protection violation, a fault (trap) occurs. 
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l 1 
----36 bits - -- " .... 

l 1 Page 2 entry 
.... .... 

Page 1 entry 

Segment 6 descriptor Page O entry 

Segment 5 descriptor V Page table for segment 3 

Segment 4 descriptor 
~ -S-e-gm-e-nt_3_d_e_s_c_ri-pt_o_r~ l 1 

Segment 2 descriptor 

Segment 1 descriptor ~ Page 2 entry 

Segment O descriptor Page 1 entry 
..._____ f-------------l 

Descriptor segment Page O entry 

18 

Main memory address 
of the page table 

Page table for segment 1 

(a) 

9 

Segment length 
(in pages) 

1 1 1 3 

Page size: _j] 
O = 1024 words 
1 = 64 words 

O = segment is paged 
1 = segment is not paged 

Miscellaneous bits _____ _J 

3 

Protection bits ______ ___ _J 

(b) 

Figure 4-39. The MULTICS virtual memory. (a) The descriptor segment points 
to the page tables. (b) A segment descriptor. The numbers are the field lengths. 
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3. The page table entry for the requested virtual page is examined. If 
the page is not in memory, a page fault occur . If it is in memory, 
the main memory addre of the tart of the page is extracted from 
the page table entry. 

4. The offset is added to the page ongm to give the main memory 
address where the word is located. 

5. The read or store finally takes place. 
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Segment number 

18 

Page 
number 

6 

Address within 
the segment 

Offset within 
the page 

10 

Figure 4-40. A 34-bit MULTICS virtual address. 

CHAP. 4 

This process is illustrated in Fig. 4-41. For simplicity, the fact that the 
descriptor segment is itself paged has been omitted. What really happens is that a 
register (the descriptor base register), is used to locate the descriptor segment' s 
page table, which, in turn, points to the pages of the descriptor segment. Once the 
descriptor for the needed segment has been found, the addressing proceeds as 
shown in Fig. 4-41. 

MULTICS virtual address 

Segment number Page 
number 

Descriptor 

Segment 1 
number '------' 

Descriptor 
segment 

Page frame 

Page 
table 

Offset 

Word 

1 
Offset 
I 

Page 

Figure 4-41. Conversion of a two-part MULTICS address into a main memory address. 

As you have no doubt guessed by now, if the preceding algorithm were actu­
ally carried out by the operating system on every instruction, programs would not 
run very fast. In reality, the MULTICS hardware contains a 16-word high-speed 
TLB that can search all its entries in parallel for a given key. It is illustrated in 
Fig. 4-42. When an address is presented to the computer, the addressing hardware 
first checks to see if the virtual address is in the TLB. If so, it gets the page frame 
number directly from the TLB and forms the actual address of the referenced 
word without having to look in the descriptor segment or page table. 
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Comparison 
field 

Segment Virtual Page 
number page frame 

4 1 7 

6 0 2 

12 3 i 

2 1 0 

2 2 12 

-

Protection 

Read/write 

Read only 

Read/write 

Execute only 

Execute only 

Is this 
entry 
used? 

Age f 
13 1 

10 1 

2 1 

0 

7 1 

9 1 

--------
Figure 4-42. A simplified version of the MULTICS TLB . The existence of two 
page sizes makes the actual TLB more complicated. 
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The addresses of the 16 most recently referenced pages are kept in the TLB. 
Programs whose working set is smaller than the TLB size will come to equili­
brium with the addresses of the entire working set in the TLB and therefore will 
run efficiently. If the page is not in the TLB, the descriptor and page tables are 
actually referenced to find the page frame address, and the TLB is updated to 
include this page, the least recently used page being thrown out. The age field 
keeps track of which entry is the least recently used. The reason that a TLB is 
used is for comparing the segment and page number of all the entries in parallel. 

4.8.3 Segmentation with Paging: The Intel Pentium 

In many ways, the virtual memory on the Pentium resembles MULTICS , 
including the presence of both segmentation and paging. Whereas MULTICS has 
256K independent segments, each up to 64K 36-bit words, the Pentium has 16K 
independent segments, each holding up to 1 billion 32-bit words. Although there 
are fewer segments, the larger segment size is far more important, as few pro­
grams need more than 1000 segments, but many programs need large segments. 

The heart of the Pentium virtual memory consists of two tables, the LDT 
(Local Descriptor Table) and the GDT (Global Descriptor Table). Each pro­
gram has its own LDT, but there is a single GDT, shared by all the programs on 
the computer. The LDT describes segments local to each program, including its 
code, data, stack, and so on, whereas the GDT describes system segments, includ­
ing the operating system itself. 

To access a segment, a Pentium program first loads a selector for that segment 
into one of the machine's six segment registers. During execution, the CS register 
holds the selector for the code segment and the DS register holds the selector for 
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the data segment. The other segment registers are less important. Each selector is 
a 16-bit number, as shown in Fig. 4-43. 

Bits 13 1 2 

Index 

\ 
0 = GDT/1 = LDT Privilege level (0-3) 

Figure 4-43. A Pentium selector. 

One of the selector bits tells whether the segment is local or global (i.e. , 
whether it is in the LDT or GDT). Thirteen other bits specify the LDT or GDT 
entry number, so these tables are each restricted to holding 8K segment descrip­
tors. The other 2 bits relate to protection, and will be described later. Descriptor 
0 is forbidden. It may be safely loaded into a segment register to indicate that the 
segment register is not currently available. It causes a trap if used. 

At the time a selector is loaded into a segment register, the corresponding 
descriptor is fetched from the LDT or GDT and stored in microprogram registers, 
so it can be accessed quickly. A descriptor consists of 8 bytes, including the 
segment' s base address, size, and other information, as depicted in Fig. 4-44. 

0: 16-Bit segment 
1: 32-Bit segment 

O: Li is in bytes h 
1: Li is in pages , f 

Base 24-31 GD 0 

Base 0-15 

Limit 
16-19 

~-- - ---< 0: Segment is absent from memory 
1: Segment is present in memory 

Privi lege level (0-3) 
0: System 
1: Application 
Segment type and protection 

P DPL S Type Base 16-23 4 

Limit 0-15 0 

--- -----------32 Bits--- - --------.... Relative 
address 

Figure 4-44. Pentium code segment descriptor. Data segments differ slightly. 

The format of the selector has been cleverly chosen to make locating the 
descriptor easy. First either the LDT or GDT is selected, based on selector bit 2. 
Then the selector is copied to an internal scratch register, and the 3 low-order bits 
set to 0. Finally, the address of either the LDT or GDT table is added to it, to give 
a direct pointer to the descriptor. For example, selector 72 refers to entry 9 in the 
GDT, which is located at address GDT + 72. 

Let us trace the steps by which a (selector, offset) pair is converted to a physi­
cal address. As soon as the microprogram knows which segment register is being 
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used, it can find the complete descriptor corresponding to that selector in its inter­
nal registers. If the segment does not exist (selector 0), or is currently paged out, 
a trap occurs. 

It then checks to see if the offset is beyond the end of the segment, in which 
case a trap also occurs. Logically, there should simply be a 32-bit field in the 
descriptor giving the size of the segment, but there are only 20 bits available, so a 
different scheme is used. If the Gbit (Granularity) field is 0, the Limit field is the 
exact segment size, up to 1 MB. If it is 1, the Limit field gives the segment size in 
pages instead of bytes. The Pentium page size is fixed at 4 KB, so 20 bits are 
enough for segments up to 232 bytes. 

Assuming that the segment is in memory and the offset is in range, the Pen­
tium then adds the 32-bit Base field in the descriptor to the offset to form what is 
called a linear address, as shown in Fig. 4-45. The Base field is broken up into 
three pieces and spread all over the descriptor for compatibility with the 286, in 
which the Base is only 24 bits. In effect, the Base field allows each segment to 
start at an arbitrary place within the 32-bit linear address space. 

Selector 

Descriptor 

Base address + 

Limit 

Other fields 

132-Bit linear address I 

Figure 4-45. Conversion of a (selector, offset) pair to a linear address. 

If paging is disabled (by a bit in a global control register), the linear address is 
interpreted as the physical address and sent to the memory for the read or write. 
Thus with paging disabled, we have a pure segmentation scheme, with each 
segment's base address given in its descriptor. Segments are permitted to overlap, 
incidentally, probably because it would be too much trouble and take too much 
time to verify that they were all disjoint. 

On the other hand, if paging is enabled, the linear address is interpreted as a 
virtual address and mapped onto the physical address using page tables, pretty 
much as in our earlier examples. The only real complication is that with a 32-bit 
virtual address and a 4-KB page, a segment might contain 1 million pages, so a 
two-level mapping is used to reduce the page table size for small segments. 

Each rnnning program has a page directory consisting of 1024 32-bit entries. 
It is located at an address pointed to by a global register. Each entry in this 

l 
I 
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directory points to a page table also containing 1024 32-bit entries. The page 
table entries point to page frames . The scheme is shown in Fig. 4-46. 

Bits 10 

Dir 

Page directory 

l l l 

1024 t 
Entries 

l l~ 
Directory entry 

points to 
page table 

Linear address 
10 

Page 

(a) 

Page table 

l 1 

t 
Page .-------, 

t ,__ 

(b) 

Page table 
entry points 

to word 

12 

OHset 

Word 
selected 

t 

Page frame 

l l 

OHset .-------, 

t .,'-----------' 

Figure 4-46. Mapping of a linear address onto a physical address. 

In Fig. 4-46(a) we see a linear address divided into three fields , Dir, Page, 
and Offset. The Dir field is used to index into the page directory to locate a 
pointer to the proper page table. Then the Page field is used as an index into the 
page table to find the physical address of the page frame. Finally, Offset is added 
to the address of the page frame to get the physical address of the byte or word 
needed. 

The page table entries are 32 bits each, 20 of which contain a page frame 
number. The remaining bits contain access and dirty bits, set by the hardware for 
the benefit of the operating system, protection bits, and other utility bits. 

Each page table has entries for 1024 4-KB page frames, so a single page table 
handles 4 megabytes of memory. A segment shorter than 4M will have a page 
directory with a single entry, a pointer to its one and only page table. In this way, 
the overhead for short segments is only two pages, instead of the million pages 
that would be needed in a one-level page table. 

To avoid making repeated references to memory, the Pentium, like MULTICS, 
has a small TLB that directly maps the most recently used Dir- Page combina­
tions onto the physical address of the page frame. Only when the current combi­
nation is not present in the TLB is the mechanism of Fig. 4-46 actually carried out 
and the TLB updated. As long as TLB misses are rare, performance is good. 
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It is also worth noting that if some application does not need segmentation but 
is content with a single, paged, 32-bit address space, that model is possible. All 
the segment registers can be set up with the same selector, whose descriptor has 
Base = 0 and Limit set to the maximum. The instruction offset will then be the 
linear address, with only a single address space used-in effect, normal paging. 
In fact, all current operating systems for the Pentium work this way. OS/2 was the 
only one that used the full power of the Intel MMU architecture. 

All in all, one has to give credit to the Pentium designers. Given the conflict­
ing goals of implementing pure paging, pure segmentation, and paged segments, 
while at the same time being compatible with the 286, and doing all of this effi­
ciently, the resulting design is surprisingly simple and clean. 

Although we have covered the complete architecture of the Pentium virtual 
memory, albeit briefly, it is worth saying a few words about protection, since this 
subject is intimately related to the virtual memory. Just as the virtual memory 
scheme is closely modeled on MULTICS, so is the protection system. The Pen­
timn supports four protection levels with level O being the most privileged and 
level 3 the least. These are shown in Fig. 4-47. At each instant, a running pro­
gram is at a certain level, indicated by a 2-bit field in its PSW. Each segment in 
the system also has a level. 

3 

Level 

Typical uses of 
the levels 

Figure 4-47. Protection on the Pentium. 

As long as a program restricts itself to using segments at its own level, every­
thing works fine. Attempts to access data at a higher level are permitted. 
Attempts to access data at a lower level are illegal and cause traps. Attempts to 
call procedures at a different level (higher or lower) are allowed, but in a carefully 
controlled way. To make an interlevel call, the CALL instruction must contain a 
selector instead of an address . This selector designates a descriptor called a call 

IBM Ex-1009 
Page 285



262 MEMORY MANAGEMENT CHAP. 4 

gate, which gives the address of the procedure to be called. Thus it is not possible 
to jump into the middle of an arbitrary code segment at a different level. Only 
official entry points may be used. The concepts of protection levels and call gates 
were pioneered in MULTICS, where they were viewed as protection rings. 

A typical use for this mechanism is suggested in Fig. 4-47. At level 0, we 
find the kernel of the operating system, which handles I/0, memory management, 
and other critical matters. At level 1, the system call handler is present. User pro­
grams may call procedures here to have system calls canied out, but only a 
specific and protected list of procedures may be called. Level 2 contains library 
procedures, possibly shared among many running programs. User programs may 
call these procedures and read their data, but they may not modify them. Finally, 
user programs run at level 3, which has the least protection. 

Traps and interrupts use a mechanism similar to the call gates. They, too, 
reference descriptors, rather than absolute addresses, and these descriptors point 
to specific procedures to be executed. The Type field in Fig. 4-44 distinguishes 
between code segments, data segments, and the various kinds of gates. 

4.9 RESEARCH ON MEMORY MANAGEMENT 

Memory management, especially paging algorithms, was once a fruitful area 
for research, but most of that seems to have largely died off, at least for general­
purpose systems. Most real systems tend to use some variation on clock, because 
it is easy to implement and relatively effective. One recent exception, however, is 
a redesign of the 4.4 BSD virtual memory system (Cranor and Parulkar, 1999). 

There is still research going on concerning paging in special-purpose and 
newer kinds of systems though. Some of this work relates to allowing user 
processes to field their own page faults and handle their own memory manage­
ment, possibly in an application-specific way (Engler et al., 1995). One area 
where applications may need to do their own paging in special ways i mul­
timedia, so some research has looked at this (Hand, 1999). Another area that has 
some special requirements is hand-held personal communicators (Abutaleb and 
Li, 1997; and Wan and Lin, 1997). One final area is systems with 64-bit address 
spaces shared by many processes (Talluri et al., 1995). 

4.10 SUMMARY 

In this chapter we have examined memory management. We saw that the 
simplest systems do not swap or page at all. Once a program is loaded into mem­
ory, it remains there until it finishes. Some operating systems allow only one 
process at a time in memory, while others support multiprogramming. 
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The next step up is swapping. When swapping is used, the system can handle 
more processes than it has room for in memory. Processes for which there is no 
room are swapped out to the disk. Free space in memory and on disk can be kept 
track of with a bitmap or a hole list. 

Modern computers often have some form of virtual memory. In the simplest 
form, each process' address space is divided up into uniform sized blocks called 
pages, which can be placed into any available page frame in memory. There are 
many page replacement algorithms; two of the better algorithms are aging and 
WSClock. 

Paging systems can be modeled by abstracting the page reference string from 
the program and using the same reference string with different algorithms. These 
models can be used to make some predictions about paging behavior. 

To make paging systems work well, choosing an algorithm is not enough; 
attention to issues such as determining the working set, memory allocation policy, 
and page size are required. 

Segmentation helps in handling data structures that change size during execu­
tion and simplifies linking and sharing. It also facilitates providing different pro­
tection for different segments. Sometimes segmentation and paging are combined 
to provide a two-dimensional virtual memory. The MULTICS system and the 
Intel Pentium support segmentation and paging. 

PROBLEMS 

1. A computer system has enough room to hold four programs in its main memory. 
These programs are idle waiting for 1/0 half the time. What fraction of the CPU time 
is wasted? 

2. In Fig. 4-21 we saw an example of how multiple jobs can run in parallel and finish 
faster than if they had run sequentially. Suppose that two jobs, each of which needs 
10 minutes of CPU time, start simultaneously. How long will the last one take to 
complete if they run sequentially? How long if they run in parallel? Assume 50% 1/0 
wait. 

3. A swapping system eliminates holes by compaction. Assuming a random distribution 
of many holes and many data segments and a time to read or write a 32-bit memory 
word of 10 nsec, about how long does it take to compact 128 MB? For simplicity, 
assume that word O is part of a hole and that the highest word in memory contains 
valid data. 

4. In this problem you are to compare the storage needed to keep track of free memory 
using a bitmap versus using a linked list. The 128-MB memory is allocated in units of 
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n. bytes. For the linked list, assume that memory consists of an alternating sequence of 
segments and holes, each 64 KB. Also assume that each node in the linked list needs a 
32-bit memory address, a 16-bit length, and a 16-bit next-node field. How many bytes 
of storage is required for each method? Which one is better? 

5. Consider a swapping system in which memory consists of the following hole sizes in 
memory order: 10 KB, 4 KB, 20 KB, 18 KB, 7 KB, 9 KB, 12 KB , and 15 KB. Which 
hole is taken for successive segment requests of 

(a) 12 KB 
(b) 10 KB 
(c) 9 KB 

for first fit? Now repeat the question for best fit, worst fit, and next fit. 

6. What is the difference between a physical address and a virtual address? 

7. For each of the following decimal virtual addresses, compute the virtual page number 
and offset for a 4-KB page and for an 8 KB page: 20000, 32768, 60000. 

8. Using the page table of Fig. 4-10, give the physical address corresponding to each of 
the following virtual addresses: 

(a) 20 
(b) 4100 
(c) 8300 

9. The Intel 8086 processor does not support virtual memory. Nevertheless, some com­
panies previously sold systems that contained an unmodified 8086 CPU and do pag­
ing. Make an educated guess as to how they did it. Hint: Think about the logical loca­
tion of the MMU. 

10. The amount of disk space that must be available for page storage is related to the max­
imum number of processes, n, the number of bytes in the virtual address space, v, and 
the number of bytes of RAM, r. Give an expression for the worst case disk space 
requirements. How realistic is this amount? 

11. If an instruction takes 10 nsec and a page fault takes an additional n. nsec, give a for­
mula for the effective instruction time if page faults occur every k instructions. 

12. A machine has a 32-bit address space and an 8-KB page. The page table is entirely in 
hardware, with one 32-bit word per entry. When a process starts, the page table is 
copied to the hardware from memory, at one word every 100 nsec. If each process 
runs for 100 msec (including the time to load the page table), what fraction of the CPU 
time is devoted to loading the page tables? 

13. A computer with a 32-bit address uses a two-level page table. Virtual addresses are 
split into a 9-bit top-level page table field, an 11-bit second-level page table field, and 
an offset. How large are the pages and how many are there in the address space? 

14. Suppose that a 32-bit virtual address is broken up into four fields, a, b, c, and d. The 
first three are used for a three-level page table system. The fourth field, d, is the 
offset. Does the number of pages depend on the sizes of all four fields? If not, which 
ones matter and which ones do not? 
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15. A computer has 32-bit virtual addresses and 4-KB pages. The program and data 
together fit in the lowest page (0-4095) The stack fits in the highest page. How many 
entries are needed in the page table if traditional (one-level) paging is used? How 
many page table entries are needed for two-level paging, with IO bits in each part? 

16. Below is an execution trace of a program fragment for a computer with 512-byte 
pages. The program is located at address 1020, and its stack pointer is at 8192 (the 
stack grows toward 0). Give the page reference string generated by this program. 
Each instruction occupies 4 bytes (1 word) including immediate constants. Both 
instruction and data references count in the reference string. 

Load word 6144 into register 0 
Push register O onto the stack 
Call a procedure at 5120, stacking the return address 
Subtract the immediate constant 16 froni the stack pointer 
Compare the actual parameter to the immediate constant 4 
Jump if equal to 5152 

17. A computer whose processes have 1024 pages in their address spaces keeps its page 
tables in memory. The overhead required for reading a word from the page table is 5 
nsec. To reduce this overhead, the computer has a TLB, which holds 32 (virtual page, 
physical page frame) pairs, and can do a look up in 1 nsec. What hit rate is needed to 
reduce the mean overhead to 2 nsec? 

18. The TLB on the VAX does not contain an R bit. Why? 

19. How can the associative memory device needed for a TLB be implemented in 
hardware, and what are the implications of such a design for expandability? 

20. A machine has 48-bit virtual addresses and 32-bit physical addresses. Pages are 8 KB. 
How many entries are needed for the page table? 

21. A computer with an 8-KB page, a 256-KB main memory, and a 64-GB virtual address 
space uses an inverted page table to implement its virtual memory. How big should 
the hash table be to ensure a mean hash chain length of less than 1? Assume that the 
hash table size is a power of two. 

22. A student in a compiler design course proposes to the professor a project of writing a 
compiler that will produce a list of page references that can be used to implement the 
optimal page replacement algorithm. Is this possible? Why or why not? Is there any­
thing that could be done to improve paging efficiency at run time? 

23. If FIFO page replacement is used with four page frames and eight pages, how many 
page faults will occur with the reference string 0172327103 if the four frames are ini­
tially empty? Now repeat this problem for LRU. 

24. Consider the page sequence of Fig. 4-16(b). Suppose that the R bits for the pages B 
through A are 1101 I 011, respectively. Which page will second chance remove? 

25. A small computer has four page frames. At the first clock tick, the R bits are 0111 
(page O is 0, the rest are I). At subsequent clock ticks, the values are 1011, 1010, 
1101, 0010, 1010, 1100, and 0001. If the aging algorithm is used with an 8-bit 
counter, give the values of the four counters after the last tick. 

I 
I 
' I 
i 
I 
I 
I 
~ 
I 
I 

i 

I 
I 
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26. Suppose that 1: = 400 in Fig. 4-21. Which page will be removed? 

27. In the WSC!ock algorithm of Fig. 4-22(c), the hand points to a page with R = 0. If 
'C = 400, will this page be removed? What about if 'C = 1000? 

28. How long does it take to load a 64-KB program from a disk whose average seek time 
is 10 msec, whose rotation time is 10 msec, and whose tracks hold 32 KB 

(a) for a 2-KB page size? 
(b) for a 4-KB page size? 

The pages are spread randomly around the disk and the number of cylinders is so large 
that the chance of two pages being on the same cylinder is negligible. 

29. A computer has four page frames. The time of loading, time of last access, and the R 
and M bits for each page are as shown below (the times are in clock ticks): 

Page 
0 
1 
2 
3 

Loaded 
126 
230 
140 
110 

Last ref. 
280 
265 
270 
285 

(a) Which page will NRU replace? 
(b) Which page will FIFO replace? 
(c) Which page will LRU replace? 
(d) Which page will second chance replace? 

R M 
1 0 
0 01 
0 0 
1 1 

30. One of the first timesharing machines, the PDP-1, had a memory of 4K 18-bit words. 
It held one process at a time in memory. When the scheduler decided to run another 
process, the process in memory was written to a paging drum, with 4K 18-bit words 
around the circumference of the drum. The drum could start writing ( or reading) at 
any word, rather than only at word 0. Why do you suppose this drum was chosen? 

31. A computer provides each process with 65,536 bytes of address space divided into 
pages of 4096 bytes. A particular program has a text size of 32,768 bytes, a data size 
of 16,386 bytes, and a stack size of 15,870 bytes. Will this program fit in the address 
space? If the page size were 512 bytes, would it fit? Remember that a page may not 
contain parts of two different segments. 

32. Can a page be in two working sets at the same time? Explain. 

33. If a page is shared between two processes, is it possible that the page is read-only for 
one process and read-write for the other? Why or why not? 

34. It has been observed that the number of instructions executed between page faults is 
directly proportional to the number of page frames allocated to a program. If the 
available memory is doubled, the mean interval between page faults is also doubled. 
Suppose that a normal instrnction takes 1 microsec, but if a page fault occurs, it takes 
2001 µsec (i.e., 2 msec to handle the fault). If a program takes 60 sec to run, during 
which time it gets 15,000 page faults, how long would it take to run if twice as much 
memory were available? 
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35. A group of operating system designers for the Frugal Computer Company are thinking 
about ways of reducing the amount of backing store needed in their new operating sys­
tem. The head guru has just suggested not bothering to save the program text in the 
swap area at all , but just page it in directly from the binary file whenever it is needed. 
Under what conditions, if any, does this idea work for the program text? Under what 
conditions, if any, does it work for the data? 

36. A machine language instruction to load a 32-bit word into a register contains the 32-
bit address of the word to be loaded. What is the maximum number of page faults this 
instruction can cause? 

37. Explain the difference between internal fragmentation and external fragmentation . 
Which one occurs in paging systems? Which one occurs in systems using pure seg­
mentation? 

38. When segmentation and paging are both being used, as in MULTICS, first the segment 
descriptor must be looked up, then the page descriptor. Does the TLB also work this 
way, with two levels of lookup? 

39. Plot a histogram and calculate the mean and median of the sizes of executable binary 
files on a computer to which you have access. On a Windows system, look at all .exe 
and .dll fi les; on a UNIX system look at all executable files in /bin , /usrlbin, and 
/local/bin that are not scripts (or use the file utility to find all executables). Detem1ine 
the optimal page size for this computer just considering the code (not data). Consider 
internal fragmentation and page table size, making some reasonable assumption about 
the size of a page table entry. Assume that all programs are equally likely to be run 
and thus should be weighted equally. 

40. Small programs for MS-DOS can be compiled as .COM files. These files are always 
loaded at address 0xlO0 in a single memory segment that is used for code, data, and 
stack. Instructions that transfer control of execution, such as JMP and CALL, or that 
access static data from fixed addresses have the addresses compiled into the object 
code. Write a program that can relocate such a program file to run starting at an arbi­
trary address. Your program must scan through code looking for object codes for 
instructions that refer to fixed memory addresses, then modify those addresses that 
point to memory locations within the range to be relocated. You can find the object 
codes in an assembly language programming text. Note that doing this perfectly 
without additional information is, in general, an impossible task, because some data 
words may have values that mimic instruction object codes. 

41. Write a program that simulates a paging system. At the start of the program, the user 
should be asked to choose a page replacement algorithm, choosing from FIFO, LRU, 
and at least one other. On each cycle, read the number of the referenced page from a 
file. Generate a listing similar to Fig. 4-25 , except rotated 90 degrees so that each new 
page reference increases the length of the output file by one line. 

42. Write a program that models the distance string algorithm described in the text. The 
input to the program is a list of page references (contained in a file), plus the number 
of page frames of physical memory available. If possible, use trace data from real 
programs instead of randomly-generated page references. The program should main­
tain the stack of pages, analogous to Fig. 4-25. At each page fault, a procedure should 
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be called to choose a replacement page. When the run is completed, the program 
should plot the distance string, analogous to Fig. 4-26. Make multiple runs for dif­
ferent values of the memory size and see what conclusions you can draw. 
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