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DECLARATION OF LESLIE HESDORFER

I, Leslie Hesdorfer, hereby state and declare as follows:

1. My nameis Leslie Hesdorfer.

2. | am a librarian and Senior Research Services Manager at Kirkland & EllisLLP
("K&E”) in the San Francisco, California, office. | have been alibrarian for 40 years.

3. | have a Bachelor of Arts degree in English from Colorado College. | dso have a
Master of Library and Information Science degree from the University of California, Berkeley.

4. From September 1985 to May 1999, | was a Librarian at Hancock, Rothert, &
Bunshoft. From December 1999 to May 2003, | wasa Librarian at Paul Hastings, managing library
operations and providing reference services. From May 2003 to March 2005, | wasHead Librarian
at Hancock Rothert & Bunshoft, where | was responsible for firm-wide library operations. From
March 2005 to August 2016, | was Library Services Manager at K& E, where | managed library
and research services. From August 2016 to June 2022, | was Head of Research and Library at
Hanson Bridget LLP, where | led research and competitive intelligence functions and managed
library operations. In June 2022, | returned to K& E as Research Services Manager. In January
2025, | was promoted to Senior Research Services Manager.

5. Attached as Exhibit A are excerpts from the book Modern Operating Systems (2d
ed.) by Andrew S. Tanenbaum (“Modern Operating Systems’). Modern Operating Systems was
first published on February 21, 2001 and copyrighted on April 26, 2001. | determined the
publication date and copyright date by reviewing the book’s entry in the United States Copyright
Office Public Records System. A copy of that entry is attached hereto as Exhibit K. | also note
that Modern Operating Systems bears a copyright date of 2001. See Exhibit A at 5.

6. Attached as Exhibit B are excerpts from the book An Introduction to Operating

Systems by Harvey M. Deitel (*An Introduction to Operating Systems’). An Introduction to
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Operating Systems was published on February 23, 1984 and copyrighted on November 21, 1984.
| determined the publication date and copyright date by reviewing the book’s entry in the United
States Copyright Office Public Records System. A copy of that record is attached hereto as Exhibit
L. | also notethat An Introduction to Operating Systems bears a copyright date of 1984. See Exhibit
Bat 2

7. Attached as Exhibit C are excerpts from the Microsoft Computer Dictionary (5th
ed.) (“Microsoft Computer Dictionary”). Microsoft Computer Dictionary was published on May
1, 2001 and copyrighted on August 20, 2002. | determined the publication date and copyright date
by reviewing the book’s entry in the United States Copyright Office Public Records System. A
copy of that record is attached hereto as Exhibit M. | also note that Microsoft Computer Dictionary
bears a copyright date of 2002. See Exhibit C at 2.

8. Attached as Exhibit D are excerpts from the book Taligent’s Guide to Designing
Programs. Well-Mannered Object-Oriented Design in C++ (“Taligent's Guide”). Taligent's
Guide was published on May 31, 1994 and copyrighted on August 29, 1994. | determined the
publication date and copyright date by reviewing the book’ s entry in the United States Copyright
Office Public Records System. A copy of that record is attached hereto as Exhibit N. | also note
that Taligent’s Guide bears a copyright date of 1994. See Exhibit D at 2.

9. Attached as Exhibit E are excerpts from the book UNIX System V Network
Programming by Stephen A. Rago (“UNIX System V Network Programming”). UNIX System V
Network Programming was published on June 30, 1993 and copyrighted on August 3, 1993. |
determined the publication date and copyright date by reviewing the book’s entry in the United

States Copyright Office Public Records System. A copy of that record is attached hereto as Exhibit
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O. | also note that UNIX System V Network Programming bears a copyright date of 1993. See
Exhibit E at 2.

10.  Attached as Exhibit F are excerpts from the book Microsoft C/C++ 7. The
Complete Reference by William H. Murray and Chris H. Pappas (“Microsoft C/C++ 7. The
Complete Reference”). Microsoft C/C++ 7. The Complete Reference is catalogued at the K& E
library and bears a copyright date of 1992. See Exhibit F at 2.

11.  Attached as Exhibit G are excerpts from the book TCP/IP Illustrated, Volume 1:
The Protocols by W. Richard Stevens (“ TCP/IP Illustrated”). TCP/IP Illustrated was published on
December 20, 1993 and copyrighted on February 22, 1994. | determined the publication date and
copyright date by reviewing the book’ s entry in the United States Copyright Office Public Records
System. A copy of that record is attached hereto as Exhibit P. | also note that TCP/IP Illustrated
bears a copyright date of 1994. See Exhibit G at 2.

12.  Attached as Exhibit H are excerpts from the book Operating System Concepts (4th
ed.) by Abraham Silberschatz and Peter B. Galvin (“Operating System Concepts’). Operating
System Concepts was published on November 5, 1993 and copyrighted on December 7, 1993. |
determined the publication date and copyright date by reviewing the book’s entry in the United
States Copyright Office Public Records System. A copy of that record is attached hereto as Exhibit
Q. | also note that Operating System Concepts itself bears a copyright date of 1994. See Exhibit H
at 2. This discrepancy between copyright date and imprint version is also shown in Exhibit Q.

13.  Attached as Exhibit | are excerpts from the doctoral thesis Protocol Design in an
Uncooperative Internet by Stefan R. Savage (“Protocol Design in an Uncooperative Internet”),
whichisdated 2002. Protocol Design in an Uncooperative Internet was published on May 23, 2002

and copyrighted on June 20, 2002. | determined the publication date and copyright date by
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reviewing the thesis' sentry in the United States Copyright Office Public Records System. A copy
of that record is attached hereto as Exhibit R. According to the declaration of Mel DeSart, Head
of the Engineering Library and Mathematics Research Library at the University of Washington,
Protocol Design in an Uncooperative Internet was publicly available at the University of
Washington Engineering Library in 2002.

14.  Attached as Exhibit J are excerpts from the master’s thesis Teda: A Transparent,
Extensible Session-Layer Framework for End-to-end Network Services by Jonathan Michael Salz
(“Teda’), which is dated May 24, 2002. Tesla was submitted to the Department of Electrical
Engineering and Computer Science at the Massachusetts Institute of Technology (“MIT”) on May
24, 2002 and was received by the MIT library on July 31, 2002. | determined these dates by
reviewing Page 1 of Exhibit Jwhich displaysthisinformation. Accordingto MIT’ slibrary website
which | have reviewed, and a printout of which is attached as Exhibit S, prior to 2022 (thus
including 2002), a thesis was available to the public upon request as soon as it was received by

MIT’slibraries.

I, Leslie Hesdorfer, do declare and state, that all statements made herein of my own knowledge
aretrue and that all statements made on information and belief are believed to be true; and further
that these statements were made with the knowledge that willful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of the Title 18 of the

United States Code.

Dated: January 30, 2025 /s

Leslie Hesdorfer
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EXHIBIT A
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SEC. 3.5 DEADLOCK AVOIDANCE 177

need an additional 5. A total of 10 instances of the resource exist, so with 7
resources already allocated, there are 3 still free.

Has Max Has Max Has Max Has Max Has Max
Al 3 9 A}l3]9 Al 3] 9 Al 319 Al3 9
B | 2 4 Bl 4] 4 B|l|o| - Bl O - B} O -
2 7 cjp2 |7 cla2}7 cl7417 clo| -
Free: 3 Free: 1 Free: 5 Free: 0 Free: 7
(a) (b) () (d) (e)

Figure 3-9. Demonstration that the state in (a) is safe.

The state of Fig. 3-9(a) is safe because there exists a sequence of allocations
that allows all processes to complete. Namely, the scheduler could simply run B
exclusively, until it asked for and got two more instances of the resource, leading
to the state of Fig. 3-9(b). When B completes, we get the state of Fig. 3-9(c).
Then the scheduler can run C, leading eventually to Fig. 3-9(d). When C com-
pletes, we get Fig. 3-9(e). Now A can get the six instances of the resource it needs
and also complete. Thus the state of Fig. 3-9(a) is safe because the system, by
careful scheduling, can avoid deadlock.

Now suppose we have the initial state shown in Fig. 3-10(a), but this time A
requests and gets another resource, giving Fig. 3-10(b). Can we find a sequence
that is guaranteed to work? Let us try. The scheduler could run B until it asked
for all its resources, as shown in Fig. 3-10(c). '

Has Max Has Max Has Max Has Max
319 Al 4 9 Al 419 Al 4 9
B 2 4 B 2 4 B 4 4 B —_ -
2 7 C 2 7 [} 2 7 C 2 7
Free: 3 Free: 2 Free: 0 Free: 4
(a) (b) () (d)

Figure 3-10. Demonstration that the state in (b) is not safe.

Eventually, B completes and we get the situation of Fig. 3-10(d). At this point
we are stuck. We only have four instances of the resource free, and each of the
active processes needs five. There is no sequence that guarantees completion.
Thus the allocation decision that moved the system from Fig. 3-10(a) to Fig. 3-
10(b) went from a safe state to an unsafe state. Running A or C next starting at
Fig. 3-10(b) does not work either. In retrospect, A’s request should not have been
granted.

It is worth noting that an unsafe state is not a deadlocked state. Starting at
Fig. 3-10(b), the system can run for a while. In fact, one process can even com-
plete. Furthermore, it is possible that A might release a resource before asking for
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SEC. 3.6 DEADLOCK PREVENTION 183

A minor variation of this algorithm is to drop the requirement that resources
be acquired in strictly increasing sequence and merely insist that no process
request a resource lower than what it is already holding. If a process initially
requests 9 and 10, and then releases both of them, it is effectively starting all over,
so there is no reason to prohibit it from now requesting resource 1.

Although numerically ordering the resources eliminates the problem of
deadlocks, it may be impossible to find an ordering that satisfies everyone. When
the resources include process table slots, disk spooler space, locked database
records, and other abstract resources, the number of potential resources and dif-
ferent uses may be so large that no ordering could possibly work.

The various approaches to deadlock prevention are summarized in Fig. 3-14.

Condition Approach
Mutual exclusion | Spool everything
Hold and wait Request all resources initially
No preemption Take resources away
Circular wait Order resources numerically

Figure 3-14. Summary of approaches to deadlock prevention.

3.7 OTHER ISSUES

In this section we will discuss a few miscellaneous issues related to
deadlocks. These include two-phase locking, nonresource deadlocks, and starva-
tion.

3.7.1 Two-Phase Locking

Although both avoidance and prevention are not terribly promising in the gen-
era] case, for specific applications, many excellent special-purpose algorithms are
known. As an example, in many database systems, an operation that occurs fre-
quently is requesting locks on several records and then updating all the locked
records. When multiple processes are running at the same time, there is a real
danger of deadlock.

The approach often used is called two-phase locking. In the first phase, the
process tries to lock all the records it needs, one at a time. If it succeeds, it begins
the second phase, performing its updates and releasing the locks. No real work is
done in the first phase.

If during the first phase, some record is needed that is already locked, the
process just releases all its locks and starts the first phase all over. In a certain

IBM Ex-1017
Page 213



IBM Ex-1017
Page 214



SEC. 3.7 OTHER ISSUES 185

file will never be allocated the printer. It will simply starve to death (be post-
poned indefinitely, even though it is not blocked).

Starvation can be avoided by using a first-come, first-serve, resource alloca-
tion policy. With this approach, the process waiting the longest gets served next.
In due course of time, any given process will eventually become the oldest and
thus get the needed resource.

3.8 RESEARCH ON DEADLOCKS

If ever there was a subject that was investigated mercilessly during the early
days of operating systems, it was deadlocks. The reason for this is that deadlock
detection is a nice little graph theory problem that one mathematically-inclined
graduate student can get his jaws around and chew on for 3 or 4 years. All kinds
of algorithms were devised, each one more exotic and less practical than the pre-
vious one. Essentially, all this research has died out, with only a very occasional
new paper appearing (e.g., Karacali et al., 2000). When an operating system
wants to do deadlock detection or prevention, which few of them do, they use one
of the methods discussed in this chapter,

There is still a little research on distributed deadlock detection, however. We
will not treat that here because (1) it is outside the scope of this book, and (2)
none of it is even remotely practical in real systems. Its main function seems to
be keeping otherwise unemployed graph theorists off the streets.

3.9 SUMMARY

Deadlock is a potential problem in any operating system. It occurs when a
group of processes each have been granted exclusive access to some resources,
and each one wants yet another resource that belongs to another process in the
group. All of them are blocked and none will ever run again.

Deadlock can be avoided by keeping track of which states are safe and which
are unsafe. A safe state is one in which there exists a sequence of events that
guarantee that all processes can finish. An unsafe state has no such guarantee.
The banker’s algorithm avoids deadlock by not granting a request if that request
will put the system in an unsafe state.

Deadlock can be structurally prevented by building the system in such a way
that it can never occur by design. For example, by allowing a process to hold only
one resource at any instant the circular wait condition required for deadlock is
broken. Deadlock can also be prevented by numbering all the resources, and
making processes request them in strictly increasing order. Starvation can be
avoided by a first-come, first-served allocation policy.
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24.

CHAP. 3 PROBLEMS 187

A system has two processes and three identical resources. Each process needs a max-
imum of two resources. Is deadlock possible? Explain your answer.

Consider the previous problem again, but now with p processes each needing a max-
imum of m resources and a total of » resources available. What condition must hold to
make the system deadlock free?

Suppose that process A in Fig. 3-12 requests the last tape drive. Does this action lead
to a deadlock?

A computer has six tape drives, with n processes competing for them. Each process
may need two drives. For which values of # is the system deadlock free?

The banker’s algorithm is being run in a system with m resource classes and n
processes. In the limit of large /m and n, the number of operations that must be per-
formed to check a state for safety is proportional to m“n®. What are the values of a
and b?

A system has four processes and five allocatable resources. The current allocation and
maximum needs are as follows:

Allocated Maximum Available
Process A 10211 11213 00x11
Process B 20110 22210
Process C 11010 21310
Process D 11110 11221

What is the smallest value of x for which this is a safe state?

A distributed system using mailboxes has two IPC primitives, send and receive. The
latter primitive specifies a process to receive from and blocks if no message from that
process is available, even though messages may be waiting from other processes.
There are no shared resources, but processes need to communicate frequently about
other matters. Is deadlock possible? Discuss.

Two processes, A and B, each need three records, 1, 2, and 3, in a database. If A asks
for them in the order 1, 2, 3, and B asks for them in the same order, deadlock is not
possible. However, if B asks for them in the order 3, 2, 1, then deadlock is possible.
With three resources, there are 3! or 6 possible combinations each process can request
the resources. What fraction of all the combinations are guaranteed to be deadlock
free?

Now reconsider the above problem, but using two-phase locking. Will that eliminate
the potential for deadlock? Does it have any other undesirable characteristics, how-
ever? If so, which ones?

In an electronic funds transfer system, there are hundreds of identical processes that
work as follows. Each process reads an input line specifying an amount of money, the
account to be credited, and the account to be debited. Then it locks both accounts and
transfers the money, releasing the locks when done. With many processes running in
parallel, there is a very real danger that having locked account x it will be unable to
lock y because y has been locked by a process now waiting for x. Devise a scheme
that avoids deadlocks. Do not release an account record until you have completed the
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MEMORY MANAGEMENT

Memory is an important resource that must be carefully managed. While the
average home computer nowadays has a thousand times as much memory as the
IBM 7094, the largest computer in the world in the early 1960s, programs are get-
ting bigger faster than memories. To paraphrase Parkinson’s law, “Programs
expand to fill the memory available to hold them.” In this chapter we will study
how operating systems manage memory.

Ideally, what every programmer would like is an infinitely large, infinitely
fast memory that is also nonvolatile, that is, does not lose its contents when the
electric power fails. While we are at it, why not also ask for it to be inexpensive,
too? Unfortunately technology does not provide such memories. Consequently,
most computers have a memory hierarchy, with a small amount of very fast,
expensive, volatile cache memory, tens of megabytes of medium-speed, medium-
price, volatile main memory (RAM), and tens or hundreds of gigabytes of slow,
cheap, nonvolatile disk storage. It is the job of the operating system to coordinate
how these memories are used.

The part of the operating system that manages the memory hierarchy is called
the memory manager. Its job is to keep track of which parts of memory are in
use and which parts are not in use, to allocate memory to processes when they
need it and deallocate it when they are done, and to manage swapping between
main memory and disk when main memory is too small to hold all the processes.

In this chapter we will investigate a number of different memory management
schemes, ranging from very simple to highly sophisticated. We will start at the

189
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SEC. 4.1 BASIC MEMORY MANAGEMENT 195

CPU
Arrival  minutes # Processes
Job time needed 1 2 3 4
1 10:00 4 CPU idle .80 | .64 | 51| .41
2 10:10 3 CPU busy 20| .36 | 49| .59
3 10:15 2 CPU/process | .20 | .18 | .16 | .15
4 10:20 2
(a) (b)
1 2.0 | 9 | 8 .3 t/Job1 finishes
1 T T 1
Job 2 starts ! .9 | .8 | .31 9 1.1 i
2 | \l 1 T 1 1 1 |
| | 8 P .31 .9 [ |
3 | I + + {1 | |
| | I .31 9 11t 7
4 |- I I — T
] ! | | [ 1
0 [ ] | | [ ]
0 10 15 20 22 276 28.2 31.7
Time (relative to job 1's arrival)

(©

Figure 4-4. (a) Arrival and work requirements of four jobs. (b) CPU utilization
for 1 to 4 jobs with 80 percent I/O wait. (c) Sequence of events as jobs arrive
and finish. The numbers above the horizontal lines show how much CPU time,
in minutes, each job gets in each interval.

main program, user-written procedures, and library procedures are combined into
a single address space), the linker must know at what address the program will
begin in memory.

For example, suppose that the first instruction is a call to a procedure at abso-
lute address 100 within the binary file produced by the linker. If this program is
loaded in partition 1 (at address 100K), that instruction will jump to absolute
address 100, which is inside the operating system. What is needed is a call to
100K + 100. If the program is loaded into partition 2, it must be carried out as a
call to 200K + 100, and so on. This problem is known as the relocation problem.

One possible solution is to actually modify the instructions as the program is
loaded into memory. Programs loaded into partition 1 have 100K added to each
address, programs loaded into partition 2 have 200K added to addresses, and so
forth. To perform relocation during loading like this, the linker must include in
the binary program a list or bitmap telling which program words are addresses to
be relocated and which are opcodes, constants, or other items that must not be
relocated. OS/MFT worked this way. .

Relocation during loading does not solve the protection problem. A malicious
program can always construct a new instruction and jump to it. Because programs
in this system use absolute memory addresses rather than addresses relative to a
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SEC. 4.2 SWAPPING 201

A minor variation of first fit is next fit. It works the same way as first fit,
except that it keeps track of where it is whenever it finds a suitable hole. The next
time it is called to find a hole, it starts searching the list from the place where it
left off last time, instead of always at the beginning, as first fit does. Simulations
by Bays (1977) show that next fit gives slightly worse performance than first fit.

Another well-known algorithm is best fit. Best fit searches the entire list and
takes the smallest hole that is adequate. Rather than breaking up a big hole that
might be needed later, best fit tries to find a hole that is close to the actual size
needed.

As an example of first fit and best fit, consider Fig. 4-7 again. If a block of
size 2 is needed, first fit will allocate the hole at 5, but best fit will allocate the
hole at 18.

Best fit is slower than first fit because it must search the entire list every time
it is called. Somewhat surprisingly, it also results in more wasted memory than
first fit or next fit because it tends to fill up memory with tiny, useless holes. First
fit generates larger holes on the average.

To get around the problem of breaking up nearly exact matches into a process
and a tiny hole, one could think about worst fit, that is, always take the largest
available hole, so that the hole broken off will be big enough to be useful. Simu-
lation has shown that worst fit is not a very good idea either.

All four algorithms can be speeded up by maintaining separate lists for
processes and holes. In this way, all of them devote their full energy to inspecting
holes, not processes. The inevitable price that is paid for this speedup on alloca-
tion is the additional complexity and slowdown when deallocating memory, since
a freed segment has to be removed from the process list and inserted into the hole
list.

If distinct lists are maintained for processes and holes, the hole list may be
kept sorted on size, to make best fit faster. When best fit searches a list of holes
from smallest to largest, as soon as it finds a hole that fits, it knows that the hole is
the smallest one that will do the job, hence the best fit. No further searching is
needed, as it is with the single list scheme. With a hole list sorted by size, first fit
and best fit are equally fast, and next fit is pointless.

When the holes are kept on separate lists from the processes, a small optimi-
zation is possible. Instead of having a separate set of data structures for maintain-
ing the hole list, as is done in Fig. 4-7(c), the holes themselves can be used. The
first word of each hole could be the hole size, and the second word a pointer to the
following entry. The nodes of the list of Fig. 4-7(c), which require three words
and one bit (P/H), are no longer needed.

Yet another allocation algorithm is quick fit, which maintains separate lists
for some of the more common sizes requested. For example, it might have a table
with n entries, in which the first entry is a pointer to the head of a list of 4-KB
holes, the second entry is a pointer to a list of 8-KB holes, the third entry a pointer
to 12-KB holes, and so on. Holes of say, 21 KB, could either be put on the 20-KB
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depending on the computer). Addresses can be generated using indexing, base
registers, segment registers, and other ways.

The CPU sends virtual

CPU addresses to the MMU
package
CPU
—|  Memory Memo Disk
. Management it controller
unit
\ Bus

The MMU sends physical
addresses to the memory

Figure 4-9. The position and function of the MMU. Here the MMU is shown
as being a part of the CPU chip because it commonly is nowadays. However,
logically it could be a separate chip and was in years gone by.

These program-generated addresses are called virtual addresses and form the
virtual address space. On computers without virtual memory, the virtual address
is put directly onto the memory bus and causes the physical memory word with
the same address to be read or written. When virtual memory is used, the virtual
addresses do not go directly to the memory bus. Instead, they go to an MMU
(Memory Management Unit) that maps the virtual addresses onto the physical
memory addresses as illustrated in Fig. 4-9.

A very simple example of how this mapping works is shown in Fig. 4-10. In
this example, we have a computer that can generate 16-bit addresses, from O up to
64K. These are the virtual addresses. This computer, however, has only 32 KB
of physical memory, so although 64-KB programs can be written, they cannot be
loaded into memory in their entirety and run. A complete copy of a program’s
core image, up to 64 KB, must be present on the disk, however, so that pieces can
be brought in as needed.

The virtual address space is divided up into units called pages. The corre-
sponding units in the physical memory are called page frames. The pages and
page frames are always the same size. In this example they are 4 KB, but page
sizes from 512 bytes to 64 KB have been used in real systems. With 64 KB of
virtual address space and 32 KB of physical memory, we get 16 virtual pages and
8 page frames. Transfers between RAM and disk are always in units of a page.

When the program tries to access address 0, for example, using the instruction

MOV REG,0
virtual address O is sent to the MMU. The MMU sees that this virtual address falls
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eight physical page frames, only eight of the virtual pages in Fig. 4-10 are mapped
onto physical memory. The others, shown as a cross in the figure, are not
mapped. In the actual hardware, a Present/absent bit keeps track of which pages
are physically present in memory.

What happens if the program tries to use an unmapped page, for example, by
using the instruction

MOV REG,32780

which is byte 12 within virtual page 8 (starting at 32768)? The MMU notices that
the page is unmapped (indicated by a cross in the figure) and causes the CPU to
trap to the operating system. This trap is called a page fault. The operating sys-
tem picks a little-used page frame and writes its contents back to the disk. It then
fetches the page just referenced into the page frame just freed, changes the map,
and restarts the trapped instruction.

For example, if the operating system decided to evict page frame 1, it would
load virtual page 8 at physical address 4K and make two changes to the MMU
map. First, it would mark virtual page 1’s entry as unmapped, to trap any future
accesses to virtual addresses between 4K and 8K. Then it would replace the cross
in virtual page 8’s entry with a 1, so that when the trapped instruction is re-
executed, it will map virtual address 32780 onto physical address 4108.

Now let us look inside the MMU to see how it works and why we have
chosen to use a page size that is a power of 2. In Fig. 4-11 we see an example of
a virtual address, 8196 (0010000000000100 in binary), being mapped using the
MMU map of Fig. 4-10. The incoming 16-bit virtual address is split into a 4-bit
page number and a 12-bit offset. With 4 bits for the page number, we can have 16
pages, and with 12 bits for the offset, we can address all 4096 bytes within a page.

The page number is used as an index into the page table, yielding the number
of the page frame corresponding to that virtual page. If the Present/absent bit is
0, a trap to the operating system is caused. If the bit is 1, the page frame number
found in the page table is copied to the high-order 3 bits of the output register,
along with the 12-bit offset, which is copied unmodified from the incoming virtual
address. Together they form a 15-bit physical address. The output register is then
put onto the memory bus as the physical memory address.

4.3.2 Page Tables

In the simplest case, the mapping of virtual addresses onto physical addresses
is as we have just described it. The virtual address is split into a virtual page
number (high-order bits) and an offset (low-order bits). For example, with a 16-
bit address and a 4-KB page size, the upper 4 bits could specify one of the 16 vir-
tual pages and the lower 12 bits would then specify the byte offset (0 to 4095)
within the selected page. However a split with 3 or 5 or some other number of
bits for the page is also possible. Different splits imply different page sizes.
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The first point follows from the fact that modern computers use virtual addresses
of at least 32 bits. With, say, a 4-KB page size, a 32-bit address space has 1 mil-
lion pages, and a 64-bit address space has more than you want to contemplate.
With 1 million pages in the virtual address space, the page table must have 1 mil-
lion entries. And remember that each process needs its own page table (because it
has its own virtual address space).

The second point is a consequence of the fact that the virtual-to-physical map-
ping must be done on every memory reference. A typical instruction has an
instruction word, and often a memory operand as well. Consequently, it is neces-
sary to make 1, 2, or sometimes more page table references per instruction. If an
instruction takes, say, 4 nsec, the page table lookup must be done in under 1 nsec
to avoid becoming a major bottleneck.

The need for large, fast page mapping is a significant constraint on the way
computers are built. Although the problem is most serious with top-of-the-line
machines, it is also an issue at the low end as well, where cost and the
price/performance ratio are critical. In this section and the following ones, we
will look at page table design in detail and show a number of hardware solutions
that have been used in actual computers.

The simplest design (at least conceptually) is to have a single page table con-
sisting of an array of fast hardware registers, with one entry for each virtual page,
indexed by virtual page number, as shown in Fig. 4-11. When a process is started
up, the operating system loads the registers with the process’ page table, taken
from a copy kept in main memory. During process execution, no more memory
references are needed for the page table. The advantages of this method are that it
is straightforward and requires no memory references during mapping. A disad-
vantage is that it is potentially expensive (if the page table is large). Having to
load the full page table at every context switch hurts performance.

At the other extreme, the page table can be entirely in main memory. All the
hardware needs then is a single register that points to the start of the page table.
This design allows the memory map to be changed at a context switch by reload-
ing one register. Of course, it has the disadvantage of requiring one or more
memory references to read page table entries during the execution of each instruc-
tion. For this reason, this approach is rarely used in its most pure form, but below
we will study some variations that have much better performance.

Multilevel Page Tables

To get around the problem of having to store huge page tables in memory all
the time, many computers use a multilevel page table. A simple example is
shown in Fig. 4-12. In Fig. 4-12(a) we have a 32-bit virtual address that is parti-
tioned into a 10-bit PT/ field, a 10-bit P72 field, and a 12-bit Offset field. Since
offsets are 12 bits, pages are 4 KB, and there are a total of 220 of them.
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SEC. 4.3 VIRTUAL MEMORY 209

the 10-bit PTI field. When a virtual address is presented to the MMU, it first
extracts the PT1 field and uses this value as an index into the top-level page table.
Each of these 1024 entries represents 4M because the entire 4-gigabyte (i.e., 32-
bit) virtual address space has been chopped into chunks of 1024 bytes.

The entry located by indexing into the top-level page table yields the address
or the page frame number of a second-level page table. Entry O of the top-level
page table points to the page table for the program text, entry 1 points to the page
table for the data, and entry 1023 points to the page table for the stack. The other
(shaded) entries are not used. The P72 field is now used as an index into the
selected second-level page table to find the page frame number for the page itself.

As an example, consider the 32-bit virtual address 0x00403004 (4,206,596
decimal), which is 12,292 bytes into the data. This virtual address corresponds to
PT1=1, PT2=2, and Offset =4. The MMU first uses P71/ to index into the
top-level page table and obtain entry 1, which corresponds to addresses 4M to 8M.
It then uses P72 to index into the second-level page table just found and extract
entry 3, which corresponds to addresses 12288 to 16383 within its 4M chunk (i.e.,
absolute addresses 4,206,592 to 4,210,687). This entry contains the page frame
number of the page containing virtual address 0x00403004. If that page is not in
memory, the Present/absent bit in the page table entry will be zero, causing a
page fault. If the page is in memory, the page frame number taken from the
second-level page table is combined with the offset (4) to construct a physical
address. This address is put on the bus and sent to memory.

The interesting thing to note about Fig. 4-12 is that although the address space
contains over a million pages, only four page tables are actually needed: the top-
level table, and the second-level tables for O to 4M, 4M to 8M, and the top 4M.
The Present/absent bits in 1021 entries of the top-level page table are set to O,
forcing a page fault if they are ever accessed. Should this occur, the operating
system will notice that the process is trying to reference memory that it is not sup-
posed to and will take appropriate action, such as sending it a signal or killing it.
In this example we have chosen round numbers for the various sizes and have
picked PTI equal to PT2 but in actual practice other values are also possible, of
course.

The two-level page table system of Fig. 4-12 can be expanded to three, four,
or more levels. Additional levels give more flexibility, but it is doubtful that the
additional complexity is worth it beyond three levels.

Structure of a Page Table Entry

Let us now turn from the structure of the page tables in the large, to the details
of a single page table entry. The exact layout of an entry is highly machine
dependent, but the kind of information present is roughly the same from machine
to machine. In Fig. 4-13 we give a sample page table entry. The size varies from
computer to computer, but 32 bits is a common size. The most important field is
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SEC. 4.4 PAGE REPLACEMENT ALGORITHMS 215

a heavily used page is removed, it will probably have to be brought back in
quickly, resulting in extra overhead. Much work has been done on the subject of
page replacement algorithms, both theoretical and experimental. Below we will
describe some of the most important algorithms.

It is worth noting that the problem of “page replacement” occurs in other
areas of computer design as well. For example, most computers have one or more
memory caches consisting of recently used 32-byte or 64-byte memory blocks.
When the cache is full, some block has to be chosen for removal. This problem is
precisely the same as page replacement except on a shorter time scale (it has to be
done in a few nanoseconds, not milliseconds as with page replacement). The rea-
son for the shorter time scale is that cache block misses are satisfied from main
memory, which has no seek time and no rotational latency.

A second example is in a Web server. The server can keep a certain number
of heavily used Web pages in its memory cache. However, when the memory
cache is full and a new page is referenced, a decision has to be made which Web
page to evict. The considerations are similar to pages of virtual memory, except
for the fact that the Web pages are never modified in the cache, so there is always
a fresh copy on disk. In a virtual memory system, pages in main memory may be
either clean or dirty.

4.4.1 The Optimal Page Replacement Algorithm

The best possible page replacement algorithm is easy to describe but impossi-
ble to implement. It goes like this. At the moment that a page fault occurs, some
set of pages is in memory. One of these pages will be referenced on the very next
instruction (the page containing that instruction). Other pages may not be refer-
enced until 10, 100, or perhaps 1000 instructions later. Each page can be labeled
with the number of instructions that will be executed before that page is first
referenced.

The optimal page algorithm simply says that the page with the highest label
should be removed. If one page will not be used for 8 million instructions and
another page will not be used for 6 million instructions, removing the former
pushes the page fault that will fetch it back as far into the future as possible.
Computers, like people, try to put off unpleasant events for as long as they can.

The only problem with this algorithm is that it is unrealizable. At the time of
the page fault, the operating system has no way of knowing when each of the
pages will be referenced next. (We saw a similar situation earlier with the shor-
test job first scheduling algorithm—how can the system tell which job is shor-
test?) Still, by running a program on a simulator and keeping track of all page
references, it is possible to implement optimal page replacement on the second
run by using the page reference information collected during the firsz run.

In this way it is possible to compare the performance of realizable algorithms
with the best possible one. If an operating system achieves a performance of, say,
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]
0 Y oE

When a page fault occurs,
the page the hand is
@ pointing to is inspected.

The action taken depends
on the R bit:
R = 0: Evict the page

m R = 1: Clear R and advance hand

Figure 4-17. The clock page replacement algorithm.

algorithm: when a page fault occurs, throw out the page that has been unused for
the longest time. This strategy is called LRU (Least Recently Used) paging.

Although LRU is theoretically realizable, it is not cheap. To fully implement
LRU, it is necessary to maintain a linked list of all pages in memory, with the
most recently used page at the front and the least recently used page at the rear.
The difficulty is that the list must be updated on every memory reference. Find-
ing a page in the list, deleting it, and then moving it to the front is a very time con-
suming operation, even in hardware (assuming that such hardware could be built).

However, there are other ways to implement LRU with special hardware. Let
us consider the simplest way first. This method requires equipping the hardware
with a 64-bit counter, C, that is automatically incremented after each instruction.
Furthermore, each page table entry must also have a field large enough to contain
the counter. After each memory reference, the current value of C is stored in the
page table entry for the page just referenced. When a page fault occurs, the
operating system examines all the counters in the page table to find the lowest
one. That page is the least recently used.

Now let us look at a second hardware LRU algorithm. For a machine with n
page frames, the LRU hardware can maintain a matrix of n X n bits, initially all
zero. Whenever page frame k is referenced, the hardware first sets all the bits of
row k to 1, then sets all the bits of column % to 0. At any instant, the row whose
binary value is lowest is the least recently used, the row whose value is next
lowest is next least recently used, and so forth. The workings of this algorithm
are given in Fig. 4-18 for four page frames and page references in the order

0123210323

After page 0 is referenced, we have the situation of Fig. 4-18(a). After page 1 is
reference, we have the situation of Fig. 4-18(b), and so forth.
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0, 1, 0, 1, and 1, respectively (page O is 1, page 1 is 0, page 2 is 1, etc.). In other
words, between tick 0 and tick 1, pages 0, 2, 4, and 5 were referenced, setting
their R bits to 1, while the other ones remain 0. After the six corresponding
counters have been shifted and the R bit inserted at the left, they have the values
shown in Fig. 4-19(a). The four remaining columns show the six counters after
the next four clock ticks.

R bits for i R bits for i R bits for i R bits for E R bits for
pages 0-5, | pages 0-5, i pages 0-5, | pages 0-5, i pages 0-5,
clock tick 0 i clock tick 1 E clock tick 2 ; clock tick 3 i clock tick 4
Lo o[ [r] ¢ [11]ofo]t]o] ¢ [1[1]o]1]o]1] : [1]o]o]o]1]o] + fof1]t]o]o]o]
| i i i
Page | i i i
0 1ooooooﬂ i | 11000000 | é [ 11100000 | % | 11110000 | i [ ot1111000 ]
1 (7 00000006441 E l 10000000 | ; | 11000000 | E ! 01100000 | E ! 10110000 ]
2 [ 10000000 [ ; | o1000000 | é [7 00100000 | ; | oot00000 | i | 10001000 ]
3| 00000000 I % | 00000000 | i | 10000000 | E | ot1000000 | ; | oo100000 |
1 1 1 1
4| 10000000 J §| 11000000 | 1| 01100000 | i‘ 10110000 | §| 01011000 |
i i i
5| 10000000 | % (' 01000000 | ; | 10100000 | E [ 01010000 | E | oo101000 |

(a) (b) (c) (d) (e)

Figure 4-19. The aging algorithm simulates LRU in software. Shown are six
pages for five clock ticks. The five clock ticks are represented by (a) to (e).

When a page fault occurs, the page whose counter is the lowest is removed. It
is clear that a page that has not been referenced for, say, four clock ticks will have
four leading zeros in its counter and thus will have a lower value than a counter
that has not been referenced for three clock ticks.

This algorithm differs from LRU in two ways. Consider pages 3 and 5 in
Fig. 4-19(e). Neither has been referenced for two clock ticks; both were refer-
enced in the tick prior to that. According to LRU, if a page must be replaced, we
should choose one of these two. The trouble is, we do not know which of these
two was referenced last in the interval between tick 1 and tick 2. By recording
only one bit per time interval, we have lost the ability to distinguish references
early in the clock interval from those occurring later. All we can do is remove
page 3, because page 5 was also referenced two ticks earlier and page 3 was not.

The second difference between LRU and aging is that in aging the counters
have a finite number of bits, 8 bits in this example. Suppose that two pages each
have a counter value of 0. All we can do is pick one of them at random. In
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It has been long known that most programs do not reference their address
space uniformly, but that the references tend to cluster on a small number of
pages. A memory reference may fetch an instruction, it may fetch data, or it may
store data. At any instant of time, 7, there exists a set consisting of all the pages
used by the k most recent memory references. This set, w(k, t), is the working
set. Because the & = 1 most recent references must have used all the pages used
by the k > 1 most recent references, and possibly others, w(k, ¢) is a monotoni-
cally nondecreasing function of k. The limit of w(k, ) as k becomes large is finite
because a program cannot reference more pages than its address space contains,
and few programs will use every single page. Figure 4-20 depicts the size of the
working set as a function of k.

wik,t)

k

Figure 4-20. The working set is the set of pages used by the k most recent
memory references. The function w(k, 1) is the size of the working set at time 1.

The fact that most programs randomly access a small number of pages, but
that this set changes slowly in time explains the initial rapid rise of the curve and
then the slow rise for large k. For example, a program that is executing a loop
occupying two pages using data on four pages, may reference all six pages every
1000 instructions, but the most recent reference to some other page may be a mil-
lion instructions earlier, during the initialization phase. Due to this asymptotic
behavior, the contents of the working set is not sensitive to the value of k chosen.
To put it differently, there exists a wide range of k values for which the working
set is unchanged. Because the working set varies slowly with time, it is possible
to make a reasonable guess as to which pages will be needed when the program is
restarted on the basis of its working set when it was last stopped. Prepaging con-
sists of loading these pages before the process is allowed to run again.

To implement the working set model, it is necessary for the operating system
to keep track of which pages are in the working set. Having this information also
immediately leads to a possible page replacement algorithm: when a page fault
occurs, find a page not in the working set and evict it. To implement such an
algorithm, we need a precise way of determining which pages are in the working
set and which are not at any given moment in time.

|
x
|
}
|
3
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4.5.1 Belady’s Anomaly

Intuitively, it might seem that the more page frames the memory has, the
fewer page faults a program will get. Surprisingly enough, this is not always the
case. Belady et al. (1969) discovered a counterexample, in which FIFO caused
more page faults with four page frames than with three. This strange situation has
become known as Belady’s anomaly. It is illustrated in Fig. 4-24 for a program
with five virtual pages, numbered from O to 4. The pages are referenced in the
order

012301401234

In Fig. 4-24(a) we see how with three page frames a total of nine page faults are
caused. In Fig. 4-24(b) we get ten page faults with four page frames.

All pages frames initially empty

01 2 3 0 1 4 01 2 3 4
Youngest page Ol1|2|3|0|1|4|4|4|2][3]3
oj1|2|3|0|1|1|1]4]2]2
Oldest page 011]2]3|0]0j0|114}4
P P PP P PP P P 9 Page faults
()
01 2 3 01 4 0 1 2 838 4
Youngest page 0111213313 |4]0]1]2{31}4
ojtj2|212|314101112}3
Oldest page Of1]1j1]2|3|4]j0[1]2
0|00} 1[2]3[4]0(1
PP PP P P P P P P 10Page faults
(b)

Figure 4-24. Belady’s anomaly. (a) FIFO with three page frames. (b) FIFO
with four page frames. The P’s show which page references cause page faults.

4.5.2 Stack Algorithms

Many researchers in computer science were dumbfounded by Belady’s ano-
maly and began investigating it. This work led to the development of a whole
theory of paging algorithms and their properties. While most of this work is
beyond the scope of this book, we will give a brief introduction below. For more
details see (Maekawa et al., 1987).

All of this work begins with the observation that every process generates a
sequence of memory references as it runs. Each memory reference corresponds to

IBM Ex-1017

Page 259



IBM Ex-1017
Page 260



SEC. 4.5 MODELING PAGE REPLACEMENT ALGORITHMS 231

Referencestring 0 2 1 3 5 4 6 3 7 4 7 3 355 311171341
012|1]3|5[4|6]|3[7]|4]7|3[3|5|[5|3|1[1]|1|7][1]|3]|4]1
012]1|3]|5|416|3]|7]4]7]7]3]3[{5]3|3]3]|1]7]1]3]4
0]2[1]8]|5/4|6|3[3]4/4{7|7]|7[5|5|5/3]3]7(1]3
0[2}1]|3|5[/4/6]|6|6]6[4]4]4|7/7]7|5[{5]|5(7|7
0j2/1[1]5[5]5[515|6]|6]|6]41414]|4]4]4]5]|5
Ofl2|2[1|1)]1|1f1]|1]|]1i{1]|6|6[6]|6]|6[6]|6]6
0joj2)2|2)2]|2)2|2|2|2|2|2]|2|2]2|2]2
0jofojojojojojofojojojojojoj0]O0

Page faults PPPPPPP P P P P
Distance string o« o © ® ® © © 4 » 4 2 3151 26 1142 353

Figure 4-25. The state of the memory array, M, after each item in the reference
string is processed. The distance string will be discussed in the next section.

The first page in the reference string is 0, so it is entered in the top of mem-
ory, as shown in the second column. The second page is 2, so it is entered at the
top of the third column. This action causes 0 to move down. In this example, a
newly loaded page is always entered at the top, and everything else moved down,
as needed.

Each of the first seven pages in the reference string causes a page fault. The
first four can be handled without removing a page, but starting with the reference
to page 5, loading a new page requires removing an old page.

The second reference to page 3 does not cause a page fault, because 3 is
already in memory. Nevertheless, the interpreter removes it from where it was
and puts it on the top, as shown. The process continues for a while, until page 5 is
referenced. This page is moved from bottom part of M to the top part (i.e., it is |
loaded into memory from disk). Whenever a page is referenced that is not within |
the heavy box, a page fault occurs, as indicated by the P’s below the matrix. |

Let us now briefly summarize some of the properties of this model. First, |

when a page is referenced, it is always moved to the top entry in M. Second, if |
the page referenced was already in M, all pages above it move down one position.
A transition from within the box to outside of it corresponds to a page being
evicted from memory. Third, pages that were below the referenced page are not
moved. In this manner, the contents of M exactly represent the contents of the
LRU algorithm.

Although this example uses LRU, the model works equally well with other
algorithms. In particular, there is one class of algorithms that is especially
interesting: algorithms that have the property

M(m, rycMim+1,r)

where m varies over the page frames and r is an index into the reference string.
What this says is that the set of pages included in the top part of M for a memory
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Age
AQ 10 A0 AG
Al 7 Al Al
A2 5 A2 A2
A3 4 A3 A3
Ad 6 Ad Ad
A5 3 A5
BO 9 BO BO
Bi 4 B1 B1
B2 6 B2 B2
B3 2 B3
B4 5 B4 B4
B5 6 B5 B5
B6 12 B6 B6
Ci 3 C1 Ci
C2 5 C2 C2
C3 6 C3 c3

@ (b) ()

Figure 4-28. Local versus global page replacement. (a) Original configuration.
(b) Local page replacement. (c) Global page replacement.

the aging bits, but this approach does not necessarily prevent thrashing. The
working set may change size in microseconds, whereas the aging bits are a crude
measure spread over a number of clock ticks.

Another approach is to have an algorithm for allocating page frames to
processes. One way is to periodically determine the number of running processes
and allocate each process an equal share. Thus with 12,416 available (i.e., non-
operating system) page frames and 10 processes, each process gets 1241 frames.
The remaining 6 go into a pool to be used when page faults occur.

Although this method seems fair, it makes little sense to give equal shares of
the memory to a 10-KB process and a 300-KB process. Instead, pages can be
allocated in proportion to each process’ total size, with a 300-KB process getting
30 times the allotment of a 10-KB process. It is probably wise to give each proc-
ess some minimum number, so it can run, no matter how small it is. On some
machines, for example, a single two-operand instruction may need as many as six
pages because the instruction itself, the source operand, and the destination
operand may all straddle page boundaries. With an allocation of only five pages,
programs containing such instructions cannot execute at all.

If a global algorithm is used, it may be possible to start each process up with
some number of pages proportional to the process’ size, but the allocation has to
be updated dynamically as the processes run. One way to manage the allocation
is to use the PFF (Page Fault Frequency) algorithm. It tells when to increase or
decrease a process’ page allocation but says nothing about which page to replace
on a fault. It just controls the size of the allocation set.
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