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SEC. 4.7 IMPLEMENTATION ISSUES 245

of the program counter at the time of the trap depends on which operand faulted
and how the CPU’s microcode has been implemented.

MOVE.L #6(A1), 2(A0)

| 16 Bits |
1000 MOVE } Opcode
1002 6 } First operand
1004 2 } Second operand

Figure 4-32. An instruction causing a page fault.

In Fig. 4-32, we have an instruction starting at address 1000 that makes three
memory references: the instruction word itself, and two offsets for the operands.
Depending on which of these three memory references caused the page fault, the
program counter might be 1000, 1002, or 1004 at the time of the fault. It is fre-
quently impossible for the operating system to determine unambiguously where
the instruction began. If the program counter is 1002 at the time of the fault, the
operating system has no way of telling whether the word in 1002 is a memory
address associated with an instruction at 1000 (e.g., the location of an operand), or
an instruction opcode.

Bad as this problem may be, it could have been worse. Some 680x0 address-
ing modes use autoincrementing, which means that a side effect of executing the
instruction is to increment one or more registers. Instructions that use autoincre-
ment mode can also fault. Depending on the details of the microcode, the incre-
ment may be done before the memory reference, in which case the operating sys-
tem must decrement the register in software before restarting the instruction. Or,
the autoincrement may be done after the memory reference, in which case it will
not have been done at the time of the trap and must not be undone by the operat-
ing system. Autodecrement mode also exists and causes a similar problem. The
precise details of whether autoincrements and autodecrements have or have not
been done before the corresponding memory references may differ from instruc-
tion to instruction and from CPU model to CPU model.

Fortunately, on some machines the CPU designers provide a solution, usually
in the form of a hidden internal register into which the program counter is copied
just before each instruction is executed. These machines may also have a second
register telling which registers have already been autoincremented or autodecre-
mented, and by how much. Given this information, the operating system can
unambiguously undo all the effects of the faulting instruction so it can be started
all over again. If this information is not available, the operating system has to
jump through hoops to figure out what happened and how to repair jt. It is as
though the hardware designers were unable to solve the problem, so they threw up
their hands and told the operating system writers to deal with it. Nice guys.
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SEC. 4.7 IMPLEMENTATION ISSUES 249

This implementation leaves open where the page replacement algorithm is
put. It would be cleanest to have it in the external pager, but there are some prob-
lems with this approach. Principal among these is that the external pager does not
have access to the R and M bits of all the pages. These bits play a role in many of
the paging algorithms. Thus either some mechanism is needed to pass this infor-
mation up to the external pager, or the page replacement algorithm must go in the
kernel. In the latter case, the fault handler tells the external pager which page it
has selected for eviction and provides the data, either by mapping it into the exter-
nal pager’s address space or including it in a message. Either way, the external
pager writes the data to disk.

The main advantage of this implementation is more modular code and greater
flexibility. The main disadvantage is the extra overhead of crossing the user-
kernel boundary several times and the overhead of the various messages being
sent between the pieces of the system. At the moment, the subject is highly con-
troversial, but as computers get faster and faster, and the software gets more and
more complex, in the long run sacrificing some performance for more reliable
software will probably be acceptable to most implementers.

4.8 SEGMENTATION

The virtual memory discussed so far is one-dimensional because the virtual
addresses go from 0 to some maximum address, one address after another. For
many problems, having two or more separate virtual address spaces may be much
better than having only one. For example, a compiler has many tables that are
built up as compilation proceeds, possibly including

1. The source text being saved for the printed listing (on batch systems).
2. The symbol table, containing the names and attributes of variables.

3. The table containing all the integer and floating-point constants used.
4. The parse tree, containing the syntactic analysis of the program.

5. The stack used for procedure calls within the compiler.

Each of the first four tables grows continuously as compilation proceeds. The last
one grows and shrinks in unpredictable ways during compilation. In a one-
dimensional memory, these five tables would have to be allocated contiguous
chunks of virtual address space, as in Fig. 4-35.

Consider what happens if a program has an exceptionally large number of
variables but a normal amount of everything else. The chunk of address space
allocated for the symbol table may fill up, but there may be lots of room in the
other tables. The compiler could, of course, simply issue a message saying that
the compilation cannot continue due to too many variables, but doing so does not
seem very sporting when unused space is left in the other tables.
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SEC. 4.8 SEGMENTATION 251

Figure 4-36 illustrates a segmented memory being used for the compiler tables
discussed earlier. Five independent segments are shown here.

20K
16K |- 16K
12K = 12K 12K — 12K
Symbol
table
8K 8K |- 8K |~ Parse 8K [~
tree
Source Call
text stack
4K |- 4K |- 4K 4K -
Constants
0K 0K 0K 0K 0K
Segment Segment Segment Segment Segment
0 1 2 3 4

Figure 4-36. A segmented memory allows each table to grow or shrink in-
dependently of the other tables.

We emphasize that a segment is a logical entity, which the programmer is
aware of and uses as a logical entity. A segment might contain a procedure, or an
array, or a stack, or a collection of scalar variables, but usually it does not contain
a mixture of different types.

A segmented memory has other advantages besides simplifying the handling
of data structures that are growing or shrinking. If each procedure occupies a
separate segment, with address O as its starting address, the linking up of pro-
cedures compiled separately is greatly simplified. After all the procedures that
constitute a program have been compiled and linked up, a procedure call to the
procedure in segment n will use the two-part address (r, 0) to address word O (the
entry point).

If the procedure in segment n is subsequently modified and recompiled, no
other procedures need be changed (because no starting addresses have been modi-
fied), even if the new version is larger than the old one. With a one-dimensional
memory, the procedures are packed tightly next to each other, with no address
space between them. Consequently, changing one procedure’s size can affect the
starting address of other, unrelated procedures. This, in turn, requires modifying
all procedures that call any of the moved procedures, in order to incorporate their
new starting addresses. If a program contains hundreds of procedures, this proc-
ess can be costly.

Segmentation also facilitates sharing procedures or data between several
processes. A common example is the shared library. Modern workstations that
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SEC. 4.8 SEGMENTATION 259

used, it can find the complete descriptor corresponding to that selector in its inter-
nal registers. If the segment does not exist (selector 0), or is currently paged out,
a trap occurs.

It then checks to see if the offset is beyond the end of the segment, in which
case a trap also occurs. Logically, there should simply be a 32-bit field in the
descriptor giving the size of the segment, but there are only 20 bits available, so a
different scheme is used. If the Gbit (Granularity) field is O, the Limit field is the
exact segment size, up to 1 MB. If it is 1, the Limir field gives the segment size in
pages instead of bytes. The Pentium page size is fixed at 4 KB, so 20 bits are
enough for segments up to 232 bytes.

Assuming that the segment is in memory and the offset is in range, the Pen-
tium then adds the 32-bit Base field in the descriptor to the offset to form what is
called a linear address, as shown in Fig. 4-45. The Base field is broken up into
three pieces and spread all over the descriptor for compatibility with the 286, in
which the Base is only 24 bits. In effect, the Base field allows each segment to
start at an arbitrary place within the 32-bit linear address space.

l Selector l Offset

Descriptor

Base address ————-———*—CD

L Limit

Other fields

32-Bit linear address

Figure 4-45. Conversion of a (selector, offset) pair to a linear address.

If paging is disabled (by a bit in a global control register), the linear address is
interpreted as the physical address and sent to the memory for the read or write.
Thus with paging disabled, we have a pure segmentation scheme, with each
segment’s base address given in its descriptor. Segments are permitted to overlap,
incidentally, probably because it would be too much trouble and take too much
time to verify that they were all disjoint.

On the other hand, if paging is enabled, the linear address is interpreted as a
virtual address and mapped onto the physical address using page tables, pretty
much as in our earlier examples. The only real complication is that with a 32-bit
virtual address and a 4-KB page, a segment might contain 1 million pages, so a
two-level mapping is used to reduce the page table size for small segments.

Each running program has a page directory consisting of 1024 32-bit entries.
It is located at an address pointed to by a global register. Each entry in this
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The next step up is swapping. When swapping is used, the system can handle
more processes than it has room for in memory. Processes for which there is no
room are swapped out to the disk. Free space in memory and on disk can be kept
track of with a bitmap or a hole list.

Modern computers often have some form of virtual memory. In the simplest
form, each process’ address space is divided up into uniform sized blocks called
pages, which can be placed into any available page frame in memory. There are
many page replacement algorithms; two of the better algorithms are aging and
WSClock.

Paging systems can be modeled by abstracting the page reference string from
the program and using the same reference string with different algorithms. These
models can be used to make some predictions about paging behavior.

To make paging systems work well, choosing an algorithm is not enough;
attention to issues such as determining the working set, memory allocation policy,
and page size are required.

Segmentation helps in handling data structures that change size during execu-
tion and simplifies linking and sharing. It also facilitates providing different pro-
tection for different segments. Sometimes segmentation and paging are combined
to provide a two-dimensional virtual memory. The MULTICS system and the
Intel Pentium support segmentation and paging.

PROBLEMS

1. A computer system has enough room to hold four programs in its main memory.
These programs are idle waiting for I/O half the time. What fraction of the CPU time
1s wasted?

2. In Fig. 4-21 we saw an example of how multiple jobs can run in parallel and finish
faster than if they had run sequentially. Suppose that two jobs, each of which needs
10 minutes of CPU time, start simultaneously. How long will the last one take to
complete if they run sequentially? How long if they run in parallel? Assume 50% I/O
wait.

3. A swapping system eliminates holes by compaction. Assuming a random distribution
of many holes and many data segments and a time to read or write a 32-bit memory
word of 10 nsec, about how long does it take to compact 128 MB? For simplicity,
assume that word 0 is part of a hole and that the highest word in memory contains
valid data.

4. In this problem you are to compare the storage needed to keep track of free memory
using a bitmap versus using a linked list. The 128-MB memory is allocated in units of
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15.

16.

17.

18.
19.

20.

21.

22.

23.

24.

25.

A computer has 32-bit virtual addresses and 4-KB pages. The program and data
together fit in the lowest page (0—4095) The stack fits in the highest page. How many
entries are needed in the page table if traditional (one-level) paging is used? How
many page table entries are needed for two-level paging, with 10 bits in each part?

Below is an execution trace of a program fragment for a computer with 512-byte
pages. The program is located at address 1020, and its stack pointer is at 8192 (the
stack grows toward 0). Give the page reference string generated by this program.
Each instruction occupies 4 bytes (1 word) including immediate constants. Both
instruction and data references count in the reference string.

Load word 6144 into register 0

Push register 0 onto the stack

Call a procedure at 5120, stacking the return address
Subtract the immediate constant 16 from the stack pointer
Compare the actual parameter to the immediate constant 4
Jump if equal to 5152

A computer whose processes have 1024 pages in their address spaces keeps its page
tables in memory. The overhead required for reading a word from the page table is 5
nsec. To reduce this overhead, the computer has a TLB, which holds 32 (virtual page,
physical page frame) pairs, and can do a look up in 1 nsec. What hit rate is needed to
reduce the mean overhead to 2 nsec?

The TLB on the VAX does not contain an R bit. Why?

How can the associative memory device needed for a TLB be implemented in
hardware, and what are the implications of such a design for expandability?

A machine has 48-bit virtual addresses and 32-bit physical addresses. Pages are 8 KB.
How many entries are needed for the page table?

A computer with an 8-KB page, a 256-KB main memory, and a 64-GB virtual address
space uses an inverted page table to implement its virtual memory. How big should
the hash table be to ensure a mean hash chain length of less than 1? Assume that the
hash table size is a power of two.

A student in a compiler design course proposes to the professor a project of writing a
compiler that will produce a list of page references that can be used to implement the
optimal page replacement algorithm. Is this possible? Why or why not? Is there any-
thing that could be done to improve paging efficiency at run time?

If FIFO page replacement is used with four page frames and eight pages, how many
page faults will occur with the reference string 0172327103 if the four frames are ini-
tially empty? Now repeat this problem for LRU.

Consider the page sequence of Fig. 4-16(b). Suppose that the R bits for the pages B
through A are 11011011, respectively. Which page will second chance remove?

A small computer has four page frames. At the first clock tick, the R bits are 0111
(page 0 is O, the rest are 1). At subsequent clock ticks, the values are 1011, 1010,
1101, 0010, 1010, 1100, and 0001. If the aging algorithm is used with an 8-bit
counter, give the values of the four counters after the last tick.
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26. Suppose that T =400 in Fig. 4-21. Which page will be removed?

27. In the WSClock algorithm of Fig. 4-22(c), the hand points to a page with R = 0. If
T =400, will this page be removed? What about if T = 1000?

28. How long does it take to load a 64-KB program from a disk whose average seek time
is 10 msec, whose rotation time is 10 msec, and whose tracks hold 32 KB
(a) for a 2-KB page size?
(b) for a 4-KB page size?
The pages are spread randomly around the disk and the number of cylinders is so large
that the chance of two pages being on the same cylinder is negligible.

29. A computer has four page frames. The time of loading, time of last access, and the R
and M bits for each page are as shown below (the times are in clock ticks):

Page Loaded Last ref. R M
0 126 280 1 0
1 230 265 0 01
2 140 270 0 0
3 110 285 1 1

(a) Which page will NRU replace?
(b) Which page will FIFO replace?
(c) Which page will LRU replace?
(d) Which page will second chance replace?

30. One of the first timesharing machines, the PDP-1, had a memory of 4K 18-bit words.
It held one process at a time in memory. When the scheduler decided to run another
process, the process in memory was written to a paging drum, with 4K 18-bit words
around the circumference of the drum. The drum could start writing (or reading) at
any word, rather than only at word 0. Why do you suppose this drum was chosen?

31. A computer provides each process with 65,536 bytes of address space divided into
pages of 4096 bytes. A particular program has a text size of 32,768 bytes, a data size
of 16,386 bytes, and a stack size of 15,870 bytes. Will this program fit in the address
space? If the page size were 512 bytes, would it fit? Remember that a page may not
contain parts of two different segments.

32. Can a page be in two working sets at the same time? Explain.

33. If a page is shared between two processes, is it possible that the page is read-only for
one process and read-write for the other? Why or why not?

34. It has been observed that the number of instructions executed between page faults is
directly proportional to the number of page frames allocated to a program. If the
available memory is doubled, the mean interval between page faults is also doubled.
Suppose that a normal instruction takes 1 microsec, but if a page fault occurs, it takes
2001 usec (i.e., 2 msec to handle the fault). If a program takes 60 sec to run, during
which time it gets 15,000 page faults, how long would it take to run if twice as much
memory were available?
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All computer applications need to store and retrieve information. While a
process is running, it can store a limited amount of information within its own
address space. However, the storage capacity is restricted to the size of the virtual
address space. For some applications this size is adequate, but for others, such as
airline reservations, banking, or corporate record keeping, it is far too small.

A second problem with keeping information within a process’ address space
is that when the process terminates, the information is lost. For many applica-
tions, (e.g., for databases), the information must be retained for weeks, months, or
even forever. Having it vanish when the process using it terminates is unaccept-
able. Furthermore, it must not go away when a computer crash kills the process.

A third problem is that it is frequently necessary for multiple processes to
access (parts of) the information at the same time. If we have an online telephone
directory stored inside the address space of a single process, only that process can
access it. The way to solve this problem is to make the information itself
independent of any one process.

Thus we have three essential requirements for long-term information storage:

I. It must be possible to store a very large amount of information.
2. The information must survive the termination of the process using it.
3. Multiple processes must be able to access the information concurrently.

The usual solution to all these problems is to store information on disks and other
external media in units called files. Processes can then read them and write new

379
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An aside on file systems is probably in order here. Windows 95 and Windows
98 both use the MS-DOS file system, and thus inherit many of its properties, such
as how file names are constructed. In addition, Windows NT and Windows 2000
support the MS-DOS file system and thus also inherit its properties. However, the
latter two systems also have a native file system (NTES) that has different proper-
ties (such as file names in Unicode). In this chapter, when we refer to the Win-
dows file system, we mean the MS-DOS file system, which is the only file system
supported by all versions of Windows. We will discuss the Windows 2000 native
file system in Chap. 11.

Many operating systems support two-part file names, with the two parts
separated by a period, as in prog.c. The part following the period is called the file
extension and usually indicates something about the file. In MS-DOS, for exam-
ple, file names are 1 to 8 characters, plus an optional extension of 1 to 3 charac-
ters. In UNIX, the size of the extension, if any, is up to the user, and a file may
even have two or more extensions, as in prog.c.Z, where .Z is commonly used to
indicate that the file (prog.c) has been compressed using the Ziv-Lempel com-
pression algorithm. Some of the more common file extensions and their meanings
are shown in Fig. 6-1.

Extension Meaning

file.bak Backup file

file.c C source program

file.gif Compuserve Graphical Interchange Format image
file.hlp Help file

file.html World Wide Web HyperText Markup Language document
file.jpg Still picture encoded with the JPEG standard
file.mp3 Music encoded in MPEG layer 3 audio format
file.mpg Movie encoded with the MPEG standard

file.o Object file (compiler output, not yet linked)

file.pdf Portable Document Format file

file.ps PostScript file

file.tex Input for the TEX formatting program

file.txt General text file

file.zip Compressed archive

Figure 6-1. Some typical file extensions.

In some systems (e.g., UNIX), file extensions are just conventions and are not
enforced by the operating system. A file named file.txt might be some kind of text
file, but that name is more to remind the owner than to convey any actual infor-
mation to the computer. On the other hand, a C compiler may actually insist that
files it is to compile end in .c, and it may refuse to compile them if they do not.
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Conventions like this are especially useful when the same program can handle
several different kinds of files. The C compiler, for example, can be given a list
of several files to compile and link together, some of them C files and some of
them assembly language files. The extension then becomes essential for the com-
piler to tell which are C files, which are assembly files, and which are other files.

In contrast, Windows is aware of the extensions and assigns meaning to them.
Users (or processes) can register extensions with the operating system and specify
for each one which program “owns” that extension. When a user double clicks
on a file name, the program assigned to its file extension is launched with the file
as parameter. For example, double clicking on file.doc starts Microsoft Word
with file.doc as the initial file to edit.

6.1.2 File Structure

Files can be structured in any of several ways. Three common possibilities
are depicted in Fig. 6-2. The file in Fig. 6-2(a) is an unstructured sequence of
bytes. In effect, the operating system does not know or care what is in the file.
All it sees are bytes. Any meaning must be imposed by user-level programs.
Both UNIX and Windows use this approach.

1 Byte 1 Record
Ve re

| Ant || Fox || Pig |

” Cat ” Cole Dog " ” Goat ” Lion ” Owl ” “Pony “ Rat ”Worm”

" Hen “ Ibis ” Lamb “

(@) (b) (©

Figure 6-2. Three kinds of files. (a) Byte sequence. (b) Record sequence.
(c) Tree.

Having the operating system regard files as nothing more than byte sequences
provides the maximum flexibility. User programs can put anything they want in
their files and name them any way that is convenient. The operating system does
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not help, but it also does not get in the way. For users who want to do unusual
things, the latter can be very important.

The first step up in structure is shown in Fig. 6-2(b). In this model, a file is a
sequence of fixed-length records, each with some internal structure. Central to
the idea of a file being a sequence of records is the idea that the read operation
returns one record and the write operation overwrites or appends one record. As a
historical note, in decades gone by, when the 80-column punched card was king,
many (mainframe) operating systems based their file systems on files consisting
of 80-character records, in effect, card images. These systems also supported files
of 132-character records, which were intended for the line printer (which in those
days were big chain printers having 132 columns). Programs read input in units
of 80 characters and wrote it in units of 132 characters, although the final 52 could
be spaces, of course. No current general-purpose system works this way.

The third kind of file structure is shown in Fig. 6-2(c). In this organization, a
file consists of a tree of records, not necessarily all the same length, each contain-
ing a key field in a fixed position in the record. The tree is sorted on the key field,
to allow rapid searching for a particular key.

The basic operation here is not to get the “next” record, although that is also
possible, but to get the record with a specific key. For the zoo file of Fig. 6-2(c),
one could ask the system to get the record whose key is pony, for example,
without worrying about its exact position in the file. Furthermore, new records
can be added to the file, with the operating system, and not the user, deciding
where to place them. This type of file is clearly quite different from the unstruc-
tured byte streams used in UNIX and Windows but is widely used on the large
mainframe computers still used in some commercial data processing.

6.1.3 File Types

Many operating systems support several types of files. UNIX and Windows,
for example, have regular files and directories. UNIX also has character and block
special files. Regular files are the ones that contain user information. All the
files of Fig. 6-2 are regular files. Directories are system files for maintaining the
structure of the file system. We will study directories below. Character special
files are related to input/output and used to model serial I/O devices such as termi-
nals, printers, and networks. Block special files are used to model disks. In this
chapter we will be primarily interested in regular files.

Regular files are generally either ASCII files or binary files. ASCII files con-
sist of lines of text. In some systems each line is terminated by a carriage return
character. In others, the line feed character is used. Some systems (e.g., MS-
DOS) use both. Lines need not all be of the same length.

The great advantage of ASCII files is that they can be displayed and printed
as is, and they can be edited with any text editor. Furthermore, if large numbers
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. / Module
Magic number Head name
eader
Text size
Data size Dat
ate
g BSS size
3 . Object 0
%’ Symbol table size module wner
Entry point Protection
Size
Flags
X 9 Header
~ Text ~
Object
module
- Data T Header
A Relocation A
1 bits I
Object
module
A Symbol
T table T

(@) (b)

Figure 6-3. (a) An executable file. (b) An archive.
6.1.4 File Access

Early operating systems provided only one kind of file access: sequential
access. In these systems, a process could read all the bytes or records in a file in
order, starting at the beginning, but could not skip around and read them out of
order. Sequential files could be rewound, however, so they could be read as often
as needed. Sequential files were convenient when the storage medium was mag-
netic tape, rather than disk.

When disks came into use for storing files, it became possible to read the
bytes or records of a file out of order, or to access records by key, rather than by
position. Files whose bytes or records can be read in any order are called random
access files. They are required by many applications.
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Attribute Meaning
Protection Who can access the file and in what way
Password Password needed to access the file
Creator ID of the person who created the file
Owner Current owner
Read-only flag 0 for read/write; 1 for read only
Hidden flag 0 for normal; 1 for do not display in listings
System flag 0 for normal files; 1 for system file
Archive flag 0 for has been backed up; 1 for needs to be backed up
ASCll/binary flag 0 for ASCIl file; 1 for binary file
Random access flag | 0 for sequential access only; 1 for random access
Temporary flag 0 for normal; 1 for delete file on process exit
Lock flags 0 for unlocked; nonzero for locked
Record length Number of bytes in a record
Key position Offset of the key within each record
Key length Number of bytes in the key field
Creation time Date and time the file was created

Time of last access Date and time the file was last accessed
Time of last change | Date and time the file has last changed
Current size Number of bytes in the file

Maximum size Number of bytes the file may grow to

Figure 6-4. Some possible file attributes.

vance. Workstation and personal computer operating systems are clever enough
to do without this feature.

6.1.6 File Operations

Files exist to store information and allow it to be retrieved later. Different
systems provide different operations to allow storage and retrieval. Below is a
discussion of the most common system calls relating to files.

1. Create. The file is created with no data. The purpose of the call is to
announce that the file is coming and to set some of the attributes.

2. Delete. When the file is no longer needed, it has to be deleted to free
up disk space. There is always a system call for this purpose.

3. Open. Before using a file, a process must open it. The purpose of
the open call is to allow the system to fetch the attributes and list of
disk addresses into main memory for rapid access on later calls.
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Close. When all the accesses are finished, the attributes and disk
addresses are no longer needed, so the file should be closed to free
up internal table space. Many systems encourage this by imposing a
maximum number of open files on processes. A disk is written in
blocks, and closing a file forces writing of the file’s last block, even
though that block may not be entirely full yet.

Read. Data are read from file. Usually, the bytes come from the
current position. The caller must specify how much data are needed
and must also provide a buffer to put them in.

Write. Data are written to the file, again, usually at the current posi-
tion. If the current position is the end of the file, the file’s size
increases. If the current position is in the middle of the file, existing
data are overwritten and lost forever.

Ap end. This call is a restricted form of write. It can only add data
to .e end of the file. Systems that provide a minimal set of system
calls do not generally have append, but many systems provide multi-
ple ways of doing the same thing, and these systems sometimes have
append.

Seek. For random access files, a method is needed to specify from
where to take the data. One common approach is a system call,
seek, that repositions the file pointer to a specific place in the file.
After this call has completed, data can be read from, or written to,
that position.

Get attributes. Processes often need to read file attributes to do their
work. For example, the UNIX make program is commonly used to
manage software development projects consisting of many source
files. When make is called, it examines the modification times of all
the source and object files and arranges for the minimum number of
compilations required to bring everything up to date. To do its job, it
must look at the attributes, namely, the modification times.

Set attributes. Some of the attributes are user settable and can be
changed after the file has been created. This system call makes that
possible. The protection mode information is an obvious example.
Most of the flags also fall in this category.

Rename. It frequently happens that a user needs to change the name
of an existing file. This system call makes that possible. It is not
always strictly necessary, because the file can usually be copied to a
new file with the new name, and the old file then deleted.
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6.1.7 An Example Program Using File System Calls

In this section we will examine a simple UNIX program that copies one file
from its source file to a destination file. It is listed in Fig. 6-5. The program has
minimal functionality and even worse error reporting, but it gives a reasonable
idea of how some of the system calls related to files work.

The program, copyfile, can be called, for example, by the command line

copyfile abc xyz

to copy the file abc to xyz. If xyz already exists, it will be overwritten. Otherwise,
it will be created. The program must be called with exactly two arguments, both
legal file names.

The four #include statements near the top of the program cause a large
number of definitions and function prototypes to be included in the program.
These are needed to make the program conformant to the relevant international
standards, but will not concern us further. The next line is a function prototype
for main, something required by ANSI C, but also not important for our purposes.

The first #define statement is a macro definition that defines the string
BUF _SIZE as a macro that expands into the number 4096. The program will read
and write in chunks of 4096 bytes. It is considered good programming practice to
give names to constants like this and to use the names instead of the constants.
Not only does this convention make programs easier to read, but it also makes
them easier to maintain. The second #define statement determines who can ac-
cess the output file.

The main program is called main, and it has two arguments, arge, and argv.
These are supplied by the operating system when the program is called. The first
one tells how many strings were present on the command line that invoked the
program, including the program name. It should be 3. The second one is an array
of pointers to the arguments. In the example call given above, the elements of this
array would contain pointers to the following values:

argv[0] = "copyfile"
argv[1] = "abc"
argv[2] = "xyz"

It is via this array that the program accesses its arguments.

Five variables are declared. The first two, in_fd and out_fd, will hold the file
descriptors, small integers returned when a file is opened. The next two,
rd_count and wt_count, are the byte counts returned by the read and write system
calls, respectively. The last one, buffer, is the buffer used to hold the data read
and supply the data to be written.

The first actual statement checks argce to see if it is 3. If not, it exits with
status code 1. Any status code other than 0 means that an error has occurred. The
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status code is the only error reporting present in this program. A production ver-
sion would normally print error messages as well.

Then we try to open the source file and create the destination file. If the
source file is successfully opened, the system assigns a small integer to in_fd, to
identify the file. Subsequent calls must include this integer so the system knows
which file it wants. Similarly, if the destination is successfully created, out_fd is
given a value to identify it. The second argument to creat sets the protection
mode. If either the open or the create fails, the corresponding file descriptor is set
to —1, and the program exits with an error code.

Now comes the copy loop. It starts by trying to read in 4 KB of data to buffer.
It does this by calling the library procedure read, which actually invokes the read
system call. The first parameter identifies the file, the second gives the buffer,
and the third tells how many bytes to read. The value assigned to rd_count gives
the number of bytes actually read. Normally, this will be 4096, except if fewer
bytes are remaining in the file. When end of file is reached, it will be 0. If
rd_count is ever zero or negative, the copying cannot continue, so the break state-
ment is executed to terminate the (otherwise endless) loop.

The call to write outputs the buffer to the destination file. The first parameter
identifies the file, the second gives the buffer, and the third tells how many bytes
to write, analogous to read. Note that the byte count is the number of bytes actu-
ally read, not BUF_SIZE. This point is important because the last read will not
return 4096, unless the file just happens to be a multiple of 4 KB.

When the entire file has been processed, the first call beyond the end of file
will return O to rd_count, which will make it exit the loop. At this point the two
files are closed and the program exits with a status indicating normal termination.

Although the Windows system calls are different from those of UNIX, the
general structure of a command-line Windows program to copy a file is mod-
erately similar to that of Fig. 6-5. We will examine the Windows 2000 calls in
Chap. 11.

6.1.8 Memory-Mapped Files

Many programmers feel that accessing files as shown above is cumbersome
and inconvenient, especially when compared to accessing ordinary memory. For
this reason, some operating systems, starting with MULTICS, have provided a way
to map files into the address space of a running process. Conceptually, we can
imagine the existence of two new system calls, map and unmap. The former
gives a file name and a virtual address, which causes the operating system to map
the file into the address space at the virtual address.

For example, suppose that a file, £, of length 64 KB, is mapped into the virtual
address starting at address 512K. Then any machine instruction that reads the
contents of the byte at 512K gets byte O of the file, and so on. Similarly, a write
to address 512K + 21000 modifies byte 21000 of the file. When the process
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A second problem can (potentially) occur if a file is mapped in by one process
and opened for conventional reading by another. If the first process modifies a
page, that change will not be reflected in the file on disk until the page is evicted.
The system has to take great care to make sure the two processes do not see
inconsistent versions of the file.

A third problem with mapping is that a file may be larger than a segment, or
even larger than the entire virtual address space. The only way out is to arrange
the map system call to be able to map a portion of a file, rather than the entire file.
Although this works, it is clearly less satisfactory than mapping the entire file.

6.2 DIRECTORIES

To keep track of files, file systems normally have directories or folders,
which, in many systems, are themselves files. In this section we will discuss
directories, their organization, their properties, and the operations that can be per-
formed on them.

6.2.1 Single-Level Directory Systems

The simplest form of directory system is having one directory containing all
the files. Sometimes it is called the root directory, but since it is the only one,
the name does not matter much. On early personal computers, this system was
common, in part because there was only one user. Interestingly enough, the
world’s first supercomputer, the CDC 6600, also had only a single directory for all
files, even though it was used by many users at once. This decision was no doubt
made to keep the software design simple.

An example of a system with one directory is given in Fig. 6-7. Here the
directory contains four files. The file owners are shown in the figure, not the file
names (because the owners are important to the point we are about to make). The
advantages of this scheme are its simplicity and the ability to locate files
quickly—there is only one place to look, after all.

<—Root directory

Figure 6-7. A single-level directory system containing four files, owned by
three different people, A, B, and C.

The problem with having only one directory in a system with multiple users is
that different users may accidentally use the same names for their files. For
example, if user A creates a file called mailbox, and then later user B also creates
a file called mailbox, B’s file will overwrite A’s file. Consequently, this scheme is
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6.2.3 Hierarchical Directory Systems

The two-level hierarchy eliminates name conflicts among users but is not
satisfactory for users with a large number of files. Even on a single-user personal
computer, it is inconvenient. It is quite common for users to want to group their
files together in logical ways. A professor, for example, might have a collection
of files that together form a book that he is writing for one course, a second col-
lection of files containing student programs submitted for another course, a third
group of files containing the code of an advanced compiler-writing system he is
building, a fourth group of files containing grant proposals, as well as other files
for electronic mail, minutes of meetings, papers he is writing, games, and so on.
Some way is needed to group these files together in flexible ways chosen by the
user.

What is needed is a general hierarchy (i.e., a tree of directories). With this
approach, each user can have as many directories as are needed so that files can
be grouped together in natural ways. This approach is shown in Fig. 6-9. Here,
the directories A, B, and C contained in the root directory each belong to a dif-
ferent user, two of whom have created subdirectories for projects they are work-
ing on.

. ~—Root directory

Figure 6-9. A hierarchical directory system.

The ability for users to create an arbitrary number of subdirectories provides a
powerful structuring tool for users to organize their work. For this reason, nearly
all modern file systems are organized in this manner.

6.2.4 Path Names

When the file system is organized as a directory tree, some way is needed for
specifying file names. Two different methods are commonly used. In the first
method, each file is given an absolute path name consisting of the path from the
root directory to the file. As an example, the path /usr/ast/mailbox means that the
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this reason, library procedures rarely change the working directory, and when they
must, they always change it back again before returning.

Most operating systems that support a hierarchical directory system have two
special entries in every directory, “.” and “..””, generally pronounced “dot” and
“dotdot.” Dot refers to the current directory; dotdot refers to its parent. To see
how these are used, consider the UNIX file tree of Fig. 6-10. A certain process
has /usr/ast as its working directory. It can use .. to go up the tree. For example,

it can copy the file /us#/lib/dictionary to its own directory using the command
cp ../lib/dictionary .

The first path instructs the system to go upward (to the usr directory), then to go
down to the directory [ib to find the file dictionary.

/

bin =— Root directory

etc

lib

usr

tmp

bin etc lib usr tmp

ast
jim
lib

ast lib jin{

- ~— Just/jim
dict.

Figure 6-10. A UNIX directory tree.

The second argument (dot) names the current directory. When the ¢p com-
mand gets a directory name (including dot) as its last argument, it copies all the
files there. Of course, a more normal way to do the copy would be to type

cp /ust/lib/dictionary .
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8. Unlink. A directory entry is removed. If the file being unlinked is
only present in one directory (the normal case), it is removed from
the file system. If it is present in multiple directories, only the path
name specified is removed. The others remain. In UNIX, the system
call for deleting files (discussed earlier) is, in fact, unlink.

The above list gives the most important calls, but there are a few others as well,
for example, for managing the protection information associated with a directory.

6.3 FILE SYSTEM IMPLEMENTATION

Now it is time to turn from the user’s view of the file system to the im-
plementor’s view. Users are concerned with how files are named, what opera-
tions are allowed on them, what the directory tree looks like, and similar interface
issues. Implementors are interested in how files and directories are stored, how
disk space is managed, and how to make everything work efficiently and reliably.
In the following sections we will examine a number of these areas to see what the
issues and trade-offs are.

6.3.1 File System Layout

File systems are stored on disks. Most disks can be divided up into one or
more partitions, with independent file systems on each partition. Sector O of the
disk is called the MBR (Master Boot Record) and is used to boot the computer.
The end of the MBR contains the partition table. This table gives the starting and
ending addresses of each partition. One of the partitions in the table is marked as
active. When the computer is booted, the BIOS reads in and executes the MBR.
The first thing the MBR program does is locate the active partition, read in its first
block, called the boot block, and execute it. The program in the boot block loads
the operating system contained in that partition. For uniformity, every partition
starts with a boot block, even if it does not contain a bootable operating system.
Besides, it might contain one in the future, so reserving a boot block is a good
idea anyway.

Other than starting with a boot block, the layout of a disk partition varies
strongly from file system to file system. Often the file system will contain some
of the items shown in Fig. 6-11. The first one is the superblock. It contains all
the key parameters about the file system and is read into memory when the com-
puter is booted or the file system is first touched. Typical information in the
superblock includes a magic number to identify the file system type, the number
of blocks in the file system, and other key administrative information.

Next might come information about free blocks in the file system, for exam-
ple in the form of a bitmap or a list of pointers. This might be followed by the i-
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File A File C File E File G
(4 blocks) (6 blocks) (12 blocks) (3 blocks)
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File B File D File F

(3 blocks) (5 blocks) (6 blocks)
(@)

(File A) (File C) (File E) (File G)
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File B 5 Free blocks 6 Free blocks
(b)

Figure 6-12. (a) Contiguous allocation of disk space for seven files. (b) The
state of the disk after files D and F have been removed.

to remembering two numbers: the disk address of the first block and the number
of blocks in the file. Given the number of the first block, the number of any other
block can be found by a simple addition.

Second, the read performance is excellent because the entire file can be read
from the disk in a single operation. Only one seek is needed (to the first block).
After that, no more seeks or rotational delays are needed so data come in at the
full bandwidth of the disk. Thus contiguous allocation is simple to implement and
has high performance.

Unfortunately, contiguous allocation also has a significant drawback: in time,
the disk becomes fragmented. To see how this comes about, examine Fig. 6-
12(b). Here two files, D and F have been removed. When a file is removed, its
blocks are freed, leaving a run of free blocks on the disk. The disk is not com-
pacted on the spot to squeeze out the hole since that would involve copying all the
blocks following the hole, potentially millions of blocks. As a result, the disk ulti-
mately consists of files and holes, as illustrated in the figure.

Initially, this fragmentation is not a problem since each new file can be writ-
ten at the end of disk, following the previous one. However, eventually the disk
will fill up and it will become necessary to either compact the disk, which is
prohibitively expensive, or to reuse the free space in the holes. Reusing the space
requires maintaining a list of holes, which is doable. However, when a new file is
to be created, it is necessary to know its final size in order to choose a hole of the
correct size to place it in.

Imagine the consequences of such a design. The user starts a text editor or
word processor in order to type a document. The first thing the program asks is
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File A
i 0
File File File File File
block block block block block
0 1 2 3 4
Physical 4 7 2 10 12
block
File B
i 0
File File File File
block block block block
0 1 2 3
Physical [§] 3 11 14
block

Figure 6-13. Storing a file as a linked list of disk blocks.

Linked List Allocation Using a Table in Memory

Both disadvantages of the linked list allocation can be eliminated by taking
the pointer word from each disk block and putting it in a table in memory. Figure
6-14 shows what the table looks like for the example of Fig. 6-13. In both figures,
we have two files. File A uses disk blocks 4, 7, 2, 10, and 12, in that order, and
file B uses disk blocks 6, 3, 11, and 14, in that order. Using the table of Fig. 6-14,
we can start with block 4 and follow the chain all the way to the end. The same
can be done starting with block 6. Both chains are terminated with a special
marker (e.g., —1) that is not a valid block number. Such a table in main memory
is called a FAT (File Allocation Table).

Using this organization, the entire block is available for data. Furthermore,
random access is much easier. Although the chain must still be followed to find a
given offset within the file, the chain is entirely in memory, so it can be followed
without making any disk references. Like the previous method, it is sufficient for
the directory entry to keep a single integer (the starting block number) and still be
able to locate all the blocks, no matter how large the file is.

The primary disadvantage of this method is that the entire table must be in
memory all the time to make it work. With a 20-GB disk and a 1-KB block size,
the table needs 20 million entries, one for each of the 20 million disk blocks.
Each entry has to be a minimum of 3 bytes. For speed in lookup, they should be 4
bytes. Thus the table will take up 60 MB or 80 MB of main memory all the time,
depending on whether the system is optimized for space or time. Conceivably the
table could be put in pageable memory, but it would still occupy a great deal of
virtual memory and disk space as well as generating extra paging traffic.
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File Attributes

Address of disk block 0 EE—

Address of disk block 1 —

Address of disk block 2 P
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Address of disk block 4 —

Address of disk block 5 e

Address of disk block 6 ——

Address of disk block 7 ——

Address of block of pointers

Disk block

containing

additional
disk addresses

Figure 6-15. An example i-node.

of a block containing more disk block addresses, as shown in Fig. 6-15. Even
more advanced would be two or more such blocks containing disk addresses or
even disk blocks pointing to other disk blocks full of addresses. We will come
back to i-nodes when studying UNIX later.

6.3.3 Implementing Directories

Before a file can be read, it must be opened. When a file is opened, the
operating system uses the path name supplied by the user to locate the directory
entry. The directory entry provides the information needed to find the disk
blocks. Depending on the system, this information may be the disk address of the
entire file (contiguous allocation), the number of the first block (both linked list
schemes), or the number of the i-node. In all cases, the main function of the
directory system is to map the ASCII name of the file onto the information needed
to locate the data.

A closely related issue is where the attributes should be stored. Every file
system maintains file attributes, such as each file’s owner and creation time, and
they must be stored somewhere. One obvious possibility is to store them directly
in the directory entry. Many systems do precisely that. This option is shown in
Fig. 6-16(a) In this simple design, a directory consists of a list of fixed-size
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figure by a box with a cross in it. To allow each directory entry to begin on a
word boundary, each file name is filled out to an integral number of words, shown
by shaded boxes in the figure.

[ File 1 entry length L Pointer to file 1's name 1 Entry
for one
File 1 attributes File 1 attributes file
Entr -
for ori/e p r o J Pointer to file 2's name N
file e c t Fil _
b U P g ile 2 attributes
L& t X Pointer to file 3's name
File 2 entry length
File 3 attributes
File 2 attributes
p e r s
o n n e
I [ X P r o [
File 3 entry length e ¢ t :
b u d g
File 3 attributes P t X P
Heap
f | o | o | X e r S [¢)
n e |
& f [e] o)
X

(a) (b)

Figure 6-17. Two ways of handling long file names in a directory. (a) In-line.
(b) In a heap.

A disadvantage of this method is that when a file is removed, a variable-sized
gap is introduced into the directory into which the next file to be entered may not
fit. This problem is the same one we saw with contiguous disk files, only now
compacting the directory is feasible because it is entirely in memory. Another
problem is that a single directory entry may span multiple pages, so a page fault
may occur while reading a file name.

Another way to handle variable-length names is to make the directory entries
themselves all fixed length and keep the file names together in a heap at the end
of the directory, as shown in Fig. 6-17(b). This method has the advantage that
when an entry is removed, the next file entered will always fit there. Of course,
the heap must be managed and page faults can still occur while processing file
names. One minor win here is that there is no longer any real need for file names
to begin at word boundaries, so no filler characters are needed after file names in
Fig. 6-17(b) and they are in Fig. 6-17(a).

In all of the designs so far, directories are searched linearly from beginning to
end when a file name has to be looked up. For extremely long directories, linear
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. Root directory

Shared file

Figure 6-18. File system containing a shared file.

In the second solution, B links to one of C’s files by having the system create
a new file, of type LINK, and entering that file in B’s directory. The new file con-
tains just the path name of the file to which it is linked. When B reads from the
linked file, the operating system sees that the file being read from is of type
LINK, looks up the name of the file, and reads that file. This approach is called
symbolic linking.

Each of these methods has its drawbacks. In the first method, at the moment
that B links to the shared file, the i-node records the file’s owner as C. Creating a
link does not change the ownership (see Fig. 6-19), but it does increase the link
count in the i-node, so the system knows how many directory entries currently
point to the file.

C's directory B's directory C's directory B's directory
Owner=C Owner=C Owner=C
Count = 1 Count=2 Count =1

¢ ] x
O O O

(a) (b) (©

Figure 6-19. (a) Situation prior to linking. (b) After the link is created. (c) After
the original owner removes the file.
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As we have seen, storing a file as a contiguous sequence of bytes has the
obvious problem that if a file grows, it will probably have to be moved on the
disk. The same problem holds for segments in memory, except that moving a seg-
ment in memory is a relatively fast operation compared to moving a file from one
disk position to another. For this reason, nearly all file systems chop files up into
fixed-size blocks that need not be adjacent.

Block Size

Once it has been decided to store files in fixed-size blocks, the question arises
of how big the block should be. Given the way disks are organized, the sector, the
track and the cylinder are obvious candidates for the unit of allocation (although
these are all device dependent, which is a minus). In a paging system, the page
size is also a major contender.

Having a large allocation unit, such as a cylinder, means that every file, even
a l-byte file, ties up an entire cylinder. Studies (Mullender and Tanenbaum,
1984) have shown that the median file size in UNIX environments is about 1 KB,
so allocating a 32-KB block for each file would waste 31/32 or 97 percent of the
total disk space.

On the other hand, using a small allocation unit means that each file will con-
sist of many blocks. Reading each block normally requires a seek and a rotational
delay, so reading a file consisting of many small blocks will be slow.

As an example, consider a disk with 131,072 bytes per track, a rotation time
of 8.33 msec, and an average seek time of 10 msec. The time in milliseconds to
read a block of k bytes is then the sum of the seek, rotational delay, and transfer
times:

10 +4.165 + (k/131072) x 8.33

The solid curve of Fig. 6-20 shows the data rate for such a disk as a function of
block size. To compute the space efficiency, we need to make an assumption
about the mean file size. A recent measurement at the author’s department, which
has 1000 users and over 1 million UNIX disk files, gives a median size of 1680
bytes, meaning that half the files are smaller than 1680 bytes and half are larger.
As an aside, the median is a better metric than the mean because a very small
number of files can influence the mean enormously, but not the median. (The
mean is in fact 10,845 bytes, due in part to a few 100 MB hardware manuals that
happen to be online). For simplicity, let us assume all files are 2 KB, which leads
to the dashed curve in Fig. 6-20 for the disk space efficiency.

The two curves can be understood as follows. The access time for a block is
completely dominated by the seek time and rotational delay, so given that it is
going to cost 14 msec to access a block, the more data that are fetched, the better.
Hence the data rate goes up with block size (until the transfers take so long that
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Keeping Track of Free Blocks

Once a block size has been chosen, the next issue is how to keep track of free
blocks. Two methods are widely used, as shown in Fig. 6-21. The first one con-
sists of using a linked list of disk blocks, with each block holding as many free
disk block numbers as will fit. With a 1-KB block and a 32-bit disk block
number, each block on the free list holds the numbers of 255 free blocks. (One
slot is needed for the pointer to the next block). A 16-GB disk needs a free list of
maximum 16,794 blocks to hold all 22* disk block numbers. Often free blocks are
used to hold the free list.

Free disk blocks: 16, 17, 18

42 r 230 f» 86 1001101101101100
136 162 234 0110110111110111
210 612 897 1010110110110110
97 342 422 0110110110111011 |
41 214 140 1110111011101111
63 160 223 1101101010001111 J
21 664 223 0000111011010111 '
48 216 160 1011101101101111 |
262 320 126 1100100011101111 |
310 180 142 0111011101110111
516 / 482 / 141 1101111101110111

A 1-KB disk block can hold 256 A bitmap |

32-bit disk block numbers
(a) (b)

Figure 6-21. (a) Storing the free list on a linked list. (b) A bitmap.

The other free space management technique is the bitmap. A disk with »n
blocks requires a bitmap with n bits. Free blocks are represented by Is in the
map, allocated blocks by Os (or vice versa). A 16-GB disk has 224 1-KB blocks
and thus requires 2%* bits for the map, which requires 2048 blocks. It is not
surprising that the bitmap requires less space, since it uses 1 bit per block, versus
32 bits in the linked list model. Only if the disk is nearly full (i.e., has few free
blocks) will the linked list scheme require fewer blocks than the bitmap. On the
other hand, if there are many blocks free, some of them can be borrowed to hold
the free list without any loss of disk capacity.

When the free list method is used, only one block of pointers need be kept in
main memory. When a file is created, the needed blocks are taken from the block
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Disk Quotas

To prevent people from hogging too much disk space, multiuser operating
systems often provide a mechanism for enforcing disk quotas. The idea is that the
system administrator assigns each user a maximum allotment of files and blocks,
and the operating system makes sure that the users do not exceed their quotas. A
typical mechanism is described below.

When a user opens a file, the attributes and disk addresses are located and put
into an open file table in main memory. Among the attributes is an entry telling
who the owner is. Any increases in the file’s size will be charged to the owner’s
quota.

A second table contains the quota record for every user with a currently open
file, even if the file was opened by someone else. This table is shown in Fig. 6-
23. It is an extract from a quota file on disk for the users whose files are currently
open. When all the files are closed, the record is written back to the quota file.

Open file table Quota table

Attributes Soft block limit

disk addresses Hard block limit

User =

s 8 Current # of blocks
Quota pointer — # Block warnings left Quota
record

Soft file limit for user 8
Hard file limit

Current # of files

‘[ ]’ # File warnings left

Figure 6-23. Quotas are kept track of on a per-user basis in a quota table.

When a new entry is made in the open file table, a pointer to the owner’s
quota record is entered into it, to make it easy to find the various limits. Every
time a block is added to a file, the total number of blocks charged to the owner is
incremented, and a check is made against both the hard and soft limits. The soft
limit may be exceeded, but the hard limit may not. An attempt to append to a file
when the hard block limit has been reached will result in an error. Analogous
checks also exist for the number of files.

When a user attempts to log in, the system checks the quota file to see if the
user has exceeded the soft limit for either number of files or number of disk
blocks. If either limit has been violated, a warning is displayed, and the count of
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Backups to tape are generally made to handle one of two potential problems:

1. Recover from disaster.

2. Recover from stupidity.

The first one covers getting the computer running again after a disk crash, fire,
flood, or other natural catastrophe. In practice, these things do not happen very
often, which is why many people do not bother with backups. These people also
tend not to have fire insurance on their houses for the same reason.

The second reason is that users often accidentally remove files that they later
need again. This problem occurs so often that when a file is “removed” in Win-
dows, it is not deleted at all, but just moved to a special directory, the recycle bin,
so it can be fished out and restored easily later. Backups take this principle
further and allow files that were removed days, even weeks ago, to be restored
from old backup tapes.

Making a backup takes a long time and occupies a large amount of space, so
doing it efficiently and conveniently is important. These considerations raise the
following issues. First, should the entire file system be backed up or only part of
it? At many installations, the executable (binary) programs are kept in a limited
part of the file system tree. It is not necessary to back up these files if they can all
be reinstalled from the manufacturers’ CD-ROMs. Also, most systems have a
directory for temporary files. There is usually no reason to back it up either. In
UNIX, all the special files (I/0 devices) are kept in a directory /dev. Not only is
backing up this directory not necessary, it is downright dangerous because the
backup program would hang forever if it tried to read each of these to completion.
In short, it is usually desirable to back up only specific directories and everything
in them rather than the entire file system.

Second, it is wasteful to back up files that have not changed since the last
backup, which leads to the idea of incremental dumps. The simplest form of
incremental dumping is to make a complete dump (backup) periodically, say
weekly or monthly, and to make a daily dump of only those files that have been
modified since the last full dump. Even better is to dump only those files that
have changed since they were last dumped. While this scheme minimizes dump-
ing time, it makes recovery more complicated because first the most recent full
dump has to be restored, followed by all the incremental dumps in reverse order.
To ease recovery, more sophisticated incremental dumping schemes are often
used.

Third, since immense amounts of data are typically dumped, it may be desir-
able to compress the data before writing them to tape. However, with many com-
pression algorithms, a single bad spot on the backup tape can foil the decompres-
sion algorithm and make an entire file or even an entire tape unreadable. Thus the
decision to compress the backup stream must be carefully considered.
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A logical dump starts at one or more specified directories and recursively
dumps all files and directories found there that have changed since some given
base date (e.g., the last backup for an incremental dump or system installation for
a full dump). Thus in a logical dump, the dump tape gets a series of carefully
identified directories and files, which makes it easy to restore a specific file or
directory upon request.

Since logical dumping is the most common form, let us examine a common
algorithm in detail using the example of Fig. 6-24 to guide us. Most UNIX sys-
tems use this algorithm. In the figure we see a file tree with directories (squares)
and files (circles). The shaded items have been modified since the base date and
thus need to be dumped. The unshaded ones do not need to be dumped.

4— Root directory

Directory
that has not
changed

G @3

File that
has changed

File that has
not changed

Figure 6-24. A file system to be dumped. The squares are directories and the
circles are files. The shaded items have been modified since the last dump.
Each directory and file is labeled by its i-node number.

This algorithm also dumps all directories (even unmodified ones) that lie on
the path to a modified file or directory for two reasons. First, to make it possible
to restore the dumped files and directories to a fresh file system on a different
computer. In this way, the dump and restore programs can be used to transport
entire file systems between computers.

The second reason for dumping unmodified directories above modified files is
to make it possible to incrementally restore a single file (possibly to handle
recovery from stupidity). Suppose that a full file system dump is done Sunday
evening and an incremental dump is done on Monday evening. On Tuesday the
directory /usr/jhs/proj/nr3 is removed, along with all the directories and files
under it. On Wednesday morning bright and early the user wants to restore the
file /usr/jhs/proj/nr3/plans/summary However, is not possible to just restore the
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giving a skeleton of the file system. Then the files themselves are restored. This
process is then repeated with the first incremental dump made after the full dump,
then the next one, and so on.

Although logical dumping is straightforward, there are a few tricky issues.
For one, since the free block list is not a file, it is not dumped and hence it must be
reconstructed from scratch after all the dumps have been restored. Doing so is
always possible since the set of free blocks is just the complement of the set of
blocks contained in all the files combined.

Another issue is links. If a file is linked to two or more directories, it is
important that the file is restored only one time and that all the directories that are
supposed to point to it do so.

Still another issue is the fact that UNIX files may contain holes. It is legal to
open a file, write a few bytes, then seek to a distant file offset and write a few
more bytes. The blocks in between are not part of the file and should not be
dumped and not be restored. Core files often have a large hole between the data
segment and the stack. If not handled properly, each restored core file will fill
this area with zeros and thus be the same size as the virtual address space (e.g.,
2% bytes, or worse yet, 254 bytes).

Finally, special files, named pipes, and the like should never be dumped, no
matter in which directory they may occur (they need not be confined to /dev). For
more information about file system backups, see (Chervenak et al., 1998; and
Zwicky, 1991).

File System Consistency

Another area where reliability is an issue is file system consistency. Many
file systems read blocks, modify them, and write them out later. If the system
crashes before all the modified blocks have been written out, the file system can
be left in an inconsistent state. This problem is especially critical if some of the
blocks that have not been written out are i-node blocks, directory blocks, or
blocks containing the free list.

To deal with the problem of inconsistent file systems, most computers have a
utility program that checks file system consistency. For example, UNIX has fsck
and Windows has scandisk. This utility can be run whenever the system is
booted, especially after a crash. The description below tells how fsck works.
Scandisk is somewhat different because it works on a different file system, but the
general principle of using the file system’s inherent redundancy to repair it is still
valid. All file system checkers verify each file system (disk partition) indepen-
dently of the other ones.

Two kinds of consistency checks can be made: blocks and files. To check for
block consistency, the program builds two tables, each one containing a counter
for each block, initially set to 0. The counters in the first table keep track of how
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In this way, the information content of the files is unchanged (although almost
assuredly one is garbled), but the file system structure is at least made consistent.
The error should be reported, to allow the user to inspect the damage.

In addition to checking to see that each block is properly accounted for, the
file system checker also checks the directory system. It, too, uses a table of
counters, but these are per file, rather than per block. It starts at the root directory
and recursively descends the tree, inspecting each directory in the file system.
For every file in every directory, it increments a counter for that file’s usage
count. Remember that due to hard links, a file may appear in two or more direc-
tories. Symbolic links do not count and do not cause the counter for the target file
to be incremented.

When it is all done, it has a list, indexed by i-node number, telling how many
directories contain each file. It then compares these numbers with the link counts
stored in the i-nodes themselves. These counts start at 1 when a file is created and
are incremented each time a (hard) link is made to the file. In a consistent file
system, both counts will agree. However, two kinds of errors can occur: the link
count in the i-node can be too high or it can be too low.

If the link count is higher than the number of directory entries, then even if all
the files are removed from the directories, the count will still be nonzero and the
i-node will not be removed. This error is not serious, but it wastes space on the
disk with files that are not in any directory. It should be fixed by setting the link
count in the i-node to the correct value.

The other error is potentially catastrophic. If two directory entries are linked
to a file, but the i-node says that there is only one, when either directory entry is
removed, the i-node count will go to zero. When an i-node count goes to zero, the
file system marks it as unused and releases all of its blocks. This action will
result in one of the directories now pointing to an unused i-node, whose blocks
may soon be assigned to other files. Again, the solution is just to force the link
count in the i-node to the actual number of directory entries.

These two operations, checking blocks and checking directories, are often
integrated for efficiency reasons (i.e., only one pass over the i-nodes is required).
Other checks are also possible. For example, directories have a definite format,
with i-node numbers and ASCII names. If an i-node number is larger than the
number of i-nodes on the disk, the directory has been damaged.

Furthermore, each i-node has a mode, some of which are legal but strange,
such as 0007, which allows the owner and his group no access at all, but allows
outsiders to read, write, and execute the file. It might be useful to at least report
files that give outsiders more rights than the owner. Directories with more than,
say, 1000 entries are also suspicious. Files located in user directories, but which
are owned by the superuser and have the SETUID bit on, are potential security
problems because such files acquire the powers of the superuser when executed
by any user. With a little effort, one can put together a fairly long list of techni-
cally legal but still peculiar situations that might be worth reporting.
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given block is present. The usual way is to hash the device and disk address and
look up the result in a hash table. All the blocks with the same hash value are
chained together on a linked list so the collision chain can be followed.

Hash table Front (LRU) Rear (MRU)

Figure 6-27. The buffer cache data structures.

When a block has to be loaded into a full cache, some block has to be
removed (and rewritten to the disk if it has been modified since being brought in).
This situation is very much like paging, and all the usual page replacement algo-
rithms described in Chap. 3, such as FIFO, second chance, and LRU, are applica-
ble. One pleasant difference between paging and caching is that cache references
are relatively infrequent, so that it is feasible to keep all the blocks in exact LRU
order with linked lists.

In Fig. 6-27, we see that in addition to the collision chains starting at the hash
table, there is also a bidirectional list running through all the blocks in the order of
usage, with the least recently used block on the front of this list and the most
recently used block at the end of this list. When a block is referenced, it can be
removed from its position on the bidirectional list and put at the end. In this way,
exact LRU order can be maintained.

Unfortunately, there is a catch. Now that we have a situation in which exact
LRU is possible, it turns out that LRU is undesirable. The problem has to do with
the crashes and file system consistency discussed in the previous section. If a crit-
ical block, such as an i-node block, is read into the cache and modified, but not
rewritten to the disk, a crash will leave the file system in an inconsistent state. If
the i-node block is put at the end of the LRU chain, it may be quite a while before
it reaches the front and is rewritten to the disk.

Furthermore, some blocks, such as i-node blocks, are rarely referenced two
times within a short interval. These considerations lead to a modified LRU
scheme, taking two factors into account:

I. Is the block likely to be needed again soon?
2. Is the block essential to the consistency of the file system?

For both questions, blocks can be divided into categories such as i-node blocks,
indirect blocks, directory blocks, full data blocks, and partially full data blocks.
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Block Read Ahead

A second technique for improving perceived file system performance is to try
to get blocks into the cache before they are needed to increase the hit rate. In par-
ticular, many files are read sequentially. When the file system is asked to produce
block k in a file, it does that, but when it is finished, it makes a sneaky check in
the cache to see if block k + 1 is already there. If it is not, it schedules a read for
block k + 1 in the hope that when it is needed, it will have already arrived in the
cache. At the very least, it will be on the way.

Of course, this read ahead strategy only works for files that are being read
sequentially. If a file is being randomly accessed, read ahead does not help. In
fact, it hurts by tying up disk bandwidth reading in useless blocks and removing
potentially useful blocks from the cache (and possibly tying up more disk
bandwidth writing them back to disk if they are dirty). To see whether read ahead
is worth doing, the file system can keep track of the access patterns to each open
file. For example, a bit associated with each file can keep track of whether the
file is in “sequential access mode” or “random access mode.” Initially, the file is
given the benefit of the doubt and put in sequential access mode. However, when-
ever a seek is done, the bit is cleared. If sequential reads start happening again,
the bit is set once again. In this way, the file system can make a reasonable guess
about whether it should read ahead or not. If it gets it wrong once it a while, it is
not a disaster, just a little bit of wasted disk bandwidth.

Reducing Disk Arm Motion

Caching and read ahead are not the only ways to increase file system perfor-
mance. Another important technique is to reduce the amount of disk arm motion
by putting blocks that are likely to be accessed in sequence close to each other,
preferably in the same cylinder. When an output file is written, the file system
has to allocate the blocks one at a time, as they are needed. If the free blocks are
recorded in a bitmap, and the whole bitmap is in main memory, it is easy enough
to choose a free block as close as possible to the previous block. With a free list,
part of which is on disk, it is much harder to allocate blocks close together.

However, even with a free list, some block clustering can be done. The trick
is to keep track of disk storage not in blocks, but in groups of consecutive blocks.
If sectors consist of 512 bytes, the system could use 1-KB blocks (2 sectors) but
allocate disk storage in units of 2 blocks (4 sectors). This is not the same as hav-
ing a 2-KB disk blocks, since the cache would still use 1-KB blocks and disk
transfers would still be 1 KB but reading a file sequentially on an otherwise idle
system would reduce the number of seeks by a factor of two, considerably im-
proving performance. A variation on the same theme is to take account of rota-
tional positioning. When allocating blocks, the system attempts to place consecu-
tive blocks in a file in the same cylinder.
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possible to satisfy a very substantial fraction of all read requests directly from the
file system cache, with no disk access needed. It follows from this observation,
that in the future, most disk accesses will be writes, so the read-ahead mechanism
used in some file systems to fetch blocks before they are needed no longer gains
much performance.

To make matters worse, in most file systems, writes are done in very small
chunks. Small writes are highly inefficient, since a 50-usec disk write is often
preceded by a 10-msec seek and a 4-msec rotational delay. With these parame-
ters, disk efficiency drops to a fraction of 1 percent.

To see where all the small writes come from, consider creating a new file on a
UNIX system. To write this file, the i-node for the directory, the directory block,
the i-node for the file, and the file itself must all be written. While these writes
can be delayed, doing so exposes the file system to serious consistency problems
if a crash occurs before the writes are done. For this reason, the i-node writes are
generally done immediately.

From this reasoning, the LES designers decided to re-implement the UNIX file
system in such a way as to achieve the full bandwidth of the disk, even in the face
of a workload consisting in large part of small random writes. The basic idea is to
structure the entire disk as a log. Periodically, and when there is a special need
for it, all the pending writes being buffered in memory are collected into a single
segment and written to the disk as a single contiguous segment at the end of the
log. A single segment may thus contain i-nodes, directory blocks, and data
blocks, all mixed together. At the start of each segment is a segment summary,
telling what can be found in the segment. If the average segment can be made to
be about 1 MB, almost the full bandwidth of the disk can be utilized.

In this design, i-nodes still exist and have the same structure as in UNIX, but
they are now scattered all over the log, instead of being at a fixed position on the
disk. Nevertheless, when an i-node is located, locating the blocks is done in the
usual way. Of course, finding an i-node is now much harder, since its address
cannot simply be calculated from its i-number, as in UNIX. To make it possible to
find i-nodes, an i-node map, indexed by i-number, is maintained. Entry i in this
map points to i-node i on the disk. The map is kept on disk, but it is also cached,
so the most heavily used parts will be in memory most of the time.

To summarize what we have said so far, all writes are initially buffered in
memory, and periodically all the buffered writes are written to the disk in a single
segment, at the end of the log. Opening a file now consists of using the map to
locate the i-node for the file. Once the i-node has been located, the addresses of
the blocks can be found from it. All of the blocks will themselves be in segments,
somewhere in the log.

If disks were infinitely large, the above description would be the entire story.
However, real disks are finite, so eventually the log will occupy the entire disk, at
which time no new segments can be written to the log. Fortunately, many existing
segments may have blocks that are no longer needed, for example, if a file is
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the extensions to be discussed below. One of the goals of this standard was to
make every CD-ROM readable on every computer, independent of the byte order-
ing used and independent of the operating system used. As a consequence, some
limitations were placed on the file system to make it possible for the weakest
operating systems then in use (such as MS-DOS) to read it.

CD-ROMs do not have concentric cylinders the way magnetic disks do.
Instead there is a single continuous spiral containing the bits in a linear sequence
(although seeks across the spiral are possible). The bits along the spiral are
divided into logical blocks (also called logical sectors) of 2352 bytes. Some of
these are for preambles, error correction, and other overhead. The payload por-
tion of each logical block is 2048 bytes. When used for music, CDs have leadins,
leadouts, and intertrack gaps, but these are not used for data CD-ROMs. Often
the position of a block along the spiral is quoted in minutes and seconds. It can be
converted to a linear block number using the conversion factor of 1 sec = 75
blocks.

I1SO 9660 supports CD-ROM sets with as many as 2'® — 1 CDs in the set. The
individual CD-ROMs may also be partitioned into logical volumes (partitions).
However, below we will concentrate on ISO 9660 for a single unpartitioned CD-
ROM.

Every CD-ROM begins with 16 blocks whose function is not defined by the
ISO 9660 standard. A CD-ROM manufacturer could use this area for providing a
bootstrap program to allow the computer to be booted from the CD-ROM, or for
some other purpose. Next comes one block containing the primary volume des-
criptor, which contains some general information about the CD-ROM. Among
this information are the system identifier (32 bytes), volume identifier (32 bytes),
publisher identifier (128 bytes), and data preparer identifier (128 bytes). The
manufacturer can fill in these fields in any desired way, except that only upper
case letters, digits, and a very small number of punctuation marks may be used to
ensure cross-platform compatibility.

The primary volume descriptor also contains the names of three files, which
may contain the abstract, copyright notice, and bibliographic information, respec-
tively. In addition, certain key numbers are also present, including the logical
block size (normally 2048, but 4096, 8192, and larger powers of two are allowed
in certain cases), the number of blocks on the CD-ROM, and the creation and
expiration dates of the CD-ROM. Finally, the primary volume descriptor also
contains a directory entry for the root directory, telling where to find it on the
CD-ROM (i.e., which block it starts at). From this directory, the rest of the file
system can be located.

In addition to the primary volume descriptor, a CD-ROM may contain a sup-
plementary volume descriptor. It contains similar information to the primary, but
that will not concern us here.

The root directory, and all other directories for that matter, consists of a vari-
able number of entries, the last of which contains a bit marking it as the final one.
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present in this field but they will not concern us here. The next field deals with
interleaving pieces of files in a way that is not used in the simplest version of ISO
9660, so we will not consider it further.

The next field tells which CD-ROM the file is located on. It is permitted that
a directory entry on one CD-ROM refers to a file located on another CD-ROM in
the set. In this way it is possible to build a master directory on the first CD-ROM
that lists all the files on all the CD-ROMs in the complete set.

The field marked L in Fig. 6-29 gives the size of the file name in bytes. It is
followed by the file name itself. A file name consists of a base name, a dot, an
extension, a semicolon, and a binary version number (1 or 2 bytes). The base
name and extension may use upper case letters, the digits 0-9, and the underscore
character. All other characters are forbidden to make sure that every computer
can handle every file name. The base name can be up to eight characters; the
extension can be up to three characters. These choices were dictated by the need
to be MS-DOS compatible. A file name may be present in a directory multiple
times, as long as each one has a different version number.

The last two fields are not always present. The Padding field is used to force
every directory entry to be an even number of bytes, to align the numeric fields of
subsequent entries on 2-byte boundaries. If padding is needed, a O byte is used.
Finally, we have the System use field. Its function and size are undefined, except
that it must be an even number of bytes. Different systems use it in different
ways. The Macintosh keeps Finder flags here, for example.

Entries within a directory are listed in alphabetical order except for the first
two entries. The first entry is for the directory itself. The second one is for its
parent. In this respect, these entries are similar to the UNIX . and .. directory
entries. The files themselves need not be in directory order.

There is no explicit limit to the number of entries in a directory. However,
there is a limit to the depth of nesting. The maximum depth of directory nesting is
eight.

ISO 9660 defines what are called three levels. Level 1 is the most restrictive
and specifies that file names are limited to 8 + 3 characters as we have described,
and also requires all files to be contiguous as we have described. Furthermore, it
specifies that directory names be limited to eight characters with no extensions.
Use of this level maximizes the chances that a CD-ROM can be read on every
computer.

Level 2 relaxes the length restriction. It allows files and directories to have
names of up to 31 characters, but still from the same set of characters.

Level 3 uses the same name limits as level 2, but partially relaxes the assump-
tion that files have to be contiguous. With this level, a file may consist of several
sections, each of which is a contiguous run of blocks. The same run may occur
multiple times in a file and may also occur in two or more files. If large chunks of
data are repeated in several files, level 3 provides some space optimization by not
requiring the data to be present multiple times.

IBM Ex-1017
Page 353



IBM Ex-1017
Page 354



SEC. 6.4 EXAMPLE FILE SYSTEMS 435

Finally, the TF field contains the three timestamps included in each UNIX i-
node, namely the time the file was created, the time it was last modified, and the
time it was last accessed. Together, these extensions make it possible to copy a
UNIX file system to a CD-ROM and then restore it correctly to a different system.

Joliet Extensions

The UNIX community was not the only group that wanted a way to extend
ISO 9660. Microsoft also found it too restrictive (although it was Microsoft’s
own MS-DOS that caused most of the restrictions in the first place). Therefore
Microsoft invented some extensions that were called Joliet. They were designed
to allow Windows file systems to be copied to CD-ROM and then restored, in pre-
cisely the same way that Rock Ridge was designed for UNIX. Virtually all pro-
grams that run under Windows and use CD-ROMs support Joliet, including pro-
grams that burn CD-recordables. Usually, these programs offer a choice between
the various ISO 9660 levels and Joliet.

The major extensions provided by Joliet are

1. Long file names.
2. Unicode character set.
3. Directory nesting deeper than eight levels.

4. Directory names with extensions

The first extension allows file names up to 64 characters. The second extension
enables the use of the Unicode character set for file names. This extension is
important for software intended for use in countries that do not use the Latin
alphabet, such as Japan, Israel, and Greece. Since Unicode characters are two
bytes, the maximum file name in Joliet occupies 128 bytes.

Like Rock Ridge, the limitation on directory nesting is removed by Joliet.
Directories can be nested as deeply as needed. Finally, directory names can have
extensions. It is not clear why this extension was included, since Windows direc-
tories virtually never use extensions, but maybe some day they will.

6.4.2 The CP/M File System

The first personal computers (then called microcomputers) came out in the
early 1980s. A popular early type used the 8-bit Intel 8080 CPU and had 4 KB of
RAM and a single 8-inch floppy disk with a capacity of 180 KB. Later versions
used the slightly fancier (but still 8-bit) Zilog Z80 CPU, had up to 64 KB of
RAM, and had a whopping 720-KB floppy disk as the mass storage device.
Despite the slow speed and small amount of RAM, nearly all of these machines
ran a surprisingly powerful disk-based operating system, called CP/M (Control
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vectors, a few variables, and a buffer for the current command line so user pro-
grams can get at it.

The reason for splitting the BIOS from CP/M itself (even though both are in
RAM) is portability. CP/M interacts with the hardware only by making BIOS
calls. To port CP/M to a new machine, all that is necessary is to port the BIOS
there. Once that has been done, CP/M itself can be installed without modification.

A CPM system has only one directory, which contains fixed-size (32-byte)
entries. The directory size, although fixed for a given implementation, may be
different in other implementations of CP/M All files in the system are listed in this
directory. After CP/M boots, it reads in the directory and computes a bitmap con-
taining the free disk blocks by seeing which blocks are not in any file. This bit-
map, which is only 23 bytes for a 180-KB disk, is kept in memory during execu-
tion. At system shutdown time it is discarded, that is, not written back to the disk.
This approach eliminates the need for a disk consistency checker (like fsck) and
saves 1 block on the disk (percentually equivalent to saving 90 MB on a modern
16-GB disk).

When the user types a command, the shell first copies the command to a
buffer in the bottom 256 bytes of memory. Then it looks up the program to be
executed and reads it into memory at address 256 (above the interrupt vectors),
and jumps to it. The program then begins running. It discovers its arguments by
looking in the command line buffer. The program is allowed to overwrite the
shell if it needs the memory. When the program finishes, it makes a system call
to CP/M telling it to reload the shell (if it was overwritten) and execute it. In a
nutshell, that is pretty much the whole CP/M story.

In addition to loading programs, CP/M provides 38 system calls, mostly file
services, for user programs. The most important of these are reading and writing
files. Before a file can be read, it must be opened. When CP/M gets an open sys-
tem call, it has to read in and search the one and only directory. The directory is
not kept in memory all the time to save precious RAM. When CP/M finds the
entry, it immediately has the disk block numbers, since they are stored right in the
directory entry, as are all the attributes. The format of a directory entry is given in
Fig. 6-31.

Bytes 1 8 3 1 2 16
File name
. / Disk block numbers
User code Filetype  Extent Block count
(extension)

Figure 6-31. The CP/M directory entry format.

The fields in Fig. 6-31 have the following meanings. The User code field
keeps track of which user owns the file. Although only one person can be logged
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The MS-DOS file system was patterned closely on the CP/M file system,
including the use of 8 + 3 (upper case) character file names. The first version
(MS-DOS 1.0) was even limited to a single directory, like CP/M. However, starting
with MS-DOS 2.0, the file system functionality was greatly expanded. The biggest
improvement was the inclusion of a hierarchical file system in which directories
could be nested to an arbitrary depth. This meant that the root directory (which
still had a fixed maximum size) could contain subdirectories, and these could con-
tain further subdirectories ad infinitem. Links in the style of UNIX were not per-
mitted, so the file system formed a tree starting at the root directory.

It is common for different application programs to start out by creating a sub-
directory in the root directory and put all their files there (or in subdirectories
thereof), so that different applications do not conflict. Since directories are them-
selves just stored as files, there are no limits on the number of directories or files
that may be created. Unlike CP/M, however, there is no concept of different users
in MS-DOS. Consequently, the logged in user has access to all files.

To read a file, an MS-DOS program must first make an open system call to get
a handle for it. The open system call specifies a path, which may be either abso-
lute or relative to the current working directory. The path is looked up component
by component until the final directory is located and read into memory. It is then
searched for the file to be opened.

Although MS-DOS directories are variable sized, like CP/M, they use a fixed-
size 32-byte directory entry. The format of an MS-DOS directory entry is shown
in Fig. 6-32. It contains the file name, attributes, creation date and time, starting
block, and exact file size. File names shorter than 8 + 3 characters are left justi-
fied and padded with spaces on the right, in each field separately. The Artributes
field is new and contains bits to indicate that a file is read-only, needs to be
archived, is hidden, or is a system file. Read-only files cannot be written. This is
to protect them from accidental damage. The archived bit has no actual operating
system function (i.e., MS-DOS does not examine or set it). The intention is to
allow user-level archive programs to clear it upon archiving a file and to have
other programs set it when modifying a file. In this way, a backup program can
just examine this attribute bit on every file to see which files to back up. The hid-
den bit can be set to prevent a file from appearing in directory listings. Its main
use is to avoid confusing novice users with files they might not understand.
Finally, the system bit also hides files. In addition, system files cannot acciden-
tally be deleted using the del command. The main components of MS-DOS have
this bit set.

The directory entry also contains the date and time the file was created or last
modified. The time is accurate only to +2 sec because it is stored in a 2-byte
field, which can store only 65,536 unique values (a day contains 86,400 unique
seconds). The time field is subdivided into seconds (5 bits), minutes (6 bits), and
hours (5 bits). The date counts in days using three subfields: day (5 bits), month
(4 bits), and year—1980 (7 bits). With a 7-bit number for the year and time
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SEC. 6.4 EXAMPLE FILE SYSTEMS 441

sizes of 1 KB, 2 KB, and 4 KB. This change preserved the structure and size of
the FAT-12 table, but allowed disk partitions of up to 16 MB.

Since MS-DOS supported four disk partitions per disk drive, the new FAT-12
file system worked up to 64-MB disks. Beyond that, something had to give.
What happened was the introduction of FAT-16, with 16-bit disk pointers. Addi-
tionally, block sizes of 8 KB, 16 KB, and 32 KB were permitted. (32,768 is the
largest power of two that can be represented in 16 bits.) The FAT-16 table now
occupied 128 KB of main memory all the time, but with the larger memories by
then available, it was widely used and rapidly replaced the FAT-12 file system.
The largest disk partition that can be supported by FAT-16 is 2 GB (64K entries
of 32 KB each) and the largest disk 8 GB, namely four partitions of 2 GB each.

For business letters, this limit is not a problem, but for storing digital video
using the DV standard, a 2-GB file holds just over 9 minutes of video. As a
consequence of the fact that a PC disk can support only four partitions, the largest
video that can be stored on a disk is about 38 minutes, no matter how large the
disk is. This limit also means that the largest video that can be edited on line is
less than 19 minutes, since both input and output files are needed.

Starting with the second release of Windows 95, the FAT-32 file system, with
its 28-bit disk addresses, was introduced and the version of MS-DOS underlying
Windows 95 was adapted to support FAT-32. In this system, partitions could
theoretically be 228 x 2'° bytes, but they are actually limited to 2 TB (2048 GB)
because internally the system keeps track of partition sizes in 512-byte sectors
using a 32-bit number and 2° x 232 is 2 TB. The maximum partition size for vari-
ous block sizes and all three FAT types is shown in Fig. 6-33.

Block size | FAT-12 | FAT-16 | FAT-32
0.5 KB 2 MB
1 KB 4 MB
2 KB 8 MB 128 MB
4 KB 16 MB 256 MB 1TB
8 KB 512 MB 27TB
16 KB 1024 MB 2TB
32 KB 2048 MB 2TB

Figure 6-33. Maximum partition size for different block sizes. The empty
boxes represent forbidden combinations.

In addition to supporting larger disks, the FAT-32 file system has two other
advantages over FAT-16. First, an 8-GB disk using FAT-32 can be a single parti-
tion. Using FAT-16 it has to be four partitions, which appears to the Windows
user as the C:, D:, E:, and F: logical disk drives. It is up to the user to decide
which file to place on which drive and keep track of what is where.
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SEC. 6.4 EXAMPLE FILE SYSTEMS 443

Fig. 6-32. This format came directly from CP/M (which was written for the 8080),
which goes to show how long (obsolete) structures can live in the computer world.

However, it was possible to now allocate the 10 unused bytes in the entries of
Fig. 6-32, and that was done, as shown in Fig. 6-34. This change has nothing to
do with long names, but it is used in Windows 98, so it is worth understanding.

Bytes 8 3 11 1 4 2 2 4 2 4
N Creation Last Last write o
Base name Ext T date/time |access date/time File size
Attributes Sec Upper 16 bits Lower 16 bits
of starting of starting
block block

Figure 6-34. The extended MOS-DOS directory entry used in Windows 98.

The changes consist of the addition of five new fields where the 10 unused
bytes used to be. The NT field is mostly there for some compatibility with Win-
dows NT in terms of displaying file names in the correct case (in MS-DOS, all file
names are upper case). The Sec field solves the problem that it is not possible to
store the time of day in a 16-bit field. It provides additional bits so that the new
Creation time field is accurate to 10 msec. Another new field is Lasr access,
which stores the date (but not time) of the last access to the file. Finally, going to
the FAT-32 file system means that block numbers are now 32 bits, so an addi-
tional 16-bit field is needed to store the upper 16 bits of the starting block number.

Now we come to the heart of the Windows 98 file system: how long file
names are represented in a way that is backward compatible with MS-DOS. The
solution chosen was to assign two names to each file: a (potentially) long file
name (in Unicode, for compatibility with Windows NT), and an 8 + 3 name for
compatibility with MS-DOS. Files can be accessed by either name. When a file is
created whose name does not obey the MS-DOS naming rules (8 + 3 length, no
Unicode, limited character set, no spaces, etc.), Windows 98 invents an MS-DOS
name for it according to a certain algorithm. The basic idea is to take the first six
characters of the name, convert them to upper case, if need be, and append ~I to
form the base name. If this name already exists, then the suffix ~2 is used, and so
on. In addition, spaces and extra periods are deleted and certain special characters
are converted to underscores. As an example, a file named The time has come the
walrus said is assigned the MS-DOS name THETIM~I1. If a subsequent file is
created with the name The time has come the rabbit said, it is assigned the MS-
DOS name THETIM~2, and so on.

Every file has an MS-DOS file name stored using the directory format of
Fig. 6-34. If a file also has a long name, that name is stored in one or more direc-
tory entries directly preceding the MS-DOS file name. Each long-name entry
holds up to 13 (Unicode) characters. The entries are stored in reverse order, with
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the start of the file name just ahead of the MS-DOS entry and subsequent pieces
before it. The format of each long-name entry is given in Fig. 6-35.

Bytes 1 10 111 12 2 4

5 characters 6 characters 0 |2 characters

0
\\ // 4
Sequence Attributes

Checksum

Figure 6-35. An entry for (part of) a long file name in Windows 98.

An obvious question is: “How does Windows 98 know whether a directory
entry contains an MS-DOS file name or a (piece of a) long file name?” The
answer lies in the Attributes field. For a long-name entry, this field has the value
O0xOF, which represents an otherwise impossible combination of attributes. Old
MS-DOS programs that read directories will just ignore it as invalid. Little do they
know. The pieces of the name are sequenced using the first byte of the entry. The
last part of the long name (the first entry in the sequence) is marked by adding 64
to the sequence number. Since only 6 bits are used for the sequence number, the
theoretical maximum for file names is 63 x 13 or 819 characters. In fact they are
limited to 260 characters for historical reasons.

Each long-name entry contains a Checksum field to avoid the following prob-
lem. First, a Windows 98 program creates a file with a long name. Second, the
computer is rebooted to run MS-DOS or Windows 3. Third, an old program there
then removes the MS-DOS file name from the directory but does not remove the
long file name preceding it (because it does not know about it). Finally, some
program creates a new file that reuses the newly-freed directory entry. At this
point we have a valid sequence of long-name entries preceeding an MS-DOS file
entry that has nothing to do with that file. The Checksum field allows Windows
98 to detect this situation by verifying that the MS-DOS file name following a long
name does, in fact, belong to it. Of course, with only 1 byte being used, there is
one chance in 256 that Windows 98 will not notice the file substitution.

To see an example of how long names work, consider the example of Fig. 6-
36. Here we have a file called The quick brown fox jumps over the lazy dog. At
42-characters, it certainly qualifies as a long file name. The MS-DOS name con-
structed from it is THEQUI~I and is stored in the last entry.

Some redundancy is built into the directory structure to help detect problems
in the event that an old Windows 3 program has made a mess of the directory.
The sequence number byte at the start of each entry is not strictly needed since the
0x40 bit marks the first one, but it provides additional redundancy, for example.
Also, the Low field of Fig. 6-36 (the lower half of the starting cluster) is O in all
entries but the last one, again to avoid having old programs misinterpret it and
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C
68 d o g Alo|k 0
C
3] o Y e AlO|k} t h e | a 0 z y
C
21w n f o |Al0ik| x i u m p 0 s
C
1 T h e g |A|O|k] u i c k b | O r 0
N Creation |Last Last .
THEQU I ~ 1 AlTlS time acc | Upp write Low Size
Bytes T T T T T T T T T 1 T T T 1 T T TT

Figure 6-36. An example of how a long name is stored in Windows 98.

ruin the file system. The NT byte in Fig. 6-36 is used in NT and ignored in Win-
dows 98. The A4 byte contains the attributes.

The implementation of the FAT-32 file system is conceptually similar to the
implementation of the FAT-16 file system. However, instead of an array of
65,536 entries, there are as many entries as needed to cover the part of the disk
with data on it. If the first million blocks are used, the table conceptually has 1
million entries. To avoid having all of them in memory at once, Windows 98
maintains a window into the table and keeps only in parts of it in memory at once.

6.4.5 The UNIX V7 File System

Even early versions of UNIX had a fairly sophisticated multiuser file system
since it was derived from MULTICS. Below we will discuss the V7 file system,
the one for the PDP-11 that made UNIX famous. We will examine modern ver-
sions in Chap. 10.

The file system is in the form of a tree starting at the root directory, with the
addition of links, forming a directed acyclic graph. File names are up to 14 char-
acters and can contain any ASCII characters except / (because that is the separator
between components in a path) and NUL (because that is used to pad out names
shorter than 14 characters). NUL has the numerical value of 0.

A UNIX directory entry contains one entry for each file in that directory.
Each entry is extremely simple because UNIX uses the i-node scheme illustrated
in Fig. 6-15. A directory entry contains only two fields: the file name (14 bytes)
and the number of the i-node for that file (2 bytes), as shown in Fig. 6-37. These
parameters limit the number of files per file system to 64K.

Like the i-node of Fig. 6-15, the UNIX i-nodes contains some attributes. The
attributes contain the file size, three times (creation, last access, and last modifica-
tion), owner, group, protection information, and a count of the number of direc-
tory entries that point to the i-node. The latter field is needed due to links. When-
ever a new link is made to an i-node, the count in the i-node is increased. When a
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I-node
Attributes .
| - Single
1 »  indirect
§ 4 > block Add .
-
2 37 Double resses o
§ indirect — data blocks
& block =
()] T .
™
\ Triple -
p indirect T~ 7
\ 1.
-
= >
T
Figure 6-38. A UNIX i-node.
Block 132 I-node 26 Block 406
I-node 6 is /usr is for is /usr/ast
Root directory is for /usr directory Jusr/ast directory
1 6 o 26 .
Mode Mode
1 size 1] ee size 6 | o-
- times - times
4 | bin 19 | dick 64 | grants
7 | dev 132 30 | erik 406 92 | books
14 | lib 51 | jim 60 | mbox
9 | etc 26 | ast 81 | minix
6 | usr 45 | bal 17 | sic
8 | tmp
I-node 6 I-node 26
Looking up says that Jusr/ast says that Jusr/ast/mbox
usr yields fusris in is i-node Jusr/ast is in is i-node
i-node 6 block 132 26 block 406 60
Figure 6-39. The steps in looking up /usr/ast/mbox.
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When seen from the inside, a file system looks quite different. The file sys-
tem designers have to be concerned with how storage is allocated, and how the
system keeps track of which block goes with which file. Possibilities include con-
tiguous files, linked lists, file allocation tables, and i-nodes. Different systems
have different directory structures. Attributes can go in the directories or some-
where else (e.g., an i-node). Disk space can be managed using free lists of bit-
maps. File system reliability is enhanced by making incremental dumps and by
having a program that can repair sick file systems. File system performance is
important and can be enhanced in several ways, including caching, read ahead,
and carefully placing the blocks of a file close to each other. Log-structured file
systems also improve performance by doing writes in large units.

Examples of file systems include ISO 9660, CP/M, MS-DOS, Windows 98, and
UNIX. These differ in many ways, including how they keep track of which blocks
go with which file, directory structure, and management of free disk space.

PROBLEMS

1. Give 5 different path names for the file /etc/passwd. Hint: Think about the directory
entries “.”" and “..”".

2. In Windows, when a user double clicks on a file listed by Windows Explorer, a pro-
gram is run and given that file as a parameter. List two different ways the operating
system could know which program to run?

3. In early UNIX systems, executable files (a.out files) began with a very specific magic
number, not one chosen at random. These files began with a header, followed by the
text and data segments. Why do you think a very specific number was chosen for exe-
cutable files, whereas other file types had a more-or-less random magic number as the
first word?

4. In Fig. 6-4, one of the attributes is the record length. Why does the operating system
ever care about this?

5. Is the open system call in UNIX absolutely essential? What would the consequences
be of not having it?

6. Systems that support sequential files always have an operation to rewind files. Do
systems that support random access files need this too?

7. Some operating systems provide a system call rename to give a file a new name. Is
there any difference at all between using this call to rename a file, and just copying the
file to a new file with the new name, followed by deleting the old one?

8. In some systems it is possible to map part of a file into memory. What restrictions
must such systems impose? How is this partial mapping implemented?
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22. The beginning of a free space bitmap looks like this after the disk partition is first for-
matted: 1000 0000 0000 0000 (the first block is used by the root directory). The sys-
tem always searches for free blocks starting at the lowest numbered block, so after
writing file A, which uses 6 blocks, the bitmap looks like this: 1111 1110 0000 0000.
Show the bitmap after each of the following additional actions:

(a) File B is written, using 5 blocks
(b) File A is deleted
(c) File C is written, using 8 blocks
(d) File B is deleted.

23. What would happen if the bitmap or free list containing the information about free
disk blocks was completely lost due to a crash? Is there any way to recover from this
disaster, or is it bye-bye disk? Discuss your answer for UNIX and the FAT-16 file sys-
tem separately.

24. Oliver Owl’s night job at the university computing center is to change the tapes used
for overnight data backups. While waiting for each tape to complete, he works on
writing his thesis that proves Shakespeare’s plays were written by extraterrestrial visi-
tors. His text processor runs on the system being backed up since that is the only one
they have. Is there a problem with this arrangement?

25. We discussed making incremental dumps in some detail in the text. In Windows it is
easy to tell when to dump a file because every file has an archive bit. This bit is miss-
ing in UNIX. How do UNIX backup programs know which files to dump?

26. Suppose that file 21 in Fig. 6-24 was not modified since the last dump. In what way
would the four bitmaps of Fig. 6-25 be different?

27. It has been suggested that the first part of each UNIX file be kept in the same disk
block as its i-node. What good would this do?

28. Consider Fig. 6-26. Is it possible that for some particular block number the counter in
both lists have the value 27 How should this problem be corrected?

29. The performance of a file system depends upon the cache hit rate (fraction of blocks
found in the cache). If it takes I msec to satisfy a request from the cache, but 40 msec
to satisfy a request if a disk read is needed, give a formula for the mean time required
to satisfy a request if the hit rate is 1. Plot this function for values of /2 from 0 to 1.0.

30. A floppy disk has 40 cylinders. A seek takes 6 msec per cylinder moved. If no
attempt is made to put the blocks of a file close to each other, two blocks that are logi-
cally consecutive (i.e., follow one another in the file) will be about 13 cylinders apart,
on the average. If, however, the operating system makes an attempt to cluster related
blocks, the mean interblock distance can be reduced to 2 cylinders (for example).
How long does it take to read a 100-block file in both cases, if the rotational latency is
100 msec and the transfer time is 25 msec per block?

31. Consider the idea behind Fig. 6-20, but now for a disk with a mean seek time of 8
msec, a rotational rate of 15,000 rpm, and 262,144 bytes per track. What are the data
rates for block sizes of 1 KB, 2 KB, and 4 KB, respectively?
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32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

A certain file system uses 2-KB disk blocks. The median file size is 1 KB. If all files
were exactly 1 KB, what fraction of the disk space would be wasted? Do you think
the wastage for a real file system will be higher than this number or lower than it?
Explain your answer.

CP/M was designed to run with a small floppy disk as the mass storage device. Sup-
pose that it were to be ported to a modern computer with a large hard disk. What is
the largest possible disk that could be supported without changing the size of the
directory format shown in Fig. 6-31?7 The fields within the directory and other system
parameters may be changed if necessary. What changes would you make?

The MS-DOS FAT-16 table contains 64K entries. Suppose that one of the bits had
been needed for some other purpose and that the table contained exactly 32,768 entries
instead. With no other changes, what would the largest MS-DOS file have been under
this conditions?

Files in MS-DOS have to compete for space in the FAT-16 table in memory. If one
file uses k entries, that is k entries that are not available to any other file, what con-
straint does this place on the total length of all files combined?

A UNIX file system has 1-KB blocks and 4-byte disk addresses. What is the max-
imum file size if i-nodes contain 10 direct entries, and one single, double, and triple
indirect entry each?

How many disk operations are needed to fetch the i-node for the file
/usr/ast/courses/os/handout.t? Assume that the i-node for the root directory is in
memory, but nothing else along the path is in memory. Also assume that all direc-
tories fit in one disk block.

In many UNIX systems, the i-nodes are kept at the start of the disk. An alternative
design is to allocate an i-node when a file is created and put the i-node at the start of
the first block of the file. Discuss the pros and cons of this alternative.

Write a program that reverses the bytes of a file, so that the last byte is now first and
the first byte is now last. It must work with an arbitrarily long file, but try to make it
reasonably efficient.

Write a program that starts at a given directory and descends the file tree from that
point recording the sizes of all the files it finds. When it is all done, it should print a
histogram of the file sizes using a bin width specified as a parameter (e.g., with 1024,
file sizes of O to 1023 go in one bin, 1024 to 2047 go in the next bin, etc.).

Write a program that scans all directories in a UNIX file system and finds and locates
all i-nodes with a hard link count of two or more. For each such file, it lists together
all file names that point to the file.

Write a new version of the UNIX Is program. This version takes as an argument one
or more directory names and for each directory lists all the files in that directory, one
line per file. Each field should be formatted in a reasonable way given its type. List
only the first disk address, if any.

Write CP/M in C or C++. Look on the Web to find information about it.
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1.1 Opening Remarks 5

1.1 OPENING REMARKS

Only a few people who will read this text can recall a time when there were no op-
erating systems. Operating systems today are used on computers ranging in size
from giant mainframes to small personal computers. Operating systems often shape
the user’s view of a computer even more than the hardware itself. In the personal
computing field, for example, the CP/M®operating system (see Chapter 21) has be-
come a de facto standard, and a very large number of computer manufacturers
build hardware to support CP/M. The user sees the hardware’s packaging such as
the CRT and the keyboard, but the functional view is provided by CP/M.*

In the 1960s one might have defined operating system as the software that con--
trols the hardware. But today there is a significant trend for functions to migrate (3
from software into firmware, i.e., microcode (see Chapter 2). This trend has become
so pronounced that it is likely the functions coded in firmware may soon exceed
those in software on some systems.

It is clear that a better definition of operating system is needed. We view an op-
erating system as the programs, implemented in either software or firmware, that
make the hardware usable. Hardware provides “‘raw computing power.” Operating sys-
tems make this power conveniently available to users. They also manage the hardware
carefully to achieve good performance (see Part 6 of the text).

However we choose to define them, operating systems are an integral part of
the computing environment, and they must be understood to some degree by every
computer user.

Some of the operating systems available today consume a very large part of a
computer’s resources as they function. Some users view this as a conspiracy by
hardware manufacturers to sell more hardware. In fact, most hardware manufactur-
ers view operating systems as a necessary evil without which their hardware would
not sell at all. These views are being tempered somewhat by the availability of
microprocessor-based systems and personal computers with relatively simple operat-
ing systems. Instead of providing only the all-encompassing, large-scale, general-
purpose operating systems the industry thought necessary in the 1960s and early
1970s, vendors (and independents) now also supply simpler operating systems that
provide convenient computing environments meeting the specific needs of individual
users. . .

An operating system is primarily a resource manager, and the primary resource 3
it manages is computer hardware. It provides many features including <S

s defining the “user interface”
w  sharing the hardware among users
= allowing users to share data among themselves

*CP/M® s a Registered Trademark of Digital Research.
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Introduction

= scheduling resources among users
= facilitating input/output

= recovering from errors

The key resources an operating system manages are

= processors
= storage
« input/output devices

s data

The operating system interfaces with

s computer operators

s applications programmers
®  systems programmers

= administrative personnel

s programs

= hardware

» users (such as bank tellers)

Users are the customers in a computing environment who utilize the computer
to perform useful work. Computer operators are people charged with the responsibil-
ity of monitoring the operating system, responding to requests for intervention,
mounting and dismounting tapes and disks, loading and unloading cards, making
sure that the right forms are placed on printers and that the forms are properly
aligned, etc. Operators are integral to the smooth operation of a system. They pro-
vide those functions that have not as yet been automated.

Systems programmers are generally concerned with maintaining the operating
system, tailoring it to the needs of the installation, and modifying it to support new
types of devices.

Systems administrators are people who set policy and interface with the operat-
ing system to ensure that those policies are properly implemented.

Programs interface with operating systems via special instructions variously
called supervisor calls, monitor calls, executive requests, etc. These instructions allow
the users to obtain services from the operating system without compromising its in-
tegrity.
~ The operating system is generally given the status of most trusted user. It is
:allowed to access all features of the hardware, all user programs and data, etc. In
some systems, portions of the operating system are less trusted because the people
and programs with access to these portions do not require carte blanche access, and
so it is best not to give it to them (see Chapter 17).

——N
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2.2 Hardware 27

2.1 INTRODUCTION

In this chapter we consider hardware, software, and firmware. All of these contrib-
ute to the operation and control of computer systems. Hardware consists of the de-
vices of a computer system—its processors, its storages, its input/output devices,
and its communications connections. Software consists of the programs of machine
language instructions and data that are interpreted by the hardware. Some common
types of software are compilers, assemblers, loaders, linkage editors, linking loaders,
user applications programs, database management systems, data communications
systems, and operating systems. Firmware consists of microcode programs executed
from very high-speed control storage. Commonly used object programs ‘“burned”
into read-only memories (ROMs and PROMs) are also sometimes called firmware.
The last portion of this chapter discusses microprogramming and its importance in
today’s computer architectures and operating systems.

2.2 HARDWARE

In the next several sections various hardware items of importance to operating sys-
tems are discussed. The reader who needs more detail than is presented here should
consult texts on computer architecture such as (Ba80) (1182) and (Le80).

2.2.1 Storage Interleaving

Storage interleaving is used to speed the accessing of primary storage. Ordinarily
while any one of the locations in a primary storage bank is being accessed, no other
references may be in progress. Storage interleaving places adjacent storage locations
in different storage banks so that multiple references may be in progress at the same
time. Two-way interleaving, for example, would place the odd-numbered storage
addresses in one storage bank and the even-numbered addresses in another. In sim-
ple sequential references to primary storage, locations are referenced in order. Thus
storage interleaving allows several locations to be referenced at once as long as they
are in different storage banks.

2.2.2 Relocation Register

A relocation register allows programs to be relocated dynamically. The base address
of the program in primary storage is placed in the relocation register. The contents
of the relocation register are added to each address developed by a running pro-
gram. The user is able to program as if the user’s program begins at location zero.
At execution time, as the program runs, all address references involve the relocation
register; this allows the program to reside in locations other than those which it was
translated to occupy.
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2.2 Hardware 31

2.2.11 Base-plus-Displacement Addressing

As the need for larger primary storages became apparent, computer architectures
were modified to accommodate a very large range of addresses. A system designed
to support 16M bytes (M =1,048,576) would require 24-bit addresses. Incorporat-
ing such lengthy addresses into every instruction on a machine with single-address
instructions would be costly; on a machine with multiple-address instructions it
would be intolerable. So to achieve very large address ranges, systems use base-plus-
displacement addressing in which all addresses are added to the contents of a base
register. This scheme has the additional advantage of making programs location-in-
dependent, a particularly valuable property for programs in multiuser environments
in which a program may have to be placed at different locations in primary storage
each time it is loaded.

2.2.12 Problem State, Supervisor State, Privileged Instructions

Computer systems generally have several different execution states. Varying the state
of a machine makes it possible to build more secure systems. Normally, when the
machine is in a particular state only some subset of its instructions is executable by
a running program. For user programs, the subset of instructions the user may exe-
cute in problem state precludes, for example, the direct execution of input/output in-
structions; a user program allowed to perform arbitrary input/output could dump
the system’s master list of passwords, print the information of any other user, or de-
stroy the operating system. The operating system ordinarily runs with most trusted
user status in a supervisor state; it has access to all of the instructions in the ma-
chine’s instruction set. Such a problem state/supervisor state dichotomy has been
adequate for most modern computing systems. In the case of highly secure systems,
however, it is desirable to have more than two states. This allows a finer granularity
of protection. It also allows access to be granted by the principle of least privilege:
Any particular user should be granted the least amount of privilege and access that
user needs to accomplish its designated tasks.

It is interesting that as computer architectures have evolved, the number of priv-
ileged instructions, i.e., those instructions not accessible in problem state, has tended
to increase. This indicates a definite trend toward the incorporation of more operat-
ing systems functions in hardware. Some microprocessors already have complete op-
erating systems in firmware; many have much operating system functionality in
hardware.

2.2.13 Virtual Storage

Virtual storage systems allow programs to reference addresses that need not corre-
spond to the real addresses available in primary storage. The virtual addresses de-
veloped by running programs are translated dynamically (i.e., at execution time) by
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66 Process Concepts

= Support of the file system. (See Chapter 13.)
= Support of a procedure call/return mechanism.
® Support of certain system accounting functions. (See Chapter 21.)

The reader interested in a detailed explanation of the structure and operation of
the nucleus should refer to Chapter 6 of the text by Lorin and Deitel (Lo81).

3.9.2 Enabling and Disabling Interrupts

The nucleus is normally entered by an interrupt. The nucleus disables interrupts
while it responds to the interrupt. Once the cause of the interrupt is determined, the
nucleus passes the processing of the interrupt to a specific system process designed
to handle that type of interrupt.

In some systems, all of the processing of each interrupt is done by a large, one-
piece operating system. In such systems, interrupts are disabled for a larger percent-
age of the time, but the systems are conceptually simpler. Such a design is useful in
small systems that support a limited number of processes; in large multiuser systems
the nucleus approach yields far better performance.

3.9.3 Hierarchical System Structure

The literature includes papers (Di68) that advocate a hierarchical approach to de-
signing operating systems. At the base of the hierarchy is the computer hardware it-
self, sometimes called the “raw machine” or “‘naked iron.” At the next level up in
the hierarchy (or the next several levels in some designs) are the various nucleus
functions. These are viewed as creating an extended machine, i.e., a computer that
offers not only its machine language in support of the operating system and its
users but also a group of additional capabilities provided by the nucleus functions.
These additional capabilities are often called primitives.

Above the nucleus in the hierarchy are the various operating system processes
that operate in support of user processes—for example, the device manager process-
es that actually supervise the input/output operations for system devices in behalf
of various users. At the top of the hierarchy are the user processes themselves.

Such hierarchical designs have proven easier to debug, modify, and to prove
correct (Di68). In designs in which the nucleus itself is spread over several levels of
the hierarchy, the choice of which nucleus function is to be placed at which level re-
quires careful thought. Often in such designs, the restriction is imposed that only
downward calls in the hierarchy are allowed; each level may call upon only those
functions it sees in the level directly below.

3.9.4 Migration of the Nucleus to Microcode

One definite trend that has emerged in recent systems is for the placement of much
of the nucleus into microcode. This is an effective security technique, and with care-
ful microcoding can make the nucleus functions execute more quickly.
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Apple Extended Keyboard.

Apple Filing Protocol n. See AFP.

Apple key n. A key on Apple keyboards labeled with an
outline of the Apple logo. On the Apple Extended Key-
board, this key is the same as the Command key, which
functions similarly to the Control key on IBM and com-
patible keyboards. It is generally used in conjunction with
a character key as a shortcut to making menu selections or
starting a macro.

Apple Macintosh . See Macintosh.
Apple Newton n. See Newton.

AppleScript »n. A script language developed by Apple
Computer, Inc., for Macintosh computers running under
the Mac OS to execute commands and automate functions.
See also script.

AppleShare n. A file server software developed by Apple
Computer, Inc., that works with the Mac OS and allows
one Macintosh computer to share files with another on the
same network. See also file server, Mac OS.

applet n. A program that can be downloaded over the
Internet and executed on the recipient’s machine. Applets
are often written in the Java programming language and
run within browser software, and they are typically used to
customize or add interactive elements to a Web page.

AppleTalk n. An inexpensive local area network devel-
oped by Apple Computer, Inc., for Macintosh computers
that can be used by Apple and non-Apple computers to
communicate and share resources such as printers and file
servers. Non-Apple computers must be equipped with
AppleTalk hardware and suitable software. The network

31

uses a layered set of protocols similar to the ISO/OSI ref-
erence model and transfers information in the form of
packets called frames. AppleTalk supports connections to
other AppleTalk networks through devices known as
bridges, and it supports connections to dissimilar networks
through devices called gateways. See also bridge, frame
(definition 2), gateway.

AppleTalk Phase 2 n. The extended AppleTalk Internet
model designed by Apple Computer, Inc., that supports
muitiple zones within a network and extended addressing
capacity.

AppleWorks n. A suite of productivity applications, for-
merly known as ClarisWorks, distributed by Apple Com-
puter, Inc., and shipped on the iMac computer. AppleWorks/
ClarisWorks is an integrated product that includes support
for word processing, spreadsheets, databases, drawing,
painting, charting, and the Internet.

appliance n. 1. See server appliance. 2. See information
appliance. 3. A device with a single or limited purpose
with functionality. This functionality is similar to a simple
consumer appliance. ~

appliance server . 1. An inexpensive computing device
used for specific tasks including Internet connectivity or
file-and-print services. The server is usually easy to use
but does not possess the capabilities or software of a typi-
cal server for general office use. 2. See server appliance.

application ». A program designed to assist in the perfor-
mance of a specific task, such as word processing, -
accounting, or inventory management. Compare utility.

application binary interface . A set of instructions that
specifies how an executable file interacts with the hardware
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for microcomputers based on Intel microprocessors. The
first system, CP/M-80, was the most popular operating
system for 8080- and Z80-based microcomputers. Digital
Research also developed CP/M-86 for 8086/8088-based
computers, CP/M-Z8000 for Zilog Z8000-based comput-
ers, and CP/M-68K for Motorola 68000-based computers.
When the IBM PC and MS-DOS were introduced, com-
mon use of CP/M by end users dwindled. DRI continues to
enhance the CP/M line, supporting multitasking with the
Concurrent CP/M and MP/M products. See also MP/M.

CPM n. See critical path method.

CPRM n. Acronym for Content Protection for Record-
able Media. Technology developed to control the use of
copyrighted digital music and video material by blocking
the transfer of protected files to portable media such as zip
disks and smart cards. CPRM would be added to storage
devices and provide data scrambling and identification
codes to block the copying of copyrighted files.

¢ps n. See characters per second.

CPSR . Acronym for Computer Professionals for Social
Responsibility. A public advocacy organization of com-
puter professionals. CPSR was originally formed out of
concern over the use of computer technology for military
purposes but has extended its interest to such issues as
civil liberties and the effect of computers on workers.

CPU n. Acronym for central processing unit. The compu-
tational and control unit of a computer. The CPU is the
device that interprets and executes instructions, Main-
frames and early minicomputers contained circuit boards
full of integrated circuits that implemented the CPU. Sin-
gle-chip central processing units, called microprocessors,
made possible personal computers and workstations.
Examples of single-chip CPUs are the Motorola 68000,
68020, and 68030 chips and the Intel 8080, 8086, 80286,
80386, and 1486 chips. The CPU—or microprocessor, in
the case of a microcomputer—has the ability to fetch,
decode, and execute instructions and to transfer informa-
tion to and from other resources over the computer’s main
data-transfer path, the bus. By definition, the CPU is the
chip that functions as the “brain” of a computer. In some
instances, however, the term encompasses both the proces-
sor and the computer’s memory or, even more broadly, the
main computer console (as opposed to peripheral equip-
ment). See the illustration. See also microprocessor.

132

CPU.

CPU-bound adj. See computation-bound.

CPU cache n. A section of fast memory linking the CPU
(central processing unit) and main memory that tempo-
rarily stores data and instructions the CPU needs to exe-
cute upcoming commands and programs. Considerably
faster than main memory, the CPU cache contains data
that is transferred in blocks, thereby speeding execution.
The system anticipates the data it will need through algo-
rithms. Also called: cache memory, memory cache. See
also cache, CPU, VCACHE.

CPU cycle n. 1. The smallest unit of time recognized by
the CPU (central processing unit)—typically a few hun-
dred-millionths of a second. 2. The time required for the
CPU to perform the simplest instruction, such as fetching
the contents of a register or performing a no-operation
instruction (NOP). Also called: clock tick.

CPU fan n. An electric fan usually placed directly on a
CPU (central processing unit) or on the CPU’s heat sink to
help dissipate heat from the chip by circulating air around
it. See also CPU, heat sink.

CPU speed n. A relative measure of the data-processing
capacity of a particular CPU (central processing unit),
usually measured in megahertz. See also CPU.

CPU time n. In multiprocessing, the amount of time dur-
ing which a particular process has active control of the CPU
(central processing unit). See also CPU, multiprocessing.

CR n. See carriage return.

crack vb. 1. To gain unauthorized access to a network by
breaching its security. 2. To decipher encrypted information.

cracker n. A person who overcomes the security mea-
sures of a computer system and gains unauthorized access.
The goal of some crackers is to obtain information ille-
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kem

kern vb. To alter selectively the distance between pairs of
letters for readability and to make the type spacing more
balanced and proportional. See the illustration.

AWAKE
AWAKE

Kern. The first three letters of the second example are kerned.

kernel n. The core of an operating system-——the portion
of the system that manages memory, files, and peripheral
devices; maintains the time and date; launches applica-
tions; and allocates system resources.

Kernel Extension n. See KEXT.

kernel panic n. In Mac OS X and UNIX-based systems,

a type of error that occurs when the core level of the oper-
ating system is unable to properly handle an instruction. A
kernel panic appears to the user as a text screen containing
information about the nature of the error, which often can
be corrected with a system reboot.

KEXT n. Acronym for Kernel Extension. In Mac OS X, an
extension mechanism created to expand the functionality
of the operating system kernel. KEXTs are modular and
dynamic loading, and they may be created for any service
that requires access to kernel internal interfaces. Creation
of a KEXT allows the loading of pieces of code into the
kernel without the need to recompile.

key n. 1. On a keyboard, the combination of a plastic key-
cap, a tension mechanism that suspends the keycap but
allows it to be pressed down, and an electronic mechanism
that records the key press and key release. 2. In database
management, an identifier for a record or group of records
in a datafile. See also B-tree, hash?, index’ (definition 1),
inverted list, key field. 3. In encryption and digital signa-
tures, a string of bits used for encrypting and decrypting
information to be transmitted. Encryption commonly
relies on two different types of keys, a public key known
to more than one person (say, both the sender and the
receiver) and a private key known only to one person (typ-
ically, the sender). 4. A metal object used with a physical
lock to disable a computer system.

key binary large object 1. A key binary large object
(BLOB) provides a way to store keys outside of the cryp-
tographic service provider (CSP) and is used to transfer

300

keyboard repeat

keys securely from one CSP to another. A key BLOB con-
sists of a standard header followed by data representing
the key. Acronym: key BLOB.

key BLOB n. See key binary large object.

keyboard n. A hardware unit with a set of switches that
resembles a typewriter keyboard and that conveys infor-
mation from a user to a computer or data communications
circuit. See also Alt key, Apple key, arrow key, Backspace
key, Break key, Caps Lock key, character code, Clear key,
Command key, control character, Control key, Delete key,
Dvorak keyboard, End key, enhanced keyboard, Enter
key, ergonomic keyboard, Escape key, function key, Help
key, Home key, Insert key, keyboard buffer, keyboard
controller, keyboard enhancer, keycap, key code, numeric
keypad, Num Lock key, Option key, original Macintosh
keyboard, Page Down key, Page Up key, Pause key, PC/
XT keyboard, Power-on key, Print Screen key, QWERTY
keyboard, Return key, scan code, Scroll Lock key, Shift
key, Sys Req key, Tab key.

keyboard buffer n. A small amount of system memory
that stores the most recently typed characters. This buffer
is used to store typed characters that have not yet been
processed. Also called: type-ahead buffer.

keyboard controller n. A microprocessor installed in a
keyboard whose primary function is to wait for and report
on keystrokes.

keyboard enhancer n. A program that monitors key-
strokes as they are typed and that can be used to redefine
the meaning of certain keys or key combinations. Key-
board enhancers are used to create and store macros—
sets of keystrokes, mouse actions, menu selections, or
other instructions—that are then assigned to keys. Also
called: macro program. -

keyboard layout . The key arrangement used for a partic-
ular keyboard, including such factors as the number of keys
(101 is the current standard) and the configuration of the
keys (QWERTY is the United States standard). Some pro-
prietary systems use different layouts, and many allow you
to map the keys to characters according to your preferences.

keyboard port n. The connector on a computer that
receives data from the keyboard. See also port! (defini-
tion 1).

keyboard processor n. See keyboard controller.

keyboard repeat n. See typematic.
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privileged mode . A mode of execution, supported by
the protected mode of the Intel 80286 and higher micro-
processors, in which software can carry out restricted
operations that manipulate critical components of the sys-
tem, such as memory and input/output ports (channels).
Application programs cannot be executed in privileged
mode; the heart (kernel) of the OS/2 operating system can
be, as can the programs (device drivers) that control
devices attached to the system.

privileges n. See access privileges.

PRN . The logical device name for printer. A name
reserved by the MS-DOS operating system for the stan-
dard print device. PRN usually refers to a system’s first
parallel port, also known as LPT1.

.pro n. One of seven new top-level domain names approved
in 2000 by the Internet Corporation for Assigned Names
and Numbers (ICANN), .pro is meant for use in Web sites
relating to professions such as physicians, accountants, and
lawyers. Six of the new domains became available for use
in the spring of 2001; negotiations are still underway for the
final registry agreement for the .pro domain.

probability ». The likelihood that an event will happen,
which can often be estimated mathematicalily. In mathe-
matics, statistics and probability theory are related fields.
In computing, probability is used to determine the likeli-
hood of failure or error in a system or device.

problem solving #. 1. The process of devising and imple-
menting a strategy for finding a solution or for transform-
ing a less desirable condition into a more desirable one.

2. An aspect of artificial intelligence wherein the task of
problem solving is performed solely by a program. See
also artificial intelligence.

procedural fanguage n. A programming language in
which the basic programming element is the procedure (a
named sequence of statements, such as a routine, subrou-
tine, or function). The most widely used high-level lan-
guages (C, Pascal, Basic, FORTRAN, COBOL, Ada) are
all procedural languages. See also procedure. Compare
nonprocedural language. .

procedural rendering 1. The rendering of a two-dimen-
sional image from three-dimensional coordinates with tex-
turing according to user-specified conditions, such as
direction and degree of lighting.

423

Prodigy

procedure #. In a program, a named sequence of state-
ments, often with associated constants, data types, and
variables, that usually performs a single task. A procedure
can usually be called (executed) by other procedures, as
well as by the main body of the program. Some languages
distinguish between a procedure and a function, with the
latter (the function) returning a value. See also function,
parameter, procedural language, routine, subroutine.

procedure call ». In programming, an instruction that
causes a procedure to be executed. A procedure call can be
located in another procedure or in the main body of the
program. See also procedure.

processt . A program or part of a program; a coherent
sequence of steps undertaken by a program.

process? vb. To manipulate data with a program.

process-bound adj. Limited in performance by process-
ing requirements. See also computation-bound.

process color 1. A method of handling color in a docu-
ment in which each block of color is separated into its sub-
tractive primary color components for printing: cyan,
magenta, and yellow (as well as black). All other colors
are created by blending layers of various sizes of halftone
spots printed in cyan, magenta, and yellow to create the
image. See also color model, color separation (definition
1). Compare spot color.

processing n. The manipulation of data within a com-
puter system. Processing is the vital step between receiv-
ing data (input) and producing results (output)—the task
for which computers are designed.

processor n. See central processing unit, microprocessor.
Processor Direct Slot n. See PDS (definition 1).
Processor Input/Output n. See PIO..

Procmail 7. An open-source e-mail-processing utility for
Linux and other UNIX-based computers and networks.
Procmail can be used to create mail servers and mailing
lists, filter mail, sort incoming mail, preprocess mail, and
perform other mail-related functions.

Prodigy n. An Internet service provider (ISP) that offers
Internet access and a wide range of related services. Prod-
igy was founded by IBM and Sears as a proprietary online
service, was acquired by International Wireless in 1996,
and in 1999 entered into a partnership with SBC Commu-
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