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Preface

Introduction

This book describes the TCP/IP protocol suite, but from a different perspective than
other texts on TCP/IP. Instead of just describing the protocols and what they do, we’ll
use a popular diagnostic tool to watch the protocols in action. Seeing how the protocols
operate in varying circumstances provides a greater understanding of how they work
and why certain design decisions were made. It also provides a look into the imple-
mentation of the protocols, without having to wade through thousands of lines of
source code.

When networking protocols were being developed in the 1960s through the 1980s,
expensive, dedicated hardware was required to see the packets going “across the wire.”
Extreme familiarity with the protocols was also required to comprehend the packets dis-
played by the hardware. Functionality of the hardware analyzers was limited to that
built in by the hardware designers.

Today this has changed dramatically with the ability of the ubiquitous workstation
to monitor a local area network [Mogul 1990]. Just attach a workstation to your net-
work, run some publicly available software (described in Appendix A), and watch what
goes by on the wire. While many people consider this a tool to be used for diagnosing
network problems, it is also a powerful tool for understanding how the network proto-
cols operate, which is the goal of this book.

This book is intended for anyone wishing to understand how the TCP/IP protocols
operate: programmers writing network applications, system administrators responsible
for maintaining computer systems and networks utilizing TCP/IP, and users who deal
with TCP/IP applications on a daily basis.
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Organization of the Book

The following figure shows the various protocols and applications that are covered.
The italic number by each box indicates the chapter in which that protocol or applica-
tion is described.

Chap.7 26 27 23 30 8 14 15 16 25 29
Ping || Tenet&l |l prp fl gvrrp X Trace- ||\ || TETP ||BOOTP| | SNMP | k>
Rlogin route RPC
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4 2| Data 5
ARP B RARP
media

(Numerous fine points are missing from this figure that will be discussed in the appro-
priate chapter. For example, both the DNS and RPC use TCP, which we don’t show.)

We take a bottom-up approach to the TCP/IP protocol suite. After providing a
basic introduction to TCP/IP in Chapter 1, we will start at the link layer in Chapter 2
and work our way up the protocol stack. This provides the required background for
later chapters for readers who aren’t familiar with TCP/IP or networking in general.

This book also uses a functional approach instead of following a strict bottom-to-
top order. For example, Chapter 3 describes the IP layer and the IP header. But there
are numerous fields in the IP header that are best described in the context of an applica-
tion that uses or is affected by a particular field. Fragmentation, for example, is best
understood in terms of UDP (Chapter 11), the protocol often affected by it. The time-to-
live field is fully described when we look at the Traceroute program in Chapter 8,
because this field is the basis for the operation of the program. Similarly, many features
of ICMP are described in the later chapters, in terms of how a particular ICMP message
is used by a protocol or an application.

We also don’t want to save all the good stuff until the end, so we describe TCP/IP
applications as soon as we have the foundation to understand them. Ping and Trace-
route are described after IP and ICMP have been discussed. The applications built on
UDP (multicasting, the DNS, TFTP, and BOOTP) are described after UDP has been
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examined. The TCP applications, however, along with network management, must be
saved until the end, after we’ve thoroughly described TCP. This text focuses on how
these applications use the TCP/IP protocols. We do not provide all the details on run-
ning these applications.

Readers

This book is self-contained and assumes no specific knowledge of networking or
TCP/IP. Numerous references are provided for readers interested in additional details
on specific topics.

This book can be used in many ways. It can be used as a self-study reference and
covered from start to finish by someone interested in all the details on the TCP/IP
protocol suite. Readers with some TCP/IP background might want to skip ahead and
start with Chapter 7, and then focus on the specific chapters in which they're interested.
Exercises are provided at the end of the chapters, and most solutions are in Appen-
dix D. This is to maximize the usefulness of the text as a self-study reference.

When used as part of a one- or two-semester course in computer networking, the
focus should be on IP (Chapters 3 and 9), UDP (Chapter 11), and TCP (Chapters 17-24),
along with some of the application chapters.

Many forward and backward references are provided throughout the text, along
with a thorough index, to allow individual chapters to be studied by themselves. A list
of all the acronyms used throughout the text, along with the compound term for the
acronym, appears on the inside back covers.

If you have access to a network you are encouraged to obtain the software used in
this book (Appendix F) and experiment on your own. Hands-on experimentation with
the protocols will provide the greatest knowledge (and make it more fun).

Systems Used for Testing

Every example in the book was run on an actual network and the resulting output
saved in a file for inclusion in the text. Figure 1.11 (p. 18) shows a diagram of the differ-
ent hosts, routers, and networks that are used. (This figure is also duplicated on the
inside front cover for easy reference while reading the book.) This collection of net-
works is simple enough that the topology doesn’t confuse the examples, and with four
systems acting as routers, we can see the error messages generated by routers.

Most of the systems have a name that indicates the type of software being used:
bsdi, svr4, sun, solaris, aix, slip, and so on. In this way we can identify the type
of software that we’re dealing with by looking at the system name in the printed output.

A wide range of different operating systems and TCP/IP implementations are used:

e BSD/386 Version 1.0 from Berkeley Software Design, Inc., on the hosts named
bsdi and slip. This system is derived from the BSD Networking Software,
Release 2.0. (We show the lineage of the various BSD releases in Figure 1.10 on
p-17.)
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e Unix System V/386 Release 4.0 Version 2.0 from U.H. Corporation, on the host
named svr4. This is vanilla SVR4 and contains the standard implementation of
TCP/IP from Lachman Associates used with most versions of SVR4.

e SunOS 4.1.3 from Sun Microsystems, on the host named sun. The SunOS 4.1.x
systems are probably the most widely used TCP/IP implementations. The
TCP/IP code is derived from 4.2BSD and 4.3BSD.

¢ Solaris 2.2 from Sun Microsystems, on the host named solaris. The Solaris 2.x
systems have a different implementation of TCP/IP from the earlier SunOS 4.1.x
systems, and from SVR4. (This operating system is really SunOS 5.2, but is com-
monly called Solaris 2.2.)

e AIX 3.2.2 from IBM on the host named aix. The TCP/IP implementation is
based on the 4.3BSD Reno release.

e 44BSD from the Computer Systems Research Group at the University of Califor-
nia at Berkeley, on the host vangogh.cs.berkeley.edu. This system has the
latest release of TCP/IP from Berkeley. (This system isn’t shown in the figure on
the inside front cover, but is reachable across the Internet.)

Although these are all Unix systems, TCP/IP is operating system independent, and is
available on almost every popular non-Unix system. Most of this text also applies to
these non-Unix implementations, although some programs (such as Traceroute) may
not be provided on all systems.

Typographical Conventions

When we display interactive input and output we’ll show our typed input in a bold
font, and the computer output like this. Comiments are added in italics.

bsdi % telnet svr4 discard connect to the discard server
Trying 140.252.13.34... this line and next output by Telnet client
Connected to svr4.

Also, we always include the name of the system as part of the shell prompt (bsdi in
this example) to show on which host the command was run.

Throughout the text we’ll use indented, parenthetical notes such as this to describe historical
points or implementation details.

We sometimes refer to the complete description of a command in the Unix manual
as in i fconfig(8). This notation, the name of the command followed by a number in
parentheses, is the normal way of referring t6 Unix commands.  IThe number in paren-
theses is the section number intle Unix manual of the “manual pagﬂ?ﬂi@”@m’”"
mand, where additional information can be located. Unfortunately not all Unix systems
organize their manuals thé same, with regard to the section numbers used for various
groupings of commands. We'll use the BSD-style section numbers (which is the same
for BSD-derived systems such as SunOS 4.1.3), but your manuals may be organized
differently. ’

-
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1.1

1.2

Introduction

Introduction

The TCP/IP protocol suite allows computers of all sizes, from many different computer
vendors, running totally different operating systems, to communicate with each other.
It is quite amazing because its use has far exceeded its original estimates. What started
in the late 1960s as a government-financed research project into packet switching net-
works has, in the 1990s, turned into the most widely used form of networking between
computers. It is truly an open system in that the definition of the protocol suite and
many of its implementations are publicly available at little or no charge. It forms the
basis for what is called the worldwide Internet, or the Internet, a wide arca network
(WAN) of more than one million computers that literally spans the globe.

This chapter provides an overview of the TCP/IP protocol suite, to establish an ade-
quate background for the remaining chapters. For a historical perspective on the early
development of TCP/IP see [Lynch 1993].

Layering

Networking protocols are normally developed in layers, with each layer responsible for a
different facet of the communications. A protocol suite, such as TCP/IP, is the combina-
tion of different protocols at various layers. TCP/IP is normally considered to be a
4-layer system, as shown in Figure 1.1.
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2 Introduction Chapter 1

Application Telnet, FTP, e-mail, etc.

Transport TCP, UDP

Network IP, ICMP, IGMP

Link device driver and interface card

Figure 1.1 The four layers of the TCP/IP protocol suite.

Each layer has a different responsibility.

1.

The link layer, sometimes called the data-link layer or network interface layer, nor-
mally includes the device driver in the operating system and the corresponding
network interface card in the computer. Together they handle all the hardware
details of physically interfacing with the cable (or whatever type of media is
being used).

The network layer (sometimes called the internet layer) handles the movement of
packets around the network. Routing of packets, for example, takes place here.
IP (Internet Protocol), ICMP (Internet Control Message Protocol), and IGMP
(Internet Group Management Protocol) provide the network layer in the
TCP/1P protocol suite.

The transport layer provides a flow of data between two hosts, for the applica-
tion layer above. In the TCP/IP protocol suite there are two vastly different
transport protocols: TCP (Transmission Control Protocol) and UDP (User Data-
gram Protocol).

TCP provides a reliable flow of data between two hosts. It is concerned with
things such as dividing the data passed to it from the application into appropri-
ately sized chunks for the network layer below, acknowledging received pack-
ets, setting timeouts to make certain the other end acknowledges packets that
are sent, and so on. Because this reliable flow of data is provided by the trans-
port layer, the application layer can ignore all these details.

UDF, on the other hand, provides a much simpler service to the application
layer. It just sends packets of data called datagrams from one host to the other,
but there is no guarantee that the datagrams reach the other end. Any desired
reliability must be added by the application layer.

There is a use for each type of transport protocol, which we’ll see when we look
at the different applications that use TCP and UDP.
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Section 1.2 Layering 3

e

4. The application layer handles the details of the particular application. There are
many common TCP/IP applications that almost cvery implementation pro-
vides:

o Telnet for remote login,

e FTP, the File Transfer Protocol,

e SMTP, the Simple Mail Transfer protocol, for electronic mail,
e SNMP, the Simple Network Management Protocol,

and many more, some of which we cover in later chapters.

If we have two hosts on a local area network (LAN) such as an Ethernet, both run-
ning FTP, Figure 1.2 shows the protocols involved.

handles
et FTP | FIPprotocol | FIP rocosses | Thhcation
application client T server processes etails
A
|
TCP protocol
transport TCP - - - — - protocol o TCp kernel handles
] communication
details

network P - —— = - P
A
. Ethernet Ethernet protocol Ethernet
link . - — — — — — - - — ] N
driver driver

Ethernet

Figure 1.2 Two hosts on a LAN running FTP.

We have labeled one application box the FTP client and the other the FIP server.
Most network applications are designed so that one end is the client and the other side
the server. The server provides some type of service to clients, in this case access to files
on the server host. In the remote login application, Telnet, the service provided to the
client is the ability to login to the server’s host.

Each layer has one or more protocols for communicating with its peer at the same
layer. One protocol, for example, allows the two TCP layers to communicate, and
another protocol lets the two IP layers communicate.

On the right side of Figure 1.2 we have noted that normally the application layer is
a user process while the lower three layers are usually implemented in the kernel (the
operating system). Although this isn’t a requirement, it’s typical and this is the way it's
done under Unix.
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12 [ntroduction Chapter 1
1.8 Client-Server Model
Most networking applications are written assuming one side is the client and the other
the server. The purpose of the application is for the server to provide some defined ser-
vice for clients.

We can categorize servers into two classes: iterative or concurrent. An iterative
server iterates through the following steps.

I1.  Wait for a client request to arrive.

12.  Process the client request.

3. Send the response back to the client that sent the request.

I4. Goback to step I1.

The problem with an iterative server is when step 12 takes a while. During this time no
other clients are serviced.

A concurrent server, on the other hand, performs the following steps.

C1. Wait for a client request to arrive.

C2. Start a new server to handle this client’s request. This may involve creating a
new process, task, or thread, depending on what the underlying operating sys-
tem supports. How this step is performed depends on the operating system.
This new server handles this client’s entire request. When complete, this new
server terminates.

C3. Go back to step C1.

The advantage of a concurrent server is that the server just spawns other servers to han-
dle the client requests. Each client has, in essence, its own server. Assuming the operat-
ing svstem allows multiprogramming, muitiple clients are serviced concurrently.

The reason we categorize servers, and not clients, is because a client normally can’t
tell whether it’s talking to an iterative server or a concurrent server.

As a general rule, TCP servers are concurrent, and UDP servers are iterative, but
there arc a few exceptions. We’ll look in detail at the impact of UDP on its servers in
Section 11.12, and the impact of TCP on its servers in Section 18.11.

1.9 Port Numbers

We said that TCP and UDP identify applications using 16-bit port numbers. How are
these port numbers chosen?

Servers are normally known by their well-known port number. For example, every
TCP/IP implementation that provides an FIP server provides that service on TCP port
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1.13

1.14

Name TCP port | UDP port | RFC Description

echo 7 7 862 | Server returns whatever the client sends.

discard 9 863 | Server discards whatever the client sends.

daytime 13 867 | Server returns the time and date in a human-readable
format.

chargen 19 19 864 | TCP server sends a continual stream of characters, until the
connection is terminated by the client. UDP server
sends a datagram containing a random number of
characters each time the client sends a datagram.
time 37 37 868 | Server returns the time as a 32-bit binary number. This
number represents the number of seconds since
midnight January 1, 1900, UTC.

—_
W O

Figure 1.9 Standard, simple services provided by most implementations.

The Internet

In Figure 1.3 we showed an infernet composed of two networks—an Ethernet and a
token ring. In Sections 1.4 and 1.9 we talked about the worldwide Internet and the need
to allocate IP addresses centrally (the InterNIC) and the well-known port numbers (the
IANA). The word internet means different things depending on whether it’s capitalized
or not.

The lowercase internet means multiple networks connected together, using a com-
mon protocol suite. The uppercase Internet refers to the collection of hosts (over one
million) around the world that can communicate with each other using TCP/IP. While
the Internet is an internet, the reverse is not true.

Implementations

The de facto standard for TCP/IP implementations is the one from the Computer Sys-
tems Research Group at the University of California at Berkeley. Historically this has
been distributed with the 4.x BSD system (Berkeley Software Distribution), and with the
“BSD Networking Releases.” This source code has been the starting point for many
other implementations.

Figure 1.10 shows a chronology of the various BSD releases, indicating the impor-
tant TCP/IP features. The BSD Networking Releases shown on the left side are publicly
available source code releases containing all of the networking code: both the protocols
themselves and many of the applications and utilities (such as Telnet and FIP).

Throughout the text we’ll use the term Berkeley-derived implementation to refer to
vendor implementations such as SunOS 4.x, SVR4, and AIX 3.2 that were originally
developed from the Berkeley sources. These implementations have much in common,
often including the same bugs!
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Section 1.15 Application Programming Interfaces 17

4.2BSD (1983)
first widely available
release of TCP/IP

:

4.3BSD (1986)
TCP performance improvements

;

4.3BSD Tahoe (1988)
slow start,

congestion avoidance,
fast retransmit

BSD Networking Software l

Release 1.0 (1989): Net/1
4.3BSD Reno (1990)

fast recovery,

TCP header prediction,
// SLIP header compression,
routing table changes
BSD Networking Software l

Release 2.0 (1991): Net/2
4.4BSD (1993)

multicasting,
/ long fat pipe modifications

4.4BSD-Lite (1994)
also referred to as Net/3

Figure 1.10 Various BSD releases with important TCP/IP features.

Much of the original research in the Internet is still being applied to the Berkeley
system—new congestion control algorithms (Section 21.7), multicasting (Section 12.4),
“long fat pipe” modifications (Section 24.3), and the like.

1.15 Application Programming Interfaces

Two popular application programming interfaces (APIs) for applications using the TCP/IP
protocols are called sockets and TLI (Transport Layer Interface). The former is some-
times called “Berkeley sockets,” indicating where it was originally developed. The lat-
ter, originally developed by AT&T, is sometimes called XTI (X/Open Transport
Interface), recognizing the work done by X/Open, an international group of computer
vendors that produce their own set of standards. XTI is effectively a superset of TLI.
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66 B Chapter 3: Operating-System Structures

this case, there must be a mechanism for passing these parameters from
the control cards to the executing program. On mouse-based and icon-
based systems, a menu of file names is usually displayed in a window.
The user can then use the mouse to select the source name, and a window
can be opened for the destination name to be specified.

Once the two file names are obtained, the program must open the
input file and create the output file. Each of these operations requires
another system call. There are also possible error conditions for each
operation. When the program tries to open the input file, it may find that
there is no file of that name or that the file is protected against access. In
these cases, the program should print a message on the console (another
sequence of system calls) and then terminate abnormally (another system
call). If the input file exists, then we must create a new output file. We
may find that there is already an output file with the same name. This
situation may cause the program to abort (a system call), or we may delete
the existing file (another system call) and create a new one (another system
call). Another option, in an interactive system, is to ask the user (a
sequence of system calls to output the prompting message and to read the
response from the terminal) whether to replace the existing file or to abort.

Now that both files are set up, we enter a loop that reads from the
input file (a system call) and writes to the output file (another system call).
Each read and write must return status information regarding various
possible error conditions. On input, the program may find that the end of
the file has been reached, or that there was a hardware failure in the read
(such as a parity error). The write operation may encounter various errors,
depending on the output device (no more disk space, physical end of tape,
printer out of paper, and so on).

Finally, after the entire file is copied, the program may close both files
(another system call), write a message to the console (more system calls),
and finally terminate normally (the last system call). As we can see,
programs may make heavy use of the operating system.

Most users never see this level of detail, however. The run-time
support system for most programming languages provides a much simpler
interface. For example, a write statement in Pascal or FORTRAN probably is
compiled into a call to a run-time support routine that issues the necessary
system calls, checks for errors, and finally returns to the user program.
Thus, most of the details of the operating-system interface are hidden from
the programmer by the compiler and by the run-time support package.

System calls occur in different ways, depending on the computer in
use. Often, more information is required than simply the identity of the
desired system call. The exact type and amount of information vary
according to the particular operating system and call. For example, to get
input, we may need to specify the file or device to use as the source, and
the address and length of the memory buffer into which the input should
be read. Of course, the device or file and length may be implicit in the call.
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University of Washington
Abstract
Protocol Design in akuncooperatie Internet
by Stefan R. Savage

Co-Chairs of Supervisory Committee

Associate Professor Thomas E. Anderson
Computer Science and Engineering

Associate Professor Brian N. Bershad
Computer Science and Engineering

In this dissertation, | examine the challenge of building network services in the absence of coop-
erative behavior. Unlike local-area networks, large sedlministratively heterogeneongtworks,
such as the Internet, must accommodate a wide variety of competing interests, policies and goals.
| explore the impact of this lack of cooperation on protocol design, demonstrate the problems that
arise as a result, and describe solutions across a spectrum of uncooperative behaviors. In particu-
lar, | focus on three distinct, yet interrelated, problems — using a combination of experimentation,
simulation and analysis to evaluate solutions.

First, | examine the problem of obtaining unidirectional end-to-end network path measurements
to uncooperative endpoints. | use analytic arguments to show that existing mechanisms for mea-
suring packet loss are limited without explicit cooperation. | then demonstrate a novel packet loss
measurement technique that sidesteps this requirement and provides implicit cooperation by lever-
aging the native interests of remote hosts. Based on this design, | provide the first experimental
measurements of widespread packet loss asymmetry.

Second, | study the problem of robust end-to-end congestion signaling in an environment with
competitive interests. | demonstrate experimentally that existing congestion signaling protocols

have flaws that allow misbehaving receivers to “steal” bandwidth from well-behaved clients. Fol-
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lowing this | present the design of protocol modifications that eliminate these weaknesses and allow
congestion signals to plicitly verified and enforced.

Last, | explore the problem of tracking network denial-of-service attacks in an environment
where attackers explicitly conceal their true location. | develop a novel packet marking approach
that allows victims to reconstruct the complete network path back to the victim. | evaluate several
versions of this technique analytically and through simulation. Finally, | present a potential design

for incorporating this mechanism into today’s Internet in a backwards compatible manner.
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Chapter 1

Introduction

The collectiorof interconnected networks forming “the Internet” is one of the largest communi-
cations artifacts ever built. Millions of users, ranging from private individuals to Fortune 500 busi-
nesses, all depend on the Internet for day-to-day data communications needs — including e-mail,
information search and retrieval, e-commerce, software distribution, customer service and supply
chain management. However, the Internet achieved this scale in a very different manner from the
Public Switched Telephone Networks (PSTN) that preceded it. Unlike the Bell System of old, the
Internet is not a single network, but rather a loose confederation of several thaondapendent
networks that exchange data in a semi-cooperative fashion to present the “illusion” of a single en-
tity. Moreover, while PSTN’s tend to be technologically homogenous, networks in the Internet are
built from many different combinations of components supplied by thousands of different hardware
and software vendors. Finally, unlike telephone networks, the Internet is not centrally controlled or
administered. Instead, each content provider, network service provider and user is free to manage

their own resources and network connectivity according to local policies.

The key technological elements underlying the Internet’s architectuneasiest switchingnd
internetworking. Packet switching allows data transmission to be decoupled from resource alloca-
tion — each chunk of data is encapsulated in a packet and sent hop-by-hop along some path to its des-
tination. Internetworking, in particular the Internet Protocol (IP), provides a common network-layer
substrate for communicating across heterogeneous network media. Together, these two technologies
provide a loosely coupled environment in which many different networks can easily connect and in-
teroperate without any central controlling authority. While the simplicity of this architecture has

been essential to the Internet’s tremendous growth, it has also posed a number of unique challenges:
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e Protocol compatibility. Sincethe Internet is composed of many heterogeneous communica-
tions elements it is impossible to guarantee that each will behave in an identical manner. Dif-
ferent vendors implement protocols independently and yet these implementations must some-
how interact in a compatible manner — as Jon Postel famously wrote to protocol implementers,

“Be liberal in what you accept, and conservative in what you send.” [Postel 81b, Braden 89].

¢ Incremental deployability.With thousands of different vendors and millions of users, it is
impossible to upgrade any common component of the Internet universally. Consequently, all
changes must be both incremental and backwards compatible. For example, common pro-
tocols such as the Transmission Control Protocol (TCP) and the Border Gateway Protocol
(BGP) explicitly negotiate to determine which features are supported by each implementa-

tion [Postel 81c, Rekhter et al. 95].

e Administrative heterogeneity.acking centralized administration, the Internet is not run ac-
cording to a well-defined set of rules or regulations. Each user, organization, or network
service provider on the Internet may have its own unique social, political or economic moti-
vations. Consequently, any particular communication service is ultimately governed only by
the interests of the involved parties —which may range from fully cooperative, to disinterested,

to competitive or even explicitly malicious.

These challenges, in combination, place considerable pressure on network protocol designers.
Since any user is free to manipulate the network to satisfy their own goals, it is hard to depend on
the presence of any service, on its correct operation, or on the accuracy of any service requests. The
traditional means of solving such problems in distributed systems is through a central point of con-
trol that enforces system-wide invariants. Unfortunately, the Internet’s decentralized administrative
structure does not provide a natural point to implement such a solution. Instead, these properties
must be guaranteed in a distributed fashion — by protocols and services that are resilient to potential

conflicts of interests among their users.
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1.1 Goals

The goal ofthis dissertation is to study how existing protocols can be adapted to accommodate dif-
ferences in motivation while still preserving sufficient backward compatibility to allow such changes
to be incrementally deployed. My approach is to study by example. | explore the design space of
solutions through several problems that cover the spectrum of competing interests — including un-
cooperative, competitive and malicious peer relationships. The following sections describe each of

the specific problems in turn and the individual research challenges they pose.

1.1.1 Active network measurement in an uncooperative environment

A crucial issue in operating large networks or network services is being able to measure and trou-
bleshoot the performance of the underlying network path used. In a homogenous network envi-
ronment, the network itself might provide such a service and thereby guarantee the availability of
network measurement information. However, in a heterogeneous Internet environment, the net-
work layer provides few services and such measurements must be obtained end-to-end between
pairs of hosts. For example, a client may measure end-to-end network performance to select among
otherwise identical server replicas [Carter et al. 97, Francis et al. 01], or a site may use such
measurements to reroute traffic around a congested network exchange point [RouteScience , Sock-
eyeNetworks , Anderson et al. 01]. Collecting such end-to-end measurements requires cooperation
from both endpoints — one host sends a network measurement probe and the target host responds
accordingly. Among a small set of administratively homogenous hosts, it is easy to provide such
functionality through a measurement service installed at every host or network element [Paxson
et al. 98b, Almes 97]. However, this approach does not transfer well to the Internet since there is
neither a mechanism nor an incentive to ensure that arbitrary remote sites will provide measurement
services for the benefit of others.

Existing network path measurement tools, suchiag, estimate network characteristics such
as packet loss and path latency by leveraging “built-in” features of the Internet Control Message Pro-
tocol (ICMP) [Postel 81a] such as the ability to “echo” packets from a remote host. This approach,
while today’s “best practice”, has several critical limitations. First, this technique is increasingly

undermined by network administrators who treat ICMP traffic differently from regular traffic. Since
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ICMP is not requiredor the correct operation of most Internet-based services (e.g. Web, E-mail)
and is seen as a potential security risk (including intelligence gathering [Vaskovich , Vivo et al.
99] and denial-of-service [CERT 96, CERT 97, CERT 98]), such traffic is frequently dropped or
rate-limited at the border of many networks. The second problem is that ICMP-based tools can
only measure round-trip path properties. Due to large disparities in directional traffic load (e.g. Web
servers are net exporters of data) and common network routing policies that promote asymmetry, itis
common that packets from client to server experience very different conditions than packets travel-
ing the opposite path from server to client [Paxson 97b, Savage 99]. Understanding this asymmetry
is essential to operational troubleshooting, traffic engineering and research. However, unidirectional
path measurements generally require stateful measurements at both endpoints; a requirement that is

seemingly impossible to satisfy without explicit cooperation between both parties.

The first part of this dissertation explores an alternative approach to network path measurement
that avoids the limitations of ICMP and sidesteps the need for explicit cooperation. Since most
Internet services are based on the standard Transmission Control Protocol (TCP), network measure-
ment tools can avoid common filtering or rate-limiting by implicitly encoding network performance
queries within legitimate TCP messages. In this manner, the goals of the remote endpoint — to
provide a standard service (e.g. E-mail, Web, etc.) — are aligned with the needs of network path
measurement. Moreover, by treating TCP as a “black box”, it is possible to exploit the protocol’s ex-
isting behavior to provide a new service — reliable asymmetric path measurenvattisutexplicit
cooperation from the remote host. In particular, | explore this approach to network measurement
in the context of asymmetric packet loss measurement. In Chapter 3, | describe techniques for
reliably measuring unidirectional packet loss rates to any Internet host providing a TCP-based ser-
vice. | implement these technigues in a tool cabidgand use it to collect the first measurements
demonstrating asymmetry in end-to-end packet loss rates. Others have since extended my basic
approach and implementation to measure bandwidth [Saroiu et al. 01], latency [Collins 01], packet

reordering [Bellardo 01], and protocol compliance [Padhye et al. 01].
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1.1.2 Robust corestionsignaling in a competitive environment

The Internet is based on packet switching technology in order to leverage the efficiencies of “sta-
tistical multiplexing” [Clark 88]. Each host on the network can send data to arbitrary destinations
without creating a circuit or reserving bandwidth. If multiple packets need to be transmitted over a
given link at the same time, then one will go forward, while the next will be queued to wait its turn.

In this way the network can be provisioned according toaheragearrival rate, and queuing can
absorb any short term transients. While this scheme is highly efficient under moderate load, when
contention for a link persists, a condition known as congestion, the overall efficiency of the system
can plummet and all network users can experience increased packet loss and queuing delay [Jacob-

son et al. 88].

Today’s Internet depends on a voluntary end-to-end congestion control mechanism to manage
any scarce bandwidth resources. Each host must monitor the congestion on its path and limit its
sending rate accordingly to approximate a “fair share” of any bandwidth bottleneck [Jacobson et al.
88]. While this good faith approach to resource sharing was appropriate during the Internet’s “kinder
and gentler” days, it seems considerably less dependable in today’s competitive environment. In a
homogenous environment, the network might “enforce” a bandwidth allocation among all hosts and
thereby guarantee fairness and stability [Demers et al. 89, Shenker 94, Stoica et al. 99]. However,
given the large number of disparate and competitive networks forming the Internet, such a solution
seems unlikely to be deployed in the near future. Instead, we must address the potential for inequity
arising from hosts with both the incentive and ability to “cheat” at the congestion signaling protocols

in use today.

Fortuitously, most data on the Internet originates from content servers whose administrators
have natural social and economic incentives to share bandwidth fairly among their customers. Con-
sequently few, if any, of these servers violate the voluntary congestion control mechanisms incorpo-
rated in standard transport protocols (i.e. TCP). Unfortunately, receivers of data (i.e. Web clients)
have the opposite incentives — their interest is reducing their own service time by maximizing their

own share of the bandwidth at the expense of other competing clients.

In the second portion of this dissertation, | describe design weaknesses in the congestion sig-

naling mechanism used by TCP and other similar protocols that allow misbehaving receivers to
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compete unfairly fobandwidth. | demonstrate that simple protocol manipulations at the receiver
can coerce a remote server into sending data at arbitrary rates. In Chapter 4, | demonstrate the seri-
ousness of this weakness through a new protocol implementation, ¢&lledaytona, that forces
remote servers to use all available bandwidth when answering its requests. | further show that this
weakness is not an innate property of end-to-end congestion control, but simply a limitation of the
existing signaling methodology. By considering the competitive nature of the receiver in data re-
trieval applications it is possible to implement signaling mechanisms that can be explicitly validated
and sender-side congestion control that enforces correct behavior. This work has subsequently been

extended to include router-based congestion signaling as well [Ely et al. 01b].

1.1.3 IP Traceback in a malicious environment

Finally, as recent events demonstrate, Internet hosts are vulnerable to malicious denial-of-service
attacks [CERT 00a]. By flooding a victim host or network with packets, an attacker can prevent le-
gitimate users from communicating with the victim. Stopping these attacks is uniquely challenging
because the Internet relies on each host to voluntarily indicate the origin of the packets it sends. In
a homogenously administered network environment, the network itself might “enforce” the use of
correct source address (and this does happen in some individual networks). However, once a packet
escapes into the Internet it is no longer possible to enforce such an invariant. Attackers exploit
this weakness and explicitly “forge” packets with incorrect source addresses. Consequently, it is
frequently impossible to determine the path traveled by an attack — a requirement for strong oper-
ational countermeasures and for the gathering of targeted forensic evidence. The key difficulty in
addressing this problem is designing a system that is both compatible with the existing architecture
and one that does not depend on the correct behavior of endpoints (i.e. cannot be easily evaded by
a determined attacker).

In the third part of this thesis, detailed in Chapter 5, | describe an efficient, incrementally deploy-
able, and (mostly) backwards compatible network mechanism that allows victims to trace denial-of-
service attacks back to their source by using a combination of random packet marking and manda-
tory distance calculation. This approach does not rely on end-host behavior, making it resistant to

malicious end-host actions, and only requires a subset of the routers in a network to implement the
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marking mechanism to beffective.

1.2 Contributions

The central hypothesis of this dissertation is that it is possible to design protocols that work in
spite of uncooperative, competitive and malicious hosts by carefully and explicitly accommodating
conflicts in motivation. Moreover, | argue that the converse is also true: designing protocols without
attending to the potential conflicts between hosts increases the fragility of these protocols and can
reduce the robustness of systems that use them. | demonstrate this hypothesis through proof by
example and show further that it is possible to accommodate such environments while maintaining

sufficient backwards compatibility to allow incremental and speedy deployment. In particular:

e | show that it is possible to measure unidirectional path performance in the absence of explicit
cooperation from a network endpoint. | explore the limitations in existing approaches and
then describe a technique that leverages the existing interests of Internet users to provide
unidirectional packet loss measurements. | implement this approach and demonstrate that it
is both accurate and has widespread applicability. Finally, | use the tool to conduct an initial

measurement study demonstrating the presence of widespread asymmetry in packet loss rate.

¢ | show that one can build robust congestion signaling protocols in spite of endpoints that wish
to compete for bandwidth on unfair terms. | first describe how existing congestion signaling
protocols have significant weaknesses that allow misbehaving receivers to manipulate the
rate at which data is sent. | verify this problem through an implementation that exploits
weaknesses in TCP to consume unfair quantities of bandwidth. Finally, | show how simple
modifications to the signaling protocol and the congestion control mechanisms can align the

interests of receivers and senders — thereby enforcing correct behavior.

e | present a method for tracing denial-of-service attacks back through a network in spite of
malicious attackers that actively seek to conceal their location. | describe the design tradeoffs
inherent in providing such a capability. | develop analytic results concerning the efficacy of

probabilistic marking methods and then explore the practical problems required for deploy-
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ment. Through a combinatiasf implementation and simulation | demonstrate the ability one

such solution to track attacks over networks paths of varying length and composition.

1.3 Overview

The remainder of this dissertation is organized as follows. Chapter 2 provides background and
discussion surrounding the problems of administrative heterogeneity and the approaches used to
accommodate it. Chapter 3 discusses the application of this methodology to uni-directional net-
work path measurement and demonstrates its value by measuring existing packet-loss asymmetry
in today’s Internet. In Chapter 4, | explore the problems posed by competitive peers to end-to-end
congestion control mechanisms. Chapter 5 covers tracing the origin of spoofed denial-of-service

attacks. Finally, Chapter 6 summaries my results and contributions.
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Chapter 2

Background

One oftheoriginal goals of the Internet architecture was to overcome the challengesvadrk
layer heterogeneity [Clark 88]. At the time, each network technology used a distinct method for
physical encoding, media access, addressing and routing. The Internet’s designers realized that a
common set of minimal network and transport protocols could be used to transparently interconnect
networks based on different underlying technologies. Moreover, they reasoned, the same proto-
cols could provide a standard communications substrate for a wide variety of network services and
applications. These realizations, subsequently embodied in the IP and TCP protocols [Cerf et al.
98, Postel 81c, Postel 81b], provided the technical basimfernetworkingwhich is widely cred-

ited with the rapid of growth of the Internet.

However, since each constituent network in the Internet is independently controlled, a byproduct
of this success is ever-increasiagministrativeneterogeneity. This in turn threatens the robustness
of the Internet’s underlying protocols which were largely designed under the assumption that all
hosts will cooperate towards a shared set of goals. In small inter-networks it is still possible to
approximate a uniform administrative policy by negotiation and rough consensus among the par-
ticipants. However, with tens of thousands of connected networks and millions of independent
users, the Internet has grown to a point where it is naive to assume universal cooperation. In this
environment, conflicts of Internet about how Internet resources should be managed are inevitable.
While this challenge was observed as early as 1988 — as David Clark wrote, “Some of the most
significant problems with the Internet today relate to the lack of sufficient tools for distributed man-
agement” [Clark 88] — there has not been any systematic examination of this problem and its impact
on network service architecture. However, a number of approaches can be defined among the ad

hoc solutions developed by service designers encountering these problems.
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2.1 Trust

The simplestandmost pervasive, approach is to only communicate with cooperative users. Gener-

ally, this approach is based on a binary worldview in which users fall into one of two categories:

e Friends. Will implement a protocol or service correctly and in common interest with all

peers.

e Enemies. Seek to gain unauthorized access remote computing resources, violate their in-

tegrity, eavesdrop on confidential communications and generally disrupt service.

If communication is restricted only to friends then, by definition, a cooperative environment will be
maintained and existing protocols and services will operate correctly.

Of course, there is no general way to determine whether a particular user is a truly a friend or
an enemy, and so network administrators develop static trust policies that define which users are
trusted, and therefore are assumed to be friends, and which are not. For example, a company'’s
employees might be trusted, while customers might not be. Once this initial categorization has
been made, a variety of cryptographic mechanisms are brought to bear to guard the integrity of the
categories. Trusted users are provided with passwords or other authentication tokens that are used to
provide proof that they should be treated as friendly, while untrusted users are unable to provide such
evidence. In addition, the communications channel may be cryptographically encoded to provide
strong guarantees of confidentiality, integrity, freshness, and non-repudiation for any messages sent
between trusted users [Schneier 96]. This basic trust-based approach is at the heart of most network
security protocols, including the IPSEC standard [Kent et al. 98], the Secure Shell protocol [Ylonen
et al. 00] and the Secure Socket Layer [Dierks et al. 99], and is quite effective at providing access
control among known users.

However, trust-based mechanisms have several serious limitations. First, these mechanisms only
protect thdifferentiationbetween trusted and untrusted users. Thegat@nsure that trusted users
are in fact friends. Nothing prevents a trusted user from violating a protocol or service specification
at any time — it is simply assumed that they will never do so. As the number of users grows large,

this faith in trust becomes increasingly fragile. This is especially true for corporate information
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security applications since i widely believed that employees are the source of the most serious
computer security breaches.

The second limitation of trust-based mechanisms is that they only accommodate two opposing
points in the spectrum of potential conflicts: fully cooperative and fully adversarial. In practice,
there are many in-between states, such as users who are non-cooperative or competitive, but non-
adversarial. For example, a user may be generally trustworthy, yet unwilling to cooperate with
other users in detecting and blocking unwanted e-mails. Similarly, while a customer and its Internet
Service Provider may generally trust one another, they may have competing interests about how
the customers traffic is routed — the customer would prefer for its packets to take the shortest path
to all destinations, while the service provider may have peering agreements with other providers
that make such a routing disadvantageous [Norton 01]. Such distinctions are not well captured or
addressed using trust-based mechanisms.

Finally, trust-based mechanisms can be expensive to deploy and administer at large scale. Cre-
dentials must be created and securely distributed to each participant (usually requiring some kind of
out-of-band channel such as postal mail or a personal meeting). This data must be distributed con-
sistently to all pairs of potentially communicating hosts and must be periodically reviewed, renewed
and occasionally revoked. As a consequence, trust mechanisms are usually only deployed bilater-
ally within a single organization, or unilaterally between a single organization and its customers

(e.g. e-commerce).

2.2 Piggybacking

It can be extremely difficult to introduce a new service or protocol in the Internet. To be widely
useful it must be deployed by a large number of users, each of whom may see little or no benefit
until a critical mass is reached, and perhaps not even then. This problem is exacerbated in the case
of services that do not have widespread appeal or interest. If a remote network has no interest in
cooperating to provide a service, then it is difficult to extend the service to include those users. One
approach to this problem is fmggybacka new service upon an existing service of greater impor-
tance and wider availability. For example, the Alex distributed file system [Cate 92], provides global

hierarchical Unix-like file system built upon the widely deployed File Transfer Protocol (FTP) [Pos-
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tel et al. 85]. Individual file servers in the Alex system are only required to provide FTP services
and usually have no idea they are part of a larger structure.

This approach is particularly well suited to the challenges of Internet-wide network measure-
ment. For a wide variety of operational and application-specific purposes it is useful to measure the
performance and behavior of traffic between two points on a network. However, the Internet does
not provide any standard network measurement services and few users are willing to deploy network
measurement software for the benefit of outside parties. As a result, piggybacking is frequently the
only method available for obtaining network measurements. The most well-known examples of
this approach are thging andtraceroute tools which leverage the behavior of the existing
Internet Control Message Protocol (ICMP) to obtain end-to-end and hop-by-hop measurements of
packet loss and latency.

There are several requirements for this approach to be successful. First, the protocol or service
being exploited must have sufficient value that remote users will support it independently of any
new service (e.g. Web services, e-mail). Second, piggybacking upon this service should not create
an undue burden for the target of this use (e.g. exploiting the relay feature of the SMTP mail
protocol to send unsolicited e-mail causes an undue burden and is usually blocked very quickly as
a result). Finally, the existing service must have sufficient functionality that the new service can be
implemented in terms of it.

Obviously, piggybacking is only useful in the case of an uncooperative user and does not pro-
vide any means for controlling competitive or adversarial users. In fact, the same opportunistic
techniques used for piggybacking can be used by competitive or malicious users to achieve their

own ends.

2.3 Incentives

Another class of approaches is attuned to the conflicts that arise when users compete over shared
resources and attempts to accommodate them explicitly through pseudo-economic means. Under
this approach, users are compensated appropriately for their actions, whether rewards for behaving
in a cooperative fashion or penalties for greedy behavior, leading each users self-interest to reinforce

robust network-wide behavior.
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The most commonenuefor this approach is the problem of fairly allocating shared bandwidth
among users. When bandwidth is plentiful all users may send data as fast as they desire, however
in times of scarcity they must send more slowly or other users will suffer. One approach is to con-
struct router packet scheduling policies, such as Fair-Queuing [Demers et al. 89], that prevent any
user from consuming more than their fair share, thereby eliminatingt®ativefor a potentially
uncooperative user to send faster than they should [Shenker 94]. Another approach is to standardize
a stable and roughly fair distributed congestion control behavior, such as TCP’s exponential backoff
during congestion and linear increase during bandwidth availability [Jacobson et al. 88]. Using
analytic models of such algorithms [Padhye et al. 98], it is possible for the network to observe a
network flow and, over time, determine whether it is “friendly” (i.e. conformant to the standard
congestion control behavior) or not. If the flow is misbehaved, it is penalized accordingly through
artificial rate-limiting — again eliminating any incentive to attempt cheating the system [Floyd et al.
99a, Manajan et al. 01]. Finally, instead of assuming that “fairness” is the most important global
goal, some researchers have suggested treating bandwidth as an economic market and constructing
bidding protocols for mediating access to it [Gibbens et al. 99, Key et al. 99, Lavens et al. 00].
Under these schemes, bandwidth becomes more expensive during times of congestion, leading each
user to only bid as much as the bandwidth is worth — thereby maximizing the total utility of the net-
work. This creates an incentive structure that not only prevents the rational user from sending more
quickly than necessary, but also accommodates the reality that some users and some applications are
more important that others. In additional to bandwidth sharing, similar schemes are being explored

for sharing storage in peer-to-peer file-sharing systems [Mojonation 01].

These incentive-based approaches are still in their infancy, but appear promising for addressing
conflicts between users with competitive interests. However, they are not appropriate for all conflicts
of interest. For example, adversarial users are out to punish their enemy rather than optimize their
own resource usage. Consequently, incentive structures that assume greedy self-interest will have
little leverage in this situation. For the same reason, a user who has no interest in a service or

resource cannot be enticed to participate by providing them more of it.
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2.4 Enforcement

Finally, for addressing the problems of adversarial conflicts, the only clear solution is to dynamically
detect and stop malicious actions as they occur, thereby enforcing cooperative behavior. Common
examples of this approach include the network firewall, intrusion detection systems and virus de-
tectors. All define a set of malicious actions which are evaluated against arriving network traffic.
If network traffic is misbehaved then an appropriate countermeasure (e.g. blocking those packets
from entering the network) is taken to stop or mitigate the malicious behavior. Enforcement-style
approaches have been explored for a variety of situations including preventing remote host finger-
printing [Smart et al. 00], blocking certain classes denial-of-service attacks [Greene et al. 01], nor-
malizing the control signals in TCP/IP packets [Handley et al. 01] and for validating intra-domain

packet forwarding [Bradley et al. 98].

There are several requirements for enforcing correct behavior on a protocol or service. First,
it must be possible to define correct behavior. Second, it must be possible to reliably distinguish
correct behavior from malicious behavior. This can be accomplished by defining known “correct”
behavior (e.g. a firewall ruleset contains the set of allowable packet contents), known “incorrect”
behavior (e.g. an intrusion detection system contains a list of disallowed packet contents) or by some
dynamic challenge mechanism. Finally, the “enforcer” must be in a position to prevent attackers

from accomplishing their goal.

These seemingly simple requirements can be very hard to accommodate in practice. Many
higher-level services are sufficiently complex that a formal description of correct behavior may not
exist, or be feasible to create. Moreover, protocols that are not designed to allow enforcement may
not contain sufficient information to distinguish correct actions from those of an adversary. Finally,
for certain kinds of attacks, such as denial-of-service, the ideal location for enforcement actions
may not be within the domain of the victim. For example, wide-area network routing is vulnerable
to malicious attacks in which false routes are advertised into the network — either to divert traffic
for eavesdropping or to deny service. Unfortunately, since each network is allowed to manage their
routing policy independently there are few invariants upon which to establish a “correct” behavior.
Moreover, wide-area network routing protocols do not contain sufficient information to evaluate

whether a router advertisement is suspicious or not. Finally, a false routing advertisement for a
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victim’s networkwill impact how many other networks reach the victim. Consequently, there is
nothing the victim can do directly to enforce the correct behavior — the correct behavior must be

enforced by those other networks.

2.5 Summary

As the Internet grows in scale, so too grows the potential for resource conflicts among its users.
There is little previous work that explicitly examines how such conflicts of interest may impact
existing network protocols and services. However, there are several distinct approaches that | have
synthesized from individual attempts to address some of these problems. Most common among
these is the static trust approach, which statically limits the scope of users in order to (ideally)
approximate a homogenous environment. This solution is by far the best understood and, as well,
the most limited.

Less well developed are the piggybacking, incentive and enforcement approaches, which are
protocol design methodologies that are oriented towards particular types of user conflicts. Pig-
gybacking allows new services to be deployed in environments where users have not interest in
cooperating to implement the service. By implementing the new service transparently in terms of
an existing service cooperation can be obtained implicitly. In situations where users compete over
shared resources, a more appropriate solution is to dynamically reward or punish a user thereby
creating strong incentives for cooperative behavior. Finally, to control the actions of malicious users
a network must validate and enforce the “correctness” of service requests and protocol signaling.
In this dissertation | have focused predominantly on exploring these approaches and demonstrating

how far they may be leveraged in different contexts.
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Chapter 3

Active Network Measurement

This thesis considers three examples of uncooperative behavior: uncooperative, competitive and
malicious. In this chapter, | consider an example of the first: how to obtain accurate end-to-end

packet path measurements with an uncooperative endpoint.

Network measurements are absolutely essential for managing the performance and availability
of any distributed system as well as for designing future distributed services. For example, most
content providers employ some form of network measurement to monitor the performance of their
servers and service providers use similar measurements to monitor their key services and to detect
failures and congestion. As well, end-to-end network measurement is key for new distributed ser-
vices that seek to optimize the use of the network. For example, many content delivery systems
utilize such measurements to optimize the selection of “nearby” replicas or cached copies [John-
son et al. 01]. Similar methods are used by multi-player interactive games to select low-latency
servers [Gameranger 01] and by Internet Service Providers to optimize the problem of network
route selection [RouteScience , SockeyeNetworks ]. Finally, end-to-end network measurements
are the basic source of data for researchers to examine the dynamics of Internet behavior [Paxson

97b, Paxson 97a, Padhye et al. 01, Saroiu et al. 01, Savage et al. 99b].

There are two distinct approaches to network measurement. Passive network measurements,
such as packet traces, are those which can be inferred simply by monitoring existing traffic as it
passed an engineered measurement point. Passive measurements are ideal for understanding user
workloads, but are limited for operational monitoring of a network because there is no control
over what aspects of the network are measured, when the measurements take place, or how they
are collected. By contrast, active network measurements involve injecting probe packets into the
network and observing how, if and when they are delivered to their destination. These probes are

used as estimates of the conditions that other packets may experience while traveling from one
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host to anotherActive measurements are ideal for monitoring network infrastructures because they
provide the user with precise control over what, when and how a measurement takes place. This
flexibility makes active measurements the prevailing method for optimizing and troubleshooting
interactions between distributed applications and the Internet infrastructure.

In general, active end-to-end network measurement requires the cooperation of three parties:
the initiating source host, the remote target host and the intervening network. The source host must
correctly issue probe packets into the network, record any response packets received, and maintain
state about the number and timing of each. The target host must cooperate by responding to these
probes promptly, in a consistent manner, and with enough information to identify key network
characteristics such as loss and delay. Finally, the network itself must cooperate by forwarding
probe packets and responses as through they were regular traffic.

Unfortunately, the Internet architecture was not designed with performance measurement as a
primary goal and therefore has few “built-in” services that support this need [Clark 88]. Moreover,
there is no requirement that the network or the target host cooperate for this purpose. It is quite
common for networks and servers to treat measurement probes in a manner quite different from
normal application traffic. Consequently, today’s measurement tools must either “make do” with
the imperfect services provided by the Internet, or deploy substantial new infrastructures geared
towards measurement. Finally, the common services used for network measurement do not contain
sufficient information to differentiate conditions that occur en route from the source host to the
remote host from those conditions that are experienced in the reverse direction. This distinction is
increasingly critical as network path properties are highly asymmetric and performance/availability
issues are frequently localized to a particular direction.

Resolving these problems raise a number of interesting challenges. What mechanisms are nec-
essary for unidirectional network measurements? How can these mechanisms be implemented and
deployed on the existing Internet? How can remote hosts be convinced to cooperate in providing a
measurement service? What can be done to ensure that the network will also cooperate?

To examine these questions, in this chapter | present a network measurement approach, explored
in the context of packet loss measurement, that does not require explicit cooperation from the net-
work or the remote end-hosts that are being measured. Instead, | shounpbgit cooperation

can be obtained by overloading an existing TCP-based services to extract essential measurements.
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Since hosts and netwksalike have a strong interest in providing reliable and efficient content de-
livery services (e.g. Web, E-mail), we can leverage these services to “coerce” cooperation from
the existing Internet without requiring any additional deployment of services. | present a new tool,
calledsting, that uses TCP to measure the packet loss rates between a source host and some target
host. Unlike traditional loss measurement tools, sting is able to precisely distinguish which losses
occur in the forward direction on the path to the target and which occur in the reverse direction from
the target back to the source. Moreover, the only requirement of the target host is that it run some
TCP-based service, such as a Web server.

My experiences show that this approach is very powerful and is able to provide high-quality
measurements to arbitrary points on the Internet. Using an initial prototype, | show that there is
strong packet loss asymmetry to popular content providers — a result that previously would have
been infeasible to obtain.

The remainder of this chapter is organized as follows: In section 3.1 | review the current state
of practice for measuring packet loss. Section 3.2 contains a description of the basic loss deduction
algorithms used by sting, followed by extensions for variable packet size and inter-arrival times
in section 3.3. | briefly discuss my implementation in section 3.4 and present some preliminary

experiences using the tool in section 3.5.

3.1 Packet loss measurement

The rate at which packets are lost can have a dramatic impact on application performance. For ex-
ample, it has been shown that for moderate loss rates (less than 15 percent) the bandwidth delivered
by TCP is proportional td /v/lossrate [Mathis et al. 97].Consequentlya loss rate of only a few
percent can limit TCP performance to well under 10Mbps on most paths. Similarly, some stream-
ing media applications only perform adequately under low loss conditions [Carle et al. 97]. For
example, the popular RealPlayer software suite is frequently configured to drop video playback to a
single frame per second during periods of any substantial packet loss.

Not surprisingly, there has always been a long-standing operational need to measure packet loss;
the populaiping tool was developed less than a year after the creation of the Internet. These tools,

and those derived from the same methodologies have been used for the last 20 years to conduct both

IBM Ex-1017
Page 615



19

operational and research measuremenhtess rates in the network [Paxson 97a, Bolot 93, Savage
et al. 99b, CAIDA 00]. In the remainder of this section we’'ll discuss two dominant methods for
measuring packet loss: tools based on the Internet Control Message Protocol (ICMP) [Postel 81c]

and peer-to-peer network measurement infrastructures.

3.1.1 ICMP-based tools

Common ICMP-based tools, suchgisg andtraceroute, send probe packets to a host, and
estimate loss by observing whether or not response packets arrive within some time period. There

are two principle problems with this approach:

¢ ICMP filtering. ICMP-based tools rely on the near-universal deployment of@éP Echo
or ICMP Time Exceedeskrvices to coerce response packets from a host [Postel 81a, Braden
89]. Unfortunately, malicious use of ICMP services has led to mechanisms that restrict the
efficacy of these tools. Several host operating systems (e.g. Solaris) now limit the rate of
ICMP responses, thereby artificially inflating the packet loss rate reportpthhy For the
same reasons many enterprise networks (e.g. microsoft.com) filter ICMP packets altogether.
Some firewalls and load balancers respond to ICMP requests on behalf of the hosts they
represent, a practice | cdCMP spoofing, thereby precluding real end-to-end measurements.
Finally, many service provider networks now rate limit all inbound ICMP traffic to limit the
impact of “Smurf” attacks based on ICMP [CERT 98, Hancock 00]. It is increasingly clear

that ICMP’s future usefulness as a measurement protocol will be reduced [Rapier 98].

e Loss asymmetryThe packet loss rate on the forward path to a particular host is frequently
quite different from the packet loss rate on the reverse path from that host. There are mul-
tiple reasons for this. First, the client/server architecture embodied in most Internet applica-
tions tends to present very different traffic loads on the network — servers are net producers
of data, while clients tend to be predominantly consumers. Second, the growth of hosting
and collocation services have aggregated and concentrated content servers in the network,
while the development of wholesale and retail consumer access services (e.g. ZipLink, AOL)

have achieved the same ends with clients. Finally, the “hot-potato” routing policies used by
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most major Internet netwrks naturally produce asymmetric routes where the set of routers
traversed from client to servers is different from the return path from server to client. Unfor-
tunately, without any additional information from the receiver, it is impossible for an ICMP-
based tool to determine if its probe packet was lost or if the response was lost. Consequently,

the loss rate reported by such tools is really:

1-— ((1 — lOSwad) . (1 — ZOSSTBU))

Whereloss 1,4 is the loss rate in the forward direction from source host to target host and
loss,ey 1S the loss rate in the reverse direction. Loss asymmetry is important, because for
many protocols the relative importance of packets flowing in each direction is different. In
TCP, for example, losses of acknowledgment packets are tolerated far better than losses of data
packets [Balakrishnan et al. 97]. Similarly, for many streaming media protocols, packet losses
in the opposite direction from the data stream have little or no impact on overall performance.
Finally, the ability to measure loss asymmetry allows a network engineer to detect and localize

network bottlenecks which may not be evident from round-trip measurements.

3.1.2 Measurement infrastructures

In contrast, wide-area peer-to-peer measurement infrastructures, such as NIMI and Surveyor, deploy

measurement software at both the sender and the receiver to correctly measure one-way network

characteristics [Paxson 97b, Paxson et al. 98b, Almes 97]. Such approaches are technically ideal

for measuring packet loss because they can precisely observe the arrival and departure of packets

in both directions. The obvious drawback is that the measurement software is not widely deployed

and therefore measurements can only be taken between a restricted set of hosts. My work does not

eliminate the need for such infrastructures, but allows their measurements to be extended to include

parts of the Internet that are not directly participating. For example, access links to Web servers can

be highly congested, but they are not visible to current measurement infrastructures.

Finally, there is some promising work that attempts to derive per-link packet loss rates by corre-

lating measurements of multicast traffic among many different receiving hosts [Caceres et al. 99].

The principle benefit of this approach is that it allows the measurementgfaths withO(N)

messages. The slow deployment of wide-area multicast routing currently limits the scope of this
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technique, but thisituationmay change in the future. However, even with universal multicast
routing, multicast tools require software to be deployed at many different hosts, so, like other mea-
surement infrastructures, there will likely still be significant portions of the commercial Internet that
can not be measured with them.

My approach is similar to existing tools in that it only requires participation from the sender.
However, by using TCP for probing the path rather than ICMP, there are several key advantages.
First, using TCP eliminates the network filtering problem. Because TCP is essential to most popular
Internet services (e.g. Web and e-mail), providers have no incentive to block or limit its use and
the probes more closely match the network conditions encountered by application TCP packets.
Second, unlike ICMP, TCP’s behavior can be exploited to reveal the direction in which a packet was

lost. In the next section | describe the algorithms used to accomplish this.

3.2 Loss deduction algorithm

To measure the packet loss rate along a particular path, it is necessary to know how many packets
were sent from the source and how many were received at the destination. From these values the

one-way loss rate can be derived as:
1 — (packetsreceived/packetssent)

Unfortunately, from the standpoint of a single endpoint, one cannot observe both of these vari-
ables directly. The source host can measure how many packets it has sent to the target host, but it
cannot know how many of those packets are successfully received. Similarly, the source host can
observe the number of packets it has received from the target, but it cannot know how many more
packets were originally sent. In the remainder of this section | will explain how TCP’s error control

mechanisms can be used to derive the unknown variable, and hence the loss rate, in each direction.

3.2.1 TCP basics

Every TCP packet contains a 32 bit sequence number and a 32 bit acknowledgment number. The
sequence number identifies the bytes in each packet so they may be ordered into a reliable data

stream. The acknowledgment number is used by the receiving host to indicate which bytes it has
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Outgoing packets: Incoming packets:
fori:z=1ton for each ack received
send packet w/seq# i ackReceived++
dataSent++

wait for delayed ack timeout

Figure 3.1:Data seeding phase bést loss deduction algorithm.

received, and indirectly, which it has not. When in-sequence data is received, the receiver sends
an acknowledgment specifying the next sequence number that it expects and implicitly acknowl-

edging all sequence numbers preceding it. Since packets may be lost, or reordered in flight, the
acknowledgment number is only incremented in response to the arrival of an in-sequence packet.
Consequently, out-of-order or lost packets will cause a receiver to issue duplicate acknowledgments

for the packet it was expecting.

3.2.2 Forward loss

Deriving the loss rate in the forward direction, from source to target, is straightforward. The source
host can observe how many data packets it has sent, and then can use TCP’s error control mecha-
nisms to query the target host about which packets were received. Accordingly, | divide my algo-

rithm into two phases:

e Data-seeding.During this phase, the source host sends a series of in-sequence TCP data
packets to the target. Each packet sent represents a binary sample of the loss rate, although
the value of each sample is not known at this point. At the end of the data-seeding phase, the
measurement period is concluded and any packets lost after this point are not counted in the

loss measurement.

e Hole-filling. The hole-filling phase is about discovering which of the packets sent in the
previous phase have been lost. This phase starts by sending a TCP data packet with a sequence

numberone greatetthan the last packet sent in the data-seeding phase. If the target responds
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Outgoing packets: Incoming packets:
lastAck ;=0 for each ack received w/seq# |
while lastAck=0 lastAck = MAX(lastAck, |)

send packet w/seqg# n+1

while lastAck< n +1
datalLost++
retransPkt := lastAck
while lastAck = retransPkt

send packet w/seg# retransPkt

dataReceived =

(dataSent - dataLost)

ackSent := dataReceived

Figure 3.2:Hole filling phase obasicloss deduction algorithm.

by acknowledging this packet, then no packets have been lost. However, if any packets have
been lost there will be a “hole” in the sequence space and the target will respond with an
acknowledgment indicating exactly where the hole is. For each such acknowledgment, the
source host retransmits the corresponding packet, thereby “filling the hole”, and records that
a packet was lost. This procedure is repeated until the last packet sent in the data-seeding
phase has been acknowledged. Unlike data-seeding, hole-filling must be reliable and so the
implementation must timeout and retransmit its packets when expected acknowledgments do

not arrive.
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3.2.3 Reverskoss

Deriving the loss rate in the reverse direction, from target to source, is somewhat more problematic.
While the source host can count the number of acknowledgments it receives, it is difficult to be
certain how many acknowledgments were sent. The ideal condition, which | refeA@kaparity,

is that the target sends a single acknowledgment for every data packet it receives. Unfortunately,
most TCP implementations usalalayed acknowledgmestheme that does not provide this guar-
antee. In these implementations, the receiver of a data packet does not respond immediately, but
instead waits for an additional packet in the hopes that the cost of sending an acknowledgment can
be amortized [Braden 89]. If a second packet has not arrived within some small timeout (the stan-
dard limits this delay to 500ms, but 100-200ms is a common value) then the receiver will issue an
acknowledgment. If a second packet does arrive before the timeout, then the receiver generally is-
sues an acknowledgment immediatélfonsequently, the source host cannot reliably differentiate

between acknowledgments that are lost and those which are simply suppressed by this mechanism.

An obvious method for guaranteeing ACK parity is to insert a long delay after each data packet
sent. This will ensure that a second data packet never arrives before the delayed acknowledgment
timer forces an acknowledgment to be sent. If the delay is long enough, then this approach is quite
robust. However, the same delay limits the technique to measuring packet losses over long time
scales. To investigate shorter time scales, or the correlation between the sending rate and observed
losses, another mechanism must be used. | will discuss alternative mechanisms for enforcing ACK

parity in section 3.3.

3.2.4 A combined algorithm

Figures 3.1 and 3.2 contain simplified pseudo-code for the algorithm as | have described it. Without
loss of generality, | assume that the sequence space for the TCP connection starts at 0, each data
packet contains a single byte (and therefore consumes a single sequence number), and data packets

are sent according to a periodic distribution. When the algorithm completes, | calculate the packet

lWhile TCP standards documeritslicatethat an TCP receiver should not delay more than one acknowledgement,
there are a number of implementations that will not acknowledge a second packet immediately.
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Data seeding Hole filling

dataSent = 3 dataLost =1
ackReceived = 1

Figure 3.3:Example of basic losdeducion algorithm.

loss rate in each direction as follows:

Losspwq = 1 — (dataReceived/dataSent)

LosSyey = 1 — (ackReceived/ackSent)

Figure 3.3 illustrates a simple example. In each time-line the left-hand side represents the source
host and the right-hand side represents the target host. Right-pointing arrows are labeled with their
sequence number and left-pointing arrows with their acknowledgment number. Here, the first data
packet is received, but its acknowledgment is lost. Subsequently, the second data packet is lost.
When the third data packet is successfully received, the target responds with an acknowledgment
indicating that it is still waiting to receive packet number two. At the end of the data seeding phase,
the source host knows that three data packets have been sent and one acknowledgement has been

received.
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In the hole fillingphasea fourth packet is sent and the source host receives a corresponding
acknowledgment indicating that the second packet was lost. The loss is recorded and then the
missing packet is retransmitted. The subsequent acknowledgment for the fourth packet indicates
that the other two data packets were successfully received. Consequently, the following packet loss

rate estimations can be calculated:
Loss g =1—(2/3) = 33%

Lossrey =1 — (1/2) = 50%

These results are correct since during the measurement phase two of three packets sent to the

target are receiver and one of two acknowledgements are received.

3.3 Extending the algorithm

The algorithm | have described is fully functional, however it has several unfortunate limitations,

which | now remedy.

3.3.1 Fast ACK parity

First, the long timeout used to guarantee ACK parity restricts the tool to examining background
packet loss over relatively large time scales. To examine losses over shorter time scales, or explore
correlations between packet losses and packet bursts sent from the source, the long delay require-
ment must be eliminated.

An alternative technique for forcing ACK parity is to take advantage ofdkeretransmitlgo-
rithm contained in most modern TCP implementations [Stevens 94]. This algorithm is based on the
premise that since TCP always acknowledges the last in-sequence packet it has received, a sender
can infer a packet loss by observing duplicate acknowledgments. To make this algorithm efficient,
the delayed acknowledgment mechanissuispende@hen an out-of-sequence packet arrives. This
rule leads to a simple mechanism, shown in Figure 3.4, for guaranteeing ACK parity: during the
data seeding phase the first sequence number is skipped, thereby ensuring that all data packets are

sent, and received, out-of-sequence. Consequently, the receiver will immediately respond with an
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Data seeding Hole filling

dataSent = 3

ackReceived = 1 datalLost = 1

Figure 3.4:Example of basic losdeducton algorithm with fast ACK parity.

acknowledgment for each data packet received. The hole filling phase is then modified to transmit

this first sequence number instead of the next in-sequence packet.

3.3.2 Sending data bursts

The second limitation is that large packets cannot be sent. The reason for this is that the amount
of buffer space provided by the receiver is limited. Many TCP implementations default to 8KB
receiver buffers. Consequently, the receiver can accommodate no more than five 1500 byte packets,
a number too small to be statistically significant. While one could simply create a new connection
and restart the tool, this limitation prevents the investigation of loss conditions during larger packet
bursts.

Luckily, most TCP implementationsim packets that overlap the sequence space that has al-
ready been received. Consequently, if a packet arrives that overlaps a previously received packet,
then the receiver will only buffer the portion that occupies “new” sequence space. By explicitly

overlapping the sequence numbers of probe packets, every other large packet can be mapped into a

IBM Ex-1017
Page 624



28

Sequence O 1500 3002
space | “ H
1501 3003
(| 1500 bytes |
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packets sent | 1500 bvies
(6000 bytes) 1500 by;tes |
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3004 bytes of buffer used

Figure 3.5:Mapping packets intéewer sequence numbers by overlapping.

single byte of sequence space, and hence only one byte of buffer at the receiver. Consequently, the

effective buffer space at the receiver can be roughly doubled.

Figure 3.5 illustrates this technique. The first 1500 byte packet is sent with sequence number
1500, and when it arrives at the target it occupies 1500 bytes of buffer space. However, the next
1500 byte packet is sent with sequence number 1501. The target will note that the first 1499 bytes
of this packet have already been received, and will only use one bytes of buffer space. The next
packet is sent with sequence number 3002, effectively following the last byte of the second packet
and restarting the pattern. This technique maps every other packet into a single sequence number,
thereby halving the buffering limitation. For example, of the 6000 bytes transmitted in Figure 3.5,
only 3004 bytes must be buffered by the receiver. However, this approach only permits data bursts
to be sentin one direction — towards the target host. Coercing the target host to send arbitrarily sized
bursts of data back to the source is more problematic since TCP’s congestion control mechanisms
normally control the rate at which the target may send data. | have investigated techniques to

remotely bypass TCP’s congestion control [Savage et al. 99a] but they are not suited for common
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measurement tasks as yhrepresent an overall security risk.

3.3.3 Delaying connection termination

One final problem is that some TCP servers do not close their connections in a graceful fashion.
TCP connections are full-duplex — data flows along a connection in both directions. Under normal
conditions, each “half” of the connection may only be closed by the sending side (by sending a
FIN packet). The algorithms implicitly assume this is true, since it is necessary that the target
host respond with acknowledgments until the testing period is complete. While most TCP-based
servers follow this termination protocol, some Web servers simply terminate the entire connection

by sending a RST packet — sometimes calledhbartive release. Once the connection has been
reset, the sender discards any related state so any further probing is useless and the measurement
algorithms will fail.

To ensure that the algorithms have sufficient time to execute, | have developed two ad hoc
techniques for delaying premature connection termination. First, | ensure that the data sent during
the data seeding phase contains a valid Hyper Text Transfer Protocol (HTTP) request [Berners-Lee
et al. 96]. Some Web servers (and even some “smart” firewalls and load balancers) will reset the
connection as soon as the HTTP parser fails. Second, | use TIGR’sontrolprotocol to prevent
the target from actually delivering its HTTP response back to the source. TCP receivers implement
flow control by advertising the number of bytes they have available for buffering new data (called the
receiver window). A TCP sender is forbidden from sending more data than the receiver claims it can
buffer. By setting the source’s receiver window to zero bytes the HTTP response is kept “trapped”
at the target host until measurements have been completed. The target will not reset the connection

until its response has been sent, so this technique will inter-operate with such “ill-behaved” servers.

3.4 Implementation

In principle, it should be straightforward to implement the loss deduction algorithms | have de-
scribed. However, in most systems it is quite difficult to do so without modifying the kernel and
developing a portable application-level solution is quite a challenge. The same problem is true for

any user-level implementation of TCP. The principle difficulty is that most operating systems do not
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provide a mechanisror redirecting packets to a user application and consequently the application
is forced to coordinate its actions with the host operating system’s TCP implementation. In this
section | will briefly describe the implementation difficulties and explain how my current prototype

functions.

3.4.1 Building a user-level TCP

Most operating systems provide two mechanisms for low-level network accasssocketsand

packet filters. A raw socket allows an application to directly format and send packets with few mod-
ifications by the underlying system. Using raw sockets it is possible to create custom TCP segments
and send them into the network. Packet filters allow an application to aampresof raw network

packets as they arrive in the system. This mechanism can be used to receive acknowledgments and
other control messages from the network. Unfortunately, another copy of each packet is also relayed
to the TCP stack of the host operating system; this can cause some difficulties. For example, if sting
sends a TCP SYN request to the target, the target responds with a SYN/ACK packet of its own.
When the host operating system receives this SYN/ACK it will respond with a RST because it is
unaware that a TCP connection is in progress.

One solution to this problem would be to use a secondary IP address for the sting application, and
implement a user-level proxy ARP service [Postel 84]. This would be simple and straightforward,
but has the disadvantage that users of sting would need to request a second IP address from their
network administrator. For this reason, | have resisted this approach.

Another solution, which | implemented in Digital Unix version 3.2, is to use the standard Unix
connect()  service to create the connection, and then hijack the session in progress using the
packet filter and raw socket mechanisms. Unfortunately, this solution is not always sufficient as the
host system can also become confused by acknowledgments for packets it has never sent. In the
Digital Unix implementation | was forced to change one line in the kernel to control such unwanted
interactions’

The cleanest solution is to leverage the proprietary firewall interfaces provided by many host

operating systems (e.g. Linux, FreeBSD, Windows 2000) to filter incoming or outgoing packets.

2| modified theACK processing in tcpnput.c so the response to an acknowledgment entirely abovensmds to
drop the packeihsteadof acknowledging it.
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# sting www.audiofind.com

Source = 128.95.2.93
Target = 207.138.37.3:80
dataSent = 100
dataReceived = 98

acksSent = 98

acksReceived = 97
Forward drop rate = 0.020000
Reverse drop rate = 0.010204

Figure 3.6:Sample output from thstingtool.

Blocking incoming packets can be used to prevent selected incoming TCP packets from reaching
the host operating systems protocol stack. Conversely, blocking outgoing traffic can be used to
suppress the responses of the host operating system. Which of these is appropriate depends on
where it is implemented in the network protocol pipeline. Inbound filtering must occur after any
packets are intercepted by the packet filter so it does not block probe packets, and outbound filtering

must not block packets sent from a raw socket.

3.4.2 The Sting prototype

The current implementation of sting is based on raw sockets and packet filters running on FreeBSD
3.x and Linux 2.x. | implement the complete TCP session initiation protocol in user-level and
outbound firewall filters are used to suppress any responses from the host operating system. These
techniques are quite powerful and have been used since to create a variety of user-level TCP tools:
including tools to test TCP congestion control behavior [Padhye et al. 01], measure bottleneck
bandwidth [Saroiu et al. 01], estimate packet re-ordering [Bellardo 01] and finally, a transparent
migration of the entire TCP/IP protocol stack into user space [Ely et al. 01a].

Figure 3.6 shows the output presented by sting. From the command line the user can select the
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Figure 3.7:Unidirectional loss rates obbed across a twenty four hour period.

inter-arrival distribution between probe packets (periodic, uniform, or exponential), the distribution
mean, the number of total packets sent, as well as the target host and port. By default, sting sends
100 probe packets according to a uniform inter-arrival distribution with a mean of 100ms. My im-
plementation verifies that the wire time distribution conforms to the expected distribution according

to the Anderson-Darling tests for uniformity [Paxson et al. 98a].

| have tested this implementation in several ways. First, | have tested the tool in a purely con-
trolled environment using an emulated network [Rizzo 97]. | have varied the forward and reverse
loss rates in this network independently and verified that sting reports the correct results. Second,
| have empirically compared the results of sting to results obtained jiom to a variety of test
sites. Using the derivation f@ing’s loss rate presented in section 3.1 | have verified that the results
returned by each tool are compatible. Finally, | have tested sting with a large number of different
host operating systems, including Windows 95, Windows NT, Solaris, Linux, FreeBSD, NetBSD,
AlX, IRIX, Digital Unix, and MacOS. While | occasionally encounter problems with poor TCP im-
plementations (e.g. some laser printers), Network Address Translation boxes, and Load Balancers

the tool is generally quite stable.
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Figure 3.8:CDF of the lossatesmeasured over a twenty-four hour period.

3.5 Experiences

Anecdotally, user experiences with sting have been very positive. | have had considerable luck using
it to debug network performance problems on asymmetric access technologies (e.g. cable modems)
and | have also used it as a day-to-day diagnostic tool to understand the source of Web latency. Other
groups have used it to monitor congestion on oceanic ISP links, investigate the prevalence of ICMP
rate-limiting [SLAC 99], and for debugging broken CSU/DSU units on network access links. In the
remainder of this section | present some preliminary results from a broad experiment to quantify the
character of the loss seen from one site to the rest of the Internet.

For a twenty four hour period, | used sting to record loss rates from the University of Wash-
ington to a collection of 50 remote web servers. Choosing a reasonably-sized, yet representative,
set of server sites is a difficult task due to the diversity of connectivity and load experienced at dif-
ferent points in the Internet. However, it is well established that the distribution of Web accesses
is heavy-tailed; a small number of popular sites constitute a large fraction of overall requests, but
the remainder of requests are distributed among a very large number of sites [Breslau et al. 99].
Consequently, | have constructed the target set to mirror this structural property — popular servers
and random servers. Half of the 50 servers in the set are chosen from a list of the top 100 Web
sites as advertised www.top100.com in May of 1999. This list is generated from a collection

of proxy logs and trace files. The remaining 25 servers were selected randomly using an interface
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provided by Yahoo!Inc. to select pages at random from its on-line database [Yahoo! Inc].

For this experiment | used a single centralized data collection machine, a 200Mhz Pentium Pro

running FreeBSD 3.1. | probed each server roughly once every 10 minutes.

Figures 3.7 shows scatter-plots showing the overall distribution of loss rates, forward and reverse
respectively, during the measurement period. Each point on this scatter-plot represents a measure-
ment to one of 50 Web servers. The plot on the left represents loss occurring on the path to the
Web server, while the plot on the right represents loss occurring on the path from the Web server.
Not surprisingly, overall loss rates increase during business hours and wane during off-peak hours.
However, it is also quite clear that forward and reverse loss rates vary independently. Overall the
average reverse loss rate (1.5%) is more than twice the forward loss rate (0.7%) and at many times

of the day this ratio is significantly larger.

This reverse-dominant loss asymmetry is particularly prevalent among the popular Web servers.
Figure 3.8 graphs a discrete cumulative distribution function (CDF) of the loss rates measured to
and from the 25 popular servers (shown on the left) and the 25 randomly selected servers (shown on
the right). In the popular server set, less than 2 percent of of the measurements to these servers ever
record a lost packet in the forward direction. In contrast, 5 percent of the measurements see a reverse
loss rate of 5 percent or more, and almost 3 percent of measurements lose more than a tenth of these
packets. On average, the reverse loss rate is more than 10 times greater than the forward loss rate
in this population. One explanation for this phenomenon is that Web servers generally send much
more traffic than they receive, yet bandwidth is provisioned in a full-duplex fashion. Consequently,
bottlenecks are much more likely to form on paths leaving popular Web servers and packets are

much more likely to be dropped in this direction.

There are similar, although somewhat different results in the random server population. Overall
the loss rate is increased in both directions, but the forward loss rate has increased disproportion-
ately. It is likely that this effect is related to the lack of dedicated network infrastructure at these
sites. Many of the random servers obtain network access from third-tier ISP’s that serve large user
populations. Consequently, unrelated Web traffic being delivered to other ISP customers directly

competes with the packets sent to these servers.
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3.6 Summary

This chapter presenteah approach for conducting end-to-end network measurement without re-
quiring explicit cooperation from the hosts being probed or the underlying network. By engineering
network measurement tools to leverage the protocols and services required by the remote host being
measured, cooperation can be assured implicitly.

| have designed and implemented a prototype system for measuring unidirectional packet loss
rates using this approach. | have developed two algoritidas seedingand hole filling for ex-
ploiting the behavior of the Transmission Control Protocol (TCP) to achieve this end. | have also
implemented several ad-hoc techniques for mitigating the limitations and inconsistencies in exist-
ing TCP implementations. Finally, | have provided initial measurements showing the presence of

wide-spread loss asymmetry to popular Internet content sites.
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Chapter 4

Robust CongestionSignaling

In this chapter | consider an example of competitive behavior: network clients that seek to
consume more than their fair share of scarce bandwidth resources. | explore this problem in the

context of delivering accurate end-to-end signaling of network congestion.

In today’s Internet, voluntary end-to-end congestion control mechanisms are the primary means
used to allocate scarce bandwidth resources between users. Each sending endpoint moderates its
data transfer rate according to feedback from the receiver concerning bandwidth availability. This
rate is decreased upon indications of network congestion, and increased in the absence of such
signals. If all senders follow the same increase/decrease algorithms and all receivers generate con-
gestion signals in the same manner then the resulting system will be both stable and “roughly” fair
in its bandwidth allocation. However, while this approach is technically sound, it implicitly assumes
that all users are motivated to cooperate in support of the same network-wide goals. If a user is in-
stead motivated to increase their own bandwidth at the expense of others then this approach becomes

much more fragile.

Obviously, if the sender violates the underlying congestion control regime, then it may send
data more quickly than well-behaved hosts — possibly forcing competing traffic to be delayed or
discarded. The potential congestion resulting from misbehaving senders is well understood and has
been widely addressed in the literature. Solutions include mandatory per-flow bandwidth reserva-
tion [Zhang et al. 93], fair per-flow packet scheduling policies [Demers et al. 89, Shenker 94, Stoica
et al. 99], and policing mechanisms for detecting and limiting overly aggressive flows [Floyd et al.
99a]. Unfortunately, these solutions have proven difficult to implement, scale, manage and deploy.
In practice, such policing is rarely implemented, and yet major content providers rarely disavow the
use of congestion control. A reasonable hypothesis for this “good behavior” is that while content

providers have the capability to violate congestion control there is insufficient incentive to justify
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the action. Since mogtopuar data on the Internet is sent from a relatively small number of sites,
it is likely that a content provider’s primary competition for bandwidth is itself. Consequently, the
aims of congestion control — sharing bandwidth fairly among multiple flows — are naturally aligned
with the goals of the provider — providing good service to all of its clients.

A less obvious, and potentially more serious, vulnerability arises from misbehggeiyers.
Curiously, the division of trust between sender and receiver has not been studied previously in the
context of congestion control. While both sender and receiver must cooperate to implement the
congestion control function, in many environments the interests of sender and receiver may differ
considerably — creating significant incentives to violate this “good faith” doctrine. For example, in
today’s content retrieval applications, the primary motivation for a receiver is to minimize its own
transfer latency — even at the expense of other clients. As | will show, using minor modifications
to todays congestion signaling protocols, a receiver can implicitly control the data rate by manip-
ulating the contents and timing of the feedback it provides to the sender. While the possibility of
this problem has been hinted at previously [Allman et al. 99, Paxson et al. 99], the ease of exploit-
ing this vulnerability and the potential impact have not been fully appreciated. This is especially
concerning since the population of receivers is extremely large (all Internet users) and has both the
incentive (faster Web surfing) and the opportunity (open source operating systems) to exploit this
vulnerability.

In this chapter, | explore these issues in the context of the popular Transmission Control Protocol
(TCP). | present three kinds of results:

First, | identify several real vulnerabilities that can be exploited by a malicious receiver to defeat
TCP congestion control. | show that this can be done in a manner that does not break end-to-end
reliability semantics and that relies only on the standard behavior of correctly implemented TCP
senders. | validate these results using a modified TCP implementation, called “TCP Daytona”, and
confirm that the common TCP implementations used on live Web servers possess these vulnerabili-
ties.

Second, | show that these weaknesses are not a fundamental property of congestion signaling
in general, but simply a side-effect of assuming symmetric interests between sender and receiver. |
describe an alternative TCP congestion signaling mechanism that eliminates this behavior — without

requiring that the receiver be trusted in any manner. By explicitly validating congestion signals at
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the sender and penalizifigws with invalid signals, a receiver can onducethe data transfer rate
by misbehaving, thereby eliminating the incentive to do so.

Finally, | explore the practical implementation issues for deploying such a fix. While the pure
form of my signaling approach provides strong controls on receiver behavior, it requires changes to
the protocol software on both the sender and the receiver — a difficult requirement to meet in practice.
Because this work has serious practical ramifications in an Internet that depends on trust to avoid
congestion collapse, | also describe backwards-compatible mechanisms that can be implemented
entirely at the spender to mitigate the effects of untrusted receivers.

The remainder of this chapter is organized as follows: In section 4.1 | review the relevant be-
havior of TCP’s congestion control protocol and illustrate the vulnerabilities therein. Next, in sec-
tion 4.2 | describe a series of experiments that validate these vulnerabilities. Finally, in section 4.3
| explore potential solutions and alternative congestion signaling mechanisms that remove these

vulnerabilities.

4.1 Vulnerabilities

By systematically considering sequences of message exchanges, | have identified several vulnera-
bilities that allow misbehaving receivers to control the sending rate of unmodified, conforming TCP
senders. This section describes these vulnerabilities and techniques for exploiting them. In addi-
tion to denial-of-service attacks, these techniques can be used to enhance the performance of the

attacker's TCP sessions at the expense of behaving clients.

4.1.1 TCP review

While a detailed description of TCP’s error and congestion control mechanisms is beyond the scope
of this chapter, | describe the rudiments of their behavior below to allow those unfamiliar with
TCP to understand the vulnerabilities explained later. For simplicity, we consider TCP without the
Selective Acknowledgment option (SACK) [Mathis et al. 96], although the vulnerabilities | describe
also exist when SACK is used.

TCP is a connection-oriented, reliable, ordered, byte-stream protocol with explicit flow control.

A sending host divides the data stream into individual segments, each of which is no longer than
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the Sender Maximum $enentSize (SMSS) determined during connection establishment. Each
segment is labeled with explicit sequence numbers to guarantee ordering and reliability. When a
host receives an in-sequence segment it sends a cumulative acknowledgment (ACK) in return, no-
tifying the sender that all of the data preceding that segment’s sequence number has been received
and can be retired from the sender’s retransmission buffers. If an out-of-sequence segment is re-
ceived, then the receiver acknowledges the next contiguous sequence number thqieeted. If
outstanding data is not acknowledged for a period of time, the sender will timeout and retransmit
the unacknowledged segments.

TCP uses several algorithms for congestion control, most not&bly startand congestion
avoidancelJacobson et al. 88, Stevens 94, Allman et al. 99]. Each of these algorithms controls
the sending rate by manipulating a congestion window (cwnd) that limits the number of outstand-
ing unacknowledged bytes that are allowed at any time. When a connection starts, the slow start
algorithm is used to quickly increasg/ndto reach the bottleneck capacity. When the sender infers
that a segment has been lost it interprets this as an implicit signal of network overload and decreases
cwndquickly. After roughly approximating the bottleneck capacity, TCP switches to the conges-
tion avoidance algorithm which increases the valuewhd more slowly to probe for additional
bandwidth that may become available.

I now describe three attacks on this congestion control procedure that exploit a sender’s vulner-

ability to non-conforming receiver behavior.

4.1.2 ACKdivision

TCP uses a byte granularity error control protocol and consequently each TCP segment is described
by sequence number and acknowledgment fields that refer to byte offsets within a TCP data stream.
However, TCP’s congestion control algorithm is implicitly defined in terms of segments rather than
bytes. For example, the most recent specification of TCP’s congestion control behavior, RFC 2581,

states:

During slow start, TCP incrementsvndby at most SMSS bytes for each ACK received

that acknowledges new data.
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Sender Receiver

RTT <

Figure 4.1:Sample time line for ACK division attack.

During congestion avoidancewndis incremented by 1 full-sized segment per round-
trip time (RTT).

The incongruence between the byte granularity of error control and the segment granularity (or

more precisely, SMSS granularity) of congestion control leads to the following vulnerability:

Attack 1:
Upon receiving a data segment containing N bytes, the receiver divides the resulting
acknowledgment into M, where M N, separate acknowledgments — each covering

one of M distinct pieces of the received data segment.
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This attack is demonstratad Figure 4.1 with a time line. Here, each message exchanged
between sender and receiver is shown as a labeled arrow, with time proceeding down the page. The
labels indicate the type of message, data or acknowledgment, and the sequence space consumed.
Since each of the M divided ACKs cover data that was sent and previously unacknowledged, they
“count” as valid acknowledgments. This leads the TCP sender to grow the congestion window at
a rate that is M times faster than usual. In this example, the sender beginewritt¥1, which
is incremented by one for each ACK received. After one round-trip tomad=4, instead of the
expected value afwnd=2.

The receiver can control this rate of growth by dividing the segment at arbitrary points — up
to one acknowledgment per byte received (when M = N). At this limit, a sender with a 1460 byte
SMSS couldtheoreticallybe coerced into reaching a congestion window in excess of the normal
TCP sequence space (4GB) in only four round-trip tintegloreover, while high rates of additional
acknowledgment traffic may increase congestion on the path to the sender, the penalty to the receiver
is negligible since the cumulative nature of acknowledgments inherently tolerates any losses that

may OcCcur.

4.1.3 DupACK spoofing

TCP uses two algorithmgast retransmitandfast recovery, to mitigate the effects of packet loss.

The fast retransmit algorithm detects loss by observing three duplicate acknowledgments and it
immediately retransmits what appears to be the missing segment. However, the receipt of a duplicate
ACK also suggests that segments are leaving the network. The fast recovery algorithm employs this

information as follows (again quoted from RFC 2581):

Setcwndto ssthrestplus 3*SMSS. This artificially “inflates” the congestion window
by the number of segments (three) that have left the network and which the receiver has

buffered.

For each additional duplicate ACK received, incremambdby SMSS. This artificially

10f course the practicatansmission rate is ultimately limited by other factors such as sender buffering, receiver
buffering and network bandwidth.
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inflates the congestion windoin order to reflect the additional segment that has left

the network.

There are two problems with this approach. First, it assumes that each segment that has left
the network is full sized — again an unfortunate interaction of byte granularity error control and
segment granularity congestion control. Second, and more important, because TCP requires that
duplicate ACKs beexactduplicates, there is no way to ascertain which data segment they were
sent in response to. Consequently, it is impossible to differentiate a “valid” duplicate ACK, from a
forged, or “spoofed”, duplicate ACK. For the same reason, the sender cannot distinguish ACKs that
are accidentally duplicated by the network itself from those generated by a receiver [Allman et al.
99]. In essence, duplicate ACKs are a signal that can be used by the receiver to force the sender to

transmit new segments into the network as follows:

Attack 2:
Upon receiving a data segment, the receiver sends a long stream of acknowledgments
for the last sequence number received (at the start of a connection this would be for the

SYN segment).

Figure 4.2 shows a time line for this technique. The receiver forges multiple duplicate ACKs
for sequence number 1. The first four ACKs for the same sequence number cause the sender to re-
transmit the first segment. Howevewndis now set to its initial value plus 3*SMSS, and increased
by SMSS for each additional duplicate ACK, for a total of 4 segments (as per the fast recovery
algorithm). Since duplicate ACKs are indistinguishable, the receiver does not need to wait for new
data to send additional acknowledgments. As a result, the sender will return data at a rate directly
proportional to the rate at which the receiver sends acknowledgments. After a period, the sender
will timeout. However, this can easily be avoided if the receiver acknowledges the missing segment

and enters fast retransmit again for a new, later, segment.

4.1.4 Optimistic ACKing

Implicit in TCP’s algorithms is the assumption that the time between a data segment being sent

and an acknowledgment for that segment returning is at least one round-trip time. Since TCP’s
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Sender Receiver

RTT <

Figure 4.2:Sample time line foa DUpACK spoofing attack.

congestion window growth is a function of round-trip time (an exponential function during slow
start and a linear function doing congestion avoidance), sender-receiver pairs with shorter round-
trip times will transfer data more quickly.

However, the protocol does not use any mechanism to enforce its assumption. Consequently, it
is possible for a receiver temulatea shorter round-trip time by sending ACKs optimistically for

data it has not yet received:

Attack 3:
Upon receiving a data segment, the receiver sends a stream of acknowledgments antic-

ipating data that will be sent by the sender.

This technique is demonstrated in Figure 4.3. The ACK for the second segment is sent before

IBM Ex-1017
Page 640



44

Sender Receiver

,
| ——Datasuey |
RTT< W
q ACK 2021

Data 1461:2921
W
W
W

Figure 4.3:Sample time line fooptimistic ACKing attack.

the segment itself is received, leading the receiver to gmendmore quickly than otherwise. At the
end of this examplegwnd=3, rather than the expected valuewhd=2. Note that while it is easy
for the receiver to anticipate the correct sequence numbers to use in each acknowledgment (since
senders generally send full-sized segments), this accuracy is not necessary. As long as the receiver
acknowledges new data the sender will transmit additional segments. Moreover, if an ACK arrives
for data that has not yet been sent, this is generally ignored by the sending TCP — allowing a sender
to be arbitrarily aggressive in its generation of optimistic ACKs.

Unlike the previous attacks, this technique does not necessarily preserve end-to-end reliability
semantics — if data from the sender is lost it may be unrecoverable since it has already been acknowl-
edged. However, new features in protocols such as HTTP-1.1 allow receivers to request particular

byte-ranges within a data object [Fielding et al. 99]. This suggests a strategy in which data is
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gathered on oneonnectionand lost segments are then collected selectively with application-layer
retransmissions on another. Optimistic ACKing could be used to ramp the transfer rate up to the
bottleneck rate immediately, and then hold it there by sending acknowledgments in spite of losses.
This ability of the receiver to conceal losses is extremely dangerous because it eliminates the only
congestion signal available to the sender. A malicious attacker could caicksses and there-

fore lead a sender to increasendindefinitely — possibly overwhelming the network with useless

packets.

4.2 Implementation experience

To exploit the vulnerabilities described above, three modifications were made to the TCP subsystem
of Linux 2.2.10. This resulting TCP implementation, referred to facetiously as “TCP Daytona”,
provides extremely high performance at the expense of its competitors. | demonstrate these abilities
with time sequence plots of packet traces for both normal and modified receiver TCP’s. Needless to
say, this implementation is intentionally not “stable”, and would likely lead to congestion collapse

if it were widely deployed.

4.2.1 ACKdivision

The TCP Daytona ACK division algorithm adds 24 lines of code that divide each new outgoing
ACK into many ACKs for smaller extents of the sequence space. Half of the new code is dedicated
to ensuring that the number of outgoing ACKs is no more than should be needed to coerce a sender
in slow start to saturate the test machine’s 100Mbps Ethernet interface.

Figure 4.4 shows client-side TCP sequence number plots of the test machine making an HTTP
request for thendex.html object fromcnn.com, with and without the ACK division attack
enabled. This figure spans the entire transaction, beginning with the TCP handshake that starts at
Oms and ends at around 70ms, when the HTTP request is sent. The first HTTP data from the server
arrives at around 140ms.

This figure shows that, when this attack is enabled, the many small ACKs sent around 140ms
convince the Web server to unleash the entire remainder of the document in a single burst; this data

arrives exactly one round-trip time later. By contrast, with the normal TCP implementation, the
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Figure 4.4:Time-sequence plot afFCP DaytonaACK divisionattack.

server spreads out the data over the next four round-trip times. In general, as this figure suggests,

this attack can convince a TCP sender to send all of its data in a single burst.

4.2.2 DupACK spoofing

The TCP Daytona DupACK spoofing attack is implemented by 11 lines of code that cause the
receiver to send sufficient duplicate ACKs such that the sender (re-)enters fast recovery and fills the
receiver’s advertised flow control window each round-trip time.

Figure 4.5 shows another client-side plot of the same HTTP request, this time with the DupACK
spoofing attack superimposed on a normal transfer. The many duplicate ACKs that the receiver
sends at around 140ms cause the sender to enter fast recovery and transmit the rest of the data,
which arrives at around 210ms. Were there more data, the flurry of duplicate ACKs sent at 210ms-
230ms would elicit another burst from the sender. Since there is no more new data, the sender simply
fills in the hole it perceives; this segment arrives at around 290ms. This figure illustrates how the
DupACK spoofing attack can achieve performance essentially equivalent to the ACK division attack

— namely, both attacks can convince the sender to empty its entire send buffer in a single burst.
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Figure 4.5:Time-sequence plot afCP DaytonaDupACK spoofingttack.

4.2.3 Optimistic ACKing

The TCP Daytona implementation of optimistic ACKing consists of 45 lines of code. Because
acknowledging data that has not arrived is a fundamentally tricky business, | chose a very simple
implementation as a proof of concept. When a TCP connection for an HTTP or FTP client receives
its first data, a timer is set to expire every 10ms. Any interval would do, but | chose 10ms because it
is the smallest interval that Linux 2.2.10 supports on the Intel PC platform. Whenever this periodic
timer expires, or a new data segment arrives, the receiver sends a new optimistic ACK for one MSS
beyond the previous optimistic ACK.

Figure 4.6 shows the optimistic ACK algorithm in action transferring the sanex.html,
again with a normal transfer superimposed. Note that after the first few data segments arrive at
around 140ms, the receiver sends a steady stream of ACKs, where each ACK is sent about 10ms-
70msbeforethe corresponding data arrives! The result is that the data transfer employing optimistic
ACKs completes in approximately half the normal transfer time. Though this is a modest gain rela-

tive to the other attacks, a more bold optimistic ACKing scheme could achieve far greater throughput

by acknowledging data at a more rapid pace.
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Figure 4.6:Time-sequence plot afCP Daytonaoptimistic ACKattack.

4.2.4 Applicability

In order to verify that common TCP implementations have these vulnerabilities, each attack was

tested against a set of nine Web servers running a diverse array of popular server operating systems.

The operating system of the target server was identified in two ways. First, in all but three cases the

server was operated by the OS vendor of the associated operating system (e.g. www.microsoft.com).

Second, themaptool was used to match characteristic TCP implementation fingerprints and verify

that the target server was running the expected operating system and version [Vaskovich ].

Table 4.1 shows which TCP implementations are vulnerable to each attack. The attacks are

all widely applicable, with three exceptions. First, Linux 2.2 is not vulnerable to the ACK di-

vision attack because it increases its congestion window only if at least one whole previously-

unacknowledged segment is acknowledged. Second, Linux 2.0 refuses to count duplicate acknowl-

edgments untitwndis greater than three. Consequently, the DupACK attack will fail if initiated on

connection startup. Finally, Windows NT appears to have a bug that causes it to rarely, if ever, enter

fast recovery. This bug renders NT immune to attacks that rely on extra duplicate acknowledgments.
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Table 4.1: Operatingystemvulnerabilities to TCP Daytona attacks.

ACK Division | DupACK Spoofing| Optimistic Acks
Solaris 2.6 Y Y Y
Linux 2.0 Y Y (N) Y
Linux 2.2 N Y
Windows NT4/95 Y N Y
FreeBSD 3.0 Y Y Y
DIGITAL Unix 4.0 Y Y Y
IRIX 6.x Y Y Y
HP-UX 10.20 Y Y Y
AlX 4.2 Y Y Y

4.3 Solutions

As demonstrated in thgrevious section, TCP’s current specification has several vulnerabilities that
allow a misbehaving receiver to control the sender’s transmission rate. While it is impos$drteto

a receiver to behave correctly, it is both possible and desirable to remove its incentive to misbehave.
That is, we wish to ensure that a misbehaving receiver can not obtain data faster than a behaving
one. In this section | describe simple modifications to the TCP protocol that, without changing the
nature of congestion control, allow the verification of what has historically been an implicit contract
between sender and the receiver — that each acknowledgment faithfully and unambiguously reflects

data that has been successfully transferred to the receiver.

4.3.1 Designing robust protocols

TCP’s vulnerabilities arise from a combination of unstated assumptions, casual specification and
a pragmatic need to develop congestion control mechanisms that are backward compatible with
previous TCP implementations. In retrospect, if the contract between sender and receiver had been

defined explicitly these vulnerabilities would have been obvious.
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This work isinspiredby Abadi and Needham’s papéttudent Engineering Practice for Cryp-
tographic Protocols, which presents a set of design rules that are surprisingly germane to this prob-

lem [Abadi et al. 96]. In particular | reprint their first three principles below:

Principle 1. Every message should say what it means: the interpretation of the message should

depend only on its content.

Principle 2. The conditions for a message to be acted upon should be clearly set out so that

someone reviewing a design may see whether they are acceptable or not.

Principle 3. If the identity of a principal is essential to the meaning of a message, it is prudent to

mention the principal’'s name explicitly in the message.

4.3.2 ACK division

This vulnerability arises from an ambiguity about how ACKs should be interpreted — a violation of
the second principle. TCP’s error-control allows an ACK to specify an arbitrary byte offset in the
sequence space while the congestion control specification assumes that an ACK covers an entire
segment.

There are two obvious solutions: either modify the congestion control mechanisms to operate at
byte granularity or guarantee that segment-level granularity is always respected. The first solution
is virtually identical to the “byte counting” modifications to TCP discussed in [Allman 98, Allman
99]. If cwndis not incremented by a full SMSS, but only proportional to the amount of data ac-
knowledged, then ACK division attacks will have no effect. The second, perhaps simpler, solution
is to only incrementwndby one SMSS when a valid ACK arrives that covers the entire data seg-
ment sent. As mentioned earlier, this technique is employed in the latest versions of Linux (2.2.x)

at the time of this writing.

4.3.3 DupACK spoofing

During fast recovery and fast retransmit, TCP’s design violates the first principle — the meaning of

a duplicate ACK is implicit, dependent on previous context, and consequently difficult to verify.
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TCP assumes that aluplicateACKs are sent in response to unique and distinct segments. This
assumption is unenforceable without some mechanism for identifying the data segment that led to
the generation of each duplicate ACK. The traditional method for guaranteeing association is to
employ anonce[Schneier 96]. We present a simple version of such a nonce protocol below (I will

extend it shortly):

Singular Nonce:

| introduce two new fields into the TCP packet format: Nonce and Nonce reply. For
each segment, the sender fills the Nonce field with a unique random number generated
when the segment is sent. When a receiver generates an ACK in response to a data

segment, it echoes the nonce value by writing it into the Nonce Reply field.

The sender can then arrange to only inflatendin response to duplicate ACKs whose Nonce
Reply value corresponds to a data segment previously sent and not yet acknowledged.

Note that the singular nonce, as described so far, is similar to the Timestamps option [Jacobson
et al. 92], with two important differences. First, the Nonce field preserves association for duplicate
ACKs, while the Timestamps option does not (preferring instead to reuse the previous timestamp
value). Second, and more important, because Timestampagpitam, a receiver has the choice to
not participate in its use. Misbehaving clients cannot be relied upon to voluntarily participate in
their own policing. For the same reason, it is not reasonable to rely on other TCP options, such as
proposed extensions to SACK [Floyd et al. 99b], to eliminate this vulnerability.

Unfortunately, the fix requires the modification of clients and servers and the addition of a TCP
field. While it is the only complete solution | have discovered, there are sender-only heuristics
which can mitigate, although not eliminate, the impact of the DupACK spoofing attack in a purely
backward compatible manner. In particular, the sender can maintain a count of outstanding segments
sent above the missing segment. For each duplicate acknowledgment this count is decremented
and when it reaches zero any additional duplicate acknowledgments are ignored. This simple fix
appears to limit the number of segments wrongly sent to contain no more-thah— SMSS
bytes. Unfortunately, a clever receiver can acknowledge the missing segment and then repeat the
process indefinitely unless other heuristics are employed to penalize this behavior (e.g. by refusing

to enter fast retransmit multiple times in a single window as suggested in [Floyd 95]).
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Sender Receiver

Figure 4.7:Time line foradata transfer using a cumulative nonce.

4.3.4 Optimistic ACKing

The optimistic ACK attack is possible because ACKs do not contain any proof regarding the identity
of the data segment(s) that caused them to be sent. In the context of the third principle described

earlier, a data segment is a principal and an ACK is the message of concern.

This problem is also well addressed using a nonce. If a nonce can’t be guessed by the receiver,
than ACKs with valid nonces imply that a full round-trip time has taken place (man-in-the-middle

attacks notwithstanding).

However, the singular nonce | have described is imperfect because it does not mirror the cumu-
lative nature of TCP. Acknowledgments can be delayed or lost, yet the cumulative property of TCP’s

sequence numbers ensures that the most recent ACK can cover all previous data. In contrast, the
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singular nonce only pradesevidence that a single segment was received. A misbehaving sender
could still mount a denial of service attack by concealing lost data, yet still sending back ACKs with

valid nonces. To address this deficiency we describenaulative nonceas follows:

Cumulative Nonce:

For each segment, the sender fills the Nonce field with a uniqgue random number gen-

erated when the segment is sent. Each side maintains a nonce sum representing the
cumulative sum of all in-sequence acknowledged nonces. When a receiver receives an
in-sequence segment it adds the value contained in its Nonce field to this sum. When a
receiver generates an ACK in response to a data segment, it either echoes the current
value of the nonce sum (for in-sequence data) or echoes the nonce value sent by the

sender (for out-of-sequence data).

The sender can then efficiently verify that the data acknowledged by the receiver has, in fact,
been successfully transferred.

An example of this protocol is depicted in Figure 4.7. The nonce values are shown in parenthesis
and it is assumed that each side starts with a nonce sum of zero. The dotted line indicates a data
segment that was dropped. The second ACK (acknowledging bytes 4380 and below) demonstrates
the cumulative effect of the nonce, proving that the receiver has in fact seen all three segments
(125=27+62+36). The fourth data segment is lost (indicated by a dotted line) and the third ACK
attempts to conceal this loss by acknowledging a later segment. However, the ACK will be re-
jected by the sender, since it cannot provide the proper nonce sum (149) for the data it purports to
acknowledge.

A potential complication can occur if the segment boundaries differ between the initial transmis-
sion and a subsequent retransmission. Such an occurrence might occur during dynamic path MTU
changes. There are several implementation strategies to address this situation, but the simplest is
to randomly subdivide the original nonce value in a way that the sum of the new nonce values is
still consistent with the original transmission. For example, if a 1460 byte segment is initially trans-
mitted with a nonce value of 14, but subsequent retransmissions are limited to 536 bytes by a path

MTU change, then one might retransmit the data in three packets, with nonce values of 7, 3 and 4.
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While it is difficult to prevent loss concealment without a cumulative nonce, there are interim
sender-side modifications that can approximate a singular nonce and thereby limit the impact of
optimistic ACKing attacks. If the sending TCP randomly varies the size of outgoing segments by
a small amount (e.g. [SMSS-15 bytes .. SMSS bytes]), a misbehaving receiver will be unable to
correctly anticipate the segment boundaries. Consequently, the exact segment boundaries encode a
form of nonce and the sending TCP can filter out optimistic ACKs as those that do not fall on the
appropriate sequence numbers (this assumes that receivers acknowledge all of the data they receive).
As an added disincentive, the sender could send a RST for any ACK that acknowledged data not yet
sent. This strategy does not prevent the receiver from concealing loss, but it can mitigate the effects

of optimistic ACKs (which is a more attractive attack for the average user).

4.4 Summary

This chapter described how a competitive receiver can manipulate the TCP congestion signaling
algorithm to increase their own bandwidth at the expense of other users. In addition, | describe
protocol modifications that allow the sender to detect such manipulations and enforce a fair behavior.

This work highlights two results that | believe are significant yet not widely appreciated:

e TCP, which was originally designed for a cooperative environment, contains several vulnera-
bilities that stem from the assumption that receiver and sender have complementary interests.
A greedy receiver can exploit these weaknesses to obtain improved service at the expense
of other network clients. | have described ACK division, DupACK spoofing and Optimistic
ACK mechanisms and implemented them to demonstrate that the attacks are both real and

widely applicable.

e The design of TCP can be modified, without changing the nature of the congestion control
function, to eliminate these vulnerabilities and “force” cooperative behavior from a receiver.
By explicitly validating congestion signals provided by the receiver and penalizing invalid
signals, the sender can eliminate the receiver’s incentive to “cheat”. | have described the

workings of a new Cumulative Nonce approach that accomplishes this in a simple yet effective
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manner. | hae also identified and described sender-only modifications that can be deployed

immediately to reduce the scope of the vulnerabilities without receiver-side modifications.

Finally, this work can readily be extended to other protocols. While the Cumulative Nonce
was defined in the context of TCP, it could be adapted to any sender-based congestion control
scheme. While not part of this thesis, follow-on work has extended robust congestion signaling
to the network-based signaling environment [Ely et al. 01b]. This approach might also prove
fruitful for unreliable transports, for example, either those that are explicitly TCP-friendly, such
as RAP [Rejaie et al. 99], or other rate adaptive mechanisms, like those employed by RealAudio.
A Cumulative Nonce could also be used more widely to aid in the design of other kinds of proto-
cols. This is because it effectively defines a sequencing mechanism between untrusted parties that,

because it is lightweight, idempotent and cumulative, is well suited to network environments.
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Chapter 5

IP Traceback

In thischapter | consider the problem of malicious behavior. In particular, | explore the problem

of tracking spoofed denial-of-service attacks to their source.

Denial-of-service attacks consume the resources of a remote host or network, thereby denying
or degrading service to legitimate users. Typically, this involves sending large numbers of spurious
packets to towards a victim. The victim or the intervening network is overwhelmed and legitimate
clients are unable to use the victim’s services. Such attacks are among the hardest security problems
to address because they are simple to implement, difficult to prevent, and very difficult to trace.
In the last several years, Internet denial-of-service attacks have increased in frequency, severity
and sophistication. Howard reports that between the years of 1989 and 1995, the number of such
attacks reported to the Computer Emergency Response Team (CERT) increased by 50 percent per
year [Howard 98]. A 1999 CSI/FBI survey reports that 32 percent of respondents detected denial-
of-service attacks directed against their sites [Computer Security Institute et al. 99] and more a
more recent empirical study shows that roughly 4,000 such attacks occur every day [Moore et al.
01]. Finally, attackers have recently developed tools to coordinate distributed attacks from many
separate sites [CERT 00a] and the highly publicized attacks of February 2000 have demonstrated

the power of this approach.

Unfortunately, mechanisms for dealing with denial-of-service have not advanced at the same
pace. Most work in this area has focusedtolerating attacks by mitigating their effects on the
victim [Spatscheck et al. 99, Banga et al. 99, Karn et al. 99, Meadows 99, Cisco Systems 97]. This
approach can provide an effective stop-gap measure, but does not eliminate the problem nor does it
discourage attackers. The other option, and a focus of this thesis, is to trace attacks back towards

their origin — ideally stopping an attacker at the source.

Tracking a denial-of-service attack in the Internet is particularly challenging due to the host-
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centric nature of thinternetarchitecture. In the PSTN's, the network layer provides a bi-directional
reliable connection service and explicitly manages the addressing and routing of each connection.
At any given time, the network contains centralized state indicating the source, destination and com-
plete network path used by each call. By contrast, the Internet provides an unreliable unidirectional
datagram service with only a minimal packet forwarding mechanism at the network layer — each
router is only responsible for knowing the “next hop” towards each destination. All higher-level
functions, including reliability, sequencing and even host addressing, are provided by hosts working
in concert. In particular, the Internet relies on each host to voluntarily specify its source address
in each IP packet so the receiver can respond in return. Attackers exploit this vulnerability and
routinely disguise their location using incorrect, or “spoofed”, IP source addresses. Since Internet
routers do not maintain any connection state, once such a packet enters the Internet its true origin is
lost and a victim is left with little useful information.

In this chapter | address the operational goal of identifying the machineditbatly generate
attack traffic and the network path this traffic subsequently follows. | call thisrétoeback prob-
lemand it is motivated by the operational need to control and contain attacks. In this setting, even
incomplete or approximate information is valuable because the efficacy of measures such as packet
filtering improve as they are applied further from the victim and closer to the source. | present a
new approach to the traceback problem that addresses the needs of both victims and network oper-
ators. My solution is to probabilistically mark packets with partial path information as they arrive
at routers. This approach exploits the observation that attacks generally comprise large numbers of
packets. While each marked packet represents only a “sample” of the path it has traversed, by com-
bining a modest number of such packets a victim can reconstruct the entire path. This allows victims
to locate the approximate source of attack traffic without requiring the assistance of outside network
operators. Moreover, this determination can be made even after an attack has completed. Both
facets of this solution represent substantial improvements over existing capabilities for dealing with
flooding-style denial-of-service attacks. Finally, the combination of random packet marking with
a deterministic hop-count signaling mechanism prevents an adversary from spoofing the traceback
mechanism itself and leading the victim down the incorrect path.

A key practical deployment issue with any modification of Internet routers is to ensure that

the mechanisms are efficiently implementable, may be incrementally deployed, and are backwards
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compatible with theasting infrastructure. | describe a traceback algorithm that adds little or no
overhead to the router’s critical forwarding path and may be incrementally deployed to allow trace-
back within the subset of routers supporting my scheme. Further, | demonstrate that the necessary
path information can be encoded in a way that peacefully co-exists with existing routers, host sys-
tems and more than 99% of today’s traffic.

The rest of this chapter is organized as follows: In Section 5.1, | describe related work concern-
ing IP spoofing and solutions to the traceback problem. Section 5.2 outlines my basic approach and
section 5.3 characterizes several abstract algorithms for implementing it. In Section 5.4 | detail a
concrete encoding strategy for one algorithm that can be implemented within the current Internet
environment. | also present experimental results demonstrating the effectiveness of this solution. In
section 5.5 | discuss the main limitations and weaknesses of my proposal and potential extensions

to address some of them.

5.1 Related work

It has been long understood that the IP protocol permits anonymous attacks. In his 1985 paper on

TCP/IP weaknesses, Morris writes:

“The weakness in this scheme [the Internet Protocol] is that the source host itself fills in
the IP source host id, and there is no provision in ... TCP/IP to discover the true origin

of a packet.” [Morris 85]

In addition to denial-of-service attacks, IP spoofing can be used in conjunction with other vulnerabil-
ities to implement anonymous one-way TCP channels and covert port scanning [Morris 85, Bellovin
89, Heberlein et al. 96, Vivo et al. 99].

There have been several efforts to reduce the anonymity afforded by IP spoofing. Table 5.1
provides a subjective characterization of each of these approaches in terms of management cost,
additional network load, overhead on the router, the ability to trace multiple simultaneous attacks,
the ability trace attacks after they have completed, and whether they are preventative or reactive. |
also characterize my proposed traceback scheme according to the same criteria. In the remainder of

this section | describe each previous approach in more detalil.
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Table 5.1: Qualitatie comparison of existing schemes for combating anonymous attacks and the
probabilistic marking approach | propose.

Management| Network Router | Distributed | Post-mortem| Preventative/
overhead overhead| overhead| capability capability reactive

Ingress filtering Moderate Low Moderate N/A N/A Preventative

Link testing

Input debugging High Low High Good N/A Reactive
Controlled flooding Low High Low Poor N/A Reactive
Logging High Low High Excellent Excellent Reactive
ICMP Traceback Low Low Low Good Excellent Reactive
Marking Low Low Low Good Excellent Reactive

5.1.1 Ingress filtering

One way toaddresghe problem of anonymous attacks is to eliminate the ability to forge source

addresses. One such approach, frequently callgess filtering, is to configure routers to block

packets that arrive with illegitimate source addresses [Ferguson et al. 00]. This requires a router

with sufficient power to examine the source address of every packet and sufficient knowledge to

distinguish between legitimate and illegitimate addresses. Consequently, ingress filtering is most

feasible in customer networks or at the border of Internet Service Providers (ISP) where address

ownership is relatively unambiguous and traffic load is low. As traffic is aggregated from multiple

ISPs into transit networks, there is no longer enough information to unambiguously determine if a

packet arriving on a particular interface has a “legal” source address. Moreover, on many deployed

router architectures the overhead of ingress filter becomes prohibitive on high-speed links.

The principal problem with ingress filtering is that its effectiveness depends on widespread,

if not universal, deployment. Unfortunately, a significant fraction of ISPs, perhaps the majority,

do not implement this service — either because they are uninformed or have been discouraged by

the administrative burdénpotential router overhead and complications with existing services that

depend on source address spoofing (e.g. some versions of Mobile IP [Perkins 96] and some hybrid

1Some modern routers eate administrative burden of ingress filtering by providing functionality to automatically
check source addresses against the destination-based routing tablgs (egfy unicast reverse-path
on Cisco’s 10S). This approach is only valid if the route to and from the customer is symmetric — generally at the
border of single-homed stub networks.
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satellite communications architectures).s&ondary problem is that even if ingress filtering were
universally deployed at the customer-to-ISP level, attackers could still forge addresses from the
hundreds or thousands of hosts within a valid customer network [CERT 00a].

Itis clear that wider use of ingress filtering would dramatically improve the Internet’s robustness
to denial-of-service attacks. At the same time it is prudent to assume that such a system will never

be fullproof — and therefore traceback technologies will continue to be important.

5.1.2 Linktesting

Most existing traceback techniques start from the router closest to the victim and interactively test
its upstream links until they determine which one is used to carry the attacker’s traffic. Ideally, this
procedure is repeated recursively on the upstream router until the source is reached. This technique
assumes that an attack remains active until the completion of a trace and is therefore inappropriate
for attacks that are detected after the fact, attacks that occur intermittently, or attacks that modulate
their behavior in response to a traceback (it is prudent to assume the attacker is fully informed).

Below | describe two varieties of link testing schemeput debuggingndcontrolled flooding.

Input debugging

Many routers include a feature callétbut debugging, that allows an operator to filter particular
packets on some egress port and determine which ingress port they arrived on. This capability is
used to implement a trace as follows: First, the victim must recognize that it is being attacked and
develop amattack signaturehat describes a common feature contained in all the attack packets.
The victim communicates this signature to a network operator, frequently via telephone, who then
installs a corresponding input debugging filter on the victim’s upstream egress port. This filter re-
veals the associated input port, and hence which upstream router originated the traffic. The process
is then repeated recursively on the upstream router, until the originating site is reached or the trace
leaves the ISP’s border (and hence its administrative control over the routers). In the later case,
the upstream ISP must be contacted and the procedure repeats itself. While such tracing is fre-
guently performed manually, several ISPs have developed tools to automatically trace attacks across

their own networks. One such system, called CenterTrack, provides an improvement over hop-by-
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hop backtracking by dynamicalleroutingall of the victim’s traffic to flow through a centralized
tracking router [Stone 00]. Once this reroute is complete, a network operator can then use input

debugging at the tracking router to investigate where the attack enters the ISP network.

The most obvious problem with the input debugging approach, even with automated tools, is
its considerable management overhead. Communicating and coordinating with network operators
at multiple ISPs requires the time, attention and commitment of both the victim and the remote
personnel — many of whom have no direct economic incentive to provide aid. If the appropriate net-
work operators are not available, if they are unwilling to assist, or if they do not have the appropriate

technical skills and capabilities, then a traceback may be slow or impossible to complete [Glave 98].

Controlled flooding

Burch and Cheswick have developed a link testing traceback technique that does not require any
support from network operators [Burch et al. 00]. | call this technizprérolled floodingbecause it

tests links by flooding them with large bursts of traffic and observing how this perturbs traffic from
the attacker. Using a pre-generated “map” of Internet topology, the victim coerces selected hosts
along the upstream route into iteratively flooding each incoming link on the router closest to the
victim. Since router buffers are shared, packets traveling across the loaded link — including any sent
by the attacker — have an increased probability of being dropped. By observing changes in the rate
of packets received from the attacker, the victim can therefore infer which link they arrived from. As
with other link testing schemes, the basic procedure is then applied recursively on the next upstream

router until the source is reached.

While the scheme is both ingenious and pragmatic, it has several drawbacks and limitations.
Most problematic among these is that controlled flooding is itself a denial-of-service attack — ex-
ploiting vulnerabilities in unsuspecting hosts to achieve its ends. This drawback alone makes it
unsuitable for routine use. Also, controlled flooding requires the victim to have a good topological
map of large sections of the Internet in addition to an associated list of “willing” flooding hosts. As
Burch and Cheswick note, controlled flooding is also poorly suited for tracing distributed denial-
of-service attacks because the link-testing mechanism is inherently noisy and it can be difficult to

discern the set of paths being exploited when multiple upstream links are contributing to the attack.
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Finally, like all link-testing schemes, controlled flooding is only effective at tracing an on-going

attack and cannot be used “post-mortem”.

5.1.3 Logging

An approach suggested in [Sager 98] and [Stone 00] is to log packets at key routers and then use
data mining techniques to determine the path that the packets traversed. This scheme has the useful
property that it can trace an attack long after the attack has completed. However, it also has obvious
drawbacks, including potentially enormous resource requirements (possibly addressed by sampling)
and a large scale inter-provider database integration problem. At this time of this writing, | was

unaware of any commercial organizations using a fully operational traceback approach based on

loggingd.

5.1.4 ICMP Traceback

Since this work was first published, a new traceback proposal has emerged based on the use of ex-
plicit router-generated ICMP traceback messages [Bellovin 00]. The principle idea in this scheme
is for every router to sample, with low probability (e.g., 1/20,000), one of the packets it is for-
warding and copy the contents into a special ICMP traceback message including information about
the adjacent routers along the path to the destination. During a flooding-style attack, the victim
host can then use these messages to reconstruct a path back to the attacker. This scheme has many
benefits compared to previous work and is in many ways similar to the packet marking approach |
have taken. However, there are several disadvantages in the current design that complicate its use.
Among these: ICMP traffic is increasingly differentiated and may itself be filtered in a network un-
der attack, the ICMP Traceback message relies on an input debugging capability (i.e. the ability to
associate a packet with the input port and/or MAC address on which it arrived) that is not available

in some router architectures, if only some of the routers participate it seems difficult to positively
“connect” traceback messages from participating routers separated by a non-participating router,
and finally, it requires a key distribution infrastructure to deal with the problem of attackers send-

ing false ICMP Traceback messages. That said, that the scheme is clearly promising and | believe

ZHistorically, the T3-NFSNETid log network-to-network traffic statistics and these were used on at least one occa-
sion to trace IP spoofing attacks to an upstream provider [Villamizar 00].
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that hybrid approachesombiningit with some of the algorithms | propose are likely to be quite

effective.

5.2 Overview

Burch and Cheswick mention the possibility of tracing flooding attacks by “marking” packets, either
probabilistically or deterministically, with the addresses of the routers they traverse [Burch et al. 00].
The victim uses the information in the marked packets to trace an attack back to its source. This
approach has not been previously explored in any depth, but has many potential advantages. It does
not require interactive cooperation with ISPs and therefore avoids the high management overhead
of input debugging. Unlike controlled flooding, it does not require significant additional network
traffic and can potentially be used to track multiple attacks. Moreover, like logging, packet marking
can be used to trace attacks “post-mortem” — long after the attack has stopped. Finally, | have found
that marking algorithms can be implemented without incurring any significant overhead on network

routers. The remainder of this chapter focuses on fully exploring and characterizing this approach.

5.2.1 Definitions

Figure 5.1 depicts the network as seen from a vidtinRouters are represented By, and potential
attackers byA;. For the purposes of this chaptér,may be a single host under attack, or a network
border device such as a firewall or intrusion detection system that represents many such hosts. Every
potentialattack originA; is a leaf in a tree rooted & and every routeR; is an internal node along a

path between somé; andV'. Theattack pathfrom A; is the unique ordered list of routers between

A; andV. For instance, if an attack originates frotn then to reach it must first traverse the path

Rg, Rs, Ro, and R, — as shown by the dotted line in Figure 5.1.

Theexact tracebackroblem is to determine the attack path and the associated attack origin for
each attacker. However, solving this problem is complicated by several practical limitations. The
exact attack origin may never be revealed (even MAC source addresses may be spoofed) and a wily
attacker may send false signals to “invent” additional routers in the traceback path. | address these
issues in section 5.5, but for now | restrict my discussion to solving a more limited problem. | define

theapproximate tracebagroblem as finding a candidate attack path for each attacker that contains
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Figure 5.1: Network as seen from a victim, of a denial-of-servicattack.

thetrue attack path as a suffix. | call this tkelid suffixof the candidate path. For example,;(R
Rg, R3, Ro, R1) is a valid approximate solution to Figure 5.1 because it contains the true attack
path as a suffix. | call a solution to this problenrabustif an attacker cannot prevent the victim

from discovering candidate paths containing the valid suffix.

All marking algorithms have two componentsnearking procedurexecuted by routers in the
network and gath reconstruction proceduieplemented by the victim. A router “marks” one or
more packets by augmenting them with additional information about the path they are traveling. The
victim attempts to reconstruct the attack path using only the information in these marked packets.

The convergence timef an algorithm is the number of packets that the victim must observe to

reconstruct the attack path.
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5.2.2 Basic assumptions

The desigrspaceof possible marking algorithms is large, and to place this work in context | identify

the assumptions that motivate and constrain my design:

e an attacker may generate any packet,

e multiple attackers may conspire,

e attackers may be aware they are being traced,

e packets may be lost or reordered,

e attackers send numerous packets,

¢ the route between attacker and victim is fairly stable,

e routers are both CPU and memory limited, and

routers are not widely compromised.

The first four assumptions represent conservative assessments of the abilities of the modern attack-
ers and limitations of the network. Designing a traceback system for the Internet environment is
extremely challenging because there is very little that can be trusted. In particular, the attacker’s
ability to create arbitrary packets significantly constrains potential solutions. When a router re-
ceives a packet, it has no way to tell whether that packet has been marked by an upstream router or
if the attacker simply has forged this information. In fact, the only invariant that one can depend on

is that a packet from the attacker must traverse all of the routers between it and the victim.

The remaining assumptions reflect the basis for my design and deserve additional discussion.
First, denial-of-service attacks are only effective so long as they occupy the resources of the victim.
Consequently, most attacks are comprised of thousands or millions of packets. My approach relies
on this property because each packet is marked with only a small piece of path state and the victim

must observe many such packets to reconstruct the complete path back to the attacker. If many
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attacks emerge thaequireonly a single packet to disable a host (e.g. ping-of-death [CERT 96]),
then this assumption may not hold (although even these attacks require multiple padestpao
machine down).

Second, measurement evidence suggests that while Internet routes do change, it is extremely
rare for packets to follow many different paths over the short time-scales of a traceback operation
(seconds in my system) [Paxson 97b]. This assumption greatly simplifies the role of the victim,
since it can therefore limit its consideration to a single primary path for each attacker. If the Internet
evolves to allow significant degrees of multi-path routing then this assumption may not hold.

Third, while there have been considerable improvements in router implementation technology,
link speeds have also increased dramatically. Consequently, | assert that any viable implementa-
tion must have low per-packet overhead and must not require per-flow state. Significantly simpler
schemes than mine can be implemented if one assumes that routers are not resource constrained.

Finally, since a compromised router can effectively eliminate any information provided by up-
stream routers, it is effectively indistinguishable from an attacker. In such circumstances, the se-
curity violation at the router must be addressed first, before any further traceback is attempted. In
normal circumstances, | believe this is an acceptable design point. However, if non-malicious, but
information hiding, routing infrastructures become popular, such as described in [Goldberg et al.

99, Reed et al. 98], then this issue may need to be revisited.

5.3 Basic marking algorithms

In this section | describe a series of marking algorithms — starting from the most simple and advanc-
ing in complexity. Each algorithm attempts to solve the approximate traceback problem in a manner

consistent with the assumptions.

5.3.1 Node append

The simplest marking algorithm — conceptually similar to the IP Record Route option [Postel 81b]
— is to append each node’s address to the end of the packet as it travels through the network from
attacker to victim (see Figure 5.2). Consequently, every packet received by the victim arrives with a

complete ordered list of the routers it traversed — a built-in attack path.
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The node append algorithis both robust and extremely quick to converge (a single packet),
however it has several serious limitations. Principal among these is the infeasibly high router over-
head incurred by appending data to packets in flight. Moreover, since the length of the path is not
knowna priori, it is impossible to ensure that there is sufficient unused space in the packet for the
complete list. This can lead to unnecessary fragmentation and bad interactions with services such
as MTU discovery [Mogul et al. 90]. This problem cannot be solved by reserving “enough” space,

as the attacker can completely fill any such space with false, or misleading, path information.

5.3.2 Node sampling

To reduce both the router overhead and the per-packet space requirement, one can sample the path
one node at a time instead of recording the entire path. A single static “node” field is reserved in the
packet header — large enough to hold a single router address (i.e. 32 bits for IPv4). Upon receiving

a packet, each router chooses to write its address in the node field with some probataitgr

enough packets have been sent, the victim will have received at least one sample for every router
in the attack path. As stated in section 5.2, | assume that the attacker sends enough packets and the

route is stable enough that this sampling can converge.

Although it might seem impossible to reconstruct an ordered path given only an unordered
collection of node samples, it turns out that with a sufficient number of trials, the order can be
deduced from the relative number of samples per node. Since routers are arranged serially, the
probability that a packet will be marked by a router and then left unmolested by all downstream
routers is a strictly decreasing function of the distance to the victimp if constrained to be
identical at each router, then the probability of receiving a marked packet from a diduips away
isp(1—p)9=1. Since this function is monotonic in the distance from the victim, ranking each router
by the number of samples it contributes will tend to produce the accurate attack path. The full
algorithm is shown in Figure 5.3.

Putting aside for the moment the difficulty in changing the IP header to add a 32-bit node field,
this algorithm is efficient to implement because it only requires the addition of a write and checksum
update to the forwarding path. Current high-speed routers already must perform these operations

efficiently to update théime-to-livefield on each hop. Moreover, if > 0.5 then this algorithm is
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Marking procedure at routeR:

for each packetv, appendR to w

Path reconstruction procedure at victim
for any packetv from attacker

extract path (1.R;) from the suffix ofw

Figure 5.2: Node append algorithm.

robust againsa single attacker because there is no way for an attacker to insert a “false” router into
the path’s valid suffix by contributing more samples than a downstream router, nor to reorder valid
routers in the path by contributing more samples than the difference between any two downstream
routers.

However, there are also two serious limitations. First, inferring the total router order from the
distribution of samples is a slow process. Routers far away from the victim contribute relatively few
samples (especially singemust be large) and random variability can easily lead to misordering
unless a very large number of samples are observed. For instante; ift5 andp = 0.51, the
receiver must receive more than 42,000 packets on average before it receingleaample from
the furthest router. To guarantee that the order is correct with 95% certainty requires more than
seven times that number.

Second, if there are multiple attackers then multiple routers may exist at the same distance —
and hence be sampled with the sample probability. Therefore, this technique is not robust against

multiple attackers.

5.3.3 Edge sampling

A straightforward solution to these problems is to explicitly encedgesn the attack path rather
than simply individual nodes. To do thisyo static address-sized fieldstart andend, need to be
reserved in each packet to represent the routers at each end of a link, as well as an additional small

field to represent the distance of an edge sample from the victim.
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Marking procedure at router:
for each packetv
let z bearandom number from [0..1)
if x < pthen,

write R into w.node

Path reconstruction procedure at victim
let NodeT'bl be a table of tuples (node,count)
for each packei from attacker
z ;= lookupw.node inNodeT'bl
if z!= NIL then
incrementz.count
else
insert tuple (wnode,1) inN odeT'bl
sort NodeT'bl by count

extract path (&.R;) from ordered node fields itV odeT'bl

Figure 5.3: Node sampling algorithm.

69

When a router decidags mark a packet, it writes its own address into the start field and writes

a zero into the distance field. Otherwise, if the distance field is already zero this indicates that the

packet was marked by the previous router. In this case, the router writes its own address into the

end field — thereby representing the edge between itself and the previous router — and increments the

distance field to one. Finally, if the router doesn’t mark the packet then it always increments the dis-

tance field. This somewhat baroque signaling mechanism allows edge sampling to be incrementally

deployed — edges are constructed only between participating routers.

The mandatory increment ixitical to minimize spoofing by an attacker. When the packet

arrives at the victim its distance field represents the number of hops traversed since the edge it

contains was sampledAny packets written by the attacker will necessarily have a distance greater

%It is important thatistancefield is updated using a saturating addition. If the distance field were allowed to wrap,
then the attacker could spoof edges close to the victim by sending packets with a distance value close to the maximum.

IBM Ex-1017
Page 666



70

Marking procedure at routerR:
for each packetv
let z bearandom number from [0..1)
if x < pthen
write R into w.start and 0 intav.distance
else
if w.distance = 0 then
write R into w.end

incrementw.distance

Path reconstruction procedure at victim
let G be a tree with root
let edges inG be tuples (start,end,distance)
for each packety from attacker
if w.distance = 0 then
insert edge (ustart,40) intoG
else
insert edge (ustart,wend,wdistance) inta>
remove any edge (z,g) with d # distance fronx tov in G

extract path (&.R;) by enumerating acyclic paths @

Figure 5.4: Edge sampling algorithm.

or equal to thdength of the true attack path. Therefore, a single attacker is unable to forge any
edge between themselves and the victim (for a distributed attack, of course, this applies only to the
closest attacker) and the victim does not have to worry about “chaff” while reconstructing the valid
suffix of the attack path. Consequently, since this algorithm abandons the sampling rank approach

to distinguish “false” samples, arbitrary values can be used for the marking probability

The victim uses the edges sampled in these packets to create a graph (much as in Figure 5.1)
leading back to the source, or sources, of attack. The full algorithm is described in Figure 5.4.

Because the probability of receiving a sample is geometrically smaller the further away it is from
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the victim,thetime for this algorithm to converge is dominated by the time to receive a sample from
the furthest routeW in expectation, foarouterd hops away. However, there is also a small
probability that a sample will be received from the furthest router, but not from some nearer router.
This effect can be bounded to a factoriafd) by the following argument: | conservatively assume
that samples from all of theé routers appear with the same likelihood as the furthest router. Since
these probabilities are disjoint, the probability that a given packet will deliver a sample from some
router is at leasip(1—p)?~'. Finally, as per the well-knoweoupon collectoproblem, the expected
number of trials required to select one of eacll efjui-probable items id(in(d) + O(1))* [Feller

66]. Therefore, the number of packes§, required for the victim to reconstruct a path of lendth

has the following bounded expectation:

In(d)

< =

1

For examplejf p = i

and the attaclpath has a length of 10, then a victim can typically
reconstruct this path after receiving 75 packets from the attacker. While this chqbc&og is
optimal, the congrgence time is not overly sensitive to this parameter for the path lengths that occur
in the Internet. So long gas< é, the results argenerallywithin a small constant of optimal. In the

rest of this chapter | will usg = % since few pathsxceed this length [Carter et al. 97, Theilmann

et al. 00, CAIDA 00]. For comparison, the previous example converges with only 108 packets using

_ 1
D= 35-

This same algorithm caefficiently discern multiple attacks because attackers from different
sources produce disjoint edges in the tree structure used during reconstruction. The number of
packets needed to reconstruct each path is independent, so the number of packets needed to recon-
struct all paths is a linear function of the number of attackers. Finally, edge sampling is also robust.

It is impossible for any edge closer than the closest attacker to be spoofed, due to the mandatory
increment operation used to establish the distance that marked packet has traveled. Conversely, in
a distributed attack this also means that it is impossible to trust the contents of anfugtge

away than the closest attacker. As with the ICMP Traceback approach [Bellovin 00], an additional

mechanism incorporating a shared secret is required to completely address the problem of attackers

“More exactlytheexpression igl(In(d) + v), wherey represents Euler’s constant. For simplicity, | ignore this small
constant when describing the expectation, although | include its effect during calculations.
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spoofing edges.

Of course, asignificant practical limitation of this approach is that it requires additional space
in the IP packet header and therefore is not backwards compatible. In the next section | discuss a
modified version of edge-sampling that addresses this problem, albeit at some cost in performance

and a reduction in robustness during large distributed attacks.

5.4 Encoding issues

The edge sampling algorithm requires 72 bits of space in every IP packet (two 32-bit IP addresses
and 8 bits for distance to represent the theoretical maximum number of hops allowed using IP). It
would be possible to directly encode these values into an MPLS label stack [Rosen et al. 00], to
enable traceback within a single homogeneous ISP network. However, my focus is on a heteroge-
neous environment based purely on IP datagrams. One obvious approach is to store the edge sample
data in an IP option, but this is a poor choice for many of the same reasons that the node append
algorithm is infeasible — appending additional data to a packet in flight is expensive and there may
not be sufficient space to append this data. This data could also be sent out-of-band — in a separate
packet — but this would add both router and network overhead plus the complexity of a hew and
incompatible protocol.

Instead, | have developed a modified version of edge sampling that dramatically reduces the
space requirement in return for a modest increase in convergence time and a reduction in robustness
to multiple attackers. Following an analysis of the algorithm | explore the practical implementation
issues and discuss one concrete encoding of this scheme based on overloading the itiéfdit IP
ficationfield used for fragmentation. Any solution involving such overloading necessarily requires
compromises and | stress that my solution reflects only one design point among many potential im-
plementation tradeoffs for this class of algorithm awags nohecessarily reflect an optimal balance

among them.

5.4.1 Compressed edge fragment sampling

| use three techniques to reduce per-packet storage requirements while preserving robustness. First,

| encode each edge in half the space by representing it asxthesive-or(XOR) of the two IP
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in path packets at victim
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Figure 5.5: Compressing edge data using transative XOR operations.

addresses making up tkeege,as depicted in Figure 5.5.

When some router decides to mark a packet it writes its addrgsso the packet. The following
router,b, notices that the distance field is 0 and (assuming it does not mark the packet itself) reads
a from the packet, XORs this value with its own address and writes the resulting watug, into
the packet. | call the resulting value tedge-idfor the edge betweem andb. The edge-ids in the
packets received by the victim always contain the XOR of two adjacent routers, except for samples
from routers one hop away from the victim, which arrive unmodified. Over time the victim receives
the messages$ ¢ ® d, b ® ¢, anda @ b. Sincexr & y & = = y, the message from the final router

can be used to decode the previous edge id, and so on, hop-by-hop until the first router is reached.

My second modification further reduces the per-packet space requirements by subdividing each
edge-id into some numbetk, of smaller non-overlapping fragments. When a router decides to

mark a packet, it selects one of these fragments at random and stores it in the packet. | use a
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Figure 5.6: Fragment interleaving for compressed edge-ids.

few addtional bits (logk) to store the offset of this fragment within the original address — this is
necessary to ensure that different fragments from an edge-id can be recombined in the correct order.
If enough packets are sent by the attacker, the victim will eventually receive all fragments from all
edge-ids.

Finally, unlike full IP addresses, edge-id fragments are not unique and multiple fragments from
different edge-ids may have the same value. If there are multiple attackers, a victim may receive
multiple edge fragments with the same offset and distance. To reduce the probability that a “false”
edge-id is accidentally reconstructed by combining fragments from different paths, | add a simple
error detection code to the algorithm. Each router calculates a uniform hash of its IP address once,
at startup, using a well-known function. As shown in Figure 5.6 this hash is interleaved with
the original IP address (the original address on odd bits, the hash on even bits) iherebging
the size of each router address, and hence each edge-id. The resulting quantity is divided into k
fragments. When the router marks a packet it picks a random offset value between 1 and k, and
writes both the offset and the associated fragment into the marked packet. Downstream routers use
this offset to select the appropriate fragment to XOR — thereby encoding part of an edge. Finally,
the victim can constructsandidate edge-idby combining all combinations of fragments at each
distance with disjoint offset values.

When reconstructing a candidate edge, as shown in Figure 5.7, the victim combines k fragments
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Combine k fragments from network
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Figure 5.7: Reconstructing edge-id’s from fragments.

to produce a bistring. By de-interleaving this string, the address portion and the hash portion are
extracted. | recalculate the hash over this address portion using the same hash function used by the
router. If the resulting hash is the same as the hash portion extracted, then the address is accepted as
valid. This procedure protects against accidentally combining fragments of different edges. As the
size of the hash is increased, the probability of a collision is reduced. | describe the full procedure

in Figure 5.8.

The expected number of packets for this algorithm to converge is similar to the edge sampling ap-
proach, except now fragments are needed for each edge-id, rather than just one, a tbiblrafy-
ments. If we again assume conservatively that each of these fragments is delivered equi-probably
with probability p(1 — p)¢~!, the expected number of packets required for path reconstruction is
bounded by:

k- In(kd)
p(1 —p)d-t

E(X) <
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Marking procedure at routefR:
let R’ = BitIntereaveR, Hash(R)
let k be the number of non-overlapping fragmentsih
for each packetv
let z be a random number from [0..1)
if x < pthen
let o be a random integer from [0. 4 1]
let f be the fragment of?’ at offseto
write f into w.frag
write 0 intow.distance
write o into w.offset
else
if w.distance = 0 then
let f be the fragment of?’ at offsetw.offset
write f @ w.frag intow.frag

incrementw.distance

Path reconstruction procedure at victim
let FragTbl be a table of tuples (frag,offset,distance)
let G be atree with root
let edges irG be tuples (start,end,distance)
letmazd :=last :=0
for each packet from attacker
FragTbl.Insert(wfrag,w.offset,wdistance)
if w.distance> maxd then
maxd := w.distance
for d ;= 0 tomaxd
for all ordered combinations of fragments at distadce
construct edge
if d # Othen
z:=z®last
if Hash(EvenBits(}) = OddBits(2 then
insert edge (£venBits(),d) into G
last := EvenBits(3;
remove any edge (z,d) with d # distance fromr tov in G

extract path (R..R;) by enumerating acyclic paths @

Figure 5.8: Compressed edge fragment sampling algorithm.
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IP header
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Figure 5.9: Encoding edge fragments into the IP identification field.

For examplejf there are 8 fragments per edge-id, an attacker is 10 hops away, anég, then

a victim canreconstructhe full path after receiving slightly less than 1,300 packets on average.
Using techniques similar to those used to show sharp concentration results for the coupon collectors
problem, it can be shown that the approximate the number of packets required to ensure that a path

can be reconstructed with probability— % is:

k - In(kdc)
p(l—p)i-t
packets. Tacompletelyreconstruct the previous path with 95% certainty should require no more
than 2150 packets. Many denial-of-service attacks send this many packets in a few seconds.
Finally, | explore the robustness of this algorithm with respect to multiple attackers. For a
random hash of length, the probability of accepting an arbitrarily constructed candidate edge-id
is 2% In the e/ent that there aren attackers, then at any particular distanién the worst case

there may be up ten distinct routerS. Consequently the probability that any edge-id at distahce

®In practice, the numbaesf distinct routers is likely to be smaller for the portion of the path closest to the receiver,
since many attackers will still share significant portions of their attack path with one another.
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Figure 5.10: Experimental results for number of packets needed to reconstruct paths of varying
lengths.

is accepted incorrectly it most:

since there aren” possible combinationsf fragments in the worst case. For= 32 andk = 4

this means that 100 distinct routers at the same distance (i.e. disjoint attack paths) will be resolved
with no errors with a probability of better than 97%. For= 32 andk = 8 (the values | use in

my implementation), the same certainty can only be provided for 10 distinct routers at the same
distance. The use of the XOR function further complicates reconstruction since all combinations of
XOR values must be tried as attack paths diverge. This is somewhat mitigated as the probability of
propagating an error from a single edge all the way to the attacker is is extremely small because the
resulting edge-id, when XORed with the previous edge-id, must again produce a correct hash.

The most significant drawback to this scheme is the large number of combinations that must be
considered as the multiple attack paths diverge. While these combinations can be computed off-line,
for large values of: andm even this can become intractable. For example, evenith8 and
m = 10, if the separate attack paths diverge such that there are 10 completely independent edges

per attacker, this will require roughly a billion combinations to be considered. Consequently, there

IBM Ex-1017
Page 675



79

is a design tensioin the size ofk — per-packet space overhead is reduced by a largarhile

computational overhead and robustness benefits from a srhaller

5.4.2 |IP header encoding

To allow for practical deployment requires the “overloading” of existing header fields in a manner
that will have minimal impact on existing users. This is a difficult task, especially given that even
after prodigious effort 16 bits of space are still required. Nonetheless, it possible to obtain this
space by overloading the 16-bit IP identification field. This field is currently used to differentiate IP
fragments that belong to different packets. | describe the proposed encoding below, and then discuss
the issues of backwards-compatibility that it raises. However, because the issue of backwards-
compatible encoding is largely separate from the choice of traceback algorithm, one could adopt
any reasonable encoding that comes to light.

Figure 5.9 depicts one choice for partitioning the identification field: 3 offset bits to represent
8 possible fragments, 5 bits to represent the distance, and 8 bits for the edge fragment. | use a
32-bit hash, which doubles the size of each router address to 64 bits. This implies that 8 separate
fragments are needed to represent each edge — each fragment indicated by a unique offset value.
Finally, 5 bits is sufficient to represent 31 hops, which is more than almost all Internet paths [Carter
etal. 97, Theilmann et al. 00, CAIDA 06].

The observant reader will note that this layout is chosen to allow the highest performance soft-
ware implementation of my algorithm, which already had a low per-packet router overhead. In the
common case, the only modification to the packet is to increment its distance field. Because of its
alignment within the packet, this increment precisely offsets the required decrement of the time-
to-live field implemented by each router [Baker 95]. Consequently, the header chedkssmot
need to be altered at alind the header manipulation overhead could be even lower than in current
software-based routers — simply an addition to the distance field, a decrement to the TTL field, and
a comparison to check if either has overflowed. In the worst case, the algorithm must read the IP
identification field, lookup an edge fragment and XOR it, and fold the write-back into the existing

checksum update procedure (a few ALU operations). Of course, for modern ASIC-based routers

®It is also reasonabl® turn off marking on any routers that cannot be directly connected to an attacking host (e.g.
core routers). This both reduces the convergence time, and increases the “reach” of the distance field.
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these optimizations are unnecessary

Sincethe IP identification field is overloaded, | must address issues of backwards-compatibility
for IP fragment traffic. Ultimately, there is no perfect solution to this problem and it is necessary
to make compromises that disadvantage fragmented traffic. Fortunately, recent measurements sug-
gest that less than 0.25% of packets are fragmented [Stoica et al. 99, Claffy et al. 00]. Moreover,
it has long been understood that network-layer fragmentation is detrimental to end-to-end perfor-
mance [Kent et al. 87] so modern network stacks implement automatic MTU discovery to prevent
fragmentation regardless of the underlying media [Mogul et al. 90]. Consequently, | believe that this
encoding will inter-operate seamlessly with existing protocol implementations in the vast majority
of cases.

However, there is a small but real fraction of legitimate traffic that is fragmented, and con-
sequently there can be a conflict over the use of the identification field. Normally if a packet is
fragmented, its identification field is copied to each fragment so the receiver can faithfully reassem-
ble the fragments into the original packet. The marking procedure can violate this property in one
of two ways: by writing different values into the identification fields of fragments from the same
datagram or by writing the same values into the identification fields of fragments from different
datagrams. These two problems present different challenges and have different solutions.

First, a datagram may be fragmentgastreamfrom a marking router. If the fragment is sub-
sequently marked and future fragments from the same datagram are not marked consistently then
reassembly may fail or data may be corrupted. While the simplest solution to this problem is to
simply not mark fragments, an adversary would quickly learn to evade traceback by exploiting this
limitation. In fact, some current denial-of-service attacks already use IP fragments to exploit errors
in host IP reassembly functions [CERT 97]. Instead, | propose an alternative marking mechanism
that uses a separate marking probabilityfor fragments. When a router decides to mark a frag-
ment, it prepends a new ICMP “echo reply” header, along witiuhedge data — truncating the tail
of the packet. This ICMP packet is considered “marked” and its distance field is set to zero, thereby
guaranteeing that the distance field reflects the number of edges traversed on the way to the victim.
The packet is consequently “lost” from the standpoint of the receiver, but the edge information is
delivered in a way that does not impact legacy hosts. Because the full edge sampling algorithm can

be usedg can be more than an order of magnitude smaller thand yet achieve the same conver-
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gence time. This solutioimcreaseshe loss rate of fragmented flows somewhat (more substantially

for longer paths) but preserves the integrity of the data in these flows.

A more insidious problem is presented by fragmentation that ocmssistreanfrom a mark-

ing router. If a marked packet is fragmented, but one of the fragments is lost, then the remaining
fragments may linger in the victim’s reassembly buffer for an extended period [Braden 89]. Future
packets marked by the same router can have the same IP identification value and consequently may
be incorrectly reassembled with the previous fragments. One possibility is to leave this problem to
be dealt with by higher layer checksums. However, not all higher layer protocols employ check-
sums, and in any case it is dangerous to rely on such checksums because they are typically designed
only for low residual error rates. Another solution is to setlom’t Fragmentflag on every marked

packet. Along rare paths that require fragmentation, this solution will degrade communication be-
tween hosts not using MTU path discovery, and may filter marked packets if a reduced MTU edge

is close to the victim, but it will never lead to data corruption.

5.4.3 Assessment

| have implemented the marking and reconstruction portions of this algorithm and have tested it
using a simulator that creates random paths and originates attacks. In Figure 5.10 | graph the mean,
median and 95th percentile for the number of packets required to reconstruct paths of varying lengths
over 1,000 random test runs for each length value. | assume a marking probabi'gtyl‘dxbte that

while the corvergence time is theoretically exponential in the path length, all three lines appear

linear due to the finite path length and appropriate choice of marking probability.

Using this approach most paths can be resolved with between one and two thousand packets,
and even the longest paths can be resolved with a very high likelihood within four thousand packets.
To put these numbers in context, most flooding-style denial of service attacks send many hundreds
or thousands of packets each second. The analytic bounds described earlier are conservative, but in

practice they appear to be no more than 30% higher than the experimental results.
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5.5 Limitations and future work

There are still a number of limitations and loose ends in my approach. | discuss the most important

of these here:

e backwards compatibility,

o distributed attacks,

e path validation, and

e approaches for determining the attack origin.

5.5.1 Backwards compatibility

The IP header encoding as | have described it has several practical limitations. It negatively impacts
users that require fragmented IP datagrams and is incompatible with parts of IPsec [Kent et al.
98] (the Authentication Header provides cryptographic protection for the identification field and
therefore the field cannot be safely modified by routers). These problems are hardly unique to
my traceback technique and are inherent limitations that come about from attempting to co-exist
with or co-opt protocol features that did not anticipate a new use. One way to partially address
this issue, originally proposed by John Hawkinson, is to selectively enable traceback support in
response to operational needs. A “request for traceback” from a particular network could be encoded
as a BGP attribute in the network’s route advertisement. Routers receiving such an advertisement
would enable traceback support on packets destined for that network. Since a network requesting
such support is presumably already suffering under an attack, any minor service degradation for
fragmented flows would be acceptable.

Finally, my scheme does not address implementation in IPv6, the proposed successor to IPv4,
which does not have an identification field [Deering 98]. While | do not attempt to propose a
complete encoding here, | believe that the same techniques | have proposed could also be employed
within IPv6, perhaps by overloading the 24-Biaw labelfield (without any further modifications
this would result in roughly a factor of three increase in the number of packets required to reconstruct

a path).
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5.5.2 Distributed attaks

For moderate distributed attacks, the implementation | have described has serious limitations due
to the difficulty in correctly grouping fragments together. Consequently, the probability of mis-
attributing an edge, as well as the amount of state needed to evaluate this decision, increases very
quickly with the fan-out of an attack. There is ongoing work by several groups to develop improved
marking algorithms to address this deficiency. Song and Perrig leverage the additional assumption
of a network topology map to compress the representation of edge state — thereby vastly improving
the robustness against distributed attack [Song et al. 01]. Dean, Franklin and Stubblefield also im-
prove robustness by replacing the ad hoc XOR-based marking approach with one based on algebraic
coding theory [Dean et al. 01]. There is significant future work in designing alternative encoding

methods that scale their robustness as they receive more data.

5.5.3 Path validation

Some number of the packets sent by the attacker are unmarked by intervening routers. The victim
cannot differentiate between these packets and genuine marked packets. Therefore an attacker could
insert “fake” edges by carefully manipulating the identification fields in the packets it sends. While
the distance field prevents an attacker from spoofing edges between it and the victim — what | call
the valid suffix— nothing prevents the attacker from spoofing extra edges past the end of the true
attack path.

There are several ways to identify the valid suffix within a path generated by the reconstruction
procedure. With minimal knowledge of Internet topology one can differentiate between routers that
belong to transit networks (e.g. ISPs) and those which belong to stub networks (e.g. enterprise
networks). Generally speaking, a valid path will never enter a stub network and then continue into
a transit network. Moreover, simple testing tools suchraseroute should enable a victim
to determine if two networks do, in fact, connect. More advanced network maps [Cheswick et al.
00, Govindan et al. 00] can resolve this issue in an increasing number of cases.

A more general mechanism is to provide each router with a time-varying “secret” that is used
to authenticate each marked packet (minimally, one bit in the IP header). When the victim wants

to validate a router in the path, it could contact the associated network (possibly out of band, via
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telephone or e-mail) anobtainthe secret(s) used by the router at the time of the attack. To guard
against replay, the secret must be varied relatively quickly and hashed with the packet contents.
Since the attacker will not know the router’s secret, the forged edge-id fragments will not contain
a proper authentication code. By eliminating edge-ids for which the the constituent fragments can
not be validated, the candidate attack path can be pruned to only include the valid suffix. This rough

idea is developed much further in Song and Perrig’s traceback proposal [Song et al. 01].

5.5.4 Attack origin detection

While an IP-level traceback algorithm could be an important part of the solution for stopping denial-
of-service attacks, it is by no means a complete solution. My algorithm attempts to determine the
approximate origin of attack traffic — in particular, the earliest traceback-capable router involved in
forwarding attack traffic from the source that directly generated it. As mentioned earlier, there are a
number of reasons why this may differ from the true source of the attack: attackers can hide their true
identities by “laundering” attacks through third parties, either indirectly (e.g. smurf attacks [CERT
98] or DNS reflectors [CERT 00b]) or directly via compromised “stepping stone” machines or IP-in-
IP tunnels. While there is on-going work on following attackers through intermediate hosts [Zhang
et al. 00, Staniford-Chen et al. 95], there are still significant challenges in developing a generally
applicable and universally deployable solution to this problem. One interesting possibility enabled
by the packet marking approach is to extend traceback across “laundering points”. For example,
identifying marks could be copied from a DNS request packet into the associated DNS reply, thereby
allowing the victim to trace the full causal path. However, this would also increase the required path

length to be reconstructed in such cases — possibly exceeding the limited space in the length field.

Even in absence of such “laundering”, my approach does not reveal the actual host originating
the attack. Moreover, since hosts can forge both their IP source address and MAC address the origin
of a packet may never be explicitly visible. On shared media such as FDDI rings, this problem
can only be solved by explicit testing. However, on point-to-point media, the input port a packet
arrives on is frequently enough to determine its true origin. On other media, there may be a MAC
address, cell number, channel, or other hint that would help to locate the attack origin. In principle,

my algorithm could be modified to report this information by occasionally marking packets with a
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special edge-id representingjrek between the router and the input port on which the packet arrived
(or other “hint” information). | have not explored the design of such a feature in any depth.

Finally, traceback is only effective at finding the sourceatiéck traffic, not necessarily ttad-
tackerthemselves. Stopping an attack may be sufficient to eliminate an immediate problem, but
long term disincentives may require a legal remedy and therefore the forensic means to determine
an attacker’s identity. Even with perfect traceback support, unambiguously identifying a sufficiently
skilled and cautious attacker is likely to require cooperation from law enforcement and telecommu-

nications organizations.

5.6 Summary

In this chapter | have argued that denial-of-service attacks motivate the development of improved
traceback capabilities and | have explored traceback algorithms based on packet marking in the net-
work. | have shown that this class of algorithm, best embodiedge sampling, can enable efficient

and robust multi-party traceback that can be incrementally deployed and efficiently implemented.
As well, | have developed variant algorithms that sacrifice convergence time and robustness for re-
duced per-packet space requirements. Finally, | have described one potential deployment strategy
using such an algorithm based on overloading existing IP header fields and | have demonstrated that
this implementation is capable of fully tracing an attack after having received only a few thousand
packets. This solution represents a valuable first step towards an automated network-wide traceback

facility.
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Chapter 6

Conclusion

The Internet isnot a single network, but rather a collection of many different networks and
hosts interconnected through the use of a few common protocols. Consequently, unlike traditional
local area distributed systems, the Internet has the property that different system components are
frequently under the control of different administrative authorities — each with their own policies
and objectives. This characteristic has profound implications for network service designers since
without the assumption of widespread cooperation important system-wide properties can no longer
be engineered explicitly. Instead such properties must be established implicitly through observation,

inference, incentives and careful protocol design.

Network service designers face twin challenges in such an environment: accommodating con-
flict and preserving backwards compatibility. Conflict is the inevitable price of scale and administra-
tive heterogeneity. Two different Internet hosts may have different goals about whether to participate
in a service or how to share a resource. In the extreme, one host may even desire to shut the other
down. Accommodating such conflict requires understanding the spectrum of different interests that
may be party to a communication and then designing a protocol that is either compatible with the in-
terests of all parties or one that is at least robust against exploitation. A further complexity is that the
large number of hosts and administrative domains implies that it is infeasible to “upgrade” the Inter-
net en masse. Consequently, any solution to these problems must maintain backwards compatibility
with the existing Internet protocols to have a realistic hope of deployment.

In this thesis, | have demonstrated that both challenges are surmountable. | have demonstrated
several protocols that provide correct services in spite of uncooperative, competitive and even mali-
cious hosts. Moreover, | have shown that these aims can be met while preserving sufficient compat-

ibility to allow for deployment in the existing Internet.

First, | examined the problem of measuring one-way network path characteristics, such as packet
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loss rate. These measuremergguireobservations at both endpoints, but unfortunately there is

little motivation for most Internet sites to cooperate in such experiments. By creatively exploiting

the standard behavior of the existing TCP protocol, | demonstrated that it is possible to obtain these
measurements implicitly, without requiring explicit cooperation. The key observation is that by
aligning the goal of the content provider (to serve content) with that of the measurement client
we can implement a TCP-based measurement service that is compatible with the goals of both
hosts. This approach, and the underlying source code, has since been used in several measurement
projects, including one to evaluate congestion control policies [Padhye et al. 01], measure link
capacity [Saroiu et al. 01], round-trip latency [Collins 01] and estimate packet re-ordering [Bellardo
01].

Next, | examined the fragility of congestion control protocols. Today’s Internet depends on
every host to voluntarily limit the rate at which they send data. This good faith approach to resource
sharing was appropriate during the Internet’s “kinder and gentler” days, but is not dependable in
today’'s competitive environment. | demonstrated that today’s congestion control protocols have
serious weaknesses that allow receivers of data (i.e. Web clients) to coerce remote servers into
sending data at arbitrary rates. As one might suspect, many users would happily improve their own
performance at the expense of others. However, this weakness is not a fundamental limitation of
end-to-end congestion control, but is the accident of particular protocol design decisions. | show
that a small set of backwards compatible protocol modifications can detect and punish attempts
at “cheating” — thereby eliminating the incentive to do so. The approach underlying this work
is not specific to TCP and has since been both validated and extended to “Explicit Congestion
Notification” [Ely et al. 01b].

Finally, as we have become all too aware, the Internet is vulnerable to malicious denial-of-
service attacks. These attacks present a unique challenge because the Internet architecture relies
on each host to voluntarily indicate a packet’s origin. Attackers ignore this convention and conse-
quently determining the source of such attacks is difficult and time-consuming at best. To address
this problem, | described an efficient, incrementally deployable, and (mostly) backwards compati-
ble network mechanism that allows victims to trace denial-of-service attacks back to their source.
Moreover, the protocol is designed to operate correctly in spite of explicit attempts to circumvent

or disrupt it. This approach has become the basis for a several ongoing efforts to define traceback
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mechanisms [Dean et @1, Song et al. 01].

6.1 Future Work

Distributed system design has many challenges — performance, scalability, availability and so forth.
However, most of the techniques used to address these challenges require the participants to com-
municate or infer one another’s state (e.g. concerning load, cache contents, name resolution, etc). A
key issue is how to protect this state from being corrupted. Traditionally, most systems have relied
entirely on simple binary trust relationships to ensure robustness. Under this approach, “trusted”
participants are provided cryptographic credentials that carry with them the assumption that all
communications will be truthful, consistent and cooperative. All other participants are excluded
from the system. The key benefit of this model is that it allows remote participants to be efficiently
modeled with abstract state machines — the essence of almost all distributed protocols.

Unfortunately trust is a property that does not scale well. While it may be reasonable to trust 10
or 100 users within the same administrative domain, it is much less clear why 100,000 users among
20 different organizations are worthy of the same trust. To wit, there is a clear and widespread
understanding that verification [Necula et al. 96, Lindholm et al. 97] is preferable to authentica-
tion [Microsoft 99] for ensuring the safety of mobile code. With hundreds of millions of users and
thousands of different administrative domains, Internet-scale distributed systems cannot reasonably
rely on trust, as established through cryptographic mechanisms, to ensure robustness. As a conse-
guence, protocol designecannotdepend on traditional abstract state machines to model remote
Internet hosts — hosts will be consistent to such a model only when it serves their own goals.

This dissertation has only scratched the surface of this problem. While | have demonstrated the
viability of accommodating conflicts in specific end-to-end protocols, such as congestion signaling,
there is significant creativity required to extend these solutions to other domains, such as network-
ing routing. The remaining challenge, and a substantial open problem, is how to generalize these
approaches into a reusable protocol design methodology that can guarantee system robustness even
when participants cannot be trusted to behave consistently.

| believe there are three components to this research agenda. First, is a set of design principles

for exposing, expressing, and testing remote protocol state. By exposing internal state to outside
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scrutiny manybehaioral properties can be validated. In this dissertation for example, both con-
gestion signaling and IP traceback protocols include sufficient information that a skeptic may “test”
the protocol for compliance with a shared behavioral contract and consequently enforce a consistent
behavior. However, determining what state to expose and how to express remains non-obvious. The
second part of any solution is a general methodology for determining whether a host’s behavior and
state is consistent with the abstract state machine it claims to implement or not. This is a model
checking problem, but is complicated significantly by the fact that the system being evaluated may
be adversarial and act in a Byzantine fashion to confuse any analysis. Finally, if a behavioral prop-
erty cannot be validated (e.g. because it is not dependent on external state) then its potential impact
should be minimized. The final part of this research agenda then is a framework for controlling the
spread and effect of un-validated data in a system.

These observations are increasingly understood in narrow communities, such as multi-player
gaming and peer-to-peering computing, that have started to experience routine “cheating” accom-
plished via protocol violations. However, the problem is fundamental to any large scale distributed
system in which the interests of different users are in conflict. If we are to rely on such systems,
we must develop a new methodology for system design that explicitly accommodates conflicts and

inconsistencies, and limits the impact of any abuse.
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Chapter 1

Introduction

Modern network applications must meet several increasing demands for performance
and enhanced functionality. Much current research is devoted to augmenting the
transport-level functionality implemented by standard protocols as TCP and UDP.
Examples abound: Setting up multiple connections between a source and destina-
tion to improve the throughput of a single logical data transfer (e.g., file transfers
over high-speed networks where a single TCP connection alone does not provide ad-
equate utilization [2, 19]); sharing congestion information across connections sharing
the same network path (e.g., the Congestion Manager [4, 6, 5]); application-level
routing, where applications route traffic in an overlay network to the final destina-
tion (e.g., Resilient Overlay Networks [3]); end-to-end session migration for mobility
across network disconnections [33]; encryption services for sealing or signing flows [10];
general-purpose compression over low-bandwidth links; and traffic shaping and polic-
ing functions. These examples illustrate the increasing importance of session layer
services in the Internet—services that operate on groups of flows between a source and
destination, and produce resulting groups of flows using shared code and sometimes
shared state.

Authors of new services such as these often implement enhanced functionality
by augmenting the link, network, and transport layers, all of which are typically
implemented in the kernel or in a shared, trusted intermediary [14]. While this

model has sufficed in the past, we believe that a generalized, high-level framework
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for session-layer services would greatly ease their development and deployment. This
thesis argues that Internet end hosts can benefit from a systematic approach to de-
veloping session-layer services compared to the largely ad-hoc point approaches used
today, and presents TESLA (a Transparent, Extensible Session Layer Architecture),
a framework that facilitates the development of session-layer services like the ones

mentioned above.

Our work with TESLA derives heavily from our colleagues’ and our own previous
experience developing, debugging, and deploying a variety of session-layer services
for the Internet. The earliest example is the Congestion Manager (CM) [6], which
allows concurrent flows with a common source and destination to share congestion
information, allocate available bandwidth, and adapt to changing network conditions.
CM is currently implemented in Linux kernel, in large part because CM needs to in-
tegrate with TCP’s in-kernel congestion controller in order to support sharing across
TCP flows [4]. There is no such requirement when CM controls only UDP flows,
however—a capability that has proven quite useful [17]. In these cases, it would be
advantageous (for portability and ease of deployment) to have a session-layer imple-
mentation of CM running at user level. Unfortunately, implementing a user-level
CM is quite an intricate process [30]. Not only must the implementation specify the
internal logic, algorithms, and API provided by CM, but considerable care must be
taken handling the details of non-blocking and blocking sockets, inter-process com-
munication between CM and applications, process management, and integrating the
CM API with the application’s event loop. The end result is that more programmer
time and effort was spent setting up the session-layer plumbing than in the CM logic

itself.

This is not an isolated example—we and our colleagues have had similar experi-
ences in our work on Resilient Overlay Networking (RON) [3] and the Migrate mo-
bility architecture {33]. Both can be viewed as session-layer services: RON provides
customized application-layer routing in an overlay network, taking current network
performance and outage conditions into account; Migrate preserves end-to-end com-

munication across relocation and periods of disconnection. Our similar frustrations
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with the development and implementation of these services was the prime motivation
behind TESLA, and lead to three explicit design goals.

First, it became apparent to us that the standard BSD sockets API [28] is not a
convenient abstraction for programming session-layer services. In response, TESLA
exports a higher level of abstraction to session services, allowing them to operate
on network flows (rather than socket descriptors), treating flows as objects to be
manipulated.

Second, there are many session services that are required post facto, often not
originally thought of by the application developer but desired later by a system oper-
ator for flows being run by users. For example, the ability to shape or police flows to
conform to a specified peak rate is often useful, and being able to do so without kernel
modifications is a deployment advantage. This requires the ability to configure session
services transparent to the application. To do this, TESLA uses an old idea—dynamic
library interposition [11]—taking advantage of the fact that most applications today
on modern operating systems use dynamically linked libraries to gain access to kernel
services. This does not, however, mean that TESLA session-layer services must be
transparent. On the contrary, TESLA allows services to define APIs to be exported
to enhanced applications.

Third, unlike traditional transport and network layer services, there is a great
diversity in session services as the examples earlier in this section show. This implies
that application developers can benefit from composing different available services to
provide interesting new functionality. To facililate this, TESLA arranges for session
services to be written as event handers, with a callback-oriented interface between
handlers that are arranged in a graph structure in the system.

Figure 1-1 presents a high-level illustration of the TESLA architecture.

1.1 Related Work

Functionally, TESLA combines concepts from three areas of research. At the high-

est level, TESLA brings much of the flexibility of extensible network protocol stacks
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operating system features (like network and file system access) out from the kernel into
application-specific, user-configurable libraries, allowing ordinary users fine-grained
control. Alternatively, extensions were developed for both operating systems to allow
applications to define application-specific handlers that may be installed directly into
the kernel (Plexus [18] and ASHs [36]).

Operating systems such as Scout [29] and z-kernel [21] were designed explicitly
to support sophisticated network-based applications. In these systems, users may
even redefine network or transport layer protocol functions in an application-specific
fashion [8]. With TESLA, our goal is to bring some of the power of these systems to
commodity operating systems in the context of session-layer services.

Several other projects have explored user-level networking in the context of tradi-
tional operating systems. U-Net [35] provides direct, user-level access to the network
interface and an infrastructure to implement user-level network stacks. Alpine [13]
virtualizes much of the FreeBSD network stack, moving it to the user level, although it
is highly platform-dependent and intended mostly for debugging networking modules
which are to be moved to the kernel.

In contrast to these systems, TESLA does not attempt to allow users to replace
or modify the system’s network stack. Instead, it intends only to allow users to
dynamically extend the protocol suite by dynamically composing additional end-
to-end session-layer protocols on top of the existing transport- and network-layer

protocols.

1.1.2 Composable network protocols

TESLA’s modular structure shares commonalities with a number of previous sys-
tems, z-kernel in particular [21]. Like TESLA, the z-kernel builds a directed graph
of processing nodes and passes network data between them. However, the models
of control flow and protection differ in significant ways. Rather than create a dis-
tinct, low-specific instance of each handler, z-kernel separates handlers into data and
code components called protocols and sessions, and passes data alternatively between

the two. Each protocol has one shared instance with multiple, separate session data
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structures. Since each incoming data packet is handled by its own thread of con-
trol, protocols must explicitly handle concurrency. Further, z-kernel’s use of a single
address-space model affords no inter-protocol protection.

Unlike the transport and network protocols typically considered in z-kernel, we
view session-layer protocols as an extension of the application itself rather than a
system-wide resource. Hence, TESLA ensures they are subject to the same schedul-
ing, protection, and resource constraints as the application. This also contrasts with
the scheduling and buffer model found in the Click modular router [24]. In particular,
Click goes to great lengths to ensure that all queues are explicit and packet handling
does not stall at arbitrary locations. In contrast, our queues are intentionally im-
plicit. Since TESLA flow handlers are subject to context switches at any time, any
attempt to specify specific points at which data should be queued would be futile. In
many ways, TESLA is most similar to UNIX System V streams [32], although queues
in TESLA can never block. TESLA achieves a model of programming akin to System
V streams without requiring any kernel modifications and allows session applications

to be written by manipulating flow handler objects.

1.1.3 Interposition agents

To avoid making changes to the operating system or to the application itself, TESLA
transparently interposes itself between the application and the kernel, intercepting
and modifying the interaction between the application and the system—acting as an
interposition agent [23]. There are many viable interposition mechanisms, including
ptrace-style system call interception, dynamic linking, and kernel hooks; the pros and
cons of these techniques are well studied [1, 11] and implemented in a variety of
systems.

A number of interposition techniques require assistance from the operating sys-
tem. Jones developed an Interposition Agent toolkit [23] using the Mach 1 system-call
redirection facility. SLIC [20] is a general interposition framework usable with certain
production systems such as Solaris and Linux but requires patches to kernel struc-

tures. TESLA uses the more general technique of dynamic library interposition [11].
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Some previously developed systems provide file system functionality by overload-
ing dynamic library functions. This mechanism is especially popular for user-level file
systems like IFS [12], Jade [31], and Ufo [1]. The 3D File System [25] is implemented
using COLA [26], a generalized overlay mechanism for library interposition. Thain
and Livny recently proposed Bypass, a similar dynamic-library based interposition
toolkit for building split-execution agents commonly found in distributed systems [34].
Because of their generality, neither of these systems provides any assistance in build-
ing modular network services, particularly at the session layer.

Some existing libraries [9, 22] provide transparent access to a SOCKS [27] proxy
using interposition. Reliable Sockets (Rocks) protects socket-based applications from
network failures by wrapping socket-related system calls [38]; a similar method was
used to implement the transparent connection migration functionality found in the
latest iteration of Migrate [33]'. Conductor [37] traps application network operations
and transparently layers composable “adaptors” on TCP connections, but its focus is
on optimizing flows’ performance characteristics, not on providing arbitrary additional
services. To the best of our knowledge, TESLA represents the first interposition toolkit

to support generic session-layer network services.

1.2 Contributions

We argue that a generalized architecture for the development and deployment of
session-layer functionality will significantly assist in the implementation and use of
new network services. This thesis describes the design and implementation of TESLA,
a generic framework for development and deployment of session-layer services. TESLA
consists of a set of C++ application program interfaces (APIs) specifying how to write
these services, and an interposition agent that can be used to instantiate these services

for transparent use by existing applications.

We have analyzed the performance of our TESLA implementation and find that it

1We borrowed heavily from Migrate’s interposition layer in developing TESLA. Indeed, Migrate
has since discarded its original ad-hoc interposition layer in favor of TESLA.
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runs with acceptable performance degradation. It imposes overhead comparable to
that of another common interposition mechanism—using a proxy server—but is more
powerful and transparent.

To demonstrate the feasibility of developing services with TESLA, and the power
and ease of use of the interfaces it provides, we have implemented several TESLA
handlers providing services such as compression, encryption, transparent use of a
SOCKS [27] proxy, application-level routing [3], flow migration [33], and traffic shap-
ing. We find services significantly easier to write with TESLA than when developing

them from the ground up.

1.3 Organization

The next chapter describes the architecture of TESLA and how it meets the three goals
of using a high-level flow-based abstraction, transparency, and composition. Chap-
ter 3 shows how handlers are designed and chained together, and describes several
implemented handlers. Chapter 4 discusses some implementation issues and gives ex-
perimental results to demonstrate that TESLA does not incur significant performance

degradation in practice. Chapter 5 summarizes our contributions.
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Chapter 2

Architecture

This section discusses the architecture of the TESLA framework. We introduce the
flow handler interface, the fundamental unit of abstraction which describes a par-
ticular session-layer service. We describe how flow handlers communicate with each
other and discuss the mapping between flow handlers and UNIX processes. Finally,
we describe dynamic library interposition, the mechanism that allows TESLA to act
as an interposition agent between applications and system libraries, specially han-
dling application networking calls. We identify some of this mechanism’s security

implications and possible solutions.

2.1 Flow handlers

As we discussed in Section 1.1.3, many tools exist that, like TESLA, provide an
interposition (or “shim”) layer between applications and operating system kernels or
libraries. However, TESLA raises the level of abstraction of programming for session-
layer services. It does so by making a flow handler the main object manipulated by
session services. Each session service is implemented as an instantiation of a flow
handler, and TESLA takes care of the plumbing required to allow session services to
communicate with one another.

A network flow is a stream of bytes that all share the same logical source and

destination (generally identified by source and destination IP addresses, source and
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// address and data are C++ wrappers for sockaddr buffers and data
// buffers, respectively. They are very similar to STL strings.
class address, data;

class flow_handler {
protected:
flow_handler *plumb(int domain, int type);
handler* const upstream;
vector<handler*> downstream;

struct acceptret {

flow_handler *const h;

const address addr;
};

public:

virtual int connect(address);
virtual int bind(address);
virtual acceptret accept();
virtual int close();
virtual bool write(data);
virtual int shutdown(bool r, bool w);
virtual int listen(int backlog);
virtual address getsockname() const;
virtual address getpeername() const;
virtual void may_avail(bool) const;

Figure 2-3: Downstream methods in the flow_handler class. See Appendix B for the
full interface declaration.

The left stack in Figure 2-2 illustrates an instance of TESLA where stream en-
cryption is the only enabled handler. While the application’s I/O calls appear to
be reading and writing plaintext to some flow f, in reality TESLA intercepts these
I/O calls and passes them to the encryption handler, which actually reads and writes
ciphertext on some other flow g. The right stack in has more than two flows. f is the
flow as viewed by the application, i.e., plaintext. ¢ is the flow between the encryption
handler and the migration handler, i.e., ciphertext. hy, ho, ..., h, are the n flows that
a migration flow handler uses to implement flow g. (The migration handler initially
opens flow h;. When the host’s network address changes and h; is disconnected,
it opens flow h, to the peer, and so forth.) From the standpoint of the encryption
handler, f is the input flow and g is the output flow. From the standpoint of the

migration handler, g is the input flow and h, hs, ..., h, are the output flows.
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// in each of these methods, <from> is a downstream flow.

// Downstream flow <from> has bytes available (passed in <bytes>).
virtual bool avail(flow_handler* from, data bytes);

// Downstream flow <from> has a connection ready to be accepted,
// i.e., from->accept() will succeed.
virtual void accept_ready(flow_handler xfrom) ;

// A connection attempt on <from> has
// concluded, either successfully or not.
virtual void connected(flow_handler *from, bool success);

// <from> says: you may (or may not) write to me.
virtual void may_write(flow_handler *from, bool may);

Figure 2-4: Upstream (callback) methods in the flow_handler class definition.

2.1.1 The flow_handler API

Every TESLA session service operates on flows and is implemented as a derived class
of flow_handler, shown in Figure 2-3. To instantiate a downstream flow handler, a flow
handler invokes its protected plumb method. TESLA handles plumb by instantiating
handlers which appear after the current handler in the configuration.

For example, assume that TESLA is configured to perform compression, then en-
cryption, then session migration on each flow. When the compression handler’s con-
structor calls plumb, TESLA responds by instantiating the next downstream handler,
the encryption handler; when its constructor in turn calls plumb, TESLA instantiates
the next downstream handler, migration. Its plumb method creates a TESLA-internal
handler to implement an actual TCP socket connection.

To send data to a downstream flow handler, a flow handler invokes the latter’s
write, which in turn typically performs some processing and invokes its own down-
stream handler’s write method.! Downstream handlers communicate with upstream
ones via callbacks, which are invoked when data becomes available for reading by the

upstream flow, for example. The parts of the flow handler class API are shown in

Our use of the term “write” as the method that receives and processes data may seem a little
counter-intuitive at first. We name it write since it implements the write semantics for an input flow,
just as a subclass of Java’s OutputStream overrides write to provide a new way of writing data.
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succeeded, i.e., by indicating success to the connect system call which initiated the
process. The right diagram in Figure 2-5 illustrates the methods invoked when the

application writes a message to the server (11-13) and receives a response (14-16).

2.1.3 Handler method semantics

Most of the virtual flow_handler methods presented in Figure 2-3 have semantics
similar to the corresponding non-blocking function calls in the C library. A handler
class may override these methods to implement it specially, i.e., to change the behavior

of the flow according to the session service the handler provides.

Downstream methods

The following methods are invoked by the handler’s input flow. Since in general han-
dlers will propagate these messages to their output flows (i.e., downstream), these
methods are called downstream methods and can be thought of as providing an ab-

stract flow service to the upstream handler.

e connect initiates a connection to the specified remote host. It returns zero if
the connection is in progress, or a nonzero value if the connection is known

immediately to have failed.
e bind binds the socket to a local address. It returns zero on success.

e accept returns a newly created flow encapsulating a new connection; it also
returns the address from which the connection was accepted. accept is generally

invoked immediately in response to an accept_ready callback (see below).

A handler overriding the accept method typically uses its downstream handler’s
accept method to actually accept a flow, then instantiates itself with the new
downstream handler set to the accepted flow. This effectively makes a deep

copy of the network stack from the bottom up.

accept returns the newly created handler, and the peer address of the accepted

connection. It returns a null handler/address pair if it fails.
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e write outputs bytes to the connection, returning true on success; for precise

semantics, see the next section.
e shutdown closes the socket for reading and /or writing. It returns zero on success.

e listen begins listening for up to backlog connections on the socket, returning zero

on success.

e getsockname and getpeername return the local and remote addresses of the con-
nection, respectively. Each returns a null address on failure. (A null address
is false when coerced to a boolean; thus one can test for connection using a

construct such as the following:

address = h->getsockname();

if (address) {
// Connected
} else {

// Not connected

e may_avail informs the handler whether or not it may make any more data avail-

able to its upstream handler. This method is further discussed in Section 2.1.5.

Upstream (callback) methods

The following methods are invoked by the handler’s output flows; each has a from
argument which specifies which handler is invoking the method. Since typically han-
dlers will propagate these messages to their input flow (i.e., upstream), these methods
are called upstream methods and can be thought of callbacks which are invoked by

the upstream handler.

e connected is invoked when a connection request (i.e., a connect method invo-
cation) on a downstream has completed. The argument is true if the request

succeeded or false if not.
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e accept_ready is invoked when listen has been called and a remote host attempts
to establish a connection. Typically a flow handler will respond to this by calling

the downstream flow’s accept method to accept the connection.

e avail is invoked when a downstream handler has received bytes. It returns false
if the upstream handler is no longer able to receive bytes (i.e., the connection

has shut down for reading).

We further discuss the input and output primitives, timers, and blocking in the

next few sections. See Appendix B for the complete flow_handler API.

2.1.4 Handler input/output semantics

Since data input and output are the two fundamental operations on a flow, we shall
describe them in more detail. The write method call writes bytes to the flow. It
returns a boolean indicating success, unlike the C library’s write call which returns
a number of bytes or an EAGAIN error message (we will explain this design decision
shortly). Our interface lacks a read method; rather, we use a callback, avail, which
is invoked by a downstream handler whenever bytes are available. The upstream
handler handles the bytes immediately, generally by performing some processing on
the bytes and passing them to its own upstream handler.

A key difference between TESLA flow handlers’ semantics and the C library’s
I/O semantics is that, in TESLA, writes and avails are guaranteed to complete. In
particular, a write or avail call returns false, indicating failure, only when it will
never again be possible to write to or receive bytes from the flow (similar to the C
library returning 0 for write or read). Contrast this to the C library’s write and read
function calls which (in non-blocking mode) may return an EAGAIN error, requiring
the caller to retry the operation later. Our semantics make handler implementation
considerably easier, since handlers do not need to worry about handling the common
but difficult situation where a downstream handler is unable to accept all the bytes

it needs to write.
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Consider the simple case where an encryption handler receives a write request
from an upstream handler, performs stream encryption on the bytes (updating its
state), and then attempts to write the encrypted data to the downstream handler. If
the downstream handler could return EAGAIN, as in an earlier design of TESLA, the
handler must buffer the unwritten encrypted bytes, since by updating its stream en-
cryption state the handler has “committed” to accepting the bytes from the upstream
handler. Thus the handler would have to maintain a ring buffer for the unwritten
bytes and register a callback when the output flow is available for writing. This would
make the handler significantly more complex.

Our approach (guaranteed completion) benefits from the observation that given
upstream and downstream handlers that support guaranteed completion, it is easy to
write a handler to support guaranteed completion.? This is an inductive argument,
of course—there must be some blocking mechanism in the system, i.e., completion
cannot be guaranteed everywhere. Our decision to impose guaranteed completion on
handlers isolates the complexity of blocking in the implementation of TESLA itself
(as described in Section 4.2), relieving handler authors of having to deal with I/O
multiplexing.

TESLA handlers are asynchronous and event-driven—all method calls are expected
to return immediately—but, in the next section, we also present mechanisms to reg-

ister timers and simulate blocking.

2.1.5 Timers and blocking

So far we have not discussed any way for flow handlers to prevent data from flowing
upstream or downstream through them, i.e., to block. Clearly some blocking mecha-
nism is required in flow handlers—otherwise, in an application where the network is
the bottleneck, the application could submit data to TESLA faster than TESLA could

ship data off to the network, requiring TESLA to buffer potentially large amounts of

2The inverse—“given upstream and downstream handlers that do not support guaranteed com-
pletion, it is easy to write a handler that does not support guaranteed completion”—is not true, for
the reason described in the previous paragraph.
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data. Similarly, if the application were the bottleneck, TESLA would be required to
buffer all the data flowing upstream from the network until the application was ready
to process it.

To the list of virtual methods in flow_handler we now add may_write and may_avail.

A flow handler may ask its input flow to stop sending it data by invoking may_write(false);

it can later restart the handler by invoking may_write(true). Likewise, a handler may
throttle an output flow, preventing it from calling avail, by invoking may_avail(false).
This does not seriously interfere with our guaranteed-completion semantics, since a
handler which (like most) lacks a buffer in which to store partially-processed data can
simply propagate may_writes upstream and may_avails downstream to avoid receiving
data that it cannot handle.

A handler may need to register a time-based callback, e.g., to re-enable data
flow from its upstream or downstream handlers after a certain amount of time has
passed. For this we provide the timer abstract class. A handler may define a subclass
of timer that overrides the fire method, then instantiate the subclass and arm it to
instruct the TESLA event loop to invoke it at a particular time. For convenience we
provide a subclass of timer, method_timer, which invokes an object method (generally
a handler method) rather than requiring the handler to create its own timer subclass.
See Figure 2-6 for the timer API and Section 3.2 for an example of how timers and

the may_write and may_avail methods may be used to implement traffic shaping.

2.1.6 Default method implementations

Many handlers, such as the encryption handler, perform only simple processing on
the data flow, have exactly one output flow for one input flow, and do not modify
the semantics of other methods such as connect or accept. For this reason we provide
a default implementation of each method which simply propagates method calls to
the upstream handler (in the case of upstream methods, listed in Figure 2-4) or the
downstream handler (in the case of of downstream methods, listed in Figure 2-3).

The flow_handler class provides the protected upstream and downstream instance

variables, presented in Figure 2-3, for use by the default implementations in flow_handler.
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class timer {
public:
enum from { /% ... %/ };
static const from FROM_EPOCH, FROM_NOW;
static const long long CLEAR;

// Arm the timer for <when> microseconds from now or from the epoch.
// Use CLEAR to reset the timer.

void arm(long long when = CLEAR, from what_base = FROM_NOW);

void arm(struct timeval when, from what_base = FROM_NOW);

protected:
// Called by the TESLA event loop when the timer expires.
virtual void fire() = 0;

};

// A convenient subclass of timer which invokes
// obj->method(arg, *this) when it fires.
template <class H, class T = int>
class method_timer : public timer {
public:
typedef void(H::#*M) (method_timer<H,T>&);

method_timer (H* obj, M method, T arg = TQ);
T& arg();
}s

// An example use
class foo_handler {
public:
typedef method_timer<foo_handler, int> my_timer;
my_timer timerl;

foo_handler() : timerl(this, &foo_handler::go, 0) {
// Call one second from now
timerl.arm(1000000LL) ;

void go(my_timer& t) {
// Increment counter t.arg()
cerr << "Invocation #" << ++t.arg() << endl;

// Call again five seconds from now
t.arm(5000000LL) ;

};

Figure 2-6: The API for timer and method_timer, and an example usage. TESLA will
invoke go(timerl) on the foo_handler one second (1,000,000 us) after the handler is
created and every five seconds thereafter.
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virtual bool flow_handler::write(data bytes)

{
// Other downstream methods (listen, connect, getpeername, etc.)
// look just like this.
assert (downstream.size() == 1);
return downstream[0] .write(bytes);
}
virtual bool flow_handler::avail(data bytes)
{
// Other upstream methods (accept_ready, etc.) look just like this.
assert (upstream && downstream.size() == 1 &% from == downstream[0]);
return upstream.avail(bytes);
}

Figure 2-7: The semantics of default flow_handler methods.

Figure 2-7 illustrates the semantics of the default avail and write. These are representa-
tive of the semantics for the default implementations of the upstream and downstream
methods, respectively. The default methods only work for handlers with exactly one

output flow (hence the assert statements).

2.2 Process management

The issue of how handlers map on to processes and whether they run in the same
address space as the application using the session services involves certain trade-offs.
If each flow handler (session service module) were run in the same address space as the
application generating the corresponding flow, the resulting performance degradation
would be rather small. Furthermore, this approach has the attractive side effects of
ensuring that the flow handler has the same process priority as the application using
it and there are no inter-handler protection problems to worry about.
Unfortunately, this approach proves problematic in two important cases. First,
there are session services (e.g., shared congestion management as in CM) that require
state to be shared across flows that may belong to different application processes, and
making each flow handler run linked with the application would greatly complicate
the ability to share session-layer state across them. Second, significant difficulties

arise if the application process shares its flows (i.e., the file descriptors corresponding
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Figure 2-8: Possible inter-process data flow for an application running under TESLA.
M is the migration handler, E is encryption, and CM is the congestion manager.

to the flows) with another process, either by creating a child process through fork
or through file descriptor passing. Ensuring the proper sharing semantics becomes
difficult and expensive. A fork results in two identical TESLA instances running in
the parent and child, making it rather cumbersome to ensure that they coordinate
correctly. Furthermore, maintaining the correct semantics of asynchronous I/0 calls
like select and poll is rather difficult in this model. We have implemented a version

of TESLA that uses this architecture, which we describe in Appendix A.

A solution to this, of course, is to separate the context in which TESLA flow
handlers run from the application processes that generate the corresponding flows.
In this model, an application running through the tesla wrapper, and hence linked
against the stub, is called a TESLA-enabled application. When such an application is
invoked, the stub library creates or connects to a master process, a process dedicated

to executing handlers.

Each master process has a particular handler configuration, an ordered list of han-
dlers which will be used to handle flows. For instance, the configuration for master
process #1 in Figure 2-8 is “TCP migration; TCP encryption.” TCP flows through

this particular master process will be migration-enabled and encrypted. Master pro-
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cess #2 is configured only for congestion management. When the application estab-
lishes a connection, the master process determines whether the configuration contains
any applicable handlers. If so, the master instantiates the applicable handlers and

links them together in what we call a TESLA instance.

Every master process is forked from a TESLA-enabled application, so master pro-
cesses are also linked against the TESLA stub. Once a master process is forked, the
application and master process communicate via a TESLA-internal socket for each
application-level flow, and all actual network operations are performed by the ded-
icated TESLA process. When the application invokes one of the socket operations
listed in Figure 4-1, TESLA traps it and converts it to a message which is transmitted
to the master process via the master socket. The master process must return an

immediate response (this is possible since all TESLA I/O is non-blocking).

In this fashion TESLA instances can be chained, as in Figure 2-8: an application-
level flow may be connected to an instance (#1A) in a master process, which is in
turn connected via its stub to an instance in another master process (#2A). Chaining
enables some handlers to run in a protected, user-specific context, whereas handlers
which require a system-scope (like system-wide congestion management) can run in

a privileged, system-wide context.

In particular, UNIX semantics dictate that child processes inherit the same char-
acteristics as thier parent, hence master processes receive equal privilege, scheduling
priority, and protection as the initial application process. Further, when file descrip-
tors (flows) are passed between TEsLA-enabled applications, the handlers continue
to run in the scope of their original master process. Hence, applications may interact
with multiple master processes: their original master process and those associated

with any file descriptors (flows) passed to it by other TESLA-enabled applications.

Ideally, TESLA could start in internal mode and move to master-process mode if
flows ever become shared (e.g., because of a fork). While we have implemented an
in-process version of TESLA (described in Appendix A), we have not yet implemented

this dynamic optimization.
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2.3 Interposition

To achieve the goal of application transparency, TESLA can be configured as an inter-
position agent at the C-library level. When a dynamically-linked application is run
on an operating system like Linux, the dynamic linker is called to load the shared
libraries which the program needs to function. Such libraries typically include imple-
mentations of system-wide services such as compression (e.g., zlib, or libz), graphic
functions (e.g., libX11), user interface libraries (e.g., libgtk), and most notably for our
purposes, the C library libc, which provides implementations of standard C functions
(including interfaces to network socket and I/O functions).

However, before the linker loads libraries such as the C library, it checks the
LD_PRELOAD environment variable, loading any shared libraries named therein.
Function definitions in these preloaded libraries take first precedence. TESLA is ac-
tivated by placing the stub library, libtesla.so, in LD_PRELOAD. A simple wrapper

program, tesla, is used to set up the environment and invoke an application, e.g.:
tesla +encrypt -key secring.gpg +migrate telnet beacon

This would open a telnet connection to the host named beacon, with encryption
(using secring.gpg as the private key) and end-to-end migration enabled.

We chose to keep TESLA invocation explicit, but another straightforward approach
would be to put libtesla.so in one’s LD_.PRELOAD all the time (e.g., in system-wide
or user-specific shell initialization scripts) and introducing a configuration file (per-
haps /etc/tesla.cf, or .tesla.cf in the user’s home directory) to control when TESLA is

enabled.

2.4 Security Considerations

Like most software components, flow handlers can potentially wreak havoc within
their protection context if they are malicious or buggy. Our chaining approach allows
flow handlers to run within the protection context of the user to minimize the damage

they can do; but in any case, flow handlers must be trusted within their protection
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contexts. Since a malicious flow handler could potentially sabotage all connections
in the same master process, any flow handlers in master processes intended to have
system-wide scope (such as a Congestion Manager handler) must be trusted.

Currently setuid and setgid applications, which assume the protection context of
the binary iself rather than the user who invokes them, may not be TESLA-enabled:
one cannot trust a user-provided handler to behave properly within the binary’s
protection context.

Even if the master process (and hence the flow handlers) run within the protection
context of the user, user-provided handlers might still modify network semantics to
change the behavior of the application. Consider, for example, a setuid binary which
assumes root privileges, performs a lookup over the network to determine whether the
original user is a system administrator and. If a malicious user provides flow handlers
that spoof a positive response for the lookup, the binary may be tricked into granting
root privileges to the malicious user.

Nevertheless, many widely-used applications (e.g., ssh [15]) are setuid, so we do
require some way to support them. We can make the tesla wrapper setuid root, so
that it is allowed to add libtesla.so to the LD_PRELOAD environment variable even
for setuid applications. The tesla wrapper then invokes the requested binary, linked
against libtesla.so, with the appropriate privileges. libtesla.so creates a master process
and begins instantiating handlers only once the process resets its effective user ID
to the user’s real user ID, as is the case with applications such as ssh. This ensures
that only network connections within the user’s protection context can be affected

(maliciously or otherwise) by handler code.
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Chapter 3

Example handlers

This chapter describes a few flow handlers we have implemented. Our main goal is
to illustrate how non-trivial session services can be implemented easily with TESLA,
showing how its flow-oriented API is both convenient and useful. We describe our
handlers for transparent use of a SOCKS proxy, traffic shaping, encryption, compres-
sion, and end-to-end flow migration.

The compression, encryption, and flow migration handlers require a similarly con-
figured TESLA installation on the peer endpoint, but the remaining handlers are useful

even when communicating with a remote application that is not TESLA-enabled.

3.1 SOCKS and application-level routing

Our SOCKS handler is functionally similar to existing transparent SOCKS libraries [9,
22|, although its implementation is significantly simpler. As we alluded in our de-
scription of Figure 2-5, it overrides the connect handler to establish a TCP connection
to a proxy server, rather than a TCP or UDP connection directly to the requested
host. When its connected method is invoked, it does not pass it upstream, but rather
negotiates the authentication mechanism with the server and then passes it the actual
destination address, as specified by the SOCKS protocol.

If the SOCKS server indicates that it was able to establish the connection with

the remote host, then the SOCKS handler invokes connected(true) on its upstream
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handler; if not, it invokes connected(false). The upstream handler, of course, is never
aware that the connection is physically to the SOCKS server (as opposed to the
destination address originally provided to connect). We provide pseudocode for our
SOCKS server (sans error handling) in Figure 3-1.

We plan to utilize the SOCKS server to provide transparent support for Resilient
Overlay Networks [3], or RON, an architecture allowing a group of hosts to route
around failures or inefficiencies in a network. We will provide a ron_handler to allow a
user to connect to a remote host transparently through a RON. Each RON server ex-
ports a SOCKS interface, so ron_handler can use the same mechanism as socks_handler
to connect to a RON host as a proxy and open an indirect connection to the remote
host. ron_handler also utilizes the end-to-end migration of migrate_handler (presented
below in Section 3.5) to enable RON to hand off the proxy connection to a different

node if it discover a more efficient route from the client to the peer.

3.2 Traffic shaping: timeouts and throttling

It is often useful to be able to limit the maximum throughput of a TCP connection.
For example, one might want prevent a background network operation such as mirror-
ing a large software distribution to impact network performance. We had always had
the goal of providing rate control as an interesting session service, so we took special

interest in the following email message sent to our group by one of our colleagues:

Subject: Slow file distribution?
To: nms@Ics.mit.edu
Date: Sun, 30 Sep 2001 13:47:46 -0400 (EDT)

Before I start hacking ’sleep’ statements into rsync, can anyone think of any very-

network-friendly file distribution programs?

I have to transfer some decently-sized logfiles from the RON boxes back to MIT, and
I’d like to do so without impacting the network much at any given time, so that I
don’t have a synchronized slowing-down of the entire RON network that’ll affect my

measurements.

Anything come to mind?
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class socks_handler : public flow_handler {
int state;
address dest;
method_timer<socks_handler> timerl;

public:
socks_handler(...) : timer1(this, &socks_handler::timeout, 0) {
timer1.arm(10000000LL); // timeout in 10 seconds
}

int connect(address a) {
dest = a;
downstream[0] ->connect (proxy server address);
}
void connected(flow_handler *from, bool success) {
if (!'success) {
upstream->connected(this, false);
return;
}
downstream[0] ->write(supported authentication mechanisms);
state = HELLO;
}
bool avail(flow_handler *from, string data) {
if (state == ESTABLISHED) return upstream->avail (this, data);
if (state == HELLO) {
// Select an authentication mechanism based on data
downstream[0]->write(...);
state == AUTHENTICATING;
return true;
}
if (state == AUTHENTICATING) {
if (data indicates that authentication failed) {
upstream->connected(this, false);
return false; // I’m closed for reading!
}
downstream{0]->write(connect to <dest>);
state = CONNECTING;
return true;
}
if (state == CONNECTING) {
if (data indicates that connecting to remote host succeeded) {
state = ESTABLISHED;
upstream->connected(this, true);
} else
upstream->connected(this, false);
}
}
void timeout (method_timer<foo_handler>& t) {
upstream->connected(this, false);
}
// no need to implement write; just pass it through to downstream[0]

};

Figure 3-1: Pseudocode for a SOCKS handler (lacking error-handling).
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This is an excellent example of functionality that can be provided using a session-
layer service, but one that needs to be done transparent to the end application (in
this case, RON clients). We developed a traffic shaping handler to provide this

functionality.

The traflic shaper keeps count of the number of bytes it has read and written
during the current 100-millisecond timeslice. If a write request would exceed the
outbound limit for the timeslice, then the portion of the data which could not be
written is saved, and the upstream handler is throttled via may_write. A timer is
created to notify the shaper at the end of the current timeslice so it can continue
writing and unthrottle the upstream handler when appropriate. Similarly, once the
inbound bytes-per-timeslice limit is met, any remaining data provided by avail is
buffered, downstream flows are throttled, and a timer is registered to continue reading

later.

Figure 3-2 provides code for a shaper which restricts outbound traffic only. Here
we introduce the flow_handler::init_context class, which encapsulates the initialization
context of a flow handler, including user-provided parameters (in this case, timeslice

length and bandwidth limit).

3.3 Triple-DES encryption/decryption

crypt_handler is a triple-DES encryption handler for TCP streams. We use OpenSSL
[10] to provide the DES implementation. Figure 3-3 shows how crypt_handler uses
the TESLA flow handler API. Note how simple the handler is to write: we merely
provide alternative implementations for the write and avail methods, routing data first
through a DES encryption or decryption step (des3_cfb64 _stream, a C++ wrapper we
have written for OpenSSL functionality).
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class shape_handler : public flow_handler {
int timeslice; // 100000 = 100 ms
int limit_per_timeslice; // 1024 = 10 KB/s

method_timer<shape_handler> reset;
int limit_this_timeslice; // bytes we can still write in this timeslice

string buffer;
public:

shape_handler(init_context& ctxt)
flow_handler(ctxt), reset(this, &handle_reset)

{
// Read configuration
timeslice = ctxt.int_arg("timeslice", 100000);
limit_per_timeslice = ctxt.int_arg("limit_per_timeslice”, 1024);
// Initialize per-timeslice state and timer
limit_this_timeslice = limit_per_timeslice;
reset.arm(timeslice);

}

bool write(data d) {
if (limit_this_timeslice >= d.length()) {
// just write the whole thing
limit_this_timeslice -= d.length();
return downstream[0]->write(d);

}

// Write whatever we can...
downstream[0] ->write(data(d.bits(), limit_this_timeslice));

// ...and buffer the rest.
buffer.append(d.bits() + limit_this_timeslice,
d.length() - limit_this_timeslice);

// Don’t accept any more bytes!
upstream->may_write(this, false);

return true;

}

void reset(method_timer<shape_handler> t) {
t.arm(timeslice);
limit_this_timeslice = limit_per_timeslice;

if (buffer.length() == 0) return;

if (buffer.length() <= limit_this_timeslice) {
// Clear the buffer!
downstream[0] ->write(data(buffer.data(), buffer.length()));
buffer.resize(0);
// Now accept more bytes for writing.
upstream->may_write(this, true);

} else {
// Write whatever we can, and buffer the rest.
downstream[0] ->write(data(buffer.data(), limit_this_timeslice));
buffer = string(buffer, limit_this_timeslice,

buffer.length() - limit_this_timeslice);

limit_this_timeslice = 0;

Figure 3-2: Complete code for an outbound traffic shaper.
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class crypt_handler : public flow_handler {
des3_cfb64_stream in_stream, out_stream;

public:
crypt_handler (init_context& ctxt) : flow_handler(ctxt)
in_stream(des3_cfb64_stream: : ENCRYPT),
out_stream(des3_cfb64_stream: :DECRYPT)
{}

bool write(data d) {
// encrypt and pass downstream
return downstream[0].write(out_stream.process(d));

}

bool avail(flow_handler *from, data d) {
// decrypt and pass upstream
return upstream.avail(this, in_stream.process(d));

};

Figure 3-3: Complete code for a transparent triple-DES CFB encryption/decryption
layer.

3.4 Compression

Initially our compression handler was very similar to our encryption handler: we
merely wrote a wrapper class (analogous to des3_cfb64_stream) for the freely available
zlib stream compression library. Noting that many useful handlers can be imple-
mented simply by plugging in an appropriate stream class, we decided to generalize
crypt_handler into a templatized stream_handler. Figure 3-4 presents complete code

for zlib_handler.

3.5 Session migration

We have used TESLA to implement transparent support in the Migrate session-layer
mobility service [33]. In transparent mode, Migrate preserves open network connec-
tions across changes of address or periods of disconnection. Since TCP connections
are bound to precisely one remote end point and do not survive periods of discon-
nection in general, Migrate must synthesize a logical flow out of possibly multiple

physical connections (a new connection must be established each time either end-
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template <class T>
class stream_handler : public flow_handler {
protected:
T input_stream;
T output_stream;

stream_handler(init_context& ctxt) : flow_handler(ctxt) {}

public:
bool write(data d) {
data out = output_stream.process(d);
bool success = downstream[0].write(out);

// allow stream to free any internal buffers it may have
// needed to allocate
output_stream.release(d);

return success;

bool avail(data d) {
data in = input_stream.process(d);
bool success = upstream.avail(this, in);
input_stream.release(in);
return success;

};

class zlib_handler : public stream_handler<zlib_stream> {
public:
zlib_handler(init_context& ctxt)
stream_handler(ctxt),
input_stream(zlib_stream: :DEFLATE),
output_stream(zlib_stream: : INFLATE)
{3
};

Figure 3-4: Complete code for stream_handler, a “convenience” handler simplying
implementation of handlers which perform straightforward transformations on data.
We use stream_handler to implement zlib_handler, our compression handler.
transparent compression layer
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point moves or reconnects). Further, since data may be lost upon connection failure,
Migrate must double-buffer in-flight data for possible re-transmission.

This basic functionality is straightforward to provide in TESLA. We simply create
a handler that splices its input flow to an output flow, and conceals any mobility
events from the application by automatically initiating a new output flow using the
new end-point locations. The handler stores a copy of all outgoing data locally in
a ring-buffer and re-transmits any lost bytes after re-establishing connectivity on a
new output flow. Incoming data is not so simple, however. Because it is possible
that received data has not yet been read by the application before a mobility event
occurs, Migrate must instantiate a new flow immediately after movement, but con-
tinue to supply the buffered data from the previous flow to the application until it is
completely consumed. Only then will the handler begin delivering data received on
the subsequent flow(s).

Note that because Migrate wishes to conceal mobility when operating in trans-
parent mode, it is important that the handler be able to override normal signaling
mechanisms. In particular, it must intercept connection failure messages and pre-
vent them from reaching the application, instead taking appropriate action (e.g., the
CONNECTION RESET messages typically experienced during long periods of discon-
nection) to manage and conceal the changes in end points. In doing so, the handler
also overrides the getsockname() and getpeername() calls to return the original end-

points, irrespective of the current location.
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Chapter 4

Implementation

This chapter discusses some of the important implementation choices made in TESLA.
We describe how we implement the TESLA stub, which, when dynamically linked
against an application, captures the application’s network input and output events
and sends them to the master process. We discuss two special handlers, top_handler
and bottom_handler, present in all master processes. top_handler martials events
between the application and applicable flow handlers, and bottom_handler martials
events between the flow handlers and the underlying network streams. Finally, we
describe how master processes’ event loops are structured to handle blocking input

and output flexibly, and examine the performance overhead of our implementation.

System call | Possible responses

socket (“filehandle”, f) (“nak™)
connect (“ack”) (“nak”)
bind (“ack”) (“nak")
listen ("ack™) (“nak’™)
accept (“filehandle”, f) (“nak”)
getsockname | (“address”, a) ("nak™)
getpeername | (“address”, a) (“nak”)

Figure 4-1: Socket operations trapped by TESLA and converted to messages over the
master socket.
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4.1 Tesla stub implementation

When the application invokes the socket library call, the TESLA stub’s wrapper for
socket—in the application process—sends a message (“socket”, domain, type) to the
master process. (domain and type are the arguments to socket, e.g., AF_INET and
SOCK_STREAM respectively.) If the master process has no handlers registered for
the requested domain and type, it returns a negative acknowledgement and the ap-
plication process uses the socket system call to create and return the request socket.

If, on the other hand, there is a handler class (a subclass of handler, declared in
Figure 2-3) registered for the requested domain and type, the master process instan-
tiates the handler class. Once the handler’s constructor returns, the master process
creates a pair of connected UNIX-domain sockets. One is retained in the master
process, and one is passed to the application process and closed within the master
process. The application process notes the received filehandle (remembering that it
is a TESLA-wrapped filehandle) and returns it as result of the socket call.

The application process handles operation on wrapped filehandles specially. The
TESLA library overloads connect, bind, listen, accept, getsockname, and getpeername
with wrapper functions. When the application invokes any of these calls on a TESLA-
wrapped filehandle, the wrapper function sends a message to the master process,
which invokes the corresponding method on the handler object for that flow. Based
on the return result of the method, the master process returns a message to the client
as in Figure 4-1. The client process receives the message, returning the result to the

application.

4.1.1 Reading, writing, and multiplexing

The TESLA stub does not need to specially handle reads, writes, and multiplexing
on wrapped sockets. The master process and application process share a socket for
each application-level flow, so to handle a read, write, or select, whether blocking or
non-blocking, the application process merely uses the corresponding unwrapped C

library call. Even if the operation blocks, the master process can continue handling
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I/O while the application process waits.

4.1.2 Connecting and accepting

The semantics for connect and accept are necessarily different than for other socket
operations, since unlike listen, bind, etc., they may not return immediately, but instead
cause a potentially long-running operation to begin in the master process.

How can the application process be notified when the connect or accept is complete
(whether successfully or not)? For blocking operations, the application process could
simply wait for a message on the master socket indicating completion. However, if
the connect or accept is non-blocking, the response could be received on the master
socket at any time. This would complicate our simple synchronous request/response
model on the master socket: we would have to be prepared at any time to receive the
result of a connect or accept operation.

Furthermore, we would have to provide some sort of wrapper around select and
poll. If the application attempts to block on write availability to wait for a connect
operation to complete, select will return immediately (since our logical filehandle is
always connected and immediately ready for writing). If it blocks on read availability
to wait for an accept operation to complete, select will never return a read event, since
no bytes are ever exchanged on a “server socket” being used for an accept.

We use the following trick to circumvent this problem. Within the master pro-
cess, we modify the semantics of accept to write a single byte to the logical server
socket whenever a connection is accepted. Hence when the application blocks on
read availability on the server socket, select naturally returns a read event whenever
a connection has been accepted. Our accept wrapper in the client process consumes
the byte and synchronously requests and receives the newly accepted logical socket
from the master process.

We use a similar trick for connect, which always returns a single byte on the logical
filehandle when a connecting is accepted by the master process. Our connect wrapper
consumes the byte and notes that the connection is ready for reading and writing.

Unfortunately, this doesn’t quite work for selecting on connect, since to detect

45

IBM Ex-1017
Page 746



connection success one selects on writing rather than reading, but the master returns a
byte to be read. (Since the connection between the application and the master process
is a connected UNIX-domain socket, there is no way to force the application to block
on a write to emulate the desired behavior.) Therefore, we must still wrap the select
system call to handle this special case. In general, our approach is still beneficial,
because handling this special case is far easier than switching to an asynchronous

model for application/master communication.

4.1.3 Forking and filehandle duplication

Implementing fork, dup, and dup2 is quite simple. We wrap the fork library call so
that the child process obtains a new connection to the master process. Having a
single logical flow available to more than one application process, or as more than
one filehandle, presents no problem: application processes can use each copy of the
filehandle as usual. Once all copies of the filehandle are shut down, the master process
can simply detect via a signal that the filehandle has closed and invokes the handler’s

close method.

4.2 top_handler and bottom_handler

In Chapter 2 we described at length the interface between handlers, but we have not
yet discussed how precisely handlers receives data and events from the application.
We have stated that every handler has an upstream flow which invokes its methods
such as connect, write, etc.; the upstream flow of the fop-most handler for each flow
(e.g., the encryption handler in Figures 2-2 and 2-5) is a special flow handler called
top_handler.

When TESLA’s event loop detects bytes ready to deliver to a particular flow via
the application/master-process socket pair which exists for that flow, it invokes the
write method of top_handler, which passes the write call on to the first real flow handler
(e.g., encryption). Similarly, when a connect, bind, listen, or accept message appears

on the master socket, the TESLA event loop invokes the corresponding method of the
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top_handler for that flow.

The dual of this process occurs when the top-most handler invokes a callback
method (e.g., avail) of its upstream handler, the top_handler for the flow. In the case
of avail, top_handler writes the data to the application; in the case of connected or
accept_ready, it writes a single byte to the application as described in Section 4.1.2.

Similarly, each flow handler at the bottom of the TESLA stack has a bottom_handler

as its downstream. For each non-callback method—i.e., connect, write, etc.—bottom_handler

actually performs the corresponding network operation.

top_handlers and bottom_handlers maintain buffers, in case a handler writes data
to the application or network, but the underlying filesystem buffer is full (i.e., sending
data asynchronously to the application or network results in an EAGAIN condition). If
this occurs in a top_handler, the top_handler requests via may_avail that its downstream
flow stop sending it data using avail; similarly, if this occurs in a bottom_handler, it

requests via may_write that its upstream flow stop sending it data using write.

4.3 The event loop

As with most event-driven programs, at TESLA’s core is a select system call. TESLA

blocks on the following events:

1. Data available on the master socket, i.e., a control message from the application.
2. Data available on a top_handler file descriptor, i.e., a write from the application.

3. Write readiness on a top_handler (application) socket if the top_handler has bytes
which still need to be sent to the application, i.e., the last attempt to write to

the application resulted in an EAGAIN condition.

4. Data available on a bottom_handler file descriptor, i.e., bytes ready to be read

from the network.

5. Write readiness on a bottom_handler (network) socket if the bottom_handler has

bytes buffered, i.e., the last attempt to write to the network resulted in an
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EAGAIN condition.

6. Expiration of timers (registered via a timer::arm call, as described in Section 2.1.5).
TESLA maintains timers in a set structure sorted, decreasing with respect to
time left until expiration, so it is a simple operation to set the select timeout to

the time until the next timer expiration.

If a handler invokes may_write(h, false) on a top_handler which is its input flow,
TEsLA will suspend receiving data on this flow from the application, since there would
be nowhere to pass along data written to it by the application. Eventually this may
cause the application’s writes to block. This behavior is desirable in, e.g., a traffic
shaper (see Section 3.2), which calls may.write(this, false) to notify the upstream
handler (and eventually TESLA) to stop writing, causing the application’s flow to
block. TESLA implements this behavior by simply removing the filehandle from the
rfds input to the select call (case 2 above).

Likewise, if a handler invokes may_avail(false) on a bottom_handler which is its out-
put flow, TESLA will suspend receiving data on this flow from the network, since there
would be nowhere to pass along data received on the network. This feedback mech-
anism may cause the underlying transport mechanism (e.g., TCP) to slow down the
connection from the peer. To implement this behavior, TESLA removes the filehandle
from the rfds input to the select call (case 4 above).

Figure 4-2 demonstrates what may happen when an application performs a write
of 100 bytes to a TESLA flow (compressed down to 50 bytes by the compression
layer). TESLA receives the bytes from the application on file descriptor 3 (a UNIX-
domain stream socket), but the underlying network connection (file descriptor 6, a
TCP socket) can only accept 30 bytes to be sent. The bottom_handler buffers the
remaining 20 bytes and requests to be notified by the TESLA event loop when it
becomes possible to write to file descriptor 6. The bottom_handler then throttles the
compression handler, which in turn throttles the top_handler, which causes TESLA
to stop reading bytes on file descriptor 3. The bottom_handler still returns true (a

successful write).
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1. application writes 100 10. top_handler receives

bytes to a wrapped file may_write(false) and
descriptor, caught by the stub temporarily stops
and passed to TESLA on FD 5. examining FD 5 in its
application is immediately told: event loop
100 bytes written A
top_handler
7y
2. top_handler calls 9. compress propagates
downstream->write(100 bytes) may_write(false)
upstream

A

3. compress_handler
compresses data compress_handler

down to 50 bytes

8. bottom_handler calls

12. compress_handler
returns true from
write(100 bytes)
method

11. bottom_handler

4. compress_handler calls upstream->may_write(false) returns true from
downstream->write(50 bytes) to throttle compress write(50 bytes)
. method
7. bottom_handler
bottom_handler buffers 20 bytes
F .
6. write() system call
5. bottom_handler uses \ .
write() system call to write 50 refums only 30 bytes written;
bytes to network on FD 6 network is 'full’™. bottom_handler

asks TESLA to notify it when
FD 6 is available for writing

Figure 4-2: An application writes to a network flow which cannot presently deliver
all the bytes via the underlying transport protocol (a TCP stream on file descriptor

6).
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4.4 Performance

When adding a network service to an application, we may expect to incur one or both
of two kinds of performance penalties. First, the service’s algorithm, e.g., encryp-
tion or compression, may require computational resources. Second, the interposition
mechanism, if any, may involve overhead such as inter-process communication, de-
pending on its implementation. We refer to these two kinds of performance penalty
as algorithmic and architectural, respectively.

If the service is implemented directly within the application, e.g., via an application-
specific input/output indirection layer, then the architectural overhead is probably
minimal and most of the overhead is likely to be algorithmic. However, adding an
interposition agent like TESLA outside the context of the application may add signif-
icant architectural overhead.

To analyze TESLA’s architectural overhead, we constructed several simple tests
to test how using TESLA affects latency and throughput. We compare TESLA’s
performance to that of a tunneling, or proxy, agent, where the application explicitly
tunnels flows through a local proxy server.

We provide three benchmarks. rbandwidth(s) establishes a TCP connection to a
server and reads data into a s-byte buffer until the connection closes. wbandwidth(s) is
similar: it accepts a TCP connection and writes a particular s-byte string repeatedly
until a fixed number of bytes have been sent. latency(s) connects to a server, sends it
s bytes, waits for an s-byte response, and so forth, until a fixed number of exchanges
have occurred.

The left graph in figure 4-3 shows the results from running rbandwidth under sev-
eral configurations, both with and without a transparent network service (triple-DES
stream encryption/decryption in CBC [chaining block cipher] mode, as implemented
by the OpenSSL library [10]). We run all the benchmarks on a single machine to
eliminate network performance as a variable. The first three configurations perform

no encryption:

1. The benchmark program running unmodified.
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The next four configurations, whose performance is illustrated in the right graph

in Figure 4-3, provide a nontrivial service, triple-DES encryption:

1. A modified version of the benchmark, with triple-DES encryption and decryp-

tion performed directly within in the benchmark application.

2. The benchmark program, with each connection passing through a UNIX-domain

socket stream proxy server. The proxy server performs encryption/decryption.

3. The benchmark program, running under TESLA, with the crypt (encryption/decryption)
handler enabled.

4. The benchmark program, with each connection passing through a TCP proxy

server. The proxy server performs encryption/decryption.

Comparing each of these tests with the corresponding benchmark above in the
left graph illustrates the algorithmic overhead of the service.

The throughput graph shows that for trivial services (like the “dummy” service)
using a proxy server or TESLA incurs a significant performance penalty compared to
implementing the service directly within the application. This is due to the over-
head of inter-process communication. In the first configuration without DES (#1),
data flow directly from the server to the client, i.e., through a single socket. In the
next three configurations (#2-3) data must flow through one UNIX-domain socket
stream to the intermediary process, i.e., the TESLA master process or proxy server,
and through another socket to the client. With two sockets instead of one, the
kernel must handle twice as many system calls, and perform twice as many copy
operations between address spaces. In the final configuration, data flow through two
TCP streams; the extra overhead of IP/TCP processing (as opposed to a UNIX-
domain socket stream, which requires none of the network-layer functionality of IP or
transport-layer functionality of TCP) causes a small but noticable performance hit
compared to configurations (#2 and 3).

In contrast, for nontrivial services such as encryption/decryption, the algorith-

mic overhead dominates the architectural overhead, and the performance differences
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Chapter 5

Conclusion

This thesis described the design and implementation of TESLA, a framework to imple-
ment session layer services in the Internet. These services are gaining in importance;
examples include connection multiplexing, congestion state sharing, application-level
routing, mobility /migration support, compression, and encryption.

TESLA incorporates three principles to provide a transparent and extensible frame-
work: first, it exposes network flows as the object manipulated by session services,
which are written as flow handlers without dealing with socket descriptors; second,
it maps handlers on to processes in a way that provides for both sharing and pro-
tection; and third, it can be configured using dynamic library interposition, thereby
being transparent to end applications.

We showed how TESLA can be used to design several interesting session layer
services including encryption, SOCKS and application-controlled routing, flow mi-
gration, and traffic rate shaping, all with acceptably low performance degradation.
In TESLA, we have provided a powerful, extensible, high-level C++ framework which

makes it easy to develop, deploy, and transparently use session-layer services.

5.1 Future Work

Currently, to use TESLA services such as compression, encryption, and migration that

require TESLA support on both endpoints, the client and server must use identical
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configurations of TESLA, i.e., invoke the tesla wrapper with the same handlers spec-
ified on the command line. We plan to add a negotiation mechanism so that once
mutual TESLA support is detected, the endpoint can dynamically determine the con-
figuration based on the intersection of the sets of supported handlers. We also plan to
add per-flow and configuration so that the user can specify which handlers to apply
to flows based on the flow attributes such as port and address.

We plan to continue developing TESLA flow handlers such as Congestion Manager.
We are also developing a handler which has no output flows but rather connects to
a network simulator, facilitating the use of real applications to test protocols and
network topologies in simulators such as ns [16]. Finally, we plan to explore the
possibility of moving some handler functionality directly into the application process

to minimize TESLA’s architectural overhead.
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Appendix A

Alternate Design: In-process Flow

Handlers

In our initial implementation, the TESLA library operated entirely within the con-
text of the wrapped application’s process. The major theoretical advantage of this
approach is that data need not flow through an extra process intermediating between
the application and the network. However, we find that this method makes it difficult
to maintain the correct filehandle semantics for many input/output and process con-
trol system calls. Further, it compromises our goals of enabling information sharing
between flows.

In this design, application-level 1/O calls such as read, write, connect, and select
are intercepted by TESLA and routed directly to the first applicable handler on the
stack. For instance, in an encryption layer, a single application-level read call might be
intercepted by TESLA and routed to the encryption handler. The encryption handler’s
implementation of read, shown in Figure A-1, reads a chunk of data from the output
flow (using the TS_INEXT macro, which delegates control to the next handler on the
stack or to the C library if there are no more handlers), and then decrypt the results
in place. These steps are all performed within the context of the application process,
so there is no additional latency penalty due to interprocess communication.

An in-process architecture has several significant drawbacks, however. First, when

an application invokes the fork system call, each open file descriptor, as viewed by
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int crypt_read(int fd, char *buffer, int length,
ts_context ctxt)

{
/* TS_DATA macro obtains connection state. */
crypt_state *state = TS_DATA;

/* TS_NEXT invokes the next handler. */
int bytes = TS_NEXT(read, fd, buffer, length);
if (bytes > 0)
decrypt_data_inplace(buffer, bytes,
&state->decryption_state);

return bytes;

Figure A-1: The read method for a simple encryption/decryption handler using the
in-process implementation of TESLA.

the application, becomes available to both the parent and child processes. Since
the parent and child would share application-level flows, the TESLA handlers in the
two processes would need to coordinate. We could have been supported this case
by shuttling handler state between parent and child processes, or retaining a pipe
between the parent and child so each would have access to the handler stack, but either
method would have added significant complexity and eliminated any performance

advantage.

Second, it can be difficult to share information between handlers running in differ-
ent processes. While related handlers in different processes (e.g., multiple Congestion
Manager handlers aggregating congestion handling for several flows) could certainly
use a typical interprocess communication mechanism such as pipes, sharing state is
far easier if the handlers coexist in the same address space—this way handlers can

simply share access to high-level (C or C++) data structures and application logic.

Third, we found it extremely difficult to preserve certain semantics of file de-
scriptors in an efficient way. To illustrate the problem, we will consider a simple
application using asynchronous I/O and multiplexing to establish a connection to a

server. It would typically:
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1. Call socket, and use fentl to make the socket non-blocking. Let f = the file

descriptor returned by socket.
2. Call connect to establish a connection to the server.

3. Enter a multiplexing loop containing a select call. Include f in writefds, the list

of file descriptors on which select is waiting for a write to become available.

4. When select returns with f set in writefds, note that the connection has been

established, and begin writing.

However, consider how TESLA must behave when the stack contains a handler to
route traffic through a SOCKS proxy. SOCKS requires an initial setup phase where
the client and server negotiate an authentication mechanism, if any. The client must
read the list of supported mechanisms from the server; this implies that a TESLA
SOCKS handler may be required to read from a output flow (the flow from the
SOCKS handler to the proxy server, which we will refer to as g) even though the
application has requested to be notified of write availability on the output flow (the
flow from the application to the SOCKS handler, f above).

To emulate the select and poll C library calls in a fully general way, we split the

functions into several steps:

1. For each input flow which the application has included in the lists of read, write,
or error events it is interested in, call an rwselect (“rewrite select”) handler
to translate events on the input flow to the corresponding output flows. For
instance, a SOCKS proxy handler in the authentication negotiation phase might
convert a input write event on f into a output read event on g. If there is
another handler beneath g on the network stack, this handler would have the
opportunity to further convert the read event on g, which is a input write event
from its standpoint, into one or more output events on its output flows. Select

rewriting is illustrated in Figure A-2.

2. Call the select system call with the set of events obtained via this transformation.
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3. Provide the results of the select system call to handlers via their ready methods,

to translate any output events that have occurred back to input events.

4. If no output events have occurred that result in application-level events, i.e.,
from the application’s standpoint no interesting events have occurred, repeat

the process.

We consider a timeout to be an “event” as well — a traffic-shaping handler could,
for instance, convert a input write event into a half-second timeout, in the event that
the shaper wishes to prevent the application from writing for a second in order to
impose a bandwidth limitation.

To ensure consistent behavior, all input/output operations within TESLA han-
dlers are non-blocking. To provide blocking I/O to the application, TESLA provides
wrappers which implement blocking operations in terms of the aforementioned mul-
tiplexing framework and non-blocking operations.

The process of selection rewriting, while providing fully correct semantics for
blocking I/0, adds an extraordinary amount of overhead to select (and, in general, to
all potentially blocking I/O operations) which eliminates any performance advantage
of an in-process architecture.

Emulating the proper semantics of filehandle duplication proves a challenge as
well. In particular, an application may use dup2 to duplicate a filehandle on top
of some filehandle which a TESLA handler is using behind the scenes. We resolve
this problem by adding a layer of indirection on top of filehandles whereby TESLA
automatically renumbers filehandles which were about to be dup2ed out of existence,
but this abstraction adds complexity to handler code.

Recall that one of TESLA’s goals is to move certain network functionality from
the kernel to the user level where it belongs. However, we found that the in-process
approach requires us to move too much functionality away from the kernel — we have
to do a lot of work to emulate filehandle semantics at the user level, within a single
process. Essentially we are required to implement a user-level threads package, where

each handler gets an opportunity to run whenever a potentially blocking system call
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is invoked by the application. This is clearly outside the scope of our intended usage.
Rather, we should use the kernel’s scheduling mechanisms to implement concurrency
behavior, i.e., between the wrapped application and its handlers.

For these reasons we instead chose to implement TESLA with handlers running in
TESLA-dedicated processes (master processes). This makes it much easier to maintain
the proper semantics for filehandles, improves scheduling by relying on the kernel
scheduler rather than an ad hoc user-level thread package, and facilitates sharing of

data between handlers.
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Appendix B

Application Program Interfaces

In this section we provide several APIs in their entirety—most importantly, the
flow_handler class, which we presented piece by piece in Chapter 2. For convenience,
rather than using pointers directly, the flow handler API relies on several nontrivial
utility classes, which we document here as well. The address class encapsulates an
address structure, i.e., a sockaddr buffer. The data class encapsulates a pointer to a
data buffer and the length of the data.

For the timer API, which we have already presented in its entirety, see Sec-

tion 2.1.5.

B.1 Flow Handler API

To create a session-layer service, one writes a subclass of flow_handler that over-
rides some of its methods (e.g., write and avail) to provide the desired functional-
ity. flow_handler provides default implementations of all virtual methods that simply

propagate messages upstream or downstream, as described in Section 2.1.6.

class flow_handler {
protected:
// Create a downstream flow of the given type.
handler *plumb(int domain, int type);

// The upstream and downstream flows. Default method implementations

// of the virtual functions below work when there is exactly one element
// in downstream.
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flow_handler* const upstream;
vector<flow_handler*> downstream,;

public:
// A structure used only to return results from accept.
struct acceptret {
handler *const h;
const address addr;

acceptret(); // Null constructor (operator bool returns false)
acceptret (handler *, address);

operator bool() const;

};

// A class encapsulating handler initialization parameters.
class init_context {
public:
// Domain and type that we handle
int get_domain() const;
int get_type() const;

// Get user-provided configuration parameters
string arg(string name, string default = string()) const;
int int_arg(string name, int default = -1) const;

};

// Constructor sans init context.
flow_handler (const handler& h);

// Constructor with init context. If plumb is true, the flow_handler
// constructor will create downstream[0] automatically with plumb.
flow_handler (const init_context& ctxt, bool plumb = true);

/**
*
* Downstream methods; these messages pass downstream.
*

*/

// Initiate connection request. Return zero on success.
virtual int connect(address);

// Bind to a local address. Return zero on success.
virtual int bind(address);

// Accept a connection. Return null acceptret on failure.
virtual acceptret accept();

// Close the connection. Return zero on success.
virtual int close();

// Write data. Return false only if the connection has shut down
// for writing.
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virtual bool write(data);

// Shut down the connection for reading and/or writing.
virtual int shutdown(bool r, bool w);

// Listen for connection requests.
virtual int listen(int backlog);

// Return the local/remote host address.
virtual address getsockname() conmst;
virtual address getpeername() const;

// upstream says: "You {mayl|may not} call my avail method."
virtual void may_avail(bool) const;

VAL
*
* Upstream methods; these messages pass upstream.
*

* In each of these methods, <from> is a downstream flow.
*

*/

// Downstream flow <from> has bytes available (passed in <bytes>).

virtual bool avail(flow_handler *from, data bytes);

// Downstream flow <from> has a connection ready to be accepted,

// i.e., from->accept() will succeed.
virtual void accept_ready(flow_handler *from);

// A connection attempt on <from> has concluded, either successfully

// or not.
virtual void connected(flow_handler *from, bool success);

// <from> says: "You {mayl|may not} write to me."
virtual void may_write(flow_handler *from, bool may);
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B.2 Addresses

An address is a data buffer encapsulating a sockaddr structure. Each copy may be
freely modified——addresses have the same copy semantics as STL strings. addresses
are used as arguments to connect and bind methods, and are returned by accept,

getsockname, and getpeername methods.

class address {
public:
// Null address (operator bool returns false)
address();

// Make a copy of the sockaddr buffer in addr.
address(const void *addr, socklen_t len);

// Returns a pointer to the address.
const sockaddr *addr() const;

// Returns the length of the address.
const socklen_t addrlen() const;

// Returns true if the address is valid (i.e., was not created
// with the null comnstructor)
operator bool() const;

// Returns a string representation of the address.
operator string() const;

B.3 Data

A data object is precisely a tuple: a pointer to an immutable data buffer and its
length. data do not have STL string-like copy semantics—copying a data only makes
a copy of the pointer, not the buffer. We use data instead of string because creating

a string generally incurs a copy operation.

class data {
public:
// Empty data buffer
data() {}

// Create from a null-terminated string (which must stay alive
// as long as the data object.
data(const char *cstr);
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// Create from a buffer and length. The buffer must stay alive
// as long as the data object.
data(const char *bits, unsigned int length);

// Create from a string. Equivalent to data(s.data(), s.length()),
// so the string must stay alive and unmodified as long as the

// data object.

data(const string& str);

// Return a pointer to the data buffer.
const char *bits() const;

// Return the length of the buffer.
unsigned int length() const;

// Allocate a string which is a copy of the data buffer.
operator string() const;

// Return the indexth byte of the buffer.
const char & operator[](unsigned int index) const;
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https://cocatalog.loc.gov/cgi-bin/Pwebrecon.cgi?v1=138&ti=126,138&SEQ=20250129135231&Search%5FArg=deitel&Search%5FCode=NALL&CNT=25&PID=H2E6j6hiTNE0ofGV3kM2efTb_WK3&SID=3
https://cocatalog.loc.gov/help/savemail.html
https://cocatalog.loc.gov/help/savemail.html
https://cocatalog.loc.gov/help/disphlp1.htm
https://cocatalog.loc.gov/help/disphlp1.htm
https://cocatalog.loc.gov/cgi-bin/Pwebrecon.cgi?PAGE=sbSearch&SEQ=20250129135231&PID=H2E6j6hiTNE0ofGV3kM2efTb_WK3
https://cocatalog.loc.gov/cgi-bin/Pwebrecon.cgi?PAGE=sbSearch&SEQ=20250129135231&PID=H2E6j6hiTNE0ofGV3kM2efTb_WK3
https://cocatalog.loc.gov/cgi-bin/Pwebrecon.cgi?PAGE=HISTORY&SEQ=20250129135231&PID=H2E6j6hiTNE0ofGV3kM2efTb_WK3
https://cocatalog.loc.gov/cgi-bin/Pwebrecon.cgi?PAGE=HISTORY&SEQ=20250129135231&PID=H2E6j6hiTNE0ofGV3kM2efTb_WK3
https://cocatalog.loc.gov/cgi-bin/Pwebrecon.cgi?ti=126,0&Search%5FArg=deitel&Search%5FCode=NALL&CNT=25&PID=H2E6j6hiTNE0ofGV3kM2efTb_WK3&SEQ=20250129135231&SID=3
https://cocatalog.loc.gov/cgi-bin/Pwebrecon.cgi?ti=126,0&Search%5FArg=deitel&Search%5FCode=NALL&CNT=25&PID=H2E6j6hiTNE0ofGV3kM2efTb_WK3&SEQ=20250129135231&SID=3
https://cocatalog.loc.gov/cgi-bin/Pwebrecon.cgi?PAGE=Exit&SEQ=20250129135231&PID=H2E6j6hiTNE0ofGV3kM2efTb_WK3
https://cocatalog.loc.gov/cgi-bin/Pwebrecon.cgi?PAGE=Exit&SEQ=20250129135231&PID=H2E6j6hiTNE0ofGV3kM2efTb_WK3

1/29/25, 10:57 AM WebVoyage Record View 1

Contact Us | Request Copies | Get a Search Estimate | Frequently Asked Questions (FAQs) about Copyright |
Copyright Office Home Page | Library of Congress Home Page

https://cocatalog.loc.gov/cgi-bin/Pwebrecon.cgi?v1=137&ti=126,137&Search_Arg=deitel&Search_Code=NALL&CNT=25&PID=KcjZ7y1wIHsN-xrmuiyc...  2/2
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https://www.copyright.gov/help
https://www.copyright.gov/help
https://www.copyright.gov/circs/circ06.pdf
https://www.copyright.gov/circs/circ06.pdf
https://www.copyright.gov/forms/search_estimate.html
https://www.copyright.gov/forms/search_estimate.html
https://www.copyright.gov/help/faq
https://www.copyright.gov/help/faq
https://www.copyright.gov/
https://www.copyright.gov/
https://www.loc.gov/
https://www.loc.gov/
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1/24/25, 3:41 PM

Microsoft computer dictionary. Detailed Record View | U.S. Copyright Public Records System

Home / Search / Detailed Record View

Title

Microsoft Computer Dictionary

Advanced Search

Detailed Record View

Registration record TX0005594793

Copyright Catalog
Displaying 1 of 50,000 entries

4 Previous

Microsoft computer dictionary.

Registration Number / Date
Type of Work

Title

Date of Creation

Date of Publication
Copyright Claimant
Description

Imprint

Edition

Names

https://publicrecords.copyright.gov/detailed-record/16000603

Next »

Share e Actions v

TX0005594793 / 2002-08-20

Text

Microsoft computer dictionary.

2002

2002-05-01

Microsoft Corporation

637 p.

Redmond, WA : Microsoft Press, c2002.
5th ed.

Microsoft Corporation

112
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1/24/25, 3:41 PM Microsoft computer dictionary. Detailed Record View | U.S. Copyright Public Records System

Menu

Home

Recent Records
Recent Searches
Name Directory
Help

Contact

Contact Us
Feedback

4 Previous

U.S. Copyright Office

101 Independence Ave. S.E.
Washington, D.C. 20559-6000

(202) 707-3000 or

1(877) 476-0788 (toll-free)

Next »

Resources

Request a Copy Estimate
Request a Search Estimate
FAQs

DISCLAIMER The Copyright Public Records System (CPRS) pilot is
under development and is not the final version of the CPRS. This
pilot does not replace or supersede the online public catalog or
existing search practices the Copyright Office has established.
Results obtained through the CPRS pilot should not be used for legal
purposes. For information on searching copyright records, see How
to Investigate the Copyright Status of a Work (Circular 22). For
information on removing personal information from Copyright Office
public records, refer to Privacy: Public Copyright Registration

Records (Circular 18).

U.S. Copyright Office | Library of Congress | Congress.gov |
USA.gov | FOIA | Legal | Privacy Policy

https://publicrecords.copyright.gov/detailed-record/16000603

22
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1/24/25, 3:47 PM Taligent's guide to designing programs :well-mannered object-oriented design in C++. Detailed Record View | U.S. Copyright Public...

Home / Search / Detailed Record View

Title taligent's guide

Advanced Search

Detailed Record View
Registration record TX0003862817

Copyright Catalog
Displaying 1 of 1 entries

Taligent's guide to designing programs :well-mannered object-
oriented design in C++.

Share e Actions v

Registration Number / Date TX0003862817 / 1994-08-29
Type of Work Text

Title Taligent's guide to designing programs
:well-mannered object-oriented design
in C++,

Date of Creation 1993
Date of Publication 1994-05-31
Copyright Claimant Taligent, Inc.
Description 152 p.

Imprint Reading, MA : Addison-Wesley Pub. Co.,
c1994.

Names Taligent, Inc.

https://publicrecords.copyright.gov/detailed-record/14989404 12
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1/24/25, 3:47 PM Taligent's guide to designing programs :well-mannered object-oriented design in C++. Detailed Record View | U.S. Copyright Public...

Menu Resources

Home Request a Copy Estimate
Recent Records Request a Search Estimate
Recent Searches FAQs

Name Directory

Help

Contact

Contact Us
Feedback

U.S. Copyright Office

101 Independence Ave. S.E.
Washington, D.C. 20559-6000
(202) 707-3000 or

1(877) 476-0788 (toll-free)

DISCLAIMER The Copyright Public Records System (CPRS) pilot is
under development and is not the final version of the CPRS. This
pilot does not replace or supersede the online public catalog or
existing search practices the Copyright Office has established.
Results obtained through the CPRS pilot should not be used for legal
purposes. For information on searching copyright records, see How
to Investigate the Copyright Status of a Work (Circular 22). For
information on removing personal information from Copyright Office
public records, refer to Privacy: Public Copyright Registration
Records (Circular 18).

U.S. Copyright Office | Library of Congress | Congress.gov |
USA.gov | FOIA | Legal | Privacy Policy

https://publicrecords.copyright.gov/detailed-record/14989404 2/2
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1/24/25, 3:49 PM UNIX System V network programming /Stephen A. Rago. Detailed Record View | U.S. Copyright Public Records System

Home / Search / Detailed Record View

Title UNIX system v network programming

Advanced Search

Detailed Record View
Registration record TX0003660169

Copyright Catalog
Displaying 1 of 50,000 entries

4 Previous Next »

UNIX System V network programming /Stephen A. Rago.

Share e Actions v

Registration Number / Date TX0003660169 / 1993-08-03
Type of Work Text

Title UNIX System V network programming
/Stephen A. Rago.

Series Addison-Wesley professional
computing series

Date of Creation 1992
Date of Publication 1993-06-30

Copyright Claimant Addison-Wesley Publishing Company,
Inc.

Description 784 p.

Imprint Reading, MA : Addison-Wesley, c1993.

https://publicrecords.copyright.gov/detailed-record/14888198 12
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1/24/25, 3:49 PM UNIX System V network programming /Stephen A. Rago. Detailed Record View | U.S. Copyright Public Records System

Menu

Home

Recent Records
Recent Searches
Name Directory
Help

Contact

Contact Us
Feedback

Names Rago, Stephen A.

4 Previous

U.S. Copyright Office

101 Independence Ave. S.E.
Washington, D.C. 20559-6000

(202) 707-3000 or

1(877) 476-0788 (toll-free)

Addison-Wesley Publishing_ Company,
Inc.

Next »

Resources

Request a Copy Estimate
Request a Search Estimate
FAQs

DISCLAIMER The Copyright Public Records System (CPRS) pilot is
under development and is not the final version of the CPRS. This
pilot does not replace or supersede the online public catalog or
existing search practices the Copyright Office has established.
Results obtained through the CPRS pilot should not be used for legal
purposes. For information on searching copyright records, see How
to Investigate the Copyright Status of a Work (Circular 22). For
information on removing personal information from Copyright Office

public records, refer to Privacy: Public Copyright Registration

Records (Circular 18).

U.S. Copyright Office | Library of Congress | Congress.gov |
USA.gov | FOIA | Legal | Privacy Policy

https://publicrecords.copyright.gov/detailed-record/14888198

2/2
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1/24/25, 4:11 PM TCP/IP illustrated :vol. 1, the protocols /W. Richard Stevens. Detailed Record View | U.S. Copyright Public Records System

Home / Advanced Search / Detailed Record View

Title

Advanced Search

Detailed Record View
Registration record TX0003739843

Copyright Catalog
Displaying 3 of 4 entries

4 Previous Next »

TCP/IP illustrated :vol. 1, the protocols /W. Richard Stevens.

Share e Actions v

Registration Number / Date TX0003739843/1994-02-22
Type of Work Text

Title TCP/IP illustrated :vol. 1, the protocols
/W. Richard Stevens.

Series Addison-Wesley professional
computing series

Other Title Addison-Wesley professional
computing series

Date of Creation 1992
Date of Publication 1993-12-20

Copyright Claimant Addison-Wesley Publishing Company,
Inc.

https://publicrecords.copyright.gov/detailed-record/14921827 1/3
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1/24/25, 4:11 PM TCP/IP illustrated :vol. 1, the protocols /W. Richard Stevens. Detailed Record View | U.S. Copyright Public Records System

Description 576 p.

Imprint Reading, MA : Addison-Wesley Pub. Co.,
c1994.

Names Stevens, W. Richard

Addison-Wesley Publishing Company,

Inc.

4 Previous Next »

Menu Resources

Home Request a Copy Estimate
Recent Records Request a Search Estimate
Recent Searches FAQs

Name Directory

Help

Contact

Contact Us
Feedback

U.S. Copyright Office

101 Independence Ave. S.E.
Washington, D.C. 20559-6000
(202) 707-3000 or

1(877) 476-0788 (toll-free)

DISCLAIMER The Copyright Public Records System (CPRS) pilot is
under development and is not the final version of the CPRS. This
pilot does not replace or supersede the online public catalog or
existing search practices the Copyright Office has established.
Results obtained through the CPRS pilot should not be used for legal
purposes. For information on searching copyright records, see How
to Investigate the Copyright Status of a Work (Circular 22). For
information on removing personal information from Copyright Office
public records, refer to Privacy: Public Copyright Registration
Records (Circular 18).

https://publicrecords.copyright.gov/detailed-record/14921827 2/3
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1/24/25, 4:11 PM TCP/IP illustrated :vol. 1, the protocols /W. Richard Stevens. Detailed Record View | U.S. Copyright Public Records System

https://publicrecords.copyright.gov/detailed-record/14921827 3/3
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1/24/25, 4:12 PM Operating system concepts /Abraham Silberschatz, Peter B. Galvin. Detailed Record View | U.S. Copyright Public Records System

Home / Search / Detailed Record View

Title operating system concepts

Advanced Search

Detailed Record View
Registration record TX0003699560

Copyright Catalog
Displaying 1 of 15,581 entries

4 Previous Next »

Operating system concepts /Abraham Silberschatz, Peter B. Galvin.

Share e Actions v

Registration Number / Date TX0003699560 / 1993-12-07

Previous Registration Prev.reg. 290ct90, TX 2-940-600.

Type of Work Text

Title Operating system concepts /Abraham
Silberschatz, Peter B. Galvin.

Date of Creation 1992
Date of Publication 1993-11-05

Copyright Claimant Addison-Wesley Publishing Company,
Inc.

Basis of Claim New Matter: additions & revisions.

Description 780 p.

https://publicrecords.copyright.gov/detailed-record/14905614 1/3
IBM Ex-1017

Page 796



1/24/25, 4:12 PM Operating system concepts /Abraham Silberschatz, Peter B. Galvin. Detailed Record View | U.S. Copyright Public Records System

Imprint Reading, MA : Addison-Wesley Pub. Co.,
c1994.

Edition 4th ed.

Names Silberschatz, Abraham

Galvin, Peter B.

Addison-Wesley Publishing_ Company,

Inc.

4 Previous Next »

Menu Resources

Home Request a Copy Estimate
Recent Records Request a Search Estimate
Recent Searches FAQs

Name Directory

Help

Contact

Contact Us
Feedback

U.S. Copyright Office

101 Independence Ave. S.E.
Washington, D.C. 20559-6000
(202) 707-3000 or

1(877) 476-0788 (toll-free)

DISCLAIMER The Copyright Public Records System (CPRS) pilot is
under development and is not the final version of the CPRS. This
pilot does not replace or supersede the online public catalog or
existing search practices the Copyright Office has established.
Results obtained through the CPRS pilot should not be used for legal
purposes. For information on searching copyright records, see How
to Investigate the Copyright Status of a Work (Circular 22). For
information on removing personal information from Copyright Office
public records, refer to Privacy: Public Copyright Registration
Records (Circular 18).

https://publicrecords.copyright.gov/detailed-record/14905614 2/3
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1/24/25, 4:12 PM Operating system concepts /Abraham Silberschatz, Peter B. Galvin. Detailed Record View | U.S. Copyright Public Records System

https://publicrecords.copyright.gov/detailed-record/14905614 3/3
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1/24/25, 4:13 PM Protocol design in an uncooperative internet. Detailed Record View | U.S. Copyright Public Records System

Home / Search / Detailed Record View

Title protocol design in an uncooperative internet

Advanced Search

Detailed Record View
Registration record TX0005527380

Copyright Catalog
Displaying 1 of 50,000 entries

4 Previous

Next »

Protocol design in an uncooperative internet.

Registration Number / Date
Type of Work

Title

Date of Creation

Date of Publication
Copyright Claimant
Authorship on Application

Rights and Permissions

Description

https://publicrecords.copyright.gov/detailed-record/15961424

Share e Actions v

TX0005527380 / 2002-06-20
Text

Protocol design in an uncooperative
internet.

2002

2002-05-23

Stefan R. Savage

entire text: Stefan R. Savage.

Rights and permissions info. on CORDS
appl. in CO.

Computer text data.
1/2
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1/24/25, 4:13 PM Protocol design in an uncooperative internet. Detailed Record View | U.S. Copyright Public Records System

Notes Electronic registration.

Names Savage, Stefan R.

Savage, Stefan R.

4 Previous Next »

Menu Resources

Home Request a Copy Estimate
Recent Records Request a Search Estimate
Recent Searches FAQs

Name Directory

Help

Contact

Contact Us
Feedback

U.S. Copyright Office

101 Independence Ave. S.E.
Washington, D.C. 20559-6000
(202) 707-3000 or

1(877) 476-0788 (toll-free)

DISCLAIMER The Copyright Public Records System (CPRS) pilot is
under development and is not the final version of the CPRS. This
pilot does not replace or supersede the online public catalog or
existing search practices the Copyright Office has established.
Results obtained through the CPRS pilot should not be used for legal
purposes. For information on searching copyright records, see How
to Investigate the Copyright Status of a Work (Circular 22). For
information on removing personal information from Copyright Office
public records, refer to Privacy: Public Copyright Registration
Records (Circular 18).

U.S. Copyright Office | Library of Congress | Congress.gov |
USA.gov | FOIA | Legal | Privacy Policy

https://publicrecords.copyright.gov/detailed-record/15961424 2/2
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1/24/25, 4:25 PM Access and Availability Questions - MIT Thesis FAQ - LibGuides at MIT Libraries

SEARCH  ACCOUNT

MIT Thesis FAQ: Access and Availability Questions

New Degree Candidates Thesis Checklist Creating an Accessible Thesis
Saving Your Thesis as a PDF/A-1 Student Frequently Asked Questions

Access and Availability Questions

https://libguides.mit.edu/c.php?g=176367&p=1159524 1/3
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1/24/25, 4:25 PM Access and Availability Questions - MIT Thesis FAQ - LibGuides at MIT Libraries

FAQ Table of
Contents

DSpace, publishing, and cataloging

When is a thesis considered "published"?

A thesis is generally considered “published” when it has been cataloged and

shelved in a publicly accessible library, but other factors could impact the thesis
publication date for patent purposes. For example, a thesis submitted Copyright
electronically might be considered published on the date the electronic version Access to
is first made available to the public online, if this occurred prior to the thesis your thesis
being cataloged. It might also be considered “published” if the student posted a

Holds and

copy on a personal website before submitting the thesis.

changes to your

For further questions, contact the Office of the General Counsel. thesis
When is a thesis available to the public? Access and
availability

As of the 2022-2023 academic year, theses will not be available prior to being
published by the MIT Libraries. Previously, a thesis could be made available

Scanned theses in

upon request as soon it was received by the Libraries. DSpace@MIT
How do | determine the date a thesis was cataloged?

The catalog dates can be found in the MIT Libraries catalog record. Use . .

. . . . . Quick links
"Search our collections" to find the record in the Libraries catalog, and click
“View record metadata - MARC format.”

. . . . . » Thesis
In the MARC record, the field 008 will contain the publication date. The field e .
. _ Specifications
looks like this:
 Distinctive

008 06030952004 xx a bm 000 0 eng d Collections
The first two digits 06 = year (2006), the next two digits 03=month (March), and + Scholarly

the last two digits 09= day (9th). The publication date for the above record is
March 9, 2006.

Note that the stamped date on the title page is not the thesis publication date. It
is the date the thesis was received by the MIT Libraries. A thesis may or may

Publishing@MIT
e About
DSpace@MIT

o Dissertation/These

not be available between receipt by the Libraries and the cataloging date, but « Official
generally is available to the public after cataloging. Overleaf
How long does it take for a thesis to be cataloged and added to Thesis
DSpace@MIT? Template
How do | request permission to reproduce a figure from an MIT thesis? . @ Word
.docx Thesis

Can | access a thesis that is not yet available in DSpace@MIT or the

Libraries catalog?

Template and
Guide

https://libguides.mit.edu/c.php?g=176367&p=1159524 2/3
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1/24/25, 4:25 PM Access and Availability Questions - MIT Thesis FAQ - LibGuides at MIT Libraries

Access to my thesis Contact us

| want to restrict access on my thesis. How do | do it?

Can | remove my thesis from DSpace@MIT?

How can | obtain an electronic copy of my thesis?

Have
questions?

| am not from MIT. How do | get access to a thesis? How do | print a

thesis?

Contact us at
mit-
theses@mit.edu

I am an alum. Can | have a printable copy of my thesis?

Scanned theses in DSpace@MIT

Are all MIT theses collected by the MIT Libraries?

Are all MIT theses available in DSpace?

Why isn't a certain thesis in the DSpace@MIT thesis collection?

Why am | being_ charged to have a thesis scanned?

Why are some MIT theses available in color, while others are available
only in black and white?

Login to LibApps

Privacy Permissions
Accessibility Contact us

Content created by the MIT Libraries, CC BY-NC unless otherwise noted. Notify
us about copyright concerns.

https://libguides.mit.edu/c.php?g=176367&p=1159524 3/3
IBM Ex-1017
Page 805



	IBM - Hesdorfer Declaration (1).pdf
	EXHIBIT A
	EXHIBIT B
	EXHIBIT C
	EXHIBIT D
	EXHIBIT E
	EXHIBIT F
	EXHIBIT G
	EXHIBIT H
	EXHIBIT I
	EXHIBIT J
	EXHIBIT K
	EXHIBIT L
	EXHIBIT M
	EXHIBIT N
	EXHIBIT O
	EXHIBIT P
	EXHIBIT Q
	EXHIBIT R
	EXHIBIT S




