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LISTING OF CHALLENGED CLAIMS

Claim 1

[1pre] A method comprising:

[1a] receiving, at a smartphone, an identification (ID) code from a third-
party trusted authority, the ID code uniquely identifying the
smartphone among a plurality of smartphones;

[1b] persistently storing biometric data and the ID code on the
smartphone,

[1c] wherein the biometric data is one selected from a group consisting
of facial recognition, a fingerprint scan, and a retinal scan of a
legitimate user;

[1d] receiving, at the smartphone, scan data from a biometric scan using
the smartphone;

[le] comparing, using the smartphone, the scan data to the biometric
data;

[ 11] determining whether the scan data matches the biometric data; and

[1g] responsive to a determination that the scan data matches the
biometric data, wirelessly sending, from the smartphone, the ID code
for comparison by the third-party trusted authority against one or
more previously registered ID codes maintained by the third-party
trusted authority,

[1h] a transaction being completed responsive to the third-party trusted
authority successfully authenticating the ID code,

[1i] wherein the transaction being completed includes accessing one or
more from a group consisting of a casino machine, a keyless lock,
an ATM machine, a web site, a file and a financial account.

Claim 2

[2] The method of claim 1, further comprising: receiving a request for
biometric verification, and responsive to a determination that the
scan data does not match the biometric data, indicating the
smartphone cannot verify the scan data as being from the legitimate
user, the smartphone does not send the ID code.
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Claim 3

[3] The method of claim 1, wherein completing the transaction includes
accessing an application.

Claim 4

[4] The method of claim 1, wherein the transaction being completed
responsive to the third-party trusted authority successfully
authenticating the ID code includes the third-party trusted authority
sending an indication that the third-party trusted authority
authenticated the ID code to another party.

Claim 5

[Spre] A smartphone comprising:

[5a] a persistent storage having an input that receives an identification
(ID) code from a third-party trusted authority, and biometric data,

[5b] wherein the biometric data is one selected from a group consisting
of facial recognition, a fingerprint scan, and a retinal scan, of a
legitimate user,

[5¢c] the ID code uniquely identifying the smartphone among a plurality
of smartphones,

[5d] the persistent storage storing the biometric data and the ID code,

[Se] the persistent storage having an output configured to provide a first
set of biometric data and the ID code for use on the smartphone;

[51] a validation module, coupled to communicate with the persistent
storage to receive the biometric data from the persistent storage,

[5g] the validation module having a scan pad to capture scan data from a
biometric scan,

[5h] the validation module comparing the scan data to the biometric data
to determine whether the scan data matches the biometric data; and

[51] a wireless transceiver that, responsive to a determination that the
scan data matches the biometric data, sends the ID code for
comparison by the third-party trusted authority against one or more
previously registered ID codes maintained by the third-party trusted
authority,

Vil
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[57] a transaction being completed responsive to the third-party trusted
authority successfully authenticating the ID code,

[5k] wherein the transaction being completed includes accessing one or
more from a group consisting of a casino machine, a keyless lock,
an ATM machine, a web site, a file and a financial account.

Claim 6

[6] The smartphone of claim 5, wherein the ID code is transmitted to the
third-party trusted authority over a network.

Claim 7

[7pre] A system, comprising

[7a] a smartphone that persistently stores biometric data and an ID
code,

[7b] wherein the biometric data is one selected from a group consisting
of facial recognition, a fingerprint scan, and a retinal scan data of a
legitimate user,

[7c] and the ID code is received from a third-party trusted authority, the
ID code uniquely identifying the smartphone among a plurality of
smartphones,

[7d] the smartphone configured to indicate that a biometric authentication
is requested,

[7e] the smartphone configured to wirelessly send the ID code to the
third-party trusted authority for authentication responsive to
determining that scan data from a biometric scan performed using
the smartphone matches the biometric data of the legitimate user,

[71] wherein a transaction is completed responsive to successful
authentication of the ID code by the third-party trusted authority,

[7g] wherein the transaction being completed includes accessing one or
more from a group consisting of a casino machine, a keyless lock,
an ATM machine, a web site, a file and a financial account; and

[7h] the third-party trusted authority operated by a third party,

[71] the third-party trusted authority storing a plurality of legitimate 1D
codes and authenticating the ID code received based on a

viil
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comparison of the ID code received and the legitimate ID codes
included in the plurality of the legitimate ID codes.

Claim 8

[8] The system of claim 7, wherein the smartphone receives an
authentication request, and in response, requests biometric scan from
a user to generate the scan data and, when the smartphone cannot
verify the scan data as being from the legitimate user, the
smartphone does not send the ID code.

Claim 9

[9] The system of claim 7, wherein completing the transaction includes
accessing an application.
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L. INTRODUCTION

Petitioner Apple Inc. (“Petitioner”) requests inter partes review (IPR) of
claims 1-9 (the “Challenged Claims”) of U.S. Patent No. 10,698,989 (the “°989
Patent”). This Petition demonstrates that there is a reasonable likelihood that
Petitioner will prevail with respect to at least one of these claims. Accordingly, it is
respectfully requested that the Board institute IPR of the 989 Patent pursuant to 37
C.F.R. §42.108.

II. OVERVIEW

The Challenged Claims are directed to a “method, smartphone and system
for allowing a user to carry out a transaction after the user has been successfully
authenticated using biometric information and [an] ID code.” EX1002, 070;
EX1001, 10:38-12:39. However, as demonstrated herein, using a smartphone to
authenticate users based on biometric information and ID codes was well known in
the art and would have been obvious to a person of ordinary skill in the art
(“POSITA”) before the alleged priority date of the *989 Patent.

III. GROUNDS FOR STANDING

Petitioner certifies that the *989 Patent is eligible for IPR, and that Petitioner
is not barred or estopped from requesting such review on the grounds identified

herein. 37 C.F.R. § 42.104(a).
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IV. STATEMENT OF PRECISE RELIEF REQUESTED FOR EACH
CLAIM CHALLENGED

Petitioner requests IPR pursuant to 37 C.F.R. § 42.108 and cancellation of

the Challenged Claims based on the following prior art:

Reference Filed Issued/Published Exhibit No.
Ludtke Dec. 11, 2000 Mar. 6, 2007 1005
Baird Oct. 5, 2004 Apr. 6, 2006 1006
Burger Sept. 30, 2004 Mar. 5, 2005 1007

The statutory grounds for the challenges are set forth in detail below and

summarized as follows:

Ground Claims Basis Reference(s)
1 1-9 pre-AIA §103 Ludtke and Baird
2 1-9 pre-AIA §103 Burger and Baird

V. OVERVIEW OF THE ’989 PATENT
A. Overview

The *989 Patent, titled “Biometric Personal Data Key (PDK)
Authentication,” issued on June 30, 2020. EX1001, (10), (45), (54). The *989
Patent relates to “authentication responsive to biometric verification of a user being
authenticated.” EX1001, 1:35-38, 2:9-11, 3:66-4:1.

The 989 Patent describes a “biometric key” as illustrated in Figure 2,

including a biometric module, a control module, and an RF module. EX1001, FIG.

2,4:60-64.
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EX1001, FIG. 2. The biometric key “provid[es] authentication information for a
biometrically verified user.” EX1001, 4:19-20; 4:10-12 (describing “biometric
verification using a fingerprint” and “other types of biometric data”).

The biometric key is integrated into another device (“integrated device”),
such as a “mobile phone (e.g. a cellular phone or smartphone).” EX1001, 4:26-31.
The integrated device includes storage to store a code such as a device identifier
(ID) and biometric data for a user. EX1001, 2:12-15. For biometric verification,
the integrated device compares the user’s biometric scan against the stored
biometric data, and if the scan data matches the biometric data, wirelessly sends
the code to an “authentication module” for authentication. EX1001, 2:16-29, 2:50-
67.

The *989 Patent discloses that “the code is registered with a trusted

authority” and “can be authenticated to a third party by the trusted authority.”
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EX1001, 2:44-46. The “code uniquely identifies the integrated device” and
“indicates that the biometric verification was successful.” EX1001, 2:46-47.
Figure 6 illustrates a process for “verifying a subject” using a biometric key.
EX1001, 8:21-22, FIG. 6. The device receives biometric scan data(e.g., fingerprint
scan) from the user (step 620). EX1001, FIG. 6. If the scan data matches
“previously-stored biometric data” (step 630), the user is “verified” (step 640), and

the “code” is sent to a trusted key authority (step 650). EX1001, 8:25-32, FIG. 6.

START
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610
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Receive Scan Data From A Subject
620

;

Scan Data Match Biometric Data? NO
630
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A
The Subject Is Verified Verification
As The Registered User Failed
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!

Wirelessly Send Code Indicating
St ful Verification of User

650
T

END
§95

FIG. 6

EX1001, FIG. 6.
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Once the code is received, as illustrated in Figure 7, the trusted key authority
determines whether the code is “authentic” (step 730). EX1001, 8:37-40, FIG. 7.
“If authentication is successful, the trusted key authority sends an access message
to [an] application to allow user access and/or provide additional information from
the profile” (step 740). EX1001, 8:40-43, FIG. 7. If authentication is unsuccessful,
authentication fails (step 750) and “the message to the application indicates that the

user should be denied access.” EX1001, 8:44-47, FIG. 7.

Wirelessly Receive The Code
710

¥

Request Authentication
Of The Code

120

'

Code Authenticated? NO
130

lves

A
Authentication
Send Access Message To The Application e

40 750
[ |

EX1001, FIG. 7.
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B.  Prosecution History

During prosecution, the Examiner repeatedly rejected the claims as obvious
over various prior art, and for non-statutory double patenting in view of U.S.
Patent Nos. 8,886,954, 8,352,730, and the then-pending application that issued as
U.S. Patent No. 9,298,905.2 EX1002, 398-411, 478-492, 883-897, 970-986, 1025-
1042, 1080-1095, 1160-1172.

Following Applicant’s unsuccessful attempts to amend the claims to
distinguish over the prior art, the Examiner suggested certain amendments to
“place them in better condition for allowance.” EX1002, 073. Pursuant to the
Examiner’s suggestions, Applicant’s sole amendment to the claims was to replace
the term “mobile phone” with the term “smartphone.” EX1002, 066-070.

The Examiner subsequently allowed the claims, stating in the reasons for

allowance: “[N]o parts of the cited arts teach or suggest limitations such as

2 Each of these patents has been the subject of respective IPR proceedings. See
[PR2021-01444, IPR2024-00232, IPR2024-00775, IPR2024-01333, [IPR2024-
01486, IPR2024-00233, IPR2024-00846, IPR2024-01334, IPR2024-01485,
[PR2021-01447, IPR2024-00234, IPR2024-00776, and IPR2024-01335. The *905
Patent was also subject to an ex parte reexamination, Serial No. 90/015,053, where

the patentee disclaimed the patent.
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persistently storing biometric data of a legitimate user and an ID code on the
smartphone, wherein the ID code is received from a third-party trusted authority,
the ID code uniquely identifies the smartphone from a plurality of smartphones.”
EX1002, 070-071.

The 989 Patent is also the subject of a pending ex parte reexamination
proceeding, Serial No. 90/015,054, where all claims currently stand rejected.

C. Effective Filing Date

The *989 Patent application was filed on February 20, 2016, claiming
priority to a provisional application filed December 20, 2004. EX1001, (22), (63),
(60), 1:7-19. For purposes of this proceeding only, Petitioner assumes that the
effective filing date of the 989 Patent is December 20, 2004.

VI. CLAIM CONSTRUCTION

The Challenged Claims of the 989 Patent are construed herein “using the
same claim construction standard that would be used to construe the claim in a
civil action under 35 U.S.C. § 282(b), including construing the claim in accordance
with the ordinary and customary meaning of such claim as understood by one of
ordinary skill in the art and the prosecution history pertaining to the patent.” 37
C.F.R. § 42.100(b). “[C]laim terms need only be construed to the extent necessary
to resolve the controversy.” Wellman, Inc. v. Eastman Chem. Co., 642 F.3d 1355,

1361 (Fed. Cir. 2011). Petitioner maintains that the prior art references relied on in
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this Petition meet or disclose each of the claim terms under any reasonable
construction. EX1003, 956.

The Board previously construed the term “third-party trusted authority” as
recited in the *989 Patent and related patents to mean “a trusted authority that is an
entity separate from the parties to a transaction.” Samsung Electronics America,
Inc. v. Proxense, LLC, IPR2021-01448 (“the Samsung IPR”), Paper 12 (EX1008),
11; EX1011, 9-12; EX1012, 9-11.

In the litigation related to the Samsung IPR, Proxense, LLC v. Samsung
Electronics Co., Ltd., No. 6-21-CV-00210 (W.D.Tex.), the court construed the
term “ID code” in the 989 Patent as “a unique code identifying a device.”
EX1009, 3. In the same IPR proceedings concerning related patents, although the
Patent Owner requested that the Board adopt the court’s construction of “ID code,”
the Board declined because it did not find it necessary to provide an express

construction. EX1011, 12; EX1012, 11.

3 Claim language appears in italics throughout this Petition.
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Because the prior art in this Petition discloses each of these prior
constructions, and the plain and ordinary meaning of all terms, Petitioner submits
that no claim terms need be construed to resolve unpatentability.* EX1003, 58.

VII. LEVEL OF ORDINARY SKILL IN THE ART

A POSITA at the time of the alleged invention or priority date of the *989
Patent would have had at least a bachelor’s degree in Computer or Electrical
Engineering or an equivalent engineering discipline, and at least three years of
experience in the field of encryption and security, or the equivalent. Additional
education could substitute for professional experience, and significant work
experience could substitute for formal education. EX1003, 960.

VIII. DETAILED EXPLANATION OF HOW CHALLENGED CLAIMS
ARE UNPATENTABLE

A.  Ground 1: Claims 1-9 Are Unpatentable Over Ludtke and Baird
1.  Ludtke

Ludtke, titled “Secure and Convenient Method and Apparatus for Storing
and Transmitting Telephony-Based Data,” filed December 11, 2000, is prior art

under at least pre-AIA §§102(a), (e). EX1005, (22), (54). Ludtke was not cited or

* Petitioner reserves the right to take different claim construction positions in other

fora.
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applied to reject any claims during prosecution of the *989 Patent. EX1001, (56);
EX1002; EX1003, 61.

Ludtke discloses systems and methods of authorizing a user to conduct a
transaction using biometric authentication for a “privacy card” and/or “digital
wallet” (each also referenced as a “transaction device”). EX1005, Abstract, 3:32-
36, 6:36-44. The transaction device includes a processor, memory, and fingerprint
recognition technology. EX1005, 5:60-64, FIG. 7A. The device persistently stores
“authorized fingerprint recognition samples,” a device ID corresponding to the
transaction device, and a public key infrastructure (“PKI”’). EX1005, 11:66-12:7,
14:19-21, 38:26-29. The biometric device can use other techniques, such as a
“retinal scan, voice, DNA, hand profile, face recognition, etc.,” instead of or in
addition to fingerprints. /d., 35:61-64; EX1003, 462.

When an authorized user attempts to use the transaction device, e.g., at a
point of sale (“POS”) terminal, other “service,” or “web-based transaction,” the
user is “prompted to supply a fingerprint recognition sample.” EX1005, 1:22-38,
14:33-42, 18:45-55, 28:15-62. The sample is compared to stored fingerprints and if
the sample is recognized, the user is authorized for the device. EX1005, 14:40-46;

EX1003, 963.

10
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Once authorized, a “secure communications session’ to a “transaction
processing clearing house” [TPCH] is opened, “requesting a transaction,” and the
POS terminal provides to the TPCH the transaction record that it received from the
web browser and the unique ID°® of the transaction device.” EX1005, 29:5-12,
27:12-13, 34:25-27. The TPCH is a trusted third-party agent, separate from the
transaction device, personal POS terminal and the back-end transacting entity (e.g.,
vendor). EX1005, 7:42-48, 9:26-34, FIG. 6; EX1003, 64.

Ludtke discloses an alternate embodiment in which the POS “functionality
of providing secure communication and transactions with the [TPCH]” described
above “can be integrated into the digital wallet directly.” EX1005, 28:41-45. Thus,
Ludtke also discloses communicating the device ID directly from the transaction
device to the TPCH. ; EX1003, 965.

Next, “[t]he TPCH uses the unique ID of the transaction device to process
the transaction. After validating that the transaction device is in good standing and

that the selected account has sufficient funds for the transaction, the TPCH issues a

> Also interchangeably referred to in Ludtke as “transaction privacy clearing
house.” See EX1005, 6:37-38.
% Throughout this Petition, emphasis added by the Petitioner is indicated in bold

italics.

11
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transaction confirmation back to the personal POS terminal” that “reflects the
transaction confirmation back to...the transaction device.” EX1005, 29:12-23,

FIG. 15.

INITIATE TRANSACTION

: 1510
PRIVACY CARD INFO ./
PROVIDED TO TPCH

TPCH CONFIRMS TRANSAGTION] ' 52

AND SENDS CONFIRMATION
TO VENDOR AND USER

1 1525
VENDOR COMPLETES S
TRANSACTION

FIG. 15

1505

EX1005, FIG. 15; EX1003, 466.

Ludtke is analogous art to the 989 Patent because it is directed to the same
field of endeavor—i.e., user authentication methods and systems for networked
communications devices. Even if Ludtke were not directed to the same field of
endeavor (it is), at a minimum it is reasonably pertinent to the problem the inventor
of the 989 Patent was trying to solve—namely, “providing systems and methods

for authentication responsive to biometric verification of a user being

12
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authenticated.” Compare EX1001, 1:35-38, 2:10-12, with Ludtke, 1:59-61.
EX1003, 967.

2. Baird

Baird, titled “Apparatus and Method for Authenticating Access to a Network
Resource Using Multiple Shared Devices,” filed October 5, 2004, and published
April 6, 2006, qualifies as prior art under pre-AlIA §§102(a), (¢). EX1006, (22),
(43), (54). Baird was not cited or applied to reject any claims during prosecution of
the 989 Patent. EX1001, (56); EX1002; EX1003, 968.

Baird “relates to means and methods for secure access to network resources”
that “allow users to be authorized to authenticate through a single given mobile
device.” EX1006, Abstract, [0001], [0005]. An overall architecture for Baird is

shown in FIG. 1:

fo2 -

=

RE

13
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EX1006, FIG. 1 (annotated). Baird describes a biometric key integrated into the

device 104, as shown in FIG. 3:

L~ i0%

FiG. 3

EX1006, FIG. 3 (annotated). Device 104 comprises “at least one biometrics input
device, such as a fingerprint reader,” which can be used for user authentication.
EX1006, [0033], [0034]. The device 104 can be “a ‘smart’ cell phone” or “smart
phone.” EX1006, [0031], [0079]; EX1003, 969-70.

Baird is analogous art to the 989 Patent because it is directed to the same
field of endeavor: user authentication methods and systems for networked
communications devices. Even if Baird were not directed to the same field of

endeavor (it is), at a minimum it is reasonably pertinent to the problem the inventor

14
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of the 989 Patent was trying to solve—namely, “providing systems and methods
for authentication responsive to biometric verification of a user being
authenticated.” Compare EX1001, 1:35-38, with EX1006, [0001], [0004]-[0006].
EX1003, 971.

3. Motivation to Combine

A POSITA would have found it obvious and would have been motivated to
combine the teachings of Ludtke and Baird with a reasonable expectation of
success. EX1003, 972.

Ludtke describes a system that authorizes a user to conduct a transaction using
a “biometric device” (also called a “transaction device”) such as a privacy card
and/or digital wallet. More specifically, Ludtke discloses systems and methods of
authorizing a user to conduct a transaction using a “biometric device,” that employs
fingerprint recognition technology for biometric verification in conjunction with an
ID code. EX1005, Abstract, 3:32-36, 5:60-64, 6:36-44. Ludtke states that the
“privacy card” (transaction device) is “configured to be sized for easy carrying and
use” and is thus portable. EX1005, 11:64-65. Ludtke teaches that some of the data
storage requirements of its transaction device can be offloaded to “another portable
device such as a cell phone,” assuming that such other portable device is “always or
typically in the proximity of the transaction device.” EX1005, 34:19-24. A POSITA

considering these teachings in Ludtke would have recognized that since the

15
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transaction device might “always or typically” be in proximity to a cell phone, and
both devices are portable, it would often be inconvenient for the user to carry
multiple devices. EX1003, 73.

Baird provides a technical solution to the problem. Baird teaches integrating
a biometric input and transaction device into a smart phone, and combining multiple
authentication features in a single smart phone. EX1006, [0002] (“the single mobile
device performs authentication and login to multiple resources using separate
passwords or authentication credentials”), [0031], [0079]. As Baird states, the user
“proves his or her identi[t]y” to the (“‘smart’ cell phone”) device through a
“biometrics input device, such as a fingerprint reader.” EX1006, [0031]-[0034]. A
POSITA looking at Baird would have recognized that incorporating the “transaction
device” and biometric transaction authentication features of Ludtke into a
“smartphone” with biometric authentication as taught by Baird would be
advantageous because it reduces the number of devices that a user would need to
carry. Similar to Ludtke, Baird stresses that “single device 104 is upgraded with
additional elements that allow device 104 to operate as a trusted device, that is, a
device requiring user identification.” EX1006, [0034]. Indeed, integrating an IC card
into a cell phone and adding features to increase user convenience was well-known
as of the priority date of the 989 Patent. EX1015, [0002], [0004] (“Portable

terminals such as mobile units proposed heretofore also include those equipped with
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a chip element having the function of the IC card described above, as an IC chip.”),
[0018] (“The present invention lifts the limit on the number of application programs
operable with the noncontact IC chip, and improves the convenience of the mobile
unit”); EX1003, 474.

And a POSITA would have had a reasonable expectation of success in
making such combination. Both Ludtke and Baird relate to controlling access to
network resources by utilizing biometric authentication, such as through a
fingerprint scan, and their systems contain overlapping features and functionality.
For example, Ludtke and Baird use overlapping hardware in their respective
systems, such as fingerprint scanners, display screens, input devices, persistent
memory, wireless communications elements, and speakers in a palm-sized form
factor. Ludtke’s “transaction device” (privacy card) includes a “display,” a “data
input mechanism” which is “preferably a touch mechanism,” a “fingerprint
recognition pad,” and even an “audio output.” EX1005, FIG. 7C. Similarly, Baird’s
smartphone includes a “user input device,” an output device which can include a
“display screen,” a “fingerprint reader,” and speakers and “audio input, especially
voice.” EX1006, FIG. 3. Also, both Ludtke’s and Baird’s systems and devices can
facilitate “e-commerce.” Baird’s smartphone can conduct secure “transactions” at
“an on-line e-commerce site.” EX1006, [0021], [0034]. Similarly, Ludtke

describes that “[t]he user connects to and performs transactions” with an
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“eCommerce system” through its “transaction device.” EX1005, 3:14-47. Given
the overlap in features and functionality, a POSITA would have recognized that
modifying Ludtke’s system according to the teachings of Baird required only basic
hardware/software modifications and routine skill. For example, because the
constituent hardware components are largely the same, a POSITA would realize
that the smartphone of Baird could be modified to incorporate Ludtke’s “privacy
card” with a firmware/software interface between such components. EX1003, §75.
Combining the teachings of Ludtke and Baird would have involved
combining prior art elements according to known techniques to yield predictable

results. KSR Int’l Co. v. Teleflex Inc., 550 U.S. 398, 415-421 (2007); EX1003, 476.

4. Detailed Analysis
a.  Claim1
[1pre] “A method comprising:”

To the extent limiting, Ludtke discloses [1pre]: “The system and method of
the present invention enables a user to conduct electronic commerce transactions
without compromising the user’s personal identification information and
identity....” EX1005, 3:14-36; EX1003, 977.

[1a] “receiving, at a smartphone, an identification (ID) code from a third-party

trusted authority, the ID code uniquely identifying the smartphone among a
plurality of smartphones;”

Ludtke in view of Baird discloses [1a]. EX1003, 978.
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Ludtke discloses “receiving...an identification (ID) code from a third-party
trusted authority” because in Ludtke a “unique identifier (ID)” or “globally unique
silicon ID (GUID) 764” (“identification (ID) code’) is assigned to the “transaction
device” by a “single trusted” and “highly secured” transaction privacy clearing
house (TPCH) (“third-party trusted authority”). EX1005, FIGS. 1, 7A-C, 8, 9A-B,
10, 11, 3:32-46, 4:48-50, 6:36-51, 10:64-67, 11:63-12:7, 13:39-43, 29:10-15,
34:25-27. This “unique / device ID” is used by the transaction device in
conjunction with the TPCH to conduct transactions, such as e-commerce
transactions. /d. FIG. 1 of Ludtke and accompanying text show how the TPCH

interacts with the transaction device:
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EX1005, FIG. 1 (annotated). The TPCH controls assignment and delivery of the

unique identifier to the user device as seen, e.g., in FIG. 11.
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EX1005, FIG. 11 (annotated). “At step 1103 the processing facility creates a new
transaction device and personalizes it with the fingerprint and other data that was
collected during registration. The processing facility delivers the transaction
device to the user.” EX1005, 20:15-18. The “processing facility” is part of the
TPCH. Id., 20:12-14; EX1003, 979.

Consistent with the Board’s construction of “third-party trusted authority,”

Ludtke describes that the TPCH is a “trusted” entity separate from the parties to
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the transaction, i.e., the user and the “external retailers and vendors” that complete

the transaction. EX1005, 4:48-50, 9:35-39, FIG. 6; EX1011, 20-24; EX1012, 19-

24.
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EX1005, FIG. 6 (annotated); EX1003, §80.

Ludtke further discloses that the separation between the TPCH, vendors, and
the POS on which the user/transaction device is performing a transaction “ensures
that only authorized entities are allowed access to data and that only authorized

transaction devices can execute transactions against a user's account,” thereby
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allowing the TPCH to function “as the middleman of the distribution channel.”
EX1005, 7:44-48, 9:26-59. Accordingly, the TPCH is a third-party trusted
authority. EX1003, q81.

Baird teaches that a transaction device can be a secure “‘smart’ cell phone” or
“smart phone” (“smartphone”) for conducting e-commerce transactions over a
network. EX1006, [0031], [0079]. As discussed in the “Motivation to Combine”
section, a POSITA would have found it obvious to integrate the “transaction
device” using biometric authentication taught in Ludtke (e.g., “privacy card,”
“digital wallet”) into Baird’s “smart phone.” Moreover, as a POSITA would have
understood, Ludtke’s “transaction device” could be pre-installed into a smartphone
by the TPCH before delivery to a user, or could be inserted into the smartphone by
the user as a card device, such that the unique identifier (ID) (“identification (ID)
code”) is received “at the smartphone.” EX1015, [0004] (“Portable terminals such
as mobile units proposed heretofore also include those equipped with a chip
element having the function of the IC card described above, as an IC chip.”).
EX1003, 982.

Ludtke in view of Baird discloses “the ID code uniquely identifying the
smartphone among a plurality of smartphones” because Ludtke describes the
“globally unique silicon ID (GUID) 764 is used to identify” the transaction device

“among other existing transaction [devices],” where the transaction device can be
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integrated into Baird’s “smartphone.” EX1005, 13:39-43; EX1006, [0031].
Additionally, the TPCH can “maintain a copy” of “unique transaction device ID
values” so that “whenever a transaction arrives with one of these values, the TPCH
knows which transaction device, and hence which user, the transaction it
associated with.” EX1005, 30:23-27. Thus, Ludtke discloses that the “ID code” is
associated with a specific “transaction device.” EX1003, §83.

[1b] “persistently storing biometric data and the ID code on the smartphone,”

Ludtke in view of Baird discloses [1b]. EX1003, 984.

Ludtke discloses “persistently storing biometric data” on the “transaction
device.” For example, “[t]he user identity info block 760...may contain the
authorized fingerprint recognition samples.” EX1005, 14:19-21. Additionally,
“[t]he user is prompted to supply a fingerprint recognition sample. This [user
authentication block of the transaction device] captures the sample, and carries out
a recognition algorithm against the authorized samples that are stored in the user
identity block [of the transaction device]....” Id., 14:33-46. Fingerprints are
“biometric data.” Id., 4:66-5:1. Ludtke explains that “[t]he fingerprint data entry
process may be performed at least twice, to confirm that the user has entered the
correct data,” such that “fingerprint image data” can be written “into write-once
memory” (“persistent stor[age]”). EX1005, 19:9-40. Ludtke further discloses

“persistently storing the ID code” because it describes the transaction device
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storing the “unique transaction device ID value[]” in its “permanent memory” and

containing the “globally unique silicon ID (GUID)” as shown, e.g., in FIG. 7B.

EX1005, 21:8-11, 30:20-23, FIG. 7B.
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EX1005, FIG 7B (annotated); EX1003, 985-87.

Baird discloses a “smartphone” into which a POSITA would have found

(15

obvious to integrate Ludtke’s “transaction device,” as discussed in the “Motivation

to Combine” section. EX1006, FIGS. 3, 4, [0031]-[0033], [0079]. When integrated
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as such, the unique silicon ID for the transaction device is stored “on the
smartphone” so that the device can be identified when communicating with other
network resources. EX1003, 488.

[1c] “wherein the biometric data is one selected from a group consisting of facial
recognition, a fingerprint scan, and a retinal scan of a legitimate user;”

Ludtke discloses “wherein the biometric data is one selected from a group
consisting of facial recognition, a fingerprint scan, and a retinal scan of a
legitimate user” because, as addressed in [1b], Ludtke expressly discloses using a
fingerprint scan as biometric data. EX1005, 4:66-5:1 (“authentication may be
achieved by using...a biometric solution (e.g., fingerprint recognition)”); EX1003,
1989-90.

[1d] “receiving, at the smartphone, scan data from a biometric scan using the
smartphone;”

Ludtke in view of Baird discloses [1d]. Ludtke discloses “receiving...scan
data from a biometric scan” because Ludtke discloses validating a user by
prompting the user to “supply a fingerprint recognition sample” and receiving a
fingerprint sample (“receiving...scan data”) from a fingerprint recognition pad
(“from a biometric scan™). EX1005, 14:33-54, 16:47-49. Baird discloses a
“smartphone” which includes “at least one biometrics device, such as a fingerprint
reader.” EX1006, FIG. 3; [0031]-[0033]. As discussed in the “Motivation to

Combine” section, a POSITA would have found it obvious to integrate Ludtke’s
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13

“transaction device” in Baird’s “smartphone,” and as such, the scan data is
“receivf/ed] at” and “using the smartphone.” EX1003, 4991-93.

[1e] “comparing, using the smartphone, the scan data to the biometric data;”

Ludtke in view of Baird discloses [1e]. Ludtke discloses “comparing...the
scan data to the biometric data’ in that it describes that after “the user is prompted
to supply a fingerprint recognition sample,” the transaction device “captures the
sample, and carries out a recognition algorithm against the authorized samples that
are stored in the user identity block.... If @ match is found, the user is authorized
to access the data and functionality of the device.” EX1005, 14:40-46, 16:47-49.
Baird discloses a “smartphone” into which a POSITA would have found obvious
to integrate Ludtke’s “transaction device,” as discussed in the “Motivation to
Combine” section, and as such, the step of “comparing” would be performed
“using the smartphone.” EX1006, FIGS. 3, 4, [0031]-[0033], [0079]. Indeed, Baird
itself discloses that “the device 104 [functions] as a trusted device, that 1s, a device
requiring user authentication. The user proves his or her identify [sic] to the device
104 in various ways using one or more multiple techniques,” which can include
using “biometrics input.” EX1006, [0034]. Moreover, in Baird, “[a] credentials
database is stored in the device.... If a biometric device is being used, their
identification specifications are stored also in the credentials database, and are used

when the user authenticates to the device.” EX1006, [0074]. EX1003, 4494-96.
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[1f] “determining whether the scan data matches the biometric data; and”
Ludtke discloses “determining whether the scan data matches the biometric

data” in that it describes that the fingerprint scanner “captures the sample, and
carries out a recognition algorithm against the authorized samples that are stored in
the user identity block.... If a match is found, the user is authorized to access the
data and functionality of the device.” EX1005, 3:38-39, 14:40-46, 16:47-49. Baird
also discloses that the “user proves his or her identify [sic] to the device” using,
e.g., biometric input. EX1006, [0034]; EX1003, 4997-98.
[1g] “responsive to a determination that the scan data matches the biometric

data, wirelessly sending, from the smartphone, the ID code for comparison

by the third-party trusted authority against one or more previously
registered ID codes maintained by the third-party trusted authority,”

Ludtke and Baird disclose or render obvious [1g] because Ludtke discloses
the transaction device sending the transaction device ID (“ID code”) to the “single
trusted” and “highly secured” TPCH (“third-party trusted authority”) for
validation/confirmation using, e.g., “wireless or cellular signals” (“wirelessly”)
once a fingerprint match is identified, and Baird describes that the transaction
device can be implemented on a “smartphone.” EX1005, 5:63-64, 7:46-48, 9:26-
59, 28:50-29:12, 30:23-27; EX1006, [0031], [0079]; EX1003, 999.

First, Ludtke determines whether the “scan data matches the biometric data”

(as explained for [1b] and [1c]) and “send/s] the transaction device ID” to the
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TPCH “responsive to” a match determination between the scan data and stored
data. EX1003, 9100.

When “the transaction device is used to trigger shopping activity” such as a
“web-based transaction using a transaction device such as a privacy card and/or
digital wallet and a personal POS terminal,” “the user may tap on an on-screen
icon being displayed by the transaction device, e.g., digital wallet; and the digital
wallet transmits a signal,” which “causes” a “web browser” for purchasing desired
content “to launch.” EX1005, 28:15-40. “[T]he browser communicates with the
personal POS terminal, requesting it to initiate a transaction” and “provides a
transaction record, which includes all of the necessary data to support th[e]
transaction....” EX1005, 28:13-56; EX1003, q101.

The POS asks the transaction device to “validate the user” and the user is
“prompted to supply a fingerprint recognition sample.” EX1005, 1:22-38, 14:33-
42, 18:45-55, 28:57-62. The sample is compared to stored fingerprints and if the
sample is recognized, the user is authorized. EX1005, 14:41-46. After the
transaction device receives the fingerprint recognition sample “to confirm [an]
entire transaction and that the user is authorized,” the personal POS terminal
“opens a secure communications session to the TPCH, requesting a transaction”
and “provides the transaction record that it received from the web browser and the

unique ID of the transaction device.” EX1005, 28:50-29:12, 27:12-13 (“[p]rivacy
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card information is provided to TPCH, step 1510.”), 34:25-27 (explaining that
“necessary secure transaction communication with the TPCH, providing the
transaction data and its device ID.”); EX1003, 4102.

The “confirmation that the user is authorized” is based on the match between
the scan data and stored data as explained for [1b] and [1c]. EX1005, 14:40-46,
4:62-5:1 (“The transaction device enhances security by authenticating the user of
the card prior to usage such that if a card is lost or stolen...[a]uthentication may be
achieved by using...a biometric solution (e.g., fingerprint recognition).”); EX1003,
q103.

Ludtke discloses an alternate embodiment in which the POS’ “functionality
of providing secure communication and transactions with the [TPCH],” described
above, “can be integrated into the digital wallet directly.” EX1005, 28:41-45. Thus,
Ludtke also discloses communicating the device ID directly from the transaction
device to the TPCH responsive to a “match” between the scan data and stored data.
EX1003, 9104.

Second, Ludtke discloses sending the transaction device ID “wirelessly.”
Ludtke discloses that “the TPCH is located at a secure location” and “embodied as
a secure server.” EX1005, 9:26-34. The TPCH receives incoming communications,
including the transaction ID, using an “incoming communications mechanism 605

using “wireless or cellular signals.” EX1005, 9:35-42; EX1003, q105.
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Finally, Ludtke discloses that the TPCH is a “third-party trusted authority”
for validating/confirming that ID code by comparing the received transaction ID
against one or more previously stored (registered) IDs. EX1003, q106.

As Ludtke explains, the TPCH is an entity separate from the parties to a
transaction (third party) because it is distinct from the transaction device, the POS
on which the user/transaction device is performing a transaction, and the “external
retailers and vendors” that complete the transaction. EX1005, 9:35-39, FIG. 6.
Indeed, Ludtke explains, “[t]he incoming communications mechanism 605 and
outgoing communications mechanism 610 are the means of communicating with
external retailers and vendors, as well as the transaction device.” EX1005, 9:35-
39. That the vendors and transaction device are “external” to the TPCH confirms

that the TPCH is a third party, and not a party to the transaction itself.
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EX1005, FIG. 6; EX1003, 9107.

This is consistent with the Board’s construction that “third-party trusted
authority” is a “trusted authority that is an entity separate from the parties to the
transaction.” EX1008, 11. It is also consistent with Patent Owner’s agreement—in
IPR proceedings involving related patents—that ““a ‘third-party trusted authority’ is
an institution or entity that is outside of the multi-party system (user and
application or vendor) that 1s being authenticated.” EX1013, 13-15. Indeed, the
Board differentiated the prior art cited in IPR2021-01447 because the purported

third party authority was not a third party at all, stating “the DPC is the resource to
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be accessed, but it is a party to the transaction, rather than a third party.” EX1013,
24; EX1003, 9108.

Here, to the extent Patent Owner might argue that the TPCH of Ludtke is
similar to the mapping in the prior IPR, Patent Owner is wrong. Ludtke expressly
identifies the TPCH as external to the parties to the transaction, capable only of
communication with the parties. The TPCH remains independent of the user, POS,
and “external” vendors. Moreover, Ludtke discloses that the TPCH “may issue a
funds settlement request to a third party financial institution on behalf of the user,
causing the necessary funds to be transferred to the vendor from the user’s
account,” thus further confirming that the TPCH is not the vendor/retailer, or even
the user’s financial institution (not a principal party to the transaction, and
therefore a third party). EX1005, 29:43-46, 7:44-48, 9:26-59. Accordingly, the
TPCH is a third-party trusted authority. EX1003, q109.

The TPCH includes databases for storing the transaction ID and linking the
user to the transaction ID. EX1005, 10:15-45, 33:37-41. For example, the
“customer database” “holds information regarding each customer of the TPCH”
and links the “actual user identity information” to “the digital aliases provided by
the transaction device,” i.e., the transaction device ID. EX1005, 10:15-19, 33:39-
42 (“the transaction device acts as a digital alias for its user”). The “transaction

database” maintains transaction records that include the transaction device ID.
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EX1005, 10:19-45, 33:37-41 (““Whenever the user carries out a transaction using

the system, vendors receive only the transaction device ID in the transaction

record.”).
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EX1005, FIG. 6 (annotated); EX1003, q110.
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Ludtke further discloses that the TPCH can “maintain a copy” of “unique
transaction device ID values” so that “whenever a transaction arrives with one of
these values, the TPCH knows which transaction device, and hence which user,
the transaction it associated with.” Ludtke 30:23-27. Thus, Ludtke discloses storing
device ID codes. As a POSITA would understand, this would include the unique
silicon ID for the transaction device and/or phone so that the device can be
identified when communicating with other network resources. EX1003, q111.

Moreover, a POSITA would have understood from this language that the
TPCH compares the received transaction device ID to one or more transaction IDs
stored in the customer databases. EX1005, 29:12-14, 30:23-27. As discussed in the
“Motivation to Combine” section, a POSITA would have found it obvious to
integrate Ludtke’s “transaction device” into Baird’s “smartphone,” such that the
resultant smartphone device performs the functionality discussed for Ludtke’s
device. EX1003, 9112.

[1h] “a transaction being completed responsive to the third-party trusted
authority successfully authenticating the ID code,”

Ludtke discloses [1h]. Ludtke discloses “a transaction being completed
responsive to the third-party trusted authority successfully authenticating the ID
code” because after the TPCH authenticates the transaction device ID (“ID code”),
the transaction device receives an indication of “approval of the transaction to be

performed” from the TPCH, which allows the user to complete a “purchase” or
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“shopping activity” (“transaction”). EX1005, 6:36-44, 28:26-29:23; EX1003,
M113-114. See also analysis for [1g], above.
[1i] “wherein the transaction being completed includes accessing one or more

from a group consisting of a casino machine, a keyless lock, an ATM
machine, a web site, a file and a financial account.”

Ludtke discloses [11]. Ludtke discloses “the transaction being completed”
that includes “accessing” at least a “web site” and a “financial account.” For “web
site,” Ludtke describes that “the user connects to and performs transactions with
the eCommerce system through a transaction device which has a unique identifier
(ID).” EX1005, 3:32-35. FIG. 17 of Ludtke describes a “typical web-based
transaction” in which “the user may either navigate to a web page [web site] by
using the facility of the web browser, or by triggering a shopping activity using the
transaction device.... The user triggers the purchase, usually by clicking “Buy!” or
similar button in the web browser.” EX1005, 28:13-40. “The personal POS
terminal provides the transaction record that it received from the web browser and
the unique ID of the transaction device. The TPCH uses the unique ID of the
transaction device to process the transaction.” EX1005, 29:11-14. For “financial
account,” Ludtke describes, e.g.: “[t]he transaction device may represent a single
account such as a particular credit card, or it might represent multiple accounts
such as a credit card, telephone card and debit card.” EX1005, 5:49-52; EX1003,

9115-116.
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b. Claim 2

[2] “The method of claim 1, further comprising: receiving a request for
biometric verification, and responsive to a determination that the scan data
does not match the biometric data, indicating the smartphone cannot verify
the scan data as being from the legitimate user, the smartphone does not
send the ID code.”

Ludtke in view of Baird teaches or suggests this limitation. Ludtke discloses
“receiving a request for biometric verification” because the “transaction device
requests the user to authenticate himself, for example, by fingerprint recognition.”
EX1005, 27:28-30. As discussed in [1e] and [1f], Ludtke discloses that the
transaction device can make “a determination that the scan data does not match
the biometric data.” See [1¢], [1f]. Ludtke describes that its transaction device
“carries out a recognition algorithm against the authorized [fingerprint] samples
that are stored in the user identity block™ and “[i]f a match is found, the user is
authorized to access the data and functionality of the device.” EX1005, 14:33-46.
On the other hand, if a match is not found, “an error message is output and the DW
[digital wallet] returns to checking to see if a fingerprint has been detected.”
EX1005, 39:47-59. Based on this disclosure, a POSITA would understand that if
no match is found for the biometric input, this “indicat[es]” that the transaction
device “cannot verify the scan data as being from the legitimate user,” and any
transaction is canceled so that it is unnecessary for the transaction device to send

its ID code (“does not send the ID code’) to the TPCH; see also FIG. 31
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(outputting “error message” if no match). As discussed in the “Motivation to
Combine” section, a POSITA would have found it obvious to integrate Ludtke’s
“transaction device” into Baird’s “smartphone,” such that the resultant smartphone
device performs the functionality discussed for Ludtke’s device. EX1003, q9117-

120.

C. Claim 3

3] “The method of claim 1, wherein completing the transaction includes
p g
accessing an application.”

Ludtke in view of Baird teaches “wherein completing the transaction
includes accessing an application.” According to the *989 patent, an application
“can be, for example, a casino machine, a keyless lock, a garage door opener, an
ATM machine, a hard drive, computer software, a web site, a file, a financial
account (e.g. a savings account, credit line, etc.) and the like.” EX1001, 6:42-47;
EX1003, 99121-122.

Ludtke describes that for some transactions, the transaction device accesses
a web browser. EX1005, 20:51-53 (transaction device “can interact with a web
browser, providing the necessary digital wallet identification information to the
browser or other network software”). Ludtke further discloses that a “software
agent” on the transaction device “can interact with other agents on other platforms
(on PC’s or DTV’s, on web servers, etc.)” in relation to electronic coupons, direct

marketing, and the like. EX1005, 15:15-35. A POSITA would have understood
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29 ¢¢

that each of the “web browser,” “software agent,” and “other agents” in Ludtke is
computer software, and thus an “application.” EX1003, 9123.

Baird describes that access to applications can be restricted, e.g.: “if the user
needs to access an application on a server on the network or Internet, the device
should transparently authenticate to that application using passwords, or Public
Key Infrastructure (PKI) certificates, or whatever other credentials the application
requires.” EX1006, [0088]. Based on this disclosure, a POSITA would understand
that with the integration of Ludtke’s “transaction device” into Baird’s
“smartphone,” where access to applications are restricted, “completing the

transaction includes accessing an application.” EX1003, q124.

d. Claim 4

[4] “The method of claim 1, wherein the transaction being completed responsive
to the third-party trusted authority successfully authenticating the ID code
includes the third-party trusted authority sending an indication that the
third-party trusted authority authenticated the ID code to another party.”

Ludtke discloses this limitation. EX1003, 99125-126.

As discussed in [1h], Ludtke discloses “the transaction being completed
responsive to the third-party trusted authority successfully authenticating the ID
code.” See [1h]; EX1003, q127.

Ludtke further discloses “the third-party trusted authority sending an
indication that the third-party trusted authority authenticated the ID code to

another party” in that the TPCH (third-party trusted authority) sends the vendor in
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an e-commerce transaction an indication that the transaction has been approved
(i.e. that the ID code for the user’s device was authenticated). See FIG. 15 of

Ludtke, below:

INITIATE TRANSACTION

l 1510
PRIVACY CARD INFO N\
PROVIDED TO TPCH

|

Y 1520
TPCH CONFIRMS TRANSACTION] ~

AND SENDS CONFIRMATION
TO VENDOR AND USER

: 1525
VENDOR COMPLETES b\
TRANSACTION

FIG. 15
EX1005, FIG. 15 (annotated). Ludtke explains: “[a]t step 1505, the user initiates

1505

the transaction. This transaction may be one over the Internet or through a retail
store or bank.” EX1005, 27:4-16. “Privacy card information,” which includes the
unique device ID, “is provided to TPCH, step 1510.” Id. “The TPCH, at step 1520,
confirms the transaction and provides the confirmation to the vendor and the user.”
1d. A POSITA would have found it obvious to integrate Ludtke’s “transaction
device” into Baird’s “smartphone,” such that the resultant smartphone device

performs the functionality discussed for Ludtke’s device. EX1003, 4128.

40



Petition for Inter Partes Review of U.S. Patent No. 10,698,989

e. Claim 5
[Spre] “A smartphone comprising:”

To the extent limiting, Ludtke in view of Baird discloses [Spre] because
Ludtke discloses a transaction device which Baird teaches can be integrated in
“smartphone.” See [1a], [1b]; EX1003, q129.

[Sa] ““a persistent storage having an input that receives an identification (ID)
code from a third-party trusted authority, and biometric data,”

Ludtke discloses this limitation. As discussed in [1a]-[1b], Ludtke discloses
a permanent memory (“persistent storage”) of a transaction device “that receives
an identification (ID) code from a third-party trusted authority, and biometric
data.” See [1a], [1b]. Ludtke further discloses that the memory or storage of the
transaction device “having an input” because Ludtke describes that the device may
include, e.g., a “magnetic stripe” or “smart card chip interface” that can be used to
input/output information for storage into memory. EX1005, FIG. 7B, 13:18-61. A
POSITA would understand that Ludtke’s “transaction device” could either be pre-

(13

installed into a Baird’s “smartphone” for delivery to a user by the TPCH, or could

be inserted by the user as a card into the smartphone. EX1003, 99130-131.

[Sb] “wherein the biometric data is one selected from a group consisting of facial
recognition, a fingerprint scan, and a retinal scan, of a legitimate user,”

Ludtke discloses [5b]. See [1c]; EX1003, q9132-133.
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[Sc] “the ID code uniquely identifying the smartphone among a plurality of
smartphones,”

Ludtke in view of Baird discloses [5c]. See [1a]; EX1003, 9134-135.

[5d] “the persistent storage storing the biometric data and the ID code,”

Ludtke in view of Baird discloses [5d]. See [1b]; EX1003, qq136-137.

[Se] “the persistent storage having an output configured to provide a first set of
biometric data and the ID code for use on the smartphone;”

Ludtke in view of Baird discloses [Se]. EX1003, q138.

As discussed in [1b] and [5a], Ludtke discloses or teaches “the persistent
storage having an output configured to provide a first set of biometric data and the
ID code.” See [1a], [Sa]; EX1003, 9139.

Ludtke and Baird teach or suggest that biometric data and ID code are “for
use on the smartphone” because Ludtke describes that its transaction device
“carries out a recognition algorithm against the authorized samples that are stored
in the user identity block™ and the “globally unique silicon ID (GUID) is used to
identify the [transaction device] among other existing [transaction devices],” while
Baird teaches that the integrated device can be implemented in a “smart phone.”
EX1005, FIGS. 7B, 7C, 14:33-46, 13:39-43, 34:26-28, 29:10-14; EX1006, [0031],
[0079]. As discussed in the “Motivation to Combine” section, a POSITA would
have found it obvious to integrate Ludtke “transaction device” into Baird’s

“smartphone.” EX1003, q140.
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[51] “a validation module, coupled to communicate with the persistent storage to
receive the biometric data from the persistent storage,”

Ludtke alone or in view of Baird teaches or suggests [5f]. Ludtke suggests a
“validation module, coupled to communicate with the persistent storage to receive
the biometric data from the persistent storage” because it describes the transaction
device may include a “user authentication mechanism” or “user authentication
block™ that is capable of “validating that the user interacting with the device is an
authorized user” by prompting the user to “supply a fingerprint recognition
sample” and “car[ying] out a recognition algorithm against the authorized samples
that are stored in the user identity block...” (“receive the biometric data from the
persistent storage’), where “[1]f a match is found, the user is authorized to access
the data and functionality of the device.” EX1005, 5:60-64 (“user authentication
mechanism such as a fingerprint recognition or other mechanism may be built
directly into the card”), 14:13-46, 16:47-49; see also [1d]-[1f]. As a POSITA
would have appreciated, the “transaction device” taught in Ludtke could either be
pre-installed into Baird’s “smartphone” for delivery to a user, or could be inserted
by the user as a card into the smartphone. EX1003, §9141-142; EX1015, [0004].

[Sg] “the validation module having a scan pad to capture scan data from a
biometric scan,”

Ludtke and Baird each disclose [5g]. Ludtke discloses “the validation

module having a scan pad to capture scan data from a biometric scan” because
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Ludtke describes that the user authentication block uses a “fingerprint recognition
pad” (“scan pad’”) which allows the block to “capture” a fingerprint recognition
sample (“scan data from a biometric scan”). EX1005, 14:33-46; see also [1d]-1[f].
Likewise, Baird discloses a “fingerprint reader” for the user to “prove[] his or her”

identity to the device. EX1006, FIG. 3, [0034]; EX1003 94143-144.

[Sh] “the validation module comparing the scan data to the biometric data to
determine whether the scan data matches the biometric data; and”

Ludtke discloses [5h]. See [1d]-[1f], [5f]-[5g]; EX1003, 99145-146.
[5i] ““a wireless transceiver that, responsive to a determination that the scan data
matches the biometric data, sends the ID code for comparison by the third-

party trusted authority against one or more previously registered ID codes
maintained by the third-party trusted authority,”

Ludtke in view of Baird discloses [51]. See [1g]; EX1003, 99147-148.

Additionally, Ludtke teaches or suggests a “wireless transceiver” because
Ludtke describes that its “transaction device is an interactive device with
communications capabilities,” which can both transmit and receive information
using, e.g., “wireless or cellular signals.” EX1005, 23:26-28 (“encoded encrypted
image...is transmitted to the POS terminal” from the transaction device), 33:46-48
(“transaction device...can receive messages via the TPCH in a variety of ways,
including wireless”); EX1003, q149.

Likewise, Baird also teaches that a “radio or transceiver within the device

104 bi-directionally communicates via an antenna 112 with a radio or transceiver
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at a base station.” EX1006, [0021]. As discussed in the “Motivation to Combine”
section, a POSITA would have found it obvious to integrate Ludtke’s “transaction

device” into Baird’s “smartphone.” EX1003, §150.

[5j] “a transaction being completed responsive to the third-party trusted
authority successfully authenticating the ID code,”

Ludtke discloses [5j]. See [1h]; EX1003, qq151-152.
[SK] “wherein the transaction being completed includes accessing one or more

from a group consisting of a casino machine, a keyless lock, an ATM
machine, a web site, a file and a financial account.”

Ludtke discloses [5k]. See [11]; EX1003, q9153-154.

f. Claim 6

[6] “The smartphone of claim 5, wherein the ID code is transmitted to the third-
party trusted authority over a network.”

Ludtke discloses “the ID code is transmitted to the third-party trusted
authority” because the “transaction device information” (“ID code”) “is provided
to the TPCH 110 (“third-party trusted authority”), which “then indicates to the
vendor 125 and the user 120 approval of the transaction to be performed.”
EX1005, 6:41-44; see also id., F1G. 15; 27:9-13. Ludtke further discloses that
transmission occurs “over a network’ because “[t]he TPCH may be embodied as a
secure server connected to the transaction device in some form of direct connection
or alternately a form of indirect connection over the Internet or point of sales

networks.” EX1005, 9:30-34. As discussed in the “Motivation to Combine”
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section, a POSITA would have found it obvious to integrate Ludtke’s “transaction
device” into Baird’s “smartphone.” EX1003, 44155-158.

g. Claim?7
[7pre] “A system, comprising:”

To the extent limiting, Ludtke alone or in view of Baird discloses [7pre].
Ludtke discloses “systems” for authorizing biometric access to a transaction device
and a third-party trusted authority. EX1005, claims 15-16, FIGS 1-9B. Baird
similarly discloses an “apparatus...for authenticating access to a network resource”
utilizing biometric authentication. EX1007, (54); EX1003, 4159-161.

[7a] “a smartphone that persistently stores biometric data and an ID code,”

Ludtke in view of Baird discloses [7a]. See [1b], [5a], [5d]; EX1003, 49162-

163.

[7b] “wherein the biometric data is one selected from a group consisting of facial
recognition, a fingerprint scan, and a retinal scan data of a legitimate user,”

Ludtke discloses [7b]. See [1c], [Sb]; EX1003, q9164-165.

[7¢] “and the ID code is received from a third-party trusted authority, the ID
code uniquely identifying the smartphone among a plurality of
smartphones,”

Ludtke in view of Baird discloses [7c]. See [1a], [5¢]; EX1003 44166-167.

[7d] “the smartphone configured to indicate that a biometric authentication is
requested,”

Baird discloses “the smartphone configured to indicate that a biometric

authentication is requested’ because it describes its device, which can be
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implemented as a smart phone, as “requiring user authentication,” where the “user
proves his or her identify to the device 104 in various ways using one or more
multiple techniques,” including the use of “biometrics input.” EX1006, [0031],
[0034], [0079]; EX1003, 94168-169.

[7e] “the smartphone configured to wirelessly send the ID code to the third-party
trusted authority for authentication responsive to determining that scan data
from a biometric scan performed using the smartphone matches the
biometric data of the legitimate user,”

Ludtke in view of Baird discloses [7e]. See [1g], [51]; EX1003, q9170-171.

7] “wherein a transaction is completed responsive to successful authentication
D D
of the ID code by the third-party trusted authority,”

Ludtke in view of Baird discloses [7f]. See [1g], [1h], [5]]; EX1003, 99172-

173.

[7g] “wherein the transaction being completed includes accessing one or more
from a group consisting of a casino machine, a keyless lock, an ATM
machine, a web site, a file and a financial account; and”

Ludtke discloses [7g]. See [11], [Sk]; EX1003, q9174-175.

[7h] “the third-party trusted authority operated by a third party,”
Ludtke discloses [7h]. See [1g]; EX1003, 99176-177.

[7i] “the third-party trusted authority storing a plurality of legitimate ID codes
and authenticating the ID code received based on a comparison of the ID
code received and the legitimate ID codes included in the plurality of the
legitimate ID codes.”

Ludtke discloses or renders obvious [71] because it describes that the “single

trusted” and “highly secured” TPCH (“third-party trusted authority”) contains a
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“copy” of “unique transaction device IDs” (“plurality of legitimate ID codes”) and
confirms/validates that the transaction device is in “good standing” by ensuring
that the received device ID matches an ID maintained in e.g., the customer
database (“authenticating the ID code received based on a comparison of the ID
code received and the legitimate ID codes included in the plurality of the
legitimate ID codes). EX1005, FIG. 6, 3:40-43, 4:48-50, 6:36-50, 10:15-18,
28:26-29:23, 30:20-27; EX1003, 9178.

h. Claim §

[8] “The system of claim 7, wherein the smartphone receives an authentication
request, and in response, requests biometric scan from a user to generate
the scan data and, when the smartphone cannot verify the scan data as
being from the legitimate user, the smartphone does not send the ID code.”

Ludtke in view of Baird discloses [8]. See [2]; EX1003, q9179-181.

i. Claim 9

[9] “The system of claim 7, wherein completing the transaction includes
accessing an application.”

Ludtke discloses or teaches [9]. See [3]; EX1003, 9182-184.

B. Ground 2: Claims 1-9 Are Unpatentable Over Burger and Baird
1. Burger
Burger, filed September 30, 2004, published March 3, 2005, is prior art

under at least pre-AlIA §102(e). EX1007, (22), (43). Burger discloses a portable
electronic authorization device called a “Pocket Vault” which is “used for

producing, distributing, storing, and using the typical contents of a person’s wallet,
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as well as the multiple, separate transaction authorization devices.” EX1007,
[0051], [0093]. Burger’s system enables “individuals to replace nearly all of the
paper and plastic contents of their wallets and all of their other transaction
authorization implements with a single, hand-held portable electronic authorization
device.” EX1007, [0093]; EX1003, q185.

Burger’s Figure 1 shows a system 100 in which the Pocket Vault can be

used. EX1007, [0051].

102

Pocket )
Vault

102a
104a : \ 1045 \ 104c \ /106‘ /107
Validation Personal Commercial Commercial Commercial
Interface Interface Interface Card Bar Code
Station(s) Station(s) Station(s) Reader(s) Recde.r(_s)

F. =% 1

114
Network . /

Server(s)
¥ i ~
" Nen—Financial Financial
Advertiser(s) Media Issuer(s) Media Issuer(s)
\ms _ 110 12
FIG. 1

EX1007, FIG. 1 (annotated); EX1003, 186.

As shown in Figure 1, Burger’s system 100 includes the Pocket Vault 102,
an associated token 102a, network server(s) 114, interface stations 104a-c,

commercial card and bar code reader(s) 106, 107, and computers 108, 110, and 112
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operated by one or more advertisers, non-financial media issuers, and financial
media issuers. EX1007, [0096]-[0097]; EX1003, q187.

An example of the Pocket Vault 102 is shown in Figure 2. Pocket Vault 102
includes “a controller 202,...a transceiver 204, a user input device 206, a docking
interface 208, a read/write memory 210, a write-once memory 212, a power
manager 214, an indicator 215, a display 216, a token port 218, and a fingerprint
scanner 220, all coupled to the controller 202.” EX1007, [0118]. Pocket Vault 102
may also “include a hard-wired memory (not shown) to store device serial numbers
and key operating system and encryption software components.” EX1007, [0118].
A POSITA would have understood that device serial numbers are generally used to
identify a device, and, for a device such as the Pocket Vault, would have included
a Pocket Vault ID (chip ID). EX1003, 4188.

Memory 210 can include a high-security section used to “store value-based
or value-linked media such as debit and credit cards and certain ID information

such as driver’s licenses, passports, building security passes, etc.” EX1007, [0129].
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EX1007, FIG. 2; EX1003, q189.

“The controller 202 may include a software-programmable and encryption-
protected or hard-wired unique chip ID. In one embodiment, this chip ID [(Pocket
Vault ID)] is released from the Pocket Vault 102 only after the fingerprint scanner
220...has successfully authenticated the identity of the holder.” EX1007, [0122].
“In addition to or in lieu of a fingerprint scanner, other biometric scanning devices
may also be employed,” such as “an iris or retina scanner, an optical sensor, and/or
a voiceprint.” EX1007, [0135]; EX1003, 49190-191.

“[ AJuthentication information used to validate the holder’s identity (e.g., the

stored fingerprint and/or PIN code) is stored within the to-be-accessed device,” the
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Pocket Vault, “and the validation is performed in its entirety on-board the same
device, such that the user-specific authentication information never leaves the
device in which it is stored. Thus, using this technique, the likelihood that such
information will be intercepted by unauthorized third parties may be reduced
significantly.” EX1007, [0112]. Burger explains that “great care may be taken to
ensure that only authorized individuals are permitted to validate Pocket Vaults 102
by having their authentication information (e.g., their fingerprint data or PIN
codes) stored therein. Therefore, after it has been confirmed that the holder’s
authentication information has been properly stored in the Pocket Vault 102, a trust
relationship may be established between the network server 114 and the Pocket
Vault 102. This relationship may involve, for example, the registration of a unique
encrypted chip ID of the Pocket Vault 102 with the network server 114 through a
secure Internet connection, the distribution of a digital certificate (e.g., a PKI
certificate) to the Pocket Vault 102, and the grant of authority to the Pocket Vault
102 to permanently store the Pocket Vault holder’s authentication information.”
EX1007, [0114]; EX1003, 9192.

Burger is analogous art to the 989 Patent because it is directed to the same
technical field of endeavor: i.e., user authentication methods and systems for
networked communications devices. Even if Burger were not directed to the same

field of endeavor (it is), at a minimum it is reasonably pertinent to the problem the
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inventor of the 989 Patent was trying to solve—namely, “providing systems and
methods for authentication responsive to biometric verification of a user being
authenticated.” Compare EX1001, 1:62-64, with EX1007, Abstract, [0002],
[0007]; EX1003, 9193.

2. Motivation to Combine Burger and Baird

A POSITA would have found it obvious and been motivated to combine the
teachings of Burger and Baird with a reasonable expectation of success. EX1003,
1194.

Burger discloses verifying a user (a Pocket Vault holder) during
authentication of a device (Pocket Vault 102) for use in transactions involving
financial and/or non-financial media. EX1007, [0002], [0010], [0113], [0114],
[0127]-[0128], [0553]. Burger discloses, e.g., Pocket Vault 102 including “a
fingerprint scanner 220 to authenticate the identity of the holder. EX1007, [0122],
[0135], FIG. 2. In operation, the Pocket Vault 102 may be interfaced with any of
interface stations 104a-c, including a personal interface or docking station 104b,
“so as to permit information to be uploaded from the network server 114 to the
Pocket Vault 102, or to be downloaded from the Pocket Vault 102 to the network
server 114.” EX1007, FIG. 1, [0100], [0102]. “There are many users of home
finance software,” which “can be relatively ‘data hungry,” and commonly require

users to download checking and debit card data from their banks (or key it in
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manually) and to key in the details of credit card and cash purchases.” EX1007,
[0102]. “All of this keying and internet file downloading from third parties may be
replaced by a simple docking procedure, i.e., when the Pocket Vault 102 is
interfaced with the personal docking station....” Id. A POSITA looking at this
teaching in Burger would have recognized the inconvenience of requiring a
personal docking station 104b in order for the user of Pocket Vault 102 to perform
these network tasks. EX1003, 9195.

Baird provides a technical solution to the problem. Baird teaches integrating
a biometric input and transaction device into a smart phone. EX1006, [0031]-
[0034], [0079]. Baird further discloses that “users that need to securely gain access
to network resources, such as servers, databases, virtual private networks, etc.,
authenticate...through a single mobile device that is user specific,” such as a
“smart phone.” EX1006, [0002]. A POSITA looking at Baird would have
recognized that combining Burger’s Pocket Vault with biometric transaction
authentication features into a “smartphone” as taught by Baird would be
advantageous because it eliminates the need for a separate personal docking station
in order to provide network access. EX1003, 4196.

A POSITA would have had a reasonable expectation of success combining
the teachings of Burger and Baird for several reasons. Both systems contain

complementary features and functionality (authentication, biometrics, display, user
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input, facilitating secure “transactions”), use similar hardware, such as fingerprint
scanners, display screens, input devices, and persistent memory. See, e.g., EX1007,
FIG. 26; EX1006, FIGS. 1, 3. Because of these complementary features and
functionality, a POSITA would have recognized that modifying Burger’s system to
integrate or incorporate the Pocket Vault on a smart phone for network access, as
taught by Baird, required only simple hardware and software modifications and
routine skill. For example, both the Pocket Vault and the “smart phone” of Baird
include fingerprint scanners, displays, user input, memory, transceivers and
controllers, and these complementary hardware elements can be utilized in
combination with adapted firmware/software. EX1003, q197.

Combining the teachings of Burger and Baird would have involved simply
combining prior art elements according to known methods to yield predictable
results. KSR, 550 U.S. at 415-421; EX1003, 9198.

3. Detailed Analysis
[1pre] “A method comprising:”

To the extent limiting, Burger discloses [1pre] because it discloses systems,
methods (“A method”), and apparatus for authentication using a Pocket Vault 102.

EX1007, [0002], [0010], [0113], [0114], [0127]-[0128], [0553]; EX1003, q199.
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[1a] “receiving, at a smartphone, an identification (ID) code from a third-party
trusted authority, the ID code uniquely identifying the smartphone among a
plurality of smartphones;”

Burger in view of Baird discloses [1a]. Burger describes that the “controller”
on board the Pocket Vault “may include a software-programmable and encryption-
protected or hard-wired unique chip ID” (“identification (ID) code’). EX1007,
[0122]. As a POSITA would understand, this “unique encrypted chip ID,” if hard-
wired or pre-programmed into the controller, may be registered with a network
server 114 (“third-party trusted authority’) to establish a “trust relationship.”
EX1007,[0114]. Alternatively, as a POSITA would have understood from the
language “software programmable” in view of the disclosure, the “unique
encrypted chip ID” (or “Pocket Vault ID”) can be “received” by the “smartphone”
from the “trusted third party authority” if the chip ID is updated from the trusted
third-party authority. EX1007, [0397], [0414]. For example, “information currently
stored on a Pocket Vault” can be “updated (e.g., information may be uploaded
from the network server 114),” and thus “received” from the third party trusted
authority. The chip ID “uniquely identiffies]” the respective Pocket Vault among a
plurality of devices. EX1007, [0151] (“list of currently authorized or registered
Pocket Vaults 102, identified by chip ID”"). Additionally, Baird discloses a
“smartphone” for conducting transactions, including e-commerce transactions.

EX1006, [0031], [0079]. For the reasons discussed above in the “Motivation to
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Combine” section, a POSITA would have found it obvious to integrate the “Pocket
Vault” using biometric authentication taught in Burger into the “smartphone” with
biometric authentication taught by Baird. A POSITA would have understood that
the combined Pocket Vault / smartphone would have maintained a unique
identifier to distinguish that device from other devices. EX1003, 99200-202.

[1b] “persistently storing biometric data and the ID code on the smartphone,”

Burger in view of Baird discloses [1b]. Burger describes that the Pocket
Vault device stores authentication information, such as user fingerprints (‘“storing
biometric data”), device serial numbers such as a Pocket Vault ID (“ID code”), and
“digital certificates.” EX1007, [0112]-[0129]. Indeed, Burger teaches that the
network server 114 provides the PKI certificate to the Pocket Vault 102 and grants
the Pocket Vault 102 authority to permanently store authentication information
(“persistently storing biometric data”). EX1007,[0114], [0182]. A POSITA would
have understood that a device serial number and a digital certificate are unique to
the device and, thus, would have been used as a device ID to advantageously
distinguish that particular device from other devices. Furthermore, Burger’s Pocket
Vault includes a “write-once memory 212 which “persistently store[s]” data
because it permits only a single write operation least and stores data in a tamper

proof format. EX1007, [0127], [0182], FIG. 2. Thus, a POSITA would have
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understood that Burger’s Pocket Vault ID number and digital certificate renders

obvious “persistently storing...an ID code.”
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EX1007, FIG. 2 (annotated). Baird discloses a “smartphone’ device that uses
biometric data (e.g., fingerprint scanner) to authenticate a user. EX1007, FIGS. 3,
4; [0031]-[0033]. For the reasons discussed in the “Motivation to Combine”
section, a POSITA would have found it obvious to integrate the Burger’s “Pocket
Vault” device into Baird’s “smartphone,” and as such, the resultant combination
device would include the unique silicon ID for the “Pocket Vault” so that the

device can be identified when communicating with other network resources.

EX1003, 9203-206.
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[1c] “wherein the biometric data is one selected from a group consisting of facial
recognition, a fingerprint scan, and a retinal scan of a legitimate user;”

Burger discloses the “biometric data” as being at least a “fingerprint scan.”
EX1007, FIG. 2, [0122] (“fingerprint scanner’); EX1003, 99207-208.

[1d] “receiving, at the smartphone, scan data from a biometric scan using the
smartphone;”

Burger in view of Baird discloses [1d]. Burger discloses “receiving...scan
data from a biometric scan” because it describes the Pocket Vault 102 receiving
biometric scan data (e.g., from a fingerprint scanner 220 or retina scanner) on the
handheld device when a user activates the device, as shown in Figures 7A and 2.

EX1007, [0112], [0135], [0178]-[0182].
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EX1007, FIG. 2 (annotated). For the reasons discussed in the “Motivation to
Combine” section, a POSITA would have found it obvious to integrate Burger’s
“Pocket Vault” device into Baird’s “smartphone.” EX1003, 99209-211.

[1e] “comparing, using the smartphone, the scan data to the biometric data;”

Burger in view of Baird discloses [1¢]. Burger discloses “comparing...the
scan data to the biometric data” because it discloses that after receiving the user’s
biometric scan data (e.g., fingerprints), the Pocket Vault device compares the
scanned data to biometric data (e.g., fingerprints) stored in the write-once memory

212 to determine if there is a match. EX1007, [0182]-[0184], FIGS. 7A, 2.
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EX1007, FIG. 7A (annotated). For the reasons discussed in the “Motivation to
Combine” section, a POSITA would have found it obvious to integrate Burger’s
“Pocket Vault” into Baird’s “smartphone.” EX1003, 9212-214.

[11] “determining whether the scan data matches the biometric data; and”
Burger discloses “determining whether the scan data matches the biometric

data” because it discloses that after receiving the scan data from the biometric

scan, the user’s scanned data (e.g., fingerprints) are compared to biometric data

(e.g., fingerprints) stored in the write-once memory 212 to determine if there is a

match. EX1007, [0182]-[0184], FIGS. 7A, 2; EX1003, 99215-216.

[1g] “responsive to a determination that the scan data matches the biometric
data, wirelessly sending, from the smartphone, the ID code for comparison

by the third-party trusted authority against one or more previously
registered ID codes maintained by the third-party trusted authority,”

Burger in view of Baird discloses [1g]. EX1003, q217.

Burger discloses “determination that the scan data matches the biometric
data,” because as shown in Figure 7A (step 712), Burger discloses “it is
determined whether Pocket Vault 102 has been authenticated, e.g., whether the
fingerprint scanned at the step 706 matches one of the fingerprints stored in the
fingerprint memory 212.” EX1007, [0183]-[0184], [0209]-[0210]. And
“responsive” to such determination, the Pocket Vault wirelessly sends (step 713)
an encrypted message including the unique Pocket Vault chip ID (“wirelessly

sending...the ID code”). EX1007, [0186], [0114], [0122], [0146], FIG. 7A.
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EX1007, FIG. 7A (annotated); EX1003, 4218.

Burger teaches that authentication information, such as the encrypted
message including the unique Pocket Vault chip ID, are transmitted to the network
server 114. EX1007, [0113]-[0114]. Communication between the various network
elements, e.g., between the Pocket Vault 102, interface stations 104a-c, and
network server 114 can be “wireless,” and the Pocket Vault 102 can communicate
directly with the network server 114. EX1007, [0099] (“[t]he connections between

most of the network devices may be...wireless”); [0101] (“a wireless network such
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as Bluetooth may be employed to permit communication between devices on the

network system”), [0097], [0123], FIG. 1.
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EX1007, FIG. 1; EX1003, 9219.

Moreover, when a user is interested in a financial transaction, the network
server 114 determines whether the Pocket Vault 102 is authorized to be used, e.g.,
by checking whether the transmitted Pocket Vault ID matches a stored ID from
among the previously registered IDs in the network server 114, and then transmits
an approval message for the transaction (“wirelessly... sending the ID code for
comparison by a third-party trusted authority against one or more previously

registered ID codes maintained by the third-party trusted authority”). EX1007,
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FIGS. 19 (steps 1920, 1922), 24 (steps 2006, 2406, 2408), 25 (steps 2502-2506),

[0511]-[0529], [0182], [0145]-[0146].
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EX1007, FIG. 24 (annotated); EX1003, 9220.

For the reasons discussed above in the “Motivation to Combine” section, a
POSITA would have found it obvious to integrate Burger’s “Pocket Vault” into
Baird’s “smartphone,” such that the resultant smartphone device performs the

functionality discussed for Burger’s “Pocket Vault.” EX1003, 4221.
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“third-party trusted authority”

The Board previously construed “‘third-party trusted authority’ as a trusted
authority that is an entity separate from the parties to a transaction.” EX1008, 11.
Consistent with this construction, the network server 114 includes a controller 402
and database 406 that collectively are “a third-party trusted authority.” EX1007,
[0146], [0531]-[0543], FIG. 27. The database 406 stores a list of current Pocket
Vault holders, a list of currently authorized or registered Pocket Vaults 102,
identified by chip ID and linked to the holder list; a list of currently authorized or
registered tokens 102a, identified by chip ID and linked to the holder list (“one or
more previously registered ID codes maintained by the third-party trusted
authority”). EX1007, [0146], FIG. 4. Burger explains that “a trust relationship
may be established between the network server 114 and the Pocket Vault 102. This
relationship may involve, for example, the registration of a unique encrypted chip
ID of the Pocket Vault 102 with the network server 114 through a secure Internet
connection, the distribution of a digital certificate (e.g., a PKI certificate) to the
Pocket Vault 102, and the grant of authority to the Pocket Vault 102 to
permanently store the Pocket Vault holder’s authentication information.” EX1007,
[0114]. “Because of the creation of the above-described trust relationships, each
Pocket Vault 102 and each interface station 104 may communicate securely with

the network server 114, as well as with any other networked devices or sites that
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require a high level of trust.” EX1007, [0116]. Accordingly, it would have been
obvious to a POSITA that the controller 402 and database 406 of the network
server 114 can operate as “a third-party trusted authority” in a transaction between
the Pocket Vault or Pocket Vault holder/user (e.g., first party) and a retailer (e.g.,

second party). EX1007, FIGS. 19, 24, 25, [0474], [0511]-[0513], [0319]-[0320],

[0158], [0095].
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EX1007, FIG. 27 (annotated). In another example, the controller 402 and database

406 of the network server 114 may be “a third-party trusted authority” when there
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1s a transaction between a Pocket Vault or Pocket Vault holder (e.g., first party)

and an entity such as a financial media issuer 112 (e.g., second party).
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EX1007, FIG. 1 (annotated); EX1003, 99222-224.

[1h] “a transaction being completed responsive to the third-party trusted
authority successfully authenticating the ID code,”

Burger discloses [1h] because, it describes, e.g., that after the network server

114 authenticates the Pocket Vault ID, the user is granted access to the Pocket

Vault 102 and can then select a transaction from a displayed menu. EX1007, FIGS.

7B, 10A, 19, [0320], [0189], [0095]-[0096], [0125], [0236]-[0238], [0155]-[0158].

69




Petition for Inter Partes Review of U.S. Patent No. 10,698,989

Ultimately, the Pocket Vault 102 or associated token 102a displays credit card
information to be used by a retailer, and “may be used by the Pocket Vault holder
to engage in a transaction.” EX1007, [0095], [0103], [0155]-[0158], [0320]. Thus,
in this manner, it would have been obvious to a POSITA that Burger discloses “a
transaction being completed responsive to the third-party trusted authority
successfully authenticating the ID code.” EX1003, 4225; see also EX1007, FIGS.

7B, 10A, 25, 26H-K.
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EX1007, FIG. 7B (annotated).

70



Petition for Inter Partes Review of U.S. Patent No. 10,698,989

f,.-*lﬂ“.'z
Display fades to
preferred menu —l

_._..--m
S i

Display nesied
meny items

FIG. 10A
FiG. 108

gv/0l

/I'Wﬂ

Prompt user to ¢ ; Process /disploy selected
,/rw cord, invoke o mm 31 ”hﬁlﬂw& non=medio menu item;
. transaction, or retum ::l m hinard store ony medifications
Digplay welcome to home menu of preferenca setlings
e | mcreen for - .
=50 60 6. 6 o
A (&)
FIG. 10A

As part of the Authorized Holder Routine 722 1n FIG.
7B. an advertisement 1s displayed and subsequently a
user can select a wireless transaction to be conducted.

EX1007, FIG. 10A (annotated).

71



Petition for Inter Partes Review of U.S. Patent No. 10,698,989

Begin

-

2502

Ma

WValid Source
7

Valid interface
station, cord reader,
bar code reader, or
RFID interrogator 1D

The Pocket Vault ID
is validated in step
2506 as part of the
operation to
authorize the Pocket |-
Vault in operation
2006, shown in FIGS.
24 and 25.

2506

NO_~Valid pocket

vault 1D

2508

' /,125151

Generote security
alert/ refuse
tronsaction

Pocket wvault 1D
linked to Interface station/
card reader/bor code reader/
RFID Iinterrogator 1D

Me

Authorize pocket
vault use

=

{

End

EX1007, FIG. 25 (annotated); EX1003, 9225.

[1i] “wherein the transaction being completed includes accessing one or more
from a group consisting of a casino machine, a keyless lock, an ATM
machine, a web site, a file and a financial account.”

Burger discloses [11] because it describes that the Pocket Vault can be used

for accessing a “financial account” or “web site.” EX1007, [0550] (Pocket Vault
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contains information regarding the “financial transactions engaged in”), [0679]
(describing transaction of “securing a room” over a hotel’s “web site”); EX1003,
19226-227.

a. Claim 2

[2] “The method of claim 1, further comprising: receiving a request for
biometric verification, and responsive to a determination that the scan data
does not match the biometric data, indicating the smartphone cannot verify
the scan data as being from the legitimate user, the smartphone does not
send the ID code.”

Burger in view of Baird discloses this limitation. EX1003, 9228.

As depicted in Burger’s Figures 7A and 2, a user activates the Pocket Vault
by “physical action” such as applying a fingerprint. EX1007, [0178]-[0180]. In
response, the Pocket Vault’s “fingerprint scanner 220 scan[s] the applied
fingerprint.” EX1007, [0181]. A POSITA would have understood that the
receiving of activation data (e.g., indicating that the physical action or application
of the finger on the scanner 220 has occurred) corresponds to “receiving a request
for a biometric verification” because a biometric verification is performed “with
each attempted use of any of these devices.” EX1007, [0112]; EX1003, 99229-230.

As shown in FIG. 7, if authentication at step 712 is successful, Burger’s
system (at step 713) will “transmit encrypted message including Pocket Vault ID

to interface unit.” EX1007, FIG. 7A, [0186].
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EX1007, FIG. 7A (annotated). Otherwise, if the user is not authenticated by
fingerprint matching (i.e. no match exists) at step 712 (“a determination that the
scan data does not match the biometric data, indicating the [device] cannot verify
the scan data as being from the legitimate user”), as a POSITA would have
understood, the Pocket Vault does not send its ID to the interface unit (“does not
send the ID code”) and the device performs an “Unauthorized holder routine” at
step 714. See [1g]; EX1007, FIG. 9, [0112], [0135], [0182]-[0185], [0218]-[0224];
EX1003, 99231-232.

As discussed 1n the “Motivation to Combine” section, a POSITA would

have found it obvious to integrate Burger’s “Pocket Vault” into Baird’s
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“smartphone,” such that the resultant smartphone device performs the functionality
discussed for Burger’s “Pocket Vault.” EX1003, 4233.

b. Claim 3

[3] “The method of claim 1, wherein completing the transaction includes
p g
accessing an application.”

Burger in view of Baird teaches this limitation. Burger discloses, e.g., that
the “network server 114 accessed by the Pocket Vault “stores both data and
applications that are accessible to users” and “may serve a website, i.¢., a
collection of web pages and data that are available to users via a browser.”
EX1007, FIG. 1, [00539]. Baird describes that access to applications can be
restricted. EX1006, [0088]. Based on this disclosure, a POSITA would understand
that with the integration of Burger’s “Pocket Vault” into Baird’s “smartphone,”
where access to applications are restricted, “completing the transaction includes
accessing an application.” EX1003, 49234-235.

C. Claim 4

[4] “The method of claim 1, wherein the transaction being completed responsive
to the third-party trusted authority successfully authenticating the ID code
includes the third-party trusted authority sending an indication that the
third-party trusted authority authenticated the ID code to another party.”

Burger discloses this limitation. Burger discloses that the network server
(“third-party trusted authority’) authorizing a transaction may employ a routine to

implement “process[ing] request to authorize transaction” as shown in FIG. 24:
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EX1007, FIG. 24 (annotated). As shown, the network server (“third-party trusted
authority”) transmits an “encrypted approval message” to “the entity with which
the transaction is being attempted” (i.e., the counterparty to the transaction, which
is “another party”). EX1007, [0518]. For the reasons discussed in the “Motivation
to Combine” section, a POSITA would have found it obvious to integrate Burger’s

“Pocket Vault” into Baird’s “smartphone.” EX1003, 49236-238.
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d. Claim 5
[Spre] “A smartphone comprising:”
To the extent limiting, Burger in view of Baird discloses [Spre]. See [1a],

[1b]; EX1003, 9239.

[Sa] “a persistent storage having an input that receives an identification (ID)
code from a third-party trusted authority, and biometric data,”

Burger discloses [5a]. See [1a]-[1b]; EX1003, q9240-241.

[Sb] “wherein the biometric data is one selected from a group consisting of facial
recognition, a fingerprint scan, and a retinal scan, of a legitimate user,”

Burger discloses [5b]. See [1¢c]; EX1003, 99242-243.

[Sc] “the ID code uniquely identifying the smartphone among a plurality of
smartphones,”

Burger in view of Baird discloses [5c]. See [1a]; EX1003, 99244-245.

[5d] “the persistent storage storing the biometric data and the ID code,”

Burger in view of Baird discloses [5d]. See [1b]; EX1003, 44246-247.

[Se] “the persistent storage having an output configured to provide a first set of
biometric data and the ID code for use on the smartphone;”

Burger in view of Baird discloses [5¢]. See [1b]; EX1003, 99248-249.

[51] “a validation module, coupled to communicate with the persistent storage to
receive the biometric data from the persistent storage,”

Burger alone or in view of Baird teaches or suggests [5f]. Burger discloses
or suggests the claimed “validation module” because it describes, e.g., that its
Pocket Vault includes the capability such that “authentication information used to

validate the holder’s identity (e.g., the stored fingerprint and/or PIN code) is stored
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within the to-be-accessed device, and the validation is performed in its entirety on-
board the same device....” EX1007, [0112], [0135]. A POSITA would have found
it obvious to integrate Burger’s “Pocket Vault” into Baird’s “smartphone.”

EX1003, 94250-251; see also [1d]-[11].

[Sg] “the validation module having a scan pad to capture scan data from a
biometric scan,”

Burger discloses a “scan pad” in that it describes a “fingerprint scanner 220”
that is “capable of accurately scanning a fingerprint.” EX1007, [0118], [0135];

EX1003, 99252-253; see also [1d]-[1¢].

[Sh] “the validation module comparing the scan data to the biometric data to
determine whether the scan data matches the biometric data; and”

Burger discloses [Sh]. See [1d]-[1e], [5f]-[5g]; EX1003, 99254-255.

[Si] “a wireless transceiver that, responsive to a determination that the scan data
matches the biometric data, sends the ID code for comparison by the third-
party trusted authority against one or more previously registered ID codes
maintained by the third-party trusted authority,”

Burger in view of Baird discloses [51]. See [1g]; EX1003, q9256-257.

[Sj] “a transaction being completed responsive to the third-party trusted
authority successfully authenticating the ID code,”

Burger discloses [5j]. See [1h]; EX1003, 49258-259.

[SK] “wherein the transaction being completed includes accessing one or more
from a group consisting of a casino machine, a keyless lock, an ATM machine, a
web site, a file and a financial account.”

Burger discloses [5k]. See [11]; EX1003, 99260-261.
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e. Claim 6

[6] “The smartphone of claim 5, wherein the ID code is transmitted to the third-
party trusted authority over a network.”

Burger discloses this limitation because it describes the Pocket Vault ID
(“ID code”) being transmitted to the network server over a network. EX1007,
FIGS. 1, 2-3 (“Tx/Rx™), 7A, [0208], [0345], [0414]; EX1003, 99262-264.

f.  Claim7

[7pre] “A system, comprising:”

To the extent it is limiting, Burger alone or in view of Baird discloses [ 7pre].
EX1007, FIGS. 1, 2; EX1003 9265.
[7a] “a smartphone that persistently stores biometric data and an ID code,”

Burger in view of Baird discloses [7a]. See [1b], [5a], [5d]; EX1003, 44266-

267.

[7b] “wherein the biometric data is one selected from a group consisting of facial
recognition, a fingerprint scan, and a retinal scan data of a legitimate user,”

Burger discloses [7b]. See [1c], [5b]; EX1003, 99268-269.

[7¢] “and the ID code is received from a third-party trusted authority, the ID
code uniquely identifying the smartphone among a plurality of
smartphones,”

Burger in view of Baird discloses [7c]. See [1a], [5c]; EX1003, 99270-271.

[7d] “the smartphone configured to indicate that a biometric authentication is
requested,”

Baird discloses [7d]. See [1d], [Se]; EX1003, 94272-273.
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[7e] “the smartphone configured to wirelessly send the ID code to the third-
party trusted authority for authentication responsive to determining that
scan data from a biometric scan performed using the smartphone matches
the biometric data of the legitimate user,”

Burger in view of Baird discloses [7¢]. See [1g], [51]; EX1003, 99274-275.

[71] “wherein a transaction is completed responsive to successful authentication
of the ID code by the third-party trusted authority,”

Burger in view of Baird discloses [7f]. See [1g], [1h], [5j]; EX1003, 99276-
2717.
[7g] “wherein the transaction being completed includes accessing one or more

from a group consisting of a casino machine, a keyless lock, an ATM
machine, a web site, a file and a financial account; and”

Burger discloses [7g]. See [11], [Sk]; EX1003, 99278-279.

[7h] “the third-party trusted authority operated by a third party,”

Burger discloses [7h]. See [1g]; EX1003, 99280-281.
[7i] “the third-party trusted authority storing a plurality of legitimate ID codes
and authenticating the ID code received based on a comparison of the ID

code received and the legitimate ID codes included in the plurality of the
legitimate ID codes.”

Burger discloses that the network server may contain databases and/or a
registry of Pocket Vault IDs and/or digital certificates for identifying a particular
Pocket Vault, among a plurality of “legitimate ID codes.” EX1007, FIG. 1, [0111]-

[0116], [0144]-[0146], [0481]; EX1003, 9282-283.
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g. Claim 8
8] “The system of claim 7, wherein the smartphone receives an authentication
y /4
request, and in response, requests biometric scan from a user to generate

the scan data and, when the smartphone cannot verify the scan data as

being from the legitimate user, the smartphone does not send the ID code.”

Burger in view of Baird discloses [8]. See [2]; EX1003, 99284-286.

h. Claim 9

[9] “The system of claim 7, wherein completing the transaction includes
accessing an application.”

Burger discloses [9]. See [3]; EX1003, 99287-289.

IX. DISCRETIONARY DENIAL IS NOT WARRANTED
A.  General Plastic Does Not Apply

This 1s Petitioner’s first IPR directed to the 989 Patent, and thus General
Plastic does not apply.

B.  §325(d) Does Not Apply

Considering the two-part framework of Advanced Bionics, the Board should
not exercise its §325(d) discretion to deny institution.

With respect to the first part of the Advanced Bionics framework, none of
the prior art asserted in this Petition were previously presented to the Office or
considered during original prosecution of the *989 Patent application. While
Ludtke is being considered in a pending ex parte reexamination Application No.
90/015,054 (“the 054 Reexam”), that proceeding is not final. Moreover, none of

the combinations in this Petition were previously considered or before the Office
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during original prosecution or in the 054 Reexam. EX1002. The challenges
presented herein are also neither cumulative nor redundant to the prosecution of
the 989 Patent. EX1002.

Because the first part of the Advanced Bionics framework is not satisfied, the
second part of the framework—i.e., whether the Office erred in a manner material
to the patentability of the Challenged Claims—is not applicable here.

For at least these reasons, an exercise of § 325(d) discretion is not
appropriate here.

C. Discretionary Denial Not Warranted Under Fintiv

In Apple Inc. v. Fintiv, Inc., the Board set forth factors to guide whether to
discretionarily deny institution in view of a parallel proceeding. IPR2020-00019,
Paper 11. The Fintiv factors weigh in favor of institution.

Factors 1 and 5 are neutral. Petitioner is a defendant in the Pending
Litigation. Neither party has requested a stay. EX1016.

Factor 2 favors institution. While the trial is currently tentatively
scheduled for January 2026 (EX1016, 8), the case schedule is subject to change.
Moreover, the median time from filing to trial in the Western District of Texas is
33.9 months (EX1017, 37), which would set trial for January 2027, well after the
projected Fall 2026 deadline for a final written decision in this proceeding. In

addition, Petitioner has a pending motion to transfer (EX1016, 9-10) in the
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Pending Litigation. If the motion is granted, the case will be transferred to the
Northern District of California where a new case schedule will be entered.

Factor 3 favors institution. Petitioner acted diligently to file this [PR
before its bar date. The parties have not significantly invested in the parallel
proceeding. Indeed, litigation is in its early stages, as fact discovery only recently
opened. If an IPR is instituted, subsequent investments in the Pending Litigation
can be minimized.

Factor 4 favors institution. This Petition challenges significantly more
claims than are at issue in the parallel Pending Litigation. Any inefficiency
concerns are outweighed by the scope of claims to be addressed here. Further,
Petitioner stipulates that if the PTAB institutes this proceeding, Petitioner will not
pursue the grounds raised in this Petition in the parallel district court litigation with
respect to the claims for which trial is instituted. See Sand Revolution 11, IPR2019-
01393, Paper 24 at 7.

Thus, Factors 1-5 weigh against discretionary denial.

Factor 6 favors institution. To the extent the Board considers Factor 6, the
compelling merits of this petition outweigh any concerns that might arise under
Fintiv factors 1-5. The merits of the Petition are strong and supported by
compelling evidence of unpatentability. The Board has instituted IPR proceedings

against U.S. Patent Nos. 8,352,730, 9,298,905, 8,886,954—all of which are related
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to the *989 Patent—based at least in part on some of the same references cited
herein (including Ludtke and Burger).” When viewed holistically, the timing of the
present Petition was reasonable and there has been limited investment in the co-
pending litigation.

D. The 054 Reexam and Patent Owner’s Refusal to Grant a
Covenant Not To Sue for the 989 Patent

All of the Challenged Claims currently stand rejected in the 054 Reexam,
but that proceeding is not final. EX1018. In order to obviate the necessity of filing
this Petition, Petitioner requested that Patent Owner grant a covenant not to sue for
the *989 Patent. Patent Owner refused.

X. MANDATORY NOTICES
A. Real Party-in-Interest Under 37 C.F.R. § 42.8(b)(1)

Apple Inc. is the real party-in-interest for this Petition.

B. Related Matters Under 37 C.F.R. § 42.8(b)(2)

To the best of Petitioner’s knowledge, the *989 Patent is or has been
involved in the following matters:

o Proxense, LLC v. Samsung Electronics Co., Ltd., 6:21-cv-00210
(W.D. Tex. March 5, 2021) (dismissed);

7 See e.g., IPR2024-00232, IPR2024-00233, IPR2024-00234, IPR2024-00775,

[PR2024-00846, IPR2024-01333, IPR2024-01334, and IPR2024-01335.
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° Samsung Electronics America, Inc. v. Proxense, LLC, IPR2021-01448
(PTAB) (terminated);

o Ex parte reexamination, App. No. 90/015,054;

o Proxense, LLC v. Apple Inc., No. 6:24-cv-00143 (W.D. Tex. March
18, 2024) (“the Pending Litigation™); and

° Proxense, LLC v. LG Electronics, Inc., No. 6-24-cv-00302 (W.D. Tex.
May 31, 2024) (pending).

Further, based on a Patent Center Search, the applications and ex parte

reexamination listed in EX1019 are related to the 989 Patent.
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C. Lead/Back-up Counsel (37 C.F.R. § 42.8(b)(3))

Lead Counsel

Back-Up Counsel

PHILIP W. WOO

USPTO Reg. No. 39,880
DUANE MORRIS LLP,
2475 Hanover Street,

Palo Alto, CA 94304-1194
P: (650) 847-4145

F: (650) 644-0150
PWWoo(@duanemorris.com

MONTE T. SQUIRE

USPTO Reg. No. 80,123

DUANE MORRIS LLP

1201 North Market Street, Suite 501,
Wilmington, DE 19801

P: (302) 657-4918

F: (302) 397-2543
MTSquire(@duanemorris.com

D. STUART BARTOW

USPTO Reg. No. 56,505

DUANE MORRIS LLP

1201 North Market Street, Suite 501,
Wilmington, DE 19801

P: (650) 847-4158

F: (650) 618-8505
DSBartow(@duanemorris.com

PAUL BELNAP

USPTO Reg. No. 73,106

DUANE MORRIS LLP

901 New York Ave. NW, Suite 700 East,
Washington, D.C. 20001

P: (202) 776-7879

F: (202) 776-

7801 PHBelnap@duanemorris.com

D. Notice of Service Information Under 37 C.F.R. § 42.8(b)(4):

Please direct all correspondence to lead and back-up counsel at the above

addresses. Petitioner consents to electronic service at the email addresses above.

XI. CONCLUSION

For the reasons set forth above, Petitioner has established a reasonable

likelihood that at least one of Challenged Claims of the 989 Patent is unpatentable
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and requests the Board institute inter partes review and then cancel all Challenged
Claims as unpatentable.
Dated: March 18, 2025 Respectfully submitted,

DUANE MORRIS LLP

BY: /Philip W. Woo/
Philip W. Woo

USPTO Reg. No. 39,880
Duane Morris LLP

260 Homer Avenue #202
Palo Alto, CA 94301
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CERTIFICATION OF SERVICE ON PATENT OWNER

Pursuant to 37 C.F.R. §§ 42.6(¢e), 42.8(b)(4) and 42.105, the undersigned certifies
that on the 18" of March 2025, a complete and entire copy of this Petition for Inter
Partes Review of U.S. Patent No. 10,698,989 and all supporting exhibits were
served via Federal Express, postage prepaid, to Patent Owner, by serving the
correspondence address of record for the *989 Patent:

89194 - Patent Law Works/Proxense
Greg Sueoka

4516 South 700 East, Suite 290

Salt Lake City, UT 84107

UNITED STATES

and upon counsel of record for the Patent Owner in the litigation before the United

States District Court for the Western District of Texas, by email:

Brian D. Melton

Susman Godfrey, LLP

1000 Louisiana St.

Suite 5100

Houston, TX 77002

713-653-7825

Fax: 713-654-6666

Email: bmelton(@susmangodfrey.com

David L. Hecht

Hecht Partners LLP

125 Park Avenue, 25th Floor

New York, NY 10017

(212) 851-6821

Fax: (646) 492-5111

Email: dhecht@hechtpartners.com

88


mailto:bmelton@susmangodfrey.com
mailto:dhecht@hechtpartners.com

Petition for Inter Partes Review of U. S. Patent No. 10,698,989

BY: /Philip W. Woo/

Philip W. Woo, Reg. No. 39,880
Duane Morris LLP

260 Homer Avenue #202

Palo Alto, CA 94301

P: (650) 847 4145

F: (650) 644 0150
pwwoo(@duanemorris.com
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CERTIFICATE OF COMPLIANCE

Pursuant to 37 C.F.R. § 42.24 et seq., the undersigned certifies that this
document complies with the type-volume limitations. This document contains
13,915 words as calculated by the “Word Count” feature of Microsoft Word 2010,

the word processing program used to create it.

Dated: March 18, 2025 BY: /Philip W. Woo/
Philip W. Woo, Reg. No. 39,880
Duane Morris LLP
260 Homer Avenue #202
Palo Alto, CA 94301
P: (650) 847 4145
F: (650) 644 0150
pwwoo(@duanemorris.com

ATTORNEY FOR PETITIONER
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