
interact with said first storage unit and with said processor of said apparatus 

via said keyboard and display units, whereby said computer or cellular 

phone is configured to utilize and interact with said memory module, said 

processor and said sensor module of said apparatus. 

4. The apparatus according to claim 1, further comprising: 

a magnetic strip element that is only activatable after positive 

authentication of said user's personal biological biometric identification 

parameters and positive normal non critical measured output of all of the at 

least one of said life sign detectors of said user measured life sign 

parameters; and 

wherein said magnetic strip is configured to be concealed within the 

apparatus and on activation configured to extend out of the apparatus for 

swiping and reading by any of group of devices including a credit card 

reader, ATM and point of sale magnetic strip reading device; and/or 

further comprising an integrated digital data encoder/decoder and a RF 

transceiver module in communication with the processor, said integrated 

digital data encoder/decoder and a~ wireless transceiver being configured 

to communicate with any of a group of external devices including RF 

operated credit card readers, ATM machines, and remotely operated 

electronic locks gates and doors opener using RFID based techniques'i.a11~~o_r ________ __ __ -1 FormattE 

. . . . - ,1 FormattE 
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base-station device in communication with said RF-wireless transceiver, 

said base-station device configured to electrically charge the apparatus and 

simultaneously automatically execute a backup of the internal secured and 

non-secured stored data of the apparatus . 

5. The apparatus according to claim 1, further comprising a power charging 

and data backup device in communication with the processor of said 

apparatus, said device comprising; 

i. a charging plug for connecting to the mains supply, an AC-DC converter, 

a power supply unit and a rechargeable backup battery; and 
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ii. a micro processor and a mass memory unit; and 

iii . an electronic buzzer activator, a button connected to said buzzer 

activator and an RF transmitter connected to said electronic buzzer 

activator , wherein on activating said buzzer button, said RF transmitter is 

configured to transmit a coded signal to the apparatus to enable the user to 

determine the location of the apparatus; and 

wherein the first storage unit_of said apparatus is in communication with the 

mass memory unit of said device, thereby to compare and synchronize the 

version of data stored in the first storage unit_of said apparatus with the 

version of data stored in mass memory unit of said device; and/or 

the apparatus further comprising an integrated GPS module In 

communication with the processor to precisely locate the geographical 

position of the apparatus; and/or 

the apparatus further comprising at least one of a group of units including a 

cellular communication modem and a flat display and touch screen in 

communication with the processor. 

6. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user's personal data and documentation files, each of said 

personal identification units comprising: 

a plurality of biometric sensors integrated within the personal 

identification unit; 

at least one life signs detector, integrated within the personal 

identification unit, said life signs detector being configured to measure and 

record at least one of said user's life sign parameters; 

a processor in communication with said plurality of biometric 

sensors; 

an authentication unit in communication with the processor; 

an encryption unit in communication with said processor; 
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a first storage unit in communication with said processor and said 

encryption unit; and 

communication and data connection means in communication with 

said processor; 

the method comprising the steps of 

a. the plurality of biometric sensors reading a plurality of personal 

biological identification parameters of the user holding the personal 

identification unit,;--aea 

b. at least one life signs detector, integrated within the apparatus, 

measuring and recording at least one of said user's life sign 

parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user or any weighted combination thereof 

with a pre-recorded set of personal biological identification parameters or 

any weighted combination thereof stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first storage unit and allowing said user to communicate with other 

communication means through said personal identification unit. 

7. The method of claim 6 further comprising the steps of: said biometric 

sensors continuously reading a plurality of personal biological biometric 

identification parameters of said user holding the apparatus; and 

in the event that a significant change occurs in any of the plurality of 

personal biological biometric identification parameters, or in the normal 

output reading of said least one of said life signs detectors,, denying access 

to the stored personal data files and completely shutting down the operation 

of said apparatus; and/or 

wherein at least one of said plurality e~emetrie-seHS0fs--is--a of life signs 

tlet@etef..-detectors,ooH4:+g:af-004e-m-easurn and rscerd at least ene-Bf-a-greup 

et4+fe-s+gn:--+Hd+eatef-s- +n-elueiHg includes a body pulse rate measurement 
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indicator, a body 02 saturation level indicator, a body heat measurement 

indicator, an electro-dermal activity indicator, a body respiration indicator 

and a physical or emotional stress indicator, the method further comprising 

the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; and/or 

wherein the method further comprises the step of: 

communicating, via any one of a group of communication means, with 

any of a group of service providers including banks, credit card companies, 

clinics, hospitals and medical insurance companies, municipal and utility 

entities and websites frequently accessed by said user thereby allowing said 

user to access and manage said user's personal data and documentation files 

stored by said group of service providers . 

8. The method of claim 6, wherein said apparatus further comprises an 

emergency button in communication with said processor and said 

communication and data connection means, the method further comprising 

the steps of: 

when said emergency button is activated, an emergency medical data 

file is displayed to the emergency button apparatus activating person and/or 

a call is initiated between said apparatus and any of a group of registered 

emergency centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; 

and/or 
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wherein the apparatus further comprises a magnetic strip element, the 

method further comprising the step of 

after positive authentication of said user's personal biological 

identification parameters, activating said magnetic strip thereby allowing 

said magnetic strip to be read by any of group of devices including a credit 

card reader, an ATM, a point of sale, a magnetic strip or near field 

communication reading device (NFC); and/or 

wherein the apparatus further comprises a power charging and data backup 

device, said device comprising a charging and power ~unit, an electronic 

sub unit and a mass memory solid-state memory unit, the method further 

comprising the steps of 

comparing the memory content of said apparatus first storage unit to 

the memory content of said mass memory solid-state memory unit; and 

if the first storage unit of the apparatus lacks data, updating the first 

storage unit with the last version of the data stored within the solid-state 

memory unit; and 

if said solid-state memory unit of said device lacks data, updating the 

solid-state memory unit of said device with the last version of the data stored 

within said apparatus's solid-state memory uni!-

9. The method of claim 6, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method further comprising the steps of 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b . said registration further includes the step wherein said system 

manager generates for each system user N pairs of two difforent randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 
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c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be further stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

10. The method of claim 9, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager further communicating with said unique user and 

first comparing said unique user's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 

1. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user's personal identification 

unit; and 

11 said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

m said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

1v. said system manager comparing for consecutive M out of N 

times the received additional difforent strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 
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v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

11 . The method of claim 9, further comprising the steps of 

after the step of authenticating, said system manager connecting the 

personal identification unit of said unique user with any of a group of 

emergency centers or service providers registered with said system manager 

at the request of said user personal identification unit; and 

in the case of a medical emergency call initiated by said personal 

identification unit, transferring the user's updated medical data to the 

emergency center. 

12. A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users and for full-duplex communication with 

each of said plurality of unique users and a plurality of service providers; 

and 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of personal identification units, each of said personal 

identification units being associated with a unique user, each unique user 

being registered with said system manager, each of said personal 

identification units comprising a storage unit configured to store the 

personal ID data file of each unique user and a plurality of biometric sensors 

for reading a plurality of personal biometric biological identification 

parameters of the user holding the apparatus, said plurality of biometric 

sensors being integrated within the personal identification units and at least 

one life signs detector, integrated within said personal identification units, 

said life signs detector being configured to measure and record at least one 

of said user's life sign parameters: and 
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d. a plurality of computer hosts and cellular phones in communication 

with said system manager, enabling the direct connection by said system 

manager with said plurality of unique users through their corresponding 

personal identification unit; and 

e. a plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users; 

wherein said system manager's access to and communication with the 

personal data and documentation files stored in said personal identification 

units associated with each said unique user and to the personal data and 

documentation files stored by said group of service providers is only enabled 

after positive authentication of each of said unique user's personal biometric 

biological identification parameters by said authentication unit and 

measuring the normal measured output of each one of said user's life sign 

parameters; 

wherein at least one of said plurality of biometric sensors is a life signs 

detector, said life signs detector being configured to measure and record at 

least one of said user's life sign parameters; and 

wherein said at least one of said user's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body O? saturation level indicator, a body heat 

measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

13 . The system according to claim 12, wherein each of said plurality of 

personal identification units comprises: 

i. a sensor module comprising a plurality of biometric sensors for 

reading a plurality of personal biometric biological identification parameters 
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of the user holding the of personal identification units, said of personal 

identification units being uniquely identified with said user; and 

11. a processor in communication with said sensor module for 

processmg said personal biological identification parameters and for 

processing and managing the personal and secured data and documentation 

files associated with said user; and 

iii . an authentication unit in communication with the processor 

configured to receive and authenticate the identity of said user by comparing 

said user's personal biological identification parameters read or any 

weighted combination thereof, by the sensor module and processed by the 

nrocessor, with a pre-recorded set of personal biological identification 

parameters or any weighted combination thereof stored in said 

authentication unit; and 

iv. an encryption module in communication with said processor for the 

encryption plus compression and/or decompression plus decryption of said 

user's data files ; and 

v. a storage unit in communication with said processor and said 

encryption module for the storage of said user's data and documentation 

files; and 

vi. communication and data connection means in communication with 

said processor for connecting said plurality of personal identification units 

with said system manager and plurality of service providers; through the use 

of any device from a group of connection and communication devices 

including a data interface connector attached to a host computer, a Mini 

USB, a compatible industrial data interface connector attached to a cellular 

phone, a near field wireless communication interface, a Bluetooth 

communication interface, a magnetic reader interface, and a smart card 

reader based on a contact-less communication interface using induction or 

RF communication 

14. The system according to claim 13, wherein said system manager is 

configured: 
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to communicate with said personal identification units to compare the 

user's ID data file stored in the unique user's personal identification units 

with the corresponding identification data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a further level of security identification prior to full 

communication and data updating capability being enabled between said 

system manager and said user personal identification unit; and 

wherein said further level of security identification comprises said 

system manager sending a first string of coded alphanumeric data uniquely 

associated with said user personal identification unit to said user personal 

identification unit, said personal identification unit responding with a second 

string of coded alphanumeric data uniquely associated with said user 

personal identification unit, and said system manager verifying the received 

second string of coded alphanumeric data with a second string of coded 

alphanumeric data pre-stored in the memory sub-system; and 

said system manager comparing for full matching for N consecutive 

times received additional difforent strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; and/or 

wherein said plurality of biometric sensors continuously read a plurality of 

personal biological identification parameters associated with the user 

holding his unique personal identification units and in the event that a 

change occurs in any of the plurality of personal biological biometric 

identification parameters, access to the stored personal data files is denied 

and the operation of said identification units is completely shut down; 

and/or 

wherein each personal identification unit further comprises an emergency 

button in communication with said processor and said communication and 

data connection means module; 
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wherein at ll¾¼St-en:~f.said phHaltty-ef-e+emetfi6-sen:seFS-ts--a life signs 

dete6teF,sai-d-l+fe..s-i-gn:s-deteet&--ee+n-g--een:fig~d-te-mt:li¼~-an:d-R!6effi-at 

1-@ast-en:~ai-d-HS@H-life-tl+gn param 1ot1ors-;-an:d 

W•he-Fe+n:--sa+d-at--le-as t--en:e---e-f-satd--Hs-er2 s life sign ---j¾¼-faffieteFs--ts 

measursd 0y-an:~-gfflHp--eA+fe-.t;+gn:-tn:dteateFS--tA:e-l-ooi-n:g-a-eeay pulse 

Fare m1oasur1om1ont indicator, a -eedy~-satt¼i=at+en:-leYtol indicator, a -eedy-h@at 

m-easttrem-en:t--tn:d+sate-F,an:--eleetffl--oo-F-m-a-l--aot+¥+ty--t-n:d+oate-F,-a--e-edy­

~p+rat+on indicator and a physical or emotien:aktrnss indicator; and 

wherein the personal identification unit is configured to trancieve any 

of a group of data files containing information associated with the user, 

including files such as the identification data of the user, personal medical 

data file of the user, the measured set of life sign parameters of the user, 

financial, insurance and banking data files associated with the user and an 

updated location of the user.; and 

wherein the personal identification unit is configured to initiate an 

emergency call to any of said plurality of registered emergency centers, 

whenever said emergency button is activated or whenever any of the group 

of life sign indicators detects a critical level. 

15 . The system of claim~.ll, wherein said system, further comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 

wherein said call center is configured to communicate the user's location 

coordinates to an emergency rescue team and simultaneously said call center is 

configured to communicate with any of said plurality of registered emergency 

centers and service providers to receive said user's updated medical data and to 

transfer said data to and from the user's personal identification unit. 

,._ - - - i FormattE 
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WHAT IS CLAIMED IS: 

1. Apparatus for storing and managing personal and secured data and 

documentation files associated with a specific user, comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biological biometric identification parameters of the user holding the 

apparatus, said plurality of biometric sensors being integrated within the 

apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first storage unit for the storage of said user's data and 

documentation files; 

an authentication unit comprising a second storage unit, with said 

second storage unit configured to store a pre-recorded set of personal 

biological biometric identification parameters uniquely associated with the 

specific user, wherein said authentication unit is configured to compare the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus or any weighted combination thereof with the 

pre-recorded set of personal biological biometric identification parameters 

or any weighted combination thereof stored in said second storage unit; 

a processor in communication with said plurality of biometric 

sensors, said first storage unit and said authentication unit; 

wherein access to the personal data and documentation files stored in 

said first storage unit is only enabled after said authentication unit positively 

matches each of the plurality of personal biometric biological identification 

parameters of the user holding the apparatus or any weighted combination 

thereof, with the pre-recorded set of personal biological identification 

parameters stored in said second storage unit; and 

wherein, whenever any of said at least one life signs detector detects a 

critical level of said user measured life sign parameters, the apparatus is 
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configured to prevent access to said user's personal data and documentation 

files stored in said first storage unit. 

2. The apparatus according to claim 1, wherein said plurality of biometric 

sensors are configured to continuously read a plurality of personal 

biological identification parameters associated with said user holding the 

apparatus and in the event that a change occurs in any of the plurality of 

personal biological identification parameters, or any weighted combination 

thereof, access to the stored personal data files is denied and the operation 

of the apparatus is completely shut down; and/or 

wherein said at least one of said user's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 02 saturation level indicator, a body 

heat measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator 

3. The apparatus according to claim 1, further comprising: 

communication and data connection means for communicating with 

an external device, said communication and data connection means being 

controlled by and in communication with said processor; and/or 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

medical or security centers including a request for medical help or 

police/security intervention, and send to said registered emergency 

centers any of a group of data files containing information associated 

with the user, including the identification data file of the user, personal 

medical and measured physical stress data parameters file of the user, 

the measured set of life sign parameters of the user and location of the 

user, and/or 
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the apparatus further comprises an encryption unit m 

communication with said processor for the encryption plus compression 

and for the decompression plus decryption of said user's data files; and/or 

an emergency button in communication with said processor and said 

communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said apparatus and any of a group of registered emergency 

centers, said emergency call transmitting any of a group of data files 

containing information associated with the unique user of said apparatus, 

including the identification data of said user, the personal medical data file 

of said user, and location of said user; and/or. 

wherein said apparatus is configured to communicate with any 

of a group of service providers, said group of service providers including 

banks, credit card companies, clinics, hospitals and medical insurance 

companies, municipal and utility entities and websites frequently accessed 

by said user; thereby allowing said user to access and manage personal data 

and documentation files, associated with said user; and/or 

wherein said external device comprises any one of a group including a 

remote server, a local server, a host computer, voice or data communication 

means and a cellular phone; and/or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet by 

said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; and/or 

wherein said communication and data connection means comprises at 

least one of a group of connection and communication devices including a 

data interface connector attached to a host computer, a Mini USB, a 

compatible industrial data interface connector attached to a cellular phone, a 

near field wireless communication interface, a Bluetooth communication 

interface, a magnetic reader interface, and a smart card reader based on a 
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contact-less communication interface using induction or RF communication; 

and/or 

further comprising an integrated software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said apparatus through one of said group of communicating devices through 

which the apparatus is connected, said computer or cellular phone having 

keyboard and display units associated therewith, thereby allowing the user to 

interact with said first storage unit and with said processor of said apparatus 

via said keyboard and display units, whereby said computer or cellular 

phone is configured to utilize and interact with said memory module, said 

processor and said sensor module of said apparatus. 

4. The apparatus according to claim 1, further comprising: 

a magnetic strip element that is only activatable after positive 

authentication of said user's personal biological biometric identification 

parameters and positive normal non critical measured output of all of the at 

least one of said life sign detectors of said user measured life sign 

parameters; and 

wherein said magnetic strip is configured to be concealed within the 

apparatus and on activation configured to extend out of the apparatus for 

swiping and reading by any of group of devices including a credit card 

reader, A TM and point of sale magnetic strip reading device; and/or 

further comprising an integrated digital data encoder/decoder and a RF 

transceiver module in communication with the processor, said integrated 

digital data encoder/decoder and a wireless transceiver being configured to 

communicate with any of a group of external devices including RF operated 

credit card readers, ATM machines, and remotely operated electronic locks 

gates and doors opener using RFID based techniques ; and/or 

the apparatus further comprising a supplementary base-station device 

in communication with said wireless transceiver, said base-station device 

configured to electrically charge the apparatus and simultaneously 
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automatically execute a backup of the internal secured and non-secured 

stored data of the apparatus . 

5. The apparatus according to claim 1, further comprising a power charging 

and data backup device in communication with the processor of said 

apparatus, said device comprising; 

i. a charging plug for connecting to the mains supply, an AC-DC 

converter, a power supply unit and a rechargeable backup battery; 

and 

ii . a micro processor and a mass memory unit; and 

iii . an electronic buzzer activator, a button connected to said buzzer 

activator and an RF transmitter connected to said electronic buzzer 

activator , wherein on activating said buzzer button, said RF 

transmitter is configured to transmit a coded signal to the apparatus 

to enable the user to determine the location of the apparatus; and 

wherein the first storage unit of said apparatus is in communication 

with the mass memory unit of said device, thereby to compare and 

synchronize the version of data stored in the first storage unit of said 

apparatus with the version of data stored in mass memory unit of said 

device; and/or 

the apparatus further comprising an integrated GPS module in 

communication with the processor to precisely locate the geographical 

position of the apparatus; and/or 

the apparatus further comprising at least one of a group of units 

including a cellular communication modem and a flat display and touch 

screen in communication with the processor. 

6. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user's personal data and documentation files, each of said 

personal identification units comprising: 
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a plurality of biometric sensors integrated within the personal 

identification unit; 

at least one life signs detector, integrated within the personal 

identification unit, said life signs detector being configured to measure and 

record at least one of said user's life sign parameters; 

a processor in communication with said plurality of biometric 

sensors; 

an authentication unit in communication with the processor; 

an encryption unit in communication with said processor; 

a first storage unit in communication with said processor and said 

encryption unit; and 

communication and data connection means in communication with 

said processor; 

the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

biological identification parameters of the user holding the personal 

identification unit; 

b. at least one life signs detector, integrated within the apparatus, 

measuring and recording at least one of said user's life sign 

parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user or any weighted combination thereof 

with a pre-recorded set of personal biological identification parameters or 

any weighted combination thereof stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first storage unit and allowing said user to communicate with other 

communication means through said personal identification unit. 

7. The method of claim 6 further comprising the steps of: said biometric 

sensors continuously reading a plurality of personal biological biometric 

identification parameters of said user holding the apparatus; and 
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in the event that a significant change occurs in any of the plurality of 

personal biological biometric identification parameters, or in the normal 

output reading of said least one of said life signs detectors,, denying access 

to the stored personal data files and completely shutting down the operation 

of said apparatus; and/or 

wherein at least one of said plurality of life signs detectors includes a 

body pulse rate measurement indicator, a body 02 saturation level indicator, 

a body heat measurement indicator, an electro-dermal activity indicator, a 

body respiration indicator and a physical or emotional stress indicator, the 

method further comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; and/or 

wherein the method further comprises the step of: 

communicating, via any one of a group of communication means, with 

any of a group of service providers including banks, credit card companies, 

clinics, hospitals and medical insurance companies, municipal and utility 

entities and websites frequently accessed by said user thereby allowing said 

user to access and manage said user's personal data and documentation files 

stored by said group of service providers . 

8. The method of claim 6, wherein said apparatus further comprises an 

emergency button in communication with said processor and said 

communication and data connection means, the method further comprising 

the steps of: 

when said emergency button is activated, an emergency medical data 

file is displayed to the emergency button apparatus activating person and/or 

a call is initiated between said apparatus and any of a group of registered 

emergency centers; and 
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said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; 

and/or 

wherein the apparatus further comprises a magnetic strip element, the 

method further comprising the step of: 

after positive authentication of said user's personal biological 

identification parameters, activating said magnetic strip thereby allowing 

said magnetic strip to be read by any of group of devices including a credit 

card reader, an ATM, a point of sale, a magnetic strip or near field 

communication reading device (NFC); and/or 

wherein the apparatus further comprises a power charging and data 

backup device, said device comprising a charging and power unit, an 

electronic sub unit and a mass memory solid-state memory unit, the method 

further comprising the steps of: 

comparing the memory content of said apparatus first storage 

unit to the memory content of said mass memory solid-state memory 

unit; and 

if the first storage unit of the apparatus lacks data, updating the 

first storage unit with the last version of the data stored within the 

solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 

version of the data stored within said apparatus's solid-state memory 

unit. 

9. The method of claim 6, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method further comprising the steps of: 
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a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b . said registration further includes the step wherein said system 

manager generates for each system user N pairs of two difforent randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be further stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

10. The method of claim 9, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager further communicating with said unique user and 

first comparing said unique user's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 

1. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user's personal identification 

unit; and 

n said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

Page 170 of 713



70 

iii said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

iv. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

11 . The method of claim 9, further comprising the steps of 

after the step of authenticating, said system manager connecting the 

personal identification unit of said unique user with any of a group of 

emergency centers or service providers registered with said system manager 

at the request of said user personal identification unit; and 

in the case of a medical emergency call initiated by said personal 

identification unit, transferring the user's updated medical data to the 

emergency center. 

12. A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users and for full-duplex communication with 

each of said plurality of unique users and a plurality of service providers; 

and 

b . a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of personal identification units, each of said personal 

identification units being associated with a unique user, each unique user 

being registered with said system manager, each of said personal 

identification units comprising a storage unit configured to store the 
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personal ID data file of each unique user and a plurality of biometric sensors 

for reading a plurality of personal biometric biological identification 

parameters of the user holding the apparatus, said plurality of biometric 

sensors being integrated within the personal identification units and at least 

one life signs detector, integrated within said personal identification units, 

said life signs detector being configured to measure and record at least one 

of said user's life sign parameters; and 

d. a plurality of computer hosts and cellular phones in communication 

with said system manager, enabling the direct connection by said system 

manager with said plurality of unique users through their corresponding 

personal identification unit; and 

e. a plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users; 

wherein said system manager's access to and communication with the 

personal data and documentation files stored in said personal identification 

units associated with each said unique user and to the personal data and 

documentation files stored by said group of service providers is only enabled 

after positive authentication of each of said unique user's personal biometric 

biological identification parameters by said authentication unit and 

measuring the normal measured output of each one of said user's life sign 

parameters; 

wherein at least one of said plurality of biometric sensors is a life signs 

detector, said life signs detector being configured to measure and record at 

least one of said user's life sign parameters; and 

wherein said at least one of said user's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 0 2 saturation level indicator, a body heat 
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measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

13 . The system according to claim 12, wherein each of said plurality of 

personal identification units comprises: 

i. a sensor module comprising a plurality of biometric sensors for 

reading a plurality of personal biometric biological identification parameters 

of the user holding the of personal identification units, said of personal 

identification units being uniquely identified with said user; and 

ii . a processor in communication with said sensor module for 

processing said personal biological identification parameters and for 

processing and managing the personal and secured data and documentation 

files associated with said user; and 

iii . an authentication unit in communication with the processor 

configured to receive and authenticate the identity of said user by comparing 

said user's personal biological identification parameters read or any 

weighted combination thereof, by the sensor module and processed by the 

processor, with a pre-recorded set of personal biological identification 

parameters or any weighted combination thereof stored in said 

authentication unit; and 

iv. an encryption module in communication with said processor for the 

encryption plus compression and/or decompression plus decryption of said 

user's data files; and 

v. a storage unit in communication with said processor and said 

encryption module for the storage of said user's data and documentation 

files; and 

vi. communication and data connection means in communication with 

said processor for connecting said plurality of personal identification units 

with said system manager and plurality of service providers; through the use 

of any device from a group of connection and communication devices 

including a data interface connector attached to a host computer, a Mini 

USB, a compatible industrial data interface connector attached to a cellular 
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phone, a near field wireless communication interface, a Bluetooth 

communication interface, a magnetic reader interface, and a smart card 

reader based on a contact-less communication interface using induction or 

RF communication 

14. The system according to claim 13, wherein said system manager is 

configured: 

to communicate with said personal identification units to compare the 

user's ID data file stored in the unique user's personal identification units 

with the corresponding identification data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a further level of security identification prior to full 

communication and data updating capability being enabled between said 

system manager and said user personal identification unit; and 

wherein said further level of security identification comprises said 

system manager sending a first string of coded alphanumeric data uniquely 

associated with said user personal identification unit to said user personal 

identification unit, said personal identification unit responding with a second 

string of coded alphanumeric data uniquely associated with said user 

personal identification unit, and said system manager verifying the received 

second string of coded alphanumeric data with a second string of coded 

alphanumeric data pre-stored in the memory sub-system; and 

said system manager comparing for full matching for N consecutive 

times received additional difforent strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; and/or 

wherein said plurality of biometric sensors continuously read a plurality of 

personal biological identification parameters associated with the user 

holding his unique personal identification units and in the event that a 

change occurs in any of the plurality of personal biological biometric 

identification parameters, access to the stored personal data files is denied 
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and the operation of said identification units is completely shut down; 

and/or 

wherein each personal identification unit further comprises an emergency 

button in communication with said processor and said communication and 

data connection means module; 

wherein the personal identification unit is configured to transfer any of 

a group of data files containing information associated with the user, 

including files such as the identification data of the user, personal medical 

data file of the user, the measured set of life sign parameters of the user, 

financial, insurance and banking data files associated with the user and an 

updated location of the user; and 

wherein the personal identification unit is configured to initiate an 

emergency call to any of said plurality of registered emergency centers, 

whenever said emergency button is activated or whenever any of the group 

of life sign indicators detects a critical level. 

15 . The system of claim 12, wherein said system, further comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 

wherein said call center is configured to communicate the user's 

location coordinates to an emergency rescue team and simultaneously said 

call center is configured to communicate with any of said plurality of 

registered emergency centers and service providers to receive said user's 

updated medical data and to transfer said data to and from the user's 

personal identification unit. 
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1. claims: 1, 2, 6(completely); ?(partially) 

Preventing unauthorized use of a device 

2. claims: ll(completely); 3, 7, B(partially) 

Providing data to emergency services 

3. claim: 3(partially) 

How to use keyboard and display of the host device 

4. claims: 4. 8 ( a 11 pa rt i a 11 y) 

Providing magnetic strip communication 

5. claim: 4(partially) 

Use of RFID technology 

6. claims: 4, 5, B(all partially) 

Providing data backup/synchronization 

7. claim: 5(partially) 

Enabling the user to locate a device 

8. claims: 9, 10 

Device authentication 

9. claims: 12-15 

Implementing centralized management of personal data 

1.0. The application lacks unity within the meaning of Article EPC for 
the following reasons: 
1.1. The prior art has been identified as D1: US2009083847, whic 
discloses in accordance with all the features of claim] (the references 
in parentheses applying to this document, the square brackets indicting 
added subject-matter in the claim) 
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an apparatus for storing and managing personal and secured data and 
documentation files associated with a specific user, comprising: 
a plurality of biometric sensors for reading a plurality of personal 
biological [biometric] identification parameters of the user holding the 
apparatus, [said plurality of biometric sensors being integrated within 
the apparatus] (par. [28]); 
at least one life signs detector integrated within the apparatus, said 
life signs detector being configured to measure and record at least one 
of said user's life sign parameters (par. [57]; 
a first storage unit for the storage of said user's data and 
documentation files (lines 1-5 of par.[24]); 
an authentication unit Lcomprising a second storage unit, with said 
second storage unit configured to store a pre-recorded set of persona 
biological biometric identification parameters uniquely associated witn 
the specific user], wherein said authentication unit is configured to 
compare the plurality of personal biological biometric identification 
parameters of the user holding the apparatus [or any weighted combination 
thereof] with the pre-recorded set of personal biological biometric 
identification parameters [or any weighted combination thereof] stored in 
said second storage unit (fig.1, Authentication System; lines 1-4 of 
par.[41]; lines 11-13 of par.[79); 
a processor in communication with said plurality of biometric sensors, 
said first storage unit and said authentication unit (fig.1, Processor); 
wherein access to the personal data and documentation files stored in 
said first storage unit is only enabled after said authentication unit 
positively matches each of the plurality of personal biological 
[biometric] identification parameters of the user holding the apparatus 
[or any weighted combination thereof] with the pre-recorded set of 
personal biological identification parameters [stored in said second 
storage unit] (pr. [28] and [95]); and 
[wherein, whenever any of said at least one life signs detector detects a 
critical level of said user measured life sign parameters, the apparatus 
is configured to prevent access to said user's personal data and 
documentation files stored in said first storage unit] (although this 
subject-matter represents added subject-matter, it is noted that it is 
disclosed in par.[57] and [95]). 
1.1.1. The cited paragraphs of D1 disclose also the corresponding 
features of method claim 6, with exception of encryption unit, which is 
present in claim 1. However, encryption being a well-known technique, it 
cannot be considered to be a subject of an invention. For the same 
reason, it cannot form a single general inventive concept for claims 7-11 
which are dependent on claim 6. 
1.1.2.Considering the system claim 12, D1 discloses, in the above cited 
paragraphs, all the features of the personal identification unit, and, 
because the electronic device in D1 is a telephone/Internet enabled, see 
par. [50] and [51], D1 implicitly discloses a system manager with a 
database related to a plurality of cellular phones and their owners. It 
is noted that, in Dl, the personal identification unit is integrated with 
the phone. 

1.2. From the comparison between the first invention (see claims 2 and 7) 
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and document Dl, the following features can be seen as making a 
contribution over the prior art: 
said plurality of biometric sensors continuously read a plurality of 
personal biological identification parameters associated with said user 
holding the apparatus and in the event that a change occurs in any of the 
plurality of personal biological identification parameters, access to the 
stored personal data files is denied and the operation of the apparatus 
is completely shut down. 
The technical effect of this difference is that an unauthorized user is 
detected and prevented access. Therefore, the objective problem to be 
solved by the first invention can be summarized as how to prevent 
unauthorized use of a device. 
It is noted here that the other part of claim 2 consists in enumerating 
various types of life sign detectors and as such is not considered to be 
a subject of an invention. 

1.3. From the comparison between the second invention (see claims 3, 7, 8 
and 11) and document Dl, the following features can be seen as making a 
contribution over the prior art: 
whenever life sign indicator detects a critical level, or an emergency 
button of the apparatus is being activated, communication is initiated 
between said apparatus and any of a group of registered emergency 
centers, transmitting any of a group of data files containing information 
associated with the unique user of said apparatus. 
The technical effect of this difference is that emergency services get 
information related to the user. Therefore, the objective problem to be 
solved by the second invention can be summarized as how to provide user 
related data to emergency services. 

1.4. From the comparison between the third invention (see claim 3) and 
document Dl, the following features can be seen as making a contribution 
over the prior art: 
the apparatus comprises an integrated software module that automatically 
detects the operating system of the computer or cellular phone connected 
to said apparatus through one of said group of communicating devices 
through which the apparatus is connected, said computer or cellular phone 
having keyboard and display units associated therewith, thereby allowing 
the user to interact with said memory module and with said processing 
module of said apparatus via said keyboard and display units, whereby 
said computer or cellular phone is configured to utilize and interact 
with said memory module, said processing module and said sensor module of 
said apparatus. 
The technical effect of this difference is that the keyboard and display 
of the host can be used, thereby simplifying the apparatus itself. 
Therefore, the objective problem to be solved by the third invention can 
be summarized as how to enable using of the keyboard and display of 
another device. 
It is noted here that the other parts of claim 3 consist use of data 
encryption and in enumerating various types of service providers and 
interfaces, and as such are not considered to be a subject of an 
invention. 
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1.5. From the comparison between the fourth invention (see claims 4 and 
8) and document Dl, the following features can be seen as making a 
contribution over the prior art: 
a magnetic strip element that is only activatable after positive 
authentication of said user's personal biological identification 
parameters; and wherein said magnetic strip is configured to be concealed 
within the apparatus and on activation configured to extend out of the 
apparatus for swiping and reading by any of group of devices including a 
credit card reader, ATM and point of sale magnetic strip reading device. 
The technical effect of this difference is that apparatus can be 
connected to devices with a magnetic strip reader. Therefore, the 
objective problem to be solved by the fourth invention can be summarized 
as how to implement a magnetic strip interface. 

1.6. From the comparison between the fifth invention (see claim 4) and 
document Dl, the following features can be seen as making a contribution 
over the prior art: 
an integrated digital data encoder/decoder and a RF transceiver module in 
communication with the processing module, said integrated digital data 
encoder/decoder and a RF transceiver module being configured to 
communicate with any of a group of external devices including RF operated 
credit card readers, ATM machines and electronic locks or gate/door 
opener remotely operated using RFID based techniques. 
The technical effect of this difference is that the apparatus ca be 
recognized by the RFID technology compatible devices. Therefore, the 
objective problem to be solved by the fifth invention can be summarized 
as how to implement RFID technology. 

1.7. From the comparison between the sixth invention (see claims 4, 5 and 
8) and document Dl, the following features can be seen as making a 
contribution over the prior art: 
a power charging and data backup device in communication with the 
processing module of said apparatus, said device comprising: a charging 
and power sub module comprising a charging plug for connecting to the 
mains supply, an AC-DC converter, a power supply unit and a rechargeable 
backup battery, an electronic sub module comprising a micro processor, 
and a mass memory unit, wherein the memory module of said apparatus is 
in communication with the mass memory unit of said device, thereby to 
compare and synchronize the version of data stored in the memory module 
of said apparatus with the version of data stored in mass memory unit of 
said device. 
The technical effect of this difference is that the apparatus gets 
charged and data updated. Therefore, the objective problem to be solved 
by the sixth invention can be summarized as how to charge the apparatus 
and update the data. 

1.8. From the comparison between the seventh invention (see claim 5) and 
document Dl, the following features can be seen as making a contribution 
over the prior art: 
an activation sub-module comprising an electronic buzzer activator, a 
button connected to said buzzer activator and an RF transmitter connected 
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to said electronic buzzer activator, wherein on activating said buzzer 
button, said RF transmitter is configured to transmit a coded signal to 
the apparatus to enable the user to determine the location of the 
apparatus; and an integrated GPS module in communication with the 
processing module to precisely locate the geographical position of the 
apparatus. 
The technical effect of this difference is that the device can be 
localized. Therefore, the objective problem to be solved by the seventh 
invention can be summarized as how to enable a user to locate a device. 

1.9. Considering features of claim 9, Dl further discloses 
each of plurality of unique users is in communication with a system 
manager, said system manager managing a remote centralized data 
communication storage and management system of said plurality of unique 
users, where said system manager is registering each unique user and 
storing the personal ID data file of each unique user in a memory 
sub-system connected to said centralized system (this is implicitly the 
infrastructure for telephones and Internet-enabled devices, see Dl, 
par. [50] and 51].) 
The remaining features of claim 9, namely generating and storing pairs of 
character strings and a secret access code, do not provide any technical 
effect, since the use of these strings is not clear from claim 9. They 
can be seen as making a contribution over the prior art in combination 
with features of claim 10, namely 
comparing said unique user's ID data file and said personal 
identification unit unique embedded characterizing serial number stored 
in the unique user's personal identification unit with the corresponding 
user's ID and personal identification data stored in said memory 
sub-system; and if the two sets of identification data match; 
i system manager sending a first string of said stored N strings of coded 
alphanumeric data, to said user's personal identification unit; and 
ii said user personal identification unit responding with the second 
matching string from the same stored pair of coded alphanumeric data 
uniquely associated with said user personal identification unit: and 
iii said system manager comparing the received second string of coded 
alphanumeric data with a second string of coded alphanumeric data 
pre-stored in the memory sub-system; and 
iv. said system manager comparing for consecutive M out of N times the 
received additional different strings of coded alphanumeric data 
pre-stored in the memory of said personal identification unit associated 
with said unique user with the additional strings of coded alphanumeric 
data pre-stored in the memory of sub-system; and 
v. if all M strings of coded alphanumeric data match, then said system 
manager declares authenticating of said unique user and permitting said 
unique user access to said system. 
The technical effect of this difference is that the device is 
authenticated (it is noted here that the strings are stored in the 
device; therefore, a user is authenticated by authenticating the device). 
Therefore, the objective problem to be solved by the eighth invention can 
be summarized as how to authenticate a device. 
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The Search Division considers that the present European patent application does not comply with the 
requirements of unity of invention and relates to several inventions or groups of inventions, namely: 

1.10. From the comparison between the ninth invention (see claim 12 and 
paragraph 1.1.2. here above) and document Dl, the following features can 
be seen as making a contribution over the prior art: 
said system manager's access to and communication with the personal data 
and documentation files stored in said personal identification units 
associated with each said unique user and to the personal data and 
documentation files stored by said group of service providers is only 
enabled after positive authentication of said unique user's personal 
biological identification parameters by said authentication unit. 
The technical effect of this difference is the centralized management of 
personal data of the user. Therefore, the objective problem to be solved 
by the ninth invention can be summarized as how to provide centralized 
data management. 
It is noted here that the other parts of claim 12 consist in enumerating 
various types of life sign detectors and service providers, and as such 
are not considered to be a subject of an invention. 
1.11. The above analysis shows that the special technical features 
disclosed by the identified four inventions are not the same. 
Furthermore, a comparison of the objective problems shows that these 
objective problems are different and have no corresponding technical 
effect. Consequently, the technical relationship between the 
subject-matter of claims belonging to the four identified inventions, 
required by Rule 30, is lacking, and the requirement for the unity of 
invention referred to in Article 82 EPC is not fulfilled. 
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The examination is being carried out on the following application documents 

Description, Pages 

1-60 

Claims, Numbers 

1-15 

Drawings, Sheets 

1/9-9/9 

as published 

filed with entry into the regional phase before the EPO 

as published 

Reference is made to the following documents; the numbering will be adhered to in 
the rest of the procedure. 

D1 US 2009/083847 A1 (FADELL ANTHONY [US] ET AL) 26 March 2009 
(2009-03-26) 

D2 US 5 229 764 A (MATCHETT NOEL D [US] ET AL) 20 July 1993 
(1993-07-20) 

Added Subject-Matter 

1. The amendments filed with entry into the regional Qhase introduce 
subject - matter which extends beyond the content of the application as filed, contrar 
to Article 123(2) EPC, for the following reasons i 

Claim 1: 

1.1. Original claim 1 was drafted as 

"Apparatus managing personal and secured data ... " 

whereas new claim 1 recites 

"Apparatus for ... managing personal and secured data ... " 

This allows the reading "Apparatus --~ for ... " thus broadening the sea e of the 
claim in such a way that it extends beyond the content of the application as originally 
filed. 
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1.2. In the introductory part of claim 1, it is not clear to what refers the term 
"associated with a specific user" (Art. 84 EPC); it can be interpreted as referring to the 
apparatus, or data and files. 

According to the originally filed claim, last two lines of feature (a), it is the apparatus 
that is associated with the user. Thus, new wording of the claim allows broader 
interpretation, where the apparatus ~ associated with the user. 

1.3. The first feature introduces terms (underlined): 

1) "biologic biometric", and 

2) "biometric sensors being integrated within the apparatus". 

The applicant does provide support for these amendments. Moreover, they appear to 
be redundant, infringing also Art. 84 EPC: 

for 1) it is not clear what would be the difference between biometric and biologic, and 

for 2) it is not clear what is the additional features of sensors being integrated within 
the apparatus versus apparatus comprising sensors. 

1 .4. The feature 

"a first storage unit for storage of said user's data and documentation files" 

appears to replace the originally drafted feature 

"a memory module in communication with said processing module and said encryption 
module for the storage of said user's data and documentation files", 

having different scope. The applicant did not provide any support for this amendment. 

1.5. The feature relating to the authentication unit has been amended in two ways: 

1) addition of "a second storage unit, configured to store ... biometric identification 
parameters", and 

2) "weighted combination". 

The applicant did not provide, and the examiner could not identify, any support for 
these amendments. Considering amendment 2) the description discloses, on page 28, 
lines 23-25, "combining the measured results of the multi sensors tests output to a 
final go/no-go", but there is no weighted combination disclosed. Considering 
amendment 1 ), the description does disclose, in last paragraph on page 28, a 
(memory) module 150 in relation to (authentication) module 140, but module 130 
does not contain biometric identification parameters. The description further discloses, 
lines 24-26 on page 30, that "Module 140 will store the registered user's original, initial 
registration step, bio sensors measured output for reference", but it does not disclose 
_where it will store this information. 
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Therefore, the amendments identified here above are not present in the application as 
filed. 

1 .6. The feature referring to enabling access introduces terms "each of the plurality", 
"biometric", "weighted combination", and "said second storage unit". The applicant did 
not provide, and the examiner could not identify, any support for these amendments. 

1.7. The applicant indicated originally filed claims 1 and 3 as basis for new claim 1. 
However, the last feature of present claim 1, namely, "whenever any of said life signs 
detectors detects a critical level. .. the apparatus is configured to prevent access ... " is 
not present neither in claim 1 nor in claim 3 in the originally filed set of claims. 

Claim 2: 

1.8. "Weighted combination" is a new feature. The applicant did not provide, and the 
examiner could not identify, any support for this amendment. 

1.9. In the original set of claims, claim 2 was dependent on claim 1, and claim 4 was 
dependent on claim 3 which was dependent on claim 1. Therefore, new claim 2 
introduces combinations of features that was not present in the application as 
originally filed: one is the combination of features of new claim 2 with the new feature 
of claim 1 (life sign detector), and the other combination is the "and" part of the 
wording "and/or". 

Claim 3: 

1.10. The applicant cited originally filed claims 5-11 and 17 as basis for new claim 3. 

In the original set of claims, claims 5, 6,7, 8, and 11 were dependent on claim 1, in 
separate trees. Therefore, new claim 3 introduces combinations of features that was 
not present in the application as originally filed: one is the combination of features of 
new claim 3 with the new feature of claim 1 (life sign detector), and the other 
combination is the "and" part of the wording "and/or ". 

1.11. The examiner could not find the support for "medical or security centers", 
"request for medical help or police/security intervention", and "measured physical data 
parameters file of the user" in claims 5-11 and 17. 

Claim 4: 

1.12. The applicant cited originally filed claims 13, 15 and 16 as basis for new claim 4. 

In the original set of claims, claims 13 and 15 were dependent on claim 1, in separate 
trees. Therefore, new claim 4 introduces combinations of features that was not 
present in the application as originally filed: one is the combination of features of new 
claim 4 with the new feature of claim 1 (life sign detector), and the other combination 
is the "and" part of the wording "and/or". 
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1.13. The examiner could not find support for addition of "biological biometric 
identification", "positive normal non critical measured output.. . life sign parameters", 
and for change from RF to wireless, in claims 13, 15 and 16. 

Claim 5: 

1.14. The applicant cited originally filed claims 18, 19 and 20 as basis for new claim 5. 

In the original set of claims, claims 18, 19 and 20 were dependent on claim 1, in 
separate trees. Therefore, new claim 5 introduces combinations of features that was 
not present in the application as originally filed: one is the combination of features of 
new claim 5 with the new feature of claim 1 (life sign detector), and the other 
combination is the "and" part of the wording "and/or". 

Claim 6: 

1.15. "Weighted combination" is a new feature. The applicant did not provide, and the 
examiner could not identify, any support for this amendment. 

Claim?: 

1.16. The applicant cited originally filed claims 22 and 23 as basis for new claim 7. 
The examiner further notes that claim 25 appears to be basis for the last feature. 

In the original set of claims, claims 22, 23 and 25 were dependent on claim 21, in 
separate trees. Therefore, new claim 7 introduces combinations of features that was 
not present in the application as originally filed: one is the combination of features of 
new claim 7 with the new feature of claim 6 (life sign detector), and the other 
combination is the "and" part of the wording "and/or". 

1.17. The examiner could not find support for addition of "biological biometric 
identification", and "normal output reading of said at least one of said life sign 
detectors" in claims 22,23 and 25. 

Claim 8: 

1.18. The applicant cited originally filed claims 24, 26 and 27 as basis for new claim 
8. 

In the original set of claims, claims 24, 26 and 27 were dependent on claim 21, in 
separate trees. Therefore, new claim 8 introduces combinations of features that was 
not present in the application as originally filed: one is the combination of features of 
new claim 8 with the new feature of claim 6 (life sign detector), and the other 
combination is the "and" part of the wording "and/or". 

1.19. The examiner could not find support for addition of "emergency medical data is 
displayed to the emergency button apparatus activating person" in claims 24,26 and 
27. 
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1.20. In the original set of claims, claim 28 was dependent on claim 21, and the new 
feature of claim 6 (life sign detector) was in claim 23, which was also dependent on 
claim 21. Therefore, new claim 9 introduces combinations of features that was not 
present in the application as originally filed 

Claim 12: 

1.21. Originally filed claim 32 appears to be basis for the new claim 12. However, the 
originally filed claim 32 does not disclose "full duplex communication" and "plurality of 
service provides", as recites feature a) of present claim 12, nor does it disclose life 
sign detector, as recited in features c) and e) of present claim 12. 

Claim 13: 

1.22. Originally filed claim 33 is the basis for the new claim 12. However, the originally 
filed claim 32 does not disclose biometric biological identification, weighted 
combination, nor does it disclose the last feature of claim 13, namely, "through the use 
of any device from a group of connection and communication devices including ... ". 

Claim 14: 

1.23. The applicant cited originally filed claims 34-36 as basis for new claim 14. 

In the original set of claims, claims 34-36 were dependent on claim 33, in separate 
trees. Therefore, new claim 14 introduces combinations of features that was not 
present in the application as originally filed. 

1.24. Claim 14 introduces terms "biological biometric identification", "trancieve", and 

"financial, insurance, and banking data files", not present in claims 34-36. 

Non - Unity 

2.0. The application lacks unity within the meaning of Article 82 EPC for the following 
reasons: 

2.1. The prior art has been identified as D1, which discloses in accordance with all the 
features of claim 1 (the references in parentheses applying to this document, the 
square brackets indicting added subject-matter in the claim) 

an apparatus for storing and managing personal and secured data and 
documentation files associated with a specific user, comprising: 
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a plurality of biometric sensors for reading a plurality of personal biological [biometric] 
identification parameters of the user holding the apparatus, [said plurality of biometric 
sensors being integrated within the apparatus] (par.[28]); 

at least one life signs detector integrated within the apparatus, said life signs detector 
being configured to measure and record at least one of said user's life sign 
parameters (par.[57]; 

a first storage unit for the storage of said user's data and documentation files (lines 
1-5 of par.[24]); 

an authentication unit [comprising a second storage unit, with said second storage unit 
configured to store a pre-recorded set of personal biological biometric identification 
parameters uniquely associated with the specific user], wherein said authentication 
unit is configured to compare the plurality of personal biological biometric identification 
parameters of the user holding the apparatus [ or any weighted combination thereof] 
with the pre-recorded set of personal biological biometric identification parameters [or 
any weighted combination thereof] stored in said second storage unit (fig.1, 
Authentication System; lines 1-4 of par.[41]; lines 11-13 of par.[79); 

a processor in communication with said plurality of biometric sensors, said first 
storage unit and said authentication unit (fig.1, Processor); 

wherein access to the personal data and documentation files stored in said first 
storage unit is only enabled after said authentication unit positively matches each of 
the plurality of personal biological [biometric] identification parameters of the user 
holding the apparatus [or any weighted combination thereof] with the pre-recorded set 
of personal biological identification parameters [stored in said second storage unit] (pr. 
[28] and [95]); and 

[wherein, whenever any of said at least one life signs detector detects a critical level of 
said user measured life sign i;1arameters, the ai:.;1i:.;1aratus is configured to i;1reven~ 
access to said user's personal data and documentation files stored in said first storage 
unit] (although this subject-matter reQresents added subject-matter, it is noted that it is 
disclosed in Qar.[57] and [95]). 

2.1 .1. The cited paragraphs of 01 disclose also the corresponding features of method 
claim 6, with exception of encryption unit, which is present in claim 1. However, 
encryption being a well-known technique, it cannot be considered to be a subject of an 
invention. For the same reason, it cannot form a single general inventive concept for 
claims 7-11 which are dependent on claim 6. 

2.1.2.Considering the system claim 12, 01 discloses, in the above cited paragraphs, 
all the features of the personal identification unit, and, because the electronic device in 
01 is a telephone/Internet enabled, see par.[50] and [51], 01 implicitly discloses a 
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system manager with a database related to a plurality of cellular phones and their 
owners. It is noted that, in 01, the personal identification unit is integrated with the 
phone. 

2.2. From the comparison between the first invention (see claims 2 and 7) and 
document 01, the following features can be seen as making a contribution over the 
prior art: 

said plurality of biometric sensors continuously read a plurality of personal biological 
identification parameters associated with said user holding the apparatus and in the 
event that a change occurs in any of the plurality of personal biological identification 
parameters, access to the stored personal data files is denied and the operation of the 
apparatus is completely shut down. 

The technical effect of this difference is that an unauthorized user is detected and 
prevented access. Therefore, the objective problem to be solved by the first invention 
can be summarized as how to prevent unauthorized use of a device. 

It is noted here that the other part of claim 2 consists in enumerating various types of 
life sign detectors and as such is not considered to be a subject of an invention. 

2.3. From the comparison between the second invention (see claims 3, 7, 8 and 11) 
and document 01, the following features can be seen as making a contribution over 
the prior art: 

whenever life sign indicator detects a critical level, or an emergency button of the 
apparatus is being activated, communication is initiated between said apparatus and 
any of a group of registered emergency centers, transmitting any of a group of data 
files containing information associated with the unique user of said apparatus. 

The technical effect of this difference is that emergency services get information 
related to the user. Therefore, the objective problem to be solved by the second 
invention can be summarized as how to provide user related data to emergency 
services. 

2.4. From the comparison between the third invention (see claim 3) and document 01, 
the following features can be seen as making a contribution over the prior art: 

the apparatus comprises an integrated software module that automatically detects the 
operating system of the computer or cellular phone connected to said apparatus 
through one of said group of communicating devices through which the apparatus is 
connected, said computer or cellular phone having keyboard and display units 
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associated therewith, thereby allowing the user to interact with said memory module 
and with said processing module of said apparatus via said keyboard and display 
units, whereby said computer or cellular phone is configured to utilize and interact with 
said memory module, said processing module and said sensor module of said 
apparatus. 

The technical effect of this difference is that the keyboard and display of the host can 
be used, thereby simplifying the apparatus itself. Therefore, the objective problem to 
be solved by the third invention can be summarized as how to enable using of the 
keyboard and display of another device. 

It is noted here that the other parts of claim 3 consist use of data encryption and in 
enumerating various types of service providers and interfaces, and as such are not 
considered to be a subject of an invention. 

2.5. From the comparison between the fourth invention (see claims 4 and 8) and 
document 01, the following features can be seen as making a contribution over the 
prior art: 

a magnetic strip element that is only activatable after positive authentication of said 
user's personal biological identification parameters; and wherein said magnetic strip is 
configured to be concealed within the apparatus and on activation configured to 
extend out of the apparatus for swiping and reading by any of group of devices 
including a credit card reader, ATM and point of sale magnetic strip reading device. 

The technical effect of this difference is that apparatus can be connected to devices 
with a magnetic strip reader. Therefore, the objective problem to be solved by the 
fourth invention can be summarized as how to implement a magnetic strip interface. 

2.6. From the comparison between the fifth invention (see claim 4) and document 01, 
the following features can be seen as making a contribution over the prior art: 

an integrated digital data encoder/decoder and a RF transceiver module in 
communication with the processing module, said integrated digital data encoder/ 
decoder and a RF transceiver module being configured to communicate with any of a 
group of external devices including RF operated credit card readers, ATM machines 
and electronic locks or gate/door opener remotely operated using RFI0 based 
techniques. 

The technical effect of this difference is that the apparatus ca be recognized by the 
RFI0 technology compatible devices. Therefore, the objective problem to be solved by 
the fifth invention can be summarized as how to implement RFI0 technology. 
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2.7. From the comparison between the sixth invention (see claims 4, 5 and 8) and 
document 01, the following features can be seen as making a contribution over the 
prior art: 

a power charging and data backup device in communication with the processing 
module of said apparatus, said device comprising: a charging and power sub module 
comprising a charging plug for connecting to the mains supply, an AC-DC converter, a 
power supply unit and a rechargeable backup battery, an electronic sub module 
comprising a micro processor, and a mass memory unit, wherein the memory module 
of said apparatus is in communication with the mass memory unit of said device, 
thereby to compare and synchronize the version of data stored in the memory module 
of said apparatus with the version of data stored in mass memory unit of said device. 

The technical effect of this difference is that the apparatus gets charged and data 
updated. Therefore, the objective problem to be solved by the sixth invention can be 
summarized as how to charge the apparatus and update the data. 

2.8. From the comparison between the seventh invention (see claim 5) and document 
01, the following features can be seen as making a contribution over the prior art: 

an activation sub-module comprising an electronic buzzer activator, a button 
connected to said buzzer activator and an RF transmitter connected to said electronic 
buzzer activator , wherein on activating said buzzer button, said RF transmitter is 
configured to transmit a coded signal to the apparatus to enable the user to determine 
the location of the apparatus; and an integrated GPS module in communication with 
the processing module to precisely locate the geographical position of the apparatus. 

The technical effect of this difference is that the device can be localized. Therefore, 
the objective problem to be solved by the seventh invention can be summarized as 
how to enable a user to locate a device. 

2.9. Considering features of claim 9, 01 further discloses 

each of plurality of unique users is in communication with a system manager, said 
system manager managing a remote centralized data communication storage and 
management system of said plurality of unique users, where said system manager is 
registering each unique user and storing the personal ID data file of each unique user 
in a memory sub-system connected to said centralized system (this is implicitly the 
infrastructure for telephones and Internet-enabled devices, see 01, par.[50] and 51] .) 
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The remaining features of claim 9, namely generating and storing pairs of character 
strings and a secret access code, do not provide any technical effect, since the use of 
these strings is not clear from claim 9. They can be seen as making a contribution 
over the prior art in combination with features of claim 10, namely 

comparing said unique user's ID data ti le and said personal identification unit unique 
embedded characterizing serial number stored in the unique user's personal 
identification unit with the corresponding user's ID and personal identification data 
stored in said memory sub-system; and if the two sets of identification data match; 

i system manager sending a first string of said stored N strings of coded alphanumeric 
data, to said user's personal identification unit; and 

ii said user personal identification unit responding with the second matching string 
from the same stored pair of coded alphanumeric data uniquely associated with said 
user personal identification unit: and 

iii said system manager comparing the received second string of coded alphanumeric 
data with a second string of coded alphanumeric data pre-stored in the memory sub­
system; and 

iv. said system manager comparing for consecutive M out of N times the received 
additional different strings of coded alphanumeric data pre-stored in the memory of 
said personal identification unit associated with said unique user with the additional 
strings of coded alphanumeric data pre-stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said system manager 
declares authenticating of said unique user and permitting said unique user access to 
said system. 

The technical effect of this difference is that the device is authenticated (it is noted 
here that the strings are stored in the device; therefore, a user is authenticated by 
authenticating the device) . Therefore, the objective problem to be solved by the eighth 
invention can be summarized as how to authenticate a device. 

2.10. From the comparison between the ninth invention (see claim 12 and paragraph 
2.1 .2. here above) and document 01, the following features can be seen as making a 
contribution over the prior art: 

said system manager's access to and communication with the personal data and 
documentation files stored in said personal identification units associated with each 
said unique user and to the personal data and documentation files stored by said 
group of service providers is only enabled after positive authentication of said unique 
user's personal biological identification parameters by said authentication unit. 
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The technical effect of this difference is the centralized management of personal data 
of the user. Therefore, the objective problem to be solved by the ninth invention can 
be summarized as how to provide centralized data management. 

It is noted here that the other parts of claim 12 consist in enumerating various types of 
life sign detectors and service providers, and as such are not considered to be a 
subject of an invention. 

2.11. The above analysis shows that the special technical features disclosed by the 
identified four inventions are not the same. Furthermore, a comparison of the objective 
problems shows that these objective problems are different and have no 
corresponding technical effect. Consequently, the technical relationship between the 
subject-matter of claims belonging to the four identified inventions, required by Rule 
30, is lacking, and the requirement for the unity of invention referred to in Article 82 
EPC is not fulfilled. 

3.0. As the applicant has not had a search report drawn up on other inventions (Rule 
64 EPC), the application will be prosecuted on the basis of the invention in respect of 
which a search has already been carried out, in other words the invention first 
mentioned in the claims. The applicant should therefore limit the application to the 
invention searched and excise those parts of the application relating to the other 
inventions. 

The subject-matter to be excised may be made the subject of one or more divisional 
applications according to Rule 36 EPC. 

Patentability 

4.0. The present application does not meet the requirements of Article 52(1) EPC 
because the subject-matter of claim 1 is not new within the meaning of Article 54(1) 
and (2) EPC, and the subject-matter of claim 6 not inventive in the sense of Artice 56 
EPC, see par.2.1 and 2.1.1. here above. 

4.1. Considering the first invention, see Qar.2.2 here above, the groblem of Qreventing 
unauthorized use of a device was solved in D2, see col.5, lines 14-15, by using the 
same features as claims 2 and 7, namely, 

the plurality of biometric sensors continuously reading a plurality of personal biological 
identification parameters associated with said user holding the apparatus and in the 
event that a change occurs in any of the plurality of personal biological identification 
parameters, access to the stored personal data files is denied and the operation of the 
apparatus is completely shut down 
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see 01, col.4, line 61 - col.5, line 6. Therefore, these features cannot be considered 
as having inventive contribution over the prior art. 

Clarity 

5.0. The last two features of claim 1 are drafted in a form of a method step, thereby 
rendering the category, and as a consequence, the scope of said claim unclear, 
contrary to requirements of Article 84 E PC. 
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OfACfS: OUBlJN & BflfAST 

European Patent Office 
D-80298 Munich 
Germany 

Dear Sirs 

Your Ref: 
Our Ref: 

European Patent Application No. 11752936.2 
"A Secured Personal Data Handling and 
Management System" 

.~ LLY 
f\. '"""'"' .. -, "" .I TRADEMARK ATTORNEYS 

11752936.2 
P105633EP00 

28 August 2014 

OS - NEW HORIZON PERSONAL COMPUTING 
SOLUTIONS LTD. 

In response to the Communication pursuant to Rule 70a(2) EPC, we hereby confirm the 
Applicant's desire to proceed further with the above Application. 

Response to Written Opinion 

Patent Prosecution Highway (PPH) 
A request for participation in the Patent Prosecution Highway (PPH) programme based on US 
Patent No. 8,401,875 was filed on April 3 2014. The revised claims filed herewith correspond to 
the granted claims of US Patent No. 8,401,875. 

Amended Claims 
We enclose a replacement set of claims for replacing the claim set currently on file. An 
annotated claim set is also provided showing the claim revisions. Claims 1, 2, 6 and 13 have 
been amended to remove the phrase "or any weighted combination thereof" . 

Claims 4, 5 and 11 have been deleted. Applicant reserves right to file divisional applications. 

Additionally, claims 1-3, 7-8, 12-15 have been amended in resRonse to the "Added Subject 
Matter" objections. Amendments have been made according to the Examiner's guidelines. 

Thus, the amended set of claims meet the requirements of Article 123(2) EPC and Article 84 

EPC. 

It is respectfully submitted that a person skilled in the art will readily understand that in the 
context of the description as a whole that the removed feature is: 

1. not explained as essential in the disclosure, 
2. is not, as such, indispensable for the function of the invention in the light of the 

technical problem it serves to solve, and 
3. its removal requires no real modification of other features to compensate for the 

change. 

This phrase was not included in the original application . Thus the removal of the feature from 
the revised claim 1 meets the three points test set out in T331 /87, and should be allowable. 

FRKelly 2 7 Clyde Road. Dublin 4. Ireland. Tel: +353-1 231 4848 Fax: +353-1 614 4756 dublin@frkelly.com www.frkelly.com 
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Unity of Invention 
Applicants respectfully disagree that the application does not comply with Unity of Invention 
requirements (Rule 44 EPC, Art 82 EPC)). 

It is respectfully submitted that the Examiner did not consider all the features of the claims 
when assessing unity of invention. In particular, the Examiner indicated that a number of 
features in claim 1 was directed to added subject matter. The applicant strongly contests this 
assessment. The attached 'REFERENCE TABLE to ADDED MATTER' lists references in the 
description and figures for several phrases, which the Examiner indicated referred to added 
matter. As shown in the reference table, other terms/ phrases listed are referred to in the 
specification and/or figures. 

Thus, applicants respectfully submits that the amended claims do not contain any added 
matter. 

REFERENCE TABLE [, DDED MATTER? Reiectionl 
Descriotion, PaQe refs FiQS. Fia. Ref No 

Biometric 26, line 19- 28, line 20 2 124; 126 
40, lines 7- 23 4 403 
45, lines 15-23 5 503 

Plurality of biometric 30, lines 23-24; 
sensors being 34, lines 18-20; 
integrated within the 36, lines 16-17; 
aooaratus 39, lines 13-14 
second storage unit 28, line 22; 2 140 
(configured to store a 30, lines23-28; 
... personal biological 36, line 28; 
biometric identification 45, line 26 
parameters) 
Life signs detecfon 40, lines 7- 23 to page 4 403 
detects a critical level ... 41 line 3 
prevents access 

It is respectfully submitted that T194/84 referenced on page 347 of the Case Law of the Boards 
of Appeal 6th Edition makes it clear that "The test for additional subject matter corresponded to 
the test for novelty only in so far as both required assessment of whether or not information 
was directly and unambiguously derivable from that previously present in the originally filed 
application or in a prior art document respectively. An amendment was not allowable if the 
resulting change in content of the application, in other words the subject-matter generated by 
the amendment, was novel when compared with the content of the original application or, 
looked at another way, if the said change in content would be novelty-destroying for a 
hypothetical future claim when the original content would not be." It is clear from the above 
table that the subject matter identified by the examiner as being "Added matter" is in fact 
directly and unambiguously derivable form the Application as originally filed and for this reason 
at least the previous amendments are allowable under 123(2) EPC. 

It is respectfully submitted that D1 fails to disclose each and every one of the following features 
of claim 1. 

Apparatus for managing personal and secured data and documentation 
files, stored in the apparatus ,comprising: 

a plurality of biometric sensors for reading a plurality of personal 
biometric identification parameters of the user holding the apparatus, said 
plurality of biometric sensors being stored within the apparatus; 
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at least one life signs detector integrated within the apparatus, said 
life signs detector being configured to measure and record at least one of 
said user's life sign parameters; 

a first memory module in communication with said processing 
module and said encryption module for the storage of said user's data and 
documentation files; 

an authentication unit configured to compare the plurality of 
personal biological biometric identification parameters of the user holding 
the apparatus with the pre-recorded set of personal biometric identification 
parameters; 

a processor in communication with said plurality of biometric 
sensors, said first memory module and said authentication unit; 

wherein access to the personal data and documentation files stored 
in said first memory module is only enabled after said authentication unit 
positively matches each of the plurality of personal biometric identification 
parameters of the user holding the apparatus, with the pre-recorded set of 
personal biometric identification parameters; and 

wherein, whenever any of said at least one life signs detector detects 
a critical level of said user measured life sign parameters, the apparatus is 
configured to prevent access to said user's personal data and 
documentation files stored in said first memory module. 

The claim numbering used in the following comments corresponds to the claim numbering used 
by the Examiner in the Search Opinon. 

Apparatus claims 1-5 relate to a single invention which is described in the preamble to claim 1 
"Apparatus for managing personal and secured data and documentation files stored in the 
apparatus". The technical effects of the claims is that an user is detected and authenticated (or 
not) through 'a plurality of personal (biological) biometric identification parameters' and 'at least 
one life signs detector'. 

Access to personal data and documentation files stored in the apparatus is only enabled after 
"the authentication unit positively matches each of the plurality of personal biometric (biological) 
identification parameters of the user holding the apparatus" 

In addition, as a corollary to allowing access, whenever any of "life signs detector detects a 
critical level of the user measured life sign parameters, the apparatus is configured to prevent 
access to the user's personal data and documentation files". (Claim 1 ). 

By continuously "reading the plurality of personal biological identification parameters 
associated with the user holding the apparatus and in the event that a change occurs in any of 
the plurality of personal biological identification parameters, access to the stored personal data 
files is denied". (Claim 2). 

Thus, the problem being solved is how to detect and authenticate an user of a device, to 
prevent unauthorized use and to detect a critical level or emergency situation. 

Claim 3 extends the invention of claims 1 and 2, by configuring the apparatus to make an 
emergency call when the 'critical level' (of claim 1) is detected. The effect of this feature is that 
the "authenticated user" is able to communicate with emergency services in a "critical" 
situation. The communication may include sending the user's medical data to the service. 
Claim 3 does not refer to the problem of "how to provide user related data to emergency 
services" . 

Similarly, claims 6-11 relate to a method utilizing the apparatus of claim 1 to "managing 
personal and secured data and documentation files of a plurality of unique users". Claim 6 
detects and authenticates (or not) an user of the apparatus through 'a plurality of personal 
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biological biometric identification parameters' and 'at least one life signs detector'- similar to 
the effect of claim 1 above. 

Claim 7 (partially) has a similar effect as claim 2 (above). 

Part of claim 7 and part of claim 8 have a similar effect as claim 3, in that emergency services 
are contactable when a 'critical level' is indicated . 

Claims 9 and 1 O refer to the authentication of the device (apparatus claims 1-5). The problem 
being solved is the same problem as claims 1,2 and 6,7. 

Thus, Inventions 1, 2 and 8 intrinsically _refer to the same problem , that is of :how to detect and 
authenticate an user of a de.tice, to prevent unauthorized use and to detect a critical level or 
emergency situation of the user." 

Claims 12-15_is a system claim which refers to_a system for "managing the personal and 
secured data and documentation files associated with a plurality of unique users, each utilizing 
the apparatus of claim 1". 

Claim 12 refer to the same problem as claims 1 and 6 that is of_'.'.how to detect and 
authenticate an user of a de.tice, to prevent unauthorized use and to detect a critical level or 
emergency situation albeit for a plurality of users ." 

Thus, Invention 12 is identical to Inventions 1, 2 and 8. 

Thus, _applicants respectfully submit that claims 1, 2, 3, 6, 7, 8, 9, 1 O and 12-15 refer to a single 
invention and meet the requirements of Unity of invention (Rule 44 EPC, Art 82 EPC)) . 

Inventive Step 
The Applicant notes that it is mandatory under the EPC that the Examiner demonstrates why 
one skilled in the art would, not just could, arrive at the claimed invention starting with the 
closest prior art bearing in mind the objective technical problem to be solved. 

According to the Guidelines for Examination (Could-Would approach) "the question to be 
answered is whether there is any teaching in the prior art as a whole that would (not simply 
could, but would) have prompted the skilled person, faced with the objective technical problem, 
to modify or adapt the closest prior art while taking account of that teaching, thereby arriving at 
something falling within the terms of the claims, and thus achieving what the invention achieves 
In other words, the point is not whether the skilled person could have arrived at the invention by 
adapting or modifying the closest prior art, but whether he would have done so because the 
prior art incited him to do so in the hope of solving the objective technical problem or in 
expectation of some improvement or advantage (see T2/83, OJ6/1984, 265) ." The Division 
must explain why he would do this, not just could. 

It is respectfully submitted that there is not a scintilla of motivation in the prior art that would 
prompt a person skilled in the art to redesign the prior art to include all the features as recited in 
claim 1. Examiners should be wary of ex post facto analysis. 

The Applicant respectfully reminds the Examining Division that they are obliged under the EPC 
to grant the application unless there is a valid basis to refuse. The onus is on the Examining 
Division to establish beyond doubt that the objection is valid and to substantiate all objections. 
In doing so, the Division must refrain from using hindsight, assumption or innuendo which is not 
permissible under the EPC. 

As is evident from the above argument the Examiner has not provided sufficient anticipation of 
the claimed features or reasoning why the person of skill in the art would be motivated upon 
reading the prior art to modify it to arrive at the claimed features . In view of the claim 
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amendments and arguments presented herein , Applicant submits that the claims are both 
novel and inventive in view of the cited prior art. 

General 
Any amendments made by way of the present letter, and the observations contained herein , 
are made solely for the purposes of the prosecution of this European patent application and 
without prejudice to the applicant in other jurisdictions. 

It should be noted that insofar as any subject-matter might otherwise be regarded as having 
been abandoned or effectively disclaimed by virtue of amendments mentioned above and/or 
incorporated in the new pages submitted with this letter, the Applicant wishes to reserve the 
right to restore such subject matter and/or file a divisional application in respect thereof. 

In the event that it is intended to refuse this application, or before any adverse decision is 
taken , the applicant hereby requests, in order of preference, a telephone interview, a personal 
interview, or oral proceedings under Article 116 EPC. 

Favourable reconsideration of this applicat ion is requested . It is believed that the present 
submission properly overcomes all remaining objections and that the application is in order for 
grant. However, if there are any remaining objections which may be usefully dealt with by 
telephone, the Examiner is invited to call me on +353 1 231 4862. 

Yours faithfully, 

Paul Keane 
Representative 

p. keane@f rkel ly .com 
+353-1-2314862 
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WHAT IS CLAIMED IS-with Revision Marks: 

Apparatus for fofeR;Rg---at½El managing personal and secured data and 

documentation files ,asseeiated -¥9.tth--a-spea~ stored in the aQJ2aratus, 

comprising: 

a plurality of biometric sensors for reading a plurality of personal 

titelegteal biometric identification parnmeters of the user holding the 

apparatus, said plurality of biometric sensors being ffitegfateastored within 

the apparatus; 

at least one life signs detector iHtegi=atedstored within the apparatus, 

said life signs detector being configured to measure and record at least one 

of said user's life sign parameters; 

a first--stet=age---t!AA memory module in communication with said 

processing module and said encryption module for the storage of said 

user's data and documentation files; 

an authentication unit .eei1¼f3RSi-Hg--a--seeeHQ--stefage--mHt,--witl½--saia 

see0-HEl--sterage--MBit--e0HH~--te--stefe---a-i3f8 Feeeraea set--ef-fl@fS01HH 

eielegieal biemetrie iEle-HttfteatieH~efS HHiqael~:...asseeiateEl--with-tke 

SJ:306i-He-MSer,-wh@feiB-saia-,Httke-HtieatieB-H-Hi-t-is configured to compare the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus er a-Hy weigltteEi---eembi-HatieH---tltereef with the 

pre-recorded set of personalpi-elegieal-biometric identification parameters 

er a-Hy w~igltteEi---eeffibi-Hatie-H-HteFC~rea il-l-saciEi-se.;eJ-lEi-stefage ~ti-lit; 

a processor in communication with said plurality of biometric 

sensors, said first stei;age-M-Hitmemory module and said authentication unit; 

wherein access to the personal data and documentation files stored in 

said first stet=age----M-Hit-memory module is only enabled after said 

authentication unit positively matches each of the plurality of personal 

biometric pielegieal identification parameters of the user holding the 

apparatus er~c..wei-glttea-eembi-Hatie-H-tkereef, with the pre-recorded set of 
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personal ,biological identification parameters--s-t,0rea-iH said ,_seeeHa--s-t,Oritg8 

ttHtt; and 

wherein, whenever any of said at least one life signs detector detects a 

critical level of said user measured life sign parameters, the apparatus is 

configured to prevent access to said user's personal data and documentation 

files stored in said first memory modulesloraee ttHil. 

2. The apparatus according to claim 1, wherein said plurality of biometric 

sensors are configured to continuously read a plurality of personal 

biological identification parameters associated with said user holding the 

apparatus and in the event that a change occurs in any of the plurality of 

personal biological identification parameters, Of-ftH;'--¥,'eighled combiHalioH 

lhef.eef, access to the stored personal data files is denied and the operation 

of the apparatus is completely shut down; jH½d+or 

wherein said at least one of said user's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 02 saturation level indicator, a body 

heat measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator 

3. The apparatus according to claim 1, further comprising: 

communication and data connection means for communicating with 

an external device, said communication and data connection means being 

controlled by and in communication with said processor; .~or 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

medical or security centers jHclttdiHg-ft-fi!€ftteSl--ffif-ffiedieal--helj3--er 

~security iHlerveHliOft, and send to said registered emergency 

centers any of a group of data files containing information associated 

with the user, including the identification data file of the user, personal 

medical pHG-ff!eaSttfedj,hj'5t€ftl~alaparnfflelers file of the user, 
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the measured set of life sign parameters of the user and location of the 

user, j!H4!or 

the apparatus further comprises an encryption unit in 

communication with said processor for the encryption plus compression 

and for the decompression plus decryption of said user 's data files; j!H4!or 

an emergency button in communication with said processor and said 

communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said apparatus and any of a group of registered emergency 

centers, said emergency call transmitting any of a group of data files 

containing information associated with the unique user of said apparatus, 

including the identification data of said user, the personal medical data file 

of said user, and location of said user; j!H4!or7 

wherein said apparatus is configured to communicate with any 

of a group of service providers, said group of service providers including 

banks, credit card companies, clinics, hospitals and medical insurance 

companies, municipal and utility entities and websites frequently accessed 

by said user; thereby allowing said user to access and manage personal data 

and documentation files , associated with said user; .f1H41or 

wherein said external device comprises any one of a group including a 

remote server, a local server, a host computer, voice or data communication 

means and a cellular phone; f!H4/or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet by 

said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; f!H4/or 

wherein said communication and data connection means comprises at 

least one of a group of connection and communication devices including a 

data interface connector attached to a host computer, a Mini USB, a 

compatible industrial data interface connector attached to a cellular phone, a 
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near field wireless communication interface, a Bluetooth communication 

interface, a magnetic reader interface, and a smart card reader based on a 

contact-less communication interface using induction or RF communication; 

flH4'.or 

further comprising an tHtegrAfedstored software module that 

automatically detects the operating system of the computer or cellular phone 

connected to said apparatus through one of said group of communicating 

devices through which the apparatus is connected, said computer or cellular 

phone having keyboard and display units associated therewith, thereby 

allowing the user to interact with said first_--sIBFage-kHti~memory module and 

with said processor of said apparatus via said keyboard and display units, 

whereby said computer or cellular phone is configured to utilize and interact 

with said memory module, said processor and said sensor module of said 

apparatus. 

4-,. The apparalttS aeeordiHg to-elai-ffi- I, furtlcier eomprisiHg; 

ft--tHagnetie strip elemeHt that is--.=iHly--aai..,<ataele--afler-.p~--ffitllteHt,i,6fttieH--.=if 

sai&-ttser-'-s--persooftl-tliele-giea-1-eiefflelri&--tEieHtifiealieH-:jlflfftffieters---ftHa 

p~--H0fffiftl--H0H--eritieftl--meftSttreG~--ef..al±--ef-tHe--at--J.east--eHe--.=if 

sa-ia--tife-stgH deteetors-ef..sa.ia-ttSer-measured life sigH parameters;-ftHd 

whereiH-sa-id-magHet~is-€0Hfi.gttrea-to-ee eoHeealed--witAin the apparattts--ftHd 

OH--i¼eli-.'alieH--€0Hfi.gttrea-to exteHd out Gf-the--apparatttS-fff-swipiHg aHd 

rea-dtHg-e;'-ftHY-Of-grottp'-Of-ee¥iees-iHelud iHg ,H,red-i-t-€ftrd-rea-der, ATM aHd 

pOtHt-of-sa-le magHetie strip readiHg tie,,'tee;-ftHEbiof 

fttrtlcier eomprisiHg aH iHtegrated digital dalft-eHeOdockleeoder aHd a RF traHseeiver 

ffiOffitte--i-R eo1RmuHi6ftlieH--wi-tA--t-lte-proeessor,-sa-id--i-R-tegrateEHii-gttftl-4AA 

eHeoder/deeotier----ftHd---ft----wireless-----trftHseei\'0f beiHg eoHfigured----to 

eommtmic-at~ aH; of a group of ex-terHa-1-ee, iees iHelttdiHg -RF-eperated 

eredit eard readers, ATM maehiHes, aHd remotely operated-eleetroftie-1~ 

gat0S-ii-Hd-e-oors-epeHer-tt!liHg R.1,ID basea-teeAHtftttes~ 
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-------itci,h~e -fii3j3f!fitltts further eeffiiffiSHtg---tt--sttppleffieHtary base GlfttieH--tie-.,jee--tH 

eoffiffiUHieatieH with said ---wireless--4ffif1Seewe~--ba-se--5lfttieH---d-e¥iee 

eo~red- to eleetrieally eharge~ apparatus -flflG si1RultaH@ottsly 

aHHHHa!iea-ll;c..ei.eett~---baelatp of the iHtemal seettre&---fffid-HOH~ 

s-terea-aata of the apparatus~ 

~ +he apparatus aeeordiHg t0--ela-i!H-h-furth-er eoffiprisil'½~-f!O""'<er ehargiHg 

ftf!G---aata--baeitttf!---4~ eOffiffiuHieation ........ ~--the---f!Foeessor--oHata 

i,-;:i ehargiHg plug for--€0HHeetiHg to the ffiaiHs--sttpply, aH AC ~---€OHYerter, a 

p8"""8r-sttflflly-uHit af½d a r€ffiftfgeabte~ battery; aHci 

th-a 1Riero proeessor-fll½H-ffiftS-S 1Remory-tt~Ei 

iii . aH eleetrof½ie~--aeti¥ator,-a-bttH-ofl-€0fH½eelea-to-satd--btti\--aett¥atof--flf½4 

af! R.lCi traHsraiHer 60f!Heeted lO-sata-eleetrof½ie-b--aettWHOF..,........JtereiH-Of½ 

aelt¥-atiflg-Sat~-bttHOf½;--Siltd R.lCi traHsmill@r is-€0f½figttrea-to traHSIRit a 

eoEied si gHal-lo-the-Gf!paratHs-to-eHabte-the-ttser-l o EietermiHe lh-e--±oeati-oH-ef 

th-~attts~-i'll½I¼ 

...,,hereif½-lhe-ftr!lt storage untl~atd apparatus-is iH e01R11ttmtealieH--1'1<ith--the-FflftS-S 

ffleffiOtJi---ttHtl--0Hata--4eviee, therebJL-lo eoffipare af½d---s;,Hehrof½~--the 

¥0FS-iof!--ef-4at~--tH--th-e-fi.rst--sto~-ttfltl of said apparatus ........ ~ 

¥0FS-iof!-ef-aata40rea--if!-Fflfl-S-S-H!efflOfJ'-ttfltl~-eeviee; aHd/or 

th-e-apj3f!fitttts--fttrther-€0Ff!PFiSH½g-f¼H iHt@grated GPS-ffi04~ffiiffiHlieatioH with­

the proeessor40-preei-sely loeate the geographieal posifioH-ef-the-apparattts~ 

iffiQfef 

the-apparattts...fttrther-eoffiprisiHg-i\l,-tea-Sl-eHe-ef..a-grottp-of uHits iHeludiHg a-eellttlar 

eOFHffitmieatieH ffioEieffi aHd a -flat--4ispla) aHd -totteh sereeH--if½• 

eOFHffitmieatieH-with- the processor,. 

6:!_. A method for managing personal and secured data and documentation files 

of a plurality of unique users, e ach one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 
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for storing each user's personal data and documentation files, each of said 

personal identification units comprising: 

a plurality of biometric sensors iHtegrateastored within the personal 

identification unit; 

at least one life signs detector, iHtegratedstored within the personal 

identification unit, said life signs detector being configured to measure and 

record at least one of said user's life sign parameters; 

a processor in communication with said plurality of biometric 

sensors; 

an authentication unit in communication with the processor; 

an encryption unit in communication with said processor; 

a first---f;i,erage----ttHit - memory module in communication with said 

processor and said encryption unit; and 

communication and data connection means in communication with 

said processor; 

the method com prising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

J3iel,egi.eal identification parameters of the user holding thepersonal 

identification unit; 

b. at least one life signs detector, iHtegratedstored within the 

apparatus, measuring and recording at least one of said user's 

life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user 0f-f!Hj'-1','eig!ttea-eef!½ei-Hffiieit-tRereef 

with a pre-recorded set of personal biological identification parameters er 

aHy-weigHlcea-eetHffiHAfielt-tRereef stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first \~ge uHit memory module and allowing said user to 

communicate with other communication means through said personal 

identification unit. 
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:;z~. The method of claim 6:± farther comprising the steps of: said biometric 

sensors continuously reading a plurality of personal biologica4 ffi0ffietrffi 

identification parameters of said user holding the apparatus ; and 

in the event that a significant change occurs in any of the plurality of 

personal biological eietHeH¼e-identification parameters,-----eHfi--4@-iterfftal 

ett!,13ttlc~ of said least one of said life signs detectors,, denying access 

to the stored personal data files and completely shutting down the operation 

of said apparatus; flftt!tor 

wherein at least one of said plurality of life signs detectors includes a 

body pulse rate measurement indicator, a body 02 saturation level indicator, 

a body heat measurement indicator, an electro-dermal activity indicator, a 

body respiration indicator and a physical or emotional stress indicator, the 

method further comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; flftt!tor 

wherein the method further comprises the step of: 

communicating, via any one of a group of communication means, with 

any of a group of service providers including banks, credit card companies, 

clinics, hospitals and medical insurance companies, municipal and utility 

entities and websites frequently accessed by said user thereby allowing said 

user to access and manage said user 's personal data and documentation files 

stored by said group of service providers. 

&_6_. The method of claim--6....:!., wherein said apparatus further comprises an 

emergency button in communication with said processor and said 

communication and data connection means, the method further comprising 

the steps of: 
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when said emergency button is activated, ftH e11'!ergeHc;~al-4Ha 

Hle--tS-4SJc3tayea40 the eH10rgeHe;'-ffitllei½~ttS--aeti-,'flliftg130FS0f½--flflEifeF 

a call is initiated between said apparatus and any of a group of registered 

emergency centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; 

flf!efOr 

wherein the apparatus further comprises a magnetic strip element, the 

method further comprising the step of: 

after positive authentication of said user 's personal _fi-etegteal 

identification parameters, activating said magnetic strip thereby allowing 

said magnetic strip to be read by any of group of devices including a credit 

card reader, an ATM, a point of sale, a magnetic strip or near field 

communication reading device (NFC); flf!efOr 

wherein the apparatus further comprises a power charging and data 

backup device, said device comprising a charging and power unit, an 

electronic sub unit and a mass memory solid-state memory unit, the method 

further comprising the steps of: 

comparing the memory content of said apparatus first--slefage 

l:tffit-memory module to the memory content of said mass memory 

solid-state memory unit; and 

if the first--5l0f!lge--ttfttl-memory module of the apparatus lacks 

data, updating the first---filefage--ttflt+-- memory module with the last 

version of the data stored within the solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 

version of the data stored within said apparatus's solid-state memory 

unit. 

91. The method of claim-4....:!., wherein each of said plurality of unique users is 

in communication with a system manager, said system manager managing a 
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remote centralized data communication storage and management system of 

said plurality of unique users, the method farther comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration farther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be further stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

W.ll_. The method of claim-en, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager further communicating with said unique user and 

first comparing said unique user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 

i. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user's personal identification 

unit; and 

ii said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 
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m said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

iv. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

+-11+-.--T+he method of claim .2, fortlcier _ co~iltg-tlt~-ef:. 

afler--lf!e--5lefl---of--at1tAel½lieatiHg, said--sySleffi---fHf¼Hag@f COHH@CliHg lAe--fl@l'Sel½at 

½deitlcifteatieH ttHil of said ttllifttt--~y--of-it group of emergeHCJ' 

e@Ht@fS--e-e 1vice pro vid@rs regisl@red---wi-t+H.atd--sySleffi n,aHag@r Af--H!e 

r0fttt0st of said ttser perSeitat-tae!Hifiealcio!Ht!Hi;-aHd-

tH--l-A@-ease--ef-a medical en,ergeHcy call iHiliated by--satd-persoHal--iaeffi.ifiealcioH 

ttHit,,-lfaHSH!ffffig4'R0-ttS@r!.s-ttpdat,ea-ffl&iieal-aa!:a-t,o-Hle-@meFgSHey-esHlcer, 

~2.- A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users aHd--for--fH-ll.-eupl@ll commtmicatioH-with 

each of said plurality of unique users---aHd...a,-t1lurality of s@f¥iee--fl[ffi'tders; 

and 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of personal identification units, each of said personal 

identification units being associated with a unique user, each unique user 

being registered with said system manager, each of said personal 

identification units comprising a storage unit configured to store the 
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personal ID data file of each unique user and a plurality of biometric sensors 

for reading a plurality of personal biometric ~ieal identification 

parameters of the user holding the apparatus, said plurality of biometric 

sensors being ffit~tored within the personal identification units fffia-alc 

tea~He--------1,i fe signs deteetor, integrate4stored within said personal 

identification units, said life signs detector being configured to measure and 

record at least one of said user's life sign parameters; and 

d. a plurality of computer hosts and cellular phones in communication 

with said system manager, enabling the direct connection by said system 

manager with said plurality of unique users through their corresponding 

personal identification unit; and 

e. a plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users; 

wherein said system manager 's access to and communication with the 

personal data and documentation files stored in said personal identification 

units associated with each said unique user and to the personal data and 

documentation files stored by said group of service providers is only enabled 

after positive authentication of each of said unique user's personal biometric 

,ffi0l_egieal identification parameters by said authentication unit and 

measuring the normal measured output of each one of said user 's life sign 

parameters; 

~4iereif½..Af-leasic-eHe-of-sfti.~alit y of biometrie -5ef!5-0FS-ts-a-ltfe-.stgn-s 

deteelor, said li.fe--sign-s deteelor beif½g-e0Hfigttre4-to measure and reeord al 

±easH3He-ef-said-ttser-?-s-lt~igH parameter;r,-and 

wherein said at least one of said user's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body O, saturation level indicator, a body heat 
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measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

~.ill- The system according to claim~-2., wherein each of said plurality of 

personal identification units comprises: 

i. a sensor module comprising a plurality of biometric sensors for 

reading a plurality of personal biometric ,etetegieal identification parameters 

of the user holding the of personal identification units, said of personal 

identification units being uniquely identified with said user; and 

ii. a processor in communication with said sensor module for 

processing said personal ,etetegieal- identification parameters and for 

processing and managing the personal and secured data and documentation 

files associated with said user; and 

iii. an authentication unit in communication with the processor 

configured to receive and authenticate the identity of said user by comparing 

said user 's personal ~eal identification paran1eters read ... ~ . 

weigl'lted eon,ei-H-atcieiHl½eFeeE, by the sensor module and processed by the 

processor, with a pre-recorded set of personal },iologieal identification 

parameters or--a1ty-......,,eigf!te4--eofftffif½aicion tl'lereof stored in said 

authentication unit; and 

iv. an encryption module in communication with said processor for the 

encryption plus compression ttf½dlor decompression plus decryption of said 

user's data files; and 

v. a storage unit in communication with said processor and said 

encryption module for the storage of said user 's data and documentation 

files; and 

vi. communication and data connection means in communication with 

said processor for connecting said plurality of personal identification units 

with said system manager and plurality of service providers0;--lhrottgl'l4l'le 

ttse-ef-a!tj'""4e-¥tee-4-f0fft-a grmtp of eeftfteette1t-an4-eefftfftttftteffiie1t-ae-¥tees­

including a data interfaee-e0f½1te~ auacl'led40-a-fl05-l--€0ff!Ptt~F,a-MH½i­

YSB,-a--eet!½pffii131e-tn-dtts-trial-4Afa in~rfaee ee1t1te~-attacl'led-te-a-eellttlar 
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f!H0He,-----a-----Hefl:F field ·.~•il,el@ss----eeHHHttflie-atcieH----iflleftttee,-----a----Bttteleelfl 

e0H1H1ttHieAfieH---Htlefff1€e;---8,--taagHelit: f@ader iHlerraee, aHd a sH,art eafd. 

f@[l6@f-eased--eH--a--€0Hlaa--teSS--€0mmuHiealiefl iHleffaee HSiHg iHdHelieH--ef 

&F 60HIHIHHi6AfieH 

-l-411 The system according to claim-HlQ_, wherein said system manager is 

configured: 

to communicate with said personal identification units to compare the 

user's ID data file stored in the unique user's personal identification units 

with the corresponding identification data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a further level of security identification prior to full 

communication and data updating capability being enabled between said 

system manager and said user personal identification unit; and 

wherein said further level of security identification comprises said 

system manager sending a first string of coded alphanumeric data uniquely 

associated with said user personal identification unit to said user personal 

identification unit, said personal identification unit responding with a second 

string of coded alphanumeric data uniquely associated with said user 

personal identification unit, and said system manager verifying the received 

second string of coded alphanumeric data with a second string of coded 

alphanumeric data pre-stored in the memory sub-system; and 

said system manager comparing for full matching for N consecutive 

times received additional different strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; flf!dlor 

wherein said plurality of biometric sensors continuously read a plurality of 

personal .eietegieal biometric identification parameters associated with the 

user holding his unique personal identification units and in the event that a 

change occurs in any of the plurality of personal .eiel-egieal biometric 

identification parameters, access to the stored personal data files is denied 

.-( Formatted: Strikethrough 

/ __ / [ Formatted: Strikethrough 

Page 220 of 713



74 

and the operation of said identification units is completely shut down; 

i¼flefOr 

wherein each personal identification unit further comprises an emergency 

button in communication with said processor and said communication and 

data connection means module; 

wherein the personal identification unit is configured to transfer any of 

a group of data files containing information associated with the user, 

including files such as the identification data of the user, personal medical 

data file of the user, the measured set of life sign parameters of the user, 

finaneial,-H½Sttl'f!H€e---f!H-El-ea1Tt.etng-.:lata-fHe&-associated with the user and an 

updated location of the user; and 

wherein the personal identification unit is configured to initiate an 

emergency call to any of said plurality of registered emergency centers, 

whenever said emergency button is activated or whenever any of the group 

of life sign indicators detects a critical level. 

~ 12. _ The system of claim ~2., wherein said system, further comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 

wherein said call center is configured to communicate the user's 

location coordinates to an emergency rescue team and simultaneously said 

call center is configured to communicate with any of said plurality of 

registered emergency centers and service providers to receive said user 's 

updated medical data and to transfer said data to and from the user 's 

personal identification unit. 
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WHAT IS CLAIMED IS 

1. Apparatus for managing personal and secured data and documentation files 

stored in the apparatus, comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being stored within the apparatus; 

at least one life signs detector stored within the apparatus, said life 

signs detector being configured to measure and record at least one of said 

user's life sign parameters; 

a first memory module rn communication with said processmg 

module and said encryption module for the storage of said user' s data and 

documentation files; 

an authentication unit configured to compare the plurality of 

personal biological biometric identification parameters of the user holding 

the apparatus with the pre-recorded set of personal biometric identification 

parameters; 

a processor rn communication with said plurality of biometric 

sensors, said first memory module and said authentication unit; 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein, whenever any of said at least one life signs detector detects a 

critical level of said user measured life sign parameters, the apparatus is 

configured to prevent access to said user's personal data and documentation 

files stored in said first memory module. 

2. The apparatus according to claim 1, wherein said plurality of biometric 

sensors are configured to continuously read a plurality of personal 

identification parameters associated with said user holding the apparatus 
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and in the event that a change occurs in any of the plurality of personal 

identification parameters, access to the stored personal data files is denied 

and the operation of the apparatus is completely shut down; or 

wherein said at least one of said user 's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 02 saturation level indicator, a body 

heat measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator 

The apparatus according to claim 1, fmther comprising: 

communication and data connection means for communicating with 

an external device, said communication and data connection means being 

controlled by and in communication with said processor; or 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

medical or security centers and send to said registered emergency 

centers any of a group of data files containing information associated 

with the user, including the identification data file of the user, personal 

medical file of the user, the measured set of life sign parameters of the 

user and location of the user, or 

the apparatus fmther comprises an encryption unit in 

communication with said processor for the encryption plus compression 

and for the decompression plus dec1yption of said user 's data files; or 

an emergency button in communication with said processor and said 

communication and data connection means module; 
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wherein on said emergency button being activated, communication is 

initiated between said apparatus and any of a group of registered emergency 

centers, said emergency call transmitting any of a group of data files 

containing information associated with the unique user of said apparatus, 

including the identification data of said user, the personal medical data file 

of said user, and location of said user; or. 

wherein said apparatus is configured to communicate with any of a 

group of service providers, said group of service providers including banks, 

credit card companies, clinics, hospitals and medical insurance companies, 

municipal and utility entities and websites frequently accessed by said user; 

thereby allowing said user to access and manage personal data and 

documentation files, associated with said user; or 

wherein said external device comprises any one of a group including a 

remote server, a local server, a host computer, voice or data communication 

means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet by 

said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises at 

least one of a group of connection and communication devices including a 

data inte1face connector attached to a host computer, a Mini USB , a 

compatible industrial data interface connector attached to a cellular phone, a 

near field wireless communication interface, a Bluetooth communication 

interface, a magnetic reader intelface, and a smart card reader based on a 

contact-less communication interface using induction or RF communication; 

or 

fmther compnsmg an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said apparatus through one of said group of communicating devices through 
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which the apparatus is connected, said computer or cellular phone having 

keyboard and display units associated therewith, thereby allowing the user to 

interact with said first memory module and with said processor of said 

apparatus via said keyboard and display units, whereby said computer or 

cellular phone is configured to utilize and interact with said memory 

module, said processor and said sensor module of said apparatus. 

4. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user 's personal data and documentation files, each of said 

personal identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processor in communication with said plurality of biometric 

sensors; 

an authentication unit in communication with the processor; 

an encryption unit in communication with said processor; 

a first memory module in communication with said processor and 

said encryption unit; and 

communication and data connection means in communication with 

said processor; 

the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, stored within the apparatus, 

measuring and recording at least one of said user's life sign 

parameters; 
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c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user 's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

The method of claim 4 fmther comprising the steps of: said biometric 

sensors continuously reading a plurality of personal biological 

identification parameters of said user holding the apparatus; and 

in the event that a significant change occurs in any of the plurality of 

personal biological identification parameters of said least one of said life 

signs detectors, denying access to the stored personal data files and 

completely shutting down the operation of said apparatus; or 

wherein at least one of said plurality of life signs detectors includes a 

body pulse rate measurement indicator, a body 02 saturation level indicator, 

a body heat measurement indicator, an electro-dermal activity indicator, a 

body respiration indicator and a physical or emotional stress indicator, the 

method further comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

communicating, via any one of a group of communication means, with 

any of a group of service providers including banks, credit card companies, 

clinics, hospitals and medical insurance companies, municipal and utility 

entities and websites frequently accessed by said user thereby allowing said 
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user to access and manage said user 's personal data and documentation files 

stored by said group of service providers. 

6. The method of claim 4, wherein said apparatus fmther compnses an 

emergency button in communication with said processor and said 

communication and data connection means, the method fmther comprising 

the steps of: 

when said emergency button is activated, a call is initiated between 

said apparatus and any of a group of registered emergency centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein the apparatus fmther comprises a magnetic strip element, the 

method further comprising the step of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

A TM, a point of sale, a magnetic strip or near field communication reading 

device (NFC); or 

wherein the apparatus further comprises a power charging and data 

backup device, said device comprising a charging and power unit, an 

electronic sub unit and a mass memory solid-state memory unit, the method 

fmther comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said mass memory solid-state 

memory unit; and 

if the first memory module of the apparatus lacks data, updating 

the first memory module with the last version of the data stored within 

the solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 
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version of the data stored within said apparatus's solid-state memory 

unit. 

7. The method of claim 4, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method fmther comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration fmther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be fmther stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

8. The method of claim 7, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager fmther communicating with said unique user and 

first comparing said unique user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 
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i. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user 's personal identification 

unit; and 

ii said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

iii said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

lV. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

9. A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

and 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of personal identification units, each of said personal 

identification units being associated with a unique user, each unique user 

being registered with said system manager, each of said personal 

identification units comprising a storage unit configured to store the 

personal ID data file of each unique user and a plurality of biometric sensors 

for reading a plurality of personal biometric identification parameters of the 

user holding the apparatus, said plurality of biometric sensors being stored 
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within the personal identification units stored within said personal 

identification units, said life signs detector being configured to measure and 

record at least one of said user 's life sign parameters; and 

d. a plurality of computer hosts and cellular phones in communication 

with said system manager, enabling the direct connection by said system 

manager with said plurality of unique users through their corresponding 

personal identification unit; and 

e. a plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users; 

wherein said system manager's access to and communication with the 

personal data and documentation files stored in said personal identification 

units associated with each said unique user and to the personal data and 

documentation files stored by said group of service providers is only enabled 

after positive authentication of each of said unique user 's personal biometric 

identification parameters by said authentication unit and measuring the 

n01mal measured output of each one of said user's life sign parameters; and 

wherein said at least one of said user 's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 0 2 saturation level indicator, a body heat 

measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

The system according to claim 9, wherein each of said plurality of personal 

identification units comprises: 

i. a sensor module comprising a plurality of biometric sensors for 

reading a plurality of personal biometric identification parameters of the 

user holding the of personal identification units, said of personal 

identification units being uniquely identified with said user; and 
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ii. a processor in communication with said sensor module for 

processing said personal identification parameters and for processing and 

managing the personal and secured data and documentation files associated 

with said user; and 

iii. an authentication unit m communication with the processor 

configured to receive and authenticate the identity of said user by comparing 

said user's personal identification parameters read by the sensor module and 

processed by the processor, with a pre-recorded set of personal identification 

parameters stored in said authentication unit; and 

iv. an encryption module in communication with said processor for the 

encryption plus compression or decompression plus decryption of said 

user 's data files; and 

v. a storage unit m communication with said processor and said 

encryption module for the storage of said user 's data and documentation 

files; and 

vi. communication and data connection means in communication with 

said processor for connecting said plurality of personal identification units 

with said system manager and plurality of service providers. 

The system according to claim 10, wherein said system manager 1s 

configured: 

to communicate with said personal identification units to compare the 

user 's ID data file stored in the unique user 's personal identification units 

with the corresponding identification data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a fmther level of security identification prior to full 

communication and data updating capability being enabled between said 

system manager and said user personal identification unit; and 

wherein said fmther level of security identification comprises said 

system manager sending a first string of coded alphanumeric data uniquely 

associated with said user personal identification unit to said user personal 

identification unit, said personal identification unit responding with a second 
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string of coded alphanumeric data uniquely associated with said user 

personal identification unit, and said system manager verifying the received 

second string of coded alphanumeric data with a second string of coded 

alphanumeric data pre-stored in the memory sub-system; and 

said system manager comparing for full matching for N consecutive 

times received additional difkrent strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; or 

wherein said plurality of biometric sensors continuously read a plurality of 

personal biometric identification parameters associated with the user 

holding his unique personal identification units and in the event that a 

change occurs in any of the plurality of personal eielegiea:l biometric 

identification parameters, access to the stored personal data files is denied 

and the operation of said identification units is completely shut down; or 

wherein each personal identification unit further comprises an emergency 

button in communication with said processor and said communication and 

data connection means module; 

wherein the personal identification unit is configured to transfer any of 

a group of data files containing information associated with the user, 

including files such as the identification data of the user, personal medical 

data file of the user, the measured set of life sign parameters of the user, 

associated with the user and an updated location of the user; and 

wherein the personal identification unit is configured to initiate an 

emergency call to any of said plurality of registered emergency centers, 

whenever said emergency button is activated or whenever any of the group 

of life sign indicators detects a critical level. 
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12. The system of claim 9, wherein said system, fmther comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 

wherein said call center is configured to communicate the user 's 

location coordinates to an emergency rescue team and simultaneously said 

call center is configured to communicate with any of said plurality of 

registered emergency centers and service providers to receive said user 's 

updated medical data and to transfer said data to and from the user 's 

personal identification unit. 
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The examination is being carried out on the following application documents 

Description, Pages 

1-60 

Claims, Numbers 

1-12 

Drawings, Sheets 

1/9-9/9 

as published 

filed in electronic form on 

as published 

Added Subject-Matter 

28-08-2014 

1.0. The amendments filed on 28.08.2014 contain subject-matter which extends 
beyond the content of the aQQlication as filed, contrary to requirements of Art.123(2) 

PC, as follows : 

1.1. Claim 1, the feature "life signs detector detects a critical level ... prevent access ... " 

The applicant cited in his letter of reply the passage on page 40, lines 7-23 to page 31 
line 3 as being the support for this amendment. 

The examiner is of the opinion that this feature is not present in the cited passage, nor 
is it directly and unambiguously derivable from it. This newly generated subject-matter 
is novel when compared with the original application, and thus the objection raised 
under Art.123(2) EPC against this feature is not in contradiction with the case 
T194/84, cited by the applicant in his letter of reply. 

Therefore, the objection raised in the previous communication regarding this feature is 
maintained. 

1.2. Claim 3, the feature "the apparatus is configured to initiate an emergency call to 
any of a group of registered emergency medical or security centers" 

The originally filed claim recites that the apparatus is configured to initiate an 
emergency call to any of a group of registered emergency centers. 

The applicant did not provide any support for the amendment "medical or security 
centers", therefore the objection from the previous communication is maintained. 

1.3. Claim 7 (previously claim 9) 

EPO Form 2906 01.91TRI 
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The applicant did not provide any support for this new combination of features. The 
objection from the previous communication is maintained. 

Clarity 

2.0. Claim 1 has been amended by putting back the originally filed feature "a memory 
module in communication with said processing module and said encryption module ... ". 
However, claim 1 includes neither an encryption module, nor a processing module. 

In the following reasoning, it will be considered that the intention of the applicant was 
to include the encryption module in the claimed subject-matter, and that the term 
"processing module" refers to the processor as recited in claim 1. 

2.1. In claim 1 and 4, the term "integrated" was changed to the term "stored". The 
applicant did not provide reason for this change. The examiner is of the opinion that 
the term "integrated", used in the originally filed application documents, is more 
suitable in this case. The use of a new term introduces a doubt about the intended 
scope of protection. 

Unity of Invention 

3.0. The objection under Art.82 from the previous communication is maintained, the 
reasons therefore being given here below. 

3.1. The applicant argued in his letter of reply that the examiner has not considered all 
the features of the claims when assessing unity of invention. He then identified four 
elements of added matter, and gave passages as support for these amendments. The 
examines addresses these four elements as follows: 

1) "biometric": document 01 discloses use of biometric, as already indicated in the 
previous communication; 

2) "plurality of biometric sensors being integrated within the apparatus": this feature is 
disclosed in 01, see fig.1, lines 1-6 of par.[0029], and par.]0039]; 

3) "second storage unit ... biometric identification parameters": this feature is disclosed 
in 01, see par.[0079]; 

4) "life sign detector ... prevents access ... ": as argued here above, the examiner is still 
of the opinion that this feature infringes Art.123(2) EPC. However, the content of the 
passage cited as being support for this feature will be discussed further below. 

3.2. The applicant argues further that 01 fails to disclose each and every one of the 
features of claim 1, without identifying the features he is actually disputing. 

EPO Form 2906 01.91TRI 
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The examiner carefully re-considered the arguments given in the previous 
communication, par.2.1, and, in combination with amendments of claim 1, identified 
that claim 1 differs from the document D1 in the following: 

a) Apparatus of the claim 1 manages "personal and secured data and documentation 
files", whereas the apparatus of claim 1 manages "different data or files associated 
with different applications" (D1, par.[0041]) 

This difference consists in the interpretation of data contained in the file and as such 
does not change the subject-matter defined by the claim (T0511/06: "With regard to 
the "blocks of information" which are transferred from the external device 12 to the 
information device 10, the patentee argued that the downloaded data in E1 was 
encrypted and that the skilled person would realise that the "blocks of information" in 
claim 1 were raw (i.e. non-encrypted) data. In the Board's view, the wording of claim 1 
does not justify the patentee's narrow interpretation as to the format of the data 
transferred. Nonetheless, the format (i.e. raw or encrypted) of the data makes no 
difference to the capability of the external device for transferring the information: in 
both cases, the downloaded data will be comprised of a string of ones and zeros, 
whether it is encrypted or not. The Board is therefore of the opinion that this argument 
is of no significance with regard to the subject-matter defined in claim 1.") 

b) An encryption module 

Use of encryption is a matter of general knowledge and cannot represent a single 
general inventive concept. 

c) Whenever one of said at least one life signs detector detects a critical level of said 
user measured life sign parameters, the apparatus is configured to prevent access to 
said user's personal data and documentation files stored in said first memory module 

This feature is considered to be added subject-matter, as already discussed here 
above. However, it appears from the applicants arguments given in his letter of reply, 
Qage 3, 2nd QaragraQh of the reasoning, that the aQglicant considers this to be the 
core of the unity of invention. The applicant did not clearly identify the general 
inventive concept, but he stated that "the technical effect of the claims is that an user 
is detected and authenticated (or not) through a plurality of personal biometric 
identification parameters and at least one life signs detector". 

Although the feature as drafted infringes Art.123(2) EPC, the examiner acknowledges 
that this concept is present in the passage of the application as filed identified by the 
applicant as being page 40, lines 7-23 to page 41, line 3. However, the examiner 
notes that this concept is present in D1, see par.[0057]. Therefore, even if the claim 
would be amended to include this concept without infringing Art.123(2) EPC, this 
would not overcome the objection under Art.82 EPC. 
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4.0. The subject-matter of independent claims 1 and 4 is not inventive in the sense of 
Art. 56 EPC, as shown here above in par.3.2. Considering the system claim 9, the 
personal identification unit corresponds to the apparatus of claim 1 which is not 
inventive, as shown here above, and, because the electronic device in 01 is a 
telephone/Internet enabled, see par.[50] and [51], 01 implicitly discloses a system 
manager with a database related to a plurality of cellular phones and their owners. 
Therefore, the subject-matter of claim 9 is also not inventive. 

4.1. The objection under Art.56 for the first invention as presented in the previous 
communication is maintained. 

EPO Form 2906 01.91 TRI 
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14 May 2015 

Dear Examiner, 

European Patent Application No. 11752936.2 
"A Secured Personal Data Handling and Management 
System" 
OS - NEW HORIZON PERSONAL COMPUTING 
SOLUTIONS LTD. 

With reference to the Examination Report of January 5 2015, the Applicant's response is set 
out below. 

Amended Claims 
We enclose a replacement set of claims which are to form the basis for further proceedings 
before the EPO. An annotated claim set is also provided which shows the revisions. 

Added Subject-Matter 
1.1 The Examiner has indicated that the amendments filed on 28.08.2014 contain subject­
matter which extends beyond the content of the application as filed, contrary to requirements of 
Art.123(2) EPC. In particular, the Examiner has objected to the phrase "life signs detector 
detects a critical level ... prevent access ... ". While not acquiescing to the merits of the 
rejection, the offending feature has been deleted from claim 1 in an effort to advance 
prosecution. 

It is submitted that the offending phrase has been deleted and Claim 1 has been revised to 
recite, inter alia: 

wherein said plurality of biometric sensors continuously read a plurality 
of personal biological identification parameters associated with said 
user holding the apparatus and in the event that a change occurs in 
any of too plurality of personal biological identification parameters, 
access to the stored personal data files is denied and the operation of 
the apparatus is completely shut down 

Support for this feature may be found at least in the original PCT claim 2. Accordingly, 
too added matter objection against claim 1 has been rendered moot. 

1.2 Furthermore, the Examiner has objected to the term "medical or security" in claim 3. It is 
submitted that this term has been deleted thereby rendering the objection against claim 3 moot. 

FRKelly 27 Clyde Road. Dublin 4. Ireland. Te l: +353-1 231 4848 Fax: +353-1 614 4756 dublin@frkelly.com www.frkelly.com 
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1.3 The Examiner has indicated that the applicant did not provide any support for this new 
combination of features in claim 7. 

It is submitted that claim 7 substantially corresponds to PCT claim 28 and that claim 4 
substantially correpsonds to PCT claim 21. PCT claim 28 was dependent on PCT claim 21. 
It is submitted that the combination of the features in claim 7 are directly and unambiguously 
derivable for the description with reference to Figure 2. 

Clarity 
2.0 he Examiner has objected to the omission of the feature "encrmtion module" from claim 1. 
While not acquiescing to the merits of the rejection, claim 1 has been revised to recite : an 
encr'{Qtion module in communication with the rocessing module. Furthermore, the term 
'processor" has been replaced with the term "processing module" in an effort to advance 
prosecution . 

2.1 In claims 1 and 4 the term 'stored' has been reinstated to 'integrated' thereby rendering the 
objection of paragraph 2.1 moot. 

Unity of Invention 
Applicants respectfully disagree that the application does not comply with Unity of Invention 
requirements (Rule 44 EPC, Art 82 EPC)). 

It is respectful! submitted that D1 at least fails to disclose: 

1) 

2) 

3) 

A portable handheld apparatus for managing personal and secured data and 
documentation files stored in the apparatus while the apparatus is 
communicating with an external device; 

an encryption module in communication with said processing module; 

communication and data connection means for communicating with an external 
device, said communication and data connection means being controlled by and 
in communication with said processing module; 

4) wherein said plurality of biometric sensors continuously read a plurality 
of personal biological identification parameters associated with said user holding the 
apparatus and in the event that a change occurs in any of the plurality of personal 
biological identification parameters, access to the stored personal data files is denied 
and the operation of the apparatus is completely shut down 

In paragraph 2.1.1 of the search opinion, the Examiner stated the following: 

2.1.1 . The cited paragraphs of D1 disclose also the corresponding features of method 
claim 6, with exception of encryption unit, which is present in claim 1. However, 
encryption being a well-known technique, it cannot be considered to be a subject of an 
invention . For the same reason , it cannot form a single general inventive concept for 
claims 7-11 which are dependent on claim 6. 

It is respectfully submitted that a lack of unity can only arise if claim 1 lacks novelty in light of 
D 1. In view of the Examiner's comments in paragraph 2.2.1 of the search opinion, it is clear 
that claim 1 is novel in light of D1 by virtue of at least the 'encryption module'. As a 
consequence, the unity objection has been rendered moot. The Examiner cannot selectively 
omit the technical feature of the 'encryption module' when assessing unity. 

Accordingly, the unity of invention objection has been rendered moot. 
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Patentability 
The Examiner has indicated that the subject matter of independent claims 1 and 4 is not 
inventive in the sense of Article 56. The Applicant respectfully disagrees with this assessment. 
However, in an effort to advance prosecution claims 1 and 4 have been revised in an effort to 
advance prosecution. 

To better understand the user's benefits of using the claimed invention, it is required to 
understand that presently users are frequently losing their saved personal and important data 
files, due to mechanical or electrical failures of their electromagnetic driven hard-discs, or suffer 
from sensitive data files failure or damages related to malfunctions of their personal computers 
or smart cell phones. 

Another source for lost sensitive data files is due to software malfunction problems while 
running on the users' personal computers or smart cell phones. All these problems can be 
eliminated by the present invention which provides a solution by separating the user's sensitive 
data storage and management functions from the cell phone. This functional separation is a 
very important aspect of the present application . 

The Examiner has indicated that D1 is the closest prior art for assessing an inventive step. A 
person of ordinary skill in the art would readily understand that in D1 the sensitive information 
and cellular functionality are provided on a single device which is direct contrast to the present 
invention. Thus the teaching of D1 points away from the claimed invention. The closest prior art 
is that which in one single reference discloses the combination of features which constitutes the 
most promising starting point for a development leading to the invention. In selecting the 
closest prior art, the first consideration is that it should be directed to a similar purpose or effect 
as the invention. It is respectfully submitted that D1 is not directed to the similar purpose as the 
claimed invention as it fails to provide the sensitive information on a separate device to that 
with cellular functionality. 

n an effort to clarif that the sensitive information is stored on a separate device to the externa 
device, claim 1 has been revised to recite; inter alia: 

A portable handheld apparatus for managing personal and secured data and 
documentation files stored in the apparatus while the apparatus is 
communicating with c11 external device [support page 18 lines13-17,]. 

communication and data connection means for communicating with 
an external device, said communication and data connection means 
being controlled b and in communication with said rocessing 
module; [step (f) of the original PCT claim 1) 

It is respectfully submitted that D 1 fails to disclose, hint or suggest this inventive aspect of the 
present Application. It appears that the Examiner acknowledges that D1 fail to disclose 
"wherein said plurality of biometric sensors continuously read a plurality of personal biological 
identification parameters associated with said user holding the apparatus and in the event that 
a change occurs in any of the plurality of personal biological identification parameters, access 
to the stored personal data files is denied and the operation of the apparatus is completely shut 
down" because in paragraph 4.1 of the search opinion, the examiner relies of prior art 
document D2 to teach this feature. Paragraph 4.1 of the search opinion is provided below for 
the Examiner's convenience. 
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4.1. Considering the first invention, see par.2.2 here above, the problem of preventing 
unauthorized use of a device was solved in D2, see col.5, lines 14-15, by using the 
same features as claims 2 and 7, namely, 

the plurality of biometric sensors continuously reading a plurality of personal biological 
identification parameters associated with said user holding the apparatus and in the 
event that a change occurs in any of the plurality of personal biological identification 
parameters, access to the stored personal data files is denied and the operation of the 
apparatus is completely shut down 

For the appropriate test for Article 56, the Applicant notes that it is mandatory under the EPC 
that the Examiner demonstrates why one skilled in the art would, not just could, arrive at the 
claimed invention starting with the closest prior art bearing in mind the objective technical 
problem to be solved. 

When constructing an inventive step objection it is necessary to show (G-VII , 5.3) : 

In other words, the point is not whether the skilled person could have arrived at the 
invention by adapting or modifying the closest prior art, but whether he would have 
done so because the prior art incited him to do so in the hope of solving the objective 
technical problem or in expectation of some improvement or advantage (see T 2/83, OJ 
6/1984, 265). 

The Examiner is again reminded as to the Guidelines requirements for a valid inventive step 
objection and specifically G-VII , 8 where it states : 

In all cases he should attempt to visualise the overall state of the art confronting the 
skilled person before the applicant's contribution, and he should seek to make a "real­
life" assessment of this and other relevant factors. He should take into account all that is 
known concerning the background cf the invention and give fair weight to relevant 
arguments or evidence submitted by the applicant. If, for example, an invention is shown 
to be of considerable technical value, and particularly if it provides a technical advantage 
which is new and surprising and which is not merely achieved as a bonus effect in a 
"one-way street" situation (see 11 . 10.2), and this technical advantage can convincingly 
be related to one or more of the features included in the claim defining the invention, the 
examiner should be hesitant in pursuing an objection that such a claim lacks inventive 
step. 

It is respectfully submitted that there is no hint or suggestion in D1 of the specific limitations in 
claim 1 above, and of the advantage that this provides. 

It is respectfully submitted that there is not a scintilla of motivation in the prior art that would 
prompt a person skilled in the art to redesign the prior art to include all the features as recited in 
claim 1. Examiners should be wary of ex post-facto analysis. 

The Applicant respectfully reminds the Examining Division that they are obliged under the EPC 
to grant the application unless there is a valid basis to refuse. The onus is on the Examining 
Division to establish beyond doubt that the objection is valid and to substantiate all objections. 
In doing so, the Division must refrain from using hindsight, assumption or innuendo which is not 
permissible under the EPC. 

As is evident from the above argument the Examiner has not provided sufficient anticipation of 
the claimed features or reasoning why the person of skill in the art would be motivated upon 
reading the prior art to modify it to arrive at the claimed features . 

This omission of D1 is not compensated or addressed by the teaching of D2 which similarly fail 
to direct the person of skill to the specifics of the claimed teaching. In the absence of D1 or the 
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secondary references providing any teaching or motivation to the person of skill in the art to 
provide a method such as that now claimed, it is respectfully submitted that independent claim 
1 of the present application is inventive. 

For at least the above reasons, it is respectfully submitted that D1 to D2 do not disclose, hint or 
suggest the subject matter of independent claim 1 of the present application and accordingly 
claim1 currently on file is both novel and inventive, thereby meeting the requirements of Article 
52(1) EPC, Article 54(1) and (2) EPC and Article 56 EPC. It is respectfully submitted that the 
examiner handling the counterpart U.S. application, which issued as U.S. Patent No. 8,401,875 
considered the subject matter of claim 1 to be inventive . 

General 
Any amendments made by way of the present letter, and the observations contained herein, 
are made solely for the purposes of the prosecution of this European patent application and 
without prejudice to the applicant in other jurisdictions. 

It should be noted that insofar as any subject-matter might otherwise be regarded as having 
been abandoned or effectively disclaimed by virtue of amendments mentioned above and/or 
incorporated in the new pages submitted with this letter, the Applicant wishes to reserve the 
right to restore such subject matter and/or file a divisional application in respect thereof. 

In the event that it is intended to refuse this application, or before any adverse decision is 
taken, the applicant hereby requests, in order of preference, a telephone interview, a personal 
interview, or oral proceedings under Article 116 EPC. 

Favourable reconsideration of this application is requested. It is believed that the present 
submission properly overcomes all remaining objections and that the application is in order for 
grant. However, if there are any remaining objections which may be usefully dealt with by 
telephone, the Examiner is invited to call me on +353 1 231 4862. 

Yours faithfully, 

Paul Keane 
Representative 

p.keane@frkelly.com 
+353-1-2314862 
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Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus while the apparatus 1s 

communicating with an external device, the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module m communication with said processmg 

module and said encryption module for the storage of said user's data and 

documentation files ; 

an authentication unit configured to compare the plurality of 

personal biological biometric identification parameters of the user holding 

the apparatus with the pre-recorded set of personal biometric identification 

parameters; 

a processmg module in communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module ; 

communication and data connection means for communicating with 

an external device, said communication and data connection means being 

controlled by and in communication with said processing module; 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 
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wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied and the operation of the apparatus is 

completely shut down. 

The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a body pulse rate measurement indicator, a body 02 saturation 

level indicator, a body heat measurement indicator, an electro-dermal 

activity indicator, a body respiration indicator and a physical or emotional 

stress indicator. 

3. The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing inf01mation associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 

an emergency button in communication with said processmg 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said apparatus and any of a group of registered 

emergency centers, said emergency call transmitting any of a group of data 

files containing information associated with the unique user of said 

apparatus, including the identification data of said user, the personal 

medical data file of said user, and location of said user; or 

wherein said apparatus is configured to communicate with any of a 

group of service providers, said group of service providers including banks, 
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credit card companies, clinics, hospitals and medical insurance companies, 

municipal and utility entities and websites frequently accessed by said user; 

thereby allowing said user to access and manage personal data and 

documentation files, associated with said user; or 

wherein said external device comprises any one of a group including a 

remote server, a local server, a host computer, voice or data communication 

means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet by 

said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises at 

least one of a group of connection and communication devices including a 

data interface connector attached to a host computer, a Mini USB, a 

compatible industrial data inte1face connector attached to a cellular phone, a 

near field wireless communication inte1face, a Bluetooth communication 

inte1face, a magnetic reader interface, and a smart card reader based on a 

contact-less communication interface using induction or RF communication; 

or 

fmther compnsmg an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said apparatus through one of said group of communicating devices through 

which the apparatus is connected, said computer or cellular phone having 

keyboard and display units associated therewith, thereby allowing the user to 

interact with said first memory module and with said processing module of 

said apparatus via said keyboard and display units, whereby said computer 

or cellular phone is configured to utilize and interact with said memory 

module, said processing module and said sensor module of said apparatus. 

A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 
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having a personal identification unit uniquely associated with said one user 

for storing each user 's personal data and documentation files, each of said 

personal identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit in communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus while the personal identification unit are communicating 

with an external device and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, 

access to the stored personal data files is denied and the operation of 

the apparatus is completely shut down; and 

communication and data connection means in communication with said 

processing module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the apparatus, 

measuring and recording at least one of said user's life sign 

parameters; 
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c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

5. The method of claim 4 

wherein at least one of said plurality of life signs detectors includes a 

body pulse rate measurement indicator, a body 02 saturation level indicator, 

a body heat measurement indicator, an electro-dermal activity indicator, a 

body respiration indicator and a physical or emotional stress indicator, the 

method further comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

communicating, via any one of a group of communication means, with 

any of a group of service providers including banks, credit card companies, 

clinics, hospitals and medical insurance companies, municipal and utility 

entities and websites frequently accessed by said user thereby allowing said 

user to access and manage said user 's personal data and documentation files 

stored by said group of service providers . 

6. The method of claim 4, wherein said apparatus fmther comprises an 

emergency button in communication with said processing module and said 

communication and data connection means, the method fmther comprising 

the steps of: 
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when said emergency button is activated, a call is initiated between 

said apparatus and any of a group of registered emergency centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein the apparatus fmther comprises a magnetic strip element, the 

method further comprising the step of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

A TM, a point of sale, a magnetic strip or near field communication reading 

device (NFC); or 

wherein the apparatus further comprises a power charging and data 

backup device, said device comprising a charging and power unit, an 

electronic sub unit and a mass memory solid-state memory unit, the method 

fmther comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said mass memory solid-state 

memory unit; and 

if the first memory module of the apparatus lacks data, updating 

the first memory module with the last version of the data stored within 

the solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 

version of the data stored within said apparatus's solid-state memory 

unit. 

7. The method of claim 4, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method fmther comprising the steps of: 

Page 253 of 713



5 

10 

15 

8. 

20 

25 

67 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration fmther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be fmther stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

The method of claim 7, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager fmther communicating with said unique user and 

first comparing said unique user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 

i. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user's personal identification 

unit; and 

11 said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 
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iii said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

iv. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

9. A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

and 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of personal identification units, each of said personal 

identification units being associated with a unique user, each unique user 

being registered with said system manager, each of said personal 

identification units comprising a storage unit configured to store the 

personal ID data file of each unique user and a plurality of biometric sensors 

for reading a plurality of personal biometric identification parameters of the 

user holding the apparatus, said plurality of biometric sensors being stored 

within the personal identification units stored within said personal 

identification units, said life signs detector being configured to measure and 

record at least one of said user 's life sign parameters; wherein said plurality 

of biometric sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the apparatus 

while the personal identification unit are communicating with an external 

Page 255 of 713



5 

10 

15 

20 

25 

30 

69 

device and in the event that a change occurs in any of the plurality of 

personal biological identification parameters, access to the stored personal 

data files is denied and the operation of the personal identification unit is 

completely shut down; and 

d. a plurality of computer hosts and cellular phones in communication 

with said system manager, enabling the direct connection by said system 

manager with said plurality of unique users through their corresponding 

personal identification unit; and 

e. a plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users; 

wherein said system manager's access to and communication with the 

personal data and documentation files stored in said personal identification 

units associated with each said unique user and to the personal data and 

documentation files stored by said group of service providers is only enabled 

after positive authentication of each of said unique user 's personal biometric 

identification parameters by said authentication unit and measuring the 

n01mal measured output of each one of said user's life sign parameters; and 

wherein said at least one of said user 's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 0 2 saturation level indicator, a body heat 

measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

10 . The system according to claim 9, wherein each of said plurality of personal 

identification units comprises: 

i. a sensor module comprising a plurality of biometric sensors for 

reading a plurality of personal biometric identification parameters of the 
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user holding the of personal identification units, said of personal 

identification units being uniquely identified with said user; and 

ii. a processing module in communication with said sensor module for 

processing said personal identification parameters and for processing and 

managing the personal and secured data and documentation files associated 

with said user; and 

iii. an authentication unit m communication with the processing 

module configured to receive and authenticate the identity of said user by 

comparing said user's personal identification parameters read by the sensor 

module and processed by the processing module, with a pre-recorded set of 

personal identification parameters stored in said authentication unit; and 

1v. an encryption module in communication with said processing 

module for the encryption plus compression or decompression plus 

decryption of said user 's data files; and 

v. a storage unit in communication with said processing module and 

said encryption module for the storage of said user 's data and documentation 

files; and 

vi. communication and data connection means in communication with 

said processing module for connecting said plurality of personal 

identification units with said system manager and plurality of service 

providers. 

11. The system according to claim 10, wherein said system manager 1s 

configured: 

to communicate with said personal identification units to compare the 

user 's ID data file stored in the unique user's personal identification units 

with the corresponding identification data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a fmther level of security identification prior to full 

communication and data updating capability being enabled between said 

system manager and said user personal identification unit; and 
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wherein said fmther level of security identification comprises said 

system manager sending a first string of coded alphanumeric data uniquely 

associated with said user personal identification unit to said user personal 

identification unit, said personal identification unit responding with a second 

string of coded alphanumeric data uniquely associated with said user 

personal identification unit, and said system manager verifying the received 

second string of coded alphanumeric data with a second string of coded 

alphanumeric data pre-stored in the memory sub-system; and 

said system manager comparing for full matching for N consecutive 

times received additional difkrent strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; or 

wherein each personal identification unit fmther comprises an emergency 

button in communication with said processing module and said 

communication and data connection means module; 

wherein the personal identification unit is configured to transfer any of 

a group of data files containing information associated with the user, 

including files such as the identification data of the user, personal medical 

data file of the user, the measured set of life sign parameters of the user, 

associated with the user and an updated location of the user; and 

wherein the personal identification unit is configured to initiate an 

emergency call to any of said plurality of registered emergency centers, 

whenever said emergency button is activated or whenever any of the group 

of life sign indicators detects a critical level. 
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12. The system of claim 9, wherein said system, fmther comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 

wherein said call center is configured to communicate the user's 

location coordinates to an emergency rescue team and simultaneously said 

call center is configured to communicate with any of said plurality of 

registered emergency centers and service providers to receive said user 's 

updated medical data and to transfer said data to and from the user's 

personal identification unit. 
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Claims 

1. A portable handheld Afil)paratus for managing personal and secured data 

and documentation files stored in the apparatus while the apparatus is 

communicating with an external device, the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being ~integrated within the apparatus; 

at least one life signs detector ~integrated within the apparatus, 

said life signs detector being configured to measure and record at least one 

of said user's life sign parameters; 

a first memory module in communication with said processing 

module and said encryption module for the storage of said user's data and 

documentation files; 

an authentication unit configured to compare the plurality of 

personal biological biometric identification parameters of the user holding 

the apparatus with the pre-recorded set of personal biometric identification 

parameters; 

a w;eeesserorocessing module in communication with said plurality 

of biometric sensors, said first memory module and said authentication 

unit; 

an encryption module in communication with the processing 

module; 

communication and data connection means for communicating witli 

an external device, said communication and data connection means being 

controlled by and in communication with said processing module; 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 
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parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied and the operation of the apparatus is 

completely shut down.whereifl, ,rhefl<wer af!Y of saie--at-least Ofle life sigfls­

Eleteetor-Eleteets-il eritieal le~•el-ef said user ffleasureEi life -sigfl-13arameters, 

t~at~s-eoflfigMFea-t0--t3re,,<eflt..aeeess-to--5aiEHl5er~FSOfl8t4ata.afld. 

Eioeuffleflta+iefl..files-sterea-ifl-saia-first~'-ffloaMle-

The apparatus according to claim 1, ~ereifl saiEi pbtrality of-eieffle!Fie 

seHOOrs are e0Hfi~-Ofl-!tfltt0tt5l:;• reaEi a phtrality of perseflal 

iaefltifieatiofl parameters--assoeiatea-wtth---saia-w.;er holdiHg---the---apparat1ct& 

afld--ifl-the-e¥eflt-that-a-ffiilflge-eeffi¼FS ifl aH y of -the~ity--ef-perseflal 

iaefltifieatief!farameters,-aeeess--to4lle-steredferseHal4ata-files--45-4eflied 

aHEl-the-operatioH-ef-the-apparatus is eomplete½'-5ffitt-de-wfl;-er 

wherein said at least one of said user's life sign parameters is measured by any of a 

group of life sign indicators including a body pulse rate measurement 

indicator, a body 02 saturation level indicator, a body heat measurement 

indicator, an electro-dermal activity indicator, a body respiration indicator 

and a physical or emotional stress indicator. 

3. The apparatus according to claim 1, fttrther-eeff1PFisi:eg;--

eofflffHtflieatiofl aHd Eiata eof!Heetiefl-ffleaf!S--ff)F eofflffl:mieatiflg wt Hi aH e!ttera al 

de,,<tee,-5i¼id-eolftlffitflieatien aed Eiata eoflfleettofl ffleaes beiflg eofltreJ.led-e;• 

aea-ifl-eefflffmflieatiofl--With said proee55er;-er 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

ffleEiieal or--5effitffty centers and send to said registered emergency 

◄ - · ---· ·f Formatted: Claims2 

◄ . . • - ~ ( Formatted: Claims 
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centers any of a group of data files containing information associated 

with the user, including the identification data file of the user, personal 

medical file of the user, the measured set of life sign parameters of the 

user and location of the user, or 

Hie appara-t:us furtker ----e0H1p£ises-----fll½---eHerypltefi-----tHH-l,-----ttt 

eOfNfl'ltmieatieit--wic~-preeesser-for41te eH0f)'Pli0fl plus eofflpressioH 

flflfrfur-tke deeornpressioH ~~tieft-eHaid-ttser2!HiAfa-fi.les;--er 

an emergency button in communication with said 

preeesseryJrocessing module and said communication and data connection 

means module; wherein on said emergency button being activated, 

communication is initiated between said apparatus and any of a group of 

registered emergency centers, said emergency call transmitting any of a 

group of data files containing information associated with the unique user 

of said apparatus, including the identification data of said user, the personal 

15 I medical data file of said user, and location of said user; ors 

20 

25 

30 

wherein said apparatus is configured to communicate with any of a 

group of service providers, said group of service providers including banks, 

credit card companies, clinics, hospitals and medical insurance companies, 

municipal and utility entities and websites frequently accessed by said user; 

thereby allowing said user to access and manage personal data and 

documentation files, associated with said user; or 

wherein said external device comprises any one of a group including a 

remote server, a local server, a host computer, voice or data communication 

means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet by 

said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises at 

least one of a group of connection and communication devices including a 
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data interface connector attached to a host computer, a Mini USB, a 

compatible industrial data interface connector attached to a cellular phone, a 

near field wireless communication interface, a Bluetooth communication 

interface, a magnetic reader interface, and a smart card reader based on a 

contact-less communication interface using induction or RF communication; 

or 

further comprising an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said apparatus through one of said group of communicating devices through 

which the apparatus is connected, said computer or cellular phone having 

keyboard and display units associated therewith, thereby allowing the user to 

interact with said first memory module and with said B-Feee&S0fProcessing 

module of said apparatus via said keyboard and display units, whereby said 

computer or cellular phone is configured to utilize and interact with said 

memory module, said B-Feee&s0fProcessing module and said sensor module 

of said apparatus. 

4 . A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user's personal data and documentation files, each of said 

personal identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said lif e signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a meeess0F11rocessing module in communication with said plurality 

of biometric sensors; 

an authentication unit in communication with the 

Bf0ee&S0fProcessing module: 
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an encryption unit in communication with said Bf6§8SS0Fprocessing 

module: 

a first memory module in communication with said 

ff0€8SS0Fprocessing module and said encryption unit; wherein said 

plurality of biometric sensors continuously read a plurality of 

personal biological identification parameters associated with said 

user holding the apparatus while the personal identification unit are 

communicating with an external device and in the event that a 

change occurs in any of the plurality of personal biological 

identification parameters, access to the stored personal data files is 

denied and the operation of the apparatus is completely shut down: 

and 

communication and data connection means in communication with said 

Bfee8SS0Fprocessing module:the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, ~integrated within the 

apparatus, measuring and recording at least one of said user 's 

life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user 's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

The method of claim 4 further C0ff!j3f½sifig-44e-s~t35--efi---sa½a--eieffietrie 

StIBSeFS ceHtiHlKJtt5l)' readiHg --a, plurality ---ef---per50f!al----etetegieal 

ieeffiifieat-ieH parameters .ef-s-aid user l=leldiHg t:He apparatus;--flHEl 
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tt14e--&.<eflHHAf--a--5i-gflifi&·u1l cl'liffige occurs iR---tlflj---ef4e phtFalil)' of per50flal 

biological--ieeRtificatiofl parameters of s-ai-El--leasl-efle---ef..-s.ai.Ei---ttfe---si-gHS 

Eletectors, deHyiHg access to -tf!e---stereafer50flal--4±la files ilHd completely 

SHttlltflg-40¥.'fl-Hle operaliofl of..s.a.id apparatus;-er 

wherein at least one of said plurality of life signs detectors includes a 

body pulse rate measurement indicator, a body 02 saturation level indicator, 

a body heat measurement indicator, an electro-dermal activity indicator, a 

body respiration indicator and a physical or emotional stress indicator, the 

method further comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

communicating, via any one of a group of communication means, with 

any of a group of service providers including banks, credit card companies, 

clinics, hospitals and medical insurance companies, municipal and utility 

entities and websites frequently accessed by said user thereby allowing said 

user to access and manage said user's personal data and documentation files 

stored by said group of service providers. 

6. The method of claim 4, wherein said apparatus further comprises an 

emergency button in communication with said ffOG<eSSOfProcessing module 

and said communication and data connection means, the method further 

comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said apparatus and any of a group of registered emergency centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 
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wherein the apparatus further comprises a magnetic strip element, the 

method further comprising the step of: 

after positive authentication of said user 's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

ATM, a point of sale, a magnetic strip or near field communication reading 

device (NFC); or 

wherein the apparatus further comprises a power charging and data 

backup device, said device comprising a charging and power unit, an 

electronic sub unit and a mass memory solid-state memory unit, the method 

further comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said mass memory solid-state 

memory unit; and 

if the first memory module of the apparatus lacks data, updating 

the first memory module with the last version of the data stored within 

the solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 

version of the data stored within said apparatus's solid-state memory 

unit. 

7. The method of claim 4, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method further comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration further includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 
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selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be further stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

The method of claim 7, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager further communicating with said unique user and 

first comparing said unique user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 

1. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user 's personal identification 

unit; and 

11 said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

m said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

iv. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 
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said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

and 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of personal identification units, each of said personal 

identification units being associated with a unique user, each unique user 

being registered with said system manager, each of said personal 

identification units comprising a storage unit configured to store the 

personal ID data file of each unique user and a plurality of biometric sensors 

for reading a plurality of personal biometric identification parameters of the 

user holding the apparatus, said plurality of biometric sensors being stored 

within the personal identification units stored within said personal 

identification units, said life signs detector being configured to measure and 

record at least one of said user's life sign parameters;_ wherein said plurality 

of biometric sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the apparatus 

while the personal identification unit are communicating with an external 

device and in the event that a change occurs in any of the plurality of 

personal biological identification parameters, access to the stored personal 

data files is denied and the operation of the personal identification unit is 

completely shut down: and 

d. a plurality of computer hosts and cellular phones in communication 

with said system manager, enabling the direct connection by said system 
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manager with said plurality of unique users through their corresponding 

personal identification unit; and 

e. a plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users; 

wherein said system manager's access to and communication with the 

personal data and documentation files stored in said personal identification 

units associated with each said unique user and to the personal data and 

documentation files stored by said group of service providers is only enabled 

after positive authentication of each of said unique user 's personal biometric 

identification parameters by said authentication unit and measuring the 

normal measured output of each one of said user's life sign parameters; and 

wherein said at least one of said user's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 0 2 saturation level indicator, a body heat 

measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

The system according to claim 9, wherein each of said plurality of personal 

identification units comprises: 

i. a sensor module comprising a plurality of biometric sensors for 

reading a plurality of personal biometric identification parameters of the 

user holding the of personal identification units, said of personal 

identification units being uniquely identified with said user; and 

11. a eyeeess0Fprocessing module in communication with said sensor 

module for processing said personal identification parameters and for 

processing and managing the personal and secured data and documentation 

files associated with said user; and 
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111. an authentication unit in communication with the 

m;eeessetprocessing module configured to receive and authenticate the 

identity of said user by comparing said user 's personal identification 

parameters read by the sensor module and processed by the 

m;eeesS0fl)rocessing module, with a pre-recorded set of personal 

identification parameters stored in said authentication unit; and 

1v. an encryption module in communication with said 

m;eeessefprocessing module for the encryption plus compression or 

decompression plus decryption of said user 's data files; and 

v. a storage unit in communication with said m;eeessetvrocessing 

module and said encryption module for the storage of said user 's data and 

documentation files; and 

vi. communication and data connection means in communication with 

said ff0ee&S0flJrocessing module for connecting said plurality of personal 

identification units with said system manager and plurality of service 

providers. 

11. The system according to claim 10, wherein said system manager is 

configured: 

to communicate with said personal identification units to compare the 

user 's ID data file stored in the unique user's personal identification units 

with the corresponding identification data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a further level of security identification prior to full 

communication and data updating capability being enabled between said 

system manager and said user personal identification unit; and 

wherein said further level of security identification comprises said 

system manager sending a first string of coded alphanumeric data uniquely 

associated with said user personal identification unit to said user personal 

identification unit, said personal identification unit responding with a second 

string of coded alphanumeric data uniquely associated with said user 

personal identification unit, and said system manager verifying the received 
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second string of coded alphanumeric data with a second string of coded 

alphanumeric data pre-stored in the memory sub-system; and 

said system manager comparing for full matching for N consecutive 

times received additional different strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; or 

V.'H€feffi-Sfltd plurality ef-eieff!eH'ie-SeHS0t"S COHliHll0l1Stj'·-i'Sa6--ft~j'-tlf 

perseHal----eiomeH'ie ideHlific-a+toH--13arameteFS---associ-ated---¥,citlt---tlte---tl-5ef 

!IBldiitg--bis~--flt!FSeHat-ideHt ificat ioH ---HHits---f!Hd---flt--4e-tweHt---tltffi---it 

CHf!Hge---0C€HFS---ffi---itHy--ef--llte~ahlji-tlf....flerS0Hat----eielogieal---eieffietfie 

iEleHlific at ion paraff!et ers,....aeeess--te--llte--steFed-13ersoftflt-4t+iHtles-ts--eemed 

ftHd-lfie operatiOH of-sfttd-tdeHtifieatiOH-tlfflfS-tS COfnp!ete!y 5HttHio..-.'H;-OF 

wherein each personal identification unit further comprises an emergency 

15 I button in communication with said BFOCSSSOfprocessing module and said 

communication and data connection means module; 

20 

25 

wherein the personal identification unit is configured to transfer any of 

a group of data files containing information associated with the user, 

including files such as the identification data of the user, personal medical 

data file of the user, the measured set of life sign parameters of the user, 

associated with the user and an updated location of the user; and 

wherein the personal identification unit is configured to initiate an 

emergency call to any of said plurality of registered emergency centers, 

whenever said emergency button is activated or whenever any of the group 

of life sign indicators detects a critical level. 
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12. The system of claim 9, wherein said system, further comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 

wherein said call center is configured to communicate the user's 

location coordinates to an emergency rescue team and simultaneously said 

call center is configured to communicate with any of said plurality of 

registered emergency centers and service providers to receive said user's 

updated medical data and to transfer said data to and from the user 's 

personal identification unit. 
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Demande n°: 

The examination is being carried out on the following application documents 

Description, Pages 

1-60 

Claims, Numbers 

1-12 

Drawings, Sheets 

1/9-9/9 

as published 

filed in electronic form on 

as published 

14-05-2015 

Reference is made to the following documents used in the course of the procedure: 

D1: US 2009/083847 A1 (FADELL ANTHONY [US] ET AL) 26 March 2009 
(2009-03-26) 

D2: US 5 229 764 A (MATCHETT NOEL D [US] ET AL) 20 July 1993 
(1993-07-20) 

D3: US 6 957 337 B1 (CHAINER TIMOTHY JOSEPH [US] ET AL) 18 October 
2005 (2005-10-18) 

The following documents are cited by the examining division. A copy of the documents 
is annexed to the communication. 

D4 EP 1 914 649 A2 (ST MICROELECTRONICS INC [US]) 23 April 2008 
(2008-04-23) 

D5 US 2008/059236 A1 (CARTIER JOSEPH C [US]) 6 March 2008 
(2008-03-06) 

Added Subject-Matter 

1. The amendments filed electronically on 14.05.2015 introduce subject-matter 
which extends beyond the content of the application as filed, contrary to Article 123(2) 
EPC. The amendments concerned are the following: 
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1.1. Claims 1, 4 and 9, amendment "while the apparatus is communicating with an 
external device" 

For this amendment the applicant identified in his letter of reply dated 14.05.2015 
(referred in the further communication as R1) the support on age 18, lines 13-17. The 
cited passage reads: 

"FIG. 4 is a schematic illustration of an embodiment of the present invention related to 
one possible flowchart of the process for the use of the invention apparatus while 
interphasing to a cellular phone or a host personal computer for activation of various 
operations between the cellular phone and the apparatus, while using the cellular 
phone or the host computer display and keyboard hardware and functions;" 

The examining division notes that neither; 

i) "managing personal and secured data and documentation files stored in the 
apparatus while the apparatus is communicating with an external device" (claim 1 ), nor 

ii) "biometric sensors continuously reading a plurality of personal biological 
identification parameters associated with said user holding the apparatus while the. 
apparatus is communicating with an external device" (claims 4 and 9) 

is directly and unambiguously derivable from this Qassage. 

The applicant indicated in R1, page 3, 5th paragraph, that this amendment was 
introduced for clarification. However, it introduces new subject-matter for the following 
reason: 

First, it should be noted that in claim 1, in feature i) cited here above, it is not clear to 
which phase of managing personal and secured data and documentation files stored 
in the apparatus refers the limitation "while the aQ aratus is communicating with an 
external device". It would even appear that the amendment does not further limit the 
claimed scope. Indeed, the apparatus is claimed as being "for managing personal and 
secured data and documentation files stored in the apparatus", so it is reasonable to 
assume that it is managing the data always, therefore also "while the apparatus is 
communicating with an external device", as claimed. In this sense, the subject-matter 
of claim 1 is not compliant with Art.84. 

However, from claims 4 and 9, feature ii) cited here above, it is clear that the 
amendment is associated with biometric reading. The examining division 
acknowledges that the application as filed discloses that there are periods of time in 
which the biometric sensors are continuously reading a plurality of personal biological 
identification parameters, and that there are periods when the apparatus is 
communicating with an external device. However, the application as filed does not 
disclose, nor is it directly and unambiguously derivable from it, that these two periods 
overlap, as claimed. 
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1.2. Claim 1, amendment "communication and data connection means for 
communicating with an external device, said communication and data connection 
means being controlled bJ and in communication with said processing module" 

The applicant indicated in R1 step (f) of the original PCT claim 1 as support for this 
amendment. The feature (f) reads: 

"communication and data connection means in communication with said processing 
module for connecting said apparatus with an external device". 

As can be seen, this feature discloses that the communication and data connection 
means is in communication with said processing module, but not controlled by it. 

1.3. Claims 1 and 4 (originally filed claim 1 and 21) were amended with originally 
filed claims 2 and 22 respectively. The features of the present claims 2 and 3, as well 
as claims 5-8, were originally in claim trees separate from the trees 1-2 and 21-22. 
Therefore, the subject-matter of claims 2, 3, 5-8 contains a new combination of 
features, which was not disclosed in the application as filed. In a similar way, the 
present claims 11 and 12 contain combination of originally filed claim 35 with the 
features of originally filed claims 34, 36 and 37, which were not disclosed in 
combination in the application as originally filed. 

Inventive Step 

2. The subject-matter of claims 1 and 4 (excluding the features infringing Art.123(2) 
EPC) does not involve an inventive step within the meaning of Article 56 EPC, for the 
following reason: 

2.1. Document D1 discloses in accordance with the features of claim 1 (the references 
in parentheses applying to this document) a portable handheld apparatus for 
managing personal and secured data and documentation files stored in the apparatus 
(par.[0002] and [0003], lines 1-8), the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal biometric 
identification parameters of the user holding the apparatus, said plurality of biometric 
sensors being integrated within the apparatus (par.[0028], lines 1-5); 

at least one life signs detector integrated within the apparatus, said life signs detector 
being configured to measure and record at least one of said user's life sign parameters 
(par.[0057]); 

a first memory module in communication with said processing module for the storage 
of said user's data and documentation files (fig.1, elements 104 Storage and 106 
Memory); 
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an authentication unit configured to compare the plurality of personal biological 
biometric identification parameters of the user holding the apparatus with the pre­
recorded set of personal biological biometric identification parameters (fig.1, element 
112 Authentication System; lines 1-4 of par.[0041] and lines 11-13 of par.[0079]); 

a processing module in communication with said plurality of biometric sensors, said 
first memory module and said authentication unit (fig.1, element 102, Processor; par. 
[0030], lines 1-3, and par.[0040]); 

communication and data connection means for communicating with an external 
device, said communication and data connection means being controlled by and in 
communication with said processing module (fig.1, element 108, Communication 
Circuitry; par.[0033], lines 1-3); 

wherein access to the personal data and documentation files stored in said first 
memory module is only enabled after said authentication unit positively matches each 
of the plurality of personal biometric biological identification parameters of the user 
holding the apparatus with the pre-recorded set of personal biological identification 
parameters (par.[0028] and [0095]). 

2.2. The difference between the subject-matter of claim 1 and D1 is in the following: 

a) an encryption module in communication with the processing module and the 
memory module; and 

b) said plurality of biometric sensors are configured to continuously read a plurality of 
personal biological identification parameters associated with said user holding the 
apparatus and in the event that a change occurs in any of the plurality of personal 
biological identification parameters, access to the stored personal data files is denied 
and the operation of the apparatus is completely shut down. 

2.3. The above identified features represent a mere juxtaposition of features, not 
producing any working inter-relationship, and will therefore be analyzed separately 
(see Guidelines, G-VII, 5.2, last paragraph, and Annex, 2.1 ). 

2.3.1. Considering feature a), the use of encryption for data protection is a well-known 
technique, and as such cannot be considered as having inventive contribution over the 
prior art. 

2.3.2. Considering feature b), the technical effect is that turning over to an 
unauthorized user during an authorized session is prevented. Therefore, the objective 
technical problem to be solved can be formulated as to how to prevent turning over to 
an unauthorized user during an authorized session. This 12roblem was solved in D2, 
see col.2, lines 58-61. Thus, a skilled person confronted with the above specified 
problem would identify D2 in the prior art, since it solves the problem at hand, and 
would use its teaching, which consists in continuously reading biometric data of the 
user, and shutdown of the system if the change in biometric data occurs after more 
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than a prescribed number of comparison tests, see 02, col.4, line 55 - col.5, line 6. 
When applying this teaching in the system of 01, it would be a matter of design choice 
to apply the continuous reading for the plurality of biometric sensors in 01, and to 
select 1 for the prescribed number of comparison tests. It is noted that the shutdown of 
the system implies denial of all the services provided by the system, therefore also the 
access the stored personal data. Therefore, starting from 01, and using the teaching 
of 02 to solve the problem of preventing the turn over to an unauthorized user during 
an authorized session, a skilled person would arrive to the subject-matter of claim 1 
without using any inventive skills. 

The same reasoning applies, mutatis mutandis, to corresponding method claim 4. 

Applicant's Arguments 

3. The applicant argues in R1, page 3, 3rd and 4th paragraphs, that the essential 
feature of the invention is in separating the user's sensitive data storage and 
management functions from the cell phone. He then alleges that 01 is not the closest 
prior art, since it fails to provide the sensitive information on a separate device to that 
with cellular functionality. 

3.1. The examining division is of the opinion that in the case of the present application 
there are several valid points for the assessment of inventive step, because, firstly, 
the application indicates plurality of problems (multiple hardware token generators on 
page 3, lines 7-8; a third party with negative intentions getting access to a user's 
secured data, and connectivity to mobile phones on page 4, last four lines; capability 
to sense a live person, page 5, lines 5-6; initiating an emergency call, page 5, lines 
15-17, to mention a few), and, secondly, even the applications mentions portable 
memories (page 3), and modern cellular phones (page 6) as the prior art. In such a 
case, according to Guidelines, G-VII, 5.1, 2nd paragraph, there is no need to discuss 
which document is "closest" to the invention; the only relevant question is whether the 
document used is a feasible starting point for assessing inventive step. The examining 
division is of the opinion that it is, since the application itself indicates modern cellular 
phones as a prior art, and since 01 deals with a generic problem of protecting 
personal data, see 01, lines 1-6 of par.[0003], which, according to the title, also 
appears to be the subject the subject of interest of the present application. 

3.2. Furthermore, the examining division notes that there are no features in the claim 
that correspond to separating the user's sensitive data storage and management 
functions from the cell phone. However, since the applicant indicated this feature as 
being essential for his invention, it may be expected that further amendments will be 
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made in this direction. For the efficiency reasons, two further documents 04 and 05 
are cited, which the examining division may decide to use, depending on the 
amendments. 

4. The applicant further argues in R1, page 4, that it is mandatory under the EPC 
that the examiner demonstrates why one skilled in the art would, not just could, 
arrive at the claimed invention starting with the closest prior art, citing G-VII, 5.3, and 
G-VII, 8. 

The examining division notes that in the inventive step assessment given here above 
in paragraph 3. the problem-and-solution approach was used, which is a well 
established practice used precisely for this purpose, namely, to ensure that one 
skilled in the art would, not just could, arrive at the claimed invention. As argued 
here above 2.3.2, the incentive that shows that a skilled person would have combined 
the elements from the prior art is in document 02, which solves the identified objective 
technical problem. 

Unity of Invention 

5. The application lacks unity within the meaning of Article 82 EPC, for the following 
reasons: 

5.1. As shown here above in paragraph 3., the independent claims 1 and 4 lack 
inventive steQ, leaving he deQendent claims 2, 3, 5-8, and indeQendent claim 9 without 
a common inventive conceQt. The six inventions addressed by these claims are 
identified as follows: 

5.2. From the comparison between the first invention (claim 2 and part of claim 5) and 
the prior art, the following features can be seen as making a contribution over the prior 
art: 
said at least one of said user's life sign parameters is measured by any of a group of 
life sign indicators including a body pulse rate measurement indicator, a body 02 
saturation level indicator, a body heat measurement indicator, an electro-dermal 
activity indicator, a body respiration indicator and a physical or emotional stress 
indicator. 

Therefore, the objective problem to be solved by the first invention can be identified as 
how to implement the life sign detector. 

5.3. From the comparison between the second invention (part of claims 3 and part of 
claims 5 and 6) and the prior art, the following features can be seen as making a 
contribution over the prior art: 
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whenever life sign indicator detects a critical level, or an emergency button of the 
apparatus is being activated, communication is initiated between said apparatus and 
any of a group of registered emergency centers, transmitting any of a group of data 
files containing information associated with the unique user of said apparatus. 

The technical effect of this difference is that emergency services get information 
related to the user. Therefore, the objective problem to be solved by the second 
invention can be summarized as how to provide user related data to emergency 
services. 

5.4. From the comparison between the third invention (part of claim 3) and the prior 
art, the following features can be seen as making a contribution over the prior art: 

the apparatus comprises an integrated software module that automatically detects the 
operating system of the computer or cellular phone connected to said apparatus 
through one of said group of communicating devices through which the apparatus is 
connected, said computer or cellular phone having keyboard and display units 
associated therewith, thereby allowing the user to interact with said memory module 
and with said processing module of said apparatus via said keyboard and display 
units, whereby said computer or cellular phone is configured to utilize and interact with 
said memory module, said processing module and said sensor module of said 
apparatus. 

The technical effect of this difference is that the keyboard and display of the host can 
be used, thereby simplifying the apparatus itself. Therefore, the objective problem to 
be solved by the third invention can be summarized as how to enable using of the 
keyboard and display of another device. 

5.5. From the comparison between the fourth invention (part of claim 6) and the prior 
art, the following features can be seen as making a contribution over the prior art: 

a magnetic strip element, wherein after positive authentication of said user's 
identification parameters, said magnetic strip is activated thereby allowing said 
magnetic strip to be read by any of group of devices including a credit card reader, an 
ATM, a point of sale, a magnetic strip or near field communicating reading device. 

The technical effect of this difference is that apparatus can be connected to devices 
with a magnetic strip reader. Therefore, the objective problem to be solved by the 
fourth invention can be summarized as how to connect to a magnetic strip interface. 

5.6. From the comparison between the fifth invention (part of claim 6) and the prior art, 
the following features can be seen as making a contribution over the prior art: 
a power charging and data backup device, said device comprising a charging and 
power unit, an electronic sub unit and a mass memory solid-state memory unit, the 
method further comprising the steps of: 
comparing the memory content of said apparatus first storage unit to the memory 
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if the first storage unit of the apparatus lacks data, updating the first storage unit with 
the last version of the data stored within the solid-state memory unit; and 
if said solid-state memory unit of said device lacks data, updating the solid-state 
memory unit of said device with the last version of the data stored within said 
apparatus's solid-state memory unit. 

The technical effect of this difference is that the apparatus gets charged and data 
updated. Therefore, the objective problem to be solved by the fifth invention can be 
summarized as how to charge the apparatus and update the data. 

5.7. From the comparison between the sixth invention (claim 7 and part of claim 9) and 
the prior art, the following features can be seen as making a contribution over the prior 
art: 

a system manager for managing and updating personal data of said system plurality of 
unique users and for full-duplex communication with each of said plurality of unique 
users and a plurality of service providers; and 
a storage system connected to said system manager to store updated personal data 
of each of said plurality of unique users; and 

a plurality of personal identification units, each of said personal identification units 
being associated with a unique user, each unique user being registered with said 
system manager; and 
a plurality of computer hosts and cellular phones in communication with said system 
manager, enabling the direct connection by said system manager with said plurality of 
unique users through their corresponding personal identification unit; 

said system manager registering each unique user and storing the personal ID data 
file of each unique user in a memory sub-system connected to said centralized 
system; and 
said registration further includes the step wherein said system manager generates for 
each system user N pairs of two different randomly selected characters strings, each 
of said strings is a combination of n alphanumeric characters in length; and 
said system manager storing said N pairs in said system memory sub-system and 
sending said n characters strings pairs to be stored in said unique user personal 
identification unit memory module; and 
said personal identification unit generating a secret access code of L alphanumeric 
characters to be further stored in said system memory within a special partition 
containing the list of said secret access codes for said plurality of unique users without 
assigning any identification or link between the associated users to his registered 
secret access code; and 
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wherein said system manager's access to and communication with the personal data 
and documentation files stored in said personal identification units associated with 
each said unique user and to the personal data and documentation files stored by said 
group of service providers is only enabled after positive authentication of each of said 
unique user's personal biometric biological identification parameters by said 
authentication unit and measuring the normal measured output of each one of said 
user's life sign parameters; 
The technical effect of this difference is the centralized management of personal data 
of the user. Therefore, the objective problem to be solved by the sixth invention can be 
summarized as how to provide centralized data management. 

5.8. The above analysis shows that the special technical features disclosed by the 
identified six inventions are not the same. Furthermore, a comparison of the objective 
problems shows that these objective problems are different and have no 
corresponding technical effect. Consequently, the technical relationship between the 
subject-matter of claims belonging to the four identified inventions, required by Rule 
30, is lacking, and the requirement for the unity of invention referred to in Article 82 
EPC is not fulfilled. 

Applicant's Arguments 

6. In R1, page 2, the applicant identified four differentiating features between the 
claim and the prior art, as follows: 

1) a portable handheld apparatus for managing personal and secured data and 
documentation files stored in the apparatus while the apparatus is communicating with 
an external device; 

2) an encryption module in communication with said processing module; 

3) communication and data connection means for communicating with an external 
device, said communication and data connection means being controlled by and in 
communication with said processing module; 

4) wherein said plurality of biometric sensors continuously read a plurality of 
personal biological identification parameters associated with said user holding the 
apparatus and in the event that a change occurs in any of the plurality of personal 
biological identification parameters, access to the stored personal data files is denied 
and the operation of the apparatus is completely shut down. 

The applicant further alleges that the lack of unity can only arise if claim 1 lacks 
novelty in light of D1. 
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In reply, the examining division notes that, to the extent that the subject-matter is 
allowable, the features 1) and 3) are present in D1. Anyhow, according to the 
Guidelines, F-V, 7., the unity of invention "a posteriori" should be assessed in the case 
that there is novelty or inventive step in an independent claim, which is the case of the 
present invention. 

Closing Remarks 

7.0. Since after a couple of exchanged communications no common understanding on 
main issues could be reached, the examining division is of the view that, for efficiency 
reasons, oral proceedings are the appropriate next procedural step. 

7.1. In the case of further amendments submitted to the examining division, the 
applicant should be aware that any amendments will be allowed into the procedure at 
the examining division's discretion (Rule 137(3) EPC). 

7.2.ln order to facilitate the examination of the conformity of the amended application 
with the requirements of Article 123(2) EPC, the applicant is requested to clearly 
identify the amendments carried out, irrespective of whether they concern 
amendments by addition, replacement or deletion, and to indicate the passages of the 
application as filed on which these amendments are based. 

7.3. In case of amendments, the applicant is also invited to specify in an 
accompanying letter the technical difference between the independent claims and 
the prior art, what technical problem is solved by said difference, and why the 
proposed solution is not obvious to the skilled person. 

7.4. Whilst the examining division is aware of the need for economy and the costs 
linked to the presence of parties at Oral Proceedings, as well as the costs borne by the 
EPO, it is their view that this is the most appropriate course of action in the present 
case. Should the applicant so wish, an appealable decision on the file as it stands may 
be requested. Such a decision is given in standard form, referring to the previous 
communications including objections to which the applicant has had opportunity to 
comment and to the request, which must be made in writing (see GL CV 15 and E IX 
4.4 ). In the event of timely request and issuance of such a decision, the Oral 
Proceedings would no longer take place. The applicant should realise that filing further 
amendment or argumentation in response to the summons to oral proceedings may 
preclude the examining division from acceding to such a request. 
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OFFICES: DUBLIN & BElFAST 

European Patent Office 
D-80298 Munich 
Germany 

Dear Sirs, 

Your Ref: 
Our Ref: 

European Patent Application No. 11752936.2 

11752936.2 
P105633EP00 

11 March 2016 

"A Secured Personal Data Handling and Management 
System" 
OS - NEW HORIZON PERSONAL COMPUTING 
SOLUTIONS LTD. 

With reference to the summons to attend oral proceedings which issued pursuant to Rule 
115(1 ), the applicant wishes to make the following requests : 

n. ain Request 
2. First Auxiliary Request, and 
3. Second Auxiliary Request. 

The auxiliary requests are provided without prejudice to the merit of the main request and are 
included herein in the unlikely event that the Division has any objection to the main request. 

Main Request 
We enclose a revised claim set for replacing the claim set currently on file . An annotated 
version of the replacement claims is also provided showing the revisions . New claim 4 is based 
on original PCT claim 27. It is submitted that the claims of the main request are direclty and 
unambiguously derivable from the Application as originally filed. 

Added Matter 
1. The Examiner has indicated that the amendments filed electronically on 14.05.2015 
introduce subject-matter which extends beyond the content of the application as filed, contrary 
to Article 123(2) EPC. The amendments concerned the phrase "while the apparatus is 
communicating with an external device" in Claims 1 , 4 and 9. 

While not acquiescing to the merits of the rejection, the offending phrase has been deleted and 
replaced with the phrase "the apparatus being operable to interphase with an external device 
for activation of various operations between the external device and the hand held apparatus 1". 
Support for this revision may be found at least on page 18 lines 13-17. 

Accordingly, the added matter object has been rendered moot. 

Inventive Step 
The Examiner has indicated that the subject-matter of claims 1 and 4 do not involve an 
inventive step.The Applicant respectfully disagrees with this assessment. However, in an effort 

FRKelly ! 27 Clyde Road, Dublin D04 F838, Ireland !Tel: +353 1 231 4848 Fax: +353 1 614 4756 i duolin@frkelly.com www.frkelly.com 
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to advance prosecution claims 1 and 4 have been revised. To better understand the user's 
benefits of using the claimed invention, it is required to understand that presently users are 
frequently losing their saved personal and important data files, due to mechanical or electrical 
failures of their electromagnetic driven hard-discs, or suffer from sensitive data files failure or 
damages related to malfunctions of their personal computers or smart cell phones. 

Another source for lost sensitive data files is due to software malfunction problems while 
running on the users' personal computers or smart cell phones. All these problems can be 
eliminated by the present invention which provides a solution by separating the user's 
sensitive data storage and management functions from the cell phone. This functional 
separation is a very important aspect of the present application. 

In an effort to clarify that the sensitive information is stored on a separate device to the external 
device, claim 1 has been revised to recite; inter alia: 

the apparatus being operable to interphase with an external device for activation 
of various operations between the external device and the handheld apparatus 

wherein said plurality of biometric sensors continuously read a plurality 
of personal biological identification parameters associated with said 
user holding the portable handheld apparatus and in the event that a 
change occurs in any of the plurality of personal biological identification 
parameters, access to the stored personal data files in said first 
.memory module is denied _to said external device and the operation of 
the portable handheld apparatus is completely shut down. 

The Examiner acknowledges that D1 fails to disclose, hint or suggest : 

a) an encryption module in communication with the processing module and the 
memory module; and 
b) said plurality of biometric sensors are configured to continuously read a 
plurality of personal biological identification parameters associated with said 
user holding the apparatus and in the event that a change occurs in any of the 
plurality of personal biological identification parameters, access to the stored 
personal data files is denied and the operation of the apparatus is completely 
shutdown. 

e Examiner indicated t at there are no features in c aim 1 that corresQond to seQaratIng the 
user's sensitive data storage and management functions from the cell Rhone. The Applicant 
wishes to thank the Examiner for these helpful comments. It is respectfully submitted that the 
applicant has revised claim 1 to make it absolutely clear that the first memory module of the 
portable handheld device stores the user's data and documentation file and in the event that a 
change occurs in any of the plurality of personal biological identification parameters of the 
person holding handheld apparatus, access to the stored personal data files in said first 
memory module is denied to said external device and the operation of the portable 
handheld apparatus is completely shut down. This is a very important aspect of the 
invention which does not appear to have been appreciated by the Examiner. 

The Examiner relies on D2 for teaching feature b) . The Applicant strongly disagrees with this 
assessment. It is respectfully submitted that D2 fails to disclose, hint of suggest wherein said 
plurality of biometric sensors continuously read a plurality of personal biological identification 
parameters associated with said user holding the portable handheld apparatus and in the event 
that a change occurs in any of the plurality of personal biological identification parameters, 
access to the stored personal data files in said first memory module is denied to said external 
device and the operation of the portable handheld apparatus is completely shut down. 
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A person skilled in the art would understand that in the claimed invention personal information 
contained on a first device (handheld portable apapratus) is prevented from being accessed by 
a second device (external device) if a change occurs in any of the plurality of personal 
biological identification parameters associated with a user holding the first device. An important 
aspect of the present invention is that the second device who may have been authorised 
access to the personal information can be denied access if the biological identification 
parameters of person holding the frst device changes. For example , this may happen if the 
heart rate of the user holding the first device is raised as a result of a stressful scenario such as 
a robbery. It is respectfully submitted that there is absolutely no motivation to combine D2 with 
D1 . Furthermore, even if D2 is combined with D1 it would not teach this inventive concept. For 
the appropriate test for Article 56, the Applicant notes that it is mandatory under the EPC that 
the Examiner demonstrates why one skilled in the art would, not just could, arrive at the 
claimed invention starting with the closest prior art bearing in mind the objective technical 
problem to be solved. 

When constructing an inventive step objection it is necessary to show (G-VII , 5.3) : 

In other words, the point is not whether the skilled person could have arrived at the 
invention by adapting or modifying the closest prior art, but whether he would have 
done so because the prior art incited him to do so in the hope of solving the objective 
technical problem or in expectation of some improvement or advantage (see T 2/83, OJ 
6/1984, 265). 

The Examiner is again reminded as to the Guidelines requirements for a valid inventive step 
objection and specifically G-VII , 8 where it states : 

In all cases he should attempt to visualise the overall state of the art confronting the 
skilled person before the applicant's contribution, and he should seek to make a "real­
life" assessment of this and other relevant factors. He should take into account all that is 
known concerning the background cf the invention and give fair weight to relevant 
arguments or evidence submitted by the applicant. If, for example, an invention is shown 
to be of considerable technical value, and particularly if it provides a technical advantage 
which is new and surprising and which is not merely achieved as a bonus effect in a 
"one-way street" situation (see 11 . 10.2), and this technical advantage can convincingly 
be related to one or more of the features included in the claim defining the invention, the 
examiner should be hesitant in pursuing an objection that such a claim lacks inventive 
step. 

It is respectfully submitted that there is no hint or suggestion in D1 of the specific limitations in 
claim 1 above, and of the advantage that this provides. 

It is respectfully submitted that there is not a scintilla of motivation in the prior art that would 
prompt a person skilled in the art to redesign the prior art to include all the features as recited in 
claim 1. Examiners should be wary of ex post-facto analysis. 

The Applicant respectfully reminds the Examining Division that they are obliged under the EPC 
to grant the application unless there is a valid basis to refuse. The onus is on the Examining 
Division to establish beyond doubt that the objection is valid and to substantiate all objections. 
In doing so, the Division must refrain from using hindsight, assumption or innuendo which is not 
permissible under the EPC. 

As is evident from the above argument the Examiner has not provided sufficient anticipation of 
the claimed features or reasoning why the person of skill in the art would be motivated upon 
reading the prior art to modify it to arrive at the claimed features . 

This omission of D1 is not compensated or addressed by the teaching of D2 which similarly fail 
to direct the person of skill to the specifics of the claimed teaching . In the absence of D1 or the 
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secondary references providing any teaching or motivation to the person of skill in the art to 
provide a method such as that now claimed, it is respectfully submitted that independent claim 
1 of the present application is inventive. 

For at least the above reasons, it is respectfully submitted that D1 to D2 do not disclose, hint or 
suggest the subject matter of independent claim 1 of the present application and accordingly 
claim1 currently on file is both novel and inventive, thereby meeting the requirements of Article 
52(1) EPC, Article 54(1) and (2) EPC and Article 56 EPC. It is respectfully submitted that the 
examiner handling the counterpart U.S. application, which issued as U.S. Patent No. 8,401,875 
considered the subject matter of claim 1 to be inventive. 

Unity of Invention 
The Examiner has raised a unity of invention objection against claims 2, 3, 5-8 and 9. The 
Applicant strongly disagrees with this assessment. The lack of unity objection is based on the 
understanding that claims 1 and 4 lack an inventive step. As outlined above, the combination of 
D1 and D2 fails to disclose, hint or suggest the problem solved by the present application. 
Accordingly, the Applicant strongly disagrees with the Examiner's assessment of lack of unity. 

It is respectfully submitted that the unity objections against claims 2, 3, 5-8 and 9 have been 
rendered moot in view of the fact that the revised claim 1 and 5 are inventive in light of the 
combination of D1 and D2. 

Main Request Final Comments 
The Applicant respectfully requests that that the Application be allowed proceed to grant based 
on main request 

First Auxiliary Request, 
In the unlikely event that the Division has some fault with claim 1 of the main request and 
purely as a precaution the Applicant also wishes to include a first auxiliary request. Claim 1 of 
the first auxiliary request substantially corresponds to claim 1 of the main request with the 
addition of the following feature : 

while using a display and keyboard of the external device for user's interactions 
with the handheld apparatus 

The arguments supplied supporting the patentability of the main request equally apply to the 
first auxiliary request. It is respectfully submitted that the claims of the first auxiliary request 
meets the requirements of the EPC. 

Second Auxiliary Request 
In the unlikely event that the Division has some fault with the previous request and purely as a 
precaution the Applicant also wishes to include a second auxiliary request. Claims 2-3 and 5-8 
has been deleted in an effort to overcome the unity objections. Independent system claim 9 
(revised claim 3) has been revised to include the subject matter of claim 1 thereby rendering 
the unity objection against the independent system claim moot. 

The arguments supplied supporting the patentability of the main request equally apply to the 
second auxiliary request. It is respectfully submitted that the claims of the second auxiliary 
request meets the requirements of the EPC. 

Cancellation of Oral Proceedings 
We do not believe it will be necessary to put the Applicant or the EPO to the expense of 
conducting an oral proceedings in this instance, and we hereby request cancellation of the Oral 
Proceedings. The Applicant has made a real and serious effort to revise address all the issues 
raised by the examiner. 
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General 
Favourable reconsideration of this application is requested. It is believed that the present 
submission properly overcomes all remaining objections and that the application is in order for 
grant. However, if there are any remaining objections which may be usefully dealt with by 
telephone, the Examiner is invited to call me on +353 1 231 4862. 

Yours faithfully, 

Paul Keane 
Representative 
Partner 
p.keane@frkelly .com 
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First Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus , the apparatus being operable to 

interphase with an external device for activation of various operations 

between the external device and the handheld apparatus, while using a 

display and keyboard of the external device for user 's interactions with the 

handheld apparatus; the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module m communication with an integrated 

processing module and an integrated encryption module for the storage of 

said user's data and documentation files; 

an authentication unit configured to compare the reading of the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus with a pre-recorded set of personal biometric 

identification parameters; 

a processing module m communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module ; 

communication and data connection means for communicating with 

said external device, said communication and data connection means being 

in communication with said processing module; 

Page 294 of 713



5 

10 

15 

20 

25 

30 

2. 

62 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied to said external device and the operation 

of the portable handheld apparatus is completely shut down. 

The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a heart pulse rate measurement indicator, a body 02 blood 

saturation level indicator, a body heat measurement indicator, an electro­

dermal activity indicator, a body respiration indicator and a physical or 

emotional stress indicator. 

3. The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing inf01mation associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 

the apparatus fmther comprises an encryption unit in 

communication with said processing module for the encryption plus 

compression and for the decompression plus dec1yption of said user 's data 

files; or 
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an emergency button in communication with said processing 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said apparatus and any of a group of registered 

emergency centers, said emergency call transmitting any of a group of data 

files containing information associated with the unique user of said 

apparatus, including the identification data of said user, the personal 

medical data file of said user, and location of said user; or 

wherein said apparatus is configured to communicate with any of a 

group of service providers, said group of service providers including banks, 

credit card companies, clinics, hospitals and medical insurance companies, 

municipal and utility entities and websites frequently accessed by said user; 

thereby allowing said user to access and manage personal data and 

documentation files, associated with said user; or 

wherein said external device comprises any one of a group including 

a remote server, a local server, a host computer, voice or data 

communication means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet 

by said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises 

at least one of a group of connection and communication devices including 

a data interface connector attached to a host computer, a Mini USB, a 

compatible industrial data inte1face connector attached to a cellular phone, 

a near field wireless communication inte1face, a Bluetooth communication 

inte1face, a magnetic reader inte1face, and a smart card reader based on a 

contact-less communication interface usmg induction or RF 

communication; or 
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fmther compnsmg an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said apparatus through one of said group of communicating devices through 

which the apparatus is connected, said computer or cellular phone having 

keyboard and display units associated therewith, thereby allowing the user to 

interact with said first memory module and with said processing module of 

said apparatus via said keyboard and display units, whereby said computer 

or cellular phone is configured to utilize and interact with said memory 

module, said processing module and said sensor module of said apparatus. 

4. The apparatus of claim 1, wherein said apparatus fmther comprises an 

associated power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, wherein said apparatus whenever connected to said 

device said apparatus battery power recharging is generated and a data 

backup process is generated, further comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said backup memory unit; and 

if the first memory module of the apparatus lacks data, said 

electronc unit updating the first memory module with the last version of the 

data stored within said mass memory solid-state backup memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last version of 

the data stored within said apparatus's solid-state memory unit. 

5. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user 's personal data and documentation files, each personal 

identification unit being operable to interphase with an external device for 

activation of various operations between the personal identification unit and 
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said external device, while using a display and keyboard of the external 

device for user's interactions with the personal identification unit; each of 

said personal identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit in communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus and in the event that a change occurs in any of the 

plurality of personal biological identification parameters, access to 

the stored personal data files is denied and the operation of the 

apparatus is completely shut down; and 

communication and data connection means in communication with said processing 

module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the personal 

identification unit, measuring and recording at least one of said 

user 's life sign parameters; 
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c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

6. The method of claim 5 

wherein at least one of said plurality of life signs detectors includes a 

heart pulse rate measurement indicator, a body 02 blood saturation level 

indicator, a body heat measurement indicator, an electro-dermal activity 

indicator, a body respiration indicator and a physical or emotional stress 

indicator, the method further comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

said personal identification unit communicating, via any one of a 

group of communication means, with any of a group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user thereby allowing said user to access and manage said 

user 's personal data and documentation files stored by said group of service 

providers. 

7. The method of claim 5, wherein said personal identification unit fmther 

comprises an emergency button in communication with said processing 
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module and said communication and data connection means, the method 

further comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said apparatus and any of a group of registered emergency centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein the apparatus fmther comprises a magnetic strip element, the 

method further comprising the step of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

A TM, a point of sale, a magnetic strip or near field communication reading 

device (NFC); or 

wherein said personal identification unit fmther comprises a power 

charging and data backup device, said device comprising a charging and 

power unit, an electronic sub unit and a mass memory solid-state memory 

unit, the method fmther comprising the steps of: 

comparing the memory content of said personal identification 

unit first memory module to the memory content of said mass memory 

solid-state memory unit; and 

if the first memory module of said personal identification unit 

lacks data, updating the first memory module with the last version of 

the data stored within the solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 

version of the data stored within said personal identification unit 's 

solid-state memory unit. 

The method of claim 5, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

Page 300 of 713




