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remote centralized data communication storage and management system of 

said plurality of unique users, the method fmther comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration fmther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be fmther stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

9. The method of claim 8, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager fmther communicating with said unique user and 

first comparing said unique user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 

1. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user 's personal identification 

unit; and 

11 said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 
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iii said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

iv. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

10 . A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld apparatus as claimed in any one of claims 

1 to 4; wherein each of said portable handheld apparatus being associated with a 

unique user, each unique user being registered with said system manager. 

11. The system of claim 10 fmther comprising a plurality of registered emergency 

centers and a plurality of registered service providers in communication with said 

system manager, to be accessed by said plurality of users; and 

25 A plurality of registered emergency centers and a plurality of 

30 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users. 
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Second Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus , the apparatus being operable to 

interphase with an external device for activation of various operations 

between the external device and the handheld apparatus, while using a 

display and keyboard of the external device for user 's interactions with the 

handheld apparatus; the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module m communication with an integrated 

processing module and an integrated encryption module for the storage of 

said user's data and documentation files; 

an authentication unit configured to compare the reading of the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus with a pre-recorded set of personal biometric 

identification parameters; 

a processing module m communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module ; 

communication and data connection means for communicating with 

said external device, said communication and data connection means being 

in communication with said processing module; 
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wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied to said external device and the operation 

of the portable handheld apparatus is completely shut down. 

A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user's personal data and documentation files, each personal 

identification unit being operable to interphase with an external device for 

activation of various operations between the personal identification unit and 

said external device, while using a display and keyboard of the external 

device for user's interactions with the personal identification unit; each of 

said personal identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 
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a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus and in the event that a change occurs in any of the 

plurality of personal biological identification parameters, access to 

the stored personal data files is denied and the operation of the 

apparatus is completely shut down; and 

communication and data connection means in communication with said 

processing module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the personal 

identification unit, measuring and recording at least one of said 

user's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 
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c. a plurality of portable handheld apparatus as claimed in claim 1; wherein 

each of said portable handheld apparatus being associated with a unique user, each 

unique user being registered with said system manager. 

4. The system of claim 3 fmther comprising a plurality of registered emergency 

5 centers and a plurality of registered service providers in communication with said 

system manager, to be accessed by said plurality of users; and 

10 

A plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users. 
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Main Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus, the apparatus being operable to 

interphase with an external device for activation of various operations 

between the external device and the handheld apparatus, the apparatus 

compnsmg: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with said processing 

module and said encryption module for the storage of said user 's data and 

documentation files ; 

an authentication unit configured to compare the plurality of 

personal biological biometric identification parameters of the user holding 

the apparatus with a pre-recorded set of personal biometric identification 

parameters; 

a processmg module in communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module ; 

communication and data connection means for communicating with 

said external device, said communication and data connection means being 

in communication with said processing module; 
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wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the portable handheld apparatus and in the event that a 

change occurs in any of the plurality of personal biological identification 

parameters, access to the stored personal data files in said first memory 

module is denied to said external device and the operation of the portable 

handheld apparatus is completely shut down. 

The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a heart pulse rate measurement indicator, a body 02 blood 

saturation level indicator, a body heat measurement indicator, an electro­

dermal activity indicator, a body respiration indicator and a physical or 

emotional stress indicator. 

The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the portable handheld apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing inf01mation associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 

the parable handheld apparatus fmther comprises an encryption unit 

m communication with said processing module for the encryption plus 
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compression and for the decompression plus decryption of said user's data 

files; or 

an emergency button in communication with said processmg 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said p01table handheld apparatus and any of a group of 

registered emergency centers, said emergency call transmitting any of a 

group of data files containing information associated with the unique user 

of said portable handheld apparatus, including the identification data of said 

user, the personal medical data file of said user, and location of said user; 

or wherein said portable handheld apparatus is configured to communicate 

with any of a group of service providers, said group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user; thereby allowing said user to access and manage 

personal data and documentation files, associated with said user; or 

wherein said external device comprises any one of a group including 

a remote server, a local server, a host computer, voice or data 

communication means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet 

by said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises 

at least one of a group of connection and communication devices including 

a data interface connector attached to a host computer, a Mini USB , a 

compatible industrial data inte1face connector attached to a cellular phone, 

a near field wireless communication inte1face, a Bluetooth communication 

inte1face, a magnetic reader inte1face, and a smart card reader based on a 
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contact-less communication interface usmg induction or RF 

communication; or 

fmther comprising an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said portable handheld apparatus through one of said group of 

communicating devices through which the apparatus is connected, said 

computer or cellular phone having keyboard and display units associated 

therewith, thereby allowing the user to interact with said first memory 

module and with said processing module of said apparatus via said 

keyboard and display units, whereby said computer or cellular phone is 

configured to utilize and interact with said memory module, said processing 

module and said sensor module of said apparatus. 

4. The apparatus of claim 1, wherein said apparatus fmther compnses an 

associated power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, wherein said apparatus whenever connected to said 

device said apparatus battery power recharging is generated and a data 

backup process is generated, fmther comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said backup memory unit; and 

if the first memory module of the apparatus lacks data, said 

electronc unit updating the first memory module with the last version of the 

data stored within said mass memory solid-state backup memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last version of 

the data stored within said apparatus's solid-state memory unit. 

5. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 
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for storing each user 's personal data and documentation files, each personal 

personal identification unit being operable to interphase with an external 

device for activation of various operations between the personal 

identification unit and the handheld apparatus, each of said personal 

identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

personal identification unit and in the event that a change occurs in 

any of the plurality of personal biological identification parameters, 

access to the stored personal data files is denied to said exrernal 

device and the operation of the personal identification unit is 

completely shut down; and 

communication and data connection means m communication with said 

processing module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 
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b. at least one life signs detector, integrated within the personal 

identification unit, measuring and recording at least one of said 

user 's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

The method of claim 5 

wherein at least one of said plurality of life signs detectors includes a 

heart pulse rate measurement indicator, a body 02 blood saturation level 

indicator, a body heat measurement indicator, an electro-dermal activity 

indicator, a body respiration indicator and a physical or emotional stress 

indicator, the method further comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

said personal identification unit communicating, via any one of a 

group of communication means, with any of a group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user thereby allowing said user to access and manage said 

user 's personal data and documentation files stored by said group of service 

providers. 
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7. The method of claim 5, wherein said personal identification unit further 

comprises an emergency button in communication with said processing 

module and said communication and data connection means, the method 

fmther comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said personal identification unit and any of a group of registered emergency 

centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein said personal identification unit further comprises a magnetic 

strip element, the method further comprising the step of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

ATM, a point of sale, a magnetic strip or near field communication reading 

device (NFC); or 

wherein the personal identification unit further comprises a power 

charging and data backup device, said device comprising a charging and 

power unit, an electronic sub unit and a mass memory solid-state memory 

unit, the method fmther comprising the steps of: 

comparing the memory content of said personal identification 

unit first memory module to the memory content of said mass 

memory solid-state memory unit; and 

if the first memory module of the personal identification unit 

lacks data, updating the first memory module with the last version of 

the data stored within the solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 
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vers10n of the data stored within said personal identification unit 's 

solid-state memory unit. 

8. The method of claim 5, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method fmther comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration fmther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be fmther stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

9. The method of claim 8, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager fmther communicating with said unique user and 

first comparing said unique user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 
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i. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user 's personal identification 

unit; and 

ii said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

iii said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

lV. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

10 . A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

and 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld units as claimed in any one of 

claims 1 to 4; wherein each of said portable handheld apparatus being 

associated with a unique user, each unique user being registered with said 

system manager. 
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11 . The system of claim 10 fmther comprising 

12. 

a plurality of registered emergency centers and a plurality of registered 

service providers in communication with said system manager, said plurality 

of service providers including banks, credit card companies, insurance 

companies, clinics, hospitals and medical insurance companies, government, 

municipal and utility entities and selected websites frequently accessed by 

said plurality of users; 

wherein said system manager's access to and communication with the 

personal data and documentation files stored in said portable handheld units 

associated with each said unique user and to the personal data and 

documentation files stored by said group of service providers is only enabled 

after positive authentication of each of said unique user 's personal biometric 

identification parameters by said authentication unit and measuring the 

n01mal measured output of each one of said user' s life sign parameters; and 

wherein said at least one of said user 's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 0 2 saturation level indicator, a body heat 

measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

The system according to claim 10, wherein said system manager 1s 

configured: 

to communicate with said portable handheld units to compare the 

user 's ID data file stored in the unique user's portable handheld units with 

the co1Tesponding identification data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a fmther level of security identification prior to full 

communication and data updating capability being enabled between said 

system manager and said user portable handheld unit; and 

wherein said fmther level of security identification compnses said 

system manager sending a first string of coded alphanumeric data uniquely 
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associated with said user portable handheld unit to said user po1table 

handheld unit, said portable handheld unit responding with a second string 

of coded alphanumeric data uniquely associated with said user portable 

handheld unit, and said system manager verifying the received second string 

of coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

said system manager comparing for full matching for N consecutive 

times received additional difkrent strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; or 

wherein each portable handheld unit fmther comprises an emergency button 

in communication with said processing module and said communication 

and data connection means module; 

wherein the po1table handheld unit is configured to transfer any of a 

group of data files containing information associated with the user, including 

files such as the identification data of the user, personal medical data file of 

the user, the measured set of life sign parameters of the user, associated with 

the user and an updated location of the user; and 

wherein the portable handheld unit is configured to initiate an 

emergency call to any of said plurality of registered emergency centers, 

whenever said emergency button is activated or whenever any of the group 

of life sign indicators detects a critical level. 

13 . The system of claim 10, wherein said system, fmther comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 
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wherein said call center is configured to communicate the user 's 

location coordinates to an emergency rescue team and simultaneously said 

call center is configured to communicate with any of said plurality of 

registered emergency centers and service providers to receive said user 's 

updated medical data and to transfer said data to and from the user's 

personal identification unit. 
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First Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus whtle-----#te apparattt5-----i5 

communicatmg---wi#t---an---e3Hemal---ae¥i€e, the apparatus being operable to 

inteiphase with an external device for activation of various operations 

between the external device and the handheld apparatus, while using a 

display and keyboard of the external device for user 's interactions with the 

handheld apparatus;_ the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with ~an integrated 

processing module and said-an integrated_encryption module for the storage 

of said user's data and documentation files; 

an authentication unit configured to compare the reading of the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus with ~g_pre-recorded set of personal 

biometric identification parameters; 

a processing module in communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module; 
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communication and data connection means for communicating with 

atrsaid external device, said communication and data connection means 

being eeffifelled-ey-aaEl-in communication with said processing module; 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied to said external device and the operation 

of the portable handheld apparatus is completely shut down. 

The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a ~heart pulse rate measurement indicator, a body 02 blood 

saturation level indicator, a body heat measurement indicator, an electro­

dermal activity indicator, a body respiration indicator and a physical or 

emotional stress indicator. 

The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing inf01mation associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 

the apparatus fmther comprises an encryption unit in 

communication with said processing module for the encryption plus 
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compression and for the decompression plus dec1yption of said user's data 

files; or 

an emergency button in communication with said processmg 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said apparatus and any of a group of registered 

emergency centers, said emergency call transmitting any of a group of data 

files containing information associated with the unique user of said 

apparatus, including the identification data of said user, the personal 

medical data file of said user, and location of said user; or 

wherein said apparatus is configured to communicate with any of a 

group of service providers, said group of service providers including banks, 

credit card companies, clinics, hospitals and medical insurance companies, 

municipal and utility entities and websites frequently accessed by said user; 

thereby allowing said user to access and manage personal data and 

documentation files, associated with said user; or 

wherein said external device comprises any one of a group including 

a remote server, a local server, a host computer, voice or data 

communication means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet 

by said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises 

at least one of a group of connection and communication devices including 

a data interface connector attached to a host computer, a Mini USB, a 

compatible industrial data inte1face connector attached to a cellular phone, 

a near field wireless communication inte1face, a Bluetooth communication 

inte1face, a magnetic reader inte1face, and a smart card reader based on a 
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contact-less communication interface usmg induction or RF 

communication; or 

fmther comprising an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said apparatus through one of said group of communicating devices through 

which the apparatus is connected, said computer or cellular phone having 

keyboard and display units associated therewith, thereby allowing the user to 

interact with said first memory module and with said processing module of 

said apparatus via said keyboard and display units, whereby said computer 

or cellular phone is configured to utilize and interact with said memory 

module, said processing module and said sensor module of said apparatus. 

4. The apparatus of claim 1, wherein said apparatus fmther compnses an 

associated power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, wherein said apparatus whenever connected to said 

device said apparatus battery power recharging is generated and a data 

backup process is generated, further comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said backup memory unit; and 

if the first memory module of the apparatus lacks data, said 

electronc unit updating the first memory module with the last version of the 

data stored within said mass memory solid-state backup memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last version of 

the data stored within said apparatus's solid-state memory unit. 

4~. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user 's personal data and documentation files,_each peFSeHal 
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personal identification unit being operable to inteiphase with an external 

device for activation of various operations between the personal 

identification unit and---the--ilaoohekl---apeaffiftts said external device, while 

using a display and keyboard of the external device for user's interactions. 

with the personal identification unit; each of said personal identification 

units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus wmle--the personal identificakeIH:mit-are comnnmicating 

\Vith an eli:temal de.,•ice and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, 

access to the stored personal data files is denied and the operation of 

the apparatus is completely shut down; and 

communication and data connection means in communication with said processing 

module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 
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b. at least one life signs detector, integrated within the personal 

identification unitttJ3~aft¼S, measuring and recording at least 

one of said user 's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

The method of claim 4~ 

wherein at least one of said plurality of life signs detectors includes a 

~heart pulse rate measurement indicator, a body 02 blood_saturation 

level indicator, a body heat measurement indicator, an electro-de1mal 

activity indicator, a body respiration indicator and a physical or emotional 

stress indicator, the method fmther comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

said personal identification unit communicating, via any one of a 

group of communication means, with any of a group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user thereby allowing said user to access and manage said 

user 's personal data and documentation files stored by said group of service 

providers. 
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61. The method of claim 4~, wherein said personal identification unit aBfflttEHtit. 

further comprises an emergency button in communication with said 

processing module and said communication and data connection means, the 

method further comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said apparatus and any of a group of registered emergency centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein the apparatus fmther comprises a magnetic strip element, the 

method further comprising the step of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

A TM, a point of sale, a magnetic strip or near field communication reading 

device (NFC); or 

wherein said personal identification unit -H½e::::f¼Bj3a¥EHtit.-fmther 

comprises a power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, the method fmther comprising the steps of: 

comparing the memory content of said personal identification 

unit ~aHHtts-first memory module to the memory content of said 

mass memory solid-state memory unit; and 

if the first memory module of said personal identification unit 

#t~~EHtit.--lacks data, updating the first memory module with the 

last version of the data stored within the solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 

version of the data stored within said personal identification unit 's 

fti3~aHHtt&&-solid-state memory unit. 
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+.li. The method of claim 4~, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method fmther comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration fmther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be fmther stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

20 I i2. The method of claim +,li, wherein after registration and upon normal 

25 

30 

initiation of communication between said system manager and each unique 

user, said system manager fmther communicating with said unique user and 

first comparing said unique user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 

1. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user 's personal identification 

unit; and 
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ii said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

iii said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

iv. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

/\ s:,•stem f-er managing personal--iHIB secured-data-and documentatieH--fi.les 

ef-a- plurality of unique users, the system cmHpfi.siHg,· 

a-,--a system man-agef--fei: managing--aHG-UpdatiHg--perseHa-1-e-ata--ef--saiEl­

system plurality-ef unique-u-sers--with-eaeh--ef--saie- plurality-ef unique~ 

a-nEl-

07""ii storage system connected te-saia system maaager-te--stere--ttpEl-ateEl­

personal data of-eaeh--ef--saie- plurality of unique users; and 

c,----a plurality -ef personal identification Hffi:ts~--ef said personal 

identifieatieH--ffiH:ts--eeiHg associatee- \Vith a l¼llique user, each lHHE}Ue user 

eeiHg registered --wi:th--saie- system -manager, each-----ef-----saiEl- persoHa-1-

identifieatieH units comprising--a-~age unit configured -to~-the 

personal ID data--fi.le-ef-eaeh unique user-aHd-a plurality of eiometric sensors 

fef-fl!a-d-iHg-a--j3H:¼ffility-e.f personal eiometric identification parameters -Bf-the 

user holding --the--appa-ratus,--sa-iEl---plt¼Fa-l-ity--ef--eiemetfie sensors---eeiHg---steree­

witmfl------the personal identification units storee- 1.vithin --sa-iEl- personal 

identificatieH-HH-its,--sa-iEl--life-sigfls detector---eeiHg configured to measure aHEl-
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record at least o:1te-ef-said ttser ' s life sign paraffleters; 1Nherein said plurality 

ef biometric seH-Sors continttottsly read-a plttrality of personal biological 

identificatien parameters associated "vith saie----H5ef---heleiftg the apparattts 

while---the---peFSef½al identification ttnit are commffiHffiting---wfth--an external 

d-eyice and-in-the--e¥e&t--thak change occurs in any--ef--the plttrality-ef 

j3€lr50ftfH biological identification parameters,--acce5-5--te--the stored personal 

d-ata---files---is denied --and----the---eperatien--ef4he--peFSef½al-ieentificatio:!Hffiit--is 

co1Hpletely-5fl-l:¼t-eewn~-and-

d-:--a--pttiffi~f c01l'l:pttter -heats-and- cellttlar pheH-eS-iR communication 

with said system -manager, enabling-the direct connection-by-said system 

manageF----with---said- plttrality ef ttniqtte --tiSefS throttgh -their corresponding 

peFSenal identification l¼fH¥,-and-

e.--a plttrality ef registered -emeFgef¼€y--€eflteFS---and--a plttrality -ef 

registered ser>,'ice --pFO¥id-eFS-in communication-with-said system --ffifffiageF;­

said plttrality ef seryice proyiders inclttding -banks, credit eafd---cefflf'ORies, 

insttrance--eempunies, clinics,---hespttals--ane---med-ic-al insttrance -COH½f'Offie5, 

ge,rernment, mttnicipal--and tttility entities and selected-website5 freqttentl y 

aeeessed--by-said- plttrality ef ~-

wherein said 5Ystem manager ' s--access-te--aftd commuaication witlHhe 

peFSenakiata and dornmentation-fi.les--stered--in--said-feFSORal identification 

umts associated ---w±th--eaeh--said ttniqtte -HSeF--and--te--the-pef50flal--d-ata--and­

dornmentation-fi.les-stered--by-said--gFOHp-ef service proyiders is-eruy enabled 

aftef130sitwe authentication ef-each-ef-said ttniqtte ttser ' s personal biometric 

identification parameters -by---said--attthentication -tmit---and- measttring----the 

normal measured otttj)ttt ef.-each-ene-ef-said ttser ' s life sign-rarameters-;-and-

wherein said-at-least-ene--ef-said ttser '5-life sign parameters-i& 

measttred--by--any--ef--a--groop--ef-life--sign indicators inclttding a--bed-y--pttlse 

rate measttrement indicator,-a-bod-y-G~-satttration le¥el indicater,-a-bod-y--heat 

measurement indicater,---an---electre-dermal actiyity indicator, --a-bed-y 

respiratien-indicator-and--a physical er-emetief½al-stress-ind-icater,. 
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The system accordiRg--te--€laim-9, wherein-each--ef-saia--pl-ti:Falif;<-ef~seaal 

identification uni ts compri~-

H---5eHsef-ffiOEH:¼le comprising -a plurality-ef biometric -sensefS-tef 

readiRg---a--pluffifuy--ef--peFSoaal-hlemetfic--identification parameters ef--the 

U-5ef holding ---the---ef----peFsenal identification-----untts,-----saia---ef----peFsonal­

identificatien-uniffi-being uniquely identified with-saia-user,--ana 

ii.a processing--mOEH:¼le--in communic-ation-with-saia---senseF--mOEH:¼le--fet: 

processing --saia--peFSoaal identification parameters ana-fef--pfOcessing---an-d 

managing the-pefsen-al-ana secured-e-at-a-and documentation files associated 

with-saia-useF,--an4 

iih------an-authentication ---unit---in-€0mmunication 1Nith the ffOCessing· 

module configured to recei¥e---an-d-ffilthen-tic-ate--the identity of--said-usef--by 

compafing -said-Hsef"-s-pet=sonal identificatioH--pafametet:& read by the sensof 

mod'Ule-and processecl-ey-the processing module, v.1th a pre recorded---set--ef 

peFsenal-iden-tification parameters--stored-iH-said--acuthentication uni¥,--af½d-

i¥.-an--eHCf:YPtion--mOEH:¼le--in communic--atiOH vlith said processing 

mod'Ule----fof-----the---encryption-plus comprnssion--of decompression plus 

decryption of.-saiEH:lsefls-data-HleS;-aHd 

¥;--a storage -unit-in communication----with---ffiHdffOCessing mOEH:¼le---an-d 

said encryption mOEH:¼le--fet:-t-he-stomge-ef-saia,:1sef"-S-e-at-a--and documentation 

fttem-ooa 

¥i . cornrntmication -and-dat-a-€onnection--meaHS--H1 communication-with 

said processiRg---mod'Ule-----fet:---€0HnectiRg-----said plurality -ef----peFseaal 

identification-units with -said system manager---imd plurality --ef service 

prnvidern. 

The system accofding -to claim 10, 1,1,·herein said system manager -Hi 

cenfigured: 

-te communicate with--said-peFsen-al--identifi.c-ation-uniffi--te--wmpafe--the 

'USef"-S ID data--file-&tOfed-in---t-he unique uoof"-S--peFsonal--identific-ation---unit-& 

with-the con-espending identification dat-a--5tored-in--saia-st0fage,fffit;-ana 
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if--the--twe--5ets-o f identification-data--mateh,-th-efl:--5affi- system man-agef 

~figHred--te initiate a further l-e¥el-e.f security identificatien-pFief-te..fttll­

cemmunication and data upd-ating capability----reing---eruwl-ed-----aetweeH----said­

system-maHageF-and---said-,fseF-peFSon-al identifi catieH-ufli¥,-and-

v.•herein -said- futiher leyel of --security identific-atieH~rises----said­

system manageF---sen-d-illg-a-fifst-ffifin-g-ef-ceded alphanumeric <ffiffi--ufliEtuely 

associated---with----said---usei:---peFSoHal identification---umt---te---said--usei:---peFSoHal 

identificatieH-un-it,--said--peFSoHal identification-uHit--respen-d-mg-with-a--secooo 

string of coded alphanumeric data uniquely associated- with said-,isef 

peFSOnal identificatioH--uHit,-and---5fHG system manager 1,•erifying the--recei¥ed­

secooo---stfillg--ef--€0d-ed- alphanumeric -data--with--a---secend----stfillg--ef--€0ded­

alphanumeric data pre stored in the memory sub system; and 

said system maoogeF--€0mparing-foF..fttll--fRatching for -N--€0nsecuti ve 

times recei,,ed additional different -stri-Hgs--ef-ced-ed- alphanumeric-d-at~fe­

stored--ill--the memory-ef--said--peFsoHal identifi eatieH--uHit associated-with--said­

unique useF-with counter generated additional----striHgs-ef-sed-ed alphanumeric 

data pre stored in the memory -ef--sub---systeHr,-eF 

v.•herein each peFSenal identification unit fmiher eemprises -aH-erneFgeHCy· 

-butten-----ill-----cemmunicafien-----with-----said- processing-module and said 

wmm1 mi ca ti on Jttffi::fiil:1a con n ecti on Jltt:l8:fl:S::tll00:ttle! 

v.•herein tfle-peFSOn-al identification-umt-is-cellfigured--te--tffiHSfef-an-y-ef 

a--gFOup---ef--d-ata-Hles containing informatioo----asseciated 1.vith -th-e-usef, 

including--files---such--as--the identification d-ata--ef--the--useF,--peFsoHal medical 

d-ata--file--ef--the--usef,-the measured set--ef life sign parameters ef--the--useF, 

associated--with--the--useF-alld--aH--upd-ated--location of-th-e-user,-and-

v.•herein -the--peFsen-al identificatioo--ullit--is--cellfigured----te initiate -all· 

eFHeFgeHCy---call--to-ooy--ef---said- plurality ef registered -erneFgeHCy---cellteFS;­

wheHe¥eF--said--erneFgen-cy--butteH--i-s-ac-ti¥ated--0F--whelle¥ef--aHy-ef-th-e-gF0Up· 

ef life sign indicators detects-a critical le¥eh· 

A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 
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a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld apparatus as claimed in any one of claims 

1 to 4; wherein each of said portable handheld apparatus being associated with a 

unique user, each unique user being registered with said system manager.. 

11. The system of claim 10 fmther comprising a plurality of registered emergency 

centers and a plurality of registered service providers in communication with said 

system manager, to be accessed by said plurality of users; and 

A plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users. 
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-l±:-+he system of claim 9, wherein -said system, further eo~s-,-

~01Hputerized call center -€0nfigured to receive--phone---€alls--ef 

emergency--¥0-ice--aoo-aata-messages-ffem-any-ef-said plurality-of registered 

emergency centers -aoo--a plurality of registered seMce pmviders---aoo--to­

communicate 1.vith any---ef---said plurality -ef---€ellu-laf phone -aHd---ho&t­

c01Hputers; and 

1.vherein --5aid---sall center-is---€0Hfi.gttred to communicate the user'-s 

locatiOH-€0ordinates t:o-an emergency rescue -team--and--filffitlltaneously--ffilid 

call center is -eonfigured -f0---€0mmufH€ate v.,,ith any--of--said--pl-ufality-of 

registered emergency centers -and- service providers t:o--fecei¥e---said--tl5ef2.-s 

updated medical -aata--and--4o--tmn-sfef---said---data-4o--al½G--tfom---t-he-HSet=2-s 

personal identification ~ -
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Main Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data an 

documentation files stored in the apparatus wkile----#te ap13aratttS-----is 

eoFRffH:tRieatiRg -wffk--aR--e*tefRfll deviee, the apparatus being operable to 

'nterphase with an external device for activation of various operations 

between the external device and the handheld apparatus, the apparatus 

bomprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with said processing 

module and said encryption module for the storage of said user's data and 

documentation files; 

an authentication unit configured to compare the plurality of 

personal biological biometric identification parameters of the user holding 

20 I the apparatus with ~.1! pre-recorded set of personal biometric 

25 

identification parameters; 

a processing module in communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module; 

communication and data connection means for communicating with 

ftftsaid external device, said communication and data connection means 

being eefltfelled-by-aRd-in communication with said processing module; 
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wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the portable handheld apparatus and in the event that a 

change occurs in any of the plurality of personal biological identification 

parameters, access to the stored personal data files in said first memory 

module is denied to said external device and the operation of the portable 

handheld apparatus is completely shut down. 

The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a eeeyheart pulse rate measurement indicator, a body 02 blood 

saturation level indicator, a body heat measurement indicator, an electro­

dermal activity indicator, a body respiration indicator and a physical or 

emotional stress indicator. 

The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the portable handheld apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing inf01mation associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 

the parable handheld apparatus fmther comprises an encryption unit 

m communication with said processing module for the encryption plus 
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compression and for the decompression plus decryption of said user's data 

files; or 

an emergency button in communication with said processmg 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said portable handheld apparatus and any of a group of 

registered emergency centers, said emergency call transmitting any of a 

group of data files containing information associated with the unique user 

of said portable handheld apparatus, including the identification data of said 

user, the personal medical data file of said user, and location of said user; 

or_wherein said portable handheld apparatus is configured to communicate 

with any of a group of service providers, said group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user; thereby allowing said user to access and manage 

personal data and documentation files, associated with said user; or 

wherein said external device comprises any one of a group including 

a remote server, a local server, a host computer, voice or data 

communication means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet 

by said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises 

at least one of a group of connection and communication devices including 

a data interface connector attached to a host computer, a Mini USB , a 

compatible industrial data inte1face connector attached to a cellular phone, 

a near field wireless communication inte1face, a Bluetooth communication 

inte1face, a magnetic reader inte1face, and a smart card reader based on a 
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contact-less communication interface usmg induction or RF 

communication; or 

fmther comprising an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

5 I said portable handheld apparatus through one of said group of 

communicating devices through which the apparatus is connected, said 

computer or cellular phone having keyboard and display units associated 

therewith, thereby allowing the user to interact with said first memory 

module and with said processing module of said apparatus via said 

10 

15 

20 

25 

30 

keyboard and display units, whereby said computer or cellular phone is 

configured to utilize and interact with said memory module, said processing 

module and said sensor module of said apparatus. 

4. The apparatus of claim 1, wherein said apparatus fmther compnses an 

associated power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, wherein said apparatus whenever connected to said 

device said apparatus battery power recharging is generated and a data 

backup process is generated, fmther comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said backup memory unit; and 

if the first memory module of the apparatus lacks data, said 

electronc unit updating the first memory module with the last version of the 

data stored within said mass memory solid-state backup memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last version of 

the data stored within said apparatus's solid-state memory unit. 

4~. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 
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for storing each user 's personal data and documentation files, each personal 

personal identification unit being operable to inteiphase with an external 

device for activation of various operations between the personal 

identification unit and the handheld apparatus, each of said personal 

identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

personal identification unit apparatus v,·hile-------the personal 

identifieation-u-nit-are-eemmunieatiflg--with-an e*ternal device and in 

the event that a change occurs in any of the plurality of personal 

biological identification parameters, access to the stored personal 

data files is denied to said exremal device and the operation of the 

aeparatu5 personal identification unit is completely shut down; and 

communication and data connection means in communication with said 

processing module;_the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 
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b. at least one life signs detector, integrated within the personal 

identification unit apparat~, measuring and recording at least 

one of said user 's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

The method of claim 4~ 

wherein at least one of said plurality of life signs detectors includes a 

eeeyheart pulse rate measurement indicator, a body 02 blood saturation 

level indicator, a body heat measurement indicator, an electro-de1mal 

activity indicator, a body respiration indicator and a physical or emotional 

stress indicator, the method fmther comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

said personal identification unit communicating, via any one of a 

group of communication means, with any of a group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user thereby allowing said user to access and manage said 

user 's personal data and documentation files stored by said group of service 

providers. 
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61. The method of claim 4~, wherein said personal identification unit apWfam5 

further comprises an emergency button in communication with said 

processing module and said communication and data connection means, the 

method further comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said personal identification unit apBaram5 and any of a group of registered 

emergency centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein said personal identification unit the:::::;apparam5 fmther 

comprises a magnetic strip element, the method further comprising the step 

of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

A TM, a point of sale, a magnetic strip or near field communication reading 

device (NFC) ; or 

wherein the apparams personal identification unit fmther comprises a 

power charging and data backup device, said device comprising a charging 

and power unit, an electronic sub unit and a mass memory solid-state 

memory unit, the method further comprising the steps of: 

comparing the memory content of said personal identification 

unit ~arams first memory module to the memory content of said 

mass memory solid-state memory unit; and 

if the first memory module of the apeaHlttts personal 

identification unit lacks data, updating the first memory module with 

the last version of the data stored within the solid-state memory unit; 

and 
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if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 

version of the data stored within said personal identification 

unit'sapparatus' solid-state memory unit. 

The method of claim 4~, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method fmther comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration fmther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be fmther stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

The method of claim +~, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager fmther communicating with said unique user and 

first comparing said unique user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 
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if the two sets of identification data match; 

1. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user 's personal identification 

unit; and 

11 said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

m said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

iv. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre-

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

-910 . A system for managing personal and secured data and documentation files 

20 of a plurality of unique users, the system comprising: 

25 

30 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

and 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of personal identifieatien--Hni-tsportable handheld units as 

claimed in any one of claims 1 to 4; wherein each of said personal 

identifieation----mH-tsportable handheld apparatus being associated with a 

unique user, each unique user being registered with said system manager~, 
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eaeh-ef--.saie--peFSeool- identificatieH units con:1:pnsmg -a storage unit 

cenfigurea- to store the personal-!9--data-file--ef each unique user -ana-a 

plurality of biemetric sensors for reading a plurality ef-peFSon-al biometric 

identificatien parameters of the user holding the apparatus, said plurality-ef 

biometric sensors being stored within the persoH-al--ieeHtifieatien units stored 

v .. ithin said ~nal identification units, said life signs detector -being· 

cenfigurea to measure and rec0f€l at lea~ne-ef--&aid user's life sign 

parameters; ,..,.herein said plurality of biometric sensors continuously-read-a 

plurality of--J38f50H-al--bielegical identification parameters associated ·,vith 

5aia user holding the apparatus -while the personal identification unit are 

communicating with-an external device and in4he-e¥ent4hat--a change occurs 

in----any--ef the plurality of -peFSenal-biological identificatien parameters, 

access to-the stored personal data files is denied and-the operatioH--ef-the 

peF50ool-identificatio~it is co11'1:pletely shut d01,vn; and 

d,--a plurality of c011'1:puter -hosts and cellulai:-phones in communic-atien 

\vith said-system manager, enabling the direct connection-by-said system 

manager v .. ith said --Jffiiffility of unique users through their corresponaing 

peF50ool-identification-un-it-;--ana 

The system of claim 10 fmther comprising 

e.---a plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users; 

wherein said system manager's access to and communication with the 

personal data and documentation files stored in said peFSenal identification 

portable handheld units associated with each said unique user and to the 

personal data and documentation files stored by said group of service 

providers is only enabled after positive authentication of each of said unique 
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user 's personal biometric identification parameters by said authentication 

unit and measuring the normal measured output of each one of said user' s 

life sign parameters; and 

wherein said at least one of said user 's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 0 2 saturation level indicator, a body heat 

measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

-l-G:--------+he system accord ing----to---€laim---9, 1,1,·herein --each---ef--said­

pl-ttmlify-ef~senal identificatien-mliffi co1l½priseSf• 

h--a--senser--mOffi:He comprising-a plurality--ef-hlernetric--sensers--fer 

reading--a--plu-rali-ty--ef--personal--eiemetrie--identifieation parameters---ef--the 

tiSer---holding----the---ef---personal identificatien units, said -Bf personal­

id-entification-umts-eeing uniquely identified-wi#Haid--user,-and 

ii.a processing-mOffi:lle-in-semmumeation-with-said-senser-mOffi:He-fer 

processing---said---personal identification parameters and-for-precessing-and 

managing the-personal-ans secured-daffi--and documentation files associated­

with sai-d--u ser; and 

iii.---an--authentication---um-t--in---€0mmunication---with---the processing 

module configured -te--recei¥e--and--authenticate--the identity ef--said---ttser--by 

eemparing said user!s--personal-identificatien--parameters-read--by the senser 

module and proeessed by the p1:eeessing module,--with--a-pre-reeerd-ed-set--ef 

persenal-id-entification parameters-&tored-in-said-authenticatio:1Hffit¥,-and-

i¥.---i¼fl--encryption--m0ffi:lle-in communication----with----said- processing­

module for ---the--eneryptien---plus---eornpression---er decompression-plus 

d-eeryptien-ef-5aid-~.!s-d-ata-file~-and-

¥:--a--&tOmge--uH-it--iH communication-with-said--preeessing-mOffi:lle--and­

said-eneryptien-meoole-fer-the-sterage-ef-said~:.S-d-ata-and-ooettmentatien 

fttetit--aoo 
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vi. eoRHnuaieatieIHtRG-aaffi-eefffleetien meaas ia eommuaieatieR-wAA 

said---j3Foee!fflffig-meMle--fet:----eeRReeti-Rg----saie---r!ufali-ty-ef---13"ffi0RBl· 

ie-eRtiffeatieR----u-Ri-ts ,vith said system maR-agef----aREl-----plurahty----ef----5ef¥iee 

j3f0¥iEl-ef&;-

5 H12. The system according to claim 10, wherein said system manager 1s 

10 

15 

20 

25 

configured: 

to communicate with said f)ef50Ral ideatifieatiea__J2ortable handheld 

units to compare the user's ID data file stored in the unique user 's f)ef50RBl 

ie-eRtiHeatiea portable handheld units with the corresponding identification 

data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a fmther level of security identification prior to full 

communication and data updating capability being enabled between said 

system manager and said user j3effi0Ral-ideatifteatien_J201table handheld unit; 

and 

wherein said fmther level of security identification comprises said 

system manager sending a first string of coded alphanumeric data uniquely 

associated with said user pernoaal--½deRtifieatien-portable handheld unit to 

said user f)efSORBl-----tdeRtifieatienportable handheld unit, said f)efSoRal 

ideatifieatien portable handheld unit responding with a second string of 

coded alphanumeric data uniquely associated with said user pef50Ral 

ie-eRtiHeatieR-portable handheld unit, and said system manager verifying the 

received second string of coded alphanumeric data with a second string of 

coded alphanumeric data pre-stored in the memory sub-system; and 

said system manager comparing for full matching for N consecutive 

times received additional difkrent strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; or 
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wherein each personal identification ----QOrtable handheld unit further 

comprises an emergency button in communication with said processing 

module and said communication and data connection means module; 

wherein the peFSon-al identificati0R-portable handheld unit is 

configured to transfer any of a group of data files containing information 

associated with the user, including files such as the identification data of the 

user, personal medical data file of the user, the measured set of life sign 

parameters of the user, associated with the user and an updated location of 

the user; and 

wherein the pe¥50n-al identification p01table handheld unit 1s 

configured to initiate an emergency call to any of said plurality of registered 

emergency centers, whenever said emergency button is activated or 

whenever any of the group of life sign indicators detects a critical level. 

-1-±.Ll_. The system of claim 910, wherein said system, further comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 

wherein said call center is configured to communicate the user 's 

location coordinates to an emergency rescue team and simultaneously said 

call center is configured to communicate with any of said plurality of 

registered emergency centers and service providers to receive said user 's 

updated medical data and to transfer said data to and from the user's 

personal identification unit. 
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Second Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus whtle-----#te apparattt5-----i5 

communicatmg---wi#t---an---e3Hemal---ae¥i€e, the apparatus being operable to 

inteiphase with an external device for activation of various operations 

between the external device and the handheld apparatus, while using a 

display and keyboard of the external device for user 's interactions with the 

handheld apparatus;_ the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with ~an integrated 

processing module and said-an integrated_encryption module for the storage 

of said user's data and documentation files; 

an authentication unit configured to compare the reading of the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus with ~g_pre-recorded set of personal 

biometric identification parameters; 

a processing module in communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module; 
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communication and data connection means for communicating with 

atrsaid external device, said communication and data connection means 

being controlled by-iH½&-in communication with said processing module; 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied to said external device and the operation 

of the portable handheld apparatus is completely shut down. 

The apparatus according to claim 1, ,..,.hereifl.---5aia---af-least--eH-e--ef-5aid user' s 

life--sigi½ parameters is measured-ey-aRy--ef-a-gi:eup4-life--sigi½ indicators 

iocluding a body ~p-ttlse rate measuremetH-ifldica-ter,-a-beay-Q2~ 

saturatien--le...el-in-dicateF;---a body heat measurement indicator, a~lectFo­

aeFmal actiyity -inaicatef,-a--bedy respiration indicator--aR&--a--pl½y-sical--0F 

emotional atre5s-in-dicater.-

e,,3,-, ---tT-Ah~e-a-pparatus according to c-laim-1-, 

wherein, ',Yhene't•er--a~ the group -ef-life sign indicators detects a 

cfi.tical-le¥el, the apparatus is configured{e;­

ifli.tiate-a&-emei:geRCy-eall--te--aRy--ef-a-gi:eup4 registerea--emei:geRCy­

centers and sefld--te--saia--registerea emergeRCy-eeffief&-aRy--ef-a-gi:eup· 

of-aata files containing information associatea--with--the-tt5ef, including 

the identifi.catieR data file of the user, perflefl-fH medical fi.le-ef-tfle--tt5ef;­

the-measured set of-life-5igti parameters-ef-the-H5eF-afld-lecatieR-ef-the-

the apparams furtheF---€Offifll·ises an encrypti-ofl----1:HHt------iR 

communication with -saia---processing -moa--ttle--fof---4he encryptioR--pms 
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compressioH-aHEi-fef-the decompressien plus decryptioH-Of said user '~ 

files· er 

an emergfficy button -tn---€ommunicatieR----¥.'ith said processmg 

module ana----5aia communication--ana----aata connection means module; 

v.•herein on---5aia--emergency button -beiftg actiyated, communicatiOft--i-& 

initiated -betweeft---5ai~-affiffiS--aHe----an~f--a--gFeUp----ef--t=egi&teree­

emergencytenteFs,--saie--emergency-call transmitting-any-ef-a-gmup--ef-aata 

files containing information--asseciated with the ---ttHittue----HSef--ef---saie­

app-affiffiS, including-the identification---aata--ef---saie---HSef,the personal 

medical ciata..file-ef-5aid user, ana location-ef-saie--tt5er,-et= 

wherein -saiEl- apparatus is configured-te-communicate---with--any--ef-a 

gFeUp4-se~f0¥ie-ers, said-gFeUp-ef service-pm¥iElefs including ban~ 

aed-ik;affi.-€empanie5,€ltn-ics,hosp-itals-ana- medical in&ufance-€0mpani-es, 

municipal-an& utility entittes-ane--weesites frequent! y-accessee--by-saie--ttSer,• 

thereey all01.ving---5aia user to access and---maHa~eFSOftal-aata--and 

documentation-file5,-associated-with-5aiEl--HseF,-ef 

v.•herein said eJlternal de11•ice comprises any-ene--ef-a-gFeUp including a 

feffi0t~ef,a local sen•er,a-host-€0mputer, yoice Of-e-ata communication 

meaH-S-ane--a-€elMaF-pho~-ef 

wherein -saiEl- emergency-call--is---in-it-iateEl--¥-ia-any--eH-e-of-a--gfOUP-of 

eommunication mean-s-tncluding a secured-set=¥eF,Elifec-tly-¥ia-the-intemet-by 

saie---app-affiffi5-€0H-nect-ion---ane- communicati0ft-m-eans,-¥ia-the--intemet­

through-any-host-€0~uter, yia -a--¥0ice-ana--aata communication de0yice GHe­

¥ia-any cellular phone-H-etw0f~-0f 

v.•herein saie--€0fnmunication-ana--aa~onnection -means comprises at 

least one of a-gFeUp-of-ceH-nect-ioH--ane--cemmunicatiOH--ae-'fices-including a 

El-ata--in-terface coA-nectef attached-te--a-host---€omputer, a --Mi-A-i-Y8B,-----a 

compatible-ine-ustfial--aata-iA-tefface-ceH-neCtOf attached-te-a cellular phone,a 

near field wireless communication inteFface,--a-Blueteoth communicatieH­

iA-tefface,-a magnetic reader interface,--ana--a---smart---€afd reader -based--en--a 
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eontact less eommtmieation intetfaee using induetion or RF eommunieation; 

0f 

fmiher eomprising an stornd----5eftware------meaule----thffi automatieaHy 

~-the-eperating system of the eomputer or eeHular-phene-eeflfleeteEi-4e­

said apparatus through eHe-ef said group of eommunieating deyiees through 

whieh the apparatu-s-i~eeted, said eomputer or eeHular phone having 

keyboard and display-ttnits assoeiatea---thew,vith, thereby-aHov,ring the-llsef-te. 

internet 1.vith said HFSt--meffiefY module and 1.vith said proeessing meaule-ef 

said apparatus via said keyboaFd- and display-uni ts, ,,,•hereby said eomputet: 

er eeHular -phone is eonfigm:ed to utili~ and interaet 1.vith said memory 

module,-saiG proeessing module and said sensot:..meaule-ef-said apparatus.-

4J. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user 's personal data and documentation files, each peFSefli¼l 

personal identification unit being operable to inteiphase with an external 

device for activation of various operations between the personal 

identification unit and--the--haneheld-aooaratus said external device, while 

using a display and keyboard of the external device for user 's interactions. 

with the personal identification unit; each of said personal identification 

units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 
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a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus while-the personal identific-atieIH:ffii-t-are comnnmicating 

with-an eli:temal de>,•ice and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, 

access to the stored personal data files is denied and the operation of 

the apparatus is completely shut down; and 

10 I communication and data connection means in communication with said 

processing module; the method comprising the steps of: 

15 

20 

25 

30 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the personal 

identification unitappaFaffiS, measuring and recording at least 

one of said user 's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

~ .--T-he-Hte-tRFMO-He.,o~fHC&t}it<aHlflIBFt--t-4 

,vherein at !eaGt one of-said plurality--ef life signs detectors inch1d-~-bod-y--heaft 

jffilse-ffite measurement -ind-ieater;--a--bod-~---bloed saturation le¥el 

indicator,---a--bod-y--heat measurement ind-ieater,---aH--e!ectfo dermal activity 

indicator ,---a--bod-y-respiffitioH--ind-ieator-and--a--physieal--er emotional -stre55 

indicator ,-the-method further comprising-the--step-s-of;. 

Page 350 of 713



5 

15 

20 

25 

66 

initiating an emergency call4e--aHy-ef--a--gFOOfl-ef registered emergency centers, 

whenever 1rny-ef-the~ign indicatorn detects a-€fi-tical-l-e...e¥,--and 

wherein said emergency---€all transmits aHy---Bf--a-gfffiJj3-ef--aata---Hles infmmation 

a55eciated 1.vith----the user, including identification -ef-the---useF;---peFSOHal 

medical data--Hle---ef-the-user, the measured set of life sign-j3Ufameters of-the 

useF-aHd-loca-fiefl-ef-the-useF,-ef 

v.•herein the method .fui:thef-€0fHJ3fises4he--&l:ej3-0f:-

j,aia-----peFSoH-al identifi ca fieH---uHit-----€emmu-n-ic-a ting, v ia----an-y---eHe--ef---a----gFeUj3---Bf 

Cemfflunication means, 1.vith any -ef-u group of ser..,rice providers including 

banks, credit card companies, clinics,--hospita~ medical insurance 

companies, municipahmd-utility entities aHd-websites frequently-accessed 

-by--said---usef thereby aUowmg"""'ai&-useF---t&--access and manage said--useF-& 

personal -aata---aHd--aocumentation -+iles stored by-said group of service 

prnvider1r.-

H-6,-, --T+he method of claim 4, 1.vherein saia--peFSOHal-identificatieH--um-t apparatus 

further comprises an emergency button-----iH communication --with-----said 

pf0cessiflg-mo4ule--and-said communication--aHd-aata connection means, the 

method further c-empfisi.n.g--the--&l:epS-ef:-

whell said emergency button is activated, a-call-is-initiated betv.,reen -saia apparatus 

aHd-any-ef-a-gfOUj3-ef registered emergency centers;--and 

sai4 emergency call transmiHin-g--afly-ef-a group of-aata-Hles infmmatien--associated 

v.tith the user, including identification aata-ef-the user, the peFSeHal medical 

data-file-ef-the-user, and location of the user;-ef 

wherein the appai:atus further cornpfises--a magnetic--stFip--element, the method 

fui:thei:-cempFising-the step of:-

after positiye authentication -ef--said---usef2.s---f)ersonal identification --paFametei:s, 

actwating said magnetic titfifl thereby--allewin-g--saia magnetic Afl'ip4o---ee 

read--by--aHy-ef-gfOUj3-ef devices including a credit card--FeadeF,-a:H-ATM,--a 
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point of sale, a magnetic strip eH½ear field comffiunication reading deyice 

(NFC); Of 

wherei-n--said--pefSOool identification lffii-t--the apparatus further comprises-a-poweF 

charging -iu½d-aata--eack-up--de¥i-ce,--said device comprising-a charging -afld 

pewei:-un-it, an electronic sub -un-it-afld-a-mass memory -sel-i-d state memory 

tin-it, the method further c-e~Hg the step-a-ef:-

compariHg-4e memory coflteflt--ef--5aid--pefS0flal identification -ttn-it apparatus fifSt 

memory module to-the memory content of said-mass memory-5olid--&tate 

memory unit; and 

10 if-the first memory module of.-saia personal identification unit the apparatus-!acks 

15 

20 

25 

aata, updating the first memory module 1.vith the last versiOH--ef-the---aata 

5terea-withiH--the----selid----state memory tiffi-F,---aHd 

if--5aid~lid state memory-ttn-it---ef-said deyice laas---aata,-up~-the--5eli-d--state 

memory unit Gf-saia deyice 1.vith the last 1,•ersion ef-tlw data stored vAthin 

7. 

said-pefSOHal identification un-it~ _apparatus' s-50li-d--&tate memory-un-if,-

The method of c-lai-m 4, wherein each--ef-said plurality of unique-ttSefS--i-5-i-n 

communication vAth a system maHageF,-Sa-id system maHageF managing a 

remote centralized data communication storage-afld management system -of 

said plurality-of unique users, the method furtheF-Compfi-si-Hg-the-5tep,i,-ef:. 

a.--5aid system-HHHH¼gei" registering-each unique tiSeF-aHd-storiflg-the--peFSoool--!9-

data file of each-~--u5ef--iH--a memory sub system connected -to--sai-d 

centralized system; and 

-&.-said registratien further includes the step 1.Yherein said system manager generates 

for each system user N paiFS--ef-two different randomly selected characters 

5-tfi.Hgs, each--ef-saia-5tfffigs--i-5-a combination-ef-H alphanumeric characters 

in length;-afld 

c . said system maHageF-5tofiHg--5aid N pairs ill-said system memory-5Ub system-afld 

sending said n characters strings -paifs40--be stored--iH--said unique w.eF 

peFSOHal identification unit memory module;-and 
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d:----Saia---j3€!Fseftal identific~----ttffif generating -a secret access -eede----ef---b 

alphanumeric characters -te~e-fuftflef-stefed-in-said system memery w±thm· 

a special--paftition centaining the list4--5aid secret access eedes--fef-said 

plurality --ef---mtique usern--withem assigning --any---identificatien----ef----link 

-e~-the-asseciated-ti5eFS-te-hi*egi&tered secret OOce55-€0de7 

...,g __ --T~h~e--methed ef €!aim 7, 1.Yherein --aftef---Fegi&tfatien--af½d----upon nermal 

imtiatiefl-ef-€0mmunicatien -eetween--5aid-sy&tem managef--ane--each unique 

~ -, said system manager further cemmunicating 1.vith &aid unique U5ef-aHa 

first cemparing -5aid unique user' s ID --data---file and said persenal 

-ieentificatien unit unique em-eedded characterizing seria-1:-n 1:1meer stOfed-in 

the unique user 's-persenal-identification unit with-the cen-espending ~~ 

ID and pemenal identificatien -d-ata-ffien~d in said memery sue systen¥,---aoo 

if-the-twe sets ef identificatien-eata match; 

1. 

11 

l1l 

lV, 

said system managet= sending a fiffit-5tt'ffig-ekaid-stefed-N strings-ef-eeded 

alphanumeric data, ~e--said user 's J:3efSonal identificatien-unit; and 

said user persenal identificatien unit respending--with-the-5e60nd matching 

~--ffem--the-same-4efedfaif---ef---eeded- alphanumerie---d-ara~ely 

assecia~fith said user-pefSeflili identificatien-tm-w.-and 

said system managet=-€0H½paring the received secend string--ef ceded 

alphanumeric -dam 1.vith a secend string ef c-eded alphanumerie--eam--pre­

Sffit=e0--HHhe memery sue system;-and 

said system manager eemp,arin-g---fsf censecuti\o'e-M eut ef N-~--fhe 

recewed-additieool different strings of ceded alphanumerio--d-affi-pre--5tered 

ifr-the--mem8fy---ef--5aid--peHienal identificatien -HFHt asseciated-w#h--5aid­

ffittt}Ue user -with-the additienal strings ef-€0ded alphanumeric daffi--pFe­

Sffifed-in-the memery-ef sue system; and 

-v;-------ff--all-M strings -ef---eeded--alphanumeriG--d-u ta match ,----then---$id~m 

manager declares authenticating -ef--5aid unique--tt5ef--afld-pefffliHing--5aid­

~-Hser access to -5aid system, 
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A system for managing pernenal and secured-datfHlnd documentatien-files 

ef-a plurality of URHJUe users , the system compFising-;-

a,--a system maoogef-fur managing and--ufldat-ing--peFSenakl-ata-ef-saia 

system plurality of URHJUe--uliers vlith eaeh--ef-said plurality of l:lfiHJUe-ttseflr, 

ana 
&.-a storage system-cenHeeted-te--5aid system managef-te--s-tere--updated 

peFSenal-daffi of each ef~--plurality-ef unique users; and 

c~ plurality of -peFSenal identification units, each ef said peFSenal­

identification units being asseciated--with---a--uniftue user, each--m½ique user 

being-registered-with said system manage:F,---eaCh----ef-said---peFSenal­

identifica tien----utHt5---€empfising--a storage----utH~nfigured -te---stere-the 

personal ID data fi.le-ef each unique U5ef-and-a plurality ef biometric sensors 

foF-rnading a--plurali-ty-ef-pef50flal biometric identifieation parameters of the 

usef-helding the apparatus, said-plurality of bieme-tfic--5en50~ing stored 

within the peFSenal identificatiofl---UfHts-stered 1.vithin said ---peFsenal­

identificat-ien-tHH-ts;-s-aid-life-ai.gns detectoi=--bei~enfigured-to measure and 

recefd-at-leas-t-one of said--ti5eH-l~gn-j31¼ffiffieteHr,-Wherein-s-aid--pl-ural-ity 

ef biometric---sefl50~ent-in-ueu~UEhl plurality--ef-peF50na~olegical­

identification parametern-a550Ciated--with---s-aid---u5ef-helding the apparatus 

v.•hile the peFSonal identification unit are comnmnicating \Vith an eJHemal­

device and i-R~ven-t-that-a change occurs in a~f the plurality-ef 

peFSena~legical identification parameters, acces540 the stored peFSenal­

Elata files is Elenied---a-Rd--the-epemt-ien--ef--the-peF50nal--identificatie&-unit--i-5 

cempletely4t¼t-ae~Rd 

d,--a--plural-ity-ef-computer hosts and cellulaF-phenes in commurucafie& 

with--said system manageF,--enabling-the direct cea&eet-ien--by-said system 

maRagei: 1.vith said --pl-ufal-ity-ef-~ users through theif correspeRd-ing 

personal i dentificatioa--ffi½-i¥,-and 

&--a-plufality--ef---regis-tered emergency--ce&tefS--iHld-a-plufal-ity--ef 

registered---sef't'ice proyiders in communication with said system -maRagef, 
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said plurality of seF'riee-pro1,•iEiers including -baRks, credit -caf0----€0+HpaRte6;-

in□ttfl¼flee eeFRpaeies, eHaies flos13itals aaQ B3efflcel iR □ttranee eetHpaAies,. 

goyernment, municipal and utility entities GRd- selected-websires frequently 

aceessea 0y said plurality of users·. 

wherein saia system :ff¼ftftagetfi:ft66ess fO and cemmuRicatio~--the­

personal data and documentat+on files stored-m-saia personal identificatioH 

units associated with each said unique user and to the personal data and 

documentation files stored 0j' said group of service provis!!rs is onl;• !!na0l!!s 

a~er positi t'e atttkenfication of each of said ttRiqtte t-tser' s personal 0iometrie 

isentifieation parameters 0y said authenticatioR-Uf½~d measuring-the­

norHml meas1:1red outp1:1t ofeaeh one of said user' s lifo siga parameters; and 

111,•h!!r!!in sais at l!!ast ene-ef-said user ' s life sign parameters is 

measurnEi 0;• an;• of a group of life sign jndicafers including a 0od;• pulse 

rate measurement inaieator, a 000;• OJ sat1:1ration le1,•el insieator, a 000;• heat 

measurement insieator, an eleetro sermal aeti,rity insieator, a 0osy 

resriration inaieator ans a ph;rsieal or emotional stress insieator 

The system according to claim 9,-wherein each of-sai~raltty-of personal· 

isentification units comprises:• 

h---a--seR50f-ffiod-u~mprising il plurality of 0iometFic--seft50f5--for, 

r!!asing a ph1rality of p!!rsonal hieraefric ideofifio8*ieo parnraefers ef--the 

user holaing the of---pef50nal---identification units, said --ef personal 

iaentifieation units 0eing-eniquel y identified-w-tth-sai-d---tt5eF,--and-

ft::ft precessing raedule in oerara1mioofifla::WAA.,..ais sensor-mod-l:lle4er' 

proe!!ssing sais p!!rsonal is!!ntifieation parameters and-fer processing-am!. 

managing the personal ans seeurna aata ans aoeumentation files assoeiatea 

wttlH.ai:d--useF,-afld-

iih---an---authentiea tien----m¼it----ia co ram UD:ififttiAR--wi~---f)rocessing 

mosul!! eonfigur!!S to r!!e!!i\'i! ans autl'¼!!ntieat!! tR!! is!!ntity of-said--ttsef--0y 

eomparing said 1:1ser' s personal identifieatioR--parameteFS--reatl--ey-the--seftSor 

mosul!! ans proe!!SS!!S 0y tR!! proe!!ssing mosul!!, witR a pr!! f!!Oorded.-set-ef 

per son al iaen tifieation ~rameteFS-stored--ffl-said-autl'¼entieation uRit;--aHd-
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1 Y. an encryptioH-m0ffitle---m communication 1.vith saia processmg 

module fOf-the encryption--Jlli:l5--€01Hpressio~r decompression-plu-& 

decryption--of-&aid-ttSeF&-d-affi-Hles~ana 

¥.--a--&tOffige--tiffit in communication •.vith said processing-module and 

said encryption medttle-feF.-the storage of-saia user' s Eiaffi and documenmtion 

files· aed 

vi. communication and data-connection means in communication--with 

&aiEl processing module for connecting said plurality of perso:aal 

identification-units 'tvith said system manager and plurality of senrice 

pFO~ 

+l r.l.,----+The system according to claim 10, 1,1,·herein said system --manager-ts 

configured: 

to communicate v/ith said personal identification-tHH-ffi-to eo1Hpare the 

user' s ID Elam--fi.le--&tored in the t:tnique ~ personal ideHtificn-tiOH-tiilits 

with the correspona-ing identification data stored in -saia-ntorage unit, and 

if the two sets ef identification--aata--ma-tch,-theH-saia system maHageF 

~onfigured--to initiate a further le,,el of security identification-prief-to-full 

communication and data-updating caJ300ility-Being--erutbled betv.reen -saia 

system manageHlHd--5aiEl user perso:aal identification -HH-i¥,--an4 

•.vherein &aiEl further level of security identific-atioH--€0ffiprises said 

system manager sending-a first string of coded alphanumeric data uniquely 

associatea- 1.vith said user-peFSOH-Ul identification unit to said-user perso:nal 

identification-tHHt,-5aid personal identification unit responding with a &eCOH& 

string of coded alphanumeric Elata uniquely associatea---with said user 

personal identification unit, and said s;,stem ma:nager ,,erifying the recehred 

second string of coded alphanumeric data 1.vith a second string of -€odea 

alphanumeric data pre stores in the memory sub system;-aH4 

said system manager eomparing-foF-full matching for-N--consecutive 

times received additional different strings-of coded alphanumeric data--pre­

stored in the mem01:y--of said personal identificatieIHHHt-a5sociateEl "tvith said 

Page 356 of 713



5 

15 

20 

25 

30 

3. 

72 

~-tiSeF-with counter generated -aaditieool strings of coded alphanumeric 

data-pre--stered in the memory-ef &Mb systeHr,-eF 

wherein each peFSoool identification-unit further comprises an emergency 

-buttoR in communicatiofl 1.vith said processing---module------aHd------5aid-

6flffiftll mica ti aft a od data :GOO oectiafl:::Hteftftfi:ffladttle~ 

v.•herein Hle-peF50Hal identification-unit-is configured t-o--tffinsfef-al½j'-Of 

a-gFOUp--of-eata-fi.les containing---iHformation associated 1.vith -the--usef, 

including--fi.les such as-the identification data--of-th-e--usef, personal medical 

data--fi.le-ef-th-e user, the measured ~ life sign paFUmetern of-th-e-usef;­

associated 1.vith tlle-useF-ane-an updated location of-the-user,-and-

1.vherein -the---peFSOHal identification----uni-t---is--€0n-figured---to---ini-tiate--an­

emeFgency--call--to--an-y---of--aaid- plurality -ef registered -emergency centers, 

whene1,•e1~id- emergency button -i-s--actwated--or v,•hene>vef--an-y--of-th-e--gmup· 

of life sign indicators detects a critical le'fel,. 

A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising:_ 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld apparatus as claimed in claim 1; wherein 

each of said portable handheld apparatus being associated with a unique user, each 

unique user being registered with said system manager._ 

4. The system of claim 3 fmther comprising a plurality of registered emergency 

centers and a plurality of registered service providers in communication with said 

system manager, to be accessed by said plurality of users; and 

A plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 
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government, municipal and utility entities and selected websites frequently 

accessed by said plurality of userst. 

12. The system of-elaim-9, wherein saiEkystem, further G0ffiJ3fiSe5;· 

a-€0rnputerized call center configm·ed -to--recei-¥e--phone-ealls-ef-ernefgency voice 

and data messages-ffem--aH-y--ef--said plurality of--regis-tered-ernefgffiCy 

ceHtefS-an&-a--pllifaliry--ef registerea service provideFS-aH-d--to-£ommunica te 

with-any-ef-said plurali ty-ef-sel:tt:tlaf-phone-aH-d-host computers;-aH-d 

whereiH-Said-€all center is configm·ed to communicate --the--tl-Sef ' s locatieH 

ceordinates to-an-emergency resrne-team--af½d simttltaneously -said--€all­

cefltef-is-€0nfigured to semHmmca-te with any of-said-pllifality-ef-regis-terea 

emergency centers and seryice proyiders to receive--said-useH updated 

medical aa-ta--aH-d--to transfer said-aata--to--iH½d--ffem--the--useH--personal 

identification ani-h 
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The preliminary opinion of the examining division on the amendments filed on 
11-03-2016 is as follows: 

Main Request 

1. The amendments of the main request are not compliant with the requirements of 
Art.123(2) EPC, for the following reasons: 

1 .1 . From the passage cited by the applicant, and the last passage on page 39, it is 
derivable that th13 apparatus is operable to interphase with a cellular phone or a host 
Qersonal oomp_uter for activation of various operations between tile cellular phone/host 
computer and the apparatus. However, it is not derivable that the apparatus is 
operable to interphase with any other external device: therefore, the amendment of 
claims 1 and 5: "the apparatus is operable to interphase with an external device" is i16t 
directly and unambiguously derivable from the description. 

1.2. Furthermore, the applicant did not provide, and the examining division c.ould nqt. 
identify in the application as filed, the support for the amendment of the last feature of 
claims 1 and 5, namely, "access ... is denied to said external device". 

2. Regarding the inventive step, the examinin_g division maintains the opinion that 
doc~ment D2 discloses the distinguishing feature b), and maintains the problem: 
solution approach as presented in the summons. 

2.1. Considering the feature introduced with the amendment, to the extent that)t is 
present in the application as originally filed, namely, that the apparatus is operable to 
interphase with a cellular phone or a host personal computer for activation of variou~ 
operations between the cellular phone/host computer and the apparatus, at the time of 
filing the present application the techniques for transferring data between a cell pJ)one 
and computer were well known. Therefore, in the context of document D1, this fe~ture 
represents a mere juxtaposition .of a known techniqlle and cannotbe considered as 
basis of an inventive step. 

3. As a consequence of the lack of inventive step, the objection regarding the unity of 
invention is maintained, and is extended to the subject-matter of new claim 4. 

First and Second Auxiliary Request 

4. The arguments presented for the main request apply also to the first and the second 
auxiliary request. In addition to the argument given in the section 2.1. above, it is 
noted that the use of a display and keyboard of a host personal computer for user's 

EPO Fom, 2906 01.91TRI 
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interactions with the cell phone belongs to the techniques for transferring data 
between a cell phone and computer, so the argument given for the main request is 
valid also to the first and the second auxiliary request. 

5. The preliminary opinion of the examining division is thus that none of the requests 
comply with requirements of Articles 123(2) and 56 EPC. The summons to oral 
proceeding is therefore maintained. 
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OFFICES: DUBLIN & BELFAST 

European Patent Office 
D-80298 Munich 
Germany 

Dear Sirs, 

Your Ref: 
Our Ref: 

European Patent Application No. 11752936.2 
"A Secured Personal Data Handling and 
Management System" 

11752936.2 
P105633EP00 

11 April 2016 

OS - NEW HORIZON PERSONAL COMPUTING 
SOLUTIONS LTD. 

We wish to notif the Examining Division that we will not be attending the oral hearing 
scheduled for April 13 2016. 

Furthermore, we request a decision according to the current state of the file, and we withdraw 
our request for an oral hearing. 

Yours faithfully 

Paul Keane 
Representative 

FR Kelly! 27 Clyde Road, Dublin D04 F838, Ireland !Tel: +353 1 231 4848 Fax: +353 1 614 4756 dublin@frkelly.com www.frkelly.com 
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European Patent Office 
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Questions about this communication ? 
Contact Customer Services at www.epo.org/contact 

I 
bate 

. 11.04.2016 

p105633ep00 I 
Application No./Patent No. 

11752936.2 - 1955 / 2545485 

Appllcanttt-'ropnetor 

OS - New Horizon Personal Computing Solutions Ltd . 

BRIEF COMMUNICATION 

Oral Proceedings on 13.04.16 

Subject: Qjl° Your letter of 11.04.2016 

Communication : ~ The summons to attend oral proceedings on 13.04.16 
has been cancelled . 

~ The procedure will be continued in writing. 

D The date fixed for oral proceedings is maintained. 

D A new date will be set later. 

□ 

Please take note. Please acknowledge receipt at your earliest convenience by return of fax to 
our fax server +49(0)892399-4465. 

For the Examining Division 
\\es Patentii (~-,) 

v .. , , .. ff 
~(} -~ 
- (1°1na a3q~() • 

Registered letter 
EPO Form 2008A 12.07 (11/04/16) Page: 1 of 1 
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BRIEF COMMUNICATION 

Oral Proceedings on 13.04.16 

SUbject: 0t Your letter of 11.04.2016 

Communication: Ill The summons to attend oral proceedings on 13.04.16 
has been cancelled. 

PO The procedure will be continued in writing. 

D The date fixed for oral proceedings is maintained. 

0 A new date will be set later. 

□ 
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Phone: +353 1 231 4862 
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E-mail: p.keane@frkelly.com 
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I Letter dealing with Oral proceedings 
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Place: 
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Representative name: 

Capacity: 

P105633EP00 

Original file name 

P105633EP00 Letter apr11 .pdf 

11 April 2016 

Paul Keane 36258 

Paul Keane 

(Representative) 

11752936.2 1 

P105633EP00 I 

Assigned file name 

ORAL-1 .pdf 
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European patent application No. 11752936.2 

URGENT! 
To be completed (under II.) and returned to the formalities officer immediately 

Maintenance / Change of date / Cancellation of oral proceedings 
arranged for: 

day 13.04.16 at 09.30 hrs 

I. To the Examining / Opposition division 

1. D The proprietor has requested the revocation (or the like) of his patent 
(date: ................. ........... ). 

2. ~ The party /witness .. ....... .......... .......... .. has indicated (date: } .~:~~:.?.~.~.?. .. .... ) 
that he/ she 

D requests the date / time of oral proceedings to be changed. 

OI withdraws the request for oral proceedings. 

OI will not be attending. 

D wishes to be heard by a national court. 

D has filed amendments On examination proceedings). 

D has requested that the oral proceedings be held as a videoconference 
On examination proceedings). 

X Request a decision on the state of the file. 

3. D Two months before the oral proceedings the application is deemed to be withdrawn On 
examination proceedings). The oral proceedings have to be cancelled. 

11.04.2016 Dahl, Pia 

Date Formalities Officer 

EP0Fonn2088 06.14 

PD04057 
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European patent application No. 11752936.2 

II. To the Formalities Officer 

1. D The date I time fixed for oral proceedings is maintained. 

D Of necessary) The reasons are indicated on enclosed EPO Form 2906/29060, 
which is to be dispatched to the party with EPO Form 2008A/231 0A. 

2. D At the instigation of the division the oral proceedings cannot take place on the arranged date for 
the reasons indicated on enclosed EPO Form 2906, which is to be dispatched to the party with 
EPO Form 2008A/231 0A. 

Date Director 

3. pi The summons to attend oral proceedings on 13.04.16 should be cancelled. 

3.1 ~The proceedings will be continued in writing. 

3.2 D A new date will be set later. 

3.3 D A new date/time is set as follows: 

date .. .......................... at ............................ hrs. 
Parties' written submissions and amendments in preparation for the oral proceedings, if 
any, should be made not later than 

......... . month(s) before the date of the oral proceedings. 

4. D The request for the oral proceedings to be held as a videoconference 

4.1 D is allowed. 

4.2 D is rejected for the reasons indicated on enclosed EPO Form 2906, which is to be 
dispatched to the party with EPO Form 2008A. 

5. D The application is deemed to be withdrawn. The oral proceedings are cancelled. 

IA ' L'> y - 2'[1/ C 
"'Bate 

Chairman Second member 

Ill. Action taken by the formalities officer 

Legal member 

D EPO Form 2008A/231 0A has been dispatched, if applicable (see point II above) together with EPO 
Form 2906/29060. 

D A new summons has been dispatched. 

□ ........................................ ........................... ................................... . 

Date Formalities Officer 
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We hereby acknowledge receipt of the following subsequently filed document(s): 

Submission number 

Application number 

Date of receipt 

Receiving Office 

Your reference 

Applicant 

Documents submitted 

Submitted by 

Method of submission 

Date and time 
receipt generated 

14258261 

EP11752936.2 

11April2016 

European Patent Office, The Hague 

I P105633EP00 

I All applicants as on file 

package-data.xml 

epf1038.pdf (1 p.) 

CN=PauIKeane36258 

Online 

11 April 2016, 11 :22(CEST) 

ep-sfd-request.xml 

ORAL-1 .pdf\P105633EP00 Letter 
apr11 .pdf (1 p.) 

Message Digest F6:5A:C4:F1 :93:20:E1 :E4:14:8D:0D:83:7A:CC:82:83 :8B:0A:50:2C 

Correction by the EPO of errors in debit instructions filed by eOLF 
Errors in debit instructions filed by eOLF that are caused by the editing of Form 1038E entries or the continued use of outdated 
software (all forms) may be corrected automatically by the EPO, leaving the payment date unchanged (see decision T 152/82, 
OJ EPO 1984, 301 and point 6.3 ff ADA, Supplement to OJ EPO 10/2007). 

/European Patent Office/ 
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Article 106 
Decisions subject to appeal 

(1) An appeal shall lie from decisions of the Receiving Section, Examining Divisions, Opposition Divisions and the Legal 
Division . It shall have suspensive effect. 

(2) A decision which does not terminate proceedings as regards one of the parties can only be appealed together with 
the final decision, unless the decision allows a separate appeal. 

(3) The right to file an appeal against decisions relating to the apportionment or fixing of costs in opposition 
proceedings may be restricted in the Implementing Regulations. 

Rule 97 
Appeal against apportionment and fixing of costs 

(1) The apportionment of costs of opposition proceedings cannot be the sole subject of an appeal. 

(2) A decision fixing the amount of costs of opposition proceedings cannot be appealed unless the amount exceeds 
that of the fee for appeal. 

Rule 98 
Surrender or lapse of the patent 

The decision of an Opposition Division may be appealed even if the European patent has been surrendered in all the 
designated Contracting States or has lapsed in all those States. 

Article 107 
Persons entitled to appeal and to be parties to appeal proceedings 

Any party to proceedings adversely affected by a decision may appeal. Any other parties to the proceedings shall be 
parties to the appeal proceedings as of right. 

Article 108 
Time limit and form 

Notice of appeal shall be filed, in accordance with the Implementing Regulations, at the European Patent Office within 
two months of notification of the decision. Notice of appeal shall not be deemed to have been filed until the fee for 
appeal has been paid . Within four months of notification of the decision, a statement setting out the grounds of appeal 
shall be filed in accordance with the Implementing Regulations. 

Further information concerning the filing of an appeal 

(a) Notice of appeal can be filed in accordance with Rule 1 and Rule 2(1) EPC, by delivery by hand, by post, or by 
technical means of communication . The filing has to comply with the details and conditions and, where appropriate, 
any special formal or technical requirements laid down by the President of the European Patent Office (R. 99(3) 
EPC). 

(b) The addresses of the filing offices of the European Patent Office are as follows: 

(i) European Patent Office 
D-80298 Munich 
Germany 

Fax: +49 89 2399-4465 

EPOForm2019 11 .12TRI 

(ii) European Patent Office 
Postbus 5818 
NL-2280 HV Rijswijk (ZH) 
The Netherlands 

Fax: +31 70 340-3016 

(iii) European Patent Office 
D-10958 Berlin 
Germany 

Fax: +49 30 259 01-840 

Page 374 of 713



(c) The notice of appeal must contain the name and address of the appellant in accordance with the provisions of Rule 
41 (2)(c) EPC, an indication of the decision impugned, and a request defining the subject of the appeal. In the 
statement of grounds of appeal the appellant shall indicate the reasons for setting aside the decision impugned, or 
the extent to which it is to be amended, and the facts and evidence on which the appeal is based (R. 99(1) and (2) 
EPC). The notice of appeal and any subsequent submissions stating the grounds for appeal must be signed (R. 
50(3) EPC). 

(d) The fee for appeal is laid down in the Rules relating to Fees. The schedule of fees and expenses of the EPO or a 
reference to the current version is regularly published in the Official Journal of the European Patent Office under the 
heading "Guidance for the payment of fees, expenses and prices". Fee information is also published on the EPO 
website under www.epo.org/ fees. 

EPO Form 2019 11.12TRI 
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Datum Blatt Anmelde-Nr: 
Date 24.05.2016 Sheet 1 

Feuille 
Application No: 11 7 5 2 9 3 6 . 2 
Demande n°: Date 

I. Summary of Facts and Submissions 

1 European patent application No. 11 752 936.2 having the title "A SECURED 
PERSONAL DATA HANDLING AND MANAGEMENT SYSTEM" was filed on 
10-03-2011 . It claims priority of US 313145 filed on 12-03-2010. The applicant 
is 
OS - New Horizon Personal Computing Solutions Ltd. 
10/3 Efroni Street 
P.O. Box 84275 
90805 Mevasseret Zion 
IL. 

2 The Supplementary European search report identified lack of unity of invention 
and cited the following documents for the first invention: 

US 2009/083847 A1 (FADELL ANTHONY [US] ET AL) 26 March 
2009 (2009-03-26) 

US 6 957 337 B1 (CHAINER TIMOTHY JOSEPH [US] ET AL) 18 
October 2005 (2005-10-18) 

US 5 229 764 A (MATCHETT NOEL D [US] ET AL) 20 July 1993 
(1993-07-20) 

3 The European search opinion referred to documents D1: US2009/083847 and 
D2: US 5 229 764 from the search report. Objections under Articles 123(2) 
and 82 EPC were raised, as well as objections under Articles 56 and 84 EPC 
for the invention first mentioned in the claims. 

4 In the response received on 28-08-2014 the applicant requested tu rt her 
examination on an amended set of claims 1-12 and provided arguments in 
support of the patentability of these claims. Oral proceedings were requested 
before any adverse decision. 

5 In a communication under Article 94(3) EPC issued by the examining division 
on 05-01-2015, objections under Article 123(2) EPC were raised, and 
objections under Article 82 EPC, as well as under Article 56 EPC for the first 
invention, were maintained. 

6 In the response received on 14-05-2015 the applicant requested tu rt her 
examination on an amended set of claims 1-12 and provided arguments in 
support of the patentability of the claims. 

EPO Form 2916 01.91TRI 
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7 On 14-10-2015 the examining division issued a summons to attend oral 
proceedings on 13.04.2016. In the annex to the summons, objections under 
Article 123(2) EPC were raised . Objections under Article 82 EPC, as well as 
under Article 56 EPC for the first invention, were maintained. A reply to the 
applicant's arguments was also given. 

8 In a response to the summons received on 11-03-2016 the applicant 
submitted one main and two auxiliary requests, and provided arguments in 
support of the patentability of the claims. 

g In a communication sent by telefax on 30-03-2016 the applicant was informed 
that the date fixed for oral proceedings was maintained. In an annex, the 
examining division expressed its preliminary opinion that none of the present 
set of claims was compliant with requirements of Article 123(2) EPC, and that, 
to the extent that the claimed subject-matter was present in the application as 
originally filed, it was not inventive. The arguments therefore were provided. 
The objection regarding the unity of invention was also maintained. 

1 o In an electronic communication on 11-04-2016 the representative informed the 
examining division that he would not be attending the oral hearing. The 
request for oral hearing was withdrawn, and a decision according to the 
current state of the file was requested. 

11 With a telefax communication on 11-04-2016 the applicant was informed that 
the oral proceedings were cancelled. 

12 The decision is based on the following request(s): 

Main Request 

Description, Pages 

1-60 as published 

Claims, Numbers 

1-13 filed in electronic form on 11-03-2016 

Drawings, Sheets 

1/9-9/9 as published 

EPO Form 29 16 01.91 TRI 
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3 
Date 

Auxiliary Request 1 

Description, Pages 

1-60 as published 

Claims, Numbers 

1-11 filed in electronic form on 

Drawings, Sheets 

1/9-9/9 as published 

Auxiliary Request 2 

Description, Pages 

1-60 as published 

Claims, Numbers 

1-4 filed in electronic form on 

Drawings, Sheets 

1/9-9/9 as published 

Anmelde-Nr: 
Application No: 11 7 5 2 9 3 6 . 2 
Demande n°: 

11-03-2016 

11-03-2016 

13 The claims under consideration are attached to this decision. As to the other 
application documents, reference is made to the file. 

II. Reasons for the Decision 

Main Request 
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1 The amendments of the main request are not compliant with the requirements 
of Art.123(2) EPC, for the following reasons: 

1.1 The amendment of claims 1 and 5: "the apparatus is operable to interphase 
with an external device" is not directly and unambiguously derivable from the 
description. 

From the passage cited by the applicant, and the last passage on page 39, it 
is derivable that the apparatus is operable to interphase with a cellular phone 
or a host personal computer for activation of various operations between the 
cellular phone/host computer and the apparatus. However, it is not derivable 
that the apparatus is operable to interphase with any other external device, as 
claimed. 

1.2 Furthermore, the applicant did not provide, and the examining division could 
not identify in the application as filed, the support for the amendment of the 
last feature of claims 1 and 5, namely, "access ... is denied to sajd external 
device". 

2 The subject-matter of claims 1 and 5 of the main request (excluding the 
features infringing Art.123(2) EPC) does not involve an inventive step within 
the meaning of Article 56 EPC, for the following reason: 

2.1 Document D1 discloses in accordance with the features of claim 1 (the 
references in parentheses applying to this document) a portable handheld 
apparatus for managing personal and secured data and documentation files 
stored in the apparatus (par.[0002] and [0003], lines 1-8), the apparatus 
comprising: 

a plurality of biometric sensors for reading a plurality of personal biometric 
identification parameters of the user holding the apparatus, said plurality of 
biometric sensors being integrated within the apparatus (par.[0028], lines 1-5); 

at least one life signs detector integrated within the apparatus, said life signs 
detector being configured to measure and record at least one of said user's life 
sign parameters (par.[0057]); 

a first memory module in communication with said processing module for the 
storage of said user's data and documentation files (fig.1, elements 104 
Storage and 106 Memory); 

an authentication unit configured to compare the plurality of personal biological 
biometric identification parameters of the user holding the apparatus with the 
pre-recorded set of personal biological biometric identification parameters (fig. 
1, element 112 Authentication System; lines 1-4 of par.[0041] and lines 11-13 
of par.[0079]); 

EPO Form 2916 01.91TRI 
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a processing module in communication with said plurality of biometric sensors, 
said first memory module and said authentication unit (fig.1, element 102, 
Processor; par.[0030], lines 1-3, and par.[0040]); 

communication and data connection means for communicating with an 
external device, said communication and data connection means being in 
communication with said processing module (fig.1, element 108, 
Communication Circuitry; par.[0033], lines 1-3); 

wherein access to the personal data and documentation files stored in said 
first memory module is only enabled after said authentication unit positively 
matches each of the plurality of personal biometric biological identification 
parameters of the user holding the apparatus with the pre-recorded set of 
personal biological identification parameters (par.[0028] and [0095]). 

2.2 The difference between the subject-matter of claim 1 and D1 is in the 
following: 

a) an encryption module in communication with the processing module and the 
memory module; and 

b) said plurality of biometric sensors are configured to continuously read a 
plurality of personal biological identification parameters associated with said 
user holding the portable handheld apparatus and in the event that a change 
occurs in any of the plurality of personal biological identification parameters, 
access to the stored personal data files in said first memory module is denied 
and the operation of the portable handheld apparatus is completely shut down. 

2.3 The above identified features represent a mere juxtaposition of features, not 
producing any working inter-relationship, and will therefore be analyzed 
separately (see Guidelines, G-VII, 5.2, last paragraph, and Annex, 2.1 ). 

2.3.1 Considering feature a), the use of encryption for data protection is a well­
known technique, and as such cannot be considered as having inventive 
contribution over the prior art. 

2.3.2 Considering feature b), the technical effect is that turning over to an 
unauthorized user during an authorized session is prevented. Therefore, the 
objective technical problem to be solved can be formulated as to how to 
prevent turning over to an unauthorized user during an authorized session. 
This problem was solved in D2, see col.2, lines 58-61. Thus, a skilled person 
confronted with the above specified problem would identify D2 in the prior art, 
since it solves the problem at hand, and would use its teaching, which consists 
in continuously reading biometric data of the user, and shutdown of the system 
if the change in biometric data occurs after more than a Qrescribed number of 
comQarison tests, see D2, col.4, line 55 - col.5, line 6. When applying this 
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teaching in the system of 01, it would be a matter of design choice to apply 
the continuous reading for the plurality of biometric sensors in 01, and to 
select number 1 as the prescribed number of comparison tests. It is noted that 
the shutdown of the system implies denial of all the services provided by the 
system, therefore also the access the stored personal data. Therefore, 
starting from 01, and using the teaching of 02 to solve the problem of 
preventing the turn over to an unauthorized user during an authorized session, 
a skilled person would arrive to the subject-matter of claim 1 without using any 
inventive skills. 

2.4 Considering the feature introduced with the amendment, to the extent that it is 
present in the application as originally filed, namely, that the apparatus is 
operable to interphase with a cellular phone or a host personal computer for 
activation of various operations between the cellular phone/host computer and 
the apparatus, at the time of filing the present application the techniques for 
transferring data between a cell phone and computer were well known. 
Therefore, in the context of document 01, this feature represents a mere 
juxtaposition of a known technique and cannot be considered as basis of an 
inventive step. 

3 The same reasoning applies, mutatis mutandis, to corresponding method 
claim 5. 

Applicant's arguments 

4 The applicant argues in his letter of reply dated 11-03-2016, page 3, 1st 
paragraph, that the merit of the invention is in that the personal information 
contained in a first device (handheld portable apparatus) is prevented from 
being accessed by the second device (external device) if a change occurs in 
any of the plurality of personal biological identification parameters associated 
with a user holding the first device. The applicant then gives an example 
involving the heart rate of the user. 

The examining division notes that this effect is obtained by the combination of 
teachings of documents 01 and 02. Even considering the example given by 
the applicant, although it is not present in the claims, the examining division 
notes that the heart rate of the user is a biological parameter measured in 01, 
in the passage already cited above, namely, par.[0057], "a user's pulse". 

5 The applicant further argues in his letter of reply that there is no motivation in 
the prior art that would prompt a person skilled in the art to redesign the prior 
art to include all the features recited in claim 1. 
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However, the examining division maintains the opinion that such motivation for 
distinguishing feature b) is present in D2, as reasoned here above in section 
2.3.2. For the remaining features, namely, the distinguishing feature a) and the 
feature related to interphase with an external device, the examining division 
maintains the opinion that it is a mere juxtaposition of features, since they do 
not produce any working inter-relationship. 

First Auxiliary request 

6 Claim 1 of the first auxiliary request corresponds to claim 1 of the main request 
with the addition of the feature: 

" ... while using a display and keyboard of the external device for user's 
interaction with the handheld apparatus" 

The objection under Article 123(2) EPC raised against the main request 
applies also to the first auxiliary request, extended to the term "external 
device" in the feature recited here above. 

7 The subject-matter of claims 1 and 5 of the first auxiliary request (excluding 
the features infringing Art.123(2) EPC) does not involve an inventive step 
within the meaning of Article 56 EPC, for the same reasons as the main 
request, presented here above in sections 2.1 - 2.4. In addition to the 
argument given in the section 2.4 above, it is noted that the use of a display 
and keyboard of a host personal computer for user's interactions with the cell 
phone belongs to the techniques for transferring data between a cell phone 
and computer, so the argument given for the main request is valid also for the 
first auxiliary request. 

Second Auxiliary request 

8 The subject-matter of claims 1 and 2 of the second auxiliary request is the 
same as the subject-matter of claims 1 and 5 of the first auxiliary request. 
Therefore, claims 1 and 2 of the second auxiliary request do not comply with 
requirements of Articles 123(2) and 56 EPC, the reasons being the same as 
for the first auxiliary requests. 

Ill. Decision 
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For the reasons given in detail above, the application is refused under Article 
97(2) EPC for infringing Article 123(2) EPC and for lack of an inventive step in 
the sense of Article 56 EPC for the main, the first, and the second auxiliary 
request. 

IV. Further Remarks 

1 For completeness, prior art documents XP055260933, XP055260935 and 
WO2006076658 are provided in support of the statement in section 2.4 that, at 
the time of filing the present application, the techniques for transferring data 
between a cell phone and a computer were well known. A copy of the 
documents is attached to this decision. 

2 The main request lacks unity within the meaning of article 82 EPC, for the 
following reasons: 

As shown here above in the section Reasons for the Decision, the 
independent claims 1 and 5 lack inventive step, leaving the dependent claims 
without a common inventive concept. The six inventions addressed by 
dependent claims are identified as follows: 

I. Life sign detectors (claim 2 and part of claims 6 and 11 ): 

II. Providing user data to emergency services (part of claims 3, 6 and 7, claim 
13); 

Ill. Interaction via the keyboard and display of a second device (part of claim 
3); 

IV. Connecting to a magnetic strip interface (part of claim 7); 

V. Charging the apparatus and updating its data (claim 4 and part of claim 7); 

VI. Centralized data management (claims 8-12). 
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How to Send Files to a Cell/Mobile Phone Using Bluetooth 
Technology 

originated by:Claro Anonymous. Horscs4Ever, Maluniu (see all) 

.Arlkk ,l mt Discuss View History 

Do you want to have a ringtone on your phone? or have a picture from your laptop/computer on your phone? Read on if you 
do! 

,edit Steps 

1. 1 
Make sure your computer is equipped with Bluetooth technology (either integrated into the machine or a USB 
dongle) and active. 

2. 2 
Turn on Bluetooth on your mobile device. This option can often be found in the Settings or Connectivity menu of 
your phone. 

3. 3 
Pair your computer with your mobile device by making both devices discoverable (also known as visible or 
unhidden) in the Bluetooth options. Once both are visible, search for Bluetooth devices on your mobile phone. 

4. 4 
Locate the name of your computer in the results list and select it. 

5. 5 
Enter a 4 to 8 digit passcode of your own choosing and press continue. If you are pairing with a Bluetooth headset 
or other screenless device, the passcode will be either 0000, or provided in the device's manual. 

6. 6 
Once your devices are paired, you can send and receive files. 

7. 7 
There are several methods to send a file to your mobile device. One method is to copy the file from your computer, 
navigate to your mobile device (often found in My Computer or My Bluetooth Places) and then paste the file to the 
phone. Another option is to right-click on the desired file and select Send To --> Bluetooth Device --> (mobile phone's 
name). Some phones (notably Verizon phones) do not support the necessary 'profile' to allow file transfers, and instead 
only offer support for Bluetooth headsets. 

8. 8 
While the file is being transferred, you should see a progress bar on your computer and/or phone. Once the file 
is finished transferring, a message stating such should show up on your device's screen. 

~[JOCI□: _<XP __ - .-. ss~oo.35A~I_> 100l24035235/http://www.wikihow.com/Send-Files-to-a-Cell/Mobile-Phone-Using-Bluetooth B1B_LJDESC "-ai~ 
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• Make sure that both your computer and your mobile device are on and have Bluetooth enabled. Most phones require 
user input to allow Bluetooth connections and operations. 

• If you are having problems, try Googling your phone's model with the word "Bluetooth file transfer" or "Bluetooth 
OBEX" (Object Exchange profile). Some phones have specific methods or problems with Bluetooth file transfers, 
while others do not support the Bhletooth file transfer methods at all, instead only allowing Bluetooth headsets to 
work. 

edit Warnings 

• Sometimes MP3 files will not work on older phones or on phones that restrict file types. For example, some phones 
will only be able to play. WMA files while others can only play .MP3, .MIDI, or. WAY. 

• Some phones cb not allow for Bluetooth file transfers or have specific methods for transferring files. See the Tips 
section for more information. 

• If you are not able to transfer a file with Bluetooth, depending on the file type and size you may be able to email it to 
your phone's email address, set up through your provider. See Email to a Cell Phone for more information. 

,edit Things You'll Need 

• Phone with Bluetooth Support 
• Computer with internal Bluetooth support or computer with an attached USB Bluetooth dongle. 

,edit Related wikiHows 

• How to Not Be Nervous when Speaking to Strangers on the Phone 
• How to Make it Appear You Are Talking on the Phone When You're Not 
• How to Make a Betterlmpression on the Telephone 
• How 10 Use the TeJephone Buttons As a Code 

Articles for You to Write 

Here is a list of suggested articles that have not yet been written. You can help by researching and writing one of these 
articles. 

• How to Use a Computer Headset 
• How to Set Up Bluetooth on a Laptop 
• How to Install Bluetooth on Your Computer 
• How to Use Bluetooth Technology 
• How to Set Up a Computer for Phone Use 

Article Info 

Last edited: 
Janua1y 11, 2010 by Anonymous Categories: 

Rin2:tones and Other Downloads 
Recent edits by: Elyne, Ttrickyy, Maluniu (see all) 

Article Tools 

Share this Article: 

;l[JOCl□ :_<XP __ - . -- ss2~0935A~I_> 100l24035235/http://www.wikihow.com/Send-Files-to-a-Cell/Mobile-Phone-Using-Bluetooth-TeL□Esc P_a2; 

Page 390 of 713



Page 391 of 713



( 
1/ 

L.1-vJ-LV.lU J_.£..L~ 

.J [e.l.\l] 
17Bcaptures i -I i--1·-1-~1-1-1-: i-1-r- 1- i-101 I '1 ,·, 

11 Apr08-231Ver16! j l , ] I ! I ! j ! ! ■ In 1 .... :.:~(:. ! 11 ■ 1111L 1 11 

• Edit 
• Send fan mail to authors 

+ Embed this: Republish this entire article on your blo!! or website. 

Thanks to all authors for creating a page that has been read 26,450 times. 

Was this article accurate? 

Write An ArticleRandom Article 

Related wikiHows 

• Not Be Nervous when Speaking to Strangers on the Phone 
• Make it Appear You Are Talkin!! on the Phone When You're Not 
• Make a Better Impression on the Telephone 
• Use the Telephone Buttons As a Code 

1.- ·IB'z-.c;_::?:':<}'.,;_;7:~:rztP)->>:tFtr~•tr,}·-,y~ ~ "Vo/'\?-'l:'.:'=:'' .. ~·< .. ~J\ 

f:':·,d/\/'L.-f7'< .J-:~:T .... <>>'J!P_·-:;~_.,--;-··:<·:_~f.',_. : . .-::-.iXEf7f>::/-0-' -\;~_--P\ 

Featured Articles 

Clean Copper 

APR 

1 ◄ 
I 2000 

Prevent SrnJgy Pasto: Bases 

- Install Ubuntu on Virtua!Box 

,sooc10: _<XP __ - .- . s~2~935A~I_> 100124035235/httpJ/www.wikihow.com/Send-Files-to-a-Cell/Mobile-Phone-Using-Bluetooth-Tet DES~ 1'82,~ 2 

Page 392 of 713



Page 393 of 713



iiiililiu 1... .:, .... -.. -.... ............. . -·· .. . . . .... . . -.............. ···-.. -· ·-----··· . . ... -~ ... -· ~ APR 

11~~0~-e~~:,1s l I ! i i ! I I i ! I ! !. L Li~i. l, I J .. 1 .. 11 ,~ 
,,., •• • , .. ,_. •• _,,,_ • . ,• • • ~ "'•~- . . -.~- •. • • , ,., r ~. , • .• ,; . • ... - . • . . • - . .. o:,· ... . , :<-" , .. ,,,--.~tr.,:, ., ,,.,:,••,•r,:',,,.. -:-~,.,:r."-",,,-s., ,.-; ,- " " ·"·~-'""- , .~c,0~. ·--. - -.c: .--:"-, , .,•~ --~- •. , . .:,· N . .... ,-,,_ ,_ __ ,c:,.,, _ ·. :,'. .. . . -....5 . . '"7."_ ... - . __ :, . 

~:--
• Make Gluten Free Shortbread 

Recent Changes 

Want to join in? 

- collapse Navigation 

• Recent Changes 
• Community Porta) 
• Fomms 
• Special pages 
• Sugl!est a Topic 
• List Suggested Topics 

+ expand Editing Tools 

+ expand My Pages 

• Become our Fan on Face hook 
• Fo))ow us on Twj1ter 

the how to manual that you can edit 

-~ 

• About wikiHow 
• Help 
• TennsofUse 
• B.§.§, 
• .Site map 

.~ooc1C>: _<_XP __ --. ss~s35A~1_, I 00124035235/httpJ/www,wikihow,com/Send-Files-to-a-Cell/Mobile-Phone-Using-Bluetooth-TeloE~ ~8'; a 

Page 394 of 713



Page 395 of 713



• Arts and Entertainment 
• Cars and Other Vehicles 
• Computers and Electronics 
• Education and Communications 
• Familv Life 
• Finance and Business 
• Food and Entertaining 
• Health 
• Hobbies and Crafts 
• Holidays and Traditions 
• Home and Garden 
• Other 
• .Personal Care and Style 
• Pets and Animals 
• Philosophy and Religion 

• RelationshiDs 
• Sports and Fltness 
• Travel 
• wikiHow 
• Work World 
• Youth 

CARBON 
_ NEU!lAl 

wessm wikiHow is a .carbon neutral website 

l-All text shared under a Creative Commons Lmse. 

i Powered by Mediawiki. 

PPR 

i ◄ 
12000 

J[)0c1o: _<XP __ - . --ss26Jl935!\~1_> 10012403 5235/http://www.wikihow.com/Send-Files-to-a-Cell/Mobile-Phone-Using-Bluetooth-Tec.oEsi:: ll32,~ 4 

Page 396 of 713



Page 397 of 713



5 

10 

15 

20 

25 

61 

First Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus , the apparatus being operable to 

interphase with an external device for activation of various operations 

between the external device and the handheld apparatus, while using a 

display and keyboard of the external device for user's interactions with the 

handheld apparatus; the apparatus comptising: 

a plurality of biometric sensors for reading a plurality of personal 

biometiic identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with an integrated 

processing module and an integrated encryption module for the storage of 

said user's data and documentation files; 

an authentication unit configured to compare the reading of the 

plurality of personal biological biometlic identification parameters of the 

user holding the apparatus with a pre-recorded set of personal biometric 

identification parameters; 

a processing module in communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module; 

communication and data connection means for communicating with 

said external device, said communication and data connection means being 

in communication with said processing module; 
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wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied to said external device and the operation 

of the p01iable handheld apparatus is completely shut down. 

2. The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a heart pulse rate measurement indicator, a body 02 blood 

saturation level indicator, a body heat measurement indicator, an electro­

dennal activity indicator, a body respiration indicator and a physical or 

emotional stress indicator. 

3. The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing information associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 

the apparatus further comp1ises an encryption unit in 

communication with said processing module for the encryption plus 

compression and for the decompression plus decryption of said user's data 

files; or 

Page 400 of 713



Page 401 of 713



5 

15 

20 

25 

30 

63 

an emergency button in communication with said processing 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said apparatus and any of a group of registered 

emergency centers, said emergency call transmitting any of a group of data 

files containing information associated with the unique user of said 

apparatus, including the identification data of said user, the personal 

medical data file of said user, and location of said user; or 

wherein said apparatus is configured to communicate with any of a 

group of service providers, said group of service providers including banks, 

credit card companies, clinics, hospitals and medical insurance companies, 

municipal and utility entities and websites frequently accessed by said user; 

thereby allowing said user to access and manage personal data and 

documentation files, associated with said user; or 

wherein said external device comprises any one of a group including 

a remote server, a local server, a host computer, voice or data 

communication means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet 

by said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises 

at least one of a group of connection and communication devices including 

a data interface connector attached to a host computer, a Mini USB, a 

compatible industrial data inte1face connector attached to a cellular phone, 

a near field wireless communication interface, a Bluetooth communication 

interface, a magnetic reader inte1face, and a smart card reader based on a 

contact-less communication interface using induction or RF 

communication; or 
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forther comprising an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said apparatus through one of said group of communicating devices through 

which the apparatus is connected, said computer or cellular phone having 

keyboard and display units associated therewith, thereby allowing the user to 

interact with said first memory module and with said processing module of 

said apparatus via said keyboard and display units, whereby said computer 

or cellular phone is configured to utilize and interact with said memory 

module, said processing module and said sensor module of said apparatus. 

4. The apparatus of claim 1, wherein said apparatus further comprises an 

associated power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, wherein said apparatus whenever connected to said 

device said apparatus battery power recharging is generated and a data 

backup process is generated, further comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said backup memory unit; and 

if the first memory module of the apparatus lacks data, said 

electronc unit updating the first memory module with the last version of the 

data stored within said mass memory solid-state backup memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last version of 

the data stored within said apparatus's solid-state memory unit. _ 

5. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user's personal data and documentation files, each personal 

identification unit being operable to interphase with an external device for 

activation of various operations between the personal identification unit and 
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said external device, while using a display and keyboard of the external 

device for user's interactions with the personal identification unit; each of 

said personal identification units comp1ising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit in communication with the processing 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus and in the event that a change occurs in any of the 

plurality of personal biological identification parameters, access to 

the stored personal data files is denied and the operation of the 

apparatus is completely shut down; and 

communication and data connection means in communication with said processing 

module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the personal 

identification unit, measuring and recording at least one of said 

user's life sign parameters; 
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c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

6. The method of claim 5 

wherein at least one of said plurality of life signs detectors includes a 

heart pulse rate measurement indicator, a body 02 blood saturation level 

indicator, a body heat measurement indicator, an electro-dermal activity 

indicator, a body respiration indicator and a physical or emotional stress 

indicator, the method further comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

said personal identification unit communicating, via any one of a 

group of communication means, with any of a group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user thereby allowing said user to access and manage said 

user's personal data and documentation files stored by said group of service 

providers. 

7. The method of claim 5, wherein said personal identification unit further 

comprises an emergency button in communication with said processing 
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module and said communication and data connection means, the method 

further comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said apparatus and any of a group of registered emergency centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein the apparatus further comprises a magnetic strip element, the 

method further comprising the step of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

A TM, a point of sale, a magnetic strip or near field communication reading 

device (NFC); or 

wherein said personal identification unit further comprises a power 

charging and data backup device, said device comprising a charging and 

power unit, an electronic sub unit and a mass memory solid-state memory 

unit, the method fmiher comprising the steps of: 

comparing the memory content of said personal identification 

unit fin~t memory module to the memory content of said mass memory 

solid-state memory unit; and 

if the first memory module of said personal identification unit 

lacks data, updating the first memory module with the last version of 

the data stored within the solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 

version of the data stored within said personal identification unit's 

solid-state memory unit. 

The method of claim 5, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 
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remote centralized data communication storage and management system of 

said plurality of unique users, the method further comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration further includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be furiher stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assrgnmg any identification or link 

between the associated users to his registered secret access code. 

9. The method of claim 8, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager further communicating with said unique user and 

first comparing said unique user's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 

1. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user's personal identification 

unit; and 

11 said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 
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m said system manager comparing the received second st1ing of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub~system; and 

1v. said system manager compa1ing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanume1ic data pre­

stored in the memory of sub-system; and 

v. if all M stiings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and pennitting 

said unique user access to said system. 

10. A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of p01table handheld apparatus as claimed in any one of claims 

1 to 4; wherein each of said portable handheld apparatus being associated with a 

unique user, each unique user being registered with said system manager. 

11. The system of claim 10 fmther comprising a plurality of registered emergency 

centers and a plurality of registered service providers in communication with said 

system manager, to be accessed by said plurality of users; and 

A plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users. 
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Second Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus , the apparatus being operable to 

interphase with an external device for activation of various operations 

between the external device and the handheld apparatus, while using a 

display and keyboard of the external device for user's interactions with the 

handheld apparatus; the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user' s life sign parameters; 

a first memory module in communication with an integrated 

processing module and an integrated encryption module for the storage of 

said user's data and documentation files; 

an authentication unit configured to compare the reading of the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus with a pre-recorded set of personal biometric 

identification parameters; 

a processing module in communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module; 

communication and data connection means for communicating with 

said external device, said communication and data connection means being 

in communication with said processing module; 
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wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometiic identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied to said external device and the operation 

of the portable handheld apparatus is completely shut down. 

2. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user 's personal data and documentation files, each personal 

identification unit being operable to interphase with an external device for 

activation of various operations between the personal identification unit and 

said external device, while using a display and keyboard of the external 

device for user's interactions with the personal identification unit; each of 

said personal identification units comprising: 

a plurality of biometiic sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 
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a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus and in the event that a change occurs in any of the 

plurality of personal biological identification parameters, access to 

the stored personal data files is denied and the operation of the 

apparatus is completely shut down; and 

communication and data connection means in communication with said 

processing module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the personal 

identification unit, measming and recording at least one of said 

user's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 
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• c. a plurality of portable handheld apparatus as claimed in claim 1; wherein 

each of said portable handheld apparatus being associated with a unique user, each 

unique user being registered with said system manager. 

4. The system of claim 3 further comprising a plurality of registered emergency 

5 centers and a plurality of registered service providers in communication with said 

system manager, to be accessed by said plurality of users; and 

10 

A plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users . 
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(54) Title: FLASH MEMORY CELL PHONE WITH INTEGRATED MALE AND FEMALE CONNECTORS 

(57) Abstract: The invention is a cell phone (1) having a housing 
(3) operatively enclosing a keyboard K, a display D and cell phone 
circuitry C. A male USB connector (9) is at least partially enclosed 
by the housing (3) and a female USB connector (11) is at least par­
tially enclosed by the housing (3). The cell phone circuitry C in­
cludes flash memory (13) and circuitry (15, 17) for enabling data 
to be transferred to or from the flash memory ( 13) via the male and 
female USB connectors (9 and 11). 
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FLASH MEMORY CELL PHONE WITH INTEGRATED MALE AND FEMALE 
CONNECTORS 

CROSS REFERENCE TO RELATED APPLICATIONS 

[0001) This application claims priority from United States Provisional Patent 

Application No. 60/644,148, filed January 13, 2005, which is incorporated herein by 

reference. 

BACKGROUND OF THE INVENTION 

[0002] Field of the Invention 

[0003) The present invention relates to cell phones, and, more particularly, to a cell 

phone with integrated male and female connectors for transferring data to/from the cell 

phone. 

[0004) 

[0005] 

Description of Related Art 

Prior art cell phones do not include any means, other than wireless 

communication, for transferring data to/from the cell phone and another device, e.g., without 

limitation, another cell phone, without the use of a computer, a palm device or other like 

intelligent device. While the transfer of data utilizing wireless communication is possible 

with a number of different methods, such as Bluetooth, WiFi or cellular telephone 

technology, these methods limit the file sharing capabilities of the cell phone. Furthermore, 

these methods do not provide a fast means to transfer or copy data from one cell phone to 

another at high speeds. 

[0006) Accordingly, a need· exists for a cell phone that can transmit data stored therein 

or receive data for storage therein from another device, including another cell phone, via one 

or more connectors without the use of wireless communication or without the use of an 

intelligent device, like a computer, a palm device, etc. Still other needs that the present 

invention fulfills will become apparent to those of ordinary skill in the art upon reading and 

understanding the following Detailed Description. 

SUMMARY OF THE INVENTION 

[0007] The invention is a cell phone comprising at least one housing operatively 

enclosing a keyboard, a display and cell phone circuitry. A male connector is at least 

partially enclosed by the housing and a female connector, configured to mate with the male 

connector, is at least partially enclosed by the housing. The cell phone circuitry includes a 

flash memory and means for enabling data to be transferred to or from the flash memory via 
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the male and female connectors. At least one of said co~ectors is configured to mate with a 

mating connector of another device for transferring data to or from the flash memory. 

[0008) The cell phone can include a ~attery coupled to provide power to the cell phone 

circuitry and/or a means for facilitating electrical connection of at least one of said connectors 

with the mating connector of the other device. 

[0009) The device can be one of: another, like cell phone; a flash memory drive; a 

desktop or laptop computer; a palm device; a printer; a digital camera; and a scanner. 

[0010) The cell phone can further include means for causing the transfer of data to or 

from the flash memory of the cell phone and/or means for setting the cell phone to transfer 

data to or from its flash memory. 

[0011) A means for indicating that the transfer of data is in progress can also or 

alternatively be provided. 

[0012) The cell phone can further include means for retrieving digital audio data from 

the flash memory; means for decoding the-retrieved digital audio data; means for converting 

the decoded digital audio data into an analog signal; and an output connector for outputting 

the analog signal. 

[0013) At least one of the male connector and the female connector can be a USB 

connector. 

[0014) The invention is also a metho.d of transferring data to/from a cell phone having 

integral male and female connectors from/to a device having a connector configured to mate 

with one of the connectors of the cell phone. The method includes mating one of the 

connectors of the cell phone with the mating connector of the device; and causing data to 

transfer from the cell phone to the device, or vice versa, via the mated connectors. 

[0015) The method can further include setting the cell phone to be a master or a slave, 

wherein the data transfer occurs as a function of the setting of the cell phone as the master or 

the slave. 

[0016) 

[0017) 

The male and female connectors of the cell phone can be USB connectors. 

Lastly, the invention is a cell phone that comprises an enclosure; a male USB 

connector at least partially received within the enclosure; a female USB connector at least 

partially received within the enclosure; a flash memory disposed in the enclosure; and means 

disposed in the enclosure for transferring data to or from the flash memory via at least one of 

the male USB connector and the female USB connector when said connector is mated with a 

female USB connector or a male USB connector, respectively, of another device. 

2 
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[0018] A battery can be coupled to provide power to the flash memory and the means 

for transferring. 

[0019) The cell phone can further include means for causing the means for transferring 

to initiate the transfer of data to or from th_e flash memory; means for setting said cell phone 

as a master or a slave and for transferring data to or from the flash memory as a function of 

said setting; and/or means for facilitating electrical connection of at least one of the female 

USB connector and the male USB connector of the cell phone to the mating connector of the 

other device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020) Fig. 1 is a perspective view of an exemplary cell phone 1 in accordance with the 

present invention including a male USB connector and a female USB connector; 

[0021) Fig. 2 is a schematic of various components, electrical and mechanical, 

comprising the cell phone shown in Fig. 1; 

[0022) Fig. 3 is a perspective view showing the mating of the male connector of one 

cell phone in accordance the present invention with the mating female connector of another 

cell phone ~ accordance with the present invention; 

[0023) Fig. 4 is a perspective view of a cable having a male connector mating with the 

female connector of the cell phone in Fig. 1; and 

[0024) Fig. 5 is a schematic of the circuits comprising the digital audio circuit shown in 

Fig. 2. 

DETAILED DESCRIPTION OF TIIE INVENTION 

[0025) The present invention will be described with reference to the accompanying 

figures where like reference numbers correspond to like elements. 

[0026) With reference to Fig. 1, a cell phone 1 in accordance with the present invention 

includes a keyboard housing 3 configured to house a keyboard K having one or more buttons, 

a microphone M and related components and hardware required to electrically and physically 

support the operation of keyboard K, microphone M and the wireless transmitting and 

receiving functions of cell phone I in a manner known in the art. The illustrated embodiment 

of cell phone 1 further includes a display housing 5 configured to house a display D, a 

speaker S and related components and hardware required to electrically and physically 

support the operation of display D and speaker S in a manner known in the art. 

[0027] The embodiment of cell phone 1 shown in Fig. 1 is a so-called flip-type phone 

wherein keyboard housing 3 and display housing 5 are pivotally joined together by a pivot 

joint P formed by the configuration and cooperation of keyboard housing 3 and display 

3 
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housing 5 in a manner known in the art. However, this is not to be construed as limiting the 

invention since it is envisioned that another embodiment of cell phone 1 in accordance with 

the present invention can comprise a single housing (not shown) for housing the components 

and hardware described generally above in connection with the embodiment of cell phone 1 

shown in Fig. 1. For purpose of describing the present invention, reference hereinafter will 

be made to the embodiment of cell phone 1 shown in Fig. 1. However, this is not to be 

construed as limiting the invention since the use of any configuration of a cell phone is 

envisioned. 

[0028) In accordance with the present invention, cell phone 1 includes a male USB 

connector 9 and a female USB connector 11. Desirably connectors 9 and 11 are mini or 

mini-B type USB connectors. However, tI_ns is not to be construed as limiting the invention 

since it is envisioned that one or both of connectors 9 and 11 can be a USB-A type connector. 

Male USB connector 9 and female USB connector 11 are supported at least partially within 

keyboard housing K in any suitable manner known in the art, e.g., without limitation, via a 

printed circuit board. 

[0029) Male USB connector 9 is configured to mate with a corresponding female USB 

connector of another device, such as, without limitation, another cell phone 1 in accordance 

with the present invention, a desktop or laptop computer, a palm device, an interface cable, 

etc. Female USB connector 11 is also configured to mate with a corresponding male USB 

connector of another device, such as, without limitation, another cell phone 1 in accordance 

with the present invention, an interface cable or a flash memory drive. The latter flash 

memory drive can either be a prior art flash memory drive, like the Lexar 256 MB USB 2.0 

Jumpdrive, commercially available in the U.S. from the TigerDirect.com website; or a flash 

memory drive of the type disclosed in co-pending U.S. Patent Application No. 11/028,382, 

filed January 3, 2005, having an integrated male ·usB connector and a female USB 

connector, which is incorporated herein by reference, and which is commercially available in 

the U.S. under the trademark "Flashpoint Sp.aredrive" from the XMultiple.com website. 

[0030) With reference to Fig. 2 and with continuing reference to Fig. 1, internal to 

keyboard housing 3 and/or display housing 5, cell phone 1 includes cell phone circuitry C, a 

battery B, a keyboard K, a microphone M, a display D and a speaker S. Cell phone circuitry 

C includes all of the necessary circuitry for supporting the software and hardware functions 

of cell phone 1 found in prior art cell phones, such as, without limitation, one or more flash 

memories, either integral on a chip with other circuits of cell phone circuitry C or as one or 

more standalone flash memories 13. For the purpose of describing the present invention, it 
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will be assumed hereinafter that cell phone circuitry C includes one or more standalone flash 

memory chips 13. However, this is not t~ be construed as limiting the invention since it is 

envisioned that the storage function performed by each standalone flash memory chip 13 can 

be incorporated into another chip of cell phone circuitry C. 

[0031] In addition to including one or more flash memories 13, cell phone circuitry C 

of cell phone 1 includes a download/copy logic circuit 15 and a hub logic circuit 17, both of 

which support the transfer of data to or from flash memory chip 13 via male USB connector 9 

and/or female USB connector 11 in a manner to be described hereinafter. Each of 

download/copy logic circuit 15 and hub logic circuit 17 can either be integral on a chip with 

other circuits of cell phone circuitry C or can be realized as standalone chips. For purpose of 

. describing the present invention, it will be assumed hereinafter that cell phone circuitry C 

includes a standalone download/copy logic chip 15 and a standalone hub logic chip 17. 

However, this is not to be construed as limiting the invention since the function performed by 

one or both of chips 15 and 17 can be incorporated into another chip of cell phone circuitry 

c. 
[0032) It is to be appreciated that battery B, cell phone circuitry C, including flash 

memory chip 13, download/copy logic chip 15 and hub logic chip 17, keyboard K, 

microphone M, display D and speaker S can be housed in keyboard housing 3 and/or display 

housing 5 of cell phone 1 in any manner deemed necessary and/or desirable by one skilled in 

the art Moreover, the stacked arrangement of male and female USB connectors 9 and 11, 

respectively, extending from the microphone end of keyboard housing 3 in Fig. 1 is not to be 

construed as limiting the invention since it is envisioned that each said connector can be 

mounted anywhere in keyboard housing 3 or display housing 5 as deemed necessary and/or 

desirable by one skilled in the art Accordingly, the stacked arrangement of connectors 9 and 

11 at the microphone M end of keyboard housing 3 is not to be construed as limiting the 

invention. 

[0033) Download/copy logic chip 15 is electrically connected to flash memory chip 13 

for facilitating the transfer of data stored in flash memory chip 13 to and/or from another 

device such as, without limitation, the flash memory of another, like cell phone 1, a flash 

memory drive, a desktop or laptop computer, a palm device, a printer, a digital camera, a 

gaming device, a scanner, and the like. Hub logic chip 17 is connected and operative for 

facilitating connection of one or both of male USB connector 9 and female USB connector 11 

to a universal serial bus having connected thereto said other device. Battery B provides 

electrical power to cell phone circuitry C; including flash memory chip 13, download/copy 
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logic chip 15 and hub logic chip 17, to support the electrical operation thereof when cell 

phone 1 is not attached to an external power source or the USB port of an externally powered 

device, such as a computer, a palm device, etc. Battery B providing electrical power to the 

combination of flash memory chip 13, download/copy logic chip 15 and hub logic chip 17 

thereby enables data to be transferred to/from flash memory chip 13 from/to another device 

attached to male USB connector 9 or female USB connector 11 without the use of externally 

provided power. Cell phone circuitry C can include a charging circuit 19 that facilitates the 

charging of battery B when male USB connector 9 or female USB connector 11 is connected 

to an externally powered device. 

(0034] The disclosure herein of cell phone 1 including battery Bis not to be construed 

as limiting the invention since it is envisioned that cell phone 1 may also or alternatively 

include other power supplies, such as one or more solar cells, that can be utilized to power 

cell phone circuitry C. The circuits of cell phone circuitry C normally associated with the 

functions of a prior art cell phone as well as flash memory chip 2, download/copy logic chip 

15, hub logic chip 17 and charging circuit 19 can be implemented on one or more integrated 

circuit chips in any suitable and/or desirable manner deemed necessary and/or desirable by 

one of ordinary skill in the art. 

(0035] With reference to Fig. 3 and with continuing reference to Figs. 1 and 2, a first 

cell phone la and a second cell phone lb, 1:>oth in accordance with the present invention, can 

be communicatively joined together by mating the male USB connector 9a of first cell phone 

1 a with the female USB connector l lb of second cell phone lb, or by mating the male USB 

connector 11 a of second cell phone 1 b with the female USB connector 9b of first cell phone 

1 a for the pmpose of transferring or copying data from the flash memory chip 13 of first cell 

phone 1 a to the flash memory chip 13 of second cell phone 1 b, or vice versa. 

(0036] Each cell phone 1 in accordance with the present invention can include a 

master/slave switch 21 coupled to download/copy logic chip 15 for setting cell phone 1 as 

either a master or a slave. In operation, when first cell phone la and second cell phone lb are 

communicatively joined together, the cell phone 1 set to be the master (transmitting unit) by 

its master/slave switch transfers data from its flash memory chip 13 to the flash memory chip 

13 of the cell phone 1 set to be the slave (receiving unit) by its master/slave switch under the 

control of download/copy logic chip 15 of the cell phone 1 set as the master. For example, 

first cell phone flash memory drive 1 a can be set as the master and second cell phone 1 b can 

be set as the slave using their respective master/slave switches 21. Hence, when first cell 

phone la (set as the master) and second cell phone lb (set as the slave) are communicatively 
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joined together, data is transferred from the flash memory chip 13 of first cell phone la to the 

flash memory chip 13 of second cell phone 1 b under the control of the download/copy chip 

15 of cell phone 1 a. 

[0037] Desirably, download/copy lo~c chip 15 of each cell phone 1 set as a master 

controls the transfer of data from its flash memory chip 13 to another device connected to cell 

phone 1 by its male or female USB connector 9 or 11. Alternatively, when each cell phone 1 

is set as a slave, download/copy logic chip 15 initially assumes a passive role in the download 

of data into its flash memory chip 13 when cell phone 1 is connected via its male or female 

USB connector 9 or 11 to another device. However, if the device connected to cell phone 1 is 

a passive device, such as a prior art flash memory drive, download/copy logic chip 15 can be 

configured to assume control of the download of data into the flash memory chip 13 of its 

cell phone 1 even when said cell phone 1 is set as a slave. 

[0038] Also or alternatively, the function of switch 21 to set cell phone 1 as a master or 

a slave can be accomplished programmatically via cell phone circuitry C, keyboard Kand 

display D of cell phone 1 whereupon switch 21 may be omitted. To this end, keyboard K, 

display D and cell phone circuitry C can be configured to enable a user of cell phone 1 to 

program cell phone 1 as a master or slave as desired. 

[0039] Cell phone 1 in accordance with the present invention can also be utilized with 

flash memory drives such as prior art flash memory drives or flash memory drives of the type 

disclosed in co-pending U.S. Patent Application No. 11/028,382, filed January 3, 2005, 

having integrated male and female USB connectors which are commercially available in the 

U.S. under the trademark "Flashpoint Sharedrive" from the XMultiple.com website. To this 

end, when a cell phone 1 in accordance with the present invention is utilized with a flash 

memory drive having a USB connector thereof coupled with a mating USB connector of cell 

phone 1, cell phone 1 can be set as the master for transferring data from its flash memory 

chip 13 to the flash memory chip of the flash memory drive. Alternatively, cell phone 1 can 

be set as the slave for transferring data into its flash memory chip 13 from the flash memory 

chip of the flash memory drive. Desirably, when cell phone 1 is connected to a prior art flash 

memory drive that does not include an intelligent controller, download/copy logic chip 15 

controls the transfer data into the flash memory chip 13 of its cell phone 1 when said cell 

phone 1 is set as a slave. 

[0040] Cell phone circuitry C can be configured to enable a user of cell phone 1 to 

programmatically select via keyboard K and display D which data or data file to transfer 
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to/from its flash memory chip 13 from/to a device communicatively joined to cell phone 1 via 

its male or female USB connector 9 or 11. 

[0041] When male USB connector 9 of a cell phone 1 in accordance with the present 

invention is mated with a female USB connector of another intelligent device, such as a 

computer, a palm device, and the like, the ~ansfer of data to the flash memory chip 13 of cell 

phone 1 can be controlled via the device in a manner lmown in the art Desirably, it is only 

when cell phone 1 is set as the master that download/copy logic chip 15 is operative for 

controlling the transfer of data from its flash memory chip 13. In contrast, when cell phone 1 

is set as a slave, data can be transferred into its flash memory chip 13 under the control of 

another device, such as another cell phone 1 in accordance with the present invention, a 

computer, a palm device, etc., having the necessary intelligent controller for controlling such 

data transfer. 

[0042) Each cell phone 1 can include a push button switch 23 accessible via keyboard 

housing 3 and coupled to download/copy logic circuit 15 which allows for manual activation 

of the transfer of data into or out of flash memory chip 13 of cell phone 1. For example, in 

response to activation of push button switch 23 of cell phone 1 a set as a master, 

download/copy logic circuit 15 of first cell phone 1 a transfers data from its flash memory 

chip 13 to another device communicatively joined thereto. 

[0043) Also or alternatively, the function of push button switch 23 can be implemented 

programmatically via cell phone circuitry C, keyboard K and display D of cell phone 1 

whereupon push button switch 23 may be omitted. 

[0044] Each cell phone 1 can also include an optional lamp 25 that is illuminated and 

visible when data is being transferred to or from the flash memory chip 13 of cell phone 1. 

Lamp 25 may be selected from any light emitting device suitable for such an application, 

such as, without limitation, a light emitting diode (LED). 

[0045) Also or alternatively, the notice provided by lamp 25 can be implemented by 

display D which can be operative under the control of cell phone circuitry C for displaying a 

suitable indication when data is being transferred to or from its flash memory chip 13, 

whereupon lamp 25 may be omitted. If desired, display D can display a first indication when 

data is being transmitted from cell phone 1 and can display a second indication when data is 

being received by cell phone 1. 

[0046) With reference to Fig. 4 and· with continuing reference to Figs. 1 and 2, cell 

phone 1 may also be used to maximize the available USB ports on a computer, a pa]m device, 

etc. Specifically, male USB connector 9 of cell phone 1 may be inserted into a female USB 
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port of a computer (not shown). Thereafter, female USB connector 11 of cell phone 1 can 

accept a male USB connector 27 of a USB cable. This enables peripheral devices, such as, 

without limitation, cameras, printers, scanners, flash memory drives, other cell phones in 

accordance with the present invention, and the like, to utilize the same USB port on the 

computer as cell phone 1. 

[0047) With reference back to Fig. 2, if desired, cell phone 1. in accordance with the 

present invention can include a digital audio circuit 29, integral with another circuit of cell 

phone circuitry C or as a standalone chip, and an output connector 31, such as a headphone 

jack. Digital audio circuit 29 includes a digital signal processor (DSP), an amplifier 37 and a 

digital-to-analog converter (DAC) 35. DSP 33 can retrieve digital audio data from flash 

memory chip 13 and can decode said digital audio data utilizing a decompression algorithm, 

such as a MP3 or WMA decompression algorithm, that undoes the compression of the digital 

audio data stored in a corresponding format on flash memory chip 13. Then, DAC 35 

converts the decompressed audio data back into analog audio data Finally, amplifier 37 

boosts the strength of the signal and sends it to output connector 31 or to speaker S. 

Keyboard K can include one or more buttons for controlling digital audio circuit 29. These 

buttons can perform such functions as increasing/decreasing volume, playing the digital audio 

data, stopping, pausing, skipping, rewinding, and the like. 

[0048) Cell phone 1 of the present invention can be configured such that display D can 

display a visual indication of the title of the digital audio data, the time remaining in a song 

and/or other such digital audio data and other useful and desirable information. Display D 

can be a liquid crystal display (LCD), a plasma screen, and the like. 

[0049) The present invention is also a method for transferring data to or from the flash 

memory chip 13 of cell phone 1 in accordance with the present invention. In the method, one 

of the connectors of cell phone in accordance with the present invention is mated with a 

mating connector of another device, such as, without limitation, another cell phone 1 in 

accordance with the present invention, a flash memory drive, a computer, a palm device, and 

the like. Thereafter, data is transferred into or out of cell phone according to the setting of the 

cell phone as a master or slave, wherein, when the cell phone is set as a master, data is 

transferred from the cell phone via the one of the connectors and, when the cell phone is set 

as a slave, data is transferred into the cell phone via the one of the connectors. The transfer 

of data into or out of the cell phone can be caused by the user activating one or more switches 

or buttons of the cell phone. The preceding method is illustrative of the transfer of data into 
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or out of cell phones in accordance with the present invention and is not to be construed as 

limiting the invention. 

[0050] While the present invention was described with reference to preferred 

embodiments of the cell phone with integrated male and female conn€lctors, those skilled in 

the art may make modifications and alterations to the present invention without departing 

from the scope and spirit of the invention. Accordingly, the above detailed description is 

intended to be illustrative rather than restrictive. The invention is defined by the appended 

claims, and all changes to the invention that fall within the meaning and range of equivalency 

of the claims are to be embraced by their scope. 
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THE INVENTION CLAIMED IS: 

1. A cell phone comprising: 

at least one housing operatively enclosing a keyboard, a display and cell phone 

circuitry; 

a male connector at least partially enclosed by the housing; and 

a female connector at least partially enclosed by the housing and configured to mate 

with the male connector, wherein: 

the cell phone circuitry includes a flash memory and means for enabling data to be 

transferred to or from the flash memory via the male and female connectors; and 

at said one of said connectors is configured to mate with a mating connector of 

another device for transferring data to or from the flash memory. 

2. The cell phone of claim 1, further comprising a battery coupled to provide power to 

the cell phone circuitry. 

3. The cell phone of claim 1, further comprising means for facilitating electrical 

connection of at least one of said connectors with the mating connector of the other device. 

4. The cell phone of claim 1, wherein the other device is one of: 

another, like cell phone; 

a flash memory drive; 

a desktop or laptop computer; 

a palm device; 

a printer; 

a digital camera; and 

a scanner. 

5. The cell phone of claim 1, further comprising means for causing the transfer of data to 

or from the flash memory of the cell phone. 

6. The cell phone of claim 1, further comprising means for setting the cell phone to 

transfer data to or from its flash memory. 
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7. The cell phone of claim 1, further comprising means for indicating that the transfer of 

data is in progress. 

8. The cell phone of claim 1, further comprising: 

means for retrieving digital audio data from the flash memory; 

means for decoding the retrieved digital audio data; 

means for converting the decoded digital audio data to an analog signal; and 

an output connector for outputting the analog signal. 

9. The cell phone of claim 1, wherein at least one of the male connector and the female 

connector is a USB connector. 

10. A method of transferring data to/from a cell phone having integral male and female 

connectors from/to a device having a connector configured to mate with one of the 

connectors of the cell phone, the method comprising: 

mating one of the connectors of the cell phone with the mating connector of the 

device; and 

causing data to transfer from the cell phone to the device, or vice versa, via the mated 

connectors. 

11. The method of claim 10, further comprising: 

setting the cell phone to be a master or a slave, wherein the data transfer occurs as a 

function of the setting of the cell phone as the master or the slave. 

12. The method of claim 10, wherein, the male and female connectors of the cell phone 

are USB connectors. 

13. The method of claim 10, wherein the device is one of: 

another, like cell phone; 

a flash memory drive; 

a desktop or laptop computer; 

a pahn device; 

a printer; 
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a digital camera; and 

a scanner. 

14. A cell phone comprising: 

an enclosure; 

PCT /US2006/00137 5 

a male USB connector at least partially received within the enclosure; 

a female USB connector at least partially received within the enclosure; 

a flash memory disposed in the enclosure; and 

means disposed in the enclosure for transferring data to or from the flash memory via 

at least one of the male USB connector and the female USB connector when said connector is 

mated with a female USB connector or a male USB connector, respectively, of another 

device. 

15. The cell phone of claim 14, further comprising a battery coupled to provide power to 

the flash memory and the means for transferring. 

16. The cell phone of claim 14, further comprising means for causing the means for 

transferring to initiate the transfer of data to or from the flash memory. 

17. The cell phone of claim 14, further comprising means for setting said cell phone as a 

master or a slave and for transferring data to or from the flash memory as a function of said 

setting. 

18. The cell phone of claim 14, further comprising means for facilitating electrical 

connection of at least one of the female USB connector and the male USB of the cell phone 

to the mating connector of the other device. 
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Main Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus, the apparatus being operable to 

interphase with an external device for activation of various operations 

between the external device and the handheld apparatus, the apparatus 

compnsmg: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user' s life sign parameters; 

a first memory module in communication with said processmg 

module and said encryption module for the storage of said user's data and 

documentation files; 

an authentication unit configured to compare the plurality of 

personal biological biometric identification parameters of the user holding 

the apparatus with a pre-recorded set of personal biometric identification 

parameters; 

a processing module in communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module; 

communication and data connection means for communicating with 

said external device, said communication and data connection means being 

in communication with said processing module; 
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wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometJic sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the p01table handheld apparatus and in the event that a 

change occurs in any of the plurality of personal biological identification • 

parameters, access to the stored personal data files in said first memory 

module is denied to said external device and the operation of the portable 

handheld apparatus is completely shut down. 

2. The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a heart pulse rate measurement indicator, a body 02 blood 

saturation level indicator, a body heat measurement indicator, an electro­

de1mal activity indicator, a body respiration indicator and a physical or 

emotional stress indicator. 

3. The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the portable handheld apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing inf 01mation associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 

the parable handheld apparatus further comprises an encryption unit 

in communication with said processing module for the encryption plus 
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compression and for the decompression plus decryption of said user's data 

files; or 

an emergency button in communication with said processing 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said p011able handheld apparatus and any of a group of 

registered emergency centers, said emergency call transmitting any of a 

group of data files containing infonnation associated with the unique user 

of said po11able handheld apparatus, including the identification data of said 

user, the personal medical data file of said user, and location of said user; 

or wherein said portable handheld apparatus is configured to communicate 

with any of a group of service providers, said group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user; thereby allowing said user to access and manage 

personal data and documentation files, associated with said user; or 

wherein said external device comprises any one of a group including 

a remote server, a local server, a host computer, voice or data 

communication means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet 

by said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises 

at least one of a group of connection and communication devices including 

a data interface connector attached to a host computer, a Mini USB, a 

compatible industrial data inte1face connector attached to a cellular phone, 

a near field wireless communication interface, a Bluetooth communication 

interface, a magnetic reader interface, and a smart card reader based on a 
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contact-less communication interface using induction or RF 

communication; or 

further comprising an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said p011able handheld apparatus through one of said group of 

communicating devices through which the apparatus is connected, said 

computer or cellular phone having keyboard and display units associated 

therewith, thereby allowing the user to interact with said first memory 

module and with said processing module of said apparatus via said 

keyboard and display units, whereby said computer or cellular phone is 

configured to utilize and interact with said memory module, said processing 

module and said sensor module of said apparatus . 

4 . The apparatus of claim 1, wherein said apparatus further comprises an 

associated power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, wherein said apparatus whenever connected to said 

device said apparatus battery power recharging is generated and a data 

backup process is generated, further comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said backup memory unit; and 

if the first memory module of the apparatus lacks data, said 

electronc unit updating the first memory module with the last version of the 

data stored within said mass memory solid-state backup memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last version of 

the data stored within said apparatus's solid-state memory unit. 

5. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 
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for storing each user's personal data and documentation files, each personal 

personal identification unit being operable to interphase with an external 

device for activation of various operations between the personal 

identification unit and the handheld apparatus, each of said personal 

identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit in communication with the processing 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

personal identification unit and in the event that a change occurs in 

any of the plurality of personal biological identification parameters, 

access to the stored personal data files is denied to said exrernal 

device and the operation of the personal identification unit is 

completely shut down; and 

communication and data connection means in communication with said 

processing module; the method comp1ising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 
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b . at least one life signs detector, integrated within the personal 

identification unit, measuring and recording at least one of said 

user's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

The method of claim 5 

wherein at least one of said plurality of life signs detectors includes a 

heait pulse rate measurement indicator, a body 02 blood saturation level 

indicator, a body heat measurement indicator, an electro-dermal activity 

indicator, a body respiration indicator and a physical or emotional stress 

indicator, the method further comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

said personal identification unit communicating, via any one of a 

group of communication means, with any of a group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user thereby allowing said user to access and manage said 

user's personal data and documentation files stored by said group of service 

providers. 
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7. The method of claim 5, wherein said personal identification unit further 

comprises an emergency button in communication with said processing 

module and said communication and data connection means, the method 

further comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said personal identification unit and any of a group of registered emergency 

centers; and 

said emergency call transmitting any of a group of data files 

info1mation associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein said personal identification unit further comprises a magnetic 

strip element, the method further comprising the step of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

A TM, a point of sale, a magnetic strip or near field communication reading 

device (NFC); or 

wherein the personal identification unit further comprises a power 

charging and data backup device, said device comprising a charging and 

power unit, an electronic sub unit and a mass memory solid-state memory 

unit, the method further comprising the steps of: 

comparing the memory content of said personal identification 

unit first memory module to the memory content of said mass 

memory solid-state memory unit; and 

if the first memory module of the personal identification unit 

lacks data, updating the first memory module with the last version of 

the data stored within the solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 
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version of the data stored within said personal identification unit's 

solid-state memory unit. 

8. The method of claim 5, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method further comprising the steps of: 

a said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration further includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and~ 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be further stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without ass1gnmg any identification or link 

between the associated users to his registered secret access code. 

9. The method of claim 8, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager further communicating with said unique user and 

first comparing said unique user's ID data file and said personal 

identification unit unique embedded characte1izing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 
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i. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user's personal identification 

unit; and 

ii said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

iii said system manager compaiing the received second st1ing of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

iv. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

V . if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and pe1mitting 

said unique user access to said system. 

10. A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

and 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld units as claimed in any one of 

claims I to 4; wherein each of said portable handheld apparatus being 

associated with a unique user, each unique user being registered with said 

system manager. 
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11. The system of claim 10 fmiher com prising 

12. 

a plurality of registered emergency centers and a plurality of registered 

service providers in communication with said system manager, said plurality 

of service providers including banks, credit card companies, insurance 

companies, clinics, hospitals and medical insurance companies, government, 

municipal and utility entities and selected websites frequently accessed by 

said plurality of users; 

wherein said system manager's access to and communication with the 

personal data and documentation files stored in said portable handheld units 

associated with each said unique user and to the personal data and 

documentation files stored by said group of service providers is only enabled 

after positive authentication of each of said unique user's personal biometric 

identification parameters by said authentication unit and measuring the 

normal measured output of each one of said user's life sign parameters; and 

wherein said at least one of said user's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 0 2 saturation level indicator, a body heat 

measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

The system according to claim 10, wherein said system manager is 

configured: 

to communicate with said portable handheld units to compare the 

user's ID data file stored in the unique user's portable handheld units with 

the con-esponding identification data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a further level of security identification p1ior to full 

communication and data updating capability being enabled between said 

system manager and said user portable handheld unit; and 

wherein said further level of security identification comprises said 

system manager sending a first string of coded alphanumeric data uniquely 
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associated with said user portable handheld unit to said user portable 

handheld unit, said portable handheld unit responding with a second string 

of coded alphanumelic data uniquely associated with said user portable 

handheld unit, and said system manager verifying the received second stting 

of coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

said system manager comparing for full matching for N consecutive 

times received additional different strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; or 

wherein each portable handheld unit further comprises an emergency button 

in communication with said processing module and said communication 

and data connection means module; 

wherein the portable handheld unit is configured to transfer any of a 

group of data files containing information associated with the user, including 

files.such as the identification data of the user, personal medical data file of 

the user, the measured set of life sign parameters of the user, associated with 

the user and an updated location of the user; and 

wherein the portable handheld unit is configured to initiate an 

emergency call to any of said plurality of registered emergency centers, 

whenever said emergency button is activated or whenever any of the group 

of life sign indicators detects a critical level. 

13. The system of claim 10, wherein said system, further comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 
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wherein said call center is configured to communicate the user's 

location coordinates to an emergency rescue team and simultaneously said 

call center is configured to communicate with any of said plurality of 

registered emergency centers and service providers to receive said user's 

updated medical data and to transfer said data to and from the user's 

personal identification unit. 
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Dear Sirs , 

21 July 2016 

European Patent Application No. 11752936.2 
"A Secured Personal Data Handling and 
Management System" 
OS - NEW HORIZON PERSONAL COMPUTING 
SOLUTIONS LTD. 

The Applicant of the above-referenced European patent application , namely: 

OS - NEW HORIZON PERSONAL COMPUTING SOLUTIONS LTD. 
10/3 Efroni Street 
P.O. Box 84275 

90805 Mevasseret Zion 
Israel 

hereby appeals the Decision of the Examining Division dated 24 May 2016. 

The Decision is appealed in its entirety and we request that it be set aside and a patent granted 
according to the requests on file or as modified with the grounds of appeal to be filed in due 
course. 

The Grounds of Appeal will follow shortly. The Appeal fee is being paid today from our 
deposit account using on-line fee payment. 

Yours faithfully, 

Paul Keane 
Representative 

FRKelly 27 Clyde Road. Dublin D04 F838, Ireland !Tel: +353 1 231 4848 Fax: +353 1 614 4756 dublin@frkelly.com www.frkelly.com 
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The document(s) listed below is (are) subsequently filed documents pertaining to the following application: 

Application number 11752936.2 1 

Applicant's or representative's reference P105633EP00 I 

Description of document Original file name Assigned file name 

1 Notice of appeal P105633EP00 Notice of appeal APPEAL.pdf 

July21 .pdf 

Fees Factor applied Fee schedule Amount to be paid 

15-1 011 Fee for appeal 1 1 880.00 1 880.00 

Total: EUR 1 880.00 

Payment 

1 Mode of payment Debit from deposit account 

Currency: EUR 

The European Patent OfFice is hereby authorised, to debit 

from the deposit account with the EPO any fees and costs 

indicated on the fees page. 

Deposit account number: 28060009 

Account holder: FRKELL Y 

2 Refund/Reimburserment 

Reimbursement (if any) to be made to EPO deposit account: 28060009 
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Place: 

Date: 21 July 2016 

Signed by: Paul Keane 36258 
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OFFICES: DUlll.lN & BELFAST 

European Patent Office 
D-80298 Munich 
Germany 

Dear Sirs, 

Your Ref: 
Our Ref: 

European Patent Application No. 11752936.2 
"A Secured Personal Data Handling and 
Management System" 

11752936.2 
P105633EP00 

26 September 2016 

OS - NEW HORIZON PERSONAL COMPUTING 
SOLUTIONS LTD. 

I refer to the notice of appeal which was filed on July 21 2016 in the connection with the above identified 

European Patent Application. The grounds of appeal are provided herewith and we have therefore 

completed the necessary action to validly file the appeal. 

Requests for the Appeal 

The Main Request, First Auxiliar Request, and Second Auxilia ty Request correspond to the requests 

filed in preparation for the Oral Proceedings on 11.03.16. 

We also wish to include a Third Auxiliaty Re uest, a Fourth Auxilairy_R_e~­

and a Sixth Auxiliary Re uest. The Third Auxiliary Request corresponds to the Main Request with the 

exception that the term "external device" has been replaced with the term "mobile communication device 

or a personal computer'. The Fourth Auxiliary Request corresponds to the Main Request with the 

exception that the term "external device" has been replaced with the term "mobile communication device" 

The Fifth Auxiliary Request is based on the Second Auxiliary Request but has been further revised to 

address the added matter objections. iThe Sixth Auxiliary Request is based on the Second Auxiliary 

Re uest but has been further revised to address the added matter objections. 

Reimbursement of the appeal fee is requested on the grounds that the Decision under appeal is not 

sufficiently reasoned and the Applicant's rights pursuant to Article 113 were violated, this representing a 

substantial procedural violation. 

Summary of EPO Communications 

(A) The Supplementary European search report identified lack of unity of invention and cited the 

following documents for the first invention: 

D1: US 2009/083847 A 1 

D2: US 6 957 337 B1 

D3: US 5 229 764 

FRKelly ! 27 Clyde Road, Dublin D04 F838,lreland !Tel: +353 1 231 4848 Fax: +353 1 614 47561 duolin@frkelly.com www.frkelly.com 
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(B) In a communication under Article 94(3) EPC issued by the examining division on 05-01-2015, 

objections under Article 123(2) EPC were raised, and objections under Article 82 EPC, as well as under 

Article 56 EPC for the first invention, were maintained. 

(C) On 14-10-2015 the examining division issued a summons to attend oral proceedings on 13.04.2016. 

In the annex to the summons, objections under Article 123(2) EPC were raised. Objections under Article 

82 EPC, as well as under Article 56 EPC for the first invention, were maintained. A reply to the applicant's 

arguments was also given. 

(D) In a communication sent by telefax on 30-03-2016 the applicant was informed that the date fixed for 

oral proceedings was maintained. In an annex, the examining division expressed its preliminary opinion 

that none of the present set of claims was compliant with requirements of Article 123(2) EPC, and that, to 

the extent that the claimed subject-matter was present in the application as originally filed, it was not 

inventive. The arguments therefore were provided. The objection regarding the unity of invention was also 

maintained. 

(E) In an electronic communication on 11-04-2016 the representative informed the examining division that 

he would not be attending the oral hearing. The request for oral hearing was withdrawn, and a decision 

according to the current state of the file was requested. 

(F) With a telefax communication on 11-04-2016 the applicant was informed that the oral proceedings 

were cancelled. 

The decision is based on the following request(s): 

Main Request 

First Request 

Second Request. 

In Section IV of the Decision three additional prior art were cited: 

(i) XP055260933, 

(ii) XP055260935, 

(iii) W02006076658. 

Substantial Procedural Violation 

These additional prior art documents are provided by the Examining Division to support the statement in 

section 2.4 of the Decision that, at the time of fi ling the present application , the techniques for transferring 

data between a cell phone and a computer were well known. 

Section 2.4 of Decision states 

Considering the feature introduced with the amendment, to the extent that it is 

present in the application as originally filed, namely, that the apparatus is 
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operable to interphase with a cellular phone or a host personal computer for 

activation of various operations between the cellular phone/host computer and 

the apparatus, at the time of filing the present application the techniques for 

transferring data between a cell phone and computer were well known. 

Therefore, in the context of document D 1, this feature represents a mere 

juxtaposition of a known technique and cannot be considered as basis of an 

inventive step. 

It is respectfully submitted that the Applicant's right to be heard pursuant to Article 113 (1) was violated as 

the Applicant did not have an opportunity to comment on the newly cited prior art documents 

(i) XP055260933, 

(ii) XP055260935, 

(iii) W02006076658. 

Documents (i)-(iii) represents new evidence which is relevant for assessing inventive step and unity of 

invention. The Examiner indicated in item 2 of Section IV (Final Remarks) that the main request lacks 

unity within the meaning of article 82 EPC, for the following reasons: 

As shown here above in the section Reasons for the Decision, the independent claims 1 and 5 lack 

inventive step, leaving the dependent claims without a common inventive concept. The six inventions 

addressed by dependent claims are identified as follows: 

I. Life sign detectors (claim 2 and part of claims 6 and 11 ): 

II. Providing user data to emergency services (part of claims 3 , 6 and 7, claim 13); 

Ill. Interaction via the keyboard and display of a second device (part of claim 3); 

N . Connecting to a magnetic strip interface (part of claim 7); 

V. Charging the apparatus and updating its data (claim 4 and part of claim 7); 

VI. Centralized data management (claims 8-12 ). 

The Applicant vigorously disagreed throughout the prosecution of the application that claims 1 and 5 lack 

an inventive step and lack unity. The lack of unity objection is based on the understanding by the 

Examining Division that claims 1 and 5 lack an inventive step which is contested by the Applicant. 

As outlined below the Examining division incorrectly omitted the following features of claim 1 from the 

inventive step analysis on the grounds of added matter 

"the apparatus is operable to interphase with an external device" 

"access to the stored personal data files in said first memory module is denied to said 

external device" 
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t now appears that the three newly cited documents are used to provide a basis that the feature "the 

aeparatus is operable to inte[Phase with an external device" lacks an inventive step. Accordingly, these 

newly cited documents now seem to form the basis for maintaining the inventive step and unity: ob ·ection 

objections. 

As these newly cited documents were not cited during written proceedings the Applicant's right to be 

heard pursuant to Article 113 has been violated. 

Article 113(1) EPC enshrines a party's right to be heard. Thus decisions may only be based on grounds or 

evidence on which the parties concerned have had an opportunity to present their comments. When a 

new document is first cited by the examining division as result of request for a decision according to the 

current state, this basic procedural right has not been observed in the present case. 

The Applicant did not surrender their right to be heard pursuant to Article 113 by virtue of requesting a 

decision according to the current state of the file. As a consequence, the decision is fundamentally flawed 

in its non-observance of a fundamental procedural right. 

Main Request 

The Applicant's response to the reasons for the Decision follows the same numbering sequence as used 

in section II of the Decision 

Added Matter 

1. The Examining Division indicated that the amendments of the main request are not compliant with the 

requirements of Art.123(2) EPC. The Applicant disagrees with this assessment. 

1.1 In particular, the Examining Division indicated that the amendment of claims 1 and 5: "the apparatus is 

operable to interphase with an external device" is not directly and unambiguously derivable from the 

description. 

"From the passage cited by tre applicant, and the last passage on page 39, it 

is derivable that the apparatus is operable to interphase with a cellular phone 

or a host personal computer for activation of various operations between the 

cellular phone/host computer and the apparatus. However, it is not derivable 

that the apparatus is operable to interphase with any other external device, as 

claimed." 

The premise of the examiners' objection is that it is not derivable that the apparatus is operable to 

interphase with external devices other than a "host personal computer" or a "cellular phone". The 

Applicant disagrees. 

Firstly, the Applicant wishes to point out that the description actually defines the cellular phone and host 

personal computer as being "external devices". For example, page 16 of the description lines 5-8 recites 
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"wherein the computer or cellular phone have a keyboard and display units associated therewith, thereby 

allowing the user to interact with the memory module and with the processing module of the apparatus via 

the external devices keyboard and display units." 

A person skilled in the art would understand using normal daily english that the computer 

and cellular phone are described as being external devices. AccordingJy, the "term externa 

device" is directly and unambiguously derivable from the aeplication as originally filed in 

accordance with Article 123(2). 

Secondly, page 22 lines 18 to page 23 line 8 describes external devices other that a host computer or a 

cellular phone. "Referring now to the drawings, Figure 1 illustrates the dedicated system 300 related to an 

embodiment of the present invention, when a pre-approved user is getting an access to the system 

through any one of the system server based multi-user //0 terminals 362, or through any kind of a 

host personal computer 360, or alternatively getting the access through a digital land/ine phone 

365, or a cellular phone unit, 355. Secured access to the system is enabled by passing the user through 

a sequence of at least three bio parameters measurement and authentication process, carried out by the 

user's apparatus 350." 

Figure 1 is reproduced below for the examiner's convenience. 

370 

FIG.1 

In Figure 1 the exemplary external devices are 
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1) multi-user 110 terminals 362, or 

2) a host personal computer 360, or 

3) a digital landline phone 365, or 

4) a cellular phone unit, 355. 

It is respectfully submitted that the term 'external device' is recited in the original PCT claim 1 

" .. .. connecting said apparatus with an external device". 

Furthermore, the original PCT claim 8 recites " said external device comprises any one of a group 

including a remote server. a local server. a host computer. voice or data communication means and 

a cellular phone". 

Additionally, the original PCT claim 15 recites " The apparatus according to claim 1, further comprising an 

integrated digital data encoder/decoder and a RF transceiver module in communication with the 

processing module, said integrated digital data encoder/decoder and a RF transceiver module being 

configured to communicate with any of a group of external devices including RF operated credit card 

readers, ATM machines and electronic locks or gate/door opener remotely operated using RFID based 

techniques." 

The Applicant notes that page 15 lines 5 and 6 recites " .. .. .. .for connecting the apparatus with an external 

device. " 

It is respectfully submitted that a person skilled in the art would readily understand that in the context of 

the application as a whole the apparatus is operable to interphase with other external devices other than 

"a host personal computer" or "a cellular computer". 

Furthermore, it would be unfair on the Applicant if he was forced to recite each specific type of external 

device in claim 1. In particular, bearing in mind the requirements of Article 84 which requires the claims to 

be "clear and concise". 

The requirements of Article 123(2) requires that the claimed features to be directly and unambiguously 

derivable from the application as originally filed. It is respectfully submitted that this requirement is clearly 

met and therefore the added matter objection of paragraph 1.1 has been rendered moot. 

1.2 The Examiner also seems to have raised an added matter objection in paragraph 1 .2 where it is 

stated "Furthermore, the applicant did not provide, and the examining division could not identity in the 

application as filed, the support tor the amendment of the last feature of claims 1 and 5, namely, "access 

... is denied to said external device ". 
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The Applicant submits that the Examining Division have not provided a reasoned statement supporting 

the objection of paragraph 1.2 which is a substantial procedural violation. 

The rejected feature is reproduced below: 

access to the stored personal data files .in said first memory module_is denied 

to said external device and the operation of the portable handheld apparatus is 

completely shut down. 

It is respectfully submitted that the flow charts of Figures 4 and 5 clearly show that access to the stored 

personal data files is denied to the external device, see blocks 405 and 505. The external device retrieves 

the personal data in step 41 0 in figure 4. However, if the authentication process fails, the process flow 

terminates at block 405 thereby preventing the data retrieving step 41 0 from occurring. Thus, it is inherent 

from the sequence of steps in the flow charts that access to the stored personal data files in said first 

memory module is denied to said external device if the apparatus is shut off in stage 405 which blocks the 

apparatus from further use. 

It is respectfully submitted that the added matter objections of paragraphs 1.1 and 1.2 have been 

rendered moot in view of the above comments and should be withdrawn. 

Overview of the Invention 

To better understand the user's benefits of using the claimed invention, it is required to understand that 

presently users are frequently losing their saved personal and important data files, due to mechanical m 

electrical failures of their electromagnetic driven hard-discs, or suffer from sensitive data files failure or 

damages related to malfunctions of their personal computers or smart cell phones 

Another source for lost sensitive data files is due to software malfunction problems while running on the 

users' personal computers or smart cell phones. All these problems can be eliminated by the present 

invention which provides a solution b separating the user's sensitive data storage and management 

functions from the external devi ce. This functional separation is aver important aspect of the present 

application. The Examining Division did not appear to grasp this conce'i2!J 

In an effort to clarify that the sensitive information is stored on a separate device to the external device, 

claim 1 of the Main Request recites; inter alia: 

the apparatus being operable to interphase with an external device for activation of 

various operations between the external device and the handheld apparatus 

wherein said plurality of biometric sensors continuously read a plurality of 

personal biological identification parameters associated with said user holding 

the portable handheld apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 
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stored personal data files in said first memory module is denied to said 

external device and the operation of the portable handheld apparatus is 

completely shut down. 

2. The Examiner indicated that the subject-matter of claims 1 and 5 of the main request (excluding the 

features infringing Art.123(2) EPC) does not involve an inventive step within the meaning of Article 56 

EPC. 

Firstly, the Applicant submits that all the features of Claims 1 and 5 are directly and unambiguously 

derivable from the Application as filed as outlined in section 1 above. Accordingly, it is submitted that the 

inventive step analysis is fundamentally flawed as certain features were incorrectly omitted. 

2.2 The Examiner acknowledges that D1 fails to disclose, hint or suggest: 

module; and 

a) an enayption module in communication with the processing module and the memory 

b) said plurality of biometric sensors are configured to continuously read a plurality of 

personal biological identification parameters associated with said user holding the 

apparatus and in the event that a change occurs in any of the plurality of personal 

biological identification parameters, access to the stored personal data files is denied and 

the operation of the apparatus is completely shut down. 

2.3 The examiner indicated that features a) and b) represent a mere juxtaposition of features, not 

producing any working inter-relationship, and were therefore be analysed separately. The Applicant 

disagrees with the assessment that features a) and b) are a mere juxtaposition of features. 

The present invention as described on page 21 lines 25-27 provides an apparatus combining and 

supporting highly secured data encryption , personal sensitive data storage, transfer, management and 

handling. It is respectfully submitted that this is achieved as a result of the working relationship between: 

1) first memory module, 

2) processing module, and 

3) encryption module. 

The working relationship between these features is clearly defined in the following step of claim 1: 

a first memory module in communication with said processing module 

and said encryption module for the storage of said user's data and 

documentation files ; 

Paragraph 2.1 of the decision states " 
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a first memory module in communication with said processing module for the storage of 

said user's data and documentation files (fig. 1, elements 104 Storage and 106 Memory); 

The Examining Division appear to have omitted the fact that the first memory module is in 

communication with both the processing module and the encryption module. 

The Examining Division acknowledges in paragraph 2.2 that D1 fails to disclose: 

a) an enayption module in communication with the processing module and the memory 

module 

Claim 1 does not actually recite the wording as indicated by the examiner in 2.2 (a). Claim 1 

uses the following wording " an encryption module in communication with the processing 

module". 

It is respectfully submitted that since the Examiner acknowledges that D1 fails to teach an 

encryption module in communciaiton with the processing module and the memory module. 

Thus D1 must also fail to disclose the a "first memory module in communication with said 

processing module and said encryption module for the storage of said user's data and 

documentation files". 

IL]p_submitted that there is an extremely important difference between an "aggregation of features" and 

a "combination of features". An "aggregation of features" does not have functional interdependency 

between features, while a "combination of features" does. According to Guidelines G/Vll/7 an invention 

must normall be considered as a whole. When a claim consists of a "combination of features", it is not 

correct to argue that the separate features of the combination taken by themselves are known or obvious 

and that "therefore" the whole subject-matter claimed is obvious. 

2.3.1 The Examiner indicated that considering feature a), the use of encryption for data protection is a well 

known technique, and as such cannot be considered as having inventive contribution over the prior art. 

he Applicant submits that the examining division did not rovide any evidence to supgort this statement. 

Accordingly, the inventive steg objections are not not fully reasoned which is a substantial grocedura 

iolation. 

2.3.2 The Examiner relies on D2 for teaching feature b). The Applicant disagrees with this assessment. It 

is respectfully submitted that D2 fails to disclose, hint of suggest wherein said plurality of biometric 

sensors continuously read a plurality of personal biological identification parameters associated with said 

user holding the portable handheld apparatus and in the event that a change occurs in any of the plurality 

of personal biological identification parameters, access to the stored personal data files in said first 
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memory module is denied to said external device and the operation of the portable handheld apparatus is 

completely shut down. 

A person skilled in the art would understand that in the claimed invention personal information contained 

on a first device (handheld portable apapratus) is prevented from being accessed by a second device 

(external device) if a change occurs in any of the plurality of personal biological identification parameters 

associated with a user holding the first device. An important aspect of the present invention is that the 

second device who may have been authorised access to the personal information can be denied access 

if the biological identification parameters of person holding the frst device changes. For example, this may 

happen if the heart rate of the user holding the first device is raised as a result of a stressful scenario such 

as a robbery. It is respectfully submitted that there is absolutely no motivation to combine D2 with D1. 

Furthermore, even if D2 is combined with D1 it would not teach this inventive concept. 

2.4 The Examiner provides the following comments in an effort to support that D1 lacks an inventive step. 

Considering the feature introduced with the amendment, to the extent that it is present in 

the application as originally filed, namely, that the apparatus is operable to interphase 

with a cellular phone or a host personal computer for activation of various operations 

between the cellular phone/host computer and the apparatus, at the time of filing the 

present application the techniques for transferring data between a cell phone and 

computer were well known. Therefore, in the context of document D 1, this feature 

represents a mere juxtaposition of a known technique and cannot be considered as basis 

of an inventive step. 

The above passage appears to be relying on the content of the newly cited documents: 

(i) XP055260933, 

(ii) XP055260935, 

(iii) W02006076658. 

It is submitted that the Examining Division fails to use the problem-and -solution to show how these newly 

cited documents could be combined with D1 and D2. Thus the Decision does not provide a sufficiently 

reasoned argument as to why the invention lacks an inventive step in view of the newly cited prior 

art documents. An insufficiently reasoned Decision is a substantial procedural violation (Case 

Law of the Boards of Appeal/h Ed. , E-IV 8.3.4). 

3. The arguments provided with refenerce to claim 1 also apply to claim 5, and as a con sequence the 

objection of paragraph 3 has been rendered moot. 

4. The Examining Dvision relies on the combination of D1 and D2 without providing a reasoned 

statement why a person skilled in the art would be motivated to combine D1 and D1 using the problem 

and solution approach. 
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5. The Applicant diagrees that features a) and b) are a mere juxaposition of features. Furthermore, the 

Examining Division's analysis paraphases the claimed features to an arrangement which is not actually 

recited in claim 1. Thus, the inventive step analysis is not correct. The working relationship of the 

relevant features is clearly defined in claim 1. However, the examiner appears to have purposely 

paraphrased the following features in claim 1 in a crude attempt to break the working relationship : 

i) a first memory module in communication with said processing 

!!l9!!.JJ.!£, and said encryption module for the storage of said user's data and 

documentation files ; 

ii) a processing module in communication with said plurality of biometric 

sensors, said .first memory module and said authentication unit; 

ii1J an encryption module in communication with the processing 

module: 

ii1J wherein said plurality of biometric sensors continuously read a plurality 

of personal biological identification parameters associated with said user holding the 

portable handheld apparatus and in the event that a change occurs in any of the 

plurality of personal biological identification parameters, access to the stored 

personal data files in said .first memory module is denied to said external device 

and the operation of the portable handheld apparatus is completely shut down. 

The Applicant submits that claim 1 should be analysed as recited and not using a 

paraphased version of claim 1. The paraphased version of claim 1 which is used by the 

examiner in section 2.1 rewrites steps i) and iii) as listed above as follows: 

i) a first memory module in communication with said processing module tor the storage of 

said user's data and documentation files 

iii) an encryption module in communication with the processing module and the memory 

module; 

In particular, in the claimed arrangement the fi rst memory module is in communication with 

the processing module and the encryption module for the storage of said user's data and 

documentation files. In the paraphrased version of 2.1 of the Decision the underlined 

encryption module has been removed which also removes the function of the encryption 

module in relation to the first memory module tor the storage of said user's data and 

documentation files. 
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It is submitted that its the three elements 1) first memory module in communication with 

said 2) processing module and said 3) encryption module which fulfill the function of "for 

the storage of said user's data and documentation files ". 

First Auxiliary Request 

6 Claim 1 of the first auxiliary request corresponds to claim 1 of the main request with the 

addition of the feature: " ... while using a display and keyboard of the external device tor 

user's interaction with the handheld apparatus" 

It is submitted that page 16 lines 5-8 of the description recites " wherein the computer or 

cellular phone have a keyboard and display units associated therewith, thereby allowing 

the user to interact with the memory module and with the processing module of the 

apparatus via the .external devices keyboard and display units" 

A person skilled in the art would understand using normal daily english that the computer 

and cellular phone are described as being external devices. Accordingly, the "term external 

device" is directly and unambiguously derivable from the application as originally filed in 

accordance with Article 123(2). The Applicant respectfully submits that the Article 123(2) 

objections against the auxiliary request has been rendered moot for the same reasons as 

provided with respect to the main request. 

7. The Applicant submits that claims 1 and 5 of the first auxiliary request is inventive step 

for the same reasons as provided above with reference to the main request. 

8. The Applicant submits that claims 1 and 2 of the second auxiliary request meets the 

requirements of Article 123(2) and 56 EPC for the same reasons as provided with reference 

to the main request. 

Second Auxiliary Request 

While the Applicant maintains that the claims of the main request meets and first auxiliary 

requests meets the requirements of Aricle 123(2) and Article 82, in a further effort to 

advance prosecuction to grant claims 2-3 and 5-8 has been deleted in an effort to overcome 

the unity objections. Independent system claim 9 (revised claim 3) has been revised to 

include the subject matter of claim 1 thereby rendering the unity objection against the 

independent system claim moot. 

The arguments supplied supporting the patentability of the main request equally apply to the 

second auxiliary request. It is respectfully submitted that the claims of the second auxiliary 

request meets the requirements of the EPC. 
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Third Auxiliary Request 

While the Applicant maintains that claims of the main request meets the requirements of 

Aricle 123(2), in a further effort to advance prosecuction to grant, the term "external device" 

has been replaced with the term "mobile communication device or a personal compute" in 

the third auxiliary request. 

Furthermore, the Applicant submits that the claims of the Third auxiliary request meets the 

requirments of Article 56 EPC for the same reasons as outlined above with reference to the 

main request. 

Fourth Auxiliary Request 

While the Applicant maintains that claims of the main request meets the requirements of 

Aricle 123(2), in a further effort to advance prosecuction to grant, the term "external device" 

has been replaced with the term "mobile communication device" in the Fourth Auxilairy 

Request. 

Furthermore, the Applicant submits that the claims of the fourth auxiliary request meets the 

requirments of Article 56 EPC for the same reasons as outlined above with reference to the 

main request. 

Fifth Auxiliary Request 

While the Applicant maintains that cthe laims of the second auxiliary request meets the 

requirements of Aricle 123(2) and Article 82, in a further effort to advance prosecuction to 

grant, the term "external device" has been replaced with the term "computer or cellular 

phone". 

Furthermore, the Applicant submits that the claims 1 and 2 of the fifth auxiliary request 

meets the requirments of Article 56 EPC for the same reasons as outlined above with 

reference to the main request. 

Sixth Auxiliary Request 

While the Applicant maintains that the claims of the second auxiliary request meets the 

requirements of Aricle 123(2) and Article 82, in a further effort to advance prosecuction to 

grant, the term "external device" has been replaced with the term "mobile communciation 

device". 

Furthermore, the Applicant submits that the claims of the sixth auxiliary request meets the 

requirments of Article 56 EPC for the same reasons as outlined above with reference to the 

main request. 
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Final Remarks 

I hereby take the precaution of requesting oral proceedings in the event that the Board is minded to 

take any decision adverse to the Applicant. Any amendments made in these proceedings, and the 

observations contained in this letter, are made solely for the purposes of the prosecution of this European 

patent application and without prejudice to the applicant in other jurisdictions. 

Yours faithfully 

Paul Keane 
Representative 
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Fifth Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus , the apparatus being operable to 

interphase with a host personal computer or cellular phone for activation of 

various operations between the host personal computer or cellular phone 

and the handheld apparatus, while using a display and keyboard of the host 

personal computer or cellular phone for user 's interactions with the 

handheld apparatus; the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with an integrated 

processing module and an integrated encryption module for the storage of 

said user's data and documentation files; 

an authentication unit configured to compare the reading of the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus with a pre-recorded set of personal biometric 

identification parameters; 

a processing module m communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module; 

communication and data connection means for communicating with 

said host personal computer or cellular phone, said communication and 

Page 499 of 713



5 

10 

15 2 . 

20 

25 

30 

62 

data connection means being m communication with said processmg 

module; 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied and the operation of the portable 

handheld apparatus is completely shut down. 

A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user 's personal data and documentation files, each personal 

identification unit being operable to interphase with a host personal 

computer or cellular phone for activation of various operations between the 

personal identification unit and said host personal computer or cellular 

phone, while using a display and keyboard of the host personal computer 

or cellular phone for user 's interactions with the personal identification 

unit; each of said personal identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 
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an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus and in the event that a change occurs in any of the 

plurality of personal biological identification parameters, access to 

the stored personal data files is denied and the operation of the 

apparatus is completely shut down; and 

communication and data connection means in communication with said 

processing module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the personal 

identification unit, measuring and recording at least one of said 

user's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

3. A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 
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b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld apparatus as claimed in claim 1; wherein 

each of said portable handheld apparatus being associated with a unique user, each 

unique user being registered with said system manager. 

4. The system of claim 3 fmther comprising a plurality of registered emergency 

centers and a plurality of registered service providers in communication with said 

system manager, to be accessed by said plurality of users; and 

A plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users. 
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Sixth Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus , the apparatus being operable to 

interphase with a mobile communication device for activation of various 

operations between the mobile communication device and the handheld 

apparatus, while using a display and keyboard of the mobile 

communication device for user's interactions with the handheld apparatus; 

the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with an integrated 

processing module and an integrated encryption module for the storage of 

said user's data and documentation files; 

an authentication unit configured to compare the reading of the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus with a pre-recorded set of personal biometric 

identification parameters; 

a processing module m communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module; 
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communication and data connection means for communicating with 

said mobile communication device, said communication and data 

connection means being in communication with said processing module; 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied to said mobile communication device and 

the operation of the portable handheld apparatus is completely shut down. 

mobile communication device 

A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user 's personal data and documentation files, each personal 

identification unit being operable to interphase with a mobile 

communication device for activation of various operations between the 

personal identification unit and said mobile communication device, while 

using a display and keyboard of the mobile communication device for 

user's interactions with the personal identification unit; each of said 

personal identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 
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at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus and in the event that a change occurs in any of the 

plurality of personal biological identification parameters, access to 

the stored personal data files is denied and the operation of the 

apparatus is completely shut down; and 

communication and data connection means in communication with said 

processing module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the personal 

identification unit, measuring and recording at least one of said 

user's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 
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.3. A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld apparatus as claimed in claim 1; wherein 

each of said portable handheld apparatus being associated with a unique user, each 

unique user being registered with said system manager. 

10 4. The system of claim 3 fmther comprising a plurality of registered emergency 

centers and a plurality of registered service providers in communication with said 

system manager, to be accessed by said plurality of users; and 

15 

20 

A plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users. 

Page 506 of 713



5 

10 

15 

20 

25 

61 

Second Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus , the apparatus being operable to 

interphase with an external device for activation of various operations 

between the external device and the handheld apparatus, while using a 

display and keyboard of the external device for user 's interactions with the 

handheld apparatus; the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module m communication with an integrated 

processing module and an integrated encryption module for the storage of 

said user's data and documentation files; 

an authentication unit configured to compare the reading of the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus with a pre-recorded set of personal biometric 

identification parameters; 

a processing module m communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module ; 

communication and data connection means for communicating with 

said external device, said communication and data connection means being 

in communication with said processing module; 
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wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied to said external device and the operation 

of the portable handheld apparatus is completely shut down. 

A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user's personal data and documentation files, each personal 

identification unit being operable to interphase with an external device for 

activation of various operations between the personal identification unit and 

said external device, while using a display and keyboard of the external 

device for user's interactions with the personal identification unit; each of 

said personal identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 
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a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus and in the event that a change occurs in any of the 

plurality of personal biological identification parameters, access to 

the stored personal data files is denied and the operation of the 

apparatus is completely shut down; and 

communication and data connection means in communication with said 

processing module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the personal 

identification unit, measuring and recording at least one of said 

user's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 
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c. a plurality of portable handheld apparatus as claimed in claim 1; wherein 

each of said portable handheld apparatus being associated with a unique user, each 

unique user being registered with said system manager. 

4. The system of claim 3 fmther comprising a plurality of registered emergency 

5 centers and a plurality of registered service providers in communication with said 

system manager, to be accessed by said plurality of users; and 

10 

A plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users. 
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Third Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus, the apparatus being operable to 

interphase with an mobile communication device or a personal computer 

for activation of various operations between the mobile communication 

device or a personal computer and the handheld apparatus, the apparatus 

comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with said processing 

module and said encryption module for the storage of said user 's data and 

documentation files; 

an authentication unit configured to compare the plurality of 

personal biological biometric identification parameters of the user holding 

the apparatus with a pre-recorded set of personal biometric identification 

parameters; 

a processing module in communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module ; 

communication and data connection means for communicating with 

said mobile communication device or personal computer, said 
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communication and data connection means being in communication with 

said processing module; 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the portable handheld apparatus and in the event that a 

change occurs in any of the plurality of personal biological identification 

parameters, access to the stored personal data files in said first memory 

module is denied to said mobile communication device or personal 

computer and the operation of the portable handheld apparatus is completely 

shutdown. 

The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a heart pulse rate measurement indicator, a body 02 blood 

saturation level indicator, a body heat measurement indicator, an electro­

dermal activity indicator, a body respiration indicator and a physical or 

emotional stress indicator. 

3. The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the portable handheld apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing inf01mation associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 
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the parable handheld apparatus fmther comprises an encryption unit 

m communication with said processing module for the encryption plus 

compression and for the decompression plus decryption of said user's data 

files; or 

an emergency button in communication with said processmg 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said p01table handheld apparatus and any of a group of 

registered emergency centers, said emergency call transmitting any of a 

group of data files containing information associated with the unique user 

of said portable handheld apparatus, including the identification data of said 

user, the personal medical data file of said user, and location of said user; 

or wherein said portable handheld apparatus is configured to communicate 

with any of a group of service providers, said group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user; thereby allowing said user to access and manage 

personal data and documentation files, associated with said user; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet 

by said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises 

at least one of a group of connection and communication devices including 

a data interface connector attached to a host computer, a Mini USB, a 

compatible industrial data inte1face connector attached to a cellular phone, 

a near field wireless communication inte1face, a Bluetooth communication 

inte1face, a magnetic reader inte1face, and a smart card reader based on a 
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contact-less communication interface usmg induction or RF 

communication; or 

fmther comprising an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said portable handheld apparatus through one of said group of 

communicating devices through which the apparatus is connected, said 

computer or cellular phone having keyboard and display units associated 

therewith, thereby allowing the user to interact with said first memory 

module and with said processing module of said apparatus via said 

keyboard and display units, whereby said computer or cellular phone is 

configured to utilize and interact with said memory module, said processing 

module and said sensor module of said apparatus. 

4. The apparatus of claim 1, wherein said apparatus fmther compnses an 

associated power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, wherein said apparatus whenever connected to said 

device said apparatus battery power recharging is generated and a data 

backup process is generated, fmther comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said backup memory unit; and 

if the first memory module of the apparatus lacks data, said 

electronc unit updating the first memory module with the last version of the 

data stored within said mass memory solid-state backup memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last version of 

the data stored within said apparatus's solid-state memory unit. 

5. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 
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for storing each user 's personal data and documentation files, each personal 

personal identification unit being operable to interphase with a mobile 

communication device or a personal computer for activation of various 

operations between the personal identification unit and the handheld 

apparatus, each of said personal identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

personal identification unit and in the event that a change occurs in 

any of the plurality of personal biological identification parameters, 

access to the stored personal data files is denied to said mobile 

communication device or personal computer and the operation of 

the personal identification unit is completely shut down; and 

communication and data connection means in communication with said 

processing module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 
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