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b. at least one life signs detector, integrated within the personal 

identification unit, measuring and recording at least one of said 

user 's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

The method of claim 5 

wherein at least one of said plurality of life signs detectors includes a 

heart pulse rate measurement indicator, a body 02 blood saturation level 

indicator, a body heat measurement indicator, an electro-dermal activity 

indicator, a body respiration indicator and a physical or emotional stress 

indicator, the method further comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

said personal identification unit communicating, via any one of a 

group of communication means, with any of a group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user thereby allowing said user to access and manage said 

user 's personal data and documentation files stored by said group of service 

providers. 
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7. The method of claim 5, wherein said personal identification unit further 

comprises an emergency button in communication with said processing 

module and said communication and data connection means, the method 

fmther comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said personal identification unit and any of a group of registered emergency 

centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein said personal identification unit further comprises a magnetic 

strip element, the method further comprising the step of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

ATM, a point of sale, a magnetic strip or near field communication reading 

device (NFC); or 

wherein the personal identification unit further comprises a power 

charging and data backup device, said device comprising a charging and 

power unit, an electronic sub unit and a mass memory solid-state memory 

unit, the method fmther comprising the steps of: 

comparing the memory content of said personal identification 

unit first memory module to the memory content of said mass 

memory solid-state memory unit; and 

if the first memory module of the personal identification unit 

lacks data, updating the first memory module with the last version of 

the data stored within the solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 
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vers10n of the data stored within said personal identification unit 's 

solid-state memory unit. 

8. The method of claim 5, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method fmther comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration fmther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be fmther stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

9. The method of claim 8, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager fmther communicating with said unique user and 

first comparing said unique user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 
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i. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user 's personal identification 

unit; and 

ii said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

iii said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

lV. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

10 . A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

and 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld units as claimed in any one of 

claims 1 to 4; wherein each of said portable handheld apparatus being 

associated with a unique user, each unique user being registered with said 

system manager. 
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11 . The system of claim 10 further comprising 

12. 

a plurality of registered emergency centers and a plurality of registered 

service providers in communication with said system manager, said plurality 

of service providers including banks, credit card companies, insurance 

companies, clinics, hospitals and medical insurance companies, government, 

municipal and utility entities and selected websites frequently accessed by 

said plurality of users; 

wherein said system manager's access to and communication with the 

personal data and documentation files stored in said portable handheld units 

associated with each said unique user and to the personal data and 

documentation files stored by said group of service providers is only enabled 

after positive authentication of each of said unique user 's personal biometric 

identification parameters by said authentication unit and measuring the 

n01mal measured output of each one of said user's life sign parameters; and 

wherein said at least one of said user 's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 0 2 saturation level indicator, a body heat 

measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

The system according to claim 10, wherein said system manager 1s 

configured: 

to communicate with said portable handheld units to compare the 

user 's ID data file stored in the unique user's portable handheld units with 

the co1Tesponding identification data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a fmther level of security identification prior to full 

communication and data updating capability being enabled between said 

system manager and said user portable handheld unit; and 

wherein said fmther level of security identification compnses said 

system manager sending a first string of coded alphanumeric data uniquely 
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associated with said user portable handheld unit to said user po1table 

handheld unit, said portable handheld unit responding with a second string 

of coded alphanumeric data uniquely associated with said user portable 

handheld unit, and said system manager verifying the received second string 

of coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

said system manager comparing for full matching for N consecutive 

times received additional difkrent strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; or 

wherein each portable handheld unit fmther comprises an emergency button 

in communication with said processing module and said communication 

and data connection means module; 

wherein the po1table handheld unit is configured to transfer any of a 

group of data files containing information associated with the user, including 

files such as the identification data of the user, personal medical data file of 

the user, the measured set of life sign parameters of the user, associated with 

the user and an updated location of the user; and 

wherein the portable handheld unit is configured to initiate an 

emergency call to any of said plurality of registered emergency centers, 

whenever said emergency button is activated or whenever any of the group 

of life sign indicators detects a critical level. 

13 . The system of claim 10, wherein said system, fmther comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 
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wherein said call center is configured to communicate the user's 

location coordinates to an emergency rescue team and simultaneously said 

call center is configured to communicate with any of said plurality of 

registered emergency centers and service providers to receive said user 's 

updated medical data and to transfer said data to and from the user's 

personal identification unit. 
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First Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus , the apparatus being operable to 

interphase with an external device for activation of various operations 

between the external device and the handheld apparatus, while using a 

display and keyboard of the external device for user 's interactions with the 

handheld apparatus; the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module m communication with an integrated 

processing module and an integrated encryption module for the storage of 

said user's data and documentation files; 

an authentication unit configured to compare the reading of the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus with a pre-recorded set of personal biometric 

identification parameters; 

a processing module m communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module ; 

communication and data connection means for communicating with 

said external device, said communication and data connection means being 

in communication with said processing module; 
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wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied to said external device and the operation 

of the portable handheld apparatus is completely shut down. 

The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a heart pulse rate measurement indicator, a body 02 blood 

saturation level indicator, a body heat measurement indicator, an electro­

dermal activity indicator, a body respiration indicator and a physical or 

emotional stress indicator. 

3. The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing inf01mation associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 

the apparatus fmther comprises an encryption unit in 

communication with said processing module for the encryption plus 

compression and for the decompression plus decryption of said user 's data 

files; or 
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an emergency button in communication with said processing 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said apparatus and any of a group of registered 

emergency centers, said emergency call transmitting any of a group of data 

files containing information associated with the unique user of said 

apparatus, including the identification data of said user, the personal 

medical data file of said user, and location of said user; or 

wherein said apparatus is configured to communicate with any of a 

group of service providers, said group of service providers including banks, 

credit card companies, clinics, hospitals and medical insurance companies, 

municipal and utility entities and websites frequently accessed by said user; 

thereby allowing said user to access and manage personal data and 

documentation files, associated with said user; or 

wherein said external device comprises any one of a group including 

a remote server, a local server, a host computer, voice or data 

communication means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet 

by said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises 

at least one of a group of connection and communication devices including 

a data interface connector attached to a host computer, a Mini USB, a 

compatible industrial data interface connector attached to a cellular phone, 

a near field wireless communication inte1face, a Bluetooth communication 

inte1face, a magnetic reader inte1face, and a smart card reader based on a 

contact-less communication interface usmg induction or RF 

communication; or 
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fmther compnsmg an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said apparatus through one of said group of communicating devices through 

which the apparatus is connected, said computer or cellular phone having 

keyboard and display units associated therewith, thereby allowing the user to 

interact with said first memory module and with said processing module of 

said apparatus via said keyboard and display units, whereby said computer 

or cellular phone is configured to utilize and interact with said memory 

module, said processing module and said sensor module of said apparatus. 

4. The apparatus of claim 1, wherein said apparatus fmther comprises an 

associated power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, wherein said apparatus whenever connected to said 

device said apparatus battery power recharging is generated and a data 

backup process is generated, fmther comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said backup memory unit; and 

if the first memory module of the apparatus lacks data, said 

electronc unit updating the first memory module with the last version of the 

data stored within said mass memory solid-state backup memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last version of 

the data stored within said apparatus's solid-state memory unit. 

5. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user 's personal data and documentation files, each personal 

identification unit being operable to interphase with an external device for 

activation of various operations between the personal identification unit and 
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said external device, while using a display and keyboard of the external 

device for user's interactions with the personal identification unit; each of 

said personal identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit in communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus and in the event that a change occurs in any of the 

plurality of personal biological identification parameters, access to 

the stored personal data files is denied and the operation of the 

apparatus is completely shut down; and 

communication and data connection means in communication with said processing 

module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the personal 

identification unit, measuring and recording at least one of said 

user 's life sign parameters; 
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c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

6. The method of claim 5 

wherein at least one of said plurality of life signs detectors includes a 

heart pulse rate measurement indicator, a body 02 blood saturation level 

indicator, a body heat measurement indicator, an electro-dermal activity 

indicator, a body respiration indicator and a physical or emotional stress 

indicator, the method further comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

said personal identification unit communicating, via any one of a 

group of communication means, with any of a group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user thereby allowing said user to access and manage said 

user 's personal data and documentation files stored by said group of service 

providers. 

7. The method of claim 5, wherein said personal identification unit fmther 

comprises an emergency button in communication with said processing 
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module and said communication and data connection means, the method 

further comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said apparatus and any of a group of registered emergency centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein the apparatus fmther comprises a magnetic strip element, the 

method further comprising the step of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

A TM, a point of sale, a magnetic strip or near field communication reading 

device (NFC); or 

wherein said personal identification unit fmther comprises a power 

charging and data backup device, said device comprising a charging and 

power unit, an electronic sub unit and a mass memory solid-state memory 

unit, the method fmther comprising the steps of: 

comparing the memory content of said personal identification 

unit first memory module to the memory content of said mass memory 

solid-state memory unit; and 

if the first memory module of said personal identification unit 

lacks data, updating the first memory module with the last version of 

the data stored within the solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 

version of the data stored within said personal identification unit 's 

solid-state memory unit. 

The method of claim 5, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 
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remote centralized data communication storage and management system of 

said plurality of unique users, the method fmther comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration fmther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be fmther stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

9. The method of claim 8, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager fmther communicating with said unique user and 

first comparing said unique user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 

1. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user 's personal identification 

unit; and 

11 said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 
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iii said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

iv. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

10 . A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld apparatus as claimed in any one of claims 

1 to 4; wherein each of said portable handheld apparatus being associated with a 

unique user, each unique user being registered with said system manager. 

11. The system of claim 10 fmther comprising a plurality of registered emergency 

centers and a plurality of registered service providers in communication with said 

system manager, to be accessed by said plurality of users; and 

25 A plurality of registered emergency centers and a plurality of 

30 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users. 
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Main Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus, the apparatus being operable to 

interphase with an external device for activation of various operations 

between the external device and the handheld apparatus, the apparatus 

compnsmg: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with said processing 

module and said encryption module for the storage of said user's data and 

documentation files ; 

an authentication unit configured to compare the plurality of 

personal biological biometric identification parameters of the user holding 

the apparatus with a pre-recorded set of personal biometric identification 

parameters; 

a processmg module in communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module ; 

communication and data connection means for communicating with 

said external device, said communication and data connection means being 

in communication with said processing module; 
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wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the portable handheld apparatus and in the event that a 

change occurs in any of the plurality of personal biological identification 

parameters, access to the stored personal data files in said first memory 

module is denied to said external device and the operation of the portable 

handheld apparatus is completely shut down. 

The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a heart pulse rate measurement indicator, a body 02 blood 

saturation level indicator, a body heat measurement indicator, an electro­

dermal activity indicator, a body respiration indicator and a physical or 

emotional stress indicator. 

The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the portable handheld apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing inf01mation associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 

the parable handheld apparatus fmther comprises an encryption unit 

m communication with said processing module for the encryption plus 
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compression and for the decompression plus decryption of said user 's data 

files; or 

an emergency button in communication with said processmg 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said p01table handheld apparatus and any of a group of 

registered emergency centers, said emergency call transmitting any of a 

group of data files containing information associated with the unique user 

of said portable handheld apparatus, including the identification data of said 

user, the personal medical data file of said user, and location of said user; 

or wherein said portable handheld apparatus is configured to communicate 

with any of a group of service providers, said group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user; thereby allowing said user to access and manage 

personal data and documentation files, associated with said user; or 

wherein said external device comprises any one of a group including 

a remote server, a local server, a host computer, voice or data 

communication means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet 

by said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises 

at least one of a group of connection and communication devices including 

a data interface connector attached to a host computer, a Mini USB , a 

compatible industrial data inte1face connector attached to a cellular phone, 

a near field wireless communication inte1face, a Bluetooth communication 

inte1face, a magnetic reader inte1face, and a smart card reader based on a 
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contact-less communication interface usmg induction or RF 

communication; or 

fmther comprising an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said portable handheld apparatus through one of said group of 

communicating devices through which the apparatus is connected, said 

computer or cellular phone having keyboard and display units associated 

therewith, thereby allowing the user to interact with said first memory 

module and with said processing module of said apparatus via said 

keyboard and display units, whereby said computer or cellular phone is 

configured to utilize and interact with said memory module, said processing 

module and said sensor module of said apparatus. 

4. The apparatus of claim 1, wherein said apparatus fmther compnses an 

associated power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, wherein said apparatus whenever connected to said 

device said apparatus battery power recharging is generated and a data 

backup process is generated, fmther comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said backup memory unit; and 

if the first memory module of the apparatus lacks data, said 

electronc unit updating the first memory module with the last version of the 

data stored within said mass memory solid-state backup memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last version of 

the data stored within said apparatus's solid-state memory unit. 

5. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 
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for storing each user's personal data and documentation files, each personal 

personal identification unit being operable to interphase with an external 

device for activation of various operations between the personal 

identification unit and the handheld apparatus, each of said personal 

identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

personal identification unit and in the event that a change occurs in 

any of the plurality of personal biological identification parameters, 

access to the stored personal data files is denied to said external 

device and the operation of the personal identification unit is 

completely shut down; and 

communication and data connection means m communication with said 

processing module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 
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b. at least one life signs detector, integrated within the personal 

identification unit, measuring and recording at least one of said 

user 's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

The method of claim 5 

wherein at least one of said plurality of life signs detectors includes a 

heart pulse rate measurement indicator, a body 02 blood saturation level 

indicator, a body heat measurement indicator, an electro-dermal activity 

indicator, a body respiration indicator and a physical or emotional stress 

indicator, the method further comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

said personal identification unit communicating, via any one of a 

group of communication means, with any of a group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user thereby allowing said user to access and manage said 

user 's personal data and documentation files stored by said group of service 

providers. 
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7. The method of claim 5, wherein said personal identification unit fmther 

comprises an emergency button in communication with said processing 

module and said communication and data connection means, the method 

fmther comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said personal identification unit and any of a group of registered emergency 

centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein said personal identification unit further comprises a magnetic 

strip element, the method further comprising the step of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

ATM, a point of sale, a magnetic strip or near field communication reading 

device (NFC) ; or 

wherein the personal identification unit further comprises a power 

charging and data backup device, said device comprising a charging and 

power unit, an electronic sub unit and a mass memory solid-state memory 

unit, the method fmther comprising the steps of: 

comparing the memory content of said personal identification 

unit first memory module to the memory content of said mass 

memory solid-state memory unit; and 

if the first memory module of the personal identification unit 

lacks data, updating the first memory module with the last version of 

the data stored within the solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 

Page 538 of 713



5 

10 

15 

20 

25 

68 

vers10n of the data stored within said personal identification unit 's 

solid-state memory unit. 

8. The method of claim 5, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method further comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration fmther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be fmther stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

9. The method of claim 8, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager fmther communicating with said unique user and 

first comparing said unique user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 
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i. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user 's personal identification 

unit; and 

ii said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

iii said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

lV. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

10 . A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

and 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld units as claimed in any one of 

claims 1 to 4; wherein each of said portable handheld apparatus being 

associated with a unique user, each unique user being registered with said 

system manager. 

Page 540 of 713



5 

10 

15 

20 

25 

30 

70 

11 . The system of claim 10 further comprising 

12. 

a plurality of registered emergency centers and a plurality of registered 

service providers in communication with said system manager, said plurality 

of service providers including banks, credit card companies, insurance 

companies, clinics, hospitals and medical insurance companies, government, 

municipal and utility entities and selected websites frequently accessed by 

said plurality of users; 

wherein said system manager's access to and communication with the 

personal data and documentation files stored in said portable handheld units 

associated with each said unique user and to the personal data and 

documentation files stored by said group of service providers is only enabled 

after positive authentication of each of said unique user 's personal biometric 

identification parameters by said authentication unit and measuring the 

n01mal measured output of each one of said user's life sign parameters; and 

wherein said at least one of said user 's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 0 2 saturation level indicator, a body heat 

measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

The system according to claim 10, wherein said system manager 1s 

configured: 

to communicate with said portable handheld units to compare the 

user 's ID data file stored in the unique user's portable handheld units with 

the co1Tesponding identification data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a fmther level of security identification prior to full 

communication and data updating capability being enabled between said 

system manager and said user portable handheld unit; and 

wherein said fmther level of security identification compnses said 

system manager sending a first string of coded alphanumeric data uniquely 
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associated with said user portable handheld unit to said user po1table 

handheld unit, said portable handheld unit responding with a second string 

of coded alphanumeric data uniquely associated with said user portable 

handheld unit, and said system manager verifying the received second string 

of coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

said system manager comparing for full matching for N consecutive 

times received additional difkrent strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; or 

wherein each portable handheld unit fmther comprises an emergency button 

in communication with said processing module and said communication 

and data connection means module; 

wherein the po1table handheld unit is configured to transfer any of a 

group of data files containing information associated with the user, including 

files such as the identification data of the user, personal medical data file of 

the user, the measured set of life sign parameters of the user, associated with 

the user and an updated location of the user; and 

wherein the portable handheld unit is configured to initiate an 

emergency call to any of said plurality of registered emergency centers, 

whenever said emergency button is activated or whenever any of the group 

of life sign indicators detects a critical level. 

13 . The system of claim 10, wherein said system, further comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 
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wherein said call center is configured to communicate the user's 

location coordinates to an emergency rescue team and simultaneously said 

call center is configured to communicate with any of said plurality of 

registered emergency centers and service providers to receive said user 's 

updated medical data and to transfer said data to and from the user's 

personal identification unit. 
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Fourth Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus, the apparatus being operable to 

interphase with a mobile communication device for activation of various 

operations between the mobile communication device and the handheld 

apparatus, the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with said processing 

module and said encryption module for the storage of said user 's data and 

documentation files ; 

an authentication unit configured to compare the plurality of 

personal biological biometric identification parameters of the user holding 

the apparatus with a pre-recorded set of personal biometric identification 

parameters; 

a processmg module in communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module ; 

communication and data connection means for communicating with 

said mobile communication device, said communication and data 

connection means being in communication with said processing module; 
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wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the portable handheld apparatus and in the event that a 

change occurs in any of the plurality of personal biological identification 

parameters, access to the stored personal data files in said first memory 

module is denied to said mobile communication device and the operation of 

the portable handheld apparatus is completely shut down. 

The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a heart pulse rate measurement indicator, a body 02 blood 

saturation level indicator, a body heat measurement indicator, an electro­

dermal activity indicator, a body respiration indicator and a physical or 

emotional stress indicator. 

The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the portable handheld apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing inf01mation associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 

the parable handheld apparatus fmther comprises an encryption unit 

m communication with said processing module for the encryption plus 
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compression and for the decompression plus decryption of said user 's data 

files; or 

an emergency button in communication with said processmg 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said p01table handheld apparatus and any of a group of 

registered emergency centers, said emergency call transmitting any of a 

group of data files containing information associated with the unique user 

of said portable handheld apparatus, including the identification data of said 

user, the personal medical data file of said user, and location of said user; 

or wherein said portable handheld apparatus is configured to communicate 

with any of a group of service providers, said group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user; thereby allowing said user to access and manage 

personal data and documentation files, associated with said user; or 

wherein said mobile communication device comprises any one of a 

group including a remote server, a local server, a host computer, voice or 

data communication means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet 

by said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises 

at least one of a group of connection and communication devices including 

a data interface connector attached to a host computer, a Mini USB , a 

compatible industrial data inte1face connector attached to a cellular phone, 

a near field wireless communication inte1face, a Bluetooth communication 

inte1face, a magnetic reader inte1face, and a smart card reader based on a 
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contact-less communication interface usmg induction or RF 

communication; or 

fmther comprising an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said portable handheld apparatus through one of said group of 

communicating devices through which the apparatus is connected, said 

computer or cellular phone having keyboard and display units associated 

therewith, thereby allowing the user to interact with said first memory 

module and with said processing module of said apparatus via said 

keyboard and display units, whereby said computer or cellular phone is 

configured to utilize and interact with said memory module, said processing 

module and said sensor module of said apparatus. 

4. The apparatus of claim 1, wherein said apparatus fmther compnses an 

associated power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, wherein said apparatus whenever connected to said 

device said apparatus battery power recharging is generated and a data 

backup process is generated, fmther comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said backup memory unit; and 

if the first memory module of the apparatus lacks data, said 

electronc unit updating the first memory module with the last version of the 

data stored within said mass memory solid-state backup memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last version of 

the data stored within said apparatus's solid-state memory unit. 

5. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 
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for storing each user 's personal data and documentation files, each personal 

personal identification unit being operable to interphase with an mobile 

communication device for activation of various operations between the 

personal identification unit and the handheld apparatus, each of said 

personal identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

personal identification unit mobile communication deviceand in the 

event that a change occurs in any of the plurality of personal 

biological identification parameters, access to the stored personal 

data files is denied to said mobile communication device and the 

operation of the personal identification unit is completely shut 

down; and 

communication and data connection means m communication with said 

processing module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 
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b. at least one life signs detector, integrated within the personal 

identification unit, measuring and recording at least one of said 

user 's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

The method of claim 5 

wherein at least one of said plurality of life signs detectors includes a 

heart pulse rate measurement indicator, a body 02 blood saturation level 

indicator, a body heat measurement indicator, an electro-dermal activity 

indicator, a body respiration indicator and a physical or emotional stress 

indicator, the method further comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

said personal identification unit communicating, via any one of a 

group of communication means, with any of a group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user thereby allowing said user to access and manage said 

user 's personal data and documentation files stored by said group of service 

providers. 
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7. The method of claim 5, wherein said personal identification unit further 

comprises an emergency button in communication with said processing 

module and said communication and data connection means, the method 

fmther comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said personal identification unit and any of a group of registered emergency 

centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein said personal identification unit further comprises a magnetic 

strip element, the method further comprising the step of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

ATM, a point of sale, a magnetic strip or near field communication reading 

device (NFC); or 

wherein the personal identification unit further comprises a power 

charging and data backup device, said device comprising a charging and 

power unit, an electronic sub unit and a mass memory solid-state memory 

unit, the method fmther comprising the steps of: 

comparing the memory content of said personal identification 

unit first memory module to the memory content of said mass 

memory solid-state memory unit; and 

if the first memory module of the personal identification unit 

lacks data, updating the first memory module with the last version of 

the data stored within the solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 
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vers10n of the data stored within said personal identification unit 's 

solid-state memory unit. 

8. The method of claim 5, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method fmther comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration fmther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be fmther stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

9. The method of claim 8, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager fmther communicating with said unique user and 

first comparing said unique user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 
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i. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user 's personal identification 

unit; and 

ii said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

iii said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

lV. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

10 . A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

and 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld units as claimed in any one of 

claims 1 to 4; wherein each of said portable handheld apparatus being 

associated with a unique user, each unique user being registered with said 

system manager. 

mobile communication device 
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11 . The system of claim 10 further comprising 

12. 

a plurality of registered emergency centers and a plurality of registered 

service providers in communication with said system manager, said plurality 

of service providers including banks, credit card companies, insurance 

companies, clinics, hospitals and medical insurance companies, government, 

municipal and utility entities and selected websites frequently accessed by 

said plurality of users; 

wherein said system manager's access to and communication with the 

personal data and documentation files stored in said portable handheld units 

associated with each said unique user and to the personal data and 

documentation files stored by said group of service providers is only enabled 

after positive authentication of each of said unique user 's personal biometric 

identification parameters by said authentication unit and measuring the 

n01mal measured output of each one of said user's life sign parameters; and 

wherein said at least one of said user 's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 0 2 saturation level indicator, a body heat 

measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

The system according to claim 10, wherein said system manager 1s 

configured: 

to communicate with said portable handheld units to compare the 

user 's ID data file stored in the unique user's portable handheld units with 

the co1Tesponding identification data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a fmther level of security identification prior to full 

communication and data updating capability being enabled between said 

system manager and said user portable handheld unit; and 

wherein said fmther level of security identification compnses said 

system manager sending a first string of coded alphanumeric data uniquely 
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associated with said user portable handheld unit to said user po1table 

handheld unit, said portable handheld unit responding with a second string 

of coded alphanumeric data uniquely associated with said user portable 

handheld unit, and said system manager verifying the received second string 

of coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

said system manager comparing for full matching for N consecutive 

times received additional difkrent strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; or 

wherein each portable handheld unit fmther comprises an emergency button 

in communication with said processing module and said communication 

and data connection means module; 

wherein the po1table handheld unit is configured to transfer any of a 

group of data files containing information associated with the user, including 

files such as the identification data of the user, personal medical data file of 

the user, the measured set of life sign parameters of the user, associated with 

the user and an updated location of the user; and 

wherein the portable handheld unit is configured to initiate an 

emergency call to any of said plurality of registered emergency centers, 

whenever said emergency button is activated or whenever any of the group 

of life sign indicators detects a critical level. 

13 . The system of claim 10, wherein said system, fmther comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 
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wherein said call center is configured to communicate the user's 

location coordinates to an emergency rescue team and simultaneously said 

call center is configured to communicate with any of said plurality of 

registered emergency centers and service providers to receive said user 's 

updated medical data and to transfer said data to and from the user's 

personal identification unit. 
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Second Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus whtle-----#te apparattt5-----i5 

communicatmg---wi#t---an---e3Hemal---ae¥i€e, the apparatus being operable to 

inteiphase with an external device for activation of various operations 

between the external device and the handheld apparatus, while using a 

display and keyboard of the external device for user 's interactions with the 

handheld apparatus;_ the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with ~an integrated 

processing module and said-an integrated_encryption module for the storage 

of said user's data and documentation files; 

an authentication unit configured to compare the reading of the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus with ~g_pre-recorded set of personal 

biometric identification parameters; 

a processing module in communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module; 
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communication and data connection means for communicating with 

atrsaid external device, said communication and data connection means 

being controlled by-iH½&-in communication with said processing module; 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied to said external device and the operation 

of the portable handheld apparatus is completely shut down. 

The apparatus according to claim--l-,--wl½ereifl.---5aia---af-lea5t---en-e-ef-5aid user' s 

life--sigi½--parametern is measured-ey-aRy-ef-a-gi:eup4-life--sigi½ indicators 

iocluding a body ~p-ttlse rate mea5ffi'effietH-ifldica-ter,-a-beay-Q2~ 

saturation le1rel -inaicateF;---a body heat measurement-indicator, a~lectFo­

ae:fffial actiyity -inaicatef,-a-bedy respiHH-ief½-iRaicatOf--af½d-a-pl½ysical--ef 

emotional atress-iRaicator.-

e,,3,-, ---tT-tthe-apparatus according to c-laim-l;-

wherein, 1.Yhene1rer any44he group -ef-life sign indicators detects a 

cfi.tical le,,el, the apparatus is configured-te;­

ifli.tiate-a&-emeFgef½CY-eall-t&-aRy-ef-a-gi:eup4 registerea-emergency 

centers and 5ef½a--te--saia--regis-terea emergency centers aRy-ef-a-gi:eup· 

of-aata-#les containing information associate4-with-the-ttseF;- including 

the identifi.catieR data file -ef-the-tt5e½·, personal medical fi.le-ef-the-tt5ef;­

the measured se-t-ef-life-5igti parameters-ef-#½e-ttSeF-afl&-locatiefl-ef-the-

HSeF,ef 

the apparatus further comp1ises--an encrypti-efl-----1:HHt-----iR 

communication 1.vith -saia--precessing -moa-ttle--for---the encryptioR---pl-HS 
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compressioH-aHEi-fef-the decompressien plus decryptioH-Of said user '~ 

files· er 

an emergfficy button -tn---€ommunicatieR----¥.'ith said processmg 

module ana----5aia communication--ana----aata connection means module; 

v.•herein on---5aia--emergency button -beiftg actiyated, communicatiOft--i-& 

initiated -betweeft---5ai~-affiffiS--aHe----an~f--a--gFeUp----ef--t=egi&teree­

emergencytenteFs,--saie--emergency-call transmitting-any-ef-a-gmup--ef-aata 

files containing information--asseciated with the ---ttHittue----HSef--ef---saie­

app-affiffiS, including-the identification---aata--ef---saie---HSef,the personal 

medical ciata..file-ef-5aid user, ana location-ef-saie--tt5er,-et= 

wherein -saiEl- apparatus is configured-te-communicate---with--any--ef-a 

gFeUp4-se~f0¥ie-ers, said-gFeUp-ef service-pm¥iElefs including ban~ 

aed-ik;affi.-€empanie5,€ltn-ics,hosp-itals-ana- medical in&ufance-€0mpani-es, 

municipal-an& utility entittes-ane--weesites frequent! y-accessee--by-saie--ttSer,• 

thereey all01.ving---5aia user to access and---maHa~eFSOftal-aata--and 

documentation-file5,-associated-with-5aiEl--HseF,-ef 

v.•herein said eJlternal de11•ice comprises any-ene--ef-a-gFeUp including a 

feffi0t~ef,a local sen•er,a-host-€0mputer, yoice Of-e-ata communication 

meaH-S-ane--a-€elMaF-pho~-ef 

wherein -saiEl- emergency-call--is---in-it-iateEl--¥-ia-any--eH-e-of-a--gfOUP-of 

eommunication mean-s-tncluding a secured-set=¥eF,Elifec-tly-¥ia-the-intemet-by 

saie---app-affiffi5-€0H-nect-ion---ane- communicati0ft-m-eans,-¥ia-the--intemet­

through-any-host-€0~uter, yia -a--¥0ice-ana--aata communication de0yice GHe­

¥ia-any cellular phone-H-etw0f~-0f 

v.•herein saie--€0fnmunication-ana--aa~onnection -means comprises at 

least one of a-gFeUp-of-ceH-nect-ioH--ane--cemmunicatiOH--ae-'fices-including a 

El-ata--in-terface coA-nectef attached-te--a-host---€omputer, a --Mi-A-i-Y8B,-----a 

compatible-ine-ustfial--aata-iA-tefface-ceH-neCtOf attached-te-a cellular phone,a 

near field wireless communication inteFface,--a-Blueteoth communicatieH­

iA-tefface,-a magnetic reader interface,--ana--a---smart---€afd reader -based--en--a 
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eontact less eommtmieation intetfaee using induetion or RF eommunieation; 

0f 

fmiher eomprising an stornd----5eftware------meaule----thffi automatieaHy 

~-the-eperating system of the eomputer or eeHular-phene-eeflfleeteEi-4e­

said apparatus through eHe-ef said group of eommunieating deyiees through 

whieh the apparatu-s-i~eeted, said eomputer or eeHular phone having 

keyboard and display-ttnits assoeiatea---thew,vith, thereby-aHov,ring the-llsef-te. 

internet 1.vith said HFSt--meffiefY module and 1.vith said proeessing meaule-ef 

said apparatus via said keyboaFd- and display-uni ts, ,,,•hereby said eomputet: 

er eeHular -phone is eonfigm:ed to utili~ and interaet 1.vith said memory 

module,-saiG proeessing module and said sensot:..meaule-ef-said apparatus.-

4J. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user 's personal data and documentation files, each peFSefli¼l 

personal identification unit being operable to inteiphase with an external 

device for activation of various operations between the personal 

identification unit and--the--haneheld-aooaratus said external device, while 

using a display and keyboard of the external device for user 's interactions. 

with the personal identification unit; each of said personal identification 

units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 
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a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus while-the personal identific-atieIH:ffii-t-are comnnmicating 

with-an eli:temal de>,•ice and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, 

access to the stored personal data files is denied and the operation of 

the apparatus is completely shut down; and 

communication and data connection means in communication with said 

processing module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the personal 

identification unitappaFaffiS, measuring and recording at least 

one of said user 's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

~ .--T-he-Hte-tRFMO-He.,o~fHC&t}it<aHlflIBFt--t-4 

,vherein at -leaGt one of-said plurality--ef life signs detectors inch1d-~-bod-y--heaft 

jffilse-ffite measurement -ind-ieater;--a--eod-~---bloed saturation le¥el 

indicator,---a--bod-y--heat measurement ind-ieater,---aH--e-lectfo dermal activity 

indicator,---a--bod-y-respiffitioH--ind-ieator-and--a--f)hysieal--er emotional -stre55 

indicator ,-the-method further comprising-the--step-s-of;. 
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initiating an emergency call4e--aHy-ef--a--gFOOfl-ef registered emergency centers, 

whenever 1rny-ef-the~ign indicatorn detects a-€fi-tical-l-e...e¥,--and 

wherein said emergency---€all transmits aHy---Bf--a-gfffiJj3-ef--aata---Hles infmmation 

a55eciated 1.vith----the user, including identification -ef-the---useF;---peFSOHal 

medical data--Hle---ef-the-user, the measured set of life sign-j3Ufameters of-the 

useF-aHd-loca-fiefl-ef-the-useF,-ef 

v.•herein the method .fui:thef-€0fHJ3fises4he--&l:ej3-0f:-

j,aia-----peFSoH-al identifi ca fieH---uHit-----€emmu-n-ic-a ting, v ia----an-y---eHe--ef---a----gFeUj3---Bf 

Cemfflunication means, 1.vith any -ef-u group of ser..,rice providers including 

banks, credit card companies, clinics,--hospita~ medical insurance 

companies, municipahmd-utility entities aHd-websites frequently-accessed 

-by--said---usef thereby aUowmg"""'ai&-useF---t&--access and manage said--useF-& 

personal -aata---aHd--aocumentation -+iles stored by-said group of service 

prnvider1r.-

H-6,-, --T+he method of claim 4, 1.vherein saia--peFSOHal-identificatieH--um-t apparatus 

further comprises an emergency button-----iH communication --with-----said 

pf0cessiflg-mo4ule--and-said communication--aHd-aata connection means, the 

method further c-empfisi.n.g--the--&l:epS-ef:-

whell said emergency button is activated, a-call-is-initiated betv.,reen -saia apparatus 

aHd-any-ef-a-gfOUj3-ef registered emergency centers;--and 

sai4 emergency call transmiHin-g--afly-ef-a group of-aata-Hles infmmatien--associated 

v.tith the user, including identification aata-ef-the user, the peFSeHal medical 

data-file-ef-the-user, and location of the user;-ef 

wherein the appai:atus further cornpfises--a magnetic--stFip--element, the method 

fui:thei:-cempFising-the step of:-

after positiye authentication -ef--said---usef2.s---f)ersonal identification --paFametei:s, 

actwating said magnetic titfifl thereby--allewin-g--saia magnetic Afl'ip4o---ee 

read--by--aHy-ef-gfOUj3-ef devices including a credit card--FeadeF,-a:H-ATM,--a 
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point of sale, a magnetic strip eH½ear field comffiunication reading deyice 

(NFC); Of 

wherei-n--said--pefSOool identification lffii-t--the apparatus further comprises-a-poweF 

charging -iu½d-aata--eack-up--de¥i-ce,--said device comprising-a charging -afld 

pewei:-un-it, an electronic sub -un-it-afld-a-mass memory -sel-i-d state memory 

tin-it, the method further c-e~Hg the step-a-ef:-

compariHg-4e memory coflteflt--ef--5aid--pefS0flal identification -ttn-it apparatus fifSt 

memory module to-the memory content of said-mass memory-5olid--&tate 

memory unit; and 

10 if-the first memory module of.-saia personal identification unit the apparatus-!acks 

15 

20 

25 

aata, updating the first memory module 1.vith the last versiOH--ef-the---aata 

5terea-withiH--the----selid----state memory tiffi-F,---aHd 

if--5aid~lid state memory-ttn-it---ef-said deyice laas---aata,-up~-the--5eli-d--state 

memory unit Gf-saia deyice 1.vith the last 1,•ersion ef-tlw data stored vAthin 

7. 

said-pefSOHal identification un-it~ _apparatus' s-50li-d--&tate memory-un-if,-

The method of c-lai-m 4, wherein each--ef-said plurality of unique-ttSefS--i-5-i-n 

communication vAth a system maHageF,-Sa-id system maHageF managing a 

remote centralized data communication storage-afld management system -of 

said plurality-of unique users, the method furtheF-Compfi-si-Hg-the-5tep,i,-ef:. 

a.--5aid system-HHHH¼gei" registering-each unique tiSeF-aHd-storiflg-the--peFSoool--!9-

data file of each-~--u5ef--iH--a memory sub system connected -to--sai-d 

centralized system; and 

-&.-said registratien further includes the step 1.Yherein said system manager generates 

for each system user N paiFS--ef-two different randomly selected characters 

5-tfi.Hgs, each--ef-saia-5tfffigs--i-5-a combination-ef-H alphanumeric characters 

in length;-afld 

c . said system maHageF-5tofiHg--5aid N pairs ill-said system memory-5Ub system-afld 

sending said n characters strings -paifs40--be stored--iH--said unique w.eF 

peFSOHal identification unit memory module;-and 
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d:----Saia---j3€!Fseftal identific~----ttffif generating -a secret access -eede----ef---b 

alphanumeric characters -te~e-fuftflef-stefed-in-said system memery w±thm· 

a special--paftition centaining the list4--5aid secret access eedes--fef-said 

plurality --ef---mtique usern--withem assigning --any---identificatien----ef----link 

-e~-the-asseciated-ti5eFS-te-hi*egi&tered secret OOce55-€0de7 

...,g __ --T~h~e--methed ef €!aim 7, 1.Yherein --aftef---Fegi&tfatien--af½d----upon nermal 

imtiatiefl-ef-€0mmunicatien -eetween--5aid-sy&tem managef--ane--each unique 

~ -, said system manager further cemmunicating 1.vith &aid unique U5ef-aHa 

first cemparing -5aid unique user' s ID --data---file and said persenal 

-ieentificatien unit unique em-eedded characterizing seria-1:-n 1:1meer stOfed-in 

the unique user 's-persenal-identification unit with-the cen-espending ~~ 

ID and pemenal identificatien -d-ata-ffien~d in said memery sue systen¥,---aoo 

if-the-twe sets ef identificatien-eata match; 

1. 

11 

l1l 

lV, 

said system managet= sending a fiffit-5tt'ffig-ekaid-stefed-N strings-ef-eeded 

alphanumeric data, ~e--said user 's J:3efSonal identificatien-unit; and 

said user persenal identificatien unit respending--with-the-5e60nd matching 

~--ffem--the-same-4efedfaif---ef---eeded- alphanumerie---d-ara~ely 

assecia~fith said user-pefSeflili identificatien-tm-w.-and 

said system managet=-€0H½paring the received secend string--ef ceded 

alphanumeric -dam 1.vith a secend string ef c-eded alphanumerie--eam--pre­

Sffit=e0--HHhe memery sue system;-and 

said system manager eemp,arin-g---fsf censecuti\o'e-M eut ef N-~--fhe 

recewed-additieool different strings of ceded alphanumerio--d-affi-pre--5tered 

ifr-the--mem8fy---ef--5aid--peHienal identificatien -HFHt asseciated-w#h--5aid­

ffittt}Ue user -with-the additienal strings ef-€0ded alphanumeric daffi--pFe­

Sffifed-in-the memery-ef sue system; and 

-v;-------ff--all-M strings -ef---eeded--alphanumeriG--d-u ta match ,----then---$id~m 

manager declares authenticating -ef--5aid unique--tt5ef--afld-pefffliHing--5aid­

~-Hser access to -5aid system, 
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A system for managing pernenal and secured-datfHlnd documentatien-files 

ef-a plurality of URHJUe users , the system compFising-;-

a,--a system maoogef-fur managing and--ufldat-ing--peFSenakl-ata-ef-saia 

system plurality of URHJUe--uliers vlith eaeh--ef-said plurality of l:lfiHJUe-ttseflr, 

ana 
&.-a storage system-cenHeeted-te--5aid system managef-te--s-tere--updated 

peFSenal-daffi of each ef~--plurality-ef unique users; and 

c~ plurality of -peFSenal identification units, each ef said peFSenal­

identification units being asseciated--with---a--uniftue user, each--m½ique user 

being-registered-with said system manage:F,---eaCh----ef-said---peFSenal­

identifica tien----utHt5---€empfising--a storage----utH~nfigured -te---stere-the 

personal ID data fi.le-ef each unique U5ef-and-a plurality ef biometric sensors 

foF-rnading a--plurali-ty-ef-pef50flal biometric identifieation parameters of the 

usef-helding the apparatus, said-plurality of bieme-tfic--5en50~ing stored 

within the peFSenal identificatiofl---UfHts-stered 1.vithin said ---peFsenal­

identificat-ien-tHH-ts;-s-aid-life-ai.gns detectoi=--bei~enfigured-to measure and 

recefd-at-leas-t-one of said--ti5eH-l~gn-j31¼ffiffieteHr,-Wherein-s-aid--pl-ural-ity 

ef biometric---sefl50~ent-in-ueu~UEhl plurality--ef-peF50na~olegical­

identification parametern-a550Ciated--with---s-aid---u5ef-helding the apparatus 

v.•hile the peFSonal identification unit are comnmnicating \Vith an eJHemal­

device and i-R~ven-t-that-a change occurs in a~f the plurality-ef 

peFSena~legical identification parameters, acces540 the stored peFSenal­

Elata files is Elenied---a-Rd--the-epemt-ien--ef--the-peF50nal--identificatie&-unit--i-5 

cempletely4t¼t-ae~Rd 

d,--a--plural-ity-ef-computer hosts and cellulaF-phenes in commurucafie& 

with--said system manageF,--enabling-the direct cea&eet-ien--by-said system 

maRagei: 1.vith said --pl-ufal-ity-ef-~ users through theif correspeRd-ing 

personal i dentificatioa--ffi½-i¥,-and 

&--a-plufality--ef---regis-tered emergency--ce&tefS--iHld-a-plufal-ity--ef 

registered---sef't'ice proyiders in communication with said system -maRagef, 
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said plurality of seF'riee-pro1,•iEiers including -baRks, credit -caf0----€0+HpaRte6;-

in□ttfl¼flee eeFRpaeies, eHaies flos13itals aaQ B3efflcel iR □ttranee eetHpaAies,. 

goyernment, municipal and utility entities GRd- selected-websires frequently 

aceessea 0y said plurality of users·. 

wherein saia system :ff¼ftftagetfi:ft66ess fO and cemmuRicatio~--the­

personal data and documentat+on files stored-m-saia personal identificatioH 

units associated with each said unique user and to the personal data and 

documentation files stored 0j' said group of service provis!!rs is onl;• !!na0l!!s 

a~er positi t'e atttkenfication of each of said ttRiqtte t-tser' s personal 0iometrie 

isentifieation parameters 0y said authenticatioR-Uf½~d measuring-the­

norHml meas1:1red outp1:1t ofeaeh one of said user' s lifo siga parameters; and 

111,•h!!r!!in sais at l!!ast ene-ef-said user ' s life sign parameters is 

measurnEi 0;• an;• of a group of life sign jndicafers including a 0od;• pulse 

rate measurement inaieator, a 000;• OJ sat1:1ration le1,•el insieator, a 000;• heat 

measurement insieator, an eleetro sermal aeti,rity insieator, a 0osy 

resriration inaieator ans a ph;rsieal or emotional stress insieator 

The system according to claim 9,-wherein each of-sai~raltty-of personal· 

isentification units comprises:• 

h---a--seR50f-ffiod-u~mprising il plurality of 0iometFic--seft50f5--for, 

r!!asing a ph1rality of p!!rsonal hieraefric ideofifio8*ieo parnraefers ef--the 

user holaing the of---pef50nal---identification units, said --ef personal 

iaentifieation units 0eing-eniquel y identified-w-tth-sai-d---tt5eF,--and-

ft::ft precessing raedule in oerara1mioofifla::WAA.,..ais sensor-mod-l:lle4er' 

proe!!ssing sais p!!rsonal is!!ntifieation parameters and-fer processing-am!. 

managing the personal ans seeurna aata ans aoeumentation files assoeiatea 

wttlH.ai:d--useF,-afld-

iih---an---authentiea tien----m¼it----ia co ram UD:ififttiAR--wi~---f)rocessing 

mosul!! eonfigur!!S to r!!e!!i\'i! ans autl'¼!!ntieat!! tR!! is!!ntity of-said--ttsef--0y 

eomparing said 1:1ser' s personal identifieatioR--parameteFS--reatl--ey-the--seftSor 

mosul!! ans proe!!SS!!S 0y tR!! proe!!ssing mosul!!, witR a pr!! f!!Oorded.-set-ef 

per son al iaen tifieation ~rameteFS-stored--ffl-said-autl'¼entieation uRit;--aHd-
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1 Y. an encryptioH-m0ffitle---m communication 1.vith saia processmg 

module fOf-the encryption--Jlli:l5--€01Hpressio~r decompression-plu-& 

decryption--of-&aid-ttSeF&-d-affi-Hles~ana 

¥.--a--&tOffige--tiffit in communication •.vith said processing-module and 

said encryption medttle-feF.-the storage of-saia user' s Eiaffi and documenmtion 

files· aed 

vi. communication and data-connection means in communication--with 

&aiEl processing module for connecting said plurality of perso:aal 

identification-units 'tvith said system manager and plurality of senrice 

pFO~ 

+l r.l.,----+The system according to claim 10, 1,1,·herein said system --manager-ts 

configured: 

to communicate v/ith said personal identification-tHH-ffi-to eo1Hpare the 

user' s ID Elam--fi.le--&tored in the t:tnique ~ personal ideHtificn-tiOH-tiilits 

with the correspona-ing identification data stored in -saia-ntorage unit, and 

if the two sets ef identification--aata--ma-tch,-theH-saia system maHageF 

~onfigured--to initiate a further le,,el of security identification-prief-to-full 

communication and data-updating caJ300ility-Being--erutbled betv.reen -saia 

system manageHlHd--5aiEl user perso:aal identification -HH-i¥,--an4 

•.vherein &aiEl further level of security identific-atioH--€0ffiprises said 

system manager sending-a first string of coded alphanumeric data uniquely 

associatea- 1.vith said user-peFSOH-Ul identification unit to said-user perso:nal 

identification-tHHt,-5aid personal identification unit responding with a &eCOH& 

string of coded alphanumeric Elata uniquely associatea---with said user 

personal identification unit, and said s;,stem ma:nager ,,erifying the recehred 

second string of coded alphanumeric data 1.vith a second string of -€odea 

alphanumeric data pre stores in the memory sub system;-aH4 

said system manager eomparing-foF-full matching for-N--consecutive 

times received additional different strings-of coded alphanumeric data--pre­

stored in the mem01:y--of said personal identificatieIHHHt-a5sociateEl "tvith said 
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~-tiSeF-with counter generated -aaditieool strings of coded alphanumeric 

data-pre--stered in the memory-ef &Mb systeHr,-eF 

wherein each peFSoool identification-unit further comprises an emergency 

-buttoR in communicatiofl 1.vith said processing---module------aHd------5aid-

6flffiftll mica ti aft a od data :GOO oectiafl:::Hteftftfi:ffladttle~ 

v.•herein Hle-peF50Hal identification-unit-is configured t-o--tffinsfef-al½j'-Of 

a-gFOUp--of-eata-fi.les containing---iHformation associated 1.vith -the--usef, 

including--fi.les such as-the identification data--of-th-e--usef, personal medical 

data--fi.le-ef-th-e user, the measured ~ life sign paFUmetern of-th-e-usef;­

associated 1.vith tlle-useF-ane-an updated location of-the-user,-and-

1.vherein -the---peFSOHal identification----uni-t---is--€0n-figured---to---ini-tiate--an­

emeFgency--call--to--an-y---of--aaid- plurality -ef registered -emergency centers, 

whene1,•e1~id- emergency button -i-s--actwated--or v,•hene>vef--an-y--of-th-e--gmup· 

of life sign indicators detects a critical le'fel,. 

A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising:_ 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld apparatus as claimed in claim 1; wherein 

each of said portable handheld apparatus being associated with a unique user, each 

unique user being registered with said system manager._ 

4. The system of claim 3 fmther comprising a plurality of registered emergency 

centers and a plurality of registered service providers in communication with said 

system manager, to be accessed by said plurality of users; and 

A plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 
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government, municipal and utility entities and selected websites frequently 

accessed by said plurality of userst. 

12. The system of-elaim-9, wherein saiEkystem, further G0ffiJ3fiSe5;· 

a-€0rnputerized call center configm·ed -to--recei-¥e--phone-ealls-ef-ernefgency voice 

and data messages-ffem--aH-y--ef--said plurality of--regis-tered-ernefgffiCy 

ceHtefS-an&-a--pllifaliry--ef registerea service provideFS-aH-d--to-£ommunica te 

with-any-ef-said plurali ty-ef-sel:tt:tlaf-phone-aH-d-host computers;-aH-d 

whereiH-Said-€all center is configm·ed to communicate --the--tl-Sef ' s locatieH 

ceordinates to-an-emergency resrne-team--af½d simttltaneously -said--€all­

cefltef-is-€0nfigured to semHmmca-te with any of-said-pllifality-ef-regis-terea 

emergency centers and seryice proyiders to receive--said-useH updated 

medical aa-ta--aH-d--to transfer said-aata--to--iH½d--ffem--the--useH--personal 

identification ani-h 
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Fifth Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus , the apparatus being operable to 

interphase with aH~temal d,wice host personal computer or cellular phone 

for activation of various operations between the ~al deYice host 

personal computer or cellular phone and the handheld apparatus, while 

using a display and keyboard of the ~mal dei,<ice host personal computer 

or cellular phone for user's interactions with the handheld apparatus; the 

apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module m communication with an integrated 

processing module and an integrated encryption module for the storage of 

said user's data and documentation files; 

an authentication unit configured to compare the reading of the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus with a pre-recorded set of personal biometric 

identification parameters; 

a processing module m communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module ; 
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communication and data connection means for communicating with 

said e*temal deyiee host personal computer or cellular phone, said 

communication and data connection means being in communication with 

said processing module; 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied te--said e,.ternal-d-e¥iee-and the operation 

of the portable handheld apparatus is completely shut down. 

A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user 's personal data and documentation files, each personal 

identification unit being operable to interphase with aH-e¾ctemal de•liee host 

personal computer or cellular phone for activation of various operations 

between the personal identification unit and said e~al deyiee host 

personal computer or cellular phone, while using a display and keyboard of 

the e¾ctemal--de¥iee host personal computer or cellular phone for user 's 

interactions with the personal identification unit; each of said personal 

identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 
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at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus and in the event that a change occurs in any of the 

plurality of personal biological identification parameters, access to 

the stored personal data files is denied and the operation of the 

apparatus is completely shut down; and 

communication and data connection means in communication with said 

processing module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the personal 

identification unit, measuring and recording at least one of said 

user's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 
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3. A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld apparatus as claimed in claim 1; wherein 

each of said portable handheld apparatus being associated with a unique user, each 

unique user being registered with said system manager. 

10 4. The system of claim 3 fmther comprising a plurality of registered emergency 

centers and a plurality of registered service providers in communication with said 

system manager, to be accessed by said plurality of users; and 

15 

20 

A plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users. 
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Main Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus while-----#te apparatttS-----ffi 

eomrnunieating -wi-th-an--e3i'.temal deyiee, the ap,12aratus being operable to 

inteiphase with an external device for activation of various operations 

between the external device and the handheld apparatus, the apparatus 

comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with said processing 

module and said encryption module for the storage of said user 's data and 

documentation files; 

an authentication unit configured to compare the plurality of 

personal biological biometric identification parameters of the user holding 

20 I the apparatus with ffle£! pre-recorded set of personal biometric 

identification parameters; 

25 

a processing module m communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module ; 

communication and data connection means for communicating with 

ansaid external device, said communication and data connection means 

being een-tffill.ed-by-ana-in communication with said processing module; 
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wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the portable handheld apparatus and in the event that a 

change occurs in any of the plurality of personal biological identification 

parameters, access to the stored personal data files in said first memory 

module is denied to said external device and the operation of the portable 

handheld apparatus is completely shut down. 

The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a eeeyheart pulse rate measurement indicator, a body 02 blood 

saturation level indicator, a body heat measurement indicator, an electro­

dermal activity indicator, a body respiration indicator and a physical or 

emotional stress indicator. 

The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the portable handheld apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing inf01mation associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 

the parable handheld apparatus fmther comprises an encryption unit 

m communication with said processing module for the encryption plus 
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compression and for the decompression plus decryption of said user's data 

files; or 

an emergency button in communication with said processmg 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said portable handheld apparatus and any of a group of 

registered emergency centers, said emergency call transmitting any of a 

group of data files containing information associated with the unique user 

of said portable handheld apparatus, including the identification data of said 

user, the personal medical data file of said user, and location of said user; 

or_wherein said portable handheld apparatus is configured to communicate 

with any of a group of service providers, said group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user; thereby allowing said user to access and manage 

personal data and documentation files, associated with said user; or 

wherein said external device comprises any one of a group including 

a remote server, a local server, a host computer, voice or data 

communication means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet 

by said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises 

at least one of a group of connection and communication devices including 

a data interface connector attached to a host computer, a Mini USB , a 

compatible industrial data inte1face connector attached to a cellular phone, 

a near field wireless communication inte1face, a Bluetooth communication 

inte1face, a magnetic reader inte1face, and a smart card reader based on a 
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contact-less communication interface usmg induction or RF 

communication; or 

fmther comprising an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

5 I said portable handheld apparatus through one of said group of 

communicating devices through which the apparatus is connected, said 

computer or cellular phone having keyboard and display units associated 

therewith, thereby allowing the user to interact with said first memory 

module and with said processing module of said apparatus via said 

10 

15 

20 

25 

30 

keyboard and display units, whereby said computer or cellular phone is 

configured to utilize and interact with said memory module, said processing 

module and said sensor module of said apparatus. 

4. The apparatus of claim 1, wherein said apparatus fmther compnses an 

associated power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, wherein said apparatus whenever connected to said 

device said apparatus battery power recharging is generated and a data 

backup process is generated, fmther comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said backup memory unit; and 

if the first memory module of the apparatus lacks data, said 

electronc unit updating the first memory module with the last version of the 

data stored within said mass memory solid-state backup memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last version of 

the data stored within said apparatus's solid-state memory unit. 

4~. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 
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for storing each user 's personal data and documentation files, each personal 

personal identification unit being operable to inteiphase with an external 

device for activation of various operations between the personal 

identification unit and the handheld apparatus, each of said personal 

identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

personal identification unit apparatus v,·hile-------the personal 

identifieation-u-nit-are-eemmunieatiflg--with-an e*ternal device and in 

the event that a change occurs in any of the plurality of personal 

biological identification parameters, access to the stored personal 

data files is denied to said external device and the operation of the 

aeparatu5 personal identification unit is completely shut down; and 

communication and data connection means in communication with said 

processing module;_the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 
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b. at least one life signs detector, integrated within the personal 

identification unit apparat~, measuring and recording at least 

one of said user 's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

The method of claim 4~ 

wherein at least one of said plurality of life signs detectors includes a 

eeeyheart pulse rate measurement indicator, a body 02 blood saturation 

level indicator, a body heat measurement indicator, an electro-dermal 

activity indicator, a body respiration indicator and a physical or emotional 

stress indicator, the method fmther comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

said personal identification unit communicating, via any one of a 

group of communication means, with any of a group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user thereby allowing said user to access and manage said 

user 's personal data and documentation files stored by said group of service 

providers. 
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61. The method of claim 4~, wherein said personal identification unit apWfam5 

further comprises an emergency button in communication with said 

processing module and said communication and data connection means, the 

method further comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said personal identification unit apBaram5 and any of a group of registered 

emergency centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein said personal identification unit the:::::;apparam5 fmther 

comprises a magnetic strip element, the method further comprising the step 

of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

A TM, a point of sale, a magnetic strip or near field communication reading 

device (NFC) ; or 

wherein the apparams personal identification unit fmther comprises a 

power charging and data backup device, said device comprising a charging 

and power unit, an electronic sub unit and a mass memory solid-state 

memory unit, the method further comprising the steps of: 

comparing the memory content of said personal identification 

unit ~arams first memory module to the memory content of said 

mass memory solid-state memory unit; and 

if the first memory module of the apeaHlttts personal 

identification unit lacks data, updating the first memory module with 

the last version of the data stored within the solid-state memory unit; 

and 
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if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 

version of the data stored within said personal identification 

unit'sapparatus' solid-state memory unit. 

The method of claim 4~, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method further comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration fmther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be fmther stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

The method of claim +~, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager fmther communicating with said unique user and 

first comparing said unique user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 
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if the two sets of identification data match; 

1. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user 's personal identification 

unit; and 

11 said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

m said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

iv. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre-

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

-910 . A system for managing personal and secured data and documentation files 

20 of a plurality of unique users, the system comprising: 

25 

30 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

and 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of personal identifieatien--Hni-tsportable handheld units as 

claimed in any one of claims 1 to 4; wherein each of said personal 

identifieation----mH-tsportable handheld apparatus being associated with a 

unique user, each unique user being registered with said system manager~, 
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eaeh-ef--.saie---peFSeH-al- identificatien units comprising a---&teffige---umt 

eonfigured to store the personal-I9--data--fil-e4 each unique user -ana-a 

plurality of biometric sensors for reading-a plurality of--persoHal biometric 

identification parameters of the user holding the apparatus, said plurality-Bf 

biometric sensors being stored within the persoHal--ieeHtifi.catien units stored 

v .. ithin said i3ef'50Hal-identificatioo-un-its,saia--life--signs detec-tof-beillg 

cen-figurea to measure ana-recera---a-t---least----eHe-ef---&aid user's life sign 

parameters; ,..,.herein said plurality of biometric sensors continuously read a 

plurality of--J38fSOHal--bielogical identificatioH parameters associated ·,vith 

5aia user holding the apparatus -while the personal identification unit are 

communicatillg--with--an external device and iH-4-e--e¥eHt4h-at---a change occurs 

in any of the plurality-ef.---peFSOHal-biological identificatioo----pammetef&;­

access to the stored J38f50llal data files is denied-and the operatioH--ef-the 

personal-identification unit is completely shut d01,vn; and 

d,-a--pl-urality-ef computer -hosts and cellulaF--phones in communicatioo 

\vith said system -maHager, enabling the direct connection--b~id system 

manager with said --pl-urality of unique users through their corresponaillg 

pefSOool-identificatio&-un-it;-ana 

The system of claim 10 further comprising 

e.---a plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users; 

wherein said system manager's access to and communication with the 

personal data and documentation files stored in said peFSOHal identification 

portable handheld units associated with each said unique user and to the 

personal data and documentation files stored by said group of service 

providers is only enabled after positive authentication of each of said unique 
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user 's personal biometric identification parameters by said authentication 

unit and measuring the normal measured output of each one of said user's 

life sign parameters; and 

wherein said at least one of said user 's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 0 2 saturation level indicator, a body heat 

measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

-l-G:--------+he system accord ing----to---€laim---9, 1,1,·herein --each---ef--said­

pl-ttmlify-ef~senal identificatien-mliffi co1l½priseSf• 

h--a--senser--mOffi:He comprising-a plurality--ef-hlernetric--sensers--fer 

reading--a--plu-rali-ty--ef--personal--eiemetrie--identifieation parameters---ef--the 

tiSer---holding----the---ef---personal identificatien units, said -Bf personal­

id-entification-umts-eeing uniquely identified-with-said--user,-and-

ii.a processing-mOffi:lle-in-semmumeation-with-said-sensor-mOffi:He-fer 

processing---said---personal identification pammerers--and-for--preeessing--and 

managing t-he-persenal-and--secured-dffia--and documentation files associated 

with sai-d-u ser; and 

iii.---an--authentication---um-t--in---€0mmunication----with---the processing 

module collfi.gured--to--recei¥e--and-aut-hentieate4he identity ef--said---user--by 

comparing said-tiSer!s--persoRal-identification parameters-~)' the sensor 

module and proeessed by the processing module , vlith a pt=e-½'eeerded-set--ef 

persenal-identification parameters-&tored-iH--said-authenticatio:1Hffit¥,-and-

i¥.-aR--eRcryptioR--mOffi:lle--in communication-with-said- processing­

rnodule fur the enGryptioR---p~ompressioR---0r decomprnssioR---plus 

decryptiOR-ef-said-user21Hlata-fileS;-aoo 

¥:--a--&tomge--uRit--iH communication-with-said--preeessing-mOffi:lle--and 

said-eRCryptioR-mOffi¼le-fer-the-sterage-ef-said,iSer:.S-data-an-d-OOSttmefltatiefl 

fttetit--aoo 
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vi. eoRHnuaieatieIHtRG-aaffi-eefffleetien meaas ia eommuaieatieR-wAA 

said---j3Foee!fflffig-meMle--fet:----eeRReeti-Rg----saie---r!ufali-ty-ef---13"ffi0RBl· 

ie-eRtiffeatieR----u-Ri-ts ,vith said~m------maR-agef----aREl-----plurali-ty----ef----5ef¥iee 

j3f0¥ie-ef5, 

5 H12. The system according to claim 10, wherein said system manager 1s 

10 

15 

20 

25 

configured: 

to communicate with said f)ef50Ral ideatifieatiea__J2ortable handheld 

units to compare the user's ID data file stored in the unique user 's f)ef50RBl 

ie-eRtiHeatiea portable handheld units with the corresponding identification 

data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a fmther level of security identification prior to full 

communication and data updating capability being enabled between said 

system manager and said user j3effi0Ral-ideatifteatien_J201table handheld unit; 

and 

wherein said fmther level of security identification comprises said 

system manager sending a first string of coded alphanumeric data uniquely 

associated with said user pernoaal--½deRtifieatien-portable handheld unit to 

said user f)efSORBl-----tdeRtifieatienportable handheld unit, said f)efSoRal 

ideatifieatien portable handheld unit responding with a second string of 

coded alphanumeric data uniquely associated with said user pef50Ral 

ie-eRtiHeatieR-portable handheld unit, and said system manager verifying the 

received second string of coded alphanumeric data with a second string of 

coded alphanumeric data pre-stored in the memory sub-system; and 

said system manager comparing for full matching for N consecutive 

times received additional difkrent strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; or 
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wherein each personal identification ----QOrtable handheld unit further 

comprises an emergency button in communication with said processing 

module and said communication and data connection means module; 

wherein the peFSon-al identificati0R-portable handheld unit is 

configured to transfer any of a group of data files containing information 

associated with the user, including files such as the identification data of the 

user, personal medical data file of the user, the measured set of life sign 

parameters of the user, associated with the user and an updated location of 

the user; and 

wherein the pe¥50n-al identification p01table handheld unit 1s 

configured to initiate an emergency call to any of said plurality of registered 

emergency centers, whenever said emergency button is activated or 

whenever any of the group of life sign indicators detects a critical level. 

-1-±.Ll_. The system of claim 910, wherein said system, further comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 

wherein said call center is configured to communicate the user's 

location coordinates to an emergency rescue team and simultaneously said 

call center is configured to communicate with any of said plurality of 

registered emergency centers and service providers to receive said user 's 

updated medical data and to transfer said data to and from the user's 

personal identification unit. 
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Fourth Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus while-----#te apparatttS-----ffi 

eomrnunieating -wi-th-an--e*temal deyiee, the ap,12aratus being operable to 

inteiphase with a mobile communication device for activation of various 

operations between the mobile communication device and the handheld 

apparatus, the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with said processing 

module and said encryption module for the storage of said user's data and 

documentation files ; 

an authentication unit configured to compare the plurality of 

personal biological biometric identification parameters of the user holding 

20 I the apparatus with ffle£! pre-recorded set of personal biometric 

identification parameters; 

25 

a processing module m communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module ; 

communication and data connection means for communicating with 

tffisaid e*temal--tie¥ieemobile communication device, said communication 
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and data connection means being ee!Hfellea-ey-aaa-in communication with 

said processing module; 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the portable handheld apparatus and in the event that a 

change occurs in any of the plurality of personal biological identification 

parameters, access to the stored personal data files in said first memory 

module is denied to said mobile communication device and the operation of 

the portable handheld apparatus is completely shut down. 

The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a eeeyheart pulse rate measurement indicator, a body 02 blood 

saturation level indicator, a body heat measurement indicator, an electro­

dermal activity indicator, a body respiration indicator and a physical or 

emotional stress indicator. 

The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the portable handheld apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing information associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 
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the parable handheld apparatus fmther comprises an encryption unit 

m communication with said processing module for the encryption plus 

compression and for the decompression plus decryption of said user 's data 

files; or 

an emergency button in communication with said processmg 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said portable handheld apparatus and any of a group of 

registered emergency centers, said emergency call transmitting any of a 

group of data files containing information associated with the unique user 

of said portable handheld apparatus, including the identification data of said 

user, the personal medical data file of said user, and location of said user; 

or_wherein said portable handheld apparatus is configured to communicate 

with any of a group of service providers, said group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user; thereby allowing said user to access and manage 

personal data and documentation files, associated with said user; or 

wherein said e~al devicemobile communication device 

comprises any one of a group including a remote server, a local server, a 

host computer, voice or data communication means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet 

by said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises 

at least one of a group of connection and communication devices including 

a data interface connector attached to a host computer, a Mini USB , a 

compatible industrial data inte1face connector attached to a cellular phone, 
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a near field wireless communication inte1face, a Bluetooth communication 

inte1face, a magnetic reader inte1face, and a smart card reader based on a 

contact-less communication interface usmg induction or RF 

communication; or 

fmther comprising an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said portable handheld apparatus through one of said group of 

communicating devices through which the apparatus is connected, said 

computer or cellular phone having keyboard and display units associated 

therewith, thereby allowing the user to interact with said first memory 

module and with said processing module of said apparatus via said 

keyboard and display units, whereby said computer or cellular phone is 

configured to utilize and interact with said memory module, said processing 

module and said sensor module of said apparatus. 

4. The apparatus of claim 1, wherein said apparatus further compnses an 

associated power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, wherein said apparatus whenever connected to said 

device said apparatus battery power recharging is generated and a data 

backup process is generated, fmther comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said backup memory unit; and 

if the first memory module of the apparatus lacks data, said 

electronc unit updating the first memory module with the last version of the 

data stored within said mass memory solid-state backup memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last version of 

the data stored within said apparatus's solid-state memory unit. 
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4-5_. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user 's personal data and documentation files, each personal 

personal identification unit being operable to inteiphase with an mobile 

communication device for activation of various operations between the 

personal identification unit and the handheld apparatus, each of said 

personal identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

personal identification unit aeparams--------wmle------the personal 

identificatioIH:mit-are communicating--with--aH e*ternal de¥icemobile 

communication device-and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, 

access to the stored personal data files is denied to said mobile 

communication device and the operation of the aeparams personal 

identification unit is completely shut down; and 
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communication and data connection means m communication with said 

processing module;_the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the personal 

identification unit apparatus, measuring and recording at least 

one of said user 's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

The method of claim 4~ 

wherein at least one of said plurality of life signs detectors includes a 

eeeyheart pulse rate measurement indicator, a body 02 blood saturation 

level indicator, a body heat measurement indicator, an electro-de1mal 

activity indicator, a body respiration indicator and a physical or emotional 

stress indicator, the method fmther comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

said personal identification unit communicating, via any one of a 

group of communication means, with any of a group of service providers 
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including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user thereby allowing said user to access and manage said 

user 's personal data and documentation files stored by said group of service 

providers. 

The method of claim 4~, wherein said personal identification unit apWfamB 

further comprises an emergency button in communication with said 

processing module and said communication and data connection means, the 

method further comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said personal identification unit apBaram5 and any of a group of registered 

emergency centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein said personal identification unit the:::::;aepaFamB fmther 

comprises a magnetic strip element, the method further comprising the step 

of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

A TM, a point of sale, a magnetic strip or near field communication reading 

device (NFC); or 

wherein the @j3flffiffi5 personal identification unit fmther comprises a 

power charging and data backup device, said device comprising a charging 

and power unit, an electronic sub unit and a mass memory solid-state 

memory unit, the method further comprising the steps of: 

comparing the memory content of said personal identification 

unit aJ3i3aFam5 first memory module to the memory content of said 

mass memory solid-state memory unit; and 
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if the first memory module of the f¼J3j3afHftt5 personal 

identification unit lacks data, updating the first memory module with 

the last version of the data stored within the solid-state memory unit; 

and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 

version of the data stored within said personal identification 

unit' sapparattts' solid-state memory unit. 

The method of claim 4~, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method fmther comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration fmther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be fmther stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

-&2,. The method of claim +~, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager fmther communicating with said unique user and 
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first comparing said umque user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 

1. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user's personal identification 

unit; and 

11 said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

m said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

lV. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

-910 . A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

and 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 
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c. a plurality of j3efSeiHH identificatie~portable handheld units as 

claimed in any one of claims 1 to 4; wherein each of said -pet=50Hal 

foontilieatieR----l:HHt5portable handheld apparatus being associated with a 

unique user, each unique user being registered with said system manager~, 

each--eH.aid-pet=5eHa:l identificatiefl-Hilit5 comprising -a--stetcage-Hnit· 

configured --to store th e----pet=50Ha:l--ID----data----fi.le---of--each~e----H5ef----and---a 

-ptttffility---ef-bioffietfic---rensors for reading-a--ptt¼ffiH-tj'-ef--pef50Hftt biometric 

identificatiOR--parameters of the--l:¼Set' holding the-ap~arattt~--pmt=afuy-ef 

biometric sensot=s-being--stofee 1.vithin the personal identification Hnits-t.tofea 

withffi---iffiid----pet=50Ral identification units,---said----life~----e-etectOf-----being 

cenftgttt=ed to meas-1:¼fe and record -at--least--efltH3f---said-,tset=~---5ign 

parameteffi;-Whet=eiH---said--plufafuy-ef biometric~ffi continuously-t=ead-a 

-ptttffility--ef----pef50Ral biological -iden-ti.ficatiOR parameters associated-with 

t.aid-Hser holding----the~arattts--while----the---pet=soHal identification unit at=e 

comnnmicating with-an-e~ devicemobile communication device-ana-m 

the-e¥ent--that-a change occurHH-any-ef-the--pmt=afuy-ef--peffiORa~legical­

identification parameters, access--to----the--stOfea--pefSOHal--4tta--fH-es--is--eemea 

and the operntieH--of-the personal identificatioR--tlffit--Hl completely--sh-ut-aoWH~ 

ana 
a,-a--pmfafuy-of computer -hests-aRa--eellulaf---pheHeHH comm ~micatioa 

\Vith said system manage1:,-eRabling----the---aifect--coRRectioR-by---said system 

ffiB:Ha:gef ',Yith said plurality of-HRiEJue----H5efS thrnugh -theif---co~RtliRg 

personal identificatioR--H~-aRd 

The system of claim 10 further comprising 

e.--a plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 
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government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users; 

wherein said system manager's access to and communication with the 

personal data and documentation files stored in said j38fSORal identification 

portable handheld units associated with each said unique user and to the 

personal data and documentation files stored by said group of service 

providers is only enabled after positive authentication of each of said unique 

user 's personal biometric identification parameters by said authentication 

unit and measuring the normal measured output of each one of said user's 

life sign parameters; and 

wherein said at least one of said user 's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 0 2 saturation level indicator, a body heat 

measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

+G. The system according to-----elaim----9, 1t111herein each of --5aid-

j3ttffiili-ty-of-pef50flal identification unitG compriseSa· 

h---a--seRSo~oattle comprising -a--plut=ali~f biometri~nsof540f 

reading a j31Ufalit~f-personal---eiometfie identification parameters ef--tl½e 

Ut.er holding ---the-of personal identification -,!flits, said of pefSOnal­

identification units being-unHJuely identified v.,,iHHaid user; -and 

ih--a-proee!fflin.g--moattle-in commttnication-with--sai:El--sensoHHoattle...for 

proee55Hlg--t,aid personal identification parametef5--and for proce!ffli:ng--and 

managing--the-j38fSORal--anEi secured data and documentation files associated 

with saitl user; and 

iih---an authentication unit-in con:ITTrnmeation with the procefm¼Rg· 

moattle--eoflfigured---t0--feeei¥e--ana--authenticate the identity of said user by 

comparing said---Hs~&-j38fSOH-al-identificatie&-paFameters Fead-~-the--sensor 

moattle--and-proeesse~· the proee!fflHI g modttle ,--wi-th-a--pflH8eomeEl--se~f 

peFSORal identification parameters stOfetl in said autl½efltie-atie&-um¥,-and 
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i¥;------aH--eR~ion--meattle---iR--eommuRicatioR with---5aid procesSJ:-Rg· 

module for --th~0ryp-ti:OR-plus---€0H½pfessioR--ef---decompressio~lus 

decryptioR o f.&ai~f-'.&tl-ata--file&;--affd 

¥;-a~orage--u-m-t--iH commuRicatieR---with--sai-d--proce!ffli.Rg--moffitltHffid 

said eacryptioR module..fef-the~e4-said-t1-~ata-afl-d documefttatio.R. 

~ad 

vi. commumeati:o&-aoo-data-eoRRee-tioR meaRS iR commuRicatioR \Vith 

said proce&5i:-Rg module ----fot:---€0RRee-ti:Rg-----said-plurality--ef---pefSORal 

ideRti:Heation-uni ts ,,vith said---5Ys-tem-maRagef--aRd-phH:ality---ef senri:ce 

j3f0¥idefs-;-

-l-l-12. The system according to claim 10, wherein said system manager 1s 

configured: 

to communicate with said pefSORal--ideRti:HcatiOR_J201table handheld 

units to compare the user 's ID data file stored in the unique user 's pefSORal 

ideRtificatioR portable handheld units with the corresponding identification 

data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a fmther level of security identification prior to full 

communication and data updating capability being enabled between said 

system manager and said user f)efSORal ideRtificatioR portable handheld unit; 

and 

wherein said fmther level of security identification comprises said 

system manager sending a first string of coded alphanumeric data uniquely 

associated with said user f)efSORal ideRtificatioR portable handheld unit to 

said user f)8ffi0Ral ideatificati:0Rp01table handheld unit, said persoRal 

ideRti:Heation-portable handheld unit responding with a second string of 

coded alphanumeric data uniquely associated with said user f)ef&ORal 

ideRtification-portable handheld unit, and said system manager verifying the 

received second string of coded alphanumeric data with a second string of 

coded alphanumeric data pre-stored in the memory sub-system; and 

Page 597 of 713



5 

10 

15 I 

20 

25 

30 

73 

said system manager comparing for full matching for N consecutive 

times received additional difkrent strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; or 

wherein each personal identification ----QOrtable handheld unit further 

comprises an emergency button in communication with said processing 

module and said communication and data connection means module; 

wherein the peF50n-al identification portable handheld unit 1s 

configured to transfer any of a group of data files containing information 

associated with the user, including files such as the identification data of the 

user, personal medical data file of the user, the measured set of life sign 

parameters of the user, associated with the user and an updated location of 

the user; and 

wherein the peFSon-al identificati0R-p01table handheld unit 1s 

configured to initiate an emergency call to any of said plurality of registered 

emergency centers, whenever said emergency button is activated or 

whenever any of the group of life sign indicators detects a critical level. 

-1-±.Ll_. The system of claim 910, wherein said system, further comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 

wherein said call center is configured to communicate the user's 

location coordinates to an emergency rescue team and simultaneously said 

call center is configured to communicate with any of said plurality of 

registered emergency centers and service providers to receive said user 's 

updated medical data and to transfer said data to and from the user's 

personal identification unit. 
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Sixth Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus whtle-----#te apparattt5-----i5 

communicatmg---wi#t--an-e3Hemal---ae¥i€e, the apparatus being operable to 

inteiphase with a mobile communication device for activation of various 

operations between the mobile communication device and the handheld 

apparatus, while using a display and kevboard of the mobile 

communication device for user's interactions with the handheld apparatus; 

the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with ~an integrated 

processing module and said-an integrated _encryption module for the storage 

of said user's data and documentation files; 

an authentication unit configured to compare the reading of the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus with ~g_pre-recorded set of personal 

biometric identification parameters; 

a processing module in communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module ; 
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communication and data connection means for communicating with 

atrsaid e*temal-ee¥ieemobile communication device, said communication 

and data connection means being eefftfelled--by-aae--in communication with 

said processing module; 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied to said mobile communication device and 

the operation of the_p01table handheld apparatus is completely shut down. 

The apparatus aeeeffiiag- to claim l, ,,,hernia saie--at-lea5t--ene--ef-5a~f--'-s 

life--sig-a--parametern is measured-by-aay--ef-a--greu-p-ef--life--sig-a---ffid.ieatet:s­

iaeludiag--a--oody ~pulse rate measut=emeat--mdieatefy-a---eedy 02 !;tlQQQ 

saturatiofr---le¥el----if½dieat0f,---a----00dy----heat measurement iadieat0f,---aa--eleetf0-

d-ei=mal---aeti¥ity----iHdieatef,-a-eod-y respiration----iHdieatef---aoo---a--physieal---of 

emotioRal-stfess--mdieator:-

The apparatus accm=diag-to-elaim-1, 

wlierei&,----Wheae¥ef--aay4---th-~p---of--life sign -mdieatOfS detects a 

efitieal--l8¥el,---the appara tl-¼S-is configured -t~­

if½itiate--aa--emeFgeaey-ea-l-l--te--aay-ef-a--gFOUp---o-f-i:egistefed--emeFgeaey­

cea ters and-send-to-said registered--emeFgeaey--eeatefs--aay-ef-a--gFOup­

of-oo-ta-files containing iafofmation-assoeiated--w-ith---th-e---tI-Sef;---fficludif½g 

the ideatification-data-fi-le--ef-the user, pefSORal medical fil.e--ef-the---tI-Sef;­

the--measufe&-Set--ef--life-sig-a--pa-Fametefs--ef-the---tI-Se¥-aad--loeation--ef-the-
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the appa:Faffi5 fliithe:F comprises------aR encryption 1.mit -----ffi 

communication •.vith said-precessing module for the encryption-plus 

cempre&sieH--aR-d--.fe:F-the decompressiefr--fttBS decryption of said user's-data 

fileS' or 

an emergency button -iR communicatieR-----with-----5fH0- processmg 

mod-u~ne----5aid communication--ane--d-ata connection means module;· 

whereiR-eR-Said-emergeRCy button -beiRg activated,----€ommunication -is 

imtiated bet>.veen-----&aid apparntus-----and---any----ef--a---g:FOHp--ef----registered­

emergency centers, -said emergency c-all transmitting-aRy-ef-a-gffiUp--ef-d-ata 

ffl.es containing information --asseciatee---with----the unique --tt5e:F---ef---5aid­

apparntus, including-the identificat-ieR-d-ata---ef-&a-id--Hse:F,the-pe:FSen-al 

medical data-Hle-ef-&aid user, and-lecatieR-ef said user;-er 

wherein -said- apparntus ts configured--to--cemmunicate---with--aRy--ef-a 

group-ef~e-p:FO¥id-e:FS;-Said group -ef ser1,rice proyiders including baflks, 

C:Fedit--€a:fd companies, clinics, hospitals-and medical insurance con=tpaRi-es;­

municipal and utility entities and-websites frequently accesse~y--&aid user; 

thereby--allowiag-----&aid----ttSe:F---to access ane-----maaage----pe:FSen-al----daffi--ane­

documentation-ftles,-a550Ciated--with-said-HSer,-er 

whereiR---&a-id---e~ deyicemobile communication device comprises 

aRy one of -a--g:FOUp including -a remote --seryer, a -local seryer,---a-host 

computer,¥0ice-er-data communication meaoo-ane--a-eell-ular-pho~-er 

wherein said-emergency call is initiated--¥ia--aRy--on-e-ef--a--gro~f 

eommunicatieR-means including a-t',ecure&&e:F¥er, directly-¥ia-th-e internet-by 

said apparntus connection--and---€0mmunicatioR--ffieaRS;-----¥ia-the internet 

through--aey--host-compute:F,-¥ia--a-¥0ice--ane--d-ata communicafioR de•lice and 

¥ia-aRy-eell-ular-phon-e-Retw~ 

whereiR--$id communication -ane--d-ata-coRRectioH means comprise&-af 

least--en-e--ef--a-gffil¼p-of connection -and communication deyices including a 

data interfac~Rn-eetor attached-to-a-host computer, a -MiRi~,---a 

compafible industrial -data inte1face connect0r attached--to-a-eell-ular-phon-e,--a 

near--fi.eld---wireless communication interfaee,--a---Bluetooth communication 
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interface, a magnetic reader interfuce,--an6,l sm0:1:i cam--rea-eef--9aseEi---en---a 

contact less commtmication intetface using inductiefH>r RF communicatiefr, 

0f 

fmiher compfisiHg aa stored---seft-ware module that automatically 

detects the-eperatiag system of the computer or-eellular phone conaected to 

said apparatus through one ef said group of communicatiag deyices through 

1.Yhich the ap-paFatus-ffi---€0fl-flect8Ei,-said computer or cellular phene--Ha¥H½g 

keybeard aad d~ units asseciated--there~,,ith, there-ey-allov,ring the user to 

interact 1.vith sai:El-..fifSf-memery module aad 1.vith said -precessiffg--medttle-ef 

said apparatus-¥ia--said keyboaFd--a~isplay--u-nits, 1,Yhereby--said computer 

er cellular -phene---is---eenfigured to utilize aHa interact 1,viili. said memory 

module, said processing module and said sensor module-ef-sai:El- apparatus.-

42_. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user's personal data and documentation files, each pet;50H-al 

personal identification unit being operable to interphase with a mobile 

communication device for activation of various operations between the 

personal identification unit and----the---Handheld---aooaFatus said ~al 

Ekwic€mobile communication device, while using a display and keyboard of 

the mobile communication device for user's interactions with the personal 

identification unit; each of said personal identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 
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an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus wmle--fhe personal identific-atieIH:ffiit-are commttnicating 

1,vith an e*temal deyice and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, 

access to the stored personal data files is denied and the operation of 

the apparatus is completely shut down; and 

communication and data connection means in communication with said 

processing module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the personal 

identification unitap;Wffitl:!5, measuring and recording at least 

one of said user 's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

~ .--T•hA<eP'!-Aff!Miil@~ili:uo:w;dHo~f--4e*la11t1·-RR1:-4 

wherein4---!8a5t---ene---ef--5aid plttrality of life 5ign5 detectors inch1d-e5-a-aody ~ 

pul5e rate------mea5urement -ind-ieatof,----a----body 02----blood 5aturation level 

indicator,---a--eed-y--lleat mea5urement ind-ieatof,---afl--eleetfe dermal activity 
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iooieatoF,a---000-~ration indicator and-a physical or emotional -stress 

iooieatof;4he-method further comprising-the-step-s-of:. 

initiating -an emergency call to any ef-a-gFOl:lp-ef registered emergency centers, 

wheneveF-any-of--the-1-ife.-sigfl indicators detects a-€fitical-l8¥e¥,-ane-

v.•herein sai-e--emeFgency--call transmits -aHy--ef-a--gfffilp---ef-e-ata--file-s information 

associated 1.vith the -HSer, includiHg identification -ef--the-1,H,eF,--pefSOH-al 

medical data file of--the--1,H,er, the measured set of life sign-parametef&-Bf--the 

usef--aflG-locatiefl-of--the-useF,-er 

v.•herein the-method further comprises the &tep-ef:-

said persoool identification uni t-€0mmunicatin%,---¥ia--an-y--eH-e--ef-a--group---ef 

communication means, v.1th an-y-ef-a-gfffilp---ef-ser¥ice pro,•idern includiflg­

banks, credit card comj:¾ffiies, clinic-s,--hosri,tals and medical insurance 

companies, municipahrnd utility entities an-e-web-si-te-s-1Fe€f-ueH-tly· accessed 

-by--t,aia---i:tser--t-hereby-allo~aid user to access-ane---m-anage said user 's 

~nal--e-ata--af½0--GOcumentation -files stored by---saie---gro~f service 

p1w,<idern,-

A-€),...._ ---+T..,h~e-method of el-aim 4, 1,1,•herein sa~effiOH-al--ieentifi.catieH-uni-t apparatU5 

further comprises an emergency-buttoH-in cornmunication---Y\lith said 

processing module ane--saie- cornrnunication-ane--e-ata connection -mean-s;--the 

method further c01Rprising-the-step-s-of:. 

when said emergency button is actiyated,-a-call-i-s-ifH.tiated-betv.•een said apparatus 

ane--an-y-of-a-group-ef registered emergency centef!r,-ane-

said emergency call transmitting any-of-a group of-eata4+les information associated 

with-the-user, including identification d-ata-ef--the-user,--the personal medical 

d-ata-file-of--the-user, and location of--the-user;-er 

wherein the appaRHUs further comprises -a magnetic---strip elemen-f,the method 

further-€0Fnpri-siffg the step of:. 

after-positi,•e authentication of -said user 's personal identification parameters, 

actwating said magnetic [Hflf) thereby allov.1ng -satd magnetic -strip-to-be 
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~~-of group--ef-ae-¥iees-including a credit card reader, an A+M,--a 

130HH--ef-sale,--a--magnetic strip er-neaF-fi.ela-€emmuHi€atieH-i=eaaing deyice 

+NfiG1-;--0f 

wherein said peFS0nal identification--un-it the apparatus further -eempi'ise&-af0we¥ 

charging -and--aata---eaclntp---d-e¥ic~--e-eyice comprising-a charging -and 

130wet· unit, an electronic sub uni-t--ana-a-mass-memery--selia-4ate memory 

tiflit,the method further c-emprising-the--step~-ef;-

comparing -the memory conten-t-ef--saia--t3efSon-al- identificatioH--mHt::fii3paFams...fifSt 

memOi)' modttle-te-the memOi)' content of 5affi--fl'Hl1ffl memory -50li4-4are 

memory unit; and 

if the first memory module of.-said--pefSoHal identification unit the apparatus-lacks 

aata, updating-the first memory module 1.vith -the--la&t yersion of--the--aata 

&tefea.--withm-4e-50lia-4ate memory unit; and 

if--said-selia-4ate-memory unit of said deyice lacks -aata, updating--the-selia-4ate 

memory unit ef--saia deyice 1.vith the l~t--¥€lfSioH--ef--the--aata--&torea--withill 

~efSOn-al-idemificatioH-um-t25 _apparatus's-50lia--&tate memory -tffii.t,. 

7 . +he method of c-l-ai-m 4, 1Hherem-each-ef-said plurality of unique users is in 

commH!li€ation vlith a system managef;---Said system manager managing-a 

remete centralized aata-€0ffimuHi€atioH--&torage-alld management system of 

said plurality of unique users, the method further comprising4he--5tep~-ef:-

a:-5aid system manager register-illg--each uniqHe ~-alld storing the personal IQ. 

data file of each-~----'Ulie-f-ffi a memory S'Ub system connected -te--said 

centralized system; ana 

b..saia registration further includes the---&tep wherein &aid system manager generates 

25 for each system user -N--pairs-ef-twe different randomly selected characters 

5triH gs, each-ef-said-5H'ffi~--i-5-a combination-ef-fl-alphanttmeric characters 

in length;-alld 

Page 605 of 713



5 

15 

20 

25 

68 

e,....said system maaagei:-st0fing-5fHG N pairs iR--5aid system memory-500 system-aoo 

sending said n diaraeters strings-paifs-40--ee-stered--in-said- tmique HSeF 

pei'S0nal identification unit memory module;-and-

d. said----peF5enal identifieation unit geneHHing-----a------seeret-aeeess-eode-----ef-----b 

ulphanumefic eharacters -te--be furtheF-steree in said system memory withifl. 

a speeial partition eontaining the list-et" said seeret--aceess--€ed-es---fef---5aid­

plurality --ef---ttn-ique usern 1.vithout assigning -any identifieation--ef---±ink 

-eetween-the-assoeiated -ttSefS-te-his registered seeret-aeeess-eede • 

.,..g __ --+-The-method of €!aim-+, 1,1,•herein -after registration-an-a-upon normal 

initiation-ef-€0Hlmunieation -eetweefl-5fHG system maRageF-and--eaeh-tHHque 

user, said system manager further-€0ffimunieating 1.vith said-ffilique user-aoo 

fifst-eomparing said unique user ' s ID aata------file-----and- said peFSonal 

identifieation unit unique embedded eharaeterizing serial number stored -ifr 

the-unique user's-peFsonal identifieation unit with-the eon-esponding use~ 

m and personal identifieation data stored HHUid memory sub systern;--and-

if-the-two sets of ieentifi.eation4Ha mateh; 

1. 

it 

Ht 

said system manager sending a first string-ef~-stored--N-stfings-ef-eeded­

alphunumerie data, to-said user' s personal identifieation unit; and-

said user-peFSenal identifieation unit respenEling---with--the seeond matehing 

stfing---ffom--the same stored--paif---ef---eeded- alphanumerie -d-ata---ufliquely 

ussoeiated with-said--use½feFsonal identifieation llfliE--anEl 

said system manager eon:1:paring -the reeeii,•ed seeond --string--4 eoded 

alphanumerie---data 1.vith a seeond stfing---ef--€eded alphanumerie d-ata--pre­

s-tered--in--t:l½e memory sub system;-and-

+1ii,.-·.--sef¼a-id system -maaage~mpafing---fo-f--€0nseeutive-M--eut4--N--times--the 

reeeii,•ed add-itioaal different &tfings-ef-eoded--alphanumerie da-ta-pre--5tefed. 

in--the--memory of -5fHG--peFSonal identifieation unit assoeiated- with said 

miique-ttSer 'rlith the additional strings---ef--€ed-ed---alphanumeric data pre­

s-tered--in-the memory-Bf sub system; and 
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.... r.-----i-fi+-aU-M---sa:tags--ef--€8aea~flffi'H:tffiefie--e-ara matck, thefHiftie- system 

tJ3ABAger Eieelares IRitfl.entieatiRg ef saie 1:1RiEJ.ue 1:1ser &REl flOrfftttting saiEl 

~--ttsef-acces5-te--5aid systemc 

9-:-----A system f-eF--ffHHHl:gmg~f50fHH:--!H½0 secured-e-ata:-aoo documentatioo-ftles 

ef a tJlurabty ef uniEtue users, the S)'Stem cetHtJrising: 

a;-a system manageF-fe.F managing and utJdating tJersenal data ef said 

system tJlurality-ef~ue--useFS with each of-said tJlurality ef uniEtue users; 

ana 
e-:-a--&terage-system cennected te--58:ie system -managef-te--5tere--u~ 

tJersenal clata-ef-each-ef-5aie--pl-uffility-ef uniEfue-ttSefS-;-and-

c. a tJlurality ef tJersenal isentificatien lmits, @ach ef said tJ@rsenal 

identificatien--umts~--a55eeiated---with--a--ffillitue user, each uniEtue user 

eeit1g registeres with sais S)'St@m manager, each ef said tJersenal 

identificatien units ceffi13rising a sterage unit cenfigur@El te ster!! th!! 

tJ!!rsenal ID Elata fill! ef !!ach uniEfu!! us!!r ans a tJlurahty ef eiem!!tric s!!nsers 

fef-readtf½g-a tJlurality 0~eFS0aad biarueiric ieeetificatien tJB.raffi!!t!!rs ef th!! 

u-sef-fteldi-Hg--the aptJarntus,--&aie tJlurality ef eiemetric sensers eeing stered 

wi#HH the tJersenal identificatien uni~s ster!!a within saia tJ!!rsenal 

identificatien lffiits,----sa½d lif@ signs s@t!!cter e@ing cenfigur@s te m!!asur!! ans 

reeeFd-at-least-ene-ef-5a:ie---useFS-life-.5ign~eh:Jl'S; wtierein said tJlufality 

ef eieffietric s!!nsers centinueusly r!!as a tJlurality ef tJ!!rsenal eielegical 

identificatien parameters a55eei-ated----w-ith---saie--u-seF h elaing th!! aptJB:Fatus 

wm-le--the----persenal is!!ntificatien unit ar@ cel11ffl:unicating with an !!~,t@rnal 

~-iee--antl in the e¥ent that a ch~ occurs ~ny ef th!! tJluralit)' ef 

tJersenal eielegical identificatien tJaram!!t!!rs, access te the stered tJ!!rsenal 

Elata fifos is a!!ni!!s ans th!! StJ!!ratien ef th!! tJ!!rsenal is!!ntificatien unit is 

eeffitJletely-shu-t-ooWHt-fl:00 

El. a tJlurnlity ef ceffi13ut!!r hests ana c!!llular tJhen!!s in cemmunicatien 

with saia syst!!IH manag!!r, !! aeling th!! direct cenn!!ctien BJ' sais syst!!m 
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managei: 1.vith said ~ffilt~ f unique users through their con-espond-mg 

pef50H-al-identificatie&-untt-;-and-

e.-----a---plurality of registered emei:gency centers and a plurality4 

registered service provide~--cemrnunicatieH---with-said system --manage:F;­

said plurality4-sef¥ice p1w,•iders including-banks, credit ccH:"d -cempanies, 

insurance companies, clinic5;-ftospitals--and medical insurance companies, 

government, municij:mhind utility entities and selected 1.vebsites frequently 

accessed--by-said plurality4Wc.eFS;-

wherein said [ry'5teffi--maflageH-access to and coFRFRttnicatien--witft-t.he 

pef50H-akiata--and-4ocumentatieR--Hles--stered in said peF50nal identification 

tiffits-associated -with-each-said unique user and to ~ef50Ha~--an-d­

documentation files stored by-said group of-5ef¥iee p1w..iders is oRly-eR-abled­

aftei:-rositwe attthentication-of.each-e~id tlfl:ique user 's per:ffiil-Ul biometric 

identification parameters by -said- authentication unit and measuring the 

normal measured output of.-each-ORe-of said user' s life sign parameters; aRd-

wherein said at least ORe--ef-said user ' s life sign parameters is 

measured by any of a group of life sign indicators including a --bod-y-fHttse 

rate measurement indicatOF,-a-bod-y-0~ saturntion level indicatm=,-a-bod-y-heat 

measurement indicator, an electi:e--d-ermal activity indicator, ---a---bod-y 

respii:atieR-indicator and a physical oF-emotieookti:ess indicator. 

The system according to claim 9, 1wherein each of said plurality of personal· 

identification units comp~ 

h---a---seRSef--ffiOdule compri-siRg-a---pl-uffi~f biometric seRSef5-tOF 

reading a plurality of---perseool--biemetric identifieation parameters ef--the 

user holding-th~f-peF50Ral identificatioR units, said of pernoool­

identificutieR-UH-i ts being unique! )4d-eRtified-with--suid user; and 

ih-a processing mod-ule--iR-€0HHmHlicatioR-with-said--seRSer-module for 

processing--said----perseool identification parameters aRd- for processing--an-d­

managing the-peF50Ral-aRd secured-d-ata and documentation-ffles associated­

\Yith said-Wc.eF,-afld-
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iii. an attthentication ----Hffit-in comrnumcatieil--with--the processing 

module configured -te receive--ffi½d. attthenticate--the identity ef--5aid---u5ef-by 

~afiag-said---ttSeF-s personal identification parameters mad by the sensor 

module and processed by--the--pFOCessing module, v/ith a pm recorded set of 

personal identification parameters-5t0fed.-in--5aid- authenticatien unit; and 

Fr.--an encryption-modu-le-in communicatief½---with said processing 

module for the encryption plus comprnssieH--0r decompression plus 

decryption o f..said-ttset=2s-data-fi.les;--and-

~ storage -ffi½i.t-in communication -with-said- processing module--ffi½d. 

said- encryption module-fef-the storage of-saia-ttSeF'-S-aata-and documentation 

fttem--aoo-

vi . comrnunication and data connection-me~ communication with 

said- processing -medule--fef connecting -said- plurality -ef personal 

identification units •.vith said- system manager--af½d.-plttt=ality---ef service 

proyiders . 

+1+1-. --T+he system according to claim -1-G, 1.vhernin said system manager -ts 

configured:· 

to comrnunicate vlith said personal identification units te c011ipare the 

ttSef-'-s-±9---data--Hle-stefed-iH the unique user's perseml identification units 

with-the con-esponding identification data stored in said--sterage-m½it,aoo 

if the tv,•o -sets-ef identification-data-match,then--5aid- system manager 

is configured to -initiate-a further le¥el-ef security identification pFier-fe-full­

communication -aoo data updating capability--bemg---eHablee betv,•een --said­

system manager-and--said- user personal identification -unit;-and-

v,•herein -5a½d futiher--le¥el--ef security-identification eeffiPR5e5--said­

system maHager sending-a first string of coded alphanumeric eata uniquely 

associated 1,vith -sa-itHH,er personal identification--unit4e--said---ttser personal 

identification unit,--sa-id- personal identification--utHt-resj3ending \vith a &eeeoo 

string of coded alphanumeric data uniquely associated •.vith said user 

persOHal identificatiOH--ttnit,--fH½d---5aid- s;•stem manager yerifying the rnceiyed 
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second strin~f..-ceded alphanuraeric--d-a:tfl:--wfth--a:--second string-ef..-ced.ed 

alphanuraeric-4ata-pFe--stefeEHn-the-raeram-y• sub systera;-and 

said systera raanager comparing---.fet=---full raatching fot=---N consecutwe 

tfffies--recewed--a:dd-itfena:l different sttings--ef-ced-ed alphanuraetic-da:tfl:-pre­

stored in the raeraory-ef-said personal ideffitficatie!Htnit· associated-wtth-said 

-unique user with counter-genei-:ated-add-itierutl~s-ef-eeded alphanuraetic 

data pre stored-fn-the-ffieffiet=y-ef sub systera; or 

wherein each--pet=senal identificatioR--Hnit---tuftflet=-€empfit.es--a:n~mei-:gency 

ffitfffin----fn---eoraraunicatien 1,vith said prnceiffli.ng----ffied-ule---an~id 

comm u o iea tie:R-aafkiata-eflfl:fleetttm:::ffl:fftfl& module•· 

wherein--the--pef50Hfl:l identificatio!Htnit-is configured to--tffifl5fet=--any-ef 

a--gt=ottp~-4ata----fH.es containing --fn.fefffiatieR---a!ffleciated--with the-Ht.et=, 

including files such as the identificatien--d-atfl:--ef-the--Ht.ef,-peffieflfl:l raedical 

datfl:--ftte-ef-the user, the meat.-u-fed--set--ef-liHH.ign pararaeteffi--ef-the--ttt.ef;­

associated with the w.et=-and-an updated loc-atien--ef-the-ttt.eF,-and 

wherein--the--pet=seflfl:1--fdentifi.catieR--ttnit--it.--eenfigurnd te--½nitiate--a:n­

eraergency--eall--te--a:ny--ef said plurality--ef registei-:ed eraergency centern, 

whene¥et=--sa:id-eraei-:geney button -is acti¥ated -eF-Whene...et=-any-ef-the-gt:eu-p• 

ef-1#8 sign indicators detects-a-€fitical-le¥eh-

A system for managing personal and secured data and documentation files 

of a pluralitv of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld apparatus as claimed in claim 1; wherein 

each of said portable handheld apparatus being associated with a unique user, each 

unique user being registered with said system manager .. 
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4. The system of claim 3 fmther comprising a plurality of registered emergency 

centers and a plurality of registered service providers in communication with said 

_system manager, to be accessed by said plurality of users; and 

A plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of userst. 

12. The system of-€-laim-9, ,.,,·herein saiEkystem, further G0ffif3-Fi~­

a---€0ffifffiteR~---€all---eentei'---€0H-Hgm:eEl---fe--Feeei¥e--phene--ealls-ef--ernei:geney----¥eiee 

aHE!--Elata messages from -any--ef--saia plurality of registered ernei:geney 

eente-Fs--ana-a--pluffiliry--ef-registereEl--5ef¥iee--pF0¥iae-FS--an-d-te-€ernrnumeate 

with-any-ef-saiEl--pluffiliry--ef-eell-ulaF-phene-aHEl-he&t-eempttteF1r,-aHEi 

wherein said-------eaU center is cenfigured--4e communicate--4he------w.eF-'-5----location 

ceerdinates -t&--an--ernei:geney rescue team and simttltaneously-saia--€all• 

center is configured te-€ernrntlmcate-with any ef-said plurality ef registered 

ernei:gency centeFS---an-d---5efVice proyiders to receive---5aiEl---w,ef' s updated 

rneaical----Elata---an-d---te transfer--saia----Elata---te---an-d-ffom-4he---w,e-F-'-5-peFSOnal 

-ieentification lffiih 
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First Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus whtle-----#te apparattt5-----i5 

communicatmg---wi#t---an---e3Hemal---ae¥i€e, the apparatus being operable to 

inteiphase with an external device for activation of various operations 

between the external device and the handheld apparatus, while using a 

display and keyboard of the external device for user 's interactions with the 

handheld apparatus;_ the apparatus comprising: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module in communication with ~an integrated 

processing module and said-an integrated_encryption module for the storage 

of said user's data and documentation files; 

an authentication unit configured to compare the reading of the 

plurality of personal biological biometric identification parameters of the 

user holding the apparatus with ~g_pre-recorded set of personal 

biometric identification parameters; 

a processing module in communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module; 
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communication and data connection means for communicating with 

atrsaid external device, said communication and data connection means 

being eeffifelled-ey-iH½El-in communication with said processing module; 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the apparatus and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, access to the 

stored personal data files is denied to said external device and the operation 

of the portable handheld apparatus is completely shut down. 

The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a ~heart pulse rate measurement indicator, a body 02 blood 

saturation level indicator, a body heat measurement indicator, an electro­

dermal activity indicator, a body respiration indicator and a physical or 

emotional stress indicator. 

The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing inf01mation associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 

the apparatus fmther comprises an encryption unit in 

communication with said processing module for the encryption plus 
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compression and for the decompression plus decryption of said user 's data 

files; or 

an emergency button in communication with said processmg 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said apparatus and any of a group of registered 

emergency centers, said emergency call transmitting any of a group of data 

files containing information associated with the unique user of said 

apparatus, including the identification data of said user, the personal 

medical data file of said user, and location of said user; or 

wherein said apparatus is configured to communicate with any of a 

group of service providers, said group of service providers including banks, 

credit card companies, clinics, hospitals and medical insurance companies, 

municipal and utility entities and websites frequently accessed by said user; 

thereby allowing said user to access and manage personal data and 

documentation files , associated with said user; or 

wherein said external device comprises any one of a group including 

a remote server, a local server, a host computer, voice or data 

communication means and a cellular phone; or 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet 

by said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises 

at least one of a group of connection and communication devices including 

a data interface connector attached to a host computer, a Mini USB, a 

compatible industrial data inte1face connector attached to a cellular phone, 

a near field wireless communication inte1face, a Bluetooth communication 

inte1face, a magnetic reader inte1face, and a smart card reader based on a 
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contact-less communication interface usmg induction or RF 

communication; or 

fmther comprising an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said apparatus through one of said group of communicating devices through 

which the apparatus is connected, said computer or cellular phone having 

keyboard and display units associated therewith, thereby allowing the user to 

interact with said first memory module and with said processing module of 

said apparatus via said keyboard and display units, whereby said computer 

or cellular phone is configured to utilize and interact with said memory 

module, said processing module and said sensor module of said apparatus. 

4. The apparatus of claim 1, wherein said apparatus fmther compnses an 

associated power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, wherein said apparatus whenever connected to said 

device said apparatus battery power recharging is generated and a data 

backup process is generated, further comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said backup memory unit; and 

if the first memory module of the apparatus lacks data, said 

electronc unit updating the first memory module with the last version of the 

data stored within said mass memory solid-state backup memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last version of 

the data stored within said apparatus's solid-state memory unit. 

4~. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user 's personal data and documentation files,_each peFSeHal 
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personal identification unit being operable to inteiphase with an external 

device for activation of various operations between the personal 

identification unit and---the--ilaoohekl---apeaffiftts said external device, while 

using a display and keyboard of the external device for user's interactions. 

with the personal identification unit; each of said personal identification 

units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

apparatus wmle--the personal identificakeIH:mit-are comnnmicating 

\Vith an eli:temal de.,•ice and in the event that a change occurs in any 

of the plurality of personal biological identification parameters, 

access to the stored personal data files is denied and the operation of 

the apparatus is completely shut down; and 

communication and data connection means in communication with said processing 

module; the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 
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b. at least one life signs detector, integrated within the personal 

identification unitttJ3~aft¼S, measuring and recording at least 

one of said user 's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

The method of claim 4~ 

wherein at least one of said plurality of life signs detectors includes a 

~heart pulse rate measurement indicator, a body 02 blood_saturation 

level indicator, a body heat measurement indicator, an electro-de1mal 

activity indicator, a body respiration indicator and a physical or emotional 

stress indicator, the method fmther comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

said personal identification unit communicating, via any one of a 

group of communication means, with any of a group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user thereby allowing said user to access and manage said 

user 's personal data and documentation files stored by said group of service 

providers. 
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61. The method of claim 4~, wherein said personal identification unit aBfflttEHtit. 

further comprises an emergency button in communication with said 

processing module and said communication and data connection means, the 

method further comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said apparatus and any of a group of registered emergency centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein the apparatus further comprises a magnetic strip element, the 

method further comprising the step of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

A TM, a point of sale, a magnetic strip or near field communication reading 

device (NFC); or 

wherein said personal identification unit -H½e::::f¼Bj3a¥EHtit.-fmther 

comprises a power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, the method fmther comprising the steps of: 

comparing the memory content of said personal identification 

unit ~aHHtts-first memory module to the memory content of said 

mass memory solid-state memory unit; and 

if the first memory module of said personal identification unit 

#t~~EHtit.--lacks data, updating the first memory module with the 

last version of the data stored within the solid-state memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 

version of the data stored within said personal identification unit 's 

fti3~aHHtt&&-solid-state memory unit. 
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+.li. The method of claim 4~, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method fmther comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration fmther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be fmther stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

20 I i2. The method of claim +,li, wherein after registration and upon normal 

25 

30 

initiation of communication between said system manager and each unique 

user, said system manager fmther communicating with said unique user and 

first comparing said unique user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 

1. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user 's personal identification 

unit; and 
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ii said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

iii said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

iv. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

/\ s:,•stem f-er managing personal--iHIB secured-data-and documentatieH--fi.les 

ef-a- plurality of unique users, the system cmHpfi.siHg,· 

a-,--a system man-agef--fei: managing--aHG-UpdatiHg--perseHa-1-e-ata--ef--saiEl­

system plurality-ef unique-u-sers--with-eaeh--ef--saie- plurality-ef unique~ 

a-nEl-

07""ii storage system connected te-saia system maaager-te--stere--ttpEl-ateEl­

personal data of-eaeh--ef--saie- plurality of unique users; and 

c,----a plurality -ef personal identification Hffi:ts~--ef said personal 

identifieatieH--ffiH:ts--eeiHg associatee- \Vith a l¼llique user, each lHHE}Ue user 

eeiHg registered --wi:th--saie- system -manager, each-----ef-----saiEl- persoHa-1-

identifieatieH units comprising--a-~age unit configured -to~-the 

personal ID data--fi.le-ef-eaeh unique user-aHd-a plurality of eiometric sensors 

fef-fl!a-d-iHg-a--j3H:¼ffility-e.f personal eiometric identification parameters -Bf-the 

user holding --the--appa-ratus,--sa-iEl---plt¼Fa-l-ity--ef--eiemetfie sensors---eeiHg---steree­

witmfl------the personal identification units storee- 1.vithin --sa-iEl- personal 

identificatieH-HH-its,--sa-iEl--life-sigfls detector---eeiHg configured to measure aHEl-
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record at least o:1te-ef-said ttser ' s life sign paraffleters; 1Nherein said plurality 

ef biometric seH-Sors continttottsly read-a plttrality of personal biological 

identificatien parameters associated "vith saie----H5ef---heleiftg the apparattts 

while---the---peFSef½al identification ttnit are commffiHffiting---wfth--an external 

d-eyice and-in-the--e¥e&t--thak change occurs in any--ef--the plttrality-ef 

j3€lr50ftfH biological identification parameters,--acce5-5--te--the stored personal 

d-ata---files---is denied --and----the---eperatien--ef4he--peFSef½al-ieentificatio:!Hffiit--is 

co1Hpletely-5fl-l:¼t-eewn~-and-

d-:--a--pttiffi~f c01l'l:pttter -heats-and- cellttlar pheH-eS-iR communication 

with said system -manager, enabling-the direct connection-by-said system 

manageF----with---said- plttrality ef ttniqtte --tiSefS throttgh -their corresponding 

peFSenal identification l¼fH¥,-and-

e.--a plttrality ef registered -emeFgef¼€y--€eflteFS---and--a plttrality -ef 

registered ser>,'ice --pFO¥id-eFS-in communication-with-said system --ffifffiageF;­

said plttrality ef seryice proyiders inclttding -banks, credit eafd---cefflf'ORies, 

insttrance--eempunies, clinics,---hespttals--ane---med-ic-al insttrance -COH½f'Offie5, 

ge,rernment, mttnicipal--and tttility entities and selected-website5 freqttentl y 

aeeessed--by-said- plttrality ef ~-

wherein said 5Ystem manager ' s--access-te--aftd commuaication witlHhe 

peFSenakiata and dornmentation-fi.les--stered--in--said-feFSORal identification 

umts associated ---w±th--eaeh--said ttniqtte -HSeF--and--te--the-pef50flal--d-ata--and­

dornmentation-fi.les-stered--by-said--gFOHp-ef service proyiders is-eruy enabled 

aftef130sitwe authentication ef-each-ef-said ttniqtte ttser ' s personal biometric 

identification parameters -by---said--attthentication -tmit---and- measttring----the 

normal measured otttj)ttt ef.-each-ene-ef-said ttser ' s life sign-rarameters-;-and-

wherein said-at-least-ene--ef-said ttser '5-life sign parameters-i& 

measttred--by--any--ef--a--groop--ef-life--sign indicators inclttding a--bed-y--pttlse 

rate measttrement indicator,-a-bod-y-G~-satttration le¥el indicater,-a-bod-y--heat 

measurement indicater,---an---electre-dermal actiyity indicator, --a-bed-y 

respiratien-indicator-and--a physical er-emetief½al-stress-ind-icater,. 
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The system accordiRg--te--€laim-9, wherein-each--ef-saia--pl-ti:Falif;<-ef~seaal 

identification uni ts compri~-

H---5eHsef-ffiOEH:¼le comprising -a plurality-ef biometric -sensefS-tef 

readiRg---a--pluffifuy--ef--peFSoaal-hlemetfic--identification parameters ef--the 

U-5ef holding ---the---ef----peFsenal identification-----untts,-----saia---ef----peFsonal­

identificatien-uniffi-being uniquely identified with-saia-user,--ana 

ii.a processing--mOEH:¼le--in communic-ation-with-saia---senseF--mOEH:¼le--fet: 

processing --saia--peFSoaal identification parameters ana-fef--pfOcessing---an-d 

managing the-pefsen-al-ana secured-e-at-a-and documentation files associated 

with-saia-useF,--an4 

iih------an-authentication ---unit---in-€0mmunication 1Nith the ffOCessing· 

module configured to recei¥e---an-d-ffilthen-tic-ate--the identity of--said-usef--by 

compafing -said-Hsef"-s-pet=sonal identificatioH--pafametet:& read by the sensof 

mod'Ule-and processecl-ey-the processing module, v.1th a pre recorded---set--ef 

peFsenal-iden-tification parameters--stored-iH-said--acuthentication uni¥,--af½d-

i¥.-an--eHCf:YPtion--mOEH:¼le--in communic--atiOH vlith said processing 

mod'Ule----fof-----the---encryption-plus comprnssion--of decompression plus 

decryption of.-saiEH:lsefls-data-HleS;-aHd 

¥;--a storage -unit-in communication----with---ffiHdffOCessing mOEH:¼le---an-d 

said encryption mOEH:¼le--fet:-t-he-stomge-ef-saia,:1sef"-S-e-at-a--and documentation 

fttem-ooa 

¥i . cornrntmication -and-dat-a-€onnection--meaHS--H1 communication-with 

said processiRg---mod'Ule-----fet:---€0HnectiRg-----said plurality -ef----peFseaal 

identification-units with -said system manager---imd plurality --ef service 

prnvidern. 

The system accofding -to claim 10, 1,1,·herein said system manager -Hi 

cenfigured: 

-te communicate with--said-peFsen-al--identifi.c-ation-uniffi--te--wmpafe--the 

'USef"-S ID data--file-&tOfed-in---t-he unique uoof"-S--peFsonal--identific-ation---unit-& 

with-the con-espending identification dat-a--5tored-in--saia-st0fage,fffit;-ana 
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if--the--twe--5ets-o f identification-data--mateh,-th-efl:--5affi- system man-agef 

~figHred--te initiate a further l-e¥el-e.f security identificatien-pFief-te..fttll­

cemmunication and data upd-ating capability----reing---eruwl-ed-----aetweeH----said­

system-maHageF-aHd--5aid-,fseF-peFSon-al identifi catieH-ulli¥,-and-

v.•herein -said- futiher leyel of -security identific-atieH~rises----said­

system managef--5en-d-illg-a-fifst-ffifin-g-ef-ceded alphanumeric <ffiffi--ufliEtuely 

associated---with----said---usei:---peFSoHal identification---umt---te---said--usei:---peFSoHal 

identificatieH-un-it,--said--peFSoHal identification-uHit--respen-d-iflg-with-a-secooo 

string of coded alphanumeric data uniquely associated- with said-,isef 

peFSOnal identificatioH--urut,-and---5fHG system manager 1,•erifying the--recei¥ed­

secooo---stfiHg--ef--€0d-ed- alphanumeric -data--with--a---secend----stfiHg--ef--€0ded­

alphanumeric data pre stored in the memory sub system; and 

said system mUHageF--€0mparing-foF..fttll--fRatching for -N--€0nsecuti ve 

times recei,,ed additional different -stri-Hgs--ef-ced-ed- alphanumeric-d-at~fe­

stored--ill--the memory-ef-said--peFsoHal identifi eatieH--urut associated-w-ith-said­

unique useF-with counter generated additional----striHgs-ef-sed-ed alphanumeric 

data pre stored in the memory -ef-sub---syste~-ei: 

v.•herein each peFSenal identification unit fmiher eemprises -aH-erneFgeHCy· 

-butten-----iH-----cemmunicafien-----with-----said- processing-module and said 

wmm1 mi ca ti on Jttffi::fiil:1a con n ecti on Jltt:l8:fl:S::tll00:ttle! 

v.•herein tfle-peFSOn-al identification-uHit-is-ceHfigured--te--tffiHSfef-an-y-ef 

a--gFOup---ef--d-ata-Hles containing informatioo----asseciated 1.vith -th-e-usef, 

including--files---such--as--the identification d-ata--ef--the--useF,--peFsoHal medical 

d-ata--file--ef--the--usef,-the measured set--ef life sign parameters ef--the--useF, 

associated--with--the--useF-aHd--aH--upd-ated--location of-th-e-user,-and-

v.•herein -the--peFsen-al identificatioo--uflit--is--ceflfigured----te initiate -aH· 

eFHeFgeHCy---call--to--aHy--ef---said- plurality--ef registered -eIBeFgeHCy---ceflteFS;­

wheHe¥ef----5aid--erneFgen-cy--butteH--i-s-ac-ti¥ated--eF--wheHe¥ef--aHy-ef-th-e-gF0Up· 

ef life sign indicators detects-a critical le¥eh· 

A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 
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a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 

c. a plurality of portable handheld apparatus as claimed in any one of claims 

1 to 4; wherein each of said portable handheld apparatus being associated with a 

unique user, each unique user being registered with said system manager.. 

11. The system of claim 10 fmther comprising a plurality of registered emergency 

centers and a plurality of registered service providers in communication with said 

system manager, to be accessed by said plurality of users; and 

A plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users. 
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-l±:-+he system of claim 9, wherein -said system, further eo~s-,-

~01Hputerized call center -€0nfigured to receive--phone---€alls--ef 

emergency--¥0-ice--aoo-aata-messages-ffem-any-ef-said plurality-of registered 

emergency centers -aoo--a plurality of registered seMce pmviders---aoo--to­

communicate 1.vith any---ef---said plurality -ef---€ellu-laf phone -aHd---ho&t­

c01Hputers; and 

1.vherein --5aid---sall center-is---€0Hfi.gttred to communicate the user'-s 

locatiOH-€0ordinates t:o-an emergency rescue -team--and--filffitlltaneously--ffilid 

call center is -eonfigured -f0---€0mmufH€ate v.,,ith any--of--said--pl-ufality-of 

registered emergency centers -and- service providers t:o--fecei¥e---said--tl5ef2.-s 

updated medical -aata--and--4o--tmn-sfef---said---data-4o--al½G--tfom---t-he-HSet=2-s 

personal identification ~ -
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Third Auxiliary Request 

Claims 

1. A portable handheld apparatus for managing personal and secured data and 

documentation files stored in the apparatus while-----#te apparatttS-----ffi 

eomrnunieating -wi-th-an--e3i'.temal deyiee, the ap,12aratus being operable to 

inteiphase with an mobile communication device or a personal computer 

for activation of various operations between the mobile communication 

device or a personal computer and the handheld apparatus, the apparatus 

compnsmg: 

a plurality of biometric sensors for reading a plurality of personal 

biometric identification parameters of the user holding the apparatus, said 

plurality of biometric sensors being integrated within the apparatus; 

at least one life signs detector integrated within the apparatus, said 

life signs detector being configured to measure and record at least one of 

said user's life sign parameters; 

a first memory module m communication with said processmg 

module and said encryption module for the storage of said user 's data and 

documentation files ; 

an authentication unit configured to compare the plurality of 

personal biological biometric identification parameters of the user holding 

the apparatus with ffle£! pre-recorded set of personal biometric 

identification parameters; 

a processing module rn communication with said plurality of 

biometric sensors, said first memory module and said authentication unit; 

an encryption module in communication with the processing 

module ; 

communication and data connection means for communicating with 

ansaid ~temal deYieemobile communication device or personal computer, 
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said communication and data connection means being eeffifellea-ey-aaa-in 

communication with said processing module; 

wherein access to the personal data and documentation files stored in 

said first memory module is only enabled after said authentication unit 

positively matches each of the plurality of personal biometric identification 

parameters of the user holding the apparatus, with the pre-recorded set of 

personal identification parameters; and 

wherein said plurality of biometric sensors continuously read a 

plurality of personal biological identification parameters associated with 

said user holding the portable handheld apparatus and in the event that a 

change occurs in any of the plurality of personal biological identification 

parameters, access to the stored personal data files in said first memory 

module is denied to said mobile communication device or personal 

computer and the operation of the portable handheld apparatus is completely 

shutdown. 

The apparatus according to claim 1, wherein said at least one of said user's 

life sign parameters is measured by any of a group of life sign indicators 

including a eeeyheart pulse rate measurement indicator, a body 02 blood 

saturation level indicator, a body heat measurement indicator, an electro­

dermal activity indicator, a body respiration indicator and a physical or 

emotional stress indicator. 

3. The apparatus according to claim 1, 

wherein, whenever any of the group of life sign indicators detects a 

critical level, the portable handheld apparatus is configured to: 

initiate an emergency call to any of a group of registered emergency 

centers and send to said registered emergency centers any of a group 

of data files containing information associated with the user, including 

the identification data file of the user, personal medical file of the user, 

the measured set of life sign parameters of the user and location of the 

user, or 
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the parable handheld apparatus fmther comprises an encryption unit 

m communication with said processing module for the encryption plus 

compression and for the decompression plus decryption of said user 's data 

files; or 

an emergency button in communication with said processmg 

module and said communication and data connection means module; 

wherein on said emergency button being activated, communication is 

initiated between said portable handheld apparatus and any of a group of 

registered emergency centers, said emergency call transmitting any of a 

group of data files containing information associated with the unique user 

of said portable handheld apparatus, including the identification data of said 

user, the personal medical data file of said user, and location of said user; 

or_wherein said portable handheld apparatus is configured to communicate 

with any of a group of service providers, said group of service providers 

including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user; thereby allowing said user to access and manage 

personal data and documentation files, associated with said user; or 

whereIB--said eJcternal dtw-ieetemprises aHy-eHe-ef-a-gF0Hj3-iHelBEliHg 

a remote sePreF,-----a---loeal ser¥er,---a-----ho&t compu-teF;-¥0iee---ef----4ita 

comHH:tmcatieH means and a-€elttttaF-pheHe;-ei: 

wherein said emergency call is initiated via any one of a group of 

communication means including a secured server, directly via the internet 

by said apparatus connection and communication means, via the internet 

through any host computer, via a voice and data communication device and 

via any cellular phone network; or 

wherein said communication and data connection means comprises 

at least one of a group of connection and communication devices including 

a data interface connector attached to a host computer, a Mini USB , a 

compatible industrial data inte1face connector attached to a cellular phone, 
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a near field wireless communication inte1face, a Bluetooth communication 

inte1face, a magnetic reader inte1face, and a smart card reader based on a 

contact-less communication interface usmg induction or RF 

communication; or 

fmther comprising an stored software module that automatically 

detects the operating system of the computer or cellular phone connected to 

said portable handheld apparatus through one of said group of 

communicating devices through which the apparatus is connected, said 

computer or cellular phone having keyboard and display units associated 

therewith, thereby allowing the user to interact with said first memory 

module and with said processing module of said apparatus via said 

keyboard and display units, whereby said computer or cellular phone is 

configured to utilize and interact with said memory module, said processing 

module and said sensor module of said apparatus. 

4. The apparatus of claim 1, wherein said apparatus fmther compnses an 

associated power charging and data backup device, said device comprising 

a charging and power unit, an electronic sub unit and a mass memory solid­

state memory unit, wherein said apparatus whenever connected to said 

device said apparatus battery power recharging is generated and a data 

backup process is generated, fmther comprising the steps of: 

comparing the memory content of said apparatus first memory 

module to the memory content of said backup memory unit; and 

if the first memory module of the apparatus lacks data, said 

electronc unit updating the first memory module with the last version of the 

data stored within said mass memory solid-state backup memory unit; and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last version of 

the data stored within said apparatus's solid-state memory unit. 
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4-5_. A method for managing personal and secured data and documentation files 

of a plurality of unique users, each one of said plurality of unique users 

having a personal identification unit uniquely associated with said one user 

for storing each user 's personal data and documentation files, each personal 

personal identification unit being operable to interphase with a mobile 

communication device or a personal computer for activation of various 

operations between the personal identification unit and the handheld 

apparatus,_each of said personal identification units comprising: 

a plurality of biometric sensors stored within the personal 

identification unit; 

at least one life signs detector, stored within the personal identification 

unit, said life signs detector being configured to measure and record at least 

one of said user 's life sign parameters; 

a processing module in communication with said plurality of 

biometric sensors; 

an authentication unit m communication with the processmg 

module; 

an encryption unit in communication with said processing module; 

a first memory module in communication with said processing 

module and said encryption unit; wherein said plurality of biometric 

sensors continuously read a plurality of personal biological 

identification parameters associated with said user holding the 

personal identification unit aeparams--------wmle------the personal 

identification--t:mit--are-eemmunicating-with an e*ternal deviee-and in 

the event that a change occurs in any of the plurality of personal 

biological identification parameters, access to the stored personal 

data files is denied to said mobile communication device or 

personal computer and the operation of the aeparams personal 

identification unit is completely shut down; and 
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communication and data connection means m communication with said 

processing module;_the method comprising the steps of: 

a. the plurality of biometric sensors reading a plurality of personal 

identification parameters of the user holding the personal identification 

unit; 

b. at least one life signs detector, integrated within the personal 

identification unit apparatus, measuring and recording at least 

one of said user 's life sign parameters; 

c said authentication unit comparing each of the personal biological 

identification parameters of said user with a pre-recorded set of personal 

biological identification parameters stored in said authentication unit; and 

d. if said authentication unit positively identifies said user, allowing 

said user access to said user 's personal data and documentation files stored 

in said first memory module and allowing said user to communicate with 

other communication means through said personal identification unit. 

The method of claim 4~ 

wherein at least one of said plurality of life signs detectors includes a 

eeeyheart pulse rate measurement indicator, a body 02 blood saturation 

level indicator, a body heat measurement indicator, an electro-de1mal 

activity indicator, a body respiration indicator and a physical or emotional 

stress indicator, the method fmther comprising the steps of: 

initiating an emergency call to any of a group of registered emergency 

centers, whenever any of the life sign indicators detects a critical level; and 

wherein said emergency call transmits any of a group of data files 

information associated with the user, including identification of the user, 

personal medical data file of the user, the measured set of life sign 

parameters of the user and location of the user; or 

wherein the method further comprises the step of: 

said personal identification unit communicating, via any one of a 

group of communication means, with any of a group of service providers 
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including banks, credit card companies, clinics, hospitals and medical 

insurance companies, municipal and utility entities and websites frequently 

accessed by said user thereby allowing said user to access and manage said 

user 's personal data and documentation files stored by said group of service 

providers. 

The method of claim 4~, wherein said personal identification unit apWfamB 

further comprises an emergency button in communication with said 

processing module and said communication and data connection means, the 

method further comprising the steps of: 

when said emergency button is activated, a call is initiated between 

said personal identification unit apBaram5 and any of a group of registered 

emergency centers; and 

said emergency call transmitting any of a group of data files 

information associated with the user, including identification data of the 

user, the personal medical data file of the user, and location of the user; or 

wherein said personal identification unit the:::::;aepaFamB fmther 

comprises a magnetic strip element, the method further comprising the step 

of: 

after positive authentication of said user's personal identification 

parameters, activating said magnetic strip thereby allowing said magnetic 

strip to be read by any of group of devices including a credit card reader, an 

A TM, a point of sale, a magnetic strip or near field communication reading 

device (NFC); or 

wherein the @j3flffiffi5 personal identification unit fmther comprises a 

power charging and data backup device, said device comprising a charging 

and power unit, an electronic sub unit and a mass memory solid-state 

memory unit, the method further comprising the steps of: 

comparing the memory content of said personal identification 

unit aJ3i3aFam5 first memory module to the memory content of said 

mass memory solid-state memory unit; and 
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if the first memory module of the f¼J3j3afHftt5 personal 

identification unit lacks data, updating the first memory module with 

the last version of the data stored within the solid-state memory unit; 

and 

if said solid-state memory unit of said device lacks data, 

updating the solid-state memory unit of said device with the last 

version of the data stored within said personal identification 

unit' sapparattts' solid-state memory unit. 

The method of claim 4~, wherein each of said plurality of unique users is in 

communication with a system manager, said system manager managing a 

remote centralized data communication storage and management system of 

said plurality of unique users, the method fmther comprising the steps of: 

a. said system manager registering each unique user and storing the 

personal ID data file of each unique user in a memory sub-system connected 

to said centralized system; and 

b. said registration fmther includes the step wherein said system 

manager generates for each system user N pairs of two different randomly 

selected characters strings, each of said strings is a combination of n 

alphanumeric characters in length; and 

c. said system manager storing said N pairs in said system memory 

sub-system and sending said n characters strings pairs to be stored in said 

unique user personal identification unit memory module; and 

d. said personal identification unit generating a secret access code of L 

alphanumeric characters to be fmther stored in said system memory within a 

special partition containing the list of said secret access codes for said 

plurality of unique users without assigning any identification or link 

between the associated users to his registered secret access code. 

-&2,. The method of claim +~, wherein after registration and upon normal 

initiation of communication between said system manager and each unique 

user, said system manager fmther communicating with said unique user and 
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first comparing said umque user 's ID data file and said personal 

identification unit unique embedded characterizing serial number stored in 

the unique user's personal identification unit with the corresponding user's 

ID and personal identification data stored in said memory sub-system; and 

if the two sets of identification data match; 

1. said system manager sending a first string of said stored N 

strings of coded alphanumeric data, to said user's personal identification 

unit; and 

11 said user personal identification unit responding with the 

second matching string from the same stored pair of coded alphanumeric 

data uniquely associated with said user personal identification unit: and 

m said system manager comparing the received second string of 

coded alphanumeric data with a second string of coded alphanumeric data 

pre-stored in the memory sub-system; and 

lV. said system manager comparing for consecutive M out of N 

times the received additional different strings of coded alphanumeric data 

pre-stored in the memory of said personal identification unit associated with 

said unique user with the additional strings of coded alphanumeric data pre­

stored in the memory of sub-system; and 

v. if all M strings of coded alphanumeric data match, then said 

system manager declares authenticating of said unique user and permitting 

said unique user access to said system. 

-910 . A system for managing personal and secured data and documentation files 

of a plurality of unique users, the system comprising: 

a. a system manager for managing and updating personal data of said 

system plurality of unique users with each of said plurality of unique users; 

and 

b. a storage system connected to said system manager to store updated 

personal data of each of said plurality of unique users; and 
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c. a plurality of peffieiHH identificatie~portable handheld units as 

claimed in any one of claims 1 to 4; wherein each of said pet=50Hal 

foontifica:tieR----Hnit5portable handheld apparatus being associated with a 

unique user, each unique user being registered with said system manager~, 

each-ef--said---pet=50ool identificatieiH.Jnits comprising a---sterage unit 

configured to store th e----pet=50Ha:l-ID---e-ata---fi.le---ef---each----l:ffHtttle-u5eF-and--a 

-plu~---ef--bi-effletffc--&ensors for reading a plurality of-personal biometric 

identification parameters of the --uset= holding the apparatu5;-saie--plut=ality-ef 

biometric sensot=s-betng--stofee v .. ithin the personal identification units storea 

within said---pet=50Hal identification un~ia life signs detectOi· being 

cenftgttt=ed to meas-ufe----aHd-fe60fd---at-least-eHe-ef---sai-d-,J ser' s life sign: 

parameters; 1,yhefeH½-Saia-pluralit)' of biometric sensors continuousl)' mad-a 

-plu~--ef----pefSOHfll biological -iaen-tification parameters associated-with 

saie---u!.t~r holding the apparatus while the pen,oHal identification unit at=e 

comm~micating with-an external device an-d--ffi--the-e¥ent-that-a-change-occut=& 

in an)' of the plm:ality--ef personal-biological identifi.eation parametef!r, 

acce!.5-to the sto~t=soHa:Hl-ata--fH.e~erued- and the opet=atioH-Of.-the 

pet=SoHa:l identificatioH-Uni+-i-5-eompl-etel~-aoww,-aoo 

d-,-a-plurality-ef.eoffijffitef-he~nd cellul ar--phe~ comm ~mica tioH 

with said system manage1:,-eHabli-ng-the direct connectioH-by said S)'Stem 

maHa:ge¥ with said plurality of--uni-Etue--u5el'S thrnugh -their corresponding 

personal identificatiofl--Uni-t.;--aoo 

The system of claim 10 further comprising 

e.--a plurality of registered emergency centers and a plurality of 

registered service providers in communication with said system manager, 

said plurality of service providers including banks, credit card companies, 

insurance companies, clinics, hospitals and medical insurance companies, 

government, municipal and utility entities and selected websites frequently 

accessed by said plurality of users; 
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wherein said system manager 's access to and communication with the 

personal data and documentation files stored in said pet=50f½al identification 

pmtable handheld units associated with each said unique user and to the 

personal data and documentation files stored by said group of service 

providers is only enabled after positive authentication of each of said unique 

user's personal biometric identification parameters by said authentication 

unit and measuring the normal measured output of each one of said user's 

life sign parameters; and 

wherein said at least one of said user's life sign parameters is 

measured by any of a group of life sign indicators including a body pulse 

rate measurement indicator, a body 0 2 saturation level indicator, a body heat 

measurement indicator, an electro-dermal activity indicator, a body 

respiration indicator and a physical or emotional stress indicator. 

l-9. The system according-to----€laim---9, ,,.,·herein ---each----ef---5aid-

pmmlity-ef-pet=seflal identification units comp~-

-i.---a--sensef--meoole comprising -a--pluml-ity--ef biometric ...ensofS--fef 

read ing-a--pluml-ity--of--peFsef!-al--b-iomett=i€ identification -pammetefS--ef--tfte 

U.'ief holding -the-of personal identification units, said -ef----pet=S0fl-al­

identificatiofl units being uniquely-identified 1,vith said--useF,--and 

-ih-a-pfOCess-ifl.g module in-semmunication 1.vith said -...ensof module fef 

processing -said---peFsef!-al identification pafaffietefS-an-d--fef--pFOcess-ing-and 

managing the--pef50fl-al--ane secured-data-and documentation files associated 

\vith said--useF,--and 

-ii-i.---an----authentication --tm--it-----in- comm: un--icat-ion----w-ith-the processing 

module configured-40--feeei ve and authenticate the identity of saie--ttSef--by 

compafing said HSet=-'-S--peFsen-al-identificat-ion pafametet=s-fead by the sensef 

module and pfOCeSsed--by-the--pfOCess-in-g module,--with--a-pre recorded-set-ef 

personal identification parameters-stored---in-£,aid authentication un--i-F,--and 
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i¥;------aH--eR~ion--meattle---iR--eommuRicatioR with---5aid procesSJ:-Rg· 

module for --th~0ryp-ti:OR-plus---€0H½pfessioR--ef---decompressio~lus 

decryptioR o f.&ai~f-'.&tl-ata--file&;--affd 

¥;-a~orage--u-m-t--iH commuRicatieR---with--sai-d--proce!ffli.Rg--moffitltHffid 

said eacryptioR module..fef-the~e4-said-t1-~ata-afl-d documefttatio.R. 

~ad 

vi. commumeati:o&-aoo-data-eoRRee-tioR meaRS iR commuRicatioR \Vith 

said proce&5i:-Rg module ----fot:---€0RRee-ti:Rg-----said-plurality--ef---pefSORal 

ideRti:Heation-uni ts ,,vith said---5Ys-tem-maRagef--aRd-phH:ality---ef senri:ce 

j3f0¥idefs-;-

-l-l-12. The system according to claim 10, wherein said system manager 1s 

configured: 

to communicate with said pefSORal--ideRti:HcatiOR_J201table handheld 

units to compare the user 's ID data file stored in the unique user 's pefSORal 

ideRtificatioR portable handheld units with the corresponding identification 

data stored in said storage unit, and 

if the two sets of identification data match, then said system manager 

is configured to initiate a fmther level of security identification prior to full 

communication and data updating capability being enabled between said 

system manager and said user f)efSORal ideRtificatioR portable handheld unit; 

and 

wherein said fmther level of security identification comprises said 

system manager sending a first string of coded alphanumeric data uniquely 

associated with said user f)efSORal ideRtificatioR portable handheld unit to 

said user f)8ffi0Ral ideatificati:0Rp01table handheld unit, said persoRal 

ideRti:Heation-portable handheld unit responding with a second string of 

coded alphanumeric data uniquely associated with said user f)ef&ORal 

ideRtification-portable handheld unit, and said system manager verifying the 

received second string of coded alphanumeric data with a second string of 

coded alphanumeric data pre-stored in the memory sub-system; and 
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said system manager comparing for full matching for N consecutive 

times received additional difkrent strings of coded alphanumeric data pre­

stored in the memory of said personal identification unit associated with said 

unique user with counter generated additional strings of coded alphanumeric 

data pre-stored in the memory of sub-system; or 

wherein each personal identification ----QOrtable handheld unit further 

comprises an emergency button in communication with said processing 

module and said communication and data connection means module; 

wherein the peF50n-al identification portable handheld unit 1s 

configured to transfer any of a group of data files containing information 

associated with the user, including files such as the identification data of the 

user, personal medical data file of the user, the measured set of life sign 

parameters of the user, associated with the user and an updated location of 

the user; and 

wherein the peFSon-al identificati0R-p01table handheld unit 1s 

configured to initiate an emergency call to any of said plurality of registered 

emergency centers, whenever said emergency button is activated or 

whenever any of the group of life sign indicators detects a critical level. 

-1-±.Ll_. The system of claim 910, wherein said system, further comprises: 

a computerized call center configured to receive phone calls or 

emergency voice and data messages from any of said plurality of registered 

emergency centers and a plurality of registered service providers and to 

communicate with any of said plurality of cellular phone and host 

computers; and 

wherein said call center is configured to communicate the user's 

location coordinates to an emergency rescue team and simultaneously said 

call center is configured to communicate with any of said plurality of 

registered emergency centers and service providers to receive said user 's 

updated medical data and to transfer said data to and from the user's 

personal identification unit. 
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FRKelly 
27 Clyde Road 
Dublin D04 F838 
IE 

The amendment will be recorded in the Register of European Patents. 
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Keane, Paul Fachtna 
FRKelly 
27 Clyde Road 
Dublin 004 F838 
IRLANDE 

Datum/Date 

13.10.16 

Zeichen/Reference/Reference 

P105633EP00 APPR I 
Anmeldung Nr./Application No./Demande n°//Patent Nr./Patent No./Brevet n° 

11752936.2 / 2545485 
Anmelder/Applicant/Demandeur//Patentinhaber/Proprietor/Titulaire 

OS - New Horizon Personal Computing Solutions Ltd. 

File number: ._I ___ T_22_8_7_/1_6_-3_._5_.0_6 __ ___, 

Commencement of proceedings before the Board of Appeal 

The letter dated 21 .07.16 filed by the applicant 

against the decision of the European Patent Office of 24.05.16 

has been referred to Board of Appeal 3506. 

The reference number is mentioned above. 

Any further communications should be addressed to Directorate-General 3 of the European 
Patent Office and should quote this reference number. 

The Registrar S. Sanchez Chiquero 

Tel.: 089 / 2399 - 3561 

Annex: 

Registered letter 
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Appeal number: T2287/16-3.5.06 

Order 

1. In accordance with the business distribution scheme of the Technical 
Boards of Appeal, the following shall hear the above appeal: 

Chairman: (legally qualified member) W. Sekretaruk 

technically qualified member: M. MOiier 

technically qualified member: G. Zucka 

In the case of an extended Board: 

technically qualified member: 

legally qualified member: 

2. The rapporteur shall be: M. MOiier 

3. The additional rapporteur shall be: 

4. Back to the Registry for further action. 

Munich , 21 .02.17 

The Chairman W. Sekretaruk 
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Patentamt 

European 
Patent Office 
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des brevets 

111111111111 1111111111111111111111111 IIIII IIIII IIII IIII 
Keane, Paul Fachtna 
FRKelly 
27 Clyde Road 
Dublin D04 F838 
IRLANDE 

Keterence 

European Patent Office 
80298 MUNICH 
GERMANY 

Questions about this communication ? 
Contact Customer Services at www.epo.org/contact 

I Date 
08.05.17 

P105633EP00 I 
Application No./Patent No. 

11752936.2 - 1871 / 2545485 

Appllcanttt-'ropnetor 

OS - New Horizon Personal Computing Solutions Ltd . 

Notice drawing attention to Rule 51 (2) EPC, Article 2 No. 5 of the Rules relating to Fees, 
- Payment of the renewal fee plus additional fee -

The renewal fee for the 07. year fell due on 31.03.17 unless this date falls within the period covered by an 
interruption of the proceedings in accordance with Rule 142(1) EPC, or a request for re-establishment of 
rights is pending (Art. 122, R. 51 (4) EPC) . 

The current rate of the renewal fee amounts to EUR 1165,00 (see current Schedule of fees and costs). 

The renewal fee was not paid by the due date. 
The renewal fee may still be validly paid up to the last day of the sixth calendar month following the 
due date, provided that the additional fee (50% of the renewal fee) is paid at the same time, see OJ EPO 
2008, 5. 

Within the above period, which cannot be extended, the following fees are to be paid: 

Renewal fee for the 07. year: 
Additional fee : 

TOT AL AMOUNT 

EUR 
EUR 

EUR 

1165,00 
582,50 

1.747,50 

If the renewal fee and the additional fee are not paid in due time, the European patent application 
shall be deemed to be withdrawn (Art. 86(1) EPC). 

Note to users of the automatic debiting procedure 
The normal time limit for payment of the above renewal fee had already expired when the automatic debit 
order was received. The renewal fee and the surcharge will be debited automatically on the last day of the 
six-month period (supplementary publication 3 - OJ EPO 2015) . 
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Date Application No. 11752936.2 

Important information concerning fee amounts 
Following any amendment to the Rules relating to Fees, the amount(s) mentioned in this communication 
may be different from the amount(s) actually due on the date of payment. The latest version of the 
Schedule of fees and expenses, published as a Supplement to the Official Journal of the EPO, is also 
available on the EPO website (www.epo.org) and can be found under www.epo.org/schedule-of-fees, 
which allows the viewing, downloading and searching for individual fee amounts, both current and 
previous. 
Please note that procedural fees are usually adjusted every two years, on even years, with effect from 1 
April. 

Payments by cheque delivered or sent direct to the EPO are no longer accepted as from 1 April 2008 (see 
OJ EPO 2007, 626) . 

Important information in case of a PACE request 
If, for an application being processed under the PACE programme the payment of the renewal fee has not 
been received by the due date stipulated in Rule 51 (1) EPC, the accelerated prosecution of the application 
is suspended until the payment of the renewal fee with additional fee has been received (see OJ EPO 
2015, A93, point 5) . 
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European Patent Office 
D-80298 Monchen 
Germany 

FAO: Ms Claudla Weber, Cllent Data Services 

By Fax 
00498923994465 

Dear Sirs 

... lELLY t lUIIOPEAN fATENT AND 
TRADE MARK ATTOflNEYS 

Your Ref: 
Our Ref: 

519 
XMK1002IEOO 

31 July 2017 

Request to transfer all European Applications and Patents 
FRKelly 
Association No 519 

We hereby request that all European Applications and Patents in the name of any professional 
representative at FRKelly are transferred to: 

FRKelly 
Association No 519 
27 Clyde Road 
Dublin D04 F838 f IE 

This request relates to all European Applications and Patents before the EP0 for which a 
professional representative at FRKelly has been authorised to act. 

We request that the change takes immediate effect. 

Please let LB know If you have any queries or require anything further. 

Yours faithfully 

Donal M Kelly PhD 
Professional Representative 

d.kelly@frkelly.com 
+353 1 231 4871 

H~Kelly "'1 7 <'. ~d• ~oad, Dublin [J04 FS:lll, ~"land : Tot; ..353 1 231 4848 ; Fmr. t-3B 1 6144 7.~6 dublln<!.>frkeHy.com : www.f,kelly com 

Duration: 31 .07.2017 18:06:43 - 31 .07.2017 18:06:50. This page 1 of 1 was completed at 31 .07.2017 18:06:50 
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Europllsches 
Patentamt 

European 
Patent Office 

Office e11ropiien 
des brevets 

European Patent Office 
80298 MUNICH 
GERMANY 

Questions about this communication ? 
Contact Customer Services at www.epo.org/contact 
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FRKelly 
27 Clyde Road 
Dublin D04 F838 
IRLANDE 

Keterence 

I bate 
04.08.17 

P105633EP00 I 
Application No./Patent No. 

11752936.2 - 1871 / 2545485 

Appllcanttt-'ropnetor 

OS - New Horizon Personal Computing Solutions Ltd . 

Communication of amended entries concerning the representative (R. 143(1)(h) EPC) 

As requested, for the above-mentioned European patent application / European patent the 
entries concerning the representative have been amended as follows : 

FRKelly 
27 Clyde Road 
Dublin D04 F838 
IE 

The amendment will be recorded in the Register of European Patents. 
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Appeal number: 

Order 

Beschwerdekammern 
Boards of Appeal 
Chambres de recours 

T2287 / 16-3.5.06 

Oral proceedings are to be held 

on 09.10.18 

at 09:00 hours 

Room N° OP12 

Munich 17.01 .18 

The Chairman W. Sekretaruk 

EPO Form 3010 01/11 

Boards of Appeal of the 
European Patent Office 
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85540 Haar 
GERMANY 
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Appeal number: 

Beschwerdekammern 

Boards of Appeal 

Chambres de recours 

T2287 /16-3.5.06 

Boards of Appeal of the 
European Patent Office 
Richard-Reitzner-Allee 8 
85540 Haar 
GERMANY 
Tel. +49 (0)89 2399-0 
Fax +49 (0)89 2399-4465 

Communication of the Board of Appeal pursuant to Article 15(1) of the Rules of 

Procedure of the Boards of Appeal 

Martin Muller 

This document: 13 page(s) including this page 

Annex(es): 

Communication text 

A reliminary study of the resent a 2 eal has been carried out. 

he following observations are made without £f'_fil udice to the 

ti_nal decision of the board. 

1. The appeal is against the decision of the examining 

division, dispatched with reasons dated 24 May 2016, to 

refuse European patent application No. 11 752 936.2 for 

added subject-matter (Article 123(2) EPC) and lack of 

inventive step (Artic l e 56 EPC) over the documents 

01: US 2009/083847 Al and 

02: US 5 229 764 A. 

Further documents 03-05 were cited in the decision but 

not relied upon in the reasons. In a section entitled 

"Further Remarks", the decision mentions three further 

documents (XP055260933, XP055260935 and WO2006076658) 
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"in suppor t o f" a statement made i n the r easons , and 

r a i ses an object i on of non - un i ty a posteri ori i n v i ew 

o f the fi nd i ng that the i ndependent c l a i ms l acked 

i nvent i ve step . For ease o f r e f e r ence , the thr ee 

documents a r e r e f e rred to he r e i nbe l ow as D6 - D8 , 

r espect i ve l y . 

2 . The appe ll ant requests that the dec i s i on be set as i de , 

that a patent be g r anted on the basis of c l aims 1-1 3 

accor d i ng to a ma i n r equest o r auxi li ary r equests 3 

and 4 , c l a i ms 1-11 acco r d i ng to aux ili a r y r equest 1, o r 

c l a i ms 1- 4 acco r d i ng to aux ili a r y r equests 2 , 5 and 6 , 

a ll as fil ed wi th the g r ounds o f appea l, i n comb i nat i on 

wi th the descript i on (pages 1- 60 ) and the d r aw i ngs 

(sheets 1- 9 ) as publi shed , and that the appea l f ee be 

r e i mbu r sed because the dec i s i on was i nsu ffi c i ent l y 

reasoned and the appe l l ant ' s r i ght to be hea r d was 

vio l ated . 

The invention 

3 . The app licat i on r e l ates to the f act that use r s need to 

have "easy , a ff o r dab l e , and i mmediate " access to 

pe r sona l data some o f wh i ch i s sens i t i ve (such as 

med i ca l r ecor ds ) and must hence be spec i a ll y p r otected 

(page 1, pa r ag r aph 1). 

3 .1 The app licat i on d i sc l oses that , as a so l ution , secu r ity 

tokens a r e known to sto r e and p r otect sens i t i ve data 

(see page 1, pa r ag r aph 2 ). Some such tokens a r e 

d i scussed i n deta il, esp . the "Med i ca r d ", wh i ch r equ ire 

b i ometri c authent i cation bef o r e p r ov i d i ng access to the 

sto r ed data (see page 3 , l ast pa r ag r aph , to page 4 , 

pa r ag r aph 1). Known tokens a r e sa i d to have a number o f 

shor tcomi ngs such as l ack i ng " connect i v i ty " and 

liveness detect i on (see the pa r ag r aph b ridg i ng pages 4 

and 5 ). 

EPO Form 3350 2/ 1 3 
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3 . 2 The i nvent i on p r oposes a pa r t i cu l a r such securi ty token 

(see page 9 , pa r ag r aph 2 , and fi gu r es 3a and 3b ). I t 

p r ov i des enc r ypt i on so that the sens i t i ve data need not 

be sto r ed i n p l a i n text . I t p r ov i des d iffe r ent 

b i ometri c , liveness and a ff ect senso r s , so that access 

to the data can be limi ted to authori zed use r s and, 

poss i b l y , dependent on the ir emot i ona l o r phys i o l og i ca l 

state (see e . g . page 14 , l ast pa r ag r aph , to page 1 5 , 

pa r ag r aph 2 ; page 26 , pa r ag r aph 2 , to page 28 , 

pa r ag r aph 2 ; page 37 , pa r ag r aph 2 ). I t may act as a 

"mass memo r y " o f p rivate data f o r i ts owner (page 1 2 , 

pa r ag r aph 1; page 1 3 , li nes 9-1 2 and 26 - 32 ; pages 33 

and 39 , pa r ag r aph 3 ) and may , i nso f a r, r ep l ace other 

po r tab l e dev i ces (see page 1 4 , pa r ag r aph 2 ). I t may 

a l so off e r f u r ther f unct i onali ty such as i n i t i at i ng an 

eme r gency ca ll, e . g . th r ough a connected cell phone , 

and communicating the device l ocat i on (page 1 2 , 

parag r aph 2 ; page 1 5 , l ast pa r ag r aph ; page 24 , 

pa r ag r aph 3 ; page 28 , l ast pa r ag r aph , to page 29 , 

pa r ag r aph 2 ; page 34 , pa r ag r aph 2 ). 

3 . 3 The envisaged typ i ca l use scena r io i s dep i cted i n 

fi gu r e 1 (see page 23 , penu l t i mate pa r ag r aph , to 

page 24 , pa r ag r aph 1). The token may be attached to one 

of seve r a l "exter na l" dev i ces , such as a smar tphone 

(355 ), and l andline phone (365 ), a computer te r mi na l 

(360 ) o r mu l t i-use r I /O te r mi na l s (362 ), each o f wh i ch 

i s connected to some service netwo r k , be i t a l andline 

o r ce llu l a r te l ephone commun i cat i on netwo r k (305 , 3 1 0) 

o r the I nter net (370 ). When the token i s attached to an 

exter na l dev i ce and he l d by an authori zed use r, the 

exter na l dev i ce can r etrieve data fr om the token ' s 

memo r y o r wri te i nto it (see page 41, lines 1 6-1 9). 

3 . 4 I t i s a l so d i sc l osed that b i omet ri c data can be 

obta i ned and verified " cont i nuous l y " and that , if th i s 

f a il s , f u r ther access to the per sona l data may be 
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den i ed and the token may " comp l ete l y " shut down (see 

ori g i na l c l a i m 2 ). 

Art i cle 11 RPBA , Rule 103 (1 ) (a ) EPC , 

alleged substant i al procedural violat i ons 

4 . The appe ll ant r equests that the appea l f ee be 

r e i mbu r sed because two substant i a l p r ocedu r a l 

v i o l at i ons occurred i n exam i nat i on . 

4 .1 I t a r gues that i ts right to be hear d unde r 

Ar t i c l e 11 3 (1) EPC was v i o l ated because i t cou l d not 

comment on documents D6 - D8 , wh i ch we r e ment i oned fir st 

i n the r easoned dec i sion (see the g r ounds o f appea l, 

page 3 , pa r ag r aph 2 ; page 4 , pa r ag r aphs 1- 2 ). 

4 . 2 And it takes the view that the decis i on was insuffi ­

cient l y r easoned (Ru l e 111 (2 ) EPC ), because 

EPO Form 3350 

the examining division justified an Ar tic l e 123(2 ) 

EPC object i on to a featu r e me r e l y with the 

statement that " the app licant d i d not p r ov i de , and 

the examining divis i on cou l d not i dent ify i n the 

app l ication as f iled", d i sc l osu r e of that f eatu r e 

(see page 6, l ast pa r ag r aph , to page 7 , 

par ag r aph 1), 

i t d i d not p r ov i de ev i dence fo r its statement that 

" the use of enc r ypt i on f o r data p r otect i on i s a 

we ll known techn i que " (see the g r ounds o f appea l, 

page 8, po i nt 2 . 3 .1), and 

i t d i d not use , as wou l d hav e been r equ ired , the 

p r ob l em- so l ut i on - appr oach to show why the skilled 

pe r son wou l d have comb i ned Dl and D2 (see page 1 0 , 

po i nt 4 ) o r these two wi th any o f D6 - D8 (see page 

1 0 , po i nt 2 . 4 ). 

4/ 1 3 
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5 . As r egar ds the a ll eged v i o l at i on o f the appe ll ant ' s 

right to be hea r d , the boa r d ' s p r e limi na r y op i n i on i s 

as f oll ows . 

5 .1 The board fo ll ows the appe ll ant i nsofar as the ment i on 

of new documents on l y wi th the reasoned dec i s i on may 

cause avo i dab l e mi sunde r standi ngs . 

5 . 2 That sa i d , the boa r d notes that po i nt 2 . 4 o f the 

r easons , to which documents D6 - D8 r efe r, r e l ates to a 

f eatu r e wh i ch the exami n i ng d i v i s i on cons i de r ed to 

contr avene Ar t i c l e 123 (2 ) (see r easons 1.1). I gnoring 

th i s f eatu r e , the exami n i ng d i v i s i on came to i ts 

conc l us i on that c l a i m 1 l acked i nvent i ve step wi th 

po i nt 2 . 3 o f the r easons . 

5 . 3 The board has no object i on aga i nst i gnoring a featu r e 

f r om the inventive - step assessment that was found to 

contravene Ar t i c l e 123(2 ) EPC . Mo r e specifica lly , the 

boa r d conside r s that the examining division is not 

ob l iged to anticipate the r ep l acement of such a featu r e 

wi th a s i mila r one that mi ght be ori g i na ll y d i sc l osed 

and prov i de a specu l at i ve i nvent i ve step assessment of 

a so - amended c l a i m. 

5 . 4 The boa r d thus tends to conside r that point 2 . 4 of the 

reasons i s - and is eas il y r ecogn i sab l e as be i ng - an 

obiter dictum i tse l f and not to f o r m pa r t of the 

r easons f or the i nvent i ve - step object i on . I t wou l d seem 

to f oll ow that potentia l de fi c i enc i es as i nd i cated by 

the appe ll ant cannot be f undamenta l ones wi th i n the 

mean i ng of Ar t i c l e 11 RPBA or substant i a l p r ocedu r a l 

v i o l at i ons acco r d i ng to Ru l e 103 (1) (a ) EPC . 

5 . 5 The boa r d f u r ther notes that the a r gument put f o r wa r d 

i n po i nt 2 . 4 of the r easons was a lready g i ven i n the 

commun i cat i on of 30 Ma r ch 20 1 6 (po i nt 2 .1) wi thout 

r e f e r ence to any written ev i dence . The appe llant not 

EPO Form 3350 5/ 13 

Page 654 of 713



T2287/ 1 6- 3 . 5 . 06 

havi ng r esponded to th i s commun i cat i on , the exami n i ng 

d i v i s i on was ent i t l ed to ma i nta i n i ts op i n i on wi thout 

havi ng to p r oduce ev i dence f or i t . And that the 

exami n i ng d i v i s i on has ma i nta i ned i ts op i n i on seems to 

f oll ow fr om the f act that the new l y c i ted documents 

we r e i nt r oduced i n a sect i on c l ea rl y sepa r ate fr om the 

r easons f or the dec i sion . 

5 . 6 Fi na ll y , the boa r d notes that whi l e the appe ll ant 

st r esses that it shou l d have been g i ven an oppor tun i ty 

to study D6 - D8 , i t does not , i n i ts g r ounds o f appea l, 

cont r ad i ct the substant i ve assumpt i on about the common 

know l edge i n the a r t wh i ch D6 - D8 we r e c i ted to suppo r t 

(reasons 2 . 4 and remarks 1 ) . Even f r om the grounds of 

appea l, thus , it wou l d seem that this assumption per se 

i s uncontrovers i a l. 

6 . With regard to the a l l egedl y insufficient r easoning, 

the boa r d takes the fo ll ow i ng view . 

6 .1 The boar d tends to consider that an Art i c l e 123(2) EPC 

object i on may we ll be suff i c i ent l y r easoned by say i ng 

that the appe ll ant d i d not p r ov i de any bas i s f o r an 

amendment and not i ng that such bas i s was not appa r ent 

to the exami n i ng d i v i s i on by i tse lf. 

6 . 2 I n the p r esent case , the board a l so notes that the 

exami n i ng division had a l ready ra i sed that po i nt in its 

commun i cat i on dated 30 Ma r ch 20 1 6 (po i nt 1. 2 ), to wh i ch 

the appe ll ant chose not to r espond . 

7 . I n v i ew o f the f o r egoing , the boa r d cannot p r esent l y 

see any f undamenta l de fi c i ency i n the fir st i nstance 

p r oceedi ngs that wou l d r equ ire an i mmed i ate r emi tta l o f 

th i s case to the fir st i nstance unde r Ar t i c l e 11 RPBA 

or that cou l d make r eimbu r sement of the appea l f ee 

equ i tab l e unde r Ru l e 103 (1) (a ) EPC . 
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Clari ty and cla i m construct i on 

8 . The boa r d notes that the ter m "inter phase " does not 

seem to ex i st i n the a r t and takes i t that "interface " 

i s meant i nstead . 

9 . The i ndependent c l a i ms o f a ll r equests spec ify that the 

c l a i med " appa r atus [ i s ] ope r ab l e to [ i nterface ] wi th an 

exter na l dev i ce f or vari ous ope r at i ons " wi thout 

specify i ng the ki nd of ope r at i ons o r whether o r how 

they i nte r act wi th the securi ty mechan i sm specified i n 

the r ema i nde r of the c l a i ms . 

1 0 . The i ndependent c l a i ms state that " access to the sto r ed 

data fil es i n sa i d fir st memo r y modu l e i s den i ed to 

sa i d exter na l dev i ce and the ope r at i on o f the po r tab l e 

handhe l d appa r atus is comp l ete l y shut down ". This 

phrase is amb i guous between say i ng that access i s 

den i ed "by way of " shutt i ng down the dev i ce o r access 

i s den i ed i ndependent l y of the shutdown . 

11. The i ndependent c l a i ms spec i fy that " access [ ... ] i s 

on l y enab l ed " a f te r success f u l authent i cat i on o f the 

user. The boa r d notes that h i s phr ase seems to r e f e r to 

any access , not just access by the exte r na l dev i ce . 

12 . The i ndependent c l a i ms spec i fy conti nuous b i omet ri c 

authent i cat i on and the detect i on o f a " change " i n the 

b i ometri c pa r amete r s . Illust r at i ng the not i on o f 

change , the appe llant r e f e r s to a dev i ce that detects a 

change i n the user' s hear t r ate , takes thi s to i nd i cate 

that the use r i s unde r du r ess and shuts down the dev i ce 

to p r otect the data (see page 1 0 , pa r ag r aph 2 ). The 

boa r d notes that the c l a i m wo r d i ng i s much b r oade r than 

that : Spec ifica ll y , if the appa r atus was handed over to 

a d iffe r ent use r a f te r the fir st authent i cat i on , a 
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" change " i n the measur ed b i omet ri c pa r amete r s wou l d 

a l so be detected . 

Added subject -matter , Article 123 (2 ) EPC 

13 . The exami n i ng d i v i s i on f ound that an i nterface wi th an 

exter na l dev i ce was mo r e gene r a l than what was 

d i sc l osed i n the descript i on , wh i ch r e f e rred on l y to 

i nterfac i ng wi th a ce l l u l a r phone o r a host pe r sona l 

compute r" (r easons 1. 1 ). The boa r d r ather tends to 

ag r ee wi th the appe llant that the descript i on d i sc l oses 

(esp . i n fi gu r e 1 and the accompany i ng descript i on ) 

that " exter na l devi ces " as d i sc l osed cou l d a l so be 

"l andline phones " o r "mu l t i-use r I /O te r mi na l s " and 

that a gene r a l r e f e r ence to "exter na l dev i ces " i n the 

c l a i ms complies wi th Ar t i c l e 123(2) EPC . 

14 . As r egar ds the denia l of access " to said externa l 

devices " (r easons 1 . 2) , the board ag r ees with the 

decision that no action seems to be disc l osed that 

wou l d be specific for the exte r na l device , i . e . beyond 

the ev i dent fact that shutt i ng down the appa r atus has 

the effect of " denying" any access whatsoever. To the 

extent that the phrase " access [ ... ] i s den i ed to sa i d 

exter na l dev i ce " suggests the cont r a r y , i t seems to 

contr avene Ar t i c l e 123(2 ) EPC . The appe ll ant ' s 

arguments in this respect do not addr ess th i s po i nt 

(see grounds of appea l , page 7 , uppe r half). 

Non - unity 

15 . I n the sect i on " Fu r ther Rema r ks " the exami n i ng d i v i s i on 

r a i sed a non - un i ty object i on to the dependent c l a i ms on 

the bas i s o f (i. e . posterior to ) the fi nd i ng that the 

i ndependent c l a i ms l acked i nvent i ve step . Thi s means 

that the non - un i ty object i on wou l d f a ll if the 

i nvent i ve - step objection wer e to fa ll, and that the 

non - un i ty object i on wou l d be i mmateri a l f or the 
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a ll owabili ty o f the c l a i med i nvent i on i f the i nvent i ve ­

step object i on we r e to stand . I n the f oll ow i ng , 

ther e f or e , no f u r ther r e f e r ence will be made to thi s 

object i on . Mo r eove r, the de l et i on o f dependent c l a i ms 

fr om aux ili a r y r equests 1, 5 and 6 (v i s - a - v i s the ma i n 

r equest and aux ili a r y r equest 3 and 4 ) appea r s not to 

addr ess any i ssue p r esent l y at stake . 

The pri or art 

1 6 . Dl d i sc l oses an e l ect r on i c dev i ce , p r e f e r ab l y a mobil e 

phone (see fi gu r es 6 and 7 ), wi th seve r a l b i omet ri c and 

liveness senso r s f or contr olling access to i ts data 

(see parag r aph 25 , 28 , 41 , 57 , 75 and 76) . 

17 . D2 d i sc l oses a protected system that requ ires 

cont i nuous b i ometr i c authent i cat i on for a use r to get 

and keep access to the system (see co l umn 2 , 

l ines 41- 66 , and co l umn 3 , l ines 21- 26 ). I t a l so 

disc l oses that the system may shut down when the use r 

" fai l s mo r e than a p r esc r ibed number of [biomet r ic ] 

compa ri son tests " (see co l umn 5 , lines 4 - 6 ), poss i b l y 

a f te r hav i ng perfor med an addi t i ona l, "mor e h i gh l y 

accu r ate test " (co l umn 7 , li nes 24 - 28 ). 

Inventive step 

1 8 . I n a nutshe ll, the i nvention is a mobil e data sto r age 

f or sens i t i ve data which can be attached to a ll k i nds 

of "exte r na l dev i ces " to p r ov i de these exte r na l dev i ces 

wi th access to the sens i t i ve data . Access i s cont r olled 

by b i omet ri c and liveness sensor s and f u r ther p r otected 

by enc r ypt i on . The cent r a l i dea i s that the mobil e 

dev i ce ' s p rima r y f unct i on i s to keep data sto r age 

sepa r ate fr om the app l i cat i ons r unn i ng on the exter na l 

dev i ces (see the g r ounds o f appea l, page 7 , pa r ag r aph 4 

fr om the bottom). 
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Dl d i sc l oses a smar tphone storing sens i t i ve data access 

to wh i ch i s cont r olled by b i ometri c and liveness 

senso r s , i. e . p r ov i d i ng the c l a i med data sto r age 

f unct i ona li ty and the b i ometri c access p r otect i on . The 

data access be i ng cont r olled appea r s to be ma i n l y 

"loca l", i. e . r e l at i ng to a use r man i pu l at i ng the 

smar tphone , and not to i nvo l ve any "exte r na l dev i ce ". 

Howeve r, i t wou l d seem to be common l y known that 

smar tphone data can be accessed fr om an " exter na l 

device ", via i ts d i spl ay and keyboa r d , fo r examp l e i n 

o r de r to backup the smar tphone memo r y o r to t r ans f e r 

p i ctu r es to a PC . I t is known i n th i s context that the 

data on the phone can on l y be accessed fr om the PC when 

the use r has l ogged i n at the phone . The boa r d 

cons i de r s that th i s statement does not r equi r e 

documenta r y ev i dence but i s p r epa r ed to p r ov i de such 

ev i dence if the appe l l ant wer e to cha llenge i t i n 

substance . For the moment it seems sufficient to point 

out that the fi r st i Phone was l aunched i n 2007 . 

I t wou l d the r efo r e appea r to be common p r actice in the 

a r t - and thus obv i ous i n the context of Dl - that a ll 

access cont r o l mechanisms p r ovided on the phone a l so 

contr o l access to the data f r om exter na l dev i ces . 

I n v i ew of the fo r egoing , the boa r d tends to ag r ee with 

the assessment i n the dec i s i on unde r appea l (see 

r easons 2 . 2 ), that the c l a i med i nvent i on d iffe r s 

fr om Dl by 

a ) an encr ypt i on modu l e f o r the sto r age of user ' s data , 

b ) cont i nuous b i omet r ic (re -) authent i cat i on , and 

c ) shutdown of the appa r atus shou l d b i ometri c r e ­

authent i cat i on f a il. 

The appe ll ant st r esses that the "wo r k i ng r e l at i onsh i p " 

between the "p r ocess i ng modu l e ", the "memo r y modu l e ", 

the " enc r ypt i on modu l e " and the b i ometri c senso r s i s 
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ve r y spec ifi c and p r ov i des a link between the above 

d iffe r ences (see the g r ounds of appea l, page 11, 

po i nt 5 ). On th i s account the boa r d notes that i t i s 

obv i ous that the "p r ocess i ng modu l e " be "i n 

commun i cat i on " wi th al l the other components . The boa r d 

tends not to accept that any f u r ther i nte r act i on 

between the d iffe r ence f eatu r es can be derived fr om the 

c l a i med subj ect - matter. 

As r egar ds f eatur e a ), the boa r d tends to ag r ee wi th 

the dec i s i on unde r appea l(reasons 2 . 3 .1) that " the use 

o f enc r ypt i on f o r data p r otect i on " i n computer memo r y 

i s we ll- known i n the a r t . Al though the appe llant has 

po i nted out that the exami n i ng d ivi s i on d i d not p r ov i de 

any e vidence f o r th i s statement , i t seems not to hav e 

challenged i t i n substance (g r ounds of appea l, 

po i nt 2 . 3 .1). 

As r egar ds f eatur es b ) and c ), the boa r d notes that 

ther e is no c l ea r diffe r ence between "repeated" and 

" continuous " r e - authent i cation , and r eca ll s (see 

poi nt 12 above ) that the not i on of " change " i s very 

vague and subsumes the s i tuat i on that b i omet ri c data 

has changed because the appa r atus was handed to a 

d iffe r ent user. Fr om th i s pe r spect i ve , the boa r d tends 

to ag r ee that D2 p r ovides a so l ut i on to the p r ob l em 

g i ven by the exami n i ng d i v i s i on , name l y to avo i d an 

unauthori zed change of use r s (see r easons 2 . 3 . 2 ). I n 

r esponse to the appe l lant ' s r ema r k unde r po i nt 4 i n i ts 

g r ounds o f appea l, the boa r d takes the v i ew that i t 

wou l d have been suffi c i ent p r ompt f o r the sk illed 

pe r son to combi ne Dl wi th D2 that D2 so l ves a p r obl em 

that wou l d a rise i n the context o f Dl. 

The boa r d the r e f o r e comes to the p r e limi na r y conc l us i on 

that none o f f eatu r es a ) to c ) establi shes an i nvent i ve 

step of the c l a i med i nvent i on over Dl, Ar t i c l e 56 EPC . 
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Auxi l i ary requests 

1 9 . The aux ili a r y r equests d i ffe r f rom the ma i n request i n 

r e f e rri ng to the exter na l dev i ce ' s d i sp l ay o r keyboa r d 

(auxili a r y r equest 1), i n limi t i ng the "exte r na l 

dev i ce " to , r espect i ve l y , "a mobil e commun i cat i on 

dev i ce o r a pe r sona l compute r" o r s i mp l y " a mobil e 

commun i cat i on dev i ce " (auxili a r y r equests 3, 4 , 5, 6) , 

and i n the de l et i on o f dependent c l a i ms (auxili a r y 

requests 2 , 5 and 6) . 

1 9 .1 

1 9 . 2 

As a lready stated (see point 1 5 above) , the de l etion of 

dependent c l a i ms is immateri a l to the def i c i encies of 

the i ndependent c l a i ms . Al so , the assessment o f the 

ma i n r equest has assumed the exter na l dev i ce to be a 

pe r sona l computer. Ther e f or e , the assessment o f the 

main r equest seems to app l y di r ect l y to auxi l iar y 

requests 1- 3 and 5 . 

The fact that the independent c l aims in auxi l iar y 

requests 4 and 6 are l i mi ted to exter na l access to the 

c l a i med appa r atus by a "mob il e commun i cat i on dev i ce " 

does not seem to have any impact on the c l aimed 

appa r atus i tse l f . And even if it had, it wou l d seem to 

the boa r d that i t was an obv i ous t r end i n the art that 

"mob il e commun i cat i on dev i ces " cou l d carry out mo r e and 

more functions which used to be limi ted to desktop 

compute r s . Ei ther way , the boa r d tends to cons i de r that 

th i s d iffe r ence cannot r ender the c l a i med i nvent i on 

non - obv i ous e i ther. 

20 . I n summa r y , the subject - matte r o f the i ndependent 

c l a i ms of a ll r equests be i ng obv i ous over Dl, D2 and 

common know l edge , i t wou l d seem that the appea l will 

have to be d i smi ssed . 

The appe ll ant ' s attent i on i s , i n pa r t i cu l ar , drawn to 

Ar t i c l es 1 3( 1) and 15(3 ) RPBA . Any amendments to i ts case 
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shou l d be submi tted at the l atest one month be f or e the 

appo i nted date . 
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European Patent Office 
D-80298 Munich 
Germany 

Dear Sirs, 

Your Ref: 
Our Ref: 

European Patent Application No. 11752936.2 
"A Secured Personal Data Handling and 
Management System" 

~ELLY ~ EUROPEAN PATENT ANO I TRADE MARK ATTORNEYS 

11752936.2 
P105633EP00 

2 October 2018 

OS - NEW HORIZON PERSONAL COMPUTING 
SOLUTIONS LTD. 
Appeal No. T2287/16-3.5.06 

As a matter of courtesy, I wish to advise the Board of Appeal that I will not be attending the 
Oral Hearing scheduled for October 9 2018 in connection with the above-identified Application. 

I request that the Oral Hearing proceeds in our absence. 

P~ 
Yours faithfully 

Paul Keane 
Representative 

p.keane@frkelly.com 
+353 1 231 4862 

FRKelly I 27 Clyde Road, Dublin 004fS3Bdre.Ja,,d ilel:+353 1 2.31 48-48 I Fax: +353 1 614 47 56 I dublin@frkelly.co,n I wwwJrkelly,com 
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Europii isclles 
Patenta mt 

European 
Pa t ent Office Letter accompanying subsequently filed items 
Off ice europeen 
des brevets 

Representative: 

Mr Paul Keane 
FRKELLY 
27 Clyde Road 
D04 F838 Dublin 
Ireland 

Phone: +353 1 231 4862 
Fax: +353 1 614 4756 
E-mail: p.keane@frkelly.com 

80298 Munich 
Germany 
Tel. +49(0)89 2399-0 I Fax -4465 

P.O. Box 5818 
2280 H V Rijswijk 
Netherlands 
Tel. +31 (0)70 340-2040 I Fax -3016 

10958 Berlin 
Germany 
Tel. +49(0)30 25901-0 I Fax -840 

The document(s) listed below is (are) subsequently filed documents pertaining to the following application: 

Application number 

Applicant's or representative's reference 

Description of document Original file name 

1 Letter dealing with oral proceedings during P105633EP00 Letter.pdf 

the appeal procedure 

1 Method of payment 

Signatures 

Place: 

Date: 

Signed by: 

Representative name: 

Capacity: 

P105633EP00 

Payment 

02 October 2018 

Paul Keane 36258 

Paul Keane 

(Representative) 

Not specified 

11752936.2 1 

P105633EP00 I 

Assigned file name 

APPEAL-ORAL.pdf 
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E:uropiUsches 
Paten ta mt 

European 
Patent Office 

Office europeen 
des brevets 

Acknowledgement of receipt 

We hereby acknowledge receipt of the following subsequently filed document(s): 

Submission number 

Application number 

Date of receipt 

Receiving Office 

Your reference 

Applicant 

Documents submitted 

Submitted by 

Method of submission 

Date and time 
receipt generated 

6771423 

EP11752936.2 

02 October 2018 

European Patent Office, The Hague 

I P105633EP00 

I All applicants as on file 

package-data.xml 

epf1038.pdf (1 p.) 

CN=PauIKeane36258 

Online 

02 October 2018 , 18:34 (GEST) 

ep-sfd-request.xml 

APPEAL-ORAL.pdf\P105633EP00 
Letter.pdf (1 p.) 

Message Digest 3C:8E:41 :FC:6B:56:AE:46:62:6F:6A:89:79:EC:D5:DA:8C:F7:0A:F5 

Correction by the EPO of errors in debit instructions filed by eOLF 
Errors in debit instructions filed by eOLF that are caused by the editing of Form 1038E entries or the continued use of outdated 
software (all forms) may be corrected automatically by the EPO, leaving the payment date unchanged (see decision T 152/82, 
OJ EPO 1984, 301 and point 6.3 ff ADA, Supplement to OJ EPO 10/2007). 

/European Patent Office/ 

Acknowledgement of receipt - application number EP11752936.2 Page 1 of 1 
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European Patent Office 
D-80298 Munich 
Germany 

~ELY 
"' EUROPEAN PATENT ANO I TRADE MARK ATTORNEYS 

Your Ref : 11752936.2 
Our Ref: P105633EP00 

Dear Sirs, 

European Patent Application No. 11752936.2 
"A Secured Personal Data Handling and 
Management System" 

2 October 2018 

OS - NEW HORIZON PERSONAL COMPUTING 
SOLUTIONS LTD. 
Appeal No. T2287/16-3.5.06 

I wish to withdraw the request for oral proceedings as I will not be attending due to financial 
costs that would be incurred by the Applicant if I was to attend. 

While I will not be attending the oral hearing, I wish to convey to the Board of Appeal that it is 
my genuine belief that the present application was unfairly Qrejudiced against as a result of the 
UnitY: Objection which was raised in the Search Opinion dated February 5 2014. The Search 
Opinion indicated that the claims related to nine separate inventions. As a consequence, a 
significant about of claims/subject matter had to be deleted in order to overcome the unity 
objection which was detrimental to the prospect of present application proceeding to grant 
during examination. 

I wish to convey to the Board of Appeal that I strongly disagree that the application did not 
comply with Unity of Invention requirements (Rule 44 EPC, Art 82 EPC)). 

It is respectfully submitted that the Examiner did not consider all the features of the claims 
when assessing unity of invention. In particular, the Examiner indicated that a number of 
features in claim 1 was directed to added subject matter. The applicant strongly contests this 
assessment. The attached 'REFERENCE TABLE to ADDED MATTER' lists references in the 
description and figures for several phrases, which the Examiner indicated referred to added 
matter. As shown in the reference table, other terms/ phrases listed are referred to in the 
specification and/or figures. 

Thus, applicants respectfully submits that the amended claims do not contain any added 
matter. 

REFERENCE TABL r [ ADDED MATTER? Rejectionl 
Description, Page refs Figs. Fig. Ref No 

Biometric 26, line 19- 28, line 20 2 124; 126 

40, lines 7- 23 4 403 
45, lines 15-23 5 503 

Plurality of biometric 30, lines 23-24; 
sensors being integrated 34, lines 18-20; 
within the apparatus 36, lines 16-17; 

39, lines 13-14 

FRKeliy i 27 Clyde Road, Dublin 004FS38, Ireland !Tel: +3531 231 4848 Fax: +353 1 6144756 I dublin@frkelly.con, I www.frkelly,com 
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second storage unit 28, line 22; 2 140 
(configured to store a 30, lines23-28; 
... personal biological 36, line 28; 
biometric identification 45, line 26 
parameters) 

Life signs detector detects 40, lines 7- 23 to page 41 4 403 
a critical level ... prevents line 3 
access 

It is respectfully submitted that T194/84 referenced on page 347 of the Case Law of the Boards 
of Appeal 6th Edition makes it clear that "The test for additional subject matter corresponded to 
the test for novelty only in so far as both required assessment of whether or not information 
was diredfy and unambiguously derivable from that previously present in the originally filed 
application or in a prior art document respectively. An amendment was not allowable if the 
resulting change in content of the application, in other words the subject-matter generated by 
the amendment, was novel when compared with the content of the original application or, 
looked at another way, if the said change in content would be novelty-destroying for a 
hypothetical future claim when the original content would not be." It is clear from the above 
table that the subject matter identified by the examiner as being "Added matter" is in fact 
directly and unambiguously derivable form the Application as originally filed and for this reason 
at least the previous amendments are allowable under 123(2) EPC. 

It is respectfully submitted that D1 fails to disclose each and every one of the following features 
of claim 1. 

Apparatus for storing and managing personal and secured data and 
documentation files associated with a specific user, comprising: 

a plurality of biometric sensors for reading a plurality of personal 
biological biometric identification parameters of the user holding the 
apparatus, said plurality of biometric sensors being integrated within the 
apparatus; 

at least one life signs detector integrated within the apparatus, said 
life signs detector being configured to measure and record at least one of 
said user's life sign parameters; 

a first storage unit for the storage of said user's data and 
documentation files; 

an authentication unit comprising a second storage unit, with said 
second storage unit configured to store a pre-recorded set of personal 
biological biometric identification parameters uniquely associated with the 
specific user, wherein said authentication unit is configured to compare 
the plurality of personal biological biometric identification parameters of 
the user holding the apparatus with the pre-recorded set of personal 
biological biometric identification parameters stored in said second 
storage unit; 

a processor in communication with said plurality of biometric 
sensors, said first storage unit and said authentication unit; 

wherein access to the personal data and documentation files stored 
in said first storage unit is only enabled after said authentication unit 
positively matches each of the plurality of personal biometric biological 
identification parameters of the user holding the apparatus , with the pre­
recorded set of personal biological identification parameters stored in said 
second storage unit; and 

wherein, whenever any of said at least one life signs detector detects 
a critical level of said user measured life sign parameters, the apparatus is 

Page 682 of 713



3 

configured to prevent access to said user's personal data and 
documentation files stored in said first storage unit. 

In view of the foregoing, I wish for the present application to be remitted to the Examining 
Division so that all the subject matter which was deleted from the claims in view of the unity 
objection is fully examined in accordance with the European Patent Convention. 

Yours faithfully 

Paul Keane 
Representative 

p.keane@frkelly.com 
+353 1 231 4862 
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Europii isclles 
Patenta mt 

European 
Pa t ent Office Letter accompanying subsequently filed items 
Off ice europeen 
des brevets 

Representative: 

FRKelly 
519 
27 Clyde Road 
D04 F838 Dublin 
Ireland 

Phone: +353 1 231 4848 
Fax: +353 1 614 4756 
E-mail: docketing@frkelly.com 

80298 Munich 
Germany 
Tel. +49(0)89 2399-0 I Fax -4465 

P.O. Box 5818 
2280 H V Rijswijk 
Netherlands 
Tel. +31 (0)70 340-2040 I Fax -3016 

10958 Berlin 
Germany 
Tel. +49(0)30 25901-0 I Fax -840 

The document(s) listed below is (are) subsequently filed documents pertaining to the following application: 

Application number 

Applicant's or representative's reference 

Description of document Original file name 

1 Letter dealing with oral proceedings during Appeal letter Unity.pdf 

the appeal procedure 

1 Method of payment 

Signatures 

Place: 

Date: 

Signed by: 

Association : 

Representative name: 

Capacity: 

P105633EP00 

Payment 

04 October 2018 

Paul Keane 36258 

FRKelly 

Paul keane 

(Representative) 

Not specified 

11752936.2 1 

P105633EP00 I 

Assigned file name 

APPEAL-ORAL.pdf 
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E:uropiUsches 
Paten ta mt 

European 
Patent Office 

Office europeen 
des brevets 

Acknowledgement of receipt 

We hereby acknowledge receipt of the following subsequently filed document(s): 

Submission number 

Application number 

Date of receipt 

Receiving Office 

Your reference 

Applicant 

Documents submitted 

Submitted by 

Method of submission 

Date and time 
receipt generated 

6776706 

EP11752936.2 

04 October 2018 

European Patent Office, The Hague 

I P105633EP00 

I All applicants as on file 

package-data.xml 

epf1038.pdf (1 p.) 

CN=Paul Keane 36258 

Online 

04 October 2018 , 14:39 (GEST) 

ep-sfd-request.xml 

APPEAL-ORAL.pdMppeal letter 
Unity.pdf (3 p.) 

Message Digest 33: 14 :F4 :BB:56:9A:76:6A: 15:9C: D6:DD:32 :C3:30:52:37:A5 :BF:EB 

Correction by the EPO of errors in debit instructions filed by eOLF 
Errors in debit instructions filed by eOLF that are caused by the editing of Form 1038E entries or the continued use of outdated 
software (all forms) may be corrected automatically by the EPO, leaving the payment date unchanged (see decision T 152/82, 
OJ EPO 1984, 301 and point 6.3 ff ADA, Supplement to OJ EPO 10/2007). 

/European Patent Office/ 

Acknowledgement of receipt - application number EP11752936.2 Page 1 of 1 
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DATUM/UHRZEIT 
FAX-NR. /NAME 
U. -DAUER 
SEITE(N) 
UBERTR 
MODUS 

Europ,11che, 
Pattm;,mt 

European 
PattfltQfflQI 

Offl~ eu,api!"~ 
dostnvet, 

SENDEBERICHT 
ZEIT 
NAME 
FAX 
TEL 
S-NR. 

08/10 13: 29 
00035316144756 
00:00:53 
02 
OK 
STANDARD 

Beschwerdekammern 
Boards of Appeal 
Chambres de recours 

ilJllt 11111 111111111111111 1111111111 11111111 f 111 
27 Clyde Road 
Dublin 004 F838 
IRLANDE 

08/10/2018 13:30 
EPO BOARDS OF APPEAL 
00498923993014 

E71294H6J323666 

Boards ot Appeal or u,o 
Europoan Patent Offl~e 
Rit:hard-Reitzngr.AJee e 
85540 H11ar 
GERMANY 
Tiil. +49(0)89 2399-0 
Fax +49(0)89 2399-4485 

Date 

only by facsimile on 08 1 o 18 
1ox NO .-+:3531~(.{,({~'---·-· - I 

Zeicher,JReference/~eference I Anmeldung Nr./Appllcatlon No./Demande n'//Patenl Nr.lP1;1tent No.lBrevel n• 

P105633EP00 APPR 11752936.2 / 2545485 
I Anmalder/Appllcant/Dernandeur//Pale11tinhaber1Proprtetor/Tltulaire 

OS - New Horizon Personal Computing Solutions Ltd . 

Appeal number: T2287/16-3.5.06 

Cancellation 

1. [Z] The oral proceedings appointed for 09.10.18 

2. D The oral proceedings appointed for 

have been rescheduled to: 

will now be n Room No. 

have been cancelled. 

at 

The other provisions in the surnmons of 22.01 .18 remain unchanged. 
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Europalsches 
Patentamt 

European 
Patent Office 

Office europ~en 
des brevets 

Beschwerdekammern 
Boards of Appeal 
Chambres de recours 

I llllll 111111111111111 111111111111111 IIIII IIII IIII 
FRKelly 
27 Clyde Road 
Dublin D04 F838 
IRLANDE 

Boards of Appeal of the 
Etsopean Patent Office 
Richard-Reitzner-Allee 8 
85540 Haar 
GERMANY 
Tel. +49 (0)89 2399-0 
Fax +49 (0)89 2399-4465 

only by facsimile on J~~~10.1~ I 
tox' No .+3$5 I/ ..... lo4'"""4:""---"-Y1 ..... fy,:...<.._ __ _._ 

Zeichen/Reference/Reference 

P105633EP00 APPR I 
Anmeldung Nr./Application No./Demande n°//Patent Nr./Patent No./Brevet n° 

11752936.2 / 2545485 
Anmelder/Applicant/Demandeur//Patentinhaber/ProprietorfTitulaire 

OS - New Horizon Personal Computing Solutions Ltd. 

Appeal number: T2287 /16-3.5.06 

Cancellation 

1. [Z] The oral proceedings appointed for 09.10.18 have been cancelled. 

2. D The oral proceedings appointed for 

have been rescheduled to: at 

will now be in Room No. 

The other provisions in the summons of 22.01 .18 remain unchanged. 

The Registrar B. Atienza Vivancos 
Tel.: 089 / 2399 - 3561 

Annex(es): 0 Acknowledgement of receipt - EPO Form 3936 

EPO Form 3017 01/11 
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Boards of Appeal 
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111111111111 1111111111 lllll lllll 111111111111111111 
FRKelly 
27 Clyde Road 
Dublin D04 F838 
IRLANDE 

Boards of Appeal of the 
European Patent Office 
Richard-Reitzner-Allee 8 
85540 Haar 
GERMANY 
Tel. +49 (0)89 2399-0 
Fax +49 (0)89 2399-4465 

Boards of Appeal 

The Registry 

Name: B. Atienza Vivancos 

Tel.: 089 I 2399 - 3561 

Date: 08.10.18 

Zeichen/Reference/Reference 

P105633EP00 APPR I 
Anmeldung Nr./Application No./Demande n°//Patent Nr./Patent No./Brevet n• 

11752936.2 I 2545485 
Anmelder/ApplicanUDemandeur//Patentinhaber/ProprietorfTitulaire 

OS - New Horizon Person.al Computing Solutions Ltd. 

Appeal number: T2287/16-3.5.06 

EPA/EPO/OEB Formblatt/Form/Formulaire: 3017 

Empfangsbescheinigung Ober den Zugang des vorstehend bezeichneten SchriftstOcks 
Acknowledgement of receipt of the document specified above 

Recepisse du document specifie ci-dessus 
Linter Bezugnahme auf die Mitteilung im ABI. EPA 7/2010, 377 wird gebeten, die Empfangsbescheinigung 
mit Empfangsdatum und Unterschrift zu versehen und umgehend an das EPA zurUckzusenden: 

With reference to the Notice in OJ EPO 7/2010, 377, you are requested to date and sign the 
acknowledgement of receipt and return it to the EPO immediately: 

Conformement au communique paru au JO OEB 7/2010, 377, vous etes prie d'indiquer sur le recepisse la 
date de reception du document, de signer le recepisse et de le renvoyer sans delai a I' OEB: 

Ober die Online-Dienste des EPA (als Anlage zu EPA Form 1038) / through EPO Online Services 
(as annex to EPO Form 1038) / par les services en ligne de l'OEB (en tant que piece jointe au 
formulaire OEB 1038), 
per Fax / by fax/ par telefax (+49 (0) 89 2399-4465 or +31 (0)70 340-3016) 

oder per Post / or by post / ou par courrier 

Empfangen am/ Received on/ Re9u le: 

Unterschrift / Signature: 

Em pfangsberechtigter/a uthorised recipient/ 
le destinataire ou la personne dument mandatee 

Rlicksende-Adresse / Return address/ Adresse de retour 
(Umschlag / envelope / enveloppe ISO C4 / DL / C6/C5 / C6) 

ONV7H::::>Sl.n3a 
c!WH 017998 

8 aa11v-JaUZl!ac1-pJeLP!cl 
SlWelUaled ua1.psi~d0Jn:3 
sap uJawwe)tapJaM4~sa9 

,no1a, ap assa,pv I ssa,ppe u,n1al:I / assa,pv-apuas~:>Ol:f 

EPA Form 3936 08/17 
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Europaisches 
Patentamt 

European 
Patent Office 

Office europeen 
des brevets 

Beschwerdekammern 
Boards of Appeal 
Chambres de recours 

Appeal number: T2287/16-3.5.06 

Order 

Oral proceedings to be held on 09.10.18 

I ✓ I are cancelled. 

D are rescheduled for 

Room N° 

Munich, 08.10.18 

The Chairman W. Sekretaruk 

EPO Form 3014 08/1 7 

at hours 

Boards of Appeal of the 
European Patent Office 
Richard-Reitzner-Allee 8 
85540 Haar 
GERMANY 
Tel. +49(0)89 2399-0 
Fax +49 (0)89 2399-4465 
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Europaisches 
Patentamt 

European 
Patent Office 

Office europeen 
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Beschwerdekammern 
Boards of Appeal 
Chambres de recours 

I llllll lllll lllll lllll lllll 111111111111111 11111111 
FRKelly 
27 Clyde Road 
Dublin 004 F838 
IRLANDE 

Boards of Appeal ofthe 
European Patent Office 
Richard-Reitzner-Allee 8 
85540 Haar 
GERMANY 
Tel. +49 (0)89 2399-0 
Fax +49 (0)89 2399-4465 

Datum/Date 

12.11.18 

Zeichen/Reference/Reference 

P105633EP00 APPR I 
Anmeldung Nr./Application No./Demande n°//Patent Nr./Patent No./Brevet n° 

11752936.2 / 2545485 
Anmelder/Applicant/Demandeur//Patentinhaber/Proprietor/Titulaire 

OS - New Horizon Personal Computing Solutions Ltd. 

Appeal number: T2287/16-3.5.06 

Please find enclosed a copy of the decision of 09.10.18. 

The Registrar U. Bultmann 

Tel.: 089 / 2399 - 3561 

Annex(es): [Z] Acknowledgement of receipt - EPO Form 3936 

□ 

Registered letter with advice of delivery 

EPO Form 3032 01/11 
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BESCHWERDEKAMMERN BOARDS OF APPEAL OF 
DES EUROPAISCHEN THE EUROPEAN PATENT 
PATENTAMTS OFFICE 

CHAMBRES DE RECOURS 
DE L'OFFICE EUROPEEN 
DES BREVETS 

Internal distribution code: 
(A) l - l Publication in OJ 

( B ) l - l To Chai rmen and Members 
(C) l - l To Chai rmen 
( D ) [ X l No d i stribution 

Datasheet for the decision 
of 9 October 2018 

Case Number: T 2287/ 1 6 

Application Number: 11 752936 . 2 

Publication Number: 2545485 

3 . 5 . 06 

IPC: G06F2 1 /32 , G06F2 1 /62 

Language of the proceedings: EN 

Title of invention: 
A SECURED PERSONAL DATA HANDLI NG AND MANAGEMENT SYSTEM 

Applicant: 
OS - New Hori zon Pe r sona l Computing So l utions Ltd . 

Headword: 
Secur ed pe r sona l data hand l ing system/OS NEW HOR IZ ON 

Relevant legal provisions: 
EPC Ar t . 56 , 11 3 (1) 
EPC R . 1 03 (1) (a ), 111 (2 ) 
RPBA Ar t . 11 

Keyword: 
I nventive step (no ) 
Substantia l p r ocedu r a l vio l ation (no ) 
Remi tta l to the depa r tment o f fir st i nstance (no ) 

EPA Form 3030 This datasheet is not part of the Decision . 
It can be changed at any time and without notice . 
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Decisions cited: 

Catchword: 

EPA Fo rm 3 03 0 This datasheet is not part of the Decision . 
It can be changed at any time and without notice . 
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Beschwerdekammern 

Boards of Appeal 

Chambres de recours 

Boards of Appeal of the 
European Patent Office 
Richard-Reitzner-Allee 8 
85540 Haar 
GERMANY 
Tel. +49 (0)89 2399-0 
Fax +49 (0)89 2399-4465 

Case Number: T 2287/16 - 3.5.06 

Appellant: 

(Applicant) 

Representative: 

of 
D E C I S I O N 

echnical Board of Ae eal 3.5.06 
of 9 October 2018 

OS - New Horizon Personal Computing Solutions 
Ltd. 
10/3 Efroni Street 
P.O. Box 84275 
90805 Mevasseret Zion (IL) 

FRKelly 
27 Clyde Road 
Dublin 004 F838 (IE) 

Decision under appeal: Decision of the Examining Division of the 
European Patent Office posted on 24 May 2016 
refusing European patent application No. 
11752936.2 pursuant to Article 97(2) EPC. 

Composition of the Board: 

Chairman 
Members: 

W. Sekretaruk 
M. Muller 

G. Zucka 
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- 1 - T 2287/16 

Summary of Facts and Submissions 

I. The appeal is against the decision of the examining 

division, dispatched with reasons dated 24 May 2016, to 

refuse European patent application No. 11 752 936 for 

added subject-matter (Article 123(2) EPC) and lack of 

inventive step (Article 56 EPC) over the documents 

01: US 2009/083847 Al and 

02: US 5 229 764 A. 

Documents 03-05 were cited in the decision but not 

relied upon in the reasons. In a section entitled 

"Further Remarks", the decision mentions three further 

documents (XP055260933, XP055260935 and WO2006076658) 

"in support of" a statement made in the reasons, and 

raises an objection of non-unity a posteriori in view 

of the finding that the independent claims lacked 

inventive step. For ease of reference, the three 

documents are referred to as 06-08 hereinbelow. 

II. The appellant requested that the decision be set aside, 

that a patent be granted on the basis of claims 1-13 

according to a main request or auxiliary requests 3 

and 4, claims 1-11 according to auxiliary request 1, or 

claims 1-4 according to auxiliary requests 2, 5 and 6, 

all as filed with the grounds of appeal, in combination 

with the description (pages 1-60) and the drawings 

(sheets 1-9) as published, and that the appeal fee be 

reimbursed because the decision was insufficiently 

reasoned and the appellant's right to be heard was 

violated. 

III. Claim 1 of the main request reads as follows: 
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"A po r tab l e handhe l d appa r atus f or manag i ng per sona l 

and secur ed data and documentat i on fil es sto r ed i n the 

appa r atus , the appa r atus be i ng ope r ab l e to i nte r phase 

wi th a mob il e commun i cat i on dev i ce f o r act i vat i on o f 

various ope r at i ons between the mob il e commun i cat i on 

dev i ce and the handhe l d appa r atus , the appa r atus 

compri s i ng : 

a p l u r a li ty o f b i ometri c sensors f or r eadi ng a 

p l u r a li ty o f per sona l biomet r ic i dentification 

paramete r s of the use r ho l ding the appa r atus , sa i d 

p l u r a li ty o f b i omet ri c senso r s be i ng i nteg r ated wi th i n 

the appa r atus ; 

at l east one life s i gns detecto r i nteg r ated wi th i n 

the appa r atus , sa i d life s i gns detector be i ng 

confi gu r ed to measu r e and r eco r d at l east one o f sa i d 

user' s life s i gn pa r amete r s ; 

a f i rst memo r y modu l e in commun i cat i on wi th sa i d 

p r ocessing modu l e and said enc r yption modu l e fo r the 

sto r age of said user ' s data and documentation f il es ; 

an authentication unit conf i gured to compa r e the 

p l u r a l ity of persona l bio l ogica l biomet r ic 

i dent i f i cat i on parameters of the use r ho l d i ng the 

appa r atus wi th a p r e -reco r ded set of pe r sona l b i omet ri c 

i dent ificat i on pa r amete r s ; 

a p r ocess i ng modu l e in commun i cat i on wi th sa i d 

p l u r a li ty o f b i omet ri c senso r s , sa i d fir st memo r y 

modu l e and sa i d authenticat i on un i t ; 

an enc r ypt i on modu l e i n commun i cat i on wi th the 

p r ocess i ng modu l e ; 

commun i cat i on and data connection means for 

commun i cati ng wi th sa i d mob il e commun i cat i on dev i ce , 

sa i d commun i cat i on and data connect i on means be i ng i n 

commun i cat i on wi th sa i d p r ocess i ng modu l e ; 

whe r e i n access to the pe r sona l data and 

documentat i on fil es stor ed i n sa i d fir st memo r y modu l e 

i s on l y enabl ed a f te r sa i d authent i cat i on un i t 
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pos i t i ve l y matches each o f the p l u r a li ty o f pe r sona l 

b i omet ri c i dent ificat i on pa r amete r s o f the use r ho l d i ng 

the appa r atus , wi th the p r e -reco r ded set o f per sona l 

i dent ificat i on pa r amete r s ; and 

whe r e i n sa i d p l u r a li ty of b i ometri c senso r s 

cont i nuous l y r ead a p l u r a li ty o f pe r sona l b i o l og i ca l 

i dent ificat i on pa r amete r s assoc i ated wi th sa i d use r 

ho l d i ng the po r tab l e handhe l d appa r atus and i n the 

event that a change occu r s i n any of the p l u r a li ty o f 

pe r sona l b i o l og i ca l i dent ificat i on pa r amete r s , access 

to the sto r ed pe r sona l data fil es i n sa i d fir st memo r y 

modu l e i s den i ed to sa i d mob il e commun i cat i on dev i ce 

and the ope r at i on of the po r tab l e handhe l d appa r atus i s 

comp l ete l y shut down ." 

Cl a i m 1 o f auxi l i ary request 1 d i ffe r s f r om c l a i m 1 of 

the main r equest in that the p r eamb l e states the 

apparatus to be operabl e to " interphase" between the 

exte r na l dev i ce and the handhe l d appa r atus , 

" whi l e using a disp l ay and keyboard of the exte r na l 

device for user' s i nteract i ons wi th the handhe l d 

apparatus ... " 

and that the "p r ocess i ng modu l e " and the "encr ypt i on 

modu l e " a r e ma r ked as " integr ated". Mo r eove r, i n the 

l ast pa r agraph of c l a i m 1 the fir st occurrence o f 

"portabl e handhe l d " is de l eted, and so i s the f eatu r e 

that the pe r sona l data fil es a r e "i n sa i d f irst memo r y 

modu l e ". 

Auxi l i ary request 2 d iffe r s fr om aux ili a r y r equest 1 i n 

that most dependent c l aims a r e de l eted . Cl a i m 1 o f 

aux ili a r y r equest 2 i s ident i ca l to that of aux ili a r y 

r equest 1. 
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Claim 1 of auxiliary requests 3 and 4 is identical to 

that of the main request, except that the term 

"external device" is replaced by "mobile communication 

device or a personal computer" or "mobile communication 

device", respectively. 

Claim 1 of auxiliary requests 5 and 6 is identical to 

that of the main request, except that the term 

"external device" is replaced by "computer or cellular 

phone" or "mobile communication device", respectively. 

IV. In an annex to a summons to oral proceedings, the board 

informed the appellant of its preliminary opinion that 

no fundamental deficiency was apparent that required 

the board under Article 11 RPBA to remit the case to 

the examining division without an assessment of its 

merits. n substance, the board took the g reliminary 

view that the indeg endent claims of all reguests lacked 

·nventive ste over 01 and 02, Article 56 EPC, and 

noted that the unity objection a posteriori was 

secondary to the inventive steP.......Qbjection against the 

inde endent claims and therefore resently not decisive 

for the case. 

V. In a letter dated and received on 2 October 2018, the 

representative informed the board that he would not be 

attending the oral proceedings but requested that the 

oral proceedings be held in the appellant's absence. In 

a further letter, received on 4 October 2018, the 

representative withdrew the request for oral 

proceedings but provided arguments for the board's 

articular it stated that "a --- -
significant of claims/subject matter had to be 

deleted in order to overcome the unity objection" and 

reguested that the a2 lication be remitted to the 

examining division "so that all the subject matter, 
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which was deleted from the claims in view of the unit~ 

objection [was] fully examined". 

The appellant did not, however, address the inventive 

step objection raised by the board. 

The oral proceedings were then cancelled. 

Reasons for the Decision 

The invention 

1. The application relates to the fact that users need to 

have "easy, affordable, and immediate" access to 

personal data, some of which may be sensitive (such as 

medical records) and must hence be specially protected 

(page 1, paragraph 1). 

1.1 The application discloses that, as a solution, security 

tokens are known to store and protect sensitive data 

(see page 1, paragraph 2). Some such tokens are 

discussed in detail, esp. the "Medicard", which require 

biometric authentication before providing access to the 

stored data (see page 3, last paragraph, to page 4, 

paragraph 1). Known tokens are said to have a number of 

shortcomings such as lacking "connectivity" and 

liveness detection (see the paragraph bridging pages 4 

and 5) . 

1.2 The invention proposes a particular such security token 

(see page 9, paragraph 2, and figures 3a and 3b). It 

provides encryption so that the sensitive data need not 

be stored in plain text, and different biometric, 
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liveness and affect sensors, so that access to the data 

can be limited to authorized users, possibly depending 

on their emotional or physiological state (see e.g. 

page 14, last paragraph, to page 15, paragraph 2; 

page 26, paragraph 2, to page 28, paragraph 2; page 37, 

paragraph 2). The security token may act as a "mass 

memory" of private data for its owner (page 12, 

paragraph 1; page 13, lines 9-12 and 26-32; pages 33 

and 39, paragraph 3) and may, insofar, replace other 

portable devices (see page 14, paragraph 2). It may 

also offer further functionality such as initiating an 

emergency call, e.g. through a connected cell phone, 

and communicating the device location (page 12, 

paragraph 2; page 15, last paragraph; page 2 4, 

paragraph 3; page 2 8, last paragraph, to page 2 9, 

paragraph 2; page 34, paragraph 2) . 

The envisaged typical use scenario is depicted in 

figure 1 (see page 23, penultimate paragraph, to 

page 2 4, paragraph 1) . The token may be attached to 

of several "external" devices, such as a smartphone 

(355), a landline phone (365), a computer terminal 

(360) or multi-user I/O terminals (362) connected to 

some service network, be it a landline or cellular 

telephone communication network (305, 310) or the 

Internet (370). When the token is attached to an 

external device and held by an authorized user, the 

external device can retrieve data from the token's 

memory or write into it (see page 41, lines 16-19). 

one 

1.4 It is also disclosed that biometric data can be 

obtained and verified "continuously" and that, if this 

fails, further access to the personal data may be 

denied and the token may "completely" shut down (see 

original claim 2). 
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Art i cle 11 RPBA , Rule 103 (1 ) (a ) EPC , 

alleged subs tant i al procedural violati on s 

2 . The appe ll ant r equests that the appea l f ee be 

r e i mbu r sed because two substant i a l p r ocedu r a l 

v i o l at i ons occurred du r ing exami nat i on . 

2 .1 I t a r gues that i ts r ight to be hea r d unde r 

T 2287/16 

Ar tic l e 11 3 (1) EPC was v i o l ated because it cou l d not 

comment on documents D6 - D8 , wh i ch we r e ment i oned fir st 

i n the r easoned dec i s i on (see the g r ounds o f appea l, 

page 3 , pa r ag r aph 2 ; page 4 , pa r ag r aphs 1- 2 ). 

2 . 2 I t a l so takes the v i ew that the dec i s i on was i nsu ffi­

c i ent l y r easoned (Ru l e 111( 2 ) EPC ), because 

i) the examining division justified an Ar tic l e 123(2 ) 

EPC object i on to a feature me r e l y wi th the 

statement that " the app licant d i d not p r ov i de , and 

the exami n i ng d i v i sion cou l d not i dent i fy i n the 

applicat i on as f iled", d i sc l osur e of that featu r e 

(see page 6 , l ast par ag r aph , to page 7 , 

pa r ag r aph 1) , 

ii) i t d i d not p r ov i de ev i dence f o r i ts statement that 

" the use of enc r ypt i on f or data p r otect i on i s a 

we ll known techn i que " (see the g r ounds o f appea l, 

page 9 , po i nt 2 . 3 .1), and 

iii) i t d i d not use , as wou l d have been r equ ired , the 

p r ob l em- so l ut i on - appr oach to show why the sk illed 

per son wou l d hav e comb i ned Dl and D2 (see page 1 0 , 

po i nt 4 ) o r these two wi th any o f D6 - D8 (see 

page 1 0 , poi nt 2 . 4) . 

3 . As r ega r ds the a lleged v i o l at i on o f the appe ll ant ' s 

ri ght to be hea r d , the boa r d ' s op i n i on i s as f o ll ows . 
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3.1 The board agrees with the appellant that the mention of 

new documents only with the reasoned decision may 

affect the its right to be heard, but also where it 

does not may cause avoidable misunderstandings. 

3.2 That said, the board notes that oint 2.4 of the 

reasons, to which documents 06-08 relate, discusses a 

feature which the examining division considered to 

contravene Article 123(2) EPC (see reasons 1.1). 

Ignoring this feature, the examining division concluded 

in point 2.3 of the reasons (last sentence) that 

claim 1 lacked inventive step. 

3.3 The board has no ob·ection to the examining division 

ignoring, in an inventive-ste~ ssessment, a feature 

that it found to contravene Article 123(2) EPC. More 

specifically, the board considers that the examining 

division is not obliged to anticipate the replacement 

of such a feature with a similar one that might be 

originally disclosed and provide a speculative 

inventive step assessment of a so-amended claim. 

3.4 The board thus considers that point 2.4 of the reasons 

contains - and is easily recognisable as containing -

an obiter dictum itself and not to form part of the 

reasons for the inventive-step objection. Thus, a 

potential deficiency of the argument in point 2.4 

cannot be a fundamental one within the meaning of 

Article 11 RPBA or a substantial procedural violation 

according to Rule 103(1) (a) EPC. This applies in 

particular to the citation of documents 06-08 "in 

support of the statement in section 2.4" (see further 

remarks 1 in the decision and point 3.1 above). 

3.5 The board also notes that the argument put forward in 

point 2.4 of the reasons was already given in the 
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communication of 30 March 2016 (point 2.1) without 

reference to any written evidence. The appellant not 

having responded to this communication, the examining 

division was entitled to maintain its opinion without 

having to produce evidence for it. And that the 

examining division has i ndeed maintained its opinion 

appears to follow from the fact that the newly cited 

documents were introduced merely "[f]or completeness" 

in a section clearly separate from the reasons for the 

decision. 

3.6 Finally, while the appe l lant stresses that it should 

have been given an opportunity to study 06-08, it does 

not, in its grounds of appeal, contradict the 

substantive assumption about the common knowledge in 

the art which 06-08 were cited to support (reasons 2.4 

and further remarks 1). Hence, the substantive 

assumption per se seems to be uncontroversial 

irrespective of the disclosure of 06-08. 

4. With regard to the allegedly insufficient reasoning, 

the board takes the fol l owing view. 

4.1 The examining division found (see the decision, 

reasons 1.1) that it was not derivable from the passage 

in the description cited by the appellant - and which 

had been identified by the examining division in the 

annex to its summons to oral proceedings (see 

point 1.1) - and the last passage of page 39 "that the 

apparatus [was] operable to inter[face] with any other 

external device" as cla i med. It was added 

("Furthermore") that "the applicant did not provide, 

and the examining divis i on could not identify in the 

application as filed, the support for the amendment" in 

question (see reasons 1.2). The examining division had 
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already raised the same objection in its communication 

dated 30 March 2016 (see point 1.2), to which the 

appellant chose not to respond. 

4.2 The board considers that the reasons provided by the 

examining division are sufficient to justify the 

Article 123(2) objection. It is not relevant in this 

regard whether the board agrees with it. Moreover, the 

examining division had no occasion to assume that the 

appellant considered this reasoning to be insufficient 

or in what respect. 

5. Also as regards points ii) and iii), the board does not 

agree that the decision is deficient. Regarding point 

ii), the board notes that the appellant does not 

challenge the examining division's assumption in 

substance, and regarding point iii), the board notes 

that the examining division has formulated an objective 

technical problem and then stated that it was solved in 

02 (see reasons 2.3.2). The board takes the view that 

this scenario would have provided sufficient prompt for 

the skilled person to combine 01 with 02 and sees no 

lack of compliance with the problem-solution approach. 

6. When the board drafted its preliminary opinion, and for 

the reasons reproduced above, the board did not see any 

fundamental deficiency in the first instance 

proceedings that would have required an immediate 

remittal of this case to the first instance under 

Article 11 RPBA. 

7. A reconsideration of this issue, and a decision as to 

whether a substantial procedural violation had occurred 

that could make reimbursement of the appeal fee equi-
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table, is not necessary because the board does not find 

the appeal to be allowable (see Rule 103(1) (a) EPC). 

8. The appellant further argued that "the present 

application was unfairly prejudiced against as a result 

of the Unity Objection which was raised in the Search 

Opinion" (see the letter received on 4 October 2018, 

paragraph 2). 

8.1 It is true that the search division raised a nine-fold 

non-unity objection aga i nst the set of claims 1-15 that 

were filed before the supplementary European search 

report. More specifical ly , based on the finding that 

independent claims 1, 6 and 12 were not allowable due 

to lack of novelty or inventive step over 01, it argued 

that the dependent claims made different and non­

unitary contributions over 01. It is also true that the 

examining division maintained its non-unity objection -

and the appellant objected to it - throughout the 

examination proceedings. 

8.2 However, the application was refused inter alia for 

lack of inventive step and not for lack of unity. The 

non-unity objection against the dependent claims was 

kept only as an obiter dictum that expressly depended 

on the finding that the independent claims 1 and 5 

lacked inventive step (see the decision, further 

remarks 2). 

8.3 Thus, the non-unity objection is secondary (a 

posteriori) to the question whether the independent 

claims are allowable or not. If the independent claims 

had been found to be al l owable, the non-unity objection 

would have fallen, too, and any objection to the 

dependent claims is immaterial for the application as a 
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whole if the independent claims are found to lack 

inventive step. 

8.4 The appellant states that he had to delete a 

substantial part of the claimed subject-matter in 

response to the non-unity objection. It also suggests 

that remittal for further prosecution by the examining 

division is required for the applicant to have the 

deleted subject-matter "fully examined'' (see the letter 

received on 4 October 2018, page 3, paragraph 2). 

8.5 The appellant does not, however, specify which subject­

matter it had to delete or what kept it from reintro­

ducing it during examination or appeal. At no point did 

the examining division - or this board - object to an 

amendment because it re l ated to "deleted" subject­

matter. Any subject-matter that the appellant might 

want to have "fully examined" by the examining division 

after remittal could have been filed during the appeal 

proceedings. That this has not happened renders unclear 

what purpose the requested remittal could serve. 

8.6 Consequently, and irrespective of whether and to what 

extent the board agrees with the non-unity objection in 

substance, the board cannot allow this request. 

Claim construction 

~ The board notes that the term "interQhase" does not 

exist in the relevant art and takes it that "interface" 

i s meant instead. 

10. The independent claims of all requests specify that the 

claimed "apparatus [is] operable to [interface] with an 

external device for various operations" without 

specifying the kind of operations or whether or how 
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they interact with the security mechanism specified in 

the remainder of the claims. 

11. The independent claims state that "access to the stored 

data files in said first memory module is denied to 

said external device and the operation of the portable 

handheld apparatus is completely shut down". Due to the 

"and", this phrase is ambiguous between saying that 

access is denied "by way of" shutting down the device 

or access is denied independently of the shutdown. 

12. The independent claims specify that "access [ ... ] is 

only enabled" after successful authentication of the 

user. The board notes that this phrase refers to any 

access, not just access by the external device. 

13. The independent claims specify continuous biometric 

authentication and the detection of a "change" in the 

biometric parameters. Illustrating the notion of 

change, the appellant refers to a device that detects a 

change in the user's heart rate, takes this to indicate 

that the user is under duress and shuts down the device 

to protect the data (see the grounds of appeal, 

page 10, paragraph 2). However, the claim wording is 

much broader than that: Specifically, if the apparatus 

was handed over to a different user after the first 

authentication, a "change" in the measured biometric 

parameters would also be detected. 

The prior art 

14. Dl discloses an electronic device, preferably a mobile 

phone (see figures 6 and 7), with several biometric and 

liveness sensors for controlling access to its data 

(see paragraph 25, 28, 41, 57, 75 and 76). 
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15. 02 discloses a protected system that requires 

continuous biometric authentication for a user to get 

and keep access to the system (see column 2, 

lines 41-66, and column 3, lines 21-26) and that may 

shut down when the user "fails more than a prescribed 

number of [biometric] comparison tests" (see column 5, 

lines 4-6, and column 7, lines 24-28). 

Inventive step 

16. In a nutshell, the invention is a mobile data storage 

for sensitive data which can be attached to all kinds 

of "external devices" to provide them with access to 

the sensitive data. Access ·s controlled by biometric 

and liveness sensors and further rotected by 

encryg tion. A central idea is that the mobile device 

keeps data storage separate from the applications 

running on the external devices (see the grounds of 

appeal, page 7, paragraph 4 from the bottom). 

16.1 

16.2 

01 discloses a smartphone storing sensitive data, 

access to which is controlled by biometric and liveness 

sensors, i.e. providing the claimed data storage 

functionality and the b i ometric access protection. The 

data access bein controlled is "local", 

originates from a user mani ulating the smartg hone 

rather than from any "external device". 

However, the board considers it to be commonly known 

that smartphone data can be accessed from an "external 

device", via its display and keyboard, for example from 

a PC in order to backup the smartphone memory or to 

transfer pictures. It is also commonly known that the 

data on the phone can only be accessed from the PC when 

the user has logged in at the phone. reliminar 

o inion the board did not rovide an 
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for this assumed common general knowledge, and the 

P.P.ellant did not challenge it. 

board therefore takes it to be common ractice in 

and thus at least obvious in the context OD 

the access control mechanisms rovided on the 

also control access to the data from a 

device such as a PC. 

Beyond that, the board agrees with the assessment in 

the decision under appeal (see reasons 2.2), that the 

claimed invention differs from Dl by 

(a) an encryg tion module or the storage of user's 

data, 

(b) continuous biometric (re-)authentication and 

(c) shutdown of the apgaratus should biometric re­

authentication fail. 

The appellant stresses that the "working relationship" 

between the "processing module", the "memory module", 

the "encryption module" and the biometric sensors is 

very specific and provides a link between the above 

differences (see the grounds of appeal, page 11, 

point 5). On this account the board notes that it is 

obvious that a "process i ng module" be "in 

communication" with all the other components. The board 

does not accept that any further interaction between 

the difference features can be derived from the claimed 

subject-matter. 

As regards feature (a), the board agrees with the 

decision under appeal (reasons 2.3.1) that "the use of 

encryption for data protection" in computer memory is 

well-known in the art. Also the appellant has not 
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challenged this assumpt i on in substance (see the 

grounds of appeal, point 2.3.1). 

As regards features (b) and (c) the board notes that 

there is no clear difference between "repeated" and 

"continuous" re-authentication and reiterates (see 

g oint 13 above) that the notion of "change" g..§_ very 

vague and subsumes the situation that biometric data 

has chan ed because the apparatus was handed to a 

different user. From this g ersg ective, the board agrees 

with the decision (see reasons 2.3.2) that 02 rovides 

a solution to the g roblem given by the examining 

division, namely to avoid an unauthorized change of 

users. 

The board therefore concludes that ~ of features (a) 

to (c) establishes an inventive step of the claimed 

invention over 01, Article 56 EPC. 

Auxiliary requests 1-6 

17. The auxiliary requests differ from the main request in 

referring to the external device's display or keyboard 

(auxiliary request 1), i n limiting the "external 

device" to, respectively, "a mobile communication 

device or a personal computer" or simply "a mobile 

communication device" (auxiliary requests 3, 4, 5, 6), 

and in the deletion of dependent claims (auxiliary 

requests 2, 5 and 6). 

17.1 The deletion of dependent claims is immaterial to the 

deficiencies of the independent claims. Also, in 

considering the main request the board has assumed the 

external device to be a personal computer. Therefore, 
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the assessment of the main request applies directly to 

auxiliary requests 1-3 and 5. 

The fact that the independent claims of auxiliary 

requests 4 and 6 are limited to external access by a 

"mobile communication device" does not have any impact 

on the accessed apparatus itself. Moreover, it was an 

obvious trend in the art well before the priority date 

in 2010 of the present application that "mobile 

communication devices" were carrying out more and more 

functions which used to be limited to desktop 

computers. Thus the board concludes that this 

difference cannot render the claimed invention non­

obvious either. 

For these reasons it is decided that: 

The appeal is dismissed. 

The Registrar: The Chairman: 

B. Atienza Vivancos W. Sekretaruk 

Decision electronically authenticated 
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Europllsches 
Patentamt 

European 
Patent Office 

Office europten 
des brevets 

Closure of the procedure in respect of application No. 11752936.2 - 1217 12.12.18 

1. he procedure in respect of the above application is closed for the following reason: 

2/24.05.16 inle time limit under Art.108 EPC has expired. 
No notice of appeal under Article 108 and Rule 99 EPC has been filed. No 
request for a decision under Rule 112(2), or for further processing under 
Article 121 EPC or for re-establishment of rights under Article 122 EPC has 
been filed. 

2. The EPASVS situation has been verified in respect of item 1: 

3. 

DFIL: 10.03.11 

NOAP: REFUAPPR/21.07.16/26.09.16/21.07.16/ 

RDEC: //// 

RFPR: // 

REES: II/ 

REFU 3/ADWI 3 and DEAD 1 coded. Date of legal effect 09.10.2018 

Position regarding fees: 
FEFS01 002 00995586 12.10.12 EUR 
DEST03 005 00995586 12.10.12 EUR 
EXAM02 006 00995586 12.10.12 EUR 
NOAP04 011 01027220 21.07.16 EUR 
FFEE01 020 00995586 12.10.12 EUR 
RFEE 03 033 00646205 26.03.13 EUR 
RFEE 04 034 00691279 25.03.14 EUR 
RFEE 05 035 00785872 27.04.15 EUR 
RFEE 06 036 00707491 23.03.16 EUR 
RFEE 07 037 01228126 28.09.17 EUR 
RFEE 08 038 00749529 27.03.18 EUR 
PFEE 05 095 00785872 27.04.15 EUR 
PFEE 07 097 01228126 28.09.17 EUR 
NUPF04 520 00995586 12.10.12 EUR 

or Examination started on 19.12.14 (EXDS51). 

□ Refund(s) ordered: 

975,00 
555,00 

1 555,00 
1 880,00 

115,00 
445,00 
555,00 
810,00 

1 040,00 
1 165,00 
1 280,00 

405,00 
582,50 
686,00 

□ 100% EXAM fee** □ 75% EXAM fee** □ 50% EXAM fee** 

□ DEST fee* □ RFEE(s): D Other fees: 

Note: Attention is to be 12aid to 12otential automated refund 12ro12osal(s). 

* Refund of DEST fee if date of legal effect is before/on SEPU or PACT6 date. 

* * PLEASE REVIEW REFUND OF EXAMINATION FEE (100% or 75% or 50%) 

4. Mark "DEAD" on the paper file and: 

QI Check whether a divisional application is pending and if so attach the DEAD file to it. 

D Any models still in the Office's possession were returned on _______ _ 
(for dealing with models, please refer to Fil d'Ariane). 

~ Keep paper file in file store (separate place) until next action for file destruction. 

12.12.2018 Stuckart, Christoph 

Date Formalities Officer 

CS03868 
EPO Form2058 11.16 
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