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Counsel,

Attached for service are Samsung’s Invalidity Contentions and accompanying Appendices (A-1
through A-10).

Samsung’s document productions, bearing Bates numbers SAM-OSNH-0018487-SAM-OSNH-
0027022 and SAM-OSNH-0027023-SAM-OSNH-0027089, are available via the Box links below. A free
Box.com account will need to be created if one is not associated with your email address in order to
access the documents.  The passwords will be sent to you in a separate email.

SAM-OSNH-002: https://goodwinprocter.box.com/s/ys2b6o0zg9pidmhlwur3edje613yniiz
SAM-OSNH-003: https://goodwinprocter.box.com/s/p0b1tyq3rmb5ymg7jhpygltkr8jwlqji

Additionally, in accordance with P.R. 3-4(a), Samsung’s source code, sufficient to demonstrate the
operation of the Accused Instrumentalities identified by OSNH in its P.R. 3-1(c) chart, is available for
inspection, subject to Section 10 of the Protective Order (Dkt. No. 40).

Regards,
Alex

Alexander P. Shaw
Senior Paralegal

Goodwin Procter LLP
100 Northern Avenue
Boston, MA 02210
o +1 617 570 3963
f   +1 617 801 8823
AShaw@goodwinlaw.com
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IN THE UNITED STATES DISTRICT COURT  
FOR THE EASTERN DISTRICT OF TEXAS  


MARSHALL DIVISION 
 
OS-New Horizon Personal Computing 
Solutions Ltd., 


Plaintiff, 


vs. 


Samsung Electronics Co., Ltd., and 
Samsung Electronics America, Inc.                    


                              Defendants. 
 


  
 
Case No. 2:24-cv-00634-JRG-RSP 
 
JURY TRIAL DEMANDED 
 


SAMSUNG ELECTRONICS AMERICA, INC. AND SAMSUNG  
ELECTRONICS CO., LTD.’S INVALIDITY CONTENTIONS 


Pursuant to Patent Rules 3-3 and 3-4, the Docket Control Order entered by the Court (Dkt. 


No. 23), and Paragraph 3(a)(ii) of the Discovery Order (Dkt. No. 24), Defendants Samsung 


Electronics Co., Ltd. and Samsung Electronics America, Inc. (collectively “Samsung” or 


“Defendants”) hereby provide their Invalidity Contentions and accompanying document 


production with respect to the claims identified by Plaintiff OS-New Horizon Personal Computing 


Solutions Ltd. (“OSNH” or “Plaintiff”) in its Patent Rule 3-1 Disclosures.  Defendants’ Invalidity 


Contentions include the accompanying claim charts concerning U.S. Patent No. 8,401,875 (“the 


’875 Patent”).   


I. INTRODUCTION 


As disclosed in its P.R. 3-1 Disclosure of Asserted Claims and Infringement Contentions, 


Plaintiff asserts claims 1, 4, 15, and 18 of the ’875 patent (“the Asserted Claims”).   


Plaintiff asserts that claims 1, 4, and 15 of the ’875 patent are entitled to at least the priority 


date of March 12, 2010 and that claim 18 of the ’875 patent is entitled to at least the priority date 


of August 4, 2010.  By identifying Plaintiff’s alleged priority date for the Asserted Claims of the 
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’875 patent, Defendants do not concede that Plaintiff’s claims of priority are correct.  See 


Section VII.A, infra.  Furthermore, to the extent that Defendants’ Invalidity Contentions as set 


forth herein and in the accompanying appendices may reflect Plaintiff’s apparent claim 


constructions based on their Disclosure of Asserted Claims and Infringement Contentions, 


Defendants disagree with Plaintiff’s constructions. 


As further detailed in and supported by these Invalidity Contentions, Defendants contend 


that each of the Asserted Claims is invalid under at least pre-AIA 35 U.S.C. §§ 102, 103, and/or 


112.  Defendants reserve the right to prove the invalidity of the Asserted Claims on bases other 


than those required to be disclosed in these disclosures pursuant to P.R. 3-3. 


II. AMENDMENT/SUPPLEMENTATION 


Defendants’ Invalidity Contentions pertain to the Asserted Claims as identified in 


Plaintiff’s Disclosure of Asserted Claims and Infringement Contentions.  To the extent the Court 


later allows Plaintiff to amend its infringement contentions and/or assert one or more claims other 


than the Asserted Claims, Defendants reserve the right to modify, amend, or supplement these 


Invalidity Contentions accordingly; for example, to show the invalidity and/or ineligibility of any 


such newly Asserted Claims. 


These Invalidity Contentions are based on Defendants’ current understanding of the 


Asserted Claims and Plaintiff’s apparent view of the scope of those claims as shown, for example, 


in Plaintiff’s Disclosure of Asserted Claims and Infringement Contentions.  A Markman Order in 


this case has not yet been issued, and in no way should these Invalidity Contentions be taken as 


any admission or acquiescence by Defendants as to the proper scope of the Asserted Claims and/or 


proper claim constructions of terms and phrases recited in those claims.  By identifying prior art 


that anticipates and/or renders obvious the Asserted Claims, Defendants do not admit that the claim 


limitations are capable of construction, do not admit that any claim limitations are supported with 
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an appropriate written description and enabling disclosure in the applicable patent specifications, 


and do not adopt Plaintiff’s apparent claim constructions or admit the accuracy of any particular 


claim construction.  Defendants reserve all rights to later challenge or oppose any claim 


constructions advanced by Plaintiff and to present their own claim construction positions as 


permitted by the Court. 


Defendants further reserve the right to revise these Invalidity Contentions in view of the 


Court’s construction of terms and phrases recited in one or more of the Asserted Claims, additional 


information obtained during discovery, additional infringement theories put forth by Plaintiff 


during fact and/or expert discovery, any findings as to the priority date(s) of the Asserted Claims, 


and/or positions that Plaintiff, its fact witnesses, or its expert witness(es) may take concerning 


claim construction, infringement, and/or invalidity issues, as permitted by the Court.  Defendants 


further reserve the right to supplement their accompanying P.R. 3-4 document productions should 


they later discover additional prior art documents, information, testimony, prior art systems and 


related documentation, and/or software or hardware code, including information provided by third 


parties after the date of service of these Invalidity Contention. 


Additionally, Plaintiff has not identified their contentions regarding the level of ordinary 


skill in the art (“POSITA”) for the ’875 Patent.  Thus, Defendants have based their Invalidity 


Contentions on the level of skill in the art apparent from the face of the ’875 Patent.  For the 


avoidance of doubt, Defendants contend that the Asserted Claims are invalid for the reasons set 


forth in their Invalidity Contentions under any plausible definition of the level of ordinary skill for 


the ’875 Patent.  Nevertheless, Defendants reserve the right to revise these Invalidity Contentions 


in response to any position taken by Plaintiff on the level of ordinary skill in the art applicable to 


the ’875 Patent. 
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Defendants may further rely on inventor admissions concerning the scope or state of the 


prior art relevant to the Asserted Claims, the patent prosecution histories of the ’875 Patent, related 


patents, and/or patent applications, any deposition or trial testimony of the named inventors of the 


’875 Patent, and the papers filed and any evidence produced or submitted by Plaintiff in connection 


with these cases or other related litigation. 


Prior art not included in these Invalidity Contentions, whether known or not known to 


Defendants, may become relevant.  Defendants are currently unaware of the extent, if any, to which 


Plaintiff will contend that limitations of the Asserted Claims are not disclosed in the prior art 


identified in these Invalidity Contentions.  Accordingly, Defendants reserve the right to identify 


other references that would disclose the allegedly missing limitation(s) of the claimed method, 


device, or system. 


The references identified in these Invalidity Contentions, which include the attached claim 


charts, may disclose the elements of the Asserted Claims explicitly and/or inherently, render those 


elements alone or in combination obvious to those of ordinary skill in the art even absent an explicit 


or inherent disclosure, and/or they may be relied upon to show the state of the art in the relevant 


time frame.  References identified in these Invalidity Contentions, as well as the “References 


Cited” on the face of the ’875 Patent and the patents cited within the body of the ’875 Patent, may 


be used to illustrate, but not limit the scope of, the state of the art to which the ’875 Patent pertain 


(i.e., at a time prior to the date of alleged inventions of the Asserted Claims of the ’875 Patent).  


Moreover, Defendants reserve the ability to rely on later-identified sources of information, 


including, but not limited to, witness testimony and other discovery, to establish the state of the 


art in the relevant time frame pertaining to the ’875 Patent. 
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Because discovery has just recently begun, Defendants anticipate that additional prior art 


and invalidity bases may be found.  Defendants’ investigation and analysis of the prior art is 


continuing, and thus Defendants reserve the right to supplement, amend, and/or revise the 


information provided herein as Defendants conduct further investigation and/or analysis, including 


identifying, charting, and relying on additional references. 


Additionally, in view of likely third-party discovery that will be taken, Defendants reserve 


the right to present additional items of prior art under 35 U.S.C. §§ 102 and/or 103 located during 


discovery or further investigation, and to assert contentions of invalidity under 35 U.S.C. §§ 102 


and/or 103.  For example, Defendants expect to issue subpoenas to third parties believed to have 


knowledge, documents, and/or other evidence concerning invalidity of one or more of the Asserted 


Claims. 


In addition to the positions and prior art identified in these Invalidity Contentions 


(including the accompanying claim charts), Defendants also incorporate by reference all Invalidity 


Contentions, prior art1, and invalidity claim charts (including, without limitation, all anticipation 


positions, obviousness positions (including all prior art combinations and motivations to combine), 


indefiniteness positions, written description positions, and non-enablement positions) concerning 


the ’875 Patent, as disclosed at any time.  This includes, without limitation, disclosures in previous 


or related litigation, in United States Patent & Trademark Office (“USPTO”) proceedings, by 


Plaintiff, by any other parties accused of patent infringement by Plaintiff, or by the named 


inventors or any individuals associated with the prosecution and/or any form of post-grant review 


or reexamination of the ’875 Patent. 


 
1 Prior art appearing in the file history of the ’875 Patent is not required to be separately produced 
by Defendants under P.R. 3-4(b).  
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Plaintiff has a present and ongoing duty to produce to Defendants all relevant documents 


from any other litigation (including inter partes review and/or reexamination proceedings) 


involving the ’875 Patent, any patent related to the ’875 Patent, and/or any other patent allegedly 


assigned to Plaintiff claiming priority to the ’875 Patent (“Other Proceedings”), including, but not 


limited to, all prior art, invalidity contentions, and expert reports on invalidity (among other 


relevant items).  Defendants reserve the right to supplement or otherwise amend these Invalidity 


Contentions in response to any relevant discovery provided by Plaintiff, third parties, opening or 


rebuttal expert reports, fact or expert depositions, or in response to any claim construction ruling(s) 


issued by this Court (regardless of how and when such ruling is made).  Defendants also reserve 


the right to supplement or otherwise amend these Invalidity Contentions in response to any rebuttal 


evidence disclosed by Plaintiff or as otherwise may be necessary or appropriate under the 


circumstances.  


III. P.R. 3-3(A) – IDENTIFICATION OF PRIOR ART  


Pursuant to P.R. 3-3(a), and subject to Defendants’ reservations of rights, Defendants 


identify the following prior art that anticipates and/or renders obvious one or more Asserted Claims 


of the ’875 Patent as detailed in Appendices A-1–A-10 and elsewhere in these Invalidity 


Contentions.  Below are tables identifying individual items of prior art.  The prior art references, 


systems, and products listed below and in the accompanying claim charts may be relied upon for 


certain limitations, state of the art, and background of the art; as evidence of the level of skill in 


the art at the time(s) of the filing of the ’875 Patent; or in support of assertions that it is proper to 


combine certain prior art references in certain ways. 


Defendants also incorporate by reference each and every prior art reference of record in 


the prosecution of the ’875 Patent and patents or patent applications related to the ’875 Patent, as 


well as the prior art referred to in the specification of the ’875 Patent.  In these Invalidity 
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Contentions, Defendants have identified each item of prior art, based on currently available 


information, including: 


1. each patent, constituting prior art under 35 U.S.C. §§ 102(a)(1) and/or (a)(2), by its 


patent number, country of origin, and date of issue; 


2. each non-patent publication, constituting prior art under 35 U.S.C. §§ 102(a)(1) and/or 


(a)(2), by its title, date of publication, and, where feasible, author and publisher; 


3. sales or public disclosures, constituting prior art under 35 U.S.C. § 102(a)(1), by the 


item offered for sale or publicly used or known, the date the offer or use took place or 


the information became known, and the identity of the person or entity which made the 


use or which made and received the offer, or the person or entity which made the 


information known or to whom it was made known; and 


4. prior art references showing that the claimed invention was otherwise available to the 


public under 35 U.S.C. § 102(a)(1), by specifying the form and nature of the reference, 


the manner in which the reference was made public, and the date on which the reference 


was made public. 


Defendants’ identification of patents and publications as prior art herein and in the attached 


invalidity claim charts includes the publications themselves as well as the use of the products and 


systems described therein.  Defendants’ investigation continues, but information available to date 


indicates that such products and systems were in public use, on sale, and/or otherwise available to 


the public more than one year before the effective filing date of the ’875 Patent.  Upon information 


and belief, these prior art products and systems and their associated references anticipate and/or 


render obvious one or more of the Asserted Claims of the ’875 Patent. 
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A. Prior Art Patents, Patent Applications, and Publications 


Table 1: Prior Art Patents and Patent Application Publications 


Patent Number or Title 
(Primary Inventor/Author) 


Country of 
Origin 


Filing Date 
Date of 


Issue/Publication 


U.S. Pat. App. Pub. 
No. 2009/083847 A1 to 
Fadell et al. (“Fadell”) 


U.S. September 9, 2008 March 26, 2009 


U.S. Pat. No. 8,782,775 to 
Fadell et al. (“Fadell II”) 


U.S. September 9, 2008 July 15, 2014 


U.S. Pat. App. Pub. 
No.  2009/0083850 to Fadell 


et al. (“Fadell III”) 
U.S. September 9, 2008 March 26, 2009 


U.S. Pat. No. 7,814,332 to 
Beenau et al. (“Beenau I”) 


U.S. September 6, 2007 October 12, 2010 


U.S. Pat. App. Pub. 
No. 2010/0030693 A1 to 
Beenau et al. (“Beenau”) 


U.S. September 6, 2007 February 4, 2010 


U.S. Pat. App. Pub. 
No. 2010/0115607 A1 to 


Pratt et al. (“Pratt”) 
U.S. November 6, 2008 May 6, 2010 


U.S. Pat. App. Pub. No. 
2009/0037742 A1 to 
Narayanaswami et al. 
(“Narayanaswami”) 


U.S. July 31, 2007 February 5, 2009 


U.S. Pat. App. Pub. No. 
2007/0241861 to Venkatanna 


et al. (“Venkatanna”) 
U.S. April 18, 2006 October 18, 2007 


U.S. Pat. No. 6,788,928 to 
Kohinata et al. (“Kohinata”) 


U.S. October 23, 2002 September 7, 2004 


U.S. Pat. No. 5,719,950 A to 
Osten et al. (“Osten”) 


U.S. August 30, 1995 February 17, 1998 
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Patent Number or Title 
(Primary Inventor/Author) 


Country of 
Origin 


Filing Date 
Date of 


Issue/Publication 


WO 2007/065809 A2 to 
Henning et al. (“Henning”) 


WO November 27, 2006 June 14, 2007 


U.S. Pat. No. 7,363,504 B2 to 
Bonalle et al. (“Bonalle”) 


U.S. July 1, 2004 April 22, 2008 


EP 1, 318, 459 B1 to Tanaka 
et al. (“Tanaka”) 


EP December 9, 2000 November 4, 2012 


U.S. Pat. No. 5,229,764 A to 
Matchett et al. (“Matchett”) 


U.S. June 20, 1991 July 20, 1993 


U.S. Pat. App. Pub. 
No. 2009/0062887 A1 to 


Mass et al. (“Mass”) 
U.S. May 9, 2008 March 5, 2009 


U.S. Pat. No. 6,765,470 to 
Shinzaki et al. (“Shinzaki I”) 


U.S. February 5, 2001 July 20, 2004 


U.S. Pat. No. 7,007,298 to 
Shinzaki et al. (“Shinzaki II”) 


U.S. January 27, 2000 February 28, 2006 


U.S. Pat. No. 8,316,436 to 
Shirai et al. (“Shirai”) 


U.S. March 27, 2009 November 20, 2012 


U.S. Pat. No. 7,715,593 to 
Adams et al. (“Adams I”) 


U.S. June 15, 2004 May 11, 2010 


U.S. Pat. No. 8,424,079 to 
Adams et al. (“Adams II”) 


U.S. January 25, 2008 April 16, 2013 


U.S. Pat. No. 7793109 to 
Ortiz (“Ortiz”) 


U.S. December 17, 2002 September 7, 2010 


U.S. Pat. No. 6,931,538 to 
Sawaguchi et al. 
(“Sawaguchi”) 


U.S. September 25, 2000 August 16, 2005 


U.S. Pat. No. 7,623,970 to 
Kondo et al. (“Kondo”) 


U.S. April 11, 2002 November 24, 2009 
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Patent Number or Title 
(Primary Inventor/Author) 


Country of 
Origin 


Filing Date 
Date of 


Issue/Publication 


U.S. Pat. No. 7,925,887 to 
Burton (“Burton”) 


U.S. May 19, 2004 April 12, 2011 


U.S. Pat. App. Pub. No. 
2010.0201567 A1 to Lydon 


et al. (“Lydon”) 
U.S. March 17, 2009 August 12, 2010 


WO 2008/061138 A2 to 
Alderucci et al. (“Alderucci”) 


WO November 14, 2007 May 22, 2008 


U.S. Pat. App. Pub. 
No. 2008/0045806 A1 to 


Keppler (“Keppler”) 
U.S. April 4, 2007 February 21, 2008 


U.S. Pat. App. Pub. 
No. 2005/0240778 A1 to 


Saito (“Saito”) 
U.S. April 26, 2004 October 27, 2005 


U.S. Pat. App. Pub. 
No. 2007/0265533 A1 to 


Tran (“Tran”) 
U.S. May 12, 2006 November 15, 2007 


U.S. Pat. App. Pub. 
No. 2006/0136744 A1 to 


Lange (“Lange”) 
U.S. November 8, 2005 June 22, 2006 


JP 2001-109855 A to 
Mizusawa et al. 
(“Mizusawa”) 


JP October 13, 1999 April 20, 2001 


U.S. Pat. App. 
No. 2003/0005337 to Poo et 


al. (“Poo”) 
U.S. July 3, 2001 January 2, 2003 


U.S. Pat. App. Pub. No. 
2005/0197112 A1 to Yang et 


al. (“Yang”) 
U.S. March 2, 2005 September 8, 2005 


U.S. Pat. No. 6,819,219 to 
Bolle et al. (“Bolle”) 


U.S. October 13, 2000 November 16, 2004 


U.S. Pat. No. 9,098,838 to 
Ueno et al. (“Ueno”) 


U.S. January 30, 2009 August 4, 2015 


U.S. Pat. No. 9,009,816 to 
Hamid (“Hamid”) 


U.S. January 21, 2010 April 14, 2015 
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Patent Number or Title 
(Primary Inventor/Author) 


Country of 
Origin 


Filing Date 
Date of 


Issue/Publication 


U.S. Pat. App. Pub. 
No. 2010/0063843 A1 to 
Kenedy et al. (“Kenedy”) 


U.S. September 10, 2008 March 11, 2010 


U.S. Pat. No. 7,602,301 B1 to 
Stirling et al. (“Stirling”) 


U.S. November 17, 2006 October 13, 2009 


U.S. Pat. App. Pub. 
No. 2006/0080552 A1 to 


Lauper (“Lauper”) 
U.S. October 7, 2005 April 13, 2006 


U.S. Pat. No. 7,255,269 B2 to 
Debellix et al. (“Debellix”) 


U.S. August 13, 2002 August 14, 2017 


U.S. Pat. No. 7,751,285 B1 to 
Cain (“Cain”) 


U.S. March 28, 2006 July 6, 2010 


U.S. Pat. No. 6,539,380 to 
Moran (“Moran”) 


U.S. April 17, 2000 March 25, 2003 


U.S. Pat. App. Pub. No. 
2009/0204433 A1 to Darian 


et al. (“Darian”) 
U.S. February 11, 2008 August 13, 2009 


U.S. Pat. App. Pub. No. 
2002/0095587 A1 to Doyle et 


al. (“Doyle”) 
U.S. January 17, 2001 July 18, 2002 


U.S. Pat. App. Pub. No. 
2008/0249856 A1 to Angell 


et al. (“Agnell”) 
U.S. May 3, 2007 October 9, 2008 


U.S. Pat. No. 6,830,549 to 
Bui et al. (“Bui”) 


U.S. December 9, 2002 December 14, 2004 


U.S. Pat. No. 7,448,996 to 
Khanuja et al. (“Khanuja”) 


U.S. April 15, 2003 November 11, 2008 


U.S. Pat. App. Pub. No. 
2008/0109883 A1 to Hemoud 


et al. (“Hemoud”) 
U.S. April 25, 2007 May 8, 2008 


EP 1,914,649 A2 to Le Neel 
(“Le Neel”) 


EP October 19, 2007 April 23, 2008 
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Patent Number or Title 
(Primary Inventor/Author) 


Country of 
Origin 


Filing Date 
Date of 


Issue/Publication 


U.S. Pat. No. 6,957,337 Bl to 
Chainer et al. (“Chainer”) 


U.S. August 11, 1999 October 18, 2005 


JP 2004-089675 A to Amano 
et al. (“Amano”) 


JP November 8, 2002 March 25, 2004 


JP 2007-220000 A to Iijima 
(“Iijima”) 


JP February 20, 2006 August 30, 2007 


JP 2007-325842 A to 
Kawashima (“Kawashima”) 


JP June 9, 2006 December 20, 2007 


JP 2009-142333 A to Hama 
et al. (“Hama”) 


JP December 11, 2007 July 2, 2009 


JP 2006-302206 A to Wada 
et al. (“Wada”) 


JP April 25, 2005 November 2, 2006 


JP 2005-293209 A to Maki et 
al. (“Maki”) 


JP March 31, 2004 October 20, 2005 


KR 10-2008/0075956 A to 
Lee (“Lee”) 


KR February 14, 2007 August 20, 2008 


JP 2003/510714 A to Moran 
(“Moran II”) 


JP September 10, 2000 March 18, 2023 


KR 10-2008/0002629 A to 
Yano et al. (“Yano”) 


KR February 23, 2007 January 4, 2008 


U.S. Pat. App. Pub. 
No. 2010/0328033 A1 to 


Kamei (“Kamei”) 
U.S. January 19, 2009 December 30, 2010 


U.S. Pat. App. Pub. No. 
2008/0157921 A1 to 


Hendriks et al. (“Hendriks”) 
U.S. October 20, 2005 July 3, 2008 


U.S. Pat. App. Pub. No. 
2007/0092115 A1 to Usher et 


al. (“Usher”) 
U.S. October 26, 2005 April 26, 2007 
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Patent Number or Title 
(Primary Inventor/Author) 


Country of 
Origin 


Filing Date 
Date of 


Issue/Publication 


U.S. Pat. App. Pub. No. 
2008/0273768 A1 to Dennis 


et al. (“Dennis”) 
U.S. May 2, 2008 November 6, 2008 


U.S. Pat. App. Pub. No. 
2009/0008459 A1 to 


Mainguet (“Mainguet”) 
U.S. January 16, 2004 January 8, 2009 


U.S. Patent No. 7,505,613 to 
Russo (“Russo”) 


U.S. July 10, 2006 March 17, 2009 


U.S. Pat. App. Pub. No. 
2008/0037001 A1 to 


Yokoyama et al. 
(“Yokoyama”) 


U.S. January 29, 2007 February 14, 2008 


U.S. Pat. App. Pub. No. 
2010/0141380 A1 to Pishva 


(“Pishva”) 
U.S. March 8, 2007 June 10, 2010 


JP 2006/215787 A to Ohashi 
(“Ohashi”) 


JP February 3, 2005 August 17, 2006 


U.S. Pat. No. 8,386,677 to 
Lydon (“Lydon II”) 


U.S. March 17, 2009 February 26, 2013 


U.S. Pat. No. 9,026,462 to 
Lin et al. (“Lin”) 


U.S. September 30, 2008 May 5, 2015 


U.S. Pat. App. Pub. No. 
2016/0210491 A9 to 


Rosenblatt et al. 
(“Rosenblatt”) 


U.S. September 30, 2008 July 21, 2016 


WO 1995/026013 A1 to 
Osten et al. (“Osten II”) 


WO March 15, 1995 September 28, 1995 


WO 2010/039334 A2 to 
Rosenblatt et al. 
(“Rosenblatt II”) 


WO August 7, 2009 April 8, 2010 


U.S. Patent Application Publ. 
No. 2010/0014720 A1 to 


Hoyos (“Hoyos”) 
U.S. October 2, 2007 January 21, 2010 
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Table 2: Non-Patent Publications 


Title 
Date of 


Publication 
Author(s) Publisher 


“Wearable 
Authentication Device for 


Transparent Login in 
Nomadic Applications 


Environment” (“Ojala”) 


2008 
Sampo Ojala, Jari 


Keinänen, and Jorma 
Skyttä 


Institute of Electrical 
and Electronics 


Engineers 


Liveness Detection in 
Fingerprint Recognition 
Systems (“Sandström”) 


June 10, 2004 Marie Sanström Linköpings University 


Spoofing And Anti-
Spoofing Measures 


Information Security 
Technical Report, Vol. 7, 


No. 4 (“Schuckers”) 


2002 
Stephanie A. C. 


Schuckers, Ph.D. 
Elsevier Science Ltd. 


Security Engineering, A 
Guide to Building 


Dependable Distributed 
Systems, Second Edition 


(“Anderson”) 


2008 Ross J. Anderson  Wiley Publishing, Inc. 


How to Transfer Data 
between a cell phone and 


Computer 


XP055260933 
(“Milindo”) 


October 2, 
2009 


Milindo wikiHow 


How to Send Files to a 
Cell/Mobile Phone Using 


Bluetooth Technology 
XP055260935 (“Claro”) 


January 11, 
2010 


Claro wikiHow 


BioTRAC 
September 10, 


2010 


Endeavor Business 
Media, LLC – 
Officer.com 


Endeavor Business 
Media, LLC – 
Officer.com 


Dap Technologies 
CE3000B Series User 


Guide 


September 
2007 


JPW Associates JPW Associates 
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Title 
Date of 


Publication 
Author(s) Publisher 


Fusion 
October 21, 


2008 


Endeavor Business 
Media, LLC – 
Officer.com 


Endeavor Business 
Media, LLC – 
Officer.com 


Cogent Fusion 
Multimodal Biometric 


Handheld Device 


September 8, 
2009 


Messe Frankfurt (HK) 
Limited 


Messe Frankfurt (HK) 
Limited 


Cogent Systems 
Announces Release Of 
Fusion™ Multi-Modal 
Biometric Handheld 


Device 


September 23, 
2008 


Business Wire - Field 
Technologies Online 


Business Wire - Field 
Technologies Online 


Instruction of Fusion July 2008 Cogent Systems Cogent Systems 


DSVII-SC User’s Manual April 26, 2006 Datastrip, Inc. Datastrip, Inc. 


Experiments with Skin 
Resistance and 
Temperature 


for Liveness Detection 


August 22, 
2008 


Martin Drahansky 
Institute of Electrical 


and Electronics 
Engineers (IEEE) 


Products & Services for 
the GSA Smartcard 


Common Access ID RFP 
February 2000 Sagem Morpho Inc. Sagem Morpho Inc. 


HIIDE™ Series 4 
(Handheld Interagency 


Identity Detection 
Equipment Software 
Version 4.0.2) User 


Guide 


2008 
L-1 Identity Solutions 


Inc., Biometrics 
Division 


L-1 Identity Solutions 
Inc. 
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Title 
Date of 


Publication 
Author(s) Publisher 


First International 
Fingerprint Liveness 


Detection 
Competition—LivDet 


2009 


2009 


Gian Luca Marcialis, 
Aaron Lewicke, 


Bozhao Tan, Pietro 
Coli, Dominic 


Grimberg, Alberto 
Congiu, Alessandra 
Tidu, Fabio Roli, 


and Stephanie 
Schuckers 


Springer-Verlag Berlin 
Heidelberg 


MaxVision BPAC® Data 
Sheet 


November 
2010 


MaxVision LLC MaxVision LLC 


MorphoIDent Website March 2015 ID Networks, Inc. ID Networks, Inc. 


MorpoIDent Data Sheet March 2015 Safran Morpho Safran Morpho 


MorphoManager User 
Manual 


July 2005 Safran Morpho Safran Morpho 


MorphoRapID Quick 
User’s Guide 


August 2009 Sagem Sécurité Sagem Sécurité 


MorphoTouch Value 
Added Reseller Software 


Development Kit 
Training Course 


July 20, 1999 Sagem S.A. Sagem S.A. 


Real-time Identification 
System using Mobile 
Hand-held Devices: 
Mobile Biometrics 


Evaluation Framework 


April 2014 Raj Nanavati 
International 


Biometric Group 
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Title 
Date of 


Publication 
Author(s) Publisher 


The “SECUREPHONE” - 
A Mobile Phone with 


Biometric Authentication 
and e-Signature Support 


for Dealing Secure 
Transactions on the Fly. 


May 2006 


Roberto Ricci, Gerard 
Chollet, M.V. 


Crispino, Sabah 
Jassim 


Proceedings of SPIE - 
The International 


Society for Optical 
Engineering 


Rugged PC Review.com - 
Handhelds and PDAs: 


DAP Technologies 
CE3000B 


September 
2007 


Conrad H. 
Blickenstorfer 


ruggedpcreview.com 


Sagem Morpho launches 
new mobile biometric ID 


device 


August 14, 
2008 


Endeavor Business 
Media, LLC – 


Securityinfowatch.com 


Endeavor Business 
Media, LLC – 


Securityinfowatch.com 


Verifier® Mw Data Sheet 
December 31, 


2007 
Cross Match 


Technologies, Inc. 
Cross Match 


Technologies, Inc. 


Aliveness Detection for 
Iris Biometrics (“Pacut”) 


2006 
Andrzej Pacut and 


Adam Czajka 
IEEE 


Defendants further incorporate by reference all “U.S. Patent Documents,” “Foreign Patent 


Documents,” and “Other Publications” cited on the face of the ’875 Patent.  Any citation to one or 


more of the above prior art references, or other prior art references regarding any method or system, 


should be construed to constitute not only a citation to the prior art reference itself, but also a 


reference to the system itself.  Discovery has only just begun in this case, and Defendants will 


supplement if and when more information becomes available from Plaintiff or third parties.   
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B. Prior Art Disclosures—Public Use/Sales/Offers for Sale/Available to the 
Public 


Defendants believe that there were prior art disclosures in the form of sales, offers for sale, 


and/or uses by others of products that qualify as prior art under AIA 35 U.S.C. § 102(a)(1) against 


one or more of the Asserted Claims of the ’875 Patent.  The below-identified prior art products 


include products Defendants are currently aware of through an on-going diligent and reasonable 


investigation at this early stage of discovery and/or based on public available information.  Details 


regarding such offers for sale and public uses may be within the possession of third parties.  As 


discovery progresses, Defendants intend and reserve the right to promptly supplement and/or 


amend the lists below to include additional prior art products that anticipate and/or render the 


Asserted Claims obvious. 


Table 3: Prior Art Systems and Inventions 


Name of System or Invention 
Date of Sale/Offer for Sale/Public 


Use/Known by Others 


Cogent Systems’ Fusion Multi-Modal 
Biometric Handheld Device 


October 21, 2008 


Amrel’s DA5-B Advanced handheld 
biometric solution on a rugged PDA platform 


May 1, 2009 


Sagem Morpho’s Morpho RapID 1100 August 14, 2008 


Sagem Morpho’s MorphoTouch December 31, 1999 


Sagem Morpho’s MSO301/351 July 1, 2005 


DataStrip’s DSVII-PA, DSVII-SC and 
DSVII-SW 


February 23, 2005 


BioDentity’s Electronic Visitor Identity 
Management (EVIM) 


September 1, 2007 


Crossmatch Technologies’s Verifier Mw 
Handheld Fingerprint Scanner 900383-002 


December 31, 2007 


DAP Technologies’ 3000B Rugged Handheld 
with Biometric End-Cap 


September 1, 2007 


Green Bit’s MiScan (WLFI) February 1, 2010 
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Name of System or Invention 
Date of Sale/Offer for Sale/Public 


Use/Known by Others 


MaxVision’s BPac 2009 


Black Diamond Advanced Technology’s 
BioTRAC 


September 10, 2010 


L-1 Identity Solutions, Biometrics Division’s 
Handheld Interagency Identity Detection 
Equipment (HIIDE) Series 4 (“HIIDE”) 


June 2008 


For each of the prior art devices identified above, Defendants have listed and produced 


documents as evidence of the relevant features and functionality to the extent that they are 


presently available and have been located.  Defendants have obtained or are in the process of 


attempting to obtain the identified devices and have made or will make them available for 


inspection to the extent they are obtained.  To the extent that one or more documents (e.g., user 


manual) may be used to describe aspects of a particular device, that device is a single reference for 


prior art purposes under 35 U.S.C. § 102.  Some or all of the corroborating references may also 


separately qualify as prior art publications under pre-AIA 35 U.S.C. § 102 and may be used as 


invalidating references under pre-AIA 35 U.S.C. §§ 102 and/or 103.  Further, Defendants are 


actively searching for information regarding at least the systems, devices, and/or inventions listed 


above in Table 3.  


Discovery is ongoing, and Defendants may serve third parties with document subpoenas, 


and Defendants reserve the right to rely on documents produced by them.  One or more of these 


devices, along with related documentation, may be invalidating, and Defendants reserve the right 


to supplement these contentions accordingly.  Defendants continue to investigate any identified 


devices, including through potential discovery needed to be obtained via third party subpoenas, 


and reserve the right to supplement these contentions and accompanying claim charts after further 


investigation.  
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Upon information and belief, the systems were publicly disclosed, used, sold, or offered 


for sale in the United States before the alleged priority date of the ’875 Patent.  Defendants’ 


investigation of such prior art systems is still ongoing and discovery has not yet been received 


from third parties who may have information concerning such prior art systems.  Accordingly, 


subsequent discovery may reveal information that affects the disclosures and contentions herein.  


For example, subsequent discovery may provide additional information regarding whether or not 


any of the third-party prior art systems anticipate or render obvious the ’875 Patent.  As such, 


Defendants reserve all rights to supplement their invalidity contentions.  


Each prior art patent, publication, or product identified above was patented, described in a 


printed publication, or in public use, on sale, or otherwise available to the public before the 


effective filing date of the ’875 Patent, or was described in a patent issued under section 151, or in 


an application for patent published or deemed published under section 122(b), in which the patent 


or application, as the case may be, names another inventor and was effectively filed before the 


effective filing date of the claimed invention.  


Because Defendants have not yet completed discovery in this case, including taking 


depositions of the named inventors, and otherwise obtaining discovery from Plaintiff and third 


parties, Defendants reserve the right to supplement these contentions with facts, documents, or 


other information learned at a later point through discovery or further investigation. 


IV. P.R. 3-3(B) – INVALIDITY GROUNDS 


Pursuant to P.R. 3-3(b), Defendants contend that certain prior art references below 


anticipate one or more Asserted Claims and that to the extent the identified prior art references do 


not anticipate the Asserted Claims, those claims are invalid as obvious under 35 U.S.C. §103.  Each 


anticipatory prior art reference, either alone or in combination with other prior art, also renders the 


Asserted Claims invalid as obvious.  In particular, each anticipatory prior art reference may be 
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combined with (1) information generally known to persons skilled in the art at the time(s) of the 


alleged invention, and/or (2) any of the other identified prior art references.  To the extent that 


Plaintiff contends that any of the anticipatory prior art fails to disclose one or more limitations of 


the Asserted Claims, Defendants contend that any difference between the reference and the 


corresponding patent claims would have been obvious to one of ordinary skill in the art.  Thus, all 


anticipation charts should be interpreted as both reflecting anticipation by the reference as well as 


invalidity due to single reference obviousness, to the extent that Plaintiff contends that any 


limitation is missing.  


A. Anticipation 


As stated above, Defendants incorporate by reference all other invalidity contentions 


related to the ’875 Patent served on or otherwise provided to Plaintiff, whether past or future.  In 


accordance with P.R. 3-3(a), prior art references anticipating the Asserted Claims are provided 


below.  The prior art listed below anticipates the Asserted Claims under the proper construction of 


the claims and/or under Plaintiff’s apparent interpretation of the claims reflected by Plaintiff’s 


Complaint and Infringement Contentions. 


The Asserted Claims of the ’875 Patent are anticipated and/or rendered obvious by prior 


art.  Pursuant to P.R. 3-3(a), Defendants identify the prior art references that anticipate or render 


obvious the ’875 Patent Asserted Claims in the claim charts in Appendices A-1–A-10, which are 


hereby incorporated by reference as if fully set forth herein.  The claim charts of Appendices A-


1–A-10 show how these prior art references teach or suggest each and every element of the 


Asserted Claims of the ’875 Patent.  For each reference or combination of references suggested by 


each chart and/or herein, Defendants indicate whether the prior art renders the claim anticipated 


and/or obvious pursuant to P.R. 3-3(b). 
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In addition to contending that the Asserted Claims of the ’875 Patent are invalid in view of 


the prior art references cited in the claim charts of Appendices A-1–A-10, Defendants further 


contend that the Asserted Claims of the ’875 Patent are invalid as anticipated and/or obvious under 


U.S.C. §§ 102 and/or 103 in view of public knowledge and uses and/or offers for sale of products 


and services related to the subject matter of the cited references.  As discovery is ongoing, 


Defendants continue to investigate these items and to reserve the right to amend or supplement 


these contentions to include additional information or documents regarding such products and/or 


systems.  In addition to contending that the Asserted Claims of the ’875 Patent are invalid in view 


of the explicit disclosures of the prior art references cited in the claim charts of Appendices A-1–


A-10, Defendants further contend that the knowledge of skill evidenced by those references render 


those claims invalid.  Defendants further contend that, even if a prior art reference does not 


expressly disclose all limitations as arranged or combined in the same manner as an asserted claim, 


a skilled artisan reading the reference would have at once envisage the claimed arrangement or 


combination.  See, e.g., Kennametal Inc. v. Ingersoll Cutting Tool Co., 780 F.3d 1376 (Fed. Cir. 


2015). 


Defendants’ reference to a particular device or product in the claim charts of Appendices 


A-1–A-10 should be interpreted alternatively as both as a reference to the product itself and to any 


corresponding patents, publications, or product literature cited in Appendices A-1–A-10 that 


relates to the cited device or product.  In addition, Defendants may rely on other documents or 


things that have not yet been located to support its contentions regarding such prior art device(s) 


or product(s) that are referenced in the charts. 


Defendants incorporate by reference, as if set forth fully herein, all prior art cited during 


the prosecution of the ’875 Patent, all prior art cited during any reexamination proceedings of the 
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’875 Patent, all prior art as described in any pending or future inter partes review proceedings of 


the ’875 Patent, and all prior art disclosed during any previous litigation proceedings or 


proceedings involving the ’875 Patent or any related patents.   


Defendants further identify and hereby incorporate by reference as if set forth fully herein 


the prior art references and invalidity contentions as described in any Other Proceedings wherein 


invalidity contentions have been, or will be, provided regarding the ’875 Patent, its foreign 


counterparts, or any parent or child patent of the ’875 Patent.  Defendants reserve the right to use 


any and all portions of the publication, related publications, commercial embodiments of the 


publication, and other evidence that is discovered in these lawsuits to demonstrate and/or evidence 


the components, functionality, and capabilities of the devices and systems disclosed in the 


references charted. 


Where Defendants identify a particular figure in a prior art reference, the identification 


should be understood to encompass the caption and description of the figure, as well as any text 


relating to the figure in addition to the figure itself.  Similarly, where an identified portion of text 


refers to a figure, embodiment, or other material, the identification should be understood to include 


the referenced figure, embodiment, or other material as well.  Consistent with P.R. 3-3(c), 


Defendants’ citations to specific statements, figures, or disclosures in a prior art reference are 


sufficient to put Plaintiff on notice where each element of each Asserted Claim is found in the 


prior art.  However, it should be recognized that a person of ordinary skill in the art would generally 


read a prior art reference as a whole and in the context of other publications, literature, and general 


knowledge in the field.  To understand and interpret any specific statement or disclosure in a prior 


art reference, a person of ordinary skill in the art would have relied upon other information 


including other publications and general scientific or engineering knowledge.  Defendants 
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therefore reserve the right to rely upon other unidentified portions of the prior art references and 


on other publications and expert testimony to provide context and to aid understanding and 


interpretation of the identified portions. 


Defendants also reserve the right to rely upon other portions of the prior art references, 


other publications, and the testimony of experts to establish that the alleged inventions would have 


been obvious to a person of ordinary skill in the art, including the basis of modifying or combining 


certain cited references.  To the extent any limitation is deemed not to be exactly met by an item 


of prior art, then any purported differences are such that the claimed subject matter as a whole 


would have been obvious to one skilled in the art at the time(s) of the alleged invention, in view 


of the state of the art and knowledge of those skilled in the art.  To the extent that an element of an 


Asserted Claim is not anticipated, the claim is rendered obvious by combination with one or more 


other prior art references identified in Appendices A-1–A-10. 


B. Obviousness 


As stated above, Defendants incorporate by reference all other invalidity contentions 


related to the ’875 Patent served on or otherwise provided to Plaintiff, whether past or in the future.  


In addition to certain claims being anticipated at least under Plaintiff’s apparent claim 


constructions as indicated above, the Asserted Claims are also invalid as obvious over the same 


teachings identified for anticipation.  Further, the Asserted Claims are obvious over various 


combinations of the references shown in the claim charts accompanying or incorporated by 


reference into this disclosure.  No Asserted Claim goes beyond combining known elements to 


achieve predictable results or does more than choose between clear alternatives known to those of 


skill in the art.  Thus, to the extent that an Asserted Claim is not anticipated, it is nevertheless 


invalid as obvious.  Specifically, Defendants assert that any charted or incorporated reference in 
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combination with one or more other charted or incorporated references renders the Asserted 


Claims obvious.  


In KSR International Co. v. Teleflex, Inc., the United States Supreme Court held that, 


among other things, “[t]he combination of familiar elements according to known methods is likely 


to be obvious when it does no more than yield predictable results.”  550 U.S. 398, 416 (2007); see 


also id. at 417 (“[A] court must ask whether the improvement is more than the predictable use of 


prior art elements according to their established functions.”).  In particular, a patent is obvious 


where “the content of the prior art, the scope of the patent claim, and the level of ordinary skill are 


not in material dispute, and the obviousness of the claim is apparent in light of these factors.”  Id. 


at 427.  The Supreme Court found that “if a technique has been used to improve one device, and a 


person of ordinary skill in the art would recognize that it would improve similar devices in the 


same way, using the technique is obvious unless its actual application is beyond his or her skill.”  


Id. at 417.  


Moreover, the Supreme Court recognizes that market pressures will motivate a person of 


ordinary skill to survey known art for solutions to problems.  Id. at 421 (“When there is a design 


need or market pressure to solve a problem and there are a finite number of identified, predictable 


solutions, a person of ordinary skill in the art has good reason to pursue the known options within 


his or her technical grasp.”).  When a person of ordinary skill uses an identified, predictable 


solution to solve a problem, “it is likely the product not of innovation but of ordinary skill and 


common sense.”  Id.  In addition, when a work is available in one field of endeavor, design 


incentives, and other market forces can prompt variations of it, either in the same field or a different 


one.  Id. at 417.  If a person of ordinary skill can implement a predictable variation, U.S.C. § 103 


bars its patentability.  Id.  
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“‘[A]ny need or problem known in the field of endeavor at the time of invention and 


addressed by the patent can provide a reason for combining the elements in the manner claimed.’”  


Intel Corp. v. PACT XPP Schweiz AG, 61 F.4th 1373, 1379 (Fed. Cir. 2023) (quoting KSR, 550 


U.S. at 420).  “Additionally, ‘universal’ motivations known in a particular field to improve 


technology provide ‘a motivation to combine prior art references even absent any hint of 


suggestion in the references themselves.’”  Id. (quoting Intel Corp. v. Qualcomm Inc., 21 F.4th 


784, 797–99 (Fed. Cir. 2021)) (original emphasis).  Thus, motivations to combine, as well as the 


general state of the art, may be found in a variety of places including, but not limited to, in the 


references defined above, and the specification of the ’875 Patent.  A person of ordinary skill in 


the art at the time(s) of the alleged invention would have been motivated to combine any one piece 


of identified prior art with any other identified piece of prior art.  For at least this reason, it would 


have been obvious to a person of skill in the art at the time(s) of the alleged invention of the 


Asserted Claims to combine the various references cited herein so as to practice the Asserted 


Claims and there is a motivation in the art to make such a combination.  Further reasons to combine 


the references identified in these charts include the nature of the problem being solved, the express, 


implied, and/or inherent teachings of the prior art, the knowledge of persons of ordinary skill in 


the art, the fact that the prior art is generally directed towards similar methods and systems, that 


such combinations would have yielded predictable results, and that such combinations would have 


represented known alternatives to a person of ordinary skill in the art.  


The law does not require evidence of a specific motivation to combine prior art where the 


combination would yield expected results and at most simply represents a known alternative or 


design choice to one of skill in the art.  See Apple Inc. v. Samsung Elecs. Co., 839 F.3d 1034, 1058 


(Fed. Cir. 2016); Intercontinental Great Brands LLC v. Kellogg N. Am. Co., 869 F.3d 1336, 1344 
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(Fed. Cir. 2017); KSR, 550 U.S. at 415 (rejecting the Federal Circuit’s “rigid” application of the 


teaching, suggestion, or motivation to combine test, and instead applying an “expansive and 


flexible” approach).  Indeed, the Supreme Court held that a POSITA is “a person of ordinary 


creativity, not an automaton” and “in many cases a person of ordinary skill in the art will be able 


to fit the teachings of multiple patents together like pieces of a puzzle.”  KSR, 550 U.S. at 420–21.  


Nevertheless, in addition to the information contained immediately above and elsewhere 


in these contentions, Defendants identify additional motivations and reasons to combine.  For 


example, in addition to the specific motivations identified herein, motivation to modify a particular 


reference or to combine any two or more of the identified references comes from (a) the nature of 


the problem being solved, (b) the teachings of the prior art, (c) the knowledge of persons of 


ordinary skill in the art, (d) the fact that all the references teach systems, apparatuses, and methods 


related to the subject matter and address the same technical issues described in the ’875 Patent, 


and (e) one would have been motivated by considerations of efficiency, effectiveness, 


convenience, cost-savings, and accessibility, to combine the various teachings of the references.  


Additionally, one would have been motivated to address the alleged problems or achieve the 


purported objectives identified in the Background sections of the ’875 Patent, of the references 


cited on the face of the ’875 Patent, and of the other references cited herein.  


In sum, motivations to modify or combine the identified references including the references 


listed above can be found via, for example, discussions in the cited references, the state of the art 


discussed in the references, and the knowledge of one of ordinary skill in the art.  One of ordinary 


skill in the art would have been motivated to combine these references, because these references 


relate to common objectives and subject matter.  The references share commonalities in terms of 


their general subject matter as well as the types of equipment, products, systems, and/or methods 
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used.  Further, certain prior art references explicitly or implicitly reference other prior art 


references, share common authors or inventors, were published in the same journals, were 


compiled by a common author of a compilation or reference book, were presented at the same 


conferences, and/or were developed at common companies, schools, or organizations, which 


would motivate one of ordinary skill in the art to combine them.  These references are within the 


field of the ’875 Patent and are directed to similar subject matter within the field.  Additionally, 


the references, and any products, devices, or processes described in the references, existed and/or 


were invented in the same time period providing further motivation for combination.  These 


disclosures were provided without prejudice to any arguments or objections concerning the 


relevance of motivation to combine in connection with any invalidity contentions.  


Defendants reserve the right to further specify the motivations to combine the prior art in 


response to positions that Plaintiff may take later in this case and as discovery, including third 


party discovery, proceeds.  Defendants may rely on any and all portions of the prior art, other 


documents, and expert testimony to establish that a person of ordinary skill in the art would have 


been motivated to modify or combine the prior art so as to render the claims invalid as obvious.  


Moreover, Defendants reserve the right to rely on later identified sources of information, 


including, but not limited to, witness testimony and other discovery, to establish the state of the 


art in the relevant time frame pertaining to the ’875 Patent.  


Additionally, Defendants note that Plaintiff has neither provided any contention that 


secondary considerations of non-obviousness exist for any ’875 Patent nor provided any evidence 


of such secondary considerations.  Defendants are not aware of any evidence supporting the 


existence of any such secondary considerations.  This lack of evidence further renders the Asserted 


Claims obvious.  Proving any such secondary considerations is Plaintiff’s burden.  See, e.g., ZUP, 
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LLC v. Nach Mfg., Inc., 896 F.3d 1365, 1373 (Fed. Cir. 2018) (“[A] patentee bears the burden of 


production with respect to evidence of secondary considerations of nonobviousness.”).  To the 


extent Plaintiff is permitted to introduce contentions and/or evidence concerning secondary 


considerations in the future, Defendants reserve all rights to rebut those contentions if and when 


Plaintiff identifies them.  At present, Defendants note the complete lack of any such evidence in 


the record.  Moreover, Defendants further contend that, in any event, the evidence of obviousness 


for each asserted claim is so overwhelming that secondary considerations are necessarily 


insufficient to rebut Defendants’ showing.  See, e.g., Ohio Willow Wood Co. v. Alps S., LLC, 735 


F.3d 1333, 1344 (Fed. Cir. 2013) (“[W]here a claimed invention represents no more than the 


predictable use of prior art elements according to established functions, as here, evidence of 


secondary indicia are frequently deemed inadequate to establish non-obviousness.”).  


Pursuant to P.R. 3-3(a) and (b), Defendants identify in Appendices A-1–A-10 the prior art 


references that render obvious the Asserted Claims of the ’875 Patent in view of the prior art.  To 


the extent Plaintiff contends that an element is not disclosed in any one of the anticipatory 


references described in these Appendices, the limitation would have been obvious in light of the 


disclosures within the reference and the knowledge of one of ordinary skill in the art at the time of 


the ’875 Patent.  Moreover, to the extent Plaintiff contends that a limitation is not disclosed in any 


one of the anticipatory references described in Appendices A-1–A-10, such reference may be 


combined with any other references listed in Appendices A-1–A-10 and/or any other references 


listed in this Section IV.B for such limitation, thereby rendering the claims invalid for obviousness.  


To the extent a finder of fact determines that a limitation of any of the ’875 Patent Asserted Claims 


is not disclosed by one of the references identified above pursuant to P.R. 3-3(a), the claim is 


nevertheless unpatentable as obvious because they contain nothing that constitutes a patentable 
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innovation.  To the extent a finder of fact determines that a limitation of the ’875 Patent Asserted 


Claims is not anticipated, it does not go beyond combining familiar elements according to known 


methods to achieve predictable results or does more than choose between clear alternatives known 


to those of ordinary skill in the art.  The inventions claimed by the ’875 Patent are no more than 


the aggregation of known elements combined in a predictable, conventional way to provide a 


higher level of secure access to data.  


The prior art references identified herein explicitly or implicitly refer to other prior art 


references, share common authors or inventors, were published in the same journals, presented at 


the same conferences, were presented as proposals to standards working groups, and/or were 


developed at common companies, schools, or organizations, all of which would motivate one of 


skill in the art to combine them.  These references are also within the field of the ’875 Patent and 


are directed to similar subject matter within that field.  Additionally, any products, devices, and/or 


processes described in the references existed and/or were invented before or during the period in 


which the claimed inventions were developed, providing further motivation to combine them. 


1. Obviousness Rationale and Motivations to Combine 


Obviousness: For at least the reasons described in these contentions, it would have been 


obvious to one of ordinary skill in the art to combine any of a number of prior art references, 


including any combination of those prior art references identified in Section IV.B.2, infra along 


with the knowledge of one of ordinary skill in the art to meet the limitations of the Asserted Claims 


of the ’875 Patent.  As a result, the prior art references identified herein render one or more 


Asserted Claims of the ’875 Patent obvious when the references are read in combination with each 


other, and/or when read in view of the state of the art and knowledge of those skilled in the art.  


Each and every prior art reference identified is also relevant to the state of the art at the time of the 


alleged invention.  Any of the references disclosed above may be combined with one another to 
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render obvious (and therefore invalid) each of Plaintiff’s Asserted Claims.  Defendants may rely 


upon a subset of the identified references or all of the references identified herein, including all 


references in Appendices A-1–A-10 and Section IV.B.2, for purposes of obviousness depending 


on the Court’s claim construction, positions taken by Plaintiff during this litigation, and further 


investigation and discovery. 


Reservation of Rights: Moreover, as mentioned above, Defendants have not yet 


completed their search or discovery concerning additional prior art.  As such, Defendants’ 


inclusion of exemplary combinations does not preclude them from identifying other invalidating 


combinations as appropriate, and Defendants reserve the right to identify additional specific 


combinations as well as to detail and explain such combinations. 


No More Than Ordinary Variations of Prior Art; No Unexpected Results: To the 


extent not anticipated, the Asserted Claims of the ’875 Patent represent no more than the result of 


ordinary variations of the prior art.  Defendants further believe that no showing of a specific 


motivation to combine prior art is required to combine the references disclosed above and in the 


appended charts, as each combination of art would have no unexpected results, and at most would 


simply represent a known alternative to one of ordinary skill in the art.  See KSR, 550 U.S. at 415–


16 (rejecting the Federal Circuit’s “rigid” application of the teaching, suggestion, or motivation to 


combine test, instead espousing an “expansive and flexible” approach); Apple Inc. v. Samsung 


Elecs. Co., 839 F.3d 1034, 1058 (Fed. Cir. 2016); Intercontinental Great Brands LLC v. Kellogg 


N. Am. Co., 869 F.3d 1336, 1344 (Fed. Cir. 2017).  Indeed, the Supreme Court held that a person 


of ordinary skill in the art is “a person of ordinary creativity, not an automaton” and “in many 


cases a person of ordinary skill in the art will be able to fit the teachings of multiple patents together 


like pieces of a puzzle.”  KSR, 550 U.S. at 420–21.  Nevertheless, in addition to the information 
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contained elsewhere in these contentions, Defendants identify motivations and reasons to combine 


the cited art. 


Predictable Results; Obvious to Try: One or more combinations of the prior art 


references identified in Section IV.B.2, infra would have been obvious because these references 


would have been combined using: known methods to yield predictable results; known techniques 


in the same way; a simple substitution of one known, equivalent element for another to obtain 


predictable results; and/or a teaching, suggestion, or motivation in the prior art generally.  This is 


confirmed by the ’875 Patent, which describes various embodiments comprising techniques for, 


e.g., access control to secured personal data using integrated biometric sensors and life signs 


detectors that are well known and well understood by those in the field and comprise nothing but 


simple substitutions of each other.  See, e.g., ’875 Patent, 1:14–6:28.  In addition, it would have 


been obvious to try combining the prior art references identified above because there were only a 


finite number of predictable solutions and/or because known work in one field of endeavor 


prompted variations based on predictable design incentives and/or market forces either in the same 


field or a different one.   


For example, there are three known, predictable methods for authenticating a user 


authorized to access secured personal data: (1) knowledge-based authentication (i.e., something 


you know, such as a password), (2) token-based authentication (i.e., something you have, such as 


a security badge or key FOB), and (3) biometric-based authentication (i.e., something you are, 


such as unique fingerprints or facial features).  See, e.g., Ross Anderson, SECURITY ENG’G 31 (3d 


Ed. 2008) (“Anderson”).  Further, there were a finite number of known biometric authentication 


methods, including scanning/sensing of fingerprints, facial features, eye features, handwriting, and 


voice recognition, all of which yielded predictable results.  See, e.g., id. at 457–82.  A person of 







 


33 


ordinary skill in the art would have found it obvious to try combining known biometric 


authentication methods to yield predictable results.  See, e.g., Fadell at ¶¶ [0028], [0041], [0052], 


[0073], [0091]–[0095]; Venkatanna at ¶¶ [0039]–[0041], [0049], [0068], [0098]; id. at Fig. 1; Pratt 


at [0036]– [0037]; id. at Fig. 2.  As another example, there were known methods to detect life signs 


during measurement of a biometric parameter, including measuring temperature, O2 saturation 


level, heart rate, and blood flow, that yielded predictable results.  See, e.g., Fadell at ¶ [0057]; 


Venkatanna at ¶ [0041]; Kohinata at 3:24-67, 4:1-8, 4:31-5:10, 6:30-62, 8:34-39, 8:55-67, 10:51-


11:10; id. at Fig. 1; Osten at 6:55-65, 8:46-56, 9:23-30, 10:31-49, Fig. 1; Ojala at 1, 3-5, Figs. 5-


7; Yokoyama at ¶¶ [0008], [0009]-[0013], [0009]-[0013], [0015], [0020]-[0022], [0028], Figs. 1, 


5-7, 13.  A person of skill in the art would have found it obvious to try combining known biometric 


authentication methods with known life signs detection methods to yield predictable results.  See, 


e.g., id.  As another example, Global Positioning System (GPS) receivers were known solutions to 


providing real-time location information.  Indeed, the ’875 Patent concedes that “GPS is becoming 


a very common module in most smart phones.”  ’875 Patent at 16:58-59.  A person of skill in the 


art would have found it obvious to integrate a GPS receiver in a mobile electronic device to provide 


real-time location information.  See, e.g., Mass at ¶¶ [0188], [0257], [0303]; Shirai at 3:4-10; 


Sawaguchi at 5:41-54; Lydon at ¶ [0033].  A person of skill in the art would have also understood 


that real-time location information as an example of secured personal data for which, as described 


above, there were known methods to prevent unauthorized access. 


Further, the combinations of the prior art references identified herein would have been 


obvious because the combinations represent known potential options with a reasonable expectation 


of success.   
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Interrelated Teachings: Additional evidence that there would have been a motivation to 


combine the prior art references identified above includes the interrelated teachings of multiple 


prior art references; common authorship; the effects of demands known to the design community 


or present in the marketplace; the existence of a known problem for which there was an obvious 


solution encompassed by the Asserted Claims of the ’875 Patent; the existence of a known need 


or problem in the field of endeavor at the time of the alleged invention(s); and the background 


knowledge that would have been possessed by a person having ordinary skill in the art. 


For example, the prior art describes the existence of a known problem of biometric 


authentication having an insufficiently high rate of improperly rejecting an authorized user, which 


is known as a “False Rejection Rate” or FRR, as well as having an insufficiently high rate of 


improperly accepting authentication of an unauthorized user, which is known as a “False 


Acceptance Rate” or FAR.  See, e.g., Anderson at 481; Venkatanna at ¶¶ [0006], [0039], [0045]–


[0049], [0058]–[0061], [0069].  The prior art further describes a known, obvious solution of 


implementing more than one biometric authentication method to reduce the FRR and FAR rates.  


See, e.g., Venkatanna at ¶¶ [0006], [0039], [0045]-[0049], [0058]-[0061], [0069].  The prior art 


further describes a known, obvious solution of implementing more than one biometric 


authentication method to provide tiered access control to data with varying levels of security to 


users with varying levels of access authorization.  See, e.g., Fadell at ¶ [0041].  As another 


example, the prior art describes the existence of a known problem of unauthorized users (e.g., 


hackers) using non-living replications of unique biometric parameters (e.g., fingerprint molds) to 


improperly gain access to secured personal data.  See, e.g., id. at ¶ [0056], Venkatanna at ¶ [0075].  


The prior art further describes known, obvious solutions to this problem of implementing life signs 


detection into biometric authentication methods, such as detection of eye biometrics (e.g., iris and 
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retinal scans), temperature, heart rate, and blood flow.  See, e.g., Fadell at ¶ [0056]; Kohinata at 


3:24-67, 4:1-8, 4:31-5:10, 6:30-62, 8:34-39, 8:55-67, 10:51-11:10; U.S. Pat. App. Pub. 


No. 2008/0045806 (“Keppler”) at ¶¶ [0027]-[0029]; U.S. Pat. App. Pub. No. 2007/0092115 


(“Usher”) at ¶¶ [0006]-[0008]; Sawaguchi at 2:51-57; Venkatanna at ¶¶ [0005]-[0006], [0041] , 


[0046]-[0047]; Matchett at 1:60-2:3.  As another example, the prior art describes the existence of 


a known problem of biometric authentication being unable to determine whether it is the 


authorized user that continues to access the secured personal data after initial authentication.  See, 


e.g., Matchett at Abstract, 1:6-11, 2:41-57.  The prior art further describes the known, obvious 


solution of implementing continuous life signs detection methods to ensure the authorized user 


continues to access the secured personal data.  See, e.g., id.   


As another example, the prior art describes known methods for providing wireless 


communication functionality in handheld electronic devices that implement widely used wireless 


communications protocols, such as Wi-Fi, Ethernet, Bluetooth™, radio frequency (RF) systems 


such as RF identification (RFID), cellular networks, infrared, TCP/IP, HTTP, and Voice over IP 


(VOIP).  See, e.g., Fadell at ¶ [0033]; Henning at 5:9-13, 19:8-13; Rosenblatt at ¶¶ [0007], [0041].  


A person of skill in the art would have understood that one or more of these widely used wireless 


communications protocols could have been used to communicate with external devices using a 


shared communications protocol, such as RF operated credit card readers, ATM machines, and 


remotely operated electronic locks gates and doors opener using RFID based techniques.  See, e.g., 


Fadell at ¶ [0033]; Henning at 5:16-19, 6:1-5, 19:15-28, 16:36-17:4; Rosenblatt at ¶¶ [0007], 


[0041].  As another example, the prior art describes integrated encoder/decoders, known as 


“codecs,” as a known solution to facilitate internal and external data communications.  See, e.g., 


Fadell at ¶ [0034].  Providing the ability to wirelessly communicate with multiple external devices 







 


36 


from a single electronic device would have achieved the prior art’s shared goals of increasing user 


friendliness and reducing complexity.   


Same Area of Technology: Additionally, it would have been obvious to one of ordinary 


skill in the art to consult and/or combine any of the prior art listed in Appendices A-1–A-10 and 


Section IV.B.2, infra because all these prior art references relate to the same area of technology 


and/or are from analogous art.  The Asserted Claims of the ’875 Patent are generally directed to 


apparatuses, systems, and methods for biometric and other authentication to secure and manage 


personal data stored on electronic devices.  See ’875 Patent at Abstract.  The Asserted Claims of 


the ’875 Patent merely unite old elements, well known in the field, with no change in their 


respective function or result.  Given the interrelated teachings of the prior art, the effects of 


demands known to the design community or present in the marketplace, and the background 


knowledge possessed by a person having ordinary skill in the art, it would have been obvious for 


one of ordinary skill in the art to combine these familiar elements, disclosed and/or embodied in 


the prior art listed above to practice the Asserted Claims of the ’875 Patent.  For example, 


authentication systems with multiple biometric sensors, life signs detectors, processors, storage 


and memory, wireless communication modules facilitating widely used communications 


protocols, digital encoders and decoders, and GPS receivers were all well-known elements familiar 


to those of ordinary skill in the art.  See generally, e.g., Fadell; Beenau; Pratt; Venkatanna; 


Narayanaswami; Osten; Kohinata; Henning; Saito; Rosenblatt; Lydon. 


Same Technical Issues: A person of ordinary skill would have been motivated to combine 


the above prior art based on his or her knowledge, the nature of the problem to be solved, and the 


teachings of the prior art.  As described above, the identified prior art addresses the same or similar 


technical issues and suggests the same or similar solutions to those issues.  Moreover, some of the 
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prior art refers to or discusses other prior art, illustrating the close technical relationship among 


the prior art.  For the ’875 Patent, one of ordinary skill in the art would have been motivated to 


combine known prior art solutions described in these references relating to biometric 


authentication systems for securing personal data stored on electronic devices.   


There are significant similarities in subject matter and objectives for each of many 


references used in these contentions for the ’875 Patent, as shown in Appendices A-1–A-10 and 


Section IV.B.2, infra.  Indeed, the claims of the ’875 Patent are directed to nothing more than 


combining known biometric authentication methods with known life signs detection methods.  


This amounts to little more than the well-understood concept that implementing life signs detection 


in a biometric authentication system prevents unauthorized access through non-living “spoofs” of 


unique biometric parameters.  See, e.g., Fadell at ¶ [0056]; Venkatanna at ¶ [0075]; Kohinata at 


3:24-67, 4:1-8, 4:31-5:10, 6:30-62, 8:34-39, 8:55-67, 10:51-11:10.  Moreover, to the extent that 


any of these references includes a feature not expressly disclosed in one or more other references, 


a POSITA would have naturally looked to, and been motivated to combine, any one of these 


references with one or more of the other references in order to better achieve their common goals 


of increasing security of secured personal data on electronic devices and preventing unauthorized 


access through non-living “spoofs” of unique biometric parameters.  Further, a POSITA also 


would have naturally looked to and been motivated to combine any one of these references with 


one or more of the other references in order to better achieve their common goals of user 


friendliness. 


Demand and Market Forces: For example, market forces suggested a demand for 


increased security of personal data stored on electronic devices, preventing unauthorized access to 


secured personal data using non-living “spoofs” of unique biometric parameters, and a higher 
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confidence level for ensuring biometric authentication methods accepted authorized users and 


rejected unauthorized users, and thus one of skill in the art would have thought to combine or 


modify references that described known methods that one of skill in the art would have recognized 


as offering improvements to solutions of that time.  See, e.g., Fadell at ¶ [0056]; Venkatanna at 


¶ [0075]; Kohinata at 3:24-67, 4:1-8, 4:31-5:10, 6:30-62, 8:34-39, 8:55-67, 10:51-11:10.  As 


another example, market forces also suggested a demand for authentications systems integrated in 


handheld electronic devices because of increased use of handheld electronic devices, such as smart 


phones, containing increasing amounts of secured personal data.  See generally, e.g., Fadell; Pratt; 


Kohinata; Rosenblatt; Lydon.  As another example, market forces also suggested a demand for 


real-time location information because of increased use of handheld electronic devices, such as 


smart phones.  See, e.g., Rosenblatt at ¶¶ [0055], [0070]-[0072]; Lydon at ¶ [0033].  As another 


example, market forces also suggested a demand for wireless communication with multiple 


external devices because of increased use of handheld electronic devices, such as smart phones.   


In addition to the specific examples provided above, Defendants reserve the right to rely 


on the disclosures of the references identified in Appendices A-1–A-10 and Section IV.B.2, infra 


for additional motivations to combine.  These examples of combinations are given merely to 


illustrate various motivations to combine and are not intended to provide an exhaustive list of every 


possible combination to which the motivation may apply.  Defendants reserve the right to contend 


that the motivations to combine provided herein apply to other combinations at the appropriate 


time, e.g., in expert reports regarding invalidity.  To the extent one or more of identified 


combinations is posed as a combination of only two references, it does not indicate that the two 


references that are being combined for one purpose could not be joined by a third reference (or 


more additional references) whose combination serves the same or a different purpose.  Indeed, 
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many of the features recited in the Asserted Claims are componentized features/functions whereby 


the feature could be implemented using teachings from another source while not interfering with 


additional features.  For that reason, a POSITA may have reasonably looked to and been motivated 


to combine three or more references in order to achieve a specific outcome. 


Summary of Motivations to Combine: Thus, the motivation to combine the teachings of 


the prior art references identified in Appendices A-1–A-10 is found in the references themselves 


and also in: (1) the nature of the problem being solved; (2) the express, implied and inherent 


teachings of the prior art; (3) the knowledge of persons of ordinary skill in the art; (4) the 


predictable results obtained in combining the different elements of the prior art; (5) the predictable 


results obtained in simple substitution of one known element for another; (6) the use of a known 


technique to improve similar devices, methods, or products in the same way; (7) the predictable 


results obtained in applying a known technique to a known device, method, or product ready for 


improvement; (8) the finite number of identified predictable solutions that had a reasonable 


expectation of success; and (9) known work in various technological fields that could be applied 


to the same or different technological fields based on design incentives or other market forces. 


2. Combinations 


For at least the reasons described above, it would have been obvious to one of ordinary 


skill in the art to combine each prior art reference identified in Appendices A-1–A-10 with any 


other reference or references identified in Appendices A-1–A-10 and Section IV.B.2 along with 


the knowledge of one of ordinary skill in the art to arrive at the inventions claimed in the ’875 


Patent. 


While Defendants reserve the right to rely on any combination of the references reflected 


in their charts or incorporated herein by reference, Defendants provide the following exemplary 


and non-exhaustive references and/or combinations evidencing invalidity of the claims of the ’875 
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Patent.  The combinations of prior art listed below render obvious the Asserted Claims under the 


proper construction of the claims and/or under Plaintiff’s apparent interpretation of the claims as 


set forth by Plaintiff in its Complaint and its Infringement Contentions. 


i. 1/16/2025Combination 1 (Fadell) 


A POSITA would have been motivated to combine Fadell with any one or more of Osten 


and Kohinata, and Yokoyama to incorporate life signs detectors such as a body pulse rate 


measurement indicator, a body O2 saturation level indicator, a body heat measurement indicator, 


or an electro-optical sensor to improve security for the reasons discussed above with a reasonable 


expectation of success.   


For example, Osten discloses “[n]on-specific biometric recognition circuitry shown in 


FIG. 1 include biomedical (EKG) electrodes 24 communicating with analog signal processor 32, 


light emitting diode (LED) sources (one in the visible range (about 660 nm) and the other in the 


near infrared (NIR) range (about 910 nm)) and detector 26 communicating with timed power 


source and signal processor 34, for the plethysmographic signals of the blood pulse/oxygen 


monitor and temperature sensor 28 communicating with signal processor and ambient temperature 


sensor 36.”  Osten at 6:55-65; see also id. at 8:46-56, 9:23-30, 10:31-49, Fig. 1.  As another 


example, Kohinata discloses a “temperature obtaining unit 15 is constituted by a plurality of 


temperature sensors arranged on the surface of the cellular phone 1 for detecting the temperature 


at regular temperature of the user when the temperature obtaining unit 15 is touched by the palm 


or fingers of hand of the user . . . .”  Kohinata at 4:31-39, see also id. at 4:1-8, 4:31-5:10, 6:30-62, 


8:34-39, 8:55-67, 10:51-11:10, Fig. 1.  As another example, Yokoyama discloses a “biometric 


identification apparatus capable of accurately and rapidly performing liveness detection with a 


simpler structure than that of conventional technology, by focusing on inherent transmittance of a 


living body, not on a feeble, dynamic signal such as a pulse.”  Yokoyama at ¶ [0008].  “According 
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to the present invention, liveness detection on an object to be identified can be accurately and 


rapidly performed with a simpler structure than that of conventional technology, by obtaining the 


optical transmittance of an object to be identified and comparing the transmittance with a 


previously-set transmittance threshold.” Id. at ¶ [0014]; see also id. at ¶¶ [0009]-[0013], [0015], 


[0020]-[0022], [0028], Figs. 1, 5-7, 13.   


One of skill in the art would have been motivated to apply the teachings of one or more of 


Osten, Kohinata, and Yokoyama to modify Fadell to include life signs detectors such as a body 


pulse rate measurement indicator, a body O2 saturation level indicator, a body heat measurement 


indicator, or an electro-optical sensor into its biometric authentication system in furtherance of its 


goal to provide “suitable countermeasure for preventing an unauthorized user from spoofing” one 


or more biometric parameters of an authorized user used for authentication.  Fadell at ¶ [0057].  A 


POSITA would thus have been motivated to include these features in the device disclosed by 


Fadell to provide further security to personal data and prevent unauthorized access.  One of skill 


in the art would have been motivated to combine these references in order to achieve one or more 


of these benefits, with a reasonable expectation of success.  A POSITA would further have been 


motivated to combine these references as they are all directed to portable biometric authentication 


systems.  Life signs detection integrated into biometric authentication systems was well-


understood and known to those of ordinary skill in the art.  See Section IV.B.1, supra.  For at least 


these reasons, these combinations would have also been “obvious to try,” because it would involve 


simple design choices from a finite number of identified, predictable solutions, with a reasonable 


expectation of success.  A POSITA would have had a reasonable expectation of success in 


implementing the life signs detectors disclosed by Osten, Kohinata, and/or Yokoyama into Fadell’s 
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device because all of these references are directed to mobile comprising biometric authentication 


systems to secure personal data.  


A POSITA also would have had reason to combine Fadell with any one or more of U.S. 


Pat. No. 5,229,764 to Matchett et al. (“Matchett”), EP 1 318 459 B1 to Tanaka et al. (“Tanaka”), 


U.S. Pat. App. Pub. No. 2010/0115607 to Pratt et al. (“Pratt”), U.S. Pat. App. Pub. No. 


2009/0037742 to Narayanaswami et al. (“Narayanaswami”), U.S. Pat. No. 6,539,380 to Moran 


(“Moran”), U.S. Pat. App. Pub. No. 2005/0240778 to Saito (“Saito”), and JP 2001-109855 A to 


Mizusawa et al. (“Mizusawa”), all of which disclose an authentication unit comprising a second 


storage unit, with said second storage unit configured to store a pre-recorded set of personal 


biological biometric identification parameters uniquely associated with a specific user.   


For example, Matchett discloses “a user submits his biometric data. . . . The data is 


processed . . . and stored in a storage device 224 which may be a secure CD-ROM library or other 


digital storage site.  The storage site may be either internal or remote, and may even constitute 


another CPU.”  Matchett at 6:34-48; see also id. at 5:7-25, Figs. 1-3.  As another example, Tanaka 


discloses “a facial feature database i5 for managing the facial feature data” (¶ [0019]), a 


“fingerprint database f5” (¶ [0022]), a “a facial feature temporary storage unit [i7] that is provided 


in place of the facial feature database” (¶ [0034]) and a “voiceprint database v5 for managing the 


voiceprint data” (¶ [0047]).  See also Tanaka at Figs. 1, 5, 9, 13.  Pratt discloses an “authentication 


data storage 174 may store data used in association with the authentication processor 172 in one 


or more of the multiple authentication modes.”  Pratt at ¶ [0028]; see also id. at ¶¶ [0027], [0029], 


[0030]-[0031], [0036]-[0038], [0048]-[0049]; Fig. 2, Fig. 4.  As another example, Narayanaswami 


discloses “[a]n authentication section 46 determines whether the biometric read by the biometric 
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reader 44 is authentic or not compared to pre-stored biometric identification data.”  


Narayanaswami at ¶ [0083]; see also id. at ¶¶ [0038], [0106], Fig. 2.   


As another example, Moran discloses “[b]iometric detection device 22 optionally and 


preferably contains an internal memory 24 for storing instructions on the scanning of fingerprints, 


and more preferably on the interpretation of such fingerprints with regard to stored fingerprint 


data.  The stored fingerprint data is also optionally stored on internal memory 24, but alternatively 


is stored on a separate memory 26 of access control device 16. If biometric detection device 22 


contains internal memory 24, then more preferably a data processor 28 is also present.”  Moran at 


10:52-11:2; see also id. at Fig. 3.  As another example, Saito discloses an “authentication CPU 56 


may include a memory 60 therein and perform the above-described authentication process so as to 


generate the authentication signal.  The biometric information of the specific individual associated 


with the smart card, and optional personal information of the specific individual is stored in the 


memory 60.”  Saito at ¶ [0049]; see also id. at ¶¶ [0033]-[0034], [0040]-[0041], [0054], Figs. 2 & 


7-8.  Mizusawa discloses “a plurality of primary authentication units having different methods of 


personal authentication and a secondary authentication unit that finally authenticates an individual 


using the output result of the primary authentication units.”  Mizusawa at ¶ [0010]; see also id. at 


¶¶ [0011], [0020]-[0022], Fig. 1.   


One of skill in the art would have been motivated to apply the teachings of one or more of 


these references to modify Fadell to allow an authentication system to store biometric 


authentication reference data for authorized users of the system.  For example, Moran discloses 


“the implementation of access control device 16 as a chip, or other electronic device, whether 


integrated into, or separate from, data storage device 18, is particularly preferred since such an 


implementation also enables the security of access control device 16 to be more easily maintained, 
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as electronic hardware devices are more difficult to “hack” for unauthorized access.”  Moran at 


7:49-60.  A POSITA would thus have been motivated to include these features in the device 


disclosed by Fadell to provide further security to personal data and prevent unauthorized access.  


One of skill in the art would have been motivated to combine these references in order to achieve 


one or more of these benefits, with a reasonable expectation of success.  A POSITA would further 


have been motivated to combine these references as they are all directed to portable biometric 


authentication systems.  Authentication systems comprising storage for biometric reference data 


to perform authentication were well-understood and known to those of ordinary skill in the art.  


For at least these reasons, these combinations would have also been “obvious to try,” because it 


would involve simple design choices from a finite number of identified, predictable solutions, with 


a reasonable expectation of success.  A POSITA would have had a reasonable expectation of 


success in implementing the teachings of Matchett, Tanaka, Pratt, Narayanaswami, Saito and/or 


Mizusawa into Fadell’s device because all of these references are directed to mobile electronic 


devices containing biometric authentication systems to secure personal data. 


A POSITA also would have would have had reason to combine Fadell with any one or 


more of WO 2007/065809 (“Henning”), U.S. Patent No. 6,931,538 (“Sawaguchi”), U.S. Patent 


App. Pub. No. 2016/0210491 (“Rosenblatt”), and U.S. Patent No. 7,363,504 (“Bonalle”), all of 


which disclose biometric authentication systems with integrated digital encoder/decoders and 


wireless transceivers configured to communicate with external devices such as RF operated credit 


card readers, ATM machines, and remotely operated electronic locks, gates, and door openers 


using RFID based techniques.  In the context of the ’857 Patent, a POSITA would have understood 


that integrated digital encoder/decoders and wireless transceivers are exemplary structures for 


communication and data connection means for communicating with an external device. 
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For example, Henning discloses a “portable electronic device has a carrying bracket or a 


carrying clip in order to fasten the portable electronic device . . . . This is particularly advantageous 


for applications as an electronic access key to a building or another access-protected area.  At the 


entrances to such access-protected areas, RFID readers are usually arranged at hip height. When 


the user fastens the portable electronic device to his belt, he only needs to walk past such an RFID 


reader.  The RFID reader can then query the RFID tag of the portable electronic device without 


the user having to handle the portable electronic device.”   Henning at 7:1-7.  Henning also 


discloses that the portable electronic device has one or more radio identification elements or Radio 


Frequency Identification (RFID) systems, providing it with a universal key function.  Henning at 


5:9-17.  Henning discloses that the portable electronic device can be used as an electronic key for 


accessing electronic devices, data, or functions, and also as an electronic car key, building key, or 


for other access protection systems.  Henning at 5:9-17.  As another example, Sawaguchi discloses 


a portable personal authentication apparatus such as a cellular phone or PDA including at least one 


of “fingerprint, voiceprint, retinaprint, irisprint, face, and signature” authentication means.  


Sawaguchi at 2:51-57.  Sawaguchi discloses that “the end user 5 uses his/her own portable 


communication terminal device 51 (i.e. portable personal authentication apparatus) to utilize an 


ATM online system or to utilize Internet and access a service system provided by each of 


companies including banks (step S31).  In either case, the public network 6 is used to access.”  Id. 


at 8:4-9.  Rosenblatt discloses “techniques for providing additional security for wireless 


communications using portable electronic devices.”  Rosenblatt at ¶ [0007].  Rosenblatt further 


discloses a “device 10 may further include a near field communication (NFC) device 44. . . . The 


close range communication with the NFC device 44 may take place via magnetic field induction, 


allowing the NFC device 44 to communicate with other NFC devices or to retrieve information 
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from tags having radio frequency identification (RFID) circuitry.”  Id. at ¶ [0041].  Rosenblatt 


further discloses that the “portability of the device 10 makes it particularly well suited to 


performing transactions such as automatic teller machine (ATM) transactions, and purchase 


transactions.”  Id. at ¶ [0057].  Rosenblatt explains that “[t]he device 10 may be configured to 


communicate with the transaction terminal 120 using a short range wireless communication 


protocol.”  Id. at ¶ [0063].  As another example, Bonalle discloses a smartcard with a biometric 


security system to facilitate authorization of transactions.  Bonalle at 2:9-16.  Bonalle discloses 


that the smartcard can be used at access points such as ATMs and point of sale terminals, id. at 


10:26-38, or as part of a door lock apparatus, id. at 32:52-65.   


One of skill in the art would have been motivated to apply the teachings of one or more of 


these references to modify Fadell to allow the device to communicate with external devices such 


as those to access financial transactions or to open doors to secured areas.  For example, Rosenblatt 


discloses that “[p]ortable electronic devices such as cellular phones, media players and the like 


have become so fully integrated into popular culture that it is rate that people do not own and carry 


at least one with them.”  Rosenblatt at ¶ [0005].  These devices “may be configured to perform 


functions beyond the conventional functions” such as to “wireless transfer and receive documents 


and/or sensitive financial information,” where additional security measures are desirable.  Id.  A 


POSITA would thus have been motivated to include these features in the device disclosed by 


Fadell to reduce the number of devices and cards a user needs to carry while improving secured 


access to financial information and restricted entry points.  One of skill in the art would have been 


motivated to combine these references in order to achieve one or more of these benefits.  A 


POSITA would further have been motivated to combine these references as they are all directed 


to portable biometric authentication systems.  Integrated digital encoder/decoders and wireless 
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transceivers were common elements of handheld electronic devices known to those of ordinary 


skill in the art, and implementing RFID based communication protocols was a common 


implementation of this circuitry known to those of skill in the art.  For at least these reasons, 


combination would have also been “obvious to try,” because it would involve simple design 


choices from a finite number of identified, predictable solutions, with a reasonable expectation of 


success.  A POSITA would have had a reasonable expectation of success in implementing the 


wireless communications teachings of Henning, Sawaguchi, Rosenblatt and/or Bonalle, in Fadell’s 


device because each reference is directed to a portable electronic device containing biometric 


authentication systems to secure personal data, including personal data that may need to be 


securely transferred to external devices.   


A POSITA also would have had reason to combine Fadell with any one or more of U.S. 


Pat. No. 8,316,436 to Shirai et al. (“Shirai”), Sawaguchi, U.S. Pat. App. Pub. No. 2010/0201567 


to Lydon et al. (“Lydon”), and Rosenblatt, all of which disclose a device comprising an integrated 


GPS module in communication with a processor to precisely locate the geographical position of 


the device.   


For example, Shirai discloses that a “processor 20 may receive input from a position sensor 


32, such as but not limited to a global position satellite (GPS) receiver . . . that indicates the 


geographic position of the computer 10.”  Shirai at 3:4-10; see also id. at Fig. 1.  Sawaguchi 


discloses a “a portable communication terminal device” comprising “equipment being able to 


receive satellite waves of the Global Positioning System (GPS) is sent to the competent center via 


a portable communication line.”  Sawaguchi at 5:41-54; see also id. at Fig. 4.  Lydon discloses a 


“[portable media device] 250 can include a location data receiver 211. Receiver 211 can be, e.g., 


a GPS receiver.”  Lydon at ¶ [0033]; see also id. at Abstract; Fig. 2B.  As another example, 
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Rosenblatt discloses a “device 10 may also include a positioning device 70 used to determine a 


user’s geographical position. . . . The positioning device 70 may utilize the global positioning 


system (GPS) implemented using satellite communications or a regional or site-wide positioning 


system that uses cell tower positioning technology or Wi-Fi technology, for example.”  Rosenblatt 


at ¶ [0055]; see also id. at ¶¶ [0070]-[0072], Fig. 3, Fig. 9b.   


One of skill in the art would have been motivated to apply the teachings of one or more of 


these references to modify Fadell to allow for precisely locating the geographical position of the 


device.  For example, Rosenblatt discloses that “authentication may be based on the location of 


the device 10 in some embodiments. . . . For example, the server 162 may be configured to 


determine the location of the ATM 160 based on information stored on the database 164. The 


server 162 may then confirm that the location of the device 10 coincides with the location of the 


ATM 160. As such, the device 10 may be authenticated based on the location of the device 10 as 


determined by the positioning system 70.”  Rosenblatt at ¶ [0071]; see also id. at ¶ [0055], Fig. 3, 


Fig. 9b.  As another example, Sawaguchi discloses “equipment etc being able to receive satellite 


waves of the Global Positioning System (GPS) is sent to the competent center by any 


communication medium.  In the case of canceling urgent notification, communication is performed 


with a communication medium of a portable personal authentication apparatus and the 


authentication of the person concerned is performed.  This will prevent the cancel of urgent 


notification . . . performed with evil intent, resulting in an increase in the reliability of notification.”  


Sawaguchi at 11:31-46.  A POSITA would thus have been motivated to include these features in 


the devices disclosed by Fadell to provide additional methods of authentication in furtherance of 


its goal of securing personal data and preventing unauthorized access, as well as provide health 


and safety features.  One of skill in the art would have been motivated to combine these references 
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in order to achieve one or more of these benefits.  A POSITA would further have been motivated 


to combine these references as they are all directed to handheld electronic devices containing 


secured personal data protected by biometric authentication systems.  GPS modules were common 


elements of handheld electronic devices well-understood by those of ordinary skill in the art.  For 


at least these reasons, combination would have also been “obvious to try,” because it would involve 


simple design choices from a finite number of identified, predictable solutions, with a reasonable 


expectation of success.  Further, adding geographic position functionality to the handheld 


electronic communications devices, such as cellular telephones and personal digital assistants 


(PDAs), would have been the application of a known technique to known devices ready for 


improvement to yield predictable results.   


A POSITA would have had a reasonable expectation of success in making any of the above 


such modifications.  A POSITA would have understood that these references, as well as the 


POSITA’s knowledge, disclose interrelated teachings based on routine technologies and would 


have been amenable to various well-understood and predictable combinations.  A POSITA would 


have had a reasonable expectation of success in implementing the GPS feature of Shirai, 


Sawaguchi, Lydon, and/or Rosenblatt in Fadell’s device because each reference is directed to 


mobile electronic devices containing biometric authentication systems for securing personal data, 


including data regarding the real-time location of the device. 


ii. Combination 2 (Beenau) 


A POSITA would have been motivated to combine Beenau with any one or more of Osten, 


Kohinata, and Yokoyama to incorporate life signs detectors such as a body pulse rate measurement 


indicator, a body O2 saturation level indicator, a body heat measurement indicator, or an electro-


optical sensor to improve security for the reasons discussed above with a reasonable expectation 


of success.  See Sections IV.B.1, IV.B.2.i, supra.   
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A POSITA would have had reason to combine Beenau with any one or more of Henning, 


Sawaguchi, Rosenblatt, and Bonalle, all of which disclose biometric authentication systems with 


integrated digital encoder/decoders and wireless transceivers configured to communicate with 


external devices such as RF operated credit card readers, ATM machines, and remotely operated 


electronic locks, gates, and door openers using RFID based techniques with a reasonable 


expectation of success for the same reasons described above.  See Section IV.B.2.i, supra.   


A POSITA also would have had reason to combine Beenau with any one or more of Shirai, 


Sawaguchi, Lydon, and Rosenblatt, all of which disclose a device comprising an integrated GPS 


module in communication with a processor to precisely locate the geographical position of the 


device, with a reasonable expectation of success for the same reasons described above.  See 


Section IV.B.2.i, supra. 


A POSITA would have had a reasonable expectation of success in making any of the above 


such modifications.  A POSITA would have understood that these references, as well as the 


POSITA’s knowledge, disclose interrelated teachings based on routine technologies and would 


have been amenable to various well-understood and predictable combinations. 


iii. Combination 3 (Pratt) 


A POSITA would have been motivated to combine Pratt with any one or more of Osten, 


Kohinata, and Yokoyama to incorporate life signs detectors such as a body pulse rate measurement 


indicator, a body O2 saturation level indicator, a body heat measurement indicator, or an electro-


optical sensor to improve security for the reasons discussed above with a reasonable expectation 


of success.  See Sections IV.B.1, IV.B.2.i, supra.   


A POSITA would have been motivated to modify Pratt’s authentication systems to include 


a plurality of biometric authentication methods as disclosed by Fadell and/or Mizusawa, including 


scanning/sensing of fingerprints, facial features, eye features, handwriting, and voice recognition, 
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in order to reduce the FRR and FAR rates and prevent unauthorized access and incorporate life 


signs detection to improve security for the reasons discussed above with a reasonable expectation 


of success with a reasonable expectation of success for the same reasons described above.  See 


Section IV.B.2.i, supra.  For example, Fadell discloses that “several authentication systems may 


be used sequentially before access to particular restricted resources is provided.”   Fadell at 


¶ [0091]; see also id. at ¶¶ [0028], [0041], [0052], [0073], [0079], [0092]-[0095].  Mizusawa 


discloses “a plurality of primary authentication units having different methods of personal 


authentication and a secondary authentication unit that finally authenticates an individual using 


the output result of the primary authentication units.”  Mizusawa at ¶ [0010]; see also id. at 


¶¶ [0011], [0020]-[0022], Fig. 1.  A POSITA would thus have been motivated to include these 


features in the device disclosed by Pratt to provide further security to personal data and prevent 


unauthorized access in the event one biometric sensor was compromised by an unauthorized user.  


Insufficiently high FRR and FAR rates were known problems in the art, and implementing more 


than one biometric sensor for authentication was a well-understood solution to this known 


problem.  A POSITA would have had a reasonable expectation of success in implementing the 


plurality of biometric sensors teachings disclosed by Osten and Kohinata into Pratt’s device 


because all of these references are directed to mobile devices comprising biometric authentication 


systems to secure person data. 


A POSITA would have had reason to combine Pratt with any one or more of Henning, 


Sawaguchi, Rosenblatt, and Bonalle, all of which disclose biometric authentication systems with 


integrated digital encoder/decoders and wireless transceivers configured to communicate with 


external devices such as RF operated credit card readers, ATM machines, and remotely operated 
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electronic locks, gates, and door openers using RFID based techniques with a reasonable 


expectation of success for the same reasons described above.  See Section IV.B.2.i, supra.   


A POSITA also would have had reason to combine Pratt with any one or more of Henning, 


Sawaguchi, Rosenblatt, and Bonalle, all of which disclose biometric authentication systems with 


integrated digital encoder/decoders and wireless transceivers configured to communicate with 


external devices such as RF operated credit card readers, ATM machines, and remotely operated 


electronic locks, gates, and door openers using RFID based techniques with a reasonable 


expectation of success for the same reasons described above.  See Section IV.B.2.i, supra. 


A POSITA also would have had reason to combine Pratt with any one or more of Shirai, 


Sawaguchi, Lydon, and Rosenblatt, all of which disclose a device comprising an integrated GPS 


module in communication with a processor to precisely locate the geographical position of the 


device with a reasonable expectation of success for the same reasons described above.  See 


Section IV.B.2.i, supra. 


A POSITA would have had a reasonable expectation of success in making any of the above 


such modifications.  A POSITA would have understood that these references, as well as the 


POSITA’s knowledge, disclose interrelated teachings based on routine technologies and would 


have been amenable to various well-understood and predictable combinations. 


iv. Combination 4 (Venkatanna) 


A POSITA would have had reason to combine Venkatanna with any one or more Matchett, 


Tanaka, Pratt, Narayanaswami, Moran, Saito, Mizusawa, all of which disclose an authentication 


unit comprising a second storage unit, with said second storage unit configured to store a pre-


recorded set of personal biological biometric identification parameters uniquely associated with a 


specific user with a reasonable expectation of success for the same reasons described above.  See 


Section IV.B.2.i, supra. 
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A POSITA would have been motivated to modify Venkatana’s authentication systems to 


include a plurality of biometric authentication methods as disclosed by Fadell and/or Mizusawa, 


including scanning/sensing of fingerprints, facial features, eye features, handwriting, and voice 


recognition, in order to reduce the FRR and FAR rates and prevent unauthorized access and 


incorporate life signs detection to improve security for the reasons discussed above with a 


reasonable expectation of success with a reasonable expectation of success for the same reasons 


described above.  See Section IV.B.2.iii, supra.  A POSITA would have been motivated to 


combine Venkatanna with any one or more of Osten, Kohinata, and Yokoyama to incorporate life 


signs detectors such as a body pulse rate measurement indicator, a body O2 saturation level 


indicator, a body heat measurement indicator, or an electro-optical sensor to improve security for 


the reasons discussed above with a reasonable expectation of success.  See Sections IV.B.1, 


IV.B.2.i, supra.   


A POSITA would have had reason to combine Venkatanna with any one or more of 


Henning, Sawaguchi, Rosenblatt, and Bonalle, all of which disclose biometric authentication 


systems with integrated digital encoder/decoders and wireless transceivers configured to 


communicate with external devices such as RF operated credit card readers, ATM machines, and 


remotely operated electronic locks, gates, and door openers using RFID based techniques with a 


reasonable expectation of success for the same reasons described above.  See Section IV.B.2.i, 


supra. 


A POSITA also would have had reason to combine Venkatanna with any one or more of 


Shirai, Sawaguchi, Lydon, and Rosenblatt, all of which disclose a device comprising an integrated 


GPS module in communication with a processor to precisely locate the geographical position of 
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the device with a reasonable expectation of success for the same reasons described above.  See 


Section IV.B.2.i, supra. 


A POSITA would have had a reasonable expectation of success in making any of the above 


such modifications.  A POSITA would have understood that these references, as well as the 


POSITA’s knowledge, disclose interrelated teachings based on routine technologies and would 


have been amenable to various well-understood and predictable combinations. 


v. Combination 5 (Narayanaswami) 


A POSITA would have been motivated to modify Narayanawami’s authentication systems 


to include a plurality of biometric authentication methods as disclosed by Fadell and/or Mizusawa, 


including scanning/sensing of fingerprints, facial features, eye features, handwriting, and voice 


recognition, in order to reduce the FRR and FAR rates and prevent unauthorized access and 


incorporate life signs detection to improve security for the reasons discussed above with a 


reasonable expectation of success with a reasonable expectation of success for the same reasons 


described above.  See Section IV.B.2.iii, supra.  A POSITA would have been motivated to 


combine Narayanaswami with any one or more of Osten, Kohinata, and Yokoyama to incorporate 


life signs detectors such as a body pulse rate measurement indicator, a body O2 saturation level 


indicator, a body heat measurement indicator, or an electro-optical sensor to improve security for 


the reasons discussed above with a reasonable expectation of success.  See Sections IV.B.1, 


IV.B.2.i, supra.   


A POSITA would have had reason to combine Narayanaswami with any one or more of 


Henning, Sawaguchi, Rosenblatt, and Bonalle, all of which disclose biometric authentication 


systems with integrated digital encoder/decoders and wireless transceivers configured to 


communicate with external devices such as RF operated credit card readers, ATM machines, and 


remotely operated electronic locks, gates, and door openers using RFID based techniques with a 
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reasonable expectation of success for the same reasons described above.  See Section IV.B.2.i, 


supra. 


A POSITA also would have had reason to combine Narayanaswami with any one or more 


of Shirai, Sawaguchi, Lydon, and Rosenblatt, all of which disclose a device comprising an 


integrated GPS module in communication with a processor to precisely locate the geographical 


position of the device with a reasonable expectation of success for the same reasons described 


above.  See Section IV.B.2.i, supra. 


A POSITA would have had a reasonable expectation of success in making any of the above 


such modifications.  A POSITA would have understood that these references, as well as the 


POSITA’s knowledge, disclose interrelated teachings based on routine technologies and would 


have been amenable to various well-understood and predictable combinations with a reasonable 


expectation of success for the same reasons described above. 


vi. Combination 6 (Osten) 


A POSITA would have been motivated to modify Osten’s authentication systems to 


include a plurality of biometric authentication methods as disclosed by Fadell and/or Mizusawa, 


including scanning/sensing of fingerprints, facial features, eye features, handwriting, and voice 


recognition, in order to reduce the FRR and FAR rates and prevent unauthorized access and 


improve security for the reasons discussed above with a reasonable expectation of success with a 


reasonable expectation of success for the same reasons described above.  See Section IV.B.2.iii, 


supra.   


A POSITA would have had reason to combine Osten with any one or more of Matchett, 


Tanaka, Pratt, Narayanaswami, Moran, Saito, and Mizusawa, all of which disclose authentication 


unit comprising a second storage unit, with said second storage unit configured to store a pre-


recorded set of personal biological biometric identification parameters uniquely associated with a 







 


56 


specific user with a reasonable expectation of success for the same reasons described above.  See 


Section IV.B.2.i, supra. 


A POSITA also would have had reason to combine Osten with any one or more of Henning, 


Sawaguchi, Rosenblatt, and Bonalle, all of which disclose biometric authentication systems with 


integrated digital encoder/decoders and wireless transceivers configured to communicate with 


external devices such as RF operated credit card readers, ATM machines, and remotely operated 


electronic locks, gates, and door openers using RFID based techniques with a reasonable 


expectation of success for the same reasons described above.  See Section IV.B.2.i, infra. 


A POSITA also would have had reason to combine Osten with any one or more of Shirai, 


Sawaguchi, Lydon, and Rosenblatt, all of which disclose a device comprising an integrated GPS 


module in communication with a processor to precisely locate the geographical position of the 


device with a reasonable expectation of success for the same reasons described above.  See 


Section IV.B.2.i, supra. 


A POSITA would have had a reasonable expectation of success in making any of the above 


such modifications.  A POSITA would have understood that these references, as well as the 


POSITA’s knowledge, disclose interrelated teachings based on routine technologies and would 


have been amenable to various well-understood and predictable combinations. 


vii. Combination 7 (Kohinata) 


A POSITA would have been motivated to modify Kohinata’s authentication systems to 


include a plurality of biometric authentication methods as disclosed by Fadell and/or Mizusawa, 


including scanning/sensing of fingerprints, facial features, eye features, handwriting, and voice 


recognition, in order to reduce the FRR and FAR rates and prevent unauthorized access and 


improve security for the reasons discussed above with a reasonable expectation of success with a 
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reasonable expectation of success for the same reasons described above.  See Section IV.B.2.iii, 


supra.    


A POSITA also would have had reason to combine Kohinata with any one or more of 


Henning, Sawaguchi, Rosenblatt, and Bonalle, all of which disclose biometric authentication 


systems with integrated digital encoder/decoders and wireless transceivers configured to 


communicate with external devices such as RF operated credit card readers, ATM machines, and 


remotely operated electronic locks, gates, and door openers using RFID based techniques with a 


reasonable expectation of success for the same reasons described above.  See Section IV.B.2.i, 


supra. 


A POSITA also would have had reason to combine Kohinata with any one or more of 


Shirai, Sawaguchi, Lydon, and Rosenblatt, all of which disclose a device comprising an integrated 


GPS module in communication with a processor to precisely locate the geographical position of 


the device with a reasonable expectation of success for the same reasons described above.  See 


Section IV.B.2.i, supra. 


A POSITA would have had a reasonable expectation of success in making any of the above 


such modifications.  A POSITA would have understood that these references, as well as the 


POSITA’s knowledge, disclose interrelated teachings based on routine technologies and would 


have been amenable to various well-understood and predictable combinations. 


viii. Combination 8 (Henning) 


A POSITA would have been motivated to modify Henning’s authentication systems to 


include a plurality of biometric authentication methods as disclosed by Fadell and/or Mizusawa, 


including scanning/sensing of fingerprints, facial features, eye features, handwriting, and voice 


recognition, in order to reduce the FRR and FAR rates and prevent unauthorized access and 


incorporate life signs detection to improve security for the reasons discussed above with a 
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reasonable expectation of success with a reasonable expectation of success for the same reasons 


described above.  See Section IV.B.2.iii, supra.  Likewise, a POSITA would have been motivated 


to incorporate life signs detectors such as a body pulse rate measurement indicator, a body O2 


saturation level indicator, a body heat measurement indicator, or an electro-optical sensor as 


disclosed by Osten, Kohinata, and/or Yokoyama to improve security for the reasons discussed 


above with a reasonable expectation of success.  See Sections IV.B.1 IV.B.2.i, supra. 


A POSITA would have had reason to combine Henning with any one or more of Matchett, 


Tanaka, Pratt, Narayanaswami, Moran, Saito, and Mizusawa, all of which disclose authentication 


unit comprising a second storage unit, with said second storage unit configured to store a pre-


recorded set of personal biological biometric identification parameters uniquely associated with a 


specific user with a reasonable expectation of success for the same reasons described above.  See 


Section IV.B.2.i, supra. 


A POSITA also would have had reason to combine Henning with any one or more of 


Sawaguchi, Rosenblatt, and Bonalle, all of which disclose biometric authentication systems with 


integrated digital encoder/decoders and wireless transceivers configured to communicate with 


external devices such as RF operated credit card readers, ATM machines, and remotely operated 


electronic locks, gates, and door openers using RFID based techniques with a reasonable 


expectation of success for the same reasons described above.  See Section IV.B.2.i, supra. 


A POSITA also would have had reason to combine Henning with any one or more of Shirai, 


Sawaguchi, Lydon, and Rosenblatt, all of which disclose a device comprising an integrated GPS 


module in communication with a processor to precisely locate the geographical position of the 


device with a reasonable expectation of success for the same reasons described above.  See 


Section IV.B.2.i, supra. 
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A POSITA would have had a reasonable expectation of success in making any of the above 


such modifications.  A POSITA would have understood that these references, as well as the 


POSITA’s knowledge, disclose interrelated teachings based on routine technologies and would 


have been amenable to various well-understood and predictable combinations. 


ix. Combination 9 (Saito) 


A POSITA would have been motivated to modify Saito’s authentication systems to include 


a plurality of biometric authentication methods as disclosed by Fadell and/or Mizusawa, including 


scanning/sensing of fingerprints, facial features, eye features, handwriting, and voice recognition, 


in order to reduce the FRR and FAR rates and prevent unauthorized access and incorporate life 


signs detection to improve security for the reasons discussed above with a reasonable expectation 


of success with a reasonable expectation of success for the same reasons described above.  Sections 


IV.B.2.i, IV.B.2.iii, supra.   Likewise, a POSITA would have been motivated to incorporate life 


signs detectors such as a body pulse rate measurement indicator, a body O2 saturation level 


indicator, a body heat measurement indicator, or an electro-optical sensor as disclosed by Osten, 


Kohinata, and/or Yokoyama to improve security for the reasons discussed above with a reasonable 


expectation of success.  See Sections IV.B.1, IV.B.2.i, supra.   


A POSITA would have had reason to combine Saito with any one or more of Matchett, 


Tanaka, Pratt, Narayanaswami, Moran, and Mizusawa, all of which disclose authentication unit 


comprising a second storage unit, with said second storage unit configured to store a pre-recorded 


set of personal biological biometric identification parameters uniquely associated with a specific 


user with a reasonable expectation of success for the same reasons described above.  See 


Section IV.B.2.i, supra. 


A POSITA also would have had reason to combine Saito with any one or more of Henning, 


Sawaguchi, Rosenblatt, and Bonalle, all of which disclose biometric authentication systems with 
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integrated digital encoder/decoders and wireless transceivers configured to communicate with 


external devices such as RF operated credit card readers, ATM machines, and remotely operated 


electronic locks, gates, and door openers using RFID based techniques with a reasonable 


expectation of success for the same reasons described above.  See Section IV.B.2.i, supra. 


A POSITA also would have had reason to combine Saito with any one or more of Shirai, 


Sawaguchi, Lydon, and Rosenblatt, all of which disclose a device comprising an integrated GPS 


module in communication with a processor to precisely locate the geographical position of the 


device with a reasonable expectation of success for the same reasons described above.  See 


Section IV.B.2.i, supra. 


A POSITA would have had a reasonable expectation of success in making any of the above 


such modifications.  A POSITA would have understood that these references, as well as the 


POSITA’s knowledge, disclose interrelated teachings based on routine technologies and would 


have been amenable to various well-understood and predictable combinations. 


x. Combination 10 (HIIDE 4.0) 


A POSITA would have been motivated to incorporate life signs detection to improve 


security for the reasons discussed above with a reasonable expectation of success.  See 


Sections IV.B.1, IV.B.2.i, supra.  For example, Pacut et al., Aliveness Detection for Iris 


Biometrics, IEEE (Oct. 2006) (“Pacut”) discloses “three solutions of eye aliveness detection, based 


on analyses of image frequency spectrum, controlled light reflection from the cornea, and pupil 


dynamics.”  Pacut at 1; see also id. at 4-7, Figs. 3-10.  Further, Pacut discloses a need to anti-


spoofing mechanisms in eye-based biometric authentication methods: “Various experiments show 


an alarming lack of anti-spoofing mechanisms in devices already protecting many sensitive areas 


all over the world, proving that aliveness detection methods must be quickly included in 


commercial equipment.”  A POSITA would have had a reasonable expectation of success in 
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applying the teachings of any one of the three solutions for eye aliveness detection in Pacut to 


modify the iris sensor in the HIIDE 4.0 product to improve security. 


A POSITA would have had reason to combine HIIDE 4.0 with any one or more of 


Matchett, Tanaka, Pratt, Narayanaswami, Moran, and Mizusawa, all of which disclose 


authentication unit comprising a second storage unit, with said second storage unit configured to 


store a pre-recorded set of personal biological biometric identification parameters uniquely 


associated with a specific user.  See Section IV.B.2.i, supra. 


A POSITA also would have had reason to combine HIIDE 4.0 with any one or more of 


Henning, Sawaguchi, Rosenblatt, and Bonalle, all of which disclose biometric authentication 


systems with integrated digital encoder/decoders and wireless transceivers configured to 


communicate with external devices such as RF operated credit card readers, ATM machines, and 


remotely operated electronic locks, gates, and door openers using RFID based techniques.  See 


Section IV.B.2.i, supra. 


A POSITA also would have had reason to combine HIIDE 4.0 with any one or more of 


Shirai, Sawaguchi, Lydon, and Rosenblatt, all of which disclose a device comprising an integrated 


GPS module in communication with a processor to precisely locate the geographical position of 


the device.  See Section IV.B.2.i, supra. 


A POSITA would have had a reasonable expectation of success in making any of the above 


such modifications.  A POSITA would have understood that these references, as well as the 


POSITA’s knowledge, disclose interrelated teachings based on routine technologies and would 


have been amenable to various well-understood and predictable combinations. 


xi. Additional Combinations 


For at least the reasons described above, it would have been obvious to one of ordinary 


skill in the art to combine each prior art reference identified in Appendices A-1–A-10 with any 
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other reference or references identified in this Section IV.B.2 along with the knowledge of one of 


ordinary skill in the art to arrive at the inventions claims in the ’875 Patent.  For example, and 


without limitation, the Asserted Claims of the ’875 Patent would have been obvious to one of 


ordinary skill in the art in view of the following combinations: 


Table 4: Additional Prior Art Combinations 


Patent Number or Title  
(Primary Inventor/Author) 


In Combination with One or More of:  
Patent Number or Title  


(Primary Inventor/Author) 


Faddell 


 Beenau 
 Pratt 
 Venkatanna 
 Narayanswami 
 Osten 
 Kohinata 
 Henning 
 Saito 
 Matchett 
 Tanaka 
 Pratt 
 Moran 
 Mizusawa 
 Sawaguchi 
 Rosenblatt 
 Bonalle 
 Mass 
 Shirai 
 Lydon 
 Tran 
 Anderson 
 Keppler 
 Usher 
 Pacut 
 Yokoyama 


Beenau 


 Faddell 
 Pratt 
 Venkatanna 
 Narayanswami 
 Osten 
 Kohinata 
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Patent Number or Title  
(Primary Inventor/Author) 


In Combination with One or More of:  
Patent Number or Title  


(Primary Inventor/Author) 


 Henning 
 Saito 
 Matchett 
 Tanaka 
 Pratt 
 Moran 
 Mizusawa 
 Sawaguchi 
 Rosenblatt 
 Bonalle 
 Mass 
 Shirai 
 Lydon 
 Tran 
 Anderson 
 Keppler 
 Usher 
 Pacut 
 Yokoyama 


Pratt 


 Faddell 
 Beenau 
 Venkatanna 
 Narayanswami 
 Osten 
 Kohinata 
 Henning 
 Saito 
 Matchett 
 Tanaka 
 Pratt 
 Moran 
 Mizusawa 
 Sawaguchi 
 Rosenblatt 
 Bonalle 
 Mass 
 Shirai 
 Lydon 
 Tran 
 Anderson 
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Patent Number or Title  
(Primary Inventor/Author) 


In Combination with One or More of:  
Patent Number or Title  


(Primary Inventor/Author) 


 Keppler 
 Usher 
 Pacut 
 Yokoyama 


Venkatanna 


 Faddell 
 Beenau 
 Pratt 
 Narayanswami 
 Osten 
 Kohinata 
 Henning 
 Saito 
 Matchett 
 Tanaka 
 Pratt 
 Moran 
 Mizusawa 
 Sawaguchi 
 Rosenblatt 
 Bonalle 
 Mass 
 Shirai 
 Lydon 
 Tran 
 Anderson 
 Keppler 
 Usher 
 Pacut 
 Yokoyama 


Narayanaswami 


 Faddell 
 Beenau 
 Pratt 
 Venkatanna 
 Osten 
 Kohinata 
 Henning 
 Saito 
 Matchett 
 Tanaka 
 Pratt 
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Patent Number or Title  
(Primary Inventor/Author) 


In Combination with One or More of:  
Patent Number or Title  


(Primary Inventor/Author) 


 Moran 
 Mizusawa 
 Sawaguchi 
 Rosenblatt 
 Bonalle 
 Mass 
 Shirai 
 Lydon 
 Tran 
 Anderson 
 Keppler 
 Usher 
 Pacut 
 Yokoyama 


Osten 


 Faddell 
 Beenau 
 Pratt 
 Venkatanna 
 Narayanswami 
 Kohinata 
 Henning 
 Saito 
 Matchett 
 Tanaka 
 Pratt 
 Moran 
 Mizusawa 
 Sawaguchi 
 Rosenblatt 
 Bonalle 
 Mass 
 Shirai 
 Lydon 
 Tran 
 Anderson 
 Keppler 
 Usher 
 Pacut 
 Yokoyama 
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Patent Number or Title  
(Primary Inventor/Author) 


In Combination with One or More of:  
Patent Number or Title  


(Primary Inventor/Author) 


Kohinata 


 Faddell 
 Beenau 
 Pratt 
 Venkatanna 
 Narayanswami 
 Osten 
 Henning 
 Saito 
 Matchett 
 Tanaka 
 Pratt 
 Moran 
 Mizusawa 
 Sawaguchi 
 Rosenblatt 
 Bonalle 
 Mass 
 Shirai 
 Lydon 
 Tran 
 Anderson 
 Keppler 
 Usher 
 Pacut 
 Yokoyama 


Henning 


 Faddell 
 Beenau 
 Pratt 
 Venkatanna 
 Narayanswami 
 Osten 
 Kohinata 
 Saito 
 Matchett 
 Tanaka 
 Pratt 
 Moran 
 Mizusawa 
 Sawaguchi 
 Rosenblatt 
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Patent Number or Title  
(Primary Inventor/Author) 


In Combination with One or More of:  
Patent Number or Title  


(Primary Inventor/Author) 


 Bonalle 
 Mass 
 Shirai 
 Lydon 
 Tran 
 Anderson 
 Keppler 
 Usher 
 Pacut 
 Yokoyama 


Saito 


 Faddell 
 Beenau 
 Pratt 
 Venkatanna 
 Narayanswami 
 Osten 
 Kohinata 
 Henning 
 Matchett 
 Tanaka 
 Pratt 
 Moran 
 Mizusawa 
 Sawaguchi 
 Rosenblatt 
 Bonalle 
 Mass 
 Shirai 
 Lydon 
 Tran 
 Anderson 
 Keppler 
 Usher 
 Pacut 
 Yokoyama 


HIIDE 4.0 


 Faddell 
 Beenau 
 Pratt 
 Venkatanna 
 Narayanswami 
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Patent Number or Title  
(Primary Inventor/Author) 


In Combination with One or More of:  
Patent Number or Title  


(Primary Inventor/Author) 


 Osten 
 Kohinata 
 Henning 
 Matchett 
 Tanaka 
 Pratt 
 Moran 
 Mizusawa 
 Sawaguchi 
 Rosenblatt 
 Bonalle 
 Mass 
 Shirai 
 Lydon 
 Tran 
 Anderson 
 Keppler 
 Usher 
 Pacut 
 Yokoyama 


As mentioned above, Defendants have not yet completed their search or discovery 


concerning additional prior art.  Moreover, the exemplary combinations are provided based on 


Defendants’ current understanding of the Asserted Claims and Plaintiffs’ apparent view of the 


scope of those claims as shown, for example, in Plaintiff’s Infringement Contentions.  Further, a 


Markman Order has not yet been issued in this case.  As such, Defendants’ inclusion of exemplary 


combinations does not preclude them from identifying other invalidating combinations as 


appropriate, and Defendants reserve the right to identify additional specific combinations as well 


as to detail and explain such combinations. 
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V. P.R. 3-3(C) – CLAIM CHARTS 


Pursuant to Rule 3-3(c), Defendants identify invalidity claim charts identifying disclosures 


in the references identified in Sections III–IV, supra as to the Asserted Claims of the ’875 Patent 


are provided in attached Appendices A-1–A-10.  


Appendix Prior Art Reference 


A-1 U.S. Patent App. Pub. No. 2009/0083847 A1 to Fadell et al. (“Fadell”) 


A-2 United States Patent App. Pub. No. 2010/0030693 to Beenau et al. (“Beenau”) 


A-3 United States Patent App. Pub. No. 2010/0115607 to Pratt et al. (“Pratt”) 


A-4 
U.S. Patent Application Pub. No. 2007/0241861 A1 to Venkatanna et al. 
(“Venkatanna”) 


A-5 U.S. Patent Application Publication 2009/0037742 A1 (“Narayanaswami”) 


A-6 U.S. Patent No. 5,719,950 to Osten et al. (“Osten”) 


A-7 United States Patent No. 6,788,928 to Kohinata et al. (“Kohinata”) 


A-8 WO 2007/065809 to Henning et al. (“Henning”) 


A-9 U.S. Patent Application Publication No. 2005/0240778 A1 to Saito (“Saito”) 


A-10 
L-1 Identity Solutions, Biometrics Division’s Handheld Interagency Identity 
Detection Equipment, Series 4 User Guide, Software Version 4.0.2, Part Number: 
UG-30010-01 Rev 1.1 (“HIIDE 4.0”) 


Defendants have identified relevant portions and/or features of the prior art.  However, the 


identified prior art may contain additional descriptions of or alternative support for the claim 


limitations.  Defendants may rely on uncited portions or features of the identified prior art, other 


documents, and expert testimony, to provide context or to aid in understanding the identified prior 


art and the state of the art.  Citations to a particular figure in a reference include the caption and 


description of the figure and any text relating to the figure.  Similarly, citations to particular text 


referring to a figure include the figure and caption as well.  Portions relevant to dependent claims 


incorporate by reference the citations to the chain of claims from which that dependent claim 


derives.  Likewise, portions related to subsequent limitations that refer to claim elements 
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identified, described, and/or cited to in earlier limitations may rely on the citations related to those 


portions of the claim chart that identify and/or describe these elements.  


Throughout the invalidity claim charts in Appendices A-1–A-10, Defendants provide 


exemplary citations showing where references disclose subject matter recited in preambles of the 


Asserted Claims, regardless of whether the preambles limit the claims.  Defendants reserve the 


right to argue that the preambles are or are not limitations.  Further, where an entry in a claim chart 


corresponding to a given limitation refers back to the discussion of another claim, the entry 


incorporates all evidence cited for the other claim.  


As noted above, the Asserted Claims have not yet been construed.  Additional portions of 


the references may become relevant after claim construction.  Defendants’ contentions are based 


on the information presently available, and Defendants reserve all rights to provide their claim 


construction positions in accordance with the Docket Control Order in this case.  


VI. P.R. 3-3(D) – INVALIDITY UNDER 35 U.S.C. § 112 


Pursuant to P.R. 3-3(d), Defendants hereby identify grounds of invalidity for the ’875 


Patent based on lack of written description under pre-AIA 35 U.S.C. § 112 ¶ 1; and lack of 


enablement under pre-AIA 35 U.S.C. § 112 ¶ 1.  These contentions shall not be construed as an 


admission that any claim construction advanced by Defendants in this case is in any way 


inconsistent, flawed, or erroneous.  Nor should these contentions prevent Defendants from 


advancing claim construction and/or non-infringement positions in lieu of, or in addition to, 


invalidity positions.  Further, these contentions shall not be construed as an admission of or 


acquiescence to Plaintiff’s purported construction of the claim language or of other positions 


advanced by Plaintiff during the course of this litigation.  Defendants’ invalidity contentions under 


pre-AIA 35 U.S.C. § 112 may depend, in part, on the Court’s claim construction, as well as 
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Plaintiff’s alleged scope of the Asserted Claims.  Consequently, Defendants only identify the 


issues under pre-AIA 35 U.S.C. § 112 of which they are presently aware.   


A. Lack of Written Description and/or Enablement Under pre-AIA 35 U.S.C. 
§ 112 ¶ 1 


One or more of the Asserted Claims, as detailed below, are invalid under pre-AIA 35 


U.S.C. § 112 ¶ 1 for lack of written description and/or enablement.  For example, the ’875 Patent 


does not provide sufficient written description support to establish that the alleged inventor(s) 


possessed the alleged inventions recited in the Asserted Claims.  Ariad Pharms., Inc. v. Eli Lilly 


& Co., 598 F.3d 1336, 1351 (Fed. Cir. 2010).  In other words, the applicants did not describe their 


purported inventions in a manner that “reasonably conveys to those skilled in the art that the 


inventor had possession of the claim subject matter as of the filing date.”  Id.  One of ordinary skill 


in the art would not have understood that the inventor(s) were in possession of the full scope of 


the claimed apparatuses and methods, at least as Plaintiff appears to be asserting the claims. 


The specifications of the ’875 Patent also do not enable one of ordinary skill in the art to 


make and/or use certain recited elements of the Asserted Claims, as detailed below, without undue 


experimentation, at least as Plaintiff appears to be asserting those limitations.  For example, to the 


extent they are definite under pre-AIA 35 U.S.C. § 112 ¶ 2, the specification and prosecution 


history of the ’875 Patent fails to sufficiently describe or enable the limitations listed below in 


Table 5 them as required by pre-AIA 35 U.S.C. § 112 ¶ 1.  See In re Wands, 858 F.2d 731, 737 


(Fed. Cir. 1998); see Wyeth & Cordis Corp. v. Abbott Laby’s, 720 F.3d 1380, 1384 (Fed. Cir. 


2013).    
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Table 5: Claim Limitations Not Compliant with pre-AIA 35 U.S.C. § 1122 


Term 
Relevant 
Claim(s) 


an authentication unit comprising a second storage unit, with said second storage 
unit configured to store a pre-recorded set of personal biological biometric 
identification parameters uniquely associated with the specific user, wherein said 
authentication unit is configured to compare the plurality of personal biological 
biometric identification parameters of the user holding the apparatus with the pre-
recorded set of personal biological biometric identification parameters stored in 
said second storage unit 
 


1 


wherein, whenever any of said at least one life signs detector detects a critical 
level of said user measured life sign parameters, the apparatus is configured to 
prevent access to said user’s personal data and documentation files stored in said 
first storage unit 
 


1 


a critical level of said user measured life sign parameters 
 


1 


any of a group of external devices including RF operated credit card readers, 
ATM machines, and remotely operated electronic locks gates and doors opener 
using RFID based techniques 
 


15 


an integrated GPS module in communication with the processor to precisely 
locate the geographical position of the apparatus 
 


18 


 
B. Indefiniteness Under pre-AIA 35 U.S.C. § 112 ¶ 2 


One or more of the Asserted Claims, as detailed below, are invalid under pre-AIA 35 


U.S.C. § 112 ¶ 2 for indefiniteness.  Under § 112 ¶ 2, “a patent is invalid for indefiniteness if its 


claims, read in light of the specification delineating the patent, and the prosecution history, fail to 


inform, with reasonable certainty, those skilled in the art about the scope of the invention.”  


Nautilus, Inc. v. Biosig Instruments, Inc., 572 U.S. 898, 901 (2014).  All of the Asserted Claims 


are invalid as indefinite under § 112 ¶ 2 because they fail to inform those skilled in the art about 


the scope of the invention with reasonable certainty.  Separately, “the second paragraph of § 112 


 
2 Listed claims also include all Asserted Claims dependent thereon, even if those claims are not 
individually listed.   
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contains two requirements: first, the claim must set forth what the applicant regards as his 


invention, and second, it must do so with sufficient particularity and distinctness, i.e., the claim 


must be sufficiently definite.”  Allen Eng’g Corp. v. Bartell Indus., Inc., 299 F.3d 1336, 1348 (Fed. 


Cir. 2002) (quotations and alterations omitted).  “Where it would be apparent to one of skill in the 


art, based on the specification, that the invention set forth in a claim is not what the patentee 


regarded as his invention,” the claim is “invalid under § 112, paragraph 2.”  Id. at 1349.  The 


Asserted Claims of the ’875 Patent are invalid as indefinite because it would be apparent to one of 


skill in the art, based on the specification, that the invention set forth in these claims are not what 


the patentee regarded as his invention, at least as the claims are being asserted by Plaintiff.  Id.  


The Asserted Claims are also invalid under pre-AIA § 112 ¶ 2 at least because they contain 


elements that differ from and/or conflict with the ’875 Patent’s written description of the invention, 


at least as the claim elements are being asserted by Plaintiff, or because they omit elements that 


one of skill in the art would understand as part of the ’875 Patent’s invention based on the 


specification and prosecution history. 


For example, the specification and prosecution history of the ’875 Patent would not have 


informed, with reasonable certainty, those skilled in the art about the scope of the following claim 


limitations.   
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Table 6: Claim Limitations Not Compliant with pre-AIA 35 U.S.C. § 1123 


Term 
Relevant 
Claim(s) 


an authentication unit comprising a second storage unit, with said second storage 
unit configured to store a pre-recorded set of personal biological biometric 
identification parameters uniquely associated with the specific user, wherein said 
authentication unit is configured to compare the plurality of personal biological 
biometric identification parameters of the user holding the apparatus with the pre-
recorded set of personal biological biometric identification parameters stored in 
said second storage unit 


1 


wherein, whenever any of said at least one life signs detector detects a critical 
level of said user measured life sign parameters, the apparatus is configured to 
prevent access to said user’s personal data and documentation files stored in said 
first storage unit 
 


1 


a critical level of said user measured life sign parameters 
 


1 


any of a group of external devices including RF operated credit card readers, 
ATM machines, and remotely operated electronic locks gates and doors opener 
using RFID based techniques 
 


15 


an integrated GPS module in communication with the processor to precisely 
locate the geographical position of the apparatus 
 


18 


 
VII. OTHER ISSUES 


A. Priority Date of the ’875 Patent  


The Local Patent Rules do not require Defendants to identify or opine on the priority date 


relevant to the Asserted Claims.  Further, discovery in this case is ongoing, and Defendants’ 


investigation, collection of information, discovery, and analysis relating to this issue has not been 


completed.  Nonetheless, Defendants note that Plaintiff admits that no asserted claim is entitled to 


a priority date any earlier than March 12, 2010.  See D.I. 41 ¶¶ 17-18 (Plaintiff’s Answer to 


Defendants’ First Counterclaim).  To the extent Plaintiff changes its position, Defendants reserve 


 
3 Listed claims also include all Asserted Claims dependent thereon, even if those claims are not 
individually listed.   
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all rights to challenge any priority date(s) to which Plaintiff contends the Asserted Claims may be 


entitled, including all priority date(s) identified by Plaintiff in this or related proceedings (and 


whether or not so identified), including any litigations involving the same or any related patents, 


or related IPRs. 


1. Asserted Claims 1, 4, and 15 of the ’875 Patent 


Plaintiff is not entitled to rely on the March 12, 2010, priority date of U.S. Prov. App. 


No. 61/313,145 (“the ’145 Provisional”) for Asserted Claims 1, 4, and 15 of the ’875 patent.  The 


’145 Provisional does not support the claimed inventions as a whole as it does not disclose or 


support the claimed combination of elements in each of Asserted Claims 1, 4, and 15 of the ’875 


Patent.4  Moreover, the ’145 Provisional fails to disclose at least the following limitations of the 


Asserted Claims of the ’875 patent: “wherein, whenever any of said at least one life signs detector 


detects a critical level of said user measured life sign parameters, the apparatus is configured to 


prevent access to said user’s personal data and documentation files stored in said first storage unit.”  


Therefore, Asserted Claims 1, 4, and 15 of the ’875 Patent cannot claim priority to the ’145 


Provisional. 


Instead, the earliest date, if any, to which Plaintiff may be entitled to claim priority is 


August 4, 2010, the date that the application resulting in the ’875 Patent was filed, to which the 


’875 Patent claims priority.  Defendants reserve all rights to amend and/or supplement their 


Invalidity Contentions upon a finding that any of Asserted Claims 1, 4, and 15 of the ’875 Patent 


are not entitled to the priority date asserted by Plaintiff.  In particular, Defendants reserve all rights 


 
4 The ’145 Provisional also does not disclose or support the claimed combination of elements in 
Asserted Claim 18 of the ’875 Patent; however, Plaintiff does not rely on the March 12, 2010 
priority date of the ’145 Provisional for Asserted Claim 18.  Plaintiff asserts that Asserted Claim 
18 is entitled to at least the priority date of August 4, 2010, the date that the application resulting 
in the ’875 Patent was filed. 
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to amend and/or supplement their disclosures with further prior art to the extent that the Court 


determines a priority date subsequent to any of the dates asserted by Plaintiff. 


B. Incorrect Inventorship Under 35 U.S.C. § 256 


Defendants contend that the Asserted Claims of the ’875 Patent are invalid under 35 U.S.C. 


§ 256 if inventorship of the ’875 Patents cannot be corrected pursuant to 35 U.S.C. § 256, because 


the ’875 Patent does not name the correct inventors of the claimed subject matter.  For example, 


Plaintiffs have not produced any evidence showing named inventor Avner Korman contributed to 


the conception or the reduction to practice of an limitation of any issued claim of the ’875 Patent.   


VIII. P.R. 3-4 – DOCUMENT PRODUCTION ACCOMPANYING INVALIDITY 
CONTENTIONS 


Pursuant to P.R. 3-4(a), Defendants have produced and/or made available for inspection 


documents and other materials sufficient to show the operation of any aspects or elements of the 


Accused Products identified by Plaintiff in its P.R. 3-1(c) charts.  


Additionally, and pursuant to P.R. 3-4(b), Defendants are concurrently producing a copy 


of each item of prior art identified herein.  Defendants will also make available for inspection any 


prior art systems or devices upon request to the extent Defendants acquire such systems or devices.  


References that were cited during prosecution of the ’875 Patent may not be contained in 


Defendants’ production as they are not required to be under the Local Patent Rules.  Defendants’ 


search for prior art references, additional documentation, and/or corroborating evidence 


concerning prior art systems and devices is ongoing.  Accordingly, Defendants reserve the right to 


supplement their production as Defendants obtain additional prior art references, documentation, 


and/or corroborating evidence concerning invalidity during the course of discovery.  Defendants 


reserve the right to supplement their P.R. 3-4 document production pursuant to the Patent Local 


Rules and the orders of the Court. 
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Dated: January 16, 2024 /s/ Douglas J. Kline   
Melissa R. Smith 
Texas Bar No. 24001351 
GILLAM & SMITH, LLP 
303 South Washington Avenue 
Marshall, Texas 75670 
Telephone: (903) 934-8450 
Facsimile: (903) 934-9257 
Email: melissa@gillamsmithlaw.com 
 
Douglas J. Kline 
Srikanth K. Reddy  
Goodwin Procter LLP 
100 Northern Avenue 
Boston, MA 02210 
Tel.:  (617) 570-1000 
Fax:  (617) 523-1231 
DKline@goodwinlaw.com 
SReddy@goodwinlaw.com 
 
Darryl M. Woo 
Goodwin Procter LLP 
525 Market Street 
San Francisco, CA 94105 
Tel.:  (415) 733-6000 
Fax:  (415) 677-9041 
DWoo@goodwinlaw.com 
 
Patrick J. McCarthy  
Sravan Tumuluri  
Goodwin Procter LLP 
1900 N Street, N.W. 
Washington, D.C. 20036 
Tel.:  (202) 346-4000 
Fax:  (202) 346-4444 
PMcCarthy@goodwinlaw.com 
STumuluri@goodwinlaw.com 
 
Naomi L. Birbach  
Gabriella Montes 
Goodwin Procter LLP 
The New York Times Building 
620 Eighth Avenue 
New York, NY 10018 
Tel.:  (212) 813-8800 
Fax:  (212) 355-3333 
NBirbach@goodwinlaw.com 
GMontes@goodwinlaw.com 
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Attorney for Defendants Samsung 
Electronics Co., Ltd. and Samsung 
Electronics America, Inc.  
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CERTIFICATE OF SERVICE 


The undersigned hereby certifies that on January 16, 2024 a true and correct copy of the 


foregoing document was served on all counsel of record via email. 


 


/s/ Douglas J. Kline   
Douglas J. Kline 
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Invalidity of U.S. Patent 8,401,875 (“the ’875 Patent”) in View of Fadell 


U.S. Patent App. Pub. No. 2009/0083847 A1 to Fadell et al. published no later than March 26, 2009 qualifies as prior art under at least pre-AIA 
35 U.S.C. §§ 102 and/or 103 as to the asserted claims of U.S. Patent No. 8,401,875 (“the ’875 Patent”), as discussed in greater detail in the chart that 
follows.1 


To the extent Plaintiff alleges that Fadell does not disclose any particular limitation of asserted claims 1, 4, 15, and 18 of the ’875 Patent (the 
“Asserted Claims”), either expressly or inherently, it would have been obvious to a person of ordinary skill in the art as of the priority date of the ’875 
Patent to modify Fadell and/or combine the teachings of Fadell with other prior art references, including but not limited to the prior art references 
presently found in Samsung’s Invalidity Contentions and any supplements thereto and the relevant section of charts for other prior art for the ’875 
Patent in a manner that would have rendered the Asserted Claims invalid as obvious.  The inclusion of the particular limitation into the methods and 
systems described in Fadell would have been obvious for at least the following reasons:  It would have been obvious to modify the methods and/or 
systems disclosed in Fadell, alone or in combination with the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions, 
to meet this limitation based on: (a) the teachings in Fadell itself; (b) a person of ordinary skill in the art implementing a predictable variation of the 
methods and/or systems disclosed in Fadell or in the other identified references; (c) the logic, judgment, intelligence, creativity, innovation and common 
sense a person of ordinary skill in the art would employ; (d) the inferences and creative and routine steps that a person of ordinary skill in the art would 
employ; (e) market demand for methods and/or systems to include this limitation; and/or (f) design needs or market pressures to solve a problems with 
a finite number of solutions that could have produced the desired outcome.   


Samsung reserves the right to amend or supplement this claim chart at a later date pursuant to the Docket Control Order issued by the Court on 
December 6, 2024 (Dkt. No. 23) and based on further discovery including any supplemental infringement contentions or to any interrogatory response 
provided by Plaintiff purporting to rebut these contentions. 


Further, these charts incorporate Plaintiff’s apparent interpretation of the breakdown of elements within the asserted claims, as reflected in 
Plaintiff’s infringement contentions to date.  Samsung does not concede that such interpretation is correct, and reserves its right to supplement these 
contentions accordingly.  


 
1 Nothing in these claim charts should be construed as an admission regarding infringement, either literally or under the doctrine of equivalents, or as 
an admission regarding Samsung’s understanding of the proper scope of the Asserted Claims.  Given Plaintiff’s vague and ambiguous infringement 
contentions, the exemplary citations herein necessarily account for a variety of possible infringement arguments and claim constructions.  Samsung 
reserves the right to rely on additional citations or sources of evidence that also may be applicable, or that may become applicable in light of claim 
construction, changes in Plaintiff’s infringement contentions, and/or information obtained during discovery as the case progresses.  Various positions 
put forth in this document are predicated on Plaintiff’s overly broad interpretation of its claims as evidenced by the infringement allegations received 
to date.  Those portions are not intended to and do not necessarily reflect Samsung’s interpretations of the true and proper scope of Plaintiff’s claims, 
and Samsung reserves the right to adopt claim construction positions that differ from or even conflict with various positions put forth in this document.   
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Comparison of the Asserted Claims of the ’875 Patent to Fadell2 


’875 Patent – Claim Exemplary Disclosures of Fadell 


[1.pre] Apparatus for storing and 
managing personal and secured data and 
documentation files associated with a 
specific user, comprising: 


To the extent the preamble is limiting, Fadell discloses and/or renders obvious an apparatus for storing 
and managing personal and secured data and documentation files associated with a specific user.  See, 
e.g., 


This invention is directed to electronic devices with embedded authentication systems. 


Fadell at ¶ [0002]. 


Electronic devices, and in particular portable electronic devices, are used to store 
personal information. For example, users may use cellular telephones, PDAs, smart 
phones, or other electronic devices to store contacts, e-mail, calendar information, 
documents, and other information used by the user. While this information may not 
necessarily be confidential, users may desire that at least some of that information be 
unavailable to other people. . . . As another example, an accessory device for detecting 
a user’s fingerprint or for scanning a user’s retina may be coupled to the device such 
that the user must first show an authorized fingerprint or retina before receiving access 
to the device.  


Fadell at ¶ [0003]. 


Methods, electronic devices and computer readable media for authenticating a user of 
an electronic device are provided. In some embodiments, an electronic device may 
seamlessly authenticate a user. The electronic device may receive an input from a user, 
the input provided by an input mechanism of the electronic device. The electronic 
device may detect identification information as the user provides the input from one or 
more sensors embedded in or adjacent to the input mechanism. The electronic device 


 
2 The excerpts cited herein are exemplary.  For any claim limitation, Samsung may rely on excerpts cited for any other limitation and/or additional 
excerpts not set forth fully herein to the extent necessary to provide a more comprehensive explanation for a reference’s disclosure of a limitation.  
Where an excerpt refers to or discusses a figure or figure items, that figure and any additional descriptions of that figure should be understood to be 
incorporated by reference as if set forth fully therein.   
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may authenticate the user by comparing the detected identification information with 
identification information stored in a library of the device. . . . .”  


Fadell at ¶ [0005]. 


 


Fadell at FIG. 1. 


FIG. 1 is a schematic view of an illustrative electronic device for use with an 
authentication system in accordance with one embodiment of the invention; 


Fadell at ¶¶ [0010], [0029]. 


The electronic device may provide any suitable combination of authentication systems, 
including for example biometric authentication systems and pattern-based 
authentication systems, several biometric authentication systems, or several pattern-
based systems. In some embodiments, different authentication systems may be 
associated with different resources, such that a user may provide authentication 







Appendix A-1 
 


4 


’875 Patent – Claim Exemplary Disclosures of Fadell 


information for several systems before finally accessing particular restricted resources 
(e.g., private or personal information). The electronic device may use any suitable 
approach for selecting which authentication systems to combine. For example, a user 
may associate several authentication systems with particular resources, or the electronic 
device may instead automatically (e.g., as a default) assign particular authentication 
systems to particular resources. 


Fadell at ¶ [0028]. 


In some embodiments, one or more applications may provide access to or use data or 
resources that are personal to one or more users. For example, options 212 and 214, 
associated with telephone and mail applications, respectively, may involve personal 
accounts or contacts that are not associated with every user of the electronic device. 
Prior to providing access to such applications, or to personal or confidential features or 
resources available via such applications, the electronic device may require the user to 
authenticate. . . . . 


Fadell at ¶ [0043]. 


The electronic device may use any suitable type of authentication system to prevent 
unauthorized access of device resources. . . . .  


Fadell at ¶ [0054]. 


To the extent Fadell does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Fadell alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[1.a] a plurality of biometric sensors for 
reading a plurality of personal biological 
biometric identification parameters of the 
user holding the apparatus, said plurality 
of biometric sensors being integrated 
within the apparatus; 


Fadell discloses and/or renders obvious a plurality of biometric sensors for reading a plurality of 
personal biological biometric identification parameters of the user holding the apparatus, said plurality 
of biometric sensors being integrated within the apparatus. See, e.g., 


In some embodiments, an electronic device may seamlessly authenticate a user. The 
electronic device may receive an input from a user, the input provided by an input 
mechanism of the electronic device. The electronic device may detect identification 
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information as the user provides the input from one or more sensors embedded in or 
adjacent to the input mechanism. The electronic device may authenticate the user by 
comparing the detected identification information with identification information stored 
in a library of the device. For example, the sensor may include a sensor for detecting 
features of a user’s skin, or features underneath a user’s skin. The sensor may be 
embedded in at least one of a touch screen, a button (e.g., of a keyboard or mouse), 
device housing near an input mechanism (e.g., laptop housing near keyboard), or any 
other suitable location. 


Fadell at ¶ [0005]. 


The sensor may detect one or more biometric attributes of the user (e.g., facial or eye 
features) using the sensing component. For example the sensor may include a camera 
or optical sensor located adjacent to a display of the device. The user may then be 
authenticated by comparing the detected biometric attributes with a library of biometric 
attributes stored by or accessible to the electronic device. 


Fadell at ¶ [0006]. 


The electronic device may provide any suitable combination of authentication systems, 
including for example biometric authentication systems and pattern-based 
authentication systems, several biometric authentication systems, or several pattern-
based systems. In some embodiments, different authentication systems may be 
associated with different resources, such that a user may provide authentication 
information for several systems before finally accessing particular restricted resources 
(e.g., private or personal information). The electronic device may use any suitable 
approach for selecting which authentication systems to combine. For example, a user 
may associate several authentication systems with particular resources, or the electronic 
device may instead automatically (e.g., as a default) assign particular authentication 
systems to particular resources. 


Fadell at ¶ [0028]. 
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Authentication system 112 may include any suitable system or sensor operative to 
receive or detect an input identifying the user of device 100. For example, authentication 
system 112 may include a skin-pattern sensing mechanism, an optical system for 
identifying users based on their facial patterns, eye features (e.g., retinas), or vein 
patterns, or any other sensor for detecting any other unique biometric feature or attribute 
of a user. . . . Authentication system 112 may be combined or embedded in any other 
element of electronic device 112 (e.g., a display or a camera), or use events detected by 
various sensors of the electronic device (e.g., an accelerometer or proximity sensor). In 
some embodiments, several types of authentication systems may be combined or 
implemented in the electronic device. 


Fadell at ¶ [0039]. 


The electronic device may use any suitable type of authentication system to prevent 
unauthorized access of device resources. In some embodiments, the electronic device 
may include an authentication system based on a user’s unique skin patterns. For 
example, the electronic device may include an authentication system operative to detect 
a user’s finger, hand, palm, knuckle print, or any other suitable print or skin feature 
unique to the user. The authentication system may include a sensor operative to detect 
the user’s unique skin pattern or feature. 


Fadell at ¶ [0054]. 


As another example, the sensor may include a capacitive sensor operative to detect 
features of a user’s skin. The capacitive sensor may include one or more chips 
containing an array of cells, each of which may include at least two conductor plates 
separated by an insulating layer. The sensor may be coupled to an inverting amplifier 
operative to change the voltage between the at least two conductor plates of each cell 
in the chip. When a user’s finger is placed over the array of cells, the sensor may be 
operative to distinguish the cells over which a valley (e.g., a fingerprint valley) and a 
ridge (e.g., a fingerprint ridge) are placed from the different capacitance values of each 
cell (i.e., cells under a valley will have a lower capacitance than cells under a ridge). 
Using the detected capacitance values of each cell in the chip, the sensor may generate 
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an image or a representation of the skin placed over the sensor that can be compared to 
a library of images or representations available to the electronic device. 


Fadell at ¶ [0056]. 


The sensor may be placed at any suitable location within the electronic device. In some 
embodiments, the sensor may be placed such that it is operative to detect an appropriate 
portion of the user’s skin as the user operates or begins to operate the electronic device. 
The sensor position may vary based on the portion of the user’s skin to be detected (e.g., 
finger, hand or palm). FIG. 6 is a schematic view of an illustrative electronic device 
display for detecting a user’s fingerprint in accordance with one embodiment of the 
invention. Display 600 may include screen 602 instructing the user to unlock the 
electronic device. For example, screen 602 may include block 610 having an arrow 
instructing the user to slide block 610 along track 612 to unlock the electronic device, 
for example by placing a finger on block 610 and dragging the finger along track 612. 


Fadell at ¶ [0060]. 


In some embodiments, sensor 620 may be embedded in the electronic device such that 
it is not visible in display 600. . . . .   


Fadell at ¶ [0062]. 


Electronic device 800 may include housing 802 operative to retain display 810. Housing 
802 may substantially constitute the back surface of electronic device 800 (e.g., the 
surface that does not include display 810) to protect the components of the electronic 
device. . . . Electronic device 800 may include sensor 820 embedded in back surface 
804 and operative to detect features of a user’s palm or hand. By placing sensor 820 on 
back surface 802 (or any surface of the electronic device that is opposite the surface of 
display 810), sensor 820 may authenticate the user when the user holds electronic device 
800. Sensor 820 may include a two-dimensional sensor, thus allowing electronic device 
800 to seamlessly authenticate the user without requiring the user to move or slide a 
hand against back surface 804. 







Appendix A-1 
 


8 


’875 Patent – Claim Exemplary Disclosures of Fadell 


Fadell at ¶ [0067]. 


In some embodiments, the authentication system may instead or in addition include a 
sensing mechanism for detecting features underneath a user’s skin. For example, the 
authentication system may include a sensor operative to detect the pattern of a user’s 
veins, arteries, follicle distribution, or any other suitable feature underneath the user’s 
skin that may be detected. The sensor may include any suitable type of sensor, including 
for example an optical sensor (e.g., a camera) located on the surface of the electronic 
device. The sensor may be positioned so as to detect a feature underneath any suitable 
portion of the user’s skin when the electronic device is in use. For example, the sensor 
may be positioned to detect features underneath a user’s skin in an area of the user’s 
fingers, hand, wrist, arm, face, or any other suitable area. 


Fadell at ¶ [0069]. 


In some embodiments, the authentication system may instead or in addition include a 
sensor operative to detect features of the user’s face. For example, the authentication 
system may include a sensor operative to detect radiation emitted or reflected by one or 
more distinctive features of the user’s face when the user’s face is placed opposite the 
sensor. The sensor may be operative to detect any suitable type of radiation. For 
example, the sensor may include a light sensor (e.g., a camera), an infra-red sensor, an 
ultra-violet sensor, a scanning laser, an ultrasound sensor (e.g., sonar), or any other 
sensor operative to detect a desired radiation (e.g., a particular range of radiation 
frequencies or periods). 


Fadell at ¶ [0071]. 


The authentication system may be operative to detect any suitable element of the user’s 
face. For example, the authentication system may identify faces by analyzing the 
relative to position and size of a user’s head, nose, mouth, ears, cheekbones, jaw, or any 
other attribute of the user’s face. As another example, the authentication system may 
identify features of the user’s face using a three-dimensional authentication system to 
capture and analyze curved surfaces or depths of a user’s facial features (e.g., contour 
of eye sockets, chin or nose). As still another example, the authentication system may 
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detect unique lines, patterns or spots of the user’s skin (e.g., using skin texture analysis). 
To enhance or facilitate authentication, combinations of these approaches may be used. 


Fadell at ¶ [0072]. 


In some embodiments, the authentication system may instead or in addition include a 
sensor operative to authenticate a user based on attributes of the user’s eyes. For 
example, the sensor may be operative to scan a user’s retina, iris or retinal blood vessels 
to detect unique patterns of the user. The sensor may include a light source operative to 
emit light, for example infrared light, to be reflected by the user’s eye and detected by 
a lens or optical sensor. The sensor may analyze the received light to create a 
representation of the user’s eyes that can be compared with a library of authorized user’s 
eyes. 


Fadell at ¶ [0074]. 


In some embodiments, the authentication may be operative to authenticate users based 
on attributes or qualities of their voices. For example, the authentication system may be 
operative to detect a particular voice pitch or voice signature. . . . The authentication 
system may include any suitable component for authenticating a user, including for 
example a microphone. . . . In some embodiments, the authentication system may be 
operative to identify and authenticate users from the shape of their ear canals. For 
example, the authentication system may include a sensor (e.g., optical, radar or sonar) 
operative to detect unique features of a user’s ear canal (e.g., shape and length). The 
sensor may be located, for example, near a speaker of the device (e.g., if the device is a 
telephone). In some embodiments, the authentication system may be operative to 
identify a user based on an odor particular to the user. For example, the authentication 
system may include a sensor operative to detect unique attributes of the odor of a user’s 
skin or sweat glands. The sensor may be located at any suitable position on the device, 
including for example at or near an input mechanism (e.g., where the user touches the 
device). 


Fadell at ¶ [0077]. 
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At step 1510, the electronic device may instruct the user to authenticate. For example, 
the electronic device may direct the user to provide authentication information to an 
authentication system (e.g., any of the authentication systems described above). In some 
embodiments, the electronic device may detect several inputs by the user, and determine 
whether the inputs have a pattern or share attributes associated with an authorized user 
(e.g., determine whether the user has provided the proper inputs that correspond to an 
attribute or pattern of an authorized user, or determine whether the attribute or pattern 
of the inputs matches an attribute or pattern associated with authorized users). Process 
1500 may then return to step 1508 to determine whether the user has provided suitable 
authentication information. 


Fadell at ¶ [0094]. 


To the extent Fadell does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Fadell alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[1.b] at least one life signs detector 
integrated within the apparatus, said life 
signs detector being configured to 
measure and record at least one of said 
user’s life sign parameters; 


Fadell discloses and/or renders obvious at least one life signs detector integrated within the apparatus, 
said life signs detector being configured to measure and record at least one of said user’s life sign 
parameters. See, e.g., 


The authentication system may include any suitable countermeasure for preventing an 
unauthorized user from spoofing an authorized user’s skin patterns, for example by 
placing an image (e.g., a printed image) or a three-dimensional structure (e.g., a polymer 
cast) adjacent to the authentication system sensor. For example, the authentication 
system may include a combination of optical and capacitance sensors, a sonar or radio-
frequency sensor, a sensor for detecting a user’s pulse, a heat sensor for determining the 
temperature of the object placed against the sensor (e.g., to determine if the temperature 
is within a range of expected human skin temperatures), or any other suitable 
countermeasure. 


Fadell at ¶ [0057]. 
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The sensor may be placed at any suitable location within the electronic device. In some 
embodiments, the sensor may be placed such that it is operative to detect an appropriate 
portion of the user’s skin as the user operates or begins to operate the electronic device. 
. . . . 


Fadell at ¶ [0060]. 


In some embodiments, the authentication system may be operative to identify a user 
based on an odor particular to the user. For example, the authentication system may 
include a sensor operative to detect unique attributes of the odor of a user’s skin or sweat 
glands. The sensor may be located at any suitable position on the device, including for 
example at or near an input mechanism (e.g., where the user touches the device). 


Fadell at ¶ [0077]. 


The electronic device may receive biometric information reflecting authorized users 
using any suitable approach. . . . Received biometric information stored in the library 
may be retrieved when a user attempts to authenticate, and compared to the biometric 
information provided by the user. If the provided biometric authentication information 
matches information stored in the library (e.g., information associated with a requested 
resource), the electronic device may provide access to a restricted resource. . . . . 


Fadell at ¶ [0079]. 


In some embodiments, the authentication system may instead or in addition include a 
sensor operative to authenticate a user based on attributes of the user’s eyes. For 
example, the sensor may be operative to scan a user’s retina, iris or retinal blood vessels 
to detect unique patterns of the user. The sensor may include a light source operative to 
emit light, for example infrared light, to be reflected by the user’s eye and detected by 
a lens or optical sensor. The sensor may analyze the received light to create a 
representation of the user’s eyes that can be compared with a library of authorized user’s 
eyes. 


Fadell at ¶ [0074]. 
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As another example, the sensor may instead or in addition be operative to detect 
movements of the user’s eyes, for example by tracking the position and movement of a 
user’s retina, iris, blood vessels, or any other feature of the user’s eyes. Before providing 
a user with access to electronic device resources, the electronic device may direct the 
sensor to detect a predetermined eye movement set up by an authorized user. For 
example, each authorized user may create an eye movement track by moving his eyes 
in a particular manner (e.g., up, down, left, right, blink, blink) while looking at the 
sensor. When a user of the device moves his eyes in a manner that matches a 
predetermined eye movement, the electronic device may unlock the device or provide 
access to restricted resources. 


Fadell at ¶ [0075]. 


To the extent Fadell does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Fadell alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[1.c] a first storage unit for the storage of 
said user’s data and documentation files; 


Fadell discloses and/or renders obvious a first storage unit for the storage of said user’s data and 
documentation files. See, e.g., 
 


An electronic device having an authentication system for restricting access to electronic 
device resources is provided. Access to any suitable electronic device resource may be 
restricted, including for example access to files or data stored on or available to the 
device. . . . .”  


Fadell at ¶ [0024]. 
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Fadell at FIG. 1. 


FIG. 1 is a schematic view of an illustrative electronic device for use with an 
authentication system in accordance with one embodiment of the invention:  


Fadell at ¶¶ [0010] 
 


FIG. 1 is a schematic view of an illustrative electronic device for use with an 
authentication system in accordance with one embodiment of the invention. Electronic 
device 100 may include processor 102, storage 104, memory 106, communications 
circuitry 108, input/output circuitry 110, authentication system 112 and power supply 
114. . . . . 


Fadell at ¶ [0029]. 
 


Storage 104 may include, for example, one or more storage mediums including a hard-
drive, solid state drive, flash memory, permanent memory such as ROM, any other 
suitable type of storage component, or any combination thereof. Storage 104 may store, 
for example, media data (e.g., music and video files), application data (e.g., for 
implementing functions on device 100), firmware, user preference information data 
(e.g., media playback preferences), authentication information (e.g. libraries of data 
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associated with authorized users), lifestyle information data (e.g., food preferences), 
exercise information data (e.g., information obtained by exercise monitoring 
equipment), transaction information data (e.g., information such as credit card 
information), wireless connection information data (e.g., information that may enable 
electronic device 100 to establish a wireless connection), subscription information data 
(e.g., information that keeps track of podcasts or television shows or other media a user 
subscribes to), contact information data (e.g., telephone numbers and email addresses), 
calendar information data, and any other suitable data or any combination thereof.  


Fadell at ¶ [0031]. 
 
To the extent Fadell does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Fadell alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Fadell discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung's Invalidity Contentions Cover Pleading. 


[1.d] an authentication unit comprising a 
second storage unit, with said second 
storage unit configured to store a pre-
recorded set of personal biological 
biometric identification parameters 
uniquely associated with the specific user, 
wherein said authentication unit is 
configured to compare the plurality of 
personal biological biometric 
identification parameters of the user 
holding the apparatus with the pre-
recorded set of personal biological 
biometric identification parameters stored 
in said second storage unit; 


Fadell discloses and/or renders obvious an authentication unit comprising a second storage unit, with 
said second storage unit configured to store a pre-recorded set of personal biological biometric 
identification parameters uniquely associated with the specific user, wherein said authentication unit 
is configured to compare the plurality of personal biological biometric identification parameters of the 
user holding the apparatus with the pre-recorded set of personal biological biometric identification 
parameters stored in said second storage unit. See, e.g., 
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Fadell at FIG. 1. 


FIG. 1 is a schematic view of an illustrative electronic device for use with an 
authentication system in accordance with one embodiment of the invention; 


Fadell at ¶ [0010]. 


FIG. 1 is a schematic view of an illustrative electronic device for use with an 
authentication system in accordance with one embodiment of the invention. Electronic 
device 100 may include processor 102, storage 104, memory 106, communications 
circuitry 108, input/output circuitry 110, authentication system 112 and power supply 
114. . . . . 


Fadell at ¶ [0029]. 
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Methods, electronic devices and computer readable media for authenticating a user of 
an electronic device are provided. . . . . The electronic device may detect identification 
information as the user provides the input from one or more sensors embedded in or 
adjacent to the input mechanism. The electronic device may authenticate the user by 
comparing the detected identification information with identification information stored 
in a library of the device. For example, the sensor may include a sensor for detecting 
features of a user’s skin, or features underneath a user’s skin. The sensor may be 
embedded in at least one of a touch screen, a button (e.g., of a keyboard or mouse), 
device housing near an input mechanism (e.g., laptop housing near keyboard), or any 
other suitable location. 


Fadell at ¶ [0005]. 


In some embodiments, the electronic device may determine that a user is aligned with 
a sensing component of the device without directing the user to align with the sensing 
component. For example, the sensing component may be positioned such that the 
sensing region of the sensor includes expected positions of the user while the user 
operates the electronic device. The sensor may detect one or more biometric attributes 
of the user (e.g., facial or eye features) using the sensing component. For example the 
sensor may include a camera or optical sensor located adjacent to a display of the 
device. The user may then be authenticated by comparing the detected biometric 
attributes with a library of biometric attributes stored by or accessible to the electronic 
device. 


Fadell at ¶ [0006]. 


Storage 104 may include, for example, one or more storage mediums including a hard-
drive, solid state drive, flash memory, permanent memory such as ROM, any other 
suitable type of storage component, or any combination thereof. Storage 104 may store 
. . .  authentication information (e.g. libraries of data associated with authorized users) 
. . . and any other suitable data or any combination thereof. 


Fadell at ¶ [0031]. 
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Authentication system 112 may include any suitable system or sensor operative to 
receive or detect an input identifying the user of device 100. For example, authentication 
system 112 may include a skin-pattern sensing mechanism, an optical system for 
identifying users based on their facial patterns, eye features (e.g., retinas), or vein 
patterns, or any other sensor for detecting any other unique biometric feature or attribute 
of a user. Authentication system 112 may be combined or embedded in any other 
element of electronic device 112 (e.g., a display or a camera), or use events detected by 
various sensors of the electronic device (e.g., an accelerometer or proximity sensor). In 
some embodiments, several types of authentication systems may be combined or 
implemented in the electronic device.  


Fadell at ¶ [0039]. 


To prevent unauthorized access to data or information stored in memory or storage, the 
electronic device may direct an authentication system to identify the user and authorize 
access to requested resources. The electronic device may require authorization prior to 
providing access to any electronic device resource. In some embodiments, the electronic 
device may require different levels of authorization before providing access to different 
applications or different data or files associated with different applications. For 
example, the electronic device may require a user to satisfy several authentication 
systems prior to providing access to an application or data (e.g., a secondary 
authentication, for example using biometrics, in addition to a first or initial 
authentication, for example a pass code used to unlock the device). 


Fadell at ¶ [0041]. 


To the extent Fadell does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Fadell alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Fadell discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 
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[1.e] a processor in communication with 
said plurality of biometric sensors, said 
first storage unit and said authentication 
unit; 


Fadell discloses and/or renders obvious a processor in communication with said plurality of biometric 
sensors, said first storage unit, and said authentication unit. See, e.g., 
 


 
 


Fadell at FIG. 1. 


FIG. 1 is a schematic view of an illustrative electronic device for use with an 
authentication system in accordance with one embodiment of the invention. Electronic 
device 100 may include processor 102, storage 104, memory 106, communications 
circuitry 108, input/output circuitry 110, authentication system 112 and power supply 
114. . . . In some embodiments, electronic device 100 may include other components 
not combined or included in those shown in FIG. 1 (e.g., a display, bus, or input 
mechanism), or several instances of the components shown in FIG. 1. . . . . 


Fadell at ¶ [0029] (emphasis added). 


Processor 102 may include any processing circuitry operative to control the operations 
and performance of electronic device 100. For example, processor 100 may be used to 
run operating system applications, firmware applications, media playback applications, 
media editing applications, or any other application. In some embodiments, a processor 
may drive a display and process inputs received from a user interface. 


Fadell at ¶ [0030]. 
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In some embodiments, electronic device 100 may include a bus operative to provide a 
data transfer path for transferring data to, from, or between control processor 102, 
storage 104, memory 106, communications circuitry 108, input/output circuitry 110 
authentication system 112, and any other component included in the electronic device. 


Fadell at ¶ [0040]. 


To the extent Fadell does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Fadell alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Fadell discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 


[1.f] wherein access to the personal data 
and documentation files stored in said first 
storage unit is only enabled after said 
authentication unit positively matches 
each of the plurality of personal biological 
biometric identification parameters of the 
user holding the apparatus with the pre-
recorded set of personal biological 
identification parameters stored in said 
second storage unit; and 


Fadell discloses and/or renders obvious access to the personal data and documentation files stored in 
said first storage unit is only enabled after said authentication unit positively matches each of the 
plurality of personal biological biometric identification parameters of the user holding the apparatus 
with the pre-recorded set of personal biological identification parameters stored in said second storage 
unit. See, e.g., 
 


The electronic device may provide any suitable combination of authentication systems, 
including for example biometric authentication systems and pattern-based 
authentication systems, several biometric authentication systems, or several pattern-
based systems. In some embodiments, different authentication systems may be 
associated with different resources, such that a user may provide authentication 
information for several systems before finally accessing particular restricted resources 
(e.g., private or personal information). The electronic device may use any suitable 
approach for selecting which authentication systems to combine. For example, a user 
may associate several authentication systems with particular resources, or the electronic 
device may instead automatically (e.g., as a default) assign particular authentication 
systems to particular resources. 
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Fadell at ¶ [0028]. 


To prevent unauthorized access to data or information stored in memory or storage, the 
electronic device may direct an authentication system to identify the user and authorize 
access to requested resources. The electronic device may require authorization prior to 
providing access to any electronic device resource. In some embodiments, the electronic 
device may require different levels of authorization before providing access to different 
applications or different data or files associated with different applications. For 
example, the electronic device may require a user to satisfy several authentication 
systems prior to providing access to an application or data (e.g., a secondary 
authentication, for example using biometrics, in addition to a first or initial 
authentication, for example a pass code used to unlock the device). 


Fadell at ¶ [0041]. 


The electronic device may associate particular resources with one or more 
authentication systems. For example, a user may identify a resource and provide a 
protect or secure instruction (e.g., by selecting an appropriate option). A user may in 
addition select one or more authentication systems to satisfy before providing access to 
the resource. If the resource is not public (e.g., not a default application or file to remain 
available to all users), or if the resource was created or purchased by the user, the 
electronic device may associate the selected resource with the one or more selected 
authentication systems. . . . . 


Fadell at ¶ [0052]. 


In response to detecting a user’s face opposite sensor 1120, electronic device 1100 may 
direct sensor 1120 to capture and analyze features of the user’s face, and compare the 
analyzed features with a library of features associated with authorized users. If an 
authorized user is detected, electronic device 1100 may display or provide access to 
restricted content 1112 on display 1110. 


Fadell at ¶ [0073]. 
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The electronic device may receive biometric information reflecting authorized users 
using any suitable approach. For example, when a user selects an authentication system 
to use with particular device resources, the electronic device may direct the user to 
provide biometric information (e.g., a fingerprint, eye scan, or DNA sequence) to be 
stored in a library. The electronic device may direct the user to provide the biometric 
input using any suitable approach, including for example using visual cues, audio cues, 
and highlighting or identifying the location of the authentication system sensor. 
Received biometric information stored in the library may be retrieved when a user 
attempts to authenticate, and compared to the biometric information provided by the 
user. If the provided biometric authentication information matches information stored 
in the library (e.g., information associated with a requested resource), the electronic 
device may provide access to a restricted resource. . . . . 


Fadell at ¶ [0079]. 


The electronic device may include any suitable number and types of authentication 
systems. For example, the electronic device may include one, more or all of the 
authentication systems or authentication approaches described above. Access to 
different resources may be restricted using one or more authentication systems, which 
a user may select or set up. In some embodiments, several authentication systems may 
be used sequentially before access to particular restricted resources is provided. 


Fadell at ¶ [0091]. 


FIG. 15 is a flow chart of an illustrative process for authenticating a user in accordance 
with one embodiment of the invention. Process 1500 may begin at step 1502. At step 
1504, the electronic device may identify the user of the device. . . . As another example, 
the electronic device may receive authentication information using an authentication 
system and identify the user from the received authentication system. . . . As another 
example, the sensor may be operative to detect features of attributes of the user as soon 
as the user is within the field of view or sensing region of the sensor. In some 
embodiments, process 1500 may move directly from step 1502 to step 1506. 







Appendix A-1 
 


22 


’875 Patent – Claim Exemplary Disclosures of Fadell 


Fadell at ¶ [0092]. 


If, at step 1506, the electronic device instead determines that an instruction to access 
restricted resources was received, process 1500 may move to step 1508. At step 1508, 
the electronic device may determine whether the identified user is authorized to access 
the resources. . . . The electronic device may receive suitable authentication information 
without the user’s knowledge, for example by embedding an authentication sensor in 
the device such that authentication information is received during normal use. . . . In 
some embodiments, the electronic device may detect several inputs by the user, and 
determine whether the inputs have a pattern or share attributes associated with an 
authorized user (e.g., determine whether the user has provided the proper inputs that 
correspond to an attribute or pattern of an authorized user, or determine whether the 
attribute or pattern of the inputs matches an attribute or pattern associated with 
authorized users). Process 1500 may then return to step 1508 to determine whether the 
user has provided suitable authentication information. 


Fadell at ¶ [0094]. 


If, at step 1508, the electronic device instead determines that the user is authorized, 
process 1500 may move to step 1512. At step 1512, the electronic device may provider 
the user with access to the requested restricted resources. For example, the electronic 
device may provide the user with access to personal data or to applications specific to 
the user. Process 1500 may then end at step 1514. 


 
Fadell at ¶ [0095] (emphasis added). 


To the extent Fadell does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Fadell alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Fadell discloses and/or renders obvious 
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the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 


[1.g] wherein, whenever any of said at 
least one life signs detector detects a 
critical level of said user measured life 
sign parameters, the apparatus is 
configured to prevent access to said user’s 
personal data and documentation files 
stored in said first storage unit. 


Fadell discloses and/or renders obvious whenever any of said at least one life signs detector detects a 
critical level of said user measured life sign parameters, the apparatus is configured to prevent access 
to said user’s personal data and documentation files stored in said first storage unit. 
 


The authentication system may include any suitable countermeasure for preventing an 
unauthorized user from spoofing an authorized user’s skin patterns, for example by 
placing an image (e.g., a printed image) or a three-dimensional structure (e.g., a polymer 
cast) adjacent to the authentication system sensor. For example, the authentication 
system may include a combination of optical and capacitance sensors, a sonar or radio-
frequency sensor, a sensor for detecting a user’s pulse, a heat sensor for determining the 
temperature of the object placed against the sensor (e.g., to determine if the temperature 
is within a range of expected human skin temperatures), or any other suitable 
countermeasure. 


Fadell at ¶ [0057]. 


Electronic devices, and in particular portable electronic devices, are used to store 
personal information. . . . While this information may not necessarily be confidential, 
users may desire that at least some of that information be unavailable to other people. 
One approach for preventing unauthorized people from accessing and viewing the 
user’s personal information may be to require users of the electronic device to provide 
a password or pass code prior to enabling device functions or accessing device 
resources. . . . As another example, an accessory device for detecting a user’s fingerprint 
or for scanning a user’s retina may be coupled to the device such that the user must first 
show an authorized fingerprint or retina before receiving access to the device. 


Fadell at ¶ [0003]. 


An electronic device having an authentication system for restricting access to electronic 
device resources is provided. Access to any suitable electronic device resource may be 
restricted, including for example access to files or data stored on or available to the 
device. As another example, access to particular applications may be restricted (e.g., 
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applications purchased by particular users, or applications associated with 
administrative tasks or privileges). As still another example, access to personal settings 
(e.g., displayed options, background images, or the icons used for applications) may be 
restricted until the user authenticates. 


Fadell at ¶ [0024]. 


FIG. 3 is a schematic view of an illustrative display screen directing a user to 
authenticate in accordance with one embodiment of the invention. Display screen 300 
may be displayed in response to receiving an instruction from a user to access resources 
(e.g., information or an application) restricted by an authentication protocol. Display 
screen 300 may include information 310 associated with the selected resources. To 
prevent an unauthorized user from viewing the resources prior to authorization, 
information 310 may be blurred or hidden from view (e.g., entries in particular field 
may be unobtainable). In some embodiments, display screen 300 may instead include 
no information until the user is authenticated.  


Fadell at ¶ [0044]. 


In some embodiments, the authentication system may be operative to identify a user 
based on an odor particular to the user. For example, the authentication system may 
include a sensor operative to detect unique attributes of the odor of a user’s skin or sweat 
glands. The sensor may be located at any suitable position on the device, including for 
example at or near an input mechanism (e.g., where the user touches the device). 


Fadell at ¶ [0077]. 


If, at step 1506, the electronic device instead determines that an instruction to access 
restricted resources was received, process 1500 may move to step 1508. At step 1508, 
the electronic device may determine whether the identified user is authorized to access 
the resources. For example, the electronic device may determine whether the user has 
provided suitable authentication information for accessing the restricted resources. The 
electronic device may receive suitable authentication information without the user’s 
knowledge, for example by embedding an authentication sensor in the device such that 
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authentication information is received during normal use. If the electronic device 
determines that the identified user is not authorized, process 1500 may move to step 
1510. At step 1510, the electronic device may instruct the user to authenticate. For 
example, the electronic device may direct the user to provide authentication information 
to an authentication system (e.g., any of the authentication systems described above). 
In some embodiments, the electronic device may detect several inputs by the user, and 
determine whether the inputs have a pattern or share attributes associated with an 
authorized user (e.g., determine whether the user has provided the proper inputs that 
correspond to an attribute or pattern of an authorized user, or determine whether the 
attribute or pattern of the inputs matches an attribute or pattern associated with 
authorized users). Process 1500 may then return to step 1508 to determine whether the 
user has provided suitable authentication information.”  


Fadell at ¶ [0094]. 


“If, at step 1508, the electronic device instead determines that the user is authorized, 
process 1500 may move to step 1512. At step 1512, the electronic device may provider 
the user with access to the requested restricted resources. For example, the electronic 
device may provide the user with access to personal data or to applications specific to 
the user. Process 1500 may then end at step 1514. 


Fadell at ¶ [0095]. 


The electronic device may not require a user to authenticate each time the user unlocks 
or operates the electronic device. In some embodiments, the electronic device may 
allow a user to authenticate for a particular amount of time. For example, once 
authenticated, the electronic device may allow a user to access restricted resources for 
10 hours from the time the user authenticated. As another example, the electronic device 
may retain the user’s authentication for a particular amount of time after having received 
the user’s last instruction or having entered a stand-by mode (e.g., retain authentication 
for thirty minutes after an input). The amount of time the electronic device retains 
authentication information may be set by the device or by the user, and may be based 
on the particular types or resources protected by the authentication information (e.g., 
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allow for a longer authentication period for access to a game purchased by a particular 
user than to a user’s personal contacts). . . . 


Fadell at ¶ [0053]. 


The electronic device may use any suitable type of authentication system to prevent 
unauthorized access of device resources. In some embodiments, the electronic device 
may include an authentication system based on a user’s unique skin patterns. For 
example, the electronic device may include an authentication system operative to detect 
a user’s finger, hand, palm, knuckle print, or any other suitable print or skin feature 
unique to the user. The authentication system may include a sensor operative to detect 
the user’s unique skin pattern or feature.  


Fadell at ¶ [0054]. 


Electronic device 800 may include sensor 820 embedded in back surface 804 and 
operative to detect features of a user’s palm or hand. By placing sensor 820 on back 
surface 802 (or any surface of the electronic device that is opposite the surface of display 
810), sensor 820 may authenticate the user when the user holds electronic device 800. 
Sensor 820 may include a two-dimensional sensor, thus allowing electronic device 800 
to seamlessly authenticate the user without requiring the user to move or slide a hand 
against back surface 804. 


Fadell at ¶ [0067]. 


FIG. 15 is a flow chart of an illustrative process for authenticating a user in accordance 
with one embodiment of the invention. Process 1500 may begin at step 1502. At step 
1504, the electronic device may identify the user of the device. . . .  As another example, 
the electronic device may receive authentication information using an authentication 
system and identify the user from the received authentication system. The electronic 
device may automatically receive authentication information without requiring an 
express input from the user, for example by placing a sensor of the authentication 
system in a manner that seamlessly captures authentication information as the user 
operates the device. As another example, the sensor may be operative to detect features 
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of attributes of the user as soon as the user is within the field of view or sensing region 
of the sensor. In some embodiments, process 1500 may move directly from step 1502 
to step 1506. 


Fadell at ¶ [0092]. 


At step 1506 the electronic device may determine whether a request to access restricted 
resources was received. . . .  If the electronic device determines that no instruction to 
access restricted resources was received, process 1500 may return to step 1506 and 
continue to monitor inputs received from the user. 


Fadell at ¶ [0093]. 


If, at step 1506, the electronic device instead determines that an instruction to access 
restricted resources was received, process 1500 may move to step 1508. At step 1508, 
the electronic device may determine whether the identified user is authorized to access 
the resources. . . . The electronic device may receive suitable authentication information 
without the user’s knowledge, for example by embedding an authentication sensor in 
the device such that authentication information is received during normal use. . . . 
Process 1500 may then return to step 1508 to determine whether the user has provided 
suitable authentication information. 


Fadell at ¶ [0094]. 


To the extent Fadell does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Fadell alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Fadell discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 
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[4] The apparatus according to claim 1, 
further comprising: 


communication and data connection 
means for communicating with an 
external device, said communication and 
data connection means being controlled 
by and in communication with said 
processor. 


Claim 4 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Fadell discloses and/or renders obvious the apparatus according to claim 1, further comprising: 
communication and data connection means for communicating with an external device, said 
communication and data connection means being controlled by and in communication with said 
processor. See, e.g., 
 


 
 


Fadell at FIG. 1. 


 
 


FIG. 1 is a schematic view of an illustrative electronic device for use with an 
authentication system in accordance with one embodiment of the invention;  


Fadell at ¶ [0010]. 


FIG. 1 is a schematic view of an illustrative electronic device for use with an 
authentication system in accordance with one embodiment of the invention. Electronic 
device 100 may include processor 102, storage 104, memory 106, communications 
circuitry 108, input/output circuitry 110, authentication system 112 and power supply 
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114. . . . In some embodiments, electronic device 100 may include other components 
not combined or included in those shown in FIG. 1 (e.g., a display, bus, or input 
mechanism), or several instances of the components shown in FIG. 1. For the sake of 
simplicity, only one of each of the components is shown in FIG. 1. 


Fadell at ¶ [0029]. 


Processor 102 may include any processing circuitry operative to control the operations 
and performance of electronic device 100. For example, processor 100 may be used to 
run operating system applications, firmware applications, media playback applications, 
media editing applications, or any other application. In some embodiments, a processor 
may drive a display and process inputs received from a user interface. 


Fadell at ¶ [0030]. 


Communications circuitry 108 can permit device 100 to communicate with one or more 
servers or other devices using any suitable communications protocol. Electronic device 
100 may include one more instances of communications circuitry 108 for 
simultaneously performing several communications operations using different 
communications networks, although only one is shown in FIG. 1 to avoid 
overcomplicating the drawing. For example, communications circuitry 108 may support 
Wi-Fi (e.g., a 802.11 protocol), Ethernet, Bluetooth™ (which is a trademark owned by 
Bluetooth Sig, Inc.), radio frequency systems, cellular networks (e.g., GSM, AMPS, 
GPRS, CDMA, EV-DO, EDGE, 3GSM, DECT, IS-136/TDMA, iDen, LTE or any other 
suitable cellular network or protocol), infrared, TCP/IP (e.g., any of the protocols used 
in each of the TCP/IP layers), HTTP, BitTorrent, FTP, RTP, RTSP, SSH, Voice over IP 
(VOIP), any other communications protocol, or any combination thereof. 


Fadell at ¶ [0033]. 


In some embodiments, electronic device 100 may include a bus operative to provide a 
data transfer path for transferring data to, from, or between control processor 102, 
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storage 104, memory 106, communications circuitry 108, input/output circuitry 110 
authentication system 112, and any other component included in the electronic device.  


Fadell at ¶ [0040]. 


To the extent Fadell does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Fadell alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Fadell discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 


[15] The apparatus according to claim 1, 
further comprising an integrated digital 
data encoder/decoder and a wireless 
transceiver module in communication 
with the processor, said integrated digital 
data encoder/decoder and a wireless 
transceiver being configured to 
communicate with any of a group of 
external devices including RF operated 
credit card readers, ATM machines, and 
remotely operated electronic locks gates 
and doors opener using RFID based 
techniques. 


Claim 15 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Fadell discloses and/or renders obvious the apparatus according to claim 1, further comprising an 
integrated digital data encoder/decoder and a wireless transceiver module in communication with the 
processor, said integrated digital data encoder/decoder and a wireless transceiver being configured to 
communicate with any of a group of external devices including RF operated credit card readers, ATM 
machines, and remotely operated electronic locks gates and doors opener using RFID based techniques. 
See, e.g.,  
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Fadell at FIG. 1. 


FIG. 1 is a schematic view of an illustrative electronic device for use with an 
authentication system in accordance with one embodiment of the invention. Electronic 
device 100 may include processor 102, storage 104, memory 106, communications 
circuitry 108, input/output circuitry 110, authentication system 112 and power supply 
114. In some embodiments, one or more of electronic device components 100 may be 
combined or omitted (e.g., combine storage 104 and memory 106). In some 
embodiments, electronic device 100 may include other components not combined or 
included in those shown in FIG. 1 (e.g., a display, bus, or input mechanism), or several 
instances of the components shown in FIG. 1. . . . .”  


Fadell at ¶ [0029]. 


Communications circuitry 108 can permit device 100 to communicate with one or more 
servers or other devices using any suitable communications protocol. Electronic device 
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100 may include one more instances of communications circuitry 108 for 
simultaneously performing several communications operations using different 
communications networks, although only one is shown in FIG. 1 to avoid 
overcomplicating the drawing. For example, communications circuitry 108 may support 
Wi-Fi (e.g., a 802.11 protocol), Ethernet, Bluetooth™ (which is a trademark owned by 
Bluetooth Sig, Inc.), radio frequency systems, cellular networks (e.g., GSM, AMPS, 
GPRS, CDMA, EV-DO, EDGE, 3GSM, DECT, IS-136/TDMA, iDen, LTE or any other 
suitable cellular network or protocol), infrared, TCP/IP (e.g., any of the protocols used 
in each of the TCP/IP layers), HTTP, BitTorrent, FTP, RTP, RTSP, SSH, Voice over IP 
(VOIP), any other communications protocol, or any combination thereof. 


Fadell at ¶ [0033]. 


Input/output circuitry 110 may be operative to convert (and encode/decode, if 
necessary) analog signals and other signals into digital data. In some embodiments, 
input/output circuitry can also convert digital data into any other type of signal, and 
vice-versa. For example, input/output circuitry 110 may receive and convert physical 
contact inputs (e.g., from a multi-touch screen), physical movements (e.g., from a 
mouse or sensor), analog audio signals (e.g., from a microphone), or any other input. 
The digital data can be provided to and received from processor 102, storage 104, 
memory 106, or any other component of electronic device 100. Although input/output 
circuitry 110 is illustrated in FIG. 1 as a single component of electronic device 100, 
several instances of input/output circuitry can be included in electronic device 100. 


Fadell at ¶ [0034]. 


In some embodiments, I/O circuitry 110 may include display circuitry (e.g., a screen or 
projection system) for providing a display visible to the user. For example, the display 
circuitry may include a screen (e.g., an LCD screen) that is incorporated in electronics 
device 100. As another example, the display circuitry may include a movable display or 
a projecting system for providing a display of content on a surface remote from 
electronic device 100 (e.g., a video projector). In some embodiments, the display 
circuitry can include a coder/decoder (Codec) to convert digital media data into analog 
signals. For example, the display circuitry (or other appropriate circuitry within 
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electronic device 100) may include video Codecs, audio Codecs, or any other suitable 
type of Codec.  


Fadell at ¶ [0037]. 


To the extent Fadell does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Fadell alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[18] The apparatus according to claim 1, 
further comprising an integrated GPS 
module in communication with the 
processor to precisely locate the 
geographical position of the apparatus. 


Claim 18 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Fadell discloses and/or renders obvious the apparatus according to claim 1, further comprising an 
integrated GPS module in communication with the processor to precisely locate the geographical 
position of the apparatus. 
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Fadell at FIG. 2 (annotation added). 


FIG. 2 is a schematic view of an illustrative display screen of an electronic device in 
accordance with one embodiment of the invention.  
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Fadell at ¶ [0011]. 


An electronic device having an authentication system for restricting access to electronic 
device resources is provided. Access to any suitable electronic device resource may be 
restricted, including for example access to files or data stored on or available to the 
device. As another example, access to particular applications may be restricted (e.g., 
applications purchased by particular users, or applications associated with 
administrative tasks or privileges). As still another example, access to personal settings 
(e.g., displayed options, background images, or the icons used for applications) may be 
restricted until the user authenticates. 


Fadell at ¶ [0024]. 


Communications circuitry 108 can permit device 100 to communicate with one or more 
servers or other devices using any suitable communications protocol. Electronic device 
100 may include one more instances of communications circuitry 108 for 
simultaneously performing several communications operations using different 
communications networks, although only one is shown in FIG. 1 to avoid 
overcomplicating the drawing. For example, communications circuitry 108 may support 
Wi-Fi (e.g., a 802.11 protocol), Ethernet, Bluetooth™ (which is a trademark owned by 
Bluetooth Sig, Inc.), radio frequency systems, cellular networks (e.g., GSM, AMPS, 
GPRS, CDMA, EV-DO, EDGE, 3GSM, DECT, IS-136/TDMA, iDen, LTE or any other 
suitable cellular network or protocol), infrared, TCP/IP (e.g., any of the protocols used 
in each of the TCP/IP layers), HTTP, BitTorrent, FTP, RTP, RTSP, SSH, Voice over IP 
(VOIP), any other communications protocol, or any combination thereof. 


Fadell at ¶ [0033]. 


To the extent Fadell does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Fadell alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
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Invalidity of U.S. Patent 8,401,875 (“the ’875 Patent”) in View of Beenau 


United States Patent App. Pub. No. 2010/0030693 to Beenau et al. (“Beenau”), published no later than February 4, 2010, qualifies as prior art 
under at least pre-AIA 35 U.S.C. §§ 102 and/or 103 as to the asserted claims of U.S. Patent No. 8,401,875 (“the ’875 Patent”), as discussed in greater 
detail in the chart that follows.1 


To the extent Plaintiff alleges that Beenau does not disclose any particular limitation of asserted claims 1, 4, 15, and 18 of the ’875 Patent (the 
“Asserted Claims”), either expressly or inherently, it would have been obvious to a person of ordinary skill in the art as of the priority date of the ’875 
Patent to modify Beenau and/or combine the teachings of Beenau with other prior art references, including but not limited to the prior art references 
presently found in Samsung’s Invalidity Contentions and any supplements thereto and the relevant section of charts for other prior art for the ’875 
Patent in a manner that would have rendered the Asserted Claims invalid as obvious.  The inclusion of the particular limitation into the methods and 
systems described in Beenau would have been obvious for at least the following reasons:  It would have been obvious to modify the methods and/or 
systems disclosed in Beenau, alone or in combination with the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions, 
to meet this limitation based on: (a) the teachings in Beenau itself; (b) a person of ordinary skill in the art implementing a predictable variation of the 
methods and/or systems disclosed in Beenau or in the other identified references; (c) the logic, judgment, intelligence, creativity, innovation and 
common sense a person of ordinary skill in the art would employ; (d) the inferences and creative and routine steps that a person of ordinary skill in the 
art would employ; (e) market demand for methods and/or systems to include this limitation; and/or (f) design needs or market pressures to solve a 
problems with a finite number of solutions that could have produced the desired outcome.   


Samsung reserves the right to amend or supplement this claim chart at a later date pursuant to the Docket Control Order issued by the Court on 
December 6, 2024 (Dkt. No. 23) and based on further discovery including any supplemental infringement contentions or to any interrogatory response 
provided by Plaintiff purporting to rebut these contentions. 


Further, these charts incorporate Plaintiff’s apparent interpretation of the breakdown of elements within the asserted claims, as reflected in 
Plaintiff’s infringement contentions to date.  Samsung does not concede that such interpretation is correct, and reserves its right to supplement these 
contentions accordingly.  


 
1 Nothing in these claim charts should be construed as an admission regarding infringement, either literally or under the doctrine of equivalents, or as 
an admission regarding Samsung’s understanding of the proper scope of the Asserted Claims.  Given Plaintiff’s vague and ambiguous infringement 
contentions, the exemplary citations herein necessarily account for a variety of possible infringement arguments and claim constructions.  Samsung 
reserves the right to rely on additional citations or sources of evidence that also may be applicable, or that may become applicable in light of claim 
construction, changes in Plaintiff’s infringement contentions, and/or information obtained during discovery as the case progresses.  Various positions 
put forth in this document are predicated on Plaintiff’s overly broad interpretation of its claims as evidenced by the infringement allegations received 
to date.  Those portions are not intended to and do not necessarily reflect Samsung’s interpretations of the true and proper scope of Plaintiff’s claims, 
and Samsung reserves the right to adopt claim construction positions that differ from or even conflict with various positions put forth in this document.   
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Comparison of the Asserted Claims of the ’875 Patent to Beenau2 


’875 Patent – Claim Exemplary Disclosures of Beenau 


[1.pre] Apparatus for storing and 
managing personal and secured 
data and documentation files 
associated with a specific user, 
comprising: 


To the extent the preamble is limiting, Beenau discloses and/or renders obvious an apparatus for storing and 
managing personal and secured data and documentation associated with a specific user. See, e.g., 


The present invention discloses a system and methods for biometric security using hand 
geometry recognition biometrics in a transponder-reader system. The biometric security system 
also includes a hand geometry scan sensor that detects biometric samples and a device for 
verifying biometric samples. In one embodiment, the biometric security system includes a 
transponder configured with a hand geometry scan sensor. In another embodiment, the system 
includes a reader configured with a hand geometry scan sensor. In yet another embodiment, the 
present invention discloses methods for proffering and processing hand geometry scan samples 
to facilitate authorization of transactions. 


Beenau at Abstract. 


This invention generally relates to a system and method for using hand geometry recognition 
biometrics with a transponder-reader system, and more particularly, to configuring a transponder 
and transponder-reader for biometric security. 


Beenau at ¶ [0002]. 


 
2 The excerpts cited herein are exemplary.  For any claim limitation, Samsung may rely on excerpts cited for any other limitation and/or additional 
excerpts not set forth fully herein to the extent necessary to provide a more comprehensive explanation for a reference’s disclosure of a limitation.  
Where an excerpt refers to or discusses a figure or figure items, that figure and any additional descriptions of that figure should be understood to be 
incorporated by reference as if set forth fully therein.   
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Beenau at Fig. 9. 
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Beenau at Fig. 15. 
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Beenau at Fig. 16. 


[1.a] a plurality of biometric 
sensors for reading a plurality of 
personal biological biometric 
identification parameters of the 
user holding the apparatus, said 
plurality of biometric sensors 


Beenau discloses and/or renders obvious a plurality of biometric sensors for reading a plurality of personal 
biological biometric identification parameters of the user holding the apparatus, said plurality of biometric 
sensors being integrated within the apparatus. See, e.g., 


The present invention discloses a system and methods for biometric security using hand 
geometry recognition biometrics in a transponder-reader system. The biometric security system 
also includes a hand geometry scan sensor that detects biometric samples and a device for 
verifying biometric samples. In one embodiment, the biometric security system includes a 
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being integrated within the 
apparatus; 


transponder configured with a hand geometry scan sensor. In another embodiment, the system 
includes a reader configured with a hand geometry scan sensor. In yet another embodiment, the 
present invention discloses methods for proffering and processing hand geometry scan samples 
to facilitate authorization of transactions. 


Beenau at Abstract. 


This invention generally relates to a system and method for using hand geometry recognition 
biometrics with a transponder-reader system, and more particularly, to configuring a transponder 
and transponder-reader for biometric security. 


Beenau at ¶ [0002]. 


In yet another embodiment, the transponder, transponder-reader, and/or transponder-reader 
system are configured with a biometric security system. The biometric security system includes 
a transponder and a reader communicating with the system. The biometric security system also 
includes a hand geometry scan sensor that detects biometric samples and a device for verifying 
biometric samples. 


In yet another embodiment, the present invention discloses methods for proffering and 
processing hand geometry scan samples to facilitate authorization of transactions. 


Beenau at ¶¶ [0028]-[0029]. 


In another exemplary embodiment of the present invention, system 100 may be configured with 
one or more biometric scanners, processors and/or systems. A biometric system may include 
one or more technologies, or any portion thereof, such as, for example, recognition of a 
biometric. As used herein, a biometric may include a user's voice, fingerprint, facial, ear, 
signature, vascular patterns, DNA sampling, hand geometry, sound, olfactory, keystroke/typing, 
iris, retinal or any other biometric relating to recognition based upon any body part, function, 
system, attribute and/or other characteristic, or any portion thereof. Certain of these technologies 
will be described in greater detail herein. Moreover, while some of the examples discussed 
herein may include a particular biometric system or sample, the invention contemplates any of 
the biometrics discussed herein in any of the embodiments. 
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Beenau at ¶ [0151]. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using facial recognition or recognition of any other body part or 
object. As discussed herein, facial recognition may include recognition of any facial features 
obtained through a facial scan such as, for example, the eyes, nose, cheeks, jaw line, forehead, 
chin, ear features, head shape, hairline, neck features, shoulder height and/or any portion 
thereof. Biometric security system 1502 may include a biometric sensor 1504 which may be 
configured with a video camera, optical scanner, and/or other hardware and/or software for 
acquiring the biometric data from the person such as, for example video scanning, optical 
scanning or otherwise sensing any portion of fob user. In one embodiment, biometric 
sensor 1504 of the security system 1502 may scan the face of a fob user in order to acquire his 
facial characteristics into fob 102. Biometric sensor 1504 may be in communication with a 
sensor/interface/driver 1506 such that sensor 1504 receives the facial information and transmits 
a signal to controller 208 to facilitate activating the operation of fob 102. A power source (e.g., 
battery 1503) may be in communication with biometric sensor 1504 and sensor 
interface 1506 to provide the desired power for operation of the biometric security system 
components. 


Beenau at ¶ [0171]. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using voice recognition. As discussed herein, voice recognition 
may include recognition of voice and/or speaker features such as, phonated excitation, 
whispered excitation, frication excitation, compression, vibration, parametric waveforms, tone, 
pitch, dialect, annunciation, and/or any portion thereof. As discussed herein, these voice 
recognition features may be collectively referred to as a “voice print.” Biometric security 
system 1502 may include a biometric sensor 1504 which may be configured with an audio 
capture device such as a microphone, telephone, cellular phone, speaker and/or other hardware 
and/or software for acquiring the biometric data from the person such as, for example auditory 
scanning, recording or otherwise sensing the portion of fob user. 


Beenau at ¶ [0176]. 
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In another exemplary embodiment of the present invention, biometric security system 1502 may 
be configured for facilitating biometric security using signature recognition. As discussed 
herein, signature recognition may include recognition of the shape, speed, stroke, stylus 
pressure, timing information and/or other signature information and/or any portion thereof 
during the act of signing. As discussed herein, these signature recognition features may be 
collectively referred to as a “signature scan.” Biometric security system 1502 may include 
a biometric sensor 1504 which may be configured with an LCD screen, digitizing tablet and/or 
other hardware and/or software that facilitates digitization of biometric data from the person 
such as, for example signature scanning, recording or otherwise sensing the signature of fob 
user. 


Beenau at ¶ [0181]. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using DNA biometrics. As discussed herein, DNA biometrics may 
include recognition of structures, gene sequences, and other genetic characteristics of skin tissue, 
hair tissue, and/or any other human tissue and/or any portion thereof containing genetic 
information. As discussed herein, these genetic features may be collectively referred to as a 
“DNA scan.” Biometric security system 1502 may include a biometric sensor 1504 which may 
be configured with an infrared optical sensor, a chemical sensor and/or other hardware and/or 
software that facilitates capture of biometric data from the person such as, for example scanning, 
detecting or otherwise sensing a DNA scan of fob user. 


Beenau at ¶ [0191]. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using hand geometry biometrics. As discussed herein, hand 
geometry biometrics may include recognition of hand geometry parameters, such as, for 
example, hand shape, finger length, finger thickness, finger curvature and/or any portion thereof. 
As discussed herein, these hand geometry features may be collectively referred to as a “hand 
geometry scan.” Biometric security system 1502 may include a biometric sensor 1504 which 
may be configured with an infrared optical sensor, a three-dimensional imaging system and/or 
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other hardware and/or software that facilitates capture of biometric data from the person such 
as, for example scanning, detecting or otherwise sensing a hand geometry scan of fob user. 


Beenau at ¶ [0196]. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using olfactory biometrics. As discussed herein, olfactory 
biometrics may include odorants that a body generates when odor evaporates from and/or any 
portion thereof. As discussed herein, these odorants may be collectively referred to as a 
“smellprint.” Biometric security system 1502 may include a biometric sensor 1504 which may 
be configured with an electronic sensor, a chemical sensor, and/or an electronic or chemical 
sensor configured as an array of chemical sensors, wherein each chemical sensor may detect a 
specific odorant, or smell. In another embodiment, biometric sensor 1504 may be configured as 
a gas chromatograph, spectrometer, conductivity sensor, piezoelectric sensor and/or other 
hardware and/or software that facilitates the capture of biometric data from the person such as, 
for example, scanning, detecting or otherwise sensing a smellprint of fob user. 


Beenau at ¶ [0206]. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using iris scan biometrics. As discussed herein, iris scan 
biometrics may include recognition of characteristics of the colored tissues surrounding the 
pupil, such as the rings, furrows and freckles and/or any portion thereof. As discussed herein, 
these characteristics may be collectively referred to as an “iris scan.” Biometric security 
system 1502 may include a biometric sensor 1504 which may be configured with a video 
camera, an optical scanner, a digital camera, a charge coupled device and/or other hardware 
and/or software that facilitates the capture of biometric data from the person such as, for 
example, scanning, detecting or otherwise sensing an iris scan of fob user. 


Beenau at ¶ [0216]. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using retinal scanning biometrics. As discussed herein, retinal 
scanning biometrics may include recognition of characteristics of the reflected retinal pattern of 
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the eye, such as the location, structure, size, and shape of blood vessels and/or any portion 
thereof. As discussed herein, these characteristics may be collectively referred to as a “retinal 
scan.” Biometric security system 1502 may include a biometric sensor 1504 which may be 
configured with low-intensity light source, such as an infrared source, an optical coupler and/or 
other hardware and/or software that facilitates the capture of biometric data from the person 
such as, for example, scanning, detecting or otherwise sensing a retinal scan of fob user. 


Beenau at ¶ [0221]. 


To the extent Beenau does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Beenau alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[1.b] at least one life signs 
detector integrated within the 
apparatus, said life signs detector 
being configured to measure and 
record at least one of said user’s 
life sign parameters; 


Beenau discloses and/or renders obvious at least one life signs detector integrated within the apparatus, said 
life signs detector being configured to measure and record at least one of said user’s life sign parameters.  
See, e.g., 


This invention generally relates to a system and method for using hand geometry recognition 
biometrics with a transponder-reader system, and more particularly, to configuring a transponder 
and transponder-reader for biometric security. 


Beenau at ¶ [0002]. 


In yet another embodiment, the transponder, transponder-reader, and/or transponder-reader 
system are configured with a biometric security system. The biometric security system includes 
a transponder and a reader communicating with the system. The biometric security system also 
includes a hand geometry scan sensor that detects biometric samples and a device for verifying 
biometric samples. 


In yet another embodiment, the present invention discloses methods for proffering and 
processing hand geometry scan samples to facilitate authorization of transactions. 


Beenau at ¶¶ [0028]-[0029]. 
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In another exemplary embodiment of the present invention, system 100 may be configured with 
one or more biometric scanners, processors and/or systems. A biometric system may include 
one or more technologies, or any portion thereof, such as, for example, recognition of a 
biometric. As used herein, a biometric may include a user's voice, fingerprint, facial, ear, 
signature, vascular patterns, DNA sampling, hand geometry, sound, olfactory, keystroke/typing, 
iris, retinal or any other biometric relating to recognition based upon any body part, function, 
system, attribute and/or other characteristic, or any portion thereof. Certain of these technologies 
will be described in greater detail herein. Moreover, while some of the examples discussed 
herein may include a particular biometric system or sample, the invention contemplates any of 
the biometrics discussed herein in any of the embodiments. 


Beenau at ¶ [0151]. 


The fob of the invention may include a particular security system wherein the security system 
incorporates a particular biometric system. As shown in FIG. 15, fob 102 includes a biometric 
security system 1502 configured for facilitating biometric security using, for example, 
fingerprint samples. As used herein, fingerprint samples may include samples of one or more 
fingerprints, thumbprints, palmprints, footprints, and/or any portion thereof. Biometric security 
system 1502 may include a biometric sensor 1504 which may be configured with a sensor 
and/or other hardware and/or software for acquiring and/or processing the biometric data from 
the person such as, for example, optical scanning, capacitance scanning, or otherwise sensing 
the portion of fob user. In one embodiment, biometric sensor 1504 of the security 
system 1502 may scan a finger of a fob user in order to acquire his fingerprint characteristics 
into fob 102. Biometric sensor 1504 may be in communication with a sensor 
interface/driver 1506 such that sensor interface 1506 receives the fingerprint information and 
transmits a signal to controller 208 to facilitate activating the operation of fob 102. A power 
source (e.g., battery 1503) may be in communication with biometric sensor 1504 and sensor 
interface 1506 to provide the desired power for operation of the biometric security system 
components. 


Beenau at ¶ [0166]. 


Fob 102 may additionally be configured with secondary security procedures to confirm that fake 
biometric samples are not being used. For example, to detect the use of fake 
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fingers, fob 102 may be further configured to measure blood flow, to check for correctly aligned 
ridges at the edges of the fingers, and/or any other secondary procedure to reduce biometric 
security fraud. Other security procedures for ensuring the authenticity of biometric samples may 
include monitoring pupil dilation for retinal and/or iris scans, pressure sensors, blinking sensors, 
human motion sensors, body heat sensors and/or any other procedures known in the art for 
authenticating the authenticity of biometric samples. 


Beenau at ¶ [0169]. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using facial recognition or recognition of any other body part or 
object. As discussed herein, facial recognition may include recognition of any facial features 
obtained through a facial scan such as, for example, the eyes, nose, cheeks, jaw line, forehead, 
chin, ear features, head shape, hairline, neck features, shoulder height and/or any portion 
thereof. Biometric security system 1502 may include a biometric sensor 1504 which may be 
configured with a video camera, optical scanner, and/or other hardware and/or software for 
acquiring the biometric data from the person such as, for example video scanning, optical 
scanning or otherwise sensing any portion of fob user. In one embodiment, biometric 
sensor 1504 of the security system 1502 may scan the face of a fob user in order to acquire his 
facial characteristics into fob 102. Biometric sensor 1504 may be in communication with a 
sensor/interface/driver 1506 such that sensor 1504 receives the facial information and transmits 
a signal to controller 208 to facilitate activating the operation of fob 102. A power source (e.g., 
battery 1503) may be in communication with biometric sensor 1504 and sensor 
interface 1506 to provide the desired power for operation of the biometric security system 
components. 


Beenau at ¶ [0171]. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using vascular pattern recognition. As discussed herein, vascular 
pattern may include recognition of structures, depths, and other biometric reference points of 
arterial tissues, vein tissues, capillary tissues, epithelial tissues, connective tissues, muscle 
tissues, nervous and/or other inner tissues and/or any portion thereof. As discussed herein, these 
vascular pattern features may be collectively referred to as a “vascular scan.” Biometric security 
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system 1502 may include a biometric sensor 1504 which may be configured with an optical 
scanner, thermal scanner and/or other hardware and/or software that facilitates capture of 
biometric data from the person such as, for example scanning, detecting or otherwise sensing a 
vascular pattern of fob user. 


In one exemplary application of fob 102 incorporating biometric security system 
1502, system 1502 may capture the vascular scan of the fob user to initiate the mutual 
authentication process between fob 102 and RFID reader 104, and/or to provide verification of 
the user's identity. In one embodiment, biometric sensor 1504 of the security system 1502 may 
capture a vascular scan, when a user places his hand in front of an optical scanner. Biometric 
sensor 1504 may be in communication with a sensor/interface/driver 1506 such 
that sensor 1504 receives the vascular scan and transmits a signal to controller 208 to facilitate 
activating the operation of fob 102. A power source (e.g., battery 1503) may be in 
communication with biometric sensor 1504 and sensor interface 1506 to provide the desired 
power for operation of the biometric security system components. 


Beenau at ¶¶ [0186]-[0187]. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using iris scan biometrics. As discussed herein, iris scan 
biometrics may include recognition of characteristics of the colored tissues surrounding the 
pupil, such as the rings, furrows and freckles and/or any portion thereof. As discussed herein, 
these characteristics may be collectively referred to as an “iris scan.” Biometric security 
system 1502 may include a biometric sensor 1504 which may be configured with a video 
camera, an optical scanner, a digital camera, a charge coupled device and/or other hardware 
and/or software that facilitates the capture of biometric data from the person such as, for 
example, scanning, detecting or otherwise sensing an iris scan of fob user. 


Beenau at ¶ [0216]. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using retinal scanning biometrics. As discussed herein, retinal 
scanning biometrics may include recognition of characteristics of the reflected retinal pattern of 
the eye, such as the location, structure, size, and shape of blood vessels and/or any portion 
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thereof. As discussed herein, these characteristics may be collectively referred to as a “retinal 
scan.” Biometric security system 1502 may include a biometric sensor 1504 which may be 
configured with low-intensity light source, such as an infrared source, an optical coupler and/or 
other hardware and/or software that facilitates the capture of biometric data from the person 
such as, for example, scanning, detecting or otherwise sensing a retinal scan of fob user. 


Beenau at ¶ [0220]. 


To the extent Beenau does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Beenau alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[1.c] a first storage unit for the 
storage of said user’s data and 
documentation files; 


Beenau discloses and/or renders obvious a first storage unit for the storage of said user’s data and 
documentation files. See, e.g., 
 


The present invention may be described herein in terms of functional block components, screen 
shots, optional selections and various processing steps. Such functional blocks may be realized 
by any number of hardware and/or software components configured to perform to specified 
functions. For example, the present invention may employ various integrated circuit 
components, (e.g., memory elements, processing elements, logic elements, look-up tables, and 
the like), which may carry out a variety of functions under the control of one or more 
microprocessors or other control devices. Similarly, the software elements of the present 
invention may be implemented with any programming or scripting language such as C, C++, 
Java, COBOL, assembler, PERL, extensible markup language (XML), JavaCard and MULTOS 
with the various algorithms being implemented with any combination of data structures, objects, 
processes, routines or other programming elements. Further, it should be noted that the present 
invention may employ any number of conventional techniques for data transmission, signaling, 
data processing, network control, and the like. For a basic introduction on cryptography, review 
a text written by Bruce Schneier entitled “Applied Cryptography: Protocols, Algorithms, and 
Source Code in C,” published by John Wiley & Sons (second edition, 1996), herein incorporated 
by reference. 


Beenau at ¶ [0049]. 
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The account number stored as Track 1 and Track 2 data as defined in ISO/IEC 7813, and further 
may be made unique to fob 102. In one exemplary embodiment, the account number may 
include a unique fob serial number and user identification number, as well as specific application 
applets. The account number may be stored in fob 102 inside a database 214, as described more 
fully below. Database 214 may be configured to store multiple account numbers issued to 
fob 102 user by the same or different account providing institutions. Where the account data 
corresponds to a loyalty or rewards account, database 214 may be configured to store the 
attendant loyalty or rewards points data. 


Beenau at ¶ [0058]. 


In addition, protocol/sequence controller 208 may be in communication with a database 214 for 
storing at least fob 102 account data, and a unique fob 102 identification code. 
Protocol/sequence controller 208 may be configured to retrieve the account number 
from database 214 as desired. Database 214 may be of the same configuration 
as database 212 described above. The fob account data and/or unique fob identification code 
stored on database 214 may be encrypted prior to storage. Thus, where protocol/sequence 
controller 208 retrieves the account data, and or unique fob identification code 
from database 214, the account number may be encrypted when being provided to RFID 
reader 104. Further, the data stored on database 214 may include, for example, an 
unencrypted unique fob 102 identification code, a user identification, Track 1 and 2 data, as well 
as specific application applets. 


Beenau at ¶ [0064]. 
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Beenau at Fig. 2. 
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Beenau at Fig. 3. 
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Beenau at Fig. 15. 
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Beenau at Fig. 16. 


To the extent Beenau does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Beenau alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Beenau discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 
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[1.d] an authentication unit 
comprising a second storage unit, 
with said second storage unit 
configured to store a pre-recorded 
set of personal biological 
biometric identification parameters 
uniquely associated with the 
specific user, wherein said 
authentication unit is configured to 
compare the plurality of personal 
biological biometric identification 
parameters of the user holding the 
apparatus with the pre-recorded set 
of personal biological biometric 
identification parameters stored in 
said second storage unit; 


Beenau discloses and/or renders obvious an authentication unit comprising a second storage unit, with said 
second storage unit configured to store a pre-recorded set of personal biological biometric identification 
parameters uniquely associated with the specific user, wherein said authentication unit is configured to 
compare the plurality of personal biological biometric identification parameters of the user holding the 
apparatus with the pre-recorded set of personal biological biometric identification parameters stored in said 
second storage unit. See, e.g., 
 


The present invention discloses a system and methods for biometric security using hand 
geometry recognition biometrics in a transponder-reader system. The biometric security system 
also includes a hand geometry scan sensor that detects biometric samples and a device for 
verifying biometric samples. In one embodiment, the biometric security system includes a 
transponder configured with a hand geometry scan sensor. In another embodiment, the system 
includes a reader configured with a hand geometry scan sensor. In yet another embodiment, the 
present invention discloses methods for proffering and processing hand geometry scan samples 
to facilitate authorization of transactions. 


Beenau at Abstract. 


The present invention may be described herein in terms of functional block components, screen 
shots, optional selections and various processing steps. Such functional blocks may be realized 
by any number of hardware and/or software components configured to perform to specified 
functions. For example, the present invention may employ various integrated circuit 
components, (e.g., memory elements, processing elements, logic elements, look-up tables, and 
the like), which may carry out a variety of functions under the control of one or more 
microprocessors or other control devices. Similarly, the software elements of the present 
invention may be implemented with any programming or scripting language such as C, C++, 
Java, COBOL, assembler, PERL, extensible markup language (XML), JavaCard and MULTOS 
with the various algorithms being implemented with any combination of data structures, objects, 
processes, routines or other programming elements. Further, it should be noted that the present 
invention may employ any number of conventional techniques for data transmission, signaling, 
data processing, network control, and the like. For a basic introduction on cryptography, review 
a text written by Bruce Schneier entitled “Applied Cryptography: Protocols, Algorithms, and 
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Source Code in C,” published by John Wiley & Sons (second edition, 1996), herein incorporated 
by reference. 


Beenau at ¶ [0049]. 


In an alternate embodiment, verification of purchases exceeding the established spending limit 
may involve biometrics circuitry included in fob 102. FIG. 9 is a schematic block diagram of 
an exemplary fob 102 wherein fob 102 includes a biometric security system 902. Biometric 
security system 902 may include a biometric sensor 904 for sensing the fingerprint 
of fob 102 user. Biometric sensor 904 may be in communication with a sensor 
interface/driver 906 for receiving the sensor fingerprint and activating the operation of fob 102. 
In communication with biometric sensor 904 and sensor interface 906 may be a battery 903 for 
providing the necessary power for operation of the biometric security system components. 


In one exemplary application of fob 102 including biometric security system 902, the customer 
may place his finger on the biometric sensor to initiate the mutual authentication process 
between fob 102 and RFID reader 104, or to provide secondary verification of the user's 
identity. The sensor fingerprint may be digitized and compared against a digitized fingerprint 
stored in a database (e.g., security database 212) included on fob 102. Such comparison step 
may be controlled by protocol/sequence controller 208 and may be validated by authentication 
circuit 210. Where such verification is made, the mutual authentication 
between fob 102 and RFID reader 104 may begin, and the transaction may proceed accordingly. 
Alternatively, the comparison may be made with a digitized fingerprint stored on a database 
maintained by fob 102 transaction account provider system (not shown). The digitized 
fingerprint may be verified in much the same way as is described above with respect to the PIN. 


In one exemplary application of fob 102 including biometric security 
system 902, system 902 may be used to authorize a purchase exceeding the established per 
purchase spending limit. In this case, where the customer's intended purchase exceeds the 
spending limit, the customer may be asked to provide assurance that the purchase is authorized. 
Accordingly, the customer may provide such verification by placing his finger over biometric 
sensor 904. Biometric sensor 904 may then digitize the fingerprint and provide the digitized 
fingerprint for verification as described above. Once verified, fob 102 may provide a transaction 
authorized signal to RF transponder 202 (or alternatively to transponder 220) for forwarding 
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to RFID reader 104. RFID reader 104 may then provide the transaction authorized signal 
to POS device 110 in similar manner as is done with conventional PIN driven systems and POS 
device 110 may process the transaction under the merchant's business as usual standard. 


Beenau at ¶¶ [0145]-[0147]. 


The ASR and/or fob user 102 may correlate and/or register the sample with fob user information 
to create a data packet for the sample and store the data packet in digital and/or any storage 
medium known in the art. As used herein, a data packet may include the digitized information 
relating to at least one of a biometric sample, a registered biometric sample, a stored biometric 
sample, a proffered biometric, a proffered biometric sample, user information, transponder 
information, and/or any other information. The terms “data packet,” “biometric sample,” and 
“sample” may be used interchangeably. As used herein, registered samples may include samples 
that have been proffered, stored and associated with user information. By storing the data packet 
in digital format, the ASR may digitize any information contained in one of the biometric scans 
described herein. By storing the data packet in any storage medium, the ASR may print and/or 
store any biometric sample. Hardcopy storage may be desirable for back-up and archival 
purposes. 


The biometric sample may also be associated with user information to create a data packet 
(step 1405). The sample may be associated with user information at any step in the process such 
as, for example, prior to submission, during submission and/or after submission. In one 
embodiment, the user may input a PIN number or zip code into the POS terminal, then scan the 
biometric to create the biometric sample. The local POS system may associate the biometric 
sample data with the PIN and zip code, then transmit the entire packet of information to the 
ASR. In another embodiment, the POS may facilitate transmitting the sample to an ASR, and 
during the transmission, the sample may be transmitted through a third system which adds 
personal information to the sample. 


The information associated with the biometric sample may include any information such as, for 
example, fob user information, fob 102 information, fob 102 identifier information, 
fob 102 vender information, fob 102 operability information, and/or fob 102 manufacturing 
information. Fob 102 information is not limited to transponder information and may include 
information related to any transaction instrument such as smart cards, credit cards, debit cards, 
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merchant-specific cards, loyalty point cards, cash accounts and any other transaction instruments 
and/or accounts. The fob user information may also contain information about the user including 
personal information—such as name, address, and contact details; financial information—such 
as one or more financial accounts associated with the fob user; loyalty point information—such 
as one or more loyalty point accounts (e.g., airline miles, charge card loyalty points, frequent 
diner points) associated with the fob user; and/or non-financial information—such as employee 
information, employer information, medical information, family information, and/or other 
information that may be used in accordance with a fob user. 


Beenau at ¶¶ [0155]-[0157]. 


The fob of the invention may include a particular security system wherein the security system 
incorporates a particular biometric system. As shown in FIG. 15, fob 102 includes a biometric 
security system 1502 configured for facilitating biometric security using, for example, 
fingerprint samples. As used herein, fingerprint samples may include samples of one or more 
fingerprints, thumbprints, palmprints, footprints, and/or any portion thereof. Biometric security 
system 1502 may include a biometric sensor 1504 which may be configured with a sensor 
and/or other hardware and/or software for acquiring and/or processing the biometric data from 
the person such as, for example, optical scanning, capacitance scanning, or otherwise sensing 
the portion of fob user. In one embodiment, biometric sensor 1504 of the security 
system 1502 may scan a finger of a fob user in order to acquire his fingerprint characteristics 
into fob 102. Biometric sensor 1504 may be in communication with a sensor 
interface/driver 1506 such that sensor interface 1506 receives the fingerprint information and 
transmits a signal to controller 208 to facilitate activating the operation of fob 102. A power 
source (e.g., battery 1503) may be in communication with biometric sensor 1504 and sensor 
interface 1506 to provide the desired power for operation of the biometric security system 
components. 


In one exemplary application of fob 102 incorporating biometric security system 1502, the user 
may place his finger on the biometric sensor to initiate the mutual authentication process 
between fob 102 and RFID reader 104, and/or to provide verification of the user's 
identity. Fob 102 may digitize the fingerprint and compare it against a digitized fingerprint 
stored in a database (e.g., security database 212) included on fob 102. The fingerprint 
information may additionally be compared with information from one or more third-party 
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databases communicating with fob 102 through any communication software and/or hardware, 
including for example, RFID reader 104, a USB connection, a wireless connection, a computer, 
a network and/or any other means for communicating. This transfer of information may include 
use of encryption, decryption, security keys, digital certificates and/or other security devices to 
confirm the security of the sample. Fob 102 may additionally communicate with third-party 
databases to facilitate a comparison between fob 102 identifier and other fob identifiers stored 
with the biometric samples. As used herein, compare, comparison and similar terms may include 
determining similarities, differences, existence of elements, non-existence of elements and/or 
the like. 


Protocol/sequence controller 208 may facilitate the local comparison to authenticate the 
biometric and authentication circuit 210 may validate the information. Any of the embodiments 
may alternatively or additionally include remote comparisons performed or controlled by one or 
more third-party security vendors. One or more comparison techniques and/or technologies may 
be used for comparisons. For example, for fingerprint comparisons, protocol/sequence 
controller 208 may utilize an existing database to compare fingerprint minutia such as, for 
example, ridge endings, bifurcation, lakes or enclosures, short ridges, dots, spurs and crossovers, 
pore size and location, Henry System categories such as loops, whorls, and arches, and/or any 
other method known in the art for fingerprint comparisons. 


Beenau at ¶¶ [0166]-[0168]. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using facial recognition or recognition of any other body part or 
object. As discussed herein, facial recognition may include recognition of any facial features 
obtained through a facial scan such as, for example, the eyes, nose, cheeks, jaw line, forehead, 
chin, ear features, head shape, hairline, neck features, shoulder height and/or any portion 
thereof. Biometric security system 1502 may include a biometric sensor 1504 which may be 
configured with a video camera, optical scanner, and/or other hardware and/or software for 
acquiring the biometric data from the person such as, for example video scanning, optical 
scanning or otherwise sensing any portion of fob user. In one embodiment, biometric 
sensor 1504 of the security system 1502 may scan the face of a fob user in order to acquire his 
facial characteristics into fob 102. Biometric sensor 1504 may be in communication with a 
sensor/interface/driver 1506 such that sensor 1504 receives the facial information and transmits 
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a signal to controller 208 to facilitate activating the operation of fob 102. A power source (e.g., 
battery 1503) may be in communication with biometric sensor 1504 and sensor 
interface 1506 to provide the desired power for operation of the biometric security system 
components. 


Beenau at ¶ [0171]. 


Fob 102 may digitize the facial scan and compare it against a digitized facial scan stored in a 
database (e.g., security database 212) included on fob 102. The facial scan information may 
additionally be compared with information from one or more third-party databases 
communicating with fob 102 through any communication software and/or hardware, including 
for example, RFID reader 104, a USB connection, a wireless connection, a computer, a network 
and/or any other means for communicating. This transfer of information may include use of 
encryption, decryption, security keys, digital certificates and/or other security devices to confirm 
the security of the sample. Fob 102 may additionally communicate with third-party databases to 
facilitate a comparison between fob 102 identifier and other fob identifiers stored with the 
biometric samples. 


Protocol/sequence controller 208 may facilitate the local comparison to authenticate the 
biometric, and authentication circuit 210 may validate the information. Any of the embodiments 
may alternatively or additionally include remote comparisons performed or controlled by one or 
more third-party security vendors. One or more comparison techniques and/or technologies may 
be used for comparisons. For example, for facial recognition, protocol/sequence 
controller 208 may utilize an existing database to compare nodal points such as the distance 
between the eyes, the width of the nose, the jaw line, and the depth of the user's eye sockets. 
While only some types of nodal points are listed, the present invention recognizes that it is 
known that there are over 80 different nodal points on a human face that may be used for 
comparison in the present invention. Additionally, third-party devices such as facial recognition 
software and/or hardware systems may be used to facilitate facial recognition, such as the 
systems developed by Viisage, Imagis, and Identix which employ complex algorithms that 
facilitate both searching facial and/or ear scans and adjusting stored data based on eyewear, 
facial hair, and other changes in outward facial and/or ear appearance. 
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Beenau at ¶¶ [0173]-[0174]. 


Fob 102 may digitize the voice print and compare it against a digitized voice print stored in a 
database (e.g., security database 212) included on fob 102. The voice print information may 
additionally be compared with information from one or more third-party databases 
communicating with fob 102 through any communication software and/or hardware, including 
for example, RFID reader 104, a USB connection, a wireless connection, a computer, a network 
and/or any other means for communicating. Protocol/sequence controller 208 may facilitate the 
local comparison to authenticate the biometric and authentication circuit 210 may validate the 
information. Any of the embodiments may alternatively or additionally include remote 
comparisons performed or controlled by one or more third-party security vendors. 


Beenau at ¶ [0178]. 


Fob 102 may digitize the signature scan and compare it against a digitized signature scan stored 
in a database (e.g., security database 212) included on fob 102. The signature scan information 
may additionally be compared with information from one or more third-party databases 
communicating with fob 102 through any communication software and/or hardware, including 
for example, RFID reader 104, a USB connection, a wireless connection, a computer, a network 
and/or any other means for communicating. Protocol/sequence controller 208 may facilitate the 
local comparison to authenticate the biometric and authentication circuit 210 may validate the 
information. Any of the embodiments may alternatively or additionally include remote 
comparisons performed or controlled by one or more third-party security vendors. 


Beenau at ¶ [0183]. 


In one exemplary application of fob 102 incorporating biometric security system 
1502, system 1502 may capture the DNA scan of the fob user to initiate the mutual 
authentication process between fob 102 and RFID reader 104, and/or to provide verification of 
the user's identity. In one embodiment, biometric sensor 1504 of the security system 1502 may 
capture a DNA scan, when a user submits genetic material to sensor 1504. Biometric 
sensor 1504 may be in communication with a sensor/interface/driver 1506 such 
that sensor 1504 receives the DNA scan and transmits a signal to controller 208 to facilitate 
activating the operation of fob 102. A power source (e.g., battery 1503) may be in 
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communication with biometric sensor 1504 and sensor interface 1506 to provide the desired 
power for operation of the biometric security system components. 


Fob 102 may digitize the DNA scan based on genetic information reference points and compare 
it against a digitized DNA scan stored in a database (e.g., security database 212) included 
on fob 102. The DNA scan information may additionally be compared with information from 
one or more third-party databases communicating with fob 102 through any communication 
software and/or hardware, including for example, RFID reader 104, a USB connection, a 
wireless connection, a computer, a network and/or any other means for communicating. 
Protocol/sequence controller 208 may facilitate the local comparison to authenticate the 
biometric and authentication circuit 210 may validate the information. Any of the embodiments 
may alternatively or additionally include remote comparisons performed or controlled by one or 
more third-party security vendors. 


Beenau at ¶¶ [0192]-[0193]. 


In one exemplary application of fob 102 incorporating biometric security system 1502, 
system 1502 may capture the hand geometry scan of the fob user to initiate the mutual 
authentication process between fob 102 and RFID reader 104, and/or to provide verification of 
the user's identity. In one embodiment, biometric sensor 1504 of the security system 1502 may 
capture a hand geometry scan, when a user places his hand in front of an optical 
scanner. Biometric sensor 1504 may be in communication with a 
sensor/interface/driver 1506 such that sensor 1504 receives the hand geometry scan and 
transmits a signal to controller 208 to facilitate activating the operation of fob 102. A power 
source (e.g., battery 1503) may be in communication with biometric sensor 1504 and sensor 
interface 1506 to provide the desired power for operation of the biometric security system 
components. 


Fob 102 may digitize the hand geometry scan based on hand geometry parameters and compare 
it against a digitized hand geometry scan stored in a database (e.g., security database 212) 
included on fob 102. The hand geometry scan information may additionally be compared with 
information from one or more third-party databases communicating with fob 102 through any 
communication software and/or hardware, including for example, RFID reader 104, a USB 
connection, a wireless connection, a computer, a network and/or any other means for 
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communicating. Protocol/sequence controller 208 may facilitate the local comparison to 
authenticate the biometric and authentication circuit 210 may validate the information. Any of 
the embodiments may alternatively or additionally include remote comparisons performed or 
controlled by one or more third-party security vendors. 


For example, for hand geometry recognition, protocol/sequence controller 208 may utilize an 
existing database to compare hand shape, finger length, finger thickness, finger curvature and/or 
any other of the 90 different hand geometry parameters known in the art. This transfer of 
information may include use of encryption, decryption, security keys, digital certificates and/or 
other security devices to confirm the security of the sample. Fob 102 may additionally 
communicate with third-party databases to facilitate a comparison between fob 102 identifier 
and other fob identifiers stored with the biometric samples. Further, the present invention 
anticipates use of one or more third-party devices such as hand geometry recognition software 
and/or hardware systems to facilitate hand geometry scan comparisons, such as, for example IR 
Recognition Services and Human Recognition Services. 


Fob 102 and/or any other third-party security vendor system used in connection 
with fob 102 may additionally be configured with secondary security procedures to confirm that 
fake biometric samples are not being used. For example, to detect the use of false 
hands, system 1502 may be further configured to measure blood flow, to detect body heat and/or 
any other secondary procedure to thwart biometric security fraud. After verifying the biometric 
information, fob 102 and RFID reader 104 may begin mutual authentication by the methods 
described herein. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using auditory emissions biometrics. As discussed herein, 
auditory emissions biometrics may include emissions that an ear generates when stimulated by 
sound, such as vibrations and reverberated sound waves and/or any portion thereof. As discussed 
herein, these auditory emissions features may be collectively referred to as an “auditory 
emissions scan.” Biometric security system 1502 may include a biometric sensor 1504 which 
may be configured with an infrared optical sensor, an auditory sensor, an auditory generator 
and/or other hardware and/or software that facilitates the capture of biometric data from the 
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person such as, for example sound generating, scanning, detecting or otherwise sensing an 
auditory emissions scan of fob user. 


Beenau at ¶¶ [0197]-[0201]. 


In one exemplary application of fob 102 incorporating biometric security 
system 1502, system 1502 may capture the smellprint of the fob user to initiate the mutual 
authentication process between fob 102 and RFID reader 104, and/or to provide verification of 
the user's identity. In one embodiment, biometric sensor 1504 of the security system 1502 may 
capture a smellprint, when a user stands within at least two feet of sensor 1504. Biometric 
sensor 1504 may be in communication with a sensor/interface/driver 1506 such 
that sensor 1504 receives the smellprint and transmits a signal to controller 208 to facilitate 
activating the operation of fob 102. A power source (e.g., battery 1503) may be in 
communication with biometric sensor 1504 and sensor interface 1506 to provide the desired 
power for operation of the biometric security system components. 


Fob 102 may digitize the smellprint and compare it against a digitized smellprint stored in a 
database (e.g., security database 212) included on fob 102. The smellprint information may 
additionally be compared with information from one or more third-party databases 
communicating with fob 102 through any communication software and/or hardware, including 
for example, RFID reader 104, a USB connection, a wireless connection, a computer, a network 
and/or any other means for communicating. Protocol/sequence controller 208 may facilitate the 
local comparison to authenticate the biometric and authentication circuit 210 may validate the 
information. Any of the embodiments may alternatively or additionally include remote 
comparisons performed or controlled by one or more third-party security vendors. 


For example, for smellprints, protocol/sequence controller 208 may utilize an existing database 
to compare the difference in molecular structures, chemical compounds, temperature, mass 
differences, pressure, force, and odorants by using statistical, ANN and neuromorphic 
techniques. This transfer of information may include use of encryption, decryption, security 
keys, digital certificates and/or other security devices to confirm the security of the 
sample. Fob 102 may additionally communicate with third-party databases to facilitate a 
comparison between fob 102 identifier and other fob identifiers stored with the biometric 
samples. Further, the present invention anticipates use of one or more third-party devices such 
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as smellprint recognition software and/or hardware systems to facilitate smellprint comparisons, 
such as, for example those developed by Company Mastiff Electronic Systems. 


Fob 102 and/or any other third-party security vendor system used in connection 
with fob 102 may additionally be configured with secondary security procedures to confirm that 
fake biometric samples are not being used. For example, to detect the use of a false 
odorant, system 1502 may be further configured to detect man-made smells, abnormal odorants, 
body heat and/or any other secondary procedure to thwart biometric security fraud. After 
verifying the biometric information, fob 102 and RFID reader 104 may begin mutual 
authentication by the methods described herein. 


Beenau at ¶¶ [0207]-[0210]. 


In one exemplary application of fob 102 incorporating biometric security 
system 1502, system 1502 may capture the iris scan of the fob user to initiate the mutual 
authentication process between fob 102 and RFID reader 104, and/or to provide verification of 
the user's identity. In one embodiment, biometric sensor 1504 of the security system 1502 may 
capture an iris scan, when a user uses sensor 1504 to scan his iris while he is up to five feet away 
from sensor 1504. Sensor 1504 may scan the user's iris through contacts, sunglasses, and/or any 
other type of eye glasses. Biometric sensor 1504 may be in communication with a sensor 
interface/driver 1506 such that sensor 1504 receives the iris scan and transmits a signal 
to controller 208 to facilitate activating the operation of fob 102. A power source (e.g., 
battery 1503) may be in communication with biometric sensor 1504 and sensor 
interface 1506 to provide the desired power for operation of the biometric security system 
components. 


Fob 102 may digitize the iris scan based on iris characteristics and compare the scan against a 
digitized iris scan stored in a database (e.g., security database 212) included on fob 102. The iris 
scan information may additionally be compared with information from one or more third-party 
databases communicating with fob 102 through any communication software and/or hardware, 
including for example, RFID reader 104, a USB connection, a wireless connection, a computer, 
a network and/or any other means for communicating. Protocol/sequence controller 208 may 
facilitate the local comparison to authenticate the biometric and authentication circuit 210 may 
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validate the information. Any of the embodiments may alternatively or additionally include 
remote comparisons performed or controlled by one or more third-party security vendors. 


For example, for iris scans, protocol/sequence controller 208 may utilize an existing database to 
compare the surface patterns of the iris by localizing the boundaries and the eyelid contours of 
the iris and creating a phase code for the texture sequence in the iris. This transfer of information 
may include use of encryption, decryption, security keys, digital certificates and/or other 
security devices to confirm the security of the sample. Fob 102 may additionally communicate 
with third-party databases to facilitate a comparison between fob 102 identifier and other fob 
identifiers stored with the biometric samples. Further, the present invention anticipates use of 
one or more third-party devices such as iris scan recognition software and/or hardware systems 
to facilitate iris scan comparisons, such as, for example those developed by Iridian, LG 
Electronics and BioCom. 


Fob 102 and/or any other third-party security vendor system used in connection 
with fob 102 may additionally be configured with secondary security procedures to confirm that 
fake biometric samples are not being used. For example, to detect the use of a false 
iris, system 1502 may be further configured to vary the light shone into the eye to watch for 
pupil dilation, to detect body heat and/or any other secondary procedure to thwart biometric 
security fraud. After verifying the biometric information, fob 102 and RFID reader 104 may 
begin mutual authentication by the methods described herein. 


Beenau at ¶¶ [0217]-[0220]. 


In one exemplary application of fob 102 incorporating biometric security 
system 1502, system 1502 may capture the iris scan of the fob user to initiate the mutual 
authentication process between fob 102 and RFID reader 104, and/or to provide verification of 
the user's identity. In one embodiment, biometric sensor 1504 of the security system 1502 may 
capture a retinal scan, when a sensor 1504 shines a light source into the user's retina and detects 
the reflected retina pattern. Sensor 1504 may detect a user's retinal pattern when the user is up 
to five feet away from sensor 1504. Biometric sensor 1504 may be in communication with a 
sensor interface/driver 1506 such that sensor 1504 receives the retinal scan and transmits a 
signal to controller 208 to facilitate activating the operation of fob 102. A power source (e.g., 
battery 1503) may be in communication with biometric sensor 1504 and sensor 
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interface 1506 to provide the desired power for operation of the biometric security system 
components. 


Fob 102 may digitize the retinal scan based on retinal characteristics and compare the scan 
against a digitized iris scan stored in a database (e.g., security database 212) included 
on fob 102. The retinal scan information may additionally be compared with information from 
one or more third-party databases communicating with fob 102 through any communication 
software and/or hardware, including for example, RFID reader 104, a USB connection, a 
wireless connection, a computer, a network and/or any other means for communicating. 
Protocol/sequence controller 208 may facilitate the local comparison to authenticate the 
biometric and authentication circuit 210 may validate the information. Any of the embodiments 
may alternatively or additionally include remote comparisons performed or controlled by one or 
more third-party security vendors. 


For example, for retinal scans, protocol/sequence controller 208 may utilize an existing database 
to compare the blood vessel patterns of the retina by comparing stored and detected retinal 
patterns. This transfer of information may include use of encryption, decryption, security keys, 
digital certificates and/or other security devices to confirm the security of the 
sample. Fob 102 may additionally communicate with third-party databases to facilitate a 
comparison between fob 102 identifier and other fob identifiers stored with the biometric 
samples. Further, the present invention anticipates use of one or more third-party devices such 
as retinal scan recognition software and/or hardware systems to facilitate keystroke scan 
comparisons, such as, for example those developed by EyeKey and Retinal Technologies. 


Beenau at ¶¶ [0222]-[0224]. 
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Beenau at Fig. 2. 
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Beenau at Fig. 3. 
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Beenau at Fig. 9. 
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Beenau at Fig. 15. 







Appendix A-2 
 


37 


’875 Patent – Claim Exemplary Disclosures of Beenau 


 


Beenau at Fig. 16. 


To the extent Beenau does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Beenau alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Beenau discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 
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[1.e] a processor in 
communication with said plurality 
of biometric sensors, said first 
storage unit and said 
authentication unit; 


Beenau discloses and/or renders obvious a processor in communication with said plurality of biometric 
sensors, said first storage unit, and said authentication unit. See, e.g.,  
 


The present invention may be described herein in terms of functional block components, screen 
shots, optional selections and various processing steps. Such functional blocks may be realized 
by any number of hardware and/or software components configured to perform to specified 
functions. For example, the present invention may employ various integrated circuit 
components, (e.g., memory elements, processing elements, logic elements, look-up tables, and 
the like), which may carry out a variety of functions under the control of one or more 
microprocessors or other control devices. Similarly, the software elements of the present 
invention may be implemented with any programming or scripting language such as C, C++, 
Java, COBOL, assembler, PERL, extensible markup language (XML), JavaCard and MULTOS 
with the various algorithms being implemented with any combination of data structures, objects, 
processes, routines or other programming elements. Further, it should be noted that the present 
invention may employ any number of conventional techniques for data transmission, signaling, 
data processing, network control, and the like. For a basic introduction on cryptography, review 
a text written by Bruce Schneier entitled “Applied Cryptography: Protocols, Algorithms, and 
Source Code in C,” published by John Wiley & Sons (second edition, 1996), herein incorporated 
by reference. 


Beenau at ¶ [0049]. 


In an alternate embodiment, verification of purchases exceeding the established spending limit 
may involve biometrics circuitry included in fob 102. FIG. 9 is a schematic block diagram of 
an exemplary fob 102 wherein fob 102 includes a biometric security system 902. Biometric 
security system 902 may include a biometric sensor 904 for sensing the fingerprint of fob 
102 user. Biometric sensor 904 may be in communication with a sensor interface/driver 906 for 
receiving the sensor fingerprint and activating the operation of fob 102. In communication 
with biometric sensor 904 and sensor interface 906 may be a battery 903 for providing the 
necessary power for operation of the biometric security system components. 


In one exemplary application of fob 102 including biometric security system 902, the customer 
may place his finger on the biometric sensor to initiate the mutual authentication process 
between fob 102 and RFID reader 104, or to provide secondary verification of the user's 
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identity. The sensor fingerprint may be digitized and compared against a digitized fingerprint 
stored in a database (e.g., security database 212) included on fob 102. Such comparison step 
may be controlled by protocol/sequence controller 208 and may be validated by authentication 
circuit 210. Where such verification is made, the mutual authentication between fob 102 and 
RFID reader 104 may begin, and the transaction may proceed accordingly. Alternatively, the 
comparison may be made with a digitized fingerprint stored on a database maintained 
by fob 102 transaction account provider system (not shown). The digitized fingerprint may be 
verified in much the same way as is described above with respect to the PIN. 


In one exemplary application of fob 102 including biometric security system 
902, system 902 may be used to authorize a purchase exceeding the established per purchase 
spending limit. In this case, where the customer's intended purchase exceeds the spending limit, 
the customer may be asked to provide assurance that the purchase is authorized. Accordingly, 
the customer may provide such verification by placing his finger over biometric 
sensor 904. Biometric sensor 904 may then digitize the fingerprint and provide the digitized 
fingerprint for verification as described above. Once verified, fob 102 may provide a transaction 
authorized signal to RF transponder 202 (or alternatively to transponder 220) for forwarding 
to RFID reader 104. RFID reader 104 may then provide the transaction authorized signal 
to POS device 110 in similar manner as is done with conventional PIN driven systems and POS 
device 110 may process the transaction under the merchant's business as usual standard. 


Beenau at ¶¶ [0145]-[0147]. 


The biometric system may be configured as a security system and may include a registration 
procedure in which a user of transaction instrument (e.g., fob 102) proffers a sample of his 
fingerprints, DNA, retinal scan, voice, and/or other biometric sample to an authorized sample 
receiver (ASR). An ASR may include a local database, a remote database, a portable storage 
device, a host system, an issuer system, a merchant system, a fob issuer system, an employer, a 
financial institution, a non-financial institution, a loyalty point provider, a company, the military, 
the government, a school, a travel entity, a transportation authority, a security company, and/or 
any other system or entity that is authorized to receive and store biometric samples and associate 
the samples with specific biometric databases and/or transaction instruments (e.g., fobs 102). 
As used herein, a user of a fob, fob user, or any similar phrase may include the person or device 
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holding or in possession of the fob, or it may include any person or device that accompanies or 
authorizes the fob owner to use the fob. 


FIG. 14 illustrates an exemplary registration procedure in accordance with the present invention. 
In one embodiment, a fob user may contact an ASR to submit one or more biometric samples to 
an ASR (step 1401). The fob user may contact the ASR and submit a sample in person, through 
a computer and/or Internet, through software and/or hardware, through a third-party biometric 
authorization entity, through a kiosk and/or biometric registration terminal, and/or by any other 
direct or indirect means, communication device or interface for a person to contact an ASR. 


A fob user may then proffer a biometric sample to the ASR (step 1403). As used herein, a 
biometric sample may be any one or more of the biometric samples or technologies, or portion 
thereof, described herein or known in the art. By proffering one or more biometric samples, a 
biometric may be scanned by at least one of a retinal scan, iris scan, fingerprint scan, hand print 
scan, hand geometry scan, voice print scan, vascular scan, facial and/or ear scan, signature scan, 
keystroke scan, olfactory scan, auditory emissions scan, DNA scan, and/or any other type of 
scan to obtain a biometric sample. Upon scanning the sample, the system may submit the 
scanned sample to the ASR in portions during the scan, upon completing the scan or in batch 
mode after a certain time period. The scanned sample may include a hardcopy (e.g., photograph), 
digital representation, an analog version or any other configuration for transmitting the sample. 
The ASR receives the sample and the ASR may also receive copies of a fob user's biometric 
data along with the sample or at a different time (or within a different data packet) from receiving 
the sample. 


Beenau at ¶¶ [0152]-[0154]. 


The ASR and/or fob user may associate a specific fob 102 identifier with the biometric sample 
by any method known in the art for associating an identifier (e.g., through the use of software, 
hardware and/or manual entry.) The ASR may additionally verify the fob user and/or fob 102 by 
using one or more forms of the user's secondary identification (step 1407). For example, the 
ASR may verify the fob user by matching the fob information to information retrieved from 
scanning information from a fob user's driver's license. The ASR may verify fob 102 by 
contacting the vendor of fob 102 to confirm that fob 102 was issued to a specific fob user. In 
another embodiment, the ASR may activate fob 102 during the registration procedure to confirm 
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that the fob 102 transponder identifier and other information is properly associated with the fob 
user and the fob user's specific biometric samples. The ASR may additionally employ one or 
more verification methods to confirm that the biometric sample belongs to the user, such as, for 
example, the ASR may request from the user demographic information, further biometric 
samples and/or any other information. As used herein, “confirm,” “confirmation” or any similar 
term includes verifying or substantially verifying the accuracy, existence, non-existence, 
corroboration, and/or the like of the information, component, or any portion thereof. The ASR 
may additionally employ one or more additional processing methods in order to facilitate 
association of a biometric sample. As used herein, the term processing may include scanning, 
detecting, associating, digitizing, printing, comparing, storing, encrypting, decrypting, and/or 
verifying a biometric and/or a biometric sample, or any portion thereof. 


Upon association, authentication and/or verification of the biometric sample and fob 102, the 
system may create a data packet and for the sample store the data packet and fob 102 identifier 
(step 1409) in one or more databases on and/or in communication with system 100 via a 
network, server, computer, or any other means of communicating as described herein. The 
database(s) may be any type of database described herein. For example, a biometric sample 
stored on fob 102 may be stored in database 212. The database(s) may be located at or operated 
by any of the entities discussed herein such as, for example, the ASR and/or by a third-party 
biometric database operator. 


The information stored in the database may be sorted or stored according to one or more 
characteristics associated with the sample in order to facilitate faster access to the stored sample. 
For example, fingerprint samples may be stored in a separate database than voice prints. As 
another example, all fingerprints with certain whirl patterns may be stored in a separate sub-
database and/or database from fingerprints with arch patterns. 


Beenau at ¶¶ [0161]-[0163]. 


In one exemplary application of fob 102 incorporating biometric security system 1502, the user 
may place his finger on the biometric sensor to initiate the mutual authentication process 
between fob 102 and RFID reader 104, and/or to provide verification of the user's 
identity. Fob 102 may digitize the fingerprint and compare it against a digitized fingerprint 
stored in a database (e.g., security database 212) included on fob 102. The fingerprint 
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information may additionally be compared with information from one or more third-party 
databases communicating with fob 102 through any communication software and/or hardware, 
including for example, RFID reader 104, a USB connection, a wireless connection, a computer, 
a network and/or any other means for communicating. This transfer of information may include 
use of encryption, decryption, security keys, digital certificates and/or other security devices to 
confirm the security of the sample. Fob 102 may additionally communicate with third-party 
databases to facilitate a comparison between fob 102 identifier and other fob identifiers stored 
with the biometric samples. As used herein, compare, comparison and similar terms may include 
determining similarities, differences, existence of elements, non-existence of elements and/or 
the like. 


Beenau at ¶ at [0167]. 


Fob 102 may digitize the facial scan and compare it against a digitized facial scan stored in a 
database (e.g., security database 212) included on fob 102. The facial scan information may 
additionally be compared with information from one or more third-party databases 
communicating with fob 102 through any communication software and/or hardware, including 
for example, RFID reader 104, a USB connection, a wireless connection, a computer, a network 
and/or any other means for communicating. This transfer of information may include use of 
encryption, decryption, security keys, digital certificates and/or other security devices to confirm 
the security of the sample. Fob 102 may additionally communicate with third-party databases to 
facilitate a comparison between fob 102 identifier and other fob identifiers stored with the 
biometric samples. 


Beenau at ¶ at [0173]. 


Fob 102 may digitize the signature scan and compare it against a digitized signature scan stored 
in a database (e.g., security database 212) included on fob 102. The signature scan information 
may additionally be compared with information from one or more third-party databases 
communicating with fob 102 through any communication software and/or hardware, including 
for example, RFID reader 104, a USB connection, a wireless connection, a computer, a network 
and/or any other means for communicating. Protocol/sequence controller 208 may facilitate the 
local comparison to authenticate the biometric and authentication circuit 210 may validate the 
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information. Any of the embodiments may alternatively or additionally include remote 
comparisons performed or controlled by one or more third-party security vendors. 


Beenau at ¶ at [0183]. 


To the extent Beenau does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Beenau alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Beenau discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[1.f] wherein access to the 
personal data and documentation 
files stored in said first storage 
unit is only enabled after said 
authentication unit positively 
matches each of the plurality of 
personal biological biometric 
identification parameters of the 
user holding the apparatus with the 
pre-recorded set of personal 
biological identification 
parameters stored in said second 
storage unit; and 


Beenau discloses and/or renders obvious access to the personal data and documentation files stored in said first 
storage unit is only enabled after said authentication unit positively matches each of the plurality of personal 
biological biometric identification parameters of the user holding the apparatus with the pre-recorded set of 
personal biological identification parameters stored in said second storage unit. See, e.g., 
 


The present invention discloses a system and methods for biometric security using hand 
geometry recognition biometrics in a transponder-reader system. The biometric security system 
also includes a hand geometry scan sensor that detects biometric samples and a device for 
verifying biometric samples. In one embodiment, the biometric security system includes a 
transponder configured with a hand geometry scan sensor. In another embodiment, the system 
includes a reader configured with a hand geometry scan sensor. In yet another embodiment, the 
present invention discloses methods for proffering and processing hand geometry scan samples 
to facilitate authorization of transactions. 


Beenau at Abstract. 


RF module 302 may include, for example, transponder 306 in communication with 
authentication circuitry 308 which may be in communication with a secure database 310. 
Authentication circuitry 308 and database 310 may be of similar description and operation as 
described with respect to authentication circuitry 210 and secure memory database 212 of FIG. 







Appendix A-2 
 


44 


’875 Patent – Claim Exemplary Disclosures of Beenau 


2. For example, database 310 may store data corresponding to fob 102 which are authorized to 
transact business over system 100. Database 310 may additionally store RFID reader 
104 identifying information for providing to fob 102 for use in authenticating whether RFID 
reader 104 is authorized to be provided the fob account number stored on fob database 214. 


Authentication circuitry 308 may be of similar description and operation as authentication 
circuitry 210. That is, authentication circuitry 308 may be configured to authenticate the signal 
provided by fob 102 in similar manner that authentication circuitry 210 may be configured to 
authenticate the signal provided by RFID reader 104. As is described more fully 
below, fob 102 and RFID reader 104 engage in mutual authentication. In this context, “mutual 
authentication” may mean that operation of the system 100 may not take place 
until fob 102 authenticates the signal from RFID reader 104, and RFID reader 104 authenticates 
the signal from fob 102. 


FIG. 4 is a flowchart of an exemplary authentication process in accordance with the present 
invention. The authentication process is depicted as one-sided. That is, the flowchart depicts the 
process of RFID reader 104 authenticating fob 102, although similar steps may be followed in 
the instance that fob 102 authenticates RFID reader 104. 


Beenau at ¶¶ [0077]-[0079]. 


Once the authentication code is decrypted, the decrypted authentication code is compared to the 
authentication code provided by RFID reader 104 at step 402 (step 412) to verify its 
authenticity. If the decrypted authorization code is not readable (e.g., recognizable) by 
the authentication circuit 308, fob 102 is deemed to be unauthorized (e.g., unverified) (step 418) 
and the operation of system 100 is terminated (step 420). Contrarily, if the decrypted 
authorization code is recognizable (e.g., verified) by fob 102, the decrypted authorization code 
is deemed to be authenticated (step 414), and the transaction is allowed to proceed (step 416). 
In one particular embodiment, the proceeding transaction may mean that fob 102 may 
authenticate RFID reader 104 prior to RFID reader 104 authenticating fob 102, although, it 
should be apparent that RFID reader 104 may authenticate fob 102 prior to 
fob 102 authenticating RFID reader 104. 
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Beenau at ¶ [0083]. 


FIGS. 6A-B illustrate an exemplary flowchart of a personalization procedure which may be used 
to personalize fob 102 and/or RFID reader 104. Although the following description discusses 
mainly personalization of fob 102, RFID reader 104 may be personalized using a similar 
process. The personalization process, which occurs between the personalization system 116 and 
the device to be personalized (e.g., fob 102 or RFID reader 104), may begin, for example 
at step 602. Mutual authentication may occur between the personalization system 116 and the 
device to be authenticated in much the same manner as was described above with regard 
to fob 102 mutually authenticating with RFID reader 104. That is, personalization 
system 116 may transmit a personalization system 116 identifier to the device to be 
authenticated which is compared by the device authentication circuitry 210, 308 against 
personalization system identifiers stored in the device database 212, 310. Where a match does 
not occur (step 604), the personalization process may be aborted (step 612). Where a match 
occurs (step 604), the personalization system may prepare a personalization file to be provided 
to the device to be personalized (step 606). If the personalization system is operated manually, 
the personalization file may be entered into the personalization system 116 using any suitable 
system interface such as, for example, a keyboard (step 606). Where the personalization 
system 116 operator elects to delay the preparation of the personalization files, 
the system 116 may abort the personalization process (step 610). In this context, the 
personalization file may include the unique fob 102 or RFID reader 104 identifier, security key 
for loading into database 212 and 310, and/or security keys for decrypting a fob account number 
which may be loaded in database 320. 


Fob 102 may be personalized by direct connection to the personalization system 116 via RF 
ISO/IEC 14443 interface 114, or fob 102 may be personalized using RFID 
reader 104. Personalization system 116 and RFID reader 104 may engage in mutual 
authentication and RFID reader 104 may be configured to transmit the fob personalization file 
to fob 102 via RF. Once fob 102 is presented to RFID reader 104 (steps 608, 614) for 
personalization, fob 102 and RFID reader 104 may engage in mutual authentication (step 614). 
Where fob 102 is not presented to RFID reader 104 for personalization, the personalization 
process may be aborted (step 610). 
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Beenau at ¶¶ [0095]-[0096]. 


Fob 102 and RFID reader 104 may then engage in mutual authentication (step 810). Where the 
mutual authentication is unsuccessful, an error message may be provided to the customer via the 
RFID optical and/or audible indicator (step 814) and the transaction may be aborted (step 816). 
Where the mutual authentication is successful (step 812), RFID reader 104 may provide the 
customer with an appropriate optical and/or audible message (e.g., “transaction processing” or 
“wait”) (step 818). The fob protocol/sequence controller 208 may then retrieve 
from database 214 an encrypted fob account number and provide the encrypted account number 
to RFID reader 104 (step 820). 


Beenau at ¶ [0108]. 


An exemplary preloaded value processing system 1000 is shown with respect to FIG. 10. 
Preloaded value processing system 1000 may include fob 102 including transponder 114, 
which is in communication with a merchant system 130 via RFID reader 104 or computer 
interface 134 as is described with respect to FIG. 1A. The merchant system may be in 
communication with an issuer system 1010, where issuer system 1010 may be maintained by 
any entity (e.g., non-financial or financial institution, American Express®, Visa® and/or 
MasterCard®, etc.) which permits fob 102 user to store a preload value amount in a preloaded 
value account (e.g., data file) maintained on an issuer database 1012 of similar construction 
as database 212. Issuer system 1010 may further include one or more process servers for 
processing a fob transaction. As shown, POS device 110 (included in merchant system 130) may 
be in communication with an issuer account server (IAS) 1014 for receiving the fob account 
information from POS device 110. IAS 1014 may be in further communication with a preloaded 
value authorization server (PLAS) 1016 for processing transactions involving a preloaded value 
fob. PLAS 1016 may be in further communication with issuer database 1012 for retrieving 
funds from the preloaded value data file (not shown) which are used for satisfying the preloaded 
fob or merchant transaction request. In this instance, the preloaded value data file may be 
included on database 1012 as, for example, one or more sub-files. 


As used herein, the term “issuer” or “account provider” may refer to any entity facilitating 
payment of a transaction using a fob, and may include systems permitting payment using at least 
one of a preloaded and non-preloaded fob. Typical issuers may be, for example, American 
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Express®, MasterCard®, Visa, Discover®, and the like. In the preloaded value processing 
context, an exchange value (e.g., money, rewards points, barter points, etc.) may be stored in a 
preloaded value data file for use in completing a requested transaction. In one embodiment, the 
exchange value is not be stored on the fob itself. Further, the preloaded value data file may be 
debited the amount of the transaction, so the preloaded value account may be replenished. As 
described more fully below, the preloaded value system platform may be used to complete 
“direct link” transactions. In which case, the preloaded value account may function as a place 
holder and may store a zero value. 


The preloaded value data file may be any conventional data file configuration for storing a value 
(e.g., monetary, rewards points, barter points, etc.) which may be exchanged for goods or 
services. In that regard, the preloaded value data file may have any configuration as determined 
or desired by the issuer system 1010. 


In exemplary operation, fob identifying information (e.g., account number or fob marker) may 
be provided to POS device 110 in similar manner as was discussed with respect to FIG. 1A. 
That is, fob 102 may be presented to merchant system 130 via RFID reader 104 or a computer 
interface 134, which may provide the fob identifying information in Track 1 or Track 2 format, 
or any format recognizable by POS device 110 and/or issuer system 1010. POS 
device 110 included in merchant system 130 may receive fob 102 identifying information and 
provide fob 102 identifying information along with the transaction identifying information (e.g., 
amount, quantity, merchant identification, etc.) to issuer system 1010 for 
authorization. Merchant system 130 may additionally include a merchant system marker or 
identifier for indicating a merchant system identity. Merchant system 130 may combine 
fob 102 identifying information, the merchant identifying information, and/or the transaction 
identifying information, into a merchant transaction request for providing to the issuer 
system 1010. 


Beenau at ¶¶ [0111]-[0114]. 


The biometric system may be configured as a security system and may include a registration 
procedure in which a user of transaction instrument (e.g., fob 102) proffers a sample of his 
fingerprints, DNA, retinal scan, voice, and/or other biometric sample to an authorized sample 
receiver (ASR). An ASR may include a local database, a remote database, a portable storage 
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device, a host system, an issuer system, a merchant system, a fob issuer system, an employer, a 
financial institution, a non-financial institution, a loyalty point provider, a company, the military, 
the government, a school, a travel entity, a transportation authority, a security company, and/or 
any other system or entity that is authorized to receive and store biometric samples and associate 
the samples with specific biometric databases and/or transaction instruments (e.g., fobs 102). 
As used herein, a user of a fob, fob user, or any similar phrase may include the person or device 
holding or in possession of the fob, or it may include any person or device that accompanies or 
authorizes the fob owner to use the fob. 


FIG. 14 illustrates an exemplary registration procedure in accordance with the present invention. 
In one embodiment, a fob user may contact an ASR to submit one or more biometric samples to 
an ASR (step 1401). The fob user may contact the ASR and submit a sample in person, through 
a computer and/or Internet, through software and/or hardware, through a third-party biometric 
authorization entity, through a kiosk and/or biometric registration terminal, and/or by any other 
direct or indirect means, communication device or interface for a person to contact an ASR. 


A fob user may then proffer a biometric sample to the ASR (step 1403). As used herein, a 
biometric sample may be any one or more of the biometric samples or technologies, or portion 
thereof, described herein or known in the art. By proffering one or more biometric samples, a 
biometric may be scanned by at least one of a retinal scan, iris scan, fingerprint scan, hand print 
scan, hand geometry scan, voice print scan, vascular scan, facial and/or ear scan, signature scan, 
keystroke scan, olfactory scan, auditory emissions scan, DNA scan, and/or any other type of 
scan to obtain a biometric sample. Upon scanning the sample, the system may submit the 
scanned sample to the ASR in portions during the scan, upon completing the scan or in batch 
mode after a certain time period. The scanned sample may include a hardcopy (e.g., photograph), 
digital representation, an analog version or any other configuration for transmitting the sample. 
The ASR receives the sample and the ASR may also receive copies of a fob user's biometric 
data along with the sample or at a different time (or within a different data packet) from receiving 
the sample. 


Beenau at ¶¶ [0152]-[0154]. 


In another embodiment, fob user may associate each account with a different biometric sample. 
For example, during registration, fob user may submit a sample of his right index fingerprint, 
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and request that the system primarily associate this sample with a particular credit card account. 
Fob user may additionally submit a sample of his left index fingerprint and request that the 
system primarily associate the sample with a particular debit account. Additionally, fob user 
may submit his right thumbprint and request that the system primarily associate that sample with 
a particular frequent flier account. By “primarily” associating a sample with an account, the 
system initially associates the sample with that account. For example, fob user submitting his 
right index fingerprint for a financial transaction may have money for the transaction taken from 
his credit card account. Fob user may additionally specify which accounts should be secondarily 
associated with a sample. For example, fob user may have a debit card account secondarily 
associated with his right index fingerprint. As a result, if fob user submits his right index 
fingerprint for a transaction, and the primary account associated with the sample is overdrawn 
or unavailable, the secondary account may be accessed in order to further the transaction. 


Beenau at ¶ [0159]. 


The ASR and/or fob user may associate a specific fob 102 identifier with the biometric sample 
by any method known in the art for associating an identifier (e.g., through the use of software, 
hardware and/or manual entry.) The ASR may additionally verify the fob user and/or fob 102 by 
using one or more forms of the user's secondary identification (step 1407). For example, the 
ASR may verify the fob user by matching the fob information to information retrieved from 
scanning information from a fob user's driver's license. The ASR may verify fob 102 by 
contacting the vendor of fob 102 to confirm that fob 102 was issued to a specific fob user. In 
another embodiment, the ASR may activate fob 102 during the registration procedure to confirm 
that the fob 102 transponder identifier and other information is properly associated with the fob 
user and the fob user's specific biometric samples. The ASR may additionally employ one or 
more verification methods to confirm that the biometric sample belongs to the user, such as, for 
example, the ASR may request from the user demographic information, further biometric 
samples and/or any other information. As used herein, “confirm,” “confirmation” or any similar 
term includes verifying or substantially verifying the accuracy, existence, non-existence, 
corroboration, and/or the like of the information, component, or any portion thereof. The ASR 
may additionally employ one or more additional processing methods in order to facilitate 
association of a biometric sample. As used herein, the term processing may include scanning, 
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detecting, associating, digitizing, printing, comparing, storing, encrypting, decrypting, and/or 
verifying a biometric and/or a biometric sample, or any portion thereof. 


Beenau at ¶ [0161]. 


Protocol/sequence controller 208 may facilitate the local comparison to authenticate the 
biometric and authentication circuit 210 may validate the information. Any of the embodiments 
may alternatively or additionally include remote comparisons performed or controlled by one or 
more third-party security vendors. One or more comparison techniques and/or technologies may 
be used for comparisons. For example, for fingerprint comparisons, protocol/sequence 
controller 208 may utilize an existing database to compare fingerprint minutia such as, for 
example, ridge endings, bifurcation, lakes or enclosures, short ridges, dots, spurs and crossovers, 
pore size and location, Henry System categories such as loops, whorls, and arches, and/or any 
other method known in the art for fingerprint comparisons. 


Beenau at ¶ [0168]. 


Fob 102 may digitize the facial scan and compare it against a digitized facial scan stored in a 
database (e.g., security database 212) included on fob 102. The facial scan information may 
additionally be compared with information from one or more third-party databases 
communicating with fob 102 through any communication software and/or hardware, including 
for example, RFID reader 104, a USB connection, a wireless connection, a computer, a network 
and/or any other means for communicating. This transfer of information may include use of 
encryption, decryption, security keys, digital certificates and/or other security devices to confirm 
the security of the sample. Fob 102 may additionally communicate with third-party databases to 
facilitate a comparison between fob 102 identifier and other fob identifiers stored with the 
biometric samples. 


Protocol/sequence controller 208 may facilitate the local comparison to authenticate the 
biometric, and authentication circuit 210 may validate the information. Any of the embodiments 
may alternatively or additionally include remote comparisons performed or controlled by one or 
more third-party security vendors. One or more comparison techniques and/or technologies may 
be used for comparisons. For example, for facial recognition, protocol/sequence 
controller 208 may utilize an existing database to compare nodal points such as the distance 
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between the eyes, the width of the nose, the jaw line, and the depth of the user's eye sockets. 
While only some types of nodal points are listed, the present invention recognizes that it is 
known that there are over 80 different nodal points on a human face that may be used for 
comparison in the present invention. Additionally, third-party devices such as facial recognition 
software and/or hardware systems may be used to facilitate facial recognition, such as the 
systems developed by Viisage, Imagis, and Identix which employ complex algorithms that 
facilitate both searching facial and/or ear scans and adjusting stored data based on eyewear, 
facial hair, and other changes in outward facial and/or ear appearance. 


Beenau at ¶¶ [0173]-[0174]. 


Fob 102 may digitize the signature scan and compare it against a digitized signature scan stored 
in a database (e.g., security database 212) included on fob 102. The signature scan information 
may additionally be compared with information from one or more third-party databases 
communicating with fob 102 through any communication software and/or hardware, including 
for example, RFID reader 104, a USB connection, a wireless connection, a computer, a network 
and/or any other means for communicating. Protocol/sequence controller 208 may facilitate the 
local comparison to authenticate the biometric and authentication circuit 210 may validate the 
information. Any of the embodiments may alternatively or additionally include remote 
comparisons performed or controlled by one or more third-party security vendors. 


Beenau at ¶¶ [0183]. 


In one exemplary application of fob 102 incorporating biometric security system 1502, 
system 1502 may capture the vascular scan of the fob user to initiate the mutual authentication 
process between fob 102 and RFID reader 104, and/or to provide verification of the user's 
identity. In one embodiment, biometric sensor 1504 of the security system 1502 may capture a 
vascular scan, when a user places his hand in front of an optical scanner. Biometric 
sensor 1504 may be in communication with a sensor/interface/driver 1506 such 
that sensor 1504 receives the vascular scan and transmits a signal to controller 208 to facilitate 
activating the operation of fob 102. A power source (e.g., battery 1503) may be in 
communication with biometric sensor 1504 and sensor interface 1506 to provide the desired 
power for operation of the biometric security system components. 
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Beenau at ¶¶ [0187]. 
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Beenau at Fig. 4. 
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Beenau at Fig. 6A. 


 


Beenau at Fig. 6B. 
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Beenau at Fig. 8. 
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To the extent Beenau does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Beenau alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Beenau discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[1.g] wherein, whenever any of 
said at least one life signs detector 
detects a critical level of said user 
measured life sign parameters, the 
apparatus is configured to prevent 
access to said user’s personal data 
and documentation files stored in 
said first storage unit. 


Beenau discloses and/or renders obvious whenever any of said at least one life signs detector detects a critical 
level of said user measured life sign parameters, the apparatus is configured to prevent access to said user’s 
personal data and documentation files stored in said first storage unit. See, e.g.,  
 


Fob 102 may additionally be configured with secondary security procedures to confirm that fake 
biometric samples are not being used. For example, to detect the use of fake 
fingers, fob 102 may be further configured to measure blood flow, to check for correctly aligned 
ridges at the edges of the fingers, and/or any other secondary procedure to reduce biometric 
security fraud. Other security procedures for ensuring the authenticity of biometric samples may 
include monitoring pupil dilation for retinal and/or iris scans, pressure sensors, blinking sensors, 
human motion sensors, body heat sensors and/or any other procedures known in the art for 
authenticating the authenticity of biometric samples. 


Beenau at ¶ [0169]. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using facial recognition or recognition of any other body part or 
object. As discussed herein, facial recognition may include recognition of any facial features 
obtained through a facial scan such as, for example, the eyes, nose, cheeks, jaw line, forehead, 
chin, ear features, head shape, hairline, neck features, shoulder height and/or any portion 
thereof. Biometric security system 1502 may include a biometric sensor 1504 which may be 
configured with a video camera, optical scanner, and/or other hardware and/or software for 
acquiring the biometric data from the person such as, for example video scanning, optical 
scanning or otherwise sensing any portion of fob user. In one embodiment, biometric 
sensor 1504 of the security system 1502 may scan the face of a fob user in order to acquire his 
facial characteristics into fob 102. Biometric sensor 1504 may be in communication with a 
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sensor/interface/driver 1506 such that sensor 1504 receives the facial information and transmits 
a signal to controller 208 to facilitate activating the operation of fob 102. A power source (e.g., 
battery 1503) may be in communication with biometric sensor 1504 and sensor 
interface 1506 to provide the desired power for operation of the biometric security system 
components. 


Beenau at ¶ [0171]. 


Fob 102 may digitize the facial scan and compare it against a digitized facial scan stored in a 
database (e.g., security database 212) included on fob 102. The facial scan information may 
additionally be compared with information from one or more third-party databases 
communicating with fob 102 through any communication software and/or hardware, including 
for example, RFID reader 104, a USB connection, a wireless connection, a computer, a network 
and/or any other means for communicating. This transfer of information may include use of 
encryption, decryption, security keys, digital certificates and/or other security devices to confirm 
the security of the sample. Fob 102 may additionally communicate with third-party databases to 
facilitate a comparison between fob 102 identifier and other fob identifiers stored with the 
biometric samples. 


Protocol/sequence controller 208 may facilitate the local comparison to authenticate the 
biometric, and authentication circuit 210 may validate the information. Any of the embodiments 
may alternatively or additionally include remote comparisons performed or controlled by one or 
more third-party security vendors. One or more comparison techniques and/or technologies may 
be used for comparisons. For example, for facial recognition, protocol/sequence 
controller 208 may utilize an existing database to compare nodal points such as the distance 
between the eyes, the width of the nose, the jaw line, and the depth of the user's eye sockets. 
While only some types of nodal points are listed, the present invention recognizes that it is 
known that there are over 80 different nodal points on a human face that may be used for 
comparison in the present invention. Additionally, third-party devices such as facial recognition 
software and/or hardware systems may be used to facilitate facial recognition, such as the 
systems developed by Viisage, Imagis, and Identix which employ complex algorithms that 
facilitate both searching facial and/or ear scans and adjusting stored data based on eyewear, 
facial hair, and other changes in outward facial and/or ear appearance. 
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Fob 102 may additionally be configured with secondary security procedures to confirm that fake 
biometric samples are not being used. For example, to detect the use of fake facial 
features, fob 102 may be further configured to measure blood flow, to detect a thermal pattern 
associated with facial features, and/or any other secondary procedure to reduce biometric 
security fraud. Other security procedures for ensuring the authenticity of biometric samples may 
include monitoring pupil dilation for retinal and/or iris scans, pressure sensors, blinking sensors, 
human motion sensors, body heat sensors and/or any other procedures known in the art for 
authenticating the authenticity of biometric samples. After verifying the biometric 
information, fob 102 and RFID reader 104 may begin mutual authentication by any of the 
methods described herein. 


Beenau at ¶¶ [0173]-[0175]. 


Fob 102 and/or any other third-party security vendor system used in connection 
with fob 102 may additionally be configured with secondary security procedures to confirm that 
fake biometric samples are not being used. For example, to detect the use of a recorded 
voice, system 1502 may be further configured to detect audio noise associated with an electronic 
device and/or any other secondary procedure to thwart biometric security fraud. After verifying 
the biometric information, fob 102 and RFID reader 104 may begin mutual authentication by 
the methods described herein. 


In another exemplary embodiment of the present invention, biometric security system 1502 may 
be configured for facilitating biometric security using signature recognition. As discussed 
herein, signature recognition may include recognition of the shape, speed, stroke, stylus 
pressure, timing information and/or other signature information and/or any portion thereof 
during the act of signing. As discussed herein, these signature recognition features may be 
collectively referred to as a “signature scan.” Biometric security system 1502 may include 
a biometric sensor 1504 which may be configured with an LCD screen, digitizing tablet and/or 
other hardware and/or software that facilitates digitization of biometric data from the person 
such as, for example signature scanning, recording or otherwise sensing the signature of fob 
user. 


Beenau at ¶¶ [0180]-[0181]. 
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Fob 102 and/or any other third-party security vendor system used in connection 
with fob 102 may additionally be configured with secondary security procedures to confirm that 
fake biometric samples are not being used. For example, to detect the use of a false signature 
device, system 1502 may be further configured to detect a thermal pattern associated with a 
human hand and/or any other secondary procedure to thwart biometric security fraud. After 
verifying the biometric information, fob 102 and RFID reader 104 may begin mutual 
authentication by the methods described herein. 


In another exemplary embodiment, biometric security system 1502 may be configured for 
facilitating biometric security using vascular pattern recognition. As discussed herein, vascular 
pattern may include recognition of structures, depths, and other biometric reference points of 
arterial tissues, vein tissues, capillary tissues, epithelial tissues, connective tissues, muscle 
tissues, nervous and/or other inner tissues and/or any portion thereof. As discussed herein, these 
vascular pattern features may be collectively referred to as a “vascular scan.” Biometric security 
system 1502 may include a biometric sensor 1504 which may be configured with an optical 
scanner, thermal scanner and/or other hardware and/or software that facilitates capture of 
biometric data from the person such as, for example scanning, detecting or otherwise sensing a 
vascular pattern of fob user. 


In one exemplary application of fob 102 incorporating biometric security system 1502, system 
1502 may capture the vascular scan of the fob user to initiate the mutual authentication process 
between fob 102 and RFID reader 104, and/or to provide verification of the user's identity. In 
one embodiment, biometric sensor 1504 of the security system 1502 may capture a vascular 
scan, when a user places his hand in front of an optical scanner. Biometric sensor 1504 may be 
in communication with a sensor/interface/driver 1506 such that sensor 1504 receives the 
vascular scan and transmits a signal to controller 208 to facilitate activating the operation 
of fob 102. A power source (e.g., battery 1503) may be in communication with biometric 
sensor 1504 and sensor interface 1506 to provide the desired power for operation of the 
biometric security system components. 


Beenau at ¶¶ [0185]-[0187]. 


Fob 102 and/or any other third-party security vendor system used in connection 
with fob 102 may additionally be configured with secondary security procedures to confirm that 
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fake biometric samples are not being used. For example, to detect the use false 
DNA, system 1502 may be further configured to take a DNA sample directly off a user and/or 
any other secondary procedure to thwart biometric security fraud. After verifying the biometric 
information, fob 102 and RFID reader 104 may begin mutual authentication by the methods 
described herein. 


Beenau at ¶ [0195]. 


Fob 102 and/or any other third-party security vendor system used in connection 
with fob 102 may additionally be configured with secondary security procedures to confirm that 
fake biometric samples are not being used. For example, to detect the use of a false 
iris, system 1502 may be further configured to vary the light shone into the eye to watch for 
pupil dilation, to detect body heat and/or any other secondary procedure to thwart biometric 
security fraud. After verifying the biometric information, fob 102 and RFID reader 104 may 
begin mutual authentication by the methods described herein. 


Beenau at ¶ [0220]. 


For example, for retinal scans, protocol/sequence controller 208 may utilize an existing database 
to compare the blood vessel patterns of the retina by comparing stored and detected retinal 
patterns. This transfer of information may include use of encryption, decryption, security keys, 
digital certificates and/or other security devices to confirm the security of the 
sample. Fob 102 may additionally communicate with third-party databases to facilitate a 
comparison between fob 102 identifier and other fob identifiers stored with the biometric 
samples. Further, the present invention anticipates use of one or more third-party devices such 
as retinal scan recognition software and/or hardware systems to facilitate keystroke scan 
comparisons, such as, for example those developed by EyeKey and Retinal Technologies. 


Beenau at ¶ [0224]. 


To the extent Beenau does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Beenau alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
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To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Beenau discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[4] The apparatus according to 
claim 1, further comprising: 


communication and data 
connection means for 
communicating with an external 
device, said communication and 
data connection means being 
controlled by and in 
communication with said 
processor. 


Claim 4 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Beenau discloses and/or renders obvious the apparatus according to claim 1, further comprising: 
communication and data connection means for communicating with an external device, said communication 
and data connection means being controlled by and in communication with said processor.  See, e.g.,  
 


In addition, many applications of the present invention could be formulated. The exemplary 
network disclosed herein may include any system for exchanging data or transacting business, 
such as the Internet, an intranet, an extranet, WAN, LAN, satellite communications, and/or the 
like. It is noted that the network may be implemented as other types of networks, such as an 
interactive television network (ITN). 


Where required, the system user may interact with the system via any input device such as, a 
keypad, keyboard, mouse, kiosk, personal digital assistant, handheld computer (e.g., Palm 
Pilot®, Blackberry®), cellular phone and/or the like). Similarly, the invention could be used in 
conjunction with any type of personal computer, network computer, work station, minicomputer, 
mainframe, or the like running any operating system such as any version of Windows, Windows 
NT, Windows 2000, Windows 98, Windows 95, MacOS, OS/2, BeOS, Linux, UNIX, Solaris or 
the like. Moreover, although the invention may frequently be described as being implemented 
with TCP/IP communications protocol, it should be understood that the invention could also be 
implemented using SNA, IPX, Appletalk, IPte, NetBIOS, OSI or any number of 
communications protocols. Moreover, the system contemplates, the use, sale, or distribution of 
any goods, services or information over any network having similar functionality described 
herein. 


Beenau at ¶¶ [0050]-[0051]. 


A variety of conventional communications media and protocols may be used for data 
links 120, 122, 124, and 128. For example, data links 120, 122, 124, and 128 may be an Internet 
Service Provider (ISP) configured to facilitate communications over a local loop as is typically 
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used in connection with standard modem communication, cable modem, dish networks, ISDN, 
Digital Subscriber Lines (DSL), or any wireless communication media. In addition, merchant 
system 130 including POS device 110 and host network 112 may reside on a local area network 
which interfaces to a remote network (not shown) for remote authorization of an intended 
transaction. Merchant system 130 may communicate with the remote network via a leased line, 
such as a T1, D3 line, or the like. Such communications lines are described in a variety of texts, 
such as, “Understanding Data Communications,” by Gilbert Held, which is incorporated herein 
by reference. 


Beenau at ¶ [0056]. 


To the extent Beenau does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Beenau alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Beenau discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[15] The apparatus according to 
claim 1, further comprising an 
integrated digital data 
encoder/decoder and a wireless 
transceiver module in 
communication with the processor, 
said integrated digital data 
encoder/decoder and a wireless 
transceiver being configured to 
communicate with any of a group 
of external devices including RF 
operated credit card readers, ATM 
machines, and remotely operated 
electronic locks gates and doors 


Claim 15 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Beenau discloses the apparatus according to claim 1, further comprising an integrated digital data 
encoder/decoder and a wireless transceiver module in communication with the processor, said integrated digital 
data encoder/decoder and a wireless transceiver being configured to communicate with any of a group of 
external devices including RF operated credit card readers, ATM machines, and remotely operated electronic 
locks gates and doors opener using RFID based techniques. See, e.g., PARAS 0073, 0075, 0166 Fig. 2 
 


An account number, as used herein, may include any identifier for an account (e.g., credit, charge 
debit, checking, savings, reward, loyalty, or the like) which may be maintained by a transaction 
account provider (e.g., payment authorization center) and which may be used to complete a 
financial transaction. A typical account number (e.g., account data) may be correlated to a credit 
or debit account, loyalty account, or rewards account maintained and serviced by such entities 
as American Express®, Visa® and/or MasterCard® or the like. For ease in understanding, the 
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opener using RFID based 
techniques. 


present invention may be described with respect to a credit account. However, it should be noted 
that the invention is not so limited and other accounts permitting an exchange of goods and 
services for an account data value is contemplated to be within the scope of the present 
invention. 


Beenau at ¶ [0057]. 


Fob 102 may include an antenna 202 for receiving an interrogation signal from RFID reader 104 
via antenna 106 (or alternatively, via external antenna 108). Fob antenna 202 may be in 
communication with a transponder 114. In one exemplary embodiment, transponder 114 may be 
a 13.56 MHz transponder compliant with the ISO/IEC 14443 standard, and antenna 202 may be 
of the 13 MHz variety. Transponder 114 may be in communication with a transponder 
compatible modulator/demodulator 206 configured to receive the signal from transponder 114 
and configured to modulate the signal into a format readable by any later connected circuitry. 
Further, modulator/demodulator 206 may be configured to format (e.g., demodulate) a signal 
received from the later connected circuitry in a format compatible with transponder 114 for 
transmitting to RFID reader 104 via antenna 202. For example, where transponder 114 is of the 
13.56 MHz variety, modulator/demodulator 206 may be ISO/IEC 14443-2 compliant. 


Modulator/demodulator 206 may be coupled to a protocol/sequence controller 208 for 
facilitating control of the authentication of the signal provided by RFID reader 104, and for 
facilitating control of the sending of fob 102 account number. In this regard, protocol/sequence 
controller 208 may be any suitable digital or logic driven circuitry capable of facilitating 
determination of the sequence of operation for fob 102 inner-circuitry. For example, 
protocol/sequence controller 208 may be configured to determine whether the signal provided 
by RFID reader 104 is authenticated, and thereby providing to RFID reader 104 the account 
number stored on fob 102. 


Protocol/sequence controller 208 may be further in communication with authentication circuitry 
210 for facilitating authentication of the signal provided by RFID reader 104. Authentication 
circuitry may be further in communication with a non-volatile secure memory database 212. 
Secure memory database 212 may be any suitable elementary file system such as that defined 
by ISO/IEC 7816-4 or any other elementary file system allowing a lookup of data to be 
interpreted by the application on the chip. Database 212 may be any type of database, such as 
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relational, hierarchical, object-oriented, and/or the like. Common database products that may be 
used to implement the databases include DB2 by IBM (White Plains, N.Y.), any of the database 
products available from Oracle Corporation (Redwood Shores, Calif.), Microsoft Access or 
MSSQL by Microsoft Corporation (Redmond, Wash.), or any other database product. Database 
212 may be organized in any suitable manner, including as data tables or lookup tables. 
Association of certain data may be accomplished through any data association technique known 
and practiced in the art. For example, the association may be accomplished either manually or 
automatically. Automatic association techniques may include, for example, a database search, a 
database merge, GREP, AGREP, SQL, and/or the like. The association step may be 
accomplished by a database merge function, for example, using a “key field” in each of the 
manufacturer and retailer data tables. A “key field” partitions the database according to the high-
level class of objects defined by the key field. For example, a certain class may be designated 
as a key field in both the first data table and the second data table, and the two data tables may 
then be merged on the basis of the class data in the key field. In this embodiment, the data 
corresponding to the key field in each of the merged data tables is preferably the same. However, 
data tables having similar, though not identical, data in the key fields may also be merged by 
using AGREP, for example.  


Beenau at ¶¶ [0060]-[0062]. 


FIG. 3 illustrates an exemplary block diagram of RFID reader 104 in accordance with an 
exemplary embodiment of the present invention. RFID reader 104 includes, for example, 
an antenna 106 coupled to a RF module 302, which is further coupled to a control module 304. 
In addition, RFID reader 104 may include an antenna 108 positioned remotely from RFID 
reader 104 and coupled to RFID reader 104 via a suitable cable 120, or other wire or wireless 
connection. 


Beenau at ¶ [0073]. 


Further, protocol/sequence controller 314 may include an optional feedback function for 
notifying the user of the status of a particular transaction. For example, the optional feedback 
may be in the form of an LED, LED screen and/or other visual display which is configured to 
light up or display a static, scrolling, flashing and/or other message and/or signal to 
inform fob 102 user that the transaction is initiated (e.g., fob is being interrogated), the fob is 
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valid (e.g., fob is authenticated), transaction is being processed, (e.g., fob account number is 
being read by RFID reader) and/or the transaction is accepted or denied (e.g., transaction 
approved or disapproved). Such an optional feedback may or may not be accompanied by an 
audible indicator (or may present the audible indicator singly) for informing fob 102 user of the 
transaction status. The audible feedback may be a simple tone, multiple tones, musical indicator, 
and/or voice indicator configured to signify when the fob 102 is being interrogated, the 
transaction status, or the like. 


Beenau at ¶ [0075]. 
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Beenau at Fig. 2. 
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Beenau at Fig. 3. 
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Beenau at Fig. 9. 







Appendix A-2 
 


69 


’875 Patent – Claim Exemplary Disclosures of Beenau 


 


Beenau at Fig. 15. 
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Beenau at Fig. 16. 


To the extent Beenau does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Beenau alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
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[18] The apparatus according to 
claim 1, further comprising an 
integrated GPS module in 
communication with the processor 
to precisely locate the 
geographical position of the 
apparatus. 


Claim 18 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
To the extent Beenau does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Beenau alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
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Invalidity of U.S. Patent 8,401,875 (“the ’875 Patent”) in View of Pratt 


United States Patent App. Pub. No. 2010/0115607 to Pratt et al. (“Pratt”), published no later than May 6, 2010, qualifies as prior art under at 
least pre-AIA 35 U.S.C. §§ 102 and/or 103 as to the asserted claims of U.S. Patent No. 8,401,875 (“the ’875 Patent”), as discussed in greater detail in 
the chart that follows.1 


To the extent Plaintiff alleges that Pratt does not disclose any particular limitation of asserted claims 1, 4, 15, and 18 of the ’875 Patent (the 
“Asserted Claims”), either expressly or inherently, it would have been obvious to a person of ordinary skill in the art as of the priority date of the ’875 
Patent to modify Pratt and/or combine the teachings of Pratt with other prior art references, including but not limited to the prior art references presently 
found in Samsung’s Invalidity Contentions and any supplements thereto and the relevant section of charts for other prior art for the ’875 Patent in a 
manner that would have rendered the Asserted Claims invalid as obvious.  The inclusion of the particular limitation into the methods and systems 
described in Pratt would have been obvious for at least the following reasons:  It would have been obvious to modify the methods and/or systems 
disclosed in Pratt, alone or in combination with the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions, to meet 
this limitation based on: (a) the teachings in Pratt itself; (b) a person of ordinary skill in the art implementing a predictable variation of the methods 
and/or systems disclosed in Pratt or in the other identified references; (c) the logic, judgment, intelligence, creativity, innovation and common sense a 
person of ordinary skill in the art would employ; (d) the inferences and creative and routine steps that a person of ordinary skill in the art would employ; 
(e) market demand for methods and/or systems to include this limitation; and/or (f) design needs or market pressures to solve a problems with a finite 
number of solutions that could have produced the desired outcome.   


Samsung reserves the right to amend or supplement this claim chart at a later date pursuant to the Docket Control Order issued by the Court on 
December 6, 2024 (Dkt. No. 23) and based on further discovery including any supplemental infringement contentions or to any interrogatory response 
provided by Plaintiff purporting to rebut these contentions. 


Further, these charts incorporate Plaintiff’s apparent interpretation of the breakdown of elements within the asserted claims, as reflected in 
Plaintiff’s infringement contentions to date.  Samsung does not concede that such interpretation is correct, and reserves its right to supplement these 
contentions accordingly.  


 
1 Nothing in these claim charts should be construed as an admission regarding infringement, either literally or under the doctrine of equivalents, or as 
an admission regarding Samsung’s understanding of the proper scope of the Asserted Claims.  Given Plaintiff’s vague and ambiguous infringement 
contentions, the exemplary citations herein necessarily account for a variety of possible infringement arguments and claim constructions.  Samsung 
reserves the right to rely on additional citations or sources of evidence that also may be applicable, or that may become applicable in light of claim 
construction, changes in Plaintiff’s infringement contentions, and/or information obtained during discovery as the case progresses.  Various positions 
put forth in this document are predicated on Plaintiff’s overly broad interpretation of its claims as evidenced by the infringement allegations received 
to date.  Those portions are not intended to and do not necessarily reflect Samsung’s interpretations of the true and proper scope of Plaintiff’s claims, 
and Samsung reserves the right to adopt claim construction positions that differ from or even conflict with various positions put forth in this document.   







Appendix A-3 
 


2 


Comparison of the Asserted Claims of the ’875 Patent to Pratt2 


’875 Patent – Claim Exemplary Disclosures of Pratt 


[1.pre] Apparatus for storing and 
managing personal and secured 
data and documentation files 
associated with a specific user, 
comprising: 


To the extent the preamble is limiting, Pratt discloses and/or renders obvious an apparatus for storing and 
managing personal and secured data and documentation associated with a specific user. See, e.g., 


A security processing element stores authentication data corresponding to a plurality of possible 
authentication modes. At a time of activation, the security processing element randomly selects 
one of the authentication modes for presentation to the user. The user must successfully enter 
data corresponding to the randomly selected authentication mode. 


Pratt at Abstract. 


FIG. 2 is a functional block diagram of an electronic device, such as the wireless communication 
device 104 in FIG. 1. The functional block diagram of FIG. 2 is equally applicable to 
the wireless computer 106 or, with slight modification, to the other devices illustrated in FIG. 
1 (e.g., the PC 116, DVR 126, set-top box 130, ATM 134, and television 138). The device 
includes a central processing unit (CPU) 148. Those skilled in the art will appreciate that 
the CPU 148 may be implemented as a conventional microprocessor, application specific 
integrated circuit (ASIC), digital signal processor (DSP), programmable gate array (PGA), or 
the like. The wireless communication device 104 is not limited by the specific form of 
the CPU 148. 


The electronic device in FIG. 2 also contains a memory 150. The memory 150 may store 
instructions and data to control operation of the CPU 148. The memory 150 may include 
random access memory, ready-only memory, programmable memory, flash memory, and the 
like. The electronic device is not limited by any specific form of hardware used to implement 
the memory 150. The memory 150 may also be integrally formed in whole or in part with 
the CPU 148. 


 
2 The excerpts cited herein are exemplary.  For any claim limitation, Samsung may rely on excerpts cited for any other limitation and/or additional 
excerpts not set forth fully herein to the extent necessary to provide a more comprehensive explanation for a reference’s disclosure of a limitation.  
Where an excerpt refers to or discusses a figure or figure items, that figure and any additional descriptions of that figure should be understood to be 
incorporated by reference as if set forth fully therein.   
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Pratt at ¶¶ [0022]-[0023]. 


In a stand alone embodiment, the electronic device of FIG. 2 includes an authentication 
password processor 172 and an authentication data storage 174. As will be described in greater 
detail below, the authentication processor 172 presents a plurality of authentication modes to 
the user prior to permitting user access to the device. Alternatively, the authentication 
processor 172 may present multiple authentication modes to the user prior to permitting user 
access to certain services available through the network service provider. For example, the user 
may wish to access a bank account via the wireless communication device 104 to transfer funds. 
Prior to permitting user access to the financial institution, the authentication 
processor 172 presents multiple authentication modes, as will be described in greater detail 
below. 


Pratt at ¶ [0027]. 


[1.a] a plurality of biometric 
sensors for reading a plurality of 
personal biological biometric 
identification parameters of the 
user holding the apparatus, said 
plurality of biometric sensors 
being integrated within the 
apparatus; 


Pratt discloses and/or renders obvious a plurality of biometric sensors for reading a plurality of personal 
biological biometric identification parameters of the user holding the apparatus, said plurality of biometric 
sensors being integrated within the apparatus. See, e.g., 


In a second authentication mode 202, the security processor 122 instructs the user to use the 
audio input device 156 (see FIG. 2) to speak a passphrase at an indicated time. The particular 
passphrase is previously selected by the user and stored in the authentication data storage 174. 
The security processor 122 performs conventional voice signature analysis to determine the 
degree of similarity between the stored voice passphrase stored in the authentication data storage 
174 and the spoken voice passphrase entered by the user at the present time. 


Pratt at ¶ [0036]. 


In a third authentication mode 204, the security processor 122 instructs the user to take a picture 
of the user's face using the video input device 158. The user provides a facial photograph at a 
prior time and the initial image is stored in the authentication data storage 174. Upon entry of 
the new photograph of the user's face, the security processor 122 performs conventional image 
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analysis to determine the degree of similarity between the stored photograph and the newly 
entered user photograph. 


Pratt at ¶ [0037]. 


In a fourth authentication mode 206, the security processor 122 instructs the user to place the 
thumb (or other finger) in a predetermined location and performs a biometric scan using 
the biometric input device 160. At a prior time, the user enters the biometric image of the thumb 
(or other finger) and the biometric scan data is stored in the authentication data storage 174. 
When the user is instructed to place their thumb in the designated area and the biometric input 
device 160 scans the fingerprint at the present time. The scanned fingerprint is compared by 
the authentication processor 122, using conventional analysis techniques, with the stored 
biometric scan data stored in the authentication data storage 174. 


Pratt at ¶ [0038]. 
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Pratt at Fig. 2. 
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Pratt at Fig. 4. 
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To the extent Pratt does not explicitly disclose this limitation, this limitation would have been obvious in light 
of Pratt alone or in combination with the knowledge of a POSITA and/or the references identified in Sections 
III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[1.b] at least one life signs 
detector integrated within the 
apparatus, said life signs detector 
being configured to measure and 
record at least one of said user’s 
life sign parameters; 


Pratt discloses and/or renders obvious at least one life signs detector integrated within the apparatus, said life 
signs detector being configured to measure and record at least one of said user’s life sign parameters. See, e.g., 


In a second authentication mode 202, the security processor 122 instructs the user to use the 
audio input device 156 (see FIG. 2) to speak a passphrase at an indicated time. The particular 
passphrase is previously selected by the user and stored in the authentication data storage 174. 
The security processor 122 performs conventional voice signature analysis to determine the 
degree of similarity between the stored voice passphrase stored in the authentication data storage 
174 and the spoken voice passphrase entered by the user at the present time. 


Pratt at ¶ [0036]. 


In a third authentication mode 204, the security processor 122 instructs the user to take a picture 
of the user's face using the video input device 158. The user provides a facial photograph at a 
prior time and the initial image is stored in the authentication data storage 174. Upon entry of 
the new photograph of the user's face, the security processor 122 performs conventional image 
analysis to determine the degree of similarity between the stored photograph and the newly 
entered user photograph. 


Pratt at ¶ [0037]. 


In a fourth authentication mode 206, the security processor 122 instructs the user to place the 
thumb (or other finger) in a predetermined location and performs a biometric scan using 
the biometric input device 160. At a prior time, the user enters the biometric image of the thumb 
(or other finger) and the biometric scan data is stored in the authentication data storage 174. 
When the user is instructed to place their thumb in the designated area and the biometric input 
device 160 scans the fingerprint at the present time. The scanned fingerprint is compared by 
the authentication processor 122, using conventional analysis techniques, with the stored 
biometric scan data stored in the authentication data storage 174. 
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Pratt at ¶ [0038]. 


 


Pratt at Fig. 2. 
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Pratt at Fig. 4. 
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To the extent Pratt does not explicitly disclose this limitation, this limitation would have been obvious in light 
of Pratt alone or in combination with the knowledge of a POSITA and/or the references identified in Sections 
III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[1.c] a first storage unit for the 
storage of said user’s data and 
documentation files; 


Pratt discloses and/or renders obvious a first storage unit for the storage of said user’s data and documentation 
files. See, e.g., 
 


The electronic device in FIG. 2 also contains a memory 150. The memory 150 may store 
instructions and data to control operation of the CPU 148. The memory 150 may include 
random access memory, ready-only memory, programmable memory, flash memory, and the 
like. The electronic device is not limited by any specific form of hardware used to implement 
the memory 150. The memory 150 may also be integrally formed in whole or in part with 
the CPU 148. 


Pratt at ¶ [0023]. 
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Pratt at Fig. 2. 
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To the extent Pratt does not explicitly disclose this limitation, this limitation would have been obvious in light 
of Pratt alone or in combination with the knowledge of a POSITA and/or the references identified in Sections 
III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Pratt discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[1.d] an authentication unit 
comprising a second storage unit, 
with said second storage unit 
configured to store a pre-recorded 
set of personal biological 
biometric identification parameters 
uniquely associated with the 
specific user, wherein said 
authentication unit is configured to 
compare the plurality of personal 
biological biometric identification 
parameters of the user holding the 
apparatus with the pre-recorded set 
of personal biological biometric 
identification parameters stored in 
said second storage unit; 


Pratt discloses and/or renders obvious an authentication unit comprising a second storage unit, with said second 
storage unit configured to store a pre-recorded set of personal biological biometric identification parameters 
uniquely associated with the specific user, wherein said authentication unit is configured to compare the 
plurality of personal biological biometric identification parameters of the user holding the apparatus with the 
pre-recorded set of personal biological biometric identification parameters stored in said second storage unit. 
See, e.g., 
 


In a stand alone embodiment, the electronic device of FIG. 2 includes an authentication 
password processor 172 and an authentication data storage 174. As will be described in greater 
detail below, the authentication processor 172 presents a plurality of authentication modes to 
the user prior to permitting user access to the device. Alternatively, the authentication 
processor 172 may present multiple authentication modes to the user prior to permitting user 
access to certain services available through the network service provider. For example, the user 
may wish to access a bank account via the wireless communication device 104 to transfer funds. 
Prior to permitting user access to the financial institution, the authentication 
processor 172 presents multiple authentication modes, as will be described in greater detail 
below. 


The authentication data storage 174 may store data used in association with the authentication 
processor 172 in one or more of the multiple authentication modes. The data stored within 
the authentication data storage 174 may be stored in any convenient data structure. For example, 
the data may be stored as a database, look-up table, or other known configuration for data 
storage. 


The data stored in the authentication data storage 174 may be thought of as reference data that 
will be used for comparison with user-entered data during the authentication process. While not 







Appendix A-3 
 


13 


’875 Patent – Claim Exemplary Disclosures of Pratt 


essential to proper operation of the present invention, it is typically desirable to encrypt the 
reference data to prevent unauthorized access or corruption of the reference data. There are a 
number of known encryption techniques that may be satisfactorily used to encrypt the reference 
data. For example, one widely used encryption method uses a one-way hash, such as MD5 or 
SHA-1 algorithms to transform the original reference user input into a hash value. When the 
system goes to store the reference data it is first captured from the user and is transformed via a 
one-way hash, like SHA-1. The stored hash value is placed into the authentication data 
storage 174. At a later time, when the user is attempting the authentication process using one of 
the randomly selected authentication modes, the stored hash value can be compared to the 
transformed user supplied value by running the same hash (e.g., the SHA-1 hash) against the 
actual values supplied by the user during the authentication process. In one embodiment, the 
authentication processor 172 (see FIG. 2) may calculate the hash values for the reference data 
and, at a later time, for the user-entered data. Other hash techniques or other encryption 
techniques may also be used to protect the reference data in the authentication data storage 174. 


Pratt at ¶¶ [0027]-[0029]. 


The present invention is not limited by the specific implementation of the data structure used 
for the authentication data storage 174. 


Those skilled in the art will recognize that the authentication processor 172 may be implemented 
as a series of computer instructions stored in the memory 150 and executed by the CPU 148. 
However, the authentication processor 172 is shown as a separate block in the functional block 
diagram of FIG. 2 because it performs a separate function. Similarly, the authentication data 
storage 174 may typically be implemented as a part of the memory 150. 


Pratt at ¶¶ [0030]-[0031]. 


In a second authentication mode 202, the security processor 122 instructs the user to use the 
audio input device 156 (see FIG. 2) to speak a passphrase at an indicated time. The particular 
passphrase is previously selected by the user and stored in the authentication data storage 174. 
The security processor 122 performs conventional voice signature analysis to determine the 
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degree of similarity between the stored voice passphrase stored in the authentication data storage 
174 and the spoken voice passphrase entered by the user at the present time. 


Pratt at ¶ [0036]. 


In a third authentication mode 204, the security processor 122 instructs the user to take a picture 
of the user's face using the video input device 158. The user provides a facial photograph at a 
prior time and the initial image is stored in the authentication data storage 174. Upon entry of 
the new photograph of the user's face, the security processor 122 performs conventional image 
analysis to determine the degree of similarity between the stored photograph and the newly 
entered user photograph. 


Pratt at ¶ [0037]. 


In a fourth authentication mode 206, the security processor 122 instructs the user to place the 
thumb (or other finger) in a predetermined location and performs a biometric scan using 
the biometric input device 160. At a prior time, the user enters the biometric image of the thumb 
(or other finger) and the biometric scan data is stored in the authentication data storage 174. 
When the user is instructed to place their thumb in the designated area and the biometric input 
device 160 scans the fingerprint at the present time. The scanned fingerprint is compared by 
the authentication processor 122, using conventional analysis techniques, with the stored 
biometric scan data stored in the authentication data storage 174. 


Pratt at ¶ [0038]. 


In step 212, the authentication security system accepts the user input and, in decision 214, the 
authentication security system determines whether there is a match. As previously discussed, 
the authentication data storage 174 (see FIGS. 2-3) store answer data, such as PIN codes, sample 
voice or image data, or the like. As previously discussed, some authentication modes, such as a 
PIN mode, have a precise result while other systems, such as voice pattern matching, measure a 
degree of similarity. If it is determined that there is no match between the user data accepted 
in step 212 and the data stored in the authentication data storage 174 (see FIGS. 2-3), the result 
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of decision 214 is NO and, in step 216, the authentication system denies access to the electronic 
device. 


If the user input matches the data stored in the authentication data storage 174, the result 
of decision 214 is YES. In that event, the authentication system determines, in decision 218, 
whether additional authentication steps are required. As previously discussed, the authentication 
system can require a plurality of randomly selected authentication modes. 


Pratt at ¶¶ [0048]-[0049]. 
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Pratt at Fig. 2. 
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Pratt at Fig. 4. 
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To the extent Pratt does not explicitly disclose this limitation, this limitation would have been obvious in light 
of Pratt alone or in combination with the knowledge of a POSITA and/or the references identified in Sections 
III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Pratt discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 
 


[1.e] a processor in 
communication with said plurality 
of biometric sensors, said first 
storage unit and said 
authentication unit; 


Pratt discloses and/or renders obvious a processor in communication with said plurality of biometric sensors, 
said first storage unit, and said authentication unit. See, e.g., 
 


A security processor 122 is coupled to the network 118 via a communication link 124. FIG. 
1 illustrates the security processor 112 and the security processor 122 as separate devices. 
However, the security processor 112 is functionally equivalent to the security processor 122. 
Indeed, in an alternative embodiment, the base station 102 may communicate directly with the 
network 118 via the communication link 114. In this embodiment, the base station 102 may 
communicate with the security processor 122 via the communication link 114, network 118, and 
communication link 124. FIG. 1 illustrates the distributed nature of the security processors and 
also demonstrates that different communication service providers may each provide its own 
security processor, such as the security processor 112 in a wireless communications network and 
the security processor 122 for other network communications. 


Pratt at ¶ [0018]. 


FIG. 2 is a functional block diagram of an electronic device, such as the wireless communication 
device 104 in FIG. 1. The functional block diagram of FIG. 2 is equally applicable to 
the wireless computer 106 or, with slight modification, to the other devices illustrated in FIG. 
1 (e.g., the PC 116, DVR 126, set-top box 130, ATM 134, and television 138). The device 
includes a central processing unit (CPU) 148. Those skilled in the art will appreciate that 
the CPU 148 may be implemented as a conventional microprocessor, application specific 
integrated circuit (ASIC), digital signal processor (DSP), programmable gate array (PGA), or 
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the like. The wireless communication device 104 is not limited by the specific form of 
the CPU 148. 


Pratt at ¶ [0022]. 


In a stand alone embodiment, the electronic device of FIG. 2 includes an authentication 
password processor 172 and an authentication data storage 174. As will be described in greater 
detail below, the authentication processor 172 presents a plurality of authentication modes to the 
user prior to permitting user access to the device. Alternatively, the authentication 
processor 172 may present multiple authentication modes to the user prior to permitting user 
access to certain services available through the network service provider. For example, the user 
may wish to access a bank account via the wireless communication device 104 to transfer funds. 
Prior to permitting user access to the financial institution, the authentication 
processor 172 presents multiple authentication modes, as will be described in greater detail 
below. 


Pratt at ¶ [0027]. 


Those skilled in the art will recognize that the authentication processor 172 may be implemented 
as a series of computer instructions stored in the memory 150 and executed by the CPU 148. 
However, the authentication processor 172 is shown as a separate block in the functional block 
diagram of FIG. 2 because it performs a separate function. Similarly, the authentication data 
storage 174 may typically be implemented as a part of the memory 150. 


Pratt at ¶ [0031]. 


In a second authentication mode 202, the security processor 122 instructs the user to use the 
audio input device 156 (see FIG. 2) to speak a passphrase at an indicated time. The particular 
passphrase is previously selected by the user and stored in the authentication data storage 174. 
The security processor 122 performs conventional voice signature analysis to determine the 
degree of similarity between the stored voice passphrase stored in the authentication data 
storage 174 and the spoken voice passphrase entered by the user at the present time. 
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In a third authentication mode 204, the security processor 122 instructs the user to take a picture 
of the user's face using the video input device 158. The user provides a facial photograph at a 
prior time and the initial image is stored in the authentication data storage 174. Upon entry of 
the new photograph of the user's face, the security processor 122 performs conventional image 
analysis to determine the degree of similarity between the stored photograph and the newly 
entered user photograph. 


In a fourth authentication mode 206, the security processor 122 instructs the user to place the 
thumb (or other finger) in a predetermined location and performs a biometric scan using 
the biometric input device 160. At a prior time, the user enters the biometric image of the thumb 
(or other finger) and the biometric scan data is stored in the authentication data storage 174. 
When the user is instructed to place their thumb in the designated area and the biometric input 
device 160 scans the fingerprint at the present time. The scanned fingerprint is compared by 
the authentication processor 122, using conventional analysis techniques, with the stored 
biometric scan data stored in the authentication data storage 174. 


Pratt at ¶¶ [0036]-[0038]. 
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Pratt at Fig. 2. 
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Pratt at Fig. 3. 
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Pratt at Fig. 4. 
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To the extent Pratt does not explicitly disclose this limitation, this limitation would have been obvious in light 
of Pratt alone or in combination with the knowledge of a POSITA and/or the references identified in Sections 
III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Pratt discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[1.f] wherein access to the 
personal data and documentation 
files stored in said first storage 
unit is only enabled after said 
authentication unit positively 
matches each of the plurality of 
personal biological biometric 
identification parameters of the 
user holding the apparatus with the 
pre-recorded set of personal 
biological identification 
parameters stored in said second 
storage unit; and 


Pratt discloses and/or renders obvious access to the personal data and documentation files stored in said first 
storage unit is only enabled after said authentication unit positively matches each of the plurality of personal 
biological biometric identification parameters of the user holding the apparatus with the pre-recorded set of 
personal biological identification parameters stored in said second storage unit. See, e.g., 
 


In a second authentication mode 202, the security processor 122 instructs the user to use the 
audio input device 156 (see FIG. 2) to speak a passphrase at an indicated time. The particular 
passphrase is previously selected by the user and stored in the authentication data storage 174. 
The security processor 122 performs conventional voice signature analysis to determine the 
degree of similarity between the stored voice passphrase stored in the authentication data storage 
174 and the spoken voice passphrase entered by the user at the present time. 


Pratt at ¶ [0036]. 


In a third authentication mode 204, the security processor 122 instructs the user to take a picture 
of the user's face using the video input device 158. The user provides a facial photograph at a 
prior time and the initial image is stored in the authentication data storage 174. Upon entry of 
the new photograph of the user's face, the security processor 122 performs conventional image 
analysis to determine the degree of similarity between the stored photograph and the newly 
entered user photograph. 


Pratt at ¶ [0037]. 


In a fourth authentication mode 206, the security processor 122 instructs the user to place the 
thumb (or other finger) in a predetermined location and performs a biometric scan using 
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the biometric input device 160. At a prior time, the user enters the biometric image of the thumb 
(or other finger) and the biometric scan data is stored in the authentication data storage 174. 
When the user is instructed to place their thumb in the designated area and the biometric input 
device 160 scans the fingerprint at the present time. The scanned fingerprint is compared by 
the authentication processor 122, using conventional analysis techniques, with the stored 
biometric scan data stored in the authentication data storage 174. 


Pratt at ¶ [0038]. 
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Pratt at Fig. 2. 
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Pratt at Fig. 4. 
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Pratt at Fig. 5. 
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To the extent Pratt does not explicitly disclose this limitation, this limitation would have been obvious in light 
of Pratt alone or in combination with the knowledge of a POSITA and/or the references identified in Sections 
III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Pratt discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[1.g] wherein, whenever any of 
said at least one life signs detector 
detects a critical level of said user 
measured life sign parameters, the 
apparatus is configured to prevent 
access to said user’s personal data 
and documentation files stored in 
said first storage unit. 


Pratt discloses and/or renders obvious whenever any of said at least one life signs detector detects a critical 
level of said user measured life sign parameters, the apparatus is configured to prevent access to said user’s 
personal data and documentation files stored in said first storage unit. 
 


In a second authentication mode 202, the security processor 122 instructs the user to use the 
audio input device 156 (see FIG. 2) to speak a passphrase at an indicated time. The particular 
passphrase is previously selected by the user and stored in the authentication data storage 174. 
The security processor 122 performs conventional voice signature analysis to determine the 
degree of similarity between the stored voice passphrase stored in the authentication data storage 
174 and the spoken voice passphrase entered by the user at the present time. 


Pratt at ¶ [0036]. 


In a third authentication mode 204, the security processor 122 instructs the user to take a picture 
of the user's face using the video input device 158. The user provides a facial photograph at a 
prior time and the initial image is stored in the authentication data storage 174. Upon entry of 
the new photograph of the user's face, the security processor 122 performs conventional image 
analysis to determine the degree of similarity between the stored photograph and the newly 
entered user photograph. 


Pratt at ¶ [0037]. 


In a fourth authentication mode 206, the security processor 122 instructs the user to place the 
thumb (or other finger) in a predetermined location and performs a biometric scan using 
the biometric input device 160. At a prior time, the user enters the biometric image of the thumb 
(or other finger) and the biometric scan data is stored in the authentication data storage 174. 
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When the user is instructed to place their thumb in the designated area and the biometric input 
device 160 scans the fingerprint at the present time. The scanned fingerprint is compared by 
the authentication processor 122, using conventional analysis techniques, with the stored 
biometric scan data stored in the authentication data storage 174. 


Pratt at ¶ [0038]. 
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Pratt at Fig. 2. 
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Pratt at Fig. 4. 
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To the extent Pratt does not explicitly disclose this limitation, this limitation would have been obvious in light 
of Pratt alone or in combination with the knowledge of a POSITA and/or the references identified in Sections 
III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Pratt discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[4] The apparatus according to 
claim 1, further comprising: 


communication and data 
connection means for 
communicating with an external 
device, said communication and 
data connection means being 
controlled by and in 
communication with said 
processor. 


Claim 4 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Pratt discloses and/or renders obvious the apparatus according to claim 1, further comprising: communication 
and data connection means for communicating with an external device, said communication and data 
connection means being controlled by and in communication with said processor. See, e.g., 
 


A security processor 122 is coupled to the network 118 via a communication link 124. FIG. 
1 illustrates the security processor 112 and the security processor 122 as separate devices. 
However, the security processor 112 is functionally equivalent to the security processor 122. 
Indeed, in an alternative embodiment, the base station 102 may communicate directly with the 
network 118 via the communication link 114. In this embodiment, the base station 102 may 
communicate with the security processor 122 via the communication link 114, network 118, and 
communication link 124. FIG. 1 illustrates the distributed nature of the security processors and 
also demonstrates that different communication service providers may each provide its own 
security processor, such as the security processor 112 in a wireless communications network and 
the security processor 122 for other network communications. 


Pratt at ¶ [0018]. 


FIG. 2 is a functional block diagram of an electronic device, such as the wireless communication 
device 104 in FIG. 1. The functional block diagram of FIG. 2 is equally applicable to 
the wireless computer 106 or, with slight modification, to the other devices illustrated in FIG. 
1 (e.g., the PC 116, DVR 126, set-top box 130, ATM 134, and television 138). The device 
includes a central processing unit (CPU) 148. Those skilled in the art will appreciate that 
the CPU 148 may be implemented as a conventional microprocessor, application specific 
integrated circuit (ASIC), digital signal processor (DSP), programmable gate array (PGA), or 
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the like. The wireless communication device 104 is not limited by the specific form of 
the CPU 148. 


Pratt at ¶ [0022]. 


In a stand alone embodiment, the electronic device of FIG. 2 includes an authentication 
password processor 172 and an authentication data storage 174. As will be described in greater 
detail below, the authentication processor 172 presents a plurality of authentication modes to the 
user prior to permitting user access to the device. Alternatively, the authentication 
processor 172 may present multiple authentication modes to the user prior to permitting user 
access to certain services available through the network service provider. For example, the user 
may wish to access a bank account via the wireless communication device 104 to transfer funds. 
Prior to permitting user access to the financial institution, the authentication 
processor 172 presents multiple authentication modes, as will be described in greater detail 
below. 


Pratt at ¶ [0027]. 


FIG. 2 illustrates the various elements of the electronic device, such as the wireless 
communication device 104 and/or wireless computer 106. Those skilled in the art will appreciate 
that the other components illustrated in FIG. 1, such as the PC 116, DVR 126, set-top box 130, 
ATM 134, and television 138 also contain most of the components illustrated in FIG. 2. While 
these other electronic devices may not include the transceiver 166, they would typically include 
the other elements illustrated in the functional block diagram of FIG. 2. Communication between 
the various other devices and the network 118 is conducted via the NIC 170. In addition, as 
previously stated, the authentication processor 172 and authentication data storage 174 are 
present in the electronic device for a stand alone version. In a network implemented version, 
these elements need not be present within the electronic device. 


Pratt at ¶ [0033]. 
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To the extent Pratt does not explicitly disclose this limitation, this limitation would have been obvious in light 
of Pratt alone or in combination with the knowledge of a POSITA and/or the references identified in Sections 
III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Pratt discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[15] The apparatus according to 
claim 1, further comprising an 
integrated digital data 
encoder/decoder and a wireless 
transceiver module in 
communication with the processor, 
said integrated digital data 
encoder/decoder and a wireless 
transceiver being configured to 
communicate with any of a group 
of external devices including RF 
operated credit card readers, ATM 
machines, and remotely operated 
electronic locks gates and doors 
opener using RFID based 
techniques. 


Claim 15 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
 
Pratt discloses and/or renders obvious the apparatus according to claim 1, further comprising an integrated 
digital data encoder/decoder and a wireless transceiver module in communication with the processor, said 
integrated digital data encoder/decoder and a wireless transceiver being configured to communicate with any 
of a group of external devices including RF operated credit card readers, ATM machines, and remotely operated 
electronic locks gates and doors opener using RFID based techniques. See, e.g.,  
 


A security processor 122 is coupled to the network 118 via a communication link 124. FIG. 
1 illustrates the security processor 112 and the security processor 122 as separate devices. 
However, the security processor 112 is functionally equivalent to the security processor 122. 
Indeed, in an alternative embodiment, the base station 102 may communicate directly with the 
network 118 via the communication link 114. In this embodiment, the base station 102 may 
communicate with the security processor 122 via the communication link 114, network 118, and 
communication link 124. FIG. 1 illustrates the distributed nature of the security processors and 
also demonstrates that different communication service providers may each provide its own 
security processor, such as the security processor 112 in a wireless communications network and 
the security processor 122 for other network communications. 


Pratt at ¶ [0018]. 


FIG. 2 is a functional block diagram of an electronic device, such as the wireless communication 
device 104 in FIG. 1. The functional block diagram of FIG. 2 is equally applicable to 
the wireless computer 106 or, with slight modification, to the other devices illustrated in FIG. 
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1 (e.g., the PC 116, DVR 126, set-top box 130, ATM 134, and television 138). The device 
includes a central processing unit (CPU) 148. Those skilled in the art will appreciate that 
the CPU 148 may be implemented as a conventional microprocessor, application specific 
integrated circuit (ASIC), digital signal processor (DSP), programmable gate array (PGA), or 
the like. The wireless communication device 104 is not limited by the specific form of 
the CPU 148. 


Pratt at ¶ [0022]. 


In a stand alone embodiment, the electronic device of FIG. 2 includes an authentication 
password processor 172 and an authentication data storage 174. As will be described in greater 
detail below, the authentication processor 172 presents a plurality of authentication modes to the 
user prior to permitting user access to the device. Alternatively, the authentication 
processor 172 may present multiple authentication modes to the user prior to permitting user 
access to certain services available through the network service provider. For example, the user 
may wish to access a bank account via the wireless communication device 104 to transfer funds. 
Prior to permitting user access to the financial institution, the authentication 
processor 172 presents multiple authentication modes, as will be described in greater detail 
below. 


Pratt at ¶ [0027]. 


The data stored in the authentication data storage 174 may be thought of as reference data that 
will be used for comparison with user-entered data during the authentication process. While not 
essential to proper operation of the present invention, it is typically desirable to encrypt the 
reference data to prevent unauthorized access or corruption of the reference data. There are a 
number of known encryption techniques that may be satisfactorily used to encrypt the reference 
data. For example, one widely used encryption method uses a one-way hash, such as MD5 or 
SHA-1 algorithms to transform the original reference user input into a hash value. When the 
system goes to store the reference data it is first captured from the user and is transformed via a 
one-way hash, like SHA-1. The stored hash value is placed into the authentication data 
storage 174. At a later time, when the user is attempting the authentication process using one of 
the randomly selected authentication modes, the stored hash value can be compared to the 
transformed user supplied value by running the same hash (e.g., the SHA-1 hash) against the 
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actual values supplied by the user during the authentication process. In one embodiment, the 
authentication processor 172 (see FIG. 2) may calculate the hash values for the reference data 
and, at a later time, for the user-entered data. Other hash techniques or other encryption 
techniques may also be used to protect the reference data in the authentication data storage 174. 


Pratt at ¶ [0027]. 


FIG. 2 illustrates the various elements of the electronic device, such as the wireless 
communication device 104 and/or wireless computer 106. Those skilled in the art will appreciate 
that the other components illustrated in FIG. 1, such as the PC 116, DVR 126, set-top box 130, 
ATM 134, and television 138 also contain most of the components illustrated in FIG. 2. While 
these other electronic devices may not include the transceiver 166, they would typically include 
the other elements illustrated in the functional block diagram of FIG. 2. Communication between 
the various other devices and the network 118 is conducted via the NIC 170. In addition, as 
previously stated, the authentication processor 172 and authentication data storage 174 are 
present in the electronic device for a stand alone version. In a network implemented version, 
these elements need not be present within the electronic device. 


Pratt at ¶ [0033]. 


To the extent Pratt does not explicitly disclose this limitation, this limitation would have been obvious in light 
of Pratt alone or in combination with the knowledge of a POSITA and/or the references identified in Sections 
III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[18] The apparatus according to 
claim 1, further comprising an 
integrated GPS module in 
communication with the processor 
to precisely locate the 
geographical position of the 
apparatus. 


Claim 18 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
To the extent Pratt does not explicitly disclose this limitation, this limitation would have been obvious in light 
of Pratt alone or in combination with the knowledge of a POSITA and/or the references identified in Sections 
III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
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Invalidity of U.S. Patent 8,401,875 (“the ’875 Patent”) in View of Venkatanna 


U.S. Patent Application Pub. No. 2007/0241861 A1 to Venkatanna et al. (“Venkatanna”), published no later than October 18, 2007, qualifies as 
prior art under at least pre-AIA 35 U.S.C. §§ 102 and/or 103 as to the asserted claims of U.S. Patent No. 8,401,875 (“the ’875 Patent”), as discussed in 
greater detail in the chart that follows.1 


To the extent Plaintiff alleges that Venkatanna does not disclose any particular limitation of asserted claims 1, 4, 15, and 18 of the ’875 Patent 
(the “Asserted Claims”), either expressly or inherently, it would have been obvious to a person of ordinary skill in the art as of the priority date of the 
’875 Patent to modify Venkatanna and/or combine the teachings of Venkatanna with other prior art references, including but not limited to the prior art 
references presently found in Samsung’s Invalidity Contentions and any supplements thereto and the relevant section of charts for other prior art for 
the ’875 Patent in a manner that would have rendered the Asserted Claims invalid as obvious.  The inclusion of the particular limitation into the methods 
and systems described in Venkatanna would have been obvious for at least the following reasons:  It would have been obvious to modify the methods 
and/or systems disclosed in Venkatanna, alone or in combination with the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity 
Contentions, to meet this limitation based on: (a) the teachings in Venkatanna itself; (b) a person of ordinary skill in the art implementing a predictable 
variation of the methods and/or systems disclosed in Venkatanna or in the other identified references; (c) the logic, judgment, intelligence, creativity, 
innovation and common sense a person of ordinary skill in the art would employ; (d) the inferences and creative and routine steps that a person of 
ordinary skill in the art would employ; (e) market demand for methods and/or systems to include this limitation; and/or (f) design needs or market 
pressures to solve a problems with a finite number of solutions that could have produced the desired outcome.   


Samsung reserves the right to amend or supplement this claim chart at a later date pursuant to the Docket Control Order issued by the Court on 
December 6, 2024 (Dkt. No. 23) and based on further discovery including any supplemental infringement contentions or to any interrogatory response 
provided by Plaintiff purporting to rebut these contentions. 


Further, these charts incorporate Plaintiff’s apparent interpretation of the breakdown of elements within the asserted claims, as reflected in 
Plaintiff’s infringement contentions to date.  Samsung does not concede that such interpretation is correct, and reserves its right to supplement these 
contentions accordingly.  


 
1 Nothing in these claim charts should be construed as an admission regarding infringement, either literally or under the doctrine of equivalents, or as 
an admission regarding Samsung’s understanding of the proper scope of the Asserted Claims.  Given Plaintiff’s vague and ambiguous infringement 
contentions, the exemplary citations herein necessarily account for a variety of possible infringement arguments and claim constructions.  Samsung 
reserves the right to rely on additional citations or sources of evidence that also may be applicable, or that may become applicable in light of claim 
construction, changes in Plaintiff’s infringement contentions, and/or information obtained during discovery as the case progresses.  Various positions 
put forth in this document are predicated on Plaintiff’s overly broad interpretation of its claims as evidenced by the infringement allegations received 
to date.  Those portions are not intended to and do not necessarily reflect Samsung’s interpretations of the true and proper scope of Plaintiff’s claims, 
and Samsung reserves the right to adopt claim construction positions that differ from or even conflict with various positions put forth in this document.   
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Comparison of the Asserted Claims of the ’875 Patent to Venkatanna2 


’875 Patent – Claim Exemplary Disclosures of Venkatanna 


[1.pre] Apparatus for storing and 
managing personal and secured data and 
documentation files associated with a 
specific user, comprising: 


To the extent the preamble is limiting, Venkatanna discloses and/or renders obvious an apparatus for 
storing and managing personal and secured data and documentation files associated with a specific user. 
See, e.g., 


An access system in one embodiment that first determines that someone has correct 
credentials by using a non-biometric authentication method such as typing in a password, 
presenting a Smart card containing a cryptographic secret, or having a valid digital 
signature. Once the credentials are authenticated, then the user must take at least two 
biometric tests, which can be chosen randomly. In one approach, the biometric tests need 
only check a template generated from the user who desires access with the stored 
templates matching the holder of the credentials authenticated by the non-biometric test. 
Access desirably will be allowed when both biometric tests are passed.  


Venkatanna at Abstract. 


With reference to FIG. 8, an exemplary system for implementing at least portions of the 
disclosed technology includes a general purpose computing device in the form of a 
conventional computer 800, which can be a PC, or a larger system, including a 
processing unit 802, a system memory 804, and a system bus 806 that couples various 
system components, including the system memory 804, to the processing unit 802. The 
system bus 806 can be any of several types of bus structures, including a memory bus or 
memory controller, a peripheral bus, and a local bus using any of a variety of bus 
architectures. The system memory 804 desirably includes read only memory (ROM) 808 
and random access memory (RAM) 810. A basic input/output system (BIOS) 812, 
containing the basic routines that help with the transfer of information between elements 
within the computer 800, is stored in ROM 808.  


 
2 The excerpts cited herein are exemplary.  For any claim limitation, Samsung may rely on excerpts cited for any other limitation and/or additional 
excerpts not set forth fully herein to the extent necessary to provide a more comprehensive explanation for a reference’s disclosure of a limitation.  
Where an excerpt refers to or discusses a figure or figure items, that figure and any additional descriptions of that figure should be understood to be 
incorporated by reference as if set forth fully therein.   







Appendix A-4 
 


3 


’875 Patent – Claim Exemplary Disclosures of Venkatanna 


Venkatanna at ¶ [0096]. 


The computer 800 desirably further includes one or more of a hard disk drive 814 for 
reading  


To the extent Venkatanna does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Venkatanna alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


[1.a] a plurality of biometric sensors for 
reading a plurality of personal biological 
biometric identification parameters of the 
user holding the apparatus, said plurality 
of biometric sensors being integrated 
within the apparatus; 


Venkatanna discloses and/or renders obvious a plurality of biometric sensors for reading a plurality of 
personal biological biometric identification parameters of the user holding the apparatus, said plurality 
of biometric sensors being integrated within the apparatus. See, e.g., 


A number of program modules can be stored on the hard disk 814, magnetic disk 817, 
optical disk 819, ROM 808, or RAM 810, including an operating system 830, one or 
more application programs 832, other program modules 834, and program data 836. 
Program modules 834 to perform both non-biometric testing and biometric testing can 
be among those stored on the hard disk 814. There can also be modules 834 to initially 
enroll authorized users. A user can enter commands and information into the computer 
800 through input devices, such as a keyboard 840 and pointing device 842 (such as a 
mouse). Other input devices (not shown) can include a digital camera, microphone, 
joystick, game pad, satellite dish, scanner, or the like (also not shown). These and other 
input devices are often connected to the processing unit 802 through a serial port 
interface 844 that is coupled to the system bus 806, but can be connected by other 
interfaces, such as a parallel port, game port, or universal serial bus (USB) (none of 
which are shown). A monitor 846 or other type of display device is also connected to the 
system bus 806 via an interface, such as a video adapter 848. Other peripheral output 
devices, such as speakers and printers (not shown), can be included. 


Venkatanna at ¶ [0098]. 
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Venkatanna at FIG. 4. 


An embodiment of an exemplary biometric test is shown more fully in FIG. 4. A sensor 
405, and a computer 410 perform an exemplary biometric test 325. The sensor 405 is 
used to take the biometric sample and can comprise, for example, an optical sensor such 
as a camera, an ultrasonic sensor, a thermal sensor, or other biometric sample capturing 
mechanism. The computer 410 and the sensor 405 can be interconnected by a network 
connection 407, which, for example, can be wireless, an Ethernet connection, and so 
forth. The computer 410 itself can contain a data storage device 415 within which data 
associated with various issues, such as profiles 417 and 419 of the various users that can 
be authenticated by the system are stored. Furthermore, a series of instructions 425 can 
be contained within the data storage device 415 for use in matching data taken from the 
sensor with the stored profiles. 


Venkatanna at ¶ [0068]. 
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Venkatanna at FIG. 1 (highlighting added). 


Once the credentials are authenticated, then the user must take at least two biometric 
tests, which can be chosen randomly. In one approach, the biometric tests need only 
check a template generated from the user who desires access with the stored templates 
matching the holder of the credentials authenticated by the non-biometric test. Access 
desirably will be allowed when both biometric tests are passed. 


Venkatanna at Abstract. 


If the second or other subsequent test is passed, control passes to process block 125 
where at least one biometric test is chosen, desirably randomly, and then given to a user. 
If the biometric test is chosen randomly, then it is desirably randomly chosen from a 
limited number of tests. In one embodiment, the biometric test is randomly chosen from 
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two possible biometric tests. For example, the limited number of biometric tests might 
be ten fingerprint tests; one for each of the ten fingers. . . . .”  


Venkatanna at ¶ [0039]. 


The number of biometric tests continues to expand. Currently, some of the biometric 
tests suitable for use with the embodiments comprise the following: fingerprint tests, 
voice recognition systems, handprint recognition tests, face recognition tests, 
handwriting recognition tests, voice recognition tests, iris recognition tests, retinal scan 
tests, eye blinking rate tests, eyeball squint extent tests, normalized body temperature 
tests, keystroke dynamic tests, vein recognition tests, and Deoxyribonucleic acid (DNA) 
recognition tests, to name a few. 


Venkatanna at ¶ [0041]. 


Biometric tests . . . do not give straight up or down verification responses. Rather, the 
best they can do is to give a confidence level—that is, within a certain degree of 
certainty, they can say that a person passed or failed a certain biometric test. The failures, 
both for false acceptances and for false rejections are called the false acceptance rate and 
the false rejection rate. Due to the vagaries of the human physiognomy, certain people 
have a more difficult time with certain tests than others do. Other problems may bedevil 
biometric tests. For example, someone with laryngitis is unlikely to pass a voice 
recognition system due to no fault of his or her own. Therefore, rather than unequivocally 
failing someone who fails a specific test (or at least fails to pass with a sufficiently high 
confidence score) an additional one or more biometric tests can be given. In accordance 
with FIG. 1, at block 135, at least one additional biometric test (e.g., a second such test) 
is desirably randomly chosen. In an exemplary embodiment, the biometric test is 
randomly chosen from a group containing or comprising a limited number of possible 
biometric tests. The previously-chosen biometric test, in some embodiments, is taken 
out of the group of the limited number of possible biometric tests such that the same test 
is not administered twice. At process block 140, a score is generated from the second 
biometric test. The scores from the biometric test at blocks 125 and 135 are combined 
and the combined scores are then evaluated to see if a satisfactory level of confirmation 
of identity is achieved by the biometric tests. The evaluation determines if the correlation 
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between the biometric test scores and the individual sought to be identified is high 
enough. Desirably, the biometric test scores are arithmetically combined, such as added 
together, and compared to a threshold that can be predetermined or varied. For example, 
if at blocks 125 and 135, two biometric tests have been administered, the two scores are 
combined, and, at decision block 145, if the combined score is sufficient to pass, at 
process block 150, access is allowed. If they are not, processing continues at decision 
block 152, where it is checked if the user has made the maximum number of test 
attempts. If not, at process block 135, a subsequent test is allowed. Otherwise, if the 
maximum number of attempts has been reached, then at process block 155, access is 
denied. 


Venkatanna at ¶ [0049]. 


The entire system can be subjected to one or more additional levels of biometric tests, 
which can comprise one or more of the following: [¶] Retina scanning and generation of 
the unique number (this can be made mandatory) [¶] Eye blinking rate[¶] Eye ball squint 
extent test, and/or [¶] Normalized body temperature test. 


Venkatanna at ¶ [0086]. 


To the extent Venkatanna does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Venkatanna alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


[1.b] at least one life signs detector 
integrated within the apparatus, said life 
signs detector being configured to 
measure and record at least one of said 
user’s life sign parameters; 


Venkatanna discloses and/or renders obvious at least one life signs detector integrated within the 
apparatus, said life signs detector being configured to measure and record at least one of said user’s life 
sign parameters. See, e.g., 


A number of program modules can be stored on the hard disk 814, magnetic disk 817, 
optical disk 819, ROM 808, or RAM 810, including an operating system 830, one or 
more application programs 832, other program modules 834, and program data 836. 
Program modules 834 to perform both non-biometric testing and biometric testing can 
be among those stored on the hard disk 814. There can also be modules 834 to initially 
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enroll authorized users. A user can enter commands and information into the computer 
800 through input devices, such as a keyboard 840 and pointing device 842 (such as a 
mouse). Other input devices (not shown) can include a digital camera, microphone, 
joystick, game pad, satellite dish, scanner, or the like (also not shown). These and other 
input devices are often connected to the processing unit 802 through a serial port 
interface 844 that is coupled to the system bus 806, but can be connected by other 
interfaces, such as a parallel port, game port, or universal serial bus (USB) (none of 
which are shown). A monitor 846 or other type of display device is also connected to the 
system bus 806 via an interface, such as a video adapter 848. Other peripheral output 
devices, such as speakers and printers (not shown), can be included. 


Venkatanna at ¶ [0098]. 


The number of biometric tests continues to expand. Currently, some of the biometric 
tests suitable for use with the embodiments comprise the following: fingerprint tests, 
voice recognition systems, handprint recognition tests, face recognition tests, 
handwriting recognition tests, voice recognition tests, iris recognition tests, retinal scan 
tests, eye blinking rate tests, eyeball squint extent tests, normalized body temperature 
tests, keystroke dynamic tests, vein recognition tests, and Deoxyribonucleic acid (DNA) 
recognition tests, to name a few. 


Venkatanna at ¶ [0041]. 


As has been discussed, biometric information can be gathered in a number of ways. To 
give one example, some fingerprint systems require a user to press their fingerprint 
against a platen. The system then captures an image of the print, runs the image through 
a series of digital processing algorithms to remove any extraneous features such as scars, 
abrasions, and cuts. A “skeletal image” is then generated which codes defining 
fingerprint features such as bifurcations, end points, and the placement of ridges, arches, 
loops, and whorls. All of this information can then be encoded, such as into an 
individualized representation—an authorization template. Certain other “anti-theft” 
techniques may be used. For example, the platen may record a temperature ensuring that 
a valid live finger is presented; not a copy, not a detached finger. Other biometric 
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mechanisms can also be used to enhance the reliability or to ensure that the actual human 
possessing the biometric quality being tested has given the sample. 


Venkatanna at ¶ [0075]. 


The entire system can be subjected to one or more additional levels of biometric tests, 
which can comprise one or more of the following: [¶] Retina scanning and generation of 
the unique number (this can be made mandatory) [¶] Eye blinking rate[¶] Eye ball squint 
extent test, and/or [¶] Normalized body temperature test. 


Venkatanna at ¶ [0086]. 


To the extent Venkatanna does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Venkatanna alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


[1.c] a first storage unit for the storage of 
said user’s data and documentation files; 


Venkatanna discloses and/or renders obvious a first storage unit for the storage of said user’s data and 
documentation files. See, e.g., 
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Venkatanna at FIG. 8. 


With reference to FIG. 8, an exemplary system for implementing at least portions of the 
disclosed technology includes a general purpose computing device in the form of a 
conventional computer 800, which can be a PC, or a larger system, including a 
processing unit 802, a system memory 804, and a system bus 806 that couples various 
system components, including the system memory 804, to the processing unit 802. The 
system bus 806 can be any of several types of bus structures, including a memory bus or 
memory controller, a peripheral bus, and a local bus using any of a variety of bus 
architectures. The system memory 804 desirably includes read only memory (ROM) 808 
and random access memory (RAM) 810. A basic input/output system (BIOS) 812, 
containing the basic routines that help with the transfer of information between elements 
within the computer 800, is stored in ROM 808. 


Venkatanna at ¶ [0096]. 


The computer 800 desirably further includes one or more of a hard disk drive 814 for 
reading from and writing to a hard disk (not shown), a magnetic disk drive 816 for 
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reading from or writing to a removable magnetic disk 817, and an optical disk drive 818 
for reading from or writing to a removable optical disk 819 (such as a CD-ROM or other 
optical media). The hard disk drive 814, magnetic disk drive 816, and optical disk drive 
818 (if included) are connected to the system bus 806 by a hard disk drive interface 820, 
a magnetic disk drive interface 822, and an optical drive interface 824, respectively. The 
drives and their associated computer-readable media provide nonvolatile storage of 
computer-readable instructions, data structures, program modules, and other data for the 
computer 800. Other types of computer-readable media which can store data that is 
accessible by a computer, such as magnetic cassettes, flash memory cards, digital video 
disks, CDs, DVDs, RAMs, ROMs, and the like (none of which are shown), can also be 
used in the exemplary operating environment. 


Venkatanna at ¶ [0097]. 


The first unlocker 310 in this embodiment allows limited access. Access can be allowed, 
for example, only to the next level of testing, or partial access can be allowed to a 
formerly forbidden zone: for example, a car door or room door can be unlocked, certain 
otherwise-restricted computer files may be viewed, and so on.  


Venkatanna at ¶ [0066]. 


To the extent Venkatanna does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Venkatanna alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Venkatanna discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above and 
in Samsung’s Invalidity Contentions Cover Pleading. 


[1.d] an authentication unit comprising a 
second storage unit, with said second 
storage unit configured to store a pre-
recorded set of personal biological 


Venkatanna discloses and/or renders obvious an authentication unit comprising a second storage unit, 
with said second storage unit configured to store a pre-recorded set of personal biological biometric 
identification parameters uniquely associated with the specific user, wherein said authentication unit is 
configured to compare the plurality of personal biological biometric identification parameters of the 
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biometric identification parameters 
uniquely associated with the specific user, 
wherein said authentication unit is 
configured to compare the plurality of 
personal biological biometric 
identification parameters of the user 
holding the apparatus with the pre-
recorded set of personal biological 
biometric identification parameters stored 
in said second storage unit; 


user holding the apparatus with the pre-recorded set of personal biological biometric identification 
parameters stored in said second storage unit. See, e.g., 
 


 
Venkatanna at FIG. 4. 


An embodiment of an exemplary biometric test is shown more fully in FIG. 4. A sensor 
405, and a computer 410 perform an exemplary biometric test 325. The sensor 405 is 
used to take the biometric sample and can comprise, for example, an optical sensor such 
as a camera, an ultrasonic sensor, a thermal sensor, or other biometric sample capturing 
mechanism. The computer 410 and the sensor 405 can be interconnected by a network 
connection 407, which, for example, can be wireless, an Ethernet connection, and so 
forth. The computer 410 itself can contain a data storage device 415 within which data 
associated with various issues, such as profiles 417 and 419 of the various users that can 
be authenticated by the system are stored. Furthermore, a series of instructions 425 can 
be contained within the data storage device 415 for use in matching data taken from the 
sensor with the stored profiles. 
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Venkatanna at ¶ [0068]. 


 
Venkatanna at FIG. 2C (highlighting added)) 


Once the credentials are authenticated, then the user must take at least two biometric 
tests, which can be chosen randomly. In one approach, the biometric tests need only 
check a template generated from the user who desires access with the stored templates 
matching the holder of the credentials authenticated by the non-biometric test. Access 
desirably will be allowed when both biometric tests are passed. 


Venkatanna at Abstract. 


Another embodiment comprises a first non-biometric test mechanism operationally able 
to analyze input data to determine if a first non-biometric test has been successfully 
executed; a first unlocker, which allows access to at least a first portion of the device or 
site when the non-biometric test mechanism is successfully executed; a biometric test 
mechanism operationally able to analyze input data to determine biometric success or 
biometric failure; and a second unlocker, which, in this embodiment, allows access to at 
least a second portion of the device or site when the first biometric test mechanism is 
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successfully executed. Furthermore, the biometric test mechanism desirably comprises 
at least two biometric tests, each with a confidence level. For each biometric test, a user 
test score is combined with the confidence level to create a scaled test score. The scaled 
test score of each biometric test is summed, and only if the total sum of the scaled test 
scores reaches a biometric confidence threshold will the biometric test mechanism 
determine biometric success. Access is allowed when the user passes the non-biometric 
test and the biometric tests. 


Venkatanna at ¶ [0011]. 


One or more initial biometric tests are then taken, at process block 222. For example, a 
first biometric test is taken. The details of test-taking are explained more fully in 
connection with FIG. 2C. As illustrated in FIG. 2C, identity can be determined (block 
250) after (or during) the process of taking a non-biometric test 209. . . . This initial 
password provides a clue to the expected user's identity (a “who he/she is”). This “who 
he/she is” can then used to simplify the biometric matching procedure (in an exemplary 
embodiment) by allowing a comparison of the biometrics of the user who signed in with 
biometrics (or a template thereof) previously acquired for the user associated with the 
password. . . . The user identity may be only partially determined by the initial test 
passed, with the identity being incrementally refined as more tests are passed 
successfully. 


Venkatanna at ¶ [0057]. 


The mechanics of test taking differ with each biometric test, but generally, a 
representation or sample (for example, an image, a voiceprint, or in the case of keystroke 
dynamics, a keyboard typing behavior sample) is captured from the user attempting to 
be authenticated. The representation is then processed into a template 252 using various 
algorithms that capture essential items from the data. . . . The template for this user can 
be retrieved (block 254) from storage (e.g., in a database). The retrieved template is then 
compared to the test template (block 256)—the test template being from the user hoping 
to gain access. Since the user to whom the template should belong is already known, 
multiple templates do not need to be sorted through, which assists in reducing the 
computational energy required, as well as reducing (in an exemplary embodiment) the 
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number of false acceptances. The number of false acceptances is reduced because a 
single user was established using the non-biometric testing, and the template of the user 
who is presenting the credentials must match one or more specific biometric patterns of 
the expected individual. This differs from the normal biometric testing procedure where 
a pattern is matched against all existing templates that might be in a database of 
authorized users. Finally, the comparison generates an individual test confidence score 
258. 


Venkatanna at ¶ [0058]. 


To the extent Venkatanna does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Venkatanna alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Venkatanna discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above and 
in Samsung’s Invalidity Contentions Cover Pleading. 


[1.e] a processor in communication with 
said plurality of biometric sensors, said 
first storage unit and said authentication 
unit; 


Venkatanna discloses and/or renders obvious a processor in communication with said plurality of 
biometric sensors, said first storage unit, and said authentication unit. See, e.g., 
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Venkatanna at FIG. 8. 


With reference to FIG. 8, an exemplary system for implementing at least portions of the 
disclosed technology includes a general purpose computing device in the form of a 
conventional computer 800, which can be a PC, or a larger system, including a 
processing unit 802 . . . and a system bus 806 that couples various system components, 
including the system memory 804, to the processing unit 802. The system bus 806 can 
be any of several types of bus structures, including a memory bus or memory controller, 
a peripheral bus, and a local bus using any of a variety of bus architectures. The system 
memory 804 desirably includes read only memory (ROM) 808 and random access 
memory (RAM) 810. A basic input/output system (BIOS) 812, containing the basic 
routines that help with the transfer of information between elements within the computer 
800, is stored in ROM 808. 


Venkatanna at ¶ [0096]. 


The computer 800 desirably further includes one or more of a hard disk drive 814 for 
reading from and writing to a hard disk (not shown), a magnetic disk drive 816 for 
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reading from or writing to a removable magnetic disk 817, and an optical disk drive 818 
for reading from or writing to a removable optical disk 819 (such as a CD-ROM or other 
optical media). The hard disk drive 814, magnetic disk drive 816, and optical disk drive 
818 (if included) are connected to the system bus 806 by a hard disk drive interface 820, 
a magnetic disk drive interface 822, and an optical drive interface 824, respectively. The 
drives and their associated computer-readable media provide nonvolatile storage of 
computer-readable instructions, data structures, program modules, and other data for the 
computer 800. Other types of computer-readable media which can store data that is 
accessible by a computer, such as magnetic cassettes, flash memory cards, digital video 
disks, CDs, DVDs, RAMs, ROMs, and the like (none of which are shown), can also be 
used in the exemplary operating environment. 


Venkatanna at ¶ [0097]. 


A number of program modules can be stored on the hard disk 814, magnetic disk 817, 
optical disk 819, ROM 808, or RAM 810, including an operating system 830, one or 
more application programs 832, other program modules 834, and program data 836. 
Program modules 834 to perform both non-biometric testing and biometric testing can 
be among those stored on the hard disk 814. There can also be modules 834 to initially 
enroll authorized users. . . . .”  


Venkatanna at ¶ [0098]. 


To the extent Venkatanna does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Venkatanna alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Venkatanna discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above and 
in Samsung’s Invalidity Contentions Cover Pleading. 


[1.f] wherein access to the personal data 
and documentation files stored in said first 


Venkatanna discloses and/or renders obvious access to the personal data and documentation files stored 
in said first storage unit is only enabled after said authentication unit positively matches each of the 
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storage unit is only enabled after said 
authentication unit positively matches 
each of the plurality of personal biological 
biometric identification parameters of the 
user holding the apparatus with the pre-
recorded set of personal biological 
identification parameters stored in said 
second storage unit; and 


plurality of personal biological biometric identification parameters of the user holding the apparatus 
with the pre-recorded set of personal biological identification parameters stored in said second storage 
unit. See, e.g., 
 


Once the credentials are authenticated, then the user must take at least two biometric 
tests, which can be chosen randomly. In one approach, the biometric tests need only 
check a template generated from the user who desires access with the stored templates 
matching the holder of the credentials authenticated by the non-biometric test. Access 
desirably will be allowed when both biometric tests are passed. 


Venkatanna at Abstract. 


One or more initial biometric tests are then taken, at process block 222. For example, a 
first biometric test is taken. The details of test-taking are explained more fully in 
connection with FIG. 2C. As illustrated in FIG. 2C, identity can be determined (block 
250) after (or during) the process of taking a non-biometric test 209. . . . This initial 
password provides a clue to the expected user's identity (a “who he/she is”). This “who 
he/she is” can then used to simplify the biometric matching procedure (in an exemplary 
embodiment) by allowing a comparison of the biometrics of the user who signed in with 
biometrics (or a template thereof) previously acquired for the user associated with the 
password. . . . The user identity may be only partially determined by the initial test 
passed, with the identity being incrementally refined as more tests are passed 
successfully. 


Venkatanna at ¶ [0057]. 


If the user did not fail the test, then the results of the individual test and a confidence 
level associated with the test can be combined to produce a scaled test score at block 
234. The scaled test score can then be combined, such as added to any prior test scores 
to produce an aggregate biometric confidence score at block 236. In a specific example, 
the aggregate score can be the sum of the scaled test scores of all the biometric tests that 
have been previously passed by this user in this session. 
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Venkatanna at ¶ [0062]. 


If the resulting aggregate biometric confidence score is high enough at block 238, then 
the user is allowed access at block 242. If not, then the number of biometric tests that 
have previously been taken can be considered at block 240. If too many have been taken, 
then the user is considered to have failed, and access is denied at block 244. 


Venkatanna at ¶ [0063]. 


To the extent Venkatanna does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Venkatanna alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Venkatanna discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above and 
in Samsung’s Invalidity Contentions Cover Pleading. 


[1.g] wherein, whenever any of said at 
least one life signs detector detects a 
critical level of said user measured life 
sign parameters, the apparatus is 
configured to prevent access to said user’s 
personal data and documentation files 
stored in said first storage unit. 


Venkatanna discloses and/or renders obvious whenever any of said at least one life signs detector detects 
a critical level of said user measured life sign parameters, the apparatus is configured to prevent access 
to said user’s personal data and documentation files stored in said first storage unit. 
 


A number of program modules can be stored on the hard disk 814, magnetic disk 817, 
optical disk 819, ROM 808, or RAM 810, including an operating system 830, one or 
more application programs 832, other program modules 834, and program data 836. 
Program modules 834 to perform both non-biometric testing and biometric testing can 
be among those stored on the hard disk 814. There can also be modules 834 to initially 
enroll authorized users. A user can enter commands and information into the computer 
800 through input devices, such as a keyboard 840 and pointing device 842 (such as a 
mouse). Other input devices (not shown) can include a digital camera, microphone, 
joystick, game pad, satellite dish, scanner, or the like (also not shown). These and other 
input devices are often connected to the processing unit 802 through a serial port 
interface 844 that is coupled to the system bus 806, but can be connected by other 
interfaces, such as a parallel port, game port, or universal serial bus (USB) (none of 
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which are shown). A monitor 846 or other type of display device is also connected to the 
system bus 806 via an interface, such as a video adapter 848. Other peripheral output 
devices, such as speakers and printers (not shown), can be included. 


Venkatanna at ¶ [0098]. 


The number of biometric tests continues to expand. Currently, some of the biometric 
tests suitable for use with the embodiments comprise the following: . . . normalized body 
temperature tests . . . to name a few.  


Venkatanna at ¶ [0041]. 


Certain other “anti-theft” techniques may be used. For example, the platen may record a 
temperature ensuring that a valid live finger is presented; not a copy, not a detached 
finger. Other biometric mechanisms can also be used to enhance the reliability or to 
ensure that the actual human possessing the biometric quality being tested has given the 
sample.  


Venkatanna at ¶ [0075]. 


The entire system can be subjected to one or more additional levels of biometric tests, 
which can comprise one or more of the following: [¶] Retina scanning and generation of 
the unique number (this can be made mandatory) [¶] Eye blinking rate[¶] Eye ball squint 
extent test, and/or [¶] Normalized body temperature test. 


Venkatanna at ¶ [0086]. 


To the extent Venkatanna does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Venkatanna alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


[4] The apparatus according to claim 1, 
further comprising: 


Claim 4 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Venkatanna discloses and/or renders obvious the apparatus according to claim 1, further comprising: 
communication and data connection means for communicating with an external device, said 
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communication and data connection 
means for communicating with an 
external device, said communication and 
data connection means being controlled 
by and in communication with said 
processor. 


communication and data connection means being controlled by and in communication with said 
processor. See, e.g., 
 


With reference to FIG. 8, an exemplary system for implementing at least portions of the 
disclosed technology includes a general purpose computing device in the form of a 
conventional computer 800, which can be a PC, or a larger system, including a 
processing unit 802, a system memory 804, and a system bus 806 that couples various 
system components . . . . 


Venkatanna at ¶ [0096]. 


The computer 800 can operate in a networked environment using logical connections to 
one or more remote computers 850. The remote computer 850 can be another computer, 
a server, a router, a network PC, or a peer device or other common network node, and 
typically includes many or all of the elements described above relative to the computer 
800, although only a memory storage device 852 has been illustrated in FIG. 8. The 
logical connections depicted in FIG. 8 include a local area network (LAN) 854 and a 
wide area network (WAN) 856. Such networking environments are commonplace in 
offices, enterprise-wide computer networks, intranets, and the Internet. 


Venkatanna at ¶ [0099]. 


When used in a LAN networking environment, the computer 800 is connected to the 
LAN 854 through a network interface 858. When used in a WAN networking 
environment, the computer 800 typically includes a modem 860 or other means for 
establishing communications over the WAN 856, such as the Internet. The modem 860, 
which can be internal or external, is connected to the system bus 806 via the serial port 
interface 844. In a networked environment, program modules depicted relative to the 
computer 800, or portions thereof, may be stored in the remote memory storage device 
852. The network connections shown are exemplary, and other means of establishing a 
communications link between the computers can be used. 


Venkatanna at ¶ [0100]. 
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To the extent Venkatanna does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Venkatanna alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Venkatanna discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above and 
in Samsung’s Invalidity Contentions Cover Pleading. 


[15] The apparatus according to claim 1, 
further comprising an integrated digital 
data encoder/decoder and a wireless 
transceiver module in communication 
with the processor, said integrated digital 
data encoder/decoder and a wireless 
transceiver being configured to 
communicate with any of a group of 
external devices including RF operated 
credit card readers, ATM machines, and 
remotely operated electronic locks gates 
and doors opener using RFID based 
techniques. 


Claim 15 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Venkatanna discloses and/or renders obvious the apparatus according to claim 1, further comprising an 
integrated digital data encoder/decoder and a wireless transceiver module in communication with the 
processor, said integrated digital data encoder/decoder and a wireless transceiver being configured to 
communicate with any of a group of external devices including RF operated credit card readers, ATM 
machines, and remotely operated electronic locks gates and doors opener using RFID based techniques. 
See, e.g.,  
 


With reference to FIG. 8, an exemplary system for implementing at least portions of the 
disclosed technology includes a general purpose computing device in the form of a 
conventional computer 800, which can be a PC, or a larger system, including a 
processing unit 802, a system memory 804, and a system bus 806 that couples various 
system components . . . . 


Venkatanna at ¶ [0096]. 


A user can enter commands and information into the computer 800 through input 
devices, such as a keyboard 840 and pointing device 842 (such as a mouse). Other input 
devices (not shown) can include a digital camera, microphone, joystick, game pad, 
satellite dish, scanner, or the like (also not shown). These and other input devices are 
often connected to the processing unit 802 through a serial port interface 844 that is 
coupled to the system bus 806, but can be connected by other interfaces, such as a 
parallel port, game port, or universal serial bus (USB) (none of which are shown). 
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Venkatanna at ¶ [0098]. 


The computer 800 can operate in a networked environment using logical connections to 
one or more remote computers 850. The remote computer 850 can be another computer, 
a server, a router, a network PC, or a peer device or other common network node, and 
typically includes many or all of the elements described above relative to the computer 
800, although only a memory storage device 852 has been illustrated in FIG. 8. The 
logical connections depicted in FIG. 8 include a local area network (LAN) 854 and a 
wide area network (WAN) 856. Such networking environments are commonplace in 
offices, enterprise-wide computer networks, intranets, and the Internet. 


Venkatanna at ¶ [0099]. 


When used in a LAN networking environment, the computer 800 is connected to the 
LAN 854 through a network interface 858. When used in a WAN networking 
environment, the computer 800 typically includes a modem 860 or other means for 
establishing communications over the WAN 856, such as the Internet. The modem 860, 
which can be internal or external, is connected to the system bus 806 via the serial port 
interface 844. In a networked environment, program modules depicted relative to the 
computer 800, or portions thereof, may be stored in the remote memory storage device 
852. The network connections shown are exemplary, and other means of establishing a 
communications link between the computers can be used. 


Venkatanna at ¶ [0100]. 


To the extent Venkatanna does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Venkatanna alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


[18] The apparatus according to claim 1, 
further comprising an integrated GPS 
module in communication with the 


Claim 18 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
To the extent Venkatanna does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Venkatanna alone or in combination with the knowledge of a POSITA and/or the 
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processor to precisely locate the 
geographical position of the apparatus. 


references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
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Invalidity of U.S. Patent 8,401,875 (“the ’875 Patent”) in View of Narayanaswami 


U.S. Patent Application Publication 2009/0037742 A1 (“Narayanaswami”), published no later than February 5, 2009, qualifies as prior art under 
at least pre-AIA 35 U.S.C. §§ 102 and/or 103 as to the asserted claims of U.S. Patent No. 8,401,875 (“the ’875 Patent”), as discussed in greater detail 
in the chart that follows.1 


To the extent Plaintiff alleges that Narayanaswami does not disclose any particular limitation of asserted claims 1, 4, 15, and 18 of the ’875 
Patent (the “Asserted Claims”), either expressly or inherently, it would have been obvious to a person of ordinary skill in the art as of the priority date 
of the ’875 Patent to modify Narayanaswami and/or combine the teachings of Narayanaswami with other prior art references, including but not limited 
to the prior art references presently found in Samsung’s Invalidity Contentions and any supplements thereto and the relevant section of charts for other 
prior art for the ’875 Patent in a manner that would have rendered the Asserted Claims invalid as obvious.  The inclusion of the particular limitation 
into the methods and systems described in Narayanaswami would have been obvious for at least the following reasons:  It would have been obvious to 
modify the methods and/or systems disclosed in Narayanaswami, alone or in combination with the references identified in Sections III.A-B and IV.B.2 
of Samsung’s Invalidity Contentions, to meet this limitation based on: (a) the teachings in Narayanaswami itself; (b) a person of ordinary skill in the 
art implementing a predictable variation of the methods and/or systems disclosed in Narayanaswami or in the other identified references; (c) the logic, 
judgment, intelligence, creativity, innovation and common sense a person of ordinary skill in the art would employ; (d) the inferences and creative and 
routine steps that a person of ordinary skill in the art would employ; (e) market demand for methods and/or systems to include this limitation; and/or 
(f) design needs or market pressures to solve a problems with a finite number of solutions that could have produced the desired outcome.   


Samsung reserves the right to amend or supplement this claim chart at a later date pursuant to the Docket Control Order issued by the Court on 
December 6, 2024 (Dkt. No. 23) and based on further discovery including any supplemental infringement contentions or to any interrogatory response 
provided by Plaintiff purporting to rebut these contentions. 


Further, these charts incorporate Plaintiff’s apparent interpretation of the breakdown of elements within the Asserted Claims, as reflected in 
Plaintiff’s infringement contentions to date.  Samsung does not concede that such interpretation is correct, and reserves its right to supplement these 
contentions accordingly.  


 
1 Nothing in these claim charts should be construed as an admission regarding infringement, either literally or under the doctrine of equivalents, or as 
an admission regarding Samsung’s understanding of the proper scope of the Asserted Claims.  Given Plaintiff’s vague and ambiguous infringement 
contentions, the exemplary citations herein necessarily account for a variety of possible infringement arguments and claim constructions.  Samsung 
reserves the right to rely on additional citations or sources of evidence that also may be applicable, or that may become applicable in light of claim 
construction, changes in Plaintiff’s infringement contentions, and/or information obtained during discovery as the case progresses.  Various positions 
put forth in this document are predicated on Plaintiff’s overly broad interpretation of its claims as evidenced by the infringement allegations received 
to date.  Those portions are not intended to and do not necessarily reflect Samsung’s interpretations of the true and proper scope of Plaintiff’s claims, 
and Samsung reserves the right to adopt claim construction positions that differ from or even conflict with various positions put forth in this document.   
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Comparison of the Asserted Claims of the ’875 Patent to Narayanaswami2 


’875 Patent – Claim Exemplary Disclosures of Narayanaswami 


[1.pre] Apparatus for storing and 
managing personal and secured data and 
documentation files associated with a 
specific user, comprising: 


To the extent the preamble is limiting, Narayanaswami discloses and/or renders obvious an apparatus 
for storing and managing personal and secured data and documentation files associated with a specific 
user. See, e.g., 


A biometric sensor device, a portable electronic device including an actuatable 
biometric input device, and method of biometric authentication that includes an input 
device that generates a signal or completes a circuit when actuated, and a biometric 
reader that reads a biometric of a user when the user actuates the input device to generate 
the signal or complete the circuit. An authentication section authenticates the biometric 
read on the biometric reader to generate one of a data access allowance function based 
on authentication of the biometric input to the actuatable biometric input device and a 
data access prevention function based on non-authentication of the biometric input to 
the actuatable biometric input device. The data access allowance function permits data 
to be accessed at the data access interface, and the data access prevention function 
prevents reading and/or access to data anywhere on the data storage and access device. 


Narayanaswami at Abstract. 


The present invention generally relates to a system that uses a biometric input device in 
combination with a manually actuated input device.  An authentication section 
authenticates the biometric input to generate a data access allowance function or a data 
access prevention function based on non-authentication of the biometric input. 


Narayanaswami at ¶ [0002]. 


 
2 The excerpts cited herein are exemplary.  For any claim limitation, Samsung may rely on excerpts cited for any other limitation and/or additional 
excerpts not set forth fully herein to the extent necessary to provide a more comprehensive explanation for a reference’s disclosure of a limitation.  
Where an excerpt refers to or discusses a figure or figure items, that figure and any additional descriptions of that figure should be understood to be 
incorporated by reference as if set forth fully therein.   
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Narayanaswami at Fig. 2. 


A general configuration of the second exemplary embodiment of the biometric 
authentication system provides an actuatable biometric input device 42 similar to the 
keys discussed above in FIGS. lA-lD on a data storage and access device 40.  The 
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actuatable biometric input device 42 provides a key or switch to either complete a circuit 
or generate a signal when activated by the finger of a user and a biometric reader 44, 
e.g., a key with biometric sensor (sensor key), reads the fingerprint biometric of a user 
when operating the actuatable biometric input device 42.  Additionally, a thermal sensor 
10 may determine a presence of a user thereby preventing any attempt to use an 
unauthorized replication of a fingerprint biometric. 


An authentication section 46 determines whether the biometric read by the biometric 
reader 44 is authentic or not compared to pre-stored biometric identification data.  


A central processing unit (CPU) 48 receives a signal from the authentication section 46 
once authentication section has determined whether a biometric read on the biometric 
reader 44 is authentic or not.  If a comparison between a pre-stored biometric 
identification data matches a biometric read by the biometric reader 44, then data stored 
in the data memory/storage device 50 is made accessible to the user via the data access 
interface 52 via a data bus 54 at either a video display 56 and/or an audio output 58. 


Narayanaswami at ¶¶ [0082]-[0084]. 


[1.a] a plurality of biometric sensors for 
reading a plurality of personal biological 
biometric identification parameters of the 
user holding the apparatus, said plurality of 
biometric sensors being integrated within 
the apparatus; 


Narayanaswami discloses and/or renders obvious a plurality of biometric sensors for reading a plurality 
of personal biological biometric identification parameters of the user holding the apparatus, said 
plurality of biometric sensors being integrated within the apparatus. See, e.g., 


Another exemplary aspect of the present invention includes the biometric includes at 
least one of a fingerprint, hand geometry, a hand vein pattern, a retinal pattern, an iris 
pattern, facial geometry, and a facial thermogram. 


Narayanaswami at ¶ [0016]. 


With its unique and novel features, the present invention provides a device, system and 
method for a biometric authentication system provided with a biometric sensor function 
including an input device and a biometric (e.g., fingerprint biometric, retinal scan, etc.) 
reader that reads a biometric (e.g., fingerprint biometric of a finger, retinal of a retinal 
scan) that is actuated on the input device.  An authentication function authenticates the 
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biometric (e.g., fingerprint biometric, retinal scan, etc.) to generate either a data access 
allowance function-based authentication of the biometric (e.g., fingerprint biometric, 
retinal scan, etc.), or a data access prevention function based on the non-authentication 
of the biometric (e.g., fingerprint biometric, retinal scan, etc.). 


Narayanaswami at ¶ [0054]. 


A biometric reader 8 is integrally adapted to be positioned on an exterior surface of the 
actuating device 4 such that when a user actuates the actuating device 4 with a finger, a 
biometric reader 8 reads a biometric of a user during the keystroke.  For example, FIG. 
1A demonstrates that a right index finger of a user in the home position on the keyboard 
would cause the right index finger's fingerprint biometric to be scanned by the biometric 
reader 8 when it actuates the actuating device 4 to output the alphanumeric "J" character.  


Narayanaswami at ¶ [0073]. 


FIG. 1B illustrates a second configuration of the first exemplary embodiment of the 
biometric authentication device providing a pushbutton key 12 that may be used in 
conjunction with an electronic device.  The pushbutton key 12 may have graphical 
indicia 14 used to identify to a user the function of the pushbutton key 12 in association 
with an electronic device.  A biometric reader 16 occupies a central top portion of the 
pushbutton key 12 such that when the user contacts a finger on the pushbutton key 12 
to actuate a particular function of an electronic device, the biometric reader 16 may read 
the user’s fingerprint biometric. 


Narayanaswami at ¶ [0075]. 


A general configuration of the second exemplary embodiment of the biometric 
authentication system provides an actuatable biometric input device 42 similar to the 
keys discussed above in FIGS. 1A-1D on a data storage and access device 40.  The 
actuatable biometric input device 42 provides a key or switch to either complete a circuit 
or generate a signal when activated by the finger of a user and a biometric reader 44, 
e.g., a key with biometric sensor (sensor key), reads the fingerprint biometric of a user 
when operating the actuatable biometric input device 42.  Additionally, a thermal sensor 
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10 may determine a presence of a user thereby preventing any attempt to use an 
unauthorized replication of a fingerprint biometric. 


Narayanaswami at ¶ [0082]. 
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Narayanaswami at Fig. 2. 


First, a keystroke is received (step 200) on actuatable biometric input device 42.  The 
biometric reader 44 scans (step 202) the biometric (e.g., fingerprint) of the user used to 
contact the actuatable biometric input device 42 and determines by the authentication 
section 46 whether the received biometric corresponds to pre-stored biometric 
identification data, thereby determining whether the received biometric is authentic.  If 
the biometric is determined (step 204) not to be authentic, ( e.g., a “NO” in step 204), a 
system reverts back to wait for the reception of a keystroke on the actuatable biometric 
input device 42. 


Narayanaswami at ¶ [0106]. 


To the extent Narayanaswami does not explicitly disclose this limitation, this limitation would have 
been obvious in light of Narayanaswami alone or in combination with the knowledge of a POSITA 
and/or the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions 
Cover Pleading. 


[1.b] at least one life signs detector 
integrated within the apparatus, said life 
signs detector being configured to measure 
and record at least one of said user’s life 
sign parameters; 


Narayanaswami discloses and/or renders obvious at least one life signs detector integrated within the 
apparatus, said life signs detector being configured to measure and record at least one of said user’s 
life sign parameters. See, e.g., 


In the example of the biometric being a fingerprint biometric, a user exemplarily 
authenticates their fingerprint biometric to a data storage and access device using a 
sensor key actuatable biometric input device that includes a finger print biometric 
reader/scanner.  A novel aspect of the invention is the fingerprint biometric sensor is 
preferably included on a key or and operating button of the data storage and access 
device.  The action of authentication and using the device are combined and the user 
does not have to first authenticate on the fingerprint biometric sensor and then 
secondarily actuate a function button.  Additionally, the sensor key actuatable biometric 
input device may determines the “liveness, e.g., of a finger, through a temperature 
sensor on the sensor key actuatable biometric input device so that false biometrics 
cannot be authenticated. 
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Narayanaswami at ¶ [0055]. 


Additionally, in this configuration and in subsequent configurations, a thermal sensor 
10 may be embedded in a portion of the actuating device 4 where a user's finger 
typically makes contact with the top surface of the actuating device 4, for example, on 
the top surface of the biometric reader 8.  The thermal sensor 10 may determine the 
presence of the user's finger to verify the actual presence of a user thereby preventing 
any attempt to use an unauthorized replication of any biometric input. 


Narayanaswami at ¶ [0074]. 


Additionally, a thermal sensor 10 may be used when a keystroke is received (step 200) 
to determine the presence of a user contacting the actuatable biometric input device 44 
which provides an additional level of authentication in conjunction with the biometric 
authentication (step 204) as previously mentioned. 


Narayanaswami at ¶ [0107]. 


To the extent Narayanaswami does not explicitly disclose this limitation, this limitation would have 
been obvious in light of Narayanaswami alone or in combination with the knowledge of a POSITA 
and/or the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions 
Cover Pleading. 


[1.c] a first storage unit for the storage of 
said user’s data and documentation files; 


Narayanaswami discloses and/or renders obvious a first storage unit for the storage of said user’s data 
and documentation files. See, e.g., 
 


A central processing unit (CPU) 48 receives a signal from the authentication section 46 
once authentication section 46 has determined whether a biometric read on the 
biometric reader 44 is authentic or not.  If a comparison between a pre-stored biometric 
identification data matches a biometric read by the biometric reader 44, then data stored 
in the data memory/storage device 50 is made accessible to the user via the data access 
interface 52 via a data bus 54 at either a video display 56 and/or an audio output 58. 


Narayanaswami at ¶ [0084] (emphasis added). 
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Once the data in the data memory/storage device 50 is decrypted, the system allows 
access (step 216) to the data in the data memory/storage device 50 via the data access 
interface 52.  Access to the data (step 216) may also include access to certain 
read/modify/write functions to the data in the data memory/storage device 50. 
Accessing functions to read/modify/write the data (step 216) may be based on a tiered 
authentication structure of biometric authentication such that certain authenticated users 
are able to perform certain functions on the data in the data memory/storage device 50 
that may be different from other authenticated users and may depend on their level of 
authentication. 


Narayanaswami at ¶ [0109] (emphasis added). 
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Narayanaswami at Fig. 2 (annotated). 


To the extent Narayanaswami does not explicitly disclose this limitation, this limitation would have 
been obvious in light of Narayanaswami alone or in combination with the knowledge of a POSITA 
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and/or the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions 
Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Narayanaswami discloses and/or 
renders obvious the corresponding structure and function for each such term for the reasons provided 
above and in Samsung’s Invalidity Contentions Cover Pleading. 


[1.d] an authentication unit comprising a 
second storage unit, with said second 
storage unit configured to store a pre-
recorded set of personal biological 
biometric identification parameters 
uniquely associated with the specific user, 
wherein said authentication unit is 
configured to compare the plurality of 
personal biological biometric identification 
parameters of the user holding the 
apparatus with the pre-recorded set of 
personal biological biometric identification 
parameters stored in said second storage 
unit; 


Narayanaswami discloses and/or renders obvious an authentication unit comprising a second storage 
unit, with said second storage unit configured to store a pre-recorded set of personal biological 
biometric identification parameters uniquely associated with the specific user, wherein said 
authentication unit is configured to compare the plurality of personal biological biometric identification 
parameters of the user holding the apparatus with the pre-recorded set of personal biological biometric 
identification parameters stored in said second storage unit. See, e.g., 
 


Another exemplary aspect of the present invention includes a method of biometric 
authentication to provide and restrict access to data on a data storage and access device, 
the method comprising receiving an input actuation on an actuatable biometric input 
device to one of generate a signal and complete a circuit, reading a biometric of a user 
when the user actuates the actuatable biometric input device, authenticating the 
biometric based on comparing the biometric to pre-stored authentication data, 
allowing access by the user to data stored in the data storage and access device based 
on the authenticating the biometric, initiating a countdown timer based on the allowing 
access to the data, one of suspending and resetting the countdown timer based on a 
predetermined condition, determining when the countdown timer has expired, and 
preventing access to the data stored in the data storage and access device when the 
countdown timer is determined to have expired. 


Narayanaswami at ¶ [0038] (emphasis added). 


An authentication section 46 determines whether the biometric read by the biometric 
reader 44 is authentic or not compared to pre-stored biometric identification data.   


Narayanaswami at ¶ [0083]. 
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First, a keystroke is received (step 200) on actuatable biometric input device 42. The 
biometric reader 44 scans (step 202) the biometric (e.g., fingerprint) of the user used to 
contact the actuatable biometric input device 42 and determines by the authentication 
section 46 whether the received biometric corresponds to pre-stored biometric 
identification data, thereby determining whether the received biometric is authentic.  If 
the biometric is determined (step 204) not to be authentic, ( e.g., a “NO” in step 204), a 
system reverts back to wait for the reception of a keystroke on the actuatable biometric 
input device 42. 


Narayanaswami at ¶ [0106] (emphasis added). 
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Narayanaswami at Fig. 2 (annotated). 


To the extent Narayanaswami does not explicitly disclose this limitation, this limitation would have 
been obvious in light of Narayanaswami alone or in combination with the knowledge of a POSITA 
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and/or the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions 
Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Narayanaswami discloses and/or 
renders obvious the corresponding structure and function for each such term for the reasons provided 
above and in Samsung’s Invalidity Contentions Cover Pleading. 


[1.e] a processor in communication with 
said plurality of biometric sensors, said 
first storage unit and said authentication 
unit; 


Narayanaswami discloses and/or renders obvious a processor in communication with said plurality of 
biometric sensors, said first storage unit, and said authentication unit. See, e.g., 
 


A central processing unit (CPU) 48 receives a signal from the authentication section 
46 once authentication section 46 has determined whether a biometric read on the 
biometric reader 44 is authentic or not.  If a comparison between a pre-stored biometric 
identification data matches a biometric read by the biometric reader 44, then data stored 
in the data memory/storage device 50 is made accessible to the user via the data access 
interface 52 via a data bus 54 at either a video display 56 and/or an audio output 58. 


Narayanaswami at ¶ [0084] (emphasis added).  







Appendix A-5 
 


15 


’875 Patent – Claim Exemplary Disclosures of Narayanaswami 


 


Narayanaswami at Fig. 2 (annotated). 


To the extent Narayanaswami does not explicitly disclose this limitation, this limitation would have 
been obvious in light of Narayanaswami alone or in combination with the knowledge of a POSITA 
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and/or the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions 
Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Narayanaswami discloses and/or 
renders obvious the corresponding structure and function for each such term for the reasons provided 
above and in Samsung’s Invalidity Contentions Cover Pleading. 


[1.f] wherein access to the personal data 
and documentation files stored in said first 
storage unit is only enabled after said 
authentication unit positively matches each 
of the plurality of personal biological 
biometric identification parameters of the 
user holding the apparatus with the pre-
recorded set of personal biological 
identification parameters stored in said 
second storage unit; and 


Narayanaswami discloses and/or renders obvious access to the personal data and documentation files 
stored in said first storage unit is only enabled after said authentication unit positively matches each of 
the plurality of personal biological biometric identification parameters of the user holding the apparatus 
with the pre-recorded set of personal biological identification parameters stored in said second storage 
unit. See, e.g., 
 


A central processing unit (CPU) 48 receives a signal from the authentication section 46 
once authentication section 46 has determined whether a biometric read on the 
biometric reader 44 is authentic or not.  If a comparison between a pre-stored biometric 
identification data matches a biometric read by the biometric reader 44, then data stored 
in the data memory/storage device 50 is made accessible to the user via the data access 
interface 52 via a data bus 54 at either a video display 56 and/or an audio output 58. 


Narayanaswami at ¶ [0084].  
 


If the authentication section 46 determines (step 204) that the read biometric is 
authentic, the system then determines (step 206) whether a stored decryption key exists 
in a key storage location 66 for decrypting data stored in the data memory/storage 
device 50.  A stored key is retrieved (step 208) and data in the data memory/storage 
device 50 is decrypted (step 210) with the retrieved key. If it is determined that a stored 
decryption key does not exist in the key storage location 66, a new decryption key is 
created (step 212) (which may be based on the user's Scanned biometric), the new key 
is stored (step 214) at the key storage location 66, and data in the data memory/storage 
device 50 is decrypted (step 210) with the newly generated key. 


Once the data in the data memory/storage device 50 is decrypted, the system allows 
access (step 216) to the data in the data memory/storage device 50 via the data access 
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interface 52.  Access to the data (step 216) may also include access to certain 
read/modify/write functions to the data in the data memory/storage device 50. 
Accessing functions to read/modify/write the data (step 216) may be based on a tiered 
authentication structure of biometric authentication such that certain authenticated users 
are able to perform certain functions on the data in the data memory/storage device 50 
that may be different from other authenticated users and may depend on their level of 
authentication. 


Narayanaswami at ¶¶ [0108]-[0109].  
 
To the extent Narayanaswami does not explicitly disclose this limitation, this limitation would have 
been obvious in light of Narayanaswami alone or in combination with the knowledge of a POSITA 
and/or the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions 
Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Narayanaswami discloses and/or 
renders obvious the corresponding structure and function for each such term for the reasons provided 
above and in Samsung’s Invalidity Contentions Cover Pleading. 


[1.g] wherein, whenever any of said at 
least one life signs detector detects a 
critical level of said user measured life sign 
parameters, the apparatus is configured to 
prevent access to said user’s personal data 
and documentation files stored in said first 
storage unit. 


Narayanaswami discloses and/or renders obvious whenever any of said at least one life signs detector 
detects a critical level of said user measured life sign parameters, the apparatus is configured to prevent 
access to said user’s personal data and documentation files stored in said first storage unit. 
 


Additionally, in this configuration and in subsequent configurations, a thermal sensor 
10 may be embedded in a portion of the actuating device 4 where a user’s finger 
typically makes contact with the top surface of the actuating device 4, for example, on 
the top surface of the biometric reader 8.  The thermal sensor 10 may determine the 
presence of the user’s finger to verify the actual presence of a user thereby preventing 
any attempt to use an unauthorized replication of any biometric input. 


Narayanaswami at ¶ [0074].  
 


A general configuration of the second exemplary embodiment of the biometric 
authentication system provides an actuatable biometric input device 42 similar to the 
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keys discussed above in FIGS. lA-lD on a data storage and access device 40.  The 
actuatable biometric input device 42 provides a key or switch to either complete a circuit 
or generate a signal when activated by the finger of a user and a biometric reader 44, 
e.g., a key with biometric sensor (sensor key), reads the fingerprint biometric of a user 
when operating the actuatable biometric input device 42.  Additionally, a thermal sensor 
10 may determine a presence of a user thereby preventing any attempt to use an 
unauthorized replication of a fingerprint biometric. 


Narayanaswami at ¶ [0082].  
 
To the extent Narayanaswami does not explicitly disclose this limitation, this limitation would have 
been obvious in light of Narayanaswami alone or in combination with the knowledge of a POSITA 
and/or the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions 
Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Narayanaswami discloses and/or 
renders obvious the corresponding structure and function for each such term for the reasons provided 
above and in Samsung’s Invalidity Contentions Cover Pleading. 


[4] The apparatus according to claim 1, 
further comprising: 


communication and data connection means 
for communicating with an external 
device, said communication and data 
connection means being controlled by and 
in communication with said processor. 


Claim 4 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Narayanaswami discloses and/or renders obvious the apparatus according to claim 1, further 
comprising: communication and data connection means for communicating with an external device, 
said communication and data connection means being controlled by and in communication with said 
processor. See, e.g., 
 


The auxiliary data access device 76 may be provided with a wired communication 
device or a wireless communication protocol and device to establish and maintain 
communication with the data access interface 52.  An exemplary example of the 
auxiliary data access device 76 may be a pair of wired (see FIG. 3A) or wireless (see 
FIG. 3B) headphones for playback of audio via the audio output 56 of the data access 
interface 52, or an external video display in combination with additional audio output 
(not shown). 
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Narayanaswami at ¶ [0099].  
 


 


Narayanaswami at Fig. 2. 







Appendix A-5 
 


20 


’875 Patent – Claim Exemplary Disclosures of Narayanaswami 


To the extent Narayanaswami does not explicitly disclose this limitation, this limitation would have 
been obvious in light of Narayanaswami alone or in combination with the knowledge of a POSITA 
and/or the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions 
Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Narayanaswami discloses and/or 
renders obvious the corresponding structure and function for each such term for the reasons provided 
above and in Samsung’s Invalidity Contentions Cover Pleading. 


[15] The apparatus according to claim 1, 
further comprising an integrated digital 
data encoder/decoder and a wireless 
transceiver module in communication with 
the processor, said integrated digital data 
encoder/decoder and a wireless transceiver 
being configured to communicate with any 
of a group of external devices including RF 
operated credit card readers, ATM 
machines, and remotely operated electronic 
locks gates and doors opener using RFID 
based techniques. 


Claim 15 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Narayanaswami discloses and/or renders obvious the apparatus according to claim 1, further 
comprising an integrated digital data encoder/decoder and a wireless transceiver module in 
communication with the processor, said integrated digital data encoder/decoder and a wireless 
transceiver being configured to communicate with any of a group of external devices including RF 
operated credit card readers, ATM machines, and remotely operated electronic locks gates and doors 
opener using RFID based techniques. See, e.g.,  
 


Another exemplary aspect of the present invention includes the specific condition 
includes at least one of when an authenticated biometric is read by the biometric reader, 
when a functional control is activated by a user on the data storage and access device, 
when decrypted data is being accessed by the user, and when an auxiliary device capable 
of accessing the decrypted data is in communication with the accessing the decrypted 
data is in communication with the data storage and access device.  


 
Narayanaswami at ¶ [0028]. 
 


Another exemplary aspect of the present invention includes an auxiliary device in 
communication with the data includes an auxiliary device in communication with the 
data storage and access device, wherein the auxiliary device further includes at least 
one of a wired and a wireless communication device with the data storage and access 
device, and a sensor that determines when the auxiliary device is in contact with the 
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user, wherein the specific condition further includes when the sensor determines the 
auxiliary device is not in contact with the user. 


 
Narayanaswami at ¶ [0029]. 
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Narayanaswami at Fig. 2. 


To the extent Narayanaswami does not explicitly disclose this limitation, this limitation would have 
been obvious in light of Narayanaswami alone or in combination with the knowledge of a POSITA 
and/or the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions 
Cover Pleading. 


[18] The apparatus according to claim 1, 
further comprising an integrated GPS 
module in communication with the 
processor to precisely locate the 
geographical position of the apparatus. 


Claim 18 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
To the extent Narayanaswami does not explicitly disclose this limitation, this limitation would have 
been obvious in light of Narayanaswami alone or in combination with the knowledge of a POSITA 
and/or the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions 
Cover Pleading. 
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Invalidity of U.S. Patent 8,401,875 (“the ’875 Patent”) in View of Osten 


U.S. Patent No. 5,719,950 to Osten et al. (“Osten”), published no later than February 17, 1998, qualifies as prior art under at least pre-AIA 35 
U.S.C. §§ 102 and/or 103 as to the asserted claims of U.S. Patent No. 8,401,875 (“the ’875 Patent”), as discussed in greater detail in the chart that 
follows.1 


To the extent Plaintiff alleges that Osten does not disclose any particular limitation of asserted claims 1, 4, 15, and 18 of the ’875 Patent (the 
“Asserted Claims”), either expressly or inherently, it would have been obvious to a person of ordinary skill in the art as of the priority date of the ’875 
Patent to modify Osten and/or combine the teachings of Osten with other prior art references, including but not limited to the prior art references 
presently found in Samsung’s Invalidity Contentions and any supplements thereto and the relevant section of charts for other prior art for the ’875 
Patent in a manner that would have rendered the Asserted Claims invalid as obvious.  The inclusion of the particular limitation into the methods and 
systems described in Osten would have been obvious for at least the following reasons:  It would have been obvious to modify the methods and/or 
systems disclosed in Osten, alone or in combination with the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions, 
to meet this limitation based on: (a) the teachings in Osten itself; (b) a person of ordinary skill in the art implementing a predictable variation of the 
methods and/or systems disclosed in Osten or in the other identified references; (c) the logic, judgment, intelligence, creativity, innovation and common 
sense a person of ordinary skill in the art would employ; (d) the inferences and creative and routine steps that a person of ordinary skill in the art would 
employ; (e) market demand for methods and/or systems to include this limitation; and/or (f) design needs or market pressures to solve a problems with 
a finite number of solutions that could have produced the desired outcome.   


Samsung reserves the right to amend or supplement this claim chart at a later date pursuant to the Docket Control Order issued by the Court on 
December 6, 2024 (Dkt. No. 23) and based on further discovery including any supplemental infringement contentions or to any interrogatory response 
provided by Plaintiff purporting to rebut these contentions. 


Further, these charts incorporate Plaintiff’s apparent interpretation of the breakdown of elements within the Asserted Claims, as reflected in 
Plaintiff’s infringement contentions to date.  Samsung does not concede that such interpretation is correct, and reserves its right to supplement these 
contentions accordingly.  


 
1 Nothing in these claim charts should be construed as an admission regarding infringement, either literally or under the doctrine of equivalents, or as 
an admission regarding Samsung’s understanding of the proper scope of the Asserted Claims.  Given Plaintiff’s vague and ambiguous infringement 
contentions, the exemplary citations herein necessarily account for a variety of possible infringement arguments and claim constructions.  Samsung 
reserves the right to rely on additional citations or sources of evidence that also may be applicable, or that may become applicable in light of claim 
construction, changes in Plaintiff’s infringement contentions, and/or information obtained during discovery as the case progresses.  Various positions 
put forth in this document are predicated on Plaintiff’s overly broad interpretation of its claims as evidenced by the infringement allegations received 
to date.  Those portions are not intended to and do not necessarily reflect Samsung’s interpretations of the true and proper scope of Plaintiff’s claims, 
and Samsung reserves the right to adopt claim construction positions that differ from or even conflict with various positions put forth in this document.   
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Comparison of the Asserted Claims of the ’875 Patent to Osten2 


’875 Patent – Claim Exemplary Disclosures of Osten 


[1.pre] Apparatus for storing and 
managing personal and secured data and 
documentation files associated with a 
specific user, comprising: 


To the extent the preamble is limiting, Osten discloses and/or renders obvious an apparatus for storing 
and managing personal and secured data and documentation associated with a specific user. See, e.g., 


 
Osten at Fig. 1. 


 
2 The excerpts cited herein are exemplary.  For any claim limitation, Samsung may rely on excerpts cited for any other limitation and/or additional 
excerpts not set forth fully herein to the extent necessary to provide a more comprehensive explanation for a reference’s disclosure of a limitation.  
Where an excerpt refers to or discusses a figure or figure items, that figure and any additional descriptions of that figure should be understood to be 
incorporated by reference as if set forth fully therein.   
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Osten at Fig. 2a–2c. 
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FIG. 1 shows a schematic of a preferred embodiment of the personal, biometric 
authentication system of the present invention. This embodiment is a counter top 
mounted access control unit containing the data entry and sensor apparatus. The access 
control is interconnected with a protected electronic computer system to provide 
authentication of the individual requesting entry and use of the system. 


This embodiment utilizes a portion of the general purpose computer 2 for processing 6 
of the non-specific biometric indicator data and processing 4 of the unique fingerprint 
image. 


Osten at 5:42-52. 


This invention relates to biometric, personal authentication systems that authenticate 
identities of individuals. 


Osten at 1:14-15. 


With authentication of an individual according to the present invention, a variety of 
actions can be taken. Nonlimited examples of actions available to the authenticated 
individual include access to equipment, access to physical facilities, recognition of the 
individual for a variety of reasons, confirmation of presence of the individual in an 
authorized location or using authorized equipment, and other situations where the status 
of an individual is remotely determined or controlled. 


Osten at 4:26-34. 


[1.a] a plurality of biometric sensors for 
reading a plurality of personal biological 
biometric identification parameters of the 
user holding the apparatus, said plurality 
of biometric sensors being integrated 
within the apparatus; 


Osten discloses and/or renders obvious a plurality of biometric sensors for reading a plurality of 
personal biological biometric identification parameters of the user holding the apparatus, said plurality 
of biometric sensors being integrated within the apparatus. See, e.g., 


Authentication system elements include fingerprint image sensor 10 inputing data for 
analysis to computer logic and memory functions 4 for unique, inherently specific 
identification, and non-specific biometric sensors 24, 26, and 28 with signal process 
functions 30 inputing information for analysis to computer system 6 to recognize 
electrocardiogram (EKG), pulse, and blood oxygen saturation for nonspecific biometric 
validation and skin temperature for further optional validation. With this combination of 
information the individual seeking authentication and access can be uniquely identified 
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and a determination can be made that the individual seeking authentication is not 
incapacitated, dismembered, or deceased. In other words, the biological state of the 
individual, as measured non-invasively via physiological characteristics that vary in time 
during the authentication, is used with the unique, inherently specific parameter of a 
fingerprint to authenticate that the individual is alive and functioning with acceptable 
physiological conditions for authentication and resulting access. 


Osten at 4:1-19. 


An advantage of the present invention is that individuals seeking personal authentication 
undergo multiple biometric parameter comparison with security measures that 
potentially avoid false authentication. 


Osten at 4:50-53. 


Another optional feature of the invention is to provide additional authentication using 
apparatus that identifies and compares more than one unique, inherently specific 
biometric parameters such as written signature, retinal configuration, voice recognition, 
or physical dimensions of the individual or features of the individual. 


Osten at 4:66-5:4. 


FIGS. 2a and 2c show a keypad 54 for entry of PIN or other coded information input 
and display window 56 for information and status output. This configuration can be 
expanded to include readers for ID cards or memory devices and sound transducers for 
verbal or sound tone input or output. 


Osten at 7:42-48. 


To the extent Osten does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Osten alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[1.b] at least one life signs detector 
integrated within the apparatus, said life 
signs detector being configured to 


Osten discloses and/or renders obvious at least one life signs detector integrated within the apparatus, 
said life signs detector being configured to measure and record at least one of said user’s life sign 
parameters. See, e.g., 







Appendix A-6 
 


6 


’875 Patent – Claim Exemplary Disclosures of Osten 


measure and record at least one of said 
user’s life sign parameters; 


Non-specific biometric recognition circuitry shown in FIG. 1 include biomedical (EKG) 
electrodes 24 communicating with analog signal processor 32, light emitting diode 
(LED) sources (one in the visible range (about 660 nm) and the other in the near infrared 
(NIR) range (about 910 nm)) and detector 26 communicating with timed power source 
and signal processor 34, for the plethysmographic signals of the blood pulse/oxygen 
monitor and temperature sensor 28 communicating with signal processor and ambient 
temperature sensor 36. 


Osten at 6:55-65. 


A block diagram for blood oxygen saturation sensor is shown in FIG. 5. The sensor is a 
pulse oximeter type and is well known to those skilled in the art. The emitters and sensors 
of this device are located in the detector window 42 (shown in FIG. 3), delivering near 
infrared (NIR) and visible light at multiple wavelengths through human tissue of the 
thumb and detecting the transmitted light. The light emitters are powered at an 
alternating rate such that one light is off when the other light is on, the driving rate of 
the lights is at a frequency much greater than the human heart rate, for example 1500 
Hz. 


Osten at 8:46-56. 


The blood oxygen measurement of this system is well known and described in U.S. Pat. 
Nos. 4,869,254 and 5,078,136 (Stone et al.), the disclosures of which are incorporated 
by reference herein. Pulse oximeters are commercially available in the manner described 
by these patents, including light emitting diodes 142 and 144 and detector 170 sold by 
Nellcor Incorporated of Hayward, Calif. 


Osten at 9:23-30. 


Next a comparison 332 is made of the pulse rate obtained concurrently by the 910 nm 
optical plethysmography signal and the EKG signals. If the pulse rate as measured by 
both methods is within an acceptable synchronicity, then logic processing continues. If 
there is no acceptable synchronicity, then the authentication is rejected 352, regardless 
of the results of the comparison 346 of fingerprint identification. 
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If the two pulse rates are within acceptable synchronicity, then physiological norms of 
oxygen saturation, pulse, and temperature are recalled 334 for comparison 336 with the 
calculated oxygen saturation ratio 328, the pulse rate 324, and the temperature 310. If 
there is acceptable comparison 336, then with an acceptable fingerprint comparison 346, 
there is authentication 350. If there is no acceptable comparison 336, then authentication 
is rejected 354 regardless of the results of fingerprint comparison 346. As presently 
preferred, authentication subsystem then grants access to equipment or facilities 


Osten at 10:31-49. 


To the extent Osten does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Osten alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[1.c] a first storage unit for the storage of 
said user’s data and documentation files; 


Osten discloses and/or renders obvious a first storage unit for the storage of said user’s data and 
documentation files. See, e.g., 


The pre-stored fingerprint selection pattern may be stored in a dedicated ROM memory 
of the fingerprint recognition system 4; or stored in the memory of computer terminal 
accessed by the individual through a standard key pad connected to a asynchronous I/O 
port; or entered into the security access system via a magnetic or optical identification 
card presented to the access instrument at the time of actuating the access system. The 
identification card may replace or supplement the entry of the PIN using the key pad. 


Osten at 6:46-55. 


To the extent Osten does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Osten alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Osten discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 
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[1.d] an authentication unit comprising a 
second storage unit, with said second 
storage unit configured to store a pre-
recorded set of personal biological 
biometric identification parameters 
uniquely associated with the specific user, 
wherein said authentication unit is 
configured to compare the plurality of 
personal biological biometric 
identification parameters of the user 
holding the apparatus with the pre-
recorded set of personal biological 
biometric identification parameters stored 
in said second storage unit; 


Osten discloses and/or renders obvious an authentication unit comprising a second storage unit, with 
said second storage unit configured to store a pre-recorded set of personal biological biometric 
identification parameters uniquely associated with the specific user, wherein said authentication unit is 
configured to compare the plurality of personal biological biometric identification parameters of the 
user holding the apparatus with the pre-recorded set of personal biological biometric identification 
parameters stored in said second storage unit. See, e.g., 


Authentication system elements include fingerprint image sensor 10 inputing data for 
analysis to computer logic and memory functions 4 for unique, inherently specific 
identification, and non-specific biometric sensors 24, 26, and 28 with signal process 
functions 30 inputing information for analysis to computer system 6 to recognize 
electrocardiogram (EKG), pulse, and blood oxygen saturation for nonspecific biometric 
validation and skin temperature for further optional validation. With this combination of 
information the individual seeking authentication and access can be uniquely identified 
and a determination can be made that the individual seeking authentication is not 
incapacitated, dismembered, or deceased. In other words, the biological state of the 
individual, as measured non-invasively via physiological characteristics that vary in time 
during the authentication, is used with the unique, inherently specific parameter of a 
fingerprint to authenticate that the individual is alive and functioning with acceptable 
physiological conditions for authentication and resulting access. 


Osten at 6:1-19. 


Fingerprint recognition camera 10 and system 4 employs well known apparatus, 
circuitry, and software. The individual's fingerprint pattern is detected by camera 10 
when the individual places a thumb on detector window 42, (shown on FIG. 2 and 
described below). The detected image is captured and analyzed by image processor 12, 
developed into a vector array of fingerprint minutiae which is validated 
by comparator 14 through correlation of the scanned image vector array with the array 
selected from pre-stored memory file 16 indexed by PIN. If the image matches the stored 
information, then output 18 of comparator 14, is turned on, signaling the decision 
process as diagrammed in FIG. 7 and described below. 


Osten at 6:20-33. 
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The pre-stored fingerprint selection pattern may be stored in a dedicated ROM memory 
of the fingerprint recognition system 4; or stored in the memory of computer terminal 
accessed by the individual through a standard key pad connected to a asynchronous I/O 
port; or entered into the security access system via a magnetic or optical identification 
card presented to the access instrument at the time of actuating the access system. The 
identification card may replace or supplement the entry of the PIN using the key pad. 


Osten at 6:46-55. 


Next a comparison 332 is made of the pulse rate obtained concurrently by the 910 nm 
optical plethysmography signal and the EKG signals. If the pulse rate as measured by 
both methods is within an acceptable synchronicity, then logic processing continues. If 
there is no acceptable synchronicity, then the authentication is rejected 352, regardless 
of the results of the comparison 346 of fingerprint identification. 


If the two pulse rates are within acceptable synchronicity, then physiological norms of 
oxygen saturation, pulse, and temperature are recalled 334 for comparison 336 with the 
calculated oxygen saturation ratio 328, the pulse rate 324, and the temperature 310. If 
there is acceptable comparison 336, then with an acceptable fingerprint comparison 346, 
there is authentication 350. If there is no acceptable comparison 336, then authentication 
is rejected 354 regardless of the results of fingerprint comparison 346. As presently 
preferred, authentication subsystem then grants access to equipment or facilities 


Osten at 10:31-49. 


To the extent Osten does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Osten alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Osten discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 
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[1.e] a processor in communication with 
said plurality of biometric sensors, said 
first storage unit and said authentication 
unit; 


Osten discloses and/or renders obvious a processor in communication with said plurality of biometric 
sensors, said first storage unit, and said authentication unit. See, e.g., 


Fingerprint recognition camera 10 and system 4 employs well known apparatus, 
circuitry, and software. The individual's fingerprint pattern is detected by camera 10 
when the individual places a thumb on detector window 42, (shown on FIG. 2 and 
described below). The detected image is captured and analyzed by image processor 12, 
developed into a vector array of fingerprint minutiae which is validated by comparator 
14 through correlation of the scanned image vector array with the array selected from 
pre-stored memory file 16 indexed by PIN. If the image matches the stored information, 
then output 18 of comparator 14, is turned on, signaling the decision process as 
diagrammed in FIG. 7 and described below. 


Osten at 6:20-33. 


This counter-mounted embodiment of the security access instrument is connected by 
appropriate electrical cables (not shown) to a computer for power, signal and data 
communication. Further equipment could easily be built into the access instrument to 
include microprocessor and memory for handling the computer related logic functions, 
power supply, and output devices; such that the output of this instrument would be a 
simple call signal for use with a relay or other response apparatus to allow the individual 
access to the secured equipment or facility after authentication is obtained 


Osten at 7:49-59. 


To the extent Osten does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Osten alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Osten discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 
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[1.f] wherein access to the personal data 
and documentation files stored in said first 
storage unit is only enabled after said 
authentication unit positively matches 
each of the plurality of personal biological 
biometric identification parameters of the 
user holding the apparatus with the pre-
recorded set of personal biological 
identification parameters stored in said 
second storage unit; and 


Osten discloses and/or renders obvious access to the personal data and documentation files stored in 
said first storage unit is only enabled after said authentication unit positively matches each of the 
plurality of personal biological biometric identification parameters of the user holding the apparatus 
with the pre-recorded set of personal biological identification parameters stored in said second storage 
unit. See, e.g., 


An advantage of the present invention is that individuals seeking personal authentication 
undergo multiple biometric parameter comparison with security measures that 
potentially avoid false authentication. 


Osten at 4:50-53. 


Another optional feature of the invention is to provide additional authentication using 
apparatus that identifies and compares more than one unique, inherently specific 
biometric parameters such as written signature, retinal configuration, voice recognition, 
or physical dimensions of the individual or features of the individual. 


Osten at 4:66-5:4. 


FIGS. 4, 5, and 6 are block diagrams of circuitry for the devices for measuring the non-
specific biometric parameters--EKG, blood oxygen, pulse, and skin temperature.--
expanding the content of sensor interface electronics block 30, and sensors 24, 26 and 
28. 


Osten at 8:4-8. 


Next a comparison 332 is made of the pulse rate obtained concurrently by the 910 nm 
optical plethysmography signal and the EKG signals. If the pulse rate as measured by 
both methods is within an acceptable synchronicity, then logic processing continues. If 
there is no acceptable synchronicity, then the authentication is rejected 352, regardless 
of the results of the comparison 346 of fingerprint identification. 


If the two pulse rates are within acceptable synchronicity, then physiological norms of 
oxygen saturation, pulse, and temperature are recalled 334 for comparison 336 with the 
calculated oxygen saturation ratio 328, the pulse rate 324, and the temperature 310. If 
there is acceptable comparison 336, then with an acceptable fingerprint comparison 346, 
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there is authentication 350. If there is no acceptable comparison 336, then authentication 
is rejected 354 regardless of the results of fingerprint comparison 346. As presently 
preferred, authentication subsystem then grants access to equipment or facilities 


Osten at 10:31-49. 


To the extent Osten does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Osten alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Osten discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Osten discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 


[1.g] wherein, whenever any of said at 
least one life signs detector detects a 
critical level of said user measured life 
sign parameters, the apparatus is 
configured to prevent access to said user’s 
personal data and documentation files 
stored in said first storage unit. 


Osten discloses and/or renders obvious whenever any of said at least one life signs detector detects a 
critical level of said user measured life sign parameters, the apparatus is configured to prevent access 
to said user’s personal data and documentation files stored in said first storage unit. See, e.g., 


The present invention considers a third kind of error and solves a problem that the art 
has not recognized. An unrecognized third possible error is where the authentication 
system would erroneously accept authentication of a truly unauthorized user attempting 
to gain access using the pattern of a unique, inherently specific biometric parameter from 
an authorized user. The errors of the first and second kind, and solutions to treat such 
errors, do not consider or adequately measure the risk of circumvention of the 
authentication system. 


Osten at 2:45-44. 


The present invention solves errors of the third kind by providing an authentication 
system that recognizes a unique, inherently specific biometric parameter and other non-
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specific biometric parameters that need not be unique to the individual but are 
comparable to physiological norms and are variable during the time of authentication. 


Osten at 2:45-53. 


Other biometric parameters are non-specific and not unique to an individual. Some non-
specific biometric parameters include dimensional characteristics (e.g., bone structure, 
and physical dimensions) and skin temperature that are not likely to have some 
variability during the time required for authentication and physiological characteristics 
(e.g., electrocardiographic (EKG) signals, pulse, and spectral characteristics of human 
tissue) that are likely to have some measurable variability during the time required for 
authentication. Of the two, physiological characteristics are more meaningful to 
biometric, personal authentication because such physiological characteristics are more 
difficult to simulate because such measurements are observable within physiological 
ranges, variable in time and, in characteristics such as EKG and pulse, synchronizable 
within a single human body. 


Osten at 2:66-3:13. 


One or more non-specific biometric parameters used in combination with one or more 
unique, inherently specific biometric parameters provides extremely high precision 
protection against circumvention, and does not require time consuming and inordinate 
measurement for authentication for purposes such as access control to a secure function 
or fitness to perform a function. Further non-specific physiological characteristics such 
as blood alcohol content or levels of controlled chemical substances (e.g., legal drugs 
used in illegal quantities or at illegal times or illegal drugs) in the body could be used to 
determine if an otherwise authorized user is authenticated to be in acceptable physical 
condition to be granted access to a motor vehicle or other facility or equipment. 


Osten at 3:14-28. 


None of the authentication, recognition, or access control systems in the art recognize 
the problem that biometric devices can be circumvented by presenting the biometric 
pattern of an authorized individual seeking biometric, personal authentication who has 
been incapacitated, dismembered, or is deceased at the time of attempted authentication, 
recognition, or access. 
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Osten at 2:57-63. 


Preferably, the second recognition subsystem detects at least two non-specific biometric 
parameters with physiological correlation of the non-specific biometric parameters 
within an acceptable range. More preferably, the detection of at least two non-specific 
biometric parameters are synchronized. Examples of non-specific biometric parameters 
of physiological characteristics include bloodflow, spectral identity of tissue, 
electrocardiographic signals, pulse, blood oxygenation, hematocrit, biochemical assays 
of tissue, electrical plethysmography, skin exudates, mechanical properties of skin, 
electrical properties of skin, transpiration of gases, blood pressure, and differential blood 
volume. 


Osten at 3:56-67. 


Most preferably, the biometric, personal authentication system of the present invention 
utilizes fingerprint analysis (used in this invention to include thumbprint analysis) of an 
individual in combination with pulse oximetry and electrocardiography of the individual. 
. . . Specifically the EKG signal as measured in real time is synchronized with the pulse 
measured by the pulse oximeter as change of rate of blood flow in real time. 


Osten at 4:1-13. 


Another feature of the present invention is that non-specific biometric parameters need 
not be identified to the individual seeking personal identification. 


Osten at 4:47-49. 


Non-specific biometric recognition circuitry shown in FIG. 1 include biomedical 
(EKG) electrodes 24 communicating with analog signal processor 32, light emitting 
diode (LED) sources (one in the visible range (about 660 nm) and the other in the near 
infrared (NIR) range (about 910 nm)) and detector 26 communicating with timed power 
source and signal processor 34, for the plethysmographic signals of the blood 
pulse/oxygen monitor and temperature sensor 28 communicating with signal processor 
and ambient temperature sensor 36. 


Osten at 6:55-65. 


After analog processing, the signals are communicated to computer system 6 digitized 
for analysis through interface 22 (such as a RIT-815 card available from Analog Devices 
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of Norwood, Mass. The digitized signals are processed within a general purpose 
computer CPU, for example a IBM PS/2, available from IBM Corporation of Armonk, 
N.Y. The sensor processing 38 follows a logic pattern programmable by a person of 
ordinary skill in programming the general computer of choice. The logic pattern includes 
a variety of calculating, smoothing and comparing steps as shown in the flow diagram 
of FIG. 7. Acceptances ranges are stored in memory 20 and compared with the individual 
data at decision states 324, 328, 330 and 332 as further defined within the flow diagram 
of FIG. 7. 


Osten at 6:55-7:12. 


To the extent Osten does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Osten alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Osten discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 


[4] The apparatus according to claim 1, 
further comprising: 


communication and data connection 
means for communicating with an 
external device, said communication and 
data connection means being controlled 
by and in communication with said 
processor. 


Claim 4 is invalid for at least the reasons set forth above.  See claim 1, supra. 


Osten discloses and/or renders obvious the apparatus according to claim 1, further comprising: 
communication and data connection means for communicating with an external device, said 
communication and data connection means being controlled by and in communication with said 
processor. See, e.g., 


This counter-mounted embodiment of the security access instrument is connected by 
appropriate electrical cables (not shown) to a computer for power, signal and data 
communication. Further equipment could easily be built into the access instrument to 
include microprocessor and memory for handling the computer related logic functions, 
power supply, and output devices; such that the output of this instrument would be a 
simple call signal for use with a relay or other response apparatus to allow the individual 
access to the secured equipment or facility after authentication is obtained. 
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Osten at 7:49-59. 


To the extent Osten does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Osten alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Osten discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 


[15] The apparatus according to claim 1, 
further comprising an integrated digital 
data encoder/decoder and a wireless 
transceiver module in communication 
with the processor, said integrated digital 
data encoder/decoder and a wireless 
transceiver being configured to 
communicate with any of a group of 
external devices including RF operated 
credit card readers, ATM machines, and 
remotely operated electronic locks gates 
and doors opener using RFID based 
techniques. 


Claim 15 is invalid for at least the reasons set forth above.  See claim 1, supra. 


Osten discloses and/or renders obvious the apparatus according to claim 1, further comprising an 
integrated digital data encoder/decoder and a wireless transceiver module in communication with the 
processor, said integrated digital data encoder/decoder and a wireless transceiver being configured to 
communicate with any of a group of external devices including RF operated credit card readers, ATM 
machines, and remotely operated electronic locks gates and doors opener using RFID based techniques. 
See, e.g., 


Another optional feature of the invention includes apparatus for reading and analyzing 
encoded and encrypted information resident on magnetic or optical media or a hologram 
stored on a plastic card possessed by the individual seeking authentication, rather than 
stored in the apparatus for receiving data of the unique, inherently specific biometric 
parameter. 


Osten at 4:59-65. 


This counter-mounted embodiment of the security access instrument is connected by 
appropriate electrical cables (not shown) to a computer for power, signal and data 
communication. Further equipment could easily be built into the access instrument to 
include microprocessor and memory for handling the computer related logic functions, 
power supply, and output devices; such that the output of this instrument would be a 
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simple call signal for use with a relay or other response apparatus to allow the individual 
access to the secured equipment or facility after authentication is obtained. 


Osten at 7:49-59. 


To the extent Osten does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Osten alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[18] The apparatus according to claim 1, 
further comprising an integrated GPS 
module in communication with the 
processor to precisely locate the 
geographical position of the apparatus. 


Claim 18 is invalid for at least the reasons set forth above.  See claim 1, supra. 


To the extent Osten does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Osten alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
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Invalidity of U.S. Patent 8,401,875 (“the ’875 Patent”) in View of Kohinata 


United States Patent No. 6,788,928 to Kohinata et al. (“Kohinata”), issued no later than September 7, 2004, qualifies as prior art under at least 
pre-AIA 35 U.S.C. §§ 102 and/or 103 as to the asserted claims of U.S. Patent No. 8,401,875 (“the ’875 Patent”), as discussed in greater detail in the 
chart that follows.1 


To the extent Plaintiff alleges that Kohinata does not disclose any particular limitation of asserted claims 1, 4, 15, and 18 of the ’875 Patent (the 
“Asserted Claims”), either expressly or inherently, it would have been obvious to a person of ordinary skill in the art as of the priority date of the ’875 
Patent to modify Kohinata and/or combine the teachings of Kohinata with other prior art references, including but not limited to the prior art references 
presently found in Samsung’s Invalidity Contentions and any supplements thereto and the relevant section of charts for other prior art for the ’875 
Patent in a manner that would have rendered the Asserted Claims invalid as obvious.  The inclusion of the particular limitation into the methods and 
systems described in Kohinata would have been obvious for at least the following reasons:  It would have been obvious to modify the methods and/or 
systems disclosed in Kohinata, alone or in combination with the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity 
Contentions, to meet this limitation based on: (a) the teachings in Kohinata itself; (b) a person of ordinary skill in the art implementing a predictable 
variation of the methods and/or systems disclosed in Kohinata or in the other identified references; (c) the logic, judgment, intelligence, creativity, 
innovation and common sense a person of ordinary skill in the art would employ; (d) the inferences and creative and routine steps that a person of 
ordinary skill in the art would employ; (e) market demand for methods and/or systems to include this limitation; and/or (f) design needs or market 
pressures to solve a problems with a finite number of solutions that could have produced the desired outcome.   


Samsung reserves the right to amend or supplement this claim chart at a later date pursuant to the Docket Control Order issued by the Court on 
December 6, 2024 (Dkt. No. 23) and based on further discovery including any supplemental infringement contentions or to any interrogatory response 
provided by Plaintiff purporting to rebut these contentions. 


Further, these charts incorporate Plaintiff’s apparent interpretation of the breakdown of elements within the asserted claims, as reflected in 
Plaintiff’s infringement contentions to date.  Samsung does not concede that such interpretation is correct, and reserves its right to supplement these 
contentions accordingly.  


 
1 Nothing in these claim charts should be construed as an admission regarding infringement, either literally or under the doctrine of equivalents, or as 
an admission regarding Samsung’s understanding of the proper scope of the Asserted Claims.  Given Plaintiff’s vague and ambiguous infringement 
contentions, the exemplary citations herein necessarily account for a variety of possible infringement arguments and claim constructions.  Samsung 
reserves the right to rely on additional citations or sources of evidence that also may be applicable, or that may become applicable in light of claim 
construction, changes in Plaintiff’s infringement contentions, and/or information obtained during discovery as the case progresses.  Various positions 
put forth in this document are predicated on Plaintiff’s overly broad interpretation of its claims as evidenced by the infringement allegations received 
to date.  Those portions are not intended to and do not necessarily reflect Samsung’s interpretations of the true and proper scope of Plaintiff’s claims, 
and Samsung reserves the right to adopt claim construction positions that differ from or even conflict with various positions put forth in this document.   
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Comparison of the Asserted Claims of the ’875 Patent to Kohinata2 


’875 Patent – Claim Exemplary Disclosures of Kohinata 


[1.pre] Apparatus for storing and 
managing personal and secured 
data and documentation files 
associated with a specific user, 
comprising: 


To the extent the preamble is limiting, Kohinata discloses and/or renders obvious an apparatus for storing and 
managing personal and secured data and documentation associated with a specific user. See, e.g., 


A cellular phone which is easy to use featuring a sufficient degree of safety preventing 
unauthorized use by conducting a minimum degree of required authentication operation which 
is not perceived by the user. As the user holds the cellular phone 1 by hand, the control 
unit 12 issues an instruction to temperature obtaining units 15 to start detecting the temperature. 
The temperature obtaining units measure the temperature at regular intervals, and successively 
transfer the obtained temperature data to a temperature comparator unit 16. The temperature 
comparator unit judges whether the temperature data obtained by the temperature obtaining units 
are lying within a predetermined condition, and issues an instruction to biodata obtaining 
units 19 to obtain fingerprint data of the user depending upon the result of judgement. The 
biodata obtaining units obtain the fingerprint data of the user and transfer the obtained 
fingerprint data to a biodata authentication unit 20. The biodata authentication unit compares 
the obtained fingerprint data with the fingerprint data of the owner stored in a biodata storage 
unit 21, and judges whether the user is the proper user. 


Kohinata at Abstract. 


 
2 The excerpts cited herein are exemplary.  For any claim limitation, Samsung may rely on excerpts cited for any other limitation and/or additional 
excerpts not set forth fully herein to the extent necessary to provide a more comprehensive explanation for a reference’s disclosure of a limitation.  
Where an excerpt refers to or discusses a figure or figure items, that figure and any additional descriptions of that figure should be understood to be 
incorporated by reference as if set forth fully therein.   
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Kohinata at Fig. 1. 
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Kohinata at Fig. 5. 


[1.a] a plurality of biometric 
sensors for reading a plurality of 
personal biological biometric 
identification parameters of the 
user holding the apparatus, said 
plurality of biometric sensors 


Kohinata discloses and/or renders obvious a plurality of biometric sensors for reading a plurality of personal 
biological biometric identification parameters of the user holding the apparatus, said plurality of biometric 
sensors being integrated within the apparatus. See, e.g., 


A cellular phone which is easy to use featuring a sufficient degree of safety preventing 
unauthorized use by conducting a minimum degree of required authentication operation which 
is not perceived by the user. As the user holds the cellular phone 1 by hand, the control 
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being integrated within the 
apparatus; 


unit 12 issues an instruction to temperature obtaining units 15 to start detecting the temperature. 
The temperature obtaining units measure the temperature at regular intervals, and successively 
transfer the obtained temperature data to a temperature comparator unit 16. The temperature 
comparator unit judges whether the temperature data obtained by the temperature obtaining units 
are lying within a predetermined condition, and issues an instruction to biodata obtaining 
units 19 to obtain fingerprint data of the user depending upon the result of judgement. The 
biodata obtaining units obtain the fingerprint data of the user and transfer the obtained 
fingerprint data to a biodata authentication unit 20. The biodata authentication unit compares 
the obtained fingerprint data with the fingerprint data of the owner stored in a biodata storage 
unit 21, and judges whether the user is the proper user. 


Kohinata at Abstract. 


This invention therefore provides a cellular phone equipped with a security function which 
automatically and reliably authenticates the user and limits, the function of transmission when 
the user is not the owner, and offers a sufficient degree of safety relying upon a minimum degree 
of authentication operation. 


The cellular phone provided by the invention comprises: 


an antenna for transmitting and receiving electromagnetic waves; 


a speaker for producing a voice of a distant person and for letting the user know a call; 


a microphone for picking up a voice; 


operation keys for inputting telephone numbers and for turning the power source circuit on and 
off; 


a display unit for displaying a telephone number and the content of an electronic mail; 


a memory for storing a-classified telephone directory and a software program; 


a display control unit for controlling the display unit; 
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an operation control unit for controlling the function of the cellular phone depending upon an 
instruction from the operation keys and upon the authentication condition and for executing the 
application programs; 


communication module for transmitting and receiving speech and data (packet); 


use detection module for judging the state of contact to the user by measuring the temperature; 
and 


personal authentication module for authenticating that the user of the cellular phone is the owner. 


Kohinata at 2:30-59. 


Though not illustrated in FIG. 1, the operation control unit 12 is so constituted as to control 
the temperature obtaining unit 15 which constitutes the use detector module, the threshold value 
storage unit 14, the temperature comparator unit 16, the timer unit 17, the biodata obtaining 
unit 19 which constitutes the personal authentication module, the biodata authentication unit 20, 
the biodata storage unit 21, and the authentication management unit 19. 


Kohinata at 4:1-8. 


The biodata obtaining unit 19 is a dedicated device for imaging the fingerprint by using a small 
imaging device such as a CCD camera by detecting an electrostatic capacity that changes upon 
being touched by a finger of the user of the cellular phone 1, and obtains the fingerprint or the 
finger data such as feature quantity inherent in the fingerprint from a particular finger of the user 
of the cellular phone upon receiving an instruction for obtaining the fingerprint issued from 
the temperature comparator unit 16, and readily transfers the fingerprint data that is obtained to 
the biodata authentication unit 20. 


The biodata storage unit 21 stores in advance the fingerprint data obtained from at least one or 
more fingers of the owner of the cellular phone. The fingerprint data can be registered to, and 
erased from, the biodata storage unit 21 at the time when the cellular phone 1 is purchased 
(when the initial data are to be set) or after it has been purchased without using any particular or 
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additional device; i.e., the fingerprint data obtained from the biodata obtaining unit 19 can be 
registered or can be erased from the application program. 


Here, however, the operation related to registering or erasing the fingerprint data can be done 
from a particular application program for effecting various initial settings at the time of purchase 
or, after the purchase, for only a period of time in which it is authenticated that the user of 
the cellular phone 1 is its owner. This prevents the cellular phone 1 from being tampered or 
from being used without authorization. 


The biodata authentication unit 20 compares the fingerprint data obtained by the biodata 
obtaining unit 19 with the fingerprint data stored in the biodata storage unit 21, and notifies the 
result of comparison such as in agreement or not in agreement to the authentication management 
unit 18. When they are in agreement, it is so recognized that the user of the cellular phone 1 is 
its owner. When they are not in agreement, it is not so recognized that the user of the cellular 
phone 1 is its owner and, hence, limitation is imposed on the use of the functions with which 
the cellular phone 1 is provided. 


Kohinata at 5:44-6:16. 


The biodata authentication unit 20 compares the fingerprint data of the user obtained by 
the biodata obtaining unit 19 with the fingerprint data of the owner stored in the biodata storage 
unit 21, and notifies “authentication has succeeded” to the authentication management unit 18 to 
indicate that the authentication is successful when the fingerprint data of the user is in agreement 
with the fingerprint data of the owner. When they are not in agreement, on the other hand, 
the biodata authentication unit 20 notifies “authentication has failed” to the authentication 
management unit 18 to indicate that the authentication was not successful. The authentication 
operation of the cellular phone 1 is completed as “authentication has succeeded” is notified to 
the authentication management unit 18. In the foregoing was described the operation related to 
the authentication operation. 


Kohinata at 6:63-7:11. 


The biodata obtaining units 19 of the cellular phone 1 are provided on the right side portion of 
the housing close to a portion of the operation keys 5 as shown in FIG. 4B, on the left side 
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portion thereof as shown in FIG. 4C, and on the back surface portion which is the back side of 
the operation keys 5 as shown in FIG. 4D. It is further allowable to provide the temperature 
obtaining units 15 and the biodata obtaining units 19 at the same positions. The body 
temperature and the fingerprint of the user can be easily obtained since the temperature obtaining 
units 15 and the biodata obtaining units 19 are provided on the right side portion, on the left side 
portion and on the back surface portion of the housing close to the portion of the operation 
keys 5 which are most frequently touched by the user when he manipulates the cellular phone. 


Kohinata at 8:40-54. 


According to the cellular phone of the first embodiment of the invention shown in FIG. 1, the 
fingerprint data of the user are automatically obtained to authenticate the person under the 
condition where the temperature data from the temperature obtaining units are lying within a 
predetermined temperature range determined by the owner. Therefore, the user is allowed to use 
the cellular phone without giving attention to the authentication operation and without feeling 
bother. The authentication completed state continues when the predetermined temperature range 
is being detected irrespective of the state in which the cellular phone is used after the personal 
authentication has been completed without problem. 


Kohinata at 8:55-67. 


The biodata obtaining units 19 of the cellular phone 51 are provided on the right side portion of 
the housing close to a portion of the operation keys 5 as shown in FIG. 7B, on the left side 
portion thereof as shown in FIG. 7C, and on the back surface portion which is the back side of 
the operation keys 5 as shown in FIG. 7D. It is further allowable to provide the temperature 
obtaining units 15 and the biodata obtaining units 19 at the same positions. The external air 
temperature can be measured irrespective of whether the cellular phone is being used or not 
being used since the temperature obtaining units A 52 are provided on the right side portion, on 
the left side portion and on the back surface portion of the housing close to the portion of 
the speaker 3 which is least frequently touched by the user when he manipulates the cellular 
phone 51. Further, the body temperature and the fingerprint of the user can be easily obtained 
since the temperature obtaining units B 53 and the biodata obtaining units 19 are provided on 
the right side portion, on the left side portion and on the back surface portion of the housing 
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close to the portion of the operation keys 5 which are most frequently touched by the user when 
he manipulates the cellular phone. 


Kohinata at 13:26-48. 


 


Kohinata at Fig. 1. 
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Kohinata at Fig. 5. 


To the extent Kohinata does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Kohinata alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[1.b] at least one life signs 
detector integrated within the 
apparatus, said life signs detector 


Kohinata discloses and/or renders obvious at least one life signs detector integrated within the apparatus, said 
life signs detector being configured to measure and record at least one of said user’s life sign parameters. See, 
e.g., 
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being configured to measure and 
record at least one of said user’s 
life sign parameters; 


As shown, the cellular phone 1 includes an antenna 2 for transmitting and receiving 
electromagnetic waves, a speaker 3 for producing a voice of a distant person and for letting the 
user know a call, a microphone 4 for picking up the voice of the user, a display unit 6 constituted 
by a liquid crystal display for displaying a telephone number, the content of an electronic mail, 
a menu screen for selecting various functions offered by an application program, the present 
time, the condition of electromagnetic waves and the authenticated state of the cellular 
phone 1, operation keys 5 for offering a direct interface to the user and comprising ten key 
buttons and function selection/determination buttons for inputting telephone numbers, 
characters, for selecting and determining the application program, for determining transmission 
or reception, and for turning the power source circuit on and off, a transmitter/receiver 
unit 7 which is a communication module for transmitting and receiving speech and data 
(packet), a communication control unit 8, a voice processing unit 9, a temperature obtaining 
unit 15 which is a use detection module for detecting the state of contact to the user, a 
threshold valve storage unit 14, a temperature comparator unit 16, a timer unit 17, a biodata 
obtaining unit 19 which is a personal authentication module for authenticating that the user is 
the owner of the cellular phone 1, a biodata authentication unit 20, a biodata storage unit 21, 
an authentication management unit 18, a memory 11 comprising a ROM or a RAM for storing 
electronic mails, browsers, software programs related to various applications such as personal 
schedule management, classified telephone directory, personal schedule data, transmitted and 
received mails, and data such as of automatic answering machine, a display control unit 13 for 
displaying various data such as dynamic image, still image, text and the like on the display 
unit 6, and an operation control unit 12 comprising chiefly a CPU for controlling the 
communication module and for executing the application programs depending upon a direct 
instruction from the user through the operation keys 5 and depending upon an instruction from 
the authentication management unit 18 constituting the authentication module. The 
transmitter/receiver unit 7, communication control unit 8, voice processing 
unit 9, memory 11, operation control unit 12 and display control unit 13 are coupled together 
through a bus 10, so that the necessary data can be exchanged among them. 


Kohinata at 3:24-67. 


Though not illustrated in FIG. 1, the operation control unit 12 is so constituted as to control 
the temperature obtaining unit 15 which constitutes the use detector module, the threshold value 
storage unit 14, the temperature comparator unit 16, the timer unit 17, the biodata obtaining 
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unit 19 which constitutes the personal authentication module, the biodata authentication unit 20, 
the biodata storage unit 21, and the authentication management unit 19. 


Kohinata at 4:1-8. 


The temperature obtaining unit 15 is constituted by a plurality of temperature sensors arranged 
on the surface of the cellular phone 1 for detecting the temperature at regular intervals, and plays 
the role of measuring the body temperature of the user when the temperature obtaining unit 15 is 
touched by the palm or fingers of hand of the user and measuring the ambient temperature of 
the cellular phone when it is not touched. 


The threshold value storage unit 14 stores threshold body temperatures of the owner of the 
cellular phone, i.e., stores the lower limit value only or both the upper-limit value and the lower-
limit value. When consideration is given to obtaining he body temperature from the palm or 
fingers of empty human hand, the lower-limit value and the upper-limit value of the threshold 
temperatures are set to be 34° C. and 38° C., respectively. The threshold temperatures can be 
freely set by the user of the cellular phone 1. 


Here, however, the operation for setting the threshold temperature can be executed only during 
a period in which it is authenticated that the user of the cellular phone 1 is its owner. This 
prevents the cellular phone 1 from malfunctioning due to tampering. 


The temperature comparator unit 16 is a module for judging whether the cellular phone 1 is 
touched by the user, compares the temperature data measured by the temperature obtaining 
unit 15 with the threshold temperatures stored in the threshold value storage unit 14 at regular 
intervals, so judges that the cellular phone 1 is touched by the user and is used or is going to be 
used when it is detected that the temperature data lies within a range of the threshold 
temperatures, and issues an instruction to the biodata obtaining unit 19 to obtain the fingerprint 
of the user. 


The temperature comparator unit 16 controls the operation of the timer unit 17 according to the 
result of comparison of the temperature data measured by the temperature obtaining unit 15 with 
the threshold temperatures stored in the threshold value storage unit 14. If described in detail, 
when the temperature is lower than the lower-limit value of the threshold temperature or when 
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the upper-limit value has been set, the temperature comparator unit 16 issues an instruction to 
the timer unit 17 to start the timer upon detecting that the upper-limit value is exceeded. When 
it is detected that the temperature data is lying within the range of the threshold temperatures, 
on the other hand, the temperature comparator unit 16 issues an instruction to the timer 
unit 17 to end the time counting. 


Kohinata at 4:31-5:10. 


Next, described below is the operation of from when the power source circuit of the cellular 
phone 1 is closed until when the authentication operation is completed. The user holds 
the cellular phone 1 by his hand, and closes the power source circuit by manipulating a power 
source button in the operation keys 5. Then, the operation control unit 12 issues an instruction 
to the temperature obtaining unit 15 to start detecting the temperature. Upon receipt of this 
instruction, the temperature obtaining unit 15 measures the temperature at regular intervals and 
successively transfers the obtained temperature data to the temperature comparator unit 16. 
The temperature comparator unit 16 compares the temperature data offered by the plurality 
of temperature obtaining units 15 with the threshold temperatures set in the threshold value 
storage unit 14. 


Let it now be presumed that the cellular phone 1 is used in a state where it is left to stand under 
a temperature condition lower than the threshold temperature set to the threshold value storage 
unit 14. Namely, the cellular phone 1 is held by hand causing an increase in the temperature data 
from the temperature obtaining unit 15 which is touched by the finger or palm of hand of the 
user. When the temperature data from the temperature obtaining units 15 of not smaller than a 
predetermined number exceed the threshold temperature set to the threshold value storage 
unit 14, the temperature comparator unit 16 so judges that the use of the cellular phone 1 is 
started as it is touched by the user and issues an instruction to the biodata obtaining unit 19 to 
obtain the fingerprint data of the user. Upon receipt of the above instruction, the biodata 
obtaining unit 19 obtains the fingerprint data of the user, and readily transfers the obtained 
fingerprint data to the biodata authentication unit 20. 


Kohinata at 6:30-62. 
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The temperature obtaining units 15 are provided on the right side portion of the housing close 
to a portion of the operation keys 5 as shown in FIG. 4B, on the left side portion of the housing 
as shown in FIG. 4C, and on the back surface portion which is the back side of the operation 
keys 5 as shown in FIG. 4D. 


Kohinata at 8:34-39. 


According to the cellular phone of the first embodiment of the invention shown in FIG. 1, the 
fingerprint data of the user are automatically obtained to authenticate the person under the 
condition where the temperature data from the temperature obtaining units are lying within a 
predetermined temperature range determined by the owner. Therefore, the user is allowed to use 
the cellular phone without giving attention to the authentication operation and without feeling 
bother. The authentication completed state continues when the predetermined temperature range 
is being detected irrespective of the state in which the cellular phone is used after the personal 
authentication has been completed without problem. 


Kohinata at 8:55-67. 


The temperature obtaining units A 52 are temperature sensors arranged in a plural number at 
positions which are least frequently touched by the user who manipulates the cellular 
phone 51 to detect the temperature at regular intervals, and play the role of measuring chiefly 
the ambient temperature of the cellular phone. 


The temperature obtaining units B 53 are temperature sensors arranged in a plural number at 
positions which are most frequently touched by the user who manipulates the cellular 
phone 51 to detect the temperature at regular intervals, and play the role of measuring the body 
temperature of the user when touched by the palm of hand or finger of the user and play the role 
of measuring the ambient temperature of the cellular phone when they are not touched by the 
palm of hand or finger of the user. 


The temperature comparator unit 54 is a module for judging whether the cellular phone 51 is 
touched by the user, and monitors, at regular intervals, a temperature differential (absolute value) 
between the temperature data A measured by the temperature obtaining units A 52 and the 
temperature data B measured by the temperature obtaining units B 53. When the temperature 
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suddenly changes and becomes greater than a given specified value, the temperature comparator 
unit 54 so judges that the cellular phone 51 is touched by the user and is used, and issues an 
instruction to the biodata obtaining units 19 to obtain a fingerprint of the user. 


Kohinata at 10:51-11:10. 


 


Kohinata at Fig. 1. 
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Kohinata at Fig. 2. 
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Kohinata at Fig. 5. 







Appendix A-7 
 


18 


’875 Patent – Claim Exemplary Disclosures of Kohinata 


 


Kohinata at Fig. 6. 
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To the extent Kohinata does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Kohinata alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[1.c] a first storage unit for the 
storage of said user’s data and 
documentation files; 


Kohinata discloses and/or renders obvious a first storage unit for the storage of said user’s data and 
documentation files. See, e.g., 
 


As shown, the cellular phone 1 includes an antenna 2 for transmitting and receiving 
electromagnetic waves, a speaker 3 for producing a voice of a distant person and for letting the 
user know a call, a microphone 4 for picking up the voice of the user, a display unit 6 constituted 
by a liquid crystal display for displaying a telephone number, the content of an electronic mail, 
a menu screen for selecting various functions offered by an application program, the present 
time, the condition of electromagnetic waves and the authenticated state of the cellular 
phone 1, operation keys 5 for offering a direct interface to the user and comprising ten key 
buttons and function selection/determination buttons for inputting telephone numbers, 
characters, for selecting and determining the application program, for determining transmission 
or reception, and for turning the power source circuit on and off, a transmitter/receiver 
unit 7 which is a communication module for transmitting and receiving speech and data 
(packet), a communication control unit 8, a voice processing unit 9, a temperature obtaining 
unit 15 which is a use detection module for detecting the state of contact to the user, a 
threshold valve storage unit 14, a temperature comparator unit 16, a timer unit 17, a biodata 
obtaining unit 19 which is a personal authentication module for authenticating that the user is 
the owner of the cellular phone 1, a biodata authentication unit 20, a biodata storage unit 21, 
an authentication management unit 18, a memory 11 comprising a ROM or a RAM for storing 
electronic mails, browsers, software programs related to various applications such as personal 
schedule management, classified telephone directory, personal schedule data, transmitted and 
received mails, and data such as of automatic answering machine, a display control unit 13 for 
displaying various data such as dynamic image, still image, text and the like on the display 
unit 6, and an operation control unit 12 comprising chiefly a CPU for controlling the 
communication module and for executing the application programs depending upon a direct 
instruction from the user through the operation keys 5 and depending upon an instruction from 
the authentication management unit 18 constituting the authentication module. The 
transmitter/receiver unit 7, communication control unit 8, voice processing 
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unit 9, memory 11, operation control unit 12 and display control unit 13 are coupled together 
through a bus 10, so that the necessary data can be exchanged among them. 


Kohinata at 3:24-67. 


The authentication management unit 18 is a state machine for managing the present 
authenticated state of the cellular phone 1, and controls the operation of the cellular phone such 
as speech and data (packet) communication depending upon the states, controls the display of 
the classified telephone directory, controls the access to various kinds of data stored in 
the memory 11, controls the setting of temperature to the threshold value storage unit 14, and 
controls the registration and erasure of fingerprint data to and from the biodata storage unit 21. 
The shifts among the states constituting the state machine is generated by various instructions 
from the timer unit 17, biodata authentication unit 20 and operation control unit 12. 


Kohinata at 6:17-29. 


The cellular phone 1 executes the authentication operation again when it is to be used in the 
“authentication unfinished” state. The operation control unit 12 in the cellular phone 1 is 
monitoring the state of the authentication management unit 18 at all times, rejects all inputs 
through the operation keys 5 when the authentication management unit 18 is in the 
“authentication unfinished” state, and further so controls the display control unit 13 that 
the display unit 6 does not display any data except the present conditions of the electromagnetic 
waves, date and authenticated state. This prevents the third person from surreptitiously looking 
at the classified telephone directory, personal schedule data or the like data stored in 
the memory 11, and prevents the data from being intentionally erased. 


Kohinata at 8:6-19. 
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Kohinata at Fig. 1. 
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Kohinata at Fig. 5. 


To the extent Kohinata does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Kohinata alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Kohinata discloses and/or renders obvious the 
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corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[1.d] an authentication unit 
comprising a second storage unit, 
with said second storage unit 
configured to store a pre-recorded 
set of personal biological 
biometric identification parameters 
uniquely associated with the 
specific user, wherein said 
authentication unit is configured to 
compare the plurality of personal 
biological biometric identification 
parameters of the user holding the 
apparatus with the pre-recorded set 
of personal biological biometric 
identification parameters stored in 
said second storage unit; 


Kohinata discloses and/or renders obvious an authentication unit comprising a second storage unit, with said 
second storage unit configured to store a pre-recorded set of personal biological biometric identification 
parameters uniquely associated with the specific user, wherein said authentication unit is configured to compare 
the plurality of personal biological biometric identification parameters of the user holding the apparatus with 
the pre-recorded set of personal biological biometric identification parameters stored in said second storage 
unit. See, e.g., 
 


A cellular phone which is easy to use featuring a sufficient degree of safety preventing 
unauthorized use by conducting a minimum degree of required authentication operation which 
is not perceived by the user. As the user holds the cellular phone 1 by hand, the control 
unit 12 issues an instruction to temperature obtaining units 15 to start detecting the temperature. 
The temperature obtaining units measure the temperature at regular intervals, and successively 
transfer the obtained temperature data to a temperature comparator unit 16. The temperature 
comparator unit judges whether the temperature data obtained by the temperature obtaining units 
are lying within a predetermined condition, and issues an instruction to biodata obtaining 
units 19 to obtain fingerprint data of the user depending upon the result of judgement. The 
biodata obtaining units obtain the fingerprint data of the user and transfer the obtained 
fingerprint data to a biodata authentication unit 20. The biodata authentication unit compares 
the obtained fingerprint data with the fingerprint data of the owner stored in a biodata storage 
unit 21, and judges whether the user is the proper user. 


Kohinata at Abstract. 


This invention therefore provides a cellular phone equipped with a security function which 
automatically and reliably authenticates the user and limits, the function of transmission when 
the user is not the owner, and offers a sufficient degree of safety relying upon a minimum degree 
of authentication operation. 


The cellular phone provided by the invention comprises: 


an antenna for transmitting and receiving electromagnetic waves; 
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a speaker for producing a voice of a distant person and for letting the user know a call; 


a microphone for picking up a voice; 


operation keys for inputting telephone numbers and for turning the power source circuit on and 
off; 


a display unit for displaying a telephone number and the content of an electronic mail; 


a memory for storing a-classified telephone directory and a software program; 


a display control unit for controlling the display unit; 


an operation control unit for controlling the function of the cellular phone depending upon an 
instruction from the operation keys and upon the authentication condition and for executing the 
application programs; 


communication module for transmitting and receiving speech and data (packet); 


use detection module for judging the state of contact to the user by measuring the temperature; 
and 


personal authentication module for authenticating that the user of the cellular phone is the owner. 


Kohinata at 2:30-59. 


As shown, the cellular phone 1 includes an antenna 2 for transmitting and receiving 
electromagnetic waves, a speaker 3 for producing a voice of a distant person and for letting the 
user know a call, a microphone 4 for picking up the voice of the user, a display unit 6 constituted 
by a liquid crystal display for displaying a telephone number, the content of an electronic mail, 
a menu screen for selecting various functions offered by an application program, the present 
time, the condition of electromagnetic waves and the authenticated state of the cellular 
phone 1, operation keys 5 for offering a direct interface to the user and comprising ten key 
buttons and function selection/determination buttons for inputting telephone numbers, 
characters, for selecting and determining the application program, for determining transmission 
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or reception, and for turning the power source circuit on and off, a transmitter/receiver 
unit 7 which is a communication module for transmitting and receiving speech and data 
(packet), a communication control unit 8, a voice processing unit 9, a temperature obtaining 
unit 15 which is a use detection module for detecting the state of contact to the user, a 
threshold valve storage unit 14, a temperature comparator unit 16, a timer unit 17, a biodata 
obtaining unit 19 which is a personal authentication module for authenticating that the user is 
the owner of the cellular phone 1, a biodata authentication unit 20, a biodata storage unit 21, 
an authentication management unit 18, a memory 11 comprising a ROM or a RAM for storing 
electronic mails, browsers, software programs related to various applications such as personal 
schedule management, classified telephone directory, personal schedule data, transmitted and 
received mails, and data such as of automatic answering machine, a display control unit 13 for 
displaying various data such as dynamic image, still image, text and the like on the display 
unit 6, and an operation control unit 12 comprising chiefly a CPU for controlling the 
communication module and for executing the application programs depending upon a direct 
instruction from the user through the operation keys 5 and depending upon an instruction from 
the authentication management unit 18 constituting the authentication module. The 
transmitter/receiver unit 7, communication control unit 8, voice processing 
unit 9, memory 11, operation control unit 12 and display control unit 13 are coupled together 
through a bus 10, so that the necessary data can be exchanged among them. 


Kohinata at 3:24-67. 


The biodata obtaining unit 19 is a dedicated device for imaging the fingerprint by using a small 
imaging device such as a CCD camera by detecting an electrostatic capacity that changes upon 
being touched by a finger of the user of the cellular phone 1, and obtains the fingerprint or the 
finger data such as feature quantity inherent in the fingerprint from a particular finger of the user 
of the cellular phone upon receiving an instruction for obtaining the fingerprint issued from 
the temperature comparator unit 16, and readily transfers the fingerprint data that is obtained to 
the biodata authentication unit 20. 


The biodata storage unit 21 stores in advance the fingerprint data obtained from at least one or 
more fingers of the owner of the cellular phone. The fingerprint data can be registered to, and 
erased from, the biodata storage unit 21 at the time when the cellular phone 1 is purchased 
(when the initial data are to be set) or after it has been purchased without using any particular or 
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additional device; i.e., the fingerprint data obtained from the biodata obtaining unit 19 can be 
registered or can be erased from the application program. 


Here, however, the operation related to registering or erasing the fingerprint data can be done 
from a particular application program for effecting various initial settings at the time of purchase 
or, after the purchase, for only a period of time in which it is authenticated that the user of 
the cellular phone 1 is its owner. This prevents the cellular phone 1 from being tampered or 
from being used without authorization. 


The biodata authentication unit 20 compares the fingerprint data obtained by the biodata 
obtaining unit 19 with the fingerprint data stored in the biodata storage unit 21, and notifies the 
result of comparison such as in agreement or not in agreement to the authentication management 
unit 18. When they are in agreement, it is so recognized that the user of the cellular phone 1 is 
its owner. When they are not in agreement, it is not so recognized that the user of the cellular 
phone 1 is its owner and, hence, limitation is imposed on the use of the functions with which 
the cellular phone 1 is provided. 


Kohinata at 5:44-6:16. 


The authentication management unit 18 is a state machine for managing the present 
authenticated state of the cellular phone 1, and controls the operation of the cellular phone such 
as speech and data (packet) communication depending upon the states, controls the display of 
the classified telephone directory, controls the access to various kinds of data stored in 
the memory 11, controls the setting of temperature to the threshold value storage unit 14, and 
controls the registration and erasure of fingerprint data to and from the biodata storage unit 21. 
The shifts among the states constituting the state machine is generated by various instructions 
from the timer unit 17, biodata authentication unit 20 and operation control unit 12. 


Kohinata at 6:17-29. 


The biodata authentication unit 20 compares the fingerprint data of the user obtained by 
the biodata obtaining unit 19 with the fingerprint data of the owner stored in the biodata storage 
unit 21, and notifies “authentication has succeeded” to the authentication management unit 18 to 
indicate that the authentication is successful when the fingerprint data of the user is in agreement 
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with the fingerprint data of the owner. When they are not in agreement, on the other hand, 
the biodata authentication unit 20 notifies “authentication has failed” to the authentication 
management unit 18 to indicate that the authentication was not successful. The authentication 
operation of the cellular phone 1 is completed as “authentication has succeeded” is notified to 
the authentication management unit 18. In the foregoing was described the operation related to 
the authentication operation. 


Kohinata at 6:63-7:11. 


FIG. 2 is a flowchart illustrating the authentication operation described above. After the power 
source circuit is closed, the temperature obtaining unit starts detecting the temperature (step a1), 
and the threshold temperatures stored in the threshold value storage unit are compared with the 
temperature detected at step a1 to judge if the temperature data are lying within the range of the 
threshold temperatures (step a2). If the conditions of step a2 have been satisfied as a result of 
judgement, the biodata obtaining unit obtains the fingerprint (step a3). It is, then, judged if the 
fingerprint data obtained by the biodata authentication unit are in agreement with the fingerprint 
data stored in the biodata storage unit (step a4). The authentication is completed if the conditions 
of step a4 are satisfied as a result of judgement. When the conditions of step a4 have not been 
satisfied, the routine returns back to step a2 to repeat the authentication operation again. 


Kohinata at 7:12-28. 
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Kohinata at Fig. 1. 
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Kohinata at Fig. 5. 
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Kohinata at Fig. 6. 


To the extent Kohinata does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Kohinata alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
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To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Kohinata discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[1.e] a processor in 
communication with said plurality 
of biometric sensors, said first 
storage unit and said 
authentication unit; 


Kohinata discloses and/or renders obvious a processor in communication with said plurality of biometric 
sensors, said first storage unit, and said authentication unit. See, e.g., 
 


This invention therefore provides a cellular phone equipped with a security function which 
automatically and reliably authenticates the user and limits, the function of transmission when 
the user is not the owner, and offers a sufficient degree of safety relying upon a minimum degree 
of authentication operation. 


The cellular phone provided by the invention comprises: 


an antenna for transmitting and receiving electromagnetic waves; 


a speaker for producing a voice of a distant person and for letting the user know a call; 


a microphone for picking up a voice; 


operation keys for inputting telephone numbers and for turning the power source circuit on and 
off; 


a display unit for displaying a telephone number and the content of an electronic mail; 


a memory for storing a-classified telephone directory and a software program; 


a display control unit for controlling the display unit; 


an operation control unit for controlling the function of the cellular phone depending upon an 
instruction from the operation keys and upon the authentication condition and for executing the 
application programs; 
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communication module for transmitting and receiving speech and data (packet); 


use detection module for judging the state of contact to the user by measuring the temperature; 
and 


personal authentication module for authenticating that the user of the cellular phone is the owner. 


Kohinata at 2:30-59. 


As shown, the cellular phone 1 includes an antenna 2 for transmitting and receiving 
electromagnetic waves, a speaker 3 for producing a voice of a distant person and for letting the 
user know a call, a microphone 4 for picking up the voice of the user, a display unit 6 constituted 
by a liquid crystal display for displaying a telephone number, the content of an electronic mail, 
a menu screen for selecting various functions offered by an application program, the present 
time, the condition of electromagnetic waves and the authenticated state of the cellular 
phone 1, operation keys 5 for offering a direct interface to the user and comprising ten key 
buttons and function selection/determination buttons for inputting telephone numbers, 
characters, for selecting and determining the application program, for determining transmission 
or reception, and for turning the power source circuit on and off, a transmitter/receiver 
unit 7 which is a communication module for transmitting and receiving speech and data 
(packet), a communication control unit 8, a voice processing unit 9, a temperature obtaining 
unit 15 which is a use detection module for detecting the state of contact to the user, a 
threshold valve storage unit 14, a temperature comparator unit 16, a timer unit 17, a biodata 
obtaining unit 19 which is a personal authentication module for authenticating that the user is 
the owner of the cellular phone 1, a biodata authentication unit 20, a biodata storage unit 21, 
an authentication management unit 18, a memory 11 comprising a ROM or a RAM for storing 
electronic mails, browsers, software programs related to various applications such as personal 
schedule management, classified telephone directory, personal schedule data, transmitted and 
received mails, and data such as of automatic answering machine, a display control unit 13 for 
displaying various data such as dynamic image, still image, text and the like on the display 
unit 6, and an operation control unit 12 comprising chiefly a CPU for controlling the 
communication module and for executing the application programs depending upon a direct 
instruction from the user through the operation keys 5 and depending upon an instruction from 
the authentication management unit 18 constituting the authentication module. The 
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transmitter/receiver unit 7, communication control unit 8, voice processing 
unit 9, memory 11, operation control unit 12 and display control unit 13 are coupled together 
through a bus 10, so that the necessary data can be exchanged among them. 


Kohinata at 3:24-67. 


Though not illustrated in FIG. 1, the operation control unit 12 is so constituted as to control 
the temperature obtaining unit 15 which constitutes the use detector module, the threshold value 
storage unit 14, the temperature comparator unit 16, the timer unit 17, the biodata obtaining 
unit 19 which constitutes the personal authentication module, the biodata authentication unit 20, 
the biodata storage unit 21, and the authentication management unit 19. 


Kohinata at 4:1-8. 


First, described below are the functional units constituting the communication module. The 
transmitter/receiver unit 7 is constituted by a low-noise amplifier, a power amplifier or a 
frequency synthesizer, and produces clock signals that are necessary for removing noise from 
the signals received by the antenna 2, for adjusting the level of the signals and for the IF 
(intermediate frequency) processing. The communication control unit 8 is constituted by a 
modulator, a demodulator or a communication protocol processor, and executes the 
communication protocol processing for modulating the signals to the transmitter/receiver unit 7, 
for demodulating the signals from the transmitter/receiver unit 7, and for transmitting and 
receiving the voice and packet data. 


Kohinata at 4:9-22. 


The biodata authentication unit 20 compares the fingerprint data of the user obtained by 
the biodata obtaining unit 19 with the fingerprint data of the owner stored in the biodata storage 
unit 21, and notifies “authentication has succeeded” to the authentication management unit 18 to 
indicate that the authentication is successful when the fingerprint data of the user is in agreement 
with the fingerprint data of the owner. When they are not in agreement, on the other hand, 
the biodata authentication unit 20 notifies “authentication has failed” to the authentication 
management unit 18 to indicate that the authentication was not successful. The authentication 
operation of the cellular phone 1 is completed as “authentication has succeeded” is notified to 
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the authentication management unit 18. In the foregoing was described the operation related to 
the authentication operation. 


Kohinata at 6:63-7:11. 


 


Kohinata at Fig. 1. 
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To the extent Kohinata does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Kohinata alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Kohinata discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[1.f] wherein access to the 
personal data and documentation 
files stored in said first storage 
unit is only enabled after said 
authentication unit positively 
matches each of the plurality of 
personal biological biometric 
identification parameters of the 
user holding the apparatus with the 
pre-recorded set of personal 
biological identification 
parameters stored in said second 
storage unit; and 


Kohinata discloses and/or renders obvious access to the personal data and documentation files stored in said 
first storage unit is only enabled after said authentication unit positively matches each of the plurality of 
personal biological biometric identification parameters of the user holding the apparatus with the pre-recorded 
set of personal biological identification parameters stored in said second storage unit. See, e.g., 
 


A cellular phone which is easy to use featuring a sufficient degree of safety preventing 
unauthorized use by conducting a minimum degree of required authentication operation which 
is not perceived by the user. As the user holds the cellular phone 1 by hand, the control 
unit 12 issues an instruction to temperature obtaining units 15 to start detecting the temperature. 
The temperature obtaining units measure the temperature at regular intervals, and successively 
transfer the obtained temperature data to a temperature comparator unit 16. The temperature 
comparator unit judges whether the temperature data obtained by the temperature obtaining units 
are lying within a predetermined condition, and issues an instruction to biodata obtaining 
units 19 to obtain fingerprint data of the user depending upon the result of judgement. The 
biodata obtaining units obtain the fingerprint data of the user and transfer the obtained 
fingerprint data to a biodata authentication unit 20. The biodata authentication unit compares 
the obtained fingerprint data with the fingerprint data of the owner stored in a biodata storage 
unit 21, and judges whether the user is the proper user. 


Kohinata at Abstract. 


The biodata obtaining unit 19 is a dedicated device for imaging the fingerprint by using a small 
imaging device such as a CCD camera by detecting an electrostatic capacity that changes upon 
being touched by a finger of the user of the cellular phone 1, and obtains the fingerprint or the 
finger data such as feature quantity inherent in the fingerprint from a particular finger of the user 
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of the cellular phone upon receiving an instruction for obtaining the fingerprint issued from 
the temperature comparator unit 16, and readily transfers the fingerprint data that is obtained to 
the biodata authentication unit 20. 


The biodata storage unit 21 stores in advance the fingerprint data obtained from at least one or 
more fingers of the owner of the cellular phone. The fingerprint data can be registered to, and 
erased from, the biodata storage unit 21 at the time when the cellular phone 1 is purchased 
(when the initial data are to be set) or after it has been purchased without using any particular or 
additional device; i.e., the fingerprint data obtained from the biodata obtaining unit 19 can be 
registered or can be erased from the application program. 


Here, however, the operation related to registering or erasing the fingerprint data can be done 
from a particular application program for effecting various initial settings at the time of purchase 
or, after the purchase, for only a period of time in which it is authenticated that the user of 
the cellular phone 1 is its owner. This prevents the cellular phone 1 from being tampered or 
from being used without authorization. 


The biodata authentication unit 20 compares the fingerprint data obtained by the biodata 
obtaining unit 19 with the fingerprint data stored in the biodata storage unit 21, and notifies the 
result of comparison such as in agreement or not in agreement to the authentication management 
unit 18. When they are in agreement, it is so recognized that the user of the cellular phone 1 is 
its owner. When they are not in agreement, it is not so recognized that the user of the cellular 
phone 1 is its owner and, hence, limitation is imposed on the use of the functions with which 
the cellular phone 1 is provided. 


Kohinata at 5:44-6:16. 


The biodata authentication unit 20 compares the fingerprint data of the user obtained by 
the biodata obtaining unit 19 with the fingerprint data of the owner stored in the biodata storage 
unit 21, and notifies “authentication has succeeded” to the authentication management unit 18 to 
indicate that the authentication is successful when the fingerprint data of the user is in agreement 
with the fingerprint data of the owner. When they are not in agreement, on the other hand, 
the biodata authentication unit 20 notifies “authentication has failed” to the authentication 
management unit 18 to indicate that the authentication was not successful. The authentication 
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operation of the cellular phone 1 is completed as “authentication has succeeded” is notified to 
the authentication management unit 18. In the foregoing was described the operation related to 
the authentication operation. 


Kohinata at 6:63-7:11. 


FIG. 2 is a flowchart illustrating the authentication operation described above. After the power 
source circuit is closed, the temperature obtaining unit starts detecting the temperature (step a1), 
and the threshold temperatures stored in the threshold value storage unit are compared with the 
temperature detected at step a1 to judge if the temperature data are lying within the range of the 
threshold temperatures (step a2). If the conditions of step a2 have been satisfied as a result of 
judgement, the biodata obtaining unit obtains the fingerprint (step a3). It is, then, judged if the 
fingerprint data obtained by the biodata authentication unit are in agreement with the fingerprint 
data stored in the biodata storage unit (step a4). The authentication is completed if the conditions 
of step a4 are satisfied as a result of judgement. When the conditions of step a4 have not been 
satisfied, the routine returns back to step a2 to repeat the authentication operation again. 


Kohinata at 7:12-28. 


The cellular phone 1 executes the authentication operation again when it is to be used in the 
“authentication unfinished” state. The operation control unit 12 in the cellular phone 1 is 
monitoring the state of the authentication management unit 18 at all times, rejects all inputs 
through the operation keys 5 when the authentication management unit 18 is in the 
“authentication unfinished” state, and further so controls the display control unit 13 that 
the display unit 6 does not display any data except the present conditions of the electromagnetic 
waves, date and authenticated state. 


Kohinata at 8:6-16. 


From the side of the owner of the contents who offers such contents as images and music to 
the cellular phone 1, the contents cannot be down-loaded unless the cellular phone 1 is 
manipulated by the owner of the cellular phone. Therefore, the owner of the contents is allowed 
to avoid such a probability that an unauthenticated person attempts to receive the service and is, 
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hence, allowed to reliably offer the contents to the normal users. In the “authentication 
unfinished” state, however, the cellular phone 1 is placed in the waiting state to receive a call. 


Kohinata at 8:20-29. 


According to the cellular phone of the first embodiment of the invention shown in FIG. 1, the 
fingerprint data of the user are automatically obtained to authenticate the person under the 
condition where the temperature data from the temperature obtaining units are lying within a 
predetermined temperature range determined by the owner. Therefore, the user is allowed to use 
the cellular phone without giving attention to the authentication operation and without feeling 
bother. The authentication completed state continues when the predetermined temperature range 
is being detected irrespective of the state in which the cellular phone is used after the personal 
authentication has been completed without problem. 


Kohinata at 8:55-67. 


To the extent Kohinata does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Kohinata alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Kohinata discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[1.g] wherein, whenever any of 
said at least one life signs detector 
detects a critical level of said user 
measured life sign parameters, the 
apparatus is configured to prevent 
access to said user’s personal data 
and documentation files stored in 
said first storage unit. 


Kohinata discloses and/or renders obvious whenever any of said at least one life signs detector detects a critical 
level of said user measured life sign parameters, the apparatus is configured to prevent access to said user’s 
personal data and documentation files stored in said first storage unit. 
 


Though not illustrated in FIG. 1, the operation control unit 12 is so constituted as to control 
the temperature obtaining unit 15 which constitutes the use detector module, the threshold value 
storage unit 14, the temperature comparator unit 16, the timer unit 17, the biodata obtaining 
unit 19 which constitutes the personal authentication module, the biodata authentication unit 20, 
the biodata storage unit 21, and the authentication management unit 19. 
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Kohinata at 4:1-8. 


The temperature obtaining unit 15 is constituted by a plurality of temperature sensors arranged 
on the surface of the cellular phone 1 for detecting the temperature at regular intervals, and plays 
the role of measuring the body temperature of the user when the temperature obtaining unit 15 is 
touched by the palm or fingers of hand of the user and measuring the ambient temperature of 
the cellular phone when it is not touched. 


The threshold value storage unit 14 stores threshold body temperatures of the owner of the 
cellular phone, i.e., stores the lower limit value only or both the upper-limit value and the lower-
limit value. When consideration is given to obtaining he body temperature from the palm or 
fingers of empty human hand, the lower-limit value and the upper-limit value of the threshold 
temperatures are set to be 34° C. and 38° C., respectively. The threshold temperatures can be 
freely set by the user of the cellular phone 1. 


Here, however, the operation for setting the threshold temperature can be executed only during 
a period in which it is authenticated that the user of the cellular phone 1 is its owner. This 
prevents the cellular phone 1 from malfunctioning due to tampering. 


The temperature comparator unit 16 is a module for judging whether the cellular phone 1 is 
touched by the user, compares the temperature data measured by the temperature obtaining 
unit 15 with the threshold temperatures stored in the threshold value storage unit 14 at regular 
intervals, so judges that the cellular phone 1 is touched by the user and is used or is going to be 
used when it is detected that the temperature data lies within a range of the threshold 
temperatures, and issues an instruction to the biodata obtaining unit 19 to obtain the fingerprint 
of the user. 


The temperature comparator unit 16 controls the operation of the timer unit 17 according to the 
result of comparison of the temperature data measured by the temperature obtaining unit 15 with 
the threshold temperatures stored in the threshold value storage unit 14. If described in detail, 
when the temperature is lower than the lower-limit value of the threshold temperature or when 
the upper-limit value has been set, the temperature comparator unit 16 issues an instruction to 
the timer unit 17 to start the timer upon detecting that the upper-limit value is exceeded. When 
it is detected that the temperature data is lying within the range of the threshold temperatures, 
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on the other hand, the temperature comparator unit 16 issues an instruction to the timer 
unit 17 to end the time counting. 


Kohinata at 4:31-5:10. 


Next, described below is the operation of from when the power source circuit of the cellular 
phone 1 is closed until when the authentication operation is completed. The user holds 
the cellular phone 1 by his hand, and closes the power source circuit by manipulating a power 
source button in the operation keys 5. Then, the operation control unit 12 issues an instruction 
to the temperature obtaining unit 15 to start detecting the temperature. Upon receipt of this 
instruction, the temperature obtaining unit 15 measures the temperature at regular intervals and 
successively transfers the obtained temperature data to the temperature comparator unit 16. 
The temperature comparator unit 16 compares the temperature data offered by the plurality 
of temperature obtaining units 15 with the threshold temperatures set in the threshold value 
storage unit 14. 


Let it now be presumed that the cellular phone 1 is used in a state where it is left to stand under 
a temperature condition lower than the threshold temperature set to the threshold value storage 
unit 14. Namely, the cellular phone 1 is held by hand causing an increase in the temperature data 
from the temperature obtaining unit 15 which is touched by the finger or palm of hand of the 
user. When the temperature data from the temperature obtaining units 15 of not smaller than a 
predetermined number exceed the threshold temperature set to the threshold value storage 
unit 14, the temperature comparator unit 16 so judges that the use of the cellular phone 1 is 
started as it is touched by the user and issues an instruction to the biodata obtaining unit 19 to 
obtain the fingerprint data of the user. Upon receipt of the above instruction, the biodata 
obtaining unit 19 obtains the fingerprint data of the user, and readily transfers the obtained 
fingerprint data to the biodata authentication unit 20. 


Kohinata at 6:30-62. 


When the temperature data lies again within the above range of threshold temperatures before 
the timer unit 17 counts up the predetermined period of time, the “authentication completed” 
state continues. Therefore, the cellular phone 1 does not effect unnecessary authentication 
operation and, hence, suppresses the consumption of electric power which is caused by the 
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authentication operation, minimizes the consumption of battery power and, hence, enables 
the cellular phone 1 to operate for an extended period of time. 


Kohinata at 7:54-7:61. 


The temperature obtaining units A 52 are temperature sensors arranged in a plural number at 
positions which are least frequently touched by the user who manipulates the cellular 
phone 51 to detect the temperature at regular intervals, and play the role of measuring chiefly 
the ambient temperature of the cellular phone. 


The temperature obtaining units B 53 are temperature sensors arranged in a plural number at 
positions which are most frequently touched by the user who manipulates the cellular 
phone 51 to detect the temperature at regular intervals, and play the role of measuring the body 
temperature of the user when touched by the palm of hand or finger of the user and play the role 
of measuring the ambient temperature of the cellular phone when they are not touched by the 
palm of hand or finger of the user. 


The temperature comparator unit 54 is a module for judging whether the cellular phone 51 is 
touched by the user, and monitors, at regular intervals, a temperature differential (absolute value) 
between the temperature data A measured by the temperature obtaining units A 52 and the 
temperature data B measured by the temperature obtaining units B 53. When the temperature 
suddenly changes and becomes greater than a given specified value, the temperature comparator 
unit 54 so judges that the cellular phone 51 is touched by the user and is used, and issues an 
instruction to the biodata obtaining units 19 to obtain a fingerprint of the user. 


Kohinata at 10:51-11:10. 
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Kohinata at Fig. 1. 
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Kohinata at Fig. 2. 
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To the extent Kohinata does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Kohinata alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Kohinata discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[4] The apparatus according to 
claim 1, further comprising: 


communication and data 
connection means for 
communicating with an external 
device, said communication and 
data connection means being 
controlled by and in 
communication with said 
processor. 


Claim 4 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Kohinata discloses and/or renders obvious the apparatus according to claim 1, further comprising: 
communication and data connection means for communicating with an external device, said communication 
and data connection means being controlled by and in communication with said processor. See, e.g., 


 


As shown, the cellular phone 1 includes an antenna 2 for transmitting and receiving 
electromagnetic waves, a speaker 3 for producing a voice of a distant person and for letting the 
user know a call, a microphone 4 for picking up the voice of the user, a display unit 6 constituted 
by a liquid crystal display for displaying a telephone number, the content of an electronic mail, 
a menu screen for selecting various functions offered by an application program, the present 
time, the condition of electromagnetic waves and the authenticated state of the cellular 
phone 1, operation keys 5 for offering a direct interface to the user and comprising ten key 
buttons and function selection/determination buttons for inputting telephone numbers, 
characters, for selecting and determining the application program, for determining transmission 
or reception, and for turning the power source circuit on and off, a transmitter/receiver 
unit 7 which is a communication module for transmitting and receiving speech and data 
(packet), a communication control unit 8, a voice processing unit 9, a temperature obtaining 
unit 15 which is a use detection module for detecting the state of contact to the user, a 
threshold valve storage unit 14, a temperature comparator unit 16, a timer unit 17, a biodata 
obtaining unit 19 which is a personal authentication module for authenticating that the user is 
the owner of the cellular phone 1, a biodata authentication unit 20, a biodata storage unit 21, 
an authentication management unit 18, a memory 11 comprising a ROM or a RAM for storing 
electronic mails, browsers, software programs related to various applications such as personal 
schedule management, classified telephone directory, personal schedule data, transmitted and 
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received mails, and data such as of automatic answering machine, a display control unit 13 for 
displaying various data such as dynamic image, still image, text and the like on the display 
unit 6, and an operation control unit 12 comprising chiefly a CPU for controlling the 
communication module and for executing the application programs depending upon a direct 
instruction from the user through the operation keys 5 and depending upon an instruction from 
the authentication management unit 18 constituting the authentication module. The 
transmitter/receiver unit 7, communication control unit 8, voice processing 
unit 9, memory 11, operation control unit 12 and display control unit 13 are coupled together 
through a bus 10, so that the necessary data can be exchanged among them. 


Kohinata at 3:24-67. 


First, described below are the functional units constituting the communication module. The 
transmitter/receiver unit 7 is constituted by a low-noise amplifier, a power amplifier or a 
frequency synthesizer, and produces clock signals that are necessary for removing noise from 
the signals received by the antenna 2, for adjusting the level of the signals and for the IF 
(intermediate frequency) processing. The communication control unit 8 is constituted by a 
modulator, a demodulator or a communication protocol processor, and executes the 
communication protocol processing for modulating the signals to the transmitter/receiver unit 7, 
for demodulating the signals from the transmitter/receiver unit 7, and for transmitting and 
receiving the voice and packet data. 


Kohinata at 4:9-22. 


FIG. 5 illustrates the constitution of the cellular phone 51 according to a second embodiment of 
the present invention. As shown, the cellular phone 51 includes the antenna 2 of the cellular 
phone 1 shown in FIG. 1, speaker 3, microphone 4, display unit 6, operation keys 5, 
transmitter/receiver unit 7 which is a communication module, communication control 
unit 8, voice processing unit 9, biodata obtaining unit 19 which is a personal authentication 
module, biodata authentication unit 20, biodata storage unit 21, authentication management 
unit 18, memory 11, display control unit 13 and operation control unit 12, and employs use 
detection module comprising temperature obtaining units A 52, temperature obtaining units 
B 53, temperature comparator unit 54 and timer unit 17 instead of the use detection module 
employed by the cellular phone 1. Further, the transmitter/receiver unit 7, communication 
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control unit 8, voice processing unit 9, memory 11, operation control unit 12 and display 
control unit 13 are coupled together through a bus 10 so that the necessary data can be 
exchanged. 


Kohinata at 10:21-39. 


 


Kohinata at Fig. 1. 
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To the extent Kohinata does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Kohinata alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-plus-
function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Kohinata discloses and/or renders obvious the 
corresponding structure and function for each such term for the reasons provided above and in Samsung's 
Invalidity Contentions Cover Pleading. 


[15] The apparatus according to 
claim 1, further comprising an 
integrated digital data 
encoder/decoder and a wireless 
transceiver module in 
communication with the processor, 
said integrated digital data 
encoder/decoder and a wireless 
transceiver being configured to 
communicate with any of a group 
of external devices including RF 
operated credit card readers, ATM 
machines, and remotely operated 
electronic locks gates and doors 
opener using RFID based 
techniques. 


Claim 15 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Kohinata discloses and/or renders obvious the apparatus according to claim 1, further comprising an integrated 
digital data encoder/decoder and a wireless transceiver module in communication with the processor, said 
integrated digital data encoder/decoder and a wireless transceiver being configured to communicate with any 
of a group of external devices including RF operated credit card readers, ATM machines, and remotely operated 
electronic locks gates and doors opener using RFID based techniques. See, e.g.,  
 


As shown, the cellular phone 1 includes an antenna 2 for transmitting and receiving 
electromagnetic waves, a speaker 3 for producing a voice of a distant person and for letting the 
user know a call, a microphone 4 for picking up the voice of the user, a display unit 6 constituted 
by a liquid crystal display for displaying a telephone number, the content of an electronic mail, 
a menu screen for selecting various functions offered by an application program, the present 
time, the condition of electromagnetic waves and the authenticated state of the cellular 
phone 1, operation keys 5 for offering a direct interface to the user and comprising ten key 
buttons and function selection/determination buttons for inputting telephone numbers, 
characters, for selecting and determining the application program, for determining transmission 
or reception, and for turning the power source circuit on and off, a transmitter/receiver 
unit 7 which is a communication module for transmitting and receiving speech and data 
(packet), a communication control unit 8, a voice processing unit 9, a temperature obtaining 
unit 15 which is a use detection module for detecting the state of contact to the user, a 
threshold valve storage unit 14, a temperature comparator unit 16, a timer unit 17, a biodata 
obtaining unit 19 which is a personal authentication module for authenticating that the user is 
the owner of the cellular phone 1, a biodata authentication unit 20, a biodata storage unit 21, 
an authentication management unit 18, a memory 11 comprising a ROM or a RAM for storing 
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electronic mails, browsers, software programs related to various applications such as personal 
schedule management, classified telephone directory, personal schedule data, transmitted and 
received mails, and data such as of automatic answering machine, a display control unit 13 for 
displaying various data such as dynamic image, still image, text and the like on the display 
unit 6, and an operation control unit 12 comprising chiefly a CPU for controlling the 
communication module and for executing the application programs depending upon a direct 
instruction from the user through the operation keys 5 and depending upon an instruction from 
the authentication management unit 18 constituting the authentication module. The 
transmitter/receiver unit 7, communication control unit 8, voice processing 
unit 9, memory 11, operation control unit 12 and display control unit 13 are coupled together 
through a bus 10, so that the necessary data can be exchanged among them. 


Kohinata at 3:24-67. 
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Kohinata at Fig. 1. 


To the extent Kohinata does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Kohinata alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[18] The apparatus according to 
claim 1, further comprising an 
integrated GPS module in 


Claim 18 is invalid for at least the reasons set forth above.  See claim 1, supra. 
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communication with the processor 
to precisely locate the 
geographical position of the 
apparatus. 


To the extent Kohinata does not explicitly disclose this limitation, this limitation would have been obvious in 
light of Kohinata alone or in combination with the knowledge of a POSITA and/or the references identified in 
Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
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Invalidity of U.S. Patent 8,401,875 (“the ’875 Patent”) in View of Henning 


WO 2007/065809 to Henning et al. (“Henning”), published no later than June 14, 2007, qualifies as prior art under at least pre-AIA 35 U.S.C. 
§§ 102 and/or 103 as to the asserted claims of U.S. Patent No. 8,401,875 (“the ’875 Patent”), as discussed in greater detail in the chart that follows.1 


To the extent Plaintiff alleges that Henning does not disclose any particular limitation of asserted claims 1, 4, 15, and 18 of the ’875 Patent (the 
“Asserted Claims”), either expressly or inherently, it would have been obvious to a person of ordinary skill in the art as of the priority date of the ’875 
Patent to modify Henning and/or combine the teachings of Henning with other prior art references, including but not limited to the prior art references 
presently found in Samsung’s Invalidity Contentions and any supplements thereto and the relevant section of charts for other prior art for the ’875 
Patent in a manner that would have rendered the Asserted Claims invalid as obvious.  The inclusion of the particular limitation into the methods and 
systems described in Henning would have been obvious for at least the following reasons:  It would have been obvious to modify the methods and/or 
systems disclosed in Henning, alone or in combination with the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity 
Contentions, to meet this limitation based on: (a) the teachings in Henning itself; (b) a person of ordinary skill in the art implementing a predictable 
variation of the methods and/or systems disclosed in Henning or in the other identified references; (c) the logic, judgment, intelligence, creativity, 
innovation and common sense a person of ordinary skill in the art would employ; (d) the inferences and creative and routine steps that a person of 
ordinary skill in the art would employ; (e) market demand for methods and/or systems to include this limitation; and/or (f) design needs or market 
pressures to solve a problems with a finite number of solutions that could have produced the desired outcome.   


Samsung reserves the right to amend or supplement this claim chart at a later date pursuant to the Docket Control Order issued by the Court on 
December 6, 2024 (Dkt. No. 23) and based on further discovery including any supplemental infringement contentions or to any interrogatory response 
provided by Plaintiff purporting to rebut these contentions. 


Further, these charts incorporate Plaintiff’s apparent interpretation of the breakdown of elements within the Asserted Claims, as reflected in 
Plaintiff’s infringement contentions to date.  Samsung does not concede that such interpretation is correct, and reserves its right to supplement these 
contentions accordingly.  


 
1 Nothing in these claim charts should be construed as an admission regarding infringement, either literally or under the doctrine of equivalents, or as 
an admission regarding Samsung’s understanding of the proper scope of the Asserted Claims.  Given Plaintiff’s vague and ambiguous infringement 
contentions, the exemplary citations herein necessarily account for a variety of possible infringement arguments and claim constructions.  Samsung 
reserves the right to rely on additional citations or sources of evidence that also may be applicable, or that may become applicable in light of claim 
construction, changes in Plaintiff’s infringement contentions, and/or information obtained during discovery as the case progresses.  Various positions 
put forth in this document are predicated on Plaintiff’s overly broad interpretation of its claims as evidenced by the infringement allegations received 
to date.  Those portions are not intended to and do not necessarily reflect Samsung’s interpretations of the true and proper scope of Plaintiff’s claims, 
and Samsung reserves the right to adopt claim construction positions that differ from or even conflict with various positions put forth in this document.   
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Comparison of the Asserted Claims of the ’875 Patent to Henning2 


’875 Patent – Claim Exemplary Disclosures of Henning 


[1.pre] Apparatus for storing and 
managing personal and secured data and 
documentation files associated with a 
specific user, comprising: 


To the extent the preamble is limiting, Henning discloses and/or renders obvious an apparatus for 
storing and managing personal and secured data and documentation files associated with a specific 
user. See, e.g., 


The invention is based on the task of creating an improved portable electronic device, in 
particular a USB stick, and on a method for clearing a chip card, and on a corresponding 
computer program product. 


Henning at 2:22-24.3 


The invention specifies a portable electronic device with an interface for accessing a 
chip card by an external device. The interface can for example be a USB interface, i.e. 
the portable electronic device can have a USB plug for insertion into the external device. 
In principle, the external device can be any electronic device, such as a computer, 
laptop, PDA, dictation device, electronic camera, audio and/or video playback device, 
in particular an MP3 player, car radio, navigation device, control device, electronic 
control unit (ECU) of a motor vehicle, or the like. 


Henning at 2:29-35. 


The inventive portable electronic device has a non-volatile electronic memory for 
storing the authentication data of a user.  For example, the authentication data is a so-
called Personal Identification Number (PIN), which is sometimes also called Card 
Holder Verification (CHV).  A user authenticates himself to the corresponding chip 
card by means of the PIN.  The chip card is only cleared for use if a correct PIN is 


 
2 The excerpts cited herein are exemplary.  For any claim limitation, Samsung may rely on excerpts cited for any other limitation and/or additional 
excerpts not set forth fully herein to the extent necessary to provide a more comprehensive explanation for a reference’s disclosure of a limitation.  
Where an excerpt refers to or discusses a figure or figure items, that figure and any additional descriptions of that figure should be understood to be 
incorporated by reference as if set forth fully therein.   
3 Citations refer to the certified translation of Henning.  See SAM-OSNH-0024907 (Henning (German with Certified Translation)) at SAM-OSNH-
0024948-SAM-OSNH-0024989.  
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entered into the chip card.  Depending on the type of chip card, one or more 
functionalities are available to the user or the external device after the chip card is 
cleared.  For example, after clearing, the rendering of an electronic signature or access 
to data stored on the chip card, such as telephone numbers, e-mail addresses, user 
settings and the like, can be requested. 


Henning at 3:14-24. 


To use the device 100, the chip card 112 is located in the chip card reader 120.  The 
chip card 112 can be permanently connected to the chip card reader 120 or it must first 
be inserted into the chip card reader 120.  The device 100 with the chip card 112 is 
inserted into the bus interface 140 of the computer 128 using the plug 102.  In order to 
use the device 100, the user must now authenticate himself biometrically to the device, 
for example by scanning his left or right index finger over the sensor 118.  This permits 
read or write access to the user data 110 from the computer 128.  When the user scans 
his left index finger over the sensor 118, the execution of the program instructions 116 
that access the biometric reference data 108 recognizes a match to the biometric 
reference data associated with the first PIN.  Accordingly, the first PIN is transmitted 
by the chip card reader 120 to the chip card 112 in order to clear the latter.  Conversely, 
if the user scans his right index finger over the sensor 118, a match with the other 
biometric reference data set assigned to the second PIN is recognized.  Accordingly, the 
second PIN is transmitted by the chip card reader 120 to the chip card 112 in order to 
clear the corresponding other functionality of said chip card 112.  The user can also first 
scan the left and then the right index finger over the sensor 118 to clear both 
functionalities of the chip card 112. 


Henning at 15:23-16:11. 


[1.a] a plurality of biometric sensors for 
reading a plurality of personal biological 
biometric identification parameters of the 
user holding the apparatus, said plurality of 


Henning discloses and/or renders obvious a plurality of biometric sensors for reading a plurality of 
personal biological biometric identification parameters of the user holding the apparatus, said plurality 
of biometric sensors being integrated within the apparatus. See, e.g., 


The inventive portable electronic device furthermore has at least one sensor for 
acquiring a biometric feature of the user. For example, the sensor is adapted to acquire 
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biometric sensors being integrated within 
the apparatus; 


a fingerprint or to acquire characteristic features of the voice, the facial features, the iris 
or other or additional biometric features. 


Henning at 4:1-5. 


The portable electronic device can furthermore also comprise one or more additional 
sensors to accommodate biometric features of various types, such as biometric features 
of the voice, facial features, or the iris of the user. For particularly security-critical 
functionalities, it may for example also be necessary for the user to enter several 
biometric features, which then must sufficiently match the respective reference data to 
clear the relevant functionalities. 


Henning at 7:24-29. 


In one embodiment of the invention, the portable electronic device is adapted such that 
it cannot be disassembled into its components.  For example, the portable electronic 
device is filled with a potting compound.  This has another protective function, for 
example to prevent the non-volatile electronic memory from being removed from the 
portable electronic device. 


Henning at 10:12-15. 


Figure 1 shows a portable electronic device 100, which can in particular be adapted as 
a so-called USB stick. The device 100 has a plug 102, in particular a USB plug.  The 
device 100 has one or more non-volatile memories 104 for storing authentication data 
106, biometric reference data 108, and user data 110.   


Henning at 13:1-4. 
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Henning at Fig. 1 (annotated). 


The biometric reference data 108 may be data obtained from a fingerprint or one or 
more other biometric features of a user representing the user’s respective biometric 
feature. 


Henning at 13:8-10. 


The device 100 further has a microprocessor 114 for the embodiment of program 
instructions 116.  The device 100 also has at least one sensor 118 for acquiring a 
biometric feature of the user. The sensor 118 can for example be a fingerprint sensor, a 
microphone, and/or a CCD camera. 


Henning at 13:16-21. 
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To the extent Henning does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Henning alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


[1.b] at least one life signs detector 
integrated within the apparatus, said life 
signs detector being configured to measure 
and record at least one of said user’s life 
sign parameters; 


Henning discloses and/or renders obvious at least one life signs detector integrated within the 
apparatus, said life signs detector being configured to measure and record at least one of said user’s 
life sign parameters. See, e.g., 


In one embodiment of the invention, the portable electronic device is adapted for the 
purpose of the user’s liveness detection. Prior to clearing access to the non-volatile 
electronic memory or prior to a transmission of authentication data to the chip card, an 
automated verification is performed to determine whether the user is still alive. The 
verification can be carried out by acquiring a physiological feature of the user and 
verifying whether the physiological feature is within a normal range. In particular the 
heart rate, electrocardiographic signals, the oxygen concentration of the blood, the 
blood pressure and other non-specific biometric features, as known from WO 
09526013, are suited as a physiological feature for liveness detection. 


Henning at 8:14-22. 


In one embodiment of the invention, the portable electronic device is adapted such that 
it cannot be disassembled into its components.  For example, the portable electronic 
device is filled with a potting compound.  This has another protective function, for 
example to prevent the non-volatile electronic memory from being removed from the 
portable electronic device. 


Henning at 10:12-15. 


To the extent Henning does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Henning alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
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[1.c] a first storage unit for the storage of 
said user’s data and documentation files; 


Henning discloses and/or renders obvious a first storage unit for the storage of said user’s data and 
documentation files. See, e.g., 
 


In one embodiment of the invention, the non-volatile electronic memory of the portable 
electronic device is adapted for storing further user data in addition to storing 
authentication data of a user. For this purpose, a separate non-volatile electronic 
memory can also be present in the portable electronic device.  Preferably, access to the 
user data, such as files stored by the user, is only cleared after successful biometric 
authentication. 


Henning at 5:3-8. 


In one embodiment of the invention, the portable electronic device is adapted such that 
it cannot be disassembled into its components.  For example, the portable electronic 
device is filled with a potting compound.  This has another protective function, for 
example to prevent the non-volatile electronic memory from being removed from the 
portable electronic device. 


Henning at 10:12-15. 


Figure 1 shows a portable electronic device 100, which can in particular be adapted as 
a so-called USB stick. The device 100 has a plug 102, in particular a USB plug.  The 
device 100 has one or more non-volatile memories 104 for storing authentication data 
106, biometric reference data 108, and user data 110.   


Henning at 13:1-4. 
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Henning at Fig. 1 (annotated). 


The user data 110 can be a variety of data, such as files, in particular text, audio and/or 
video files, electronic documents and the like, which the user has stored on the 
electronic device 100 when the latter is used as a portable data medium. 


Henning at 13:12-14. 


In the embodiment considered here, the biometric reference data 108 is stored in a 
biometric system 146 containing a reference database with the biometric reference data.  
Furthermore, the device 100 has a mass storage device 148 for storing user data 110. 


Henning at 18:8-11. 
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To the extent Henning does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Henning alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Henning discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above 
and in Samsung’s Invalidity Contentions Cover Pleading. 


[1.d] an authentication unit comprising a 
second storage unit, with said second 
storage unit configured to store a pre-
recorded set of personal biological 
biometric identification parameters 
uniquely associated with the specific user, 
wherein said authentication unit is 
configured to compare the plurality of 
personal biological biometric identification 
parameters of the user holding the 
apparatus with the pre-recorded set of 
personal biological biometric identification 
parameters stored in said second storage 
unit; 


Henning discloses and/or renders obvious an authentication unit comprising a second storage unit, with 
said second storage unit configured to store a pre-recorded set of personal biological biometric 
identification parameters uniquely associated with the specific user, wherein said authentication unit 
is configured to compare the plurality of personal biological biometric identification parameters of the 
user holding the apparatus with the pre-recorded set of personal biological biometric identification 
parameters stored in said second storage unit. See, e.g., 
 


In one embodiment of the invention, the non-volatile electronic memory of the portable 
electronic device is adapted for storing further user data in addition to storing 
authentication data of a user. For this purpose, a separate non-volatile electronic 
memory can also be present in the portable electronic device.  Preferably, access to the 
user data, such as files stored by the user, is only cleared after successful biometric 
authentication. 


Henning at 5:3-8. 


According to one embodiment of the invention, the authentication data and/or the 
biometric reference data are stored in encrypted form on the portable electronic device. 


Henning at 8:24-25. 


In one embodiment of the invention, the portable electronic device is adapted such that 
it cannot be disassembled into its components.  For example, the portable electronic 
device is filled with a potting compound.  This has another protective function, for 
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example to prevent the non-volatile electronic memory from being removed from the 
portable electronic device. 


Henning at 10:12-15. 


Figure 1 shows a portable electronic device 100, which can in particular be adapted as 
a so-called USB stick. The device 100 has a plug 102, in particular a USB plug.  The 
device 100 has one or more non-volatile memories 104 for storing authentication data 
106, biometric reference data 108, and user data 110.     


Henning at 13:1-4. 


 


Henning at Fig. 1 (annotated). 
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The authentication data 106 includes, for example, one or more PINs for clearing a chip 
card 112 or different functionalities of the chip card 112, or different chip cards.  The 
biometric reference data 108 may be data obtained from a fingerprint or one or more 
other biometric features of a user representing the user’s respective biometric feature. 


Henning at 13:8-14. 


The recording of the biometric reference data is also initiated using the input means of 
the device 100. This can be done such that the acquisition of the biometric reference 
data is simultaneously initiated by the termination of the entry of the authentication 
data, e.g. the PIN. Thus, if the user scans his finger over the sensor 118 after the end of 
the input of the authentication data, the corresponding fingerprint data is acquired as 
biometric reference data 108 and stored in the memory 104.  Several biometric reference 
data sets can also be recorded. 


Henning at 15:6-12. 


The device 100 then verifies whether the acquired biometric data sufficiently matches 
the biometric reference data stored in the device 100 (step 204). If this is not the case, 
the device 100 denies access to the computer 128 (step 206). Using a user interface, the 
device 100 can prompt the user for one or more further input attempts to acquire the 
biometric data.  If a sufficient match of the acquired biometric data with the reference 
data is determined in step 204, the authentication data, i.e. the PIN assigned to the 
reference data to which the match was determined, is accessed in step 208. The PIN is 
automatically transferred to the chip card 112 in step 210 in order to clear said chip card 
112. 


Henning at 16:36-17:4. 


In the embodiment considered here, the biometric reference data 108 is stored in a 
biometric system 146 containing a reference database with the biometric reference data.  
Furthermore, the device 100 has a mass storage device 148 for storing user data 110. 


Henning at 18:8-11. 
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In order to access data, a biometric verification must first be performed by acquiring 
biometric data using the biometric sensor 118. Sufficient agreement with biometric 
reference data of the reference database is verified by encrypting the acquired biometric 
data using the program instructions 152 and comparing said acquired biometric data to 
the biometric reference data in the encrypted domain.  Alternatively, the biometric 
reference data are decrypted for the verification.  The mass storage 148 and/or the 
storage 104 can only be accessed after successful biometric verification. 


Henning at 19:1-7. 


To the extent Henning does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Henning alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Henning discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above 
and in Samsung’s Invalidity Contentions Cover Pleading. 


[1.e] a processor in communication with 
said plurality of biometric sensors, said 
first storage unit and said authentication 
unit; 


Henning discloses and/or renders obvious a processor in communication with said plurality of 
biometric sensors, said first storage unit, and said authentication unit. See, e.g., 
 


In a further aspect, the invention relates to a computer program product with program 
instructions executable by a processor for carrying out an inventive method. 


Henning at 10:29-28. 


To the extent Henning does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Henning alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Henning discloses and/or renders 







Appendix A-8 
 


13 


’875 Patent – Claim Exemplary Disclosures of Henning 


obvious the corresponding structure and function for each such term for the reasons provided above 
and in Samsung’s Invalidity Contentions Cover Pleading. 


[1.f] wherein access to the personal data 
and documentation files stored in said first 
storage unit is only enabled after said 
authentication unit positively matches each 
of the plurality of personal biological 
biometric identification parameters of the 
user holding the apparatus with the pre-
recorded set of personal biological 
identification parameters stored in said 
second storage unit; and 


Henning discloses and/or renders obvious access to the personal data and documentation files stored 
in said first storage unit is only enabled after said authentication unit positively matches each of the 
plurality of personal biological biometric identification parameters of the user holding the apparatus 
with the pre-recorded set of personal biological identification parameters stored in said second storage 
unit. See, e.g., 
 


The portable electronic device has means for verifying a biometric feature acquired by 
the sensor. For example, biometric reference data is accessed for this purpose.  If the 
biometric features acquired by the sensor sufficiently match the biometric reference 
data, the verification is considered successful.  Depending on the embodiment, the 
successful verification of the acquired biometric feature is a necessary or sufficient 
requirement for access to the authentication data and the transmission of the 
authentication data via the chip card reader to the chip card in order to clear the latter. 


Henning at 4:5-11. 


In one embodiment of the invention, the non-volatile electronic memory of the portable 
electronic device is adapted for storing further user data in addition to storing 
authentication data of a user.  For this purpose, a separate non-volatile electronic 
memory can also be present in the portable electronic device.  Preferably, access to the 
user data, such as files stored by the user, is only cleared after successful biometric 
authentication. 


Henning at 5:1-7. 


In one embodiment of the invention, the authentication data and/or the reference data 
and/or user data can only be decrypted after prior successful biometric verification. In 
particular, this has the advantage that the data, in particular the authentication data 
and/or biometric reference data and/or user data, are still protected even if the 
corresponding data storage is successfully removed from the portable electronic device 
and read, since decryption is not possible in this case. 
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Henning at 9:1-6. 


In order to use the device 100, the user must now authenticate himself biometrically to 
the device, for example by scanning his left or right index finger over the sensor 118.  
This permits read or write access to the user data 110 from the computer 128. 


Henning at 15:30-32. 


In order to access data, a biometric verification must first be performed by acquiring 
biometric data using the biometric sensor 118.  Sufficient agreement with biometric 
reference data of the reference database is verified by encrypting the acquired biometric 
data using the program instructions 152 and comparing said acquired biometric data to 
the biometric reference data in the encrypted domain. Alternatively, the biometric 
reference data are decrypted for the verification.  The mass storage 148 and/or the 
storage 104 can only be accessed after successful biometric verification. 


Henning at 19:1-7. 


To the extent Henning does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Henning alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Henning discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above 
and in Samsung’s Invalidity Contentions Cover Pleading. 


[1.g] wherein, whenever any of said at 
least one life signs detector detects a 
critical level of said user measured life sign 
parameters, the apparatus is configured to 
prevent access to said user’s personal data 


Henning discloses and/or renders obvious whenever any of said at least one life signs detector detects 
a critical level of said user measured life sign parameters, the apparatus is configured to prevent access 
to said user’s personal data and documentation files stored in said first storage unit. 
 


In one embodiment of the invention, the portable electronic device is adapted for the 
purpose of the user’s liveness detection. Prior to clearing access to the non-volatile 
electronic memory or prior to a transmission of authentication data to the chip card, an 
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and documentation files stored in said first 
storage unit. 


automated verification is performed to determine whether the user is still alive. The 
verification can be carried out by acquiring a physiological feature of the user and 
verifying whether the physiological feature is within a normal range. In particular the 
heart rate, electrocardiographic signals, the oxygen concentration of the blood, the 
blood pressure and other non-specific biometric features, as known from WO 
09526013, are suited as a physiological feature for liveness detection. 


Henning at 8:14-22. 


To the extent Henning does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Henning alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Henning discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above 
and in Samsung’s Invalidity Contentions Cover Pleading. 


[4] The apparatus according to claim 1, 
further comprising: 


communication and data connection means 
for communicating with an external 
device, said communication and data 
connection means being controlled by and 
in communication with said processor. 


Claim 4 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Henning discloses and/or renders obvious the apparatus according to claim 1, further comprising: 
communication and data connection means for communicating with an external device, said 
communication and data connection means being controlled by and in communication with said 
processor. See, e.g., 
 


The invention specifies a portable electronic device with an interface for accessing a 
chip card by an external device. The interface can for example be a USB interface, i.e. 
the portable electronic device can have a USB plug for insertion into the external device. 
In principle, the external device can be any electronic device, such as a computer, 
laptop, PDA, dictation device, electronic camera, audio and/or video playback device, 
in particular an MP3 player, car radio, navigation device, control device, electronic 
control unit (ECU) of a motor vehicle, or the like. 
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Henning at 2:29-36. 


In one embodiment of the invention, further functions are integrated into the portable 
electronic device, such as telecommunications functions, in particular a mobile phone, 
an MP3-Player, an electronic camera, or the like. 


Henning at 10:18-20. 


To the extent Henning does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Henning alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
 
To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Henning discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above 
and in Samsung’s Invalidity Contentions Cover Pleading. 


[15] The apparatus according to claim 1, 
further comprising an integrated digital 
data encoder/decoder and a wireless 
transceiver module in communication with 
the processor, said integrated digital data 
encoder/decoder and a wireless transceiver 
being configured to communicate with any 
of a group of external devices including RF 
operated credit card readers, ATM 
machines, and remotely operated electronic 
locks gates and doors opener using RFID 
based techniques. 


Claim 15 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Henning discloses and/or renders obvious the apparatus according to claim 1, further comprising an 
integrated digital data encoder/decoder and a wireless transceiver module in communication with the 
processor, said integrated digital data encoder/decoder and a wireless transceiver being configured to 
communicate with any of a group of external devices including RF operated credit card readers, ATM 
machines, and remotely operated electronic locks gates and doors opener using RFID based techniques. 
See, e.g.,  
 


In one embodiment of the invention, the portable electronic device has one or more 
radio identification elements. The prior art comprises various radio identification 
systems, which are also called Radio Frequency Identification (RFID) systems. Such 
RFID systems generally contain at least one transponder and one transceiver unit. The 
transponder is also referred to as an RFID label, RFID chip, RFID tag, or radio label . . 
. . 
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Henning at 5:9-13. 


The integration of one or more RFID tags into the portable electronic device provides 
the latter with a universal key function. The portable electronic device can be used as 
an electronic key for accessing electronic devices, data, or functions, and also as an 
electronic car key, building key, or for other access protection systems.  In one 
embodiment of the invention, the at least one radio identification element of the portable 
electronic device is only activated if the user’s biometric feature was previously 
successfully verified. No radio identification can take place prior to such a successful 
verification, i.e. the radio identification element, in particular the RFID tag, cannot be 
addressed by an RFID reader. 


Henning at 5:16-19, 6:1-5. 


The device 100 further comprises a radio identification element 154 and a radio 
identification element 156, which can be adapted as contactless chip systems, in 
particular as so-called RFID tags. The radio identification elements 154 and/or 156 can 
also be controlled biometrically. In order to activate the radio detection element 154 
and/or 156, it may therefore be necessary to first perform a biometric verification using 
the biometric sensor 118 and the biometric system 146. 


Henning at 19:8-13. 


In the embodiment of Figure 3, a biometrically secured universal identification token 
can be provided by the device 100. The following describes a typical possible use of 
such an identification token by a larger company: 


In order to enter the business premises through the automatic doors, the user brings the 
token, i.e. the device 100, near the contactless reader normally mounted at hip height 
for the radio identification element 154, wherein the reader can for example be adapted 
as an RFID reader. The radio detection element 154 then sends the required identifier 
and the doors open. If the token is attached to the user's belt, it is sufficient to closely 
pass by the reader. To open the door to his office, the user holds the token to the door 
lock of his office. The contactless reader installed in the door lock of the office is 
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activated and the radio detection element 156 sends the identification to open the door 
of the office. 


Henning at 19:15-28 


The device 100 then verifies whether the acquired biometric data sufficiently matches 
the biometric reference data stored in the device 100 (step 204). If this is not the case, 
the device 100 denies access to the computer 128 (step 206). Using a user interface, the 
device 100 can prompt the user for one or more further input attempts to acquire the 
biometric data. If a sufficient match of the acquired biometric data with the reference 
data is determined in step 204, the authentication data, i.e. the PIN assigned to the 
reference data to which the match was determined, is accessed in step 208. The PIN is 
automatically transferred to the chip card 112 in step 210 in order to clear said chip card 
112. 


Henning at 16:36-17:4. 


To the extent Henning does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Henning alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


[18] The apparatus according to claim 1, 
further comprising an integrated GPS 
module in communication with the 
processor to precisely locate the 
geographical position of the apparatus. 


Claim 18 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
To the extent Henning does not explicitly disclose this limitation, this limitation would have been 
obvious in light of Henning alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
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Invalidity of U.S. Patent 8,401,875 (“the ’875 Patent”) in View of Saito 


U.S. Patent Application Publication No. 2005/0240778 A1 to Saito (“Saito”), published no later than October 27, 2005, qualifies as prior art 
under at least pre-AIA 35 U.S.C. §§ 102 and/or 103 as to the asserted claims of U.S. Patent No. 8,401,875 (“the ’875 Patent”), as discussed in greater 
detail in the chart that follows.1 


To the extent Plaintiff alleges that Saito does not disclose any particular limitation of asserted claims 1, 4, 15, and 18 of the ’875 Patent (the 
“Asserted Claims”), either expressly or inherently, it would have been obvious to a person of ordinary skill in the art as of the priority date of the ’875 
Patent to modify Saito and/or combine the teachings of Saito with other prior art references, including but not limited to the prior art references presently 
found in Samsung’s Invalidity Contentions and any supplements thereto and the relevant section of charts for other prior art for the ’875 Patent in a 
manner that would have rendered the Asserted Claims invalid as obvious.  The inclusion of the particular limitation into the methods and systems 
described in Saito would have been obvious for at least the following reasons:  It would have been obvious to modify the methods and/or systems 
disclosed in Saito, alone or in combination with the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions, to meet 
this limitation based on: (a) the teachings in Saito itself; (b) a person of ordinary skill in the art implementing a predictable variation of the methods 
and/or systems disclosed in Saito or in the other identified references; (c) the logic, judgment, intelligence, creativity, innovation and common sense a 
person of ordinary skill in the art would employ; (d) the inferences and creative and routine steps that a person of ordinary skill in the art would employ; 
(e) market demand for methods and/or systems to include this limitation; and/or (f) design needs or market pressures to solve a problems with a finite 
number of solutions that could have produced the desired outcome.   


Samsung reserves the right to amend or supplement this claim chart at a later date pursuant to the Docket Control Order issued by the Court on 
December 6, 2024 (Dkt. No. 23) and based on further discovery including any supplemental infringement contentions or to any interrogatory response 
provided by Plaintiff purporting to rebut these contentions. 


Further, these charts incorporate Plaintiff’s apparent interpretation of the breakdown of elements within the Asserted Claims, as reflected in 
Plaintiff’s infringement contentions to date.  Samsung does not concede that such interpretation is correct, and reserves its right to supplement these 
contentions accordingly.  


 
1 Nothing in these claim charts should be construed as an admission regarding infringement, either literally or under the doctrine of equivalents, or as 
an admission regarding Samsung’s understanding of the proper scope of the Asserted Claims.  Given Plaintiff’s vague and ambiguous infringement 
contentions, the exemplary citations herein necessarily account for a variety of possible infringement arguments and claim constructions.  Samsung 
reserves the right to rely on additional citations or sources of evidence that also may be applicable, or that may become applicable in light of claim 
construction, changes in Plaintiff’s infringement contentions, and/or information obtained during discovery as the case progresses.  Various positions 
put forth in this document are predicated on Plaintiff’s overly broad interpretation of its claims as evidenced by the infringement allegations received 
to date.  Those portions are not intended to and do not necessarily reflect Samsung’s interpretations of the true and proper scope of Plaintiff’s claims, 
and Samsung reserves the right to adopt claim construction positions that differ from or even conflict with various positions put forth in this document.   
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Comparison of the Asserted Claims of the ’875 Patent to Saito2 


’875 Patent – Claim Exemplary Disclosures of Saito 


[1.pre] Apparatus for storing and 
managing personal and secured data and 
documentation files associated with a 
specific user, comprising: 


To the extent the preamble is limiting, Saito discloses and/or renders obvious an apparatus for storing 
and managing personal and secured data and documentation associated with a specific user. See, e.g., 


 


Saito at Fig. 1. 


 
2 The excerpts cited herein are exemplary.  For any claim limitation, Samsung may rely on excerpts cited for any other limitation and/or additional 
excerpts not set forth fully herein to the extent necessary to provide a more comprehensive explanation for a reference’s disclosure of a limitation.  
Where an excerpt refers to or discusses a figure or figure items, that figure and any additional descriptions of that figure should be understood to be 
incorporated by reference as if set forth fully therein.   
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Embodiments of the present invention are described herein in the context of a smart card 
for passport, an electronic passport, and a method, system, and apparatus for 
authenticating a person holding a smart card or electronic passport. Those of ordinary 
skill in the art will realize that the following detailed description of the present invention 
is illustrative only and is not intended to be in any way limiting. Other embodiments of 
the present invention will readily suggest themselves to such skilled persons having the 
benefit of this disclosure. Reference will now be made in detail to implementations of 
the present invention as illustrated in the accompanying drawings. The same reference 
indicators will be used throughout the drawings and the following detailed description 
to refer to the same or like parts. 


Saito at ¶ [0027]. 


FIG. 1 schematically illustrates a smart card 10 for authenticating a person holding the 
smart card in accordance with one embodiment of the present invention. As shown in 
FIG. 1, the smart card 20 includes a substrate 12, a sensor module 14, a power circuit 
16, and a wireless transceiver module 18. The sensor module 14, the power circuit 16, 
and the wireless transceiver module 18 are provided on the substrate 12. The sensor 
module 14 detects biometric information from the person's body, performs 
authentication for the person based on the detected biometric information, and generates 
an authentication signal indicating the result of the authentication, for example, positive 
(successfully authenticated) or negative (authentication failed). The power circuit 16 is 
coupled to the wireless transceiver module 18, and adapted to generate at least one 
supply voltage from a power signal received by the wireless transceiver module 18. The 
supply voltage is provided to the sensor module 14. 


Saito at ¶ [0031]. 
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Saito at Fig. 2. 


FIG. 2 schematically illustrates a smart card 20 in accordance with one embodiment of 
the present invention. As shown in FIG. 2, a power antenna 22, a signal antenna 24, a 
power circuit 26, and a sensor module 28 are provided on a substrate 21. The power 
antenna 22 is coupled to the power circuit 26, and the signal antenna 24 is coupled to the 
sensor module 28. In this example, the wireless transceiver module (shown in FIG. 1) is 
formed of the power antenna 22 and the signal antenna 24. The power antenna 22 and 
the signal antenna 24 can be the same antenna, but in this example, the signal antenna 
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24 is provided as a separate and independent antenna. The power antenna 22 receives 
the wirelessly transmitted power signal, and the power circuit 26 generates at least one 
supply voltage 27 from the received power signal, which is provided to the sensor 
module 28. The signal antenna 24 transmits signals received from the sensor module 28. 
In accordance with one embodiment of the present invention, the signal antenna 24 is 
substantially smaller than the power antenna 22. Thus, the signals transmitted from the 
signal antenna 24 have a substantially shorter range of transmission such that the signals 
are only received in a proximity of the smart card, preventing unauthorized receipt or 
intercept of the signals. 


Saito at ¶ [0033]. 


In addition, additional personal information of the specific individual, such as personal 
identification information and other personal information related to the user and/or 
purpose of the smart card may be stored in the memory 34. For example, such personal 
identification information includes the name, user name, password, personal 
identification number (PIN), date of birth, place of birth, driver's license number, and 
the like. A photographic image of the person may also be stored. In addition, other 
related information, for example, the issue date of the smart card, the expiration date of 
the smart card, contact information of the specific individual, and the like, can be stored, 
If the smart cared is used for a passport, for example, the history of travel or port entries, 
visa status, and the like may also stored. 


Saito at ¶ [0047]. 


[1.a] a plurality of biometric sensors for 
reading a plurality of personal biological 
biometric identification parameters of the 
user holding the apparatus, said plurality 
of biometric sensors being integrated 
within the apparatus; 


Saito discloses and/or renders obvious a plurality of biometric sensors for reading a plurality of personal 
biological biometric identification parameters of the user holding the apparatus, said plurality of 
biometric sensors being integrated within the apparatus. See, e.g., 


FIG. 1 schematically illustrates a smart card 10 for authenticating a person holding the 
smart card in accordance with one embodiment of the present invention. As shown in 
FIG. 1, the smart card 20 includes a substrate 12, a sensor module 14, a power circuit 
16, and a wireless transceiver module 18. The sensor module 14, the power circuit 16, 
and the wireless transceiver module 18 are provided on the substrate 12. The sensor 
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module 14 detects biometric information from the person's body, performs 
authentication for the person based on the detected biometric information, and generates 
an authentication signal indicating the result of the authentication, for example, positive 
(successfully authenticated) or negative (authentication failed). The power circuit 16 is 
coupled to the wireless transceiver module 18, and adapted to generate at least one 
supply voltage from a power signal received by the wireless transceiver module 18. The 
supply voltage is provided to the sensor module 14. 


Saito at ¶ [0031]. 


FIG. 2 schematically illustrates a smart card 20 in accordance with one embodiment of 
the present invention. As shown in FIG. 2, a power antenna 22, a signal antenna 24, a 
power circuit 26, and a sensor module 28 are provided on a substrate 21. The power 
antenna 22 is coupled to the power circuit 26, and the signal antenna 24 is coupled to the 
sensor module 28. In this example, the wireless transceiver module (shown in FIG. 1) is 
formed of the power antenna 22 and the signal antenna 24. The power antenna 22 and 
the signal antenna 24 can be the same antenna, but in this example, the signal antenna 
24 is provided as a separate and independent antenna. The power antenna 22 receives 
the wirelessly transmitted power signal, and the power circuit 26 generates at least one 
supply voltage 27 from the received power signal, which is provided to the sensor 
module 28. The signal antenna 24 transmits signals received from the sensor module 28. 
In accordance with one embodiment of the present invention, the signal antenna 24 is 
substantially smaller than the power antenna 22. Thus, the signals transmitted from the 
signal antenna 24 have a substantially shorter range of transmission such that the signals 
are only received in a proximity of the smart card, preventing unauthorized receipt or 
intercept of the signals. 


Saito at ¶ [0033]. 


Referring back to FIG. 2, in accordance with one embodiment of the present invention, 
the biometric sensor 30 may be a fingerprint sensor adapted to detect fingerprint patterns. 
The fingerprint sensor can be of any type, but it is preferable to use sensors which can 
reliably detect fingerprint patterns even if being touched by a wet or dirty finger. In 
addition, it is preferable to use a finger print sensor which can read the surface profile of 
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a finger, i.e., the shape and distribution of valleys or mountains of the fingerprint 
patterns. For example, such a fingerprint sensor may include a pressure sensor cell array 
or scanner, a micro electro mechanical (MEM) array or scanner, a mechanical stress 
array or scanner, a distance measuring cell array or scanner, a micro switch array or 
scanner, an elasticity measuring array or scanner, and the like, which mechanically detect 
the finger skin profile. However, a fingerprint sensor using a capacitance measuring call 
array is not preferable, since the capacitance between the finger and the cell array can 
vary depending on the condition of the finger, such as moisture. In addition, the 
fingerprint sensor may also measures a temperature profile of finger skins, for example, 
using an infrared detector array or scanner. 


Saito at ¶ [0038]. 


Referring back to FIG. 2, fingerprint templates of a specific individual associated with 
the smart card are stored in the memory 34. Also, the biometric sensor 30 may be an 
image sensor such as a charge coupled device (CCD) or metal oxide semiconductor 
(MOS) adapted to capture an image of the person. For example, such an image to be 
captured may be a face, an ear, an iris, and/or a retina of the person. However, the image 
is not limited to these examples, but any image of the person which can be captured as 
specific patterns uniquely characterizing the person may be used. In addition, the 
biometric sensor 30 may be a genetic information detector adapted to detect genetic 
information or characteristics of the person, including DNA, RNA, proteins, enzymes, 
blood cells, and the like. In any case, the corresponding biometric information templates 
(predetermined biometric patterns specifying or identifying the person) are stored in the 
memory 34. In accordance with one embodiment of the present invention, the biometric 
sensor 30 is located near an edge of the smart card. This arrangement may make it easy 
to place other desired or necessary items or data on the face of the smart card. 


Saito at ¶ [0040]. 


As described above, the processor unit 32 performs authentication of the person by 
comparing the detected biometric information with the stored biometric information, and 
determines if the person holding the smart card is the same person as the specific 
individual associated with the smart card. The processor unit 32 may also include an 
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encryption circuit (not shown in FIG. 2) adapted to encrypt signals generated in the 
processor unit 32 before transmitting. 


Saito at ¶ [0041]. 


To the extent Saito does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Saito alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[1.b] at least one life signs detector 
integrated within the apparatus, said life 
signs detector being configured to 
measure and record at least one of said 
user’s life sign parameters; 


Saito discloses and/or renders obvious at least one life signs detector integrated within the apparatus, 
said life signs detector being configured to measure and record at least one of said user’s life sign 
parameters. See, e.g., 


Referring back to FIG. 2, in accordance with one embodiment of the present invention, 
the biometric sensor 30 may be a fingerprint sensor adapted to detect fingerprint patterns. 
The fingerprint sensor can be of any type, but it is preferable to use sensors which can 
reliably detect fingerprint patterns even if being touched by a wet or dirty finger. In 
addition, it is preferable to use a finger print sensor which can read the surface profile of 
a finger, i.e., the shape and distribution of valleys or mountains of the fingerprint 
patterns. For example, such a fingerprint sensor may include a pressure sensor cell array 
or scanner, a micro electro mechanical (MEM) array or scanner, a mechanical stress 
array or scanner, a distance measuring cell array or scanner, a micro switch array or 
scanner, an elasticity measuring array or scanner, and the like, which mechanically detect 
the finger skin profile. However, a fingerprint sensor using a capacitance measuring call 
array is not preferable, since the capacitance between the finger and the cell array can 
vary depending on the condition of the finger, such as moisture. In addition, the 
fingerprint sensor may also measures a temperature profile of finger skins, for example, 
using an infrared detector array or scanner. 


Saito at ¶ [0038]. 


FIG. 10 schematically illustrates a smart card 100 in accordance with one embodiment 
of the present invention. As shown in FIG. 10, the smart card 100 includes a substrate 
102, a wireless transmission module having a power antenna 104 and a signal antenna 
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106, a power circuit 108, a clock circuit 110, and a sensor module 112. The sensor 
module 112 includes processor unit 114, a biometric sensor 116, a memory 118, an 
indicator 120, and a control circuit 122, similarly to other embodiments described above. 
These elements may be one of the corresponding elements in the previous embodiments, 
and some elements may be optional as described above. In this embodiment, the sensor 
module 112 further includes a biosensor 124 adapted to detect that the person holding 
the smart card is alive. For example, if the biometric sensor 116 is a fingerprint sensor, 
an unauthorized person might use a replica of the person's finger (or the body part cut 
from the body) to activate the smart card or utilize information stored therein. Thus, it is 
also important to make sure that a body from which the biometric information is to be 
detected is part of a live person for additional security. 


Saito at ¶ [0057]. 


In accordance with one embodiment of the present invention, the biosensor 124 may be 
one of, or any combination of, an oxygen detector, a carbon dioxide detector, a 
thermometer, a moisture sensor, an infrared sensor, a voice sensor, a brainwave sensor, 
an electrocardiogram sensor, an electromagnetic filed sensor, a Chi sensor, and the like. 
In addition, the biosensor 124 may also be an elasticity sensor adapted to detect elasticity 
of a member in contact therewith, or a blood flow sensor adapted to detect a blood flow 
in a body part in contact therewith. These biosensors may also be used alone or combined 
with one or more of the above described biosensors. Furthermore, the biosensor 124 may 
include a bio-response detector adapted to capture a reflex response of the person to a 
given stimulus. For example, a reflex reaction such as a change in an iris aperture in 
response to light intensity illuminated thereon can be used, and the biosensor 124 may 
include an image sensor adapted to capture an image of the iris, and a light emitter 
adapted to illuminate an eye of the person. If the biometric sensor 116 also includes an 
image sensor to capture the image of the person for biometric authentication, the 
biometric sensor 116 and the biosensor 124 may be integrated into one image sensor. 
For example, a static image may be processed for the pattern matching, and a motion 
(reaction) image responding to the stimulus may be processed for the “alive” test. 


Saito at ¶ [0058]. 
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The processor unit 114 generates a positive authentication only if the person is 
successfully authenticated and also determined to be alive. The authentication result and 
the alive-test result may be indicated using the indicator 120 in a similar manner as 
described above. 


Saito at ¶ [0059]. 


To the extent Saito does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Saito alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[1.c] a first storage unit for the storage of 
said user’s data and documentation files; 


Saito discloses and/or renders obvious a first storage unit for the storage of said user’s data and 
documentation files. See, e.g., 


In addition, additional personal information of the specific individual, such as personal 
identification information and other personal information related to the user and/or 
purpose of the smart card may be stored in the memory 34. For example, such personal 
identification information includes the name, user name, password, personal 
identification number (PIN), date of birth, place of birth, driver's license number, and 
the like. A photographic image of the person may also be stored. In addition, other 
related information, for example, the issue date of the smart card, the expiration date of 
the smart card, contact information of the specific individual, and the like, can be stored, 
If the smart cared is used for a passport, for example, the history of travel or port entries, 
visa status, and the like may also stored. 


Saito at ¶ [0047]. 


As described above, in accordance with one embodiment of the present invention, the 
additional personal information may be store in the memory 34, 60, or 90. Such 
additional information can be read and transmitted when the person holding the smart 
cared is successfully authenticated. For example, the processor unit 32, the 
authentication CPU 56, or the dual mode CPU 80 may further include a retrieval circuit 
adapted to retrieve the stored additional personal information from the memory if the 
detected biometric information is determined to match the stored biometric information. 
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In this case, the processor unit 32, the authentication CPU 56, or the dual mode CPU 80 
further generates a personal information signal representing the personal information of 
the specific individual. The personal information signal is being encrypted and 
transmitted via the signal antenna in the similar manner as the authentication signal 
described above. 


Saito at ¶ [0056]. 


However, under certain circumstances, it may be preferable to communicate the 
biometric information and/or personal information of an individual with an external 
system beyond the terminal module. For example, in the airport, the authentication result 
may be monitored by the airport security personnel, and the authentication result and 
necessary personal information may be transmitted to a monitoring device/terminal 
within a local computer network. In addition, in some suspicious cases, the biometric 
information such as fingerprints may need to be screened against that contained in a 
criminal record, terrorist list database, immigration records, and the like, which are 
typically maintained in a government central database. For example, when the smart card 
or electronic passport might have been counterfeited, all of the information stored in the 
suspicious smart card or passport may need to be examined and compared against the 
corresponding information of a legitimate individual as claimed to be. Thus, the terminal 
module may also have a capability of communicating with outside computer system in 
accordance with one embodiment of the present invention 


Saito at ¶ [0073]. 


To the extent Saito does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Saito alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Saito discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 
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[1.d] an authentication unit comprising a 
second storage unit, with said second 
storage unit configured to store a pre-
recorded set of personal biological 
biometric identification parameters 
uniquely associated with the specific user, 
wherein said authentication unit is 
configured to compare the plurality of 
personal biological biometric 
identification parameters of the user 
holding the apparatus with the pre-
recorded set of personal biological 
biometric identification parameters stored 
in said second storage unit; 


Saito discloses and/or renders obvious an authentication unit comprising a second storage unit, with 
said second storage unit configured to store a pre-recorded set of personal biological biometric 
identification parameters uniquely associated with the specific user, wherein said authentication unit is 
configured to compare the plurality of personal biological biometric identification parameters of the 
user holding the apparatus with the pre-recorded set of personal biological biometric identification 
parameters stored in said second storage unit. See, e.g., 


FIG. 2 schematically illustrates a smart card 20 in accordance with one embodiment of 
the present invention. As shown in FIG. 2, a power antenna 22, a signal antenna 24, a 
power circuit 26, and a sensor module 28 are provided on a substrate 21. The power 
antenna 22 is coupled to the power circuit 26, and the signal antenna 24 is coupled to the 
sensor module 28. In this example, the wireless transceiver module (shown in FIG. 1) is 
formed of the power antenna 22 and the signal antenna 24. The power antenna 22 and 
the signal antenna 24 can be the same antenna, but in this example, the signal antenna 
24 is provided as a separate and independent antenna. The power antenna 22 receives 
the wirelessly transmitted power signal, and the power circuit 26 generates at least one 
supply voltage 27 from the received power signal, which is provided to the sensor 
module 28. The signal antenna 24 transmits signals received from the sensor module 28. 
In accordance with one embodiment of the present invention, the signal antenna 24 is 
substantially smaller than the power antenna 22. Thus, the signals transmitted from the 
signal antenna 24 have a substantially shorter range of transmission such that the signals 
are only received in a proximity of the smart card, preventing unauthorized receipt or 
intercept of the signals. 


Saito at ¶ [0033]. 


As shown in FIG. 2, the sensor module 28 includes a biometric sensor 30, a processor 
unit 32, and a memory 34. In addition, the sensor module 28 may further include an 
indicator 36 indicating the authentication result, and a control interface 38 which 
provides an external access to the processor unit 32. As shown in FIG. 2, the processor 
unit 32 is coupled to the biometric sensor 34 and the memory 34, and to the optional 
indicator 36 and the control interface 38. The processor unit 32 is adapted to authenticate 
a person holding the smart card in response to the biometric information detected by the 
biometric sensor 30, and generate an authentication signal representing the result of the 
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authentication. The memory 34 is typically a non-volatile memory, and adapted to store 
the biometric information of a specific individual associated with the smart card. It 
should be noted that although the memory 34 is depicted in the drawings external to the 
processor unit 32, it may be integrated within the processor unit 32. The processor unit 
32 also includes a volatile memory such as a random access memory (RAM) to perform 
authentication, execute instructions and/or process data. In addition, the processor unit 
32 may encrypt signals before their wirelessly transmission. 


Saito at ¶ [0034]. 


Referring back to FIG. 2, fingerprint templates of a specific individual associated with 
the smart card are stored in the memory 34. Also, the biometric sensor 30 may be an 
image sensor such as a charge coupled device (CCD) or metal oxide semiconductor 
(MOS) adapted to capture an image of the person. For example, such an image to be 
captured may be a face, an ear, an iris, and/or a retina of the person. However, the image 
is not limited to these examples, but any image of the person which can be captured as 
specific patterns uniquely characterizing the person may be used. In addition, the 
biometric sensor 30 may be a genetic information detector adapted to detect genetic 
information or characteristics of the person, including DNA, RNA, proteins, enzymes, 
blood cells, and the like. In any case, the corresponding biometric information templates 
(predetermined biometric patterns specifying or identifying the person) are stored in the 
memory 34. In accordance with one embodiment of the present invention, the biometric 
sensor 30 is located near an edge of the smart card. This arrangement may make it easy 
to place other desired or necessary items or data on the face of the smart card. 


Saito at ¶ [0040]. 


As described above, the processor unit 32 performs authentication of the person by 
comparing the detected biometric information with the stored biometric information, and 
determines if the person holding the smart card is the same person as the specific 
individual associated with the smart card. The processor unit 32 may also include an 
encryption circuit (not shown in FIG. 2) adapted to encrypt signals generated in the 
processor unit 32 before transmitting. 
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Saito at ¶ [0041]. 


 


Saito at Fig. 7. 


FIG. 7 schematically illustrates an example of the sensor/processor portion in accordance 
with one embodiment of the present invention. In this example, the processor unit 
includes an authentication circuit 56 and a dual mode interface circuit 58. The 
authentication circuit 56 may be implemented in a central processor unit (CPU) with 
hardware or software, or any combination of hardware and software. That is, the 
authentication circuit may be realized using a general purpose CPU with specific 
software, an ASIC, a field programmable logic device (FPLD), or the like. The 
authentication CPU 56 may include a memory 60 therein and perform the above-
described authentication process so as to generate the authentication signal. The 
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biometric information of the specific individual associated with the smart card, and 
optional personal information of the specific individual is stored in the memory 60. The 
memory 60 may be external to the authentication CPU 56. The memory 60 may be a 
combination of a random access memory (RAM) such as static RAM (SRAM) or 
dynamic RAM (DRAM), and a programmable read-only memory (PROM), such as an 
erasable and programmable read-only memory (EPROM), an electrically erasable and 
programmable read-only memory (EEPROM), a flash memory (or flash PROM), and 
the like. The RAM is used to cash the data for a software program, program code, 
program instructions, and the like. The PROM is used to store the authentication program 
and other application programs, an encryption application and related data and files, such 
as encryption key, and the above-mentioned biometric information and personal 
information of a specific individual. Since the software programs and information stored 
in the PROM should not be altered or tampered, the PROM should be one-time 
programmable or writable. In the case of an EEPROM or flash memory, its rewritable 
functionality may be disabled, for example, by fusing wires or fusing drivers. 


Saito at ¶ [0049]. 


To the extent Saito does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Saito alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Saito discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 


[1.e] a processor in communication with 
said plurality of biometric sensors, said 
first storage unit and said authentication 
unit; 


Saito discloses and/or renders obvious a processor in communication with said plurality of biometric 
sensors, said first storage unit, and said authentication unit. See, e.g., 


As shown in FIG. 2, the sensor module 28 includes a biometric sensor 30, a processor 
unit 32, and a memory 34. In addition, the sensor module 28 may further include an 
indicator 36 indicating the authentication result, and a control interface 38 which 
provides an external access to the processor unit 32. As shown in FIG. 2, the processor 
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unit 32 is coupled to the biometric sensor 34 and the memory 34, and to the optional 
indicator 36 and the control interface 38. The processor unit 32 is adapted to authenticate 
a person holding the smart card in response to the biometric information detected by the 
biometric sensor 30, and generate an authentication signal representing the result of the 
authentication. The memory 34 is typically a non-volatile memory, and adapted to store 
the biometric information of a specific individual associated with the smart card. It 
should be noted that although the memory 34 is depicted in the drawings external to the 
processor unit 32, it may be integrated within the processor unit 32. The processor unit 
32 also includes a volatile memory such as a random access memory (RAM) to perform 
authentication, execute instructions and/or process data. In addition, the processor unit 
32 may encrypt signals before their wirelessly transmission. 


Saito at ¶ [0034]. 


To the extent Saito does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Saito alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Saito discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 


[1.f] wherein access to the personal data 
and documentation files stored in said first 
storage unit is only enabled after said 
authentication unit positively matches 
each of the plurality of personal biological 
biometric identification parameters of the 
user holding the apparatus with the pre-
recorded set of personal biological 
identification parameters stored in said 
second storage unit; and 


Saito discloses and/or renders obvious access to the personal data and documentation files stored in said 
first storage unit is only enabled after said authentication unit positively matches each of the plurality 
of personal biological biometric identification parameters of the user holding the apparatus with the 
pre-recorded set of personal biological identification parameters stored in said second storage unit. See, 
e.g., 
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Saito at Fig. 10. 


FIG. 10 schematically illustrates a smart card 100 in accordance with one embodiment 
of the present invention. As shown in FIG. 10, the smart card 100 includes a substrate 
102, a wireless transmission module having a power antenna 104 and a signal antenna 
106, a power circuit 108, a clock circuit 110, and a sensor module 112. The sensor 
module 112 includes processor unit 114, a biometric sensor 116, a memory 118, an 
indicator 120, and a control circuit 122, similarly to other embodiments described above. 
These elements may be one of the corresponding elements in the previous embodiments, 
and some elements may be optional as described above. In this embodiment, the sensor 
module 112 further includes a biosensor 124 adapted to detect that the person holding 
the smart card is alive. For example, if the biometric sensor 116 is a fingerprint sensor, 
an unauthorized person might use a replica of the person's finger (or the body part cut 
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from the body) to activate the smart card or utilize information stored therein. Thus, it is 
also important to make sure that a body from which the biometric information is to be 
detected is part of a live person for additional security. 


Saito at ¶ [0057]. 


In accordance with one embodiment of the present invention, the biosensor 124 may be 
one of, or any combination of, an oxygen detector, a carbon dioxide detector, a 
thermometer, a moisture sensor, an infrared sensor, a voice sensor, a brainwave sensor, 
an electrocardiogram sensor, an electromagnetic filed sensor, a Chi sensor, and the like. 
In addition, the biosensor 124 may also be an elasticity sensor adapted to detect elasticity 
of a member in contact therewith, or a blood flow sensor adapted to detect a blood flow 
in a body part in contact therewith. These biosensors may also be used alone or combined 
with one or more of the above described biosensors. Furthermore, the biosensor 124 may 
include a bio-response detector adapted to capture a reflex response of the person to a 
given stimulus. For example, a reflex reaction such as a change in an iris aperture in 
response to light intensity illuminated thereon can be used, and the biosensor 124 may 
include an image sensor adapted to capture an image of the iris, and a light emitter 
adapted to illuminate an eye of the person. If the biometric sensor 116 also includes an 
image sensor to capture the image of the person for biometric authentication, the 
biometric sensor 116 and the biofsensor 124 may be integrated into one image sensor. 
For example, a static image may be processed for the pattern matching, and a motion 
(reaction) image responding to the stimulus may be processed for the “alive” test. 


Saito at ¶ [0058]. 


The processor unit 114 generates a positive authentication only if the person is 
successfully authenticated and also determined to be alive. The authentication result and 
the alive-test result may be indicated using the indicator 120 in a similar manner as 
described above. 


Saito at ¶ [0059]. 
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To the extent Saito does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Saito alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Saito discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 


[1.g] wherein, whenever any of said at 
least one life signs detector detects a 
critical level of said user measured life 
sign parameters, the apparatus is 
configured to prevent access to said user’s 
personal data and documentation files 
stored in said first storage unit. 


Saito discloses and/or renders obvious whenever any of said at least one life signs detector detects a 
critical level of said user measured life sign parameters, the apparatus is configured to prevent access 
to said user’s personal data and documentation files stored in said first storage unit. See, e.g., 


Referring back to FIG. 2, fingerprint templates of a specific individual associated with 
the smart card are stored in the memory 34. Also, the biometric sensor 30 may be an 
image sensor such as a charge coupled device (CCD) or metal oxide semiconductor 
(MOS) adapted to capture an image of the person. For example, such an image to be 
captured may be a face, an ear, an iris, and/or a retina of the person. However, the image 
is not limited to these examples, but any image of the person which can be captured as 
specific patterns uniquely characterizing the person may be used. In addition, the 
biometric sensor 30 may be a genetic information detector adapted to detect genetic 
information or characteristics of the person, including DNA, RNA, proteins, enzymes, 
blood cells, and the like. In any case, the corresponding biometric information templates 
(predetermined biometric patterns specifying or identifying the person) are stored in the 
memory 34. In accordance with one embodiment of the present invention, the biometric 
sensor 30 is located near an edge of the smart card. This arrangement may make it easy 
to place other desired or necessary items or data on the face of the smart card. 


Saito at ¶ [0040]. 


As described above, the processor unit 32 performs authentication of the person by 
comparing the detected biometric information with the stored biometric information, and 
determines if the person holding the smart card is the same person as the specific 
individual associated with the smart card. The processor unit 32 may also include an 
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encryption circuit (not shown in FIG. 2) adapted to encrypt signals generated in the 
processor unit 32 before transmitting. 


Saito at ¶ [0041]. 


FIG. 10 schematically illustrates a smart card 100 in accordance with one embodiment 
of the present invention. As shown in FIG. 10, the smart card 100 includes a substrate 
102, a wireless transmission module having a power antenna 104 and a signal antenna 
106, a power circuit 108, a clock circuit 110, and a sensor module 112. The sensor 
module 112 includes processor unit 114, a biometric sensor 116, a memory 118, an 
indicator 120, and a control circuit 122, similarly to other embodiments described above. 
These elements may be one of the corresponding elements in the previous embodiments, 
and some elements may be optional as described above. In this embodiment, the sensor 
module 112 further includes a biosensor 124 adapted to detect that the person holding 
the smart card is alive. For example, if the biometric sensor 116 is a fingerprint sensor, 
an unauthorized person might use a replica of the person's finger (or the body part cut 
from the body) to activate the smart card or utilize information stored therein. Thus, it is 
also important to make sure that a body from which the biometric information is to be 
detected is part of a live person for additional security. 


Saito at ¶ [0057]. 


In accordance with one embodiment of the present invention, the biosensor 124 may be 
one of, or any combination of, an oxygen detector, a carbon dioxide detector, a 
thermometer, a moisture sensor, an infrared sensor, a voice sensor, a brainwave sensor, 
an electrocardiogram sensor, an electromagnetic filed sensor, a Chi sensor, and the like. 
In addition, the biosensor 124 may also be an elasticity sensor adapted to detect elasticity 
of a member in contact therewith, or a blood flow sensor adapted to detect a blood flow 
in a body part in contact therewith. These biosensors may also be used alone or combined 
with one or more of the above described biosensors. Furthermore, the biosensor 124 may 
include a bio-response detector adapted to capture a reflex response of the person to a 
given stimulus. For example, a reflex reaction such as a change in an iris aperture in 
response to light intensity illuminated thereon can be used, and the biosensor 124 may 
include an image sensor adapted to capture an image of the iris, and a light emitter 
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adapted to illuminate an eye of the person. If the biometric sensor 116 also includes an 
image sensor to capture the image of the person for biometric authentication, the 
biometric sensor 116 and the biosensor 124 may be integrated into one image sensor. 
For example, a static image may be processed for the pattern matching, and a motion 
(reaction) image responding to the stimulus may be processed for the “alive” test. 


Saito at ¶ [0058]. 


The processor unit 114 generates a positive authentication only if the person is 
successfully authenticated and also determined to be alive. The authentication result and 
the alive-test result may be indicated using the indicator 120 in a similar manner as 
described above. 


Saito at ¶ [0059]. 


To the extent Saito does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Saito alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Saito discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 


[4] The apparatus according to claim 1, 
further comprising: 


communication and data connection 
means for communicating with an 
external device, said communication and 
data connection means being controlled 
by and in communication with said 
processor. 


Claim 4 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Saito discloses and/or renders obvious the apparatus according to claim 1, further comprising: 
communication and data connection means for communicating with an external device, said 
communication and data connection means being controlled by and in communication with said 
processor. See, e.g., 


FIG. 1 schematically illustrates a smart card 10 for authenticating a person holding the 
smart card in accordance with one embodiment of the present invention. As shown in 
FIG. 1, the smart card 20 includes a substrate 12, a sensor module 14, a power circuit 
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16, and a wireless transceiver module 18. The sensor module 14, the power circuit 16, 
and the wireless transceiver module 18 are provided on the substrate 12. The sensor 
module 14 detects biometric information from the person's body, performs 
authentication for the person based on the detected biometric information, and generates 
an authentication signal indicating the result of the authentication, for example, positive 
(successfully authenticated) or negative (authentication failed). The power circuit 16 is 
coupled to the wireless transceiver module 18, and adapted to generate at least one 
supply voltage from a power signal received by the wireless transceiver module 18. The 
supply voltage is provided to the sensor module 14. 


Saito at ¶ [0031]. 


To the extent Saito does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Saito alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, Saito discloses and/or renders obvious 
the corresponding structure and function for each such term for the reasons provided above and in 
Samsung’s Invalidity Contentions Cover Pleading. 


[15] The apparatus according to claim 1, 
further comprising an integrated digital 
data encoder/decoder and a wireless 
transceiver module in communication 
with the processor, said integrated digital 
data encoder/decoder and a wireless 
transceiver being configured to 
communicate with any of a group of 
external devices including RF operated 
credit card readers, ATM machines, and 
remotely operated electronic locks gates 


Claim 15 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
Saito discloses and/or renders obvious the apparatus according to claim 1, further comprising an 
integrated digital data encoder/decoder and a wireless transceiver module in communication with the 
processor, said integrated digital data encoder/decoder and a wireless transceiver being configured to 
communicate with any of a group of external devices including RF operated credit card readers, ATM 
machines, and remotely operated electronic locks gates and doors opener using RFID based techniques. 
See, e.g., 


FIG. 1 schematically illustrates a smart card 10 for authenticating a person holding the 
smart card in accordance with one embodiment of the present invention. As shown in 
FIG. 1, the smart card 20 includes a substrate 12, a sensor module 14, a power circuit 
16, and a wireless transceiver module 18. The sensor module 14, the power circuit 16, 
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and doors opener using RFID based 
techniques. 


and the wireless transceiver module 18 are provided on the substrate 12. The sensor 
module 14 detects biometric information from the person's body, performs 
authentication for the person based on the detected biometric information, and generates 
an authentication signal indicating the result of the authentication, for example, positive 
(successfully authenticated) or negative (authentication failed). The power circuit 16 is 
coupled to the wireless transceiver module 18, and adapted to generate at least one 
supply voltage from a power signal received by the wireless transceiver module 18. The 
supply voltage is provided to the sensor module 14. 


Saito at ¶ [0031]. 


Referring back to FIG. 7, the authorization signal is sent to the dual mode interface 
circuit 58 via a communication bus (wire) 62. The dual mode interface circuit 58 
converts the authentication signal received from authentication CPU 56 into a 
transmission signal suitable for wireless transmission via a signal antenna 64. That is, 
the dual mode interface circuit 58 is capable of both of the wired and wireless 
communications. Typically, however, when the wired communication is enabled on one 
side, the wireless communication on the other side is disabled, and vise versa. The signal 
antenna 64 is preferably made substantially smaller than the power antenna. 


Saito at ¶ [0050]. 


However, under certain circumstances, it may be preferable to communicate the 
biometric information and/or personal information of an individual with an external 
system beyond the terminal module. For example, in the airport, the authentication result 
may be monitored by the airport security personnel, and the authentication result and 
necessary personal information may be transmitted to a monitoring device/terminal 
within a local computer network. In addition, in some suspicious cases, the biometric 
information such as fingerprints may need to be screened against that contained in a 
criminal record, terrorist list database, immigration records, and the like, which are 
typically maintained in a government central database. For example, when the smart card 
or electronic passport might have been counterfeited, all of the information stored in the 
suspicious smart card or passport may need to be examined and compared against the 
corresponding information of a legitimate individual as claimed to be. Thus, the terminal 
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module may also have a capability of communicating with outside computer system in 
accordance with one embodiment of the present invention 


Saito at ¶ [0073]. 


To the extent Saito does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Saito alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 


[18] The apparatus according to claim 1, 
further comprising an integrated GPS 
module in communication with the 
processor to precisely locate the 
geographical position of the apparatus. 


Claim 18 is invalid for at least the reasons set forth above.  See claim 1, supra. 
To the extent Saito does not explicitly disclose this limitation, this limitation would have been obvious 
in light of Saito alone or in combination with the knowledge of a POSITA and/or the references 
identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover Pleading. 
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Invalidity of U.S. Patent 8,401,875 (“the ’875 Patent”) in View of HIIDE 4.0 


The L-1 Identity Solutions, Biometrics Division’s Handheld Interagency Identity Detection Equipment, Series 4 User Guide, Software Version 
4.0.2, Part Number: UG-30010-01 Rev 1.1 (“HIIDE 4.0”) was in public use or on sale in this the United States more than one year prior to the date of 
application for the ’875 Patent and thus qualifies as prior art under at least pre-AIA 35 U.S.C. §§ 102 and/or 103 as to the asserted claims of U.S. Patent 
No. 8,401,875 (“the ’875 Patent”), as discussed in greater detail in the chart that follows.1 


To the extent Plaintiff alleges that HIIDE 4.0 does not embody any particular limitation of asserted claims 1, 4, 15, and 18 of the ’875 Patent 
(the “Asserted Claims”), either expressly or inherently, it would have been obvious to a person of ordinary skill in the art as of the priority date of the 
’875 Patent to modify HIIDE 4.0 and/or apply the teachings of other prior art references to HIIDE 4.0, including but not limited to the other products 
and prior art references presently found in Samsung’s Invalidity Contentions and any supplements thereto and the relevant section of charts for other 
prior art for the ’875 Patent in a manner that would have rendered the Asserted Claims invalid as obvious.  The inclusion of the particular limitation 
into the methods and systems described in HIIDE 4.0 would have been obvious for at least the following reasons:  It would have been obvious to 
modify the methods and/or systems disclosed in HIIDE 4.0, alone or in combination with the references identified in Sections III.A-B and IV.B.2 of 
Samsung’s Invalidity Contentions, to meet this limitation based on: (a) the teachings in HIIDE 4.0 itself; (b) a person of ordinary skill in the art 
implementing a predictable variation of the methods and/or systems disclosed in HIIDE 4.0 or in the other identified products and references; (c) the 
logic, judgment, intelligence, creativity, innovation and common sense a person of ordinary skill in the art would employ; (d) the inferences and creative 
and routine steps that a person of ordinary skill in the art would employ; (e) market demand for methods and/or systems to include this limitation; 
and/or (f) design needs or market pressures to solve a problems with a finite number of solutions that could have produced the desired outcome.   


Samsung reserves the right to amend or supplement this claim chart at a later date pursuant to the Docket Control Order issued by the Court on 
December 6, 2024 (Dkt. No. 23) and based on further discovery including any supplemental infringement contentions or to any interrogatory response 
provided by Plaintiff purporting to rebut these contentions. 


 
1 Nothing in these claim charts should be construed as an admission regarding infringement, either literally or under the doctrine of equivalents, or as 
an admission regarding Samsung’s understanding of the proper scope of the Asserted Claims.  Given Plaintiff’s vague and ambiguous infringement 
contentions, the exemplary citations herein necessarily account for a variety of possible infringement arguments and claim constructions.  Samsung 
reserves the right to rely on additional citations or sources of evidence that also may be applicable, or that may become applicable in light of claim 
construction, changes in Plaintiff’s infringement contentions, and/or information obtained during discovery as the case progresses.  Various positions 
put forth in this document are predicated on Plaintiff’s overly broad interpretation of its claims as evidenced by the infringement allegations received 
to date.  Those portions are not intended to and do not necessarily reflect Samsung’s interpretations of the true and proper scope of Plaintiff’s claims, 
and Samsung reserves the right to adopt claim construction positions that differ from or even conflict with various positions put forth in this document.   







Appendix A-10 
 


2 


Further, these charts incorporate Plaintiff’s apparent interpretation of the breakdown of elements within the Asserted Claims, as reflected in 
Plaintiff’s infringement contentions to date.  Samsung does not concede that such interpretation is correct, and reserves its right to supplement these 
contentions accordingly.  
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Comparison of the Asserted Claims of the ’875 Patent to HIIDE 4.02 


’875 Patent – Claim Exemplary Disclosures of HIIDE 4.0 


[1.pre] Apparatus for storing and 
managing personal and secured data and 
documentation files associated with a 
specific user, comprising: 


To the extent the preamble is limiting, HIIDE 4.0 discloses and/or renders obvious an apparatus for 
storing and managing personal and secured data and documentation associated with a specific user. See, 
e.g., 


The L-1 Identity Solutions, Biometrics Division’s Handheld Interagency Identity 
Detection Equipment (HIIDETM) is the world’s only portable device of its type allowing 
a user to capture three different biometric areas; iris, fingerprint and face. In addition, 
the HIIDE can also collect distinctive features like birthmarks, tattoos, scars, etc., to help 
create a comprehensive database on the enrolled subjects. Collected biometric data is 
linked to the biographic information of the individual and enrolled as a record for the 
purposes of accurately verifying that person’s identity in the future. This highly effective 
means of personal identification provides improved security for people, institutions and 
society. 


HIIDE 4.0 User Guide at 1. 


 
2 The excerpts cited herein are exemplary.  For any claim limitation, Samsung may rely on excerpts cited for any other limitation and/or additional 
excerpts not set forth fully herein to the extent necessary to provide a more comprehensive explanation for a reference’s disclosure of a limitation.  
Where an excerpt refers to or discusses a figure or figure items, that figure and any additional descriptions of that figure should be understood to be 
incorporated by reference as if set forth fully therein.   
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HIIDE 4.0 User Guide at 7 (Figure 1). 


[1.a] a plurality of biometric sensors for 
reading a plurality of personal biological 
biometric identification parameters of the 
user holding the apparatus, said plurality 
of biometric sensors being integrated 
within the apparatus; 


HIIDE 4.0 discloses and/or renders obvious a plurality of biometric sensors for reading a plurality of 
personal biological biometric identification parameters of the user holding the apparatus, said plurality 
of biometric sensors being integrated within the apparatus.  See, e.g., 


The L-1 Identity Solutions, Biometrics Division’s Handheld Interagency Identity 
Detection Equipment (HIIDETM) is the world’s only portable device of its type allowing 
a user to capture three different biometric areas; iris, fingerprint and face. In addition, 
the HIIDE can also collect distinctive features like birthmarks, tattoos, scars, etc., to help 
create a comprehensive database on the enrolled subjects. Collected biometric data is 
linked to the biographic information of the individual and enrolled as a record for the 
purposes of accurately verifying that person’s identity in the future. This highly effective 
means of personal identification provides improved security for people, institutions and 
society. 


The HIIDE is a Microsoft XP embedded device that includes state-of-the art lens 
technology for both iris and facial image capture, as well as an FBI standards compliant 
500 dpi capacitive fingerprint sensor. 


HIIDE 4.0 User Guide at 1 (emphasis added). 
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HIIDE 4.0 User Guide at 5 (Table 1). 


To the extent HIIDE 4.0 does not explicitly disclose this limitation, this limitation would have been 
obvious in light of HIIDE 4.0 alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


[1.b] at least one life signs detector 
integrated within the apparatus, said life 
signs detector being configured to 
measure and record at least one of said 
user’s life sign parameters; 


HIIDE 4.0 discloses and/or renders obvious at least one life signs detector integrated within the 
apparatus, said life signs detector being configured to measure and record at least one of said user’s life 
sign parameters. See, e.g., 


The L-1 Identity Solutions, Biometrics Division’s Handheld Interagency Identity 
Detection Equipment (HIIDETM) is the world’s only portable device of its type allowing 
a user to capture three different biometric areas; iris, fingerprint and face. In addition, 
the HIIDE can also collect distinctive features like birthmarks, tattoos, scars, etc., to help 
create a comprehensive database on the enrolled subjects. Collected biometric data is 
linked to the biographic information of the individual and enrolled as a record for the 
purposes of accurately verifying that person’s identity in the future. This highly effective 
means of personal identification provides improved security for people, institutions and 
society. 
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The HIIDE is a Microsoft XP embedded device that includes state-of-the art lens 
technology for both iris and facial image capture, as well as an FBI standards compliant 
500 dpi capacitive fingerprint sensor. 


HIIDE 4.0 User Guide at 1 (emphasis added). 
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HIIDE 4.0 User Guide at 39 (Figure 44). 
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To the extent that HIIDE does not include a “life signs detector,” it would have been obvious to modify 
the existing iris detection software in the HIIDE 4.0 system to include this feature in view of the 
teachings of Pacut et al., Aliveness Detection for Iris Biometrics, IEEE (Oct. 2006) (“Pacut”), which 
also provides motivation for the combination. 


For example, Pacut discloses “three solutions of eye aliveness detection, based on analyses of image 
frequency spectrum, controlled light reflection from the cornea, and pupil dynamics.”  Pacut at 1; see 
also id. at 4-7, Figs. 3-10.  Further, Pacut discloses a need to anti-spoofing mechanisms in eye-based 
biometric authentication methods: “Various experiments show an alarming lack of anti-spoofing 
mechanisms in devices already protecting many sensitive areas all over the world, proving that aliveness 
detection methods must be quickly included in commercial equipment.”  A POSITA would have had a 
reasonable expectation of success in applying the teachings of any one of the three solutions for eye 
aliveness detection in Pacut to modify the iris sensor in the HIIDE 4.0 product to improve security. 
Additionally, Pacut discloses, e.g.: 


Abstract - Various experiments show an alarming lack of anti-spoofing mechanisms 
in devices already protecting many sensitive areas all over the world, proving that 
aliveness detection methods must be quickly included in commercial equipment. To 
introduce and systemize the topic, the paper begins with a survey of possible types of 
eye forgery, together with possible countermeasures. The authors introduce three 
solutions of eye aliveness detection, based on analyses of image frequency spectrum, 
controlled light reflection from the cornea, and pupil dynamics. A body of various fake 
(printed) eye images was used to test the developed methodologies, including different 
printers and printout carriers. The proposed methodology was embedded into the NASK 
iris recognition system and showed its large potential. For a local database of pairs of 
alive and printed eyes, all methods proposed in the paper revealed zero False Acceptance 
Rate of Fakes FAR-F. The False Rejection Rate of Genuines FRR-G reached 2.8% for 
the first proposed solution, and showed null value for the next two proposed methods. 
This very favorable compares to the commercial equipment tested: two popular iris 
cameras accepted 73% and 15% of the prepared fake irises.  


Pacut at 1. 
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The aliveness detection became a serious and disturbing issue after publishing in 
2002 the experiment results done (much earlier) in the Fraunhofer Research Institute 
(Darmstadt, Germany) in collaboration with the German Federal Institute for 
Information Technology Security (BSI) [1] with well-established face, fingerprint and 
iris recognition systems. The experiments highlighted an alarming lack of anti-spoofing 
mechanisms in devices already protecting many sensitive areas all over the world. The 
Panasonic ET100 iris camera with PrivateID software was successfully fooled with iris 
printouts of high resolution (1200x2400 dpi) made with the inkjet printer. Since the 
ET100 camera looks for the infrared light reflection from the cornea, one needs to make 
a small hole instead of the pupil. 


The situation became more serious, where the first systematic experiment of iris 
spoofing was carried out by Tsutomu Matsumoto of Yokohama National University, 
Japan, and presented in London in 2004 [2]. Three cameras were used in the experiment, 
namely OKI IrisPass-h, Panasonic Authenticam ET100 and OKI IrisPass-WG. The fake 
printouts were made with color laser printer, and the images were captured twofold: by 
way of Panasonic ET100 camera, which produces relatively poor quality iris images, 
and using a digital microscope equipped with an infrared illuminator. Both the 
enrollment and the verification stages were tested. Only IrisPass-WG did not enroll fake 
irises. All three tested cameras accepted the fake printouts at the verification stage. This 
enforced the need for aliveness detection methodology to be quickly introduced to the 
commercial equipment, stressed the need for the research on fake resistive iris 
recognition. 


Pacut at 1. 


There is a need for the iris counterfeit classification as well as for a systematic 
approach to the subterfuge prevention. Some issues regarding the iris aliveness were 
already addressed by Daugman [5,6]. Here we classify a few variants of iris counterfeits 
detection into several groups, characterized by the increasing level of the method 
sophistication. 


The first group of anti-spoofing methods employs the external eye features. This 
may be realized either in a passive or in an active way. The first subgroup – passive 
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measurements – relies on characteristics of the living eye as opposed to artificial objects. 
These may include a smoothness of the frequency spectrum typically obtained for 
images of live organ. The same frequency analysis reveals dominating frequencies, 
which may indicate that the iris image was altered in a regular way, e.g. by printing using 
a raster device. Increasing the measurement dimensionality, one may check the 3D eye 
structure, like its spherical shape. The human eyeball has a fixed and stable shape, and 
knowing its parameters one may employ simple reflection mechanisms to assert the 3D 
shape of the measured object. In turn, the active measurements bring a possibility to 
check certain eye characteristics in real time, with a limited possibility to be guessed by 
the attacker. This, as an example, includes the analysis of inflicted infrared light 
reflections from the moist cornea. 


The second group of countermeasures to iris spoofing includes the methods 
examining the internal eye structure. Two Daugman’s propositions may be classified 
into this countermeasure class, namely the analysis of the eye tissue at different 
wavelengths and analysis of the so called Purkinje reflections [6]. Since the melanin 
pigment responsible for the eye color has a specific infrared light absorption profile, this 
may be used to distinguish between a live tissue enriched with melanin and e.g. the 
glassy eye imitation free from organic elements. On the other hand, the Purkinje 
reflections are difficult to be observed, and typically only two out of four are clearly 
visible, Fig. 2. To robustly observe all four, the high quality of images, partially 
guaranteed by an adequate depth-of-field of the optical system, is required. All four 
Purkinje reflections are clearly visible on a few percent of images observed in various 
publicly available databases, as well as in our local database of iris images. This may 
prevent the method from the expected reliability. 


. . .  


Finally, yet importantly, the third group of possible anti-spoofing mechanisms is 
based on dynamic (i.e. behavioral) eye features. Again, similarly to the previous group, 
one can perform the measurement passively or actively. It was suggested in literature 
[5,6] that the human pupil oscillates constantly with the approximate frequency of 0.5 
Hz, even in a uniform lighting conditions. This phenomenon, called the hippus, is 
relatively easy to be passively measured if it is observed for an eye, Fig. 3. However, our 
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tests disclosed that not all eyes reveal a sufficient hippus signal that might be 
unmistakably distinguished from the noise using the Same measuring equipment as that 
used for iris recognition. 


Pacut at 3. 


To the extent HIIDE 4.0 and/or Pacut do not explicitly disclose this limitation, this limitation would 
have been obvious in light of HIIDE 4.0 alone or in combination with the knowledge of a POSITA 
and/or the references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions 
Cover Pleading. 


[1.c] a first storage unit for the storage of 
said user’s data and documentation files; 


HIIDE 4.0 discloses and/or renders obvious at least one life signs detector integrated within the 
apparatus, said life signs detector being configured to measure and record at least one of said user’s life 
sign parameters. See, e.g., 


The L-1 Identity Solutions, Biometrics Division’s Handheld Interagency Identity 
Detection Equipment (HIIDETM) is the world’s only portable device of its type allowing 
a user to capture three different biometric areas; iris, fingerprint and face. In addition, 
the HIIDE can also collect distinctive features like birthmarks, tattoos, scars, etc., to help 
create a comprehensive database on the enrolled subjects. Collected biometric data is 
linked to the biographic information of the individual and enrolled as a record for the 
purposes of accurately verifying that person’s identity in the future. This highly effective 
means of personal identification provides improved security for people, institutions and 
society.  


HIIDE 4.0 User Guide at 1 (emphasis added). 
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HIIDE 4.0 User Guide at 4 (Table 1) (highlighting added). 
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HIIDE 4.0 User Guide at 13 (Figure 10). 
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HIIDE 4.0 User Guide at 36 (Figure 40). 


To the extent HIIDE 4.0 does not explicitly disclose this limitation, this limitation would have been 
obvious in light of HIIDE 4.0 alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


To the extent that the Court construes one or more terms in this claim limitation ass subject to mean-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, HIIDE 4.0 discloses the corresponding 
structure and function for each such term the reasons provided above. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, HIIDE 4.0 discloses and/or renders 
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obvious the corresponding structure and function for each such term for the reasons provided above and 
in Samsung's Invalidity Contentions Cover Pleading. 


[1.d] an authentication unit comprising a 
second storage unit, with said second 
storage unit configured to store a pre-
recorded set of personal biological 
biometric identification parameters 
uniquely associated with the specific user, 
wherein said authentication unit is 
configured to compare the plurality of 
personal biological biometric 
identification parameters of the user 
holding the apparatus with the pre-
recorded set of personal biological 
biometric identification parameters stored 
in said second storage unit; 


HIIDE 4.0 discloses and/or renders obvious an authentication unit comprising a second storage unit, 
with said second storage unit configured to store a pre-recorded set of personal biological biometric 
identification parameters uniquely associated with the specific user, wherein said authentication unit is 
configured to compare the plurality of personal biological biometric identification parameters of the 
user holding the apparatus with the pre-recorded set of personal biological biometric identification 
parameters stored in said second storage unit. See, e.g., 


The L-1 Identity Solutions, Biometrics Division’s Handheld Interagency Identity 
Detection Equipment (HIIDETM) is the world’s only portable device of its type allowing 
a user to capture three different biometric areas; iris, fingerprint and face. In addition, 
the HIIDE can also collect distinctive features like birthmarks, tattoos, scars, etc., to help 
create a comprehensive database on the enrolled subjects. Collected biometric data is 
linked to the biographic information of the individual and enrolled as a record for the 
purposes of accurately verifying that person’s identity in the future. This highly 
effective means of personal identification provides improved security for people, 
institutions and society. 


HIIDE 4.0 User Guide at 1 (emphasis added). 







Appendix A-10 
 


17 


’875 Patent – Claim Exemplary Disclosures of HIIDE 4.0 


 


HIIDE 4.0 User Guide at 4 (Table 1) (highlighting added). 
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HIIDE 4.0 User Guide at 5 (Table 1). 


To the extent HIIDE 4.0 does not explicitly disclose this limitation, this limitation would have been 
obvious in light of HIIDE 4.0 alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, HIIDE 4.0 discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above and 
in Samsung's Invalidity Contentions Cover Pleading. 


[1.e] a processor in communication with 
said plurality of biometric sensors, said 
first storage unit and said authentication 
unit; 


HIIDE 4.0 discloses and/or renders obvious a processor in communication with said plurality of 
biometric sensors, said first storage unit, and said authentication unit. See, e.g., 
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HIIDE 4.0 User Guide at 4 (Table 1) (highlighting added). 


To the extent HIIDE 4.0 does not explicitly disclose this limitation, this limitation would have been 
obvious in light of HIIDE 4.0 alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, HIIDE 4.0 discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above and 
in Samsung's Invalidity Contentions Cover Pleading. 


[1.f] wherein access to the personal data 
and documentation files stored in said first 
storage unit is only enabled after said 


HIIDE 4.0 discloses and/or renders obvious access to the personal data and documentation files stored 
in said first storage unit is only enabled after said authentication unit positively matches each of the 
plurality of personal biological biometric identification parameters of the user holding the apparatus 
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authentication unit positively matches 
each of the plurality of personal biological 
biometric identification parameters of the 
user holding the apparatus with the pre-
recorded set of personal biological 
identification parameters stored in said 
second storage unit; and 


with the pre-recorded set of personal biological identification parameters stored in said second storage 
unit. See, e.g., 


Identifying a Subject Using the COLLECT Button  


Identification of individuals is one of the core functions of the HIIDE. Identification is 
when an operator scans a biometric of a subject to see if that individual already has a 
portfolio stored in the HIIDE database. The steps below detail the identification 
procedure.  


Step 1: Starting the Identification Process  


After logging in, you will see the HIIDE - Main menu (see Figure 42). To start the 
identity process press the “COLLECT” button. 


. . . 


Step 2: Identifying With Iris Pressing the “Collect” button on the Collect - Match 
screen will bring up the Collect - Left Iris screen (see Figure 44). Though the process 
begins with the left iris screen, both the left and right iris collect screens function the 
same way. On these screens you have three choices on how to continue with the 
identification of the subject. 


. . .  


Step 3: Identifying With Fingerprint  


If you have not been able to identify a subject using irises or they have been skipped, the 
Collect - Left Index finger screen (see Figure 45) is displayed. This is the first screen of 
the fingerprint identification series of screens. The fingerprint identification steps you 
through the subject’s fingers until a finger is found that identifies the subject, or all the 
fingers are skipped. These screens provide the user with four different options on how 
to proceed with identifying a subject by fingerprint. 
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. . . 


Step 4: Capturing the Face  


The face is captured during collect (enrollment), and verification. 


. . .  


Step 5: Viewing Portfolio and Verifying a Subject’s Biometrics  


After a subject has been identified the Collect - Match screen is displayed (see Figure 
46). Sometimes more than one portfolio is returned as a match (refer to section “Viewing 
Multiple Results” on page 44). The Collect - Match screen displays the biographical data 
of the matched individual. On this screen there is a confidence score, for more 
information on this score refer to section ““The Confidence Score” on page 45. There 
are also five buttons that provide the following information. 


HIIDE 4.0 User Guide at 38-41. 


Verification of Identity  


When you reach the “Collect - Match” screen (see Figure 49), you can adjust the 
confidence score (refer to “The Confidence Score” below) of a portfolio by verifying the 
portfolio against additional biometrics. Pressing the “Verify” button starts the process 
of scanning the biometrics linked to the portfolio. If there are no other biometrics linked 
to a portfolio a HIIDE screen will appear stating, “No biometrics left to verify.” 


HIIDE 4.0 User Guide at 45. 


The Confidence Score  


The confidence score is a number 0 to 100, designed to give a rough estimation of the 
quality of a match based on the combined biometric match and/or mismatches. This 
score is located below the mug shot buttons in the Collect - Match screen as displayed 
in Figure 49. It is not a percentage, and is not a match probability (a false accept / reject 
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rate). A well trained HIIDE user does not make any meaningful statistical estimates of 
probabilities based on the scores.  


The confidence score is a rough way of sorting portfolios. You can find good matches 
and eliminate bad matches. A good rule of thumb is that higher scores are better than 
lower scores.  


The confidence scores are used to sort the portfolios on the “Collect - Match” screen. 
The portfolios with the highest scores are the best matches and listed first. Each time a 
biometric is scanned during identification or verification the confidence score may be 
adjusted. A successful match increases the confidence score, while a scan that does not 
match decreases the score. As the scores change, the list is resorted to keep the best 
matches at the top of the list.  


HIIDE 4.0 User Guide at 45-46. 


To the extent HIIDE 4.0 does not explicitly disclose this limitation, this limitation would have been 
obvious in light of HIIDE 4.0 alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, HIIDE 4.0 discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above and 
in Samsung's Invalidity Contentions Cover Pleading. 


[1.g] wherein, whenever any of said at 
least one life signs detector detects a 
critical level of said user measured life 
sign parameters, the apparatus is 
configured to prevent access to said user’s 
personal data and documentation files 
stored in said first storage unit. 


HIIDE 4.0 discloses and/or renders obvious whenever any of said at least one life signs detector detects 
a critical level of said user measured life sign parameters, the apparatus is configured to prevent access 
to said user’s personal data and documentation files stored in said first storage unit. See, e.g., 


The L-1 Identity Solutions, Biometrics Division’s Handheld Interagency Identity 
Detection Equipment (HIIDETM) is the world’s only portable device of its type allowing 
a user to capture three different biometric areas; iris, fingerprint and face. In addition, 
the HIIDE can also collect distinctive features like birthmarks, tattoos, scars, etc., to help 
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create a comprehensive database on the enrolled subjects. Collected biometric data is 
linked to the biographic information of the individual and enrolled as a record for the 
purposes of accurately verifying that person’s identity in the future. This highly effective 
means of personal identification provides improved security for people, institutions and 
society. 


The HIIDE is a Microsoft XP embedded device that includes state-of-the art lens 
technology for both iris and facial image capture, as well as an FBI standards compliant 
500 dpi capacitive fingerprint sensor. 


HIIDE 4.0 User Guide at 1 (emphasis added). 
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HIIDE 4.0 User Guide at 39 (Figure 44). 
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To the extent HIIDE 4.0 does not explicitly disclose this limitation, this limitation would have been 
obvious in light of HIIDE 4.0 alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, HIIDE 4.0 discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above and 
in Samsung's Invalidity Contentions Cover Pleading. 


[4] The apparatus according to claim 1, 
further comprising: 


communication and data connection 
means for communicating with an 
external device, said communication and 
data connection means being controlled 
by and in communication with said 
processor. 


Claim 4 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
HIIDE 4.0 discloses and/or renders obvious the apparatus according to claim 1, further comprising: 
communication and data connection means for communicating with an external device, said 
communication and data connection means being controlled by and in communication with said 
processor.  
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HIIDE 4.0 User Guide at 4 (Table 1) (highlighting added). 


To the extent HIIDE 4.0 does not explicitly disclose this limitation, this limitation would have been 
obvious in light of HIIDE 4.0 alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


To the extent that the Court construes one or more terms in this claim limitation as subject to means-
plus-function construction under pre-AIA 35 U.S.C. § 112, ¶ 6, HIIDE 4.0 discloses and/or renders 
obvious the corresponding structure and function for each such term for the reasons provided above and 
in Samsung's Invalidity Contentions Cover Pleading. 


[15] The apparatus according to claim 1, 
further comprising an integrated digital 
data encoder/decoder and a wireless 


Claim 15 is invalid for at least the reasons set forth above.  See claim 1, supra. 
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transceiver module in communication 
with the processor, said integrated digital 
data encoder/decoder and a wireless 
transceiver being configured to 
communicate with any of a group of 
external devices including RF operated 
credit card readers, ATM machines, and 
remotely operated electronic locks gates 
and doors opener using RFID based 
techniques. 


HIIDE 4.0 discloses and/or renders obvious the apparatus according to claim 1, further comprising: 
communication and data connection means for communicating with an external device, said 
communication and data connection means being controlled by and in communication with said 
processor.  


To the extent HIIDE 4.0 does not explicitly disclose this limitation, this limitation would have been 
obvious in light of HIIDE 4.0 alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 


[18] The apparatus according to claim 1, 
further comprising an integrated GPS 
module in communication with the 
processor to precisely locate the 
geographical position of the apparatus. 


Claim 18 is invalid for at least the reasons set forth above.  See claim 1, supra. 
 
HIIDE 4.0 discloses and/or renders obvious the apparatus according to claim 1, further comprising: 
communication and data connection means for communicating with an external device, said 
communication and data connection means being controlled by and in communication with said 
processor.  


To the extent HIIDE 4.0 does not explicitly disclose this limitation, this limitation would have been 
obvious in light of HIIDE 4.0 alone or in combination with the knowledge of a POSITA and/or the 
references identified in Sections III.A-B and IV.B.2 of Samsung’s Invalidity Contentions Cover 
Pleading. 
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