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METHOD OF WRITING DATA TO NON-VOLATILE MEMORY

The present invention relates to a method of writing
data to non volatile memory and in particular to a method
of writing data to flash.memory in order to ensure the
uniform distribution of use over a prolonged period of
operation.

In known memory systems it 1s common for non
volatiie memory such as the flash memory of the memory
systems to have wear out mechanisms within their physical
structures which mean that a block within the flash
memory may experience failure after a cumulative number
of operations. However, known data management methods
typically do not perform block erasure in Flash memory in
real time leading to the accumulation of blocks in Flash
memory which contain obsolete versions of sectors. It is
also the case that in known systems the physical address
for writing a sector is dependant on the logical address
of the sector thus logically non-contiguous sectors are
written in non-contiguous physical address and logical to
physical.

In particular an object of the present invention is

to reduce the number of read and write accesses to the
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non-volatile memory for control data structures, thereby
increasing the write speed of the memory system for host
data.

A second object of the invention is to obtain even
use of blocks in the non-volatile memory for storage of
data over a long period of operation, and to avoid "hot-
spots” in non-volatile memory usage, thereby increasing
the reliability of the memory system.

According to a first aspect of the invention, there
is provided a controller connected .to a non—volatile
memory and including a volatile memory, wherein

the controller maintains lists in volatile memory of
blocks in the non-volatile memory allovated for storage
of logical sector data and of blocks recently erased in
the non-volatile memory

the controller transfers information from the lists
in volatile memory to control data structures in the non-
volatile memory less frequently than the contents of the
lists in volatile memory are changed

such that the 1lists 1in volatile memory can be
reconstructed at any time from existing informaion in the
non-volatile memory.

Preferably, information from the lists in volatile
memory 1is transferred to control data structures in the

non-volatile memory concurrently with logical to physical
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mapping information for sectors from other lists in
volatile memory.

According to a second aspect of the invention, there
is provided a controller connected to a non-volatile
memory and including a volatile memory, wherein

the controller maintains a first list of all blocks
in the non-volatile memory which are in the erased state
and which are not included in other lists

the controller maintains a second list of blocks in
the non-volatile memory which have been recently erased.

These and other aspects of the invention will become
apparent from the following description taken in
combination with the following drawings in which is

shown:

Figure 1 - a host system and flash memory system
arrangement which the present invention is implemented;

Figure 2 - the hardware architecture of the
controller of the system of Figure 1 in which the present

invention is implemented;

’

Figure 3 - the layered firmware structure which
performs the media management operations according to the

present invention;

Figure 4a - schematic representation of the write

operation according to the present invention;
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Figure 4b - schematic representation of the write
and relocate operations of the present invention;

Figure 5 - a schematic representation of the three
level hierarchy of mapping structures of the address
translation process according to the present invention;

Figure 6 - a schematic representation of the data
structures in the memory system of the present invention;

Figure 7 - a schematic representation of the control

operations of the memory system according to the present

invention;

Figure 8 - a schematic representation of the flow of
operations of the address translation operation of the
present invention;

Figure 9 - A schematic representation of the control
write operation of the memory system .according to the

present invention;

Figure 10 - a schematic representation of the EBM
sector write function operation of the memory system of
the present invention;

Figure 11 - a schematic representation of the state
of the data structures at the start of a map write
operation:

Figure 12 - a schematic representation of the state

of the data structures following the CBL map operation:;
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Figure 13 - a schematic representation of the state
of the data structures following "the ABL and CBL
compaction operation:

Figure 14 - a schematic representation of the state
of the data structure following the map to CBL
operation;

Figure 15 - a schematic representation of the state
of the data structures following the CBL to EBL
operation;

Figure 16 - a schematic representation of the state
of the data structures following the EBL to ABL
operation;

Figure 17 - a schematic representation of an
alternative host system and flash system in which the
present invention may be implemented.

A Flash disk device, such as that shown in Figure 1,
is a memory system which presents the logical
characteristics of a disk storage device to a host system

12, and which uses Flash semiconductor memory 20 as its

L

physical data storage meaium. A Flash disk memory system
10 requires a controller 12 to manage the physical
storage medium o¢f the system 10 accofding to algorithmé
which create the logical characteristics of a disk and,

in this case, it is the flash memory 20 and controller 16

which are connected by physical interface 16 which form
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the memory system 10. The controller 16 of the memory
system 10 connects the system 10 to the host 12 wvia
logical interface 14.

In this case the flash memory 20 comprises a
piurality of flash chips which are formed of a plurality
of flash blocks. The logical interface 14 to the memory
system 10 allows data to be written to and read from the
system 10 in fixed-size units <called sectors, each
containing 512 bytes of data, which can bé randomly
accessed. Each sector is identified by a logical address
which in this case is a sequential Logical Block Address
(LBA) .

In the present arrangement data may be written to a
sector even if the sector already contains data. The
protocols at the logical interface 14 can, in this case,
support, read or write access to the system 10 in multi-
sector blocks of logically contiguous sector addresses,
these protocols conform to industry standards such as
ATA, CompactFlash, oxr MultiMediaCard thus allowing the
memory system 10 to be interchangeable between different

host systems and not limited to use with host 12.

The physical interface 18 from controller 16 to
Flash Memory 20 allows data to be written to and read

from Flash memory 20 in fixed-size units which in this
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case are called physical sectors and each of which can be
accessed randomly with each typically having sufficient
capacity for 512 bytes of data from tﬁe host system plus
16 bytes of overhead data appended by the controller 16.
Each physical sector is identified by a physical sector
address, which normally has separate components which
respectively identify the Flash chip within the memory
subsystem, the Flash block within the Flash chip, and the
physical sector within the Flash block of the’ memory 20
to which the physical sector is written.

Within the system 10 shown, data may only be written
to a physical sector if the sector has previously been
erased. The Flash memory 20 1is erasea in response to a
commaﬁd at the physical interface in units of a Flash
block, which typically contains 32 physical sectors. The
relative times for performing operations within the Flash
system 10 to read a physical sector, program a physical
sector, and erase a Flash block are typiéally, in the
ratio 1 : 20 : 200.

In the arrangement‘of Figure 1 the controller 16 is
a Cyclic Storage controller which 1is a Flash media
management controller in which a method o0of ensuring
uniformity of distribution of use is implemented wherein

the media management algorithms which implement this
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method are implemented as firmware by a processor within
the controller.

With reference to Figure 2 there.is shown optimized
hardware architecture which 1is defined for the Cyclic
Storage controller 16. In this case the controller
hardware 1s a dedicated architecture in a separate
integrated circuit.

The controller 16 comprises host interface control
block 22, microprocessor 24, flash interfatce control
block 26, ROM 28, SRAM 30 and expansion port. 32, each of
these being inter-connected by memory access control bus
34.

Cyclic Storage Flash media management algorithms are
implemented by firmware running on microprocessor 24 and
the controller 16 is responsible for all Flash media
management functions and for the characteristics of the
logical interface 14 presented to host 12.

The host interface control block 22 provides the

path for data flow to and from host system 12 via logical

interface 14.

As, in this case, the controller 16 is in the form
of a dedicated integrated circuit the host interface
control Dblock 22 provides logical interface 14 which

conforms to an industry standard protocol as well as a
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command register and set of taskfile registers which
provide the route for the microprocessor 24 to control

the logical characteristics of the interface 14.

The host interface control block‘22 also allows for
a sector of data to be transferred in either direction
across the logical interface 14 between to the host
system 12 and the controller’s SRAM 30 by a direct memory
access (DMA) operation without intervention from the

microprocessor 24.

The Flash interface control block 26 provides the
path for data flow to and from Flash memory 20, and
controls all operations which take place in the Fiash
memory 20. The operations taking place in Flash memory
20 are defined and initiated by the microprocessor 24,
which loads parameter and address information to the

flash interface control block 26.

The set of operations which typically take place are
the transfer of a physical sector to Flash memory 20, the
transfer of a physical 'sector from Flash memory 20, the
programming of a physical sector into flash memory 20,
the erasing of a Flash block, and the reading of thg

status of flash memory-ZO.

kSimilarly a physical sector of data may | be

transferred in either direction across the physical
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interface 16 between the Flash memory 20 and the
controller’s SRAM 30 by DMA operations withéut
intervention from the microprocessor 24 . The
organization of the 512 bytes of hosp data and 16 bytes
of overhead data within a physical sector which 1is
transferred to Flash memory 20 is determined within the
Flash interface control block 26, under the control of

parameters loaded by the microprocessor 24.

The Flash interface control block 26 also generates
a 12-byte error correcting code (ECC) which is
transferred to Flash memory 20 and programmed as overhead
data within each physical sector, and which is also
verified when a physical sector is t;ansferred from Flash
memory 20.

The microprocessor 24 controls the flow of data
sectors through the memory access control bus, or
datapath, 34 or of the controller 16, implements the
Flash media management algorithms which define the sector
and control data storage organisation in the Flash memory
20, and defines the a characteristics of the logical
interface 14 to host system 12. 1In this case the

microprocessor 24 is a 32-bit RISC processor.

The memory access control bus 34 allows transfer of

information between the microprocessor 24, host interface
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control block 22, and the Flash interface control blocks
16, as well as between the host interface control block

22, the flash interface control block 26 and a memory
block 30.

The microprocessor 24, host interface control block
22, and Flash interface contrcol block 26 may each be the
master for a transaction on the memory access control bus
34. Bus access is granted to requesting masters on a
cycle-by-cycle basis.

The SRAM block 30 stores ali temporary information
within the controller 16, this storing function includes
the buffering of sector data and storage of control data

structures and variables, as well as firmware code.

The ROM 28 is. included in the controller 16 for
storage of code for execution by the microprocessor 24,
or of information required by other hardware blocks

within the controller.

The inclusion in the controller architecture of an
expansion port 32 gives access to external hardware

functions, RAM or ROM from the memory system 10.

During the operation of the controller all sector
data being transferred between the logical interface 14
' to host system 12, and the physical interface 18 to Flash

memory 20 1is buffered 1in the SRAM 30. Sufficient
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12
capacity in the SRAM 30 is allocated for buffering of two
sectors of data to allow concurrent transfers of
successive sectors at the host and Flash interfaces. Data
transfer between the logical host interface 14 and SRAM
30 is performed by DMA with the host interface control
block 22 acting as bus master. Data transfer between the
physical Flash interface 18 and SRAM 30 is performed by

DMA with the Flash interface control block 26 acting as
bus master.

As the controller 16 is in the form of a dedicated
integrated circuit, the host interface control block 22
provides a logical interface which conforms to an
industry standard protocol, and a command register and
set of taskfile registers provide the route for the
microprocessor 24 to control the logical characteristics
of the interface 14. Command, address and parameter
information is written to these task file registers by
the host 12, and read by the microprocessor 24 for
execution of the command. Information is also be written

to the registers by the microprocessor 24 for return to
the host 12.

In Figure 3 there 1is illustrated the layered
structure of the firmware which performs the Cyclic

Storage Flash media management operations. The firmware
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has three layers, the first being the host interface
layer 40, the second layer 42 comprising the sector
transfer sequencer 42a and the media management layer 42p
and the third being the flash control layer 44.

These three firmware layers 40,42 and 44 control the
transfer of data sectors between the logical interface 14
to host 12 and the physical interface 18 to Flash memory
20. However, the firmware layers do not directly pass
data, instead data sectors are transferred DBy the
hardware blocks of the gontrollér 16 and therefore do not

pass through the microprocessor 24.

The host interface layer 40 supports the full
command set for the host protocol. It 1interprets
commands at the host interface 14, controls the logical
behaviour - of the interface 14 aécording to host
protocols, executes host commands not associated with the
transfer of data, and passes host commands which relate
to data in Flash memory to be invoked in the layers
below. Example of such commands are.

Read logical sector (single or multiple),

Write logical sector (single or multiple),

Erase logical sector (single or multiple), as well

as other disk formatting and identification commands.

Kingston Technology Company, Inc., et al. EX1058

Kingston Technology Company, Inc., et al. v. Vervain, LLC IPR2025-00616
15 of 86



WO 03/027828 PCT/GB02/04381
14

The sector transfer sequencer 42a receives
interpreted commands relating to logical data sectors
from the host interface layer 40 and thus invokes the
Flash media management layer 42b for logical to physical
transformation operations, and invokes the Flash control
layer for physical sector transfers: to or from Flash
memory. The sector transfer sequencer 4Z2a also perform
sector buffer memory management. Another function of the
sequencer 42a 1s to <create a sequence of sector
transfers, at the host interfacé 14 and Flash memory
interface 18, and a sequence of operations in the méedia
management layer 42b, in accordance with the command
received from the host 12 and the level of concurrent

operations which is configured for the Flash memory 20.

The media management layer 42b performs the logical
to physical transformation operations'which are required
to suﬁport the write, read or erasure of a single logical
sector. This layer is responsible for the impleméntation
of Cyclic Storage media management algorithms.

The Flash control layer 44 configures the Flash
interface control block 26 hardware to execute operations

according to calls from the sector transfer sequencer 42a

or media management layer 42b.
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The media management functions which are implemented
within the media management layer 42b of the controller
firmware create the logical characteristics of a disk
storage device in the memory system 10 which uses Flash
semiconductor memory 20 as the physical data storage
medium.

The effectiveness of £he media management performed
by the media management functions of the media management
layer 42b is meaéured by its speed for performing
sustained writing of data to the memory system 10, its
efficiency in maintaining its level of performance when
operating with different file systems, and in this case,
in host 12, and the long-term reliability of the Flash

memory 20.

Data write speed is defined as the speed which can
be sustained when writing a large volume of contiguous
data to the memory system 10. In some cases, when the
sustained data write rate of a memory system is being
tested, the volume of data to be written may exceed the
capacity of the memory system 10 and therefore logical

addresses may be repeated.

Sustained write speed is determined by the sector
data transfer speed at the logical interface 1! to the

host 12, and the physical interface 18 to Flash memory
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20, as well as the overhead percentage of accesses to
Flash memory 20 at the physical interface 18 for Flash
page read and write operations. and Flash block erase
operations which are not directly associated with storage
of data sectors written by the host 12 at the logical
interface 14. In this case the control data structures
and algorithms which are employed should ensure that
access to Flash memory 20 for control functions is
required at a much lower frequency than for host ~sector
write. The sustained write speed is also determined by
the processing time within .the controller 16 for media
management operations, and the page read and program
times, and block erase times within the Flash memory 20.

In order for the memory system to operate
efficiently when having file systems with different
characteristics, the Media management algorithms for the
organization of host data and control-data structures on
Flash memory 20 are appropriately defiﬁed and data write
performance 1s maintained in each environment.

In a first embodiment, the file systems implementing
the MS-DOS standard are provided with at least one of the
following characteristics: the host 12 writing data
sectors in clusters using multiple sector write commands;
the host 12 writing data sectors usihg single sector

write commands; the host 12 writing some sectors with
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single sector write commands in an address space which is
shared with clustered file data; the host 12 writing non-
contiguous sectors for MS-DOS directory and FAT entries
with single sector write commands; the host 12 writing
non-contiguous sectors for MS-DOS directory and FAT
entries interspersed with contiguous sectors for file
data; and/or

the host may rewrite sectors for MS-DOS directory
and FAT entries on a frequent basis.

It is a feature of flash memory, and in this case
the Flash memory 20 of the memory system 10, that it has
a wear-out mechanism within the physical structure of its
cells whereby a block of flash memory may experience
failure after a cumulative number of operations.
Typically, this is in the range of 100,000 to 1,000,000
program/erase cycles. In light of. this the cyclic
storage controller 16 of the present arrangement
implements a process of wear-leveling to ensure that
“hot-spots” do not occu; in the physical address space of
the Flash memory 20 and that utilization of Flash blocks
is uniformly distributed over a prolonged period of
operation.

The Cyclic Storage media management algorithms are

implemented within memory system 10 and perform the Media

management operation of the physical Flash memory 20
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within the system 10. The cyclic storage media management
algorithms comprise four separate algorithms, namely the
Data Write algorithm which controls the location for
writing host information to, the Block Erase algorithm
which controls erasure of areas of Flash memory 20
containing obsolete information, the Block Seguencing
algorithm which controls the sequence of use of Flash
blocks for storing information, and the Address
Translation algorithm which controls the mapping of host

logical addresses to physical memory addresses.

The method of Cyclic Storage media management
implemented by these algorithms embodies the principle
that data is written at physical sector locations in
Flash memory 20 which follow the same order as the
sequence in which the data is written. This is achieved
by writing each logical data sector at a physical sector
position defined by a cyclic write pointer.

A schematic representation of the write operation of
the cyclic storage med;a management method  is shown in
Figures 4A. The write pointer; in this case data write
pointer (DWP) 46 moves sequentially through the sector
positions of Flash block X in Flash memory 20, and
continues through the chain of blocks Y and Z in a manner

defined by the block sequencing algorithm. Each block X,
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Y and 2 is a physical structure in Flash memory 20 which,
in this case, comprises 32 sector locations which can be
erased in a single operation.

Logical data sectors are generally written in files
by a file system in the host 12, and the Cyclic Storage
Data Write Algorithm locates the f;rst sector of a file
at the next available physical sector position following
the last sector of the preceding file. When a £file 1is
written by host 12 using logical sectors for which' valid
data already exists in the devicé, the previous versions
of the sectors become obsolete and the blocks containing
them are erased according to the Block Erase Algorithm.
In order to erase a block containing obsolete file
sectors it is, in some cases necessary to relocate some
valid sectors of another file. This generally occurs when
a block contains sectors of the head of a file, as well

as sectors with unrelated logical addresses from the tail

of a different file.

A second write pointer in this case data relocate
pointer DRP 47 1is uged for writing relocated sectors in
order to avoid sectors of one file fragmenting a block
containing sectors of another file. The use of a separate
relocation pointer significantly reduces the

fragmentation of Dblocks containing a file, leading to
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minimum requirement for sector relocation and consequent

maximum file write performance.

A host file system 1is used which also writes sectors
containing system information, such as directory or FAT
sectors in the DOS file system, and these are generally
written immediately before and after a group of sectors
forming a file. A separate system pointer, system write
pointer SWP 48 is used for this host file system in order
to define the physical write location for system sectors,
which are identified by their logical address, in order
to separate system sectors from file data sectors and
avoid them being treated in the same way. This avoids a
small group of system sectors being “sandwiched” between
the tail of one file and the head of another. These
system sectors contain information about many files, and
are generally re-written much more frequently than data
for a file. “Sandwiched” system sectors would cause
frequent relocation of file data sectors and thus the use
of system pointer SWP 48 minimises the requirement for

data sector relocation and maximises file write
performance.
A fourth pointer, system relocate pointer SRP 49 1is

used for relocation of system sectors, analogous to the

relocation pointer DRP 47 for file data sectors.
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To summarise the four write pointers are:

Data write pointer, DWP 46 which is used to define
the physical location for writing file data sectors
transmitted by a host system;

System write pointer, SWP 48 which is used to define
the physical location for writing system  sectors
transmitted by a host system wherein system sectors are
identified by their logical address, in accordance with

the characteristics of the host file system in use;

Pata relocation pointer, DRP 47 which is used to
define the physical location for writing file data
sectors which must occasionally be relocated prior to a
bloék erasure for recovery of capacity occupied by

obsolete file data sectors; and

System relocation pointer, SRP 49 which is used to
define the physical location for writing system sectors
which are being relocated prior to a block erasure for

recovery of capacity occupied by obsolete system sectors.

13

A block must contéin data assoéiated with only a
single write pointer and this results in four separate
chains of blocks existing, one for each write pointer,
this is shown in Figure. 4b. However, the same write and
relocation algorithms of the cyclic storage algorithms

apply to each write pointer 46, 47, 48 and 49.

Kingston Technology Company, Inc., et al. EX1058

Kingston Technology Company, Inc., et al. v. Vervain, LLC IPR2025-00616
23 of 86



WO 03/027828 PCT/GB02/04381
22

This scheme for locating a sector to be written at
the first available location following the preceding
sector, combined with usage of multiple write pointers,
is fully flexible, and provides high performance and
total compatibility for all host write configurations,

including single sector data and data in clusters of any
size.

However, the Cyclic Storage media management method
is defined not to allow the existence of a large number
of obsclete data sectors and nor to iﬁplement background
operations for functions such as garbage collection.
Typically only two block containing obsolete sectors is
allowed to exist for each of the Data Write Pointer DWP
46 and System Write Pointer SWP 48, and block erasure is

performed as a foreground operation during sector write

sequences.

This method of management means that the logical
capacity of the flash memory does not have to be.reduced
to allow for the existegce of a large volume of obsolete
data, the data integrity is significantly improved by the
absence of background operations, which are susceptible

to interruption by power-down initiated by the host; and

the pauses 1in data write sequences are short because
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erase operations are required for only a single block at

a time.

If an obsolete data sector is created in a new block
associated with either of the write pointers, then the
existing “obsolete Dblock” is eliminated by erasure,
following sector relocation within the blocks if
required.

Erase sector commands sent from a host 12 are
supported by marking the target sector as obsolete, and

allowing its erasure to follow according to the Block

Erasure algorithm.

The Cyclic Storage block sequencing algorithm
determines the sequence in which blocks within the flash
memory 20 are used for the writing of new or relocated
data, and is therefore responsible for ensuring that no
block experiences a number of write/erase cycles which
exceeds the endurance limit specified for the Flash

memory system 20 which is being used.

When a logical sector is written by the host, any
previous version which exists in the memorys system 1is
treated as obsolete data. The block erase algorithm
ensures that blocks which contain obsolete data sectors
are erased immediately, to allow recovery of the capacity

occupied by these sectors. The physical memory capacity
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of the system 10 is therefore occupieq by valid data for
logical sectors written by the host, plus a small number
of proprietary Cyclic Storage control data structures and
a number of erased blocks. Immediately after initial
formatting, of the flash memory 10 the capacity of the
memory 10 «consists almost entirely of erased Dblocks.
When the host 12 has written at least once to all sectors
in its logical address space, the device is considered to
be logically full and its physical capacity is oécupied
almost entirely by valid data sectors, with a small
number of erased blocks maintained for correct device
operation. An increased number of erased blocks will be

created only if the host 12 executes commands to erase

logical sectors.

Erased blocks which are allocated for use by one of
the write pointers, or for storage of control data
structures are taken from Aa pool of avai;able erased
blocks. A block is never erased in response to a need to
perform a write operation to that specific block, the_
block sequencing algorithm determines the order of
allocation for data write operations’ of blocks in the
erased pool. The next available block according to the

algorithm 1is allocated, independent of whether the
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reguirement 1is, for use by one of the write pointers or
for a control data structure.

The implementation of these algorithms which perform
the cyclic storage media management allows increased
system flexibility by operating on individual sectors of
the flash memory 20 and separately tracking the logical
to physical address mapping of every sector in its
logical address space. A sector address table 1is
maintained in the Flash memory 20 which contains the
physical address for every logical sector. In addition,
every sector is written with a header containing its
logical address, providing a means 6f verifying sector
identity and ensuring maximum data integrity.

The data write algorithm, with 1its use of cyclic
write pointers, provides the capability  for tracking the
sequence of sector writing using the logical addresses in
the headers of sectors in sequential physical positions.
This feature provides total data security even when the‘
logical to physical address mapping records for recently
written sectors are temporarily held in volatile
controller memory SRAM 30 and not in Flash memory. Such
temporary records can be reconstructed from the data
sectors in Flash memory 20 when a system 10 in which the
Cyclic Storage algorithms are implemented is initialised.

It is therefore possible for the sector address table in

Kingston Technology Company, Inc., et al. EX1058

Kingston Technology Company, Inc., et al. v. Vervain, LLC IPR2025-00616
27 of 86



WO 03/027828 PCT/GB02/04381

26
Flash memory 20 to be updated on an infrequent basis,
leading to a low percentage of overhead write operations

for control data and a high sustained data write rate.

In Figure 5 there is shown a schematic
representation of the address translation process which
uses a three level hierarchy of mapping structures 50
which is performed in the memory system 10.

The three levels of the hierarchy are the sector
address table 52, the temporary sector address table 54
and the sector address record 56.

The top level of the hierarchy of the mapping
structures is the sector address table 52, which is a
master table containing a physical address for every
logical sector stored in the system 10 and which 1is
stored in Flash memory 20. Structures in the two lower
levels of the hierarchy 54 and 56 provide the means for
reducing the frequency at which write operations must
occur to the sector address table.

The sector address ;ecord 56 is a list stored in the
controller’s volatile memory SRAM 30 of logically
contiguous sectors which have been written to system 10.
This list allows the physical addreés of any logical
sector which it contains to be determined without need

for access to Flash memory 20. It may also Dbe
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reconstructed during device initialisation from the
sequence of recently-written sectors which may be traced
in the Flash memory 20. The intérmediate temporary
sector address table 54 is contained in Flash memory 20
and 1s updated with the contents of the sector address
record 56 when the list becomes full. The intermediate
temporary sector address table 54 is in the same format
as the sector address table 52, and allows physical
address data updates to specific blocks of the sector
address table 52 to be accumulated to allow a more
efficient table write pfécess to Dbe performed. The
temporary table 54 allows the physical address of any
logical sector contained in it to be‘determined without

need for access to the sector address table 52.

This hierarchy of mapping structures 50 is
maintained with an infrequent reguirement for write
operations to Flash memory and efficiently supports
logical to physical address translation in such a way
which provides total, security of sector address
information 1is provided, even 1f electrical power is

unpredictably removed from the. system 10.

The data structures required to 'support the Cyclic
Storage media management algorithms are stored

principally in Flash memory 10 together with the host
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data sectors, with only a very limited amount of control
data being held temporarily in the control processor’s
volatile RAM 30. Information held in .the volatile memory
30 is non-critical, and can be reconstructed from Flash
memory 10 if the power supply is interrupted.

All host data and control data structures in Flash
memory 20 are written and read as physical sectors with
identical logical format, comprising 512 bytes of
information plus a 4-byte header defining sector type
plus other type-dependent information, protected by 12
bytes of ECC.

Within this description, physical sector has the
meaning of a. 528-byte data structure which is written by
ﬁhe controller to Flash memory. The term does not denote
a group of memory cell locations within Flash memory.

Physical sectors of similar type are drouped into
dedicated blocks, where a block is a fundamental physical
structure in Flash memory 20, in this case comprising
sixteen physical sector locations, which can be erased in
a single operation. Sectors of different types may not
be located in the same block.

Cyclic storage media manaéement algorithms operate

on virtual blocks whee a virtual block is a group of one

or more Flash blocks in Flash memory 20. Cyclic storage
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algorithms treat a virtual block as if it were a single
Flash block.

In Table 1 there is listed a selection of block
types of flash system 10. The firét of these 1is the
data block 60 which contains host data sectors associated
exclusively with a single write pointer (DWP 46, DRP 47,
SWP 48 or SRP 49) w?grein each physical data sector

contains information originally written by the host

system.

The Sector Address Table 52 is a list of address"ing
Flash memory of physical sectors corresponding to all
sectors in the system 10, which is spread over multiple
-SAT blocks 62. The SAT 52 contains one entry for each
sector, ordered sequentially according to logical
address. The nth entry in the SAT 52 contains the
physical address for the sector having logical address n.
A SAT block 62 contains entries for a logically
contiguous set of sectors in a region of logical address

space.

Each SAT block 62 1is divided into two equal
partitions, one dedicated to SAT entries and the other to
temporary SAT (TSAT) entries. The TSAT partition of the
block is an area in which TSAT sectors, which are written

during a control write operation, are temporarily stored
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before being written in the SAT partition of the block
62. An index of wvalid TSAT sectors and their position in
the TSAT partition is maintained in the TSAT Index

(TSATI) field in the most recently written TSAT sector.

When a TSAT sector is written, it is located at the
first available sector position in the TSAT partition of
the SAT block 62 to which the sector relates. A SAT
block 62 is rewritten when its TSAT partition is full.
Valid TSAT sectors in the previous TSAT partition replace
the corresponding SAT sectors in the SAT partition, and
the TSAT partition is left empty.

Each SAT sector contains SAT entries for a logically
contiguous set of sectors and comprises 128 entries of 3
bytes each.

Each TSAT sector 1is a sector in the TSAT partition
of a SAT block 62 and has an identical format to a SAT"
sector. The TSAT sector contains SAT entries for a
logically contiguous set of sectors and comprises 128
entries of 3 bytes each:

The TSATI of each TSAT contains an index tec the
addresses of all wvalid TSAT sectors in the SAT block 62
in which it is located. A TSATI 1is written in each TSAT
sector during each TSAT write operation Aowever, only the

most recently written TSATI in a SAT block is valid.
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The Map block 64 contains Map sectors which define
the erased blocks in the system 10, and Erased Block
Management (EBM) sectors, in this case. Only the last
written EBM sector is valid.

In this arrangement the Map bl&ck 64 is a bitmap
strucfure having one bit for each block in the system 10.
These bits are used to indicate the erase state of each
block. Each bit in the Map block 64 is set to logical “0”
if the corresponding block is in the erased state. Bits
corresponding to blocks present in the Allocation' Block
List or Erased Block List are always set to logical ™“1”
in the Map block 64. The Map block 64 for the system 10
is able to occupy more than one Map sector, depending on
the size of the system 10. In this caée, each Map sector
records the erase status of 4096 blockg within a specific
physical address range. The bitmap within a Map sector
646 is subdivided into 16 zones, and flags are maintained

to indicate the presence of erased blocks in each zone.

Any block which , does not contain valid data
structures and which is not included within a Map sector,
the Allocation Block List or the Erased Block List 1is
never used by the bleck allocation algorithm and is
therefore 1inaccessible for storage of host or control

data structures. This provides a simple mechanism for
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excluding blocks with defective locations from the
accessible Flash memory address space.
The Map Zone Flag (MZF) field of the Map Block 64 is
a bitmap defining the presence of erased blocks in each
zone of a Map sector bitmap and is located in the header
of the Map sector to which it corresponds.
The Erased Block Management (EBM) sector of the Map
Block 64 contains information fields which are required
for management of erased blocks. Only the last written

EBM sector in the Map block is valid.

The Erased Block List (EBL) field of the EBM sector
is a list of erased block addresses which defines which
blocks are available for allocation for use. The EBL
field is a cyclic list within a fixed region of the EBM
sector 64a and its bounds are definea by the EBL start
(EBLSj and EBL length (EBLL) fields of the EBM éector;

The EBLS field is a pointer which defines the
address, within the EBM sector, of the first entry of the
EBL. The EBLL field dgfines the length of the EBL. The
Erased Block Count (EBC) field defines the total number
of erased blocks in the memory system 10 at the time the
EBM sector is written.

The Map Count field of the map block 64 defines the

number of erased blocks identified 1in each Map sector.
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The Map Index field contains an index to the addresses of
all wvalid Map sectors in the Map block 64. In this
arrangement the current MAP Index 1s written with each
EBM sector. The Map Exchange Source Pointer (MSP) is a
pointer to a Map sector to be used as the source sector
in the next Map Exchange operation.

The Map Exchange Destination Pointer (MDP) field is
a pointer to a Map sector to be used as the destination

sector in the next Map Exchange operation.

Each Current Obsolete Blocks (COB), data structure
(bCCOB1, DCOB2, SCOBl, SCOB2) in the COB field of the Map
Block defines the address of one of four blocks which ére
permitted to contain obsolete Data Sectors, together with
a bitmap for the Map block identifying the obsolete
sectors within it. A maximum of two'blocks may contain
obsoléte sectors created by write operations at the DWP
46, and two by write operations at the SWP 48. Obsolete
sectors are never created by write operations at
relocation pointers. Tpe COB data structures in the EBM
sector are a copy of the COBs in SRAM 30.

The Write Pointers ﬁield of the Map Block EBM sector
contains the physical addresses corresponding to of eacﬁ
of the DWP, DRP, SWP, and SRP write pointers immediately

after the last record termination for that write pointer.
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The Write Pointer field also contains the block links for
each write pointer DWFP, DRP, SWP and SRP since its last
record termination. This information 1is necessary to
allow the DWSL, SWSL, ABL, CBL and COB data structures to
be reconstructed in SRAM 30 during the initialisation of
memory system 10.

The last TSAT field defines the full physical
address of the last written TSAT sector.

The SATA Address field defines the address of the

SATA block within the memory 20.

The Sector Address Table Address Index (SATAI) field
is an index to the addresses of all valid SATA sectors in
the SATA block.

The SAT address (SATA) Block .66 contains SATA
sectors which define the addresses pf all SAT Elocks
within memory 20.

The SATA Sector 66a contains the physical addresses
of the blocks of memory 20 containing the SAT 52. On a
high capacity device, ‘there may be more than one valid
SATA sector 66a, each relating to a logically contiguous
range of SAT blocks 62. The range is indicated in the
SATA sector header. Only the last occurrence of a SATA
sector for a given range is valid.

The Map Address (MA) Block 68 contains map address

sectors with the MA Sector containing the address of each
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of the Map blocks 64. The Bad Block List (BBL) Block 70
contains BBL sectors 70a wherein the Bad Block List (BBL)
Sector 70a is a bitmap of all virtual blocks in Flash
memory 20, identifying any which contain defective
locations and which are therefore unusable. This
information is used only by an external formatter program
when the device is being reformatted. The EBL is updated
if a block failure occurs during the operating life of
the system 10.

The Boot Block (BB) 72 is a special block
containing a unique identification code in the header of
its first sector, which is located within the memory 20
by the controller 16 by a scanning process during the
initialisation of the system 10. The Boot Block 72
cqptains necessary information about the system
cahfiguration, and pointers to the Map Address block 68
within Flash memory 20, to allow system initialisation.
It also contains information which i% returned to a host
device 12 in response to ﬂinterrogation within the host
interface protocols. Information is éontained in
different sector types in the Boot Block 72, wherein only
the last occurrence of a specific sector type is wvalid.
Two identical copies of the Boot Block 72 are set up for
security, close to the top of physical block address
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space, however only one of the copies is updated with
revised Map Address pointers.

The Boot Block Parameters (BBP) Sector 72b of the
Boot Block 72 is a list of fixed parameters defining the
device configuration.

The Information Structure Sector of the Boot Block
72 contains information which is loaded to a volatile
memory, within the controller 16, for access by a host
system 12. This may be the Card Information Structure
(CIS) within PC Card or CompactFlash protocols.

The Identification Sector of the Boot Block
72contains information which is returned to host system
12 1in response to command requesting identification
information. This command may be the Identify Drive
cc?mmand within the ATA protocol.

The MA Address (MAA) Sector 72a of the Boot Block 72
contains the physical address of the MA block 68 which
must be located during the device irf?i.tialisation and boot
process. If the MA bllockg"68 is relocated a new copy of
the MAA sector 72a is written.

The Firmware Block 67 contains Firmware sectors with
each Firmware sector containing a firmware code page.
Mulciple Firmware blocks may exist at the lowest non
defective virtual block addresses in Flash memory 20.
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The processor 24 of the controller 16 1is equipped
with a volatile RAM and in Table 2 there is shown the
data structures which exist within the processor’s
volatile RAM.

The Data Write Sector List (DWSL) and Data

" Relocation Sector List (DRSL) are lists of sectors which
have been written at the DWP and DRP write pointers which
allow the virtual address to be calculated for any sector
contained within them. The DWSL and DRSL can be
reconstructed from the data structures in Flash memory 20
during system initialisation. Each of the DWSL and the
DRSL comprises a single record and these are recoxds of
logically contiguous data sectors which have been
written. Each record contains the following fields:

LBA: Logical address of the first sector in the
record;

Record Length: Length of the record in sectors;

Sector address: Virtual address’ of the first sector

in the record

Block Address: List of virtual block addresses which
store the sectors of the record.

As each sector within a record is written, the
Record Length field is incremented by one and as an
associated write pointer moves to a new allocated block,

the block address is added to the Block Addresses field.
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A DWSL or DRSL record is terminated upon any of the

following conditions.

A sector to be written is logically non-contiguous

with the previous sector written at the same write
pointer.

The logical address of a sector to be written is such
that SAT entries for sectors in the record would be
contained in more than 4 SAT sectors. This ensures that,
for long sequences of contiguous sector writes, the last
sector of a record corresponds to the last entry in a SAT
page. This minimises the number of TSAT sector write
operations.

The logical address of a sector to be written
corresponds to a different SAT block  from the other
sectors in the record. This ensures that only a single
SAT block write can be required during a control write

operation.

The logical address of a sector to be added to the

DWSL record is already present in the DRSL recoxrd, or

vice versa.
The DWSL and DRSL records are normally terminated

together, and termination of records triggers a control

write operation, which operates on sectors in both
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records after which the DWSL and DRSL records are then
cleared.

The System Write Sector List (SWSL) and System
Relocation Sector List (SRSL) are lists of sectors which
have been written at the SWP and SRP write pointers which
allow the wvirtual éddress of what to be calculated fbr
any sector contained within them. The DWSL and the SRSL
can be reconstructed from the data structures in Flash
memory 20 during system initialisation. éach of the SWSL
and SRSL comprises a series of records, typically 4,
associated with the appropriate write pointer, and each
of these records is a record of logically contiguous data
sectors which have been written, and they have the same
format as recoxrds for DWSL and DRSL. Bach record
contains the following fields.

LBA: Logical address of the first sector in the
record,

Record Length: Length of the rdcord in sectors,

Sector Address: Vﬁrpgal address of the first sector
in the record,

Block Addresses: List of virtual block addresses
which store the sectors of the recoxd.

As each sector within the record is written, the
Record Length field is incremented by one.
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An SWSL or SRSL record 1is frozen and a new one

created upon the following condition. A sector to be
written is logically non-coantiguous with the previous
sector written at the same write pointer.

The logical address of a sector to be added to the

SWSL, record is already present in the SRSL record, or
vice versa.

When the maximum number of SWSL oxr SRSL records is
exceeded, a control write operation is triggered. A
control write operation acts concurrently on all records
in the SWSL and SRSL after which the terminated records
are then cleared.

Each COB data structure (DCOB1, DCOB2, SCOB1l, SCOB2)
defines the address of one of four blocks which are
pérmitted to contain obsolete Data Sectors, together with
a bitmap for the block identifying the obsolete sectors
within it. A maximum of two blocks may contain obsolete

7

sectors created by write operations at the DWP write

)

pointer, and two by wrife operations at the SWP write
pointer, Obsolete sectors are never created by write
operations at relgcation pointers. The COB data
structures in SRAM 30 are copied to the EBM sector

whenever the EBM sector is written.
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The Write Pointerg field contains the wvirtual
addresses corresponding to of each of the DWP, DRP, SWP,
and SRP write pointers.

The Allocation Block List (ABL) is a 1list of
addresses of erased blocks currently available for
assignment to a write pointer, or for rewriting a control
structure. The ABL does not contain a record of all
erased blocks in the device. In this system, for
example, the ABL may have capacity for up to sixteen
blocks. The seguence of allocation of blocks from the
ABL corresponds to their order within the ABL. The ABL
can be reconstructed from the data .structures in Flash
memory 20 during system initialisation.

The Cleared Block List (CBL) is a list of addresses

ogd erased Dblocks which have been created by a block
erasure operation during recent device operation. The
CBL may have capacity for up to 16 blocks. The order of
blocks within the CBL corresponds to the order in which
they were erased. Thé block erasure rate and rate of
inclusion in the CBL need not match the block allocation
rate from the ABL. The CBL can be reconstructed from the

data structures in Flash memory 20 during system

initialisation.
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The SAT Cache of the processor RAM is a temporary
record of the next group of entries in the SAT following
the last entry for a data sector which was read from a
SAT sector or a TSAT sector in Flash memory. It may
contain, for example, 16 entries. Its purpose is to
reduce the requirements for Flash memory access during
the address translation operation. The SAT Cache is not
filled when an entry for a system sector is read from a
TSAT or SAT sector.

Data structufe locations in Flash memory 20 are
defined by entries and fields within other da%:a
structures and a schematic representation of these are
shown in the reference tree of Figure 6 which
illustrates the data blocks corresponding to those

d:etailed with reference to Table 1.

The Boot Block 72 can be identified during system

initialisation by a process of scanning for its unique
signature in the header of its first sector MAA sector
72a.

The control operations which allow the cyclic storage
of data to be performed will now be described. With
reference to Figure 7 there is shown the the flow of
operations which result from a sector write command, and

their relative frequencies of occurrence where N is the
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Flash physical blocksize, in sectors and F is the size of

a file being written, in sectors.

No writing of control data structures to Flash memory

20 1s required within this sequence, which 1is a
significant factor contributing to high data write

‘performance. When control structures in Flash ﬁemory 20
héve to be modified, a control write operation is
performed.

The Address Translate operation 76 implements a
logical to physical address translation and is performed
before every sector write operation to establish the
existing physical location of the logical sector which is
about to be wriften, or to locate the sector for a read
operation. In all cases where a valid version of the
sector exists in Flash memory 20, the target logical
address may optionally be verified in the header of the
sector by a sector read operation. Address translation
is separately described in full.

The Block Assign operation occurs when a sector
write operation causes one of the write pointers to jump
to a new block, or a new block must be made available for
a control structure. The operation 78 allows the new
block to be assigned by using the top entry on the

Allocation Block List (ABL).
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Only two Dblocks with obsolete sector data are
permitted to be associated with each of the DWP and SWP
write pointers. When a data sector is to be written
which would create obsolete data in a third block, a COB
change operation 77 1is performed to assign this third
‘block as one of the two permitted COB blocks, and to
perform a block erase ope‘ration on the one of the two
current COB blocks. The COB block selected to be changed
is generally the block with the lesser number of wvalid
sectors which must be relocated, but may also be the
older of the two COB blocks. If the selected COB block
contains a write pointer, the other COB block is
alternatively selected for the block erase operation.
The appropriate COB data structure in processor RAM is
updated.

A data block erase operation 79 causes a single
block in physical memory of the Flash memory 20 to be
erased. COB data structures in processor RAM are used to
determine if the blockl contains any valid data sectors
which must first be relocated. Sectors. are relocated by
writing them at the DRP or SRP pointers, as appropriate.

When an obsolete block is to be erased as a result
of a COB change operation 78, a sector relocate operation
must be performed i1f the block contains any valid

sectors. Valid sectors must be read from the obsolete
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block, and written at the appropriate DRP or SRP write
pointer address, before the obsolete block is erased.

When the Sector List Update operation 80 is
performed a record in either the DWSL, SWSL, DRSL, or
SRSL, as appropriate, 1s modified or created to record
" the sector which is being written or relocat.:éd. If the
maximum number of records in the sector list is exceeded,
a control write operation 84 is triggered.

During the ABL Update operation 82 the ABL is
modified to remove the address of an erased block whichh
has been allocated for use. If the ABL becomes empty, a
control write operation 84 is triggered.

During CBL Update operation 81 the CBL is modified
to add the address of a block which has been erased
during operation of the device. If the CBL becomes full,
amcontrol write operation 84 is triggered.

In Figure 8 there is shown, in more detail, the
address translation operation 76 ih more detail and in
particular the flow of operations which must take place
to perform the sector address translation function.

The characteristics of individual operations
performed during the address translation operation 76
will now be described in more detail.

A sector 1is identified as relating either to userx
data or system data, and a Write Sector List (WSL) search
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86 1s made of records in either the DWSL and DRSL, or
SWSL and SRSL, as appropriate. A record search reguires
a check to be made for the target address lying within
the address range for the record determined by the record
start address and the record length.

A SAT cache search operation 87 is performed only
for data sectors. It requires a check to be made for the
target address lying within the address range for the SAT
céche determined by the cache start address and the cache
length of 16 sectors. For operations on a logically
contiguous file, 15 out of 16 sectors will result in a
SAT cache hit. When a miss occurs, the cache is refilled
with the following 16 sector addresses when the TSAT orx
SAT page is subsequently read.

A TSATI read operation 89 requires the TSATI field
t; be read from the most recently written TSAT sector in
the target SAT block, and a search made in its index
entries for the target SAT sector address. A TSATI read
and search may only be'nedgssary after a SAT cache search
87 miss, which is for 1 in 16 sectors for a sequential
file. However, the processor keeps in processor RAM the
logical address of the last SAT sector 62c accessed, and
the physical location of the corresponding TSAT sector
62a or SAT sector 62c, and if this corresponds with the

target SAT sector,. a TSATI search 1is unnecessary.
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Therefore, a TSATI read 1is required only once per 128
sectors for a sequential file, since a SAT sector has
addresses for 128 data sectors.

The SAT read / SAT cache fill operation 91 and TSAT
read / SAT cache £fill operation 90 are identical, and
require a SAT sector 62c or TSAT sector éZa or 62b to be
read, and sixteen SAT enfries to be loaded into the SAT
cache in processor RAM. The processor keeps within the
processor RAM, the address of the last accessed SAT
block. Therefore, it is only necessary to read a SATA
sector 66a or an EBM sector 64a to determine the physical
address of a SAT block 62 when the SAT block 62 has
changed from the one used during the previous address
translation operation.

The physical address calculation 88 1is performed
wﬁén a target sector address 1is identified as lying
within a sector 1list record and the calculation 92
allows, 1ts position relative to the start logical
address to Dbe deterﬁinéd and its wvirtual address
calculated from the sector address and block address
fields of the record.

The Typical operations flows for address translation

for Data sectors which are logically sequential are as

follows:
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15 in each 16 sectors for the Sector list search
operation 86 followed by the SAT cache search operation

87;

1 in each 16 sectors for the Sector 1list search

operation 86, followed by the SAT cache search operation
87 and the TSAT or SAT read / SAT cache fill operation 90

oxr 91.

1 in each 128 sectors for the 8ector list search

operation 86 followed by the SAT cache search operation
87, the TSATI read operation 89 and the TSAT or SAT read
/ SAT cache fill operation 90/91.

The operation flows for .address translation for
System sectors in a typical case 1is the Sector 1list
search operation 86 followed by the Physical address
calculation operation 88 upon identification of a target
sector address within a sector list record.

However, in a worst case scenagio the flow i1is Sector
list seaxch operation 86 followed by TSATI read operation
89 and TSAT or SAT read / SAT cache £ill operation
90/91.

The Control_Write Operation 84 implements a control
write operation which updates control data structures in
Flash memory 20 . The flow of operations involvedin the

control write operation 84 is ijllustrated in Figure 9.
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Each of the operations which make up a control write
have two components. The first component relates to data
structures which enable logical to physical address
mapping for data sectors supplied by a host system 12,
and the second component relates to data structures which
manage erased blocks within the Flash‘memory 20 and their’
scheduling for use in writing data or cont£ol structures.

The sector list release operation 94 is performed on
the DWSL and DRSL together, or the SWSL and SRSL
together, 1if the current control write operation was
triggered by termination of a record in a sector 1list.
If the control write operation was triggered by a CBL or
ABL updaté operation, all sector lists are terminated. A
sector 1list vrelease causes all required information
relating to sectors and blocks contained within the 1list
to be transferred to data structures in Flash memoxry 20,
and the sector list data structure in the processor’s
volatile RAM to be cleared.

The TSAT write operation 96 is performed during a
sector 1list release to store in Flash memory 20 the
virtual addresses for sectors within the records in the
DWSL and DRSL or within records in the SWSL and SRSL.
When a TSAT sector 62a or 62b is written, it is located
at the first available sector position in the TSAT

partition of the SAT block to which the sector relates.
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If the TSAT partition ‘is full, a SAT block write
operation must be performed.

The SAT write operation 98 requires one or more
sectors of a single SAT block 62 to be modified to
incorporate new entries for all sectors referenced by
valid TSAT sectors 62c¢ within with the SAT block 62. It
is performed wﬁen the TSAT partition within a SAT block
becomes £illed. All sectors of the SAT block are
rewritten with or without modification to a newly
assigned SAT block. The previous location of the SAT
block is erased and a modified SATA secto£ written.

The SATA write operation 100 requires an updated
SATA sector 66a to be written to record a changed address
for a SAT block 62. The EBM sector 64a is written with
updated SATA Index information.

When a SATA sector 66a must be written and no erased
sector exists in the SATA block 66, a block assign
operation is performed and the SATA' sector written to its
first sector by SATA Elodk more operation 102. The EBM
sector 64a is written with updated SATA Address and SATA
Index information. The previous location of the SATA
Block 66 is erased, and its address added to the CBL.

The EBM sector write operation 95 updates erased

block management data structures in Flash memory 20 and

the ABL and CBL in processor RAM.
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When the Map block 64 dis filled, all wvalid Map
sectors as identified in the Map index in the EBM sector
are rewritten to a new assigned block, together with an
EBM sector by Map Block Move operation 97. ‘The previous
location of the Map block 64 is erased and a modified MA

. sector 68a written.

The MA Write operation 99 ensures this modified MA
sector 68a is written when the new Map block is written.

When an MA sector 68a must be written and no erased
sector exists in the MA block 64 , a block assign
operation is performed and the MA sector 68a written to
the first sector 64b of MA Dblock 64 by MA block move
operation 101. The previous location of the MA block 64
is erased, and its address added to the MAA sector 72a in
the boot block 72.

When the address of MA block 68 changes as a result
of an MA block move operation 101, an updated MAA sector
72a 1s written to the boot block 72 by MAA write
operation 103.

When an MAA sector must be written and no erased
sector exists in the boot block 72, a boot block rewrite
operation 104 is performed. A second copy of the boot
block exists and contains only the BBP, Information
Structure and Identification sectors. The current MAA

sector 72a is written to this second boot block copy, and
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the first boot block copy 1is erased. The BBP,
Information Structure and Identification sectors are then
written back from the second copy to the first copy. The
second copy then becomes the active copy, and the first
copy 1s held as a security copy. Subsequent MAA sectors
are only written to the second copy.

The EEM Sector Write Operation 95 will now be
described in more detail with reference to Figure 10
which'shows the flow of operations required to perform
the EBM sector write function.

The flow diagram shown in Figure 10 defines the
block sequencing algorithm 115 for erased block
allocation for use in writing data or control structures.
If the memory system 10 is not full, that is there are
erased Dblocks marked in bitmaps in one or more Map
sectors 64b, the block addresses added to the end of the
Erased Block List data structure, which solely defines
blocks for allocation and use, relate to a combination of
blocks from Map sectors and blocks from the CBL which
have recently been erased. If the memory system is full,
that is there are no erased blocks marked in Map sectors,
the block addresses added to the end of the Efased Block
List only relate to blocks £from the EBL which have

recently been erased. In this case, erased blocks are
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Prior to a Map write operation, the EBL is defined
in the EBM sector 64a by the EBLS and EBLL pointers. The
first 16 entries 1in the EBL are addresses of blocks
contained in the ABL in SRAM 30 immediately after the
previous Map write operation. Addresses in the ABL in
SRAM 30 may relate to blocks which have been allocated
for use since the previous Map write operation, or to
eraéed blocks which are available for allocation. The
ABL and CBL may both be full, partially filled, or empty
at the start of a Map write operation. A schematic
representation of this operation is shown in Figure 11.

The Map Source Sector Select operation 105 selects a
source sector in the Map for reading erased block
addresses by searching forwards from the position of the
MSP pointer as it was at the completion of the previous
Map write operation. The MSP behaves as a cyclic pointer
advancing through physical address space. If no erased
blocks are indicated in any Map sector, as determined
from the Map Count parameter, exchange operations with
Map sectors are omitted.

The Map Destination Sector Select operation 106
finds a destination sector in the Map for writing erased
block addresses by inspecting the block addresses in the

CBL. Only one destination sector is selected.
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The CBL2Map operation 107 ensures any block
addresses in the CBL which relate to the selected Map
destination sector are removed, and the corresponding
bits in the Map destination sector are set to the erased
state. The Map sector is rewritten to Flash, unless the
same sector is also the Map source sector. The CBL need
not be‘ emptied by this operation 107, and may contain
residual cleared blocks which could not be written to the
Map destination sector. The state of the data structurgs
following this operation is shown in Figure 12.

The ABL and CBL Compaction 108 ensures the CBL is
compacted by shifting the entries for residual cleared
blocks to the beginning of the CBL and that the ABL is
compacted by removing entries for allocated blocks which
are associated with the sector 1list release being
p;rformed during the same control write operation, and
shifting remaining entries to the beginning of the ABL.
The state of the data structures following this operation
is shown in Fig. 13.

The Map2CBL operation 110 ensures block addresses
corresponding to bits in -the Map source sector between
the MSP pointer and the end of the sector, which are in
the erased state, are written to the CBL and the bits in
the Map source sector are changed to the unerased state.

During this operation as many blocks as possible are
Kingston Technology Company, Inc., et al. EX1058
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written, filling the CBL if possible with the CBL being
used as a write buffer in this operation. The Map sector
is rewritten to Flash memory 20 and the MSP pointer is
changed to point to the last block written in the CBL.
The state of the data structures following this operation
is shown in Fig. 14.

The CBL2EBL operation 111 ensures the block
addresses buffered in the CBL 117 are added to the end of
the EBL, and the CBL is cleared. The blocks added to the
EBL are a combination of recycled blocks from the CBL
which are residual blocks remaining after the CBL2Map
operation, and blocks defined by the cyclic MSP pointer
which were loaded during the Map2CBL operation 110. The
state of the data structures following this operation are
shown in Figure 15.

) The EBL2ABL operation 112 ensures the ABL is filled
by writing as many block addresses as required from the
head of the EBL 118, or from positions 118a in the EBRL
118 immediately followingf%ny ava&lable blocks already in
the ABL 11l6. The addresses of unreleased allocated
blocks at the head of the ABL are copied to the head of
the EBL. The EBLS pointer is updated to make the first
block addresses in the ABL and EBL correspond, and the
EBLL is modified. The state of the data structures

.following this operation is shown in Figure 16.
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The EBM Write 113 ensures all required fields in the
EBM sector which is buffered in the controller 16 are
updated, and the sector is written to the Map block 64.

Cyelie Storage operation achieves its high

performance in part by exploiting the unique traceable
characteristics of the data structures stored in Flash
memory 20 to allow volatile SRAM 30 within the controller
16 to be used for short-term storage of control data
structures. This can be done without risk of loss of
information when the controller is powered down.

A vital step in the initialisation of the system 10
after it is powered up by a host 12 is the reconstruction
of the data structures in SRAM 30 from those in Flash
memory 20. All control data structures in Flash memory
must be found, then the recently written host data
structuies must be scanned to reconstruct the SRAM 30
data structures.

The data structures in Flash wmemory 20 are
reconstructed by the following process, which makes use
of the reference tree for data structures shown in Figure
6.

The boot block 72 is found by scanning sectors from
the lowest physical address in Flash memory 20. The BBP

sector 72b is always the first sector of the boot block

Kingston Technology Company, Inc., et al. EX1058

Kingston Technology Company, Inc., et al. v. Vervain, LLC IPR2025-00616
58 of 86



WO 03/027828 PCT/GB02/04381

57

72, and contains a uniquely identifiable signature in its
header which allows it to be identified. Only sectors
which can be the first sector of blocks with the smallest
supported blocksize need be read. Blocks at the lowest
addresses in Flash memory 20 which may be defined as
always storing firmware code need not be scanned. The
scanning process to identify the boot block is very
short, as the boot Dblock 1is located at the first
available block at the beginning of Flash wmemory,

following any blocks for firmware storage.

The BBP sector 72b and valid MAA sector 72a within

the boot block 72 are found, read and verified.

The second copy of the boot block is found and

verified, at the address defined in the BBP sector 72b.

The Map Address block 68 is found, as defined in the

MAA sector 72a, and its wvalid MA secto% 68a found and

verified.

The Map block 64 is'found and verified, as defined in

the MA sector 68a.

The valid EBM sector 64a within the Map block 64 is

found and verified.

The ABL, write pointers, sector lists and COBs are

initialised, according to fields in the EBM sector 64a.
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The SATA block 66 and valid SATA sector 66a are fTound

and verified, as defined in the EBM sector 64a.

The data structures in volatile RAM are then

reconstructed by the following process. The first 16
entries of the EBL in the EBM sector 64a are read to

establish the ABL contents after the immediately

preceding control write operation.
The Write Pointers field in the EBL sector 64a is

read. This defines the location of the DWP, DRP, SWP and
SRP pointers immediately after the last control write
operation in which sector 1list records were terminated,
and also defines the order of blocks, if any, written by
each pointer between that control write operation and the
%mmediately preceding control write operation.

Sectors are read from any such identified blocks, to

establish a chain of linked logical sectors at the DWP.

This information is used to build the DWSL record.

The first sectors in blocks in the reconstructed ABL
are read in sequence, to identify blocks associated with
the DWP from sector headers contained in the blocks.
When such a Dblock is identified, all its sectors are

read, and building of the DWSL record, as in step 3, is

completed.
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Blocka associated with the DWP, identified in step 4,

are marked &a allocated within the ABL, to constzruct the
curxent version of the ABL as it eximted prior to  the

previous power-Aaown.

Theae steps are repeactad for the DRP, SWP, and SRP,

to reconstruct ths DRSL, SWSL and SRSL. This also
completas the reconstruction of the ABL.

The DCOBLY, DCOB2, SCOBL and SCOB2 data structures .as

they axisted afcter the immediately praceding control

wiite are yead from the EBM masctor.

Address translacion is performed in asequence for tche

sectors in the DWSL, DRSL, SWSL and SRSL records which
have already been reconstructed, to identify che sequence
of sectors and blocks which have bacome obsol=te since
ths immadiacely preceding control write. This allowa che
avolurion of the COBda to be raconatructed and the CBL to
be e&reated. Any obsolete sectors thus identified which
appear in SWSL records which have bean reconstructed are
removed from these records. No obsolete asctors aée
created by write oparactions at the DRP and SRP, and
racords assoclated with them can be neglected in chis

ECap.

These reconstructed versions of the DWIL, DRSL, SWSL,
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SRSL, ABL, CBL, DCOB1, DCOB2, SCOBl, and SCOB2 are used
for subsequent device operations.

A set of power loss recovery functions can be
employed to repair data structures if they are either
corrupted or dc not correspond to each other as a result

of power loss during normal operation.

These functions make use of the same characteristics

of traceability within Cyclic Storage media management
. operation that allow the reconstruction of the data
structures in volatile RAM during initialisation as has

been described.

Various modifications may be made to the arrangement

as hereinbefore described without departing from the
scope of the invention. For example, a system which
inéorporates a flash disk device may be physically
partitioned in sevefal ways, accerding to the system
architecture, however, all systems denerally conform to
the structure described:hgyein before. For example the
flash memory 20 is shown ié figuré 1 as being part of a
memory system 10 , however, it may alternatively be on a
removable card and may connect to a host system via a
logical interface 14 which as befor? conforms to industry
2

standard protocols. Examples of such industry standards

being PCMCIA ATA, CompactFlash and MultiMediaCard. In
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such an arrangement the controller may be on a removable
card in which case the controller is typically a single
integrated circuit. The Flash memory 10 my consist of
one or more integrated circuits and the controller may be
integrated on the same integrated circuit as the Flash
memory .

It could also be the case that the host. and the
flash system may be physically partitioned such that only

the Flash memory is on a removable card, which has a

physical interface to the host system. A hierarchy of
this arrangement is shown in figure 17. An example of
such a removable Flash memory card is SmartMedia. The

controller is located within the host system 11 and may
take theo form of an integrated circuit, or of firmware
which is executed by a processor within the host system.
Alternatively the method of the present invention
may be implemented in an embedded memory system which is
not physically removable from a h;st system. Such a
system may have the sémef‘partitioning as 1is used for a
memory system on a removable card, with the controllexr
being in the form of an integrated circuit and with a
logical interface conforming to industry standard

protocols. However, the controller may also be

integrated with other functions within the host system.
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In the arrangement described, each sector is
identified by a LBA, however, it may also be identified
by and address in the Cylinder/Head/Sector (CHS) format
originally used with magnetic disk devices. Also in the
described arrangement the controller hardware is

- dedicated arcﬁitecture in a separate integrated circuit,
however, elements of the controller hardware, such as the
microprocessor, may be shared with other functions within
the host system. Additionally the c¢yclic storage
management algorithm may be implemented in a
microprocessor withing the host system or the process ﬁay
be performed via a standard microprocessor input/output
ports without any dedicated co troller hardware. If the
controller 1is part of an embedded memory system and
shares its wmicroprocessor with other functions of a host
system, the logical interface for the control of the
memory system may be implemented directly Withing
firmwaré executed by the processgf,' this wmeans that
hardware registers may 'be  éliminated and variables may be
passed directly to a controller function which may be
called by a host function within the firmware code. |

In the flash wmemory system described previously,
data transfer between the host or flash interfaces and
the SRAM are performed by DMA however in an alternative
embodiment a separate wmemory block could be used
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exclusively for buffering sector data. Typically this
memory block could be a dual port RAM, with ports
allocating independent access by the host interface
control block and the flash interface control block.

In the described arrangement the wmemory blocks into
which the memory sectors were arranged were described as
being a physical structure within the flash memory
comprising 32 sector locations, however it 1is also
possible that these memory blocks comprise 16 Sector
locations. Also the memory blocks an alternatively be
virtual Dblocks comprising physical blocks distributed
across multiple flash chips or multiple independent
arrays within the same chip which are erased in a single
operation by the controller. " Where é virtual block
comprises M physical Dblocks, each with capacity for N
.secéors, the wvirtual block has capacity for M*N sectors.
A virtual block is treated in exactly the same way.as a
physical block by the cyclic storage media management

algorithms.

It should also be noted that the ROM and expansion

port of the controller are optional features only and

need not be included in the controller for performing the

cyclic storage management operation.
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The present invention can be implemented by a computer program operating
on a microprocessor. An aspect of the present invention thus provides a storage
medium storing processor implementable instructions for controlling a processor to

carry out the method as hereinabove described.
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Block Type Sector Type Field
60~ Data Data sector
TSAT sector TSAT Index (TSATI)
62 ~{ SAT
SAT sector
Map Map sector MZF (in header)
EBM sector EBL
64 ~— EBLS
EBLL
EBC
Map Count
Map Index
MSP
MDP
DCOB1
DCOB2
SCOB1
SC0B2
Write Pointers
Last TSAT
SATA Address
SATA Index
66 ~ SAT Address (SATA) SATA sector
68~ Map Address (MA) MA sector
70~ Bad Block List (BBL) BBL sector
Boot Block (BB) BB Parameter (BBP) sector
T ] Information Structure sector
Identification sector
MA Address (MAA) sector
67~ Firmware Firmware sector

Table 1
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Data Structure

Data Write Sector List (DWSL)

Data Relocation Sector List (DRSL)

System Write Sector List (SWSL)

System Relocation Sector List (SRSL)

Data Current Obsolete Block 1 (DCOB1)

Data Current Obsolete Block 2 (DCOB2)
1 (SCOB1)

System Current Obsolete Block 2 (SCOB2)

DWP, DRP, SWP, SRP Write Pointers

Allocation Block List (ABL)

Cleared Block List (CBL)

SAT Cache

System Current Obsolete Block

Table 2
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l. A non-volatile memory system comprising;:
volatile memory;
non-volatile memory including control data structures; and

a controller coupled to said non-volatile memory, said controller for maintaining
lists in volatile memory of blocks in the non-volatile memory allocated for storage of
logical sector data and of blocks recently erased in the non-volatile memory, said
controller further for transferring information from the lists in the volégle mefnory to
control data structures in the non-volatile memory less frequently .than the rate at which
the contents of the lists in volatile memory are changed such thaf the lists in the volatile
memory can be reconstructed at any time from existing information within the non-

volatile memory,

wherein the number of read and write accesses to the non-volatile memory for control data

structures is reduced thereby increasing the write speed of the memory system for host data.

2. A non-volatile memory system as recited in claim 1 wherein information from the
lists in the volatile memory is transferred to control data structures in the non-volatile memory
concurrently with logical to physical mapping information for sectors from other lists in the

volatile memory.
3. A non-volatile memory system comprising:

non-volatile memory including blocks which are in the erased states and blocks

which have been recently erased; and

a controller coupled to a non-volatile memory and including a volatile memory,
wherein the controller maintains a first list of all blocks in the non-volatile memory which
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are in the erased state and which are not included in other lists, the controller further
maintains a second list of blocks in the non-volatile memory which have been recently

erased,

wherein even use of blocks in the non-volatile memory for storage of data over a long
period of operation is achieved and “hotspots” in non-volatile memory usage is avoided thereby

increasing reliability of the memory system.

4. A non-volatile memory system as recited in claim 3 wherein the non-volatile
memory includes control data structures and information from the lists in the volatile memory is
transferred to the control data structures concurrently with logical to physical mapping

information for sectors from other lists in volatile memory.

5. A method of operating a non-volatile memory system comprising:

volatile memory,

non-volatile memory including control data structures; and

acortroller coupled to said non-volatile memory, the method comprising said
controller maintaining lists in volatile memory of blocks in the non-volatile memory
allocated for storage of logical sector data and of blocks recently erased in the non-
volatile memory, said controller further transferring information from the lists in the
volatile memory to control data structures in the non-volatile memory less frequently
than the rate at which the contents of the lists in volatile memory are changed such
that the lists in the volatile memory can be reconstructed at any time from existing
information within the non-volatile memory,

wherein the number of read and write accesses to the non-volatile memory
for control data structures is reduced thereby increasing the write speed of the

memory system for host data.
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6. A method as recited in claim 5, wherein information from the lists in
the volatile memory is transferred to control data structures in the non-volatile
memory concurrently with logical to physical mapping information for sectors from

other lists in the volatile memory.

o A method of operating a non-volatile memory system comprising:

non-volatile memory including blocks which are in the erased states and
blocks which have been recently erased; and

a controller coupled to a non-volatile memory and including a volatile
memory, wherein the method controller comprises maintaining said first list of all
blocks in the non-volatile memory which are in the erased state and which are not
included in other lists, the controller further maintaining a second list of blocks in the
non-volatile memory which have been recently erased,

wherein even use of blocks in the non-volatile memory for storage of data
over a long period of operation is achieved and “hotspots” in non-volatile memory

usage is avoided thereby increasing reliability of the memory system.

8. A method as recited in claim 7 wherein the non-volatile memory includes
control data structures and information from the lists in the volatile merhory is
transferred to the control data structures concurrently with logical to physical

mapping information for sectors from other lists in volatile memory.

9. A storage medium storing processor implementable instructions for

controlling a processor to carry out the method of any one of claims 5 to 8.

10. A system substantially as hereinbefore described with reference to and as
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shown in any of the accompanying drawings.

1. A method substantially as hereinbefore described with reference to and as

shown in any of the accompanying drawings.
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