


Cloud Computing Bible 



Cloud £omputing 
• • .... · Bible 

Barrie Sosinsky 

~ 
WILEY 

Wiley Publishing, Inc. , 



Cloud Computing Bible 

Published by 
Wiley Publishing, Inc. 
10475 Crosspoint Boulevard 
lndianapolis , lN 46256 
www.wiley.com 

Copyright© 2011 by Wiley Publishing, Inc., Indianapolis, Indiana 

Published by Wiley Publishing, Inc. , lndianapolis, Indiana 

Published simultaneously in Canada 

ISBN: 978-0-470-90356-8 

10 9 8 7 6 5 4 3 

No part of this publication may be reproduced, stored in a retrieval system or transmitted in any form or by any means, 
electronic, mechanical, photocopying, recording, scanning or otherwise, except as permitted under Sections 107 or 108 
of the 1976 United States Copyright Act, without either the prior written pennission of the Publisher, or autho1ization 
through payment of the appropriate per-copy fee to the Copyright Clearance Center, 222 Rosewood Drive, Danvers, MA 
01923, (978) 750-8400, fax (978) 646-8600. Requests to the Publisher for permission should be addressed to the 
Permissions DeparLment,John Wiley & Sons, lnc., 111 River Street, Hoboken, NJ 07030, 201-748-6011, fax 201-748-
6008, or online at h ttp://www . wiley. c om/go /pe rmi s sion s . 

UMlT OF LlAB1UTY/01SCLAIMER OF WARRANTY: THE PUBLISHER AND THE AUTHOR MAKE NO 
REPRESENTATIONS OR WARRANTIES WITH RESPECT TO THE ACCURACY OR COMPLETENESS OF THE 
CONTENTS OF THIS WORK AND SPECIFICALLY DISC1_AIM ALL WARRANTIES, INCLUDING WITHOUT 
UMlTATION WARRANTIES OF FITNESS FOR A PARTlCULAR PURPOSE. NO WARRANTY MAY BE CREATED 
OR EXTENDED 13Y SALES OR PROMOTIONAL MATERIALS. THE ADVlCE AND STRATEGIES CONTAINED 
HERElN MA y NOT BE SUITABLE FOR EVERY SITUATION. nus WORK IS SOLD WIT H THE UNDERSTANDING 
THAT THE PUBLISH.ER IS NOT ENGAGED IN RENDERING LEGAL, ACCOUNTING, OR OTHER PROFESSIONAL 
SERVICES. If PROFESSIONAL ASSISTANCE IS REQUIRED, THE SERVICES OF A COMPETENT PROFESSIONAL 
PERSON SHOULD BE SOUGHT. NEITHER THE PUBLISHER NOR THE AUTHOR SHALL BE LIABLE FOR 
DAMAGES ARISING HEREFROM. THE FACT THAT AN ORGANIZATION OR WEBSITE TS REFERRED TO lN 
Tl-ilS WORK AS A CITATION AND/OR A POTENTIAL SOURCE OF FURTHER INFORMATION DOES NOT MEAN 
THAT THE AUTHOR OR THE PUBLISHER ENDORSES THE lNFORMATlON THE ORGANlZATlON OR WEBSITE 
MAY PROVIDE OR RECOMMENDATIONS IT MAY MAKE. FURTHER, READERS SHOULD BE AWARE THAT 
INTERNET WEBSITES LISTED lN nus WORK MAY HAVE CHANGED OR DISAPPEARED BETWEEN WIIEN 
THIS WORK WAS WRITTEN AND WHEN IT lS READ. 

For general information on our other products and services or to obtain technical support, please contact our Customer 
Care Department within the U.S. at (877) 762-2974, ou rside the U.S. at (317) 572-3993 or fax (317) 572-4002. 

Library of Congress Control Number: 20 10941512 

Trademarks: Wiley, the Wiley logo, and related trade dress are trademarks or registered trademarks of John Wiley & Sons, 
Inc. ancl/or its affiliates in the United States and other counu·ies, and may not be used without written permission . All 
other trademarks are the properly of their respective owners. Wiley Publishing, Inc. , is not associated with any product or 
vendor mentio11cd in this book 

Wiley also publishes its books in a variety of electronic fonnats. Some content that appears in print may not be available in 
electronic books. 



This book is dedicated to my sister Gina Sosinsky, with love. 



About the Author 
Barrie Sosi11sky has written about computers and technology for more than 25 years beginning 
with writing about personal computers for the Boston Computer Soci.ety in the early 1980s. He has 
published books on operating systems , applications, databases, desktop publishing, and network­
ing for publishers such as Que, Sybex, Ventana, lDG, W iley, and others and seen the industry 
change and reinvent itself several times. His last book was Wiley's Networking Bible. 

At heart Barrie is a PC enthusiast. He loves building computers, finding and learning about new 
applications that allow him to do new things, and keeping up with the latest advances in the field 
of computer technology, which he believes is just in its infancy. Having lived long enough to see 
the Boston Red Sox win not one but two World Series, he remains committed to living long 
enough to see grandchildren and to see someone clone a wooly mammoth. To this list (replacing 
the Red Sox) he adds the new milestone of holding a universal translator in his hands; a device he 
believes will appear within this decade. 

Barrie lives in Medfield Massachusetts about 25 miles southwest of Boston with his six cats Stormy, 
Shadow, Smokey, Scamper, Slate, and Spat as writing companions; Scout the wonder dog; his son 
Joseph; his daughter Allie; and his wife Carol; surrounded by pine trees, marauding deer , wild tur­
keys, and the occasional fox and coyote. 

Yo u can reach Barrie at b sosins ky@minds p r ing. com, where he welcomes your comments and 
suggestions. 



Credits 

Senior Acquis itions Editor 
Stephanie McComb 

Project Editor 
Martin V. Minner 

Technical Editor 
Benjamin M. Schupak 

Copy Editor 
Gwenette Gaddis 

Editorial Director 
Robyn Siesky 

Editorial Manager 
Rosemarie Graham 

Business Manager 
Amy Knies 

Senior Marketing Manager 
Sandy Smith 

Vice President and Executive Group 
Publisher 
Richard Swadley 

Vice President and Executive Publisher 
Barry PruetL 

Project Coordinator 
Patrick Redmond 

Graphics and Production Specialis ts 
Nikki Gately 
Andrea Hornberger 

Quality Control Technician 
Lindsay Littrell 

Proofreading and Indexing 
Evelyn Wellborn 
Sherry Massey 



! 
{ 

l 

) 
........ ........-,. ................................. -----·---, .. -- .. ...-..w....._.. ..,.......,_ ....... __ _ "' ..,._,_,,.._ __ .. ,,, ~J 

Cloud Compu.li.ng Bible is Wiley's general introduction to an important topic in large book format. A 
Bible is a book that is meant to be read by knowledgeable readers who are not subject malte r 
experts in a topic but want to have an in-depth introduclion to Lhe various individual subjects con­
tained within. It is assumed that the reader of this book may be a generalist, a developer, a system 
architect, a programmer, or perhaps something else, and therefore the content in a Bible must con-
tain information for each member of this book's audience. • 

Cloud computing is a vast topic that encompasses many different subjects. To adequately describe 
what cloud computing offers, we must discuss infrastructure, service-oriented archileclures, social 
networking, unique protocols , open and slandard Application Programming Interfaces (APls), and 
dozens of olher top Les. Even a large book can address many of these topics in only an introductory 
manner. However , this book tries to give you at least the basic information you need on all the 
related topics, as well as pointers to additional information sources. 

ln the last several years, many books have been published on cloud computing. Each book has 
attempted to present some element of lhe topic for a particular audience. [n this book, 1 do not 
make the assumption thal-you are a particular type of reader, nor do l assume lhat you are 
approaching 1.he topic with a fresh view. This Bible was written to serve as the introductory course 
in Lhe lopic at a university level, but it is nol a textbook. You can pick up and read Lhis book al any 
particular chapter because the material doesn't build upon itself. 

Many topics in this book are unique to this book and are based on published information that is 
both current and timely. In researching this book, 1 attempted to bring into the discussion all the 
new trends, experiments , and products that have made cloud compuling such a dynamic area. 
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In the five months that I have been researching and writing Cloud Computing Bible, it has 
become clear to me that most people recognize thaL cloud compULing is a big deal, even if they 
are not really clear why that is so. Eve1y day newspaper and magazine articles and radio and 

TV stories report on cloud computing. The phrase ''in Lhe cloud" has entered into our colloquial 
language. You may have heard that the United States government has initiated a "cloud initiative," 
or that nearly 75 percent of Lhe developers at Microsoft are currently working on "cloud-related" 
products, or that a phone or service stores its data in the cloud. The cloud is therefore this amor­
phous entity that is supposed to represent the future of modern computing. 

ln reality, the cloud is something that you have been using for a long time now; it is the lntemeL, 
along with all the associated standards and protoco ls that provide a set of Web services to you. 
When you draw the Internet as a cloud, you are representing one of the essential characteristics of 
cloud computing: abstraction. ln the cloud, resources are pooled and parLiLioned as needed, and 
communications are standards-based. 

The Internet was begun as a network of networks, with an architecture that was redundant and 
could survive massive disruption . What the original system architects of the Internet could not 
have anticipated is that the size of resources attached to it would become massively scalable, which 
is the second characteristic of cloud computing. 

Google's infrastrucLure, for example, which is described in this book in Chapter 9, spans 30 data­
cemers around the world with over a million computers; infrastructure that Google now leases out 
LO developers upon which applications may be staged. So the third and equally as important char­
acteristic of cloud computing is that the cloud is a "utility" and that services are provided using a 
pay-as-you-go model. 

A computing 1.nility has been a dream of computer scientists and industry luminaries for several 
decades. With a utility model of computing, an application can start small and grow to be enor­
mous overnight. This democratization of computing means that any application bas the potential 
to scale, and that even the smallest seed planted in the cloud may be a giant. 

Cloud computing will affect your life in Lhe following ways in the next ten years: 

• Applications in the cloud will replace applications that are local LO your devices. 

• Information will become cheaper, more ubiquitous, and easier Lo find because the cloud 
makes it cheaper to scale applications and connections to always-on networks such as 
wireless carriers that make the information always available. 

XXV 



Introduction 

xxvi 

• The cloud will enable new social services by connecting users via social networks that are 
constructed using multiple cloud services. 

• New applications will be easier to create and will be based on standard modular parts. 

• It will lessen the role that proprietary operating systems have in our daily computing. 

• You will be connected through the cloud wherever you are and at all times. 

Frankly, it is hard to predict what new capabilities the cloud may enable. The cloud has a trajec­
tory that is hard to plot and a scope that reaches into so many aspects of our daily life that innova­
tion can occur across a broad range. 

Many technologically sawy people have told me they don't understand what the fuss about cloud 
computing is; in fact, they believe there is nothing new about cloud computing, at least rrom a 
technological standpoint. Indeed, they have a point. The technologies that enable cloud comput­
ing- system and resource virtualization, thin clients (browsers, for example), virtual private net­
works and tunneling, and others-are all technologies that existed before anyone ever began to 
talk about cloud computing. That is all true. Cloud computing is a revolutionary way of architect­
ing and implementing services based on evolutionary changes. Cloud Computing Bible attempts to 
explain how this all came about. 

How to Read This Book 
Cl.oud Computing Bible is made up of 21 chapters in five parts. To read this book and get the most 
out or it, you should know about basic computer operations and theory. You should be able to 
turn a computer on and know what operating system is running, how processing and input/output 
is used, and be able to connect with a browser to different Web sites. You should understand the 
basic user interface elements used by many browsers, such as Microsoft Internet Explorer, Mozilla 
Firefox, Apple Safari, or Google Chrome. 

These are basic skills without which it would be hard to effectively maximize the value contained 
in this book. If you don't have these skills, Wiley publishes a number ol' introductory computer 
books that will give them to you. 

lt doesn't matter which type of computer operating system you use because most or cloud computing 
is operating-system-neutral. Indeed, as time goes by, it may not matter whether you use a computer 
at all. Mobile devices sucb as smartphones and tablets are on their way to displacing computers in 
many venues. lf you have some familiarity with smartphones, that would be helpful in understanding 
the last part of this book on mobile-based cloud applications, but it isn 't a necessity. 

Part T of the book, called "Examining the Value Proposition," defines what cloud computing is and 
why you should be interested in it. This vocabulary, along with description or cloud architectures 
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and types, will allow you to discuss cloud computing in a standard way and serves to give you a 
framework over which you can place all the different service types that make cloud computing 
such a Iich area. 

Part II, called «u sing Platforms," looks at th.e fundamental features thaL make a cloud computing 
application unique. You get a background in the concepts of abstraction and virtualization, along 
with methods for examining how applications are scaled. This part contains several chapters of 
vendor-specific services thaL are illustrative of different cloud computing models. In several chap­
ters, I discuss vendors rhaL are thought leaders in different fields of cloud computing. For infra­
structure, I've chosen Lo highlight Amazon Web Services, and for platforms and se1vi.ces, you learn 
about the efforts of Google and Microsoft in cloud computing. 

ParL lll, "Exploring Cloud infrastructures," contains two chapters about managing the cloud and 
working with the cloud securely. The cloud builds on standard distributed networking technolo­
gies, applied over systems with large resources, often over federated systems and services. 

Tn Part IV, "Undemanding Se,vi.ces and Applications," the first two chapters describe Service 
Oriented Architecture and transactions- both of which are important principles in building cloud 
applicaLions so they are efficient and interoperable-and moving applications to the cloud. The 
remaining chapters in Part IV describe different types of applications in common use in the cloud 
today. Those applications are lhe most btghly developed ones in the cloud and have Lhe largest 
number of users and services. The examples chosen are online backup and storage, Webmail, 
onhne productivity applications, messaging, and online media, particularly using sLreaming 
technologies. 

The book rounds out with two chapters on "Using the Mobile Cloud," Part V. These chapters 
describe the rise of the smartphone and its predecessor, the feature phone. These phones are sup­
ported by a host of Web services. Since 2008, more tramc has been flowing over wireless networks 
than wired networks, so it would be hard to underestimate how much impact mobile devices have 
on the cloud. For vast portions of the world, the cell phone is the only computer most people will 
know. Mobile Web se1vi.ces use differenL protocols and technologies and can take into accounL 
location and other user profile information that can use the cloud to create a rich user experience. 

Please dive into whatever chapter interests you. I hope you enjoy reading abouL cloud computing 
as much as l enjoyed writing about it. 

Icons 
The icons in this book offer you a chance to learn a little more about a topic, refer to a discussion 
elsewhere in the book, address a problem, or get a little more help. This book offers the following 
icons: 
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Defining Cloud 
Computing 

C
loud computing refers to applications and services that run on a dis­
tributed network using virtualized resources and accessed by com­
mon Internet protocols and networking standards. lt is distinguished 

by the notion that resources are virtual and limitless and that details of the 
physical systems on which software runs are abstracted from the user. 

ln an effort to better describe cloud computing, a number of cloud types 
have been defined . In this chapter, you !_earn about Lwo different classes of 
clouds: those based on the deployment model and those based on the service 
model. The deployment model tells you where the cloud is located and for 
what purpose. Public, private, community, and hybrid clouds are deploy-
~ru ~~~- • 

Service models describe the type of service that the service provider is offer­
ing. The best-known service models are Software as a Se1vice, Platform as a 
Service, and Infrastructure as a Service-the SPl model. The service models 
build on one another and define what a vendor must manage and what the 
cliem's responsibility is. 

Cloud computing represents a real paradigm shift in the way in which sys­
tems are deployed. The massive scale of cloud computing systems was 
enabled by the popularization o [ the Internet and the growth of some large 
service companies. Cloud computing makes the long-held dream of u tility 
computing possible with a pay-as-you-go, infinitely scalable, universally 
available system. With cloud computing, you can start very small and 
become big very fast. That's why cloud computing is revolutionary, even if 
the technology it is builL on is evolutionaty. 

Not all applications benefit from deployrnem in the cloud. Issues with 
latency, transaction control, and in particular security and regulato1y compli­
ance are of particular concern. 
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Defining Cloud Computing 
Cloud computing takes the technology, services, and applications that are similar lo those on Lhe 
Internet and turns them into a self-service utility. The use of the word "cloud" makes reference Lo 
the two essential concepts: 

• Abs traction: Cloud computing abstracts the details of system implementation from users 
and developers. Applications run on physical systems that aren't specified, data is stored 
in locations that are unknown, administration of systems is outsourced to others, and 
access by users is ubiquitous. 

• Virtualization: Cloud computing virtualizes systems by pooling and sharing resources. 
Systems and storage can be provisioned as needed from a centralized infrastructure, costs 
are assessed on a metered basis, multi-tenancy is enabled , and resources are scalable with 
agility. 

Computing as a utility is a dream that dates from the beginning of the computing industry itself. A 
set of new technologies has come along Lhat, along with the need for more efficient and affordable 
computing, has enabled an on-demand system to develop. lt is these enabling technologies that are 
the focal point of this book. 

Many people mistakenly believe that cloud compuling is nothing more than the Internet given a 
different name. Many drawings of Internet-based systems and services depict the lntem et as a 
cloud, and people refer LO applications running on the In ternet as "running in the cloud," so Lhe 
confusion is understandable. The Internet has many of the character istics of what is now being 
called cloud compuling. The In ternet offers abstraction, runs using the same set of protocols and 
standards, and uses Lhe same applications and operating systems. These same characteristics are 
found in an intranet, an internal version o[ the Internet. When an intranet becomes large enough 
that a diagram no longer wishes LO differentiate between individual physical systems, the intraneL 
too becomes identified as a cloud . 

Cloud computing is an abstraction based on the notion of pooling physical resources and present­
ing them as a virtual resource. lt is a new model for provisioning resources, for staging applica­
tions, and for platform-independent user access to services. Clouds can come in many different 
types, and the services and applications that run on clouds may or may not be delivered by a cloud 
service provider. These different types and levels of cloud services mean that it is important Lo 
define what type of cloud computing system you are working with. 

To help clarify how cloud computing has changed the nature of commercial system deployment, 
consider these th ree examples: 

• Google: In the last decade, Google has built a worldwide network of datacenters to service 
its search engine. ln doing so Google has captured a substantial portion of the world's 
advertising revenue. That revenue has enabled Google to offer free software to users based 
on that infrastructure and has changed the market for user-facing software. This is the 
classic Software as a Service case described in Chapter 8. 
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• Azure Platfonn: By contrast, Microsoft is creating the Azure Platform. It enables .NET 
Framework applications to run over the Internet as an al ternate platform for Microsoft 
developer software running on desktops, which you will learn about in Chapter 10. 

• Amazon Web Services: One of the most successful cloud-based businesses is Amazon 
Web Services, which is an Infrastructure as a Service offering that lets you rent virtual 
computers on Amazon's OWl'.l infrastructure. AWS is the subject of Chapter 9. 

These new capabilities enable applications to be written and deployed with minimal expense and 
to be rapid ly scaled and made available worldwide as business conditions permit. This is truly a 
revolutionary change in the way enterprise computing is created and deployed. 

Cloud Types 
To discuss cloud computing intelligently, you need to define the lexicon of cloud computing; 
many acronyms in this area probably won't survive long. Most people separate cloud computing 
into two distinct sets or models: 

• Deployment models: This refers to the location and management or'the cloud's 
in frastiucture. 

• Service models: This consists of the particular types of services that you can access on a 
cloud computing platform. 

This is a very useful demarcation that is now widely accepted. 

The NIST model 
The United States government is a major consumer of computer services and, therefore, one of the 
major users of cloud computing networks. The U.S. National Institute of Standards and Technology 
(NIST) has a set of working definitions (http:/ /csrc. nist. gov/groups/SNS/cloud­
computing/cloud-def-v15 . doc) that separate cloud computing into service models and 
deployment models. Those models and their relationship to essential characLeristics o f cloud com­
puting are shown in Figure 1. 1. 

The NIST model originally did not require a cloud to use virtualization to pool resources, nor did it 
absolutely require that a cloud support multi-tenancy in the earliest defi nitions of cloud computing. 
Multi-tenancy is the sharing of resources among Lwo or more clients. The latest version or the NIST 
definition does require that cloud computing networks use virtualization and support multi-tenancy. 
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models 

Service 
models 

Seivice 
attributes 

Infrastructure as Platform as a Software as a 
a Service OaaS) Service (PaaS) Service (SaaS) 

Resource pooling 

Broad network access 11 Moasurad service 11 On-demand self-service J Rapid elasticity 

Because cloud computing is moving toward a set of modular interacling components based on 
standards such as the Service Oriented Architecture (described in Chapter 13), you might expect 
that future versions of the NTST model may add those features as well. The NlST cloud model 
doesn't address a number of intermediary services such as transaction or service brokers, provi­
sioning, integration , and interoperability services that form the basis for many cloud computing 
d iscussions. Given the emergin g roles of service buses, brokers, and cloud APls at various levels, 
undoubted ly these elements need to be added Lo capture the whole sto1y . 

The Cloud Cube Model 
The Open Group maintains an association called the Jericho Forum (h ttps : / / www. open 
group . org/j ericho/index . h t m) whose main focus is how to protect cloud networks. The 
group has an interesting model that auempts to categorize a cloud network based on four dimen­
sional factors. As described in its paper called "Cloud Cube Model: Selecting Cloud Formalions for 
Secure Collaboration" (h ttp : / /www. opengroup . o r g/j ericho/cloud_cube_model_ 
vl. O. p df), the type of cloud networks you use dramatically changes the notion of where the 
boundary between the client's network and the cloud begins and ends. 

The four dimensions of the Cloud Cube Model are shown in Figure 1.2 and listed here: 

• Physical location or Lhe data: Internal (I)/ External (E) determines your organization's 
boundaries. 

• Ownership: Proprietary (P) / Open (0) is a measure of not only the technology ownershlp, 
but of interoperability, ease of data transfer, and degree of vendor application lock-in. 
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• Security boundary: PerimeLerised (Per)/ De-perimiterised (D-p) is a measure of whelher 
the operation is inside or outside the securi ty boundary or network firewall. 

• Sourcing: fnsourced or Outsourced means whether the service is provided by the cus­
tomer or Lhe service provider. 

FIGURE 1.2 • The Jericho Forum's Cloud Cube Model 

Internal 

Proprietary Open 

D Outsourced 

D lnsourced 

Taken Logether, the fo urth d imension corresponds to two different states in the eighL possible 
cloud forms: Per (lP, 10, EP, EO) and D-p (lP, 10, EP, EO). The sourcing d imension addresses the 
deliverer of the service. What the Cloud Cube Model is meant to show is that the traditional notion 
of a neLwork boundary being the neLwork's firewall no longer applies in cloud computing. 

Deployment models 
A deploymenL model defines the purpose of the cloud and the naLure of how the cloud is located. 

The NIST definition for the four deployment models is as follows: 

• Public cloud: The public cloud infrastructure is available for public use alternatively for a 
large industry group and is owned by an organization selling cloud services. 

• Private cloud: The private cloud infrastructure is operated for the exclusive use of an 
organization . The cloud may be managed by that organization or a Lhird pany. Private 
clouds may be either on- or off~premises. 

• Hybrid cloud: A hybrid cloud coinblnes multiple clouds (private, communi ty of public) 
where those clouds retain their unique iden tities, but are bound together as a unit. A 
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hybrid cloud may offer standardized or proprietary access to data and applications, as well 
as application portability. 

• Community cloud: A community cloud is one where Lhe cloud has been organized to 

serve a common function or purpose. 

lL may be for one organization or for several organizations, but they share common con­
cerns such as their mission, policies, security , regulatory compliance needs, and so on. A 
community cloud may be managed by the constituent organization(s) or by a third party. 

Figure l .3 shows the different locations that clouds can come in. ln the sections that follow, these 
different cloud deployment models are described in more detail. 

Deployment locations for different cloud types 

8 

Off premises 
(external) 
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The United States Government, under the auspices of the General Services Administrator (GSA) , 
laun ched a cloud computing portal cal.led Apps.gov, as shown in foigure 1.4, with the purpose of 
providing cloud services to federal agencies. Described under the "U.S. Federal Cloud Computing 
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lnitiative (http://www. scribd. com/doc/1 7914883 /US - Federal - Cloud- Computing­
Ini t iati ve-RFQ- GSA), the goal of Lhe initiative is Lo make large portions of the federal govern­
menL's apparatus available under a cloud compuLing model. This is a good example of a community 
cloud dep loyment, with the govemmem being the communiLy. 

FIGURE 1.4 I 
Apps.gov is the U.S. government's cloud computing system for its various agencies. 
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Apps.gov is also making available connections LO free media services from its cloud, such as 
Twitter and You Tube. An exarnple of th is connection in practice is the YouTube channel created 
by the White House for citizens' outreach. You can find the White House channel al http:// 
www. you tube. com/whi tehouse and the general U.S. Government YouTube channel at 
http:/ /www, youtube . com/usgovernment. You can see YouTube in action when you visit 
WhiteHouse.gov and click the video link that usually appears on thaL home page. 

Service models 
ln the deploymenL model, different cloud types are an expression of Lhe manner in wh ich infra­
structure is deployed . You can think of the cloud as the boundary beLween where a client's net­
work, managemen t, and responsibilities ends and the cloud service provider's begins. As cloud 
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computing has developed, different vendors offer clouds that have different services associated with 
them. The portfolio of services offered adds another set of definitions caUed the service model. 

There are many different service models described in the liLerature, all of which take the following 
form: 

XaaS, or "<Something> as a Service" 

Three service types have been universally accepted: 

• Infrastructure as a Service: laaS provides virtual machines, virtual storage, virtual infra­
structure, and other hardware asseLS as resources that clients can provision. 

The laaS service provider manages all the infrastrucLure, while the client is responsible for 
all other aspects of the deploymenL. This can include the operating system, applications, 
and user interactions wiLh the system. 

• Platform as a Service: PaaS provides vinual machines, operating systems, applications, 
services, development frameworks, transactions, and control structures. 

The client can deploy its applications on the cloud infrastructure or use applications that 
were programmed using languages and tools Lhat are supported by the PaaS service pro­
vider. The service provider manages the cloud infrastructure, the operating systems, and 
the enabling software. The client is responsible for installing and managing the applicaLion 
thaL it is deploying. 

• Software· as a Service: SaaS is a complete operating environmem with applications, man­
agement, and the user interface. 

ln the Saas model, the application is provided to the client through a thin client interface 
(a browser, usually), and Lhe customer's responsibility begins and ends with entering and 
managing its data and user interaction. Eve1y thing from the application down to the infra­
struclure is the vendor's responsibility. 

The three differenL se1vice models Laken together have come to be known as the SPI model of 
cloud computing. Many oLher service models have been mentioned: StaaS, Storage as a Service; 
ldaaS, IdentiLy as a Service; CmaaS, Compliance as a Service; and so forth. However, the SPI ser­
vices encompass all the olher possibililies. 

1L is useful LO think or cloud compuling's service models in terms of a hardware/so[Lware stack. 
One such representation called the Cloud Reference Model is shown in Figure l.S. At the bouom 
of the stack is the hardware or infrasLructure that comprises the network. As you move upward in 
Lhe stack, each service model inherits the capabilities of Lhe service model beneath it. laaS has the 
least levels of integrated [uncLionaliLy and the lowest levels of integration, and SaaS has Lhe mosL. 

Examples o [ laaS service prov-iders include: 

• Amazon ElasLic Compute Cloud (EC2) 

• Eucalyptus 

• GoGrid 
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• FlexiScale 

• Linode 

• RackSpace Cloud 

• Terremarl< 

All these vendors offer direct access Lo hardware resources. On Amazon EC2, considered the clas­
sic IaaS example, a client would provision a compuLer in Lhe form of a virtual machine image, pro­
vision storage, and then go on to install the operating system and applications omo that virtual 
system. Amazon has a number of operating systems and some emerprise applications thaL they 
offer on a rental basis to customers in the form of a number of canned images, but customers are 
free to install whatever software they want to run. Amazon's responsibilities as expressed in its 
Service Level Agreement, which is published on Amazon's Web site, contractually obligates Amazon 
to provide a level of performance commensurate with the type of resource chosen, as wel I as a cer­
tain level of reliability as measured by the system's uptime. 

The Cloud Reference Model 

r
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A PaaS service adds integration features, middleware, and other orchestration and choreography 
services Lo the laaS model. Examples of Paa$ services are: 

• Force.com 

• GoGrid CloudCenter 
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• Google AppEngine 

• Windows Azure Platform 

When a cloud computing vendor offers software running in the cloud wiLh use or the appli.cation 
on a pay-as-you-go model, it is referred to as Saas. With SaaS, Lhe customer uses the application as 
needed and is not responsible for the installation of Lhe application, its maintenance, or its upkeep. 
A good example of an SaaS offering is an online accounting package, with the online versions of 
Quicken and Quickbooks a prime example. Figure 1.6 shows a home page for QuickBooks Online 
plus on the Intuit.com Web site. 

A home page for a Quickbooks customer on the Intui t.com Web site is an example of an SaaS serv ice. 

rtom IIMI 
• •· • R•••••Hm ,.................. "'' '" ...... ' ' ,,. ...... , •~••· .,,,,.,. •U .... "'•'•• 

QtfO ,,rr1hl1'fltlcl, hrip..rf m t cUcr.l1'11'1tl'iKO Id 1(t.l:XI Jttt.<:!t-.kl ,IP th .. ~, 

.J QOO (it4·~ . .'-'-~\1,'l1'.11:,•11U1IJ.i.ill:.if'h. 

i") o~o t'.,)IJ.W R.: i.'Ml, i•~':Q~-. 

'IIC.W lu.1 2~• 

001-0 llumhff, f~ .... ll1m1 ...... 
OY'..:'12'1l10 ~· !)~IUAtcolol 

U0/1012009 01po"1 

021W20l0 Dtpo~ri 

01.-:2121.)10 ~o lrfl'Ott t Owgoll<Cl!lyv., 

n1•tMOi\l 11ft) ~!rt•c1 

0211Dl'JO 10 ) Cit♦(~ 

Olmr.010 D111 Offl(• lf,il ~ 1n li11,1g, ~J:1':'lloffit'A 11Dli'.I 

~ _(l,_ ,1_,t_u_"'_' ________ o._,,_..,._,_• 

n.,to 

~mo 

tuoounl 

~9,l1f100 

&=i,11D00 

Ol ,'40.0Q 

ii) t:H'.~•~ .. V'fill'.I'! ij:.J l~'f~\'l'A • 

~f_!J l1H q"' 11;m f\t,Jtl\) • 

t.,1,1\1('1,,.. 

1.1t.rJ 1,.vvu 
l°'loAM ,Ut.t."4 \tl!C'Ul 

l'\W\ ·4·1Y• 

fh,'u'.,,.,_. , rr.(N,f'lt!t 

'"A•tr" • 1rt;i. L'f' 

r:,,, .y,.4,._,, f,,·, 

r1t••1 I• =11•h1,1 

f1, ,t¥..n!'r.' h J1A '(,', 'i!i 

lttlal: ft!t,llti.00 

),M)~) 1:, 

J/.llO'>J 

:nTi,;<,,:, 

1.111.,,J 

IJAO) 

A clienL using an SaaS service might- as is the case for Quickbooks online-log into the service 
from h is browser, create an accoun t, and enter data inLo the system. l.ntuit.com has a service agree­
ment that not only covers Lhe performance or the hardware and software, buL exLends to p rotecting 
Lhe data that they store for clients, and other fundamental characteristics. 
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Other good examples of Saas cloud service providers are: 

• GoogleApps 

• Oracle On Demand 

• SalesForce.com 

• SQL Azure 

These service model classifications start to get confusing rather quickly when you have a cloud 
service provider that starts out offering services in one area and then develops services that are 
classified as another type. For example, SalesForce.com started out as a Customer Relationship 
Management SaaS platform that allowed clients to add their own applications. Over time 
Salesforce.com opened an API called the force API Lhat al lowed developers LO create applications 
based on the SalesForce.com technologies. Force.com is thus Lheir PaaS service. 

As anolher example, take the PaaS offering that is the Windows Azure Platform. Windows Azure 
Platform allows .NET developers to stage their applications on top of Microsoft's infrastructure so 
that any applicalion built with the .NET Framework can live locally, in Microsoft's cloud network, 
or some combination thereof. As Microsoft adds enterprise applications to ils cloud service porLfo­
lio, as it has in the case of SQL Azure (and many other enterprise applications to come), these 
offerings fall under the rubric of being an SaaS service model. 

Because a discussion of service models forms the basis for Chapter 4, l refer you to that chapter for 
a more in-depth discussion of this topic. 

Examining the Characteristics 
of Cloud Computing 
Cloud computing builds on so many older concepts in computer technology that it can be hard for 
people newly introduced to the concept to grasp that it represents a paradigm shift in computing. 
Lt's an evolutionary change that enables a revolutionary new approach to how computing services 
are produced and consumed. 

Paradigm shift 
When you choose a cloud service provider, you are renting or leasing part of an enormous infra­
structure of datacenters, computers, storage, and networking capacity. Many o[ these datacen.ters 
are multi-million-dollar investments by the companies that run them. To give you some sense of 
scale, it has been estimated that a state-of-the-an microchip fabrication facility can cost anywhere 
from $2 to $5 billion. By comparison, a state of the art cloud computing datacen.ter can run in the 
range of $100 million . Most of the large cloud computing service providers have multiple data­
centers located all over the world . An accurate count can be difficult to obtain, bm in Chapter 9 
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the location of some 20 daLacenters in Amazon Web Service's cloud are detailed. Google's cloud 
includes perhaps some 35 datacenters worldwide. 

In Lhe 1960s, military initiative aimed at miniaturizing electronics funded many of the semicon­
ductor production hnes Lhat led to advanced microprocessors, dense memory arrays, and the 
sophisticated integrated circuit technology that makes computers, mobile devices, and so much 
more possible today. In the 1990s, the commercialization or the Internet gave rise to some ve1y 
large companies that were forced to build ve1y large computing infrastructures to support thei.r 

businesses. 

Amazon.corn's inf rasnucture was built to support elastic demand so the sysLem could accommo­
date peak traffic on a busy shopping day such as "Black Monday." Because much of the capacity 
was id le, Amazon.com first opened its network to partners and then as Amazon Web Services to 

customers. 

Google's business has also grown exponentially and required the building of datacenters world­
wide. One of its datacenters in Dalles, Oregon, built in 2006 on the banks of the Columbia River, 
is shown in Figure 1. 7. lL is the size of an American football field. 

l-it4'Mii-lL----------------------------------
The Google Dalles, Oregon, datacenter shown in Google Earth is an industrial-sized information 
technology uti li ty. 
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As these various datacenters grew in size, businesses have developed their datacenters as "green­
field" projects. Datacenters have been sited to do the following: 

• Have access to low cost power 

• Leverage renewable power source 

• Be near abundant water 

• Be sited where high-speed neLwork backbone connections can be made 

• Keep land costs modest and occupation unobtrusive 

• Obtain tax breaks 

• Optimize the overall system latency 

These characteristics make cloud computing networks highly efficient and capture enough margin 
to make utility computing profitable . 

IL has been estimated that the Imernet consumes rough ly 10 percent of the world's total power, so 
these companies are very big energy consumers. In some cases, such as Google, these companies 
may also become some of the major energy producers of the 21st century. Essentially what has 
happened is that the Internet has funded the creation of the first information technology utilities. 
That's why cloud computing is such a big deal. 

According to the research firm lDC, the fo llowing areas were the top five cloud applications in use 
in 2010: 

• Collaboration applications 

• Web applications/Web serving 

• Cloud backup 

• Business applications 

• Personal productivity applications 

The last five years have seen a proliferation of services and productivity applications de livered on­
llne as cloud computing applications. Examples of the impact of cloud computing abound in your 
everyday life, although many people do noL make the connection to what was once a straightfor­
ward client/server lnLernet cleploymenL. Movement of Lhese applications to the cloud has been 
transparent, and in many cases the older on-premises deployment is supported by the same appli­
cations hosted in Lhe cloud. 

For example, many people have used ChannelAdvisor.com for their auction listings and sales man­
agement. That site recently expanded its service to include a CRM connector to Salesforce.com. 
One of the largest call center operations companies is a cloud-based service, Liveops.com. figure 
1.8 shows Lhe Liveops home page. 

Cloud computing has shifted the economics of sol'Lware delivery in a manner similar to the way 
that music downloads have shi fLed the delivery of commercial music. The cost advantages of cloud 
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computing have enabled new software vendors to create productivity applications thaL Lhey can 
make available to people at a much smaller cost Lb.an would be possible for shrink-wrapped soft­
ware. Given the general demise or the big-box computer store along with many other traditional 
retail models, it has become increasingly difficult for vendors to get shelf space. You can visit your 
local Wal-Mart to get some sense or this issue. 

ln Chapter 16, "Working with Productivity Software," some of these applications are descr ibed . 
This new model of com pu ter application clelive1y has allowed vendors like Google to offer com­
plete office suites to individuals for free, supported by its advertiser subscription model. Even 
Google's business offerings have had some major successes against industry leader Microsoft 
Office. Last year , Los Angeles Coun ty swi tched to Google Docs. 

Liveops.com is a cloud computing call center service. 
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Benefits of cloud computing 
'The NIST DenniLion of Cloud Computing" by Peter Mell and Ti m Grance ( version 14, 10/7/2009) 
described previ.ously in this chapter (refer to Figure 1.1) thaL classified cloud computing into the 
Lhree SPT service models (Saas, laaS, and PaaS) and [our cloud types (public , privaLe, communiLy, 
and hybrid), also assigns rive essential characteristics that cloud computing sysLems must offer : 
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• On-demand self-service: A client can provision computer resources without the need for 
interaction with cloud service provider personnel. 

• Broad network access: Access to resources in the cloud is avai.lable over the network 
using standard methods in a manner that provides platform-independent access to clients 
of all types. 

This includes a mixture of heterogeneous operating systems, and thick and thin platforms 
such as lapLops, mobile phones, and PDA. 

• Resource pooling: A cloud service provider creates resources that are pooled together in a 
system that supports multi-tenant usage. 

Physical and vinual systems are dynamically allocated or reallocated as needed. Intrinsic 
in this concept of pooling is the idea of abstraction that hides the location of resources 
such as virtual machines, processing, memory, storage, and network bandwidth and 
connectivity. 

• Rapid elasticity: Resources can be rapidly and elastically provisioned. 

The system can add resources by either scaling up systems (more powerful computers) or 
scaling out systems (more cornpuLers of the same kind), and scaling may be automatic or 
manual. From the standpoint o[ the client, cloud computing resources should look limit­
less and can be purchased at any time and in any quantity. 

• Measured service: The use or cloud system resources is 1.11easL1red, aud ited, and reponed 
Lo the customer based on a metered system. 

A client can be charged based on a known metric such as amounL of storage used, number 
of transactions, neLwork 1/0 (Input/Output) or bandwidLh, amount of processing power 
used, and so forth. A client is charged based on the level or services provided. 

While these five core features or cloud computing are on almost anybody's list, you also should 
consider these add itional advamages: 

• Lower costs: Because cloud networks operate at higher efficiencies and with greater utili­
zation, significant cost reductions are often encountered. 

• Ease of utilization: Depending upon the type of service being offe red, you may find that 
you do not require hardware or software licenses to implement your servi.ce. 

• Quality of Service: The Quality of Service (QoS) is something that you can obtain under 
contract from your vendor. 

• Reliability: The scale of cloud computing networks and their ability Lo provide load bal­
ancing and failover makes them highly reliable, often much more reliable than what you 
can achieve in a single organization. 

• OuLsourced IT management: A cloud compuLing deploymern lets someone else manage 
your computing infrastructure while you manage your business. ln most instances, you 
achieve considerable reductions in lT staffing costs. 
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• Simplified maintenance and upgrade: Because the system is centralized, you can easily 
apply patches and upgrades. This means your users always have access Lo the latest sofL­
ware versions. 

• Low Barrier to Enlry: In particular, upfront capital expenditures are dramatically 
reduced. In cloud computing, anyone can be a giant a1 any time. 

This very long list of benefits should make it obvious why so many people are excited about the 
idea of cloud computing. Cloud computing is not a panacea, however. ln many instances, cloud 
computing doesn't work well for particular applications. 

Disadvantages of cloud computing 
While the benefits of cloud computing are myriad, Lhe disadvantages are just as numerous. As a 
general rule, the advantages of cloud computing present a more compelling case for small organi­
zations than for larger ones. Larger organizations can support lT staff and developmem efforts that 
put in place custom software solutions that are crafted with their particular needs in mind. 

When you use an applicalion or service in the cloud, you are using something that isn't necessarily 
as customizable as you might want. Additionally, although many cloud computing applications are 
very capable, applications deployed on-premises still have many more features than their cloud 
counterparts. 

/\ll cloud computing applications suffer from the inherent latency that is intrinsic in their WAN con­
nectivity. While cloud computing applications excel at large-scale processing tasks, H your applica­
tion needs large amounts of data transfer, cloud computing may nOL be the best model for you. 

Additionally, cloud computing is a stateless system, as is the Internet in general. ln order for com­
munication to survive on a distributed system, it is necessarily unidirectional in nature. All the 
requests you use in HTTP: PUTs, GETs, and so on are requests to a service provider. The service 
provider then sends a response. Although it may seem that you are carrying on a conversation 
between client and provider, there is an architectural disconnect between the two. That Lack of 
state allows messages to travel over different routes and for data Lo arrive out of sequence, and 
many other characteristics allow the communication to succeed even when the medium is faulty . 
Therefore, to impose transactional coherency upon the system, additional overhead in the form of 
service brokers, transaction managers, and other middleware must be added to the system. This 
can introduce a very large performance hit into some applications. 

lf you had to pick a single area of concern in cloud computing, that area would undoubtedly be 
privacy and security. When your data travels over and rests on systems that are no longer under 
your control, you have increased risk due to the interception and malfeasance of others. You can't 
count on a cloud provider maintaining your privacy in the face of government actions. 

ln the United States, an example is the National Security Agency's program that ran millions of 
phone calls from AT&T and Verizon through a data analyzer to extract the phone calls that 
matched its security criteria. VolP is one of the services that is heavily deployed on cloud comput­
ing systems. Another example is the case of Google's service in China, which had been subject to a 
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filler thaL removed contenL to which the Chinese government objected. Arter five years of opera­
tion, and afler Google detected that Chinese hackers were accessing Gmail accounts of Chinese cit­
izens, Google moved their servers fo r Google.ch to Hong Kong. 

So while the cloud computing industry continues to address securiLy concerns, if you have an 
application Lhat works with sensitive data, you need to be particularly aware of the issues involved . 
Chapter 12, "Understanding Cloud Security," expands upon these points in more detail. 

These days most organizations are faced with regulatory compliance issues of various kinds. ln the 
United States, companies must comply with the accounting requirements of the Sarbanes-Oxley 
Act; health care providers comply with the data privacy rules of t-llPM, and so on. ln Europe, the 
European Common Markel has a raft of its own legislation for companies to deal with. Rules apply 
Lo data at rest , and different rules may apply to data in transit. LI' you stage your cloud computing 
deploymem across stales and countries, the bad news is that you may end up having to comply 
with multiple jurisdictions. Don't expect much support from the cloud system provider or from 
the governments involved. The laws of most reg1.datory agencies place the entire burden on the cli­
ent. So when it comes to compliance, cloud computing is sLill the "Wild West" of computing. 

Assessing the Role of Open Standards 
When you consider the development of cloud computing to date, it is clear that the technology is 
the resulL of the convergence of many different standards. Cloud computi.ng's promise of scalability 
completely changes the manner in which services and applications are dep loyed. WithouL stan­
dards, Lhe industry creaLes proprietary systems with vendor lock-in, sometimes referred to as 
"stovepipe" clouds. Because clients do not want to be locked into any single system, there is a 
strong industry push to create standards-based clouds. 

The cloud computing industry is working with these architectural standards: 

• Platform virtualization o[ resources 

• Service-oriemed architecture 

• Web-application frameworks 

• Deployment of open-source software 

• Standardized Web services 

• Autonomic systems 

• Grid computing 

These standards help to enable different business models that cloud computing vendors can sup­
port, rnosL notably Software as a Service (SaaS), Web 2.0 applications, and utility computing. 
These businesses require open standards so that data is both portable and universally accessible. 
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The race Lo create the first generalion of open cloud platform technologies that will compete with 
proprietary technologies offered by companies such as Microsoft (Azure Platform) and VMware 
(vSphere) is already underway. Rack.space.com, one of the large laaS cloud service providers, 
announced in July 2010 Lhat it is initiating an open-source project called OpenStack that will begin 
with Lhe code used Lo run its Cloud Files and Cloud Servers technologies. NASA has also donated 
some of the Nebula Cloud Platform technology that it developed. The software developed will be 
released under the Apache 2.0 license. Founding members of this project include AMO, Citri.x, 
Dell, Intel, NTT Data, and several other cloud service providers. OpenStack.org's home page 
(http ://www. opens tack. org/) is shown in Figure J .9. 

The first two deliverables of the project are a d istributed object store based on Rackspace Cloud 
Files and a scalable machine provisioning technology based on NASA Nebula and Rackspace 
Cloud Servers. OpenStack Compute software will automatically create large groups of virtual pri­
vate servers on industry-standard systems. OpenStack Storage is the software that will create 
redundant object-based storage using clusters of commodity servers and storage systems. 

O pe nStack.org is an industry group seeking to c reale open cloud standards based on Rackspace.com and 
NASA techno logies. 
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Chapter 1: Defining Cloud Computing 

Eucalyptus (http : / /open . e ucalyptus . com/ ) is a Linux-based software platform for creating 
cloud computing laaS systems based on computer clusters. The projecL has an interface that can 
connect to Amazon's compute and storage cloud systems (EC2 and S3), and it maintains a private 
cloud as a sandbox for developers to work in. Eucalyptus works with a number of technologies for 
system virLualizaLion , including VMware, Xen, and KYM. Eucalyptus is an acronym taken from the 
expression "Elastic Utility Computing Architecture for Linking Your Programs to Useful Systems." 
MosL of the major Linux vendors support this project, which is based on the original work of Rich 
Wolski al the University of California at SanLa Barbara. The company EucalypLus Systems was 
formed in 2009 to support the commercialization of the Eucalyptus Cloud CompuLing Platform. 

OpenStack and Eucalyptus are by no rn·eans unique; several other projects are underway to create 
open-source cloud platforms. There also are numerous research projects in the area. The IEEE 
Technical Committee on Services Computing (http:/ / tab . compu ter . org/ tcsc/) sponsors 
a conference in th is area called CLOUD and has some working groups and publications in this 
area. Figure l . JO shows the home page of TCSC. 

litd'Miht·I 
The home page of the IEEE Technica l Committee on Servi ces Computing (http:/ /tab. compu ter . 
org/ tcsc/), which works with the cloud computing community to c reate standards 
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Summary 
ln this chapter, you learned what is meant by lhe term "cloud computing." Cloud compuling 
defines syslems that are virtualized and where resources are pooled so that customers can provi­
sion computing resources as needed. 

To undersLand cloud compuling and fully appreciate its subtleties, you need lo categorize Lhe dif­
ferent cloud types. The two types of cloud models are those based on where the cloud is deployed 
and those based on the lypes of services that clouds offer. ln this chapter, you were introduced to 
these cloud types. 

Cloud computing has a number of benefits and has auracted great industry and general inleresl. 
Cloud compuling allows systems to be created cheaply with little upfront costs and to be scaled to 
massive sizes, when needed. Not all applications and services benefit from cloud computing, and l 
presenled some of the factors thaL help you differentiate between successful deploymenls and lhose 
that are not. 

In Chapter 2, "Assessing the Value Proposition," 1 he economics of cloud computing are discussed. 



Assessing the Value 
Proposition 

In this chapLer, Lhe various altributes of cloud computing that make it a 
unique service are described. These attribuLes-scalability, elasticity, 
low barrier LO emry, and a uLiliLy Lype of delivery- completely change 

how applications are created, priced, and delivered. l describe the factors 
Lhat have led to this new model of compuLing. Early adopters of these ser­
vices are those enterprises that can besL make use or these characteristics. 

To gel a sense [or the value of cloud computing, this chapter compares it to 
on-premises systems. From this perspective, a number of benefLts for cloud 
computing emerge, along with many obsLacles. l describe these facLors in 
some detail. Aside from Lechnological reasons, behavior consideraLions asso­
ciaLed with cloud adoption are discussed. 

Cloud computing is particularly valuable because it shifts capital expendi­
Lures into operating expenditures. This has the benefit of decoupling growth 
frotn cash on hand or from requiring access to capilal. It also shifts risk away 
from an organization and onto the cloud provider. 

This chapter describes how Lo begin Lo measure the costs of cloud comput­
ing and some of the tools that you can use t0 do so. The concept of optimi­
zation known as right-sizing is described, and cloud computing has some 
unique new capabi.liLies in this area. 

Service Level Agreements (SLAs) are an importanL aspect of cloud comput­
ing. They are essentially your working contract with any provider. Cloud 
computing is having impact on software licensing, which although not 
entirely seuled is also described in Lhis chapter. 
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Measuring the Cloud's Value 
Cloud compuling presents new opporLuniLies to users and developers because it is based on the para­
digm of a shared multitenanL utility. The ability to access pooled resources on a pay-as-you-go basis 
provides a number o[ sysLem characteristics that completely alter the economics of info1mation tech­
nology infrastructures and allows new types of access and business models for user applications. 

Any application or process that benefits from economies of scale, commoditization o[ assets, and 
conformance to programming standards benefits from the application of cloud computing. Any 
application or process that requires a completely customized solution, imposes a high degree of 
specialization, and requires access to proprietary technology is going to expose the limits of cloud 
computing rather quickly. Applications that work wilh cloud computing are ones that I refer LO as 
"low Louch" applications; 1 hey tend to be applications thal have low margins and usually low risk. 
The "high touch'' applications that come with high margins require commilled resources and pose 
more of a risk; those applications are besl done on-premises. 

A cloud is defined as Lhe combination of the infrastructure of a datacenter wi.th the ability to provi­
sion hardware and software. A service that concenlrates on hardware follows the ln[raslruclure as a 
Service (laaS) model, which is a good description for the Amazon Web Service described in 
Cbapler 9. When you add a software stack, such as an operating system and applications to the 
service, the model shifts to the Software as a Service (SaaS) model. Microsoft's Windows Azure 
Platform, discussed in Chapter 10, is best described as currently using SaaS model. When Lhe ser­
vice requires the c_lient Lo use a complete hardware/software/application stack, it is using the mosl 
refined and restrictive service model, called the Platform as a Service (PaaS) model. The best exam­
ple of a PaaS offering is probably Sales force.com. The Google App Engine discussed in ChapLer 11 
is another PaaS. As the Windows Azure Platform matures adding more access Lo MicrosofL servers, 
it is developing into a PaaS model rather quickly. 

Cross-Ref 
Chapter 4, "Understanding Services and Applications by Type," describes a number of these XaaS service mod­
els. Cloud computing is in its wild and wooly frontier days, so it's best to take a few of the lesser known acro­
nyms with a grain of salt. ■ 
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A cloud is an in(rastructure that can be partilioned and provisioned, and resources are pooled and 
vi.nualized. lf the cloud is available to the public on a pay-as-you-go basis, then the cloud is a pub­
lic cloud, and the service is described as a utility. lf the cloud is captive in an organization's infra­
structure (nelwork), it is referred to as a private cloud. When you mix public and privale clouds 
togelher, you have a hybrid cloud . Any analysis of the potential of cloud computing must account 
for all these possibiliLies. 

These are the unique characLeristics of an ideal cloud computing model: 

• Scalability: You have access to unlimited computer resources as needed. 

This feature obviaLes the need for planning and provisioning. ll also enables baLch pro­
cessing, which greatly speeds up high-processing applications. 
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• Elasticity: You have Lhe ability Lo right-size resources as required. 

This feaLUre allows you to optimize your system and capture all possible transactions. 

• Low barrier to entry: You can gain access to systems for a small investment. 

This feaLUre offers access to global resources to small ventures and proV1cles the ability to 

experiment with little risk. 

• Utility: A pay-as-you-go model matches resources to need on an ongoing basis. 

This eliminates waste and has the added benefit of shifting risk from the clienL. 

It is the construction o f large datacenters nmning commodity hardware that has enabled cloud com­
puting to gain traction. These datacenters gain access to low-cost electricity, high-network bandwidth 
pipes, and low-cost commodi.ty hardware and software, which , taken together, represents an econ­
omy of scale that allows cloud providers to amortize their investment and retain a profit. It has been 
estimated that it costs around $100 million to create a datacenter with sufficient scale to be a cloud 
provider. AL Lhis scale, Lhe resources for a large datacenter have been estimated to be between 35 per­
cent and 20 percent lower than the pricing that is offered to medium-sized datacenters. 

Members of the UC Berkeley Reliable Adaptive Distribute System Laboratory have published a white paper 
summarizing the benefits of Cloud Computing called "Above the Clouds: A Berkeley View of Cloud Computing," 
which can be found at http://www. eecs .berkeley. edu/Pubs/TechRpts/2009 /EECS - 2009 - 28 . 
pdf. This lab was funded by contributions from the major cloud providers and from the NSF, but it's a useful 
source of analytical data. ■ 

The virtuahzation of pooled resources-processors or compute engines, storage, and network 
connectivity-optimizes Lhese investments and allows Lhe cloud provider to pass along Lhese econ­
omies Lo customers. Pooling also blurs the differences between a small deployment and a large one 
because scale becomes tied only Lo demand. 

Companies become cloud computing providers for several reasons: 

• Profit: The economies of scale can make this a profitable business. 

• Optimization: The infrastn1cture already exists and isn't fully utilized. 

This was certainly the case for Amazon Web Services. 

• Strategic: A cloud computing platform extends Lhe company's products and defends their 
franchise. 

This is the case for MicrosofL's Windows Azure Platform. 

• Extension: A branded cloud computing platform can extend customer relationships by 
offering additional service options. 

This is the case with IBM Global Services and the various lBM cloud services. 

• Presence: Establish a presence in a market before a large competitor can emerge. 

Google App Engine allows a developer to scale an application immediately. For Google, its 
office applications can be rolled out quickly and to large audiences. 
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• Platform: A cloud computing provider can become a hub master at the cenLer of many 
lSV's (Independent SofLware Vendor) offerings. 

The customer relationship management provider SalesForce.com has a developmem plaL­
form called Force.com that is a PaaS offe ring. 

The development of cloud computing has been likened to the situation Lhat has faced hardware 
companies that rely on proprietary silicon to produce their products: the AMDs, nVidias, eVGAs, 
and Apples of Lhe world. Because a semiconductor fabrication facility cosLs several billion dollars to 
create, these companies were at a severe disadvantage to companies such as Intel or NEC, which 
could build their own fabs or fabrication facilities. (A Jab is a facility that is a self-contained semi­
conductor assembly line.) Companies such as TSMC (Taiwan Semiconductor Manufacturing 
Company) have come along that provide fabrication based on customer designs, spreading their 
risk and optimizing Lheir operaLion. Cloud computing is much the same. 

Early adopters and new applications 
Cloud computing is still in its infancy, but trends in adoption are already evident. ln his white 
paper "Realizing the Value Proposition of Cloud Computing: ClO's Enterprise lT Strategy for the 
Cloud," Jitendra Pal Thethi, a Principle Architect for ln fosys' Microsoft Technology Group, lists the 
following business types as Lhe Top 10 adopters of cloud computing: 

1. Messaging and team collaboration applications 

2. Cross e:iterprise integration projects 

3. lnfrasLrucLure consolidation, server, and desktop virtualization efforts 

4. Web 2.0 and social strategy companies 

5. Web content delivery services 

6. Data analytics and computation 

7. Mobility applications for the enterprise 

8. CRM applications 

9. Experimemal deployments, Lest bed labs, and development efforts 

10. Backup and archival storage 

You can download Thethi's paper from: http://www. infosys . com/cloud-computing/ 
whi te-pap ers/Documents / realizing- value- proposition .pdf. 

As a group, early adopters are categorized by their need for ubiquity and access to large data sets. 

Around 2000-2001, some companies began using the Internet to stage various types of user-facing 
applications such as office suiLes, accounting packages, games, and so forth . The firsL aLLempts by 
large lSPs to create utility computing date to that period. By 2005-2006, several IntemeL sites had 
become sufficiently large that they had developed extensive infrastructure for their own siLes. The 
excess capaciLy in Lhese sites began to be offered to partners and evenLually to the general public. 
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The M icrosoft Azure Platform ROI w izard provides a quick and dirty analysis of your TCO for a cloud 
deployment on Windows Azure in an attractive report format. 

Cor11parlson of Windows Azure Platform vs. On-Premises tor The Cloud Computing Bible 
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Specifying Service Level Agreements 
A Service Level Agreement (SLA) is the contract for performance negotiated between you and a ser­
vice provider. ln the early days of cloud computing, all Sl.As were negotiated between a client and 
the provider. Today with the advent of large utility-like cloud computing providers, most SlAs are 
standardized until a client becomes a large consumer of services. 

Caution 
Some SLAs are enforceable as contracts, but many arc really agreements that are more along the lines of an 
Operating level Agreement (OLA) and may not have the force of law. It's good to have an attorney review 
these documents before you make a major commitment to a cloud provi der. ■ 

SLAs usually specify these parameters: 

• Availability of the service (uptime) 

• Response times or latency 
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• Reliability of the service components 

• Responsibilities of each party 

• Warranties 

lf a vendor fails to meet the stated targets or minimums, it is punished by having to offer the client 
a credit or pay a penalty. ln this regard, an 51.A should be like buying insurance, and like buying 
insurance, getting the insurer to pay up when disaster strikes can be the devil's work. 

Microsoft publishes the SlAs associated with the Windows Azure Platform components at 
h ttp ://www. microsoft . com/windowsazure/ sla/, which is illustrative of industry prac­
tice for cloud providers. Each individual component has its own SLA. The summary versions of 
these Sl.As from Microsoft are reproduced here: 

• Windows Azure SLA: "Windows Azure has separate SLA's for compute and storage. For 
compute, we guarantee that when you deploy two or more role instances 111 different fault 
and upgrade domains, your Intem et facing roles will have external connectivity at least 
99.95% of the time. Additionally, we will monitor all of your individual role instances and 
guarantee that 99.9% of the time we will detect when a role instance's process is not run­
ning and initiate corrective action." 

Cross-Ref 
The different components of the Windows Azure Platform are discussed in detail in Chapter 10. ■ 
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• SQL Azure SLA: "SQL Azure customers will have connectivity between the database and 
our Internet gateway. SQL Azure will maintain a "Monthly Availability" of 99.9% <luting a 
calendar monLh. "Monthly Availability Percentage" for a specific customer database is the 
ratio of the time the database was available to customers to the total time in a month. 
Time is measured in 5-minute intervals in a 30-day monthly cycle. Availability is always 
calculated for a full month. An interval is marked as unavailable if the customer's attempts 
to connect to a database are rejected by the SQL Azure gateway." 

• AppFabric SLA: "Uptime percentage commitments and Sl.A credits for Service Bus and 
Access Control are similar to those specified above in the Windows Azure SLA. Due to 
inherent differences between the technologies, underlying SLA definitions and terms differ 
for the Service Bus and Access Control services. Using the Service Bus, customers will 
have connectivity between a customer's service endpoint and our Internet gateway; when 
our service fails to establish a connection from the gateway to a customer's service end­
point, then the service is assumed to be unavailable. Using Access Control, customers will 
have connectivity between the Access Control endpoints and our lnternel gateway. In 
addition, for both Service Bus and Access Control, the service will process correctly for­
matted requests for the handling of messages and tokens; when our service fails to process 
a requesl properly, then the service is assumed to be unavailable. SLA calculations will be 
based on an average over a 30-day monthly cycle, with 5-minute time intervals. Failures 
seen by a customer in the form of service unavailability will be counted for the purpose of 
availability calculations for that customer." 
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You can find Google's App Engine for Business Sl.A at http : // code . google . com/ 
appengine / business/sla . h t ml. The S1.A for Amazon Web Service Elastic Computer 
Cloud (EC2) is published at h t tp:/ / a ws . amazon . com/e c 2-sla/, and the SLA for Amazon 
Simple Storage Service (S3) may be found at h ttp:/ / aws. ama zon. c om/s3-sl a / . 

Some cloud providers allow for service credits based on their ability to meet their contractual levels 
of uptime. For example, Amazon applies a service credit of 10 percent off the charge for Amazon 
S3 if the monthly uptime is equal to or greater than 99 percent but less than 99.9 percent. When 
the uptime drops below 99 percent, the service credit percentage rises to 25 percent and this credit 
is applied to usage in the next billing period. Amazon Web Services uses an algorithm that calcu­
lates uptime based on the following formula: 

Uptime = Error Rate/Requests 

as measured for each 5-minute interval during a billing period. The error rate is based on internal 
server counters such as "lnternal'Error" or "ServiceUnavailable." There are exclusions that limit 
Amazon's exposure. 

Service Level Agreements are based on the usage model. Most cloud providers price their pay-as­
you-go resources at a premium and issue standard SLAs only for that purpose. You can also pur­
chase subscriptions at various levels that guarantee you access to a certain amount of purchased 
resources. The SI.As attached to a subscription often offer different terms. If your organization 
requires access to a certain level of resources, then you need a subscription to a service. A usage 
model may not provide that level of access under peak load conditions. 

Defining Licensing Mc;,dels 
When you purchase shrink-wrapped software, you are using thaL software based on a licensing 
agreement called a 'EULA or End User License Agreement. The EULA may specify that the software 
meets the following criteria: 

• lL is yours to own. 

• lt can be installed on a single or multiple machines. 

• It allows for one or more connections. 

• lt has whatever limit the [SV has placed on its software. 

ln most instances, the purchase price of the software is directly tied to the EULA. 

For a long time now, the computer industry has known that the use of distributed applications 
over the Internet was going to impact the way in which companies license their software, and 
indeed it has. The problem is that there is no uniform description of how applications accessed 
over cloud networks will be priced. There are several different licensing models in play at the 
moment- and no clear winners. 
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It can certainly be argued that the use of free software is a successful model. The free use of soft­
ware in the cloud is something that the open-source community can support, it can be supported 
as a line extension of .a commercial product, or it can be paid for out of money obtained from other 
sources such as advertising. Google's advertising juggernaut has allowed it to create a portfolio of 
applications that users can access based on their Google accounts. Microsoft's free software in 
Windows Live is supported by its sales of the Windows operating system and by sales of the 
Microsof L Office suite. 

1n practice, cloud-based providers tend to license their applications or services based on user or 
machine accounts, but they do so in ways that are different than you might expect based on your 
experience with physical hardware and software. Many applications and services use a subscription 
or usage model (or both) and tie it to a user account. Lots of experimentation is going on in the 
publishing industry on how to price Internet offerings, and you can find the same to be true in all 
kinds of computer applications at the moment. Some services tie their licenses into a machine 
account when it makes sense. An example is the backup service Carbonite, where the service is for 
backing up a licensed computer. However, cloud computing applications rarely use machine 
licenses when the application is meant to be ubiquitous. lf you need to access an application, ser­
vice, or Web site from any location, then a machine license isn't going to be practical. 

The impact of cloud computing on bulk software purchases and enterprise licensing schemes is 
even harder to gauge. Several analysts have remarked that the advent of cloud computing could 
lead to the end of enterprise licensing and could cause difficulties for software vendors going for­
ward. It isn't clear what the impact on licensing will be in the future, but it is certainly an area to 
keep your eyes on.· 

Summary 
ln this chapter, you learned about the features that make cloud computing unique. It is both a new 
model and a new platform for computing. The idea of computing as a utility is as old as the com­
puter industry itself, but it is the advent of low-cost datacenters that have really enabled this plat­
form to thrive. 

A cloud's unique features are scalability, elasticity, low barrier to entry, and a utility delivery of ser­
vices. These features completely change the way in which applications and services are used. 
Cloud computing will enable the development of new types of applications, several of which were 
described in this chapter. Undoubtedly many new application types will arise that will be a com­
plete surprise to us all. However, cloud computing has some limitations that were discussed as 
well. 

To help you get a handle on cloud computing, this chapter s tresses measurements of costs in com­
parison to private or on-premises systems. Cloud computing shifts capital expenditures into oper­
ating expenditures. 
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Cloud computing changes the nature of the service provider and its relationship to its client. You 
see this expressed in the Service Level Agreements (SLAs) and software licensing that are part of 
this new developing industry. There are many changes to come in these areas. 

Chapter 3, «understanding Cloud Architecture," is an in-depth look at the superstructure and 
plumbing that makes cloud computing possible. In that chapter, you learn about the standards and 
protocols used by the cloud computing industry. 
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C
loud computing is a natural extens.ion of many of the design princi­
ples, protocols, plumbing, and systems that have been developed 
over the past 20 years. However, cloud computing describes some 

new capabilities that are architected into an application stack and are respon­
sible for the programmabiliLy, scalability, and virtuahzation of resources. 
One property that differentiates cloud computing is referred to as compos­
ability, which is the ability to build applications from componen.t parts. 

A platform is a cloud computing service that is both hardware and software. 
Platforms are used to create more complex software. Virtual appliances are 
an important example of a platform, and they are becoming a very important 
standard cloud computing deployment object. 

Cloud computing requires some standard protocols with which different lay­
ers of hardware, software, and clients can communicate with one another. 
Many of these protocols are standard Internet protocols. Cloud computing 
relies on a set of protocols needed to manage interprocess communications 
that have been developed over the years. The most commonly used set of 
protocols uses XML as the messaging format, the Simple Object Access 
Protocol (SOAP) protocol as the object model, and a set of discovery and 
description protocols based on the Web Servi.ces Description Language 

I 

(WSDL) to manage transactions. 

Some completely new clients are under developmem that are specifically 
meant to connect to the cloud. These clients have as their focus cloud appli­
cations and services, and are often hardened and more securely connected. 
Two examples presented are jolicloud and Google Chrome OS. They repre­
sent a new cli.ent model thaL is likely to have considerable impact. 
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Exploring the Cloud Computing Stack 
Cloud computing builds on the architecture developed for staging large distributed network appli­
cations on the lnternet over the last 20 years. To these standard networking protocols, cloud com­
puting adds the advances in system virtualization that became available over the last decade. The 
cloud creates a system where resources can be pooled and partitioned as needed. Cloud architec­
ture can couple software running on virtualized hardware in multiple locations to provide an on­
demand service to user-facing hardware and software. lt is this unique combination of abstraction 
and metered service that separates the architectural requirements of cloud computing systems from 
the general description given for an n-tiered Internet application. 

Many descriptions of cloud computing describe it in terms of two architecLUral layers: 

A client as a front end 

The "cloud" as a backend 

This is a very simplistic description because each of these two components is composed of several 
component layers, complementary functionalities, and a mixture of standard and proprietary pro­
tocols. Cloud computing may be differentiated from older models by describing an encapsulated 
information technology service that is often controlled through an Application Programming 
Interface (API), thus modifying the services that are delivered over the network. 

A cloud can be created within an organization's own infrastructure or outsourced to another data­
center. While resources in a cloud can be real physical resources, more often they are virtualized 
resources because virtualized resources are easier to modify and optimize. A compute cloud 
requires virtualized storage to support the staging and storage of data. From a user's perspective, it 
is important that the resources appear to be infinitely scalable, that the service be measurable, and 
that Lhe pricing be metered. 

Composability 
Applications built in the cloud often have the propeny of being built from a collection of compo­
nents, a feature referred to as composability. A composable system uses components to assemble 
services that can be tailored for a specific purpose using standard parts. A composable component 
must be: 

• Modular: lt is a self-contained and independent unit that is cooperative, reusable, and 
replaceable. 

• Stateless: A transaction is executed without regard to other transactions or requests. 

It isn't an absolute requirement that transactions be stateless, some cloud computing applications 
provide managed states through brokers, transaction monitors, and service buses. lo rarer cases, 
full transactional systems are deployed in the clouds, but these systems are harder to architect in a 
distributed architecture. 
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Although cloud computing doesn't require that hardware and software be composable, it is a 
high ly desirable characteristic from a developer or user's standpoint, because it makes system 
design easier to implement and solutions more portable and interoperable. 

There is a tendency for cloud computing systems to become less composable for users as the ser­
vices incorporate more of the cloud computing stack. From the standpoint of an IaaS (Infrastructure 
as a Service) vendor such as Amazon Web Services, GoGrid, or Rackspace, it makes no sense to 
offer non-standard machine instances to customers, because those customers are almost certainly 
deploying applications built on standard operating systems such as Linux, Windows, Solaris, or 
some other well-known operating system. 

In the next step up the cloud computing stack, PaaS (Platform as a Service) vendors such as 
Windows Azure or Google App Engine may narrow the definition of standard parts to standard 
parts that work with their own platforms, but at least from the standpoint of the individ ual plat­
form service provider, the intent is to be modular for their own developers. 

When you move to the highest degree of integration in cloud computing, which is Saas (Software 
as a Service), the notion of composability for users may completely disappear. An Saas vendor 
such as Quicken.com or Salesforce.com is delivering an application as a service to a customer, and 
there's no particular benefit from the standpoint of the service provider that the customer be able 
to compose its own custom applicaLions. A service provider reselling an SaaS may have the option 
to offer one module or another , to customize the information contained in the module for a client, 
to sell the service under their own brand, or to perform some other limited kind of cus tomization , 
but modifications are gene~·ally severely limited . 

This idea that composabHi.ty diminishes going up the cloud computing stack is from the user's 
point of view. If you are a PaaS or Saas service provider and your task is to create the platform or 
service presented to the developer, reseller, or user, the notion of working with a composable sys­
Lem is still a very powerful one. A PaaS or SaaS service provider gets the same benefits from a com­
posable system that a user does- these things, among others: 

• Easier to assemble systems 

• Cheaper sys tem development 

• More reliable operation 

• A larger pool of qualified developers 

• A logical design methodology 

You encounter the trend toward designing composable systems in cloud computing in the wide­
spread adoption of what has come to be called the Service Oriented Architecture (SOA). The 
essence of a service oriented design is that services are constructed from a seL of modules using 
standard corn:munications and service interfaces. An example of a set of widely used standards 
describes the services themselves in terms of the Web Services Description Language (WSDL), data 
exchange between services using some form of XML, and the communications between the services 
using the SOAP protocol. There are, of course, alternative sets of standards. 
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SOA is described in detail in Chapter 13. ■ 
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What isn't specified is the nature of Lhe module itself; it can be written in any programming lan­
guage the developer wants. From the standpoint of the system , the module is a black box, and only 
the interface is well specified. This independence of the internal workings of the module or com­
ponent means it can be swapped out for a different model, relocated , or replaced at will, provided 
that the interface specification remains unchanged. That is a powerful benefi.t to any system or 
application provider as their products evolve. 

Infrastructure 
Most large Infrastructure as a Service (laaS) providers rely on virtual machine technology to deliver 
servers that can run applications. Virtual servers described in terms of a machine image or instance 
have characteristics that often can be described in terms of real servers delivering a certain number 
of microprocessor (CPU) cycles, memory access, and network bandwidth to customers. Virtual 
machines are containers that are assigned specific resources. The software that runs in the virtual 
machines is what defines the utility of the cloud computing system. 

Figure 3.1 sh ows the portion of the cloud computing stack that is defined as the "server." In the 
diagram, the APl is shown shaded in gray because it is an optional component that isn'L always 
delivered with the server. The VMM component is the Virtual Machine Monitor, also called a 
hypervisor. This is the low-level software that allows different operating systems to run in their 
own memory space and manages 1/0 for the virtual machines. 

The notion of a virtual server presents to an application developer a new way of thinking about 
and programming applications. For example, when a programmer is creating software that requires 
several different tasks to be performed in parallel, he might write an application that creates addi­
tional threads of execution that must be managed by the application. When a developer creates an 
application that uses a cloud service, the developer can attach to the appropriate service(s) and 
allow the application itself to scale Lhe program execution. Thus, an application such as a three­
dimensional rendering that might take a long time for a single server to accomplish can be scaled 
in the cloud to many servers at once for a short period of time, accomplishing the task at a similar 
or lower price but at a much faster rate. 

ln future applications, developers will need to balance the architectural needs of their programs so 
their applications create new threads when it is appropriate or create new virtual machines. 
Applications will also need to be mindful of how they use cloud resources, when it is appropriate 
to scale execution to the cloud, how to monitor the instances they are running, and when not to 
expand their application's usage of the cloud. This will require a new way of thinking about appli­
cation development, and the ability to scale correctly is something that will have to be architected 
into applications from the ground u p. 
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This architectural diagram illustrates the portion of the cloud computing stack that is designated as the 
server. 
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Platforms 
A platform in the cloud is a software layer that is used to create higher levels o[ service. As you 
learned in Chapter 1, many different Platform as a Service (PaaS) providers offer services meant to 
provide developers with different capabilities, In Chapter 7, Paa$ is explored more thoroughly, but 
for now it is useful to cite three of the major examples that are provided in this book: 

• Salesforce.com's Force.com Platform 

• Windows Azure Platform 

• Google Apps and the Google AppEngine 

These three services offer all the hosted hardware and software needed to build and deploy Web 
app lications or services that are custom built by the developer within the context and range of 
capabilities that the platform allows. Platforms represent nearly the full cloud software stack , miss­
ing only the presentation Layer that represents the user interface. This is the same portion of the 
cloud computing stack that is a virtual appliance and is shown in Figure 3.2. What separates a 
platform from a virtual appliance is that the software that is installed is constructed from compo­
nents and services and controlled th rough the API that the platform p rovider publishes. 

It makes sense for operating system vendors to move their development environments into the 
cloud with the same technologies that have been successfully used to create Web applications. 
Thus, you might find a p latform based on a Sun xVM hypervisor virtual machine that includes 
a NetBeans Integrated Development Environment (IDE) and that supports the Sun GlassFish 
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Web stack programmable using Perl or Ruby. For Windows, Microsoft would be similarly inter­
ested in providing a platform that allowed Windows developers to run on a Hyper-V VM, use the 
ASP.NET application framework, support one of its enterprise applications such as SQL Server, 
and be programmable within Visual Studio- which is essentially what the Azure Platform does. 
This approach allows someone to develop a program in the cloud that can be used by others. 

Platforms often come replete with tools and utilities to aid in application design and deployment. 
Depending upon the vendor, you may find developer tools for team collaboration , Lesting tools, 
instrumentation for measuring program performance and attributes, versioning, database and Web 
service integration, and storage tools. Most platforms begin by esLablishing a developer community 
to support the work done in the environment. 

Note 
To see the entire cloud computing stack, refer to Figure 1.5 in Chapter 1. ■ 

Mi@hiifW 
A virtual appliance is software that installs as middleware onto a vi rtual machine. 
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Just as a virtual appliance may expose itself to users through an API, so too an application built in 
the cloud using a platform service would encapsulate the service through its own APL Users would· 
then interact with the platform, consuming services through that API, leaving the platform to man­
age and scale the service appropriately. Many platforms offer user inlerface development tools 
based on HTML, JavaScript, or some other technology. As the Web becomes more media-oriented, 
many dev~lopers have chosen to work with rich 1ntemet environments such as Adobe F1ash, Flex, 
or Air, or alternatives such as Windows Silverlight. A user interface abstracts away the platform 
APl, making those services managed through the UI. Figure 3.3 shows the top portion of the cloud 
computing stack, which includes the APT and the presentation functionality. 

The top of the cloud computing interface includes the user interface and the API for the application layer. 

u~~;- Presentation [ Presentation] ~t11-'~: -->►[ Data l~~l[Embedded]r;;;;;-ir-;-1 
lntorfoce rnobilit . platform . ; ~ ~ L:::_J L::J L....:..::_J 

• I '-·--------------------------
] ~ ~---i,►1[ Various by vendor] 

~===1 Applications . 

APls 

The Application Programming lnLerface is one of the key differentiators separating cloud computing 
from Lhe older models of Internet applications, because it is the means for instantiating resources 
needed to support applications. An APl can control data flow, communications, and other impor­
tant aspects of the cloud application . Unfortunately, each cloud vendor has their own cloud A Pl, 
none of them are standard, and the best you can hope for is that eventually the major cloud ven­
dor's APls will interoperate and exchange data. For now, the use of proprietary APis resultS in ven­
dor lock-in, which is why you are advised to choose system<; that implement APls based on open 
standards. 

Virtual Appliances 
Applications such as a Web server or database server that can run on a virtual machine image are 
referred to as virtual appliances. The name virtual appliance is a little misleading because it conjures 
up the image of a machine that serves a narrow purpose. Virtual appliances are software installed 
on virtual servers-application modules thaL are meant to run a particular machine instance or 
image type. A virtual appliance is a platform instance. Therefore, virtual appliances occupy the 
middle of the cloud computing stack (refer to Figure 3 .2). 

A virtual appliance is a common deployment object in the cloud, and it is one area where there is 
considerable activity and innovation. One of the major advantages of a virtual appliance is that you 
can use Lhe appliances as the basis for assembling more complex services, the appliance being one 
of your standardized components. Virtual apphances remove the need for application configura­
tion and maintenance from your list of system management chores. 
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You run across virtual appliances in laaS systems such as Amazon's Elastic Compute Cloud (EC2), 
which is discussed in detail in Chapter 9. Amazon Machine lmages are virtual appliances that have 
been packaged to run on the gird of Xen nodes that comprise the Amazon Web Service's EC2 sys­
tem. Shown in Figure 3.4, the AMI library (http : / /developer. amazonwebservices. com/ 
connect/kbcategory . j spa ?categoryID=l 71) includes a variety of operating systems both 
proprietary and open source, a set of enterprise applications such as Oracle BPM, SQL Server, and 
even complete application stacks such as LAMP (Linux, Apache, MySQL, and PHP). Amazon has 
negotiated licenses from these vendors that are pan of your per-use pricing when you run these 
applications on their servers. 

Virtual appliances are far easier to install and run than an application that you must set up your­
self. However, virtual appliances are also much larger than the application themselves would be 
because they are usually bundled with the operating system on which they are meant to run. An 
application that is 50 or 100MB might require a virtual appliance that is 500MB to 1GB in size. 
Usually, when a virtual appliance is created, the operating system is stripped of all excess function­
ality that isn't required by the appliance, because the appliance is meant to be used as is. 

Amazon Machine Images a re a collection of virtual appliances that you can insta ll on their Xen hypervisor 
servers. 
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Virtual appliances have begun to affect the PC industry in much the same way that application 
stores have affected the cell phone industry. You can find various Web sites that either sell or dis­
tribute ready-to-use virtual appliances in various forms. Perhaps the best developed of these mar­
ketplaces is VMware's Virtual Appliances site (http : //www. vmware . com/a pplian ces /) 
shown in Figure 3.5. These appliances are certified by VMware to be ready to use in the enterprise. 

Among the other places you can find virtual appliances are at the Web sites of the various operating 
system vendors, such as Ubuntu, Xen (http://www. xen. org/ ), and others, including these: 

• Bagvapp (http://bagside.com/bagvapp/) offers virtual appliances, including ones 
based on Windows, all of which run on VMware Player. 

• HelpdeskLive (http://helpdesklive .info/download/Virtua1Box%20 
VDI%20free%20images . html) offers various Linux distributions upon which you can 
build a virtual machine. 

• Jcinacio (http://www. j cinacio . com/) has Ubuntu appliances. 

li01Mi8-W 
VMware1s Virtual Appliance marketplace (http://www. vmware . com/appl iances/) sells virtual 
appliances that run on VMware's hypervisor in cloud computing applications. 
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• Jumpbox (http://www. jumpbox . com) offers open source virtual appliances installed 
by them as a managed service. Jumpbox offers virtual appliances for many applications 
including Bugzilla, DokuWiki, Drupal,Joomla! , Nagios, OpenVPN, PostgreSQL, Redmine, 
WordPress, and many others. Figure 3.6 shows thejumpbox home page. 

• QEMU (http : //www. qemu . org/) is a CPU emulator and virtual machine monitor. 

• Parallels (http: / /ptn. paral lels . com/ptn) hosts a variety of appliances that 
includes Linux distros, server software, and other products. 

• ThoughtPolice (http : //www . thoughtpolice . co. uk/ vmware/) offers appliances 
based on a variety of Linux distributions. 

• VirtualBox (http : //www . virtualbox. org/) is a vi rtual machine technology now 
owned by Oracle that can run various operating systems and serves as a host for a variety 
of virtual appliances. 

• Vmachines (http : //www . vmach ines. net/) is a site with desktop, server, and security­
related operating systems that run on VMware. 

Mii41MiiW 
Jumpbox (http://www . j umpbox. com/) is an open-source virtual appliance installa­
tion and management service. 

It's Open Source as a service. 
And it's about t ime. 
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Converting a virtual appliance from one platform to another isn't an easy proposition. Efforts are 
underway to create file format standards for these types of objects that make this task easier. The besL 
known of these file formats is the Open Virtualization Format (OVF), the work of the Distributed 
Management Task Force (DMTF) group. Nearly all major virtualization p latform vendors support 
OVF, notably VMware, Microsoft, Oracle, and Citrix. 

Cross-Ref 
Chapter S describes virtual appliances in more detail and gives some examples of vendors offering these types 
of applications for cloud computing infrastructure development. ■ 

Note 

Communication Protocols 
Cloud computing arises from services available over the Internet communicating using the stan­
dard lnLem et protocol suite underpinned by the HTTP and HTIPS transfer protocols. The other 
protocols and standards that expose compute and data resources in the cloud either format data or 
communications in packets that are sent over Lhese two transport protocols. 

In order to engage in interprocess communication (lPC) processes, many client/server protocols 
have been applied to distributed networking over the years. Various forms of RPC (Remote 
Procedure Call) implementations (including DCOM, Java RMI, and CORBA) aLtempt LO solve the 
prob lem of engaging services and managing transactions over what is essentially a stateless net­
work. The first of the truly Web-centric RPC technologies was XML-RPC, which uses platform­
independent XML data to encode program calls that are Lransported over HTTP, the networking 
transport to which nearly everyone is connected . 

You can find a full description of the common Internet protocol standards in Networking Bible by 
Barrie Sosinsky, Wiley, 2009. These protocols form the basis for much of the discussion in any good network­
ing textbook. ■ 

As Internet computing became more firmly entrenched over the last decade, several efforts began 
Lo better define methods for describing and discovering services and resources. The most widely 
used message-passing standard at the moment is the Simple Object Access Protocol (SOAP), 
which essentially replaces XML-RPC. SOAP uses XML for its messages and uses RPC and HTTP for 
message passing. SOAP forms the basis for most of the Web services stacks in use today. If you 
examine the XML fLle used in a SOAP transaction , you find that it contains a message and the 
instructions on how to use the message. The message has a set of rules that are translated into 
applicaLion instances and datatypes, and it defines the methods that must be used to initiate proce­
dure calls and then return a response. 

Several standards have emerged to allow the discovery and description of Web-based resources. 
The most commonly used model for discovery and description used with SOAP messaging is the 
Web Services Description Language (WSDL), a World Wide Web Consortium (http: / /www . 
w3 . org/2002 /ws/desc/) internet standard. WSDL lets a Web service advertise itself in terms 
of a collection o[ endpoints or ports associated with a specific network address (URL) that can be 
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addressed using XML messages to provide a service. ln WSDL, a service is a container that per­
forms a set of functions that are exposed Lo Web protocols. Taken together, the protocol and port 
are a binding to which messages are passed and operations are performed. A bound service is one 
thaL responds to any valid HTTP request senL to it. The important thing to remember abouL WSDL 
is that it defines a Web service's public interface. 

Cross-Ref 
Chapter 13, which describes Service Oriented Architecture, continues the discussion of these various compo­
nents in building an application in the cloud from a component-based architecture. ■ 
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Using WSDL and SOAP, a number of extensions were created that allow various Web services to 
describe additional sets of properties and methods that they could provide. These extensions fall 
under the name WS-,.,, or the "WS-star" specirications. A number of WS-"' extensions are in com­
mon use, with Lhe following being the most widely used: 

• WS-Addressing 

• WS-Discovery 

• WS-Eventing 

• WS-Federation 

• WS-MakeConnection 

• WS-Messaging 

• WS-MetadataExchange 

• WS-N oti fication 

• WS-Policy 

• WS-Resourceframework 

• WS-Security 

• WS-Transfer 

• WS-Trust 

These different specifications provide a standard means of adding metadata to a SOAP message by 
modifying the message header while maintaining the message body structure. In this way, a stan­
dard method for metadata exchange is piggybacked onto the WSDL XML message. Each of these 
different WS-"' specifications is in a different state of development. 

You use these various WS-* services in your daily work. For example, the Web Services Dynamic 
Discovery specification (WS-Discovery) is a specification for multicast discovery on a LAN (local 
Area Network) that is extended to Web services, most often as SOAP over UDP (User Datagram 
Protocol). When you open the Network Neighborhood in Windows and use the People Near Me 
feature, WS-Discovery goes into action and shows you discoverable resources. 
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These WS-* services carried over XML messages using the SOAP protocol access remote server appli­
cations in ways that are becoming increasingly complex. Whereas earlier methods for client/server 
provided a means through a gateway like CGI to access media content on servers, the current data 
communications burden servers with accepting and processing very complex requests or engaging 
their clients in sophisticated negotiations that seek to minimize the amount of processing that must 
be done and the information that must be exchanged as the response. None of this type of rich media 
servicing was ever envisaged in the construction of the Internet, and all of it is essentially a kludge. 

Over the years, a variety of platform-specific RPC specifications, such as DCOM (Distributed 
Common Object Model) and CORBA (Common Object Response Broker Architecture), were 
developed to allow software components that ran on different computers to interoperate with one 
another. As SOAP and WS-* were developing, those protocols began to build into their specifica­
tions server application features from these other technologies in a more platform-independent 
protocol. What was really needed was a method for standardizing resources on the Web, which is 
where the idea of REST comes in. 

REST stands for Representational State Transfer, and it owes its original description to the work of 
Roy Fielding, who was also a co-developer of the HTTP protocol. REST assigns a global identifier 
to a resource so there is a uniform method for accessing information sources. That identifier is a 
URl expressed in HTfP form. Given a resource then at a known address, various network clients 
in the form of what are called user agents can then communicate with that resource using HTTP 
commands (requests) to exchange information in the form of documents or files. Typical data 
transfers might use XML, text, an image file, a JSON document, or some other standard or agreed 
upon format to perform the.data exchange. A transaction following the rules of REST is therefore 
considered to be RESTful, and this is the basis for cloud computing transacLions to be initiated, 
processed, and completed in most modem implementations. 

While REST is heavily used, it is not the only data interchange standard that is used by cloud ser­
vices. Another example of a daLa exchange sLandard is the Atom or Atom Publishing Protocol 
(APP). Atom is a syndication format that allows for HTTP protocols to create and update informa­
tion. Microsoft's ADO.NET Data Services Framework is another system for transferring data using 
a RESTful transaction and standard HTTP commands. 

Cloud services span the gamut of computer applications: audio and video streaming, instant mes­
saging, and so forth. Each of these areas uses protocols developed for network use and adapted for 
use by Web services. The impact of cloud computing on network communication is to encourage 
the use o[ open-network protocols in place of proprietary protocols. 

For example, in the area of instant messaging, which is a major cloud service, the SIMPLE protocol 
(which stands for the Session Initiated Protocol for lnstant Messaging and Presence Leveraging 
Extensions) is in widespread use today. SIMPLE is based on the lETF Session Initiation Protocol 
(SIP) standard and is an open standard. Although most early lM (Instant Messaging) services used 
proprietary standards, many IM services now support SIMPLE because without this support, it 
would be hard for the different services to interoperate. Similarly, in the area of VoIP, you find that 
the open XMPP or the Extensible Messaging and Presence Protocol is used. 
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Applications 
Although the cloud computing stack encompasses many details that describe how clouds are con­
strucled, it is not a perfect vehicle for expressing all the considerations that one must account for 
in any deployment. An important omission arises from the nature of distributed Web applications 
and the design of Internet protocols as a stateless service. The Internet was designed to treat each 
request made to a server as an independent transaction. Therefore, the standard HTTP commands 
are all atomic in nature: GET to read data, PUT to writedata, and so on. 

While stateless servers are easier to architecl and stateless t.ransactions are more resilient and can 
survive outages, much of the useful work that computer systems need to accomplish are state[ ul. 
Here's the classic example. When you go to a reservation system to purchase something, you query 
inventory, reserve the item, and then pay for il. ln a multiuser system, if you don't have a stateful 
system, you cannot !mow whether the item you reserved has already been taken by another user 
before you can enter your payment for the item. Should you decide you don't want the item at 
some later time, it is much easier to restore the item to inventory and return payments or make 
other adjustments if you can roll back all the steps as a transactional unit. 

Much of the really hard development efforts that have gone into making the Web u seful in com­
merce have centered around creating mechanisms to change a set of stateless transactions into 
statef ul ones. The development of transaction servers, message queuing servers, and other middle­
ware is meant to bridge this problem. Cloud computing is no exception to this problem, and to an 
extent it amplifies the problem by not only making transactions stateless but also virtualizing 
resources so transactions are always occurring in physically different locations. ln cloud comput­
ing, a variely of constructs are brought to bear to solve these issues, but these are the two most 
important concepts: 

• The nolion of orchestration- that process flow can be choreographed as a service 

• The use of what is referred to as a service bus that conLrols cloud components 

ln Lime, other melhods for establishing transactional lmegrity may be developed that are betler 
suited to cloud computing, but these are the standard methods that are now part of the Service 
Oriented Architecture. Chapler 13 takes up this topic in more detail, but it is something you 
should certainly keep in mind as you read through the intervening chapters. 

Connecting to the Cloud 
Cliems can connect Lo a cloud service in a number of different ways. These are the two most 
common means: 

• A Web browser 

• A proprietary application 
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These applications can be running on a server, a PC, a mobile device, or a cell phone. What these 
devices have in common with either of these application types is that they are exchanging data 
over an inherently insecure and transient medium. There are three basic methods for securely con­
necting over a connection: 

• Use a secure protocol to transfer data such as SSL (HTTPS), FTPS, or IPsec, or connect 
using a secure shell such as SSH to connect a client to the cloud. 

• Create a virtual connection using a virtual private network (VPN), or with a remote data 
trans[er protocol such as Microsoft RDP or Citrix lCA, where the data is protected by a 
tunneling mechanism. 

• Encrypt the data so that even if the data is intercepted or sniffed , the data will not be 
meaningful. 

The best client connections use two or more of these techniques to communicate with the cloud. 
ln current browser technology, clients rely on the Web service to make available secure connec­
tions, but in the future, it is likely that cloud clients will be hardened so the client itself enforces a 
secure connection. 

lf you've ever logged into a hotel connection and browsed the network, you may find that often 
you can access systems on the network that haven't been protected with a firewall; an improperly 
confLgured firewall connection to the cloud is even worse. That has led people to drag portable 
routers with them, which provide a personal hardware firewall; many of these devices have VPN 
built directly into them. 

Other solutions include using VPN software; here are three recommended solutions: 

• Hotspot VPN (http://www. hotspotvpn . com/) 

• Anchorfree Hotspot Shield (h ttp : / /hotspot shiel d . com/) 

• Gbridge (http:/ /www . gbridge . com/) , a third-party VPN based on Google's 
GoogleTalk infrastructure 

Gbridge is an inLeresting solution that illuslrates the use of VPN over a cloud connection. To use 
this product, you need to log into the Google Talk (or Gtalk) network and connect to another com­
puter using your Google account. Gbridge allows additional people to join a connection when 
invited and supports collaborative features such as desktop sharing using the Virtual Network 
Computing (VNC) software, chat, live folder browsing, folder synchronization, and au tomated 
backup. Gbridge also works with applications deployed using Google Apps, allowing you to 
securely connect to Lhese applications using a VPN. Figure 3.7 shows browsing a folder over a 
VPN connection using Gbridge's SecureShares feature. 
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Gbridge provides a means for securely connecting one computer to another using Gtalk. Shown here is the 
SecureShares fo lder-browsing feature. 
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The Jolicloud Netbook OS 
The popularity of ultralight netbooks and mobile phones has greatly expanded the potential audi­
ence of dedicated cloud computing devices, but until recently these devices ran standard operating 
systems such as Windows, Linux, and Macintosh on the PC and Android, 10S, and Windows 
Mobile (among others) on cell phones. The primary differentiation between these devices is 
whether or not they are capable of running video and animaLion (particularly Adobe flash). 

None of these portable devices has been optimized to connect securely to the cloud by narrowing 
the operating system functions to harden these devices. The French firm Jolicloud (http://www. 
j o l i cloud. com/) has recently released a ligh tweight version of Linux designed specifically to 
run connected to the cloud as a dedicated cloud client. Jolicloud 1.0 ("The Anywhere OS") can be 
loaded onto a netbook as the only operating system, or it can be set up as a dual boot system that 
shares files with a Windows partition. 

Jolicloud concentraLes on building a social platform with automatic software updates and installs. 
The application launcher is built in HTML 5 and comes preinstalled with Gmail, Skype, Twitter, 
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Firefox, and other applications. Any HTML 5 browser can be used to work with the Jolicloud 
interface. Jolicloud maintains a library or App Directory of over 700 applications as part of an app 
store. When you click to select an application, the company both installs and updates the applica­
tion going forward, just as the iPhone manages applications on that device. Figure 3.8 shows the 
Jolicloud interface. 

The Jolicloud cloud client operating system is a social networking plalform for netbooks w ith a dedicated 
application store. 

When you installJohcloud on multiple devices, the system automatically synchronizes your appli­
cations so you are working with the same content on all your devices. You can manage your 
devices from any cloud-connected device. Your files are also unified in a single location , and the 
operating system provides access to shared storage cloud services such as box.net, Dropbox, and 
drop.io, among other services. 

Chromium OS: The Browser as an Operating System 
The Google Chrome OS is a Linux open-source operating system designed to be a robust cloud cli­
ent. Unlike many other Linux distributions, Google's Chrome is not a software installation, but is 
shipped installed on validated hardware from Google-approved OEMs (Original Equipment 
Manufacturers), just as the Android operating system is shipped on a variety of phones. The intent 
is to have a tightly coupled hardware offering that supports features in the Chrome OS and that 
would be highly efficient. Early designs have shown Chrome running on tablet designs that would 
position it as an Apple iPad competitor running on netbook-type devices in the $300-400 range. 
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Note 
An OEM or original equipment manufacturer builds systems from components and sells them under a 
brand name. ■ 
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The expectation is that the first versions of Chrome systems will appear in late 2010, perhaps in 
both consumer and enterprise offerings. There is also an open-source version of this cloud client 
called Chromium (htt p : / / www . chromium . org / chromium- o s), whi.ch shares the same code 
base. The Chromium architecture is built as a three-tier system with a hardware layer, the browser 
and window manager, and a set of system soflware and utilities. 

The Chrome OS has been described as a hardened operating system because it incorporates a sand­
box architecture for running applications and also performs automatic updates. Also included in 
the system is a version of remote desktop connection software that creates an encrypted connection 
like Microsoft's RDP, Citrix's ICA, or a VNC client. The Chrome OS hardware specification 
includes a Trusted Platform Module, which provides for a "trusted bootpath" along with a hard­
ware switch that can be used to boot the system into a de':'eloper model. ln that mode, some of the 
security feaLUres are turned off, allowing the user LO reset the system. 

Demonstrations of early prototypes of Chrome and Ch romium OS systems have shown that they 
are capable of nearly instantaneous startup. Chromium Linux kernel has adopted the Upstart 
(http:/ /upstart. ubuntu. com/) event-based replacement for the init daemon, which is 
used to launch services concurrently, restore stalled jobs, and perform delayed system startup. 
The fast boot time is possible because the device is devoid of most of the devices in modern PCs. 
Chromium has also adopted a set of security routines in firmware that run during startup and store 
the information necessary to perform verified system restoraLion. 

Essentially, the Chrome OS looks like the Chrome browser. Chrome is interesLing because Google 
has essentially stripped down the operating system to run one specific application that connects to 
the Internet. The user interface is similar to the Chrome Web browser and includes a media p'layer 
that plays MP3, viewsJPEGs, and plays media content both online and offiine. Adobe flash is inte­
grated directly into the Chrome OS, just as it is in the Chrome browser. When you launch 
Chrome, you see links to the major Google cloud applications such as Gmail, Google Apps, and 
YouTube, along with other major sites such as Facebook, Hulu, Pandora, Twitter, and others. 
Figure 3.9 shows an early demonstration of the Chrome OS, its multi-tab interface, and its applica­
tion launcher utility. From this same demonstration is shown the Google Reader application with a 
page from Alice in Wonderland, displayed in Figure 3.10. 
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Google will include on Chromium the Google Cloud Print service that allows an application to 
print Lo any connected printer without accessing a printer driver. This system frees Chromium 
from having to develop hardware- and OS-specific print subsystems. Instead, a proxy is installed in 
Chrome that registers a printer with the service, and this proxy manages print jobs for the user. 

The Chrome OS devices that appear, as well as the competitors such as the Apple iPad and a host 
of other similar devices from other system vendors, signal a sea change in the manner in which 
users access the cloud, and they represent the cloud's impact on the manner in which many users 
perform their daily work. lt's anyone's guess how impactful these introductions will be, but it is 
clear that they are not simply another competitor to Windows and Macintosh desktop-oriented 
systems. They represent the move into a cloud-based future where applications run and data is 
stored remotely. Their success is likely to be contingent upon how fast consumers and busines~es 
become comfortable with the idea of outsourcing these functions. In time, the transition is proba­
bly inevitable because the economies of scale and efficiency that cloud computing offers is too 
compelllng to ignore. 

Mii41MiiM 
The Chrome OS operating system's application launc her from an early demo of the product found at 
http://www.youtube.com/watch?v=ANMrzw7JFzA&feature=channe1 
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1101hiili·I 
From the same source as Figure 3.9, this figure i llustrates how the Google Reader appears w ithin the 
Chrome OS as a tab. 
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Summary· 
ln this chapter, you learned about the various architectural layers that make up the cloud comput­
ing stack. Cloud computing may be seen to be an extension of older Internet standards, but it 
includes some new architecture. In particular, infrastm cture components were described, as were 
platform components. Platform services are software-based and can include a class of applications 
referred to as virtual appliances. 

The focus of the chapter was how all the different parts of cloud computing work together. Many of 
the important standards are aimed at managing transactions in the cloud and making components 
work together. This chapter took an initial look at SOAP, XML, and the various WSDL services. 

The chapter ended by considering the development of a new class o( cloud-connected clients. 
These dients, which are often hardware and software solution s like the Google Chrome OS, may 
have maj or impact in changing the model by which people connect to the lntem et and get their 
work done. They have many advantages, but we will have to wait to see how readily consumers 
and businesses are willing to adopt this new computing paradigm. 

In the next chapter, each of Lhe different Internet service models is more closely described. 

-
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Understanding 
Services and 
Applications by Type 

This chapter describes some of the different types o[ cloud computing 
models, categorized as a set of service models. You may think of 
cloud computing applications as being composed of a set of layers 

upon which distributed applications may be built or hosted. These layers 
include Infrastructure, Platform, and Software. Depending on the type and 
level o [ service being offered, a client can build on these layers to create 
cloud-based applications. 

The service models described here- Infrastructure as a Service (IaaS), 
Software as a Service (SaaS), and Platform as a Service (PaaS)- are useful in 
categorizing not only cloud computing capabilities, but specific vendor offer­
ings, products, and services. Infrastructure as a Service allows for the cre­
ation of virtual computing systems or networks. 

Software as a Service represents a hosted application that is universally avail­
able over the Internet, usually through a browser. With Software as a Service, 
the user interacts directly with the hosted software. Saas may be seen to be 
an alternative model to that of shrink-wrapped software and may replace 
much of the boxed software that we buy today. 

Platform as a Service is a cloud computing infrastructure that creates a devel­
opment environment upon which applications may be build. PaaS provides a 
model that can be used to create or augment complex applications such as 
Customer Relation Management (CRM) or Enterprise Resource Planning 
(ERP) systems. PaaS offers the benefits of cloud computing and is often com­
ponentized and based on a service-oriented architecture model. 

As cloud computing matures, several service types are being introduced and 
overlaid upon these architectures. The most fully developed of these service 
types is Identity as a Service (IDaaS). Identity as a Service provides authenti­
cation and authorization services on distributed networks. Infrastructure and 
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supporting protocols for lDaaS are described in this chapter. Other service Lypes such as Compliance 
as a Service (CaaS), provisioning, monitoring, communications, and many vertical services yet to be 
fully developed are touched upon in this chapter. 

Defining Infrastructure as a Service (laaS) 
You can broadly partition cloud computing into four layers that fonn a cloud computing ecosys­
tem, as shown in Figure 4.1. The Application layer forms the basis for Software as a Service (SaaS), 
while the Platform layer forms the basis for Platform as a Service (PaaS) models that are described 
in the next two sections. infrastructure as a Service (laaS) creates what may be determined to be a 
utility computing model, something that you can tap into and draw from as you need it without 
significant limits on the scalability of your deployment. You pay only for what you need when you 
need it. IaaS may be seen to be an incredibly disruptive technology, one that can help tum a small 
business into a large business nearly overnight. This is a most exciting prospect; one that is fueling 
a number of laaS startups during one of the most difficult recessions of recent memory. 

Infrastructure as a Service (IaaS) is a cloud computing service model in which hardware is virtual­
ized in the cloud. In this particular model, the service vendor owns the equipment: servers, stor­
age, network infrastructure, and so forth. The developer creates virtual hardware on which to 
develop applications and services. Essentially, an laaS vendor has created a hardware utility service 
where the user provisions virtual resources as required. 

The cloud computing ecosystem 

Business Process (SOA) 

Application Services 

Platform Services 

Infrastructure Services 
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The developer interacLs with the laaS model to creale virtual private servers, virtual private storage, 
virtual private networks, and so on , and then populates these virtual systems with the applications 
and services it needs Lo complete its solution. ln laaS, the virLualized resources are mapped to real 
systems. When the client interacts with an JaaS service and requests resources from the virtual 
systems, Lhose requests are redirected to the real servers that do the actual work. 

laaS workloads 
The fundamenLal unit of virtualized client in an laaS dep loyment is called a workload. A workload 
simulates the ability of a certain type of real or physical server to do an amount of work. The work 
done can be measured by the number of Transactions Per Minute (TPM) or a similar metric against 
a certain type of system. ln addition to throughput, a workload has certain other attributes such as 
Disk VOs measured in Input/OuLput Per Second IOPS, the amount of RAM consumed under load 
in MB, network throughput and latency, and so forth. ln a hosted application environment, a cli­
ent's application runs on a dedicaLed server inside a server rack or perhaps as a standalone server 
in a room full of servers. In cloud computing, a provisioned server called an instance is reserved 
by a customer, and the necessary amount of computing resources needed to achieve that type of 
physical server is allocated to the client's needs. 

figure 4.2 shows how three virtual private server instances are partitioned in an IaaS stack. The 
three workloads require th ree different sizes of computers: small, medium, and large. 

A cl ient would reserve a machine equivalen t required to run each of these workloads. The laaS 
infrastructure runs these server instances in the data center that the service offers, drawing from a 
pool of vinualized machines, RAID storage, and network interface capacity. These three layers are 
expressions of physical systems Lhat are partitioned as logical units. LUNs, Lhe cloud interconnect 
layer, and the virtual application software layer are logical consttucts. LUNs are logical storage 
containers, the cloud interconnect layer is a virtual network layer that is assigned lP addresses from 
the laaS network pool, and Lhe virtual application software layer comains software that runs on the 
physical VM instance(s) that have been parlitioned from physical assets on the laaS' private cloud. 

From an architectural standpoint, Lhe client in an laaS infrastructure is assigned its own private 
network. The Amazon Elastic Computer Cloud (EC2), described in detail in Chapter 8, behaves 
as if each server is its own separate network-unless you create your own Virtual Private Cloud 
(an EC2 add-on feaLure), which provides a workaround to this problem. When you scale your EC2 
deployment, you are adding additional networks to your infrastructure, which makes it easy to 
logically scale an EC2 deployment, but imposes additional network overhead because traffic must 
be routed between logical networks. Amazon Web Service's routing limits broadcast and multicast 
traffic because Layer-2 (Data Link) networking is not supported. Rackspace Cloud (http://www. 
rackspacecl oud. com/) follows the AWS IP assignment model. 

Other laaS infrastructures such as the one Cloudscaling.com (http : //www. cloudscaling . 
com) offers or a traditional VMWare cloud-assigned networks on a per-user basis, which allows for 
Level 2 networking options. The most prominenl Level 2 protocols that you might use are tunnel­
ing options, because they enable VLANs. 
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A virtual private server partition in an laaS cloud 
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Consider a transactional eCommerce system , for which a typical stack contains the following 
components: 

• Web server 

• Application server 

• File server 

• Database 

• Transaction engine 

This eCommerce system has several different workloads that are operating: queries against the 
database, processing of busin ess logic, and serving up clients' Web pages. 
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The classic example of an laaS service model is Amazon.corn's Amazon Web Services (A WS). A WS 
has several data centers in which servers run on top of a v-irtualization platform (Xen) and may be 
partitioned into logical compute units of various sizes. Developers can then apply system images 
containing different operating systems and applications or create their own system images. Storage 
may be partitions, daLabases may be created, and a range of services such a messaging and notifica­
tion can be called upon to make distributed application work correctly. 

Cross-Ref 
Amazon Web Services offers a classic Service Oriented Architecture (SOA) approach to laaS. You learn more 
about A WS in Chapter 9; a description of the Service Oriented Architecture approach to building distributed 
applications is described in Chapter 13. ■ 

Pods, aggregation, and silos 
Workloads support a certain number of users, at which point you exceed the load that the insLance 
sizing allows. When you reach the limit of the largest virtual machine instance possible, you must 
make a copy or clone of the instance to support additional users. A group of users within a particu­
lar instance is called a pod. Pods are managed by a Cloud Control System (CCS). In AWS, the CCS 
is the A WS Management Console. 

Sizing limitations for pods need to be accounted for if you are building a large cloud-based appli­
cation. Pods are aggregated into pools within an laaS region or site called an availability zone. In 
very large cloud computing networks, when systems fail, they fail on a pod-by-pod basis, and often 
on a zone-by-zone basis. For A WS' laaS infrastructure, the availability zones are organized around 
the company's data centers in Northern California, Northern Virginia, Ireland, and Singapore. A 
failover system between zones gives laaS private clouds a very high degree of availability. Figure 
4.3 shows how pods are aggregated and virtualized in laaS across zones. 

When a cloud computing infrasLructure isolates user clouds from each other so the management 
system is incapable of interoperating with other private clouds, it creates an information silo, or 
simply a silo. Most often, the term silo is applied to PaaS offerings such as Force.com or QuickBase, 
but silos of ten are an expression of the manner in which a cloud computing infrastructure is archi­
tected. Silos are the cloud computing equivalenL of compute islands: They are processing domains 
that are sealed off from the outside. 

When you create a pr ivate virtual network within an IaaS framework, the chances are high that 
you are creating a silo. Silos impose restrictions on interoperability that runs counter to the open 
nature of build-componentized service-oriented applications. However, that is not always a bad 
thing. A silo can be its own ecosystem; it can be protected and secured in ways that an open sys­
tem can't be. Silos just aren't as flexible as open systems and are subject to vendor lock-in. 
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Pods, aggregation, and failover in laaS 
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Failover Command 

Defining Platform as a Service (PaaS) 
The Platform as a Service model describes a software environment in which a developer can create 
customized solutions within the context of the development tools that the platform provides. 
Platforms can be based on specific types of development languages, application frameworks, or 
other constructs. A PaaS offering provides the tools and development environment to deploy appll­
cations on another vendor's application. Often a PaaS tool is a fully integrated developmenL envi­
ronment; that is, all the tools and services are pan of the PaaS service. To be useful as a cloud 
computing offering, PaaS systems must offer a way to create user interfaces, and thus support stan­
dards such as HTLM, JavaScript, or other rich media technologies. 

In a PaaS model, cust0mers may interact with the software to enter and retrieve data, perform 
actions, gel results, and to the degree that the vendor allows it, customize the platform involved. 
The customer takes no responsibility for maintaining the hardware, the software, or the develop­
ment of the applications and is responsible only for his interaction with the platform. The vendor 
is responsible for all the operational aspects of the service, for maintenance, and for managing the 
product(s) lifecycle. 

The one example that is most quoted as a PaaS offering is Google's App Engine platform, which is 
described in more detail in Chapter 8. Developers program against the App Engine using Google's 
published APis. The tools for working within the development framework, as well as Lhe structure 
of the file sysLem and data stores, are defined by Google. Another example of a Paa$ offering is 
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Force.com, Salesforce.com's developer platform for its Saas offerings, described in the next section. 
Force.com is an example of an add-on development environment. 

A developer might write an application in a programming language like Python using the Google 
APL The vendor of the PaaS solution is in most cases the developer, who is offering a complete 
solution to the customer. Google itself also serves as a PaaS vendor within this system, because i.t 
offers many of its Web service applications co customers as part of this service model. You can 
th'ink of Google Maps, Google Earth, Gmail, and the myriad of other PaaS offerings as conforming 
to the PaaS service model, although these applications themselves are offered to customers under 
what is more aptly described as the Software as a Service (SaaS) model that is described below. 

The di.fficulty with PaaS is that it locks the developer (and the customer) into a soluLion that is 
dependent upon the platform vendor. An application written in Python against Google's API using 
the Google App Engine is likely to work only in that environment. There is considerable vendor 
lock-in associated with a PaaS solution. 

Defining Software as a Service (SaaS) 
The most complete cloud computing service model is one in which the computing hardware and 
software, as well as the solution itself, are provided by a vendor as a complete service offering. lt is 
referred to as the Software as a Service (SaaS) model. Saas provides the complete infrastructure, 
software, and solution stack as the service offering. A good way to think about SaaS is that iL is the 
cloud-based equivalent of shrink-wrapped software. 

Software as a Service (SaaS) may be succinctly described as software that is deployed on a hosted 
service and can be accessed globally over the Internet, most often in a browser. With the exception 
of the user interaction with the software, all other aspects of the service are abstracted away. 

Every computer user is familiar with Saas systems, which are either replacements or substitutes for 
locally installed software. Examples of SaaS software for end-users are Google Gmail and Calendar, 
QuickBooks online, Zoho Office Suite, and others that are equally well known. Saas applications 
come in all shapes and sizes, and include custom software such as billing and invoicing systems, 
Customer Relationship Management (CRM) applications, Help Desk applications, Human 
Resource (HR) solutions, as well as myriad online versions of familiar applications. 

Many people believe that SaaS software is not customizable, and in many Saas applications this is 
indeed the case. For user-centric applications such as an office suite, that is mostly true; those 
suites allow you to set only options or preferences. However, many other Saas solutions expose 
Application Programming lnterfaces (API) to developers to allow them to create custom composite 
applications. These APls may alter the security model used, the data schema, workO.ow characteris­
tics, and other fundamental features of the service's expression as experienced by the user. 
Examples of an Saas platfmmwith an exposed API are Salesforce.com and Quicken.com. So Saas 
does not necessarily mean that the software is static or monolithic. 
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Saas characteristics 
All Software as a Service (SaaS) applications share the following characteristics: 

1. The soflware is available over the Internet globally through a browser on demand. 

2. The typical license is subscription-based or usage-based and is billed on a recurring basis. 

In a small number of cases a Hat fee may be changed, often coupled with a maintenance 
fee. Table 4.1 shows how different licensing models compare. 

3. The software and the service are monitored and maintained by the vendor, regardless of 
where all the different software components are running. 

There may be executable client-side code, but the user isn't responsible for maintaining 
that code or its interaction with the service. 

4. Reduced distribution and maintenance costs and minimal end-user system costs generally 
make Saas applications cheaper to use than their shrink-wrapped versions. 

5. Such applications feature automated upgrades, updates, and patch management and 
much faster rollout of changes. 

6. SaaS applications often have a much lower barrier to entry than their locally installed 
competitors, a lmown recurring cost, and they scale on demand (a property of cloud 
computing in general). 

7. All users have the same version of the software so each user's software is compatible with 
another's. 

8. SaaS supports multiple users and provides a shared data model through a single-instance, 
multi-tenancy model. 

The alternative of software virtualization of individual instances also exists, but is 
less common. 

TABLE 4.1 

Licensing 
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Open Saas and SOA 
A considerable amount of Saas software is based on open source software. When open source soft­
ware is used in a Saas, you may hear it referred to as Open SaaS. The advantages of using open 
source software are that systems are much cheaper to deploy because you don't have to purchase 
the operating system or software, there is less vendor lock-in, and applications are more portable. 
The popularity of open source software, from Linux to APACHE, MySQL, and Perl (the LAMP 
platform) on the Internet, and the number of people who are trained in open source software make 
Open Saas an attractive proposition. The impact of Open SaaS will likely translate into better prof­
itability for the companies that deploy open source software in the cloud, resulting in lower devel­
opment costs and more robust solutions. 

A mature Saas implementation based on SOA is shown in Figure 4.4. 

Mit4'Miti 
A modern implement of SaaS using an Enterprise Service Bus and architected with SOA components 
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Note 

The componenrized nature of SaaS solutions enables many of these solutions to support a feature 
called mashups. A mashup i.s an application that can display a Web page that shows data and sup­
ports features from two or more sources. Annotating a map such as Google maps is an example of 
a mashup. Mashups are considered one of the premier examples of Web 2.0, and that is technolo­
gy's ability to support social network systems. 

A mashup requires three separate components: 

• An interactive user interface, which is usually created wi.th llTMl.JXHTML, Ajax, 
JavaScript, or CSS. 

• Web services that can be accessed using an A Pl, and whose data can be bound and 
transported by Web service protocols such as SOAP, REST, XMl.JHTTP, XMl.JRPC, and 
JSON/RPC. 

• Data transfer in the form of XML, KML (Keyhole Markup Language), JSON OavaScript 
Object Notation), or the like. 

Mashups are an incredibly useful hybrid Web application, one that Saas is a great enabler for. The 
Open Mashup Alliance (OMA; see ht t p:/ /www . openmashup. org/) i.s a non-profit industry 
group dedicated to supporting technologies that implement enterprise mashups. This group sup­
ports the developing standard, the Enterprise Mashup Markup Language (EMML), which is a 
Domain Specific Language (DSL). This group predicts that the use of mashups wi.11 grow by a fac­
tor of 10 within just a few years. 

Gartner Group predicts that approximately 25 percent of all software sold by 2011 will use the 
SAAS model, offered either by vendors or an intermediary party, sometimes referred to as an aggre­
gator. An aggregator bundles Saas applications from different vendors and presents them as part of 
a unified platform or solution. 

There's a notion that SaaS will eventually replace all locally installed software. However, owning software has 
several advantages that greatly inhibit this trend: You aren't exposed to the risk of an SaaS company going out 
of business; you aren't dependent upon the vagaries of an Internet connection; you aren't subject to the often 
much slower processing speed of a distributed computing model (compared to your local system). 

I believe the introduction of Saas applications will eventually drive down the price of major applications such 
as Microsoft Office and Adobe Photoshop because the most important functionality contained in commercial 
packages becomes available at equal quality online for a much lower cost. ■ 
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SaaS examples abound, and while many Saa$ offerings are based on proprietary software, a cloud 
computing service is required to be highly interoperable with other services and therefore easily 
replaced by a newer or better version of that software's function. When you think about this differ­
ence, visualize the situation involved for large enterprise applications such as CRM and ERP, which 
involve large application suites containing multiple interacting data stores. Saa$ software based on 
the Service Oriented Architecture described in Chapter 13 has the potential of decoupling this 
integration, with all the attendant benefits. 
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Understanding 
Abstraction and 
Virtualiza tion 

In this chapter, I discuss different technologies Lhat create shared pools of 
resources. The key to creating a pool is to provide an abstraclion mecha­
nism so that a logical address can be mapped to a physical resource. 

Computers use this technique for placing files on disk drives, and cloud com­
puring networks use a set of techniques to create virtual servers, virtual stor­
age, virtual networks, and perhaps one day vinual applications. Abstraction 
enables the key benefit of cloud computing: shared, ubiquitous access. 

[n this chapter, you learn abouL how load balancing can be used to creaLe high 
perfonnance cloud-based solutions. Google.corn's network is an example of 
this approach. Google uses commodity servers co direct traffic approp1fately. 

Another technology involves creating vinual hardware systems. An example 
of this type or approach is hypervisors that create virtual machine technolo­
gies. Several important cloud computing approaches use a stdctly hardware­
based approach to abstraction. l describe VMware's vSphere infrastructure in 
some detail , along with some of the unique reatures and technologies thaL 
VMware has developed to support this type of cloud. 

finally, l describe some approaches to makLng applications portable. 
Application portability is a difficult proposition, and work to make applica­
tions portable is in its infancy. Two approaches are described, the Simple 
APl and AppZero's Virtual Application Appliance (VM). VMs are contain­
ers that abstract an application r rom the operating system, and they offer the 
potential to make an application portable from one platform to another. 
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Using Virtualization Technologies 
The diclionary includes many definiLions ror lhe word "cloud." A cloud can be a mass of water 
droplets, gloom, an obscure area, or a mass of similar panicles such as dust or smoke. When it 
comes Lo cloud computing, the definition thal besl fi ts the comext is "a collection or objects that 
are grouped Logether." It is lhat act of grouping or creating a resource pool that is what succinctly 
differenLiates cloud computing from all other types of networked systems. 

Not all cloud compuling applications combine their resources into pools that can be assigned on 
demand to users, bul lhe vast majority of cloud-based systems do. The benefils of pooling 
resources to allocate lhem on demand are so compelling as to make the adoption of these technol­
ogies a priority. Without resource pooling, it is impossible to attain effk iem utilization, provide 
reasonable cosLS to users, and proactively react to demand. ln Lhis chapler, you learn about the 
technologies that abstract physical resources such as processors, memory, disk, and network 
capacity in.lo virtual resources. 

When you use cloud computing, you are accessing pooled resources using a technique called 
virtualization. Virtualization assigns a logical name for a physical resource and then provides a 
pointer to that physical resource when a request is made. Virtualization provides a means to man­
age resources efficiently because the mapping of virtual resources to physical resources can be both 
dynamic and facile. Virtualization is dynamic in thaL the mapping can be assigned based on rapidly 
changing conditions, and il is facile because changes to a mapping assignment can be nearly 
instantaneous. 

These are among the different types of virtualization thal are characteristic of cloud compuling: 

• Access: A client can requesl access to a cloud service from any location. 

• Application: A cloud has multiple application instances and directs requests Lo an 
instance based on conditions. 

• CPU: Computers can be partitioned into a set of virtual machines with each machine 
being assigned a workload. Alternatively, systems can be vinualized through load-balanc­
ing technologies. 

• Storage: Dala is stored across slorage devices and orten replicated for redundancy. 

To enable these characteristics, resources must be highly configurable and Oexible. You can define 
the features in software and hardware that enable Lhis Oexibility as conforming to one or more of 
the following mobili ty patterns: 

• P2V: Physical to Vi rtual 

• V2V: Virtual to Virtual 

• V2P: Virtual LO Physical 

• P2P: Physical Lo Physical 

• D2C: Datacenter to Cloud 
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• C2C: Cloud to Cloud 

• C2D: Cloud to Datacenter 

• D2D: Datacenter to Datacemer 

The techniques used to achieve these d ifferent types of vinualization are the subjecL of this chapter. 
According to Gartner ("Server Virtualizatlon: One Path thaL Leads to Cloud Computing," by 
Thomas J. Bittman, 10/29/2009, Research Note GOOl 71730), virtualization ls a key enabler of the 
first four of five key attributes of cloud computing: 

• Service-based: A service-based architecture is where clients are abstracted from service 
providers through service in terfaces. 

• Scalable and elastic: Services can be altered to affect capacily and performance on 
demand. 

• Shared services: Resources are pooled in order to create greater efficiencies. 

• Metered usage: Services are billed on a usage basis. 

• Internet delivery: The services provided by cloud computing are based on Internet pro­
tocols and formats. 

Load Balancing and Virtualization 
One characleristic of cloud ·computing is virtualized network access to a service. No matter where 
you access the service, you are directed to the available resources. The technology used to disLrib­
ute service requests to resources is referred to as load balancing. Load balancing can be imple­
mented in hardware, as is the case wiLh F5's BiglP servers, or in software, such as the Apache 
mod _proxy_ balancer extension, the Pound load balancer and reverse p roxy software. and the 
Squid proxy and cache daemon. Load balancing is an optimization technique; it can be used to 
increase utilizaLion and throughput, lower latency, reduce response time, and avoid system overload. 

The following network resources can be load balanced: 

• Network inLerfaces and services such as DNS, FTP, and HTTP 

• ConnecLions through intelligent switches 

• Processing through computer system assignment 

• Storage resources 

• Access to application instances 

Without load balancing, cloud computing would very difficult to manage. Load balancing provides 
Lhe necessary redundancy to make an intrinsically unreliable system reliable through managed redi­
rection. It also provides fault tolerance when coupled with a failover mechanism. Load balancing is 
nearly always a feature of server farms and compuLer dusters and for high availabilily applications. 
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A load-balancing system can use differen t mechanisms LO assign service direction . ln the simplest 
load-balancing mechanisms, the load balancer listens to a network porL for service requests. When 
a request from a client or service requester arrives, the load balancer uses a scheduling algorithm to 
assign where the request is sent. Typical scheduling algorithms in use today are round robin and 
weighted round robin , fastest response time, least connections and weigh ted leasL connections, and 
custom assignments based on other facLOrs. 

A session ticket is created by the load balancer so Lhat subsequent related traffic from the client 
that is part o r that session can be properly routed to the same resource. Without this session record 
or persistence, a load balancer would not be able to correctly failover a request from one resource 
to another. Persistence can be enforced using session data stored in a database and replicated 
across multiple load balancers. Other methods can use the d ient's browser to store a client-side 
cookie or through the use of a rewrite engine that modifies the URL Of all these methods, a ses­
sion cookle stored on the clienL has the least amount of overhead for a load balancer because it 
allows the load balancer an independent selection of resources. 

The algorithm can be based on a s imple round robin system where the next system in a list of 
systems gets the requesL. Round robin DNS is a common application , where 1P addresses are 
assigned out of a pool of available IP addresses. Google uses round robin DNS, as described in 
the nexL section. 

Advanced load balancing 
The more sophisticated load balancers are workload managers. They determine the current utiliza­
tion of the resources in their pool, the response time, the work queue length, connection latency 
and capacity, and other factors in order to assign tasks Lo each resource. Among the features you 
find in load balancers are polling resources fo r their health , the ability to bring standby servers 
online (priority actlvation), workload weighting based on a resource's capacity (asymmetric load­
in g), HTTP traffic compression , TCP offload and buffering, security and authentication , and packet 
shaping using content filtering and priority queuing. 

An Application Delivery Controller (ADC) is a combination load balancer and application server 
that is a server placed between a firewall or router and a server farm providing Web services. An 
Application Delivery Controller is assigned a virtual lP address (VlP) that it maps to a pool of setvers 
based on application specific cri teria. An ADC is a combination network and application layer device. 
You also may come across ADCs referred to as a content switch , multilayer switch , o r Web switch . 

These vendors, among others, sell ADC systems: 

• AIO Networks (ht t p://www. alOnetworks . c om/) 

• f3arracuda Networks (htt p://www. barra c uda networks . c om/) 

• Brocade Communication Systems (ht t p ://www. brocade . com/) 

• Cisco Systems (ht t p://www. cisco . com/) 

• Citrix Sys tems (h ttp ://www. c itr i x . com/) 
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• FS Networks (http ://www. fS . com/) 

• Nortel NeLworks (ht t p://www . nortel . com/) 

• Coyote Point Systems (h t t p : //www. coyotepoint . com/) 

• Radware (http ://www. radwa r e . com/) 

An ADC is considered to be an advanced version of a load balancer as it not only can provide the 
features described in the previous paragraph, buL it conditions conten t in order to lower the work­
load of the Web servers. Services provided by an ADC include data compression, contem caching, 
server health monitoring, security, SSL offload and advanced routing based on currenL concliLions. 
An ADC is considered to be an application accelerator, and the current products in this area are 
usually focused on two areas of technology: network optimization, and an application or frame­
work optimization. For example, you may find ADC's thaL are tuned LO accelerate /\SP.NET or 
AJAX applications. 

An architecLUral layer contain ing ADCs is described as an Application Delivei:y Network (ADN), 
and is considered to provide WAN optimization services. Often an ADN is comprised of a pair of 
redundant ADCs. The purpose of an ADN is to distribute content to resources based on applica­
tion speci.fic criLeria. ADN provide a caching mechanism to reduce traffic, traffic prioritization and 
optimization , and other techniques. ADN began to be deployed on Conte ti.t Deliveiy Networks 
(CDN) in the lme .1 990s, where it added the ability to optimize applications (application ll.uency) 
Lo those networks. Most of Lhe ADC vendors offer commercial ADN solutions. 

ln addition to the ADC vern;iors in the list above, these are additional ADN vendors, among others: 

• Akamai Technologies (http : //www. a ka mai . c om/) 

• Blue Coal Syste1:ns (http: / /www. b luecoat . com/) 

• CDNetworks (h ttp : //www . cdnetworks . com/) 

• Crescendo NeLworks (http://www. c rescendonetwork s . com/) 

• Expand Networks (h ttp: / / www. e xpand . com/) 

• Juniper Networks (http : //www. jun i per . net / ) 

Google's cloud is a good example or the use or load balancing, so in the nexL section let's consider 
how Google handles the many requests that they gel on a daily basis. 

The Google cloud 
According to the Web site tracking firm Alexa (http : / / www. alexa.com/ top si tes), Google 
is the single most heavily visited site on the Internet; that is, Google gets the most hits. The invest­
ment Google has made in infrastructure is enormous, and the Google cloud is one of the largest in 
use today. Lt is estimated that Google runs over a million servers worldwide, p rocesses a billion 
search requests, and generates twenty petabytes of data per day. 
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Google i.s understandably reticent to d isclose much about ils network, because it believes that its 
infrastructure, system response, and low latency are key to the company's success. Google never 
gives datacenter tours to journalists, doesn't disclose where its datacemers are located, and obfus­
cates the localions of its datacenters by wrapping them in a corporate veil. Thus, the d iscretely 
named Tetra LLC (l imited liability company) owns the land for the Council Bluffs, Iowa, si te, and 
Lapis LLC owns the land for the Lenoir, North Carolina, site. This makes Google infrastructure 
watching something akin to a spon to many people. 

So whaL follows is what we think we know about Google's infrastructure and the basic idea 
behind how Google distributes its traffic by pooling IP addresses and performing several layers 
of load balancing. 

Google has many datacemers around the world. As of March 2008, Rich Miller of 
DataCenterl<nowledge.com wrote thal Google had at least 12 major installations in the United 
States and many more around the world. Google supports over 30 country specific versions of the 
Google index, and each localization is suppon ed by one or more datacenters. For example, Pari.s, 
London, Moscow, Sao Paolo, Tokyo, Toronto, Hong Kong, Beijing and others suppon their COLm­

tries' locale. Germany has rhree cemers in Berl-in, Frankfurt, and Munich; the Netherlands has two 
at Groningen and Eemshaven. The countries wi.th mulLiple datacenters store index replicas and 
support network peering relationships. Network peering helps Google have low latency connec­
tions to large Internet hubs run by differenL network providers. 

You can find a list o[ Siles as of 2008 from Miller's FAQ at http://www. datacenter 
knowledge .com/archives/2008/03/27/google-data-cen ter- faq/. 

Based on currem locations and the company's statements, Google's datacenters are sited based on 
the fo llowing factors (roughly in order of importance): 

1. Availability of cheap and, if possible, renewable energy 

2. The relative locations of oLher Google datacenters such lhaL lhe site provides the lowest 
latency response between siles 

3. Location of nearby Internet hubs and peering sites 

4. A source of cooling waler 

5. The ability to purchase a large area of land surrounding the site 

Speculation on why Google purchases large parcels of land ranges from creati.ng a buffer 
zone between the datacenter and surrounding roads and towns or possibly to allow for 
building wind farms when practical. 

6. Tax concessions from municipalities that lower Google's overhead 

Google maintains a pool of hundreds of lP addresses , all of which eventually resolve Lo its 
MounLain View, Cali fornia, headquaners. When you initiate a Google search, your query is senL to 
a DNS server, which then queries Google's DNS servers. The Google DNS servers examine the pool 
of addresses to determine which addresses are geographically closest to the query origin and uses a 
round robin policy to assign an lP address to that request. The request usually goes to the nearest 
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daLacenter, and that IP address is for a cluster of Google servers. This DNS assignment acts as a 
first level of IP virtualizalion, a pool of network addresses have been load balanced based on 
geography. 

A Google cluster can contain thousands of servers. Google servers are racks of commodily (low 
cosL) lU or 2U servers containing 40 Lo 80 servers per rack with one switch per rack. Each switch 
is connected Lo a core gigabil switch. Google servers run a cusLomized version of Linux with appli­
cations of several types. 

When the quety request arrives at its destination, a Google cluster is senL to a load balancer, which 
forwards that request to a Squid proxy se1ver and Web cache dameon. This is the second level of 
IP distribution, based on a measure of the currenL system loading on proxy servers in the cluster. 
The Squid server checks its cache, and if iL finds a match to Lhe query, that match is returned and 
Lhe que1y has been satisfied. IJ Lhere is no maLch in Lhe Squid cache, the query is sent Lo an indi­
vidual Google Web Server based on currern Web server utilizaLions, which is the third level of 
network load balancing, again based on utilization raLes. 

lL is the Google Web Servers that perforn:i Lhe query against the Google index and then format the 
resulLs inLo an HTML page that is reLUrned Lo the requester. This procedure Lhen performs two 
more levels of load balancing based on ULilization rates. 

Google's secreL sauce is its in-memory inverted index and page rank algorithm. Google's GoogleBot 
(a spider or robot) crawls the Web and collects documenL information. Some details of the search 
and store algorithm are known. Google looks at the tiLle and nrsL few hundred words and builds a 
word index from the resull. lndexes are stored on an index server. 

Some documents are stored as snapshots (PDF, DOC, XLS, and so on), but lots of information is 
noL addressed in the index. Each documenL is given a unique 1D ("docicl"), and the content of the 
document is disassembled inLo segmems called shards, subjected to a data compression scheme 
and stored on a document server. The enLire index is maintained in system. memory parlitioned 
over each instance of the index's replicas. A page rank is creaLed based on the significant links to 
that page. 

Queries are divided imo word lists, and Lhe Google algorithm examines Lhe words and the relation­
ships of one word to another. Those word relationships are mapped against the main index to cre­
me a list of documents, a feature called an inverted index. In an inverted index, words are mapped 
to documents, which can be done very quickly when the index is fully kept in memory. 

The Web server takes the result of a query and composes the Web page from LhaL result. Ads 
included on the page are from ad servers, which provide Google's AdSense and AdWords services. 
The query also is presented to a spelling server Lo provide suggestions for alternative spellings to 
include in the search result Certain keywords, data input patterns, and other strings are recog­
nized as having special operational significance. For examp l.e entering "2 plus 2" initiates Googl.e's 
calculator program, and a ten-digit number returns a reverse phone lookup using the phonebook 
program. These programs are supported by special applicaLion servers. 
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Google doesn'L use hardware virtualizaLion; iL performs server load balancing LO distribuLe the pro­
cessing load and Lo gel high utilizaLion rates. The workload managemenL sofLware transfers Lhe 
workload from a failed server over LO a redundanL server, and the failed server is taken ofOine. 
Multiple instances of various Google applications are running on differenL hosts, and data is stored 
on redundant storage syslems. 

Understanding Hypervisors 
Load balancing virtualizes systems and resources by mapping a logical address to a physical 
address. Another fundamental technology for abstractlon creates vinual systems out of physical 
systems. lf load balancing is like playing a game of hot potato, then virtual machine technologies 
is akin Lo playing slice and dice with the poLaLo. 

Given a computer system with a certain set of resources, you can seL aside portions of those 
resources to create a virtual machine. From the standpoint of applications or users, a virLUal 
machine has all the attributes and characteristics of a physical system but is suictly software that 
emulates a physical machine. A system virtual machine (or a hardware virtual machine) has its 
own address space in memory, its own processor resource allocation, and its own device 1/0 using 
its own vinual device drivers. Some virtual machines are designed LO run only a single application 
or process and are referred to as process virtual machines. 

A virtual machine is a computer that is walled off from the physical computer that the virtual 
machine is running on. This makes virtual machine technology very usefu l for running old ver­
sions of operating systems, testing appl ications in what amoums Lo a sandbox, or in the case of 
cloud compuLing, creating virtual machine instances that can be assigned a workload. Virtual 
machines provide the capability of running multiple machine instances, each with their own 
operating system. 

f rom the sLandpoim of cloud computing, these features enable VMMs to manage application pro­
visioning, provide for machine instance cloning and replication, allow for graceful sysLem failover, 
and provide several other desirable feaLures. The downside of virtual machine technologies is that 
having resources indirecLly addressed means there is some level of overhead. 

Virtual machine types 
A low-level program is required to provide system resource access to vinual machines, and this 
program is referred to as the hypervisor or Virtual Machine Monitor (VMM). A hypervisor runn ing 
on bare metal is a Type 1 VM or native VM. Examples of Type 1 Virtual Machine Monitors are 
LynxSecure, RTS Hypervisor, Oracle VM, Sun xVM Server, VinualLogix VU<, VMware ESX and 
ESXi, and Wind River VxWorks, among others. The operating sysLem loaded inLo a virtual 
machine is referred to as the guest operating system, and there is no constraint on running the 
same guest on mulliple VMs on a physical system. Type 1 VMs have no host operating system 
because they are installed on a bare system. 

An operating system running on a Type 1 VM is a fu ll vtrtualization because it is a complete simu­
lation of the hardware that it is running on. 
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Note 
Not all CPUs support virtual machines, and many that do require that you enable this support in the BIOS. For 
example, AMD-V processors (code named Pacifica) and Intel VT-x (code named Vanderpool) were the first of 
these vendor's 64-bit offerings that added this type of support. ■ 

Some hypervisors are installed over an operating system and are referred to as Type 2 or hosted 
VM. Examples of Type 2 Virtual Machine Monitors are Containers, KVM, Microsoft l lyper V, 
Pa'.allels Desl<Lop for Mac, Wind River Simics, VMWare Fusion, Virtual Server 2005 R2, Xen, 
Windows Virtual PC, and VMware Worksration 6.0 and Server, among others. This is a very rich 
product category. Type 2 virtual machines are installed over a host operating system; for Microsoft 
Hyper-V, that operating system would be Windows Server. ln the section that fo llows, Lhe Xen 
hypervisor (which runs on top of a Linux host OS) is more fully described. Xen is used by Amazon 
Web Services to provide Amazon Machine lnstances (AMls). 

Figure 5. 1 shows a diagram of Type 1 and Type 2 hypervisors. 

On a Type 2 VM, a software interface is created that emulates the devices with which a system 
would normally interact. This abstraction is meant to place many VO operations outside the virtual 
environment, which makes it both programrnatically easier and more efficient Lo execute device 
1/0 than it would be inside a virtual environment. This type of virtualization is sometimes referred 
to as paravirtualizaUon, and it is found in hypervisors such as Microsoft's tlyper-V and Xen. lt is 
the host operating system that is performing the 1/0 th rough a para-A Pl. 

VMware's vSphere cloud computing infrastructure model 

I Gueu OS 11 """t OS 11 ""'ff OS I 

I Guest OS 11 Guest OS 11 Guofi OS I Hyperv1sor 

Hyperv1sor Host Operating System 

System Hardware System Hardware 

Type 1 Hypervisor Type 2 Hypervisor 
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Note 

Figure 5.2 shows the difference between emulation, paravirtualization, and fu ll vinuahzation . In 
emulation, the virtual machine simulates hardware, so it can be independenL of the underlying sys­
tem hardware. A guest operating system using emulat ion does not need to be modified in any way. 
Paravinualization requires that the host operating system provide a virtua l machine inLerface for 
Lhe guest operating system and that the guest access hardware through that host VM. An ope rating 
system running as a guest on a paravirtuahzation system must be ported to work with the host 
inte rface. Finally, in a full virtualization scheme, the YM is installed as a Type l riypervisor directly 
onto the hardware. All operating systems in full virtualization communicate directly with the VM 
hypervisor, so guest operating systems do not require any modification. Guest operating systems in 
full vinuali2ation systems are generally faster than other virtualization schemes. 

The Virtual Machine Interface (VMI) open standard (http:/ /vmi. ncsa. uiuc. e du/) that 
VMware has proposed is an example of a paravtrtualization t\Pl. The latest version of Vlvll is 2.1, 
and it ships as a default installation with many vers ions of the Linux operating system. 

Wikipedia maintains a page called "Comparison of platform virtual machines" at http : //en. wikipedia . 
org/wiki/Comparison_of_platform_ virtual_machines. The page contains a table of features of 
the most common Virtual Machine Managers. ■ 

You are probably familiar with process or application virtual mach ines. Most folks run the Java 
Virtual Machine or Microsoft's .NET framework VM (called the Common Language Runtime or 
CLR) on their computers. A process virtual machine insrantiates when a command begins a pro­
cess, the VM is created by an interpreter , the VM then executes the process, and finally the VM 
exits the system and is destroyed. During the time the VM exists, it runs as a hi.gh-level abstraction. 

Mit41hiiiM 
Emu lation, paravirtualization, and full virtualization types 
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Applications running inside an application virtual machine are generally slow, but these programs 
are very popular because Lhey provide portability, offer rich programming languages, come with 
many advanced features, and allow platform independence for thei.r programs. Although many 
cloud compming applicmions provide process virtual machine applications, Lhis Lype of abstraction 
isn't really suiLable for building a large or high-performing cloud network, with one exception. 

The exception is the process VMs that enable a class of parallel cluster computing applications. 
These applications are high-perfo rmance systems where the virLual machine is operaLing one pro­
cess per cluster node, and the system maintains the necessaty intra-application communications 
over the network interconnecL. Examples or this type of system are the Parallel Virtual Machine 
(PVM; see http://www. csm. ornl .gov/pvm/pvm_ home . html) and the Message Passing 
Interface (MPI; see http : //www. mpi - forum. org/). Some people do noL consider these appli­
cation VMs LO be true virtual machines, nOLing that these applications can stil l access the host 
operating system services on Lhe specific system on wh ich they are running. The emphasis on 
using these process VMs is in creating a high-performance neLworked supercomputer often oUL of 
heterogeneous sysLems, raLher than on creating a ubiquitous utiliLy resource Lhat characterizes a 
cloud network. 

Some operating systems such as Sun Solaris and IBM i\JX 6.1 support a feature known as operat.ing 
system virlualization. This type of virtualization creaLes virtual servers at the operating system or 
kernel level. Each virLual server is running in its own virtual environment (VE) as a virtual private 
server (VPS). Different operating systems use different names to describe Lhese machine instances, 
each of which can support its own guest OS. However , unli ke true virtual machines, VPS must all 
be running the same.OS and the same version of tbat OS. Sun Solaris 10 uses VPS to create what is 
called Solaris Zones. WiLh IBM AlX, the VPS is called a System Workload Partition (WPAR). This 
type of virtualization allows for a dense collection o( vinual machines with relatively low overhead. 
Operating system virtualization provides many of Lhe benefits of virtualization previously noted in 
this section. 

VMware vSphere 
VMware vSphere is a management in[rasLrucLUre framework that virtualizes system, storage, and 
networking hardware to create cloud computing infrastructu res. vSphere is the branding for a set 
of management tools and a set or products previously labeled VMware Infrastructure. vSphere pro­
vides a set of services that applications can use to access cloud resources, including these: 

• VMware vCompute: A service that aggregates servers into an assignable pool 

• VMware vStorage: A service that aggregates storage resources into an assignable pool 

• VMware vNetwo1k A service that creates ai:,d manages virtual network interfaces 

• Application services: Such as HA (High Availability) and Fault Tolerance 

• vCenter Server: A provisioning, management, and monitoring console [or VMware cloud 
infrastructures 

Figure 5.3 shows an architecLural diagram of a vSphere cloud infrastructure. 
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VMware's vSphere cloud computing infrastructure model 
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A vSphere cloud is a pure infrastructure play. The virtualization layer thaL abstracts processing, 
memory, and storage uses the VMware ESX or ESXi virtualization server. ESX is a Type 1 hypervi­
sor; it installs over bare metal (a clean system) using a Linux kernel to booL and installs the vmker­
nel hypervisor (virtualization kernel and suµpon files). When the system is rebooted, the vmkemel 
loads first, and then the Linux kernel becomes the fi rsL guesl operating sysLem to run as a virtual 
machine on the system and contains the service console. 

VMware is a very high ly developed infrastructure and the current leader in this industry. A number 
of importanL add-on products are available fo r cloud computing applications. These are among the 
more notable products: 

• Virtual Machine File System (VMFS): A high-performance cluster file system for an 
ESX/ESXi cluster. 

• VMotion: A service that allows for the migration of a virtual machine from one physical 
server to another physical server while the virtual server runs continuously and without 
any in terruption of ongoing transactions. 

The ability to live migrate virtual machines is considered to be a technological tour de 
force and a d ifferentiator from other virtual machine system vendors . 

• Storage VMotion: A producL that can migrate fi les from one datastore to another datas­
tore while the virLual machine that uses the datastore continues Lo run . 

• Virtual SMP: A feaLure LhaL allows a virtual machine to run on Lwo or more physical pro­
cessors at Lhe same time. 

• Dis tributed Resource Scheduler (DRS): A system fo r provisioning virtual machines and 
load balancing processing resources dynamically across the d ifferent physical systems LhaL 
are in use. A part or the DRS called the disLributed power management (DPM) module can 
manage the power consumption of systems. 

• vNetwork Dis tributed Switch (DYS) : A capabiliLy to maintain a network runtime state 
for virtual machines as they are migrated from one physical system to another. DVS also 
monitors network connections, provides firewall services, and enables the use or third­
pany switches such as the Cisco Nexus l 000V to manage vi.nual networks. 

You can get a betLer sense of how the different resources are allocated by vSphere into a virLual seL 
of components by examining Fi.gure 5.4. Physical computers can be sLandalone hosts or a seL of 
clustered systems. ln either case, a set of virtual machines can be created that is part of a single 
physical system or spans two or more physical sysLems. 

You can define a group of VMs as a Resource Pool (RP) and, by doing so, manage those virtual 
machines as a single object with a single policy. Resource Pools can be placed into a hierarchy or 
nested and can inheriL properties of their parent RP. As more hosts or cluster nodes are added or 
removed, vSphere can dynamically adjust the provisioning of VMs to accommodate the policy in 
place. This fine tuning of pooled resources is required lo accommodate the needs of cloud comput­
ing neL works. 
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The datastore shown aL Lhe center or Figure 5.4 is a shared storage resource. These storage 
resources can be eiLher Direct Attached Storage (DAS) of a server using SCSl, SAS, or SAIA con­
nections, Pibre Channel disk anays/SANs, iSCSl disk arrays/Si\Ns, or Network Attached Storage 
(NAS) disk arrays. Although the lines drawn between Lhe datastore and different VMs indicaLe a 
direcL connecLion , with the exception of DAS, Lhe other storage types are shared s torage solutions. 

Storage vinualization is most commonly achieved through a mapping mechanism where a logical 
storage address is translated imo a physical storage address. 11lock-based sLorage such as those used 
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in SANs use a feature called a Logical Unit Identifier (LUN) with specific addresses stored in the 
form of an offset called Lhe Logical Block Address (LBA). The address space mapping then maps 
the address of the logical or virlual disk (vd isk) to the logical unit on a storage controller. Storage 
virtualization may be done in software or in hardware, and i.t allows requests for virtualized sLorage 
to be redirected as needed. 

Similarly, network virtualization abstracts networking hardware and sofLware into a virtual net­
work thaL can be managed. A vinual neLwork can create virtual network interfaces (VNTCs) or 
virtual lANs (VLANS) and can be managed by a h.ypervisor, operating system, or external manage­
ment console. In a virtuahzed infrastructure such as the one presented in this section, internal net­
work virtuahzation is occurring and the hypervisor imeracLs with networking hardware to create a 
pseudo-network interface. External network virtualization can be done using network switches and 
VlAN software. 

The key feature that makes virtual infrastructure so appealing for organizations implementing a 
cloud computing solution is flexibility. Instantiating a virtual machine is a very fast process, typi­
cally only a few seconds in length. You can make machine images of systems in the configuration 
that you wanL to deploy or take snapshots of working virLual machines. These images can be 
brought on-line as needed. 

Understanding Machine Imaging 
ln the preceding sections, you have seen how the abstractions that cloud computing needs can be 
achieved through redirecLion and virtualization. A third mechanism is commonly used to provide 
system portability, instantiate applications, and provision and deploy systems in the cloud. This 
third mechanism is through storing the state of a systems using a system image. 

Cross-Ref 
Backing up to the cloud often involves imaging or snapshot applications; this process is described in Chapter 15, 
"Working with Cloud-Based Storage." ■ 

Note 

A system image makes a copy or a clone of the entire compuLer system inside a single container 
such as a file. The system imaging program is used to make this image and can be used later LO 

restore a system image. Some imaging programs can take snapshots of systems, and most allow 
you to view the files contained in the image and do partial restores. 

The one open standard for storing a system image is the Open Virtualization Format (OVF; see http:/ /www. 
dmtf . org/standards/published_docurnents/DSP0243_1 . 1 . o. pdf) that is published by the 
Distributed Taslc Format (DMTF; http :/ /www. dmtf . org/). Some notable virtualization vendors, such as 
VMware, Microsoft, Citrix, and Oracle (Sun), are supporting this effort. ■ 
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A prominent example of a system image and how it can be used in cloud computing arch itectures 
is the Amazon Machine lmage (AMl) used by Amazon Web Services to store copies of a vinual 
machine. Because this is a key feature of Amazon's Elastic Compute Cloud and is discussed in 
detail in Chapter 9, I briel1y mention it here. An AMl is a Ole system image that contains an 
operating system, all appropriate device drivers, and any applications and state in[ormation that 
the working virtual machine would have. 

When you subscribe Lo AWS, you can choose to use one of its hundreds of canned AMls or to 
create a custom system and capture Lhat system's image to an AMl. An AMI can be for public use 
under a free distribution license, for pay-per-use with operating systems such as Windows, or 
shared by an EC2 user with oLher users who are given the privilege of access. 

Cross-Ref 
Refer to Chapter 9, "Using Amazon Web Services," for more information about AMls and their uses in the 
EC2 service. ■ 
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The AMI file system is not a sLandard bit-for-bit image of a system that is common to many disk 
imaging programs. AMl omits che kernel image and stores a pointer to a particular kernel that is 
part of the AWS kernel library. Among the choices are Red Hal Linux, Ubuntu, Microsoft 
Windows, Solaris, and others. Files in AMI are compressed and encrypLecl, and an XML file is 
written that describes the AMl arch ive. AMls are typically stored in your Amazon S3 (Simple 
Storage System) buckeLs as a seL of 10MB chunks. 

Machine images are sometim.es referred Lo as "virtual appliances"-systems Lhat are meant to run 
on virtuahzation platforms. AWS EC2 runs on the Xen hypervisor, fo r example. The term virtual 
appliance is meant to differen tiate the software image from an operating virtual machine. The sys­
tem image contains the operaLing system and applicaLions that create an environment. Most vixtual 
appliances are used LO run a single applicaLion and are configurable from a Web page. Virtual 
apphances are a relalively new paradigm for application cleploymem, and cloud computing is the 
major reason for the interest in them and for their adoption . Th is area of WAN application porta­
bility and deploymenL, and of WAN op timization of an apphcation based on demand, is one with 
many new participants. Certeon (ht t p ://www. certeon. com/) , Expand Networks (h t tp : // 
www. expand. com/), and Replify (http://www. rep l ify. com/) are three vendors offering 
opLimization appliances for VMware's infrastructure. 

Porting Applications 
Cloud computing applications have the ability to run on virtual systems and for these systems to 
be moved as ~eeded to respond Lo demand. Systems (VMs running applicalions), storage, and net­
work assets can all be vinualized and have sufficient flexibility to give acceptable distributed WAN 
application performance. Developers who write software to run in lhe cloud will undoubtedly 
want the ability to port their applications from one cloud vendor to another, but thal is a much 
more difficult proposition. Cloud computing is a relatively new area of technology, and the major 
vendors have technologies that don'l interoperate with one another. 
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The Simple Cloud API 
If you build an application on a platform such as Microsort Azure, porting that application to 
Amazon Web Services or GoogleApps may be difficult, if not impossible. In an effort to create an 
interoperability standard, Zend Technologies has started an open source initiaLive to create a com­
mon application program interface that will allow applications to be ponable. The initiative is 
called the Simple API for Cloud Application Services (http://www. simpl ecl oud. org/), and 
the effort has drawn interest from several major cloud computing companies. Among the founding 
supporters are lBM, Microsoft, Nivanix, Rackspace, and GoGrid. 

Simple Cloud APl has as its goal a set of common interfaces for: 

• File Storage Services: Currently Amazon S3 , Windows Azure Blob Storage, Nirvanix, 
and Local storage is supported by the Storage APL There are plans to extend this APl to 
Rackspace Cloud Piles and GoGrid Cloud Storage. 

• Document Storage Services: Amazon SimpleDB and Windows Azure Table Storage are 
curren tly supported . Local documenL storage is planned . 

• S imple Queue Services: Amazon SQS, Windows Azure Queue Storage, and Local queue 
services are supported. 

Zend intends to add the interface to their open source Pl lP Framework (http://www. frame 
work. zend . com) as the Zend_Cloud framework componenL. Vendors such as Microsoft and IBM 
are supplying adapters Lhat will use part of Lhe Si rnple Cloud APL fo r their cloud application services. 

AppZero Virtual Application Appliance 
Applications that run in datacenters are captive Lo Lhe operating systems and hardware platforms 
that they run on. Many datacenters are a veritable Noah's Ark of com puting. So moving an applica­
tion from one platform to another isn't nearly as simple as moving a machine image from one sys­
tem to another. 

The situation is fu rther complicated by the fact that applications are tighLly coupled with the oper­
ating systems on which they run. An application running on Windows, for example, isn'L isolated 
from oLher applications. When the application loads, it often loads or uses different Dynamic link 
Libraries (DLL), and it is through the sharing or modification of DLLs that Windows applications 
get themselves in trouble. Funher modifications include modifying the registry during installation. 
These factors make it difficult to port applications from one platform to another without lots of 
careful work. U you are a PlaLform as a Service (PaaS) application developer, you are packaging a 
complete software stack LhaL includes not only your application, but the operaLing system and 
application logic and rules as well. Vendor lock-in for you application is assured . 

The ability to run an application from whatever platform you want is not one or the characteristics 
of cloud computing, but you can imagine that it is a very attractive proposition. While the Simple 
Cloud APl is useful for applicaLions written in PHP, other methods may be needed to make appli­
cations easily portable. One company working on this problem is AppZero (h ttp: //www. 
appzero. com/), and its solution is called tbe Virtual Application Appliance (V M). 
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Note 

The AppZero solution creates a virtual application appliance as an architectural layer belween the 
Windows or the UNlX operating system and applications. The virtualization layer serves as the 
mediator for file l/0, memory 1/0, and application calls and response Lo DLLs, which has Lhe effect 
o[ sandboxing the application. The running application in AppZero changes none of the registry 
entries or any or the fi les on the Windows Server. 

V AA creates a container that encapsu lates the application and all Lhe applicati.on's dependencies 
within a set of files; it is essentially an Application Image for a specific OS. Dependencies include 
DLL, service settings, necessary configuration files, registry entries, and machine and network 
settings. This container forms an insLallable server-side application stack thal can be run after 
installation, but has no impact on Lhe underlying operating sysLem. V AAs are created using the 
AppZero Creator wizard, managed wilh the AppZero Admin Looi, and may be installed using 
Lhe AppZero Director, which creates a VAA rnntime application. If desired , an application called 
App Zero Dissolve removes the VAA virtualization layer from the encapsulated application and 
installs that application directly into the operating system. 

Microsoft App-V (http://www. microsoft . com/windows/enterprise/products/mdop/app-v. 
aspx) and VMware ThinApp (http://www. vmwa r e. com/products / thinapp/) are two application deliv­
ery platforms, but their main focus is on desl<top installations and not on server deployment in the cloud. ■ 
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installations can be done over Lhe network after Lhe AppZero application appliance is installed . 
Therdore, with Lhis system, you could run applications on the same Windows Server and elimi­
nate one application from inLerfering with another ; application s would be much more easily ported 
from one W indows system to another. AppZero's approach provides the necessary abstraction 
layer that frees an application from its platform dependence. 

An interesting use of VAAs involves segrnenLing an applicalion into several V AAs, some of which 
are read-only runtime componenLs, while oLhers can be modified . When backing up or replicating 
V AAs in a cloud, you would need to synch ronize only those V AAs Lhat are modified . ln many 
instances, the portion of an applicaLion that changes is only a ve1y small component of large appli­
cations, which means that this technique can greatly reduce the amount of data required to repll­
caLe a VM in the cloud. 

AppZero envisages using VA.As to create whaL iL calls a stateless cloud. ln a staLeless cloud, the appli­
cation's state information is stored on a network share where it is available to run on different 
cloud systems as needed. This approach allows the cloud system to run with a VM containing a 
clean operating system (like AWS does now) and provisioned by the VAA. This approach should 
greatly reduce Lhe number of complete system images that cloud vendors and cloud users should 
need to store LO support their work; it also should make the running of applications on secure, 
well-performing VEs easier to achieve. 
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Summary 
In this chapter, you learned about some of the more important characteristics of cloud compULing 
networks and applications, including ubiquitousness and on-demand service. To enable a cloud 
service, you need to create a pool of resources you can call on. The key techniques for enabling 
this are abstraction and virtualization. Abstraction maps a logical identity or address to a physical 
idemity or address. Changes to the underlying systems, therefore, do not affect the client request­
ing a service. 

Several different methods for abstraction have been considered . A widely used technique is load 
balancing. With load balancing, system requests are directed to appropriate systems on demand. 
All large cloud networks use some form of load balancing. You learned about some of the details of 
Google's load balancing for queries. 

Another technology virtualizes hardware. You learned about the different types of hypervisors­
software that can serve as a virtualization layer for operating systems accessing the underlying 
hardware. As an example of hardware virtualization VMware's vSphere infrastrucLUre was consid­
ered . vSphere can create virLual machines, virtual datast.ores, and virtual networks, and move these 
resources about while the system is active. vSphere is a potent cloud-building technology. 

System imaging also can be useful in creating and instantiating machine instances. A brief explana­
tion o f Amazon Machine lnstances was given. 

finally, the topic of applica.tion portability was considered . Applications are hard to move from 
platform to platform, because they are bound up with the operatin.g system on which they run . 
Eventually, appli.cations will be as portable as virtual machines. A cloud programming interface 
was described, as was an app lication delivery appliance. 

In Chapter 6 , "Capacity Planning,'' the idea of system workloads is described.. Understanding this 
concept allows you to scale your systems correctly, choose the right type of infrastructure, and do 
availability planning. Some of the key performance metrics for cloud computing "right s izing" are 
described. 
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Cloud Services 

MicrosofL has a very extensive cloud compuling portfolio under 
active development. Efforts to extend Microsoft products and 
third-parLy applications inLo Lhe cloud are centered around adding 

more capabilities to existing Microsoft tools. Microsoft's approach is to view 
cloud applications as software plus service. ln this model, the cloud is 
another platform and applications can run locally and access cloud services 
or run entirely in the cloud and be accessed by browsers using standard 
Service OrienLed ArchilecLure (SOA) prolocols. 

MicrosofL calls their cloud operating system the Windows 1\ zure Platform. 
You can Lhink o[ Azure as a combination or virtualized infrastructure to 
whkh the .NET Framework has been added as a set of .NET Services. The 
Windows Azure service itself is a hosted environment of virtual machines 
enabled by a fabric called Windows Azure Appfabric. You can host your 
application on Azure and provision iL wilh sLorage, growing iL as you need iL. 
Windows Azure service is an lnfraSLr Llcture as a Service offering. 

A number of services interoperate with Windows Azure, including SQL 
Azure (a version of SQL Selver), SharePoinL Services, Azure Dynamic CRM, 
and many of Windows Live Services comprising what is the Windows Azure 
PlaLfonn, which. is a 'Platform as a Service cloud computing model. 
Eventually, many more services will be added, encompassing the whole 
range of Microsoft's offerings. This architecture positions MicrosofL to either 
exLencl its product into the Web or Lo license its products, whichever way 
the cloud computing marketplace develops. From Microsoft's position and 
thaL of its developers, Windows Azure has loLs of advantages. 

Windows Live Services is a collection of applications and services that run 
on the Web. Some of Lhese appl ications called Windows Live Essentials are 
add-ons Lo Windows and downloadable as applications. Other Windows 
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Live Servlces are standalone Web applications viewable in a browser. An imponant subset or these 
Windows Live Services is available to Windows Azure applications through the Windows Live 
Messenger Connect APL A set of Windows Live for Mobile applications also exists. These applica­
tions and services are more fully described in this chapter. 

Exploring Microsoft Cloud Services 
Microsoft Cl: O Steve Balmer recently said at a University of Washington speech that Microsoft was 
"betting our company" on the cloud. Balmer also claimed thal about 70 percent of Microsoft 
employees were currently working on cloud- relaLed projects and that the number was expected Lo 
rise to about 90 percent within a year. Plans to integrate cloud-based applications and services into 
lhe Microsoft product portfolio dominates the thinking at Microsoft and is playing a central role in 
the company's ongoing product development. The starting place for Microso ft's cloud computing 
effons may be found at Micr osoft . com/c l oud, shown in Figure 10.1. 

Microsoft has a vast array of cloud computing products and initiatives, and a number of industry­
leading Web applications. Although services li ke America Online lnstant Messenger (AlM) may 
garner rn'indshare in the United States, surprisingly Microsoft Messenger is the mar ket leader in 
many other counlries. Product by product in any category you can name-calendars, event manag­
ers, phoLO galleries, image editors, movie making, and so on- Microsoft has a Web application for 
it. Some of these products are also-rans, some are good, some are category leaders, and a few of 
them are really unique. What is also true is that Web apps are under very aclive development. 
Microsoft sees its on-line appl ication portfolio as a way of extending ils desktop apphcations LO 
make the company pervasive and to extend its products' lives well into the fulure. 

Going forward, Microsoft sees its future as providing the best Web experience ror any type or 
device, which means that it structures its development environment so the application alters its 
behavior depending upon Lhe device. For a mobile device, that would mean adjusti11g the user 
interface to accommodate the small screen, while for a PC the Web application would take advan­
tage of Lhe PC hardware to accelerate the application and add r icher graphics and other fearnres. 
That means Microsoft is pushing clo ud development in lerms of applications serving as both a ser­
vice and an application . This duality- like light, both a particle and a wave- manifests itsell' in the 
way Microsort is currenlly structuring its W'indows Live Web products. Eventually, the company 
intends to create a Microsoft app store to sell cloud applications to users. 

Microsoft Live is only one part of Lhe Microsort cloud straLegy. The second part of the strategy is 
the extension of the NET Framework and related development tools to the cloud. To enable .NET 
developers Lo extend their applicaLions into the cloud , or to build .NET style applications that nm 
complelely in Lhe cloud, Microsoft has created a set of .NET services, which it now refers Lo as the 
Windows Azure Platform . . NET Services itself had as its origin the work Microsoft did to create its 
BizTalk products. 
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Mita1hiit·IM 
Microsoft main tains a home page for cloud computi ng at http://www. microsoft . com/cloud. 
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Azure and its relaLed services were built Lo allow developers to extend their applications into Lhe 
cloud. Azure is a virlualized infrastructure to which a set of additional enterprise services has been 
layered on top, including: 

• A virtualization service called Azure AppFabric that creates an application hosting envi­
ronment. App Fabric (l'orrnerly .NET Services) is a cloud-enabled version of the .NET 
Framework. 

• A high capaciLy non-relational storage facilily called Storage. 

• A set of vinual machine instances called Compute. 

• A cloucl-enabled version of SQL Server called SQL Azure Database. 

• A database marketplace based on SQL Azure Database code-named "Dallas." 

• An xRM (Anything Relations Management) service called Dynamics CRM based on 
Microsoft Dynamics. 

• A document and collaboration service based on SharePoint called SharePoint Services. 

• Windows Live Services, a collection of services that runs on Windows Live, which can be 
used in applications that nm in the Azure cloud. 
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EvenLUally Lhe entire MicrosofL server portfolio will be available as a cloud-based application or 
service, including Exchange. So the Windows Azure PlaLform can be viewed in a sense as the nexL 
MicrosofL operating system, Lhe first one thaL is a cloud OS. The Microsoft vision for the Windows 
Azure Platform is shown in foigure 10.2, where Lhe company sees applications developed in Visual 
SLudio or Lhrougb PHP and other languages deployed Lo Lhe cloud, exisLing local (on-premises) 
applications Lnteracting with Azure wiLh standard SOA protocols (SOAP, REST, and XML), all run­
ning on the Windows Azure vinualized infrastructure. 

The end result is pervasive compuLing avai lable to users on the device of their choice. Just 
how Microsoft intends Lo inLegraLe all Lhese technologies imo a unified offerLng is the story of 
Lhis chapter. 

Mit41hiit·f W 
The integrated vision for application development and deployment with Azure is il lustrated in this over­
view page of the Azure platform (htt p://www. microsoft. com/windowsazure/products/). 
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Defining the Windows Azure Platform 
Azure is Microsoft's Infrastructure as a Service (laaS) Web hosting service. Azure is a deep blue 
color, Lhe color of the clear sky onLo which you can paint clouds. Taken LOgether as a uniL, 
Windows Azure Platform becomes a Platform as a Setvice (PaaS) offering. Hence, you may run into 
some people call ing Azure an infrasLmcture service and oLhers calling il a platform; in context, 
both are correct. Compared to Amazon's and Google's cloud services, Azure (the service) is a com­
petilor to A WS. Windows Azure Platform is a competitor to Google's App Engine. 

figure 10.3 shows Lhe home page of the Windows Azure Platform found at htt p://www. 
microsoft. com/windowsazure. 

A developer creates an Azure application by first logging onto the Azure portal from the Sign up 
now button shown in Figure 10.3, supplying a Windows Live 1D, creating a hosted accounL, and 
provisioning a storage account. The completed application can then be made available to users as a 
hosted applicaLion or service. 

li@11;Jlt·il 
Window Azure Platform's home page may be found at http://www. microsof t . com/ 
windowsazure, and is shown in this figure. 
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The software plus services approach 
Microsoft has a very differenl vision for cloud services than eiLher Amazon or Google does. ln 
Amazon's case, A WS is a pure infrasuuclure play. A WS essentially rents you a (virtual) computer on 
which to run your applicati.on. A:n Amazon Machine Image can be provisioned with an operating sys­
tem, an enterp1ise appli.cation, or application stack, but Lhat provisioning is not a prerequisite. A:n 
AMl is your machine, and you can configure it as you choose. AWS is a deployment enabler. 

Google's approach with its Google App Engine (GAE) is to offer a cloud-based development plat­
form on which you can add your program, provided that the program speaks the Google App 
Engine APT and uses objects and properties from the App Engine framework. Google makes it pos­
sible Lo program in a number of languages, but you must write your applications to conform Lo 
Google's infrastructure. Google Apps lets you crealc a saleable cloud-based application, but that 
application can only work within the Google infrastructure, and the application is noL easily porlecl 
to olher environments. 

Microsofl sees the cloud as being a complimentary platform to its other platforms. The company 
envisages a scenario where a Microsofl developer with an investmenl in an application wants to 
extend Lhat application's availability to the cloud. Perhaps Lhe application runs on a server, 
desktop, or mobile device running some form of Windows. Microsoft calls this approach software 
plus services. 

The Windows Azure Platform allows a developer to modify his application so it can run in the 
cloud on virtual machines hosted in Microsoft datacentcrs. Windows Azure serves as a cloud oper­
ating system, and the suitably modified application can be hosted on Azure as a runtime applica­
tion where it can make use of the various Azure Services. i\dditionally, local applications running 
on a server, desktop, or mobile device can access Windows Azure Services through the Windows 
Services Platform APL 

Given that Microsoft owns the Office application market as well as Lhe desklop OS market, this 
approach makes lots of sense. Lt is also quite possible that a hybrid application that can reside 
either locally or in the cloud will have lots of appeal not only to developers but Lo users who would 
prefer more control over Lheir data and more securily than the cloud might offer. 

The Azure Platform 
With Azure's architeclllre (shown in Figure J.0.4), an application can run locally, mn in the cloud, or 
some combination of both . Applications on Azure can be run as applications, as background pro­
cesses or services, or as both. The Windows Azure service itself is shown as the oval in Figure 10.4 
and is a cloud-based operating system with a fabric in frastructure of virtual machines hosted in 
Microsoft datacenters. 

The Azure Windows Services Platform API uses the industry standard REST, li"ITP, and XML pro­
tocols that are part of any Service Oriented Architecture cloud infrastructure to allow applications 
LO talk Lo Azure. Developers can install a diem-side managed class library that contains functions 
that can make calls to the Azure Windows Services Platform APl as pan of their applications. These 
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APL functions have been added to Microsoft Visual Studio as pan of Microsoft's Integrated 
Development Etwironment (lD E). There are plans to add lPsec connectivity to Azure in the near 
future. IPsec refers to the lnternel Protocol Security protocol suite fo r creating a secure Internet 
connection between two endpoints. lPsec provides ror authenticated communication using session­
based negotiation and the exchange of cryptographic keys to enable encrypted communication to 
be sent and decrypted. lPsec is an lE'TF standard that is in wide use. 

The Azure Service Platform hosts runtime versions of .NET Framework applications written in any 
of the languages in common use, such as Visual Basic, C++, C#.Java, and any appllcation that has 
been compiled for .NET's Common Language Runtime (CLR). Azure also can deploy Web-based 
applications built with ASP.NET, the Windows Communication Foundation (WCF), and PHP, and 
it supports Microsoft's automated deployment technologies. Microsoft also has released SDKs for 
both Java and Ruby to allow appllcations written in those languages to place calls to the Azure 
Service Platform L\Pl to the AppFabric Service. 

The Windows Azure service 
Windows Azure is a vinualized Windows infrastructure run by Microsoft on a set of datacenters 
around the world. ln l:;igure 10.4, the dashed oval encloses the portion of the Windows Azure 
Placrorm that is Azure itself- that is, the portion of the platform that is the laaS part, which is 
shown in more detail in Figure 10.5. 

Six main elements are part of Windows Azure: 

• Application: This• is the run time or the application that is runn ing in the cloud. 

• Compute: This is the load-balanced Windows server computation and policy engine that 
allows you to create and manage virtual machines t.hat serve either in a Web role and a 
Wod<er role. 

A Web role is a virtual machine instance running Microsoft llS Web server that can accept 
and respond to HTTP or l lTTPS requests. A Worker role can accept and respond to 
requests, but doesn't run LLS in that virtual machine. Worker roles can communicate with 
Azure Storage or through direct connections to clients. 

e Storage: This is a non-relational storage system for large-scale storage. 

Azure Storage Service lets you create drives, manage queues, and store BLOBs (Binary 
Large Objects). You manipulate content in Azure Storage using the REST APl, which is 
based on standard HTTP requests and is therefore platform-independent. Stored data can 
be read using GETS, written with PUTs, modified with POSTS, and removed with DELETE 

requests. 

Azure Storage plays Lhe same role in Azure that Amazon Simple Storage Service (S3) plays 
in Amazon Web Services. For relational daLabase services, SQL Azure may be used. 

• Fabric: This is lhe Windows Azure Hypervisor, which is a version of Hyper-V that runs 
on Windows Server 2008. 

• Config: This is a management service. 

• Virtual machines: These are instances o [ Windows that run tbe applications and services 
thal are part of a particular deployment. 

211 



Part II: Using Platforms 

Mita1hiit·il 
The W indows Azure Platform extends applications running on other platforms to the cloud using Microsoft 
infrastructure and a set of enterprise services. 

Api ion 

Platforms -----------....;._ ______________ _ 

m:l I .ETC 

Servers Desktops Mobile Others 
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MUd'Mit-i-M 
Windows Azure is a virtualized infrastructure th at provides conf igurable virtual machines, independent 
storage, and a configuration interface. 
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Table 10.1 shows the different Virtual Machine slzes available on Windows Azure. 

ltli!it-11 

VM Size1 

Small 

Medium 

Windows Azure Virtual Machine Sizes 

CPU Cores 

·1 

2 

Memory (GB) 

1.7 

3.5 

Disk Space for Local 
Storage Resources (GB) 

250 

500 .................................. -.............. , ................ _.,,,._,.,,.,, ..... , .... ., .................... .., ... ,_ .. , .............. -...... . 
Large 4 7 1 000 ___ ....................... -........ _. __ , .. , ................. ,_, .. , ................. -... , ................ __ ..... _ .................... -....... _ .................. -.-.......... _ ........................... -.... ·----.. ··"· ...................... -.... -, ................................ . 
Extra Large 8 14 2000 

1. Microsoft has nol released information Lhal would allow you Lo match VM si1.es to physical systems based on real CPUs. 
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The portion of the Azure environment that creates and manages a virtual resource pool is called 
the Fabric Controller. ApplicaLions tbaL run on Azure are memory-managed , load -balanced , repli­
caLed , and backed up through snapshots automatically by the Fabr ic Con troller. 

Windows Azure AppFabric 
Azu re Appfabric (h ttp:/ /ms dn. mic r osoft. com/en- us /wi ndowsazur e /netservi ces. 
a spx) is a Service Bus and Access Control faci li ty based on .NET technology for clienL requests to 

Web services on Azure. Previously, these services were called Microsoft .NET Serv ices. Azure 
App Fabric suppon s Lhe standard Service Orien ted ArchiLecmre (SOA) protocols such as REST and 
SOAP and the WS- protocols. 

The function of a service bus in an SOA is to expose distributed services as an endpoint with a spe­
cific URI t.haL clients can request services from, as shown in Figure 10.6. A particu lar set of end­
points and its associated Access Control rules for an application is referred to as the service 
namespace. Each namespace i.s assigned a managemem key thaL is part of the security mechanism. 
The Se1Vice Bus se1v ice registry makes endpoints discoverable, if so con figured . 

Azure App Fabric manages requests by locating the service, communicating Lhe request, and mak­
ing the necessa,y connection possible by performing nelwork address translation , opening appro­
priate ports in any interven ing firewalls. AppFabric manages Lhe transaction to ensure that it is 
completed and that a response is sent to the client. A service bus also can serve Lo negotiate the 
exchange of in formation between a client and the service. 

Azure AppFabric acts as an SOA service bus, as shown in Pigure 10.6. AppFabric can provide a 
negotiated traversal of services through firewalls and NATs as a relay service using the Service Bus' 
rendezvous address. A rendezvous address not only includes the se1v lce URI, but also includes the 
namespace of the service bus. Alternatively, if both applications comply to .NET Services a d irect 
connection between the applications can be used instead with the required NAT traversal informa­
tion for the direct connection provided by Lhe relay service of Lhe Service Bus. NAT (Network 
Address Traversal) is a system for creating and maintain ing lmerneL connections for TCP or UDP 
traffic where the connecLion poinl is hidden behind a router or a firewall and routing is performed 
by one of several possible mechanisms. 

Cross- Ref 
In Chapter 13, " Understanding Service Oriented Architecture," the role of a service bus in a Service Oriented 
Architecture is more fully explored. ■ 
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The Access Control ponion o[ Azure Appf abric is a claims access control system Lhat provides a 
token-based trust mechanism for iden tity management. An application or user , as shown on the 
right of Figure 10. 7 , presents a claim for a service from an application on Lhe ldt. The Access 
Con trol examines Lhe request, and if it finds it to be valid , i l grants a security Loken to Lhe client. 
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Miii'Mit·D 
Azure AppFabric service pathways 

Azure AppFabric 
Service Bus 

Negotiated 
Data Transfer 

-+-----.NET Service Direct Connection-----+-

Application 1 

Note 

Application 2 

These steps arc associated with Access Control: 

1. The client requests authentication [rom /\ccess Control. 

2. Access ConLrol creates a token based on the stored rules for server application. 

3. A token is signed and returned to the client application. 

4. The client presents the token to t be service application. 

5. The server application verifies the signature and uses the coken to decide what the client 
application is allowed Lo do. 

Access Control allows one application to trust the identity of another application. This mechanism 
can federate with identity providers such as Active Directory Federation Services (ADFS v2) to cre-
ate distributed systems based on SOA. • 

"Appfabric" is also used by Microsoft for the name of its local server deployment technology called Windows 
Server Appf abric (http :/ /msdn. microsoft . com/en -us /windowsserver /ee695849. asp x ). 

Windows Server Appfabric enables Web data caching for application data and provides managed services 
using WindowsWorkflow Foundation and the Windows Communication Foundation. There are plans lo inte­
grate Windows Server Appfabric into the Azure platform Appfabic. ■ 
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iii4114i[tii 
Azure AppFabric Access Control enables secure application requests through a token mechan ism. 

Application 

Data 
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4. Present token 

5. Vorify, then 
service request 

Azure AppFabric 
Access Control 

2. Create a token if 
service rules allow 

1. Valid Claim Presented Client 

3. Security Token Granted -

8 
User 

Microsoft likes to refer to the Azure AppFabric as an "lnternet Service Bus" Lo differentiate it from 
the standard Enterprise Service Bus (ESB) that you find in SOA architecLures. AppFabric has all the 
same components of an ESB, namely service orchestration, federated identity, access conLrol, a 
namespace, service regisLry, and a messaging fabric, buL it locales these components in the cloud. 
OfLen ESBs are located on LANs. According to MicrosofL, this approach abstracLs away from appli­
caLion developers Lhe challenges related to NAT traversal, DDNS (Dynamic DNS), and UPnP. ESBs 
are described in ChapLer 13; please refer to that chapter for further discussion on Lhis topic. 

Azure Content Delivery Network 
The Windows Azure Comem Delivery NeLwork (CON) is a worldwide contenL cachittg and deliv­
ery system for Windows Azure blob conLent. Currently, more Lhan 18 MicrosofL daLacemers are 
hosting this service in Australia, Asia, Europe, South America, and the UniLecl States, referred to as 
endpoints. CDN is an edge network service thaL lowers laLency and ma;.dmizes bandwidth by deliv­
ering content to users who are nearby. 

Any sLorage account can be enabled for CDN. ln order to share information stored in an Azure 
blob, you need to place the blob in a public blob conLainer thaL is accessible LO anyone using an 
anonymous sign-in. The Azure portal lists Lhe domain name of Lhe blob container in the form 
http:// <guiil.> . vo. msecnd. net/. You also can register a custom domain name for a Windows 
Azure CON endpoint. 

For coment in a public container named "Box" in the storage account named ''MyAccounL," a user 
would access Lhe content with one of the following URLs: 

• Windows Azure Blob services URL: http:// dvlyAccount> . blob. core. windows . 
net/ <Box>/ 

• Windows Azure CDN URL: http:// <guicb. vo. msecnd .net/ < BOX>/ 
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When the Blob service URL is used, 1he requ.est is redi.recLed Lo Lhe closest CDN endpoint to the 
client. The CON servi.ce searches that location and serves the con Lent; if the con.tent isn't found, 
the CON retrieves the Blob from the Blob service, caches Lhe coment, and then serves it to the user. 
Parameters can be set that determine how long content is cached Cri.me-To~Live, TTL), wiLh the 
default being 72 hours. 

SQL Azure 
SQL Azure is a cloud-based relational database service that is based on Microsoft SQL Server. 
lnilially, this service was called SQL Seiver Data Service. An application that uses SQL Azure 
Database can run locally on a se1Ver, PC, or mobile device, in a clalacenter, or on Windows Azure. 
Data stored in an SQL Azure database is accessed using the Tabular Data Stream (IDS) protocol, 
Lhe same protocol used [or a local SQL Server database. SQL Azure Database supports Transact­
SQL statemems. 

Azure data is replicated three times for data protection and writes are checked for consistency. SQL 
Azure eventual ly will support the MicrosofL Sync framework providing a facilily fo r SQL Azure 
Databases LO synchronize Lheir data with local databases. 

There is a current limit of 10GB [or each SQL Azure Database. Queries against a single database are 
unified. l lowever, if the sLorage size exceeds the limit, then daLa must be partitioned into logical 
sets and queries need to be slructured to account for this parlitioning. For example, names in a 
database might have to be parLi tioned i\-K, L-R, and S-Z. SQL Azure DaLabase is a shared daLabase 
environmem, and hmiLaLions are placed on how long a query can run or how many resources a 
query can use. 

Microsoft hopes to create a cloud-based global data marketplace using SQL Azure for stored information, a 
project that it has codenamed "Dallas." Applications will then be able to access both private and public 
domain data such as imagery, census data, statistical data, and other premium content using REST protocols. 
You can read about Microsoft's plans for Dallas at http : //www. microsoft. com/windowsazure/ 
dallas/ . ■ 

From the standpoint of any application, an SQL Azure Database looks like and behaves like a local 
daLabase with a rew exceptions. The currem exceptions are Lhat Lhe SQL Common Language 
Runtime (CLR) and suppon for spaLial data were not included, alLhough support will be added 
later for them. The biggest di.fference is that because SQL Azure is managed in the cloud, there are 
no administrative conLrols over the SQL engine. You can'L shut the system down, nor can you 
directly interact with the SQL Servers. 

Windows Azure pricing 
Prices for working wi.Lh the Windows Azure Platform are based either on a "consumption" (pay-as­
you-go) model or through various contracLs for levels of monthly service that Microsoft cal Is "com­
mitmenrs." When you exceed Lhe subscription level of your commitmem, the additional usage is 
charged on the consumpLion model. 
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Current pricing for Windows Azure is as follows: 

• Compute: $0.12 / hour 

• Storage: $0.15 / GB stored/ month 

• Storage LransacLions: $0.0 l / l0K 

• Data transfers (excluding CDN): $0. l.O in I $0.15 out/ GB ($0.30 in/ $0.45 out/ GB 
in Asia) 

• CDN dma transfers: $0.15 GB for North America and Europe ($0.20 GB elsewhere) 

• CDN transacLions: $0.01 / lOK 

A transaction is an application requesL. 

ln the Windows Azure Service Level AgreernenL, Microsoft sLaLes that it guarantees an external con­
nectivity between two or more role instances thaL are located in different Azure domains of at least 
99.95 percent uptime. The connection between sLorage and Microsoft's Content Delive1y Network 
(CDN, described below) is stated to be aL leasL 99.9 percent uptime. 

SQL Azure charges are based on two differenL programs: 

c, Web Editions: Up LO 1GB database= $9.99 / month; up to 5GB database= $49.95 / 
mon th 

• Business Edition: Up to 10GB daLabase - $99.99 / month; up to 20GB database= $199.98 I 
month; up r.o 30GB database= $299.97 / rnonLh; up to 40GB database= $399.96 / month; 
up to 50GB database= $499.95 / month 

• Data transfers: $0.10 in/ $0. 15 out/ GB ($0.30 in/ $0.45 out/ GB in Asia) 

The various consumption and subscription offers for the Windows Azure platform are summarized on the 
Pricing page at http : //www . microsoft. com/wi ndowsazure/pricing/. ■ 
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These are the charges for Windows Azure PlaLform App Fabric: 

e Access Control LransacLions of $1.99 / l00K transactions 

• Service Bus connections: $3.99 per connection on a "pay-as-you-go" basis, $9.95 for a 
pack of 5 conneclions, $49. 75 for a pack of 25 connections, $1.99 fo r a pack of 100 
connecLions, and $995 [or a pack o[ 500 connections 

• DaLa transfers: $0.10 in/ $0. LS out/ GB ($0.30 in/ $0. ~·5 out/ GB in Asia) 

Given Lhat Windows Azure is a relatively new service and Lhat laaS likely will become a very com­
petitive market, pricing is su re to change over Lime. You should definitely check Lhe pricing page 
for current pricing if you are thinking o[ deploying on Azure. 

Microsof L offers a TCO calculator for Lhe Windows Azure Platform Lhat you may find useful in 
deLermining your costs and savings. I o access the calculator use the follovving link: h ttp:// 
www.microsoft . com/windo wsazure / economics/#tcoCompare-LB. The calculator was 
descr ibed in brief in Chapter 2, "Computing the ToLal Cost of Ownership ." 
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Windows Live services 
Windows Live is a collection of cloud-based applications and services, some of which can be used 
inside applications that run on Windows Azure Platfo rm. Some Windows Live apphcalions run as 
standalone applications and are available to users directly through a browser. Others are services 
that add capabilities to the Windows Azure Platform as parL of Microsoft's software plus services 
strategy. 

Microsoft has rolled out Windows Live in sets of releases they describe as four waves. The first 
wave was a rebranding of several Microsoft MSN applications and services in late 2005. More 
applications including Windows Mail, Windows Photo Galle1y, and Windows Movie Maker were 
unbundled from Vista and rolled into a downloadable software suite called Windows Live 
EssenLials. There has been continuous development, branding, marketing, and rebranding of the 
Windows Live porLf olio that has had many people scratching their heads. Many Windows Live 
applications have been rolled into other services or discontinued entirely. 

Here's what l believe the current situation is with Windows Live. If an.application is bundled as 
part or an additional download for desktop users, it is part of the Windows Live Essentials pack­
age. Some applicaLions thaL are parL of Windows Live are standalone products, while others are 
extensions of exisLing Microsoft commercial software. /\n example of a standalone product would 
be Windows l ive Calendar. An example of a cloud-based line exLension is Windows Live Office, 
described more fully in ChapLer 16. 

Some parts of the Windows Live porL[olio are shared applicati.ons and services thaL are accessible 
lO developers, and those services are the Windows Live Services that are one componenL or the 
Windows Azure PlaLform. Developers access Lhe services for Windows Live Services through a col­
lection of A~ls and controls called Windows Live Messenger Connect (previously called Live 
Services and Windows Live Dev). Using these APls and conrrols, developers can add Windows 
Live Services capabilities and data to their application. 

To learn more about Windows live Messenger Connect, visit the MSDN site's documentation found at 
http://msdn . microsoft. com/en-us/library/ff74 945 8. aspx. ■ 

Messenger Connect was released as part of the Windows Live Wave 4 al Lhe end of June 20 LO, and 
it un iLes APls such as Windows Live lD, Windows Live Contacts, and Windows Uve Messenger 
Web Toolkit into a single APL Messenger ConnecL works wiLh ASP.NET, Windows Presentation 
FoundaLion (WPF), Java, Adobe Flash, PHP, and Microsoft's SilverlighL graphics rendering technol­
ogy through four differenL methods: 

• Messenger Connect REST APT Service 

• Messenger ConnecL .NET and Silverlight Libraries 

• Messenger Connection JavaScript Libraries and ConLrols 

o Web activity feeds, either RSS 2.0 or ATOM 
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Table 10.2 lists the current services that can be used by Windows Live Messenger Connect in 
applications and Web sites. 

Service Name 

Admin Center 

Windows live Services 

URL 

W indows Live Admin 
Center SOK 

Microsoft Description 

A management utili ty for a domain using SOAP and RPC. 

.,,,.,.M,., .. , , ... ,., .. ,., .. _,..,.,,,..,.,,.,., ........... _ ,,.,.,,.,,.,.,,,..,.,.,,.., .................... _ ...•• ••. ,v .. •-.. • .... ,urn ... ,ww""'----•~-•.,•••-••-.. ---••"•" •"••· .. •• .. • ............... ____ , __ ,.,_ .. _,._, __ •• ....... ,,.,.,.,,..,,,.,,.,.,,,,n.,,-,.,,,_.,, • .,,M,w••••••- ,.,,,, ,..,,u,,, ... .,,. •• , ... ,,, .. 

A lerts 

A lerts 

Windows Live Alerts for 
RSS Feeds 

Enables W indows Live Alerts from an RSS feed. 

Windows Live Alerts SDI( Allows developers to add W indows Live Alerts notification 

.......................................... , ....................... __ _ ................... -···-· ·-······· ... -...... service .. to .. an .appl i cation .. u si.ng SOAP·..... ...--.. ··· .................................. -.. . 

Contacts 

FeedSync 

Live Framework 

Live Framework 

W indows Live A llows developers to use REST to query the W indows Live 
Contacts API People Address Book, as w ell as to adjust permission to 

contact data based on the Windows Live ID Delegated 

FeeclSync 

Live Framework SDK 

Authentication protocol. ..... . ....................................................... --- .... ........ ............. . ...................... -.. · .. -··-· .. . 
Synchronizes information obtained from RSS and ATOM 

sources. 

An API for build ing Live M esh application based on 
Windows Live Services. 

Live Framework Tools Includes the Live M esh tools from Visual Studio 2008 and 

.. _ ..... ....... t?r Vi~~!.~!-~ .. ~~~~?. .. .. ... _ ..................... visu~I ~eb °.:~~l.~P~~.~.P.r~:~ ... Ed~!~?.~. ~?~8.: ........ . 

M essenger 

M essenger 

M essenger 

Web Toolkit U I contro ls for bui ld ing W eb appli cations using Windows 

................ .............. - ..................... ____ .... Live M essenger .................. ... ................. ·-............... .. .. ..... -.................. - .......... . 

IM Control 

Presence API 

A set of controls that can enable instant messaging in an 

applicati.?.'.:.'. .................... -. .. ... .. ... ... .. . ...... __ 
An API that can be used to indicate a W indows Live 
M essenger's presence and control instant messages to that 

·-·· .. ·· .............. ................................................................................. ---·-·· ............... person's .. browser .. u.s.i.ng a. set.of HTTP···comma.nds ............................. . 
Photo Gallery W indows Live Photo Allows for the creation and editing of photos and videos 

Spaces 

Spaces 

W eb Gadgets 
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Gallery SOK using the Publishi ng Plug- in Platform of Windows Live 
_ _ ___ Photo Gallery ins~de appl i<:_ations. ___ _ 

Windows Live Spaces An API that can use XML-RPC call s to get and send 

.... M etaWeblog .API .. _ ........................ ~ebl .. ?8 .9~t.a.:·---···· ................. - .................................................................................. . 

Windows Live Spaces 
API and Feeds 

Gadgets $DK 

An API that integrates W indows Live Spaces, Windows 
Live Events, Windows Live Photos, and W indows Live 
Profile into applications. 

Lightweight, single-purpose applets that can run on 
Window s Live Personal ized Experience and Windows 

.................................................. _ ................................. Live .. spaces· ....... __ .... _ ........................................................................... ··-· .. ···-·· .. 
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Service Name URL Microsoft Description 

W indows Live ID Web Authentication Used to integrale W indows Live ID authentication into a 
Web site. 

Windows Live ID Delegated Authentication Allows an application to access data for an authenticated 
Windows Live ID user from Web services and sites that 

·----..................... -..... _ .... accept thata u.thentication ....... ---..................................................... ............. _ ......... .. 

Window~ Live ID Client Authentication An API for Windows Live ID sign-in from a desktop 

W r·iter W indows Live Wri ter 
SOI< 

applicatio~ ·-

Allows applications to incorporate the features of the 
Windows Live Wriler in their application. Addilional 
capabil ities include features for creating and managing 
biogs, adding more content, and customizing the 
Windows Live Writer user interface. 

Reference: Based on http: / / en . wikipedia. org/wiki/Windows Live Messenger Conn ec t . An 
API for Bing and the toolbar is also avai lahle as a service. - - -

Using Windows live 
Windows Live includes several popular cloud-based services. The Lwo besL known and most 
widely used are Windows Live Hotmail and Windows Live Messenger, with more Lhan 300 million 
users worldwide. Windows Uve is based around five core services: 

• E-mail 

• Instant Messaging 

• Pholos 

• Social NeLworking 

• Online Storage 

A user or application can consume Windows Live in a number or ways. Some Windows Live appli­
cations are emirely cloud-based Web services, so users can use Lhese applications from within any 
browser. The Office Live applications described more fully in Chapter 16, "Microsoft Office Web 
Apps," is an example of Lhis son of service. Some o [ these services are aimed al mobile devices and 
are referred to as Windows Live for Mobile (described below), and Lhey are consumed on conform­
ing mobile devices. Some of Lhese applications are clienL-side appli.cations that you download from 
Windows Live for use on your desktop, of which Windows Live Essentials is Lhe primary example. 

You can access Windows Live se1v ices in one of Lh.e following ways: 

• By navigaLing Lo Lhe service from the command on the navigation bar at the top of 

Windows live 

• By directly enLering the URL of the service 

• By selecLing the application from Lhe Windows Live EssenLials folder on the Start menu 

221 



Part U: Using Platforms 

lf you haven't signed into Windows Live during your session , Windows Live requesLs thaL you do 
so before allowing you to proceed. 

Table 10.3 lists Lhe currenL offerings of Windows Live Services. 

Service Name 

Windows Live Account 

Windows Live Admin 
Center 

Windows Live Alerts 

Windows Live Calendar 

Windows Live Services Offerings 

URL 

http://account.live . c om/ 

http://admi n. liv e . com/ 

Description 

Management service for Windows Live 
ID and relationships. 

E-mai l hosting for Web site owners. 

http : //alerts . l i v e . c om/ Generates alerts sent to e-mail, mobile 

............ . -.. . . .. _.... .... . ............... d.:vi~~' .. ?r ~ .in.?~V:~-~:s:.:~~.~er. 
http: //c a lendar . live . com/ Calendar service with appointments, 

meetings, and events; can be shared 
with others . 

.,_,,..,,..,_,,_ ......... ._ ...... , . .. •••••• ·•••,.·••••-• ,,.,,.,..,,.,,,., .. ,HMO __ ., , .,,.,, ... .,,. . . . . . ........ ,., .. , .. . ........... ,,, , ,,_,,,,.,,.,.,, .. , ................ , ..... ,,, .. , ... , IM! ...................... .......... , ............ ... ,_,,, ..... .., ........... , ................... ,._.,,,. ..... , .. ,., ............. .. , ...... ....... ,... .. ............................................ •••~-• .. •••" .. •"•"" 

Windows Live Contacts h ttp: //con tacts . live. com/ Address book service with synchroniza­
tion feature. 

Windows Live Devices h ttp : //devi ces . live. com/ 

---................................ . 

Synchronization and remote access 
service for files stored on PCs and 
mobi le devices. ----..................... ..._ ........ , ........................ _____ .. _ ........ , ..... , ... , .................... .. 

Windows Live 
Essentials 

http : //esse n tials . live . com/ Downloadable applications that supple­
ment M icrosoh Windows. 

Windows Live Fami ly htt p : // fss . live . com/ 
Safety 

Allows you to manage and monito r your 
children's Internet activity so they can 
surf the Web more safely . .............................. _ .................... ' ................................. .. .............................................................................. ---.................................................................................. ,.;.....--............. --................ .. 

Windows Live Framelt h t t p :/ / frame i t . l i ve . com/ Adds an RSS feed to digital photo frame 
devices. 

Windows Live Gallery http : //ga llery. liv e . com/ A collection of developer add-ons for 
Windows Live products . 

........................... .................................. ........... -.................... _ .................... ,_ .......... , ........................... , .......................... , .......... -................... ,, ......................... -.................................................. .,.. ___ ... .,........... .. .... , . ....... ,., ........................... -..................... . 

W indows Live Groups http://groups .l ive . com/ 

Windows Live Home h t t p : //home .li v e . com/ 

.. ·- .............. ~ ....... , ,, ........ _.,..,,,.,_.,, ............... _. 
Windows Live Hotmail http://ho t mail. com/ 

A group discussion, collaboration, shar­
ing, and coordination tool. 

A personalization Web page and tool 
for Windows Live with status informa-

.. .... tio.n .~n~ n.~~i.~.atio_n_! : ~.~u.~:~: ... -................ - .......... .. 
A Web-based free e-mail service w ith 
contacts and calendar. ................. .. .................. ....... __ ........ ................... ................................ -........................... .. ............. ,. ............................. __ ............................... . ..................... ~ ... .............. -..... _ .... ___ _ 

Windows Live ID http ://logi n .li v e . com/ A sign-on service shared by Windows 
Live applications. 

••-•-•·••••· .. ..,• ......... ..... ,,,,.,.,, ""••-•- .. _.,,..,_.,.,., • ., ...... ,,.,.." . .,.,.,..,. •• •••""'•••·•••om.,..,..,,..,.,_.,., .. ,.,.•-......... - ..... _ ....... .,,..,.,•- .,,..,..,,..,,.,.,.,,.,._.,_,,., ....... , ....... ,.,., ...................... , ... , ... .,., .. ., ... ., .. ,.,., ,.,, .. , ... ,.., ... ,..,,._.,,,._, ..................... .,.,.,.,, .. ,. ... _ .. ,. __ _ 
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Windows Live Mail 

Windows Live 
Messenger 

Windows Live 
Messenger Companion 

Windows Live Movie 
Maker 

Windows Live Office 
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URL 

http://mail . live.com 

http://messenger . live . com/ 

h ttp://essentials . live.com/ 

http://essentials.live.com/ 

.,,,-•-•••• .. •••••po "0 ' •• 

http://office . live.com/ 

Description 

Desktop e-mail client with RSS; replaces 
Outlook Express and Windows Mail. 
You can use Live Mail to manage Gmail 
or Yahoo! Plus Mail accounts, as well as 
your POP e-mail services. 

, .................. ·-• ......... --..... ~ .... , .. , ....... , .. _,,., .. ,_,,. .. ,_ . .,., .... , ,,_,,.,,,..,..,_ 

A llows you to chat instantly with friends 
and fami ly on your desktop, on the 

Web, and .. on..Your .. mobi.le .. phone •... -............ -
W indows Live Essentials add-on for 
Internet Explorer; shares link to a page 
on the site you're visi ting. You can see 
the page and add a comment. 

Allows you to create beautiful, memora­
ble movi es and then publish to the Web 
in a few cl icks . 

Contains document creation and editing 
tools based on Office, Excel, 
PowerPoint, and OneNole w ith 

............................... _ ......................... ----······· .. ··· ............................................................................. .......... ':'Y.i~~~~s Live SkyD1:.~~~ .. s.~~r.~9..: · ...................... . 
Windows Live OneCare 
Safety Scanner 

http:// safety .live . com/ Consists of a PC scanner for viruses, 
spyware, and other malware. Features 
include disk cleaner, defragmenter, port 

______ .............. _ ........ _ ....................................................... scanner,.and. registry.deaner ................................... . 
Windows Live Photo 
Gallery 

... ·-····-···-··•-·-· . - ···-··-· ..... _ ___ ,. .. ·-- "' 

W indows Live Photos 

Windows Live Profi le 

http://photogallery . live . 
com/ 

. ' . ·-·•·•· -~-- ·-· 

http://photos.live . com/ 

Allows you to edit, organize, tag, and 
share your photos. 

.... ·-· -•·•·• . . ,. 

Photo storage and sharing service. You 
can use the service to publish photos to 
third-party photo services. 

••--, .. "' ... N , n .. ,, ___ ,.,.,, .. >N M,H., ,0 .,, ,,_" "'"""' ""'" >NM•••• .. •-•• .. N ,_.,,,.,,MONON , ,,.,, _,,._, __ ,_.,"",_ .,,_,..,,_,"· ,..,,, ... u,o .. , ....... , , ... ,ONU .. N , .. HM OMHoO,O 0,00,,.,.,. .,_.,,., ••-• ""'"'"" "ONO•H•O" "" 0 o< ,,,. ~.... 0 

http : //profile . l i ve . com/ Profi le information management service 
for user information. 

Windows Live SkyDrive http: //skydrive . live . com/ Online file storage system service. 

Windows Live Spaces http : // spaces.live. com/ Socia l networking, blogging, and photo-

..................................................................................................... ---........................... _ ................................................................... ~h .. ~ ~i.~.~ .. ::_i_te. .. .......................................... ............................. .. 
Windows Live Sync http://sync.live.com/ 

Windows Live Writer http://writer.live . com/ 

File synchronization and sharing site 
based on Live Mesh; originally called 
folder share. 

Allows you to compose a blog post, add 
your photos and links to yolir videos, 
and then publish to the Web. You can 
post the biogs from Writer to Blogger, 
WordPress, and other services. 
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The following Windows Live services have been d iscominued or rebranded: 

• Windows Live Agent 

• Windows Live 13arcode 

• Windows Live Call (now part of W indows Live Messenger) 

• Windows Live Events 

• Windows Live Expo 

• Windows Live favorites (now Pan of Windows Live SkyDrive) 

• Windows Live Help Comm,un'ity 

• Windows Live 1:-Iotspot Locator (now MSN WiFi Hotspots) 

• Windows Live OneCare (now Microsoft Security Essentials) 

• Windows Live Personalized ·Experience 

• Windows live QnA (now MSN QnA) 

• Windows Live Search Cemer (now Windows Search 4) 

• Windows Live Shopping (now Bing Shopping) 

• Windows Live Toolbar 

• W indows Live TV 

• Windows Live Video Messages 

• W indows Live Web Messenger (now part of Windows Live Web services) 

• Windows Live WiFi Center 

Windows Live Essentials 
Windows Live Essentials applications are a collection of client-side applications that must be 
downloaded and installed on a desktop. Some of Lhese applications were once pan of Windows 
and have been unbundled from the operating sys tem; oLhers are entirely new. Live Essentials rely 
on cloud-based se1vices for their data storage and retrieval, and in some cases for their processing. 

Windows Live T:ssentials cu rrently includes the following: 

• Family Safety 

• Windows Live Messenger 

• Photo Gallery 

• Mail 

• Movie Maker 

The download page for Windows Live Essentials (http: //essentials. 1 i ve. com/) is shown 
in Figure 10.8. All the Windows Essentials are downloaded as a single fil e. This page also has links 
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to download related sofLware such as Lhe Bing bar (which replaces Lhe Windows Live Toolbar), 
Microsoft Office Outlook Connection, Office Live Add-in, and Microsofl Silverhght. When you install 
Windows Live Essenlials, shortculs for Lhese programs are placed on the Windows SLart menu. 

Windows Live Essentials help alleviate a long-standing pmblem. of MicrosofL with Windows by 
allowing Microsoft to unbundle some of its add-on applicaLions for the operatin.g system so they 
don't compete with other vendors' products unfairly. Live EssenLials moves these applications par­
tially onto the cloud, while making them available easily as a download and a servi.ce. Shown in 
Figure 10.9 is Windows Live Family Safety, which is a Web filter and activity reporting t00 I for 
Windows accounts on a per-machine basis. 

Mit41Mit·f I 
The Windows Live Essentials home page (http : //essent i als. live . com/) provides links to the 
downloads of Microsoft's cloud-based cl ient-side appl ications, the application's own page, as well as links 
to download related software. 
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Window s Live Essentials is available from the Start menu as a set of commands. 
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Windows Live Home 
Windows Live l lome is the cem ral access page or portal for the Windows Live suite. An ex.ample is 
shown in Figure 10 .10. The page provides navigation, lists acLiviLies, provides access LO e-mail, 
shows your RSS feeds, and lists your account name and some related information . Whal you see 
0 11 l his page is customizable and depends on Lhe services to which you are subscribed . The page 
can be themed, which changes the color , ronLs, and look or the page. 

These are Lhe most commonly used features on Windows Live Home: 

• launching other Windows Live services 

• Viewing e-mail headers from L-lounail and private messages from other users 

• Viewing activity of people you follow 

• Displaying weather information and RSS feed updates 

e Managing calendars and events 

• Viewing photos 

o Mod ifying profile and relat ionships 
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i i@Mit·lt·I 
Your personalized home page for Windows Live (http : / /live . microsoft . com/ho me) contains 
content and ads. 
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Windows l ive for Mobile 
MicrosofL has a number of Windows Live services that are specirically meanL to be run on mobile 
devices or cell phones LhaL iL calls Windows Live for Mobile (h ttp:/ /mobile . 1 i v e . com). 
Some of these services run on Lhe Windows Mobile platform, some are Web-based applicacions 
that conform Lo the lightweighL Wireless Application Protocol (WAP) or on GPRS (General Packet 
Radio Service) browser, and some suppon SMS (Simple Message Service) systems. The currenL list 
of these services includes the following: 

• Live Mesb Mobile 

• Windows Live Calendar Mobile 

• Windows Live ConLacLs Mobile 

• Windows Live Groups Mobile 

• Windows Live l lome Mobile 

• Windows Live Messenger Mobile 
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• Windows Live Office Mobile 

• Windows Live Profi le Mobile 

• Windows Live SkyDrive Mobile 

• Windows Live Spaces Mobile 

To download these client applications on supported devices, go to http:/ /go windowslive . 
com/mobile and select the download. 

Summary 
In this chapter, l described Microsoft cloud computing strategy. Microsoft seeks to extend its prod­
ucts into the cloud using a so[tware plus service approach. ln this model, the cloud is yet another 
platform, and applications can run locally and access cloud services, run in the cloud and be made 
available through SOA standard protocols, or some combination of both. 

Microso[t's cloud operating system is called Windows Azure. Windows Azure is a hosted environ­
ment o[ virtualized systems tied together in a fabric using a service called App fabric. This is 
offered to developers in the form of an lnfrastructure as a Service model similar to Amazon Web 
Services. To Windows Azure is added a cloud -enabled version of the .NET Framework originally 
called .NET Services, which are now parl of Azure AppFabric. This approach lets developers 
extend their applications into the cloud using development tools that they already possess with the 
minimum amount of reconfiguration. Microsoft has added a number of additional services and the 
entire offering is now a Platform as a Service cloud model that Microsoft calls the Windows Azure 
Platform. 

The other major component of Microsoft's cloud computing strategy is a collection of user applica­
tions and related services called Windows Live. Some Windows Live applications are client-side 
applications, many others are Web-based applications, some are mobile apps, and an important 
subset of these services is available LO developers Lhrough the Windows Live Messenger Connect 
APls. The various offering in Windows Live were discussed in th is chapter. 

ln Chapter I J , "Managing the Cloud," you learn about some of the management tools used to 
work with cloud applications and methods used for application deployment. 

-



Managing the Cloud 

C
loud computing deployments must be moniLored and managed in 
order to be optimized for besL performance. To the problems associ­
aLed with analyzing disLribuLed neLwork applications, Lhe cloud adds 

Lhe complexity of virtual infrastrucLure. This is one of the most active areas 
of product developmenL in the entire cloud computing indusuy, and this 
chapter introduces you lo the different products in this nascenl area. 

Cloud management software provides capabilities for managing faults, 
configuration, accounting, performance, and security; Lhis is referred Lo 
as FCAPS. Many products address one or more of these areas, and through 
network frameworks, you can access al.l five areas. Framework products are 
being repositioned Lo work with cloud systems. 

Your managemenL responsibilities depend on the particular service model for 
your cloud deployment. Cloud management includes not only managing 
resources in the cloud, but managing resources on-premises. The manage­
ment of resources in the cloud requires new technol.ogy, buL managemenL of 
resources on-premises allows vendors to use well-established network man­
agement technologies. 

The lifecycle of a cloud application includes six defined parLS, and each must 
be managed. 1n this chapter, the tasks associated with each stage are described. 

Efforts are underway to develop cloud management interoperability stan­
dards. One effort you learn about in this chapter is the DMTF's (Distributed 
Managemem Task Force) Open Cloud Standards Incubator. The goal of 
these efforts is to develop management tools that work with any cloud type. 
Another group called the Cloud Commons is developing a technology called 
the Service Measurement Index (SMl) . SMl aims to deploy methods for mea­
suring various aspects of cloud performance in a standard way. 
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Administrating the Clouds 
The explosive growth in cloud computing services has led many vendors to rename their products 
and reposition them to get in on the gold rush in the clouds. What was once a network manage­
mem product is now a cloud management producL. Nevertheless, this is one area of technology 
that is very actively funded, comes replete with in teresting startups, has been the focus of several 
recent strategic acquisitions, and has resulted in some interesting product alliances. Let's join the 
party and see what all the fuss is about. 

These fundamental features are offered by traditional network management systems: 

• Administration of resources 

• Configuring resources 

• Enforcing security 

• Monitoring operations 

• Optimizing performance 

• Policy management 

• Performing maintenance 

• Provisioning of resources 

Network management systems are often described in terms of the acronym FCAPS, which stands 
for these features: • 

• Fault 

• Configuration 

• Accounting 

• Performance 

• Security 

Most network management packages have one or more of these characteristics; no single package 
provides all five elements of FCAPS. 

To get the complete set of all five of these management areas from a single vendor, you wou ld need 
to adopL a network management [ramework. These large network management frameworks we1.·e 
industry leaders several years back: BMC PATROL, CA Unicenter, IBM Tivoli , HP Open View, and 
Microsoft System CenLer . Network framework products have been sliced and diced in many differ­
ent ways over the years, and they are rebranded from time to time. Today, for example, BMC 
PATROL is now parL of BMC ProactiveNet Performance ManagemenL (http://www. bmc. com/ 
p r oducts/product - list i ng / Pr oac t i v eNet- Performa nce-Ma nagemen t .html), HP 
Open View has been split (https : / /h1 0078 . wwwl . hp. com/c da /hpms/display /main/ 
hpms_content. j sp?zn=b to&cp=l - 10"'36657 _ 4000_100) into a set o[HP Manager products. 
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The impact that cloud computing is havi.ng on network frameworks is profound. These five ven­
dors have (or soon will have) producLs [or cloud management. Computer Associates, for example, 
has completely repositioned its neLwork management portfolio as an IT Management Software as a 
Service. Find the cloud products for Lhese five large cloud vendors at the following URLs: 

• BMC Cloud Computing (http://www.bmc.com/solutions/esm- init iat i ve/ 
cloud- computing.html) 

• CompuLer Associates Cloud Solutions (http://www. ca. com/us/cloud­
computi ng . aspx) 

• HP Cloud Computing (http : / /h20338. www2 . hp . com/enterprise/wl/en/ 
technologies/cloud-computing- overview.ht ml) 

• IBM Cloud Computing (http://www. ibm. com/ ibm/cloud/) 

• Microsoft Cloud Services (http: //www. microsoft. com/ cloud/) 

Figure ll. l shows I.13M Tivoli Service AuLOmaLion Manager, a framework tool for managing cloud 
infrastructure. 

Tivoli Service Automation Manager lets you create and stage cloud-based servers. 
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Management responsibilities 
What separates a network managemem package from a cloud computing management package is 
the "cloudly" characteristics that cloud management service must have: 

• Billing is on a pay-as-you-go basis. 

• The management service is extremely scalable. 

• The management service is ubiquitous. 

• Communication between the cloud and other systems uses cloud networking standards. 

To monitor an entire cloud computing deploymem stack, you monitor six different categories: 

1. End-user services such as HTTP, TCP, POP3/SMTP, and others 

2. Browser perfonnance on the client 

3. Application monitoring in the cloud, such as Apache, MySQL, and so on 

4. Cloud infrastructure monitoring of services such as Amazon Web Services, GoGrid, 
Rackspace, and others 

5. Machine instance monitoring where the service measures processor utilization, memory 
usage, disk consumption, queue lengths, and other important parameters 

6. Network monitoring and discovery using standard protocols like the Simple Network 
Management Protocol (SNMP), Configuration Managemem Database (CMDB), Windows 
Managemem lnstrumemation (WMl), and Lhe like 

lt's imponam to note that there are really two aspects to cloud management: 

Managing resources in Lhe cloud 

Using the cloud to manage resources on-premises 

When you move to a cloud computing architecture from a traditional networked model like cli.em/ 
server or a three-tier architecture, many of the old management tasks for processes going on in the 
cloud become irrelevant or nearly impossible to manage because Lhe tools to effecli vely manage 
resources of various kinds fall outside of your own purview. ln the cloud, Lhe particular service 
model you are using directly affects Lhe type of monitoring you are responsible for. 

Consider the case of an Infrastructure as a Service vendor such as Amazon Web Services or 
Rackspace. You can monitor your usage of resources either through their native monitoring tools 
like Amazon Cloud Watch or Rackspace Comrol Panel or through the numerous third-party tools 
Lhat work wiLh these siLes' /\ Pls. ln laaS, you can alter aspects of your deployment, such as the 
number or machine instances you are running or the amount of storage you have, but you have 
very limited conLrol over many important aspects of Lhe operation. For example, your network 
bandwidth is locked into the type of instance you deploy. Even if you can provision more band­
width , you likely have no comrol over how network traffic flows into and out of the system, 
whether th.ere is packet prioritizaLion, how routing is clone, and other important characterisLics. 
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The situation-as you move first to Platform as a Service (PaaS) like Windows Azure or Google 
App Engine and Lhen onto Software as a Service (SaaS) ror which Salesforce.com is a prime exam­
ple-becomes even more restricLive. When you deploy an application on Google's PaaS App 
Engine cloud service, the Administration Console provides you with the following monitoring 
capabilities: 

• CreaLe a new application, and seL it up in you r domain . 

• Invite other people LO be part of developing your application. 

• View data and error logs. 

• Analyze your network traffic. 

• Browse the application datastore, and manage its indexes. 

• View the application's scheduled Lasks. 

• Test the application, and swap out versions. 

However, you have almost no operational control. Essentially, Google App Engine lets you deploy 
the application and monitor it, and that's abou t i.L. All the management of devices, networks, and 
other aspects or the platform are managed by Google. You have even less control when you are 
selling software in Lhe cloud, as you would wiLh Salesforce.com. 

Figure 11.2 graphically summarizes Lhe management responsib ilities by service model type. 

The second aspect of cloud management is the role LhaL cloud-based services can play in managing 
on-premises resources. From the standpoint of the cl ient, a cloud service provider is no diflerem 
than any other networked service. The full range of network management capabilities may be 
brought to bear to solve mobile , desktop, and local server issues, and the same sets of wols can be 
used for measurement. 

Microsoft System Center is an example of how management p roducts are being adapted for the 
cloud. System Center provides tools for managing Windows servers and desktops. The manage­
ment services include an Operations Manager, the Windows Service Update Service (WSUS), a 
Con figuration Manager for asset management, a Data Protection Manager, and a Virtual Machine 
Manager, among other componen ts. 

One of these service seLs was called the System Center Online Desktop Manager (SCODM). 
Microsoft has taken SCODM and repositioned iL as a cloud-based service for managing updates, 
monitoring PCs for license compliance and health, enforcing security policies, and using Fo refront 
protect systems from malware, and the company has branded it as Windows lntune (http:// 
www.microsof t.com/wi ndows/windowsintune/defaul t . aspx). From the client's 
standpoint, it makes little difference whether the service is in the cloud or on a set or servers in a 
datacenter. The benefi t of a cloud managemenL service accrues Lo the organization responsib le for 
managing the desktops or mobile devices. Figure 11.3 shows an Overview screen from the beta ver­
sion of Windows lntune. The product is due to be released in the first or second quaner of 20 l l . 
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Lifecycle management 
Cloud services have a defined lifecyde, jusL like any other system deployment. A management 
program has to LOuch on each of the six different stages in thaL lifecyde: 

1. The definition or the service as a template for creating instances 

Tasks performed in Phase 1 include the creation, updating, and del.etion of service 
templates. 

2. Client imeracLions with the service, usually through an $LA (Service Level Agreement) 
con tract 

This phase manages client relationships and creaLes and manages service contracts. 

3. The deployment of an instance to the cloud and the runtime managemenL of instances 

Tasks performed in Phase 3 include Lhe creation, updating, and deletion of service offerings. 

4. The definition or the attributes of the service while in operation and performance of mod­
ifications or ils properties 

The chief task during this management phase is to perform service optimization and 
customization. 

5. ManagemenL of Lhe operation of insLances and routine maintenance 

During Phase 5, you must monitor resources, track and respond Lo events, and perform 
reportin g and billing functions. 

6. Retirement of the service 

End of life tasks include data protection and system migration , archiving, and service 
contract termination. 

Cloud Management Products 
Cloud management software and services is a very young industry, and as such , it has a very large 
number of companies, some wiLh new products and others with older products competing in this 
area. Table 1]. l shows some of the currenL players in this market, along with the products they 
either are offering or are promising in the very near future. When considering products i.n cloud 
managemem, you should be aware that- as in all new areas of technology- there is considerable 
churn as companies grow, get acquired , or fail along the way. IL is entirely possible thaL ir you 
return to this List a year or two after this book is published, half of these products or services will 
no longer exist as listed ; you should keep this in mind. 
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Cloud and Web Monitoring Solutions 
Product URL Description 

AbiCloud http://www. abiquo. corn/ Virtual machine conversion and 

............................................ -.................... -.............................................. -.......................... -......................... _ ..... _ .... ---........................................ ma nagem en t ............... .................................................................... -... .. 
Amazon http:// aws .. amazon . corn/ cloudwatch/ AWS dashboard 
CloudWatch ----
BMC Cloud 
Computing 
Initiative 

CA Cloud 
Connected 
Management 
Suite 

http://www.bmc .. com/solutions/ 
esm- initiative/cloud- computi ng .. 
html 

http ://www. ca .. com/u s/cloud­
solutions .. aspx 

Cloud planning, lifecycle manage­
ment, optimization, and guidance 

CA Cloud Insight, CA Cloud Compose, 
CA Cloud Optimize, and CA Cloud 
O rchestrate are described below 

.............................. ___ ... _ .................................... ____ .. --...................... ______ _ ____ ...................................... ___ _ 
Cacti 

Cloud Kick https: / /www.cloudkick .. com/ 
---- -·- ----- ------

Del l Scalent http://www.scalent .. com/index .php 

Elastra h ttp ://www .. elastra.com/ 

·---....................... -.... -........................................... __ , ..... __ ... ___ _ 
Ganglia http://ganglia .. info/ 

Cloud server mon)toring 

Virtualization provisioning system that 
will be rolled into Del l's Advanced 
Infrastructure Mana~~r (AIM) 

Federated hybrid cloud management 
software ___ .... ,. ............ -.......... . 
Distributed network moni 1·ori ng 
software 

Gomez 

HP Cloud 
Computing 

http://www.gomez . com/ 
- --- - .. 

http://h20338 .. www2.hp.com/ 
enterprise/wl/en/technol ogies/ 
cloud- computing- overview.html 

_, ............. - .. ,n, __ , _ ................ - .. ,-•-••••-·•••••-- 00, •• ,,, ,, .......... _, __ ,, ,..,,, __ .,,.,,,_.,,,.,o,,,o_,~.,- .. M ..... ,,. 

___ W_ eb site monitoring ~~d ~_nalytics_. __ 

A variety of management products and 
services, both released and under 
development 

Hyperic http://www .. hyperic .. com/ 

IBM Service 
Management 
and Cloud 
Computing ·---· , . ___ , __ _ 

http://www- Ol .. ibm .. com/software/ 
tivoli/solu tions/cloudcomputing/ 

lnternetseer http://www .. internet seer . com/home/ 
index .. xtp - ----· - - • - - ------- -

ln~ne http://www .. microsoft .. com/windows/ 
windowsintune/default .. aspx 

........... , .............. -...... , .. -.... -... -.... ········----.......................... -........................ , ___ , .. , .................... .,_,,., .................................... .. 
Keynote http://www .. keynote .. com/ 
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. , ........ ,~---·-··• ................ -~··•-··-•-····-· ........ , .. .,,., ...... ~. 
Performance management for v irtual­
ized Java Apps with VMware integration 

. ---
Various IBM Tivoli managers and 
monitors 

Web site monitoring service 

Cloud-based Windows system 

management ___ ............................... .. 
Web, mobile, streaming, and customer 
test and measurement products 

---
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Product 

ManageEngine 
OpManager 

URL 

http ://www.manageeng i ne .com/ 
network - perf orman ce - managemen t . 
h tml 

Description 

Network and server monitoring, server 
desk, event and securi ty management 

--- .............................................................................................................................................................................................................................. ______ ... ..... ___ ................................. . 
ManagelQ h ttp: //www.manageiq .com/ 

••••• ••n•--••••••,. .. -•••••••• • .. -•••• .. ••••• ... 1-•-,-,-•••• .......... ,,.,..,N,• .. •m•••-..... ,.,,_, ------•-•••••••••• ••-••• ........ , .. n•••• 

Managed 
Methods 
JaxView 

Monit 

http ://man agedmethods.com/ 

h ttp : //mmonit . com/moni t/ 

Enterprise Virtualization Management 
Suite (EVM) that provides monitoring, 
provisioning, and cloud integration 
services ---------.. ·--··•········• .... · •· .. ·•·-·-· .. --... ···•·~·-•"· ................ __ ........... ___ _ 
SOA management tool 

Unix system monitoring and 

................................................................................. ___ ................................... ___ ............... _ .... ___ ... management ................................... ................ . 
Montis htt p:/ /port al.monitis.com/index . Cloud-based monitoring service 

php / home ____ ............................................. . ___ ............................................................................................. ............ . 

Morph http :/ / mor .p h / Infrastructure management, provision• 

-----·-----· .. ~~.~:. .~~_l?l_<?X~!_nt, ~ .. ~.? monitorin.t~?.~.: ....... .. 

.... Nagios ......................... ~::_~,.: ... (.!. .. ~W.~..:..~.~.?..~.?.-~.:.~ .. :~( ........ -··-·· .............. ~:.~::vork monitoring system 
NeLIQ h ttp ://www. net i q. com/ 

New Relic RPM http://www. newrelic . com/ 

Network management, monitoring, 

d.~P..~Y..~ent, ~nd .:::.~.ri~~?.f~~!e ..... ... 
Java and Ruby application moni tor and 

................................ -................................................................... ___ ........................................................... -...... __ t_ro_u.bleshooti ng .............................................. -....... ····-.. 
N imsoft h ttp://www. ca . com/ us/p roducts / Cloud moni toring software 

detail/CA-Ni msoft - Mon i t oring-
Sol ution . aspx 

M••• ••-• .. -O•H•o.,,,,.,, ........... , .. ,,,00,0 .... ,---•• ................ _____ , .,_ ............ .. , .... ,,.,.,_,.H•O•O-•O~O"'""'°'"""• .. •• .......... .. ,.,,,., .. ,.,_,,,.,._.,,,..,,., ____ ..................... _.,_, _, ............. .,,. ..... ...... ,ffh.,.,_ ...... . ........................................ ,,., .. ,M 

OpenQRM h ttp : / / www. op enqrm . com/ Data center management platform 
,,._.,,,,~'"" ............. •·••--•••••• .. • .. ••·•• .. ~•"'"'~•-"·•"•""'' ,,., .. ,,.,, .,,,.,,, __ ,n_,.., ••-- .,, .. ,_.,,.,,,,.,,,_,,.,,.,, -"•••-••• , ... --•-•"•' -•--... •-•--"-•••••·• ,_.,.,,.,.,.,,.,n"""' •• __ .,,,_ ,,.,.,., .. ,,,,.,,.,,., H ,.,, ''" •-•• •• • .,,,,..,, "'"' 

Pareto http :// www. par etonetworks . com/ Cloud provisioning and deployment 
Networks 

Pingdom http :// www.pingdom.com/ W eb site and server uptime and 

_ ............ ·-·-· .. --... ·----.... _ ........ _ ... -.... --·-··· ·-----· ........ _ .............. - ... performing monitoring ····- ......... -... . . -.. -- .. 
h ttp://www. righ tscale . com/ Automated virtual server scal ing 

. - - ... - ... - -· -·-
Sciencelogic h ttp :// www. sciencelogi c . com/ Datacenter and cloud management 

........................ -............................................. _ .................................................................................................................... --............................................ sol.utions .. and .. appliances 
Scout h ttp://scoutapp.com/ 

... ?.:~.~i.: .: .~P...t.! ~ : ........... ?..~ .. ~.P. .. : .. /..!..~'.':' .. : .. ~ .. :::.~.~.:.:.~P..: .. 1-.~.: .. : .. : .?~ .............................. Web. site .. m on i tori ng .. service .................. . 

...... ~!~:.~.~~!.......... . ............. ~~:!?.:./.!..~.~:.:~.:.~.?..· com/ ................................ -.............. '!!...eb site m°..nitori ng s.:'.:'.:!:: ............................... . 
Solarwinds http : / / www. solar winds . com/ Network monitoring and management 

software 

continued 
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TABLE 11.1 ( continued) 

Product URL Description 

Tapinsystems 

Univa UD 

http : //www. tapinsystems . com/home Provisioning and management service 
........... _,,.,,, .. ., .... __ .,, ................................ _, __ ,., ___ .,.,.,_ .............. --, --··-- _____ .,_, ....... -- ... _. ---· ·-- - _____ .., ---·--- -- -- ... ___ , .. , ... .. 

h ttp://univaud . com/index . php Application and infrastructure manage­
ment sofLwarc for hybrid multi-clouds 

VMware 
Hyperic 

h t tp : //www. springsource. com/ Performance management for VMware 

---·-··- ... . ......... ··•·•-·-.. __ .......................... .................. deployed__Java _applications ............ - ._ ....... -. 
Webmetrics http : //www.we bmetrics .com/ Web performance management, load 

testing, and application monitor for 
cloud services 

WebSitePulse http : //www . websitepulse . com/ 

Whatsup Gold http : //www. whats upgold. com/ 

Server, Web site, and appl ication mon-

-~tor~~~ se~~i:~ ........ __ 
Network monitoring and management 
software 

.. !e~9.:.~- -----~·=·~P-~.~.L~.~'-!...: ... ':.~11-?.~ .. ~-·:.:~~.( ........... ----.. ··· .... IT operations monitoring .... __ _ 
Zeus 
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http://www . zeu s . com/ Web-based application tra ffic manager 

The core management r ea Lures offered by most cloud management service products include the 
following: 

• Support of different cloud types 

• Creation and provisioning of different Lypes of cloud resources, such as machine 
instances, storage, or sLaged applications 

• Performance reporling including availability and uptime, response Lime, resource quota 
usage, and other characteristics 

• The creation of dashboards Lhat can be customized for a particular client's needs 

Automated deployment on laaS systems represents one class of cloud management services. One 
of the more inLeresling and successful vendors in th is area is Rightscale (http :/ / www . right 
scale . com/) whose software allows clients to stage and manage applicarions on AWS (Amazon 
Web Service), Eucalyptus, Rackspace, and the Chef Multicloud framework or a combination of 
these cloud types. Rightscale creates cloud-ready server templates and provides the automation 
and orchesLration necessary to deploy them. Eucalyptus and Rackspacc both use Amazon EC2 and 
S3 services, although Eucalyptus is open source and portable. RigbtScale server templates and the 
Rigbtscr ipl technology are highly configurable and can be run under baLch control. The RightScale 
user inLerface also provides real-Li me measurements of individual server instances. 

Cloudkick (ht tps: / / www. c l oudkick.com/) is another infrastructure moniLoring solution 
that is well regarded. lts service is noted fo r being agnostic and working with multip le vendor 
cloud platforms. The Cloud kick user interface is designed for rapid deployment assessment, and 
its at-a .. glance-monitoring lnsight module is particularly easy to use. figu re ll .4 shows the lnsight 
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module, and Figure 11.5 shows Cloudkick's real-time server visualization tool, which is one of the 
more lnLeresting presentation tools we've seen. ln Figure 11 .5, the clrcles are servers with their 
locatlon on. the different axes based on observed metrics. Powerful servers are larger ci rcles, and 
the colors indicate the current state of the server. 

Users have commented on Cloudkick's instant launching being difficult, and both Cloudki.ck and 
RightScale are !mown Lo be easy to use with Linux virtual servers and less so with Windows instances. 

1109;11111 
Cloudkick's Insight module (https : / /www . cloudkick . com/ site_media/ i mages/graphs2 . png) 
is powerful and particularly easy to use. 
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All or t h.e service models supporL monitoring solutions, most often through interaction with the 
service API. Tapping into a service APl allows management software to perform command actions 
LhaL a user would normally perform. Some of these APls are themselves scriptable , while in some 
cases, scripting is supported in the management software. 

One key differentiator in moni toring and management software is whether the service needs to 
install an agen.L or it performs its service withouL an agent. The monitoring function normally can 
be performed through direct interaction with a cloud service or client using processes such as an 
LiTTP GET or a network command like PING. For management functions, an agent is helpful in 
that it can p rovide needed hooks Lo manipu late a cloud resource. Agents also, as a general rule, are 
useful in helping to solve problems associated with firewall NAT traversal. 

ManagelQ (http ://www. manageiq . com/) and Service-now.com offer an integrated cloud 
stack that combines the ManagelQ Enterprlse Virtualization Managemem Suite with Service-Now. 
corn's ffSM Saas service. The system has offers management, cl lscovery, CMDB synchronization, 
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and automated provisioning services. You can integrate these services inLo your Web applications 
using an open API thal these companies offer . 

Mit@diiJW 
The Cloudkick visualization demo (ht t p s : / /www. c l oudkick . com/viz /demo /) provides a real-time 
graphical illustration of the state of moni tored servers. 
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Distributed network applicaLions often benefit from Lhe deployment or a managemenl appliance. 
Because cloud services tend to disLribute applications across multiple sites, physical appliances 
need to be dep loyed in different locations- something LhaL only cloud service providers can do. 
However, there has been a Lendency Lo create virLUal appliances, and those can be deployed as 
server instances wherever an application is deployed. Pareto NeLworks (http://www. pare to 
networ ks . c orn/) has a cloud computing setvice LhaL can moniLor and manage distributed 
network services using a physical or virtual appliance. The system can be used to control and 
provision network services. Pareto Networks plans Lo add an API to Lhis service. 

Emerging Cloud Management Standards 
As lL stands now, different cloud service providers use different tech nologies for creating and man­
aging cloud resources. As Lhe area maLures, cloud providers are going lo be under considerable 
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pressure from large cloud users like the federal government to conform to standards and make 
Lheir systems interoperable with one anoLher. No entity is likely to wam to make a major invesL­
ment in a service LhaL is a sil.o or rrom which claLa is difficutt to stage or to extract. To this end, a 
number o( large industry players such as VMware, l'BM, Microsoft, Citrix, and HP have goLten 
together to create sLandards thal can be used to promote cloud interoperability. In the section that 
fo llows, you learn about the work of the DMTF in this area. 

Anoth er effort just getting underway has been started by CA (the company formerly known as 
Computer Associates) in association with Carnegie Mellon called the Cloud Commons. This effort 
is aimed at creating an industry communily and working group, and promoting a set of monitor­
ing slandards that were pan o [ CA's cloud technology portfolio but are now open sourced. 

DMTF cloud management standards 
The Distributed Management Task Force (DMTF; see http://www. dmtf . org/) is an industry 
organization Lhat develops industry system management standards for platform interoperability. 1ts 
membership is a "who's who" in computing, and since its founding in 1992, the group has been 
responsible for several industry standards, most notably the Common Information Model (ClM). 
The DMTF organizes itself into a set o[ working groups that are tasked wilh specifying standards 
for different areas of technology. 

A recenL standard called the Virtualizarion ManagemenL Initiative (VMAN) was developed to 
extend ClM to virtual computer system management. VMAN has resulted in the creation of the 
Open Virtualization Format (OVF), which describes a standard method for creating, packaging, 
and provisioning virtual appliances. OVF is essentially a comainer and a file format that is open 
and both hypervisor- and processor-architecture-agnostic. Si.nee OVF was announced in 2009, 
vendors such as Virtual Box, AbiCloud. TBM. Red Hat, and VMWare have announced or introduced 
products that use OVF. 

1t was, therefore, a natural extension of the work that DMTF does in virtualization to solve man­
agement issues in cloud computing. DMTF has created a working grou p called the Open Cloud 
Standards lncubator (OCSJ) to help develop interoperability standards [or managing interactions 
between and in public, private, and hybrid cloud systems. The group is focused on describing 
resource managemem and security protocols, packaging methods, and network managemenr tech­
nologies. The Web site of the Cloud Management group (h t t p ://dmtf . org/ standards/ 
c l oud) is shown in Figure 11.6. 

DMTF's cloud management efforts are really in their initial stages, but the group has broad indus­
try supporL. Pan of the group's task is to provide industry education, so you can find a number o( 
white papers and technology briefs published on this site. lt's an effort that's worth checking back 
with over time. Although the OCSl's work has not yet been joined by Amazon or Salesforce.com, a 
set of open s tandards that extend the use o r industry standard p rotocols- such as the Common 
lnformation Model (CIM), the Open Virtualization Format (OVF), and WBEM- Lo the cloud are 
go'ing to be hard for vendors to resist. 
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Mit41MiiM 
DMTF (http : //dmtf . erg/ standards / cloud) has a large and important effort underway for develop­
ing cloud interoperabili ty management standards. 
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CA Technologies (h ttp://www. ca . com) , the company once known as Computer AssociaLes, 
has taken some of its technologies in measuring distributed neLwork performance metrics and 
repositioned its products as the following: 
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• CA Cloud InsighL, a cloud metrics measurement service 

• CA Cloud Compose, a deployment se1vi.ce 

• CA Cloud Optimize, a cloud optimization service 

• CA Cloud Orchestrate, a workflow control and policy based automation service 

Taken together, these products form the basis for CA's Cloud Connected Management Suite 
(h t t p ://www. c a. com/us / cloud - solu tion s . aspx). 

CA has lots of experience in this area through its Unicenter management suite and the produces 
that were spawned from it. The company also has invested in cloud vendors such as 3Tera, 
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Oblicore, and Cassatt Lo creaLe their cloud services. CA acquired Nimsofl in March 2010. Nimsoft 
has a monitorlng and management package called NimsofL UniLed MoniLoring thaL creates a 
monitoring portal with customizable dashboards. The sysLem can gather Lnformation from up Lo 
100 types of data poinLs and can work with both Google and Rackspace cloud deployments. 
Among the data poims LhaL can be monitored are resource usage and UPS status. 

At the heart of CA Cloud lnsight is a method for measuring different cloud metrics that creates what 
CA calls a Service Measurement Index or SML The SMl measures things like SLA compliance, cost, 
and oLher values and rolls them up into a score. To help allow SM! to gain traction in the industry, 
CA has donated the core technology to Lhe Software Engineering Institute at Carnegie Mellon as parL 
o[ what is called the SMl Consonium. This same group is responsible !'or the Capability Maturity 
Model lntegration (CMMl) process optimizaLion technology and other efforts. The second CA initia­
tive is the funding of an rndustry onhne communiLy called the Cloud Commons (http : / /www . 
c l oudcomrnons . com/), the home page of which is shown in Figure 11.7. 

Mita1MifFM 
The Cloud Commons (ht tp: / /www . cloudcommon s . com/web/guest) is a new on line community 
founded by CA to promote information exchange on cloud services and the SMI standard. 
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Because the Cloud Commons is brand new, iL is hard Lo Lell wheLher this group wi ll have impact in 
Lhe cloud communiLy, but iL is an interesting effort. The hope is Lhat noL only will Lhis sile establish 
CA's performance metrics, but that community users will eventually provide detailed information 
and ratings on particular services. 

To demonstrate the potential o [ cloud-based metrics, the Cloud Commons has built a dashboard 
called the CloudSensor that monitors the performance of the major cloud-based services in 
real time. 

This tool measures the performance of the following: 

• RackSpace file creation and deletion 

• E-mail availability (system uptime) based on Google Gmail, Windows Live Hotmail, and 
Yahoo! Mail 

• Amazon Web Services server creation/destruction times al four A WS sites 

• Dashboard Response Times for the consoles of A WS.Amazon, Google App SLatus, 
RackSpace Cloud , and Salcforce 

• Windows Azure storage benchmarks 

• Windows l\zure SQL benchmarks 

lL is meant to demonsLrate Lhe value of cloud performance measurernems. These meLrics are based 
on real-time data derived.from real transactions. Each charl shows the last Lwo hours of activity. 
Figure l 1..8 shows the CloudSensor performance dashboard . 

The Service Measurement lndex (SM[) is based on a seL of measurement technologies forming the 
SML Framework that CA donated to the SML Consortium. lt measures cloud-based services in 
six areas: 

• Agility 

• Capability 

• Cost 

• Quality 

• Risk 

• Security 

These form a set of Key Performance lndicators (Kl?l) that can be used Lo com.pare one service to 
another. Figure 11. 9 shows the differenL characLeristics Lhat make up each of the KPls or Lhe 
Service Measurement Lndex. 
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The CloudSensor (http:/ /dashboard. a tgcloud . info : 5001/cloudsen sor/c l ou d-sensor. 
html ) dashboard displays real-time cloud service performance metrics. 
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Mit41Mii&I 
SMI defined characteristics (Source: "The Details behind the Service Measurement Index" by l<eith Allen, 2010) 

I Awarenuss/visibllity 

I Portability 
Flexibility 

I Replaceabllity '----' ~ Agility I-
Adaptability H 

l Copaclty/olosticity 

i 
Maintainability I 

1 Servlcoablllty Supportohlllty 

Service continuity [ 

i 
Reliability 

~ Availability Stahlllty 

I Buslnoss stability 

i-~-------, 
Roslliency/foull tolerance [ 

Suitability 
I Certifications 

Accuracy 
I Controct/SLA verification 

I Supply chain 

j Provider ~ 
J~-~, 
1 Risk 

~ Funcdonollty Testability 

lntoroporability [ 

Transparency 
I Ethlcality Quality 

I Auditabllity j- Compliance 

~ l HR 

[ Physical Md onvironmontol 

[ Communications and operations 

I Accoss control 

[ Policy 
~ Security f 

~ Effectivcnoss 

,-----, t1Servlco response time[ 1 Efliciency 
Susteinohility I 
lnstallebility I 

~--... Leornabilitv[ 1 Usability 
Oporobllityj 
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I Geogroph,c/polit,cef 

[ Ownership {g-
1 Privacy ond dato loss 

I intoorlty 

[ Acquisllion 

I On-going 
Cost r 

i Capability 
Function II I 

Function In 

Undorstondabifily I 
~ Contracting experience I 

lL's too early Lo determine wheLher SMl wlll gain traction, buL Lhe positioning of the Lechnology as 
an open industry working group makes Lhe project very interesLing and worthy of note. 

Summary 
Cloud managemenL is an important and growing area of Lechnology. ln this chapter, you learned 
about some of t.he producLs being offered or developed Lo address common management problems. 
Among the managemenl Lasks are deploymcnL, monlLoring, configu ration, optimizaLion, and often 
securiLy. Nearly all network managemenL software vendors are repositioning Lheir producLs Lo work 
with cloud sysLems. Some neLwork managernenL is avai lable from wiLhin Lhe cloud service providers' 
platforms. Many of the software systems utilize the service provider's API to manage, monitor, and 
control resources. The use of virtualizalion has spawned many new products in this area. 

ln Chapter 12, you learn abouL security used in cloud computing. This is an exLension of our dis­
cussion on network management, because securiLy is another means of controlling access through 
network policies. 
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l ·11) 
1.::..w • t • 1• s / 

Understanding Cloud 
Security 

C
.. loud computing has lots of unique properties that make il very valu­

able . Unfortunately, many of those properties make security a singu­
lar concern. Many of the tools and techniques thaL you would use to 

protect your data, comply with regulations, and maintain the integrity of 
your systems are complicated by the fact that you are sharing your systems 
with others and many times outsourcing their operations as well. Cloud 
computing servi.ce providers are well aware of these concerns and have 
developed new technologies to address Lhem. 

Different Lypes of cloud computing service models provide different levels of 
security services. You get the least amount of built in security wiLh an 
Infrastructure as a Service provider, and the most with a Software as a 
Service provider. This chapter presents the concept of a security bounda1y 
separating the client's and vendor's responsibilities. 

Adap ting your on-premises systems to a cloud model requires that you deter­
mine whaL security mechanisms are required and mapping those to controls that 
exist in your chosen cloud service provider. When you identify missing security 
elements in Lhe cloud, you can use that mapping to work Lo close the gap. 

Stor ing data in Lhe cloud is of particular concern. Data should be transferred 
and stored i.n an encrypted format. You can use proxy and brokerage services 
to separate clients from direcL access Lo shared cloud storage. 

Logging, audiLing, and regulatory compliance are a'II features thaL require 
planning in cloud computing systems. They are among the services that need 
to be negotiated in Service Level Agreements. 

Also in Lhis chapter , you learn about identity and re lated protocols from a 
security standpoinL. The concept of presence as it relaLes to identity is also 
introduced. 
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IN THIS CHAPTER 
Reviewing cloud security 

concerns 

Understanding how cloud data 
can be secured 

Planning for security in your 
system 

Learning how identity is used 
to allow secure cloud access 
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Securing the Cloud 
The Internet was designed primarily to be resilien t; it was noL designed to be secure. Any distrib­
uted application has a much greater aLtack surface than an application that is closely held on a 
Local Area Network. Cloud computing has all the vulnerabilities associated with Internet applica­
tions, and additional vulnerabilities ar ise from pooled , virtualized, and outsourced resources. 

In the report "Assessing the Security Risks of Cloud Computing," Jay Heiser and Mark Nicolett of 
the Gartner Group (http://www. gartner . com/Di splayDocument? id=6853 08) high­
lighted the following areas of cloud computing that they felt were uniquely troublesome: 

• Auditing 

• Data integrity 

• e-Discovery for legal compliance 

• Privacy 

• Recovery 

• Regulatory compliance 

Your risks in any cloud deployr.nenL are dependenL upon Lhe particular cloud service model chosen 
and the Lype of cloud on which you deploy your applications. ln order to evaluate your risks, you 
need Lo perform Lhe following analysis: 

1. Determine which resources (data, services, or applications) you are planning to move to 
the cloud. 

2. Determine the sensitivity of the resource to risk 

Risks that need to be evaluaLed are loss of privacy, unauthorized access by others, loss of 
data, and inLerruptions in availabillty. 

3. Determine the risk associated with the particular cloud type for a resource. 

Cloud types include public, private (both external and internal), hybrid, and shared 
community types. With each type, you need to consider where data and functionality 
will be maintained. 

4. Take into account the panicular cloud service model that you will be using. 

Different models such as laaS, Saa$, and PaaS require their customers Lo be responsible 
for security at clifferenL levels of the service stack. 

5. lf you have selected a particular cloud service provider, you need to evaluate its system to 
understand how data is transferred , where it is stored, and how tO move data both in and 
out of the cloud. 

You may want to consider building a flowchart that shows the overall mechanism of the 
system you are intending to use or are curren tly using. 

One techn ique for maintainLng securiLy is to have "golden" system image references Lhat you can 
return to when needed. The ability to take a system image off-line and analyze the image for 
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vulnerabiliLi.es or compromise is invaluable. The compromised image is a primary forensics Looi. 
Many cloud providers off er a snapshot feaLure that can creaLe a copy of the client's entire environ• 
ment; this includes not only machine images, but applicaLions and data, network imerfaces, lfre• 
walls, and switch access. 1[ you feel that a system has been compromised, you can replace that 
image with a known good version and contain the problem. 

Many vendors maintain a security page where they list their var ious resources, certifications, and 
credentials. One of the more developed offerings is the AWS Security Center, shown in Figure 12.1, 
where you can download some backgrounders, white papers, and case studies related to the 
Amazon Web Service's security controls and mechanisms. 

Mit41Mitii 
The AWS Security Center (http : / / aws . amazon . com/security/) is a good place to start learning 
about how Amazon Web Services protects users of its laaS service . 
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The security boundary 
In order to concisely discuss security in cloud computing, you need to define the particular model 
of Cloud computing that applies. This nomenclaLure provides a framework for understanding what 
security is already built into the system, who has responsibility for a particular security mechanism, 
and where the boundary between the responsibility of tbe service provider is separate from the 
responsibility of the customer. 

251 



Part Ill: Exploring Cloud Infrastructures 

All of Chapter l was concerned with defining what cloud computing is and defining Lhe lexicon o [ 

cloud computing. There are many definitions and acronyms in the area of cloud computing that 
will probably noL survive long. The most commonly used model based on U.S. National lnsLiLute 
of Standards and Technology (NlST; http://www. csrc. nist . gov/groups/SNS/cloud­
comput ing/ index. html) separates deployment models from service models and assigns those 
models a set of service attributes. Deployment models are cloud types: community, hybrid, private, 
and public clouds. Service models follow the SPl Model for three forms of service delivery: 
Software, Platform, and lnfrasLructure as a Servi.Ce. In the NIST model, as you may recall, it was 
not required that a cloud use virtualization to pool resources, nor did that model require that a 
cloud support multi-tenancy. It is just these factors that make security such a complicated proposi­
tion in cloud computing. 

Chapter l also presented Lhe Cloud Security Alliance (CSA; ht tp : / /www. cloudsecuri ty 
alliance. org/) cloud computing stack model, which shows how different functional units in a net­
work stack relate to one another. As you may recall from Chapter 1, this model can be used to separate 
the different servi.ce models from one another. CSA is an industry working group that studies secmi ty 
issues in cloud computing and offers recommendations to itS members. The work of Lhe group is open 
and available, and you can download its guidance from its home page, shown in figure 12.2. 

Mit41hiitiM 
The Cloud Securi ty Alliance (CSA) home page at h ttp :/ /www . c loudsec u rityalliance . o r g / offers 
a number of resources to anyone concerned with securing his cloud deployment. 
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The CSA partitions its guidance into a set of operational domains: 

• Governance and enterprise risk management 

• l egal and elecLronic discovery 

• Compliance and audiL 

• Information \ifecycle management 

• Ponabihty and interoperabi hty 

• Traditional security, business continuity, and disaster recovery 

• Datacenter operations 

• Incidence response, noLificaLion, and remedialion 

• Application security 

• Encryption and key management 

• ldentily and access management 

• Virtualization 

You can download the group's current work in these areas from the different sections 0£ its Web site. 

One key difference beLween the NLST model and the CSA is Lhat the CSA considers multi-tenancy 
to be an essential element in cloud computing. Muhi-tenancy adds a number o f additional security 
concerns to cloud computing thaL need to be accounted for. ln multi-Lenancy, different customers 
must be isolated, their data segmented, and Lheir service accounted for. To provide these features, 
the cloud service provider musL provide a policy-based environment that is capable o f supporting 
different levels and quality of service, usually using different pricing models. Multi-tenancy 
expresses itself in d ifferent ways in the different ck1Ucl deployment models and imposes security 
concerns in different places. 

Security service boundary 
The CSA functional cloud computing hardware/software stack is the Cloud Reference Model. This 
model, which was discussed in ChapLer 1, is reproduced in Figure 12.3. laaS is the lowest level 
service, with PaaS and Saas the next two services above. As you move upward in the stack, each 
service model inherits the capabilities of the model beneath it, as well as all the inherent securiLy 
concerns and risk factors. laaS supplies the infrasLructure; PaaS adds application develo pment 
frameworks, transactions, and control structures; and SaaS is an operaLing environment with appli­
cations, management, and tbe useT interface. As you ascend the stack, laaS has the least levels of 
integrated functionality and the lowest levels of integrated security, and SaaS has the most. 

The most important lesson from this discussion of architecture is that each differenL type o[ cloud 
service delivery model creates a security boundary al which the cloud service provider's responsi­
bilities end and the cusLomer's responsibillties begin. Any security mechanism below the securiLy 
boundary must be built into Lhe system, and any security mechanism above must be maintained by 
the customer. As you move up the stack, it becomes more important to make sure that the type 
and level of security is pan of your Service Level Agreement. 
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MIN1Mitii 
The CSA Cloud Reference Model w ith security boundaries shown 
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[n the SaaS model, Lhe vendor provides security as part of the Service Level Agreemenl, with Lhe 
comp liance, governance, and liability levels sLipulated under Lhe contract for the enlire stack. For 
the PaaS model, the securiLy boundary may be defined for the vendor to include the software 
framework and middleware layer. ln the Paa$ model, the customer would be responsible for the 
security or the applicaLion and Ul at the top of the stack. The model with the least built-in securi ty 
is IaaS, where everything that involves sofLware of any kind is the customer's problem. Numerous 
definitions of services tend to muddy this picture by add ing or removing elements of the various 
functions from any particular offering, Lbus blurring which party has responsibillty for which fea­
tures, but the overall analysis is still usefu l. 
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ln Lhinking about the Cloud SecuriL-y Reference Model in relationship to security needs, a funda­
mental distinction may be made between the nature of how services are provided versus where 
those services are located . A privaLe cloud may be internal or external Lo an organization , and 
alLhough a public cloud is most often external, Lhere is no requirement that this mapping be made 
so. Cloud computing has a tendency to blur the location of the defined securiLy perimeter in such 
a way Lhat the previ.ous notions of network firewalls and edge defenses often no longer apply. 

This makes the Location of trusL boundaries in cloud computin g rather ill defined, dynamic, and sub­
ject to change depending upon a number of factors. Establishing trust boundaries and creating a new 
perimeter defense that is consi.stem with your cloud computing network is an important consider­
ation. The key to understanding where to place secur ity mechanisms is Lo understand where physi­
cally in the cloud resources are deployed and consumed , what those resources are, who manages the 
resources, and what mechanisms are used Lo control them. Those factors help you gauge where sys­
tems are located and what areas of compliance you need to build into your system. 

Table 12 . l lists some of the differenL service models and lists the parties responsible for security in 
the different instances. 

iiliiitii 
Security Responsibilities by Service Model 

Infrastructure 
Security Infrastructure 

Model Type Management Owner Infrastructure Location Trust Condition 

Hybrid Both vendor Both vendor Both on- and off-premises Both trusted and 
and customer and customer untrusted 

Private/Community Customer Customer On- or off-premises Trusted 
...... ,,,, .... ," ............... ~ON ........ ,, ,.,,,,, ... ,. .. .,, .. ,..,_,tt, ... ,._, ....................... ,, .. ,, ... _.,,_ .... _ .. ,, .. , 0 .......... rn ........... , ....... , ......... ....... , .. _,. ... - ..... - ......................................... ,, ......... , ........... , .......... , .... , ..... ,, .. , ................ , .. , ,, ........... , ........................ , .... , .................... -, ...... . 

Private/Community Customer Vendor Off. or on-premises Trusted 
.............. ,_.,,_ ................................................................ ~··· .. ·· ........................... ____ ,,., .. , ............. _,., __ ,., .................................... " .... ~ .............. _.. .......................... " ................................ -......................... -......... -..... -................. _ ............. .. 

Private/Community Vendor __ C~stome_r ____ O~- or off-premises _ _ ___ Trus_t_ed ____ _ 

___ Private/Community·----~~-~.9.~.''. .-. --.. ·-·-· Vendo_r ____ o_ff_-.?.~.?~.~P..~.:.m.~:-~:. . --·-··-·· .. ·· . T~~.~~~ ................ ___ ,, __ _ 
Public Vendor Vendor Off-premises Untrusted 

Security mapping 
The cloud service model you choose determines where in Lhe proposed cleploymenL the variely of 
security features, compliance auditing, and other requirements must be placed . To determine the 
particular security mechanisms you need, you muse perform a mapping of the particular cloud ser­
vice model to the panicular application you are deploying. These mechanisms must be supported 
by the various con trols that are provided by your service provider, your organization , or a Lhird 
pany. lt's unlikely that you will be able to duplicate security routines that are possible on-premises, 
but this analysis allows you to determine what coverage you need. 
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A security control model includes the security that you normally use for your applications, data, 
managemenL, neLwork, and physical hardware. You may also need to account for any compliance 
standards that are required for your industry. A compliance standard can be any government regu­
laLory framework such as Payment Card Industry Data Security Standards (PCl-DSS), HealLh 
lnsurance Portability and Accountabili.Ly Act (HLPPA), Gramm- Leach-Bliley Act (GLBA), or the 
Sarbanes-Oxley AcL (SOX) thaL requires you operate in a certain way and keep records. 

Essentially, you are looking to identify the missing features that would be required for an on-premises 
deployment and seek to find their replacements in the cloud compuLing model. As you assign 
accoumabiliLy for different aspects of security and conLracl away the operational responsibility Lo 
others, you want to make sure they remain accountable for tbe security you need. 

Securing Data 
Securing data senL to, received from, and stored in the cloud is the single largest security concern 
that most organizations should have with cloud computing. As with any WAN Lraffic, you musL 
assume that any data can be intercepted and modified. That's why, as a matter of course, traffic to 
a cloud service provider and stored off-premises is encry pted. This is as true for general data as it is 
for any passwords or account lDs. 

These are the key mechanisms fo r protecting data mechanisms: 

• Access control 

• Auditing 

• Authentication 

• Authorizalion 

Whatever service model you choose should have mechanisms operating in all four areas that meet 
your security requirements, whether they are operating through Lhe cloud service provider or your 
own local infrastructure. 

Brokered cloud storage access 
The problem witb the daLa you store in the cloud is that it can be localed anywhere in the cloud 
service provider's system: in another datacenter, another stale OI province, and in many cases even 
in another country. With other types of system archiLectures, such as client/server, you could 
count on a firewall to serve as your network's securiLy perimeter; cloud computing has no physical 
system that serves this purpose. Therefore, to protecL your cloud storage assets, you want Lo find a 
way to isolate daLa from direct client access. 
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One approach to isolating storage in the cloud from direct diem access is to create layered access 
to the data. In one scheme, two services are created: a broker with full access to storage but no 
access to the client, and a proxy with no access to storage but access to both the client and broker. 
The location of the proxy and the broker is not important (they can be local or in the cloud); what 
is important is that these two services are ln the direct data path between the client and data stored 
in the cloud. 

Under this system, when a client makes a request for data, here's what happens: 

1. The request goes to the external service interface (or endpoint) of the proxy, which has 
only a partial trust. 

2. The proxy, using its internal interface, forwards the request to tbe broker. 

3. The broker requests the data from the cloud storage system. 

4. The storage system returns the results to the broker. 

5. The broker returns the results to the proxy. 

6. The proxy completes the response by sending the data requested to the client. 

Figure 12.4 shows this storage "proxy" system graphically. 

This discussion is based on a white paper called "Security Best Practices For Developing Windows Azure 
Applications," by Andrew Marshall, Mic_hael Howard, Grant Bugher, and Brian Harden that you can 
findathttp://download.microsoft . com/download/7/3/E/73E4EE93-559F- 4DOF - A6FC-
7FEC5Fl54 2D1 / Se c u r i tyBes tPracticesWindowsAzureApps . docx. In their presentation, the 
proxy service is called the Gatekeeper and assigned a Windows Server Web Role, and the broker is called 
the KeyMaster and assigned a Worker Role. ■ 

This design relies on the proxy service to impose some rules that allow it to safely request data Lhal 
is appropriaLe Lo that particular diem based on the client's identity and relay that request to the 
broker. The broker does not need full access to the cloud storage, but it may be configured to grant 
READ and QUERY operations, while not allowing APPEND or DELETE. The proxy has a limited 
trust role, whil.e the broker can nm with higher privileges or even as native code. 

The use of multiple encryption keys can funher separate the proxy service from the storage 
account. If you use two separate keys to create two different data zones-one for the untrusted 
communication between the proxy and broker services, and another a trusted zone between the 
broker and the cloud storage- you create a situation where there is further separation between the 
different service roles. 
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In this design, d irect access to cloud storage is e liminated in favor of a proxy/broker service . 
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Even if the proxy service is compromised , that service does not have access to Lhe trusLed key nec­
essary to access the cloud storage account. ln the multi-key solution, shown in Figure 12.5, you 
have not only eliminated all internal service endpoints, but you also have eliminaLecl the need to 
have the proxy service run al a reduced trusL level. 
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Mita1Miti¥ 
The creation of storage zones with associated encryption keys can further protect cloud storage from 
unauthorized access. 
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Storage location and tenancy 
Some c loud service providers negotiate as part of their Service Level Agreements to contractually 
store and process data in locations that are predetermined by their contract. Not all do. H you can 
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get the commiLment for specific data site storage, Lhen you also should make sure the cloud vendor 
is under contracL to confo rm to local privacy laws. 

Because data stored in the cloud is usually stored from multiple tenants, each vendor has its own 
unique method for segregating one customer's data from another. It's important to have some 
understanding of how your specific service provider maintains data segregation. 

Another question to ask a cloud storage provider is who is provided privileged access to storage. 
The more you know aboUL how the vendor hires its LT staff and the security mechanism put into 
place to protect storage, the better. 

Most cloud service providers store data in an encrypted form. While encryp tion is important and 
effective, it does present its own set of problems. When there is a problem with encrypted data, the 
result is that the data may not be recoverable. lt is worth considering what type of encryption the 
cloud provider uses and to check that the system has been planned and tested by security experts. 

Regardless o[ where your data is located, you should know what impact a disaster or irnerruption 
will have on your service and your data. Any cloud provider that doesn't offer the ability Lo repli­
cate data and application infrastrucLure across multip le sites cannot recover your information in a 
timely manner. You should lmow how d isaster recovery affects your data and how long it takes t0 

do a complete rest.oration. 

Encryption 
Strong encryption technology is a core technology for protecting data in transit to and from the 
cloud as well as data stored in the cloud. It is or will be required by law. The goal or encrypted 
cloud storage is to create a virtual private storage system that maim ains confidentiality and data 
imegrity while maintain ing the benefits o[ cloud storage: ubiquitous, reliable, shared data storage. 
Enctyption should separate stored data (data at rest) from data in transit. 

Depending upon the particular cloud provider, you can create multiple accounts with different 
keys as you saw in the example with Windows Azure Platform in the previous section. Microsoft 
allows up LO five security accounts per client, and you can use these diffe rent accounts to create 
differen t zones. On Amazon Web Service, you can create multiple keys and rotate those keys dur­
ing different sessions. 

/\lLhough encryption protects your data from unauthorized access, it does nothlng to prevent data 
loss. Indeed, a common means for losing encrypted data is to lose the keys that provide access Lo 
the data. Therefore, you need to approach key management seriously. Keys should have a defined 
hfecycle. Among the schemes used Lo protect keys are the creation o[ secure key stores that have 
restricted role-based access, automated key stores backup , and recovery techniques. lt's a good 
idea to separate key management from the cloud provider that hosts your data. 

One standard for in teroperable cloud-based key management is the OASlS Key Management 
Interoperabi li ty Protocol (KMIP; h ttp ://www. oasis - ope n. org/ committees/ krnip / ). 
IEEE 1619.3 (h ttps : / / s i s wg .net / i ndex .php?option =com docman) also covers both 
storage encryption and key management for shared storage. 
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Auditing and compliance 
Logging is the recording of events into a repository; auditing is the ab'iliLy to monitor Lhe events to 
understand performance. Logging and aud iting is an important runcLion because it is not only nec­
essary for evaluation performance, but iL is also used to invesLigate securiLy and when illegal activ­
iLy has been perpetraLed. Logs should record system, application, and security events, at the very 
minimum. 

Logging and auditing are unfortunately or1e of the weaker aspects of early cloud computing service 
offerings. 

Cloud service providers o l'ten have proprietary log rormats thaL you need to be aware or. WhaLever 
monitoring and analysis tools you use need to be aware of these logs and able to work with them. 
Often , providers offer monitoring tools o[ their own, many in Lhe form o[ a dashboard with the 
potential to customize the informaLion you see through either the interface or prog1ammati.cally 
using the vendor's APL You want to make ful l use of those built-in services. 

'Because cloud services are boLh multitenant and multisite operations, the logging activity and data 
for differenL clients may not on ly be co-located, they may also be moving across a landscape of dif­
ferent hosts and sites. You can 't simply expect that an invesLigation will be provided with the nec­
essary information at Lhe Lime of discovery unless it is part of your Service Level Agreement. Even 
an SLA with the approp riate ob ligations contained in it may not be enough to guarantee you will 
get the information you need when the time comes. It is wise to determine whether Lhe cloud ser­
vice provider has been able to success[ ully support investigations in the past. 

As it stands now, nearly all regulations were written without keeping cloud computing in mind. A 
regulator or auditor isn't likely to be familiar with the natu re of running applications and storing 
data tn the cloud. Even so, laws are written to ensure compliance, and the clien t is held responsible 
for compliance under the laws o f the governing bod ies that apply to Lhe location where the pro­
cessing or storage takes place. 

Therefore, you must understand the following: 

• Which regulations apply to your use of a particular cloud computing service 

• Which regulations apply to the cloud service provider and where the demarcation line 
falls for responsibilities 

• How your cloud service provider will support your need for information associated with 
regLtlation 

• How to work with the regulator to provide Lhe information necessary regardless of who 
had the responsibili ty to collect the data 

Traditional service p roviders are much more likely LO be the subject of security certi fications and 
external audits of their facili ties and procedures Lhan cloud service providers. Thal makes the will­
ingness for a cloud service provider to subject its service to regulatory compliance scrutiny an 
importanL factor in your selecLion o [ that provider over another. ln the case of a cloud service pro­
vider who shows reluctance to o r limits the scrutiny or its ope rations, it is probably wise to use the 
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service in ways that limit your exposure to risk. For example, al.though encrypting stored data is 
always a good policy, you also might want to consider not storing any sensitive information on that 
provi.der's system. 

As it stands now, clients must guarantee their own regulatory compliance, even when their data is 
in the care of the service provider. You must ensure that your data is secure and that its integrity 
has not been compromised. When multiple regulatory entities are involved, as there surely are 
between site locations and different countries, then that burden to satisfy the laws of those govern­
ments is also your responsib"ility. 

For any company with clients in multiple countries, the burden of regulatory compliance is oner­
ous. While organizations such as the EEC (European Economic Community) or Common Market 
provide some relief for European regulation , countries such as tbe United States, Japan, China, and 
others each have their own sets of requirements. This makes regulatory compliance one of the 
most actively developing and important areas of cloud computing technology. 

This situation is likely co change. On March l, 2010, Massachusetts passed a law that requires 
companies that provide sensitive personal information on Massachusetts residems to encrypt data 
transmitted and stored on their systems. Businesses are required to limit the amount of personal 
data collected, monitor data usage, keep a data inventory, and be able to present a security plan on 
how they will keep the daLa safe. The steps require that companies verify that any third-party ser­
vices they use conform LO these requirements and that there be language in all SLAs that enforce 
these protections. The Law takes full effect in March 2012. 

Going forward, you want to ensure the following: 

• You have contracts reviewed by your legal staff. 

• You have a right-to-audit clause in your SU\ . 

• You review any third parties who are service providers and assess their impact on security 
and regulatory compliance. 

• You understand the scope of the regulations that apply to your cloud computing applica­
tions and services. 

• You consider what steps you must take to comply with the demands of regulations that 
apply. 

• You consider adjusting your procedures to comply with regulations. 

• You collect and maintain the evidence of your compliance with regulations. 

• You determine whether your cloud service provider can provide an audit statement thaL is 
SAS 70 Type lI-comphant. 

The TSO/IEC 27001/27002 standard for information security management sysLems has a roadmap 
[or mission-critical services that you may want to discuss with your cloud service provkler. 
Amazon Web Services supports SAS70 Type ll Audits. 
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Becoming a cloud service provider requires a large investment, but as we all know, even large com­
panies can fai l. When a cloud service provider [ails, it may close or more likely be acquired by 
another company. You likely wouldn't use a service provider that you suspected of being in diffi­
culty, but problems develop over years and cloud computing has a certain degree of vendor lock-
in to it. That is, when you have created a cloud-based service, it can be difficult or often impossible 
to move it to another service provider. You should be aware of what happens to your data if the 
cloud service provider fails. At the very least, you wou ld want to make sure your data could be 
obtained in a format that could be accessed by on-premise applications. 

The various attributes of cloud computing make it difficult to respond to incidents, but that 
doesn' t mean you should consider drawing up security incidence response policies. Although 
cloud computing creates shared responsibilities, it is often up to the client to initiate the inquiry 
that gets the ball rolling. You should be prepared to provide clear information to your cloud ser­
vice provider about what you consider to be an incident or a breach in security and what are sim­
ply suspicious events. 

Establishing Identity and Presence 
Chapter 4 introduced the concept of identities, some or the protocols that support them , and some 
of the services that can work with them. Identities also are tied to the concept of accounLs and can 
be used for contacts or "lD cards." Identities also are important from a security standpoint because 
they can be used to authenticate client requests for servi.ces in a distributed network system such 
as the lnternet or, in this case, for cloud computing services. 

Identity management is a primary mechanism for controlling access to data in t.he cloud, prevent­
ing unauthorized uses, maintaining user roles, and complying with regulations. The sections that 
fo l low describe some of the different security aspects of identity and the related concept of "pres­
ence." For this conversaLion, you can consider presence to be the mapping of an authenticated 
identity to a known location. Presence is important in cloud computing because it adds context 
that can modify services and service deli.very. 

Cloud computing requires the following: 

• That you establish an identity 

• That the identity be authenticated 

• That the authentication be portable 

• Thal authentication provide access to cloud resources 

When applied to a number of users in a cloud computing system, these requirements describe sys­
tems that must provision identities, provide mechanisms that manage credentials and authentica­
tion , all.ow identities to be federated, and support a variety of user profiles and access policies. 
Automaling these processes can be a major management task, just as they are for on-premises 
operations. 
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Identity protocol standards 
The proLOcols lhal provide idenLily services have been and are under active development, and sev­
eral form the basis for effons l0 create interoperability among services. 

Open ID 2.0 (http ://openid .net/) is the slandard associated wilh creaLing an idenLity and 
having a third-party service authenticaLe Lhe use of LhaL digiLal idenLiLy. lt is Lhe key to creating 
Single Sign-On (SSO) sysLems. Some cloud service providers have adopted OpenlD as a service, 
and iLs use is growing. 

In Chapter 4, you learned how OpenlD is associated wiLh conLact cards such as vCards and 
lnfoCards. 1.n that chapter , l briefly discussed how Open!D provides access to imponant Web siLes 
and how some Web sites allow you to use your logins based on OpenlD from anoLher site to gain 
access to Lheir site. 

Open ID doesn'L specify Lhe means fo r authem icaLion of an identity, and it is up to Lhe particular 
system how the authenticaLion process is execuled. Authentication can be by a Challenge and 
Response Protocol (Ct-LAP), lhrough a physical smart card, or using a nying finger or evil eye 
lhrough a biomeLric measuremenL. In OpenlDL, the auLhenLicaLion procedure has Lhe following 
steps: 

1. The end-user uses a program like a browser that is called a user agent to emer an OpenlD 
idemifier, which is in Lhe form of a URL or XRl. 

An OpenlD might ~ake lhe form of name. openid. provider. org. 

2. The O pen ID is presented LO a service that provides access Lo the resource Lhat is desired. 

3. An enLity called a relaying pany queries lhe OpenlD idenLiLy provider to authenticaLe Lhe 
veracity of the OpenlD creden Lials. 

4. The aurhentication is sem back to the relaying party from Lhe idenLiLy provider and access 
is e iLher provided or denied. 

According to a report by one of OpenlD's direclors called "OpenlD 2009 Year in Review" by Brian 
Kissel (http ://openid . net/2009 /12 /16/openid-2009-year-in-review/) , there were 
over 1 billion OpenID accounls accepted by 9 million s ites on Lhe Internet 

The second protocol used to presenl identity-based claims in cloud computing is a set of authori­
zation markup languages that create files in the form of being XACML and SAML. These protocols 
were described in Chapler 4 in detail, so L only mention them in passing here. SAML (Security 
Assertion Markup Language; ht tp ://www. oasis-open. org/committees/tc_ home. 
php?wg_abbrev=security) is gaining growing acceptance among cloud service providers. IL is 
a slandard of OASlS and an XML standard for passing authentication and authorization beLween 
an iden1ity provider and the service provider. SAML is a complimentary mechanism to OpenlD 
and is used Lo create SSO systems. 
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Taken as a unit, OpenID and SAML are being posiLioned Lo be the standard authentication mecha­
nism for clients accessing cloud services. IL is particularly importanL for services such as mashups 
that draw information from Lwo or more daLa services. 

An open standard called OAuth (http://oauth . net/) provides a token service that can be 
used to present valldated access to resources. OAuth is similar to OpenlD, but provides a different 
mechanism for shared access. The use o( OAuth tokens allows clients to presen t credentials that 
contain no account information (userlD or password) to a cloud service. The token comes wiLh a 
defined period after which it can no longer be used. Several important cloud service providers have 
begun to make OAuth APls available based on the OAuth 2.0 standard, most notably Facebook's 
Graph APl and the Google Data APL 

The DataPortability Project (http : //dataportability . org/) is an industry working group 
that promotes data interoperability between applications, and the group's work touches on a number 
of the emerging standards mentioned in this section. The group's Web site is shown in Figure 12.6. 
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A nu mber of vendors have created server products, such as Identity and Access Managers (lAMs), 
to support these various standards. 

Windows Azure identity standards 
The Windows Azure Platform uses a claims-based iden tity based on open authentication and 
access protocols and is a good exam ple of a service implementing the standards described in the 
previous section. These standards may be used without modification on a system that is running in 
the cloud or on-premises, in keeping with Microsoft's S+S (software plus services) approach to 
cloud computing. 

Windows Azure security draws on the l'ollowing three services: 

• Active Directory federation Services 2.0 

• Windows Azure AppFabric Access Control Se1vi.ce 

• Windows Identity Foundation (WIF) 

The W indows Identity Foundation offers .NET developers Visual Studio integration of 
WS-Federntion and WS-Trust open standards. ASP. NET Web applications created will, WlF inte­
grate the Windows Communication foundation SOAP service (WCF-SOAP) into a unified object 
model. This allows WlF to have full access to the features of WS-Security and to work with tokens 
in the SAML f ormaL 

Wff rehes on third-party authentication and accepts authentication requests f rorn these services 
in Lhe form of a set of claims. Claims are independent of where a user account or application is 
located, thus allowing claims to be used in single sign-on systems ($SO). Claims support both sim­
p le resource access and the Role Based Access Control (R13AC) policies that can be enforced by 
Windows group policies. 

Active DirecLOry Federation Services 2.0 (AD FS) is a Securlty Token Service (STS) that allows 
users to authenticate their access lo applications both locally and in the cloud with a claims-based 
identity. Anyone who has an account in the local Windows directory can access an application; AD 
PS creates and retains trust relationships with federated systems. AD FS uses WS-f ederation, 
WS-Trust, and SAML, which allows users to access a system based on lBM, Novell, SAP, and many 
other vendors. 

The final piece of the Windows Azure Platform claims-based identity system is built directly into 
the AppFabric Access Control (AC) service. You may recall from Chapter lO that AppFabric is a 
service bus for Azure components that supports REST Web services. Included in AppFabric are 
au thentication and claims-based authorization access. These can be simple logons or more com­
plex schemes supported by AD FS. AC allows auchorlzation Lo be localed anywhere and allows 
developers Lo separate identity from their application. 

The claims-based identity in AC is based on the OAuth Web Resource Authorization Protocol (OAuth 
WRAP), which works with va1ious REST A Pis. The Oauth 2.0 protocol seems to be gaining acceptance 
in the cloud computing industry, because SAML tokens can be accepted by many vendors. 
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Presence 
Presence is a rundamental concept in computer science. lt is used on networks to indi.cate the sta­
tus o f available parties and their location . Commands like the WHO command in Linux that list 
users logged into the network go all the way back to the first network operating systems. 

Presence provides not only identity , but status and, as part of status, location . The status is referred 
to as the presence state, the identity is the presentity, and the service that manages presence is 
called the presence service. Many presence services rely on agents called watchers, which are small 
programs that relay a client's ability co connect. Among the cloud computing services that rely on 
presence information are telephony systems such as VoIP, instant messaging services (IM), and 
geo-location -based systems such as GPS. Presence is playing an importanL role in cell phones, par­
ticularly smart phones. 

When you access an application such as AroundMe on the Apple iPhone, which lists businesses, 
services, and restaurants in your vicinity, you are using an example of a presence servi.ce. Figure 12. 7 
shows the AroundMe app with some sample results. The presence service is provided by the GPS 
locator inside the phone, which provides a location through AT&T (the se1vice provider) to the 
application . Presence is an essential and growing component of cloud-based services, and it adds a 
tremendous amounL of value lo the ubiquity that a cloud network offers. 

MIM1hiitU 
The AroundMe iPhone app is an example of an application that makes use of a presence service. 
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As cloud compuling becomes more pervasive and vendors alLempt to create federated sysLems, 
emerging presence services will become more imporLan t. Microsofl's Windows Identily Foundation 
(described in lhe previous seclion) created under Lhe Geneva r ramework projecL is one example of 
an attempt to create a claims-based presence syslem. WIF allows different syslems to interoperaLe 
using a variety of authenticaLion methods, including LDAP and Active Directory, OpenlD, LiveID, 
Microsoft CardSpace, and Novell Digilal Me. 

The Imernet Engineering Task Force (IETF) has developed a standard called the Extensible 
Messaging and Presence Protocol (XMPP) that can be used with a federation system called the 
Jabber Extensible Communications Platform Uabber XCP) to provide presence informaLion . 
Among the services that use Jabber XCP are the Defense ln formalion Systems Agency (DISA), 
Google Talk, Earth link, Facebook, Lhe National Weather Service, TwiLLer , the U.S. Marine Corps, 
and the U.S. Joint Forces Command (USJFCOM). 

Jabber XCP is popular because it is an extensible development platform that is platform-independent 
and supports several communications protocols, such as the Session lnitiation Protocol fo r Instant 
Messaging and Presence Leveraging Exlensions (SIMPLE) and Instant Messaging and Presence 
Service (IMPS). 

The notion of applying presence services over the standard Service Oriented Architecture (SOA) 
protocols such as SOAP/REST/HTTP is that in SOA all these protocols suppon unidirectional. data 
exchange. You request a service/daLa, and a response is supplied . SOA architectures don't scale 
well and can't supply high-speed dala Lransfers required by Lhe collabomion services that are 
based on presence service Lechnologies. SOA also has the problem of services thaL have trouble 
penetraling firewalls. ll was these barriers that Jabber and XMPP were created to solve, and you 
will find LhaL proLOcol incorporated into a number of cloud computing Saas services. AOL, Apple, 
Google, IBM, and others are using this Lechnology in some of their applications LOday. 

Summary 
ln this chapter, you learned about many of the issues concerning security and cloud computing. 
This is a rapidly changing area of great importance Lo anyone considering deploying systems or 
storing data in Lhe cloud. Security may, in facL, be Lhe single most impon ant area of cloud comput­
ing thal you need Lo plan for. Depending upon the type of service you use, you may find many 
security services already buill into your system. 

An issue you need to consider is how to p rotect data in transit to and slored in the cloud . Data 
encryplion, access restrictions, and data protection services were described . Multi-Lenancy, system 
virtualization, and olher faclors make moniLoring, regulaLOry compliance, and incidence response 
more challenging than on-premises systems are. A key concept for controlling access to cloud 
resources is identity management. 

ln Chapter 13, Lhe standards used to create cloud systems are described. These standards create 
what is called the Service Oriented Archilecture . You also learn how cloud systems can be bui.lt 
from many different interoperable modular parts. 



Understanding 
Services and 
Applications 

IN THIS PART 
Chapter 13 
Understanding Service Oriented 
Architecture 

Chapter 14 
M ovi ng Applications to the 
Cloud 

Chapter 15 
Working w ith Cloud-Based 
Storage 

Chapter 16 
Working with Productivi ty 
Software 

Chapter 17 
Using Webmail Services 

Chapter 18 
Communicating with the Cloud 

Chapter 19 
Using Media and Streaming 



-

Understanding 
Service Oriented 
Architecture 

Service Oriented Architecture (SOA) describes a standard meLhod for 
requesting services from distribuLed components and managing the 
resulLs. Because the cl ien ts requesting services, the components pro­

viding the services, the protocols used to deliver messages, and the responses 
can vary widely, SOA provides the translation and rmmagemenL layer in an 
architecture thaL removes the barrier for a client obtaining desired services. 
With SOA, clients and components can be writLen in different languages and 
can use multiple messaging proLocols and networking protocols Lo commu­
nicate with one another. SOA provides the standards Lhal transport the mes­
sages and makes the infrastructure Lo support it possible. SOA provides 
access to reusable Web services over a TCP/IP network, which makes this an 
importanL topic 10 cloud computing going forward. 

You don't need SOA if you are creating a monolithic cloud application that 
performs a specific function such as backup, e-mail, Web page access, or 
instant messaging. Many of the large and fam il iar cloud computing applica­
tions are monoliLhic and were builL with proprietary Lechnologies- albeiL often 
on Lop of open source software and hardware. l lowever, as cloud computing 
applicalions expand their capability to provide additional and diverse services, 
SOt\ offers access Lo ready-made, modular, highly optimized, and widely 
shareable components that can minimize developer and infrasLrucLUre costs. 

For over a decade now Service Oriented Architecture has been part of a col­
laborative effort on the part of both large and small vendors LO come up with 
a common solution to archiLecling complex business software processes effi­
ciently. As cloud computing matures and the applications offered become 
more capable, the key Lo being competitive and offering users the capability 
to customize their environments lays in Lhe sLandardizaLion that Service 
Orienled ArchiteclUre offers. The influence of SOA in cloud compuling is 
therefore likely lo grow. 
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This chapter provides Lhe basis for understanding what SOA is, how SOA operates, wh aL limita­
Lions and capabiliLies are pan of Lhe archiLecture, and the vocabulary that you need to know in this 
subjecL. SOA is an archiLecture, first and foremost, so in essence iL is a blueprint for creating a sys­
tem conforming to this standard. The environment it creates is a virtual message-passing system 
with a loose coupling between cl ients and services. The products that support SOA are a diverse 
lot. SOA components are mean t to be modular and easily added Lo a business process, and this 
modularity makes them good candidates [or Computer Aided Software Engineering (CASE) model­
ing tools. This chapter describes the software used to support SOA and some of the important 
ways in which the architecture is interpreLed. 

Cloud computing is not the next evolulionary step beyond SOA, as some Lhink because of SOA's 
longer history. The two Lechnologies are complementary. Whereas SOA can be used to consu1.tcL 
large and complex applicalions that scale both horizontally and vertically, cloud com puting appli­
cations tend to be scaled vertically. Horizontal scaling refers to applications wilh a large number of 
different business processes operaLing. Vertical scaling refers to large applications with a limited 
number of business processes operating. SOA techniques may be applied in both instances. 

Introducing Service Oriented Architecture 
Service Oriented Architecture (SOI\) is a specifi cation and a methodology for providing p latform­
and language-independent services for use in d istributed applications. A service is a repeatable task 
within a business process, and a business task is a composition of services. SOA describes a mes­
sage-passing taxonomy for a component-based architecture that provides services LO clients upon 
demand. Clients access a component that complies with SOA by passing a message containing 
metaclata to be acted upon in a standard format. The component acts on that message and returns 
a response that the d iem then uses for its own purpose. A common example of a message is an 
XML file transponed over a network protocol such as SOAP. 

Usually service providers and se1vice consumers do noL pass messages directly LO each other. 
lmplementaLions of SOA employ middleware sofLware to p lay the role of transaction manager (or 
broker) and translator. That middleware can discover and list available services, as well as potential 
service consumers, often in the form of a registry, because SOA describes a distributed architecture 
security and trust services are built d irectly in to many o f these products to protect communication. 
Middleware products also can be where Lhe logic of business processes reside; they can be general­
purpose applications, indusLry-specific, private, or public services. 

Middleware services manage lookup requests. The Universal Description Discovery and lnLegration 
(UDDI) protocol is the one most commonly used to broadcast and discover available Web services, 
of ten passing data in the form of an Electronic Business using eXtensible Markup Language 
(ebXML) documents. Service consumers find a Web service in a broker registry and bind their ser­
vice requests to that specHic service; if the broker supports several Web services, it can bind to any 
of the ones thar are useful. 
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This archiLecture does not comain executable links that require access to a speciAc APL The mes­
sage presents data to the service, and the service responds. lt is up to Lhe client to determine if the 
setvice returned an appropriate result. An SOA is then seen as a method for creating an integraLed 
process as a set of linked services. The componen t exposes itself as an "endpoint" (a term of art in 
SOA) to the clienL. 

The mosL commonly used message-passing format is an Extensible Markup Language (XML) docu­
ment using Simple Object Access Protocol (SOAP) , but many more are possible, including Web 
Services Descr ip tion l anguage (WSDL), Web Services Security (WSS), and Business Process 
Execution Language for Web Services (WS-BPEL). W SDL is commonly used Lo describe the service 
interface, how to b ind informaLion, and the nature of the component's service or endpoint. The 
Service Component DefiniLion Language (SCDL) is used to define the service component that pe r­
forms the service, providing the componen t service information that is not part of the Web service 
and that therefore wouldn't be part of WSDL. 

Whatever protocol is used to negotiate a transaction, the formal definition of the transaction is referred to as 
the "contract." Indeed, the notion of a contract implies a certain level of service that is available to clients and 
that may be part of any paid service in SOA. ■ 

Tip 

Figure 13.1 shows a protocol stack for an SOA architecture and how those different protocols 
execute the functions required in the Service Oriented Architecture. ln the figure, the box 
labeled Other Services could include Common Object Request Broker Architecture (CORBA), 
Representational State Transfer (REST), Remote Procedure Calls (RPC), Distributed Common 
Object Model (DCOM),Jini, Data Distribution Service (DDS), Windows Communicat ion 
Foundation (WCF) , and other technologies and protocols. lL is this flexibility and neutrality that 
makes SOA so singularly useful in designing complex appllcations. These services and the manner 
in which they interact in regards to SOA have been codified by a number of standards organ iza­
Lions, and some of the more prominent efforts are described laLer in this chapLer. 

To read the IBMs SOA Foundation White Paper, see htt p:// download . boulder . i bm. com/ ibmdl/ 
pub/software/dw/webservices/ws -soa-whitepaper . pdf. ■ 

SOA provides the framework needed Lo allow clients of any type Lo engage in a request-response 
mechanism with a service. The specification of the manner in which messages are passed in SOA, 
or in which events are handled , are ref erred to as their contract. The term is meant to imply LhaL Lhe 
client engages the service in a Lask that must be managed in a specified manner . ln real systems, 
contracts may specifically be stated with a Quality of Service parameter in a real paper comracL. 
Typically, SOA requires the use of an orchestrator or broker service to ensure that messages are 
cor rectly transacted . SOA makes no other demands on either the client (consumer) or the compo­
nents (p rovider) of the service; it is concerned only with the inter face or action boundary between 
Lhe two. This is the earliest definition of SOA architecture . 
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Mita'hiiFIM 
A protocol stack for SOA showing the re lationship of each protocol to its fu nc tion 

Business 
Processes Bus:~ss Processes Execution Language for Web Services IWS-BPEL) i 
Quality of 

Service (QoS) Reliabi lity Transactions Management Managemen~_I - ......... ....,..,., 

Description Web Services Description Language (WSDL) 

-----

Tip 

Components are ofLen written to comply with the Service Component ArchitecLure (SCA), a lan­
guage- and Lechnology-agnostic design specificaLion that has wide, buL not universal, industry sup­
port. SCA can use the services of components that are written in Lhe Business Process Execution 
Language (BPEL),Java, C#/.NET, XML, or Cobol, and can apply to C+-i- and Fortran, as well as to 
the dynamic languages Python, Ruby, PHP, and others. This allows components to be written in 
the easiest form that supports the business process that the componem is meant Lo service. By 
wrapping data from legacy clients wdtten in languages such as COBOL, SOA has greatly extended 
the life of many legacy applications. 

To read David Chappel's white paper on SCA, go to http://www. davidchappell . com/articles/ 
Introducing_SCA.pdf. ■ 
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Components are coded wiLh Lheir service Logic and Lheir dependencies, QoS is established , and 
the service is instantiated. ln the SCA model, data and messages are exchanged in a Service Data 
Object (SDO). This system of messaging using objects and services is sometimes referred to as a 
Data Access Service (DAS). Figure 13.2 shows how components of different types can communi­
cate using different protocols as part of SOA. 

When you combine Web services to ere.ate business processes, the integration must be managed. 
Two main methods are used to combine Web services: orchestration and choreography. In orchestra­
tion, a middleware service cenLrally coordinates all the different Web servi.ce operations, and all ser­
vices send messages and receive messages from the orchestrator. The logic of the compound business 
process is found at the orchestrator alone. Figure 13.3 shows how orchestration is managed. 
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Mi@1MIF!M 
SOA allows for different component and client construction, as well as access to each using different protocols. 
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By contrast, a compound business process that uses choreography has n o cen tral coordination 
funcLion. In choreography, each Web service that is part o f a business process is aware of when to 
process a message and with what client or component it needs to interact with. Choreography i.s a 
collaborative effort where the logic of the business process is pm;hed out to the members who are 
responsible for determining which operations to execute and when Lo execute them, the Slructure 
of the messages to be passed and their timing, and other factors. figure 13.4 illustrates the nature 
of choreography. 

What isn't clear from 'Figure 13.2, but is shown in Figure 13.3 (orchestration) and Figure 13.4-
(choreography) is that business processes are conducted using a sequence, in parallel, or s imply by 
being invoked (called to). An execution language like WS-BPEL provides commands for dellning 
logic using conditional statements, loops, variables, fault hand lers, and other constructs. Because a 
business process is a collection of activity graphs, complex processes are often shown as part of 
Unified Modeling Language (UML) diagrams. 'UML is the modeling langu age of the Object 
Management Group thal provides a method for creating visual models for so ftware in the form of 
14 types of d iagrams. Some of the diagram types are structure, behavior, class, component, object, 
interaction, state, and sequence. 

You can find a primer on BPEL by Mat jaz Juric on Oracle's Web site at http://www. oracle. com/ 
technology /pub/articles/ma tj az_bpell . html. for information on SOA modeling, refer to Service­
Oriented Modeling: Analysis, Design, and Architecture, by Michael Bell, Wiley, 2008, and Bell's later book 
SOA Modeling Patterns for Service-Oriented Discovery and Analysis, Wiley, 201 O. ■ 
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Miid1hi1Fii 
An orchestrated business process uses a central controlling service or element, referred to as the orchestrator, 
conductor, or less rrequently, the coordinator. 

Web Service 1 Web Service 3 

Web Service 2 Web Service 4 
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MosL maLUre SOA implementations favor orchesLraLion over choreography fo r a number of reasons. 
With orchestration a single cenLral service manages Lhe various processes, and changes to the busi­
ness logic can be made in that one location. The integration o[ Web se1v ices in Lo the archiLecLure is 
easier than with choreography because these services don't need to know anything aboul Lhe busi­
ness process. Centralizing Lhe business logic also makes iL easier to put error handling mechanisms 
in place and to account for, manage, and analyze even Ls I haL occur ouLside the business process 
that relate LO a part of the process. Evem handling is pan of event-driven SOA or SOA 2.0, which 
extends Service Oriemed Architecwre to include both random and scheduled events LhaL are trig­
gered by a business process outside of a business process. 

One way of performing orchestration is through the use of an Enterprise Service Bus or ESB. An 
ESB provides a middleware software layer for event management with a messaging infrasLructure. 
ESBs are described later in the section called "The Enterprise Service Bus." An ESB isn't required by 
SOA, but it is often used Lo create a compliant and efficient service architecLUre. 

S4 
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With choreography, business process execution is a cooperalive affair. 
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Event-driven SOA or SOA 2.0 is an extension of Lhe Service Oriented Architecture to respond to 
events lhat occur as a result of business processes or perhaps cause and influence a business pro­
cess. For example, in a business process, sales al a certain Web siLe are processed. lf the business 
process recognizes Lhe rale al which sales are occurring, il could perform an analysis to determine 
whal events might infiuence the buying decision. This is Lhe sort of analysis that event-driven SOA 
is meant to address. SOA 2.0 can allow low-level events to trigger a business process, correlate 
even ts wilh information contained in the SOA design, inhibit a business process if the appropriale 
events don't appear, or invoke a reaclion or response based on a trigger. 

To perform these tasks in SOA 2.0, a Causal Vector Engine (CVE) with some built-in artificial 
intelligence must be added Lo the SOA design. Events are analyzed in terms of event sequences, 
event relationships, and evenL liming to establish whether a certain condition has occurred. The 
CVE Lhen determines how lo react to the condition using a set of rules Lhat are built into the sys­
tem. Many CVE systems d isplay events in a console in di fferem contexls so that an observer can 
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analyze the display and take appropriate actions. A CVE application may include the abi lity to 
query event data in the same way that a stock ticker or trading application can query trading data. 
The CVE application provides the same kind of heartbeat and correlation functionality that a stock 
trading application does. 

From the standpoint of the service requester or consumer (diem), the client simply needs to know 
the form required to initiate the action of the provider (service) and how to imerpret the results 
returned from the service provider. The nature of the component's processing is unknown, the 
location where the processing is done is unknown, and the various operating systems and applica­
tions involved are unknown. Tbe client is responsible for validating that the service returned the 
results that were expected. The SOA component is essentially a black box to the client. That is, 
SOA makes no demands of the component other than to conform to the rules of a standard end­
point. This level of abstraction offers operational advantages to Web service providers in that com­
ponents can be cominually upgraded, replaced, or moved to improve efficiencies without 
disrupting 1he clients that depend on those services, and the Quality of Service for that service can 
be accurately measured and delivered. ln SOA, the service has been virtualized. 

Cross-Ref 
Communication protocols arc discussed in detail in Chapter 3, "Understanding Cloud Architecture." ■ 
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Any network service that spans different applicaLion types is a candidate ror componentizaLion. 
Consider a logon or authentication system. It would be wasteful to implemenL the same authenli­
cation funcLionality in several different applications when a single unified module could serve the 
same purpose. A single sign-on system for an accouming package, payroll module, or production 
database replaces Lhree separate modules with attendant efficiencies in the amount of code Lhat 
needs to be written and managed and the level of sysLem overhead that is involved. SOA provides 
the rules so each application can access the authentication module in its own way, as required. 
Whal you gain with SOA is the ability to add significant capabil ities with a fraction of the cost or 
effort and to federate applicaLions if you desire. What you lose with SOA is the ability to perform 
fundamental cusLomization of the service itself when that service is provided by a third parLy. 

The Enterprise Service Bus 
ln Figure 13.5, those aforementioned hypothetical three different applications are shown interfaced 
with an authentication module through what has come LO be called an Enterprise Service Bus 
(ESB). An ESB is not a physical bus in the sense of a network; rather, it is an architectural pattern 
comprised of a set of network services that manage transacLions in a Service Oriented ArchiLecture. 

You may prefer lo think of an ESB as a set of services that separate clients from components on a 
transactional basis and that the use of the word bus in the name indicates a high degree of connec­
tivity or fabric quality to the system; Lhat is, the system is loosely coupled. Messages flow from client 
to component through the ESB, which manages these transactions, even Lhough the location of the 
services comprising the ESB may vary widely. 
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An ESB is necessary but not essential to a Service Oriented Architecture because typical business 
processes can span a vast m1mber of messages and events, and distributed processing is an inher­
enlly unreliable method of transporL. An ESl3 therefore plays the role or a rransaclion broker in 
SOA, ensuring that messages get to where they where supposed to go and are acted upon properly. 
The service bus performs the function of mediation: message Lranslation, registration, routing, log­
ging, audiLing, and managing transactional integrity. Transactional integrity is similar to AClD in a 
database system-atomicity, consislency, isolation , and durability, the essence of which is thm 
transactions succeed or they fail and are rolled back. 
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An SOA application of a shared logon or Authentication modu le 

Client 

Enterprise Service Bus (ESB) 

Other Services 

' ' ' . ................. .. .. ! 

Authentication Service 
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An ESB may be part o[ a network operaLing sysLem or rnay be implemented using a set or midd le­
ware products. An ESB creates a virtual environment layered on top of an enterprise messaging 
system where services are advenisecl and accessed . Think of an ESB as a message transaction 
system. lBM's WebSphere ESB 7.0 is an ESB based on open standards such as Java EE, EJB, 
WS-Addressing, WS-Policy, and Kerberos securily, and iL runs on the WebSphere Application 
Server . It is interoperable with Open SCA. WebSphere ESB contains both a Service FederaLion 
Management tool and an integrated Registry and ReposiLory function. 

These typical feaLures are found in ES13s , among others: 

• Monitoring services aid in managing events. 

• Process management services manage message transactions. 

• Data repositories or registries store business logic and aid in governance of business 
processes. 

• Data services pass messages between clients and services. 

• Data abstraction services translate messages from one format to another, as required . 

• Governance is a service that moni.tors compliance of your operati.ons with governmental 
regulation, which can vary from state to state and from country to country. 

• Security services valldate clients and services and allow messages to pass from one to 
the oLher. 

Figure 13.6 shows how thesE: d ifferenl services in an SOA relate to one another. 

The difference between a repository and a registry in the cot1LexL of a Service Oriented Architecture 
is subtle. Repositories and registries are both data stores, but a repository stores references to the 
components of the SOA, their source code, and linking information that are used to provide SOA 
services. An SOA registry comains references to rules, descriptions, and definitions of the ser­
vices- thaL is, the metadata o( Lhe components. 

A reposiLory serves the role Lhat a name server does i.n a 11etwork operating system infraslruclUre, 
while the registry plays the role of a directory service (domain). The service broker uses Lhe rules 
contained in the SOA registry to perform its function as translator and delivery agent. For develop­
ers, the regisuy serves as the central location to store component descriptions that allow composite 
applicaLions to be created and the p lace in which services may be published fo r general use. 

These services in an SOA also include the provider interfaces and standard sets of nelwork protO­
cols that were mentioned prev iously. Developers may also choose to create a Business Process 
Orchestration module LO coordinate lhe access and transactional integrity of multiple business 
applicaLions that integrate into a larger p latform, described in the next secLion in more detail. 
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Ml@MiFN 
This figure shows a network services model infrastructure for an SOA, which is based on the SOA meta­
model of the Linthicum Group, 2007. A slightly d ifferent version of this d iagram appears in Networking 
Bible by Barrie Sosinsky, W iley, 2009. 
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Finding any particular service and locating the service's requirement in a large SOA implementa­
Lion can involve a large amount of network system overhead. To aid in locating se1v ices, SOA 
infrastructure ofLen includes a catalog service. This service stores information on the foll.owing, 
among other things: 
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Note 

• What services are available, both internal and exLernal 

• How Lo use a service 

• Which applicaLions are relaLed Lo a particular se1vice (dependencies) 

• How services relaLe Lo one anoLher 

• Who owns the service and how a service is modified 

• The event history of a service, including service levels, outages, and so on 

• The naLure of service comracts 

Service caLalogs are dynamic and under constant modification. Catalog servers have these features: 

• They can be standalone catalog servers serving a single siLe. 

• They serve Lhe role of a global calalog service where two or more caLalog servers are 
merged to include several sites. A global service usually requires some son of synchroniza­
tion or update to maintain a unified data store across Lhe servers involved. 

• They can be part of a federated catalog service where two or more global catalog servers 
have access Lo one anoLher's information through a Lrusted query relaLionship. 

CaLalog services have an enormous impact on large system performance and cvemually become 
essential as a SOA internetwork system grows. An internetwork is a network LhaL is conslructed 
Lhrough Lhe consolidation of separaLe neLworks, in the same manner thaL Lhe l n.ternet has been 
built. 

The Information Technology Infrastructure Library (ITIL) developed by the United Kingdom's Office of 
Government Commerce (OCC) has developed a Service Catalog Management design specification as part of 
the ITIL v2 Service Design Package (SDP). Service Designs present best practice guidance for planned services. 
The ITIL Web site may be found at http : //www. itil - officialsite. com/home/ho me . asp . ■ 
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Defining SOA Communications 
Message passing in SOA requires the use of Lwo different protocol types: Lhe data interchange fo r­
mat and Lhe neLwork proLocol LhaL carries the message. A chem (or customer) connected Lo an I::S13 
communicates over a neLwork protocol such as HTI"P, Representational Stale Transfer (REST), or 
Java Message Service OMS) Lo a componenL (or service). Messages are mosL ofLen in the form of Lhe 
eXtensible Markup Language (XML) or in a variant such as the Simple ObjecL Access Protocol 
(SOAP). SOAP is a messaging formal used in Web setvices thaL use XML as the message formal 
while relying on Applical ion layer proLocols such as HTTP and Remote Procedure Calls (RPC) for 
message negotiaLion and transmission. 
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The software used to write clients and components can be written in Java, .NET, Web Service 
Business Process Execution l anguage (WS-BPEL), or another form of executable code; the services 
that they message can be written in the same or anoLher language. What is required is the ability to 
transport and Lranslate a message into a form that both parties can understand. 

An ESB may require a variety of combinattons in order to support communications between a ser­
vice consumer and a service provider. For example, i.n WebSphere ESB, you might see the follow­
ing combinations: 

• XMUJMS (lava Message Service) 

• SOAP/JMS 

• SOAP/HTTP 

• Text/JMS 

• Bytes/JMS 

The Web Service Description Language (WSDL) is one of the most commonly used XML protocols 
for messaging in Web services, and it finds use in Servi.ce Oriented Architectures. Version 1.1 of 
WSDL is a W3C sLandard , but the current version WSDL 2.0 (formerly version 1.2) has yeL to be 
ratified by Lhe W3C. The significant difference between 1.1 and 2.0 is that version 2.0 has more 
support for RESTful (e.g. Web 2.0) application, but much less support in the current set of soft­
ware development tools. The most common Lransport for WSDL is SOAP, and the WSDL Ille usu­
ally contains both XML data and an XML schema. 

REST offers some very different capabilities than SOAP. With REST, each URL is an object that you 
can que1y and manipulate. You use HTML commands such as GET, POST, PUT, and DELETE to 
work with REST objects. SOAP uses a different approach to working with Web data, exposing 
Web objects through an i\PI and transferring data using XML. The REST approach offers light­
weight access using standard HTfP command, is easier to implement Lhan SOAP, and comes with 
less overhead. SOAP is often more precise and provides a more error-free consumption model. 
SOAP often comes with more sophisticated development tools. All major Web services use REST, 
but many Web services, especially newer ones, combine REST with SOAP Lo derive the benefits 
that both offer. 

Contained within WSDL are essential objects Lo support message transfer, including these: 

• The service objecL, a container where the service resides. 

• The port or endpoint, which is the unique address of the service. 

• The binding, which is Lhe description of the interface (e.g. RPC) and the transpon (e.g. SOAP). 

• The portType, or imerface that defines the capabilities of tl:ie Web service, and whaL opera­
tions are to be perrormed, as well as the messages that must be sent Lo support Lhe operation. 

• The operation Lhat is to be performed on the message. 
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Tip 

• The message content, which is Lhe daLa and metadata thaL the service operation is per­
formed on. Each message may consist of one or more parts, and each part must include 
typing in formation. 

• The types used Lo describe the data, usually as part of the XML schema thaL accompanies 
the WSDL. 

A set of primers on WSDL may be found on the W3C Web site. The latest version, "Web Services Description 
Language (WSDL) Version 2.0 Part 0: Primer" may be found at http ://www. w3 . org/2 002/ws/desc/ 
wsdl20-primer. ■ 
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The code that follows is the WSDL 2.0 document that is created and analyzed in the W3C WSDL 
primer referenced in the accompanying tip. 

<?xml version="l .0 " encoding="utf-8 11 ?> 
<description 

xm1ns="http://www.w3.org/ns/wsdl " 
targetNamespace= "http ://greath. example.com/20 04/wsdl/resSvc" 
xmlns:tns= "http://greath. example . com/2004/wsdl /resSvc" 
xmlns :ghns = "http : //greath . example.com/2004/schemas/resSvc" 
xmlns: wsoap= "http : //www.w3.org/ns/wsdl/soap" 
xmlns: soap="http://www .w3.org/2003/05/soap-envel ope" 
xmlns: wsdlx= "http://www.w3.org/ns/wsdl -extensions" > 

<documentation> 
This document describes the GreatH Web service. Additional 
application-level requirements for use of this service -­
beyond what WSDL 2 . 0 is able to describe -- are available 
a t http : //greath.example.com/2004/reservation-documentation.html 

</documentation> 

<types> 
<XS : schema 

xmlns:xs="http : //www.w3.org/2001/XML8chema" 
targetNamespace="http://greath. example.com/2 004/schemas/ 

resSvc" 
xmlns="http: //greath .example . com/2004/schemas/resSvc"> 

<xs :element name="check.Availabili ty" 
type=" tCheckAvailability"/> 

<XS:complexType name="tCheck.Availability" > 
<XS:sequence> 

<XS :element 
<xs:element 
<XS:element 

name="checkinDate" type="xs:date"/> 
name="checkOutDate" type="xs: date"/> 
name="roomType" type="xs :string" /> 

</xs :sequence> 
</xs :complexType> 
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<xs :element name="checkAvail abi lityResponse" type="xs:double"/> 

<Xs :element name="invalidDataError" type="xs:string"/> 

</xs :schema> 
</types> 

<interface name= "reservationinterface" > 

<fault name = "invalidDataFault" 
element= "ghns:invalidDataError"/> 

<operation name="opCheckAvailability" 
pattern="http://www.w3.org/ns/wsdl /in-out" 
style="http : //www. w3.org/ns/wsdl/style/iri" 
wsdlx :safe = "true"> 

<input messageLabel="In" 
element="ghns :checkAvailability" / > 

<Output messageLabel="Out" 
element="ghns:checkAvailabilityResponse" /> 

<outfault ref="tns : invalidDataFault" messageLabel ="Out"/> 
</operation> 

< I interface> 

<binding name=".reservationSOAPBinding" 
interface=" tns:reservationinterface" 
type="http : //www.w3.org/ns/wsdl/soap" 
wsoap:protocol="http://www.w3.org/2003/0S/soap/bindings/HTTP/" > 

<fault ref="tns : invalidDataFault" 
wsoap:code="soap:Sender"/> 

<operation ref="tns :opCheckAvailability" 
wsoap :mep="http://www. w3.org/2003/0S/soap/mep/soap-response"/> 

</bindi ng> 

<service name="reservationService" 
interface=•tns: reservationinterfaceH> 

<endpoint name="reservationEndpoint• 
binding="tns:reservationSOAPBinding" 
address ="http : //greath.example .com/2004/ 

reservation"/> 

</service> 

</description> 
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Notice the major elements of the document. The XML document sets up the name.space, defines 
the interface, specifies the binding, names the service, p rovides the documentations for the service, 
and then supplies a schema LhaL may be used to validate the document. ln the message descrip­
tions, the message types are declared. XML schema can be separate files, but what we see here is 
normal for WSDL, an in line schema Lhat is parL of the WSDL document. For a much more com­
plete step-by-step descripLion, refer to the W3C Lutorial. 

A WSDL file contains essential message data for a transaction, but it cloesn'L capture the full scope 
of a Service Oriented Architecture design. Additional requirements need to be specifred . The func­
tional requirements [or message passing between clienL and service in SOA are embodied in the 
concept of a service contracl. A service contract codifies the relationship between the data to be pro­
cessed, the metadata that accompanies that data, the intended service, and the manner in which 
the servi.ce will act upon that message. 

Messages therefore must have sorne of Lhe following pieces of information contained inside them: 

• Header: The header contains the narne of the service, service version, owner of the ser­
vice, and perhaps a responsibility assignment. This is o ften defined in terms of a RACl 
matrix where Lhe various roles and responsibilities for processes are spelled out in terms of 
a set o( tasks or deliverables. The acronym designates the Responsi ble party or service, the 
Accountable decision maker, the Consulted party, and person(s) or service(s) thal must 
be Informed on the use of Lhe service. 

• Service Type: Examples of service types include data, business, integration, presentation, 
and process types. 

• Functional Specification: This category includes the functional requirements, what ser­
vice operations or actions and metbods must be performed , and the manner in which a 
service is invoked or initialed . lnvocatlon usually includes the URL and the nature of the 
servi.ce interface. 

• Transaction attributes: A message may define a transaction that may need to be managed 
or Lracked or be parL of or include another transaction operated at a specific QualiLy of 
Service and under a specific Service Level Agreement (SU\). Security paramelers also are 
part of a-transacLion's atLribuLes, as are the role the message plays in a process and the terms 
or semantics used to describe the inLeracLion of the message with a service's interface. 

Depending upon the degree of formalization a service contract may require messages Lo carry a 
variable amount of information in order to be successfully transacted. You can see, therefore, how 
SOA expands the definition of a Web service transaction from WSDL. 

Business Process Execution Language 
If a message represents an atomic LransacLion in a Service Oriented ArchiLecLUre, the next level of 
abstraction up is the grouping and managing of sets of transactions LO form useful work and to 
execute a business process. An example of an execution language is the Business Process Execution 
language (BPEL) or alternatively as the Web Service Business Process Execution Language 
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(WS-BPEL), a language standard [or Web service interactions. The standard is maintained by the 
Organization for the Advancement of SLrucLured Information Standards (OASIS) through their 
Web Services Business Process Execution Language Technical Committee (WSBPEL-TC; see 
http: //www.oasi s-open .org/committees/ tc_home .php?wg_abbrev=wsbpel.) 

BPEL is a meLa-language comprised of two funcLions: execuLable commands for Web services and 
clients, and internal or abstract code for executing the inLemal business logic Lhat processes 
require. A meLa-language is any language whose statements refer to statements in another language 
referred to as the object language. BPEL is often used to compose, orchestrate, and coordinaLe 
business processes with Web services in the SOA model, and it has commands to manage asyn­
chronous communications. 

Bl?EL uses XML with specilk support for messaging protocols such as SOAP, WSDL, UDDl, 
WS-Reliable Messaging, WS-.Addressing, WS-Coordinat.ion, and WS-Transactions. BPEL also 
builds on IBM's Web Services Flow Language (WSFL) and Microsoft's XU\NG for data transport; 
the former is a system of direcLed graphs, while the latter is a block-structured language adding to 
additional verbs and nouns specific for business processes to BPEL, which were combined to form 
BPEL4WS and are being merged wiLh BPEL. A version of BPEL to support human inLeraction is 
called BPEL4People, and it falls under the WS-HumanTask specifications of OASIS. 

BPEL was designed to interact wiLh WSDL and define business processes using an XML language. 
BPEL does noL have a graphical componenl. A business process has an internal or executable view 
and an exLemal or absLract view in BPEl. One process may interact wiLh oLher processes, but the 
goal is to minimize the number of specific exLensions added to BPEL to suppon any particular 
business process. DaLa funcLions in BPEL support process data and control flow, manage process 
instances, provide for logic and branching structures, and allow for process orchestration. Because 
cransacLions are long-lived and asynchronous, BPEJ. includes techniques for error handling and 
scopes transactions. As much as possible, BPEL uses Web services for standards and to assemble 
and decompose processes. 

Business process modeling 
SOA was created by the industry Lo solve a problem: how LO make disparate, diverse, and distrib­
uted services Lalk to disparate and diverse clienLS. The final resulL or an SOA project isn't the access 
of services, per se; it is the creation of a business process. ln a complex business projecL, Lhe devel­
opers juggle many clienLs and many services, which can make visualization of the overall sysLem 
difficult. To address this problem, various modeling tools have been developed to support SOA 
development and opLimization, system and process management, change and life-cycle managemenL. 

Several methodologies have been developed Lo model SOAs. Working in a software package to 
model your business processes is similar in approach to designing and optimizing a relational data­
base in entity-relationship, object-role modeling package, or another Computer Aided System 
Engineering (CASE) tool for dma storage-and equally as valuable. 

Commonly encounLered system models include the fo llowing: 
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Tip 

• Unified Modeling language (UML): The UML standard is the work of the Object 
Management Group (h ttp ://www . omg . org/). UML creates graphical representations 
of software systems in the form of a set of diagram types. Elements in a UML architectural 
blueprin1 include actors, business processes, logic modules (components), program rou­
tines, database schemas, software components, and activities. UML diagrams are separated 
into seven structural types and four behavior types; structure types model the components 
of the system, while behavior types model states, actions, and events. UML is widely used 
in the industry for software system modeling. A developed system model can be reduced 
automatically Lo code. 

• XML Metadata Interchange (XML): XMl is another standard of the Object Management 
Group (OMG) and is used to exchange metadata using the Extensible Markup Language 
(XML). Metadata is structured into a metamodel that fits into the OMG's Meta-Object 
f-acility. UML models often use XMl as their interchange format, although they can be 
used by ocher languages. XM I files are not generally interchangeable between the differem 
modeling languages that can use them. XMI has been codified as an international standard 
by ISO, as LSO/lEC l 9503:2005. 

• Systems Modeling language (Sys ML) is an open-source extension of the part of the 
UML system dealing with profiles. lL is smaller, more focused, and easier to learn and 
work with than UML itself SysML reuses 7 of UML 2.0's 13 diagrams. The effort to 
develop SysML was rolled into OMG in 2008, but remains open source. SysML can use 
XMl and is developing toward support of ISO 10303, which is the Standard for the 
Exchange of Product Model Data (STEP) AP-233. STEP aims to create the mechanisms for 
sharing information between the different software engineering tools described in this sec­
Lion (and others). 

• Business Process Modeling Notalion (BPMN) is a methodology for representing busi­
ness processes as a set of connected visual objects tbat illustrate worknow in a Business 
Process Diagram (BPD). IL is simi.lar to UML. Originally developed in the Business Process 
Management lnitiative (BPMl), it was incorporated into the Open Management Group in 
2005. A BPD can be reduced to the OASIS standard WS-Business Process Execution 
Language, which is an executable language for information transfer between different Web 
services. l lowever, this mapping is tool specific and standardized al this point. 

• Service-Oriented Modeling Framework (SOMF): This framework was proposed by 
Michael Bell and combines a modeling language with a graphical display of the various 
SOA components so the system can be viewed as a map of objects and associated relation­
ships. SOMF software allows developers to create an action plan LO implement their busi­
ness processes and can be valuable in system and architecture optimization, tracing 
message pathways, positioning software assets correctly, and providing a language for 
describing through abstraction and generalization how the processes operate. SOMt::; soft­
ware not only allows you LO determine what needs LO be done, but also allows you to run 
"what-iP' scenarios to see how changes will impact your SOA system. 

The Enterprise Architect (EA) offered by Sparx Systems (http : //www. sparxsystems. com/) is an example 
of a unified modeling language tool that supporls software systems modeled in these various languages. ■ 
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A well-known SOMF modeling technology i.s IBM's Service-Oriented Modehng and Architecture 
(SOMA), introduced in 2004 SOMA reduces services to a set of service objects and breaks down 
relationships into three components: the services themselves, the service components that make 
use of those services, and the information 0ows required to interact between them. Flows consist 
both of processes as well as their internal composition. In SOMA, domains and functional groups 
are identified, variables that affect processes are analyzed, and component development and object 
orien ted analysis are used to model speci(ic cases. SOMA is meant to provide information on ser­
vice and service boundaries, service granularity, and asset analysis. 

ln SOMF, the modehng is based on the elements of the service life cycle: 

• Conceptualization: Defining the processes that will be supported 

• Discovery: Determining how components are exposed 

• Analysis: Iden tifying the relationships services have to clients 

• Integration: Implementing the messaging infrastructure that connects clients to components 

• Logical design: Building the system and process logic and determining how orchestration 
or choreography will be performed 

• Arc hi tee Lure design: Creating the system component architecture and reducing desi.gn to 
software components wiLh specified 1nterfaces • 

• System implementation: Build ing and testing the system components 

figure 13. 7 shows the various practices brought together in the SOMF modeling discipline. 

Four modeling topologies fo r message passing are used in SOMF: 

• Circular topology: A circular topology is one where message passing is carried out in a 
circular fashion. There is no orchestrator in this system, and each component providing a 
servke is responsible for knowing which message to act on and where to send a message 
next. Thal is, Lhe choreography of the system is maintained at the component. 

• Hierarchical topology: ln a hierarchical topol.ogy, services are arranged in a Lree pattern 
with paren t/chi ld relationships. Messages from one service to anoLher must traverse up the 
branch of the Lree and down another branch from the root until the matching service is 
found. Hierarchical topologies offer the advantage of a well-defined set of relationships, a 
cen tral location (the root) where logic may reside, and a clearly sta ted address space. The 
disadvantage of a h ierarchical topology is Lhat the overhead of passing a message from one 
service to another isn't optimized. 

• NeLwork topology: A network topology has a many-to-many relationship between ser­
vices and their clien ts. The advantage of a network topology is that Lhe overhead associ­
ated wiLh message passing has been minimized (often there is a direct path), but there is 
considerable overhead built into the system in order Lo maintain the many links needed. 

• Star topology: ln a star topology, services are designed to connecL through a central ser­
vice. The star model is favored in orchestra tion processes and i.s useful for services that use 
broadcasting or multicasting services, publish and subscribe, and other related systems. 
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f igure 13.8 shows an interaction diagram of these four d ifferen t topologies. 

A servi.ce in SOMF LhaL is granular and very narrow in scope is referred to as an atomic service. 
An aLomic service cannot be decomposed into smaller services Lhat provide a useful function. An 
example of an atomic service is a customer lookup that contains a customer lD and the customer's 
name and address. An address that doesn't contain the customer's name or lists a customer name 
without an lD wouldn't have much value, so this service stands alone. 1n Figure 13.8 an atomic 
service wou ld be represented by one of the circles in the diagrams. 
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iit41hiiFH:I 
The four different message-passing topologies used in SOMF are shown above. The lines and arrows ind i­
cate message-passing pathways and relationships. 

Circular topology Network topology 

Star topology Hierarchical topology 

Rarely do atomic services sLand alone. I\. service thaL provides lD, name, and address mighL be 
part of a set of services thaL describe a bank account, cust0mer purchase record, or any number 
of services. A co llection of services thaL work together i.s referred LO as a composiLe service. The 
Enterprise Service Bus described previously in this chapter is another example of a composiLe ser­
vice; it conta.ins functions for message routing, message interchange and lranslation, and process 
orchestration. A composite service is usually organized as a hierarchical Lopology and is mulli­
funcLional or a coarse-grained enlity . 

SOA describes a distributed collection or services performing business process functions. A collec­
tio n of composite services that would form a process module is referred to as a service cluster. 
Service clusters may be composed of both atomic services and composite services. Large functions 
such as payroll modules would normally be composite SOA services. 
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Tip 
To view a structured presentation on how to build an SOMF diagram, go lo http: //www. mod el ing 
concep ts . com/pd f /SOMF _ ANALYSIS_ MODELING . pdf. The white paper "Enacting the Service Oriented 
Modeling Framework (SOMF) Using Enterprise Architect" by Frank Truyen (http:/ / www . sparxsy stems . 
corn/ down l oad s /wh i t ep ap er s /EA-SOMF _ Introduction. pdf ) shows different SOMF diagram types. ■ 
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ln an SOMF model , each of these Lhree service types (atomic, composite , and d usters) appears as a 
specific shape, and connections are made between them that generalize, specify, expand, or con­
tract the services they provide. Services are typed, granular services are identified , and then ser­
vices may be aggregated, decomposed , unified , intersected, or subtracted from other services Lo 
suit the needs of the business process being modeled. The SOMF modeling notation has a symbol 
for each analysis that relates one service to another. As you build a business process, you add ser­
vices to the model and connect them in ways that make sense for your worknow. When the model 
ts complete and optimized , it is reduced to a conceptualized service that relates the business pro­
cess to the specific implementation chosen. Some modeling technologies allow for Lhe reduction of 
the model to exec1.1table code. 

Managing and Monitoring SOA 
Software for monitoring and managing an SOA in frastructure plays an important role in large SOA 
deployments. While SOA offers a logical design and reusable components, it does not make the 
task of network management any easier. lf anything, SOA management requires proactive over­
sight because you can'.t wail for a parLicular application to fail before taking corrective acLion. 
Therefore, tools for managing SOAs Lend Lo be mulLifaceted and run constamly. 

SOA management tools 
There are a number o[ neLwork management frameworks products and suites, notably these: 

• HP Software and SoluLions OpenView SOA Manager (http s : / /hl0078 . wwwl . 
hp. com/cda/hpms/disp lay/main/hpms _ con ten t . jsp? zn=bto 
&cp =l-10A3665 7_ 4000_1 00) 

• lBM Tivoli Framework ComposiLe ApplicaLion Manager for SOA (lTCAM; see http: // 
www- 01. ibm.com/software/t i vo l i / solutions/), 

• Oracle BPEL Process Manager (http : / /www. o r acl e . com/technology/bpel/ 
i ndex . html) 

These products have SOA tools for network management. IBM's product specializes in change 
management and SOA lifecycle development, and iL integraLes with a WebSphere and other Tivoli 
systems. HP SOA Manager provides dynamic mapping, monitoring, and optimization of SOA ser­
vices such as Web services, software assets, and virtual services. These framework products creaLe 
a central console with a varieLy of management views. Oracle's BPEL Process Manager and 
WebSphere are process managers for creating an Enterprise Service Bus. 
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The SOA management software technology is dynamic, with many small vendors' products some 
of which have been purchased and rolled into (or are being rolled into) larger systems. Oracle's 
recent acquisition of AmberPoint's SOA Management System is an example of this trend. BMC 
Software's AppSight (http://www. bmc. com/products/product - listing/BMC­
AppSigh t. html ) is an automated SOA problem-resolution package, as is Tidal Software's 
lntersperse package, which has root cause analysis services. The CA Wily SOA SoluLion (http :// 
www. ca . com/us/eitm/ solu tion . aspx? id=B254) is a monitoring and discovery service 
that can map SOA transactions and dependencies and discover components such as ESBs, Web 
portals, and various Web services. iTKO's U SA (http://www. itko. com/products / i ndex. 
j sp). Enterprise SOA Testing platform specializes in testing Web service components that are used 
in SOA. Another example of an SOA transaction manager is OpTier's CoreFirst (http ://www. 
optier . com/corefirst overview. aspx). 

Configuration and change management presem a particular challenge in the area of SOA (and 
cloud computing in general). In addition to the fact that elemen ts of an SOA infrastructure can be 
highly distributed and therefore require good discovery mechanisms, these environments also are 
highly vinualized . As workloads vary, solutions often provis ion virtual servers as needed and move 
these vinual servers' processing across physical. servers. Virtualization will continue to challenge 
SOA management software well into the future. 

SOA security 
Any system that sends hundreds or thousands of messages across an internetwork as SOA does is 
subject to attack in all the.traditional ways that network traffic is hijacked, spoofed, redirected, or 
blocked . Because SOA eliminates the use of applicati.on boundaries, the traditional me thods where 
security is at the application level aren't likely to be effective. 

Cisco has a family of products that enforce rules and policies fo r the transrnission of XML messag­
ing that they have named Application Oriented Networking (AON; h ttp ://www. c isco . com/ 
e n/US/products/ps64B0 / ). A similar policy based XML security service may be found in 
Citrix's NetScaler 9.0 (http ://www . citrix . com/ English/ps2/products/product. 
asp?con tentID=21679) Web application delivery appliance. 

To address SOA security, a set of OASIS standards (h ttp :/ /www. oasis-open. org/ 
commit tees/ tc_home . php?wg_abbrev=security) was created, which includes the 
following: 

• Security Assertion Markup Language (SAML) is an XML standard that provides for data 
authenticaLion and auLhorization between diem and service. The SAM L technology is 
used as part of Single Sign-on Systems (SSO) and allows a user logging in to a system from 
a Web browser to have access to distribuLed SOA resources. 

• WS-Security (WSS) is an extension of SOA that en forces security by applying tokens 
such as Kerberos, SAML, or X.509 Lo messages. Through the use of XML Signature and 
XML Encryption, WSS aims to offer client/service security. 
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• WS-SecureConversion is a Web services proLocol for creaLing and sharing securiLy con­
texl. WS-SecureConversion is meant to operate in sysLems where WS-Securily, WS-Trusl, 
and WS-Policy are in use, and it allaches a security comexl Loken to communications such. 
as SOAP used Lo transpon messages in an SOA enterprise. 

• WS-SecurityPolicy provides a seL or network policies that extend WS-Security, WS-Trust, 
and WS-SecureConversion so messages complying to a poli.cy must be signed and 
encrypLed. The SecurityPolicy is part of a general WS-Policy framework. 

• WS-Trust exlends WS-Security to provide a mechanism to issue, renew, and validate 
security tokens. A Web service using WS-Trust can implement this system Lhrough Lhe 
use of a Security Token Service (SIS), a mechanism for attaching security tokens to messages 
and a set of mechanisms for key exchanges that are used to validate tokens and messages. 

Another approach Lo enforcing securily in SOA is Lo use an XML gateway that intercepLs XML mes­
sages transponed by SOAP or REST, idemifies Lh.e source of the message, and verifies LhaL Lhe mes­
sage was securely received. Providing XML Gateway SOA securi ty requires a Public Key 
lnfrasLructure (PKl) so that encryption is enforced by digital signaLUres. Progress Soflware's 
/\ctional 8.0 (http:/ /web. progress. com/en/actional/index. html) now includes 
Mindreers SOAPscope Server and has an XML middleware service thaL performs diagnostic testing 
and Web services governance, adding that component to Aclional's abilily to monitor and map 
XML appliances and applicaLion servers. 

The Open Cloud Consortium 
The Open Cloud Consortium (OCC; see http://opencloudconsortium.org/) is an organi­
zation comprised of several universities and in1 erested companies that supports 1he development 
of standards for cloud computing and for interoperating wiLh the various frameworks. 

OCC working groups perform these functions: 

• They develop benchmarks fo r measuring cloud computing performance. Their benchmark 
and data generator for measuring large data clouds is called MalStone (http : //code . 
google. com/p/malgen/). 

• They provide testbeds thal vendors can use Lo test their applications, including the Open 
Cloud Testbed and the lntercloud Testbed that are pan of the work or the Open Cloud 
Testbed and lmercloud working groups. 

• They suppon the development of open-source reference implementaLions for cloud com­
puting. The Working Group on Standards and lmeroperability For Large Data Clouds 
extends Lhe architecture for data storage with a dimibuted file sysLem, table services, and 
computing using MapReduce fo llowing the model that is part of Google's offering. 
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MapReduce is Google's patented sofLware framework Lhat suppons distribmed large data 
sets organized by the Google File System (GFS) accessed by clusters of computers. The 
Apache Hadoop (http:/ /ha doop. apache. org/) open-source system is based on 
MapReduce and GFS. 

• They support the management of cloud computing infrastructure for scientific research as 
part or the Open Science Data Cloud (OSDCP) Working Group's iniliative. 

Relating SOA and Cloud Computing 
Cloud computing is sLill in its infancy, and although Web services can implemenL a Service 
Oriented Architecture, it is not a requirement. Most of Lhe large implementaLions of cloud comput­
ing described in this book are single-purpose applications that have been optimized on a grand 
scale: Carbonite's backup , Google's Gmail e-mail, and Twitter's Inseam Messaging (IM) are several 
examples. Applicalions or those types have less of a need for the flexibility and loose coupling that 
SOA provides. As cloud applications become more diverse in scope, SOA offers an architectural 
blueprint for accessing diverse optimized services through a loosely coupled standardized method 
thaL provides an ability to evolve that is difficult to implement in any other way. 

SOA is loosely coupled because Lhe service is separaLed from the messaging. If a component 
doesn 't provide the capahihties required, it is an easy task Lo switch to a different component, and 
switching requi.res almost no programming. Developers lose some o[ the ability to customize mod­
ules, but gain a significant advantage in simplifying their applications. Taken as a whole, applica­
tions that rely on SOA components can be very complex and appear to be tightly coupled, when in 
reali ty they are not. 

SOA components are often best-of-breed service providers that can provide a measured servi.ce 
level and can play a role in Business Process Managemen t (BPM) systems. The separation of ser­
vices from their design allows for much easier system upgrades and maintenance. 

Many Web 2.0 applications use SOA components, and SOA will become increasingly useful in 
larger applications that require many Web services. Web 2.0 is an acronym coined by Tim O'Reilly 
to describe Web services that allow for user input and modification . These applications orLen rely 
on REST and feature AJAX components in a user interface that supports Web syndicaLion (Lhink of 
Lhe Google customizable user page), blogs, and wikis. Some people regard mash ups as Web 2.0 
applications as well. A mashup is Lhe combination of data from two or more sources that creates a 
unique service. The layers added LO Google maps are examples of mashups. 

AJAX stands for Asynchronous JavaScipt and XM. AJAX is a seL of development tools that a llow for 
client input into Web appli.cations; it is not a standard. Rathe r AJAX describes a group o [ technolo­
gies that leverage HTML and CSS for styling, Web objects in the Document Object Model (DOM) 
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for data, XML ancl XSLT for data interchange, the XMLI-IttpRequest for asynchronous commun ica­
tion , and JavaScript commands to request data from data sources. 

The challenge SOA faces in designing systems to support Web 2.0 is the lack of standardization in 
how components in Web 2.0 are used . 1-lowever, many people believe that SOA will play a role in 
creating wbat has been dubbed an "Internet of Services" where complex services will be available 
for use as a set of building blocks based on the convergence of SOA and Web 2.0 . The Gartner 
Group refers Lo this trend as the development of "Advanced SOA," buL features of SOA that are 
event-driven have been part of many vendors' middleware offerings for several years now. 

Summary 
This chapter described Service Orien ted Architecture (SOA). SO.A offers a design methodology for 
creating distributed applications using diverse cliem s and componenLs. SOA defines a message­
passing infrastructure from clients or consumers lo and from service providers. Making SOA work 
correctly requires a certain set of midclleware products in your infrastrucLUre. These servers may 
aid in transaction management or brokering, message translation , or other services. Taken as a 
whole, these services are referred LO as an Ente rprise Service Bus (ESB). 

Most message-passing protocols are based on a version structured XML, although Lhat is not 
required in SOA. A variety of transport protocols are used, but SOAP and RPC are the most com­
mon ones. The nature of SOA messaging was explored. ln a complex system of message passing 
and services, system management and secu rity is an important consideraLion . Tools for setting up 
and running an SOA infrastructure were described. 

finally, this chapter described the relationship between SOA and cloud compULing. You don't need 
LO use SOA LO build a massively scaled cloud computing application , but as cloud computing 
applications become more capable and user configurable, Lhe logic and structure that SOA design 
imposes on infrastructure will prove to be invaluable to cloud applications. The two areas of tech­
nology benefit from their mutual convergence. 

In Chapter 14, l consider the topic of transactional Web applications in cloud computing systems. 
That subject builds on what you have learned aboUL SO/\ in this chapter, extending the discussion 
into the command Web AP!s that are in use today. 



Moving Applications 
to the Cloud 

In this chapLer, you learn about some of the important considerations 
involved in moving an application from a local or on-pi:emises installa­
tion to one that is eiLher fu lly or panly in the cloud. Some applications 

benefit from cloud deployment, and the cloud enhances some features. 

The process for determining whether, what, and when Lo move your applica­
tions to the cloud involves an analysis of whaL critical features of the applica­
Lion need to be supported. AfLer Lhose criLical features are understood, you 
can determine the features supported by your panicular cloud se1vice pro­
vider to see wheLher the cloud can support the applicaLion's critical features. 
!:actors such as access Lo data, latencies, data security, and so on oflen limit 
what appli.cations are good candidaLes fo r porting. 

Two examples of application porting to the cloud are discussed in this chap­
ter. In one application, physical hardware is eliminated by moving the enlire 
application to the cloud. ln Lhe second example, a sysLem is essentially 
cloned to the cloud to provide an overflow capabi.lity, an example or a 
hybrid application techn ique called cloud bursting. 

When you move an application to the cloud, you must use the AP ls or your 
particular cloud service provider. There are APLs for each of the types of 
cloud services: infrastructure, software services, and applications Ln the case 
of platform providers. These APls are generally not interoperable. So 
alt.hough the situation may change in the future, an application developer 
must make an informed choice to select the vendor th.al both best suits his 
needs and allows him to have the greatest flexibility. 
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Applications in the Clouds 
When you deploy an application to the cloud, you start with the advantages and disadvamages or a 
distributed system that is the Internet and add to that mix the fundamental characteris tics that 
clouds offer. In the cloud , your applications must account for system abstraction and redirection, 
scalabil ity, a whole new set of application and system APis, LAN/WAN latencies, and other factors 
that are specific to one cloud platform or another. ln theory, any applicalion can run either com­
pletely or partially in the cloud. 

The question a developer needs to ask is whethe r his application's function is best served by cloud 
or local deployment. That answer depends upon the attributes o[ the application that the developer 
is trying to preserve or enhance, and how locating those services in the cloud impacts those attri­
butes. This chapter takes a broad look at cloud computing from an application-specific viewpoinL 
and attempts to highlight the factors that make cloud-based applications successful. 

The location of an application or service p lays a fundamental role in how the application must be 
written. An application or process that runs on a desktop or server is executed coherently, as a 
unit, under the control of an integrated program. An action triggers a program call, code executes, 
and a result is returned and may be acted upon . 

Taken as a unit , "Request => Process => Response" is an atomic transaction. Because the transac­
tion is executing locally within the purview of a monoli thic application, the process is stateful and 
transaction is consis1enl. That is, the condition of Lhe transaction is always known and Lhe result is 
always accounted for. A .coherent transacLion ei1hcr succeeds and is enacted, or fails and is rolled 
back. When rollback is not possible due Lo optimistic Lransaction commitment in a multiuser 
application, atomiciLy requires correcling the cond ition or performs some other compensaLing 
action aL some later time. 

The properties necessary to guarantee a reliable transaction in daLabases and other applicaLions and 
the technologies necessary to achieve them have been called the ACID principle. The acronyrn 
stands for: 

• Atomicity: The atomic property defines a transaction as something that cannot be subdi­
vided and must be completed or abandoned as a unit. 

• Consis tency: The consistency property states that the system must go from one known 
state to another and Lhat the system integrity must be maintained. 

• lsolation: The isolation properly states Lhat the system cannot have other transactions 
operate on data thaL is currently being p rocessed by a t ransaction. 

• Durability: The durability property states thaL the system must have a mechan ism to 
recover from commilted transactions should that be necessary. 
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The ACID rules were developed by.Jim Gray to app ly to database technology in the late 1970s. The 
AClD principle is used today by any application that is reading and wii ting to a stored data set, 
which includes just about any appllcation type you can think o l'. 

An application that runs as a service on the Internet has a client portion that makes a request and a 
server portion that responds to that request. The request has been decoupled from the response 
because the transaction is executing in two or more places. ln a distributed system, the transaction 
is stateless. In order to create a state[ ul system in a distributed archi tecture, a transaction manager 
or broker must be added so that the intermediary service can account for transactions and react 
accordingly when they succeed or fail. 

When applications get moved to the cloud, they retain the features of a three-layered architecture, 
bUL now physical systems become virtualized systems. Virtual machines are not only stateless, but 
Lhe place where program exeCL1ti.on occurs is likely to be different eve ry time the process runs. 
These fundamental properties must be accounted for in any cloud-based application. 

Functionality mapping 
Some applications can be successfully ported to the cloud , while others suffer from the tnnslation. 
Understanding whether your particular application can benefit from cloud deployment requires 
that you deconstruct your application's functionality into its basic components and identify which 
functions are criLical and can be supported by the cloud. 

For example, any applicatiqn that requires access to a data store quickly runs up against some of 
the Ii.mies that cloud computing imposes. Order transaction systems require that data in a database 
maintain the transactional integrity implied by the AClD model. For many non-relational cloud 
storage systems, such as the Amazon Simple Storage Service (S3), the newly announced Google 
Storage for Developers, and the Windows Azure SLOrage Service, the ability of the system to main­
tain transactional integrity through record locking isn't pan of those systems. These types of stor­
age systems are secure and store large amounts of data, but they have very slow access Lo that data 
and do not support que1y and retrieval well. These limitations are why all Lhese vendors o ffer alter­
native relational cloud database systems such as SQL Azure. 

ln Figure 14.1, an attribute tree is constructed for an order transaction system where the function­
ality is decomposed into different functional areas. At the top are high-level allributes; some of 
these functions are essential Lo the operation or the application whi le others are not. Drilling down 
on the data management attribute, the second level explores data access and then access methods. 
A critical auribute for the application is the need to be able to access data when the clienL is both 
online and offline. 

This exercise isn't required for all attributes, just the critical ones, which should result in a manageable list. ■ 
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The choice Lo allow both online and offl ine data access determi.nes the nature of your application's 
interacLion with boLh cloud and local data stores. lf the application needed to access data only 
when the clien t was online, then access to cloud-based storage would be the only data sLore your 
application would required. Perhaps the application could be entirely in the cloud and browser­
based. The decision to allow both online and local data access means that you must create a hybrid 
application with a cloud component and a local componenl. Even if the access to data on Lhe local 
system is a simple caching system, client-side support is needed . To support the application's data 
access, you may also be faced with building a synchronization or replication feature, which adds 
more overhead to the application. 

This type of mapping exercise leads to some conclusions about the value or cloud com puling to 
this particular application. You could safely conclude LhaL an applicati.on thaL gets the most value 
from a cloud deploymenL is one that uses on line storage wi.thouL the need [or offline storage. An 
application that needed off1i ne storage alone might not benefit from a cloud deployment at all. In 
the case of a hybrid application, other factors such as scalabil ity, costs, or ubiquitous access might 
offset the cost of offline access and make the cloud more attractive. 

Application attributes 
Table 14. l lists some of the first- and second-level application attributes that you might want to 
consider in your analysis o[ an app licalion's suitabi lity to be ported to the cloud. 
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Application Attributes 

First level Second Level First level Second level 

Application Abstraction ___ Implementation 
, .. , ....... tt•m•-· .............. ,.-, ................... , __, .. ,,ttH"••• -~•••••••~•••••••••------, .. , ......... , .. """"""'"'" __ , ...... ................................................... ........................... .......... .. 

_ ....... _ .. _ ....... --.. ·-··------Archite~.~~1.·~ .. ------· ....... -.... ·-· .. _ ....... _ ......... -........ ·-···-- -... .. .. '!~guage/local: .......... - .. --.... -
Conf iguration Monitoring ____________ ;;__ __ _ 
I nteroperabi I ity Operations ---- ........................ -.... ·-•-.. -•·• .. · ••· ... ,.,. .. ,........ ......................... . ............... , .. - ... ,. ........ , ...... ,. ............ .. 

Modulari ty _______ . ___ ..... _._ ......... --.. ............... ·-.. - Sta ffing ___ _ 

Object model _____ ......... -................................. ___ ...;;_ ________ .......... , ................ , ........ ---- ___ S_ta_r_tup/ recovery ___ _ 

Tools 
.............................. ........ . . . ..... ............... Reusab!.!.i..~ ........ ·- ·------ir-- --- .................................. -.................. , ... ,. ___ _ 

Availabi I ity Caching Scalability . ................. ...... _ ..... _ ............ _..... ... .. .. --... -........................... --- ---·--.. - Caching ............................... _ ........ _ .. 

____ , .... , .............................. -..................... Fa u It management ................ - ............................... ______ ................. Experti.se ................ ·-·· ...................... . 

............ , ............................ ,. ............ ___ .......... 9:.?~r.~.P.~ic loca tion ... -................................................................ ___ Li censing .................. -................ .. 
Pooling Li fecycle management 

----------------='--------+-- ----------
Resource access .......... ............. ..................... _____ .............................. Load ... balancing ......... ............. .. - ... .. 

-----· ...... Reliabi li ty ..... -----+--......... - .............. ___ _ Replication 

___________ u .. .:...p_ti_m_e _______ + ·-- Scale up or out __ _ 

Costs Development ----- ----''-... -... -........................................ - ...... _ .... ,. ....................... _ .... _ ......... ... _ .......................................................... ___ ...................................... . 
Resources _ .......... _ .... _ .......... - ·----- ---·•-........... - .... _ ...................... 1-----------

Data Management Appl ication needs 

Data exc.hange ........ _ ......... ...... ---4-_s_e_c.~~.!~.Y. ....................... -.................... . Access 

Database needs Auditing .. .... _ ........... _ .. _·--••·•· 

Index Authentication 

Online/orfl ine access Authorization ____ .. , ............. ., ..... ,.............................................................................. .................................. . .......................... -......................... , .... , ................................ _ 
___________ Po_r_ta_bility ,---t-••· .. ., .. - .................. _. ___ . ·•··-- -~~Y.J?..~~ .. ~!.'.=P..~Y ... ..... -........... _. _ 

_______ ............. -........ Query __ ............... - .. , ........................... _ ........ .......... ____ .. _ .................. _ ,,_ Encryption 

Store type 
------------~.:.......-------! ---·------

Structure 

Transactions 

Identity 

Regulations 

Remote access 

Security ru les 
---............................. ----... -.. , .... , ......... -... ·---- ............. ..................... _____ ...................................................................................... , .......................... . 

Trust relationships 

Maintenance APls User Interface Ease of use 
--------··-· .............................................. _.., .......... _ ... _ ...... . 

_ ... ····-·--·~ .............. ................ _ ........ _ .. , ........... Configuration. ___ ............ - ....... -···- . ... __ _ ......... - ..... ~ t~r.fac.':~~.a.~.u .. r.es .. . 
Deploymenl User interaction 
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Deconstrucling an application's critical functionality is only half the process. Each cloud platform 
also has its own set or attributes that need to be mapped. In considering the needs of any feature, 
the key drivers fo r applications that benefit from deployment Lo Lhe cloud are those that meet these 
criteria: 

• Are not mission ctitical 

• Are noL core business functions 

• Do noL have sensitive daLa to protect 

• Tol.eraLe high network laLencies or low network bandwidth 

• Are legacy applications with no particular competitive advantage 

• Are based on indusLry sLandard technologies 

• Do noL need Lo be customized 

• Are mature enough and undersLoocl well enough to be successfully ported to the cloud 

Cloud service attributes 
You then wanL to match up application attributes Lo these key cloud service atLribuLes: 

• ApplicaLions 

• Core services 

• lnf rastructure 

• Platform features 

• Storage 

At the currem stage in iLs development, iL is impracticable to match the needs or an applicaLion Lo a 
set of cloud service providers. Each provider has a unique soh.1Lion, uses its own APls, and pro­
vides unique services. Therefore, each cloud provider needs separate developer skills, and integra­
tion between clouds would be a major chore. Perhaps someday Lhis situation may change as more 
standa(cls are developed, bul at the moment application developers need to malch their application 
to the single best vendor. 

Table 14.2 lists some of the first- and second-level cloud feaLures thaL you might want Lo consider 
in your analysis. You should map your criLical application features Lo Lhe features of a panicular 
cloud platform to get the best match. 
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Cloud Service Attributes 

first Level Second Level First Level Second Level 

._Application ...... ·-·······-·Accou_n_ti_ng ______ ._ .. _ .. _ .............. _. __ ............ ·-·-· Operating system support.(platform) -· 
Database -----................. -................................... __ _ .......................................... ___ _ 
Event management ---------
Messaging ... -............ -... ·-------·---------

__ R_e_so_urce pooling 

Scale up or out 

Site location 

Location service .Redundancy. and replication ·--··--· .. ··-
Relation management Vi rlual ma.:,hine ty_p<:s ______ _ 

Web server API ____ .................... ...... __ .................. ............. _ ........ ·------+-..................................... _____ ........................................... ............. . 
Core Serv~~ .. ~.5. .............. Accou.nti.ng ....... _ ... -...................... -.. Platf_<_?.:~ .. ~:_a.~~~:.5. Application support . ·- .. - ................ __ .. __ 

Application support Deployment technology 
---

---....................... Aud_iting ...................... -................... -.......................................................... ............................ oevelopment envir.?.~~:.~.! ....... ___ _ 
Data access Language and locale .. --·· 

Identity Pr°-gramming language support ____ _ 

_____ ........................ ~~.~.~~ ................................................................................................................................. _ ........ -...... Testing ...... ·--- ...................... --........................................ .. 
Query API and commands 

_______ T_r.a_n_s_ac_t_io_n .. manage.m_en_t_-.j ... Storage _ .......... ___ Q __ u_er...:..y _____ ......... - ................................. .. 
Work flow Non-relational ............... " ...................... ·----····-···· .... - ................................... _ .. _____ ............................................................ ___ .. _ ................... _. 

Infrastructure Application support 
--"--'------+----

Relational 

... -..... .... ..... - ... -..... _ ....................... Avai lab._i_l i_ty~--.............................................. _ ............................................... Reliabil_ilY ................. . ·---............................. . 
1/0 (network) characteristics 

,,., ................. , ........ ,_, ........................... . .. ,. ,,,.,,,., .. H, .. OM .. 0,0.H ..................... ...... .. .................................... ·····-•· .. ••·•-.. -.... -Replica.tion .............................................................................................. . 
Load balancing SQL support 

System abstraction 
The cloud turns physical systems inLO virtual systems. Organizations choose to deploy systems to 
the cloud entirely when they can recreate the essential part of their process and eliminate infra­
structure. As an example, consider a service that does medical imaging. ln the past, this service 
created patient scans and then rendered the image on a local computer. After the image was ren­
dered, it was posted to the hospital LAN and made available LO the people who read the scans. 
When the people reading the scans were outside the hospital, across the country, or around the 
world, those people would have Lo log into the hospital server via VPN to download the File. 
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The scanning service decided to eliminate infrastruclure and streamline the process. The service 
began its redeployment by first moving the stored images off the hospital's LAN and onto shared 
storage in the cloud. This feature eliminated the need to maintain a greal deal of managed storage 
locally. As the service began to outsource the reading of scans to other countries, it enabled a 
content delivery network feature that the cloud service provider had. CDN (ConLent Delivery 
Network) placed copies of recently used and created scans in locations that were closer to the 
readers and made the syslem faster. 

The second stage in the redeployment was to eliminate the local processing associated with the 
scanning mach ines themselves. Most of the time the scanning machine was operating, it was col­
lecting data, and an economic analysis revealed Lhat it was significantly cheaper to process the files 
in the cloud. 

ln the new system, shown in Figure 14.2, the files are created locally and transmitted to the cloud. 
Virtual machines are provisioned to process lhe scans. The syslem leverages a message queuing 
server to create a steady slream of execution for the ap plication server to process. At times of peak 
loac.f, the system creates new machine instances to handle the load. As the application server com­
pletes the scan processing, it notifies the message queue, records the result in a database, and dis­
plays it on a Web page on a Web server, all of which are in the cloud. 

This new system results in greater system efficiencies because the system is always processing at 
iLs optimum load . The rendered scans are available from anywhere viewed inside a browser. Also, 
because the system is scalable, the scanning service can expand to other sites and bring on new 
capacity to handle additional load. As the service loses sites, it can also re lease resources as well. 
When it is decided that the scans need to be converted into a d ifferen t format, th is can be done in 
a central location and doesn't need to be rolled ou t to the computers attached to individual scan 
systems. 

lnfrasLructure, storage, and the queuing system all come together to eliminate a great deal of cost 
and operational complexity. This is a pure cloud play. 

Cloud bursting 
Many cloud deployments are hybrid applications: Part of the application is on a local system, and 
parL is in the cloud. Often , this is the first stop on the path for many organizations migrating their 
applications to the cloud. There are many reasons why this is desirable, but one of the most com­
mon reasons is that the cloud can serve as excess capacity at times of h igh volume. This type of 
hybrid has been called cl0ttd bursti.ng. Examples of systems where there is high volume over short 
periods of time are transaction processing syslems such as reservations systems. 

ln a reservation system, there is a certain low level of background transactions occurring at any 
time. At certain times, events trigger high demand. 1[ the system builds infrastruclure to accommo­
date peak demand, then that infrastructure is wasted. 
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MosL systems built to perform cloud bursting have a simple underlying design: clone the local sys­
tem in the cloud. Often, there may be little activity in Lhe cloud portion of the system, but when 
the acLivity grows, the copy of Lhe system in lhe cloud picks up the extra activiLy and, when neces­
sary, provisions extra resources. figure 14.3 shows a simple reservations system set up for cloud 
bursting. 

MIM1Miiii 
An application that provides for transaction overflow in a reservation system is an example of cloud bursting. 
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Reservation systems often require thaL transactions not only are atomic, but that when there is a 
pool of items being reserved , Lhe sysLem is consistent. When a Lransaction en ters the local branch 
in Figure 14.3 and another transacLion enters the cloud p latform branch, they can't both reserve 
the same iLem. So there must be a Lransaction manager in this system to manage the pool. This is 
shown as a dotted line between the two database servers, labeled "Synchronization." The underly­
ing mechanism is Lo perform record locking on a set of database records and when Lhe Lransaction 
or a batch of transactions comp letes, the system performs a commit operation . 

ln most reservation systems, the actual transaction commitment is a small part of the traffic and 
processing. Most of the traffic is generated on the Web site as users browse the content. So it 
makes sense in Lhis scenario co recreate the company Web site and create additional load-balanced 
Web server i.nstances as needed . You also can optimize that Web site for fasLer transactions with less 
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customizaLion. lf you r Web site relies on dynamic data driven content, you can speed up its opera­
tion by switching more of the content over to static content. You'll need to synchronize changes 
between your on-premises and cloud-based Web servers in order to keep the in l'ormaLion current. 

The other step in a reservation system that is often a bottleneck is the payments gaLeway to credit 
card companies and financial institutions. lt may make sense to move the payment portion com­
pletely to the cloud so that the processing of payments doesn't affect the other parts or the system. 
Because the commitment or the payment either is effective or not, this portion of the process does 
not need to be tracked. The fact that a virtual server is executing the payments and that the process 
is stateless has no impact in this point. 

Eventually, developers will want to create composite applications that are built from the best-of­
breed cloud services on multiple platforms. This offers the benefit of redundant suppliers, access to 
additional services and features, more data sources, and a whole host of other advantages. Cloud 
architectures offer enough advantages that over time large organizaLions will want LO adopt them as 
a core a rch itectural design. For example, in Figure 14.4, an imemal cloud provides high-speed 
transactional services on the LAN, an external cloud services other needs of users, and the com­
pany cloud is replicated Lo multiple sites. Where services gel located then depends upon factors 
such as cost, latency, and convenience. 

1Ui1Mi611 
For the users in large organizations, it is litera lly clouds everywhere in their future. 
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Applications and Cloud APls 
The nature of a cloud provider's Cloud APl will impact your abiliLy LO move an application to the 
cloud and affect the way many of your applicaLion features operate. Cloud AP Ls are the Application 
Programming lnLerface Lo functions that exchange inrormation in and with the cloud, request sup­
poned opera Lions, and provide management and monitoring functions for applications running in 
Lhe cloud. 

At this stage in cloud computing's developmenL, i\mazon Web Service's Cloud APl dominates the 
conversation, but that is probably subject to change. Each cloud vendor has its own specific APL; 
most are exposed as REST, a few are exposed as SOAP, or some are bolh. Each APl provides spe­
cific calls required by that vendor's infrastructure and service. 

Most importantly, the cloud APl contains the authentication and authorization mechanisms 
needed to access cloud services. When a vendor li ke Google allows other cloud application provid­
ers to access iLs 1D mechanism (as is the case now), there is the same nexibility in using those ser­
vices on other platforms. 

Although efforts are underway to create more standardized cloud APis, the situation li.mits the por­
tability or any application developed [or the cloud. The two cross-platform APL initiatives are the 
Simple Cloud A Pl (http ://www . simplecloud . org/ ) and the work arising out of the Cloud 
CompULing l rueroperabi lity Forum (http : / /www. c l oudf orum. org /). Several cross-platform 
cloud A Pl projecLs are underway, including the Design Cloud, Deltacloud, jclouds, and llbcloud 
APls. These cross-plaLform APls are based on generalizing the major cloud vendors APts. 

Each layer or a cloud application has its own specific APL as well. So at the inrrastructure level in 
addition to AWS EC2, you have the following: 

• Windows Azure (h ttp: / /www. micr osoft. com/wi ndo wsazure/wi ndows 
azu re / ) 

• VMWare vCloud (h ttp s : / /www.vmwa r e . com/ products/vc l oud/) 

• Racksapce Cloud Servers (http://www . rackspacecloud . com/cloud_hosting_ 
p roduc t s / servers / api) 

• RimHosting (http://rimuhosting . com/) 

All these present the developer with their own APls. Individual services such as Windows Azure 
SQL, Fhckr, and Google Maps present a service cloud APl. H your application is developed in a 
platform such as Facebook, LinkedTn, or Lhe Salesforce Poree APls, each platform has its own spe­
ciric application APl. 

The point is that the decision Lo move an applicati.on to Lhe cloud rapidly funnels you into a spe­
cific solution that provides a measure of vendor lock-in that, depending upon the nature of your 
application, can be anywhere from very easy to nearly impossible to port to any other cloud tech­
nology. This may not always be so, buc iL currently is true and it should give a developer some 
moments to pause. 
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Summary 
ln this chapter, you learned about some of the factors involved in deciding to move an application 
to the cloud. Cloud computing supports some application features better Lhan others. To deter­
mine whether your application will port successfully, you should perform a functionality mapping 
exercise. This process involves determining the critical application features and then matching 
them to the cloud provider's offe.ring to see i[ those features can be supported. 

Examples of applications that were porled were presented. One application vinualized the entire 
application in the cloud and presen ted users with a browser-based setvice. The second scenario, 
called cloud bursting, is an overflow solution that clones the application to the cloud and directs 
traffic to the cloud during Limes of high traffic. 

The role or a cloud vendor's specific API and the impact that iL has on porting an application was 
also considered. This aspect of a migration isn't given enough thought beforehand and can cause 
problems later on should you wish to move to other solutions. 

ln Chapter 15, "Worki ng with Cloud-Based Storage," various storage, backup, and disaster recov­
ery solutions offered by cloud vendors are discussed. 
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