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(57) ABSTRACT 

Various techniques are disclosed for use in computing net 
works such as, for example, on-demand, grid and/or utility 
computing networks. Examples of at least a portion of the 
techniques (and/or related features, aspects, and/or benefits) 
disclosed herein include: techniques for migrating virtual 
appliances from a first server grid to a second server grid via 
a communication network; techniques for migrating distrib 
uted applications from a first server grid to a second server 
grid via a communication network; techniques for delivering 
pre-packaged software in virtual appliances to computing 
systems for use in operating software applications; tech 
niques for managing use of virtualized computing resources 
implemented in a computing network; exchange systems for 
renting or leasing computing resources provided over a com 
puting network; techniques for offering, via a computing 
network, virtualized computing resources for use in deploy 
ment of one or more distributed applications at one or more 
server grids of a computing network; techniques for offering, 
via a computing network, distributed application components 
for use in deployment of one or more distributed applications 
at one or more server grids of a computing network; tech 
niques for implementing exchange of computing resources 
between computing resource providers and computing 
resource Subscribers of a computing network; and the like. In 
at least one embodiment, the computing network may include 
multiple different data centers and/or server grids which are 
deployed different geographic locations. In at least one 
embodiment, at least some of the server grids may be oper 
able to provide on-demand, grid and/or utility computing 
resources for hosting various types of distributed applica 
tions. In at least one embodiment, a distributed application 
may be characterized as an application made up of distinct 
components (e.g., virtual appliances, virtual machines, Vir 
tual interfaces, virtual Volumes, virtual network connections, 

Int. C. etc.) in separate runtime environments. In at least one 
G06F 5/16 (2006.01) embodiment, different ones of the distinct components of the 
G06F 9/455 (2006.01) distributed application may be hosted or deployed on differ 
G06F2L/00 (2006.01) ent platforms (e.g., different servers) connected via a net 
G06O 10/00 (2006.01) work. In some embodiments, a distributed application may be 
G06O 30/00 (2006.01) characterized as an application that runs on two or more 
G06O 50/00 (2006.01) networked computers. 
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included/Overade SO.18 
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SO.15/GB 
Storage 60GB 
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Oracle SE1 appliance license S2000 
Oer CPU 
Splunk appliance license S60 
Oer GB 

Package 2 
S500/mo 
5,000 
SO.15 
1OOOGB 
SO.12/GB 
500GB 
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S60 
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SO.10 
4OOOGB 
SO.10/GB 
4OOOGB 
SO.09/GB 
S2000 

S60 

Y-2600 

US 2009/0276771 A1 

Pay as you go 
no monthly fee 

SO20 

SO.17/GB 

SO.15/GB 
S5/CPU/hr 

Fig. 26 
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an 1, 2008 - Jan 31, 2008 
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(plus projected Overage fee $144) 
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Next payment (est.) 

Current Usage, GB-hours per hour 
ACCumulated usage, GB-hours 
Projected usage at current level, GB-hours 
Projected overage, GB-hours 
Projected overage fee 

Current transfer (hourly average), GB/hour 
ACCumulated uSage, GB 
Projected usage at current level, GB 
Projected Overage, GB 
Projected overage fee 

Current storage use, GB 
Average storage growth, GB/hour 
Projected usage at Current level, GB 
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Virtual Server 
0.2 < 
256 k-------------> 65536 

Storage, GB 8040 <-------------s OOO 
ihr <------------> 1 month 

Est. Cost S15 

Virtual LAMP Stack 
Firewal - included 

Load balancer - included 
Web nodes 81 --> 64 

<- 
52 k 

web storage, GB 8040 < 

1 hr <------------ -> month 
Est. Cost $9000 

Virtual.NET Stack 
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512 <-------------> 65536 
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024 C-------------> 65536 
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Server/Network Resource Publisher Account Statement 

Resources Published Jan 1, 2008-Jan31, 2008 
Servers published AOC Server specs: 

8 Cores G 3GHzcore 
o 4:1 Memory-to-CPU ratio (GB-to-cores) 

Server-hours published 292,000 
S3/serverthr 
S2iseryerhi 

Connection Qualit 3 x 10 GDS 2902 
Certification SAS70, HIPPA 
Location Dalias, TX, USA 
Additional rotes Safe Harbor 

registered 

Traffic transfer price SCOTB 
Traffic reserve rice S8OTB 

Resources Subscribed 
Servers used, peak 33 
Server-hours used 23COOO 
Blended price (servers) S2.88/serverthr 
Servers revenue S862,400 2904 

Transfer used 2OOTB 
Blended price (transfer SBOTB 
Transfer revenue Si6OOO 

TOTAL Sold SS78.4OO 
SLAborius+ penalty - +S4,000 2906 
OAL ferred S682400 
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Publisher Appliance/Application/Support Account Statement 
AIC Statement Region: North America 

Appliance Pricelist 

Zeus ZXTM 
ASXA E 
ZUSAXTNGE 
Zeis WS 
Oface SE 
Checkot VPN 
Checkpoint PS 

S 

in 
Application Templates 
SugarCRM single 
SCarCRA Cluster 
AtlaSSiar Confuence per instance permonth pause to 

2 

:O 

Published Price 

lipi-h 
2-hf 
SSOGE. 
SOO?t-north 
S4COL 
10 Sermonth 
SOOTB traffic 

Barracuda spam filter SOOOO1 message per message filtered 

SO,4/USeriff 
C2iSeth 
SOO. 

Jan 1, 2008 - Jan 3, 2008 

Pricing Model 

CPU Core per hour 

GB of RAM in use per hour 
CPU front 

USer Signed UD Oei month 
e TB of traffic Secred 

user per hour 

instance fernor 
Atlassian URA SOCOf Yer instance per fort 

Usage Reported 
for Region 

O 
O2 
3C 

8777 
SOO3 

10,000 
103,000 

2952 

100,000,000 

2954 

Support Pricing 
Levei installatofftraining S40hr 778 

S30 20 Level 2 ft Cubeshootific 
2956 

Levei 3 (customizations S3DOF 

TOTA revere $123,456 

Note: Each appliance user has accepted the posted license agreement for the appliance. 
Records of file, call 800-555-5355 fof inctities 
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GLOBALLY DISTRIBUTED UTILITY 
COMPUTING CLOUD 

RELATED APPLICATION DATA 

0001. The present application claims benefit, pursuant to 
the provisions of 35 U.S.C. S 119, of U.S. Provisional Appli 
cation Ser. No. 61/068,659 (Attorney Docket No. 
TERAP005P), naming Nickolov et al. as inventors, and filed 
Mar. 7, 2008, the entirety of which is incorporated herein by 
reference for all purposes. 
0002 The present application claims benefit, pursuant to 
the provisions of 35 U.S.C. S 119, of U.S. Provisional Appli 
cation Ser. No. 61/125,334 (Attorney Docket No. 
TERAP005P2), naming Nickolov et al. as inventors, and filed 
Apr. 23, 2008, the entirety of which is incorporated herein by 
reference for all purposes. 
0003. This application is also a continuation-in-part appli 
cation, pursuant to the provisions of 35 U.S.C. S 120, of prior 
U.S. patent application Ser. No. 1 1/522,050 (Attorney Docket 
No. TERAP004, U.S. Pub. No. 20070078988), by Miloushev 
et al., entitled “APPARATUS, METHOD AND SYSTEM 
FOR RAPID DELIVERY OF DISTRIBUTED APPLICA 
TIONS'', filed Sep. 15, 2006, which claims benefit, pursuant 
to the provisions of 35 U.S.C. S 119, of U.S. Provisional 
Application Ser. No. 60/717,381 (Attorney Docket No. 
TERAP004P), filed Sep.15, 2005. Each of these applications 
is incorporated herein by reference in its entirety and for all 
purposes. 

BACKGROUND 

0004 Traditional data centers tend to run a single operat 
ing system instance and a single business application on one 
physical server. This "one server, one appliance' model leads 
to extremely poor resource utilization. For example, it is not 
uncommon for a significant portion of data center resources 
to be unused for a majority of the data center’s “up' time. 
Wasted resources include CPU, RAM, Storage, and Network 
Bandwidth. Additionally, many traditional data centers are 
typically implemented by combining a heterogenous mix of 
different servers, operating systems, applications and data. 
Consequently, deploying, managing, and reconfiguring soft 
ware or hardware on physical servers and the data center's 
network infrastructure is mostly achieved via manual (e.g., 
human) labor, and it typically very time consuming. Addi 
tionally, in Such data centers, the upgrading of servers typi 
cally involves a relatively slow and costly process. Further, in 
situations where workloads grow more rapidly than expected 
and place heavy demands on server resources, such tradi 
tional data centers face the problem of overutilizing their 
servers, which may result in business continuity being placed 
at risk. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0005 FIG. 1 shows an example embodiment of a portion 
of an ApplogicTM Grid Operating System architecture. 
0006 FIG. 1A illustrates an example embodiment of a 
server system 80 which may be used for implementing vari 
ous aspects/features described herein. 
0007 FIG. 1B shows an example embodiment of a global 
network portion 99 which may be used for implementing 
various aspects described herein. 
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0008 FIG. 2A shows an example embodiment of a Cloud 
ware System 200 which, for example, may be used to provide 
various types of Cloudware-related functionality described 
herein. 
0009 FIG. 2B illustrates an example embodiment of a 
Cloudware Portal home page 290. 
0010 FIG. 2C illustrates another example embodiment of 
a Cloudware Portal home page 292. 
0011 FIG. 3 shows an example embodiment of a graphi 
cal user interface (GUI) 300 which may be used for imple 
menting various Cloudware related aspects/features. 
0012 FIG. 4 shows an example embodiment of another 
graphical user interface (GUI) 400 which may be used for 
implementing various Cloudware related aspects/features. 
0013 FIG. 5 shows an example embodiment of another 
graphical user interface (GUI) 500 which may be used for 
implementing various Cloudware related aspects/features. 
0014 FIG. 6 shows an example embodiment of another 
graphical user interface (GUI) 600 which may be used for 
implementing various Cloudware related aspects/features. 
0015 FIG. 7 shows an example embodiment of a graphi 
cal user interface (GUI) 700 which may be used for imple 
menting various Cloudware related aspects/features. 
0016 FIG. 8 shows an example embodiment of graphical 
user interface (GUI) 800 which may be used for implement 
ing various Cloudware related aspects/features. 
0017 FIG. 9 shows an example embodiment of graphical 
user interface (GUI) 900 which may be used for implement 
ing various Cloudware related aspects/features. 
0018 FIG. 10 shows an example embodiment of graphical 
user interface (GUI) 1000 which may be used for implement 
ing various Cloudware related aspects/features. 
0019 FIG. 11 shows an example embodiment of graphical 
user interface (GUI) 1100 which may be used for implement 
ing various Cloudware related aspects/features. 
0020 FIG. 12 shows an example embodiment of graphical 
user interface (GUI) 1200 which may be used for implement 
ing various Cloudware related aspects/features. 
0021 FIG. 13 shows an example embodiment of graphical 
user interface (GUI) 1300 which may be used for implement 
ing various Cloudware related aspects/features. 
0022 FIG. 14 shows an example embodiment of a graphi 
cal user interface (GUI) 1400 which may be used for imple 
menting various Cloudware related aspects/features. 
0023 FIG. 15 shows a flow diagram illustrating various 
information flows and processes which may occur at or 
between various entities of the Cloudware network. 
(0024 FIGS. 16-17 illustrate example embodiments of 
various types of Cloudware metering features and interfaces. 
0025 FIG. 18 shows an example embodiment of a geo 
graphically distributed cloud computing network 1800. 
0026 FIG. 19 shows an example embodiment of an inter 
action diagram illustrating an example of a distributed appli 
cation migration procedure between two geographically dis 
tributed server grids. 
(0027 FIGS. 20-29B illustrate various example embodi 
ments of different graphical user interfaces (GUIs) and/or 
virtualized components which may be utilized, for example, 
for enabling, accessing and/or implementing various types of 
global utility computing features and/or information 
described herein. 
0028 FIG. 30 illustrates an example embodiment of a 
virtual machine manager. 
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0029 FIG. 31 illustrates an example embodiment of a 
virtual network interface. 
0030 FIG. 32 illustrates an example embodiment of a 
virtual appliance. 
0031 FIG. 33 illustrates an example embodiment of an 
instantiation of an application which has been implemented 
using a plurality of different virtual appliances. 
0032 FIG. 34 illustrates an example embodiment of a 
property mechanism for virtual appliances. 
0033 FIG. 35 illustrates an example embodiment of a 
composite virtual appliance. 
0034 FIG. 36 illustrates an example embodiment of a 
structure of a distributed application. 
0035 FIG.37 illustrates an example embodiment of a user 
interface for defining virtual appliances. 
0036 FIG.38 illustrates an example embodiment of a user 
interface for application monitoring. 
0037 FIG. 39 illustrates an example embodiment of a 
portion of a system architecture which may be used for imple 
menting various aspects described herein. 
0038 FIGS. 40-81 illustrate various example embodi 
ments of different graphical user interfaces (GUIs) and/or 
virtualized components which may be utilized, for example, 
for enabling, accessing and/or implementing various types of 
global utility computing features and/or information 
described herein. 
0039 FIG. 82 shows an example embodiment of a Cloud 
ware-enabled global network 8200 which may be used for 
implementing various aspects described herein. 

DESCRIPTION OF EXAMPLE EMBODIMENTS 

Overview 

0040 Various aspects described herein are directed to dif 
ferent methods, systems, and computer program products 
relating to a global utility computing service (herein referred 
to a “Cloudware’) which may combine multiple virtualized 
utility computing grids into a single Scalable, highly available 
computing cloud, which, for example, may be used to run a 
variety of distributed applications such as, for example, Web 
2.0 applications, desktop applications, etc. 
0041. In at least one embodiment, a Cloudware network 
may be implemented as a unified, globally distributed com 
puter system having functionality similar to a mainframe 
computing system. Thus, for example, in one embodiment, all 
or selected portions of the Cloudware network may be con 
figured or designed to function as a globally distributed main 
frame computing cloud, wherein the user or client computer 
systems may be operable as individual terminals for provid 
ing interfaces with the mainframe computing cloud. 
0042. In at least one embodiment, all or selected resources 
associated with selected computing grids may be aggregated, 
shared, and/or combined, and collectively represented (e.g., 
to end users) as a single entity which represents a virtual, 
globally distributed computing system (or computing cloud). 
0043. In addition to being able to run various types of 
server-type applications (such as, for example, website appli 
cations/software, Web 2.0 applications, etc.), various 
embodiments of the Cloudware network may be operable to 
provide services for running various types desktop computer 
Software, such as, for example, desktop computer operating 
system software (e.g., Linux, MS Windows, MAC OS, 
Solaris, etc.), desktop computer applications, etc. 
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0044 According to different embodiments, various 
aspects described herein are directed to different methods, 
systems, and computer program products for use in comput 
ing networks such as, for example, on-demand, grid and/or 
utility computing networks. Examples of at least a portion of 
the techniques (and/or related features, aspects, and/or ben 
efits) disclosed herein include: techniques for migrating Vir 
tual appliances from a first server grid to a second server grid 
via a communication network; techniques for migrating dis 
tributed applications from a first server grid to a second server 
grid via a communication network; techniques for delivering 
pre-packaged software in virtual appliances to computing 
systems for use in operating software applications; tech 
niques for managing use of virtualized computing resources 
implemented in a computing network; exchange systems for 
renting or leasing computing resources provided over a com 
puting network; techniques for offering, via a computing 
network, virtualized computing resources for use in deploy 
ment of one or more distributed applications at one or more 
server grids of a computing network; techniques for offering, 
via a computing network, distributed application components 
for use in deployment of one or more distributed applications 
at one or more server grids of a computing network; tech 
niques for implementing exchange of computing resources 
between computing resource providers and computing 
resource Subscribers of a computing network; an the like. 
0045. In at least one embodiment, different embodiments 
of computing networks may include multiple different data 
centers and/or server grids which are deployed different geo 
graphic locations. In at least one embodiment, at least some of 
the server grids may be operable to provide on-demand, grid 
and/or utility computing resources for hosting various types 
of distributed applications. In at least one embodiment, a 
distributed application may be characterized as an application 
made up of distinct components (e.g., virtual appliances, 
virtual machines, virtual interfaces, virtual Volumes, virtual 
network connections, etc.) in separate runtime environments. 
In at least one embodiment, different ones of the distinct 
components of the distributed application may be hosted or 
deployed on different platforms (e.g., different servers) con 
nected via a network. In some embodiments, a distributed 
application may be characterized as an application that runs 
on two or more networked computers. 
0046 Additional objects, features and advantages of the 
various aspects described herein will become apparent from 
the following description of its preferred embodiments, 
which description should be taken in conjunction with the 
accompanying drawings. 

DETAILED DESCRIPTION 

0047 One or more different inventions may be described 
in the present application. Further, for one or more of the 
invention(s) described herein, numerous embodiments may 
be described in this patent application, and are presented for 
illustrative purposes only. The described embodiments are 
not intended to be limiting in any sense. One or more of the 
invention(s) may be widely applicable to numerous embodi 
ments, as is readily apparent from the disclosure. These 
embodiments are described in sufficient detail to enable those 
skilled in the art to practice one or more of the invention(s), 
and it is to be understood that other embodiments may be 
utilized and that structural, logical, Software, electrical and 
other changes may be made without departing from the scope 
of the one or more of the invention(s). Accordingly, those 
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skilled in the art will recognize that the one or more of the 
invention(s) may be practiced with various modifications and 
alterations. Particular features of one or more of the invention 
(s) is described with reference to one or more particular 
embodiments or figures that form a part of the present disclo 
sure, and in which are shown, by way of illustration, specific 
embodiments of one or more of the invention(s). It should be 
understood, however, that such features are not limited to 
usage in the one or more particular embodiments or figures 
with reference to which they are described. The present dis 
closure is neither a literal description of all embodiments of 
one or more of the invention(s) nor a listing of features of one 
or more of the invention(s) that must be present in all embodi 
mentS. 

0048. Headings of sections provided in this patent appli 
cation and the title of this patent application are for conve 
nience only, and are not to be taken as limiting the disclosure 
in any way. 
0049. Devices that are in communication with each other 
need not be in continuous communication with each other, 
unless expressly specified otherwise. In addition, devices that 
are in communication with each other may communicate 
directly or indirectly through one or more intermediaries. 
0050. A description of an embodiment with several com 
ponents in communication with each other does not imply 
that all such components are required. To the contrary, a 
variety of optional components are described to illustrate the 
wide variety of possible embodiments of one or more of the 
invention(s). 
0051. Further, although process steps, method steps, algo 
rithms or the like is described in a sequential order, such 
processes, methods and algorithms is configured to work in 
alternate orders. In other words, any sequence or order of 
steps that is described in this patent application does not, in 
and of itself indicate a requirement that the steps be per 
formed in that order. The steps of described processes may be 
performed in any order practical. Further, some steps is per 
formed simultaneously despite being described or implied as 
occurring non-simultaneously (e.g., because one step is 
described after the other step). Moreover, the illustration of a 
process by its depiction in a drawing does not imply that the 
illustrated process is exclusive of other variations and modi 
fications thereto, does not imply that the illustrated process or 
any of its steps are necessary to one or more of the invention 
(s), and does not imply that the illustrated process is preferred. 
0052. When a single device or article is described, it will 
be readily apparent that more than one device/article (whether 
or not they cooperate) is used in place of a single device/ 
article. Similarly, where more than one device or article is 
described (whether or not they cooperate), it will be readily 
apparent that a single device/article is used in place of the 
more than one device or article. 
0053. The functionality and/or the features of a device is 
alternatively embodied by one or more other devices that are 
not explicitly described as having such functionality/features. 
Thus, other embodiments of one or more of the invention(s) 
need not include the device itself. 
0054 Techniques and mechanisms described herein will 
sometimes be described in singular form for clarity. However, 
it should be noted that particular embodiments include mul 
tiple iterations of a technique or multiple instantiations of a 
mechanism unless noted otherwise. 
0.055 U.S. patent application Ser. No. 1 1/522,050, 
entitled “APPARATUS, METHOD AND SYSTEM FOR 
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RAPIDDELIVERY OF DISTRIBUTEDAPPLICATIONS, 
discloses various techniques for visually constructing and 
rapidly delivering distributed applications. A commercialized 
grid operating system referred to as App|LogicTM (developed 
by 3TERA, Inc., www.3TERA.com) illustrates an example 
embodiment of one such technique. 
0056. It may be noted that the following discussion of 
App|LogicTM and its features is in no way to be construed as an 
admission of prior art. 
0057 According to a specific embodiment, ApplogicTM 
may be implemented as a grid operating system designed to 
enable utility computing for web applications. 
ApplogicTMmay run distributed transactional and streaming 
applications on grids of commodity hardware. It does not 
require a SAN or other expensive shared storage, and may be 
open and vendor-neutral. Additionally, ApplogicTM may be 
completely compatible with existing web applications. 
0058 Traditionally, grid computing has been limited to 
running computational applications such as business intelli 
gence, simulations, derivatives trading, etc. However, the vast 
majority of Internet services and business applications are not 
computational; instead, they process large numbers of rela 
tively small concurrent transactions (transactional applica 
tions) and/or deliver content (I/O intensive applications). 
0059. In at least one embodiment, ApplogicTM may be 
implemented as a grid operating system that may be designed 
for web applications and may be optimized for transactional 
and I/O intensive workloads. It uses advanced virtualization 
technologies to ensure complete compatibility with existing 
operating systems, middleware and applications. As a result, 
ApplogicTM makes it easy to move existing web applications 
onto a grid without modifications. 
0060 FIG. 1 illustrates an example architecture of a por 
tion of an App|LogicTM Grid Operating System. The system 
may run on a hardware grid assembled from commodity 
servers connected via Gigabit Ethernet interconnect, for 
example. Some (or all or selected) of the servers may include 
directly attached storage (such as, for example, inexpensive 
IDE/ATA/SATA hard drives) which ApplogicTM may use to 
provide a distributed storage pool for applications. In at least 
one embodiment, the ApplogicTM Grid Operating System 
may include one or more of the following subsystems (or 
combinations thereof): 

0061 Distributed Kernel—abstracts and virtualizes the 
grid hardware and provides system services. 

0062 Disposable Infrastructure Manager handles the 
infrastructure for each ApplogicTM application. 

0063 Grid Controller provides a central point for 
managing and monitoring the grid. 

0064. Such subsystems provide a foundation for executing 
and scaling existing web applications on grids of commodity 
SeVeS. 

0065. In at least one embodiment, ApplogicTM may use 
virtualization to enable each disposable infrastructure com 
ponent to run on its own copy of one or more selected oper 
ating systems, and focuses on providing the abstractions and 
services needed at the distributed application level. This 
approach results in a system that may be very robust, while 
capable of integrating and running existing software 
unchanged. 
0066. In at least one embodiment, ApplogicTM may man 
age and/or use disposable infrastructure in order to provide, 
within the application, the necessary infrastructure which 
may be preferred to run a given application. For example, in 
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one embodiment, whenever a given application is started, the 
system may automatically manufacture and assemble the 
infrastructure required to run it. Once the application is 
stopped, ApplogicTM may dispose of all or selected infra 
structure associated with it. This dramatically simplifies both 
the construction and the operation of N-tier applications: 
building infrastructure for each individual application may be 
much simpler than building and managing shared infrastruc 
ture. More importantly, including the infrastructure within 
each application makes applications self-contained and por 
table and enables ApplogicTM to instantiate them on demand 
and migrate them from one grid to another. 
0067. In at least one embodiment, ApplogicTM treats the 
entire N-tier application as a single logical entity that can be 
copied, instantiated, configured, started, stopped, cloned, 
exported, imported, etc. As a result, once the application has 
been integrated and tested, it can be manipulated with 
remarkable ease. For example, a user can scale an instance of 
the application from a fraction of a server to dozens of servers 
simply by defining how much CPU, memory and bandwidth 
may be allocated to that specific instance. Any number of 
instances of the same application can be executed simulta 
neously on the same grid. Multiple, unrelated applications 
can share the grid. Additionally, an instance of an application 
can be cloned, together with its state, database and content, 
and exported to run on another grid that may be located 
half-way around the world. 
0068 According to specific embodiments, ApplogicTM 
may be operable to provide a set of functions that for running 
mainstream web applications. Such functions may include, 
but are not limited to, one or more of the following (or com 
binations thereof): 

0069. Ability to aggregate commodity servers into a 
single Scalable grid; 

0070 Native support for transactional and I/O intensive 
workloads; 

0071 Allowing an unmodified application to run on 
different grids; 

0072 Concurrent execution of multiple unrelated appli 
cations each with its own resource quota: 

0073 Scaling applications from a fraction of a server up 
to the full resources of the grid; 

0074 Supporting hardware, middleware and applica 
tions from a variety of vendors. 

0075. In addition, ApplogicTM may be operable to imple 
ment a variety of services that enable the building of real 
world utility computing systems. Examples of Such services 
may include, but are not limited to, one or more of the fol 
lowing (or combinations thereof): 

0076 Resource and license metering system—enables 
pay-per-use models; 

0077 Catalog delivery system—distributes and shares 
applications and infrastructure; 

0078 Grid management system—manages a data 
center as a single system. 

0079. As described in greater detail below, the various 
features/functionality provided by ApplogicTM and/or by the 
disclosures of U.S. patent application Ser. No. 1 1/522,050, 
and U.S. patent application Ser. No. 1 1/024,641 may be lever 
aged in a manner which enables one to implement a utility 
computing service (herein referred to a “Cloudware’) which 
may combine multiple virtualized utility computing grids 
(such as, for example, multipleApplogicTM-based grids) into 
a single scalable, highly available computing cloud that, for 
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example, may be used to run distributed Web 2.0 applications. 
In at least one embodiment, the term "Cloud Computing 
may be characterized as a pool of abstracted, highly scalable, 
and managed computing resources capable of hosting end 
customer applications. 

Cloudware System Embodiments 
0080 Generally, the cloudware techniques described 
herein may be implemented on software and/or hardware. For 
example, they can be implemented in an operating system 
kernel, in a separate user process, in a library package bound 
into network applications, on a specially constructed 
machine, overa utility computing grid, on a network interface 
card, etc. In a specific embodiment of this invention, the 
technique described herein may be implemented in software 
Such as an operating system or in an application running on an 
operating system. 
I0081. A software or software/hardware hybrid implemen 
tation of various cloudware related techniques may be imple 
mented on a general-purpose programmable machine selec 
tively activated or reconfigured by a computer program stored 
in memory. Such programmable machine may be a network 
device designed to handle network traffic, Such as, for 
example, a router, a Switch and/or a server. Such network 
devices may have multiple network interfaces including 
frame relay and ISDN interfaces, for example. A general 
architecture for some of these devices will appear from the 
description given below. In other embodiments, some cloud 
ware techniques described herein may be implemented on a 
general-purpose network host machine Such as a personal 
computer, server, or workstation. Further, at least one 
embodiment may be at least partially implemented on a card 
(e.g., an interface card) for a network device or a general 
purpose computing device. 
I0082 FIG. 1A illustrates an example embodiment of a 
server system 80 which may be used for implementing vari 
ous aspects/features described herein. In at least one embodi 
ment, the server system 80 includes at least one network 
device 60, and at least one storage device 70 (such as, for 
example, a direct attached storage device). 
I0083. In one embodiment, server system 80 may be suit 
able for implementing at least some of the cloudware tech 
niques described herein. 
I0084. In according to one embodiment, network device 60 
may include a master central processing unit (CPU) 62, inter 
faces 68, and a bus 67 (e.g., a PCI bus). When acting under the 
control of appropriate software or firmware, the CPU 62 may 
be responsible for implementing specific functions associ 
ated with the functions of a desired network device. For 
example, when configured as a server, the CPU 62 may be 
responsible for analyzing packets; encapsulating packets; 
forwarding packets to appropriate network devices; instanti 
ating various types of virtual machines, virtual interfaces, 
virtual storage volumes, virtual appliances; etc. The CPU 62 
preferably accomplishes at least a portion of these functions 
under the control of Software including an operating system 
(e.g. Linux), and any appropriate system software (such as, 
for example, ApplogicTM software). 
I0085 CPU 62 may include one or more processors 63 
Such as, for example, one or more processors from the AMD, 
Motorola, Intel and/or MIPS families of microprocessors. In 
an alternative embodiment, processor 63 may be specially 
designed hardware for controlling the operations of server 
system 80. In a specific embodiment, a memory 61 (Such as 
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non-volatile RAM and/or ROM) also forms part of CPU 62. 
However, there may be many different ways in which 
memory could be coupled to the system. Memory block 61 
may be used for a variety of purposes such as, for example, 
caching and/or storing data, programming instructions, etc. 
I0086. The interfaces 68 may be typically provided as inter 
face cards (sometimes referred to as “line cards”). Alterna 
tively, one or more of the interfaces 68 may be provided as 
on-board interface controllers built into the system mother 
board. Generally, they control the sending and receiving of 
data packets over the network and sometimes Support other 
peripherals used with the server system 80. Among the inter 
faces that may be provided may be FC interfaces, Ethernet 
interfaces, frame relay interfaces, cable interfaces, DSL inter 
faces, token ring interfaces, Infiniband interfaces, and the 
like. In addition, various very high-speed interfaces may be 
provided, such as fast Ethernet interfaces, Gigabit Ethernet 
interfaces, ATM interfaces, HSSI interfaces, POS interfaces, 
FDDI interfaces, ASI interfaces, DHEI interfaces and the 
like. Other interfaces may include one or more wireless inter 
faces such as, for example, 802.11 (WiFi) interfaces, 802.15 
interfaces (including BluetoothTM), 802.16 (WiMax) inter 
faces, 802.22 interfaces, Cellular standards such as CDMA 
interfaces, CDMA2000 interfaces, WCDMA interfaces, 
TDMA interfaces, Cellular 3G interfaces, etc. 
0087 Generally, one or more interfaces may include ports 
appropriate for communication with the appropriate media. 
In some cases, they may also include an independent proces 
sor and, in some instances, volatile RAM. The independent 
processors may control Such communications intensive tasks 
as packet Switching, media control and management. By pro 
viding separate processors for the communications intensive 
tasks, these interfaces allow the master microprocessor 62 to 
efficiently perform routing computations, network diagnos 
tics, security functions, etc. 
0088. In at least one embodiment, some interfaces may be 
configured or designed to allow the server system 80 to com 
municate with other network devices associated with various 
local area network (LANs) and/or wide area networks 
(WANs). Other interfaces may be configured or designed to 
allow network device 60 to communicate with one or more 
direct attached storage device(s) 70. 
0089 Although the system shown in FIG. 1A illustrates 
one specific network device described herein, it is by no 
means the only network device architecture on which one or 
more embodiments can be implemented. For example, an 
architecture having a single processor that handles commu 
nications as well as routing computations, etc. may be used. 
Further, other types of interfaces and media could also be 
used with the network device. 
0090 Regardless of network device's configuration, it 
may employ one or more memories or memory modules 
(such as, for example, memory block 65, which, for example, 
may include random access memory (RAM)) configured to 
store data, program instructions for the general-purpose net 
work operations and/or other information relating to the func 
tionality of the various cloudware techniques described 
herein. The program instructions may control the operation of 
an operating system and/or one or more applications, for 
example. The memory or memories may also be configured to 
store data structures, and/or other specific non-program infor 
mation described herein. 
0091 Because such information and program instructions 
may be employed to implement the systems/methods 
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described herein, one or more embodiments relates to 
machine readable media that include program instructions, 
state information, etc. for performing various operations 
described herein. Examples of machine-readable storage 
media include, but are not limited to, magnetic media such as 
hard disks, floppy disks, and magnetic tape; optical media 
Such as CD-ROM disks; magneto-optical media such as flop 
tical disks; and hardware devices that may be specially con 
figured to store and perform program instructions, such as 
read-only memory devices (ROM) and random access 
memory (RAM). Some embodiments may also be embodied 
in transmission media Such as, for example, a carrier wave 
travelling over an appropriate medium Such as airwaves, opti 
cal lines, electric lines, etc. Examples of program instructions 
include both machine code, such as produced by a compiler, 
and files containing higher level code that may be executed by 
the computer using an interpreter. 
0092 FIG. 1B shows an example embodiment of a global 
network portion 99 which may be used for implementing 
various aspects described herein. As illustrated in the 
example of FIG. 1B, global network portion 99 may include 
a plurality of different data centers (e.g., 85a-c) which, for 
example, may reside at different physical and/or geographic 
locations. For example, in one embodiment, data center 85a 
may be located in the United States, data center 85b may be 
located in Europe, and data center 85c may be located in Asia. 
In at least one embodiment, each of the different data centers 
may be communicatively coupled to each other via a wide 
area network (e.g., WAN 90) such as, for example, the Inter 
net or world wide web. 
0093. In at least one embodiment, each data center may 
include a respective plurality of server systems 80 (herein 
“servers’) which may be communicatively coupled together 
via one or more local area networks (e.g., LAN191 and/or 
LAN292). In at least one embodiment, at least a portion of the 
data center servers may include at least a portion of features 
and/or components similar server system 80 of FIG. 1A. 
0094. According to specific embodiments, at least some of 
the data centers may include several different types of local 
area networks Such as, for example, a backbone LAN (e.g., 
LAN1 91) which may be utilized for providing localized 
communication between various local network elements 
within a given data center, and an internet LAN (e.g., LAN2 
92) which, for example, may be utilized for providing WAN 
or Internet access to various local network elements within 
the data center. 
0.095. In at least one embodiment, one or more of the data 
centers may be operable to host a variety of different types of 
applications and/or other software. Examples of Such appli 
cations may include, but are not limited to, one or more of the 
following (or combinations thereof): 

0.096 website applications/software (e.g., applications/ 
Software use for implementing portions of a website 
Such as, for example, www.uspto.gov, youtube.com, 
etc.); 

0097 web-based applications/services (such as, for 
example, those provided by Mircosoft(R) Office Online, 
office.microsoft.com, Google's search, Salesforce.com, 
etc.); 

0.098 web-based application services (such as, for 
example, Amazon's S3 storage service or Google's 
adwords); 

0099 general purpose business applications (such as, 
for example, Oracle, SAP, enterprise resource planning, 
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customer relationship management, payroll, account 
ing, human resources, logistics, stock trading such as 
www.schwab.com, etc.); 

0100 communications applications 
example, Asterisk or Skype); 

(such as, for 

0101 video on-demand applications: 
0102 high-performance-computing applications; 
0.103 online gaming systems (such as, for example, 
Blizzard's World of Warcraft); 

0104 online desktops: 
0105 network services, such as, for example, the 
Domain Name Service, proxy servers, e-mail filters, 
e-mail servers, etc.; 

0106 video-conferencing 
example, Cisco's WebEx); 

0.107 service-oriented architecture and XML web ser 
Vice components (such as, for example, the Aivea eShip 
Web Service at www.aivea.com/eshipinfo.htm, and/or 
the GeoIP lookup service at www.hostip.info/use.html) 

0.108 e-commerce applications such (such as, for 
example, Amazon.com, e-Bay and Apple iTunes) 

0109 parallel computation applications (such as, for 
example, applications based on MPI interface or 
MapReduce interfaces like Hadoop): 

0110 data mining applications (such as, for example, 
customer loyalty databases, mapping software; video, 
image and Sound processing and conversion); 

services (such as, for 

0111 in-the-cloud services (like Google's MapRe 
duce); 

0112 content delivery networks, including but not lim 
ited to applications that provide distributed content by 
caching or other methods closer to the consumer; 

0113 etc. 
0114. Additionally, in at least one embodiment, one or 
more of the data centers may be operable to provide various 
types of database services such as, for example, data storage, 
database queries, data access, etc. 
0115 Additionally, by utilizing virtualization software 
such as 3TERA's ApplogicTM, one or more of the servers of 
a given data center may be implemented as a server grid 
which may be operable to enable utility computing for dis 
tributed applications. Additionally, in at least one embodi 
ment, multiple server grids from different data centers may be 
linked together to form a virtual global server grid which may 
be used to facilitate utility computing for distributed applica 
tions. 
0116. In at least one embodiment, a distributed application 
may be characterize as an application made up of distinct 
components (e.g., virtual appliances, virtual machines, Vir 
tual interfaces, virtual Volumes, virtual network connections, 
etc.) in separate runtime environments. In at least one 
embodiment, different ones of the distinct components of the 
distributed application may be hosted or deployed on differ 
ent platforms (e.g., different servers) connected via a net 
work. In some embodiments, a distributed application may be 
characterize as an application that runs on two or more net 
worked computers. 
0117. In the example of FIG. 1B, users (e.g., at client 
systems and/or other network devices) may be able to access 
one or more of the data centers via the WAN 90. 
0118. Additionally, as explained in greater detail below, 
one or more of the data centers may include hardware/soft 
ware for implementing a Cloudware System 98 which may be 
used to provide users and/or data centers with various types of 
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different functionalities. In at least one embodiment, the glo 
bal network 99 may be collectively referred to as a Cloudware 
network. 
0119. In at least one embodiment, one aspect of the vari 
ous Cloudware techniques described herein may be directed 
to a Cloudware-based utility computing service. For 
example, in one embodiment, Cloudware may be imple 
mented as a global service which, for example, may be oper 
able to provide computing resources to users according to 
various pricing models (such as, for example, Subscription 
model, pay-as-you-go model, etc.). In one embodiment, the 
service may be operated by a business entity (e.g., 3Tera) and 
the computing resources may be provided by the business 
entity’s (3Teras) hosting partners or other service subcribers. 
0.120. As used herein, the term "Nimbus' may be used to 
characterize a first portion of functionality which may be 
provided by Cloudware. 
I0121 By way of illustration, the following examples may 
be intended to help illustrate various aspects and/were fea 
tures relating to the various Cloudware related techniques 
described herein. 

Example A 

I0122. In this example it may be assumed that a user navi 
gates the Internet and accesses the Cloudware network via the 
Cloudware portal. In one embodiment, the Cloudware home 
page may describe what Cloudware is and may offer the user 
access to log in and/or sign up. During the sign up process, the 
user may choose one or more a data center locations for 
instantiating and running one or more distributed application 
(s) selected by the user. In one embodiment, the Cloudware 
services may be offered at different geographic locations, 
Such as, for example, Texas, Germany, Japan, etc. 
I0123. In one embodiment, once the user has logged into 
his/her account, one or more customized user dashboard page 
(s) (see, e.g., FIGS. 7-14) may be displayed the user. In one 
embodiment, the user dashboard page may include status 
information (e.g., status Summary) relating to one or more of 
the user's associated applications. Additionally, in at least one 
embodiment, the user dashboard page may include one or 
more different types of messages sent to the user's account. 
The user dashboard page may also include a list of the user's 
applications and/or other Cloudware network resources. For 
example, in at least one embodiment, the user can also see a 
catalog of available application templates by expanding an 
appropriate side bar and/or by accessing an expanded dash 
board GUI. According to different embodiments, the user 
dashboard page(s) may include various functionality for 
allowing the user to perform a variety of operations such as, 
for example, one or more of the following (or combinations 
thereof): 

0.124 creating new applications; 
0.125 starting and/or stopping applications; 
0.126 viewing or editing the applications infrastruc 
ture; 

0.127 reviewing application's log; 
0128 logging into an application or application's man 
agement interface; 

0.129 reserving resources for an application prior to 
starting it; 

0.130 configuring an application (configuring param 
eters, resources, location, etc.); 

0131 renaming, copying or deleting the application; 
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0132 exporting an application (e.g., for backup or 
deployment outside of Cloudware); 

0.133 importing an application (e.g., from backup); 
0.134 automatically migrating the application between 
grids or datacenters (e.g., based on various detected 
conditions/events), so that a more appropriate location 
can be used (e.g., cheaper, better quality, closer to user's 
locality, resource availability, etc.); 

0.135 publishing an application so that other users and 
accounts can create instances of it (free or for-pay); 

0.136 creating an instance (provisioning) of a published 
application; 

0.137 promoting an application instance into an appli 
cation template, e.g., so instances of that template can be 
easily provisioned; 

0.138 perform various other operations over whole 
applications; 

0.139 reading messages received through the service; 
0140 viewing user's account status and account bal 
ance, 

0141 viewing user's account resource usage and esti 
mated resource usage and charges; 

0.142 viewing user's payment history; 
0.143 viewing the amount of license and usage fees 
accrued to user's account for resources and applications 
or appliances published by the user or user's account; 

0144) etc. 
0145. In at least one embodiment, a user may edit a 
selected application using an infrastructure editor, such as 
that shown, for example, in the example of FIG. 14. The user 
can assign resources to each component (appliance) of the 
user's application separately, as well as to the application as a 
whole. 
0146 In at least one embodiment, a user may be charged 
for use of different Cloudware services and/or Cloudware 
resources. For example, in one embodiment, a user may be 
charged for one or more of the following Cloudware services/ 
resources (and/or combinations thereof): 

0147 account monthly fee (e.g., S fee/month); 
0148 CPU/memory time: (e.g., S fee per CPU core/1 
GB RAM, per hour); 

0149 storage: (e.g., S fee per 10GB per hour reserved 
storage); 

(O150 transfer: (e.g., S fee per GB of transfer); 
0151 routable IP addresses: (e.g., S fee per address per 
hour); 

0152 appliance use (e.g., S fee per instance or per 
resource used by a licensed appliance); 

0153 application use (e.g., S fee per instance, per appli 
cation user/seat, or per resources used by a licensed 
application); 

0154 service use for services published Cloudware 
(e.g., S fee per web service request); 

O155 etc. 
0156 According to different embodiments, the prices/fees 
may be based on many factors and may differ from data center 
to data center. In some embodiments, various services/re 
Sources may be bundled together. For example, in one 
embodiment, different bundles may be offered which include 
fixed amounts of CPU/memory, storage (e.g., 10 GB per 
CPU-month) and/or bandwidth (e.g., 100 GB per CPU 
month). In this way, for applications that utilize a typical 
amount of resources, the use may only be charged for costs 
relating to the monthly account fee plus the CPU/memory 
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(e.g., because most other resources fit in the bundle and don't 
require a separate charge). Such bundling also allows for 
betterplanning of resources at the datacenters that provide the 
SOUCS. 

0157 According to different embodiments, the various 
prices/fee structures may also be based on a periodic (e.g., 
monthly, yearly, etc.) payment plan plus overage schema, 
similar to mobile phone plans in the ONE (e.g., like T-mo 
bile's Individual Max.). In one embodiment, the user can 
pre-pay for a certain amount of resources (e.g., 10,000 GB 
hours of RAM and hours of CPU) at a lower per-resource 
price for the pre-paid resources and be charged a higher price 
for resources used in excess of the pre-paid resources. This 
payment schema allows for better planning both on the user 
side and on the datacenter/service operator side. It also allows 
Some users, e.g., Such as those who are able to better predict 
and pre-buy their resource use, to obtain prices that may be 
low enough and closer to the price of dedicated resources, 
while still allowing the flexibility of dynamically adding 
additional resources on the fly (e.g., to handle bursts in 
resource need/utilization) should conditions warrant. In other 
embodiments, the periodic plans may be for different time 
periods—e.g., from hours to years; as well as simply a pre 
bought package of resources (e.g., 1 million GB-hours) that 
can be used over a specified time period, (e.g., much like a 
prepaid phone card). 
0158. In at least one embodiment, the pre-pay and bundle 
approaches may be combined to achieve predictable and 
competitive pricing for the service(s) offered. 
Features 

0159. According to different embodiments, Cloudware 
and/or Cloudware Nimbus may provide various features and/ 
or functionalities such as, for example, one or more of the 
following (or combinations thereof): 

0.160 Full Applogic capabilities 
0.161 Global data center selection 

0162 multiple geographic locations of different data 
centers/grids 

0163 multiple grids possible in each data center 
0164 accounts may be bound by default to a shared 
grid in a selected data center 

0.165 accounts can be migrated manually between 
grids, data centers, or even moved to a dedicated grid 
(e.g., a grouping of Cloudware-enabled servers which 
have been allocated for exclusive use by a given user/ 
account) 

0166 Account portal 
0.167 on-line sign up that doesn't require human 
interaction 

0168 credit card billing 
(0169 on-line statement 

0170 Per-usage billing for resources 
(0171 hourly billing 
(0172 flexible resource assignment (CPU in 10% 

increments, memory in 128 MB increments, storage 
in 25 MB increments) 

0173 bundled storage and transfer resources 
0.174 Public IP address management 

0.175 automatic IP address assignment 
0176) direct routable IP address assignment 
0177 IP address enforcement 

0.178 Application templates 
0179 Linux, Solaris and Windows Virtual Private 
Servers 
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0180 
0181 

Lamp, LampX4, LampX8 
LampCluster 

0182 DotNet 
0183 Grid detached operation prevents global outages 
for the applications in case of outage of the control 
service 

0184. Notes: 
0185. Applogic preferably continues to exist as a prod 
uct for standalone virtual private data centers 

0186 Nimbus supports both accounts going to shared 
grids and/or to dedicated grids; 

0187 Various mechanisms may be provided for han 
dling assignment of dedicated grids (e.g., user-requested 
Subcription to dedicated grid; data center-driven push to 
Subscriber account, etc.). In at least one embodiment, a 
dedicated grid may include a group of physical servers in 
the Cloudware network which have been allocated for 
exclusive use by a specified user/account. 

Other Features 

0188 According to different embodiments, Cloudware 
and/or Cloudware Nimbus may also provide other features 
and/or functionalities such as, for example, one or more of the 
following (or combinations thereof): 

0189 multiple users per account 
0.190 controlling multiple data centers from the same 
acCOunt 

0191 globally accessible catalogs of appliances and/or 
applications 

0.192 easy migration of applications between data cen 
ters and/or between accounts 

0193 social networking features (incl. detailed statis 
tics) 

Architecture Overview 

0194 For example, in one embodiment, Cloudware Nim 
bus may be configured or designed to follow a shared grid 
design which allows it to support all (or selected) desired 
features of Cloudware. 

0195 In at least one embodiment, Cloudware can be 
thought of as operating system for the world's first global 
distributed computer. In this sense, it has resources (e.g., grids 
located at various different locations over the world), a kernel 
and a user interface. 
0196. More specifically, in one embodiment, Cloudware 
Nimbus (also referred to herein as "Nimbus') may include 
one or more of the following components (or combinations 
thereof): 

0.197 CUI Cloudware User Interface 
0198 Portal portal application; provides web site, 
registration, billing and login, as well as all or selected 
other portal functions—forums, docs, etc. 

0199 Shell(s)—account shells, one per active 
account 

0200 API(s)—API(s) gateway to the service (used 
for programmatic control over entities, using web 
services interfaces) 

0201 KERNEL Cloudware Kernel 
0202 Controller—service controller 
0203 Metering metering system 
0204 Authentication—authentication service 
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0205 Worker Apps—worker applications (long 
term tasks initiated by the controller, such as volume 
resizing, application export, etc.) 

0206 DC Manager data center manager (prefer 
ably not required for Nimbus) 

0207 Repository—data repository (preferably not 
required for Nimbus) 

0208 Scheduler—data center and grid scheduler 
(preferably not required for Nimbus) 

0209 Grids grids distributed to multiple data centers: 
each data center may have one or more grids 

0210 All or selected components of CUI and KERNEL 
may be configured or designed as applications running on a 
“core' grid. In one embodiment, account shells (Shell(s)) 
may be intended to be active only while someone is logged in 
on the account. In other embodiments, account shells may be 
kept running at all or selected times (e.g., with resources paid 
for by the user's monthly account fees). 

Distributed Application Architectures 
0211. At least one example embodiment described herein 
comprises an application model, a visual method and a sys 
tem for rapid delivery of distributed applications. In at least 
one embodiment as described herein, the phrase “inventive 
system’ refers to an example embodiment and/or to alterna 
tive embodiments described or referenced herein. 

1. Application Models 
0212. In at least one embodiment, the application model 
defines several abstractions which, taken together, make it 
possible to express the structures and behavior of complete 
distributed applications. In at least one embodiment, those 
abstractions can be grouped in the following way: virtual 
resources, virtual appliances, composite appliances, catalogs 
of appliances, and applications. 

Virtual Resources 

0213. The present invention uses resource virtualization to 
abstract the underlying hardware system and to make it pos 
sible to define the rest of the application in a hardware 
independent way. At least one embodiment described herein 
defines various types of virtual resources, such as, for 
example: virtual machines, virtual Volumes and virtual net 
work interfaces. 
0214. In an example embodiment described herein, the 
hardware system comprises computing and/or storage nodes 
interconnected through a Suitably fast network, with at least 
one node acting as a system controller. Each node on the 
network preferably exposes one or more pools of virtual 
resources, one pool for each resource type. For each resource 
type, the system controller aggregates multiple discrete 
resource pools, exposed by the various nodes in the system, 
into a single, distributed resource pool. As a result, there is a 
single system-wide resource pool for each type of virtual 
resource. Virtual resources are allocated/created from their 
respective system pools and carry a system-wide identifica 
tion which makes it possible to access a given instance of a 
virtual resource in a uniform fashion independent of where 
the resource is actually located. In at least one embodiment, at 
least some virtual machines may be implemented by a prior 
art virtual machine management system. FIG. 30 illustrates 
an example embodiment of an architecture of a virtual 
machine management system, in which a virtual machine 
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monitor 3030 partitions a physical host 3000 into multiple 
virtual machines, such as the virtual machines 3010 and 3020, 
and manages the access from virtual devices 3013, 3014, 
3023 and 3024 to physical devices 3040,3050 and 3060. Each 
virtual machine is capable of booting a general-purpose oper 
ating system, such as 3011 and 3021, and any other software 
that it may be configured to run. 
0215 Most virtual machine managers virtualize access to 
at least two types of peripheral devices, namely network 
interfaces and block storage devices. When configuring an 
individual virtual machine, one can specify a set of virtual 
network devices and a set of virtual storage devices for that 
virtual machine, and define how those virtual devices should 
be mapped to the actual physical devices of the host. In 
addition, some virtual machine managers make it possible to 
map a virtual device of a given virtual machine to a logical 
device (network interface or disk volume) implemented by an 
operating system in another virtual machine. Virtual machine 
managers also allow individual virtual machines to be 
migrated from one host to another, transparently to the Soft 
ware that runs inside the virtual machine. An example of such 
prior art virtual machine manager is Xen, described in Xen. 
0216. In the present invention, virtual machines are 
assigned a set of execution attributes that determine the mini 
mum and maximum amounts of processing power, memory 
and network bandwidth that can be allocated to a given 
instance of a virtual machine, as well as to permit or prohibit 
the migration of the virtual machine. 
0217 Virtual storage Volumes are logical block devices 
exposed by one or more hosts on the system and accessible 
from virtual machines running on the same or on other hosts. 
Virtual Volumes are persistent, named objects, the size of 
which is defined at the time of creation and which reside on 
the system until explicitly destroyed. In an example embodi 
ment, a virtual Volume defined and exposed by one node is 
accessible from any node in the system, thereby allowing a 
virtual machine that uses the volume to be migrated freely to 
any node. One way to implement virtual Volumes is by con 
figuring NBD so that each individual virtual volume is 
stored in a file on one of the hosts, shared on the network as an 
NBD volume and accessed from the other hosts using the 
NBD client. 
0218. In an example embodiment, a virtual volume is typi 
cally accessed exclusively by a single virtual machine. This 
makes it possible and desirable to cache Volume contents 
aggressively on the host on which the virtual machine access 
ing the Volume is being executed. Such caching is easily 
accomplished, for example, by layering on top of the NBD 
client a block device driver that uses a file on a local physical 
disk to store copies of blocks recently accessed by the virtual 
machine. 
0219. Another aspect described herein is the ability to 
create multiple instances of the same virtual volume. Those 
are useful wheneverthere is a need to share a large set of data 
among multiple virtual machines in Such a way as to permit 
each virtual machine to make relatively small number of 
modifications to the common set of data for its own use. 
Instantiable virtual volumes can be implemented by simply 
replicating the common Volume for each virtual machine. 
0220. In an example embodiment, however, an instan 
tiable volume is implemented by a combination of a “master 
virtual Volume which is common to all instances and contains 
the common data, and a “differential virtual Volume for each 
virtual Volume instance, which accumulates the modifica 
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tions made to the specific instance. The master Volume and 
the differential volume are presented to the client virtual 
machine as a single block device, for example, by layering an 
appropriate block device driver over an NBD client that can 
access both virtual volumes. 

0221 FIG. 31 illustrates the inventive virtual network 
interfaces provided by the present invention. Virtual network 
interfaces are used to abstract the structure of the network 
interconnect inside the distributed application. A pair of vir 
tual network interfaces, such as VNI1 and VNI3, is used to 
create a “virtual wire' between virtual network adapters 
vNIC1 and VNIC3, which belong to virtual machines VM1 
and VM2, respectively. The virtual wire operates in a manner 
equivalent to a cross-over cable that connects two physical 
network interface cards directly: it transfers packets from one 
of the cards to the other and vice-versa. 

0222. In an example embodiment, virtual network inter 
faces are implemented by combining two types of objects, a 
virtual interface factory, such as VNFAC1, and a virtual inter 
face instance, such as VNI1. The virtual interface factory is 
preferably attached to each virtual machine and creates one 
virtual interface instance for each virtual network adapter 
configured on its virtual machine. The factory configures 
each virtual interface instance with the MAC address of its 
respective virtual network adapter, thereby allowing the 
instance to intercept all outbound traffic from that adapter. 
The virtual interface instance VNI1 is also configured with 
information sufficient to establish connection with its coun 
terpart, the virtual interface instance VNI3 using the physical 
network available in the hardware system. VNI1 intercepts 
outgoing traffic from VNIC1 and forwards it to VNI3 which 
channels the packets into VNIC3, optionally modifying 
packet headers to Support the tunneling abstraction. Traffic in 
the opposite direction is handled the same way. 
0223 Depending on the physical network used, virtual 
wire VC1 can be implemented by tunneling application traffic 
(packets) between two virtual network interfaces through a 
TCP connection, UDP datagrams, InfiniBand reliable con 
nection, or as direct memory-to-memory transfer whenever 
both VNI1 and VNI3 happen to be located on the same host, 
all of which is completely transparent to the communicating 
virtual machines VM1 and VM2. Indeed, it is possible to 
move the virtual wire VC1 from, for example, a TCP connec 
tion over Gigabit Ethernet, to a reliable connection over 10 
Gigabit InfiniBand on the fly, transparently to the communi 
cating virtual machines. 

Virtual Appliances 

0224 FIG. 32 illustrates the inventive virtual appliance. 
The virtual appliance 3200 comprises a boundary, boot vol 
ume 3240, and interior. The boundary comprises the execu 
tion attributes 3210, the terminals 3220, 3221 and 3222, the 
properties 3230, the content volume 3241. The interior com 
prises operating system 3250, configuration files 3280, soft 
ware services 3260 and the application service 3270. In an 
example embodiment, virtual appliances are defined by 
building a descriptor such as the descriptor 700 illustrated in 
FIG. T. Of U.S. Pub. No. 2007OO78988. 

0225. In an example embodiment, virtual appliances are 
created by first defining a virtual appliance class using 
descriptor similar to 700 and then creating one or more virtual 
appliance instances that execute on the target system. The 
class is used as a template for creating instances. 
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0226 FIG.33 illustrates the process of creating multiple 
virtual appliance instances from one class. To create the 
instance 3350, the system first creates a virtual machine with 
one virtual network adapter for each terminal, such as 3381 
and 3382, and an instance of a virtual network interface for 
each of the adapters. In addition, the system creates one 
virtual block device for each volume 3360. 

0227. The system next creates a virtual volume instance 
3360 by either replicating the class volume 3310 or by creat 
ing a differential volume using the class volume 3310 as a 
master, as described above, and binds it to the corresponding 
block device created above. 

0228. The virtual machine of the instance is created using 
the specific values assigned to the execution attributes. In 
addition, the instance is configured with the values 3370 of 
the properties 3320, preferably by modifying the configura 
tion files 3351 residing on the volume 3360. Since volume 
3360 is an instance of the master volume 3310, the modifica 
tions are private to the instance 3350. 
0229. The system then proceeds to execute the virtual 
machine, resulting in the booting the operating system 3352 
and starting the various services 3353. 
0230. The inventive process for defining virtual appliance 
classes and instances makes it possible to separate (a) the 
information and configuration that are common to all virtual 
appliances of a given class. Such as the operating system and 
the application service code, and the configuration required to 
make them work together, and (b) the configuration and con 
nection data that are specific for each instance of the virtual 
appliance based on its role in the distributed application. 

Properties of Virtual Appliances 

0231. Unlike execution attributes, the set of which is pref 
erably common to all classes of virtual appliances, in prac 
tice, each class of virtual appliances would have configura 
tion parameters that are specific to the function and the 
implementation of the class. The present invention provides a 
mechanism for exposing the desired set of such configuration 
parameters to be modified by the application designer 
through a universal property interface modeled after proper 
ties of software components (such as Microsoft ActiveX con 
trols). 
0232. With the inventive property mechanism, the 
designer of a virtual appliance class defines the set of prop 
erties 3320, preferably by defining the name, data type and 
default value of each property as part of the class descriptor. 
In addition, within the same descriptor, the virtual appliance 
designer specifies the names of one or more configuration 
files 3351, into which the values of the properties need be 
transferred at the time of instance creation. 

0233 FIG. 34 illustrates an example embodiment of a 
mapping of virtual appliance property values into configura 
tion file settings and Scripts that execute inside an instance of 
a virtual appliance. In the case of scripts 3400, for each 
property defined in the appliance class an example embodi 
ment provides an environment variable named after that prop 
erty and initializes such variable to the value of the property 
with which the instance was configured. In the case of a 
text-based configuration file 3410, a parameter 3411 is set to 
a specific value 3414. To map a property of the appliance to 
the parameter 3411, the designer of the appliance adds a 
comment to the configuration file with a tag 3412, identifying 
the appliance property name 3413, which is to be mapped to 
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the parameter 3411. This is sufficient to cause the system to 
replace the value 3414 with the value of the property 3413 as 
set on the appliance instance. 

Terminals of Virtual Appliances 
0234. In order to visually build structures of virtual appli 
ances, the present invention defines the notion of terminals as 
connection points that represent endpoints for logical inter 
actions between appliance instances. The inventive terminals 
are designed so that already existing software packages used 
inside virtual appliances can communicate through terminals 
without requiring modifications. 
0235. With reference to FIG. 32, a terminal could be an 
input, such as the input 3220, oran output, Such as the outputs 
3221 and 3222. An input terminal is a terminal for accepting 
network connections; an output terminal is a terminal for 
originating network connections. With respect to the flows of 
requests and data, both types of terminals allow bi-directional 
transfers. A terminal preferably comprises a name, a virtual 
network adapter and a virtual network interface. 
0236 When an output terminal of one virtual appliance 
instance is connected to an input terminal of another instance, 
the system creates a virtual wire between their respective 
virtual network interfaces, and assigns virtual IP addresses to 
both ends of the connection. 
0237 With reference to FIG.31, the virtual appliance VA1 
has a virtual machine VM1 and an output terminal OUT1, 
comprising VNIC1 and VNI1. This terminal is connected to 
the input terminal IN of the virtual appliance VA2 through the 
virtual wire VC1. Whenever the software running inside VM1 
attempts to resolve the name of the output OUT1 as a network 
host name, the inventive system will provide it with the virtual 
IP address assigned to the opposite end of the virtual wire 
VC1 which is connected to the terminal IN. This has the effect 
of binding the network host name “OUT1” in VA1 to the IP 
address of the terminal IN of VA2. 
0238 Assuming that in the virtual machine VM2 of the 
appliance VA2, a Software service is listening on a socket for 
incoming TCP/IP connections, an attempt to establish a TCP/ 
IP connection to host name “OUT1 from inside VM1 will 
result in the connection being established with the software 
running inside VM2, with all traffic passing through the vir 
tual wire VC1. 

Volumes of Virtual Appliances 

0239 Each instance of the inventive virtual appliances has 
at least one Volume from which it boots operating system and 
other software. These volumes may be provided as part of the 
class definition of the appliance and instantiated for each 
virtual appliance instance. In many cases, virtual appliances 
may have additional Volumes that are not part of the class 
definition but are explicitly configured on each instance of the 
virtual appliance. 
0240. With reference to FIG. 32, the boot volume 3240 
may contain Software and configuration necessary to boot a 
Linux operating system and run an Apache web server; this 
volume is part of the class definition and is instantiated for 
each instance of the appliance 3200. The volume 3241 may 
contain data specific to a given web site, for example, HTML 
files, images and JavaScripts. 
0241 While the class definition for appliance 3200 
includes a reference to the specific volume 3240, it only 
defines a placeholder for the volume 3241, indicating that 
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each instance of the appliance 3200 may be explicitly con 
figured with a reference to such volume. 
0242. Instantiating the appliance 3200 and configuring the 
instance with a reference to the volume 3241 has the effect of 
producing an instance of an Apache web server that serves the 
particular web site the content of which is located on volume 
3241. In addition, defining a property on the appliance 3200 
through which the appliance can be configured with a direc 
tory name on the volume 3241 from which it would access the 
content allows multiple different instances of the appliance 
3200 to be configured with the same volume 3241 but serve 
different content located in different directories on the Vol 
le. 

0243 The same pattern can be applied to design a generic 
J2EE server appliance that can be configured with a volume 
containing the EJB code packages for a particular application 
function, or a generic database server configured externally 
with a Volume containing a specific database. In fact, using 
the combination of application Volume plus directory path 
property, as described in the paragraph above, makes it pos 
sible to combine static content, code and data of the applica 
tion on a single application Volume which makes the appli 
cation easier to modify and maintain. 

Structures of Virtual Appliances 
0244. The inventive virtual appliances can easily be com 
bined to form structures that perform advanced application 
functions. Assuming that all required appliance classes 
already exist, defining such structure involves three general 
steps: defining the set of instances; providing the desired 
configuration values for attributes, properties and Volumes of 
each instance; and defining the connections between their 
terminals. 
0245 FIG.33 illustrates a presentation tier of a web appli 
cation implemented as a structure of virtual appliances. The 
structure comprises one instance of a load balancer appliance 
3301, and three instances of a web server appliance, the 
instances 3302,3303 and 3304. The outputs 3310,3311 and 
3312 of the load balancer 3301 are connected to the inputs 
3320, 3321 and 3322 of the three web server instances, 
respectively. In addition, the load balancer 3301 is parameter 
ized with a value for its TIMEOUT property 3330, and the 
web server instances are parameterized with a cache size 
value for their CACHE properties 3340,3341 and 3342. 
0246 Arbitrarily complex structures of virtual appliances 
can be described in a uniform way by capturing the set of 
instances that participate in them, configuration parameters 
for each instance and the connections between their termi 
nals. This allows the inventive system to instantiate Such 
structures automatically, by interpreting Such structure 
descriptions, instantiating virtual appliances, configuring 
them with the provided values and establishing virtual wires 
through which the appliances could interact. 
0247 To assist the design of appliance structures, it is 
preferable that each described instance is assigned a human 
readable name that identifies the role that such instance plays 
within the structure. 

Composite Appliances 

0248 Since the inventive system can easily instantiate 
structures of virtual appliances on demand and in a uniform 
way, it is now possible to define a new, inventive type of 
virtual appliances called Composite Appliances. A composite 
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appliance comprises a boundary and an interior. The bound 
ary of a composite appliance is defined in the same way as the 
boundary of a regular virtual appliance, and the interior of a 
composite appliance comprises a structure of virtual appli 
aCCS, 

0249 FIG. 35 illustrates the inventive composite virtual 
appliance. It defines a new, composite appliance class 3500 
that implements a scalable web tier of a distributed applica 
tion as a single appliance. The boundary of the appliance 3500 
comprises an input terminal 3510 and two output terminals 
3511 and 3512, as well as properties 3520 and 3521. The 
interior of the appliance 3500 comprises the load balancer 
instance 3530 and two instances of a web server, the instances 
3540 and 3550. The input terminal 3510 is connected to the 
input terminal 3531 of the load balancer; the outputs 3532 and 
3533 of the load balancer are connected to the input terminals 
3541 and 3551 of the web servers 3540 and 3550, respec 
tively. The outputs 3542 and 3552 of the web servers are 
connected to the output 3511 of the composite; while the 
outputs 3543 and 3553 are connected to the output 3512. 
(0250) Furthermore, property 3521 of the composite is 
redirected to the property 3535 of the load balancer 3530, 
while the property 3520 of the composite is redirected to the 
properties 3545 and 3555 of the web servers. 
0251. The resulting composite appliance 3500 can be used 
in any structure or application in the place of a web server 
such as 3540, without having to know anything about its 
interior or even the fact that it is a composite appliance. 
Unlike the web server 3540, it will deliver increased perfor 
mance and increased resilience to hardware failures (since it 
can operate with one of the web servers 3540 or 3550 having 
failed), without increased visible complexity in the target 
application. 
0252) An example embodiment of a text descriptor form of 
a composite appliance (e.g., similar to the composite appli 
ance 3500) is illustrated, for example, at FIG. 14 of U.S. Pub. 
No. 20070078988. The descriptor preferably assigns a name 
to the appliance class, identifies properties, terminals and 
volumes visible on the boundary of the appliance, lists the 
Subordinate instances that form the structure of the appliance, 
assigning a name to each instance, identifying the class of the 
instance, and configuring eachinstance by assigning values to 
one or more properties, attributes and/or Volumes; and 
describes the connections between terminals of subordinate 
appliances, as well as between the terminals defined on the 
boundary of the composite appliance and terminals of its 
Subordinates. 
0253) In particular, an example embodiment of a descrip 
tor provides a simple way to “redirect a property of the 
composite appliance to one or more of its Subordinates. For 
example, the property "cache SZ of the web tier composite 
appliance (assembly) is redirected to the property "cache SZ” 
of its subordinates “web1 and “web2 by means of specify 
ing “S.cache SZ” in place of an explicit value in the configu 
ration section of each of those subordinates. This has the 
effect of configuring each of the web1 and web2 subordinates 
with the actual value with which the web tier composite is 
ultimately configured in the target application. 
0254 To implement support for composite appliances, the 
inventive system preferably implements a property mecha 
nism that redirects properties of the composite to one or more 
properties of its Subordinate instances, by redirecting con 
figuration values set on an instance of a composite appliance 
to properties of the appropriate Subordinates, as defined by 
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the interior structure; and a terminal mechanism that forwards 
the configuration information required to create virtual wires 
received by the terminals of the composite appliance to the 
terminals of the appropriate subordinates to which they are 
connected. Such mechanisms can be implemented by the 
system runtime support similar to XDL or, preferably, by a 
structure linker utility that resolves property and terminal 
forwarding references prior to instantiating the application. 

Catalogs and Applications 
0255. The present invention defines away to package mul 

tiple classes of virtual appliances into class libraries called 
Catalogs. The catalogs can be used in multiple applications. 
0256 Each virtual appliance class preferably comprises a 
class descriptor and one or more Volume images referenced 
by the descriptor. Each composite appliance class preferably 
comprises a class descriptor similar to the class descriptor of 
the regular virtual appliance classes and an interior descriptor 
that captures the structure that implements the composite. 
0257. A catalog preferably comprises a catalog package 
descriptor that identifies the classes included in the catalog 
and the class descriptors, Volume images and interior descrip 
tors of those classes. A catalog can be implemented as a 
shared directory on a network in which all descriptors and 
Volume images reside. Alternatively, a catalog may be 
exposed through a web or ftp interface on the Internet. 
0258 FIG. 36 illustrates the inventive catalog structure. It 
includes the external catalog 3600, comprising classes 3610, 
3620 and 3630. The classes 3610 and 3620 are regular virtual 
appliances and contain no references to other classes. Unlike 
them, the class 3630 is a composite virtual appliance and 
contains at least one instance of the class 3620 and, therefore, 
has a reference 3631 to the class 3620. 
0259 Classes included in catalogs preferably have names 
that are unique within the catalog. When a class makes a 
reference to another class contained within the same catalog, 
the name of that class is sufficient to resolve the reference. 
Whenever a class has a reference to a class belonging to 
another catalog, the name of the catalog is preferably pre 
pended to the name of the class to form a name that is unique 
within the inventive system. 
0260 FIG. 36 also illustrates the structure of the inventive 
application. The application 3650 is described as a package 
that comprises a local catalog 3660, a MAIN singleton class 
3670, and another singleton class 3680, as well as the appli 
cation volumes 3690,3691 and 3692. The local catalog 3660 
is a catalog containing the classes 3661 and 3662 which are 
specific to the application 3650 and are not intended to be 
used outside of it. 
0261 The present invention defines a singleton class as a 
class of which only a single instance may be created. Single 
tons may not exist outside of the scope of an application and 
cannot be included in shared catalogs. Each application pref 
erably has at least one singleton, the MAIN 3670, which 
includes the top-level structure of the application. In addition 
to the MAIN singleton, other singletons can be used to define 
Subsystems of the application that are not intended to be 
instantiated by design. All singletons in an application pref 
erably reside directly in the application package and outside 
of the local catalog. 
0262 Each application preferably contains one or more 
virtual volumes that are not directly associated with any vir 
tual appliance class. Such volumes may be used to store 
application-specific content, code packages, libraries and 
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databases, in a layout convenient for access by the operator 
and are bound by configuration to virtual appliance instances 
that require access to such data. 

Using the Application Model 
0263. The abstractions defined in the application model 
are sufficient to describe constructively the structure of an 
arbitrary distributed application without references to the 
hardware system on which it would execute, and without 
explicit dependencies on the actual software functionality 
encapsulated in each of the virtual appliances. Moreover, the 
structure and configuration of the application defined in the 
terms of the application model can be easily expressed 
through a set of static descriptors using a structure descriptor 
language such as XML. Various example embodiments of 
structure description language are illustrated, for example, in 
FIG. 7 and FIG. 14 of U.S. Pub. No. 20070078988. In at least 
one embodiment, as a structure description language, this 
language may be semantically equivalent to XML but is less 
verbose and more suitable for direct editing by humans. 
0264. Using this language, an arbitrarily complex distrib 
uted application can be described in a set of text files, such as, 
for example, one or more of the following (or combinations 
thereof): (1) virtual appliance descriptors; (2) composite 
appliance boundary descriptors; (3) composite appliance 
interior (assembly) descriptors, and (4) package descriptors. 
In at least one embodiment, this set of descriptors, together 
with the images of class Volumes and application Volumes, is 
sufficient to instantiate and execute the application on any 
hardware system that Supports resource virtualization and 
other services defined by the present invention. 

2. Example Visual User Interfaces 
0265 Although it is possible to practice the present inven 
tion by expressing the application design directly in a struc 
ture description language using text editing tools, one 
example embodiment of a method of practicing at least one 
embodiment described herein is to design, implement, inte 
grate and deploy applications in a visual manner. This takes 
full advantage of the fact that all abstractions defined in the 
application model—virtual appliances, structures of appli 
ances, composite appliances and whole applications—are 
easy to visualize and most operations with them are easy to 
implement as visual operations on a computer user interface. 
0266 This section describes an example embodiment of a 
user interface for visualizing distributed applications and 
operations on them. The phrase “the user can', “the editor 
allows the user to’, and similar phrases, throughout this docu 
ment, are used to also denote that “the editor has means to’ or 
“the system has means to’, as appropriate in context. 

Overview 

0267. The primary functionality of the user interface is 
implemented by an application editor that makes it possible to 
create, edit and save the descriptor files that comprise a dis 
tributed application. In at least one embodiment, the editor is 
preferably implemented as a web-browser based user inter 
face, allowing access to the editing functionality from any 
workstation having network connection to the inventive sys 
tem. An example embodiment of an application editor with a 
distributed e-commerce application displayed on the canvas 
is illustrated, for example, in FIG. 20 of U.S. Pub. No. 
2007OO78988. 
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0268. Even though the editor preferably operates in a 
browser, its user interface preferably looks, feels and behaves 
as a desktop windowed application. The visual layout and 
behavior of its user interface is preferably similar to stencil 
and-canvas drawing tools, similar to Microsoft Visio, Kivio 
for Linux, Corel Draw, and others, and is further specialized 
to easily draw and connect structures of components with 
terminals. 
0269. In at least one embodiment, the property sheet 
screens and behavior of the editor may be similar to most 
desktop windowed applications, such as Microsoft Windows 
Explorer property sheets and follow similar visual design 
guidelines. 
0270. At user's option, different scopes (e.g., composite 
appliances) of the application can be either opened in differ 
ent browser windows or may replace the content in the same 
window. The editor preferably supports both visualization 
options. 
0271 Most operations in the editor may be implemented 
so that they can be applied to a single component or to a 
selected set that contains multiple components. Such opera 
tions preferably include at least drag and move on the canvas; 
cut, copy and delete; and modifications achieved through 
property sheets. 
0272. The windows displayed by the editor have titles that 
preferably contain the name of the component being edited, 
the type of editor and the name of the application. It is also 
preferable that the editor performs basic file locking on 
descriptor files on which it presently operates, similar to the 
locking schemas employed typically by text editors. Such as 
the “vi' editor in Linux. This allows multiple users to safely 
view and/or edit one and the same application. 
0273. The editor preferably does not save any modifica 
tions to the application made by the user until the user explic 
itly chooses a 'save' operation. If, while navigating through 
the application, the user tries to close a window or navigate 
away from the modified component, and changes would be 
lost, the editor preferably prompts the user, giving him an 
option to save or discard the changes. 
0274 The editor preferably implements a different screen 
for each type of entity being edited. These screens preferably 
include: a list of available applications, a virtual appliance 
editor, a composite appliance boundary editor and an assem 
bly (interior) editor. In addition, the editor preferably allows 
visual operations between entities, such as dragging virtual 
appliances from a catalog onto the application canvas and 
Vice-versa. 

The Application List 
0275. The application list is preferably the first screen that 
the user sees after logging in. This screen preferably contains 
the list of applications available for editing and provides the 
ability to select and open for editing or viewing one of these 
applications. In addition, the screen preferably provides abil 
ity to execute certain actions over whole applications, such as 
creating a new application, deleting a whole application, 
renaming an application, etc. 
0276 Each entry in the application list preferably includes 
the name of the application, a human-readable description 
and a unique identifier. 

The Virtual Appliance Editor 
0277. The virtual appliance editor (also known as the com 
ponent editor) is preferably a property sheet window for 
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editing virtual appliance classes. All information available in 
this editor is obtained from and stored in the component 
descriptor file of the edited virtual appliance class. The 
appearance of the editor is preferably distinctly different from 
other property sheets, especially from the instance settings 
property sheet of the assembly editor. FIG. 37 illustrates an 
example embodiment of a visual interface of the virtual appli 
ance editor. 

0278. The virtual appliance editor preferably displays a 
preview of the appliance's graphical shape, showing the cor 
rect size and color, as well as the terminals, their names and 
positions. It is preferred that the editor opens in read-only 
mode for all appliance classes except singletons included 
directly in the application package. 
0279. The virtual appliance editor preferably comprises 
the following sections, with each section implemented as a 
separate property sheet tab: a general section, an interfaces 
section, a Volumes section, a resources section, a properties 
section and a configuration files section. 
0280. The general tab preferably contains common class 
attributes, as well as some visual attributes. An example of the 
fields available through this section includes the class name, 
a description, operating system type, whether instances of 
this class can be migrated live from one server to another, as 
well as visual shape, size and color. 
0281. The interfaces tab preferably allows the user to view, 
edit and create the set of virtual appliance interfaces, includ 
ing both terminals and virtual network adapters. It preferably 
displays a list of terminals showing, for each terminal, its 
name, direction (input or output), communication protocol 
for connections on that terminal and a “mandatory’ attribute 
that defines whether the terminal may be connected in order 
for the appliance to operate. For "raw virtual network adapt 
ers—those that are not associated with a terminal—the editor 
may allow defining and editing the MAC address. 
0282. Using the interfaces tab, the users can add, delete or 
rename terminals in the list. The terminal's position, such as 
the side of the component's shape on which the terminal 
appears, and its order among other terminals on that side, may 
be editable as well. The editor preferably allows the user to 
insert gaps between terminals, so that terminals can be visu 
ally grouped, as convenient. 
0283. The volumes tab preferably defines the set of vol 
umes to be used by instances of the virtual appliance class 
being edited. The list includes both class volumes, which are 
to be instantiated with the appliance, and placeholders for 
application Volumes, which are to be parameterized on each 
instance of the appliance. For each volume, the editor prefer 
ably allows the user to define a logical name that determines 
the role of the volume within the appliance, a mount path 
under which this volume will be visible to the software inside 
of the appliance, and a boot attribute defining whether this 
volume is the boot volume for the appliance. The user can 
add, delete and rename Volumes in the Volume list. 
0284. In addition, the volumes tab preferably allows the 
user to define a variety of attributes for each volume. Such 
attributes may include class vs. placeholder, a “mandatory 
attribute for placeholders that defines whether the appliance 
may be parameterized with a valid volume in order to operate. 
In addition, the editor preferably makes it possible to restrict 
the access of the appliance instances to a given Volume to 
read-only access, as well as to express constraints, such as 
“high-bandwidth access” and “local access only” that allow 
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the inventive system to optimize the placement of the vol 
umes and virtual machines that comprise appliance instances. 
0285. The resources tab preferably allows the user to set 
minimum and maximum values for each hardware resource 
required to execute an instance of the virtual appliance. Such 
resources include at least CPU time, memory size and net 
work bandwidth. The system can use these values to ensure 
that sufficient resources are available for each virtual appli 
ance instance, as well as to prevent any particular instance 
from depriving the rest of the executing instances of any 
particular resource. 
0286 The property tab preferably allows the user to 
define, view and edit the list of properties made available on 
each instance of the edited virtual appliance class. It prefer 
ably contains a list of properties, specifying for each property 
its name, data type, whether setting this property is preferred 
on each instance, a default value, and optionally, constraints, 
Such as range for integer properties, maximum length for 
strings, and enumerated list of allowed values. The user can 
add, delete and rename properties on the list, as well as edit 
any of the attributes of each property. 
0287. The configuration files tab preferably lists the set of 
configuration files contained within the virtual appliance to 
which property values are to be applied at instantiation. For 
each configuration file, the tab preferably includes the logical 
name of the volume (as defined in the volumes tab) on which 
the file is to be found, the path of the file relative to the 
specified Volume, and additional information, if needed. Such 
as special character escaping rules for that file. The user 
preferably can add and delete configuration files, and edit the 
information for each file. 

The Composite Appliance Boundary Editor 

0288 The boundary editor is preferably a property sheet 
that allows the user to define the boundary and other elements 
of a composite appliance that are not related to appliance's 
interior structure. This editor is visually and semantically 
similar to the virtual appliance editor, except that it operates 
on composite appliances. 
0289. The editor preferably operates in read-only mode 
for all classes except singletons included directly in the appli 
cation package, and is preferably divided into several sections 
(tabs). 
0290 The general tab contains common class attributes, as 
well as visual attributes. Those preferably include the class 
name, a description, shape color, size and style. 
0291. The terminals tab preferably allows the user to view, 
define and edit the set of terminals exposed on the boundary 
of the composite appliance. It preferably contains a list of 
terminals, including, for each terminal, its name, direction 
(input or output), and a “mandatory’ attribute. The user can 
add, delete and rename terminals, as well as edit the data 
related to each terminal. The terminal's visual position on the 
appliance shape, such as side and order of terminals, can be 
edited as well; gap insertion is preferably Supported if it is 
Supported for virtual appliances. 
0292. The properties tab preferably allows the user to 
define the set of properties that is to be exposed on the bound 
ary of the composite appliance. It preferably includes a list of 
properties, defining, for each property, name, default value 
and an optional “mandatory’ attribute. The user can add, 
delete and rename properties, as well as edit data related to 
each property. 
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0293. The volumes tab allows the user to define a set of 
volume placeholders that can be configured with references to 
application Volumes on the boundary of the instances of the 
edited composite appliance class. For each Volume place 
holder, the tab preferably provides name, an optional “man 
datory’ attribute, as well as other attributes, such as shared or 
read-only. As in other tabs of this editor, the user can add, 
rename, delete or edit list elements. 

The Assembly Editor 
0294 The assembly editor is the main screen of the appli 
cation editor. It allows users to view and edit the interior 
structures of composite appliances. This includes adding or 
removing Subordinate instances, configuring each of those 
instances, and creating the structure by interconnecting their 
terminals. In addition, the assembly editor preferably sup 
ports the ability to customize virtual appliance classes in a 
convenient visual way. To achieve these functions, the assem 
bly editor preferably provides the means for opening the other 
editors, such as the virtual appliance editor, the boundary 
editor, etc. 
0295. In at least one embodiment, the assembly editor 
provides a drawing canvas on which appliance instances, 
virtual or composite, are configured and assembled into struc 
tures. The editor preferably includes one or more palettes that 
make it possible to select the classes of virtual appliances to 
be included in the structure from a catalog, recycle bin, etc. 
0296 To create an instance, the user preferably selects an 
appliance class from a palette and drags it onto the canvas. If 
the selected class is a virtual or composite appliance, the 
editor will create an instance of that class. If a special “blank” 
class is selected, the editor will preferably create a new single 
ton class and place it directly in the application package; as 
well as create an instance of this class. In addition, the editor 
will generate automatically a name for the instance and/or, 
optionally, for the singleton, so that the name is unique within 
the structure being edited. 
0297. The editor preferably displays each instance as a 
rectangular shape with attached terminals. The color, style 
and size of the shape, as well as the positions of the terminals, 
are as specified when defining the virtual appliance class to 
which this instance belongs. 
0298 For each instance, the editor preferably displays the 
class name within the body of the instance, the instance name 
outside of the body, the name and direction of each terminal 
within the terminal, and Zero or more selected attributes that 
apply to this appliance. 
0299. Once an instance is created on the canvas, the editor 
allows the user to drag it freely around the canvas, changing 
its position, and preferably preventing the user from placing it 
directly over another instance. 
0300. The terminals of the instance can be connected by 
preferably clicking on one of the terminals and dragging a 
connection to the other terminal. In at least one embodiment, 
the editor preferably allows output terminals to be connected 
only to input terminals and input terminals only to output 
terminals. Each output is preferably connected to only one 
input, while many outputs can be connected to the same input. 
0301 Whenever multiple outputs are connected to the 
same input, the resulting connections may be joined visually 
as close to the outputs as possible to prevent clutter. 
0302) The editor routes connections automatically by 
default, and preferably allows the user to re-route any con 
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