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Abstract

In this paper, we propose competing models based on text-prompted speaker independent
verification algorithm for an intelligent surveillance guard robot, wherein a robot prompts a code (i.e.
word or phrase) for user entrance authentication. The proposed system requires the text-prompted
speaker independent verification. In addition, it does not require a speaker dependent model and
extra trained model as an alternative hypothesis for log-likelihood ratio test because of memory
limitation. This is due to the given application scenario that an administrator changes the voice code
every day for security reasoning and the targeting domain is unlimited. To resolve these issues, we
propose to exploit the sub-word based anti-models for log-likelihood normalization through reusing
an acoustic model and competing with voice code model. Anti-models using automatic production
rules are set up in an initial time by using the statistical distance of phonemes against a voice code.
The proposed system uses a two-pass strategy using a SCHMM-based recognition and verification
step. In addition, a harmonics-based spectral subtraction algorithm is applied for a noisy robustness
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on an outdoor environment. The performance evaluation is done by using a common Korean
database, PBW452DB, which consists of 63,280 utterances of 452 isolated words recorded in silent
environment.
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1. Introduction

For surveillance tasks, much manpower is expended on sentry duty to guard the premises against
unauthorized personnel for 24h. To lessen the time and effort expended by human guard, an
intelligent surveillance guard robot is desirable. The surveillance guard robot takes the role of
detecting and authorizing persons entering the perimeter of the secured area as well as passing
status warnings. This system includes detection, recognition and tracking by using multiple sensors
such as stereo cameras, IR cameras and array microphones. Under such an environment, a robot
prompts for a code (i.e. word or phrase) for user entrance authentication. In the application scenario,
an administrator changes a voice code every day for security reasons and the targeting domain is
unlimited. Thus, a person authorized to enter a specific region should know the voice code previously
before doing so. First, the proposed system speaks the password. Then, the authorized person
responds with the corresponding voice code word. Such a proposed system is classified as text-
prompted. In addition, as the target domain is unlimited and a person cannot register his identity
information to the proposed system, the system cannot use the speaker dependent model. Because of
this limitation, the proposed system utilizes the general acoustic model that is a speaker
independent. As a result, the voice code verification system requires the text-prompted speaker
independent verification (Sukkar and Lee, 1996). In addition, it does not require a speaker
registration procedure to produce a speaker dependent model or an extra trained model such as a
filler or garbage model for an alternative hypothesis in a log-likelihood ratio test (LRT). Thus, the
proposed system is text-prompted speaker independent verification system. In this paper, the
proposed system leverages on the combination of speech recognition and code verification
https://www.sciencedirect.com/science/article/pii/S0167639305001354 2/27
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simultaneously. While the purpose of this paper is to authenticate the user’s identity, it employs the
concept of code verification as opposed to the speaker verification, which analyzes the unique quality
of spectral content. Therefore, it is clearly not a speaker dependent system.

This paper is motivated by the task where the system does not need to know the speaker and has
only to verify whether the uttered voice code is correct or not in a specific area. To cope with this
task, we consider the utterance verification approach. Over the past several years, much research has
been done in this field (Jiang and Lee, 2003, Rahim et al., 1997, Lleida and Rose, 2000, Wu et al.,
2000). However, such a trial has not been undertaken yet. The utterance verification techniques are
applied to several dialog systems in order to provide a user-friendly service. In addition, for reliability
measurement (Jiang and Lee, 2003), this technique is applied to reject non-speech noises, out-of-
vocabulary words, and potential recognition mistakes. Mostly, the confidence measure (CM) (Xin and
Wang, 2001, Sankar and Wu, 2003, Rahim et al., 1995, Wessel et al., 2001) for this task is used to
verify the uttered observation sequences after or during calculating the probability of a word W
being recognized by an ASR system. Besides the utterance verification, a filler model or garbage
model can be used for these purposes. Most algorithms require the extra model trained for a garbage
model or anti-model. However, the limited memory size of our proposed embedded system prevents
the algorithm from using and storing the extra alternative hypothesis model. Thus, the methods that
do not require the extra trained model, and can reuse the acoustic model are investigated for the
voice code utterance verification. Generally, a log-likelihood ratio test is applied to verify the
utterance in this field of utterance verification where the verification step requires the alternative
model for doing this task. To manage this problem, anti-models that are reusable from an acoustic
model and can compete with a voice code model are considered.

For the general purpose of speech recognition, acoustic models are modeled to represent general
characteristics of speech using HMM. The acoustic models are trained using speech databases of
statistically significant number of people. Thus, the speech recognition system can recognize a
spoken utterance without having speaker dependency. Thus, the acoustic models are speaker
independent model. At this point, acoustic models can be modeled as word unit or phoneme unit.
When it is modeled as a phoneme unit and independently, the acoustic models are context
independent monophone. However, if we take into consideration both the left and the right
neighboring phones, the acoustic models are context dependent models because a phoneme affects
the utterance change. This is triphone, which is the model used in the proposed system. Such a
phoneme model is modeled using HMM having states. In our system, we modeled it using three
states, left-right HMM, which is then arranged in triphone models. Our proposed system uses a two-
pass strategy using a SCHMM-based recognition (Huang et al., 2001) and verification step as in Fig. 1.
In the first pass, recognition is performed via a conventional Viterbi beam search algorithm that
segments the test utterance into the N-best strings of a phoneme hypotheses (Wessel et al., 2000). In
the second pass, voice code verification is performed. It computes a confidence measure that
determines whether or not to reject the recognized voice code. The voice code verification technique
is formulated as a statistical hypothesis test where the task is to test the null hypothesis that is a

https://www.sciencedirect.com/science/article/pii/S0167639305001354 3/27
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claimed voice code against the alternative hypothesis. Generally, the alternative hypothesis model as
an anti-model is a previously trained model consisting of data that are mis-recognized or out-of-
vocabulary generating false alarms, and noise tokens that also generats false alarms. However, the
embedded hardware system requires limited and inexpensive memory. Thus, we reuse the general
acoustic model as an anti-model to compete with the claimed voice code model. This is derived from
the fact that the conventional speech recognition algorithms as a pattern classification problem use
the maximum a posteriori (MAP) decision rule to find the most likely sequence of words. Respective
phonemes can be modeled using HMM having states. When an uttered speech vectors are entered
into decoding stage, likelihood scores are computed at all sequences of words until the end-point of
speech is found. Thus, a likelihood score of phoneme models similar with uttered speech features
become increased, or else a likelihood score has low value. When a person speaks a word, spoken
word can be a completely different word or a similar word with a voice code word. The conventional
speech recognition system obtains recognition success (false acceptance) when a person speaks a
similar word because it uses the maximum a posteriori decision rule to find the most likely sequence
of words. However, such a problem gives the high risk in a user authentication system. Thus, the anti-
models to cope with this problem are required. Thus, in this paper, we propose the anti-models that
are specific against a given voice code word model by using a regular production rules. The anti-
models are automatically constructed using a grapheme to phoneme converter through the analysis
of voice code text. The anti-models are based on phoneme and syllable units against the claimed
voice code using the statistical distance of phonemes. In our system, the role of the anti-models is
very important to verify an utterance. These anti-models compete with voice code model in the fist
pass, and are used as a normalization model for LRT in the second pass. Thus, we propose the voice
code verification technique using the anti-models that are statistically opposed to the each phoneme
of the voice code.
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Fig. 1. Block-diagram of voice code verification.

This paper is organized as follows. In Section 2, we describe the voice code verification method using
sub-word based anti-models. In Section 3, we describe the harmonics-based spectral subtraction
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algorithm. Then, we conduct the representative experiments and discuss the results on performance
of the proposed methods in Section 4. Finally, the concluding remarks are presented in Section 5.

2. Voice code verification

2.1. Competing models as anti-models

The a posteriori probability used for the likelihood normalization method in text-prompted speaker
verification (Xiang and Berger, 2003, Tomoko and Furui, 1995) is given by

_ p(O/8Se,We)p(Se,We) ~ p(0/8:,We) 1
p(Se,We/0) = ¥ L p(0/8,Wip(S:,Wy)y X X5 p(0/8i, W) )

where S; is a speaker and S, is the claimed speaker. W; is a text, and W( is the prompted text, p(S;W;)
is the simultaneous probability for speaker i and text j. p(O/S.,W,) is the probability of the claimed
speaker’s HMM corresponding to the prompted text. In the voice code verification, S and S; can be
ignored because this is speaker independent verification. Thus, Eq. (1) can be simplified as
p(W./0) ~ L2500 (2)
This is the same with the likelihood normalization method for an utterance verification in a
conventional ASR algorithm. In Eq. (2), W becomes the uttered word sequence, and p(O/W;) is
approximated by the summation of the n highest likelihoods by using parallel phoneme HMM
networks for all registered words. As a result, if the speaker information is ignored, the text-
prompted verification technique is equal to the conventional ASR algorithms as a pattern
classification problem using the maximum a posteriori (MAP) decision rule to find the most likely
sequence of words as follows:

Wj, = argmaxL(0O/W;) (3)
j

where L(O/W;) is the likelihood of an observation sequence O, given word W;. In a text-prompted
verification, this is the time that the number of a given word, j is equal to one. At this time, when
someone speaks a false word for a text-prompted verification, we cannot verify the uttered word
because we have no normalized models to test a likelihood score. Thus, we need the models to
increase the likelihood score more than the one of the claimed voice code model when someone
speaks the false voice code. However, we do not want the previously trained models (filler or garbage
model) for likelihood normalization because the memory of our system is limited. The general filler-
based methods, which try to calculate the probability of observing an utterance sequence, are
previously trained. The utterance verification approach (Xiang and Berger, 2003, Tomoko and Furui,
1995, Benitez et al., 2000), mostly motivated by speaker verification (Ahn et al., 2002), also requires a
trained model for likelihood normalization in LRT to verify the claimed content of a spoken
utterance. In this case, methods that use just some phonemes such as cohort modeling or train the
anti-models by using the speech interval that results in a recognition failure can be applied.
https://www.sciencedirect.com/science/article/pii/S0167639305001354 5127
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Otherwise, someone may be able to select an overall phoneme set as an anti-model except that
phoneme by itself. However, too much time is required to calculate the log-likelihood of the overall
phoneme sets. To cope with these problems, we reuse the original acoustic model for the alternative
hypothesis model. Alternative hypothesis models as anti-models can be made automatically through
the analysis of phoneme information with respect to the prompted text word. In this paper, we
propose the construction method of anti-models using the statistical distance of phonemes against
the voice code. This reused anti-model can be used to compete with the prompted voice code as
follows:

Wi, = argmaxL(0/Wy,Wy,...,W;) )
J

where W, is a prompted voice code, and W is a competing model to be used for likelihood
normalization. Wj is a concatenation of syllable units that can be written as

Wi = SFsk... 8% (5)

where N is the number of syllables. In addition, a syllabic unit is a concatenation of context
independent phoneme units that can be written as

Sy =Py1Pyy - Phy (6)

where M is the number of phonemes. Then, this context independent phoneme unit is changed into a
context dependent phoneme unit after anti-phoneme units are constructed. Ultimately, the anti-
phoneme units become the context dependent model.

As seen in Eq. (4), in the first pass, the Viterbi algorithm is employed to find the most likelihood word
Wi. In this step, the prompted voice code is first verified as follows:

true if j=0 (7)
false else

PVC={

If the verification result PVC is true, the second pass to test a likelihood score is followed.

In this sub-section, we describe the automatic construction method of anti-models that opposes the
statistical distance according to the manner and place of articulation, and tongue advancement and
aperture (Park et al., 2002, William et al., 1997). When a voice code is presented to the system, the
proposed system produces the anti-models automatically against a given voice code. If an arbitrary
phoneme sequence or a free-phoneme sequence as an anti-phoneme sequence is used, the difference
of likelihood scores depends on the phoneme sequence according to a given voice code during the
Viterbi decoding. In the case of similar likelihood scores between models, out of vocabulary rejection
can occur at the stage of confidence measure. In addition, when a person speaks a similar word, the
false acceptance rate can increase. To resolve this problem, accurate modeling of anti-models against
a given voice code is required. In this paper, we propose anti-models that can be produced

https://www.sciencedirect.com/science/article/pii/S0167639305001354
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automatically using regular rules, and can compete with a voice code model in order to reject both
similar and completely different words.

At first, the prompted voice text is automatically changed into a phoneme string, produced using a
grapheme to phoneme (G2P) converter through text analysis. Then, the following rules for
construction of anti-models are applied.

The voice code can be composed of a concatenation of a syllable, S, that is the set of phonemes. A
voice code, W is expressed by

Wo = {S1,52,...,5x} (8)

where N is the total number of syllables of a given voice code. At first, when a person produces a
similar word, this may result in verification success. This occurs when any person says the word as
follows:

Wi ={51,5,...,Sv} (9)
W21 = {SlaF%"'aSN}a“'a
Wy = {51,52,...,9x}

where N is the number of anti-syllable models for the first method and the variable, S is the anti-
syllable. This sometimes results in verification success. To prevent false acceptance, we can use Eq.
(9) as anti-models that compete with the voice code model when a person says a similar password.
The anti-syllable model can be constructed using a concatenation of an anti-phoneme against each
syllable unit as

The criterion to select the anti-phoneme is classified into two categories. Korean phonemes can be
explained using a group according to the manner and place of articulation, and tongue advancement
and aperture as shown in Table 1. By using this characteristic, anti-models can be produced using the
one-to-many mapping method. Otherwise, anti-models can be produced using the one-to-one
mapping method as shown in Table 2. This one-to-one matching method is produced manually
considering the prosody generation characteristics of Korean phonemes. The first approach is to use a
grouping method using the statistical distance of phonemes as in Table 1. The second approach
involves the method to classify phonemes according to the manner and place of articulation, and
tongue advancement and aperture as in Table 2, which is matched in order between phoneme and
anti-phoneme. Table 3 depicts the matched phoneme set between Korean and English for
comprehension. In this paper, we use the 44-phoneme set for Korean voice code verification. The
anti-phoneme group is the one that is statistically far from the phoneme group. In first approach, the
anti-phoneme is chosen as one of phoneme groups according to Table 1. The second approach finds
the one-to-one matching between phoneme and anti-phoneme. Two approaches will be evaluated in
Section 4.

https://www.sciencedirect.com/science/article/pii/S0167639305001354 7127
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Table 1. Phoneme grouping for construction of anti-phoneme model using statistical distance of

phonemes

Ciroup Phoneme Ciroup number Anti-phoneme
group number

Consonant Back tooth TAETo® 1 4

Palate | CEIMLAMARR 2 4

Palate 11 La 3 1

Lips HIWO 4 1

Vowel b series bE ok 3 6

| series | - 6 3

T series T T — 7 3

il series R § ?

L series +—uq {4 9 i

Download: Download full-size image

Table 2. Anti-phoneme model production rules using statistical distance of phonemes

Phoneme to Anti-phoneme
Consonant  Phoneme IS TMOCECTAM ERAFLESHIMOS Manner and place of
: articulation
Anti-phoneme HEHHTITTTEHE TITTT -
Yowel Phoneme FEA | A rm—a §oafaldlca 4 Jakd| H Tongue advancement
. and aperture
Anti-phoncme AT bbb bbb EEA b

Download: Download full-size image

Table 3. Matching table between Korean and English phonemes

https://www.sciencedirect.com/science/article/pii/S0167639305001354 8/27
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Consonant Vowel

= g el kh Y ch F a a Yo | W
= n E th = ] 1 v s yu B i
c d T ph s ii + o M yae - we
= r = h o ng - u | ve cul
o m n EE I 5 = eu wa + wy
H b o dd | i & we o we
A 8 HH bh H C - wi 1 [

Download: Download full-size image

To produce the anti-model for each syllable, the corresponding syllable in the prompted voice code is
changed into an anti-syllable using the anti-phoneme according to Table 1 or Table 2 after the text is

changed into the phoneme list using a G2P converter, where it needs a parsing process to find each

syllable that is composed of a consonant and vowel. In the Korean language, a syllable can be
composed of “V”, “C+V”, “C+V+C” and “V+C” where V is the vowel and C is the consonant. A Korean
syllable can be classified into nine groups as illustrated in Table 4. Using this rule, a given text is
classified into the syllable lists.

Table 4. Korean syllable production rules

Syllable = Word rules Group No Comment
cv cv/cv cv/cv 1
Cv/cve (PART1)
Cv/vC CV|vV 2
CV/V (PART2)
cvC cvc/cv cvciv 3
CVC/CVC (PART3)
Ccvc/vc cvciv 1 Follows rule part 1 according to Korean utterance rules
CVC/V (PART4)
VC VC/CV V(/C 4

https://www.sciencedirect.com/science/article/pii/S0167639305001354
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Syllable = Word rules Group No Comment

VC/CVC (PARTS5)
VC/VC VC/V 5 Follows rule part 7 according to Korean utterance rules
VC/V (PARTS6)
\% \Y(a% V/CV 5
V/CVC (PART7)
VIVC VIV 6
VIV (PARTS)

The second, when any person utters a similar word that includes all parts of a prompted voice code,
verification success often results. This is particularly true when a false text is uttered as follows:

W2 = {51,52,-.,5n,5n+1}, (11)
W22 = {Sl,Sg,...,SN,SN+1,SN+2},...,
W]%I = {817527'°°)SN)SN+1 7SN+2,--'aSN+M}

where M is the number of anti-syllable models competing with a given voice code model, and anti-
syllable, Sn. s is matched to its syllable, Sy. To prevent this case, we use Eq. (11) as anti-models. The
anti-syllable model also can be constructed using Table 1 or Table 2.

The third, when any person says a similar word that is some part of the password text, this also often
results in verification success. This happens when any person says a text as follows:

w3 = {8}, (12)
Wi = {581,8:},...,
W]%[—]. == {S]_ ,SZ, coe ,SN_]_}

where N-1 is the number of anti-syllable models. To prevent this case, we use Eq. (12) as anti-
models. In addition, we can use anti-models contrary to Eq. (12) as follows:

wi = {81}, (13)
W24 = {?11?2}, ceey
W]Lt’—l = {E,?z, e aSN—l}

Finally, the following anti-model is applied:

https://www.sciencedirect.com/science/article/pii/S0167639305001354 10/27
Ex.1010/ Page 13 of 47
AMAZON.COM, INC.



1/15/25, 5:00 PM Competing models-based text-prompted speaker independent verification algorithm - ScienceDirect
In the proposed anti-model equations for automatic production, Egs. (9), (11), (12) represent anti-
models to reject similar words with a voice code. In addition, Egs. (12), (13) represent anti-models to
reject completely different words. After these anti-models are constructed through the analysis of a
given voice code, all anti-models are used to compete with a voice code model. These models would
increase the likelihood score of anti-models while the likelihood score is reduced when someone
speaks a false word or phrase.

2.2. Voice code verification using sub-word based anti-models

In the second pass, the voice code verification task is applied. Generally, a sub-word based utterance
verification or out-of-vocabulary rejection method is based on a likelihood ratio test. The major
difficulty with an LRT in utterance verification is modeling the alternative hypothesis, where the true
distribution of the data is unknown and an alternative hypothesis usually represents a very complex
and composite event. Given a decoded sub-word in an observed segment, we need a decision rule by
which we assign the sub-word to either hypothesis Hy or H;. For the binary testing problem, one of
the most useful tests for decision is the Neyman-Pearson Lemma. For a given number of
observations, which minimizes the error for one class while maintaining the error for the other class
constant, the likelihood ratio test is as follows:

_ P(X/Hy) _ P(On/M)
LRT(X) = 3/m) = Powm) > 1>

where Hy means that the hypothesis is true and H; means that the hypothesis is false, A is the sub-
word model, X is the anti-sub-word model, and X is the uttered input observation that the number of
sub-words is N. Hence, Eq. (15) accepts the hypothesis when the likelihood ratio is greater than the
given threshold, n. If the alignment of observations with respect to the sub-word unit is obtained, the
LRT is performed using log-likelihood of a sub-word model.

The sub-word alignment and log-likelihood score are obtained on a log domain through the Viterbi
segmentation. For the likelihood ratio normalization, an average frame log-likelihood ratio (LLR), R;, is
defined as

R, = -[log P(Op/n) — 10g(On/As)] (16)

where X is an anti-model automatically produced by the rule as in the previous sub-section and
log(O,, /Ay ) is the likelihood score approximated by the summation and averaging of the nBest
highest likelihood scores using the parallel phoneme HMM networks by competing with each other.
Thus, Eq. (16) can be written as

R, =1 [IOg P(On/Mn) — e Son" 1og(On /m)] (17)

A nBest £<m=1

In Eq. (17), the dynamic range of a sub-word based log-likelihood ratio is high. This can affect the
overall performance. One way to limit the dynamic range of the sub-word confidence measure is to

https://www.sciencedirect.com/science/article/pii/S0167639305001354 11/27
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use a sigmoid function of the following form [2]:

_ 1
Un T 14exp(—ax(R,—T1)) (18)

where t and a are location and weighting parameters. The log confidence score has a slope of @ when
the log-likelihood score is less than zero. The 7 reduces the dynamic range caused by frames having a
high likelihood ratio. Thus, we can control the effect of the log-likelihood score with 7 and a.

2.3. Confidence measure

For effective voice code verification, we need to define a function to combine the results of sub-word
tests. The confidence measure (CM) for an input utterance O can be represented as

CM(0) = f(CM;,CMsa, ...,CMy) (19)

where f{) is the function to combine the verification scores. This is defined as a function of their
likelihood ratios. It can be considered as a joint statistic for overall word-level verification.

The first confidence measure is based on frame-duration normalization, which is defined as follows:
CM; = 1 SN (1.*Ry) (20)

where N is the total number of sub-words in the utterance, and L is the total number of utterance
frames L = Eil [,,. The second one is based on syllable segment-based normalization. It is a
simple average of log-likelihood of all the syllables:

CM; = + YV R, (21)
CM; = exp(% Zﬁzl log Rn) (22)
M, =L+, U, (23)
CM; = exp(% >N log Un) (24)

where Egs. (21), (22) are the arithmetic and geometric means of the unweighted sub-word level
confidence scores, and Eqs. (23), (24) are the arithmetic and geometric means of the sigmoid
weighted sub-word score.

For every confidence measure, a specific threshold is set up. If its value is below the threshold, the
candidate is discarded from the verification task, resulting in a voice code verification failure.

3. Harmonics-based spectral subtraction

3.1. Speech-dominant region vs. noise-dominant region
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In speech, voiced speech segment has peaks positioned periodically in spectrum due to the vibration
of vocal cords. These points are very critical in speech sound perception. Fig. 2 illustrates this
phenomenon with a sample spectrum of a speech frame capturing the pronunciation /oh/ in one
utterance contained in Aurora 2 corpus. Note that at the peaks, their amplitudes are far greater than
the amplitudes at the points between the adjacent small peaks, or side-lobes. Also, it is observed that
the degree of corruption by the noise in the peaks is less than the degree of corruption at the points
over the side-lobes. From this observation, it can be deduced that in speech spectrum, the speech-
dominant regions exist over or near the peaks and the noise-dominant regions exist over or near the
side-lobes. However, the illustration as displayed could be misleading. It does not show, for example,
that the speech can be more corrupted in some frequency regions.

T
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— Clgan ;apsa:h ]
10 dB car noisy speech

20

15
m
b1

“}:._

Download: Download full-size image

Fig. 2. Example spectrum of a speech frame (pronunciation /oh/ by female).

3.2. Peak point detection and segmentation

It is known that the spectral harmonics are located at the points of multiples of fundamental
frequency. First, using an autocorrelation function, the indices of local maxima in autocorrelation
values are found. Among those indices, we find the fundamental frequency fy by taking the reciprocal
of the index that represents the maximum value. Second, by applying the nonlinear smoothing
method, fy is modified to more accurately reflect the true fundamental frequency. This algorithm
works well even in a high degree noisy environment. The autocorrelation function is expressed as
follows:

¢(r) = 2 05 z(n)z(n+ 1) (25)

We then establish the index as kg for the frequency bin that corresponds to fy. Using ko, the peak
points (harmonics) h; are determined as hy=kg, hy=2kg, h3=3Kkg,...,h =Lko, where L is the index of the
last component of harmonics. Using this procedure, we determine all harmonics in the spectrum of
an input frame, which is assumed to be a speech-dominant region. We illustrate the validity of the
proposed method with spectrograms and the detection of peak point. For the purpose of
implementing the proposed scheme, the frequency axis is divided into several non-overlapping
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bands in the following form:

(L], (B by + % |, [+ 2 ha o [ EETgEE 1 (26)

3.3. Voice activity detection and noise estimation

Note that in each input frame, whether speech frame or not, the fundamental frequency is calculated.
As a result, the value of autocorrelation is available at each frame. To begin, we calculate the ratio of
this value over the frame energy since this ratio appears to be a more effective measure to distinguish
a speech region from a non-speech region than the mundane energy measure. Then, two separate
procedures are employed for robust detection of speech vs. non-speech regions. First, a smoothing
procedure is carried out. If this value is greater than the threshold 1.4th;—; as defined by the following
expressions, the relevant frame is decided as a ‘speech frame’.

If %7:) > 1.4th;_; then ‘speech frame’ and (27)
the = 0.95th 4 +0.05%7

else ‘non - speech frame’ and (28)
tht == tht_]_

Note that th; indicates the threshold of the tth frame, E; indicates the tth frame energy and ¢(7’) is the
autocorrelation value corresponding to the fy of the relevant frame.

Secondly, for frames determined as ‘speech frame’, if the detected fundamental frequency is not in
the 50-600Hz, then it is regarded as ‘non-speech frame’ once again. For the noise estimation, we
assume that any starting input speech is followed by a silence or background noise segment
corresponding to 10 frames (about 100ms). If the input frame is determined as a ‘non-speech frame’,
the estimated noise spectral magnitude is updated as follows:

1By (k)| = Ag|Bici (B)|* + (1 = Ag)|Yi(K)|?, 0.65 < Az < 0.998 (29)

where t is the frame index, k is the index of FFT bins and Ag=0.95 is used.

3.4. Spectral subtraction rules

Spectral subtraction rules are applied according to whether the frame is speech or not. In speech
region, the following linear function is applied:
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where [=1,2,...,L and L is the index of the last component of harmonics.

y(k) applies the maximum over-subtraction factor to the midpoint at each component. Then, the
over-subtraction factors of points existing in the interval between those points are interpolated
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linearly. In contrast, 6(k) applies the maximum floor factor to each harmonic component and the
minimum floor factor to the midpoint at each component (Beh and Ko, 2003). Then, other floor
factors between these points are generated by linear interpolation.

In this procedure, we set amax=8, Amin=1, Pmax=0.15 and Pin=0.05. Finally, the proposed subtraction
rule can be represented as follows:

bl 34
1w (1o /0B i 1y mR - 2w > e
5(k)|Y (K)|? else

Meanwhile, in the non-speech region, we apply the subtraction rule in the same way as conventional
methods with amax and Bin.

4. Evaluation of the proposed system

4.1. Experimental condition

For speech input to verify the uttered voice code, the sampling rate is 16bits PCM. In cases of speech
recognition and text-to-speech engine, sampling rate is the same. The isolated word decoding
module with dynamic vocabularies to reduce computing time and memory size is optimized, and
speech signals are analyzed within 125ms frame with 10ms lapped into 26th order feature vector
that has 13th order MFCCs including log energy and their 1st derivatives. The training data set
consists of about 120,000 utterances of 6000 isolated words sets recorded in an office environment.
In addition, we used a different speech corpus for testing the data set, which is PBW452DB, Korean
Common DB, which consists of 63,280 utterances of 452 isolated words recorded in a silent
environment. For this recording, 70 men and women uttered one word twice. The microphones used
in the training data collection and testing data collection are different. Among the 63,280 utterances
in the test data, 140 utterances of one word are used as the voice code and the 140 utterances of any
other word are used for the out-of-vocabulary data. Then, the false acceptance rate (FAR) and false
rejection rate (FRR) of the 452 computed voice codes are averaged. The threshold is gradually
increased as much as 0.1.

4.2. Experimental result

In Korean language, the consonant is produced according to the manner and place of articulation, and
the vowel is produced according to the tongue advancement and aperture whenever a person utters
a word. The proposed anti-phoneme model is based on the Korean phonetic theory. In this paper,
competing models are considered to increase the likelihood scores against a score of the voice code
model in order to reject either a word that is completely different or a similar word when a person
utters a false code. In addition, there is a need for automatic production rules of anti-models because
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the voice code is changed every day. In this case, specific anti-model is desirable against a given voice
code model since its performance may depend on the given voice code word.

In this paper, we apply an utterance verification technique using an N-best alternative hypothesis

model for likelihood normalization in an LRT. In our previous work (Kim and Ko, 2003) on utterance

verification, several utterance verification methods were simulated. Our method, the Bayesian fusion

technique showed a performance higher than any other method. However, we apply the 5-best

technique that is easy to implement and has a low computing time on a DSP board.

For a voice code verification simulation, an anti-model making routine for likelihood normalization

against a log-likelihood score of voice code is implemented as in Section 2. The simulation is done
using the total anti-models as in Egs. (9) and (11), (12), (13), (14). At first, the two approaches using
Table 1, Table 2 as described in Section 2.1 are compared. Four categories of methods are used for

evaluation. Method 1 is the anti-model set using Eq. (14), method 2 is the anti-model set combining
Egs. (11), (14), method 3 is the anti-model set combining Eqs. (11), (12), (14), and method 4 is the
anti-model set combining Eqs. (9), (11), (12), (14). The simulation result shows that the second

approach is a bit higher than the first approach. The detection probability of the second approach is

2% higher than the one of the first approach, and the FAR of the second approach is 1% lower than the

one of the first approach as in Table 5. Thus, we choose the second approach as in Fig. 3.

Table 5. Comparison results between the first approach using “one-to-many mapping method” as in

Table 1 and the second approach using “one-to-one mapping method” as in Table 2 (threshold=0)

Method First approach Second approach

FRR FAR FRR FAR
1 0.0088179 0.5827750 0.0087547 0.5759799
2 0.0171302 0.5166876 0.0168885 0.5069785
3 0.0567947 0.2383059 0.0561109 0.2262200
4 0.2288869 0.0987989 0.2053726 0.0840138
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Fig. 3. Simulation results of the second approach using statistical distance of phonemes. Simulation
results of (a) method 1, (b) method 2, (c) method 3 and (d) method 4.

As shown in Fig. 3(a), method 1 has a high FAR while FRR is low. In method 2 (Fig. 3(b)) and method 3
(Fig. 3(c)), the EER is 0.09 and 0.125 respectively. However, it cannot cope with various situations as
described in Section 2. In addition, method 4 has no EER. Thus, we are not able to decide a stable
threshold because methods 1 and 2 have no EER. As shown in Fig. 3(a)-(d), respective anti-models
cannot cope with either completely different or similar words, and it is difficult to decide a threshold
even for methods 1 and 2.

Thus, we did extra simulations on the basis of method 2. Fig. 3(b) shows the result of method 2 when
we use the variable, M=1, of Eq. (11). When we apply the variable, M=3, of Eq. (11) in method 2, FRR
and FAR are improved. Fig. 4 shows this comparative result. Method 5 is the anti-model set that
variable M of Eq. (11) is 3 in method 2. This result shows that anti-models having long sequences of
anti-phonemes reduce the false acceptance rate considerably when a person speaks a word that has
long false word sequence.
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Fig. 4. Comparison result of methods 2 and 5.

Using the result from Fig. 4, we combined the anti-model equations of method 2 with Eqs. (12), (13).
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In Fig. 5, method 6 is the anti-model set combining Eq. (12). Method 7 is the anti-model set
combining Eq. (13). Method 8 is the anti-model set combining Eqs. (12), (13). Methods 7 and 8
showed similar results. However, method 8 is a bit improved and also can cope with various

utterances of people very well.
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Fig. 5. Comparison result of the methods 6-8.

Finally, we combine the anti-models using Eq. (9) with method 8 as shown in Fig. 6. The curve shape

and result of the final method is similar with method 8 of Fig. 5. However, the final result is a bit

improved over method 8 of Fig. 5. In addition, the EER is 0.08. This result is improved by 16% over the

utterance verification result as shown in Table 6. Aimed at applying to utterance verification, the
“Sub-word LRT”, “Phonetic filler”, “5-best”, “256 mix GMM” and “Bayesian fusion” employed an
arbitrary phoneme sequence or a general free-phoneme sequence for comparative evaluation. The
Sub-word LRT (Likelihood Ratio Test) is done at a sub-word unit (phoneme or syllables) during

Viterbi decoding and the results are combined for final decision. The phonetic filler or 256 mix GMM

uses an arbitrary phoneme sequence or previously trained models such as garbage models that is

trained using predictable words set. When a word network is constructed, these models are linked to
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this word network. So, during Viterbi decoding, uttered word (feature vectors) is checked whether
the uttered word is within the given recognition list (constructed phoneme sequence) or not. In 5-
best method for LRT, all path sequences computed in Viterbi decoding procedure are not used. N-best
sequences having maximum likelihood scores are computed for LRT. In the case of Bayesian fusion
method applying to utterance verification problem, conventional confidence measure modeling and
evaluation methods can be treated as local sensors which detect or verify acoustic events concerned.
Final decision is made in global fusion center, which combines the local decisions sent by each local
utterance verifier. However, Bayesian fusion method considers parallel configuration for utterance
verification for utterance verification where each sensor observes common phenomenon and makes
local decision regarding it. Thus, the objective of Bayesian formulation is to minimize the Bayesian
risk. It is to find optimal decision rules for each local sensor as well as a global one.
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Fig. 6. Final result using all anti-models.

Table 6. Comparison results with other utterance verification methods (threshold=1.2)

Threshold Method

Sub-word LRT Phonetic filler 5-best LRT 256 mix GMM Bayesian fusion Proposed method

1.2 0.1882 0.1448 0.2432 0.1862 0.1383 0.08

In this paper, we proposed automatic production rules of anti-models such that the performance
would not depend on a code. In order to accomplish the code independence, anti-models are
produced against the specific voice code. Egs. (9), (11), (12) represent the anti-models to reject
similar words. Egs. (13), (14) are anti-models to reject completely different words.

As shown in Fig. 3, specific equations for anti-models have low performance when respective
equations are applied alone because they are able to cope only with the specific words. However,
combined anti-models result in more robust performance because they can cope with various
acoustic situations. If the modeling of anti-models is not precisely done and a few anti-models are
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applied, the performance should depend on a given voice code or uttered words. In contrast, if a lot of
anti-models are applied and thus very precise modeling of anti-models are considered, some words
can be rejected in the confidence measure stage because the likelihood score of anti-models that
represent a similar word against a voice code word has increased. Therefore, an optimal number of
anti-models should be applied to obtain a robust performance.

This system usually is utilized in an outdoor surveillance region, which requires a noise robust voice
code verification to cope with not only environmental noise, but also other white noise. To resolve
this problem, a harmonics-based spectral subtraction algorithm is applied for preprocessing the
noise. First, an experiment is conducted by the Aurora 2 evaluation procedure under a continuous
digits recognition tasks. Test sets are reproduced using TIDigits of which the entire speech data are
down-sampled to 8kHz and various realistic noises are added artificially. The feature vector order is
39 and is composed of 13 order static MFCC (c1-c12+log energy) and its derivatives and
accelerations. For comparison, a spectral subtraction algorithm and nonlinear algorithm are
evaluated as in Table 7. As seen in Table 7, HSS shows that the proposed algorithm is more robust
than other algorithms. A notable advantage of the proposed scheme is that it does not require an
exact SNR estimate under various noise conditions. If a noise characteristic is stationary and each
magnitude of harmonics is not masked by a noise, the SS technique itself may work alone. However,
real-life conditions are not all that cooperative. In the case of SS, due to the fact that the non-
stationary characteristic of noise a posteriori and a biased SNR are estimated inaccurately, there may
be a distortion in the shape of harmonics by subtracting the noise magnitude more in the harmonics
region and less in the side-lobes region. As a result, this condition will lead directly to a poor
performance in the ASR system. However, HSS also has a remedial capability that corrects the
described deficiency. The key to improving the performance of HSS is pinpointing the harmonics
corresponding to the spectrum.

Table 7. Summary of overall word accuracies on Aurora2 mis-matched training/testing condition (%)

Baseline SS HSS
Baseline 60.06 77.89 80.59
CMN 7116 78.56 82.00

Next, HSS is applied to the voice code verification experiment, which is also conducted using
PBW452DB. The simulation result is shown in Table 8. In a babble noise environment, EER did not
show a rapid decrease of EER, while in white noise, EER showed a rapid decrease of EER. However, it
brought about a 40% relative improvement than when there was no harmonics-based spectral
subtraction algorithm.

Table 8. Equal error rate (EER) of voice code verification under babble and white noise environments
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Equal error rate (EER)
Clean 5dB 10dB 15dB
Clean DB FRR 0.076738 - - -

FAR 0.109624 - - -

Babble noise FRR - 0.088653 0.088069 0.089238
FAR - 0.096128 0.095923 0.095385
White noise FRR - 0.518268 0.376042 0.221871
FAR - 0.362295 0.320828 0.218299

4.3. Discussion

Our proposed method for a text-prompted and a speaker independent verification showed that it
provides a voice code verification function without an extra trained model for the likelihood
normalization in N-best based LRT. The key point is to use the competing models that are anti-
models using a statistical distance of phonemes as the alternative model always follows the same
state as the target model.

The conventional speech recognition algorithms as a pattern classification problem use the
maximum a posteriori (MAP) decision rule to find the most likely sequence of words. Respective
phonemes can be modeled using HMM having states. When uttered speech vectors enter the
decoding stage, likelihood scores are computed at all sequences of words until the end-point of
speech is found. Thus, a likelihood score of phoneme models similar to the uttered speech features
increase, or else the likelihood score will be assigned a low value. When a person utters a word, it can
be either a completely different word or a similar word with a voice code word. The conventional
speech recognition system obtains recognition success (false acceptance) when a person speaks a
similar word because it uses the maximum a posteriori decision rule to find the most likely sequence
of words. However, such a problem presents high risk in a user authentication system, requiring anti-
models to cope with this problem. Thus, in this paper, we propose anti-models that are specific to a
given voice code word model by using regular production rules.

Thus, if we can perform the modeling of the alternative hypothesis very well, the voice code
verification task can be solved by competing against each other without extra trained models such as
filler or garbage models. In some cases, traditional LLR does not find the most representative
alternative hypothesis (Leung and Fung, 1999). Thus, the modeling of an alternative model is a crucial
issue for the voice code verification.
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From the simulation result, we knew that the use of numerous anti-models degraded detection
probability while the use of few anti-models degraded the false acceptance rate. Thus, the optimal
number of anti-models that can compete with the voice code model should be used. In addition,
outdoor noise is an important issue that should be considered. Under this condition, the speaker
verification rate is very low while the voice code verification rate is the same. Even though we
applied a harmonic-based spectral subtraction algorithm, some other algorithms should also be used
for compensating the verification rate in an outdoor environment where wind or rain noise exists,
and so on. Considering its application to an outdoor environment, some kinds of feature
compensation algorithms such as the multi-variate Gaussian-based feature compensation or the
parallel combined mixture model (Kim et al., 2003) should be considered.

This system can be utilized by combining it with other security algorithms. To prevent and
compensate for the false rejection or verification failure, we can use other methods such as face
recognition and fingerprint recognition using an image sensor. Thus, the proposed system can make
use of verifying suspicious persons with other verification techniques. By combining image
techniques into our proposed system for detection, tracking and recognition of people, more reliable
detection and recognition rate can be achieved.

5. Conclusions

We proposed a voice code verification method for a text-prompted speaker independent verification,
based on an utterance verification method using the sub-word based anti-models that employ the
statistical distance of phonemes against the voice code. Our proposed method for a text-prompted
and speaker independent verification provided a voice code verification function without an extra
trained model such as filler or garbage models for the likelihood normalization through the reuse of a
general acoustic model. At this point, the use of numerous anti-models degraded the detection
probability while the use of few anti-models degraded the false acceptance rate. Thus, the optimal
number of anti-models that can compete with the voice code model should be used.

In experiment, the performance evaluation is done by using a common Korean database, PBW452DB,
which consists of 63,280 utterances of 452 isolated words recorded in a silent environment. The
result was improved by 16% over the utterance verification result presented in Table 6. In addition,
simulation result showed that the performance is higher under noisy environment than in any other
algorithms when we applied the harmonics-based spectral subtraction algorithm compared to
general spectral subtraction and nonlinear spectral subtraction.
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Abstract

In this paper, we propose competing models based on text-prompted speaker independent verification algorithm for
an intelligent surveillance guard robot, wherein a robot prompts a code (i.e. word or phrase) for user entrance authen-
tication. The proposed system requires the text-prompted speaker independent verification. In addition, it does not
require a speaker dependent model and extra trained model as an alternative hypothesis for log-likelihood ratio test
because of memory limitation. This is due to the given application scenario that an administrator changes the voice
code every day for security reasoning and the targeting domain is unlimited. To resolve these issues, we propose to
exploit the sub-word based anti-models for log-likelihood normalization through reusing an acoustic model and com-
peting with voice code model. Anti-models using automatic production rules are set up in an initial time by using the
statistical distance of phonemes against a voice code. The proposed system uses a two-pass strategy using a SCHMM-
based recognition and verification step. In addition, a harmonics-based spectral subtraction algorithm is applied for a
noisy robustness on an outdoor environment. The performance evaluation is done by using a common Korean data-
base, PBW452DB, which consists of 63,280 utterances of 452 isolated words recorded in silent environment.
© 2005 Elsevier B.V. All rights reserved.

Keywords.: Utterance verification; LRT; Voice code verification

1. Introduction

For surveillance tasks, much manpower is ex-
pended on sentry duty to guard the premises
against unauthorized personnel for 24 h. To lessen

* i . N ; :+ .
Corresponding author. Tel.: +82 2 3290 3239; fax: +82 2 the time and effort expended by human guard, an

3291 2450. . . . . .
E-mail addresses: hklee@ispl.korea.ac.kr (H. Lee), hsko@ intelligent surveillance guard robot is desirable.
korea.ac.kr (H. Ko). The surveillance guard robot takes the role of
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detecting and authorizing persons entering the
perimeter of the secured area as well as passing sta-
tus warnings. This system includes detection, rec-
ognition and tracking by using multiple sensors
such as stereo cameras, IR cameras and array
microphones. Under such an environment, a robot
prompts for a code (i.e. word or phrase) for user
entrance authentication. In the application sce-
nario, an administrator changes a voice code every
day for security reasons and the targeting domain
is unlimited. Thus, a person authorized to enter a
specific region should know the voice code previ-
ously before doing so. First, the proposed system
speaks the password. Then, the authorized person
responds with the corresponding voice code word.
Such a proposed system is classified as text-
prompted. In addition, as the target domain is
unlimited and a person cannot register his identity
information to the proposed system, the system
cannot use the speaker dependent model. Because
of this limitation, the proposed system utilizes the
general acoustic model that is a speaker indepen-
dent. As a result, the voice code verification system
requires the text-prompted speaker independent
verification (Sukkar and Lee, 1996). In addition,
it does not require a speaker registration proce-
dure to produce a speaker dependent model or
an extra trained model such as a filler or garbage
model for an alternative hypothesis in a log-likeli-
hood ratio test (LRT). Thus, the proposed system
is text-prompted speaker independent verification
system. In this paper, the proposed system lever-
ages on the combination of speech recognition
and code verification simultaneously. While the
purpose of this paper is to authenticate the user’s
identity, it employs the concept of code verification
as opposed to the speaker verification, which ana-
lyzes the unique quality of spectral content. There-
fore, it is clearly not a speaker dependent system.

This paper is motivated by the task where the
system does not need to know the speaker and
has only to verify whether the uttered voice code
is correct or not in a specific area. To cope with
this task, we consider the utterance verification ap-
proach. Over the past several years, much research
has been done in this field (Jiang and Lee, 2003;
Rahim et al., 1997; Lleida and Rose, 2000; Wu
et al., 2000). However, such a trial has not been

undertaken yet. The utterance verification tech-
niques are applied to several dialog systems in
order to provide a user-friendly service. In addition,
for reliability measurement (Jiang and Lee, 2003),
this technique is applied to reject non-speech
noises, out-of-vocabulary words, and potential
recognition mistakes. Mostly, the confidence mea-
sure (CM) (Xin and Wang, 2001; Sankar and Wu,
2003; Rahim et al., 1995; Wessel et al., 2001) for
this task is used to verify the uttered observation
sequences after or during calculating the probabi-
lity of a word W being recognized by an ASR
system. Besides the utterance verification, a filler
model or garbage model can be used for these pur-
poses. Most algorithms require the extra model
trained for a garbage model or anti-model.
However, the limited memory size of our proposed
embedded system prevents the algorithm from
using and storing the extra alternative hypothesis
model. Thus, the methods that do not require the
extra trained model, and can reuse the acoustic
model are investigated for the voice code utterance
verification. Generally, a log-likelihood ratio test is
applied to verify the utterance in this field of utter-
ance verification where the verification step
requires the alternative model for doing this task.
To manage this problem, anti-models that are
reusable from an acoustic model and can compete
with a voice code model are considered.

For the general purpose of speech recognition,
acoustic models are modeled to represent general
characteristics of speech using HMM. The acous-
tic models are trained using speech databases of
statistically significant number of people. Thus,
the speech recognition system can recognize a spo-
ken utterance without having speaker dependency.
Thus, the acoustic models are speaker independent
model. At this point, acoustic models can be mod-
eled as word unit or phoneme unit. When it is
modeled as a phoneme unit and independently,
the acoustic models are context independent mon-
ophone. However, if we take into consideration
both the left and the right neighboring phones,
the acoustic models are context dependent models
because a phoneme affects the utterance change.
This is triphone, which is the model used in the
proposed system. Such a phoneme model is mod-
eled using HMM having states. In our system,
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we modeled it using three states, left-right HMM,
which is then arranged in triphone models. Our
proposed system uses a two-pass strategy using a
SCHMM-based recognition (Huang et al., 2001)
and verification step as in Fig. 1. In the first
pass, recognition is performed via a conventional
Viterbi beam search algorithm that segments the
test utterance into the N-best strings of a phoneme
hypotheses (Wessel et al., 2000). In the second
pass, voice code verification is performed. It
computes a confidence measure that determines
whether or not to reject the recognized voice code.
The voice code verification technique is formulated
as a statistical hypothesis test where the task is to
test the null hypothesis that is a claimed voice code
against the alternative hypothesis. Generally, the
alternative hypothesis model as an anti-model is
a previously trained model consisting of data that
are mis-recognized or out-of-vocabulary generat-
ing false alarms, and noise tokens that also
generats false alarms. However, the embedded
hardware system requires limited and inexpensive
memory. Thus, we reuse the general acoustic
model as an anti-model to compete with the
claimed voice code model. This is derived from
the fact that the conventional speech recognition
algorithms as a pattern classification problem use
the maximum a posteriori (MAP) decision rule
to find the most likely sequence of words. Respec-
tive phonemes can be modeled using HMM having
states. When an uttered speech vectors are entered

Competing models as
anti-models automatically

Voice Code

into decoding stage, likelihood scores are com-
puted at all sequences of words until the end-point
of speech is found. Thus, a likelihood score of pho-
neme models similar with uttered speech features
become increased, or else a likelthood score has
low value. When a person speaks a word, spoken
word can be a completely different word or a
similar word with a voice code word. The conven-
tional speech recognition system obtains recogni-
tion success (false acceptance) when a person
speaks a similar word because it uses the maxi-
mum a posteriori decision rule to find the most
likely sequence of words. However, such a prob-
lem gives the high risk in a user authentication
system. Thus, the anti-models to cope with this
problem are required. Thus, in this paper, we pro-
pose the anti-models that are specific against a
given voice code word model by using a regular
production rules. The anti-models are automati-
cally constructed using a grapheme to phoneme
converter through the analysis of voice code text.
The anti-models are based on phoneme and sylla-
ble units against the claimed voice code using the
statistical distance of phonemes. In our system,
the role of the anti-models is very important to ver-
ify an utterance. These anti-models compete with
voice code model in the fist pass, and are used as
a normalization model for LRT in the second pass.
Thus, we propose the voice code verification tech-
nique using the anti-models that are statistically
opposed to the each phoneme of the voice code.
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Fig. 1. Block-diagram of voice code verification.
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This paper is organized as follows. In Section 2,
we describe the voice code verification method using
sub-word based anti-models. In Section 3, we
describe the harmonics-based spectral subtraction
algorithm. Then, we conduct the representative
experiments and discuss the results on performance
of the proposed methods in Section 4. Finally, the
concluding remarks are presented in Section 5.

2. Voice code verification
2.1. Competing models as anti-models

The a posteriori probability used for the likeli-
hood normalization method in text-prompted
speaker verification (Xiang and Berger, 2003; To-
moko and Furui, 1995) is given by

_ p(O/Sca Wc)p(Sc, Wc)
P8 e/ O) = == 05, W (5. W,)}
~ p(O/Se, W)
>-i2.p(0/S;, W)

where S; is a speaker and S, is the claimed speaker.
W;is a text, and W, is the prompted text, p(S;, W)
is the simultaneous probability for speaker i and
text j. p(O/S., W) is the probability of the claimed
speaker’s HMM corresponding to the prompted
text. In the voice code verification, S, and S; can
be ignored because this is speaker independent
verification. Thus, Eq. (1) can be simplified as

p(O/We)
ij(O/Wf)

This is the same with the likelihood normalization
method for an utterance verification in a conven-
tional ASR algorithm. In Eq. (2), W, becomes
the uttered word sequence, and p(O/ W)) is approxi-
mated by the summation of the » highest likeli-
hoods by using parallel phoneme HMM
networks for all registered words. As a result, if
the speaker information is ignored, the text-
prompted verification technique is equal to the
conventional ASR algorithms as a pattern classifi-
cation problem using the maximum a posteriori
(MAP) decision rule to find the most likely se-
quence of words as follows:

(1)

p(W:/0) ~ (2)

Wi = argmax L(O/W;) (3)

where L(O/W)) is the likelihood of an observation
sequence O, given word W, In a text-prompted
verification, this is the time that the number of a
given word, j is equal to one. At this time, when
someone speaks a false word for a text-prompted
verification, we cannot verify the uttered word
because we have no normalized models to test a
likelihood score. Thus, we need the models to
increase the likelihood score more than the one
of the claimed voice code model when someone
speaks the false voice code. However, we do not
want the previously trained models (filler or gar-
bage model) for likelihood normalization because
the memory of our system is limited. The general
filler-based methods, which try to calculate the
probability of observing an utterance sequence,
are previously trained. The utterance verification
approach (Xiang and Berger, 2003; Tomoko and
Furui, 1995; Benitez et al., 2000), mostly moti-
vated by speaker verification (Ahn et al., 2002),
also requires a trained model for likelihood
normalization in LRT to verify the claimed
content of a spoken utterance. In this case, meth-
ods that use just some phonemes such as cohort
modeling or train the anti-models by using the
speech interval that results in a recognition failure
can be applied. Otherwise, someone may be able to
select an overall phoneme set as an anti-model
except that phoneme by itself. However, too much
time is required to calculate the log-likelihood of
the overall phoneme sets. To cope with these prob-
lems, we reuse the original acoustic model for the
alternative hypothesis model. Alternative hypoth-
esis models as anti-models can be made automati-
cally through the analysis of phoneme information
with respect to the prompted text word. In this
paper, we propose the construction method of
anti-models using the statistical distance of pho-
nemes against the voice code. This reused anti-
model can be used to compete with the prompted
voice code as follows:

Wy =argmax L(O/Wo, Wi,...,W;) (4)
J

where W, is a prompted voice code, and W is
a competing model to be used for likelihood
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normalization. W is a concatenation of syllable
units that can be written as

W,=SiSt-..s (5)

where N is the number of syllables. In addition, a
syllabic unit is a concatenation of context indepen-
dent phoneme units that can be written as

Szk;/ = Pj{v,lpfv.z e 'PfV,M (6)

where M is the number of phonemes. Then, this con-
text independent phoneme unit is changed into a
context dependent phoneme unit after anti-phoneme
units are constructed. Ultimately, the anti-phoneme
units become the context dependent model.

As seen in Eq. (4), in the first pass, the Viterbi
algorithm is employed to find the most likelihood
word W,. In this step, the prompted voice code
is first verified as follows:
true if j=0

(7)

PIC =
false else

If the verification result PVC is true, the second
pass to test a likelihood score is followed.

In this sub-section, we describe the automatic
construction method of anti-models that opposes
the statistical distance according to the manner
and place of articulation, and tongue advancement
and aperture (Park et al., 2002; William et al.,
1997). When a voice code is presented to the sys-
tem, the proposed system produces the anti-mod-
els automatically against a given voice code. If
an arbitrary phoneme sequence or a free-phoneme
sequence as an anti-phoneme sequence is used, the
difference of likelihood scores depends on the pho-
neme sequence according to a given voice code
during the Viterbi decoding. In the case of similar
likelihood scores between models, out of vocabu-
lary rejection can occur at the stage of confidence
measure. In addition, when a person speaks a simi-
lar word, the false acceptance rate can increase. To
resolve this problem, accurate modeling of anti-
models against a given voice code is required. In
this paper, we propose anti-models that can be
produced automatically using regular rules, and
can compete with a voice code model in order to
reject both similar and completely different words.

At first, the prompted voice text is automati-
cally changed into a phoneme string, produced

using a grapheme to phoneme (G2P) converter
through text analysis. Then, the following rules
for construction of anti-models are applied.

The voice code can be composed of a concate-
nation of a syllable, S, that is the set of phonemes.
A voice code, W, is expressed by

Wo={S1,82,...,5v} (8)

where N is the total number of syllables of a given
voice code. At first, when a person produces a simi-
lar word, this may result in verification success. This
occurs when any person says the word as follows:

Wi: {S717S21"'7SN}a
W;:{S17S_27"‘7SN}7"'7 (9)
Wy ={S1,5,...,Sv}

where N is the number of anti-syllable models for
the first method and the variable, S is the anti-
syllable. This sometimes results in verification
success. To prevent false acceptance, we can use
Eq. (9) as anti-models that compete with the voice
code model when a person says a similar pass-
word. The anti-syllable model can be constructed
using a concatenation of an anti-phoneme against
each syllable unit as

Sy ={P1.P2,.... Py} (10)

The criterion to select the anti-phoneme is clas-
sified into two categories. Korean phonemes can
be explained using a group according to the man-
ner and place of articulation, and tongue advance-
ment and aperture as shown in Table 1. By using
this characteristic, anti-models can be produced
using the one-to-many mapping method. Other-
wise, anti-models can be produced using the one-
to-one mapping method as shown in Table 2. This
one-to-one matching method is produced manu-
ally considering the prosody generation character-
istics of Korean phonemes. The first approach is to
use a grouping method using the statistical
distance of phonemes as in Table 1. The second
approach involves the method to classify phonemes
according to the manner and place of articulation,
and tongue advancement and aperture as in Table
2, which is matched in order between phoneme
and anti-phoneme. Table 3 depicts the matched
phoneme set between Korean and English for
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Table 1

Phoneme grouping for construction of anti-phoneme model using statistical distance of phonemes

Group Phoneme Group number Anti-phoneme
group number
Consonant Back tooth T3 & 1 4
Palate | CECMOAM®EKRK 2 4
Palate I1 L2 3 1
Lips H o 4 1
Vowel b series FF o+ 3 6
| series | 6 5
T series T AT— 7 5
Al series A H - H A H § 4
- series L+ uqq 9 8
Table 2

Anti-phoneme model production rules using statistical distance of phonemes

Phoneme to Anti-phoneme

Consonant  Phoneme
Anti-phoneme
Vowel Phoneme

Anti-phoneme

T MOCEILAM ARMKLZHIBMHAS

FEA T AddTm—A sl { b4 o

Manner and place of

articulation

BHEHHHEHTITTTTHHE MMM H

Tongue advancement

and aperture

AT bbbl bbb bR FRL b

comprehension. In this paper, we use the 44-pho-
neme set for Korean voice code verification. The
anti-phoneme group is the one that is statistically
far from the phoneme group. In first approach,
the anti-phoneme is chosen as one of phoneme
groups according to Table 1. The second approach
finds the one-to-one matching between phoneme
and anti-phoneme. Two approaches will be evalu-
ated in Section 4.

To produce the anti-model for each syllable, the
corresponding syllable in the prompted voice code
is changed into an anti-syllable using the anti-pho-
neme according to Table 1 or Table 2 after the text
is changed into the phoneme list using a G2P
converter, where it needs a parsing process to find
each syllable that is composed of a consonant and
vowel. In the Korean language, a syllable can
be composed of “V”, “C+V”, “C+V+C”
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Table 3
Matching table between Korean and English phonemes
Consonant Vowel

=5 g 3 kh = ch a i yo q yv
L n E th & ] v I yu E ya
C d i ph ® hil e 0 H yae - we
a I = h o ng - u 4 ye - eui
o m m 2g I ss —_ cu o wa - wv
H b c dd i o we 2 we
A s HH bb e - wi 1] e

and “V+ C” where V is the vowel and C is the
consonant. A Korean syllable can be classified into
nine groups as illustrated in Table 4. Using this
rule, a given text is classified into the syllable lists.

The second, when any person utters a similar
word that includes all parts of a prompted voice
code, verification success often results. This is par-
ticularly true when a false text is uttered as follows:

W% = {S15S27' .. aSNvm}a
W35 ={S1,82...,Sv,Sn+1,Sn42}, - - -
Wi/[ = {S17S27' .. 7SN7SN+15SN+27- .. aSN+M}

(11)
where M is the number of anti-syllable models
competing with a given voice code model, and
anti-syllable, Sy, is matched to its syllable, Sy.
To prevent this case, we use Eq. (11) as anti-mod-
els. The anti-syllable model also can be con-
structed using Table 1 or Table 2.

The third, when any person says a similar word
that is some part of the password text, this also
often results in verification success. This happens
when any person says a text as follows:

w3 ={s1},
W3={8,8},..., (12)
w3 ={S1,8, ..., Syv.1}

where N — 1 is the number of anti-syllable models.
To prevent this case, we use Eq. (12) as anti-mod-
els. In addition, we can use anti-models contrary
to Eq. (12) as follows:

Wi = {1},

W3 ={S,5},..., (13)
W?\/,1 = {S_17S_27 v aSNfl}

Finally, the following anti-model is applied:

W ={51,5,....5x} (14)

In the proposed anti-model equations for auto-
matic production, Egs. (9), (11) and (12) represent
anti-models to reject similar words with a voice
code. In addition, Eqgs. (12) and (13) represent
anti-models to reject completely different words.
After these anti-models are constructed through
the analysis of a given voice code, all anti-models
are used to compete with a voice code model. These
models would increase the likelihood score of anti-
models while the likelihood score is reduced when
someone speaks a false word or phrase.

2.2. Voice code verification using sub-word based
anti-models

In the second pass, the voice code verification
task is applied. Generally, a sub-word based
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Table 4
Korean syllable production rules
Syllable Word rules Group No Comment
(6\% Cv/CvV Cv/CV 1
Ccv/cvc (PARTI)
CV/vVC CV/V 2
CV/V (PART2)
CvC Ccvc/cv CVC/V 3
CVC/CVC (PART3)
CVC/VC CVC/V 1 Follows rule part 1 according to Korean
CVC/V (PART4) utterance rules
vC VC/CV vC/C 4
VC/CvC (PARTS)
VC/VC VC/V 5 Follows rule part 7 according to Korean
VC/V (PART6) utterance rules
\% v/CV v/Cv 5
v/CvC (PART7)
v/vC \7A% 6
V/V (PARTS)

utterance verification or out-of-vocabulary rejec-
tion method is based on a likelihood ratio test.
The major difficulty with an LRT in utterance
verification is modeling the alternative hypothesis,
where the true distribution of the data is unknown
and an alternative hypothesis usually represents a
very complex and composite event. Given a
decoded sub-word in an observed segment, we
need a decision rule by which we assign the sub-
word to either hypothesis H, or H;. For the binary
testing problem, one of the most useful tests for
decision is the Neyman—Pearson Lemma. For a
given number of observations, which minimizes
the error for one class while maintaining the error
for the other class constant, the likelihood ratio
test is as follows:

P(X/H\)  P(0,/7)

where H, means that the hypothesis is true and H,
means that the hypothesis is false, /1 is the sub-
word model, 1 is the anti-sub-word model, and X
is the uttered input observation that the number
of sub-words is N. Hence, Eq. (15) accepts the
hypothesis when the likelihood ratio is greater
than the given threshold, #. If the alignment of
observations with respect to the sub-word unit is
obtained, the LRT is performed using log-likeli-
hood of a sub-word model.

LRT(X) (15)

The sub-word alignment and log-likelihood
score are obtained on a log domain through the
Viterbi segmentation. For the likelihood ratio nor-
malization, an average frame log-likelihood ratio
(LLR), R, is defined as

R, = 1 l0g P(0,//) ~108(0,/7,) (16)

where 2 is an anti-model automatically produced
by the rule as in the previous sub-section and
log(0,/7,) is the likelihood score approximated
by the summation and averaging of the nBest high-
est likelihood scores using the parallel phoneme
HMM networks by competing with each other.
Thus, Eq. (16) can be written as

nBest

Z IOg(On/Z)

1 ,
R, = T log P(O,/7,) — Bost

(17)

In Eq. (17), the dynamic range of a sub-word
based log-likelihood ratio is high. This can affect
the overall performance. One way to limit the
dynamic range of the sub-word confidence mea-
sure is to use a sigmoid function of the following
form [2]:

1
B 1+ exp(—fx X (Rn - T))

(18)

n
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where 7 and o are location and weighting parame-
ters. The log confidence score has a slope of o when
the log-likelihood score is less than zero. The t
reduces the dynamic range caused by frames
having a high likelihood ratio. Thus, we can con-
trol the effect of the log-likelihood score with
and o.

2.3. Confidence measure

For effective voice code verification, we need to
define a function to combine the results of sub-
word tests. The confidence measure (CM) for an
input utterance O can be represented as

CM(0) = f(CM,;,CM,, ...,CMy) (19)

where f{) is the function to combine the verifica-
tion scores. This is defined as a function of their
likelihood ratios. It can be considered as a joint
statistic for overall word-level verification.
The first confidence measure is based on frame-
duration normalization, which is defined as follows:
N

1
CM, = > (i Ry)

n

(20)

where N is the total number of sub-words in the
utterance, and L is the total number of utterance
frames L = 3" /,. The second one is based on
syllable segment-based normalization. It is a sim-
ple average of log-likelihood of all the syllables:

1 N
CMZZN;R,, (21)

1 N
CM; = exp (]V Z logR,,>
n=1

(22)
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1 N
CM, = ; U, (23)
1 N
CM; = exp (ﬁ ; log U,,) (24)

where Eqgs. (21) and (22) are the arithmetic and
geometric means of the unweighted sub-word level
confidence scores, and Egs. (23) and (24) are the
arithmetic and geometric means of the sigmoid
weighted sub-word score.

For every confidence measure, a specific thresh-
old is set up. If its value is below the threshold, the
candidate is discarded from the verification task,
resulting in a voice code verification failure.

3. Harmonics-based spectral subtraction

3.1. Speech-dominant region vs. noise-dominant
region

In speech, voiced speech segment has peaks
positioned periodically in spectrum due to the
vibration of vocal cords. These points are very cri-
tical in speech sound perception. Fig. 2 illustrates
this phenomenon with a sample spectrum of a
speech frame capturing the pronunciation /oh/ in
one utterance contained in Aurora 2 corpus. Note
that at the peaks, their amplitudes are far greater
than the amplitudes at the points between the adja-
cent small peaks, or side-lobes. Also, it is observed
that the degree of corruption by the noise in the
peaks is less than the degree of corruption at the
points over the side-lobes. From this observation,

— Clean Ispeech I ] wl
10 dB car noisy speech

1
250

FFT bin

Fig. 2. Example spectrum of a speech frame (pronunciation /oh/ by female).
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it can be deduced that in speech spectrum, the
speech-dominant regions exist over or near the
peaks and the noise-dominant regions exist over
or near the side-lobes. However, the illustration
as displayed could be misleading. It does not show,
for example, that the speech can be more cor-
rupted in some frequency regions.

3.2. Peak point detection and segmentation

It is known that the spectral harmonics are
located at the points of multiples of fundamental
frequency. First, using an autocorrelation func-
tion, the indices of local maxima in autocorrela-
tion values are found. Among those indices, we
find the fundamental frequency f; by taking the
reciprocal of the index that represents the maxi-
mum value. Second, by applying the nonlinear
smoothing method, f; is modified to more accu-
rately reflect the true fundamental frequency. This
algorithm works well even in a high degree noisy
environment. The autocorrelation function is
expressed as follows:

1 N-1

¢(r) =5 > x(m)x(n+1) (25)

n=

We then establish the index as ko for the fre-
quency bin that corresponds to fy. Using kg, the
peak points (harmonics) /; are determined as
hl = k(), hz = 2k0, h3 = 3k0, . ,hL = Lk(), where
L is the index of the last component of harmonics.
Using this procedure, we determine all harmonics
in the spectrum of an input frame, which is
assumed to be a speech-dominant region. We illus-
trate the validity of the proposed method with
spectrograms and the detection of peak point.
For the purpose of implementing the pro-
posed scheme, the frequency axis is divided into
several non-overlapping bands in the following
form:

2 2
FFTorder
s +1

k k
[lahl]a |:hlah1 +_0:|7 |:h1 +_07h2:|7

3.3. Voice activity detection and noise estimation

Note that in each input frame, whether speech
frame or not, the fundamental frequency is calcu-
lated. As a result, the value of autocorrelation is
available at each frame. To begin, we calculate
the ratio of this value over the frame energy since
this ratio appears to be a more effective measure to
distinguish a speech region from a non-speech re-
gion than the mundane energy measure. Then,
two separate procedures are employed for robust
detection of speech vs. non-speech regions. First,
a smoothing procedure is carried out. If this value
is greater than the threshold 1.4th,_; as defined by
the following expressions, the relevant frame is
decided as a ‘speech frame’.

If () > 1.4th,_; then ‘speech frame’ and
t
th, = 0.95th,_; + 0.05% (27)
t

else ‘non-speech frame’ and

tht = tht,1 (28)

Note that th, indicates the threshold of the tth
frame, E, indicates the rth frame energy and ¢
(7’) is the autocorrelation value corresponding to
the f, of the relevant frame.

Secondly, for frames determined as ‘speech
frame’, if the detected fundamental frequency is
not in the 50-600 Hz, then it is regarded as ‘non-
speech frame’ once again. For the noise estimation,
we assume that any starting input speech is fol-
lowed by a silence or background noise segment
corresponding to 10 frames (about 100 ms). If
the input frame is determined as a ‘non-speech
frame’, the estimated noise spectral magnitude is
updated as follows:

|Bi(k)I* = | Bey ()] + (1 = Ap)| Y (K) ),
0.65 < 4g < 0.998 (29)

where ¢ is the frame index, k is the index of FFT
bins and Az = 0.95 is used.
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3.4. Spectral subtraction rules

Spectral subtraction rules are applied according
to whether the frame is speech or not. In speech re-
gion, the following linear function is applied:

Ifke(l,hy—1)orke[h+%, h—1], then
Olmin — %max

k) = ———

b= (1 +5)

ﬁmax B ﬁmin
S(k) = —Pmax ~ Pmin__
W=+ 5

If k € [hy,h +%] or k € [hy,FETeder 4 1], then

(h; — k) + tmax (30)

(h/ - k) + ﬂmin (31)

p(k) = 4(2‘*“1 ;)“mi; (hy — k) + otmin (32)
1+5) —
(k) = % (hy = ) + B (33)
2

where /=1,2,...,L and L is the index of the last
component of harmonics.

(k) applies the maximum over-subtraction factor
to the midpoint at each component. Then, the over-
subtraction factors of points existing in the interval
between those points are interpolated linearly. In
contrast, d(k) applies the maximum floor factor to
each harmonic component and the minimum floor
factor to the midpoint at each component (Beh
and Ko, 2003). Then, other floor factors between
these points are generated by linear interpolation.

In this procedure, we set tyax =8, omin =1,
Pmax = 0.15 and fin = 0.05. Finally, the proposed
subtraction rule can be represented as follows:

oo {Y(k)z(lv(k)fg,t;i) if|Y(k)2v<k>>6<k)Y<k>|2}

X (k) =
(k)Y (k) else
(34)
Meanwhile, in the non-speech region, we apply the
subtraction rule in the same way as conventional
methods with o, and fyin.

4. Evaluation of the proposed system
4.1. Experimental condition

For speech input to verify the uttered voice
code, the sampling rate is 16 bits PCM. In cases

of speech recognition and text-to-speech engine,
sampling rate is the same. The isolated word
decoding module with dynamic vocabularies to re-
duce computing time and memory size is opti-
mized, and speech signals are analyzed within
125 ms frame with 10 ms lapped into 26th order
feature vector that has 13th order MFCCs inclu-
ding log energy and their 1st derivatives. The trai-
ning data set consists of about 120,000 utterances
of 6000 isolated words sets recorded in an office
environment. In addition, we used a different
speech corpus for testing the data set, which is
PBW452DB, Korean Common DB, which consists
of 63,280 utterances of 452 isolated words
recorded in a silent environment. For this recor-
ding, 70 men and women uttered one word twice.
The microphones used in the training data collec-
tion and testing data collection are different.
Among the 63,280 utterances in the test data,
140 utterances of one word are used as the voice
code and the 140 utterances of any other word
are used for the out-of-vocabulary data. Then,
the false acceptance rate (FAR) and false rejection
rate (FRR) of the 452 computed voice codes are
averaged. The threshold is gradually increased as
much as 0.1.

4.2. Experimental result

In Korean language, the consonant is produced
according to the manner and place of articulation,
and the vowel is produced according to the tongue
advancement and aperture whenever a person
utters a word. The proposed anti-phoneme model
is based on the Korean phonetic theory. In this
paper, competing models are considered to in-
crease the likelihood scores against a score of the
voice code model in order to reject either a word
that is completely different or a similar word when
a person utters a false code. In addition, there is a
need for automatic production rules of anti-mod-
els because the voice code is changed every day.
In this case, specific anti-model is desirable against
a given voice code model since its performance
may depend on the given voice code word.

In this paper, we apply an utterance verification
technique using an N-best alternative hypothesis
model for likelihood normalization in an LRT.
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In our previous work (Kim and Ko, 2003) on
utterance verification, several utterance verifica-
tion methods were simulated. Our method, the
Bayesian fusion technique showed a perfor-
mance higher than any other method. However,
we apply the 5-best technique that is easy to imple-
ment and has a low computing time on a DSP
board.

For a voice code verification simulation, an
anti-model making routine for likelihood norma-
lization against a log-likelihood score of voice code
is implemented as in Section 2. The simulation is
done using the total anti-models as in Eqgs. (9)
and (11)—(14). At first, the two approaches using
Tables 1 and 2 as described in Section 2.1 are com-
pared. Four categories of methods are used for
evaluation. Method 1 is the anti-model set using
Eq. (14), method 2 is the anti-model set combining
Egs. (11) and (14), method 3 is the anti-model set
combining Egs. (11), (12) and (14), and method 4
is the anti-model set combining Egs. (9), (11),
(12) and (14). The simulation result shows that
the second approach is a bit higher than the first
approach. The detection probability of the second
approach is 2% higher than the one of the first ap-
proach, and the FAR of the second approach is
1% lower than the one of the first approach as in
Table 5. Thus, we choose the second approach as
in Fig. 3.

As shown in Fig. 3(a), method 1 has a high
FAR while FRR is low. In method 2 (Fig. 3(b))
and method 3 (Fig. 3(c)), the EER is 0.09 and
0.125 respectively. However, it cannot cope with
various situations as described in Section 2. In
addition, method 4 has no EER. Thus, we are
not able to decide a stable threshold because meth-
ods 1 and 2 have no EER. As shown in Fig. 3(a)-

Table 5

(d), respective anti-models cannot cope with either
completely different or similar words, and it is dif-
ficult to decide a threshold even for methods 1 and
2.

Thus, we did extra simulations on the basis of
method 2. Fig. 3(b) shows the result of method 2
when we use the variable, M =1, of Eq. (11).
When we apply the variable, M =3, of Eq. (11)
in method 2, FRR and FAR are improved.
Fig. 4 shows this comparative result. Method 5 is
the anti-model set that variable M of Eq. (11) is
3 in method 2. This result shows that anti-models
having long sequences of anti-phonemes reduce
the false acceptance rate considerably when a per-
son speaks a word that has long false word
sequence.

Using the result from Fig. 4, we combined the
anti-model equations of method 2 with Egs. (12)
and (13). In Fig. 5, method 6 is the anti-
model set combining Eq. (12). Method 7 is the
anti-model set combining Eq. (13). Method 8 is
the anti-model set combining Eqgs. (12) and (13).
Methods 7 and 8 showed similar results. However,
method 8 is a bit improved and also can cope with
various utterances of people very well.

Finally, we combine the anti-models using Eq.
(9) with method 8 as shown in Fig. 6. The curve
shape and result of the final method is similar with
method 8 of Fig. 5. However, the final result is a
bit improved over method 8 of Fig. 5. In addition,
the EER is 0.08. This result is improved by 16%
over the utterance verification result as shown in
Table 6. Aimed at applying to utterance verifica-
tion, the “Sub-word LRT”, “Phonetic filler”, ““5-
best”, “256 mix GMM” and “Bayesian fusion”
employed an arbitrary phoneme sequence or a
general free-phoneme sequence for comparative

Comparison results between the first approach using “one-to-many mapping method” as in Table 1 and the second approach using

“one-to-one mapping method” as in Table 2 (threshold = 0)

Method First approach

Second approach

FRR FAR FRR FAR
1 0.0088179 0.5827750 0.0087547 0.5759799
2 0.0171302 0.5166876 0.0168885 0.5069785
3 0.0567947 0.2383059 0.0561109 0.2262200
4 0.2288869 0.0987989 0.2053726 0.0840138
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Fig. 3. Simulation results of the second approach using statistical distance of phonemes. Simulation results of (a) method 1, (b)

method 2, (c) method 3 and (d) method 4.
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Fig. 4. Comparison result of methods 2 and 5.

evaluation. The Sub-word LRT (Likelihood Ratio
Test) is done at a sub-word unit (phoneme or syl-
lables) during Viterbi decoding and the results are
combined for final decision. The phonetic filler or
256 mix GMM uses an arbitrary phoneme se-
quence or previously trained models such as gar-
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Fig. 5. Comparison result of the methods 6-8.

bage models that is trained using predictable
words set. When a word network is constructed,
these models are linked to this word network.
So, during Viterbi decoding, uttered word (feature
vectors) is checked whether the uttered word
is within the given recognition list (constructed
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Fig. 6. Final result using all anti-models.

phoneme sequence) or not. In 5-best method for
LRT, all path sequences computed in Viterbi
decoding procedure are not used. N-best sequences
having maximum likelihood scores are computed
for LRT. In the case of Bayesian fusion method
applying to utterance verification problem, con-
ventional confidence measure modeling and evalu-
ation methods can be treated as local sensors
which detect or verify acoustic events concerned.
Final decision is made in global fusion center,
which combines the local decisions sent by each
local utterance verifier. However, Bayesian fusion
method considers parallel configuration for utter-
ance verification for utterance verification where
each sensor observes common phenomenon and
makes local decision regarding it. Thus, the objec-
tive of Bayesian formulation is to minimize the
Bayesian risk. It is to find optimal decision rules
for each local sensor as well as a global one.

In this paper, we proposed automatic produc-
tion rules of anti-models such that the perfor-
mance would not depend on a code. In order to
accomplish the code independence, anti-models
are produced against the specific voice code. Egs.

(9), (11) and (12) represent the anti-models to
reject similar words. Eqgs. (13) and (14) are anti-
models to reject completely different words.

As shown in Fig. 3, specific equations for anti-
models have low performance when respective
equations are applied alone because they are able
to cope only with the specific words. However,
combined anti-models result in more robust per-
formance because they can cope with various
acoustic situations. If the modeling of anti-models
is not precisely done and a few anti-models are
applied, the performance should depend on a
given voice code or uttered words. In contrast, if
a lot of anti-models are applied and thus very pre-
cise modeling of anti-models are considered, some
words can be rejected in the confidence measure
stage because the likelihood score of anti-models
that represent a similar word against a voice code
word has increased. Therefore, an optimal number
of anti-models should be applied to obtain a
robust performance.

This system usually is utilized in an outdoor
surveillance region, which requires a noise robust
voice code verification to cope with not only envi-
ronmental noise, but also other white noise. To
resolve this problem, a harmonics-based spectral
subtraction algorithm is applied for preprocessing
the noise. First, an experiment is conducted by the
Aurora 2 evaluation procedure under a continuous
digits recognition tasks. Test sets are reproduced
using TIDigits of which the entire speech data
are down-sampled to 8 kHz and various realistic
noises are added artificially. The feature vector
order is 39 and is composed of 13 order static
MFCC (cl-c12 + log energy) and its derivatives
and accelerations. For comparison, a spectral sub-
traction algorithm and nonlinear algorithm are
evaluated as in Table 7. As seen in Table 7, HSS
shows that the proposed algorithm is more robust
than other algorithms. A notable advantage of the

Ezlr)rll;:rison results with other utterance verification methods (threshold = 1.2)
Threshold Method
Sub-word Phonetic S-best 256 mix Bayesian Proposed
LRT filler LRT GMM fusion method
1.2 0.1882 0.1448 0.2432 0.1862 0.1383 0.08
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Table 7
Summary of overall word accuracies on Aurora2 mis-matched
training/testing condition (%)

Baseline SS HSS
Baseline 60.06 77.89 80.59
CMN 71.16 78.56 82.00

proposed scheme is that it does not require an
exact SNR estimate under various noise condi-
tions. If a noise characteristic is stationary and
each magnitude of harmonics is not masked by a
noise, the SS technique itself may work alone.
However, real-life conditions are not all that coop-
erative. In the case of SS, due to the fact that the
non-stationary characteristic of noise a posteriori
and a biased SNR are estimated inaccurately,
there may be a distortion in the shape of harmon-
ics by subtracting the noise magnitude more in the
harmonics region and less in the side-lobes region.
As a result, this condition will lead directly to a
poor performance in the ASR system. However,
HSS also has a remedial capability that corrects
the described deficiency. The key to improving
the performance of HSS is pinpointing the har-
monics corresponding to the spectrum.

Next, HSS is applied to the voice code verifica-
tion experiment, which is also conducted using
PBW452DB. The simulation result is shown in
Table 8. In a babble noise environment, EER did
not show a rapid decrease of EER, while in white
noise, EER showed a rapid decrease of EER.
However, it brought about a 40% relative
improvement than when there was no harmonics-
based spectral subtraction algorithm.

Table 8

4.3. Discussion

Our proposed method for a text-prompted and
a speaker independent verification showed that it
provides a voice code verification function without
an extra trained model for the likelihood normali-
zation in N-best based LRT. The key point is to
use the competing models that are anti-models
using a statistical distance of phonemes as the
alternative model always follows the same state
as the target model.

The conventional speech recognition algorithms
as a pattern classification problem use the maxi-
mum a posteriori (MAP) decision rule to find the
most likely sequence of words. Respective pho-
nemes can be modeled using HMM having states.
When uttered speech vectors enter the decoding
stage, likelihood scores are computed at all
sequences of words until the end-point of speech
is found. Thus, a likelihood score of phoneme
models similar to the uttered speech features
increase, or else the likelihood score will be
assigned a low value. When a person utters a word,
it can be either a completely different word or a
similar word with a voice code word. The conven-
tional speech recognition system obtains recogni-
tion success (false acceptance) when a person
speaks a similar word because it uses the maxi-
mum a posteriori decision rule to find the most
likely sequence of words. However, such a prob-
lem presents high risk in a user authentication sys-
tem, requiring anti-models to cope with this
problem. Thus, in this paper, we propose anti-
models that are specific to a given voice code word
model by using regular production rules.

Equal error rate (EER) of voice code verification under babble and white noise environments

Equal error rate (EER)

Clean 5dB 10 dB 15dB
Clean DB FRR 0.076738 - - -
FAR 0.109624 - - -
Babble noise FRR - 0.088653 0.088069 0.089238
FAR - 0.096128 0.095923 0.095385
White noise FRR - 0.518268 0.376042 0.221871
FAR - 0.362295 0.320828 0.218299
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Thus, if we can perform the modeling of the
alternative hypothesis very well, the voice code
verification task can be solved by competing
against each other without extra trained models
such as filler or garbage models. In some cases, tra-
ditional LLR does not find the most representative
alternative hypothesis (Leung and Fung, 1999).
Thus, the modeling of an alternative model is a
crucial issue for the voice code verification.

From the simulation result, we knew that the
use of numerous anti-models degraded detection
probability while the use of few anti-models de-
graded the false acceptance rate. Thus, the optimal
number of anti-models that can compete with the
voice code model should be used. In addition, out-
door noise is an important issue that should be
considered. Under this condition, the speaker
verification rate is very low while the voice code
verification rate is the same. Even though we
applied a harmonic-based spectral subtraction
algorithm, some other algorithms should also be
used for compensating the verification rate in an
outdoor environment where wind or rain noise
exists, and so on. Considering its application to
an outdoor environment, some kinds of feature
compensation algorithms such as the multi-variate
Gaussian-based feature compensation or the
parallel combined mixture model (Kim et al.,
2003) should be considered.

This system can be utilized by combining it with
other security algorithms. To prevent and compen-
sate for the false rejection or verification failure,
we can use other methods such as face recognition
and fingerprint recognition using an image sensor.
Thus, the proposed system can make use of verif-
ying suspicious persons with other verification
techniques. By combining image techniques into
our proposed system for detection, tracking and
recognition of people, more reliable detection
and recognition rate can be achieved.

5. Conclusions

We proposed a voice code verification method
for a text-prompted speaker independent verifica-
tion, based on an utterance verification method
using the sub-word based anti-models that employ

the statistical distance of phonemes against the
voice code. Our proposed method for a text-
prompted and speaker independent verification
provided a voice code verification function without
an extra trained model such as filler or garbage
models for the likelihood normalization through
the reuse of a general acoustic model. At this point,
the use of numerous anti-models degraded the
detection probability while the use of few anti-
models degraded the false acceptance rate. Thus,
the optimal number of anti-models that can com-
pete with the voice code model should be used.

In experiment, the performance evaluation is
done by using a common Korean database,
PBW452DB, which consists of 63,280 utterances
of 452 isolated words recorded in a silent environ-
ment. The result was improved by 16% over the
utterance verification result presented in Table 6.
In addition, simulation result showed that the per-
formance is higher under noisy environment than
in any other algorithms when we applied the
harmonics-based spectral subtraction algorithm
compared to general spectral subtraction and
nonlinear spectral subtraction.
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