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A cloud server receives a request for accessing medical
image data from a client device, where the cloud server
provides image processing services to users in image pro-
cessing steps, resulting in image views. User privileges of a
user are determined for accessing the medical image data. In
response to receiving a command having a selection of an
image view from the client device, the cloud server provides
the medical image data based on the selected one or more
image views. The user interactions of the user with the
medical image data via the selected image views are tracked,

Continuation of application No. 14/174,115, filed on including tracking how long in time the user has spent on a
Feb. 6, 2014, now Pat. No. 9,430,828, which is a particular image view. An analysis is performed on the
continuation of application No. 13/396,548, filed on tracked user interactions to determine an overall usage trend

Feb. 14, 2012, now Pat. No. 8,682,049.

104

Workstation
Image 108
Capluring R
Devios

PACS
105

Medical
nsitiute
101

Tablet
13

of the image views.

Medical Inatituts
02

Mobile
Device

114 i @
Deskiop

118

A

Workstation

Image
Capturing
Device
104

105 Router
108

Tablat
13

Medical
Institute
101

Desktop
18

MIM Ex1009



US 2016/0335395 A1l

Nov. 17,2016 Sheet 1 of 21

Patent Application Publication

Sil

= &

/

it
FELIN

B0t
BEINESS

jfema 4

E0T
pnoid

0L

NSyl jeaipapy

¥l

~——— 30IA3( <—\ -w—m

SHAOW

X €Il
/[ 1eiel

Tor
annsy|

{eoIpajy

801
i8noy

wol
a0
Buuniden
abeuwy

g0t
UOREISHIOAN

MIM Ex1009

Page 2 of 39



Patent Application Publication Nov. 17,2016 Sheet 2 of 21 US 2016/0335395 Al

institute
101

Medical

Workstation

113

FIG. 1B

image

Capturing
Device

Page 3 of 39 MIM Ex1009



US 2016/0335395 A1l

£0¢
{uoneissiopn - B8)
WD

t4%4
uoyeoddy JusiD

Nov. 17,2016 Sheet 3 of 21

Patent Application Publication

S0t
(swen
gieQ {edipsiy

00¢

¢ 'Old

202
(sl wyy “He)
waiD

11z
uofjesy|ddy welD

102
(1ousey -b-a) oz
I0M1S
<« * N > (s)welsAs s8ui0
507
ienes
¥4 502 o
woisAsg (s)uopeoyddy UoNEIOgE0D —
JOJIUDD) SS9y FET NI oBew| [EoIPap Amvcmwwgw
‘ ’ Buissaooidaig
abeuw|
walsAg 902 EMWW s
Buissa00id 21018
uswebeueyy
abewy ejeq |2oipe MOIPHOM

MIM Ex1009

Page 4 of 39



Patent Application Publication Nov. 17,2016 Sheet 4 of 21 US 2016/0335395 Al

OJU_/}
9::9. S e , . &3 uoozua, oy
oy QOO0 § . ans100000 2
“heq M“’sOO@OO $2 6”% w%@@@@@ 24
we OO0 32 g OOOO0 3 8
4]
OO0 ¢ w0000 §
5egeg” $28¢2¢
23 & 35 = £ 25 55
E< g 28 om g E 3
g =) ™ ° § - ¢ 0O
- $ 7 5 . a )
o 225 O T FEE
T EsE i s £°6 O
g =
Ao
e 0000 5 ! QOOOG 55
" QOO0 3 " 0000 §2
25 £ d, 32
€100, OO0 &3 J s QOO0 - 2
2100 R “%s ©OO0O0 §8
w9000 % ¢ w0000
© 0000 2 OC
35 8 5 b 5558 ¢
§9555 c5Ei: 8
2 8 £ P oE g 5 )
o % 5 2 9
™

Page 5 of 39 MIM Ex1009



US 2016/0335395 A1l

Nov. 17,2016 Sheet 5 of 21

Patent Application Publication

Vv "Old

SwOQCGOO0

NG 20 R 7t R T I P
T 0 i L R, BTN

HETIN BEE
EE

PERT A g e BEELITAE B PLL A BERNES,
LF AR § 5
&axm.xmxxx S AR SR ARG ST 40 8 ¥ R WS
NO.V T .ﬂﬁv.wuﬁm iy
QOO0 I
0% ™~ 30V
€0y m.wﬂtw;ww.mml.ﬁ“ [R2Eck00 i3 By FR5E ww@wﬁmﬂwﬂu
ST ) Rues CiGE EHY

s O

yieg ) W SRR QT Ay
UL s Y TR RT AL ApeTy 3e 865 [ T I VT
TRERETY i% ; Doy 00T Apurd gLLT SR G

CRALRG S0f ¥ETL FIUT 5
TEERAE B ;

T

Rypmooyy

00y

MIM Ex1009

Page 6 of 39



US 2016/0335395 A1l

Nov. 17,2016 Sheet 6 of 21

Patent Application Publication

g¥ "Old

000000

I WL

FEI W

BRHES BRY

SHECTHRINEY

COQCOO,

£
guids
[RECTC

NI WA ) FONTIRTA PG WD 1595 R )
i sesLelfy|  weprgApwed BiTE B
5Eg ; TORITTE g sEg R B T

FORATE 1R SRR Aer ves S R any| Bases aEg
FEIIEY TonEiars| voi oo Agury BTT COnNE I [oEen RSOy
Wy Fl FEETITTE ks 90| TT Wl 5G| | EBESE
RS T TIREDUR| | DICGADING|  SWEN WWRRTE O ventg T SO

00v

MIM Ex1009

Page 7 of 39



US 2016/0335395 A1l

Nov. 17,2016 Sheet 7 of 21

Patent Application Publication

JY "Old

QOO000C

A

AN

\..\

g BB

iLH3TY

B1EP JO SbUE] JUBUD) B LY S| SiNpou bun] JUsiEd

£xH 931

M

T 41

S

¥z EEL

Dunh winyt |6 oBe

PEET

T el T

SEOOS

fES RS

¥ 2INSED

wisned ¥

HEISY o

TURLUEEI .

2

-
Jajaueyp

LA S A T
ed

QOOOOV

MIM Ex1009

Page 8 of 39



US 2016/0335395 A1l

Nov. 17,2016 Sheet 8 of 21

Patent Application Publication

€02
waio

Zie
uoneoyddy jusiD

S0%
ejep ofewy oD

S 'Old

a0
weio

1ie
uofjeoyiddy jusio

0%
ejep abewy JusyD

N 7
N /
AN e
N /
N e
N Ve
4 >
g0z 53
walsAg uoneioqge]jo) abeu| jBoIpayy eV
[S3¥4 JOIIUOD) SS800Y
wio}sA! SO 108
EmEMmmmms_ > ejep wmmw_ 1S0H oo ~ 508
OO, UOlJEIOQE(0D
MOIPHOM 0¥
— 0z
005 90¢ uloIsAs

8I0ig ejeq [edlpa

Butssanoid abew

MIM Ex1009

Page 9 of 39



US 2016/0335395 A1l

Nov. 17,2016 Sheet 9 of 21

Patent Application Publication

609

809 7

V9 'Old

L0000

FES £ #
¥ QY N
¥ EEX =
frarsiuERny | @ SRe (el
ﬂ. > J..W,ma%..mn_ W,.M.&,
£ 0¥ % 7 %
HOOOE
1 - e e a =
£09
£ z |9+

09 769
f MOIA ¢ M3IA
€l9 / 119 /
ojuy O
used jusiied
€09 105
€ MOIA | MOIA

Zl9 /

o
Jusied

oww/

o
ened

MIM Ex1009

Page 10 of 39



Patent Application Publication Nov. 17,2016 Sheet 10 of 21  US 2016/0335395 A1l

608
609

606\
£ 101 420 10 2

View 3
603
View 4
604

FIG. 6B

601
View 2
602

Page 11 of 39 MIM Ex1009



Patent Application Publication Nov. 17,2016 Sheet 11 of 21

US 2016/0335395 A1
o . < <
g g s
(&)
©
o
L.
= - N ~
§ 2 § 2

Page 12 of 39

MIM Ex1009



Patent Application Publication Nov. 17,2016 Sheet 12 of 21  US 2016/0335395 A1l

@ .., o
eyl |~ &waa; ‘o g\
/| 8 IS8R & \ov
g I - OEDOD *:3 2
2 |
(2]
z 3 <
g 8| é %l
Q
1 Lo
O
LL.
|@I
4 - N
{ 'y
§ = 2o

Page 13 of 39 MIM Ex1009



US 2016/0335395 A1l

Nov. 17,2016 Sheet 13 of 21

Patent Application Publication

004

L 'Old

01 \

‘'sabspald Josn sy 9y}
uo poaseq ejep abeun [eoipaw gg oyl ssacoud 03 sasn
141 BY} 0] 9|qe|ieA. $100} Buissaoold abew ayy pui

201 \

"elep afew [Rolpawl
as ay1 jo seumo ue Ag painbiuoo ag Aew pue
eiep abewi [esipaw (3¢ @y} 0} paielal buieq sebajaud
Jasn 1s1y ey ‘elep abew [eoipaw g ayy Buisseooe
Joy Jasn jsJy ay} jo sebepaud Jasn 1siy suuueieq

102 \

“I9SN 1SJY B WOl Blep
abew |eoipsw (Qg) |euoisuswip-aa.y) Buissaooe
Joj 15enbal B 3I0MIBU B JBA0 SBAIB08S JBAIBS PNoD Y

MIM Ex1009

Page 14 of 39



US 2016/0335395 A1l

Nov. 17,2016 Sheet 14 of 21

008

Patent Application Publication

8 "Old

508 d

‘a0IASP |B00| 8y} Je eiep abew patepdn ayj
jussald ‘Janses Buissasosd abew sy} WOl paaRIsl PUBLLLIOD
Buuspual sy uo paseq ejep abew pajepdn o} asuodsal Uy

108 e

“1anias Buissaoosd abeuwy sy 0] puewiwod Buispuss
e Bunuasaidel uoiewLol wsues ‘saoepeiul Buissanoid
aBewwl 8y} JO BUO BiA PAAIROSI PURWILLOD & 0} asuodsal u)

£08 v

‘abajinud sasn ay) uo paseq
uoneoydde a0 sy} jo (4eq |00) e jo suoyng “H'o) seoeusiul
Buisseoosd ebewi aiow 10 suo (sjqesip ‘ajgeus B'e) anbiyuon

Z08 \

Janies Buissanoid Buibeux ay jo uonesidde
JOAI8S B 0} paIdN0o AISAIIEOIUNLWOD S1 UDIYM ‘@DIABD |BOO|
ay1 je Buuuns uonesydde jusio e ein elep afiew sy Aejdsiq

108 e

‘201ASP [BOO} B
10 Josn e Jo abapaud Josn Bunussaidal elep Buipnoul omisu
e Jono 1asies Buissaoaid abewr ue wouy elep abews aneoey

MIM Ex1009

Page 15 of 39



US 2016/0335395 A1l

Nov. 17,2016 Sheet 15 of 21

Patent Application Publication

6 'Old

€01
pnoid

302
2101S E1eq feIpa

¥02
(s)wsyshg B0V
Buisssooudaig (S)BNIBS JSOH
sbew

006

%6
$904N0S

eleq J2yio

1286
wbeuepy
Aemales)

0Z6
JaziwAuouy

4
(10uteiuy Ba)
PTNEIN]

ot 708
e eyeqg S9N
T Z16
206 areidws |
1ebeuepy azjwAuouy
Aemares)
016 506
JszZiwAuouy 21015
BlE(] [EJPON
ot €06
88D Bl sajny
T 176
106 ajejdwe |
1ebeuep aziwAuouy
Aemaien
806 <08
leziwAuouy 210lg
gleq {edipasiy

MIM Ex1009

Page 16 of 39



Patent Application Publication Nov. 17,2016 Sheet 16 of 21  US 2016/0335395 A1

101
1010
1013

/ 1000

FIG. 10A

Page 17 of 39 MIM Ex1009



Patent Application Publication Nov. 17,2016 Sheet 17 of 21  US 2016/0335395 A1

FIG.10B

Page 18 of 39 MIM Ex1009



Patent Application Publication Nov. 17,2016 Sheet 18 of 21  US 2016/0335395 A1l

FIG. 11

Page 19 of 39 MIM Ex1009



=
w;
=)
[92)
w,
e
S
S HONN
M YMILYD 4T 1 NON JHOLS YivVa WOId3IN
(=
2 .
w A Asou ON F w — m
sessaiduio]
seziruALOUY
ofewomy preititciizativ Tl
Y
o
S
=]
(=)
Y
~d
L
L
=
N
HONN
= FH0LS Y1IVQ oI
> YMILYO a1 N0oY 018
<>
$ @
= D gzl "old
; sessasdoy
W soznuAuouy
z onetuony 18R [RIPSIN

a0 HO/ANY ¥2LNAN0D

HONW

AVMALYD @
sydlioug l
X
D $9s5a1dwoD
RN -—c v EOal@AllmmN_Eéoé
G doig + Beig )

JRIIBD [BOIPaN

V¢l "Old

Patent Application Publication

MIM Ex1009

Page 20 of 39



US 2016/0335395 A1l

Nov. 17,2016 Sheet 20 of 21

00t

Patent Application Publication

€l 'Old

coet \

"a0IABP |e00] U} JO Jod JBulajul Ue BIA PBYS)|gelse
UONDaULOD JausBul ue Buisn ‘s8N aJ0W JO U0
JO 189S B UO POSE( }JOM]OU B JBAO JBAISS PNO|O B O} Bjep
abewi [eoipawl (g paziwAuour ay) peojdn Ajjeaiewioiny

zZogl \

‘eje|dwis) uoHeZIWAUOUR UB UD paseq ‘ejep
abetul [e2ipal (J¢ aUl YIM PaIBID0OSSE ‘Elepeiow tepan
Buinowal Aq elep abew [e2ipaw ¢ oyl azIwAuouy

LOEL \

a201nap Buibew [eoipsw B Ag
paimdes eiep obewy [eoipsut (JE 99IAaP [B30] B 1B BAID08Y

MIM Ex1009

Page 21 of 39



US 2016/0335395 A1l

Nov. 17,2016 Sheet 21 of 21

Patent Application Publication

¥l "Old

11343 7

(Ja3ud Jo
‘aoBLIBIU MJIOMIBU
10 ‘wispow
10 ‘pieogAay
10 *asnows "6'3)
(s)aomag
O/l

:

(s)sej003u00
O/l

071 /

aoinaQ Aeidsig g
1sjjonuo) Aeydsig

6071 /

Q#,///

H

:

sng
Amzwc piey B9) m"\_w_MM_> NOY 10589204401
JOWBN ;
SIIRIOALON
10} 48 s LO%L 7 covL / H
90F1 /
ayoen

00vL

yori \

MIM Ex1009

Page 22 of 39



US 2016/0335395 Al

CLOUD-BASED MEDICAL IMAGE
PROCESSING SYSTEM WITH TRACKING
CAPABILITY

RELATED APPLICATIONS

[0001] This application is a continuation application of
U.S. patent application Ser. No. 14/174,115, filed Feb. 6,
2014, which is a continuation application of U.S. patent
application Ser. No. 13/396,548, filed Feb. 14, 2012, now
U.S. Pat. No. 8,682,049 which is incorporated by reference
herein in its entirety.

FIELD OF THE INVENTION

[0002] Embodiments of the present invention relate gen-
erally to image processing systems. More particularly,
embodiments of the invention relate to cloud-based medical
image processing systems with tracking capability.

BACKGROUND

[0003] A computerized axial tomography scan (commonly
known as a CAT scan or a CT scan) is an x-ray procedure,
which combines many x-ray images with the aid of a
computer to generate cross-sectional views of the internal
organs and structures of the body. In each of these views, the
body image is seen as an x-ray “slice” of the body. Typically,
parallel slices are taken at different levels of the body, i.e.,
at different axial (z-axis) positions. This recorded image is
called a tomogram, and “computerized axial tomography”
refers to the recorded tomogram “sections” at different axial
levels of the body. In multislice CT, a two-dimensional (2D)
array of detector elements replaces the linear array of
detectors used in conventional CT scanners. The 2D detector
array permits the CT scanner to simultaneously obtain
tomographic data at different slice locations and greatly
increases the speed of CT image acquisition. Multislice CT
facilitates a wide range of clinical applications, including
three-dimensional (3D) imaging, with a capability for scan-
ning large longitudinal volumes with high z-axis resolution.
[0004] Magnetic resonance imaging (MRI) is another
method of obtaining images of the interior of objects,
especially the human body. More specifically, MRI is a
non-invasive, non-x-ray diagnostic technique employing
radio-frequency waves and intense magnetic fields to excite
molecules in the object under evaluation. Like a CAT scan,
MRI provides computer-generated image “slices” of the
body’s internal tissues and organs. As with CAT scans, MRI
facilitates a wide range of clinical applications, including 3D
imaging, and provides large amounts of data by scanning
large volumes with high resolution.

[0005] Medical image data, which are collected with
medical imaging devices, such as X-ray devices, MRI
devices, Ultrasound devices, Positron Emission Tomogra-
phy (PET) devices or CT devices in the diagnostic imaging
departments of medical institutions, are used for an image
interpretation process called “reading” or “diagnostic read-
ing.” After an image interpretation report is generated from
the medical image data, the image interpretation report,
possibly accompanied by representative images or represen-
tations of the cxamination, arc sent to the requesting phy-
sicians. Today, these image interpretation reports are usually
digitized, stored, managed and distributed in plain text in a
Radiology Information System (RIS) with accompanying
representative images and the original examination stored in
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a Picture Archiving Communication System (PACS) which
is often integrated with the RIS.

[0006] Typically, prior to the interpretation or reading,
medical images may be processed or rendered using a
variety of imaging processing or rendering techniques.
Recent developments in multi-detector computed tomogra-
phy (MDCT) scanners and other scanning modalities pro-
vide higher spatial and temporal resolutions than the previ-
ous-generation scanners.

[0007] Advanced image processing was first performed
using computer workstations. However, there are several
limitations to a workstation-based advanced image process-
ing system. The hardware and software involved with these
systems are expensive, and require complicated and time
consuming installations. Because the workstation can only
reside in one location, users must physically go to the
workstation to use the advanced image processing software
and tools. Also, only one person can use the workstation at
a time.

[0008] Some have improved on this system by converting
the workstation-based advanced image processing system to
a client-server-based system. These systems offer some
improvements over the workstation-based systems in that a
user can use the client remotely, meaning the user does not
have to be physically located near the server, but can use
his/her laptop or computer elsewhere to use the software and
tools for advanced image processing. Also, more than one
client can be used with a given server at one time. This
means that more than one user can simultaneously and
remotely use the software that is installed on one server. The
computational power of the software in a client-server-based
system is distributed between the server and the client. In a
“thin client” system, the majority of the computational
capabilities exist at the server. In a “thick client” system,
more of the computational capabilities, and possibly data,
exist on the client.

[0009] The hardware software installation and mainte-
nance costs and complexity of a client-server based system
are still drawbacks. Also, there can be limitations on the
number of simultaneous users that can be accommodated.
Hardware and software must still be installed and main-
tained. Generally the information technology (IT) depart-
ment of the center which purchased the system must be
heavily involved, which can strain resources and complicate
the installation and maintenance process.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] Embodiments of the invention are illustrated by
way of example and not limitation in the figures of the
accompanying drawings in which like references indicate
similar elements.

[0011] FIGS. 1A and 1B are block diagrams illustrating a
cloud-based image processing system according to certain
embodiments of the invention.

[0012] FIG. 2 s a block diagram illustrating a cloud-based
image processing system according to another embodiment
of the invention.

[0013] FIGS. 3A-3D are diagrams illustrating examples of
access control data structures according to certain embodi-
ments of the invention.

[0014] FIGS. 4A-4C are screenshots illustrating certain
graphical user interfaces (GUIs) of a cloud-based image
processing system according to one embodiment of the
invention.
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[0015] FIG. 5 is a block diagram illustrating a cloud-based
image collaboration system according to one embodiment of
the invention.

[0016] FIGS. 6A-6D are screenshots illustrating certain
GUIs of a medical image collaboration system according
certain embodiments of the invention.

[0017] FIG. 7 is a flow diagram illustrating a method for
processing medical images in a collaboration environment
according to one embodiment of the invention.

[0018] FIG. 8 is a flow diagram illustrating a method for
processing medical images in a collaboration environment
according to another embodiment of the invention.

[0019] FIG.9 is a block diagram illustrating a cloud-based
image processing system according to another embodiment
of the invention.

[0020] FIGS. 10A and 10B are screenshot illustrating
examples of graphical user interfaces for configuring data
gateway management according to certain embodiments of
the invention.

[0021] FIG. 11 is a screenshot illustrating examples of
GUIs for configuring anonymous data gateway management
according to certain embodiments of the invention.

[0022] FIGS. 12A-12C are block diagrams illustrating
certain system configurations according to some embodi-
ments of the invention.

[0023] FIG. 13 is a flow diagram illustrating a method for
anonymizing medical data according to another embodiment
of the invention.

[0024] FIG. 14 is a block diagram of a data processing
system, which may be used with one embodiment of the
invention.

DETAILED DESCRIPTION

[0025] Various embodiments and aspects of the inventions
will be described with reference to details discussed below,
and the accompanying drawings will illustrate the various
embodiments. The following description and drawings are
illustrative of the invention and are not to be construed as
limiting the invention. Numerous specific details are
described to provide a thorough understanding of various
embodiments of the present invention. However, in certain
instances, well-known or conventional details are not
described in order to provide a concise discussion of
embodiments of the present inventions.

[0026] Reference in the specification to “one embodi-
ment” or “an embodiment” means that a particular feature,
structure, or characteristic described in conjunction with the
embodiment can be included in at least one embodiment of
the invention. The appearances of the phrase “in one
embodiment” in various places in the specification do not
necessarily all refer to the same embodiment.

[0027] According to some embodiments, advanced image
processing systems are provided as cloud-based systems,
particularly, for processing medical images. According to
one embodiment, a cloud server is configured to provide
advanced image processing services to a variety of clients,
such as physicians from medical institutes, sole practitio-
ners, agents from insurance companies, patients, medical
researchers, regulating bodies, etc. A cloud server, also
referred to as an image processing server, has the capability
of processing one or more medical images to allow multiple
participants to view and process the images either indepen-
dently or in a collaborated manner or conferencing environ-
ment. Different participants may participate in different
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stages of a discussion session or a workflow process of the
images. Dependent upon the privileges associated with their
roles (e.g., doctors, insurance agents, patients, or third party
data analysts or researchers), different participants may be
limited to access only a portion of information relating to the
images or a subset of the processing tools without compro-
mising the privacy of the patients associated with the
images.

[0028] According to some embodiments, a cloud-based
medical image processing system includes a data gateway
manager to automatically and/or manually transfer medical
data to/from data providers such as medical institutes. Such
data gateway management may be performed based on a set
of rules or policies, which may be configured by an admin-
istrator or authorized personnel. In one embodiment, in
response to updates to medical image data during an image
discussion session or image processing operations per-
formed at the cloud, the data gateway manager is configured
to transmit over a network (e.g., Internet or intranet) the
updated image data or data representing the difference
between the updated image data and the original image data
to a data provider that provided the original medical images.
Similarly, the data gateway manager may be configured to
transfer any new images from the data provider and store
them in a data store of the cloud-based system. In addition,
the data gateway manager may further transfer data amongst
multiple data providers that are associated with the same
entity (e.g., multiple facilities of a medical institute). Fur-
thermore, the cloud-based system may automatically per-
form certain image pre-processing operations of the received
images using certain advanced image processing resources
provided by the cloud systems. The gateway manager may
comprise a router, a computer, software or any combination
of these components.

[0029] FIGS. 1A and 1B are block diagrams illustrating a
cloud-based image processing system according to certain
embodiments of the invention. Referring to FIG. 1A,
according to one embodiment, system 100 includes one or
more entities or institutes 101-102 communicatively
coupled to cloud 103 over a network. Entities 101-102 may
represent a variety of organizations such as medical insti-
tutes having a variety of facilities residing all over the world.
For example, entity 101 may include or be associated with
image capturing device or devices 104, image storage sys-
tem (e.g., PACS) 105, router 106, and/or data gateway
manager 107. Image storage system 105 may be maintained
by a third party entity that provides archiving services to
entity 101, which may be accessed by workstation 108 such
as an administrator or user associated with entity 101. Note
that throughout this application, a medical institute is uti-
lized as an example of an organization entity. However, it is
not so limited; other organizations or entities may also be
applied.

[0030] In one embodiment, cloud 103 may represent a set
of servers or clusters of servers associated with a service
provider and geographically distributed over a network. For
example, cloud 103 may be associated with a medical image
processing service provider such as TeraRecon of Foster
City, Calif. A network may be a local area network (LAN),
a metropolitan arca nctwork (MAN), a wide arca nctwork
(WAN) such as the Internet or an intranet, or a combination
thereof. Cloud 103 can be made of a variety of servers and
devices capable of providing application services to a vari-
ety of clients such as clients 113-116 over a network. In one
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embodiment, cloud 103 includes one or more cloud servers
109 to provide image processing services, one or more
databases 110 to store images and other medical data, and
one or more routers 112 to transfer data to/from other entities
such as entities 101-102. If the cloud server consists of a
server cluster, or more than one server, rules may exist
which control the transfer of data between the servers in the
cluster. For example, there may be reasons why data on a
server in one country should not be placed on a server in
another country.

[0031] Server 109 may be an image processing server to
provide medical image processing services to clients 113-
116 over a network. For example, server 109 may be
implemented as part of a TeraRecon AquariusNET™ server
and/or a TeraRecon AquariusAPS server. Data gateway
manager 107 and/or router 106 may be implemented as part
of a TeraRecon AquariusGATE device. Medical imaging
device 104 may be an image diagnosis device, such as X-ray
CT device, MRI scanning device, nuclear medicine device,
ultrasound device, or any other medical imaging device.
Medical imaging device 104 collects information from mul-
tiple cross-section views of a specimen, reconstructs them,
and produces medical image data for the multiple cross-
section views. Medical imaging device 104 is also referred
to as a modality.

[0032] Database 110 may be a data store to store medical
data such as digital imaging and communications in medi-
cine (DICOM) compatible data or other image data. Data-
base 110 may also incorporate encryption capabilities. Data-
base 110 may include multiple databases and/or may be
maintained by a third party vendor such as storage providers.
Data store 110 may be implemented with relational database
management systems (RDBMS), e.g., Oracle™ database or
Microsoft® SQL Server, etc. Clients 113-116 may represent
a variety of client devices such as a desktop, laptop, tablet,
mobile phone, personal digital assistant (PDA), etc. Some of
clients 113-116 may include a client application (e.g., thin
client application) to access resources such as medical image
processing tools or applications hosted by server 109 over a
network. Examples of thin clients include a web browser, a
phone application and others.

[0033] According to one embodiment, server 109 is con-
figured to provide advanced image processing services to
clients 113-116, which may represent physicians from medi-
cal institutes, agents from insurance companies, patients,
medical researchers, etc. Cloud server 109, also referred to
as an image processing server, has the capability of hosting
one or more medical images and data associated with the
medical images to allow multiple participants such as clients
113-116, to participate in a discussion/processing forum of
the images in a collaborated manner or conferencing envi-
ronment. Different participants may participate in different
stages and/or levels of a discussion session or a workflow
process of the images. Dependent upon the privileges asso-
ciated with their roles (e.g., doctors, insurance agents,
patients, or third party data analysts or researchers), different
participants may be limited to access only a portion of the
information relating to the images or a subset of the tools
and functions without compromising the privacy of the
patients associated with the images.

[0034] According to some embodiments, data gateway
manager 107 is configured to automatically or manually
transfer medical data to/from data providers (e.g., PACS
systems) such as medical institutes. Such data gateway

Page 25 of 39

Nov. 17,2016

management may be performed based on a set of rules or
policies, which may be configured by an administrator or
authorized personnel. In one embodiment, in response to
updates of medical images data during an image discussion
session or image processing operations performed in the
cloud, the data gateway manager is configured to transmit
over a network (e.g., Internet) the updated image data or the
difference between the updated image data and the original
image data to a data provider such as PACS 105 that
provided the original medical image data. Similarly, data
gateway manager 107 can be configured to transmit any new
images and/or image data from the data provider, where the
new images may have been captured by an image capturing
device such as image capturing device 104 associated with
entity 101. In addition, data gateway manager 107 may
further transfer data amongst multiple data providers that is
associated with the same entity (e.g., multiple facilities of a
medical institute). Furthermore, cloud 103 may include an
advanced preprocessing system (not shown) to automati-
cally perform certain pre-processing operations of the
received images using certain advanced image processing
resources provided by the cloud systems. In one embodi-
ment, gateway manager 107 is configured to communicate
with cloud 103 via certain Internet ports such as port 80 or
443, etc. The data being transferred may be encrypted and/or
compressed using a variety of encryption and compression
methods. The term “Internet port” in this context could also
be an intranet port, or a private port such as port 80 or 443
etc. on an intranet.

[0035] Thus, using a cloud-based system for advanced
image processing has several advantages. A cloud system
refers to a system which is server-based, and in which the
software clients are very thin—possibly just a web browser,
a web browser with a plug-in, or a mobile or phone
application, etc. The server or server cluster in the cloud
system is very powerful computationally and can support
several users simultaneously. The server may reside any-
where and can be managed by a third party so that the users
of the software in the cloud system do not need to concern
themselves with software and hardware installation and
maintenance.

[0036] A cloud system also allows for dynamic provision-
ing. For example, if facility X needs to allow for a peak of
50 users, they currently need a 50 user workstation or
client-server system. If there are 10 such facilities, then a
total of 500 users must be provided for with workstations, or
client-server equipment, IT staff, etc. Alternatively, if these
same facilities use a cloud service, and for example, the
average number of simultaneous users at each place is 5
users, then the cloud service only needs to provide enough
resource to handle the average (5 simultaneous users) plus
accommodations for some peaks above that. For the 10
facilities, this would mean 50 simultaneous users to cover
the average and conservatively 100 simultaneous users to
cover the peaks in usage. This equates to a 150-user system
on the cloud system vs. a 500-user system using worksta-
tions or a client-server model, resulting in a 70% saving in
cost of equipment and resources etc. This allows lower costs
and removes the need for the individual sites to have to
manage the asset.

[0037] Cloud computing provides computation, software,
data access, and storage services that do not require end-user
knowledge of the physical location and configuration of the
system that delivers the services. Cloud computing provid-
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ers deliver applications via the Internet, which are accessed
from Web browsers, desktop and mobile apps, while the
business software and data are stored on servers at a remote
location. Cloud application services deliver software as a
service over the Internet, eliminating the need to install and
run the application on the customer’s own computers and
simplifying maintenance and support.

[0038] A cloud system can be implemented in a variety of
configurations. For example, a cloud system can be a public
cloud system as shown in FIG. 1A, a community cloud
system, a hybrid cloud system, a private cloud system as
shown in FIG. 1B, or a combination thereof. Public cloud
describes cloud computing in the traditional mainstream
sense, whereby resources are dynamically provisioned to the
general public on a self-service basis over the Internet, via
Web applications/Web services, or other internet services,
from an off-site third-party provider who bills on a utility
computing basis. Community cloud shares infrastructure
between several organizations from a specific community
with common concerns (security, compliance, jurisdiction,
etc.), whether managed internally or by a third-party and
hosted internally or externally. The costs are spread over
fewer users than a public cloud (but more than a private
cloud), so only some of the benefits of cloud computing are
realized. Hybrid cloud is a composition of two or more
clouds (private, community, or public) that remain unique
entities but are bound together, offering the benefits of
multiple deployment models. Briefly it can also be defined
as a multiple cloud systems which are connected in a way
that allows programs and data to be moved easily from one
deployment system to another. Private cloud is infrastructure
operated solely for a single organization, whether managed
internally or by a third-party and hosted internally or exter-
nally. Generally, access to a private cloud is limited to that
single organization or its affiliates.

[0039] With cloud computing, users of clients such as
clients 113-116 do not have to maintain the software and
hardware associated with the image processing. The users
only need to pay for usage of the resources provided from
the cloud as and when they need them, or in a defined
arrangement, such as a monthly or annual contract. There is
minimal or no setup and users can sign up and use the
software immediately. In some situations, there may be a
small software installation, like a Citrix or java or plug-in.
Such a configuration lowers up-front and maintenance costs
for the users and there is no or lower hardware, software, or
maintenance costs. The cloud servers can handle backups
and redundancies and security so the users do not have to
worry about these issues. The users can have access to all
and the newest clinical software without having to install the
same. Tools and software are upgraded (automatically or
otherwise) at the servers to the latest versions. Access to
tools is driven by access level, rather than by software
limitations. Cloud servers can have greater computational
power to preprocess and process images and they can be
larger and more powerful with better backup, redundancy,
security options. For example, a cloud server can employ
volume rendering techniques available from TeraRecon to
render large volume of medical images. Further detailed
information concerning the volume rendering techniques
can be found in U.S. Pat. Nos. 6,008,813 and 6,313,841,
which are incorporated by reference herein.

[0040] According to one embodiment, image processing
services provided by cloud 103 can be provided based on a
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variety of licensing models, such as, for example, based on
the number of users, case uploads (e.g., number of cases,
number of images or volume of image data), case downloads
(e.g., number of cases, number of images or volume of
image data), number of cases processed and/or viewed,
image processing requirements, type of user (e.g., expert,
specialty or general user), by clinical trial or by research
study, type of case, bandwidth requirements, processing
power/speed requirements, priority to processing power/
speed (e.g., system in ER may pay for higher priority),
reimbursement or billing code (e.g., user may only pay to
perform certain procedures that are reimbursed by insur-
ance), time using software (e.g., years, months, weeks, days,
hours, even minutes), time of day using software, number of
concurrent users, number of sessions, or any combination
thereof.

[0041] FIG. 2is a block diagram illustrating a cloud-based
image processing system according to another embodiment
of the invention. For example, system 200 may be imple-
mented as part of the system as shown in FIGS. 1A and 1B.
Referring to FIG. 2, system 200 includes server 109 com-
municatively coupled to one or more clients 202-203 over
network 201, which may be a LAN, MAN, WAN, or a
combination thereof. Server 109 is configured to provide
cloud-based image processing services to clients 202-203
based on a variety of usage licensing models. Each of clients
202-203 includes a client application such as client appli-
cations 211-212 to communicate with a server counterpart
209, respectively, to access resources provided by server
109. Server application 209 may be implemented as a virtual
server or instance of the server application 209, one for each
client.

[0042] According to one embodiment, server 109
includes, but is not limited to, workflow management system
205, medical data store 206, image processing system 207,
medical image collaboration system 208, and access control
system 210. Medical data store 206 may be implemented as
part of database 110 of FIGS. 1A and 1B. Medical data store
206 is utilized to store medical images and image data
received from medical data center (e.g., PACS systems) 105
or other image storage systems 215 (e.g., CD-ROMs, or hard
drives) and processed by image processing system 207
and/or image preprocessing systems 204. Image processing
system 207 includes a variety of medical imaging processing
tools or applications that can be invoked and utilized by
clients 202-203 via their respective client applications 211-
212, respectively, according to a variety of licensing terms
or agreements. It is possible that in some medical institutes
that the image storage system 215 and the image capturing
device 104 may be combined.

[0043] In response to image data received from medical
data center 105 or from image capturing devices (not shown)
or from another image source, such as a CD or computer
desktop, according to one embodiment, image preprocessing
system 204 may be configured to automatically perform
certain preprocesses of the image data and store the prepro-
cessed image data in medical data store 206. For example,
upon receipt of image data from PACS 105 or directly from
medical image capturing devices, image preprocessing sys-
tem 204 may automatically perform certain operations, such
as bone removal, centerline extraction, sphere finding, reg-
istration, parametric map calculation, reformatting, time-
density analysis, segmentation of structures, and auto-3D
operations, and other operations. Image preprocessing sys-
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tem 204 may be implemented as a separate server or
alternatively, it may be integrated with server 109. Further-
more, image preprocessing system 204 may perform image
data preprocesses for multiple cloud servers such as server
109.

[0044] In one embodiment, a client/server image data
processing architecture is installed on system 200. The
architecture includes client partition (e.g., client applications
211-212) and server partition (e.g., server applications 209).
The server partition of system 200 runs on the server 109,
and communicates with its client partition installed on
clients 202-203, respectively. In one embodiment, server
109 is distributed and running on multiple servers. In
another embodiment, the system is a Web-enabled applica-
tion operating on one or more servers. Any computer or
device with Web-browsing application installed may access
and utilize the resources of the system without any, or with
minimal, additional hardware and/or software requirements.
[0045] In one embodiment, server 109 may operate as a
data server for medical image data received from medical
image capturing devices. The received medical image data is
then stored into medical data store 206. In one embodiment,
for example, when client 202 requests for unprocessed
medical image data, server application 209 retrieves the data
from the medical data store 206 and renders the retrieved
data on behalf of client 202.

[0046] Image preprocessing system 204 may further gen-
erate workflow information to be used by workflow man-
agement system 205. Workflow management system 205
may be a separate server or integrated with server 109.
Workflow management system 205 performs multiple func-
tions according to some embodiments of the invention. For
example, workflow management system 205 performs a data
server function in acquiring and storing medical image data
received from the medical image capturing devices. It may
also act as a graphic engine or invoke image processing
system 207 in processing the medical image data to generate
2D or 3D medical image views.

[0047] In one embodiment, workflow management system
205 invokes image processing system 207 having a graphics
engine to perform 2D and 3D image generating. When a
client (e.g., clients 202-203) requests for certain medical
image views, workflow management system 205 retrieves
medical image data stored in medical data store 206, and
renders 2D or 3D medical image views from the medical
image data. The end results for medical image views are sent
to the client.

[0048] In one embodiment, when a user making adjust-
ments to the medical image views received from server 109,
these user adjustment requests are sent back to the workflow
management system 205. Workflow management system
205 then performs additional graphic processing based on
the user requests, and the newly generated, updated medical
image views are returned to the client. This approach is
advantageous because it eliminates the need to transport
large quantity of unprocessed medical image data across
network, while providing 2D or 3D image viewing to client
computers with minimal or no 2D or 3D image processing
capacity.

[0049] As described above, when implemented as a cloud
based application, system 200 includes a client-side partition
and a server-side partition. Functionalities of system 200 are
distributed to the client-side or server-side partitions. When
a substantial amount of functionalities are distributed to the
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client-side partition, system 200 may be referred to as a
“thick client” application. Alternatively, when a limited
amount of functionalities are distributed to the client-side
partition, while the majority of functionalities are performed
by the server-side partition, system 200 may be referred to
as a “thin client” application. In another embodiment, func-
tionalities of system 200 may be redundantly distributed
both in client-side and server-side partitions. Functionalities
may include processing and data. Server 109 may be imple-
mented as a web server. The web server may be a third-party
web server (e.g., Apache™ HTTP Server, Microsoft® Inter-
net Information Server and/or Services, etc).

[0050] Inone embodiment, workflow management system
205 manages the creation, update and deletion of workflow
templates. It also performs workflow scene creation when
receiving user requests to apply a workflow template to
medical image data. A workflow is defined to capture the
repetitive pattern of activities in the process of generating
medical image views for diagnosis. A workflow arranges
these activities into a process flow according to the order of
performing each activity. Each of the activities in the work-
flow has a clear definition of its functions, the resource
required in performing the activity, and the inputs received
and outputs generated by the activity. Each activity in a
workflow is referred to as a workflow stage, or a workflow
element. With requirements and responsibilities clearly
defined, a workflow stage of a workflow is designed to
perform one specific task in the process of accomplishing
the goal defined in the workflow. For many medical image
studies, the patterns of activities to produce medical image
views for diagnosis are usually repetitive and clearly
defined. Therefore, it is advantageous to utilize workflows to
model and document real life medical image processing
practices, ensuring the image processing being properly
performed under the defined procedural rules of the work-
flow. The results of the workflow stages can be saved for
later review or use.

[0051] In one embodiment, a workflow for a specific
medical image study is modeled by a workflow template. A
workflow template is a template with a predefined set of
workflow stages forming a logical workflow. The order of
processing an activity is modeled by the order established
among the predefined set of workflow stages. In one
embodiment, workflow stages in a workflow template are
ordered sequentially, with lower order stages being per-
formed before the higher order stages. In another embodi-
ment, dependency relationships are maintained among the
workflow stages. Under such arrangement, a workflow stage
cannot be performed before the workflow stages it is
depending on being performed first. In a further embodi-
ment, advanced workflow management allows one work-
flow stage depending on multiple workflow stages, or mul-
tiple workflow stages depending on one worktlow stage, etc.

[0052] The image processing operations receive medical
image data collected by the medical imaging devices as
inputs, process the medical image data, and generate meta-
data as outputs. Metadata, also known as metadata elements,
broadly refers to parameters and/or instructions for describ-
ing, processing, and/or managing the medical image data.
For instance, metadata gencrated by the image processing
operations of a workflow stage includes image processing
parameters that can be applied to medical image data to
generate medical image views for diagnostic purpose. Fur-
ther, various automatic and manual manipulations of the
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medical image views can also be captured as metadata.
Thus, metadata allows the returning of the system to the
state it was in when the metadata was saved.

[0053] After a user validates the results generated from
processing a workflow stage predefined in the workflow
template, workflow management system 205 creates a new
scene and stores the new scene to the workflow scene.
Workflow management system 205 also allows the updating
and saving of scenes during user adjustments of the medical
image views generated from the scenes. Further detailed
information concerning workflow management system 205
can be found in co-pending U.S. patent application Ser. No.
12/196,099, entitled “Workflow Template Management for
Medical Image Data Processing,” filed Aug. 21, 2008, which
is incorporated by reference herein in its entirety.

[0054] Referring back to FIG. 2, according to one embodi-
ment, server 109 further includes access control system 210
to control access of resources (e.g., image processing tools)
and/or medical data stored in medical data store 206 from
clients 202-203. Clients 202-203 may or may not access
certain portions of resources and/or medicate data stored in
medical data store 206 dependent upon their respective
access privileges. The access privileges may be determined
or configured based on a set of role-based rules or policies,
as shown in FIGS. 3A-3D. For example, some users with
certain roles can only access some of the tools provided by
the system as shown in FIG. 3A. Examples of some of the
tools available are listed at the end of this document, and
include vessel centerline extraction, calcium scoring and
others. Some users with certain roles are limited to some
patient information as shown in FIG. 3B. Some users with
certain roles can only perform certain steps or stages of the
medical image processes as shown in FIG. 3C. Steps or
stages are incorporated into the tools (listed at the end of this
document) and might include identifying and/or measuring
instructions, validation of previously performed steps or
stages and others. Some users with certain roles are limited
to certain types of processes as shown in FIG. 3D.

[0055] Note that the rules or policies as shown in FIGS.
3A-3D are described for the purpose of illustration only;
other rules and formats may also be applied. According to
some embodiments, access levels can be configured based
on a variety of parameters, such as, for example, types of
tools or steps within a tool, functions (e.g., uploading,
downloading, viewing, manipulating, auditing, validating,
etc.), ability to give others access (e.g., second opinion,
referrals, experts, family, friend etc.), patients, volume (e.g.,
may only have access to certain volume of images/month for
example, dependent upon a licensing agreement), medical
institution, specialty, reimbursement or billing code (e.g.,
may only have access to perform certain procedures that are
reimbursed by insurance), admin access level, clinical trial
or research project, and way of viewing data—some may
only be able to see individual patients, some aggregate data
which can be sliced different ways, etc.

[0056] FIGS. 4A and 4B are screenshots illustrating cer-
tain graphical user interfaces (GUIs) of a cloud-based image
processing system according to one embodiment of the
invention. For example, GUI 400 of FIGS. 4A and 4B may
be presented by workflow management system 205 at clients
202-203 as part of client applications 211-212 of FIG. 2.
Referring to FIGS. 4A and 4B, GUI 400 includes one or
more controls or buttons 401 to configure certain settings of
the application, such as preferences, help and others. GUI
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400 further includes display area 402 to display a certain
patient study list, where the list may be obtained via a search
that is configured based on one or more search options 403,
such as by patient ID, patient name, date, modality or others.
GUI 400 further includes display area 404 to display a list
of tasks or workflows to be handled by different personnel.
The task list may be presented as a table as shown in FIG.
4 A or alternatively as a timeline as shown in FIG. 4B. GUI
400 further includes image preview area 405 to display a
preview of an image of a particular patient in question,
optionally including patient information 407 and a set of one
or more imaging viewing tools 406, such as brightness,
contrast and others. The availability of the patient informa-
tion 407, certain detailed information of image preview 405,
and tools 406 may be determined based on access privileges
of a particular user, which may be controlled by access
control system 210. Furthermore, GUI 400 further includes
a set of one or more file management tools 408 for managing
image files, such as import, load, send, upload, etc. Note that
GUIs described throughout this application are shown for
the purposes of illustration only; other formats or layouts
may also be implemented. Certain GUI control or button can
be activated via a variety of mechanisms, such as keyboard,
keypad, touch screen, touch pad, PDA controls, phone
controls, mouse click, an interactive voice command, or a
combination thereof.

[0057] Referring back to FIG. 2, according to one embodi-
ment, server 109 may further include a tracking system 250,
which may be integrated with server 109 or alternatively
maintained by a third party vendor and accessible by server
109. The tracking system 250 is configured to monitor and
track user activities with respect to medical data stored in
medical data store 206. Because of certain FDA require-
ments, there is a need to track what users have accessed the
soltware, when, and the steps they have used within the
software. There is also a need to track overall trends in
software use, for example how long it takes a user to
complete a certain type of case, or certain steps, billing
trends etc. According to some embodiments, the tracking
system 250 is configured to track users who log in and utilize
the software, steps the users perform, date and time of the
accesses, etc. The tracking system 250 can be used to
analyze volumes used on, and performance of, the system.
The tracking system 250 can be used to track FDA/HIPAA
compliance. It can also be utilized by insurance companies
to track billing codes and costs. It can be used to determine
trends (time to analyze certain types of cases etc.) Analysis
of tracked data can also be used to identify different user
types, for example expert users, casual users, technicians,
physicians, etc. This information can then be used to
improve the software product, upsell, improve customer
service, improve billing models, etc. The tracking system
250 can be used to track aggregate data as well as detailed
data.

[0058] According to one embodiment, the browser/client/
mobile application standards allow easier integration with an
electronic health record. The integration can be done as
seamless as possible, so one does not have to open separate
applications or repeatedly enter login information. Integra-
tion may be based on patient ID, or other common parameter
which automatically links different types of records. It can
also be used to link anonymous cases to online publica-
tions—allowing 3D or advanced views of case images. The
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cloud-based system is flexible so it can adapt integration
standards as they develop and as they evolve.

[0059] As described above, advanced image processing in
the cloud model allows users from anywhere to access and
contribute to the same case or cases. An extension of these
concepts is a clinical or research trial. In a clinical or
research trial, patient data from different geographical loca-
tions are grouped and tracked over time to identify trends. In
the case of a clinical trial, the trends may be related to a
particular treatment or drug. Advanced image processing is
useful in tracking these trends. For example, a drug for
cancer can be assessed by tracking patients with cancer who
have taken the drug or a placebo. The software can be used
to measure the size of the tumor, or other aspects of the
patient, such as side effects. For example, a drug to treat liver
cancer may have a potential adverse effect on the function of
the heart or other organs. A clinical trial can use advanced
image processing to track not only the health of the liver, but
also the health of the heart and other organs over time.
[0060] The cloud model allows for doctors or other par-
ticipants all over the world to participate. It controls what
tools are used and how and by whom. It allows data to be
aggregated because all data is stored on the same server or
cluster of servers. It allows easier training for the doctors
and technicians and others involved in analyzing data for
clinical trial or research study. The cloud-based model easily
supports the role of auditor/quality control person and
supports an FDA or company oversight role. It monitors data
trends as trial is progressing and performs data analysis at
the end of a trial/study and also during a trial/study. It also
integrates with data analysis software, giving access to third
parties such as a sponsor or the FDA, and controls access
and level of access.

Cloud-Based Medical Data Mining Services

[0061] The cloud based system as shown in FIG. 2 allows
data from several different medical centers and geographies
to be located on one server or one group of servers. Because
the data is all in one place (geographically or virtually), the
data can be combined and used in the aggregate. This
aggregation can be for one patient, across patients, across
time, or any combination of these. According to one embodi-
ment, server 109 further includes a data mining 252 com-
ponent or system (not shown) configured to perform data
mining 252 on medical data received from a variety of data
sources. The data mining system 252 may be integrated with
server 109 or alternatively maintained by a third party
service provider over a network and invoked by server 109.
The data mining system 252 is configured to provide cloud-
based data mining or analysis services on medical data
stored in medical data store 206 to a variety of clients over
the Internet. The data mining system 252 can perform a
variety of mining and analysis operations on demand from
a client, or automatically, and generate and deliver the
results to the client based on a variety of service or licensing
agreements.

[0062] Some of the reasons one would want to mine
aggregated data relating to quantitative image processing
include clinical trials, clinical research, trend identification,
prediction of discasc progress, diagnosis, artificial intelli-
gence, and for use by insurance companies. Quantitative
image processing refers to image processing that results in
a value such as a measurement of a tumor diameter. Accord-
ing to one embodiment, the data mining system has the
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ability to do massive, anonymized, automatic, and continual
analysis and trending on all the data from multiple sources.
The data mining system can perform quantitative image data
analysis that can be performed before a user requires the data
(in the background, at night, etc.) The data mining system
has the ability to access and use this information quickly and
in real time since the user does not have to download all the
images and then do the analysis every time he/she needs to
use the results. It can provide more flexible licensing,
geographies and access, including controlling access by
teams, specialties and access levels.

[0063] For example, a patient may come into a medical
center to have a CT scan done to assess the growth of
nodules in his lung. Currently, data relating to the size of his
Iung nodule can be collected over time, but it is difficult to
put that data into context. Context in this example could be
either time or population context. Advanced image process-
ing techniques described herein can be used to measure the
location, size, shape and/or volume, or other parameter of
the nodules, but there is not a good way to determine the
growth rate (time context) or how this patient compares to
other patients with lung nodules (population context). Hav-
ing access to this information could aide with diagnoses
(e.g., whether the nodule is likely cancerous) and treatment
(other patients with similarly growing lung nodules have
responded well to medication x), among other things.
[0064] Over time, the patient image data from several
geographically dispersed medical centers can be stored on a
server-based system, data can be mined and analyzed to
determine for example: 1) whether an aneurysm is likely to
rupture based on certain quantitative characteristics of that
aneurysm; 2) whether a tumor is likely to be malignant based
on certain quantitative characteristics of the tumor; and 3)
whether a growth is growing more quickly or more slowly
than average and what that difference might mean to the
patient clinically.

[0065] A clinical trial involving a new hip implant can use
imaging data to determine whether the implant is remaining
secure over time. The participants in this clinical trial can be
geographically dispersed allowing for much more data and
therefore a quicker and better study conclusion. Research
around a rare type of brain tumor can advance more quickly
because the imaging data can be obtained from any medical
center in the world, thus allowing more of the rare patients
to enroll in the study. New ways of evaluating aortic
aneurysms may be discovered 10 years from now and
previous imaging data can be re-analyzed retrospectively
using the newly discovered information. Or, in the future, a
doctor may receive a message from the cloud server saying
“we have just developed the ability to detect tumors with
more sensitivity and hence please be alerted that we found
a possible precursor to a tumor in the scan from 5 years ago
that patient X had. Follow-up recommended”. If enough
data can be aggregated and analyzed, the system will be able
to suggest treatments for various diseases which are more
likely to be successful, based on the data analysis. Standard-
izing analysis of patient images may be desirable if the data
will be used in the aggregate. Standardized analysis tools
can control what steps are done by whom or how steps are
done, narrow ranges on steps, or limit steps, and pre-process
on server either outside of or within users’ control.

[0066] Using data mining, data may be analyzed from
different perspectives and summarized into useful or rel-
evant information. Data mining allows users to analyze data
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from many different dimensions or angles, categorize the
data, and summarize the relationships identified. Clinical
data mining may be used, for example, to identify correla-
tions or patterns among fields in relational and/or other
databases. The data mining system may include a capability
to compare data across modalities and/or data sources for a
particular patient, for example.

[0067] In certain embodiments, system 109 may include a
portal or interface (e.g., application programming interface
or API) in which information for a patient may be accessed.
Once a patient is identified, a user interface is presented. The
user interface includes patient demographics, current order
information, current patient information (e.g., medication,
allergies, chief complaint, labs, etc.), historical information
(e.g., renal failure, family history, previous invasive and/or
non-invasive procedures, etc.), dynamic measurement
analysis, and/or configurable normal values.

[0068] The data mining system provides a dynamic snap-
shot of vital measurements and relevant findings across all
studies in the medical data store 206 for a particular patient.
The data mining system supports access to multiple data
sources, cross-modality comparison, cross-data source com-
parisons and the like. In some embodiments, the data mining
system allows data elements to be registered or subscribed
so that a user, administrator and/or system setting may
specify how to retrieve certain data through a variety of
communications protocols (e.g., SQL, extensible markup
language (XML), etc.), what functions can be applied to
certain data, in which modality(ies) and/or data source(s)
can a certain data element be found, whether data is enu-
merated and/or numeric data, etc.

[0069] The data mining in conjunction with the system
109 helps improve efficiency by reducing steps involving
users, such as medical staff, to retrieve historical data and
compare findings from previous procedures. This has pre-
viously been done manually, semi-manually or not at all.
The data mining system retrieves, calculates and correlates
data automatically. The data mining system may provide
visual indicators of data relationships along with the data. In
addition, the data mining system helps providing a more
efficient workflow to compare and trend data, which allows
a physician or other healthcare practitioner to track disease
progression and/or disease regression within the scope of
evidence-based medicine. FIG. 4C is a screenshot illustrat-
ing a GUI presenting a result of data mining operations
performed by a cloud server according to one embodiment
of the invention. In the example represented in FIG. 4C, the
current patient has a tumor, the diameter of which is repre-
sented by the triangle on the graph. The other data on the
graph represent mined data of similar patients and/or similar
tumors. The current patient’s tumor diameter can be seen in
context of the mined data. Note that in this example, an alert
is displayed that says the current patient’s tumor diameter is
within the malignant range of data. Similar alerts would be
generated depending on how the data is interpreted by the
advanced image processing system.

[0070] Some embodiments provide intelligent clinical
data mining. In intelligent data mining, data sets are gener-
ated based on relevant study information. The data mining
systecm may minc data across all studics for a particular
patient which includes different modalities and potentially
multiple data sources. The data mining system provides
real-time (or substantially real-time) analysis of vital mea-
surements and relevant findings across all studies for a
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particular patient that helps improve a clinical ability to
predict, diagnose and/or treat the patient.

[0071] In some embodiments, the data mining system
provides interactive graphing capabilities for mined data
elements. For example, a user can select different data points
to be included in the graph, indicate a type of graph (e.g.,
line or bar), and select a size of the graph. A user may select
different function(s) to be applied to a specific data element
such as change or difference, average, min, max, range, etc.
A user may utilize the data mining system to compare
qualitative and/or quantitative data. The data mining system
may be applicable to a wide variety of clinical areas and
specialties, such as cardiology, disease progression and
regression, evidence-based medicine, radiology, mammog-
raphy (e.g., track mass growth/reduction), interventional
neurology, radiology, cardiology (e.g., measure stenosis
progression of carotid artery disease), hematology, oncol-
ogy, etc.

[0072] In some embodiments the data mining system
provides real-time or substantially real-time analysis that
helps improve a clinical ability to predict, diagnose and
treat. Providing better tools and better access to improved
information leads to better decisions. Through trending and
comparing of clinical data, the data mining system has the
ability to generate graphs to give a user a visual represen-
tation of different data elements.

[0073] For example, a cardiac physician may want to
review findings from previous cardiac cases in order to
compare and trend relevant data. Comparing and trending
the data allows the physician to track disease progression
and/or disease regression. Pre-procedurally, the physician is
provided with an ability to be better prepared and informed
of relevant clinical data that is pertinent to an upcoming
procedure. Post-procedurally, the physician is provided with
an ability to compare and trend the findings within the scope
of evidence-based medicine to track disease progression or
regression and potentially recommend other therapies.
Access to the aggregated data can also be licensed to the user
separately from the use of the software itself.

Cloud-Based Medical Image Collaboration System

[0074] Referring back to FIG. 2, according to one embodi-
ment, server 109 further includes medical image collabora-
tion system 208 capable of hosting a medical image discus-
sion and processing session amongst participants such as
clients 202-203 discussing and processing medical images
retrieved from medical data store 206 in a collaboration
fashion. Each participant can participate (e.g., view and/or
modify images) in the discussion to a certain degree depen-
dent upon his/her respective access privileges controlled by
access control system 210. Different participants may par-
ticipate in different stages of a discussion session or a
workflow process of the images. Dependent upon the access
or user privileges associated with their roles (e.g., doctors,
insurance agents, patients, or third party data analysts or
researchers), different participants may be limited to access
only a portion of the information relating to the images or
processing tools without compromising the privacy of the
patients associated with the images. Participants may also
communicate with each other in a collaborative manner,
including via chat, instant messaging, voice or other means.
This communication may be in either real time or recorded.
[0075] FIG. 5is a block diagram illustrating a cloud-based
image collaboration system according to one embodiment of
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the invention. Referring to FIG. 5, system 500 includes a
medical image collaboration system 208 configured to host
a discussion and processing forum in the cloud concerning
a medical image, which is accessible by clients 202-203 in
a collaborated manner from anywhere in the world through
the Internet. In one embodiment, collaboration system 208
includes a collaboration module 501 to coordinate commu-
nications and actions amongst clients 202-203 discussing,
viewing and/or manipulating host image and/or image data
502. In response to an image manipulation or rendering
command received from one of clients 202-203 on image
502, collaboration module 501 is configured to invoke
image processing system 207 to render image 502 according
to the command. Collaboration module 501 is configured to
update image and/or image data 502 based on the rendering
result received from image processing system 207.

[0076] In addition, collaboration module 501 generates,
via image processing system 207, client images and/or
image data 504-505 and transmits client images and/or
image data 504-505 to clients 202-203, respectively. Client
images and/or image data 504-505 may be viewed based on
access privileges (e.g., part of access control list or ACL
503) of clients 202-203. Certain information associated with
host image and/or image data 502 may not be visible based
on the access privileges of clients 202-203. For example, if
a user of client 202 is an auditor, client image 504 may not
include patient information, based on the ACL as shown in
FIG. 3B. However, if a user of client 203 is a physician,
client image 505 may include the patient information based
on the ACL as shown in FIG. 3B. Note that throughout this
application, a client image referred to herein represents a
client image file or files that may include the actual image
(e.g., same or similar to the host image) and other associated
data such as metadata (e.g., DICOM tags or headers),
description or notes of the image, and/or access control data
configuring client applications during processing the image,
etc. In one embodiment, GUIs or controls for invoking
certain graphics rendering tools to manipulate host image
and/or image data 502 via the corresponding client images
504-505 may or may not be enabled or available at client
applications 211-212 dependent upon the access privileges
of users associated with clients 202-203, such as the one
shown in FIG. 3A. Furthermore, host image and/or image
data 502 may be part of a particular stage of a worktflow
process managed by workflow management system 205.
Some of clients 202-203 may participate in one stage and
others may participate in another stage dependent upon the
corresponding ACL such as the one shown in FIG. 3C. In
one embodiment, collaboration module 501 is configured to
coordinate the image processing stages amongst clients
202-203. When a first client has completed one stage,
collaboration module 501 may send a notification to a
second client such that the second client can take over the
control of the image data and processing the image data of
the next stage, etc.

[0077] FIGS. 6A-6D are screenshots illustrating certain
GUIs of a medical image collaboration system according to
certain embodiments of the invention. GUIs of FIGS. 6 A-6D
may be presented by a client application (e.g., thin client) of
various clients operated by various users. For example, FIG.
6A represents a GUI page by a client application operated by
a user that has a high level of access privileges. Referring to
FIG. 6A, in this example, the user can view most of the
information presented by the image collaboration system
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including most of the image processing tools 605 and 608
that can be utilized to manipulate images and/or image data
601-604, settings 606, workflow templates 607, image view-
ing tools 609, such as different orientations (anterior, head,
posterior, right, foot, left), different views (axial, sagittal,
coronal), different screen orientations, etc.], and patient
information 610-613. FIG. 6B represents a GUI page that
can be viewed by another user. Referring to FIG. 6B, this
user may not have the necessary privileges to view the
patient information. As a result, the patient information is
not displayed. FIG. 6C represent a GUI in which a user can
only view the image without the capability of manipulating
the images. FIG. 6D represent a GUI in which a user has a
limited capability of manipulating the images and/or image
data.

[0078] FIG. 7 is a flow diagram illustrating a method for
processing medical image data according to one embodi-
ment of the invention. Method 700 may be performed by
cloud server 109 of FIG. 1. Referring to FIG. 7, at block 701,
a cloud server receives over a network a request for access-
ing three-dimensional (3D) medical image data from a first
user. The cloud server provides image processing services to
a variety of users over the network such as the Internet. At
block 702, the cloud server determines first user privileges
of'the first user for accessing the 3D medical image data. The
first user privileges may be related to the 3D medical image
data and may be configured by an owner of the 3D medical
image data. Based on the first user privileges, the cloud
server is configured to limit the image processing tools
available to the first user to process the 3D medical image
data.

[0079] FIG. 8 is a flow diagram illustrating a method for
processing medical image data in a collaboration environ-
ment according to another embodiment of the invention.
Method 800 may be performed by a client application such
as client applications 211-212 of FIG. 5. Referring to FIG.
8, at block 801, image data is received at a client from an
image processing cloud server over a network, including
information relating to user privileges of a user of the client
device. At block 802, the image data is displayed via a client
application running at the client device. At block 803, one or
more image processing interfaces (e.g., buttons of a toolbar)
of the client application is configured (e.g., enabled/acti-
vated or disabled/deactivated) based on the user privileges.
In response to a command received via one of the enabled
image processing interface, information representing a ren-
dering command is transmitted to the image processing
server over the network. In response to updated image data
received from the image processing server, the updated
image data is represented at the local client device. This type
of access control may occur with or without conferencing.

[0080] Conferencing/collaboration includes more than
one user looking at and/or using the advanced imaging
software for a particular study, image or series of images as
services provided by a cloud at the same time or at different
times. This might include a physician consulting with a
patient in another location, or a physician consulting with
another physician, or other users. One user may be using the
software to manipulate, measure, analyze images while
other user(s) obscrve. More than onc user may be actively
using the software at the same time. Another example of
collaboration is when more than one user is contributing to
a case or cases at different times. For example one physician
may perform certain steps or stages relating to patient image
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data, such as the bone removal step, and then another
physician might perform different steps at a later time, such
as vessel identification/labeling and/or measurement.
Another user might review and validate certain previously
performed steps, etc.

[0081] A cloud-based software system allows conferenc-
ing/collaboration to be done on a level not possible before,
using the techniques described throughout this application.
Since the software and the data reside centrally (e.g., a single
server, server farm or redundant servers), it is simply a
matter of providing access to image data and access to the
advanced image processing software. The image data may
relate to a subset of one procedure, one patient, or more than
one patient/procedure. The software and image data can be
accessed from anywhere and at any time, by anybody whom
has been provided access, without extensive software are
hardware installation. There are several situations where it
would be desirable to have more than one user access the
images and data relating to a procedure, patient or group of
patients.

[0082] One such situation is when a user seeks a second
opinion. For example, a patient, or physician, or insurer, may
want to obtain a second opinion concerning a procedure,
patient or group of patients. By allowing more than one
physician access to the images and data of a case, a user
(e.g., patient, physician, insurer, etc.) may request and obtain
more than one opinion concerning the case. The physicians
may access the data at different times, or at the same time.
Each physician may want to view the steps and views that
the other physician went through to come up with his or her
diagnosis/conclusion. So not only would two physicians be
able to view the same case at either the same time or
different times, but one or more of the physicians, or other
users, may be able to view a record of the steps that the other
physician went through to come up with his or her conclu-
sion. In this scenario, users may simultaneously or indepen-
dently utilize the software. Different access privileges may
be applied to different users.

[0083] Similar to the second opinion situation, a patient,
physician or insurer may desire the opinion of an expert in
a particular field. For example, a patient may receive a heart
scan which reveals a rare condition. The patient, his/her
physician and/or insurer may request the opinion of an
expert in the field of that rare condition. Similar to the
second opinion scenario, the users may view and manipu-
late, measure etc. the images of the case simultaneously;
user history can be tracked as in the second opinion scenario.
In this scenario, users may simultaneously or independently
utilize the software.

[0084] In certain cases, for example in the case of a
clinical trial, the United States Food and Drug Administra-
tion (FDA) may want to monitor the progress and results. In
this case, an individual or individuals at the FDA would be
a user and may want to observe or monitor other users using
the software to view or manipulate images and/or data. The
representative from the FDA may also be interested in
looking at anonymous aggregated data. FDA users may only
need to view the anonymous data without the option of
manipulating the data.

[0085] In another cxample, a representative from an
insurer may want to monitor the results from a patient or
group of patients or doctor(s). In this case, an individual or
individuals at the insurer would be a user and would observe
or monitor the results of other users using the software. The
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representative from the insurer may also be interested in
looking at anonymous aggregated data. Insurance users may
only need to view the anonymous data without the option of
manipulating the data. They may use the information for
billing purposes or cost reductions/discounts.

[0086] Another potential use for collaborative advanced
imaging software is during a procedure, such as a surgical
procedure. For example, a surgeon in a rural town may want
the help of an expert at a major medical center. Collaborative
use of the software in the actual operating room would allow
the surgeon to benefit from the guidance of the expert in real
time. The expert could also help plan the surgical procedure
beforehand using the advanced imaging software collabora-
tively. As with any of the embodiments, different access
privileges may be applied to different users.

[0087] In another scenario, a medical center might out-
source all or part of its advanced image processing opera-
tions to an outside company. Or it might outsource only
certain types of cases. Or it might outsource certain steps in
cases which are more complex. The usage of the software
can be licensed in a variety of licensing models. A patient
may control the process—this opens up the opportunity for
patients to have more control over their care. For example,
the patient might control a username and password for their
case which they can then give to anyone, including a second
opinion doctor, etc. The username and password may be
temporary, expiring after a configured time frame or a
number of uses or other parameter. Different users such as
doctors or technicians, or experts can do different steps or
stages in image processing, for example, in a workflow
process.

[0088] Training is another scenario in which the confer-
encing and collaboration can be utilized. In a training
environment, there tends to be a large number of users.
Some features of a testing environment include testing,
lectures, certification and others. In a testing situation,
several users will use the advanced image processing soft-
ware to view and manipulate or analyze image data on the
same case or different cases, either simultaneously, or inde-
pendently. Test scoring can be performed automatically, or
by an instructor viewing the result and process of the various
students. The results may be quantitative or qualitative. In a
lecture situation, there may be a need to present cases to
students in a fairly controlled manner, by limiting what the
students can see on any given case, or by magnifying certain
aspects of a case for closer viewing and/or emphasis. In
some situations, there may be a need to have the same case
presented in two windows on the student’s computer so that
the student can see what the instructor is doing in one
window, but can also use the advanced imaging software
independently on the same case in the other window. There
may be a need to certify a user to do certain types of cases
using the advanced image processing software or to use
certain aspects of the advanced image processing software.
This would involve a fairly structured course with a test or
tests which must be passed in order for the user to be
certified. This type of training could be done live, or as an
online course which is self-paced.

[0089] Traditionally, advanced image processing software
has been used primarily by radiologists. This is largely
because radiologists have access to the workstation with the
software installed at the medical center. But other physicians
and technicians in other specialties, such as cardiology,
orthopedics, dentistry, neurology. pathology, etc., would also
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benefit from using this type of advanced image processing
system. Since the cloud-based system effectively eliminates
the need for expensive and extensive hardware and software
installation and maintenance, access to advanced image
processing software in the cloud becomes possible for any
type of physician or technician, whether or not he/she is
associated with a medical institution. An individual physi-
cian in private practice can use the software at even its most
advanced level immediately and without up-front costs and
installation delays.

[0090] Since advanced image processing software is com-
plex, training may be required before a user is proficient
using the software. However, different levels of software can
be created for different user levels. A “dumbed down”
version, which does not include the more complex tools, can
be created for basic users, such as a primary care physician.
More advanced versions of the software can be created for
more advanced users such as radiologists who have been
trained to use the more advanced tools. Different specialties
can also have different versions of the software. For
example, cardiologist may only need and want access to the
advanced image processing tools relating to the heart.

Cloud-Based Medical Data Anonymous Gateway
Management
[0091] In order to truly use advanced image processing

software in a cloud model, it is necessary to receive the slice
image data from the modality, or scanner, onto a server in the
cloud. Different types of medical image capturing devices
include CT, MRI, PET, single photon emission computed
tomography (SPECT), ultrasound, tomography, etc. Tradi-
tionally, the lack of efficient and effective methods for
moving large volumes of image data has prevented the
transition from workstation and server-based systems to a
cloud-based system. In the past, fewer scans were performed
and there were fewer image slices per scan. The volume of
data is increasing quickly creating the need for an easy way
of transferring significant numbers of large images effi-
ciently and without extensive setup.

[0092] Currently, most image data is transferred from a
medical image capturing device to a PACS system. A PACS
system generally exists at a medical institution behind a
firewall to protect the data. The existence of a firewall can
make the transfer of files in either direction challenging
because of security policies and rules. A virtual private
network (VPN) has been used to transfer files, but installa-
tion of a VPN requires extensive involvement from the
hospital or medical centers IT department to make sure that
all security policies are considered and that the system
integrates seamlessly with their current system. For this
reason, the setup of a VPN is time consuming, unpredict-
able, and sometimes impossible or impractical.

[0093] According to some embodiments, a cloud-based
medical image processing system includes a data gateway
manager to automatically transfer medical data to/from data
providers such as medical institutes. Such data gateway
management may be performed based on a set of rules or
policies, which may be configured by an administrator or
authorized personnel. In one embodiment, in response to
updates of medical image data during an image discussion
session or image processing operations performed at the
cloud, the data gateway manager is configured to transmit
over a network (e.g., Internet) the updated image data or the
difference between the updated image data and the original
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image data to a data provider that provided the original
medical images. Similarly, the data gateway manager is
configured to transmit any new images from the data pro-
vider. In addition, the data gateway manager may further
transfer data amongst multiple data providers that is asso-
ciated with the same entity (e.g., multiple facilities of a
medical institute). Furthermore, the cloud-based system may
automatically perform certain pre-processing operations of
the received image data using certain advanced image
processing resources provided by the cloud systems.
[0094] FIG. 9is a block diagram illustrating a cloud-based
image processing system according to another embodiment
of the invention. Referring to FIG. 9, system 900 includes
cloud 103 having one or more cloud servers 109 to provide
image processing services to a variety of clients for pro-
cessing images stored in medical data store 206. Image data
stored in data store 206 may be received over network 201
(e.g., Internet) from a variety of data sources such as data
centers 101-102. Server 109 may include some or all of the
functionalities described above. Each of data centers 101-
102 includes a data store such as data stores 905-906 to store
or archive medical image data captured by a variety of image
capturing devices, such as CT, MRI, PET, SPECT, ultra-
sound, tomography, etc. The data centers 101-102 may be
associated with different organization entities such as medi-
cal institutes. Alternatively, data centers 101-102 may be
associated with different facilities of the same organization
entity.

[0095] In one embodiment, each of data centers 101-102
includes a data gateway manager (also referred to as an
uploader and/or downloader) such as data gateway managers
901-902 to communicate with cloud 103 to transfer medical
data amongst data stores 905-906 and 206, respectively.
Data gateway managers 901-902 can communicate with the
cloud server according to a variety of communications
protocols, such as hypertext transfer protocol secure
(HTTPS) (e.g., HTTP with transport layer security/secure
sockets layer (TLS/SSL)), etc., using a variety of encryption
and/or compression techniques.

[0096] In one embodiment, for the purpose of illustration,
when new image data is received from an image capturing
device and stored in data store 905, data gateway manager
901 is configured to automatically transmit the new image
data to cloud 103 to be stored in data store 206. The new
image data may be transmitted to cloud 103 and stored in a
specific area or directory of data store 206 based on the
configuration or profile set forth in a set of rules 903. Rules
903 may be configured by a user or an administrator via an
API such as a Web interface. Similarly, if new or updated
image data is received from a user and stored in data store
206, for example, during a Web conferencing session, data
gateway manager 907 may be configured to automatically
transmit the new or updated image data to data center 101
according to a set of rules 903, which may also be configured
by a user or administrator. According to some embodiments,
data gateway managers 901-902 may also communicate
with each other to transfer data stored in data stores 905-906,
particularly, when data centers 101-102 are associated with
the same organization, or associated in some other way, as
in a clinical or research trial.

[0097] According to one embodiment, each of data gate-
way managers 901-902 includes a data anonymizer such as
anonymizers 909-910, prior to transmitting medical data to
cloud 103 or amongst data centers 101-102, configured to
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anonymize certain information from the medical data, such
as patient information including, but is not limited to, patient
name, address, social security number, credit card informa-
tion, etc. Such an anonymization can be performed based on
rules which are preconfigured, or configured at the time of
data transfer and/or in an anonymization configuration file
(e.g., anonymization configuration files 911-912), which can
be configured by a user or an administrator via an admin-
istration user interface associated with the data gateway
manager. Note that data gateway management may also be
performed with other data sources 922 (e.g., image storage
systems, CD-ROMS, computer hard drives etc.) via the
respective data gateway manager 921 and anonymizer 920.
[0098] According to some embodiments, the data gateway
managers 901-902 allow a user (e.g., clinic, hospital, private
practice, physician, insurer, etc.) to easily, and in some
cases, automatically, upload image data (and/or other data)
to server 109 and stored in medical data store 206 in cloud
103. The data gateway manager can be configured using a
Web browser interface, where the configuration may be
stored as a set of rules 903-904 or the rules can be deter-
mined at the time of data transfer by a user. Certain internet
ports such as ports 80 and 443 can be used for such data
transfers. Using these protocols allows the user (institution,
hospital etc.) to use ports and protocols that in most cases are
already set up for secure transfer of data without setting up
a separate VPN.

[0099] The Web interface allows a user to configure the
file transfer using a Web browser. This can be done each time
image data is transferred to the cloud, or can be set up to
automatically upload certain image data, cases or potions of
cases based on rules. Some examples of rules can be
configured based on modality, patient, dates, doctors, times,
flags, clinical trial qualifications, multiple criteria, etc. Gen-
erally, patient identifying data needs to be removed from the
image data before they are transferred or during transfer.
This is referred to as ‘anonymization.” This can be done in
a number of ways and can also be automated using rules
such as based on birth date, upload date, institution, etc.
[0100] The anonymization can be done in a number of
ways including, but not limited to, blanking or masking out
characters in the DICOM header, replacing characters in the
DICOM header with non-identifying characters, substitu-
tion, encryption, transformation, etc. Depending on the
anonymization methods, de-anonymization, or partial de-
anonymization, may be possible. For example in a clinical
trial, if a patient is experiencing unacceptable side effects, it
would be desirable to de-anonymize their clinical trial data
to determine whether the patient was taking a placebo or a
drug. The access control would be necessary so that only
those users with certain privileges would be allowed to
de-anonymize the data.

[0101] FIGS. 10A and 10B are screenshots illustrating
examples of graphical user interfaces for configuring the
gateway manager according to certain embodiments of the
invention. For example, the GUIs as shown in FIGS. 10A
and 10B may be presented by client applications 211-212 of
FIG. 2, which may be a client application or Web browser
interface. The GUI for the gateway manager may also be an
application scparate from client applications 211-212. Refer-
ring to FIG. 10A, in one embodiment, GUI 1000 allows a
user to configure the data files to be transferred to/from a
server such as server 109 of FIG. 2. A user can add one or
more files into the GUI 1000 via link 1006 or alternatively,

Page 34 of 39

Nov. 17,2016

by drag-and-dropping one or more individual files and/or a
folder of files into GUI 1000. Each file to be transmitted
to/from the server is associated with an entry shown in GUI
1000. Each entry includes, but is not limited, status field
indicating a file transfer status, time field 1002 indicating the
time when the file was added, progress indication 1003,
source data path 1004 from which the file is retrieved, and
security indicator 1005 indicating whether the transfer is
conducted in a secure manner, etc.

[0102] A file can be manually selected, for example, by
drag-and-dropping the file into a specific folder. The file is
then anonymized, compressed, and/or encrypted, and
uploaded to the cloud, as shown in FIG. 12A. Alternatively,
a router and/or gateway manager can be configured to
automatically upload to the cloud, with optional anonymiza-
tion, compression, and/or encryption, image data captured
by an imaging device and stored in a medical data store, as
shown in FIG. 12B. Furthermore, a router and/or gateway
manager can also be configured to automatically download
from the cloud, with optional anonymization, compression,
and/or encryption, image data and to store the image data in
a medical data store, as shown in FIG. 12C. The protocol
used for transferring data may be a DICOM transmission
protocol or other appropriate protocol or protocols. DICOM
transmission protocol may use the following TCP and UDP
port numbers: Port 104 is a well-known port for DICOM
over TCP or UDP. Since port 104 is in the reserved subset,
many operating systems require special privileges to use it.
Port 2761 is a registered port for DICOM using Integrated
Secure Communication Layer (ISCL) over TCP or UDP.
Port 2762 is a registered port for DICOM using Transport
Layer Security (TLS) over TCP or UDP. Port 11112 is a
registered port for DICOM using standard, open communi-
cation over TCP or UDP.

[0103] Once files associated with a study have been
uploaded to the cloud server, the user may be able to see a
list which studies are in that account (not shown). The list
identifies the status of the studies and/or files, including
whether it has been downloaded previously and/or whether
it has been read or changed. The user has the option of
automatically or manually downloading any changed studies
which have not been previously downloaded, or choosing
which studies to download. The user also has the option of
showing only studies that have been changed and not
downloaded in the account or sort the list so that the
non-downloaded studies are listed at the top of the list. When
files and/or studies are specified for download, either auto-
matically via link 1013 or manually via link 1012, the
files/studies can be downloaded to a specific location in a
local computer hard drive and/or the files/studies can be
downloaded to a non-local computer hard drive.

[0104] According to one embodiment, a file whose trans-
fer fails due to an error can be resent via link 1007. An alert
can also be sent via email, displayed on a screen pop-up or
added to a database for listing. The software associated with
GUI 1000 may be automatically updated via link 1010 or
manually updated via link 2011. The destination or server to
receive the files can also be configured via link 1009. When
link 1009 is activated, GUI 1050 is presented as shown in
FIG. 10B. Referring now to FIG. 10B, in GUI 1050, a uscr
can specify the username via field 1051 and password in
field 1052 to access the server specified via field 1054. The
user can also specify a group or directory to which the file
or files to be transferred via field 1053. The user can also
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specify whether a secured connection is needed via field or
checkbox 1055 and a data compression method is utilized
via field or checkbox 1056. Compression can be either
lossless or lossy. Further, the user can provide an email
address via field 1057 and the email system via field 1058 to
allow the system to send an email to the user regarding the
data transfer. The user can also specify whether the data will
be anonymized via field or checkbox 1059, as well, as the
data logging detailed level via field 1060. Furthermore, a
user can specify by enabling checkbox 1061 that the data is
to be stored in an encrypted form. The user can also provide
a key via fields 1062-1063 to a recipient to decrypt the data.
[0105] FIG. 11 is a screenshot illustrating examples of
GUIs for configuring anonymous data gateway management
according to certain embodiments of the invention. GUI
1100 can be presented by activating link 1008 of FIG. 10A.
Referring to FIG. 11, GUI 1100 allows a user to specify
items to be anonymized, where each item is specified in one
of the entries listed in GUI 1100. Each item is referenced by
its DICOM tag 1101, name 1102, original value 1103 to be
replaced, and replacement value 1104 to replace the corre-
sponding original value. In this example, a user can set the
new value by clicking column 1104 and enter the new value.
If the DICOM tag is a date type, a date selector will be
displayed to allow the user to select the date. If the values
allowed are predefined, a drop down list is displayed for
selecting one of the predefined values or strings. If there is
a mask defined for the tag, a masked edit GUI is displayed
to allow the user to change the value according to the
displayed mask. The user input maybe examined by the
system based on the type of the DICOM tag. If the infor-
mation is incorrect, the user may be prompted to reenter the
correct value. After all user inputs are collected, a new
anonymous template or configuration file is created and
stored. Note that the GUIs as shown in FIGS. 10A-10B and
11 can be presented and operated via a variety of user
interactions such as keystrokes, clicking, touching, voice
interactive commands, or a combination thereof. Also note
that the formats or configurations of the GUIs in FIGS.
10A-10B and 11 are described for the purpose of illustration
only; other formats or layouts may also be utilized. The GUI
may be in the form of a browser or a phone or other mobile
device application.

[0106] FIG. 13 is a flow diagram illustrating a method for
anonymizing medical data according to another embodiment
of the invention. Method 1300 may be performed by any of
data gateway managers 901-902, 921 of FIG. 9. Referring to
FIG. 13, at block 1301, a local device (e.g., gateway
manager/router/computer) receives a 3D medical image data
captured by a medical imaging device. At block 1302, the
3D medical image data is anonymized including removing
certain metadata associated with the 3D medical image data
based on an anonymization template. At block 1303, the
anonymized 3D medical image data is then automatically
uploaded to a cloud server, using a network connection
established via an internet port of the local device.

Applications of Cloud-Based Services

[0107] The embodiments described above can be applied
to a varicty of medical arcas. For example, the techniques
described above can be applied to vessel analysis (including
Endovascular Aortic Repair (EVAR) and electrophysiology
(EP) planning). Such vessel analysis is performed for inter-
pretation of both coronary and general vessel analysis such
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as carotid and renal arteries, in addition to aortic endograft
and electro-physiology planning. Tools provided as cloud
services include auto-centerline extraction, straightened
view, diameter and length measurements, Curved Planar
Reformation (CPR) and axial renderings, as well as charting
of the vessel diameter vs. distance and cross-sectional views.
The vessel track tool provides a Maximum Intensity Pro-
jection (MIP) view in two orthogonal planes that travels
along and rotates about the vessel centerline for ease of
navigation and deep interrogation. Plaque analysis tools
provide detailed delineation of non luminal structure such as
soft plaque, calcified plaque and intra-mural lesions.
[0108] In addition, the techniques described above can be
utilized in the area of endovascular aortic repair. According
to some embodiments, vascular analysis tools provided as
cloud services support definition of report templates which
captures measurements for endograft sizing. Multiple cen-
terlines can be extracted to allow for planning of EVAR
procedures with multiple access points. Diameters perpen-
dicular to the vessel may be measured along with distances
along the two aorto-iliac paths. Custom workflow templates
may be used to enable the major aortic endograft manufac-
tures’ measurement specifications to be made as required for
stent sizing. Sac segmentation and volume determination
with a “clock-face” overlay to aid with documenting the
orientation and location of branch vessels for fenestrated and
branch device planning, may also be used. Reports contain-
ing required measurements and data may be generated.
[0109] The techniques described above can also be applied
in the left atrium analysis mode, in which semi-automated
left atrium segmentation of each pulmonary vein ostium is
supported with a single-click distance pair tool, provided as
cloud services, for assessment of the major and minor vein
diameter. Measurements are automatically detected and cap-
tured into the integrated reporting system. These capabilities
can be combined with other vessel analysis tools to provide
a comprehensive and customized EP planning workflow for
ablation and lead approach planning.

[0110] The techniques described above can also be utilized
in calcium scoring. Semi-automated identification of coro-
nary calcium is supported with Agatston, volume and min-
eral mass algorithms being totaled and reported on-screen.
Results may be stored in an open-format database along with
various other data relating to the patient and their cardio-
vascular history and risk factors. A customized report can be
automatically generated, as part of cloud services, based
upon these data. Also includes report generation as defined
by the Society of Cardiovascular Computed Tomography
(SCCT) guidelines.

[0111] The techniques described above can also be utilized
in a time-volume analysis (TVA), which may include fully-
automated calculation of left ventricular volume, ejection
fraction, myocardial volume (mass) and wall thickening
from multi-phasic data. A fast and efficient workflow pro-
vided as part of cloud services allows for easy verification or
adjustment of levels and contours. The results are presented
within the integrated reporting function.

[0112] The techniques described above can also be utilized
in the area of segmentation analysis and tracking (SAT),
which includes supports analysis and characterization of
masses and structures in various scans, including pulmonary
CT examinations. Features include single-click segmenta-
tion of masses, manual editing tools to resolve segmentation
issues, automatic reporting of dimensions and volume,
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graphical 3D display of selected regions, integrated auto-
mated reporting tool, support for follow-up comparisons
including percent volume change and doubling time, and
support for review of sphericity filter results.

[0113] The techniques described above can also be utilized
in the area of flythrough which may include features of
automatic segmentation and centerline extraction of the
colon, with editing tools available to redefine these center-
lines if necessary. 2D review includes side-by-side synchro-
nized supine and prone data sets in either axial, coronal or
sagittal views with representative synchronized endoluminal
views. 3D review includes axial, coronal and sagittal MPR
or MIP image display with large endoluminal view and an
unfolded view that displays the entire colon. Coverage
tracking is supported to ensure 100% coverage with step-
wise review of unviewed sections, one-click polyp identi-
fication, bookmark and merge findings, as well as a cube
view for isolating a volume of interest and an integrated
contextual reporting tool. Support is provided for use of
sphericity filter results.

[0114] The techniques described above can also be utilized
in the area of time-dependent analysis (TDA), which pro-
vides assessment tools for analyzing the time-dependent
behavior of appropriate computerized tomographic angiog-
raphy (CTA) and/or MRI examinations, such as within
cerebral perfusion studies. Features include support for
loading multiple time-dependent series at the same time, and
a procedural workflow for selecting input and output func-
tion and regions of interest. An integrated reporting tool is
provided as well as the ability to export the blood flow, blood
volume and transit time maps to DICOM. The tools may also
be used with time-dependent MR acquisitions to calculate
various time-dependent parameters.

[0115] The techniques described above can also be utilized
in the area of CTA-CT subtraction, which includes auto-
matic registration of pre- and post-contrast images, followed
by subtraction or dense-voxel masking technique which
removes high-intensity structures (like bone and surgical
clips) from the CTA scan without increasing noise, and
leaving contrast-enhanced vascular structures intact.

[0116] The techniques described above can also be utilized
in dental analysis, which provides a CPR tool which can be
applied for review of dental CT scans, offering the ability to
generate “panoramic” projections in various planes and of
various thicknesses, and cross-sectional MPR views at set
increments along the defined curve plane.

[0117] The techniques described above can also be utilized
in the area of multi-phase MR (basic, e.g. breast, prostate
MR). Certain MR examinations (for example, breast, pros-
tate MR) involve a series of image acquisitions taken over
a period of time, where certain structures become enhanced
over time relative to other structures. This module features
the ability to subtract a pre-enhancement image from all
post-enhancement images to emphasize visualization of
enhancing structures (for example, vascular structures and
other enhancing tissue). Time-dependent region-of-interest
tools are provided to plot time-intensity graphs of a given
region.

[0118] The techniques described above can also be utilized
in parametric mapping (c.g. for multi-phasc Breast MR), in
which the parametric mapping module pre-calculates over-
lay maps where each pixel in an image is color-coded
depending on the time-dependent behavior of the pixel
intensity. The techniques described above can also be uti-
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lized in the area of SphereFinder (e.g. sphericity filter for
lung and colon). SphereFinder pre-processes datasets as
soon as they are received and applies filters to detect
sphere-like structures. This is often used with lung or colon
CT scans to identify potential areas of interest. The tech-
niques described can also be utilized in fusion for CT/MR/
PET/SPECT. Any two CT, PET, MR or SPECT series, or any
two-series combination can be overlaid with one assigned a
semi-transparent color coding and the other shown in gray-
scale and volume rendering for anatomical reference. Auto-
matic registration is provided and subtraction to a temporary
series or to a saved, third series is possible.

[0119] The techniques described above can also be utilized
in the area of Lobular Decomposition. Lobular Decompo-
sition is an analysis and segmentation tool that is designed
with anatomical structures in mind. For any structure or
organ region which is intertwined with a tree-like structure
(such as an arterial and/or venous tree), the Lobular Decom-
position tool allows the user to select the volume of interest,
as well as the trees related to it, and to partition the volume
into lobes or territories which are most proximal to the tree
or any specific sub-branch thereof. This generic and flexible
tool has potential research applications in analysis of the
liver, lung, heart and various other organs and pathological
structures.

[0120] The techniques described above can also be uti-
lized in the area of Volumetric Histogram. Volumetric His-
togram supports analysis of a given volume of interest based
on partition of the constituent voxels into populations of
different intensity or density ranges. This can be used, for
example, to support research into disease processes such as
cancer (where it is desirable to analyze the composition of
tumors, in an attempt to understand the balance between
active tumor, necrotic tissue, and edema), or emphysema
(where the population of low-attenuation voxels in a lung
Cl examination may be a meaningful indicator of early
disease).

[0121] The techniques described above can also be uti-
lized in the area of Motion Analytics. Motion Analytics
provides a powerful 2D representation of a 4D process, for
more effective communication of findings when interactive
3D or 4D display is not available. Any dynamic volume
acquisition, such as a beating heart, can be subjected to the
Motion Analysis, to generate a color-coded “trail” of out-
lines of key boundaries, throughout the dynamic sequence,
allowing a single 2D frame to capture and illustrate the
motion, in a manner that can be readily reported in literature.
The uniformity of the color pattern, or lack thereof, reflects
the extent to which motion is harmonic, providing immedi-
ate visual feedback from a single image.

[0122] The techniques described above can also be uti-
lized to support other areas such as Multi-K'V, enhanced
multi-modality, findings workflow, and iGENTLE available
from TeraRecon. Multi-KV: Support for Dual Energy and
Spectral Imaging provides support for established applica-
tions of dual energy or spectral imaging CT data, such as
removal of bone or contrast, as well as toolkits to support
research and investigation of new applications of such
imaging techniques. Enhanced multi-modality support is
offered, including support for PET/MR fusion, and
improved applications for MR such as time-intensity analy-
sis and parametric mapping tools, which may be applied in
the study of perfusion characteristics of normal or cancerous
tissue.
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[0123] Findings Workflow supports progressive analysis
of serial acquisitions, for the same patient. Each finding can
be tracked across multiple examinations, in a table that is
maintained indefinitely in the iNtuition system’s database,
without requiring the prior scans to remain present on the
system. Measurement data and key images are captured and
retained, allowing new scans to be placed in context with
prior results, and reports to be produced at any time. Support
for RECIST 1.1 is included although the tool may readily be
used for analysis of various progressive conditions, not only
those related to oncology. Export using the AIM (Annotation
and Image Markup) XML Schema is supported.

[0124] iGENTLE ensures that iNtuition’s powerful suite
of segmentation, centerline, and metadata extraction tools
continue to work effectively, even with noisy scans charac-
terized by low-dose acquisitions. Metadata are extracted
from enhanced copies of the original scan, and then applied
back onto the original, unmodified data, to improve perfor-
mance of 3D tools without denying access to the original
scan data.

Example of Data Processing System

[0125] FIG. 14 is a block diagram of a data processing
system, which may be used with one embodiment of the
invention. For example, the system 1400 may be used as part
of a server or a client as shown in FIG. 1. Note that while
FIG. 14 illustrates various components of a computer sys-
tem, it is not intended to represent any particular architecture
or manner of interconnecting the components; as such
details are not germane to the present invention. It will also
be appreciated that network computers, handheld comput-
ers, cell phones and other data processing systems which
have fewer components or perhaps more components may
also be used with the present invention.

[0126] As shown in FIG. 14, the computer system 1400,
which is a form of a data processing system, includes a bus
or interconnect 1402 which is coupled to one or more
microprocessors 1403 and a ROM 1407, a volatile RAM
1405, and a non-volatile memory 1406. The microprocessor
1403 is coupled to cache memory 1404. The bus 1402
interconnects these various components together and also
interconnects these components 1403, 1407, 1405, and 1406
to a display controller and display device 1408, as well as to
input/output (I/O) devices 1410, which may be mice, key-
boards, modems, network interfaces, printers, and other
devices which are well-known in the art.

[0127] Typically, the input/output devices 1410 are
coupled to the system through input/output controllers 1409.
The volatile RAM 1405 is typically implemented as
dynamic RAM (DRAM) which requires power continuously
in order to refresh or maintain the data in the memory. The
non-volatile memory 1406 is typically a magnetic hard
drive, a magnetic optical drive, an optical drive, or a DVD
RAM or other type of memory system which maintains data
even after power is removed from the system. Typically, the
non-volatile memory will also be a random access memory,
although this is not required.

[0128] While FIG. 14 shows that the non-volatile memory
is a local device coupled directly to the rest of the compo-
nents in the data processing system, the present invention
may utilize a non-volatile memory which is remote from the
system; such as, a network storage device which is coupled
to the data processing system through a network interface
such as a modem or Ethernet interface. The bus 1402 may
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include one or more buses connected to each other through
various bridges, controllers, and/or adapters, as is well-
known in the art. In one embodiment, the I/O controller 1409
includes a USB (Universal Serial Bus) adapter for control-
ling USB peripherals. Alternatively, I/O controller 1409 may
include an IEEE-1394 adapter, also known as FireWire
adapter, for controlling FireWire devices.

[0129] Some portions of the preceding detailed descrip-
tions have been presented in terms of algorithms and sym-
bolic representations of operations on data bits within a
computer memory. These algorithmic descriptions and rep-
resentations are the ways used by those skilled in the data
processing arts to most effectively convey the substance of
their work to others skilled in the art. An algorithm is here,
and generally, conceived to be a self-consistent sequence of
operations leading to a desired result. The operations are
those requiring physical manipulations of physical quanti-
ties.

[0130] It should be borne in mind, however, that all of
these and similar terms are to be associated with the appro-
priate physical quantities and are merely convenient labels
applied to these quantities. Unless specifically stated other-
wise as apparent from the above discussion, it is appreciated
that throughout the description, discussions utilizing terms
such as those set forth in the claims below, refer to the action
and processes of a computer system, or similar electronic
computing device, that manipulates and transforms data
represented as physical (electronic) quantities within the
computer system’s registers and memories into other data
similarly represented as physical quantities within the com-
puter system memories or registers or other such informa-
tion storage, transmission or display devices.

[0131] The techniques shown in the figures can be imple-
mented using code and data stored and executed on one or
more electronic devices. Such electronic devices store and
communicate (internally and/or with other electronic
devices over a network) code and data using computer-
readable media, such as non-transitory computer-readable
storage media (e.g., magnetic disks; optical disks; random
access memory; read only memory; flash memory devices;
phase-change memory) and transitory computer-readable
transmission media (e.g., electrical, optical, acoustical or
other form of propagated signals—such as carrier waves,
infrared signals, digital signals).

[0132] The processes or methods depicted in the preceding
figures may be performed by processing logic that comprises
hardware (e.g. circuitry, dedicated logic, etc.), firmware,
software (e.g., embodied on a non-transitory computer read-
able medium), or a combination of both. Although the
processes or methods are described above in terms of some
sequential operations, it should be appreciated that some of
the operations described may be performed in a different
order. Moreover, some operations may be performed in
parallel rather than sequentially.

[0133] In the foregoing specification, embodiments of the
invention have been described with reference to specific
exemplary embodiments thereof. It will be evident that
various modifications may be made thereto without depart-
ing from the broader spirit and scope of the invention as set
forth in the following claims. The specification and drawings
are, accordingly, to be regarded in an illustrative sense rather
than a restrictive sense.
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What is claimed is:
1. A computer-implemented method for providing cloud-
based image processing services, the method comprising:
receiving, at a cloud server over a network, a request for
accessing medical image data from an application
running at a client device used by a user, the cloud
server providing image processing services to a plural-
ity of users in a plurality of image processing steps
provided by the cloud server, resulting in a plurality of
image views;
in response to receiving a command from the application
of'the client device, the command having a selection of
one or more of image views available to the user,
providing by the cloud server the medical image data
based on the selected one or more image views;
tracking, by a tracking system hosted by the cloud server,
user interactions of the user with the medical image
data via the selected image views, including tracking
how much time the user takes to complete a particular
medical image processing step; and
performing, by a data mining system hosted by the cloud
server, an analysis on the tracked user interactions to
determine an overall usage trend of the image views.
2. The method of claim 1, wherein tracking user interac-
tion comprises recording user activities of the user with the
medical image data in view of user privileges of the user.
3. The method of claim 1, wherein tracking user interac-
tion further comprises recording which of a plurality of
medical image data processing steps the user has interacted
with.

4. The method of claim 1, wherein tracking user interac-
tion further comprises recording a user type of the user,
which is one of an expert user, a regular user, a technician,
and a physician.

5. The method of claim 1, wherein tracking user interac-
tion further comprises maintaining billing information of the
user associated with usage of the image processing steps.

6. The method of claim 1, wherein the medical image data
is part of an electronic health record (EHR) of a patient
received from an EHR provider over the network.

7. The method of claim 6, wherein the application running
at a client device is medical client software integrated with
EHR client software, and wherein the medical client soft-
ware concurrently accesses the EHR record at an EHR
server associated with the EHT provider without having to
specifically launch a separate application.

8. The method of claim 7, wherein the EHR record and the
medical image data are identified by a patient identifier (ID)
identifying the patient at the EHR server and the cloud
server, respectively.

9. The method of claim 1, further comprising determining,
by an access control system hosted by the cloud server, user
privileges of the user for accessing the medical image data,
wherein the medical image data was captured by a medical
imaging device and stored in a storage associated with the
cloud server.

10. The method of claim 1, further comprising storing the
tracked user interactions in a persistent storage, wherein the
data mining is performed on the user interactions stored in
the persistent storage.

11. A non-transitory machine-readable medium having
executable instructions stored therein, which when executed
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by a processor, cause the processor to perform operations for
providing cloud-based image processing services, the opera-
tions comprising:
receiving, at a cloud server, a request for accessing
medical image data from an application running at a
client device used by a user, the cloud server providing
image processing services to a plurality of users in a
plurality of image processing steps provided by the
cloud server, resulting in a plurality of image views;

in response to receiving a command from the application
of the client device, the command having a selection of
one or more of image views available to the user,
providing the medical image data based on the selected
one or more image views;

tracking user interactions of the user with the medical

image data via the selected image views, including
tracking how much time the user takes to complete a
particular medical image processing step; and
performing an analysis on the tracked user interactions to
determine an overall usage trend of the image views.

12. The machine-readable medium of claim 11, wherein
tracking user interaction comprises recording user activities
of the user with the medical image data in view of user
privileges of the user.

13. The machine-readable medium of claim 11, wherein
tracking user interaction further comprises recording which
of'a plurality of medical image data processing steps the user
has interacted with.

14. The machine-readable medium of claim 11, wherein
tracking user interaction further comprises recording a user
type of the user, which is one of an expert user, a regular
user, a technician, and a physician.

15. The machine-readable medium of claim 11, wherein
tracking user interaction further comprises maintaining bill-
ing information of the user associated with usage of the
image processing steps.

16. The machine-readable medium of claim 11, wherein
the medical image data is part of an electronic health record
(EHR) of a patient received from an EHR provider over the
network.

17. The machine-readable medium of claim 16, wherein
the application running at a client device is medical client
software integrated with EHR client software, and wherein
the medical client software concurrently accesses the EHR
record at an EHR server associated with the EHT provider
without having to specifically launch a separate application.

18. The machine-readable medium of claim 17, wherein
the EHR record and the medical image data are identified by
a patient identifier (ID) identifying the patient at the EHR
server and the cloud server, respectively.

19. The machine-readable medium of claim 11, wherein
the operations further comprise determining, by an access
control system hosted by the cloud server, user privileges of
the user for accessing the medical image data, wherein the
medical image data was captured by a medical imaging
device and stored in a storage associated with the cloud
server.

20. The machine-readable medium of claim 11, wherein
the operations further comprise storing the tracked user
interactions in a persistent storage, wherein the analysis is
performed on the user interactions stored in the persistent
storage.

21. A data processing system operating as a cloud server,
the system comprising:
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a processor; and

a memory coupled to the processor to store instructions,
which when executed from the memory, cause the
processor to perform operations, the operations includ-
ing
receiving a request for accessing medical image data
from an application running at a client device used
by a user, the cloud server providing image process-
ing services to a plurality of users in a plurality of
image processing steps provided by the cloud server,
resulting in a plurality of image views,

in response to receiving a command from the applica-
tion of the client device, the command having a
selection of one or more of image views available to
the user, providing the medical image data based on
the selected one or more image views,

tracking user interactions of the user with the medical
image data via the selected image views, including
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tracking how much time the user takes to complete
a particular medical image processing step, and

performing an analysis on the tracked user interactions
to determine an overall usage trend of the image
views.

22. The system of claim 21, wherein tracking user inter-
action comprises recording user activities of the user with
the medical image data in view of user privileges of the user.

23. The system of claim 21, wherein tracking user inter-
action further comprises recording which of a plurality of
medical image data processing steps the user has interacted
with.

24. The system of claim 21, wherein tracking user inter-
action further comprises recording a user type of the user,
which is one of an expert user, a regular user, a technician,
and a physician.

25. The system of claim 21, wherein tracking user inter-
action further comprises maintaining billing information of
the user associated with usage of the image processing steps.

#* #* #* #* #*

MIM Ex1009



	Front Page
	Drawings
	Specification
	Claims



