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RECEIVE A DATA PATTERN AND AN ADDRESS VALUE 
FROM AN RFID CARD IN A MEMORY CARD SLOT "'-610 

I 
POPULATE A DATA FIELD OF A MEMORY CARD ACCESS 

COMMAND WITH THE DATA PATTERN TO CAUSE THE 
COMMAND TO BE DIVERTED TO THE SMARTCARD 

CONTROLLER "'- 620 

I 
POPULATE AN ADDRESS FIELD OF THE MEMORY CARD 

ACCESS COMMAND WITH THE ADDRESS VALUE TO 
FURTHER CAUSE THE COMMAND TO BE DIVERTED TO 

THE SMARTCARD CONTROLLER "'- 630 

I 
POPULATE THE DATA FIELD OF THE MEMORY CARD 
ACCESS COMMAND WITH A COMMAND STRING TO 

SPECIFY A PURPOSE OTHER THAN A MEMORY CARD 
ACCESS "'- 640 

I 
POPULATE A DA TA FIELD OF A MEMORY CARD ACCESS 

COMMAND WITH A PASSWORD TO AUTHENTICATE 
ACCESS TO THE RFID CARD "'- 650 

I 
SEND THE MEMORY CARD ACCESS COMMAND TO THE 

RFIDCARD "'- 660 

\ 
FIG. 6 

600 
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RECEIVE A MEMORY CARD ACCESS 
COMMAND FROM A MOBILE COMPUTING 

DEVICE VIA A HOST INTERFACE 

CHECK CRITERIA TO DETERMINE IF THE 
MEMORY CARD ACCESS COMMAND 

SHOULD BE DIVERTED TO THE SMARTCARD 
CONTROLLER 

y 

710 

720 

DIVERT AT LEAST A PORTION 
OF THE MEMORY CARD 

ACCESS COMMAND TO THE 
SMARTCARD CONTROLLER 

740 

PERFORM MEMORY ACCESS 
AS PER THE MEMORY CARD 

ACCESS COMMAND 

\ 
700 

FIG. 7 
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RECEIVE A MEMORY CARD WRITE 
COMMAND FROM A MOBILE COMPUTING 

DEVICE VIA A HOST INTERFACE 810 

y 

DIVERT THE HIDDEN 
COMMAND TO THE 

SMARTCARD CONTROLLER 

850 
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DONE 

I 
800 

840 

y 

PERFORM MEMORY WRITE AS 
PER THE MEMORY CARD 

WRITE COMMAND 

DONE 

RETRIEVE NON-MEMORY DATA 
FROM THE SMARTCARD 

860 CONTROLLER 

RECEIVE A MEMORY CARD READ 
COMMAND FROM THE MOBILE 

870 COMPUTING DEVICE 

RETURN TO THE NON-MEMORY 
DATA TO THE MOBILE 

880 COMPUTING DEVICE 

DONE 

FIG. 8 

830 
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RECEIVE A SMARTCARD COMMAND FROM 
THE MEMORY CARD CONTROLLER 

910 
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960 

FIG. 9 
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CONTROLLER 

( 
1000 

RECEIVE A HIDDEN COMMAND FROM A 
MOBILE COMPUTING DEVICE 

1010 
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FIG. 10 
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TAKE OTHER ACTION AT 
MEMORY CARD 

CONTROLLER, E.G., RESET, 
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CYCLE POWER TO 
SMARTCARD CONTROLLER 
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13.56 MilZ ENHANCEMENT cmcun FOR 
SMARTCARD CONTROLLER 

FIELD 

2 
anteona for an NFC device. As shown in the '062 patent, the 
mobile phone provides the real estate necessary to implement 
a loop antenna at 13.56 MHz. 

There have been at1empts 10 implement passive tags in 

The present invention re lates generally to contaclless com­
munications devices. and more specifically to con1ac1less 
smartcard devices. 

5 smaller mobile devices. These attempts have 111e1 with limited 
success due in part to the size of the loop antenna. For 
example. FIG. 13 shows an RFJD tag implementation in a 
secure digital (SD) memory card manufactured by Wireless 
Dynamics, Inc. of Calgary. Alberta Canada. Card 1300 

10 includes an ante1111a, but the SD card is significantly oversized 
as a result. Also for example, U.S. Patent Application Publi­
cation No.: US 2006/0124755 Al shows a memory card hav­
ing a passive tag, but the card must be inserted into a slot to 

BACKGROUND 

RFID ''tags" can be separated into two broad categories: 
active tags and passive tags. Active tags are characterizt-'Ci by 

15 
access a loop antenna on a different device. ]nth.is implemen­
tation, mobile device real estate is still relied upon for loop 
antenna implementation. It can be seen, therefore, that the 
size of anteonas are proving to be a barrier to further minia-

a local power source such as a battery. Active tags generally 
transmit infon11ation by broadcasting on an RF carrier fre­
quency of choice using a locally generated RF carrier. Active 
tags are typically used to transmit over long distances. often 
referred to as "far field communications" (FFC). Antennas 
used with active RFID tags tend to be large to allow for the 20 
communications over long distances. 

turization of passive RFlD tags. 
FIG. 14 shows a prior art smartcard controller and ante11J1a 

in combination. Smartcard controller 330 includes a contact­
less interface that includes two pads 1472 and 1474 intended 
for coonection to a coil (ante11J1a 1480). Smartcard controller 
330 also includes bridge rectifier 1420 to rectify an altemat-

Passive tags are not powered. Passive tags derive the 
energy needed to power the tag from an interrogating RF 
field, and use that energy to transmit response codes by modu­
lating the impedance that the antenna presents to the interro­
gating field. thereby modulating the signal reflected back to 
the reader ante110a. Passive tags arc typically used to transmit 
over short distances, often referred to as "near field commu­
nications" (NFC). For example, passive tags operating at 
13 .56 MHz arc typically designed to communicate with RFlD 
readers a Jew centimeters away. 

25 ing voltage present on pads 1472 and 1474 when antenna 
1480 is inductively coupled to another device and in the 
presence ofan interrogating RF field. Capacitor 1440 is typi­
cally tuned to create a resonant circuit at the frequency of 
interest(e.g., 13.56 MHz). When antelllla 1480 is a large loop 

30 antelllla. then bridge rect·ifier 1420 provides power to internal 
circuits as shown in FlG. 12. Demodulator 1430 demodulates 

Passive tags arc typically co1mcctcd to " loop antennas." data present in the interrogating RF field, and load modula­
tion driver circuit 1410 modulates an impedance seen by the 
device presenting the interrogating RF field when the coil 
(anternia 1480) is inductively coupled to a separate device that 
is presenting the interrogating RF field. This creates a half-
duplex communications path between the device presenting 
the interrogating RF field and smartcard controller 330. 
Examples of smartcard controllers are the "SmartMX" con-

One example o f a loop antenna is shown in U.S. Pat. No. 
6,568.600, issued 10 Carpier et al. OD May 27, 2003 (the '600 
patent). The device described in the '600 patent is recogniz- 35 

able as a "credit card sized" passive RFID card (more specifi­
cally. a card that confonns to ISO 7816 size requirements). 
The loop antenna is necessarily large because passive tags arc 
powered using energy received by the antenm from signals 
transmitted by the R.FID reader. 40 trollers sold by NXP Semiconductors N.V. ofEindhoven. The 

Netherlands. FIG. 12 shows a power supply voltage developed over time 
by rectifying a voltage induced in a loop antenna in the 
presence of an interrogating RF field. Once the power supply 
voltage reaches a critical value, the tag is powered up and can 
operate. As the antenna size is reduced, it takes longer for the 45 

power supply voltage to reach the critical value. and the tag 
operation may not meet response time specifications. Below 
a certain antenna size. the power supply voltage may never 
reach the critical value, and the tag may never power up. 

Antenna design for RFID applications is described in a 50 

Microchip Technology, lnc. application note entitled 
"Antenna Circuit Design for RFlD Applications" by Youbok 
Lee. Ph.D., published in 2003 (no month given). Dr. Lee's 
application note describes in great detail bow to determine 
size requirements for a passive RFJD tag ante1ma to operate at 55 
13 .56 MHz. On page 5 of the application note. Dr. Lee shows 
that the optimum radius of the loop antelllla coil is equaJ to 

A need exists for a s,uall footpri nt R.FID tag that does not 
rely on an external device to house an anteona. A need also 
exists for a memory card compatible RFlD tag that is com­
patible with standard memory card slots on mobile devices. 

BRlEF DESCRJPTION OF THE DRAWINGS 

FIG. I shows a mobile computing device and a small RFID 
card compatible with a memory card slot; 

FIG. 2 shows a block diagram of a mobile computing 
device; 

FIGS. 3A-3B show block diagrams of memory card com­
patible RFID cards with integrated inductive elements: 

FIG. 4 shows a memory card compatible RFlD card with an 
integrated inductive element; 

FIG. 5 shows a data portion of a memory card write com­
mand: 

FIG. 6-11 show nowcharts of methods in accordance with 
1.4 I 4 times the required read range. Tb.is analysis confirms 
that for a read range on the order of a few centimctcrs,a credit 
card sized loop antenna can be made near optimal. 60 various embodiments of the present invention; 

Passive tags are seeing widespread use in many applica­
tions. For example, mobile device manufacturers are embed­
ding passive RFID tags in mobile devices for NFC applica­
tions. Example mobile applications include, but are not 
limited to. ticketing and mobile payments. U.S. Pat. No. 65 

7,333.062 issued to Leizerovich et al. on Feb. 19, 2008 (the 
'062 patent) shows a mobile phone with an integrated loop 

FIG. 12 shows a power supply voltage developed overtime 
by rectifying a voltage induced in a loop antenna in the 
presence of an imerrogating RF field: 

FIG. 13 shows a prior art RFJD tag implementation in a 
secure digital (SD) memory card: 

FIG. 14 shows a prior art srnartcard controller and ante1uia 
in combination: 
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FJG. 15 shows a smancard controller witb performance 
enhancement circuits including a load modulation driver cir­
cuit and a single antenna in accordance with various embodi­
ments of the present invention; 

4 
FIG. 35 shows a memory card witb rntegrated smartcard 

controller. performance enhancement circuits and antennas in 
accordance with various embodiments of the present inven­
tion; 

FJG. 16 shows frequency spectrum used in RFID comnrn- 5 FIG. 36 shows a memory card with integrated smartcard 
controlle r and perfonnance enhancement circuits in accor­
dance witli various embodiments of tlie present invention; 

FIG. 37 shows a subscriber identity module (SIM) card 
with integrated smartcard controller, performance euhance-

10 ment circuits and antennas in accordance with various 
embodiments of the present rnvention; 

nications; 
FJG. 17 shows a smancard controller with performance 

enhancement circuits including a load modulation driver cir­
cuit and separate receive and transmit antem1as in accordance 
with various embodiments of the present iJ1ven1ion; 

FlG. 18 shows frequency spectnun used in RFlD co1nnm­
nications: 

FIG. 19 shows a smartcard comroller with performance 
enhancement circuits including a load modulation driver cir­
cuit and mu.hiple transmit antennas in accordance witl1 vari­
ous embodiments of the present invention; 

FIG. 20 shows frequency spectrum used in RFID commu-
nications; 

FIG. 38 shows a subscriber identity module (SJM) card 
with integrated suwrtcard controller and performance 
enhaucemelll circuits in accordance with various embodi-

15 meuts of the present rnvention; and 
FIG. 39 shows a mobile device witll a smancard controller, 

enhancement circuits, and antenna(s). 

DESCRIPTION OF EMBODlMENTS 
FIG. 21 shows a smancard controller with performance 20 

enhancemelll circuits rncludlllg an active transmit driver cir­
cuit and a single ru1tenna in accordance with various embodi­
ments of the present Ulvention; 

In the followmg detailed description. reference is made to 
tl1e accompanying drawings tl1at show. by way of illustration, 
various embodiments of an invention. ·n1cse embodiments 
are described in sufficient detail to enable those ski lied in the FIG. 22 shows a smancard controller with performance 

enhancement circuits iJ1cludlllg an active transmit driver cir- 25 

cuit and separate receive and transmit antennas in accordance 
witl1 various embodiments of the present invention; 

a rt to practice the invention. lt is to be understood that the 
various embodiments of the invention, although different. are 
not necessarily mutually exclusive. For example, a particular 
fean1re, strncn1re, or characteristic described m connection 
with one embodiment may be implemented within other 

FJG. 23 shows a smancard controller with performance 
enhancement circuits iJ1cludmg an active transmit driver cir­
cuit and multiple transmit antennas in accordance with vari- 30 

oi1s embodiments of the present invention; 

embodiments without departing from the spirit and scope of 
the invention. ln addition. it is 10 be llllderstood that the 
location or arrangement of individual clements within each 
disclosed embodiment may be modified without depaning 
from the spirit and scope of the invention. Th.e following 
derailed description is, therefore, not to be taken in a limiting 
sense, and tlie scope of tl1e present invention is defined only 

FIG. 24 shows a smartcard controller with a pad to provide 
digital data output; 

FIG. 25 shows a smartcard controller witll digital data 35 
output and perfom1ance enhancement circuits including a 
load modulation driver c ircuit and a single antenna in accor­
dance witl1 various embodiments of the present invention; 

by the appended claiJns, appropriately interpreted, along with 
the full range of equivalents to which the claims are entitled. 

FJG. 26 shows a smaricard controller with digital data 
output and performance enl1ancement circuits including a 4o 
load modulation driver circui land separate receive and trans-

In the drawings. like numerals refer to the same or similar 
fonctionality throughout the several views. 

FIG. l shows a mobile computing device and a small RFID 
card compatible with a memory card slot. Mobile computing 
device 110 is shown as a mobile phone in FIG. I , but this is not 
a limitation of the present rnvention. For example, mobile 

mit antennas m accordance witli various embodiments oftlle 
present rnvention: 

FIG. 27 shows a smartcard controller with digital data 
output and performance enJ1ancement circuits including a 
load modulation driver circuit ruid multiple transmit antennas 
in accordance with various embodm1ents of the presenr inven­
tion: 

FlG. 28 shows a smartcard controller with digital data 
output and pcrfonnance enhancement circuits including au 
active transmit driver circuit and a srngle antenna rn accor­
dance with various embodinlents of tl1e present invention; 

FIG. 29 shows a smartcard controller with digital data 
output and perfom1ance enhancement circuits including an 
active transmit driver circuit and separate receive and trans­
mit antennas in accordance with various embodiments oftl1e 
present invention; 

FIG. 30 shows a smancard controller with digital data 
output and performance enhancement circuits inch1dlllg au 
active transmit driver circuit and multiple transmit antennas 
in accordance with various embodinlents oftl1e present inven­
tion: 

FIGS. 31-34 show performance enhancmg application 
specific integrated circuits (ASICs) coupled to various smart­
card controllers in accordance with various embodiments of 
the present invention; 

45 computing device 110 may be a personal digita l assistant 
(PDA). a smartphone, a mobile phone. a handheld computer, 
a desktop computer. or any oilier device capable of operating 
as described berei 11. 

Mobile computing device 110 includes memory card slot 
50 112. Memory card slot 112 is a slot capable of accepting 

RFID card 120. For exrunple, memory card slot 112 may have 
physical diJ11ensions compatible witll RFID card 120, and 
may have a conummications interface that operates using a 
protocol compatible with RFJD card 120. Ju some embodi-

55 ments of the present invention. memory card slot 112 is a 
memory card slot designed to accept and communicate with 
memory cards. As used herern, the term "memory card slot" 
refers to any add-on slot capable of accepting a card having 
memory accessible by a mobile computing device such as that 

60 shown in F1G. 1. For example, a memory card slot may be 
compatible with an industry standard communications pro­
tocol, or may be compatible with a widely accepted commu­
nications protocol that is not necessarily formally docu­
mented as an mdustry stru1dard. Examples include slots that 

65 are compatible with the Multimedia Memory Card (MMC) 
protocol. Memory Stick DUO protocol, secure digital (SD) 
protocol, and Smart Media protocol. The foregoing list is 
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the like. Further. processor 210 may be formed from state 
machines or other sequential logic. In operation, processor 
210 may read instructions from memory 220 and perfom1 
actions in response thereto. For example, processor 210 may 

meant to be exemplary, and not exhaustive. Memory card slot 
112 may be compatible with many memory card slot proto­
cols other than those explicitly listed above without departing 
from the scope of the invention. Further, in some embodi­
ments, memory card slot 112 accepts a subscriber identity 
module (SIM) card. Memory card slot 112 may be exposed oo 
an edge of mobile computing device 110 as shown. or may be 
behind a cover. For example. memory card slot 112 may be 
behind a battery cover, behind a banery, or anywhere else on 
mobile computing device 110. 

5 execute program instructions that influence communications 
between mobile computing device J l O and a device coupled 
to memory card slot 112. 

Memory card slot 112 is described above with reference to 
FIG. 1. Memory card slot Jl 2 includes circuitry compatible 

RFlDcard 120 includes electrical contacts 122 as part ofa 
host iotcrface tbat commuoicates with memory card slot 112. 
For example. electrical contacts 122 may provide connectiv-
ity compliant with a collllllttnications protocol for memory 
cards. RFID card 120 includes RFID functionality, and may 
also include memory accessible by mobile computing device 
11 0. For example, in some embodiments, RFII) card 120 
includes a smartcard controJler and an inductive element 
capableofinteractiogwith an NFCreader(e.g., an ISO 14443 
compliant interface). ln other embodiments, RFlD card 120 
does not include memory accessible by mobile computing 
device 110. RFID card 120 may include functionality beyond 
memory and RFID. Electrical contacts 122 may a lso be com­
pliant with a smartcard "contact" interface (e.g., ISO 7816). 

10 with RF1D card 120. Mobile computing device 110 may 
communicate with RFID card 120 by using a standard set of 
memory card access commands. For example, processor 2J 0 
may use memory card write commands to write to memory in 
RFID card 120, and may use memory card read collllllands to 

15 read from memory in RFID card 120. Mobile computing 
device 110 may also communicate with RFID card 120 using 
a ISO 7816 compatible interface or the like. For example, 
when RFlD card 120 is a SIM card, mobile computing device 
110 may communicate with a smartcard controller within the 

20 S!M card. 

Ln various embodiments of the present invention, the RFID 25 

fonc tionality in RFJD card 120 is accessed by mobi le com­
puting device 110 using memory card access commands 
al.ready defined for use in memory card slot 112.Accordingly, 
the various embodiments of the present invention enable the 
implementation of RFID functions beyond memory accesses 30 

without defining new commands. Jn some embodiments, new 
com.mands for the Rf'lD card arc embedded inside the data 
bits subsequent to memory card read/write commands. RFID 
card 120 then decides iftbe incoming data bi ts are meant for 
regular read/write memory functions or for R.FID functions. 35 

1n other words, fonctions in addition to standard memory card 
functions may be accessed through collllllands "hidden" in 
the data stream that can be exchanged using existing memory 
card access conunands and fiU1ctions. According to the vari-
ous embodiments of the invention. both existing memory card 40 
ftmctions and RFID fimctions may be implemented without 
requiring changes in how the host protocol is bujlt. 

Tue combination of mobile computing device 110 and 
RFID card 120 may be used for any purpose. For example. in 
some embodiments, RFJD card 120 may interact with a point- 45 

of-sale payment device to effect mobile payments. Also for 
example. in some embodiments, RFJD card 120 may be used 
in wave-and-pay ticketing in rnass transit environments, such 
as MJFARE. 

Mobile computing device 110 may access the RFID func­
tionality in RFID card 120 using "IJ.idden" commands embed­
ded in memory card access commands. For example, a 
memory card write command may include a unique data 
string to identify the memory card write colllllland as a com­
mand to be diverted for purposes other than a memory write. 
1n addition. the sector address provided with the memory card 
write command may be set to a particular address value to 
further identify the memory card write colllllland as a com­
mand to be diverted. ln addi tion to specific address/data val­
ues to identify the memory card access command as a com-
mand to be diverted for a purpose other than a memory access, 
the memory access conuuand may .include data bits to further 
specify the type aod functiou ofllidden couunand. Example 
formats ofllidden commands are described further below. In 
some embodiments, a read colllllland is issued right after a 
write colllllland to enable data flow from the non-memory 
card fw1ctions to the host, where the write command's data 
had the hidden commands. Tue combination of a memory 
card write command and a memory card read command can 
be used in this manner to fom1 a h.idden read couuuand. 

In some embodiments, memory card slot 112 is powered 
down after periods of inactivity to save power. For example, 
memory card slot 112 may be powered up when processor 
210 issues a memory card write or read command, but may 
then be powered down to save power. When memory card slot 
112 is powered down, aoy device coupled to the memory card 
slot is also powered down. For example, if RFID card 120 
(FJG. l ) is coupled to the memory card slot, then RFID card 

50 120 is powered down when memory card slot 112 is powered 
down. 

FIG. 2 shows a block diagram of a mobile computing 
device. Mobile computing device 110 includes antenna 240, 
radio circuits 230, processor 210, memory 220, and memory 
card slot 112. In some embodiments, mobile computing 
device 110 is a mobile phone, or includes mobile phone 
fonctionality. For example, antenna 240 and radio circuits 55 
230 may be utilized to communicate with a cellular telephone 
network. Further, in some embodiments, mobile computing 
device 110 is a wireless local area network (WLAN) or wire­
less wide area network (WWAN) device. For example, 
antenna 240 and radio circuits 230 may be utilized to com- 60 

mmlicate with a wireless access point. In some embodiments. 
antenna 240 and radio circuits 230 are omitted, and mobile 
computing device 110 does not utilize wireless connectivity. 

Processor 210 represents a processor capable of collllllu­
nicating with the other blocks shown in mobile computing 65 

device 110. For example. processor 210 may be a micropro­
cessor, a digital signal processor (DSP), a microcontroller, or 

In various embodiments of the present invention, processor 
210 executes software resident in memory 220 to maintain 
power to memory card slot 112 (and to RFID card 120). For 
example. periodic hidden commands may be sent to RFID 
card 120 for the purpose of keeping power applied while 
RFID card 120 is expected to be providing RFID functional ­
ity. Al so for example, a hidden command may be sent to RFID 
card 120 for the purpose of cycling power to a smartcard 
controller resident on the card. ·These hidden commands are 
described forther below with respect to later figures. 

FIG. 3A shows a block diagram of a memory card compat­
ible RFID card with an integrated inductive element. RFID 
card 300 represents possible embodimellls ofRFID card 120 
(FIG. l ). RFID card 300 includes host interface 310. memory 
card conLroller 340, memory 360, smartcard controller 340, 
program memory 332, and small inductive clement 350. 
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RFJD card 300 is capable of comnrnnicating with a memory 
card slot in a mobile computing device. Further, RFID card 
300 does not require memory card slots to implement 
extended input/output functions. For example, and not by 
way of limitation, in SD and micro SD embodiments, RFID 5 

card 300 is operable in any SD or microSD memory card slot, 
aud docs not require a secure digital input output (SDIO) 
memory card slot. 

8 
value used for this purpose are referred to herein as the hidden 
command address value and the hidden conunand data value. 

In some embodiments, memory card controller 340 detects 
the presence of hidden commands based only on the hidden 
colllllland address value. In these embodiments. memory card 
controller340 checks the address value included in a memory 
card access command, and diverts the command (or takes 
some other action) if it matches the hidden comn1and address 
value. In some embodiments, memory card controller 340 

10 detects the presence of hidden commands based only on the 
hidden conrn1and data value. In these embodiments. memory 
card controller 340 checks a data value included in the 
memory card access command, and diverts all or a portion of 

Host interface 310 includes electrical contacts to interface 
with a memory card slot. For example, host in terface 310 
includes contacts such as contacts 122 (FIG. 1). Also for 
example, in some embodiments, host interface 310 includes 
recessed electrical contacts. Host interface 310 may also 
include circuitry such as drivers. receivers, tem1inations. and 

15 
the like. 

the command ifit matches the hidden command data value. In 
still further embodiments, memory card controller 340 
detects the presence of hidden commands based on both the 
hidden conrn1and address value and the hidden command data 
value. In these embodiments, memory card controller 340 
diverts the command only if both the memory card access 

In embodiments represented by FlG. 3A. memory card 
contro!Jer 340 communicates with the mobile device using 
memory card access conunands. Memory card controller 340 
a lso communicates with memory 360. Memory card control­ 20 address and data match the hidden command address value 
ler 340 determines whether each command should result in a 
memory operation with memory 360. whether a hidden com­
mand should be diverted to smartcard controller 330, or 
whether memory card controller 340 should take action in 
response to a hidden command. In some embodiments, 25 

memory card controller 340 executes instructions that are 
stored in an internal memory or stored iJ1 memory 360. In 
some embodiments, memory card controller 340 includes 
special purpose hardware useful to determine whether a com­
mand should be diverted. Jn other embodiments, memory 30 

card controller 340 may be a microcontroller identical in all 
respects to a controller found in memory cards. except for the 
program that it executes. 

Memory 360 may be any type of volatile or non-volatile 
memory. For example, memory 360 may be volatile memory 35 

such as static random access memory (SRAM) or dynamic 
random access memory (DRAM). Also for example, memory 
360 may be nonvolatile memory such as NOR FLASH 
memory or NAND FLASH memory. In various embodiments 
oftbe present invention. memory 360 represents memory that 40 
is accessed by a mobile computing device using memory card 
access commands defined for that purpose. 

When RFJD card 300 is co1nmtl.lllcating with a memory 
card slot in a mobile computing device. the mobile computing 
device may send a memory card access command in order ro 45 

access memory 360. Also for example. the mobile computing 
device may send a memory card access command that con­
tains a hidden conu11and. Memory card controller 340 detects 

and data value, respectively. 
Tue hidden command address value and hidden command 

data value may be specified in many ways. For example, all 
RFID cards may be issued with fixed values. In these embodi­
ments, each time the RFID functions are accessed, the same 
bidden command address and/or data value is included in the 
memory card access collllUand. Also for example, different 
RFJD cards may be issued with unique values. In these 
embodiments. each RFID card may provide these values to a 
mobile computing device when queried. Also for example, 
llidden command address and/or data values may be specified 
by the mobile computing dcvicc. ln still furthcrcmbodimcnts, 
lliddeu command address and data values may be dynamic. 
The hidden command address and data values may cbauge 
each time power is applied or on a periodic basis. 

Smartcard controller 330 receives hidden commands 
diverted by memory card controller 340. Smartcard controller 
330 furt11er interprets the hidden commands a11d performs 
actions in response thereto. Smartcard controller 330 
executes instructions stored in program memory 332. ln some 
embodiments, program memory 332 is embedded in smart-
card controller 330, and in other embodiments, program 
memory 332 is part of memory 360. 

Smartcard controller 330 is a dual interface smartcard con­
troller with one of the interfaces including RFID functional­
ity. In some embodiments, smartcard controller 330 is com­
patible with passive RFID tag readers in NFC applications. 
ror example. smartcard controller 330 may be a device 
capableofimplementingall orpartofthelSO 14443 standard 
for contactless NFC devices. Also for example, smartcard 
contro!Jer 330 may be a dual interface smartcard controller 
capable of implementing both ISO 7816 and ISO 14443 st311-
dards for contact/contactless requirements. The "SmartMX" 
fami ly of controllers available from NXP Senliconductors 
N.V. ofTI1e Netherlands are examples of suitable dual inter­
face smartcard controllers. These controllers provide RFTD 
functionality at 13.56 MHz. The various embodiments oftbe 
present invention operate at 13.56 MI·fz. but are not limited to 
operation at this frequency. In some embodiments, smartcard 

the presence of the hidden command, and diverts all or a 
portion of the memory access command to smartcard control- 50 

!er 330 using conunu1lication bus 342. Communication bus 
342 may have any number of conductors and may take any 
form. For example, eommtmication bus 342 may be a serial 
port, a parallel port, or may include multiple data conductors, 
multiple address conductors. and/or conductors to carry con- 55 
trol signals such as clock signals. In some embodiments. 
memory card contro!Jer 340 takes one or more actions in 
response to a hidden command. For example, memory card 
controller 340 may modify clock signals in response to a 
hidden comn1and. 

Memory card controller 340 can detect the hidden com­
mand in many ways. For example, in some embodiments. the 
memory card access command may include a speci fie address 
value or a specific data value. Memory card controller 340 
detects commands tl1at include one or both of the specific 65 
address value or specific data value and routes the command 
appropriately. The specific address value and specific data 

60 contro!Jer interoperates with MJFARE systems for ticketing 
applications. 

Smartcard controller 330 receives power from the host 
interface. By not receiving power from the interrogating RF 
field, the necessity of a loop antenna for power generation is 
negated. Smartcard controller 330 includes a contactless 
interface that in turn includes ante1ma port 334. Ante1ma port 
334 includes at least two pads for connection to an antenna, 
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shown as 1742 and 1744 in FIG. 14 and later figures. lD FIG. 
3A. antenna port 334 is coupled to small inductive element 
350. 

Small inductive element 350 includes a coil wound around 
a magnetic core. As described with reference to later figures. 5 
small inductive element may include one or more coils or 
antennas. The coil of small inductive element is too small to 
draw power from the interrogating RF field, but th.is is not 
necessary since smar1card controller 330 is powered by the 
host device through host interface 310. Small inductive ele- 10 
ment 350 interacts with an antenna in an RHD reader similar 
to the way that primary and secondary coils in a transformer 
interact. TI1e RFID reader has a coil resonam at 13.56 Mflz 
functioning as the primary coil of a transformer. Small induc­
tive element 350 functions as the secondary coil of the trans- 15 

former. Accordingly, the transmiller "sees" U1e impedance of 
the secondary coil (small inductive clement 350). Smartcard 
controller 330 is able to modulate reflected RF signals using 
circuitry lo modify the impedance al the ante1uia port 334. 

Small inductive element 350 can be made very small. For 20 
example. in some embodiments, RFID card 120 is a m.in.iSD 
card, microSD card. or SIM card. and small inductive element 
350 is small enough 10 be completely contained in the 
min.iSD, microSD. or SIM fonn factor. A specific embodi­
ment of a small inductive element in a memory card fonn 25 

factor is described below with reference to FIG. 4. 
In various embodiments of 1be invention, memory card 

controller 340 and smartcard controller 330 are inlplemented 
in many different ways. For example, in some embodiments. 

10 
SD card form factor, although th.is is not a limitation of the 
present invemion. For example, other form factors within the 
scope of the present invention include, but are not limited to, 
m.icroSD form factors and SIM card form factors. RFJD card 
120 includes electrical contacts 122. memory card controller 
340, smartcard controller 330, memory 360, magnetic core 
450, and coil 452. a ll affixed to circuit board 402. 

Magnetic core 450 and coil 452 inlplement small inductive 
element 350 (FIGS. 3A, 38). As can be seen in FIG. 4. the 
small inductive element fits entirely with.in the memory card 
form factor. The small inductive element does not provide 
power generation for smartcard controller 330, and so does 
nor need to be made large for that purpose. 

FIG. 5 shows a data portion of a memory card write com­
mand. Included a.re hidden command data value 510, status 
field 520, password field 530. device ID 532, command index 
540, and hidden command related data 550. In the example of 
FTG. 5, tbe data portion is 512 bytes in length, although this is 
1101 a limitation of the present invention. Any amouot of data 
may be included in the write command, and each field shown 
in FIG. 5 may be any length. 

In the example of FIG. 5, the hidden command data value 
is 256 bits long. although any length may be used without 
departing from the scope of the present invention. In some 
embodiments. hiddeu couunand data value 510 is used to 
identify a memory write command as a bidden command. 
When a write command is received having data in tbe first 256 
bits that match the hidden command data value, the command 

30 is identified as one to be diverted to the smartcard controller. the various components are implemented in hardware. In 
U1ese embodiments. the various components may be imple­
mented as separate integrated circuits. or in a combined inte­
grated circuit. Also for example. it1 some embodiments. tbe 
various components may be implemen1ed in software, or in a 
combiiiation of hardware and software. In some embod.i- 35 
ments, RFID card 300 may include a microprocessor, and the 
components may be implemented as software modules nm­
ning on the microprocessor. ln otl1er embodiments, RFID 
card 300 may include multiple processors, and the compo­
nents may be implemented as software modules distributed 
across the 1Uultiple processors. 

FIG. 38 shows a block diagram of a memory card compat­
ible RFID card with an integrated inductive element. RFID 
card 302 represents possible embodiments ofRFJD card 120 
(FIG. 1). RFID card 302 includes host interface 310, memory 
card controller 340, memory 360. smartcard controller 340, 
program memory 332. and small inductive element 350. all of 
which are described above with reference to FJG. 3A. RFID 
card 302 is capable of communicating with a memory card 
slot in a mobile computing device. Further, RFID card 302 
does not require memory card slots to in1plement extended 
input/output ftu1c1ions. For example, and not by way oflin1i-
1ation, in SD and microSD embodiments, RFJD card 302 is 
operable in any SD or microSD memory card slot. and does 
not require a secure digital input output (SDIO) memory card 
slot. 

In embodiments represented by FIG. 38, smartcard con­
troller 330 receives power from memory controller 340. l n 
these embodiments, memory controller 340 has direct con1rol 
over the power provided to smartcard controller 330. Memory 
controller 340 may apply and/or remove power from smart­
card controller 330 iu response to commands received over 
the host interface. For example, memory controller 340 may 
receive a hidden command to reset smartcard controller 330 
by causing a reboot through a power cycle. 

FIG. 4 shows a memory card compatible RFID card with an 
integrated inductive clement. RFJD card 120 is shown in an 

As described above, a hidden command address value may be 
used in conjunction with. or instead of, a hidden command 
data value to identify the memory write conummd as a hidden 
command. 

The remaining fields have significance when tbe memory 
write is a hidden command. For example, if the first 256 bits 
do not match the hidden command data value (or if the write 
address does not match the hidden command address value, 
o r both) then the remaining bits in the data field are to be 

40 treated as dara in a nonual memory write command. lo con­
trast, when the memory write is a hidden command. the 
remaining fields are used to further interpret tbe hidden com­
mand. 

Memory card controller 340 (FIGS. 3, 4) inspect tbe hid-
45 den conrn1and data value 510, stan1s field 520, and possibly 

password field 530 and device ID 532. In some embodiments, 
iftbe command is identified as a hidden colllll1and, memory 
card controller 340 forwards the password 530, conunand 
index 540, and related data 550 to smart card controller 330. ln 

50 other embodinlents, memory card controller 340 may directly 
take actions based on the bidden command. 

Status field 520 may inc lude any infomrntion relating to the 
status of the hidden command. For example, status field 520 
may include one more bits to signify to memory card control-

55 ler340wbetl:ierthe host (mobile computing device) is expect­
ing the smartcard controller to ret11m data in response to the 
hidden command. For example, when status field 520 signi­
fies a write, memory card controller 340 forwards U1e pass­
word, device ID, command index, and related data without 

60 expecting to return any data to the host. Also for example, 
when stan1s field 520 signifies a read. memory card controller 
340 forwards the password, device ID, command index, and 
relate.ct data with the expectation that smartcard controller 
330 will provide data to be sent to the host in response to a 

65 memory card read command. The combination of a memory 
card wri tc conuuand followed shortly U1creafter by a memory 
card read command may be used to provide "read" fllnction-



IPR2025-00639 Page 00040

us 9,122,965 82 
11 

ality to the smartcard controller. Read operations from the 
smartcard controller are described further below with refer­
ence to FIG. 8. 

Password field 530 inc ludes a password to allow smartcard 
controller 330 to authenl'icate the host to the RFlD card. 111 
some embodiments, every hidden cooummd includes a pass­
word. Each time the password, device ID, command index, 
and related data is diverted to the smartcard controller, the 
password is checked lo authenticate the host lo the RFID card. 

Device 1D 532 uniquely identifies the host (mobile com­
puting device). 1l1e device ID may be checked by the smart­
card controller lo ensure lbal the RFJD card is inserted in the 
host to which it is authenticated. Some embodiments of the 
present invention enforce a unique host/card pairing using the 
device ID, and other embodiments allow smartcard controller 
ftmctions to be accessed by any host. 

Command index 540 identifies the type of hidden com­
mand. The number of possible hidden commands is limited 
only by the number of bits allocated thereto. Any number of 
bits may be allocated to command index 540 without depart­
ing from the scope of the present invenl'ion. Hidden command 
related data 550 may be utilized differently for each type of 
hidden command. Any number of bits may be used for hidden 
command re lated data 550. 

Tite data shown in FIG. 5 is provided as an example, and 
the data field of a memory card access command may include 
more or fewer data fields than those shown in FIG. 5. The 
present invention is not limited by the number or content of 
the fields in a memory card access command. 

12 
embodiments, the presence of a hidden colllllland is signified 
by the data pattern alone. or the address value alone. 

At 640. the data field of the memory card access conunand 
is populated with a command string to specify a purpose other 

5 tban a memory card access. For example, the command string 
may be wrirten to the data field as the command index 540 for 
the smart card controller. This command may be used for any 
purpose. For example, one or more bidden commands may 
have as a sole purpose keeping power provided to the memory 

10 card slot so that the RFlD card continues to receive power. 
At 650, the data field of a memory card access command is 

populated with a password to authenticate access to the RFJD 
card coupled to the memory card slot. In some embodiments, 

15 
a password is included in the data field for every hidden 
command. In other embodiments, a password is only 
included at ll1e beginning of an exchange. 

At 660. the memory card access command is sent to the 
RFlD card coupled to the memory card slot. For example, a 

20 mobile computing device (110, FlGS. 1, 2) may send the 
memory card access command to an RFlD card (120. FIGS. 
1. 3, 4) in a memory card slot (112, FIGS. 1. 2). The RFJD 
card includes a memory card controller (340, FIG. 3) to divert 
the command (or take some other action) based on the data 

25 fields populated in method 600. 
FIG. 7 shows a flowchart in accordance with various 

FIG. 6 shows a flowchart in accordance with various 30 

embodiments of the present invention. Jn some embodiments, 
method 600 may be used by a mobile computing device to 
communicate with an RfJD card in a memory card slot. ID 
some embodiments, method 600, or portions thereof, is per­
formed by a mobile computing device with a memory card 35 

slot, and in other embodiments. method 600, or portions 
thereof. is performed by software. The various actions in 
method 600 may be performed in the order presented, in a 
different order, or simultaneously. Further, in some embodi­
ments, some actions listed in FIG. 6 are omitted from method 40 
600. 

embodiments oft he present invention. In some embodiments, 
method 700 may be used by an RFID card in a memory card 
slot. In some embodiments, method 700, or portions thereof, 
is performed by a memory card contro ller within a memory 
card compatible R.flD card. and in other embodiments, 
method 700. or portions thereof. is performed by software. 
The various actions in mell1od 700 may be perfonned in the 
order presentr..'Cl, ill a different order. or simultaDeously. Fur­
ther, in some embodiments, some actions listed in FIG. 7 are 
omitted from method 700. 

Method 700 begins at 710 in which a memory card access 
command is received from a mobile computing device via a 
host interface. The act ions of710 correspond 10 an RFlD card 
in a memory card slot of a mobile computing device receiving 
a memory card access conunaod. 

Method 600 begins at 610 in which a data pattern and an 
address value are received from an RFID card in a memory 
card slot. The data partem corresponds to the hidden com­
mand data value, and the address value corresponds to ll1c 
hidden conunand address value. In some embodin1ents. the 
mobile device only receives the data value and in other 
embodiments. the mobile device only receives the address 
value. In some embodiments, the actions of 610 may occur 
once when the RFJD card is first inserted in the memory card 
slot. The mobile computing device may then use the address 
and data values each time it creates a hidden command. In 
other embodiments, ll1e actions of 610 may occur each time 
the RFJD card is inserted in the memory slot. ln still further 
embodiments. the act ions of 610 may occur periodically. 
Each time the actions 610 occur. the data pattern may be the 
same or different, and the address value may be the same or 
different. 

At 620, a data field of a memory card access command is 
populated with the data pattern to cause the command to be 
diverted to a smartcard controller on the RFID card. For 
example. the data pattern may be written to the data field as 
the hidden colllllland data value 510 (FIG. 5). 

At 720, the memory card controller checks criteria in the 
memory card access command to determine if the memory 
card access command should be diverted to a smartcard con-

45 troller resident on ll1e RF] D card. The criteria may be one or 
both of a hidden command data value, a hidden conunand 
address value, or both. lfthere is a criteria match at 730. then 
a hidden command is present, and at least a portion of tbe 
memory card access command is diverted at 740. lf there is 

50 not a criteria match, then no hidden command is present, and 
a memory access is performed at 750. 

FlG. 8 shows a flowchart in accordance with various 
embodiments of the present invent ion. In some embodiments, 
method 800 may be used by an RFlD card in a memory card 

55 slot. In some embodiments, method 800, or portions thereof, 
is performed by a memory card controller within an RFID 
card, and in other embodiments, method 800, or portions 
thereof, is performed by software. The various act-ions in 
method 800 may be perfom1ed in the order presented, in a 

60 different order, or simultaneously. Further, in some embodi­
ments, some actions listed in FIG. 8 are omitted from method 
800. 

At 630, an address field of the memory card access com­
mand is populated with the address value to further cause the 65 
command to be diverted to the smartcard controller. In sou,e 
embodiments, only one of 620 or 630 is utilized. ln these 

Method 800 begins at 810 in which a memory card write 
comm.and is received from a mobile computing device via a 
host interface. If the memory card write command is deter­
mined to be a hidden command. processing continues with 
840; otherwise, a memory write is performed at 830. 
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card controlJer, then the colllllland is diverted at 1030. In 
some embodiments, this corresponds to sending command 
index 540 and bidden command related data 550 (FIG. 5) to 
the smartcard controller. If the command is not to be diverted, 

At 840, the bidden colllllland is diverted to a smartcard 
controller. ln some embodiments. this corresponds to sending 
comm1uid index 540 and hidden command related data 550 
(FIG. 5) to the smartcard controller. lfthe hidden command is 
determined to bea "read" at 850, processing continues at 860: 
otherwise, the hidden command processing is done. At 860, 
the memory card controller retrieves non-memory data from 
the smartcard controller, and at 870. a memory card read 
command is received from the mobile computing device. At 
880, the non-memory data is retumed to the mobile comput­
ing device. 

5 then the memory card controller does not divert the com­
mand; however, the memory card controller may take other 
actions at 1040 based on the bidden command. For exmnple. 
the memory card controller may modify a clock signal pro­
vided to the smartcard controller. Also for example, the 

10 memory card controller may assert a reset signal lo l11e smart­
card controller. Still for example, the memory card controller 
may cycle power to the smartcard controller. Tbc memory 
card controller is able to cycle power to the smartcard con-

Met bod 800 demonstrates bow a mobile computing device 
can perform a read from a smartcard controller in a memory 
card compatible RFID card. The mobile computing device 
issues a memory card write command with a bidden com- 15 

mand having a status field designating a read, and then the 
mobile computing device issues a memory card read com­
mand. The processing in t:he card receives the bidden com­
mand, identifies it as a read, and then returns data to the 
mobile computing device in response to a subsequent 
memory card read collllllm1d. 

troller in embodiments represented by FIG. 3B. 
Cycling power to the smartcard controller may be a coor-

dinated effort between the hosting computing device and the 
memory card controller in the RFlD card. For example, 
power to the memory card slot may be maintained by supply­
ing dummy hidden conm1ands to the RFID card as described 

20 above with reference to FIG. 9. While power is maintained to 
the memory card slot. hidden commands may be used to 
cause the memory card controller to cycle power to the smart­
card controller. 

FIG. 9 shows a flowchart in accordance with various 
embodiments of the present invention. In some embodiments, 
method 900 may be used by an RFID card in a memory card 
slot. In some embodiments, method 900, or portions thereof, 25 

is perfom1ed by a smartcard controller within an RFID card, 
and in other embodiments, method 900, or portions thereof. is 
performed by software. The various actions in method 900 
may be performed in the order presented, in a different order, 
or simultaneously. FurtJ1er, in some embodiments. some 30 

actions listed in FIG. 9 a re omined from method 900. 

FIG. 11 shows a method authenticating a mobile comput­
ing device to one or more funct ions in a memory card com­
patible RFID card. Method 1100 begins at block 1110 in 
which an. activation code is received at an RFID card from a 
mobile computing device. At 1120, the received activation 
code is compared to a code stored i11 the RFID card. If the 
act ivation code matches, the RFlD card receives a password 
from the mobile computing device at 1140, and stores the 
password in the RFID card for later use at 1150. If the acti­
vation code does not match, lhe RFID card determines 
whether a uumber of a llowable tries has been exceeded at 

Method 900 begins at 910 in which a smart card controller 
receives a command from the memory card controller. llus 
command corresponds to a hidden command received by the 
memory card controller. At 950, the smartcard controller 
determines whether the command is a "dulllllly" coillllland 
used solely for the purpose of maimaining power to the 
memory card slot. If no, then the smartcard function specified 
in the conunand is performed at 930. lf yes, then the com­
mand is disregarded al 960. 

35 1160. lf the number of allowable tries has been exceeded, tb.e 
RFID card issuer is contacted at 1170, and if the m1mber of 
allowable tries bas not been exceeded, the method repeats 
until either the activatfon code matches or the number of 
allowable tries has been exceeded. 

Method 900 allows a memory card compatible RFID card 
in a memory card slot to remain powered during periods when 

40 Method 1100 may be perfom1ed when an RFJD card is 
issued to a user. For example, the RFID card may be a mobile 
payment card issued by a financial instit11tion. The user may 
be provided au activation code to "activate" the RFID card. 
When the user successfuIJy enters the activation code, the 

the memory card slot in the host device would otherwise 
remove power to save energy. This is a coordinated effort 
between software building hidden comma11ds in a memory 
card access conunand. the memory card controller divert'ing 
the ludden co=and to the smartcard controller, and the 
smartcard controller disregardi.ng the command. According 

45 user is prompted for a password. and that password is stored 
for use in fi.tture hidden commands. 

to embodiments represented by FIG. 3A, providing power to 
the RFID card also provides power the smartcard controller, 50 

thereby allowing the use of a small inductive device such as 
those shown in FIGS. 3 and 4. 

FIG. 10 shows a flowchart in accordance with various 
embodiments of the present i1wention. ln some embodiments, 
method l 000 may be used by an RFID card in a memory card 55 

slot. In some embodiments, method 1000, or portions thereof. 
is performed by a memory card controller within au RFID 
card. and in other embodiments, method 1000, or portions 
thereof, is pcrfom1ed by software. The various actions in 
method 1000 may be performed in the order presented, in a 60 

different order. or simultaneously. Further, in some embodi­
ments, some actions listed in FIG. 10 are 01:ui1ted from 
method 1000. 

In some embodiments. multiple non-memory functions in 
an RFlD card arc authenticated using method JJOO. For 
example. each of multiple non-memory fimctions may have 
stored activation codes. and each is activated separately. Each 
of the separately activated fonctions may have a different 
password, or the multiple functions may share a password. 

Embodiments described thus far include a power delivery 
mecha1usm from tbe host to the smartcard controller l11at 
allow the ante1ma or coil to be very small. The small ante1ma 
or coil allows for higher levels of integration, but may also 
reduce the maximum distance at which the RFID card will 
function. For example, relerring to FIG. 14, the voltage pro­
duced by the antenna needs to overcome the diode drops of 
the bridge rectifier before data can be demodulated within the 
smartcard controller. As the antem1a shrinks in size, the RFID 
card needs to be c loser to the device producing the interro­
gating RF field in order to produce a large enough voltage to 
overcome the bridge rectifier diode drops, thereby reducing Method 1000 begins at 1010 in which a memory card 

controller receives a hidden collllland from a mobile com­
puting device. lf at 1020, the memory card controller deter­
mines that the hidden command is to be diverted to the smart-

65 the maximum usable distance. 
FIG. 15 shows a smartcard controller with perfonuance 

enhancement circuits including a load modulation driver cir-
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cuit and a single antenna in accordance with various embodi­
ments oft he present invention. Antenna 1542 is a small induc­
tive element as described above. Capacitor 1544 is in parallel 
with antenna 1542 and together they form ttmed circuit 1540 
that is tuned lo be resomull at the frequency of operation (e.g.. 5 
13.56 MHz). The perfonnance enhancement circuits include 
au amplifier 1510, outgoing data extraction circuit 1520. and 
load modulation driver circuit 1530. Amplifier 1510 amplifies 
the voltage received at ame1rna l 542, and the amplified volt-

16 
1754. ln some embodiments, receive antenna 1742 and trans­
mit antenna 1752 are small inductive elements as described 
above. 

Separate transmit and receive antennas allow for different 
t,1ning. both in frequency and bandwidth, or "Q." For 
example, tuned circuit 1740 may be tuned with relatively high 
Q for receive as shown at 1820 in FIG. J 8. while tuned circuit 
1750 may be tuned for a lower Q to envelope both sidebands 
for transmit as shown at 1830 in FJG. 18. The higher Q tuning 
for the receive antenna may further increase the maximum 
usable distance when the RFJD card is receiving. 

FIG. 19 shows a smartcard controller with performance 
enhancement circuits including a load modulation driver cir-

age is provided to the smartcard controller. Th.is increases the 10 
maximum distance at which the RFlD card can operate while 
receiving data, bul also creates a unidirt.-ctioual data path 
where a bidirectional data pa1h previously existed. In other 
words, amplifier 1510 forms a simplex communication path 
where a half duplex path previously existed. 

ln order to restore the outgoing data path and re-create a 
half duplex com1mmications system, the RFJD card includes 
outgoing data extraction circuit 1520 and load modulation 
driver circuits 1530. Outgoing data extraction circuit 1520 
receives a signal that is formed by the interrogating RF field 20 
having been load modulated by the smartcard controller. For 
example. the impedance of the antenna port is modulated by 
load modulation driver circuit 1410 (FJG. 14), where the 
modulating signal is the data. Outgoing data extraction circuit 
1520 recovers the data, and then load modulation driver cir- 25 

cuit 1530 modulates the impedance of tbe tuned circuit 1540 

15 
cuit and multiple transmit antennas in accordance witl1 vari­
ous embodiments of the present invention. FlG. 19 shows 
smartcard controller 330. amplifier 1510, outgoing data 
exu·action circuit 1520, load modulation driver circuit 1530, 
and tuned receive circuit 1740, all of which are described 

to fonn the outgoing data path. 
Outgoing data extraction circuit 1520 may include one or 

more filters to extract the data. For example, referring now to 
FIG. 16, the load modulation driver circuit within the smart- 30 
card controller creates frequency sidebands 1610 about the 
carrier frequency 1620 of the interrogating RF field. O utgo-
ing data extraction circuit 1520 may include conventional 
filters to isolate one or more sidebands and extract tbe data. As 
shown in FIG. 16, in some 13.56 MHz embodiments, the 35 
bandwidth of the carrier frequency of the interrogating RF 
field may be on the order of 850 KHz and the bandwidth of the 
sidebands may be on the order of 100-200 KHz, although this 
is not a limitation of the present invention. 

Load modulation driver circuit 1530 receives the extracted 40 
data from outgoing data extraction circuit 1520, aad load 
modulates the nmed circuit 1540 in response thereto. Load 
modulation driver circuits are generally well known, and may 
be as simple as a switched transistor that adds and removes a 
reactive clement from tuned circuit 1540. In some embodi- 45 
mcnts, load modulation driver circuit 1530 substantially 
duplicates the load modulation driver c ircuit 1410 within 
smartcard controller 330. 

Amplifier 1510 is shown coupled to smartcard controller 
pad 1472. and data extraction circuit 1520 is shown coupled 50 

to smartcard controller pad 1474. but this is not a limitation of 
the present invent ion. For example, outgoing data extraction 
circuit 1520 may be coupled to smartcard controller pad 1472 
while amplifier 1510 may be coupled to smartcard controller 
pad 1474. Also for example. both circuit 1520 and amplifier 55 
1510 may be coupled to either pad 1472 or pad 1474 without 
departing from the scope of the present invention. 

FIG. 17 shows a smartcard controller with performance 
enhancement circuits including a load modulation driver cir­
cuit and separate receive and transmit antennas in accordance 60 
with various embodiments of the present invention. FIG. 17 
shows smartcard controller 330, amplifier 1510, outgoing 
data extraction circuit 1520, and load modulation driver cir­
cuit 1530, all of which are described above. FIG. 17 also 
shows tuned circuits 1740 and 1750. Tuned circuit 1740 65 

includes rc:.-ceive antenna 1742 and capacitor 1744. Ttmed 
circuit 1750 includes transmit antenna 1752 and capacitor 

above. FlG. 19 also shows two tunt.'CI transmit circuits 1950 
and 1960. Tuned circuit 1950 includes antenna 1952 and 
capacitor 1954, and ttllled circuit 1960 includes antenna 1962 
and capacitor 1964. Antennas 1952 and 1962 may be small 
inductive elements as described above. 

Separate transmit antennas allow separate tuning for the 
two sidebands. For example. tuned circuit 1950 may be tuned 
for the lower sideband tuned circuit 1960 may be l\llled for the 
upper sideband as shown in FIG. 20. Higher Q tuning of the 
transmit antennas for the separate sidebands may further 
increase the maximum usable distance when the RFID card is 
transmining. 

FIG. 21 shows a smartcard controller w ith performance 
enhancement circuits including an active transmit driver cir­
cuit and a single anle1ma in accordance with various embodi­
ments of the present invention. Ille circuits shown in FIG. 21 
are similar to FIG. 15 except the load modulation driver is 
replaced with au active transmit driver circuit 2130. Active 
transmit driver circuit 2130 may include circuits to actively 
transmit a signal rather than simply load modulate !\med 
circuit 1540. For example, active transmit driver circuit 2130 
may include one or more amplifiers filters, oscillators, modu-
lators, etc .. to form a signal that mimics the sidebands 1610 
(FIG. 16) as if the interrogating RF field experienced load 
modulation. Active transmission can make use of power 
available on tl1c RF! D card and can further increase tl1e usable 
distance when smartcard controller 330 is transmitting. 

FIG. 22 shows a smart·card controller with perfonnance 
enhancement circuits including an act·ive transmit driver cir­
cuit and separate receive and transmit antennas in accordance 
with various embodiments of the present invention. The cir­
cuits shown in FIG. 22 are similar to FIG. 17 except the load 
modulation driver is replaced with an active transmit driver 
circuit 2130. Active transmit driver circuit 2130 is described 
above with reference to FIG. 21. 

FIG. 23 shows a smartcard controller with perfonnance 
enhancement circuits including an active transmit driver cir­
cuit and multiple transmit anteJlllas in accordance with vari­
ous embodiments of the present invention. The circuits shown 
in FIG. 23 are similar to FJG. 19 except the load modulation 
driver is replaced with an active transmit driver circuit 2130. 
Active transmit driver circuit 2130 is described above witl1 
reference lo FJG. 21. 

FIG. 24 shows a smartcard controller with a pad to provide 
a digital data output. Smartcard controller 2430 includes the 
antenna pads 1472 and 1474 as described above. Smartcard 
controller 2430 also includes pad 2410 which provides the 
digital data olllput directly. By providing the digital data 
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output directly, smartcard controller 2430 enables various 
embodiments of the invention to eliminate the outgoing data 
extraction circuit. 

18 
ASIC ofFJG. 32 includes active transmit driver circuit 2130. 
FIGS. 33 and 34 show ASICs coupled to receive direct digita l 
data from smartcard controller 2430. Accordingly, the outgo­
ing data extraction circuits are omitted. The ASIC of FIG. 33 FlG. 25 shows a smartcard controller with digital data 

output and perfom1ance enhancement circuits including a 
load modulation driver circuit and a single antenna in accor­
dance with various embodiments of the present invention. 
FIG. 25 shows smartcard controller 2430, amplifier 1510, 
load modulation driver circuits 1530, and tuned circuit 1540, 
all of which are described above. Note that because smartcard 
controller 2430 provides digital data directly, the omgoing 
data extraction circuit 1520 (FJG. 15) can be 01uit1ed, thereby 
reducing parts cotmt and cost. 

5 includes amplifier 1510 and load modulation driver circuits 
1530, and the ASIC of FIG. 34 includes amplifier 1510 and 
active transmit driver circuit 2130. 

FlG. 26 shows a smartcard controller with digital data 
output and perfonnance enhancement circuits including a 
load modulation driver circuit and separate receive and trans­

By combining a smartcard controller and an ASIC as 
described herein, the perfonnance of an RFID card may be 

IO enhanced with a reduced parts cotmt. Further, any of ASJCs 
shown may be used with separate receive and transmit anten­
nas, multiple transmit ruitennas. or any combination. Furtl1er, 
one ASIC may be provided with all ofthef1.mctionaJity shown 

15 
in FIGS. 31-34 ru1d the maiu1cr in which it is connected to a 
smartcard controller will dictate which functional blocks 
(e.g., data extraction, load modulation, act ive trrutsmit) are 
utilized. 

mit antennas in accordance with various embodiments of the 
present invention. FIG. 26 shows circuits similar to those 
shown in FJG. 25, except that separate transmit and receive 
antem1as are provided. Separate transmit and receive rullen- 20 

nas (and associated tuned circuits) allow for a higherQ tuning 
of the receive antenna. thereby increasing the maximum 
usable distance when RFJD card is receiving. See FIG. 18. 

FIG. 27 shows a smartcard controller with digital data 
outpllt and performance enhancement circuits including a 25 

load modulation driver circuit and multiple transmit antennas 
in accordance with various embodiments of the present inven­
tion. FIG. 27 shows circuits similar to those shown in FIG. 26, 
except that multiple transmit antennas are provided. Multiple 
separate trru1smit antennas (and associated tuned circuits) 30 
allow for a higher Q lllning of each transmit ante1ma, thereby 
increasing the maximum usable distance when RFID card is 
transmitting. See FIG. 20. 

FJG. 28 shows a smartcard controller with digital data 
output and performance enhancement circuits including an 35 

active trans1uit driver circuit and a single antenna in accor­
dance with various embodiments of the present invention. 
The circuits shown in FIG. 28 arc similar to FIG. 25 except the 
load modulation driver is replaced with an active transmit 
driver circuit 2130. Active transmit driver circuit 2130 is 40 
described above with reference to FIG. 21. In general. the 
term "driver" as used herein refers to an active transmit driver 
or a load modulation driver or any otl1er method of driving the 
transmit output data. 

FIG. 29 shows a smartcard controller with digital data 45 

outpm and perfonuance enhancement circuits including an 
active transmit driver circuit and separate receive and trans-
mit antennas in accordance with various embodiments of the 
present invention. 'The circuits shown in FIG. 29 are similar to 
FIG. 26 except the load modulation driver is replaced with an 50 

active transmit driver circuit 2130. Active transmit driver 
circuit 2130 is described above with reference to FIG. 21 . 

FIG. 35 shows a memory card with integrated smartcard 
controller, perfomrnnce enhancement circuits, and antennas 
in accordance with various embodiments of the present inven­
tion. Host interface 310, memory card controller 340. and 
memory 360 arc described above. Smartcard controller 3520 
may be any smartcard controller described herein, including 
smartcard controller 330 or smartcard controUer 2430. 
Enhancement circuits 3550 may include any of the enhance-
ment circuits described herein including any combination of 
amplifier 1510, outgoing data extraction circuits 1520, load 
modulation driver circuits 1530 and active transmit driver 
circuit 2130. Antcru1a(s) 3560 may include any number or 
type of ante,mas. Por example, antem1a(s) 3560 may include 
one antenna. scpara1e transmit and receive antennas. o r a 
receive antenna and multiple transmit antennas. 

FIG. 36 shows a memory card with integrated smartcard 
controller and performance enhancement circuits in accor­
dance with various embodiments of the present invention. 
The memory card of FIG. 36 shows circuits similar to FJG. 35 
with tl1e exception of anterma(s) 3560. Instead, the memory 
card of FIG. 36 is intended for use with a host device that 
includes autenna(s). 1n some embodiments, anterrna(s) 3560 
are included in the memory card of FIG. 36, thereby allowing 
the host device to decide whether to use the antennas on the 
memory card. or the antennas on the host device. The form 
factor of the memory card in FlGS. 35 and 36 is shown as a 
microSD card. but this is not a limitation of the present inven­
tion. Any fonu factor may be employed. 

FIG. 37 shows a subscriber identity module (SIM) card 
with integrated smartcard controller, perfonnance enhance­
ment circuits and antennas in accordance with various 
embodiments of the present invention. Smartcard controller 
3520, enhancement circuits 3550, and antenna(s) 3560 are 
described above witl1 reference to FIG. 35. 

FIG. 38 shows a subscriber identity module (SIM) card 
with integrated smartcard controller and performance 

FIG. 30 shows a smartcard controller with digital data 
output and performance enhancement circuits including an 
active transmit driver circuit and multiple transmit antennas 
in accordance with various embodiments of the present inven­
tion. The circuits shown in FIG. 30 are similar to FIG. 27 
except the load modulation driver is replaced with an active 
transmit driver circuit 2130. Active transmit driver circuit 
2130 is described above with reference to FIG. 21. 

55 enhancement circuits in accordance with various embodi­
ments of the present invention. The SIM card of FIG. 38 
shows circuits similar to FIG. 37 with the exception of anten­
na(s) 3560. lnstead, the SIM card of FIG. 38 is intended for 
use with a host device that includes antenna(s). In some 

FIGS. 31-34 show performance enhancing application 
specific integrated circuits (AS1Cs) coupled to various smart­
card controllers in accordance with various embodiments of 
the present invention. FIGS. 31 and 32 show ASICs coupled 
to smartcard controller 330. Both ASICs include amplifier 
1510 and outgoing data extraction circuits 1520. ThcASICof 
FIG. 31 includes load modulation driver circuits 1530and the 

60 embodiments, antenna(s) 3560 are included in the SIM card 
of FIG. 38. thereby allowing the host device to decide wbetl1er 
to use the antennas on the SJM card, or the antennas on the 
host device. 

FIG. 39 shows a mobile device with a smart card controller, 
65 enhancement circuits, and ru1tenna(s). The mobile device of 

FIG. 39 includes a built-in smartcard controller for RFID 
functionality as opposed to accepting a separate RF! D card as 
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described above. The mobile device may be any electronic 
device including a mobile phone, a lablet computer, or the 
like. 

20 
lier is coupled to amplify a signal received from the 
antenna and to provide an amplified signal 10 the smart­
card controller. 

Although the present invention bas been described in con­
junction with certain embodiments, it is to be understood thal 
modifications and variations may be resorted to withoul 
departing from the spirit and scope of the invention as those 
skilled in the art readily understand. Such modifications and 
variations are considered to be witl1i11 t11e scope of the inven­
tion and the appended claims. 

8 . The mobile device of claim 7 wherein the antenna is 
5 tuned to operate at 13.56 MHz. 

What is claimed is: 
l. A mobile device comprising: 
a smartcard controller: 
an antenna; and 

to 

performance enhancement circuits coupled between the 15 

smartcard controller and t11e anteruia, wherein the per­
formance enhancement circuits include an amplifier and 
a load modulation circuit, and wherei11 the amplifier is 
coupled to amplify a signal received from tbe antenna 
and to provide an amplified signal to the smartcard con- 20 

trailer. 
2. The mobile device of claim 1 wherein the anteL111a is 

tuned to operate at 13.56 MHz. 
3. The mobile device of claim 1 wherein the antenna com­

prises_ an inductive element too small to draw enough power 25 

sufficient to operate the smartcard controller from an interro­
gating radio frequency (RF) field. 

4. TI1e mobile device of claim l wherein the smartcard 
controller is coupled to be powered by the mobile device. 

5. The mobile device of claim 1 wherein the performance 30 

enhancement circuits are coupled to be powered by t11e 
mobile device. 

6. The mobile device of claim 1 wherein the mobile device 
comprises a mobile phone. 

7. A mobile device comprising: 
a smartcard controller: 
an anteru1a: and 

35 

performan~e enhancement circuits coupled between the 
smartcard controller and t11e antenna, wherein the per­
formance enhancement circuits include an amplifier and 40 

an active trru1smit driver circuit, and wherein the amp Ii-

9. The mobile device of claim 7 wherein the antenna com­
prises an inductive element too small to draw enough power 
sufficient to operate the smartcard controller from an interro­
gating radio frequency (RF) field. 

10. TI1c mobile device of claim 7 wherein t11c smartcard 
controller is coupled to be powered by the mobile device. 

11. The mobile device of claim 7 wherein the perfomiauce 
enhancement circuits are coupled to be powered by the 
mobile device. 

12. The mobile device of claim 7 wherein the mobile 
device comprises a mobile phone. 

13. A mobile device comprising: 
a smartcard controller: 
an antenna; 
an amplifier coupled to amplify signals received at the 

anteL111a and drive the smartcard controller: and 
a driver circuit to drive the anteL111a with data provided by 

the smartcard controller. 
14. The mobile device of claim 13 wherein the driver 

circuit comprises a load modula tion circuit. 
15. The mobile device of claim 13 wherein the driver 

circuit comprises an active transmit driver circuit. 
16. The mobile device of claim 15 wherein the active 

transmit driver circuit is coupled to be powered by the mobile 
device. 

17. TI1c mobile device of claim 13 wherein the amplifier is 
coupled to be powered by the mobile device. 

18. The mobile device of claim 13 wherein the antenna is 
tuned to operate at 13.56 MHz. 

19. The mobile device of claim. 13 wherein the antenna 
comprises an inductive element too small to draw enough 
power sufficiem to operate the smartcard controller from ru1 
interrogating radio frequency (RF) field. 

20. The mobile device of claim 13 wherein the mobile 
device comprises a mobile phone. 

* * * * * 




