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(57) ABSTRACT 

A handheld unit Which is capable of emulating a plurality of 
smartcards or magnetic stripe cards. The unit has the capabil 
ity of storing a plurality of data sets representing a plurality of 
accounts. The unit is equipped With an RF interface that can 
emulate a smartcard interface that is capable of communicat 
ing With smartcard readers at POS or ATM terminals, or 
anyWhere else a smartcard may be utilized. The unit is also 
equipped With a programmable magnetic strip such that it can 
be used anyWhere a magnetic stripe card can be sWiped or 
inserted. The unit is equipped With a biometric sensor to 
positively verify an authenticated user. 
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POINT OF SALE TRANSACTION DEVICE 
WITH MAGNETIC STRIPE EMULATOR AND 

BIOMETRIC AUTHENTICATION 

RELATED APPLICATIONS 

[0001] This application is a continuation-in-part of 
co-pending US. application Ser. No. 11/456,906, ?led Jul. 
12, 2006, and claims the bene?t of US. provisional applica 
tions 60/ 866,909, ?led Nov. 22, 2006, entitled “Biometrically 
Secured Point Of Sale Transaction Device, 60,866,922, ?led 
Nov. 22, 2006, entitled “Af?nity Card With Biometric Secu 
rity”, and 60/942,729, ?led Jun. 8, 2007, entitled “Smartcard 
and Magnetic Stripe Emulator Having Biometric Authentica 
tion With Enhanced Features. 

BACKGROUND OF THE INVENTION 

[0002] Plastic credit card issuers lose billions of dollars 
WorldWide each year to credit card fraud. These losses are 
often offset to some degree by passing off to consumers and 
merchants in the form of higher transaction fees and interest 
rates. HoWever, the losses to the credit card issuers are still 
substantial. 
[0003] Credit card information can be obtained for fraudu 
lent use in a number of different Ways. Recent cases have 
shoWn employees or hackers obtaining unauthorized access 
to merchant or card processor databases, compromising mil 
lions of credit and debit card accounts. Frequently, the credit 
cards themselves are lost or stolen, making it possible for the 
thief to make unauthorized charges on the account until the 
account can be cancelled. Account information can also be 
illegally obtained through identity theft, Wherein a thief poses 
as an individual, or by What is knoW as “skimming” or “clon 
ing”, Which are high-tech methods used by thieves to capture 
personal information or account information from the mag 
netic stripe on a credit card. 
[0004] Because account information is static, once it has 
been compromised, it can be used to make fraudulent trans 
actions at multiple merchant sites, or by online transactions 
and other “card not present” transactions, such as mail order 
or phone order. It Would therefore be desirable to have a Way 
of making the information required to complete a credit card 
transaction dynamic, that is, changing after every transaction, 
thereby greatly limiting the opportunities for fraudulent 
transactions to occur. The “chip and pin” initiative in the 
United Kingdom is a step in this direction. This program 
utilizes a smartcard type of credit card and requires the user to 
enter a PIN number When making a transaction in lieu of a 
signature. The PIN number is matched With the number 
stored on the chip inside the smartcard. Note that this arrange 
ment, While a step in the right direction, does not solve fraud 
in “card not present” transactions. 
[0005] Radio frequency identi?cation devices (RFID) are 
Well knoWn in the art. A typical RFID device includes an 
antenna and a chip that is activated by RF energy emitted by 
a reading device. The antenna on the reading device induces 
a signal into an RFID chip Which is in close proximity to the 
reading device, causing the RFID device it to transmit a small 
amount of data back to the reading device. An RFID tag can 
be thought of as similar in usefulness to a bar code. 

[0006] RFID has found its Way into many applications, 
including inventory control and tracking, as substitutes for 
traditional magnetic strip cards for electronic payments at 
point of sale (POS) locations, devices for automatically pay 

May 29, 2008 

ing tolls on highWays, passports and personal identi?cation 
cards. RFID devices have even been used as embedded 

devices Within living beings such as domesticated pets and 
children. 

[0007] A “smartcar ” is a card that is embedded With either 

a microprocessor and a memory chip or a memory chip With 
non-programmable logic. The microprocessor can add, 
delete, and otherWise manipulate information on the card, 
While a memory-chip card can only undertake a pre-de?ned 
operation. Although smartcards utilize radio frequency (RF) 
to transmit and receive data, they are unlike traditional RFID 
tags or magnetic strip cards in that all necessary functions and 
information necessary for the completion of a transaction can 
be carried on the card. Therefore, they do not require access to 
remote databases at the time of the transaction. Smartcards 

are governed by many standards, in particular, ISO/IEC stan 
dards 7816 and 14443. The previously mentioned “chip and 
pin” program in the UK utilizes this type of card. 

[0008] The smartcard is quickly replacing the traditional 
method of ‘sWiping’ credit cards With data contained on mag 
netic stripes. At a point-of-sale (POS), the smart card is acti 
vated by a contactless reader attached to an external device 
required for the application, for example, an RFID reader 
attached to a cash register. The reader’s RF antenna induces a 
signal into the card’ s RF antenna, thereby activating the smart 
card. The application can then communicate With the smart 
card via the reader unit to transmit the cardholder’s account 
data back to the point of sale application, utilizing a command 
set speci?ed by the ISO 7816 standard. 

[0009] While smart cards alloW transactions to be per 
formed at a faster rate than traditional magnetic stripe cards, 
they only offer a small improvement in security to guard 
against account data theft than the conventional magnetic 
stripe credit cards they are replacing. A closer examination of 
this technology reveals several inadequacies that Will alloW 
fraudulent and illegal trends to emerge. First, oWners making 
a purchase no longer enter PIN numbers or sign a printed copy 
of the credit card transaction. Therefore, if a smartcard is lost 
or stolen, it can be used to make unauthorized purchases. 
Also, there are neW security threats that are technically pos 
sible against contactless smart cards. A lost or stolen smart 
card also contains all the required information thereon, 
including the account number, CCV and any other informa 
tion necessary to complete a transaction, that can be easily 
read and copied. Differential PoWer Analysis (DPA) and 
Simple PoWer Analysis (SPA) may be used to steal the secu 
rity keys for communication encryption and decryption. In 
addition, smartcards are subject to certain types of attacks, 
knoWn as “relay” attacks, in Which a smartcard not in close 
proximity to a POS-based reader canbe used by “relaying” its 
information through another reader and smartcard pair. 
[0010] These de?ciencies represent a dramatic ?nancial 
threat to both the issuing institutions and the card oWners. 
While credit card companies and insurance companies that 
underWrite fraud coverage usually absorb the losses associ 
ated With fraudulent activity, the long-term implications for 
victims and their credit ratings are very serious. Additionally, 
it is intuitive that any perceived security risk associated With 
smartcard technology Would represent an obstacle to Wide 
spread market acceptance. Therefore, it Would be advanta 
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